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Foreword

ISO (the International Organization for Standardization) and

IEC (the International EI

ectrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and n
technd

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
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n-governmental, In liaison with 1SO and IEC, also take part in the work. In the field
logy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

rds adopted by the joint technical committee are circulated to national bodies for voting.
rnational Standard requires approval by at least 75 % of the national bodies casting a vot

pn is drawn to the possibility that some of the elements of this decument may be the su
ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

C 9594-6 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatio
mmittee SC 6, Telecommunications and information,eXchange between systems, in coll
The identical text is published as Rec. ITU-T X.5207(10/2012).

eventh edition cancels and replaces the sixth edition (ISO/IEC 9594-6:2008), wh
Cally revised. It also incorporates the, {@echnical Corrigenda ISO/IEC 9594-6:20(
C 9594-6:2008/Cor.2:2012 and ISO/IEC 9594-6:2008/Cor.3:2013.

C 9594 consists of the following parts;“under the general title Information technology —
nnection — The Directory:

art 1. Overview of concepts;.models and services
art 2: Models

hrt 3: Abstract service definition

art 4. Proceduires for distributed operation

art 5. Rrotocol specifications
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hit 67 Selected attribute types

Part 7: Selected object classes
Part 8: Public-key and attribute certificate frameworks

Part 9: Replication
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typicaly used to facilitate communication between, with or about objects such as application entities, people, terminals,
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

— under different managements;;

+ of different levels of complexity; and
4+  of different ages.

This Reconmendation | International Standard defines a number of attribute types which may be feund usefjul across a
range of gpplications of the Directory, as well as a number of standard attribute syntaxes‘and matching [rules. One
particular pse for many of the attributes defined herein is in the formation of names, particularly for the classes of
objects deﬁ];ned in Rec. ITU-T X.521 | ISO/IEC 9594-7.

This Recoinmendation | International Standard provides the foundation frameworks upen which industry profliles can be
defined by| other standards groups and industry forums. Many of the features défined as optional in these ffameworks
may be mpandated for use in certain environments through profiles. This‘seventh edition technically rgevises and
enhances the sixth edition of this Recommendation | International Standard.

This severtth edition specifies versions 1 and 2 of the Directory protocals.

The first ghd second editions specified only version 1. Most of the services and protocols specified in this jedition are
designed fp function under version 1. However some enhanced services and protocols, e.g., signed errors, will not
function ufless al Directory entities involved in the operation-have negotiated version 2. Whichever version has been
negotiated| differences between the services and between-the protocols defined in the six editions, except for those
specifically assigned to version 2, are accommodated using the rules of extensibility defined in Rec. ITU-T X.519 |
|SO/IEC 9p94-5.

Annex A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 rotation for
the complgte modul e which defines the attributes, attribute syntaxes and matching rules.

Annex B,
types, for

hich is not an integral part'of this Recommendation | International Standard, provides a table ¢f attribute
reference.

Annex C, Which is not an integralpart of this Recommendation | International Standard, provides an examp|e of upper
bounds value constraints. These’constraints are not reflected in these Directory Specifications, but are prqvided as a
reference fior those implementations applying these constraints.

Annex D,|which is_fet-an integral part of this Recommendation | International Standard, lists aphabgtically the
attributes gnd matching rules defined in this Directory Specification.

Annex E, Which.is not an integral part of this Recommendation | International Standard, gives examples relgvant to the
definition pf\zenal matching.

Annex F, which is not an integral part of this Recommendation | International Standard, describes how a directory
distinguished name may be based on object identifiers and on Uniform Resource Names (URNS).

Annex G, which is not an integral part of this Recommendation | International Standard, describes an alternative way of
generating directory distinguished based on object identifiers. It contains information retrieved from Rec. ITU-T X.660 |
ISO/IEC 9834-1.

Annex H, which is not an integral part of this Recommendation | International Standard, lists the amendments and
defect reports that have been incorporated to form this edition of this Recommendation | I nternational Standard.

Rec. ITU-T X.520 (10/2012) v
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INTERNATIONAL STANDARD

RECOMM

ENDATION ITU-T

I nfor mation technology — Open Systems | nter connection —
The Directory: Selected attribute types

SECTION 1 -GENERAL

1 Scope

This Recommendation | International Standard defines a number of attribute types and matching rules which may be
found useful across arange of applications of the Directory.

Attribute ty

Some attrilute types and matching rules are used by a wide variety of applications or are understood and/or

Directory i
NOTE 1

used, in preference to the generation of a new one, whenever it is appropriate for the application.

NOTE 2
semantid

Some attriljute types and matching rules are internationally standardized, but are-application-specific. These

in the stand

Any administrative authority can define its own attribute types and matehing rules for any purpose. Th
internationglly standardized, and are available to others beyond the administrative authority which created
through bilpteral agreement.

2 Normative refer ences

The follow
constitute

pes and matching rules fall into three categories, as described below.

self.
—It is recommended that an attribute type or matching rule defined in this Recommendatien\ 4 nternational

— The attribute and context types definitions by this Recommendation | International”Standard have som
s. Such specifications should not be used in situations where these semantics do not apply.

ards associated with the application concerned.

used by the
Standard be

e associated

are defined

bse are not
them only

ng Recommendations and International Standards contain provisions which, through reference

were validl All Recommendations and Standards,'are subject to revision, and parties to agreements b
Recommerldation | International Standard are(encouraged to investigate the possibility of applying the most recent

edition of the Recommendations and Standards listed below. Members of IEC and SO maintain registers
valid Interpational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list
valid ITU-T Recommendations.

21

rovisions of this Recommendation | International Standard. At the time of publication, the editic;%ndicated

Hentical Recommendations | International Standards

Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Of
Interconnection — Basic Reference Model: The basic model.

Recommendation ITU-T X.500 (2012) | ISO/IEC 9594-1:2014, Information technology — Of
I ntérconnection — The Directory: Overview of concepts, models and services.

n this text,
on this

pf currently
pf currently

en Systems

en Systems

Recommendation ITU-T X.501 (2012) | ISO/IEC 9594-2:2014, Information technology — Of

Liatal Meadala

en Systems

5’ CTI-t=Y ol it 4
ItCrCorCCtronrT DT CCtOTy -~ IVIOUCrS:

Recommendation ITU-T X.509 (2012) | ISO/IEC 9594-8:2014, Information technology — Open Systems

Interconnection — The Directory: Public-key and attribute certificate frameworks.

Recommendation ITU-T X.511 (2012) | ISO/IEC 9594-3:2014, Information technology — Open Systems

Interconnection — The Directory: Abstract service definition.

Recommendation ITU-T X.518 (2012) | ISO/IEC 9594-4:2014, Information technology — Open Systems

Interconnection — The Directory: Procedures for distributed operation.

Recommendation ITU-T X.519 (2012) | ISO/IEC 9594-5:2014, Information technology — Open Systems

Interconnection — The Directory: Protocol specifications.

Recommendation ITU-T X.521 (2012) | ISO/IEC 9594-7:2014, Information technology — Open Systems

Interconnection — The Directory: Selected object classes.

Rec. ITU-T X.520 (10/2012)
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2.2

Recommendation ITU-T X.525 (2012) | ISO/IEC 9594-9:2014, Information technology — Open Systems
Interconnection — The Directory: Replication.

Recommendation ITU-T X.660 (2008) | ISO/IEC 9834-1:2008, Information technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities: General procedures and
top arcs of the International Object Identifier tree.

Recommendation ITU-T X.667 (2008) | ISO/IEC 9834-8:2008, Information technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities. Generation and
registration of Universally Unique ldentifiers (UUIDs) and their use as ASN.1 object identifier
components.

Recommendation ITU-T X.668 (2008) | ISO/IEC 9834-9:2008, Information technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities. Registration of object
identifier arcs for applications and services using tag-based identification.

Recommendation ITU-T X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Abstract Syntax

O

ther references

Notation One (ASN.1): Specification of basic notation.

Recommendation ITU-T X.681 (2008) | 1SO/IEC 8824-2:2008, |nformation technology ~Abstract Syntax
Notation One (ASN.1): Information object specification.

Recommendation ITU-T X.682 (2008) | 1SO/IEC 8824-3:2008, Information technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.

Recommendation ITU-T X.683 (2008) | | SO/IEC 8824-4:2008, Information_technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

Recommendation ITU-T E.123 (2001), Notation for national @nd international tel ephone numipers, e-mail
addresses and web addresses.

Recommendation ITU-T E.164 (2005), The internatiornalypublic telecommunication numbering| plan.
Recommendation ITU-T F.1 (1998), Operational provisions for the international public telegram service.
Recommendation CCITT F.31 (1988), Telegramretransmission system.

Recommendation CCITT F.401 (1992), Message handling services: Naming and addressing for public
message handling services.

Recommendation ITU-T T.30 (2005);’Procedures for document facsimile transmission in the general
switched telephone network.

Recommendation ITU-T T.51((1992), Latin based coded character sets for telematic services.
Recommendation ITU-T-T:62 (1993), Control procedures for teletex and Group 4 facsimile sefvices.
Recommendation ITU-T X.121 (2000), International numbering plan for public data networks

Recommendation-[TU-T Y.2213 (2008), NGN service requirements and capabilities for netwprk aspects
of applicationsand services using tag-based identification.

SO 3166+1:2006, Codes for the representation of names of countries and their subdivisions — Part 1:
Country-codes.

| S@-3166-3:1999, Codes for the representation of names of countries and their subdivisions — Part 3:
Code for formerly used names of countries.

SO 639-2:1998, Codes for the representation of names of lanquages — Part 2: Alpha-3 code.

ISO/IEC/IEEE 9945:2009, Information technology — Portable Operating System Interface (POSX) —
Base Soecifications, Issue 7.

ISO/IEC 15897:2001, Information technology — User interfaces — Procedures for the registration of
cultural elements.

I[ETF RFC 3406 (2002), Uniform Resource Names (URN) Namespace Definition Mechanisms.

IETF RFC 3454 (2003), Preparation of Internationalized Srings (" stringprep™).
IETF RFC 3641 (2003), Generic Sring Encoding Rules (GSER) for ASN.1 Types.

IETF RFC 3642 (2003), Common Elements of Generic String Encoding Rules (GSER) Encodings.
IETF RFC 3672 (2003), Subentriesin the Lightweight Directory Access Protocol (LDAP).
IETF RFC 3986 (2005), Uniform Resource Identifier (URI): Generic Syntax.

Rec. ITU-T X.520 (10/2012)
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IETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification Road
Map.
IETF RFC 4512 (2006), Lightweight Directory Access Protocol (LDAP): Directory Information Models.

IETF RFC 4514 (2006); Lightweight Directory Access Protocol (LDAP): String Representation of
Distinguished Names.

IETF RFC 4517 (2006), Lightweight Directory Access Protocol (LDAP): Syntaxes and Matching Rules.
IETF RFC 4519 (2006), Lightweight Directory Access Protocol (LDAP): Schema for User Applications.

IETF RFC 4520 (2006), Internet Assigned Numbers Authority (IANA) Considerations for the Lightweight
Directory Access Protocol (LDAP).

IETF RFC 4792 (2007), Encoding Instructions for the Generic String Encoding Rules (GSER).

The Unicode Consortium. The Unicode Standard, Version 4.0.0, defined by: The Unicode Sandard,
Version 4.0 (Reading, MA, Addison-Wesey, 2003. ISBN 0-321-18578-1).

2.3

3 C
For the pur

The follow,
al

4 A
For the pur

Unicode Standard Annex #15: Unicode Normalization Forms, by Mark Davis and Martin Dirst. An
integral part of The Unicode Sandard, Version 4.0.

National Imagery and Mapping Agency (NIMA): TR 8350.2, DoD Word Geodetic System 1984.

SO/ EC Standards

pefinitions
poses of this Recommendation | International Standard, the following definitions apply:

ng terms are defined in Rec. ITU-T X.501 | ISO/IEC 95942;
attribute type;
context;

b
c¢) matchingrule;
d

object class.

bbreviations

poses of this Recommendation}international Standard, the following abbreviations apply:
Fl Application Family Tdentifier

PC Electronic Product Code

SER  Generic String Encoding Rules

DAP  Lightweight Directory Access Protocol

FID  Radio Frequency Identification

DN Relative Distinguished Name

C 10 10 - o m >

H Unique Item Identifier

I SO/IEC 10646:2012, Information technology — Universal Coded Charagter Set (UCS).

URL Uniform Resource L ocator

URN Uniform Resource Name

UTM Universal Transverse Mercator
UUID  Universally Unique Identifier

5 Conventions

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean Rec. ITU-T X.520 |
| SO/IEC 9594-6. The term "Directory Specifications' shall be taken to mean the X.500-series Recommendations and all
parts of |SO/IEC 9594.

Rec. ITU-T X.520 (10/2012)
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This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e, the 1988 edition of the series of CCITT X.500 Recommendations and the
| SO/IEC 9594:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition of
the Directory Specifications, i.e, the 1993 edition of the series of ITU-T X.500 Recommendations and the
| SO/IEC 9594:1995 edition.

This Directory Specification uses the term third edition systems to refer to systems conforming to the third edition of the
Directory Specifications, i.e, the 1997 edition of the series of ITU-T X.500 Recommendations and the
| SO/IEC 9594:1998 edition.

This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directory Specifications, i.e., the 2001 editions of Recs ITU-T X.500, X.501, X.511, X.518, X.519, X.520, X.521,
X.525, and X.530, the 2000 edition of Rec. ITU-T X.509, and parts 1-10 of the | SO/IEC 9594:2001 edition.

This Direcfory Specificarion Uses the term it edition SySams 10 refer 10 Sy Stams conforming 1o the fifth edition of the
Directory [Specifications, i.e, the 2005 edition of the series of ITU-T X.500 Recommendations and the
| SO/IEC 9%94:2005 edition.

This Directory Specification uses the term sixth edition systems to refer to systems conforming to thie sixth edition of the
Directory [Specifications, i.e., the 2008 edition of the series of ITU-T X.500 Recommendations and the
| SO/IEC 9%94:2008 edition.

This Direcfory Specification uses the term seventh edition systems to refer to systems conforming to the sevénth edition
of these Directory Specifications, i.e., the 2012 edition of the series of ITU-T.SX.500 Recommendations and the
| SO/IEC 9%94:2014 edition.

This Direcfory Specification presents ASN.1 notation in the bold Courier New typeface. When ASN.1 typeqand values
are referenped in normal text, they are differentiated from normal text by, ‘presenting them in the bold Cpurier New
typeface. Tlhe names of procedures, typically referenced when specifyifng the semantics of processing, are differentiated
from normg@l text by displaying them in bold Times New Roman. Access control permissions are presented in italicized
Times New Roman.

If the itemp in a list are numbered (as opposed to using "—"*0r letters), then the items shall be considered steps in a
procedure.

Attribute types, matching rules and context types are defined in this Recommendation | International Standard by use of
the ATTRIBUTE, MATCHING-RULE and CONTEXTZinformation object classes defined in Rec. ITU-[T X.501 |
| SO/IEC 9%94-2.

Examples ¢f the use of the attribute types aré.described using an informal notation, where attribute type and|value pairs
are represented by an acronym for the attribute type, followed by an equals sign (“="), followed by the exampe value for
the attribute.

4 Rec. ITU-T X.520 (10/2012)
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SECTION 2 -SELECTED ATTRIBUTE TYPES

6 Definition of selected attribute types

This Directory Specification defines a number of attribute types which may be found useful across a range of
applications of the Directory.

Many of the attribute types defined in this Directory Specification are based on acommon ASN.1 syntax:

UnboundedDirectoryString ::= CHOICE {
teletexString TeletexString (SIZE (1..MAX)),
printableString PrintableString(SIZE (1..MAX)),
bmpString BMPString (SIZE (1..MAX)),

universalString UniversalString(SIZE (1..MAX)),
uTF8Stying  UTF8String(SIZE (1..MAX)) }

A few attribute types are based on the following data type:

DirectoryString{INTEGER:maxSize} ::= CHOICE {
teletexString TeletexString (SIZE (1..maxSize,...)),
printableString PrintableString(SIZE (1..maxSize,...)),
bmpString BMPString (SIZE (1..maxSize,...)),
universalString UniversalString(SIZE (1..maxSize,...)),
uTF8String UTF8String (SIZE (1..maxSize,...)) }

NOTE 1j- The above syntaxes are also used in other parts of these Directory Specifications.
NOTE 24— The use of Teletexstring iS deprecated.

6.1 Jystem attribute types

6.1.1 Knowledge I nformation

The Knowledge Information attribute type specifies a human readable accumulated description of knowledge mastered
by a specific DSA.
NOTE —{ This attribute is now obsol ete.

knowledg¢Information ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caseIgnoreMatch

OBSOLETE TRUE

ID id-at~kniowledgeInformation }
6.2 Habelling attribute typées
These attributes type are concerned with information about objects which has been explicitly associated with|the objects
by alabellipng process.
6.2.1 Name
The name pttributetype is the attribute supertype from which string attribute types typically used for nam|ng may be
formed.
name ATTRIBHEE =

WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP -NAME {"name"
ID id-at-name }

6.2.2 Common Name

An attribute of the type commonName Specifies an identification of an object. A Common Name is not a directory name
in itself; it is a (possibly ambiguous) name by which the object is commonly known in some limited scope (such as an
organization) and conforms to the naming conventions of the country or culture with which it is associated.

An attribute value for Common Name is a string chosen by either the person or organization it describes or the
organization responsible for the object it describes for devices and application entities. For example, a typical name of a

Rec. ITU-T X.520 (10/2012)
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person in an English-speaking country comprises a persondl title (e.g., Mr., Ms.,, Rd, Professor, Sir, Lord), a first name,
middle name(s), last name, generation qualifier (if any, e.g., Jr.) and decorations and awards (if any, e.g., QC).
Examples
CN ="Mr. Robin Lachlan McLeod BSc(Hons) CEng MIEE";
CN ="Divisional Coordination Committee";
CN ="High Speed Modem".
Any variants should be associated with the named object as separate and alternative attribute values.

Other common variants should also be admitted, e.g., use of a middie name as a preferred first name; use of "Bill" in
place of "William", etc.

commonName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"cn", "commonName" }

ID id-at-commonName }

6.2.3 Surname

An attributg of the type surname specifies the linguistic construct which normally is inhetited by an individdal from the
individual'$ parent or assumed by marriage, and by which the individual is commonly known.

An attribute value for Surnameisastring, e.g., "McLeod".

surname ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"sn"}
ID id-at-surname }

6.2.4 Given Name

The Given| Name attribute type specifies the linguistic\construct which is normally given to an individual by the
individual'$ parent, or is chosen by the individual, or by:which the individual is commonly known.

An attribute value for Given Nameis a string, e.g.,*David" or "Jean-Paul".

givenName¢ ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"givenName"}

ID id-at-givenName }

6.2.5 Initials
The Initial$ attributetype contains the initials of some or all of an individual's names, but not the surname(s).

An attribute valye for Initialsisastring, e.g., "D" or "D." or "J.P.".

initials|[ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"initials"}
ID id-at-initials }

6.2.6 Generation Qualifier

The Generation Qualifier attribute type contains a string which is used to provide generation information to qualify an
individual's name.
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An attribute value for Generation Qualifier isastring, e.g., "Jr." or "11".

generationQualifier ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"generationQualifier"}

iDp id-at-generationQualifier }

6.2.7 Unique | dentifier

The Unique Identifier attribute type specifies an identifier which may be used to distinguish between object references
when a distinguished name has been reused. It may be, for example, an encoded object identifier, certificate, date,
timestamp, or some other form of certification on the validity of the distinguished name.

An attribute value for Unique Identifier is abit string.

uniqueIdentifier ATTRIBUTE ::= {

WITH SYNTAX UniqueIdentifier

EQUALITY MATCHING RULE bitStringMatch

LDAP-SYNTAX bitString.&id

LDAP -NAME {"x500UniqueIdentifier"}

ID id-at-uniqueIdentifier }
UniqueIdeéntifier ::= BIT STRING

628  ON Qualifier

The DN Qalifier attribute type specifies disambiguating information to addcte the relative distinguished pame of an
entry. It is{ntended to be used for entries held in multiple DSAs which would otherwise have the same name,|and that its
value be the same in agiven DSA for all entries to which this information has been added.

dnQualifjer ATTRIBUTE ::= {
WITH SYNTAX PrintableString
EQUALITY MATCHING RULE caseIgnoreMatch
ORDERING MATCHING RULE caseIgnoreOrderingMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstrimgsMatch

LDAP-SYNTAX printableString.&id
LDAP -NAME {"dnQualifiern}
ID id-at-dnQualifier }

6.2.9 Serial Number
The Serial Number attribute type specifiesan identifier, the serial number of an object.
An attribute value for Serial Number is aprintable string.

serialNupber ATTRIBUTE (= {
WITH SYNTAX PrintableString (SIZE (1..MAX))
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

LDAP-SYNTAX printableString.&id
LDAP -NAME {"serialNumber"}
ID id-at-serialNumber }

6.2.10 [S= mlnnym

The Pseudonym attribute type specifies a pseudonym for an object. It is used for naming an object when it is to be made
clear that its name is a pseudonym.

pseudonym ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-pseudonym }

6.2.11  Universal Unique I dentifier Pair

The Universal Unique Identifier Pair attribute type specifies a pair of Universal Unique Identifiers (UUID), as specified
in Rec. ITU-T X.667 | ISO/IEC 9834-8. The pair collectively represents an issuer/subject relationship, the nature of
which is outside the scope of this Directory Specification. The initial UUID in the pair represents the issuer, and the
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trailing UUID in the pair represents the subject of the issuer/subject relationship. An example of such arelationship isa
user account.

uUIDPair ATTRIBUTE ::= {

WITH SYNTAX UUIDPair
EQUALITY MATCHING RULE uUIDPairMatch
ID id-at-uuidpair }

UUIDPair ::= SEQUENCE {
issuerUUID UUID,
subjectUUID UUID,

-}
UUID ::= OCTET STRING(SIZE (16)) -- UUID format only
6.212 uri
The uri attrli bute type is used for holding a Uniform Resource Identifier (URI) as defined in |IETF RFC 3986;

uri ATTRIBUTE ::= {
WITH SYNTAX URI
EQUALITY MATCHING RULE uriMatch
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"uriv}
ID id-at-uri }

URI ::= YTF8String

6.2.13 URN
The URN gtribute typeis used for holding a Uniform Resource Name (URN) ‘as defined in IETF RFC 3406.

urn ATTRIBUTE ::= {
SUBTYPE OF uri
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"urn"
ID id-at-urn }
6.214 URL

The URL ajtribute type is used for holding a Uniforim Resource Locator (URL).

url ATTRIBUTE ::= {
SUBTYPE OF uri
LDAP-SYNTAX difrectoryString.&id
LDAP -NAME {rurin}
ID id-at-url }

6.3 Geographical attribute types

These attrilpute types.are concerned with geographical positions or regions with which objects are associated.

6.3.1 Jountry\Name

The Countyy-Name attribute type specifies a country. When used as a component of a directory name, it identifies the
country in which the named object 1S physically Tocated or with which 1T 1S associated 1N Soime other Important way.

An attribute value for country name is a string chosen from I SO 3166-1 alpha-2 or SO 3166-3 a pha-2.

countryName ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX CountryName
SINGLE VALUE TRUE
LDAP-SYNTAX countryString.&id
LDAP-NAME {ren
ID id-at-countryName }
CountryName ::= PrintableString(SIZE (2)) -- ISO 3166 codes only

8 Rec. ITU-T X.520 (10/2012)


https://iecnorm.com/api/?name=f5ea2a1eff800b957b89230b8eb1f69e

| SO/I EC 9594-6:2014 (E)

6.3.2 Locality Name

The Locality Name attribute type specifies a locality. When used as a component of a directory name, it identifies a
geographical area or locality in which the named object is physically located or with which it is associated in some other
important way.

An attribute value for Locality Name isa string, e.g., L = "Edinburgh”.

localityName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {m1iv}

ID id-at-localityName }

The Collective Locality Name attribute type specifies alocality name for a collection of entries.

collectiyeLocalityName ATTRIBUTE ::= {

SUBTYPE OF localityName
COLLECTIVE TRUE
iDp id-at-collectiveLocalityName }

6.3.3 State or Province Name

The State qr Province Name attribute type specifies a state or province. When used as a component of a diregtory name,
it identifieg a geographical subdivision in which the named object is physically located or with which it is agsociated in
some other|important way.

An attribute value for State or Province Name isastring, e.g., S="Ohio".

stateOrPfovinceName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"st"}

ID id-at-stateOrProviné&éName }

The Collective Sate or Province Name attribute type specifies a state or province name for a collection of entties.

collectiyeStateOrProvinceName ATTRIBUTE(z:= {

SUBTYPE OF stateOrProvinceName
COLLECTIVE TRUE
ID id-at-collectiveStateOrProvinceName }

6.3.4 Street Address

The Street|Address attribute typetspecifies a site for the local distribution and physical delivery in a poga address,
i.e, the strg¢et name, place, aventie and house number. When used as a component of a directory name, it identifies the
street addrgss at which the named object is located or with which it is associated in some other important way

An attribute value for Street’/Addressis a string, e.g., "Arnulfstrale 60".

streetAdfiress ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY/MATCHING RULE caseIgnoreMatch
SUBSTRINGS" MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP-NAME {"street"}
ID id-at-streetAddress }

The Collective Sreet Address attribute type specifies a street address for a collection of entries.

collectiveStreetAddress ATTRIBUTE ::= {

SUBTYPE OF streetAddress
COLLECTIVE TRUE
ID id-at-collectiveStreetAddress }

6.3.5 House | dentifier

The House Identifier attribute type specifies a linguistic construct used to identify a particular building, for example a
house number or house name relative to a street, avenue, town or city etc.
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An attribute value for House Identifier isa string, e.g., "14".

houseIdentifier ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP -NAME {"houseIdentifier"}
ID id-at-houseIdentifier }

6.3.6 UTM Coordinates attributetype

An attribute of type utmCoordinates gives the coordinates in the Universal Transverse Mercator (UTM) coordinate

system.

utmCoordinates ATTRIBUTE ::= {

WITH SENPAX—————————————HtmEoordimates
SINGLE| VALUE TRUE
ID id-at-utmCoordinates }
UtmCoordjinates ::= SEQUENCE {
zone PrintableString,
easting NumericString,
northing| NumericString }
The zone omponent gives the value of the UTM zone. It consists of a single letterfollowed by up to ty
characters.
The eastilng component gives the easting values in metres.
The northiing component gives the northing value in metres.
6.4 Qrganizational attributetypes
These attripute types are concerned with organizations and can.he used to describe objectsin terms of organiz
which they|are associated.
6.4.1 Qrganization Name
The Orgarfization Name attribute type specifies an~organization. When used as a component of a directg
identifies ah organization with which the named-abject is affiliated.

VO numeric

ations with

ry name, it

"Scottish
dternative

An attribjte value for organizationName iS a string chosen by the organization (eg., O 3
Telecommuinications plc"). Any variants should be associated with the named Organization as separate and
attribute vg ues.
organizationName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP -NAME {r"on

ID id-at-organizationName }
The Collective Organization Name attribute type specifies an organization name for a collection of entries.
collectiveOrganizationName ATTRIBUTE ::= {

SUBTYPE OF organizationName

COLLECTIVE TRUE

ID id-at-collectiveOrganizationName }

6.4.2 Organizational Unit Name

The Organizational Unit Name attribute type specifies an organizational unit. When used as a component of a directory
name, it identifies an organizational unit with which the named object is affiliated.

The designated organizational unit is understood to be part of an organization designated by an organizationName
attribute. It follows that if an Organizational Unit Name attribute is used in a directory name, it shall be associated with
an organizationName attribute.

10
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An attribute value for Organizational Unit Name is a string chosen by the organization of which it is part (e.g., OU =
"Technology Division"). Note that the commonly used abbreviation "TD" would be a separate and alternative attribute
value.

Example
O ="Scottel", OU ="TD"

organizationalUnitName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP-NAME {"ou"}

ID id-at-organizationalUnitName }

The Collective Organizational Unit Name attribute type specifies an organizational unit name for a collection of entries.

collectiVeOrganizationalUnitName ATTRIBUTE ::= {

SUBTYPE OF organizationalUnitName

COLLECTIVE TRUE

ID id-at-collectiveOrganizationalUnitName }
6.4.3 Tlitle

The Title aftribute type specifies the designated position or function of the object within an(@rganization.
An attribute value for Titleisastring.

Example
T ="Manager, Distributed Applications"

title ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"title"}
ID id-at-title }

6.4.4 Qrganization | dentifier

An attribufe of type organizationIdentifier holds an identification of an organization differenf from the
organization name.

organizationIdentifier ATTRIBUTE. ::=
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE\caseIgnoreSubstringsMatch

SINGLE| VALUE TRUE

LDAP-SYNTAX directoryString.&id

LDAP-NAME {"organizationIdentifier"}

ID id-at-organizationIdentifier }

6.5 Bxplanatory attribute types

These attrilputetypes are concerned with explanations (e.g., in anatural language) of something about an objegt.
6.5.1 Description

The Description attribute type specifies text that describes the associated object.

For example, the object "Standards Interest” might have the associated description "distribution list for exchange of
information about intra-company standards development”.

An attribute value for Description is a string.

description ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP -NAME {"description"}
ID id-at-description }
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6.5.2 Sear ch Guide

The Search Guide attribute type specifies information of suggested search criteria which may be included in some entries
expected to be a convenient base-object for the search operation, e.g., country or organization.

Search criteria consist of an optional identifier for the type of object sought and combinations of attribute types and
logical operators to be used in the construction of a filter. It is possible to specify for each search criteria item the
matching level, e.g., approximate match.

The Search Guide attribute may recur to reflect the various types of requests, e.g., search for a Residential Person or an
Organizational Person, which may be fulfilled from the given base-object where the Search Guideis read.

searchGuide ATTRIBUTE ::= {
WITH SYNTAX Guide
LDAP-SYNTAX guide.&id
LDAP-NAME {"searchGuide"}
ID id—at—searehCuide—}
Guide ::3 SET {
objectflass [0] OBJECT-CLASS.&id OPTIONAL,
criterja [1] Criteria,
-}
Criteria|::= CHOICE {
type [0] Criterialtem,
and [1] SET OF Criteria,
or [2] SET OF Criteria,
not [3] Criteria,
-}
Criteriaftem ::= CHOICE {
equality [0] AttributeType,
substrings [1] AttributeType,
greatefrOrEqual [2] AttributeType,
lessOrEqual [3] AttributeType,
approximateMatch [4] AttributeType,
Example

The followjng is a potentia value of the Search Gulide attribute that could be stored in entries of object class
indicate hopv entries of object class Residential:Person might be found:

resident
object
criter

typel :
type| :

The constr]iction of afiltenfrom thisvalue of Guideis straightforward.

Step (1) pr

intermed
and :

item| :

jal-person-guide Guide. b= {

lass residentialPerson.&id,

fa and : {

substrings : commonName.&id,
substrings :(streetAddress.&id } }

duces theintermediate Filter value:

fate~filter Filter ::=

-
L

gubstrings {

type commonName.&id,

st
it

rings { any : teletexString : "Dubois" }},
em : substrings {

type streetAddress.&id,

strings { any : teletexString "Hugo" } } }

Step (2) produces afilter for matching Residential Person entries in the subtree:

resident
and :
item

ial-person-filter Filter ::=

{

requality : {

type objectClass.&id,

as
in

12

sertion residentialPerson.&id },
termediateFilter }
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The Enhanced Search Guide attribute provides an enhancement of the searchGuide attribute, adding information about

the recommended search depth for searches among subordinate objects of a given object class.

enhancedSearchGuide ATTRIBUTE ::= {
WITH SYNTAX EnhancedGuide
LDAP-SYNTAX enhancedGuide.&id
LDAP-NAME {"enhancedSearchGuide"}
ID id-at-enhancedSearchGuide }
EnhancedGuide ::= SEQUENCE {
objectClass [0] OBJECT-CLASS.&id,
criteria [1] Criteria,
subset [2] INTEGER {
baseObject (0),
oneLeve? )
wholeSubtree (2)} DEFAULT onelLevel,
-}

6.5.4 Business Category

The Busingss Category attribute type specifies information concerning the occupation ,afySome comm
e.g., people. For example, this attribute provides the facility to interrogate the Directory about people sharin
occupation

businessfategory ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP-NAME {"businessCategory"}
ID id-at-businessCategory J}

6.6 Hostal addressing attribute types
These attrilpute types are concerned with information required for physical postal delivery to an object.

6.6.1 Hostal Address

bNn objects,
g the same

The Postal|Address attribute type specifies the address information required for the physical delivery of postdl messages

by the postfl authority to the named object.

An attribute value for Postal Addresswill be typically composed of selected attributes from the MHS U
Postal O/R|Address version 1 according’to CCITT Rec. F.401 and limited to 6 lines of 30 characters each,
try name. Normally theinformation contained in such an address could include an addressee's 1f

nformatted
including a
ame, street

address, city, state or province) postal code and possibly a Post Office Box number depending on the specific

s of the named object.

postalAdfiress ATTRIBUTE ::= {
WITH SYNTAX PostalAddress
EQUALITY MATCHING RULE caseIgnorelListMatch

SUBSTRINGS\, MATCHING RULE caseIgnoreListSubstringsMatch
LDAP - SYNTAX postalAddr.&id
LDAP -NAME {postataddress*s
ID id-at-postalAddress }
PostalAddress ::= SEQUENCE SIZE (1..MAX) OF UnboundedDirectoryString

The Collective Postal Address attribute type specifies a postal address for a collection of entries.

collectivePostalAddress ATTRIBUTE ::= {

SUBTYPE OF postalAddress
COLLECTIVE TRUE
ID id-at-collectivePostalAddress }

6.6.2 Postal Code

The Postal Code attribute type specifies the postal code of the named object. If this attribute value is present, it will be

part of the object's postal address.
An attribute value for Postal Code is a string.
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postalCode ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP -NAME {"postalCode"}
ID id-at-postalCode }

The Collective Postal Code attribute type specifies a postal code for a collection of entries.

collectivePostalCode ATTRIBUTE ::= {

SUBTYPE OF postalCode
COLLECTIVE TRUE
ID id-at-collectivePostalCode }

6.6.3 Paost Office Box

The Post C]ﬂice Box attribute type specifies the Post Office Box by which the object will receive physicalipostal delivery.

If present, {he attribute value is part of the object's postal address.
postOffi¢eBox ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caselIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP -NAME {"postOfficeBox"}
ID id-at-postOfficeBox }

The Collective Post Office Box attribute type specifies a post office box for a celtection of entries.

collectiyePostOfficeBox ATTRIBUTE ::= {
SUBTYPE OF postOfficeBox
COLLECTIVE TRUE
ID id-at-collectivePostOfficeBox }

6.6.4 Hhysical Delivery Office Name

The Physidal Delivery Office Name attribute type specifies the name of the city, village, etc., where a physi¢al delivery
officeis sithated.

An attribute value for Physical Delivery Office Name is a string.

physicalPeliveryOfficeName ATTRIBUTE ::=
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE\caselIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP -NAME {"physicalDeliveryOfficeName"}
ID id-at-physicalDeliveryOfficeName }

The Collegtive Physical/Belivery Office Name attribute type specifies a physical delivery office name for a cpllection of
entries.

collectiyePhysicalDeliveryOfficeName ATTRIBUTE ::=

SUBTYPE “OF physicalDeliveryOfficeName

COLLECTIVE TRUE

ID id-at-collectivePhysicalDeliveryOfficeName }
6.7 Telecommunications addressing attribute types

These attribute types are concerned with addressing information needed to communicate with the object using
telecommunication means.

6.7.1 Telephone Number
The Telephone Number attribute type specifies a tel ephone number associated with an object.

An attribute value for Telephone Number is a string that shall comply with the internationally agreed format for showing
international telephone numbers, as indicated in clause 2.5 of Rec. ITU-T E.123 (e.g., "+ 44 582 10101"). However, it is
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allowed to insert hyphens (-) in addition to the + sign, spaces and figures. Other characters from the PrintableString
repertoire shall not be used.

telephoneNumber ATTRIBUTE ::= {
WITH SYNTAX TelephoneNumber
EQUALITY MATCHING RULE telephoneNumberMatch
SUBSTRINGS MATCHING RULE telephoneNumberSubstringsMatch

LDAP - SYNTAX printableString.&id
LDAP -NAME {"telephoneNumber"}
ID id-at-telephoneNumber }

TelephoneNumber ::= PrintableString(SIZE (1l..ub-telephone-number))
-- String complying with Rec. ITU-T E.123 only

ub-telephone-number INTEGER ::= 32
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collectiyeTelephoneNumber ATTRIBUTE ::= {
SUBTYPE OF telephoneNumber
COLLECTIVE TRUE
iD id-at-collectiveTelephoneNumber }

6.7.2 Tlelex Number

The Telex Number attribute type specifies the telex number, country code, and answerback code of a telex terminal
associated yvith an object.

telexNumber ATTRIBUTE ::= {

WITH SYNTAX TelexNumber

LDAP - SYNTAX telexNr.&id

LDAP -NAME {"telexNumber"}

ID id-at-telexNumber }
TelexNumber ::= SEQUENCE ({

telexNymber PrintableString(SIZE (1l..ub-telex-number)),
countryCode PrintableString(SIZE (1l..ub-getuntry-code)),
answerback PrintableString(SIZE (1..ub-answerback)),

e}

ub-telextnumber INTEGER ::= 14
ub-countty-code INTEGER ::= 4
ub-answerback INTEGER ::= 8

The Collective Telex Number attribute type specifies a telex number for a collection of entries.

collectiyeTelexNumber ATTRIBUTE ::= {
SUBTYPE OF telexNumber
COLLECTIVE TRUE
ID id-at-collectiveTelexNumber }

6.7.3 T|leletex Terminal |dentifier

Snce CCITT ReC. F.200 has been withdrawn and has not been replaced, the use of the teletexTerminalIdentifier
and the col1e¢ctiveTeletexTerminalIdentifier attribute typesis deprecated.

The Teletex Terminal Identifier attribute type specifies the Teletex terminal identifier (and, optionally, parameters) for a
teletex terminal associated with an object.

An attribute value for Teletex Terminal Identifier is a string which complies with CCITT Rec. F.200 and an optional set
whose components are according to Rec. ITU-T T.62.

-- teletexTerminalIdentifier ATTRIBUTE ::= {

-- WITH SYNTAX TeletexTerminalIdentifier

-- ID id-at-teletexTerminalIdentifier }

-- TeletexTerminalIdentifier ::= SEQUENCE {

-- teletexTerminal PrintableString (SIZE(l..ub-teletex-terminal-id)),
-- parameters TeletexNonBasicParameters OPTIONAL }
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The Collective Teletex Terminal Identifier attribute type specifies a Teletex terminal identifier for a collection of entries.

-- collectiveTeletexTerminalIdentifier ATTRIBUTE ::= {

-- SUBTYPE OF teletexTerminalIdentifier
-- COLLECTIVE TRUE
-- ID id-at-collectiveTeletexTerminalIdentifier }

6.7.4 Facsimile Telephone Number

The Facsimile Telephone Number attribute type specifies a telephone number for afacsimile terminal (and optionaly its
parameters) associated with an object.

An attribute value for the Facsimile Telephone Number is a string that complies with the internationally agreed format
for showing international telephone numbers, Rec. ITU-T E.123 (e.g., "+81 3 347 7418") and an optiona bit string
(formatted according to Rec. ITU-T T.30).

facsimil eFetephomeNumber—AFFRIBYFE—T=
WITH SYNTAX FacsimileTelephoneNumber
EQUALITY MATCHING RULE facsimileNumberMatch
SUBSTRINGS MATCHING RULE facsimileNumberSubstringsMatch

LDAP-SYNTAX facsimileTelephoneNr. &id
LDAP-NAME {"facsimileTelephoneNumber"}
ID id-at-facsimileTelephoneNumber }

FacsimilgTelephoneNumber ::= SEQUENCE {
telephpneNumber TelephoneNumber,
paramegers G3FacsimileNonBasicParameters OPTIONAL,

}

The Collegtive Facsimile Telephone Number attribute type specifies a facsimile telephone number for a cpllection of
entries.

collectiyeFacsimileTelephoneNumber ATTRIBUTE ::= {
SUBTYPE OF facsimileTelephoneNumber
COLLECTIVE TRUE
ID id-at-collectiveFacsimileTelephoneNumber }

6.7.5 Aq.121 Address
The X.121 Address attribute type specifies an addressas defined by Rec. ITU-T X.121 associated with an objgct.

x121Address ATTRIBUTE ::= {
WITH SYNTAX X121Address
EQUALITY MATCHING RULE numexricStringMatch
SUBSTRINGS MATCHING RULE numericStringSubstringsMatch

LDAP-SYNTAX numericString.&id

LDAP -NAME {"x121Address"}

ID id-at-x121Address }
X121Address ::= NumericString(SIZE (1l..ub-xl2l-address))

-- String as defined by Rec. ITU-T X.121
ub-x121-fddress\INTEGER ::= 15

6.7.6 I ptérnational |SDN Number

The International ISDN Number attribute type specifies an international ISDN number associated with an object.

An attribute value for International ISDN Number is a string which complies with the internationally agreed format for
ISDN addresses givenin Rec. ITU-T E.164.

internationalISDNNumber ATTRIBUTE ::= {
WITH SYNTAX InternationalISDNNumber
EQUALITY MATCHING RULE numericStringMatch
SUBSTRINGS MATCHING RULE numericStringSubstringsMatch

LDAP-SYNTAX numericString.&id
LDAP -NAME {"internationalISDNNumber"}
ID id-at-internationalISDNNumber }

InternationalISDNNumber ::=
NumericString (SIZE (1..ub-international-isdn-number))
-- String complying with Rec. ITU-T E.164 only
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ub-international-isdn-number INTEGER ::= 16

The Collective International ISDN Number attribute type specifies an international ISDN number for a collection of
entries.

collectiveInternationalISDNNumber ATTRIBUTE ::= {

SUBTYPE OF internationalISDNNumber
COLLECTIVE TRUE
ID id-at-collectiveInternational ISDNNumber }

6.7.7 Registered Address

The Registered Address attribute type specifies a mnemonic for an address associated with an object at a particular city
location. The mnemonic is registered in the country in which the city is located and is used in the provision of the Public
Telegram Service (according to Rec. ITU-T F.1).

registere¢dAddress ATTRIBUTE ::= {

SUBTYPE OF postalAddress

WITH SYNTAX PostalAddress

LDAP-SYNTAX postalAddr.&id

LDAP-NAME {"registeredAddress"}

ID id-at-registeredAddress }

6.7.8 Destination I ndicator

The Destingtion Indicator attribute type specifies (according to Rec. ITU-T F.1 and CCITT Rec. F.31) the ¢ountry and
city associated with the object (the addressee) needed to provide the Public Telegram Service.

An attribute value for Destination Indicator is a string.

destinatjonIndicator ATTRIBUTE ::= {
WITH SYNTAX DestinationIndicator
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caselIgnoreSubstringsMatch

LDAP-SYNTAX printableString.&id

LDAP-NAME {"destinationIndic@tor"}

ID id-at-destinatiénIndicator }
DestinatjonIndicator ::= PrintableString(SIZE (1..MAX))

-- alphabetical characters only

6.7.9 Jommunications Service

The Communications Service attribute type specifies the type of service(s) associated with a communications gddress.

communicgtionsService ATTRIBUTE ::= {
WITH SYNTAX CommunicationsService
EQUALITY MATCHING RULE~ objectIdentifierMatch
ID id-at-communicationsService }

CommunicationsService ::= OBJECT IDENTIFIER

This attrib
(voice), f

te describes the class of service that the Communications Address provides access to, for exampl¢, telephone
imile;electronic mail, SM'S (short messaging service), EDI, file transfer, etc.

Allocation of object identifiersTor

6.7.10 Communications Network

The Communications Network attribute type specifies the type of network for which a communications address is used.

communicationsNetwork ATTRIBUTE ::= {
WITH SYNTAX CommunicationsNetwork
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
IDp id-at-communicationsNetwork }
CommunicationsNetwork ::= OBJECT IDENTIFIER
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This attribute describes the type of network where the Communications Address is alocated. For example, a Public
Switched Telephone Network (PSTN), an ISDN network, or a GSM mobile phone network. It could also be an

application

oriented network, e.g., a banking network.

Allocation of object identifiers for the identification of networks is done outside this Directory Specification.

6.8 Preferences attribute types

These attribute types are concerned with the preferences of an object.

6.8.1 Preferred Delivery Method

The Preferred Delivery Method attribute type specifies the object's priority order regarding the method to be used for
communicating with it.

preferredDeliveryMethod ATTRIBUTE ::= {

WITH S

6.9.1 H

The Presef
application

An attribut

presenta
WITH S
EQUALT
SINGLE
ID

Presenta
pSelec
sSelec

NTAX PreferredDeliveryMethod

VALUE TRUE

NTAX deliveryMethod. &id

ME {"preferredDeliveryMethod"}
id-at-preferredDeliveryMethod }

DeliveryMethod ::= SEQUENCE OF INTEGER {
ivery-method (0),
ivery (1),
l-delivery (2),
elivery (3),
-delivery (4),
imile-delivery (5),
imile-delivery (6),
minal-delivery (7),
x-delivery (8),
ne-delivery (9) }

S| application attribute types

iute types are concerned with information regarding objectsin the OSl Application Layer.

resentation Address

ntation Address attribute type specifies a presentation-address associated with an object repr

Lentity.
b value for Presentation Address is a presentation-address as defined in Rec. ITU-T X.519 | ISO/IE
tionAddress ATTRIBUTE ::= {
YNTAX PresentationAddress
[Y MATCHING RULE presentationAddressMatch
VALUE TRUE

id-at-presentationAddress }

tionAddress ::= SEQUENCE ({
Lor [0] OCTET STRING OPTIONAL,
Cor [1] OCTET STRING OPTIONAL,

bsenting an

C 9594-5.

tSelec

CoT 2% OCTET STRING OPTIONAL;

nAddresses [3] SET SIZE (1..MAX) OF OCTET STRING,

-}

6.9.2 Supported Application Context

The Supported Application Context attribute type specifies the object identifier(s) of application context(s) that the object
(an OSl application-entity) supports.

supportedApplicationContext ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch

ID

18

id-at-supportedApplicationContext }
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6.9.3 Protocol I nformation

The Protocol Information attribute type associates protocol information with each network address in the Presentation
Address attribute.

For each naddress, the protocol component identifies the protocol or profile for the network and transport layers.

protocolInformation ATTRIBUTE ::= {
WITH SYNTAX ProtocolInformation
EQUALITY MATCHING RULE protocolInformationMatch
ID id-at-protocolInformation }

ProtocolInformation ::= SEQUENCE (
nAddress OCTET STRING,
profiles SET OF OBJECT IDENTIFIER }

6.10 Relational attribute types

These attripute types are concerned with information regarding the objects which are related to a particular object in
certain ways.

6.10.1 Distinguished Name
The Distinguished Name attribute type is an attribute for specifying the name of an object.

distingujshedName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
LDAP-SYNTAX dn.&id

LDAP -NAME {"distinguishedName"}

ID id-at-distinguishedName }

6.10.2 ember
The Membgr attribute type specifies a group of names associatedwith the object.

An attribute value for Member is a distinguished name.

member ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
LDAP-SYNTAX dn.&id
LDAP -NAME {"member}
ID id-at-member }

6.10.3  Unique Member

The Uniqup Member attribute type specifies a group of unique names associated with an object. A uniqug¢ name is a
name that ig optionally disambiguated by the inclusion of its unique identifier.

An attribute value for Unique Member is a distinguished name accompanied by an optional unique identifier.

uniqueMepber ATTRIBUTE ::= {

WITH SYNTAX NameAndOptionalUID

EQUALITY MATCHING RULE uniqueMemberMatch

LDAP-SYNTAX nameAndOptionalUID. &id

LDAP - NAME {runiguedembezt})

ID id-at-uniqueMember }
NameAndOptionalUID ::= SEQUENCE {

dn DistinguishedName,
uid UniqueIdentifier OPTIONAL,

-}
6.104 Owner
The Owner attribute type specifies the name of an object which has some responsibility for the associated object.
An attribute value for Owner is a distinguished name (which could represent a group of names) and can recur.
owner ATTRIBUTE ::= {

SUBTYPE OF distinguishedName
LDAP-SYNTAX dn.&id
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LDAP -NAME {"owner"}
ID id-at-owner }
6.10.5 RoleOccupant
The Role Occupant attribute type specifies the name of an object which fulfils an organizational role.

An attribute value for Role Occupant is a distinguished name.

roleOccupant ATTRIBUTE ::= {

SUBTYPE OF distinguishedName
LDAP-SYNTAX dn.&id

LDAP -NAME {"roleOccupant"}

ID id-at-roleOccupant }

6.10.6 SeeAlso

The See Alf0 altiibUTE type SPECITIEs Names of other DITECtory 0bjects Which may De Other aSpects (In Some

samerea v

An attribute value for See Also is a distinguished name.

seeAlso ATTRIBUTE ::= {

SUBTYPE OF distinguishedName
LDAP-SYNTAX dn.&id
LDAP -NAME {"seenlso"}
ID id-at-seeAlso }
6.11 Domain attribute types
6.11.1 OMD Name

The DMD Name attribute type specifies a DMD. When used as a edmponent of a directory name, it identif

which man

An attribut

dmdName ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX UnboundedDixectoryString
ID id-at-dmdName }

6.12 Hierarchical attributetypes

orld object.

hges the named object.

b value for DMD Name is a string chosen by the DMD.

bnse) of the

jes a DMD

Hierarchicgl attribute types are used.for’mapping the hierarchical structure of object identifiers and Uniforin Resource

Names (UFR

6.12.1 T
An attribut

Ns) into a Directory Distinguished Name.

op level object identifier arc

b of the oidcivattribute type specifies the value for the top leve arc of an object identifier. An attri

bute of this
bbject class

type shall tgke the value 0, 1 or 2. It isintended to be used as a naming attribute in an entry of oidClobj
and of oidRoot object class.
0idCl ATTRIBUTE ::= {

WITH S TAYX TN"I"'I-"!"'I-"'D

EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE

ID id-oidcl }

This attribute type has been moved from Rec. ITU-T X.660 | ISO/IEC 9834-1. The object identifier id-oidc1 is
allocated from the object identifier arc of Rec. ITU-T X.660 | ISO/IEC 9834-1.

6.12.2  Second level object identifier arc

An attribute of the oidc2 attribute type specifies the value for the second level arc of an object identifier. An attribute of
this typeisintended to be used as a naming attribute in an entry of oidc2obj object class and of oidRoot Object class.

0idC2 ATTRIBUTE ::= {
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch

SINGLE

20

VALUE TRUE
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id-oidc2 }

This attribute type has been moved from Rec. ITU-T X.660 | ISO/IEC 9834-1. The object identifier id-oidc2 is

alocated fr
6.123 L

om the object identifier arc of Rec. ITU-T X.660 | ISO/IEC 9834-1.

ower level object identifier arcsattribute type

An attribute of the oidc attribute type specifies the value for athird level or lower level arcs of an object identifier. An
attribute of this type is intended to be used as a naming attribute in an entry of oidcobj object class and of oidRoot
object class.

0idC ATTRIBUTE ::= {
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE
ID id-oidc }
This attribdte type has been moved from Rec. ITU-T X.660 | ISO/IEC 9834-1. The object identifier id-oidg

from the olyject identifier arc of Rec. ITU-T X.660 | ISO/IEC 9834-1.

6.124 4

An attribut
of aURN.

urnC ATT
WITH S
EQUALI
SINGLE
LDAP-S
LDAP-N:
ID

The subtre
component|

6.13 A
Attribute ty

6.13.1 T

An attribute of type tagoid is used for_hoelding an object identifier. This object identifier indicates the 1

following t

tag0Oid A
WITH S
EQUALI
SINGLE
LDAP-S
LDAP -Ni
ID

6.132 4

as defined by the Internet Assigned Numbers Autharity (IANA).

ttributesfor applications using tag-based identification

pes defined by this clause provide suppertfor applications using tag-based identification.
agOID

he object identifier in the ID'tay’(e.g., an RFID tag).

[TRIBUTE ::= {

YNTAX OBJECT IDENTIFIER

[Y MATCHING RULE objectIdentifierMatch

VALUE TRUE

YNTAX oid.&id

AME {"tagoid"}
id-at-tagoid }

|I<Format

is allocated

RN component attributetype
b of the urnc attribute type is used for holding a URN component when creating aDIT subtree regresentation
An attribute of this type is the naming attribute of an entry of the urncob;j structural object class.
RIBUTE ::= {
YNTAX PrintableString
'Y MATCHING RULE caseExactMatch
VALUE TRUE
YNTAX printableSting.&id
AME {"urnc"}
id-at-urnC }
e root for a class of URNs shall have an attribute.of<this type which shall hold the URN mame space

ype of UlI

The Ull Format attribute type specifies how a Ul bit string may be partitioned into components.

uiiFormat ATTRIBUTE ::= {
WITH SYNTAX UiiFormat
SINGLE VALUE TRUE
LDAP - SYNTAX uiiForm.&id
LDAP -NAME {"uiiFormat"}
ID id-at-uiiFormat }

UiiFormat ::= SEQUENCE ({
baseObject URI,

subset

ENUMERATE {

baseObject (0),
oneLevel (1),
wholeSubtree (2) } DEFAULT baseObject,

next

CHOICE {
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length INTEGER,
filter UiiFilter } }

UiiFilter ::= CHOICE ({

item
and
or
not

UiiItem :

type

[0] UiiItem,

[1] SET OF UiiFilter,
[2] SET OF UiiFilter,
[31 UiiFilter }

:= SEQUENCE (
ATTRIBUTE.&id OPTIONAL,

length INTEGER OPTIONAL }

The baseobject component shall contain the URN corresponding to the base object of the search. If this component is
absent, the search is suggested to start at the root.

The subse

operation.
that only
entriesin

The next ¢omponent gives some information about the next field of the UlI:

6.13.3

An attribute of uiiInurn type holdsaUnique Item Identifier (Ull) encoded in aunique URN format.

uiiInUrn|ATTRIBUTE ::= {

SUBTYPE OF urn

SINGLE| VALUE TRUE

ID id-at-uiiInUrn }
6.13.4 (Qontent URL

An attribute of contentUurL(isused for holding the URL of the information content associated with an EPC @

contentUfl ATTRIBUTE ::= {

SUBTYPE OF url

LDAP-SYNTAX directoryString.&id
LDAP -NAME {"contentUrl"}

ID id-at-contentUrl }

6.13.5

baseObject specifies that the search shall only be performed against the base object. oneLéevs
the entries immediately subordinate to the base object are to be searched. wholeSubtree SPeCi
the subtree which have the base object as aroot are to be searched.

—  The choice 1ength subcomponent shall be taken if the length of the followingUll field has af
and the subcomponent signals the length in characters.

- The choice £ilter shal be taken if the following Ull field does ot have a fixed length.
guidance as to how filter items should be constructed to explorethe actual length of the nex
The uiiFilter data type has a recursive structure similar todheStructure of the Filter @
defined by Rec. ITU-T X.511 alowing for specification of afilter of arbitrary complexity.

The recommendation for a particular filter item is given by the uiiItem datatype:

value assertion.

Uil in URN attributetype

lent Search
1 specifies
ies that all

ixed length

It provides
t Ull field.
ata type as

i) the type subcomponent specifies the attribute type.to be used in the attribute value assertipn; and
ii) the Length subcomponent specifies how many characters to be used as the value of the attribute

raUull.

Ull attributetype

The Ull attribute type is used for holding a bit-encoded Unique Item Identifier (Ull) alocated within the 1SO
environment.

uii ATTRIBUTE ::= {

WITH SYNTAX BIT STRING

EQUALITY MATCHING RULE bitStringMatch

LDAP - SYNTAX bitString.&id

LDAP -NAME nyiin

ID id-at-uii }
6.13.6 EPC attributetype

An attribute of the epc attribute typeis used for holding a bit-encoded Electronic Product Code (EPC).
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epc ATTRIBUTE ::= {
WITH SYNTAX BIT STRING
SINGLE VALUE TRUE
EQUALITY MATCHING RULE bitStringMatch
LDAP - SYNTAX bitString.&id
LDAP-NAME {"epc"}
ID id-at-epcUii }

6.13.7 TagAFI attributetype

The Tag AFI attribute type is used for holding the Application Family Identifier (AFI) associated with a specific 1SO Ul
type. AFls are only alocated in the 1SO environment. Together, an 1SO Ull and the associated AFl provide a global
unique identification of an item.

tagAfi ATTRIBUTE ::= {

WITH SYNTAX OCTET STRING
EQUALIF¥—MAFCHINGRUEE—octetSeringMatehr
LDAP-SYNTAX octetString.&id
LDAP -NAME {"tagAfir}

ID id-at-isoTagAfi }

An AFl istypically one octet long, but provision is made for multi-octet AFIs.

6.13.8 HPC Format attribute

An attribute of the epcFormat attribute type specifies how an EPC bit string may be partitioned into compongnts.

epcFormaf ATTRIBUTE ::= (
WITH SYNTAX EpcFormat
SINGLE| VALUE TRUE
LDAP-SYNTAX epcForm. &id
LDAP -NAME {"epcFormat"}
ID id-at-epcFormat }
EpcFormat ::= SEQUENCE {
fields SEQUENCE SIZE (1..MAX) OF SEQUENCE ({
bits INTEGER,
charField CHOICE {
characters [0] INTEGER,
makValue [1] INTEGER },
result ENUMERATED {
nupericPad (0),
numeric (1),
alpha7bits (2) } DEFAULT numericPad,
digitshift [0] INTEGER OPTIONAL,
checkCalc [1] INTEGER OPTIONAL,
urnPrefix UTF8String OPTIONAL }

An attribute of the uiiFormat,attribute type carries formatting information about the fields of a Ull as retrieyed from an
RFID tag. It isintended to‘carry sufficient information to alow the RFID bit representation to be converted to|a character
representat|on. In addition; it allows conversion to a URN format, possibly to be used for adirectory access.

Only the fields afterthe Header, the Filter field and the Partition field are considered when generating the character
encoded Ul or when creating a URN. It is assumed that the DUA/LDAP client has been able to identify thesgfields.

ing components:

The £ields component holds information about each of the EPC fields for which information is returned. For each field
the following information is provided:

a) Thebits subcomponent indicates how many bits the field occupies in the EPC.
b) ThecharField subcomponent isa choice of:

— The characters choice indicates how many characters to which the field shall be converted when
decoding the EPC into a character representation. If it is a numeric character field and the result
exceeds the indicated number of numeric characters, the EPC isinvalid.

— Themaxvalue choiceisonly valid for a numeric field and indicates the maximum value allowed. If
the value exceeds this value, the EPC isinvalid.
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©)

The result subcomponent shall indicate how the bit field shall be converted and shall take
following values:

one of the

— numericPad Mmeaning that the bit string of the field shall be considered an unsigned integer that shall
be converted to a numeric string. When this value is chosen, the characters dternative of the
charField subcomponent shall be taken. If the number of humeric characters are less than the value
of the characters choice, then the result shall be prefixed ‘0" numeric characters to get the length

asindicated by the characters choice.

— numeric meaning that the bit string of the field shall be considered an unsigned integer that shall be

converted to anumeric string. There shall be no leading zero numeric characters. However
string are al zero bits, the result shall be a single zero numeric character.

,if thebit

— alpha7bits meaning that the bit string of the field consists of 7 bits subfields each representing an

ASCII character to be converted to an 8 bits ASCI| character.

Bam on thn ahaovainforomation tha hit cneadad LI can ha convartad t0 o charantar anecodod farmat vahara tha Charmters
[re-adkbev-erHor oo tHe-Br-eRc8aCa—or—tar-pe-CorvertEatoa-eHaracter—ercoaea+orct—wHeretHe

can be congidered as numbered from one to maximum from the | eft.

The digit

procedure Wwhen character encoding an EPC. The value shall indicate the position of the numeric charg
converted EPC to be shifted. If this component is present, the digit in question shall be moved to the
converted EPC. The moved digit is now character number one. However, if the intention-is'to produce
indicator digit shall not be moved.

NOTE

The chec

check digit shall not be generated when producing a URN. The value shall indicate how many of the initig

that are u

generated K
the sum fr
was used f

If the DUA

be concatefated with afull stop (*.") inserted between the fields:
To make the URN globally unique, the string in the urnprefix component may be used to prefix the result.

6.13.9 H

An attribute of type epcInurn specifies a Unique Item Identifier (Ull) encoded in aunique URN format.

shift component is only relevant if a particular digit (numeric character) shall be shifted as

indicator digit is used as acommon nomination for an indicator digit and an extension digit.

part of the

icter in the
ront of the

URN, the

igit component shall only be present if a check digit shall be generated for the character encoded EPC. The

characters

for generating the check digit. All these characters shall be numeric characters (digits). The check digit is

I generating the check digit.
or LDAP client elects to translate the EPC into alURN based on this information, the converted

PC in URN attributetype

epcInUrn|ATTRIBUTE ::= {
SUBTYPE OF urn
SINGLE| VALUE TRUE
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"epcInUrn"}
ID id-at-epcInUrn }
6.13.10 LDAP URL attributetype
An attribute of type 1dapurl is used for holding the URL of an LDAP system.
ldapUrl ATTRIBUTE L
SUBTYPE OF url
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"1dapuri"}
ID id-at-1ldapUrl }

6.13.11 Taglocation
An attribute of type tagLocation isused for holding the position of atag as expressed in coordinates.

tagLocation ATTRIBUTE ::= {
SUBTYPE OF utmCoordinates
SINGLE VALUE TRUE
LDAP-SYNTAX utmCoords. &id
LDAP -NAME {"tagLocation"}
ID id-at-tagLocation }
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y taking the sum of the digits after having multiplied all the unéven numbered digits with 3 and then subtract
m the nearest equal or higher multiple of ten. The check.digit shall be inserted right after the lagt digit that

fields shall
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6.14 Notification attributes

Notification attributes have the syntax of attributes, but are defined to carry additional information in CommonResults
(or commonResultsSeq) and PartialOutcomeQualifier elements (as described in clauses 7.4 and 10.1 of
Rec. ITU-T X.511 | ISO/IEC 9594-3). They are usually defined with matching rules so that returned values can be tested
against locally known values.

6.14.1 DSA Problem

The DSA Problem notification attribute is wused in conjunction with a serviceError Or a
PartialOutcomeQualifier and isdefined asfollows:

dSAProblem ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-not-dSAProblem }

Values def’ned for dsaProblem are:

8) id-pr-targetDsaUnavailable —A request hasto be chained to another DSA during:Aame resolution,
but no association can be established with this DSA.

D) id-pr-dataSourceUnavailable — A DSA cannot complete an operationcas’part of the[DIB is not
available.

C) id-pr-administratorImposedLimit —An operation hasexceeded alimit set by the admirjistrator.

d) id-pr-permanentRestriction — An operation has caused the DSA’to exceed a limit thal causes the
process to stop and a repeated operation is judged to encounter the'same problem.

€) id-pr-temporaryRestriction — An operation has caused thie DSA to exceed a limit thal causes the
process to stop, but the reason is judged to be a temporary, problem, e.g., resources depletion.

6.14.2  Search Service Problem
The Searctl: Service Problem notification attribute describes problems in applying search-rule policies, and is used in

conjunction with service-errors or partialoutcomeQualifier. It isdefined asfollows:
searchSefviceProblem ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIETER

EQUALITY MATCHING RULE objectIdentifierMatch

SINGLE| VALUE TRUE

IDp id-not-searchServiceProblem }

Values defined for searchServiceProblem are:

a) id-pr-unidentifiedOperation — The attempted operation does not correspond to orje of those
identified for this service.

b) id-pr-unavailableOperation — The attempted operation only complies with a search-rul¢ that is not
available totherequester.

C¢) id-pr-gearchAttributevViolation —One or more attribute types required to be in the filfer were not
preseft.

d) id-pr-searchAttributeCombinationViolation — Thefilter of the search request did|include the
required combination of attribute types.

€) id-pr-searchValueNotAllowed — Aftribute values were specified for aitribute types where only the
attribute types can be specified in present and contextPresent filter item types.

f) id-pr-missingSearchattribute — The identified attributes, which were not present in the requested
search, are required for the relevant search-rule.

g) id-pr-searchvalueViolation — The identified attribute values for the identified attribute types are
not allowed when searching using the relevant search-rule.

h) id-pr-attributeNegationViolation — The identified attribute type is not allowed in negated form
in the search filter.

i) id-pr-searchvalueRequired — The identified attribute type is not allowed in filter items that do not
require value matching.

j) id-pr-invalidSearchvalue — The identified attribute values are not valid for the identified attribute
types for the relevant search-rule.
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6.14.3

K) id-pr-searchContextViolation — The identified context types in the attempted search are not
allowed for the attribute type.

) id-pr-searchContextCombinationViolation — The identified combinations of context types,
which were not present in the requested search, are required for the relevant search-rule.

m) id-pr-missingSearchContext — Theidentified context types, which were not present in the requested
search, are required for the attribute type.

n) id-pr-searchContextValueViolation — The identified context values for the identified context
types are not allowed for the attribute type.

0) id-pr-searchContexValueRequired — The identified attribute typeis not allowed in filter items that
do not require value matching.

p) id-pr-invalidContextSearchvValue — The identified attribute values are not valid for the identified
attribute types for the relevant search-rule.

0 id-pr-unsupportedMatchingRule — Iheidentified requested matching rule s not suppartéd.

r| id-pr-attributeMatchingViolation — Theidentified requested matching rule, orqdts‘particular use,
isnot alowed for the identified attributes for the relevant search-rule.

S| id-pr-unsupportedMatchingUse — The way a matching rule is suggested to pe'used in a $earch filter
is not supported.

t] id-pr-matchingUseViolation — Theway a matching rule is suggested«to be used in a sedrch filter is
not allowed, e.g., as specified in asearch-rule.

U id-pr-hierarchySelectForbidden — Hierarchy selection, except'for selt, is not alowed for the
type of request.

V) id-pr-invalidHierarchySelect —One or moreinvalid hierarchy selection options were ppecified in
the request.

W) id-pr-unavailableHierarchySelect — One or.mare hierarchy selections are not suppdrted by the
implementation.

X) id-pr-invalidSearchControlOptions — ©ne or more invalid search options were spedfied in the
request.

y) id-pr-invalidServiceControlOptioms — One or more invalid service control options were
specified in the request.

Z) id-pr-searchSubsetViolation™ The requested search subset is not allowed for the relgvant search
rule.

af) id-pr-unmatchedKeyAttributes — A mapping-based matching rule was selected, but the mappable
filter items did not provide any match against the relevant mapping table.

bb) id-pr-ambiguouskeyAttributes — A mapping-based matching rule was selected, but the mappable
filter items provided multiple matches against the relevant mapping table.

Cf) id-pr-unavailableRelaxationLevel — The DSA does not support arequested relaxation extension
level.

dd) id-pf-emptyHierarchySelection — A hierarchy selection was specified that resulted {n no entry
retorned although there were one or more entries that matched the search filter.

ep) {id-pr-relaxationNotSupported — Relaxation was specified in the user request, byt it is not
sunported

Service-type

The Service-type notification attribute gives the service-type for the failing search.

serviceType ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE

ID id-not-serviceType }

6.14.4 Attribute TypelList

The Attribute Type List notification attribute gives alist of attribute typesto further qualify a search service problem.

attributeTypeList ATTRIBUTE ::= {

26
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WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-not-attributeTypeList }

6.145 Matching RuleList

The Matching Rule List notification attribute gives alist of matching rulesto further qualify a search service problem.

matchingRuleList ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-not-matchingRuleList }

6.14.6  Filter Item

The Filter Item notification attribute gives alist of invalid filter itemsin a search filter.

filterItem ATTRIBUTE ::= {
WITH SYNTAX FilterItem
ID id-not-filterItem }

6.14.7  Attribute Combinations

The Attribyte Combinations notification attribute gives alist of attribute combinations that were required to be presented
in afilter, Qut were not provided.

attributéCombinations ATTRIBUTE ::= {
WITH SYNTAX AttributeCombination
ID id-not-attributeCombinations }

6.14.8 (ontext TypelList

The Context Type List notification attribute gives alist of context typesto further qualify a search service prollem.

contextTypeList ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-not-contextTypelList }

6.14.9 (dontext List

The Context List notification attribute gives alist.of ‘contexts to further qualify a search service problem.

contextLjist ATTRIBUTE ::= {
WITH SYNTAX ContextAssertion
ID id-not-contextList }

A value of [this attribute type represents a context type and some context values of this type which are not allpwed in the
particular gtuation that resulted.in this attribute being generated.

6.14.10 dontext Combinations

The Context Combinations notification attribute gives a list of context combinations required to be presentedl in a filter,
but were n@t provided.

contextCombinations ATTRIBUTE ::= {
WITH SYNTEAX contexteombination
ID id-not-contextCombinations }

6.14.11 Hierarchy Select List

The Hierarchy Select List notification attribute gives a bitstring identifying one or more hierarchy selection options as
defined by the Hierarchyselections construct defined in clause 10.2.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

hierarchySelectList ATTRIBUTE ::= {

WITH SYNTAX HierarchySelections
SINGLE VALUE TRUE
ID id-not-hierarchySelectList }

When a hit is set in the HierarchySelection bitstring, it indicates that the corresponding hierarchy selection is
invalid. Either aforbidden or unsupported selection has been requested, or the selection has not been requested when it is
required.
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6.14.12 Search Control OptionsList

The Search Control Options List notification attribute gives a bitstring identifying one or more search control options as
defined by the searchcontroloptions ASN.1 datatypein clause 10.2.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

searchControlOptionsList ATTRIBUTE ::= {
WITH SYNTAX SearchControlOptions
SINGLE VALUE TRUE
ID id-not-searchControlOptionsList }

When a hit is set in the searchControloptions, it indicates that the corresponding search control option selection is
invalid. Either a forbidden or unsupported option has been requested, or the option has not been requested when it is
required.

6.14.13 Service Control OptionsList

The Service-Gentrol-OptionsHistnetifieationattribute-gives-a-bistring-Hdentiyng-ene-errere-serviee-centrgl options as
defined by the serviceControloptions ASN.1 data type defined in clause 7.5 of Rec. ITWIT X.511 |
| SO/IEC 9%94-3.

serviceCpntrolOptionsList ATTRIBUTE ::= {

WITH SYNTAX ServiceControlOptions
SINGLE| VALUE TRUE
iDp id-not-serviceControlOptionsList }

When abitlisset in the serviceControloptions, it indicates that the corresponding, Service control option{selection is
invalid. Eifher a forbidden or unsupported option has been requested, or the optionhas not been requested when it is
required.

6.14.14 Multiple Matching L ocalities

The Multiple Matching Localities notification attribute specifies in eachvalue a set of attribute assertions that if applied
against thelgazetteer will give a unique match.

multipleMatchingLocalities ATTRIBUTE ::= {
WITH SYNTAX MultipleMatchinglLocalities
ID id-not-multipleMatchinglLocalities }
MultipleMatchinglocalities ::= SEQUENCE A
matchihgRuleUsed MATCHING-RULE.&id. OPTIONAL,
attribfiteList SEQUENCE OF AttributeValueAssertion,
-}

The matcHingRuleUsed element is optionally present, and can be used to indicate the mapping-based matching rule
that was used.

No matching rule is defined for thisattribute; multiple identical or nearly identical values are tolerated.

roposed Relaxation

Relaxation-notification attribute gives sequence-of MRMapping €lements that can be suppliefl as part of
the RelaxdtionPalicy supplied inthe relaxation component of a subsequent search request.

proposedRelaxation ATTRIBUTE ::= {
WITH SYNTAX MRMappings
ID id-not-proposedRelaxation ;

MRMappings ::= SEQUENCE OF MRMapping

The sequence-of MRMapping has no significance.

6.14.16 Applied Relaxation

The Applied Relaxation notification attribute is used to list the attributes of the filter which have been subject to
relaxation or tightening, other than those made by the basic element of arelaxation policy.

appliedRelaxation ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-not-appliedRelaxation }
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6.14.17 Password response
The Password Response notification attribute is used to give additional information in a password compare result.

pwdResponseValue ATTRIBUTE ::= {

WITH SYNTAX PwdResponse
ID id-not-pwdResponse }
PwdResponse ::= SEQUENCE {
warning CHOICE ({
timeleft [0] INTEGER(0..MAX),

graceRemaining [1] INTEGER(0..MAX),
... } OPTIONAL,

error ENUMERATED {
passwordExpired (0),
changeAfterReset (1),
... }—OPTIONAL}

6.14.18 L|DAP diagnostic message

A value of fype 1dappiagnosticMsg is used to carry the diagnosticMessage from an LDAP result!

ldapDiaghosticMsg ATTRIBUTE ::= {
WITH SYNTAX UTF8String
SINGLE| VALUE TRUE
ID id-not-ldapDiagnosticMsg }

6.15 YDAP defined attributetypes
6.15.1 User ID attributetype

uid ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString. &id
LDAP -NAME {"uid"}
ID id-coat-uid }

6.15.2 DQomain Component attributetype

dc ATTRIBUTE ::= {
WITH SYNTAX IA5Stxring
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE casSeIgnoreSubstringsMatch

LDAP-SYNTAX ia5String.&id
LDAP-NAME {"dc"}
ID id-coat-dec }
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SECTION 3-MATCHING RULES AND SYNTAXES

7 String preparation

The following six-step process shall be applied to each presented and attribute value in preparation for string match rule

evaluation.

1) Transcode;

2) Map;
3) Normalize;

4

Prohibit;

5
6

Failurein g
Compariso
stored in th
7.1 T
Each non-U
Printabl

Universa

Check bidi; and
Insignificant Character Removal.

ny step shall cause the assertion to be UNDEFINED.

N values created during the string preparation process are ephemeral, and shall not’affect the attifibute value

e Directory.

ranscode
nicode string value is transcoded to Unicode.

bString values are transcoded directly to Unicode.

strings (in
If the impl

| String, UTF8String, and BMPString Values do not<need to be transcoded as they are Uni
he case of BMPString, restricted to a subset of Unicodé)

entation is unable or unwilling to perform the transcoding as described above, or the transcodir

step fails apd the assertion is evaluated to UNDEFINED.

The transc

7.2 N

ded string is the output string.

lap

SOFT HYRPHEN (U+00AD) and MONGOLIAN TODO SOFT HYPHEN (U+1806) code points are mapped

COMBINI
points are g

CHARAC]
FEED (FF
SPACE (U

NG GRAPHEME JOINER~(U+034F) and VARIATION SELECTORs (U+180B-180D,FFQ0-F
I so mapped to nothing. The ©BJECT REPLACEMENT CHARACTER (U+FFFC) is mapped to n

'ER TABULATION-{U*+0009), LINE FEED (LF) (U+000A), LINE TABULATION (U+000
(U+000C), CARRIAGE RETURN (CR) (U+000D), and NEXT LINE (NEL) (U+0085) are
0020).

All other c(
ZERO WIII

bntrol code points (e.g., Cc) or code points with a control function (e.g., Cf) are mapped to nothing

DTH SPACE (U+200B) is mapped to nothing. All other code points with Separator (space, line, or]

code-based

g fails, this

to nothing.
FEOF) code
bthing.

B), FORM
mapped to

paragraph)

IETF RFC

7.3 Normalize

The input string is normalized to Unicode Form KC (compatibility composed) as described in Unicode Standard
Annex #15.

7.4 Prohibit

All Unassigned, Private Use, and non-character code points are prohibited. Surrogate codes (U+D800-DFFFF) are
prohibited.
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The REPLACEMENT CHARACTER (U+FFFD) code is prohibited. The first code point of a string is prohibited from
being a combining character. Empty strings are prohibited. The step fails and the assertion is evaluated to UNDEFINED
if the input string contains any prohibited code point. The output string is the input string.

7.5 Check bidi

There are no bidirectional restrictions. The output string is the input string.

7.6 Insignificant Character Removal

In this step, characters insignificant to the matching rule are to be removed. The characters to be removed differ from
matching rule to matching rule. Clause 6.6.1 appliesto case ignore and exact string matching.

7.6.1 I nsignificant Space Removal

For the pufposes of this clause, a space is defined to be the SPACE (U+0020) code point followed by no|l combining
marks.

NOTE - The previous steps ensure that the string cannot contain any code points in the separator class) ether than SPACE
(U+0020).
The follow|ng spaces are regarded as not significant and shall be removed:
— leading spaces (i.e., those preceding the first character that is not a space);
— trailing spaces (i.e., those following the last character that is not a space);

-  multiple consecutive spaces (these are taken as equivalent to a single 'space character). (A string consisting
entirely of spaces is equivalent to a string containing exactly ene-space.) For example, the remova of
spaces from the Form KC string: "<SPACE><SPA CE>foo<SPACE><SPA CE>bar<SPACE>KSPACE>"
would result in the output string: "foo<SPACE>bar', and the Form KIC string:
"<SPACE><SPACE><SPACE>" would result in the output string: "<SPACE>".

7.6.2 NumericString Insignificant Character Removal

For the purposes of this clause, a space is defined to be the*SPACE (U+0020) code point followed by nol combining
marks. All [spaces are regarded as not significant and are td‘be removed. For example, the removal of spaces from the
Form KC ftring: "<SPACE><SPACE>123<SPACE><SPACE>456<SPACE><SPACE>" would result in|the output
string: "123456", and the Form K C string: "<SPACE><SPACE><SPACE>" would result in an empty output §tring.

8 Definition of matching rules

NOTE -{For definitions of objectIdentifierMatch and distinguishedNameMatch, See Rec. [TU-T X.501 |
1SO/IEC 9594-2.

8.1 String matching rules

In the mat¢hing rules spetified in clauses 8.1.1 to 8.1.9, all presented and stored string values are to be prepared for
matching ap described in.Clause 7. String preparation produces strings suitable for character-by-character matghing.

8.11 (ase Exact Match and Case Ignore Match
The Case| Exact Match rule compares for equality a presented string with an attribute valup of type
Unboundeébireetorystring O BirectoryString —0r—0ne—ofthe—data—types—appearing—r—the—dhoice type
UnboundedDirectoryString Of (equivalently) DirectoryString, €.0., UTF8String Without regard to insignificant
spaces (see clause 7.6).

caseExactMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"caseExactMatch"}

ID id-mr-caseExactMatch }

The Case Ignore Match rule compares for equality a presented string with an attribute value of type
UnboundedDirectoryString Or one of the data types appearing in the choice type pirectorysString, e.g.,
UTF8String, Without regard to the case (upper or lower) of the strings (e.g., "Dundee’ and "DUNDEE" match) and
insignificant spaces (see clause 7.6). Therule isidentical to the caseExactMatch rule except upper-case characters are
folded to lower case during string preparation as discussed in clause 7.2. After taking white space into account, caseless
matching shall be performed by performing case folding as described in The Unicode Standard and applying
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Normalization Form D or Form KC as described in Unicode Technical Report 15, depending on the character repertoire
commonly examined and performance reguirements.

caseIgnoreMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"caseIgnoreMatch"}

ID id-mr-caseIgnoreMatch }

Both rules return TRUE if the prepared strings are the same length and corresponding characters in the prepared strings
areidentical.

8.1.2 Case Exact Ordering Match and Case Ignore Ordering Match

The Case Exact Ordering Match rule compares the collation order of a presented string with an attribute value of type
UnboundedDirectoryString Of one of the data types appearing in the choice type pirectoryString, €.,
UTF8Strifig WitMoUt Tegard 1o msignificant Spaces (See Crase 7.6).

caseExactOrderingMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"caseExactOrderingMatch"}

ID id-mr-caseExactOrderingMatch }

The Case Ignore Ordering Match rule compares the collation order of a presented string with an attribute \iue of type
Unbounde@iDirectoryString Or one of the data types appearing in the choice type UnboundedDirectoryString,
e.g., UTF8gtring, without regard to the case (upper or lower) of the strings and.insignificant spaces (see tlause 7.6).
The rule ig identical to the caseExactOrderingMatch rule except upper-case’characters are folded to |lower case
during strirjg preparation as discussed in clause 7.2.

caseIgnoreOrderingMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"caseIgnoreOrderingMatch"}
ID id-mr-caseIgnoreOrderingMatch }

Both rules|return TRUE if the attribute value is "less' or‘appears earlier than the presented value, when thq strings are
compared using the Unicode code point collation order:

NOTE -{Collation order provides language and culture-specific information about how the characters of a given |anguage are
sorted. A Directory system can support several configurable collation orders. Implementation of this capability is outs{de the scope
of this Djirectory Specification.

8.1.3 (ase Exact Substrings Match.and Case Ignore Substrings M atch

The Case Exact Substrings Match rule determines whether a presented value is a substring of an attribute value of type
DirectoryString Or one of ‘the' data types appearing in the choice type UnboundedDirectoryStking, €.0.,
UTF8Strihg Without regardto\insignificant spaces (see clause 7.6).

caseExacfSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubsStringAssertion -- only the PrintableString choice
LDAP-SYNTAX .substringAssertion.&id
LDAP -NAME {"caseExactSubstringsMatch"}
ID id-mr-caseExactSubstringsMatch }

The Case |gnore-Sabstrings Matchrote determimes whether apresented-vatue s arsubstrimgof arattribute val ue of type
UnboundedDirectoryString Or one of the data types appearing in the choice type unboundedbirectoryString,
e.g., UTF8String, Without regard to the case (upper or lower) of the strings and insignificant spaces (see clause 7.6).
The rule is identical to the caseExactSubstringsMatch rule except upper-case characters are folded to lower case
during string preparation as discussed in clause 7.2.

caseIlgnoreSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

LDAP-SYNTAX substringAssertion.é&id

LDAP-NAME {"caseIgnoreSubstringsMatch"}

ID id-mr-caseIgnoreSubstringsMatch }
caseIlgnoreSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

LDAP-SYNTAX substringAssertion.é&id

LDAP-NAME {"caseIgnoreSubstringsMatch"}
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ID id-mr-caseIgnoreSubstringsMatch }
SubstringAssertion ::= SEQUENCE OF CHOICE {
initial [0] UnboundedDirectoryString,
any [1] UnboundedDirectoryString,
final [2] UnboundedDirectoryString,

-- at most one initial and one final component
control Attribute{{Supportedattributes}},
-- Used to specify interpretation of the following items

-}

Both rules return TRUE if there is a partitioning of the attribute value (into portions) such that:
the specified substrings (initial, any, £inal) match different portions of the value in the order of the

strings Sequence;
initial, if present, matchesthe first portion of the value;

NOTE

There shall
shall be thg

For a com|
(including

8.14 N

The Numg
NumericS

numericS
SYNTAX
LDAP-S
LDAP - N,
ID

The rule i

characters are removed during preparation as detailed in clause 7.6.2.

8.1.5 N

The Nume
type Numex

numerics
SYNTAX

final, if present, matches the last portion of the value;
any, if present, matches some arbitrary portion of the value;

algorithm; if a control element is encountered, it is ignored. The contrel-éement is on
matching rules that explicitly specify its use in the matching algorithm. Sugh’a matching ru
redefine the semantics of the initial, any and £inal substrings.

The generalwordMatch matching ruleis an example of such amatching rule.

be at most one initial, and at most one final in the SubstringAssertion. If initial i
first lement. If £inal ispresent, it shall be the last element. There'shall be zero or more any.

bonent of substrings to match a portion of the attribute value, corresponding characters must |
bl combining charactersin the combining character sequences).

umeric String Match

id-mr-numericStxingMatch }

identical to the caseIgnoreMatch rule (case is irrelevant as characters are numeric) except th

umeric String Ordering Match

ic Sring Qrdering Match rule compares the collation order of a presented string with an attribu
icString.

EringOrderingMatch MATCHING-RULE ::= {

6:2014 (E)

control is not used for the caseIgnoreSubstringsMatch, telephoneNumbe#SubstringsMatch,
or any other form of substring match for which only initial, any, or final elementsiare used in the matching

y used for
e may also

5 present, it

be identical

ic Sring Match rule compares for equality_atpresented numeric string with an attribute value of type
Fring.
tringMatch MATCHING-RULE ::= {
NumericString
YNTAX numericString.&id
AME {"numericStringMatc¢h"}

At all space

te value of

LDAP-S

NumericString

INPAX—RumerieSering—&id

LDAP-NAME {"numericStringOrderingMatch"}

ID

id-mr-numericStringOrderingMatch }

The rule isidentical to the caseIgnoreorderingMatch rule (case is irrelevant as characters are numeric) except that
all space characters are removed during string preparation as detailed in clause 7.6.2.

8.1.6 Numeric String Substrings Match

The Numeric Sring Substrings Match rule determines whether a presented value is a substring of an attribute value of
type NumericString.

numericStringOrderingMatch MATCHING-RULE ::= {

SYNTAX

NumericString

LDAP-SYNTAX numericString.&id
LDAP -NAME {"numericStringOrderingMatch"}

ID

id-mr-numericStringOrderingMatch }
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The rule is identical to the caseIgnoresubstringsMatch rule (case is irrelevant as characters are numeric) except
that all space characters are removed during string preparation as detailed in clause 7.6.2.

8.1.7 CaselgnorelList Match

The Case Ignore List Match rule compares for equality a presented sequence of strings with an attribute value which isa
sequence of unboundedDirectoryString, Without regard to the case (upper or lower) of the strings and significant

spaces (see clause 7.6).
caselgnoreListMatch MATCHING-RULE ::= {
SYNTAX CaseIgnorelList
LDAP-SYNTAX postalAddr.&id
LDAP -NAME {"caseIgnoreListMatch"}
ID id-mr-caseIgnoreListMatch }

CaseIgnoreList ::= SEQUENCE OF UnboundedDirectoryString

Therule re’lurns TRUE if, and only if the number of stringsin each is the same, and the corresponding strings
latter matching is asfor the caseIgnoreMatch matching rule.

8.1.8 d
The Case |

Unbounde
(seeclause

caselgno
SYNTAX
LDAP-S
LDAP-N;
ID

A presente
the strings
none of th

aselgnorelList Substrings Match

jnore List Substring Match rule compares a presented substring with an attribute yalue which isa
iDirectoryString, but without regard for the case (upper or lower) of the strings and insignifi
7.6).

reListSubstringsMatch MATCHING-RULE ::= {
SubstringAssertion

YNTAX substringAssertion.&id

AME {"caseIgnoreListSubstringsMatch"}
id-mr-caseIgnoreListSubstringsMatch }

| value matches a stored value if, and only if the presentedwalue matches the string formed by co
of the stored value. This matching is done according\to the caseIgnoreSubstringsMatch rul
e initial, any, Or final vaues of the presented value are considered to match a subst

concatenat

8.1.9

The Stored| Prefix Match rule determines whether-an'attribute value, whose syntax iS UnboundedbDirectory
a prefix (i, initial substring) of the presentetlvalue, without regard to the case (upper or lower) of the
insignificant spaces (see clause 7.6).

NOTE —
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ID

Therule rg
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string which spans more than one of the stringsof the stored value.

ored Prefix Match

It can be used, for example, te-compare values in the Directory which are telephone area codes with a vall
[ tel ephone number.

pfixMatch MATCHING=RULE ::= {
UnboundedDirectoryString
id-mr-storedPrefixMatch }

turns TRUE if-the attribute value is an initial substring of the presented value with corresponding
Henti cal .except with regard to case.

match. The

uence of
ant spaces

ncatenating
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ring of the

String, IS
strings and
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ytax-based matching rules

8.2.1 Boolean Match

The Boolean Match rule compares for equality a presented Boolean value with an attribute value of type BOOLEAN.

booleanMatch MATCHING-RULE ::= {
SYNTAX BOOLEAN
LDAP-SYNTAX bitString.&id
LDAP-NAME {"booleanMatch"}
ID id-mr-booleanMatch }

Therulereturns TRUE if the values are the same, i.e., both are TRUE or both are FALSE.

8.2.2 Integer Match

The Integer Match rule compares for equality a presented integer value or enumerated value with an attribute value of
type INTEGER Of ENUMERATED, respectively.
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integerMatch MATCHING-RULE ::= {

SYNTAX

INTEGER

LDAP-SYNTAX integer.&id
LDAP -NAME {"integerMatch"}

ID

id-mr-integerMatch }

Therulereturns TRUE if the presented integer value or the presented enumerated value is equal to the attribute value.

8.2.3 Integer Ordering Match

The Integer Ordering Match rule compares a presented integer value with an attribute value of type INTEGER.

integerOrderingMatch MATCHING-RULE ::= {

SYNTAX

INTEGER

LDAP-SYNTAX integer.&id

LDAP-N;
ID

Therulerg

8.24 B
The Bit Str

AME {"integerOrderingMatch"}

id-mr-integerOrderingMatch }
urns TRUE if the attribute value is less than the presented value.
it String Match

ng Match rule compares a presented bit string with an attribute value of type BIT/ STRING.

bitStringMatch MATCHING-RULE ::= {

SYNTAX
LDAP-S
LDAP-N.
ID

Therulerg
bitwise bag
presented

8.25 g

The Octet
STRING.

octetStr
SYNTAX
LDAP-S
LDAP-N:
ID

Therulere

8.2.6 g
The Octet

octetStr
SYNTAX
LDAP-S

BIT STRING

YNTAX bitString.&id

AME {"bitStringMatch"}
id-mr-bitStringMatch }

furns TRUE if the attribute value has the same number of bits as'the presented value and the hits
is. If the attribute syntax is defined with a "NamedBitList", the trailing zero bits in the attribut
alue are ignored.

ctet String Match
Sring Match rule compares for equality a presented octet string with an attribute value of {

ingMatch MATCHING-RULE ::= {
OCTET STRING

YNTAX octetString.&id

AME {"octetStringMatch™}
id-mr-octetStringMatch }

urns TRUE if, and onlwif the strings are the same length and corresponding octets are identical.

ctet String Ordering'Match

STRING,

ngordéringMatch MATCHING-RULE ::= {
OCTET STRING

match on a
b value and

ype OCTET

Btring Ordering\Match rule compares the collation order of a presented octet string with an attribiite value of
type ocTET

YNTAX octetString.&id

LDAP-N;
ID

AME {"octetStringOrderingMatch";
id-mr-octetStringOrderingMatch }

The rule compares octet strings from the first octet to the last octet, and from the most significant bit to the least
significant bit within the octet. The first occurrence of a different bit determines the ordering of the strings. A zero bit
precedes a one hit. If the strings are identical but contain different numbers of octets, the shorter string precedes the
longer string.

8.2.7 Octet String Substrings Match

The Octet String Substrings Match rule determines whether a presented octet string is a substring of an attribute value of
type oCTET STRING.

octetStringSubstringsMatch MATCHING-RULE ::= {

SYNTAX
ID

OctetSubstringAssertion
id-mr-octetStringSubstringsMatch }
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OctetSubstringAssertion ::= SEQUENCE OF CHOICE {
initial [0] OCTET STRING,

any [1] OCTET STRING,
final [2] OCTET STRING,
... } -- at most one initial and one final component

The rule returns TRUE if the attribute value contains the sequence of octets in the presented string, as described for
caseIgnoreSubstringsMatch.

8.2.8 Telephone Number Match

The Telephone Number Match rule compares for equality a presented value with an attribute value of type
TelephoneNumber (Seeclause 6.7.1).

telephoneNumberMatch MATCHING-RULE ::= {
SYNTAX ————TelephoneNumber
LDAP-SYNTAX telephoneNr.&id
LDAP -NAME {"telephoneNumberMatch"}
ID id-mr-telephoneNumberMatch }

The rules for matching are identical to those for caseIgnoreMatch, except that all hyphens and spaces are insignificant
and removéd during the insignificant character removal step.

8.29 T|lelephone Number Substrings Match

The Telephone Number Substrings Match rule determines if a presented substring is'a.substring of an attribiite value of
type PrintableString which isatelephone number.

telephongNumberSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
LDAP-SYNTAX substringAssertion.&id
LDAP -NAME {"telephoneNumberSubstringsMatch"}
ID id-mr-telephoneNumberSubstringsMatch! }

The rules fpr matching are identical to those for caseExactsubstringsMatch, except that all hyphens and spaces are
insignificat and removed during the insignificant character.removal step.

8.2.10 Hresentation Address Match

The Presertation Address Match rule compares for equality a presented Presentation Address with an attribyite value of
type PresgntationAddress.

presentationAddressMatch MATCHING!RULE ::= {
SYNTAX PresentationAddress
iD id-mr-presentationAddressMatch }

The rule rgturns TRUE if, and’only if the selectors of the presented and stored presentation address are equal and the
presented fqaddresses are asubset of the stored ones.

8.211 Unique Meniber Match

Member.Match rule compares for equality a presented Unique Member value with an attribute v@lue of type

uniqueMe =
SYNTAX NameAndOptionalUID
LDAP-SYNTAX nameAndOptionalUID.&id
LDAP-NAME {"uniqueMemberMatch"}
ID id-mr-uniqueMemberMatch }

The rule returns TRUE if, and only if the dn components of the attribute value and the presented value match according
to the distinguishedNameMatch rule, and the uid component is absent from the attribute value or matches the
corresponding component from the presented value according to the bitStringMatch rule.

8.2.12 Protocol Information Match

The Protocol Information Match rule compares for equality presented values of ProtocolInformation With vaues of
the same type.

protocolInformationMatch MATCHING-RULE ::= {
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SYNTAX OCTET STRING
ID id-mr-protocolInformationMatch }

A value of the assertion syntax is derived from a value of the attribute syntax by using the naddress component.

The value returns TRUE if the presented value and the naddress component of the stored value match according to the
octetStringMatch rule.

8.2.13 Facsimile Number Match

The Facsimile Number Match rule compares for equality a presented value with the first element of the attribute value
sequence. That element, telephoneNumber, iS Of type TelephoneNumber (See clause 6.7.1). The parameters
element of the facsimile number sequenceis not evaluated.

facsimileNumberMatch MATCHING-RULE ::= {
SYNTAX TelephoneNumber
ID —————id-mr—facsimileNumberMateh—}

Therules for matching are identical to those for telephoneNumberMatch.

8.214 Hacsimile Number Substrings Match

The Facsimile Number Substrings Match rule determines if a presented substring is a substring-of‘the first elgment of the
attribute vglue sequence. That element, telephoneNumber, iS Of type TelephoneNumbervand is a telephone number.
The parameters element of the facsimile number sequence is not evaluated.

facsimileNumberSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-facsimileNumberSubstringsMatch }

Therules for matching are identical to those for telephoneNumberMatch(

8.2.15 YUID Pair Match

The UUID |Pair Match rule compares presented values of uuzprair for equality, and is defined as follows:

uUIDPairMatch MATCHING-RULE ::= {
SYNTAX UUIDPair
ID id-mr-uuidpairmatch }

A presentedl value of the type uuIpPair matches-atarget value of the type vuiprair if, and only if each component of
the first is pqual to the corresponding component of the second, the corresponding components are of the same length,
and the corfesponding octets are equal.

8.2.16 Jomponent Match

The syntaxgs of attributes in a Directory system range from simple data types, such as text string, integer or Boolean, to
complex sfructured data types, such as the syntaxes of the directory schema operational attributes. Matching rules
defined for|the complex syntaxes usually only provide the most immediately useful matching capability. IETH RFC 3687
specifies generic matching tules that can match any user-selected component parts in an attribute value of any arbitrarily
complex atfribute syntax:--IETF RFC 3727 specifies an ASN.1 module useful for reference by other specificgtions. This
matching rple specification is imported into selectedattributeTypes Within this Directory Specification, and may
be selected|for use'by means of the extensibleMatch component of FilterItem, asspecified in Rec. ITYU-T X.511 |
|SO/IEC 9%94:3,

8.3 Time matching rules
83.1 UTC TimeMatch
The UTC Time Match rule compares for equality a presented value with an attribute value of type uTcTime.
uTCTimeMatch MATCHING-RULE ::= {
SYNTAX UTCTime

ID id-mr-uTCTimeMatch }

The rule returns TRUE if the attribute value represents the same time as the presented value. If aUTC time is specified
with the seconds absent, the number of seconds is assumed to be zero.
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8.3.2 UTC Time Ordering Match

The UTC Time Ordering Match rule compares the time ordering of a presented value with an attribute value of type
UTCTime.

uTCTimeOrderingMatch MATCHING-RULE ::= {
SYNTAX UTCTime
ID id-mr-uTCTimeOrderingMatch }

The rule returns TRUE if the attribute value represents a time which is earlier than the presented time. UTC times with
year values 50 to 99 shall be taken to represent times that are earlier than UTC times with year values 00 to 49. If aUTC
time is specified with the seconds absent, the number of seconds is assumed to be zero.

The value of the two-digit year field shall berationalized into afour-digit year value as follows:;
— if the 2-digit valueis 00 to 49 inclusive, the value shall have 2000 added to it; and

Hitha 2 dicut vl ic BN+~ OO tnaliicinnn thay
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8.3.3 Generalized Time Match

The Genefalized Time Match rule compares for equality a presented value with an attribute valye of type
GeneralizedTime (asper 46.3 b) or ¢) of Rec. ITU-T X.680 | ISO/IEC 8824-1).

generaliredTimeMatch MATCHING-RULE ::= {
SYNTAX GeneralizedTime
-- as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1
LDAP-SYNTAX generalizedTime.&id
LDAP -NAME {"generalizedTimeMatch"}
iD id-mr-generalizedTimeMatch }

The rule returns TRUE if the attribute value represents the same time as the presented value. If atime is specified with
the minute$ or seconds absent, the number of minutes or seconds is assuried to be zero.

834 Generalized Time Ordering Match

The Genergllized Time Ordering Match rule compares the time ordering of a presented value with an attribyte value of
type GenenalizedTime (as per 46.3 b) and ¢) of Rec. ITU-T/X.680 | ISO/IEC 8824-1).

generalizedTimeOrderingMatch MATCHING-RULE® ::= {
SYNTAX GeneralizedTime
-- as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1
LDAP-SYNTAX generalizedTime.&id
LDAP-NAME {"generalizedTimeO#deringMatch"}
ID id-mr-generalizedTimeOrderingMatch }

The rule r¢turns TRUE if the attribute value represents a time which is earlier than the presented time. If a time is
specified wlith the minutes or secends absent, the number of minutes or seconds is assumed to be zero.

8.35 Yystem Proposed Match
The Systerm Proposed Match rule is adummy matching rule, defined as follows:

systemPrpposedMatch MATCHING-RULE ::= {
ID id{mr-systemProposedMatch }

This matching fule can by a requester to be included in the RelaxationPolicy Within a search request| to indicate
that the Directory should determine which matching rule should be used in a matching rule substitution.

84 First component matching rules

84.1 Integer First Component Match

The Integer First Component Match rule compares for equality a presented integer value with an attribute value of type
SEQUENCE Whose first component is mandatory and of type INTEGER.

integerFirstComponentMatch MATCHING-RULE ::= {

SYNTAX INTEGER

LDAP-SYNTAX integer.&id

LDAP -NAME {"integerFirstComponentMatch"}

ID id-mr-integerFirstComponentMatch }
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Therulereturns TRUE if the attribute value has a first component whose value equal s the presented integer.

A value of the assertion syntax is derived from a value of the attribute syntax by using the value of the first component of
the SEQUENCE.

8.4.2 Object Identifier First Component Match

The Object Identifier First Component Match rule compares for equality a presented object identifier value with attribute
values of type sEQUENCE whose first component is mandatory and of type OBJECT IDENTIFIER.

objectIdentifierFirstComponentMatch MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
LDAP-SYNTAX oid.&id
LDAP-NAME {"objectIdentifierFirstComponentMatch"}
ID id-mr-objectIdentifierFirstComponentMatch }
The rule re ject identifier

using therdles of objectIdentifierMatch.

A value of the assertion syntax is derived from a value of the attribute syntax by using the value of thefirst component of
the SEQUENCE.

8.4.3 Directory String First Component Match

The Directpry Sring First Component Match rule compares for equality a presented pirectorystring vdue with an
attribute vglue of type sEQUENCE whose first component is mandatory and of type biZeetoryString.

directoryStringFirstComponentMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"directoryStringFirstComponentMatch"}
ID id-mr-directoryStringFirstComponentMatch }

The rule Jreturns TRUE if the attribute value has a first "Component whose value matches thg presented
Unbounde@iDirectoryString using therules of caseIgnoreMatch

A value of the assertion syntax is derived from a value of thézattribute syntax by using the value of the first component of
the SEQUENCE.
8.5 Word matching rules

85.1 Word Match

The Word Match rule compares a presented string with words in an attribute value of type pirectoryString.

wordMatch MATCHING-RULE :a= {

SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directéryString.&id

LDAP -NAME {"wordMatch"}

ID id“mr-wordMatch }

The rule returns TRUE if a presented word matches any word in the attribute value. Individual word matchinpg is as for
the caseIgnoréMatch matching rule. The precise definition of a"word" is aloca matter.

8.5.2 ayword Match

The Keyword Match rule compares a presented string with keywords in an attribute value of type DirectoryString.

keywordMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"keywordMatch"}
ID id-mr-keywordMatch }

Therulereturns TRUE if a presented value matches any keyword in the attribute value. The identification of keywordsin
an attribute value and of the exactness of match are both local matters.
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8.5.3 General Word Match

The General Word Match rule compares words in a presented string with words in an attribute value of type
UnboundedDirectoryString. The matching rule can also be used for attribute values of atype that explicitly specifies
one of the tnboundedbirectoryString choices asits syntax.

generalWordMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-generalWordMatch }

This matching rule is differentiated from a norma substring matching rule by the interposition of control attributes
before or between the initial, any, Or £inal elements. If there are no control attributesin the filter item, the matching
shall be performed as for the caseExactSubstringsMatch matching rule with the semantics of initial, any and
final elements as defined by that matching rule. However, if the equality matching rule (if any) for the attribute type
subject to the matching is caseIgnoreMatch, then the caseIgnoresubstringsMatch shall be used instead.

Four types{of control attribute are defined for general word match (restrictions on their placement are defimed below);
any other cpntrol attributes shall be ignored:

sequenceMatchType ATTRIBUTE ::= {
WITH SYNTAX SequenceMatchType
SINGLE| VALUE TRUE
ID id-cat-sequenceMatchType } -- defaulting to sequenceExact

SequenceMatchType ::= ENUMERATED ({

sequen¢eExact (0),
sequen¢eDeletion (1),
sequen¢eRestrictedDeletion (2),
sequen¢ePermutation (3),
sequen¢ePermutationAndDeletion (4),
sequen¢eProviderDefined (5),
}
wordMatchTypes ATTRIBUTE ::= {

WITH SYNTAX WordMatchTypes
SINGLE|VALUE TRUE

ID id-cat-wordMatchType } -- defaulting to wordExact
WordMatchTypes ::= ENUMERATED {

wordExact (0),

wordTruincated (1),

wordPhonetic (2),

wordPrpviderDefined (3),
charactetMatchTypes ATTRIBUTE ::= {

WITH SYNTAX CharactérMatchTypes
SINGLE| VALUE TRUE

ID id-cat-characterMatchTypes }
CharactefMatchTypes ::= ENUMERATED {

characterExact (o),

characterCaseIgnore (1),

charactexMapped (2),

selectedContexts ATTRIBUTE ::= {
WITH SYNTAX ContextAssertion
ID id-cat-selectedContexts }

Each attribute affects all following initial, any, Or £inal elements, and the values that it provides supersede those
that were previously applicable.

Prior to the first sequenceMatchType adttribute, if any, the value that is to be taken as applicable for the
sequenceMatchType dttribute shall be taken as sequenceExact. The attribute does not affect the evaluation of the
initial and final elements, which shall always be taken as matching the initial and final words; it only affects the
remaining unmatched words. The initial word, if present, shall match the first word of the stored text; if both are
noise words, the two words shall be taken as matching. The positioning of sequenceMatchType attributes defines the
words to which the form of match applies.
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NOTE 1 — For many practical purposes it will be suffice to place the sequenceMatchType before the first initial element;
particular implementations may not support the full generality of the definition.

Prior to the first wordMatchType attribute, if any, the value that is to be taken as applicable for the wordMatchType
attribute shall be taken as wordexact. Prior to the first characterMatchType attribute, if any, the value that is to be
taken as applicable for the characterMatchType attribute shall be taken as characterExact. However, if the
equality matching rule (if any) for the attribute type subject to the matching is caseIgnoreMatch, then it shal instead
be taken as characterCaseIgnore.

If selectedContexts control attribute is present, it shall be the first element; there shall only be one such control
attribute; it shall be taken as arestriction on the stored value (see below).

The rule returns TRUE if the presented value contains a non-empty segquence of words which matches the specified
initial and final words, and in addition the sequence of remaining unmatched words in the attribute value according to the
specified sequenceMatchType, Where corresponding words are matched according to the specified wordMatchTypes
andcorr' haractel nithin words are matched according to the specified ch exrM hTypes exceptthat
if the sel¢ctedcontexts component is present in the presented value, all contextaAssertion elements are aso
required to|evaluate to TRUE (as specified in Rec. ITU-T X.501 | ISO/IEC 9594-2). The rule returns FAL SE|for a given
stored attribute when the words do not match, or when some contextassertion element does not.match.

A word is|a non-empty sequence of non-space characters bounded by the start or end of the’string or ky space or
punctuation characters. Punctuation characters are defined as those that do not affect the semantics of word fokens, and
normally ipclude commas, quotes, full stops at the end of sentences, parentheses, eté.)\Fhe determinatipn of what
characters gre punctuation characters shall be alocal matter.

NOTE 2- For example, the character !" is sometimes used in text to denote a clicking sound/as used in certain Africgn languages,
and is thus sometimes part of aword rather than an exclamation-mark (which would bé ajpunctuation character).

Similarly, the £inal word, if present, shall match the last word of the stored text; if both are noise words, the two words
shall be talqen as matching.

Noise words, which are words which match one of the words on an implementation-defined list of semant|cally weak
words (e.g}, articles and prepositions) according to the specifiéd characterMatchTypes are discardefl from the
sequence df words prior to matching, except to match initial and f£inal words, and the corresponding rule in
wordMatchTypes is discarded from the sequence of rules provided it is not the last such rule.

The sequerjce of words in the presented value matches, the sequence of words in the attribute value if the latter can be
transformefl according to the specified sequenceMatehType into a sequence containing the same number of words as
the first sefluence and whose corresponding words match. If sequenceMatchType IS sequenceExact, the transform
leaves the pequence unchanged. If it is sequericeDeletion, it deletes zero or more words from the sequgnce. If it is
sequenceRestrictedDeletion, it deletes Zero or more words but not the first word from the sequence. If it is
sequencePermutation, it permutes zero or more words in  the sequence. | it is
sequencePermutationAndDeletion,/it deletes zero or more words in the sequence and permutes zero or more of the
remaining vords. If it is sequenceProviderDefined, it deletes, permutes, or inserts words in accordarjce with an
implementdtion-defined rule.

A word in fhe presented val ue-matches aword in the attribute value if the latter word can be transformed accoyding to the
correspondjng rule fromisthe specified wordMatchTypes into a sequence of characters which match |n turn the
characters of the wordin the presented value. Each word is matched using the corresponding rule in wordMatchTypes
where the gorrespondence is determined prior to applying any deletions or permutations from sequence mgching; any
words in excess of the number of rules in wordMatchTypes iSs matched using the last rule. If the rule i$ exact, the
transform Ipavés the word unchanged. If it is wordTruncated, then zero or more characters are removed from the end
of the word; Up 10 an implementation-defined minimum word fength. 1T it ISwordPhonetic, the word 1S replaced with a
word that matches it according to an implementation-defined phonetic matching agorithm. If it is
wordProviderDefined, the word is matched in accordance with an implementation-defined rule.

The characters in each word are compared using the corresponding rule in characterMatchTypes Where the
correspondence is determined prior to applying any deletions or permutations from sequence matching; the characters of
any words in excess of the number of rules in characterMatchTypes are matched using the last rule. If
characterMatchTypes iS characterExact, then the corresponding characters within the words match if they are the
same. If it iS characterCaseIgnore, then the corresponding characters within the words match if they are the same
when differences in case are ignored. If it iS characterMapped, the characters match if they map to the same character
according to an implementation-defined mapping table. This table shall be such as to allow national characters listed in
Figure A.2/T.51 of Rec. ITU-T T.51 to be matched using only the characters A-Z and 0-9 in presented values, and may
map short sequences of characters onto a single character, e.g., ae to a-e-diphthong or ue to u-umlaut.
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8.6 Approximate Matching Rules
8.6.1 Approximate String Match

The Approximate Sring Match rule compares a presented value with an attribute value according to a locally-defined
approximate matching algorithm (e.g., spelling variations, phonetic match, etc.). The algorithm shall be the same as that
invoked in response to processing afilter item of type approximateMatch (see Rec. ITU-T X.511 | ISO/IEC 9594-3).

approximateStringMatch MATCHING-RULE ::= {
ID id-mr-approximateStringMatch }

The assertion syntax for this matching rule is the same as the assertion syntax of the equality matching rule for the
attribute to which it is applied. If no equality matching rule is defined for the attribute, any assertion syntax is permitted
but the rule always evaluates to undefined.

87 S cua: :\Vl: atbhillg RU:CO
8.7.1 Ignoreif Absent Match

The Ignorgif Absent Match rule compares a value for any purpose and for any attribute.

{

ignoreIfAbsentMatch MATCHING-RULE ::=
ID id-mr-ignoreIfAbsentMatch }

The rule rejurns as follows:
a) If the attribute is absent, the rule returns the value TRUE;
b) |If theattributeis present, the rule returns the value undefined.

This match|can only be used as a parent matching-rule. It is then used in conjtinction with a matching rule which matches
values when the attribute is present. See also clause 13.5.2 of Rec. ITU-T2X.501 | ISO/IEC 9594-2.

NOTE -{Within a service-specific administrative area, the same effect/can/be achieved by specifying an empty defgultvalues
subcomponent of the appropriate request-attribute-profile.

8.7.2 Null Match

The Null Match rule compares avalue for any purpose and-for any attribute, with the special rule:

{

nullMatch MATCHING-RULE ::=
ID id-mr-nullMatch }

The rule rejurns as follows:
a) if thefilter-item is non-negated, the rule returns the value TRUE; and
b) if thefilter-itemis negated, the rule returns the value FAL SE.

This match can be used formallyyto cause a filter-item to be ignored. A filter item using null match shall be considered
absent when evaluating compatibility with search-rules.
8.8 Jonal Match

A Zonal Mgatch s primarily applicable to search requests that make use of geographical related mappable filter items.
Such filter |tems,could be assertions for 1ocalityName, stateOrProvinceName, postalCode, EiC

Zonal matching uses combinable filter items for the matching against the mapping table.

The zonal matching can take into account that users perception of localities may be different from the locality model
used within a DMD. The mapping between the users perception and the model used within a DMD should take into
account that a user may use localities that are not directly reflected in Directory entries or their names. Such localities
may be fuzzy in the sense that they do not relate exactly to localities that are more official. Also, a user may guess
dlightly wrong on locality names when making a search if the object being looked for lives close to the border of a
neighbouring locality. For this purpose, a region, e.g., a country, is divided into zones. Zones are areas that are
completely contained within any locality referenced in a search request. The result of a mapping of the mappable filter
itemsisalist of zones. For further explanation of zonal matching, see Annex E.

When using zonal match, the mapping table is called a gazetteer (i.e., a geographical dictionary). Within the filter, a set
of combinable locdlity filter items may be able together to define a single named place (that is, a unique, usualy
contiguous local area), or, when this is permitted, a small number of named places that match the filter items. A named
placeisadistinct named real-world place, such as atown, village, county, etc.
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A gazetteer will in general cover (i.e., provide a geographical database relating to) a domain comprising a single country
or region. A geographical search inquiry shall be interpreted in terms of a specific gazetteer. How the scope of asearchis
determined, and an appropriate gazetteer selected, is a local matter, but the selection can be done by using a default
gazetteer for the DSA, or be based on one or more attributes, e.g., countryName, stateOrProvinceName Of
localityName associated with the search operation (e.g., present as part of the distinguished name of thebaseobiject,
or as part of thefilter).

The first step of a zonal match is to use one or more filter items together to identify one or more named places. For this
purpose, combinable locality filter items (i.e., al locality filter items within a single subfilter) are used together.

Otherwise, the procedure so far identifies one or more named places. At this stage, no reference at al has been made to
information within the DIT. The remainder of the filter can then be used to identify al of the entries within the search
scope that have positions corresponding to those named places, as defined later. Relaxation may be applicable so that
named places will match more entry positionsif inadequate results would be returned otherwise.

Zonal matching does not support tightening

Each entry|that is to be considered eligible for matching shall have a position that is identified either by|a uniquely
named plage, perhaps using more than one place-name value, e.g., ("Newton" "Chester" "Cheshire")~0r)by gne or more
zones (see hext paragraph), represented by values placed in a zone attribute. If an entry has zones to.define it4 position, it
may also have locality values, but the latter, in this case, are informational. The administrative.authority is fesponsible
for ensuring that locality information does indeed identify a named place.

Zones are primitive non-overlapping geographical components, distinct in kind from places;-such that a place|is precisely
composed pf one or more zones, as listed within the gazetteer. Zones are identified by string values that|are unique
within a gazetteer's region. Thus, two overlapping places would share one or\mofe zones that corresgond to the
overlapping area. Zones are represented within entries as attributes, possibly as.operational attributes. In this|case, zonal
informatio would never be returned as attribute values unless the attribute’ representing the zone is ppecifically
requested gs an operational attribute. Alternatively, a zone could be a standard attribute (e.g., postalcode). Locality
values are lleturned as usual, subject to access control.

NOTE 1f— The exact nature of a zone, and its mapping to a specific attribute, is alocal matter, and would probably depend on the

capahilities of a specific implementation. In the United Kingdomsa“good candidate for a zone would be a postfl code, like

"RG12 3JL", which often defines a small area such as one side ofa street. Zones in city areas would then be small; those in

country jareas would be correspondingly large. In unpopulated and festureless areas (e.g., deserts), a zone could Qe very large
indeed.

An entry's position (defined by zones) matches a namegplace, as defined by the gazetteer, if there is overlap between the
zones defined for the named place and the zones defihed for the entry (i.e., an overlap-based matching rule|is used). If
the entry's position is defined as a named place,-the position is considered to be composed of the zones congtituting the
named plade.

Zonal matghing permits extended (i.e., relaxed) matching, where level 0 corresponds to the basic definition df objectsin
the gazettegr. Levels 1 and greater levels'correspond to a gradual and systematic enlargement of the zones comprising a
place so th@t more entry locations match.

The follow|ng is a more formal\statement of the model underlying zonal match:

a) Zona matching’is based on the existence of one or more gazetteers that are supported for the|purpose by
DSAs. A) gazetteer is a geographical dictionary covering, as its domain, a country or named region,
supparted by a suitable database. The selection of the domain for a specific search is carried gut by local
means. The gazetteer contains place-names and their properties, including lists of matching napned places.
It.is supported by mechanisms for finding and collating the properties of place-names as given by
combinable locality attributes, and is quite independent of the DIT.

b) The region covered by a gazetteer contains places. A place is a recognizable named geographical area;
places can overlap, and can even extend somewhat beyond the boundary of the region. Places that are
identifiable by reference to the gazetteer are called named places.

c) The gazetteer itself is based on strings that are place-names. These are used to identify (or name) named
places. The name of a named place can be:

— asingle place-name, possibly in more than one word;

— acollection of place-names, where in general one place-name corresponds to alarger area and
qualifies a place-name that corresponds (within the context) to a smaller area.

d) The concept of larger and smaller areas may sometimes be usefully represented in the characteristic of
scale as applied to a place. Informal examples of places of varying scale are plots, spots, villages, towns,
cities, counties, provinces and countries. In general, a named place should be associated in the gazetteer
with the names of encompassing places of a larger scale, even if these are not required for unique
identification.
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e

f)

9)

h)

Place-names may also have synonyms associated with a particular place, which could (for example)
represent abbreviations or alternative names. It is convenient to define a canonical name for each place, to
which synonyms of component place-names may be mapped.

Place-names may sometimes be derived from simpler place names by using semantic components such as
"Near" (e.g., "Near Tenterden"). This may conceivably be taken to define a ring-shaped place around the
town of Tenterden in Kent, England, but would probably be best taken as a place-name that does not by
itself define a place.

All places covered by the gazetteer shall have a unique canonical name consisting of a distinct set of
place-names, where these names can be ordered in terms of the scale that each place-name impliesin the
context.

Places are broken down into zones in such away that zones are always nested inside each place, and each
part of a place has a corresponding zone. A zone is the building block of places in a gazetteer; every point
in aregion hasasingle zone in which it is contained.

Zones-—tsualhs _hava naiahhouringa-zones (e o —1nlace affactivialy hlacked a3 aecaranhical or m Or
Zones ly—have-neighbouring—zones—{e-g—unkess—effectivelyblocked—by—a-geographics aj

To further|

political feature such as alake, river, sea, or mountain, or country boundary). Thus, the areaidgfined for a
place can usually be extended by including zones that are neighbours to the zones that~comprise it; the
extension can be carried on indefinitely a step at a time. The inclusion of a single' level of neighbour
extension is called the 1-extension of a place; a further level of extension is called\@2-extengion, and so
on. The scope of an extension may be locally adjustable (extended or reduced).to represent| a practical
situation, but such adjustments should be relatively scarce.

An entry representing a physical object may be defined to have a location. A location can be defined in
terms of a set of zones in an appropriate zone attribute, or by identifyifg it as a named place by the use of
one or more place-names using a locality attribute such as 1ocationName, which can aso be fepresented
as aset of zones. An entry will match a place if the set of zones that-comprise its locality overlap the set of
zones that represent the place (possibly n-extended) that is the result of consulting the gpzetteer, as
described above.

The selection of zones, places, place-names and the cornpitation of their relationshipsis alocal |matter.

Entries that would match by equality match on the‘basis of strings that they contain shall continue to
match (in effect bypassing zonal match).

qualify zonal matching, the zoNAL-MATCHENG information non-generic object class is dgfined as a

speciadization of the MAPPING-BASED-MATCHING genefic information object class. An instance of this {nformation

object class

ZONAL-MATCHING ::=
MAPPIN ;-BASED-MATCHING{ZonaISelect, TRUE, ZonalResult, zonalMatch.&id}

An instancg of thisinformation object classis characterized by:

a

determines the characteristics of zonal matching.

The &selectBy dummy reference, if present, is by this information object class replaced oy a set-of
attribute types. The-selection of an instance of thisinformation object classis based on these atfributes and
on the attribute.types represented in the search filter. An information object instance may be sdlected if al
the attribute types represented by this component are represented in the filter. Attribute subtypes are not
considered:(i-e., the selection shall be based on explicitly named attributes). However, local triteria that
are not-defined by this Directory Specification may also be taken into account for selecting @n instance.
For_example, the selection may partly be determined by the baseobject of the search argument. If this
component is absent, selection is based wholly on local decision-making.

The sapplicableTo shall specify a set of locality related attribute types as determingd by local

<)
d)
€)

f)

)

h)
i)

requi rements, such as localityName, stateOrProvinceName, streetName, postalCode, €tC.
The &subtypeIncluded component is set according to local requirements.
The scombinable dummy value reference is unconditionally replaced by TRUE.

The smappingResults dummy type reference is by this information object class replaced by the
ZonalResult datatype.

The susercontrol is set according to local requirements.

NOTE 2 — Thisfield should in most cases take the value TRUE.

The sexclusive is set according to local requirements.

NOTE 3 — Aninformation object instance of thisinformation object classis a candidate for exclusive rel axation.

The ematching-rule isby thisderived information object class set t0 zonalMatch.
The &id gives aunique identification of the instance of zonal matching algorithm.
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The zonalselect datatypeis:

ZonalSelect ::= SEQUENCE OF AttributeType

The zonalResult datatype isused for indicating exception conditions for zonal matching.

ZonalResult ::= ENUMERATED {
cannot-select-mapping (0),
zero-mappings (2),
multiple-mappings (3),

The values:

a)

cannot-select-mapping iS the result when the information provided in the base object

6:2014 (E)

name and

subfilter is insufficient to identify the mapping that is to be used in the zonal matching rule. The

The zonal

zonalMat¢h MATCHING-RULE-::= {
UNIQUE{MATCH-INDICATOR multipleMatchingLocalities

ID

Match matching rule is the’ mapping-based matching rule associated with any instance of t
MATCHING [information object class:

Corresponading march produces a restit of underined. NOne of the Subiiiters which have maj]
items, according to the sapplicableTo specification, will accordingly not evaluate to TRUE-

pable filter

NOTE 4 —Within a service-specific administrative area and for properly designed search-rules) the anflysis of the

search argument should have detected insufficient information in the search argument.

zero-mappings iS the result when the information provided in the filter item(s)\t6 be mappefl cannot be

mapped, either because no corresponding item exists in the mapping table;-or because th

e mapping

process produced zero filter items to be matched against entries. In this situation, a servicekrror with
problem requestedServiceNotAvailable shall be returned. JThe’ notification component of

CommonResults shall contain:

i) a searchServiceProblem notification attribute~  with the  vaue
unmatchedKeyAttributes; and

id-pr-

ii) a filterItem notification attribute indicating the mappable filter items unable to provide a match.

multiple-mappings iSthe result when the information’ provided in the filter item(s) can sucgessfully be

mapped to multiple entries of the gazetteer. The.corresponding match produces a value TRU
nevertheless, cause the search to be abandoneghwith an error. In this situation, a serviced

E, but can,
rror With

problem requestedServiceNotAvailable shall be returned. The natification component of

CommonResults shall contain:

i) a searchServiceProblem notification attribute with the value
ambiguousKeyAttributes;-and

id-pr-

ii) amultipleMatchingLodalities notification atribute asindicated by the zonalMatch matching

rule.

id-mr-zonalMatch }

€ ZONAL-

This mapping-based\matching rule includes the UNIQUE-MATCH-INDICATOR field, which implies that matching against

the gazettegr shall give an unambiguous result. If several table entries match in the mapping process, a sery

riceError

with probl@m ambiguousKeyattributes shall be returned. The notification component of CommonResgults shall
contain awmwmmm_@%w#aﬂe of the

multipleMatchingLocalities hatification attribute is included for each table entry matched on the gazetteer. Each
such value shall be a set-of AttributevValueAssertion Specification that, if supplied in AND'ed equality filter
items in each subfilter, would give a unique match against the corresponding table entry. This will alow the user in a
subsequent search request to select one of the returned notification attribute values to be reflected in the filter.

89 uri Match

The uri Match rule compares a presented value with an attribute value and is defined as:

uriMatch MATCHING-RULE ::= {
SYNTAX UTF8String
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"uriMatch"}
ID id-mr-uriMatch }
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This rule conforms to IETF RFC 3986 clause 6.2.2: the two UTF8String values are normalized as described in IETF
RFC 3986:

a) Case normalization: the hexadecimal digits within a percent-encoding triplet shall be normalized to use
uppercase lettersfor digits A-F;

b) Percent-encoding normalization: any percent-encoded octet that corresponds to an unreserved character
(uppercase letters, lowercase letters, digits, HYPHEN MINUS, PERIOD, LOW LINE and TILDE) shall
be decoded;

¢) Path segment normalization: path normalization permits the simplification of a path containing
complete path segments. This normalization uses two buffers (an input buffer containing the path and an
empty output buffer which will contain the result) and loops as follows until the input buffer is empty:

— If theinput buffer begins with a prefix of "../" or "./", then remove the prefix from the input buffer;
otherwise,

— if the input buffer begins with a prefix of “//* or /" where
replace that prefix with "/" in the input buffer; otherwise,

— if the input buffer begins with a prefix of "/../" or "/..", where is a complete path segment, then
replace that prefix with "/" in the input buffer and remove the Iast segment and-its'precgding "/" (if
any) from the output buffer; otherwise,

is complete path segment, then

— if theinput buffer consistsonly of "." or "..", then remove that from the inpub buffer; otherjvise,

— movethe first path segment in the input buffer to the end of the output buffer, including the initia "/"
character (if any) and any subsequent characters up to, but not ingluding the next /" charfcter of the
end of the input buffer.

d) Scheme based normalization: components which are empty or egualto the default for the schgme shall be
removed.
8.10 UDAP defined matching rules

8.10.1 (aseexact IA5 match

The caseBxactIAS5Match rule compares an assertion value,of'the 1a5string Syntax to an attribute value pf the same
syntax aftef string preparation as discussed in clause 7.2.

caseExactIAS5Match MATCHING-RULE ::= {

SYNTAX IAS5String

LDAP-SYNTAX ia5String.&id

LDAP -NAME {"caseExactIASMatch"}

ID id-1lmr-caseExactIA5Match }

The rule ejaluates to TRUE if, and onlyif the prepared attribute value character string and the prepared assgrtion value
character sfring have the same number-of characters and the corresponding characters have the same code poit.

8.10.2 (aseignorel A5 mateh

The caseIgnoreIasMateh rule compares an assertion value of the 1a5string Syntax to an attribute value pf the same
syntax aftef string preparation as discussed in clause 7.2.

caseIgnofeIAS5Match MATCHING-RULE ::= {

SYNTAX IA5String

LDAP-SYNTAX ia5String.&id

LDAP-NAME {"caseIgnoreIA5Match"}

ID id-1lmr-caseIgnoreIA5Match }

The rule evaluates to TRUE if, and only if the prepared attribute value character string and the prepared assertion value
character string have the same number of characters and the corresponding characters have the same code point after case

mapping.
8.10.3 CaseignorelA5 substrings match

The caseIgnoreIA5SubstringsMatch rule compares an assertion value of SubstringAssertion Syntax to an
attribute value of Ta5String Syntax after string preparation as discussed in clause 7.2.

caseIgnoreIAS5SubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
LDAP-SYNTAX substringAssertion.é&id
LDAP-NAME {"caseIgnoreIA5SubstringsMatch"}
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iD id-1lmr-caseIgnoreIAS5Match }

Theruleisidentical to the caseIgnoreSubstringsMatch as discussed in clause 8.1.3.

9 Definition of syntaxes

9.1 Directory syntaxes
911 UTM Coordinates syntax

utmCoords SYNTAX-NAME ::= {
LDAP-DESC "UTM Coordinates"
DIRECTORY SYNTAX UtmCoordinates
ID id-asx-utmCoords }

A vaue w:tich has an LDAP UTM Coordinate syntax is an encoded value of the utmcoordinates data tyfge using the
General Stfing Encoding Rules as defined by the IETF RFCs 3641, 3642 and 4792.

9.1.2 yll Format syntax

uiiForm $YNTAX-NAME ::= {
LDAP-DESC "UII Format"
DIRECTORY SYNTAX UiiFormat
ID id-asx-uiiForm }

A value which has an LDAP viiFormat Syntax is an encoded value of the viiFormat data type using the General
String Encgding Rules as defined by the IETF RFCs 3641, 3642 and 4792.

9.1.3 HPC Format syntax

epcForm BYNTAX-NAME ::= {

LDAP-DESC "EPC Format"
DIRECTQPRY SYNTAX EpcFormat
ID id-asx-epcForm }

A value which has an LDAP EpcFormat Syntax is an enacoded value of the EpcFormat data type using the General
String Encgding Rules as defined by the IETF RFCs 3641, 3642 and 4792.
9.2 |ETF syntaxes

921 Descriptors

Descriptorg are defined in clause, 3:4 of IETF RFC 4520. In contrast to other syntaxes, a descriptor syntax is not
identified Ry an object identifier(asit a short descriptive name of an object identifier). The syntax of a descrifptor is case
insensitivefnd consists of aleading aphabetic character followed by alphanumeric characters and hyphens.

922 AttributeTypeDescription syntax

attributéeTypeDescription SYNTAX-NAME ::= {

LDAP-DESC "Attribute Type Description"
DIRECTQORY SYNTAX AttributeTypeDescription
ID id-lsx-attributeTypeDescription }

A value which has an LDAP Attribute Type Description is an ABNF encoding of an attribute type description, as
specified in IETF RFC 4512 without line breaks.

9.2.3 Bit string syntax

bitstring SYNTAX-NAME ::= {

LDAP-DESC "Bit String"
DIRECTORY SYNTAX BIT STRING
ID id-1sx-bitstring }

A value which has an LDAP bit string syntax is a string of "0" and"1" characters enclosed by single quotes followed by
character "B", as specified by IETF RFC 4517.

When converting from a BER encoded bit string, the trailing bits added for octet alignment shall not be included.
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9.24 Boolean syntax

boolean SYNTAX-NAME ::= {

LDAP-DESC "Boolean"
DIRECTORY SYNTAX BOOLEAN
ID id-lsx-boolean }

A value of the LDAP Boolean syntax is either the character string "TRUE" or "FALSE", as specified IETF RFC 4517.
9.25 Country string

countryString SYNTAX-NAME ::= {

LDAP-DESC "Country String"
DIRECTORY SYNTAX CountryName
ID id-1sx-countryString }

A value which has an L DAP Country String syntax is atwo printable character string, as specified by IETF RFC 4517.

9.2.6 ON syntax

dn SYNTAK-NAME ::= {
LDAP-DESC "DN"
DIRECTPRY SYNTAX DistinguishedName
ID id-1sx-dn }

A value which has an LDAP DN syntax is a distinguished name in the LDAP format (sing the string representation, as
specified by IETF RFC 4514.

9.2.7 Delivery method

deliveryMethod SYNTAX-NAME ::= {
LDAP-DESC "Delevery Method"
DIRECTQRY SYNTAX PreferredDeliveryMethod
ID id-lsx-deliverylMethod }

A value which has an LDAP DeliveryMethod Syntax is a specification of a preferable delivery method, as gpecified by
I[ETF RFCH517.

9.2.8 Directory string syntax

directoryString SYNTAX-NAME ::= {

DESC "Directory String"
DIRECTORY SYNTAX UnboundedDirectoryString
ID id-lsx-directoryString }

The LDAH DirectoryString Syntax-is a uTF8sString Syntax. When converting to the LDAP syntax, |a directory
string has tp be converted to the UTF8 encoding of the UCS. When an LDAP directory string is converted to| a directory
string as defined by this Directory ‘Specification, it is the local choice of the LDAP requester as to which of the directory
string alterpatives to take.

9.29 DOIT Content Rule Description syntax

dITContentRulePescription SYNTAX-NAME ::= {
DESC "DIT Content Rule Description"
DIRECTORY_ SYNTAX DITContentRuleDescription

D TR . | drmea . I -V B ~% et |
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A value which hasan LDAP DITContentRuleDescription Syntax isa specification of acontent rule. It is expressed
in an ABNF encoding, as specified by |IETF RFC 4512.

9.210 DIT Structure Rule Description syntax

dITStructureRuleDescription SYNTAX-NAME ::= {
DESC "DIT StructureRule Description"
DIRECTORY SYNTAX DITStructureRuleDescription
ID id-1lsx-dITStructureRuleDescription }

A vaue which has an LDAP pDITStructureRuleDescription Syntax is a specification of a structure rule. It is
expressed in an ABNF encoding, as specified by IETF RFC 4512.
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9.211 Enhanced Guide syntax

enhancedGuide SYNTAX-NAME ::= {

DESC "Enhanced Guide"
DIRECTORY SYNTAX EnhancedGuide
ID id-lsx-enhancedGuide }

A vaue which has an LDAP EnhancedGuide Syntax is a specification of an enhanced guide. It is expressed in an
ABNF encoding, as specified by IETF RFC 4517.

9.212 Facsimile Telephone Number syntax

facsimileTelephoneNr SYNTAX-NAME ::= {
DESC "Facsimile Telephone Number"
DIRECTORY SYNTAX FacsimileTelephoneNumber
D id-1sx-facsimileTelephoneNr }

A value which has an LDAP FacsimileTelephoneNr Syntax is a specification of afacsimile telephonenumber. Itis
expressed in an ABNF encoding, as specified by IETF RFC 4517.

9.213 Hax syntax

fax SYNTAX-NAME ::= {

DESC "Fax"
DIRECTQRY SYNTAX NULL
ID id-lsx-fax }

A valuewlhjich hasan LDAP Fax syntax isa specification of afax image. Its encoding is specified by IETF RFC 4517.

9.214 (eneralized Time syntax

generaliyedTime SYNTAX-NAME ::= {
DESC "Generalized Time"
DIRECTQRY SYNTAX GeneralizedTime
ID id-lsx-generalizedTime }

A value which has an LDAP GeneralizedTime Syntax{s a specification of a time value in the generglized time
format. It i$ expressed in an ABNF encoding, as specified'by IETF RFC 4517.

9.215 (@uide syntax

guide SYNTAX-NAME ::= {
DESC "Guide™"
DIRECTORY SYNTAX Guide
ID id-lsx-guide }

A value which has an LDAP cuide Syntax is a specification of a suggested criterion for constructing & filter. It is
expressed ih an ABNF encoding, as specified by IETF RFC 4517.

9.2.16 IA5 String syntax

ia5String SYNTAX-NAME ::= {

DESC "IA5 String"
DIRECTQRY 'SYNTAX IA5String
ID id-1sx-ia5String }

A value which has an LDAP 1a5string Syntax consisting of characters from the International Alphabet 5 (the ASCII
character set), as specified by Rec. ITU-T X.680 | ISO/IEC 8824-1.

9.2.17 INTEGER syntax

integer SYNTAX-NAME ::= {
DESC "INTEGER"
DIRECTORY SYNTAX INTEGER
ID id-lsx-integer }

A value which has an LDAP 1nteger Syntax consisting of numeric characters, as specified by IETF RFC 4517.
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9.2.18 JPEG syntax

jpeg SYNTAX-NAME ::= {

DESC "JPEG"
DIRECTORY SYNTAX NULL
ID id-lsx-jpeg }

A value which has an LDAP 13PEG Syntax is an octet string constrained to a JPEG image, as specified by IETF RFC
4517.

9.219 Matching Rule Description syntax

matchingRuleDescription SYNTAX-NAME ::= {
DESC "Matching Rule Description™"
DIRECTORY SYNTAX MatchingRuleDescription
ID id-lsx-MatchingRuleDescription }

A vauewhich hasan LDAPMatchingRuleDescription Syntax isa specification of a matching rule descfiption. Itis
expressed in an ABNF encoding, as specified by IETF RFC 4512

9.220 Matching Rule Use Description syntax

matchingRuleUseDescription SYNTAX-NAME ::= {

DESC "Matching Rule Use Description"
DIRECTQRY SYNTAX MatchingRuleUseDescription
ID id-lsx-matchingRuleUseDescription }

A value which has an LDAP MatchingRuleUseDescription syntax is a(Specification of a matchirlg rule use
description] It is expressed in an ABNF encoding, as specified by IETF RFC 4512.

9.221 Nameand Optional UID syntax

nameAndOptionalUID SYNTAX-NAME ::= {

DESC "Name And Optional UID"
DIRECTORY SYNTAX NameAndOptionalUID
ID id-1lsx-nameAndOptionalUID_}

A value which has an LDAP NameandoptionalUID is‘@distinguished name optionally followed by bit string forming
aunique |0, as specified by IETF RFC 4517.

9.2.22 Name Form Description syntax

nameFormpescription SYNTAX-NAME :a= {
DESC "Name Form'Description"
DIRECTQRY SYNTAX NameFormDescription
ID id-lsx-nameFormDescription }

A vaue which has an LDAP NameFormDescription Syntax is a specification of a name form. It is expressed in an
ABNF encoding, as specifiedby IETF RFC 4512.

9.223 Numeric String'syntax

numericString SSYNTAX-NAME ::= {

DESC "Numeric String"
DIRECTORY/SYNTAX NumericString
ID Tg-ISX-numericString

A value which has an LDAP NumericString Syntax consisting of numeric characters and spaces, as specified by IETF
RFC 4517.

9.224  Object Class Description syntax

objectClassDescription SYNTAX-NAME ::= {
DESC "Object Class Description"
DIRECTORY SYNTAX ObjectClassDescription
ID id-lsx-objectClassDescription }

A value which has an LDAP objectClassDescription Syntax isa specification of an object class. It is expressed in
an ABNF encoding, as specified by IETF RFC 4512.

50 Rec. ITU-T X.520 (10/2012)


https://iecnorm.com/api/?name=f5ea2a1eff800b957b89230b8eb1f69e

| SO/I EC 9594-6:2014 (E)

9.2.25 OID syntax

oid SYNTAX-NAME ::= {

DESC "OID"
DIRECTORY SYNTAX OBJECT IDENTIFIER
ID id-lsx-oid }

A value which has an LDAP o1p syntax is an object identifier either defined using the dot-decimal format or a
descriptor, as specified by IETF RFC 4512.

9.226 Other Mailbox syntax

otherMailbox SYNTAX-NAME ::= {
DESC "Other Mailbox"
DIRECTORY SYNTAX NULL
ID id-lsx-otherMailbox }

A vaue which has an LDAP otherMailbox Syntax is a specification of an electronic mailbox. It is expriessed in an
ABNF encpding, as specified by IETF RFC 4517.

9.2.27 Qctet String syntax

octetString SYNTAX-NAME ::= {

DESC "Octet String"
DIRECTQRY SYNTAX OCTET STRING
ID id-lsx-octetString }

A valuewtljich hasan LDAP octetstring Syntax isastring of zero or more octets encoded, as specified by IETF RFC
4512,

9.228 Hostal Address syntax

postalAdfir SYNTAX-NAME ::= {

DESC "Postal Address"
DIRECTPRY SYNTAX PostalAddress
ID id-1sx-postalAddr }

A value which has an LDAP postaladdr syntax is a‘specification of a postal address. It is expressed if an ABNF
encoding, as specified by IETF RFC 4517.

9.229 Hrintable String syntax

printableString SYNTAX-NAME ::= f
DESC "Printable“\String"
DIRECTQRY SYNTAX PrintableString
ID id-lsx-printableString }

A value which has an LDAP PrintableString Syntax is astring of one or more characters with a repertojre equal to
PrintableStfing, as specified by/Rec. ITU-T X.680 | ISO/IEC 8824-1.

9.2.30 btree SpeCification syntax

subtreeSpec SYNTAX-NAME ::= {

DESC "SubtreeSpecification"
DIRECTORY./,SYNTAX SubtreeSpecification
ID Td-ISX-sSubtreespec }

The LDAP Subtree Specification syntax is specified in IETF RFC 3672.

The LDAP syntax is based on the Generic String Encoding Rules (GSER) for ASN.1as defined in IETF RFCs 3641,
3642 and 4792.

9.231 Teephone Number syntax

telephoneNr SYNTAX-NAME ::= {
DESC "Telephone Number"
DIRECTORY SYNTAX TelephoneNumber
ID id-1sx-telephoneNr }

A value which has an LDAP TelephoneNumber Syntax is a specification of atelephone number, as specified by IETF
RFC 4517.
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9.232 Telex Number syntax

telexNr SYNTAX-NAME ::= {

DESC

"Telex Number"

DIRECTORY SYNTAX TelexNumber

ID

id-lsx-telexNr }

A value of the LDAP TelexNumber Syntax is atelex number, country code and answerback code of atelex terminal, as
specified by IETF RFC 4517.

9.233 UTC Timesyntax
utcTime SYNTAX-NAME ::= {
DESC "UTC Time"

DIRECTORY SYNTAX UTCTime

ID

id-lsx-utcTime }

A value of the LDAP uTcTime Syntax is acharacter string giving time information, as specified by IETF REC

9234 L

ldapSyntaxDescription SYNTAX-NAME ::= {

DESC

DIRECTPRY SYNTAX NULL

ID

A vaue of the LDAP LpaPSyntaxDescription Syntax isadescription of an LDARsyntax, as specified by
4517. Thergis no corresponding syntax defined by this Directory Specification.

9.2.35 Substring Assertion syntax
substringAssertion SYNTAX-NAME ::= {
DESC "Substring Assertion"

DIRECT
ID

A value of the substringAssertion Syntax is a sequefce of zero, one, or more character substrings

argument f

DAP Syntax Description syntax

"LDAP Syntax Description"

id-1lsx-ldapSyntaxDescription }

DRY SYNTAX SubstringAssertion
id-1sx-substringAssertion }

Dr substring extensible matching of character string attribute values, as specified by IETF RFC 451

4517.

IETF RFC

used as an
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SECTION 4 —CONTEXTS

10 Definition of Context Types

This Directory Specification defines a number of context types which may be found useful across a range of applications
of the Directory.

10.1 L anguage Context
The Language Context associates an attribute value with a specific language(s):

languageContext CONTEXT ::= {
WITH SYNTAX LanguageContextSyntax
ID id-avc-language }

Language{ontextSyntax ::= PrintableString(SIZE (2..3)) -- ISO 639-2 codes only

A presenteql value is considered to match a stored value if the sequence of characters in the presented value isfidentical to
that in the $tored value.

10.2  Temporal Context

The Tempdral Context associates an attribute value with a set of times. Various. expressions of time afe possible,
including:

absolute start or end times (e.g., 24:00 December 14, 1994);
specific time bands within the day (e.g., 09:00 to 17:00);

days within the week (e.g., Monday);

days within the month (e.g., the 10th; the 2nd to last day, etc.);
months within the year (e.g., March);

- 0 O 0 T o

aparticular year (e.g., 1995);

ﬂ; weeks within the month (e.g., the second:week);
periodic day or week (e.g., every 2nd week);

i logical negatives (e.g., not Monday).

temporalfontext CONTEXT ::= {

WITH SYNTAX TimeSpecification
ASSERTED AS TimeAssertion

ID id-avc-temporal }
TimeSpecjfication ::=\SEQUENCE {
time CHOICE {
absolute SEQUENCE {

startTime! [0] GeneralizedTime OPTIONAL,
enfiTime [1] GeneralizedTime OPTIONAL,

NSy
peridpdic SET SIZE (1..MAX) OF Period},
notThisTime  BOOLEAN DEFAULT FALSE,
timeZone TimeZone OPTIONAL,
-}
Period ::= SEQUENCE {
timesOfDay [0] SET SIZE (1..MAX) OF DayTimeBand OPTIONAL,
days [1] CHOICE {
intDay SET OF INTEGER,
bitDay BIT STRING {
sunday (0),
monday (1),

tuesday (2),
wednesday (3),
thursday (4),
friday (5),
saturday (6)},
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dayoOf XDayoOf,
...} OPTIONAL,
weeks [2] CHOICE {

allWeeks NULL,
intWeek SET OF INTEGER,
bitWeek BIT STRING {

weekl (0),

week2 (1),

week3 (2),

week4 (3),

week5 (4)},
... } OPTIONAL,

months [3] CHOICE {

allMonths NULL,
intMonth SET OF INTEGER,
bitMonth BIT STRING {

j apuwaxy 85—

february (1),

match (2),

ap¥il (3),

ma (4)1

juhe (5),

july (6),

august (7),

september (8),

october (9),

november (10),
degember (11)},
...}|OPTIONAL,
years [4] SET OF INTEGER(1000..MAX) OPTIONAL,

XDayOf :}= CHOICE {
first [1] NamedDay,
second [2] NamedDay,
third [3] NamedDay,
fourth [4] NamedDay,
fifth [5] NamedDay }

NamedDay| : := CHOICE {
intNamedDays ENUMERATED {

sunday (1),

monday (2),

tuesday (3),

wednesday (4),

thurgday (5),

friday (6),

saturday (7},
bitNamedDays BIT STRING {

sunday (0)

monday (L)~

tuesflay (2),

wednesday (3),

thurgday (4),

friday (5),

saturday 6+

DayTimeBand ::= SEQUENCE ({
startDayTime [0] DayTime DEFAULT {hour 0},
endDayTime [1] DayTime DEFAULT {hour 23, minute 59, second 59},
e )}
DayTime ::= SEQUENCE {

hour [0] INTEGER(0..23),

minute [1] INTEGER(0..59) DEFAULT O,
second [2] INTEGER(0..59) DEFAULT O,

cee )}
TimeZone ::= INTEGER(-12..12)
TimeAssertion ::= CHOICE {
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now NULL,
at GeneralizedTime,
between SEQUENCE {
startTime [0] GeneralizedTime,
endTime [1] GeneralizedTime OPTIONAL,
entirely BOOLEAN DEFAULT FALSE,
Ny
-}

The absolute choice of time expresses a specific time or time band using absolute time notations
(GeneralizedTime). A Specific time is expressed by setting the startTime equal to the endTime. Otherwise,
startTime iS earlier in time than endTime and a span of time is expressed. If endTime IS mMissing, the time span
includes al times after startTime.

periodic alowsthe specification of time as a set of periods. The combined effect is alogical OR of the set.

NOTE 1 — Alternatively, an attribute value could be associated with the temporal context with multiple context values, one for
each of I)eriod, since this also acts as alogical OR. However, the seT oF isincluded here to allow notThisTime {t0 fover the set
and thugeffect alogical ‘neither’. When notThisTime iS FALSE, the choice of which approach to use to specify aset|of periodsis
up to thq specifier.

Within eagh period, each element in the SEQUENCE oOF is considered as "within" the following elerpent in the
SEQUENCE | OF. The SEQUENCE OF isin rising order of granularity of time period, although not-alf*levels may|be present.

Thefina element in areriod isassumed to be valid for al time periods of a higher granularity.
NOTE 2— For example, if aPeriod SEQUENCE OF endswith timesoOfDay, it isconsidered valid for al days.

A timesOfDay indicates the valid time bands during the days specified in the next element of Period. If gays is not
the next elpment, then the time bands are valid for all possible days withintthe next element. If timesofDay is not
included, gl times of the day are valid within the next element. Different timhe bands may be specified for different days,
by having multiple occurrences of period.

The days ¢lement expresses specific days of aweek, month or yearydepending on the next element of Perigd. If days
precedes weeks in a Period, then it expresses days of the week and the INTEGERS are constrained to the vglues 1 to 7,
where 1 is|Sunday. If days precedes months in a Period, then it expresses days in the month and the IN[FEGERS are
constrained to the values 1 to 31, where 1 is the first day of,the month. If days precedes years in a Perjod, then it
expresses days of the year and the INTEGERS are constrained to the values 1 to 366, where 1 isthe first day of [the year.

dayof is uped to indicate the 1t, 2nd, 3rd, 4th and-5th occurrence of the Namedpay in a month (e.g., the firstjMonday of
the month, |or the second Tuesday and Friday of August). The use of £ifth shall always indicate the last Ngmedpay of
that month|(e.g., the last Tuesday of July). If the-dayo£ choice for days is specified, then the weeks element|of Period
is not mearjingful if present, and isignored,

If days iSJot specified, then al days arewvalid within the next element of the period.

The weeks element expresses specific weeks of a month or year, depending on the next element of Period. If weeks
precedes nonths in a Period,\then it expresses weeks of the month and the INTEGERS are constrained to the values 1
to 5, wherd 1 is the first week-af the month. The first week of the month shall be assumed to be the first weeld containing
at least fouf days of that.menth. The fifth week always means the last week of the month.

If weeks [Jrecedes.years in a Period, then it expresses weeks of the year and the INTEGERS are constrained to the
values 1 to 53, where 1 is the first week of the year. The first week of the year shall be assumed to be the first week
containing pt {east’four days of that year. The 53rd week is always the last week of the year.

If allweeks IS SpeCiTied, then al weeks are vaid within the next element of the Period (this aAlOWS days {0 express
days of the week for all weeks).

If weeks is not specified, then all weeks are valid within the next element of the Period.

The months element expresses specific months of the year. When months is expressed with INTEGERS, the INTEGERS
are constrained to the values 1 to 12, where 1 is the first month of the year (i.e., January).

If allMonths is specified, then all months of the year are valid (this allows weeks to express weeks of the month for all
months, or if weeks is not specified it allows days to express days of the month for all months).

If months is not specified, then all months of the year are valid.

The years component expresses one or more years. If years isnot specified, then all years are valid.
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timeZone expresses the time zone, in hours delta from GMT, in which time is expressed. If timeZone is not present,
aDSA processing the temporal context shall interpret the time relevant in the time zone of the DSA.

If notThisTime iS FALSE, then the temporal context value is the time expressed in time in the TimeSpecification.
If notThisTime iS TRUE, then the temporal context value is considered to be al the time except that expressed in time
inthe TimeSpecification (that is, alogical NOT is performed).

A time assertion is considered to match a time specification if there is an overlap in the times specified. If the time
assertion contains now, then the current time is used in the evaluation. If now or at is specified, then the assertion is
considered true if the specific time falls within the times covered by the stored TimeSpecification. If the time
assertion uses between and entirely iS FALSE, then the assertion is considered true if any portion of the between
time band falls within the times covered by the stored TimeSpecification (the overlap need not be complete: aslong
asthereisaperiod of overlap within the two time specifications, they are considered to match). If the time assertion uses
between and entirely iS TRUE, then the assertion is considered true only if the entire between time band falls
within the times covered by the stored TimeSpecification.

Examples:
NOTE 3-The following examples use the INTEGeERr formats for elements where a choice is available) of [NTEGER or
BIT STRING.

a 09:00to 17:00 every day, would be expressed as:

temporal] TimeSpecification ::= {
time periodic:{

{ timesOfDay {{startDayTime {hour 9}, endDayTime {hour 17}}}"}

}
}

b) Every Monday would be expressed as;

temporal® TimeSpecification ::= {
time periodic:({

{ days intDay:{2} }
}
}

c) 09:00 to 12:00 noon Monday to Friday and al day Saturday during January, and all day for Tuesdaysin
February and March would be expressed as:

temporal} TimeSpecification :(i=M{
time periodic:{

{ timesofDay {{startDayTime {hour 9}, endDayTime {hour 12} }},
days intDdy;{2,3,4,5,6},
weeks allWeeks :NULL,
mopths inmtMonth: {1} },

{ days intDay:{7},
weeks intWeek:{1,2,3,4,5},
months intMonth:{1} },

{ days intDay{3},
weeks intWeek:{1,2,3,4,5},
months intMonth:{2,3} }

d) All of August 1996 would be expressed as.

temporal4 TimeSpecification ::= {
time periodic:{

{ months intMonth: {8},
years {1996} }
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€) Thefirst day of every month would be expressed as:

temporal5 TimeSpecification ::= {
time periodic:{

{ days intDay:{1},
months allMonths:NULL }

10.3 L ocale Context
The Locale Context associates an attribute value with a specific locale(s) as defined in POSIX:

localeContext CONTEXT ::= {
WITH SYNTAX TLocaleContextSyntax
ID id-avc-locale }

LocaleCoptextSyntax ::= CHOICE {
localelDl OBJECT IDENTIFIER,
localefD2 UnboundedDirectoryString,

}

A presentefl value is considered to match a stored value if they are both object identifiers.and the two object identifiers
are equal, qr they are both strings and are the same.

Only registered object identifiers or strings for locales may be used as context values.“The concept of locales |s described
in ISO/IEQ 9945:2009, Information technology — Portable Operating System nterface (POSX) — Base Specifications,
Issue 7. ISP/IEC 15897 specifies procedures for registration of cultural elements:

104 YDAP Attribute Option Context

The LDAP|Attribute Option Context is used to provide an alignment*between ITU-T X.500 contexts and LDAP attribute
options.

ldapAttrjbuteOptionContext CONTEXT ::= {
WITH SYNTAX AttributeOptionList
ASSERTED AS AttributeOptionList
ABSENT{MATCH FALSE
ID id-avc-ldapAttributeOption }
AttributeOptionList ::= SEQUENCE OF UTF8String

A list of options as the context value‘provides the closest, most natural fit of the context concept as defingd by these
Directory $pecifications to ReLDAPattribute options. Each LDAP subtyping attribute option is mapped [to a single
UTF8Strihg value in the list. FWO 1dapAttributeOptionContext vaues are equa if they contain the same list of
strings, in dny order, using aCase ignore comparison. An AttributeOptionList iN @ContextAssertion|matchesan
AttributeOptionList ih.a stored context value if it is a subset of, or equal to, the stored list, ignoring letfer case and
the order of the options,

NOTE }—attributeoptionList iSimplemented as a seQueNce of to simplify DER encoding.

NOTE 24— L DAP-attribute options are restricted to the characters'A' to 'Z', 'a to 'z, '0' to '9' and hyphen, sO PrintgbleString
rather tHan‘uTFsstring would be sufficient. However, the underlying character set for attribute options is UTF8 jand a future

was-chasan tao futiranraof tha cnectfi i
was-chosen-to-future-proof-the-speslfication.

LDAP tancion mighf makatusa of thavidar rmrlnrfnirc\ Tharaefore-reEecsaci o
teHOFOH-HHTH G E - et oS Hererore oS e R

An empty AttributeOptionList iS specificaly alowed. In LDAP, a particular value is permitted to simultaneously
appear in the base attribute and in any of its optioned subtypes, e.g., (in LDIF format):

description: This is a string

description;lang-en: This is a string

description;lang-en;lang-en-us: This is a string
In Rec. ITU-T X.500 | ISO/IEC 9594-1, this is represented as the single value "This is a string" with a single Context
which has the contextType id-avc-ldapAttributeOption, and three contextvalues: { }, { "lang-en" } and
{ "lang-en", "lang-en-us" }. That is, an empty AttributeOptionList, an AttributeOptionList containing the

singlevalue "lang-en" and an AttributeOptionList containing the two values"lang-en" and "lang-en-us".

Rec. ITU-T X.520 (10/2012) 57


https://iecnorm.com/api/?name=f5ea2a1eff800b957b89230b8eb1f69e

| SO/l EC 9594-6:2014 (E)

Annex A

Selected attributetypesin ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type and value definitions contained in this Directory Specification in the form of
the ASN.1 module SelectedattributeTypes.

SelectedAttributeTypes {joint-iso-itu-t ds(5) module(l) selectedAttributeTypes(5) 7}
DEFINITIONS ::=
BEGIN

-- EXPORTS All
-- The types and values defined in this module are exported for use in the other 3sN.1
-- modulés contained within the Directory Specifications, and for the use of ‘other
-- applig¢ations which will use them to access Directory services. Other applicatigns
-- may u$e them for their own purposes, but this will not constrain extensions and
-- modifjcations needed to maintain or improve the Directory service.

IMPORTS
-- from Rec. ITU-T X.501 | ISO/IEC 9594-2

authenticationFramework, certificateExtensions,
directpryAbstractService, id-at, id-avec, id, id-asx, id-eat, id-coat, id-1lmr, iqd-1lsx,
id-mr, |id-not, id-pr, informationFramework, schemaAdministration,
serviceAdministration, passwordPolicy

FROM|UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 7}

Attriblte{}, ATTRIBUTE, AttributeType, AttributeValueAssertion, CONTEXT,

ContextAssertion, DistinguishedName, disting@ishedNameMatch,

MAPPIN;-BASED-MATCHING{}, MATCHING-RULE, OBJECT-CLASS,

objectfIdentifierMatch, SubtreeSpecification), SupportedAttributes, SYNTAX-NAME
FROM| InformationFramework informationFramework

AttribyiteCombination, ContextCombination, MRMapping
FROM| ServiceAdministration serviceAdministration

AttribyiteTypeDescription, DITCoOntentRuleDescription, DITStructureRuleDescriptior,
MatchinpgRuleDescription, MatchingRuleUseDescription, NameFormDescription,
ObjectflassDescription

FROM| SchemaAdministration schemaAdministration

-- frop Rec. ITU-T X.509 | ISO/IEC 9594-8
AlgorithmIdentifier{}, Certificate, CertificateList, CertificatePair,
SupportedAlgorithm, SupportedAlgorithms

FROM AuthénticationFramework authenticationFramework

PwdAlphabets "PwdVocabulary, UserPwd
FROM| PagswordPolicy passwordPolicy

-- from Rec. ITU-T X.511 | ISO/IEC 9594-3

FilterItem, HierarchySelections, SearchControlOptions, ServiceControlOptions
FROM DirectoryAbstractService directoryAbstractService

-- from Rec. ITU-T X.411 | ISO/IEC 10021-4
G3FacsimileNonBasicParameters
FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3) modules(0)
mts-abstract-service(l) version-1999(1)} ;

/*from IETF RFC 3727
The following import is provided for information only (see clause 7.2.16), it is not

referenced by any ASN.1l construct within these Directory Specifications. Note that
the ASN.1l module in RFC 3727 imports from the InformationFramework module of edition
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4 of Rec. ITU-T X.501 | ISO/IEC 9594-2. A specification importing from both these
Directory Specifications and from RFC 3727 should take corrective actions, e.g.,
by making a copy of the ASN.1l module of RFC 3727 and then update the IMPORT statement.

allComponentsMatch, componentFilterMatch, directoryComponentsMatch, presentMatch,
rdnMatch

FROM ComponentMatching {iso(l) 2 36 79672281 xed(3) module (0) component-matching(4)}
*/

-- Directory string type

UnboundedDirectoryString ::= CHOICE {

teletexString TeletexString (SIZE (1..MAX)),
printableString PrintableString(SIZE (1..MAX)),
bmpString BMPString (SIZE (1..MAX)),

universalString UniversalString(SIZE (1l..MAX)),

uTF8St (1 MAX—
DirectoryString{INTEGER:maxSize} ::= CHOICE {
teletexString TeletexString (SIZE (1..maxSize,...)),
printableString PrintableString(SIZE (1..maxSize,...)),
bmpString BMPString (SIZE (1..maxSize,...)),
universalString UniversalString(SIZE (1..maxSize,...)),
uTF8String UTF8String (SIZE (1..maxSize,...)) }
-- Attribute types
knowledg¢Information ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
OBSOLETE TRUE
ID id-at-knowledgeInformation’}
name ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"name"}
ID id-at-name }
commonNa E ::= {
SUBTYP name
WITH S UnboundedDirectoryString
LDAP-S directoryString.&id
LDAP-N. "cn", "commonName"
ID id-at-commonName }
surname
SUBTYP name
WITH S UnboundedDirectoryString
LDAP-S directoryString.&id
LDAP-N "sn"}
ID id-at-surname }
givenNam £
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"givenName"}
ID id-at-givenName }

initials ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"initials"}

ID id-at-initials }

generationQualifier ATTRIBUTE ::= {
SUBTYPE OF name
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WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"generationQualifier"}

ID id-at-generationQualifier }

uniqueIdentifier ATTRIBUTE ::= {

WITH SYNTAX UniqueIdentifier
EQUALITY MATCHING RULE bitStringMatch
LDAP-SYNTAX bitString.&id

LDAP-NAME {"x500UniqueIdentifier"}
ID id-at-uniqueIdentifier }

UniqueIdentifier ::= BIT STRING

dnQualifier ATTRIBUTE ::= {
WITH SYNTAX PrintableString

atakh

ORDERING MATCHING RULE caseIgnoreOrderingMatch
SUBSTRINGS MATCHING RULE caselIgnoreSubstringsMatch

LDAP-SYNTAX printableString.&id

LDAP -NAME {"dnQualifier"}

ID id-at-dnQualifier }
serialNupber ATTRIBUTE ::= {

WITH SYNTAX PrintableString (SIZE (1..MAX))

EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX printableString.&id

LDAP -NAME {"serialNumber"}

ID id-at-serialNumber }
pseudonyh ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

ID id-at-pseudonym }
uUIDPair|ATTRIBUTE ::= {

WITH SYNTAX UUIDPair

EQUALITY MATCHING RULE uUIDPairMatch

ID id-at-uuidpai¥’}

UUIDPair|::= SEQUENCE {
issuerPUID UvUID,
subjecfUUID UUID,

)
UUID ::=|OCTET STRING(SIZE.\(16)) -- UUID format only

uri ATTRIBUTE ::= {

WITH SYNTAX URI
EQUALITY MATCHING-RULE uriMatch
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"urin
ID id-at-uri }

URI ::= UTF8Strimg

urn ATTRIBUTE ::= {
SUBTYPE OF uri
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"urn"
ID id-at-urn }

url ATTRIBUTE ::= {

SUBTYPE OF uri

LDAP-SYNTAX directoryString.&id

LDAP -NAME {"uriv}

ID id-at-url }
countryName ATTRIBUTE ::= {

SUBTYPE OF name
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WITH SYNTAX CountryName

SINGLE VALUE TRUE

LDAP-SYNTAX countryString.&id

LDAP-NAME {ren

ID id-at-countryName }
CountryName ::= PrintableString(SIZE (2)) -- ISO 3166 codes only
localityName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP -NAME {m1iv}

ID id-at-localityName }
collectiveLocalityName ATTRIBUTE ::= {

SUBTYPE—OF loealityNam

COLLECTIVE TRUE

ID id-at-collectiveLocalityName }
stateOrPfovinceName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP-NAME "st"}

iD id-at-stateOrProvinceName }

collectiyeStateOrProvinceName ATTRIBUTE ::= {

SUBTYPE OF stateOrProvinceName

COLLECTIVE TRUE

iDp id-at-collectiveStateOrProvinceName }
streetAdfilress ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caselIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP -NAME {"street"}
ID id-at-streetaddress }

collectiyeStreetAddress ATTRIBUTE ::= ¢

SUBTYPE OF streetAddress
COLLECTIVE TRUE
ID id-at=collectiveStreetAddress }

houseIdentifier ATTRIBUTE ¢:= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING \RULE caselIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id

LDAP -NAME {"houseIdentifier"}

ID id-at-houseIdentifier }
utmCoordinates ATTRIBUTE ::= {

WITH SYNTAX UtmCoordinates

SINGLE “VALUE TRUE

LDAP-SYNTAX utmCoords.&id

LDAP -NAME {"utmCoordinates"}

ID id-at-utmCoordinates }

UtmCoordinates ::= SEQUENCE {
zone PrintableString,
easting NumericString,
northing NumericString }

organizationName ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"on
iD id-at-organizationName }
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collectiveOrganizationName ATTRIBUTE ::= {

SUBTYPE OF organizationName

COLLECTIVE TRUE

iDp id-at-collectiveOrganizationName }
organizationalUnitName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP -NAME {"ou"

ID id-at-organizationalUnitName }
collectiveOrganizationalUnitName ATTRIBUTE ::= {

SUBTYPE OF organizationalUnitName

COLLECTIVE TRUE

ID id-at—colleativeOrganizationalUnitName—}
title ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP-NAME {"title"}

ID id-at-title }
organizationIdentifier ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

SINGLE| VALUE TRUE

LDAP-SYNTAX directoryString.&id

LDAP-NAME {"organizationIdentifier"}

iD id-at-organizationIdentifigr }
descriptjon ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString: &id
LDAP-NAME {"description"}
ID id-at-description }

searchGujde ATTRIBUTE ::= {

WITH SYNTAX Guide

LDAP-SYNTAX guide.&id

LDAP -NAME {"searchGuide"}

ID id-at-searchGuide }

Guide ::3 SET {
objectflass [0] « OBJECT-CLASS.&id OPTIONAL,

criterja [1]/~Criteria,
Criterial : ;=\ CHOICE {

type [0)/Criterialtem,

and [Tr—SET OoF Criteria;

or [2] SET OF Criteria,
not [3] Criteria,
. )

Criterialtem ::= CHOICE {
equality [0] AttributeType,
substrings [1] AttributeType,
greaterOrEqual [2] AttributeType,
lessOrEqual [3] AttributeType,

approximateMatch [4] AttributeType,

enhancedSearchGuide ATTRIBUTE ::= {
WITH SYNTAX EnhancedGuide
LDAP-SYNTAX enhancedGuide.&id
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LDAP -NAME {"enhancedSearchGuide"}
ID id-at-enhancedSearchGuide }

EnhancedGuide ::= SEQUENCE {
objectClass [0] OBJECT-CLASS.&id,

criteria [1] Criteria,
subset [2] INTEGER {
baseObject (0),
oneLevel (1),
wholeSubtree (2)} DEFAULT oneLevel,
ce. }
businessCategory ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP - SYNTEAX direetoryString-—&id

LDAP -NAME {"businessCategory"}

ID id-at-businessCategory }
postalAdfiress ATTRIBUTE ::= {

WITH SYNTAX PostalAddress

EQUALITY MATCHING RULE caseIgnorelListMatch
SUBSTRINGS MATCHING RULE caseIgnoreListSubstringsMatch

LDAP-SYNTAX postalAddr.&id

LDAP -NAME {"postalAddress"}

ID id-at-postaladdress }
PostalAd@lress ::= SEQUENCE SIZE (1..MAX) OF UnboundedDirectebyString
collectiyePostalAddress ATTRIBUTE ::= {

SUBTYPE OF postalAddress

COLLECTIVE TRUE

ID id-at-collectivePostalAddress }
postalCofle ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id

LDAP -NAME {"postalcCode"}

ID id-at-pogtalCode }
collectiyePostalCode ATTRIBUTE\::= {

SUBTYPE OF postalCode

COLLECTIVE TRUE

ID id-at-collectivePostalCode }

postOffi¢eBox ATTRIBUTE) ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING-RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP -NAME {"postOfficeBox"}
ID id-at-postOfficeBox }

collectivePostOfficeBox ATTRIBUTE ::= {

SUBTYPE OF postOfficeBox
COLLECTIVE TRUE
ID id-at-collectivePostOfficeBox }

physicalDeliveryOfficeName ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id

LDAP-NAME {"physicalDeliveryOfficeName"}

ID id-at-physicalDeliveryOfficeName }
collectivePhysicalDeliveryOfficeName ATTRIBUTE ::= {

SUBTYPE OF physicalDeliveryOfficeName
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COLLECTIVE
ID

TRUE
id-at-collectivePhysicalDeliveryOfficeName }

telephoneNumber ATTRIBUTE ::= {

WITH SYNTAX

TelephoneNumber

EQUALITY MATCHING RULE telephoneNumberMatch
SUBSTRINGS MATCHING RULE telephoneNumberSubstringsMatch

LDAP-SYNTAX
LDAP-NAME
ID

TelephoneNumber

printableString.&id
{"telephoneNumber"}
id-at-telephoneNumber }

::= PrintableString (SIZE (1..ub-telephone-number))

-- String complying with Rec. ITU-T E.123 only

ub-telephone-number INTEGER ::= 32

collectiyeTelephoneNumber ATTRIBUTE —++={

SUBTYPE OF
COLLECTIVE
ID

telephoneNumber
TRUE
id-at-collectiveTelephoneNumber }

telexNumber ATTRIBUTE ::= {

WITH SYNTAX
LDAP-SYNTAX
LDAP-NAME

ID

TelexNumber ::=
telexNumber
countryCode
answerback

TelexNumber
telexNr.&id
{"telexNumber"}
id-at-telexNumber }

SEQUENCE {
PrintableString (SIZE (1..ub-telex-number)),
PrintableString(SIZE (1..ub-country-code) )%
PrintableString (SIZE (1..ub-answerback)),

s}
ub-telexftnumber INTEGER ::= 14
ub-countty-code INTEGER ::= 4
ub-answerback INTEGER ::= 8
collectiyeTelexNumber ATTRIBUTE ::= {
SUBTYPE OF telexNumber
COLLECTIVE TRUE

ID

id-at-collectiveTelexNumber }

facsimil¢TelephoneNumber ATTRIBUTE-::= {

WITH SYNTAX

FacsimileTelephoneNumber

EQUALITY MATCHING RULE facgimileNumberMatch
SUBSTRINGS MATCHING RULE, facsimileNumberSubstringsMatch

LDAP-SYNTAX
LDAP-NAME
ID

facsimileTelephoneNr. &id
{"facsimileTelephoneNumber"}
id-at-facsimileTelephoneNumber }

FacsimilgTelephoneNumber ::= SEQUENCE {
telephpneNumber) TelephoneNumber,

paramegers

)

G3FacsimileNonBasicParameters OPTIONAL,

collectiveFarsimiteTetephomeNumberATIRIBYTE TT=¢

SUBTYPE OF
COLLECTIVE
ID

facsimileTelephoneNumber
TRUE
id-at-collectiveFacsimileTelephoneNumber }

x121Address ATTRIBUTE ::= {

WITH SYNTAX

X121Address

EQUALITY MATCHING RULE numericStringMatch
SUBSTRINGS MATCHING RULE numericStringSubstringsMatch

LDAP-SYNTAX
LDAP-NAME
ID

X121Address ::=
-- String as de

numericString.&id
{"x121Address"}
id-at-x121Address }

NumericString (SIZE (1l..ub-xl2l1l-address))
fined by Rec. ITU-T X.121
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ub-x121-address INTEGER ::= 15
internationalISDNNumber ATTRIBUTE ::= {
WITH SYNTAX InternationalISDNNumber

EQUALITY MATCHING RULE numericStringMatch
SUBSTRINGS MATCHING RULE numericStringSubstringsMatch

LDAP-SYNTAX numericString.&id
LDAP-NAME {"internationalISDNNumber"}
IDp id-at-internationalISDNNumber }

InternationalISDNNumber ::=
NumericString (SIZE (l..ub-international-isdn-number))
-- String complying with Rec. ITU-T E.1l64 only

ub-international-isdn-number INTEGER ::= 16

collectiyeirnternational IS Number—ATTRIBUTE—+ {

SUBTYPE OF internationalISDNNumber

COLLECTIVE TRUE

iDp id-at-collectiveInternationalISDNNumber }
registere¢dAddress ATTRIBUTE ::= {

SUBTYPE OF postalAddress

WITH SYNTAX PostalAddress

LDAP-SYNTAX postalAddr.&id

LDAP -NAME {"registeredAddress"}

ID id-at-registeredAddress }

destinatjonIndicator ATTRIBUTE ::= {
WITH SYNTAX DestinationIndicator
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caselIgnoreSubstringsMatch

LDAP-SYNTAX printableString.&id
LDAP -NAME {"destinationIndicatoxr"}
ID id-at-destinationIndicator }

DestinatjonIndicator ::= PrintableString(SIZE<(1l..MAX))
-- alphabetical characters only

communicationsService ATTRIBUTE ::= {
WITH SYNTAX CommunicationsService
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-communicationsService }

CommunicationsService ::= OBJECT IDENTIFIER

communicationsNetwork ATTRIBUTE ::= {

WITH SYNTAX CommunicationsNetwork
EQUALITY MATCHING RULE objectIdentifierMatch

SINGLE| VALUE TRUE

ID id-at-communicationsNetwork }

CommunicationsNetwork ::= OBJECT IDENTIFIER

preferre@ibgliveryMethod ATTRIBUTE ::= {

WITH SYNTAX PreferredbeliveryMethod

SINGLE VALUE TRUE

LDAP-SYNTAX deliveryMethod. &id

LDAP-NAME {"preferredDeliveryMethod"}

ID id-at-preferredDeliveryMethod }

PreferredDeliveryMethod ::= SEQUENCE OF INTEGER {
any-delivery-method (0),

mhs-delivery (1),
physical-delivery (2),
telex-delivery (3),
teletex-delivery (4),

g3-facsimile-delivery (5),
g4-facsimile-delivery (6),
ia5-terminal-delivery (7),
videotex-delivery (8),
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telephone-delivery (9) }
presentationAddress ATTRIBUTE ::= {
WITH SYNTAX PresentationAddress
EQUALITY MATCHING RULE presentationAddressMatch
SINGLE VALUE TRUE
iDp id-at-presentationAddress }
PresentationAddress ::= SEQUENCE {

pSelector [0] OCTET STRING OPTIONAL,
sSelector [1] OCTET STRING OPTIONAL,
tSelector [2] OCTET STRING OPTIONAL,
nAddresses [3] SET SIZE (1..MAX) OF OCTET STRING,

supportedApplicationContext ATTRIBUTE ::= {

WITH SPVFEAX OB FECT—IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

ID id-at-supportedApplicationContext }
protocollnformation ATTRIBUTE ::= {

WITH SYNTAX ProtocolInformation

EQUALITY MATCHING RULE protocolInformationMatch

iD id-at-protocolInformation }
Protocollnformation ::= SEQUENCE {

nAddregs OCTET STRING,
profiles SET OF OBJECT IDENTIFIER }

distingujshedName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

LDAP-SYNTAX dn.&id

LDAP -NAME {"distinguishedName"}

ID id-at-distinguishedName" }
member ATTRIBUTE ::= {

SUBTYPE OF distinguishedName

LDAP-SYNTAX dn.&id

LDAP-NAME {"member"}

ID id-at-member }

uniqueMepber ATTRIBUTE ::= {

WITH SYNTAX NameAndOptionalUID
EQUALITY MATCHING RULE unigueMemberMatch
LDAP-SYNTAX nameAndOptionalUID. &id
LDAP -NAME {"uniqueMember"}

ID id-at-uniqueMember }

NameAndOptionalUID «: 3= SEQUENCE {
dn DistinguishedName,
uid UnpiqueIdentifier OPTIONAL,

e )
owner ATTRIBUTE ::= {

SUBTYPE—OF distinguishedName

LDAP - SYNTAX dn.&id

LDAP -NAME {"owner"}

ID id-at-owner }
roleOccupant ATTRIBUTE ::= {

SUBTYPE OF distinguishedName

LDAP - SYNTAX dn.&id

LDAP -NAME {"roleOccupant"}

ID id-at-roleOccupant }
seeAlso ATTRIBUTE ::= {

SUBTYPE OF distinguishedName

LDAP-SYNTAX dn.&id

LDAP-NAME {"seerlso"}

ID id-at-seeAlso }
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dmdName ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-dmdName }

-- Hierarchical attribute types

0idCl ATTRIBUTE ::= {
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
ID id-oidc1 }
0idC2 ATTRIBUTE ::= {
WITH SYNTAX INTEGER
EQUALI Y MATCHING RULE——integerMateh
SINGLE| VALUE TRUE
ID id-oidc2 }
0idC ATTRIBUTE ::= {
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE| VALUE TRUE
ID id-oidc }
urnC ATTRIBUTE ::= {
WITH SYNTAX PrintableString
EQUALITY MATCHING RULE caseExactMatch
SINGLE| VALUE TRUE
LDAP-SYNTAX printableString.&id
LDAP -NAME {"urnc"}
ID id-at-urnc }

-- Attrjbute types for tag-based identification

tagoid ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE| VALUE TRUE
LDAP-SYNTAX oid.&id
LDAP -NAME {"tagoid™}
ID id-at-tagoid }

uiiFormaf ATTRIBUTE ::= {

WITH SYNTAX UiiFormat
SINGLE| VALUE TRUE
LDAP- SYNTAX uiiForm.&id
LDAP -NAME {"uiiFormat"}
ID id-at-uiiFormat }
UiiFormaf ::= SEQUENCE ({

baseObject SURI OPTIONAL,
subset ENUMERATED {

basepbject (0),

oneLevet T~

wholeSubtree (2) } DEFAULT baseObject,
next CHOICE {

length INTEGER,

filter UiiFilter } }

UiiFilter ::= CHOICE {
item [0] UiiItem,
and [1] SET OF UiiFilter,
or [2] SET OF UiiFilter,
not [3] UiiFilter }

UiiItem ::= SEQUENCE {

type ATTRIBUTE.&id,
length INTEGER OPTIONAL }
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uiiInUrn ATTRIBUTE ::= {
WITH SYNTAX UTF8String
EQUALITY MATCHING RULE caseExactMatch
SINGLE VALUE TRUE
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"uiiInUrn"}
ID id-at-uiiInUrn }
contentUrl ATTRIBUTE ::= {
SUBTYPE OF url
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"contentUrl"}
ID id-at-contentUrl }
uii ATTRIBUTE ::= {
WITH SYNTAX BIT STRING
EQUALIFY¥—MATCHING—RULE—bitStringMateh
LDAP-SYNTAX bitString.&id
LDAP -NAME {"uiin
ID id-at-uii }
epc ATTRIBUTE ::= {
WITH SYNTAX BIT STRING
EQUALITY MATCHING RULE bitStringMatch
LDAP - SYNTAX bitString.&id
LDAP -NAME {"epc"}
ID id-at-epc }
tagAfi ATTRIBUTE ::= {
WITH SYNTAX OCTET STRING
EQUALITY MATCHING RULE octetStringMatch
LDAP-SYNTAX octetString.&id
LDAP -NAME {"tagafir}
ID id-at-tagaAfi }
epcFormaf ATTRIBUTE ::=
WITH SYNTAX EpcFormat
SINGLE| VALUE TRUE
LDAP-SYNTAX epcForm. &id
LDAP -NAME {"epcFormat™}
ID id-at-epcFormat }
EpcFormat ::= SEQUENCE {
fields SEQUENCE SIZE\{l..MAX) OF SEQUENCE ({
bits INTEGER,
charField CHOICE, {
characters [0] INTEGER,
maxValue [1] INTEGER },
result ENUMERATED {
nupericPad (o),
nuperic (1),
alpha7bits (2) } DEFAULT numericPad },
digitShift <f0] INTEGER OPTIONAL,
checkCalc [1] INTEGER OPTIONAL,
urnPrefix UTF8String OPTIONAL }

epcInUrn ATTRIBUTE ::= {

SUBTYPE OF urn

SINGLE VALUE TRUE

LDAP-SYNTAX directoryString.&id
LDAP-NAME {"epcInUrn"}

ID id-at-epcInUrn }

ldapUrl ATTRIBUTE ::= {

SUBTYPE OF url

LDAP-SYNTAX directoryString.&id

LDAP -NAME {"1dapuri"}

ID id-at-1dapUrl }
tagLocation ATTRIBUTE ::= {

SUBTYPE OF utmCoordinates
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SINGLE VALUE TRUE

LDAP-SYNTAX utmCoords.&id

LDAP -NAME {"tagLocation"}

ID id-at-tagLocation }

-- Notification attributes

dSAProblem ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-not-dSAProblem }

searchServiceProblem ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

SINGLE VALUE TRUE

ID id-not-searchServiceRroblem—}
serviceType ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

SINGLE| VALUE TRUE

ID id-not-serviceType }

attributeTypeList ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-not-attributeTypeList }

matchingRuleList ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

ID id-not-matchingRuleList -}
filterIteém ATTRIBUTE ::= {

WITH SYNTAX FilterItem

ID id-not-filterItem-%
attributéCombinations ATTRIBUTE ::= {

WITH SYNTAX AttributeCombination

ID id-not-attributeCombinations }

contextTypeList ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-not-contextTypeList }

contextList ATTRIBUTE :=) {

WITH SYNTAX ContextAssertion

ID id-not-contextList }
contextCombinations ATTRIBUTE ::= {

WITH SYNTAX ContextCombination

iDp id-not-contextCombinations }
hierarchySetecthist—ATTRIBUTE = {

WITH SYNTAX HierarchySelections

SINGLE VALUE TRUE

ID id-not-hierarchySelectList }

searchControlOptionsList ATTRIBUTE ::= {

WITH SYNTAX SearchControlOptions

SINGLE VALUE TRUE

ID id-not-searchControlOptionsList }
serviceControlOptionsList ATTRIBUTE ::= {

WITH SYNTAX ServiceControlOptions

SINGLE VALUE TRUE

iDp id-not-serviceControlOptionsList }
multipleMatchingLocalities ATTRIBUTE ::= {
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WITH SYNTAX MultipleMatchingLocalities
ID id-not-multipleMatchinglocalities }

MultipleMatchinglocalities ::= SEQUENCE {
matchingRuleUsed MATCHING-RULE.&id OPTIONAL,

attributelList SEQUENCE OF AttributeValueAssertion,
proposedRelaxation ATTRIBUTE ::= {

WITH SYNTAX MRMappings

ID id-not-proposedRelaxation }

MRMappings ::= SEQUENCE OF MRMapping

appliedRelaxation ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER

EQUAL I F¥—MATCHINC—RULE—objectIdentifierMateh
ID id-not-appliedRelaxation }

pwdRespohseValue ATTRIBUTE ::= {
WITH SYNTAX PwdResponse
ID id-not-pwdResponse }

PwdResponse ::= SEQUENCE {

warning CHOICE ({
timeleft [0] INTEGER(O0..MAX),
graceRemaining [1] INTEGER(0..MAX),
oo OPTIONAL,

error ENUMERATED {
passyordExpired (0),
changgeAfterReset (1),

... } oprIONAL}
ldapDiaghosticMsg ATTRIBUTE ::= {
WITH SYNTAX UTF8String
SINGLE| VALUE TRUE
ID id-not-ldapDiagnosticMsg }

-- LDAP ¢{efined attribute types

uid ATTRIBUTE ::= {
WITH SYNTAX UnboundedbirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP -NAME nuidn}
ID id-coat-uid }

dc ATTRIBUTE ::= {
WITH SYNTAX IA5String
EQUALITY MATCHING-RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX ia5String.&id
LDAP-NAME {"dc"}
ID id-coat-dc }

-- Matching rules

caseExactMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP -NAME {"caseExactMatch"}

ID id-mr-caseExactMatch }
caseIgnoreMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP-NAME {"caseIgnoreMatch"}

iDp id-mr-caseIgnoreMatch }
caseExactOrderingMatch MATCHING-RULE ::= {
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LDAP-SYNTAX directoryString.&id

LDAP -NAME {"caseExactOrderingMatch"}

ID id-mr-caseExactOrderingMatch }

caseIgnoreOrderingMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"caseIgnoreOrderingMatch"}

ID id-mr-caseIgnoreOrderingMatch }

caseExactSubstringsMatch MATCHING-RULE ::= {

| SO/I EC 9594-6:2014 (E)

SYNTAX SubstringAssertion -- only the PrintableString choice

LDAP-SYNTAX substringAssertion.&id

LDAP-NAME {"caseExactSubstringsMatch"}

iDp id-mr-caseExactSubstringsMatch }
caseIgnofeSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

LDAP-SYNTAX substringAssertion.&id

LDAP-NAME {"caseIgnoreSubstringsMatch"}

ID id-mr-caseIgnoreSubstringsMatch }
SubstringAssertion ::= SEQUENCE OF CHOICE {

initia]l [0] UnboundedDirectoryString,

any [1] UnboundedDirectoryString,

final [2] TUnboundedDirectoryString,

-- at most one initial and one final component
control Attribute{{SupportedAttributes}},
-- Used to specify interpretation of the following items

)
numericStringMatch MATCHING-RULE ::= {

SYNTAX NumericString

LDAP-SYNTAX numericString.é&id

LDAP-NAME {"numericStringMatch"}

ID id-mr-numericStringMatch }

numericStringOrderingMatch MATCHING-RULE-%%= {

SYNTAX NumericString

LDAP-SYNTAX numericString.&id

LDAP-NAME {"numericStringOrderingMatch"}

ID id-mr-numericStringorderingMatch }

numericStringSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

LDAP-SYNTAX substringAssertion.&id

LDAP -NAME {"numericStringSubstringsMatch"}

ID id-mr-numericStringSubstringsMatch }

caseIgnofeListMatCh-MATCHING-RULE ::= {

SYNTAX CaseIgnorelist
LDAP-SYNTAX<-postalAddr.&id

LDAP -NAME {"caseIgnoreListMatch"}

ID id-mr-caseIgnoreListMatch }

CaseIgnoreList ::= SEQUENCE OF UnboundedDirectoryString

caseIgnoreListSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

LDAP-SYNTAX substringAssertion.&id

LDAP -NAME {"caseIgnoreListSubstringsMatch"}

ID id-mr-caseIgnoreListSubstringsMatch }
storedPrefixMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString

ID id-mr-storedPrefixMatch }
booleanMatch MATCHING-RULE ::= {

SYNTAX BOOLEAN

LDAP-SYNTAX bitString.&id
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LDAP -NAME {"booleanMatch"}
ID id-mr-booleanMatch }

integerMatch MATCHING-RULE ::= {

SYNTAX INTEGER
LDAP-SYNTAX integer.&id

LDAP -NAME {"integerMatch"}

ID id-mr-integerMatch }

integerOrderingMatch MATCHING-RULE ::= {

SYNTAX INTEGER

LDAP-SYNTAX integer.&id

LDAP -NAME {"integerOrderingMatch"}

ID id-mr-integerOrderingMatch }
bitStringMatch MATCHING-RULE ::= {

SYNTAX BIT-STRING

LDAP-SYNTAX bitString.&id

LDAP-NAME {"bitStringMatch"}

ID id-mr-bitStringMatch }
octetStringMatch MATCHING-RULE ::= {

SYNTAX OCTET STRING

LDAP-SYNTAX octetString.&id

LDAP-NAME {"octetStringMatch"}

ID id-mr-octetStringMatch }
octetStringOrderingMatch MATCHING-RULE ::= {

SYNTAX OCTET STRING

LDAP-SYNTAX octetString.&id

LDAP-NAME {"octetStringOrderingMatch"}

ID id-mr-octetStringOrderingMatch }
octetStringSubstringsMatch MATCHING-RULE ::= {

SYNTAX| OctetSubstringAssertion

ID id-mr-octetStringSubstringsMatch }
OctetSubgtringAssertion ::= SEQUENCE OF CHOICE ({

initial [0] OCTET STRING,

any [1] OCTET STRING,

final [2] OCTET STRING,

... } t- at most one initial and“ome final component
telephon¢NumberMatch MATCHING-RULE ::= {

SYNTAX TelephoneNumber

LDAP-SYNTAX telephoneNr,&id

LDAP -NAME {"telephoreNumberMatch"}

ID id-mr-telephoneNumberMatch }
telephongNumberSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

LDAP-SYNTAX  SsubstringAssertion.&id

LDAP-NAME {"telephoneNumberSubstringsMatch"}

ID id-mr-telephoneNumberSubstringsMatch }
presentationaddressMatch MATCHING=RULE —TT=<

SYNTAX PresentationAddress
IDp id-mr-presentationAddressMatch }

uniqueMemberMatch MATCHING-RULE ::= {

SYNTAX NameAndOptionalUID

LDAP-SYNTAX nameAndOptionalUID.&id

LDAP-NAME {"uniqueMemberMatch"}

ID id-mr-uniqueMemberMatch }
protocolInformationMatch MATCHING-RULE ::= {

SYNTAX OCTET STRING

ID id-mr-protocolInformationMatch }
facsimileNumberMatch MATCHING-RULE ::= {

SYNTAX TelephoneNumber
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iD id-mr-facsimileNumberMatch }

facsimileNumberSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
iDp id-mr-facsimileNumberSubstringsMatch }

uUIDPairMatch MATCHING-RULE ::= {
SYNTAX UUIDPair
ID id-mr-uuidpairmatch }

uTCTimeMatch MATCHING-RULE ::= {
SYNTAX UTCTime
ID id-mr-uTCTimeMatch }

uTCTimeOrderingMatch MATCHING-RULE ::= {
SYNTAX UTCTime

| SO/I EC 9594-6:2014 (E)

D id—me u?G?a’meOrdeEa’agM“""‘" }

generalizedTimeMatch MATCHING-RULE ::= {
SYNTAX GeneralizedTime
-- as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1
LDAP-SYNTAX generalizedTime.&id

LDAP-NAME {"generalizedTimeMatch"}

iD id-mr-generalizedTimeMatch }
generalifedTimeOrderingMatch MATCHING-RULE ::= {

SYNTAX GeneralizedTime

-- as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 882441
LDAP-SYNTAX generalizedTime.&id

LDAP -NAME {"generalizedTimeOrderingMatch"}

ID id-mr-generalizedTimeOrderingMatch }

systemPrpposedMatch MATCHING-RULE ::= {
ID id}{mr-systemProposedMatch }

integerFirstComponentMatch MATCHING-RULE ::= {

SYNTAX INTEGER

LDAP-SYNTAX integer.&id

LDAP -NAME {"integerFirstComponentMatech"}

ID id-mr-integerFirstCompon&ntMatch }

objectIdentifierFirstComponentMatch MATCHING-RULE ::= {

SYNTAX OBJECT IDENTIFIER

LDAP-SYNTAX oid.&id

LDAP -NAME {"objectIdentifilerFirstComponentMatch"}

ID id-mr-objectIdentifierFirstComponentMatch }

directoryStringFirstComponentMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP -NAME {"directoryStringFirstComponentMatch"}

ID idjmr-directoryStringFirstComponentMatch }

wordMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString
LDAP - SYNTAX—diTectorysStrimg—sid
LDAP-NAME {"wordMatch"}

ID id-mr-wordMatch }

keywordMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"keywordMatch"}

ID id-mr-keywordMatch }

generalWordMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-generalWordMatch }

sequenceMatchType ATTRIBUTE ::= {
WITH SYNTAX SequenceMatchType
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SINGLE VALUE TRUE
ID id-cat-sequenceMatchType } -- defaulting to sequenceExact

SequenceMatchType ::= ENUMERATED {

sequenceExact (0),
sequenceDeletion (1),
sequenceRestrictedDeletion (2),
sequencePermutation (3),
sequencePermutationAndDeletion (4),
sequenceProviderDefined (5),
o)

wordMatchTypes ATTRIBUTE ::= {
WITH SYNTAX WordMatchTypes
SINGLE VALUE TRUE

ID id-cat-wordMatchType } -- defaulting to wordExact
WordMatchTypes ::= ENUMERATED {

wordExact (0),

wordTruincated (1),

wordPhonetic (2),

wordProviderDefined (3),

e}

charactefMatchTypes ATTRIBUTE ::= {
WITH SYNTAX CharacterMatchTypes
SINGLE|VALUE TRUE
ID id-cat-characterMatchTypes }

CharactefMatchTypes ::= ENUMERATED {

characterExact (0),
characterCaseIgnore (1),
characterMapped (2),
e}

selectedfontexts ATTRIBUTE ::= {
WITH SYNTAX ContextAssertion
ID id-cat-selectedContexts }

approximateStringMatch MATCHING-RULE :
ID id-mr-approximateStringMatch

{

3

ignoreIfpbsentMatch MATCHING-RULE\.-: :=
ID id-mr-ignoreIfAbsentMatch }

{

{

nullMatch MATCHING-RULE ::=
ID id-mr-nullMatchi}

ZONAL-MATCHING ::=
MAPPINE-BASED-MATCHING{ZonalSelect, TRUE, ZonalResult, zonalMatch.&id}

ZonalSelg¢ct ::=(SEQUENCE OF AttributeType

ZonalRestlt \; = ENUMERATED {
cannottselect-mapping (0),

zero-mappings 2~
multiple-mappings (3),

zonalMatch MATCHING-RULE ::= {
UNIQUE-MATCH-INDICATOR multipleMatchingLocalities
ID id-mr-zonalMatch }

uriMatch MATCHING-RULE ::= {

SYNTAX UTF8String
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"uriMatch"}

ID id-mr-uriMatch }

-- LDAP defined matching rules
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caseExactIAS5Match MATCHING-RULE ::= {
SYNTAX IA5String
LDAP-SYNTAX iab5String.&id
LDAP-NAME {"caseExactIA5Match"}
ID id-1lmr-caseExactIA5Match }
caseIgnoreIAS5Match MATCHING-RULE ::= {
SYNTAX IA5String
LDAP-SYNTAX ia5String.&id
LDAP-NAME {"caseIgnoreIA5Match"}
iD id-1lmr-caseIgnoreIA5Match }

caseIgnoreIA5SubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion
LDAP-SYNTAX substringAssertion.é&id
LDAP-NAME {"caseIgnoreIA5SubstringsMatch"}

D id—Jme easeIg-ne!seIAEM"""“ }

-- Syntakxes defined by this Directory Specification

utmCoord$ SYNTAX-NAME ::= {

LDAP-DESC "UTM Coordinates"

DIRECTQRY SYNTAX UtmCoordinates

ID id-asx-utmCoords }
uiiForm $YNTAX-NAME ::= {

LDAP-DESC "UII Format"

DIRECTQRY SYNTAX UiiFormat

ID id-asx-uiiForm }
epcForm PYNTAX-NAME ::= {

LDAP-DESC "EPC Format"

DIRECTPRY SYNTAX EpcFormat

ID id-asx-epcForm }

-- Syntakxes defined under the ldap-syntax OID_axc

attributéeTypeDescription SYNTAX-NAME ::= {
LDAP-DESC "Attribute Type Description"
DIRECTORY SYNTAX AttributeTypeDescription
ID id-lsx-attributeTypeDescription }

bitString SYNTAX-NAME ::= {

LDAP-DESC "Bit String™"

DIRECTQRY SYNTAX BIT STRING

ID id-lsx-bitString }
boolean $YNTAX-NAME ::=\{

LDAP-DESC "Boolean"

DIRECTQRY SYNTAX «. BOOLEAN

ID id-lsx-boolean }

countryString <SYNTAX-NAME ::= {

LDAP-DESC "Country String"

DIRECTQRY SYNTAX CountryName

ID Td=Isx-coumntrystring }
dn SYNTAX-NAME ::= {

LDAP-DESC "DN"

DIRECTORY SYNTAX DistinguishedName

ID id-lsx-dn }

deliveryMethod SYNTAX-NAME ::= {

LDAP-DESC "Delevery Method"

DIRECTORY SYNTAX PreferredDeliveryMethod

ID id-lsx-deliveryMethod }
directoryString SYNTAX-NAME ::= {

LDAP-DESC "Directory String"

DIRECTORY SYNTAX UnboundedDirectoryString

ID id-lsx-directoryString }
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dITContentRuleDescription SYNTAX-NAME ::= {

LDAP-DESC "DIT Content Rule Description"

DIRECTORY SYNTAX DITContentRuleDescription

iDp id-1lsx-dITContentRuleDescription }
dITStructureRuleDescription SYNTAX-NAME ::= {

LDAP-DESC "DIT StructureRule Description"

DIRECTORY SYNTAX DITStructureRuleDescription

ID id-1sx-dITStructureRuleDescription }

enhancedGuide SYNTAX-NAME ::= {

LDAP-DESC "Enhanced Guide"
DIRECTORY SYNTAX EnhancedGuide
ID id-lsx-enhancedGuide }

facsimileTelephoneNr— SYNTAY NAME 4++=—

LDAP-DESC "Facsimile Telephone Number"

DIRECTORY SYNTAX FacsimileTelephoneNumber

iDp id-lsx-facsimileTelephoneNr }
fax SYNTAX-NAME ::= {

LDAP-DESC "Fax"

DIRECTQPRY SYNTAX NULL

ID id-1sx-fax }
generalizedTime SYNTAX-NAME ::= {

LDAP-DESC "Generalized Time"

DIRECTQRY SYNTAX GeneralizedTime

ID id-lsx-generalizedTime }
guide SYNTAX-NAME ::= {

LDAP-DESC "Guide"

DIRECTQRY SYNTAX Guide

ID id-lsx-guide }
ia58tring SYNTAX-NAME ::= {

LDAP-DESC "IA5 String"

DIRECTQRY SYNTAX IAS5String

ID id-lsx-ia5String }

integer $YNTAX-NAME ::= {

LDAP-DESC "INTEGER"
DIRECTQRY SYNTAX INTEGER
ID id-lsx-integer }

jpeg SYNTAX-NAME ::= {

LDAP-DESC "JPEG"

DIRECTQRY SYNTAX NULL

ID id-1sx-jpeg }
matchingRuleDeséription SYNTAX-NAME ::= {

LDAP-DESC "Matching Rule Description™"

DIRECTQRY 'SYNTAX MatchingRuleDescription

ID id-1lsx-matchingRuleDescription }

matchingRuleUseDescription SYNTAX-NAME ::= {

LDAP-DESC "Matching Rule Use Description"
DIRECTORY SYNTAX MatchingRuleUseDescription
ID id-lsx-matchingRuleUseDescription }

nameAndOptionalUID SYNTAX-NAME ::= {

LDAP-DESC "Name And Optional UID"

DIRECTORY SYNTAX NameAndOptionalUID

ID id-lsx-nameAndOptionalUID }
nameFormDescription SYNTAX-NAME ::= {

LDAP-DESC "Name Form Description"

DIRECTORY SYNTAX NameFormDescription

ID id-lsx-nameFormDescription }
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numericString SYNTAX-NAME ::= {
LDAP-DESC "Numeric String"
DIRECTORY SYNTAX NumericString
ID id-1sx-numericString }

objectClassDescription SYNTAX-NAME ::= {

LDAP-DESC "Object Class Description"

DIRECTORY SYNTAX ObjectClassDescription

ID id-lsx-objectClassDescription }
oid SYNTAX-NAME ::= {

LDAP-DESC "OID"

DIRECTORY SYNTAX OBJECT IDENTIFIER

ID id-1lsx-oid }
otherMailbox SYNTAX-NAME ::= {

LDAP-DESE Lother—Mailbol

DIRECTQRY SYNTAX NULL

ID id-lsx-otherMailbox }
octetString SYNTAX-NAME ::= {

LDAP-DESC "Octet String"

DIRECTQPRY SYNTAX OCTET STRING

ID id-lsx-octetString }
postalAdfir SYNTAX-NAME ::= {

LDAP-DESC "Postal Address"

DIRECTPRY SYNTAX PostalAddress

ID id-1sx-postalAddr }
printabléString SYNTAX-NAME ::= {

LDAP-DESC "Printable String"

DIRECTORY SYNTAX PrintableString

ID id-lsx-printableString }
subtreeSpec SYNTAX-NAME ::= {

LDAP-DESC "SubtreeSpecification"

DIRECTPRY SYNTAX SubtreeSpecification

ID id-1sx-subtreeSpec }

telephoneNr SYNTAX-NAME ::= {

LDAP-DESC "Telephone Number™

DIRECTPRY SYNTAX TelephoneNumber

ID id-lsx-telephoneNr }
telexNr SYNTAX-NAME ::= {

LDAP-DESC "Teléx-\Number"

DIRECTORY SYNTAX TelexNumber

ID id-lsx-telexNr }
utcTime $YNTAX-NAME.'::= {

LDAP-DESC "UTC Time"

DIRECTQRY SYNTAX UTCTime

ID id-lsx-utcTime }

c

ldapSyntaxbescriptiomr SYNTAX=NAME =%

LDAP-DESC "LDAP Syntax Description"
DIRECTORY SYNTAX NULL
ID id-1sx-ldapSyntaxDescription }

substringAssertion SYNTAX-NAME ::= {

LDAP-DESC "Substring Assertion"
DIRECTORY SYNTAX SubstringAssertion
ID id-lsx-substringAssertion }
-- Contexts
languageContext CONTEXT ::= {
WITH SYNTAX LanguageContextSyntax
ID id-avc-language }

Rec. ITU-T X.520 (10/2012) 77


https://iecnorm.com/api/?name=f5ea2a1eff800b957b89230b8eb1f69e

| SO/l EC 9594-6:2014 (E)

LanguageContextSyntax ::= PrintableString(SIZE (2..3)) --

temporalContext CONTEXT

WITH SYNTAX
ASSERTED AS
ID

TimeSpecificati
time
absolute

startTime [0]

endTime
Y
periodic
notThisTime
timeZone

ISO 639-2

ri= {
TimeSpecification
TimeAssertion
id-ave-temporal }
::= SEQUENCE {
CHOICE {
SEQUENCE {
GeneralizedTime OPTIONAL,
GeneralizedTime OPTIONAL,

on

[1]

SET SIZE (1l..MAX) OF Period},
BOOLEAN DEFAULT FALSE,
TimeZone OPTIONAL,

codes only

FDay [
days [
24

24
nday
hday
bsday

hrsday
L day
safurday
dayOf
L)
weeks [
allweeks
intWeek
bitWeek
weekl
week2
week3
week4
week5

inesday

SEQUENCE {

0]
1]

SET SIZE (1..MAX) OF DayTimeBand OPTIONAL,
CHOICE {
SET OF INTEGER,
BIT STRING {
(o) I
(1),
(2) I
(3) I
(4) ’
(5) I
(6)},
XDayOf,

OPTIONAL,

2] CHOICE {
NULL,
SET OF INTEGER,
BIT STRING {
(o) I
(1),
(2) I
(3),
(4)},

months
allM
intM
bitM

} OPTIONAL,

bnths
bnth
bnth

[3]

jahuary
february
mafch
april
may
june
july

august
seEtember
ocC kS

CHOICE {
NULL,
SET OF INTEGER,
BIT STRING {
(o) ’
(1) I
(2) )
(3) 7.
(4) r
(5),
(6),
(7).,
(8),

november
december
...} OPTION
years [

EEREY

XDayOf ::= CHOI
first [1]
second [2]
third [3]
fourth [4]
fifth [5]

NamedDay ::= CH

intNamedDays

78

(7) I3

(10),

(11)},
AL,

4] SET OF INTEGER(1000..MAX) OPTIONAL,

CE {
NamedDay,
NamedDay,
NamedDay,
NamedDay,
NamedDay }

OICE {
ENUMERATED {

Rec. ITU-T X.520 (10/2012)



https://iecnorm.com/api/?name=f5ea2a1eff800b957b89230b8eb1f69e

	ITU-T Rec. X.520 (10/2012) –
Information technology - Open Systems Interconnection - The Directory: Selected attribute types
	Summary
	History
	CONTENTS
	Introduction
	1 Scope
	2 Normative references
	2.1 Identical Recommendations | International Standards
	2.2 Other references
	2.3 ISO/IEC Standards

	3 Definitions
	4 Abbreviations
	5 Conventions
	6 Definition of selected attribute types
	6.1 System attribute types
	6.2 Labelling attribute types
	6.3 Geographical attribute types
	6.4 Organizational attribute types
	6.5 Explanatory attribute types
	6.6 Postal addressing attribute types
	6.7 Telecommunications addressing attribute types
	6.8 Preferences attribute types
	6.9 OSI application attribute types
	6.10 Relational attribute types
	6.11 Domain attribute types
	6.12 Hierarchical attribute types
	6.13 Attributes for applications using tag-based identification
	6.14 Notification attributes
	6.15 LDAP defined attribute types

	7 String preparation
	7.1 Transcode
	7.2 Map
	7.3 Normalize
	7.4 Prohibit
	7.5 Check bidi
	7.6 Insignificant Character Removal

	8 Definition of matching rules
	8.1 String matching rules
	8.2 Syntax-based matching rules
	8.3 Time matching rules
	8.4 First component matching rules
	8.5 Word matching rules
	8.6 Approximate Matching Rules
	8.7 Special Matching Rules
	8.8 Zonal Match
	8.9 uri Match
	8.10 LDAP defined matching rules

	9 Definition of syntaxes
	9.1 Directory syntaxes
	9.2 IETF syntaxes

	10 Definition of Context Types
	10.1 Language Context
	10.2 Temporal Context
	10.3 Locale Context
	10.4 LDAP Attribute Option Context

	Annex A – 
Selected attribute types in ASN.1
	Annex B –
 Summary of attribute types
	Annex C –
 Upper bounds
	Annex D –
Alphabetical index of attributes, matching rules and contexts
	Annex E – 
Examples for zonal match matching rules
	Annex F – 
Mapping Object Identifiers and Uniform Resource Names into Distinguished Names
	F.1 Scope of this annex
	F.2 Object identifier resolution
	F.3 Uniform Resource Name (URN) resolution

	Annex G – 
Object identifier based Directory names
	G.1 Scope of annex
	G.2 Transformation of object identifiers into Directory names
	G.3 The use of object-identifier-based Directory names

	Annex H –
Amendments and corrigenda
	Blank Page



