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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and npn-governmental, in liaison with 1ISO and IEC, also take part in the work. In the tield |of information
technglogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,|Part 2.

The main task of the joint technical committee is to prepare International Stahdards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. [Publication as
an Int¢grnational Standard requires approval by at least 75 % of the national bodies casting a votge.

Attentipn is drawn to the possibility that some of the elements of this decument may be the supject of patent
rights.|ISO and IEC shall not be held responsible for identifying any ér-all such patent rights.

ISO/IHC 9594-6:2008 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatign technology,
Subcommittee SC 6, Telecommunications and information,eXchange between systems, in collaboration with
ITU-T|The identical text is published as ITU-T Rec. X.52Q {117/2008).

This sjxth edition cancels and replaces the fifth edition (ISO/IEC 9594-6:2005), which has bden technically
revised.

ISO/IHC 9594 consists of the following parts,:under the general title Information technology — Qpen Systems
Intercgnnection — The Directory:

— Part 1: Overview of concepts, models and services
art 2: Models
hrt 3: Abstract service:definition

P
P
— Part 4: Procedures for distributed operation
Part 5: Protocol specifications

P

hrt6:-Selected afttribute types

— Part 7: Selected object classes
— Part 8: Public-key and attribute certificate frameworks
— Part 9: Replication

— Part 10: Use of systems management for administration of the Directory

© ISO/IEC 2008 — All rights reserved \"
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals,
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

rom different manufacturers,

inder different managements,

pf different levels of complexity; and
pf different ages.

ross a
5. One
object

This Recomme
range of appli
particular use f
defined in ITU

ndation | International Standard defines a number of attribute types which maybéfound useful ag
ations of the Directory, as well as a number of standard attribute syntaxes and matching rule
br many of the attributes defined herein isin the formation of names, particularly for the classes of
T Rec. X.521 | ISO/IEC 9594-7.

This Recommendation | International Standard provides the foundation frameworksTpon which industry profiles
defined by othér standards groups and industry forums. Many of the features défined as optional in these framg
may be mandaled for use in certain environments through profiles. This sixth edition technically revises and enhances,
but does not replace, the fifth edition of this Recommendation | Internatienal “Standard. | mplementations may still|claim
conformance t¢ the fifth edition. However, at some point, the fifth edition will not be supported (i.e., reported defects
will no longer e resolved). It is recommended that implementati ons-conform to this sixth edition as soon as possiple.

This sixth editi

The first and o
designed to fu

can be
works

bNn specifies versions 1 and 2 of the Directory protecols.

bcond editions specified only version 1. Most of the services and protocols specified in this editi
hction under version 1. However some_enhanced services and protocols, e.g., signed errors, wi

On are
Il not

function unlesd
negotiated, dift
specifically as
| SO/IEC 9594-

Annex A, whid
the complete n

Annex B, whig
types, for easy

Annex C, whig

all Directory entities involved in the epération have negotiated version 2. Whichever version ha
erences between the services andsbetween the protocols defined in the six editions, except for
igned to version 2, are accommaodated using the rules of extensibility defined in ITU-T Rec. X
.

h is an integral part of this Recommendation | International Standard, provides the ASN.1 notati
odule which defines theattributes, attribute syntaxes, and matching rules.

h is not an integral )part of this Recommendation | International Standard, provides a table of at
Feference.

h is not amintegral part of this Recommendation | International Standard, provides an example of

5 been
those
519 |

on for

ribute

upper

bounds value cpnstraints.

hiishot an integral part of this Recommendation | International Standard, lists aphabeticaly the

atehi Ag-H les defined-inthis nirnr\fnry Snecification
P -

Annex D, whi
attributes and

Annex E, which is not an integral part of this Recommendation | International Standard, gives examples relevant to the
definition of zonal matching.

Annex F, which is not an integral part of this Recommendation | International Standard, provides a copy of an ASN.1
module specified in ITU-T Rec. X.660 | ISO/IEC 9834-1.

Annex G, which is not an integral part of this Recommendation | International Standard, provides a short tutorial on
I D-based applications.

Annex H, which is not an integral part of this Recommendation | International Standard, lists the amendments and
defect reports that have been incorporated to form this edition of this Recommendation | International Standard.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

I nfor mation technology — Open Systems I nter connection —
The Directory: Selected attribute types

SECTION 1 -GENERAL

1 Scope

This Recommendation | International Standard defines a number of attribute types and matching rules which may be

found usefil across arange of applications of the Directory.
Attribute types and matching rules fall into three categories, as described below.

Some attriljute types and matching rules are used by a wide variety of applications or are understéod-and/or
Directory ifself.

NOTE It is recommended that an attribute type or matching rule defined in this Recommendation’| International
used, in preference to the generation of a new one, whenever it is appropriate for the application.

Some attriljute types and matching rules are internationally standardized, but are application-specific. These
in the standards associated with the application concerned.

Any administrative authority can define its own attribute types and matching’ rules for any purpose. Th
internationglly standardized, and are available to others beyond the administrative authority which created th
bilateral

ormative references

The folloming Recommendations and International Standards contain provisions which, through reference

were validl All Recommendations and Standards are subject to revision, and parties to agreements b
Recommerldation | International Standard are en¢ouraged to investigate the possibility of applying the
edition of the Recommendations and Standards listed below. Members of IEC and SO maintain registers
valid Interpationa Standards. The Telecommunication Standardization Bureau of the ITU maintains a list
valid ITU-T Recommendations.

constitute provisions of this Recommendation | International Standard. At the time of publication, the editio;s indicated

21

dentical Recommendations | I nternational Standards

- ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — O
I nter connection— Basic Reference Model: The Basic Model.

- ITU-T Recommendation X.500 (2008) | ISO/IEC 9594-1:2008, Information technology — Of
I nter.coninection — The Directory: Overview of concepts, models and services.

- ITU~T Recommendation X.501 (2008) | ISO/IEC 9594-2:2008, Information technology — O
Interconnection — The Directory: Models.

used by the

Standard be

are defined

bse are not
em only by

n this text,

on this
ost recent
bf currently
bf currently

en Systems
en Systems

en Systems

—TTU-T Recommendation X.509 (2008) T TSOTEC Y594-8:2008, Thiormation technology — Open Systems

Interconnection — The Directory: Public-key and attribute certificate frameworks.

— ITU-T Recommendation X.511 (2008) | ISO/IEC 9594-3:2008, Information technology — Open Systems

Interconnection — The Directory: Abstract service definition.

— ITU-T Recommendation X.518 (2008) | ISO/IEC 9594-4:2008, Information technology — Open Systems

Interconnection — The Directory: Procedures for distributed operation.

— ITU-T Recommendation X.519 (2008) | ISO/IEC 9594-5:2008, Information technology — Open Systems

Interconnection — The Directory: Protocol specifications.

— ITU-T Recommendation X.521 (2008) | ISO/IEC 9594-7:2008, Information technology — Open Systems

Interconnection — The Directory: Selected object classes.

— ITU-T Recommendation X.525 (2008) | ISO/IEC 9594-9:2008, Information technology — Open Systems

Interconnection — The Directory: Replication.

ITU-T Rec. X.520 (11/2008)

1
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2.2

2.3

ITU-T Recommendation X.530 (2008) | ISO/IEC 9594-10:2008, |nformation technology — Open Systems
Interconnection — The Directory: Use of systems management for administration of the Directory.

ITU-T Recommendation X.660 (2008) | ISO/IEC 9834-1:2008, Information technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities: General procedures and
top arcs of the ASN.1 Object Identifier tree.

ITU-T Recommendation X.667 (2008) | ISO/IEC 9834-8:2008, |nformation technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities. Generation and
registration of Universally Unique ldentifiers (UUIDs) and their use as ASN.1 object identifier
components.

ITU-T Recommendation X.668 (2008) | ISO/IEC 9834-9:2008, Information technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities. Registration of object
identifier arcs for applications and services using tag-based identification.

ITU-T Recommendation X.680 (2008) | | SO/IEC 8824-1:2008, Information technology — Abstract Syntax

ther references

Notation One (ASN.1): Specitication of basic notation.

ITU-T Recommendation X.681 (2008) | ISO/IEC 8824-2:2008, Information technology ~Abstract Syntax
Notation One (ASN.1): Information object specification.

ITU-T Recommendation X.682 (2008) | | SO/IEC 8824-3:2008, Information technology — Absfract Syntax
Notation One (ASN.1): Constraint specification.

ITU-T Recommendation X.683 (2008) | ISO/IEC 8824-4:2008, |nformatiori_technology — Absfract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Recommendation E.123 (2001), Notation for national @nd international telephone numbers, e-mail
addresses and Web addresses.

ITU-T Recommendation E.164 (2005), The internationalypublic telecommunication numbering plan.
ITU-T Recommendation F.1 (1998), Operational provisions for the international public telegram service.
CCITT Recommendation F.31 (1988), Telegram retransmission system.

CCITT Recommendation F.401 (1992), Message handling services: Naming and addressing for public
message handling services.

ITU-T Recommendation T.30 (2005);Procedures for document facsimile transmission in the general
switched telephone network.

ITU-T Recommendation T.62(1993), Control procedures for teletex and Group 4 facsimile sefvices.
ITU-T Recommendation-X:121 (2000), International numbering plan for public data networks

ITU-T Recommendation™Y .2213 (2008), NGN service requirements and capabilities for netwprk aspects
of applications and.services using tag-based identification.

SO 3166-1:2006,/Codes for the representation of names of countries and their subdivisions — Part 1.
Country codes,

SO 3166-3:2006, Codes for the representation of names of countries and their subdivisions — Part 3:
Codeffor formerly used names of countries.

180'639-2:1998, Codes for the representation of names of languages — Part 2: Alpha-3 code.
1SO/IEC 9945-3:2003, Information technology — Portable Operating System Interface (PO$ X) — Part

3: Snell and Utilities.
IETF RFC 3377 (2002), Lightweight Directory Access Protocol (v3): Technical Specification.
IETF RFC 3454 (2002), Preparation of Internationalized Strings (stringprep).

The Unicode Consortium. The Unicode Sandard, Version 4.0, defined by: The Unicode Sandard,
Version 4.0 (Reading, MA, Addison-Wesley, 2003. ISBN 0-321-18578-1).

Unicode Standard Annex #15: Unicode Normalization Forms, by Mark Davis and Martin Dirst. An
integral part of The Unicode Sandard, Version 4.0.

| SO/IEC Standards

I SO/IEC 10646:2003, Information technology — Universal Multiple-Octet Coded Character Set (UCS).

ITU-T Rec. X.520 (11/2008)
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3 Definitions
For the purposes of this Recommendation | International Standard, the following definitions apply:

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) attribute type;
b) object class;
¢) matchingrule;
d) context.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
LDAP
RFID
ull

ightweight Directory Access Protocol
adio Freguency Identification

nigue ltem Identifier

URN
UuID

L
R
U

URL Uniform Resource L ocator
Uniform Resource Name
U

niversally Unique Identifier

5 Conventions

The term "Directory Specification" (as in "this Directory Specification™) shall be taken to mean ITU-T Rec. X.520 |
I SO/IEC 9%94-6. The term "Directory Specifications' shall be takerito mean the X.500-series Recommendat|ons and all
parts of 1SQ/IEC 9594.

This Direcfory Specification uses the term first edition systéms to refer to systems conforming to the first egition of the
Directory [Specifications, i.e, the 1988 edition of “the series of CCITT X.500 Recommendations and the
| SO/IEC 9%$94:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the seconf edition of
the Directpry Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the
| SO/IEC 9%94:1995 edition.

This Directory Specification uses the term third edition systems to refer to systems conforming to the third egition of the
Directory Ppecifications, i.e., then1997 edition of the series of ITU-T X.500 Recommendations and the ISO/IEC
9594:1998 edition.

This Direcory Specification‘uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directdry Specifications, i.e., the 2001 editions of ITU-T Recs X.500, X.501, X.511, X.518, X.519, X.520, X.521,
X.525, and|X.530, the-2000 edition of ITU-T Rec. X.509, and parts 1-10 of the | SO/IEC 9594:2001 edition.

This Direclory Specification uses the term fifth edition systems to refer to systems conforming to the fifth egition of the
Directory [Specifications, i.e., the 2005 edition of the series of ITU-T X.500 Recommendations and the
I SO/IEC 9%$94:2005 edition.

This Directory Specification uses the term sixth edition systems to refer to systems conforming to the sixth edition of the
Directory Specifications, i.e., the 2008 edition of the series of ITU-T X.500 Recommendations and the
I SO/IEC 9594:2008 edition.

This Directory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Helvetica typeface.
The names of procedures, typicaly referenced when specifying the semantics of processing, are differentiated from
normal text by displaying them in bold Times. Access control permissions are presented in italicized Times.

If the items in a list are numbered (as opposed to using "—" or letters), then the items shall be considered steps in a
procedure.

Attribute types, matching rules and context types are defined in this Recommendation | International Standard by use of
the ATTRIBUTE, MATCHING-RULE and CONTEXT information object classes defined in ITU-T Rec. X.501 |
|SO/IEC 9594-2.

ITU-T Rec. X.520 (11/2008) 3
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Examples of the use of the attribute types are described using an informal notation, where attribute type and value pairs
are represented by an acronym for the attribute type, followed by an equals sign ("="), followed by the example value for
the attribute.

SECTION 2 -SELECTED ATTRIBUTE TYPES

6 Definition of selected attribute types

This Directory Specification defines a number of attribute types which may be found useful across a range of
applications of the Directory.

Many of the attribute types defined in this Directory Specification are based on a common ASN.1 syntax:

UnboundepDirectoryString ::= CHOICE {

telefexString TeletexString (SIZE(1..MAX)),
printableString PrintableString (SIZE (1..MAX)),
bmpString BMPString (SIZE (1..MAX)),
universalString UniversalString (SIZE (1..MAX)),
uTFBString UTFR8String (SIZE (1..MAX)) }

A few attribute types are based on the following syntax:

DirectoryString { INTEGER : maxSize } ::= CHOICE {

teletexString TeletexString (SIZE (1..maxSize)),
printableString PrintableString (SIZE (1..maxSize)),
bmpString BMPString (SIZE (1..maxSize)),
uniyersalString UniversalString (SIZE (1..maxSize)),
UTFBString UTF8String (SIZE (1..maxSize)).}

NOTE - The above syntaxes are also used in other parts of these Directory Specifications.

Some implpmentations of the Directory may not support UniversalString, BMPString, or UTF8String, and may not be
able to gengrate, match, shadow, or display attributes with these syntax types.

6.1 Jystem attribute types

6.1.1 Knowledge | nformation

The Knowledge Information attribute typespecifies a human readable accumulated description of knowledge mastered
by a specific DSA.
NOTE — This attribute is now obsolete,

knowledgginformation ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
ID id-at-knowledgelnformation }

6.2 Habelling attribute types

These attrilputes type are concerned with information about objects which has been explicitly associated with|the objects
by alabelling process.

6.2.1 Name

The Name attribute type is the attribute supertype from which string attribute types typically used for naming may be
formed.

name ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-name }

4 ITU-T Rec. X.520 (11/2008)
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6.2.2 Common Name

The Common Name attribute type specifies an identifier of an object. A Common Name is not a directory name; it is a
(possibly ambiguous) name by which the object is commonly known in some limited scope (such as an organization) and
conforms to the naming conventions of the country or culture with which it is associated.

An attribute value for common name is a string chosen either by the person or organization it describes or the
organization responsible for the object it describes for devices and application entities. For example, a typical name of a
person in an English-speaking country comprises a persona title (e.g., Mr., Ms., Rd, Professor, Sir, Lord), a first name,
middle name(s), last name, generation qualifier (if any, e.g., Jr.) and decorations and awards (if any, e.g., QC).

Examples
CN ="Mr. Robin Lachlan McLeod BSc(Hons) CEng MIEE";
CN ="Divisional Coordination Committee";

CI\I ="Lliah Shood Madaom!
™ TGP A=\~ 2 8

TV TO!

Any variants should be associated with the named object as separate and alternative attribute values.

Other cominon variants should also be admitted, e.g., use of a middie name as a preferred first name; use pf "Bill" in
place of "William", etc.

commonName ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-commonName }

6.2.3 Surname

The Surname attribute type specifies the linguistic construct which normally is inherited by an individu@l from the
individual'$ parent or assumed by marriage, and by which the individualis commonly known.

An attribute value for Surnameisastring, e.g., "McLeod".

surname ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-surname }

6.2.4 Given Name

The Given| Name attribute type specifies.theMinguistic construct which is normally given to an indiviqual by the
individual'$ parent, or is chosen by the individual, or by which the individual is commonly known.

An attribute value for Given Name is astring, e.g., "David", or "Jean Paul".

givenName¢ ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-givenName }

6.2.5 Initials
The Initial$ attribute type contains the initials of some or all of an individual's names, but not the surname(s).
An attributevatmefortnitratstsarstrimg; e g D or B or 3P

initials ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-initials }

6.2.6 Generation Qualifier

The Generation Qualifier attribute type contains a string which is used to provide generation information to qualify an
individual's name.
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An attribute value for Generation Qualifier isastring, e.g., "Jr." or "11".

generationQualifier ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-generationQualifier }

6.2.7 Unique I dentifier

The Unique Identifier attribute type specifies an identifier which may be used to distinguish between object references
when a distinguished name has been reused. It may be, for example, an encoded object identifier, certificate, date,
timestamp, or some other form of certification on the validity of the distinguished name.

An attribute value for Unique Identifier is a bit string.

uniqueldentifier ATTRIBUTE ::= {

WITH-SYNTFAX Unicrretdentifret
EQUALITY MATCHING RULE bitStringMatch
ID id-at-uniqueldentifier }

Uniqueldentifier ::= BIT STRING

628  ON Qualifier

The DN Qalifier attribute type specifies disambiguating information to add to the relative distinguished name of an
entry. It is{ntended to be used for entries held in multiple DSAs which would otherwise-have the same name,|and that its
value be the same in agiven DSA for all entries to which this information has been added.

dnQualifief ATTRIBUTE ::= {

WITH SYNTAX PrintableString

EQUALITY MATCHING RULE caselgnoreMatch
ORDERING MATCHING RULE caselgnoreOrderingMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstfingsMatch
ID id-at-dnQualifier.}

6.2.9 Serial Number
The Serial Number attribute type specifies an identifier, the'serial number of an object.
An attribute value for Serial Number is a printable string.

serialNumber ATTRIBUTE ::= {

WITH SYNTAX PrintableString (SIZE (1..MAX))
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-serialNumber }

6.2.10 Hseudonym

The Pseudpnym attribute. type specifies a pseudonym for an object. It is used for naming an object when it is|to be made
clear that its name is asetudonym.

pseudonym ATIRIBUTE ::= {

SUBTYPE.OF name
WITHSYNTAX UnboundedDirectoryString
ID TOat-pSeudonymnT

6.2.11  Universal Unique I dentifier Pair

The Universal Unique Identifier Pair attribute type specifies a pair of Universal Unique Identifiers (UUID), as specified
in ITU-T Rec. X.667 | ISO/IEC 9834-8. The pair collectively represents an issuer/subject relationship, the nature of
which is outside the scope of this Directory Specification. The initial UUID in the pair represents the issuer, and the
trailing UUID in the pair represents the subject of the issuer/subject relationship. An example of such arelationship isa
user account.

uUIDPair ATTRIBUTE ::= {

WITH SYNTAX UUIDPair
EQUALITY MATCHING RULE uUIDPairMatch
ID id-at-uuidpair }
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UUIDPair ::= SEQUENCE {

issuerUuID uuID,
subjectUUID UuID }
UUID ::= OCTET STRING (SIZE(16)) -- UUID format only

6.3 Geographical Attribute Types

These attribute types are concerned with geographical positions or regions with which objects are associated.

6.3.1 Country Name

The Country Name attribute type specifies a country. When used as a component of a directory name, it identifies the
country in which the named object is physically located or with which it is associated in some other important way.

An attribute value for country name is a string chosen from I SO 3166-1 alpha-2 or SO 3166-3 alpha-2.

countryNajme ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX CountryName

SINGLE VALUE TRUE

ID id-at-countryName }
CountryNgme ::= PrintableString (SIZE(2)) -- 1SO 3166-1/3 alpha-2 codes only

6.3.2 Uocality Name

The Locality Name attribute type specifies a locality. When used as a component of a directory name, it jdentifies a
geographical area or locality in which the named object is physically located or'with which it is associated in|some other
important way.

An attribute value for Locality Name isa string, e.g., L = "Edinburgh?:

localityName ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-logalityName }

The Collective Locality Name attribute type specifiesalocality name for a collection of entries.

collectiveljocalityName ATTRIBUTE ::= {

SUBTYPE OF localityName
COULECTIVE TRUE
ID id-at-collectiveLocalityName }

6.3.3 State or Province Name

The State qr Province Name attribute type specifies a state or province. When used as a component of a diregtory name,
it identifieg a geographical, subdivision in which the named object is physically located or with which it is agsociated in
some other|important way:

An attribute value for_State or Province Name isastring, e.g., S="Ohio".

stateOrPrdvinceName ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-stateOrProvinceName }

The Collective Sate or Province Name attribute type specifies a state or province name for a collection of entries.

collectiveStateOrProvinceName ATTRIBUTE ::= {

SUBTYPE OF stateOrProvinceName
COLLECTIVE TRUE
ID id-at-collectiveStateOrProvinceName }

6.3.4 Street Address

The Street Address attribute type specifies a site for the local distribution and physical delivery in a postal address, i.e.,
the street name, place, avenue, and the house number. When used as a component of a directory name, it identifies the
street address at which the named object is located or with which it is associated in some other important way.

I TU-T Rec. X.520 (11/2008) 7


https://iecnorm.com/api/?name=41e2ac0ffca26d6642767ecbdd2af9fa

| SO/I EC 9594-6:2008 (E)

An attribute value for Street Addressisastring, e.g., "Arnulfstral3e 60".

streetAddress ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-streetAddress }

The Collective Sreet Address attribute type specifies a street address for a collection of entries.

collectiveStreetAddress ATTRIBUTE ::= {

SUBTYPE OF streetAddress
COLLECTIVE TRUE
ID id-at-collectiveStreetAddress }

6.3.5 House | dentifier

The House Identifier attribute type specifies a linguistic construct used to identify a particular building, for example a
house number or house name relative to a street, avenue, town or city, etc.

An attribute value for House ldentifier isa string, e.g., "14".

houseldentifier ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-houseldentifier }

6.4 Qrganizational attribute types

These attrilpute types are concerned with organizations and can be used to describe objects in terms of organizations with
which they|are associated.

6.4.1 Qrganization Name

The Orgarfization Name attribute type specifies an organization. When used as a component of a directoyy name, it
identifies ah organization with which the named object is.affiliated.

An attribute value for OrganizationName is a string ghesen by the organization (e.g., O = "Scottish Telecommunications
plc"). Any yariants should be associated with the narmed Organization as separate and aternative attribute valjies.

organizatipnName ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-organizationName }

The Collective Organization Name attribute type specifies an organization name for a collection of entries.

collective@rganizationName~ATTRIBUTE ::= {

SUBTYPE OF organizationName
COULECTIVE TRUE
ID id-at-collectiveOrganizationName }

6.4.2 Qrganizational Unit Name

The Organizational Unit Name aitribuie type Speciiies an organizational unit. Vhen used as a component of a directory
name, it identifies an organizational unit with which the named object is affiliated.

The designated organizational unit is understood to be part of an organization designated by an organizationName
attribute. It follows that if an Organizational Unit Name attribute is used in a directory name, it shall be associated with
an organizationName attribute.

An attribute value for Organizational Unit Name is a string chosen by the organization of which it is part (e.g., OU =
"Technology Division"). Note that the commonly used abbreviation "TD" would be a separate and aternative attribute
value.

Example
O ="Scottel", OU ="TD"
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organizationalUnitName ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-organizationalUnitName }

The Collective Organizational Unit Name attribute type specifies an organizational unit name for a collection of entries.

collectiveOrganizationalUnitName ATTRIBUTE ::= {

SUBTYPE OF organizationalUnitName
COLLECTIVE TRUE
ID id-at-collectiveOrganizationalUnitName }

6.4.3 Title

The Title attribute type specifies the designated position or function of the object within an organization.

An attribute value for Titleis astring.

Example

T="Mand

title ATTR
SUH
WIT]
ID

6.5 =

These attrilpute types are concerned with explanations (e.g., in a natural langtiage) of something about an obje

6.5.1 O
The Descri

For examp

information about intra-company standards development”,

An attribute value for Description is a string.
descriptiof ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-description }
6.5.2 Sear ch Guide
The Search Guide attribute type-specifies information of suggested search criteriawhich may beincluded in S
expected td be a convenient base-object for the search operation, e.g., country or organization.
Search critpria consist of an optional identifier for the type of object sought and combinations of attributg

logical ope
matching I¢

jer, Distributed Applications'

IBUTE ::= {

TYPE OF name

H SYNTAX UnboundedDirectoryString
id-at-title }

xplanatory attribute types

escription
ption attribute type specifies text that describes the associated object.

e, the object "Standards Interest” might have thé<associated description "distribution list for €

rators to.be used in the construction of a filter. It is possible to specify for each search criter
vel | €.gy approximate match.

=

xchange of

pme entries

e types and
ia item the

The Search

Guide attribute may recur to reflect the various types of requests, e.g., search for a Residential B

erson or an

Organizational Person, which may be fulfilled from the given base-object where the Search Guideis read.

searchGuide ATTRIBUTE ::= {

WIT
ID

Guide ::=

H SYNTAX Guide
id-at-searchGuide }

SET {

objectClass [0] OBJECT-CLASS.&id OPTIONAL,
criteria [1] Criteria }

Criteria ::= CHOICE {
type [0] Criterialtem,

and
or
not

[1] SET OF Ciriteria,
[2] SET OF Ciriteria,
[3] Criteria '}

ITU-T Rec. X.520 (11/2008)
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Criterialtem ::= CHOICE {

equality [0] AttributeType,

substrings [1] AttributeType,

greaterOrEqual [2] AttributeType,

lessOrEqual [3] AttributeType,

approximateMatch [4] AttributeType }
Example

The following is a potential value of the Search Guide attribute that could be stored in entries of object class Locality to
indicate how entries of object class Residential Person might be found:

residential-person-guide Guide ::= {
objectClass residentialPerson.&id,
criteria and : {

type : substrings : commonName.&id,

tvne - substrinas—: streetAddress &id 11
P 77

The constriiction of afilter from this value of Guideis straightforward.

Step (1) produces the intermediate Filter value:

intermedigte-filter Filter ::=
and|: {

item : substrings {
type commonName.&id,
strings { any : teletexString : "Dubois" }},
item : substrings {
type streetAddress.&id,
strings { any : teletexString "Hugo" } }}

Step (2) produces afilter for matching Residential Person entries in the subtree:

residentialtperson-filter Filter ::=
and|: {

6.5.3

item :equality : {
type objectClass.&id,
assertion residentialPerson.&id };
intermediateFilter }

Hnhanced Search Guide

The Enhanted Search Guide attribute provides-an enhancement of the searchGuide attribute, adding inform
the recomnended search depth for searches among subordinate objects of a given object class.

enhanced$earchGuide ATTRIBUTE = {

WITH SYNTAX EnhancedGuide

ID id-at-enhancedSearchGuide }
Enhanced@uide ::= SEQUENCE ({

objgctClass [0] OBJECT-CLASS.&id,

critgria [1] Criteria,

subpet [2] INTEGER

6.5.4

{ baseObject (0), oneLevel (1), wholeSubtree (2) } DEFAULT oneLevel }

ation about

Business Category

The Business Category attribute type specifies information concerning the occupation of some common objects, e.g.,
people. For example, this attribute provides the facility to interrogate the Directory about people sharing the same

occupation.

businessCategory ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-businessCategory }

6.6

Postal Addressing attribute types

These attribute types are concerned with information required for physical postal delivery to an object.

10
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Postal Address

The Postal Address attribute type specifies the address information required for the physical delivery of postal messages
by the postal authority to the named object.

An attribute value for Postal Address will be typically composed of selected attributes from the MHS Unformatted
Postal O/R Address version 1 according to CCITT Rec. F.401 and limited to 6 lines of 30 characters each, including a
Postal Country Name. Normally the information contained in such an address could include an addressee's name, street
address, city, state or province, postal code and possibly a Post Office Box number depending on the specific
requirements of the named object.

postalAddress ATTRIBUTE ::= {

WITH SYNTAX PostalAddress

EQUALITY MATCHING RULE caselgnoreListMatch
SUBSTRINGS MATCHING RULE caselgnoreListSubstringsMatch
ID id-at-postalAddress }

PostalAddfess ::= SEQUENCE SIZE(1..MAX) OF UnboundedDirectoryString

The Collective Postal Address attribute type specifies a postal address for a collection of entries.

collectiveHostalAddress ATTRIBUTE ::= {

SUBTYPE OF postalAddress

COULECTIVE TRUE

ID id-at-collectivePostalAddress }
6.6.2 Hostal Code

The Postal| Code attribute type specifies the postal code of the named object: }f this attribute value is presen
part of the pbject's postal address.

An attribute value for Postal Code is a string.

postalCodg ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnereSubstringsMatch
ID id-at-postalCode }

The Collective Postal Code attribute type specifiesapostal code for a collection of entries.

collectiveRostalCode ATTRIBUTE ::= {

SUBTYPE OF postalCode
COULECTIVE TRUE
ID id-at-collectivePostalCode }

6.6.3

Host Office Box

The Post Jffice Box attribute type specifies the Post Office Box by which the object will receive physical post

t, it will be

al delivery.

If present, {he attribute vallie is part of the object's postal address.
postOfficeBox ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID [0=ar-postOffICEBOX |

The Collective Post Office Box attribute type specifies a post office box for a collection of entries.

collectivePostOfficeBox ATTRIBUTE ::= {

SUBTYPE OF postOfficeBox
COLLECTIVE TRUE
ID id-at-collectivePostOfficeBox }

6.6.4

Physical Delivery Office Name

The Physical Delivery Office Name attribute type specifies the name of the city, village, etc., where a physical delivery
officeis situated.

ITU-T Rec. X.520 (11/2008)
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An attribute value for Physical Delivery Office Nameis a string.

physicalDeliveryOfficeName ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch

SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

ID id-at-physicalDeliveryOfficeName }

The Collective Physical Delivery Office Name attribute type specifies a physical delivery office name for a collection of

entries.

collectivePhysicalDeliveryOfficeName ATTRIBUTE ::= {

SUBTYPE OF physicalDeliveryOfficeName
COLLECTIVE TRUE
ID id-at-collectivePhysicalDeliveryOfficeName }

6.7 T

These attribute types are concerned with addressing information needed to communicate withythe o

telecommu

6.7.1 T
The Teleph

An attribut
internation
allowed to
repertoire S

telephonel
WIT]

EQU
SUH
ID

Telephone]

ub-telephag
The Collec

elecommunications Addressing attribute types

hication means.

elephone Number
one Number attribute type specifies a tel ephone number associated with an object)

b value for Telephone Number is a string that shall comply with the internationally agreed format f
bl telephone numbers, as indicated in 2.5 of ITU-T Rec. E.123 (eg;\\'+ 44 582 10101"). Ho
insert hyphens (-) in addition to the + sign, spaces and figures. Qther’characters from the Prin

hall not be used.

Number ATTRIBUTE ::= {

H SYNTAX TelephoneNumber

ALITY MATCHING RULE telephoneNumberMatch

STRINGS MATCHING RULE telephoneNumberSubstringsMatch
id-at-telephoneNumber }

Number ::= PrintableString (SIZE(1..ub-telephone-number))

-- String complying with ITU-T Rec. E.123'0nly

ne-number INTEGER ::= 32

ive Telephone Number attribute type specifies a telephone number for a collection of entries.

bject using

or showing
ever, it is
ableString

BX terminal

collectiveTlelephoneNumber ATTRIBUTE ::= {
SUBTYPE OF telephoneNumber
COULECTIVE TRUE
ID id-at-collectiveTelephoneNumber }
6.7.2 Tlelex Number.
The Telex Number aftribute type specifies the telex number, country code, and answerback code of a tel
associated yith anebject.
telexNumber ATTRIBUTE ::= {
WITH-SYTFAX TFetexiNumber
ID id-at-telexNumber }
TelexNumber ::= SEQUENCE {
telexNumber PrintableString (SIZE (1..ub-telex-number)),
countryCode PrintableString (SIZE (1..ub-country-code)),
answerback PrintableString (SIZE (1..ub-answerback)) }
ub-telex-number INTEGER ::= 14
ub-country-code INTEGER ::= 4
ub-answerback INTEGER ::= 8
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The Collective Telex Number attribute type specifies atelex number for a collection of entries.

collectiveTelexNumber ATTRIBUTE ::= {

SUBTYPE OF telexNumber
COLLECTIVE TRUE
ID id-at-collectiveTelexNumber }

6.7.3 Teletex Terminal | dentifier

Snce CCITT Rec. F.200 has been withdrawn and has not been replaced, the use of the teletexTerminalldentifier and the
collectiveTeletexTerminalldentifier attribute typesis deprecated.

The Teletex Terminal Identifier attribute type specifies the Teletex terminal identifier (and, optionally, parameters) for a
teletex terminal associated with an object.

An attribute value for Teletex Terminal Identifier is a string which complies with CCITT Rec. F.200 and an optional set

onante-ara accordinatal TLLT Rac T 62
whose compenents-ar digto - RecF-62-

-- teletexTerminalldentifier ATTRIBUTE ::= {
-- WITH SYNTAX TeletexTerminalldentifier
-- ID id-at-teletexTerminalldentifier }

-- TeletexTerminalldentifier ::= SEQUENCE {
-- teletexTerminal PrintableString (SIZE(1..ub-teletex-terminal-id)),
-- pargmeters TeletexNonBasicParameters OPTIONAL }

The Collective Teletex Terminal Identifier attribute type specifies ateletex terminal idéntifier for a collection ¢f entries.

-- collectivgTeletexTerminalldentifier ATTRIBUTE ::= {

-- SUBTYPE OF teletexTerminalldentifier
-- COULECTIVE TRUE
-- ID id-at-collectiveTeletexTerminalldentifier }

6.7.4 Hacsimile Telephone Number

The Facsimile Telephone Number attribute type specifies a telephone number for afacsimile terminal (and optionally its
parameters) associated with an object.

An attribute value for the Facsimile Telephone Number is a string that complies with the internationally agfeed format
for showing international telephone numbers, ITULD Rec. E.123 (e.g., "+81 3 347 7418") and an optiondl bit string
(formatted pecording to ITU-T Rec. T.30).

facsimileTelephoneNumber ATTRIBUTE = {

WITH SYNTAX FacsimileTelephoneNumber
EQUALITY MATCHING RULE facsimileNumberMatch
SUBSTRINGS MATCHING RULE facsimileNumberSubstringsMatch
ID id-at-facsimileTelephoneNumber }

FacsimileTelephoneNumber..= SEQUENCE {
telephoneNumber.\TelephoneNumber,
parameters G3FacsimileNonBasicParameters OPTIONAL }

The Collegtive Faesimile Telephone Number attribute type specifies a facsimile telephone number for a cpllection of
entries.

collectiveFacsimiteTerepnoneNumber ATTRIBUTE 1= |
SUBTYPE OF facsimileTelephoneNumber
COLLECTIVE TRUE
ID id-at-collectiveFacsimileTelephoneNumber }

6.75  X.121 Address
The X.121 Address attribute type specifies an address as defined by I TU-T Rec. X.121 associated with an object.

x121Address ATTRIBUTE ::= {

WITH SYNTAX X121Address

EQUALITY MATCHING RULE numericStringMatch
SUBSTRINGS MATCHING RULE numericStringSubstringsMatch
ID id-at-x121Address }
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X121Address ::= NumericString (SIZE(1..ub-x121-address))
-- String as defined by ITU-T Rec. X.121

ub-x121-address INTEGER ::= 15

6.7.6 International | SDN Number
The International |SDN Number attribute type specifies an International ISDN Number associated with an object.

An attribute value for International ISDN Number is a string which complies with the internationally agreed format for
ISDN addresses givenin ITU-T Rec. E.164.

internationallISDNNumber ATTRIBUTE ::= {

WITH SYNTAX InternationalISDNNumber
EQUALITY MATCHING RULE numericStringMatch
SUBSTRINGS MATCHING RULE numericStringSubstringsMatch
ID id-at infnrnnfinn:\llin\ll\ll|mhnr}

InternationallISDNNumber ::= NumericString (SIZE(1..ub-international-isdn-number))
-- String complying with ITU-T Rec. E.164 only

ub-internafional-isdn-number INTEGER ::= 16

The Collegtive International ISDN Number attribute type specifies an international |SDNvnumber for a cpllection of
entries.

collectivelpternationallISDNNumber ATTRIBUTE ::= {

SUBTYPE OF internationalISDNNumber
COULECTIVE TRUE
ID id-at-collectivelnternatiorfalISDNNumber }

6.7.7 Registered Address

The Registered Address attribute type specifies a mnemonic for anvaddress associated with an object at a pafticular city
location. The mnemonic is registered in the country in which theEity is located and is used in the provision of the Public
Telegram Service (according to ITU-T Rec. F.1).

registeredfddress ATTRIBUTE ::= {

SUBTYPE OF postalAddress
WITH SYNTAX PostalAddress
ID id-at-registeredAddress }

6.7.8 Destination | ndicator

The Destingtion Indicator attribute type specifies (according to ITU-T Rec. F.1 and CCITT Rec. F.31) the ¢ountry and
city associated with the object (the.gddressee) needed to provide the Public Telegram Service.

An attribute value for Destination)ndicator is a string.

destinatiopindicator ATTRIBUTE ::= {

WITH SYNTAX DestinationIndicator
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-destinationindicator }

Destinatio frimdicator——PrintabteStrimy~(StZE(tvAX)
-- alphabetical characters only

6.7.9 Communications Service

The Communications Service attribute type specifies the type of service(s) associated with a communications address.

communicationsService ATTRIBUTE ::= {

WITH SYNTAX CommunicationsService
EQUALITY MATCHING RULE objectldentifierMatch
ID id-at-communicationsService }

CommunicationsService ::= OBJECT IDENTIFIER

This attribute describes the class of service that the Communications Address provides access to, for example, telephone
(voice), facsimile, electronic mail, SM'S (short messaging service), EDI, file transfer, etc.

14 ITU-T Rec. X.520 (11/2008)


https://iecnorm.com/api/?name=41e2ac0ffca26d6642767ecbdd2af9fa

Allocation

| SO/l EC 9594-6:2008 (E)

of object identifiers for identification of servicesis done outside this Directory Specification.

6.7.10 Communications Network

The Communications Network attribute type specifies the type of network for which a communications address is used.

communicationsNetwork ATTRIBUTE ::= {
WITH SYNTAX CommunicationsNetwork
EQUALITY MATCHING RULE objectldentifierMatch
SINGLE VALUE TRUE

ID

id-at-communicationsNetwork }

CommunicationsNetwork ::= OBJECT IDENTIFIER

This attribute describes the type of network where the Communications Address is allocated. For example, a Public
Switched Telephone Network (PSTN), an ISDN network, or a GSM mobile phone network. It could also be an

applicatio
Allocation

6.8 R
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pf object identifiers for identification of networks is done outside this Directory Specificatiop.

references attribute types

These attrilpute types are concerned with the preferences of an object.

6.8.1 R
The Prefer

referred Delivery Method
Fed Delivery Method attribute type specifies the object's priority order. regarding the method to

communicating with it.

preferredD
WIT]
SIN
ID

Preferred

6.9 d

eliveryMethod ATTRIBUTE ::= {

H SYNTAX PreferredDeliveryMethod

SLE VALUE TRUE
id-at-preferredDeliveryMethod }

eliveryMethod ::= SEQUENCE OF INTEGER {
any-delivery-method (0),
mhs-delivery (1),
physical-delivery (2),
telex-delivery 3),
teletex-delivery (4),
g3-facsimile-delivery (5),
g4-facsimile-delivery (6),
iab-terminal-delivery (),
videotex-delivery (8),
telephone-delivery )}

Sl Applicationattribute types

These attrilpute types are‘concerned with information regarding objectsin the OSl Application Layer.

6.9.1 H

The Presel

resentation’ Address

htation)Address attribute type specifies a presentation address associated with an object repr

application

L enfity.

be used for

bsenting an

An attribute value for Presentation Address is a presentation address as defined in ITU-T Rec. X.519 | ISO/IEC 9594-5.

presentationAddress ATTRIBUTE ::= {

WITH SYNTAX PresentationAddress

EQUALITY MATCHING RULE presentationAddressMatch

SINGLE VALUE TRUE

ID id-at-presentationAddress }
PresentationAddress ::= SEQUENCE {

pSelector [0] OCTET STRING OPTIONAL,

sSelector [1] OCTET STRING OPTIONAL,

tSelector [2] OCTET STRING OPTIONAL,

nAddresses [3] SET SIZE (1..MAX) OF OCTET STRING }

ITU-T Rec. X.520 (11/2008)
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6.9.2 Supported Application Context

The Supported Application Context attribute type specifies the object identifier(s) of application context(s) that the object
(an OSl application-entity) supports.

supportedApplicationContext ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
ID id-at-supportedApplicationContext }

6.9.3 Protocol I nformation

The Protocol Information attribute type associates protocol information with each network address in the Presentation
Address attribute.

For each nAddress, the protocol component identifies the protocol or profile for the network and transport layers.

protocolinformation ATTRIBUTE ::= {

WITH SYNTAX Protocollnformation
EQUALITY MATCHING RULE protocolinformationMatch
ID id-at-protocolinformation }

Protocolinformation ::= SEQUENCE {
nAddress OCTET STRING,
profiles SET OF OBJECT IDENTIFIER }

6.10 Relational attribute types

These attripute types are concerned with information regarding the objects which are related to a particular object in
certain ways.
NOTE - The DistinguishedName syntax used in these attribute types-afows use of the primary distinguished [name or an
aternatiye distinguished name. Use of the primary distinguished namegif.it is known, ensures consistency and interworking with
pre-1997 DSAs. Specific usage may reguire that a particular alternative name be used. Context information anfl alternative
distinguished values may also be kept as part of the valueswithCehtext component of any RDN, as described in 9.3 of ITU-T
Rec. X.501 | ISO/IEC 9594-2.

6.10.1 Distinguished Name

TheDDisti nIuished Name attribute type is an attributefor specifying the name of an object.

distinguishedName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
ID id-at-distinguishedName }

6.10.2 Member
The Membgr attribute type specifies a group of names associated with the object.
An attribute value for Mémber is a distinguished name.

member AfTRIBUTE::= {
SUBTYPE OF distinguishedName
ID id-at-member }

6.10.3 Unique Member

The Unique Member attribute type specifies a group of unique names associated with an object. A unique name is a
name that is optionally disambiguated by the inclusion of its unique identifier.

An attribute value for Unique Member is a distinguished name accompanied by an optional unique identifier.

uniqgueMember ATTRIBUTE ::= {

WITH SYNTAX NameAndOptionalUID

EQUALITY MATCHING RULE uniqueMemberMatch

ID id-at-unigueMember }
NameAndOptionalUID ::= SEQUENCE {

dn DistinguishedName,

uid Uniqueldentifier OPTIONAL }

16 ITU-T Rec. X.520 (11/2008)
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6.104 Owner
The Owner attribute type specifies the name of some object which has some responsibility for the associated object.

An attribute value for Owner is a distinguished name (which could represent a group of names) and can recur.

owner ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
ID id-at-owner }

6.10.5 RoleOccupant
The Role Occupant attribute type specifies the name of an object which fulfils an organizational role.

An attribute value for Role Occupant is a distinguished name.

roleOccupant ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
ID id-at-roleOccupant }

6.10.6 SeeAlso

The See Also attribute type specifies names of other Directory objects which may be other aspects’(in some sense) of the
same real world object.

An attribute value for See Also is a distinguished name.

seeAlso ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
ID id-at-seeAlso }

6.11 Domain attribute types

6.11.1 OMD Name

The DMD Name attribute type specifies a DMD. When used’as’a component of a directory name, it identifies a DMD
which manpges the named object.

An attribute value for DMD Name is a string chosen by:the DMD.

dmdName| ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-dmdName }

6.12  Attributes applications using tag-based identification

Attribute types defined by (this’subclause provide support for applications using tag-based identificatign. A short
introductiop to applications.using tag-based identification is given in Annex G.

6.121 TagOID

The Tag QID attribute type is used for holding an object identifier. This object identifier indicates the fype of Ul
following thebject identifier in the ID tag (e.g., an RFID tag).

tagOid ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
SINGLE VALUE TRUE

ID id-at-tagOid }

6.12.2 Ull Format

The Ull Format attribute type specifies the rule for how a Ull in binary format is changed to a globally unique Ull in
URN format. An attribute of thistype may be associated with an attribute of type tagOid.

uiiFormat ATTRIBUTE ::= {
WITH SYNTAX UnboundDirectoryString
SINGLE VALUE TRUE
ID id-at-uiiFormat }

ITU-T Rec. X.520 (11/2008) 17
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Ull in URN

The Ull in URN attribute type specifies a Unique Item Identifier (Ull) encoded in a unique URN format.

uiilnUrn ATTRIBUTE ::= {

WITH SYNTAX UTF8String

SINGLE VALUE TRUE

EQUALITY MATCHING RULE caseExactMatch

ID id-at-uiilnUrn }
6.124 Content URI

The Content URL attribute type is used for holding the URL of the information content associated with the Ull in URN

format.

contentUrl ATTRIBUTE ::= {

WlT SVANT AN Linbh o indNivant oy Crrin o
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ID

6.13

Notificatiop attributes have the syntax of attributes, but are defined to carry additional information in Comn
(or Comm¢@nResultsSeq) and PartialOutcomeQualifier elements (as described in 7.4 and\20:1 of ITU-T R
ISO/IEC 9¥
known valy

6.13.1
The DA

defined as follows:

dSAProblgm ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
ID id-not-dSAPreblem }

Values defijned for dsaProblem are;

6.13.2

The Searctl: ServicesProblem notification attribute describes problems in applying search-rule policies, ang
conjunctiol

searchServeeProbtem—A

oo CeTOTy Ot iy

id-at-contentUrl }

Notification attributes

94-3). They are usually defined with matching rules so that returned valuescan be tested agd
es.

DSA Problem

Hroblem notification attribute is used in conjunction with a serviegError or a PartialOutcomeQual

a) id-pr-targetDsaUnavailable — A requesthas to be chained to another DSA during name resolu
association can be established with thisDSA.

b) id-pr-dataSourceUnavailable <A’DSA cannot complete an operation as part of the DIB is hot
¢) id-pr-administratorimposedLimit —An operation has exceeded some limit set by the administ

id-pr-permanentRestriction — An operation has caused the DSA to exceed some limit that
process to stop and arepeated operation is judged to encounter the same problem.

€) id-pr-temporaryRestriction — An operation has caused the DSA to exceed some limit that
process to stop, but the reason is judged to be atemporary problem, e.g., resources depletion.

Sear ch Service.Problem

with service-errors or PartialOutcomeQualifier. It is defined as follows:

onResults
ec. X.511 |
nst locally

ifier and is

tion, but no

available.
ator.
causes the

causes the

is used in

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectldentifierMatch
SINGLE VALUE TRUE
ID id-not-searchServiceProblem }

Values defined for searchServiceProblem are:

18

a) id-pr-unidentifiedOperation — The attempted operation does not correspond to one of those identified for

this service.

b) id-pr-unavailableOperation — The attempted operation only complies with a search-rule
available to the requestor.

that is not

c) id-pr-searchAttributeViolation — One or more attribute types required to be in the filter were not present.

d) id-pr-searchAttributeCombinationViolation — The filter of the search request did include tl
combination of attribute types.

ITU-T Rec. X.520 (11/2008)
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id-pr-searchValueNotAllowed — Attribute values were specified for attribute types where only the
attribute types can be specified in present and contextPresent filter item types.

id-pr-missingSearchAttribute — The identified attributes, which were not present in the requested search,
arerequired for the relevant search-rule.

id-pr-searchValueViolation — The identified attribute values for the identified attribute types are not
allowed when searching using the relevant search-rule.

id-pr-attributeNegationViolation — The identified attribute type is not alowed in negated form in the
search filter.

id-pr-searchValueRequired — The identified attribute type is not allowed in filter item not requiring value
matching.

id-pr-invalidSearchValue — The identified attribute values are not valid for the identified attribute types
for the relevant search-rule.

kj—Td=pr=searctrComtextviotatiom—=Thetdentifrec-contexttypesrtheattempted-searchare ot |l owed for
the attribute type.

I} id-pr-searchContextCombinationViolation — The identified combinations of context-types, yvhich were
not present in the requested search, are required for the relevant search-rule.

n) id-pr-missingSearchContext — The identified context types, which were not,present in the requested
search, are required for the attribute type.

n) id-pr-searchContextValueViolation — The identified context values for-the'identified context types are
not allowed for the attribute type.

o) id-pr-searchContexValueRequired — The identified attribute type‘is not alowed in filtef items not
requiring value matching.

p) id-pr-invalidContextSearchValue — The identified attribute values are not valid for the identified
attribute types for the relevant search-rule.

g id-pr-unsupportedMatchingRule — The identified requested matching rule is not supported.

r] id-pr-attributeMatchingViolation — The identified requested matching rule, or its particular|use, is not
allowed for the identified attributes for the relevant search-rule.

s] id-pr-unsupportedMatchingUse — The wiay~a matching rule is suggested used in a search filter is not
supported.

t} id-pr-matchingUseViolation — The\Way a matching rule is suggested used in a search fjlter is not
allowed, e.g., as specified in a search-rule.

u) id-pr-hierarchySelectForbidden — Hierarchy selection, except for self, is not alowed for the type of
request.

v) id-pr-invalidHierarchySelect — One or more invalid hierarchy selection options were specified in the
request.

W) id-pr-unavailableHierarchySelect — One or more hierarchy selections are not supporled by the
implementation:
id-pr-inyalid SearchControlOptions — One or more invalid search options were specified in the request.

y) id-prsinvalidServiceControlOptions — One or more invalid service control options were spegified in the
request.

Z) \qd-pr-searchSubsetViolation — The requested search subset is not allowed for the relevant seafch rule.

ad) id-pr-unmatchedKeyAttributes — A mapping-based matching rule was selected, but the mappable filter
items did not provide any match against the relevant mapping table.

bb) id-pr-ambiguousKeyAttributes — A mapping-based matching rule was selected, but the mappable filter
items provided multiple matches against the relevant mapping table.

cc) id-pr-unavailableRelaxationLevel — The DSA does not support arequested relaxation extension level.

dd) id-pr-emptyHierarchySelection — A hierarchy selection was specified that resulted in no entry returned
although there were one or more entries that matched the search filter.

ee) id-pr-relaxationNotSupported — Relaxation was specified in the user request, but is not supported.
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6.13.3  Servicetype

The Service-type notification attribute gives the service-type for the failing search.

serviceType ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
SINGLE VALUE TRUE

ID id-not-serviceType }

6.134 Attribute TypeList
The Attribute Type List notification attribute gives alist of attribute typesto further qualify a search service problem.

attributeTypeList ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUA| ITY MATCHING RULE r\h,inrfldnntifinrl\llatrh
ID id-not-attributeTypeList }

6.13.5 Matching RuleList

The Match|ng Rule List notification attribute gives alist of matching rulesto further qualify a search-service problem.

matchingRuleList ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
ID id-not-matchingRuleList }

6.13.6  Hilter Item

The Filter |tem notification attribute gives alist of invalid filter itemsin a search filter.

filterltem ATTRIBUTE ::= {
WITH SYNTAX Filterltem
ID id-not-filterltenm}

6.13.7  Attribute Combinations

The Attribyte Combinations notification attribute gives.a list of attribute combinations that were required to be presented
in afilter, Qut were not provided.

attributeC¢mbinations ATTRIBUTE ::= {

WITH SYNTAX AttributeCombination

ID id-not-attributeCombinations }
6.13.8 (ontext TypelList
The Context Type List notificationattribute gives alist of context typesto further qualify a search service prollem.

contextTypeList ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
ID id-not-contextTypeList }

6.13.9 (ontext List

The Context List notification attribute gives alist of contexts to further qualify a search service problem.

contextList ATTRIBUTE ::= {
WITH SYNTAX ContextAssertion
ID id-not-contextList }

A value of this attribute type represents a context type and some context values of this type not allowed in the particular
situation that resulted in this attribute being generated.

6.13.10 Context Combinations

The Context Combinations notification attribute gives a list of context combinations required to be presented in afilter,
but were not provided.

contextCombinations ATTRIBUTE ::= {
WITH SYNTAX ContextCombination
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ID id-not-contextCombinations }

6.13.11 Hierarchy Select List

The Hierarchy Select List notification attribute gives a bitstring identifying one or more hierarchy selection options as
defined by the HierarchySelections construct defined in 10.2.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

hierarchySelectList ATTRIBUTE ::= {

WITH SYNTAX HierarchySelections
SINGLE VALUE TRUE
ID id-not-hierarchySelectList }

When a bit is set in the HierarchySelection bitstring, it indicates that the corresponding hierarchy selection is invalid.
Either a forbidden or unsupported selection has been requested, or the selection has not been requested when it is
required.

6 13 12 aroh Caontral Mt ane ]l ot
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The Search Control Options List notification attribute gives a bitstring identifying one or more search control options as
defined by the SearchControlOptions ASN.1 datatypein 10.2.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

searchCorftrolOptionsList ATTRIBUTE ::= {

WITH SYNTAX SearchControlOptions
SINGLE VALUE TRUE
ID id-not-searchControlOptionsList }

When a bit is set in the SearchControlOptions, it indicates that the correspondingisearch control option [selection is
invalid. Eifher a forbidden or unsupported option has been requested, or the option has not been requested when it is
required.

6.13.13 Yervice Control OptionsList

The Servicg Control Options List notification attribute gives a bitstrirg identifying one or more service contrd options as
defined by the ServiceControlOptions ASN.1 datatype defined in 7.5 of ITU-T Rec. X.511 | ISO/IEC 9594-38.

serviceCotrolOptionsList ATTRIBUTE ::= {

WITH SYNTAX ServiceCentrolOptions
SINGLE VALUE TRUE
ID id-not-serviceControlOptionsList }

When a bi{ is set in the ServiceControlOptions,™it indicates that the corresponding service control option [selection is
invalid. Eifher a forbidden or unsupported optien has been requested, or the option has not been requested when it is
required.

6.13.14 Multiple Matching Localities

The Multigle Matching Localities-notification attribute specifies in each value a set of attribute assertions that if applied
against thelgazetteer will give.aunique match.

multipleMatchingLocalities "ATTRIBUTE ::= {

WITH SYNTAX MultipleMatchingLocalities

ID id-not-multipleMatchingLocalities }
MultipleMgtchinglocalities ::= SEQUENCE ({

matthihgRuleUsed MATCHING-RULE.&id OPTIONAL,

attriputerist SEQUENCE OF AttributevalueAsserton f

The matchingRuleUsed element is optionally present, and can be used to indicate the mapping-based matching rule that
was used.

No matching rule is defined for this attribute; multiple identical or nearly identical values are tolerated.
6.13.15 Proposed Relaxation

The Proposed Relaxation notification attribute gives sequence-of MRMapping elements that can be supplied as part of
the RelaxationPolicy supplied in the relaxation component of a subsequent search regquest.

proposedRelaxation ATTRIBUTE ::= {
WITH SYNTAX MRMappings
ID id-not-proposedRelaxation }

MRMappings ::= SEQUENCE OF MRMapping
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The sequence-of MRMapping has no significance.

6.13.16 Applied Relaxation

The Applied Relaxation notification attribute is used to list the attributes of the filter which have been subject to
relaxation or tightening, other than those made by the basic element of arelaxation policy.

appliedRelaxation ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
ID id-not-appliedRelaxation }
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SECTION 3-MATCHING RULES

7 String preparation
The following six-step process shall be applied to each presented and attribute value in preparation for string
evaluation.

1) Transcode;

2) Map;

3) Normalize;

4)  Prohibit;

5) Check bidi; and

match rule

G —msgnificant Character Remova
Failurein dny step shall cause the assertion to be UNDEFINED.

Comparisoh values created during the string preparation process are ephemeral, and shall not affect.the attijibute value

stored in the Directory.

7.1 Transcode

Each non-Unicode string value is transcoded to Unicode.

TeletexString values are transcoded to Unicode as described in Annex B.
PrintableS}ring value are transcoded directly to Unicode.

Universaldtring, UTF8String, and BMPString values need not be transcoded as they are Unicode-based str
case of BMPString, restricted to a subset of Unicode).

If the implémentation is unable or unwilling to perform the transcoding as described above, or the transcodirn
step fails apd the assertion is evaluated to UNDEFINED.

The transcaded string is the output string.

7.2

SOFT HYRPHEN (U+00AD) and MONGOLIAN TODO SOFT HYPHEN (U+1806) code points are mapped
COMBINING GRAPHEME JOINER (U#034F) and VARIATION SELECTORSs (U+180B-180D,FF00-R
points are g so mapped to nothing. ThelOBJECT REPLACEMENT CHARACTER (U+FFFC) is mapped to n

CHARACTER TABULATION (U+0009), LINE FEED (LF) (U+000A), LINE TABULATION (U+000
FEED (FF) (U+000C), CARRIAGE RETURN (CR) (U+000D), and NEXT LINE (NEL) (U+0085) are
SPACE (U}-0020).

All other control code peints (e.g., Cc) or code points with a control function (e.g., Cf) are mapped to nothing

ZERO WIDTH SPACE (U+200B) is mapped to nothing. All other code points with Separator (space, line, or|
property (6g, Zs;Zl, or Zp) are mapped to SPACE (U+0020).

ngs (in the

g fails, this

to nothing.
FEOF) code
bthing.

B), FORM
mapped to

paragraph)

For case ighore/numeric, and stored prefix string matching rules, characters are case-folded per B.2 of RFC 3

154,

7.3 Normalize

The input string is normalized to Unicode Form KC (compatibility composed) as described in Unicode Standard

Annex #15.

74 Prohibit

All Unassigned, Private Use, and non-character code points are prohibited. Surrogate codes (U+D800-DFFFF) are

prohibited.

The REPLACEMENT CHARACTER (U+FFFD) code is prohibited. The first code point of a string is probibited from
being a combining character. Empty strings are prohibited. The step fails and the assertion is evaluated to UNDEFINED

if the input string contains any prohibited code point. The output string is the input string.

ITU-T Rec. X.520 (11/2008)
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75 Check bidi

There are no bidirectional restrictions. The output string is the input string.

7.6 Insignificant Character Removal

In this step, characters insignificant to the matching rule are to be removed. The characters to be removed differ from
matching rule to matching rule. Clause 6.6.1 appliesto case ignore and exact string matching.

7.6.1 Insignificant Space Removal

For the purposes of this clause, a space is defined to be the SPACE (U+0020) code point followed by no combining
marks.

NOTE — The previous steps ensure that the string cannot contain any code points in the separator class, other than SPACE
(U+0020).

The follow|ng spaces are regarded as not significant and shall be removed:
— leading spaces (i.e., those preceding the first character that is not a space);
- trailing spaces (i.e., those following the last character that is not a space);

- multiple consecutive spaces (these are taken as equivalent to a single space character). (A string consisting
entirely of spaces is equivalent to a string containing exactly one space.) For{example, remov@l of spaces
from the Form KC string: "'<SPA CE><SPA CE>foo<SPA CE><SPA CE>barsSPA CE><SPAQE>" would
result in the output string: "foo<SPACE>bar", and the Form KC string: *<SPACE><SPACE>KSPACE>"
would result in the output string: "<SPACE>".

7.6.2 NumericString I nsignificant Character Removal

For the pufposes of this clause, a space is defined to be the SPACE (U+0020) code point followed by no|combining
marks. All [spaces are regarded as not significant and are to be removed./For example, removal of spaces fron the Form
KC string:| " <SPA CE><SPA CE>123<SPA CE><SPA CE>456<SPACE><SPACE>" would result in the output string:
"123456", and the Form K C string: "<SPACE><SPACE><SPACE>" would result in an empty output string.

8 Definition of matching rules
NOTE - For definitions of objectldentifierMatch and distinguishedNameMatch, see ITU-T Rec. X.501 | ISO/IEC 9994-2.

8.1 String matching rules

In the matghing rules specified in 8.1.1.through 8.1.9, all presented and stored string values are to be prepared for
matching ab described in clause 7. String preparation produces strings suitable for character-by-character matghing.

811 (ase Exact Match and.Case |gnore Match

The Case| Exact Match (ule” compares for equality a presented string with an attribute valup of type
UnboundefiDirectoryStrifig - or DirectoryString or one of the data types appearing in the choice type
UnboundefiDirectory8tring or (equivalently) DirectoryString, e.g., UTF8String without regard to insignificant spaces
(see 7.6).

caseExactMatch /MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString

ID To=mr-caseExactviatctTF

The Case Ignore Match rule compares for equality a presented string with an attribute value of type
UnboundedDirectoryString or one of the data types appearing in the choice type DirectoryString, €.g., UTF8String,
without regard to the case (upper or lower) of the strings (e.g., "Dundee" and "DUNDEE" match) and insignificant
spaces (see 7.6). Theruleisidentical to the caseExactMatch rule except upper-case characters are folded to lower case
during string preparation as discussed in 7.2. After taking white space into account, caseless matching shall be performed
by performing case folding as described in The Unicode Standard and applying Normalization Form D or Form KC as
described in Unicode Technical Report 15, depending on the character repertoire commonly examined and performance
requirements.

caselgnoreMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString
ID id-mr-caselgnoreMatch }
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Both rules return TRUE if the prepared strings are the same length and corresponding characters in the prepared strings
areidentical.

8.1.2 Case Exact Ordering Match and Case Ignore Ordering Match

The Case Exact Ordering Match rule compares the collation order of a presented string with an attribute value of type
UnboundedDirectoryString or one of the data types appearing in the choice type DirectoryString, e.g., UTF8String
without regard to insignificant spaces (see 7.6).

caseExactOrderingMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-caseExactOrderingMatch }

The Case Ignore Ordering Match rule compares the collation order of a presented string with an attribute value of type
UnboundedDirectoryString or one of the data types appearing in the choice type UnboundedDirectoryString, €.g.,
UTF8String, without regard to the case (upper or lower) of the strings and insignificant spaces (see 7.6). The rule is
identical tg the caseExactOrderingMatch rule except upper-case characters are folded to lower case-diring string
preparatior] as discussed in 7.2.

caselgnorg¢OrderingMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-caselgnoreOrderingMatch }

Both rules|return TRUE if the attribute value is "less' or appears earlier than the presented value, when thq strings are
compared using the Unicode code point collation order.
NOTE —{Collation order provides language and culture-specific information about how\the' characters of a given |anguage are

sorted. A Directory system can support several configurable collation orders. Implemefitation of this capability is outs{de the scope
of this Djirectory Specification.

8.1.3 (ase Exact Substrings Match and Case Ignore Substrings M atch

The Case Exact Substrings Match rule determines whether a presentédyvalue is a substring of an attribute value of type
DirectoryString or one of the data types appearing in the choice\type UnboundedDirectoryString, e.g., YTF8String
without redard to insignificant spaces (see 7.6).

caseExactBubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion -- only the PrintableString choice
ID id-mr-caseExactSubstringsMateh'}

The Case Ignore Substrings Match rule determines'\whether a presented value is a substring of an attribute v@lue of type
UnboundefiDirectoryString or one of the data-types appearing in the choice type UnboundedDirectory$tring, e.g.,
UTF8String, without regard to the case (upper or lower) of the strings and insignificant spaces (see 7.6). [The rule is
identical tq the caseExactSubstringsMatch rule except upper-case characters are folded to lower case diiring string
preparatior] as discussed in 7.2.

caselgnorgSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion

ID id-mrscaselgnoreSubstringsMatch }
SubstringAssertion ::="SEQUENCE OF CHOICE ({
initipl [0] UnboundedDirectoryString,
any [1] UnboundedDirectoryString,
fina] [2] UnboundedDirectoryString,
congrol Attribute{{SupportedAttributes}} } -- Used to specify interpretation

- of the following items at most
- one initial and one final
- component

Both rules return TRUE if there is a partitioning of the attribute value (into portions) such that:

— the specified substrings (initial, any, final) match different portions of the value in the order of the strings
sequence;

— initial, if present, matches the first portion of the value;
— final, if present, matches the last portion of the value;
— any, if present, matches some arbitrary portion of the value;

— control is not used for the caselgnoreSubstringsMatch, telephoneNumberSubstringsMatch, or any
other form of substring match for which only initial, any, or fina elements are used in the matching
algorithm; if a control element is encountered, it is ignored. The control element is only used for
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matching rules that explicitly specify its use in the matching agorithm. Such a matching rule may aso
redefine the semantics of theinitial, any and final substrings.

NOTE — The generalWordMatch matching rule is an example of such amatching rule.

There shall be at most one initial, and at most one final in the SubstringAssertion. If initial is present, it shall be the
first element. If final is present, it shall be the last element. There shall be zero or more any.

For a component of substrings to match a portion of the attribute value, corresponding characters must be identical
(including all combining charactersin the combining character sequences).

8.14 Numeric String Match

The Numeric String Match rule compares for equality a presented numeric string with an attribute value of type
NumericString.

numericStringMatch MATCHING-RULE ::= {
SYNTAX NumericSiring
ID id-mr-numericStringMatch }

The rule ig identical to the caselgnoreMatch rule (case is irrelevant as characters are numeric) except that all space
characters are removed during preparation as detailed in 7.6.2.

8.1.5 Numeric String Ordering Match

The Numellic String Ordering Match rule compares the collation order of a presented-string with an attribute value of
type NumeficString.

numericStfingOrderingMatch MATCHING-RULE ::= {
SYNTAX NumericString
ID id-mr-numericStringOrderingMatch }

The rule iglidentical to the caselgnoreOrderingMatch rule (case is irrelevant as characters are numeric) exg¢ept that all
space characters are removed during string preparation as detailed ini7:6.2.

8.1.6 Numeric String Substrings Match

The Numetlic String Substrings Match rule determines whethér a presented value is a substring of an attribute value of
type NumeficString.

numericStfingSubstringsMatch MATCHING-RULE"::= {
SYNTAX SubstringAssertion
ID id-mr-numericStringSubstfingsMatch }

Theruleisjidentical to the caselgnoreSubstringsMatch rule (case isirrelevant as characters are numeric) exgept that all
space characters are removed during string preparation as detailed in 7.6.2.

8.1.7 (aselgnorelList Match

The Case Ignore List Match ‘rule compares for equality a presented sequence of strings with an attribute valug¢ which isa
sequence df UnboundedDiréctoryString, without regard to the case (upper or lower) of the strings and| significant
spaces (seg7.6).

caselgnorg¢ListMatch MATCHING-RULE ::= {
SYNTAX CaselgnorelList
ID id-mr-caselgnoreListMatch }

CaselgnorelList ::= SEQUENCE OF UnboundedDirectoryString

The rule returns TRUE if and only if the number of strings in each is the same, and the corresponding strings match. The
latter matching is as for the caselgnoreMatch matching rule.

8.1.8 CaselgnorelList Substrings Match

The Case Ignore List Substring Match rule compares a presented substring with an attribute value which is a sequence of
UnboundedDirectoryString, but without regard for the case (upper or lower) of the strings and insignificant spaces
(see 7.6).

caselgnoreListSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion
ID id-mr-caselgnoreListSubstringsMatch }
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A presented value matches a stored value if and only if the presented value matches the string formed by concatenating
the strings of the stored value. This matching is done according to the caselgnoreSubstringsMatch rule; however, none
of the initial, any, or final values of the presented value are considered to match a substring of the concatenated string
which spans more than one of the strings of the stored value.

8.1.9 Stored Prefix Match

The Sored Prefix Match rule determines whether an attribute value, whose syntax is UnboundedDirectoryString, is a
prefix (i.e., initial substring) of the presented value, without regard to the case (upper or lower) of the strings and
insignificant spaces (see 7.6).
NOTE — It can be used, for example, to compare values in the Directory which are telephone area codes with a value which is a
purported telephone number.

storedPrefixMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString

ID d-mr-storedPrefixMatch 1
J

The rule returns TRUE if the attribute value is an initial substring of the presented value with corresponding characters
identical eq{cept with regard to case.

8.2 Jyntax-based matching rules
8.2.1 Boolean Match

The Boolegn Match rule compares for equality a presented Boolean value with an attribute value of type BOOLEAN.
booleanMatch MATCHING-RULE ::= {

SYNTAX BOOLEAN
ID id-mr-booleanMatch }

Therulerejurns TRUE if the values are the same, i.e., both are TRUE or.both are FALSE.

8.2.2

nteger Match

The Integef Match rule compares for equality a presented integer value or enumerated value with an attribyte value of
type INTEGER or ENUMERATED, respectively.

integerMatich MATCHING-RULE ::= {
SYNTAX INTEGER
ID id-mr-integerMatch }

Therulerejurns TRUE if the presented integer-value or the presented enumerated value is equal to the attribute value.
8.2.3 I nteger Ordering Match

The Integef Ordering Match rulessampares a presented integer value with an attribute value of type INTEGER!

integerOrderingMatch MATCHING-RULE ::= {
SYNTAX INTEGER
ID id-mr-integerOrderingMatch }

Therulereiurns TRUE if the attribute value is less than the presented value.

8.24 BitString Match

The Bit String Match rule compares a presented bit string with an attribute value of type BIT STRING.

bitStringMatch MATCHING-RULE ::= {
SYNTAX BIT STRING
ID id-mr-bitStringMatch }

The rule returns TRUE if the attribute value has the same number of bits as the presented value and the bits match on a
bitwise basis. If the attribute syntax is defined with a "NamedBitList", trailing zero bits in the attribute value and
presented value are ignored.

8.25 Octet String Match

The Octet Sring Match rule compares for equality a presented octet string with an attribute value of type OCTET
STRING.

ITU-T Rec. X.520 (11/2008) 27


https://iecnorm.com/api/?name=41e2ac0ffca26d6642767ecbdd2af9fa

| SO/I EC 9594-6:2008 (E)

octetStringMatch MATCHING-RULE ::= {
SYNTAX OCTET STRING
ID id-mr-octetStringMatch }

Therulereturns TRUE if and only if the strings are the same length and corresponding octets are identical.

8.2.6 Octet String Ordering Match

The Octet Sring Ordering Match rule compares the collation order of a presented octet string with an attribute value of
type OCTET STRING.

octetStringOrderingMatch MATCHING-RULE ::= {
SYNTAX OCTET STRING
ID id-mr-octetStringOrderingMatch }

The rule compares octet strings from first octet to Iast octet and from the most sgnlflcant bit to the Ieast sugnlflcant bit
within the pcte
bit. If the Sfri

8.2.7 Qctet String Substrings M atch

The Octet $ring Substrings Match rule determines whether a presented octet string is a substring of-an attribyite value of
type OCTE[T STRING.

octetStringSubstringsMatch MATCHING-RULE ::= {
SYNTAX OctetSubstringAssertion

ID id-mr-octetStringSubstringsMatch }
OctetSubsfringAssertion ::= SEQUENCE OF CHOICE ({

initipl [0] OCTET STRING,

any [1] OCTET STRING,

final [2] OCTET STRING }

-- atimost one initial and one final component

The rule rgturns TRUE if the attribute value contains the sequence of octets in the presented string, as described for
caselgnorgSubstringsMatch.

8.2.8 T|lelephone Number Match

The Telephone Number Match rule compares -for) equality a presented value with an attribute vallle of type
TelephoneNumber (see 6.7.1).

telephonelNumberMatch MATCHING-RULE-::= {
SYNTAX TelephoneNumber
ID id-mr-telephoneNumberMatch }

The rules fpr matching are identical\to those for caselgnoreMatch, except that all hyphens and spaces are insignificant
and removéd during the insignificant character removal step.

8.29 elephone Number Substrings Match

The Telephone Number“Substrings Match rule determines if a presented substring is a substring of an attribiite value of
type PrintapleString.which is a tel ephone number.

telephonelfNuniberSubstringsMatch MATCHING-RULE ::= {

SYI\TI\V Subctrinalccartion
B vay TOTt

>H-SHH g7 oStrT

ID id-mr-telephoneNumberSubstringsMatch }

The rules for matching are identical to those for caseExactSubstringsMatch, except that all hyphens and spaces are
insignificant and removed during the insignificant character removal step.

8.2.10 Presentation Address Match

The Presentation Address Match rule compares for equality a presented Presentation Address with an attribute value of
type PresentationAddress.

presentationAddressMatch MATCHING-RULE ::= {
SYNTAX PresentationAddress
ID id-mr-presentationAddressMatch }

The rule returns TRUE if and only if the selectors of the presented and stored presentation address are equal and the
presented nAddresses are a subset of the stored ones.

28 ITU-T Rec. X.520 (11/2008)


https://iecnorm.com/api/?name=41e2ac0ffca26d6642767ecbdd2af9fa

| SO/l EC 9594-6:2008 (E)

8.211 Unique Member Match

The Unique Member Match rule compares for equality a presented Unique Member value with an attribute value of type
NameAndOptionalUID.

uniqueMemberMatch MATCHING-RULE ::= {
SYNTAX NameAndOptionalUID
ID id-mr-unigueMemberMatch }

The rule returns TRUE if and only if the dn components of the attribute value and the presented value match according
to the distinguishedNameMatch rule, and the uid component is absent from the attribute value or matches the
corresponding component from the presented value according to the bitStringMatch rule.

8.2.12 Protocol |nformation Match

The Protocol Information Match rule compares for equality presented values of Protocolinformation with values of the
same type.

protocolinformationMatch MATCHING-RULE ::= {
SYNTAX OCTET STRING
ID id-mr-protocolinformationMatch }

A value of the assertion syntax is derived from a value of the attribute syntax by using the nAddréss compongnt.

The value feturns TRUE if the presented value and the nAddress component of the stored-value match accofding to the
octetStringMatch rule.

8.2.13 Hacsimile Number Match

The Facsimile Number Match rule compares for equality a presented value with the first element of the attiibute value
sequence. That element, telephoneNumber, is of type TelephoneNumbef (see 6.7.1). The parameters elefnent of the
facsimile nbmber sequence is not evaluated.

facsimileNumberMatch MATCHING-RULE ::= {
SYNTAX TelephoneNumber
ID id-mr-facsimileNumberMatch }

Therules for matching are identical to those for telephoneNumberMatch.

8.214 Hacsimile Number Substrings Match

The Facsimile Number Substrings Match rule détermines if a presented substring is a substring of the first elgment of the
attribute vglue sequence. That element, telephoneNumber, is of type TelephoneNumber and is a telephope number.
The paramgters element of the facsimile number sequence is not evaluated.

facsimileNumberSubstringsMatch ‘MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-facsimileNumberSubstringsMatch }

The rules for matching are'identical to those for telephoneNumberMatch.

8.215 YUID PairMatch
The UUID [PairMatch rule compares presented values of UUIDPair for equality, and is defined as follows:

uUIDPairMatel MATCHING-RULF == {
SYNTAX UUIDPair
ID id-mr-uuidpairmatch }

A presented value of the type UUIDPair matches a target value of the type UUIDPair if and only if each component of the
first is equal to the corresponding component of the second, the corresponding components are of the same length, and
the corresponding octets are equal.

8.216 Component Match

The syntaxes of attributes in a Directory system range from simple data types, such as text string, integer, or Boolean, to
complex structured data types, such as the syntaxes of the directory schema operational attributes. Matching rules
defined for the complex syntaxes usually only provide the most immediately useful matching capability. RFC 3687
specifies generic matching rules that can match any user-selected component parts in an attribute value of any arbitrarily
complex attribute syntax. RFC 3727 specifies an ASN.1 module useful for reference by other specifications. This
matching rule specification is imported into SelectedAttributeTypes within this Directory Specification, and may be
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selected for use by means of the extensibleMatch component of Filterltem, as specified in ITU-T Rec. X.511 |
| SO/IEC 9594-3.

8.3 Time matching rules

8.3.1 UTC TimeMatch
The UTC Time Match rule compares for equality a presented value with an attribute value of type UTCTime.

uTCTimeMatch MATCHING-RULE ::= {
SYNTAX UTCTime
ID id-mr-uTCTimeMatch }

The rule returns TRUE if the attribute value represents the same time as the presented value. If aUTC time is specified
with the seconds absent, the number of seconds is assumed to be zero.

8.3.2 UTC Time Ordering Match

The UTC Time Ordering Match rule compares the time ordering of a presented value with an attribute vgue of type
UTCTime.

uTCTimeQrderingMatch MATCHING-RULE ::= {
SYNTAX UTCTime
ID id-mr-uTCTimeOrderingMatch }

The rule regurns TRUE if the attribute value represents a time which is earlier than.the-presented time. UT( times with
year valueg 50 to 99 shall be taken to represent times that are earlier than UTC times with year values 00 to 4p. If aUTC
time is spegified with the seconds absent, the number of seconds is assumed to be)zéero.

The value ¢f the two-digit year field shall be rationalized into afour-digit year value as follows:
if the 2-digit value is 00 through 49 inclusive, the value-stial have 2000 added to it; and
if the 2-digit value is 50 through 99 inclusive, the valye shall have 1900 added to it.

8.3.3 Generalized TimeMatch

The Genefalized Time Match rule compares for eguality a presented value with an attribute valle of type
GeneralizedTime (as per 46.3 b) or ¢) of ITU-T Rec. X.680 | ISO/IEC 8824-1).

generalizefiTimeMatch MATCHING-RULE ::= {

SYNTAX GeneralizedTime
-- as per 46.3 b) or c) of ITU-T Rec. X.680 | ISO/IEC 8824-1
ID id-mr-generalized TimeMatch }

The rule returns TRUE if the attribute value represents the same time as the presented value. If atime is specified with
the minutes or seconds absent, the.number of minutes or seconds is assumed to be zero.

8.34 Generalized Time Ordering Match

The Generglized Time ©rdering Match rule compares the time ordering of a presented value with an attribyte value of
type Generfalized Time\(as per 46.3 b) and ¢) of ITU-T Rec. X.680 | ISO/IEC 8824-1).

generalizefiTimeQrderingMatch MATCHING-RULE ::= {
SYNTAX GeneralizedTime

c.8824.1

ID id-mr-generalizedTimeOrderingMatch }

The rule returns TRUE if the attribute value represents a time which is earlier than the presented time. If a time is
specified with the minutes or seconds absent, the number of minutes or seconds is assumed to be zero.

8.35 System Proposed Match
The System Proposed Match rule is adummy matching rule, defined as follows:

systemProposedMatch MATCHING-RULE ::= {
ID id-mr-systemProposedMatch }

This matching rule can by arequestor to be included in the RelaxationPolicy within asearch request to indicate that the
Directory should determine what matching rule should be used in a matching rule substitution.
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8.4 First component matching rules

84.1 Integer First Component Match

The Integer First Component Match rule compares for equality a presented integer value with an attribute value of type
SEQUENCE whose first component is mandatory and of type INTEGER.

integerFirstComponentMatch MATCHING-RULE ::= {
SYNTAX INTEGER
ID id-mr-integerFirstComponentMatch }

Therulereturns TRUE if the attribute value has a first component whose value equal s the presented integer.

A value of the assertion syntax is derived from a value of the attribute syntax by using the value of the first component of
the SEQUENCE.

8.4.2

The Object| Identifier First Component Match rule compares for equality a presented object identifier valUgw|th attribute
values of type SEQUENCE whose first component is mandatory and of type OBJECT IDENTIFIER.

objectldentifierFirstComponentMatch MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
ID id-mr-objectldentifierFirstComponentMatch }

The rule rgturns TRUE if the attribute value has a first component whose value matches the presented objeft identifier
using the rdles of objectldentifierMatch.

A value of the assertion syntax is derived from a value of the attribute syntax by using the value of the first camponent of
the SEQUENCE.

8.4.3 Directory String First Component Match

The Directory String First Component Match rule compares for<equality a presented DirectoryString value with an
attribute vd ue of type SEQUENCE whose first component is mandetory and of type DirectoryString.

directoryStringFirstComponentMatch MATCHING-RULE 1= {
SYNTAX UnboundedDirectoryString
ID id-mr-directoryStringFirstCompahentMatch }

The rule Jreturns TRUE if the attribute vaue* has a firss component whose value matches thg presented
UnboundefiDirectoryString using the rules of.éaselgnoreMatch.

A value of the assertion syntax is derived from a value of the attribute syntax by using the value of the first camponent of
the SEQUENCE.

8.5 Word matching rutes
85.1 Word Match

The Word IMatch rule. cempares a presented string with words in an attribute value of type DirectoryString.

wordMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-wordMatch }

The rule returns TRUE if a presented word matches any word in the attribute value. Individual word matching is as for
the caselgnoreMatch matching rule. The precise definition of a"word" isaloca matter.

85.2 Keyword Match
The Keyword Match rule compares a presented string with keywords in an attribute value of type DirectoryString.

keywordMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-keywordMatch }

Therulereturns TRUE if a presented value matches any keyword in the attribute value. The identification of keywordsin
an attribute value and of the exactness of match are both local matters.
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8.5.3 General Word Match

The General Word Match rule compares words in a presented string with words in an attribute value of type
UnboundedDirectoryString. The matching rule can also be used for attribute values of a type that explicitly specifies
one of the UnboundedDirectoryString choices as its syntax.

generalWordMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-generalWordMatch }

This matching rule is differentiated from a norma substring matching rule by the interposition of control attributes
before or between theinitial, any, or final elements. If there are no control attributes in the filter item, the matching shall
be performed as for the caseExactSubstringsMatch matching rule with the semantics of initial, any and final elements
as defined by that matching rule. However, if the equality matching rule (if any) for the attribute type subject to the
matching is caselgnoreMatch, then the caselgnoreSubstringsMatch shall be used instead.

Four types[of—contr fefiT
any other cpntrol attributes shall be ignored:

sequencellatchType ATTRIBUTE ::= {

WITH SYNTAX SequenceMatchType
SINGLE VALUE TRUE
ID id-cat-sequenceMatchType } -- defaulting to sequéneceExact

SequencelflatchType ::= ENUMERATED {

seqgbenceExact 0),
seqpenceDeletion 2),
seqpienceRestrictedDeletion 2),
segpencePermutation 3),
sequencePermutationAndDeletion (4),
seqpenceProviderDefined 5)}

wordMatchTypes ATTRIBUTE ::= {

WITH SYNTAX WordMatchTypes

SINGLE VALUE TRUE

ID id-cat-wordMatchType.} -- defaulting to wordExact
WordMatchTypes ::= ENUMERATED {

worfExact ),

worfTruncated (D),

worpPhonetic (2),

worpProviderDefined 33
characterMlatchTypes ATTRIBUTE :&=){

WITH SYNTAX CharacterMatchTypes

SINGLE VALUE TRUE

ID id-cat-characterMatchTypes }
CharacterMatchTypes &=“ENUMERATED ({

chafacterExact (0),

chafacterCaselgnore (1),

chafacterMapped 2)}
selectedConiexts ATTRIBUTE ::= {

WITHSYNTAX COMEXtASSETtoNn

ID id-cat-selectedContexts }

Each attribute affects al following initial, any, or final elements, and the values that it provides supersede those that
were previously applicable.

Prior to the first sequenceMatchType attribute, if any, the value that is to be taken as applicable for the
sequenceMatchType attribute shall be taken as sequenceExact. The attribute does not affect the evaluation of the
initial and final elements, which shall aways be taken as matching the initial and final words; it only affects the
remaining unmatched words. The initial word, if present, shall match the first word of the stored text; if both are noise
words, the two words shall be taken as matching. The positioning of sequenceMatchType attributes defines the words
to which the form of match applies.

NOTE 1—For many practical purposes it will suffice to place the sequenceMatchType before the first initial element;
particular implementations may not support the full generality of the definition.
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Prior to the first wordMatchType attribute, if any, the value that is to be taken as applicable for the wordMatchType
attribute shall be taken as wordExact. Prior to the first characterMatchType attribute, if any, the value that is to be
taken as applicable for the characterMatchType attribute shall be taken as characterExact. However, if the equality
matching rule (if any) for the attribute type subject to the matching is caselgnoreMatch, then it shall instead be taken as
characterCaselgnore.

If selectedContexts control attribute is present, it shall be the first element; there shall only be one such control
attribute; it shall be taken as arestriction on the stored value (see below).

The rule returns TRUE if the presented value contains a non-empty sequence of words which matches the specified
initial and final words, and in addition the sequence of remaining unmatched words in the attribute value according to the
specified sequenceMatchType, where corresponding words are matched according to the specified wordMatchTypes
and corresponding characters within words are matched according to the specified characterMatchTypes, except that if
the selectedContexts component is present in the presented value, all ContextAssertion elements are also required to
evauate to TRUE (as speC|f|ed in ITU T Rec X 501 | ISO/IEC 9594 2) The rule returns FALSE for a given stored

A word is|a non-empty sequence of non-space characters bounded by the start or end of the string\or ity space or
punctuation characters. Punctuation characters are defined as those that do not affect the semantics of) word fokens, and
normally irjclude commas, quotes, full-stops at ends of sentences, parentheses, etc. The determination of wha characters
are punctugtion characters shall be alocal matter.

NOTE 2- For example, the character !" is sometimes used in text to denote a clicking sound, as used,in certain Africgn languages,
and is thus sometimes part of aword rather than an exclamation-mark (which would be a punctuation character).

Similarly, the final word, if present, shall match the last word of the stored text; if both-are noise words, thg two words
shall be talgen as matching.

Noise wordls, which are words which match one of the words on an implementation-defined list of semant|cally weak
words (e.g/, articles and prepositions) according to the specified characterMatchTypes are discarded from the sequence
of words pfior to matching, except to match initial and final words, and.the corresponding rule in wordMatghTypes is
discarded from the sequence of rules provided it is not the last such rule)

The sequerjce of words in the presented value matches the sequénce of words in the attribute value if the lgtter can be
transformefl according to the specified sequenceMatchType‘into a sequence containing the same number ¢f words as
the first sgguence and whose corresponding words match.df sequenceMatchType is sequenceExact, the transform
leaves the jsequence unchanged. If it is sequenceDeletiaon, it deletes zero or more words from the sequence. If it is
sequenceRestrictedDeletion, it deletes zero or maore words but not the first word from the sequenge. If it is
sequenceRermutation, it permutes zero or more Words in the sequence. If it is sequencePermutationAndpPeletion, it
deletes zefo or more words in the sequenee and permutes zero or more of the remaining words. If it is
sequenceRroviderDefined, it deletes, permutes; or inserts words in accordance with an implementation-defirjed rule.

A word in fhe presented value matchesaword in the attribute value if the latter word can be transformed accoyding to the
correspond|ng rule from the specified werdMatchTypes into a sequence of characters which match in turn the characters
of the wordl in the presented valuei\Each word is matched using the corresponding rule in wordMatchTypeg where the
correspondence is determined prior to applying any deletions or permutations from sequence matching; arly words in
excess of the number of rulesinwordMatchTypes is matched using the last rule. If therule is exact, the transform leaves
the word upchanged. If it iswordTruncated, then zero or more characters are removed from the end of the word, up to
an implemgntation-defined minimum word length. If it iswordPhonetic, the word is replaced with aword tiat matches
it according to an.implementation-defined phonetic matching algorithm. If it is wordProviderDefined, the word is
matched infaccordance with an implementation-defined rule.

The charagters |n each word are compared using the corr&epondmg rule in characterMatchTypes where the
corresponde haracters of
any words in excess of the number of rules in characterMatchTypes are matched using the last rule. If
characterMatchTypes is characterExact, then the corresponding characters within the words match if they are the
same. If it ischaracterCaselgnore, then the corresponding characters within the words match if they are the same when
differences in case are ignored. If it is characterMapped, the characters match if they map to the same character
according to an implementation-defined mapping table. This table shall be such as to allow national characters listed in
Figure A.2/T.51 to be matched using only the characters A-Z and 0-9 in presented values, and may map short sequences
of characters onto a single character, e.g., ae to a-e-diphthong or ue to u-umlaut.
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8.6 Approximate Matching Rules
8.6.1 Approximate String Match

The Approximate Sring Match rule compares a presented value with an attribute value according to a locally-defined
approximate matching algorithm (e.g., spelling variations, phonetic match, etc.). The algorithm shall be the same as that
invoked in response to processing afilter item of type approximateMatch (see ITU-T Rec. X.511 | ISO/IEC 9594-3).

approximateStringMatch MATCHING-RULE ::= {
ID id-mr-approximateStringMatch }

The assertion syntax for this matching rule is the same as the assertion syntax of the equality matching rule for the
attribute to which it is applied. If no equality matching rule is defined for the attribute, any assertion syntax is permitted
but the rule always evaluates to undefined.

8.7 Special Matching Rules

8.7.1

pnore if Absent Match

The Ignorgif Absent Match rule compares a value for any purpose and for any attribute.

ignorelfAbgentMatch MATCHING-RULE ::= {
ID id-mr-ignorelfAbsentMatch }

The rule rejurns as follows:
a) If the attribute is absent, the rule returns the value TRUE;
b) If theattributeis present, the rule returns the value undefined.

This match|can only be used as a parent matching-rule. It is then used in conjunction with a matching rule which matches
values when the attribute is present. See also 13.5.2 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

NOTE {Within a service-specific administrative area, the same effect €an“be achieved by specifying an empty defaultvalues
subcomponent of the appropriate request-attribute-profile.

8.7.2 Null Match

The Null Match rule compares avalue for any purpose andfor any attribute, with the special rule:

nullMatch IMATCHING-RULE ::= {
ID id-mr-nullMatch }

Therulerejurns as follows:
a) if thefilter-item is non-negated, the rule returns the value TRUE; and
b) if thefilter-itemis negated, the rule returns the value FAL SE.

This match can be used formallysto cause a filter-item to be ignored. A filter item using null match shall bejconsidered
absent wheh evaluating compatibility with search-rules.

8.8 Zonal Match

A Zonal Match is pfimarily applicable to search requests that make use of geographical related mappable filter items.
Such filter |tems-could be assertions for localityName, stateOrProvinceName, postalCode, €tc.

Zonal matdhinguses combinable filter items for the matching against the mapping table.

The zonal matching can take into account that users perception of localities may be different from the locality model
used within a DMD. The mapping between the users perception and the model used within a DMD should take into
account that a user may use localities that are not directly reflected in Directory entries or their names. Such localities
may be fuzzy in the sense that they do not relate exactly to localities that are more official. Also, a user may guess
slightly wrong on locality names when making a search if the object being looked for lives close to the border of a
neighbouring locality. For this purpose, a region, e.g., a country, is divided up into zones. Zones are areas that are
completely contained within any locality referenced in asearch request. The result of a mapping of the mappable filter
itemsisalist of zones. For further explanation of zonal matching, see Annex E.

When using zonal match, the mapping table is called a gazetteer (i.e., a geographical dictionary). Within the filter, a set
of combinable locdlity filter items may be able together to define a single named place (that is, a unique, usualy
contiguous local area), or, when this is permitted, a small number of named places that match the filter items. A named
place is adistinct named real-world place, such as atown, village, county, etc.
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A gazetteer will in general cover (i.e., provide a geographical database relating to) a domain comprising a single country
or region. A geographical search inquiry shall be interpreted in terms of a specific gazetteer. How the scope of asearchis
determined, and an appropriate gazetteer selected, is a local matter, but the selection can be done by using a default
gazetteer for the DSA, or be based on one or more of attributes, e.g., countryName, stateOrProvinceName or
localityName associated with the search operation (e.g., present as part of the distinguished name of the baseObject, or
as part of thefilter).

The first step of a zonal match is to use one or more filter items together to identify one or more named places. For this
purpose, combinable locality filter items (i.e., all locality filter items within asingle subfilter) are used together.

Otherwise, the procedure so far identifies one or more named places. At this stage, no reference at al has been made to
information within the DIT. The remainder of the filter can then be used to identify all of the entries within the search
scope that have positions corresponding to those named places, as defined later. Relaxation may be applicable so that
named places will match more entry positions if inadequate results would be returned otherwise.

Zonal matching does not support tightening.

Each entry|that is to be considered eligible for matching shall have a position that is identified either by @un|que named
place, perhgps using more than one place-name value, e.g., ("Newton" "Chester" "Cheshire"), or by-Oneor nore zones
(see next ppragraph), represented by values placed in a zone attribute. If an entry has zones to define its position, it may
also have lpcality values, but the latter, in this case, are informational. The administrative authority is resgonsible for
ensuring thet locality information does indeed identify anamed place.

Zones are primitive non-overlapping geographical components, distinct in kind from places; such that a place|is precisely
composed pf one or more zones, as listed within the gazetteer. Zones are identified by string values that|are unique
within a gazetteer's region. Thus, two overlapping places would share one or\mere zones that corresgond to the
overlapping area. Zones are represented within entries as attributes, possibly as an operationa attribute. In this case,
zonal information would never be returned as attribute values unless the attriliute representing the zone is ppecifically
requested s an operational attribute. Alternatively, a zone could be a standard attribute (e.g., postalCodg¢). Locality
values are leturned as usual, subject to access control.

NOTE 1f— The exact nature of a zone, and its mapping to a specific attribute, is alocal matter, and would probably depend on the

capabilities of a specific implementation. In the United Kingdom, axgood candidate for a zone would be a postgl code, like

"RG12 3JL", which often defines a small area such as one side of\a street. Zones in city areas would then be small; those in

country fareas would be correspondingly large. In unpopulated and featureless areas (e.g., deserts), a zone could Re very large
indeed.

An entry's position (defined by zones) matches a named\place, as defined by the gazetteer, if there is overlap lpetween the
zones defined for the named place and the zones defined for the entry (i.e., an overlap-based matching rule|is used). If
the entry's position is defined as a named place, the position is considered to be composed of the zones congtituting the
named plade.

Zonal matghing permits extended (i.e., relaxed) matching, where level 0 corresponds to the basic definition gf objectsin
the gazettegr. Levels 1 and greater lev@ls correspond to a gradual and systematic enlargement of the zones comprising a
place so th@t more entry locations match.

The follow|ng is a more formal(statement of the model underlying zonal match:

a8 Zona matching/s based on the existence of one or more gazetteers that are supported for the|purpose by
DSAs. A ‘gazetteer is a geographical dictionary covering, as its domain, a country or named region,
supported by a suitable database. The selection of the domain for a specific search is carried ¢ut by local
means-T he gazetteer contains place-names and their properties, including lists of matching naned places.
It is* supported by mechanisms for finding and collating the properties of place-names as given by
c¢ombinable locality attributes, and is quite independent of the DIT.

b)— Theregion covered by a gazetteer comtans places. A place IS a recognizable named geographical area;
places can overlap, and can even extend somewhat beyond the boundary of the region. Places that are
identifiable by reference to the gazetteer are called named places.

c) The gazetteer itself is based on strings that are place-names. These are used to identify (or name) named
places. The name of a named place can be:

— asingle place-name, possibly in more than one word,;

— acollection of place-names, where in general one place-name corresponds to alarger area and
qualifies a place-name that corresponds (in the context) to a smaller area.

d) The concept of larger and smaller areas may sometimes be usefully represented in the characteristic of
scale as applied to a place. Informal examples of places of varying scale are plots, spots, villages, towns,
cities, counties, provinces, countries. In general, a named place should be associated in the gazetteer with
the names of encompassing places of larger scale, even if these are not required for unique identification.
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e

f)

0)

h)

Place-names may also have synonyms associated with a particular place, which could (for example)
represent abbreviations or alternative names. It is convenient to define a canonical name for each place, to
which synonyms of component place-names may be mapped.

Place-names may sometimes be derived from simpler place names by using semantic components such as
"Near" (e.g., "Near Tenterden"). This may conceivably be taken to define a ring-shaped place around the
town of Tenterden in Kent, England, but would probably be best taken as a place-name that does not by
itself define a place.

All places covered by the gazetteer shall have a unique canonical hame consisting of a distinct set of
place-names, where these names can be ordered in terms of the scale that each place-name impliesin the
context.

Places are broken down into zones in such away that zones are always nested inside each place, and each
part of a place has a corresponding zone. A zone is the building block of places in a gazetteer; every point
in aregion hasasingle zone in which it is contained.

Zones tsuallby hava nainhhaoiring zones (aa  1nlace affactivialhvs hlacked byv 2 aecaranhical or major
<Ok Hy—Rave-RelgRpnedHHRg—oh e-g—4h Hecth ery—bHoeea—Yy—a—geographics

To further

political feature such as a lake, river, sea, or mountain, or country boundary). Thus, the areg'defined for a
place can usualy be extended by including zones that are neighbours to the zones that~comprise it; the
extension can be carried on indefinitely a step at a time. The inclusion of a single' level of neighbour
extension is called the 1-extension of a place; a further level of extension is called\@2-extengion, and so
on. The scope of an extension may be locally adjustable (extended or reduced).to represent| a practical
situation, but such adjustments should be relatively scarce.

An entry representing a physical object may be defined to have a location. A location can be defined in
terms of a set of zones in an appropriate zone attribute, or by identifyifg it as a named place by the use of
one or more place-names using a locality attribute such as locationName, which can also be fepresented
as aset of zones. An entry will match aplace if the set of zones that-comprise its locality overlap the set of
zones that represent the place (possibly n-extended) that is the result of consulting the gpzetteer, as
described above.

The selection of zones, places, place-names and the compitation of their relationshipsis alocal |matter.

Entries that would match by equality match on the‘hasis of strings that they contain shall pontinue to
match (in effect bypassing zonal match).

qualify zonal matching, the ZONAL-MATCHING information non-generic object class is dgfined as a

speciaization of the MAPPING-BASED-MATCHING generic information object class. An instance of this information

object class

ZONAL-MA

An instancg of thisinformation object classis-characterized by:

a

determines the characteristics of zonal matehing.

TCHING ::= MAPPING-BASED-MATCHING { ZonalSelect, TRUE, ZonalResult, zonalMatch.&|d }

The &selectBy dummy reference, if present, is by this information object class replaced py a set-of
attribute types. The selection of an instance of this information object class is based on these atjributes and
on the attribute typesrepresented in the search filter. An information object instance may be sdlected if all
the attribute types represented by this component are represented in the filter. Attribute subtypes are not
considered (i.e.,/the selection shall be based on explicitly named attributes). However, locd |criteria not
defined by:this Directory Specification may also be taken into account for selecting an instance. For
examplethe selection may partly be determined by the baseObject of the search argumient. If this
component is absent, selection is based wholly on local decision-making.

The &ApplicableTo shal specify a set of locality related attribute types as determined by local
requirements, such aslocalityName, stateOrProvinceName, streetName, postalCode, €tc.

c)
d)
€)

f)

)

h)

The &subtypelncluded component is set according to local requirements.
The &combinable dummy value reference is unconditionally replaced by TRUE.

The &mappingResults dummy type reference is by this information object class replaced by the
ZonalResult datatype.

The &userControl is set according to local requirements.
NOTE 2 — Thisfield should in most cases take the value TRUE.

The &exclusive is set according to local requirements.
NOTE 3 — An information object instance of thisinformation object classis a candidate for exclusive relaxation.

The &matching-rule is by this derived information object class set to zonalMatch.
The &id gives a unique identification of the instance of zonal matching algorithm.
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The ZonalSelect datatypeis:

ZonalSelect ::= SEQUENCE OF AttributeType
The ZonalResult data type is used for indicating exception conditions for zonal matching.

ZonalResult ::= ENUMERATED ({
cannot-select-mapping  (0),

zero-mappings (2),
multiple-mappings 3}
Thevalues:

a) cannot-select-mapping is the result when the information provided in the base object name and subfilter
is insufficient to identify the mapping that is to be used in the zona matching rule. The corresponding

match produces a result of undefined. None of the subfilters having mappable filter items, acco

NOTE 4 — Within a service-specific administrative area and for properly designed search-rules, the
search argument should have detected insufficient information in the search argument.

b) zero-mappings is the result when the information provided in the filter item(s) to be mappe
mapped, either because no corresponding item exists in the mapping table, or because th
process produced zero filter items to be matched against entries. In this situation, a servicg

CommonResults shall contain:
i) asearchServiceProblem notification attribute with the value id-pr-unmatchedKeyAttrib

c) multiple-mappings is the result when the information provided-in the filter item(s) can sucq
mapped to multiple entries of the gazetteer. The corresponding match produces a value TRU
nevertheless, cause the search to be abandoned with-an error. In this situation, a servicg

CommonResults shall contain:
i) asearchServiceProblem notification attribute with the value id-pr-ambiguousKeyAttrib
i) amultipleMatchingLocalities notification attribute as indicated by the zonalMatch match

rding to the
aysis of the
| cannot be

e mapping
Error with

problem requestedServiceNotAvailable shall be returned. The potification component of

utes; and

ii) afilterltem notification attribute indicating the mappable filtet items unable to provide a match.

essfully be
E, but can,
Error with

problem requestedServiceNotAvailable shall Jbe\/returned. The notification component of

utes; and
ing rule.

The zonalMatch matching rule is the mapping-based® matching rule associated with any instance of the ZONAL-

MATCHING information object class.

zonalMatch MATCHING-RULE ::= {
UNIRQUE-MATCH-INDICATOR multipleMatchingLocalities
ID id-mr-zonalMatch }

This mappijng-based matching ruleincludes the UNIQUE-MATCH-INDICATOR field, which implies that matching against

the gazettegr shall give an unambiguous result. If several table entries match in the mapping process, aservic
problem ambiguousKeyAttributes shall be returned. The notification component of CommonResults sha
multipleM3tchingLocalities notification attribute (see 6.13.14). A value of the multipleMatchingLocalities
attribute is included for* each table entry matched on the gazetteer. Each such value shall b
AttributeValueAssertion specification that, if supplied in AND'ed equality filter items in each subfilter, w
unigue match against the corresponding table entry. Thiswill allow the user in a subsequent search request t
of the returped notification attribute values to be reflected in the filter.

bError with
| contain a
hotification
e a set-of
puld give a
b select one
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SECTION 4 —CONTEXTS

9 Definition of Context Types

This Directory Specification defines a number of context types which may be found useful across arange of applications
of the Directory.

9.1 L anguage Context

The Language Context associates an attribute value with a specific language(s):

languageContext CONTEXT ::= {
WITH SYNTAX LanguageContextSyntax
ID id-avc-language }

LanguageContextSyntax ::= PrintableString (SIZE(2..3)) -- ISO 639-2 codes only

A presentedl value is considered to match a stored value if the sequence of characters in the presented vaue isfidentical to
that in the $tored value.

9.2 Tlemporal Context

The Tempgral Context associates an attribute value with a set of times. Various’expressions of time afe possible,
including:

absolute start or end times (e.g., 24:00 December 14, 1994);
specific time bands within the day (e.g., 09:00 to 17:00);
days within the week (e.g., Monday);
days within the month (e.g., the 10th; the 2nd last day,/ etC.);
months within the year (e.g., March);
aparticular year (e.g., 1995);

weeks within the month (e.g., the second week);
ﬂi periodic day or week (e.g., every 2nd week);
i logical negatives (e.g., not Monday).

- 0 O 0 T o

temporalCpntext CONTEXT ::= {
WITH SYNTAX TimeSpecification
ASSERTED AS TimeAssertion
ID id-avcstemporal }

TimeSpecification ::= SEQUENCE {

time CHOICE {
absolute SEQUENCE {
startTime [O] GeneralizedTime OPTIONAL,
endTime [1] GeneralizedTime OPTIONAL },
periodic SET SIZE (1..MAX) OF Period },
notThisTime BOOLEAN DEFAULT FALSE,
timgZone TimeZone OPTIONAL }

Period ::= SEQUENCE {
timesOfDay [0] SET SIZE (1..MAX) OF DayTimeBand OPTIONAL,

days [1] CHOICE {
intDay SET OF INTEGER,
bitDay BIT STRING { sunday (0), monday (1), tuesday (2), wednesday (3),
thursday (4), friday (5), saturday (6) },
dayOf XDayOf } OPTIONAL,
weeks [2] CHOICE {
allWeeks NULL,
intWeek SET OF INTEGER,
bitWeek BIT STRING {weekl (0), week2 (1), week3 (2), week4 (3),

week5 (4) } } OPTIONAL,
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months [3] CHOICE {

allMonths NULL,
intMonth SET OF INTEGER,
bitMonth BIT STRING { january (0), february (1), march (2), april (3),
may (4), june (5), july (6), august (7),
september (8), october (9), november (10),
december (11) }
} OPTIONAL,
years [4] SET OF INTEGER (1000 .. MAX) OPTIONAL }
XDayOf ::= CHOICE {
first [1] NamedDay,
second [2] NamedDay,
third [3] NamedDay,
fourth [4] NamedDay,
fifth [5] NamedDay }

NamedDay| ::= CHOICE {
intNamedDays ENUMERATED {

sunday 1),
monday (2),
tuesday 3),
wednesday 4),
thursday (5),
friday (6),
saturday ™1},

bitNamedDays BIT STRING { sunday (0), monday (1) , tuesday(2),
wednesday (3), thursday (4), friday (5), saturday (6) } }

DayTimeBand ::= SEQUENCE ({

starfDayTime [0] DayTime DEFAULT { hour 0},

endPpayTime [1] DayTime DEFAULT { hour 23, minute 59, second 59 } }
DayTime = SEQUENCE {

hou [0] INTEGER (0..23),

minpte [1] INTEGER (0..59) DEFAULT O,

secpnd [2] INTEGER (0..59) DEFAULT Q%

TimeZone|::= INTEGER (-12..12)

TimeAssetltion ::= CHOICE {
now NULL,
at GeneralizedTime,
between SEQUENCE {
startTime [0] GeneralizedTime,
endTime [1] GeneralizedTime OPTIONAL,
entirely BOOLEAN DEFAULT FALSE }}

The absolyte choice of time expresses a specific time or time band using absolute time notations (GeneralizgdTime). A
specific time is expressed by setting the startTime equal to the endTime. Otherwise, startTime is earlier ip time than
endTime ahd a span(ofytime is expressed. If endTime is missing, the time span includes all times after startTifne.

periodic alJowsthe specification of time as a set of periods. The combined effect isalogical OR of the set.
NOTE 1 <Adlternatively, an attribute value could be associated with the temporal context with multiple context values, one for

each of thepertedsscethtsdsocetsatogied-ORHoweverthe SET-osthckuded-hereto-alowretFhisTHrrete-cover the set
and thus effect alogical 'neither'. When notThisTime is FALSE, the choice of which approach to use to speC|fy aset of periodsis
up to the specifier.

Within each Period, each element in the SEQUENCE OF is considered as "within" the following element in the
SEQUENCE OF. The SEQUENCE OF is in rising order of granularity of time period, although not all levels may be
present.

Thefina element in aPeriod isassumed to be valid for all time periods of higher granularity.
NOTE 2 — For example, if aPeriod SEQUENCE OF ends with timesOfDay, it is considered valid for all days.

A timesOfDay indicates the valid time bands during the days specified in the next element of Period. If days is not the
next element, then the time bands are valid for al possible days within the next element. If timesOfDay is not included,
all times of the day are valid within the next element. Different time bands may be specified for different days, by having
multiple occurrences of Period.
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The days element expresses specific days of a week, month or year depending on the next element of Period. If days
precedes weeks in a Period, then it expresses days of the week and the INTEGERS are constrained to the values 1 to 7,
where 1 is Sunday. If days precedes months in a Period, then it expresses days in the month and the INTEGERS are
constrained to the values 1 to 31, where 1 is the first day of the month. If days precedes years in a Period, then it
expresses days of the year and the INTEGERS are constrained to the values 1 to 366, where 1 isthefirst day of the year.

dayOf is used to indicate the 1st, 2nd, 3rd, 4th, and 5th occurrence of the NamedDay in a month (e.g., the first Monday
of the month, or the second Tuesday and Friday of August). The use of fifth shall always indicate the last NamedDay of
that month (e.g., the last Tuesday of July). If the dayOf choice for days is specified, then the weeks element of Period is
not meaningful if present and isignored.

If days isnot specified, then all days are valid within the next element of the Period.

The weeks element expresses specific weeks of a month or year, depending on the next element of Period. If weeks
precedes months in a Period, then it expresses weeks of the month and the INTEGERS are constrained to the values 1
to 5, where 1 isthe first week of the month. The first week of the month shall be assumed to be the first week containing
at least fouf days of that month. The fifth week always means the last week of the month.

If weeks precedes years in a Period, then it expresses weeks of the year and the INTEGERS are-¢onstrgined to the
values 1 to 53, where 1 is the first week of the year. The first week of the year shall be assumed to/be the first week
containing pt least four days of that year. The 53rd week is always the last week of the year.

If allweeks is specified, then all weeks are valid within the next element of the Period (this@ews days to express days
of the weel for all weeks).

If weeks ig not specified, then all weeks are valid within the next element of the Period,

The monthis element expresses specific months of the year. When months is expressed with INTEGERS, the]INTEGERS
are constrajned to the values 1 to 12, where 1 is the first month of the year (i€ January).

If allMontHs is specified, then all months of the year are valid (this allowsweeks to express weeks of the njonth for all
months, or [f weeks is not specified it allows days to express days of ¢the-month for all months).

If months [s not specified, then al months of the year are valid.
Theyears fomponent expresses one or more years. If years isnot specified, then all years are valid.

timeZone gxpresses the time zone, in hours delta from GMT, in which time is expressed. If timeZone is nqt present, a
DSA processing the temporal context shall interpret theitime relevant in the time zone of the DSA.

If notThisTime is FALSE, then the tempora context value is the time expressed in time in the TimeSpecffication. If
notThisTime is TRUE, then the temporal context value is considered to be all the time except that expressedl in time in
the TimeSpecification (that is, alogical NOT-is performed).

A time assertion is considered to matchya time specification if there is an overlap in the times specified. |If the time
assertion cpntains now, then the current time is used in the evaluation. If now or at is specified, then the jassertion is
considered|true if the specific time'falls within the times covered by the stored TimeSpecification. If the tinhe assertion
uses between and entirely iSFALSE, then the assertion is considered true if any portion of the between timg band fals
within the fimes covered by the stored TimeSpecification (the overlap need not be complete: as long as therg is a period
of overlap |within the twe-time specifications, they are considered to match). If the time assertion uses bdtween and
entirely iS|TRUE, thefi\.the assertion is considered true only if the entire between time band falls within the times
covered by|the stored-TimeSpecification.

Examples

NOTE 3=The—fotowimg—examptesuse—thetINTEGER—formeatsforetements—where—achorce—s—avatabteof INTEGER or

BIT STRING.
a) 09:00to 17:00 every day, would be expressed as:

periodic {
timesOfDay { {
startDayTime hour 9,
endDayTime hour 17} }}

b) Every Monday would be expressed as;

periodic {
days intDay : {2} }
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¢) 09:00 to 12:00 noon Monday to Friday and al day Saturday during January, and al day for Tuesdays in
February and March would be expressed as:
periodic {

{ timesOfDay { {
startDayTime hour 9,
endDayTime hour 12}}
days intDay : {2,3,4,5,6},
weeks allWeeks : NULL,

peri

€

peri

9.3 L
The Localg

months intMonth : {1} },
{ days {7},
weeks {1,2,3,4,5}
months {1} },
{ days {3}
weeks {1,2,3,4,5},

months {2,3}}}

d All of August 1996 would be expressed as:

pdic {
{ months {8}
years {1996} } }
Thefirst day of every month would be expressed as.
pdic {
{ days {1}
months NULL } }
ocale Context
Context associates an attribute value with a specific locale(s) as defined in POSIX:

localeConfext CONTEXT ::= {

WIT]
ID

LocaleCon
loca
loca

A presente
areequal, @

H SYNTAX LocaleContextSyntax
id-avc-locale }

textSyntax ::= CHOICE ({
lelD1 OBJECT IDENTIFIER;
lelD2 UnboundedDiregtoryString }

] value is considered tonmatch a stored value if they are both object identifiers and the two objec
r they are both strings.and are the same.

Only registered object identifiefs or strings for locales may be used as context values. The concept of locales

in ISO/NEQ
Utilities.
NOTE

Europea
ENV12(

9945-3:2003;:Information technology — Portable Operating System Interface (POSX) — Part 3

Registration authorities will be created to assign OIDs and/or string identifiers to locale specifications. For
h Comniittee for Standardization, CEN, has published a European standard for registration of locale
05:2996, Procedures for European Registration of Cultural Elements.

identifiers

s described
. Shell and

Example, the
information,

94 L DAP Attribute Option Context
The LDAP Attribute Option Context is used to provide an alignment between X.500 contexts and LDAP attribute

options.

IdapAttributeOptionContext CONTEXT ::= {
WITH SYNTAX AttributeOptionList
ASSERTED AS AttributeOptionList
ABSENT-MATCH FALSE
ID id-avc-ldapAttributeOption }

AttributeOptionList ::= SEQUENCE OF UTF8String

ITU-T Rec. X.520 (11/2008)

41


https://iecnorm.com/api/?name=41e2ac0ffca26d6642767ecbdd2af9fa

| SO/I EC 9594-6:2008 (E)

A list of options as the context value provides the closest, most natural fit of the context concept as defined by these
Directory Specifications to ReLDAP attribute options. Each LDAP subtyping attribute option is mapped to a single
UTF8String value in the list. Two IdapAttributeOptionContext values are equal if they contain the same list of strings,
in any order, using a case ignore comparison. An AttributeOptionList in a ContextAssertion matches an
AttributeOptionList in a stored context value if it is a subset of, or equal to, the stored list, ignoring |etter case and the
order of the options.

NOTE 1 — AttributeOptionList isimplemented as a SEQUENCE OF to simplify DER encoding.

NOTE 2 — LDAP attribute options are restricted to the characters'A' to 'Z', 'a to 'z, '0' to '9" and hyphen, so PrintableString rather
than UTF8String would be sufficient. However, the underlying character set for attribute options is UTF8 and a future LDAP
extension might make use of the wider repertoire. Therefore, UTF8String was chosen to future-proof the specification.

An empty AttributeOptionList is specifically allowed. In LDAP, aparticular value is permitted to simultaneously appear
in the base attribute and in any of its optioned subtypes, e.g., (in LDIF format):

description: This is a string
despriptiontorg—en—Fhis—ts—a—string

desfkription;lang-en;lang-en-us: This is a string
In ITU-T Rec. X.500 | ISO/IEC 9594-1, this is represented as the single value "This is a string" with.a single Context
having the|contextType id-avc-ldapAttributeOption, and three contextvalues: { }, { "lang-en’” }and {| "lang-en",
"lang-en-ug' }. That is, an empty AttributeOptionList, an AttributeOptionList containing the single’'value "lang-en" and
an AttributeOptionList containing the two values "lang-en" and "lang-en-us’.
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Annex A

Selected attributetypesin ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type and value definitions contained in this Directory Specification in the form of
the ASN.1 module SelectedAttributeTypes.

SelectedAttributeTypes {joint-iso-itu-t ds(5) module(1) selectedAttributeTypes(5) 6}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --

-- The types_and values defined in this module are exported for use in the other ASN.1 modules contained
-- within thg Directory Specifications, and for the use of other applications which will use them to access

-- Directory|services. Other applications may use them for their own purposes, but this will not constrain

-- extensiorns and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU{T Rec. X.501 | ISO/IEC 9594-2
directoryAbstractService, id-at, id-avc, id-cat, id-mr, id-not, id-pr, informationEramework,
serJiceAdministration
FROM UsefulDefinitions { joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6 }
Attr|bute{}, ATTRIBUTE, AttributeType, AttributeValueAssertion, CONTEXT, ContextAssertion,
DistinguishedName, distinguishedNameMatch, MAPPING-BASED:MATCHING({ },
MATCHING-RULE, OBJECT-CLASS, objectldentifierMatch, SupportedAttributes
FROM InformationFramework informationFramework

AttrlbuteCombination, ContextCombination, MRMapping
FROM ServiceAdministration serviceAdministration

-- from ITU{T Rec. X.511 | ISO/IEC 9594-3

Filtgritem, HierarchySelections, SearchControlOptions, ServiceControlOptions
FROM DirectoryAbstractService.directoryAbstractService

-- from ITU{T Rec. X.411 | ISO/IEC 10021-4
G3HacsimileNonBasicParameters
FROM MTSAbstractService{joint-iso-itu-t mhs(6) mts(3) modules(0)

mts-abstract:service(1) version-1999(1) } ;

/*from IETH RFC 3727

The following import js;pfovided for information only (see 7.2.16), it is not referenced by any ASN.1 construct within
these Direqgtory Specifications. Note that the ASN.1 module in RFC 3727 imports from the InformationFramewark
module of gditiop-4.0f ITU-T Rec. X.501 | ISO/IEC 9594-2. A specification importing from both these Directory
Specificatigns/ane’from RFC 3727 should take corrective actions, e.g., by making a copy of the ASN.1 module
of RFC 3747and then update the IMPORT statement.

allComponentsMatch, componentFilterMatch, directoryComponentsMatch, presentMatch, rdnMatch
FROM ComponentMatching {iso(1) 2 36 79672281 xed(3) module (0)
component-matching(4)} */
-- Directory string type --

UnboundedDirectoryString ::= CHOICE {

teletexString TeletexString (SIZE(1..MAX)),
printableString PrintableString (SIZE (1..MAX)),
bmpString BMPString (SIZE (1..MAX)),
universalString UniversalString (SIZE (1..MAX)),
uTF8String UTF8String (SIZE (1..MAX)) }

DirectoryString { INTEGER : maxSize} ::= CHOICE {
teletexString TeletexString (SIZE (1..maxSize)),
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printableString PrintableString (SIZE (1..maxSize)),

bmpString BMPString (SIZE (1..maxSize)),
universalString UniversalString (SIZE (1..maxSize)),
uTF8String UTF8String (SIZE (1..maxSize)) }

-- Attribute types --

knowledgelnformation ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
ID id-at-knowledgelnformation }

name ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE

UnboundedDirectoryString
caselgnoreMatch
caselgnoreSubstringsMatch

ID

commonNgme ATTRIBUTE ::= {
SUBTYPE OF
WITH SYNTAX
ID

surname ATTRIBUTE ::= {
SUBTYPE OF
WITH SYNTAX
ID

givenNam¢ ATTRIBUTE ::
SUBTYPE OF
WITH SYNTAX
ID

1l
—~—

initials AT[TRIBUTE ::= {
SUBTYPE OF
WITH SYNTAX
ID

generationQualifier ATTRIBUTE ::= {
SUBTYPE OF
WITH SYNTAX
ID

uniqueldentifier ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
ID

Uniqueldentifier ::= BIT STRING

dnQualifief ATTRIBUTE ::= {
WITH SYNFAX
EQUALITY)MATCHING RULE
ORDERING MATCHING RULE

1d-atl-faime j

name
UnboundedDirectoryString
id-at-commonName }

name
UnboundedDirectoryString
id-at-surname }

name
UnboundedDirectoryString
id-at-givenName }

name
UnboundedDirectoryString
id-at-initials }

name
UnboundedDirectoryString
id-at-generationQualifier }

Uniqueldentifier
bitStringMatch
id-at-uniqueldentifier }

PrintableString
caselgnoreMatch
caselgnoreOrderingMatch

SU CTRDINOCC MATOLUNC DL T
DOT\TITOO Vit rormiyo ToTe

serialNumber ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE
ID

pseudonym ATTRIBUTE ::= {
SUBTYPE OF
WITH SYNTAX
ID

uUIDPair ATTRIBUTE ::= {
WITH SYNTAX
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id-at-dnQualifier }

PrintableString (SIZE (1..MAX))
caselgnoreMatch
caselgnoreSubstringsMatch
id-at-serialNumber }

name
UnboundedDirectoryString
id-at-pseudonym }

UUIDPair
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EQUALITY MATCHING RULE

ID

UUIDPair ::= SEQUENCE {
issuerUulID UUID,
subjectUUID uuID }

UUID ::= OCTET STRING (SIZE(16))

countryName ATTRIBUTE ::= {
SUBTYPE OF
WITH SYNTAX
SINGLE VALUE
ID

CountryName ::= PrintableString (SIZE(2))

| SO/l EC 9594-6:2008 (E)

uUIDPairMatch
id-at-uuidpair }

-- UUID format only

name

CountryName
TRUE
id-at-countryName }

-- 1SO 3166-1/3 alpha-2 codes only

IocalityNarLe ATTRIBUTE ::= {
SUBTYPE OF
WITH SYNTAX
ID

collectiveljocalityName ATTRIBUTE ::= {
SUBTYPE OF
COULECTIVE
ID

stateOrPrdvinceName ATTRIBUTE ::= {
SUBTYPE OF
WITH SYNTAX
ID

collectiveStateOrProvinceName ATTRIBUTE
SUBTYPE OF
COULECTIVE
1D

streetAddress ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE
ID

collective§treetAddress ATTRIBUTE := {
SUBTYPE OF
COULECTIVE
ID

houseldentifier ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE

name
UnboundedDirectoryString
id-at-localityName }

localityName
TRUE
id-at-collectiveLocalityName }

name
UnboundedDirectoryString
id-at-stateOrProvinceNane }

=

stateOrProvinceName

TRUE
id-at-collectiveStateOrProvinceName }

UnboundedDirectoryString
caselgnoreMatch
caselgnoreSubstringsMatch
id-at-streetAddress }

streetAddress
TRUE
id-at-collectiveStreetAddress }

UnboundedDirectoryString
caselgnoreMatch
caselgnoreSubstringsMatch

ID id-at-houseldentifier }
organizaticaNaere—ATFHRIBUFE—=—

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

ID id-at-organizationName }
collectiveOrganizationName ATTRIBUTE ::= {

SUBTYPE OF organizationName

COLLECTIVE TRUE

ID id-at-collectiveOrganizationName }
organizationalUnitName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

ID id-at-organizationalUnitName }

collectiveOrganizationalUnitName ATTRIBUTE ::= {
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SUBTYPE OF
COLLECTIVE
ID

title ATTRIBUTE ::= {
SUBTYPE OF
WITH SYNTAX
ID

description ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE
ID

searchGuide ATTRIBUTE ::= {

organizationalUnitName
TRUE
id-at-collectiveOrganizationalUnitName }

name
UnboundedDirectoryString
id-at-title }

UnboundedDirectoryString
caselgnoreMatch
caselgnoreSubstringsMatch
id-at-description }

WITHSYNTAX
ID

Guide ::=|SET {
objectClass [0]

critgria [1] Criteria '}
Criteria ::¥ CHOICE {

typ4 [0] Criterialtem,

and [1] SET OF Criteria,

or 2] SET OF Criteria,

not [3] Criteria '}

Criterialtemqn ::= CHOICE {

equplity [0]
subptrings [1]
gregterOrEqual [2]
lesqOrEqual [3]
appfoximateMatch [4]
enhanced$earchGuide ATTRIBUTE ::= {
WITH SYNTAX
ID
Enhanceduide ::= SEQUENCE ({
objgctClass [0]
critgria [1] Criterid,
subpget [2] INTEGER

businessCategory ATTRIBUTE):= {
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE
ID

postalAddfess(ATTRIBUTE ::= {

Gutde
id-at-searchGuide }

OBJECT-CLASS.&id OPTIONAL,

AttributeType,
AttributeType,
AttributeType,
AttributeType,
AttributeType }

EnhancedGuide
id-atsenhancedSearchGuide }

OBJECTLCLASS.&id,

{ baseObject (0), oneLevel (1), wholeSubtree (2) } DEFAULT oneLevel }

UnboundedDirectoryString
caselgnoreMatch
caselgnoreSubstringsMatch
id-at-businessCategory }

WITHSYNTAX PostalAddress
EQUAHTAMATCHINGRUEE easelgrorestMateh
SUBSTRINGS MATCHING RULE caselgnoreListSubstringsMatch
ID id-at-postalAddress }
PostalAddress ::= SEQUENCE SIZE(1..MAX) OF UnboundedDirectoryString

collectivePostalAddress ATTRIBUTE ::= {
SUBTYPE OF
COLLECTIVE
ID

postalCode ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE
ID
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id-at-collectivePostalAddress }
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caselgnoreMatch
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id-at-postalCode }
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collectivePostalCode ATTRIBUTE ::= {
SUBTYPE OF postalCode
COLLECTIVE TRUE
ID id-at-collectivePostalCode }
postOfficeBox ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
ID id-at-postOfficeBox }
collectivePostOfficeBox ATTRIBUTE ::= {
SUBTYPE OF postOfficeBox
COLLECTIVE TRUE
ID id-at-collectivePostOfficeBox }

physicalDgliveryOfficeName ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caselgnoreMatch

SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

ID id-at-physicalDeliveryOfficeName }
collectiveRhysicalDeliveryOfficeName ATTRIBUTE ::= {

SUBTYPE OF physicalDeliveryOfficeName

COULECTIVE TRUE

ID id-at-collectivePhysicalDeliveryOfficeName }

telephonelNumber ATTRIBUTE ::= {

WITH SYNTAX TelephoneNumber

EQUALITY MATCHING RULE telephoneNumberMatCh
SUBSTRINGS MATCHING RULE telephoneNumberSubstringsMatch
ID id-at-telephoneNumber }

TelephoneNumber ::= PrintableString (SIZE(1..ub-telephohg-number))
-- String complying with ITU-T Rec. E.123 only,

ub-telephgne-number INTEGER ::= 32

collectiveTlelephoneNumber ATTRIBUTE ::= {

SUBTYPE OF telephoneNumber
COULECTIVE TRUE
ID id-at-collectiveTelephoneNumber }

telexNumber ATTRIBUTE ::= {

WITH SYNTAX TelexNumber
ID id-at-telexNumber }
TelexNumber ::= SEQUENCE {
telekNumber PrintableString (SIZE (1..ub-telex-number)),
couptryCode PrintableString (SIZE (1..ub-country-code)),
ansyerbaek PrintableString (SIZE (1..ub-answerback)) }
ub-telex-nlimlaer INTEGER ::= 14
ub-country-eede INFEGER—=4
ub-answerback INTEGER ::= 8
collectiveTelexNumber ATTRIBUTE ::= {
SUBTYPE OF telexNumber
COLLECTIVE TRUE
ID id-at-collectiveTelexNumber }

facsimileTelephoneNumber ATTRIBUTE ::= {

WITH SYNTAX FacsimileTelephoneNumber
EQUALITY MATCHING RULE facsimileNumberMatch
SUBSTRINGS MATCHING RULE facsimileNumberSubstringsMatch
ID id-at-facsimileTelephoneNumber }

FacsimileTelephoneNumber ::= SEQUENCE {
telephoneNumber TelephoneNumber,
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parameters G3FacsimileNonBasicParameters OPTIONAL }

collectiveFacsimileTelephoneNumber ATTRIBUTE ::= {

SUBTYPE OF facsimileTelephoneNumber
COLLECTIVE TRUE
ID id-at-collectiveFacsimileTelephoneNumber }

x121Address ATTRIBUTE ::= {

WITH SYNTAX X121Address

EQUALITY MATCHING RULE numericStringMatch
SUBSTRINGS MATCHING RULE numericStringSubstringsMatch
ID id-at-x121Address }

X121Address ::= NumericString (SIZE(1..ub-x121-address))
-- String as defined by ITU-T Rec. X.121

ub-x121-aqdress INTEGER = 15

internatiorfalISDNNumber ATTRIBUTE ::= {

WITH SYNTAX InternationalISDNNumber
EQUALITY MATCHING RULE numericStringMatch
SUBSTRINGS MATCHING RULE numericStringSubstringsMatch
ID id-at-international[SDNNumber }

InternationallISDNNumber ::= NumericString (SIZE(1..ub-international-isdn-number))
-- String complying with ITU-T Rec. E.164 only

ub-international-isdn-number INTEGER ::= 16

collectivelpternationallISDNNumber ATTRIBUTE ::= {

SUBTYPE OF internationalISDNNumber
COLLECTIVE TRUE
ID id-at-collectivelnternationalISDNNumber }

registeredpddress ATTRIBUTE ::= {

SUBTYPE OF postalAddress

WITH SYNTAX PostalAddress

ID id-at-registeredAddress }
destinatiopindicator ATTRIBUTE ::= {

WITH SYNTAX DestinationIndicator

EQUALITY MATCHING RULE caselgnoreMatch

SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

ID id-at-destinationindicator }

DestinatiopIndicator ::= PrintableString (SIZE(1..MAX))
-- alphabetical characters only

communicgtionsService "AFTRIBUTE ::= {

WITH SYNTAX CommunicationsService
EQUALITY MATCHING RULE objectldentifierMatch
ID id-at-communicationsService }

CommunidationsService ::= OBJECT IDENTIFIER

communicationsNetwork ATTRIBUTE ::= {

WITH SYNTAX CommunicationsNetwork
EQUALITY MATCHING RULE objectldentifierMatch

SINGLE VALUE TRUE

ID id-at-communicationsNetwork }

CommunicationsNetwork ::= OBJECT IDENTIFIER

preferredDeliveryMethod ATTRIBUTE ::= {

WITH SYNTAX PreferredDeliveryMethod
SINGLE VALUE TRUE
ID id-at-preferredDeliveryMethod }

PreferredDeliveryMethod ::= SEQUENCE OF INTEGER {
any-delivery-method (0),
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mhs-delivery
physical-delivery
telex-delivery
teletex-delivery
g3-facsimile-delivery
g4-facsimile-delivery
iab-terminal-delivery
videotex-delivery
telephone-delivery

presentationAddress ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE

| SO/l EC 9594-6:2008 (E)

1),
),
3,
(4),
OF
(6),
(7,
(8),
9}

PresentationAddress
presentationAddressMatch
TRUE

ID id-at-presentationAddress }
PresentatipmATUTESS .= SEQUENCTET

pSejector [0] OCTET STRING OPTIONAL,

sSelector [1] OCTET STRING OPTIONAL,

tSelector [2] OCTET STRING OPTIONAL,

nAddresses [3] SET SIZE (1..MAX) OF OCTET STRING }
supportedApplicationContext ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectldentifierMatch

ID id-at-supportedApplicationContext/}
protocolinformation ATTRIBUTE ::= {

WITH SYNTAX Protocollnformation

EQUALITY MATCHING RULE protocolinformationMatch

ID id-at-protocolinformation}

Protocolinformation ::= SEQUENCE {

nAddress OCTET STRING,

proIIes SET OF OBJECT IDENTIFIER }
distinguishedName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

ID idsat-distinguishedName }
member ATTRIBUTE ::= {

SUBTYPE OF distinguishedName

ID id-at-member }
uniqueMermber ATTRIBUTE ::=.{

WITH SYNTAX NameAndOptionalUID

EQUALITY MATCHING)RULE uniqueMemberMatch

ID id-at-unigueMember }
NameAndQptionalUID “::= SEQUENCE {

dn DistinguishedName,

uid Uniqueldentifier OPTIONAL }
owner ATHIBUFE—=

SUBTYPE OF distinguishedName

ID id-at-owner }
roleOccupant ATTRIBUTE ::= {

SUBTYPE OF distinguishedName

ID id-at-roleOccupant }
seeAlso ATTRIBUTE ::= {

SUBTYPE OF distinguishedName

ID id-at-seeAlso }
dmdName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

ID id-at-dmdName }

ITU-T Rec. X.520 (11/2008) 49


https://iecnorm.com/api/?name=41e2ac0ffca26d6642767ecbdd2af9fa

| SO/I EC 9594-6:2008 (E)

-- Attributes for tag-based identification

tagOid ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
ID

uiiFormat ATTRIBUTE ::= {
WITH SYNTAX
SINGLE VALUE
ID

uiilnUrn ATTRIBUTE ::= {

OBJECT IDENTIFIER
objectldentifierMatch
TRUE

id-at-tagOid }

UnboundedDirectoryString
TRUE
id-at-uiiFormat }

WITH SYNTAX UTF8String
EQUATCITY MATCHING RULCE Casecxactvarcn
SINGLE VALUE TRUE
ID id-at-uiilnUrn }
contentUrif ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
ID id-at-contentUri }

-- Notificatipn attributes --

dSAProbldm ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
ID

searchSeryiceProblem ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

ID

serviceTyge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
ID

attributeTypeList ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
ID

matchingRuleList ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
ID

filterltem ATERIBUTE ::= {

OBJECT IDENTIFIER
objectldentifierMatch
id-not-dSAProblem }

OBJECT IDENTIRIER
objectldentifierfMatch

TRUE
id-not-searehServiceProblem }

OBJECT IDENTIFIER
objectldentifierMatch
TRUE
id-not-serviceType }

OBJECT IDENTIFIER
objectldentifierMatch
id-not-attributeTypeList }

OBJECT IDENTIFIER
objectldentifierMatch
id-not-matchingRuleList }

Ciltay

WITH-S¥NFAx

ID

attributeCombinations ATTRIBUTE ::= {
WITH SYNTAX
ID

contextTypeList ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
ID

contextList ATTRIBUTE ::= {

WITH SYNTAX
ID
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id-not-filterltem }

AttributeCombination
id-not-attributeCombinations }

OBJECT IDENTIFIER
objectldentifierMatch
id-not-contextTypeList }

ContextAssertion
id-not-contextList }
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WITH SYNTAX ContextCombination

ID id-not-contextCombinations }
hierarchySelectList ATTRIBUTE ::= {

WITH SYNTAX HierarchySelections

SINGLE VALUE TRUE

ID id-not-hierarchySelectList }
searchControlOptionsList ATTRIBUTE ::= {

WITH SYNTAX SearchControlOptions

SINGLE VALUE TRUE

ID id-not-searchControlOptionsList }
serviceControlOptionsList ATTRIBUTE ::= {

WITH SYNTAX ServiceControlOptions

SINGCE VATCUE TRUE

ID id-not-serviceControlOptionsList }
multipleMatchingLocalities ATTRIBUTE ::= {

WITH SYNTAX MultipleMatchingLocalities

ID id-not-multipleMatchingLocalities }

MultipleMgtchingLocalities
matchingRuleUsed
attriputeList

1= SEQUENCE {

proposedRelaxation ATTRIBUTE ::= {
WITH SYNTAX
ID

MRMappinjgs ::= SEQUENCE OF MRMapping
appliedRellaxation ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
ID

-- Matching rules --

caseExactMatch MATCHING-RULE ::= {
SYNTAX
ID id-mr-caseExactMatéh }

caselgnorgMatch MATCHING-RULE ::= {

UnboundedDirectoryString

MATCHING-RULE.&id OPTIONAL,
SEQUENCE OF AttributeValueAssertion }

MRMappings
id-not-proposedRelaxation.}

OBJECT IDENTIFIER
objectldentifierMatch
id-not-appliedRelaxation }

SYNTAX UnboundedDirectoryString

ID id-mr-caskelghoreMatch }
caseExactPrderingMatchi"MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString

ID idrmr-caseExactOrderingMatch }
caselgnorgOrderingMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString

ID He-r-caselgrereordergiMateh+

caseExactSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion -- only the PrintableString choice
ID id-mr-caseExactSubstringsMatch }

caselgnoreSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-caselgnoreSubstringsMatch }

SubstringAssertion ::= SEQUENCE OF CHOICE {

initial [0] UnboundedDirectoryString,
any [1] UnboundedDirectoryString,
final [2] UnboundedDirectoryString,
control Attribute{{SupportedAttributes}} } -- Used to specify interpretation

-- of the following items
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-- at most one initial and one final component

numericStringMatch MATCHING-RULE ::= {
SYNTAX NumericString
ID id-mr-numericStringMatch }

numericStringOrderingMatch MATCHING-RULE ::= {
SYNTAX NumericString
ID id-mr-numericStringOrderingMatch }

numericStringSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-numericStringSubstringsMatch }

caselgnoreListMatch MATCHING-RULE ::= {
SYNTAX CaselgnorelList

ID [0-mr-caselgnoreListvarc f
CaselgnorgList ::= SEQUENCE OF UnboundedDirectoryString

caselgnorgListSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-caselgnoreListSubstringsMatch }

storedPrefjxMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-storedPrefixMatch }

booleanMatch MATCHING-RULE ::= {
SYNTAX BOOLEAN
ID id-mr-booleanMatch }

integerMatich MATCHING-RULE ::= {
SYNTAX INTEGER
ID id-mr-integerMatch }

integerOrderingMatch MATCHING-RULE ::= {
SYNTAX INTEGER
ID id-mr-integerOrderingMatch-}

bitStringMptch MATCHING-RULE ::= {
SYNTAX BIT STRING
ID id-mr-bitStringMatch\.}

octetStringMatch MATCHING-RULE = {
SYNTAX OCTET STRING
ID id-mr-octétStringMatch }

octetStringOrderingMatchs, MATCHING-RULE ::= {
SYNTAX OCIET STRING
ID idrmr-octetStringOrderingMatch }

octetStringSubstpingsMatch MATCHING-RULE ::= {
SYNTAX OctetSubstringAssertion

St O b oteinac ool

oo + 1
ID i-rri-oetetStrHRg SubstrgsMateh}

OctetSubstringAssertion ::= SEQUENCE OF CHOICE {

initial [0 OCTET STRING,
any [1]  OCTET STRING,
final [2] OCTET STRING }

-- at most one initial and one final component

telephoneNumberMatch MATCHING-RULE ::= {
SYNTAX TelephoneNumber
ID id-mr-telephoneNumberMatch }

telephoneNumberSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion
ID id-mr-telephoneNumberSubstringsMatch }
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presentationAddressMatch MATCHING-RULE ::= {
SYNTAX PresentationAddress
ID id-mr-presentationAddressMatch }

unigueMemberMatch MATCHING-RULE ::= {
SYNTAX NameAndOptionalUID
ID id-mr-unigueMemberMatch }

protocolinformationMatch MATCHING-RULE ::= {
SYNTAX OCTET STRING
ID id-mr-protocolinformationMatch }

facsimileNumberMatch MATCHING-RULE ::= {
SYNTAX TelephoneNumber

| SO/l EC 9594-6:2008 (E)

ID id-mr-facsimileNumberMatch }
facsimileNpmmoersubstrmgsMarc MATCHING-RULE = {

SYNTAX SubstringAssertion

ID id-mr-facsimileNumberSubstringsMatch }

uUIDPairMatch MATCHING-RULE ::= {
SYNTAX UUIDPair
ID id-mr-uuidpairmatch }

uTCTimeMatch MATCHING-RULE ::= {
SYNTAX UTCTime
ID id-mr-uTCTimeMatch }

uTCTimeQrderingMatch MATCHING-RULE ::= {
SYNTAX UTCTime
ID id-mr-uTCTimeOrderingMatch }

generalizeTimeMatch MATCHING-RULE ::= {

SYNTAX GeneralizedTime
-- as per 46.3 b) or c) of ITU-T Rec. X.680}.ISO/IEC 8824-1
ID id-mr-generalizedTimeMatch }

generalizeiTimeOrderingMatch MATCHING-RULE & {

SYNTAX GeneralizedTime
-- as per 46.3 b) or c) of ITU-T\Rec. X.680 | ISO/IEC 8824-1
ID id-mr-generalizedTimeQrderingMatch }

systemPrgposedMatch MATCHING-RULE)::= {
ID id-mr-systemProposedMatch }

integerFirdtComponentMatch MATCHING-RULE ::= {
SYNTAX INTEGER
ID id-mr-integerFirstComponentMatch }

objectldentifierFirstCogmponentMatch MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
ID id-mr-objectldentifierFirstComponentMatch }

directoryStringFirstComponentMatch MATCHING-RULE ::= {

SYNFAX HUrbothdedBirectoryStrng
ID id-mr-directoryStringFirstComponentMatch }

wordMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-wordMatch }

keywordMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr-keywordMatch }

generalWordMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-generalWordMatch }

sequenceMatchType ATTRIBUTE ::= {
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WITH SYNTAX SequenceMatchType
SINGLE VALUE TRUE
ID id-cat-sequenceMatchType } -- defaulting to sequenceExact

SequenceMatchType ::= ENUMERATED {

sequenceExact (0),
sequenceDeletion ),
sequenceRestrictedDeletion (2),
sequencePermutation 3),
sequencePermutationAndDeletion 4),
sequenceProviderDefined 5)}

wordMatchTypes ATTRIBUTE ::= {

WITH SYNTAX WordMatchTypes

SINGLE VALUE TRUE

ID id-cat-wordMatchType } -- defaulting to wordExact
WordMatchTypes ::= ENUMERATED {

worpExact 0),

worfTruncated (1),

worpPhonetic (2),

worfProviderDefined 3)}
characterMlatchTypes ATTRIBUTE ::= {

WITH SYNTAX CharacterMatchTypes

SINGLE VALUE TRUE

ID id-cat-characterMatchTypes }
CharacterMatchTypes ::= ENUMERATED ({

chafacterExact (0),

chafacterCaselgnore (1),

chafacterMapped 2)}

selectedContexts ATTRIBUTE ::= {
WITH SYNTAX ContextAssertion
ID id-cat-selectedContexts }

approximgteStringMatch MATCHING-RULE ::= {
ID id-mr-approximateStringMatch }

ignorelfAbgentMatch MATCHING-RULE ::=.{
ID id-mr-ignorelfAbsentMatch }

nullMatch [IMATCHING-RULE ::= {
ID id-mr-nuilMatch }

ZONAL-MATCHING ::= MAPPING-BASED-MATCHING { ZonalSelect, TRUE, ZonalResult, zonalMatch.&

—
1

ZonalSele SEQUENCE OF AttributeType

ZonalResUlt ::= ENUMERATED {
canpot-select-mapping  (0),
zerq-mappings (2),
mulfipleé-mappings 3}

zonalMatch MATCHING-RULE ::= {
UNIQUE-MATCH-INDICATOR multipleMatchingLocalities
ID id-mr-zonalMatch }

-- Contexts --
languageContext CONTEXT ::= {
WITH SYNTAX LanguageContextSyntax
ID id-avc-language }
LanguageContextSyntax ::= PrintableString (SIZE(2..3)) -- 1SO 639-2 codes only
temporalContext CONTEXT ::= {

WITH SYNTAX TimeSpecification
ASSERTED AS TimeAssertion
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ID id-avc-temporal }
TimeSpecification ::= SEQUENCE {
time CHOICE {
absolute SEQUENCE {
startTime [O] GeneralizedTime OPTIONAL,
endTime [1] GeneralizedTime OPTIONAL },
periodic SET SIZE (1..MAX) OF Period },
notThisTime BOOLEAN DEFAULT FALSE,
timeZone TimeZone OPTIONAL }

Period ::= SEQUENCE {

timesOfDay [0] SET SIZE (1..MAX) OF DayTimeBand OPTIONAL,

days [1] CHOICE {
intDay SET OF INTEGER,
bitDay BIT STRING { sunday (0), monday (1) , tuesday (2), wednesday (3),
hursday (&), friday (5), saturday (o) 1,
dayOf XDayOf } OPTIONAL,
weeks [2] CHOICE {
allWeeks NULL,
intWeek SET OF INTEGER,
bitWeek BIT STRING {week1 (0), week2 (1), week3 (2), week4 (3),
week5 (4) } } OPTIONAL,
months [3] CHOICE {
allMonths NULL,
intMonth SET OF INTEGER,
bitMonth BIT STRING { january (0), february (1), march (2), aprih(3),
may (4), june (5), july (6), august (#),.september (8),
october (9), november (10), december (11) }
} OPTIONAL,
yeals [4] SET OF INTEGER (1000 .. MAX) OPTIONAL }
XDayOf ::¥ CHOICE ({
first [1] NamedDay,
secpnd [2] NamedDay,
thirﬂit [3] NamedDay,
founth [4] NamedDay,
fifth [5] NamedDay }
NamedDay ::= CHOICE {
intNamedDays ENUMERATED {
sunday D),
monday (2),
tuesday 3),
wednesday (4),
thursday 5),
friday (6),
saturday 1},

bitNamedDay.s BIT STRING { sunday (0), monday (1), tuesday (2), wednesday (3),

thursday (4), friday (5), saturday (6) } }

DayTimeBand ::==SEQUENCE {

starfDayTime [O] DayTime DEFAULT { hour 0},

endPpayTime [1] DayTime DEFAULT { hour 23, minute 59, second 59 } }
DayTime ::= SEQUENCE ({
hour [0] INTEGER (0..23),
minute [1] INTEGER (0..59) DEFAULT 0,
second [2] INTEGER (0..59) DEFAULT 0}
TimeZone ::= INTEGER (-12..12)
TimeAssertion ::= CHOICE {
now NULL,
at GeneralizedTime,
between SEQUENCE {
startTime [0] GeneralizedTime,
endTime [1] GeneralizedTime OPTIONAL,
entirely BOOLEAN DEFAULT FALSE }}
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localeContext CONTEXT ::= {
WITH SYNTAX LocaleContextSyntax
ID id-avc-locale }

LocaleContextSyntax ::= CHOICE ({
localelD1 OBJECT IDENTIFIER,
localelD2 UnboundedDirectoryString }

IdapAttributeOptionContext CONTEXT ::= {

WIT

ASSERTED AS
ABSENT-MATCH

ID

AttributeOptionList ::= SEQUENCE OF UTF8String

H SYNTAX AttributeOptionList
AttributeOptionList

FALSE

id-avc-ldapAttributeOption }

-- Object idFRTMEr assignments

-- object idgntifiers assigned in other modules are shown in comments

-- Attributeq --

-- id-at-objgctClass OBJECT IDENTIFIER ::= {id-at-0}

-- id-at-aliagedEntryName OBJECT IDENTIFIER ::= {id<at1}

-- id-at-enclyptedAliasedEntryName OBJECT IDENTIFIER = {id~at 1 2}
id-at-knowjedgelnformation OBJECT IDENTIFIER ::= {id-at 2}
id-at-commonName OBJECT IDENTIFIER ::= {id-at 3}

-- id-at-encfyptedCommonName OBJECT IDENTIFIER = {id-at 3 2}
id-at-surngme OBJECT IDENTIFIER 3= {id-at 4}

-- id-at-encfyptedSurname OBJECT IDENTIFIER\ <= {id-at 4 2}
id-at-serialNumber OBJECT IDENTIFIER ::= {id-at 5}

-- id-at-encfyptedSerialNumbe r OBJECT IDENTIFIER := {id-at 5 2}
id-at-coun{ryName OBJECT IDENTIFIER ::= {id-at 6}

-- id-at-encfyptedCountryName OBJECT IBENTIFIER ::= {id-at 6 2}
id-at-localifyName OBJECTIDENTIFIER ::= {id-at 7}

-- id-at-encfyptedLocalityName OBJECTIDENTIFIER := {id-at 7 2}
id-at-collegtiveLocalityName OBJECT IDENTIFIER ::= {id-at 7 1}
-- id-at-encgyptedCollectiveLocalityName Q@BJECT IDENTIFIER := {id-at 7 1 2}
id-at-statePrProvinceName OBJECT IDENTIFIER ::= {id-at 8}

-- id-at-enclyptedStateOrProvinceName OBJECT IDENTIFIER = {id-at 8 2}
id-at-collegtiveStateOrProvinceName OBJECT IDENTIFIER ::= {id-at 8 1}
-- id-at-encyptedCollectiveStateOrProvinceName OBJECT IDENTIFIER ::= {id-at 81 2}
id-at-streefAddress OBJECT IDENTIFIER ::= {id-at 9}

-- id-at-enclyptedStreetAddress OBJECT IDENTIFIER := {id-at 9 2}
id-at-collegtiveStreetAddress OBJECT IDENTIFIER ::= {id-at 9 1}
-- id-at-encfyptedCollectiveStreetAddress OBJECT IDENTIFIER ::= {id-at 91 2}
id-at-orgarjizationName OBJECT IDENTIFIER ::= {id-at 10}
-- id-at-encfyptedOrganizationName OBJECT IDENTIFIER = {id-at 10 2}
id-at-collegtiveOrganizationName OBJECT IDENTIFIER ::= {id-at 10 1}
-- id-at-encfyptedCollectiveQrganizationName OBJECT IDENTIFIER := {id-at 10 1 2}
id-at-orgarjizationalUnitName OBJECT IDENTIFIER ::= {id-at 11}
-- id-at-encfyptedOrganjzationalUnitName OBJECT IDENTIFIER := {id-at 11 2}
id-at-colleg¢tiveOrganizationalUnitName OBJECT IDENTIFIER ::= {id-at 11 1}
-- id-at-enciyptedCollectiveOrganizationalUnitNam OBJECT IDENTIFIER ::= {id-at 11 1 2}
id-at-title OBJECT IDENTIFIER ::= {id-at 12}
-- id-at-enchyptedFitte OBIECTHBENHHER—:= {ieg-at-3+2-2}
id-at-description OBJECT IDENTIFIER ::= {id-at 13}
-- id-at-encryptedDescription OBJECT IDENTIFIER = {id-at 13 2}
id-at-searchGuide OBJECT IDENTIFIER ::= {id-at 14}
-- id-at-encryptedSearchGuide OBJECT IDENTIFIER := {id-at 14 2}
id-at-businessCategory OBJECT IDENTIFIER ::= {id-at 15}
-- id-at-encryptedBusinessCategory OBJECT IDENTIFIER ::= {id-at 15 2}
id-at-postalAddress OBJECT IDENTIFIER ::= {id-at 16}
-- id-at-encryptedPostalAddress OBJECT IDENTIFIER = {id-at 16 2}
id-at-collectivePostalAddress OBJECT IDENTIFIER ::= {id-at 16 1}
-- id-at-encryptedCollectivePostalAddress OBJECT IDENTIFIER ::= {id-at 16 1 2}
id-at-postalCode OBJECT IDENTIFIER ::= {id-at 17}
-- id-at-encryptedPostalCode OBJECT IDENTIFIER := {id-at 17 2}
id-at-collectivePostalCode OBJECT IDENTIFIER ::= {id-at 17 1}
-- id-at-encryptedCollectivePostalCode OBJECT IDENTIFIER ::= {id-at 17 1 2}
id-at-postOfficeBox OBJECT IDENTIFIER ::= {id-at 18}
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id-at-collectivePostOfficeBox OBJECT IDENTIFIER ::= {id-at 18 1}
-- id-at-encryptedPostOfficeBox OBJECT IDENTIFIER := {id-at 18 2}

-- id-at-encryptedCollectivePostOfficeBox OBJECT IDENTIFIER ::= {id-at 18 1 2}
id-at-physicalDeliveryOfficeName OBJECT IDENTIFIER ::= {id-at 19}
id-at-collectivePhysicalDeliveryOfficeName OBJECT IDENTIFIER ::= {id-at 19 1}
-- id-at-encryptedPhysicalDeliveryOfficeName OBJECT IDENTIFIER ::= {id-at 19 2}

-- id-at-encryptedCollectivePhysicalDeliveryOfficeName OBJECT IDENTIFIER ::= {id-at 19 1 2}
id-at-telephoneNumber OBJECT IDENTIFIER ::= {id-at 20}

-- id-at-encryptedTelephoneNumber OBJECT IDENTIFIER = {id-at 20 2}
id-at-collectiveTelephoneNumber OBJECT IDENTIFIER ::= {id-at 20 1}
-- id-at-encryptedCollectiveTelephoneNumber OBJECT IDENTIFIER ::= {id-at 20 1 2}
id-at-telexNumber OBJECT IDENTIFIER ::= {id-at 21}

-- id-at-encryptedTelexNumber OBJECT IDENTIFIER ::= {id-at 21 2}
id-at-collectiveTelexNumber OBJECT IDENTIFIER ::= {id-at 21 1}
-- id-at-encryptedCollectiveTelexNumber OBJECT IDENTIFIER ::= {id-at21 1 2}
-- id-at-teletexTerminalldentifier OBJECT IDENTIFIER ::= {id-at 22}

-- id-at-enc{ypred Teletex Termmatdentifier OBJECT IDENTIFIER = {lo-at 22 2}
-- id-at-collgctiveTeletexTerminalldentifier OBJECT IDENTIFIER = {id-at 22 1}

-- id-at-encfyptedCollective TeletexTerminalldentifier OBJECT IDENTIFIER := {id-at 22 1 2}
id-at-facsifileTelephoneNumber OBJECT IDENTIFIER ::= {id-at 23}

-- id-at-encfyptedFacsimileTelephoneNumber OBJECT IDENTIFIER = {id-at 23 2}
id-at-collegtiveFacsimileTelephoneNumber OBJECT IDENTIFIER ::= {id-at.23 1}
-- id-at-encfyptedCollectiveFacsimileTelephoneNumber OBJECT IDENTIFIER ::= {id<at23 1 2}
id-at-x121Address OBJECT IDENTIFIER ::= {idyat 24}

-- id-at-encfyptedX121Address OBJECT IDENTIFIER ::= {id-at 24 2}
id-at-interrjational[ISDNNumber OBJECT IDENTIFIER ::= {id-at 25}

-- id-at-encfyptedinternational[SDNNumber OBJECT IDENTIFIER := {id-at 25 2}
id-at-collegtivelnternationalISDNNumber OBJECT IDENTIFIER 3= {id-at 25 1}
-- id-at-encfyptedCollectivelnternationallSDNNumber ~ OBJECT IDENTIFIER\ <= {id-at 25 1 2}
id-at-regisferedAddress OBJECT IDENTIFIER ::= {id-at 26}

-- id-at-enclyptedRegisteredAddress OBJECT IDENTIFIER ::= {id-at 26 2}
id-at-destipationIndicator OBJECT IDENTIFIER ::= {id-at 27}

-- id-at-encfyptedDestinationIndicator OBJECT IBENTIFIER ::= {id-at 27 2}
id-at-prefefredDeliveryMethod OBJECTIDENTIFIER ::= {id-at 28}

-- id-at-enclyptedPreferredDeliveryMethod OBJECTIDENTIFIER := {id-at 28 2}
id-at-presgntationAddress OBJECT IDENTIFIER ::= {id-at 29}

-- id-at-enclyptedPresentationAddress @BJECT IDENTIFIER ::= {id-at 29 2}
id-at-suppgprtedApplicationContext OBJECT IDENTIFIER ::= {id-at 30}

-- id-at-encfyptedSupportedApplicationContext OBJECT IDENTIFIER ::= {id-at 30 2}
id-at-memiper OBJECT IDENTIFIER ::= {id-at 31}

-- id-at-encfyptedMember OBJECT IDENTIFIER = {id-at 31 2}
id-at-owne OBJECT IDENTIFIER ::= {id-at 32}

-- id-at-encfyptedOwner OBJECT IDENTIFIER := {id-at 32 2}
id-at-roleQccupant OBJECT IDENTIFIER ::= {id-at 33}

-- id-at-encfyptedRoleOccupant OBJECT IDENTIFIER ::= {id-at 33 2}
id-at-seeAlso OBJECT IDENTIFIER ::= {id-at 34}

-- id-at-encfyptedSeeAlso OBJECT IDENTIFIER = {id-at 34 2}

-- id-at-usefPassword OBJECT IDENTIFIER ::= {id-at 35} X.p09|Part8
-- id-at-enclyptedUserPassword OBJECT IDENTIFIER = {id-at 35 2}
-- id-at-usefCertificate OBJECT IDENTIFIER = {id-at 36} X.p09|Part8
-- id-at-encfyptedUserCertificate OBJECT IDENTIFIER ::= {id-at 36 2}

-- id-at-cA(ertificate OBJECT IDENTIFIER ::= {id-at 37} X.p09|Part8
-- id-at-encfyptedCACertificate OBJECT IDENTIFIER ::= {id-at 37 2}

-- id-at-authorityRevocationList OBJECT IDENTIFIER ::= {id-at 38} X.p09|Part8
-- id-at-certificateRevocationList OBJECT IDENTIFIER ::= {id-at 39} X.509|Part8
-- id-at-encryptedCertificateRevocationList OBJECT IDENTIFIER = {id-at 39 2}

-- id-at-crossCertificatePair OBJECT IDENTIFIER := {id-at 40} X.509|Part8
-- id-at-encryptedCrossCertificatePair OBJECT IDENTIFIER := {id-at 40 2}
id-at-name OBJECT IDENTIFIER ::= {id-at 41}
id-at-givenName OBJECT IDENTIFIER ::= {id-at 42}

-- id-at-encryptedGivenName OBJECT IDENTIFIER ::= {id-at 42 2}
id-at-initials OBJECT IDENTIFIER ::= {id-at 43}

-- id-at-encryptedInitials OBJECT IDENTIFIER = {id-at 43 2}
id-at-generationQualifier OBJECT IDENTIFIER ::= {id-at 44}

-- id-at-encryptedGenerationQualifier OBJECT IDENTIFIER ::= {id-at 44 2}
id-at-uniqueldentifier OBJECT IDENTIFIER ::= {id-at 45}

-- id-at-encryptedUniqueldentifier OBJECT IDENTIFIER := {id-at 45 2}
id-at-dnQualifier OBJECT IDENTIFIER ::= {id-at 46}

-- id-at-encryptedDnQualifier OBJECT IDENTIFIER := {id-at 46 2}
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id-at-enhancedSearchGuide OBJECT IDENTIFIER ::= {id-at 47}

-- id-at-encryptedEnhancedSearchGuide OBJECT IDENTIFIER := {id-at 47 2}
id-at-protocolinformation OBJECT IDENTIFIER ::= {id-at 48}

-- id-at-encryptedProtocollnformation OBJECT IDENTIFIER ::= {id-at 48 2}
id-at-distinguishedName OBJECT IDENTIFIER ::= {id-at 49}

-- id-at-encryptedDistinguishedName OBJECT IDENTIFIER ::= {id-at 49 2}
id-at-uniqgueMember OBJECT IDENTIFIER ::= {id-at 50}

-- id-at-encryptedUniqueMember OBJECT IDENTIFIER = {id-at 50 2}
id-at-houseldentifier OBJECT IDENTIFIER ::= {id-at 51}

-- id-at-encryptedHouseldentifier OBJECT IDENTIFIER := {id-at 51 2}

-- id-at-supportedAlgorithms OBJECT IDENTIFIER := {id-at 52} X.509|Part8
-- id-at-encryptedSupportedAlgorithms OBJECT IDENTIFIER ::= {id-at 52 2}

-- id-at-deltaRevocationList OBJECT IDENTIFIER ::= {id-at 53} X.509|Part8
-- id-at-encryptedDeltaRevocationList OBJECT IDENTIFIER = {id-at 53 2}

id-at-dmdName OBJECT IDENTIFIER ::= {id-at 54}

-- id-at-encryptedDmdName OBJECT IDENTIFIER = {id-at 54 2}

-- id-at-clegrance OBJECT IDENTIFIER = {l0-ar 557}

-- id-at-encfyptedClearance OBJECT IDENTIFIER := {id-at 55 2}

-- id-at-defgultDirQop OBJECT IDENTIFIER = {id-at 56}

-- id-at-encfyptedDefaultDirQop OBJECT IDENTIFIER ::= {id-at 56 2}

-- id-at-attriputelntegritylnfo OBJECT IDENTIFIER ::= {id-at 57}

-- id-at-encfyptedAttributelntegritylnfo OBJECT IDENTIFIER ::= {id-at.5%2}

-- id-at-attriputeCertificate OBJECT IDENTIFIER = {id<at58} X.p09|Part8
-- id-at-encyptedAttributeCertificate OBJECT IDENTIFIER = {id~at 58 2}

-- id-at-attriputeCertificateRevocationList OBJECT IDENTIFIER := {id-at 59} X.p09|Part8
-- id-at-enclyptedAttributeCertificateRevocationList OBJECT IDENTIFIER := {id-at 59 2}

-- id-at-con{Keylnfo OBJECT IDENTIFIER = {id-at 60}

-- id-at-encfyptedConfKeylnfo OBJECT IDENTIFIER = {id-at 60 2}

-- id-at-aAdertificate OBJECT IDENTIFIER\ <= {id-at 61} X.p09|Part8
-- id-at-attriputeDescriptorCertificate OBJECT IDENTIFIER ::= {id-at 62} X.p09|Part8
-- id-at-attripute AuthorityRevocationList OBJECT IDENTIFIER ::= {id-at 63} X.p09|Part8
-- id-at-fam|ly-information OBJECT IDENTIFIER := {id-at 64}

id-at-pseuglonym OBJECT IDENTIFIER ::= {id-at 65}
id-at-communicationsService OBJECTIDENTIFIER ::= {id-at 66}
id-at-communicationsNetwork OBJECTIDENTIFIER ::= {id-at 67}

-- id-at-certf|ficationPracticeStmt OBJECT IDENTIFIER := {id-at 68} X.p09|Part8
-- id-at-certfficatePolicy QBJECT IDENTIFIER ::= {id-at 69} X.p09|Part8
-- id-at-pkiHath OBJECT IDENTIFIER ::= {id-at 70} X.p09|Part8
-- id-at-privPolicy OBJECT IDENTIFIER ::= {id-at 71} X.p09|Part8
-- id-at-role OBJECT IDENTIFIER ::= {id-at 72} X.p09|Part8
-- id-at-deldgationPath OBJECT IDENTIFIER = {id-at 73} X.p09|Part8
-- id-at-protPrivPolicy OBJECT IDENTIFIER = {id-at 74} X.p09|Part8
-- id-at-xMUPrivilegelnfo OBJECT IDENTIFIER := {id-at 75} X.p09|Part8
-- id-at-xmlPrivPolicy OBJECT IDENTIFIER := {id-at 76} X.p09|Part8
id-at-uuidgair OBJECT IDENTIFIER ::= {id-at 77}

id-at-tagOi OBJECT IDENTIFIER ::= {id-at 78}

id-at-uiiFofmat OBJECT IDENTIFIER ::= {id-at 79}

id-at-uiilnyrn OBJECT IDENTIFIER ::= {id-at 80}

id-at-contgntUri OBJECT IDENTIFIER ::= {id-at 81}

-- id-at-perrpission OBJECT IDENTIFIER ::= {id-at 82} X.p09|Part8
-- Control attributes=-

id-cat-seqyenceMatchType OBJECT IDENTIFIER ::= {id-cat 1}

id-cat-wor }

id-cat-characterMatchTypes
id-cat-selectedContexts

-- Notification attributes --

id-not-dSAProblem
id-not-searchServiceProblem
id-not-serviceType
id-not-attributeTypeList
id-not-matchingRuleList
id-not-filterltem
id-not-attributeCombinations
id-not-contextTypeList
id-not-contextList
id-not-contextCombinations
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