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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in
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Annex A forms a normative part of this part of ISO/IEC 9594. Annexes B to E are for information only.
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I ntroduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has been
produced to facilitate the interconnection of information processing systems to provide directory services. A set of such
systems, together with the directory information which they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals,
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to alow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

from different manufacturers;

under different managements;

of different levels of complexity; and
of different ages.

found useful across a

matching rules. One
the classes of object

This Recd
range of

particular
defined in

mmendation | International Standard defines a number of attributestypes which may be
hpplications of the Directory, as well as a number of standard_attribute syntaxes and
Lise for many of the attributes defined herein is in the formation“of names, particularly for
ITU-T Rec. X.521 | ISO/IEC 9594-7.

is Recommendation |
br, at some point, the
recommended that

This third
Internation
second e
implemen

edition technically revises and enhances, but doesynot replace, the second edition of tk
al Standard. Implementations may still claim conformance to the second edition. Howevd
Jition will not be supported (i.e. reported defects will no longer be resolved). It is
ations conform to this third edition as soon agpossible.

This third gdition specifies version 1 and version 2\of the Directory protocols.
The first 4
designed
the protod

ITU-T Re
function u

nd second editions also specifiedversion 1. Most of the services and protocols specified in this edition are
o function under version 1. When version 1 has been negotiated differences between the services and betweel
ols defined in the three editions are accommodated using the rules of extensibility defimed in this edition of
C. X.519 | ISO/IEC 9594-5." However some enhanced services and protocols, e.g. signed errors, will not
hless all Directory entities involved in the operation have negotiated version 2.

Implemen
Internatior
Recommeg
this part o
are availg

ors should noterthat a defect resolution process exists and that corrections may be app,
al Standard tin."the form of technical corrigenda. The identical corrections will b
ndation inthe‘form of corrigenda and/or an Implementor’s Guide. A list of approved tech
f this Internhational Standard can be obtained from the subcommittee secretariat. Publishe
ble frem your national standards organization. The ITU-T corrigenda and Implementc

ied to this part of this
e applied to this
nical corrigenda for

d technical corrigenda
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obtained ffom the ITU Web site.

Annex A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 notation for the
complete module which defines the attributes, attribute syntaxes, and matching rules.

Annex B, which is not an integral part of this Recommendation | International Standard, provides a table of attribute
types, for easy reference.

Annex C, which is not an integral part of this Recommendation | International Standard, provides suggested upper
bounds value constraints used in these Directory Specifications.

Annex D, which is not an integral part of this Recommendation | International Standard, lists alphabetically the attributes
and matching rules defined in this Directory Specification.

Annex E, which is not an integral part of this Recommendation | International Standard, lists the amendments and defect
reports that have been incorporated to form this edition of this Recommendation | International Standard.
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I SO/IEC 9594-6 : 1998 (E)
INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY — OPEN SYSTEMS INTERCONNECTION -
THE DIRECTORY: SELECTED ATTRIBUTE TYPES

SECTION 1 — GENERAL

1 Scope

This Recommendation | International Standard defines a number of attribute types and matching rules which may be
found useflil across arange of applications of the Directory.

Attribute types and matching rules fall into three categories, as described below.

Some attrilpute types and matching rules are used by a wide variety of applications,ar are understood and/or psed by the
Directory ifself.
NOTE ¢t It is recommended that an attribute type or matching rule defined in this document be used| in preference to the
generafjon of a new one, whenever it is appropriate for the application.

Some attrilpute types and matching rules are internationally standardized, but are application-specific. Thesefare defined
in the standards associated with the application concerned.

Any administrative authority can define its own attribute types and matching rules for any purpose. These are not
internationglly standardized, and are available to others bgyond the administrative authority which created them only by
bilateral agreement.

2 Nor mative refer ences

The following Recommendations and/dnternational Standards contain provisions which, through reference |n this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid All Recommendationshand Standards are subject to revision, and parties to agreements baged on this
Recommeridation | International )Standard are encouraged to investigate the possibility of applying the fost recent
edition of {he Recommendations and Standards listed below. Members of IEC and 1SO maintain registers ¢f currently
valid Intermational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list ¢f currently
valid ITU-T Recommengdations.

21 I dentieal Recommendations | International Standards

pen Systems

— ITU-T Recommendation X.500 (1997) | ISO/IEC 9594-1:19@fyrmation technology — Open Systems
Interconnection — The Directory: Overview of concepts, models and services.

— ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2:19@tyrmation technology — Open Systems
Interconnection — The Directory: Models.

— ITU-T Recommendation X.509 (1997) | ISO/IEC 9594-8:19@&yrmation technology — Open Systems
Interconnection — The Directory: authentication framework.

— ITU-T Recommendation X.511 (1997) | ISO/IEC 9594-3:19a&yrmation technology — Open Systems
Interconnection — The Directory: Abstract service definition.

— ITU-T Recommendation X.518 (1997) | ISO/IEC 9594-4:19@&yrmation technology — Open Systems
Interconnection — The Directory: Procedures for distributed operation.

ITU-T Rec. X.520 (1997 E) 1
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— ITU-T Recommendation X.519 (1997) | ISO/IEC 9594-5:198rmation technology — Open Systems

Interconnection — The Directory: Protocol specifications.

— ITU-T Recommendation X.521 (1997) | ISO/IEC 9594-7:198fyrmation technology — Open Systems

Interconnection — The Directory: Selected object classes.

— ITU-T Recommendation X.525 (1997) | ISO/IEC 9594-9:198frmation technology ‘©pen Systems

Interconnection — The Directory: Replication.

— ITU-T Recommendation X.530 (1997) | ISO/IEC 9594-10:199%8rmation technology — Open Systems

Interconnection — The Directory: Use of system management for Administration of the Directory.

— ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1%®®rmation technology — Abstract Syntax

Notation One (ASN.1): Specification of basic notation.

— ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:19%@rmation technology — Abstract Syntax

Notation Qne (AQI\I 1)' Information nhjprf Qpprifirnfinn

22 q

3 O

For the pur

ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:19%9@rmation technology Athtract Syntax
Notation One (ASN.1): Constraint specification.

ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:198®rmation technglogy — Abystract Syntax
Notation One (ASN.1): Parametrization of ASN.1 specifications.

Dther references
CCITT Recommendation E.123 (198Biptation for National and Intérhational Telephone nuinbers.
ITU-T Recommendation E.164 (199The international publict&ecommunication numbering plan.
ITU-T Recommendation F.1 (199&)perational provisionsfor the international public telegram service.
CCITT Recommendation F.31 (1988§ egram retransiyission system.
CCITT Recommendation F.401 (199Rpaming and addressing for public message handling services.

ITU-T Recommendation T.30 (1996rocedures for document facsimile transmission in the general
switched telephone network.

ITU-T Recommendation T.62 (199&ontrol procedures for teletex and Group 4 facsimile sefvices.
ITU-T Recommendation X.121 (1996hternational numbering plan for public data networkg.
ISO 3166 (all parts)codes for the representation of names of countries and their subdivisions
ISO 639-2:1998Codes-forthe representation of names of languages — Part 2: Alpha 3|code

ISO/IEC 9945-2:199formation technology — Portable Operating System Interface (POSIX) — Part 2:
Shell and Utilities

Definitions

poses.of this Recommendation | International Standard, the following definitions apply.

The follow|

ngterms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

a) attribute type;

b) object class;

¢) matching rule.

4 Conventions

With minor exceptions, this Directory Specification has been prepared according to the "Presentation of ITU-T |
I SO/IEC common text" guidelinesin the Guide for ITU-T and ISO/IEC JTC 1 Cooperation.

The term "

Directory Specification” (as in "this Directory Specification") shall be taken to mean ITU-T Rec. X.520 |

I SO/IEC 9594-6. The term "Directory Specifications' shall be taken to mean the X.500-series Recommendations | parts
of 1SO/IEC 9594.

ITU-T Rec. X.520 (1997 E)


https://iecnorm.com/api/?name=f784f06800548ef2fe69b20ba9ae97f4

I SO/IEC 9594-6 : 1998 (E)

This Directory Specification uses the term "1988 edition systems' to refer to systems conforming to the first (1988)
edition of the Directory Specifications, i.e. the 1988 edition of the series of CCITT X.500 Recommendations and the
ISO/IEC 9594:1990 edition. This Directory Specification uses the term "1993 edition systems' to refer to systems
conforming to the second (1993) edition of the Directory Specifications, i.e. the 1993 edition of the series of ITU-T
X.500 Recommendations and the | SO/IEC 9594:1995 edition. Systems conforming to this third edition of the Directory
Specifications are referred to as " 1997 edition systems'.

This Directory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Helvetica typeface.
The names of procedures, typicaly referenced when specifying the semantics of processing, are differentiated from
normal text by displaying them in bold Times. Access control permissions are presented in italicized Times.

Attribute types and matching rules are defined in this Recommendation | International Standard by use of the
ATTRIBUTE and MATCHING-RULE information object classes defined in ITU-T Rec. X.501 | ISO/IEC 9594-2.

pe-anchvalue pairs
example value for

are represented by an acronym for the attribute type, followed by an equals sign (“="), followed by the
the attributg.

SECTION 2 — SELECTED ATTRIBUTE TYPES

5 Definition of selected attribute types

This Direqtory Specification defines a number of attribute types which «may be found useful across p range of
applications of the Directory.

Many of the attributes defined in this Specification are based on a comnjen ASN.1 syntax:
DirectpryString { INTEGER : maxSize} ::= CHOICE {

teletexString TeletexString (SIZE (1..maxSize)),
printableString PrintableString (SIZE (1..maxSize)),
bmgsString BMPString (SIZE (1..maxSize)),
univiersalString UniversalString (SIZE (1..maxSize)) }

Some implementations of the Directory do not suppert BM PString or Univer sal String, and will not be able {o generate,
match, or display attributes having such a syntax:

51 System attribute types

511 K nowledge I nformation

The Knowlledge Information attribute type specifies a human readable accumulated description of knowledge mastered
by a specifjc DSA.
NOTE + This attribute.is'now obsolete.

knowlgdgel nfor mation ATTRIBUTE = {
WITH SYNTAX DirectoryString {ub-knowledge-infor mation}
EQUALITY MATCHING RULE casel gnoreMatch
ID id-at-knowledgel nformation }

5.2 Labelling attribute types

These attributes type are concerned with information about objects which has been explicitly associated with the objects
by alabelling process.

521 Name

The Name attribute type is the attribute supertype from which string attribute types typically used for naming may be
formed.

name ATTRIBUTE = {
WITH SYNTAX DirectoryString {ub-name}
EQUALITY MATCHING RULE casel gnoreM atch
SUBSTRINGSMATCHING RULE casel gnoreSubstringsM atch
ID id-at-name}

ITU-T Rec. X.520 (1997 E) 3
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522 Common Name

The Common Name attribute type specifies an identifier of an object. A Common Name is not a directory name; it is a
(possibly ambiguous) name by which the object is commonly known in some limited scope (such as an organization)
and conforms to the naming conventions of the country or culture with which it is associated.

An attribute value for common name is a string chosen either by the person or organization it describes or the
organization responsible for the object it describes for devices and application entities. For example, atypical name of a
person in an English-speaking country comprises a persona title (e.g. Mr., Ms., Rd, Professor, Sir, Lord), a first name,
middle name(s), last name, generation qudlifier (if any, e.g. Jr.) and decorations and awards (if any, e.g. QC).

Examples:

CN ="Mr. Robin Lachlan McLeod BSc(Hons) CEng MIEE";
CN = "Divisiona Coordination Committee";

N ="High Speed Modem".

Any variants should be associated with the named object as separate and alternative attribute values.

Other comfnon variants should also be admitted, e.g. use of a middle name as a preferred first name; use pf "Bill" in
place of "William", etc.

commpnName ATTRIBUTE = {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-common-name}
ID id-at-commonName}

523 Surname

The Surname attribute type specifies the linguistic construct which normally is inherited by an individu@l from the
individual’s parent or assumed by marriage, and by which.the individual is commonly known.

An attribufe value for Surname is a string, e.g. "McLeod".

surname ATTRIBUTE = {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-surname}
1D id-at-surname}

524 Given Name

The Given| Name attribute type specifies the linguistic construct which is normally given to an |ndividual by the
individual's parent, orisichosen by the individual, or by which the individual is commonly known.

An attribute value™or Given Name is a string, e.g. "David", or "Jean Paul".

givenName ATTRIBUTE = {
QIBTYPE QFE name.
WITH SYNTAX DirectoryString {ub-name}
ID id-at-givenName}

525 Initials
Thelnitials attribute type contains the initials of some or all of an individual’s names, but not the surname(s).

An attribute value for Initials is a string, e.g. "D" or "D." or "J.P.".

initialsATTRIBUTE n= {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-name}
ID id-at-initials}

4 ITU-T Rec. X.520 (1997 E)
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5.2.6 Generation Qualifier

The Generation Qualifier attribute type contains a string which is used to provide generation information to qualify an
individual’s name.

An attribute value for Generation Qualifier is a string, e.g. "Jr." or "II".

generationQualifier ATTRIBUTE = {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-name}
ID id-at-gener ationQualifier }

5.2.7 Unique I dentifier

The Unique Identifier attribute type specifies an identifier which may be used to distinguish between object references
when a distinguished name has been reused. It may be, for example, an encoded object identifier, certificate, date,

timestamg

, or some other form of certification on the validity of the distinguished name.

An attribule value for Unique Identifier is a bit string.

ished name of an

uniquél dentifier ATTRIBUTE = |
WITH SYNTAX Uniquel dentifier
HQUALITY MATCHING RULE bitStringM atch
ID id-at-uniquel dentifier }
Uniqugl dentifier = BIT STRING
5.2.8 DN Qualifier
The DN Qualifier attribute type specifies disambiguating information tosadd to the relative disting
entry. It is[intended to be used for entries held in multiple DSAs whichywould otherwise have the same name, and that its
value be the same in a given DSA for all entries to which this information has been added.
dnQualifier ATTRIBUTE n=
WITH SYNTAX PrintableString
HQUALITY MATCHING RULE casel gnoreM atch
OQRDERING MATCHING RULE casel gnoreQrderingM atch
SUBSTRINGSMATCHING RULE casel gnoreSubstringsM atch
ID id-at-dnQualifier }
529 Serial Number

The Serial

Number attribute type specifies,;an identifier, the serial number of a device.

An attribute value for Serial Number-is a printable string.

serialN
V]
B
S

5.3 q

umber ATTRIBUTE = {

ITH SYNTAX PrintableString (SIZE (1..ub-serialNumber))
QUALITY MATEHING RULE  caselgnoreMatch
UBSTRINGSWMATCHING RULE casel gnoreSubstringsM atch
D id-at-serial-number }
be0graphical Attribute Types

These attribute types are concerned with geographical positions or regions with which objects are associated.

531 Country Name

The Country Name attribute type specifies a country. When used as a component of a directory name, it identifies the
country in which the named object is physically located or with which it is associated in some other important way.

An attribute value for country name is a string chosen from ISO 3166.

countr

yName ATTRIBUTE ::={

SUBTYPE OF name

WITH SYNTAX CountryName
SINGLEVALUE TRUE

ID id-at-countryName }

CountryName ::= PrintableString (SIZE(2)) -- 150 3166 codes only

ITU-T Rec. X.520 (1997 E)
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532 L ocality Name

The Locality Name attribute type specifies a locality. When used as a component of a directory name, it identifies a
geographical area or locality in which the named object is physically located or with which it is associated in some other
important way.

An attribute value for Locality Nameisastring, e.g. L = "Edinburgh”.

localityName ATTRIBUTE = {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-locality-name}
ID id-at-localityName }

The Collective Locality Name attribute type specifies alocality name for a collection of entries.

collectivel ocalityName ATTRIBUTE ::= {
UBTYPE OF localityName
JOLLECTIVE TRUE
ID id-at-collectivel ocalityName }

5.3.3 State or Province Name

The Sate qr Province Name attribute type specifies a state or province. When used as a compaenent of a diregtory name,
it identifieg a geographical subdivision in which the named object is physically located or-with'which it is agsociated in
some other|important way.

An attribute value for State or Province Nameisastring, e.g. S="Ohio".

stateOp ProvinceName ATTRIBUTE  ::= {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-state-name}
ID id-at-stateOr ProvinceName }
The Collective Sate or Province Name attribute type specifies a state of province name for a collection of entfies.
collectjveStateOrProvinceName ATTRIBUTE  ::= {
SUBTYPE OF stateOr ProvinceName
QOLLECTIVE TRUE
1D id-at-collectiveStateOr ProvinceName }

534 Street Address

The Street |Address attribute type specifies a site for the local distribution and physical delivery in a postal address, i.e.

the street rfame, place, avenue, and the house number. When used as a component of a directory name, it identifies the

Street addrtjs at which the named object islocated or with which it is associated in some other important way
e

An attribute value for Street Address is a string, e.g. "ArnulfstraBe 60".
streetAddress ATTRIBUTE = {
WITH SYNTAX DirectoryString {ub-str eet-addr ess}
HQUALITY MATCHING RULE casel gnoreM atch
SUBSTRINGSMATCHING RULE casel gnoreSubstringsM atch
ID id-at-streetAddress}

The Collective Sreet Address attribute type specifies a street address for a collection of entries.

collectiveStreetAddressAT I RIBUTE——=

t
SUBTYPE OF streetAddress
COLLECTIVE TRUE
ID id-at-collectiveStreetAddress}

5.35 House | dentifier

The House Identifier attribute type specifies a linguistic construct used to identify a particular building, for example a
house number or house name relative to a street, avenue, town or city, etc.

An attribute value for House Identifier is a string, e.g. "14".

housel dentifier ATTRIBUTE = {
WITH SYNTAX DirectoryString {ub-name}
EQUALITY MATCHING RULE casel gnoreMatch
SUBSTRINGSMATCHING RULE casel gnoreSubstringsM atch
ID id-at-housel dentifier }
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54 Organizational attribute types

These attribute types are concerned with organizations and can be used to describe objects in terms of organizations with
which they are associated.

54.1 OrganizationName

The OrganizationName attribute type specifies an organization. When used as a component of a directory name it
identifies an organization with which the named object is affiliated.

An attribute value for OrganizationName is a string chosen by the organization (e.g. O = "Scottish Telecommunications
plc"). Any variants should be associated with the named Organization as separate and alternative attribute values.

organizationName ATTRIBUTE = {
SUBTYPE OF name
WITHSYNTAX DirectoryStrimg{ub-orgarization=Trarmes
ID id-at-or ganizationName }

The Collective Organization Name attribute type specifies an organization name for a collection of entriés.

collectjveOrganizationName ATTRIBUTE  ::= {
SUBTYPE OF organizationName
COLLECTIVE TRUE
ID id-at-collectiveOr ganizationName }

54.2 Qrganizational Unit Name

The Organjzational Unit Name attribute type specifies an organizational unit. When used as a component of|a directory
name it identifies an organizational unit with which the named object is affiliated.

The desigrjated organizational unit is understood to be part of anorganization designated by an OrganizationName
attribute. I follows that if an Organizational Unit Name attributeis used in a directory name, it must be assqciated with
an OrganizgtionName attribute.

An attribute value for Organizational Unit Name is a stfiig chosen by the organization of which it is part|(e.g. OU =
"Technology Division"). Note that the commonly used‘abbreviation "TD" would be a separate and alternatiye attribute
value.

Bxample:
@ ="Scottel", OU ="TD"
organigationalUnitName ATTRIBUTE = {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-or ganizational-unit-name}
ID id-at-or ganizationalUnitName }

The Collective Organizational Unit Name attribute type specifies an organizational unit name for a collection|of entries.

collectjveOr ganizationalUnitName ATTRIBUTE n= {
SUBTYPE OF organizationalUnitName
COLBLECTIVE TRUE
ID 1d-at-collectiveOr ganizationalUnitName |
54.3 Title

The Title attribute type specifies the designated position or function of the object within an organization.
An attribute value for Titleisastring.

Example:
T ="Manager, Distributed Applications’

title ATTRIBUTE n= {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-title}
ID id-at-title}
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55 Explanatory attribute types

These attribute types are concerned with explanations (e.g. in a natural language) of something about an object.

55.1 Description

The Description attribute type specifies text which describes the associated object.

For example, the object "Standards Interest” might have the associated description "distribution list for exchange of
information about intra-company standards devel opment".

An attribute value for Description is a string.

description ATTRIBUTE =
WITH SYNTAX

{
DirectoryString {ub-description}

EQUALITY MATCHING RULE
SUBSTRINGSMATCHING RULE
ID

5.5.2 Search Guide

The Search Guide attribute type specifies information of suggested search criteria which-may be includ
entries expected to be a convenient base-object for the search operation, e.g. country or ©rganization.

Search critpria consist of an optiona identifier for the type of object sought and \combinations of attributg

casel gnoreMatch
casel gnoreSubstringsM atch
id-at-description }

bd in some

b types and

logical opgrators to be used in the construction of a filter. It is possible tospecify for each search critefia item the

matching lével, e.g. approximate match.

The Search Guide attribute may recur to reflect the various types of requests, e.g. search for a Residential H
Organizatipnal Person, which may be fulfilled from the given base-ebject where the Search Guideis read.

erson or an

sear chiGuide ATTRIBUTE n= {
WITH SYNTAX Guide
ID id-at-searchGuide }
Guide uE SET {
objegctClass [0] OBJECT-CLASS.&id OPTIONAL,
criteria [1] Criteria }
Criter|a N CHOICE {
typ¢g [0] Criterialtem,
and [1] SET OF Criteria,
or 2] SET OF Criteria,
not [3] Criteria }
Criter{altem = CHOICE {
equality [Q] AttributeType,
subgtrings [1] AttributeType,
gregterQrEqual 2] AttributeType,
lessOTEqUA! 13 ATTiDUTET YPE,
approximateMatch [4] AttributeType }
Example:

The following is a potential value of the Search Guide attribute that could be stored in entries of object class Locality to
indicate how entries of object class Residential Person might be found:

residential-per son-guide Guide ::= {
objectClassresidential Person.&id,
criteriaand : {
type: substrings: commonName.&id,
type: substrings: streetAddress.&id }}

The construction of afilter from this value of Guide is straightforward.
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Step (1) produces the intermediate Filter value

intermediate-filter Filter =
and : {

item : substrings {
type commonName.&id,
strings{ any : teletexString : " Dubois' }},

item : substrings {
type streetAddress.&id,
strings{ any : teletexString " Hugo" }}}

Step (2) produces afilter for matching Residential Person entriesin the subtree:

residential-per son-filter Filter ::=
and : {
item : equality : {
type objectClass.&id,
assertion residentialPerson.&id },
intermediateFilter }

55.3 Bnhanced Search Guide

The Enhanced Search Guide attribute provides an enhancement of the sear chGuide attribuite) adding informjation about
the recommended search depth for searches among subordinate objects of a given object-class.

enhang¢edSearchGuide ATTRIBUTE n= {
WITH SYNTAX EnhancedGuide
ID id-at-enhancedSear chGuide }
EnhancedGuide = SEQUENCE {
objectClass [Q] OBJECT-CLASS.&id,
critéria [1] Criteria,
subget [2] INTEGER

{|paseObject (0), oneL evel (1), wholeSubtree (2) } DERAULT onelL evel }

554 Business Category

The Busingss Category attribute type specifies infermation concerning the occupation of some commpn objects,
e.g. people| For example, this attribute provides thefacility to interrogate the Directory about people sharinjg the same
occupation

busingssCategory ATTRIBUTE = {
WITH SYNTAX DirectoryString {ub-business-category}
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGSMATCHING'RULE casel gnoreSubstringsM atch
ID id-at-businessCategory }

5.6 Rostal Addressing attribute types
These attrilpute types.are concerned with information required for physical postal delivery to an object.

5.6.1 Rostal*Address

The Postal Address attribute type specifies the address information required for the physical delivery of postal messages
by the postal authority to the named object.

An attribute value for Postal Address will be typically composed of selected attributes from the MHS Unformatted

Postal O/R Address version 1 according to CCITT Recommendation F.401 and limited to 6 lines of 30 characters each,

including a Postal Country Name. Normally the information contained in such an address could include an addressee’s
name, street address, city, state or province, postal code and possibly a Post Office Box number depending on the
specific requirements of the named object.

postalAddress ATTRIBUTE = {
WITH SYNTAX PostalAddress
EQUALITY MATCHING RULE caselgnorelistMatch
SUBSTRINGS MATCHING RULE casel gnor el istSubstringsM atch
ID id-at-postalAddress}
PostalAddress = SEQUENCE SIZE(1..ub-postal-line) OF DirectoryString {ub-postal-string}
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The Collective Postal Address attribute type specifies apostal address for a collection of entries.

collectivePostalAddressATTRIBUTE n= {
SUBTYPE OF postalAddress
COLLECTIVE TRUE
ID id-at-collectivePostalAddress }

5.6.2 Postal Code

The Postal Code attribute type specifies the postal code of the named object. If this attribute value is present it will be
part of the object’s postal address.

An attribute value for Postal Code is a string.

postalCode ATTRIBUTE = {
WITH SYNTAX DirectoryString {ub-postal-code}
EQUALCTTY MATCHING RUCE ____calgnoremarcn
SUBSTRINGS MATCHING RULE casel gnoreSubstringsM atch
ID id-at-postalCode }

The Collective Postal Code attribute type specifies a postal code for a collection of entries.

collectjvePostalCode ATTRIBUTE = {
SUBTYPE OF postalCode
COLLECTIVE TRUE
ID id-at-collectivePostalCode }

5.6.3 Rost Office Box

The Post Qffice Box attribute type specifies the Post Office Box hy:which the object will receive physical postal
delivery. lf present, the attribute value is part of the object's postal address.

postOfficeBox ATTRIBUTE = {
WITH SYNTAX DirectoryString{ub-post-office-box}
EQUALITY MATCHING RULE casel gnoreM ateh
SUBSTRINGSMATCHING RULE casel gnor eSubstringsM atch
ID id-at-postOfficeBox }

The Collective Post Office Box attribute type specifies a post office box for a collection of entries.

collectjvePostOfficeBox ATTRIBUTE §i= {
SUBTYPE OF postOfficeBox
COULECTIVE TRUE
ID id-at-collectivePostOfficeBox }

5.6.4 Rhysical Delivery Offiee Name

The Physical Delivery Office Name attribute type specifies the name of the city, village, etc. wherg a physical delivery
office is sifuated.

An attribute value for,Physical Delivery Office Name is a string.

physicalDeliveryOfficeName ATTRIBUTE  ::= {

WITH SYNTAX DirectoryString {ub-physical-office-name}
EQU LETY MATCHING RULE casel gnnrnl\/l atch
SUBSTRINGSMATCHING RULE casel gnoreSubstringsM atch

ID id-at-physicalDeliveryOfficeName }

The Collective Physical Delivery Office Name attribute type specifies a physical delivery office hame for a collection of
entries.

collectivePhysical Deliver yOfficeName ATTRIBUTE ::= {

SUBTYPE OF physical Deliver yOfficeName

COLLECTIVE TRUE

ID id-at-collectivePhysicalDeliver yOfficeName }
5.7 Telecommunications Addressing attribute types

These attribute types are concerned with addressing information needed to communicate with the object using
telecommunication means.
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571 Telephone Number

The Telephone Number attribute type specifies a telephone number associated with an object.

: 1998 (E)

An attribute value for Telephone Number is a string that complies with the internationally agreed format for showing
international telephone numbers, CCITT Recommendation E.123 (e.g. "+ 44 582 10101").

telephoneNumber ATTRIBUTE ::={

WITH SYNTAX TelephoneNumber

EQUALITY MATCHING RULE telephoneNumber M atch

SUBSTRINGSMATCHING RULE telephoneNumber SubstringsM atch

ID id-at-telephoneNumber }
TelephoneNumber ::= PrintableString (SIZE(1..ub-telephone-number))

-- &ring complying with CCITT Recommendation E.123 only

The Collective Telephone Number attribute type specifies a telephone number for a collection of entries.

collectjveTelephoneNumber ATTRIBUTE ::= {
SUBTYPE OF telephoneNumber
COLLECTIVE TRUE
ID id-at-collectiveT elephoneNumber }
572 Tlelex Number

The Telex [Number attribute type specifies the telex number, country code, and-answerback code of a tel
associated With an object.

telexNpmber ATTRIBUTE = {
WITH SYNTAX TelexNumber
ID id-at-telexNumber }

TelexNumber ::= SEQUENCE {
telefNumber PrintableString(SIZE (1..ub-telex-number)),
countryCode PrintableString (SIZE (1..ub-country-code)),
answer back PrintableString (SIZE (1..ub-answerback)) }

The Collective Telex Number attribute type specifiestatelex number for a collection of entries.

collect
SUB
COl
ID

57.3 Tl
Snce CC

teletexTerrninall dentifier~and the collectiveTeletexTerminall dentifier attribute types is deprecated.

The Telete

teletex ternninal (associated with an object.

veTelexNumber ATTRIBUTE 1= {
TYPE OF telexNumber
LECTIVE TRUE
id-at-collectiveT elexNumber }
eletex Terminal Identifier

TT Recommendation F.200 has been withdrawn and has not been replaced, the U

Bx terminal

se of the

Terminal-fdentifier attribute type specifies the Teletex terminal identifier (and, optionally, parameters) for a

1200 and an

An attributenaluefao cletex Terminal ldentifier is astringwhich complieswi
optional set whose components are according to ITU-T Recommendation T.62.
-- teletexTerminalldentifier ATTRIBUTE n= {
-- WITH SYNTAX TeletexTerminal ldentifier
--1D id-at-teletexTerminal I dentifier }
-- TeletexTerminalldentifier ::= SEQUENCE {
-- teletexTerminal PrintableString (S ZE(1..ub-tel etex-terminal -id)),
-- parameters TeletexNonBasi cParameters OPTIONAL}
The Collective Teletex Terminal Identifier attribute type specifies ateletex terminal identifier for a collection of entries.
-- collectiveTeletexTerminal Identifier  ATTRIBUTE ::= {
-- SUBTYPE OF teletexTerminal | dentifier
-- COLLECTIVE TRUE
--1D id-at-collectiveTeletexTerminal I dentifier }
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5.7.4 Facsimile Telephone Number

The Facsimile Telephone Number attribute type specifies a telephone number for a facsimile terminal (and optionally its
parameters) associated with an object.

An attribute value for the facsimile telephone number is a string that complies with the internationally agreed format for
showing international telephone numbers, CCITT Recommendation E.123 (e.g. "+81 3 347 7418") and an optional bit
string (formatted according to CCITT Reommendation T.30).

facsimileTelephoneNumber ATTRIBUTE ::={

WITH SYNTAX FacsimileT elephoneNumber

ID id-at-facsimileT elephoneNumber }
FacsimileTelephoneNumber ::= SEQUENCE {

telephoneNumber TelephoneNumber,

parameters G3FacsimileNonBasicParameters OPTIONAL}

The Colledtive Facsimile Telephone Number attribute type specifies a facsimile telephone number for aycpllection of
entries.

collectjveFacsimileT elephoneNumber ATTRIBUTE n= {
SUBTYPE OF facsimileT elephoneNumber
COLLECTIVE TRUE
ID id-at-collectiveFacsimileT elephoneNumber }

575 A{.121 Address

The X.121 |Address attribute type specifies an address as defined by ITU-T Recemmendation X.121 associged with an
object.

x121AddressATTRIBUTE ::={

WITH SYNTAX X121Address

EQUALITY MATCHING RULE numericStringM atch
SUBSTRINGS MATCHING RULE numericStringSubstringsM atch
ID id-at-x121Address}

X121Address ::= NumericString (S| ZE(1..ub-x121-addr ess))
-- Sring as defined by I TU-T Recommenéation X.121

5.7.6 I hternational | SDN Number
The Interngtional 1SDN Number attribute type specifies an International 1ISDN Number associated with an obfect.

An attribute value for International ISDN Number is a string which complies with the internationally agreed format for
ISDN addrgesses given in ITU-T Recommendation E.164.

interngtionall SODNNumber ATTRIBUTE ::=  {
WITH SYNTAX International| SDNNumber
EQUALITY MATCHING.RULE numericStringM atch
SUBSTRINGS MAT.CHIING RULE numericStringSubstringsM atch
ID id-at-internationall SODNNumber }

Internptionall SODNNumber ::= NumericString (SIZE(1..ub-inter national-isdn-number))
=-Sring complying with ITU-T Recommendation E.164 only

The Collegtive International 1ISDN Number attribute type specifies an international ISDN number for a cpllection of
entries.

collectivel nternationall SODNNumber ATTRIBUTE n= {
SUBTYPE OF inter nationall SODNNumber
COLLECTIVE TRUE
ID id-at-collectivel nter nationall SDNNumber }

5.7.7 Registered Address

The Registered Address attribute type specifies a mnemonic for an address associated with an object at a particular city
location. The mnemonic is registered in the country in which the city is located and is used in the provision of the Public
Telegram Service (according to ITU-T Recommendation F.1).

registeredAddressATTRIBUTE = {

SUBTYPE OF postalAddress

WITH SYNTAX PostalAddress

ID id-at-registeredAddress}
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5.7.8 Destination | ndicator

The Destination Indicator attribute type specifies (according to ITU-T Rec. F.1 and CCITT Rec. F.31) the country and
city associated with the object (the addressee) needed to provide the Public Telegram Service.

An attribute value for Destination Indicator is a string.

destinationlndicator ATTRIBUTE ::={

WITH SYNTAX Destinationl ndicator
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGSMATCHING RULE casel gnoreSubstringsM atch
ID id-at-destinationlndicator }

DestinationIndicator ::= PrintableString (SI ZE(1..ub-destination-indicator))

5.8 H

These attril

581 H

The Prefer

ek : TR i
== dpliiagctital Lildl aLtel S Uy

references attribute types

pute types are concerned with the preferences of an object.

referred Delivery Method

red Delivery Method attribute type specifies the object’s priority order regarding the meth

communidating with it.
preferfedDeliveryMethod ATTRIBUTE =
WITH SYNTAX SEQUENCE OF INTEGER {
y-delivery-method (0),
hs-delivery (),
hysical-delivery (2),
elex-delivery 3),
eletex-delivery @),
3-facsimile-delivery (5),
4-facsimile-delivery (6),
ip5-terminal-delivery (7),
ideotex-delivery (8),
tlelephone-delivery 91}
SINGLE VALUE TRUE
ID id-at-preferredDeliveryMethod }
5.9 @Sl Application atthibute types
These attrjbute types are concerned with information regarding objects in the OSI Application Layer|
591 Aresentation Address
The Presentation Address attribute type specifies a presentation address associated with an object

pod to be used for

representing an OSI

application-ertity-

An attribute value for Presentation Address is a presentation address as defined in ITU-T Rec. X.200 | ISO/IEC 7498-1.

presentationAddressATTRIBUTE n= {
WITH SYNTAX PresentationAddr ess
EQUALITY MATCHING RULE presentationAddressM atch
SINGLE VALUE TRUE
ID id-at-presentationAddress}

PresentationAddress::= SEQUENCE {

pSelector [0 OCTET STRING OPTIONAL,
sSelector [1] OCTET STRING OPTIONAL,
tSelector [2] OCTET STRING OPTIONAL,
nAddr esses [8] SET SIZE (1.MAX) OF OCTET STRING }

ITU-T Rec. X.520 (1997 E)
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59.2 Supported Application Context

The Supported Application Context attribute type specifies the object identifier(s) of application context(s) that the
object (an OSI application entity) supports.

supportedApplicationContext ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE  objectldentifierMatch
ID id-at-supportedApplicationContext }

59.3 Protocol I nformation

The Protocol Information attribute type associates protocol information with each network address in the Presentation
Address attribute.

For each nAddress, the protocol component identifies the protocol or profile for the network and transport layers.

protodolInformation ATTRIBUTE ::= {

WITH SYNTAX Protocoll nfor mation

EQUALITY MATCHING RULE protocoll nformationM atch

ID id-at-protocoll nformation }
Protogoll nformation n= SEQUENCE {

nAddress OCTET STRING,

profiles SET OF OBJECT IDENTIFIER }

5.10 Relational attributetypes

These attripute types are concerned with information regarding the objects.which are related to a particular object in

certain ways.
NOTE t+ The DistinguishedName syntax used in these attributé, types allows use of the primary distihnguished name or an
alternatjve distinguished name. Use of the primary distinguishedhame, if it is known, ensures consistency] and interdorking wit
pre-1997 DSAs. Specific usage may require that a particular alternative name be used. Context information and alternative

distinguished values may also be kept as part ofaheesWithCentext component of any RDN, as described|in 9.3 of ITU-T
Rec. X.p01 | ISO/IEC 9594-2.

5.10.1 Distinguished Name

The Distinguished Name attribute type is an attribute for specifying the name of an object.

distinguishedName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameM atch
ID id-at-distinguishedName }

5.10.2 Member
The Member attribute typespecifies a group of names associated with the object.

An attribute value for Member is a distinguished name.

membgr ATTRIBUTE = {
SUBT.XPE OF distinguishedName
ID ideat.maomhbaear }

5.10.3 Unique Member

The Unique Member attribute type specifies a group of unique names associated with an object. A unique name is a
name that is optionally disambiguated by the inclusion of its unique identifier.

An attribute value for Unique Member is a distinguished name accompanied by an optiona unique identifier.

unigueMember ATTRIBUTE n= {
WITH SYNTAX NameAndOptionalUl D
EQUALITY MATCHING RULE uniqueM ember M atch
ID id-at-uniqgueM ember }
NameAndOptionalUID = SEQUENCE {
dn DistinguishedName,
uid Uniquel dentifier OPTIONAL }
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5104 Owner
The Owner attribute type specifies the name of some object which has some responsibility for the associated object.

An attribute value for Owner is a distinguished name (which could represent a group of names) and can recur.

owner ATTRIBUTE = {
SUBTYPE OF distinguishedName
ID id-at-owner }

5.10.5 Role Occupant
The Role Occupant attribute type specifies the name of an abject which fulfills an organizational role.

An attribute value for Role Occupant is a distinguished name.

roleOccupant ATTRIBUTE = {
SUBTYPE OF distinguishedName
ID id-at-roleOccupant }

5.10.6 SeeAlso

The See Also attribute type specifies names of other Directory objects which may be other aspects (in some sense) of the
same real world object.

An attribute value for See Also is a distinguished name.

seeAlsp ATTRIBUTE = {
SUBTYPE OF distinguishedName
ID id-at-seeAlso }

511 Domain attribute types

511.1 DMD name

The DMD |Name attribute type specifies a DMD. When .used as a component of a directory name it identiffes a DMD
which manpges the named object.

An attribute value for DMD Name is a string chosen.by the DMD.
dmdNpme ATTRIBUTE ::={

SUBTYPE OF name
WITH SYNTAX DirectoryString{ub-common-name}
ID id-at-dmdName}

SECTION 3 — MATCHING RULES

6 Definition of matching rules
9504-2.
6.1 String matching rules

In the matching rules specified in 6.1.1 through 6.1.11, the following spaces are regarded as not significant:
— leading spaces (i.e. those preceding the first character that is not a space);
— trailing spaces (i.e. those following the last character that is not a space);
— multiple consecutive spaces (these are taken as equivalent to a single space character).

A string consisting entirely of spaces is equivalent to a string containing exactly one space.

In the matching rules to which these apply, the strings to be matched shall be matched as if the insignificant spaces were
not present in either string.
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6.1.1 Caselgnore Match

The Case Ignore Match rule compares for equality a presented string with an attribute value of type PrintableString,
NumericString, TelexString, BMPString, UniversalString, or DirectoryString, without regard to the case (upper or
lower) of the strings (e.g. "Dundee" and "DUNDEE" match).

caselgnoreMatch MATCHING-RULE = {
SYNTAX DirectoryString {ub-match}
ID id-mr-casel gnoreM atch }

The rule returns TRUE if the strings are the same length and corresponding characters are identical except possibly with
regard to case.

Where the strings being matched are of different ASN.1 syntax, the comparison proceeds as normal so long as the
correspon 'ng characters are in-both character sets _QOthenwise matchi ng fals

6.1.2 Gase Ignore Ordering Match

The Case Ignore Ordering Match rule compares the collation order of a presented string an attribute'val ue whose type is
one of the pneslisted in 6.1.1, without regard to the case (upper or lower) of the strings.

casel gnoreOrderingMatch MATCHING-RULE n= {
SYNTAX DirectoryString {ub-match}
ID id-mr-casel gnoreOrderingMatch }

The rule rgturns TRUE if the attribute value is "less" or appears earlier than\the presented value, when thg strings are
compared fising the normal collation order for their syntax after lower-case-letters in both strings have been feplaced by
their uppertcase equivalents.

Where the|strings being matched are of different ASN.1 syntax, the comparison proceeds as normal so |ong as the
correspondjng characters are in both character sets. Otherwisematching fails.

6.1.3 CGase Ignore Substrings Match

The Case Ijgnore Substrings Match rule determines Whether a presented value is a substring of an attribute vialue whose
typeis onelof the oneslisted in 6.1.1 , without regard to the case (upper or lower) of the strings.

casel gnoreSubstringsMatch MATCHING-RULE n= {
SYNTAX SubstringAssertion
ID id-mr-casel gnoreSubstringsM atch }

SubstriingAssertion ::= SEQUENCE OF CHOICE {

initipl [0] DirectoryString {ub-match},
any [1] DirectoryString {ub-match},
final [2] DirectoryString {ub-match} }

-- al most onerinitial and one final component

Therulereturns TRUE if there is a partitioning of the attribute value (into portions) such that:

— the specified substringsnitial, any, final) match different portions of the value in the order of the
strings sequence;

— initial, if present, matches the first portion of the value;
— final, if present, matches the last portion of the value;

— any, if present, matches some arbitrary portion of the value.

There shall be at most omaitial, and at most onBnal in strings. If initial is present, it shall be the first element of
strings. If final is present, it shall be the last elemengtoings. There shall be zero or maaay in strings.

For a component of substrings to match a portion of the attribute value, corresponding characters must be identical,

except in regard to case. Where the strings being matched are of different ASN.1 syntax, the comparison proceeds as
normal so long as the corresponding characters are in both character sets. Otherwise matching fails.
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6.1.4 Case Exact Match

The Case Exact Match rule compares for equality a presented string with an attribute value whose type is one of the ones
listedin6.1.1.

caseExactMatch MATCHING-RULE n= {
SYNTAX DirectoryString {ub-match}
ID id-mr-caseExactMatch }

Theruleisidentical to the casel gnoreMatch rule except that caseis not ignored.

6.1.5 Case Exact Ordering Match

The Case Exact Ordering Match rule compares the collation order of a presented string with an attribute value whose
typeisone of the oneslisted in 6.1.1.

caseExactOrderingMatch MATCHING-RULE = {
SYNTAX DirectoryString {ub-match}
ID id-mr-caseExactOrderingMatch }

Theruleis|identical to the casel gnoreOrderingM atch rule except that lower-case letters are nat replaced by|upper-case
letters.

6.1.6 Gase Exact Substrings Match

The Case Exact Substrings Match rule determines whether a presented value is a substring of an attribute vialue whose
typeisonejof the oneslisted in 6.1.1.

caseExactSubstringsMatch MATCHING-RULE n= {
SYNTAX SubstringAssertion -- only the PrintableString choice
ID id-mr-caseExactSubstringsM atch }

The ruleisjidentical to the casel gnoreSubstringsMatch rule exeept that case is not ignored.

6.1.7 Numeric String Match

The Numefic String Match rule compares for equality ‘a presented numeric string with an attribute value of type
NumericSiring.

numerjicStringMatch MATCHING-RULE ji= {
SYNTAX NumericString
ID id-mr-numericStringM atch }

Theruleislidentical to the casel gnoreMatch rule except that all space characters are skipped during comparipon (case is
irrelevant gs characters are numeric):

6.1.8 Numeric String Ordering Match

The Numetlic String Ofdering Match rule compares the collation order of a presented string with an attribdte value of
type NumericString.

numerjicStringOrderingMatch MATCHING-RULE n= {
SYNTAX NumericString
ID Td-mr-numer Ictr Ingor der Ingviatcn J

The rule is identical to the caselgnoreOrderingMatch rule except that all space characters are skipped during
comparison (case isirrelevant as characters are numeric).

6.1.9 Numeric String Substrings Match

The Numeric Sring Substrings Match rule determines whether a presented value is a substring of an attribute value of
type NumericString.

numericStringSubstringsMatch MATCHING-RULE = {
SYNTAX SubstringAssertion
ID id-mr-numericStringSubstringsMatch }

The rule is identical to the casel gnoreSubstringsMatch rule except that all space characters are skipped during
comparison (case isirrelevant as characters are numeric).
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6.1.10 CaselgnorelList Match

The Case Ignore List Match rule compares for equality a presented sequence of strings with an attribute value which isa
seguence of DirectoryStrings, without regard to the case (upper or lower) of the strings.

caselgnoreListMatch MATCHING-RULE  ::= {
SYNTAX SEQUENCE OF DirectoryString {ub-match}
ID id-mr-casel gnoreListMatch }

The rule returns TRUE if and only if the number of stringsin each is the same, and corresponding strings match. The
latter matching is as for the casel gnoreM atch matching rule.

6.1.11 CaselgnorelList Substrings Match

The Case Ignore List Substring Match rule compares a presented substring with an attribute value which is a sequence of
DirectoryStrings, but where the case (upper or lower) is not significant for comparison purposes.

caselgporelistSubstringsMatch MATCHING-RULE ::=  {
SYNTAX SubstringAssertion
ID id-mr-casel gnoreL istSubstringsM atch }

A presentefl value matches a stored value if and only if the presented value matches the string formed by copcatenating
the strings pf the stored value. This matching is done according to the casel gnor eSubstringsMatch rule; however, none
of theinitifl, any, or final values of the presented value are considered to match a substring of the concatepated string
which spans more than one of the strings of the stored value.

6.1.12 Stored Prefix Match

The Sored Prefix Match rule determines whether an attribute value, whose'syntax is DirectoryString, is a prefix (i.e.
initial subsjring) of the presented value, without regard to the case (upper or-lower) of the strings.

NOTE + It can be used, for example, to compare values in the Diregtory which are telephone area coded with a purported value
which ig a telephone number.

storedPrefixMatch MATCHING-RULE ::= {
SYNTAX DirectoryString {ub-match}
ID id-mr-stor edPr efixNbatch }

The rule rturns TRUE if the attribute value is an initial, substring of the presented value with corresponding characters
identical eXcept possibly with regard to case.
6.2 Syntax-based matching rules

6.2.1 Boolean Match
The Boolegn Match rule compares for equality a presented Boolean value with an attribute value of type BOOLEAN.

boolesnMatch MATCHING=RULE ::= {
SYNTAX BOOLEAN
ID id-mr-booleanMatch }

The rule refurns TRUE'if the values are the same, i.e. both are TRUE or both are FALSE.

6.2.2 Integer-Match
The Integer Match rule compares for equality a presented integer value with an attribute value of type INTEGER.
integerMatch MATCHING-RULE = {
SYNTAX INTEGER
ID id-mr-integer M atch }

Therulereturns TRUE if the integers are equal.

6.2.3 Integer Ordering Match
The Integer Ordering Match rule compares a presented integer value with an attribute value of type INTEGER.

integer OrderingMatch MATCHING-RULE ::= {
SYNTAX INTEGER
ID id-mr-integer OrderingM atch }

Therulereturns TRUE if the attribute value is less than the presented value.
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6.2.4 Bit String Match

The Bit String Match rule compares a presented hit string with an attribute value of type BIT STRING.

bitStringMatch MATCHING-RULE = {
SYNTAX BIT STRING
ID id-mr-bitStringMatch }

The rule returns TRUE if the attribute value has the same number of bits as the presented value and the bits match on a
bitwise basis.

6.2.5 Octet String Match

The Octet Sring Match rule compares for equality a presented octet string with an attribute value of type OCTET
STRING.

octetSfringMatch MATCHING-RULE = {
SYNTAX OCTET STRING
ID id-mr-octetStringM atch }

Therulereturns TRUE if and only if the strings are the same length and corresponding octets.are identical.

6.2.6 Qctet String Ordering Match

The Octet Bring Ordering Match rule compares the collation order of a presented ‘octet string with an attribiite value of
type OCTHET STRING.

octetS{ringOrderingMatch MATCHING-RULE ::= {
SYNTAX OCTET STRING
ID id-mr-octetStringOrderingM atch }

The rule cgmpares octet strings from first octet to last octet, and’from the most significant bit to the least significant bit
within the pctet. The first occurrence of a different bit detefimines the ordering of the strings. A zero bit pregedes a one
bit. If the sfrings are identical but contain different numbers of octets, the shorter string precedes the longer string.

6.2.7 Qctet String Substrings M atch

The Octet $tring Substrings Match rule determines whether a presented octet string is a substring of an attribiite value of
type OCTET STRING.

octetS{ringSubstringsMatch MATCHING-RULE  ::= {
SYNTAX OctetSubstringAssertion
ID id-mr-octetStringSubstringsMatch }

OctetSubstringAssextion'::= SEQUENCE OF CHOICE {

initipl [0] OCTET STRING,
any [1] OCTET STRING,
final [2] OCTET STRING}

-- at|most ene initial and one final component

The rule returns TRUE if the attribute value contains the sequence of octets in the presented string, as described for
casel gnor eSubstringsM atch.

6.2.8 Telephone Number Match

The Telephone Number Match rule compares for equality a presented value with an attribute value of type
PrintableString which is a telephone number.

telephoneNumberMatch MATCHING-RULE ::= {
SYNTAX PrintableString
ID id-mr-telephoneNumber M atch }

The rules for matching are identical to those for casel gnoreM atch, except that all space and
during the comparison.

characters are skipped
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6.2.9 Telephone Number Substrings Match

The Telephone Number Substrings Match rule determines if a presented substring is a substring of an attribute value of
type PrintableString which is a telephone number.

telephoneNumber SubstringsM atch MATCHING-RULE n= {
SYNTAX SubstringAssertion
ID id-mr-telephoneNumber SubstringsM atch }

The rules for matching are identical to those for caseExactSubstringsM atch, except that al space and "-" characters are
skipped during the comparison.

6.2.10 Presentation Address Match

The Presentation Address Match rule compares for eqL |.'-1Iiry a prpepn'rpd Presentation Address with an attribute value of
type PreseptationAddress.

presentationAddressMatch MATCHING-RULE = {
SYNTAX PresentationAddress
ID id-mr-presentationAddressM atch }

The rule rgturns TRUE if and only if the selectors of the presented and stored presentation address are egual and the
presented rfAddr esses are a subset of the stored ones.

6.211 Unigue Member Match

The Unique Member Match rule compares for equality a presented Unique Member value with an attribute value of type
NameAndPptionalUID.

uniguegMemberMatch MATCHING-RULE  ::= {
SYNTAX NameAndOptionalUl D
ID id-mr-uniqueMeémberMatch }

The rule rturns TRUE if and only if the dn components'ef the attribute value and the presented value match according
to the disfinguishedNameMatch rule, and the uid~Component is absent from the attribute value or matches the
correspondjng component from the presented value\according to the bitStringM atch rule.

6.2.12 Hrotocol Information Match

The Protodol Information Match rule compares for equality presented values of Protocoll nformation with velues of the
same type.

protogoll nformationMateh MATCHING-RULE  ::= {
SYNTAX OCTET STRING
ID id-mr-protocoll nformationMatch }

A value of the assertion syntax is derived from a value of the attribute syntax by using the nAddr ess componégnt.

The value feturns True if the presented value and the nAddress component of the stored value match accoiding to the
octetStringvratchrute.

6.3 Timematching rules

6.3.1 UTC TimeMatch

The UTC Time Match rule compares for equality a presented value with an attribute value of type UTCTime.

uTCTimeMatch MATCHING-RULE = {
SYNTAX UTCTime
ID id-mr-uTCTimeMatch }

The rule returns TRUE if the attribute value represents the same time as the presented value. If aUTC time is specified
with the seconds absent, the number of secondsis assumed to be zero.
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6.3.2 UTC Time Ordering Match

The UTC Time Ordering rule compares the time ordering of a presented value with an attribute value of type UTCTime.

uTCTimeOrderingMatch MATCHING-RULE ::= {
SYNTAX UTCTime
ID id-mr-uTCTimeOrderingMatch }

The rule returns TRUE if the attribute value represents a time which is earlier than the presented time. UTC times with
year values 50 to 99 shall be taken to represent times that are earlier than UTC times with year values 00 to 49. If aUTC
time is specified with the seconds absent, the number of seconds is assumed to be zero.

The value of the two-digit year field shall be rationalized into afour-digit year value as follows:
— if the 2-digit value is 00 through 49 inclusive, the value shall have 2000 added to it; and
— if the 2-digit value is 50 through 99 inclusive, the value shall have 1900 added to it.

6.3.3 Generalized Time Match

The Genefalized Time Match rule compares for equality a presented value with an  ‘attribute value of type
GeneralizgdTime [as per 41.3 b) or c) of ITU-T Rec. X.680 | ISO/IEC 8824-1].

generglizedTimeMatch MATCHING-RULE ::= {
SYNTAX GeneralizedTime
--asper 41.3 b) or c) of ITU-T Rec. X(680 | 1SO/IEC 8824-1
ID id-mr-generalizedTimeMatch }

The rule returns TRUE if the attribute value represents the same time as‘the presented value. If atime is specified with
the minutgs or seconds absent, the number of minutes or seconds is asstumed to be zero.

6.34 Generalized Time Ordering Match

The Generflized Time Ordering Match rule compares the time ‘ordering of a presented value with an|attribute value of
type GenerjalizedTime [as per 41.3 b) and ¢) of ITU-T Rec. X:680 | ISO/IEC 8824-1].

generdlizedTimeOrderingMatch MATCHING-RULE ::=0{

SYNTAX GeneralizedTime
-- asper 41.3 b) or c) of ITU-T Rec. X.680 | ISO/IEC 8824-1
ID id=mr-generalizedTimeOrderingMatch }

The rule feturns TRUE if the attribute value represents a time which is earlier than the presentgd time. If a time is
specified vith the minutes or seconds absent, the number of minutes or seconds is assumed to be zero.

6.4 Hirst component matching rules

6.4.1

hteger First Component Match

The Integef First Companent Match rule compares for equality a presented integer value with an attripute value of type
SEQUENCE whose first'component is mandatory and of tyii€ EGER.

integel Fir ssCemponentMatch MATCHING-RULE ::= {
SYNTAX INTEGER
ID id-mr-integer FirsscComponentMatch }

The rule returns TRUE if the attribute value has a first component whose value equals the presented integer.

A value of the assertion syntax is derived from a value of the attribute syntax by using the value of the first component
of the SEQUENCE.

6.4.2 Object Identifier First Component Match

The Object Identifier First Component Match rule compares for equality a presented object identifier value with attribute
values of typeSEQUENCE whose first component is mandatory and of td&JECT IDENTIFIER.

objectldentifier FirstComponentMatch MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
ID id-mr-obj ectl dentifier FirssComponentMatch }

The rule returns TRUE if the attribute value has a first component whose value matches the presented object identifier
using the rules abbjectl dentifier Match.
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A value of the assertion syntax is derived from a value of the attribute syntax by using the value of the first component
of the SEQUENCE.

6.4.3 Directory String First Component Match

The Directory Sring First Component Match rule compares for equality a presented DirectoryString value with an
attribute value of type SEQUENCE whose first component is mandatory and of type DirectoryString.

directoryStringFirstComponentMatch MATCHING-RULE ::= {
SYNTAX DirectoryString {ub-directory-string-fir st-component-match}
ID id-mr-directoryStringFirssComponentMatch }

The rule returns TRUE if the attribute value has a first component whose value matches the presented Dir ectoryString
using the rules of casel gnoreMatch.

A value of |the assertion syntax is derived from a value of the attribute syntax by using the value of the first|component
of the SEQUENCE.

6.5 Word matching rules

6.5.1 Word Match

The Word Match rule compares a presented string with words in an attribute value of fype'Dir ectoryString.

wordMatch MATCHING-RULE ::= {
SYNTAX DirectoryString {ub-match}
ID id-mr-wordMatch }

The rule returns TRUE if a presented word matches any word in thettribute value. Individual word matching is as for
the casel gnoreM atch matching rule. The precise definition of a"waord" is aloca matter.

6.5.2 Keyword Match

The Keywgrd Match rule compares a presented string with-keywords in an attribute value of type DirectoryS{ring.

keywordMatch MATCHING-RULE n={
SYNTAX DirectoryString {ub-match}
ID id-mr-keywordMatch }

The rule refurns TRUE if a presented valtie matches any keyword in the attribute value. The identification df keywords
in an attribite value and of the exactness of match are both local matters.

SECTION 4 — CONTEXTS

7 Definition of Context Types

This Directory-Specificatrondefmesamumber-of contexttypes whichmeay befoundusefutacrossarangeof @pplications
of the Directory.

7.1 L anguage Context

The Language Context associates an attribute value with a specific language(s):

languageContext CONTEXT ::={

WITH SYNTAX L anguageContextSyntax
ID id-avc-language }

L anguageContextSyntax ::= PrintableString (SIZE(2..3)) -- 1SO 639-2 codes only

A presented value is considered to match a stored value if the sequence of characters in the presented value is identical
to that in the stored value.
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emporal Context

The Temporal Context associates an attribute value with a set of times. Various expressions of time are possible,

absolute start or end times (e.g. 24:00 December 14, 1994);

b) specific time bands within the day (e.g. 09:00 to 17:00)

7.2 T

including:
a)
c)

days within the week (e.g. Monday);

d) dayswithinthe month (e.g. the 10th; the 2nd last day, etc.);

e

months within the year (e.g. March);

aparticular year (e.g. 1995);

j; weeks within the month (e.g. the second week);

periodic day or week (e.g. every 2nd week);

logical negatives (e.g. not Monday).

tempofalContext CONTEXT ::={
WITH SYNTAX TimeSpecification
ASSERTED AS TimeAssertion
ID id-avc-temporal }

TimeSpecification ::= SEQUENCE {

timg

notT|

CHOICE {
absolute SEQUENCE {
startTime [O] GeneralizedTime QPTIONAL,
endTime [1] GeneralizedTime OPTIONAL },
periodic SET OF Period },
hisTime BOOLEAN DEFAULT FALSE,

timgZone TimeZone OPTIONAL }

Period

::= SEQUENCE{

timesOfDay [0 SET OF DayTimeBand OPTIONAL,

days [1] CHOICE {
intDay SET OF INTEGER,
bitDay BIT STRING { sunday (0), monday (1) , tuesday (2),
wednesday (3), thursday (4), friday (5), saturday (6) },
dayOf XDayOf } OPTIONAL,
weeks [2] CHOICE {
allWeeks NULL,
intWeek  SET OF INTEGER,
bitWeek BIT STRING { week1 (0), week2 (1), week3 (2), week4 (3),
week5 (4) } } OPTIONAL,
monttrs £3} CHOTCE
allMonths NULL,
intMonth SET OF INTEGER,
bitMonth BIT STRING {january (0), february (1), march (2), april (3),
may (4), june (5), july (6), august (7), september (8),
october (9), november (10), december (11) }
} OPTIONAL,
years [4] SET OF INTEGER (1000 .. MAX) OPTIONAL }

XDayOf ::= CHOICE{

first [1] NamedDay,
second [2] NamedDay,
third [3] NamedDay,
fourth [4] NamedDay,

fifth

[5] NamedDay}
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NamedDay ::= CHOICE {

intNamed Days ENUMERATED {
sunday (),
monday (2),
tuesday 3),

wednesday  (4),
thursday (5),

friday (6),
saturday (1},
bitNamedDays BIT STRING { sunday (0), monday (1) , tuesday (2),

wednesday (3), thursday (4), friday (5), saturday (6) } }

DayTimeBand ::= SEQUENCE {

startDayTime [Q] DayTime DEFAULT { hour 0},
endDayTime [1] DayTime DEFAULT { hour 23, minute 59, second 59 }}

DayTime::= SEQUENCE {

hou [0] INTEGER (0..23),
min{ite [1] INTEGER (0..59) DEFAULT 0,
second (2] INTEGER (0.59) DEFAULT 0}

TimeZone::= INTEGER (-12..12)

TimeAssertion ::= CHOICE {

now NULL,

at GeneralizedTime,

betvween SEQUENCE {
startTime [O] GeneralizedTime,
endTime [1] GeneralizedTime OPTIONAL,
entirely BOOLEAN DEFAULT FALSE }}

The absolyte choice of time expresses a specific time or time band using absolute time notations (GeneralizedTime). A
specific time is expressed by setting the startTime equal to the.endTime. Otherwise, startTime is earlier ip time than
endTime gnd a span of timeis expressed. If endTime is missing the time span includes all times after startTime.

periodic aljows the specification of time as a set of perioads. The combined effect isalogical OR of the set.

NOTE 1 — Alternatively, an attribute value could“be associated with the temporal context with multiple cqntext values, one for
each offthe periods, since this also acts a logical OR. However, the SET OF is included herertat BHa¥ime|to cover the

set and| thus effect a logical 'neither'. WhenThisTime is FALSE, the choice of which approach to use tq specify a set of
periodsl|is up to the specifier.

Within eagh Period each element in“the SEQUENCE OF is considered as "within" the following element in the
SEQUENCE OF. The SEQUENCE.OF is in rising order of granularity of time period, although not al levgls must be
present.
Thefinal element in aPeriod is assumed to be valid for all time periods of higher granularity.

NOTE 2 - For exaniple, if Beriod SEQUENCE OF ends witlimesOfDay, it is considered valid for all days.

A timesOfpay indicates the valid time bands during the days specified in the next element of Period. If daysis not the
next element,‘then the time bands are valid for all possible days within the next element. If timesOfDay is not included,
all times of y-are-vateHwitht etermen —bi HAe-banesHray-be-spee HeeHor-different-da ys, by having
multiple occurrences of Period.

The days element expresses specific days of a week, month or year depending on the next element of Period. If days
precedes weeks in a Period, then it expresses days of the week and the INTEGERs are constrained to the values 1 to 7,
where 1 is Sunday. If days precedes months in a Period, then it expresses days in the month and the INTEGERs are
constrained to the values 1 to 31, where 1 is the first day of the month. If days precedes years in a Period, then it
expresses days of the year and the INTEGERs are constrained to the values 1 to 366, where 1 isthe first day of the year.

dayOf is used to indicate the 1st, 2nd, 3rd, 4th, and 5th occurrence of the NamedDay in a month (e.g. the first Monday
of the month, or the second Tuesday and Friday of August). The use of fifth shall aways indicate the last NamedDay of
that month (e.g. the last Tuesday of July). If the dayOf choice for days is specified, then the weeks element of Period is
not meaningful if present and isignored.

If daysisnot specified, then al days are valid within the next element of the Period.
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The weeks element expresses specific weeks of a month or year, depending on the next element of Period. If weeks
precedes months in a Period, then it expresses weeks of the month and the INTEGERS are constrained to the values 1 to
5, where 1 isthe first week of the month. The first week of the month shall be assumed to be the first week containing at
least four days of that month. The fifth week always means the last week of the month.

If weeks precedes yearsin aPeriod, then it expresses weeks of the year and the INTEGERS are constrained to the values
1to 53, where 1 is the first week of the year. The first week of the year shall be assumed to be the first week containing
at least four days of that year. The 53rd week is always the last week of the year.

If allWeeksis specified, then all weeks are valid within the next element of the Period (this allows days to express days
of the week for all weeks).

If weeksis not specified, then all weeks are valid within the next element of the Period.

The months element expresses specific months of the year. When months is expressed with INTEGERS, the
INTEGERsaretonstramedtothe vaues Tto 12, where s thefirstmonthrof the year (e January -

If allMonths s specified, then all months of the year are valid (this allows weeks to express weeks of thie month for all
months, or[if weeksis not specified it allows days to express days of the month for all months).

If months (s not specified, then all months of the year are valid.
The year s component expresses one or more years. |f year s is not specified, then all years@arevalid.

timeZone gxpresses the time zone, in hours delta from GMT, in which time is expréssed. If timeZone is nqt present, a
DSA processing the temporal context shall interpret the time relevant in the time zene of the DSA.

If notThisfime is FAL SE, then the temporal context value is the time expressed in time in the TimeSpecification. If
notThisTilee is TRUE, then the temporal context value is considered to be'dl time except that expressed injtime in the
TimeSpecification (that is, alogical NOT is performed).

A time asgertion is considered to match a time specification if .there is an overlap in the times specified. [If the time
assertion cpntains now, then the current time is used in the evaluation. If now or at is specified, then the pssertion is
considered|true if the specific time falls within the times covered by the stored TimeSpecification. If the time assertion
uses between and entirely is FAL SE, then the assertion.is considered true if any portion of the between timg band falls
within the fimes covered by the stored TimeSpecificatian (the overlap need not be complete: as long as therg is a period
of overlap|within the two time specifications, they(are considered to match). If the time assertion uses bgtween and
entirely is| TRUE, then the assertion is considered true only if the entire between time band falls withip the times
covered by|the stored TimeSpecification.

Examples:
NOTE 8 — The following examples use the INTEGER formats for elements where a choice is available|of INTEGER or BIT
STRING.

a 09:00to 17:00-every day, would be expressed as:

periodief
timesOfDay { {
startDayTime hour 9,
endDayTimehour 17} } }.

b) Every Monday would be expressed as:

periodic {
daysintDay : {2} }

¢) 09:00 to 12:00 noon Monday to Friday and all day Saturday during January, and all day for Tuesdays in
February and March would be expressed as:

periodic {
timesOfDay { {
startDayTime hour 9,
endDayTime hour 12} }
days intDay : {2,3,4,5,6},
weeks allWeeks: NULL,
months intMonth : {1} },
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{ days{7},
weeks{1,2,3,4,5}
months {1} }

{ days{3}
weeks{1,2,3,4,5},

months{2,3} } }

d) All of August 1996 would be expressed as.

periodic {
{ months {8}
years {1996} } }

Thaofivrct danv of +h Inlb O | o

7.3 L
The Locald

LI IC LILLE=.Y uu._y CI CVlCry mcnll T ‘vl“v’CUlu C Cl\pl IO CAO.
periodic {
{ days{1}
months NULL }}
ocale Context

Context associates an attribute value with a specific locale(s) as defined i POSIX:

localeContext CONTEXT ::={

WIT
ID

H SYNTAX localeContextSyntax
id-avc-locale }

localeContextSyntax :: = CHOICE {

local
local

A presentefl value is considered to match a stored value if they.are both object identifiers and the two objec

areequal, g

elD1 OBJECT IDENTIFIER,
elD2 DirectoryString }

r they are both strings and are the same.

Only registered object identifiers or strings for local es-may be used as context values. The concept of locales
in ISO/IEC 9945-2:1993 Information Technology — Portable Operating System Interface (POSIX)

Utilities.
NOTE -+

Registration authorities will be created to assign OIDs and/or string identifiers to locale specificati

Europegan Committee for Standardization, CEN, has published a European standard for registration

ENV12

05 :1996 Procedures for European Registration of Cultural Elements.

[ identifiers

s described
— Part 2: Shell and

bns. For example, the
of locale information,
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Annex A

Selected attribute typesin ASN.1
(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type and value definitions contained in this Directory Specification in the form of
the ASN.1 module SelectedAttributeTypes.

SelectedAttributeTypes {joint-iso-itu-t ds(5) module(1) selectedAttributeTypes(5) 3}
DEFINITIONS::=
BEGIN

-- EXPORTSAII --

-- The typep and values defined in this modul e are exported for usein the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use themto access
-- Directory services. Other applications may use them for their own purposes, but thiswill not constrain
-- extensions and modifications needed to maintain or improve the Directory service.

IMPORTS
infor mationFramework, upper Bounds, id-at, id-mr, id-avc
FRQM Useful Definitions {joint-iso-itu-t ds(5) module(1) useful Definitions(0) 3}

ATTR|BUTE, MATCHING-RULE, AttributeType, OBJECT-CLASS, DistinguishedName,
object|dentifier M atch, distinguishedNameM atch
FRQM InformationFramework infor mationFramewor k

G3FadgsimileNonBasicPar ameters, TeletexNonBasicParameters
FRQM M T SAbstractService{joint-iso-itu-t mhs(6) mts(3) modules(0)
mts-abstract-service(1)version-1999(1) }

ub-angwer back, ub-name, ub-common-name, ub-surname, ub-sexial-number, ub-locality-name,
ub-staje-name, ub-street-addr ess, ub-or ganization-name, ub=0rganizational-unit-name, ub-title,
ub-dedgcription, ub-business-category, ub-postal-line, ub-postal-string, ub-postal-code,
ub-pogt-office-box, ub-physical-office-name, ub-telex-number, ub-country-code,
ub-telgtex-terminal-id, ub-telephone-number, ub-x121-addr ess, ub-inter national-isdn-number,
ub-degtination-indicator, ub-user-password, ub-match, ub-knowledge-information, ub-name,
ub-dirpctory-string-fir st-component-match

FROQM Upper Bounds upper Bounds /

-- Directory string type --
DirectoryString { INTEGER : maxSize} = CHOICE {

teletex|String TeletexString (SIZE (1..maxSize)),
printapleString PrintableString (SIZE (1..maxSize)),
bmpString BMPString (SIZE (1..maxSize)),
univergalString UniversalString (SIZE (1..maxSize)) }

-- Attributd types --
knowledgel pformation ATTRIBUTE =

WITH| SYNTAX DirectoryString { ub-knowledge-information }
EQUALKNY MATCHING RULE casel gnoreMatch
ID id-at-knowledgel nformation }

name ATTRIBUTE ::= {

WITH SYNTAX DirectoryString { ub-name}

EQUALITY MATCHING RULE
SUBSTRINGSMATCHING RULE

caselgnoreMatch
casel gnoreSubstringsM atch

ID id-at-name}
commonName ATTRIBUTE = {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-common-name}
ID id-at-commonName}

surname ATTRIBUTE =

{

SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-surname}
ID id-at-surname }
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givenName ATTRIBUTE = {
SUBTYPE OF name
WITH SYNTAX
ID

initialsATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX
ID

generationQualifier ATTRIBUTE ::=
SUBTYPE OF name
WITH SYNTAX
ID

uniqueldentifier ATTRIBUTE ::=

DirectoryString {ub-name}
id-at-givenName }

DirectoryString {ub-name}
id-at-initials}

{

DirectoryString {ub-name}
id-at-generationQualifier}

{

WITH-SYNTAX
EQUALITY MATCHING RULE

1D
Uniquel dentifier ::= BIT STRING
dnQualifier] ATTRIBUTE ;1= {

WITH SYNTAX

EQUALITY MATCHING RULE
ORDHRING MATCHING RULE
SUBSTRINGSMATCHING RULE
1D

serialNumber ATTRIBUTE ::= {
WITH|SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGSMATCHING RULE
ID

countryName ATTRIBUTE ::= {
SUBTY PE OF name
WITH|SYNTAX
SINGYE VALUE
ID

CountryName::=

localityName ATTRIBUTE ::= {

Uniaueldentifier
G

bitStringM atch
id-at-uniquel dentifier }

PrintableString
caselgnoreMatch

casel gnoreOrderingMatch
casel gnoreSubstringsM atch
id-at-dnQualifier }

PrintableString (SIZE (1..ub-serial=number))
caselgnoreMatch

casel gnoreSubstringsM atch
id-at-serialNumber }

CountryName
TRUE
id-at-countryName }

PrintableString (SIZE (2)) --SO 3166 codes only

SUBTY} PE OF name
WITH SYNTAX DirectoryString {ub-locality-name}
ID id-at-localityName}
collectivel qcalityName ATTRIBUTE = {
SUBTY PE OF localityName
COLL[ECTIVE TRUE
ID id-at-collectivel ocalityName }
stateOrProyinceName ATTRIBUTE = {
SUBTY PE OF name
WITH[ SYNTAX DirectoryString {ub-state-name}
1D 10-al-Stateor ProvinceName |

collectiveStateOr ProvinceName ATTRIBUTE ::= {

SUBTYPE OF
COLLECTIVE
1D

TRUE

streetAddress ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGSMATCHING RULE

stateOr ProvinceName

id-at-collectiveStateOr ProvinceName }

DirectoryString {ub-street-addr ess}
caselgnoreMatch
casel gnoreSubstringsMatch

ID id-at-streetAddress}
collectiveStreetAddressATTRIBUTE = {

SUBTYPE OF streetAddress

COLLECTIVE TRUE

ID id-at-collectiveStreetAddress}
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housel dentifier ATTRIBUTE ::=
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGSMATCHING RULE
1D

organizationName ATTRIBUTE ::=
SUBTYPE OF name
WITH SYNTAX
ID

collectiveOrganizationName ATTRIBUTE

I SO/IEC 9594-6 : 1998 (E)

{

DirectoryString {ub-name}
caselgnoreMatch

casel gnoreSubstringsMatch
id-at-housel dentifier }

{

DirectoryString {ub-or ganization-name}
id-at-or ganizationName }

={

SUBTYPE OF organizationName

COLLECTIVE TRUE

ID id-at-collectiveOr ganizationName }
organizatiopalllnitName ATTRIBIITE = {

SUBTY} PE OF name

WITH[SYNTAX DirectoryString {ub-organizational-unit-name}

ID id-at-or ganizationalUnitName }
collectiveOnganizationalUnitName ATTRIBUTE  ::= {

SUBTY PE OF organizationalUnitName

COLL[ECTIVE TRUE

ID id-at-collectiveOr ganizationalUnitName}
title ATTRIBUTE ::= {

SUBTY PE OF name

WITH[SYNTAX DirectoryString {ub-title}

ID id-at-title }
description ATTRIBUTE ::= {

WITH[SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGSMATCHING RULE

DirectoryString {ub-description}
caselgnoreMatch
casel gnor eSubstringsMatch

ID id-at-description }
searchGuide ATTRIBUTE = {

WITH|SYNTAX Guide

ID id-at=searchGuide }
Guide ::3 SET {

objectClass [0] OBJECT-CLASS.&id OPTIONAL,

criterip [1] Criteria }
Criteria ::3 CHOICE{

type [Q] Criterialtem,

and [ SET OF Criteria,

or [2] SET OF Criteria,

not [3] Criteria}
Criterialte ::= CHOICE{

equality [Q] AttributeType,

substr{ngs [1] AttributeType,

greater OrEqual [2] AttributeType,

lessOr Equal [3] AttributeType,

approximateMatch [4] AttributeType}
enhancedSear chGuide ATTRIBUTE n= {

WITH SYNTAX EnhancedGuide

ID id-at-enhancedSear chGuide }
EnhancedGuide ::= SEQUENCE {

objectClass [Q] OBJECT-CLASS.&id,

criteria [1] Criteria,

subset [2] INTEGER

{ baseObject (0), oneLevel (1), wholeSubtree (2) } DEFAULT onelLevel }

businessCategory ATTRIBUTE ::=
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGSMATCHING RULE
ID

{

DirectoryString {ub-business-category}
caselgnoreMatch

casel gnoreSubstringsM atch
id-at-businessCategory }
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postalAddressATTRIBUTE n= {
WITH SYNTAX PostalAddress
EQUALITY MATCHING RULE caselgnorelListMatch
SUBSTRINGSMATCHING RULE caselgnorelListSubstringsMatch

ID id-at-postalAddress}
PostalAddress  ::= SEQUENCE SIZE(1..ub-postal-line) OF DirectoryString {ub-postal-string}
collectivePostalAddressATTRIBUTE n= {

SUBTYPE OF postalAddress

COLLECTIVE TRUE

ID id-at-collectivePostalAddress }
postalCode ATTRIBUTE = {

WITH SYNTAX DirectoryString {ub-postal-code}

EQUALITY MATCHING RULE caselgnoreMatch

[RINGSMATCHING RULE | Substri Match
SUBS] casal gnnrn } rungc atcl

ID id-at-postalCode }
collectivePgstalCode ATTRIBUTE = {

SUBTY PE OF postalCode

COLL[ECTIVE TRUE

ID id-at-collectivePostalCode }
postOfficeBox ATTRIBUTE n= {

WITH SYNTAX DirectoryString {ub-post-office-box}

EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGSMATCHING RULE  caselgnoreSubstringsMatch

ID id-at-postOfficeBox }
collectivePgstOfficeBox ATTRIBUTE n={

SUBTY PE OF postOfficeBox

COLLECTIVE TRUE

ID id-at-collectivePostOfficeBax }
physicalDeljver yOfficeName ATTRIBUTE =

WITH[SYNTAX DirectoryString {ub*physical-office-name}

EQUALITY MATCHING RULE casel gnoreM ateh
SUBSTRINGSMATCHING RULE  caselgnoreSubstringsMatch

ID id-at-physieal DeliveryOfficeName }
collectivePhysicalDeliveryOfficeName ATTRIBUTE 1= {

SUBTY PE OF physical Deliver yOfficeName

COLL[ECTIVE TRUE

ID id-at-collectivePhysical Deliver yOfficeName}
telephoneNumber ATTRIBUTE ::= {

WITH[SYNTAX TelephoneNumber

EQUALITY MATCHING RULE telephoneNumberMatch
SUBSTRINGSMATCHING RULE telephoneNumber SubstringsM atch
ID id-at-telephoneNumber }

TelephoneNumber s=PrintableString (SIZE(1..ub-telephone-number))
-~Sring complying with CCITT Recommendation E.123 only

collectiveTdléphoneNumber ATTRIBUTE  ::= {

SUBTYPE OF telephoneNumber

COLLECTIVE TRUE

ID id-at-collectiveT elephoneNumber }
telexNumber ATTRIBUTE ::= {

WITH SYNTAX TelexNumber

ID id-at-telexNumber }
TelexNumber ::= SEQUENCE {

telexNumber PrintableString (SIZE(1..ub-telex-number)),

countryCode PrintableString (SIZE(1..ub-country-code)),

answer back PrintableString (SI ZE(1..ub-answer back))}
collectiveTelexNumber ATTRIBUTE = {

SUBTYPE OF telexNumber

COLLECTIVE TRUE

ID id-at-collectiveT elexNumber }
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facsimileT elephoneNumber ATTRIBUTE = |

WITH SYNTAX FacsimileT elephoneNumber

ID id-at-facsimileT elephoneNumber }
FacsimileT elephoneNumber = SEQUENCE {

telephoneNumber TelephoneNumber

parameters G3FacsimileNonBasicParameters OPTIONAL}
collectiveFacsimileT elephoneNumber ATTRIBUTE ::=  {

SUBTYPE OF facsimileT elephoneNumber

COLLECTIVE TRUE

ID id-at-collectiveFacsimileT elephoneNumber }

x121AddressATTRIBUTE ::= {
WITH SYNTAX X.121Address

EQUALITY MATCHING RULE numericStringMatch
SUBSTRINGSMATCHING RULE  numericStringSubstringsM atch
ID id-at-x121Address}

X121Address ::= NumericString (SIZE(1 ub-x121-address))
-- Sring as defined by I TU-T Recommendation X.121

internationgll SDNNumber ATTRIBUTE  ::={
WITH SYNTAX I nter nationall SDNNumber
EQUALITY MATCHING RULE numericStringM atch
SUBSTRINGSMATCHING RULE  numericStringSubstringsM atch
ID id-at-inter nationall SDNNumber }

Internationfpll SDNNumber ::=NumericString (S ZE(1..ub-inter national-isdn-number))
-- &ring complying with ITU-T Recommendation E.164.0nly

collectivel nternationall SODNNumber ATTRIBUTE = {

SUBTY PE OF internationall SODNNumber

COLL[ECTIVE TRUE

ID id-at-collectivel nter nationall SODNNumber }
registeredAlddressATTRIBUTE ::= {

SUBTY PE OF postalAddress

WITH| SYNTAX PostalAddress

ID id“at-registeredAddress}
destinationlindicator ATTRIBUTE := {

WITH[SYNTAX Destinationl ndicator

EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRINGSMATCHING RULE  caselgnoreSubstringsMatch

ID id-at-destinationl ndicator }
Destination| ndicaton += PrintableString (SIZE (1..ub-destination-indicator))
-- alphabetical charactersonly
preferredDelivefyMethod ATTRIBUTE ~ ::= {
WITH SYNTAX SEQUENCE OF INTEGER {
any-delivery-method (0),
mhs-delivery D),
physical-delivery ),
telex-delivery 3),
teletex-delivery (4),
g3-facsimile-delivery 5),
g4-facsimile-delivery (6),
iab-terminal-delivery @,
videotex-delivery (8),
telephone-delivery 9}
SINGLE VALUE TRUE
ID id-at-preferredDeliveryMethod }
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presentationAddress ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
1D

PresentationAddress::= SEQUENCE {

OCTET STRING OPTIONAL,

OCTET STRING OPTIONAL,

OCTET STRING OPTIONAL,

SET SIZE (1..MAX) OF OCTET STRING}

pSelector [Q]
sSelector [1]
tSelector [2]

nAddresses [3]

supportedApplicationContext ATTRIBUTE

WITH SYNTAX
EQUALITY MATCHING RULE
1D

=
PresentationAddr ess
presentationAddressM atch
TRUE
id-at-presentationAddress }

=1
OBJECT IDENTIFIER
objectldentifierMatch
id-at-supportedApplicationContext }

protocollnformation ATTRIBUTE::=
WITH|SYNTAX
EQUALITY MATCHING RULE
1D

Protocollnfprmation ::=

{

Protocoll nformation
protocoll nformationM atch
id-at-protocoll nformation }

SEQUENCE {

nAddrless OCTET STRING,

profiles SET OF OBJECT IDENTIFIER }
distinguishédName ATTRIBUTE ::= {

WITH[SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameM atch

ID id-at-distinguishedName }
member ATTTRIBUTE = |

SUBTY PE OF distinguishedName

ID id-at-member }
uniqueMember ATTRIBUTE ::= {

WITH| SYNTAX NameAndOptionaly] D

EQUALITY MATCHING RULE unigueM emberMatch

ID id-at-uniqueMember }
NameAndQptionalUID ::= SEQUENCE {

dn DistinguishedName,

uid Uniquel dentifienOPTIONAL }
owner ATTRIBUTE = {

SUBTY PE OF distingtishedName

ID id-at-owner }

roleOccupaht ATTRIBUTE ::= ({
SUBTY PE OF
1D

seeAlso ATTRIBUTE
SUBT} PE OE
ID

{

dmdName ATTRIBUTE ::

{

distinguishedName

id-at-roleOccupant }

distinguishedName

id-at-seeAlso }

SUBTYPE OF name
DirectoryString{ub-common-name}

WITH SYNTAX

ID id-at-dmdName}

-- Matching rules --

caselgnoreMatch MATCHING-RULE

= |

SYNTAX DirectoryString {ub-match}

ID id-mr-casel gnoreM atch }
caselgnoreOrderingMatch MATCHING-RULE  ::= {

SYNTAX DirectoryString {ub-match}

ID id-mr-casel gnoreOrderingMatch }
casel gnoreSubstringsMatch MATCHING-RULE  ::= {

SYNTAX SubstringAssertion

ID id-mr -casel gnoreSubstringsM atch }
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initial [Q] DirectoryString {ub-match},

any [1] DirectoryString {ub-match},

final [2] DirectoryString {ub-match} }

-- at most oneinitial and one final component
caseExactMatch MATCHING-RULE = {

SYNTAX DirectoryString {ub-match}

ID id-mr-caseExactM atch }
caseExactOrderingMatch MATCHING-RULE = {

SYNTAX DirectoryString {ub-match}

ID id-mr-caseExactOrderingMatch }
caseExactSubstringsMatch MATCHING-RULE  ::= {

SYNTAX SubstringAssertion -- only the PrintableString choice

1D id-mr-caseExactSubstringsMatch }
numericStringMatch MATCHING-RULE ::= {

SYNTAX NumericString

ID id-mr-numericStringMatch }
numericStringOrderingMatch MATCHING-RULE  ::= {

SYNTAX NumericString

ID id-mr-numericStringOrderingMatch }
numericStr{ngSubstringsMatch MATCHING-RULE n= {

SYNTAX SubstringAssertion

ID id-mr-numericStringSubstringsMatch }
caselgnorellistMatch MATCHING-RULE ::={

SYNTAX SEQUENCE OF DirectoryString {ub-match}

ID id-mr-caselgnorelListMatch }
casel gnorellistSubstringsM atch MATCHING-RULE = |

SYNTAX SubstringAssertion

ID id-mr-casel gnoreL istSubstringsMatch }
storedPrefixMatch MATCHING-RULE ::= {

SYNTAX DirectoryString {ub-match}

ID id-mr-stor edPr efixM ateh }
booleanMajch MATCHING-RULE ::= {

SYNTAX BOOLEAN

ID id-mr-bpaleéanMatch }
integerMat¢h MATCHING-RULE ::=\_){

SYNTAX INTEGER

ID id-mr-integer M atch }
integer Ord¢ringMatch MATCHING-RULE ::=  {

SYNTAX INTEGER

ID id-mr-integer OrderingMatch }
bitStringM atch MATCHING-RULE::= {

SYNTAX BIT STRING

ID id-mr-bitStringM atch }
octetStringMatch MATCHING-RULE ::= {

SYNTAX OCTET STRING

ID id-mr-octetStringM atch }
octetStringOrderingMatch MATCHING-RULE ::= {

SYNTAX OCTET STRING

ID id-mr-octetStringOrderingMatch }
octetStringSubstringsMatch MATCHING-RULE ::= {

SYNTAX OctetSubstringAssertion

ID id-mr-octetStringSubstringsM atch }
OctetSubstringAssertion ::= SEQUENCE OF CHOICE {

initial [0] OCTET STRING,

any [1] OCTET STRING,

final [2] OCTET STRING }

-- at most one initial and one final component
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telephoneNumberMatch MATCHING-RULE ::= {

SYNTAX PrintableString

ID id-mr-telephoneNumber Match }
telephoneNumber SubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

ID id-mr-telephoneNumber SubstringsM atch }
presentationAddressMatch MATCHING-RULE  ::= {

SYNTAX PresentationAddress

ID id-mr-presentationAddressM atch }
-- Contexts --

languageContext CONTEXT ::= {

WITH SYNTAX L anguageContextSyntax
ID id-avc-language
LanguageCpntextSyntax ::= PrintableString (SIZE(2..3)) -- SO 639-2 codes only
temporalCgntext CONTEXT ::= {
WITH[SYNTAX TimeSpecification
ASSERTED AS TimeAssertion
ID id-avc-temporal }
TimeSpecification ::= SEQUENCE {
time CHOICE {
absglute SEQUENCE {
startTime [Q] GeneralizedTime OPTIONAL,
endTime [1] GeneralizedTime OPTIONAL },
peripdic SET OF Period },
notThisTime BOOLEAN DEFAULT FALSE,
timeZgne TimeZone OPTIONAL }

Period ::= $EQUENCE {

timesQfDay [0] SET OF DayTimeBand OPTIONAL,
days [1] CHOICE{
intDay - GET OF INTEGER,
bitDay BIT STRING { sunday (0), monday (1), tuesday (2),
wednesday (3), thursday (4), friday (5), saturday (6),
dayof XDayOf } OPTIONAL,
weeks [2] CHOTCE {
allWeeks NULL,
intWeeks SET OF INTEGER,
bitWeeks BIT STRING {week1 (0), week2 (1), week3 (2), weeK
week5 (4) } } OPTIONAL,
months [3] CHOICE{
allMonths NULL,
intMonth SET OF INTEGER,
bitM onth BIT STRING { january (0), february (1), march (2),
may (4), june (5), july (6), august (7), september (8),
actoher (Q) november (1(1), december (11)}
} OPTIONAL,
years [4] SET OF INTEGER (1000 .. MAX) OPTIONAL }
XDayOf ::= CHOICE {
first [1] NamedDay,
second [2] NamedDay,
third [3] NamedDay,
fourth [4] NamedDay,
fifth [5] NamedDay}
NamedDay ::= CHOICE {
intNamedDays ENUMARATED {
sunday D,
monday 2),
tuesday 3,
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