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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and npn-governmental, in liaison with 1ISO and IEC, also take part in the work. In the tield |of information
technglogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,|Part 2.

The main task of the joint technical committee is to prepare International Stahdards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. [Publication as
an Int¢grnational Standard requires approval by at least 75 % of the national bodies casting a votge.

Attentipn is drawn to the possibility that some of the elements of this decument may be the supject of patent
rights.|ISO and IEC shall not be held responsible for identifying any ér-all such patent rights.

ISO/IHC 9594-5:2008 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatign technology,
Subcommittee SC 6, Telecommunications and information,eXchange between systems, in collaboration with
ITU-T|The identical text is published as ITU-T Rec. X.5197(147/2008).

This sjxth edition cancels and replaces the fifth edition (ISO/IEC 9594-5:2005), which has bden technically
revised.

ISO/IHC 9594 consists of the following parts,:under the general title Information technology — Qpen Systems
Intercgnnection — The Directory:

— Part 1: Overview of concepts, models and services
art 2: Models
hrt 3: Abstract service:definition

P
P
— Part 4: Procedures for distributed operation
Part 5: Protocol specifications

P

hrt6:-Selected afttribute types

— Part 7: Selected object classes
— Part 8: Public-key and attribute certificate frameworks
— Part 9: Replication

— Part 10: Use of systems management for administration of the Directory

© ISO/IEC 2008 — All rights reserved \"
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Introduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

systems:
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Annex C, which isanintegral part of this Recommendation | International Standard, provides the ASN.1 module for the
Directory OSI protocols.

Annex D, which isan integral part of this Recommendation | International Standard, provides the ASN.1 module for the
IDM protocol specification.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for the
Directory IDM protocols.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains al the ASN.1 object identifiers assigned to identify operational binding types in this series of
Recommendations | International Standards.

Annex G, which is not an integral part of this Recommendation | International Standard, lists the amendments and
defect reports that have been incorporated to form this edition of this Recommendation | International Standard.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

I nformation technology — Open Systems I nter connection —
The Directory: Protocol specifications

=cle ' Ire ' =sthe ' ' stem Protocol,
the Direct@ry Informatlon Shadowmg Protocol and the Dlrectory Operatlonal Binding Management Pretacol fulfilling
the abstragt services specified in ITU-T Rec. X.511 | ISO/IEC 9594-3, ITU-T Rec. X.518 | ISO/IEC\9594-4, ITU-T
Rec. X.52% | ISO/IEC 9594-9, and ITU-T Rec. X.501 | ISO/IEC 9594-2.

2 References

2.1 INor mative r eferences

The following Recommendations and International Standards contain provisions which, through reference in this text,
congtitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision) and parties to agreements baged on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of fhe Recommendations and Standards listed below. Members of IEC and 1SO maintain registers gf currently
valid Interhational Standards. The Telecommunication Standardization Bureau of the ITU maintains alist gf currently
valid ITUT Recommendations.

211 I[dentical Recommendations | International Standards

4+ ITU-T Recommendation X.200 (1994)-}1SO/IEC 7498-1:1994, Information technology — Open Systems
Interconnection — Basic Reference Model: The basic model.

4+ ITU-T Recommendation X.2134(2001) | ISO/IEC 8348:2002, Information technology — Open Systems
Interconnection — Network service definition.

4+ ITU-T Recommendation X:214 (1995) | ISO/IEC 8072:1996, Information technology — Open Systems
Interconnection — Transport service definition.

4+ ITU-T Recommendation X.500 (2008) | | SO/IEC 9594-1:2008, |nformation technology — Open Systems
Interconnection'—The Directory: Overview of concepts, models and services.

4+ ITU-T Recommendation X.501 (2008) | ISO/IEC 9594-2:2008, Information technology — Open Systems
Interconnection — The Directory: Models.

1+  ITU~TFRecommendation X.509 (2008) | I SO/IEC 9594-8:2008, Information technology — Open Systems
Interconnection — The Directory: Public-key and attribute certificate frameworks.

4 \MTU-T Recommendation X.511 (2008) | ISO/IEC 9594-3:2008, Information technology — Open Systems
Interconnection — The Directory. Abstract service definition.

— ITU-T Recommendation X.518 (2008) | | SO/IEC 9594-4:2008, |nformation technology — Open Systems
Interconnection — The Directory: Procedures for distributed operation.

— ITU-T Recommendation X.520 (2008) | | SO/IEC 9594-6:2008, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

— ITU-T Recommendation X.521 (2008) | I SO/IEC 9594-7:2008, Information technology — Open Systems
Interconnection — The Directory: Selected object classes.

— ITU-T Recommendation X.525 (2008) | ISO/IEC 9594-9:2008, Information technology — Open Systems
Interconnection — The Directory: Replication.

— ITU-T Recommendation X.530 (2008) | ISO/IEC 9594-10:2008, |nformation technology — Open Systems
Interconnection — The Directory: Use of systems management for administration of the Directory.

ITU-T Rec. X.519 (11/2008) 1
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212

213

2.2

3

ITU-T Recommendation X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Specification of basic notation.

ITU-T Recommendation X.681 (2008) | ISO/IEC 8824-2:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Information object specification.

ITU-T Recommendation X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Constraint specification.

ITU-T Recommendation X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Recommendation X.690 (2008) | ISO/IEC 8825-1:2008, Information technology — ASN.1
encoding rules. Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER).

| SO/IEC Standards

Dther references

INon-nor mative r efer ences

I SO/IEC 10646:2003, Infor mation technology — Universal Multiple-Octet Coded CharactercSgt (UCS).

ITU-T Recommendation E.164 (2005), The international public telecommunicationiumbering plan.
ITU-T Recommendation X.121 (2000), International numbering plan for publiCdata networks.
IETF RFC 2025 (1996), The Smple Public-Key GSS APl Mechanism (SPKM):
IETF RFC 793 (1981), Transmission Control Protocol — DARPA“Internet Program | Protocol
Soecification.

IETF RFC 1738 (1994), Uniform Resource Locators (URL).

IETF RFC 2246 (1999), The TLS Protocol Version 1.0.

IETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.
IETF RFC 3546 (2003), Transport Layer Security (TLSY'Extensions.

IETF RFC 3986 (2005), Uniform Resource ldentifier (URI): Generic Syntax.

ITU-T Recommendation X.217 (1995)~] ISO/IEC 8649:1996, Information technology — Opgen Systems
I nter connection — Service definition\for the Association Control Service Element.

ITU-T Recommendation X.224(1995) | ISO/IEC 8073:1997, Information technology — Opgen Systems
I nterconnection — Protocol for-providing the connection-mode transport service.

ITU-T Recommendation X.225 (1995) | ISO/IEC 8327-1:1996, Information technology — Open Systems
Interconnection — Connection-oriented Session protocol: Protocol specification.

ITU-T Recommendation X.226 (1994) | ISO/IEC 8823-1:1994, Information technology — Open Systems
I nter connection="Connection-oriented Presentation protocol: Protocol specification.

ITU-T Reconmimendation X.227 (1995) | ISO/IEC 8650-1:1996, Information technology — Open Systems
Interconnection — Connection-oriented protocol for the Association Control Service Element: Protocol
specification.

ITWU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:1995, Information technology|— Remote
Qperations: OF realizations — Remote Operations Service Element (ROSE) service definition.

IETF RFC 1006 (1987), 1SO Transport Service on top of the TCP Version: 3.

IETF RFC 1277 (1991), Encoding Network Addresses to Support Operation over Non-OS Lower
Layers.

IETF RFC 2126 (1997), 1SO Transport Service on top of TCP (ITOT).

Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:

ITU-T Rec. X.519 (11/2008)
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3.1 Basic Directory definitions

Thefollowing terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) theDirectory;
b) (Directory) user;
c) Directory System Agent (DSA);
d) Directory User Agent (DUA).

3.2 Distributed Operation Definitions

The following terms are defined in ITU-T Rec. X.518 | ISO/IEC 9594-4:
a) chaining;

I

\ of. 1
JJ ITCITI T Aar.

33

The followling terms are defined in this Recommendation | International Standard.
NOTE + The terms defined in this subclause are generalized definitions to cover both the OSl, and the TCP/IP ¢ase, except
exceptigns as indicated.

331 stract syntax: The specification of a data types and/or data values by\using notation rules|which are
independent of the encoding technique used to represent them.

rotocol specification definitions

332 plication-association: A cooperative relationship between two applieation-entities established Hy the Bind
operation.

333 plication-context: (OSI only definition) A set of rules shared in common by two applicationtentities in
order to support an application-association.

334 plication-context-name: An ASN.1 object identifierthat identifies (names) an application-context.

335 pplication Layer: The top layer of the OSI, seven layer model representing the semanfjcs of the
communi cgtion.

3.36 plication-entity: A representation of the-external behaviour of an application process in the form of its

communicption capabilities.

337 application-entity title: The Directory distinguished name of an application-entity, and in pafticular, an
application-entity representing a Directory application process.

338 application process. A process within a system which performs information processing for g particular
purpose, in particular processing Directory operations.

339 ind oper ation: An'operation type used for establishing an application-association.
3.3.10 irectory operation: An operation type for exchange of Directory information.
3311 irectoryprotocol-data-unit: A unit of datafor a Directory protocol consisting of control informgtion and in

the general case alse application data as specified by Directory operations.

NOTE 1 — A'\Directory PDU in the OSI environment includes all the protocol elements of the OSI Presentation Layer and if
relevant, protocol elements of ACSE in addition to the Directory-specific protocol elements.

NOTE 2 — The term "application-protocol-data-unit (APDU)" is a unit of data defined by an OSl application protocol. This term
is not used for edition 5 and subsequent editions of these Directory Specifications. However, the abbreviation may appear in
certain ASN.1 elements.

3.3.12 initiator: The application process that initiates an application-association by issuing a Bind request.

3.3.13 local matter: A decision made by a system concerning its behaviour that is not subject to the requirements of
these Directory Specifications.

3.3.14 operation: An exchange between two application processes to perform a particular task. It consists of a
reguest from one application-process to the other one and the return of zero or more responses (result and/or errors). An
operation implies a certain process to be performed by the application process receiving the request.

3.3.15 protocol-data-unit: Comprised of the presentation protocol elements or the ACSE protocol elements of a
Directory protocol-data-unit.

ITU-T Rec. X.519 (11/2008) 3
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3.3.16 Presentation Layer: The sixth layer of the OS| Reference Model.

3.3.17 protocol error: An unrecognized or unexpected protocol-data-unit or a protocol-data-unit with an unexpected
or invalid parameter isreceived.

3.3.18 responder: The application-process that receives a Bind request and either accepts or refuses the application-
association.

NOTE - Initiator and responder are defined with respect to a single transport-connection. The initiator is also the application
process that initiated the transport-connection (see 8.4). A DSA can be both an initiator and responder simultaneously.

3.3.19 session layer: Thefifth layer of the OSI Reference Model.

3.3.20 session-protocol-data-unit: (OSI only definition) A unit of data at the OS| Session Layer consisting of
control information and in the general case also carries a Directory protocol-data-unit.

bbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply;
Application Context
CSE  Association Control Service Element
application-entity
Authority and Format Identifier
PDU  application-protocol-data-unit
AP Directory Access Protocol
ISP Directory Information Shadowing Protocol
OoP Directory Operational Binding Management Protocol
SA Directory System Agent
SP Directory System Protocol
SP Domain Specific Part
UA Directory User Agent
Initial Domain Identifier
Internet Directly Mapped
I[Pv4 Internet Protocol, Version.4
I[Pv6 Internet Protocol, Yersion 6
I[TOT  1SO TransportSérvice on top of TCP
DAP LightweightDirectory Access Protocol
SAP  Netwaork-Service-Access-Point
DU protocol -data-unit
PDU < presentation-protocol-data-unit
U ,"session-protocol-data-unit
CPAP  Transmission Control Protocol/Internet Protocol
TPDU  transport-protocol-data-unit
TPKT  Transport Packet
TSDU  transport-service-data-unit

URI Uniform Resource Identifier

5 Conventions

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean ITU-T Rec. X.519 |
I SO/IEC 9594-5. The term "Directory Specifications" shall be taken to mean the X.500-series Recommendations and all
parts of 1SO/IEC 9594.
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This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e, the 1988 edition of the series of CCITT X.500 Recommendations and the
I SO/IEC 9594:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition
of the Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the ISO/IEC
9594:1995 edition.

This Directory Specification uses the term third edition systems to refer to systems conforming to the third edition of the
Directory Specifications, i.e, the 1997 edition of the series of ITU-T X.500 Recommendations and the
| SO/IEC 9594:1998 edition.

This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directory Specifications, i.e., the 2001 editions of ITU-T Recs X.500, X.501, X.511, X.518, X.519, X.520, X.521,
X.525, and X.530, the 2000 edition of ITU-T Rec. X.509, and parts 1-10 of the | SO/IEC 9594:2001 edition.

This Dir
Directory

ory Specification uses the term fifth edition systems to refer to systems conforming to the fifth ed|tion of the
ecifications, i.e.,, the 2005 edition of the series of ITU-T X.500 Recommendations andh\the I1SO/IEC
edition.

ory Specification uses the term sixth edition systems to refer to systems conforming to the sixth edjtion of the
ecifications, i.e.,, the 2008 edition of the series of ITU-T X.500 Recommendations and the ISO/IEC
edition.

ory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and values are
referenced| in normal text, they are differentiated from normal text by presenting thebr in the bold Helvetica typeface.
The name$ of procedures, typically referenced when specifying the semantics(of,\processing, are differenfiated from

normal text by displaying them in bold Times. Access control permissions are presented in italicized Times.
If the items in a list are numbered (as opposed to using "—" or letters), then the items shall be considered steps in a
procedure,

ommon protocol specification

irectory associations and operations

Is for these Directory Specifications are-described as a set of operations. An operation is defined jn terms of
t from one system to another system expecting this other system to process the request, and if gpplicable,
b or more replies constituting the result. An operation can either be a Bind operation or an operatipn invoked
to access Directory information (a Directory operation).

If exceptidn conditions are encountered;‘one or more errors may be returned instead of or in addition to possible results.
NOTE 1 — The currently defined.operations will return either one or more results or asingle error.

Directory protocols defined by these Directory Specifications may use an OS| protocol stack, a TCP/IP protocol stack

or both. The specification.provided by this clause is independent of the particular protocol stack. The OSl specific
specificatipn is given inclauses 7 and 8, while the TCP/IP specific specification is given in clauses 9 and 10.

A process|within asystem that processes Directory operations is called an application process. An applicatipn-entity is
the reflectijon of the external behaviour of an application process.

Before Difectory operations can be invoked between two Directory application processes, an application-association
has to be established between the corresponding application-entities. An application-association is a cooperative
relationship between two application-entities formed by exchange of control information within the request and result of
aBind operation and by the use of a common underlying service.

NOTE 2 —Thisisamodified definition of application-association as given by ITU-T Rec. X.217 | ISO/IEC 8649, and is intended
to cover both the use of an underlying OSI protocol stack and an underlying TCP/IP stack.

An application-association is terminated using an unbind exchange. The unbinding of an application-association is not
defined as an operation.

6.2 Specification for Directory operations

These Directory Specifications specify several operation types. An operation type is specified by the OPERATION
ASN.1 information object class. Possible errors associated with an operation type are defined by the ERRORS ASN.1
information object class.
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OPERATION ::= CLASS{
&ArgumentType  OPTIONAL,
&ResultType OPTIONAL,
&Errors ERROR OPTIONAL,
&operationCode  Code UNIQUE OPTIONAL }
WITH SYNTAX {
[ARGUMENT &ArgumentType]

[RESULT &ResultType]

[ERRORS &Errors]

[CODE &operationCode] }
ERROR ::= CLASS{

&ParameterType,

&errorCode Code UNIQUE OPTIONAL }
WITH SYNTAX {

PARAMETER &ParameterType

[CQDE &errorCode] }
Code ::= CHOICE {

local INTEGER,

glopal OBJECT IDENTIFIER }

The OPERATION information object class is a convenient way to express the syntax of Directory requests, fesults and
errors for @ particular operation type.

This ASN[L information object class has the following fields:
a) The&ArgumentType field specifies an open data type for the request part of an operation.

) The &ResultType field specifies an open data type for one.dr. more replies constituting the result of the
request. If thisfield is absent, there is no result associated with the operation.

¢) The &Errors field specifies one or more errors that-¢an’ occur as the result of processing the|request. If
thisfield is absent, thereis no error associated with the operation.

d) The&operationCode field specifies the type of.Directory operation to be performed. Thisfield is absent
for the Bind operation. See 6.4 for currently-defined operation codes.

Directory pperations may in principle be performed in two different modes:

a) if aDirectory operation shall be completed before a new Directory operation may be invoked, the mode
of operation is synchronous; or

In) if severa operations may beih-progress at the same time, the mode of operation is asynchronops.
If al Diregtory operations defined for aparticular type of application-association:
4) consist of both arequest and one or more results and/or errors; and

) only are alowed to'be invoked by a designated system,

peration is

By have no
quest with
ee below).

An error is a report of the unsuccessful performance of an operation. An error is represented by the ERROR ASN.1
Information Object Class. The different fields are described below:

a) the &ParameterType field specifies the data type of the parameter of the error specifying the nature of
the error; and

b) the&errorCode field specifies the code that identifies the error (see 6.5 for the defined error codes).
Although not reflected by the OPERATION or the ERRORS information object classes, each invocation of a Directory

operation is assigned an Invokeld, which is carried in the protocol. This makes it possible to indicate to what Directory
operation a particular request, result or error belongs. The definition of the Invokeld is as follows:

Invokeld ::= CHOICE {

present INTEGER,
absent NULL }
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If an operation type does not specify an &operationCode, operations of this type cannot have Invokeld assigned.

6.3 Directory protocol overview

6.3.1 Use of underlying services

When two application processes from different open systems interact, the application-association is realized as an
Application Layer protocol using either an OSI or a TCP/IP underlying service.

Details on the use of the OSI service are given in clause 8, while the details on the use of the TCP/IP service are given
in clause 10.

The OSI Transport Layer may either be supported using the service as defined in ITU-T Rec. X.214 | ISO/IEC 8072 or
by using the specification in 8.5. In this latter case, the OSI upper layer protocols stack are placed on the top of a
TCP/IP protocol stack.

6.3.2 The Directory Access Protocol (DAP)

Before aQUA and aDSA from different open systems can interact, a Bind operation has to be invoked-betwegen them to
establish ah application-association supporting a Directory protocol called the Directory Access Protocol (DAP).

The Bind joperation (directoryBind) for establishing a DAP application-association is defined in clause § of ITU-T
Rec. X.511 | ISO/IEC 9594-3.

This editign and all previous editions of the Directory Specifications only allow a DUA to invoke a Bind opgration and
to initiate pubsequent Directory operations. If the OSl underlying stack is used, Diréctory operations may be invoked
either in T]Chronous mode or in asynchronous mode. If the TCP/IP underlying(stack is used, Directory opeérations are

always invoked in asynchronous mode.

All Direct@ry operations require either asingle reply or asingle error to befreturned.

6.3.3 TheDirectory System Protocol (DSP)

Before a gair of DSAs from different open systems can interact, a Bind operation has to be invoked between them to
establish ah application-association supporting a Directory protocol called the Directory System Protocol (DSP).

The Bind|operation (dSABind) for establishing a DSP. application association is defined in clause 11 of ITU-T
Rec. X.518 | ISO/IEC 9594-4.

Either DS\ may invoke a Bind operation. Boththe initiating and responding DSA may invoke subsequent Directory
operations| Directory operations are always invoked in asynchronous mode on the DSP.

All Direct@ry operations require either asingle reply or asingle error to be returned.

6.34 The Directory I nformation Shadowing Protocol (DI SP)

Before a ppir of DSAs from different open systems can interact for the purpose of exchanging shadowing information, a
Bind operdtion has to be invoked between them to establish an application-association supporting a Directoly protocol
called the Directory Information Shadowing Protocol (DISP).

The Bind pperation (dSAShadowBind) for establishing a DISP application-association is defined in clauge 7.4.1 of
ITU-T Reg. X.5254.}S0O/IEC 9594-9.

If the O underlying stack is used, the mode of operation is synchronous or asynchronous depending on the
application-context selected for the Bind operation. If the TCP/IP underlying stack is used, Directory opdrations are
always invoked in asynchronous mode.

All Directory operations require either asingle reply or asingle error to be returned.

6.3.5 The Directory Operational Binding Management Protocol (DOP)

Before a pair of DSAs from different open systems can interact for the purpose of maintaining operational bindings, a
Bind operation has to be invoked to establish an application-association supporting a Directory protocol called the
Directory Operationa Binding Management Protocol (DOP).

The DSA that may assume the role of initiator of the Bind operation depends on the DSA roles assigned for the
operational binding(s) to be managed using the Directory operations on the application-association. Only the initiator
may invoke Directory operations. More than one operational binding type may only be managed within this application-
association if the DSA rolesfor the distinct types are compatible (e.g., aDSA assumes Role A for each binding type).

All Directory operations require either asingle reply or asingle error to be returned.
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6.4 Operation codes

6.4.1 Operation codes for DAP and DSP

The following operation codes are used in the DAP and the DSP:

id-opcode
id-opcode
id-opcode
id-opcode
id-opcode
id-opcode
id-opcode
id-opcode
id-opcode

The use of

-read Code ::= local : 1
-compare Code ::= local : 2
-abandon Code ::= local : 3
-list Code ::= local : 4
-search Code ::= local : 5
-addEntry Code ::= local : 6
-removeEntry Code ::= local : 7
-modifyEntry Code ::= local : 8
-modifyDN Code ::= local : 9

theseoperationcodes s specifredimFo=T Rec X511 HSOHEC9594-3:

6.4.2 Operation codesfor DISP

The following operation codes are used in the DISP.
id-opcodefrequestShadowUpdate Code ::= local : 1
id-opcodetupdateShadow Code ::= local : 2
id-opcodefcoordinateShadowUpdate Code := local : 3
The use of|these operation codes is specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.
6.4.3 Operation codesfor DOP

The following operation codes are used in the DOP.
id-op-estaplishOperationalBinding Code ::= local&, 100
id-op-modifyOperationalBinding Code ::= local : 102
id-op-ternfinateOperationalBinding Code ::= local : 101
The use of|these operation codes is specified in ITU-T Rec. %,501 | ISO/IEC 9594-2.
6.5 Error codes

6.5.1 Error codesfor DAP and DSP

The following error codes are used in the DAP and the DSP. The code id-errcode-referral is only used in the
codeid-oplcode-dsaReferral isonly used:in the DSP:
id-errcodd-attributeError Code ::= local : 1
id-errcodg-nameError Code ::= local : 2
id-errcodg-serviceError Code := local : 3
id-errcodg-referral Code ::= local : 4
id-errcodg-abandoned Code ::= local : 5
id-errcodg-securityEcfror Code ::= local : 6
id-errcodg-abandonkailed Code ::= local : 7
id-errcodg-updateError Code ::= local : 8
id-errcodd-dsaReferral Code ::= local : 9
6.5.2 Error codesfor DISP

The following error code is used in the DISP:

id-errcode-shadowError Code ::= local : 1
6.5.3 Error codesfor DOP

Thefollowing error code is used in the DOP:;
id-err-operationalBindingError Code ::= local : 100

8
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6.6 Abstract syntaxes

A protocol specification includes a specification of the data types that may be transferred as part of the protocol
exchanges. The data types are defined using an abstract notation like the ASN.1 notation and constitute the abstract
syntax for the protocol. The abstract syntaxes are quite similar for OSlI communication and for TCP/IP communication,
although there are differences. Four abstract syntaxes are defined for each of these types of communication
corresponding to the four different Directory protocols. Only for the OSI communication are the abstract syntaxes
assigned object identifiers. When establishing an OSI application-association the relevant object identifier for the
abstract syntax issignalled in the Bind (see 7.6.1).

7 Directory protocolsusing the OS| stack

This clause defines the Directory protocols and their mapping onto the OSI Session Protocol. It incorporates the
relevant elements of the OS| Presentation Protocol as defined by ITU-T Rec. X.226 | ISO/IEC 8823-1 and the
Association Control Service Element (ACSE) as defined by ITU-T Rec. X.227 | ISO/IEC 8650-1.

The relevant part of the OSI session protocol isdefined in 8.3.

7.1 PSI-PDUs

The messages of the OSI based protocols are conveyed over an OSI application-association,as Directory pratocol-data-
units represented by the OSI-PDU data type as follows:

OSI-PDU {APPLICATION-CONTEXT:protocol}::= TYPE-IDENTIFIER.&Type (
iBind { {protocol} } |

iBindResult { {protocol} } |

iBindError { {protocol} } |

iOperation { {protocol.&Operations} } |

entationAbort )

irectory PDU structure

A Directofy PDU in the OSI environment consists of protecal elements from the OSI Presentation Layer as|defined by
. X.226 | ISO/IEC 8823-1, of ACSE protocol elements as defined by ITU-T Rec. X.227 | ISO/IEQ 8650-1, if
relevant, and Directory specific protocol elements far;the protocol in question.

The OsiBind, the OsiBindResult and the OsiBindError have presentation protocol elements and ACSE protocol
elements i addition to the Directory specific protocol elements, while the OsiOperation only has presentati¢n protocol
elements in addition to the Directory specificprotocol elements. The PresentationAbort has only presentation protocol
elements.

The Presentation Layer protocol elements included within a specific Directory PDU comprise a PPDU.

NOTE 1 —The term PPDU (presentation-protocol-data-unit) is introduced here, as it is referenced when discussing presentation
protoco| errors and by the AbQrt-reason datatype. The term is otherwise not relevant for these Directory Specificat{ons.

The ACSH protocol €l ements included within a specific Directory PDU comprise an ACSE PDU.

NOTE 2 —I1TU-T ReC. X.227 | ISO/IEC 8650-1 uses the term APDU (application-protocol-data-unit) for an ACSE RDU. Asthe
Directofy specifie.protocol elements of a specific Directory PDU in principle also comprise an APDU, the term ACSE PDU is
used hefe to avaid confusion.

The following'PPDUs are used by this Directory Specification:

a) CPPPDU, which is reflected by the CP-type data type defined by ITU-T Rec. X.226 | ISO/IEC 8823-1.
It isapart of the OsiBind datatype;

b) CPA PPDU, which is reflected by the CPA-PPDU data type defined by ITU-T Rec. X.226 |
ISO/IEC 8823-1. It isapart of the OsiBindResult datatype;

¢) CPR PPDU, which is reflected by the CPR-PPDU data type defined by ITU-T Rec. X.226 |
ISO/IEC 8823-1. It is part of the OsiBindError data type;

d) TD PPDU, which is reflected by the User-data data type defined by ITU-T Rec. X.226 |
ISO/IEC 8823-1. It is part of the OsiOperation datatype;

e) ARU PPDU, which isreflected by the ARU-PPDU defined by ITU-T Rec. X.226 | ISO/IEC 8823-1. It is
part of the ARU-PPDU data type as defined by this Directory specification; and

f) ARP PPDU, which is reflected by the ARP-PPDU defined by ITU-T Rec. X.226 | ISO/IEC 8823-1. It
constitutes the ARP-PPDU data type as defined by this Directory specification.
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There is no PPDU defined for the release of an application-association (OsiUnbind and OsiUnbindResult). However,
the User-data data type defined by ITU-T Rec. X.226 | ISO/IEC 8823-1 is used to carry the OsiUnbind and
OsiUnbindResult.
The following ACSE PDUs are used by this Directory Specification:

a) AARQ-apdu isapart of the OsiBind datatype;

b) AARE-apdu ispart of the OsiBindResult datatype and the OsiBindError datatype;

C¢) RLRQ-apdu ispart of the OsiUnbind datatype;

d) RLRE-apdu ispart of the OsiUnbindResult datatype; and

€) ABRT-apdu is part of the ARU-PPDU data type.

7.3 Session PDUs

In additio:[ to the Directory PDUSs, this Directory Specification also defines session-protocol-data-units (SIPDUs). All
the Direct@ry PDUs are carried within a SPDU.

The following SPDUs are used by this Directory Specification:
a8) CONNECT SPDU used to carry the OsiBind;

) ACCEPT SPDU used to carry the OsiBindResult;

NOTE + The AARE ACSE PDU (as represented by AARE-apdu and AAREerr-apdu) isaccording’to 8.1.3 of ITU-T Rec. X.227 |
ISO/IEC 8650-1 mapped onto the P-CONNECT response/confirm, where result is set as ‘user-rejection’. According fo 6.2.5.6 of
ITU-T Rec. X.226 | ISO/IEC 8823-1, a CPR PPDU shall be issued at the Presentation kayef. Also, according to 7.1.3 of ITU-T
Rec. X.p26 | ISO/IEC 8823-1, the CPR PPDU is conveyed in the SSCONNECT response and confirm session primitiyes.

¢) REFUSE SPDU isused to carry OsiBindError and it is used fer-rgjecting an application-assogiation due
to Session Layer conditions;

d) FINISH SPDU isused to carry the OsiUnbind to initiatetermination of an application-association;

@) DISCONNECT SPDU is used to carry the OsiUnbindResult to complete termination of an gpplication-
association;
f) ABORT SPDU is used to carry the ARU-PPPU ‘and ARP-PPDU in addition to be used on itsjown when
aborting due to a Session Layer problem;
@) ABORT ACCEPT SPDU carries no upper layer information, but it does indicate that an aboft has been

received by the peer system; and
) DATA TRANSFER SPDU isused to carry OsiOperation.

Details on|SPDUs are givenin 8.3.

7.4 QS| addressing

OSl defings addresses for the-Network Layer and up to and including the Presentation Layer. The Address on the top of
the Network Layer is called-the network-service-access-point (NSAP) address. The structure of an NSAP| address is
defined in[ TU-T Rec. X5213 | ISO/IEC 8348. A transport-address on top of the Transport Layer is defined agthe NSAP
address pllis an optienal transport-selector. A session-address on top of the Session Layer is defined as the transport-
address plus an .optional session-selector. A presentation-address is defined as a session-address plus gn optional
presentatign-selector. Only session-selector and presentation-selector are referenced by this Directory Specifigation.

75 Procedure and sequencing

An application-association between two application processes is initiated by one of the application processes issuing an
OsiBind as defined in 7.6.1. The initiating application process shall then wait for an OsiBindResult to confirm the
application-association establishment before sending any Directory PDU on that application-association.

Independent of any sequencing rule, the initiating application process may at any time issue an ARU-PPDU or
ARP-PPDU (see 7.6.7) after having issued an OsiBind. Likewise, the responding application may at any time issue an
ARU-PPDU or ARP-PPDU after having received an OsiBind.

If an OsiBindResult is received, the initiating application process may send OsiOperation containing OsiReq, OsiRes,
OsiErr and OsiRej as governed by the protocol in question.

An application-association is not established if an OsiBindError (see 7.6.3) isreceived in response to the OsiBind, or if
the application-association is refused at the session level (see 8.3.5).
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Two application processes may almost simultaneously issue OsiBind to each other. This shall be considered as two
independent application-association establishment attempts. If they both succeed, the result will be two application-
associations.

Protocol errors can occur within the session protocol, within the presentation protocol elements, within the ACSE
protocol elements and within the Directory-specific protocol elements.

A protocol error can be caused by:
a) anunrecognized or unexpected PDU received; or

b) oneor more parameters on areceived PDU areinvalid or unexpected.
NOTE 1 — According to the rules of extensibility specified in clause 12, unknown parameters shall be ignored. Clauses 8.5 of
ITU-T Rec. X.226 | ISO/IEC 8823-1 and 7.4 of ITU-T Rec. X.227 | ISO/IEC 8650-1 specify similar rules.
NOTE 2 — Clauses 6.4.4.2 and 6.4.4.3 of ITU-T Rec. X.226 | ISO/IEC 8823-1 make a distinction between a protocol error and an
invalid PPDU. As the two cases cause the same type of abort, this Directory Specification does not make that distinction.
Clause 3349 . 8C— ake that distincti ;

In both cages, the application-association or an application-association under establishment/termination shall’be aborted.
If the problem is detected within the session protocol, an ABORT SPDU shall be issued (see 8.3.8),with no User Data
If the problem is detected within the presentation protocol, an ARP-PPDU (see 7.6.7.2) shall be issued.

If the proljlem is detected within the ACSE protocol, an ARU-PPDU with abort-sourceset-to acse-servicp-provider
(see 7.6.7.1) shall be issued.

If the probjem is detected within a Directory protocol, an ARU-PPDU with abort-sgurce set to acse-servicetuser shall
be issued.

7.6 Pirectory PDU specifications
7.6.1 ®OSl Bind request

OsiBind {APPLICATION-CONTEXT:Protocols} ::= SET{

mofe-selector [0] IMPLICIT SET {mode-value [0] IMPLICIT INTEGER|(1) },
normal-mode-parameters [2] IMPLICIT SEQUENCE {
protocol-version [6] IMPLICIT BIT STRING {version-1(0)}

DEFAULT {version-1},
calling-presentation-selector [1] IMPLICIT Presentation-selector OPTIONAL
called-presentation-selector [2] IMPLICIT Presentation-selector OPTIONAL
presentation-context-definition:list [4] IMPLICIT Context-list,
user-data CHOICE {

fully-encoded-data [APPLICATION 1] IMPLICIT
SEQUENCE SIZE (1) OF SEQUENCE|{
transfer-syntax-name Transfer-syntax-name OPTIONAL,
presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE {
single-ASN1-type [O] AARQ-apdu {{Protocols}} }}}}}

Presentatijon-selector¢:>= OCTET STRING(SIZE (1..4, ..., 5..MAX))

Context-ligt ::=-SEQUENCE SIZE (2) OF

SEQUENCE {
presentation-context-identifier ~Presentation-context-identifier,
abstract-syntax-name Abstract-syntax-name,
transfer-syntax-name-list SEQUENCE OF Transfer-syntax-name }
Presentation-context-identifier ::= INTEGER(1..127, ..., 128..MAX)

Abstract-syntax-name ::= OBJECT IDENTIFIER
Transfer-syntax-name ::= OBJECT IDENTIFIER

AARQ-apdu {APPLICATION-CONTEXT:Protocols} ::= [APPLICATION 0] IMPLICIT SEQUENCE {

protocol-version [0] IMPLICIT BIT STRING {version1(0)} DEFAULT {version1},
application-context-name [1] Application-context-name,

called-AP-title [2] Name OPTIONAL,
called-AE-qualifier [3] RelativeDistinguishedName OPTIONAL,
called-AP-invocation-identifier [4] AP-invocation-identifier OPTIONAL,
called-AE-invocation-identifier [5] AE-invocation-identifier OPTIONAL,
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calling-AP-title [6] Name OPTIONAL,
calling-AE-qualifier [7] RelativeDistinguishedName OPTIONAL,
calling-AP-invocation-identifier [8] AP-invocation-identifier OPTIONAL,
calling-AE-invocation-identifier [9] AE-invocation-identifier OPTIONAL,
implementation-information [29] IMPLICIT Implementation-data OPTIONAL,
user-information [30]

IMPLICIT SEQUENCE SIZE(1) OF [UNIVERSAL 8] IMPLICIT SEQUENCE {
direct-reference OBJECT IDENTIFIER OPTIONAL,
indirect-reference Presentation-context-identifier,
encoding CHOICE {

single-ASN1-type [O] TheOsiBind {{Protocols}} } } }

NOTE — The user-information component isin ITU-T Rec. X.226 | ISO/IEC 8823-1 defined as an EXTERNAL. As the content
of the external is known it could be an aid for implementers if the exact encoding of the EXTERNAL is provided. The external is
here presented according to the encoding as defined by ITU-T Rec. X.690 | ISO/IEC 8825-1, ITU-T Rec. X.691 | ISO/IEC
8825-2 and ITU-T Rec. X.693 | ISO/IEC 8825-4. Thisis not completely legal ASN.1. The formal and legal ASN.1 specification
using the EXTERNAL notation is provided in Annex B.

Applicatio
AP-invocg
AE-invocdg
Implemen

TheOsiBi

The OsiBi
(see7.6.1.

n-context-name ::= OBJECT IDENTIFIER

tion-identifier ::= INTEGER

tion-identifier ::= INTEGER
ation-data ::= GraphicString

d {APPLICATION-CONTEXT:Protocols} ::=
[16] APPLICATION-CONTEXT.&bind-operation.&ArgumentType ({Protocols})

nd is used for initiating an application-association. The OsiBind includes presentation protoca
1), ACSE protocol elements (see 7.6.1.2) and the Directory,/Bind protocol elements (see 7.6.1.3)

reguest shall be formatted according to the specification given in mentiohed subclauses.

The OsiBi
SPDU (s

hd is carried in the User Data parameter or the Extended User Data parameter of the Session (
8.3.3).

The responder of the application-association shall check theprotocol elementsin the following sequence:

1

TNEY

3

) The session protocol elements shall.tbe checked. If one or more of these protocol elé
unacceptable, a REFUSE SPDU (see'8/3.5) shall be returned. Otherwise, continue.

) The presentation protocol elements shall be checked. If one or more of these protocol
unacceptable, an OsiBindEtror~including a provider-reason component and excluding a
component (see 7.6.3.1) shall be returned. Otherwise, continue.

| elements
The Bind

CONNECT

bments are

Ements are
user-data

) The ACSE protocol, elements shall be checked. If one or more of these protocol eléments are

unacceptable, an O8iBindError shall be returned with result and result-source-diagnostic ¢
of the AAREerr-apdu present and with the user-information component absent as specified
Otherwise, cantinue.

) The Direetory Bind shall be checked according to rules for the Directory protocol in gqu
OsiBjndResult (see 7.6.2) shall be returned if the responder is able to accept the Dired
Otherwise, an OsiBindError shall be returned with the user-information component of the
apdu present.

pmponents
in7.6.3.2.

estion. An
tory Bind.
AAREerr-

If aprotoc

Dl erfor is detected at any time during that sequence, the appropriate abort shall be issued as specifi

ed in 7.5.

7.6.1.1 Presentation protocol elements

The presentation protocol elements constituting a CP PPDU are those defined by the OsiBind data type above except
for the embedded AARQ-apdu.

The mode-selector component shall always be set to 1.

NOTE 1—I1TU-T Rec. X.226 | ISO/IEC 8823-1 defines two modes of presentation-connection. These Directory Specifications
aways use the normal-mode.

The normal-mode-parameters component has the following subcomponents:

a) The protocol-version subcomponent shall be omitted or set to version-1. If specified differently, the
responder shall return an OsiBindError with provider-reason set to protocol-version-not-supported.
b) The value of the calling-presentation-selector subcomponent, if supplied, shall be obtained from

12

locally held information.
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For a definition of presentation-selector, see 7.4.
¢) Thevalue of the called-presentation-selector subcomponent, if supplied, shall be obtained from:

— information obtained from the AccessPoint value of a ContinuationReference as the result of a
previous Directory operation (see ITU-T Rec. X.518 | ISO/IEC 9594-4); or

— locally held information.

If the responder does not use presentation-selector addressing or if the supplied presentation-selector is
not one for a Directory application-process, then the responder shall return an OsiBindError with
provider-reason set to called-presentation-address-unknown.

d) The presentation-context-definition-list subcomponent shall have two elements, each being a sequence
type with:
— apresentation-context-identifier that is selected by the initiator. It shall be an uneven integer and
shall be different for the two elements;
— anabstract-syntax-name, which
i) for one of the elements shall be an object identifier identifying the ACSE abstiact syntax
(id-acseAS); and

ii) for the other element shall be an object identifier for a Directory abstract’syntax corfesponding
to the type of application-association to be established (fid‘as-directoryAccessAS,
id-as-directorySystemAS, id-as-directoryShadowAS or
id-as-directoryOperationalBindingManagementAS, as apprapriate);

— atransfer-syntax-name-list, which shall consist of a single elément being the object identifier for
the Basic Encoding Rules (BER);

NOTE 2 —ITU-T Rec. X.226 | ISO/IEC 8823-1 allows several transfer ‘syntaxes to be suggested, where one of those is
then elected by the responder. The extensibility rules defined in clause\12 require the use of BER.

See 8.1 for details on abstract syntaxes and transfer syntaxes.

@) Theuser-data subcomponent has the following el ements:
NOTE 3 —The user-data subcomponent reflects the fully-encoded-data choice of the user-data of the CP PPDU defined by
ITU-T Rec. X.226 | ISO/IEC 8823-1. The fully-encoded-data censists of a sequence of PVD-list. This Directory Specification
requireq exactly one PVD-list. Therefore the sequence-of type specifies exactly one value.
— the transfer-syntax-name subcomponent, if present, shall be the object identifier for] the Basic

Encoding Rules (BER);

NOTE 4 — According to 8.4.2.7 of ITU-E Rec. X.226 | ISO/IEC 8823-1: "The transfer syntax name Shij be present
when more than one transfer syntax.name was proposed for the presentation context of the presentation daja values'.

— the presentation-context-identifier subcomponent shall be given the same valye as the
presentation-contextsidentifier of the element of the presentation-context-definitign-list that
specifies the ACSE-abstract syntax;

— the presentation-data-values subcomponent shall hold the ACSE protocol elements & specified
in7.6.1.2

7.6.1.2 ACSE protocel-glements

The ACSE protocal ‘glements are those defined by the AARQ-apdu data type above except for the|embedded

TheOsiBind.
NOTE 1 -The“ACSE protocol elements are the relevant components of the AARQ-apdu as defined by ITU-T Rec. X.227 |
ISO/IEC 8650-1. Only the kernel functional unit of ACSE is used by these Directory Specifications. Accordirjg to 9.1 of
ITU-T Rec. X.227 | ISO/IEC 8650-1, the sender-acse-requirements, the mechanism-name, the calling-authentication-value
and the application-context-name-list components are not relevant.

The protocol-version component shall be omitted or set to versioni, i.e., bit O set. If the component is present, the
initiator shall not include any bit after bit 0. If the responder receives a Bind request with this component present and
bit 0 is set and one or more other bits are set, those hits shall be ignored. If bit O is not set, but some other bit is set, the
responding application process shall reply with an OsiBindError (see 7.6.3) with Associate-source-diagnostic set to
no-common-acse-version.

The application-context-name component shall:
a) forthe DAP, be settoid-ac-directoryAccessAC;
b) for the DSP, be set to id-as-directorySystemAC;
c) forthe DISP, be set to either:

— id-ac-shadowConsumerlnitiatedAC;

ITU-T Rec. X.519 (11/2008) 13
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— id-ac-shadowSupplierinitiatedAC;
— id-ac-shadowSupplierinitiatedAsynchronousAC; or
— id-ac-shadowConsumerlnitiatedAsynchronousAC,;
d) forthe DOP, be set to id-ac-directoryOperationalBindingManagementAC.

If the responder does not support the specified application-context-name, it shall reply with an OsiBindError
(see 7.6.3) with Associate-source-diagnostic Set to application-context-name-not-supported.

The called-AP-title component, if present, shall be obtained from:
— information returned in a ContinuationReference as the result of a previous Directory operation; or
— localy held information.

If the responder does not recognize the called-AP-title, it shall reply with an OsiBindError (see 7.6.3) with
Associate-source-diagnostic set 1o called-AP-title-not-recognized

The called-AE-qualifier component, if present, shall be obtained from:
+ information returned in a ContinuationReference as the result of a previous Directory operatipn; or
4+ locally held information.

If the responder does not recognize the called-AE-qualifier, it shall reply with an OsiBindError (see 1.6.3) with
Associatetsource-diagnostic set to called-AE-qualifier-not-recognized.

The called-AP-invocation-identifier component may optionally be supplied if infatmation about its valuefis retained
from a prgvious application-association. If the responder does not recognize the\called-AP-invocation-identifier, it
shal reply with an OsiBindError (see 7.6.3) with Associate-source-diagnostic set to called-AP-ipvocation-
identifier-pot-recognized.

The called-AE-invocation-identifier component may optionally be supplied if information about its valuefis retained
from a prgvious application-association. If the responder does not{récognize the called-AE-invocation-identifier, it
shal reply with an OsiBindError (see 7.6.3) with Associateésource-diagnostic set to called-AE-ipvocation-
identifier-pot-recognized.

The calling-AP-title component, if supplied, shall be obtained from locally held information. If the responder wants to
ensure thelidentity of the initiator, but does not recognizethe calling-AP-title, it may reject the application-pssociation
with an OgiBindError (see 7.6.3) with Associate-souice-diagnostic Set to calling-AP-title-not-recognized.

The calling-AE-qualifier component, if supplied;ishall be obtained from locally held information. If the responder
wants to ensure the identity of the initiator;-but does not recognize the calling-AE-qualifier, it may| reject the
applicationj-association with an OsiBindError (see 7.6.3) with Associate-source-diagnostic set to dalling-AE-
qualifier-not-recognized.

The callinjg-AP-invocation-identifiér, component may optionally be supplied. A receiving system may |gnore this
value, if present. If the respondér-wants to ensure the identity of the initiator, but does not recognize the dalling-AP-
invocatiorj-identifier, it may \reject the application-association with an OsiBindError (see 7.6.3) with Associate-
source-diggnostic set to ealling-AP-invocation-identifier-not-recognized.

The calling-AE-invocatien-identifier component may optionally be supplied. A responding system may |gnore this
value, if present. If'\the responder wants to ensure the identity of the initiator, but does not recognize the dalling-AE-
invocatior)-identifier, it may reject the application-association with an OsiBindError (see 7.6.3) with Associate-
source-diggrostic set to calling-AE-invocation-identifier-not-recognized.

The implementation-information component may hold implementaiion-specific information. This information does
not affect the application-association establishment procedure.

The user-information component has the following subcomponents:
a) direct-reference, if present, shall hold the object identifier for the Basic Encoding Rules (BER);

b) indirect-reference shal identify the Directory abstract syntax within the presentation-context-
definition-list as defined in 7.6.1.1 d); and
c) thesingle-ASN1-type shall hold the Bind protocol elements as specified in 7.6.1.3.

NOTE 2 —The user-information component corresponds to the user-information component of AARQ-apdu as defined by
ITU-T Rec. X.227 | ISO/IEC 8650-1. This component is a SEQUENCE OF EXTERNAL. These Directory Specifications require
exactly one occurrence of EXTERNAL (see NOTE in 7.6.1).
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7.6.1.3 TheBind protocol elements

The TheOsiBind shall be the Bind request argument as defined for the Directory protocol in question.
NOTE — The Bind argument starts with the [16] tag as defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

7.6.2 OSl Bind result

An OsiBindResult is returned by the responder if the OsiBind is acceptable and the responder decides to engage in the
application-association.

OsiBindResult {APPLICATION-CONTEXT:Protocols} ::= SET {

mode-selector [O] IMPLICIT SET {mode-value [0] IMPLICIT INTEGER (1) },
normal-mode-parameters [2] IMPLICIT SEQUENCE {
protocol-version [0] IMPLICIT BIT STRING {version-1(0)} DEFAULT {version-1},

responding-presentation-selector

[3] IMPLICIT Presentation-selector OPTIONAL,
presentation-context-definition-result-list

[5] IMPLICIT SEQUENCE SIZE (2) OF SEQUENCEY{

result [O] IMPLICIT Result (acceptance),
transfer-syntax-name [1] IMPLICIT Transfer-syntax-name },
user-data CHOICE {
fully-encoded-data [APPLICATION 1] IMPLICIT
SEQUENCE SIZE (1) OF SEQUENCE {
transfer-syntax-name Transfer-syntax-name OPTIONAL,
presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE {
single-ASN1-type [0] AARE-apdu{{Protocols}} }} } } }
Result ::=[INTEGER {
acdeptance 0),
usgr-rejection ),
projider-rejection 21}

AARE-apdu {APPLICATION-CONTEXT:Protocols} ::= [APPLIGATION 1] IMPLICIT SEQUENCE {

profocol-version [0]

IMPLICIT BIT STRING {versiond(0)} DEFAULT {version1},
apflication-context-name [1] Application-context-name,
resplt [2] Associate-result (accepted),
reshlt-source-diagnostic [3] Associate-source-diagnostic,
responding-AP-title [4] Name OPTIONAL,
responding-AE-qualifier [5] RelativeDistinguishedName OPTIONAL,
responding-AP-invocation-identifier [6] AP-invocation-identifier OPTIONAL,
responding-AE-invocation-identifier [7] AE-invocation-identifier OPTIONAL,
imglementation-information [29] IMPLICIT Implementation-data OPTIONAL,
usgr-information [30]

IMPLICIT SEQUENCE SIZE(1) OF [UNIVERSAL 8] IMPLICIT SEQUENCE {
direct-reference OBJECT IDENTIFIER OPTIONAL,
indirect-reference Presentation-context-identifier,
encoding CHOICE {

single-ASN1-type [0] TheOsiBindRes {{Protocols}} } } }

NOTE + See Notein/7.6.1.

Associatefresult’::= INTEGER {

acdepted (0),

rejected-permanent 1),

rejected-transient (2) }(0..2, ...)

Associate-source-diagnostic ::= CHOICE {

acse-service-user [1] INTEGER {
null (0),
no-reason-given (1),
application-context-name-not-supported (2),
calling-AP-title-not-recognized 3),
calling-AP-invocation-identifier-not-recognized 4),
calling-AE-qualifier-not-recognized (5),
calling-AE-invocation-identifier-not-recognized (6),
called-AP-title-not-recognized ),
called-AP-invocation-identifier-not-recognized (8),
called-AE-qualifier-not-recognized (9),
called-AE-invocation-identifier-not-recognized (10) } (0..10, ..)),
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acse-service-provider [2] INTEGER {
null (0),
no-reason-given (1),
no-common-acse-version (2)}(.2,..)}

TheOsiBindRes {APPLICATION-CONTEXT:Protocols} ::=
[17] APPLICATION-CONTEXT.&bind-operation.&ResultType ({Protocols})

The OsiBindResult is carried in the User Data parameter of the Session ACCEPT SPDU (see 8.3.4).

7.6.21 Presentation protocol elements

The presentation protocol elements constituting a CPA PPDU are those defined by the OsiBindResult data type above
except for the embedded AARE-apdu.

The mode-selector component shall always be set to 1.

Thenormgl-mode-parameters component has the following subcomponents:;
a) Theprotocol-version subcomponent shall be omitted or set to version-1.

) The responding-presentation-selector subcomponent, if supplied, shall be obtained from lpcally held
information.

¢) The presentation-context-definition-result-list subcomponent shall have two elements in @ sequence
corresponding to the sequence of elements provided in the presentation‘context-definitiontlist of the
Bind request, each providing the result of the context negotiation for the corresponding glement as
follows:

—  Theresult shall be present and set to acceptance.

— Thetransfer-syntax-name shall be present and specify:the object identifier for the Basi¢ Encoding
Rules (BER).

d) Theuser-data subcomponent has the following elements:

—  The transfer-syntax-name subcomponent, .if present, shall be the object identifier fof the Basic
Encoding Rules (BER).

— The presentation-context-identifier . 8ubcomponent shall be given the same vale as the
presentation-context-identifier of the element of the presentation-context-definitiontlist of the
Bind request that specified the AGSE abstract syntax name.

—  The presentation-data-values\Subcomponent shall hold the ACSE protocol elements gs specified
in7.6.2.2.

7.6.22 ACSE protocol elements

The protofol-version component shall”be omitted or set to versioni, i.e., bit O set. If the component is gresent, the
responder phall not include any hit'after bit O.

The result]jcomponent shall e set to accepted by the responder.

The resulf-source-diaghestic component shall take the acse-service-user choice and take the value rull or no-
reason-giyen.

The appliqation-context-name component shall be present and set to the value of the corresponding companent of the
Bind requg

Theresponding-AE-qualifier component, if supplied, shall be obtained from locally held information.

The responding-AP-invocation-identifier component may optionally be supplied. The initiator may ignore this
component, if present.

The responding-AE-invocation-identifier component may optionally be supplied. The initiator may ignore this
component, if present.

The implementation-information component may hold implementation-specific information. This information does
not affect the application-association establishment procedure.

The user-information component has the following subcomponents:
a) direct-reference, if present, shall hold the object identifier for the ASN.1 Basic Encoding Rules (BER).
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b) indirect-reference shall identify the Directory abstract syntax within the presentation-context-

definition-list as defined in 7.6.1.1 d).

c) Thesingle-ASN1-type shall hold the Bind result protocol elements as specifiedin 7.6.2.3.

7.6.23 TheBind result protocol elements

The TheOsiBindRes shall be the Bind result type as defined for the Directory protocol in question.
NOTE — The Bind result starts with the [17] tag as defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

7.6.3 OSl Bind error

OsiBindError {APPLICATION-CONTEXT:Protocols} ::= CHOICE {
normal-mode-parameters SEQUENCE {

protocol-version [0] IMPLICIT BIT STRING {version-1(0)} DEFAULT {version-1},
responding-presentation-selector
15] IMPTICIT Presentation-sefector OPT TUNAL,

presentation-context-definition-result-list

[5] IMPLICIT Result-list OPTIONAL,

[10] IMPLICIT Provider-reason OPTIONAL,
CHOICE {

provider-reason
user-data
fully-encoded-data
transfer-syntax-name
presentation-context-identifier

Transfer-syntax-name OPTIONAL,
Presentation-context-ideftifier,

[APPLICATION 1] IMPLICIT SEQUENCE SIZE«(1) OF SEQUENCE {

presentation-data-values CHOICE {
single-ASN1-type [0] AAREerr-apdUA{Protocols}} } } } OPTIONAL }
}
Result-list ::= SEQUENCE SIZE (2) OF SEQUENCE {
resplt [0] IMPLICIT Result,
trafgsfer-syntax-name [1] IMPLICIT Transfer-syntax-name OPTIONAL,
projider-reason [2] IMPLICIT INTEGER{
reason-not-specified (0);
abstract-syntax-not-supported (@),

proposed-transfer-syntaxes-not-supported %(2) } OPTIONAL }

Provider-reason ::= INTEGER {

reafon-not-specified (0),
tenmporary-congestion (2),
locgl-limit-exceeded (2),
called-presentation-address-unknown 3),
profocol-version-not-supported 4,
defpult-context-not-supported (5),
usgr-data-not-readable (6),
no-PSAP-available )}

AAREerr-agpdu {APPLICATION-CONTEXT:Protocols} ::= [APPLICATION 1] IMPLICIT SEQUENCE {

protocol-version [0] IMPLICIT BIT STRING {version1(0)}
DEFAULT {version1},

apflication-context-name [1] Application-context-name,

resplt [2] Associate-result (rejected-permanent..rejeqted-
transient)

reshlt-source-diagnostic [3] Associate-source-diagnostic,

responding-AP-title [4] Name

OPHONAL;

responding-AE-qualifier [5] RelativeDistinguishedName OPTIONAL,

responding-AP-invocation-identifier [6] AP-invocation-identifier OPTIONAL,

responding-AE-invocation-identifier [7] AE-invocation-identifier OPTIONAL,

implementation-information [29] IMPLICIT Implementation-data OPTIONAL,

user-information [30]

IMPLICIT SEQUENCE SIZE(1) OF [UNIVERSAL 8] IMPLICIT SEQUENCE {

direct-reference
indirect-reference
encoding
single-ASN1-type
NOTE — See Notein 7.6.1.

OBJECT IDENTIFIER OPTIONAL,
Presentation-context-identifier,

CHOICE {

[0] TheOsiBindErr {{Protocols}} } OPTIONAL }}

TheOsiBindErr {APPLICATION-CONTEXT:Protocols} ::=

(18]

APPLICATION-CONTEXT.&bind-operation.&Errors.&ParameterType ({Protocols})
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The OsiBindError is carried in the Reason Code field of the Session REFUSE SPDU (see 8.3.5).

7.6.3.1 Presentation protocol elements

The presentation protocol elements constituting a CPR PPDU are those defined by the OsiBindError data type above
except for the embedded AAREerr-apdu.

The normal-mode-parameters component has the following subcomponents:

NOTE 1 — The CPR-PPDU is a choice between X.410 mode and normal mode. These Directory Specifications only use the
normal mode. The CHOICE statement is retained to ensure bitwise backward compatibility when using other than BER or similar
encoding.

a)
b)
0)

7632 /
Theproto

The applig
Bind requs

Theresult

The protocol-version subcomponent shall be as specified in 7.6.2.1.
Theresponding-presentation-selector subcomponent, if supplied, shall be as specified in 7.6.2.1.

The presentation-context-definition-result-list subcomponent shall be specified as follows:

NOTE
the rej e

q

)

ation-cofntext-name component shall be present and set to the value of the corresponding compo
st

component shall be set to rejected-permanent or rejected-transient based on local consideration

The provider-reason subcomponent shall be present if the adpplication-association is rejeg
problems detected within the presentation protocol elements of the Bind request. Otherwise
absent.

P — Clause 6.2.4.9 of ITU-T Rec. X.226 | ISO/IEC 8823-1 statesfor'provider-reason: "If present, this shall
[tion is by the responding presentation-service-provider; if absént this shall indicate that the rejection is by the responding
PS-user]"

The user-data subcomponent shall be absent if\provider-reason subcomponent is present. O
shall be present with the following elements:

\CSE protocol elements

tol-version cemponent shall be as specified in 7.6.2.2.

It the rgjection 1s not related to presentation context negotiation, the result element sha
acceptance, transfer-syntax-name shall be present specifying the object identifierfel
Encoding Rules (BER), and provider-reason element shall be absent;

if the abstract syntax in question is not supported by any of the proposed transfer sy
result element shall set to provider-rejection and the provider-reason-gement shall
with the appropriate value; or

| be set to
the Basic

ntaxes, the
be present

if the abstract syntax in question is not supported at al and the previous bullet does not apply, the

result element shall set to user-rejection and the provider-reasafy efément shall be press
appropriate value.

The transfer-syntax-name subcomponent, if present, shall be the object identifier for
Basic Encoding Rules (BER).

The presentation-context-identifier subcomponent shall be given the same va
presentation-context-identifier of the element of the presentation-context-definition
Bind request that specified the ACSE abstract syntax name.

The presentation-data-values subcomponent shall hold the ACSE protocol elements g
in7.6.3.2.

int with the

ted due to
it shal be

ndicate that

herwise, it
the ASN.1

le as the
list of the

S specified

nent of the

D.

NOTE =

ACTCOrdmg 10 1T of TTO-T mrm—mm
response/conflrm with the Result parameter value of the A-ASSOCIATE service primitives set to "rejected (permanent)” o
"rejected (transient)”, and the error value of the Bind operation is mapped on the User Information parameter of these serwce
primitives. At the protocol level, that trandates to the result component being set to either rejected-permanent or rejected-
transient. Most of the Bind errors reflect a permanent condition. However, the serviceError with problem unavailable might be
considered as being transient.

Theresult-source-diagnostic component shall take values as follows depending on the condition:

if the rgjection is within a directory protocol, the acse-service-user choice shall be taken with the value
null or no-reason-given; or

if the rgjection is ACSE related or due to errors in specified application process title, application-entity
title or application-context the acse-service-user choice shall be taken with the appropriate value.

a)

b)

The value of the responding-AP-title component, if present, shall be obtained from locally held information.

Theresponding-AE-qualifier component, if present, shall be obtained from locally held information.
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The responding-AP-invocation-identifier component, if present, may be ignored or retained for a future association
with that DSA.

The responding-AE-invocation-identifier component, if present, may be ignored or retained for a future association
with that DSA.

Theimplementation-information component may hold implementation-specific information.

The user-information component has the following subcomponents:
a) direct-reference, if present, shall hold the object identifier for the ASN.1 Basic Encoding Rules (BER);

b) indirect-reference shal identify the Directory abstract syntax within the presentation-context-
definition-list asdefined in 7.6.1.1 d);

¢) thesingle-ASN1-type shall hold the Bind error protocol elements as specified in 7.6.3.3.

7.6.3.3 [he Rind error protocol elements

The TheO$iBindErr shall be the Bind error type as relevant for the type of error.
NOTE + The Bind error starts with the [18] tag as defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

7.6.4 ®OSl unbind request

OsiUnbing ::= CHOICE {

fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE (1) OF SEQUENCE {
presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE {

single-ASN1-type [0O] TheOsiUnbind } } }

TheOsiUnpind ::= [APPLICATION 2] IMPLICIT SEQUENCE {

reagon [O] IMPLICIT Release-request-reason OPTIONAL)}
Release-request-reason ::= INTEGER {
normal ©}

The OsiUnbind is carried in the User Data of the Session FINISH SPDU (see 8.3.6).

Only theinitiator of an application-association may invoke.an unbind request.

—Clause 8.5 of ITU-T Rec. X.880 | ISO/IEC18712-1 defines a CONNECTION-PACKAGE information ¢bject class,
where the field &responderCanUnbind specifies whether the responder may issue an unbind or not. It defaults to HALSE. The
ition of this Directory Specification did not'add the &responderCanUnbind for any of the protocols. The IDM protocol

—Clause 85 of ITU-T Rec. ~X:880 | ISO/IEC 13712-1 also defines an &unbindCanFail figld of the
CONNECTION-PACKAGE information-object class with default equal FALSE. The fourth edition of this Directory Jpecification

resentation protocol‘elements

tation protocol elements are only those defined by the User-data data type defined by ITU-T Rgc. X.226 |

tation-context-identifier component shall be given the same value as the presentation-context-identifier
of the elenfent of the presentation-context-definition-list of the Bind request that specified the ACSE abstract syntax.

The preseptation-data-values component shall hold the ACSE protocol elements as specified in 7.6.4.2.

7.6.4.2 ACSE protocol elements

Thereason component shall be set to normal or be absent. The absence of reason component indicates normal release.
NOTE 1—According to 11.1.2 of ITU-T Rec. X.881 | ISO/IEC 13712-2, thereason shall always be set to normal.

NOTE 2 —According to ITU-T Rec. X.226 | ISO/IEC 8823-1, there are no presentation protocol elements for normal release of a
connection. Normal release is accomplished by the normal release of the underlying session connection.

7.6.5 OSl unbind result

OsiUnbindResult ::= CHOICE {
fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE (1) OF SEQUENCE {
presentation-context-identifier ~Presentation-context-identifier,
presentation-data-values CHOICE {
single-ASN1-type [O] TheOsiUnbindRes } } }
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TheOsiUnbindRes ::= [APPLICATION 3] IMPLICIT SEQUENCE {

reason [O] IMPLICIT Release-response-reason OPTIONAL }
Release-response-reason ::= INTEGER {
normal ©)}

NOTE — Pre-edition 5 specifications specify that the Result parameter of the A-RELEASE service as defined by ITU-T
Rec. X.217 | ISO/IEC 8649 shall be set to 'affirmative'.

The OsiUnbindResult is carried in the User Data of the Session DISCONNECT SPDU (see 8.3.7).

7.6.5.1 Presentation protocol elements

The presentation protocol elements are only those defined by the User-data data type defined by ITU-T Rec. X.226 |
ISO/IEC 8823-1.

The presentation-context- |dent|f|er Component ShaII be glven the same value as the presentatlon -context-identifier
of the elel >

The preseptation-data-values component shall hold the ACSE release request.

7.6.5.2 ACSE protocol elements

The absenge of reason component indicates normal release.
7.6.6 ®OSl operations

OsiOperation {OPERATION:Operations} ::= CHOICE {

fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE (1) OF\SEQUENCE {
presentation-context-identifier ~Presentation-context-identifier,

presentation-data-values CHOICE {
single-ASN1-type [O] CHOICE {
request OsiReq\{{Operations}},
result OsiRes/{{Operations}},
error OsiErr {{Operations}},
reject OsiRej } } 1}

The OsiOgeration iscarried in the User Information Field.of’the Session DATA TRANSFER SPDU (see 8.310).

7.6.6.1 Presentation protocol elements

The presentation-context-identifier component-shall be given the same value as the presentation-contex}-identifier
of the eleent of the presentation-contextsdefinition-list of the Bind request that specified the Directory abstract
syntax name for the Directory protocol in question.

The preseftation-data-values component shall hold the Directory request, result, error or reject.

76.6.2 OSI Request

OsiReq {QPERATION:Operations} ::= [1] IMPLICIT SEQUENCE {
invpkeld Invokeld,
opdode OPERATION.&operationCode ({Operations}),
arghment OPERATION.&ArgumentType ({Operations} {@opcode}) }

NOTE 1 — The'Reguest starts with the [1] tag asdefined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

The invokpld component identifies the particular invocation It shall not be a value that has been used for|a previous
rmuw th IUL'UIIUO A ICqJUI o0 \IUOLA:t Cllldl’\.ll UIIUI} A Id \l\lhlbh o OLI” III PIUUIUOO :f lhlJ o VIU:OILa’JJ, LhC rwava‘ Sha”
issue an OsiReject with an InvokeProblem set to duplicatelnvocation. If the request does not necessarily result in a
response, it isalocal option as to the time passed before reusing an invokeld.

NOTE 2 — All currently defined Directory operations require a response.

The opcode component shall hold the operation code for the particular type of operation. If an unknown operation code
is specified, the receiver shall issue an OSIReject with an InvokeProblem set to unrecognizedOperation.

The argument component shall hold the argument formed in accordance with the &ArgumentType field of the
operation type identified by the opcode component for the protocol in question.

76.6.3 OSl result
OsiRes { OPERATION:Operations} ::= [2] IMPLICIT SEQUENCE {

invokeld Invokeld,
result SEQUENCE {
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opcode OPERATION.&operationCode ({Operations}),
result OPERATION.&ResultType ({Operations} {@.opcode}) } }

NOTE — The Result starts with the [2] tag as defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.
TheinvokelD component shall be equal to the one specified in the corresponding request.
The opcode component shall be equal to the one specified in the corresponding regquest.

The result component shall hold the result formed in accordance with the &ResultType field of the operation type
identified by the opcode component for the protocol in question.

76.6.4 OSl error

OsiErr {OPERATION:Operations} ::= [3] IMPLICIT SEQUENCE {

invokelD Invokeld,
errcode OPERATION.&Errors.&errorCode ({Operations}),
errgr OPERATION& Errors&Parameterfype {Operationsi{@errcodel)

NOTE + The Error starts with the [3] tag as defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.
TheinvokgID component shall be equal to the one specified in the corresponding OsiRequest.

The errcode component shall be set to the code for one of the errors identified by theERRORS field of the
OPERATIDN information object identified by the opcode of the corresponding OsiRequest:

The error component shall hold the parameters as identified by the errcode component:

7665 OSl reect

Thetype QsiRej is used for reporting erroneous use of the other Directory PDUS! It is specified as follows:

OsiRej ::3 [4] IMPLICIT SEQUENCE {

invpkeld Invokeld,

proplem CHOICE {
general [O] GeneralProblem,
invoke [1] InvokeProblem,
returnResult [2] ReturnResultProblem,
returnError [3] ReturnErrorPrablem } }

NOTE + The Reject starts with the [4] tag as defined inTU-T Rec. X.880 | ISO/IEC 13712.

Theinvokgld component shall be equal to the onespecified in the PDU to be rejected, except if the invokeld cannot be
determineq), it shall take the absent choice instead (see 6.2).

The probl¢m component shall hold the Reject problem as defined by 7.6.6.6.

7.6.6.6 gject problems

GeneralPrioblem ::= INTEGER ) {

unrecognizedPDU 0),
migqtypedPDU Q),
badlyStructuredPbU @213

A Genera|Problem.is a fundamental problem with the form or structure of a Directory PDU. The possipilities are
specified gsfollows:

) \."tnrecognizedPDU — The leading tag of the PDU indicates that it is not an OsiRequest, an PsiResult,
an OsiError or an OsiReject;

b) mistypedPDU — The structure of the PDU does not conform to the appropriate definition; or
C) badlyStructuredPDU — The structure of the PDU cannot be determined based on the expected abstract

syntax.

InvokeProblem ::= INTEGER {
duplicatelnvocation 0),
unrecognizedOperation (1),
mistypedArgument 2),
resourcelLimitation 3),
releaselnProgress 4}

An InvokeProblem indicates that some component of an OsiRequest was erroneous. The possibilities are specified as
follows:
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a) duplicatelnvocation —See 7.6.6.2;

b)

question;

¢) mistypedArgument — The argument is not formed according to the &ArgumentType fi

operation identified by the opcode component;

d) resourceLimitation — The intended performer is not willing to perform the operation due to

e

limitation; or

to release the application-association.

ReturnResultProblem ::= INTEGER {

unrecognizedOperation — The operation code is not one of those defined for the Directory protocol in

eld of the

aresource

releaselnProgress — The intended performer is not willing to perform the operation because it is about

unrecognizedInvocation 0),
resultResponseUnexpected Q),
migtypedResutt 27 ¥
A ReturnResultProblem indicates that some component of an OsiResult was erroneous. The possibiljties an

as follows]

[«

I
NOTE

q

ReturnkErr
unr
err
unr
ung
mig

A ReturnH

follows:

[«

I
NOTE 1

q

7.6.7 R

Abort can

d) unrecognizedlnvocation — The Invokeld was hot one that identifies an outstanding’request;

4d) unrecognizedinvocation — The Invokeld was not one that identifies an outstanding request;

| — All the currently defined Directory operation types specify aresult.

) mistypedResult — The result is not formed according to the &ResultType field of thd
identified by the opcode component.

DrProblem ::= INTEGER {

ecognizedInvocation 0),

rResponseUnexpected ),

ecognizedError ),

xpectedError 3),

typedParameter 4}

rrorProblem indicates that some component of an OsiError was erroneous. The possibilities are g

) errorResponseUnexpected — An efror was received for an operation for which no error is def
P — All the currently defined Directory opénation types specify one or more errors.

) unrecognizedError — An erter was received that was not one of those specified by thesq
Specifications;

) unexpectedError — An error was received that was not one of those identified by the &Errg
the operation identified by the opcode component; or

field of thewerror identified by the errcode component.

Pr esentationabort

be caused by an application problem (ARU-PPDU) or a Presentation Layer problem (ARP-PPDU).

e specified

) resultResponseUnexpected — A result was received for an operation for whichmo result is défined;

operation

pecified as

ined;

Directory

rs field of

) mistypedParameter — The parameter of the error result is not formed according to the &ParaineterType

Presentat

onAbort ::= CHOICE {

aru-ppdu ARU-PPDU,
arp-ppdu ARP-PPDU }

7.6.7.1 OSl application abort

ARU-PPDU ::= CHOICE {

nor

Presentati

mal-mode-parameters [O] IMPLICIT SEQUENCE {
presentation-context-identifier-list [0] IMPLICIT Presentation-context-identifier-list,
user-data CHOICE {
fully-encoded-data [APPLICATION 1] IMPLICIT SEQUENCE SIZE (1) OF SEQUENCE {
presentation-context-identifier Presentation-context-identifier,
presentation-data-values CHOICE {
single-ASN1-type [0] ABRT-apdu}}}}}
on-context-identifier-list ::=

SEQUENCE SIZE (1) OF SEQUENCE {
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presentation-context-identifier ~Presentation-context-identifier,
transfer-syntax-name Transfer-syntax-name}

ABRT-apdu ::= [APPLICATION 4] IMPLICIT SEQUENCE {
abort-source ABRT-source }

ABRT-source ::= INTEGER{
acse-service-user 0),
acse-service-provider @}

The ABRT-PPDU is used if the abort is caused by problems at the Directory Protocol level or within ACSE rather than
within the presentation protocol elements.

The ABRT-PPDU is carried in the User Data of the Session ABORT SPDU and the Transport Disconnect field bit 2
shall be set and hit 3 shall be reset (see 8.3.8).

The ABRT-RPBY-ay-catiseloss-ef-Hfermation-H-ransker

The receifit of an ABRT-PPDU on an association supporting the DAP terminates all request processing: [Except for
certain conditions described in ITU-T Rec. X.518 | ISO/IEC 9594-4, thisis aso true for the DSP. Itdis\a Dirgctory user
responsibility to confirm if requested modifications to the DIB occurred.

The receipt of an ABRT-PPDU on an association supporting the DISP is describedCin™ ITU-T Rgc. X.525 |
ISO/IEC 9694-9.

The receipt of an ABRT-PPDU on an association supporting the DOP is destribed in ITU-T Re¢. X.518 |
ISO/IEC 9694-4.

7.6.7.1.1 |Presentation protocol elements

Thenormél-mode-parameters component has the following subcomponents:

@ The presentation-context-identifier-list subcomponenttindicates what transfer syntax is uged for the
user data. Only ACSE information is included in_the user data. It shall have one element being a
sequence type with:

— the presentation-context-identifier subcomponent shall be given the same valye as the
presentation-context-identifier of the.element of the presentation-context-definitiontlist of the
Bind request that specified the ACSE abstract syntax name;

— thetransfer-syntax-name shall.lbe the object identifier for the Basic Encoding Rules (BER).
) Theuser-data subcomponent hasthe following elements:

— the presentation-context-identifier subcomponent shall be given the same valle as the
presentation-contextsidentifier of the element of the presentation-context-definitign-list that
specifies the ACSE-abstract syntax;

— the presentation-data-values subcomponent shall hold the ACSE protocol elements |as defined
in7.6.7.1.2,

7.6.7.1.2 [ACSE protocohelements

If the abort is causedafthe Directory Protocol level, the ABRT-source shall be set to acse-service-user. If fhe abort is

caused at the ACSE:level, the ABRT-source shall be set to acse-service-provider.
NOTE 1+ ABRT-apdu as defined by ITU-T Rec. X.227 | ISO/IEC 8650-1 have two additional parameters. The abort-fliagnostics
shall not bepresent if only the Kernel is used, which implies that the abort is only used for signalling a protocol errof. The user-
informafion 1S Tot USEd, a5 tNese DITECIOry SPeCHTICALlOns provide no aoort Inrormation.

7.6.7.2 OSl Presentation abort

ARP-PPDU ::= SEQUENCE {
provider-reason [O] IMPLICIT Abort-reason OPTIONAL,
event-identifier [1] IMPLICIT Event-identifier OPTIONAL }

Abort-reason ::= INTEGER {
reason-not-specified (0),
unrecognized-ppdu ),
unexpected-ppdu (2),
unexpected-session-service-primitive ),
unrecognized-ppdu-parameter 4,
unexpected-ppdu-parameter 5),
invalid-ppdu-parameter-value (6)}
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Event-identifier ::= INTEGER {

cp-PPDU (0),
cpa-PPDU 2,
cpr-PPDU (2),
aru-PPDU 3),
arp-PPDU 4),
td-PPDU ),
s-release-indication (14),
s-release-confirm (15)}

The ARP-PDU is used if the abort is caused by problems within the presentation protocol level.
The ARP-PDU is carried in the User Data of the Session ABORT SPDU and the Transport Disconnect field bit 2 shall

be set and

bit 3 shall be reset (see 8.3.8).

The ARP-RDULmay causelossof information in transfer

Thereceipt of an ARP-PDU shall be treated as specified for ARU-PDU in 7.6.7.1.

The provider-reason component may take one of the following values:

) reason-not-specified;

) unrecognized-ppdu indicating that an unknown PPDU was received;

NOTE + This may be PPDU as defined by ITU-T Rec. X.226 | ISO/IEC 8823-1, but not used by this Directory S
plementation may signal that as an unexpected-ppdu. However, it is no requirement that an implementation shall

Some i
recogni

q

The Event

q

8 |

8.1 /
As part of

re PPDUs not defined by this Directory Specification.

) unexpected-ppdu indicating that a PPDU identified by the. Event-identifier was recei
sequence;

) unexpected-session-service-primitive as indicated by theEvent-identifier;

) unrecognized-ppdu-parameter — Should not be used according to the rules of extensibility
in7.5);

at this particular time or place in aPPDU as identified by the Event-identifier;

) invalid-ppdu-parameter-value indicating‘that a parameter had an invalid value in a PPDU a
by the Event-identifier.

Lidentifier shall be present when referenced above. Otherwise, it shall be absent.

4d) s-release-indication indicates“the application-association unexpectedly has been terminal

Session Layer function of -the peer system;

) s-release-confirm indicates the application-association unexpectedly has been terminated b
Session Layer function:

Dir ectory protocol mapping onto OSI services

\bstract.syntaxes and transfer syntaxes

an’ application-association the protocol elements of the supporting protocol have to be agreed b

pecification.

ed out of

see Note 1

unexpected-ppdu-parameter indicating that even'a parameter was recognized, but it was ngt expected

5 identified

ed by the

y the local

Etween the

two parties

b_This is done by signalling the relevant abstract syntaxes as part of the Bind aperation. An ahstr

[t syntax is

assigned an object identifier, which isthen carried in the Bind.

The directory protocols each requires two abstract syntaxes, one reflecting the protocol element of the ACSE protocol
and one reflecting the actual Directory protocol (Directory abstract syntax).

NOTE — The protocol elements of ACSE are part of the Directory Specifications for edition 5 and subsequent editions. However,
for backward compatibility, it is still necessary to signal two abstract syntaxes in the Bind operation.

The object identifiers for Directory abstract syntaxes are:

id-as-directoryAccessAS OBJECT IDENTIFIER = {id-as 1}
id-as-directorySystemAS OBJECT IDENTIFIER = {id-as 2}
id-as-directoryShadowAS OBJECT IDENTIFIER = {id-as 3}
id-as-directoryOperationalBindingManagementAS  OBJECT IDENTIFIER = {id-as 4}
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The ACSE abstract syntax isidentified by:

id-acseAS OBJECT IDENTIFIER ::=
{ joint-iso-itu-t association-control(2) abstract-syntax(1) apdus(0) version(1) }

The ASN.1 encoding rules for an abstract syntax are signalled by an object identifier.

The object identifiers for the ASN.1 encoding rules are defined in ITU-T Rec. X.690 | ISO/IEC 8825-1. For
convenience, the object identifier for BER is supplied here:

{joint-iso-itu-t asn1(1) basic-encoding(1) }

8.2 Application-contexts

An application-context is a set of common rules shared by two application-entities in order to support an application-
associationAn applir‘afinn-r‘nntpyf isidentified hy an applir‘a’rinn-(‘nn’rpyr-nnrrp inthe form of an nhjpr*r identifier. The

application-context-name is signalled by the Bind operation.

An applicgtion-context is defined using the following ASN.1 information object class:

APPLICATION-CONTEXT ::= CLASS {

&bind-operation OPERATION,

&Operations OPERATION,

&applicationContextName OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

BIND-OPERATION &bind-operation

OPERATIONS &Operations

APPLICATION CONTEXT NAME &applicationContextName.}

The &bind-operation field is used for specifying the type of Bind operatien corresponding to the specified gpplication-
context nafne.

The &Opefations field isused for listing all the Directory operations relevant for the application-context.

The &appllcationContextName field is used for supplying the-abject identifier for the application-context.
NOTE 1+ This ASN.1 information object class is an abbréviated version of the one defined by ITU-T Rec. X.881|
ISO/IEC 13712-2 and is provided here as certain specifications use the ASN.1 information object reference ratfier than the
assignedl object identifier.

821 Applications-context for DAP

directoryAccessAC APPLICATION-CONTEXT ::= {

BIND-OPERATION directoryBind
OPERATIONS {read | compare | abandon | list | search

| addEntry | removeEntry | modifyEntry | modifyDN }
APPLICATION CONTEXT.NAME id-ac-directoryAccessAC }

The directoryAccessAC application-context is the one defining the DAP. Support of this application-context requires
support of theid-acseAS and the id-as-directoryAccessAS abstract syntaxes.

For a DUA it implies.support for at least one DAP operation type, beyond possibly the Abandon operation fype. For a
DSA it implies support of all the DAP operations.

822 pplications-context for DSP

directorySystemAC APPLICATION-CONTEXT ::= {
BIND-OPERATION dSABind
OPERATIONS { chainedRead | chainedCompare | chainedAbandon
| chainedList | chainedSearch
| chainedAddEntry | chainedRemoveEntry
| chainedModifyEntry | chainedModifyDN }
APPLICATION CONTEXT NAME id-ac-directorySystemAC }

The directorySystemAC application-context is the one defining the DSP. Support of this application-context requires
support of theid-acseAS and theid-as-directorySystemAS abstract syntaxes.

It implies support of all the DSP operations as listed above.
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8.2.3 Applications-contextsfor DI SP

shadowSupplierinitiatedAC APPLICATION-CONTEXT ::= {

BIND-OPERATION dSAShadowBind
OPERATIONS { updateShadow

| coordinateShadowUpdate }
APPLICATION CONTEXT NAME id-ac-shadowSupplierinitiatedAC }

The shadowSupplierinitiatedAC application-context is a DISP application-context for an application-association
where shadow updating is initiated by the supplier and the operation mode is synchronous.

NOTE — The terms "consumer” and "supplier" are used to designate two roles. These roles correspond to the two terms "shadow
consumer" and "shadow supplier”, respectively, used in ITU-T Rec. X.525 | ISO/IEC 9594-9.

shadowConsumerlnitiatedAC APPLICATION-CONTEXT ::= {

BIND-OPERATION dSAShadowBind
OPERATIONS { requestShadowUpdate
| updateShadow }
APPLICATION CONTEXT NAME id-ac-shadowConsumerlnitiatedAC }

The shadpwConsumerinitiated AC application-context is a DISP application-context for an application-pssociation
where shadlow updating is initiated by the consumer and the operation mode is synchronous.

shadowSypplierinitiatedAsynchronousAC APPLICATION-CONTEXT ::= {

BIND-OPERATION dSAShadowBind
OPERATIONS { updateShadow
| coordinateShadowUpdate }
APPLICATION CONTEXT NAME id-ac-shadowSupplierInitiatedAsynchronousAC }

The shadgwSupplierinitiatedAsynchronousAC application-context is a DISP/application-context for an gpplication-
associatior) where shadow updating isinitiated by the supplier and the operation mode is asynchronous.

shadowCagnsumerlinitiatedAsynchronousAC APPLICATION-CONTEXT ::= {

BIND-OPERATION dSAShadowBind
OPERATIONS { requestShadoewUpdate
| updateShadow }
APPLICATION CONTEXT NAME id-ac-shadowConsumerlnitiatedAsynchronousAC }

The shadowConsumerlnitiatedAsynchronousAC .application-context is a DISP application-conteft for an
application-association where shadow updating is initiated by the consumer and the operation mode is asynchronous.

8.24 Applications-context for DOP

directoryQperationalBindingManagemeAtAC APPLICATION-CONTEXT ::= {
BIND-OPERATION dSAOperationalBindingManagementBind
OPERATIONS { establishOperationalBinding

| modifyOperationalBinding

| terminateOperationalBinding}

APPLICATION CONTEXT NAME id-ac-directoryOperationalBindingManagementAC }

The directpryOperationalBindingManagementAC application-context is the one defining the DOP.

8.3 $ession L ayer specification

8.3.1 $tiructur e of session-protocol-data-unit (SPDU)

A session-protocol-data-unit (SPDU) consists of an SPDU identifier (Sl), zero or more parameters each identified by a
parameter identifier (Pl) and possibly, a parameter value (PV) field. Related parameters can be grouped and then be
identified by aparameter group identifier (PGlI).

Thefirst part of an SPDU isthe SPDU identifier (Sl) field. It consists of asingle octet. The value is a binary number.

A length indicator (L1) is used to indicate the length of an SPDU, the length of a parameter or the length of a group of
parameters. LI fields indicating lengths within the range 0-254 shall comprise one octet. LI fields indicating lengths
within the range 255-65.535 shall comprise three octets. The first octet shall then be coded 1111 1111 and the second
and third octets shall contain the length of the associated parameter field with the high order bits in the first of these two
octets.

The value of the L1 field does not include either itself or any subsequent User Information field.
NOTE — Of the SPDU used by this Directory Specification, only the DATA TRANSFER SPDU has a User Information field.
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The bits of an octet are numbered from 1 to 8, where bit 1 is the least significant bit.

Figure 1 illustrates the case where a SPDU has no parameters. The ABORT ACCEPT SPDU is an example. The LI
field then has the value 0.

S|L
[

L4

X.518_F01

p—

Figure 1 - SPDU without parameters

Figure 2 illustrates the case where a SPDU has two separate parameters, each identified by a Pl. The first LI field
indicates the length of the SPDU, excluding the Sl field and the LI field itself. The two other LI fields indicate the
length of the parameters.

As an example: If the first PV is 3 octets and the second PV is 4 octets, then the first LI field hasthevaue 11, the
second L1 field has the value 3 and the third LI field has the value 4.

< o

P
L] v [rj1
(N § I

X.519_F02

Figure 2 — SPDU with parameters— Notgrouped

Figure 3 iljustrates the case where a SPDU has two parameters grouped-together, each identified by a Pl. The group is
identified py a PGI field. The first LI field indicates the length of/the SPDU, excluding the Sl field and the LI field
itself. Thejnext LI field indicates the length of the group excluding.the PGI field and the L1 field itself. The two other L1
fields indigate the length of the parameters.

As an example: If the first PV is 5 octets and the second PV is 3 octets, then the first LI field has the vaue 14, the
second L1 field has the value 12, the third LI field has the value 5 and the fourth LI field has the value 3.

X.519_F03

Figure 3 —SPDU with parameters— Grouped

8.3.2 TSDU sizeand segmenting

The maximum transport-service-data-unit (TSDU) size expresses the maximum number of octets to be presgnted to the
Transport _ayer for transmlsson The maximum TSDU size |s negotlated durl ng appllcanon -association establishment

that maximum, it is necmry to segment the Directory PDU into multi ple SPDUs

Each application process proposes a maximum TSDU size that the initiator is permitted to send. The lesser of the two
numbersis used. A zero value is interpreted to mean unlimited TSDU size. If either application process proposes zero,
the initiator shall not send segmented data on the application-association.

Each application process also proposes a maximum TSDU size that the responder is permitted to send. The lesser of the
two numbers is used. A zero value is interpreted to mean unlimited TSDU size. If either application process proposes
zero, the responder shall not send segmented data on the application-association.
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833 Session CONNECT SPDU

Table 1 - Parametersof the CONNECT SPDU

PGI M/O Code PI M/O Code Length
Calling SS-user Reference @) 10 64 octets maximum
Connection Identifier (0] 1 Common reference o 11 64 octets maximum
Additional Reference Information 0] 12 4 octets maximum
Protocol options M 19 1 octet
Connect/Accept Item M 5 TSDU Maximum Size O 21 4 octets
Version Number M 22 1 octet
Session User Requirements M 20 2 octets
Calling Session Selector 6] 51 16 octets maxjmum
Called Session Selector 0] 52 16 octets.maxjmum
User data M 193 512 bctets makimum
Extended User Data M 194 10240 octets maximum

The Sl field shall be given the value 13 ('OD'H).
The Conngction Identifier is an optional parameter group that is filled with lacally generated data that allows
identificatiion of this session connection. It may have the following optional parameters:

@) TheCalling SS-user Reference, i.e., areference selected by the initiator;

NOTE 1 —An SS-user or session-service-user is according to ITU-T Rec. X.200:] ISO/IEC 7498-1 a Presentation Layer function
using the Session Service.

) Common Reference; and
¢) Additional Reference Information

Connect/Alccept Item is a mandatory parameter group with thefollowing parameters:

4) Protocol Options — Extended concatenation,as defined by ITU-T Rec. X.225 | ISO/IEC 8337-1, is not
relevant for this Directory Specification, This field shall be absent or the value shall be st to '00'H
(default value). However, an implemeéntation should accept the value '01'H.

) The TSDU Maximum Size PV field shall be present if a TSDU Maximum Size is proposed. |f|the TSDU
Maximum Size PV field is present:

i) the first two octets ef\the PV field shall contain the proposed maximum TSDU size, expressed in
octets, in the direction from the initiator to the responder, encoded as a binary humber| where the
first of the twoyoctets is the high order part of the number;

ii) the second(two octets of the PV field shall contain the proposed maximum TSDU size, expressed in
octets, if_the direction from the responder to the initiator, encoded as a binary number,| where the
first ef \the two octetsis the high order part of the number.

If~this parameter is absent, the TSDU Maximum Size is not limited. If either pair of ocfets has the
value zero, the TSDU size is not limited in the direction of transfer associated with that pair of
octets.

¢) \.Wersion Number — This field shall be given the value '02'H.

Session User Requirements field shall be set to '0002'H.
NOTE 2 — Only the session duplex functional unit is used by the Directory.

Calling Session Selector field shall hold the value of the initiator's session-selector, if one is assigned, and shall have a
value obtained from locally held information. If the initiator does not have a session-selector within its presentation-
address, thisfield shall be absent.

Called Session Selector field shall be present if it is known to be part of the addressing for the receiving system.
Otherwise, it shall be absent. If present, the value shall be obtained from:

— information returned in a ContinuationReference as the result of a previous Directory operation; or
— localy held information.

Both the User Data parameter and the Extended User Data parameter shall be supported, but only one of these two
parameters may be used for an instance of communication. If the user data to be included is 512 octets or less, the User
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Data Parameter shall be used. If user datais larger than 512 octets, the Extended User Data parameter shall be used and
the User Data parameter shall not be used.

The OSI Bind request is carried as user data of the session CONNECT SPDU (see 7.6.1). The OS| Bind Request shall
not exceed 10240 octets.

834

Session ACCEPT SPDU

Table 2 — Parameters of the ACCEPT SPDU

PGI M/O Code Pl M/O Code Length
Called SS-user Reference 0] 9 64 octets maximum
Connection Identifier O 1 Common Reference @) 11 64 octets maximum
Additional Reference Information @) 12 4 octets maximum
Protocol options M 19 1 octet
Connect/Accept Item (0] 5 TSDU maximum size (@) 21 4 octets
Version number M 22 1octet
Session User Requirements M 20 2’octets
Calling Session Selector @) 51« 16 octets maxjmum
Responding Session Selector o 52 16 octets maxjmum
User data M 193

The S| field shall be given the value 14 (OE'H).

The Conn

identificatiion of this session connection. It may have the following optienal parameters:

a) theCalled SS-user Reference;
) Common Reference; and
¢) Additional Reference Information.

Connect/Alccept Item is a mandatory parameter group with the following parameters:

@) Protocol Options — This field shall h&Zabsent or the value shall be set to '00'H (default value)
an implementation should accept the value '01'H.

) TSDU Maximum Size — This field shall be present if a TSDU Maximum Size is propo
responder. The encoding arid:default for thisfield is as for the CONNECT SPDU (see 8.3.3).

¢) Version Number — Thisfield shall be given the value '02'H.

Session User Requirements field'shall be set to '0002'H.
Calling Session Selector field shall be present if the corresponding field was present in the CONNECT SPD

then hold
Respondi
The User

The lengt

8.35

e same valueasthat field. Otherwise, thisfield shall be absent.
Session'Selector field, if supplied, shall have avalue obtained from locally held information.
ata parameter shall be supported. It shall be used to carry the OsiBindResult (see 7.6.2).

ection |dentifier is an optional parameter group that is filled with locally generated data that alows

However,

sed by the

U and shall

of\the ACCEPT SPDU shall not exceed 65 539 octets.

Session REFUSE SPDU

The session REFUSE SPDU is used by the responder to refuse an application-association.
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Table 3 — Parameters of the REFUSE SPDU

PGI M/O Code PI M/O Code Length

Called SS-user Reference (@) 9 64 octets maximum

Connection Identifier (0] 1 Common Reference o 11 64 octets maximum
Additional Reference Information 0] 12 4 octets maximum
Transport Disconnect @) 17 1 octet
Session User Requirements (@) 20 2 octets
Version Number 0] 22 1 octet
Reason Code M 50 See below.

The Sl field shall be given the value 12 ('OC'H).

The Conn
identificati

[
q

The Trang
encoding f

q

[
Bits 2-8 ar|
If thisfield

on of this session connection. It may have the following optional parameters:

qd) theCaled SS-user Reference;

) Common Reference; and
) Additional Reference Information

pr thisfield shall be

d bit 1= 0: Transport connection is kept;

) bit 1 =1: Transport connection is released.
P reserved.

is absent, the transport connection is released.

Session User Requirements field shall not be present if the Reason Code field is not set to 2. If the Reason C

set to 2, th

The Reaso
octets may

g

I
g

- = D

sfield shall be present and be set to '0002'H.

h Code field shall contain areason code in thefirst octet. Depending on the value of thisfirst octet
be used. The following values are defined for the first octet:

d) 0: Rejection by called SS-user; reason not specified.

) 1. Rejection by called SS-user:due to temporary congestion.

) 2. Rejection by called. SS-tiser. Subsequent octets may be used for user data up to a len
octets if Protocol(Viersion 1 has been selected, and up to a length such that the t
(including Sl and LI) of the SPDU does not exceed 65 539 octets if Protocol Version
selected.

) * 128+ 1. Session Selector unknown.
) * 128 + 2:..SS-user not attached to SSAP.

128+3: Session Protocol Machine congestion at connect time.
) *128+ 4. Proposed protocol versions not supported.

).5¢*, 128 + 5. Rejection by the Session Protocol Machine, reason not specified.

ection |dentifier is an optional parameter group that is filled with locally generated data that allows

port Disconnect field indicates whether the underlying transport-connection shall be released oif kept. The

bde field is

additional

pth of 512
ptal length
P has been

* 128+ 6. Reection by the Session Protocol Maching, implementation resiriction stated in the Protocol

Implementation Conformance Statement.

NOTE — Reasons marked with an asterisk (*) may be considered persistent, others may be considered as transient.

All other v

alues are reserved.

8.3.6 Session FINISH SPDU

Table 4 — Parametersof the FINISH SPDU

PGI M/O Code PI M/O Code Length

Transport Disconnect @) 17

User Data

M 193

30

ITU-T Rec. X.519 (11/2008)


https://iecnorm.com/api/?name=136e557971a05c27f1af3ba38b364aa0

| SO/IEC 9594-5: 2008(E)

The Sl field shall be given the value 9.

The Transport Disconnect field indicates whether the underlying transport-connection shall be released or kept. The
encoding for thisfield shall be:

a) hit 1 =0: Transport connection is kept; or
b) bit 1 =1: Transport connection is released.
If thisfield is absent, the transport connection is released.

The User Datafield shall hold the OsiUnbind (see 7.6.4). The length of the User Data parameter is limited such that the
total length (including Sl and L) of the SPDU does not exceed 65 539 octets.

NOTE — The Enclosure Item parameter as defined for the FINISH SPDU by ITU-T Rec. X.225 | ISO/IEC 8327-1 is not relevant,
as only alimited amount of user data will be passed.

8.3.7 Session DISCONNECT SPDU

Table 5 — Parameters of the DISCONNECT SPDU

PGl M/O Code PI M/O Code Length
User Datd M 193

The Sl field shall be given the value 10.

The User Data field shall hold the OsiUnbindResult (see 7.6.5). The length of the'\User Data parameter is limited such
that the totil length (including Sl and LI) of the SPDU does not exceed 65 539,actets.

NOTE + The Enclosure Item parameter as defined for the DISCONNECT SPDU by ITU-T Rec. X.225 | ISO/IEC 8B27-1 is not
relevant, as only alimited amount of user datawill be passed.

8.3.8 $ession ABORT SPDU

Table 6 — Parameter s of<the ABORT SPDU

PGl M/O Code Pl M/O Code Length
Transport;Disconnect M 17
Reflect\Parameter Value (0] 49 9 octets maximum
User Datal (0] 193

The Sl field shall be given the value 25.

The Trangport Disconnect field shall ‘indicate whether or not the transport connection is to be kept, together with an
optional rgason code. The encading for thisfield shall be:

@ bit 1 =0: Transport connection is kept;

D) bit 1 =2) Transport connection is released;
¢) bit 2=1: User abort;

d) ,hbit3=1: Protocol error;

¢) \bit 4 =1: No reason;

f)  bit 5=1: Implementation restriction stated in the Protocol Implementation Conformance Statement.

Bits 6-8 are reserved.

The Reflect Parameter VValues field shall only be present if the Transport Disconnect field indicates protocol error and
shall contain an implementation-defined value and semantics.

The User Data field shall only be present if the Transport Disconnect field indicates user abort and shall contain the
ARU-PPDU (see 7.6.7.1) or ARP-PPDU (see 7.6.7.2). The length of the User Data parameter is limited such that the
total length (including Sl and L1) of the SPDU does not exceed 65 539 octets.

NOTE — The Enclosure Item parameter as defined for the ABORT SPDU by ITU-T Rec. X.225 | ISO/IEC 8327-1 is not relevant,
as only alimited amount of user datawill be passed.
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8.3.9 Session ABORT ACCEPT SPDU
The Sl field shall be given the value 26.
There is no parameter field associated with this SPDU.

8310 Session DATA TRANSFER SPDU

The Session DATA Transfer SPDU consists in principle of two concatenated SPDU, where the first one is a so-called
GIVE TOKEN SPDU. It consists in the form used by this Directory Specification only of the Sl field, which has the
value 1, and alength field having the value zero.
NOTE —ITU-T Rec. X.225 | ISO/IEC 8327-1 defines basic and extended concatenation. Extended concatenation is not used by
this Directory Specification. Basic concatenation is only relevant for the DATA TRANSFER SPDU and Table 7 of ITU-T
Rec. X.225 | ISO/IEC 8327-1 specifies that the DATA TRANSFER SPDU shall be concatenated with the GIVE TOKEN SPDU.
Aswe are only using the full duplex functional unit, the Token item is not needed and neither is the User data.

Table 7 — Parameters of the DATA TRANSFER SPDU

PGl M/O Code PI M/O Code Length
Enclosure Item (0] 25 1,0etet

User Information field

The Sl field for the DATA TRANSFER SPDU shall also be given the value 1.

User Information field holds the complete or part of a Directory PDU. The Li-ijeld following the Sl field does not
include the User Information Field.

The Enclogure Item PV field, if present, shall indicate whether or not this SRDU is the beginning or end of the¢ Directory
PDU. Thig field shall be present if segmenting may be used. This field,shall not be present if segmenting ghall not be
used. The encoding for this field shall be:

a4 bit1=1: Beginning of Directory PDU;

bit 1 = 0: Not beginning of Directory PDU;

b) bit 2=1: End of Directory PDU;

bit 2 = 0: Not end of Directory PDU.

Bits 3-8 arp reserved.

If thisfield is not present, segmenting is not allowed and this SPDU contains a compl ete Directory PDU.
Example df encoding:

I[ the Enclose Item is not.ineluded, the encoding of the concatenated SPDUs would be: ‘01 00 01 OQ'H.

If the Enclose is included and the SPDU holds the complete Directory PDU, the encoding of the cqncatenated
$PDUs would be: *01 00 01 03 19 01 03'H.

84 Jse of transport service

Before an| application-association can be established, a transport-connection, as defined by ITU-T Rec. X.214 |
I SO/IEC 8072/ has to be established.

Only theinitiator of a transport-connection is allowed to initiate an application-association.

NOTE — Thisrestriction is specified in 6.1.4 of ITU-T Rec. X.225 | ISO/IEC 8327-1.
A transport-connection may be established by mapping onto the service as defined by ITU-T Rec. X.214 |
ISO/IEC 8072 or by establishing a transport-connection according to the specification in 8.5. In the former case, al the

session SPDUs are mapped onto T-DATA request and T-DATA indication. In the latter case, all session SPDUs are
carried by the User parameter of the DT TPDU.

When an application-association is refused, or has been successfully connected and subsequently disconnected, by abort
or normal release, the supporting transport connection may be either disconnected or reused.

The transport connection may be kept for reuse provided that:

a) the application process that established the transport connection requests retention of the transport
connection by parameter in an ABORT SPDU or aFINISH SPDU; or
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b) the application process that established the transport connection receives a REFUSE SPDU or an
ABORT SPDU which indicates by parameter that the transport connection isto be retained.

To avoid contention for a retained transport connection, only the transport connection initiator may reuse the transport
connection by issuing a Bind request to establish a new application-association.

Transport expedited flow is not used.

8.5 OSl Transport Layer on top of TCP

85.1 Scope and limitation

This subclause defines | SO Transport Service on top of TCP (ITOT).

NOTE 1 — Thisincludes specifying those functions of ITU-T Rec. X.224 | ISO/IEC 8073 together with the enhancements defined
by IETF RFC 2126 that are relevant for these Directory Specifications.

NOTE P =TTU-T ReC. X.ZZ& [ TSOIMECT 8073 delines several protocol classes 10 cope with aifferent quaiues|of network
connectjons. Protocol classes 0 and 2 are the only protocol classes considered here. These protocol classes havebeen|designed to
be used over a type A network connection. A type A network connection is according to ITU-T Rec. X.224ISP/IEC 8073
defined|as: "Network connection with acceptable residual error rate (for example, not signalled by disconnect o reset) and
acceptable rate of signalled errors'.

NOTE 3 — A TCP connection enhanced by IETF RFC 2126 is assumed to correspond to atype A nefwark connection

NOTE 4 — ITU-T Rec. X.224 | ISO/IEC 8073 specifies mandatory features not needed by these\Djrectory Specifidgations. That
means that an implementation only supporting the OSI Transport Layer on top of TCP as defined here does not confprm to ITU-
T Rec. X.224 | ISO/IEC 8073.

Network afldress structure is specified in 11.3 and 11.4.

Direct usejof the OSI Network Layer, e.g. direct use of an OS| connectionless:mode network protocol, is not considered
here. If that is required, the relevant OSl documentation has to be consulted:

85.2 Overview of the transport-protocol

8.5.2.1 Kunctions of the transport-protocol

The functipns of the transport-protocol are those necessary,to bridge the gap between the service available from the
TCP and what is required for supporting the session-protocolas specified in 8.3.

The transport-protocol specified here is a connection*mode protocol, i.e., a forma transport-connection| has to be
established before transfer of data may take place,

A messagd transmitted between two systems at.the transport level is called a transport-protocol-data-unit (TPDU).
Datatransfer isin full duplex mode by means of atwo-way simultaneously communication.

The transpprt-connection is rel eased when it is not needed anymore or as the result of an error condition.
8.5.3 rotocol classes and options

8531 eneral
The functipns of the-Fransport Layer are organized into classes and options.

A class defines a sét of functions. Optional functions defined within a class may or may not be implemented.

This Diredory.Specification specifies two classes, class 0 and class 2, for OSI transport over TCP.
NOTE — These two classes correspond to class 0 and class 2 as specified by ITU-T Rec. X.224 | ISO/IEC 8073.

During the connection establishment the characteristics of the connection are determined as follows:
—  selection of protocol class; and
— themaximum TPDU size.

85.3.2 Characteristicsof class0

Class 0 gives basic capabilities and shall be supported by an implementation claiming conformance to OSI transport
over TCP. It includes the following capabilities:

—  connection establishment over an already existing TCP connection;
— datatransfer with segmentation;
—  flow control as provided by underlying TCP,
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—  error reporting; and
— implicit disconnect by TCP disconnection.

Class 0 provides the simplest type of transport-connection.

85.3.3 Characteristics of class 2
Class 2 may optionally be supported by implementations claiming conformance to OS| transport over TCP. It includes
the following additional capabilities:

— explicit disconnect instead of implicit disconnect.
NOTE — According to 4.2.1 of IETF RFC 2126, multiplexing of multiple transport-connections over a TCP connection is not
supported by ITOT.

A transport-connection may be terminated either with a Disruptive Disconnect or a Non-Disruptive Disconnect. A DR
TPDU and aDC TPDU are exchanged in both cases.

Non-Disruptive Disconnect is performed when there is no application-association using this transport=gonnection,
which hashot to be kept for reuse.

A Disrupt|ve Disconnect is performed when there is an application-association under establishiment, estgblished or
under ternfination on this transport-connection at the time the disconnection of the transport-connection isinifiated.

In both cages, the DR TPDU Reason code is set to 128+0 ('80'H). In case of Non-Disruptive’Disconnect, the]Additional
Information parameter is set to '80'H.

854 TPDU types
The following TPDU types are relevant for this Directory Specification.

TPDU type Validity withinclasses See Code
subclause

Class0 Class 2

CR TPDU (connection request) X 85.6.1 1110 0000
CC TPDU (connection confirm) X 8.5.6.2 1101 0000
DR TPDU (disconnect request) X X 8.5.6.3 1000 0000
DC TPDU (disconnect confirm) X 8.5.6.4 1100 0000
DT TPDU (data) X X 85.6.5 1111 0000
ER TPDU (TPDU error) X X 8.5.6.6 0111 0000

NOTE + Class 0 only uses the DR TPDU.10 reject a suggested transport-connection establishment, not to initiate a rjelease of an
existing transport-connection.

8.5.5 General TPKT structure

The TCP Hdoes not have the_¢oncept of a delimited protocol-data-unit, but manages a continuous strear| of octets.
Delimitation has to be performed by the overlying protocol. When a TPDU is exchanged using the TCP sypport, it is
prefixed V\Ith additiorialheader fields, which together with the TPDU constitute a transport packet (TPKT). This TPKT
provides the needed\delimitation. The structure of a TPKT with the imbedded TPDU is shown in Figure 4. [The TPKT
header fields aretidentical for all TPDU types.

Subclause$ 8.5/5.1-8.5.5.3 describe the TPKT header fields, while 8.5.5.4-8.5.5.7 describe the TPDU parameiers.

The TPKT special header fields and the TPDU shall each consists of an integral number of octets. The octetsin a TPDU
are numbered starting from 1 and increasing in the order they are presented to TCP or received from TCP. The bitsin an
octet are numbered from 1 to 8, where bit 1 is the lowest order bit. When consecutive octets are used to represent a
binary number, the lower octet number has the most significant value.

The encoding of TPDUs s shown asfollows:

a) octets are shown with the lowest numbered octet to the left; higher numbered octets being further to the
right;

b) within an octet, bits are shown with bit 8 to the left and bit 1 to the right, where hit 8 is the most
significant bit.
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TPKT
TPDU
. Packet L . .
Version|Reserved length LI + Fixed part Variable part Datafield
A
TPDU code

Figure4 —TPKT structure

8.5.5.1 Version field

Thisis an 8-bit field that signals the version of the TPKT. It is an unsigned binary encoded integer and it shall have the
value 3.

NOTE t This is the value specified by IETF RFC 1006 (version 3). This value is kept to allow compatibilityyfvith current
IETF RFC 1006 implementations. It is for the same reason the value specified by IETF RFC 2126.

8552 Reserved field

Thisisan B-bit field. It shall be set to binary zeroes. A receiving system should not try to interpret this field,[but should
ignore its ¢ontent.

8.5.5.3 [Packet length

Thisisa1p-bit field. It is an unsigned binary encoded integer that gives the total fength in octets of the TPKT|, including
all the TPKT specia headers.

8554 lfengthindicator field

This field |is contained in the first octet of the TPDU. The value.shall be an unsigned binary number indicating the
length in pctets of the TPDU, excluding the length indicator .field itself and excluding the user data, if any. The
maximum|value shall be 254 (1111 1110).

8.5.55 [ixed part

The fixed part contains frequently occurring parameters including the TPDU code. The length and the strugture of the
fixed part flepend on the TPDU type and in certain cases on the protocol class. If any of the parameters of the fixed part
have an invalid value, or if the fixed part cannat be contained within the header (as defined by L1), this isla protocol
error.

The TPDY code field is contained in octet.2 of the TPDU. It is used to signal the type of TPDU.
8.5.5.6 ariable part

The variale part is used to define less frequently used parameters. If the variable part is present, it shall contain one or
more parameters.

Each paraneter contained-within the variable part is structured as follows:

Octets\Bits 8 7 6 5 4 3 2 1

1 Parameter code
2 Parameter length (for example m)
3 Parameter value

2+m

Figure5— Structure of parameter within variable part

The parameter code is an unsigned binary encoded integer.

The parameter length is an unsigned binary integer that shall hold the length in octets of the parameter value.
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The parameters defined in the variable part may be in any order. If any parameter is duplicated, then the last value shall
be used. A parameter not defined in this Directory Specification shall be treated as a protocol error in any received
TPDU except inaCR TPDU; in a CR TPDU such a parameter shall be ignored.

If the responder selects a class for which a parameter of the CR TPDU is not defined, it may ignore this parameter,
except for the alternative protocol class parameter, which shall always be interpreted.

A parameter defined in this Directory Specification but having an invalid value shall be treated as a protocol error in
any received TPDU.

8.5.5.7 User datafield

Thisfield contains transparent user data. Only the DT TPDU has adatafield.

NOTE —ITU-T Rec. X.224 | 1SO/IEC 8073 also defines user data for the CR TPDU, the CC TPDU and the DR TPDU. However,
all SPDUs defined in 8.3 are mapped onto the user data field of the DT TPDU. These Directory Specifications have no further
use of the user data field.

8.5.6 $tructure and encoding of TPDUs
85.6.1 Connection request (CR TPDU)
8.5.6.1.1 [Structure

The proceglure for connection establishment is used in both classes to create a new transpoft-connection.

The initiator initiates a transport-connection by transmitting a CR TPDU to the responder, which replies with a CC
TPDU if the connection is accepted. Otherwise, a DR TPDU is returned.

Before sending the CR TPDU, the initiator assigns the transport-connection being created to a TCP connection.

During the¢ connection exchange, al information and parameters needed ‘for the operation shall be exg¢hanged or
negotiated
NOTE + It isrecommended that the initiator start atimer at the time the CR TPDU is sent. Thistimer should be stopped when the
connectjon is considered as accepted or refused. If the timer expires,‘theiinitiator should disconnect the TCP connecti In.

The formgt of the CR TPDU is shown in Figure 6. The fixed part parameters are specified in 8.5.6.1.2 t¢ 8.5.6.1.6,

while the parameters within the variable part field are specified in 8.5.6.1.7 t0 8.5.6.1.13.

1 2 3 4 5 6 7 8 D
' |
CR DST-REF y CLASS _
L 11116 0000|0000 0000 0000,0000 SRcl REF 1 opTION Variable part

Figure 6 — Connection request (CR TPDU)

85.6.1.2 [Length indicator~(L}) parameter
See8.5.54.

85.6.1.3 [TPDU codefield
Thisisthe|CR TPDU code parameter and shall take the value '1110 0000'B.

85.6.1.4 LDST-REFparameter
The DST-REF parameter shall be set to binary zeroes by the initiator.

85.6.1.5 SRC-REF parameter

SRF-REF parameter shall hold the reference identification of the requested transport-connection as seen by the initiator.
This value shall not be zero and it shall not be avalue already in use for an existing transport-connection.

This mechanism is symmetrical and provides identification of the transport-connection independent of the network
connection. The range of references used for transport-connections, in agiven system, isalocal matter.

85.6.1.6 CLASSOPTION parameter
This parameter is used by the initiator to specify the preferred transport protocol class.
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Bits 8 to 5 of octet 7 are used to negotiate the transport protocol class to be operated over the requested transport-
connection. This parameter shall take the value:

— '0000'B for class O; or
— '0010'B for class 2.

The initiator may specify class 0 as an alternative protocol class in the variable part of the CR TPDU if it has specified
class 2 as the preferred protocol class.

Bits 4 to 1 of octet 7 shall be set to 0001. If the bits are not set as indicated, the responder shall refuse the connection
with Reason 128+2 ('82'H).

NOTE — ITU-T Rec. X.224 | ISO/IEC 8073 specifies that bit 4 and 3 shall always be set to 0. Bit 1 shall be set to 1, if non use of
explicit flow control is selected, as it is specified by IETF RFC 2126. ITU-T Rec. X.224 | ISO/IEC 8073 specifies that extended
format shall not be selected if non use of explicit flow control is selected, which requires bit 2 to be set to 0.

8.5.6.1.7 Transport-selector parameters

The CR TPDU may hold two transport-selectors, one for the initiator (calling transport-selector) and-gne for the
responder [called transport-sel ector).

The parameter codes are:
1100 0001 for the calling transport-sel ector
1100 0010 for the called transport-sel ector

A parametgr length is the length in octets of the corresponding transport-selector.

NOTE |- The maximum length for a transport-selector is not defined. However, the\length is restricted by thg 254 octets
maximym CR TPDU size.

8.5.6.1.8 |TPDU size parameter

This paranpeter defines the proposed maximum TPDU size (in octets.including the header) to be used over the¢ requested
transport-donnection. The coding of this parameter is:

Parameter [code: 1100 0000
Parameter Jength: 1 octet
Parameter value: 0000 1101 8192 octets

0000 1100 4096 octets
0000 1011 2048 octets
0000 1010 1024 octets
0000 1001 512 octets
0000 1000 256 octets
00000111 128 octets
Default value: 65531 octets.

8.5.6.1.9 (Preferred TPDU size parameter

This paranéter-defines the proposed maximum TPDU size (in octets including the header) to be used over the requested
transport-connection.

The coding of this parameter is:

Parameter code: 1111 0000
Parameter length: Upto3
Parameter value: A binary value. The binary value indicates the maximum TPDU size, expressed as a multiple

of 128 octets. This binary value shall be greater than or equal to 1.

Maximum value 65531 octets

NOTE 1 - ITU-T Rec. X.224 | I1SO/IEC 8073 allows the parameter length to be up to 4 octets. However, as the maximum TPDU
size is 65531, the maximum value this parameter may takeis 511.

NOTE 2 — The maximum value is determined by having a TPKT length of 'FFFF'H minus 4 octets for the TPKT header fields.
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8.5.6.1.10

Version number parameter

Thisfield shall not beincluded if class 0 isthe preferred class.

Thisfield may be included if the preferred classis 2. If included, it shall have the following format.

Parameter code: 1100 0100

Parameter length: 1 octet

Parameter value: 0000 0001

Default value: 0000 0001

8.5.6.1.11 Protection parameter

The use of this parameter is not defined by this Directory Specification. A receiving system may ignore this parameter
if it is presept—Fhis-pararmetershal-RotbepresentH-class O-sthepreferred-elass:
Parameter |code: 1100 0101

Parameter Jength: Not defined by this Directory Specification

Parameter value: Not defined by this Directory Specification

8.5.6.1.12 | Additional option selection parameter

This paraneter shall not be present if class 0 is the preferred class.

Parameter jcode: 1100 0110
Parameter |ength: 1
Parameter value: Bit Option
8-2 Not applicable
1 Alwayssetto 0
Not appligable bits may take any value and shall not\be checked by the responder. Default for bit 1 is @, which is
identical tp the required setting. If this parameter.is’present, the responder is only required to check bit 1 for correct
setting. If it 1 isset to 1, the responder shall refuse the connection with Reason 128+2.
8.5.6.1.13 | Alternative protocol class parameter
This paranpeter shall not be present if ¢tass 0 isthe preferred class. It is optional if class 2 isthe preferred class.
The codianrx of this parameter is:
Parameter jcode: 11000111
Parameter |ength: 1
Parameter value: 0000 0000 indicating that class O is an aternative protocol class.
8.5.6.2 Connection confirm (CC TPDU)
85.6.2.1 Lstrlcture
1 2 3 4 5 6 7 8 p
L, 10(13%000 DST:-REF SRc:—REF gﬁﬁ‘gﬁl Variable part
Figure 7 — Connection confirm (CC TPDU)
8.5.6.2.2 Lengthindicator (LI) field
See 8.5.54.
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8.5.6.2.3 TPDU code parameter
Thisisthe CC TPDU code parameter and shall take the binary value 1101 0000.

85.6.24 DST-REF parameter

DST-REF parameter shall hold the reference of the initiator, i.e., it shall echo the value of the SCR-REF parameter of
the corresponding CR TPDU.

85.6.25 SRC-REF parameter

SRF-REF parameter shall hold the identification reference of the transport-connection as seen by the responder. This
value shall not be zero and it shall not be avalue already in use by the responder.

8.5.6.26 CLASSOPTION parameter

Bits 8 to 5.af actet 7 are used hy the rpcpnndpr to qlnprify the selected transport prntnrnl class These hits dhall take the
value:

+ 0000 for class O; or
4+ 0010 for class 2.

Bits 4 to 1 of octet 7 shall be set to 0001. If the bits are not set as indicated, the initiator shall“consider it|a protocol
error.

If class 2 i the only class proposed by the initiator and class 2 is not supported by the.responder, a DR TPQU shall be
returned with REASON 128+2 and the SRC-REF parameter set to zero to indicate an'unassigned reference.

NOTE t An implementation based on IETF RFC 1006 may not recognize the above situation and might accept the transport-
connectjon specifying class 0 as the selected class.

8.5.6.2.7 |Transport-selector parametersin thevariable part parameter
The CR TIPDU may hold two transport-selectors, one for the initiatof and one for the responder.

The parameter codes are:
1100 0001 for the calling transport-sel ector
1100 0010 for the responding transport-sel ector

A parametgr length is the length in octets of the corrésponding transport-selector.

8.5.6.2.8 [TPDU size parameter

This parameter defines the selected maxinaum TPDU size (in octets including the header) to be used over the accepted
transport-gonnection. The coding of thi's parameter isasin 8.5.6.1.8.

8.5.6.2.9 [Preferred TPDU size parameter

This parameter defines the seleeted maximum TPDU size (in octets including the header) to be used over the accepted
transport-donnection.

The coding of this parameter isasin 8.5.6.1.9.

8.5.6.2.10 | Protection par ameter

The use of| thisparameter is not defined by this Directory Specification. A receiving system may ignore thig parameter
if it is present. This parameter shall not be present I class 0 IS the preferred class. For the encoding, see 8.5.6.1.11.

8.5.6.2.11 Additional option selection parameter
This parameter shall not be present if class 0 is the preferred class.

If present, this parameter shall be encoded as specified in 8.5.6.1.12. If bit 1 is not set correctly, the initiator shall
consider it a protocol error.

85.6.3 Disconnect request (DR TPDU)

85.6.3.1 Structure
The disconnect request (DR TPDU) isused for refusal of a connection request for both protocol classes.
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For class 2, the DR TPDU is also used for initiating an explicit release of a transport-connection without necessarily
release of the underlying TCP connection. Either one of the two sides may issue a DR TPDU to initiate release (see 14.1
of ITU-T Rec. X.214 | ISO/IEC 8072).

1 2 3 4 5 6 7 8 D
LI DR | | .
1000 0000 DST l—REF SRCl—REF REASON Variable part

Figure 8 — Disconnect request

8.5.6.3.2 Lengthindicator (LI) parameter
See 8.5.5.4.

8.5.6.3.3 |TPDU code parameter
Thisisthe|DR TPDU code parameter and shall take the binary value 1000 0000.

8.5.6.3.4 [DST-REF parameter

This paranpeter shall hold the transport-protocol reference of the receiver.

8.5.6.3.5 [SRC-REF parameters

If the DR [TPDU is sent to reject a requested transport-connection, this parameteryshall be filled with binary zeroes to
indicate thpt no reference has been allocated by the responder.

If the DR [TPDU is sent to initiate release of an existing transport-connection, this parameter shall hold the transport-
protocol reference of the sender.
8.5.6.3.6 [REASON parameter

The Reasgn parameter defines the reason for disconnecting the-transport-connection. This parameter shall fake one of
the following values.

The following values may be used for class 2:
1) 128+0 Normal disconnect initiatethby session entity.
2) 128+1 Responder congestionat connect request time.
3) *128+2 Connection negatiation failed (i.e. proposed class 2 not supported).
4) 128+3 Duplicate source reference detected for the same pair of NSAPs.
) 128+4  Mismatehed references.
) 128+5  Protocel error.
T 128+6 Notused.
)  128+7~ " Reference overflow.
9) 128f8 Connection request refused on this TCP connection.
10)128+9  Not used.
11) 128+10 Header or parameter length invalid.

The following values can be used for both classes:

12) 0 Reason not specified.

13) 1 Congestion.

14) *2 No session functionality associated with the transport-address.
15) *3 Address unknown.

NOTE — Reasons marked with an asterisk may be considered as persistent, other reasons as transient.

8.5.6.3.7 Additional clearing information parameter (variable part)

This parameter allows additional information related to the clearing of the connection.
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The coding of this parameter is:

Parameter code: 1110 0000

Parameter length: Any value provided that the length of the DR TPDU does not exceed the maximum agreed
TPDU size or 128 when the DR TPDU is used during the connection refusal procedure.

Parameter value: Additional information. The content of this parameter is not defined by this Directory
Specification.

85.6.4 Disconnect confirm (DC TPDU)

85.6.4.1 Structure
1 2 3 4 5 6
| |
LI DC DST-REF SRC-REF
1100 0000, | |
Figure 9 — Disconnect confirm
8.5.6.4.2 [Length indicator (LI) parameter
See8.5.54.
8.5.6.4.3 |TPDU code parameter

Thisisthe|DC TPDU code parameter and shall take the binary value 1100 0000:

856.4.4

DST-REF
shall be s¢

8.5.6.4.5

SRC-REF [parameter holds the identification reference of the transport connection at the local transport entit
be set to the DST-REF parameter of the DR TPDU. received (it may be equal to zero).

8565 [ata (DT TPDU)

856.5.1

DST-REF parameter

parameter holds the identification reference of the transport connection at the remote transport
to the SRC-REF parameter of the DR TPDU received.(it may be equal to zero).

SRC-REF parameter

entity and

 and shall

Structures
1 2 3 4 p
DT JTPDU-NR
L 14411 0008 dnd EOT User data

Figure 10 — Data TPDU for class0

! 2 3 4 5 6 p
|
DT TPDU-NR
L 11111 0000 DST[REF and EOT User data

Figure 11 — Data TPDU for class2

NOTE — Extended format as defined in ITU-T Rec. X.224 | ISO/IEC 8073 is not used, as it has no meaning if explicit flow
control at the transport level is not used. Clause 6.5.4 of ITU-T Rec. X.224 | ISO/IEC 8073 specifies: In class 2, whenever a
transport entity reguests or agrees to the transport expedited data transfer service or to the use of extended formats, it shall also
request or agree (respectively) to the use of explicit flow control.

8.5.6.5.2

Length indicator (LI) parameter

See 8.5.54.
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8.5.6.5.3 TPDU code parameter
Thisisthe DT TPDU code parameter and shall take the binary value 1111 0000.

85.6.54 DST-REF parameter

This parameter shall hold the transport-protocol reference of the receiver (only if class 2 has been negotiated).

8.5.6.55 TPDU-NR and EOT parameter

EOT — When set to ONE, it indicates that the current DT TPDU is the last data unit of a complete DT TPDU sequence
(end of TSDU). EQOT ishit 8 of octet 3in class 0 and bit 8 of octet 5 for class 2.

TPDU-NR — TPDU send sequence number (zero in class 0). It may take any value in class 2 without explicit flow
control. TPDU-NR ishits 7 to 1 of octet 3 for class O, bits 7 to 1 of octet 5 for normal formatsin class 2.

8.56.56 User datafield

Thisfield gontains (part of) the SPDU or SPDU segment being transmitted.
NOTE + The length of thisfield islimited to the negotiated TPDU size minus 3 octets in class 0 and minus 5octets in class 2.

85.6.6 TPDU error (ER TPDU)
8.5.6.6.1 |Structure

1 2 3 4 5 6 p
|
ER REJECT .
LI 0111 0000 DSTl—REF CAUSE Variable part

Figure12 —Error TRDU

8.5.6.6.2 [Length indicator (LI) parameter
See 8.5.54.

8.5.6.6.3 |TPDU code parameter
Thisisthe|ER TPDU code parameter and shall take the binary value 0111 0000.

8.5.6.6.4 |DST-REF parameter

DST-REF |parameter holds the identification reference of the transport connection at the remote transport|entity and
shall be sef to the SRC-REF parameter of the rejected TPDU.
8.5.6.6.5 |[REJECT CAUSE parameter

000 0000  Reason not specified

000 0001 o~ Mvalid parameter code

000 0010_) Invalid TPDU type

0000021  Invalid parameter value

8.5.6.6.6 UnvalidTPDU pnrnmd‘nr

Parameter code: 1100 0001
Parameter length: Number of octets of the value parameter
Parameter value: Contains the hit pattern of the rejected TPDU header up to and including the octet which

caused the rejection. This parameter is mandatory in class 0.

85.7 Use of the service provided by TCP

The use of the service provided by TCP is expressed by reference to the conceptual calls as defined in 3.8 of
IETF RFC 793.
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8.5.7.1 TCP connection establishment (socket connection)

A connection is established by the DUA or DSA issuing an active OPEN call and by the replying system having an
outstanding passive OPEN call (see 3.4 of IETF RFC 793).

When issuing an active OPEN, the initiator shall:
a) Specify the socket (IP address and TCP port number) of the responder as determined from:
— information returned in a ContinuationReference as the result of a previous communication; or
— localy held information.

b) Settheactiveflag.

NOTE 1 — Because many operating systems do not support fixed outgoing TCP ports, only dynamic allocation of local port
numbersis assumed here, but it is not an error to specify alocal port number if support is provided for that.

An active OPEN will fail if the responder has not issued a passive OPEN.

When issu|ng a passive OPEN, the responder shall:

4) Specify thelocal port number to be used. The "well known" TCP port number 102 is réserved for ITOT.
It is alowed to use another port number.

NOTE 2 — It is suggested that the TCP keep alive mechanism be selected, as this ensures reporting of network connegion loss.

85.7.2 [patatransfer
When a DUA or DSA issues a SEND call to send a TPDU:

4+ the PUSH flag shall be set to ensure immediate delivery; and

4+ the URGENT flag shall not be set.

NOTE } For performance reason it is suggested that the Nagle algorithm (REC, 896) be disabled (using the TCP_NODELAY
socket gption). This feature allows TPKT datato be sent without delay.

8.5.7.3 TCP connection release

The conneftion can be released by either:
4+ closing the connection, which leads to terminating gracefully the message flow; or
4+  aborting the connection, which leads to deletion of ongoing messages.

8.5.7.3.1 |Orderly release
An orderly| release ensures that datain transit is\not lost (see 3.8 of IETF RFC 793).
Either sidg may at any time initiate an ordérly release by issuing a CLOSE.

An orderlyf release is disruptive under the following conditions:

4+  when supporting.atransport-protocol class 0 class and the overlying application-association has not been
terminated; and

+ when supporting a transport-protocol class 2 class and the overlying transport-connection has not been
terminated:

85.7.3.2 [TCP.abort

A system phould only issue an ABORT whenever it detects a serious exception, such as an abnormally 1|unctioning
communi Ceter-parther

8.5.8 Elements of proceduresfor the transport-protocol

85.8.1 Segmenting and reassembling
The segmenting and reassembling procedure is used in both classes to map a SPDU onto TPDUSs.

A system shall map a SPDU onto an ordered sequence of one or more DT TPDUs. This sequence shall not be
interrupted by other DT TPDUSs on the same transport-connection.

All DT TPDUs except the last DT TPDU in a sequence greater than one shall have alength of data greater than zero.
The EOT parameter of aDT TPDU indicates whether or not there are subsequent DT TPDUsin the sequence.
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8.5.8.2 Connection establishment

A transport-connection is established by means of the initiator transmitting a CR TPDU to the responder, which replies
with aCC TPDU.

Before sending the CR TPDU, the initiator assigns the transport-connection being created to one TCP connection. It is
this TCP connection over which the TPDUs are sent.

Only theinitiator of a TCP connection may initiate a transport-connection on that TCP connection.

During this exchange, al information and parameters needed for the two parties to operate shall be exchanged or
negotiated.

8.5.8.2.1 References

Each system chooses a reference for the transport connection to be used by the peer system in the DST-REF parameter
when sending TPDUsta that system

This mechanism is symmetrical and provides identification of the transport-connection independent‘ef the TCP
connection. The range of references used for transport-connections for agiven systemisaloca matter,

8.5.8.2.2 |Transport selectors

Calling, Called and Responding Transport-Selectors (optional) — When the TCP/IP addréssing (1P addregs and Port
Number) Unambiguously defines the transport address, this information may be omitted,

A transport-selector parameter with alength indicator set to zero shall be treated as having the "nil selector value'.

NOTE 1 This requirement specified in 9.5.2 of ITU-T Rec. X.650 | ISO/IEC 7498-3 forthe calling and called transgort-selector.
For the fesponding transport-selector, this requirement is specified in 13.2.3 of ITU<I-Rec. X.224 | ISO/IEC 8073.

8.5.8.2.3 |Protection parameter

This parameter and its semantics are not defined by this Directory Specification. A system shall be able to rfleceive this
parameter,|but may ignore its content.

8.5.8.2.4 [Protocol classnegotiation

Protocol class negotiation is optional. If the initiator doesniot support protocol class negotiation, it shall spegify class 0
asthe preferred protocol class.

If the initigtor supports protocol class negotiation,.it\may specify either class 0 or 2 asthe preferred protocol ¢lass. If the
preferred ¢lass is class 2, it may propose class0 as an aternative class. If the preferred class is class O, |t shall not
propose an aternative class. The initiator should assume when it sends the CR TPDU that its preferred clpss will be
agreed to, pnd commence the procedures associated with that class.

If the initiptor does not specify the class options according to the above, it shall by the responder be cons{dered as a

protocol efror

If the rej)onder does not support protocol class negotiation, it may return class O as the selected profocol class
independent on what the ihitiator specifies.

When the fesponder supports protocol class negotiation, it shall select one class according to the following:

4 if_-thepreferred transport protocol class in the CR TPDU is class 0, then class 0 shall be retufned in the

CC TPDU:

4+ Nif the prpfprmd transport Ir\m’mr‘nl classin the CR TPDII is class 2 _and the adternative cl is class 0,
then class 0 or class 2 shall be returned; and

— if the preferred transport protocol class in the CR TPDU is class 2, and no alternative class is specified,

then class 2 shall be returned. If class 2 is not supported by the responder, a DR TPDU shall be returned
with REASON 128+2 and the SRC-REF parameter set to zero to indicate an unassigned reference.

The responder shall indicate the selected classin the CC TPDU and shall follow the procedures for the selected class.

If the preferred classis not selected, then on receipt of the CC TPDU, the initiator shall adjust its operation according to
the procedures of the selected class.

Theinitiator shall terminate the transport connection if:

— theinitiator specifies the preferred class as class 2 and does not specify class 0 as an alternative class;
and

— theresponder accepts the connection specifying class 0 as the selected class.
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8.5.8.25 TPDU size negotiation

There are two mechanisms for negotiating maximum TPDU size as specified by 8.5.6.1.8 and 8.5.6.1.9 and further
developed under a) and b) below.

a) TPDU size can be considered as the primary mechanism. It is optional and does not have to be supported
by the initiator or responder. However, in its absence it has the default value of 65531 octets.
NOTE 1-ITU-T Rec. X.224 | ISO/IEC 8073 specifies a default of 128 octets, which is aso the minimum TPDU size.

IETF RFC 1006 and IETF RFC 2126 (and this Directory Specification) specify a default of 65531 octets, which is the maximum
TPDU size. This means that the maximum TPDU size is used when no TPDU size negotiation is performed.

The initiator may propose a maximum size for TPDUs, and the responder may accept this value or
respond with any value between 128 and the proposed value in the set of values available (see 8.5.6.1.8).

If this parameter is absent, the TPDU size defaults to 65531 octets (unless the preferred maximum TPDU
size parameter isincluded in the CR TPDU and supported by the responder).

AR-Httrator-shaH-soppert-aH-the Hstedhvatuesforthe-maxdmurmTHPBY-size-asgiver+-6-5-6-4 up to and
including the maximum TPDU size proposed in the CR TPDU.
) Preferred maximum TPDU size — The value of this parameter, multiplied by 128, yields.the groposed or
accepted maximum TPDU size in octets. The initiator may propose a preferred-maximum size for
TPDUs and the responder may accept this value or respond with asmaller value.
NOTE 2 —If this parameter is used in a CR TPDU without also including the TPDU size parameter, this will| result in a

maximym TPDU size of 65531 octets being selected if the responder does not recognize the(preferred TPDU siz¢ parameter.
Therefogre, it is recommended that both parameters be included in the CR TPDU.

If the preferred maximum TPDU size parameter is present in a CR TRBUY, the responder shall gither:
— ignore the preferred maximum TPDU size parameter and follow TPDU size negotiation|as defined
in a) above; or

—  usethe preferred maximum TPDU size parameter to determine the maximum TPDU siz¢ requested
by the initiator and ignore the TPDU size parametex or its default value. In this case, the responder
shall use the preferred maximum TPDU size parameter in the CC TPDU and shall not |nclude the
TPDU size parameter in the CC TPDU.

If the preferred maximum TPDU size parameter is not present in the CR TPDU, it shall not be included in the
corresponding CC TPDU. In this case, TPDU size negotiation is as defined in @) above.

NOTE 3 — If the resulting suggested maximum TPDU size based on the considerations above is not the default maximum TPDU
size of $5531 octets, then the responder should includea selected TPDU size in the CC TPDU, as omission of this Will result in
an impl{ed selected value of 65531 octets, which weuld violate @) or b) above.

8.5.8.2.6 [Option negotiation

There is ng option negotiation.

NOTE |- ITU-T Rec. X.224 | ISO/IEC 8073 and IETF RFC 2126 define protocol options to be set accorfing to the
communications requirements. However, these Directory Specifications require all the options to be fixed (see 85.6.1.6 and
8.5.6.1.12).

8.5.8.2.7 |Version number
This paranpeter is only:dsed in the CR TPDU and only for class 2 (see 8.5.6.1.10).

8.5.8.3 onnection refusal

The connectionrefusal procedure is used in both classes when the responder refuses a transport-connection ijn response
toaCR TPDU.

If a transport-connection cannot be accepted, the responder shall respond to the CR TPDU with a DR TPDU. The
Reason shall indicate why the connection was not accepted. The source reference parameter in the DR TPDU shall be
set to zero to indicate an unassigned reference.

If aDR TPDU isreceived, theinitiator shall regard the connection as rel eased.

The responder shall respond to an invalid CR TPDU by sending an ER or DR TPDU. If an ER TPDU is received in
responseto a CR TPDU, theinitiator shall regard the connection as rel eased.

NOTE 1 — When the invalid CR TPDU can be identified as having class 0 as the preferred class, it is recommended to respond
with an ER TPDU. For class 2 either an ER TPDU or DR TPDU may be sent.

NOTE 2 — If the optional supervisory timer TS1 has been set for this connection, then the initiator should stop the timer on
receipt of the DR or ER TPDU.
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NOTE 3 — It is a local matter whether the initiator releases the network connection if no transport-connections are currently
assigned to it.

8.5.84 Normal release

The release procedure is used to terminate a transport-connection. The implicit variant is used only in class 0. The
explicit variant is used only in class 2.

NOTE — When the implicit variant is used for class O, the lifetime of the transport-connection is directly correlated with the
lifetime of the TCP connection. The use of the explicit variant of the release procedure for class 2 enables the transport-
connection to be released independently of the underlying TCP connection.

8.5.8.4.1 Procedurefor implicit variant

In the implicit variant, both the initiator and the responder disconnect a transport-connection by disconnecting the TCP
connection to which it is assigned. See also 8.5.7.3.1.

8.5.8.4.2 [Procedurefor expticitvariant

When the el ease of atransport-connection isto beinitiated, a transport entity:

a) If it has previously sent or received a CC TPDU shall:

1) sendaDRTPDU;

2) discard all subsequently received TPDUs other than aDR, DC or ER TPDU,

3) consider the transport-connection released on receipt of aDR, DC or ER TPDU.

D) If @) isnot applicable and if there is an outstanding CR TPDU, it shalkwait for the acknowlegigement of
the outstanding CR TPDU; if it receivesa CC TPDU, it shall follow'the proceduresin item a) gbove.

NOTE 1 — This requirement ensures that the transport entity is aware of the remote reference for the transport-connection.

A transport entity that receives a DR TPDU shall:

¢) If it haspreviously sent a DR TPDU for the same transport-connection, consider the transport-Lonnection
released.

d) If it has previously sent a CR TPDU that has.hot been acknowledged by a CC TPDU, consider the
connection refused. If the SRC-REF is not zero, a DC TPDU shall be sent using the SRC-RREF as the
DST-REF.

NOTE 2 —In this case, the DR is associated to that connegtion regardless of the SRC-REF parameter.

@) If ¢) and d) are not applicable, send~a’DC TPDU and consider the transport-connection released. If the
received DR has the DST-REF, parameter set to zero, then a DC with SRC-REF set to zero shgll be sent,
regardless of the local reference.
NOTE 3 —If the entity receiving such_ a‘DR TPDU has previously decided to negotiate down the class, this entity is aways
entitled|to consider such a DR TPDU as spurious. Since no association has been made the transport-connection is not released at
the resppnder side but the CC TPDU; when sent, will be answered by a DR TPDU (spurious CC TPDU).

NOTE 4 — When the transport-connection is considered as released, the local reference is available for re-use.
NOTE % — After the release of ‘a'transport-connection, the network connection can be released or retained to enable ifs re-use for
the assignment of other transport-connections.

NOTE ¢ — When a transport entity is waiting for a CC TPDU before sending a DR TPDU and the TCP connection i§ released, it
should ¢onsider thetransport-connection rel eased.

8.5.85 rrorrelease

This procedure’is used only in classes 0 and 2 to release a transport-connection when either the local system [sissuing a
TCP abort or a TCP abort is received from the peer system.

When either a TCP abort isissued or a TCP abort is received for a TCP connection, a transport-connection using this
TCP connection, the system shall consider that the transport-connection is released and so inform the TS-users.

On receipt of an N-RESET indication:
— Inclass0, an N-DISCONNECT request shall be issued.

— Inclass 2, it isalocal choice to issue an N-RESET response or an N-DISCONNECT request; one of
these primitives shall be issued.
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9 IDM protocol

This clause defines the Internet Directly Mapped Protocol (IDM), a mapping of request-response service elements
directly onto the Internet TCP/IP protocol, bypassing the ACSE, Presentation, Session and Transport layers of the OS
model. The protocol is deliberately minimal and is designed for simplicity of implementation. It is connection-oriented
and is fully asynchronous.

The protocol makes use of anumber of protocol-data-units to transfer bind, request, response and error messages.

9.1 IDM-PDUs

The messages of the Internet Directly Mapped protocol are conveyed over a TCP/IP connection as protocol-data-units
called IDM-PDUs and are mapped onto TCP/IP as specified in 9.6. The TCP/IP connection may optionally be protected
using TLS, as specified in 9.8. TLS is specified in IETF RFC 2246 and IETF RFC 3546. The ASN.1 definition for an
IDM-PDU follows.

IDM-PDU {IDM-PROTOCOL :protocol} ::= CHOICE {

bing [O] IdmBind{ {protocol}},
binfResult [1] IdmBindResult{ {protocol} },
binfError [2] IdmBindError{ {protocol} },
request [3] Request{ {protocol.&Operations} },
resplt [4] IdmResult{ {protocol.&Operations} },
errQr [5] Error{ {protocol.&Operations} },
rejgct [6] IdmReject,
unhind [7] Unbind,
abqrt [8] Abort,
staftTLS [9] StartTLS,
tLSResponse [10] TLSResponse}

IdmBind {|DM-PROTOCOL:Protocols} ::= SEQUENCE {
profocollD IDM-PROTOCOL.&id ({Protocals}))
callingAETitle [O] GeneralName OPTIONAL
calledAETitle[1] GeneralName OPTIONAL,
arglment [2] IDM-PROTOCOL.&bind-operation.&ArgumentType

({Protocpls} {@protocoliD}) }

IdmBindResult {IDM-PROTOCOL:Protocols} ::= SEQUENCE {

protocollD IDM-PROTOCOLL&id ({Protocols}),
respondingAETitle [O] GeneralName OPTIONAL,
resplt [1] IDM-PROTOCOL.&bind-operation.&ResultType

({Protocols} {@protocollD}) }

IdmBindEfror {IDM-PROTOCOL:Protocols} ::= SEQUENCE {

profocollD IDM-PROTOCOL.&id ({Protocols}),

-- efrcode IDM-PROTOCOL.&bind-operation.&Errors.&errorCode
OPTIONAL,

respondingAETitle [0] GeneralName OPTIONAL,

aETitleError ENUMERATED {

callingAETitleNotAccepted (0),
calledAETitleNotRecognized (1) } OPTIONAL,

errQr [1] IDM-PROTOCOL.&bind-operation.&Errors.&ParameterType
({Protocols} {@protocollD}) }

Request {OPERATIONTOperationsy .= SEQUENCE

invokelD INTEGER,

opcode OPERATION.&operationCode ({Operations}),

argument OPERATION.&ArgumentType ({Operations} {@opcode}) }
IdmResult {OPERATION:Operations} ::= SEQUENCE {

invokelD INTEGER,

opcode OPERATION.&operationCode ({Operations}),

result OPERATION.&ResultType ({Operations} {@opcode}) }
Error {OPERATION:Operations} ::= SEQUENCE {

invokelD INTEGER,

errcode OPERATION.&Errors.&errorCode ({Operations}),

error OPERATION.&Errors.&ParameterType

({Operations} {@errcode}) }
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I[dmReject ::= SEQUENCE {

invokelD INTEGER,

reason ENUMERATED {
mistypedPDU (0),
duplicatelnvokelDRequest (1),
unsupportedOperationRequest (2),
unknownOperationRequest 3),
mistypedArgumentRequest 4),
resourceLimitationRequest (5),
unknownInvokelDResult (6),
mistypedResultRequest ),
unknownlnvokelDError (8),
unknownError (9),
mistypedParameterError (20) } }

Unbind ::= NULL

Abort ::=

StartTLS

TLSRespg

A bind P}
PROTOC(
the identif
isthe nam

A bindRe

corresponding bind PDU. result is a value for\the RESULT field of the BIND-OPERATION of the identifie

respondin

An IdmBi

corresponding bind PDU. error isavalue for the PARAMETER field of the ERROR. respondingAETitle ist

the remotg
Idmbind H
calledAET]
entity whi

A request
is a positi
opcode is

ENUMERATED {
mistypedPDU 0),
unboundRequest ),
invalidPDU (2),
resourceLimitation 3),
connectionFailed 4,
invalidProtocol 5),
reasonNotSpecified 6)}

;= NULL

nse ::= ENUMERATED {
success 0),
operationsError Q),
protocolError ),
unavailable 3)}

DU is sent to request a binding between the sehder and the responder. protocollD identifies
L protocol to be used (see 9.4). argument is a value for the ARGUMENT field of the BIND-OPE
ed protocol. callingAETitle is the name of thelocal application entity sending the bind PDU. cal
p of the remote application entity to which thebind PDU is being sent.

ult PDU is returned in response to a‘successful bind request. protocollD is the same vaue

gAETitle isthe name of the remote-application entity which sent the bindResult.

dError PDU isreturned in fesponse to an unsuccessful bind request. protocollD is the same value

application entity which sent the IdmbindError. aETitleError is set to callingAETitleNotAccs
PDU is received and\the supplied callingAETitle is not acceptable to the called system. aETitleErr
ittleNotRecognized”if an IdmBind PDU is received and the remote application entity knows the
h is binding,but does not accept the called AETitle sent in the I[dmBind PDU asits own name.

Ve integer chosen to be different to the value sent in any previous request over that TCP/IP ¢
the code for one of the operations listed against the OPERATIONS field of the chosen protocol. a

5 the IDM-
RATION of
edAETitle

sent in the
d protocol.

sent in the
ne name of
pted if an
or is set to
ppplication

PDU issent to request an operation. invokelD identifies a particular request and its associated responses, and

onnection.
gument is

avauefo

the ARGUMENT field of the OPERATION identified by opcode

NOTE —Invokeld in X.500 systems is semantically equivalent to messageID in LDAP systems, as defined in 4.1.1.1 of
IETF RFC 4511.

A result PDU isreturned in response to a successful operation request. invokelD and opcode are the same values as
sent in the request PDU to which this PDU is a reply. result is a value for the RESULT field of the OPERATION
identified by opcode.

An error PDU is returned in response to an unsuccessful operation request. invokelD has the same value as sent in the
request PDU to which this PDU is areply. errcode is the code for one of the errors listed against the ERRORS field of
the operation in the request PDU. error is avalue for the PARAMETER field of the ERROR identified by errcode.

A reject PDU is returned in response to a protocol error detected in a received request, result or error PDU from
which an invoke ID can be recovered. invokelD is the invoke ID of the received PDU that was in error. reason is an
integer code for the error, as described in 9.4.
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Anunbind PDU is sent to close abinding in an orderly manner, as described in 9.2. It has no parameters.
A startTLS PDU is sent by the TCP/IP initiator to request TL'S establishment.

A tLSResponse PDU is sent by the TCP/IP responder following receipt of a startTLS PDU. A tLSResponse of
success indicates that the responder is willing and able to negotiate TLS. A tLSResponse other than success
indicates that the responder is either unwilling or unable to negotiate TLS. The responder shal return an
operationsError if it detects any incorrect operations sequencing, such as receipt of a startTLS PDU after TLS has
already been established. The responder shall return a protocolError if it does not support TLS, either by design or
current configuration. The responder shall return unavailable if it supports TLS but is unable to establish TLS at the
time of the startTLS request.

9.2 Sequencing requirements

9.21 Binding

The initiatpr of the TCP/IP connection shall send the bind PDU to the responder. The responder shall replypy sending
either abindResponse or abindError PDU. Once the bindResponse PDU has been received, an associatign is said to
be in placg between the initiator and the responder.

The initiatpr shall send a bind PDU before sending request PDUs. It may send request PDUSs&fter sendirlg the bind
PDU but before receiving a bindResponse or bindError. The responder shall process and *eply to a recpived bind
PDU befoie processing and replying to received request PDUS.

If the protgcol permits the responder to initiate requests, the responder may initiate sieh Tequests as soon as it has sent a
bindResppnse PDU. Theinitiator shall process the bindResponse before replying\to received request PDUs.

If abindBrror is received, the initiator may choose whether to attempt another bind by sending a new bimd PDU or
whether tolclose the TCP/IP connection.

If both application entities use the AETitle information of the bindRDU, a bindError PDU with aETitleHrror set to
callingAETitleNotAccepted or calledAETitleNotRecognized canderéceived as aresponseto abind PDU.

9.2.2 WUnbinding

When the DAP protocal is being used, only the initiator ef\the bind shall send an unbind PDU. For any othgr protocol,
either the(initiator or responder may send an unbind ‘PDU. An unbind is destructive in that the resylts of any
outstandingy operations are lost (undefined). To avaid-loss of data, the initiator should only unbind when @l requests
have been fresponded to.

Either the |nitiator or responder may close thevnderlying TCP/IP connection at any time. Any outstanding requests are
lost.

9.2.3 Requests and responses

A request] PDU may be sent at~any time after sending a bind PDU or bindResult PDU, and requests the riecipient of
the PDU t@ perform the indicated operation. The recipient of the request PDU shall reply with aresult, errof, or reject
PDU.

Requests gre asynchronous and the order of the responsesis not guaranteed to be the same as that of the requests.

The receivr of afesponse shall use the invoke ID as the primary indicator of the request to which the responge belongs,
and shall rgject the response if the invoke ID isin error.

9.24 gects
Thereject PDU shall be used to indicate that a problem was encountered in processing arequest, result, or error PDU.

If any other protocol error occurs or if the invoke ID cannot be determined, the connection shall be closed.

9.3 Protocols

Protocols for use within the IDM protocol are defined through use of the IDM-PROTOCOL information object class,
defined asfollows:

IDM-PROTOCOL ::= CLASS {

&bind-operation OPERATION,
&Operations OPERATION,
&id OBJECT IDENTIFIER UNIQUE }
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WITH SYNTAX {

BIND-OPERATION &bind-operation
OPERATIONS &Operations
ID &id }

Each instance of an IDM-PROTOCOL class defines the Bind operation and request/response operations for use within
the IDM protocol. The bindOperation field defines the operation to be used for binding; the ARGUMENT field of this
operation is used with the bind PDU that signals the protocol, the RESULT field is used with the bindResult PDU, and
one of the errors given in the ERRORS field of this operation is used with the bindError PDU. The Operations field
defines the operations that may be used within the request, result and error PDUs of the IDM protocol. Theid field is
the protocol identifier. It also implicitly determines the application context for a Bind operation. As a consequence, a
separate IDM-PROTOCOL is defined for each required application context.

94 Reject reasons

A reject DU IS TelUrned 1n response to0 various error conaitions. The error conditions and the reason code yith which
they are signalled are described below:

A mistypgdPDU reason is returned if the PDU isinvalidly constructed.

A duplicaleinvokelDRequest reason is returned if arequest PDU is received and the invokelD ‘has previpusly been
used sincelthe connection was established.

An unsupportedOperationRequest reason is returned if arequest PDU is received and the requested opergtion is not
supported.

An unkndwnOperationRequest reason is returned if a request PDU is recelved and the requested operation is
unknown.

A mistypedArgumentRequest reason is returned if a request PDU (S 'received and the argument i invaidly
constructegl.

A resourdeLimitationRequest reason is returned if a request PDU is received and no operations can be|performed
because of|resource limitations.

An unknowninvokelDResult reason is returned if aresult. PDU is received and the invokelD does not match that of an
operation fo which aresponse is expected.

A mistypddResultRequest reason is returned if arésult PDU isreceived and the result isinvalidly construgted, or the
opcode dges not match that of the correspondingrequest PDU.

An unknojpvninvokelDError reason is returned'if an error PDU is received and the invokelD does not match that of an
operation fo which aresponse is expected.

An unknownError reason is returned-if an error PDU is received and the indicated error does not belpng to the
indicated protocol or is not permitted as a response to the operation.

A mistypddParameterErrorreason is returned if an error PDU isreceived and the parameter isinvalidly cpnstructed,
or the opcpde does not match'that of the corresponding request PDU.

95 Abort reasons

An Abort|PDUL_is returned in response to various error conditions which are not covered by the Reject nor the
BindError|PBDYs. The error conditions and the reason code with which they are signalled are described bel ow:

A mistypedPDU reason isreturned if the PDU received has an invalid construction.

An unboundRequest reason is returned if a request PDU request is received before an association has been
established.

AninvalidPDU reason isreturned if aDSA gets a PDU which isnot a|IDM-PDU.

A resourceLimitation reason is returned if a Bind PDU is received and no operations can be performed because of
resource limitations, e.g., maximum number of connections exceeded.

A connectionFailed reason isreturned if the DSA was not able to create the TCP/IP connection in order to send aBind
PDU.

An invalidProtocol reason is returned if a resultBind, a BindResult or a BindError PDU is received and the
protocollD is unknown or not supported.
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A reasonNotSpecified reason is returned if the initiator or the responder wants to close the association for any other
reason.
NOTE — An abort may be generated by the underlying service of the initiator, resulting in protocol that will not flow across the

connection, e.g., returning an abort with unboundRequest would be initiated by the underlying service as opposed to the target
system which cannot be reached.

9.6 Mapping onto TCP/IP

Each IDM-PDU is encoded using the ASN.1 Basic Encoding Rules without restriction. The binary data resulting from
the encoding is then partitioned and placed in one or more segments to be sent over the TCP/IP connection. Each
segment has a header and carries the next fragment or portion of the encoded data. The division of an IDM-PDU into
fragments and the size of any fragment are at the choice of the sender and carry no significance. All fragments of an
IDM-PDU shall be sent before another IDM-PDU is sent.

The format for a segment (header plus fragment of an IDM-PDU) is as follows:

version final length data
(Loctet) : (1 octet) (4 octets) (Iength octets)

versionlindicates the version of the IDM-PDU and its mapping onto TCP/IP. The version described in thig Directory
Specificatipn shall be indicated with the value 1. All packets on a connection shall have the Same value of version.

NOTE + How the communicating parties negotiate the version number is for further study.

final inglicates whether data holds a non-final IDM-PDU fragment (value 0), orthe whole value or final fragment
(value 1).

length ipthe length of data field in octets. It is sent in 'network octet order”with more significant octetg preceding
less significant octets. The minimum value of length is 1. For performance reasons, it is recommended thai the whole
IDM-PDU]| be contained in one segment if the length can be expréssed in the 4 octets of the length field; IDM
fragmentatjion should only be used if the length of the IDM-PDU cannot be expressed in 4 octets.

data holfls the next fragment of the IDM-PDU being conveyed, or the whole IDM-PDU if the whole value is
conveyed ifn one fragment.

9.7 ddressing

An IDM-gyle communications endpoint is defined by its IP address and its port number, and can be written in the
notation off IETF RFC 1738 as:

idm://host :port
An OS| Network address format for\an IDM access point is specified in 11.3.2. Alternatively, the URI| format as

specified ip 11.4 may be used.
9.8 Useof TLS

9.8.1 TL S establishment

The initiatpr of thesTCP/IP connection may at any time request the establishment of TLS by sending a Star{TLS PDU.
The initiatpr shall)not send any PDUs following this request until it has received a TLSResponse PDU.

982 -LSbiUbul c

Two forms of TLS closure are supported: graceful and abrupt.

9.8.2.1 Graceful closure

Either the TCP/IP initiator or responder may terminate the TLS connection by sending a TLS closure aert. Upon
sending this aert, it shall cease sending any further TLS Record Protocol PDUs and shall ignore any received TLS
Record Layer PDUs until it receives a TLS closure aert from the other party. Once it has received the TLS closure
alert, it may continue to send and receive IDM PDUs.

Upon receipt of a TLS closure adert that it did not solicit, a party may choose whether to leave the underlying TCP/IP
connection intact. If it chooses to leave the connection intact, it shall immediately respond with a TLS closure aert,
after which it may send and receive IDM PDUs. After a TLS connection has been closed, a DSA shall not respond to
any requests that were received prior to closure of the TLS connection.
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9.8.22 Abrupt closure

Either the TCP/IP initiator or responder may abruptly close a TLS connection by closing the underlying TCP/IP
connection.

10 Directory protocol mapping onto the IDM protocol

This clause gives definitions for mapping the Directory protocols onto the IDM protocol. The complete
DirectorylDMProtocols module is given in Annex E. The components are repeated in this clause for clarity.

10.1  DAP-IP protocol

The DAPHP protocol dap-ip (Directory Access Protocol over TCP/TP) Is used to invoke operailidns of the
DirectoryAbstractService abstract service. It is defined as;

DAP-IDM-PDUs ::= IDM-PDU {dap-ip}

dap-ip IDNI-PROTOCOL ::={

BIND-OPERATION directoryBind
OPERATIONS {read | compare | abandon | list | search

| addEntry | removeEntry | modifyEntry | modifyDNJ}
ID id-idm-dap }

The operation and error codes for this protocol are the same as those given in 64.1-and 6.5.1.

Only DUAs shall initiate connections using this protocol. Only the initiator‘of a connection shall request operations of
the protocql.

10.2 DSP-1P protocol

The DSP{IP protocol dsp-ip (Directory System Protocol~over TCP/IP) is used to invoke operatigns of the
DistributeflOperations abstract service. It isdefined as:

DSP-IDM-PDUs ::= IDM-PDU {dsp-ip}

dsp-ip IDNI-PROTOCOL ::= {
BIND-OPERATION directoryBind
OPERATIONS { chainedRead | chainedCompare | chainedAbandon
| chainedList | chainedSearch
| chainedAddEntry | chainedRemoveEntry
| chainedModifyEntry | chainedModifyDN }
ID id-idm-dsp }

The operation and error codesfor this protocol are the same as those givenin 6.4.1 and 6.5.1.

DSAs may use this protocol, and both the initiator and the acceptor of a connection may request operations of the
protocol.

10.3 DISP-TP protocoal

The DISP-IP protocol disp-ip (Directory Information Shadowing Protocol over TCP/IP) is used to invoke operations of
the DirectoryShadowAbstractService abstract service. It is defined as:

DISP-IDM-PDUs ::= IDM-PDU {disp-ip}

disp-ip IDM-PROTOCOL ::= {

BIND-OPERATION directoryBind
OPERATIONS { requestShadowUpdate

| updateShadow

| coordinateShadowUpdate }
ID id-idm-disp }

The operation and error codes for this protocol are the same as those given in 6.4.2 and 6.5.2.

DSAs may use this protocol, and both the initiator and the acceptor of a connection may request operations of the
protocol.
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104 DOP-IP protocol

The DOP-1P protocol dop-ip (Directory Operational Binding Protocol over TCP/IP) is used to invoke operations of the
OperationalBindingManagement abstract service. It is defined as:

DOP-IDM-PDUs ::= IDM-PDU {dop-ip}

dop-ip IDM-PROTOCOL ::= {
BIND-OPERATION directoryBind
OPERATIONS { establishOperationalBinding
| modifyOperationalBinding
| terminateOperationalBinding}
ID id-idm-dop }

The operation and error codes for this protocol are the same as those given in 6.4.3 and 6.5.3.

jons of the

DSA s may—tse-thts-protecol—ant-both—the-thittator—ane-the-acceptorof—aeonnection—tnay—reguest-opers

protocol.

11 Protocol stack coexistence

Subclause(9.7 defined an OS| network address format for an IDM communications endpoifty This clause rgcommends
an approagh for coexistence between DSAs supporting different protocol stacks, such as OSl, IDM and LDAP. In order
to alow rdferrals to contain LDAP access points, this clause also specifies an OSI netweork address format fof an LDAP
communicpgtions endpoint. In order to allow referrals to contain Uniform Resource.ldentifiers (URIs) this flause aso
defines a NISAP address like format that does not have the length restriction impased on NSAP addresses (se¢ 11.4).

11.1 Coexistence between OS| and IDM stacks

A confornfant implementation shall implement either the OSI stacki.as defined by clauses 7 and 8, the IDM stack as
defined by clauses 9 and 10, or both.

If a chaining DSA needs to forward a request to atarget DSAand if the two DSAs do not support a protogol stack in
common, {hen the chaining DSA shall return instead a refefral. That referral will be returned through eacl) DSA that
chained the request. If any one of these DSAs supports.the target DSA's protocol stack, it may choose to send the
request directly to the target DSA identified in the referral.

If none of |the chaining DSAs support the target DSA's protocol stack, the referral shall be returned to the DUA. That
DUA may|be able to send the request directly‘to-the target DSA.

If deployihg within a domain a mixture-of DSA products some of which support only one protocol $tack, it is
recommenged that either:

8 DSAs holding knowledge of DSAs that support only one protocol stack should support that protocol
stack; or

n) the DSA towhich the DUA binds should support both protocol stacks.

11.2 Coexistencein the presence of LDAP

DSAs supportifng;either the OS| upper layer protocol stack or the IDM protocol stack may also choose|to support
LDAP. Interaperability between such DSAs may be accomplished through the use of chaining off referrals.

Interoper" St PDSASsano DA 2y beaccomptished oUe) EUSEO PAPoOrDAP:

In order for a DSA to be able to provide useful referrals for DUAS supporting only LDAP, it is necessary to represent
the LDAP access point of a potential target DSA in an OSl| presentation address. Subclause 11.3 defines an NSAP
format for LDAP. A DSA getting a referral containing an NSAP of this type can convert it to an LDAP referral and
send it back to the connected LDAP client.

11.3 Defining network addresses for Internet Protocol, Version 4 support

Directory addressing format as it is transferred in referrals and cross reference information is in the OS| presentation
addressing format as defined in 6.9.1 of ITU-T Rec. X.520 | ISO/IEC 9594-6. For consistency, the same format is used
for non-OSl addressing.

Systems that simultaneously support a combination of OSI, OSI over TCP/IP, IDM and LDAP stacks can have asingle
OSl presentation address containing multiple network addresses for those protocol stacks. If an NSAP addressis for an
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OSl stack, possibly on top of TCP/IP, pSelector, sSelector and the tSelector components, if present, shall be
recognized. Otherwise, they shall be ignored.

The OSI network address (NSAP address) format is specified in ITU-T Rec. X.213 | ISO/IEC 8348. It consists of three

parts:
a) theAuthority and Format Identifier (AFI), which isavalue allocated within ITU-T Rec. X.213 | ISO/IEC
8348 and specifies the IDI format, the authority for alocating IDI values and the DSP format (see
below);
b) thelnitial Domain Identifier (IDI) identifies the authority for allocating DSP values (see below); and

¢) the Domain Specific Part (DSP) holds the actual network address information.

An NSAP address holding I1Pv4 and possibly a TCP port number is encoded as a sequence of hexadecimal and decimal
digits each occupying a semi-octet (4 bits). A hexadecimal digit is encoded in the range from '0000'B to '1111'B. A
decimal digit is encoded in the range from '0000'B to '1001'B.

Subclauseq
(IPv4) for

q

[
q

NOTE

1131 1
AnNSAP

1132 1
An NSAP

1133 1
An NSAP

5 11.3.1-11.3.3 specify NSAP address structures for communication over the Internet Protocely
Hifferent types of communication. They all have a common structure:

) the DI isatelex number encoded as 8 decimal digits (4 octets), where the valug shall be 00 72
)  The DSP has a substructure as follows:
— thefirst octet is a prefix indicating the type of communication over the I Pv4;

— the next 6 octets hold the IPv4 address which is encoded aceording to the 4-compor
address. It is encoded in 12 decimal digits with three digits pér component (without the d

— abdecima digit TCP port number, that may be absent if adefault value is available; and

— atrailing semi-octet with the value 'F' to pack out the DSP to afull octet if the TCP port
present.

- The structures of the IDI and DSP are in accordance with IETE RFC 1277.

Definition of NSAP addressfor LDAP

address for an LDAP access point is encoded as follows:
the DSP prefix shall have the value '115

the TCP port number shall be present; and

atrailing hex 'F' shall be added:

Definition of NSAP addressfor1DM over |Pv4

address for an IDM endpoint is encoded as follows:

the DSP prefix shall " have the value '10';

the TCP port number shall be present; and

atrailingyhex 'F' shall be added.

Definition-of NSAP addressfor | TOP over 1Pv4

address for an 1SO Transport on top of TCP (ITOT) access point is encoded as follows:

H +la, | nat.
Cuic vauc vy,

—  the TCP port number may be absent and then defaults to 102; and
— atraling hex 'F shall be added if the port number is present.

114 Definition of NSAP like addressfor long addressing information

NOTE 1 — An OSI Network address (NSAP address) is restricted to 20 octets in length, while the nAddress component in
PresentationAddress data type does not have a length restriction (see ITU-T Rec. X.520 | ISO/IEC 9594-6). It is therefore
possible to define NSAP address like addresses with no length restriction. Such an address can also be part of an instance of a

Present

ationAddress datatype.

Version 4

4 the AFI hasthe vaue 54, which according to ITU-T Rec. X.213 | ISO/IEC 8348 is the F/69 fomat;

87 22,

ent dotted
ts);

number is

NOTE 2 — The format defined in this subclause may be used in all situations where a URI may be expressed and it alows for
IPv6 support.

54
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Octets 0-2 AFI = FF IDI (octets 1-2) \
Octets 3-n DSP=Address information ‘

An NSAP like address with no inherent length restriction is encoded as follows:
a) the AFI has the value FF, which is a value that will never be allocated by ITU-T Rec. X.213 | ISO/IEC
8348;
b) thefollowing values are defined for IDI:
— 0000: The DSP is a Uniform Resource Identifier (URI) as defined by IETF RFC 3986 for an ITOT
access point; and

— 0001: The DSP is a Uniform Resource Identifier (URI) for non-OSl access points (LDAP, IDM,
etc.)
NOTE 3 =0ther valiies may he defined in the fuitiire

12 ersions and therulesfor extensibility

This clauge describes version negotiation rules and rules for extensibility for the OSI-mapped protocols|defined in
clause 7, ahd the IDM-mapped protocols defined in clause 10.

The Direcfory may be distributed and more than two Directory application-entities (AES) may interoperate tp service a
request. The Directory AEs may be implemented conforming to different editions of the Directory specificgtion of the
Directory gervice which may or may not be represented by different protocol version numbers. The versionl number is
negotiated|to the highest common version number between two directly binding Directory AEs.

NOTE 1 —There are currently two versions of each Directory protocol. The firstvand second editions are of vergon 1. Most

featureq added in subsequent editions are also available in version 1. However, some enhanced services and prqgtocols, e.g.,
signed grrors, require that version 2 has been negotiated among all involved\parties.

A DUA njay issue a request as specified in the latest edition of<the Directory specification to which the] DUA was
implemented. Using the rules of extensibility defined below, that\tequest shall be forwarded to the appropriate DSA that
will respond to that request, regardless of the edition of the intervening DSAs. The responding DSA shall function as

NOTE 2 — Anintermediate DSA only chaining the request may choose to examine selected elements of the Directory|PDU that is

1211 ersion negotiation

When accgpting an association, i.e.; binding, utilizing the DAP, the version negotiated shall only affect the point-to-
point aspefts of the protocol exchanged between the DUA and the DSA to which it is connected. Subsequent requests
or responses on the association.shall not be constrained by the version negotiated.

e or more
ter.
MERATED)

type and if that type is essential for proper operation in a DSA |mpI emented according to an earller edition of th&ee Directory
Specifications, it is recommended that the extension be marked critical.

When processing arequest from a DUA, a DSA shall follow the rules defined in 12.2.2.

When processing aresponse, a DUA shall:
a) ignore all unknown bit name assignments within a bit string;

b) ignore all unknown named numbersin an ENUMERATED type or INTEGER type that is being used in the
enumerated style, provided the number occurs as an optional element of a SET or SEQUENCE;

¢) ignore al unknown elements in SETS, at the end of SEQUENCES, or in CHOICES where the CHOICE is
itself an optional element of a SET or SEQUENCE;

NOTE 2 — Implementations may as a local option ignore certain additional elements in a Directory PDU. In particular, some
unknown named numbers and unknown CHOICES in mandatory elements of SETs and SEQUENCES can be ignored without
invalidating the operation. The identification of such elementsis for further study.
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d) not consider the receipt of unknown attribute types and attribute values as a protocol violation; and
e) optionaly report the unknown attribute types and attribute values to the user.

12.1.3 Extensibility rulesfor error handling

When processing aknown error type with unknown indicated problems and parameters, a DUA shall:

a) not consider the receipt of unknown indicated problems and parameters as a protocol violation (i.e., it
shall not issue a OsiReject or a Reject, as appropriate, or abort the application association); and

b) optionally report the additional error information to the user.

When processing an unknown error type, a DUA shall:

a) not consider the receipt of unknown error type as a protocol violation (i.e., it shall not issue a OsiReject
or an Reject, as appropriate, or abort the application association); and

) ontionallh/ renort the errar ta-thae usar
i pPHORaHY-epoH-HRe-8H-B—Ho-He-HSer-

122 [PSA to DSA

1221 €rsion negotiation

When estgplishing or accepting an association, i.e., binding, utilizing the DSP, the version{negotiated shall pnly affect
the point-{o-point aspects of the protocol exchanged between the DSAs. Subsequent reguests or responses on the
association shall not be constrained by the version negotiated.

NOTE 1 — There are no point-to-point aspects of the DSP that are currently indicated by ‘différent protocol versions.

When estgplishing or accepting an association, i.e., binding, utilizing the DISP; the version negotiated shal| define all
aspects of [the protocol exchanged between the DSAs. Subsequent requests or responses on the association shall be
constrainefl by the version negotiated.

NOTE 2 — Thereis currently only one version of the DISP protocol.

When estgplishing or accepting an association, i.e., binding, utilizing the DOP, the version negotiated shal| define all
aspects of [the protocol exchanged between the DSAs. Subsequent requests or responses on the association shall be
constrainefl by the version negotiated.

NOTE 3 — Thereis currently only one version of the DOP protocoal.

12.2.2  Rulesof extensibility for operation processing

If any DSA performing an operation (after name resolution is completed) detects an element of criticalHxtensions
whose semantic is unknown, it shall return an unavailableCriticalExtension indication as a serviceError or in a
PartialOuticomeQualifier.

NOTE 1 If a criticalExtensions string.with one or more zero values is received, this indicates either that th¢ extensions
corresppnding to the values are _not present in the operation or are not critica. The presence of a zero|value in a
criticalfxtensions string shall_not\be inferred as either the presence or absence of the corresponding extension in the Directory
PDU.

Otherwise| when processing a Directory PDU a DSA shall:
a) ignoreall unknown bit name assignments within a bit string; and

h) ignereal unknown named numbersin an ENUMERATED type or INTEGER typethat is beingjused in the
enumerated style, provided the number occurs as an optional element of a SET or SEQUENCE]} and

) “\ignore all unknown elements in SETS, at the end of SEQUENCES, or in CHOICES where the CHOICE is
itself an optional element of a SET or SEQUENCE.

12.2.3 Rulesof extensibility for chaining

If the PDU is a request, the DSA shall forward the request containing the unknown types and values to any additional
DSAs determined by the name resolution process.

If the PDU is a response, the DSA shall process the unknown types and values as it would process known types and
values (see clause on results merging in the Directory Specification on Distributed Operations) and forward to the
initiating DSA or DUA.

A DSA implementing fifth edition or subsequent editions acting as an intermediate DSA that is only chaining a request
shall forward a request with an unknown operation. A pre-fifth DSA may optionally forward a request containing an
unknown operation.
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12.24 Rulesof extensibility for error handling

When processing a known error type with unknown indicated problems and parameters, a DSA:

a) shal not consider the receipt of unknown indicated problems and parameters as a protocol violation (i.e.,
it shall not issue a OsiReject, or an Reject, as appropriate, or abort the application association); and

b) may attempt to recover as appropriate to its understanding of just the error type, or may just return the
error (and its unknown indicated problems and parameters) to the next appropriate DSA or DUA.

When processing an unknown error type, a DSA which is only involved in chaining the request shall:

a) not consider the unknown error type as a protocol violation (i.e., it shall not issue a OsiReject or an
Reject, as appropriate, or abort the application association); and

b) not attempt to correct or recover from the error and its indicated problems and parameters; and
c) return the unknown error type to the next appropriate DSA or DUA.

When progessing an unknown error, a DSA which is correlating multiple responses shall:

4 not consider the unknown error type as a protocol violation (i.e., it shall not issue a(OsiRgject or an
Reject, as appropriate, or abort the application association); and

) not attempt to correct or recover from the error and its indicated problems and paraméters; and
¢) put the unknown error in PartialOutcomeQualifier; and
d) continue correlating results as usual.

12.3 Rules of extensibility for NSAP addresses

A DUA orla DSA may receive areference that has one or more NSAP addresses with an unknown format. I thisis the
case, then fhe DUA or DSA shall:

not consider this an error;
not attempt to use an NSAP address with unknown structure; and
+ ignorethereferenceif all contained NSAP addresses have an unknown structure.

124 Rules of extensibility for object classes
Optional user attributes may be added to an existing.6bject class without assigning a new object identifier.

A DSA nqt supporting an object class extension may reject any operation that attempts to create or modify an entry
resulting i an extension attribute to be present in the entry.

125 Rules of extensibility for user attributetypes

A user attfibute type definition may be extended in such a way that its matching characteristics are not chgnged. This
may include:

4+ adding valuesto ENUMERATED and INTEGER types that is being used in the enumerated styl
4+ addingbitsto abitstring.

kL]

A DSA isnot required to handle an attribute value that includes such extensions.

A DUA shall\not consider the receipt of an extended attribute value as an error.

13 Conformance

This clause defines the requirements for conformance to this Directory Specification.

131 Conformance by DUAs

A DUA implementation claiming conformance to this Directory Specification shall satisfy the requirements specified
in 13.1.1 through 13.1.3.
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13.1.1  Statement requirements
The following shall be stated:

a)

b)

the operations of the directoryAccessAC application-context and/or dap-ip protocol that the DUA is
capable of invoking for which conformanceis claimed;

the bind security level(s) for which conformance is claimed (none, simple, strong — and if simple, then
whether without password, with password or with protected-password); and whether the DUA can
generate signed arguments or validate signed resullts;

the extensions listed Table 1 of ITU-T Rec. X.511 | ISO/IEC 9594-3, that the DUA is capable of
initiating for which conformance is claimed;

whether conformance is claimed to Rule-based Access Control; and

if conformance is claimed for strong authentication, or signed operations, identification of the Certificate
and CRL extensions for which conformance is claimed.

13.1.2  $taticrequirements
A DUA sHll:

)

13.1.3 Dynamic Requirements
A DUA sHll:

Y
)

13.2 Conformance by DSAs

have the capability of supporting the directoryAccessAC application-context as defined by jts abstract
syntax in clause 7; and/or the dap-ip protocol defined in clause 10;

conform to the extensions for which conformance was claimed in 13.1.1 c¢);

if conformance is claimed to Rule-based Access Control, have the capability of supporting secprrity labels
asidentified in 19.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2; and

conform to clauses 8 and 15 of ITU-T Rec. X.509 | ISO/IEC,;"9594-8 for the Certificatq and CRL
extensions for which conformance was claimed in 13.1.1 ).

conform to the mapping onto the used service defixied in clause 8 or clause 10 or both; and
conform to the rules of extensibility procedures defined in 12.1.

A DSA implementation claiming conformance-to this Directory Specification shall satisfy the requirements specified

in 13.2.1 through 13.2.3.

13.21  $tatement requirements
The following shall be stated:

)

The application-contexts and IDM protocols for which conformance is claimed: directoryAccessAC,
directorySystemAC, directoryOperationalBindingManagementAC, dap-ip, dsp-ip, dop-ip, or a
combination™ ‘of these. A DSA that claims conformance to the directoryOperationalBinding
ManagenentAC or to the dop-ip in support of hierarchical operational bindings shall also support the
directorySystemAC or dsp-ip. If a DSA is such that knowledge of it has been disseminatéd, causing
knowledge references to the DSA to be held in other DSAs outside of its own DMD, then it hall claim
conformance to the directorySystemAC or dsp-ip.

NOTE I=AmnappiicatiomcontextshatnotbedividedexceptasstatecHerem-mpeartreatarconformanceshatmot e claimed to
particular operations.

b)

0)

d)

e

The operational binding types for which conformance is claimed: shadowOperationalBindingID,
specificHierarchicalBindinglD, non-specificHierarchicalBindingID, or a combination of these. A DSA
that claims conformance to the shadowOperationalBindingID shall support one or more of the
application contexts for shadow suppliers and/or shadow consumersindicated in 13.3 and 13.4.

Whether or not the DSA is capable of acting as a first level DSA, as defined in ITU-T Rec. X.518 |
I SO/IEC 9594-4.

If conformance is claimed to the application-context specified by directorySystemAC and/or associated
with the dap-ip protocol, whether or not the chained mode of operation is supported, as defined in ITU-T
Rec. X.518 | ISO/IEC 9594-4.

If conformance is claimed to the application-context specified by directoryAccessAC and/or associated
with the dap-ip protocol, the bind security level(s) for which conformance is claimed (none, simple,
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strong — and if simple, then whether without password, with password, or with protected password);
whether the DSA can perform originator authentication as defined in 22.1 of ITU-T Rec. X.518 |
ISO/IEC 9594-4 and if so, whether identity-based or signature-based; and whether the DSA can perform
result authentication as defined in 22.2 of ITU-T Rec. X.518 | ISO/IEC 9594-4.

If conformance is claimed to the application-context specified by directorySystemAC and/or associated
with the dsp-ip protocol, the bind security level(s) for which conformance is claimed (none, simple,
strong — and if simple, then whether without password, with password, or with protected password);
whether the DSA can perform originator authentication as defined in 22.1 of ITU-T Rec. X.518 |
ISO/IEC 9594-4 and if so, whether identity-based or signature-based; and whether the DSA can perform
result authentication as defined in 22.2 of ITU-T Rec. X.518 | ISO/IEC 9594-4.

The selected attribute types defined in ITU-T Rec. X.520 | ISO/IEC 9594-6, and any other attribute
types, for which conformance is claimed and whether for attributes based on the syntax DirectoryString,
conformance is claimed for the UniversalString, BMPString, or UTF8String choices.

fect classes,

for which conformance is claimed.

The extensions listed in Table 1 of ITU-T Rec. X.511 | ISO/IEC 9594-3, that the DSA is|capable of
responding to for which conformance is claimed.

Whether conformance is claimed for collective attributes as defined in 8.9,06f ITU-T R¢c. X.501 |
ISO/IEC 9594-2 and 7.6, 7.8.2 and 9.2.2 of ITU-T Rec. X.511 | ISO/IEC 9594=3:

Whether conformance is claimed for hierarchical attributes as defined in,7.6, 7.8.2 and 9.2.2 of ITU-T
Rec. X.511 | ISO/IEC 9594-3.

The operationa attribute types defined in ITU-T Rec. X.501 | ISQ/IEC 9594-2 and any other pperational
attribute types for which conformance is claimed.

Whether conformance is claimed for return of alias names@as described in 7.7.1 of ITU-T Rec. X.511 |
I SO/IEC 9594-3.

Whether conformance is claimed for indicating that(feturned entry information is complete, as described
in7.7.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

Whether conformance is claimed for modifying the object class attribute to add and/or rempve values
identifying auxiliary object classes, as desgeribbed in 11.3.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

Whether conformance is claimed to Basi¢ Access Control.
Whether conformance is claimed to«Simplified Access Control.

Whether the DSA is capable ef.administering the subschema for its portion of the DIT, as|defined in
ITU-T Rec. X.501 | ISO/IEC.9594-2.

NOTE 2 — The capability to administer-'a subschema shall not be divided; specifically, the capability to administgr particular

subschgma definitions shall not be claimed.

9

L)

The selected name‘bindings defined in ITU-T Rec. X.521 | ISO/IEC 9594-7 and any qther name
bindings, for which conformance is claimed.

Whether the DSA is capable of administering collective attributes, as defined in ITU-T Rgc. X.501 |
I SO/IEC,9594-2.

The selected context types defined in ITU-T Rec. X.520 | ISO/IEC 9594-6, and any other context types,
ferwwhich conformance is claimed.

Whether conformance is claimed for contexts as defined in 8.8, 8.9 and 12.8 of ITU-T Rgc. X.501 |

LSO EC QEQA. 2 and iin 7 2 and 7 0 Af 1T T Doas Vv D11 1CANEC QEOA D

TOOMEC oI5 Z; At T o ot 1O O T T U~ I M\CC7C 0T oS JOI5F O

Whether conformance is clamed for the use of contexts in RDNs, as defined in 85 and 9.3
of ITU-T Rec. X.501 | ISO/IEC 9594-2, 7.7 of ITU-T Rec. X.511 | ISO/IEC 9594-3, and ITU-T
Rec. X.518 | ISO/IEC 9594-4.

Whether conformance is claimed for the management of the DSA Information Tree, as defined in 7.12 of
ITU-T Rec. X.511 | ISO/IEC 9594-3.

Whether conformance is claimed for the use of systems management for administration of the Directory,
as defined in ITU-T Rec. X.530 | ISO/IEC 9594-10.

The selected managed objects and management attribute types defined in ITU-T Rec. X.530 |
I SO/IEC 9594-10, and any other managed objects and attributes, for which conformance is claimed.

ad) Whether conformanceis claimed to Rule-based Access Control.

NOTE 3 —The support of security labels requires the following minimal support of contexts: Context lists as per 8.8 of ITU-T
Rec. X.501 | ISO/IEC 9594-2 and returnContexts per 7.6 of ITU-T Rec. X.511 | ISO/IEC 9594-3.
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13.2.2

A DSA shdll:

60

bb)
cC)

dd)

Whether conformance is claimed to integrity of Directory operations.

Whether conformance is claimed that the DSA can hold and provide access to encrypted and digitally
signed information.

If conformance is claimed for strong authentication, signed operations, or protected operations,
identification of the Certificate and CRL extensions for which conformance is claimed.

Static requirements

a)

b)

have the capability of supporting the application-contexts whose abstract syntaxes are defined in
clause 7, and the IDM protocols defined in clause 10, for which conformance is claimed;

have the capability of supporting the information framework defined by its abstract syntax in ITU-T
Rec. X.501 | ISO/IEC 9594-2;

)

conform to the mmimal kKnowledge requirements defined In 1 TU-T Rec. X 518 [TSO/MTEC 9594-4;

if conformance is claimed as a first-level DSA, conform to the requirements support of-the rgot naming
context, as defined in ITU-T Rec. X.501 | ISO/IEC 9594-2;

have the capability of supporting the attribute types for which conformance is claimed, as defined by
their abstract syntaxes;

have the capability of supporting the object classes for which conformanceisclaimed, as defined by their
abstract syntaxes;

conform to the extensions for which conformance was claimed in 13.2.11);

if the capability to administer subschema as defined in ITU-T Ree/X.501 | ISO/IEC 9594-2 |s claimed,
the DSA shall be able to do this administration;

if conformance is claimed for collective attributes, have’the capability of performing the related
procedures defined in 7.6, 7.8.2 and 9.2.2 of ITU-T RecyX.511 | ISO/IEC 9594-3;

if conformance is claimed for hierarchical attributes, have the capability of performing the related
procedures defined in 7.6, 7.8.2 and 9.2.2 of ITU=T"Rec. X.511 | ISO/IEC 9594-3;

have the capability of supporting the operatianal attribute types for which conformance is claied;

if conformance is claimed to Basic Access Control, have the capability of holding ACI |items that
conform to the definitions of Basic Agcess Control;

if conformance is claimed to Simplified Access Control, have the capability of holding ACI|items that
conform to the definitions of Simplified Access Control;

have the capability of supparting the context types for which conformance is claimed, as defirjed by their
abstract syntaxes;

if conformance is claimed for contexts, have the capability of performing the related procedures defined
inITU-T Rec. X-511 | ISO/IEC 9594-3;

if conformanceis claimed for the use of contextsin RDNs, have the capability of performing|the related
proceduresas defined in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2, 7.7 of ITU-T Rec. X.511 |
ISO/IEC9594-3, and ITU-T Rec. X.518 | ISO/IEC 9594-4;

if conformance is claimed for the management of the DSA Information Tree, have the cgpability of
performing the related procedures as defined in 7.5 and 7.12 of ITU-T Rec. X.511 | ISO/IEC 9p94-3;

if conformance is claimed for the support of the families of entries feature, have the cappbilities as

S)

)

definedin 7.3.2, 7.6.4 and 7.8.3 of ITU-T Rec. X.511 | ISO/IEC 9594-3;

if conformance is claimed to the search relaxation feature, have the capabilities as defined in 13.6.2 of
ITU-T Rec. X.501 | ISO/IEC 9594-2 and in 10.2.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3. In particular
an implementation shall specify:

—  whether it supports the inclusion of the RelaxationPolicy construct in a search request;
—  whether it supports mapping-based matching, matching rule substitution, or both; and
— if it supports mapping-based matching, what mappings are supported,;

if conformance is claimed to the hierarchical group feature, have the capabilities as defined in 7.5 of
ITU-T Rec. X.511 | ISO/IEC 9594-3;

in addition, the implementation shall declare:
— what hierarchy options are supported;
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u) if conformance is clamed to basic administration of services, have the capabilities as defined in
clause 16 of ITU-T Rec. X.501 | ISO/IEC 9594-2, and the basic checking procedures as defined in
clause 13 of ITU-T Rec. X.511 | ISO/IEC 9594-3. This support includes:

—  support for entry count;

—  support of the service controls options entryCount and performExactly;

— support of the notification extension defined in 7.4 of ITU-T Rec. X.511 | ISO/IEC 9594-3;
in addition, the implementation shall declare whether it supports:

—  service-specific administrative points different from autonomous administrative points;

—  thecontext feature within search-rules;

— the families of entries facility within search-rules, which aso requires general conformance to that
feature;

+la. lo. ] P f oot wtlas () L detailacdl lo H \Y larala. (l H
- UITT SCA'UIT TTITIOAALTUTNT TTALUTT VVILTIITT SCAl U T TUTNCO UTLANTCTU Ao AJUVT T a}, WITTCIT AloJ ICHUI %that the
implementation claims general conformance to the search relaxation feature;
— hierarchical groups within search-rules;

) if conformance is claimed for the use of systems management for administration of the Diregtory, have
the capability of performing the related procedures as defined in ITU-T Rec. X!530 | ISO/IBC 9594-10
for the managed objects for which conformance is claimed;

W) if conformance is claimed to Rule-Based Access Control, have the capability of holding ACI| items that
conform to the definition of Rule-Based Access Control;

) if conformance is claimed to integrity of Directory operations; be capable of signing all Directory
operations supported;

y) if conformance is claimed to integrity of directory information in storage be capable of supporting the
attributeValuelntegrityInfoContext to protect directory<4nformation;

conform to clause 8 of ITU-T Rec. X.509 | ISO/IE€)9594-8 for the Certificate and CRL extensions for
which conformance was claimed in 13.2.1 dd).

[N
f=2

13.23 [Pynamicrequirements

A DSA shdll:

4 if claiming conformance to any application-contexts defined in 8.2.2, 8.2.3 and 8.2.4, confprm to the
mapping onto used OS services defined in clause 8;

) conform to the procedures for distributed operation of the Directory related to referrals, as|defined in
ITU-T Rec. X.518 | ISO/IEC 9594-4;

¢) if conformance is claimed to the application-context specified by directoryAccessAC and/or|associated
with the dap-ip pretocol, conform to the procedures of ITU-T Rec. X.518 | ISO/IEC 9594-4 as they
relate to the referral-mode of the DAP,

q) if conformanceis claimed to the application-context specified by directorySystemAC and/or|associated
with the dsp-ip protocol, conform to the referral mode of interaction, as defined in ITU-T Rec. X.518 |
| SO/IEC9594-4;

@) if conformance is claimed to the chained mode of interaction, conform to the chained mode of
interaction, as defined in ITU-T Rec. X.518 | ISO/IEC 9594-4;
NOTE + @nly in this case is it necessary for a DSA to be capable of invoking operations of the directorySystefnAC and/or
dsp-ip.

f)  conform to therules of extensibility procedures defined in 12.2;

g) if conformance is claimed to Basic Access Control, have the capability of protecting information within
the DSA in accordance with the procedures of Basic Access Control;

h) if conformance is claimed to Simplified Access Control, have the capability of protecting information
within the DSA in accordance with the procedures of Simplified Access Control;

i) if conformance is claimed for the shadowOperationalBindingID, conform to the procedures of ITU-T
Rec. X.525 | ISO/IEC 9594-9 and ITU-T Rec. X.501 | ISO/IEC 9594-2 as they relate to the DOP;

j)  if conformance is claimed for the specificHierarchicalBindingID, conform to the procedures of ITU-T
Rec. X.518 | ISO/IEC 9594-4 and ITU-T Rec. X.501 | ISO/IEC 9594-2 as they relate to specific
hierarchical operational bindings;
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k) if conformance is claimed for the non-specificHierarchicalBindingID, conform to the procedures of
ITU-T Rec. X.518 | ISO/IEC 9594-4 and ITU-T Rec. X.501 | ISO/IEC 9594-2 as they relate to
non-specific hierarchical operationa bindings;

[) if conformance is claimed for the use of contexts in RDNs, conform to name resolution involving
contexts as defined in 9.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2, and 10.3, 10.4, 10.6, 10.10, 10.11 and
15.5.4 of ITU-T Rec. X.518 | ISO/IEC 9594-4;

m) if conformance is claimed to Rule-based Access Control, have the capability of protecting information
within the DSA in accordance with the procedures of Rule-based Access Control;

n) if conformance is claimed to basic administration of services, have the capability of handling the search-
rules as specified in 19.3.2 of ITU-T Rec. X.518 | ISO/IEC 9594-4.

133 Conformance by a shadow supplier

A DSA infpremer ATTITg CONTOrT 510 TS DITes
satisfy the[requirements specified in 13.3.1 through 13.3.3.

aara) P P
a

13.31  $tatement requirements

The following shall be stated:

4 The application context(s) for which conformance is claimed, ‘as” a shadow| supplier:
shadowSupplierinitiatedAC, shadowConsumerlnitiatedAC,
shadowSupplierinitiatedAsynchronousAC, shadowConsumerlnitiatedAsynchronousAcC, and
disp-ip.
A DSA implementation claiming conformance as a shadow supplier and not supporting disp{ip shal, at
aminimum, support either the shadowSupplierinitiatedAC or the shadowConsumerinitiatef AC. If the
DSA  supports the  shadowSupplierinitiatedAC, Uit  may  optionaly  support the
shadowSupplierlnitiatedAsynchronousAC. If the DSA{supports the shadowConsumerinitfatedAC, it
may optionally support the shadowConsumerlnitidtedAsynchronousAC. If claiming conf¢rmance to
disp-ip, it shal be stated whether the implementation is capable of invoking the requestShadowUpdate
operation, responding to acoordinateShadowUpdate, or both.

) The security-level(s) for which conformance.is claimed (none, simple, strong).

¢) To which degree the UnitOfReplication Is supported. Specifically, which (if any) of theg following
optional features are supported:

— entry filtering on objectClass;

—  selection/Exclusion of attributes via AttributeSelection;

— theinclusion of subordinate knowledge in the replicated area;

— theinclusion of extended knowledge in addition to subordinate knowledge;
— selection/Exclusion of attribute values based on contexts.

13.3.2  $tatic requirements

A DSA shdll:

a) havesthe capability of supporting the application-contexts whose abstract syntaxes are |defined in
¢lause 7, and the IDM protocols defined in clause 10, for which conformance is claimed;

) \provide support for modifyTimestamp and createTimestamp operational attributes

13.3.3 Dynamicrequirements

A DSA shadll:

a) if claiming conformance to any application-contexts defined in 8.2.3, conform to the mapping onto used
OSl services defined in clause 8;

b) conform to the procedures of ITU-T Rec. X.525 | ISO/IEC 9594-9 as they relate to the DISP.
134  Conformance by a shadow consumer

A DSA implementation claiming conformance to this Directory Specification as a shadow consumer shall satisfy the
reguirements specified in 13.4.1 through 13.4.3.
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1341  Statement requirements

The following shall be stated:

a)

The application context(s) for which conformance is clamed as a shadow consumer;
shadowSupplierinitiatedAC, shadowConsumerlnitiatedAC,
shadowSupplierinitiatedAsynchronousAC, shadowConsumerlnitiatedAsynchronousAC, and
disp-ip.

A DSA implementation claiming conformance as a shadow consumer and not supporting disp-ip shall,
at a minimum, support either the shadowSupplierlnitiatedAC or the shadowConsumerinitiatedAC. If
the DSA supports the shadowSupplierlnitiatedAC, it may optionally support the
shadowSupplierlnitiatedAsynchronousAC. If the DSA supports the shadowConsumerinitiatedAC it
may optionally support the shadowConsumerlnitiatedAsynchronousAC. If claiming conformance to
disp-ip, it shal be stated whether the implementation is capable of responding to the
requestShadowUpdate operation, requesting acoordinateShadowUpdate, or both;

9

134.2  $taticrequirements
A DSA shdll:

:

)

13.4.3  Ipynamic requirements
A DSA shall:

Y
)

The security-level(s) for which conformance is claimed (none, simple, strong);

Whether the DSA can act as a secondary shadow supplier (i.e., participate in secondary shadawing as an
intermediate DSA);

Whether the DSA supports shadowing of overlapping units of replication.

have the capability of supporting the application-contexts whese “abstract syntaxes are |defined in
clause 7, and the IDM protocols defined in clause 10, for whichconformance is claimed;

provide support for modifyTimestamp and createTimestamp Operational attributes if overlapping units
of replication is supported;

provide support for the copyShallDo service control.

if claiming conformance to any application-contexts, conform to the mapping onto used OPl services
defined in clause 8;

conform to the procedures of ITU-T'Rec. X.525 | ISO/IEC 9594-9 as they relate to the DISP.
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Annex A

Common protocol specificationsin ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

CommonProtocolSpecification {joint-iso-itu-t ds(5) module (1) commonProtocolSpecification (35) 6}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --

-- The types and values defined in this module are exported for use in the

-- other ASN.1 modules contained within the Directory Specifications, and for
-- the use of other applications which will use them to access Directory

-- services. Other applications may use them for their own purposes, but this
-- will not constrain extensions and modifications needed to maintain or

-- improve the Directory service.
IMPORTS
-- from ITY-T Rec. X.501 | ISO/IEC 9594-2

opBindingManagement
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

establishOperationalBinding, modifyOperationalBinding, terminateOperationalBinding
FROM OperationalBindingManagement opBindingManagement ™}

OPERATIPN ::= CLASS{
&AfgumentType  OPTIONAL,
&ResultType OPTIONAL,
&Efrors ERROR OPTIONAL,
&operationCode  Code UNIQUE OPTIONAL }
WITH SYNTAX {
[AHGUMENT &ArgumentType]

[RHSULT &ResultType]
[ERRORS &Errors]
[CQDE &operationCode] }

ERROR :j= CLASS {
&ParameterType,

&enrorCode Code UNIQUEOPTIONAL }
WITH SYNTAX {

PARAMETER &ParameterType

[CQDE &errorCode] }
Code ::= CHOICE {

Loqal INTEGER,

glopal OBJECT IDENTIFIER }
Invokeld |:= CHQICE {

prepent INTEGER,

abdent NULL }

-- operation codes for DAP and DSP

id-opcode-read Code ::= local : 1
id-opcode-compare Code ::= local : 2
id-opcode-abandon Code ::= local : 3
id-opcode-list Code ::= local : 4
id-opcode-search Code ::= local : 5
id-opcode-addEntry Code ::= local : 6
id-opcode-removeEntry Code ::= local : 7
id-opcode-modifyEntry Code ::= local : 8
id-opcode-modifyDN Code ::= local : 9
-- operation codes for DISP

id-opcode-requestShadowUpdate Code ::= local : 1
id-opcode-updateShadow Code := local : 2
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