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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The ]:Igocedures used to develop this document and those intended for its further m
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria
differ¢nt types of document should be noted (see www.iso.org/directives).
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, have
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory information base (DIB), is typically
used to facilitate communication between, with or about objects such as application entities, people, terminals and
distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

systems:

—  from different manufacturers;

— under different managements;

This Reco
Directory

of different Tevels of complexity; and
of different ages.

mmendation | International Standard specifies the procedures by which the distributed ‘compon
nterwork in order to provide a consistent service to its users.

ents of the

This Reconmendation | International Standard provides the foundation frameworks upon which’industry profliles can be

defined by
be mandat
eighth edit

This ninetfp edition specifies versions 1 and 2 of the Directory protocols.

Rec. ITU-]
X.519 (19
protocols

protocols,
version 2.
the nine edg
defined in

Annex A,
directory d

Annex B, V
definitions

Annex C,
distributed

Annex D,
distributed

Annex E,
maintenan

Annex F, \
reports tha

other standards groups and industry forums. Many of the features defined as optional in these frame
bd for use in certain environments through profiles. This ninth edition teghnically revises and en
on of this Recommendation | International Standard.

[ X.511 (1993) | ISO/IEC 9594-3 (1995), Rec. ITU-T X.518 (1993) | ISO/IEC 9594-4 (1995) and R
D3) | ISO/IEC 9594-5 (1995) and their previous edition specified only version 1. Most of the se
pecified in this edition are designed to function under~version 1. However, some enhanced se
e.g., signed errors, will not function unless all Directory- entities involved in the operation have
Whichever version has been negotiated, differencesdbetween the services and between the protocols
itions, except for those specifically assigned to version 2, are accommodated using the rules of e
Rec. ITU-T X.519 | ISO/IEC 9594-5.

istributed operations.

Vhich is an integral part of this Recomimendation | International Standard, provides the ASN.1 modulé
for hierarchical operational bindings.

which is not an integral part of this Recommendation | International Standard, describes an ¢
name resolution.

vhich is not an integral part of this Recommendation | International Standard, describes authenticg
operations environment.

which is _fot-an integral part of this Recommendation | International Standard, illustrates
Ce.

vhich_ is hot an integral part of this Recommendation | International Standard, lists the amendments
| have been incorporated to form this edition of this Recommendation | International Standard.

vorks may
hances the

Rec. ITU-T
rvices and
rvices and
negotiated
defined in
tensibility

which is an integral part of this Recommendation | International Standard, provides the ASN.1 fodule for

providing

xample of

tion in the

Knowledge

and defect
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INTERNATIONAL STANDARD ISO/IEC 9594-4
RECOMMENDATION ITU-T X.518

Information technology — Open Systems Interconnection — The Directory:
Procedures for distributed operation

SECTION 1 - GENERAL

1 Scope

This Recommendation | International Standard specifies the behaviour of DSAs taking part in a distributed directory

consisting

of multiple Directory systems agents (DSAs) and/or LDAP servers with at least one DSA. T

e allowed

behaviour
directory.
are specifi
by the LD

The Direct
assumed t|

2 f

2.1 I

The follow
constitute
were valid

Recommendation | International Standard are encouraged to investigate the possibility of applying the most red

of the Redg
Internatiory
ITU-T Red

211 [

has been designed to ensure a consistent service given a wide distribution of the DIB across-a
Dnly the behaviour of DSAs taking part in a distributed directory is specified. The behaviour of L.D
bd in relevant LDAP specifications. There are no special requirements on an LDAP server beyond t
AP specifications.

ory is not intended to be a general purpose database system, although it may be built ‘on such sy
at there is a considerably higher frequency of queries than of updates.

References
Normative references

provisions of this Recommendation | International Standard.”At the time of publication, the edition
. All Recommendations and Standards are subject:to. revision, and parties to agreements bas

ommendations and Standards listed below. Members of IEC and 1SO maintain registers of curr
al Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of curr
ommendations.

dentical Recommendations | International Standards

Recommendation ITU-T X.500 (2019 | ISO/IEC 9594-1:2020, Information technology — Op
Interconnection — The Directory: Overview of concepts, models and services.

Recommendation ITU-T-X.501 (2019) | ISO/IEC 9594-2:2020, Information technology — Op
Interconnection — The Directory: Models.

Recommendation ATU-T X.509 (2019) | ISO/IEC 9594-8:2020, Information technology — Op
Interconnection’— The Directory: Public-key and attribute certificate frameworks.

Recommendation ITU-T X.511 (2019) | ISO/IEC 9594-3:2020, Information technology — Op!
Interconnection — The Directory: Abstract service definition.

Recommendation ITU-T X.519 (2019) | ISO/IEC 9594-5:2020, Information technology — Op
Interconnection — The Directory: Protocol specifications.

distributed
AP servers
hose given

tems. It is

ing Recommendations and International Standards contaifprovisions which, through reference ip this text,

5 indicated
pd on this
ent edition
ently valid
ently valid

en Systems
en Systems
bn Systems
bn Systems

bn Systems

© 150/

— Recommendation I TU-T X520 (ZU1Y9) 1 ISUNMEL 9594-6.ZUZU, mformation ecnnology — Up

Interconnection — The Directory: Selected attribute types.
Interconnection — The Directory: Selected object classes.
Interconnection — The Directory: Replication.

Notation One (ASN.1): Specification of basic notation.

en Systems

Recommendation ITU-T X.521 (2019) | ISO/IEC 9594-7:2020, Information technology — Open Systems
Recommendation ITU-T X.525 (2019) | ISO/IEC 9594-9:2020, Information technology — Open Systems

Recommendation ITU-T X.680 (2015) | ISO/IEC 8824-1:2015, Information technology — Abstract Syntax
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2.1.2 Other references

—  Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

—  Recommendation ITU-T X.682 (2015) | ISO/IEC 8824-3:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.

— Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

— IETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

— IETF RFC 4514 (2006), Lightweight Directory Access Protocol (LDAP): String Representation of
Distinguished Names.

2.2 Non-normative reference
+ IETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specifie@tion Road
Map.
3 Definitions

For the pugposes of this Recommendation | International Standard, the following definitions’apply:

3.1 Basic Directory definitions

The following terms are defined in Rec. ITU-T X.500 | ISO/IEC 9594-1:
d) (the) Directory;

) Directory Information Base.

3.2 Directory model definitions

The following terms are defined in Rec. ITU-T X.501 | ISOAEC 9594-2:
access point;

alias;

Directory Information Tree ;

Directory System Agent (DSA);

Directory User Agent (DUA);

distinguished name;

t
c

— — ~ — —

@K = D
~

relative distinguished name.

3.3 [DSA information model definitions

The following terms.are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
d) ,category;

) “.commonly usable;

c) context prefix;

d) cross reference;

e) DIB fragment;

f)  DSA information tree;

g) DSA-Specific Entry (DSE);

h) DSE type;

i) immediate superior reference;
j)  knowledge information;

k) knowledge reference category;
)  knowledge reference type;

2 Rec. ITU-T X.518 (10/2019) © ISO/IEC 2020 - All rights reserved
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m) naming context;

n) non-specific knowledge;

0) non-specific subordinate reference;
p) operational attribute;

q) reference path;

r)  specific knowledge;

s) subordinate reference;

t)  superior reference.

3.4 Abstract service definitions

The following terms are defined in Rec 1TU-T X.511 [ ISO/IEC 9594-3:
4) reply;
B) request;

¢) requester.

3.5 Protocol definitions

The following terms are defined in Rec. ITU-T X.519 | ISO/IEC 9594-5:
d) application-association;

) application-entity-title.

3.6 [Pirectory replication definitions

The following terms are defined in Rec. ITU-T X.525 | ISO/IEC 9594-9:

d) attribute completeness;

) shadowing operational binding;

@) subordinate completeness;
)

d) unit of replication.

3.7 Distributed operation definitions
The following terms are defined in this’/Recommendation | International Standard:
3.7.1 lbase object: The object or alias entry that is the target for an operation as issued by the requester.

3.7.2 lhound DSA: The DSAto which the requesting DUA or LDAP client has bound, by having performed a Bind
operation Yvith that DSA.

3.7.3 lound-DSApaged results: The paging is performed entirely by the DSA to which the DUA is boupd.

NOTE + This is the.only mode of paging supported by systems conforming to Rec. ITU-T X.518 (2001) | ISO/IEC $594-4:2001
or prior|editions:

3.74 ghaining: The generic term for uni-chaining or multi-chaining.

3.75 context prefix information: Operational and user information supplied by the superior DSA to the subordinate
DSA in an RHOB regarding DIT vertices superior to the subordinate context prefix.

3.7.6 directory server: A DSA or an LDAP server.

3.7.7 distributed directory: An interconnected set of directory servers where at least one directory server shall be
a DSA.

3.7.8 distributed name resolution: The process by which name resolution starts in a DSA and continues in one or
more Directory servers.

3.79 DSP paged results: The DSP protocol provisions when a performing DSA is different from a bound DSA,
whereby paged results by the initial performer are accomplished.

3.7.10 error: Information sent from the performer to the requester conveying a negative outcome of a previously
received request.
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3.7.11  hard error: A definite error which indicates that the operation cannot currently be performed without external
intervention.

3.7.12  hierarchical operational binding (HOB): Relationship between two master DSAs holding naming contexts,
one of which is immediately subordinate to the other, in which the superior DSA holds a subordinate reference to the
subordinate DSA.

3.7.13  initial performer: The first DSA or LDAP server to start performing on an operation, i.e., the first DSA or
LDAP server to enter the evaluation phase of the operation.

3.7.14 LDAP requester: A DSA that has the ability to access an LDAP server by using the LDAP protocol.

3.7.15 modification operations: These are the Directory Modify operations, i.e., Modify Entry, Add Entry, Remove
Entry, Modify DN, Change Password and Administer Password operations.

3.7.16  multi-chaining: A mode of interaction in which a DSA processing a request itself sends multiple requests either

1 - UTP I W + ~f ~th ImYalV,V
in parallel prseguentiaty-te-a-setefother DSAS:

3.7.17 multiple entry interrogation operations: These are the Directory Search operations, i.e.,.List"@and Search
operations

3.7.18 name resolution: The process of locating an entry by sequentially matching each RDN in‘a purported name to
a vertex of{the DIT.

3.7.19  non-specific hierarchical operational binding (NHOB): Relationship between)two master DSAs holding
naming coptexts, one of which is immediately subordinate to the other, in which the superior DSA holds a npn-specific
subordinatp reference to the subordinate DSA.

3.7.20 INSSR decomposition: Decomposition of non-specific knowledge references into subrequests for dther DSAs
to pursue;|these subrequests may be either chained to these DSAs by the. DSA performing the decompogition, or a
continuatign reference identifying the DSAs may be returned to the requester for it to pursue, or the decomppsing DSA
may pursupg some of the subrequests, leaving others unexplored for the-tégquester to pursue.

3.7.21  qperation progress: A set of values which denotes the.extent to which name resolution has taken pjace.

3.7.22  paging: A search or 1ist result is returned piecewise’in the form of one or more pages that are conprised by
a limited number of entries.

3.7.23  performer: DSA receiving a request (i.e., tosperform an operation).

NOTE { The performer is also the initial performer.éxcept possibly for operations that involve more than one D$A for their
evaluatipn.

3.7.24  procedure: An (informal) specification of how a DSA maps a given set of input arguments and its DSA
informatiop tree into a result.
NOTE + Input arguments and results may correspond to information received in a requested operation and information sent in a
reply, of they may represent intermediate stages in the computation of a reply from a requested operation. In clause 14.2, the former
variety ¢f input arguments and-results are termed external.

3.7.25 :Ielevant hierarchical operational binding (RHOB): Either an HOB or an NHOB, depending on the context.

3.7.26 eferral: Anoutcome which can be returned by a DSA or LDAP server which cannot perform an operation
itself, and which identifies one or more other DSAs or LDAP servers more able to perform the operation.

3.7.27 equéstydecomposition: Decomposition by a DSA of a request into subrequests for other Directory servers to
pursue; thdse subrequests may be either chained to these Directory servers by the DSA performing the decompaosition, or
continuati identifyi i i ue, or the

decomposing DSA may pursue some of the subrequests, leaving others unexplored for the requester to pursue.

3.7.28 single entry interrogation operations: These are the Directory Read operations, i.e., Read and Compare
operations.

3.7.29  soft error: An error which may be transient, or which may indicate a localized problem, in which case the use
of a different knowledge reference or access point may enable a result or hard error to be obtained.

3.7.30  subordinate DSA: Of the two DSAs sharing an HOB or an NHOB, the DSA holding the subordinate haming
context.

3.7.31  subrequest: A request generated by request decomposition.

3.7.32  superior DSA: Of the two DSAs sharing an HOB or an NHOB, the DSA holding the superior naming context.
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3.7.33  superior, subordinate DSA: Two master DSAs holding naming contexts, one of which is immediately
subordinate to the other; the relationship between the two DSAs is managed explicitly via an HOB (or NHOB), or exists
implicitly by virtue of the superior DSA holding a subordinate (or non-specific subordinate) reference to the
subordinate DSA.

3.7.34  target object name: The name of an entry either to which the operation is to be directed at a particular stage of
name resolution, or which is involved in the evaluation of the operation.

3.7.35 uni-chaining: A mode of interaction optionally used by a DSA which cannot perform an operation itself. The
DSA chains by invoking an operation of another DSA or LDAP server and then relaying the outcome to the original
requester.

4 Abbreviations

For the pugposesofthis RecommendationHnternationat-Standard; the foltowingabbreviationsappty:
ASN.1  Abstract Syntax Notation One

DAP Directory Access Protocol

piB Directory Information Base

DISP  Directory Information Shadowing Protocol

[DMD  Directory Management Domain

pbOP Directory Operational Binding Management Protocol
DSA Directory System Agent

DSE DSA-Specific Entry

DSP Directory System Protocol

DUA Directory User Agent

HOB Hierarchical Operational Binding

ULDAP  Lightweight Directory Access Protocol

INHOB  Non-specific Hierarchical OperationalkBinding
NSSR  Non-Specific Subordinate Referenge

RHOB  Relevant Hierarchical Operational Binding

5 Conventions

The term TDirectory Specification” (as in "this Directory Specification") shall be taken to mean Rec. ITUFT X.518 |
ISO/IEC 9594-4. The term "Dirgctory Specifications” shall be taken to mean the Rec. ITU-T X.500-series|| ISO/IEC
9594-1, Rgc. ITU-T X.501 | FOUEC 9594-2, Rec. ITU-T X.511 | ISO/IEC 9594-3, Rec. ITU-T X.518 | ISO/IEC 9594-4,
Rec. ITU-T X.519 | ISO/IEC'9594-5, Rec. ITU-T X.520 | ISO/IEC 9594-6, Rec ITU-T X.521 | ISO/IEC 959417 and Rec.
ITU-T X.525 | ISO/IEG,9594-9.

If an Interhational<Standard or ITU-T Recommendation is referenced within normal text without an indication of the
edition, the edition.shall be taken to be the latest one as specified in the normative references clause.

Prior to yepr2020, the parts making up the Directory Specifications progressed together and can therefore collectively be
identified as the Directory Specifications of a specific edition using the format: Rec. TTU-T X.5%* (yyyy) | ISO/IEC
9594-*:yyyy (e.g.; Rec ITU-T X.5** (1993) | ISO/IEC 9594-*:1995).

This Directory Specification makes extensive use of Abstract Syntax Notation One (ASN.1) for the formal specification
of data types and values, as it is specified in Rec. ITU-T X.680 | ISO/IEC 8824-1, ITU-T X.681 (2015) | ISO/IEC 8824-2,
ITU-T X.682 (2015) | ISO/IEC 8824-3, ITU-T X.683 (2015) | ISO/IEC 8824-4 and Rec. ITU-T X.690 | ISO/IEC 8825-1.

This Directory Specification presents ASN.1 notation in the bold Courier New typeface. When ASN.1 types and values
are referenced in normal text, they are differentiated from normal text by presenting them in the bold Courier New
typeface. The names of procedures, typically referenced when specifying the semantics of processing, are differentiated
from normal text by displaying them in bold Times New Roman. Access control permissions are presented in italicized
Times New Roman.

If the items in a list are numbered (as opposed to using "—" or letters), then the items shall be considered steps in a
procedure.
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SECTION 2 - OVERVIEW

6 Overview

The Directory abstract service allows the interrogation, retrieval and modification of Directory information in the DIB.
This service is specified in in Rec. ITU-T X.511 | ISO/IEC 9594-3. Similarly, the lightweight directory access protocol
(LDAP) allows the interrogation, retrieval and modification of Directory information in the DIB. This protocol and the
services it enables are specified in IETF RFC 4511.

The abstract service as specified in Rec. ITU-T X.511 | ISO/IEC 9594-3 does not address the specification of Directory
system agents (DSA) within which the DIB is stored and managed, and through which the service is provided.
Furthermore, it does not consider whether the DIB is centralized, i.e., contained within a single DSA, or distributed over
a DSA and a number of additional DSAs and/or LDAP servers. D|rectory server is the common name for a DSA or an
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SECTION 3 - DISTRIBUTED DIRECTORY MODELS

7 Distributed Directory system model

The Directory abstract service, as defined in Rec. ITU-T X.511 | ISO/IEC 9594-3, models the Directory as an entity which
provides a set of directory services to its users. Users of the Directory access its services through an access point.

Figure 1 illustrates the distributed directory model which will be used as the basis for specifying the distributed aspects
of the directory. It illustrates the Directory as comprising a set of one or more DSAs and zero or more LDAP servers.

/

/
DUA / DUA

LDAP
client

DSAs are
of their cH

Specificatipn and the other Directory Specifications.

DSAs are glefined in order that distribution of the,DIB can be accommodated and that a number of physically

DSAs and

directory (PUAs and/or LDAP clients).

Figure 1 il
abstract se
realize this
interaction
addition, a
this, the D
DSA that i

As indicatg
an LDAP

X.518(12)_F01

Figure 1 — The distributed ditectory model

pecified in detail in the subsequent clauses of this Directory Specification. This clause merely states a number

aracteristics, in order to serve as an introduction and to establish the relationship between thig

LDAP servers can interact in a prescribed, cooperative manner to provide directory services to the U

lustrates the relationship between the directory abstract service and the DSA abstract service. Th
vice defined in Rec. ITU<T X.511 | ISO/IEC 9594-3 is provided through a number of Directory ope
service, the DSAs and LDAP servers that comprise the Directory interact with one another. The na
is defined in termsof the service that one DSA may provide to another DSA, the DSA abstract
DSA may interast with an LDAP server using the LDAP protocol as defined by IETF RFC 4511. |
SA is called.an” LDAP requester and the DSA abstract service does not apply for this type of intg
5 directly'bound to a DUA or LDAP client is called the bound DSA (for that DUA or LDAP client)

d in‘Eigure 1, each of two interacting DSAs may provide a DSA abstract service to the other DSA
erver is not able to send requests to a DSA or to another LDAP server. LDAP servers are therefor

Directory

distributed
sers of the
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rations. To
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service. In
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raction. A

However,
p always at
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the Infrastructure.

The DSA abstract service is provided through a number of operations, termed chained operations, each having a
counterpart in the Directory abstract service. Thus, a given operation in the directory abstract service, e.g., Read, may
require that the DSA providing the service interact with one or more other DSAs using chained operations, e.g., Chained

Read.
A DUA or

LDAP client can only access the Directory by interacting with a DSA.

NOTE — An LDAP client interaction with an LDAP server is specified by IETF RFC 4510 and is outside the scope of these
Directory Specifications.
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8 DSA interactions model

A basic characteristic of the Directory is that, given a distributed DIB, a requester should potentially be able to have any
service request satisfied (subject to security, access control, service restrictions and administrative policies) irrespective
of the access point at which the request originates. In accommodating this requirement, it is necessary that any DSA
involved in satisfying a particular service request has some knowledge (as specified in Rec. ITU-T X.501 |
ISO/IEC 9594-2) of where the requested information is located and either return this knowledge to the requester or attempt
to have the request satisfied on its behalf. (The requester may be a DUA, an LDAP client or another DSA (possibly on
behalf of bound LDAP clients). In the latter case, both DSASs shall support the DSP.

Three modes of DSA interaction are defined to meet these requirements, namely "uni-chaining”, "multi-chaining", and
"referral”. Throughout the remainder of this Directory Specification, the generic term chaining is used to refer to
uni-chaining and/or multi-chaining as appropriate to the particular situation. "Chaining" refers to the attempt by a DSA
to satisfy a request by sending one or more chained operations to other DSAs; "referral”, refers to the return of knowledge
information to the requester, which may then itself interact with the DSA(S) identified in the knowledge information.

LDAP seryers may be components of a Directory. A DSA may chain requests to an LDAP server using the LDAP protocol
as specifiefl in IETF RFC 4511. A DSA able to chain requests in this way is called an LDAP requester:

Uni-chaining or a referral interaction may result from a single request. Alternatively, the request maysbe deconjposed into
several sulprequests prior to the interaction. Multi-chaining or referral interactions, or a mixture,of the two, jmay result
from a decpmposed request. Two types of decomposition are defined: NSSR decomposition@and request decomposition.

8.1 [Pecomposition of a request

8.1.1 NSSR decomposition

NSSR decpmposition is the process of preparing (semantically) identical requests ready for transfer (either sgquentially
or in parallel) to several subordinate directory servers as a result of enceudntering an NSSR during name [resolution.
Non-specific subordinate references do not hold the RDNs of the~r&ferenced subordinate naming contekts, so the
referencing DSA is unable to tell which subordinate directory servef holds which subordinate naming context(s). During
name resofution, a DSA encountering NSSRs shall send a semantically identical request to each subordinatg directory
server (in the absence of shadowing). This may be done sequentially or in parallel. Typically, only one directory server
will be aple to continue with name resolution; the other DSAs will return a serviceError with problem
unableTdProceed, While other LDAP servers will return-nosuchobject. In certain (rare) circumstances, it|is possible
that more ghan one DSA will continue with name respfution, giving rise to duplicate results.

8.1.2 equest decomposition

Request dgcomposition, the other form of decomposing a request, is a process performed internally by a DSA prior to
communicption with one or more other.directory servers. A request is decomposed into several, possibly different,
subrequests such that each of the subrequests accomplishes a part of the original task. Request decomposition gan be used
only during operation evaluation of a List, Search or LDAP Search operation. After request decomposition, g¢ach of the
subrequests may then be chaingchto other directory servers to continue the task, or a partial result (an embedd¢d referral)
may be refurned to the requéester. An example of the same subrequest being generated to different directory servers is
when an entry has subardinate references and/or NSSRs that together reference more than one directory perver. An
example of different subrequests being generated to the same or different directory servers is when two diffefent entries
are encouritered during a Search (subtree), and each has a subordinate reference.

8.2 Urii<chaining

This mode of interaction (depicted in Figure 2) may be used by one DSA to pass on a request to another directory server
when the former has knowledge about naming contexts held by the latter. Uni-chaining may be used to contact a single
DSA or LDAP server pointed to in a cross reference or a subordinate reference. In addition, a superior reference, supplier
reference or a master reference may be used to contact a single DSA.

NOTE - In Figure 2, the order of interactions is defined by the numbers associated with the interaction lines.
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Request | | Response

DUA or
LDAP
client

Figure 2 — Uni-chaining mode

8.3 Multi-chaining

This modg of interaction is used by a DSA for transferring several outgoing requests which have resulted from one
incoming request, as a result of either request decomposition or NSSR decompasition.

8.3.1 Farallel multi-chaining

With paraljel multi-chaining, the DSA transfers several outgoing requests simultaneously (see Figure 3a). Wh{lst parallel

multi-chaining may give improved performance, it may under certaif‘circumstances, e.g., in the presence of ghadowing,
cause dupljcate results to be received.

Request Response

1 4

DUA or
LDAP
client

X.518(12)_F03a

Figure 3a — Parallel multi-chaining
8.3.2 Sequential multi-chaining

With sequential multi-chaining, the DSA transfers one outgoing request at a time and waits for the result or error of one

request before sending the next (see Figure 3b). Whilst sequential multi-chaining may not be the quickest mode of
interaction, it is unlikely that duplicate results will be received.

NOTE — A DSA may use a combination of parallel multi-chaining and sequential multi-chaining.
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Figure 3b — Sequential multi-chaining
(as a result of NSSR decomposition)

r master ]eference. A referral from an LDAP server is equivalent te’a cross reference.

E

DSAer
LDAP

server

DSA or
LDAP

server
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X518(12)_FO3b

depicted in Figures 4a and 4b) is returned by a DSA in response to.aTequest from a DUA, an LDAP client or
A. The referral may constitute the whole response (in which casé.it is categorized as an error) or Just part of
e. An LDAP server may also return a referral as specified in IETF RFC 4511. A referral returned| by a DSA
knowledge reference, which may be either a superior, subordinate, cross, non-specific subordinatg, supplier,

Figure 4a) receiving the referral may use the knowledge reference contained therein, to subsequently chain or
depending upon the type of reference) the origigial request to other directory servers. Alternativgly, a DSA
referral, may in turn pass the referral back inits response. A DUA or LDAP client (Figure 4b) feceiving a
y use it to contact one or more other DSAs.te\progress the request.

NOTE 1 - In Figures 4a and 4b, the order of interactions is defined by the numbers associated with the interaction lin

@
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Y Referral to E client

b
) Referral to F X.518(12)_F04a

Figure 4a — Referral mode (DSA acts on referrals)
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Figure 4b — Referral mode (DUA or LDAP client acts on referrals)

— In Figure 4b, a referral to an LDAP client may be to an LDAP server. However, this situation is outside

this Dir

8.5 T

IfaDSA G
one), to an

p

[

bctory Specification.

VMlode determination

pther DSA or LDAP server, unless:

with problem chainingRequired; or

DSA shall return a referral.

NOTE 1 — A "technical reason" for not chaining is that the DSA jdentified in the knowledge reference doeq
the DSP.

an error.
NOTE 3 — If the user prefers referrals, the user should set chainingProhibited.
NOTE 4 — An LDAP server will always return axéferral.
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chainingProhibited service control, in which case the DSA shall return’a referral or a servliiceError
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SECTION 4 — DSA ABSTRACT SERVICE

9 Overview of DSA abstract service

The service of the Directory is fully described in Rec. ITU-T X.511 | ISO/IEC 9594-3. When such a service is provided
in a distributed environment, as modelled in clause 7, it can be regarded as being provided by means of a set of DSAs and

Zero or mo

re LDAP servers. This is illustrated in Figure 1.

For each operation defined in the Directory service, a corresponding "chained" operation is defined in the DSA abstract
service for use between DSAs cooperating in the accomplishment of that Directory service operation. Thus, a DSA
receiving a Read operation from a DUA might require the assistance of another directory server (e.g., a DSA holding the
target entry or a copy of it) to satisfy it, and so send that DSA a Chained Read operation.

The information types exchanged in the DSA abstract service are defined in clause 10. The operations and errors of the

DSA abstr
NOTE 4

10

10.1

This claus
definition

common t(
fromthe o

Several of
identifies {
informatio

10.2
The follow

The follow

hct service are defined in clauses 1T o 13.
Communication between a DSA (LDAP requester) and an LDAP server is outside the scope of DSA abstrac

nformation types
ntroduction

Df the various operations of the DSA abstract service. The information types concerned are those
more than one operation or which are sufficiently complex or self-eobtained to merit being defined
beration which uses them.

the information types used in the definition of the DSA abstract service are defined elsewhere.
hese types and indicates the source of their definition. Clauses 10.3 to 10.10 each identifies and

h type.

nformation types defined elsewhere

ing information types are defined in Rec. |ITU-T X.501 | ISO/IEC 9594-2:
Attributes)

aliasedEntryName,
Data types)

DistinguishedName,

Name,

RelativeDistinguishedName.

ing information:types are defined in Rec. ITU-T X.511 | ISO/IEC 9594-3:
Operations)

abandon;
Errors)

- abandoned,

— attributeError,

- nameError;

- securityError,

— serviceError,;

— updateError.

(Information Object Class)

—  OPTIONALLY-PROTECTED;
(Data Type)

—  SecurityParameters.

12

service.

b identifies, and in some cases defines, a number of information types\which are subsequently dsed in the

which are
separately

lause 10.2
defines an
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The following information type is defined in Rec. ITU-T X.520 | ISO/IEC 9594-6:
(Data Type)

PresentationAddress.

10.3 Chaining arguments

The chainingArguments shall be present in each chained operation, to convey to a DSA the information needed to
successfully perform its part of the overall task:

ChainingArguments ::= SET {
originator [0] DistinguishedName OPTIONAL,
targetObject [1] DistinguishedName OPTIONAL,
operationProgress [2] OperationProgress

DEFAULT {nameResolutionPhase notStarted},

trace tion [3T TraceInformation,
aliasDereferenced [4] BOOLEAN DEFAULT FALSE,
alias Ns [5] INTEGER OPTIONAL,
returnCrossRefs [6] BOOLEAN DEFAULT FALSE,
referenceType [7] ReferenceType DEFAULT superior,
info [8] DomainInfo OPTIONAL,
timel [9] Time OPTIONAL,
securiljtyParameters [10] SecurityParameters DEFAULT {},
entry [11] BOOLEAN DEFAULT FALSE,

Identifier [12] UniqueIdentifier OPTIONAL,
ticationLevel [13] AuthenticationLevel OPTIONAL),
ions [14] Exclusions OPTIONAL,

Shadows [15] BOOLEAN DEFAULT FALSE,
solveOnMaster [16] BOOLEAN DEFAULT FALSE,
ionIdentifier [17] INTEGER OPTIONAL,

searchRuleId [18] SearchRuleId OPTIONAL,
chain elaxation [19] MRMapping OPTIONALY
relat ntry [20] INTEGER OPTIONAL,
dspPagling [21] BOOLEAN DEFAULT' FALSE,

[22] Not to be used
[23] Not to be(used

excludeWriteableCopies [24] BOOLEAN|DEFAULT FALSE,
}
Time ::= CHOICE {
utcTi UTCTime,

genergiizedTime GeneralizedTime,

}

DomainInfo

: := ABSTRACT-SYNTAX. &Type

The various components have. the following meaning:

4)

d)

© ISO/IEC 2020 - All rights reserved

The originator component need not be present if the requester component is
CommonArguments Value, if the certification-path component is presen
SecurityParameters Vvalue, or if requester information is only made available in the requé
during the Bind operation. It shall not be present if requester information is not available. It shall
if-requester information is only available as the result of the Bind operation.

present in

in the
st, but not
be present,

ing routed

to. The role of this object depends on the particular operation concerned: it may be the object whose entry

is to be operated on, or which is to be the base object for a request or subrequest involving multi

ple objects

(e.g., chainedList Or chainedSearch). This component need not be present if it has the same value as

the object or base object parameter in the chained operation, in which case its implied value is
Otherwise, it shall be present.

that value.

The operationProgress component is used to inform the DSA of the progress of the operation, and
hence of the role which it is expected to play in its overall performance. The information conveyed in this
component is specified in clause 10.5. The default value indicates that the name resolution has not started.

The traceInformation component shall be used to prevent looping among DSAs when chaining is in

operation. A DSA shall add a new element to trace information prior to chaining an operation

to another

DSA. On being requested to perform an operation, a DSA shall check, by examination of the trace
information, that the operation has not formed a loop. The information conveyed in this component is

specified in clause 10.6.

Rec. ITU-T X.518 (10/2019)
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e) The aliasDereferenced COMponNent is a BOOLEAN value which shall be used to indicate whether or not
one or more alias entries have so far been encountered and dereferenced during the course of distributed
name resolution. The default value of FALSE indicates that no alias entry has been dereferenced.

f) The aliasedRDNs component indicates how many of the RDNs of the targetObject component have
been generated from the aliasedEntryName attributes of one (or more) alias entries. The integer value
is set whenever an alias entry is encountered and dereferenced. This component shall be present if the
aliasDereferenced component is TRUE. Otherwise, it shall be absent.

NOTE — This component is provided for compatibility with implementations based on Rec. CCITT X.518 (1988) |
ISO/IEC 9594-4:1990. DUAs (and DSAs) implemented according to later editions of the Directory Specifications shall
always omit this parameter from the CommonArguments of a subsequent request. In this way, the Directory will not
signal an error if aliases dereference to further aliases.

g) The returnCrossRefs component is a Boolean value which indicates whether or not knowledge
references, used during the course of performing a distributed operation, are requested to be passed back
othettael-BSAas€ro eferences—alorgwitharesuterreferral—Thedefarvatueof FaESE indicates
that such knowledge references shall not be returned.

) The referenceType component, when present, shall indicate, to the DSA being asked)to perform the
operation, what type of knowledge was used to route the request to it. The DSA may.thereforg be able to
detect errors in the knowledge held by the invoker. If such an error is detected, it.,shall be indjcated by a
serviceError With problem invalidReference. ReferenceType is specified fully in clapise 10.7. If
the referenceType is absent, then the value superior shall be assumed.

i) The info component is used to convey DMD-specific information among DSAs which are involved in
the processing of a common request. This component is of type bomainInfo, which is of ynrestricted
type:
j)  The timeLimit component, if present, shall indicate the time by which the operation is to be|completed
(see clause 16.1.4.1). Before a value of Time is used in any cemparison operation and if the syntax of Time
has been chosen as the uTcTime type, the value of the two-digit year field shall be rationalized |nto a four-
digit year value as follows:

—  Ifthe 2-digit value is 00 to 49 inclusive, the value shall have 2000 added to it.

—  Ifthe 2-digit value is 50 to 99 inclusive,the value shall have 1900 added to it.
NOTE 3 — The use of GeneralizedTime may prevent interworking with implementations unaware of thg possibility
of choosing either UTCTime Or GeneralizedTime. It is the responsibility of those specifying the domains in which this
Directory Specification will be used, e.g.,\prefiling groups, as to when the GeneralizedTime may be usegl. In no case
shall uTcTime be used for representing,dates beyond 2049.

H) The securityParameters data type is specified in Rec. ITU-T X.511 | ISO/IEC 9594-3. Itgabsence is
deemed equivalent to there.being an empty set of security parameters.

I) The entryonly component shall be set to TRUE if the original operation was a Search with the subset
argument set to oneLevel, and an alias entry was encountered as an immediate subordifate of the
baseObject. The DSA which successfully performs name resolution on the targetObject jpame shall
perform object evaluation on only the named entry.

1n) uniqueZfdentifier component is optionally supplied when it is required to confirm the requgster name.
The yniqueIdentifier data type is described in Rec. ITU-T X.501 | ISO/IEC 9594-2.

1) authenticationLevel component, when present, shall indicate the authentication level as gstablished
during the Bind operation. If this component is absent, a performing DSA shall assume that thefe has been
no authentication (anonymous Bind). This component should be present whenever the requestér has been
authenticated. The AuthenticationLevel data type is described in Rec. ITU-T X.501 | ISO/IEC 9594-
2.

0) The exclusions component has significance only for Search operations; it shall indicate, if present,
which subtrees of entries subordinate to the targetobject shall be excluded from the result of the Search
operation (see clause 10.10).

p) The excludeshadows component has significance only for Search, LDAP Search and List operations; it
indicates that the search shall be applied to entries and not to entry copies. If a request is received by an
LDAP requester for forwarding it to an LDAP server, the request shall not be forwarded if the referenced
naming context within the LDAP server is of category shadow (see clause 10.8). This optional
component may be used by a DSA as one way to avoid the receipt of duplicate results (see clause 20.1).
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g) The nameResolveOnMaster component only has significance during name resolution, and is only set if
NSSRs have been encountered. If set to TRUE, it signals that subsequent name resolution, i.e., matching
the remaining RDNs from nextRDNToBeResolved, shall not employ entry copy information, including
writeable copies in a multi-master LDAP server implementation; subsequent resolution of each remaining
RDN shall be done in the master DSA for the entry identified by that RDN (see clause 20.1).

r) The operationIdentifier component facilitates the correlation of DAP operations with subsequent
related DSP operations as well as with results. It is assigned by the DSA that first receives a DAP request
or is copied from the chaining arguments of DSP requests that require further chaining. The DSA assigning
the operationIdentifier shall not reuse the assigned integer for a sufficiently long time period. The
correlation of related DAP and DSP requests and results are facilitated by DSA logging, for each operation
and result, the operationIdentifier together with the name of the DSA that assigned it (the first DSA
in traceInformation 0N a chained request). Such correlation may be useful for the purposes of logging,
auditing, charging and settlements, etc.

service-specific administrative area and the search operation is progressed to other DSAS ejther when
progressing down the DIT, when following aliases or when following hierarchical group/pointgrs.

) The chainedRelaxation component enables relaxation to be carried out in a\distributed manner for
chained Search operations. If a DSA received a chained search operation, andsupports relaxatign policies,
it can use the supplied chainedRelaxation component in place of any ‘otfier relaxation pdlicy that it
might implement, thereby enabling relaxation to be coordinated among'the DSAs that potentfally return
search results.

U) The relatedEntry element shall be present whenever the receiving DSA is required to resdlve related
entries. When present, the receiving DSA shall respond only to the’specific related entry element specified
by the relatedEntry value in joinAttributes Of the (SearchArgument. Thus, a relatedEntry
value of zero shall select the first element in the joinAttributes sequence the SearchArgla.Ltnent. The
value shall never exceed one less than the number of‘elements in the joinAttributes component of
SearchArgument. The absence of the relatedEntry element in the ChainingArguments$ of a DSP
operation specifying related entries shall indicate)that the distributed operation being chainegl on is the
base search, and not the related entry part ofithe search.

If a DSA to which chaining is being carried eut is required to handle both normal search results gnd related-
entry results, this shall be done by sending the DSA two distinct DSP operations.

When the relatedEntry elementis present, the following special rules shall apply:

— in evaluating the infoTypes Subcomponent of selection component of Searchalrgument,
infoTypes shall he(taken as having the value attributeTypesAndvalues, Whatever the
originally specified value;

— all attributes specified in any joinatt component of JoinAttPair shall be included in the selection,
whether orgnat-previously included there;

—  the DSA'coordinating related entry results shall omit values and unspecified arguments, sofas to make
the result conform with the original user request.

The ¥elatedEntry argument shall be passed on in consequent outgoing ChainingArguments by a DSA
that-supports related entries.

).{ The dspPaging component may be used to request DSP paging. If the bound DSA is differeft from the
_MMEWM_MMWW iti i y set this

component to TRUE to instruct the initial performer to provide DSP paged results. If this component is
FALSE (default), the initial performer shall not perform DSP paged results. An initial performer that
supports DSP paged results shall not forward this component to DSA(S) to which it is sending subrequests.

W) The excludeWriteableCopies component has significance only for an LDAP requester receiving a
Search, LDAP search and List operation to be forwarded to an LDAP server. The request shall not be
forwarded if the referenced naming context within the LDAP server is of category writeableCopy
(see clause 10.8). This optional component may be used by a DSA as one way to avoid the receipt of
duplicate results (see clause 20.1).

10.4 Chaining results

The chainingResults are present in the result of each operation and provide feedback to the DSA which invoked the
operation.
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ChainingResults ::= SET {
info [0] DomainInfo OPTIONAL,
crossReferences [1] SEQUENCE SIZE (1..MAX) OF CrossReference OPTIONAL,
securityParameters [2] SecurityParameters DEFAULT ({},
alreadySearched [3] Exclusions OPTIONAL,
}
CrossReference ::= SET {
contextPrefix [0] DistinguishedName,
accessPoint [1] AccessPointInformation,

}

The various components have the following meaning:

a)

105 (

An Opera
shall partig

Operatio
not

pro
comp

nameRa:olutionPhase [0] ENUMERATED {

nextRDNToBeResolved [1] INTEGER OPTIONAL,

}

The vario(

g

is of unrestricted type.

) The crossReferences component shall not be present in the ChainingResflts
returnCrossRefs component of the corresponding request had the value TRUE. This‘compong
of a sequence of CrossReference items, each of which contains a contéxtPrefi
accessPoint descriptor (see clause 10.8).

A CrossReference may be added by a DSA when it matches part of the*targetObject a
an operation with one of its context prefixes. The administrative authority.of a DSA may have 3
to return such knowledge, and will, in this case, not add an item to the.Sequence.

) The SecurityParameters data type is specified in Rec. ITUA X511 | ISO/IEC 9594-3. T
of the securityParameters component is deemed equivalentto there being an empty set
parameters.

) The alreadySearched component, if present, shall indicate which subordinate RDNs subord
targetObject have been processed as part of a chained Search operation and therefore shall b
in a subsequent subrequest.

Dperation progress

LionProgress Value describes the state gf-progress in the performance of an operation which se
ipate in.

nProgress ::= SET {

tarted (1),

eding (2),
leted (3),
},

s components have the following meaning:

) The-nameResolutionPhase component shall indicate which phase has been reached in ha
targetObject name of an operation. Where this indicates that name resolution has notstar

The info component when present shall be used to convey DMD- speC|f|c |nformat|on among DSAs

nfo, which

Linless the
nt consists
x and an

gument of
policy not

he absence
pf security

nate to the
e excluded

eral DSAs

ndling the
Fed, then a

DSA has not hitherto been reached with a naming context containing the initial RDN(s) of th

e name. If

b)

16

name resolution is proceeding, then the initial part of the name has been recognized, althoug

h the DSA

holding the target object has not yet been reached. The nextRDNToBeResolved indicates how much of
the name has already been recognized (see item b). If name resolution is completed, then the DSA holding

the target object has been reached, and performance of the operation proper is proceeding.

targetObject name is the next to be resolved. It takes the form of an integer in the range

The nextRDNToBeResolved, When present, shall indicate to the DSA which of the RDNs in the

one to the

number of RDNSs in the name. This component shall be absent if the nameResolutionPhase component

does not have the value proceeding.
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10.6 Trace information

A TraceInformation Vvalue carries forward a record of the DSAs that have been involved in the performance of an
operation. It is used to detect the existence of, or avoid, loops that might arise from inconsistent knowledge or from the
presence of alias loops in the DIT.

TraceInformation ::= SEQUENCE OF Traceltem
TraceItem ::= SET ({
dsa [0] Name,
targetObject [1] Name OPTIONAL,

operationProgress [2] OperationProgress,

}

Each DSA, which is propagating an operation to another DSA, shall add a new TraceItem to the end of the
TraceInformation. Each such TraceItem value has the following components:

d) the dsa component shall hold the name of the DSA which is adding the item;

B) the targetobject component, when present, shall be the value received on the\targetObject
component of the chainingArguments value of the incoming request. This parameter shall joe omitted
if:
—  the request being chained came from a DUA, in which case its implied-value is the pbject or

baseObject in the DAP operation;

—  the request is received from an LDAP client, in which case its/implied value is the pbject or
baseObject of the LDAP request; or

— ifits value is the same as the (actual or implied) targetebject in the ChainingArgunent of the
outgoing request;

q) the operationProgress component shall have a value\determined as follows:

— If the incoming request is received from./a” DUA, the value shall be taken|from the
operationProgress component of the CommonArguments of the DAP request. If this fomponent
is absent on the DAP request, the default value notstarted shall be used.

—  Ifthe incoming request is received frofaan LDAP client, the value notstarted shall be used.

— If the incoming request is received from a DSA, the value shall be taken |from the
operationProgress component of the ChainedArguments value. If this component i absent on
the request, the default valuesnotstarted shall be used.

10.7 Reference type

A ReferenceType Value indicates one of the various kinds of references defined in Rec. ITU-T X.501 | ISO/IEC 9594-2.

Type ::= ENUMERATED {
ilor (1),
inate (2),

(3),
ificSubordinate (4),
r (5),

maste (6),
immedilatéSuperior (7),
self (8)

ditBridge (9),
...}

10.8 Access point information

There are three types of access points:

AccessPoint ::= SET {
ae-title [0] Name,
address [1] PresentationAddress,

protocolInformation [2] SET SIZE (1..MAX) OF ProtocolInformation OPTIONAL,
-- [6] Not to be used
}
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MasterOrSh
COMPONEN

adowAccessPoint ::= SET {
TS OF AccessPoint,

category [3] ENUMERATED ({
master (0),
shadow (1),
writeableCopy (2),

}
chaining
}
MasterAndS

a)

DEFAULT master,
Required [5] BOOLEAN DEFAULT FALSE,

hadowAccessPoints ::= SET SIZE (1..MAX) OF MasterOrShadowAccessPoint
An AccessPoint value identifies a particular point at which access to the Directory, specificall

ytoaDSA

or LDAP server, can occur. When referring to a DSA, the access point shall have a Name, that of the DSA
concerned. It shall have a PresentationAddress to be used in communications to that DSA or LDAP
server (see clause 11 of Rec. ITU-T X.519 | ISO/IEC9594-5 for additional information about NSAP

tormats). When referring to a DSA using IDM protocol, pSelector, sSelector and.tSelector
components shall be ignored. When referring to an LDAP server, the ae-title, protocolInflormation

pSelector, sSelector and tSelector components shall be ignored (see‘-clau
Rec. ITU-T X.519 | ISO/IEC 9594-5).

A MasterOrShadowAccessPoint Vvalue identifies an access point to the Directory. The
either master Or shadow, Of the access point is dependent upon whether it points to a naming
to a commonly usable replicated area. The category writeableCopy-isonly applicable if

e11.3 of

tategory,
context or
the access

point is for an LDAP server with writeable copy entries. The chainifigRequired componeit indicates

whether chaining is required for that DSA, i.e., a referral shall not be\retlrned for that DSA.
A MasterAndShadowAccessPoints Value identifies a set of acegss points to the Directory, i

e., a set of

related Directory servers. These access points share the propefty that each refers to a DSA or LIDAP server
holding entry information from a common naming context (6ra common set of naming contex{s mastered

in one DSA when the value is a value of~the nonSpecificKnowledge att
MasterAndShadowAccessPoints Value indicates’ the category of each AccessPoin

ibute). A
t value it

contains. The access point of the master DSA or LDAP server of the naming context need not ke included

in the set.

NOTE — Implementors should recognize that it ispdssible for an LDAP server, even if identified as shadqw, to update

entries in response to an LDAP update operation that it receives.

An AcceskPointInformation Value identifies gnetor more access points to the Directory.

AccessPgin
COMPONEN
additijon

}

tInformation ::= SET ({
TS OF MasterOrShadowAccessPoint,
alPoints [4] MasterAndShadowAccessPoints OPTIONAL,

In the dase of DSAs based~on Rec. CCITT X.518 (1988) | ISO/IEC 9594-4:1990 producing an

AccessPdin
CCITT 5
MasterAndS

In the cdse
MasterOrxSh.

tInformation Value, the optional component of the set is absent. In the case of DSAs bas

ed on Rec.

18 (1988) . |\ASO/IEC 9594-4:1990 interpreting an AccessPointInformation Vplue, any

hadowAccessPoints value present is ignored.

of DSAs based on Rec. ITU-T X.518 (1993) | ISO/IEC 9594-4:1995 or later ed
adowAccessPoint Vvalue component produced for an AccessPointInformation Value

category njaster-er shadow as determlned by the knowledge selection procedure of the DSA producmg the va

be viewed

Jtions, the
may be of
Iue It may

MasterAndShadowAccessPoints value may optionally also be produced for an AccessPointInformation Value.
This constitutes additional information which may be employed by the receiving DSA's knowledge selection procedure
to determine an alternative access point.

10.9 DIT bridge knowledge.

A DitBridgeKnowledge Value identifies a particular point at which access to another DIT, specifically to a DSA or an
LDAP server, can occur. DitBridgeKnowledge specifies an access point at which that DSA or LDAP server may be

accessed.

DitBridgeK
domainlLo
accessPo

}

18 Rec. ITU-T X.518 (10/2019)

nowledge ::= SEQUENCE ({
calID UnboundedDirectoryString OPTIONAL,
ints MasterAndShadowAccessPoints,
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domainLocalID contains a readable description identifying the DIT included in the reference.

10.10 Exclusions

As defined in clause 10.3, the exclusions component of ChainingArguments is used to limit the scope of a Search
operation by identifying a number of entries subordinate to the target object which, together with all of their subordinates,
shall not be included in the processing of a Search operation. The exclusion component is defined as a value of the
ASN.1 type Exclusions.

Exclusions ::= SET SIZE (1l..MAX) OF RDNSequence

Each RDNSequence Vvalue in the Exclusions set should identify the context prefix of a naming context subordinate to
the target object. If a DSA receives a search request with an RDNSequence Vvalue that does not conform to this constraint,
the DSA may ignore that value. The RDNSequence is relative to the target object, and is not the distinguished name of
the context prefix

Exclusidns can, besides being part of a user request, be used by DSAs to minimize duplicate informatiof)retlirned from
Search suljrequests performed in the presence of shadowed information.

Figure 5 illustrates an example of the use of Exclusions. Inthis example, a DSA holds two replicated areas, dne beneath
the other. Dne starts with context prefix X, the other with context prefix C. An entry copy at)Y"has three subordinate
references|to naming contexts, A, B and C.

If, as an example, a subtree Search is performed in this DSA, starting with a base objectwithin naming conext X, the
DSA can grovide information from replicated areas X and C. The information fromnnaming contexts A and B has to be
provided Via the subordinate references. When performing request decomposition, continuation references, tibe used in
either parkialResults or chaining, will specify Y as the target object and.Cas a single element of an Exclusions
set.

X.518(12)_F05

Figure 5 — Exclusions

10.11  Continuation reference

A ContinuationReference UESCriDES NOW INE Performance of all or part of an operation can be continued at one or
more different directory servers. It is typically returned as a referral when the DSA involved is unable or unwilling to
propagate the request itself.

ContinuationReference ::= SET {
targetObject [0] Name,
aliasedRDNs [1] INTEGER OPTIONAL,
operationProgress [2] OperationProgress,
rdnsResolved [3] INTEGER OPTIONAL,
referenceType [4] ReferenceType,
accessPoints [5] SET OF AccessPointInformation,
entryOnly [6] BOOLEAN DEFAULT FALSE,
exclusions [7] Exclusions OPTIONAL,
returnToDUA [8] BOOLEAN DEFAULT FALSE,

nameResolveOnMaster [9] BOOLEAN DEFAULT FALSE,
}

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.518 (10/2019) 19


https://iecnorm.com/api/?name=aff24b6029ef53a68442c08af4bec5c2

ISO/IEC 9594-4:2020 (E)

The various components have the following meaning:

a)

b)

The targetObject component shall indicate the name which is proposed to be used in continuing the
operation. This might be different from the name received in targetObject of the incoming request if,
for example, an alias has been dereferenced, or the base object in a search has been located.

The aliasedRDNs component indicates how many (if any) of the RDNSs in the target object name have
been produced by dereferencing an alias. The argument is only present if an alias has been dereferenced.
NOTE — This component is provided for backward compatibility with implementations based on Rec. CCITT X.5**

(1988) | ISO/IEC 9594-*:1990.

This component shall not be included in CommonArguments when implementing according to Rec. ITU-T X.5**
(1993) | ISO/IEC 9594-*:1995 or later editions of these Directory Specifications.

The operationProgress shall indicate the amount of name resolution which has been achieved, and
which will govern the further performance of the operation by the DSAs named, should the DSA or DUA
receiving the ContinuationReference Wish to follow it up.

e
~

11 Bind and Unbind

DSA Bind|an

The rdnsResolved component value (which need only be present if some of the RDNs in-the hame have
not been the subject of full name resolution, but have been assumed to be correct from & erass| reference)
shall indicate how many RDNs have actually been resolved, using internal references only.

The referenceType component shall indicate what type of knowledge was tused in gendrating this
continuation.

The accessPoints component shall indicate the access points which are to'be contacted to achieve this
continuation. Only where non-specific subordinate references are involved can there be morg than one
AccessPointInformation item.

The entryonly component shall be set to TRUE if the original @peration was a search, with the subset
argument set to oneLevel, and an alias entry was encountered as an immediate subordinate of the
baseObject. The DSA which successfully performs name‘resolution on the targetobject pame shall
perform object evaluation on only the named entry. If-the original operation was not a search, with the
subset argument set to oneLevel, this componentShall be absent or take the value FALSE.

The exclusions component, when present, shallNdentify a set of subordinate naming contexts that should
not be explored by the receiving DSA.

The returnToDUA element is optionally.supplied when the DSA creating the continuatior) reference
wishes to indicate that it is unwilling tosreturn information via an intermediate DSA (e.g., fpr security
reasons), and wishes to indicate thatinformation may be directly available via an operation ovef a DAP or
LDAP between the originating DUA or LDAP client and the DSA. When returnToDUA is s¢t t0 TRUE,
referenceType may be set {0 'self.

The nameResolveOnMastetr element is optionally supplied when the DSA creating the cntinuation
reference has encountered’NSSRs. If set to TRUE, it signals that subsequent name resolution, i.e|, matching
the remaining RDNs_from nextRDNToBeResolved, shall not employ entry copy information including
writeable copiesin'a multi-master LDAP server implementation; subsequent resolution of eachl remaining
RDN shall bedane in the master DSA for the entry identified by that RDN (see clause 20.1).

d 'DSA Unbind operations, respectively, are used by a DSA at the beginning and at the end of & period of

accessing another DSA. The binding or unbinding of a DSP application-association shall not, of itself, cause|the loss of

any distributed paged results which were requested in the course of the application-association.

111 DSA Bind

11.1.1 DSA Bind syntax

A dsaBind operation is used to begin a period of cooperation between two DSAs providing the directory service.

dSABind OPERATION ::= {

ARGUMENT DSABindArgument

RESULT DSABindResult

ERRORS { directoryBindError } }
DSABindArgument ::= SET ({

credentials [0] DSACredentials OPTIONAL,

20 Rec. ITU-T X.518 (10/2019) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=aff24b6029ef53a68442c08af4bec5c2

ISO/IEC 9594-4:2020 (E)

versions [1] Versions DEFAULT {vl} }
DSACredentials ::= CHOICE ({

simple [0] SimpleCredentials,

strong [1] StrongCredentials,

externalProcedure [2] EXTERNAL,

spkm [3] SpkmCredentials }
DSABindResult ::= DSABindArgument

11.1.2 DSA Bind arguments

The components of the bsaBindArgument are identical to their counterparts in the DirectoryBind (see Rec. ITU-T X.511
| ISO/IEC 9594-3) with the following differences:

- The Credentials of the DirectoryBindArgument allows mformatlon |dent|fy|ng the AE-Title of the
3 g Directory

Dlstlngwshed Name
+ The saslcCredentials shall not be included in the Credentials

+ The Credentials of the DirectoryBindResult allows information identifyingythe AE-Title of the
responding DSA to be sent to the initiating DSA. The AE-Title shall be in the form of a Digtinguished
Name.

11.1.3  IPSA Bind results

The components of the DSABiIndResult are identical to their counterparts in the DirectoryBindResult
(see Rec. IITU-T X.511 | ISO/IEC 9594-3) with the following differences:

+ The Credentials of the DirectoryBindResult allows Gnformation identifying the AE-Title of the
responding DSA to be sent to the initiating DSA. The AE-Title shall be in the form of a Digtinguished
Name.

. The saslcredentials shall not be included in the'Credentials.
11.1.4 IPSA Bind errors

Should the Bind request fail, a Bind error shall be returned: If the Bind request was either using strong authentication or
SPKM creflentials are supplied, then the Bind responder:may sign the error parameters.

The versions parameter of the dsaBindError indicates which versions are supported by the responding DEA.

The Secur|tyParameters components (see clause 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) shall be inclded if the
error is to pe signed.

A securilyError Or serviceError-shall be supplied as follows:
securijtyError inappropriateAuthentication
invalidCredentials

blockédCredentials

servigeError unavailable

11.2 [PSA*‘Unbind

The unbindingattteend of a period of tooperatiom betweem two DSAS providing the Directory service isfor the OSI
environment specified in clauses 7.6.4 and 7.6.5 of Rec. ITU-T X.519 | ISO/IEC 9594-5 and for the TCP/IP environment
in clause 9.2.2 of Rec. ITU-T X.519 | ISO/IEC 9594-5.

12 Chained operations

For each of the operations used to access the directory abstract service, there is an operation used between cooperating
DSAs in a one-to-one correspondence. The names of the operations have been chosen to reflect that correspondence by
prefixing the names of operations used between cooperating DSAs with the term "Chained".

The arguments, results and errors of the chained operations are, with one exception, formed systematically from the
arguments, results and errors of the corresponding operations in the Directory abstract service (as specified in clause 12.1).
The one exception is the Chained Abandon operation, which is syntactically equivalent to its Directory service counterpart
(specified in clause 12.2).
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121 Chained operations

A DSA, having received an operation from a DUA, having created an LDAP Transport operation resulting from a received
request from an LDAP client, or having created a Linked LDAP operation resulting from a partial result from an LDAP
server, shall construct a chained form of that operation if it is to be propagated to another DSA. A DSA, having received
a chained form of an operation, may also elect to chain it to another DSA. The DSA invoking a chained form of an
operation may sign the argument of the operation; the DSA performing the operation, if so requested, may sign the result
or error returned by the responder of the operation.

The chained form of an operation is specified using the parameterized type chained { }.

chained {OPERATION:operation} OPERATION ::= {

ARGUMENT OPTIONALLY-PROTECTED {SET {

chainedArgument ChainingArguments,

argument [0] operation.&ArgumentType } }
RESULT OPTIONALLY-PROTECTED {SET {

chainedResult ChainingResults,

rejsult [0] operation.&ResultType}}
ERRORS

{gperation. &Errors EXCEPT referral | dsaReferral}
CODE operation. &operationCode }

NOTE 1 - The operations of the Directory abstract service which may be used as the actual parameter-0f chained { | } include
the abahdoned error. The presence of this error among the set of possible errors of a chainedcoperation reflects th¢ possibility
discussdd in clause 12.2, that a chainedAbandon can be generated for a chainedModify ©peration when a linked association
fails.

NOTE 2 — The definitive specification of the DSA abstract service in Annex A applies-this parameterized type to congtruct all the
chained|operations of the abstract service.

The argument of the derived operation has the components:

d) chainedArgument — This is a value of ChainihgArguments that contains the irfformation,
supplementing the information provided in the DAP-argument. This additional information id needed in
order for the receiving DSA to handle the operatian properly. This data type is defined in clauge 10.3.

) argument — This is a value operation. &Ar¥gument and consists of the original DAP arfjument, as
specified in the appropriate clause of Rec. IFU*T X.511 | ISO/IEC 9594-3.

Should the| request succeed, the result of the derived operation has the components:

d) chainedResult-— Thisisa value of €hainingResults which contains that information, overf and above
that to be supplied in the DAP result, which may be needed by previous DSAs in a chain. This ipformation
type is defined in clause 10.4.

) result- Thisisavalue'operation.&Result and consists of the result which is being retufned by the
performer of this operatien, and which is intended to be passed back in the result to the reqyester. This
information is as specified in the appropriate clause of Rec. ITU-T X.511 | ISO/IEC 9594-3.

Should the| request fail, one of the errors of the set operation. &sErrors will be returned, except that dsarRdferral is
returned instead of referxal” The set of errors, which may be reported, is as described for the corresponding operation
in Rec. ITY-T X.511 [ASO/IEC 9594-3. The error dsaReferral is described in clause 13.2.

12.2 Chained Abandon operation

A chaineglAbandon request is used by one DSA to indicate to another that it is no longer interested in having a|previously
invoked distributed operation performed. This may be for any number of reasons, of which the following are examples:

—  the operation which led to the DSA originally chaining has itself been abandoned, or has implicitly been
aborted by the breakdown of an application-association;

— the DSA has obtained the necessary information in another way, e.g., from a faster responding DSA
involved in the parallel multi-chaining.

A DSA is never obliged to issue a chainedaAbandon request, or indeed to actually abandon an operation if requested to
do so.

If the Chained Abandon operation actually succeeds in stopping the performance of an operation, then a result will be
returned, and the subject operation will return an abandoned error. If the chainedAbandon does not succeed in stopping
the operation, then it will return an abandonFailed error itself.

A DSA may also issue an AbandonRequest to an LDAP server under the same conditions as above.

22 Rec. ITU-T X.518 (10/2019) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=aff24b6029ef53a68442c08af4bec5c2

ISO/IEC 9594-4:2020 (E)

12.3 Chained operations and protocol version

Operations which require a protocol version greater than v1 (such as the modi fyEntry operation with certain arguments)
or which return different results when used with a protocol version greater than v1 (such as modifyEntry With a signed
argument) shall only be chained on application-associations with the same or a greater version number than that used to
convey the request.

13 Chained errors

13.1 Introduction

For the most part, the same errors can be returned in the DSA abstract service which can be returned in the directory
abstract service. The exceptions are that the dsaReferral "error" is returned (see clause 13.2), instead of referral,
and the folfowing ice probiems have the same abstr i [ tifferent semanti

d) serviceError with problem invalidReference — The DSA returning this error detected fan error in
the calling DSA's knowledge as specified in the referenceType chaining argument.

) serviceError with problem loopDetected — The DSA returning this error_detected a loop in the
knowledge information in the Directory.

The precedence of the errors which may occur is as for their precedence in the directory abstract service, as specified in
Rec. ITU-T X.511 | ISO/IEC 9594-3.

If an error joccurs during a chained operation, the responding DSA may sign the error, returned.

13.2 IDSA referral

The dsaRgferral error shall be generated by a DSA when, for whatevef. reason, it does not wish to continue performing
an operatign by chaining the operation to one or more other directgbyservers. The circumstances where it mpy return a
referral arq described in clause 8.3.

dsaReferiral ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED, { “\DsaReferralData }
CODE id-errcode-dsaReferxal }
DsaReferjralData ::= SET {
referjnce [0] ContinuationReference,
contexitPrefix [1] DistinguishedName OPTIONAL,

7
ceey
COMPONENTS OF CommonResults }

The various components of DsaReferralData data type have the following meaning:

d) The reference component contains the information needed by the invoker to propagate an gppropriate
further requést, perhaps to another DSA or to an LDAP server. The ContinuationReference data type is
specified’in clause 10.11.

) TheeontextPrefix component may optionally be included if the returnCrossRefs compgnent of the
ChainingArguments for this operation had the value TRUE, and the referral is being baged upon a
subordinate or cross-reference. Otherwise, it shall be absent. The administrative authority of any DSA will
decide which Knowledge references, IT any, can De returned In this manner (the others, Tor example, may
be confidential to that DSA).

The information provided can optionally be qualified by the use of the notification component of CommonResults.
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SECTION 5 - DISTRIBUTED PROCEDURES

14 Introduction

14.1 Scope and limits

This clause specifies the procedures for distributed operation that are performed by DSAs. Each DSA individually
performs the procedures described below; the collective action of all DSAs produces the full set of services provided to

users of the Directory.

14.2 Conformance

The description of DSA procedures in this section is based on the models in clauses 8 and 9 of Rec. ITU

-T X.501 |

ISO/IEC 9594-2 and clauses 7 and 8 of this Directory Specification. The flow charts and their correspand
descriptiorjs are one of the means of mapping a given set of external (DAP, LDAP and/or DSP) inputs tola| DS
or more ekternal outputs (i.e., a result, error, referral, chained requests or LDAP request) produced’ by
depending(on the particular DSA information tree held by that DSA.

ng textual
A into one
that DSA,

It is probaple that the Directory will be distributed across DSAs implemented according to différent editiops of these

Directory $pecifications. The DUA or LDAP client initiating the request will be unaware asjto’which edition t
DSA:s satigfying the DUA's or LDAP client's request will have been implemented. Thergfareto allow operatio
heterogendous environment, a DSA shall be implemented according to the rules of gxtersibility defined in c
Rec. ITU-T X.519 | ISO/IEC 9594-5.

A DSA implementation shall be functionally equivalent to the external behavioUr specified by the procedure
here. The plgorithms used by a particular DSA implementation to derive-the correct output(s) from the gi
and DSA ipformation tree held are not standardized.

NOTE + The flowcharts which accompany the procedures are intended-te_be used as aids towards understanding the

They arg not to be considered as being a precise alternative to the.textual descriptions. Where there is a disparity
textual dlescription and the flowchart for a particular procedure, it is\intended that the textual description take precede

14.2.1 Interaction involving a DSA based on Rec. CCITT X.5** (1988) | ISO/IEC 9594-*:1990

If the modjfy operations evaluate across DSA boundaries (i.e., addEntry with TargetSystem, Remove of
context préfix), then this Directory Specification only specifies how two DSAs when implemented accordin
ITU-T X.5** (1993) | ISO/IEC 9594-*:1995 or_later edition shall behave. The interaction between two DSA
Rec. CCITT X.5** (1988) | ISO/IEC 9594-*:1990, or between a DSA based on Rec. CCITT X.5** (1988)
9594-*:1990 and a DSA based on Rec. ITU-TX.5** (1993) | ISO/IEC 9594-*:1995 or a later edition, is outsid
of these Directory Specifications. When mixed edition DSAs have a hierarchical operational binding, knowleg
other's edifion may allow a consistent error to be given to the user.

14.3 Conceptual model

The complexity of the Directory's distributed operation gives rise to a need for conceptual modelling using bot
and pictorfal descriptive-techniques. However, neither the narrative nor the diagrams should be construed 3
descriptior of distributed directory operation.

144 ndividual and cooperative operation of DSAs

he DSA or
ninsuch a
ause 12 of

described
ven inputs

procedures.
between the
ce.

Rename a
hly to Rec.
S based on
| ISO/IEC
e the scope
ge of each

h narrative
s a formal

The model views DSA operation from two separate perspectives, which, taken together, provide a complete, operational

picture of the Directory.

a) DSA-centred perspective — In this perspective, the set of procedures that support the Directory is
described from the viewpoint of a single DSA. This makes it possible to provide a definitive specification

of each procedure and to fully account for their interrelationships and overall control structure.
to 22 describe the DSA procedures from a DSA-centred perspective.

b) operation-centred perspective — The DSA-centred view provides complete detail but makes
to understand the structure of individual operations, which may undergo processing by multi
Consequently, clause 15 adopts a primarily operation-centred view to introduce the process
applicable to each.

Clauses 16

it difficult
ple DSAs.
ing phases
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To support the distributed operation of the Directory, each DSA shall perform actions needed to realize the intent of each
operation and additional actions needed to distribute that realization across multiple DSAs. Clause 15 explores the
distinction between these two kinds of actions. In clauses 16 to 22, both kinds of actions are specified in detail.

145 Cooperative agreements between DSAS

All DSAs which are in a subordinate/superior relationship due to the naming contexts that they hold have hierarchical
and/or non-specific hierarchical operational bindings between them, depending upon the types of knowledge reference
held by those DSAs.

Hierarchical and non-specific hierarchical operational bindings between DSAs may be administered using the procedures
of clauses 24 and 25, or by off-line means.

A DSA holding entries which are within the administrative area of its superior DSA shall administer the subschema, shall
follow the governing-search-rule (if any) and shall control access to the entries, as required by the administrative authority.
The regulafion of entries within an administrative area may be performed as defined in Rec. ITU-T X501 [TSOJIEC 9594-
2 or may be performed by local mechanisms.

15 Distributed Directory behaviour

15.1 Cooperative fulfilment of operations

Each DSAlis equipped with procedures capable of completely fulfilling all directory 6perations. In the case that a DSA
contains the entire DIB, all operations are completely carried out within that DSA. In the case that the DIB is fistributed
across a distributed directory, the completion of a typical operation is fragmented, with just a portion of thal operation
carried ouf in each of potentially many cooperating directory servers.

In the distfibuted environment, the typical DSA sees each operation as'd transitory event: the operation is inyoked by a
DUA, an UDAP client or some other DSA, the DSA carries out processing on the object and then directs it toward another
directory sprver for further processing.

An alternative view considers the total processing experienced by an operation during its fulfilment by possible multiple,
cooperating directory servers. This perspective reveals theccommon processing phases that apply to all operat{ons.

15.2 Phases of operation processing

Every direftory operation may be thought of as(comprising three distinct phases:

d) the Name Resolution phase ift'which the name of the object on whose entry a particular operatjon is to be
performed is used to locate.the DSA or LDAP server that holds the entry;

) the Evaluation phase” in which the operation specified by a particular directory request (e.n., a Read
operation) is actualty performed,;

q) the Results Mérging phase in which the results of a specified operation are returned to the requesting DUA
or LDAP client. If a chaining mode of interaction was chosen, the Results Merging phase may involve
several<DSAs, each of which chained the original request or subrequest (as defined in clauge 15.3.1 —
Request decomposition) to other DSAs and LDAP servers during either or both of the precedirjg phases.

In the casq of 4 Read, Compare, List, Search, Modify Entry, Modify DN, Remove Entry, LDAP Transport|or Linked
LDAP operation, name resolution takes place on the object name provided in the argument of the operation. |n the case
of an Add—Entry operatiom, Trame Tesotution's target emry 15— the—immediatety superior entry of tiatprovided in the
argument of the operation — it can be easily derived by removing the final RDN from the name provided in the operation
argument. (This is done via local argument m in the FindDSE procedure of clause 18.3.1.)

An operation on a particular entry may initially be directed at any DSA in a distributed directory. That DSA uses its
knowledge, possibly in conjunction with other Directory servers, to process the operation through the three phases.

15.2.1  Name Resolution phase

Name Resolution is the process of sequentially matching each RDN in a purported Name to an arc (or vertex) of the DIT,
beginning logically at the Root and progressing downwards in the DIT. However, because the DIT is distributed among
arbitrarily many Directory servers, each DSA may only be able to perform a fraction of the Name Resolution process.
A given DSA performs its part of the Name Resolution process by traversing its local DSA information tree. This process
is described in clause 18 and the accompanying diagrams (see Figures 9 to 12). Based on its local DSA information tree,
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and the knowledge information contained therein, a DSA is able to infer whether the resolution can be continued by one
or more other DSAS/LDAP servers, or whether the name is erroneous.

NOTE — Name Resolution within an LDAP server is outside the scope of this Directory Specification.

The Name Resolution phase is constrained to work within a DSA information tree if the manageDSAIT service control
option is set.

15.2.2  Evaluation phase
When the Name Resolution phase has completed, the actual operation required (e.g., Read or Search) is performed.

Operations that involve a single entry interrogation — Read, Search with subset set to baseObject and Compare — may
be carried out entirely within the DSA or LDAP server in which the entry is located.

Operations that involve multiple entries interrogation — List, Search and an LDAP search carried by an LDAP Transport
operation — need to locate subordinates of the target, which may or may not reside in the same DSA. If they do not all
reside in the same DSA, operations need to be directed to the DSAs specified in the subordinate, non-specifig.slibordinate,
supplier, of master references (as appropriate) and/or LDAP servers specified in subordinate, non-specifi¢ subprdinate or
cross refergnces to complete the evaluation process.

The Evalugtion phase is constrained to work within a DSA information tree if the manageDSALT service corjtrol option
is set. Likgwise, if the evaluation phase starts within a service-specific administrative area, the'evaluation is ¢onstrained
to that adnjinistrative area.

15.2.3  Results Merging phase
The Resulfs Merging phase is entered once some of the results of the Evaluation phase are available.

In those cdses where the operation affected only a single entry, the result of the-operation can simply be retufned to the
requesting|DUA or LDAP client. In those cases where the operation has affeeted multiple entries on multipl¢ Directory
servers, regults can be combined. If signing is performed on the results.of an operation initiated by a DUA, [the results
shall not bg combined. The results should be returned to the DUA without performing merging.

The permigsible responses returned to a requester after results merging include:
d) acomplete result of the operation;

) a result which is not complete because some parts of the DIT remain unexplored (applies to Llist, Search
and LDAP search only). Such a partialiresult may include continuation references for those parts of the
DIT not explored;

@) anerror (a referral being a specidl case); and
d) if the requester was a DSA, @\ChainingResults value.

15.3 IManaging Distributed Operations

Informatioh is included in the argument of each operation which a DSA may be asked to perform indicating the progress
of each operation as it traverses various DSAs of the Directory. This makes it possible for each DSA to perform the
appropriatg aspect of thesprecessing required, and to record the completion of that aspect before directing th¢ operation
outward toward furtherdirectory servers.

Additional| procedures are included in the DSA to physically distribute the operations and support other nepds arising
from their distribution.

15.3.1 Requestdecomposition

Request decomposition is a process performed internally by a DSA prior to communication with one or more other
directory servers. A request is decomposed into several subrequests such that each of the latter accomplishes a part of the
original task. Request decomposition can be used, for example, in the search operation, after the base object has been
found. After decomposition, each of the subrequests may then be uni-chained or multi-chained to other directory servers,
to continue the task.

The argument of a chained request (see clause 12.1) or subrequest shall be the unmodified operation argument of the
original DAP operation. A DSA receiving a chained request shall not change argument of the DAP request when doing
request decomposition.

NOTE — The following subclauses specify this requirement for individual components of argument. This should not be interpreted
to mean that the component not explicitly mentioned can be changed.
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15.3.2 DSA as Request Responder

A DSA that receives a request can check the progress of that request as follows:

— if the request is received from a DUA then using the operationProgress component of the
CommonArguments Value, or its default value;

—  if the request is received from an LDAP client then assume that Name Resolution has not started; or

— if the request is received from a DSA then using the operationProgress component of the
ChainingArguments Vvalue, or its default value.

This will determine whether the operation is still in the Name Resolution phase or has reached the evaluation phase, and
what portion of the operation the DSA should attempt to satisfy. If the DSA cannot fully satisfy the request, it shall either
pass (by uni-chaining or multi-chaining) the operation on to one or more Directory servers which can help to fulfil the
request, or return a referral to another DSA or LDAP server, or terminate the request with an error.

15.3.3 Completion of operations

Each DSA| that has initiated an operation or propagated an operation to one or more other Directory servers|shall keep
track of that operation's existence until each of the other Directory servers has returned a result or erraor, or the pperation's
maximum [time limit has expired. This requirement applies to all operations, propagation modes and process|ng phases,
except whgn an LDAP abandon request has been sent to an LDAP server (see clause 20.6.5). It enstires the ordgrly closing
down of distributed operations that have propagated out into the Directory.

154 Loop handling

The DIT may be in a state that can cause looping. As an example, looping cah_occur during name resolufion where
dereferencjng one or more aliases brings the resolution back to the same branch-/of the DIT. Another potentifl cause of
looping is through misconfigured knowledge references.

Within the|context of a particular directory operation, a loop occurs if atany time the operation returns to a preyious state,
where stat¢ is defined by the following components:

4+ the name of the DSA currently processing the operation;
+  the name of the targetObject as containedithin the ChainingArguments value of the ogeration;

+  the operationProgress as contained within the ChainingArguments value of the operation and as
defined in clause 10.5.

This does hot mean that an operation cannot be-processed multiple times by a particular DSA. However, it does mean
that the DA will not process the same operatiorn in the same state multiple times.

Looping islcontrolled using the TraceInformation value of the ChainingArguments Vvalue as defined in dlause 10.6,
which recqrds the sequence of states a-particular operation has gone through. Two strategies are defined to| determine
whether lopping has occurred, or_is\about to occur. These are loop detection and loop avoidance, and they ar¢ described
in clauses 15.4.1 and 15.4.2, respectively.

Loop detegtion is mandatory and loop avoidance is optional.

NOTE {+ An LDAP server cannot perform loop detection. Loop detection has to be performed by the DSA acting as LDAP
requestdr. Detection of a loop may be delayed if more than one LDAP requester is forwarding requests to the same LDAP server
for the Jame operation.

15.4.1  lLoop detection

On receipt of a directory operation, a DSA shall initially validate the operation to ensure that it can be progressed. An
important task of validation is to check for loops, by determining whether the current state of the operation appears in the
sequence of previous states recorded in the TraceInformation value for that operation. This step of loop checking is
loop detection.

15.4.2 Loop avoidance

Loop avoidance requires that a DSA, immediately prior to forwarding an operation to another DSA as part of a chaining
procedure, determines whether the consequential state of the operation (which is the TraceItem value that the receiving
DSA will add to the TraceInformation value when it receives it) appears on the sequence of previous states recorded
in the traceInformation argument for the original incoming operation.
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In the case where referrals are received or acted upon, loop avoidance and loop detection cannot be achieved purely by
examining traceInformation. In this case, each time a DSA acts on a referral, it needs to store the consequential state
of the operation (i.e., the TraceItem value that the receiving DSA is going to add when it receives the request) along
with a record of the incoming request. Before acting on or returning a referral, a DSA needs to check through this list, in
order to check that an identical request has not been previously sent whilst trying to service the incoming operation.

155 Other considerations for distributed operation

15.5.1  Service controls

Some service controls need special consideration in the distributed environment in order that the operation is processed
the way that was requested.

a) chainingProhibited— A DSA consults this service control when determining the mode of propagation
of an operation. If it is set, then the DSA shall always use referral mode. If, however, it is not set, the DSA
can choose whether to use chaining or referral depending on its capabilities.

) timeLimit— A DSA shall take account of this service control to ensure that the time limit.isngt exceeded
in that DSA. A DSA requested to perform an operation by a DUA, initially heeds the HimeLimit
expressed by the DUA as the available elapsed time in seconds for completion of the opération. If chaining
is required, the timeLimit is included in the chaining arguments to be passed te the next DSA(s). In this
case, the same value of the limit is used for each chained request, and is the~(UTC) time by which the
operation shall complete to meet the originally specified constraint. On rec€iving ChainingArguments
with a timeLimit specified, the receiving DSA respects this limit.

q) sizeLimit — A DSA shall take account of this service contretfor List, Search and LDAP Search
operations to ensure that the list of results does not exceed the size,specified. The limit, as inclfided in the
common argument of the original request, is conveyed unchanged as the request is chained] If request
decomposition is required, the same value is included in,thé.argument to be passed to the nexf DSA, the
full limit is used for each subrequest. When the results arereturned, the requester DSA resolves the multiple
results and applies the limit to the total to ensure thap only the requested number is returned. Jf the limit
had been exceeded, this is indicated in the reply.

d) priority — In all modes of propagation, each~DSA is responsible for ensuring that the prgcessing of
operations is ordered so as to support this service control, if present.

qd) localscope — The operation is limited:to a locally defined scope and each DSA shall not prgpagate the
request outside of this.

f) scopeOfReferral — If the DSAYyeturns a referral or partial result to a List or Search operatign, then the
embedded continuation references shall be within the requested scope.

All other service controls need to be respected, but their use does not require any special consideration in the distributed
environmept.

15.5.2  [Kxtensions

If a DSA epcounters an extended operation in the Name Resolution phase of processing and determines that thg operation
should be ¢hained to one'ar more DSAS, it shall include unchanged in the chained operation any extensions pfesent.

NOTE 4 An administrative authority may determine that it is appropriate to return a serviceError with problem
unwilllingToPerform if it does not wish to propagate an extension.

If a DSA epcounters an extension it does not support in the evaluation phase of processing, two possibilities may arise. If
the extenster-s-ret-eritical—the-DSA—shal-ignrore—the-extension—Hthe—extenston—is—eritical—the-BSA—shkall return a
serviceError With problem unavailableCriticalExtension. A critical extension to a multiple object operation
may result in both results and service errors of this variety. A DSA merging such results and errors shall discard these
service errors and employ the unavailableCriticalExtension component of PartialOutcomeQualifier as
described in Rec. ITU-T X.511 | ISO/IEC 9594-3.

If an LDAP requester is about to chain a request initiated by a DUA to an LDAP server and it does not have knowledge
of an LDAP control corresponding to each critical extension, it shall return an unavailableCriticalExtensions as
specified above. However, if this is not the case and there are no other reasons for not chaining the request, it shall in the
chained request add all known LDAP controls corresponding to the extensions signalled in the received request.
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15.5.3  Alias dereferencing

Alias dereferencing is the process of creating a new target object name, by replacing the alias entry distinguished name
part of the original target object name with the AliasedEntryName attribute value from the alias entry. The object
name in the operation shall not be affected by alias dereferencing.

1554  Paged results

When a DUA includes the PagedResultsRequest in the search or 1ist request (see clause 7.9 of Rec. ITU-T X.511
| ISO/IEC 9594-3), the paging may be performed by the bound DSA, or it can be performed by the DSA that holds the
baseObject/object entry of the search or 1ist request (possible after one or more alias dereferencings), also called
the initial performer. If the paging is performed by the bound DSA, which could also be the initial performer, the paging
is called bound-DSA paged results. If the paging is performed by the initial performer, and the initial performer is different
from the bound DSA, then the paging is called DSP paged results.

A DSA thatsupports DSP paged results shall:

+  support DSA-bound paged results;

+  support DSP paged results as bound DSA,

+  support DSP paged results as an initial performer; and

+  support the entryCount subcomponent of the PartialOutcomeQualifier!
When a bound DSA receives a search 0r 1ist request with the PagedrResultsRequest included, and the Jound DSA
is not the ipitial performer for that request, then the bound DSA may elect to include‘the-dspPaging compgnent in the
ChainingArguments Vvalue. The initial performer may elect to do DSP paged results. This is signalled to|the bound

DSA by including a queryReference in the PartialOutcomeQualifier. Fhis/is the queryReference feturned to
the DUA tp be used for retrieval of the next page.

If the initipl performer either does not support DSP paged results or ghooses not to perform it, the bound|DSA may
perform ngrmal bound-DSA paging.

A DSA that is a performer, but is not the initial performer, shall ignore a possible dspPaging compofent in the
ChainingArguments value, and it shall honour the sizeLimat'service control if present.

15.5.5 Handling requests from LDAP client
When an UDAP client sends a request into a boundary;DSA, the request is formatted according to IETF RFC #1511. How
the request is handled by the boundary DSA depends on the initial destination of the request:

d) If the bound DSA and/or the LDAP servers for which the bound DSA is an LDAP responder cqmplete the
operation, then the procedure:is outside the scope of this Directory specification.

B) If the request is initially handled as in a) but it becomes necessary to chain one or more subfequests to
other DSAs, then such subrequests shall be chained wrapped as LDAP Transport operations.

@) If the original request is chained to another DSA, it shall be chained wrapped as an LDAH Transport
operation.

15.6 Authentication of Distributed operations

Users of the Directory together with the administrative authorities that provide directory services may, at their|discretion,
require thag directory operations be authenticated. For any particular directory operation, the nature of the authentication
process will'depend upon the security policy in force.

Two sets of authentication procedures are available which collectively enable a range of authentication requirements to
be met. One set of procedures are those provided by the Bind operation: these facilitate authentication between two
directory application-entities for the purposes of establishing an application-association. The Bind procedures
accommodate a range of authentication exchanges from a simple exchange of identities to strong authentication.

In addition to the peer entity authentication of an association as provided by the Bind operation, additional procedures are
defined within the directory to enable individual operations to be authenticated. Two distinct sets of directory
authentication procedures are defined. One facilitates requester authentication services, which address the authentication,
by a DSA, of the requester of the original service request. The second set facilitates results authentication services which
address the authentication, by a requester, of any results that are returned.
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For requester authentication, two procedures are defined, one based upon a simple exchange of identities, termed identity
based authentication, and one based upon digital signature techniques, termed signature based authentication. The former
of these procedures is rudimentary in nature since the identity exchange is based upon the exchange of distinguished

names which are transmitted in the clear.

For authentication of results a single results authentication procedure is defined, based upon digital signature techniques;

due to the generally complex nature of results collation, a simpler, identity-based procedure is not defined.

Authentication of error responses may be supported by these procedures.

The services described below are to be considered as augmenting those provided by the Bind service; Bind procedures

are assumed to have been effected successfully prior to authentication of directory operations.

The procedures to be effected by a DSA in providing requester and results authentication are specified in clau

se 22.

16 he Operation Dispatcher

The Operation Dispatcher is the main controlling procedure in a DSA. It guides each operation through.the th
of processing a request. The Operation Dispatcher therefore makes use of a set of procedures to fully process
as shown ip Figure 6.

16.1 eneral concepts

16.1.1 rocedures

Each of th¢ procedures employed by the Operation Dispatcher consists of a definition of its conceptual interfal
of its parameters, i.e., arguments, results and errors, and a description of the procedure steps themselves. The
of the progedures is described by flowcharts and text. Within a flow chart, the‘used symbols have the semantig
Figure 7.

16.1.2  Wse of common data structures
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All procedures make use of some data structures that are *available during the processing of an operation within

the Operatjon Dispatcher. These data structures serve to cogdrdinate the data flow within the Operation Dispat
of these stijuctures are directly associated with the argument of the operation and the result to be created for the
Componerfts of the argument and result are referred™to using their names within the associated ASN.1
(e.g., the operationProgress component of thévchaining arguments). If any of these structures is a
structure, | a component of this structure may be referred to as compound.c
(e.g., opegationProgress.nameResolutionPhase).

cher. Most
operation.
definition
compound
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Figure 6 — Operation Dispatcher
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Figure 7 — Symbols used in flow charts

The following data structures are defined within the Operation Dispatcher:

. NRcontinuationList — A list of continuation references created for use in the Name Resolution Cpntinuation
Reference procedure.

+  SRcontinuationList — A list of continuation references created for,usein the List or Search Cpntinuation
Reference procedure.

+ admPoints — A list of references to DSEs of type administrative point that is collected dufing Name
Resolution.

+  referralRequests — A list of the requests or subrequests.which have been chained as a result of executing
referrals. Each such request/subrequest is summarisethin the form of a TraceItem. This list is {ised by the
Loop Avoidance procedure of clause 15.4.2.

+  emptyHierarchySelect — A Boolean type variable that can be set in the Hierarchy Selection progedure. The
variable is assumed to be reset when entering Hierarchy Selection procedure the first time durirjg a Search
operation.

Furthermofe, a procedure may use a set of locally-defined variables.

16.1.3  Krrors

At each stdge of the processing, an errar may be detected during the execution of any sub-procedure. The errof identified
within thig sub-procedure is normally Tteturned to the requester as a corresponding protocol error. In thi case, the
Operation Pispatcher is terminated\immediately. In the case that multiple errors are received, one shall be selpcted to be
returned (see clause 13.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3).

Alternativgly, a proceduretmay choose to process errors (e.g., if a serviceError with problem busy is refurned to a
chained sdarch subrequest) at certain points of operation processing. In this case, the procedure continugs with its
execution @nd no errfonis returned to the requester.

The conditions(under which a DSA may sign the errors returned are specified in clause 13 of Rec. ITU}T X.511 |
ISO/IEC 9p94<3.

16.1.4  Asynchronous events

During the processing of an operation request within the Operation Dispatcher, several asynchronous events may occur.
The following subclauses specify how to handle an exceeded time limit or size limit or administrative limit, a loss of
association and an abandon request for an operation that is being processed. The handling of all other asynchronous
events, e.g., local policy decisions, etc., is outside the scope of this Directory Specification.

16.1.4.1 Time limit

A timeLimit, as specified in the CommonArguments value, can expire at any point in time during the operation. In this
case, normally a serviceError with problem timeLimitExceeded is returned to the requesting DUA or DSA and the
Operation Dispatcher is terminated. If the requester is an LDAP client, the bound DSA shall convert the error to a
timeLimitExceeded LDAP result code. Alternatively, a procedure may choose to handle this event in a different way
(e.9., during processing of a search request).
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If a DSA receives a request from another DSA with the time limit exceeded, it shall send a serviceError with problem
timeLimitExceeded Without any further processing of the request.

If a DSA has outstanding (sub)requests, when the timeLimit expires, and there are no results available, it shall return a
serviceError With problem timeLimitExceeded to the requester.

If the request was not an 1dapTransport request, and if a DSA has outstanding subrequests, when the timeLimit
expires, and there are results available, it shall return a result to the requester with the following contents:

a) all the collected results, up to the timeLimit expiring;

b) the 1imitProblem subcomponent of the partialOutcomeQualifier component shall be set to
timelLimitExceeded; and

c) the unexplored subcomponent of the partialOutcomeQualifier component shall contain a
continuation reference value for each set of directory servers to which subrequests were sent but the result
of which is not included in the result to the requester in addition to continuation references to DSAS to

which this DSA did not attempt to send subrequests.

If the requgst was an 1dapTransport request, and if a DSA has outstanding subrequests, when the timeLimf t expires:

Q)

) if there are retained results, these results shall be returned in a 1inkedLDAP request;

) if the embedded LDAP request in the 1dapTransport request was a SearchRequest, thep return an
SearchResultDone With resultCode equal t0 timeLimitExceeded embedded in an
ldapTransport result;

q) if the embedded LDAP request in the 1dapTransport request was 110t.d SearchRequest, then return a
result for the type operation with resultCode set t0 timeLimitExceeded embedfled in an
ldapTransport result.

16.1.4.2 1L oss of an application-association

If the appl|cation-association to the requester is lost, the possibility-ofweturning results is lost. The DSA may]optionally
for each dutstanding interrogation (sub)request to DSAs send.a chainedAbandon request, unless the application-
association] to the DSA in question has also been lost. All replies to such chainedabandon requests and alll replies to
outstanding (sub)requests shall be discarded. In the case of DSP paged results, the bound DSA should cancel qutstanding
paged results by generating a new paged result reguest by taking the abandonQuery alternatije of the
PagedResjultsRequest value. The DSA may also forieach outstanding interrogation (sub)request to LDAP sgrvers send
an LDAP AbandonRequest and all results to outstanding (sub)requests shall be discarded.

If the appljcation-association to one of the outstanding chained subrequests is lost and the application-assocjation with
the requester is not lost, the DSA may, for interrogation operations only, optionally try any alternative referencq to another
directory sprver of the same type that is-able’'to process the chained request (e.g., a reference to a shadow DSA, after loss
of the assogiation to the master DSA). fthis does not succeed, the DSA shall act as follows:

1) If operationProgress.nameResolution iS Set t0 notStarted Or proceeding, return eialheri

— if the reply;is to be returned to a DUA (or DSA), a serviceError With problem unavalilable to
the requester or a referral error whose continuation reference contains the set of directory gervers that
are‘able to continue the operation.

— ~Jfthe reply is to be returned to an LDAP client, an LDAP result with resultCodp equal to
unavailable Or With resultCode Set to referral and with referrals (URIS) to the set qf directory
servers that are able to continue the operation.

[T non-specific subordinate references are used aduring the Name Resolution phase and not all the
application-associations in question are lost, optionally attempt to do the name resolution without the
directory servers to which the associations are lost. If this fails:

— if the reply is to be returned to a DUA (or DSA), return either a serviceError with problem
unavailable, Or a referral error containing the complete set of NSSRs.

— if the reply is to be returned to an LDAP client, return either an LDAP result with resultCode set
t0 unavailable Or With resultCode equal to referral and with referrals (URIS) corresponding
to the complete set of NSSRs.

If the DSA wusing local knowledge knows, possibly reflected in the appropriate
MasterOrShadowAccessPoint Value, that chaining is required to a DSA to which an application-
association is lost, it shall elect to send a serviceError with problem unavailable. The
notification component of the CommonResults data type may be included and shall then contain:
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— adsAProblem notification attribute with the value id-pr-targetDsaUnavailable; and
— adistinguishedName attribute having as value the distinguished name of the DSA.

2) If operationProgress.nameResolution i$ Set t0 completed and the request is a single object
operation:

— if the reply is to be returned to a DUA (or DSA), return a serviceError with problem
unavailable t0 the requester.

— if the reply is to be returned to an LDAP client, return an LDAP result with resultCode set to
unavailable.

3) If operationProgress.nameResolution is Set t0 completed and the request is a multiple entry
interrogation operation, the DSA  shall add a  continuation reference  to
partialOutcomeQualifier.unexplored Of the operation result, with AccessPointInformation
identifying the set of directory servers that are able to continue the operation, including directory servers
to which application-associations have been Tost.

16.1.4.3 Abandoning the operation

During thg processing of an operation, an abandon request can be received for this operation. In\this case,|during the
processing|of the abandon request, the Abandon procedure is called for the operation to be abandoned.

16.1.4.4 Administrative Limits

There may|be limits imposed by the local directory server administrator or by the dirgctory server implementtion itself,
e.g., the amount of time to spend on processing a request, or the maximum size of-data to be returned, etc. If ahy of these
limits is eXceeded, a DSA shall:
+ if the reply is to be returned to a DUA (or DSA), return either a serviceError with problem
administrativeLimitExceeded Or a partial result (takenfrom the set of already collected rgsults) with
limitProblem Set t0 administrativeLimitExceéded,

+ if the reply is to be returned to an LDAP client, return possible retained results collected |before the
administrative limit was exceeded and LDAP result with resultCode set t0 adminLimitExdeeded.

If the reply is to be returned to a DUA (or DSA), additiopal-information may be returned by a DSA in a dSpProblem
notification attribute as follows:
d) if the limit is imposed by the administrator, the dsaproblem notification attribute shall tak¢ the value

id-pr-administratorImposedLimit;
NOTE — This does not imply that an implementation is required to have customization capabilities for an afiministrator
to implant administrative limits.

B) if the limit caused by anlimplementation restriction and the problem is perceived to be of permarjent nature,
the dsapProblem notification attribute shall take the value id-pr-permanentRestriction;

q) if the limit caused by an implementation restriction and the problem is perceived to be of altemporary
nature, e.g., (temporary congestion, the dsaProblem notification attribute shall take [the value
id-pr-temporaryRestriction.

16.1.4.5 $ize limit

A size limit, as Specified in commonArguments, can be exceeded at any point in time during processing of a List, Search
or LDAP $earch operation. In this case, a partial result (taken from the set of already collected results) shall
to the requ N TimitProblem sizelLimitExceeded. it unexplore
for returning Continuation References of unaccessed directory servers.

If it is a DAP Search operation and the entryCount search control option is set, the DSA shall make a best estimate on
how many entries would potentially have been returned had there been no size limit by taking into account access control
but not hierarchical selections, and then return that figure in the entryCount component of the
PartialOutcomeQualifier USINg the bestEstimate alternative if there are N0 unaccessed directory servers,
otherwise, it shall make the 1owEstimate alternative.

Operation Dispatcher is then terminated.
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16.2 Procedures of the Operation Dispatcher

The procedure that is performed by the Operation Dispatcher for processing each received request (over DAP, LDAP or
DSP) is defined by the following steps. Due to alias dereferencing, this procedure may also call itself (a local request), in
which case a local reply (rather than a DAP or DSP reply) is returned.

1
2)
3)

3)

Validate several aspects of the operation arguments (Request Validation procedures). If an error is
encountered during validation, return this error locally or over a DAP/DSP.

If the request received was a DAP abandon request, call the DAP/DSP Abandon procedure and return a
reply afterwards.

If the request received was an 1dapTransport request with an embedded AbandonRequest, call the
LDAP abandon procedure.

Resolve the name of the target object by executing the Find DSE procedure (which includes the Target
Found and Target Not Found sub-procedures). If the requested entry was found and is suitable (according

L0
~

T
~

fo the seffing of the service controls, chaining arguments and Tocal policy decisions), continge with the
Evaluation Phase at step 6). If during Name Resolution an error was encountered, it is returried- | f the entry
was found not to be suitable, continue at step 4).

The Name Resolution Continuation Reference procedure is called to process the\list of Continuation
References as stored in the NRcontinuationList. In order to process these Continuatien Referencgs, chained
requests may be issued to other DSAs (if service controls and local policy decision allow it).

In case of an error, this error is directly returned either locally or via a DAP/DSP. If the chained request
generated a result, then continue with step 5).

The Results Merging procedure is called to merge the local resultswith the received Chained [Results. If
the Chained Results contain embedded Continuation References;these may first be resolved if the service
controls and local policy allow or require it.

This may cause additional Chained Requests to be issted(whose Chained Results may also contain
embedded Continuation References).

The merged results are returned to the caller, and processing of the request ceases.

If protection is performed on the results, the merging of results shall not be performed.
If the operation is a modification operationycontinue at step 7).

If the operation is a single entry interrogation operation, continue at step 8).

If the operation is a multiple entry interrogation operation, continue at step 9).

When carrying out a modification/procedure, Operational Bindings may need to be established, modified
or terminated, or shadows may-need to be updated as a consequence of performing the operation. Whether
these are done synchroneusly or asynchronously with the performance of the original operatign depends
on the respective modifieation operations (and on local policy). A local or a DAP/LDAP/DSP result or
error is returned to_the caller.

The result of a.single entry interrogation operation is directly returned to the caller as a local or 3 DAP/DSP
result.

If the operation is a multiple entry interrogation operation, then check the nameResolutionPHase 0f the
operation. If it is not completed, then call the List(l) or Search(l) procedure, otherwise, call the List(11) or
Search(l1) procedure, respectively.

The outcome of a call to the List(11) procedure (result or error) and the outcome of a call to[the List(l)

orocedure (in case-that the gutcome is-an nrrnr) can Hirnntly be returned to the caller (ac allocal or a

11)

i \
DAP/DSP result).

If the procedure called was the List(l) procedure, the result might contain Continuation References that
have to be dereferenced (depending on service controls and local policy). This may result in chained List
operations being sent off to the respective DSAs. To merge the results continue at step 5) with the call to
the Results Merging procedure.

If the operation was a Search operation, any Continuation References are resolved by the Search
Continuation Reference procedure (if required and allowed). This may cause chainedSearch requests to
be sent off to the respective DSAs and/or LDAP searchRequest t0 be sent to the respective adjacent
LDAP servers. The Results Merging procedure [see step 5)] is called to merge the search results and
possibly to dereference contained Continuation References, if any.
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16.3 Overview of procedures

This clause gives an overview of the basic functionality of the procedures employed by the Operation Dispatcher which
are defined in clauses 17 to 22.

16.3.1 Request Validation procedure

This procedure, described in clause 17, is called to perform loop checking, limit checking, and security checking prior to
performing local name resolution. This procedure also provides default settings for those parameters of the
ChainingArguments that are not provided by the DAP in the case that the request came from a DUA. Furthermore, this
procedure singles out any abandon request and notifies this to Operation Dispatcher.

16.3.2  Abandon procedures

The DAP/DSP abandon procedure, described in clause 20.5.1, tries to find the operation that is to be abandoned and
terminate it. If there are any outstanding subrequests, Chained Abandon operations may be sent after them. The procedure
either retufns an empty result to the caller, or an error indication (e.g., abandonError With problem tooLatIe).

The LDAH abandon request, described in clause 20.5.2, forwards the abandon to the appropriate LDAP-Sesver and returns
an empty 1dapTransport result.

16.3.3  Kind DSE procedure

This procefure, described in clauses 18.2 and 18.3, matches the components of the name 6f the target object jagainst the
locally hel§l DSEs to resolve the target object name. If an alias DSE is encountered, the alias is dereferenced (if|permitted)
and the prqcedure is restarted to resolve the new name.

If the targgt was not found, the procedure is continued at the Target Not Found sul=procedure. If the target waq found, the
procedure js continued at the Target Found sub-procedure.

NOTE + Target Not Found and Target Found are continuations of the Find DSE procedure.

The proceflure may result in various errors, in which case, the associated protocol DAP error or LDAP fesult with
associated [resultCode is returned to the requester and the Operation Dispatcher is terminated.

16.3.3.1 Target Not Found sub-procedure

This proceflure, described in clause 18.3.2, performs an évaluation of the located intermediate DSEs and creaes a set of
Continuatipn References in NRcontinuationList, based-on the set of knowledge references that have been dete¢ted during
the Find D$E procedure. This set of references is thenfdrther processed within the Name Resolution Continuatiofh Reference
procedure.

The proceflure may result in various errofsy-in which case the associated DAP error or LDAP result with|associated
resultCdde is returned to the requesterand the Operation Dispatcher is terminated.

16.3.3.2 Target Found sub-procedure

This procefure, defined in claise’18.3.3, checks if the found DSE is suitable for the requested operation, i.e.,|in the case
where it is phadowed information. This may include checking the suitability of the whole subtree of shadowed ipformation
below the tfarget object ifi:the case of a multiple object operation (e.g., subtree search).

If the lofated entry 'is suitable, the appropriate operation evaluation procedure is invoked. Otlerwise, a
ContinuationReference pointing to the supplier (or master) of the information is created in NRcontinuatjonL.ist and
the Name Resglution Continuation Reference procedure is invoked.

16.3.4  Single entry interrogation procedure

This procedure, described in clause 19.2, is invoked to actually execute those operations that only affect a single entry,
i.e., Read and Compare operations. After completion, a reply (result or error) created by the procedure is returned to the
requesting DSA/DUA/LDAP client.

16.3.5 Modification procedures

These procedures, described in clause 19.1, are executed to process the modification operations, i.e., Add Entry, Remove
Entry, Modify Entry, Modify DN, Change Password and Administer Password. This is done by executing a specific sub-
procedure defined for each of these operations. During (or after) these sub-procedures, DOP and DISP requests may be
issued to other DSAs. After successful completion, a result (created by the sub-procedures) is returned to the requesting
DSA/DUA/LDAP client.
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16.3.6  Multiple entry interrogation procedures

These procedures, described in clause 19.3, are executed to process operations that affect multiple entries which may or
may not be located in the same DSA or LDAP server. This is done by executing specific sub-procedures defined for each
of the Search and List operations to accomplish request decomposition. These procedures create a local result of the
operation evaluation and optionally a set of continuation references in SRcontinuationList. If SRcontinuationList is empty
at the end of this procedure, the created result is directly returned to the requesting DSA/DUA/LDAP client.

If it is a DAP Search operation, if the result is empty and if the variable emptyHierarchySelect is set, then return in the
notification component of the PartialOutcomeQualifier:

— asearchServiceProblem hotification attribute with the value id-pr-emptyHierarchySelection.

If SRecontinuationList is not empty, these continuation references are processed by invoking List or Search Continuation
Reference procedure, according to the operation type.

16.3.7

>7
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This proceflure, described in clause 20.4.1, processes the continuation references in NRcontinuationL.ist created during the
lution phase. These continuation references are either used to issue chained subrequests or returned in a
referral. In|the case of chaining, the results or errors returned from the chained request are returned forfurther processing
by the Restilts Merging procedure.

16.3.8 ist and Search Continuation Reference procedure

These progedures, described in clauses 20.4.2 and 20.4.3, process the continuation, references in SRcontipuationList
created byl the multiple entry interrogation procedures and either resolve them by “isSuing chained subreqyests or by
creating cdntinuation reference(s) within the partialOutcomeQualifier.unexplored. When results or efrors for all
outstanding subrequests have been received, they are returned for further processing by the Results Merging pfocedure.

the results received from the chained subrequests; I a subrequest had returned an error, this| procedure
determineq how this error has to be handled.

If there ard any continuation references left in the result, they will (if local policy allows it and service controlg require it)
be derefergnced by the Name Resolution, List, or Search,Continuation Reference procedures, accordingly. Duplicates are
removed fiom the result if it is unsigned.

The merged result (with all merged results and unresolved continuation references) is returned to the |requesting
DUA/DSA.

If the resullts are signed, the merging of results shall not be performed.

17 [Request Validation procedure

17.1 ntroduction

The Requept Validation procedure is the entry point of the Operation Dispatcher for inputs from DUAs, LDAP flients and
DSAs, preparing such inputs for Name Resolution processing. The function of this procedure is to detecf Abandon
operations| to{erform security checks, to adjust input received from DUASs or LDAP clients so that it may bg processed
in the sameway a5 nput Teceived fronT DSAS, 10 check the arguments of the Tequest for valid Symtaxand semantics, to
perform loop detection, and to perform other miscellaneous checks. The flow of Request Validation is depicted in Figure 8.
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17.2

1721

The input

chainedAl

17.2.2

A

Procedureqarameters

Enter
Security Fail Return
check Error
Pass
Abandon or Yes Return
ChainedAbandon Abandon
No

Update or Create
ChainingArguments

Request
Parameters
Valid?

Return
ServiceError
loopDetected

Loop
detected?

/

Return
ServiceError busy,
unavailable or
unwilling ToPerform

Unwilling
or unable?

Reéturn

X.518_F08

Figure 8 — Request Validation procedure

rguments

argument to Request Validation consists of the ChainingArguments value (except in the case of

Results

The output result of Request Validation consists of the following possibilities.

38

a)
b)
c)

d)
e)

If the security check fails, an error is returned to the requester.
If the input is an abandon Or chainedAbandon operation, the output is the argument of the operation.

If the arguments of the request are invalid, then an error is returned to the requester. Depending on local
policy, the DSA may choose whether to return a serviceError Or a securityError.

If a loop is detected, a serviceError with problem loopDetected is returned to the requester.

If, based on resource problems or policy considerations, the DSA is unable or unwilling to perform the
operation, a serviceError (with problem busy, unavailable, Or unwillingToPerform) is returned
to the requester. If relevant, a serviceError with problem dataSourceUnavailable may be returned.
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f) In all other cases, the validated input, transformed by the addition of ChainingArguments

from a DUA or LDAP client or the update of ChainingArguments.traceInformation

if received
if received

from a DSA, is the output of the procedure and subsequently the input to the Name Resolution procedure.

17.3 Procedure definition

The security check described in clause 17.3.2 is performed. This may result in the return of an error and the termination
of the Operation Dispatcher.

If the input is an abandon 0Or chainedAbandon operation, only the steps in clause 17.3.1 are subsequently performed,
otherwise, the steps in clauses 17.3.3-17.3.5 are performed. Clause 17.3.5 describes the loop detection procedure which

may result

in the return of an error and the termination of the Operation Dispatcher.

Next, the checks in clause 17.3.6 are performed. They may result in the return of an error and the termination of the
Operation Dispatcher.

If the chec
are perforrn

1731 A

The arguni
process thg

1732

If the argu
a case whe
locally def

1733 |

17.3.3.1 1
If the oper

[

[

sinclauses 17.3.2-17.3.6 do not result in the termination of the Operation Dispatcher, the steps incl
hed and the procedure terminates with the transfer of its output to the Name Resolution procedure’

Abandon processing

ent of an abandon Or chainedAbandon request is passed to the Abandon procedure, (see claug
abandon request.

ecurity checks

ment to the operation is signed, the signature may be checked. Should the signature be invalid, or b

use 17.3.7

e 20.5), to

E absent in

n it should be present, an error may be returned to the requester. Altetnatively, a DSA may perform any other

ned action.
nput preparation
DUA request

htion is received from a DUA client, a ChainingArguments value is created as follows:
) ChainingArguments.originator shallbe set as described in clause 10.3.

) ChainingArguments.operationRrogress IS setto the value of
CommonArguments.operationProgress.

) ChainingArguments.traceInformation is Set to a sequence containing a single Tracel
This value is constructed asfollows. TraceItem.dsa is set to the name of the DSA execulti
Validation. TraceItem’ targetObject shall be omitted. TraceItem.operationProgres
the incoming value,

) If the service control of the operation specifies a time limit (the available elapsed time in s
completion of the‘operation), ChainingArguments. timeLimit iS set to the (UTC) time by
operation shall'complete to meet the user's specified time limit.

) ChainirngArguments.AuthenticationLevel and ChainingArguments.UniqueIdent
set aceording to the local security policy.

ChainingArguments.nameResolveOnMaster iS copied from

tem value.
g Request
s IS set to

pconds for
which the

ifier are

CommonArguments . nameResolveOnMaster.

g) ChainingArguments.exclusions, ChainingArguments.entryOnly and

ChainingArguments.referenceType are copied from CommonArguments.exclusions,

CommonArguments.entryOnly and CommonArguments.referenceType Iif they are present,

otherwise, they are omitted.

h) If the manageDSAIT option is set in the ServiceControls, then:

—  the nameResolutionPhase component of operationProgress shall be set t0 completed,;

—  the nextRDNToBeResolved component of the operationProgress shall be omitted;
— referenceType shall take the value self;

—  entryOnly shall take the value FALSE;

— nameResolveOnMaster Shall take the value FALSE; and

—  the chainingProhibited 0ption in ServiceControls shall be set;

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.518 (10/2019)
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j

—  the remaining optional elements of ChainingArguments are omitted, with default values being

assumed where specified.

)  If the manageDSAIT option is not set in the ServiceControls, then the remaining optional elements of

ChainingArguments are omitted, with default values being assumed where specified.

) ChainingArguments.SecurityParameters.ProtectionRequest is used to indicate the level of

protection (no signing or signing) to be applied to the results.

17.3.3.2 LDAP request

A request received from an LDAP client is validated according to the procedure specified in IETF RFC 4511. If an error

is returned

, the procedure is complete.

If the request includes a Control value with the criticality component set to TRUE and this Control value is not
supported, then an LDAP result with resultCode set t0 unavailableCriticalExtension shall be returned and the

procedure

H 1ot
> VCUTTIPTCTC,

If the regyest includes a control value that is recognised and supported, this Control value shall-be prlocessed as

specified.
If the requ

If the oper.
asan LDA

to the procgedures for the LDAP server. If the request is an LDAP abandon request, the’procedure is complete.

on the retu

If the LDAP client request is to be forwarded to or beyond an adjacent DSA, it.iswrapped in an 1dapTranspq
argument ogether with some additional information as specified in clause $2.1.2 of ITU Rec. X.511 | ISO/IH

A Chaini

J

k)

d) The ChainingArguments.originator component'shall be set as described in clause 10.3.
) The ChainingArguments.targetObject companent need not be present.

q) The ChainingArguments.operationProgress shall be absent or take the value notsStas

d) The chainingArguments.traceInformation iS Set to a sequence containing a single T

d) TheChainingArgumentsé.aliasDereferenced shall be TRUE if an alias has been dereferer

f) The chainingArguments.aliasedRDNs shall be absent.

g) The ChaimingArguments.returnCrossRefs, ChainingArguments.referenceT)

) The CHainingArguments.timelimit component shall be present if the LDAP request

i) ,The ChainingArguments.entryOnly component shall be absent.
The ChainingAr n ni Identifier component shall be absent.

tion is received from an LDAP client and the next destination is an adjacent LDAP.server, then the [
P requester forwards the request according to IETF RFC 4511, except that the MessageId is changed

In of the reply, the reply is forwarded to the LDAP client with the originaNVessageld.

hgArguments Value shall be created as follows:

bound DSA has not performed any name reselution. Otherwise, it shall take the value procees

value. This value shall be constructedhas follows. TraceItem.dsa is set to the name of the DSA

shall be set to notStarted.

the bound DSA. Otherwise, it shall be absent or shall have the value FALSE.

ChainingArguments.info components shall be set as described in clause 10.3.

timeLimit component different from zero. Otherwise, it shall be absent.

st is evaluated entirely within the bound DSA, the procedure defined by IETF RFC 4511 shall be followed.

DSA acting
according
Dtherwise,

rt request
FC 9594-3.

tted if the
ing.

raceltem
executing

Request Validation. TraceItem«targetObject shall be omitted. TraceItem.operationProgress

ced within

/rpe  and

includes a

) The ChainingArguments.exclusions component shall be absent.

ChainingArguments.AuthenticationLevel component shall be set as described in clause 10.3.

m) The ChainingArguments.excludeShadows component shall be set as described in clause 10.3.

n)

clause 10.3.

0) The ChainingArguments.operationIdentifier component shall be set as describedinc

p) The ChainingArguments.searchRuleId component shall be absent.

g) The ChainingArguments.chainedRelaxation component shall be absent.

r) The ChainingArguments.relatedEntry component shall be absent.

S) The ChainingArguments.dspPaging component shall be absent.

40

The ChainingArguments.nameResolutionOnMasters component shall be set as described in

lause 10.3.
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17.3.3.3 DSA request

If the operation is received from a DSA, ChainingArguments.traceInformation is updated by appending a value
at the end of sequence TraceItem. This value is constructed as follows:

a)
b)

c)

TraceItem.dsa is Set to the name of the DSA executing Request Validation.
Traceltem.targetObject is set to the value of ChainingArguments.targetObject

unless the

object (Or baseObject in the case of a Search operation) of the request argument is identical to
ChainingArguments.targetObject, in Which case TraceItem. targetObject shall be omitted.

TraceItem.operationProgress is Set to the value of
ChainingArguments.operationProgress.

17.3.4  Validity assertion

The operation shall be checked for valid syntax and semantics of its arguments according to the rules contained in the

clauses def
exceeding
operation i

1735 |

If any tw@ TraceItem values of ChainingArguments.traceInformation (as preparéd in clause
rocessing of the operation has returned to a previous state, i.e., a loop has been detected. In this cag

identical,

[

17.3.6

Request V
determine,

g

IfaDSAN

p
[

17.3.7

)

)

)

ining each operation (e.g., it should be checked that the nextRDNToBeResolved does not proyid
the number of RDNs in the targetobject). If the request is detected to contain invalidargu
5 terminated and an error is returned to the user, depending on the kind of invalidity detected.

L oop detection

Unable or unwilling to perform

lidation may assess available resources and determing, that the operation cannot be performed. |
based on policy considerations, that the operation shoutld not be performed. In these cases,

y local means can determine that-the problem is related to the unavailability of local DIB resources

Dutput processing

if the reply is to be returned to a DUA (or DSA), a serviceError (With problem loopDeted
be returned to the requester and the Operation Dispatcher terminates;

p 2 number

ments, the

| 7.3.3) are

el
ted) shall

if the reply is to be returned to an LDAP client, an LDAP resultWith resultCode Set t0 looppetected

shall be returned to the requester and the Operation Dispatcher:terminates.

I may also

If the reply is to be returned to a DUA (or DSA), a serviceError (with problem busy, unayailable,
or unwillingToPerform) may be returnéd to the requester and the Operation Dispatcher ternpinates.

If the reply is to be returned to ai/LDAP client, an LDAP result with resultCode Se
unavailable Or unwillingToPerform Shall be returned to the requester and the Operation
terminates.

If the reply is to be returhed to a DUA (or DSA), send a serviceError With problem unavail

the optional notification component of the CommonResults value, if present, shall contain:

t0 busy,
Dispatcher

, it shall
able, and

— adsaAapPreobilem notification attribute with the value id-pr-dataSourceUnavailable; ind

— adistinguishedName attribute having as value the distinguished name of the DSA.

If thereply is to be returned to an LDAP client, an LDAP result with resultCode Set t0 unavailable

shalhbe'returned to the requester.

In the final phase of Request Validation the validated input, transformed by addition of ChainingArguments if received
from a DUA or an LDAP client, or the update of ChainingArguments. traceInformation if received from a DSA,
is returned and employed as input to the Name Resolution procedure.
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18 Name Resolution procedure

18.1 Introduction

This clause describes the Name Resolution procedure, its Arguments, Results, and its possible Error conditions. As shown
in Figure 6 (Operation Dispatcher), the Name Resolution procedure consists of two procedures:

—  Find DSE procedure;

—  Name Resolution Continuation Reference procedure.

The Find DSE procedure is described in three flow charts, namely Find DSE, Target Found, and Target Not Found. The
Find DSE procedure matches the target entry name to locally stored DSEs, component by component. If the target entry
is found locally, then Find DSE continues with the Target Found sub-procedure, which then calls the Check Suitability
procedure to check the suitability of the found DSE for evaluation. If the target entry is not found locally, then Find DSE
continues with the Target Not Found sub-procedure prepares Continuation Reference(s) to be added to the
NRcontinuptionList for the Name Resolution Continuation Reference procedure to dispatch it.

18.2 ind DSE procedure parameters

18.2.1 rguments

The procedure uses the following arguments:
3
k
g

ChainingArguments.aliasDereferenced,
ChainingArguments.aliasedRDNs;
ChainingArguments.excludeShadows,

ChainingArguments.nameResolveOnMaster;

— -~ ~— — -

ChainingArguments.operationProgress (nameReésolutionPhase, nextRDNToBeResplved);
f) ChainingArguments.referenceType;
g) ChainingArguments.targetObject;
) ChainingArguments.relatedEntry;

i)  the operation type;

j)  the operation argument.

NOTE 4 Where no actual values exist, default erimplied values are used, as specified in clause 10.3.

18.2.2  Results
There are fwo cases of a successful outcome from Find DSE (indicated by entry suitable or entry unsuitable):

The first |successful case retufns (from the Target Not Found sub-procedure) Continuation Referpnce(s) in
NRcontinugtionList which is-then passed on to the Name Resolution Continuation Reference procedure to cgntinue the
Name Resplution phase.

The second successfuliease returns (from the Target Found sub-procedure) a (reference to a) DSE, which is papsed to one
of the Evaluation procedures.

18.2.3 rrors

The following errors may De returned t0 a DUA (or DSA):

a) serviceError With problems: unableToProceed, invalidReference,
unavailableCriticalExtension, requestedServiceNotAvailable,

b) nameError with problems: noSuchObject, aliasDereferencingProblem.
LDAP results with the following resultCode may be returned to an LDAP client:

a) noSuchObject;

b) unavailableCriticalExtension;

C) aliasDereferencingProblem.
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18.2.4  Global variables

The procedure uses the following global variables:

— NRcontinuationList list to store the Continuation Reference(s) needed to continue name resolution in the
Name Resolution Continuation Reference procedure.

18.2.5 Local and shared variables

The procedure uses the following local variables:
a) i Index used to identify the component of the target name being worked on.

b) m The length of the target object name to be used in name resolution. For operations that name resolve
to the parent entry, i.e., Add Entry, m is set to (the number of RDNs in the target object) — 1. For all other
operations, m is set to the number of RDNSs in the target object.

¢) lastEntryFound Index, so that DSE(lastEntryFound) is the last matched DSE that is of type entry.
d) lastCP Index, so that DSE(lastCP) is the last shadowed context prefix encountered.
d) candidateRefs A set of continuation references.

The shared variable admPoints (defined in Operation Dispatcher) is also used. For convenience, component i of the target
object nanfe is denoted as N(i).

18.3 Procedures
NOTE + Some of the text in the flow charts is only relevant to specific operations. This,i§,not shown in the flow charts, but is
describgd in the accompanying text.
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18.3.1 Find DSE procedure

lastEntryFound = 0
LastCP=0
admPoints = { }
candidateRefs =
i=

See Figure 9.

manageDSAIT or
ManageDSAITPlane-
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i
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< Tyl)C LY bupp{)hcu
Match subordinates of No match or master:
DSE(i) to RDN N (i + 1)
Match #
i=i+1 Continue at i Yes
DSE(i) = matched DSE Target Not S]u)bsolrf((jlil)nf‘st eo?f
Found typelep? !
R¢turn
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Return scrviccError
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A
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Cy
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invalidReference of [t)yspz(é) };S of
p?
Yes
Return

Entry suitablc <
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Figure 9 — Find DSE procedure
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The target object name is determined as follows:

a)

b)

c)

If the targetObject component is present in the ChainingArguments, the value of that component is
used.

If the relatedEntry, but not the targetObject, is present in the ChainingArguments, the
baseObject component of the JoinArgument identified by the relatedEntry is used.
NOTE 1 — This is only relevant for a protected search request.

If neither the relatedEntry nor the targetObject is present in the ChainingArguments, the base
(baseObject) component of the operation argument is used.

This procedure attempts to resolve the target object name locally.

1)

Initialize the local variables lastEntryFound and lastCP to 0; admPoints and candidateRefs to an empty set,
and initialize i to 0.

Comparaiand o 1fthav ara nat o
H—theyareHotEt

-

1)

ra=
~

SUTTparcTaro Tt T TTO

If they are equal, check if nameResolutionPhase is completed. If Not completed, continye at Target
Not Found sub-procedure.

If the nameResolutionPhase iS completed and the manageDSAIT critical extensien is set, then return
with entry suitable.

If nameResolutionPhase iS completed, then check if any immediate suberdinate of DSE(i) |s a context
prefix (of type cp).

— If one (or more) immediate subordinate DSE(S) is of type cp, thentréturn with entry suitak
NOTE 2 — This case is for List (1) and Search (I1) subrequests.

— If no immediate subordinates of DSE(i) are of type ep, then continue at Target Not Found
sub-procedure.

Try to find a match for the (i + 1)-th component of the/target object name with the name of a ubordinate
of the last matched DSE. In the case of i = 0, try to match one of the DSEs immediately subord|nate to the
root DSE. If no match can be found, continue at:\Farget Not Found sub-procedure. If a match is found,
increment i, and store the matched DSE as the i“th’element in the vector of found DSEs.

e.

If i equals nextRDNToBeResolved, then,check if the following two conditions are both met:

— the ChainingArgument.nameReSolveOnMaster iS TRUE,;

—  DSE(i) is not a master entry.

If both conditions are met, then‘return serviceError with problem unableToProceed.
NOTE 3 — This indicates-thig)use of nameResolveOnMaster to avoid multiple paths to the same target object.

Check all the DSE type.bits of DSE(i). For each type bit, some processing is potentially required. The
action to take for each type found is given below:

—  If both the cp and shadow bits are set, then remember the index i in lastCP.

—  Ifthe admPoint bit is set, check the administrativeRole operational attribute. If this|is the start
of an‘autonomous administrative area, then empty the admPoints list. If this is the start of ghe or more
specific administrative areas, then check the admPoints list and remove any existing points that are
no longer relevant (i.e., their roles have been superseded by the new administrative pqint). Store
DSE (i) in the list.

£ If one of the r, xr, immSupr, Or ditBri its i hen gener ntinuation reference

using the specificKnowledge attribute with operationProgress.nameResolutionPhase Set
t0 proceeding, nextRDNToBeResolved Set t0 i, and accessPoints and referenceType Set as
appropriate. Add the continuation reference to the list of continuation references in candidateRefs.

—  Ifthe entry bit is set, then test for i equal to m (and therefore the target object name being completely
matched). If i does not equal m, then remember the found entry by setting lastEntryFound to i and
continue processing the type bits of DSE(i). If i and m are equal, continue at step 8).

—  If the subentry bit is set, then test for i equal to m (and therefore the target object name being
completely matched). If they are equal, then continue at Target Found procedure; if they are not equal,
then return a nameError with problem nosuchobject.

— Ifthe alias bit is set, test if dontDereferenceAliases is Set.
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If dontDereferenceAliases IS not set, the alias can be dereferenced. Therefore, set
chainingArguments.aliasDereferenced t0 TRUE, nameResolutionPhase t0 notStarted,
the name of the target object to the aliasedEntryName as supplied in the alias entry concatenated
with the remaining unmatched components of the previous target object name (i.e., concatenate with
the (i + 1)-th to m-th component of the previous target object name). DSAs do not set aliasedRDNs
(whereas DSAs based on Rec. CCITT X.518 (1988) | ISO/IEC 9594-4:1990 set aliasedRDNs to the
number of RDNs in aliasedEntryName). Start Name Resolution again by continuing at step 1).

If dontDereferenceAliases is Set, then the alias cannot be dereferenced. Check if the target object
name has been processed completely by comparing i and m for equality. If they are equal (and the
name therefore fully matched), then continue at Target Found sub-procedure. If they are not equal
(and the name therefore not fully matched), then return nameError with problem
aliasDereferencingProblem.

For all other possible DSE types, no action is needed. Internally mark that DSE type as processed and

O

0)

CONUINUE Processing the stitt unprocessed DSE Type hits of the DSE().
If all type bits of DSE(i) are processed, then continue at step 2).

Check if nameResolutionPhase iS completed. If it is not, then continue at Target Found sub{procedure.

If the nameResolutionPhase is already completed and the manageDSAIT critical extension|is set, then

return with entry suitable.

Otherwise, check if any of the DSEs immediately subordinate to DSE(i) is a‘Context Prefix (and therefore
of type cp). If there is (one or more), return entry suitable. If none of the\immediate subordinate entries is

of type Context Prefix, then return a serviceError with problem invdlidReference.

NOTE 6 — This case is for List (11) and Search (11) subrequests.
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18.3.2
See Figure 10.
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Figure 10 — Target Not Found sub-procedure
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This sub-procedure is called when the target object name is not found in the local DSA. This sub-procedure determines
the best type of knowledge reference to use to continue name resolution, unless an error is detected in which case the
error is returned.

1

2)

3)

When continuing from Find DSE procedure, distinguish between the three possible phases of the Name
Resolution phase.

—  If nameResolutionPhase is notStarted, continue at step 2).
—  If nameResolutionPhase is proceeding, continue at step 8).
—  If nameResolutionPhase is completed, continue at step 12).

If an entry was found (lastEntryFound not equal to 0), set nameResolutionPhase t0 proceeding and
continue at step 9).

If no entry was found (lastEntryFound=0), then check if the DSA is a First Level DSA.
If it is a First | evel DSA, then the root DSE does not contain a Superior Reference and therefare is not of

L
~

type supr. In this case, continue at step 4).

If the DSA is not a First Level DSA, then the root DSE contains a Superior Reference and thefefore is of
type supr. In this case, generate a Continuation Reference using the superior knowledge as found in the
root DSE. Set:

—  targetObject to the name of the target object;

—  operationProgress.nameResolutionPhase to notStarted;
—  referenceType to superior; and

— accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation ‘References in candidateRefs. Gontinue at
step 6).

Check if the operation was directed to the root entry (m=.0?). If it was, continue at step 5). If]it was not,
generate a Continuation Reference using any NSSR&nhowledge found in the root DSE. Set:

—  targetObject to the name of the target object;

—  operationProgress.nameResolutionPhase;to proceeding;
—  operationProgress.nextRDNToBeReselved to 1;

—  referenceType to nonSpecificSubardinate; and

— accessPoints as appropriate,

Add the Continuation Refergnce to the list of Continuation References in candidateRefs. Gontinue at
step 6).
At a First Level DSA, only List or Search operations may be performed with the root entry as Hase object.
Therefore, if the_dperation was not a List or Search operation, return nameError with problem
noSuchObject! If*it was a List or Search operation, set nameResolutionPhase t0 completed and
return with entry suitable.

Check jifSthere are any Continuation References in candidateRefs. If candidateRefs is ¢mpty and
partialNameResolution iS FALSE, return nameError With problem noSuchobject. If capdidateRefs
is .empty and partialNameResolution iS TRUE, then in the result set partialName t0 TRUE,
nameResolutionPhase 10 completed, and return with entry suitable. Otherwise, continue af step 7).

Use a local selection function to choose a Continuation Reference from the list of Continuation References

8)

9)

in candidateRefs, add it to the list of Continuation References in NRcontinuationList and return with entry
unsuitable.

If the DSA was unable to proceed with Name Resolution (in which case lastEntryFound is less than
nextRDNToBeResolved), continue at step 11). Otherwise, continue with next step.

If DSE(i) is a shadow DSE with incomplete subordinate knowledge (subordinateCompletenessFlag
is FALSE), then generate a Continuation Reference from the supplierKnowledge attribute found in
DSE(lastCP). Set:

— targetObject to the name of the target object;
— operationProgress.nameResolutionPhase t0 proceeding;
— operationProgress.nextRDNToBeResolved t0 lastEntryFound,;

— referenceType t0 supplier; and
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— accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation References in NRcontinuationList,
with entry unsuitable.

and return

If the last entry found contains an NSSR (DSE(lastEntryFound) is of type nssr), then generate a

Continuation Reference from the NSSR knowledge found in DSE(lastEntryFound). Set:
—  targetObject to the name of the target object;

- operationProgress.nameResolutionPhase {0 proceeding;

— operationProgress.nextRDNToBeResolved t0 lastEntryFound+1;

— referenceType t0 nonSpecificSubordinate; and

— accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation References in candidateRefs. Continue at

18.3.3

This sub-p
if the foun

]

r

4

NOTE 4
as suital

4

1)

2)
3)

Target Found sub-procedure

rocedure is entered when the target object name matches with an eatry DSE locally. This sub-proced
i entry is suitable for processing the request locally (it is shown in Figure 11):

)
)

L If the"Tocalscope service control is set, however, the DSA could, based on local policies, decide to consid
le@and-proceed as in step 2).
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step 7).
If DSE(lastEntryFound) is not of type nssr, then continue at step 6).

If chainingArguments.referenceType iS Of type nssr, then continue at step ©3), ot
step 12).

Return serviceError with problem invalidReference.

Ifi+1isequal to nextRDNToBeResolved, then the request was routed here due to an NSSR ar|
is unable to proceed with name resolution; in this case, retur, serviceError Wit
unableToProceed; Otherwise, continue at step 12).

Call the Check Suitability procedure.

If the entry is suitable (entry suitable), then do the following:
—  set nameResolutionPhase 10 completed;

—  return entry suitable.

If the entry is not suitable (entry~‘unsuitable), then generate a Continuation Reference
supplierKnowledge attribute feund in DSE(lastCP). Set:

—  targetObject to the name of the target object;

— operationProgress'. nameResolutionPhase {0 proceeding;
— operationProgress.nextRDNToBeResolved t0 m;

— referencéType t0 supplier; and

— accessPoints as appropriate.

Add the'Continuation Reference to the list of Continuation References in NRcontinuationList. R
unsuitable.

herwise at
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Figure 11 — Target Found sub-procedure

Check Suitability procedure

ure is called to decide whether a found DSE is suitable for performing the requested operation (see
0 account the ChainingArguments, the ServiceControls, thé-arguments as supplied by th
ype and the characteristics of the DSE (shadow, subordinate knowledge, attributes present, etc.).

Figure 12).
B user, the
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Figure 12 — Check Suitability procedure

18.3.4.1 Procedure parameters

The input argument to this procedure is:
a reference to a DSE;
the operation type for which the suitability of the DSE is to be checked;

— the ChainingArguments;

the DAP operation argument; and
the request components, if an LDAP request.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.518 (10/2019) 51


https://iecnorm.com/api/?name=aff24b6029ef53a68442c08af4bec5c2

ISO/IEC 9594-4:2020 (E)

18.3.4.2 Procedure definition

The output is either entry suitable, entry unsuitable, or unsupported critical extension.

1) Ifthe DSE is not of type shadow, then check if all criticalExtensions are supported. If they are, then
return entry suitable, else return unsupported critical extension.

2) The DSE is of type shadow. Return entry unsuitable, if any of the following is true:

—  The requested operation type is a modification operation.
—  The service control dontUseCopy iS set.
Otherwise, continue with the next step.

3) If the service control copyShallDo is set, then check if all criticalExtensions are supported. If they
are, then return entry suitable, else return unsupported critical extension.

4) If the service control copyShallDo is not set, then check if all criticalExtensions are supported. If
they are, then go to step 5) else return entry unsuitable.

8) Distinguish between operation types:

If List operation, continue at step 6).
If Read operation, continue at step 7).
If Search or Compare operation, continue at step 8).

§) If the entry has full subordinate knowledge, the List operation can be performed. In this case, return entry
suitable, otherwise, return entry unsuitable.

1) If all the requested attributes are present in the DSE, then return éntry suitable. If some atfributes are
missing, then determine by local means whether the shadow copy-holds all the attributes held byjthe master
(e.g., by reference to the shadowing agreement). If they are,‘the entry is suitable (return entrly suitable).
Otherwise, the supplier may hold the requested attributes/yhich are not present at the shadow; in this case,
the request has to be chained (return entry unsuitable).

8) Ifitisa DAP search request with searchAliases'set to TRUE Or it is an LDAP SearchReduest With
derefInSearching Or derefAlways Set)'and the DSE is of type alias| then if
chainingArguments.excludeShadows i$),FALSE return entry suitable, if it is TRUE rdturn entry
unsuitable.

9) If the DSA supports the matching rule-for comparing or searching as requested and the operation is
compare Of search operation with subset 0f baseObject, then continue at step 7). If the DSA supports
the matching rule and the operation is search with subset oneLevel Or subtree, then continue at step
10). Otherwise, return entry unsuitable.

10) If chainingArguments excludeShadows iS TRUE, then return entry unsuitable. Otherwise| check the
local understanding of the’shadowed information specification against the operation filter and sglection. If
all necessary entrigs\and attributes are present, then return entry suitable. If any entry or attribute|is missing,
then return entry unsuitable.

19 Operation<evaluation
This clausg definésthe procedure that a DSA shall follow if the target entry of an operation has been found locglly (during
Name Resplution). According to the type of operation, one of the following procedures is invoked:

- [ i [ [ i ’ "nyntrYI
chainedModifyEntry, modifyDN, chainedModifyDN, changePassword, chainedChangePassword,
administerPassword Of chainedAdministerPassword operation, the procedures in clause 19.1
shall be followed.

— For a read, chainedRead, compare Of chainedCompare Operation, the procedures in clause 19.2 shall
be followed.

— Forasearch, chainedSearch, 1ist Or chainedList operation, the procedures in clause 19.3 shall be
followed.
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19.1

According to the type of modification operation, the corresponding procedures defined in clauses 19.1.1 to 19.1.4 shall
be followed for DAP requests. Clause 19.1.5 specifies special procedures for how DAP modify operations affect NSSRs.
An LDAP request embedded in an 1dapTransport request shall be handled as specified in clause 19.1.6.

Modification procedures

19.1.1  Add Entry operation

1) The DSA shall check that the initiator has sufficient access rights, e.g., as defined, in clause 11.1.5 of
Rec. ITU-T X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

The DSA shall assure that an entry with the name of the entry to be added does not already exist. Otherwise,
it shall return an updateError with problem entryAlreadyExists. If the superior DSE is of additional
type nssr, the DSA shall follow the procedure defined in clause 19.1.5 (Modify Operations and NSSRs)

2)

£0

L0
~

to ensure that the name of the new entry is unambiguous.

is not that of the current DSA, go to step 4). If targetSystem component of a DAP request (s
or it is present and the AccessPoint is that of the current DSA, go to step 5).

If the entry is a subentry, the DSA shall return updateError with problem affectsMdltip
the entry is not a subentry, the DSA has a local choice as to whether or not it wishesto establi
with the specified DSA. If it does not, the DSA shall return seryicdeError wit
unwillingToPerform; Otherwise, the DSA shall establish a hierarchical ogéfational binding (
the specified subordinate DSA. If the DOP is supported, the procedure in Clause 24.3.1.1 shall b
Otherwise, local means are used to establish the HOB. If the subordingte DSA is unwilling to e
operational binding, a serviceError with problem unwillingToPerform iS returng
addEntry operation. If the HOB is successfully established, cohtinte at step 7).

NOTE 1 — This step of the procedure does not apply to the creation of autonomous administrativ|
subordinate DSA.

The DSA shall ensure that the new entry conforms to-the)sub-schema, or that the new subentry
other types conform to the system schema (e.g., that'the immediate superior DSE of a subentr
admPoint). If not, it shall return an appropriate updateError Or attributeError, else it sf
new DSE. If entry, continue at step 7). If subentry, continue at step 6). Otherwise, appropriate
management procedures for the other types©f DSE are executed. See Section 6.

The DSA shall forward, at an appropriate time, a modify operational binding to all relevant g
DSAs with which it has hierarchicalkor non-specific hierarchical operational bindings. T
bindings are those which are asseciated with naming contexts that are subordinate to the sup
Naming contexts whose context'prefixes correspond to autonomous administrative points are n
If the DOP is supported, theprocedures in clauses 24.3.2.1 and 25.3.2 shall be followed. If the
supported, local means ghall be used to modify the RHOBs.
NOTE 2 — An appropriate time is specified by the DSA administrator, and might range from immedia
even before) thetoperation result is returned to a periodic strategy (e.g., at an appointed hour). The tin
depending upon the reason for the modification, e.g., updates to ACI taking immediate effect and
schema being.done periodically.

If the added entry or subentry is within the UnitOfReplication 0f one or more shadowing a
then theshadow consumers shall be updated using the procedures of the Directory informati
service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.
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19.1.2  RRemove Entry~operation

Figure 13 — DAP Add Entry procedure

1) The DSA shall check that the initiator has sufficient access rights, e.g., as defined, in claus¢ 11.2.5 of
ReCITU-T X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

2).5/The DSA shall ensure that the entry to be removed is a leaf entry. Otherwise, the DSA shalr return an
—updateError-with-problefnotaAttowedonNonteat:

3) The DSE type of the entry to be removed is checked. If subentry, continue at step 5). If cp, continue at
step 6). If entry Or alias, continue at step 4). Otherwise, appropriate knowledge management procedures
for the other types of DSE are executed. See Section 6.

4) Remove the entry or alias entry and continue at step 7).

5) Remove the subentry. At an appropriate time, modify the operational bindings of all relevant subordinate
DSAs with which the current DSA has hierarchical or non-specific hierarchical operational bindings. The
relevant bindings are those which are associated with naming contexts subordinate to the superior DSE.

Naming contexts whose context prefixes correspond to autonomous administrative points are not relevant.
If the DOP is supported, the procedures in clauses 24.3.2.1 and 25.3.2 shall be followed. Otherwise, local
means shall be used. Continue at step 7).
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6) Remove the naming context. If the DSA has a hierarchical operational binding for this naming context, it
shall terminate the hierarchical operational binding with its immediately superior DSA. If the DSA has a
non-specific hierarchical operational binding for this naming context, and this is the last naming context
of the non-specific hierarchical operational binding, then it shall terminate the non-specific hierarchical
operational binding with its immediately superior DSA. If the DOP is supported, the procedures in
clauses 24.3.3.2 and 25.3.3.2 shall be followed. Otherwise, local means are used to terminate the RHOB.

7) If the removed naming context, entry, alias entry or subentry was within the UnitOfReplication Of one
or more shadowing agreements, then the shadow consumers shall be updated using the procedures of the
Directory information shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.

If the removed subordinate or non-specific subordinate reference in the immediately superior DSA (whose
RHOB was terminated), was within the UnitofReplication 0f one or more shadowing agreements,
then the shadow consumers shall be updated using the procedures of the Directory information shadow
service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.
< Check ACI Fails » Rg:rl:;n ‘ Return ->
Note
) Ret shadow(s)
< Is targ;ct g} leaf No =( Upd;t:]li‘?ror will need 4
eniry k notAllowgdOnNonLeaf be updatefl
Remove the ‘
entry or
entry/alias alias
Apply appropriate
< Type of DSE to Remoye > procedures for DSE >
be removed? DSE
type
subentry . .
Remove the Schedule moghﬁcatlon
cp subentry of RHOBs with >
) subordinate DSAs
Non-specific . .
< hierarchical binding Lagt Ntanif)ng Remove naming
exists? ontext? context
Terminate NHOB o
with superior DSA d
Terminate HOB o X 518 F14

with supcrior DSA

Figure 14 — DAP Remove Entry procedure

19.1.3  Modify Entry, Change Password and Administer Password operations

1

2)

The DSA shall check that the initiator has access rights, e.g., as defined, in clause 11.3.5 of
Rec. ITU-T X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

The modifications to the entry or alias shall conform to the sub-schema. The modification to a DSE of
other types, including subentry, shall conform to the system schema. Otherwise, the DSA shall return an
appropriate updateError Of attributeError. After performing the modifications, if the target DSE is
of type subentry, continue at step 3); if the target DSE is of type entry Or alias, continue at step 4);
otherwise, appropriate knowledge management procedures for the other types of DSE are executed.
See Section 6.
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3)

4)

The DSA shall, at an appropriate time, modify the operational bindings with all relevant subordinate DSAs
with which it has hierarchical or non-specific hierarchical operational bindings. The relevant bindings are
those which are associated with naming contexts that are subordinate to the administrative point that the
modified subentry is located below. Naming contexts whose context prefixes correspond to autonomous
administrative points are not relevant. If the DOP is supported, the procedure in clauses 24.3.2.1 and 25.3.2
shall be followed. Otherwise, local means are used.

If the modified entry, alias entry or subentry was within the UnitOfReplication Of one or more
shadowing agreements, then the shadow consumers shall be updated using the procedures of the Directory
information shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.

19.1.4  Modify DN operation

D

Check Fails f Return
ACI Error

Note
shadow(s)
Updatc cntry will need to
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Type of DSE to
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Return UpdateError
or AttributeError

Schedule modification
DSE of RHOBs with
subordinate DSAs

A 4

Other
DSE type

Take appropriate
action for DSE type

X.518_F15

Figure 15 — DAP Modify Entry procedure

The DSAshall check that the initiator has sufficient access rights, e.g., as defined in claus¢ 11.4.5 of
Rec. ITU-T X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

Lf-the operation is either to move an entry or to both move an entry and change its Relative Digtinguished
Name, go to step 3). If the operation is to only change the Relative Distinguished Name of an gntry, go to
Step 4).

3)

4)

The operation shall be performed according to the definition in clause 11.4.1 of Rec. ITU-T X.511 |
ISO/IEC 9594-3. If either the old superior, the new superior, the entry or any of its subordinates are not in
this DSA, or if the new superior has NSSRs, then the operation shall be rejected with updateError with
problem affectsMultipleDSAs. The DSA shall ensure that no other entry with the new name already
exists. Otherwise, it shall return an updateError with problem entryAlreadyExists. The DSA shall
ensure that the new name of the entry conforms to the subschema. Otherwise, it shall return an appropriate
attributeError Or updateError. If none of these problems arise, then move the entry (changing the
RDN if required) and go to step 9).

The following text is applicable to changing the relative distinguished name of an entry, which may or
may not be a leaf entry, and which may or may not have one or more subordinates in one or more DSAs.
The DSE type of the entry to be renamed is checked. If subentry, continue at step 7). If cp, continue at
step 6). If entry Or alias, continue at step 5).
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5) The DSA shall ensure that no other entry with the new name already exists. Otherwise, it shall return an
updateError With problem entryAlreadyExists. If the superior DSE of the entry to be renamed is of

additional type nssxr, the DSA shall follow the procedure defined in clause 19.1.5 (Modify Oper
NSSRs) to ensure that the new name of the entry is unambiguous. The DSA shall ensure that the

ations and
new name

of the entry conforms to the subschema. Otherwise, it shall return an appropriate attributeError Or
updateError. Rename the entry or alias entry. If the entry is a non-leaf entry and has subordinates in

other DSAs, continue at step 8), otherwise, continue at step 9).

6) The DSA shall ensure that the new name of the naming context conforms to the subschema; otherwise, it

shall return an appropriate attributeError Or updateError.

If the DSA has an HOB with the superior DSA, then the subordinate DSA shall attempt to modify the HOB
before responding to the Modify DN operation. The superior DSA shall ensure that no other entry with the
new name already exists, before accepting the modification. If the DOP is supported, the procedure in
clauses 24.3.2.2 shall be followed. If the DOP is not supported, it is a local matter how the HOB is modified

8

Atk H I LkadlFf. H [F PPNl FaY o H £ 11 Aifriadl At H t t
aru it Tcvv Tiarmitc 1o CITCTUATU TUT UTTITYUTTITOO. TT LT TTUD To SULLUTSOTUITY THUUTTITU, dITu 1T TIartt ng Con eX

has subordinate naming contexts in other DSAs, go to step 8); otherwise, go to step 9). If the HIOB cannot

be modified, return updateError with problem affectsMultipleDSAs.

If the DSA has an NHOB for this naming context with the superior DSA, then how~duplicate|entries are
detected is outside the scope of this Directory Specification. Rename the entry. If\thie naming ¢ontext has

subordinate naming contexts in other DSAS, go to step 8); otherwise, go to step-9).

) The DSA shall ensure that the new name of the subentry conforms to the system schema. Ofherwise, it
shall return an appropriate attributeError Or updateError. The, 'DSA shall ensure that no other
subentry with the new name already exists. Otherwise, it shall returivan updateError with problem

entryAlreadyExists.

) The DSA shall, at an appropriate time, modify the operational bindings of all relevant subordipate DSAs
with which it has hierarchical or non-specific hierarchical operational bindings. The relevant bjndings are

those which are associated with all naming contexts that{are subordinate to the entry being rg
relevant naming contexts that are subordinate to the administrative point whose subentry wag
Naming contexts whose context prefixes correspofid to autonomous administrative points are ng

named, or

renamed.
t relevant.

If the DOP is supported, the procedures in clausesi24.3.2.1 and 25.3.2 shall be followed. Othenwise, local

means shall be used to update the RHOBS.

) If the renamed naming context, entry or any of its subordinates, alias entry or subentry is |within the
UnitOfReplication Of one or mere shadowing agreements held by the DSA, then the shadow
consumers shall be updated using the procedures of the Directory information shadow service dpecified in

Rec. ITU-T X.525 | ISO/IEC 9594-9.

If the entry, alias entry or subentry was within the UnitOfReplication Of one or more shadowing
agreements held by the BSA, and the superior of the renamed entry, alias entry or subentry is[not within

this UnitOfReplicatien, the shadow consumers shall be updated using the procedures of the

Directory

shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9; in this case the shadowed eftry and all

its subordinates(shall be removed.

If the entry;.alias entry or subentry was not within the UnitOfReplication 0f one or more shadowing
agreements:*held by the DSA, and the renamed entry, alias entry or subentry is now \vithin this

UnitOfReplication, the shadow consumers shall be updated using the procedures of the

Directory

shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9; in this case the shadowed entry and all

its subordinates shall be shadowed.

If the renamed subordinate reference in the immediately superior DSA [whose HOB was m

odified in

step 6) above] is within the UnitOofReplication Of one or more of its shadowing agreements, then the
shadow consumers shall be updated using the procedures of the Directory information shadow service

specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.

If components of an RHOB with a subordinate DSA [as modified in step 8) above] are within the
UnitOfReplication Of one or more shadowing agreements held by the subordinate DSA, then the
shadow consumers shall be updated using the procedures of the Directory information shadow service

specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.
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Figure 16 — DAP Modify DN procedure

19.1.5  Modify operations and non-specific subordinate references

If a DSA has NSSRs and does not know the complete set of names of the subordinates of an entry, to which either:
a) an addEntry operation has been directed, or
b) amodifyDN operation has been directed;
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then the DSA may perform the following set of procedures prior to performing the operation.

The DSA

19.16

1) If the chainingProhibited service control option is set on the addEntry Or modifyDN operation,
return updateError with problem affectsMultipleDSAs.

2) If the DSA is unwilling or unable to multi-chain outgoing requests, return serviceError with problem
unwillingToPerform O unavailable, respectively.

3) The DSA shall multi-chain a chainedReadEntry operation to each master DSA in the set of
accessPointInformation Of the NSSR. (The DSA shall only use the master DSA from each
MasterAndShadowAccessPoints due to transient inconsistency caused by shadowing.)

a) The components of the ReadArgument shall be set as follows:
—  object component: to either the name of the entry to be added (in the case of addEntry), or to
the proposed name of an existing entry (in the case of modi£yDN);
— selection component: ta the ohject class attribute
b) The parameters of CommonArguments shall be set as follows:
— setthe dontDereferenceAliases Service control option;
— set OperationProgress.nameResolutionPhase {0 completed.
c) The parameters of ChainingArguments shall be set as follows:
—  set originator to the name of the requester;
—  targetObject is omitted;
—  SetOperationProgress.nameResolutionPhase t0(proceeding and
nextRDNToBeResolved to (number of RDNs in the.object name) — 1;
—  set traceInformation t0 an empty sequence;
—  set referenceType 0 nonSpecificSubofdinate;
—  timeLimit, as appropriate according to.the incoming request.
d) Other parameters, e.g., SecurityParameters, may be set as appropriate, e.g., by local golicy.

4) The DSA waits for the complete set of responses. If any of the response is a ReadResult, then an error
shall be returned as in 6) below.

%) Ifall responses are serviceError With problem unableToProceed, Operation evaluation mgy proceed.

§) If a ReadResult is returned, anupdateError With problem entryAlreadyExists shall e returned
for the original operation.

1) If any other error is-feturned to the readEntry request, a serviceError With problem
unwillingToPerformshall be returned.

DAP Modify~operations

eceiving the chainedRead request shall give a response according to the presence or not of the entry, and its
access control policy.

This procddure shall.be executed when an 1dapTransport request holding an LDAP update request has reached the

evaluation|phase:

NOTE 4+ ArLDAP modify operation handled by the bound DSA is specified fully by the LDAP specifications and thergfore outside

the scope-e

F it £1

oD + il H tion
S HTECTOTYSpPeCtaton;

An LDAP request carried by an ldapTransport request is unpacked and processed according to the LDAP
specifications. However, there are some additional considerations depending on the setting of the CommomArguments
value and the ChainingArguments value.

a)

b)

If the target component of the SecurityParameters (see clause 7.10 of Rec. ITU-T X.511 |
ISO/IEC 9594-3) in the request is set to signed and a result is to be returned, the result may be signed.
Otherwise, the result shall not be signed.

The DSA shall ensure that the requester has sufficient access according to the type of operation. If not,
return an LDAP response with resultCode equal t0 insufficientAccessRights.
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Single entry interrogation procedure

The operations read, chainedRead, compare, and chainedCompare fall into the group of single entry interrogation
procedures. These procedures contain only the following three steps:

19.3

1) Check access control, as described in clause 9 of Rec. ITU-T X.511 | ISO/IEC 9594-3. If the 0
disallowed, return the appropriate security error.

peration is

2) Perform the operation on the found DSE as described in clause 9 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

3) Prepare the reply, and return.

Multiple entry interrogation procedure

According to the type of interrogation operation (1ist or search), the corresponding procedures defined in
clauses 19.3.1 and 19.3.2 shall be followed.

19.3.1

This clausg specifies the evaluation procedure specific to 1ist and chainedList operations.

The List

componen

holds the

component is set t0 completed.

19.3.1.1

19.3.1.1.1 |Arguments

The arguments that are used by this procedure are:

19.3.1.1.2 |Results

If this prodedure is successfully executed, it returns;

19.3.1.2

19.3.1.2.1|List (I) procedure

The List (1) procedure consists of the following steps as depicted in Figure 17:

60

List procedures

() procedure shall be followed when the List request's operationProgress.nameResolut

base object. The List (I1) procedure shall be followed when the List requestS nameResolut]

FProcedure parameters

. the ListArgument;
+  the target DSE ¢;

1 operationProgress Of the chainingArgument.

+ aset of subordinates of e in 1istInfo.subordinates;
. limitProblem indicated inpartialOutcomeQualifier;
+ aset of continuation references in SRcontinuationList.

Procedure definition

1) If theService control subentry is set, then go to step 5); otherwise, go to step 2).

3) |F-DSE e is of type nssr, then add a Continuation Reference to SRcontinuationList with the
components:

ionPhase

is set t0 notStarted Or proceeding and when the DSA, after performing Name,Resolution, finds that it

ionPhase

following

—  targetObject Statt DESettu the DSET;
— aliasedRDNs absent;

— operationProgress With nameResolutionPhase Set t0 completed and
nextRDNtoBeResolved absent;

— rdnsResolved absent;

— referenceType Set {0 nonSpecificSubordinate;

— accessPoints Set t0 a set of accessPointInformation each derived from a value of the

nonSpecificKnowledge attribute of DSE e.
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3) For each DSE e' immediately subordinate to DSE e execute the following steps:

Check the ACl ine' if available. If the ACI disallows listing the RDN of e', then skip this DSE. If the
ACI is not available (for example in the case of subordinate references and glue), then it is a local
policy whether to proceed.

Check all the DSE types of e'.

a)

b)

i)

If e' is of type subr, then there are two cases. In the first case, the subordinate entry's ACI and
object class is available locally, in which case, based on local policy and the ACI's permission,
add the RDN of e’ t0 1istInfo.subordinates With aliasEntry Set to TRUE if e’ is of type
sa, and fromEntry Set FALSE. The other case is when the ACI of the entry is not available in
e', in which case add a Continuation Reference to SRcontinuationList with the following
components:

— targetObject to the distinguished name of the DSE e;

c)

d)

L
~

a)

b)

i)

—aTIiasedRDNS abSent; J
— operationProgress With nameResolutionPhase Set t0 completed and
nextRDNtoBeResolved absent;

— rdnsResolved absent;

— referenceType Set 10 subordinate,
— accessPoints set to the value contained in the specificKnéwledge attribute(of DSE e'.
If the DSE e' is of type entry Or glue, then add the RDN.06f¢" 10 1istInfo.subdrdinates
with aliasEntry Set to FALSE and fromEntry Set according to whether e' is a copyy.

NOTE - In the case that e’ is glue, it must have one or mere subordinates which implies it ¢gannot be an
alias in the master DSA. Also, any ACI relevant to thetList operation is stored in this DSE, pupplied via
the shadowing protocol.
If the DSE e' is of type alias, then add the)RDN of e' t0 1istInfo.subordinates With
aliasEntry Set to TRUE, and fromEntrySet according to whether e' is a copy.

Check if time, size or administrative limit.is' exceeded. If so, set 1imitProblem accrdingly in

partialOutcomeQualifier and return,

Continue from step 3) a) until all subordinate DSEs have been processed.

4) If all subordinate DSEs have been pragessed, return to the Operation Dispatcher.
For each subentry e' immediately-subordinate to DSE e, execute the following steps:

Check the ACI in e'. Ifsthe ACI disallows listing the RDN of e, then skip this DSE. Othgrwise, add
the RDN of e' t0 1istInfo.subordinates With aliasEntry Set t0 FALSE and frogEntry Set

according to whethere' is a copy.

Check if time,\size or administrative limit is exceeded. If so, set 1imitProblem accrdingly in

partialOutcomeQualifier and return.
6) Return to the Operation Dispatcher.
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Figure 17 — List (I) procedure

19.3.1.2.2|List (1) gprocedure
The List (1}) pracedure consists of the following steps as depicted in Figure 18:
1)~ <For each DSE e' immediately subordinate to DSE e, execute steps 1 a) to 1 d):

a) Ife"isnotan entry or alias, continue with the next immediate subordinate.

b) Check ACI in e'. If the operation is disallowed by the ACI, continue with the next immediate
subordinate of e.

c) Add the RDN of DSE e' to listInfo.subordinates, With the aliasEntry component of
listInfo.subordinates according to whether e' is an alias, and the fromEntry component set
depending on whether e’ is a copy or not. Ignore those DSEs of type shadow Or writableCopy, if
excludeShadows iS TRUE.

d) Check if time, size or administrative limit is exceeded. If so, set the limitProblem Of
partialOutcomeQualifier accordingly and return.

e) Continue from step 1) a) until all subordinate DSEs have been processed.
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If all subordinate DSEs have been processed, check if this subrequest came from a DAP or DSP. In case

this subrequest is submitted via a DAP, and the ListResult is empty, then return a serviceError with
problem invalidReference t0 the Operation Dispatcher. Otherwise, the ListResult is returned.

NOTE — invalidReference is USed as a security precaution in case the user does not have access to the
superior entry. If the superior's entry ACI is available (provided by the RHOB), then a null result may be

returned if allowed.

TistResult

' Enter l

Return
ServiceError
invalid reference

Process each DSE e' immediately subordinate to DSE e

All es

Next e'

Check Fails

ACI

<

DK

Add RDN of e' to listinfo. Set aliasEntry
and fromEntry according to DSE type

Figure 18 — List (I1) procedure

[«

N

19.3.2 earch procedures

This clausg
SearchRT{uest, search requests'and chainedSearch requests.
afch-rule-check (1)

The Se shall
operatio
after perfo
error. If th
(1) procedu
followed f

procedure, when relevant, be

DI @ chainedLdapTransport request.

size, administrative

specifies the evaluation procedures specific to chainedLdapTransport requests with an embed

nProgress.nameResolutionPhase component is set t0 notStarted Or proceeding and whe
'ming Name Résolution, finds that it holds the target object. If this procedure returns an error, retur
b Search:riule-check (1) procedure was not followed or was followed without returning an error, then
re shallbe followed for a search or chainedSearch request, while the LDAP Search (1) procedu

processed

set limitProblem
partialOutcomeQuall

fier

Time, Yes

limit exceeded?

followed when the search

The Search-rule-check (IT) _procedure, when relevant, shall— be

Tolfowed wnen

he search

.518_F18

ded LDAP

request's
N the DSA,
h with that
the Search
re shall be

request's

nameResolutionPhase component is set to completed. If this procedure returns an error, return with that error. If the
Search-rule-check (11) procedure was not followed or was followed without returning an error, then the Search (I1)
procedure shall be followed for a search or chainedSearch request, while the LDAP Search (I1) procedure shall be

followed for a chainedLdapTransport request.

NOTE — When nameResolutionPhase iS completed, the target object is expected to be the immediate superior of a context

prefix.
19.3.2.1 Procedure parameters

19.3.2.1.1 Arguments

The arguments that are used by this procedure are:

the searchArgument;

© ISO/IEC 2020 - All rights reserved
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—  the target DSE ¢;

— operationProgress Of the ChainingArguments;

—  exclusions 0f the ChainingArguments (a list of RDNSs to exclude from search);
—  traceInformation Of the ChainingArguments;

—  searchRulelId of the ChainingArguments;

— chainedRelaxation Of the ChainingArguments; and

relatedEntry Of the ChainingArguments.

19.3.2.1.2 Results

If this procedure is successfully executed, it returns:

19.3.2.2

— aset of matched entries in searchResult.entryInformation;

R alreadySearched iN ChainingResults;

dependent on conditions, a count in the partialOutcomeQualifier.entryCount;and

a set of continuation references in SRcontinuationList.

Procedure definition

19.3.2.2.1|Related Entry Argument procedure

This procefdure is only relevant if the search request has a joinArguments component and ChainingArg
any) does pot have a relatedEntry component.

64

component each including the original DAP request. The CHainingArguments shall be as fo

if the incoming request has a ChainingArguments With component originator, the vi
component is copied into the originator component of generated requests; otherwise,
this component is determined by local security:policy.

NOTE — The receiving DSA may not be ableto make use of the name given in this component, as

separate DIT.

—  the operationProgress component shall be omitted or set to default value;

— the traceInformation, aliasDereferenced, aliasedRDNs, returnCrossRefs, e1
exclusions, nameResolGtionOnMaster, searchRuleld, chainedRelaxation (|
shall be omitted; and

JoinArgument .that applies to the DSA to which the request is forwarded; wher
JoinArgumentiis given the value 0, the next one the value 1, etc.

3) If the incoming-search request is not protected, generate a DSP request for each elem
jointArguments component where the SearchArgument shall be generated as follows:

— thé/baseObject component shall be copied from the joinBaseObject compon
corresponding JoinArgument;

£ )“the subset component shall be copied from the joinSubset component of the cor
JoinArgument,

himents (if

1) If the search request is protected, generate a DSP request, for“each element of the joinAlrguments

lows:

hlue of this
the use of

it is from a

htryOnly,
pmponents

— the relatedEntry ‘COmponent is set to a value corresponding to the relative position of the

e the first

ent of the

ent of the

responding

— the £ilter component shall be copied from the filter component of the corresponding

JoinArgument; and

—  the remaining components shall be as in the original request, except that the joinArguments and

joinType components shall be omitted.

The chainingArguments shall be as above for protected requests, except that the rela
component shall be omitted.

3) Call the Operation Dispatcher for each request to be locally continued.

tedEntry

4)  If the Operation Dispatcher returns a referral error, or busy, or unavailable errors then add (or make and
add) the continuation reference to partialOutcomeQualifier Of SearchResult, and return.

5) If the Operation Dispatcher returns other errors, discard it and return.
6) If the Operation Dispatcher returns a SearchResult, then:
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i)  Ifthe result is signed, add it t0 uncorrelatedSearchInfo in SearchResult.

i) Ifthe result is not signed, perform the join process as specified in Rec. ITU-T X.511 | ISO/IEC 9594-3.

Search-rule check procedure (1)

This procedure is only relevant, if the DSA supports service-specific administration areas.

If the searchRuleId component is present in the ChainingArguments, the operation is the result of an alias
dereferencing procedure during a previous evaluation phase. Then, if the target DSE is within a service-specific
administrative area having a different dmd1d, or if the target DSE is outside a service-specific administrative area, return
with an unwillingToPerform Service error. Otherwise, select the appropriate search-rule based on information in
searchRuleId and return.

NOTE 1 — Service administration has been defined as a critical extension. When a DSA, which does not support service
administration, receives a chained search request with a searchRuleId component, it will return a serviceError with problem

unavai

If the seas
such an arg

If the targe

has been i

NOTE ?
now att

Otherwise
]

RO

2

lableCriticalExtension

FchRuleId is not present and the target DSE is outside a service-specific administrative area; ofif
a, but no subentries are associated with that area, return.

t DSE is within a service-specific administrative area and the traceInformation reveals that th
a previous evaluation phase, return with an unwillingToPerform Service error.

— This is the situation where a search has started its initial evaluation outside a service=specific administrat
mpts to spread into a different service-specific administrative area.

the following procedure is followed:

) Locate all search-rules associated with the target DSE, i.e., all search-rules in service subentries
target DSE within its subtree specifications (e.g., by use of'the’ searchRulesSubentry
attribute). These search-rules are in the following called candidate-search-rules. If there a
search-rules, generate a service error with problem requestedsServiceNotAvailable, incly
notification component of the CommonResultsa'séarchServiceProblem attribute wit
id-pr-unidentifiedOperation, and return.

) If the serviceType and/or the userClass sefrvice controls are included in the search request
all search-rules not complying with those service controls from the candidate-search-rules. If
the list empty, generate a service error with-problem requestedServiceNotAvailable; ing

it is within

b operation

ve area and

having the
bperational
e no such
de into the
n the value

, eliminate
that leaves
lude in the

notification component of the CommonResults the information as detailed below and retyrn:

— asearchServiceProblem attribute with the value id-pr-unidentifiedOperation

— if the serviceType service control was included in the search request, a serviceTyH
with the value of that service control.

) Split the candidate-search-rule list up into four lists (some of which may be empty):

— a GoodPermittedSR list containing all the candidate-search-rules to which the requester
permissioniand with which the search request complies according to the search-validation
specified.in clause 14 of Rec. ITU-T X.511 | ISO/IEC 9594-3;

NOTE 3= If this list is not empty, there is no reason to create the other lists.
— _& MatchProblemSR list containing all the candidate search-rules to which the requester

e attribute

has invoke
procedure

has invoke

permission and with which the search request complies except for matchingUse in ofie or more

request-attribute-profiles;

4)

— a BadPermittedSR list r‘nnrnining all the candidate-search-rules to which the rnqlmefnr

permission but with which the search request does not comply;

— aDeniedSR list containing all the candidate-search-rules to which the requester does not h
permission.

of these empty search-rules as the governing search-rule and return.

5) If the GoodPermittedSR list is not empty, discard all search-rules except those with t

6)

© ISO/IEC 2020 - All rights reserved

userClass indication.

a local algorithm, and return.

NOTE 4 — If in the list above there are several search-rules to select from, the implementation should log
for administrative attention, as the search-rule definitions probably need re-working.
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as invoke

ave invoke

If the GoodPermittedSR list contains one or more empty search-rule, select using a local algorithm one

he highest

Select one of the remaining search-rule in the GoodPermittedSR list as the governing-search-rule, using

the incident
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7)

8)

9)

If the MatchProblemSR list is not empty, select one of its search-rules following an algorithm similar to
the one specified in 5) and 6) above; generate a service error and associated information as detailed in
clause 14.4 of Rec. ITU-T X.511 | ISO/IEC 9594-3, and then return.

If the DeniedSR list is empty, continue with 10); otherwise, discard any search-rule from the list with
which the search request does not comply and discard any empty search-rule. If the list is now empty,
continue with 10); otherwise, generate a service error with problem requestedServiceNotAvailable;
include in the notification component of the CommonResults the subcomponents detailed below, and
return:

—  asearchServiceProblem attribute with the value id-pr-unavailableOperation;

— if all the remaining search-rules in the DeniedSR list have the same value in the serviceType
component, a serviceType attribute with that value.

If the BadPermittedSR is empty, generate a service error with  problem

_requestedServiceNotAvailable, include nto the notification component of the

CommonResults the subcomponents detailed below and return:
— asearchServiceProblem attribute with the value id-pr-unidentifiedOperation

For each numbered item in the procedure in clause 14.1 of Rec. ITU-T X.511 | ISOHEC 95943 taken in
order, check the search request against the remaining search-rules in BadPermittedSR, and then for each
item:

— if the search complies with the item for some search-rules, but not-for-all search-rules, fliscard the
search rules with which it does not comply;

—  ifthe BadPermittedSR now only holds one search-rule, performithe procedure specified ip clause 14
of Rec. ITU-T X.511 | ISO/IEC 9594-3, and return;

—  otherwise, the next item is checked.

If the BadPermittedSR now only holds search-rules with’which the search does not comply ag¢cording to
the procedure so far, generate a service error with problem requestedServiceNotAvailable; include
in the notification component of the CommonResults the subcomponents detailed below and return:

— asearchServiceProblem attribute with‘the value id-pr-unidentifiedOperation

— ifall the search-rules in BadPermittedSR specifies the same service-type, a serviceType attribute
with that service-type as value.

For each numbered item in clause 14.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3 taken in order} check the
search request against the remaining search-rules in BadPermittedSR, and then for each item:

— if the search complies with the item for some search-rules, but not for all search-rules, fliscard the
search rules with which-it does not comply;

— ifthe BadPermittedSR now only holds one search-rule, perform the procedure specified ip clause 14
of Rec. ITU-TX.511 | ISO/IEC 9594-3, and return;

—  otherwise; the next item is checked.

For each numbered item in clause 14.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3 taken in order} check the
search reguest against the remaining search-rules in BadPermittedSR, and then for each item:

— _NIf-the search complies with the item for some search-rules, but not for all search-rules, fliscard the
search rules with which it does not comply;

#  if the BadPermittedSR now only holds one search-rule, perform the procedure specified ip clause 14

14)

of Rec. [TU-T X511 IS0O/TEC 95394-35, and return;
—  otherwise, the next item is checked.

Generate a service error with problem requestedServiceNotAvailable; include in the
notification component of the CommonResults the subcomponents detailed below and return:

— asearchServiceProblem attribute with the value id-pr-unidentifiedOperation;

— ifall the search-rules in BadPermittedSR specifies the same service-type, a serviceType attribute
with that service-type as value.

19.3.2.2.3 Search-rule check procedure (11)

This procedure is only relevant, if the DSA supports service-specific administrative areas.
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If the searchRuleId is not present, and all the immediate subordinate entries (context prefixes) of the target DSE are
service-specific administrative points, then return with a serviceError with problem unwillingToPerform. If,
however, some of the subordinate entries are not service-specific administrative points, then select the corresponding
naming contexts for the search evaluation and return.

If the searchRuleId is present, each subordinate entry of the target DSE is checked to verify that it is within the same
service-specific administration area as the target DSE. If not, the corresponding naming context is excluded from the
search. If there are remaining naming contexts (including ones in the performing DSA) in which the search can continue,
select the search-rule identified in searchRuleId and return. If there are no remaining naming contexts in which the
search can continue, generate a serviceError With problem unwillingToPerform and return.

NOTE — The latter should not occur if knowledge information is consistent between the DSA and the DSA holding the superior
naming context.

19.3.2.2.4 Entry information selection

For matchdd entries and for entry selected as part of hierarchy selection, attribute information 1s selected as the Thtersection
of:

d) what is specified by the searchArgument.selection, possible modified by the -defalilt context
specifications, and for matched entries also by the searchArgument.matchedvValuésOnly

) what is determined by the governing-search-rule (if any).
This entry [information is added to the list of entries in searchResult.entrylnformation,

Only add gttributes whose size (type and all values) is not greater than the attributfeSizeLimit.

19.3.2.2.5|Search (1) procedure

This is a r¢cursive procedure that applies to a search request that starts atia given target entry e. It searcheg the target
entry e and then processes the DSEs immediately subordinate to e. The/procedure is invoked by itself recursively in the
case that ajwhole subtree is to be searched. The procedure consists ofithe following steps as shown in Figure 19:

1) If the type of DSE e is of type cp (a DSE at a context prefix), check if any element of the exfclusions
argument is a prefix of the DN of e.

a) Ifso, return.
b) Else, call Check Suitability.

i) If e is unsuitable, make’ a continuationReference as follows and @dd it to
SRContinuationL.ist:

— targetObject/set to the distinguished name of the immediate superior of DSE ¢;

— operationProgress With nameResolutionPhase Set t0 proceeding and
nextRDNtoBeResolved set to the number of RDNs in e;

— all.ether components of continuationReference are unchanged.

Then return.

NOTE 1 — This is the only place when a search subrequest is chained to a shadow's supplier. In other
words, the target object for such a chained subrequest is always a context prefix.

ii)” Else, add the Distinguished Name of e t0 alreadySearched in ChainingResultsg.
NOTE 2 — alreadySearched only contains context prefixes.

2 ~lfeisoftype alias and searchAliases i SearchArgument iS TRUE, then call Search Aliad procedure

and then return.

3) If subset is oneLevel, then proceed to step 6).

NOTE 3 — The e cannot be subordinate incomplete at this point since the Check Suitability at the context prefix should
have ascertained that this cannot happen.

4) If subset iSbaseObject, Or if entryOnly is TRUE then continue with this step; otherwise, go to step 5).
If one of the following is true:
a) eisof type subentry and the service control subentry is set; or
b) eisnot of type subentry and the service control subentry is not set, then do the following steps:
i)  Check ACI. If the operation is disallowed, return.

i)  Apply the filter argument specified in the SearchArgument. filter to the DSE e. Ensure that
access to all attributes used in the filter is permitted as defined in Rec. ITU-T X.501 |

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.518 (10/2019) 67


https://iecnorm.com/api/?name=aff24b6029ef53a68442c08af4bec5c2

ISO/IEC 9594-4:2020 (E)

ISO/IEC 9594-2. If the filter matches, and if the entry is not excluded due to hierarchy selection,
add the attribute information as specified in clause 19.3.2.2.3.

iii) If the hierarchySelection search control is included in the search request (possibly
modified by a search-rule specification), the entry is part of a hierarchical group having more
than one member, and more than the sel£ indication is set, then call the Hierarchy Selection (1)

procedure.
Then return.

5) If subset iS subtree (and entryOnly is not TRUE), and in addition one of the following is true:

a) eisof type subentry and the service control subentry is set; or
b) e is not of type subentry and the service control subentry is not set, then do the follow
i)  Check ACI. If the operation is disallowed, go to step 6).

access to all attributes used in the filter is permitted as defined in Rec. JTUj
ISO/IEC 9594-2. If the filter matches, and if the entry is not excluded due to hierarchy
add the attribute information as specified in clause 19.3.2.2.3.

iii) If the hierarchySelection search control is included in the search reques
modified by a search-rule specification), the entry is part of a hierarchical group hg
than one member, and more than the sel£ indication is set, then Callthe Hierarchy §
procedure.

iv) Proceed to step 6).

§) If e is of type nssr, then add a Continuation Reference to-SRcontinuationList with the
components:
—  targetObject to the distinguished name of the DSE e:

— aliasedRDNs absent;

nextRDNtoBeResolved absent;
— rdnsResolved absent;
— referenceType Set {0 nssr;

— accessPoints Set {0 AccessPointInformation derived from the value(s) fol
nonSpecificKnowledge @ftribute.

1) Processall DSEs e' that are located immediately subordinate to the target DSE e until all subord
have been processed. #f e is within a service-specific administrative area, only those in
subordinate DSEs that are part of the same service-specific administrative area shall be proce
outside a servicesspecific administrative area, those immediately subordinate DSEs that arg
service-specificadministrative area shall not be processed. During this loop, if the list of matc
in searchResult.entryInformation exceeds the size limit, or time or administrative limit i
then set 1imitProblem accordingly in partialOutcomeQualifier and return.

NOTE 4~ The check for size limit is also implicitly applied every time searchResult is updated.

service-specific administrative point, then add a Continuation Reference to SRcontinuati

ing steps:

-nsure that
T X.501 |
selection,

(possibly
ving more
election (1)

following

— operationProgress with nameResolutionPhase set to completjed and

nd in the

nate DSEs
nmediately
sed. If e is

part of a
hed entries
5 exceeded

a).<If the DSE e' is of type subr, is not of type cp, and is not representing a subordinate enfry that is a

nList with

the following components:

—  targetObject to the distinguished name of the DSE ¢;

— aliasedRDNs absent;

— operationProgress With nameResolutionPhase Set t0 completed and

nextRDNtoBeResolved absent;
— rdnsResolved absent;
— referenceType Set 0 subr;

— accessPoints set to the access point information contained in the specifick
attribute of DSE e'.

nowledge

NOTE 5 - If e' is of both type cp and subr, a search subrequest can be generated potentially from either the
subordinate reference or the supplier knowledge, but not both. This procedure uses the latter (supplier references

found in cp).
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b) For all cases:
i) If subset iS oneLevel, Set entryOnly t0 TRUE.
ii) Recursively execute Search (1) procedure for target DSE e'.
8) Ifall subordinates have been processed, return to the Operation Dispatcher for further processing.

g Return
Add continuation reference
DSE e Yes Isein SRcontinuationList which
of type cp? exclusions? points to supplicr
(including master)
No No
Add DN of e to Entry unsuitable
D alreadySearched
Call Check Suitability
procedure for DSE e
e of type -
alias and | Entry suitablc
sparchAliases =
9
TRUE? Call Search N
Alias procedure g
¢ of tyne e is not
Subset = P subentry @nd,
subentry and \
oneLevel? . subentries
\ subentries set? .
nptget?
»  Yes
No match Match e against
filter
Add selected
attributes of DSE >
to searchinfo subset = Yes
baseObject or entry >
Only = TRUE?
Afld a continuation reference with
all access points contained-in P Yes DSE e is of
attfibute nonSpecificKnowledge to A type nssr?
SRcontinuationList
| Set targetObject to DN of e All
procesged
Processcach BSEe-immediatelysubordimateto DSt

No Add a continuation reference
for access point information

in specificKnowledge attribute
to SRcontinuationList

Time,
size, administrative
limit exceeded?

e' of type

e' of type
subr

Set limitProblem of
partialOutcomeQualifier

Call Search Procedure(l) with e'
If subset = oneLevel, set
entryOnly to TRUE

X.518_F19

Figure 19 — Search (1) procedure
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19.3.2.2.6

Search (1) procedure

This procedure applies if a search request is processed that originated from a request decomposition at the DSA from
which the request was received. The procedure processes the DSEs below the target DSE e and calls the Search (1)
procedure for each object entry:

1) Process all DSEs e' that are located immediately subordinate to the target DSE e until all subordi
have been processed. When all subordinates have been processed, return to the Operation Dispatcher for

further processing.

2) If the DSE is not of type cp then ignore it. Return to step 1).
3) Call Check Suitability. If suitable go to step 4); otherwise, ignore it and return to step 1).

nate DSEs

4) Execute the Search Procedure (1) for the DSE e’ as described in clause 19.3.2.2. If the DSE is of type alias
and the value of the subset parameter is set t0 oneLevel, Set ChainingArguments.entryOnly t0
TRUE When calling Search (1) procedure. Return to step 1).
[ Enter J
Alles
précessed
Process each DSEs e' of type cp immediately subordinate to DSE e
Next e'
ceters entry v
Call Check Suitability procedure Insuitable ~
. Return
entry suitable )
dse type One level
= alias search?
entryOnly =
TRUE
Call Search 'procedure(l) with DSE e'
X.518_F20
Figure 20 — Search (I1) procedure

19.3.2.2.7 |LDAP Searcht(l) procedure
This is a re¢cursive pragedure that applies to a chainedLdapTransport request with embedded LDAP SearchRequest that
starts at a given target’entry e. It searches the target entry e and then processes the DSEs immediately suborglinate to e.
re consists

The procedlure iS invoked by itself recursively in the case that a whole subtree is to be searched. The procedy
of the follgwing,steps as shown in Figure 19:

1) Ifthe type of DSE e Is of type cp (a DSE at a context prefix), call Check Suitability.

70

a) Ifeisunsuitable, make a continuationReference as follows and add it to SRContinuationList:

—  targetObject Set to the distinguished name of the immediate superior of DSE e;

— operationProgress With nameResolutionPhase Set t0 proceeding and

nextRDNtoBeResolved Set to the number of RDNs in g;
— all other components of continuationReference are unchanged.
Then return.

NOTE 1 — This is the only place when a search subrequest is chained to a shadow's supplier. In other words, the

target object for such a chained subrequest is always a context prefix.
b) Else, add the Distinguished Name of e t0 alreadySearched in ChainingResults.
NOTE 2 — alreadySearched only contains context prefixes.
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2) If eis of type alias and the derefAliases component of the embedded LDAP SearchRequest iS
either derefInSearching Or derefAlways, then call Search Alias procedure and then return.
3) If scope of the embedded LDAP SearchRequest iS singleLevel, then proceed to step 6).

NOTE 3 — The e cannot be subordinate incomplete at this point since the Check Suitability at the context prefix should
have ascertained that this cannot happen.

4) If scope iS baseObject, Or if entryOnly is TRUE then continue with this step; otherwise, go to step 5).
If one of the following is true:

a) e is of type subentry and the LDAP subentries control is included, is recognised and has the
value TRUE,; or

b) e is not of type subentry and the LDAP subentries control is absent, has the value FALSE or is
not recognised, then do the following steps:

NOTE 4 — As specified in clause 17.3.3.2, if a control value has the criticality component set to TRUE and is not
recognised, the request has been rejected.

i)  Check ACI. If the operation is disallowed, return.

i)  Apply the filter argument specified in the £ilter component of the SearchRequest t0 the
DSE e. Ensure that access to all attributes used in the filter is permitted as [defined in
Rec. ITU-T X.501 | ISO/IEC 9594-2. If the filter matches, add thé attribute infofmation as
specified in clause 19.3.2.2.3.

Then return.
8) If scope iS wholeSubtree (and entryOnly is not TRUE), and in addition one of the following is true:

a) e is of type subentry and the LDAP subentries controkis included, is recognised gnd has the
value TRUE; or

b) e is not of type subentry and the LDAP subentxies control is absent, has the value HALSE or is
not recognised, then do the following steps:

i)  Check ACI. If the operation is disallowed, go to step 6).

ii)  Apply the filter argument specified in\the £ilter component of the searchRequést to the
DSE e. Ensure that access to all attributes used in the filter is permitted as defined in Rec. ITU-T
X.501 | ISO/IEC 9594-2. If the filter matches, add the attribute information as specifidd in clause
19.3.2.2.3.

iii) Proceed to step 6).
§) If e is of type nssr, then_add a Continuation Reference to SRcontinuationList with the| following
components:

—  targetObject tothe distinguished name of the DSE e;
— aliasedRDNs absent;

—  operationProgress with nameResolutionPhase set to completjed and
nextRDNtoBeResolved absent;

— rdnsResolved absent;
— «-xéferenceType Set t0 nssr;

~~ accessPoints Set {0 AccessPointInformation derived from the value(s) found in the
nonSpecificKnowledge attribute.

7) Processall DSEs e' that are located immediately subordinate to the target DSE e until all subordinate DSEs
have been processed. If e is within a service-specific administrative area, only those immediately
subordinate DSEs that are part of the same service-specific administrative area shall be processed. If e is
outside a service-specific administrative area, those immediately subordinate DSEs that are part of a
service-specific administrative area shall not be processed. During this loop, if the list of matched entries
in searchResult.entryInformation exceeds the size limit, or time or administrative limit is exceeded
then set 1imitProblem accordingly in partialOutcomeQualifier and return.

NOTE 4 — The check for size limit is also implicitly applied every time searchResult is updated.
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8
19.3.2.2.8

19.3.2.2.9

This proce
(see Figurg

]

A
4

L

a)

If the DSE ¢’ is of type subr, is not of type cp, and is not representing a subordinate entry that is a
service-specific administrative point, then add a Continuation Reference to SRcontinuationList with

the following components:
—  targetObject to the distinguished name of the DSE ¢;
— aliasedRDNs absent;

— operationProgress With nameResolutionPhase Set t0 completed and

nextRDNtoBeResolved absent;
— rdnsResolved absent;

— referenceType Set 0 subr;

— accessPoints set to the access point information contained in the specificKnowledge

attribute of DSE e'.

NO —_ g of both g a a a
the subordinate reference or the supplier knowledge, but not both. This procedure uses the latte
references found in cp).
b) For all cases:
i) If subset iS oneLevel, Set entryOnly t0 TRUE.
ii) Recursively execute Search (1) procedure for target DSE e'.

) If all subordinates have been processed, return to the Operation Dispatcher for further processir
LDAP Search (I1) procedure

Search Alias procedure

dure is executed if a DSE of type alias has been encountered during the processing of a seaq
21):

) If subset iSbaseObject Or oneLevel, 0 t0 step‘4).
) IfaliasedEntryName iSa prefix of targetObject Or baseObject or any of the previous v

Search because this would cause a recursive.search with duplicate results.

ChainingArguments.traceInformation iS a prefix of aliasedEntryName, then n
processing of the alias is required-because the aliased subtree will be searched anyway.

) If the search is performed within a service-specific administrative area and if the servi
administrative point is not a prefix of aliasedEntryName, then no specific processing of
required, as the aliased entry is outside the service-specific administrative area.

) Build a DSP request with the targetObject set to the aliasedEntryName. If subset is ¢
set entryoOnly to TRUE. Call the Operation Dispatcher for the request to be locally continued.

) If the Opeération Dispatcher returns a referral error, or busy, or unavailable errors then add (o
add).the continuation reference to partialOutcomeQualifier Of SearchResult, and retu

) , If the Operation Dispatcher returns other errors, discard it and return.

m either
(supplier

ch request

lues of the

targetObject iN ChainingArguments.traceInformation, then the alias is excluded from the

) If targetObject Or baseObject:~0Or any of the previous values of the targetgbject in

0 specific

NOTE — For both of the above casés, baseObject may not be a prefix of targetobject, due to alias deffeferencing.

Ce-specific
he alias is

bneLevel,

I make and
n.

) \MT the Operation Dispatcher returns a SearchResult, then:

72

i)  Ifthe result is signed, add it t0 uncorrelatedSearchInfo in SearchResult.
i)  If the result is not signed, add it to searchInfo in SearchResult.
And return.
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aliasedObjectName is
prefix of baseObject or
targetObject?

Yes (
>L Return

baseObject or

targetObject is prefix Yes
of aliasedObjectName?
No
. Add continuationRcferéned
Build a local DSP request to partialOutcomeQualifier
Referral
Error
Call Operation Dispatcher Discard

19.3.2.2.10 Hierarchy Selegtion procedure (1)

Result

Signed?

Add to searchinfo

\ 4

Add to uncorrelatedSearchinfo

X.518_F21

Figure 21 — Search Alias procedure

This proceflure is executed\if a member of a hierarchical group is encountered during the processing of a searfh request

specifying|hierarchy, selection.

d) Ifahierarchy selection that is not supported by the DSA is present, then return with:

a serviceError With problem requestedServiceNotAvailable;

q SearchServiceProblem Totification attribute with the vatue id-pr-
unavailableHierarchySelect,

a serviceType notification attribute having as value the serviceType component of the search-
rule; and

ahierarchySelectList notification attribute indicating the invalid selection(s).

b) Otherwise, add all the entries defined by the hierarchical selection as defined in clause 19.3.2.2.4. If that
results in no entry being added, i.e., the hierarchy selections only specify non-existing entries, then set the
emptyHierarchySelect global variable.
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20 Continuation Reference procedures

The procedures in this clause are called to process the list of continuation references (NRcontinuationList or
SRcontinuationList) created by other procedures.

The Continuation Reference procedures consist of the steps shown in Figures 24, 25 and 26. The first stage is to identify
sets of continuation references from the continuation list that have a common target object component. These have been
created from a set of subordinate or non-specific subordinate references associated with the same entry in the DIT. Within
each of these sets there may be continuation references which occur more than once. The sets should be scanned and any
duplicates found should be discarded.

These sets (each with a different targetObject component) may be processed independently, either sequentially or in
parallel by the DSA, since there is no risk that the same results will be returned from any two sets. However, the processing
of each continuation reference within one set, and of each AccessPointInformation within one continuation
reference, and of each access point within one AccessPointInformation, has to be controlled, or duplicate results
may occur[as aescrited i clause 2071

NOTE + Some continuation references may be unusable if the AccessPoint contains a PresentationAddréss-Where all the
NSAP gddresses have an unknown structure (see clause 12.3 of Rec. ITU-T X.519 | ISO/IEC 9594-5).

The proceglure adopted in the APInfo procedure is to process one by one the set of access points coentained |in a single
AccessPdintInformation. These all point to (copies of) the same naming context (or possibly'aset of namiipg contexts
held in ond DSA, in the case of NSSRs). If the first access point produces a result or a hard efror; further access points do
not need td be processed. However, if the error is a soft error, i.e., a serviceError (with problem busy, unayailable,
unwillingToPerform, invalidReference, Of administrativeLimitExceeded); then the DSA may|choose, as
a local optjon, to process another access point from the set.

Processing of the AccessPointInformation values within one set of continuation references is handled irf a uniform
way, irresgective of which continuation reference they originated from. (This.is because two DSEs of type supr below a
single entfy would produce two continuation references, each containing one AccessPointInformatjon Value,
whereas one DSE of type nssr to the same two subordinates (assuming that they are held in different DSAs) would
produce one continuation reference containing a set of two AccessPointInformation Vvalues.)

The accegsPointInformation values may be processed either sequentially or in parallel, as described in dlause 20.1.
The parall¢l strategy is more likely to produce duplicate results. Duplicates shall always be discarded.

20.1 Chaining strategy in the presence of shadowing

In the pregence of shadowing, a DSA may chqose between different strategies when it has to multi-chain g request to
more than pne DSA. This choice always occurs+if the DSA has to process more than one continuation referenge with the
same targetObject. This situation can_occur from multi-chaining caused by NSSR decomposition dufing Name
Resolution (as shown in Figure 22) or(from request decomposition during the evaluation of a multiple objec} operation
(see Figurg 23).

The goal qf these strategies is(t0 deal with the problem of duplicate results and duplicate processing when|shadowed
information is used in multi-chaining of requests (caused by either NSSR or request decomposition). For example, in
Figure 22, DSA 1 multi-ehains a request to both DSAs 2 and 3 because of the NSSR held in DSE B. If the use of shadowed
informatioh is allowed,/beth DSAs 2 and 3 may apply the chained operation to both subtrees starting at X and Y.

Similarly, jn Figure-23, DSA 1 multi-chains (as a result of request decomposition) to the two subordinate refefences held
in DSEs X and\Y. Again, if the use of shadowed information is allowed, both DSAs 2 and 3 may apply the chained
operation fo*both subtrees starting at X and Y.

To deal with this problem of duplication, a DSA may choose one of the following strategies when multi-chaining to
multiple DSA requests with the same targetObject.
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nssr to DSA 2
and DSA 3
Chained Chained
Request with Request with
targetObject B targetObject B

X.518_F22

Chained Chained
Subrequest with Subrequest with
targetObject B targetObject B
DSA3 //

A

Shadow

X.518_F23

Figure 23 — Multi-chaining request decomposition using subordinate references

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.518 (10/2019) 75


https://iecnorm.com/api/?name=aff24b6029ef53a68442c08af4bec5c2

ISO/IEC 9594-4:2020 (E)

20.1.1  Master only strategy

A DSA may choose this strategy to prevent the usage of shadowed information when performing a parallel or sequential
multi-chaining caused by NSSR decomposition, or request decomposition during a Search or List evaluation. For this
strategy, during a Search or List operation evaluation, the excludeshadows component of the ChainingArguments is
set to TRUE. If NSSRs are encountered during Name Resolution, a DSA may set nameResolveOnMaster t0 TRUE {0
ensure that only a single path is followed. nameResolveOnMaster shall be set to TRUE if NSSRs are encountered and
the operation is one of the Directory modification operations. In either case, only the DSA(S) that hold the master entry
(or entries) relevant to the operation shall perform the operation. This master only strategy can be used during both

parallel, as

well as sequential multi-chaining.

NOTE — Setting nameResolveOnMaster t0 TRUE eliminates the possibility of multiple paths during name resolution by:

1) ig

noring shadow entries; and

2) by ensuring that only one DSA may proceed with name resolution in situations where a complex DIT distribution would

ot

herwise permit more than one to proceed.

This is tchieved by allowing only the DSA holding the master entry corresponding to the first nextRDNToBeResoly,

the targ
master §

20.1.2 H

Using this
Search or
processing
selects thig

Because th
strategy if

20.1.3 9

This strate

decomposition or of an NSSR decomposition. Each chained request is processed one after the other.

In the case]
chained. Ifi
upon local

In the case

t object name to continue with name resolution. Any other DSAs will not be able to proceed even though ‘th
ntries which match more of the target object name.

Parallel strategy

strategy, a DSA sends out all chained requests by parallel multi-chaining. This strategy may be U
List evaluation, and name resolution of the NSSRs. This will allow the use ‘ofy'shadowed infor
of the chained requests, but may result in duplicate executions and duplicate fesults for the operatio
strategy, it shall remove duplicate results from the operation result that it\returns.

e removal of duplicate results is not possible if a signed result has beenrequested, a DSA shall not
signed results are requested during Search evaluation, unless excdudéshadows is also set.

equential strategy

Jy avoids duplicate results by using sequential multi-chaining to process the chained (sub)requests

of NSSR decomposition, if a result or a hard error,is returned to a request, further requests do not
a soft error is returned, a further request may bé.chained, or the soft error returned to the requester,

policy.
of Search evaluation, the exclusions-GOmponent of the ChainingArguments is set to the set of

ed RDNs of
y may hold

sed during
mation for
n. Ifa DSA

choose this

pf a Search

need to be
depending

RDNs that

have alreagly been processed. This is done by inicorporating the elements in ChainingResults.alreadySearched t0

the exclu
Search evd

A sequenti
DSA has

excludeshadows does not exclude specific subordinates, but rather is a coarse way of excluding all shadow

20.2

Prior to iss
to the rem

51 ons argument of the next chained request. This is the only strategy that completely avoids duplica
luation.

pl strategy is not defined for, List evaluation (although sequential multi-chaining may be used), since
no way of excluding:specific subordinates from being returned in further List subrequests

ssuing chaihed subrequests to a remote DSA or LDAP server

uing a-stbrequest, a DSA has to execute a dsaBind operation when the DSA has to establish an
pte DSA. Management of associations is outside the scope of the Directory Specifications. An ass

ion during

a superior
(note that
copies).

hssociation
pciation to

another DS

Alis‘considered unavailable if the association cannot be established or the DSA for local reasons

qecides not

to establisk

and declare an association as unavailable.

One. In this case, INe dSABind has Tailed. Tt 1S a focal decision When 1o Stop trying to establish an association

When a DSA tries dsABind to another DSA and receives a directoryBindError, the issuing of the subrequest failed.

20.3 Procedures' parameters

20.3.1  Arguments

These procedures make use of the following arguments:

the list of continuation references to process in NRcontinuationList (for the Name Resolution Continuation

Reference procedure), and SRcontinuationList (for the List Continuation Reference and Search Continuation

Reference procedures, respectively);

—  the CommonArguments of the operation argument;
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the ChainingArguments.

20.3.2 Results

These procedures create the following results:

a list of received results/errors of issued chained requests if chaining has been selected;
an updated list of unprocessed continuation references in continuationList.

20.3.3  Errors

These procedures can return one of the following errors:

a serviceError With problem outofScope in the case that a referral would have been created which is
not within scopeOfReferral,;

a serviceError With problem ditError in the case that an invalid knowledge reference has been

20.4 Definition of the procedures

detected;

a nameError With problem nosuchobject in the case that all subrequests from NSSR, decpmposition
returned unableToProceed;

any other error that is returned by a chained subrequest;

a referral in the case that chaining was not selected and operationProgres$s nameResolufionPhase
is set t0o notStarted Or proceeding.

If operationProgress.nameResolutionPhase iS Set t0 notStarted/Or proceeding, the prqcedure in
clause 20.4.1 (Name Resolution Continuation Reference procedure) shall be followed. The multiple entry inferrogation

operations|List and Search respectively call the procedures in clauses 20,4.2"and 20.4.3.

20.4.1  NName Resolution Continuation Reference procedure

The Name [Resolution Continuation Reference procedure consists.of the steps as shown in Figure 24. The basifc principle
of this prdcedure is to sequentially process the set of continuation references created during Name Resoljution. The
following $teps shall be executed for each continuation reference C contained in NRcontinuationList in a sel¢cted order
until all references have been processed or an error of¥esult has been returned. If all references have been [processed,
return to the Operation Dispatcher to continue with the“Results Merging procedure to process the received resultfor referral.

D

Check whether chainingProhibited is set. If it is set the DSA is not allowed to chain, then

— if the request is not-\an ldapTransport request, then according to local policy, either a
serviceError Withproblem chainingRequired Or a referral shall be returned to the Operation
Dispatcher; or

— if the request-isS an ldapTransport request, then an LDAP referral shall be inclufled in the
ldapTransport result.

If chainingProhibited is not set, then check if local policy allows chaining. If chaining is npt allowed,
then

— ifthe request is not an 1dapTransport request, return a referral; or

~./ if the request is an ldapTransport request, then an LDAP referral shall be inclufled in the
ldapTransport result.

3)

4)

If local policy allows chaining, then continue with the next step.

Process each of the Continuation References of the list of Continuation References found in
NRcontinuationList. If there are no more unprocessed Continuation References, then return with
serviceError.

Process the next Continuation Reference from NRcontinuationList. If it is an NSSR, then continue at
step 5). If it is not an NSSR, then call the APInfo procedure to process it. Distinguish between the possible
returns of the APInfo procedure:

—  If the APInfo procedure returns a null result, continue at step 3) with processing the next Continuation
Reference.

—  If the APInfo procedure returns an error, referral or result, then return it.
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5)

In this case, the Continuation Reference is of type NSSR and the DSA has the choice of doing sequential
or parallel chaining, depending on the local choice of strategy. If the NSSR is to be processed sequentially,
then continue at step 6). If it is to be processed in parallel, then for each of the AccessPointInformation
(API) in the NSSR, the APInfo procedure is called so that they are processed in parallel. Wait for all the
API to be processed, i.e., wait for all the calls to the APInfo procedure to return. Check all the results
received from the call to the APInfo procedure in the following order:

If all the «calls return a serviceError with problem unableToProceed and
partialNameResolution iS FALSE, then return nameError.

If all the «calls return a serviceError Wwith problem unableToProceed and
partialNameResolution iS TRUE, then in the result set partialName t0 TRUE,
nameResolutionPhase t0 completed, Set entry suitable (this will be for the lastEntryFound), and
go to the appropriate operation evaluation.

If one or more results are received, then discard possible duplicates and return the result.

If an error is received that is not a serviceError (e.g., a nameError), then return anéryor.

Otherwise return a referral Or serviceError t0 the Operation Dispatcher, aecording to local
choice.

Choose the next unprocessed API from the set of APIs in the NSSR and continue at'step 7). If gll the APIs
have been processed, then check if all the calls to the APInfo procedure retuthed a serviceHrror with

problem unableToProceed.

If they did and partialNameResolution iS FALSE, then the entry cannot be fopnd and a
nameError is returned. If they did and partialnameResoXution iS TRUE, then in thp result set
partialName {0 TRUE, nameResolutionPhase 10 completed, set entry suitable (this|will be for
the lastEntryFound), and go to the appropriate operationevaltation. If they did not, then a¢cording to
local choice, return a referral Or serviceError,

Call the APInfo procedure. Distinguish between the passible results from the call to APInfo prdcedure:

If a serviceError with problem unableToRroceed is received, try another access point. Continue
at step 6).

If a serviceError with probleém busy, unavailable, unwillingToPefrform Or
invalidReference is received, then-the indicated problem may be of a transient naturd and it is a
local choice to try and chain the request on to another DSA. If it is chosen to try another [DSA, then
continue at step 6); otherwise, retlrn a referral Or serviceError, according to local ¢hoice.

If an error other than servicéeError with problem busy, unavailable, unwillingT¢Perform,
invalidReference Of:unableToProceed iS received, that error should be returped to the
Operation Dispatcher:If the serviceError is invalidReference, this shall be conperted into
ditError before being returned to the requester.

If a result or.referral is received, return it to the Operation Dispatcher.
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Figure 24 — Name Resolution Continuation Reference procedure
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20.4.2  List Continuation Reference procedure

The List Continuation Reference procedure consists of the steps shown in Figure 25. This procedure is invoked when a
List request cannot be satisfied in the local DSA and a set of continuation references have been added to
SRcontinuationList for chaining or referral. All these continuation references (CR) have the same targetObject. Those
CRs with referenceType nssr have one or more AccessPointInformation values (APIS), whereas other type CRs
have only one API in them. Each of these APIs is extracted and considered for chaining or referral.

Yes

Limit
exceeded?

chainingProhibited

a

Return <

Chain

All APIs processed

Extract all APIs from the continuation references, and pfocess each using either
parallel or sequential strategy

Next API

error or
null Add a continuation
reference based on

this API, and add it to
partialOutcomeQualifier.
unexplored

Call APInfo procedure

referral result

Implausible

Result

signed Add result to listinfo

Add result to
uncorrelatedListInfo

X518 F25

Figure 25 — List Continuation Reference procedure

The following steps shall be executed:

1

2)

3)

If any of the limit problem has been exceeded thus far, then return to the Operation Dispatcher to continue
with the Results Merging procedure.

If the chainingProhibited flag in CommonArguments.serviceControls is set or the DSA decides
not to do any chaining because of its local operational policy, then the DSA shall directly return to the
Operation Dispatcher to continue with the Results Merging procedure.

Create a set of AccessPointInformation Vvalues from the accessPoints component of every
continuation references in the SRcontinuationList.

Use either a parallel or sequential strategy to process each API as follows:
i)  Call the APInfo procedure with the next API in the set.

ii) Ifaresultisreturnedthenadditto 1istInfo ifitisnotsigned, oradditto uncorrelatedListInfo
if it is signed.
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iii) If the return is an error or null, it means that APInfo has already tried all access points in the API
without success. Based on local operational and security policy, either ignore and proceed to the next
API, or add a continuation reference based on this API to the partialOutcomeQualifier.

NOTE — It is not plausible to get a referral back from APInfo. Any "referral" should come in the form of
unexplored iN partialOutcomeQualifier.

4) When all APIs are processed, return to the Operation Dispatcher.

20.4.3  Search Continuation Reference procedure

The Search Continuation Reference procedure consists of the steps shown in Figure 26. This procedure is invoked when a
Search request cannot be satisfied in the local DSA and a set of continuation references have been added to
SRcontinuationList for chaining or referral. The procedure is very similar to the List Continuation Reference procedure.
The difference is that, in this case, the continuation references in SRcontinuationList may have different targetObject
values. Thus the contrnuatron references are sorted into sets of continuation references Wlth the same targetObject
Also, the ys S defire, as this is
an importgnt strategy for search. The use of exclusions and alreadySearched isS applred to processing =ach set of
continuatign references with the same targetObject.
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Figure 26 — Search Continuation Reference procedure

The following steps shall be executed:

1)

2)

3)

82 Rec. ITU-T X.518 (10/2019)

If any of the limit problem has been exceeded thus far, then return to the Operation Dispatcher to continue

with the Results Merging procedure.

If the chainingProhibited flag in CommonArguments. serviceControls is set or the DSA decides
not to do any chaining because of its local operational policy, then the DSA shall directly return to the

Operation Dispatcher to continue with the Results Merging procedure.

Sort the continuation references in SRcontinuationList into sets that have the same targetObject.
Continuation references of type ditBridge are not included in such sets, but each such continuation
reference constitutes a set of its own. Within each set, remove any duplicates.
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For each subset of continuation references, create a set of AccessPointInformation values from the
accessPoints component of every continuation reference in the subset, and choose either the sequential
or parallel strategy for further processing. If the parallel strategy is chosen, then skip the steps below that
are indicated only applicable to the sequential strategy.

a) If the sequential strategy is chosen, maintain a local variable localExclusions for each set of
continuation references that have the same targetObject. Initially, localExclusions is set to the
exclusions of the incoming chaining request (if it exists), and all locally searched subtrees directly
under targetObject.

b) If the sequential strategy is used, compare the targetObject to all the elements of localExclusions, and
remove those elements which do not contain targetObject as a prefix. These are the relevant
exclusions for the current target object.

c) Extract all the APIs from all the continuation references of the current target object's set.
d) Loop through each API. For each API:

)

20.4.4  APInfo procedure

i)  Call APInfo.

ii) If a result is returned, then add the result to searchiInfo if it is not sighed, of add it to
uncorrelatedSearchInfo if it is signed. If the sequential strategy.”is usg¢d, update
localExclusions using alreadySearched in the incoming replyi\and also fnerge the
alreadySearched in the incoming reply to this DSA's
ChainingResults.alreadySearched. Then proceed to the nextAPI.

iii) If an error or null is returned, it means that APInfo has already tried all access points|in the API
without success. Based on the local operational and securitypolicy, either ignore and|proceed to
the next API, or add a continuation reference based on this AP| to the
partialOutcomeQualifier.

NOTE - It is not plausible to get a referral back from AP{nfo. Any "referral” should come in thg form of
unexplored IN partialOutcomeQualifier.

e) When all APIs are processed, proceed to the hext set of continuation references with) the same
targetObject.

When all the continuation references are processed, return to the Operation Dispatcher.

This procg¢dure is called to process an AccessPointInformation, Which contains one or more acdess points
(see Figurg 27). They are processed one by one until either a result or error is returned. If the error is a service| error such
that trying|another access point may succeed, then additional access points are tried as long as local operatignal policy

permits:

D

[NEY
~

Perform loop detection(Ifja loop is detected, then:

— if the request. is not an ldapTransport request, return serviceError With problem
loopDetected,; Or

— if the request is an 1dapTransport request, an 1dapTransport result with an embedded LDAP
resultwith resultCode set t0 loopDetected.

Otherwise, continue at step 2).

Pracess each of the access points from the access point information. If all have been processqd, return a
null result. If there is any access point to process, continue at step 3).

4)

Check whether focal policy attows chaining 1o this access point. This check shoutd Take nto account the
settings of the service controls and chaining arguments (e.g., chainingProhibited, preferChaining,
whether the access point is within the localScope 0r not, excludesShadows). If the local policy or the
setting of the respective service controls do not allow the use of this particular access point, then ignore
the access point and continue at step 2). If the access point can be used, continue at step 4).

If local policy selected the master only strategy, then set the chaining argument excludeShadows to
TRUE.

If nameResolutionPhase iS N0t completed and the strategy is to continue name resolution on master
entries, then set nameResolveOnMaster {0 TRUE.

The chaining argument nameResolveOnMaster shall be set to TRUE if either of the following is true:

— in the incoming chaining argument nameResolutionPhase IS proceeding and
nameResolveOnMaster iS TRUE; Of
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5)

the operation is one of the modification operations, the referenceType of the chaining request to be
issued is NSSR, and a parallel strategy is used.

NOTE - This method of using nameResolveOnMaster is t0 prevent modification operations being applied
multiple times due to the presence of NSSR.

Build a chained request and try to issue it:

a)

b)

Perform loop avoidance by checking if an item with the same targetObject and
operationProgress OCCUIS iN traceInformation Of the received ChainingArguments. If the
resulting request [(as described in step 5), ¢)] would result in a loop, then the DSA shall either return
a serviceError With problem loopDetected to the requesting DUA/LDAP client/DSA or ignore
the access point and try the next access point by continuing at step 2).

If the request or subrequest to be chained is the result of executing a referral, then an extra check for
loop avoidance is required. Check if an item with the same targetObject, operationProgress
and target DSA occurs in referralRequests. If so, then take the action specified in a). If not, then add

)

c)

a new TraceItem to referralRequests with the following components:
—  targetObject and operationProgress Set to the value of the chained request/sybrequest;
—  dsa set to the name of the DSA to which the request/subrequest is to be chained.

If the AccessPointInformation point to an LDAP server, then continug<at step 9). Otherwise,
after a successful Bind, the DSA shall issue a chained operation of the{same operation fype as the
operation that is processed with the following parameters:

—  the operation argument within the chained operation is set as for the operation argument
received,;

— ChainingArguments.originator Set as received,;

— ChainingArguments.targetObject Set to (the targetObject of the c@ntinuation
reference;

— ChainingArguments.operationProgress set to the value of operationProgress of the
continuation reference;

— ChainingArguments.traceInformation Setto trace information as updated by fhe Request
Validation procedure if the continuation reference is not of type ditBridge, othg¢rwise, the
component shall be absent;

— ChainingArguments.ali@sDereferenced t0 the updated value of the locally updated
aliasDereferenced;

— ChainingArgumerts’.returnCrossRefs t0 a local choice;

— ChainingArguments.referenceType {0 the value of referenceType Of the continuation
reference;

— ChainihgArguments.timeLimit to the value of the received timeLimit;

— chdiningArguments.exclusions iS set to either the relevant exclusions for the cufrent target
object if called by the Search Continuation Reference procedure, or absent if fhe APInfo
procedure was called by the Name Resolution or the List Continuation procedures;

- SecurityParameters Set to the value of the received SecurityParameters.

If_the request could not be issued successfully, then continue at step 7). If it could be issued successfully,

eontinue at step 8).

7)

8)

It is a local choice whether or not to continue. If the DSA chooses to continue, then the error is ignored
and the next access point will be tried. Continue at step 2). If the DSA decides not to try another access
point, then it is a choice of local policy whether to return a respective referral Or a serviceError to
the caller of the procedure.

If the request could be issued successfully, then the DSA shall wait for the reply and process it:

a)
b)

c)

If a result is received, the result is returned to the caller of the procedure.

If a serviceError with problem busy, unavailable, unwillingToPerform Of
invalidReference is received, continue at step 7).

If referral is received and returnToDUA is set t0 TRUE, then the receiving DSA shall not act on
the Referral, but shall return the Referral to the requester.
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d) If a referral is received and returnToDUA iS set to FALSE, then the same local policy
considerations apply as in step 3) (taking into account service controls, chaining arguments, chaining
strategy, etc.). If it is decided not to dereference the referral, then return the referral to the
caller. If it is decided to dereference the referral, then empty the NRcontinuationList, place the
Continuation Reference as received in the Referral in NRcontinuationList and call the Name Resolution
Continuation Reference procedure. This may produce a result, referral, serviceError Or another
error. Whatever is received from the call of the Name Resolution Continuation Reference procedure
shall be given back to the caller.

e) If any other error occurs, it shall be given back to the caller.

9) If the incoming request is an 1dapTransport request, the embedded LDAP request shall be unpacked
and forwarded unchanged to the LDAP server with the following exceptions:

a) The messagelD component shall be replaced with a value valid for the LDAP connection in question.

ents Or
if the operation is a Search operation with the scope component set to singleLevel ghd an alias
entry within this DSA was encountered as an immediate subordinate to the baseObjécit, then the

scope component shall be set to baseObject.

10) If the incoming request has originated from a DUA, the DAP request shall be converted to a corfesponding
LDAP request as specified in clause 20.6 and then forwarded to the LDAP sepver,
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Figure 27 — APInfo procedure

20.5 Abandon procedures

20.5.1 DAP/DSP Abandon procedure

This procedure is invoked if an abandon Or chainedAbandon request is received either to be handled locally or chained

to another DSA. It consists of the following steps as shown in Figure 28:

1) When an abandon 0Or chainedAbandon request is received, which references an unknown operation, an

abandonFailed With problem noSuchOperation shall be returned to the requester.

2) If the request to be abandoned has already been replied to, and the DSA has retained information to know
S0, an abandonError With problem tooLate may be returned to the requester.
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3) If the Abandon request is not valid, i.e., asks to abandon a request that is not an interrogation request, an
abandonFailed Wwith problem cannotabandon shall be returned to the requester.
4) If a DSA has outstanding chained (sub)requests when receiving a valid Abandon request for the original

request, and the DSA decides to attempt abandoning, it may send Abandon requests for none, some or all
outstanding (sub)requests for the operation in question, and then wait for the replies to Abandon request
and the outstanding (sub)requests. At any time during this operation, the DSA may send an Abandon result
and an abandonFailed to the requester and then discard replies to the issued Abandon requests and the
outstanding (sub)requests as they arrive.

If the DSA decides not to send replies to the requester until there are no more outstanding (sub)requests, it
may optionally send an abandonedFailed error to the requester if all the issued abandon requests were
replied to with abandonedFailed errors and if no local abandon operation has been performed.

If an AbandonedFailed error is returned to the requester, the original request shall be treated as if the
Abandon request had never been received.

Find Request AbandonError
with invokelD "noSuchOperation"
Found
Reply already AbandenError
sent? "toolvate"
Abandon AbandonError
valid? "cannotAbandon"

Send an Abandon . .
Terminate further processing of .
request for each - o . serviceError
< this request within operation
oustanding subrequest. . "abandoned"
: dispatcher
Discard/any local result
X.519 F28
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20.5.2 LDAP Abandon procedure

When an LDAP abandon request is to be handled by a DSA functioning as both the boundary DSA for the LDAP client
issuing the request and the LDAP requester against an LDAP server serving the request, it shall forward the
AbandonRequest to the LDAP server in question.

When an LDAP abandon request received by a boundary DSA is to be forwarded to or beyond an adjacent DSA, it shall
be wrapped into an 1dapTransport request and chained to the DSA in question.

A DSA acting as LDAP requester receiving a DSP request with an embedded LDAP AbandonRequest, shall forward
the request unchanged to the LDAP server, except that the MessageID has to be changed to have a legal value for the
LDAP application-association in question.
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20.6 DAP request to LDAP request procedure

20.6.1 Introduction

The DAP request to LDAP request procedure is used when a DAP request that is not an 1dapTransport request is to
be converted to an LDAP request. This happens if the name resolution is not completed by the LDAP requester and the
name resolution is to be continued in an LDAP server. If the name resolution is completed by the LDAP requester for an
addEntry request, but the new entry is to be added to an LDAP server (see clause 20.6.8), then this procedure also
applies.

20.6.2  General on conversion

a) Ifthe DSA des not support a critical extension or if it is not able to reflect a critical extension in the LDAP
protocol, it shall return a serviceError with problem unavailableCriticalExtension.

b) Attribute values of certain attributes requires a binary encoding (see IETF RFC 4522).

@) The MessageID of an LDAP request shall set as required on the LDAP connection. The [DSA shall
maintain information about the relationship between this MessagelD and the DAP InvokgId in the
incoming DAP request until the result of the LDAP request is returned or a timé3out has occurred
(see clause 20.7.1).

d) Anattribute received on the DAP shall be converted to an LDAP attribute. The EDAP informatjon needed
for the conversion is provided as part of the of the attribute type specification’for the type of gttribute. If
such information or similar information is not available, the conversion js not possible. The bghaviour in
this situation is dependent on the type of operation to be converted.

d) Anattribute type specification received on the DAP shall be converted'to an LDAP counterpart vith syntax
OID, as described in clause 9.2.25 of Rec. ITU-T X.520 | ISO/IEC 9594-6 and which may ejther be an
object identifier in dot-decimal format or a descriptor. The LDAP information needed for the gonversion
is provided as part of the attribute type specification for the\attribute type. If such informatior} or similar
information is not available, the conversion is not possiblg. The behaviour in this situation is dependent on
the type of operation to be converted.

f)  AnEntryInfomationSelection (See clause 7:6.0f Rec. ITU-T X.511 | ISO/IEC 9594-3) received in a
request on the DAP shall be converted to,LDAP AttributeSelection and typesOrly LDAP
SearchRequest components as follows:

—  The typesonly component of theth,DAP SearchRequest shall be set to TRUE if the ijnfoTypes
component of EntryInfomationSelection Of the DAP request is set to attributeTypesOnly.
Otherwise, it shall be set to FALSE.

— Ifthe EntryInformationSelection.contextSelection and/or
EntryInformationSelection.returnContext are present and are defined as non-cfitical, they
shall be ignored. Otherwise, an error is returned as specified b) above.

— Ifthe EntryInformationSelection.familyReturn is present and is defined as norf-critical, it
shall be ignored. Otherwise, an error is returned as specified b) above.

—  Other «components of EntryInfomationSelection Of the DAP request shall be cqnverted as
specified by clause 4.5.1.8 of IETF RFC 4511.

The.pagedResults component of a list Or search request does not affect a resultjng LDAP
SearchRequest, but shall be retained to allow proper handling of the LDAP results.

o
~

20.6.3  Converting a DAP read reqguest

A DAP read request shall be converted to an LDAP SearchRequest.

The baseObject component of the LDAP search request shall be the distinguished name given in the object
component of the DAP read request converted as specified in IETF RFC 4514.

The scope component of the LDAP search request shall be set to baseObject.

The derefAliases component of the LDAP search request shall be set t0 neverDerefAliases if the
dontDereferenceAliases Service control option is set in the DAP read request. Otherwise, it shall be set to
derefFindingBaseObj.

The sizeLimit component of the LDAP search request shall be set to zero.
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The timeLimit component of the LDAP search request shall,

— if the DAP request has not been chained, be set to zero if the timeLimit service control of the DAP
request is not present, or, if this service control is present, be set to its value; or

— if the DAP request has been chained, be set to zero if the timeLimit component of the
ChainedArguments iS not present, or, if this component is present, be set to its value minus the current
time with the result rounded up to the nearest integer.

The typesonly component of the LDAP search request shall be set as specified in clause 20.6.2 item f).

The £ilter component of the LDAP search request shall consist of a single element by taking the present alternative
with the value of objectClass.

The attributes component of the LDAP search request shall be set as specified in clause 20.6.2 item ).

20.6.4 onverting a DAP compare request

The DAP ¢ompare request shall be converted to an LDAP CompareRequest.

The entry component of the LDAP compareRequest shall be the distinguished name given in the object fomponent
of the DAR compare request converted as specified in IETF RFC 4514,

The ava ¢omponent of the LDAP CompareRequest shall be the AttributevalueAsgertion data of the DAP
compare rgquest converted to LDAP format as specified in clause 4.1.6 of IETF RFC 4511

The commgnArguments of the DAP request shall be ignored, except for the noSubtypeMatch service contrdl option. If
this servicg control option is set, then a serviceError with problem notSupportedByLDAP required shall e returned.

20.6.5 Handling and converting a DAP abandon request

Based on the retained information about outstanding operation for the LDAP server in question, an LDAP regtiester shall
check the palidity according to the procedures in clause 20.5.1, stepS™1) to 3) and if any of the steps apply| return the
appropriatgd reply.

If the above does not apply an LDAP AbandonRequest shallbeforwarded to the LDAP server. The MessadeID of the
LDAP AbgandonRequest shall be the MessagelD corresponding to the InvokeId component of the DAP refjuest to be
abandoned.

When forwarding an LDAP abandonRequest to-a,LDAP server, a timer shall be started with a locally ddfined time
value. If af LDAPResult is returned from the LDAP 'server for the operation to be abandoned before the timel expires, it
shall discafd possible result(s) for that operatien-and return:

+ an abandoned error with-the*problem component absent shall be returned for the abandoned|operation;
and

4 an abandon result shall be returned for the Abandon operation.
20.6.6  Converting a DAP-list request
A DAP 1liJst request shall\bé converted to an LDAP SearchRequest.

The basepbject component of the LDAP search request shall be the distinguished name given in the object
component of the"DAP 1ist request.

The scopg component of the LDAP search request shall be set to singleLevel.

The derefAliases component of the LDAP search request shall be set t0 neverDerefAliases if the
dontDereferenceAliases Service control option is set in the DAP read request. Otherwise, it shall be set to
derefFindingBaseObj.

The sizeLimit component of the LDAP search request shall be set to zero if the sizeLimit service control is not
present in the DAP request. Otherwise, it shall be set to the value specified in the sizeLimit service control in the DAP
request.

The timeLimit component of the LDAP search request shall,

— if the DAP request has not been chained, be set to zero if the timeLimit service control of the DAP
request is not present or, if this service control is present, be set to its value; or
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— if the DAP request has been chained, be set to zero if the timeLimit component of the
ChainedArguments iS not present or, if this component is present, be set to its value minus the current
time with the result rounded up to the nearest integer.

The typesoOnly component of the LDAP search request shall be set to FALSE.

The £ilter component of the LDAP search request shall consist of a single element by taking the present alternative
with the value of objectClass.

The attributes component of the LDAP search request shall be set to noattrs as specified in clause 4.5.1.8 of IETF
RFC 4511.

20.6.7  Converting a DAP search request

A DAP search request shall be converted to an LDAP SearchRequest.

The basmven in the
baseObject component of the DAP search request.

The scopg component of the LDAP search request shall be set according to subset component of'the DAR request.

The derefaliases component of the LDAP search request shall be set to:

+ neverDerefAliases if the dontDereferenceAliases service control option is set in the PAP read
request and the searchaliases component of the DAP search request is sét'to FALSE.

+ derefInSearching if the dontDereferencealiases service control option is set in the DAP read
request and the searchaAliases component of the DAP search request is set to TRUE.

+ derefFindingBaseObj if the dontDereferenceAliases s€fvice control option is not set {n the DAP
read request and the searchaliases component of the DAR search request is set to FALSE.

4 derefAlways if the dontDereferenceAliases Service control option is not set in the DAP read
request and the searchAliases component of the DAP search request is set to TRUE.

The sizelimit component of the LDAP search request shallbe set to zero if the sizeLimit service control is not
present in the DAP request. Otherwise, it shall be set to the value specified in the sizeLimit service control {n the DAP
request.

The timelimit component of the LDAP search request shall,

+ if the DAP request has not been chained, be set to zero if the timeLimit service control df the DAP
request is not present, or, if thisservice control is present, be set to its value; or

+ if the DAP request has(been chained, be set to zero if the timeLimit compongnt of the
ChainedArguments iS not present, or, if this component is present, be set to its value minus the current
time with the result.rounded up to the nearest integer.

The typegonly component of the LDAP search request shall be set as specified in clause 20.6.2 item f)

The £i1tgr component ofithe LDAP search request shall be set as follows:

: If the £iTter component is absent in the DAP request or has the value and:{}, then the filter
compenent of the LDAP request shall consist of a single element by taking the present alterpative with
the,value of objectClass.

1+ \If the £ilter component is present in the DAP request, then the LDAP £ilter componept shall be
constructed to have the same effect. Possible context information in the DAP filter shall be ignored, unless
it is marked critical (see clause 20.6.2 item a)).

The attributes component of the LDAP search request shall be set as specified in clause 20.6.2 item f).

20.6.8  Converting a DAP addEntry request
A DAP addEntry request shall be converted to an LDAP AddRequest if
—  the targetSystem component is not present in the DAP addEntry request; or

— the targetSystem component is present in the DAP addEntry request, the immediate superior entry of
the new entry is located within the LDAP requester, the targetSystem component is an LDAP access
point and the DSA supports the targetSystem extension.
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The entry component of the LDAP AddRequest shall be the converted distinguished name given in the object
component of the DAP addEntry request.

The attributes component of the LDAP AddRequest shall be the set of attributes as given in the entry component of
the DAP addEntry request converted as specified in clause 20.6.2 d).

If the targetSystem component is present in the DAP addEntry request and the immediate superior entry of the new
entry is not located within the LDAP requester, then a serviceError With problem
unavailableCriticalExtension Shall be returned.

20.6.9  Converting a DAP removeEntry request

A DAP removeEntry request shall be converted to an LDAP DelRequest With a value being the converted
distinguished name given in the object component of the DAP 1list request.

20.6.10 (‘nn\mrfmg aDAP mnrhf\]/l:nfry rnqllncf

A DAP modi fyEntry request shall be converted to an LDAP ModifyRequest.

The obje¢t component of the LDAP ModifyRequest shall be the converted distinguished name, given in the object
component of the DAP modifyEntry request.

If the EntfyModification data type of the DAP request includes an alter alternative and’the LDAP sdrver is not
known to qupport the LDAP extended feature specified in IETF RFC 4525, it shall return a serviceError with problem
notSupportedByLDAP.

If the EntryModification data type of the DAP request includes a resetvalue alternative, it sha]l return a
serviceHrror With problem notSupportedByLDAP.

The changes component of the LDAP ModifyRequest shall be converted to the changes component df the DAP
modi fyEnitry as shown below:

+ An addAttribute Or addvalues alternative of<the” DAP request shall be converted to|a change
component of the LDAP ModifyRequest Where.the operation subcomponent shall take thg value add
and the modification subcomponent shall holdthe converted attributes specified by the DAP request.

+ A removeAttribute alternative of the AP request shall be converted to a change compohent of the
LDAP ModifyRequest Where the operation subcomponent shall take the value delete and with an
empty modification subcomponentishall hold the converted attributes specified by the DAP| request.

+ AremoveValues alternative of the DAP request shall be converted to a change component off the LDAP
ModifyRequest Where the_operation subcomponent shall take the value deletg¢ and the
modification subcomponent shall hold the converted attributes specified by the DAP requegt.

+ A replaceValues alternative of the DAP request shall be converted to a change component of the
LDAP ModifyRequest Where the operation subcomponent shall take the value repla¢e and the
modificatiod subcomponent shall hold the converted attributes specified by the DAP requegt.

If the selection component included in the DAP modifyEntry request is present, it shall be ignofed unless
selectionOnModi £y extension is marked as critical (see clause 20.6.2, item a).

20.6.11 Converting a DAP modifyDN request

A DAP modi‘€yDN request shall be converted to an LDAP ModifyDNRequest

The entry component of the LDAP modi £yDN request shall be the converted distinguished name given in the object
component of the DAP search request.

The newrdn component of the LDAP modi £yDN request shall be the RDN given in the newRDN component of the DAP
request converted according to IETF RFC 4514,

The deleteoldrdn component of the LDAP modifyDN request shall be set to false, if the deleteO1dRDN component
of the DAP request is absent. Otherwise, it shall be set to the same value as in the delete01dRDN component of the DAP
request.

The newSuperior component of the LDAP request shall not be present if the newSuperior component is not present
in the DAP request. Otherwise, the newSuperior component of the LDAP request shall be the converted distinguished
name of the DAP request. This conversion may be performed in the case where the LDAP requester does not support the
newSuperior extension.
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20.7 LDAP result to DAP reply procedure

20.7.1  Introduction

The LDAP result to DAP reply procedure is used when the result of a converted DAP request is received with a non-error
result code included.

20.7.2  General on conversion

An LDAP reference is converted t0 a ContinuationReference value, where

a)

b)
c)

The targetobject component shall hold the converted distinguished name held in the LDAP referral. If
this name is not included in the referral, then this component shall be an empty sequence.

The aliasedRDNs component shall be absent.
the operationProgress component shall have an OperationProgress value as follows:

[T
~

20.7.3 Converting LDAP search results to/®AP read result

—  the nameResolutionPhase component shall be set to notStarted; and
—  the nextRDNToBeResolved component shall be absent.

The rdnsResolved component shall be absent.

The referenceType component shall be set to cross.

The accessPoint component shall hold a single AccessPointInformation Vvalue with a single
MasterOrShadowAccessPoint Vvalue with the following:

—  The AccessPoint value shall have the following components:
i) the ae-title component shall be an empty distinguished’name;

ii) the address component shall have the pSeleéctor, sSelector and the tSelector
subcomponents absent; and

—  The category component shall take the value master or be absent.

—  The chainingRequired component shall take the value FALSE or be absent.
The entryOnly components.

The exclusions component shall be absent.

The returnToDUA component shall have the value FALSE or be absent.

The DAP [read result shall be created on the receipt of the final SearchResultbDone if it is a reply to a DAP read

request angl an error was not encountered;

If an LDAP searchResultEntry IS the result of a DAP read request, this result is converted to a DAP fead result

after the receipt of the final searchResultDone:

20.7.4 Converting LDAP compare result to a DAP compare result

the entry component of the read result shall be the converted attributes in the attributes fomponent
of the LDAR result.

the medifyRights component of the read result shall not be included.
the'objectName component of the LDAP result shall be ignored.

The DAP compare result shall be created on the receipt of the final SearchResultbDone if an error was not encountered.

The CompareResultData Value shall have the following component:

The name component, when present, shall take the value in the targetObject component of the
ChainingArguments Value. If that value is equal to the object component of the ListArgumentData
value, it may be absent. Otherwise, it shall be present.

The matched component shall have the value TRUE if the resultCode of the LDAPResult has the value
compareTrue. If resultCode 0f the LDAPResult has the value compareFalse, this component shall
have the value FALSE.

The £romEntry component shall be absent or has the default value.

The matchedSubtype component shall be absent.
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result is to be signed (see clauses 9.2.1 and 9.2.3) of Rec. ITU-T X.511 | ISO/IEC 9594-3.

20.7.5  Converting LDAP search results to DAP list result

The CommonResults value shall be present with the securityParameters component included, if the

The DAP 1ist result shall be created on the receipt of the final SearchResultbDone if it is a reply to a DAP list
request and an error was not encountered. The 1istInfo alternative of the ListResultData value shall be taken.

The name component, when present, shall take the value in the targetobject component of the ChainingArguments
value. If that value is equal to the object component of the ListArgumentData Vvalue, it may be absent. Otherwise, it
shall be present.

NOTE — An LDAP server does not report if an alias has been dereferenced within the LDAP server.

Each LDAP searchResultEntry is converted to an element of the subordinates component as follows:

20.7.6
The DAP 4

request angl an error was not encountered! The searchInfo alternative of the SsearchResultData value sh

) The aliasEntry and fromEntry subcomponents shall be absent or encoded with their defau
) The partialOutcomeQualifier value shall be set as follows:

) The CommonResults value shall set.as specified in clause 7.4 of Rec. ITU-T X.511 | ISO/IEC

Converting LDAP search results te:DAP search result

earch result shall be created.on.the receipt of the final SearchResultbDone ifitis a reply to a DA

:[: be taken.
guments

The 1limitProblem component shall be present if the LDAP SearchResultDg
resultCode equal to either timeLimitExceeded, sizeLimitExceed
adminLimitExceeded and shall encode accordingly.

The rdn subcomponent shall be the first RDN component of the objectName 0f the LDAP result.

t values.

ne has a
led and

The unexplored component shall be present if one or more SearcResultReference afe received

and shall then hold the set of converted references.

The unavailableCriticalExtensions component shall(bg present and have the value TRUE if
the LDAP SearchResultDone has a resultCode equalf0inavailableCriticalExfensions.

Otherwise, it shall be absent or take the value FALSE.
The unknownErrors components shall be absent.
The queryReference component shall be coded according to the DSP paging requirems
The overspecFilter component shall be.absent.
The notification component shall bezabsent.
The entryCount component shall be‘absent

nts.

9594-3.

P search

The name fomponent, when present; shall take the value in the targetobject component of the Chaining:
value. If that value is equal to-the)object component of the SsearchArgumentData Vvalue, it may be absent. Otherwise, it
shall be pregsent.
NOTE + An LDAP server‘does not report if an alias has been dereferenced within the LDAP server.
Each LDAP searchResultEntry iS converted to an element of the entries component as follows:
d) , Thename subcomponent shall be the converted objectName of the LDAP result.
) ~The fromEntry subcomponent shall be absent or encoded with its default value.
€c) The information sSubcomponent shall take the attributeType alternative if the LDAP

SearchRequest had the typeOnly component set to true and shall then hold the converted attribute
type of the LDAP SearchResultEntry. Otherwise, the attribute alternative shall be taken and shall
then hold the converted attribute of the LDAP SearchResultEntry.

d) The incompleteEntry, partialName and derivedEntry components shall be absent or encoded with
their default values.

€)

The partialoutcomeQualifier Value shall be filled as specified in item c) of clause 20.7.5.

f) The commonResults value shall set as specified in clause 7.4 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

20.7.7  Converting LDAP AddResponse to DAP addEntry result

The DAP addEntry result shall be created on the receipt of the SearchResultDone if an error was not encountered.
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The information component of the AddEntryResult value shall be taken if the result is to be signed (see
clauses 11.1.1 and 11.1.3) of Rec. ITU-T X.511 | ISO/IEC 9594-3. Otherwise, the nul1 alternative shall be taken.

20.7.8  Converting LDAP DelResponse to DAP removeEntry result
The DAP removeEntry result shall be created on receipt of the SearchResultDone if an error was not encountered.

The information component of the RemoveEntryResult value shall be taken if the result is to be signed (see
clauses 11.2.1 and 11.2.3) of Rec. ITU-T X.511 | ISO/IEC 9594-3. Otherwise, the nul1l alternative shall be taken.

20.7.9  Converting LDAP ModifyResponse to DAP modifyEntry result
The DAP modifyEntry result shall be created on receipt of the SearchResultDone if an error was not encountered.

The information component of the ModifyEntryResult value shall be taken if the result is to be signed with the
entry component absent (see clauses 11.3.1 and 11.3.3) of Rec. ITU-T X.511 | ISO/IEC 9594-3. Otherwise, the null
alternative[shall be taken.

20.7.10 Converting LDAP ModifyDNResponse to DAP modifyDN result
The DAP hodi£yDN result shall be created on receipt of the SsearchResultDone if an error was not encountered.

The infodmation alternative Of the ModifyDNResult value shall be taken if the resultist0 be signed. The newRDN
component shall have the value given in the corresponding DAP request (see clauses 11.4.1 and[11.4.3) of
Rec. ITU-T X.511 | ISO/IEC 9594-3. Otherwise, the nul1 alternative shall be taken.

21 Results Merging procedure

The Results Merging procedure in Figure 29 is called following one of the Continuation Reference proceiures. This
procedure [removes duplicates if the result is not signed, and if~there are additional continuation references in
partialQutcomeQualifier.unexplored. Then the relevant Continuation Reference procedure(s) is called, if local
operationa policy permits:

1) Ifthe operation is a List operation, continue at step 2); if the operation is a Search operation, thgn continue
at step 3); otherwise, return the result that-was supplied as the input parameter to the Results Merging
procedure.

RO
~

The operation is a List operation. Rémove all duplicates, giving preference to master information over
shadow information.

If the operation result was generated locally and it contains Continuation References, then these will not
be used for chaining but retrned to the user. In this case, continue at step 6).

If the operation result was'received as the result of a Chained List operation, then the result might contain
Continuation References. In this case, check if the preferChaining service control was set. If TRUE, the
Continuation References should be used for chaining by the DSA. Continue at step 4).

3) The operation.is a Search operation. Remove all duplicates, giving preference to master infornpation over
shadow information. If there is a limit problem, then return the result. Otherwise, continue at step 4).

4) Processyeach Continuation Reference that is in the partialOutcomeQualifier.unexplofred Of the
resuft.of any chained operation. If the local policy decides not to use it for chaining, then ignore it and
c¢hoose another Continuation Reference. If the local policy allows the use of the Continuation| Reference
for chaining, then perform the following:

Check nameResolutionPhase that is supplied in the Continuation Reference. If it iS notStarted or
proceeding, then add it to the list of Continuation References that will be supplied to the Name Resolution
Continuation procedure (NRcontinuationList). If nameResolutionPhase iS completed, then add the
Continuation Reference to the list of Continuation References that is supplied to the subrequest
Continuation procedure (SRcontinuationList).

Proceed until all Continuation References have been processed.

5) If there are Continuation References to be processed in SRcontinuationList, check the operation type. If the
operation is a List operation, call the List Continuation Reference procedure and continue at step 2). If the
operation is a Search operation, call the Search Continuation Reference procedure and continue at step 3).

If SRcontinuationList is empty, then check if there are Continuation References in NRcontinuationList. If
s0, call the Name Resolution Continuation Reference procedure and continue at step 3).

If both continuation lists are empty, continue at step 6).
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6) Check whether the result is empty. If it is not empty, then return it. If it is empty, either return a

if the access control and local policy allows, or return an appropriate error.

null result

In case a DSA receives search or list results from other DSAs and such results have parameters unknown to the DSA, the
uncorrelated results shall be returned. Otherwise, the DSA shall perform merging, if the search results are not signed, or
if the DSA is an initial performer that is allowed to remove the signatures (see clause 7.9 of Rec. ITU-T X.511 |
ISO/IEC 9594-3).

A DSA which has received unsigned, uncorrelated results from a DSA that was not able to perform consolidation, shall
perform merging, if it has the proper knowledge of all parameters of the uncorrelated results.

If a DSA receives unsigned results from other DSAs, and possibly also has a local result and when generating an entry
count to be returned in the entryCount 0f the PartialOutcomeQualifier generated by the DSA, the DSA shall take
the sum of all entryCount values received, the local result and the number of entries received from DSAs that did not
return an entryCount value and then compensate for duplicate entries. If the DSA is the initial performer and paged
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the entryCount parameter. The same value shall be given for each returned page.

ore DSAs have encountered a limit problem, then:
if all the DSAs that have encountered a limit problem have returned an ent£yCount with the

otherwise, it shall take the exact choice;

if just one DSA that has encountered a limit problem and has returned an entryCount with
lowEstimate oOr did not return an entryCount, it shall take the TewEstimate choice.
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sults are requested and no limit problem has been encountered by any DSA, then the DSA shall‘také[the exact

exact Or

bestEstimate choice, it shall take the bestEstimate choice if just one/DSA had taken that choice;

the choice
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Figure 29 — Results Merging procedure

22 Procedures for distributed authentication

This clausg specCifies the procedures necessary to support the directory distributed authentication services. Thege services,
and hence the procedures, are categorized as:

—  requester authentication, which is supported in either an unprotected (simple identity based) or secure
(based upon digital signatures) form; and

—  results authentication which is similarly protected (again based upon digital signatures).

22.1 Requester authentication

22.1.1  Ildentity-based authentication

The identity-based authentication service enables DSAs to authenticate the original requester of information for the
purpose of effecting local access controls. DSAs wishing to exploit this service shall adopt the following procedure:
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For a DSA requiring to authenticate a DAP or LDAP request, the DSA acquires the distinguished name of

the requester through the Bind procedures at the time a DUA association (DUA to DSA) or LDAP client
association (LDAP client to DSA) is established. Successful conclusion of these procedures does not in

any way prejudice the level of authentication that may subsequently be required for processing
using that association.

—  The DSA with which the DUA association exists shall insert the requester's distinguished n
initiator field of the chainingArguments for all subsequent chained operations to other DSAs.

operations

ame in the

A DSA, on receiving a chained operation, may satisfy that operation, or not, depending upon the

determination of access rights (a locally defined mechanism). If the outcome is not satisfactory, a

securityError With problem insufficientAccessRights may be returned.

22.1.2  Signature-based requester authentication

This signature-based requester authentication service enables a DSA to authenticate (in a secure manner) the requester of

a particula

A DSA, o
operation.
the operati
operation §

In the even
service reg

If a DSA

[ service request. I'he procedures to be etrected by a DSA In realizing tnis service are descrioed In

N receiving a signed request from another DSA, shall remove that DSA's signature prior to,pro
Assuming the result of any signature verification proves to be satisfactory, the DSA will cohtinue
on. If, during processing, the DSA needs to perform chaining, the argument set for each:associat
hall be constructed as follows:

the DSA forms an argument set which may be optionally signed; the argument’set comprises th
signed argument set together with a modified ChainingArguments.

t that the DSA is able to contribute information to the response, requester authentication, based upon
uest, may be used for the determination of access rights to that information.

receives an unsigned service request for information which will only be released subject tg

authentica

22.2

This servige is provided to enable requesters of directory operations (DUAs or DSAS) to verify (in a secure mg

digital sig
whether re|
The resultg
within the

optionally
the request

In the case
the request

g

[

In the case

ion, a securityError with problem protectionRequired shall be returned.

esults authentication

ature techniques) the source of results. The resilts authentication service may be requested irre
[uester authentication is to be used.

authentication service is initiated using the’signed value of the protectionRequest component a
argument set of directory operations;~a DSA receiving an operation with this option selected

er's preference; the DSA may, or may not, actually sign any subsequent results.

where a DSA performs chainihg, the DSA has a number of options in terms of the form of results s
er, namely:

) return a composité response (signed or unsigned) to the requester;

) return a set,of\two or more uncollated partial responses (signed or unsigned) to the requester;
set zero orymore members may be signed and zero or one unsigned. In the event that an unsig
result-is present, this member may in fact be a collation of one or more unsigned partial respo
have:been received from other DSAS, contributed by this DSA, or both.

where’a DSA performs a join of related entries, then the DSA performing the join may sign the reg

his clause.

essing the
0 progress
bd chained

P incoming

the signed

requester

nner using
bpective of

contained
may then

5ign any subsequent results. The sighed option in the protection request serves as an indication, to the DSA, of

ent back to

within this
ned partial
nses which

ult.
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SECTION 6 - KNOWLEDGE ADMINISTRATION

23 Knowledge administration overview

To operate a widely distributed Directory with an acceptable degree of consistency and performance, procedures are
required to create, maintain and extend the knowledge held by each DSA. The following mechanisms together are used
to administer a DSA's knowledge.

a) Hierarchical and non-specific hierarchical operational bindings — These procedures and protocols are

23.1 I

This claus
example o
Annex E.

23.11 ]

A consum

defined in clauses 24 and 25. They are used to create and maintain subordinate references, non-specific
subordinate references, and immediate superior references, as well as the context prefix information for
naming contexts. These operational bindings are established between master DSAs holding naming
contexts that are hierarchically related to each other as immediate subordinate to immediate superior. The
procedures may be triggered as a side effect of modifying the RDN of, or adding or removing an entry,

whose immediate superior is not held in the same DSA that holds the entry.

) Shadowing operational bindings — These procedures and protocols are defined in ReexIIFUFT X.525 |
ISO/IEC 9594-9. They are used to create and maintain knowledge references in two ways. Firgt, as a side
effect of establishing (or terminating) shadowing agreements, access points are added (or remgved) from
the consumerKnowledge and optionally the secondaryshadow operational attributes. This information
may then be used by the procedures and protocols discussed above to update the-subordinate reference in
the superior master DSA and the immediate superior reference in the subordinate master DSA. Second,
the DISP propagates the knowledge references held by master DSASs to’shadow consumer DSASs.

) Cross-references — Cross-reference distribution is a feature of the DSP\ Its use to create and maiftain cross-
references is summarized in clause 23.2.

NOTE — Mechanisms for initializing and maintaining the superior reference and myAccessPoint ar¢ outside the
scope of this Directory Specification.
Viaintenance of knowledge references

b describes how the DOP is used to maintain DSA<operational attributes that express knowledge} A simple
f the relationship between knowledge attributes and the protocols employed to maintain them is dgscribed in

Maintenance of consumer knowledge by<supplier and master DSAs

br reference is expressed through a¥alue of the consumerKnowledge attribute, held by a shadgw supplier

DSA and
supplie

associated with the context prefix for a naming context; a supplier reference, through a vdlue of the
nowledge attribute, held by asshadow consumer DSA and also associated with the context prefix fqr a naming

context. Bpth attributes are held in DSEs of type cp. A value of each one of these attributes is created on esthblishment

of the Shaglow Operational Binding, and updated on modification of the Shadow Operational Binding.

A supplien DSA may obtain-the’/information to construct values of the secondarysShadows attribute if the optional

seconda

Shadows component of itS ShadowingAgreementInfo With a consumer is TRUE. In this case| whenever

the consumer DSA detects‘that the set of DSAs holding copies of the commonly usable replicated area (its

or, in turn| consumers,’ef its consumers, etc., to whatever depth secondary shadowing might be carried) h
(by additign, medification or deletion of access points), it communicates this new i
(a set-of sypplierAndConsumers) by means of a modifyOperationalBinding operation, as de

onsumers,
s changed
nformation
scribed in

Rec. ITU-T X525 | ISO/IEC 9594-9.

A supplier

DSA maintains its own secondaryShadows attribute associated with the context prefix as follows:

a) The set of SupplierAndConsumers received from a consumer by means of a

98

modifyOperationalBinding Operation may be used to create, or replace values of the attribute. The
supplier component of SupplierAndConsumers represents the access point of a consumer DSA (or of
its consumers, etc. depending upon the depth of secondary shadowing); the consumers component, the set
of the consumer's consumers (or of their consumers, etc. depending upon the depth of secondary
shadowing).
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b) Every consumer providing its supplier with a modifyOperationalBinding Operation containing a set
of SupplierAndConsumers, includes the following values: the values of itS secondaryShadows
attribute, and a newly constructed value. This value is constructed using its own access point,
myAccessPoint, (as the supplier component), and the values of the consumers' access points, contained
within the consumerKnowledge attribute, that represent consumers holding commonly usable shadows
(as the consumers component).

Recursive use of this procedure permits a master DSA for a naming context to know all about its secondary shadow
consumer DSAs holding commonly usable replicated areas derived from the naming context. This information is then
available for the maintenance of subordinate, non-specific subordinate and immediate superior references.

23.1.2  Maintenance of subordinate and immediate superior knowledge in master DSAs

A subordinate reference is expressed through a value of the specificKnowledge attribute, held in a DSE of type subr
by the DSA holding the immediately superior naming context to that referenced; an immediate superior reference, through
a value of [fNe specificKnowledge attribuie, held in a DSE of type immSupr Dy the DSA holding the_immediately
subordinatp naming context to that referenced. A value of each one of these attributes is created in the“syperior and
subordinatp master DSAs on establishment of the HOB, and updated on modification of the HOB.

A subordinate master DSA provides a superior master DSA the information to construct its subordinate referepce via the
accessPdints component of the subordinateToSuperior parameter it transfers to the superior in the[DOP. The
information included in accessPoints is determined by values of attributes held by the subordinate DSA ag follows:

d) The value of the myAccessPoint attribute (held in the root DSE) (s ,used to form the glement in
accessPoints With category having the value master.

B) The values of the consumerknowledge and secondaryShadows (both held in the subordinpte context
prefix DSE) are used to form additional elements in accessPoints with category having the value
shadow.

A superioll master DSA provides a subordinate master DSA with thexinformation to construct its immediate superior
reference YVia the contextPrefixInfo component of the SuperisrToSubordinate parameter it trangfers to the
subordinatp in the DOP. This component is a value of type SEQUENCE OF Vertex, containing a sequence qf elements
corresponding to the path from the root of the DIT to the*subordinate context prefix. For one of thesg elements,
corresponding to the context prefix of the immediately supgetior naming context, the optional component accelssPoints
will be prgsent. The subordinate DSA holds this information as a specificKnowledge attribute in the DS$E, of type
immSupr, [corresponding to this element of contextPrefixInfo. The information included in accessPoiphts by the
superior DEA is determined by values of attributes‘field by the superior DSA as follows:

d) The value of the myAccessPéint attribute (held in the root DSE) is used to form the plement in
accessPoints With category having the value master.

B) The values of the consumerknowledge and secondaryShadows (both held in the super|or context
prefix DSE) are used to form additional elements in accessPoints with category having the value
shadow.

NOTE - Only those access points corresponding to consumer DSAs receiving commonly usable replicated greas should

be selected by the superior and subordinate DSAs from their consumerKnowledge attributes for |nclusion in

accessPoints. The procedures for the construction of secondaryshadows guarantee that these acces§ points will
identify’shadow DSAs holding commonly usable replicated areas.

23.1.3 Maintenance of subordinate and immediate superior knowledge in consumer DSAs

A shadowl|consumer DSA contracting with its supplier to receive the immediate superior and subordinate knowledge
associated with a unit of replication, in effect, contracts to have its immediate superior and subordinate references
maintained by its shadow supplier DSA via the DISP.

NOTE - For certain units of replication specifications, it may be necessary for the consumer DSA to contract to receive
extendedKnowledge in order that subordinate knowledge may be provided to it by its supplier.

23.2 Requesting cross reference

To improve the performance of the Directory System, the local set of cross references can be expanded using ordinary
Directory operations. If a DSA supports the DSP, it may request another DSA (which also supports the DSP) to return
those knowledge references which contain information about the location of naming contexts related to the target object
name of an ordinary Directory operation.

If the returnCrossRefs component of the ChainingArguments is Set t0 TRUE, the crossReferences component
of the chainingResults may be present, consisting of a sequence of cross reference items.
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