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Foreword

ISO (the International Organization for Standardization) and

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and n
technd

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
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n-governmental, In liaison with 1SO and IEC, also take part in the work. In the field
logy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

rds adopted by the joint technical committee are circulated to national bodies for voting.
rnational Standard requires approval by at least 75 % of the national bodies casting a vot

pn is drawn to the possibility that some of the elements of this decument may be the su
ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

C 9594-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatio
mmittee SC 6, Telecommunications and information,exchange between systems, in coll
The identical text is published as Rec. ITU-T X.518(10/2012).

eventh edition cancels and replaces the sixth edition (ISO/IEC 9594-4:2008), wh
Cally revised. It also incorporates the Technical Corrigendum ISO/IEC 9594-4:2008/Cor.1:

C 9594 consists of the following parts,:under the general title Information technology —
nnection — The Directory:

hrt 1: Overview of concepts, models and services
art 2: Models

hrt 3: Abstract service-definition

art 4: Procedures-for distributed operation

art 5. Pratocol specifications

hrt 6:. Selected attribute types

of information

Part 2.

ain task of the joint technical committee is to prepare International Standards. Draft International

Publication as

P

E.

bject of patent

n technology,
aboration with

ch has been
P011.

Dpen Systems

Part 7: Selected object classes
Part 8: Public-key and attribute certificate frameworks

Part 9: Replication
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Introducti

on

This Recommendation | International Standard, together with other Recommendations | International Standards, have
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory information base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals

and distrib

ution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

systems:

—  from different manufacturers;

under different managements;;

This Reco

of different levels of complexity; and
of different ages.

Directory

mmendation | International Standard specifies the procedures by which the distributed*compon
nterwork in order to provide a consistent service to its users.

ents of the

This Recoinmendation | International Standard provides the foundation frameworks upon which industry profiles can be
defined by| other standards groups and industry forums. Many of the features defined'as optional in these f
may be mandated for use in certain environments through profiles. This seventh/edition technically

enhancest
This seven

Thefirst g
designed t
function u
negotiated
specificall
ISO/IEC 9

Annex A,
directory @

Annex B,
providing

Annex C,
distributed

Annex D,
distributed

Annex E,
maintenan

Annex F, |

he sixth edition of this Recommendation | International Standard.
th edition specifies versions 1 and 2 of the Directory protocols.

hd second editions specified only version 1. Most of the sexrvices and protocols specified in this

nless all Directory entities involved in the operation have negotiated version 2. Whichever versig
differences between the services and between the protocols defined in the seven editions, excey
assigned to version 2, are accommodated using the rules of extensibility defined in Rec. ITU
594-5.

which is an integral part of this Recommendation | International Standard, provides the ASN.1
istributed operations.

which is an integral part of this*Recommendation | International Standard, provides the ASN
Jefinitions for hierarchical operational bindings.

which is not an integral part 'of this Recommendation | International Standard, describes an ¢
name resol ution.

operations environment.

which is pothan integral part of this Recommendation | International Standard, illustrates
Ce.

Vhiclisnot an integral part of this Recommendation | International Standard, lists the amendmentg

rameworks
evises and

edition are

p function under version 1. However, some enhanced sérvices and protocols, e.g., signed errofs, will not

N has been
t for those
-T X.519 |

module for

.1 module

example of

vhich is not an integral“part of this Recommendation | International Standard, describes authenticgtion in the

knowledge

and defect

reports thg

I hiave been incorporated to form this edition of this Recommendation | International Standard.

Vi
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INTERNATIONAL STANDARD ISO/IEC 9594-4
RECOMMENDATION ITU-T X.518

I nformation technology — Open Systems I nter connection —
The Directory: Proceduresfor distributed operation

SECTION 1 -GENERAL

1 Scope
This Recommendatlon | Internatlonal Standard specmes the behaviour of DSAs takl ng part ina d|str|buted directory

consisting
behaviour
directory.

Servers arg

those give

The Dire
assumed |

The follo
constitute

were valid.

Recomme
edition of
valid Inter
valid ITU-

21 I

0 ( e alowed
has been desi gned to ensure a consi stent service glven a W|de dlstrl bution of the DIB acrossya|distributed
Only the behaviour of DSAs taking part in a distributed directory is specified. The behaviouq of LDAP
specified in relevant LDAP specifications. There are no special reguirements on an LDAP seryer beyond
by the LDAP specifications.

ory is not intended to be a general purpose database system, although it may be liuilt on such sygtems. It is
at there is a considerably higher frequency of queries than of updates.

ormative references

ing Recommendations and International Standards contain provisiens which, through reference in this text,
brovisions of this Recommendation | International Standard. At the time of publication, the editiors indicated

All Recommendations and Standards are subject to revision, and parties to agreements baged on this
dation | International Standard are encouraged to investigate the possibility of applying the most recent
the Recommendations and Standards listed below. Members of IEC and 1SO maintain registers df currently
national Standards. The Telecommunication Standardization Bureau of the ITU maintains alist gf currently
T Recommendations.

dentical Recommendations | I nter national Standards

Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
Interconnection — Basic Reference Model: The basic model.

Recommendation ITU-T X500 (2012 | ISO/IEC 9594-1:2014, Information technology — Open Systems
I nter connection — The Dirgctory: Overview of concepts, models and services.

Recommendation ITU-T X.501 (2012) | ISO/IEC 9594-2:2014, Information technology — Open Systems
I nterconnection,~The Directory: Models.

Recommendation ITU-T X.509 (2012) | ISO/IEC 9594-8:2014, Information technology — Opgn Systems
Interconnection — The Directory: Public-key and attribute certificate frameworks.

Recommendation ITU-T X.511 (2012) | ISO/IEC 9594-3:2014, Information technology — Open Systems
Interconnection — The Directory: Abstract service definition.

Recommendation ITU-T X.519 (2012) | ISO/IEC 9594-5:2014, Information technology — Open Systems

Interconnection — The Directory: Protocol specifications.

—  Recommendation ITU-T X.520 (2012) | ISO/IEC 9594-6:2014, Information technology — Open Systems

Interconnection — The Directory: Selected attribute types.

— Recommendation ITU-T X.521 (2012) | ISO/IEC 9594-7:2014, Information technology — Open Systems

Interconnection — The Directory: Selected object classes.

—  Recommendation ITU-T X.525 (2012) | ISO/IEC 9594-9:2014, Information technology — Open Systems

Interconnection — The Directory: Replication.

— Recommendation ITU-T X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Specification of basic notation.

— Recommendation ITU-T X.681 (2008) | ISO/IEC 8824-2:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Information object specification.

— Recommendation ITU-T X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Constraint specification.

Rec. ITU-T X.518 (10/2012) 1


https://iecnorm.com/api/?name=f6a8189d311214569c1825c33764f777

| SO/l EC 9594-4:2014 (E)

—  Recommendation ITU-T X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract

Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

2.2 Other references
— |ETF RFC 3672 (2003), Subentries in the Lightweight Directory Access Protocol (LDAP).
— |ETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification Road

Map.

— |ETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.
— |ETF RFC 4514 (2006), Lightweight Directory Access Protocol (LDAP): String Representation of

Distinguished Names.

3 [
For the pu

31 E

The follow

[«

[

3.2 [

The follow

g

[

3.3 [

The follow

d (the) Directory;

d accesspoint;

pefiritions

poses of this Recommendation | International Standard, the following definitions apply:

Basic Directory definitions
ing terms are defined in Rec. ITU-T X.500 | ISO/IEC 9594-1.:

) Directory Information Base.

Dir ectory model definitions
ing terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:

alias;

Directory Information Tree;
Directory System Agent (DSA);
Directory User Agent (DUA);
distinguished name;

) relative distinguished name.

DSA information model 'définitions
ing terms are defined inRec. ITU-T X.501 | ISO/IEC 9594-2:

) category;
commonly.usable;
context\prefix;

DIB fragment;

)
)
) crossreference
)
)

DA Thiormation tree;

g) DSA-Specific Entry (DSE);

h) DSE type;

i) immediate superior reference;
i) knowledge information;

k) knowledge reference category;

[)  knowledge reference type;

m) naming context;
n) non-specific knowledge;
0) non-specific subordinate reference;

Rec. ITU-T X.518 (10/2012)
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p) operational attribute;
q) reference path;

r)  specific knowledge;

s)  subordinate reference;
t)  superior reference.

34 Abstract service definitions

The following terms are defined in Rec. ITU-T X.511 | ISO/IEC 9594-3:
a reply,
b) request;

Q) requester

35 Protocol definitions

The following terms are defined in Rec. ITU-T X.519 | ISO/IEC 9594-5:
@) application-association;

D) application-entity-title.

3.6 [Pirectory replication definitions

Thefollowing terms are defined in Rec. ITU-T X.525 | ISO/IEC 9594-9:
a) attribute completeness;

th)
¢) subordinate completeness;
) unit of replication.

shadowing operational binding;

¢

3.7 Distributed operation definitions
The followling terms are defined in this Recommendation | International Standard:
371 lhase object: The object or alias entry(that is the target for an operation as issued by the requester.

3.7.2 lhound DSA: The DSA to whichrthe requesting DUA or LDAP client has bound, by having performed a Bind
operation \vith that DSA.

373 lhound-DSA paged results:*The paging is performed entirely by the DSA to which the DUA is bound.
NOTE + Thisis the only mode of paging supported by systems conforming to editions prior to the fifth edition.

374 ¢haining: The generic term for uni-chaining or multi-chaining.

3.75 gontext préfix- information: Operational and user information supplied by the superior DA to the
subordinate DSA in‘an RHOB regarding DIT vertices superior to the subordinate context prefix.

3.7.6 dlir ectory server: A DSA or an LDAP server.

377 HPZ SO SORE e | HW-V~ UL W2 daod-cak of o '3 L carara-ara ot looct ana oL v3 FRP=VNN Sha”b
o TS ToOTCOU U CCtOT y 7T TG CUMTMCC e U SC U U CC Oy~ SOV e STV NI C A TCAS O U CCtory —SC1 er e

aDSA.

3.7.8 distributed name resolution: The process by which name resolution startsin a DSA and continues in one or
more Directory servers.

379 DSP paged results: The DSP protocol provisions when a performing DSA is different from a bound DSA,
whereby paged results by theinitial performer are accomplished.

3.7.10 error: Information sent from the performer to the requester conveying a negative outcome of a previously
received request.

3711 hard error: A definite error which indicates that the operation cannot currently be performed without
external intervention.

Rec. ITU-T X.518 (10/2012) 3
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3.7.12 hierarchical operational binding (HOB): Relationship between two master DSAs holding naming contexts,
one of which is immediately subordinate to the other, in which the superior DSA holds a subordinate reference to the
subordinate DSA.

3.7.13 initial performer: The first DSA or LDAP server to start performing on an operation, i.e., the first DSA or
LDAP server to enter the evaluation phase of the operation.

3714 LDAPrequester: A DSA that hasthe ability to access an LDAP server by using the LDAP protocol.

3.7.15 maodification operations: These are the Directory Modify operations, i.e., Modify Entry, Add Entry, Remove
Entry, Modify DN, Change Password and Administer Password operations.

3.7.16  multi-chaining: A mode of interaction in which a DSA processing a request itself sends multiple requests
either in parallel or sequentialy to a set of other DSAS.

3.7.17 multiple entry interrogation operations: These are the Directory Search operations, i.e., List and Search
operation

3.7.18 npameresolution: The process of locating an entry by sequentially matching each RDN in a purpprted name
to avertex|of the DIT.

3.7.19 non-specific hierarchical operational binding (NHOB): Relationship between two miaster DSAs holding
naming contexts, one of which isimmediately subordinate to the other, in which the superiord®SA holds a npn-specific
subordinatg reference to the subordinate DSA.

3.7.20 INSSR decomposition: Decomposition of non-specific knowledge referencesinto subrequests for gther DSAs
to pursue;|these subrequests may be either chained to these DSAs by the DSA ‘performing the decomposition, or a
continuati }n reference identifying the DSAs may be returned to the requester fof. itito pursue, or the decomppsing DSA

may pursup some of the subrequests, leaving others unexplored for the requestefto pursue.

3.7.21 peration progress: A set of values which denotes the extent to Which name resolution has taken p|ace.

3.7.22 paging: A search Or 1ist result is returned piecewise jirthe form of one or more pages that are{comprised
by alimitgd number of entries.

3.7.23 performer: DSA receiving areguest (i.e., to perform.an operation).

NOTE t The performer is also the initial performer except-possibly for operations that involve more than one DEA for their
evaluatipn.

3.7.24 procedure: An (informal) specification:0f’how a DSA maps a given set of input arguments and its DSA
informatiop tree into aresult.
NOTE + Input arguments and results may correspond to information received in a requested operation and informatjon sent in a

reply, or they may represent intermediate stages in the computation of a reply from a requested operation. In clayse 14.2, the
former Yariety of input arguments and results are termed external.

3.7.25 1elevant hierarchical operational binding (RHOB): Either an HOB or an NHOB, depending on the context.

3.7.26 eferral: An outcome which can be returned by a DSA or LDAP server which cannot perform af operation
itself, and which identifies one’or more other DSAs or LDAP servers more able to perform the operation.

3.7.27 1equest decomposition: Decomposition by a DSA of arequest into subrequests for other Directory servers to
pursue; these subrequests may be either chained to these Directory servers by the DSA performing the decgmposition,
or continuption references identifying the Directory servers may be returned to the requester for it to purpue, or the
decomposing/DSA may pursue some of the subrequests, leaving others unexplored for the requester to pursue.

3.7.28
operations.

Compare

3.7.29 soft error: Anerror which may be transient, or which may indicate alocalized problem, in which case the use
of adifferent knowledge reference or access point may enable aresult or hard error to be obtained.

3.7.30 subordinate DSA: Of the two DSAs sharing an HOB or an NHOB, the DSA holding the subordinate naming
context.

3.7.31 subrequest: A request generated by request decomposition.

3.7.32 superior DSA: Of the two DSAs sharing an HOB or an NHOB, the DSA holding the superior naming
context.
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3.7.33 superior, subordinate DSA: Two master DSAs holding naming contexts, one of which is immediately
subordinate to the other; the relationship between the two DSAs is managed explicitly viaan HOB (or NHOB), or exists
implicitly by virtue of the superior DSA holding a subordinate (or non-specific subordinate) reference to the
subordinate DSA.

3.7.34 target object name: The name of an entry either to which the operation is to be directed at a particular stage
of name resolution, or which isinvolved in the evaluation of the operation.

3.7.35 uni-chaining: A mode of interaction optionally used by a DSA which cannot perform an operation itself. The
DSA chains by invoking an operation of another DSA or LDAP server and then relaying the outcome to the original
requester.

4 Abbreviations

Abstract Syntax Notation One
DAP Directory Access Protocol
DIB Directory Information Base
DISP  Directory Information Shadowing Protocol

DMD  Directory Management Domain

DOP Directory Operational Binding Management Protocol
SA Directory System Agent

[DSE DSA-Specific Entry

DSP Directory System Protocol

DUA Directory User Agent

OB Hierarchical Operational Binding

DAP  Lightweight Directory Access Protocol

HOB Non-specific Hierarchical OperationakBinding

SSR  Non-Specific Subordinate Referenge

RHOB  Relevant Hierarchical Operational Binding

The term TDirectory Specification” (as in "this Directory Specification”) shall be taken to mean Rec. ITUFT X.518 |
504-4. The term "Directory Specifications' shall be taken to mean the X.500-series Recommendatijons and all
parts of |SP/IEC 9594.

This Diregtory Specification‘uses the term first edition systems to refer to systems conforming to the first ed|tion of the
Directory | Specifications, i.e., the 1988 edition of the CCITT X.500-series Recommendations| and the
| SO/IEC 9594:1990 edition.

This Direqgtory ‘Specification uses the term second edition systems to refer to systems conforming to the second edition
of the Directery Specifications, i.e, the 1993 edition of the ITU-T X.500-series Recommendations and the
I SO/IEC 9594:1995 edition.

This Directory Specification uses the term third edition systemsto refer to systems conforming to the third edition of the
Directory Specifications, i.e, the 1997 edition of the ITU-T X.500-series Recommendations and the
| SO/IEC 9594:1998 edition.

This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directory Specifications, i.e., the 2001 editions of Rec. ITU-T X.500, X.501, X.511, X.518, X.519, X.520, X.521,
X.525, and X.530, the 2000 edition of Rec. ITU-T X.509, and parts 1-10 of the | SO/IEC 9594:2001 edition.

This Directory Specification uses the term fifth edition systems to refer to systems conforming to the fifth edition of the
Directory Specifications, i.e, the 2005 edition of the ITU-T X.500-series Recommendations and the
I SO/IEC 9594:2005 edition.
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This Directory Specification uses the term sixth edition systems to refer to systems conforming to the sixth edition of the
Directory Specifications, i.e, the 2008 edition of the ITU-T X.500-series Recommendations and the
I SO/IEC 9594:2008 edition.

This Directory Specification uses the term seventh edition systems to refer to systems conforming to the seventh edition
of the Directory Specifications, i.e., the 2012 edition of the ITU-T X.500-series Recommendations and the
| SO/IEC 9594:2014 edition.

This Directory Specification presents ASN.1 notation in the bold Courier New typeface. When ASN.1 types and values
are referenced in normal text, they are differentiated from normal text by presenting them in the bold Courier New
typeface. The names of procedures, typically referenced when specifying the semantics of processing, are differentiated
from normal text by displaying them in bold Times New Roman. Access control permissions are presented in italicized
Times New Roman.

If the items in a list are numbered (as opposed to using "—" or letters), then the items shall be considered steps in a
procedure
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SECTION 2 - OVERVIEW

6 Overview

The Directory abstract service allows the interrogation, retrieval and modification of Directory information in the DIB.
This service is specified in in Rec. ITU-T X.511 | ISO/IEC 9594-3. Similarly, the lightweight directory access protocol
(LDAP) allows the interrogation, retrieval and modification of Directory information in the DIB. This protocol and the

servicesit enables are specified in IETF RFC 4511.

The abstract service as specified in Rec. ITU-T X.511 | ISO/IEC 9594-3 does not address the specification of Directory
system agents (DSA) within which the DIB is stored and managed, and through which the service is provided.
Furthermore, it does not consider whether the DIB is centraized, i.e., contained within asingle DSA, or distri
a DSA and a number of additional DSAs and/or LDAP servers. Dlrectory server is the common name for a

This Diregtory Specification specifies how a set of one or more DSAs and zero or more LDAR servers
congtitute the distributed directory service.

In addition], this Directory Specification specifies the permissible ways in which the DIB maybe distributed
more DSAls and zero or more LDAP servers. For the limiting case where the DIB is contaihed within asingl
Directory |s in fact centralized; for the case where the DIB is distributed over two‘or more DSAS, knoy
navigation| mechanisms are specified which ensure that the whole of the DIB is potefitially accessible fron
that hold cpnstituent entries.

Portions of the DIB may also be replicated in multiple DSAs. The protocéls described in this Directory Sy
allow the [use of replicated information to improve the availability, performance and efficiency of the
directory service. The use of replicated information is, to some extent, under the user's control, through
service comtrol options. The procedures described in this Directory{Specification also indicate some of the og
for design pptimizations when using the replicated information.

buted over
DSA or an
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covered by

ollectively

DVer one or
b DSA, the
vledge and
h al DSAs

ecification
distributed
the use of
portunities

Additional]y, request handling interactions are specified-that enable particular operational characteristics of the

Directory 1o be controlled by its users. In particular, the user has control over whether a DSA, responding to
inquiry pgtaining to information held in other directdry server(s), has the option of interrogating the oth
directly (chaining) or, whether it should respond with information about other directory server(s) which cg
progress the inquiry (referral).

Generally,|the decision by a DSA to chainor refer is determined by the service controls set by the user,
DSA's ow]: administrative, operational ar-technical circumstances.

Recognizing that, in general, the Directory will be distributed, and that directory inquiries will be satis
arbitrary njumber of cooperating. DSAs which may arbitrarily chain or refer according to the above ¢
Directory [|Specification specifies the appropriate procedures to be effected by DSAs in responding to
directory ihquiries. These procedures will ensure that users of the distributed Directory service perceive it
user-friendly and consi stent:

NOTE + Although-an'L DAP server may participate in a distributed operation, it is not aware of this cooperation.

a directory
er DSA(S)
uld further

and by the

fied by an
iteria, this
distributed
to be both
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SECTION 3 -DISTRIBUTED DIRECTORY MODELS

7 Distributed Directory system model

The Directory abstract service, as defined in Rec. ITU-T X.511 | ISO/IEC 9594-3, models the Directory as an entity
which provides a set of directory servicesto its users. Users of the Directory access its services through an access point.

Figure 1 illustrates the distributed directory model which will be used as the basis for specifying the distributed aspects
of the directory. It illustrates the Directory as comprising a set of one or more DSAs and zero or more LDAP servers.

DUA /

DSAs are
number of
Directory

DSAsare
DSAs and
the directol

X.518(12)_FO1

Figure1—Thedistributed dif ectory model

specified in detail in the subsequent clauses\of-this Directory Specification. This clause merg
their characteristics, in order to serve as_an”introduction and to establish the relationship be
bpecification and the other Directory Specifications.

jefined in order that distribution of the DIB can be accommodated and that a number of physically
LDAP servers can interact in a prescribed, cooperative manner to provide directory services to t
'y (DUAs and/or LDAP clients):

Figure 1 illustrates the relationship between the directory abstract service and the DSA abstract service. Th

abstract

To redizefhis service, the DSAsand LDAP servers that comprise the Directory interact with one another. TH

this inter

In addition,

doing this
interaction
client).

Asindicat

vice defined in Rec. ITU-T X.511 | ISO/IEC 9594-3 is provided through a number of Directory

tion is defined in(terms of the service that one DSA may provide to another DSA, the DSA abstrs
a DSA may_interact with an LDAP server using the LDAP protocol as defined by IETF RFC 4

A DSA(that is directly bound to a DUA or LDAP client is called the bound DSA (for that DUA

ly states a
tween this

distributed
he users of

e directory
pperations.
e nature of
hct service.
b11. When

the DSA ¢s-caled an LDAP requester and the DSA abstract service does not apply for this type of

or LDAP

an LDAP:

zeNY| F|gure 1, each of two interacting DSAS may prowde al DSA abstract serwce to the other DSA

the edge of the mfrastructure

The DSA abstract service is provided through a number of operations, termed chained operations, each having a
counterpart in the Directory abstract service. Thus, a given operation in the directory abstract service, e.g., Read, may
require that the DSA providing the service interact with one or more other DSAs using chained operations,
e.g., Chained Read.

A DUA or

LDAP client can only access the Directory by interacting with a DSA.

NOTE —An LDAP client interaction with an LDAP server is specified by IETF RFC 4510 and is outside the scope of these
Directory Specifications.
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8 DSA interactions model

A basic characteristic of the Directory is that, given a distributed DIB, a requester should potentially be able to have any
service request satisfied (subject to security, access control, service restrictions and administrative policies) irrespective
of the access point at which the request originates. In accommodating this requirement, it is necessary that any DSA
involved in satisfying a particular service request has some knowledge (as specified in Rec. ITU-T X.501 |
ISO/IEC 9594-2) of where the requested information is located and either return this knowledge to the requester or
attempt to have the request satisfied on its behalf. (The requester may be a DUA, an LDAP client or another DSA
(possibly on behalf of bound LDAP clients). In the latter case, both DSAs shall support the DSP.

Three modes of DSA interaction are defined to meet these requirements, namely "uni-chaining”, "multi-chaining”, and
"referral”. Throughout the remainder of this Directory Specification, the generic term chaining is used to refer to
uni-chaining and/or multi-chaining as appropriate to the particular situation. "Chaining" refers to the attempt by a DSA
to satisfy a reguest by sending one or more chained operations to other DSAs; "referral”, refers to the return of
knowledge information to the requester, which may then itself interact with the DSA(s) identified in the knowledge
informatiop.

LDAP seryers may be components of a Directory. A DSA may chain requests to an LDAP server(using the LDAP
protocol as specified in IETF RFC 4511. A DSA ableto chain requestsin thisway is called an LDAP requestgr.

Uni-chaining or a referral interaction may result from a single request. Alternatively, the request may be decomposed
into severgl subrequests prior to the interaction. Multi-chaining or referral interactions, or amixture of the two, may
result fromn a decomposed request. Two types of decomposition are defined: NSSR-decomposition ahd request
decomposition.

81 ecomposition of a request

8.1.1 SSR decomposition

NSSR decpmposition is the process of preparing (semantically) identieal requests ready for transfer (either sequentialy
or in parallel) to severa subordinate directory servers as a result_ofvencountering an NSSR during name |resol ution.
Non-specific subordinate references do not hold the RDNs afithe referenced subordinate naming contekts, so the
referencing DSA is unable to tell which subordinate directory server holds which subordinate naming |context(s).
During name resolution, a DSA encountering NSSRs shall’send a semantically identical request to each gubordinate
directory er (in the absence of shadowing). This may be done sequentially or in parallel. Typically}, only one
directory gerver will be able to continue with namelresolution; the other DSAs will return a serviceEfrror with
problem upableToProceed, While other LDAP s&tvers will return nosuchobject. In certain (rare) circumstances, it
is possiblelthat more than one DSA will continue with name resolution, giving rise to duplicate results.

8.1.2 equest decomposition

Request decomposition, the other form.of decomposing a request, is a process performed internally by a D$A prior to
communicgtion with one or more.other directory servers. A request is decomposed into several, possibly different,
subrequests such that each of the-subrequests accomplishes a part of the original task. Regquest decomposition can be

used only during operation évaltation of a List, Search or LDAP Search operation. After request decompogition, each
of the subfeguests may then be chained to other directory servers to continue the task, or a partia result (anfembedded
referral) may be returfied-to the requester. An example of the same subrequest being generated to different directory
servers is when an(entry has subordinate references and/or NSSRs that together reference more than ong directory
server. Ar| example of different subrequests being generated to the same or different directory servers isfwhen two
different eptries-are encountered during a Search (subtree), and each has a subordinate reference.

8.2 Uni-chaining

This mode of interaction (depicted in Figure 2) may be used by one DSA to pass on arequest to another directory server
when the former has knowledge about naming contexts held by the latter. Uni-chaining may be used to contact a single
DSA or LDAP server pointed to in a cross reference or a subordinate reference. In addition, a superior reference,
supplier reference or a master reference may be used to contact asingle DSA.

NOTE — In Figure 2, the order of interactions is defined by the numbers associated with the interaction lines.
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8.3 I

This mods

M ulti-chaining

Figure 2 — Uni-chaining mode

of interaction is used by a DSA for transferring several outgoing requests which have resulte

incoming flequest, as aresult of either request decomposition or NSSR decomposition.

831 R

With para
paralel m
shadowing

Par allel multi-chaining

lel multi-chaining, the DSA transfers several outgoing réquests simultaneously (see Figure §
ilti-chaining may give improved performance, it may under certain circumstances, e.g., in the
, cause duplicate results to be received.

X.518(12) FO3a

| from one

a). Whilst
resence of

Figure 3a—Parallel multi-chaining

832 Sequential multi-chaining

With sequential multi-chaining, the DSA transfers one outgoing request at atime and waits for the result or error of one
request before sending the next (see Figure 3b). Whilst sequential multi-chaining may not be the quickest mode of
interaction, it is unlikely that duplicate results will be received.

NOTE — A DSA may use a combination of parallel multi-chaining and sequential multi-chaining.
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Figure 3b — Sequential multi-chaining
(asaresult of NSSR decomposition)

Referral

depicted in Figures 4a and 4b) isreturned by a DSA in response to-arequest from a DUA, an LDAP client or

bA. The referral may constitute the whole response (in which caseiit is categorized as an error) or

or master fleference. A referral from an LDAP server is equivalent t@ a cross reference.

The DSA
or multi-ca

Figure 4a) receiving the referral may use the knowledge reference contained therein, to subsequ

receiving a referral, may in turn pass the referral back in.ts response. A DUA or LDAP client (Figure 4b)

referral ma
NOTE

ly useit to contact one or more other DSAst0*progress the request.
| — In Figures 4aand 4b, the order of interactions is defined by the numbers associated with the interaction lin

D E F

8
Response

RequestT

ust part of

e, An LDAP server may also return areferral as specified inA\ETF RFC 4511. A referral returned by a DSA
knowledge reference, which may be either a superior, subordinate, cross, non-specific subordinatg, supplier,

bntly chain

st (depending upon the type of reference) the original request to other directory servers. Alternatively, a DSA

eceiving a

ES.

DUA or
a LDAP
b Referral to E

Referral to F

client
X.518(12)_F04a

Figure 4a— Referral mode (DSA actson referrals)
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Request Response

)
:) Referral to E X.518(12)_F04b
Referral to F

Figure 4b — Referral mode (DUA or LDAP client actson referrals)

NOTE 2 —In Figure 4b, areferral to an LDAP client may be to an LDAP server. However, this situation is outside the scope of
this Dirgctory Specification.

8.5 M ode deter mination

If aDSA dannot itself fully resolve arequest, it shall chain the request (or arequest formed by decomposing the original
one), to anpther DSA or LDAP server, unless;

@) chaning is prohibited by the requester or a bound DSA on behaf of an LDAP client via the
chainingProhibited service control, in which case the DSA“shal return a ref@rral or a
serviceError With problem chainingRequired; Or
D) the DSA has administrative, operational, or technical reasons forpreferring not to chain, in which case

the DSA shall return areferral.
NOTE 1 — A "technical reason" for not chaining is that the DSA-identified in the knowledge reference does not

support the DSP.
NOTE 2 — If the 1ocalscope service control is set, then the' DSA (or DMD) shall either resolve the request or return
an error.

NOTE 3 —If the user prefersreferrals, the user should Sef chainingProhibited.
NOTE 4 — An LDAP server will always return axeferral.
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SECTION 4 —DSA ABSTRACT SERVICE

Overview of DSA abstract service

[Infor mation types
[[ntroduction

bf the various operations of the DSA abstract service. The information types concerned are thosg

[[nfor mation types defined elsewhere

Attributes)

T aliasedEntryName,
Data types)

+ DistinguishedName,
T Name,

4+ RelativeDigtinguishedName.

Operati ons)

+ abandon,

Errors)

- abandoned,

- attributeError,

- nameError,

- securityError,

- serviceError,

— updateError.
(Information Object Class)

- OPTIONALLY-PROTECTED;
(Data Type)

- SecurityParameters.

The service of the Directory isfully described in Rec. ITU-T X.511 | ISO/IEC 9594-3. When such a serviceis provided
in a distributed environment, as modelled in clause 7, it can be regarded as being provided by means of a set of DSAs
and zero or more LDAP servers. Thisisillustrated in Figure 1.

For each operation defined in the Directory service, a corresponding "chained" operation is defined in the DSA abstract
service for use between DSASs cooperating in the accomplishment of that Directory service operation. Thus, a DSA
receiving a Read operation from a DUA might require the assistance of another directory server (e.g., a DSA holding
the target entry or a copy of it) to satisfy it, and so send that DSA a Chained Read operation.

The information types exchanged in the DSA abstract service are defined in clause 10. The operations and errors of the
DSA abstrpct service are defined 1n clauses 1110 13.
NOTE + Communication between a DSA (LDAP requester) and an LDAP server is outside the scope of DSA abstrac

service.

This clausp identifies, and in some cases defines, a number of information types\which are subsequently fised in the

which are

common o more than one operation or which are sufficiently complex ‘or_self-contained to merit beipg defined
separately from the operation which uses them.

Severa of|the information types used in the definition of the DSA abstract service are defined elsewhere. ¢lause 10.2
identifies fhese types and indicates the source of their definition. Clauses 10.3 to 10.10 each identifies and
information type.

defines an
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The following information typeis defined in Rec. ITU-T X.520 | ISO/IEC 9594-6:

(Data Type)

- PresentationAddress

10.3 Chaining arguments

The chainingArguments shall be present in each chained operation, to convey to a DSA the information needed to

successfully perform its part of the overall task:

ChainingArguments ::= SET {

Ti

DomainInfo ::=

The varioy

14

DEFAULT {nameResolutionPhase notStarted},

originator [0] DistinguishedName OPTIONAL,
targetObject [1] DistinguishedName OPTIONAL,
operationProgress [2] OperationProgress
traceImrormation 137 Tracelntrormation,

aliasDereferenced
aliasedRDNs

rossRefs

iltyParameters
ly
Identifier
ticationLevel
ions

eShadows
solveOnMaster
ionIdentifier
uleId
Relaxation
Entry
dspPagling

excludeWriteableCopies

co )

me ::S
utcTige
generalizedTime

}

CHOICE {

UTCTime,
GeneralizedTime,

value, if

[4] BOOLEAN DEFAULT FALSE,
[5] INTEGER OPTIONAL,

-- only present in first edition systems

[6] BOOLEAN DEFAULT FALSE,

[7] ReferenceType DEFAULT superior,
[8] DomainInfo OPTIONAL,

[9] Time OPTIONAL,

[10] SecurityParameters DEFAULT {},
[11] BOOLEAN DEFAULT FALSE,

[12] UniqueIdentifier OPTIONAL,
[13] AuthenticationLevel OPTIONAL,
[14] Exclusions OPTIONAL,

[15] BOOLEAN DEFAULT FALSE,

[16] BOOLEAN DEFAULT FALSE,

[17] INTEGER OPTIONAL,

[18] SearchRuleId OPTIONAL,

[19] MRMapping OPTIONAL,

[20] INTEGER OPTIONAL,

[21] BOOLEAN DEFAULT FALSE,

[22] Not to be(used

[23] Not to bevused

[24] BOOLEAN: DEFAULT FALSE,

ABSTRACT,-SYNTAX . &Type

s components have the following meaning:

the certification-path component

d) The originator component need not be present if the requester component is
CommonArguments
SecurityParameters value, or if requester information is only made available in the requést, but not
during the Bind operation. It shall not be present if requester information is not available.
present, if requester information is only available as the result of the Bind operation.

is present

present in
in the

It shall be

b) The targetobject component shall convey the name of the object whose directory entry is being
routed to. The role of this object depends on the particular operation concerned: it may be the object
whose entry is to be operated on, or which is to be the base object for a request or subrequest involving
multiple objects (e.g., chainedList Of chainedSearch). This component need not be present if it has
the same value as the object or base object parameter in the chained operation, in which case its implied
valueisthat value. Otherwiseg, it shall be present.

Cc) The operationProgress component is used to inform the DSA of the progress of the operation, and
hence of the role which it is expected to play in its overall performance. The information conveyed in
this component is specified in clause 10.5. The default vaue indicates that the name resolution has not

started.
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The traceInformation component shall be used to prevent looping among DSAs when chaining isin
operation. A DSA shall add a new element to trace information prior to chaining an operation to another
DSA. On being requested to perform an operation, a DSA shall check, by examination of the trace
information, that the operation has not formed a loop. The information conveyed in this component is
specified in clause 10.6.

The aliasDereferenced component is a BOOLEAN value which shall be used to indicate whether or
not one or more aias entries have so far been encountered and dereferenced during the course of
distributed name resolution. The default value of FaLse indicates that no alias entry has been
dereferenced.

The aliasedRDNs component indicates how many of the RDNs of the targetobject component
have been generated from the aliasedEntryName attributes of one (or more) alias entries. The integer
value is set whenever an dias entry is encountered and dereferenced. This component shall be present if
the aliasDereferenced component is TRUE. Otherwise, it shall be absent.

NOTE — This component IS provided for compaiibiTity With 1Irst edition implementaiions of the Directory] DUAs (and
DSAs) implemented according to later editions of the Directory Specifications shall always omit this parpmeter from
the commonarguments Of a subsequent request. In this way, the Directory will not signal_@n, errgr if aliases
dereference to further aliases.

The returnCrossRefs component is a Boolean value which indicates whether or not knowledge
references, used during the course of performing a distributed operation, are réquiested to be passed back
to the initiadl DSA as cross references, adong with a result or referral. (The default value| of FaLsE
indicates that such knowledge references shall not be returned.

The referenceType component, when present, shall indicate, to the\DSA being asked to gerform the
operation, what type of knowledge was used to route the request.to it. The DSA may thereforg be able to
detect errors in the knowledge held by the invoker. If such an‘error is detected, it shall be indjcated by a
serviceError With problem invalidReference. ReferenceType iS Specified fully in dause 10.7.
If the referenceType is absent, then the value super ior shall be assumed.

The info component is used to convey DM D-spegificinformation among DSAs which are involved in
the processing of a common request. This companent is of type bomainInfo, which is of ynrestricted
type:
The timeLimit component, if present, shallindicate the time by which the operation is to belcompleted
(see clause 16.1.4.1). Before a value of «wime is used in any comparison operation and if the syntax of
Time has been chosen as the uTcTimetype, the value of the two-digit year field shall be rationalized into
afour-digit year value as follows:

—  If the 2-digit value is 00 t0*49 inclusive, the value shall have 2000 added to it.

—  If the 2-digit value is 50’to 99 inclusive, the value shall have 1900 added to it.
NOTE 3 —The use of GeneralizedTime May prevent interworking with implementations unaware of the possibility
of choosing either uTcTime Or GeneralizedTime. It iS the responsibility of those specifying the domains in which
this Directory Specification will be used, e.g., profiling groups, as to when the GeneralizedTime may bg used. In no
case shall uTcTime be used for representing dates beyond 2049.

The securityParameters datatypeis specified in Rec. ITU-T X.511 | ISO/IEC 9594-3. It§absenceis
deemed equivalent to there being an empty set of security parameters.

Theentryonly component shall be set to TRUE if the original operation was a Search with the subset
argument set to oneLevel, and an alias entry was encountered as an immediate subordipate of the
baseoObject. The DSA which successfully performs name resolution on the targetobject jname shall

n)

pertorm onject evallallon on only the named entry.

uniqueIdentifier component is optionally supplied when it is required to confirm the requester
name. The uniqueIdentifier datatypeisdescribed in Rec. ITU-T X.501 | ISO/IEC 9594-2.

authenticationLevel component, when present, shall indicate the authentication level as established
during the Bind operation. If this component is absent, a performing DSA shall assume that there has
been no authentication (anonymous Bind). This component should be present whenever the requester has
been authenticated. The aAuthenticationLevel data type is described in Rec. ITU-T X.501 |
ISO/IEC 9594-2.

The exclusions component has significance only for Search operations; it shall indicate, if present,
which subtrees of entries subordinate to the targetobject shall be excluded from the result of the
Search operation (see clause 10.10).
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The excludeShadows component has significance only for Search, LDAP Search and List operations; it
indicates that the search shall be applied to entries and not to entry copies. If arequest is received by an
LDAP requester for forwarding it to an LDAP server, the request shall not be forwarded if the referenced
naming context within the LDAP server is of category shadow (See clause 10.8). This optional
component may be used by a DSA as one way to avoid the receipt of duplicate results (see clause 20.1).

The nameResolveOnMaster component only has significance during name resolution, and isonly set if
NSSRs have been encountered. If set to TRUE, it signals that subsequent name resolution, i.e., matching
the remaining RDNs from nextRDNToBeResolved, shall not employ entry copy information, including
writeable copies in a multi-master LDAP server implementation; subsequent resolution of each
remaining RDN shall be done in the master DSA for the entry identified by that RDN (see clause 20.1).

The operationIdentifier component facilitates the correlation of DAP operations with subsequent
related DSP operations as well as with results. It isassigned by the DSA that first receives a DAP request
or is copied from the chaining arguments of DSP requests that require further chaining. The DSA

——assigning-the operationTdentter—shatnotreusetheassigned-mtegerfor—asufficrentty] long time

period. The correlation of related DAP and DSP requests and results are facilitated by DSAlpgging, for
each operation and result, the operationIdentifier together with the name of the DSA thpt assigned
it (the first DSA in traceInformation 0N a chained request). Such correlation may-be usgful for the
purposes of logging, auditing, charging and settlements, etc.

The searchrRuleId component, when present, shall convey the unique identity of a search-rule. It is
included by the DSA performing the initial Search procedure (1) in case'this procedure staijts within a
service-specific administrative area and the search operation is progressed to other DSAs gther when
progressing down the DIT, when following aliases or when following.Hierarchical group pointérs.

The chainedRelaxation component enables relaxation to be carried out in a distributed manner for
chained Search operations. If a DSA received a chained, searCh operation, and supports| relaxation
policies, it can use the supplied chainedrRelaxation component in place of any other relaxgtion policy
that it might implement, thereby enabling relaxation to e coordinated among the DSAS that |potentially
return search results.

The relatedEntry element shall be present whenever the receiving DSA is required to resglve related
entries. When present, the receiving DSA shall’ respond only to the specific related entty element
specified by the relatedEntry value ifjoinAttributes Of the SearchAargumeny. Thus, a
relatedEntry value of zero shal seleet the first element in the joinattributes Sequence the
SearchArgument. The value shallsneéver exceed one less than the number of elements in the
joinAttributes component of searchArgument. The absence of the relatedEntry element in the
ChainingArguments Of a DSP)operation specifying related entries shall indicate that the |distributed
operation being chained on isthe base search, and not the related entry part of the search.

If a DSA to which chaining is being carried out is required to handle both normal search fesults and
related-entry results, thisshall be done by sending the DSA two distinct DSP operations.

When the relatédEntry element is present, the following special rules shall apply:

— in evaludting the infoTypes subcomponent of selection component of Searchargument,
infoTypes shal be taken as having the value attributeTypesAndvalues, Whatever the
originally specified value;

— al attributes specified in any joinatt component of JoinattpPair shal be inclufed in the
selection, whether or not previously included there;

< the DSA coordinating related entry results shall omit values and unspecified arguments, so as to

v)

make the result conform with the original user request.

The relatedEntry argument shall be passed on in consequent outgoing ChainingArguments by a
DSA that supports related entries.

The dsppaging component may be used to request DSP paging. If the bound DSA is different from the
initial performer (see clause 15.5.4) and the bound DSA supports DSP paged results, it may set this
component to TRUE to instruct the initial performer to provide DSP paged results. If this component is
FALSE (default), the initial performer shall not perform DSP paged results. An initial performer that
supports DSP paged results shall not forward this component to DSA(S) to which it is sending
subrequests.
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W) The excludeWriteableCopies component has significance only for an LDAP requester receiving a
Search, LDAP search and List operation to be forwarded to an LDAP server. The request shall not be
forwarded if the referenced naming context within the LDAP server is of category writeableCopy
(see clause 10.8). This optional component may be used by a DSA as one way to avoid the receipt of
duplicate results (see clause 20.1).

104  Chainingresults

The chainingResults are present in the result of each operation and provide feedback to the DSA which invoked the
operation.

ChainingResults ::= SET {
info [0] DomainInfo OPTIONAL,
crossReferences [1] SEQUENCE SIZE (1..MAX) OF CrossReference OPTIONAL,

securityParameters [2] SecurityParameters DEFAULT {},
[3] Exclusions OPTIONAL,

CrossReflerence ::= SET {
contexltPrefix [0] DistinguishedName,
oint [1] AccessPointInformation,

The varioys components have the following meaning:

@ The info component, when present, shall be used to convey DM D-gpecific information among DSAs
which are involved in the processing of a common request. This component is of type DohainInfo,
which is of unrestricted type.

) The crossReferences component shall not be present in the chainingResults nless the
returnCrossRefs component of the corresponding-request had the value TRug. This fomponent
consists of a sequence of crossReference items each of which contains a contextPreflix and an
accessPoint descriptor (see clause 10.8).

A crossReference may be added by a DSA when it matches part of the targetobject algument of
an operation with one of its context prefixes.“The administrative authority of a DSA may haye a policy
not to return such knowledge, and will, in this case, not add an item to the sequence.

¢) ThesecurityParameters datatype’is specified in Rec. ITU-T X.511 | ISO/IEC 9594-3. The absence
of the securityParameters component is deemed equivalent to there being an empty set [of security
parameters.

d) The alreadysearched-component, if present, shall indicate which subordinate RDNs subprdinate to
the targetobject have'been processed as part of a chained Search operation and therefgre shall be
excluded in a subseguent subrequest.

105 Operation progress

An operakionProgress value describes the state of progress in the performance of an operation which sejeral DSAs
shall partigipate in.

OperatiomProgress ::= SET {
nameResolutionPhase [0] ENUMERATED {
notgm'te
proceeding (2),
completed (3),

o S a7

I

nextRDNToBeResolved [1] INTEGER OPTIONAL,

-}
The various components have the following meaning:

d) The nameResolutionPhase component shall indicate which phase has been reached in handling the
targetObject name of an operation. Where this indicates that name resolution has notstarted, then
a DSA has not hitherto been reached with a naming context containing the initial RDN(s) of the name. If
name resolution is proceeding, then theinitia part of the name has been recognized, although the DSA
holding the target object has not yet been reached. The nextRDNToBeResolved indicates how much of
the name has already been recognized (see item b). If name resolution is completed, then the DSA
holding the target object has been reached, and performance of the operation proper is proceeding.
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D) The nextRDNToBeResolved, When present, shall indicate to the DSA which of the RDNs in the
targetObject name is the next to be resolved. It takes the form of an integer in the range one to the
number of RDNs in the name. This component shall be absent if the nameResolutionPhase
component does not have the value proceeding.

10.6 Traceinformation

A TraceInformation value carries forward arecord of the DSAs that have been involved in the performance of an
operation. It is used to detect the existence of, or avoid, loops that might arise from inconsistent knowledge or from the
presence of aliasloopsintheDIT.

TraceInformation ::= SEQUENCE OF Traceltem

Traceltem ::= SET {

dsa [0] Name
targetiObject [1] Name OPTIONAL,
operatfionProgress [2] OperationProgress,

Each DSA, which is propagating an operation to another DSA, shall add a new TraceItenm'to the end of the
TraceInflormation. Each such TraceItem vaue hasthe following components:

4 thedsa component shall hold the name of the DSA which is adding the item;

) the targetobject component, when present, shall be the value/received on the targetobject
component of the chainingArguments value of the incoming request. This parameter shall [oe omitted
if:
— the request being chained came from a DUA, in which case its implied value is the pbject or

baseObject inthe DAP operation;

— the request is received from an LDAP client, it Which case its implied value is the pbject or
baseObject Of the LDAP request; or

— ifitsvaueisthe same as the (actua or implied) targetobject inthe chainingArgunent of the
outgoing request;

¢) theoperationProgress component shall-have avalue determined asfollows:

— If the incoming request is:.feceived from a DUA, the vaue shal be taken|from the
operationProgress component of the CommonArguments of the DAP requegt. If this
component is absent on the DAP request, the default value notStarted shall be used.

—  If theincoming request.is received from an LDAP client, the value notstarted shall bejused.

— If the incoming “request is received from a DSA, the value shall be taken|from the
operationProgress component of the chainedarguments value. If this componerit is absent
on the request; the default value notStarted shal be used.

10.7 Reference type

A ReferénceType_vaue indicates one of the various kinds of references defined in Rec. ITU{T X.501 |
| SO/IEC 9694-2-

ReferendceType ::= ENUMERATED {

superior (1),
subordinate (2),
cross (3),
nonSpecificSubordinate (4),
supplier (5),
master (6),
immediateSuperior (7),
self (8),
ditBridge (9),
-}
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10.8 Access point information

There are three types of access points:

AccessPoint :
ae-title
address

:= SET {
[0] Name,
[1] PresentationAddress,

protocolInformation [2] SET SIZE (1l..MAX) OF ProtocolInformation OPTIONAL,

}

[6] Not to be used

MasterOrShadowAccessPoint ::= SET {
COMPONENTS OF AccessPoint,

category [3] ENUMERATED (
master (0),
shadow (1),
writjgablIeTopy 27

chaini
}

MasterAn

g

An AccespPointInformation Value identifies one or more access pointsto the Directory.

} DEFAULT master,
ngRequired [5] BOOLEAN DEFAULT FALSE,

[dShadowAccessPoints ::= SET SIZE (1..MAX) OF MasterOrShadowAccesgPoint

q)

An AccessPoint value identifies a particular point at which access to the/Directory, specificaly to a
DSA or LDAP server, can occur. When referring to a DSA, the access point shall have a Name, that of
the DSA concerned. It shall have a Presentationaddress to be uséd'in communications tg that DSA
or LDAP server (see clause 11 of Rec. ITU-T X.519 | ISO/IEC9594-5 for additional informjtion about
NSAP formats). When referring to a DSA using IDM protocol, pSelector, sSeldctor and
tSelector components shall be ignored. When referringvto an LDAP server, the ae-title,
protocolInformation pSelector, sSelector and tSelector components shall be ignored (see
clause 11.3 of Rec. ITU-T X.519 | ISO/IEC 9594-5).

A MasterOrShadowAccessPoint Value identifiés/an access point to the Directory. The ¢ategory,
either master Or shadow, Of the access point is dependent upon whether it points to a naming context or
to a commonly usable replicated area. The category writeableCopy is only applicable if|the access
point is for an LDAP server with writeable-copy entries. The chainingRequired component indicates
whether chaining is required for that DSA, t.e., areferral shall not be returned for that DSA.

A MasterAndShadowAccessPointg/value identifies a set of access points to the Directory, i.e., a set
of related Directory servers. These access points share the property that each refers to a DSA or LDAP
server holding entry information-from a common naming context (or a common set of naming contexts
mastered in one DSA when the value is a value of the nonSpecificknowledge atfribute). A
MasterAndShadowAcceéssPoints vaue indicates the category Of each AccessPoint vaue it
contains. The access-point of the master DSA or LDAP server of the naming context need not be
included in the set:

NOTE — Implementors should recognize that it is possible for an LDAP server, even if identified as shaddw, to update
entries in responseto an LDAP update operation that it receives.

AccessPointInformation ::= SET {
COMPONENTS._ OF MasterOrShadowAccessPoint,
additilonalPoints [4] MasterAndShadowAccessPoints OPTIONAL,

}

In the case of first edition DSAs producing an AccessPointInformation Vvalue, the optional component of the

set is absent.

In the case of first edition DSAs interpreting an AccessPointInformation Vvalue, any

MasterAndShadowAccessPoints value present isignored.

In the case of second and subseguent edition DSAS, the MasterOrShadowAccessPoint value component produced
for an AccessPointInformation value may be of category master or shadow, as determined by the knowledge se-
lection procedure of the DSA producing the value. It may be viewed as a suggested access point provided by the DSA
generating the value to the DSA receiving it. A MasterAndShadowAccessPoints vValue may optionaly also be
produced for an AccessPointInformation vValue. This constitutes additional information which may be employed
by the receiving DSA's knowledge selection procedure to determine an alternative access point.
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10.9 DIT bridge knowledge

A pitBridgeKnowledge Value identifies a particular point at which access to another DIT, specifically to aDSA or an
LDAP server, can occur. DitBridgeKnowledge Specifies an access point at which that DSA or LDAP server may be

accessed.

DitBridg
domain
access

-}

domainLo

eKnowledge ::= SEQUENCE ({
LocalID UnboundedDirectoryString OPTIONAL,
Points MasterAndShadowAccessPoints,

calID contains areadable description identifying the DIT included in the reference.

10.10 Exclusions

As defined+

operation
subordinat
value of th

Exclusio

Each rRDNS
the target
constraint,
distinguish
Exclusio

from Sear(

Figure 5 i
beneath th
subordinat

If, asan
DSA can
provided
either par
Set.

e ASN.1 type Exclusions.

ms ::= SET SIZE (1l..MAX) OF RDNSequence

the DSA may ignore that value. The RDNSequence is relative tosthe target object, and
ed name of the context prefix.

h subrequests performed in the presence of shadowed information.

lustrates an example of the use of Exclusions. In thisiexample, a DSA holds two replicated

b references to naming contexts, A, B and C.

rovide information from replicated areas X arid'C. The information from naming contexts A and

of a Search

by identifying a number of entries subordinate to the target object which, together withydl of their
bs, shall not be included in the processing of a Search operation. The exclusion component,is defined as a

equence vaue in the Exclusions set should identify the context prefix of a fiaming context subordinate to
object. If a DSA receives a search request with an RDNSequence value that does not confgrm to this

is not the

ns can, besides being part of a user request, be used by DSAs¢oNminimize duplicate informatign returned

areas, one

e other. One starts with context prefix X, the other with context prefix C. An entry copy at Y has three

ample, a subtree Search is performed in this DSA; starting with a base object within naming cortext X, the

B has to be

ia the subordinate references. When performing request decomposition, continuation references, td be used in
tialResults Or chaining, will specify Y-as the target object and C as a single element of an Exclusions
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10.11 Continuation reference

A continuationReference describes how the performance of al or part of an operation can be continued at one or
more different directory servers. It is typicaly returned as a referral when the DSA involved is unable or unwilling to
propagate the request itself.

ContinuationReference ::= SET {
targetObject [0] Name,
aliasedRDNs [1] INTEGER OPTIONAL, -- only present in first edition systems
operationProgress [2] OperationProgress,
rdnsResolved [3] INTEGER OPTIONAL,
referenceType [4] ReferenceType,
accessPoints [5] SET OF AccessPointInformation,
entryOnly [6] BOOLEAN DEFAULT FALSE,
exclusions [7] Exclusions OPTIONAL,
returnToDUA [8] BOOLEAN DEFAULT FALSE,

nameRelsolveOnMaster [9] BOOLEAN DEFAULT FALSE,

-}

The varioys components have the following meaning:

)

)

The targetobject component shall indicate the name which is proposed to be used in continuing the
operation. This might be different from the name received in targetobject ofythe incoming request if,
for example, an alias has been dereferenced, or the base object in a search has been located.

The aliasedRDNs component indicates how many (if any) of the RDNs.in the target object hame have
been produced by dereferencing an alias. The argument is only presentif 'an alias has been der¢ferenced.

NOTE — This component is provided for compatibility with first edition jmplementations of the Directory.

This component shall not be included in CommonaArguments when implementing according to the
second or later editions of these Directory Specifications.

The operationProgress shall indicate the amount{of) name resolution which has been achieved, and
which will govern the further performance of the“eperation by the DSAs named, should the DSA or
DUA receiving the continuationReference Wish to follow it up.

The rdnsResolved component value (which need only be present if some of the RDNs i the name
have not been the subject of full name resolution, but have been assumed to be correct from a cross
reference) shall indicate how many RDNSs have actually been resolved, using internal references only.

The referenceType component.shal indicate what type of knowledge was used in gengrating this
continuation.

The accessPoints component shall indicate the access points which are to be contacted to gchieve this
continuation. Only wherenon-specific subordinate references are involved can there be more than one
AccessPointInformation item.

The entryonly Gomponent shall be set to TRUE if the original operation was a search, with the subset
argument set t0.eneLevel, and an alias entry was encountered as an immediate subordimate of the
baseobject.The DSA which successfully performs name resolution on the targetobject jname shall
perform-object evaluation on only the named entry. If the original operation was not a search, with the
subsgét argument set to oneLevel, this component shall be absent or take the value FALSE.

The exclusions component, when present, shal identify a set of subordinate naming cgntexts that
should not be explored by the receivi ng DSA.

; : 1 reference
W|sh&s to indicate that it is unwilling to return information via an mtermedlar[e DSA (e.g., for security
reasons), and wishes to indicate that information may be directly available via an operation over a DAP
or LDAP between the originating DUA or LDAP client and the DSA. When returnToDUA is Set to
TRUE, referenceType May be set to self.

The nameResolveOnMaster element is optionally supplied when the DSA creating the continuation
reference has encountered NSSRs. If set to TRUE, it signals that subsequent name resolution, i.e.,
matching the remaining RDNs from nextRDNToBeResolved, shall not employ entry copy information
including writeable copies in a multi-master LDAP server implementation; subsequent resolution of each
remaining RDN shall be donein the master DSA for the entry identified by that RDN (see clause 20.1).
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11 Bind and Unbind

DSA Bind and DSA Unbind operations, respectively, are used by a DSA at the beginning and at the end of a period of
accessing another DSA. The binding or unbinding of a DSP application-association shall not, of itself, cause the loss of
any distributed paged results which were requested in the course of the application-association.

111 DSA Bind

11.1.1  DSA Bind syntax

A dsaBind operation is used to begin aperiod of cooperation between two DSASs providing the directory service.

dsABind OPERATION ::= {
ARGUMENT DSABindArgument
RESULT DSABindResult
ERROR {diTectoryBindETTOT | J
DSABindArgument ::= SET {
credentials [0] DSACredentials OPTIONAL,
versions [1] Versions DEFAULT {vl1} }
DSACredentials ::= CHOICE {
simpl [0] SimpleCredentials,
stron [1] StrongCredentials,
externalProcedure [2] EXTERNAL,
spkm [3] SpkmCredentials }
DSABindResult ::= DSABindArgument
11.1.2 IDSA Bind arguments

The components of the DsABindargument are identica tey‘\their counterparts in the Directory]

Rec. ITU-]

1113 1

The com
(seeRec. |

[ X.511 | ISO/IEC 9594-3) with the following differences:

Distinguished Name.

Name.

DSA Bind results

Name.

bonents of the DSABIndResult are identical to their
TU-T X.511 | ISQ/IEC 9594-3) with the following differences:

The credentials Of the DirectoryBindResult allows information identifying the AE-]
respondifng DSA to be sent to the initiating DSA. The AE-Title shall be in the form of a Di

The credentials Of theDirectoryBindArgument allowsinformation identifying the AE-
initiating DSA to be sent to the responding“DSA. The AE-Title shall be in the form of 3

The saslcredentials shall not beincluded in the credentials

The credentials Of the DirectoryBindResult allows information identifying the AE-]
responding DSA to be sent to the initiating DSA. The AE-Title shall be in the form of a Digtinguished

counterparts in the Directory

The'saslcredentials shall not beincluded inthe credentials.

Bind (see
Title of the

| Directory

[itle of the

BindResult

[itle of the
i nguished

1114 DBSABtnderrors

Should the Bind request fail, a Bind error shall be returned. If the Bind request was either using strong authentication or
SPKM credentials are supplied, then the Bind responder may sign the error parameters.

Theversions parameter of the dsaBindError indicates which versions are supported by the responding DSA.

The SecurityParameters components (see clause 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) shall be included if the
error isto be signed.

A securityError Of serviceError shall be supplied asfollows:

securi

servic

22

tyError inappropriateAuthentication
invalidCredentials
blockedCredentials

eError unavailable
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112 DSA Unbind

The unbinding at the end of a period of cooperation between two DSAs providing the Directory service is for the OSI
environment specified in clauses 7.6.4 and 7.6.5 of Rec. ITU-T X.519 | ISO/IEC 9594-5 and for the TCP/IP
environment in clause 9.2.2 of Rec. ITU-T X.519 | ISO/IEC 9594-5.

12 Chained operations

For each of the operations used to access the directory abstract service, there is an operation used between cooperating
DSAs in a one-to-one correspondence. The names of the operations have been chosen to reflect that correspondence by
prefixing the names of operations used between cooperating DSAs with the term "Chained".

The arguments, results and errors of the chained operations are, with one exception, formed systematically from the
arguments, r&ults and errors of the correﬁpondl ng operatlons m the D|rect0ry abstract serwce (as specmed in clause

ng from a

& result from
an LDAP fserver, shall construct a chained form of that operation if it is to be propagated to another DSA. A DSA,
having received a chained form of an operation, may also elect to chain it to another DSA. The DSA invoking a chained
form of ar] operation may sign the argument of the operation; the DSA performing,the operation, if so requested, may
sign the repult or error returned by the responder of the operation.

chaineld{OPERATION:operation} OPERATION ::= {

ARGUMENT OPTIONALLY-PROTECTED {SET {

chlainedArgument ChainingArguments,

arjgument [0] operation.&ArgumentType } }
RESULT OPTIONALLY-PROTECTED {SET {

chlainedResult ChainingResultsy

result [0] operation.&ResiiltType}}
ERRORS

{dperation.&Errors EXCEPT referral | dsaReferral}
CODH operation,&gperationCode }

include|the abandoned error. The presence of this error among the set of possible errors of a chained operation| reflects the
possibiljty discussed in clause 12.2, that)a chainedabandon Can be generated for a chainedModi £y operation when a linked
associatjon fails.

NOTE 2 — The definitive specification of the DSA abstract servicein Annex A applies this parameterized type to conktruct all the
chained|operations of the abstraet service.

NOTE 1 —The operations of the Directory~abstract service which may be used as the actual parameter of chain[d { }
n

The argumjent of the derivé&d operation has the components:

d) chainedArgument — This is a value of chainingArguments that contains the information,
suppltementing the information provided in the DAP argument. This additional information i$ needed in
order for the recewmg DSA to handle the operation properly. This datatype isdefined in clauge 10.3.

specmed in the approprlate clause of Rec. ITU T X.511 | ISO/I EC 9594 3.

Should the request succeed, the result of the derived operation has the components:

a) chainedResult — Thisis a vaue of chainingResults which contains that information, over and
above that to be supplied in the DAP result, which may be needed by previous DSAs in a chain. This
information type is defined in clause 10.4.

b) result—Thisisavalueoperation.&Result and consists of the result which is being returned by the
performer of this operation, and which is intended to be passed back in the result to the requester. This
information is as specified in the appropriate clause of Rec. ITU-T X.511 | ISO/IEC 9594-3.

Should the request fail, one of the errors of the set operation.&Errors will be returned, except that dsaReferral is
returned instead of referral. The set of errors, which may be reported, is as described for the corresponding operation
in Rec. ITU-T X.511 | ISO/IEC 9594-3. The error dsaReferral isdescribed in clause 13.2.
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12.2 Chained Abandon operation

A chainedabandon request is used by one DSA to indicate to another that it is no longer interested in having a
previously invoked distributed operation performed. This may be for any number of reasons, of which the following are

examples:

— the operation which led to the DSA originally chaining has itself been abandoned, or has impl

aborted by the breakdown of an application-association;

involved in the parallel multi-chaining.

icitly been

the DSA has obtained the necessary information in another way, e.g., from a faster responding DSA

A DSA isnever obliged to issue a chainedabandon request, or indeed to actually abandon an operation if requested to

do so.

If the Chained Abandon operatlon actually succeeds in stoppl ng the performance of an operatlon then a result will be

returned, and

stopping t

A DSA may also issue an AbandonRequest to an LDAP server under the same conditions as above.

123 Chained operations and protocol version

Operationg which require a protocol version greater than vl (such as the modifyEntry operation W
arguments) or which return different results when used with a protocol version greater. than v1 (such asmod
with a sighed argument) shall only be chained on application-associations with the'Same or a greater versi
than that used to convey the request.

13 Chained errors

131 [[ntroduction

For the mgst part, the same errors can be returned in the DSA' abstract service which can be returned in th
abstract sgvice. The exceptions are that the dsaReferxdI "error” is returned (see clause 13.2), instead of
and the folfowing service problems have the same abstract syntax but different semantics;

g

The precedlence of the errors which may occur is as for their precedence in the directory abstract service, as g

Rec. ITU-]

If an error

132 [

e operation, then it will return an abandonFailed error itself.

) serviceError With problem invalidReference — The DSA returning this error detected
the calling DSA's knowledge as specified in the referenceType chaining argument.

) serviceError With probleh. looppetected — The DSA returning this error detected a |
knowledge information in.the Directory.

[ X.511 | ISO/IEC 9594-3.
occurs during a chained operation, the responding DSA may sign the error returned.

DSA referval

The dsar

performing afn-Operation by chaining the operation to one or more other directory servers. The circumstanc
may returrLa referral are described in clanuse 8 3

ferral error shall be generated by a DSA when, for whatever reason, it does not wish t

succeed in

ith certain
ifyEntry
bn number

e directory
referral,

an error in

oop in the

pecified in

D continue
s where it

dsaRefer
PARAME
CODE

DsaRefer
refere

ral ERROR ::= {

TER OPTIONALLY-PROTECTED { DsaReferralData }
id-errcode-dsaReferral }

ralData ::= SET ({

nce [0] ContinuationReference,

contextPrefix [1] DistinguishedName OPTIONAL,

ooy

.oy

COMPONENTS OF CommonResults }

24
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The various components of DsaReferralData datatype have the following meaning:

a) Thereference component contains the information needed by the invoker to propagate an appropriate
further request, perhaps to another DSA or to an LDAP server. The ContinuationReference data type is
specified in clause 10.11.

D) The contextPrefix component may optionally be included if the returncrossRefs component of
the chainingArguments for this operation had the value TRUE, and the referral is being based upon a
subordinate or cross-reference. Otherwise, it shall be absent. The administrative authority of any DSA
will decide which knowledge references, if any, can be returned in this manner (the others, for example,
may be confidential to that DSA).

The information provided can optionally be qualified by the use of the notification component of CommonResults.
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SECTION 5 -DISTRIBUTED PROCEDURES

14 I ntroduction

141 Scope and limits

This clause specifies the procedures for distributed operation that are performed by DSAs. Each DSA individually
performs the procedures described below; the collective action of all DSAs produces the full set of services provided to
users of the Directory.

14.2 Conformance

ng textual
a DSA into
that DSA,

iohs of these
ign the DSA
peration in
such a heferogeneous environment, a DSA shall be implemented according to thesrules of extensibility [defined in
clause 12 ¢f Rec. ITU-T X.519 | ISO/IEC 9594-5.

A DSA implementation shall be functionally equivalent to the external behaviour specified by the procedureg described
here. The glgorithms used by a particular DSA implementation to derive-the correct output(s) from the given inputs
and DSA ipformation tree held are not standardized.

NOTE + The flowcharts which accompany the procedures are intended-te be used as aids towards understanding the]procedures.

They not to be considered as being a precise alternative to the.textual descriptions. Where there is a disparity petween the
textual ¢lescription and the flowchart for a particular procedure, it isintended that the textual description take precedence.

14.2.1 |nteraction involving afirst edition DSA

If the modify operations evaluate across DSA boundari€s (i.e., addEntry With TargetSystem, Remove off Rename a
context prefix), then this Directory Specification.only specifies how two second or subsequent edition DSAs shall
behave. The interaction between two first edition"DSAS, or between a first edition DSA and a second or subseguent
edition D$A, is outside the scope of these Directory Specifications. When mixed edition DSAs have a hierarchica

14.3 onceptual model

The complexity of the Directory's distributed operation gives rise to a need for conceptual modelling psing both
narrative gnd pictorial descriptive techniques. However, neither the narrative nor the diagrams should be corjstrued as a

The model| viewS DSA operation from two separate perspectives, which, taken together, provide a complete, pperational
picture of the-Directory-

a) DSA-centred perspective — In this perspective, the set of procedures that support the Directory is
described from the viewpoint of a single DSA. This makes it possible to provide a definitive
specification of each procedure and to fully account for their interrelationships and overal control
structure. Clauses 16 to 22 describe the DSA procedures from a DSA-centred perspective.

b) operation-centred perspective — The DSA-centred view provides complete detail but makes it difficult
to understand the structure of individual operations, which may undergo processing by multiple DSAs.
Consequently, clause 15 adopts a primarily operation-centred view to introduce the processing phases
applicable to each.

To support the distributed operation of the Directory, each DSA shall perform actions needed to realize the intent of
each operation and additional actions needed to distribute that realization across multiple DSAs. Clause 15 explores the
distinction between these two kinds of actions. In clauses 16 to 22, both kinds of actions are specified in detail.
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145 Cooper ative agreements between DSAs

All DSAs which are in a subordinate/superior relationship due to the naming contexts that they hold have hierarchical
and/or non-specific hierarchical operational bindings between them, depending upon the types of knowledge reference
held by those DSAs.

Hierarchica and non-specific hierarchical operational bindings between DSAs may be administered using the
procedures of clauses 24 and 25, or by off-line means.

A DSA holding entries which are within the administrative area of its superior DSA shall administer the subschema,
shall follow the governing-search-rule (if any) and shall control access to the entries, as required by the administrative
authority. The regulation of entries within an administrative area may be performed as defined in Rec. ITU-T X.501 |
| SO/IEC 9594-2 or may be performed by local mechanisms.

[ S R | e L. e L ) .
15 ISUITOULEU DITELLUNY DEllaviUul

151 ooper ative fulfilment of operations

Each DSA|is equipped with procedures capable of completely fulfilling all directory operations. ln'the case that a DSA
contains tte entire DIB, all operations are completely carried out within that DSA. In the casethat the DIB is|distributed
across a difstributed directory, the completion of a typical operation is fragmented, with just-a portion of that operation
carried ouf in each of potentially many cooperating directory servers.

In the disttibuted environment, the typical DSA sees each operation as a transitory\event: the operation is inyoked by a
DUA, an LDAP client or some other DSA; the DSA carries out processing of_the object and then directs it toward
another diflectory server for further processing.

An dterngtive view considers the total processing experienced by an ‘operation during its fulfilment Ry possible
multiple, ¢ooperating directory servers. This perspective reveals the‘common processing phases that apply to all
operations

152 Phases of operation processing

Every directory operation may be thought of as comprising three distinct phases:

4 the Name Resolution phase in which the'name of the object on whose entry a particular operat|on isto be
performed is used to locate the DSA\or LDAP server that holds the entry;

i) the Evaluation phase in which.the operation specified by a particular directory request (e)g., a Read
operation) is actually performed;

¢) the Results Merging phase in which the results of a specified operation are returned to the|requesting
DUA or LDAP client..If a chaining mode of interaction was chosen, the Results Merging phase may
involve several DSAS, each of which chained the original request or subrequest (as definegl in clause
15.3.1 — Request-decomposition) to other DSAs and LDAP servers during either or both of the preceding
phases.

In the casg of a Readi.Compare, List, Search, Modify Entry, Modify DN, Remove Entry, LDAP Transpor{ or Linked
LDAP opgration, name resol ution takes place on the object name provided in the argument of the operation. [ n the case
of an Add Entry ieperation, name resolution's target entry is the immediately superior entry of that provided in the
argument pfdhe operatlon — it can be easily derived by removmg the final RDN from the name provided in the
operation &

An operation on a particular entry may initially be directed at any DSA in a distributed directory. That DSA uses its
knowledge, possibly in conjunction with other Directory servers, to process the operation through the three phases.

15.21 Name Resolution phase

Name Resolution is the process of sequentially matching each RDN in a purported Name to an arc (or vertex) of the
DIT, beginning logically at the Root and progressing downwards in the DIT. However, because the DIT is distributed
among arbitrarily many Directory servers, each DSA may only be able to perform a fraction of the Name Resolution
process. A given DSA performs its part of the Name Resolution process by traversing its local DSA information tree.
This process is described in clause 18 and the accompanying diagrams (see Figures 9 to 12). Based on its local DSA
information tree, and the knowledge information contained therein, a DSA is able to infer whether the resolution can be
continued by one or more other DSAS/LDAP servers, or whether the name is erroneous.

NOTE — Name Resolution within an LDAP server is outside the scope of this Directory Specification.
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The Name Resolution phase is constrained to work within a DSA information tree if the manageDSAIT service control
option is set.

15.2.2 Evaluation phase
When the Name Resol ution phase has completed, the actual operation required (e.g., Read or Search) is performed.

Operations that involve a single entry interrogation — Read, Search with subset Set t0 baseobject and Compare —
may be carried out entirely within the DSA or LDAP server in which the entry islocated.

Operations that involve multiple entries interrogation — List, Search and an LDAP search carried by an LDAP Transport
operation — need to locate subordinates of the target, which may or may not reside in the same DSA. If they do not all
reside in the same DSA, operations need to be directed to the DSAs specified in the subordinate, non-specific
subordinate, supplier, or master references (as appropriate) and/or LDAP servers specified in subordinate, non-specific
subordinate or cross references to complete the evaluation process.

The Evaluffion phase 1s constrained t0 Work within a DSA Tnformation tree It the manageDSAIT SeTVICE corjtrol option
is set. Likewise, if the evaluation phase starts within a service-specific administrative area, the evaluation.i's gonstrained
to that adnpinistrative area.

15.23 ResultsMerging phase
The Resul{s Merging phase is entered once some of the results of the Evaluation phase are ayailable.

In those cdses where the operation affected only a single entry, the result of the operation can simply be returned to the
requesting| DUA or LDAP client. In those cases where the operation has affected mulltiple entries on multipl¢ Directory
servers, repults can be combined. If signing is performed on the results of an operation initiated by a DUA,|the results
shall not be combined. The results should be returned to the DUA without perfarming merging.

The permisgsible responses returned to arequester after results merging include:
d acomplete result of the operation;

D) aresult which is not complete because some parts of/the DIT remain unexplored (applies to List, Search
and LDAP search only). Such a partial result may:include continuation references for those parts of the
DIT not explored;

¢) anerror (areferral being a special case); and
d) if therequester wasaDSA, achainingResults value

153 anaging Distributed Oper ations

Information is included in the argument(of each operation which a DSA may be asked to perform indjcating the
progress df each operation as it traverses various DSAs of the Directory. This makes it possible for eagth DSA to
perform the appropriate aspect of the processing required, and to record the completion of that aspect before directing
the operatipn outward toward further directory servers.

Additional| procedures are ificluded in the DSA to physically distribute the operations and support other needs arising
from their [distribution.

153.1 Request. decomposition

Request decomposition is a process performed internally by a DSA prior to communication with one or nore other
directory gervers. A reguest is decomposed into several subrequests such that each of the latter accomplishes a part of
the origina-task—Retest-decomposition—canbe-tised—for-examptetthe-search-operatron—after-thebase' object has
been found. After decomposition, each of the subrequests may then be uni-chained or multi-chained to other directory
servers, to continue the task.

The argument of a chained request (see clause 12.1) or subrequest shall be the unmodified operation argument of the
origina DAP operation. A DSA receiving a chained request shall not change argument of the DAP request when
doing request decomposition.
NOTE —The following subclauses specify this requirement for individual components of argument. This should not be
interpreted to mean that the component not explicitly mentioned can be changed.
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15.3.2 DSA asRequest Responder

A DSA that receives arequest can check the progress of that request as follows:

— if the request is received from a DUA then using the operationProgress component of the
CommonArguments Value, or its default value;

— if therequest isreceived from an LDAP client then assume that Name Resolution has not started; or

— if the request is received from a DSA then using the operationProgress component of the
ChainingArguments value, or its default value.

Thiswill determine whether the operation is still in the Name Resolution phase or has reached the evaluation phase, and
what portion of the operation the DSA should attempt to satisfy. If the DSA cannot fully satisfy the request, it shall
either pass (by uni-chaining or multi-chaining) the operation on to one or more Directory servers which can help to
fulfil the request, or return areferral to another DSA or LDAP server, or terminate the request with an error.

15.3.3 ompletion of operations

Each DSA| that has initiated an operation or propagated an operation to one or more other Directory sexverq shall keep
track of tihat operation's existence until each of the other Directory servers has returned a result,or erfor, or the
operation's maximum time limit has expired. This requirement applies to al operations, propagation modes and
processing phases, except when an LDAP abandon request has been sent to an LDAP server{(see clause|20.6.5). It
ensures thg orderly closing down of distributed operations that have propagated out into the Directory.

154 I oop handling

The DIT rhay be in a state that can cause looping. As an example, looping can_occur during name resolution where
dereferengng one or more aliases brings the resolution back to the same branch/of the DIT. Another potentigl cause of
looping is through misconfigured knowledge references.

Within thg context of a particular directory operation, a loop occursif,'at any time the operation returns tofa previous
state, whele state is defined by the following components:

+ the name of the DSA currently processing the operation;
4+ thenameof the targetobject as containedwithin the chainingArguments value of the operation;

+ the operationProgress as contained within the chainingaArguments value of the operation and as
defined in clause 10.5.

This does hot mean that an operation cannot be.processed multiple times by a particular DSA. However, it [does mean
that the D$A will not process the same operation in the same state multiple times.

Looping is controlled using the TraceInformation value of the ChainingArguments value as [defined in
clause 10.6, which records the sequence’of states a particular operation has gone through. Two strategies arg defined to
determine whether looping has océurred, or is about to occur. These are loop detection and loop avoidance, ahd they are
described jn clauses 15.4.1 and15:4.2, respectively.

L oop detegtion is mandateryand loop avoidance is optional.

NOTE {+ An LDAPserver cannot perform loop detection. Loop detection has to be performed by the DSA actinlg as LDAP
requestgr. Detectionof aloop may be delayed if more than one LDAP requester is forwarding requests to the same LIDAP server
for the game operation.

154.1 Il oop detection

On receipt of adirectory operation, a DSA shall initialy validate the operation to ensure that it can be progressed. An
important task of validation is to check for loops, by determining whether the current state of the operation appears in
the sequence of previous states recorded in the TraceInformation value for that operation. This step of loop
checking isloop detection.

15.4.2 Loop avoidance

Loop avoidance requires that a DSA, immediately prior to forwarding an operation to another DSA as part of achaining
procedure, determines whether the consequential state of the operation (which is the Traceitem value that the
receiving DSA will add to the TraceInformation value when it receives it) appears on the sequence of previous
states recorded in the traceInformation argument for the original incoming operation.
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In the case where referrals are received or acted upon, loop avoidance and loop detection cannot be achieved purely by
examining traceInformation. In this case, each time a DSA acts on areferral, it needs to store the consequential
state of the operation (i.e., the TraceItem vValue that the receiving DSA is going to add when it receives the request)
along with arecord of the incoming request. Before acting on or returning areferral, a DSA needs to check through this
list, in order to check that an identical request has not been previously sent whilst trying to service the incoming
operation.

155 Other considerationsfor distributed operation

15.5.1 Servicecontrols

Some service controls need specia consideration in the distributed environment in order that the operation is processed
the way that was requested.

@) chainingProhibited — A DSA consults this service control when determining the mode of
propagation of an operation. It It 1s set, then the DSA shall always use referral mode. If, hoyvever, it is
not set, the DSA can choose whether to use chaining or referral depending on its capabilities:

D) timeLimit — A DSA shall take account of this service control to ensure that the)time Ijmit is not
exceeded in that DSA. A DSA requested to perform an operation by a DUAxinitialy| heeds the
timeLimit expressed by the DUA as the available elapsed time in seconds for complefion of the
operation. If chaining is required, the timeLimit isincluded in the chaining-arguments to bg passed to
the next DSA(S). In this case, the same vaue of the limit is used for each’/chained request,|and is the
(UTC) time by which the operation shall complete to meet the eriginaly specified corjstraint. On
receiving chainingArguments With a timeLimit Specified, the réceiving DSA respects thig limit.

¢) sizeLimit — A DSA shal take account of this service control“for List, Search and LDAP Search
operations to ensure that the list of results does not exceed the size specified. The limit, asincljded in the
common argument of the original request, is conveyed unchanged as the request is chained| If request
decomposition is required, the same value is included inthe argument to be passed to the next DSA, the
full limit is used for each subrequest. When the results are returned, the requester DSA r¢solves the
multiple results and applies the limit to the total to.ensure that only the requested number is feturned. If
the limit had been exceeded, thisis indicated inthe reply.

d) priority — In al modes of propagation;each DSA is responsible for ensuring that the prgcessing of
operations is ordered so as to support this service control, if present.

€) localsScope — The operation islimited to alocally defined scope and each DSA shall not prgpagate the
reguest outside of this.

f)l scopeofReferral —If theDSA returnsareferral or partial result to aList or Search operatian, then the
embedded continuation references shall be within the requested scope.

All other service controls need to berespected, but their use does not require any specia consideration in theldistributed
environment.

15.5.2 [xtensions

If a DSA |encounters an.extended operation in the Name Resolution phase of processing and determings that the
operation $hould be-chained to one or more DSAS, it shall include unchanged in the chained operation any [extensions
present.

NOTE + An ‘administrative authority may determine that it is appropriate to return a serviceError Wwith problem
unwilllingToPerform if it does not wish to propagate an extension.

If aDSA encounters an extension it does not support in the evaluation phase of processing, two possibilities may arise.
If the extension isnot critical, the DSA shall ignore the extension. If the extension is critical, the DSA shall return a
serviceError With problem unavailableCriticalExtension. A critical extension to a multiple object operation
may result in both results and service errors of this variety. A DSA merging such results and errors shall discard these
service errors and employ the unavailableCriticalExtension component of PartialOutcomeQualifier as
described in Rec. ITU-T X.511 | ISO/IEC 9594-3.

If an LDAP requester is about to chain arequest initiated by a DUA to an LDAP server and it does not have knowledge
of an LDAP control corresponding to each critical extension, it shall return an unavailableCriticalExtensions aS
specified above. However, if thisis not the case and there are no other reasons for not chaining the request, it shall in
the chained request add all known LDAP controls corresponding to the extensions signalled in the received request.
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155.3 Aliasdereferencing

Alias dereferencing is the process of creating a new target object name, by replacing the alias entry distinguished name
part of the original target object name with the AliasedEntryName attribute value from the alias entry. The object
name in the operation shall not be affected by alias dereferencing.

1554 Paged results

When a DUA includes the PagedResultsRequest iN the search oOr 1ist request (see clause 7.9 of Rec. ITU-T
X.511 | ISO/IEC 9594-3), the paging may be performed by the bound DSA, or it can be performed by the DSA that
holds the baseobject/object entry of the search or 1ist request (possible after one or more aias dereferencings),
also called the initial performer. If the paging is performed by the bound DSA, which could aso be the initial
performer, the paging is called bound-DSA paged results. If the paging is performed by the initial performer, and the
initial performer is different from the bound DSA, then the paging is called DSP paged resuilts.

A DSA thatsupparts DSP paged reqlts shall:

4+  support DSA-bound paged results;

+  support DSP paged results as bound DSA;

4+  support DSP paged results as an initial performer; and

+ support the entryCount subcomponent of the PartialoutcomeQualifier!

When a bpund DSA receives a search or 1ist request with the pagedresultsRequest included, and|the bound
DSA isnot the initial performer for that request, then the bound DSA may elect to include the dsppaging fomponent
in the chaliningArguments value. The initial performer may elect to do DSP paged results. This is signalled to the
bound D by incIuding a queryReference in the PartialOutcomeQualifier. This is the queryReference
returned tq the DUA to be used for retrieval of the next page.

If the initipl performer either does not support DSP paged results or ghooses not to perform it, the bound| DSA may
perform ngrmal bound-DSA paging.

A DSA that is a performer, but is not the initial performer, shal ignore a possible dsppaging compoment in the
ChainingArguments value, and it shall honour the sizerLimdt Service control if present.

1555 Handling requestsfrom LDAP client
When an LDAP client sends a request into a boundary DSA, the request is formatted according to IETF RFC 4511.
How the request is handled by the boundary DSA.depends on the initial destination of the request:

a) If the bound DSA and/or the LDAP servers for which the bound DSA is an LDAP respondegr complete
the operation, then the procedure is outside the scope of this Directory specification.

) If the request is initialy handled as in @) but it becomes necessary to chain one or more subyequests to
other DSAS, then such subrequests shall be chained wrapped as LDAP Transport operations.

¢) If the original requiest is chained to another DSA, it shall be chained wrapped as an LDAR Transport
operation.

15.6 Authentication of Distributed operations

Users of the Directory together with the administrative authorities that provide directory services may, at their
discretion,|require that directory operations be authenticated. For any particular directory operation, the ngture of the
authenticationprocess will depend upon the security policy in force.

Two sets of authentication procedures are available which collectively enable arange of authentication requirements to
be met. One set of procedures are those provided by the Bind operation: these facilitate authentication between two
directory application-entities for the purposes of establishing an application-association. The Bind procedures
accommodate a range of authentication exchanges from a simple exchange of identities to strong authentication.

In addition to the peer entity authentication of an association as provided by the Bind operation, additional procedures
are defined within the directory to enable individual operations to be authenticated. Two distinct sets of directory
authentication procedures are defined. One facilitates requester authentication services, which address the
authentication, by a DSA, of the requester of the original service request. The second set facilitates results
authentication services which address the authentication, by a requester, of any results that are returned.
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For requester authentication, two procedures are defined, one based upon a simple exchange of identities, termed
identity based authentication, and one based upon digital signature techniques, termed signature based authentication. The
former of these procedures is rudimentary in nature since the identity exchange is based upon the exchange of
distinguished names which are transmitted in the clear.

For authentication of results a single results authentication procedure is defined, based upon digital signature techniques;
due to the generally complex nature of results collation, a simpler, identity-based procedure is not defined.

Authentication of error responses may be supported by these procedures.

The services described below are to be considered as augmenting those provided by the Bind service; Bind procedures
are assumed to have been effected successfully prior to authentication of directory operations.

The procedures to be effected by aDSA in providing requester and results authentication are specified in clause 22.

16

he Operation Dispatcher

The Oper gion Dispatcher isthe main controlling procedure in aDSA. It guides each operation through.the thiree phases
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ing data structures are defined within the Operation Dispatcher:

NRcontinuationList —A list of continuation references created for _use) in the Name
Continuation Reference procedure.

SRcontinuationList — A list of continuation references created for, use\n the List or Search C
Reference procedure.

admPoints— A list of references to DSEs of type administrative point that is collected du
Resolution.

referralRequests — A list of the requests or subrequestsS which have been chained as a result o
referrals. Each such request/subrequest is summarised in the form of a TraceItem. Thislist
the Loop Avoidance procedure of clause 15.4.2.

emptyHierarchySelect — A Boolean type variable that can be set in the Hierarchy Selection prod
variable is assumed to be reset when entering Hierarchy Selection procedure the first time durir
operation.

Resolution
bntinuation
ring Name

executing
is used by

edure. The
g a Search

Furthermore, a procedure may use a set of locally-defined variables.

16.1.3 Krrors

At each slage of the processing, ancerror may be detected during the execution of any sub-procedure| The error
identified yithin this sub-procedure is normally returned to the requester as a corresponding protocol error. Ih this case,
the Operatjon Dispatcher isterminated immediately. In the case that multiple errors are received, one shall befselected to
be returnegl (see clause 13.1 of(Rec. ITU-T X.511 | ISO/IEC 9594-3).

Alternativgly, a proceduréimay choose to process errors (e.g., if a serviceError with problem busy is rgurned to a
chained ch subrequest) at certain points of operation processing. In this case, the procedure continugs with its
execution gnd no erfon)is returned to the requester.

The condifions_under which a DSA may sign the errors returned are specified in clause 13 of Rec. ITU
ISO/IEC 9p94-3.

T X511 |

16.1.4 Asynchronousevents

During the processing of an operation request within the Operation Dispatcher, several asynchronous events may occur.
The following subclauses specify how to handle an exceeded time limit or size limit or administrative limit, a loss of
association and an abandon request for an operation that is being processed. The handling of all other asynchronous
events, e.g., local policy decisions, etc., is outside the scope of this Directory Specification.

16.1.4.1 Timelimit

A timeLimit, as specified in the commonArguments value, can expire at any point in time during the operation. In
this case, normally a serviceError with problem timeLimitExceeded iS returned to the requesting DUA or DSA
and the Operation Dispatcher isterminated. If the requester is an LDAP client, the bound DSA shall convert the error to
a timeLimitExceeded LDAP result code. Alternatively, a procedure may choose to handle this event in a different
way (e.g., during processing of a search request).
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If a DSA receives a request from another DSA with the time limit exceeded, it shall send a serviceError with
problem timeLimitExceeded Without any further processing of the request.

If aDSA has outstanding (sub)requests, when the timeLimit expires, and there are no results available, it shall return
aserviceError With problem timeLimitExceeded to the requester.

If the request was not an 1dapTransport request, and if a DSA has outstanding subrequests, when the timeLimit
expires, and there are results available, it shall return aresult to the requester with the following contents:

a) dl the collected results, up to the timeLimit expiring;

b) the 1imitProblem subcomponent of the partialOutcomeQualifier component shall

timeLimitExceeded; and

¢) the unexplored subcomponent of the partialoutcomeQualifier component shall
continuation reference value for each set of directory servers to which subrequests were sent but the

reqult of which is nat included in the result to the requester in addition to continuation ref

If the reqliest was an 1dapTransport request, and if a DSA has outstanding subrequests, when\the t

expires.
q

[

q

16.1.4.2 |

If the appl
for each ¢
associatior
outstandin
outstandin

PagedResjultsRequest vaue. The DSA may also-for each outstanding interrogation (sub)request to LD

send an LI

If the appl
the requeg

another difectory server of the same type that is able to process the chained request (e.g., a reference to a shg

after loss @
]

q) if there areretained results, these results shall be returned in @ 1inkedLDAP request;

DSAsto which this DSA did not attempt to send subrequests.

ldapTransport result;
) if the embedded LDAP request in the 1dapTransport request was not a searchRequest, th
ldapTransport result.

| 0ss of an application-association

cation-association to the requester is lost, the possibility of returning resultsislost. The DSA may

to the DSA in question has also been lost. All replies to such chainedabandon requests and &

AP AbandonRequest and all resultste outstanding (sub)requests shall be discarded.

cation-association to one of theautstanding chained subrequests is lost and the application-assog

f the association to the master DSA). If this does not succeed, the DSA shall act asfollows:
) If operationProgress.nameResolution iSSett0 notStarted Of proceeding, return el

— if the reply isto be returned to a DUA (or DSA), a serviceError With problem unaval
the'requester or a referral error whose continuation reference contains the set of direct
that*are able to continue the operation.

unavailable Or With resultCode Set t0 referral and with referrals (URIS) to

diractonssarvarsthat ara ahlata-continuathe opnaration.
GH-EGtOR-SERAEFSHRada-e-abre+to-coRtHide-the-operaH-oh-

be set to

contain a

erences to

imeLimit

) if the embedded LDAP request in the 1dapTransport request was a SeaxchRequest, then return an
SearchResultDone With resultCode equal t0 timeLimitExceeded embeddgd in an

enreturn a

result for the type operation with resultCode set t0 ‘timeLimitExceeded embedfled in an

optionaly

utstanding interrogation (sub)request to DSAs sendya chainedabandon request, unless the gpplication-

| replies to

) (sub)requests shall be discarded. In the ‘case of DSP paged results, the bound DSA should cancel
) paged results by generating a new paged:result request by taking the abandonQuery aterngtive of the

AP servers

ation with

fer is not lost, the DSA may;for interrogation operations only, optionally try any alternative reference to

dow DSA,

her:

ilable tO
Dry servers

+ Nif the reply is to be returned to an LDAP client, an LDAP result with resultcode equa to

the set of

If non-specific subordinate references are used during the Name Resolution phase and not all the
application-associations in question are lost, optionally attempt to do the name resolution without the

directory serversto which the associations are lost. If thisfails:

— if the reply is to be returned to a DUA (or DSA), return either a serviceError with problem

unavailable, Or areferral error containing the complete set of NSSRs.

— if thereply isto be returned to an LDAP client, return either an LDAP result with resultcCode Set
t0 unavailable Or With resultCode equa to referral and with referrals (URIS) corresponding

to the complete set of NSSRs.
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2)

If the DSA using loca knowledge knows, possibly reflected in the appropriate
MasterOrShadowAccessPoint Vvalue, that chaining is required to a DSA to which an application-
association is lost, it shall elect to send a serviceError with problem unavailable. The
notification component of the CommonResults datatype may beincluded and shall then contain:

— adsAProblem notification attribute with the value id-pr-targetDsaUnavailable; and
— adistinguishedName attribute having as value the distinguished name of the DSA.

If operationProgress.nameResolution IS Set t0 completed and the request is a single object

operation:

— if the reply is to be returned to a DUA (or DSA), return a serviceError with problem
unavailable t0 the requester.

— if the reply is to be returned to an LDAP client, return an LDAP result with resultCode Set to
unavailable.

16.1.4.3 A

During the
processing

16.1.4.4 /
There may}

Abandoning the operation

Administrative Limits

If operationProgress.nameResolution iS S&t 10 completed and the request is a multiple entry
interrogation  operation, the DSA shall add a  continuation reference to
partialOutcomeQualifier.unexplored Of the operation result, with AccessPdintInflormation
identifying the set of directory servers that are able to continue the operation, including directpry servers
to which application-associations have been lost.

processing of an operation, an abandon request can be received for this.eperation. In this case,|during the
of the abandon request, the Abandon procedure is called for the operation‘to be abandoned.

be limits imposed by the local directory server administratoror by the directory server implementgtion itself,

e.g., the afnount of time to spend on processing a request, or the maximum size of data to be returned, etg¢. If any of

these limit

If the reply
notificatio

q

5 is exceeded, a DSA shall:

if the reply is to be returned to a DUA (ar DSA), return either a serviceError with problem
administrativeLimitExceeded Or a partia result (taken from the set of aready collecfed results)
with 1imitProblem Set tO administrativeLimitExceeded,;

if the reply is to be returned to an LDAP client, return possible retained results collected |before the
administrative limit was exceeded and L DAP result with resultCode Set t0 adminLimitExdeeded.

is to be returned to a DUA (or DSA), additional information may be returned by a DSA in a dsaProblem
N attribute as follows:

q)

if the limit is imposed by the administrator, the dsapProblem notification attribute shall take the value
id-pr-administratorImposedLimit;
NOTE —This does™net imply that an implementation is required to have customization capabilities for an
administrator to implant administrative limits.

if the limit\caused by an implementation restriction and the problem is perceived to be of |permanent
nature, the-dsaproblem notification attribute shall take the value id-pr-permanentRestrifgtion;

if the'timit caused by an implementation restriction and the problem is perceived to be of atemporary
nature, e.g., temporary congestion, the dsarroblem notification attribute shall take |the value
id-pr-temporaryRestriction.

16.1.4.5 Sizelimit

A size limit, as specified in commonArguments, can be exceeded at any point in time during processing of a List,
Search or LDAP Search operation. In this case, a partial result (taken from the set of already collected results) shall be
returned to the requester with limitProblem Set tO sizeLimitExceeded. In addition, the unexplored component
may be used for returning Continuation References of unaccessed directory servers.

If it isa DAP Search operation and the entrycCount Search control option is set, the DSA shall make a best estimate on
how many entries would potentially have been returned had there been no size limit by taking into account access
control but not hierarchical selections, and then return that figure in the entrycCount component of the
PartialOutcomeQualifier USING the bestEstimate aternative if there are N0 unaccessed directory servers,
otherwise, it shall makethe LowEstimate aternative.

Operation Dispatcher isthen terminated.
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16.2 Procedures of the Operation Dispatcher

The procedure that is performed by the Operation Dispatcher for processing each received request (over DAP, LDAP or
DSP) is defined by the following steps. Due to alias dereferencing, this procedure may also call itself (alocal request),
in which case alocal reply (rather than a DAP or DSP reply) is returned.

1)
2)
3

3)

Validate several aspects of the operation arguments (Request Validation procedures). If an error is
encountered during validation, return this error locally or over a DAP/DSP.

If the request received was a DAP abandon request, call the DAP/DSP Abandon procedure and return a
reply afterwards.

If the request received was an 1dapTransport request with an embedded abandonRequest, cal the
L DAP abandon procedure.

Resolve the name of the target object by executing the Find DSE procedure (which includes the Target
Found and Target Not Found sub-procedures). If the requested entry was found and is suitable (according

Fx.
~—~

t0 the Seffing of the Service controls, chaining arguments and Tocal policy deciSions), contm:lle with the
Evaluation Phase at step 6). If during Name Resolution an error was encountered, it is rettrned. If the
entry was found not to be suitable, continue at step 4).

The Name Resolution Continuation Reference procedure is called to process thellist of Continuation
References as stored in the NRcontinuationList. In order to process these Continuation References,
chained requests may be issued to other DSAS (if service controls and local poliey decision alpw it).

In case of an error, this error is directly returned either locally or viaa DAP/DSP. If the chaifed request
generated aresult, then continue with step 5).

The Results Merging procedure is called to merge the local resultswith the received Chained|Results. If
the Chained Results contain embedded Continuation References, these may first be resolved if the
service controls and local policy alow or requireit.

This may cause additional Chained Requests to be issted (whose Chained Results may also contain
embedded Continuation References).

The merged results are returned to the caller, and processing of the request ceases.

If protection is performed on the results, the mexging of results shall not be performed.
If the operation is a modification operationycontinue at step 7).

If the operation is asingle entry interrogation operation, continue at step 8).

If the operation is a multiple entry interrogation operation, continue at step 9).

When carrying out a modification’procedure, Operational Bindings may need to be establishedl, modified
or terminated, or shadows-may need to be updated as a consequence of performing the| operation.
Whether these are done-synchronously or asynchronously with the performance of the origing operation
depends on the respective modification operations (and on local policy). A local or a DAP/ULDAP/DSP
result or error isreturned to the caller.

The result of -a.single entry interrogation operation is directly returned to the caler as ajlocal or a
DAP/DSP resuilt.

If the operation is a multiple entry interrogation operation, then check the nameResolutiopPhase Of
the aperation. If it is not completed, then call the List(l) or Search(l) procedure, otherwisge, call the
List(H) or Search(l1) procedure, respectively.

The outcome of a call to the List(11) procedure (result or error) and the outcome of a call tg the List(l)

11)

nrocedure (in-case-that the outcome-is-an-error)-can-direcths be returned-to-the caller (as-d local or a
10 AV 7 Y T

DAP/DSP result).

If the procedure called was the List(l) procedure, the result might contain Continuation References that
have to be dereferenced (depending on service controls and local policy). This may result in chained List
operations being sent off to the respective DSAs. To merge the results continue at step 5) with the call to
the Results Merging procedure.

If the operation was a Search operation, any Continuation References are resolved by the Search
Continuation Reference procedure (if required and allowed). This may cause chainedSearch requests to
be sent off to the respective DSAs and/or LDAP searchRequest t0 be sent to the respective adjacent
LDAP servers. The Results Merging procedure [see step 5)] is called to merge the search results and
possibly to dereference contained Continuation References, if any.
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16.3 Overview of procedures

This clause gives an overview of the basic functionality of the procedures employed by the Operation Dispatcher which
are defined in clauses 17 to 22.

16.3.1 Request Validation procedure

This procedure, described in clause 17, is called to perform loop checking, limit checking, and security checking prior
to performing local name resolution. This procedure aso provides default settings for those parameters of the
ChainingArguments that are not provided by the DAP in the case that the request came from a DUA. Furthermore,
this procedure singles out any abandon request and notifies this to Operation Dispatcher.

16.3.2 Abandon procedures

The DAP/DSP abandon procedure, described in clause 20.5.1, tries to find the operation that is to be abandoned and
terminate it. If there are any outstanding subreguests, Chained Abandon operations may be sent after them. The
procedure|either returns an empty result to the caller, or an error indication (e.g., abandonError with problem
tooLate)

The LDAFP abandon request, described in clause 20.5.2, forwards the abandon to the appropriate KDAP [server and
returns an pmpty 1dapTransport result.

16.3.3  Kind DSE procedure

This procegdure, described in clauses 18.2 and 18.3, matches the components of the nameof the target object fagainst the
locally held DSEs to resolve the target object name. If an alias DSE is encountéréd, the alias is derefgrenced (if
permitted)|and the procedure is restarted to resolve the new name.

If the targ¢t was not found, the procedure is continued at the Target Not Feund sub-procedure. If the target was found,
the procedpre is continued at the Target Found sub-procedure.

NOTE + Target Not Found and Target Found are continuations of the Find’DSE procedure.

The proceflure may result in various errors, in which case, the associated protocol DAP error or LDAP fesult with
associated|resultCode isreturned to the requester and the Operation Dispatcher isterminated.

16.3.3.1 Target Not Found sub-procedure

This procegdure, described in clause 18.3.2, performs aitevaluation of the located intermediate DSEs and cregtes a set of
Continuatipn References in NRcontinuationList, based on the set of knowledge references that have bedn detected
during the[Find DSE procedure. This set of references is then further processed within the Name Resolution Cpntinuation
rocedure.

ure may result in various errors, in which case the associated DAP error or LDAP result with|associated
e isreturned to the requester’and the Oper ation Dispatcher isterminated.

arget Found sub-preeedure

ure, defined in.cladse 18.3.3, checks if the found DSE is suitable for the requested operation, i.e.,|in the case
shadowed.jnformation. This may include checking the suitability of the whole subtree of | shadowed
information below thetarget object in the case of a multiple object operation (e.g., subtree search).

If the lopated-entry is suitable, the appropriate operation evaluation procedure is invoked. Otherwise, a
ContinualtionReference pointing to the supplier (or master) of the information is created in NRcontinuat|onList and
the Name Resallition Continuation Reference procedure isinvoked

16.34 Singleentry interrogation procedure

This procedure, described in clause 19.2, is invoked to actually execute those operations that only affect a single entry,
i.e.,, Read and Compare operations. After completion, areply (result or error) created by the procedure is returned to the
requesting DSA/DUA/LDAP client.

16.3.5 Madification procedures

These procedures, described in clause 19.1, are executed to process the modification operations, i.e.,, Add Entry,
Remove Entry, Modify Entry, Modify DN, Change Password and Administer Password. This is done by executing a
specific sub-procedure defined for each of these operations. During (or after) these sub-procedures, DOP and DISP
reguests may be issued to other DSAs. After successful completion, a result (created by the sub-procedures) is returned
to the requesting DSA/DUA/LDAP client.
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16.3.6  Multipleentry interrogation procedures

These procedures, described in clause 19.3, are executed to process operations that affect multiple entries which may or
may not be located in the same DSA or LDAP server. This is done by executing specific sub-procedures defined for
each of the Search and List operations to accomplish request decomposition. These procedures create a local result of
the operation evaluation and optionally a set of continuation references in SRcontinuationList. If SRcontinuationList is
empty at the end of this procedure, the created result is directly returned to the requesting DSA/DUA/LDAP client.

If it isa DAP Search operation, if the result is empty and if the variable emptyHierarchySelect is set, then return in the
notification component of the PartialOutcomeQualifier:

— asearchServiceProblem Notification attribute with the value id-pr-emptyHierarchySelection.

If SReontinuationList is not empty, these continuation references are processed by invoking List or Search Continuation
Reference procedure, according to the operation type.

16.3.7

This procddure, described in clause 20.4.1, processes the continuation references in NRcontinuationL jst eregted during
the Name Resolution phase. These continuation references are either used to issue chained subrequests-or rgurned in a
referral. Im the case of chaining, the results or errors returned from the chained request are|yeturned for further
processing by the Results Merging procedure.

16.3.8 list and Search Continuation Reference procedure

These progedures, described in clauses 20.4.2 and 20.4.3, process the continuation, references in SRcontipuationList
created byl the multiple entry interrogation procedures and either resolve them by “issuing chained subreqiiests or by
creating continuation reference(s) within the partialoutcomeQualifier.unexplored. When results of errors for
al outstaryding subrequests have been received, they are returned for furthér processing by the Resulfs Merging
procedure,

16.3.9 esults Merging procedure

This procédure, described in clause 21, either examines the ¥esult from a chained request or combines the local
operation fesults with the results received from the chained<subrequests. If a subrequest had returned an|error, this
procedure determines how this error has to be handled.

If there ar¢ any continuation references left in the result, they will (if local policy alows it and service contijols require
it) be defeferenced by the Name Resolution, ‘L@, or Search Continuation Reference procedures, agcordingly.
Duplicateq are removed from the result if it is unsigned.

The merged result (with all merged results and unresolved continuation references) is returned to the|reguesting
DUA/DSA.

If the resultts are signed, the merging.of Tesults shall not be performed.

17 Request Validation procedure

17.1 [[ntroduction

The Requgst Validation procedure is the entry point of the Operation Dispatcher for inputs from DUAs, LOAP clients
and DSASs| preéparing such inputs for Name Resolution processing. The function of this procedure is to detegt Abandon
operations,To performrsecurity Thecks, toadjustmput Teceived-fronr DUAS or tDAP Thents so that it may e processed
in the same way as input received from DSAS, to check the arguments of the request for valid syntax and semantics, to
perform loop detection, and to perform other miscellaneous checks. The flow of Request Validation is depicted in
Figure 8.
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Figure 8 — Request Validation procedure

17.2 Procedur e parameters

17.21  Arguments

The input| argument to Request Validation consists of the ChainingArguments value (except in the case of
chainedAbandon request), if the request is received from a DSA, and the argument issued by the requester.

17.2.2 Results

The output result of Request Validation consists of the following possibilities.
a) If the security check fails, an error is returned to the requester.
b) If theinput isan abandon OF chainedAbandon Operation, the output isthe argument of the operation.

¢) If the arguments of the request are invalid, then an error is returned to the requester. Depending on local
policy, the DSA may choose whether to return a serviceError OF a securityError.

d) If aloopisdetected, a serviceError with problem LoopDetected isreturned to the requester.

e) If, based on resource problems or policy considerations, the DSA is unable or unwilling to perform the
operation, a serviceError (with problem busy, unavailable, Of unwillingToPerform) iS
returned to the requester. If relevant, a serviceError with problem datasourceUnavailable may
be returned.
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) Inall other cases, the validated input, transformed by the addition of chainingArguments
from a DUA or LDAP client or the update of chainingArguments.traceInformation

if received
if received

fromaDSA, isthe output of the procedure and subsequently the input to the Name Resolution procedure.

17.3 Procedur e definition

The security check described in clause 17.3.2 is performed. This may result in the return of an error and the termination
of the Operation Dispatcher.

If the input is an abandon Or chainedAbandon Operation, only the stepsin clause 17.3.1 are subsequently performed,
otherwise, the stepsin clauses 17.3.3-17.3.5 are performed. Clause 17.3.5 describes the loop detection procedure which

may result

in the return of an error and the termination of the Operation Dispatcher.

Next, the checks in clause 17.3.6 are performed. They may result in the return of an error and the termination of the
Operation Dispatcher.

If the che
clause 17.1
procedure,

1731 4

cks in clauses 17.3.2-17.3.6 do not result in the termination of the Operation Dispatcher, |t
.7 are performed and the procedure terminates with the transfer of its output to the (Name

\bandon processing

The argu

ent of an abandon OF chainedAbandon request is passed to the Abandon procedure, (see claus

process the abandon request.

1732

If theargu
acase whe
locally def

1733 |

17.33.1 1
If the oper

q

[

becurity checks

ment to the operation is signed, the signature may be checked. Should.the signature be invalid, or b
N it should be present, an error may be returned to the requester. Alternatively, a DSA may perforn
ned action.

nput preparation
DUA request

ption is received from a DUA client, a chainingArguments valueis created as follows:

4 ChainingArguments.originator shall be set asdescribedin clause 10.3.

) ChainingArguments.operationProgress iSSettothevaue of
CommonArguments.operationProgress.

) ChainingArguments.traceInformation iS Setto a sequence containing asingle Tracel
This value is constructed as follows. TraceItem.dsa iS set to the name of the DSA executi
Validation. TraceItem.targetObject shal be omitted. TraceItem.operationProgres
the incoming value.

) If the servicecontrol of the operation specifies a time limit (the available elapsed time in s
completionof.the operation), ChainingArguments. timeLimit IS Set to the (UTC) time by
operation.shall complete to meet the user's specified time limit.

) ChainingArguments.AuthenticationLevel and ChainingArguments.UniqueIdent]
set .according to the local security policy.

e steps in
Resolution

e 20.5), to

e absent in
n any other

tem value.
Ng Request
s iS set to

econds for
which the

ifier are

ChainingArguments.nameResolveOnMaster iS copied from

CommonArguments .nameResolveOnMaster.

g) ChainingArguments.exclusions, ChainingArguments.entryonly and

ChainingArguments.referenceType ae copied from CommonArguments.exclusions,

CommonArguments.entryOnly and CommonArguments.referenceType if they are present,

otherwise, they are omitted.

h) If themanageDSAIT Optionissetinthe serviceControls, then;

— thenameResolutionPhase component of operationProgress shal be set to completed;

— thenextRDNToBeResolved component of the operationProgress shall be omitted;
— referenceType shdl takethevaue self;

—  entryonly shal take the value FALSE;

— nameResolveOnMaster Shall take the value FALSE; and
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)

— thechainingProhibited OptioN in ServiceControls shal be set;

— the remaining optional elements of chainingArguments are omitted, with default values being
assumed where specified.

If themanageDSATIT option isnot set in the serviceControls, then the remaining optional elements of
ChainingArguments are omitted, with default values being assumed where specified.

ChainingArguments.SecurityParameters.ProtectionRequest iS used to indicate the level of
protection (no signing or signing) to be applied to the results.

17.3.3.2 LDAP request

A request received from an LDAP client is validated according to the procedure specified in IETF RFC 4511. If an error
isreturned, the procedure is complete.

If the request includes a control value with the criticality component set to TRUE and this control value is not

supported,[then an LDAP result with resultCode Set t0 unavailableCriticalExtension shal beyreurned and
the procedpre is compl ete.

If the regUest includes a control value that is recognised and supported, this control value shall-be priocessed as

specified.

If the request is evaluated entirely within the bound DSA, the procedure defined by IETF REC 4511 shall be followed.

If the opeation is received from an LDAP client and the next destination is an adjacent LDAP server, then the DSA
acting as gn LDAP requester forwards the request according to IETF RFC 4511, except that the Message1d|is changed
according fo the procedures for the LDAP server. If the request is an LDAP abanden request, the procedure i$ compl ete.

Otherwise| on the return of the reply, the reply isforwarded to the LDAP clientwith the original Messagel d.

If the LDAP client request is to be forwarded to or beyond an adjacent DSA, it is wrapped in an 1dapTransport
request arpument together with some additional information as speeified in clause 12.1.2 of ITU Rec. X.511 |

ISO/IEC 9694-3. A chainingArguments value shall be created asfallows:

)
)
)

)

)
k)
1)

i The chainingArquments.entryonly component shall be absent.

The chainingArguments.originator component shall be set as described in clause 10.3.
The chainingArguments. targetObject COMpoOnent need not be present.

The chainingArguments.operationProgress shall be absent or take the value notstarted if the
bound DSA has not performed any name'resolution. Otherwise, it shall take the value proceefling.

The ChainingArguments.traceInformation iS Set t0 a sequence containing a single TraceItem
value. This value shall be constsucted as follows. TraceItem.dsa is set to the name of the DSA
executing Request \alidation. Traceltem.targetObject shall be omitted.
Traceltem.operationProgress shal besettonotstarted.

The chainingArguments.aliasDereferenced shall be TRUE if an alias has been dereferenced
within the bound BSA. Otherwise, it shall be absent or shall have the value FALSE.

The chainingArguments.aliasedRDNs shall be absent.

The ChainingArguments.returnCrossRefs, ChainingArguments.referenceType and
ChainingArguments.info components shall be set as described in clause 10.3.

The'ChainingArguments.timelimit component shall be present if the LDAP request includes a
timeLimit component different from zero. Otherwise, it shall be absent.

The chainingArguments.uniqueIdentifier component shall be absent.
ChainingArguments.AuthenticationLevel component shall be set as described in clause 10.3.
The chainingArguments.exclusions component shall be absent.

m) The ChainingArguments.excludeShadows component shall be set as described in clause 10.3.

n)

0)

p)
Q)

The ChainingArguments.nameResolutionOnMasters component shall be set as described in
clause 10.3.

The cChainingArguments.operationIdentifier component shall be set as described in
clause 10.3.

The chainingArguments.searchRuleId component shall be absent.

The chainingArguments.chainedRelaxation cOmponent shall be absent.
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The chainingArguments.relatedEntry cOomponent shall be absent.

The chainingArguments.dspPaging component shall be absent.

17.3.3.3 DSA request

If the operation is received from a DSA, ChainingArguments.traceInformation iSupdated by appending avalue
at the end of sequence TraceItem. Thisvalueis constructed asfollows:

a)
b)

0)

TraceItem.dsa iS Set to the name of the DSA executing Request Validation.
TraceItem.targetObject iS Set to the value of chainingArguments.targetObject

unless the

object (Or baseoObject in the case of a Search operation) of the request argument is identical to
ChainingArguments.targetObject, in Which case TraceItem. targetobject shall be omitted.

Traceltem.operationProgress iSSet to the value of
ChainingArguments.operationProgress.

17.34 alidity assertion

The operation shall be checked for valid syntax and semantics of its arguments according to the rules ;contd
clauses defining each operation (e.g., it should be checked that the nextRDNToBeResolved does fot provid
exceeding [the number of RDNs in the targetobject). If the request is detected to containsinvalid argu
operation ifs terminated and an error is returned to the user, depending on the kind of invalidity,detected.

17.35 Ll oop detection

If any twp TraceItem values Of ChainingArguments.traceInformation\(as prepared in clause
identical, grocessing of the operation has returned to a previous state, i.e., aloop-has been detected. In this cas

9

17.3.6  Wnable or unwilling to perform

Request Validation may assess available resources and, determine that the operation cannot be performed. |
determine,|based on policy considerations, that the opetation should not be performed. In these cases,

)

If aDSA Ry local means can determine that the problem is related to the unavailability of local DIB resources

9

if the reply isto be returned to aDUA (or DSA), aserviceError (with problem loopbDeted
be returned to the requester and the Oper ation Dispatcher/terminates;

ined in the
P a number

ments, the

17.3.3) are
El

ted) shall

if the reply isto be returned to an LDAP client, an LBAP result with resultcode set t0 looppetected

shall be returned to the requester and the Oper ation, Dispatcher terminates.

[t may also

If thereply isto be returned to a DUA (or DSA), a serviceError (with problem busy, unayailable,
Or unwillingToPerform) may-be returned to the requester and the Operation Dispatcher terminates.

If the reply is to be returned to an LDAP client, an LDAP result with resultCode Sg t0 busy,

unavailable OF unwillingToPerform shal be returned to the requester and the
Dispatcher terminates:

Operation

5, it shall

If the reply, isto be returned to a DUA (or DSA), send a serviceError with problem unayailable,

and the optional notification component of the commonResults value, if present, shal cg

ntain:

— _adsaprroblem notification attribute with the value id-pr-dataSourceUnavailable; fnd

£ MadistinguishedName attribute having as value the distinguished name of the DSA.

if the reply is to be returned to an LDAP client, an LDAP result with resultCode Set t0 unajvailable

shall be returned to the requester.

17.3.7  Output processing

In the final phase of Request Validation the validated input, transformed by addition of chainingArguments if
received from a DUA or an LDAP client, or the update of ChainingArguments.traceInformation if received
fromaDSA, isreturned and employed as input to the Name Resolution procedure.
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18 Name Resolution procedure

18.1 I

ntroduction

This clause describes the Name Resolution procedure, its Arguments, Results, and its possible Error conditions. As
shown in Figure 6 (Operation Dispatcher), the Name Resolution procedure consists of two procedures:

—  Find DSE procedure;
—  Name Resolution Continuation Reference procedure.

The Find DSE procedure is described in three flow charts, namely Find DSE, Target Found, and Target Not Found. The
Find DSE procedure matches the target entry name to locally stored DSES, component by component. If the target entry
is found locally, then Find DSE continues with the Target Found sub-procedure, which then calls the Check Suitability
procedure to check the suitability of the found DSE for evaluation. If the target entry is not found locally, then Find DSE

continues
NRcontinu

18.2

18.2.1
The proc

i
j
NOTE -

18.2.2 |
There aref

The first
NRcontinu
Name Resf

The secon
one of the

1823 I

with the Target Not Found sub-procedure prepares Continuation Reference(s) to be add
tionList for the Name Resolution Continuation Refer ence procedure to dispatch it.

ind DSE procedur e parameters

rguments
ure uses the following arguments:
l) ChainingArguments.aliasDereferenced,
ChainingArguments.aliasedRDNs,
ChainingArguments.excludeShadows;
ChainingArguments.nameResolveOnMaster,
ChainingArguments.operationProgress (nameResolutionPhase, nextRDNToBeRes
ChainingArguments.referenceType,
) ChainingArguments.targetObject;
) ChainingArguments.relatedEntry;

the operation type;

the operation argument.
- Where no actual values exist, default or(implied values are used, as specified in clause 10.3.

Results
Wo cases of asuccessful outcome from Find DSE (indicated by entry suitable or entry unsuitable):

successful case returns (from the Target Not Found sub-procedure) Continuation Refer
btionList which isthen passed on to the Name Resolution Continuation Reference procedure to ¢
blution phase.

i successfuliCase returns (from the Target Found sub-procedure) a (reference to @) DSE, which i
F-val uation-procedures.

ErPor's

ed to the

blved);

ence(s) in
bntinue the

5 passed to

The following errors may be returned 10 a DUA (of DSA):

@) serviceError With problems unableToProceed, invalidReference,

unavailableCriticalExtension, requestedServiceNotAvailable,

D) nameError with problems: noSuchobject, aliasDereferencingProblem.

LDAP results with the following resultcode may be returned to an LDAP client:

@) noSuchObject;

b) unavailableCriticalExtension,

C) aliasDereferencingProblem.
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18.2.4 Global variables

The procedure uses the following global variables:
— NRcontinuationList list to store the Continuation Reference(s) needed to continue name resolution in the
Name Resolution Continuation Reference procedure.

18.25 Local and shared variables

The procedure uses the following local variables:
a i Index used to identify the component of the target name being worked on.

b) m Thelength of the target object name to be used in name resolution. For operations that name resolve
to the parent entry, i.e., Add Entry, m is set to (the number of RDNsin the target object) — 1. For all other
operations, m is set to the number of RDNs in the target object.

c) lastEntryFound Index, so that DSE(lastEntryFound) is the last matched DSE that is of type entry.
) lastCP  Index, so that DSE(lastCP) isthe last shadowed context prefix encountered.
) candidateRefs A set of continuation references.

The sharefl variable admPoints (defined in Operation Dispatcher) is aso used. For convenience,’compongnt i of the
target object name is denoted as N(i).

18.3 rocedur es

NOTE + Some of the text in the flow charts is only relevant to specific operations. ThisiSnot shown in the flow dharts, but is
describgd in the accompanying text.
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18.3.1

Find DSE procedure

See Figure 9.

lastEntryFound = 0
LastCP=0

» admPoints = { }
pangidateRefs ={}
i=

manageDSAIT or
ManageDSAITPlane-
Ref set?

nameResolution-
Phasc = completed?

Reference

Match subordinates of
DSE(i) to RDN N (i + 1)

1
TypT IS suppircr

or master?

y §

No match

Match #

i=i+1
DSE(i) = matched DSE

i = nextRDNToBe
Resolved?

Continue at
Target Not
Found

Subordinate {of Yes
DSE() isef

typelep? v

Return
A entry|suitable

Return scrviccError
unableToProceed

nameResolveOnMaster
Is TRUE and DSE(i) is not
master

Check next unprocessed type of DSE(1)?

|
(i t!ypes alias

ocessed

=i

don’tDereference-
Aliases set?

No
N
Return '<
NameE:
alias(D_ rencingProblem

3

I . .
subelntry enfry subr AT lmm!Supr admPoint  cp and other
shadow
4 v

M?ke a continuation \ 4

reference usin _

SpeciﬂcKnow%edge lastCP =i

and add to candidateRefs
Return .
NameError
noSuchObject ~\ Add DSE() to the

list of admPoints
\ 4 4
Y
v
i=m? No lastEntryFound|= i
Continue at
"\ TargetFound Yes
DSAIT|or ]
'y nameResolution- Yes Mmanagg ITP of Yes
Phase = completed? anageDSA anc-
Ref set?
No No

aligsDrereferemced—"truc

nameResolutionPhase = notStarted

N = aliasedObjectName + RDNs
N(@+ 1) to N(m)
aliasedRDNs = 1 (for 92 systems)

Reference
Type is supplier
or master?

46

Any
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type cp?

Return
ServiceError
invalidReference

Return
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X.518_F08

Figure 9 —Find DSE procedure
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The target object name is determined as follows:

a)

b)

0)

If the targetObject component is present in the chainingArguments, the value of that component is
used.

If the relatedEntry, but not the targetobject, iS present in the ChainingArguments, the
baseObject component of the JoinArgument identified by the relatedEntry isused.
NOTE 1 - Thisisonly relevant for a protected search request.

If neither the relatedEntry nor the targetobject ispresent in the chainingArguments, the base
(baseoObject) component of the operation argument is used.

This procedure attempts to resolve the target object name locally.

1)

Initialize the local variables lastEntryFound and lastCP to 0; admPoints and candidateRefs to an empty
set, and initializei to 0.

naraiand e L thaon aranat ocuial th continua-at-ctaon B\
o (=i

B >4

Fx-1
~

Com vaY on.
SUMmMporcT oo T tricy CToTtY (UL ERSS IR R L= R e A~ S as) o

If they are equal, check if nameResolutionPhase iS completed. If Not completedy gontinue at
Target Not Found sub-procedure.

If the nameResolutionPhase iS completed and the manageDSAIT critical extension ik set, then
return with entry suitable.
If nameResolutionPhase IS completed, then check if any immediate,subordinate of OSE() is a
context prefix (of type cp).
—  If one (or more) immediate subordinate DSE(S) is of type cp, therireturn with entry suitaljle.
NOTE 2 -Thiscaseisfor List (1) and Search (1) subrequests.

— If no immediate subordinates of DSE(i) are of type ep, then continue at Target Not Found
sub-procedure.

Try to find amatch for the (i + 1)-th component of thetarget object name with the name of a subordinate
of the last matched DSE. In the case of i = 0, try t6.match one of the DSEs immediately subprdinate to
the root DSE. If no match can be found, continueatTarget Not Found sub-procedure. If amatgh is found,
increment i, and store the matched DSE as the i“th’element in the vector of found DSEs.

If i equalsnextRDNToBeResolved, then,chieck if the following two conditions are both met:

— thechainingArgument.nameRe§olveOnMaster iS TRUE,;

—  DSE(i) isnot amaster entry.

If both conditions are met, then‘return serviceError with problem unableToProceed.
NOTE 3 — Thisindicatesthe use of nameResolveonMaster to avoid multiple paths to the same target object.

Check all the DSE type.hits of DSE(i). For each type hit, some processing is potentially required. The
action to take for each type found is given below:

—  If both thelep and shadow bhits are set, then remember theindex i in lastCP.

— If the admPoint hit isset, check the administrativeRole operationa attribute. If thigis the start
of an~autonomous administrative area, then empty the admPoints list. If this is the starf of one or
mare specific administrative areas, then check the admPoints list and remove any exiging points
that are no longer relevant (i.e., their roles have been superseded by the new administrafive point).
Store DSE (i) in thelist.

— |If oneof the r.xr, immSupr. Of ditBri itsi h ntinuation reference

using the specificknowledge attribute with operationProgress.nameResolutionPhase
set t0 proceeding, nextRDNToBeResolved Set t0 i, and accessPoints and referenceType
set as appropriate. Add the continuation reference to the list of continuation references in
candidateRefs.

— If the entry hit is set, then test for i equa to m (and therefore the target object name being
completely matched). If i does not equal m, then remember the found entry by setting
lastEntryFound to i and continue processing the type bits of DSE(i). If i and m are equal, continue at

step 8).
— If the subentry bit is set, then test for i equal to m (and therefore the target object name being

completely matched). If they are equal, then continue at Target Found procedure; if they are not
equal, then return anameError with problem noSuchobject.

— Ifthealias hitisset, test if dontDereferenceAliases iSSet.
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LO.

)

———and ContiTuE ProvessTIg the Sttt umprocessed- D SEtype bits of the DSE(:

If dontDereferenceAliases IS not set, the alias can be dereferenced. Therefore, set
chainingArguments.aliasDereferenced {0 TRUE, nameResolutionPhase tO notStarted,
the name of the target object to the aliasedEntryName as supplied in the alias entry concatenated
with the remaining unmatched components of the previous target object name (i.e., concatenate with
the (i + 1)-th to m-th component of the previous target object name). Second and subsequent edition
DSAs do not set aliasedrDNs (Whereas first edition DSAS set aliasedRDNs to the number of
RDNsin aliasedEntryName). Start Name Resolution again by continuing at step 1).

If dontDereferenceAliases iS Set, then the alias cannot be dereferenced. Check if the target
object name has been processed completely by comparing i and m for equality. If they are equa
(and the name therefore fully matched), then continue at Target Found sub-procedure. If they are not
equal (and the name therefore not fully matched), then return nameError with problem
aliasDereferencingProblem.

For all other possible DSE types, no action is needed. Internally mark that DSE type as processed

If al type bits of DSE(i) are processed, then continue at step 2).

Check if nameResolutionPhase iS completed. If it is not, then continue af Tarlget Found
sub-procedure.

) If the nameResolutionPhase iS aready completed and the manageDsazT/Critical extension is set,

then return with entry suitable.

0) Otherwise, check if any of the DSEs immediately subordinate to DSE(i) is a Context Rrefix (and
therefore of type cp). If thereis (one or more), return entry suitable. {f.none of the immediate ubordinate
entriesis of type Context Prefix, then return a serviceError with problem invalidreference.

NOTE 6 — Thiscaseisfor List (11) and Search (1) subrequests.
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18.3.2 Target Not Found sub-procedure
See Figure 10.
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Figure 10 — Target Not Found sub-procedure
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This sub-procedure is called when the target object name is not found in the local DSA. This sub-procedure determines
the best type of knowledge reference to use to continue name resolution, unless an error is detected in which case the
error is returned.

1)

2)

3

When continuing from Find DSE procedure, distinguish between the three possible phases of the Name
Resolution phase.

— If nameResolutionPhase is notStarted, continue at step 2).
—  If nameResolutionPhase is proceeding, continue at step 8).
—  If nameResolutionPhase is completed, continue at step 12).

If an entry was found (lastEntryFound not equal to 0), Set nameResolutionPhase t0 proceeding and
continue at step 9).

If no entry was found (lastEntryFound=0), then check if the DSA isaFirst Level DSA.
IfitisaFirst| evel DSA, then the root DSE does not contain a Superior Reference and therefareis not of

rx-1
~

type supr. In this case, continue at step 4).

If the DSA isnot aFirst Level DSA, then the root DSE contains a Superior Reference and theyefore is of
type supr. In this case, generate a Continuation Reference using the superior knowledge as found in the
root DSE. Set:

— targetObject to the name of the target object;

—  operationProgress.nameResol utionPhase to notStarted;
—  referenceType to superior; and

—  accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation ‘References in candidateRefs. Gontinue at
step 6).
Check if the operation was directed to the root entry (m=.0?). If it was, continue at step 5). If|it was not,
generate a Continuation Reference using any NSSR&nhowledge found in the root DSE. Set:
— targetObject to the name of the target object;

—  operationProgress.nameResol utionPhase:to proceeding;

—  operationProgress.nextRDNToBeReselved to 1;

— referenceType to nonSpecificSubordinate; and

—  accessPoints as appropriate,

Add the Continuation Reference to the list of Continuation References in candidateRefs. Gontinue at
step 6).
At a First Level DSA,enly List or Search operations may be performed with the root enfry as base
object. Therefore, if\the operation was not a List or Search operation, return nameError With problem

noSuchobject If*it was a List or Search operation, set nameResolutionPhase {0 completed and
return with entry suitable.

Check ifSthere are any Continuation References in candidateRefs. If candidateRefs is émpty and
partialNameResolution IS FALSE, return nameError With problem noSuchobject. If
candidateRefs is empty and partialNameResolution iS TRUE, then in the result set partijalName tO
TRUE, nameResolutionPhase t0 completed, and return with entry suitable. Otherwise, ¢ontinue at

step 7).

7)

8)

9)

Use a local selection function to choose a Continuation Reference from the list of Continuation
References in candidateRefs, add it to the list of Continuation References in NRcontinuationList and
return with entry unsuitable.

If the DSA was unable to proceed with Name Resolution (in which case lastEntryFound is less than
nextRDNToBeResolved), continue at step 11). Otherwise, continue with next step.

If DSE(i) is ashadow DSE with incomplete subordinate knowledge (subordinateCompletenessFlag
is FALSE), then generate a Continuation Reference from the supplierknowledge attribute found in
DSE(lastCP). Set:

— targetObject tothe name of the target object;
— operationProgress.nameResolutionPhase {0 proceeding;

— operationProgress.nextRDNToBeResolved t0 lastEntryFound,
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- referenceType t0 supplier; and
— accessPoints asappropriate.

Add the Continuation Reference to the list of Continuation References in NRcontinuationList,
with entry unsuitable.

If the last entry found contains an NSSR (DSE(lastEntryFound) is of type nssr), then
Continuation Reference from the NSSR knowledge found in DSE(lastEntryFound). Set:

— targetObject to the name of the target object;

— operationProgress.nameResolutionPhase tO proceeding;

— operationProgress.nextRDNToBeResolved t0 lastEntryFound+1;
— referenceType tOnonSpecificSubordinate; and

— accessPoints asappropriate.

and return

generate a

1833
This sub-f
checksif t
]

’

4

3.

NOTE

1)

2)
3)

)
)

"arget Found sub-procedure

rocedure is entered when the target object name matchés with an entry DSE locally. This sub
ne found entry is suitable for processing the request locally (it is shown in Figure 11):

-1\ the 1ocalscope service control is set, however, the DSA could, based on local policies, decide to consid

Add the Continuation Reference to the list of Continuation References in candidateRefsi\(
step 7).
If DSE(lastEntryFound) is not of type nssr, then continue at step 6).

ontinue at

If chainingArguments.referenceType iS Of type nssr, then continue af\step 13), ofherwise at

step 12).
Return serviceError with problem invalidReference.

If i + 1isequal t0o nextRDNToBeResolved, then the request was routed here due to an NS

SR and the

DSA is unable to proceed with name resolution; in this case,(Teturn serviceError with problem

unableToProceed; Otherwise, continue at step 12).

Call the Check Suitability procedure.

If the entry is suitable (entry suitable), then do“the following:
— St nameResolutionPhase 1O completed;

—  return entry suitable.

If the entry is not suitable (éntry unsuitable), then generate a Continuation Reference
supplierKnowledge attribute found in DSE(lastCP). Set:

— targetObject tothe'name of the target object;

— operationProgress.nameResolutionPhase tO proceeding;
- operationProgress.nextRDNToBeResolved tOm;

- referenceType {0 supplier; and

— acCtessPoints asappropriate.

Add\the Continuation Reference to the list of Continuation References in NRcontinuationL
entry unsuitable.

-procedure

using the

ist. Return

er this entry

as suit

4)

reard proceedasTTstep2)-

If a critical extension is not supported (unsupported critical extension), then return serviceError with

problem unavailableCriticalExtension.
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Continue
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Call Check Suitability entry nameResolutionPhase =
procedure suitable completed
entry
unsuitable

Return
cntry suitable

nameResolutionPhase =
proceeding, and
nextRDNToBeResolved = i

1834 (
This proc

the user, th

52

Make a continuation reference
using the supplierKnowledge
attribute found in DSE(lastCP);
and add it to NRcontinuation List

4.[

Return

entry yasuitable

Figure 11 —Target Found sub-procedure

Check Suitability procedure

bdure is called to decide whether a found DSE is suitable for( performing the requested
(see Figure 12). It takes into account the chainingArguments, the ServiceControls, the arguments as S
e operation type and the characteristics of the DSE (shadow, subaordinate knowledge, attributes pre

X.518 |

F11

operation
upplied by
sent, etc.).

Rec. ITU-T X.518 (10/2012)


https://iecnorm.com/api/?name=f6a8189d311214569c1825c33764f777

| SO/l EC 9594-4:2014 (E)

Enter No Return
unsupported
critical extensions
All critical
ngEagg\}\y/Ee No extensions Yes Return
' supported? |  entry suitable
Yes ! 1
All necessary entries,
attributes are present
Return Yes Modify
entry unsuitable operation?
Check current shadowing
7y agreement unit of
N replication against -
0 operation filter and Entrries or
selection attributes
- absent
P Yes " dontUseCopy No No
s=t?
excludeShadows™Y€s excludeShadowg™Yes |
=TRUE? =TRUE?

<
1 Return

entry
unsuitable

copyShallDo
=t?

Search.operation

Operation and
type? seachAliases =
TRUE and DSE
Y of type dias

Full subordinate
knowledge and
ACI for each?

%

ves
(search oneleve
or subtree)

|s operation
matching rule
wﬁported by

the DSA?

Yes
(compare, search
baseObject)

Al-necessary

Yes attributes present
in DSE?
\ 4
Yes Requested
Return Yes attributes not held No

Return
entry
unsuitable
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Figure 12 — Check Suitability procedure

18.3.4.1 Procedure parameters

The input argument to this procedure is:
— areferenceto aDSE;
— the operation type for which the suitability of the DSE is to be checked;
— thechainingArguments;
—  the DAP operation argument; and
—  therequest components, if an LDAP request.
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18.3.4.2 Procedure definition

The output is either entry suitable, entry unsuitable, or unsupported critical extension.

1) If the DSE is not of type shadow, then check if al criticalExtensions are supported. If they are,
then return entry suitable, else return unsupported critical extension.

2) TheDSE isof type shadow. Return entry unsuitable, if any of the following istrue:

—  Therequested operation type is a modification operation.
—  Theservice control dontUseCopy IS Set.
Otherwise, continue with the next step.

3) If the service control copyShallbo is set, then check if all criticalExtensions are supported. If
they are, then return entry suitable, €lse return unsupported critical extension.

4) If the service control copyshallbo isnot set, then check if al criticalExtensions are supported. If
they are, then go to step 5) else return entry unsuitable.

%)  Distinguish between operation types:

If List operation, continue at step 6).
If Read operation, continue at step 7).
If Search or Compare operation, continue at step 8).

®) If the entry has full subordinate knowledge, the List operation can be performed. In this case, neturn entry
suitable, otherwise, return entry unsuitable.

T If dl the requested attributes are present in the DSE, then return entry suitable. If some atfributes are
missing, then determine by loca means whether the shadow.cOpy holds all the attributes held by the
master (e.g., by reference to the shadowing agreement). If-they are, the entry is suitable (return entry
suitable). Otherwise, the supplier may hold the requested attributes which are not present at tihe shadow;
in this case, the request has to be chained (return entrylunsuitable).

8) IfitisaDAP search request with searchaliasges'set to TRUE or it isan LDAP searchRequest With
derefInSearching OF derefAlways Set)'and the DSE is of type alias| then if
chainingArguments.excludeShadows IS FALSE return entry suitable, if it is TRUE rgturn entry
unsuitable.

9 If the DSA supports the matching rulte for comparing or searching as requested and the operation is
compare Of search operation with subset Of baseObject, then continue at step 7). If the DSA
supports the matching rule and“the operation is search with subset oneLevel Or subtree, then
continue at step 10). Otherwise, feturn entry unsuitable.

10) If chainingArgumentsexcludeShadows iS TRUE, then return entry unsuitable. Otherwisg check the
local understanding of the shadowed information specification against the operation filter andl selection.
If al necessary entries and attributes are present, then return entry suitable. If any entry or gttribute is
missing, then refusn entry unsuitable.

19 Qperation<evaluation
This clause defines the procedure that a DSA shall follow if the target entry of an operation has been folind locally
(during Name'Resol ution). According to the type of operation, one of the following proceduresisinvoked:

- [ i ’ [ i ’ 1fyEntry,

chainedModifyEntry, modifyDN, chainedModifyDN, changePassword, chainedChangePassword,
administerPassword Of chainedAdministerPassword operation, the procedures in clause 19.1
shall be followed.

For a read, chainedRead, compare Of chainedCompare operation, the procedures in clause 19.2
shall be followed.

For a search, chainedSearch, 1list Of chainedList operation, the procedures in clause 19.3 shall
be followed.
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M odification procedures

According to the type of modification operation, the corresponding procedures defined in clauses 19.1.1 to 19.1.4 shall
be followed for DAP requests. Clause 19.1.5 specifies special procedures for how DAP modify operations affect
NSSRs. An LDAP request embedded in an 1dapTransport request shall be handled as specified in clause 19.1.6.

1911

Add Entry operation

1)

2)

’x.

The DSA shall check that the initiator has sufficient access rights, e.g., as defined, in clause 11.1.5 of

Rec. ITU-T X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

The DSA shall assure that an entry with the name of the entry to be added does not already exist.
Otherwise, it shal return an updateError with problem entryalreadyExists. If the superior DSE is
of additional type nssr, the DSA shall follow the procedure defined in clause 19.1.5 (Modify Operations
and NSSRs) to ensure that the name of the new entry is unambiguous.

present, or it is present and the AccessPoint isthat of the current DSA, go to step 5).

If the entry is a subentry, the DSA shall return updateError with problem affectsMdltip
the entry is not a subentry, the DSA has alocal choice as to whether or not it wishesto establi
with the specified DSA. If it does not, the DSA shal return seryviceError wit
unwillingToPerform; Otherwise, the DSA shall establish a hierarchica)operationa bind
with the specified subordinate DSA. If the DOP is supported, the procédure in clause 24.3.1
followed. Otherwise, local means are used to establish the HOB. If the subordinate DSA isu
establish the operational binding, a serviceError with problen@nwillingToPerformiSr
the addEntry operation. If the HOB is successfully established;-continue at step 7).

NOTE 1 — This step of the procedure does not apply to the creation of autonomous administratiV
subordinate DSA.

The DSA shall ensure that the new entry conforms to-the sub-schema, or that the new subentry
other types conform to the system schema (e.g., that'the immediate superior DSE of a subentr

essPoint
uest is not

1eDSAs. If
sh an HOB
N problem
ng (HOB)
.1 shall be
nwilling to
cturned for

e areas in a

or DSE of
is of type

admPoint). If not, it shal return an appropriat€wpdateError OF attributeError, else it shal add

the new DSE. If entry, continue at step 7). If subentry, continue at step 6). Otherwise,
knowledge management procedures for the©ther types of DSE are executed. See Section 6.

The DSA shall forward, at an appropriate time, a modify operational binding to all relevant s

hppropriate

jubordinate

DSAs with which it has hierarchica” or non-specific hierarchical operational bindings. The relevant

bindings are those which are assaciated with naming contexts that are subordinate to the sup
Naming contexts whose context prefixes correspond to autonomous administrative poir
relevant. If the DOP is supported, the procedures in clauses 24.3.2.1 and 25.3.2 shall be follg
DOP is not supported, local means shall be used to modify the RHOBs.
NOTE 2 — An appropriate time is specified by the DSA administrator, and might range from immey
(or even before)stheoperation result is returned to a periodic strategy (e.g., a an appointed hour). T
vary depending upon the reason for the modification, e.g., updatesto ACI taking immediate effect an
schema beilng. done periodically.

If the added entry or subentry is within the unitOfReplication Of one or more
agreements, then the shadow consumers shall be updated using the procedures of the
infermation shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.
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erior DSE.
ts are not
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Hiately after
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i changes to

shadowing
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Figure 13— DAP Add Entry procedure

A

19.1.2 Remove Entry~operation

1) TheDSA shal check that the initiator has sufficient access rights, e.g., as defined, in clausg 11.2.5 of
RecITU-T X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

2).5/The DSA shall ensure that the entry to be removed is a leaf entry. Otherwise, the DSA shall return an
_Wmmmﬁbmmlluwcduuh‘ulchaf.
3) The DSE type of the entry to be removed is checked. If subentry, continue at step 5). If cp, continue at

step 6). If entry Or alias, continue at step 4). Otherwise, appropriate knowledge management
procedures for the other types of DSE are executed. See Section 6.

4) Remove the entry or dias entry and continue at step 7).

5) Remove the subentry. At an appropriate time, modify the operational bindings of al relevant subordinate
DSAs with which the current DSA has hierarchical or non-specific hierarchical operational bindings. The
relevant bindings are those which are associated with naming contexts subordinate to the superior DSE.

Naming contexts whose context prefixes correspond to autonomous administrative points are not
relevant. If the DOP is supported, the procedures in clauses 24.3.2.1 and 25.3.2 shall be followed.
Otherwise, local means shall be used. Continue at step 7).
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Remove the naming context. If the DSA has a hierarchical operational binding for this naming context, it
shall terminate the hierarchical operational binding with itsimmediately superior DSA. If the DSA has a
non-specific hierarchical operational binding for this naming context, and this is the last naming context
of the non-specific hierarchical operational binding, then it shall terminate the non-specific hierarchical
operational binding with its immediately superior DSA. If the DOP is supported, the procedures
in clauses 24.3.3.2 and 25.3.3.2 shall be followed. Otherwise, loca means are used to terminate the
RHOB.

If the removed naming context, entry, alias entry or subentry was within the unitofReplication Of
one or more shadowing agreements, then the shadow consumers shall be updated using the procedures of
the Directory information shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.

If the removed subordinate or non-specific subordinate reference in the immediately superior DSA
(whose RHOB was terminated), was within the unitofReplication Of one or more shadowing
agreements, then the shadow consumers shall be updated using the procedures of the Directory

A 4

Fails Return
Check ACI Error Return

Terminate NHOB
with superior DSA

\ 4

No

Terminate HOB X.518_F14
with supcrior DSA B

Figure 14 — DAP Remove Entry procedure

19.1.3 Madify Entry, Change Password and Administer Passwor d operations
1) The DSA shall check that the initiator has access rights, eg., as defined, in clause 11.3.5 of

Rec. ITU-T X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.
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2)

3

4)

The modifications to the entry or alias shall conform to the sub-schema. The modification to a DSE of
other types, including subentry, shall conform to the system schema. Otherwise, the DSA shall return an
appropriate updateError Or attributeError. After performing the modifications, if the target DSE
is of type subentry, continue at step 3); if the target DSE is of type entry Or alias, continue at
step 4); otherwise, appropriate knowledge management procedures for the other types of DSE are
executed. See Section 6.

The DSA shall, at an appropriate time, modify the operational bindings with all relevant subordinate
DSAs with which it has hierarchical or non-specific hierarchical operational bindings. The relevant
bindings are those which are associated with haming contexts that are subordinate to the administrative
point that the modified subentry is located below. Naming contexts whose context prefixes correspond to
autonomous administrative points are not relevant. If the DOP is supported, the procedure in clauses
24.3.2.1 and 25.3.2 shall be followed. Otherwise, local means are used.

If the modified entry, alias entry or subentry was within the unitofReplication Of One or more

chadownwinag anroamaonte  than tha chadowy concirmmare chall ha pindatad dcina tha nraosodh res Of the
-SHAEOYY g eCrHEHt S —tHeH—tHE—SHttBYy—EorSarerS—SHar—e—op! oSrHg—tHe—procety|

Directory information shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.

Return
Check Fails - Return
Error

Note
/alias . shadow(s)
Type of DSE to cntry Check 3
be moditied? Sub-schema Update entry will need to
be updated
Other DSE
Check Return UpdateError
System-schema or AttributeError
Schedule modification
DSE of RHOBs with g
subordinate DSAs
Other
DSE type
op Take appropriate
action for DSE type
X.518 F15

Figure 15— DAP Modify Entry procedure

Modity DN operation

1)

2)

3

The DSA shall check that the initiator has sufficient access rights, e.g., as defined in clause 11.4.5 of
Rec. ITU-T X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

If the operation is either to move an entry or to both move an entry and change its Relative Distinguished
Name, go to step 3). If the operation isto only change the Relative Distinguished Name of an entry, go to
step 4).

The operation shall be performed according to the definition in clause 11.4.1 of Rec. ITU-T X.511 |
ISO/IEC 9594-3. If either the old superior, the new superior, the entry or any of its subordinates are not
in this DSA, or if the new superior has NSSRs, then the operation shall be rejected with updateError
with problem affectsMultipleDsas. The DSA shall ensure that no other entry with the new name
dready exists. Otherwisg, it shall return an updateError with problem entryalreadyExists. The
DSA shall ensure that the new name of the entry conforms to the subschema. Otherwise, it shal return an
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appropriate attributeError OF updateError. If none of these problems arise, then move the entry
(changing the RDN if required) and go to step 9).

The following text is applicable to changing the relative distinguished name of an entry, which may or
may not be aleaf entry, and which may or may not have one or more subordinates in one or more DSAS.
The DSE type of the entry to be renamed is checked. If subentry, continue at step 7). If cp, continue at
step 6). If entry Or alias, continue at step 5).

The DSA shall ensure that no other entry with the new name already exists. Otherwise, it shall return an
updateError With problem entryalreadyExists. If the superior DSE of the entry to be renamed is
of additional type nssr, the DSA shall follow the procedure defined in clause 19.1.5 (Modify Operations
and NSSRs) to ensure that the new name of the entry is unambiguous. The DSA shall ensure that the new
name of the entry conforms to the subschema Otherwise, it shall return an appropriate
attributeError Of updateError. Rename the entry or alias entry. If the entry is a non-leaf entry and
has subordinates in other DSAS, continue at step 8), otherwise, continue at step 9).

LO-
~—~

The DSA shall ensure that the new name of the naming context conforms to the subschema;. otherwise, it
shall return an appropriate attributeError Of updateError.

If the DSA has an HOB with the superior DSA, then the subordinate DSA shall attempt to modify the
HOB before responding to the Modify DN operation. The superior DSA shall ensure that no pther entry
with the new name already exists, before accepting the modification. If the \POP is supported, the
procedure in clauses 24.3.2.2 shall be followed. If the DOP is not supported{it is alocal matter how the
HOB is modified and the new name is checked for uniqueness. If the HOB"is successfully mddified, and
the naming context has subordinate naming contexts in other DSAS, go\to step 8); otherwise| go to step
9). If the HOB cannot be modified, return updateError with problem'affectsMultipleDSas.

If the DSA has an NHOB for this naming context with the superior’'DSA, then how duplicate|entries are
detected is outside the scope of this Directory Specification. Rename the entry. If the naming ¢ontext has
subordinate naming contexts in other DSAS, go to step 8); otherwise, go to step 9).

The DSA shall ensure that the new name of the subentry: conforms to the system schema. Otherwise, it
shall return an appropriate attributeError Of GpdateError. The DSA shall ensure thgt no other
subentry with the new name aready exists. Othextwise, it shall return an updateError with problem
entryAlreadyExists.

The DSA shall, at an appropriate time, madify the operational bindings of all relevant subordinate DSAs
with which it has hierarchical or non-specific hierarchical operational bindings. The relevant bjndings are
those which are associated with all;ffaming contexts that are subordinate to the entry being renamed, or
relevant naming contexts that are subordinate to the administrative point whose subentry wags renamed.
Naming contexts whose context prefixes correspond to autonomous administrative poirts are not
relevant. If the DOP is supported, the procedures in clauses 24.3.2.1 and 25.3.2 shall be followed.
Otherwise, local meansshall be used to update the RHOBS.

If the renamed naming context, entry or any of its subordinates, alias entry or subentry is|within the
UnitOfReplication Of one or more shadowing agreements held by the DSA, then the shadow
consumers shall\be updated using the procedures of the Directory information shadow servige specified
in Rec. ITU-TX.525 | ISO/IEC 9594-9.

If the entry, alias entry or subentry was within the unitofReplication Of one or more ghadowing
agreements held by the DSA, and the superior of the renamed entry, alias entry or subentry ignot within
thiS;UnitOofReplication, the shadow consumers shall be updated using the procedures of the
Directory shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9; in this case thg shadowed
éntry and all its subordinates shall be removed

If the entry, alias entry or subentry was not within the tnitofReplication of one or more shadowing
agreements held by the DSA, and the renamed entry, alias entry or subentry is now within this
UnitOfReplication, the shadow consumers shall be updated using the procedures of the Directory
shadow service specified in Rec. ITU-T X.525 | ISO/IEC 9594-9; in this case the shadowed entry and all
its subordinates shall be shadowed.

If the renamed subordinate reference in the immediately superior DSA [whose HOB was modified in
step 6) above] iswithin the unitofReplication Of one or more of its shadowing agreements, then the
shadow consumers shall be updated using the procedures of the Directory information shadow service
specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.

If components of an RHOB with a subordinate DSA [as modified in step 8) above] are within the
UnitOfReplication Of one or more shadowing agreements held by the subordinate DSA, then the
shadow consumers shall be updated using the procedures of the Directory information shadow service
specified in Rec. ITU-T X.525 | ISO/IEC 9594-9.
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Figure 16 — DAP Modify DN procedure

19.1.5 Madify operations and non-specific subordinate references

If aDSA has NSSRs and does not know the complete set of names of the subordinates of an entry, to which either:
@) anaddeEntry operation has been directed, or
b) amodifyDN operation has been directed;

then the DSA may perform the following set of procedures prior to performing the operation.

1) If the chainingProhibited Service control option is set on the addEntry OF modifyDN Operation,
return updateError With problem affectsMultipleDSAs.

2) If the DSA isunwilling or unable to multi-chain outgoing requests, return serviceError with problem
unwillingToPerform Of unavailable, respectively.
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The DSA shall multi-chain a chainedReadEntry operation to each master DSA in the set of

accessPointInformation Of the NSSR. (The DSA shall only use the master DSA from each

MasterAndShadowAccessPoints due to transient inconsistency caused by shadowing.)
a) The components of the Readargument shall be set asfollows:

— object component: to either the name of the entry to be added (in the case of addEntry), or

to the proposed name of an existing entry (in the case of modi £yDN);
— selection component: to the object class attribute.
b) The parameters of commonarguments shall be set asfollows:
— setthe dontDereferenceAliases Service control option;
- Set OperationProgress.nameResolutionPhase {0 completed.

C) Theparametersof ChainingArguments shall be set asfollows:

Fx-1

The DSA ffeceiving the chainedRead request shall give aresponse according to the presence or not of the er]

access con

1916 |

This procd
evaluation

NOTE
outside

An LDAR

— setoriginator to the name of the requester;
— targetObject iSomitted,;

— setoperationProgress.nameResolutionPhase {0 proceeding and
nextRDNToBeResolved to (number of RDNsin the object name) — 1;

— Set traceInformation t0 an empty sequence;
— SetreferenceType tOnonSpecificSubordinate,

— timeLimit, asappropriate according to the incoming request:

d) Other parameters, e.g., SecurityParameters, may be set-as-appropriate, e.g., by local policy.

) The DSA waits for the complete set of responses. If any of the response is a ReadResult, th
shall be returned asin 6) below.

) If all responses are serviceError with problem) unableToProceed, oOperation evall
proceed.

) If aReadResult isreturned, an updateErrox With problem entryaAlreadyExists shall |
for the original operation.

en an error
ation may

be returned

) If any other error is returned to the readEntry request, a serviceError Wwith problem

unwillingToPerform shall be returned.

frol policy.
| DAP Modify operations

try, and its

dure shall be executed when an 1dapTransport request holding an LDAP update request has reached the

phase.

- An LDAP modify_operation handled by the bound DSA is specified fully by the LDAP specifications al
he scope of this Directory Specification,

requestcarried by an ldapTransport request is unpacked and processed according to

specificati

value and lhe chaliningArguments value.

bns. Hewever, there are some additional considerations depending on the setting of the commoma

hd therefore

the LDAP

rguments

ISO/IEC 9594-3) in the request is set to signed and aresult is to be returned, the result may
Otherwise, the result shall not be signed.

b) The DSA shall ensure that the requester has sufficient access according to the type of operat

return an LDAP response with resultCode equa t0 insufficientAccessRights.

T X.511 |
be signed.

ion. If not,
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19.2 Single entry interrogation procedure

The operations read, chainedRead, compare, and chainedCompare fall into the group of single entry interrogation
procedures. These procedures contain only the following three steps:

1) Check access control, as described in clause 9 of Rec. ITU-T X.511 | ISO/IEC 9594-3. If the operation is
disallowed, return the appropriate security error.
2) Perform the operation on the found DSE as described in clause 9 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

3) Preparethereply, and return.

19.3

Multiple entry interrogation procedure

According to the type of interrogation operation (1ist Or search), the corresponding procedures defined in
clauses 19.3.1 and 19.3.2 shall be followed.

1931

This clausg specifies the evaluation procedure specificto 1ist and chainedList Operations.

The List

componen

holds the

component is set to completed.

19311

19.3.1.1.1|Arguments
The argunients that are used by this procedure are:

19.3.1.1.2

If this prodedure is successfully executed, it returns;

19.31.2

19.3.1.2.1|List (I) procedure
The List (1) procedure consists of the following steps as depicted in Figure 17:

62

+ theListArgument;
4+ thetarget DSE €

4+ operationProgress Of the chainingArgument.

+ aset of subordinates of ein 1istInfo.subordinates;
+ limitProblemindicated inpartialoutcomeQualifier;

+ aset of continuation references in SRcontinuationList.

List procedures

1) procedure shall be followed when the List request's operationProgress.nameResolut]

base object. The List (I1) procedure shall be followed when the List request'§ mameResolut

PProcedur e parameters

Results

Procedur e definition

1) If theService control subentry is Set, then go to step 5); otherwise, go to step 2).

ionPhase

is set to notStarted Of proceeding and when the DSA, after performing Name Resolution, finds that it

ionPhase

following

2) |F-DSE eis of type nssr, then add a Continuation Reference to SRcontinuationList with the
components:
—— — targetObject St besettothe DSET;

— aliasedRDNs absent;

— operationProgress With nameResolutionPhase Set tO completed and
nextRDNtoBeResolved absent;

— rdnsResolved absent;

— referenceType Set tO nonSpecificSubordinate;

— accessPoints Set t0 a Set Of accessPointInformation each derived from a value of the

nonSpecificKnowledge attribute of DSE e.
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3) For each DSE € immediately subordinate to DSE e execute the following steps:

a) Check the ACl in ¢ if available. If the ACI disallows listing the RDN of e, then skip this DSE. If
the ACI is not available (for example in the case of subordinate references and glue), then it is a
local policy whether to proceed.

b) Check all the DSE typesof €.

i) If e isof type subr, then there are two cases. In the first case, the subordinate entry's ACI and
object classis available locally, in which case, based on local policy and the ACI's permission,
add the RDN of € t0 1istInfo.subordinates With aliasEntry Set to TRUE if € isof type
sa, and fromEntry Set FALSE. The other case is when the ACI of the entry is not available in
€, in which case add a Continuation Reference to SRcontinuationList with the following
components:

— targetObject to the distinguished name of the DSE €

—zTTaSedRDNS absent;

— operationProgress With nameResolutionPhase Set to complelted and
nextRDNtoBeResolved absent;

— rdnsResolved absent;

— referenceType Set {0 subordinate;

— accessPoints Set to the value contained in the specificknowledge attributelof DSE €.

i) IftheDSE € isof type entry Or glue, then add the RDN. 6f/€ 10 1istInfo.subordinates
with aliasEntry Set to FALSE and fromEntry Set accerding to whether € isacopy.

NOTE — In the case that € is glue, it must have one ot ‘more subordinates which implies|it cannot be
an diasin the master DSA. Also, any ACI relevant to‘the'List operation is stored in this DSE, supplied
viathe shadowing protocol.

iii) If the DSE € is of type alias, then add the)RDN of € t0 1istInfo.subordinates With
aliasEntry Set tO TRUE, and £romEntry¢Set according to whether € isacopy.

¢) Check if time, size or administrative limit.is exceeded. If so, set 1imitProblem accordingly in
partialOutcomeQualifier and return,

d) Continuefrom step 3) @) until al subordinate DSEs have been processed.

4) If al subordinate DSEs have been pragessed, return to the Operation Dispatcher.
%)  For each subentry ¢ immediatel y-subordinate to DSE e, execute the following steps:

a) Checkthe ACl ine. Ifsthe ACI disallows listing the RDN of e, then skip this DSE. Oth¢rwise, add
the RDN of € t0 1igtInfo.subordinates With aliasEntry Set t0 FALSE and fronEntry Set
according to whether’e isacopy.

b) Check if time\size or administrative limit is exceeded. If so, Set 1imitProblem accordingly in
partialOutcomeQualifier and return.

®) Return to the Operation Dispatcher.
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Include all
subentry
RDNSs in result

Return
ListResult

Subentries
set?

Add a continuation reference

with all APIs contained in
nonSpecificKnowledge attribute
to SRcontinuationList

DSE type
of target =
nsst?

19.3.1.2.2
TheList (I

No
Process each DSE e' immediately subordinate to DSE e 1>
Allles
. praeessed
next e
setlimitProblgm of
. partialOutcomeQualifier
Check Fails
ACI
Time,
size, administrative
limit exceeded?
Add RDN of e' to listinfo. Set
aliasEntry and fromEntry »
according to DSE type
- Add RDN of e' to listinfo. Sct
Avatjldlblhtly OTA cl aliasEntry and fromEntry >
and local policy according to DSE type
Adda continuation reference from
access point information in R
specificKnowledge attribute "
to SReontinuationList
X.518_F17
Figure17 —List (1) procedure
List (11)(procedure
) pracedure consists of the following steps as depicted in Figure 18:
1)“\For each DSE ¢ immediately subordinate to DSE e, execute steps 1 a) to 1 d):
a) If ¢ isnot an entry or alias, continue with the next immediate subordinate.
b) Check ACI in €. If the operation is disallowed by the ACI, continue with the next immediate

subordinate of e.

0)

d)

e

Add the RDN of DSE € to listInfo.subordinates, With the aliasEntry component of
listInfo.subordinates according to whether € isan alias, and the fromEntry component set
depending on whether € is a copy or not. Ignore those DSES of type shadow Of writableCopy, if
excludeShadows iS TRUE.

Check if time, size or administrative limit is exceeded. If s0, set the limitProblem Of
partialOutcomeQualifier accordingly and return.

Continue from step 1) a) until all subordinate DSEs have been processed.
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2) If dl subordinate DSEs have been processed, check if this subrequest came from a DAP or DSP. In case
this subrequest is submitted via a DAP, and the ListResult iS empty, then return a serviceError
with problem invalidReference t0 the Operation Dispatcher. Otherwise, the ListResult iS
returned.

NOTE — invalidReference iS USed as a security precaution in case the user does not have access to the

superior entry. If the superior's entry ACI is available (provided by the RHOB), then a null result may be
returned if allowed.

TistResult
Enter
A A

Return
ServiceError
invalid reference

Null
result?

Process each DSE e' immediately subordinate to DSE e

All es
processed

Next '

Check Fails
ACI

DK

=

set limitProblem
partialOutcomeQualffier

Time,
size, administrative
limit exceeded?

Yes

.518_F18

Add RDN of e' to listinfo. Set aliasEntry
and fromEntry according to DSE type

Figure18 —List (I1) procedure

19.3.2  $earch procedures

This clauge specifies the evaluation procedures specific t0 chainedLdapTransport requests with an|embedded
LDAP sejrchRequest, seafch requests and chainedSearch requests.

ch-rule-check (1)~ procedure, when relevant, shal be followed when the search| request's
Progresg.nameResolutionPhase COMponent is set t0 notStarted OF proceeding and when the
performing Name Resolution, finds that it holds the target object. If this procedure returns an efror, return
with that gror. |f<the Search-rule-check (1) procedure was not followed or was followed without returning an|error, then
the Search (1), procedure shall be followed for a search Or chainedSearch request, while the LDAP| Search (1)
procedure phall’be followed for a chainedrLdapTransport request.

The Search-rulecheck (I1) procedure, when relevant, shal be followed when the search request's
nameResolutionPhase COMponent is set to completed. If this procedure returns an error, return with that error. If
the Search-rule-check (1) procedure was not followed or was followed without returning an error, then the Search (11)
procedure shall be followed for a search Or chainedSearch request, while the LDAP Search (11) procedure shall be
followed for achainedrdapTransport request.

NOTE —When nameResolutionPhase iS completed, the target object is expected to be the immediate superior of a context
prefix.
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19.3.2.1 Procedure parameters

19.3.2.1.1 Arguments

The arguments that are used by this procedure are:

the SsearchArgument;

the target DSE €;

operationProgress Of the ChainingArguments;

exclusions Of the ChainingArguments (alist of RDNsto exclude from search);
traceInformation Of the ChainingArguments;

searchRulelId Of the ChainingArguments;

chainedRelaxation Of the ChainingArguments; and

193212
If this prod

19322 §
193221

This procg
any) does

1

T EY

relatedEntry Of the ChainingArguments.

Results

edure is successfully executed, it returns:

aset of matched entriesin searchResult.entryInformation,

alreadySearched iN ChainingResults;

dependent on conditions, acount inthe partialoutcomeQualifief{entryCount; and
aset of continuation references in SRcontinuationList.

Procedur e definition

Related Entry Argument procedure

dure is only relevant if the search request has a joinArguments component and ChainingArgiments (if
ot have arelatedEntry component.

) If the search request is protected, generaté€’a DSP request for each element of the joinarguments
component each including the original DARrequest. The chainingArguments shall be asfollows:

if the incoming request has a chainingArguments With component originator, the vilue of this
component is copied into theeriginator component of generated requests; otherwise) the use of
this component is determinéd by local security policy.

NOTE — The receiving DSAtmay not be able to make use of the name given in this component, agit is from a
separate DIT.

the operationProgress component shall be omitted or set to default value;

the traceInformation, aliasDereferenced, aliasedRDNs, returnCrossRefs,
entryOnly; exclusions, nameResolutionOnMaster, searchRulelId, chainedRe[laxation
components shall be omitted; and

the{relatedEntry component is set to a value corresponding to the relative position of the
JoinArgument that applies to the DSA to which the request is forwarded; wherg the first
JoinArgument iS given the value 0, the next one the value 1, etc.

YW the incoming search request is not protected, generate a DSP request for each element of the

66

jointArguments component where the searchArgument shal be generated as follows:

the baseobject component shall be copied from the joinBaseobject component of the
corresponding JoinArgument;

the subset component shall be copied from the joinsubset component of the corresponding
JoinArgument;

the filter component shal be copied from the filter component of the corresponding
JoinArgument; and

the remaining components shall be as in the original request, except that the joinArguments and
joinType components shall be omitted.

The chainingArguments shall be as above for protected requests, except that the relatedEntry
component shall be omitted.
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Call the Operation Dispatcher for each request to be locally continued.

If the Operation Dispatcher returns a referral error, or busy, or unavailable errors then add (or make
and add) the continuation reference to partialOutcomeQualifier Of SearchResult, and return.

If the Operation Dispatcher returns other errors, discard it and return.
If the Operation Dispatcher returns a SearchResult, then:
i) Iftheresultissigned, add it t0 uncorrelatedSearchInfo iN SearchResult.

ii) If the result is not signed, perform the join process as specified in Rec. ITU-T X.511 |
ISO/IEC 9594-3.

19.3.2.2.2 Search-rule check procedure (1)

This procedure is only relevant, if the DSA supports service-specific administration areas.

pf an dlias

dereferencjng procedure during a previous evaluation phase. Then, if the target DSE is within a seivice-specific
administrgive area having a different dmdaxd, or if the target DSE is outside a service-specific administijative area,
return with an unwillingToPerform Service error. Otherwise, select the appropriate search-rule based on ipformation

NOTE [L — Service administration has been defined as a critical extension. When a DSA, whieh does not support service

If the seaxchRulelId isnot present and the target DSE is outside a service-specific administrative area; or if it iswithin

If the targgt DSE is within a service-specific administrative area and the traceInformation revealsthat the operation

has been i a previous evaluation phase, return with an unwillingToPerform Service error.

NOTE 2 — This is the situation where a search has started its initial evaluation outside a service-specific administrat|ve area and

now attémpts to spread into a different service-specific administrative‘area

Otherwise| the following procedure is followed:

1

TN EY
~

Locate all search-rules associated with thetafget DSE, i.e., al search-rules in service subentfies having
the target DSE within its subtree specifications (e.g., by use of the searchRulesSubentry pperationa
attribute). These search-rules are in the following called candidate-search-rules. If there are no such
search-rules, generate a service exror with problem requestedServiceNotAvailable, ifclude into
the notification component ©f the CommonResults a searchServiceProblem attribufe with the
vaue id-pr-unidentifiedoperation, and return.

If the serviceType and/orthe userclass service controls are included in the search request, eliminate
al search-rules not complying with those service controls from the candidate-search-rules. If [that leaves
the list empty, genérate a service error with problem requestedserviceNotaAvailable;|include in
thenotification component of the CommonResults theinformation as detailed below and|return:

— asearchServiceProblem atribute with thevalue id-pr-unidentifiedOperation

— if the-'serviceType service control was included in the search request, a serviceTyge attribute
with the value of that service control.

$plit the candidate-search-rule list up into four lists (some of which may be empty):
< aGoodPer mittedSR list containing al the candidate-search-rules to which the requester |has invoke

4)

permission and with which the search request complies according to the search-validation procedure
specified in clause 14 of Rec. ITU-T X.511 | ISO/IEC 9594-3;

NOTE 3 —If thislist is not empty, thereis no reason to create the other lists.

— aMatchProblemSR list containing all the candidate search-rules to which the requester has invoke
permission and with which the search request complies except for matchingUse in one or more
request-attribute-profiles;

— aBadPermittedSR list containing all the candidate-search-rules to which the requester has invoke
permission but with which the search request does not comply;

— a DeniedSR list containing al the candidate-search-rules to which the requester does not have
invoke permission.

If the GoodPermittedSR list contains one or more empty search-rule, select using a local algorithm one
of these empty search-rules as the governing search-rule and return.
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5)

6)

If the GoodPermittedSR list is not empty, discard all search-rules except those with the highest
userClass indication.

Select one of the remaining search-rule in the GoodPer mittedSR list as the governing-search-rule, using
alocal algorithm, and return.

NOTE 4 - If in the list above there are severa search-rules to select from, the implementation should log the incident
for administrative attention, as the search-rule definitions probably need re-working.

7) If the MatchProblemSR list is not empty, select one of its search-rules following an algorithm similar to
the one specified in 5) and 6) above; generate a service error and associated information as detailed in
clause 14.4 of Rec. ITU-T X.511 | ISO/IEC 9594-3, and then return.

8) If the DeniedSR list is empty, continue with 10); otherwise, discard any search-rule from the list with
which the search request does not comply and discard any empty search-rule. If the list is now empty,
continue  with 10); otherwise, generate a  service error with problem
requestedServiceNotAvailable; include in the notification component of the
CommonResults the subcomponents detailed below, and return:

— asearchServiceProblem attribute with thevalue id-pr-unavailableOperation,
— if al the remaining search-rules in the DeniedSR list have the same value inr the serfviceType
component, aserviceType attribute with that value.

9 If the BadPermittedSR is empty, generate a service (~efror with | problem
requestedServiceNotAvailable; include into the notification component of the
CommonResults the subcomponents detailed below and return:

— asearchServiceProblem atribute with the value id-pr-unidentifiedOperation

10) For each numbered item in the procedure in clause 14.1 of ReciATU-T X.511 | ISO/IEC 9594t 3 taken in
order, check the search request against the remaining searéh-rules in BadPermittedSR, and then for
each item:

— if the search complies with the item for some search-rules, but not for all search-rules, fiscard the
search rules with which it does not comply;

— if the BadPermittedSR now only holds.one search-rule, perform the procedure specified in
clause 14 of Rec. ITU-T X.511 | ISO/IEC,9594-3, and return;

—  otherwise, the next item is checked.

11) If the BadPermittedSR now only holds search-rules with which the search does not comply agcording to
the procedure so far, generate a-service error with problem requestedServiceNotAvailable;
include in the notification«cemponent of the commonResults the subcomponents detdiled below
and return:

— asearchServicéProblem atribute with the value id-pr-unidentifiedOperation
— if dl the search-rules in BadPermittedSR specifies the same service-type, a serjviceType
attribute withthat service-type asvalue.

12) For each numbered item in clause 14.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3 taken in order} check the
search reguest against the remaining search-rules in BadPer mittedSR, and then for each item;

—  if'the search complies with the item for some search-rules, but not for all search-rules, fiscard the
search rules with which it does not comply;

~ if the BadPermittedSR now only holds one search-rule, perform the procedure specified in
clause 14 of Rec. ITU-T X.511 | ISO/IEC 9594-3, and return:

—  otherwise, the next item is checked.

13) For each numbered item in clause 14.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3 taken in order, check the
search reguest against the remaining search-rulesin BadPer mittedSR, and then for each item:

—  if the search complies with the item for some search-rules, but not for all search-rules, discard the
search rules with which it does not comply;
— if the BadPermittedSR now only holds one search-rule, perform the procedure specified in
clause 14 of Rec. ITU-T X.511 | ISO/IEC 9594-3, and return;
—  otherwise, the next item is checked.
14) Generate a service eror with problem requestedServiceNotAvailable; include in the

notification component of the CommonResults the subcomponents detailed below and return:

— asearchServiceProblemn attribute with thevalue id-pr-unidentifiedOperation;
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— if al the search-rules in BadPermittedSR specifies the same service-type, a serviceType

attribute with that service-type asvalue.

Sear ch-rule check procedure (11)

This procedure is only relevant, if the DSA supports service-specific administrative areas.

If the searchRuleId is not present, and all the immediate subordinate entries (context prefixes) of the target DSE are
service-specific administrative points, then return with a serviceError with problem unwillingToPerform. If,
however, some of the subordinate entries are not service-specific administrative points, then select the corresponding
naming contexts for the search evaluation and return.

If the searchRulelId is present, each subordinate entry of the target DSE is checked to verify that it is within the same
service-specific administration area as the target DSE. If not, the corresponding naming context is excluded from the
search. If there are remaining naming contexts (including ones in the performing DSA) in which the search can

continue,
which the

NOTE

naming|context.

193224

For matched entries and for entry selected as part of hierarchy selection, attribute information is seleq
intersection of:

@ what is specified by the searchArgument.selection, possible ‘miodified by the defal

This entry [information is added to the list of entries in sear chResult.enttylnformation.

Only add gttributes whose size (type and all values) is not greater thanthe attributeSizeLimit.

19.3.2.25

Thisis argcursive procedure that applies to a search requéest that starts at a given target entry e. It searchel
entry e and then processes the DSEs immediately subordinate to e. The procedure is invoked by itself recursi
case that ajwhole subtree is to be searched. The procedure consists of the following steps as shown in Figure

1) If thetype of DSE eis of type cp (@ DSE at a context prefix), check if any element of the exclusions

ect the search-rule identified in searchruleid and return. If there are No remaini ng nami ng

contexts in

bearch can continue, generate a serviceError With problem unwillingToPerform and returhx
+ The latter should not occur if knowledge information is consistent between the DSA and the DSA _holding

Entry information selection

specifications, and for matched entries also by the searchArgumen't.matchedvaluesOnly
D) what isdetermined by the governing-search-rule (if any).

Search (1) procedure

argument is a prefix of the DN ‘ofe.
a) |If so, return.
b) Else, call Check Stitability.

i) If e is.unsuitable, make a continuationReference as follows and
SRContinuationList:

—\ targetObject Set to the distinguished name of the immediate superior of DSE

= operationProgress With nameResolutionPhase Set 10 proceed
nextRDNtoBeResolved Set to the number of RDNsin e

— al other components of continuationReference are unchanged.

the superior

ted as the

it context

5 the target
vely in the
19:

add it to

1)

ing and

Then return

NOTE 1 — This is the only place when a search subrequest is chained to a shadow's
other words, the target object for such a chained subrequest is always a context prefix.

supplier. In

ii) Else, add the Distinguished Name of et0 alreadySearched in ChainingResults.

NOTE 2 — alreadySearched only contains context prefixes.

2)
procedure and then return.

3) If subset iSoneLevel, then proceed to step 6).

If e is of type alias and searchaliases iN SearchArgument iS TRUE, then call Search Alias

NOTE 3 — The e cannot be subordinate incomplete at this point since the Check Suitability at the context prefix should

have ascertained that this cannot happen.
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4) If subset iS baseObject, Or if entryonly iS TRUE then continue with this step; otherwise, go to
step 5).
If one of the following istrue:
a) eisof type subentry and the service control subentry iS Set; or
b) eisnot of type subentry and the service control subentry iSnot set, then do the following steps:
i) Check ACI. If the operation is disallowed, return.
i)  Apply the filter argument specified in the searchArgument. filter to the DSE e. Ensure
that access to al attributes used in the filter is permitted as defined in Rec. ITU-T X.501 |
ISO/IEC 9594-2. If the filter matches, and if the entry is not excluded due to hierarchy
selection, add the attribute information as specified in clause 19.3.2.2.3.
iii) If the hierarchySelection Search control is included in the search request (possibly
modified by a search-rule specification), the entry is part of a hierarchical group having more
than one member, and more than the sel£ indication is set, then call the Hierar chy $election (1)
procedure.
Then return.
%) If subset iSsubtree (and entryonly iSnot TRUE), and in addition one of the folowing is tfue:
a) eisof type subentry and the service control subentry iS Set; or
b) eisnot of type subentry and the service control subentry is not set, then do the followjing steps:
i) Check ACI. If the operation is disallowed, go to step 6).
ii) Apply the filter argument specified in the searchArgument.filter to the DSH e. Ensure
that access to all attributes used in the filter is permitted as defined in Rec. ITUFT X.501 |
ISO/IEC 9594-2. If the filter matches, and if the entry is not excluded due tq hierarchy
selection, add the attribute information as specified in clause 19.3.2.2.3.
iii) If the hierarchyselection Search cantrel is included in the search reques (possibly
modified by a search-rule specification),\the entry is part of a hierarchical group having more
than one member, and more than the‘sel £ indication is set, then call the Hierarchy $election (1)
procedure.
iv) Proceed to step 6).
®) If e is of type nssr, then add a-Continuation Reference to SRcontinuationList with the following
components:
— targetObject to the distinguished name of the DSE €,
— aliasedRDNs absent;
— operationProdress with nameResolutionPhase set to completled and
nextRDNtoBeResolved absent;
— rdnsRe$olved absent;
— reférenceType SettOnssr;
— _A&ccessPoints Set {0 AccessPointInformation derived from the value(s) foynd in the
nonSpecificKnowledge atribute.
T).<{AProcess al DSEs € that are located immediately subordinate to the target DSE e until al subordinate
DSEs have been prnr‘nccnrl I e iswithin a mr\/ir‘n.$nr\ifir‘ administrative area, nnly those in med|ate|y

subordinate DSEs that are part of the same service-specific administrative area shall be processed. If eis
outside a service-specific administrative area, those immediately subordinate DSEs that are part of a

service-specific administrative area shall not be processed. During thisloop, if the list of matc

hed entries

in searchResult.entryInformation exceeds the size limit, or time or administrative limit is

exceeded then set 1imitProblem accordingly in partialOutcomeQualifier and return.
NOTE 4 — The check for size limit isaso implicitly applied every time searchResult is updated.

a) Ifthe DSE ¢ isof type subr, isnot of type cp, and is not representing a subordinate entry that isa
service-specific administrative point, then add a Continuation Reference to SRcontinuationList with

the following components:
— targetObject to the distinguished name of the DSE €;
— aliasedRDNs absent;
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— operationProgress With nameResolutionPhase Set t0 completed and
nextRDNtoBeResolved absent;
— rdnsResolved absent;
— referenceType Set O subr;

— accessPoints Set to the access point information contained in the specificknowledge
attribute of DSE €'.

NOTE5-If € is of both type cp and subr, a search subrequest can be generated potentialy from either the
subordinate reference or the supplier knowledge, but not both. This procedure uses the latter (supplier references
foundin ep).

b) For al cases:
i) If subset iSoneLevel, Set entryOnly tO TRUE.
i) Recursively execute Search (1) procedure for target DSE €'.
8) If al subordinates have been processed, return to the Operation Dispatcher for further processi vllg.
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Figure 19 — Search (I) procedure
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19.3.2.2.6 Search (I1) procedure

This procedure applies if a search request is processed that originated from a request decomposition at the DSA from
which the request was received. The procedure processes the DSEs below the target DSE e and calls the Search (1)
procedure for each object entry:

1)

2)
3
4)

Process all DSEs € that are located immediately subordinate to the target DSE e until all subordinate
DSEs have been processed. When all subordinates have been processed, return to the Operation
Dispatcher for further processing.

If the DSE is not of type cp then ignore it. Return to step 1).
Call Check Suitability. If suitable go to step 4); otherwise, ignore it and return to step 1).

Execute the Search Procedure (1) for the DSE € as described in clause 19.3.2.2. If the DSE is of type
alias and the value of the subset parameter is set t0 oneLevel, St
ChainingArguments.entryOnly t0 TRUE When calling Search (I) procedure. Return to step 1).

)

Adlyes
processed
Process each DSEs e' of type cp immediately subordinate to DSE e
Next e'
. PR entry v
1l Check tabilit
Call Check Suitability procedure Insuitable ~
. Return
entry suitable )

One {evel
seargh?

dse type
= alias

entryOnly =
TRUE

Call Search procedure(l) with DSE e'

19.3.2.2.7| L DAP Sear chy(l)procedure

X.518_F20

Figure 20 — Search (I1) procedure

Thisis ar¢cursive progedure that applies to a chainedL dapTransport request with embedded LDAP SearchRequest that
starts at a gJiven target/entry e. It searches the target entry e and then processes the DSEs immediately suborflinate to e.
The procegiure js invoked by itself recursively in the case that a whole subtree is to be searched. The proceddre consists

of the follgwing steps as shown in Figure 19:

a) If eisunsuitable, make acontinuationReference asfollows and add it to SRContinuationList:
— targetObject Set to the distinguished name of the immediate superior of DSE €;

— operationProgress With nameResolutionPhase Set t0 proceeding and
nextRDNtoBeResolved Set to the number of RDNsin g;

—  dl other components of continuationReference are unchanged.

Then return.

NOTE 1 — This is the only place when a search subrequest is chained to a shadow's supplier. In other words,
the target object for such a chained subrequest is always a context prefix.

b) Else, add the Distinguished Name of et0 alreadySearched in ChainingResults.
NOTE 2 — alreadySearched only contains context prefixes.
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2) |If eisof type alias and the derefaliases component of the embedded LDAP searchRequest iS
either derefInsearching Or derefAlways, then call Search Alias procedure and then return.
3) If scope of the embedded LDAP searchRequest iSsingleLevel, then proceed to step 6).

NOTE 3 — The e cannot be subordinate incomplete at this point since the Check Suitability at the context prefix should
have ascertained that this cannot happen.

4) If scope iSbaseObject, Or if entryonly iSTRUE then continue with this step; otherwise, go to step 5).
If one of the following is true:

a) eisof type subentry and the LDAP subentries control is included, is recognised and has the
value TRUE; or

b) eisnot of type subentry and the LDAP subentries control is absent, has the value FALSE or is
not recognised, then do the following steps:
NOTE 4 — As specified in clause 17.3.3.2, if a control value has the criticality component set to TRUE and is
not recognised, the request has been rejected.
i) Check ACI. If the operation is disallowed, return.

ii) Apply the filter argument specified in the £ilter component of the searchRequest to the
DSE e. Ensure that access to al attributes used in the filter is permitted as |defined in
Rec. ITU-T X.501 | ISO/IEC 9594-2. If the filter matches, add thexéttribute infoymation as
specified in clause 19.3.2.2.3.

Then return.

rx.1
~

If scope iSwholeSubtree (and entryonly iSnot TRUE), and in addition one of the followirg istrue:

a) eisof type subentry and the LDAP subentries controhis included, is recognised and has the
value TRUE; or

b) eisnot of type subentry and the LDAP subentxies control is absent, has the value HALSE or is
not recognised, then do the following steps:

i) Check ACI. If the operation is disallowegd, go to step 6).

ii) Apply the filter argument specified in.the £ilter component of the searchRequest to the
DSE e. Ensure that access to.alattributes used in the filter is permitted as |defined in
Rec. ITU-T X.501 | ISO/IEC 9594-2. If the filter matches, add the attribute information as
specified in clause 19.3.2.2.3:

iii) Proceed to step 6).

®) If e is of type nssr, then add a Continuation Reference to SRcontinuationList with the following

components:

— targetObject tothe distinguished name of the DSE €,

— aliasedRDNs absent;

— operationProgress with nameResolutionPhase set to completied and
nextRDNtoBeResolved absent;

— rdnsResolved absent;
— «xeéferenceType Set tOnssr;

~- accessPoints S&t 10 AccessPointInformation derived from the value(s) foynd in the
nonsSpecificKnowledge aitribute.

7) Process al DSEs €' that are located immediately subordinate to the target DSE e until al subordinate
DSEs have been processed. If e is within a service-specific administrative area, only those immediately
subordinate DSEs that are part of the same service-specific administrative area shall be processed. If eis
outside a service-specific administrative area, those immediately subordinate DSEs that are part of a
service-specific administrative area shall not be processed. During thisloop, if the list of matched entries
in searchResult.entryInformation exceeds the size limit, or time or administrative limit is
exceeded then set 1imitProblem accordingly in partialOutcomeQualifier and return.

NOTE 4 — The check for size limit isalso implicitly applied every time searchResult is updated.
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a) If the DSE € is of type subr, is not of type cp, and is not representing a subordinate entry that is a
service-specific administrative point, then add a Continuation Reference to SRcontinuationList with
the following components:

— targetObject to the distinguished name of the DSE €;
— aliasedRDNs absent;

— operationProgress With nameResolutionPhase Set tO0O completed and
nextRDNtoBeResolved absent;

— rdnsResolved absent;
— referenceType Set O subr;

— accessPoints Set to the access point information contained in the specificknowledge
attribute of DSE €'.

an om e'ther
the subordinate reference or the supplier knowledge, but not both. This procedure uses the latter| (supplier
references found in cp).

b) For all cases:
i) If subset iSoneLevel, Set entryonly tO TRUE.
ii) Recursively execute Search (1) procedure for target DSE €'
) If al subordinates have been processed, return to the Oper ation Dispatcher for further processing.

LDAP Search (1) procedure
Sear ch Alias procedure

dure is executed if a DSE of type alias has been encountered during the processing of a searich request
p 21):

) If subset iSbaseObject Or oneLevel, go to step4).
) If aliasedEntryName iS a prefix of targetobiject Or baseObject Or any of the previoup values of

the targetObject iN ChainingArguments, traceInformation, then the diasis excluded from the
Search because this would cause a recursive search with duplicate results.

) If targetObject Or baseObject:~Or any of the previous values of the targetQbject in
ChainingArguments.traceInformation iS a prefix of aliasedEntryName, then no specific
processing of the dliasis required-because the aliased subtree will be searched anyway.

NOTE — For both of the above cases, baseobject may not be a prefix of targetobject, dueto alias defjeferencing.

) If the search is perfopmed within a service-specific administrative area and if the ser\?illcespecific
administrative point is not a prefix of aliasedEntryName, then no specific processing of the dias is
required, as the aliased entry is outside the service-specific administrative area.

) Build a DSP request with the targetobject set to the aliasedEntryName. |f subset iS pneLevel,
set entryonly to TRUE. Call the Operation Dispatcher for the request to be locally continued.

) If the @peration Dispatcher returns a referral error, or busy, or unavailable errors then adfl (or make
and-add) the continuation reference to partialoutcomeQualifier Of SearchResult, and feturn.

), If the Operation Dispatcher returns other errors, discard it and return.

) \MT the Operation Dispatcher returns a SsearchResult, then:

i) Iftheresultissigned, add it to uncorrelatedSearchInfo iN SearchResult.
ii) If theresultisnot signed, add it t0 searchInfo in SearchResult.
And return.

Rec. ITU-T X.518 (10/2012) 75


https://iecnorm.com/api/?name=f6a8189d311214569c1825c33764f777

| SO/l EC 9594-4:2014 (E)

aliasedObjectName is Yes
prefix of baseObject or

targetObject?

A 4
SR

Return ]

baseObject or

targetObject is prefix Yes N
of aliasedObjectName? i
No
. Add continuationReferenec
Build a local DSP request to partialOutcomeQualifier
Referral
Error
Call Operation Dispatcher »  Discard >

Result

Signed?

A 4

Add to searchinfo

Add to uncorrelatedSearchinfo

X.518_F21

Figure 21 — Search Alias procedure

19.3.2.2.10 Hierarchy Selection procedure(l)

This procgdure is executed if a member of a hierarchical group is encountered during the processing of(a search

If ahierarchy selection that is not supported by the DSA is present, then return with:
~~" aserviceError With problem requestedserviceNotAvailable;

id-pr-
unavailableHierarchySelect,

— aserviceType notification attribute having as value the serviceType component of the search-
rule; and

— ahierarchySelectList notification attribute indicating the invalid selection(s).

b) Otherwise, add al the entries defined by the hierarchical selection as defined in clause 19.3.2.2.4. If that
results in no entry being added, i.e., the hierarchy selections only specify non-existing entries, then set
the emptyHierarchySelect global variable.
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20 Continuation Reference procedures

The procedures in this clause are called to process the list of continuation references (NRcontinuationList or
SRcontinuationL ist) created by other procedures.

The Continuation Reference procedures consist of the steps shown in Figures 24, 25 and 26. The first stage is to identify
sets of continuation references from the continuation list that have a common target object component. These have been
created from a set of subordinate or non-specific subordinate references associated with the same entry in the DIT.
Within each of these sets there may be continuation references which occur more than once. The sets should be scanned
and any duplicates found should be discarded.

These sets (each with a different targetobject component) may be processed independently, either sequentially or in
paralel by the DSA, since there is no risk that the same results will be returned from any two sets. However, the
processing of each continuation reference within one set, and of each AccessPointInformation Within one
continuation reference, and of each access point within one AccessPointInformation, has to be controlled, or
duplicate restttsTray OCCOT, &5 descrited i canse 2071

NOTE 1 Some continuation references may be unusable if the AccessPoint contains a Presentationaddréss Where all the
NSAP gddresses have an unknown structure (see clause 12.3 of Rec. ITU-T X.519 | ISO/IEC 9594-5).

The proceflure adopted in the APInfo procedure is to process one by one the set of access points\contained|in a single
AccessPointInformation. These all point to (copies of) the same naming context (or possibly a set |of naming
contexts held in one DSA, in the case of NSSRs). If the first access point produces a result’or a hard erfor, further
access poits do not need to be processed. However, if the error is a soft error, i.e., a-serviceError (With problem
busy, ungvailable, unwillingToPerform, invalidReference, Of adminigtrativeLimitExceefed), then
the DSA npay choose, as alocal option, to process another access point from the sef:

Processing of the AccessPointInformation valueswithin one set of continuation references is handled in) a uniform
way, irrespective of which continuation reference they originated from. (This IS because two DSEs of type subr below
a single entry would produce two continuation references, each containing one AccessPointInformatfion value,
whereas one DSE of type nssr to the same two subordinates (assuming that they are held in different DSASs) would
produce orpe continuation reference containing a set of two AccessPointInformation Values.)

The accdssPointInformation values may be processedeither sequentially or in parallel, as dgscribed in
clause 20.1. The parallel strategy is more likely to produce.ddplicate results. Duplicates shall always be discarded.

haining strategy in the presence of ghadowing

ce of shadowing, a DSA may chooese between different strategies when it has to multi-chain g request to
more thanjone DSA. This choice always occursif the DSA has to process more than one continuation reference with the
same targetObject. This situation can_occur from multi-chaining caused by NSSR decomposition dufing Name
Resolution (as shown in Figure 22) or{ from request decomposition during the evaluation of a multiple objedt operation
(see Figure 23).

The goal ¢f these strategies is'10 deal with the problem of duplicate results and duplicate processing when| shadowed
information is used in multi-chaining of requests (caused by either NSSR or request decomposition). For gxample, in
Figure 22| DSA 1 multi=chains a request to both DSAs 2 and 3 because of the NSSR held in DSE B. If|the use of
shadowed [information.is-allowed, both DSAs 2 and 3 may apply the chained operation to both subtrees starting at X
andY.

Similarly, fin Figure 23, DSA 1 multi-chains (as a result of request decomposition) to the two subordinate] references
held in DSEs X“and Y. Again, if the use of shadowed information is allowed, both DSAs 2 and 3 may apply the chained
operation to both subfrees Starting a X and Y.

To deal with this problem of duplication, a DSA may choose one of the following strategies when multi-chaining to
multiple DSA requests with the same targetobiject.
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Figure 23 — M ulti-chaining request decomposition using subordinate r efer ences
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20.1.1 Master only strategy

A DSA may choose this strategy to prevent the usage of shadowed information when performing a parallel or sequential
multi-chaining caused by NSSR decomposition, or request decomposition during a Search or List evaluation. For this
strategy, during a Search or List operation evaluation, the excludeShadows component of the ChainingArguments
is set to TrRUE. If NSSRs are encountered during Name Resolution, a DSA may set nameResolveOnMaster {0 TRUE tO
ensure that only a single path is followed. nameResolveonMaster shal be set to TRUE if NSSRs are encountered and
the operation is one of the Directory modification operations. In either case, only the DSA(S) that hold the master entry
(or entries) relevant to the operation shall perform the operation. This master only strategy can be used during both
parallel, aswell as sequential multi-chaining.

NOTE — Setting nameResolveOnMaster t0 TRUE €liminates the possibility of multiple paths during name resolution by:

1) ignoring shadow entries; and

2) by ensuring that only one DSA may proceed with name resolution in situations where a complex DIT distribution would

otherwise permit more than one to proceed.

Thisis §chieved by allowing only the DSA holding the master entry corresponding to the first nextRDNToBeResolved RDNS of
the targgt object name to continue with name resolution. Any other DSAs will not be able to proceed even though ‘they may hold
master ¢ntries which match more of the target object name.

20.1.2 Paralld strategy

Using this|strategy, a DSA sends out al chained requests by parallel multi-chaining. This strategy may be ysed during
Search or [List evaluation, and name resolution of the NSSRs. This will allow the use‘of)'shadowed information for
processing of the chained requests, but may result in duplicate executions and duplicate results for the operation. If a
DSA sdledsthis strategy, it shall remove duplicate results from the operation result thatit returns.

Because the removal of duplicate results is not possible if a signed result has-been requested, a DSA shall hot choose

In the casq of NSSR decomposition, if aresult or a hard errer,is returned to a request, further requests do not|need to be
chained. If a soft error is returned, a further request «thay be chained, or the soft error returned to thg requester,

In the casg of Search evaluation, the exclusions component of the chainingArguments iS Set to the sgt of RDNs
that haye aready been processed.() This is done by incorporating the €eements in
ChainingResults.alreadySearched t0-the exclusions argument of the next chained request. This |s the only

A sequentjal strategy is not defined for List evaluation (although sequential multi-chaining may be usefl), since a
superior DISA has no way of exeluding specific subordinates from being returned in further List subrequest$ (note that
excludeshadows does not exclude specific subordinates, but rather is a coarse way of excluding all shadow|copies).

Prior to isguing a.stibrequest, a DSA has to execute a dsaBind operation when the DSA has to establish an pssociation
to the rempte DSA. Management of associations is outside the scope of the Directory Specifications. An asgociation to
another D$A ‘isconsi dered unavallable if the assouatlon cannot be establlshed or the DSA for Iocal reasons Heci des not

: S Y ) Stablish an

association and decI arean assocuaruon as unavallable

When a DSA tries dsaBind to another DSA and receives a directoryBindError, the issuing of the subrequest
failed.
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20.3
203.1

Procedures parameters

Arguments

These procedures make use of the following arguments:

20.3.2

the list of continuation references to process in NRcontinuationList (for the Name Resolution Continuation

Reference procedure), and SRcontinuationList (for the List Continuation Reference and Search

Continuation Reference procedures, respectively);

—  the CommonArguments oOf the operation argument;

— thechainingArguments.

Results

These procedures create the following results:

20.3.3

B

These prog

20.4

[

If opera

clause 20.

4

operations

204.1

)

The Name

of this pr
following

(¢

until al re
return to the Operatian.Dispatcher to continue with the Results Merging procedure to process the receive

referral.

80

alist of received results/errors of issued chained requests if chaining has been selected,;
an updated list of unprocessed continuation references in continuationList.

Frrors

edures can return one of the following errors:

a serviceError With problem outofscope in the case that areferral woeuld have been cre
isnot within scopeOfReferral;

a serviceError With problem ditError in the case that an invalid knowledge referenc
detected;

anameError With problem nosuchobject in the case thakall subrequests from NSSR dec
returned unableToProceed;

any other error that is returned by a chained subrequest;

areferral in the case that chaining was not selected and operationProgress.nameResolut
issetto notStarted Of proceeding.

Definition of the procedures

|.1 (Name Resolution Continuation Reference procedure) shall be followed. The multiple entry in
List and Search respectively call, the'procedures in clauses 20.4.2 and 20.4.3.

Name Resolution Continuation Refer ence procedure

Resolution ContinuationtRefer ence procedure consists of the steps as shown in Figure 24. The basi

steps shall be executed for each continuation reference C contained in NRcontinuationList in a sel
ferences have been processed or an error or result has been returned. If all references have been

) Check whether chainingProhibited isset. If it isset the DSA isnot alowed to chain, then

pted which

P has been

bmposition

ionPhase

tionProgress.nameResolutionPhase” iS Set t0 notStarted Or proceeding, the prgcedure in

terrogation

C principle

cedure is to sequentialy process the set of continuation references created during Name Resolution. The

pcted order
processed,
d result or

< if the request is not an ldapTransport request, then according to local policy

, either a

2)

serviceError WIith problem chainingRequired Of a referral shal Dbe refurned to the

Operation Dispatcher; or

— if the request is an ldapTransport request, then an LDAP referral shall be included in the

ldapTransport result.

then
— if therequest isnot an 1dapTransport request, return areferral; Or

If chainingProhibited isnot set, then check if local policy allows chaining. If chaining is not allowed,

— if the request is an ldapTransport request, then an LDAP referral shall be included in the

ldapTransport result.
If local policy allows chaining, then continue with the next step.

Rec. ITU-T X.518 (10/2012)


https://iecnorm.com/api/?name=f6a8189d311214569c1825c33764f777

| SO/l EC 9594-4:2014 (E)

3) Process each of the Continuation References of the list of Continuation References found in
NRcontinuationList. If there are no more unprocessed Continuation References, then return with
serviceError.

4) Process the next Continuation Reference from NRcontinuationList. If it is an NSSR, then continue at
step 5). If it is not an NSSR, then call the APInfo procedure to process it. Distinguish between the
possible returns of the APInfo procedure:

If the APInfo procedure returns a null result, continue at step 3) with processing the next

Continuation Reference.
If the APInfo procedurereturnsan error, referral or result, then return it.

5) Inthiscase, the Continuation Reference is of type NSSR and the DSA has the choice of doing sequential
or parald chaining, depending on the local choice of strategy. If the NSSR is to be processed

procedure to return. Check all the results received from the call to the APInfo procedure.inith
order:

®%) Choose the next unprocessed API from the set:of ‘APIs in the NSSR and continue at step 7)
APIs have been processed, then check if all the calls to the APInfo procedure returned a serv
with problem unableToProceed.

T) Cadl the APInfo procedure. Distinguish between the possible results from the call to APInfo prg

If al the cals retun a serviceError with problem wunabYeToProg
partialNameResolution iSFALSE, then return nameError.

If al the cals return a serviceError with problemJyunableToProg
partialNameResolution IS TRUE, then in the result, (sef partialName

nameResolutionPhase tO completed, Set entry suitable (thiswill be for the lastEntryH
go to the appropriate operation evaluation.

If one or more results are received, then discard possible duplicates and return the result.
If anerror isreceived that isnot a serviceError (€.g./anameError), then return an er

Otherwise return a referral OF serviceErrér t0 the Operation Dispatcher, accordi
choice.

If they did and partialNameBesolution iS FALSE, then the entry cannot be fo
nameError is returned. If they'did and partialnameResolution iS TRUE, then in th
partialName {0 TRUE, nameéResolutionPhase tO completed, Set entry suitable (this
the lastEntryFound), and-go to the appropriate operation evaluation. If they did not, ther]
to local choice, returniareferral Of serviceError.

If a serviceError with problem unableToProceed isS received, try another ac
Continue-at-step 6).

If al\serviceError with problem busy, unavailable, unwillingToPes
idvalidReference iSreceived, then the indicated problem may be of atransient naturg
local choice to try and chain the request on to another DSA. If it is chosen to try another
continue at step 6); otherwise, return areferral Of serviceError, according to local

If an error other than serviceError with problem busy, unavailable, unwillingT

6). If it is to be processed in paralel, then for each of the
in the NSSR, the APInfo procedure is called so that they are

eed and
{0 TRUE,
ound), and

[or.

ng to local

. If all the

iceError

ind and a
P result set
will be for
according

cedure:
Cess point.

Fform Or
band itisa
DSA, then
hoice.

pPerform,

invalidReference O unableToProceed IS leCeived, thal error Snould be retur

ed to the

Operation Dispatcher. If the serviceError iS invalidReference, this shall be converted into

ditError before being returned to the requester.
If aresult or referral isreceived, return it to the Operation Dispatcher.
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Return
ServiceError
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Figure 24 — Name Resolution Continuation Reference procedure
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20.4.2 List Continuation Reference procedure

The List Continuation Reference procedure consists of the steps shown in Figure 25. This procedure is invoked when a
List request cannot be satisfied in the loca DSA and a set of continuation references have been added to
SRcontinuationList for chaining or referral. All these continuation references (CR) have the same targetoObject.
Those CRs with referenceType nss have one or more AccessPointInformation vaues (APIS), whereas other
type CRs have only one API in them. Each of these APIsis extracted and considered for chaining or referral.

Yes

Limit
exceeded?

tadctanc chall ha v oo ko

chainingProhibited

All APIs processed

Extract all APIs from the continuation references, and pfocess each using either
parallel or sequential strategy

Next API

error or
Call APInfo procedure o A‘!d a continuation
reference based on

this API, and add it to
partialOutcomeQualifier.
unexplored

referral

v
| Implausible I

result

Result
signed

Add result to listInfo

Add result to
uncorrelatedListInfo

X.518_F25

Figure 25— List Continuation Reference procedure

The followHg-steps-shaH-be-exeedted:

1)

2)

3

If any of the limit problem has been exceeded thus far, then return to the Operation Dispatcher to
continue with the Results Merging procedure.

If the chainingProhibited flag in CommonArguments.serviceControls iS St or the DSA
decides not to do any chaining because of its local operational policy, then the DSA shall directly return
to the Operation Dispatcher to continue with the Results Merging procedure.

Create a set of AccessPointInformation vaues from the accessPoints component of every
continuation references in the SRcontinuationL ist.

Use either aparallel or sequential strategy to process each API as follows:
i)  Call the APInfo procedure with the next API in the set.

ii) If a result is returned then add it to 1listInfo if it is not signed, or add it to
uncorrelatedListInfo if itissigned.
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iii) If the return is an error or null, it means that APInfo has already tried all access points in the API
without success. Based on local operational and security policy, either ignore and proceed to the
next API, or add a continuation reference based on this API to the partialoutcomeQualifier.

NOTE -1t is not plausible to get a referral back from APInfo. Any "referral” should come in the form of

unexplored iNpartialOutcomeQualifier.

4) When all APIsare processed, return to the Operation Dispatcher .

20.4.3  Search Continuation Reference procedure

The Search Continuation Reference procedure consists of the steps shown in Figure 26. This procedure is invoked when
a Search request cannot be satisfied in the local DSA and a set of continuation references have been added to
SRcontinuationList for chaining or referral. The procedure is very similar to the List Continuation Reference procedure.
The differenceis that, in this case, the continuation referencesin SRcontinuationList may have different targetobject
values. Thus, the continuation references are sorted into sets of continuation references Wlth the same targetObj ect.

Also, the ysee S y efl, asthisis
an importgnt strategy for search. The use of exclusions and alreadySearched is apphed to procng pach set of
continuati®n references with the same targetobject.
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Figure 26 — Sear ch Continuation Reference procedure

The following steps shall be executed:

1) If any of the limit problem has been exceeded thus far, then return to the Operation Dispatcher to

continue with the Results Merging procedure.

2) If the chainingProhibited flag in CommonArguments.serviceControls iS St or the DSA
decides not to do any chaining because of its local operational policy, then the DSA shall directly return

to the Operation Dispatcher to continue with the Results Merging procedure.
3) Sort the continuation references in SRcontinuationList into sets that have

the same targetObject.

Continuation references of type ditBridge are not included in such sets, but each such continuation

reference constitutes a set of its own. Within each set, remove any duplicates.
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policy per
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For each subset of continuation references, create a set of AccessPointInformation vaues from the
accessPoints component of every continuation reference in the subset, and choose either the
sequential or parallel strategy for further processing. If the parallel strategy is chosen, then skip the steps
below that are indicated only applicable to the sequential strategy.

a) If the sequential strategy is chosen, maintain a local variable localExclusions for each set of
continuation references that have the same targetObject. Initially, localExclusions is set to the
exclusions of the incoming chaining request (if it exists), and all locally searched subtrees directly
under targetObject.

b) If the sequential strategy is used, compare the targetObject to al the elements of localExclusions,
and remove those elements which do not contain targetObject as a prefix. These are the relevant
exclusions for the current target object.

c) Extract al the APIsfrom al the continuation references of the current target object's set.
d) L oop through each API. For each API:

%)

!

D

\PInfo procedure

i) Cal APInfo.

ii) If aresult is returned, then add the result to searchinfo if it is not signed, of add it to
uncorrelatedSearchInfo if it is signed. If the sequential strategy.”is used, update
localExclusions using alreadySearched in the incoming replyfand aso merge the
alreadySearched in the incoming reply to this DSA's
ChainingResults.alreadySearched. Then proceed to the néxyAPI.

iii) 1f anerror or null isreturned, it means that APInfo has aready tried all access pointgin the API
without success. Based on the local operational and security."policy, either ignore ahd proceed
to the next API, or add a continuation reference based on this ARl to the
partialOutcomeQualifier.

NOTE — It isnot plausible to get areferral back from AP[nfo. Any "referral” should comein the form of
unexplored INpartialOutcomeQualifier.

€) When all APIs are processed, proceed to the next set of continuation references with the same
targetObject.

When all the continuation references are processed, return to the Oper ation Dispatcher.

bdure is called to process an AccessPointInformation, Which contains one or more acgess points
2
ying another access point may succeed, then additional access points are tried as long as local pperational
its:

7). They are processed one by one until either a result or error is returned. If the error is a sgrvice error

Perform loop detection{Ifyaloop is detected, then:

— if the request. is not an ldapTransport request, return serviceError Witl problem
loopDetected, Or

— if the request is an 1dapTransport request, an 1dapTransport result with an embedded LDAP
resultwith resultCode Set t0 1oopDetected.

Othefwise, continue at step 2).

Pracess each of the access points from the access point information. If al have been processgd, return a
null result. If there is any access point to process, continue at step 3).

9)

4)

Check whether Tocal poticy alfows chaining 10 this acCess point. TS check shoutd Take imto account the
settings of the service controls and chaining arguments (eg., chainingProhibited,
preferChaining, Whether the access point is within the localScope Or not, excludeShadows). If
the local policy or the setting of the respective service controls do not alow the use of this particular
access point, then ignore the access point and continue at step 2). If the access point can be used,
continue at step 4).

If local policy selected the master only strategy, then set the chaining argument excludeShadows t0O
TRUE.

If nameResolutionPhase iSNOt completed and the strategy is to continue name resolution on master
entries, then set nameResolveOnMaster tO TRUE.

The chaining argument nameResolveOnMaster shall be set to TRUE if either of the following istrue:
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— in the incoming chaining agument nameResolutionPhase IS proceeding and

nameResolveOnMaster iS TRUE; Of

— the operation is one of the modification operations, the referenceType of the chaining request to be

issued isNSSR, and a parallel strategy is used.

NOTE — This method of using nameResolveOnMaster iS to prevent modification operations being applied
multiple times due to the presence of NSSR.

Build a chained request and try to issueiit:

a) Perform loop avoidance by checking if an item with the same targetobject and
operationProgress OCCUrSiN traceInformation Of thereceived chainingArguments. If the
resulting request [(asdescribed in step 5), )] would result in a loop, then the DSA shall either
return a serviceError With problem loopbDetected to the requesting DUA/LDAP client/DSA or
ignore the access point and try the next access point by continuing at step 2).

guest-o ! s =T =8 ! a check for
loop avoidance is required. Check if an item with the same targetObject, operatidmProgress
and target DSA occurs in referralRequests. If so, then take the action specified in a)~If*nqt, then add
anew TraceItem tO referralRequests with the following components:

— targetObject and operationProgress Set to the value of the chained request/sibrequest;
—  dsa set to the name of the DSA to which the request/subrequest is to-be chained.

C) If the AccessPointInformation point to an LDAP server, thep-continue at step 9). Otherwise,
after a successful Bind, the DSA shall issue a chained operatior.of the same operation type as the
operation that is processed with the following parameters:

— the operation argument within the chained operatiomis set as for the operatior] argument
received,

— ChainingArguments.originator Set asreCeived;

— ChainingArguments.targetObject &BfVt0 the targetobject of the cpntinuation
reference;

— ChainingArguments.operationProgress Set to the value of operationProggess of the
continuation reference;

— ChainingArguments.traceInformation Set to trace information as updated by the
Request Validation proceddre if the continuation reference is not of type ditBridge,
otherwise, the component shall be absent;

— ChainingArgumerts.aliasDereferenced t0 the updated value of the locally updated
aliasDer efer enced,

— ChainingArguments.returnCrossRefs to alocal choice;

— ChainingArguments.referenceType {0 the value of referenceType Of the continuation
reference;

— ChainingArguments.timeLimit t0 the value of thereceived timeLimit;

—{ chainingArguments.exclusions iS Set to either the relevant exclusions for the current
target object if called by the Search Continuation Reference procedure, or absent if the APInfo
procedure was called by the Name Resolution or the List Continuation procedures;

— SecurityParameters Set to the value of thereceived securityParameters.

6)

7)

8)

If the request could not be issued successfully, then continue at step 7). If it could be issued successfully,
continue at step 8).

Itisaloca choice whether or not to continue. If the DSA chooses to continue, then the error is ignored
and the next access point will be tried. Continue at step 2). If the DSA decides not to try another access
point, then it is a choice of local policy whether to return arespective referral Or a serviceError tO
the caller of the procedure.

If the request could be issued successfully, then the DSA shall wait for the reply and processit:
a) If aresult isreceived, theresult isreturned to the caller of the procedure.

b) If a serviceError with problem busy, unavailable, unwillingToPerform Of
invalidReference iSreceived, continue at step 7).

¢) |If referral isreceived and returnToDUA is Set t0 TRUE, then the receiving DSA shall not act on
the Referral, but shall return the Referral to the requester.
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9)

d)

e

If a referral is received and returnToDUA iS S&t t0 FALSE, then the same local policy
considerations apply as in step 3) (taking into account service controls, chaining arguments,
chaining strategy, etc.). If it is decided not to dereference the referral, then return the referral
to the caller. If it is decided to dereference the referral, then empty the NRcontinuationList, place
the Continuation Reference as received in the Referral in NRcontinuationList and call the Name
Resolution Continuation Reference procedure. This may produce a result, referral,
serviceError Or another error. Whatever is received from the call of the Name Resolution
Continuation Reference procedure shall be given back to the caller.

If any other error occurs, it shall be given back to the caller.

If the incoming request is an 1dapTransport request, the embedded LDAP request shall be unpacked
and forwarded unchanged to the LDAP server with the following exceptions:

a)

The messagelD component shall be replaced with a value valid for the LDAP connection in
question.

b)

If the incoming request has the entryonly component set to TRUE in the ChainingAkguments Or
if the operation is a Search operation with the scope component set to singleLevel and an dias
entry within this DSA was encountered as an immediate subordinate to the baseobjeclt, then the
scope component shall be set to baseobject.

If the incoming request has originated from a DUA, the DAP request ‘shall be convperted to a

corresponding LDAP request as specified in clause 20.6 and then forwarded t0-the LDAP server.
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Figure 27 — APInfo procedure
20.5  Abandon procedures

20.5.1 DAP/DSP Abandon procedure

This procedure is invoked if an abandon Or chainedAbandon request is received either to be handled localy or

chained to another DSA.. It consists of the following steps as shown in Figure 28:

1) When an abandon Or chainedAbandon request is received, which references an unknown operation, an

abandonFailed With problem nosuchoperation shall be returned to the requester.

2) If therequest to be abandoned has already been replied to, and the DSA has retained information to know

SO, an abandonError With problem tooLate may be returned to the requester.
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3)

4)

If the Abandon request is not valid, i.e., asks to abandon a request that is not an interrogation request, an
abandonFailed With problem cannotabandon shall be returned to the requester.

If aDSA has outstanding chained (sub)requests when receiving a valid Abandon request for the original
reguest, and the DSA decides to attempt abandoning, it may send Abandon requests for none, some or all
outstanding (sub)requests for the operation in question, and then wait for the replies to Abandon request
and the outstanding (sub)requests. At any time during this operation, the DSA may send an Abandon
result and an abandonFailed to the requester and then discard replies to the issued Abandon requests
and the outstanding (sub)requests as they arrive.

If the DSA decides not to send replies to the requester until there are no more outstanding (sub)requests,
it may optionally send an abandonedFailed error to the requester if al the issued abandon requests
were replied to with abandonedFailed errorsand if no local abandon operation has been performed.

If an AbandonedFailed error is returned to the requester, the original request shall be treated as if the
Abandon request had never been received.

Enter J

Find Request AbandonError
with invokelD "noSuchOperation"

Reply already ’ AbandonError
sent? ‘toolvdte"

Abandon AbandonError
valid? "cannotAbandon"

Send an Ahandon . »
request For each Terminate further processing of serviceError
a4 this request within operation
oustanding subrequest. . "abandoned"
: dispatcher
Discard-any local result
X.51% F28

BB —AL 1

=. PoY= B-A !
FTyurc co=uUArivor ADAlUuUIT Jgruteuur ©

20.5.2 LDAP Abandon procedure

When an LDAP abandon request is to be handled by a DSA functioning as both the boundary DSA for the LDAP client
issuing the request and the LDAP requester against an LDAP server serving the request, it shall forward the
AbandonReguest to the LDAP server in question.

When an LDAP abandon request received by a boundary DSA isto be forwarded to or beyond an adjacent DSA, it shall
be wrapped into an 1dapTransport request and chained to the DSA in question.

A DSA acting as LDAP requester receiving a DSP request with an embedded LDAP abandonRequest, shall forward
the request unchanged to the LDAP server, except that the MessageID has to be changed to have alega value for the
LDAP application-association in question.
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20.6 DAP request to LDAP request procedure

20.6.1 Introduction

The DAP request to LDAP request procedure is used when a DAP request that is not an 1dapTransport request isto
be converted to an LDAP request. This happens if the name resolution is not completed by the LDAP reguester and the
name resolution is to be continued in an LDAP server. If the name resolution is completed by the LDAP requester for
an addEntry request, but the new entry is to be added to an LDAP server (see clause 20.6.8), then this procedure also

applies.
20.6.2 General on conversion

a) If the DSA des not support a critical extension or if it is not able to reflect a critical extension in the
LDAP protocol, it shall return a serviceError with problem unavailableCriticalExtension.

b) Attribute values of certain attributes requires a binary encoding (see IETF RFC 4522).

¢) The MessageID of an LDAP request shall set as required on the LDAP connection. The [DSA shall
maintain information about the relationship between this MessagelD and the DAP InvokeId in the
incoming DAP request until the result of the LDAP request is returned or a time&out hgs occurred
(seeclause 20.7.1).

d) An attribute received on the DAP shall be converted to an LDAP attribute:yFhe LDAP ipformation
needed for the conversion is provided as part of the of the attribute type-goecification for the type of
attribute. If such information or similar information is not available, the-conversion is not pogsible. The
behaviour in this situation is dependent on the type of operation to be gonverted.

€) An attribute type specification received on the DAP shall be converted to an LDAP countgrpart with
syntax OID, as described in clause 9.2.25 of Rec. ITU-T X.520HSO/IEC 9594-6 and which|may either
be an object identifier in dot-decimal format or a descripter.*The LDAP information needed for the
conversion is provided as part of the attribute type specification for the attribute type. If such information
or similar information is not available, the conversion-isinot possible. The behaviour in this Fituation is
dependent on the type of operation to be converted.

) AnEntryInfomationSelection (Seeclause 7:6.0f Rec. ITU-T X.511 | ISO/IEC 9594-3) received in a
request on the DAP shal be converted to, LDAP AttributeSelection and typesornly LDAP
SearchRequest components as follows:

—  The typesonly component of the:lk DAP searchRequest shall be set to TRUE if the infoTypes
component of EntryInfomaticnSelection Of the DAPrequestissetto attributeTypesOnly.
Otherwiseg, it shall be set to FALSE.

- If the EntryInformatilonSelection.contextSelection and/or
EntryInformationSelection.returnContext are present and are defined as non-ciitical, they
shall beignored. Otherwise, an error is returned as specified b) above.

— If theEntryInformationSelection. familyReturn iS present and is defined as non-critical, it
shall be ignored. Otherwise, an error is returned as specified b) above.

—  Other «components of EntryInfomationSelection Of the DAP request shal be cgnverted as
speaified by clause 4.5.1.8 of IETF RFC 4511.

g) The pagedresults component of a list Or search request does not affect a resulting LDAP
SearchRequest, but shall be retained to allow proper handling of the LDAP results.

20.6.3 Convertinga DAP read request

A DAP read request shall be converted to an LDAP searchRequest.

The baseobject component of the LDAP search request shall be the distinguished name given in the object
component of the DAP read request converted as specified in IETF RFC 4514,

The scope component of the LDAP search request shall be set to baseobject.

The derefaliases component of the LDAP search request shall be set t0 neverDerefaliases if the
dontDereferenceAliases Service control option is set in the DAP read request. Otherwise, it shall be set to
derefFindingBaseObj.

The sizeLimit component of the LDAP search request shall be set to zero.
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The timeLimit component of the LDAP search request shall,

reguest is not present, or, if this service control is present, be set to its value; or

ChainedArguments iS NOt present, or, if this component is present, be set to its value minus
time with the result rounded up to the nearest integer.

The typesonly component of the LDAP search request shall be set as specified in clause 20.6.2 item f).

if the DAP request has not been chained, be set to zero if the timeLimit Service control of the DAP

if the DAP request has been chained, be set to zero if the timeLimit component of the

the current

The filter component of the LDAP search request shall consist of a single element by taking the present
alternative with the value of objectclass.

The attributes component of the LDAP search request shall be set as specified in clause 20.6.2 item f).

20.6.4

nn\/prting a DAP comparerequest

The DAP

The entr]
componen

The ava
compare rq

The commd
If this ser
returned.

2065 |

Based on
shall chech

the approp

If the aboV
LDAP Ab

abandoned.

When forv
value. If al
it shall dis

20.6.6 (

A DAP 1ilst request Shall be converted to an LDAP searchRequest.

The base
componen

ompare request shall be converted to an LDAP CompareRequest.

vy component of the LDAP compareRequest shall be the distinguished name given in th
of the DAP compare request converted as specified in IETF RFC 4514.

fomponent of the LDAP CcompareRequest shal be the AttributevalueAsgertion data 0
pquest converted to LDAP format as specified in clause 4.1.6 of IETF RFC 4511

bnarguments Of the DAP request shall be ignored, except for the nosubtypeMatch service con
ice control option is set, then a serviceError with problem notSupportedByLDAP requirg

Handling and converting a DAP abandon request

he retained information about outstanding operation for ¢he'LDAP server in question, an LDA
the validity according to the procedures in clause 20.5:Z, steps 1) to 3) and if any of the steps ay
Fiated reply.

e does not apply an LDAP abandonRequest shall be forwarded to the LDAP server. The Messag
ndonRequest shall be the Messagel D corresponding to the InvokeId component of the DAP re

N LDAPResult is returned from the .DAP server for the operation to be abandoned before the tin
card possible result(s) for that operation and return:

an abandoned error with,the problem component absent shall be returned for the abandoned
and

an abandon result'shall be returned for the Abandon operation.

Converting a DAPist request

of’the DAP 1ist request.

€ object

[ the DAP

rol option.
id shall be

P requester

ply, return

e1D of the
Huest to be

arding an LDAP aAbandonRequest to-an LDAP server, atimer shall be started with alocally défined time

er expires,

operation;

bbject-component of the LDAP search request shall be the distinguished name given in the object

The scope

component of thieEDAP seazch request Shatt besetto singLebevel.

The derefaliases component of the LDAP search request shall be set t0 neverDerefaliases if the
dontDereferenceAliases Service control option is set in the DAP read request. Otherwise, it shall be set to

derefFin

dingBaseObj.

The sizeLimit component of the LDAP search request shall be set to zero if the sizeLimit Service control is not
present in the DAP request. Otherwise, it shall be set to the value specified in the sizeLimit service control in the
DAP request.
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if the DAP request has not been chained, be set to zero if the timeLimit Service control of the DAP

request is not present or, if this service control is present, be set to its value; or

if the DAP request has been chained, be set to zero if the timeLimit component of the

ChainedArguments iS not present or, if this component is present, be set to its value minus
time with the result rounded up to the nearest integer.

The typesonly component of the LDAP search request shall be set to FALSE.

the current

The filter component of the LDAP search request shall consist of a single element by taking the present
alternative with the value of objectclass.

The attributes component of the LDAP search request shall be set to noattrs as specified in clause 4.5.1.8 of
IETF RFC 4511.

The basepbject component of the LDAP search request shall be the converted distinguished:name g
baseObject component of the DAP search request.

20.6.7 ionverting a DAP search request
A DAP séelarch request shall be converted to an LDAP searchRequest.

ven in the

The scopg¢ component of the LDAP search request shall be set according to subset component of the DAIP request.

The derefaliases component of the LDAP search request shall be set to:

The sizelimit component of the LDAP search request shall be set to zero if the sizeLimit Service co

neverDerefAliases if the dontDereferenceAliases Service control option is set in the
request and the searchaliases component of the DAP searchifequest is set to FALSE.

derefInSearching if the dontDereferencealiases SENvice control option is set in the
request and the searchaliases component of the DAPSearch request is set to TRUE.

derefFindingBaseObj if the dontDereferendeAliases Service control option is not
DAP read request and the searchaliases component of the DAP search request is set to F3

derefAlways if the dontDereferenceAliases Service control option is not set in the
request and the searchaliases component'of the DAP search request is set to TRUE.

DAP read

DAP read

set in the

LSE.
DAP read

ntrol is not

present inthe DAP request. Otherwise, it shall be set to the value specified in the sizeLimit Service comtrol in the

DAP request.
The timelimit component of the LDAP&earch request shal,

The typegonly component of the LDAP search request shall be set as specified in clause 20.6.2 item f)
The £i1t¢r component of the LDAP search request shall be set as follows:

if the DAP request has\not been chained, be set to zero if the timeLimit Service control g
request is not preseft, or, if this service control is present, be set to itsvalue; or

if the DAP request has been chained, be set to zero if the timeLimit COmMpONE
CchainedArguments iS Not present, or, if this component is present, be set to its value minus
time with'the result rounded up to the nearest integer.

f the DAP

nt of the
the current

component of the LDAP requ%t shall consist of asmgle element by taki ng the present alternatlve with
the value of objectClass.

If the £ilter component is present in the DAP request, then the LDAP filter component shall be
constructed to have the same effect. Possible context information in the DAP filter shall be ignored,

unlessit is marked critical (see clause 20.6.2 item a)).

The attributes component of the LDAP search request shall be set as specified in clause 20.6.2 item f).
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20.6.8 Converting a DAP addEntry request

A DAP addEntry request shall be converted to an LDAP AddRequest if
— the targetsystem component is not present in the DAP addEntry request; or

— the targetSystem component is present in the DAP addEntry request, the immediate superior entry
of the new entry is located within the LDAP requester, the targetsystem component is an LDAP
access point and the DSA supports the targetSystem extension.

The entry component of the LDAP addrequest shal be the converted distinguished name given in the object
component of the DAP addEntry request.

The attributes component of the LDAP addrequest shall be the set of attributes as given in the entry component of
the DAP addentry request converted as specified in clause 20.6.2 d).

If the targetSystem component is present in the DAP addEntry request and the immediate superior entry of the new
entry ii not located within the LDAP requester, then a serviceError Wwith| problem
unavailableCriticalExtension shall bereturned.

20.6.9 Converting a DAP removeEntry request

A DAP zyemoveEntry reguest shall be converted to an LDAP pelRequest with a valye being the| converted
distinguistjed name given in the object component of the DAP 1ist request.

20.6.10 Converting a DAP modifyEntry request
A DAPmddifyEntry request shall be converted to an LDAP ModifyRequest!

The objed¢t component of the LDAP ModifyRequest shall be the converted\distinguished name given in the object
component of the DAP modifyEntry request.

If the EntfyModification data type of the DAP request includes.an alter aternative and the LDAP sgrver is not
known to |support the LDAP extended feature specified in IETFCRFC 4525, it shall return a serviceError with
problem nptSupportedByLDAP.

If the EngryModification data type of the DAP requést includes a resetvalue aternative, it shgl return a
serviceElrror with problem notSupportedByLDAP.

The changes component of the LDAP ModifyReguest shal be converted to the changes component gf the DAP
modi fyEnltry as shown below:

1+ An addattribute Of addvalues aternative of the DAP request shal be converted to|a change
component of the LDAP ModifyRequest Where the operation subcomponent shall take the value
add and the modification subcomponent shall hold the converted attributes specified by the DAP
request.

4+ A removeAttribute aternative of the DAP request shall be converted to a change compohent of the
LDAP ModifyRequest Where the operation subcomponent shall take the value delete gnd with an
empty modi\fication subcomponent shall hold the converted attributes specified by the DAHR request.

4+ A removevalues dternative of the DAP request shall be converted to a change compoment of the
LDAP ModifyRequest Where the operation subcomponent shall take the value delete and the

LDAP ModifyRequest Where the operation subcomponent shall take the value replace and the
modification subcomponent shall hold the converted attributes specified by the DAP request.

If the selection component included in the DAP modifyEntry request is present, it shall be ignored unless
selectionOnModify extensionis marked as critical (see clause 20.6.2, item a).

20.6.11 Converting a DAP modifyDN request
A DAPmodi fyDN request shall be converted to an LDAP Modi fyDNRequest

The entry component of the LDAP modi £yDN request shall be the converted distinguished name given in the object
component of the DAP search request.

The newrdn component of the LDAP modi £yDN request shall be the RDN given in the newrpN component of the DAP
reguest converted according to IETF RFC 4514.
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The deleteoldrdn component of the LDAP modifyDN request shall be set to false, if the deleteo1dRDN component
of the DAP request is absent. Otherwise, it shall be set to the same value as in the deleteoldrRpN component of the
DAP request.

The newsuperior component of the LDAP request shall not be present if the newsuperior component is not present
in the DAP request. Otherwise, the newsuperior component of the LDAP request shall be the converted distinguished
name of the DAP request. This conversion may be performed in the case where the LDAP requester does not support
the newSuperior extension.

20.7 LDAP result to DAP reply procedure

20.7.1 Introduction

The LDAP result to DAP reply procedure is used when the result of a converted DAP request is received with a
non-error result code included

20.7.2  General on conversion

An LDAPJreference is converted to acontinuationReference value, where

d4) The targetobject component shall hold the converted distinguished name heldin the LDAP referral.
If this name is not included in the referral, then this component shall be an empty) sequence.

) ThealiasedrDNs component shall be absent.

() the operationProgress component shall have an OperationProgxress value asfollows;
— thenameResolutionPhase component shall be set to notStarted; and

— thenextRDNToBeResolved component shall be absent,

@) TherdnsResolved component shall be absent.

@) ThereferenceType component shall be set to cross,

f) The accesspoint component shall hold a single AccessPointInformation vaue with a single
MasterOrShadowAccessPoint value with thefollowing:

— TheaccessPoint vaue shall have thefollowing components:
i) theae-title component shathbean empty distinguished name;

ii) the address component“shall have the pselector, sSelector and the t|selector
subcomponents absent_and

—  The category component shall take the value master or be absent.

—  The chainingRequired component shall take the value FALSE or be absent.
@) Theentryonly components.

) The exclusions/component shall be absent.

i)  ThereturhToDua component shall have the value FALSE or be absent.

20.7.3 Converting'LDAP search resultsto DAP read result

The DAP [readtesult shall be created on the receipt of the final searchResultbDone if it isareply to a DAP read
request an1i ahverror was not encountered.

If an LDAP SearchResultEntry iSthe result of a DAP read request, this result is converted to a DAP read result
after the receipt of thefinal searchResultDone:

—  the entry component of the read result shall be the converted attributesin the attributes component
of the LDAP resullt.

— themodifyRights component of the read result shall not be included.
— the objectName component of the LDAP result shall be ignored.
20.7.4  Converting LDAP compareresult to a DAP compare result

The DAP compare result shall be created on the receipt of the fina SearchResultDone if an error was not
encountered.
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The compareResultData Value shall have the following component:

The namé

The name component, when present, shall take the value in the targetobject component of the
ChainingArguments value. If that value is equal to the object component of the ListArgumentData
value, it may be absent. Otherwise, it shall be present.

The matched component shall have the value TRUE if the resultcode Of the LDAPResult has the
value compareTrue. If resultCode Of the LDAPResult hasthe value compareFalse, this component
shall have the value FALSE.

The fromEntry component shall be absent or has the default value.

ThematchedSubtype component shall be absent.

The commonResults value shall be present with the securityParameters component included, if the
result isto be signed (see clauses 9.2.1 and 9.2.3) of Rec. ITU-T X.511 | ISO/IEC 9594-3.

frstTesutt

an error was not encountered. The 1istInfo alternative of the ListResultbData value'shal be

DAP 1ist
taken.

component, when present, shal take the vaue in the targetobject.componept of the
ChainingArguments value. If that value is equal to the object component of the ListArgumentData vVdue, it may
be absent. Otherwise, it shall be present.

NOTE + An LDAP server does not report if an alias has been dereferenced within the LDAP'sefiver.

Each LDAJP searchResultEntry iSconverted to an element of the subordinates*component as follows:

Y
)
)

9

The rdan subcomponent shall be the first RDN component of théebjectName of the LDAP resullt.

The aliasEntry and fromEntry Subcomponents shall be@bsent or encoded with their default values.

ThepartialoutcomeQualifier value shal be set asfollows:

The limitProblem component shall be.present if the LDAP SearchResultDgne has a
resultCode equa to ether (imeLimitExceeded, sizeLimitExceeded and

adminLimitExceeded and shall encode accordingly.

The unexplored component shall\be present if one or more SearcResultRefe
received and shall then hold the set'of converted references.

rence ae

The unavailableCriticalExtensions component shall be present and have the value TRUE if

the LDAP Sear’chResultDone has a resultCode eq

ial to

unavailableCriticalExtensions. Otherwise, it shall be absent or take the value FALSE.

The unknownErrdérs-components shall be absent.

The queryReference component shall be coded according to the DSP paging requirements.

The overgpecFilter component shall be absent.
Thenotification component shall be absent.
ThelentryCount component shall be absent

The'CotmmonResults value shall set as specified in clause 7.4 of Rec. ITU-T X.511 | ISO/IEC19594-3.

20.7.6  Converting LDAP search resultsto DAP search result

The DAP search result shall be created on the receipt of the final searchResultpone if it is a reply to a DAP
search request and an error was not encountered. The searchInfo aternative of the searchResultbata value shall

be taken.

The name component, when present, shal take the value in the targetobject component of the
ChainingArguments Value. If that valueis equal to the object component of the searchArgumentData value, it may
be absent. Otherwise, it shall be present.

NOTE — An LDAP server does not report if an alias has been dereferenced within the LDAP server.

Each LDAP searchResultEntry iSconverted to an element of the entries component asfollows:

a)

The name subcomponent shall be the converted objectName of the LDAP result.

b) The fromEntry subcomponent shall be absent or encoded with its default value.
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¢) The information subcomponent shall take the attributeType dlternative if the LDAP
SearchRequest had the typeonly component set to true and shall then hold the converted attribute
type of the LDAP sSearchResultEntry. Otherwise, the attribute aternative shall be taken and shall

d)

then hold the converted attribute of the LDAP SearchResultEntry.

with their default values.

The incompleteEntry, partialName and derivedEntry components shall be absent or encoded

€) ThepartialoutcomeQualifier value shall befilled as specifiedinitem c) of clause 20.7.5.
f)  The commonResults value shall set as specified in clause 7.4 of Rec. ITU-T X.511 | ISO/IEC

20.7.7 Converting LDAP AddResponseto DAP addEntry result

9594-3.

The DAP addentry result shall be created on the receipt of the searchResultDone if an error was not encountered.

The information component of the AddEntryResult value shal be taken if the result is to be signed (see clauses

11.1.1 and
20.7.8
The DAP

The info
clauses 11

20.7.9

The DAP fodifyEntry result shall be created on receipt of the searchResultbene if an error was not eng

The infof
entry COI
aternative

20.7.10 (

The DAP hodi £yDN result shall be created on receipt of the’searchResultDone if an error was not encoun

The info
newRDN C
Rec. ITU-]

21 f

The Resul
procedure
partialQ
operationa

1

11.1.3) of Rec. ITU-T X.511 | ISO/IEC 9594-3. Otherwise, thenul1 alternative shall be taken.

Converting LDAP DelResponseto DAP removeEntry result
removeEntry result shall be created on receipt of the searchResultDone if an error was not enc

mation component of the RemoveEntryResult value shall be taken if the/result is to be §
2.1and 11.2.3) of Rec. ITU-T X.511 | ISO/IEC 9594-3. Otherwise, the nu11 atepnative shall beta

Converting LDAP ModifyResponse to DAP modifyEntry result

nponent absent (see clauses 11.3.1 and 11.3.3) of Rec. ITU-7,X:511 | ISO/IEC 9594-3. Otherwise
shall be taken.

Converting LDAP ModifyDNResponse to DAP modifyDN result

Fmation alternative Of the ModifyDNResult value shall be taken if the result is to be s
pmponent shall have the value given in_the corresponding DAP request (see clauses 11.4.1 ang
[ X.511 | ISO/IEC 9594-3. Otherwise, thenul1l aternative shall be taken.

Results M erging procedure

puntered.

igned (see
ken.

puntered.

tmation component of the ModifyEntryResult value shall bétaken if the result is to be signeéd with the

. the null

ered.

gned. The
11.4.3) of

removes duplicates-ifsthe result is not signed, and if there are additional continuation r

utcomeQualifiér,tnexplored. Then the relevant Continuation Reference procedure(s) is call

policy permits:

) If the-Operation is a List operation, continue at step 2); if the operation is a Search oper|
continue at step 3); otherwise, return the result that was supplied as the input parameter to
Merging procedure.

ences in
, if local

s Merging procedure in Figure 29 is caled following one of the Continuation Reference proc%;es This
er

gtion, then
the Results

\{The operation is a List operation. Remove all duplicates, giving preference to master infornpation over

3

Shadow nrormation.

If the operation result was generated locally and it contains Continuation References, then these will not

be used for chaining but returned to the user. In this case, continue at step 6).

If the operation result was received as the result of a Chained List operation, then the result might contain
Continuation References. In this case, check if the preferchaining Service control was set. If TRUE,

the Continuation References should be used for chaining by the DSA. Continue at step 4).

The operation is a Search operation. Remove all duplicates, giving preference to master information over

shadow information. If thereis alimit problem, then return the result. Otherwise, continue at step 4).

4) Process each Continuation Reference that is in the partialOoutcomeQualifier.unexplo

result of any chained operation. If the local policy decides not to use it for chaining, then ig

red of the
nore it and

choose another Continuation Reference. If the local policy allows the use of the Continuation Reference

for chaining, then perform the following:
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Incaseal
the uncorr

5)

Check nameResolutionPhase that is supplied in the Continuation Reference. If it iSnotStarted oOr
proceeding, then add it to the list of Continuation References that will be supplied to the Name
Resolution Continuation procedure (NRcontinuationList). If nameResolutionPhase iScompleted, then
add the Continuation Reference to the list of Continuation References that is supplied to the subrequest
Continuation procedure (SRcontinuationL ist).

Proceed until all Continuation References have been processed.

If there are Continuation References to be processed in SRcontinuationList, check the operation type. If
the operation is a List operation, call the List Continuation Reference procedure and continue at step 2). If
the operation is a Search operation, call the Search Continuation Reference procedure and continue at
step 3).

If SReontinuationList is empty, then check if there are Continuation References in NRcontinuationList. If
so, call the Name Resolution Continuation Reference procedure and continue at step 3).

If both continuation lists are empty, continue at step 6)

Check whether the result is empty. If it is not empty, then return it. If it is empty, either\rgturn a null
result if the access control and local policy allows, or return an appropriate error.

DSA receives search or list results from other DSAs and such results have parameters unknown t¢ the DSA,
plated results shall be returned. Otherwise, the DSA shall perform merging, if thé<search resylts are not

signed, o if the DSA is an initid performer that is allowed to remove the signaiures (see clayse 7.9 of

Rec. ITU-]

[ X.511 | ISO/IEC 9594-3).

A DSA wihich has received unsigned, uncorrelated results from a DSA that was not ableto perform consolidgtion, shall

perform
If aDSA

count to b
take the su
not return
paged resy

If paged r
exact chd

If one or more DSAs have encountered alimit problem;then:

98

ging, if it has the proper knowledge of all parameters of the uncorrel ated results.

eives unsigned results from other DSAS, and possibly also has aloeal result and when generating an entry

b returned in the entryCount Of the PartialoutcomeQualifier generated by the DSA, the[DSA shall
M of all entrycount values received, the local result and thenumber of entries received from DSAs that did
an entryCount value and then compensate for duplicate entries. If the DSA is the initial performer and
ts have been requested, then it shall also include the entry; counts for signed results from other DSAS.

psuUlts are reguested and no limit problem has been.encountered by any DSA, then the DSA shall take the
icefor the entryCount parameter. The same value shall be given for each returned page.

if al the DSAs that have encountered-a limit problem have returned an entrycount with th¢ exact or
bestEstimate choice, it shal take the bestEstimate choice if just one DSA had taken that choice;
otherwisg, it shall take the exact choice;

if just one DSA that has-encountered a limit problem and has returned an entrycount with|the choice
lowEstimate Or did nOtTeturn an entryCount, it shall take the 1owEstimate choice.
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X.518_F29

IProcedures for distributed authentication

e\specifies the procedures necessary to support the directory distributed authentication servipes. These

0 Nence the procedures, are categorized as.

—  requester authentication, which is supported in either an unprotected (sSimple identity based) or secure
(based upon digital signatures) form; and

—  results authentication which is similarly protected (again based upon digital signatures).
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Requester authentication

| dentity-based authentication

The identity-based authentication service enables DSASs to authenticate the original requester of information for the
purpose of effecting local access controls. DSAs wishing to exploit this service shall adopt the following procedure:

—  For aDSA requiring to authenticate a DAP or LDAP request, the DSA acquires the distingui
of the requester through the Bind procedures at the time a DUA association (DUA to DSA) or LDAP
client association (LDAP client to DSA) is established. Successful conclusion of these procedures does

not in any way prejudice the level of authentication that may subsequently be required for
operations using that association.

— The DSA with which the DUA association exists shall insert the requester's distinguished n
initiator field of the chainingArguments for all subsequent chained operations to other DSASs.

— A DSA, on receiving a chained operation, may satisfy that operation, or not, dependin

2212

shed name

processing
ame in the

upon the

determination of access rights (a locally defined mechanism). If the outcome is not sati
securityError With problem insufficientAccessRights may be returned.

$ignature-based requester authentication

This signaure-based requester authentication service enables a DSA to authenticate (in a secure manner) th
of a partiqular service request. The procedures to be effected by a DSA in realizing this-sevice are descriped in this

clause.

A DSA, o receiving a signed request from another DSA, shall remove that DSA'S.signature prior to pro

operation.

Assuming the result of any signature verification proves to be satisfactory, the DSA will continue

the operatijon. If, during processing, the DSA needs to perform chaining, the argument set for each associat]

operation

shall be constructed as follows:

4+ the DSA forms an argument set which may be optionally signed; the argument set con

incoming signed argument set together with amodified.¢hainingArguments.

In the event that the DSA is able to contribute information to-the response, requester authentication, base

signed ser

ice request, may be used for the determination of aceess rightsto that information.

If a DSA|receives an unsigned service request for infermation which will only be released subject tq
authenticalion, a securityError With problem protectionRequired shal be returned.

22.2

This servi

Results authentication

Ce is provided to enable requesters of directory operations (DUASs or DSAS) to verify (in a sec

using digitel signature techniques) the@olirce of results. The results authentication service may be requested i
of whether| requester authentication is to be used.

The resulfs authentication service is initiated using the signed value of the protectionRequest CON

contained

vithin the argument; Set of directory operations; a DSA receiving an operation with this option se

then optiopally sign any.subsequent results. The signed option in the protection request serves as an indical
DSA, of the requester's preference; the DSA may, or may not, actually sign any subsequent results.

In the casg where.aDSA performs chaining, the DSA has a number of options in terms of the form of result
to the requester, namely:

sfactory, a

e requester

ressing the
0 progress
ed chained

hprises the

H upon the

requester

re manner
respective

hponent as
ected may
ion, to the

5 sent back

a) \Yfeturn a composite response (signed or unsigned) to the requester;

b) return aset of two or more uncollated partial responses (signed or unsigned) to the requester;

within this

set zero or more members may be signed and zero or one unsigned. In the event that an unsigned partial
result is present, this member may in fact be a collation of one or more unsigned partial responses which

have been received from other DSAS, contributed by this DSA, or both.

In the case where a DSA performs ajoin of related entries, then the DSA performing the join may sign the result.

100
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SECTION 6 — KNOWLEDGE ADMINISTRATION

23 Knowledge administration overview

To operate

a widely distributed Directory with an acceptable degree of consistency and performance, procedures are

required to create, maintain and extend the knowledge held by each DSA. The following mechanisms together are used
to administer aDSA's knowledge.

a)

Hierarchical and non-specific hierarchical operational bindings — These procedures and protocols are
defined in clauses 24 and 25. They are used to create and maintain subordinate references, non-specific
subordinate references, and immediate superior references, as well as the context prefix information for
naming contexts. These operational bindings are established between master DSAs holding naming
contexts that are hierarchically related to each other asimmediate subordinate to immediate superior. The
procedures may be triggered as a side effect of modifying the RDN of, or adding or removing an entry,

23.1 Maintenance of knowledge r eferences

This clause
example 0
Annex E.

2311 W

whose immediate superior isnot held in the same DSA that holds the entry.

) Shadowing operational bindings — These procedures and protocols are defined in Recs | TUFT X.525 |

ISO/IEC 9594-9. They are used to create and maintain knowledge references in two ways. First, as aside
effect of establishing (or terminating) shadowing agreements, access points are added (or rempved) from
the consumerknowledge and optionally the secondaryshadow operational attribites. This
information may then be used by the procedures and protocols discussed above to update the subordinate
reference in the superior master DSA and the immediate superior reference in the subordinate master
DSA. Second, the DISP propagates the knowledge references held by, master DSAs to shadow consumer
DSAs.

Cross-references — Cross-reference distribution is a feature ofcthe’DSP. Its use to create and maintain
cross-references is summarized in clause 23.2.

NOTE — Mechanisms for initializing and maintaining the superior reference and myAccessPoint ar¢ outside the
scope of this Directory Specification.

describes how the DOP is used to maintain DSA operational attributes that express knowledgg. A simple
the relationship between knowledge attributés:and the protocols employed to maintain them is described in

aintenance of consumer knowledge by supplier and master DSAs

A consumgr reference is expressed throughla value of the consumerknowledge éttribute, held by a shadgw supplier
DSA and |associated with the context\prefix for a naming context; a supplier reference, through a vdlue of the

supplie

nowledge dattribute, held‘by a shadow consumer DSA and also associated with the context grefix for a

naming cdntext. Both attributes are held in DSEs of type cp. A value of each one of these attributes is|created on

t of the Shadow Operational Binding, and updated on modification of the Shadow Operational Bjnding.

DSA may obtain-the information to construct values of the secondaryshadows attribute if the optional
Shadows component of itS shadowingAgreementInfo With a consumer is TRUE. In this case| whenever

the consurper DSA detects that the set of DSASs holding copies of the commonly usable replicated area (its
or, in turn| consumers of its consumers, etc., to whatever depth secondary shadowing might be carried) h
(by additign, ,modification or deletion of access points), it communicates this new information

CONSUMers,
hs changed
(a set-of

Supplie

ndConsumers) by means of a modifyOperationalBinding operation, as described in

Rec. ITU-T

X025 | |SUMEC 9594-9.

A supplier DSA maintains its own secondaryShadows attribute associated with the context prefix as follows:

a)

The set of supplieraAndConsumers received from a consumer by means of a
modifyOperationalBinding Operation may be used to create, or replace values of the attribute. The
supplier component of supplierAndConsumers represents the access point of a consumer DSA (or of
its consumers, etc. depending upon the depth of secondary shadowing); the consumers component, the
set of the consumer's consumers (or of their consumers, etc. depending upon the depth of secondary
shadowing).
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b) Every consumer providing its supplier with amodi fyOperationalBinding Operation containing a set
of supplierAndConsumers, includes the following values: the values of its secondaryShadows
attribute, and a newly constructed value. This value is constructed using its own access point,
myAccessPoint, (asthe supplier component), and the values of the consumers' access points, contained
within the consumerknowledge attribute, that represent consumers holding commonly usable shadows
(as the consumers component).

Recursive use of this procedure permits a master DSA for a naming context to know all about its secondary shadow
consumer DSAs holding commonly usable replicated areas derived from the naming context. This information is then
available for the maintenance of subordinate, non-specific subordinate and immediate superior references.

23.1.2 Maintenance of subordinate and immediate superior knowledgein master DSAs

A subordinate reference is expressed through a value of the specificknowledge attribute, held in a DSE of type
subr by the DSA holding the immediately superior naming context to that referenced; an immediate superior reference,
through a[value of ithe specificKnowledge aAlrbuie, held In a DSE Of type immSupr Dy the DSA folding the
immediatgy subordinate naming context to that referenced. A value of each one of these attributes is.crepted in the
superior apd subordinate master DSAs on establishment of the HOB, and updated on modification of the HORB.

A subordifate master DSA provides a superior master DSA the information to construct its subgrédinate reference via
the acces|sPoints component of the subordinateToSuperior parameter it transfers to-thée superior i) the DOP.
The information included in accessPoints is determined by values of attributes held-by the subordinge DSA as
follows:

a) The value of the myaccessPoint attribute (held in the root DSE) is used to form the glement in
accessPoints With category having thevaluemaster.

) The values of the consumerknowledge and secondaryshadows (both held in the subordingte context
prefix DSE) are used to form additional elements in accessPoints With category having the value
shadow.

A superiof master DSA provides a subordinate master DSA withithe information to construct its immedige superior
reference Via the contextPrefixInfo component of the superiorToSubordinate parameter it trangfers to the
subordinatg in the DOP. This component is a value of type SEQUENCE OF Vertex, containing a sequence gf elements
corresponji ng to the path from the root of the DIT te the subordinate context prefix. For one of thesg elements,
corresponding to the context prefix of the immediately superior naming context, the optional fomponent
accessPdints Will be present. The subordinate DSA holds this information as a specificknowledge fitribute in
the DSE, pf type immsupr, corresponding to this element of contextPrefixInfo. The information ihcluded in
accessPdints by the superior DSA is determined by values of attributes held by the superior DSA asfollows:

a) The value of the myaccessPoint attribute (held in the root DSE) is used to form the Element in
accessPoints With category having thevaluemaster.

D) The values of the consumerknowledge and secondaryShadows (both held in the superfor context
prefix DSE) are-used to form additional elements in accessPoints with category having the value
shadow.

NOTE — Onlythose access points corresponding to consumer DSAs receiving commonly usable repljcated areas

should beZSelected by the superior and subordinate DSAS from their consumerknowledge attributes fjncl usion in

acceséPoints. The procedures for the construction of secondaryshadows guarantee that these access points will
identify~shadow DSAs holding commonly usable replicated areas.

23.1.3 Maintenance of subordinate and immediate superior knowledge in consumer DSAs

A shadow consumer DSA contracting with its supplier to receive the immediate superior and subordinate knowledge
associated with a unit of replication, in effect, contracts to have its immediate superior and subordinate references
maintained by its shadow supplier DSA viathe DISP.

NOTE — For certain units of replication specifications, it may be necessary for the consumer DSA to contract to receive
extendedKnowledge in order that subordinate knowledge may be provided to it by its supplier.

23.2 Requesting crossreference

To improve the performance of the Directory System, the local set of cross references can be expanded using ordinary
Directory operations. If a DSA supports the DSP, it may request another DSA (which aso supports the DSP) to return
those knowledge references which contain information about the location of naming contexts related to the target object
name of an ordinary Directory operation.
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