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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gove
technology, I

International
The main tas
Standards ad(

an Internation

Attention is dr
rights. ISO an

ISO/IEC 9594
Subcommitted
ITU-T. The idg

This sixth edi
revised.

ISO/IEC 9594
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Part 1: O
Part 2: M
Part 3: Al
Part 4: Pr
Part 5: Pr

Part 6: Se

nmental, in liaison with 1ISO_and IEC, also take part in the work. In the field of Injor|
O and IEC have established a joint technical committee, ISO/IEC JTC 1.

tandards are drafted in accordance with the rules given in the ISO/IEC Directives; Part 2.
k of the joint technical committee is to prepare International Standards.)\Draft Intern
pted by the joint technical committee are circulated to national bodies for, voting. Publica

b| Standard requires approval by at least 75 % of the national bodies ¢asting a vote.

awn to the possibility that some of the elements of this document\may be the subject of
j IEC shall not be held responsible for identifying any or all such,patent rights.

14:2008 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information techi
SC 6, Telecommunications and information exchange‘between systems, in collaboratig
ntical text is published as ITU-T Rec. X.518 (11/2008):

ion cancels and replaces the fifth edition (IS©AEC 9594-4:2005), which has been tech

consists of the following parts, under the' general title Information technology — Open S}
n — The Directory:.

erview of concepts, models and Services
bdels

stract service defipition

pcedures for distributed operation

ptocol specifications

lected attribute types

mation
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Part 7: Selected object classes
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Part 10: Use of systems management for administration of the Directory
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

Trorm arrerent meanuracturers,
— under different managements;
of different levels of complexity; and

of different ages.

This H
Direct

ThisR
definey

ecommendation | International Standard specifies the procedures by which thé-distributed com
Dry interwork in order to provide a consistent service to its users.

ponents of the

ecommendation | International Standard provides the foundation framewerks'upon which industry
| by other standards groups and industry forums. Many of the featureS'defined as optional in thg

profiles can be
se frameworks

may b
but do
confor
will nd

Thiss

The fi
design
functig
negoti
specifi
ISO/IH

Annex|
directd

Annex|
distrib|
Annex
distrib|

Annex

b mandated for use in certain environments through profiles. This sixtfiedition technically revises
bs not replace, the fifth edition of this Recommendation | Internationa Standard. | mplementations
mance to the fifth edition. However, at some point, the fifth-edition will not be supported (i.e., r¢

longer be resolved). It is recommended that implementations.conform to this sixth edition as soon

Ixth edition specifies versions 1 and 2 of the Directory.protocols.

st and second editions specified only version 1. Mest of the services and protocols specified in
ed to function under version 1. However, someénhanced services and protocols, e.g., signed
n unless al Directory entities involved in the'eperation have negotiated version 2. Whichever ve

cally assigned to version 2, are accommodated using the rules of extensibility defined in ITU-
C 9594-5.

A, which is an integral part of-this Recommendation | International Standard, provides the AS)
ry distributed operations.

B, which is not an integral part of this Recommendation | International Standard, describes
ted name resolution:

C, which is not an-integral part of this Recommendation | International Standard, describes authe
ited operatioris-environment.

D, which_is an integral part of this Recommendation | International Standard, provides the def

and enhances,
may still claim
eported defects
as possible.

his edition are
rors, will not
rsion has been

pted, differences between the services and-between the protocols defined in the six editions, efcept for those

[ Rec. X.519 |

1.1 module for

bn example of

htication in the

initions of the

ASN.1 information object classes introduced in this Directory Specification.
Annex| EXwhich is not an integral part of this Recommendation | International Standard, illustraies knowledge
mai ntenance.

Annex F, which is not an integral part of this Recommendation | International Standard, lists the amendments and defect
reports that have been incorporated to form this edition of this Recommendation | International Standard.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

I nformation technology — Open Systems I nter connection —
The Directory: Proceduresfor distributed operation

SECTION 1 -GENERAL

1 $

This Recol
applicatior
the DIB adg

The Direct
assumed th

2 f

The follow
constitute
were valid

Recommendation | International Standard are encouraged to-ihvestigate the possibility of applying the n

edition of
valid Inter
valid ITU-

21 I

bcope

mmendation | International Standard specifies the behaviour of DSAs taking part in theldistribut
. The alowed behaviour has been designed so as to ensure a consistent service given:a wide di
ross many DSAs.

ory is not intended to be a general purpose database system, although it may bé built on such sy
at there is a considerably higher frequency of queries than of updates.

Nor mative r efer ences

brovisions of this Recommendation | International Standard./At the time of publication, the editior
. All Recommendations and Standards are subject.to revision, and parties to agreements bas

the Recommendations and Standards listed below:, Members of |EC and SO maintain registers @
hational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list
T Recommendations.

dentical Recommendations | I nternational Standards

ITU-T Recommendation X,200 (1994) | ISO/IEC 7498-1:1994, Information technology — Op
I nter connection — Basic-Reference Model: The Basic Model.

ITU-T Recommendation X.500 (2008) | I SO/IEC 9594-1:2008, Information technology — Op
Interconnection —The Directory: Overview of concepts, models and services.

ITU-T Recommendation X.501 (2008) | ISO/IEC 9594-2:2008, Information technology — Op
I nterconnection — The Directory: Models.

ITU-T Recommendation X.509 (2008) | I SO/IEC 9594-8:2008, Information technology — Op
Intexconnection — The Directory: Public-key and attribute certificate frameworks.

ITY-T Recommendation X.511 (2008) | I SO/IEC 9594-3:2008, Information technology — Op

Directory
ribution of

stems. It is

ing Recommendations and International Standards contaipprovisions which, through reference i this text,

s indicated
ed on this
nost recent
f currently
f currently

en Systems
en Systems
en Systems
en Systems

en Systems

Lnterconnection — The Directory: Abstract service definition.

Interconnection — The Directory: Protocol specifications.
Interconnection — The Directory: Selected attribute types.
Interconnection — The Directory: Selected object classes.

Interconnection — The Directory: Replication.

— ITU-T Recommendation X.530 (2008) | ISO/IEC 9594-10:2008, Information technology — Op!
Interconnection — The Directory: Use of systems management for administration of the Directory.

Syntax Notation One (ASN.1): Specification of basic notation.

ITU-T Recommendation X.519 (2008) | ISO/IEC 9594-5:2008, Information technology — Open Systems
ITU-T Recommendation X.520 (2008) | ISO/IEC 9594-6:2008, Information technology — Open Systems
ITU-T Recommendation X.521 (2008) | | SO/IEC 9594-7:2008, Information technology — Open Systems

ITU-T Recommendation X.525 (2008) | I SO/IEC 9594-9:2008, Information technology — Open Systems

en Systems

ITU-T Recommendation X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Abstract

ITU-T Rec. X.518 (11/2008) 1
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— ITU-T Recommendation X.681 (2008) | ISO/IEC 8824-2:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Information object specification.

— ITU-T Recommendation X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Constraint specification.

— ITU-T Recommendation X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

2.2 Other references
— |ETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification Road
Map.
— |ETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The protocol.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:

3.1 Communication Model Definitions

Thefollowing term is defined in ITU-T Rec. X.519 | ISO/IEC 9594-5:
a) application-entity-title.

3.2 Basic Directory Definitions

Thefollowing terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1;
a) (the) Directory;
b) Directory Information Base.

3.3 Directory Model Definitions

The following terms are defined in ITU-T Rec. X.501 {.SO/IEC 9594-2:
a) accesspoint;

) alias;

distinguished name;

Directory Information Tree;

Directory System Agent (DSA);

f) Directory User ‘Agent (DUA);

@) relative distingtished name.

o

34 DSA Infermation Model definitions
The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

A cateqory:
~ 77

7

b) commonly usable;

Cc) context prefix;

d) crossreference;

e) DIB fragment;

f) DSAinformation tree;

g) DSA-Specific Entry (DSE);

h) DSE type;

i) immediate superior reference;
i) knowledge information;

k)  knowledge reference category;

2 ITU-T Rec. X.518 (11/2008)
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[)  knowledge reference type;

m) naming context;

n)  non-specific knowledge;

0) non-specific subordinate reference;
p) operational attribute;

q) reference path;

r)  specific knowledge;

s) subordinate reference;

t)  superior reference.

35 Abstract Service definitions

Thefollowing term is defined in ITU-T Rec. X.511 | ISO/IEC 9594-3:
a) streamed result.

3.6 Directory replication definitions

Thefollowing terms are defined in ITU-T Rec. X.525 | ISO/IEC 9594-9:
a) attribute completeness;

)
¢) subordinate completeness;
d) unit of replication.

shadowing operational binding;

3.7 Distributed operation definitions
The followling terms are defined in this Recommendation | Intexnational Standard:
371 lhase abject: The object or alias entry that is the target for an operation as issued by the originator.

3.7.2 lhound DSA: The DSA to which the requesting DUA has bound by having performed a Bind operation with
that DSA.

373 lhound-DSA paged results: The paging is performed entirely by the DSA to which the DUA is bound.
NOTE + Thisisthe only mode of paging supperted by systems conforming to editions prior to the fifth edition.

374 ¢haining: The generic term foruni-chaining or multi-chaining.

3.75 gontext prefix information: Operational and user information supplied by the superior DA to the
subordinatp DSA in aRHOB régarding DIT vertices superior to the subordinate context prefix.

3.7.6 distributed name resolution: The process by which name resolution is performed in more than ong DSA.

3.7.7 PSP paged:fesults: The DSP protocol provisions when performing DSA is different from bqund DSA,
whereby ppged results’by theinitial performer is accomplished.

3.7.8 grrorsJInformation sent from the performer to the requester conveying a negative outcome of ajpreviously
received request.

3.7.9 hard error: A definite error which indicates that the operation cannot currently be performed without
external intervention.

3.7.10 hierarchical operational binding (HOB): Relationship between two master DSAs holding naming contexts,
one of which is immediately subordinate to the other, in which the superior DSA holds a subordinate reference to the
subordinate DSA.

3.7.11 initial performer: The first DSA to start performing on an operation, i.e., the first DSA to enter the
evaluation phase of the operation.

3.7.12 maodification operations: These are the Directory Modify Operations, i.e., Modify Entry, Add Entry, Remove
Entry and Modify DN.

3.7.13 multi-chaining: A mode of interaction in which a DSA processing a request itself sends multiple requests
either in parallel or sequentialy to a set of other DSAS.

ITU-T Rec. X.518 (11/2008) 3
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3.7.14 multipleentry interrogation operations. These are the Directory Search Operations, i.e., List and Search.

3.715 nameresolution: The process of locating an entry by sequentially matching each RDN in a purported name
to avertex of the DIT.

3.7.16 non-specific hierarchical operational binding (NHOB): Relationship between two master DSAs holding
naming contexts, one of which isimmediately subordinate to the other, in which the superior DSA holds a non-specific
subordinate reference to the subordinate DSA.

3.7.17 NSSR decomposition: Decomposition of non-specific knowledge references into subrequests for other DSAs
to pursue; these subrequests may be either chained to these DSAs by the DSA performing the decomposition, or a
continuation reference identifying the DSAs may be returned to the requester for it to pursue, or the decomposing DSA
may pursue some of the subrequests, leaving others unexplored for the requester to pursue.

3.7.18 operation progress: A set of values which denotes the extent to which name resolution has taken place.

3.7.19

3.7.20 paging: A search or list result is returned piecewise in form of one or more pages that are. comprised by a
limited number of entries.

3.7.21 performer: DSA receiving arequest (i.e., to perform an operation).
NOTE { The performer is also the initial performer except possibly for operations that involve - more than one DA for their
evaluatipn.

3.7.22 procedure: An (informal) specification of how a DSA maps a given seb of input arguments and its DSA
informatiop tree into a result.

NOTE 1 Input arguments and results may correspond to information received in arequested operation and informatjon sent in a
reply, of they may represent intermediate stages in the computation of a reply from/a requested operation. In 14.2| the former
variety pf input arguments and results are termed external.

3.7.23 1elevant hierarchical operational binding (RHOB): Either;'aHOB or a NHOB, depending on the|context.

3.7.24 eferral: An outcome which can be returned by a DSA ‘which cannot perform an operation itself,[and which
identifies gne or more other DSAs more able to perform the operation.

3.7.25 1leply: A result or an error.

3.7.26 1jequest: Information consisting of an operation code and associated arguments to convey & directory
operation from arequester to a performer.

3.7.27 1request decomposition: Decompasition of a request into subrequests for other DSAs to pufsue; these
subrequests may be either chained to these DSAs by the DSA performing the decomposition, or continuation| references
identifyind the DSAs may be returned to.the requester for it to pursue, or the decomposing DSA may pursjie some of
the subregpiests, leaving others unexplored for the requester to pursue.

3.7.28 1equester: A DUA or DSA sending arequest to perform (i.e., invoke) an operation.
3.7.29 gingleentry interrogation operations: These are the Directory Read Operations, i.e., Read and Cdmpare.

3.7.30 goft error: Anserror which may be transient, or which may indicate alocalized problem, in which dase the use
of adiffergnt knowledgeTreference or access point may enable aresult or hard error to be obtained.

3.7.31 subordinate DSA: Of the two DSAs sharing a HOB or a NHOB, the DSA holding the subordingte naming
context.

3.7.32 sobrequest—ATequestgenerated-by request decompositior:

3.7.33  superior DSA: Of the two DSASs sharing aHOB or aNHOB, the DSA holding the superior naming context.

3.7.34 superior, subordinate DSA: Two master DSAs holding naming contexts, one of which is immediately
subordinate to the other; the relationship between the two DSAs is managed explicitly viaa HOB (or NHOB), or exists
implicitly by virtue of the superior DSA holding a subordinate (or non-specific subordinate) reference to the
subordinate DSA.

3.7.35 target object name: The name of an entry either to which the operation is to be directed at a particular stage
of name resolution, or which isinvolved in the evaluation of the operation.

3.7.36 uni-chaining: A mode of interaction optionally used by a DSA which cannot perform an operation itself. The
DSA chains by invoking an operation of another DSA and then relaying the outcome to the original requester.
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4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
ASN.1 Abstract Syntax Notation One
DISP  Directory Information Shadowing Protocol
DMD  Directory Management Domain
DOP Directory Operational Binding Management Protocol
DSE DSA-Specific Entry
HOB Hierarchical Operational Binding
NHOB Non-specific Hierarchical Operational Binding
NSSR  Non-specific Subordinate Reference

4:2008 (E)

5

e, X.518 |

| SO/IEC 9594-4. The term "Directory Specifications” shall be taken to mean the X.500-serieS Recommendatijons and all

This Diregory Specification useSthe term sixth edition systems to refer to systems conforming to the sixth ed
Directory | Specifications, j-ey-/the 2008 edition of the series of ITU-T X.500 Recommendation
| SO/IEC 9594:2008 edition.

This Diregory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and
referenced| in normal_text, they are differentiated from normal text by presenting them in the bold Helvetic

tion of the
5 and the

bnd edition
s and the

tion of the
5 and the

edition of
20, X.521,

tion of the
5 and the

tion of the
5 and the

values are
A typeface.

The name$ of procedures, typicaly referenced when specifying the semantics of processing, are differenfiated from

normal text by displaying them in bold Times. Access control permissions are presented in italicized Times.

If the items in a list are numbered (as opposed to using "—" or letters), then the items shall be consider
procedure.
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SECTION 2 - OVERVIEW

6 Overview

The Directory Abstract Service alows the interrogation, retrieval and modification of Directory information in the DIB.
This service is described in terms of the abstract Directory object as specified in ITU-T Rec. X.511 | ISO/IEC 9594-3.

Similarly, the Lightweight Directory Access Protocol (LDAP) allows the interrogation, retrieval and modi
Directory information in the DIB. This protocol and the services it enables are specified in IETF RFC 4511.

fication of

Necessarily, the specification of the abstract Directory object does not in any way address the physical realization of the

Directory: in particular it does not address the specification of Directory System Agents (DSA) within which
stored and managed, and through which the service is provided. Furthermore, it does not consider whether

the DIB is
the DIB is

centralized, i.e,, contau ned Wlthln asmgle DSA or dlstnbuted over a number of DSAS Consequently, the reqw rements

for DSAs o
adistributeéd environment is also not covered by the service descri ptlon

This Diregtory Specification specifies the refinement of the abstract Directory object, the refinement(béing e
terms of apet of one or more DSA objects which collectively constitute the distributed directory sefvice.

In additior], this Directory Specification specifies the permissible ways in which the DIB may(be distributed
more DSAJs. For the limiting case where the DIB is contained within a single DSA, the Ditectory isin fact g
for the cage where the DIB is distributed over two or more DSASs, knowledge and navigation mechanisms ar
which ensiire that the whole of the DIB is potentially accessible from al DSAs that hold Constituent entries.

Portions of the DIB may also be replicated in multiple DSAs. The protocols déscribed in this Directory Sy
allow the [use of replicated information to improve the availability, performance and efficiency of the
directory gervice. The use of replicated information is, to some extent, dnder the user's control, through
service coitrol options. The procedures described in this Directory Specification also indicate some of the og
for design pptimizations when using the replicated information.

servicein

pressed in

bver one or
entralized;
e specified

ecification
distributed
the use of
portunities

Additional]y, request handling interactions are specified that enable particular operational characterisiics of the

Directory 1o be controlled by its users. In particular, the user has'control over whether a DSA, responding to
inquiry pertaining to information held in other DSA(S),.has the option of interrogating the other DSA
(chaining)or, whether it should respond with informatioftabout other DSA(s) which could further progress
(referral).

Generally,|the decision by a DSA to chain or refer is determined by the service controls set by the user,
DSA's OWI administrative, operational or technieal circumstances.

Recognizing that, in general, the Directory will be distributed, and that directory inquiries will be satis
arbitrary jumber of cooperating DSAs which may arbitrarily chain or refer according to the above ¢
Directory |Specification specifies,the appropriate procedures to be effected by DSAS in responding to
directory ihquiries. These procedures will ensure that users of the distributed Directory service perceive it
user-friendly and consistent.

a directory
s) directly
the inquiry

and by the

fied by an
iteria, this
distributed
to be both
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SECTION 3 -DISTRIBUTED DIRECTORY MODELS

7 Distributed Directory System M odel

The Directory abstract service, as defined in ITU-T Rec. X.511 | ISO/IEC 9594-3, models the Directory as an object
which provides a set of directory servicesto its users. Users of the Directory access its services through an access point.
The Directory may have one or more access points and each access point is characterized by the services it provides and
the mode of interaction used to provide these services.

Figure 1 illustrates the distributed directory model which will be used as the basis for specifying the distributed aspects
of the directory. It illustrates the Directory as comprising a set of one or more DSAs.

access point  f----. The Directory
J

chainedModify.

X.518_F01

Figure 1 — Objects of the distributed.Dir ectory model

DSAs are|specified in detail in the subsequent clauses\of-this Directory Specification. This clause merdly states a
number of their characteristics in order to serve as_an“introduction and to establish the relationship between this
Directory $pecification and the other Directory Specifications.

DSAs are fiefined in order that distribution of the DIB can be accommodated and that a number of physically |distributed
DSAs canjinteract in a prescribed, cooperativémanner to provide directory services to the users of the directpry (DUAS
or LDAP dlients).

Figure 1 iljustrates the relationship between the Directory abstract service and the DSA abstract service. The Directory
abstract sgrvice defined in ITU-T Rec. X.511 | ISO/IEC 9594-3 is provided through a number of Directory pperations.
To redlizelthis service, the DSAsthat comprise the Directory interact with one another. The nature of thisinferaction is
defined infterms of the servicethat one DSA may provide to another DSA, the DSA abstract service. The D$A abstract
service is|provided through.a number of operations, termed chained operations, each having a counterpart in the
Directory pbstract service. Thus, a given operation in the Directory abstract service, e.g., Read, may require that the
DSA providing the sefyice interact with one or more other DSAs using chained operations, e.g., Chained Rea.

NOTE 1 It may a'so be possible for DSAs that are LDAP requestors to chain operations, for example, using LDAP|Controls or

Extenddd Operations; however, the procedures and protocols necessary to achieve this are outside the scope of thjs Directory
Specifidation:

8 DSA Interactions M odel

A basic characteristic of the Directory is that, given a distributed DIB, a user should potentially be able to have any
service request satisfied (subject to security, access control, and administrative policies) irrespective of the access point
at which the request originates. In accommodating this requirement, it is necessary that any DSA involved in satisfying
a particular service request have some knowledge (as specified in ITU-T Rec. X.501 | ISO/IEC 9594-2) of where the
regquested information is located and either return this knowledge to the requester or attempt to have the request satisfied
on its behalf. (The requester may be a DUA, an LDAP client or another DSA: in the latter case, both DSAs shall
support the DSP.)

Three modes of DSA interaction are defined to meet these requirements, namely "uni-chaining”, "multi-chaining”, and
"referral". Throughout the remainder of this Directory Specification, the generic term chaining is used to refer to uni-
chaining and/or multi-chaining as appropriate to the context. "Chaining" refers to the attempt by a DSA to satisfy a

ITU-T Rec. X.518 (11/2008) 7
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reguest by sending one or more chained operations to other DSAS; "referral”, to the return of knowledge information to
the requester, which may then itself interact with the DSA(s) identified in the knowledge information.

Uni-chaining or a referral interaction may result from a single request. Alternatively, the request may be decomposed
into severa subrequests prior to the interaction. Multi-chaining or referral interactions, or a mixture of the two, may
result from a decomposed request. Two types of decomposition are defined; NSSR decomposition and request
decomposition.

8.1 Decomposition of a request

811 NSSR decomposition

NSSR decomposition is the process of preparing identical requests ready for transfer (either sequentially or in paralel)
to several subordinate DSAS as a result of encountering an NSSR during name resolution. Non-specific subordinate
references do not hold the RDNSs of the referenced subordinate naming contexts, so the referencing DSA is unable to
tell which|subordinate DSA holds which subordinate naming context(s). During name resolution, a DSA~erjcountering
NSSRs shpll send an identical request to each subordinate DSA (in the absence of shadowing). ThiS\may be done
or in parald. Typically, only one DSA will be able to continue with name resolution; the ethers|will return
aserviceHrror with problem unableToProceed. In certain (rare) circumstances, it is possible that\more than one DSA

NSSRs cannot reference LDAP servers.

8.1.2 equest decomposition

Request d¢composition, the other form of decomposing a request, is a process pefformed internally by a DA prior to
communicgtion with one or more other DSAs and/or LDAP servers. A request.is decomposed into severdl, possibly
different, ubrequests such that each of the subrequests accomplishes a part. of.the original task. Request decpmposition
can be used only during operation evaluation of a List or Search. After reguest decomposition, each of the gubrequests

may then Ihe chained to other DSAs and/or LDAP servers to continue the task, or a partial result (an embedded referral)
urned to the requester. An example of the same subreguest being generated to different DSAs angl/or LDAP
servers is \vhen an entry has subordinate references and/or NSSRs that together reference more than one DSA or LDAP
server. Arl example of different subrequests being generated to the same or different DSAs and/or LDAR servers is
when two flifferent entries are encountered during a Search (subtree), and each has a subordinate reference.

8.2 Uni-chaining

This modg of interaction (depicted in Figure 2) may be used by one DSA to pass on a request to another DSA when the
former hag knowledge about naming contexts*held by the latter. Uni-chaining may be used to contact a gngle DSA
pointed ton across reference, a subordinatereference, a superior reference, a supplier reference, or a master reference.

NOTE + In Figure 2, the order of interactions is defined by the numbers associated with the interaction lines.

X.518 F02

Request Response

1
DUA or

LDAP
client

Figure 2 — Uni-chaining mode
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8.3 Multi-chaining

This mode of interaction is used by a DSA for transferring several outgoing requests which have resulted from one
incoming request, as aresult of either request decomposition or NSSR decomposition.

831 Parallel multi-chaining

With parallel multi-chaining, the DSA transfers several outgoing requests simultaneously (see Figure 3a). Whilst
parallel multi-chaining may give improved performance, it may under certain circumstances, e.g., in the presence of
shadowing, cause duplicate results to be received.

832 S

With sequential multi-chaining, the DSA transfers one outgoing request at a time and waits for the result or

request be
interaction

NOTE

=2 &) )

Request Response

DUA or
LDAP
client
X518 F03A

Figure 3a—Parallel multi-ehaining

bequential multi-chaining

fore sending the next (see Figure 3b). Whilst'sequential multi-chaining may not be the quicke!
itisunlikely that duplicate results will be received.

- A DSA may use a combination of parallel muki-chaining and sequential multi-chaining.

Request Response

1

rror of one
5t mode of

DUA or
LDAP

client
X.518_F03B

¥ Unable to proceed.

Figure 3b — Sequential multi-chaining
(asaresult of NSSR decomposition)
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8.4 Referral

A referral (depicted in Figures 4a and 4b) is returned by aDSA in response to arequest from aDUA, an LDAP client or
another DSA. The referral may constitute the whole response (in which case it is categorized as an error) or just part of
the response. The referral contains a knowledge reference, which may be either a superior, subordinate, cross,
non-specific subordinate, supplier, or master reference.

The DSA (Figure 4a) receiving the referral may use the knowledge reference contained therein, to subsequently chain
or multi-cast (depending upon the type of reference) the original request to other DSAs. Alternatively, a DSA receiving
areferral, may in turn passthe referral back in itsresponse. A DUA or LDAP client (Figure 4b) receiving areferral may
use it to contact one or more other DSAs to progress the request.

NOTE — In Figures 4a and 4b, the order of interactions is defined by the numbers associated with the interaction lines.

DSAA DSAB DSAC

DUA or
LDAP
client
X.518_FO4A

Y Referral to B.
" Referral to C.

Figure 4a—Referral modée(DSA actson referrals)

Response

DUA or

LDAP

client

" X.518_F04B
Referral to E.

" Referral to F.

Figure 4b — Referral mode (DUA actson referrals)

8.5 M ode deter mination

If aDSA cannot itself fully resolve arequest, it shall chain the request (or a request formed by decomposing the original
one), to another DSA, unless:

a) chaining is prohibited by the user via the service controls, in which case the DSA shall return areferral
or aserviceError with problem chainingRequired; or

b) the DSA has administrative, operational, or technical reasons for preferring not to chain, in which case
the DSA shall return areferral.

NOTE 1 — A "technical reason” for not chaining is that the DSA identified in the knowledge reference does not
support the DSP.

NOTE 2 — If the localScope service control is set, then the DSA (or DMD) shall either resolve the request or
return an error.

NOTE 3 —If the user prefersreferrals, the user should set chainingProhibited.
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SECTION 4 —DSA ABSTRACT SERVICE

9 Overview of DSA Abstract Service

The service of the Directory is fully described in ITU-T Rec. X.511 | ISO/IEC 9594-3. When such a service is provided
in a distributed environment, as modelled in clause 7, it can be regarded as being provided by means of a set of DSAs.
Thisisillustrated in Figure 1.

For each operation defined in the Directory service, a corresponding "chained" operation is defined in the DSA abstract
service for use between DSASs cooperating in the accomplishment of that Directory service operation. Thus, a DSA
receiving a Read operation from a DUA might require the assistance of another DSA (e.g., a DSA holding the target
entry or acopy of it) to satisfy it, and so send that DSA a Chained Read operation.

Theinfor

ation types exchanged in the DSA abstract service are defined in clause 10. The operations and

rrors of the

DSA abstr

10 I

10.1 I

This claug
definition

common t
merit bein

Several of
Subclause
identifies 4

10.2 I

Thefollow

The follow

bct service are defined in clauses 11 through 13.

nformation types

ntroduction

b identifies, and in some cases defines, a number of information types whieh are subsequently
Df the various operations of the DSA abstract service. The information_typeés concerned are thosg
more than one operation, are likely to be in the future, or which aresufficiently complex or self-c
defined separately from the operation which uses them.

the information types used in the definition of the DSA abstract service are actually defined
10.2 identifies these types and indicates the source of theirydefinition. Subclauses 10.3 through
ind defines an information type.

nfor mation types defined elsewhere
ing information types are defined in ITU-T Ree: X.501 | ISO/IEC 9594-2:

aliasedEntryName;
DistinguishedName;
Name;

RelativeDistinguishedName.

ing information types are defined in ITU-T Rec. X.511 | ISO/IEC 9594-3:
Bind)
DirectoryBind
Operations)
Abandan
Errots)

abandoned;

ised in the
which are
bntained to

elsewhere.
10.10 each

— attributeError;

— namekError;

— securityError;

— serviceError;

— updateError.

(

Information Object Class)

— OPTIONALLY-PROTECTED

(

Data Type)

—  SecurityParameters
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The following information typeis defined in ITU-T Rec. X.520 | ISO/IEC 9594-6:

10.3

PresentationAddress.

Chaining Arguments

The ChainingArguments are present in each chained operation, to convey to a DSA the information needed to
successfully perform its part of the overall task:

ChainingArguments ::= SET {

originator [0] DistinguishedName OPTIONAL,
targetObject [1] DistinguishedName OPTIONAL,
operationProgress [2] OperationProgress

DEFAULT { nameResolutionPhase notStarted },
tracelnformation [3] Tracelnformation,
aliasDereferenced [4] BOOLEAN DEFAULT FALSE,
aligsedRDBNs 51 HNTEGER-OPTHONAL;

-- only present in first edition systems
retyrnCrossRefs [6] BOOLEAN DEFAULT FALSE,
ref¢renceType [7] ReferenceType DEFAULT superior,
infd [8] Domaininfo OPTIONAL,
timeLimit [9] Time OPTIONAL,
sequrityParameters [10] SecurityParameters DEFAULT {},
entfyOnly [11] BOOLEAN DEFAULT FALSE,
unifjueldentifier [12] Uniqueldentifier OPTIONAL,
authenticationLevel [13] AuthenticationLevel OPTIONAL,
exdlusions [14] Exclusions OPTIONAL,
exdludeShadows [15] BOOLEAN DEFAULT FALSE,
nameResolveOnMaster [16] BOOLEAN DEFAULT FALSE,
opgrationldentifier [17] INTEGER OPTIONAL,
searchRuleld [18] SearchRuleld OPTIONAL,
chdginedRelaxation [19] MRMapping OPTONAL,
reldtedEntry [20] INTEGER OPTI@QNAL,
dsgPaging [21] BOOLEAN DEFAULT FALSE,
norjDapPdu [22] ENUMERATEDY Idap (0) } OPTIONAL,
strgamedResults [23] INTEGER©OPTIONAL,
exdludeWriteableCopies [24] BOOLEAN DEFAULT FALSE }

Time ::= CHOICE {
utcflime UTCTime,
gerjeralizedTime  GeneralizedTime }

The varioys components have the following meaning:

a) The originator component conveys the name of the (ultimate) originator of the request unlgss already
specified in the security parameters. If requester is present in CommonArguments, this argliment may
be omitted.

NOTE 1 — Where the originator has alternative names differentiated by context, then the name used fas the value
of originator shall be the primary distinguished name, if known. Otherwise, authentication and agcess control
based.onthe value of originator may not work as desired.

) The targetObject component conveys the name of the object whose directory entry is being routed to.
The-tole of this object depends on the particular operation concerned: it may be the object whose entry is
to_be operated on, or which is to be the base object for a request or subrequest involving multiple objects
(e.g., chainedList or chainedSearch). This component can be omitted only if it has the sanpe value as
the object or base object parameter in the chained operation, in which case its Implied value Isthat value.
Where the targetObject includes RDNs containing attribute type and value pairs for which there are
multiple distinguished values differentiated by context, the RDNs that have been resolved shall be
primary RDNs.

¢) The operationProgress component is used to inform the DSA of the progress of the operation, and
hence of the role which it is expected to play in its overall performance. The information conveyed in
this component is specified in 10.5.

d) Thetracelnformation component is used to prevent looping among DSAs when chaining is in operation.
A DSA adds anew element to trace information prior to chaining an operation to another DSA. On being
requested to perform an operation, a DSA checks, by examination of the trace information, that the
operation has not formed aloop. The information conveyed in this component is specified in 10.6.

12 ITU-T Rec. X.518 (11/2008)
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The aliasDereferenced component isaBOOLEAN vaue which is used to indicate whether or not one or
more alias entries have so far been encountered and dereferenced during the course of distributed name
resolution. The default value of FALSE indicates that no alias entry has been dereferenced.

The aliasedRDNs component indicates how many of the RDNSs in the targetObject Name have been
generated from the aliasedEntryName attributes of one (or more) alias entries. The integer value is set
whenever an alias entry is encountered and dereferenced. This component shall be present if and only if
the aliasDereferenced component is TRUE.
NOTE 2 — This component is provided for compatibility with first edition implementations of the Directory.
DUAs (and DSAs) implemented according to later editions of the Directory Specifications shall always omit this

parameter from the CommonArguments of a subsequent request. In this way, the Directory will not signal an
error if aliases dereference to further aliases.

The returnCrossRefs component is a Boolean value which indicates whether or not knowledge
references, used during the course of performing a distributed operation, are requested to be passed back
to the initial DSA as cross references, along with a result or referral. The default value of FALSE

indicates that such knowledge references are not to be returned.

ThereferenceType component indicates, to the DSA being asked to perform the operation, what type of
knowledge was used to route the request to it. The DSA may therefore be able to detect efrors in the
knowledge held by the invoker. If such an error is detected, it shall be indicated by.a'servicgError with
problem invalidReference. ReferenceType isdescribed fully in 10.7.

NOTE 3 -If thereferenceType ismissing, then the value superior shall be asstimed.

The info component is used to convey DMD-specific information amang DSAs which are involved in
the processing of a common request. This component is of type Dowfaininfo, which is of ynrestricted
type:

Domaininfo ::= ABSTRACT-SYNTAX.&Type
The timeLimit component, if present, indicates the time by, which the operation is to be|completed
(see 16.1.4.1). Before avalue of Time is used in any comparison operation and if the syntax gf Time has
been chosen as the UTCTime type, the value of the twosdigit year field shall be rationalized into a four-
digit year value as follows:

—  If the 2-digit value is 00 through 49 inclusive, the value shall have 2000 added to it.

—  If the 2-digit value is 50 through 99 incl@sive, the value shall have 1900 added to it.

NOTE 4—-The use of GeneralizedTime ‘way prevent interworking with implementations unayare of the
possibility of choosing either UTCTimeor GeneralizedTime. It is the responsibility of those spgcifying the
domains in which this Directory.‘Specification will be used, eg., profiling groups, as td when the
GeneralizedTime may be used. In no case shall UTCTime be used for representing dates beyond 2049.

The SecurityParameters campoenent is specified in ITU-T Rec. X.511 | ISO/IEC 9594-3. Itslabsence is
deemed equivalent to there being an empty set of security parameters.

The entryOnly component is set to TRUE if the original operation was a Search with the subset
argument set to oneLevel, and an aias entry was encountered as an immediate subordinate of the
baseObject. The\DSA which successfully performs name resolution on the targetObject hame shall
perform object evaluation on only the named entry.

uniqueldentifier component is optionally supplied when it is required to confirm the originator name.
The Udigueldentifier datatypeisdescribed in ITU-T Rec. X.501 | ISO/IEC 9594-2.

authenticationLevel component is optionally supplied when it is required to indicate the|manner in
which authentication has been carried out. The AuthenticationLevel data type is described in ITU-T
Rec. X.501 | ISO/IEC 9594-2.

p)

o)

N

The exclusions component has significance only for Search operations; it indicates, if present, which
subtrees of entries subordinate to the targetObject shall be excluded from the result of the Search
operation (see 10.9).

The excludeShadows component has significance only for Search and List operations; it indicates that
the search shall be applied to entries and not to entry copies. This optional component may be used by a
DSA asone way to avoid the receipt of duplicate results (see 20.1).

The nameResolveOnMaster component only has significance during name resolution, and is only set if
NSSRs have been encountered. If set to TRUE, it signals that subsequent name resolution, i.e., matching
the remaining RDNs from nextRDNToBeResolved, shall not employ entry copy information, including
writeable copies in a multi-master implementation; subsequent resolution of each remaining RDN shall
be done in the master DSA for the entry identified by that RDN (see 20.1).

The operationldentifier component facilitates the correlation of DAP operations with subsequent related
DSP operations as well as with results. It is assigned by the DSA that first receives a DAP request or is
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)

copied from the chaining arguments of DSP requests that require further chaining. The DSA assigning
the operationidentifier shall not reuse the assigned integer for a sufficiently long time period.
Correlation of related DAP and DSP requests and results is facilitated by a DSA logging, for each
operation and result, the operationldentifier together with the name of the DSA that assigned it (the first
DSA in tracelnformation on a chained request). Such correlation may be useful for the purposes of
logging, auditing, charging and settlements, etc.

The searchRuleld component conveys the unique identity of a search-rule. It is included by the DSA
performing the initial Search procedure (1) in case this procedure starts within a service specific
administrative area and the search operation is progressed to other DSAs either when progressing down
the DIT, when following aliases or when following hierarchical group pointers.

The chainedRelaxation component enables relaxation to be carried out in a distributed manner for
chained search operations. If a DSA received a chained search operation, and supports relaxation

policies, it can use the supplied chainedRelaxation component in place of any other relaxation policy
that it mighf imlnl ement 'rhprphy pn.thing relaxation to he coardinated among the DSAs that potentia]ly

return search results.

The relatedEntry element shall be present whenever the receiving DSA is required-toyresglve related
entries. When present, the receiving DSA shall respond only to the specific related entty element
specified by the relatedEntry value in joinAttributes of the SearchArgument. ;Fhus, a rejatedEntry
value of zero shall select the first element in the joinAttributes sequence the'SearchArgument. The
value shall never exceed one less than the number of elements in the jeinAttributes component of
SearchArgument. The absence of the relatedEntry element in the €hainingArguments|of a DSP
operation specifying related entries shall indicate that the distributed eperation being chaineg on is the
base search, and not the related entry part of the search.

NOTE 5-1If a DSA to which chaining is being carried out is requifed-to handle both normal search results and
related-entry results, this shall be done by sending the DSA two distinct DSP operations.

When the relatedEntry element is present, the following.specia rules shall apply:

— in evaluating the infoTypes subcomponent.‘of) selection component of SearchArgument,
infoTypes shall be taken as having the value'attributeTypesAndValues, whatever thg originally
specified value;

— al attributes specified in any joinAtt camponent of JoinAttPair shall be included in the selection,
whether or not previously included there;

— the DSA coordinating related entry results shall omit values and unspecified arguments, so as to
make the result conform with the original user request.

The relatedEntry argument shall-be passed on in consequent outgoing ChainingArguments|by a DSA
that supports related entries,

If the bound DSA is different from the initial performer (see 15.5.5) and the bound DSA supports DSP
paged results, it may set this component to TRUE to instruct the initial performer to provide DSP paged
results. If this component is FALSE (default), the initial performer shall not perform DSP paged result.
An initial that. supports DSP paged results performer shall not forward this component to IDSA(s) to
which it is sending subrequests.

The nonDapPdu component is used to indicate if the PDU encapsulated in the chained argument
originated from a non-DAP request such as an LDAP request.

The streamedResults component is used as a counter to determine whether streamed results may be
chained in response to this operation. Each DSA involved in Name Resol ution increments the|counter by
oneif and only if the counter is present the DSA understands streamed resqilts, and the DSA s willing to

y)

accept streamed results for this chained operation. This counter is then used by the DSA that completes
Name Resolution to determine whether each previous DSA is prepared to handle streamed results.

The excludeWriteableCopies component has significance only for Search and List operations; it
indicates that the search shall be applied to primary master copies of entries and not to writeable copies
of those entries. This optional component may be used by a DSA as one way to avoid the receipt of
duplicate results (see 20.1).

104  Chaining Results

The ChainingResults are present in the result of each operation and provide feedback to the DSA which invoked the

operation.

ChainingResults ::= SET {

info

[O] Domaininfo OPTIONAL,
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(1]
(2]
(3]

SEQUENCE SIZE (1..MAX) OF CrossReference OPTIONAL,
SecurityParameters DEFAULT { },
Exclusions OPTIONAL }

The various components have the following meaning:

a)

b)

The info component is used to convey DMD-specific information among DSAs which are involved in
the processing of a common request. This component is of type Domaininfo, which is of unrestricted

type.
The crossReferences component is not present in the ChainingResults unless the returnCrossRefs

component of the corresponding request had the value TRUE. This component consists of a sequence of
CrossReference items, each of which contains a contextPrefix and an accessPoint descriptor

(see 10.8).

CrossReference ::= SET {
contextPrefix

(0]

DistinguishedName,

accessPoimt {1

A CrossReference may be added by a DSA when it matches part of the targetObject @rgu
operation with one of its context prefixes. The administrative authority of a DSA may\have 4
to return such knowledge, and will, in this case, not add an item to the sequence.

The SecurityParameters data type is specified in ITU-T Rec. X.511 | ISO/IEE€9594-3. The
the securityParameters component is deemed equivalent to there being-an empty set
parameters.

ACCESSFOINTMTOTIMation y

targetObject have been processed as a part of a chained Search operation and therefore shall b
in a subsequent subrequest.

NOTE — Names in contextPrefix or alreadySearched shall be“primary distinguished names an
contain alternative distinguished names.

105 Operation Progress

ment of an
policy not

absence of
Df security

The alreadySearched component, if present, indicates which subérdinate RDNs subordinate to the

e excluded

d shall not

An OperationProgress value describes the state of progress:inthe performance of an operation which several DSAs
shall partigipatein.
OperationProgress ::= SET {
nameResolutionPhase [O] ENUMERATED {
notStarted ),
proceeding 2),
completed 3}
netRDNToBeResolved [ INTEGER OPTIONAL }
The varioys components have the follawing meaning:
a) The nameResolutienPhase component indicates what phase has been reached in handling the
targetObject name of an operation. Where this indicates that name resolution has notStarfed, then a
DSA has not(hitherto been reached with a naming context containing the initial RDN(s) of the name. If
name resolution is proceeding, then the initial part of the name has been recognized, although the DSA
holding(the target object has not yet been reached. The nextRDNToBeResolved indicates how much of
the name has already been recognized [see 10.5 b)]. If name resolution is completed, then the DSA
helding the target object has been reached, and performance of the operation proper is proceeding.
). <<The nextRDNToBeResolved indicates to the DSA which of the RDNs in the targetObject name is the
REXt-te-PE-FESorvea: akes-the-ferm-ofan-htegertrtherange-ene-te-the-numberoF-RBNsHA the name.
This component isonly present if the nameResolutionPhase component has the value proceeding.
10.6 Trace Information

A Tracelnformation value carries forward a record of the DSAs that have been involved in the performance of an
operation. It is used to detect the existence of, or avoid, loops that might arise from inconsistent knowledge or from the
presence of aliasloopsintheDIT.

Tracelnformation ::= SEQUENCE OF Traceltem
Traceltem ::= SET {
dsa [O]
targetObject [1]
operationProgress [2]

Name,
Name OPTIONAL,
OperationProgress }
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Each DSA which is propagating an operation to another adds a new item to the end of the sequence of Traceltem. Each
such Traceltem contains:

a) thename of the DSA which is adding the item;

b) thetargetObject name which the DSA adding the item received on the incoming request. This parameter
is omitted if the request being chained came from a DUA (in which case its implied value is the object
or baseObject in XOperation), or if its value is the same as the (actual or implied) targetObject in the
ChainingArgument of the outgoing request;

c) theoperationProgress which the DSA adding the item received on the incoming request.
dsa shall be the primary distinguished name and shall not contain alternative distinguished names. Each RDN in

targetObject which has been processed shall be a primary RDN. Alternative distinguished values with contexts may be
included within the valuesWithContext component of AttributeTypeAndDistinguishedValue in the RDN.

10.7 eference Type

A ReferenlceType value indicates one of the various kinds of reference defined in ITU-T Rec. X.501 | kSO/IBC 9594-2.
ReferencqdType ::= ENUMERATED {

sugerior 2),
sublordinate 2),
Crops 3),
nornSpecificSubordinate 4,
sugplier 5),
master (6),
immediateSuperior @),
sel (8),
ditBridge 9}
10.8 ccess point information

There are hree types of access points:

a) An AccessPoint value identifies a particular ‘point at which access to the Directory, specificaly to a
DSA or LDAP server, can occur. When referting to a DSA, the access point shall have a Nane, that of
the DSA concerned, and may have a PresentationAddress, to be used in OSl or IDM comnunications
tothat DSA, in which case labeledURLshall not be present.

When referring to an LDAP server;sthe access point may have a labeledURI component, to[be used in
LDAP communications to thaicLDAP server. When the labeledURI component is present, the ae-title
component and the address\eomponent and the protocolinformation component (if present) shall be
ignored. This way of providing LDAP access point information is deprecated. Instead the format
specified in 11.4 of ITU-T Rec. X.519 | ISO/IEC 9594-5 should be used. Also, in this case the ae-title
and protocolinformation components shall be ignored.

AccessPojnt ::= SET {

ae-litle [O] Name,

address [1] PresentationAddress,

protocolinformation [2] SET SIZE (1..MAX) OF Protocolinformation OPTIONAL,
labeledURI [6] LabeledURI OPTIONAL }

LabeledURI ::= "daboundedDirectoryString

) < A-MasterOrShadowAccessPoint vaue identifies an access point to the Directory. The catedory, either
master or shadow, of the access point is dependent upon whether it points to a namingcontext or
commonly usable replicated area. The chainingRequired component indicates whether chaining is
required for that DSA, i.e., areferral shall not be returned for that DSA.

MasterOrShadowAccessPoint ::= SET {

COMPONENTS OF AccessPoint,
category [3] ENUMERATED {

master 0),

shadow (1) } DEFAULT master,
chainingRequired [5] BOOLEAN DEFAULT FALSE}

¢) A MasterAndShadowAccessPoints value identifies a set of access points to the Directory, i.e., a set of
related DSAs and/or LDAP servers. These access points share the property that each refersto a DSA or
LDAP server holding entry information from a common naming context (or a common set of naming
contexts mastered in one DSA when the value is a value of the nonSpecificknowledge attribute). A
MasterAndShadowAccessPoints value indicates the category of each AccessPoint value it contains.
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The access point of the master DSA or LDAP server of the naming context need not be included in the
Set.

NOTE - Implementors should recognize that it is possible for an LDAP server, even if identified as shadow, to
update entries in response to an LDAP update operation that it receives.

MasterAndShadowAccessPoints ::= SET SIZE (1..MAX) OF MasterOrShadowAccessPoint

An AccessPointinformation value identifies one or more access points to the Directory.

AccessPointIinformation ::= SET {
COMPONENTS OF MasterOrShadowAccessPoint ,
additionalPoints [4] MasterAndShadowAccessPoints OPTIONAL }

In the case of first edition DSAs producing an AccessPointinformation value, the optional component of the
setisabsent. In the case of first edition DSAs interpreting an AccessPointinformation vaue, any
MasterAndShadowAccessPoints value present isignored.

pnoduced for
an AccesgPointInformation value may be of category master or shadow, as determined by the knowledge selection
procedure[of the DSA producing the value. It may be viewed as a suggested access point provided by the DSA
generating| the value to the DSA receiving it. A MasterAndShadowAccessPoints value may-optionally also be
produced fior an AccessPointinformation value. This constitutes additional information which may be emplayed by the
receiving [DSA's knowledge selection procedure to determine an alternative access point.

109 PIT Bridge knowledge

A ditBriddeKnowledge value identifies a particular point at which access to ancther DIT, specificaly to aPSA or an
LDAP seryer, can occur. ditBridgeKnowledge specifies an accessPoint at whieh that DSA or the LDAP $erver may
be accessel.
DitBridgeKnowledge ::= SEQUENCE {
dormainLocallD UnboundedDirectoryString OPTIONAL,
acdessPoints MasterAndShadowAccessPoints.}

domainLofcallD contains a readable description identifying the DA included in the reference.

10.10 [kxclusions

As defined in 10.3, the exclusions component of ChiainingArguments is used to limit the scope of a Search operation
by identifying a number of entries subordinate to-the target object which, together with al of their subordinates, shall
not be included in the processing of a Search.@peration. The exclusion component is defined as a value of the ASN.1
type Exclusions.

Exclusiongs ::= SET SIZE (1..MAX) OF RDNSequence

Each RDNBequence value in theExclusions set should identify the context prefix of a naming context subjordinate to
the target [object. If a DSA receives a search reguest with an RDNSequence value that does not confgrm to this
constraint,| the DSA may ignere that value. The RDNSequence is relative to the target object, and [is not the
distinguishied name of theicontext prefix.

Exclusionp shall be-the-primary distinguished names. Alternative distinguished names and context information may
also be induded.

Exclusionf can,.-besides being part of a user request, be used by DSAS to minimize duplicate information retrned from
Search suljréquésts performed in the presence of shadowed information.

Figure 5 illustrates an example of the use of Exclusions. In this example, a DSA holds two replicated areas, one
beneath the other. One starts with context prefix X, the other with context prefix C. An entry copy at Y has three
subordinate references to naming contexts, A, B and C.

If, as an example, a subtree Search is performed in this DSA, starting with a base object within naming context X, the
DSA can provide information from replicated areas X and C. The information from naming contexts A and B has to be
provided via the subordinate references. When performing request decomposition, continuation references, to be used in
either partialResults or chaining, will specify Y as the target object and C as a single element of an Exclusions set.
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X.518_F05
Figure5— Exclusions

10.11 Continuation Reference
A ContinyationReference describes how the performance of all or part of an operatian ¢an be continued at|a different
DSA, LDAP server, or some combination thereof. It is typicaly returned as a referraldvhen the DSA involved is unable
or unwilling to propagate the request itself.
ContinuatjonReference ::= SET{

targetObject [O] Name,

aligsedRDNs [1] INTEGER OPTIONAL, -- only-present in first edition systems

opgrationProgress [2] OperationProgress,

rdnsResolved [3] INTEGER OPTIONAL,

ref¢renceType [4] ReferenceType,

acdessPoints [5] SET OF AccessPointinformation,

entfyOnly [6] BOOLEAN DEFAULT FALSE,

exdlusions [7] Exclusions OPTIONAL,

retyrnToDUA [8] BOOLEAN DEFAULT FALSE,

nameResolveOnMaster  [9] BOOLEANDEFAULT FALSE}
The varioys components have the following meaning:

a) The targetObject component ihdicates the name which is proposed to be used in continuing the
operation. This might be different from the name received in targetObject of the incoming request if, for
example, an alias has been dereferenced, or the base object in a search has been located.

RDNs in targetObject shall be primary RDNs (for the RDNs already processed). Alternative
distinguished vales with context may be included.

) The aliasedRDBNs component indicates how many (if any) of the RDNs in the target object hame have
been produced by dereferencing an alias. The argument is only present if an alias has been der¢ferenced.

NOTE — This component is provided for compatibility with first edition implementations of the Diregtory. DUAS
(and’DSAs) implemented according to later editions of the Directory Specifications shall always omit this
parameter from the CommonArguments of a subsequent request. In this way, the Directory will not signal an
error if aliases dereference to further aliases.

C —and which
will govern the further performance of the operation by the DSAs named, should the DSA or DUA
receiving the ContinuationReference wish to follow it up.

d) TherdnsResolved component value (which need only be present if some of the RDNs in the name have
not been the subject of full name resolution, but have been assumed to be correct from a cross reference)
indicates how many RDNs have actually been resolved, using internal references only.

€) The referenceType component indicates what type of knowledge was used in generating this
continuation.

f)  The accessPoints component indicates the access points which are to be contacted to achieve this
continuation. Only where non-specific subordinate references are involved can there be more than one
AccessPointinformation item.

g) The entryOnly component is set to TRUE if the original operation was a search, with the subset
argument set to oneLevel, and an aias entry was encountered as an immediate subordinate of the
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baseObject. The DSA which successfully performs name resolution on the targetObject name shall
perform object evaluation on only the named entry.

The exclusions component identifies a set of subordinate naming contexts that should not be explored
by the receiving DSA.

The returnToDUA element is optionally supplied when the DSA creating the continuation reference
wishes to indicate that it is unwilling to return information via an intermediate DSA (e.g., for security
reasons), and wishes to indicate that information may be directly available via an operation over DAP or
LDAP between the originating DUA or LDAP client and the DSA. When returnToDUA s set to TRUE,
referenceType may be set to self.

The nameResolveOnMaster element is optionally supplied when the DSA creating the continuation
reference has encountered NSSRs. If set to TRUE, it signals that subsequent name resolution, i.e.,
matching the remaining RDNs from nextRDNToBeResolved, shall not employ entry copy information,
including writeable copies in a multi-master implementation; subsequent resolution of each remaining
RC mthemester DS ety Tdentifie A RDON(See2071):

11 ind and Unbind
DSABind pnd DSAUnNbind, respectively, are used by a DSA at the beginning and at the endyof*a period of accessing
another D$A. The binding or unbinding of a DSP association shall not, of itself, cause thel@ss of any distributed paged

results whilch were requested in the course of the association.

11.

1 [PSA Bind

A DSABIn|d operation is used to begin a period of cooperation between two ,DSA’ providing the Directory sel
DSABind |::= BIND

ARGUMENT DirectoryBindArgument
RESULT DirectoryBindResult
BIND-ERROR DirectoryBindError

The comppnents of the DSABind are identical to their counterparts in the DirectoryBind (see ITU-T Re
| SO/IEC 9p94-3) with the following differences:

11.

4+ The Credentials of the DirectoryBindArgument allows information identifying the AE-T]
initiating DSA to be sent to the responding DSA. The AE-Title shall be in the form of &
Distinguished Name.

4+ The Credentials of the DirectoryBindResult allows information identifying the AE-T
responding DSA to be sent(to the initiating DSA. The AE-Title shal be in the form of a Di
Name.

4+ The DSA's name «or ‘AE-Title may use alternative distinguished names and may inclu
information.

NOTE + Where names are Gsedin either simple or strong credentials, it is possible to use aternative distinguished ng

vice.

c. X511 |

itle of the
| Directory

tle of the
ti nguished

He context

Imes, if they

exist. However, authenti¢ation and access control based on the name may not work as desired if the primary distinglished name

is not uged. Followingsticcessful processing of an authenticated BIND operation, whatever the name used in the BIN
the bound entities shall thereafter know each other by their primary distinguished names, to facilitate operation of acq
while the BIND is'ir’effect.

2 SA/Unbind

D argument,
ess controls

The unbinding at the end of a period of cooperation between two DSAS providing the Directory service is for the OSI
environment specified in 7.6.4 and 7.6.5 of ITU-T Rec. X.519 | ISO/IEC 9594-5 and for the TCP/IP environment
in 9.2.2 of ITU-T Rec. X.519 | ISO/IEC 9594-5.

12

Chained operations

For each of the operations used to access the Directory abstract service, there is an operation used between cooperating
DSAs in a one-to-one correspondence. The names of the operations have been chosen to reflect that correspondence by
prefixing the names of operations used between cooperating DSAs with the term "Chained".

The arguments, results, and errors of the chained operations are, with one exception, formed systematically from the
arguments, results, and errors of the corresponding operations in the Directory abstract service (as described in 12.1).
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The one exception is the ChainedAbandon operation, which is syntactically equivalent to its Directory service
counterpart (described in 12.2).

12.1 Chained operations

A DSA, having received an operation from a DUA or LDAP client, may elect to construct a chained form of that
operation to propagate to another DSA. A DSA, having received a chained form of an operation, may also elect to chain
it to another DSA. The DSA invoking a chained form of an operation may sign, encrypt, or sign and encrypt the
argument of the operation; the DSA performing the operation, if so requested, may sign, encrypt, or sign and encrypt
the result or error returned by the responder of the operation. A DSA, having received an operation from an LDAP
client or having received an LDAP operation from another DSA, may elect to propagate the original LDAP client-
supplied operation to an LDAP server.

The chained form of an operation is specified using the parameterized type chained { }.
chained { pRERAHON-—operation-OPERAHON—=—
ARGUMENT OPTIONALLY-PROTECTED {
SET {
chainedArgument ChainingArguments,
argument [0] operation.&ArgumentType } }
REBULT OPTIONALLY-PROTECTED {
SET {
chainedResult ChainingResults,
result [O] operation.&ResultType } }
ERRORS { operation.&Errors EXCEPT referral | dsaReferral }
CODE operation.&operationCode }
NOTE 1 — The operations of the Directory abstract service which may be used as the actual parameter of chained { } include the
abandohed error. The presence of this error among the set of possible errors ‘ef-a chained operation reflects th¢ possibility
discussgd in 12.2, that achainedAbandon can be generated for achainedModify operation when a linked associationfails.

NOTE 2 — The definitive specification of the DSA abstract servicein AnnexA applies this parameterized type to conktruct all the
chained|operations of the abstract service.

The argument of the derived operation has the components:

a) chainedArgument — Thisis avalue of ChainingArguments which contains that information, over and
above the original DUA- or LDAP client-supplied argument, which is needed in order for the performing
DSA or LDAP server to carry out the operation. Thisinformation type is defined in 10.3.

) argument — Thisisavalue operatiof’&Argument and consists of the original DUA-supplied argument,
as specified in the appropriate clause of ITU-T Rec. X.511 | ISO/IEC 9594-3, or the origina LDAP
client-supplied argument, as specified in the appropriate clause of IETF RFC 4510.

NOTE 3 -1t may aso be possible to encapsulate PDU types other than those originating from DAP|or LDAP if
deemed appropriate. Spegification of the mechanisms to do so is left for further study.

Should thg request succeed, the result of the derived operation has the components:

@) chainedResult(=\Fhis is a value of ChainingResults which contains that information, over|and above
that to be supplied to the originating DUA, which may be needed by previous DSAs in a ¢hain. This
informationtype is defined in 10.4.

D) result<=<This is a value operation.&Result and consists of the result which is being returped by the
perfarmer of this operation, and which is intended to be passed back in the result to the origingting DUA.
Thisinformation is as specified in the appropriate clause of ITU-T Rec. X.511 | ISO/IEC 9594;3.

Should the request fail, one of the errors of the set operation.&Errors will be returned, except that dsaReferral is
returned instead of referral. The set of errors, which may be reported, is as described for the corresponding operation in

ITU-T Rec. X.511 | ISO/IEC 9594-3. The error dsaReferral isdescribed in 13.2.

122 Chained Abandon operation

A chainedAbandon operation is used by one DSA to indicate to another that it is no longer interested in having a
previously invoked distributed operation performed. This may be for any of a number of reasons, of which the
following are examples:
— the operation which led to the DSA originally chaining has itself been abandoned, or has implicitly been
aborted by the breakdown of an association;

— the DSA has obtained the necessary information in another way, e.g., from a faster responding DSA
involved in the parallel multi-chaining.
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A DSA isnever obliged to issue achainedAbandon, or indeed to actually abandon an operation if requested to do so.

If chainedAbandon actually succeeds in stopping the performance of an operation, then a result will be returned, and
the subject operation will return an abandoned error. If the chainedAbandon does not succeed in stopping the
operation, then it itself will return an abandonFailed error.

123 Chained operations and protocol version

Operations which require a protocol version greater than v1 (such as the modifyEntry operation with certain arguments)
or which return different results when used with a protocol version greater than v1 (such as modifyEntry with a signed
argument) shall only be chained on associations with the same or a greater version number than that used to convey the
request.

13

131

For the mgst part, the same errors can be returned in the DSA abstract service which can be returned in the Directory
abstract sarvice. The exceptions are that the dsaReferral "error” is returned (see 13.2), instead of Referral, and the
following gervice problems have the same abstract syntax but different semantics:

) invalidReference — The DSA returning this error detected an error inthe calling DSA's knpwledge as
specified in thereferenceType chaining argument.

) loopDetected — The DSA returning this error detected a looplin ‘the knowledge information in the
Directory.

I[ntroduction

The preceglence of the errors which may occur is as for their precedence in(the Directory abstract service, as gpecified in
ITU-T Reg. X.511 | ISO/IEC 9594-3.

If an error occurs during a chained operation, the responding DSA may sign, encrypt, or sign and encrypt the error
returned.

13.2 [DSA Referral

The dsaR¢ferral error is generated by a DSA when;;for whatever reason, it does not wish to continue performing an
operation by chaining the operation to one or more other DSAs. The circumstances where it may return a feferral are
described in 8.3.

dsaReferral ERROR ::= {
PARAMETER OPTIONAELY-PROTECTED {

SET {
reference [O] ContinuationReference,
contextPrefix [1] DistinguishedName OPTIONAL,
COMPONENTS OF CommonResults }}

COpPE id-erccode-dsaReferral }

The varioys parametefsthave the following meaning:
a) TheContinuationReference contains the information needed by the invoker to propagate an %Dpropriate

further request, perhaps to another DSA or to an LDAP server. This information type is oecified in
10.11.

b) If the returnCrossRefs component of the ChainingArguments for this operation had the value TRUE,
and the referral is being based upon a subordinate or cross-reference, then the contextPrefix parameter
may optionally be included. The administrative authority of any DSA will decide which knowledge
references, if any, can be returned in this manner (the others, for example, may be confidentia to
that DSA).

A contextPrefix or a Continuation Reference shall be the primary distinguished name. Alternative distinguished values
with context may be included within the valueswithContext component of an AttributeTypeAndDistinguishedValue
of any RDN.

The information provided can optionally be qualified by the use of the notification component of CommonResults.
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SECTION 5 -DISTRIBUTED PROCEDURES

14 Introduction

14.1 Scope and Limits
This clause specifies the procedures for distributed operation of the Directory which are performed by D

SAs. Each

DSA individually performs the procedures described below; the collective action of all DSAs produces the full set of

services provided to users by the Directory.

14.2 Conformance

The descri DS S e-o od ! el 3
ISO/IEC 9594-2 and clauses 7 and 8 of this Directory Specification. The flow charts and their correspond
descriptiorns are one means of mapping a given set of external (DAP, LDAP and/or DSP) inputs to alDSA
more extefnal outputs (i.e., a result, error, referral, or chained requests) produced by that DSA, tepend
particular DSA information tree held by that DSA.

It is probdble that the Directory will be distributed across DSAs implemented accordingc¢to-different edit
Directory Bpecifications, as well as those implemented to support only LDAP. The DUArLDAP client i

request will be unaware as to which edition the DSA or DSAS satisfying the DUA's ofl LDAP client's requeg

been impleémented. Therefore to allow operation in such a heterogeneous environmeént, a DSA shall be i
according fo the rules of extensibility defined in clause 12 of ITU-T Rec. X.519 |ISO/IEC 9594-5.

NOTE 1 — DSAs implemented to support only LDAP may or may not be implemented according to the rules of exten

A DSA implementation shall be functionally equivalent to the externd behaviour specified by these
described here. The algorithms used by a particular DSA implementatioh to derive the correct output(s) fror
inputs and|DSA information tree held are not standardized.
NOTE 2 —-The flowcharts which accompany the procedures arelintended to be used as aids towards underg
procedyres. They are not to be considered as being a precise alternative to the textua descriptions. Where there i
between the textual description and the flowchart for a particular procedure, it is intended that the textual desa
precedence.

14.21 |nteraction involving afirst edition DSA

If the modify operations evaluate across DSA Aboundaries (i.e., addEntry with TargetSystem, Remove or
context prefix), then this Directory Specification only specifies how two second or subsequent edition [
behave. The interaction between two firstedition DSAs, or between a first edition DSA and a second or
edition D$A, is outside the scope of the Directory Specifications. When mixed edition DSAs have a H
operationd binding, knowledge of each other's edition may allow a consistent error to be given to the user.

14.3 onceptual model
The complexity of the ‘Birectory's distributed operation gives rise to a need for conceptual modelling

ibility.
procedures
n the given

tanding the

5 a disparity
ription take

Rename a
DSAs shall
subsequent
ierarchical

using both

narrative gnd pictorial.descriptive techniques. However, neither the narrative nor graphic diagrams should b¢ construed

as aformal descrigtion of distributed Directory operation.

14.4 Ilndividual and cooper ative oper ation of DSAs

The model views DSA operation from two separate perspectives, which, taken together, provide a compl ete, operational

picture of the Directory.

a) DSA-centered perspective — In this perspective, the set of procedures that support the Directory is
described from the viewpoint of a single DSA. This makes it possible to provide a definitive

specification of each procedure and to fully account for their interrelationships and over

al control

structure. Clauses 16 through 22 describe the DSA procedures from a DSA-centered perspective.

b) operation-centered perspective — The DSA-centered view provides complete detail but makes it
difficult to understand the structure of individual operations, which may undergo processing by multiple

DSAs. Consequently, clause 15 adopts a primarily operation-centered view to introduce the
phases applicable to each.
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To support the distributed operation of the Directory, each DSA shall perform actions needed to realize the intent of
each operation and additional actions needed to distribute that realization across multiple DSAs. Clause 15 explores the
distinction between these two kinds of actions. In clauses 16 through 22, both kinds of actions are specified in detail.

145 Cooper ative agreements between DSAs

All DSAs which are in a subordinate/superior relationship due to the naming contexts that they hold have hierarchical
and/or non-specific hierarchical operational bindings between them, depending upon the types of knowledge reference
held by those DSAS.

Hierarchica and non-specific hierarchical operational bindings between DSAs may be administered using the
procedures of clauses 24 and 25, or by other means (e.g., telephone).

A DSA holding entries which are within the administrative area of its superior DSA shall administer the subschema,
shall follow the governing-search-rule (if any) and shall control access to the entries, as required by the administrative
authority. [FheTeguration of entries within an adminisirallve area may be performed as defined n 1TU-T_Rec. X.501 |
| SO/IEC 9594-2 or may be performed by local mechanisms.

15 Distributed Directory behaviour

151  Cooperative fulfilment of operations

Each DSA|is equipped with procedures capable of completely fulfilling all Directory Operations. In the case that a DSA
contains the entire DIB, all operations are, in fact, completely carried out within that DSA. In the case that [the DIB is
distributed across multiple DSASs, the completion of a typical operation is“fragmented, with just a portjon of that
operation ¢arried out in each of potentially many cooperating DSAS.

In the distfibuted environment, the typical DSA sees each operation as'a transitory event: the operation is inyoked by a
DUA, an LDAP client or some other DSA; the DSA carries outprecessing on the object and then directs it toward
another D$A for further processing.

An alterngtive view considers the total processing experieneed by an operation during its fulfilment by multiple,
cooperating DSAS. This perspective reveals the common frocessing phases that apply to all operations.

15.2 PPhases of operation processing

Every Dirgctory operation may be thought of as.comprising three distinct phases:

a) the Name Resolution phaseifywhich the name of the object on whose entry a particular operat|on isto be
performed is used to logate'the DSA which holds the entry;

i) the Evaluation phase in which the operation specified by a particular directory request (e)g., a Read
operation) is actuatly performed;

¢) the Results Merging phase in which the results of a specified operation are returned to the|requesting
DUA or LDAP client. If a chaining mode of interaction was chosen, the Results Merging phase may
involve several DSAS, each of which chained the original request or subrequest (as defined |n 15.3.1 —
Request decomposition) to another DSA during either or both of the preceding phases.

In the cage of (the operations Read, Compare, List, Search, Modify Entry, Modify DN and Remove Eptry, name
resolution [takés place on the object name provided in the argument of the operation. In the case of Add Entry, name
resol ution'stargetentry TS the Tmmediatety superor entry of that provided i theargument of theoperatiom— it can be
easily derived by removing the final RDN from the name provided in the operation argument. (This is done via loca
argument m in the FindDSE procedure of 18.3.1.)

An operation on a particular entry may initially be directed at any DSA in the Directory. That DSA uses its knowledge,
possibly in conjunction with other DSAS, to process the operation through the three phases.

15.21 Name Resolution phase

Name Resolution is the process of sequentially matching each RDN in a purported Name to an arc (or vertex) of the
DIT, beginning logically at the Root and progressing downwards in the DIT. However, because the DIT is distributed
between arbitrarily many DSAs, each DSA may only be able to perform a fraction of the name resolution process. A
given DSA performs its part of the Name Resolution process by traversing its local DSA information tree. This process
is described in clause 18 and the accompanying diagrams (see Figures 9 through 12). Based on its local DSA
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information tree, and the knowledge information contained therein, a DSA is able to infer whether the resolution can be
continued by one or more other DSAS, or whether the name is erroneous.

The Name Resolution phase is constrained to work within aDSA Information Treeif the manageDSAIT service control
option is set.

15.2.2 Evaluation phase

When the Name Resol ution phase has completed, the actual operation required (e.g., Read or Search) is performed.

Operations that involve a single entry interrogation — Read and Compare — may be carried out entirely within the DSA
in which the entry islocated.

Operations that involve multiple entries interrogation — List and Search — need to locate subordinates of the target,
which may or may not reside in the same DSA. If they do not all reside in the same DSA, operations need to be directed
to the DSAs specified in the subordinate, non-specific subordinate, supplier, or master references (as appropriate) to
compl ete theevaruation process.

The Evauation phase is constrained to work within a DSA Information Tree if the manageDSAIFserv|ce control
option is set. Likewise, if the evaluation phase starts within a service specific administrative area,| the eMauation is
constrainefl to that administrative area.

15.23 ResultsMerging phase
The Resul{s Merging phase is entered once some of the results of the Evaluation phase are available.

In those cases where the operation affected only a single entry, the result of the opération can simply be returned to the
requesting| DUA or LDAP client. In those cases where the operation has affected multiple entries on mult{ple DSAS,
results car] be combined. If protection is performed on the results, the results.shall not be combined. The regults should
be returnegl to the DUA or LDAP client without performing merging.

The permigsible responses returned to arequester after results merging-include:

a) acomplete result of the operation;

o) aresult which is not complete because somearts of the DIT remain unexplored (applies fo List and
Search only). Such a partial result may include continuation references for those parts of tie DIT not
explored;

¢) anerror (areferral being aspecia case)siand

d) if therequester wasaDSA, a ChainingResults.

153  Managing Distributed Operations

Information is included in the argument of each operation which a DSA may be asked to perform indjcating the
progress gf each operation as it traverses various DSAs of the Directory. This makes it possible for eagh DSA to
perform the appropriate aspect-of-the processing required, and to record the completion of that aspect before directing
the operatipn outward toward further DSASs.

Additional| procedures arelincluded in the DSA to physically distribute the operations and support other needs arising
from their distribution,

1531 Reguest:decomposition

Request décemposition is a process performed internally by a DSA prior to communication with one or fnore other
DSAs and LDAP servers. A request is decomposed into several subrequests such that each of the latter accomplishes a
part of the original task. Regquest decomposition can be used, for example, in the search operation, after the base object
has been found. After decomposition, each of the subrequests may then be uni-chained or multi-chained to other DSAs
and/or LDAP severs, to continue the task.

The argument of achained request (see 12.1) or subrequest shall be the unmodified operation argument if the operation
was initiated by a DUA and shall be the unmodified LDAPMessage if the operation was initiated by an LDAP client. A
DSA receiving a chained regquest shall not change argument when doing request decomposition.

NOTE —The following subclauses specify that requirement for individua components of argument. This should not be
interpreted to mean that the component not explicitly mentioned can be changed.
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15.3.2 DSA asRequest Responder

A DSA that receives arequest can check the progress of that request using the operationProgress parameter. This will
determine whether the operation is still in the Name Resolution phase or has reached the evaluation phase, and what
portion of the operation the DSA should attempt to satisfy. If the DSA cannot fully satisfy the request, it shall either
pass (by uni-chaining or multi-chaining) the operation on to one or more DSAs and/or LDAP servers which can help to
fulfil the request, or return areferral to another DSA or LDAP server, or terminate the request with an error.

15.3.3 Completion of Operations

Each DSA that has initiated an operation or propagated an operation to one or more other DSAs and/or LDAP servers
shall keep track of that operation's existence until each of the other DSAs and/or LDAP servers has returned a result or
error, or the operation’'s maximum time limit has expired. This requirement applies to all operations, propagation modes
and processing phases. It ensures the orderly closing down of distributed operations that have propagated out into the
Directory.

154 I oop handling

The DIT may be in a state that can cause looping. As an example, looping can occur during name.resolution where
dereferengng one or more aliases brings the resolution back to the same branch of the DIT. Anothéer potentigl cause of
looping is through misconfigured knowledge references.

Within thg context of a particular directory operation, a loop occurs if at any time the opération returns tofa previous
state, whete state is defined by the following components:

4+ thename of the DSA currently processing the operation;
+ thename of thetargetObject as contained within the argument 6fthe operation;
4+ theoperationProgress as contained within the argument of .the operation and as defined in 10/5.

This does hot mean that an operation cannot be processed multiple times by a particular DSA. However, it [does mean
that the D$A will not process the same operation in the same state muiltiple times.

Looping ig controlled using the tracelnformation argument as defined in 10.6, which records the sequence|of states a
particular pperation has gone through. Two strategies are defined to determine whether looping has occurred,|or is about
to occur. Tlhese are loop detection and loop avoidance, andthey are described in 15.4.1 and 15.4.2, respectivdy.

L oop detegtion is mandatory and loop avoidance is optional.

154.1 Il oop detection

On receipt| of a directory operation, a DSA\shall initialy validate the operation to ensure that it can be prodressed. An
important fask of validation is to checktoerloops, by determining whether the current state of the operation|appears in
the sequence of previous states recorded in the tracelnformation argument for that operation. This stgp of loop
checking i 1oop detection.

15.4.2 1L oop avoidance

L oop avoiglance requiresthat a DSA, immediately prior to forwarding an operation to another DSA as part of|a chaining
procedure,| determineswhether the consequential state of the operation (which is the traceltem that the recgving DSA
will add fo tracelnfermation when it receives it) appears on the sequence of previous states recorgled in the
tracelnforpatigh argument for the original incoming operation.

In the casg where referrals are received or acted upon, loop avoidance and loop detection cannot be achieved purely by
examining tracelnformation. In this case, each time a DSA actson areferral, it needs to store the consequential state of
the operation (i.e., the traceltem that the receiving DSA is going to add when it receives the request) along with a
record of the incoming request. Before acting on or returning areferral, a DSA needs to check through this list, in order
to check that an identical request has not been previously sent whilst trying to service the incoming operation.

155 Other considerationsfor distributed operation

155.1 Servicecontrols

Some service controls need specia consideration in the distributed environment in order that the operation is processed
the way that was requested.

a) chainingProhibited — A DSA consults this service control when determining the mode of propagation of
an operation. If it is set, then the DSA always uses referral mode. If, however, it is not set, the DSA can
choose whether to use chaining or referral depending on its capabilities.

ITU-T Rec. X.518 (11/2008) 25


https://iecnorm.com/api/?name=c6a7dd4df2d1b3c875220b7ded38455c

| SO/IEC 9594-4:2008 (E)

b) timeLimit — A DSA needs to take account of this service control to ensure that the time limit is not
exceeded in that DSA. A DSA requested to perform an operation by a DUA, initialy heeds the
timeLimit expressed by the DUA as the available elapsed time in seconds for completion of the
operation. If chaining is required, the timeLimit is included in the chaining argument to be passed to the
next DSA(S). In this case, the same value of the limit is used for each chained request, and is the (UTC)
time by which the operation shall complete to meet the originaly specified constraint. On receiving
ChainingArguments with atimeLimit specified, the receiving DSA respects this limit.

c) sizeLimit — A DSA needs to take account of this service control to ensure that the list of results does not
exceed the size specified. The limit, as included in the common argument of the origina request, is
conveyed unchanged as the request is chained. If request decomposition is required, the same value is
included in the argument to be passed to the next DSA, the full limit is used for each subrequest. When
the results are returned, the requester DSA resolves the multiple results and applies the limit to the total
to ensure that only the requested number is returned. If the limit had been exceeded, thisis indicated in
thereply.

d) priority — In al modes of propagation, each DSA is responsible for ensuring that the Prgcessing of

operations is ordered so as to support this service control, if present.

@) localScope — The operation is limited to a locally defined scope and each DSA shall irot propagate the
reguest outside of this.

f)l scopeOfReferral — If the DSA returns areferral or partial result to a List or.Search operation, then the
embedded continuation references shall be within the requested scope.

All other service controls need to be respected, but their use does not require any special-Consideration in theldistributed
environmgnt.

15.5.2 [Extensions

If a DSA |encounters an extended operation in the Name Resolution phase of processing and determings that the
operation $hould be chained to one or more DSAS, it shall include unchanged in the chained operation any [extensions
present.

NOTE +An Administrative Authority may determine that it.Ns appropriate to return a serviceError with problem
unwillingToPerform if it does not wish to propagate an extension:

If a DSA g@ncounters an extension it does not support inhe-evaluation phase of processing, two possibilitiesmay arise.
If the extension isnot critical, the DSA shall ignore the extension. If the extension is critical, the DSA shall return a
serviceErjor with problem unavailableCriticalExteénsion. A critical extension to a multiple object opefation may
result in both results and service errors of this variety. A DSA merging such results and errors shall digcard these
service errfors and employ the unavailableCritiealExtension component of PartialOutcomeQualifier as described in
ITU-T Reg. X.511 | ISO/IEC 9594-3.

155.3 lias der eferencing

Alias dereferencing is the process-of creating a new target object name, by replacing the alias entry distinguished name
part of the original target object hame with the AliasedEntryName attribute value from the alias entry. The object
name in the operation is not affected by alias dereferencing.

1554 esolving.context-variant names

During thg nametwesolution phase, as RDNSs are processed, a new target object name is created by ensuring that every
AttributeTypeAndDistinguishedValue in the RDN uses the primary distinguished value of that attribute as its value. In
this way, thefarget object name is progressed towards a primary distinguished name. This is done to providg consistent
name handling, in particular where pre-third edition DSAs may be involved in name resolution. The object hame in the
operation is not affected by this substitution.

1555 Paged results

When a DUA include the PagedResultsRequest in the search or list request (see 7.9 of ITU-T Rec. X.511 |
| SO/IEC 9594-3), the paging may be performed by the DSA that is directly bound to the DUA, also called the bound
DSA, or it can be performed by the DSA that holds the baseObject/object entry of the search or list request (possible
after one or more alias dereferencings), also called the initial performer. If the paging is performed by the bound DSA,
which could aso be the initial performer, the paging is called bound-DSA paged results. If the paging is performed by
the initial performer, and the initial performer is different from the bound DSA, then the paging is called DSP paged
results.
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A DSA that supports DSP paged results shall:
—  support DSA-bound paged results;
—  support DSP paged results as bound DSA,;
—  support DSP paged results as an initial performer; and
—  support the entryCount subcomponent of the PartialOutcomeQualifier.

When a bound DSA receives asearch or list request with the PagedResultsRequest included, and the bound DSA is
not the initial performer for that request, then the bound DSA may elect to include the dspPaging parameter in the
ChainingArguments. The initial performer may elect to do DSP paged results. This is signalled to the bound DSA by
including a queryReference in the PartialOutcomeQualifier. This is the queryReference returned to the DUA to be
used for retrieval of the next page.

If the initial performer either does not support DSP paged results or chooses not to perform it, the bound DSA may
perform ngrmal bound-DSA paging

A DSA that is a performer, but is not the initial performer, shal ignore a possible dspPaging comporLent in the
chainingArguments, and it shall honor the sizeLimit service control if present.

15,6  Authentication of Distributed Operations

Users of the Directory together with Administrative Authorities that provide directory services may, at their|discretion,
reguire that directory operations be authenticated. For any particular directory operation, the nature of the authentication
process wijl depend upon the security policy in force.

Two sets gf authentication procedures are available which collectively enable a range of authentication requirements to
be met. Qne set of procedures are those provided by Bind: these faciljitate/authentication between twg directory
application-entities for the purposes of establishing an association. The-Bind procedures accommodate g range of
authentication exchanges from a simple exchange of identities to stronglauthentication.

In addition to the peer entity authentication of an association as frovided by Bind, additional procedures g@re defined
within the|directory to enable individual operations to be authenticated. Two distinct sets of directory authentication
procedures are defined. One facilitates originator authentication’services, which address the authentication, oy a DSA,
of the initiptor of the original service request. The second set’facilitates results authentication services which pddress the
ion, by an initiator, of any resultsthat are returned.

For origingtor authentication, two procedures are.defined, one based upon a simple exchange of identitiles, termed
authentication, and one based upon digital signature techniques, termed signature based authentitation. The
former of |these procedures is rudimentary ‘in-nature since the identity exchange is based upon the efchange of

described belew are to be considered as augmenting those provided by the Bind service; Bind procedures
to have beeneffected successfully prior to authentication of directory operations.

The proceglures to be-€effected by aDSA in providing originator and results authentication are specified in clalise 22.

16 e Operation Dispatcher

The Operation Dispatcher isthe main controlling procedure in aDSA. It guides each operation through the three phases
of processing arequest. The Operation Dispatcher therefore makes use of a set of proceduresto fully process the request
as shown in Figure 6.

16.1 General Concepts
16.1.1  Procedures

Each of the procedures employed by the Operation Dispatcher consists of a definition of its conceptual interfacein terms
of its parameters, i.e., arguments, results and errors, and a description of the procedure steps itself. The behaviour of the
procedures is described by flowcharts and text. Within a flow chart, the used symbols have the following semantics
(see Figure 7).
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16.1.2 Useof common data structures

All procedures make use of some data structures that are available during the processing of an operation within
the Operation Dispatcher. These data structures serve to coordinate the data flow within the Operation Dispatcher. Most
of these structures are directly associated with the argument of the operation and the result to be created for
the operation. Components of the argument and result are referred to using their names within the associated
ASN.1 definition (e.g., the operationProgress component of the chaining arguments). If any of these structures is
acompound structure, a component of this structure may be referred to as compound.component (eg.,
operationProgress.nameResolutionPhase).
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Figure 6 — Operation Dispatcher
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Figure 7 — Symbolsused in flow charts

The following data structures are defined within the Oper ation Dispatcher :

+ NRcontinuationList —A list of continuation references created for( use in the Name [Resolution
Continuation Reference procedure.

4+ SRcontinuationList — A list of continuation references created forluse in the List or Search Cpntinuation

Reference procedure.
4+ admPoints—A list of references to DSEs of type administrative point that is collected dufing Name
Resolution.

4+ referralRequests—A list of the requests or subrequests which have been chained as a result of executing
referrals. Each such request/subrequest is summatised in the form of a Traceltem. Thislist is Yised by the
Loop Avoidance procedure of 15.4.2.

4+ emptyHierarchySelect — A Boolean type variable that can be set in the Hierarchy Selection prodedure. The
variable is assumed to be reset when enteririg Hierarchy Selection procedure the first time during a Search
operation.

4+ streamedResultsOK —A Boolean-type variable that is set in the Name Resolution procedure [to indicate
that streamed results may be accepted for this operation. The default value for thisvariable is felse.

Further, a procedure may use a set of locally defined variables.

16.1.3 Krrors

At each slage of the processing, an error may be detected during the execution of any sub-procedure| The error
identified yithin this sub-precédure is normally returned to the requester as a corresponding protocol error. Ih this case,
the Operatjon DispatcheriSterminated immediately. In the case that multiple errors are received, local procgdures may
select one pf them to.bereturned.

chained sgarch'\subrequest) at certain points of operation processing. In this case, the procedure continuges with its
execution gndno error is returned to the requester.

Alternativgly, a proeedure may choose to process errors (e.g., if a serviceError with problem busy is rEFSrned toa

The DSA may optionally sign the errors returned in a distributed operation based on error protection requested.

16.1.4  Asynchronousevents

During the processing of an operation request within the Operation Dispatcher, several asynchronous events may occur.
The following subclauses specify how to handle an exceeded time limit or size limit or administrative limit, a loss of
association and an Abandon request for an operation that is being processed. The handling of all other asynchronous
events, e.g., local policy decisions, etc., is outside the scope of this Directory Specification.

16.1.4.1 Timelimit

A timeLimit, as specified in the CommonArguments, can expire at any point in time during the operation. In this case,
normally a serviceError with problem timeLimitExceeded is returned to the requesting DUA, LDAP client or DSA
and the Operation Dispatcher is terminated. Alternatively, a procedure may choose to handle this event in a different
way (e.g., during processing of asearch request).
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If a DSA receives a request from another DSA with the time limit exceeded, it shall send a serviceError with problem
timeLimitExceeded without any further processing of the request.

If aDSA has outstanding (sub)reguests, when the timeLimit expires, and there are no results available, it shall return a
serviceError with problem timeLimitExceeded to the requester.

If aDSA has outstanding subrequests, when the timeLimit expires, and there are results available, it shall return a result
to the requester with the following contents:

a) all the collected results, up to the timeLimit expiring;

b) the limitProblem component of the partialOutcomeQualifier result-parameter shall be set to
timeLimitExceeded,;

¢) theunexplored component of the partialOutcomeQualifier result-parameter shall contain a continuation
reference value for each set of DSAs to which subrequests were sent but the result of which is not
included in the result to the requester, in addition to continuation references to DSAs to which this DSA
did not attempt to send subrequesis.

16.1.4.2 1l oss of an association

If the assdciation to the requester is logt, al possibility of returning results is lost. The DSA mayxoptionally for each
outstanding interrogation (sub)request send a chainedAbandon request, unless the association|to the DSA [n question
has also bgen lost. All replies to such chainedAbandon requests and all replies to outstanding (sub)requests shall be
discarded. [In the case of DSP paged results, the bound DSA should cancel outstanding paged results by generating a
new paged result request by making the abandonQuery choice of the PagedResultsReguest.

If the assofiation to one of the outstanding chained subrequests is lost and the assegciation with the requester|is not lost,
the DSA may, for interrogation operations only, optionally try any alternativereference to another DSA thdt is able to
process tz]lz chained request (e.g., areference to a shadow DSA, after loss af the association to the master DEA). If this
does not sficceed, the DSA shall act as follows:

1) If operationProgress.nameResolution is set to notStasted or proceeding, return either aserviceError
with problem unavailable to the requester or a referral” error whose continuation reference cpntains the
set of DSAs that are able to continue the operation:}f non-specific subordinate references are ysed during
the Name Resolution phase and not all the associations in question are lost, optionally attempt to do the
name resolution without the DSAs to which the associations are lost. If this fails, retufn either a
serviceError with problem unavailable, or-areferral error containing the complete set of N S.

If the DSA using loca knowledge knows, possibly reflected in the propriate
MasterOrShadowAccessPoint value, that chaining is required to the DSA to which an asgociation is
lost, it shall elect to send a servieeError with problem unavailable, and the notification component of
the CommonResults data type shall contain:

— adSAProblem notification attribute with the value id-pr-targetDsaUnavailable; and
— adistinguishedName attribute having as value the distinguished name of the DSA.

2) If operationPrdghess.nameResolution is set to completed and the request is a single object operation,
return aserviceError with problem unavailable to the requester.

3) If operationProgress.nameResolution is set to completed and the request is a mulfiple entry
interrogation  operation, the  DSA shall add a  continuation reference  to
partialOutcomeQualifier.unexplored of the operation result, with AccessPointinformation jdentifying
the set of DSASs that are able to continue the operation, including any DSAs to which associgtions have
been lost.

16.1.4.3 Abandoning the operation

During the processing of an operation, an Abandon request can be received for this operation. In this case, during the
processing of the Abandon request, the Abandon procedure is called for the operation to be abandoned.

16.1.4.4 Administrative Limits

There may be limits imposed by the local DSA administrator or by the DSA implementation itself, e.g., the amount of
time to spend on processing a request, or the maximum size of data to be returned, etc. If any of these limits is
exceeded, the DSA shall return either a serviceError with problem administrativeLimitExceeded or a partial result
(taken from the set of already collected results) with limitProblem set to administrativeLimitExceeded.

Additional information shall be returned in adSAProblem notification attribute as follows:

a) if thelimit is imposed by the administrator, the dSAProblem notification attribute shall take the value
id-pr-administratorimposedLimit;
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NOTE - This does not imply that an implementation is required to have customization capabilities for an
administrator to implant administrative limits.
if the limit caused by an implementation restriction and the problem is perceived to be of permanent
nature, the dSAProblem notification attribute shall take the value id-pr-permanentRestriction;

if the limit caused by an implementation restriction and the problem is perceived to be of temporary
nature, e.g., temporary congestion, the dSAProblem notification attribute shall take the value
id-pr-temporaryRestriction.

16.1.45 SizeLimit

A size limit, as specified in CommonArguments, can be exceeded at any point in time during processing of a List or
Search operation. In this case, a partial result (taken from the set of already collected results) shall be returned to the
requester with limitProblem set to sizeLimitExceeded. In addition, the unexplored component may be used for
returning Continuation References of unaccessed DSASs.

Ifitisa
many entri

ch operation and the entryCount search control option is set, the DSA shall make a best estimgte on how
would potentially have been returned had there been no size limit by taking into account access control but

not hierarghical selections, and then return that figure in the entryCount component of the PartialQutconmeQualifier
using the HestEstimate choiceif there are no unaccessed DSAS, otherwise it shall make the lowEstimate choice.

Operation Pispatcher isthen terminated.

16.2 PProcedures of the Operation Dispatcher

The proceglure that is performed by the Operation Dispatcher for processing each,received request (over DAHR, LDAP or
DSP) is ddfined by the following steps. Due to alias dereferencing, this procedure‘may also call itself (alocfl request),

in which cpse alocal reply (rather than aDAP, LDAP or DSP reply) is returned:

1

Py FNEY
~ ~

Fx-1
~

Validate severa aspects of the operation arguments (Regquest Validation procedure). If an error is
encountered during validation, return this error locally-or'ever DAP/LDAP/DSP.

If the operation received was an Abandon operatian, call the Abandon procedure and retyrn a reply
afterwards.

Resolve the name of the target object by exeeuting the Find DSE procedure (which includes|the Target
Found and Target Not Found sub-procedurés). If the requested entry was found and is suitable|(according
to the setting of the service controls, chaining arguments and local policy decisions), contingie with the
Evaluation Phase at step 6). If during“Name Resolution an error was encountered, it is returned. If the
entry was found not to be suitable, continue at step 4).

The Name Resolution Contiguation Reference procedure is called to process the list of Continuation
References as stored in.the NRcontinuationList. In order to process these Continuation References,
chained requests may be issued to other DSAS (if service controls and local policy decision alpw it).

In case of an errorithis error is directly returned either locally or via DAP/LDAP/DSP. If the chained
request generated-aresult, then continue with step 5).

The Result Merging procedure is called to merge the local results with the received Chained|Results. If
the Chained*Results contain embedded Continuation References, these may first be resolved if the
service.gontrols and local policy allow or requireit.

Thissmay cause additional Chained Requests to be issued (whose Chained Results may also contain
embedded Continuation References).

The merged resilts are refurned to the caller, and processing of the request ceases

6)

7)

8)

If protection is performed on the results, the merging of results shall not be performed.
If the operation is a modification operation, continue at step 7).

If the operation is asingle entry interrogation operation, continue at step 8).

If the operation is a multiple entry interrogation operation, continue at step 9).

When carrying out a modification procedure, Operational Bindings may need to be established, modified
or terminated, or shadows may need to be updated as a consequence of performing the operation.
Whether these are done synchronously or asynchronously with the performance of the original operation
depends on the respective modification operations (and on local policy). A local or a DAP/LDAP/DSP
result or error isreturned to the caller.

The result of a single entry interrogation operation is directly returned to the caller as a local or a
DAP/LDAP/DSP result.
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9) If the operation is a multiple entry interrogation operation, then check the nameResolutionPhase of the
operation. If it isnot completed, then call the List(1) or Search(l) procedure, otherwise call the List(11) or
Search(l 1) procedure, respectively.

10) The outcome of a call to the List(I1) procedure (result or error) and the outcome of a cal to the List(l)
procedure (in case that the outcome is an error) can directly be returned to the caller (as a local or a
DAP/LDAP/DSP result).

If the procedure called was the List(l) procedure, the result might contain Continuation References that
have to be dereferenced (depending on service controls and local policy). This may result in chained List
operations being sent off to the respective DSAs. To merge the results continue at step 5) with the call to
the Result Merging procedure.

11) If the operation was a Search operation, any Continuation References are resolved by the Search
Continuation Reference procedure (if required and allowed). This may cause Chained Search requests to
be sent off to the reﬁpectlve DSAs The Result Mergmg procedure [%e step 5)] is caled to merge the

16.3

This claus cher which
are defin

16.3.1

This pro cking prior

to perfornming local name resolution. This procedure also provides default (seftings for those parameters of the
ChainingArgument that are not provided by the DAP or LDAP in the case that-the request came from a DUA or LDAP
client. Further, this procedure singles out any abandon regquest and notifiesthis to Operation Dispatcher.

16.3.2  Abandon procedure

This procddure, described in 20.5, tries to find the operation that iS to be abandoned and terminate it. If th¢re are any
outstandingy subrequests, Chained Abandon operations may be sent after them. The procedure either returng an empty
result to the caller, or an error indication (e.g., abandonErrox, with problem tooL ate).

16.3.3  Kind DSE procedure

This procgdure, described in 18.2 and 18.3, matchesthe components of the name of the target object against|the locally
held DSE{ to resolve the target object name. If an alias DSE is encountered, the alias is dereferenced (if permitted) and
the procedpre is restarted to resolve the new narre.

If the targ¢t was not found, the procedureis continued at the Target Not Found sub-procedure. If the target was found,
the procedpre is continued at the Tar get-Found sub-procedure.
NOTE + Target Not Found and Target Found are continuations of the Find DSE procedure.

The proceflure may result invarious errors, in which case, the associated protocol error is returned to the requester and
the Operatjon Dispatcher isterminated.

16.3.3.1 Target Not-Found sub-procedure

This procgdure~described in 18.3.2, performs an evaluation of the located intermediate DSEs and creatgs a set of
Continuatipn/References in NRcontinuationList, based on the set of knowledge references that have begn detected
during the[Eind DSE procedure. This set of references is then further processed within the Name Resolution Cpntinuation
Reference procedure.

The procedure may result in various errors, in which case the associated error is returned to the reguester and the
Operation Dispatcher isterminated.

16.3.3.2 Target Found sub-procedure

This procedure, defined in 18.3.3, checks if the found DSE is suitable for the requested operation, i.e., in the case where
it is shadowed information. This may include checking the suitability of the whole subtree of shadowed information
below the target object in the case of a multiple object operation (e.g., subtree search).

If the located entry is suitable, the appropriate operation evaluation procedure is invoked. Otherwise, a
ContinuationReference pointing to the supplier (or master) of the information is created in NRcontinuationList and the
Name Resolution Continuation Reference procedure is invoked.
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16.34 Singleentry interrogation procedure

This procedure, described in 19.2, is invoked to actually execute those operations that only affect a single entry, i.e.,
Read and Compare operations. After completion, a reply (result or error) created by the procedure is returned to the
requesting DSA/DUA/LDAP client.

16.3.5 Madification procedures

These procedures, described in 19.1, are executed to process the modification operations, i.e.,, Add Entry, Remove
Entry, Modify Entry and Modify DN. This is done by executing a specific sub-procedure defined for each of these
operations. During (or after) these sub-procedures, DOP and DISP requests may be issued to other DSAs. After
successful completion, aresult (created by the sub-procedures) is returned to the requesting DSA/DUA/LDAP client.

16.3.6 Multipleentry interrogation procedures

These procedures, described in 19.3, are executed to process operations that affect multiple entries which may or may
not be locgted In the same DSA. This Is done by executing specific sub-procedures defined for each of the ch and
List operations to accomplish request decomposition. These procedures create a local result of the operation|evaluation
and optiorfally a set of continuation references in SRcontinuationList. If SRcontinuationList is emptysatithe end of this
procedure,| the created result is directly returned to the requesting DSA/DUA/LDAP client. If it is a Search operation, if
the result |s empty and if the variable emptyHierarchySelect is set, then return in the notification component of the
PartialOuticomeQualifier:

+ asearchServiceProblem notification attribute with the value id-pr-emptyHierarchySelection.

If SReontinuationList is not empty, these continuation references are processed by invoking List or Search Cpntinuation
Reference procedure, according to the operation type.

16.3.7 IName Resolution Continuation Reference procedure
Name Resolution phase. These continuation references are either uSéd*to issue chained subrequests or refurned in a

referral erfor. In the case of chaining, the results or errors returried from the chained request are returned [for further
processing by the Result M erging Procedure.

This pro$ure, described in 20.4.1, processes the continuation references in NRcontinuationList created |during the

16.3.8 list and Search Continuation Reference procedure

These progedures, described in 20.4.2 and 20.4.3, proeess the continuation references in SRcontinuationList |created by
the multiple entry interrogation procedures and either resolve them by issuing chained subrequests or ljy creating
continuatign reference(s) within the partialOutcomeQualifier.unexplored. When results or errors for al qutstanding
have been received, they are returned for further processing by the Result Merging Procedure.

This procg¢dure, described in clause, 21, either examines the result from a chained request or combines the loca
operation fesults with the results-received from the chained subrequests. If a subrequest had returned an|error, this

it) be defeferenced by-'the Name Resolution, List, or Search Continuation Reference procedures, agcordingly.

The merged result (with all merged results and unresolved continuation references) is returned to the [requesting
DUA/LDAPdlient/DSA.

If protection is performed on the results, the merging of results shall not be performed.

17 Request Validation procedure

17.1 I ntroduction

The Request Validation procedure is the entry point of the Operation Dispatcher for inputs from DUAs, LDAP clients
and DSAs, preparing such inputs for Name Resolution processing. The function of this procedure is to detect abandon
operations, to perform security checks, to adjust input received from DUASs or LDAP clients so that it may be processed
in the same way as input received from DSAS, to check the arguments of the request for valid syntax and semantics, to
perform loop detection, and to perform other miscellaneous checks. The flow of Request Validation is depicted in
Figure 8.
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Figure 8 — Request Validation procedure

17.2 Procedur e parameters

17.21  Arguments

The input [argument to Request Validation consists of ChainingArguments (except in the case of chainefiAbandon
operations),ifithe request is received from a DSA, and the argument issued by the originator of the request.

17.2.2 Results

The output result of Request Validation consists of five possibilities.
a) If the security check fails, an error is returned to the requester.
b) If theinput isan abandon or chainedAbandon operation, the output is the argument of the operation.

c) If the arguments of the request are invalid, then an error is returned to the requester. Depending on local
policy, the DSA may choose whether to return aserviceError or asecurityError.

d) If aloop isdetected, aserviceError with problem loopDetected isreturned to the requester.

e) |If, based on resource problems or policy considerations, the DSA is unable or unwilling to perform the
operation, a serviceError (with problem busy, unavailable, or unwillingToPerform) is returned to the
requester. If relevant, aserviceError with problem dataSourceUnavailable may be returned.

34 ITU-T Rec. X.518 (11/2008)


https://iecnorm.com/api/?name=c6a7dd4df2d1b3c875220b7ded38455c

| SO/IEC 9594-4:2008 (E)

f)  Inal other cases, the validated input, transformed by addition of ChainingArguments if received from a

DUA or LDAP client or the update of ChainingArguments.tracelnformation if received from
the output of the procedure and subsequently the input to the Name Resolution procedure.

17.3 Procedur e definition

aDSA, is

The security check described in 17.3.2 is performed. This may result in the return of an error and the termination of the

Operation Dispatcher.

If the input is an abandon or chainedAbandon operation, only the steps in 17.3.1 are subsequently performed,
otherwise the stepsin 17.3.3-17.3.5 are performed. Subclause 17.3.5 describes the loop detection procedure which may

result in the return of an error and the termination of the Operation Dispatcher.

Next, the checks in 17.3.6 are performed. They may result in the return of an error and the termination of the
Dispatcher.

If the chetks in 17.3.2-17.3.6 do not result in the termination of the Operation Dispatcher, the steps@n
performed|and the procedure terminates with the transfer of its output to the Name Resolution procedure:

17.31 bandon processing

Operation

17.3.7 are

The argunpent of an abandon or chainedAbandon is passed to the Abandon procedure, (See 20.5), to process the

abandon request.

17.3.2  $ecurity checks

If the argument to the operation is signed, the signature may be checked. Should the'signature be invalid, or be absent in
acase when it should be present, an error may be returned to the requester. Alternatively, a DSA may perform any other

locally defjned action.
17.3.3 |Input preparation
17.3.3.1 DDUA or LDAP client request

If the opergtion isreceived from a DUA or LDAP client, aChainingArguments valueis created as follows:
@) ChainingArguments.originator is set asdescribed in 10.3.

) ChainingArguments.operationProgress is set to the value of
CommonArguments.operationProgress.

¢) ChainingArguments.tracelnforimation is set to a sequence containing a single Traceltem

incoming value.

completion of_the operation), ChainingArguments.timeLimit is set to the (UTC) time by
operation shall_éompl ete to meet the user's specified time limit.

@) ChainingArguments.AuthenticationLevel and ChainingArguments.Uniqueldentifier are sg
to thetocal security policy.

f) ChaningArguments.nameResolveOnMaster is copied from
CemmonArguments.nameResolveOnMaster.

Clagias A + 1 H Cloaiad A £ UV o VU PP~
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alue. This

value is constructed as follows. Traceltem.dsa is set to the name of the DSA executing Request
Validation. Traceltem.targetObject shall be omitted. Traceltem.operationProgress is pet to the

q) If the service contral of the operation specifies a time limit (the available elapsed time in geconds for

which the

according

ChainingArguments.referenceType are copied from CommonArguments.exclusions,

CommonArguments.entryOnly and CommonArguments.referenceType if they are present,
they are omitted.

h) If the manageDSAIT option is set in the ServiceControls, then:
— thenameResolutionPhase component of operationProgress shall be set to completed;
— thenextRDNToBeResolved component of the operationProgress shall be omitted;
— referenceType shall take the value self;
— entryOnly shall take the value FALSE;
— nameResolveOnMaster shall take the value FALSE; and
— thechainingProhibited option in ServiceControls shall be set;
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— the remaining optional elements of ChainingArguments are omitted, with default values being
assumed where specified.

i) If the manageDSAIT option is not set in the ServiceControls, then the remaining optional elements of
ChainingArguments are omitted, with default values being assumed where specified.

j)  ChainingArguments.SecurityParameters.ProtectionRequest is used to indicate the level of protection
(no signing or signing) to be applied to the results.

17.3.3.2 LDAP request

If the operation is received from an LDAP client, a ChainingArguments value is created as per 17.3.3.1, with the
exception that ChainingArguments.operationProgress shall be set to nameResolutionPhase notStarted, and the
valuesfor ChainingArguments.exclusions, ChainingArguments.entryOnly, and ChainingArguments.referenceType
shall be omitted.

17.3.3.3 [PSA+eqdest

If the operption is received from a DSA, ChainingArguments.tracelnformation is updated by appendingaalue at the
end of seqiience Traceltem. Thisvalueis constructed as follows:

a) Traceltem.dsa isset to the name of the DSA executing Request Validation.

) Traceltem.targetObject is set to the value of ChainingArguments.targetObject unless the object
(or baseObject in the case of a Search operation) of the requesty.argument is identica to
ChainingArguments.targetObject, in which case Traceltem.targetObject shall be omitted.

¢) Traceltem.operationProgress is set to the value of ChainingArguments.operationProgress
If the operption is received from a DSA, and if ChainingArguments.streamedResults contains a value gredter than or

equal to 1] then if and only if the DSA understands streamed results and is willing to accept streamed results for this
operation, jncrement the value of ChainingArguments.streamedResults by 1.

17.34 alidity assertion

The operation shall be checked for valid syntax and semantics ot its arguments according to the rules contdined in the
clauses defining each operation (e.g., it should be checked that.the nextRDNToBeResolved does not provide a number
exceeding [the number of RDNs in the targetObject). .lfthe request is detected to contain invalid argyments, the
operation ils terminated and an error is returned to the usery depending on the kind of invalidity detected.

17.35 L oop detection

If any two|Traceltem values of ChainingArguments.tracelnformation (as prepared in 17.3.3) are identical, |processing
of the operation has returned to a previous-state, i.e., a loop has been detected. In this case, a serviceBrror (with
problem IdopDetected) shall be returnedito’'the requester and the Operation Dispatcher terminates.

17.3.6 Unable or unwilling toperform

Request Validation may assess.available resources and determine that the operation cannot be performed. It may also
determine,| based on policy ‘eonsiderations, that the operation should not be performed. In these cases, a serviceError
(with prolllem busy, unavailable, or unwillingToPerform) may be returned to the requester and the Operation
Dispatcher terminates:

If aDSA hy local"means can determine that the problem is related to unavailability of local DIB resources, if shall send
a serviceKrrgr with problem unavailable, and the notification component of the CommonResults dataf type shall
contain:

— adSAProblem notification attribute with the value id-pr-dataSourceUnavailable; and
— adistinguishedName attribute having as value the distinguished name of the DSA.
17.3.7 Output processing

In the final phase of Request Validation the validated input, transformed by addition of ChainingArguments if received
from a DUA or an LDAP client, or the update of ChainingArguments.tracelnformation if received from a DSA, is
returned and employed as input to the Name Resolution procedure.
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18 Name Resolution procedure

18.1 I ntroduction

This clause describes the Name Resolution procedure, its Arguments, Results, and its possible Error conditions. As
shown in Figure 6 (Operation Dispatcher), the Name Resolution procedure consists of two procedures:

—  Find DSE procedure;

—  Name Resolution Continuation Reference procedure.

The Find DSE procedure is described in three flow charts, namely Find DSE, Target Found, and Target Not Found. The
Find DSE procedure matches the target entry name to locally stored DSES, component by component. If the target entry
is found locally, then Find DSE continues with the Target Found sub-procedure, which then calls the Check Suitability
procedure to check the suitability of the found DSE for evaluation. If the target entry is not found locally, then Find DSE
continues with the Target Not Found sub-procedure prepares Continuation Reference(s) to be added to the
NRcontinuptionList for the Name Resolution Continuation Reference procedure to dispatch it.
— Name Resolution shall perform name matching against multiple distinguished values differentiated’by] context, as
in 9.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2, when determining a match.

— Name Resolution may fail if a pre-third edition superior DSA holds a subordinate reference to,an entry held in alater
edition PSA and the RDN for that entry includes contexts. Name Resolution will fail against the shadew copy of ar] entry when

18.2 ind DSE procedur e parameters
18.2.1 rguments
The proceglure uses the following arguments:

@ ChainingArguments.tracelnformation;
ChainingArguments.aliasDereferenced;
ChainingArguments.aliasedRDNs;
ChainingArguments.excludeShadows;

q ChainingArguments.nameResolveOnMaster;

i ChainingArguments.operationProgress (nameResolutionPhase, nextRDNToBeResolved);
@) ChainingArguments.referenceType,

M) ChainingArguments.targetObject;

i ChainingArguments.relatedEntry;

] ChainingArguments.streamedResults;

K) the operation type;

I)  the operation@rgument.

NOTE + Where no actual\values exist, default or implied values are used, as specified in 10.3.

18.2.2 [RResults

There are fwo cases of successful outcome from Find DSE (indicated by entry suitable or entry unsuitable):

The first | successful case returns (from the Target Not Found sub-procedure) Continuation Referpnce(s) in
NRcontinuationList which is then passed on to the Name Resolution Continuation Reference procedure to continue the
Name Resolution phase.

The second successful case returns (from the Target Found sub-procedure) a (reference to a) DSE, which is passed to
one of the Evaluation procedures.

18.2.3 Errors

The following errors may be returned:

a) serviceError: unableToProceed, invalidReference, unavailableCriticalExtension,
requestedServiceNotAvailable;

b) nameError: noSuchObject, aliasDereferencingProblem, contextProblem.
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18.2.4 Global variables

The procedure uses the following global variables:

— NRcontinuationList list to store the Continuation Reference(s) needed to continue name resolution in the
Name Resolution Continuation Reference procedure.

—  StreamedResultsOK to store the determination of whether this DSA may chain streamed results in
response to this operation.

18.25 Local and shared variables

The procedure uses the following local variables:
a i Index used to identify the component of the target name being worked on.

b) m Thelength of the target object name to be used in name resolution. For operations that name resolve
to the parent entry, i.e., Add Entry, m is set to (the number of RDNs in the target object) — 1. For all other
operations, m is set to the number of RDNs in the target object.

) lastEntryFound Index, so that DSE(lastEntryFound) is the last matched DSE that is of typelentry.
) lastCP Index, sothat DSE(lastCP) isthe last shadowed context prefix encounteregl.
) candidateRefs A set of continuation references.

The sharedl variable admPoints (defined in Operation Dispatcher) is also used. For convenience, compongnt i of the
target object name is denoted as N(i).

18.3 rocedures

NOTE 1 There are some texts in the flow chart that are only relevant to specific operations. Thisis not shown in thelflow charts,
but is described in the accompanying text.
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18.3.1 Find DSE procedure
See Figure 9.
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Figure 9 —Find DSE procedure
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The target object name is determined as follows:

a)
b)

0)

If thetargetObject is present in the ChainingArguments, the value of that component is used.

If the relatedEntry, but not the targetObject, is present in the ChainingArguments, the b
component of the JoinArgument identified by the relatedEntry is used.

NOTE 1 - Thisisonly relevant for a protected search request.

If neither the relatedEntry nor the targetObject is present in the ChainingArguments,
(baseObject) component of the operation argument is used.

This procedure attempts to resolve the target object name locally.

40

1)

2)

aseObject

the base

Initialize the local variables lastEntryFound and lastCP to 0; admPoints and candidateRefs to an empty

set, and initiadizei to 0.
Comparei and m. If they are not equal, then continue at step 5).

L5
~

H tba ara ocu ol o e i f o [ Plo. H lotack Lf oot lotael UV
Oy arC Cqua; CRCCRTT Tam enReSoOTuatromT TaSt TS o PTeTtet T MO ComTPTeTet T ContTio

Not Found sub-procedure.

If the nameResolutionPhase is completed and the manageDSAIT critical extensiomis set,
with entry suitable.

If nameResolutionPhase is completed, then check if any immediate subordipate:of DSE(i) i

prefix (of typecp).

— If one (or more) immediate subordinate DSE(S) is of type cp, then return'with entry suital
NOTE 2 —Thiscaseisfor List (11) and Search (I1) subrequests.

— If no immediate subordinates of DSE(i) are of type cp{ then continue at Target
sub-procedure.

Try to find amatch for the (i + 1)-th component of the target-object name with the name of a g
of the last matched DSE. In the case of i = 0, try to mateh one of the DSEs immediately sub
the root DSE. If no match can be found, continue at Target Not Found sub-procedure. If asing
found, increment i, and store the matched DSE as theti-th element in the vector of found DSES|

e at Target

hen return

S a context

le.

Not Found

jubordinate
prdinate to
ematchis

NOTE 3 — Name matching includes handling of multiple distinguished values differentiated by comtext, where

known, as described in 9.4 of ITU-T Rec. X.501 | 1SO/IEC 9594-2.

If more than one match is found, then return-anameError with problem contextProblem.

NOTE 4 —For example, this can be the“case when an AttributeTypeAndDistinguishedValue in
name contains multiple distinguished-attribute values differentiated by contexts and different of
match vauesin different target names.

If i equalsnextRDNToBeResplved, then check if the following two conditions are both met:
— theChainingArgument.nameResolveOnMaster is TRUE;

—  DSE(i) isnot amaster entry.

If both conditions.are met, then return serviceError with problem unableToProceed.

a purported
hese values

NOTE 5 —Thisindicates the use of nameResolveOnMaster to avoid multiple paths to the same targgt object.

Check allthe’DSE type bits of DSE(i). For each type bit, some processing is potentially req
action.to’'take for each type found is given below:

— «JIfboth the cp and shadow bits are set, then remember the index i in lastCP.
~- If the admPoint bit is set, check the administrativeRole operational attribute. If thisis

uired. The

the start of

an autonomous administrative area, then empty the admPoints list. If thisis the start of 0

ne or more

specific administrative areas, then check the admPoints list and remove any existing points that are
no longer relevant (i.e., their roles have been superseded by the new administrative point). Store

DSE (i) in the list.

— If one of the subr, xr, immSupr, or ditBridge bits is set, then generate a continuation reference
using the specificknowledge attribute with operationProgress.nameResolutionPhase Set to
proceeding, nextRDNToBeResolved set to i, targetObject constructed from the resolved
components using primary RDNSs (alternative distinguished values may be included in the RDNSs)
concatenated with the remaining unresolved components, and accessPoints and referenceType set
as appropriate. Add the continuation reference to the list of continuation references in candidateRefs.

— If the entry bit is set, then test for i equal to m (and therefore the target object n
completely matched). If i does not equal m, then remember the found entry

ame being
by setting

lastEntryFound to i and continue processing the type bits of DSE(i). If i and m are equal, continue at

step 8).
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If the subentry bit is set, then test for i equal to m (and therefore the target object name being
completely matched). If they are equal, then continue at Target Found procedure; if they are not
equal, then return anameError with problem noSuchObject.

If the alias bit is set, test if dontDereferenceAliases is Set.

If dontDereferenceAliases is not set, the aias can be dereferenced. Therefore, set
chainingArguments.aliasDereferenced to TRUE, nameResolutionPhase to notStarted, the name
of the target object to the aliasedEntryName as supplied in the dias entry concatenated with the
remaining unmatched components of the previous target object name (i.e., concatenate with the
(i + 1)-th to m-th component of the previous target object name). Second and subsequent edition
DSAs do not set aliasedRDNs (whereas first edition DSAs set aliasedRDNs to the number of
RDNs in aliasedEntryName). Start Name Resolution again by continuing at step 1).

If dontDereferenceAliases is set, then the alias cannot be dereferenced. Check if the target object
name has been processed completely by comparing i and m for equality. If they are equal (and the

)

Tame therefore futty matched), themcontimueat T arger Found Su-procedure. Hthey are not equal
(and the name therefore not fully matched), then return nameError with problem
aliasDereferencingProblem.

For all other possible DSE types, no action is needed. Internally mark that DSE-type ag processed
and continue processing the still unprocessed DSE type bits of the DSE(i).

If al type bits of DSE(i) are processed, then continue at step 2).

Check if nameResolutionPhase iscompleted. If it isnot, then continugat Target Found sub-procedure.

If the nameResolutionPhase is aready completed and the manageDSAIT critical extensionfis set, then

return with entry suitable.

Otherwise, check if any of the DSEs immediate subordinate toO\DSE(i) is a Context Prefix (and therefore
of typecp). If thereis (one or more), return entry suitable. Iffione of the immediate subordinale entriesis

of type Context Prefix, then return aserviceError with problem invalidReference.

NOTE 6 — Thiscaseisfor List (11) and Search (I1) subreguests.
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18.3.2 Target Not Found sub-procedure

See Figure 10.
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Figure 10 — Target Not Found sub-procedure
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This sub-procedure is called when the target object name is not found in the local DSA. This sub-procedure determines
the best type of knowledge reference to use to continue name resolution, unless an error is detected in which case the
error is returned.

1)

2)

3)

When continuing from Find DSE procedure, distinguish between the three possible phases of the Name
Resolution phase.

— If nameResolutionPhase isnotStarted, continue at step 2).
— If nameResolutionPhase isproceeding, continue at step 8).
— If nameResolutionPhase iscompleted, continue at step 12).

If an entry was found (lastEntryFound not equal to 0), set nameResolutionPhase to proceeding and
continue at step 9).

If no entry was found (lastEntryFound=0), then check if the DSA isaFirst Level DSA.
If itisaFirst Level DSA, then the root DSE does not contain a Superior Reference and therefore is not of

Fx-1
~—~

type supr. Inthis case, continue at step 4).

If the DSA isnot aFirst Level DSA, then the root DSE contains a Superior Reference and.therefore is of
type supr. In this case, generate a Continuation Reference using the superior knowledgeas found in the
root DSE. Set:

— targetObject to the name of the target object constructed from the resolved comporjents using
primary RDNs (alternative distinguished values may be included in the”/RDNSs) concatgnated with
the remaining unresolved components;

— operationProgress.nameResolutionPhase to notStarted;
— referenceType to superior; and
— accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation ‘References in candidateRefs. Gontinue at
step 6).
Check if the operation was directed to the root entry(m = 0?). If it was, continue at step 5). If|it was not,
generate a Continuation Reference using any NSSR-knowledge found in the root DSE. Set:

— targetObject to the name of the target, object constructed from the resolved comporjents using
primary RDNs (alternative distinguishied values may be included in the RDNs) concatgnated with
the remaining unresolved components,

— operationProgress.nameResolutionPhase to proceeding;

— operationProgress.nextRDNToBeResolved to 1;

— referenceType to nonSpecificSubordinate; and

— accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation References in candidateRefs. Gontinue at
step 6).
At a First Leve~DSA, only List or Search operations may be performed with the root enfry as base
object. Therefore, if the operation was not a List or Search operation, return nameError with problem

noSuchQbiject. If it was a List or Search operation, set nameResolutionPhase to completed|and return
with éntry suitable.

Check if there are any Continuation References in candidateRefs. If candidateRefs is empty and

partialNameResolution is FALSE, return nameError with problem noSuchObject. If candidateRefs is
empty and partialNameResolution is TRUE then in the result set partialName Ito TRUE,

7)

8)

9)

nameResolutionPhase to completed, and return with entry suitable. Otherwise, continue at step 7).

Use a local selection function to choose a Continuation Reference from the list of Continuation
References in candidateRefs, add it to the list of Continuation References in NRcontinuationList and
return with entry unsuitable.

If the DSA was unable to proceed with Name Resolution (in which case lastEntryFound is less than
nextRDNToBeResolved), continue at step 11). Otherwise, continue with next step.

If DSE(i) is a shadow DSE with incomplete subordinate knowledge (subordinateCompletenessFlag is
FALSE), then generate a Continuation Reference from the supplierkKnowledge attribute found in
DSE(lastCP). Set:

— targetObject to the name of the target object constructed from the resolved components using
primary RDNs (alternative distinguished values may be included in the RDNs) concatenated with
the remaining unresolved components;
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18.3.3

This sub-f
checksif t

44

10)

operationProgress.nameResolutionPhase to proceeding;

operationProgress.nextRDNToBeResolved to lastEntryFound;

referenceType to supplier; and

accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation References in NRcontinuationList,
with entry unsuitable.

If the last entry found contains a NSSR (DSE(lastEntryFound) is of type nssr), then
Continuation Reference from the NSSR knowledge found in DSE(lastEntryFound). Set:

and return

generate a

— targetObject to the name of the target object constructed from the resolved components using
primary RDNs (alternative distinguished values may be included in the RDNs) concatenated with

the remaining unresolved components;

— operationProgress.nameResolutionPhase {0 proceeding;

D
2

Py
~—

"arget Found sub-procedure

rocedure is entered when the target object name matches with an entry DSE locally. This sub
ne found entry is suitable for processing the regaest locally (it is shown in Figure 11):

— operationProgress.nextRDNToBeResolved to lastEntryFound+1;
— referenceType to nonSpecificSubordinate; and

— accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation References in candidateRefs. ¢
step 7).

If DSE(lastEntryFound) is not of type nssr, then continue at step 6).

If chainingArguments.referenceType is of type nssr, then continue'aistep 13), otherwise at
Return serviceError with problem invalidReference.

If i + 1isequa to nextRDNToBeResolved, then the request was routed here due to an NS
DSA is unable to proceed with name resolution; insthis case, return serviceError wit
unableToProceed; otherwise continue at step 12).

Call the Check Suitability procedure.
If the entry is suitable (entry suitable); then do the following:
— set nameResolutionPhaséto completed;

— compare the value.in_ChainingArguments.streamedResults (if present) with the
elementsin ChainingArguments.tracelnformation; if equal, set StreamedResultsOK tg

—  return entry suitabte.

If the entry iS not suitable (entry unsuitable), then generate a Continuation Reference
supplierknowlédge attribute found in DSE(lastCP). Set:

— targetObject to the name of the target object constructed from the resolved compori
primary RDNs (aternative distinguished values may be included in the RDNs) concat€
the remaining unresolved components,

—~ operationProgress.nameResolutionPhase to proceeding;

ontinue at

step 12).

R and the
h problem

-procedure

number of
true; and

using the

ents using
nated with

T

D

4)

i D + 0 1 d-tao. >
UPUI atruTiTt IUyICJQ.IICI\LI\ UDUT\COUTVTCU U III,
— referenceType to supplier; and
— accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation References in NRcontinuationL
entry unsuitable.

ist. Return

NOTE - If the localScope service control is set, however, the DSA could, based on local policies, decide to

consider this entry as suitable and proceed asin step 2).

If a critical extension is not supported (unsupported critical extension), then return service
problem unavailableCriticalExtension.
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Figure 11 — Target Found sub-procedure

Check Suitability procedure

This procgdure is called to decide whether a found DSE is suitable for perferming the requested ope
It takes into account the ChainingArguments, the ServiceControls; the arguments as supplied k
pn type and the characteristics of the DSE (shadow, subordinateknowledge, attributes present, etc.).

X.518 |

F11

ration (see
y the user,
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Figure 12 — Check Suitability procedure
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18.3.4.1 Procedure parameters

The input argument to this procedure is:

areferenceto aDSE;

the operation type for which the suitability of the DSE isto be checked,;
the ChainingArguments; and

the operation argument.

The output is either entry suitable, entry unsuitable, or unsupported critical extension.

1)

2)

If the DSE is not of type shadow and it is not of type writeableCopy, then check if all
criticalExtensions are supported. If they are, then return entry suitable, else return unsupported critical

extension.

The DSE is of type shadow. Return entry unsuitable, if any of the following is true:

Fx-1
~

—  Therequested operation type is a modification operation.

—  Theservice control dontUseCopy is Set.

Otherwise, continue with the next step.

If the DSE is of type writeableCopy, return entry unsuitable if either of the foHowing is true:

—  The requested operation type is a modification operation and the service control dontU
Set.

seCopy is

—  The requested operation type is a query operation and the service’control allowWritealpleCopy is

not set.
Otherwise, return entry suitable.

If the service control copyShallDo is set, then check if al ¢riticalExtensions are supported.
then return entry suitable, €lse return unsupported criticakéxtension.

If the service control copyShallDo is not set, then check if al criticalExtensions are suppor
are, then go to step 5) elsereturn entry unsuitable:

Distinguish between operation types:

If List operation, continue at step 6).

If Read operation, continue at step 7)«

If Search or Compare operation, continue at step 8).

If the entry has full subordinate Knowledge, the List operation can be performed. In this case, 1
suitable, otherwise return-entry unsuitable.

f they are,

ed. If they

eturn entry

If all the requested attributes are present in the DSE, then return entry suitable. If some atfributes are

missing, then determine by local means whether the shadow copy holds al the attributes h
master (e.g., by Treference to the shadowing agreement). If they are, the entry is suitable (r
suitable). Otherwise, the supplier may hold the requested attributes which are not present at t
in this case,\the request has to be chained (return entry unsuitable).

If the-opeération is search with searchAliases set to TRUE and the DSE is of type ali
chaimingArguments.excludeShadows is FALSE return entry suitable, if it is TRUE rd
unsuitable.

eld by the
Bturn entry
he shadow;

as then if
turn entry

If the DSA supports the matching rule for comparing or searching as requested and the o

peration is

11)

compare or search operation with subset of baseObject, then continue at step 7). If the DSA supports
the matching rule and the operation is search with subset oneLevel or subtree, then continue at step

10). Otherwise return entry unsuitable.
If chainingArguments.excludeShadows is TRUE, then return entry unsuitable. Otherwise,

check the

local understanding of the shadowed information specification against the operation filter and selection.

If al necessary entries and attributes are present, then return entry suitable. If any entry or
missing, then return entry unsuitable.

atribute is
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19 Operation evaluation

This clause defines the procedure that a DSA shall follow if the target entry of an operation has been found locally
(during Name Resolution). According to the type of operation, one of the following proceduresisinvoked:

— For an addEntry, chainedAddEntry, removeEntry, chainedRemoveEntry, modifyEntry,
chainedModifyEntry, modifyDN or chainedModifyDN operation, the procedures in 19.1 shal be
followed.

— For aread, chainedRead, compare or chainedCompare operation, the procedures in 19.2 shall be
followed.

— For asearch, chainedSearch, list or chainedList operation, the proceduresin 19.3 shall be followed.

191 M odification procedure

S-+Athredgh19-4.4 shall be

A d o tlha oo £ P2 H PV 1N atiaon—th P HIZo V= dAafinadl i il
CCOr In WNC Ly DO U TTTUUNTTUALTUTNT UP T ALTUT, LTS CUNTCOPJUTNIUTTTY PHULTUUTN GO UTTTTICU T L

followed.

19.1.1 Add Entry Operation

1) The DSA shall check that the initiator has sufficient access rights, e.g., as défined, inf 11.1.5 of
ITU-T Rec. X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

2) The DSA shal assure that an entry with the name of the entry to be added does not alrgady exist.
Otherwise, it shall return an updateError with problem entryAlreadyExists. If the superior| DSE is of
additional type nssr, the DSA shall follow the procedure defined in 19.1.5 (Modify Operations
and NSSRs) to ensure that the name of the new entry is unambiguous. If the name of the éntry to be
added includes multiple distinguished values differentiated hy-gontext for some attribute ip the final
RDN, the DSA shall assure that none of the possible alternative RDNs that may be construgted yields
(regardless of context) a name for an entry that already exists:

3) If targetSystem is present, and the AccessPoint.js not that of the current DSA, go to|step 4). If
targetSystem isnot present, or is present and the Ac€essPoint isthat of the current DSA, go o step 5).

4) If the entry is a subentry, the DSA shall returi:updateError with problem affectsMultipleD$As. If the
entry is not a subentry, the DSA has alocal choice as to whether or not it wishes to establish g HOB with
the specified DSA. If it does not, the DSA shall return serviceError with problem unwillingTloPerform,
otherwise the DSA shal establish .ashierarchical operational binding (HOB) with the specified
subordinate DSA. If the DOP is suppérted, the procedure in 24.3.1.1 shall be followed. Othenwise, local
means are used to establish the HOB. If the subordinate DSA is unwilling to establish the pperational
binding, aserviceError with prablem unwillingToPerform is returned for the addEntry operation. If the
HOB is successfully established, continue at step 7).

NOTE 1 — This step ©f the procedure does not apply to the creation of autonomous administrativie areas in a
subordinate DSA.

The DSA shall ensure that the new entry conforms to the sub-schema, or that the new subentry| or DSE of
other types conferm to the system schema (e.g., that the immediate superior DSE of a subentry is of type
admPoint)slf not, it shall return an appropriate updateError or attributeError, else it shall afid the new
DSE. If-entry, continue at step 7). If subentry, continue at step 6). Otherwise, appropriate knowledge
management procedures for the other types of DSE are executed. See Section 6.

%) TheDSA shall forward, at an appropriate time, a modify operational binding to al relevant subordinate
DSAs with which it has hierarchical or non-specific hierarchical operational bindings. T
bindings are those which are associated with naming contexts that are subordinate to the su
Naming contexts whose context prefixes correspond to autonomous administrative points are not
relevant. If the DOP is supported, the procedures in 24.3.2.1 and 25.3.2 shall be followed. If the DOP is
not supported, local means shall be used to modify the RHOBS.

NOTE 2 — An appropriate time is specified by the DSA administrator, and might range from immediately after

(or even before) the operation result is returned to a periodic strategy (e.g., at an appointed hour). The time may

vary depending upon the reason for the modification, e.g., updates to ACI taking immediate effect and changes to
schema being done periodically.

7) If the added entry or subentry is within the UnitOfReplication of one or more shadowing agreements,
then the shadow consumers shall be updated using the procedures of the Directory information shadow
service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.

’x.
~
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Figure 13 —Add Entry procedure

1) ThexDSA shal check that the initiator has sufficient access rights, e.g., as defined, inf 11.2.5 of
ITW-T Rec. X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

2) . "The DSA shall ensure that the entry to be removed is a leaf entry. Otherwise, the DSA shall return an
updateError with problem notAllowedOnNonLeaf.

3) The DSE type of the entry to be removed is checked. If subentry, continue at step 5). If cp, continue at
step 6). If entry or alias, continue at step 4). Otherwise, appropriate knowledge management procedures
for the other types of DSE are executed. See Section 6.

4) Remove the entry or dias entry and continue at step 7).

5) Remove the subentry. At an appropriate time, modify the operational bindings of al relevant subordinate

DSAs with which the current DSA has hierarchical or non-specific hierarchical operational bindings. The
relevant bindings are those which are associated with naming contexts subordinate to the superior DSE.

Naming contexts whose context prefixes correspond to autonomous administrative points are not
relevant. If the DOP is supported, the procedures in 24.3.2.1 and 25.3.2 shall be followed. Otherwise,
local means shall be used. Continue at step 7).
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6)

7)

Remove the naming context. If the DSA has a hierarchical operational binding for this naming context, it
shall terminate the hierarchical operational binding with itsimmediately superior DSA. If the DSA has a
non-specific hierarchical operational binding for this naming context, and this is the last naming context
of the non-specific hierarchical operational binding, then it shall terminate the non-specific hierarchical
operational binding with its immediately superior DSA. If the DOP is supported, the procedures
in 24.3.3.2 and 25.3.3.2 shall be followed. Otherwise, local means are used to terminate the RHOB.

If the removed naming context, entry, alias entry or subentry was within the UnitOfReplication of one or
more shadowing agreements, then the shadow consumers shall be updated using the procedures of the
Directory information shadow service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.

If the removed subordinate or non-specific subordinate reference in the immediately superior DSA
(whose RHOB was terminated), was within the UnitOfReplication of one or more shadowing
agreements, then the shadow consumers shall be updated using the procedures of the Directory
information shadow service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.

hierarchical binding

Fails
Check ACI > > REeturn Return )
{ ITOT ) <

Note
Return. shadow(s
Is target ?) leaf No >( UpdateError will need tp
entry k notAllovedOnNonLeaf be update
Remove the
entry or
entry/alias alias
Apply appropriate
Type of DSE to Remoye procedures for DSE >
be removed? DSE type
subentry Remove the Schedule modification
cp subentry of RHOBs with >
i subordinate DSAs
Non-specific Last Naming Remove naming

Context? context

exists?

Terminate NHOB
with superior DSA

A 4

Wit SUperior DSA

!‘ Terminate HOB N X.518_F14

Figure 14 — Remove Entry procedure

Modify Entry Operation

1)

2)

The DSA shall check that the initiator has access rights, e.g., as defined, in 11.3.5 of ITU-T Rec. X.511 |
ISO/IEC 9594-3. If not, an appropriate error is returned.

The modifications to the entry or alias shall conform to the sub-schema. The modification to a DSE of
other types, including subentry, shall conform to the system schema. Otherwise, the DSA shall return an
appropriate updateError or attributeError. After performing the modifications, if the target DSE is of
type subentry, continue at step 3); if the target DSE is of type entry or alias, continue at step 4);
otherwise, appropriate knowledge management procedures for the other types of DSE are executed. See
Section 6.
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The DSA shall, at an appropriate time, modify the operational bindings with all relevant subordinate
DSAs with which it has hierarchical or non-specific hierarchical operational bindings. The relevant
bindings are those which are associated with naming contexts that are subordinate to the administrative
point that the modified subentry islocated below. Naming contexts whose context prefixes correspond to
autonomous administrative points are not relevant. If the DOP is supported, the procedure in 24.3.2.1
and 25.3.2 shall be followed. Otherwise, local means are used.

If the modified entry, alias entry or subentry was within the UnitOfReplication of one or more
shadowing agreements, then the shadow consumers shall be updated using the procedures of the
Directory information shadow service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.

1

WM odify DN operation

Return
Check\ Fails ‘( Return \

Error

Note
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be modified? Sub-schema Update entry will need to
be updated
Check Return UpdateError
System-schema or AttributeError
Schedule modification
DSE of RHOBs with >
subordinate DSAs
Other
DSE type
wp Take appropriate
action for DSE type
X.518_F15

Figure 15— Modify Entry procedure

The DSA-shall check that the initiator has sufficient access rights, eg., as defined in| 11.4.5 of
ITU-T-Rec. X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

If the operation is either to move an entry or to both move an entry and change its Relative Ditinguished
Name, go to step 3). If the operation isto only change the Relative Distinguished Name of an ¢ntry, go to

3)

4)

Sep 4.
The operation shall be performed according to the definition in 11.4.1 of ITU-T Rec. X.511 |
ISO/IEC 9594-3. If either the old superior, the new superior, the entry or any of its subordinates are not
in this DSA, or if the new superior has NSSRs, then the operation shall be rejected with updateError
with problem affectsMultipleDSAs. The DSA shall ensure that no other entry with the new name
dready exists. Otherwise, it shal return an updateError with problem entryAlreadyExists. The DSA
shall ensure that the new name of the entry conforms to the subschema. Otherwise, it shal return an
appropriate attributeError or updateError. If none of these problems arise, then move the entry
(changing the RDN if required) and go to step 9).

The following text is applicable to changing the relative distinguished name of an entry, which may or
may not be aleaf entry, and which may or may not have one or more subordinates in one or more DSAS.
The DSE type of the entry to be renamed is checked. If subentry, continue at step 7). If cp, continue at
step 6). If entry or alias, continue at step 5).
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5) The DSA shall ensure that no other entry with the new name already exists. Otherwise, it shall return an
updateError with problem entryAlreadyExists. If the superior DSE of the entry to be renamed is of
additional type nssr, the DSA shall follow the procedure defined in 19.1.5 (Modify Operations and
NSSRs) to ensure that the new name of the entry is unambiguous. If the new name includes multiple

6)

distinguished values differentiated by context for some attribute in an RDN, the DSA shall

assure that

none of the possible RDNs that may be constructed yields (regardless of context) a name for an entry that
aready exists. The DSA shall ensure that the new name of the entry conforms to the subschema.
Otherwise, it shall return an appropriate attributeError or updateError. Rename the entry or alias entry.

If the entry is a non-leaf entry and has subordinates in other DSAS, continue at step 8),
continue at step 9).

shall return an appropriate attributeError or updateError.

otherwise

The DSA shall ensure that the new name of the naming context conforms to the subschema; otherwise, it

If the DSA has a HOB with the superior DSA, then the subordinate DSA shall attempt to modify the

HOB before rpcpnnrii ngta the M ndify DN nlnprafinn The Qlllhpl’inr DSA_shall ensure that no

ther entry

§

q

9 If the renamed naming context,-entry or any of its subordinates, alias entry or subentry is

with the new name already exists, before accepting the modification. If the DOP is_sup

ported, the

procedure in 24.3.2.2 shall be followed. If the DOP is not supported, it is alocal matter-how lZe HOB is

modified and the new name is checked for uniqueness. If the HOB is successfully’ modifi
naming context has subordinate naming contexts in other DSAS, go to step 8); othenwise, go td
the HOB cannot be modified, return updateError with problem affectsMultipleDSAs.

If the DSA has a NHOB for this naming context with the superior DSA, thetbhow duplicate
detected is outside the scope of this Directory Specification. Rename the-entry. If the naming
subordinate naming contexts in other DSAS, go to step 8); otherwise, go to'step 9).

) The DSA shall ensure that the new name of the subentry conformsto the system schema. Of
shall return an appropriate attributeError or updateError. ThesBSA shall ensure that no oth
with the new name aready exists. Otherwise, it shall return an updateError wit
entryAlreadyExists.

) The DSA shall, at an appropriate time, modify the opérational bindings of al relevant subordi
with which it has hierarchical or non-specific hierarchical operational bindings. The relevant b
those which are associated with all naming contexts that are subordinate to the entry being r
relevant naming contexts that are subordinate to the administrative point whose subentry wa
Naming contexts whose context prefixes™correspond to autonomous administrative poir
relevant. If the DOP is supported, the procedures in 24.3.2.1 and 25.3.2 shall be followed.
local means shall be used to update the, RHOBS.

UnitOfReplication of one or mere shadowing agreements held by the DSA, then the shadow
shall be updated using the-~procedures of the Directory information shadow service s
ITU-T Rec. X.525 | ISONEC 9594-9.

If the entry, aliasentry or subentry was within the UnitOfReplication of one or more
agreements held-ly-the DSA, and the superior of the renamed entry, alias entry or subentry iS
this UnitOfReplication, the shadow consumers shall be updated using the procedures of th
shadow service’specified in ITU-T Rec. X.525 | ISO/IEC 9594-9; in this case the shadowed
its subordinates shall be removed.

If the entry, alias entry or subentry was not within the UnitOfReplication of one or more
agreements held by the DSA, and the renamed entry, alias entry or subentry is now
UnitOfReplication, the shadow consumers shall be updated using the procedures of thd

, and the
step 9). If

entries are
context has

herwise, it
br subentry
W problem

nate DSAS
ndings are
Pnamed, or
5 renamed.
ts are not
Otherwise,

within the
consumers
pecified in

shadowing
not within

Directory
try and all

shadowing
ithin this
Directory

Shadow service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9: in this case the shadowed emtry and all

its subordinates shall be shadowed.

If the renamed subordinate reference in the immediately superior DSA [whose HOB was modified in

step 6) above] is within the UnitOfReplication of one or more of its shadowing agreement

s, then the

shadow consumers shall be updated using the procedures of the Directory information shadow service

specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.
If components of a RHOB with a subordinate DSA [as modified in step 8) above] are

within the

UnitOfReplication of one or more shadowing agreements held by the subordinate DSA, then the shadow
consumers shall be updated using the procedures of the Directory information shadow service specified

inITU-T Rec. X.525 | ISO/IEC 9594-9.
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Figure 16 —Modify DN procedure

19.1.5 Madify operations and Non-Specific Subor dinate References

If aDSA has NSSRs and does not know the complete set of names of the subordinates of an entry, to which either:
a) anaddEntry operation has been directed; or
b) amodifyDN operation has been directed,

then the DSA may perform the following set of procedures prior to performing the operation.

1) If the chainingProhibited service control option is set on the addEntry or modifyDN operation, return
updateError with problem affectsMultipleDSAs.

2) If the DSA is unwilling or unable to multi-chain outgoing requests, return serviceError with problem
unwillingToPerform or unavailable, respectively.
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3) The DSA shall multi-chain a chainedReadEntry operation to each master DSA in the set of
accessPointinformation of the NSSR. (The DSA shall only use the master DSA from each
MasterAndShadowAccessPoints due to transient inconsistency caused by shadowing.) The parameters
of the Read Argument shall be set as follows:
object to either the name of the entry to be added (in the case of addEntry), or to the proposed name

of an existing entry (in the case of modifyDN).
selection the object class attribute.
The parameters of CommonArguments shall be set asfollows:
— setthedontDereferenceAliases service control option;
— set OperationProgress.nameResolutionPhase to completed.
The parameters of ChainingArguments shall be set asfollows:
— set originator to the name of the originator;
— targetObject isomitted;
— set OperationProgress.nameResolutionPhase to proceeding and nextRDNToBeRgsolved to
(number of RDNs in the object name) — 1;
— Settracelnformation to an empty sequence;
— setreferenceType to nonSpecificSubordinate;
— timeLimit, as appropriate according to the incoming request.
Other parameters, e.g., SecurityParameters, may be set as appropriate,e.g., by local policy.

4) The DSA waits for the complete set of responses. If any of theTesponse is a ReadResult, then an error
shall be returned asin 6) below.

%) If all responses are serviceError with problem unableToProceed, operation evaluation may proceed.

®) |If aReadResult isreturned, an updateError with problem entryAlreadyExists shall be returped for the
original operation.

T If any other eror is returned to the%readEntry request, a serviceError withh problem
unwillingToPerform shall be returned.

The DSA feceiving the chainedRead request shall give aresponse according to the presence or not of the ertry, and its
access confrol policy.

19.2 $ingle entry interrogation procedure

The operafions read, chainedRead, cenipare, and chainedCompare fall into the group of single entry interrogation
procedureg. These procedures contain only the following three steps:

1) Check access control; as described in clause 9 of ITU-T Rec. X.511 | ISO/IEC 9594-3. If the gperation is
disallowed, returnithe appropriate security error.

2) Perform the.operation on the found DSE as described in clause 9 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

3) Preparethereply, and return.

193 Multiple entry interrogation procedure

Accordin

ta-the type aof infprrng:::’rinn nlnpr:-\tinn (Iicf or anrr‘h)’ the. r‘nrmq’\nnriing Ihl’nr‘P(‘Il wes defined in 19.3.1

and 19.3.2 shall be followed.

1931

List procedures

This subclause specifies the evaluation procedure specific to list and chainedList operations.

The List (1) Procedure shall be followed when the List request's operationProgress.nameResolutionPhase component
is set to notStarted or proceeding and when the DSA, after performing Name Resolution, finds that it holds the base
object. The List (11) Procedure shall be followed when the List request's nameResolutionPhase component is set to
completed.

54
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19.3.1.1 Procedure parameters

19.3.1.1.1 Arguments

The arguments that are used by this procedure are:

the ListArgument;
the target DSE €;

operationProgress of the chainingArgument.

19.3.1.1.2 Results

If this procedure is successfully executed, it returns:

aset of subordinates of ein listinfo.subordinates;

limitProblem indicated in partialQutcomeQualifier:

19.3.1.2 §

193121

TheList (I
]

’
4

3

Procedur e definition

List (1) procedure

)
)

procedure consists of the following steps as depicted in Figure 17:

aset of continuation references in SRcontinuationList.

If the service control subentry is set, then go to step 5); otherwise, go to.step 2).

If DSE e is of type nssr, then add a Continuation Reference to SReontinuationList with thg
components:

— targetObject to the primary distinguished name of the DSE e (alternative distinguished
be included in the RDNSs);

— aliasedRDNs absent;

— operationProgress with nameResolutionPhase set to completed and nextRDNtoB
absent;

— rdnsResolved absent;
— referenceType set to nonSpecificSubordinate;

— accessPoints set to a set .@faccessPointinformation each derived from a val
nonSpecificknowledge attribute of DSE e.

For each DSE € immediately subordinate to DSE e execute the following steps:

following

alues may

PResolved

ue of the

a) Check the ACI in ghifravailable. If the ACI disalows listing the RDN of e, then skip this DSE. If

the ACI is not available (for example in the case of subordinate references and glue),
local policy whether to proceed.

b) Check all theIDSE typesof €.
i) Ifieisof type subr, then there are two cases. In the first case, the subordinate entryf

henitisa

'SACI and

object classis available locally, in which case, based on local policy and the ACI's permission,

add the RDN of €' to listinfo.subordinates with aliasEntry set to TRUE if € isof ty
fromEntry set FALSE. The other case is when the ACI of the entry is not availal
which case add a Continuation Reference to SRcontinuationList with the
components:

pesa, and
leiné€, in
following

— targetObiject to the primary distinguished name of the DSE e (aternative distinguished

values may be included in the RDNS);
— aliasedRDNs absent;

— operationProgress  with  nameResolutionPhase set to completed and

nextRDNtoBeResolved absent;
— rdnsResolved absent;

— referenceType set to subordinate;

— accessPoints set to the value contained in the specificKnowledge attribute of DSE €'

ITU-T Rec. X.518 (11/2008)
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ii) If the DSE € is of type entry or glue, then add the RDN of € to listinfo.subordinates with
aliasEntry set to FALSE and fromEntry set according to whether € isacopy.

NOTE — In the case that € isglue, it must have one or more subordinates which implies it cannot be an
aliasin the master DSA. Also, any ACI relevant to the List operation is stored in this DSE, supplied via
the shadowing protocol.

iii) If the DSE € isof type alias, then add the RDN of € to listinfo.subordinates with aliasEntry
set to TRUE, and fromEntry set according to whether € isa copy.

¢) Check if time, size or administrative limit is exceeded. If so, set limitProblem accordingly in
partialOutcomeQualifier and return.

d) Continuefrom step 3) @) until al subordinate DSEs have been processed.

4) If al subordinates DSEs have been processed, return to the Operation Dispatcher.

5) For each subentry e immediately subordinate to DSE e, execute the following steps:

4

—acheck the ACHT s theACHdsatows tistimg the RENof = themskip this DSEOttgrwise, add
the RDN of € to listinfo.subordinates with aliasEntry set to FALSE and fromEntry.sé{ according
to whether € isacopy.

b) Check if time, size or administrative limit is exceeded. If so, set limitProblem acc@rdingly in
partialOutcomeQualifier and return.

)  Return to the Operation Dispatcher.

56
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Figure17 —List (1) procedure

19.3.1.2.2|List (LI)procedure
The List (1]) proeedure consists of the following steps as depicted in Figure 18:
1 . .

a) If ¢ isnot an entry or alias, continue with the next immediate subordinate.
b) Check ACI in €. If the operation is disallowed by the ACI, continue with the next immediate
subordinate of e.

¢) Add the RDN of DSE € to listinfo.subordinates, with the aliasEntry component of
listinfo.subordinates according to whether € is an aias, and the fromEntry component set
depending on whether € is a copy or not. Ignore those DSEs of type shadow or writableCopy, if

excludeShadows is TRUE.
d) Check if time, size or administrative limit is exceeded. If so, set the limitProblem of
partialOutcomeQualifier accordingly and return.

€) Continuefrom step 1) @) until al subordinate DSEs have been processed.
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2) If al subordinate DSES have been processed, check if this subrequest came from DAP or DSP. In case
this subrequest is submitted via DAP, and the ListResult is empty, then return a serviceError with
problem invalidReference to the Operation Dispatcher. Otherwise, the ListResult isreturned.

NOTE —invalidReference is used as a security precaution in case the user does not have access to the

superior entry. If the superior's entry ACI is available (provided by the RHOB), then a null result may be
returned if allowed.

( ] ( TistResult ]
Enter

Return
ServiceError

. . N result?
invalid reference

Process each DSE e' immediately subordinate to DSE e

All es
processed

=

set limitProblem
partialOutcomeQualjfier

) Next e'
Check Fails
ACI

DK

Time,
size, administrative
limit exceeded?

Yes

.518_F18

Add RDN of e' to listinfo. Set aliasEntry
and fromEntry according to DSE type

Figure 18 —List (I1) procedure

19.3.2  $earch procedures
This subcl puse specifies the evaluation procedure specific to search and chainedSearch operations.

The  Sdarch-rule-check (1) procedure  shall be  followed when the  search request's
operationProgress.nameRésplutionPhase component is set to notStarted or proceeding and when the DSA, after
performing Name Resolution, finds that it holds the target object. If this procedure returns an error, returp with that
error. Othgrwise, the Search (1) procedure shall be followed.

The Search-rule-check’(11) procedure shall be followed when the search request's nameResolutionPhase component is
set to comppleted ) If this procedure returns an error, return with that error. Otherwise, the Search (I1) procedyre shall be
followed.

NOTE —When nameResolutionPhase IS completed, the target object Is expected to be the immediate superior of a context
prefix.

19.3.2.1 Procedure parameters

19.3.2.1.1 Arguments

The arguments that are used by this procedure are;
— theSearchArgument;
— thetarget DSE €;
— operationProgress of the ChainingArguments;
— exclusions of the ChainingArguments (alist of RDNsto exclude from search);

— tracelnformation of the ChainingArguments;
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searchRuleld of the ChainingArguments;
chainedRelaxation of the ChainingArguments; and
relatedEntry of the ChainingArguments.

19.3.2.1.2 Reaults

If this procedure is successfully executed, it returns:

aset of matched Entriesin searchResult.entryinformation;

alreadySearched in ChainingResults;

dependent on conditions, a count in the partialOutcomeQualifier.entryCount; and
aset of continuation references in SReontinuationList.

19.3.2.2 Procedure definition

19.3.2.2.1|Related Entry Argument procedure

This procgdure is only relevant if the search request has a joinArguments component and ChainingArgliments (if

any) does hot have arelatedEntry component.

1

If the search request is protected, generate a DSP request for each element,’of the joinArguments
component each including the original DAP request or LDAPMessage. The'ChainingArgunments shall
be asfollows:

— if the incoming request has a ChainingArguments with compofent originator, the vgue of this
component is copied into the originator component of generated requests; otherwise, thejuse of this
component is determined by local security policy;

NOTE — The receiving DSA may not be able to make use.of. the name given in this component, [as it is from
aseparate DIT.

— theoperationProgress component shall be omitted or set to default value;

— the tracelnformation, aliasDereferenced, * aliasedRDNs, returnCrossRefs, gentryOnly,
exclusions, nameResolutionOnMaster, ‘searchRuleld, chainedRelaxation componertts shall be
omitted; and

— the relatedEntry component is set™o a vaue corresponding to the relative positjon of the
JoinArgument that applies to-the DSA to which the request is forwarded; wherg the first
JoinArgument is given the value O, the next one the value 1, etc.

If the incoming search request’is not protected, generate a DSP request for each element of the
jointArguments componentwhere the SearchArgument shall be generated as follows:

— the baseObject omponent shall be copied from the joinBaseObject componegnt of the
corresponding JoinArgument;

—  the subset~component shall be copied from the joinSubset component of the corfesponding
JoinArgument;

— thefilter ‘component shall be copied from the filter component of the corresponding Joinfirgument;
and

— «the remaining components shall be as in the original request, except that the joinArgunents and
joinType components shall be omitted.

The ChainingArguments shall be as above for protected requests, except that the relatedEntry

3)
4)

5)
6)

component shall be omitted.
Call the Operation Dispatcher for each request to be locally continued.

If the Operation Dispatcher returns areferral error, or busy, or unavailable errors then add (or make and
add) the continuation reference to partialOutcomeQualifier of SearchResult, and return.

If the Operation Dispatcher returns other errors, discard it and return.
If the Operation Dispatcher returns a SearchResult, then:
i) If theresult issigned, add it to uncorrelatedSearchinfo in SearchResult.

ii) If the result is not signed, perform the join process as specified in ITU-T Rec. X.511 |
|SO/IEC 9594-3.
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19.3.2.2.2 Search-rule check procedure (1)

This procedure is only relevant, if the DSA supports service specific administration areas.

If the searchRuleld component is present in the ChainingArguments, the operation is the result of an aias
dereferencing procedure during a previous evaluation phase. Then, if the target DSE is within a service specific
administrative area having a different dmdid, or if the target DSE is outside a service specific administrative area,
return with an unwillingToPerform service error. Otherwise, select the appropriate search-rule based on information in
searchRuleld and return.

NOTE 1 — Service administration has been defined as a critical extension. When a DSA, which does not support service

administration, receives a chained search request with a searchRuleld component, it will return a serviceError with problem
unavailableCriticalExtension.

If the searchRuleld is not present and the target DSE is outside a service specific administrative area; or if it is within
such an area, but no subentries are associated with that area, return.

If the targdl DSE ISWIThin a Service Speciiic administralve area and the tracelnformation reveals that the op
been in aprevious evaluation phase, return with an unwillingToPerform service error.

NOTE 2 — This is the situation where a search has started its initial evaluation outside a service specific administrat
now attémpts to spread into a different service specific administrative area.

Otherwise| the following procedure is followed:

1

Locate all search-rules associated with the target DSE, i.e., al search-rulesiin/service subent
the target DSE within its subtree specifications (e.g., by use of the searchiRulesSubentry
attribute). These search-rules are in the following called candidate<search-rules. If there &

eration has
ve area and
ies having

bperational
re no such

search-rules, generate a service error with problem requestedServiceNotAvailable, include into the

notification component of the CommonResults asearchServiceProblem attribute with the
unidentifiedOperation, and return.

If the serviceType and/or the userClass service controls are’included in the search request,
search-rules not complying with those service controlsfrom the candidate-search-rules. If th
list empty, generate a service error with problem fequestedServiceNotAvailable; incl
notification component of the CommonResults the information as detailed below and return:

— asearchServiceProblem attribute with the'value id-pr-unidentifiedOperation;

— if the serviceType service control was included in the search request, a serviceType att
the value of that service control.

Split the candidate-search-rule list upiinto four lists (some of which may be empty):

— aGoodPer mittedSR list eontaining all the candidate-search-rules to which the requester
permission and with which the search request complies according to the search-validation
specified in clause 23.6f ITU-T Rec. X.511 | ISO/IEC 9594-3;

NOTE 3 - If thislist is not empty, there is no reason to create the other lists.
— aMatchProblemSR list containing al the candidate search-rules to which the requester

aueid-pr-

iminate all
leaves the
de in the

ribute with

has invoke
procedure

has invoke

permissioniand with which the search request complies except for matchingUse in omfe or more

request-attribute-profiles,

— aBadPermittedSR list containing al the candidate-search-rules to which the requester
pevmission but with which the search request does not comply;

< Na DeniedSR list containing al the candidate-search-rules to which the requester doe)
invoke permission.

has invoke

5 not have

5)

6)

7)

[T the GoodPer mittedSR TSt contans one or more empty Ssearch-rule, Select using focal algor
these empty search-rules as the governing search-rule and return.

If the GoodPermittedSR list is not empty, discard al search-rules except those with t
userClass indication.

thm one of

he highest

Select one of the remaining search-rule in the GoodPer mittedSR list as the governing-search-rule, using

local algorithm, and return.

NOTE 4 — If in the list above there are severa search-rules to select from, the implementation should log the

incident for administrative attention, as the search-rule definitions probably need re-working.

If the MatchProblemSR list is not empty, select one of its search-rules following an algorithm similar to
the one specified in 5) and 6) above; generate a service error and associated information as detailed

in 13.4 of ITU-T Rec. X.511 | ISO/IEC 9594-3, and then return.
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8) If the DeniedSR list is empty, continue with 10); otherwise, discard any search-rule from the list with
which the search request does not comply and discard any empty search-rule. If the list is now empty,
continue with 10); otherwise generate a service error with problem requestedServiceNotAvailable;
include in the notification component of the CommonResults the subcomponents detailed below, and
return:

— asearchServiceProblem attribute with the value id-pr-unavailableOperation;

— if al the remaining search-rules in the DeniedSR list have the same value in the serviceType
component, aserviceType attribute with that value.

9) If the BadPermittedSR is empty, generate a service eror with  problem
requestedServiceNotAvailable; include into the notification component of the CommonResults the
subcomponents detailed below and return:

— asearchServiceProblem attribute with the value id-pr-unidentifiedOperation.

0 Hbered - o S SOHEGC-9594-3-taken in order,
check the search request against the remaining search-rulesin BadPer mittedSR, and then far pach item:

— if the search complies with the item for some search-rules, but not for al search-rulés, fiscard the
search rules with which it does not comply;

— if the BadPermittedSR now only holds one search-rule, perform the \pfocedure specified in
clause 13 of ITU-T Rec. X.511 | ISO/IEC 9594-3, and return;

—  otherwise, the next item is checked.

11) If the BadPermittedSR now only holds search-rules with which the search does not comply agcording to
the procedure so far, generate a service error with problem requestedServiceNotAvailable;|include in
the notification component of the CommonResults the subconpenents detailed below and refurn:

— asearchServiceProblem attribute with the value id-pr-GnidentifiedOperation;

— if al the search-rules in BadPer mittedSR specifiesithe same service-type, a serviceTyge attribute
with that service-type as value.

12) For each numbered item in 13.2 of ITU-T Rec. X:511 | ISO/IEC 9594-3 taken in order, check] the search
reguest against the remaining search-rulesin BadPer mittedSR, and then for each item:

— if the search complies with the item for"some search-rules, but not for all search-rules, fiscard the
search rules with which it does not.comply;

— if the BadPermittedSR nowenly holds one search-rule, perform the procedure specified in
clause 13 of ITU-T Rec. X.5117 ISO/IEC 9594-3, and return;

— otherwise, the next item is ¢hecked.

13) For each numbered item-in\13.3 of ITU-T Rec. X.511 | ISO/IEC 9594-3 taking in order, checl the search
reguest against the remaining search-rulesin BadPer mittedSR, and then for each item:

—  if the searchsgamplies with the item for some search-rules, but not for all search-rules, fiscard the
search rules with which it does not comply;

— if thezBadPermittedSR now only holds one search-rule, perform the procedure specified in
clause’13 of ITU-T Rec. X.511 | ISO/IEC 9594-3, and return;

— Jotherwise, the next item is checked.

14) ,Generate a service error with problem requestedServiceNotAvailable; include in the njotification
component of the CommonResults the subcomponents detailed below and return:

— asearchServiceProblem attribute with the value id-pr-unidentifiedOperation;

— if al the search-rules in BadPer mittedSR specifies the same service-type, a serviceType éttribute
with that service-type as value.

19.3.2.2.3 Search-rule check procedure (11)
This procedure is only relevant, if the DSA supports service specific administrative areas.

If the searchRuleld is not present, and all the immediate subordinate entries (context prefixes) of the target DSE are
service specific administrative points, then return with a serviceError with problem unwillingToPerform. If, however,
some of the subordinate entries are not service specific administrative points, then select the corresponding naming
contexts for the search evaluation and return.
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If the searchRuleld is present, each subordinate entry of the target DSE is checked to verify that it is within the same
service specific administration area as the target DSE. If not, the corresponding naming context is excluded from the
search. If there are remaining naming contexts (including ones in the performing DSA) in which the search can
continue, select the search-rule identified in searchRuleld and return. If there are no remaining naming contexts in
which the search can continue, generate aserviceError with problem unwillingToPerform and return.
NOTE — The latter should not occur if knowledge information is consistent between the DSA and the DSA holding the superior
naming context.

19.3.2.2.4 Entry information selection
For matched entries and for entry selected as part of hierarchy selection, attribute information is selected as the
intersection of:

a) what is specified by the searchArgument.selection, possible modified by the default context
specifications, and for matched entries also by the searchArgument.matchedValuesOnly;

p—what Tsdetermimed by thegovernimg-searcrrrate (it any)-
This entry [information is added to the list of entries in sear chResult.entryl nfor mation.

Only add gttributes whose size (type and all values) is not greater than the attributeSizeLimit.

19.3.2.2.5|Search (1) procedure

Thisis a recursive procedure that applies to a search request that starts at a given target'entry e. It searcheg the target
entry e and then processes the DSEs immediately subordinate to e. The procedure is invoked by itself recursively in the
case that ajwhole subtree is to be searched. The procedure consists of the following,steps as shown in Figure 19:

1) If thetype of DSE eis of type cp (a DSE at a context prefix),-check if any element of the gxclusions
argument is a prefix of the DN of e.
a) |If so, return.
b) Else, call Check Suitability.
i) If e is unsuitable, make a continuationReference as follows and gdd it to
SRContinuationL ist:
— targetObject set to the DN of DSE ¢;

— operationProgress  with ¥ nameResolutionPhase set to proceedjng and
nextRDNtoBeResolved St to the number of RDNsin e;

— all other components of continuationRefer ence are unchanged.

Then return.

NOTE 1 - Thisiisthe only place when asearch subrequest is chained to a shadow's supplier. In other
words, the target object for such a chained subrequest is always a context prefix.

ii) Else, addtheDistinguished Name of eto alreadySearched in ChainingResults.
NQTE'2 — alreadySearched only contains context prefixes.

2) If eisof typealias and searchAliases in SearchArgument is TRUE, then call Search Alias procedure and

then return.

3) If subset isonelLevel, then proceed to step 6).

NOTE 3 — The e cannot be subordinate incomplete at this point since the Check Suitability at the cqntext prefix
should have ascertained that this cannot happen.

4) If subset isbaseObject, or if entryOnly iSs TRUE then continue with this step: otherwise, go tp step 5).

If one of the following is true:

a) eisof typesubentry and the service control subentry is set; or

b) eisnot of type subentry and the service control subentry is not set, then do the following steps:
i) Check ACI. If the operation is disallowed, return.

i) Apply the filter argument specified in the SearchArgument.filter to the DSE e. Ensure that
access to all attributes used in the filter is permitted as defined in ITU-T Rec. X.501 |
ISO/IEC 9594-2. If the filter matches and if the entry is not excluded due to hierarchy
selection, add the attribute information as specified in 19.3.2.2.3.

iii) If the hierarchySelection search control is included in the search request (possibly modified
by a search-rule specification), the entry is part of a hierarchical group having more than one
member, and more than the self indication is set, then call the Hierarchy Selection (1) procedure.
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Then return.

5) If subset issubtree (and entryOnly is not TRUE), and in addition one of the following is true;
a) eisof typesubentry and the service control subentry is set; or

b) eisnot of type subentry and the service control subentry isnot set, then do the following steps:

i)
i)

i)

Check ACI. If the operation is disallowed, go to step 6).

Apply the filter argument specified in the SearchArgument filter to the DSE e. Ensure that
access to al attributes used in the filter is permitted as defined in ITU-T Rec. X.501 |
ISO/IEC 9594-2. If the filter matches and if the entry is not excluded due to hierarchy
selection, add the attribute information as specified in 19.3.2.2.3.

If the hierarchySelection search control is included in the search request (possibly modified
by a search-rule specification), the entry is part of a hierarchical group having more than one
member, and more than the self indication is set, then call the Hierarchy Selection (I) procedure.

iv) Proceed to step 6).

If e is of type nssr, then add a Continuation Reference to SRcontinuationList with,the
components:

— targetObject to the primary distinguished name of the DSE e (aternative distinguished
beincluded in the RDNS);

— aliasedRDNs absent;

— operationProgress with nameResolutionPhase set to compléeted and nextRDNtoB
absent;

— rdnsResolved absent;
— referenceType set to nssr;

— accessPoints set to AccessPointinformation.{derived from the vaue(s) four
nonSpecificKnowledge attribute.

Process all DSEs €' that are located immediately~subordinate to the target DSE e until all s
DSEs have been processed. If e is within a service specific administrative area, only those in
subordinate DSEs that are part of the same service specific administrative area shall be proce;
outside a service specific administrative area, those immediately subordinate DSEs that ar
service specific administrative area shalh hot be processed. During this loop, if the list of matc
in searchResult.entryinformation \exceeds the size limit, or time or administrative limit i
then set limitProblem accordingly)in partialOutcomeQualifier and return.

NOTE 4 — The check for sizellimit is also implicitly applied every time searchResult is updated.

following

alues may

PResolved

d in the

jubordinate
nmediately
ssed. If eis
b part of a
hed entries
5 exceeded

a) If the DSE e isof typesubr, is not of type cp, and is not representing a subordinate entry that isa

service specific administrative point, then add a Continuation Reference to SRcontinuati
the following.components:

— targetQbject to the primary distinguished name of the DSE e (alternative distinguis
may-be included in the RDNSs);

— ()aliasedRDNs absent;

bnList with

thed values

~_ operationProgress with nameResolutionPhase set to  completed and

nextRDNtoBeResolved absent;
— rdnsResolved absent;

— referenceType set to subr;

— accessPoints set to the access point information contained in the specificKknowledge

attribute of DSE €'.

NOTES5-If € is of both type cp and subr, a search subrequest can be generated potentialy from
either the subordinate reference or the supplier knowledge, but not both. This procedure uses the latter

(supplier references found in cp).
b) For al cases:
i) If subsetisoneLevel, set entryOnly to TRUE.
ii) Recursively execute Search (1) procedure for target DSE €.

If all subordinates have been processed, return to the Operation Dispatcher for further processing.
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19.3.2.2.6 Search (I1) procedure

This procedure applies if asearch request is processed that originated from a request decomposition at the DSA from
which the request was received. The procedure processes the DSEs below the target DSE e and calls the Search (1)
procedure for each object entry:

1)

2)
3)
4)

Process all DSEs e that are located immediately subordinate to the target DSE e until all subordinate
DSEs have been processed. When al subordinates have been processed, return to the Operation
Dispatcher for further processing.

If the DSE is not of type cp then ignoreit. Return to step 1).
Call Check Suitability. If suitable go to step 4); otherwise, ignore it and return to step 1).

Execute the Search Procedure (1) for the DSE € as described in 19.3.2.2. If the DSE is of type alias and
the value of the subset parameter is set to oneLevel, set ChainingArguments.entryOnly to TRUE when
calling Search (1) procedure. Return to step 1).

Alhes
processed
Process each DSEs e' of type cp immediately subordinate to DSE e
Next e'
D entry A4
1l Check Suitabilit
Call Check Suitability procedure Insuitable ~
. Return
entry suitable )

One Jevel
search?

dse type
= alias

entryOnly =
TRUE

A 4

19.3.2.2.7| Search Alias procedure

Call Search precedure(l) with DSE e'

X.518_F20

Figure 20 — Search (I1) procedure

This procgdure is executed if a DSE of type alias has been encountered during the processing of a search request

(see Figure 21):

i)

3

4)

5)

[f.subset isbaseObject or oneLevel, go to step 4).

ame-isaf of targetObject or baseObject orany of the previousvalues of the
targetObject in ChainingArguments.tracelnformation, then the alias is excluded from the Search
because this would cause a recursive search with duplicate resullts.

If targetObject or baseObject or any of the previous values of the targetObject in
ChainingArguments.tracelnformation is a prefix of aliasedEntryName, then no specific processing of
the aliasis required because the aliased subtree will be searched anyway.

NOTE - For both of the above cases, baseObject may not be prefix of targetObject, due to alias dereferencing.

If the search is performed within a service specific administrative area and if the service specific

administrative point is not a prefix of aliasedEntryName, then no specific processing of the dias is
required, as the aliased entry is outside the service specific administrative area.

Build a DSP request with the targetObject set to the aliasedEntryName. If subset is oneLevel, set
entryOnly to TRUE. Call the Operation Dispatcher for the request to be locally continued.
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6) If the Operation Dispatcher returns areferral error, or busy, or unavailable errors then add (or make and
add) the continuation reference to partialOutcomeQualifier of SearchResult, and return.

7) If the Operation Dispatcher returns other errors, discard it and return.

8) If the Operation Dispatcher returns a SearchResult, then:
i) If theresultissigned, add it to uncorrelatedSearchinfo in SearchResult.
ii) If theresult is not signed, add it to searchinfo in SearchResult.

And return.

aliasedObjectName is Yes
prefix of baseObject or

targetObject?

~

Retanw J

baseObject or
targetObject is prefix
of aliasedObjectName?

Yes

v

No

Add continuationReference

Build a local DSP request to partialOutcomeQualifier

Referral

Error
Call Operation Dispatcher Discard

A 4

Result

A 4

Signed? Add to searchinfo

Add to uncorrelatedSearchinfo

X.518_F21

Figure 21 — Search Alias procedure

19.3.2.2.8 Hierarchy Selection procedure (1)

This procedure is executed if a member of ahierarchical group is encountered during the processing of asearch request
specifying hierarchy selection.
a) If ahierarchy selection that is not supported by the DSA is present, then return with:
— aserviceError with problem requestedServiceNotAvailable;
— asearchServiceProblem notification attribute with the value id-pr-unavailableHierarchySelect;

— aserviceType notification attribute having as value the serviceType component of the search-rule;
and
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— ahierarchySelectList notification attribute indicating the invalid selection(s).

b) Otherwise, add al the entries defined by the hierarchical selection as defined in 19.3.2.2.4. If that results
in no entry being added, i.e., the hierarchy selections only specify non-existing entries, then set the
emptyHierarchySelect global variable.

20 Continuation Reference procedures

The procedures in this clause are caled to process the list of continuation references (NRcontinuationList or
SRcontinuationList) created by other procedures.

The Continuation Reference procedures consist of the steps shown in Figures 24, 25 and 26. The first stage is to identify
sets of continuation references from the continuation list that have a common target object component. These have been
created from a set of subordmate or non- specmc subordinate referenc% associated with the same entry in the DIT.

and any du pl|catesfound should be d|scarded

These setq (each with a different targetObject component) may be processed independently, eithersegque
parald by the DSA, since there is no risk that the same results will be returned from any twe,_ séts. Ho
processing of each continuation reference within one set, and of each AccessPointinformationiwithin one c
reference, and of each access point within one AccessPointinformation, has to be controlled; or duplicate
occur, as described in 20.1.

NOTE } Some continuation references may be unusable if the AccessPoint contains a RresentationAddress where all the
NSAP gddresses have an unknown structure (see 12.3 of ITU-T Rec. X.519 | ISO/IEC 9594<5).

idly or in
ever, the
bntinuation
esults may

The proceflure adopted in the APInfo procedure is to process one by one the set.of access points contained|in a single
AccessPojntinformation. These all point to (copies of) the same naming context (or possibly a set of namifg contexts
held in ong DSA, in the case of NSSRs). If the first access point producesaresult or a hard error, further access points
to be processed. However, if the error is a soft error, i.e., aserviceError (with problem busy, uavailable,
unwillingToPerform, invalidReference, or administrativeLimitExeeeded), then the DSA may choose, |as a local

Processing of the AccessPointinformation values within one'set of continuation references is handled in| a uniform
[ ective of which continuation reference they originated from. (Thisis because two DSEs of type supr below a
would produce two continuation references, 'each containing one AccessPointinformation value, whereas
one DSE df type nssr to the same two subordinates (assuming that they are held in different DSAs) would pfoduce one

The accegsPointinformation values may bé\processed either sequentially or in parallel, as described in[ 20.1. The

haining strategy in the presence of shadowing

ce of shadowing; 8@ DSA may choose between different strategies when it has to multi-chain| request to
more than pne DSA. This chaite always occursif the DSA has to process more than one continuation referentce with the
same targptObject. This\situation can occur from multi-chaining caused by NSSR decomposition dufing Name
Resolution (as showndnFigure 22) or from request decomposition during the evaluation of a multiple objeqt operation

The goal of these'strategies is to deal with the problem of duplicate results and duplicate processing when shadowed
ioh‘isvased in multi-chaining of requests (caused by either NSSR or request decomposition). For gxample, in
Figure 22, DSA 1 multi-chains a request to both DSAs 2 and 3 because of the NSSR held in DSE B. If the use of
shadowed information is allowed, both DSAs 2 and 3 may apply the chained operation to both subtrees starting at X
andY.

Similarly, in Figure 23, DSA 1 multi-chains (as a result of request decomposition) to the two subordinate references
held in DSEs X and Y. Again, if the use of shadowed information is allowed, both DSAs 2 and 3 may apply the chained
operation to both subtrees startingat X and Y.

To deal with this problem of duplication, a DSA may choose one of the following strategies when multi-chaining to
multiple DSA requests with the same targetObject.
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Figure 23 — M ulti-chaining request decomposition using subordinate r efer ences
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20.1.1 Master only strategy

A DSA may choose this strategy to prevent the usage of shadowed information when performing a parallel or sequential
multi-chaining caused by NSSR decomposition, or request decomposition during a Search or List evaluation. For this
strategy, during a Search or List operation evaluation, the excludeShadows component of the ChainingArguments is
set to TRUE. If NSSRs are encountered during Name Resolution, a DSA may set nameResolveOnMaster to TRUE to
ensure that only a single path is followed. nameResolveOnMaster shall be set to TRUE if NSSRs are encountered and
the operation is one of the Directory modification operations. In either case, only the DSA(s) that hold the (primary)
master entry (or entries) relevant to the operation shall perform the operation. This master only strategy can be used
during both parallel aswell as sequential multi-chaining.

NOTE — Setting nameResolveOnMaster to TRUE eliminates the possibility of multiple paths during name resolution by:

1) ignoring shadow entries and writeable copies of entries, and

2) by ensuring that only one DSA may proceed with name resolution in situations where a complex DIT distribution would

BeResolved
though they

Using this|strategy, a DSA sends out al chained requests by parallel multi-chaining. This strategy may be ysed during
Search or [List evaluation, and name resolution of the NSSRs. This will allow the use ef'.shadowed information for
processing of the chained requests, but may result in duplicate executions and duplicate results for the opeation. If a

Because the removal of duplicate results is not possible if a signed result has been‘requested, a DSA shall hot choose
this stratedy if signed results are requested during Search evaluation, unless excludeShadows is also set.

20.1.3  $equential strategy

This stratggy avoids duplicate results by using sequential multi-ehaining to process the chained (sub)requests of a
Search deqomposition or of a NSSR decomposition. Each chained request is processed one after the other.

In the casg of NSSR decomposition, if aresult or ahard error’isteturned to arequest, further requests do not|need to be
chained. If a soft error is returned, a further request may’be chained, or the soft error returned to thg requester,
depending|upon local policy.

In the casg of Search evaluation, the exclusions component of the ChainingArguments is set to the set of RDNSs that
have alreafly been processed. This is done by incorporating the elements in ChainingResults.alreadySearghed to the
exclusiong argument of the next chained reduiest. This is the only strategy that completely avoids duplication during
Search evgluation.

A sequentjal strategy is not defined ‘for List evaluation (although sequential multi-chaining may be usefl), since a
superior DISA has no way of excluding specific subordinates from being returned in further List subrequest$ (note that
excludeSHadows does not exclude specific subordinates, but rather is a coarse way of excluding all shedows and
writeable gopies).

20.2 llssuing chained subrequeststo aremote DSA

Prior to isguing,asubrequest, a DSA has to execute a dSABind operation when the DSA has to establish an pssociation
to the rempte/DSA. Management of associations is outside the scope of the Directory Specifications. An asgociation to
another D$ANIS considered unavailable if the association cannot be established or the DSA for local reasons ¢lecides not
to establish one. In this case, the dSABind has failed. It is a local decision when to stop trying to establish an
association and declare an association as unavailable.

When a DSA triesdSABind to another DSA and receives adirectoryBindError, the issuing of the subrequest failed.

20.3 Procedures parameters

20.3.1 Arguments

These procedures make use of the following arguments:

— thelist of continuation references to process in NRcontinuationList (for the Name Resolution Continuation
Reference procedure), and SRcontinuationList (for the List Continuation Reference and Search
Continuation Reference procedures, respectively);

— theCommonArguments of the operation argument;
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— theChainingArguments.

20.3.2 Results

These procedures create the following results:
— alist of received results/errors of issued chained requests if chaining has been selected;
— anupdated list of unprocessed continuation referencesin continuationList.

20.3.3 Errors

These procedures can return one of the following errors:

20.4 Definition of the procedures

If operati

204.1

The Name|Resolution Continuation Reference procedure consists of ‘the steps as shown in Figure 24. The basic principle
cedure is to sequentially process the set of continuation references created during Name Resolution. The
steps shall be executed for each continuation reference C contained in NRcontinuationList in a selgcted order

of this prg

following

4+ any other error that is returned by a chained subrequest;
4+ areferral in the case that chaining was not selected and operationProgress.naméResolutignPhase is

not within scopeOfReferral;
aserviceError with problem ditError in the case that an invalid knowledge reference has been detected;

4+ anameError with problem noSuchObject in the case that all subrequests from NSSR decpmposition

returned unableToProceed;

Set to notStarted or proceeding.

IName Resolution Continuation Reference procedure

until all references have been processed or an error or resullt has been returned. If al references have been|processed,

return to
referral.

70

Operation Dispatcher.

T EY
~

then return areferral.’lf local policy allows chaining, then continue with the next step.

Lo
~—~

serviceErrar.,

returns of the APInfo procedure:

# If the APInfo procedure returns a null result, continue at step 3) with processing the next
Continuation Reference.

— If the APInfo procedurereturns an error, referral or result, then return it.
5) Inthiscase, the Continuation Reference is of type NSSR and the DSA has the choice of doing sequential

or parale chaining, depending on the local choice of strategy. If the NSSR is to be processed
sequentialy, then continue at step 6). If it is to be processed in parallel, then for each of the
AccessPointInformation (API) in the NSSR, the APInfo procedure is called so that they are processed in
parallel. Wait for all the API to be processed, i.e., wait for all the calls to the APInfo procedure to return.

Check all the results received from the call to the APInfo procedure in the following order:

— If dl the callsreturn a serviceError with problem unableToProceed and partialNameResolution

iS FALSE, then return nameError.

— If dl the cdlsreturn a serviceError with problem unableToProceed and partialNameResolution
is TRUE, then in the result set partialName to TRUE, nameResolutionPhase to completed, set

entry suitable (thiswill be for the lastEntryFound), and go to the appropriate operation evaluation.

ITU-T Rec. X.518 (11/2008)

a serviceError with problem outOfScope in the case that a referral would have been created which is

bnProgress.nameResolutionPhase is set to notStarted or proceeding, the procedure in 20{4.1 (Name
Resolution|Continuation Reference procedure) shall be followed. The multiplé-entry interrogation operations List and
Search respectively call the proceduresin 20.4.2 and 20.4.3.

the Operation Dispatcher to continue with the"Result Merging procedure to process the receive result or

1) Check whether chainingProhibited is set. If it is set, then the DSA is not allowed to chain. A¢cording to
local policy, either a serviceError with problem chainingRequired or a referral is returhed to the

If chainingProhibited (isnot set, then check if local policy allows chaining. If chaining is not allowed,

Process each of\'the Continuation References of the list of Continuation References| found in
NRcontinuationCist. If there are no more unprocessed Continuation References, then rgturn with

4) Processthe next Continuation Referenced C from NRcontinuationList. If it is a NSSR, then ¢ontinue at
step5)<If it isnot a NSSR, then call the APInfo procedure to process it. Distinguish between the possible
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If one or more results are received, then discar d possible duplicates and return the result.
If an error isreceived that is not aserviceError (e.g., anameError), then return an error.

Otherwise return areferral or serviceError to the Operation Dispatcher, according to local choice.

Choose the next unprocessed API from the set of APIs in the NSSR and continue at step 7). If al the
APIs have been processed, then check if all the calls to the APInfo procedure returned a serviceError
with problem unableToProceed.

If they did and partialNameResolution is FALSE, then the entry cannot be found and anameError

is returned. If they did and partialnameResolution is TRUE, then in the result set parti

alName to

TRUE, nameResolutionPhase to completed, set entry suitable (this will be for the
lastEntryFound), and go to the appropriate operation evaluation. If they did not, then according to

local choice, return areferral or serviceError.

Call the APInfo procedure. Distinguish between the possible results from the call to APInfo procedure:

IT a serviceError with problém unableToProceed 1S received, try another Access Poin
at step 6).

If a serviceError with problem busy, unavailable, unwillingToPerform or invatidRe
received, then the indicated problem may be of atransient nature and it is a lgeal choicg
chain the request on to another DSA. If it is chosen to try another DSA, then continue)
otherwise return areferral or serviceError, according to local choice.

If an error other than serviceError with problem busy, unavailable, unwillingT
invalidReference or unableToProceed is received, that error shiould be returned to the
Dispatcher. If the serviceError is invalidReference, this shall“\be converted into ditE
being returned to the requester.

If aresult or referral isreceived, return it to the Operation Dispatcher.

. Continue

ference is
to try and
at step 6);

oPerform,
Operation
ror before
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Figure 24 — Name Resolution Continuation Reference procedure
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20.4.2 List Continuation Reference procedure

The List Continuation Reference procedure consists of the steps shown in Figure 25. This procedure is invoked when a
List request cannot be satisfied in the loca DSA and a set of continuation references have been added to
SRcontinuationList for chaining or referral. All these continuation references (CR) have the same targetObject. Those
CRs with referenceType nssr have one or more AccessPointinformation values (APIS), whereas other type CRs have
only one API in them. Each of these APIsis extracted and considered for chaining or referral.

Yes

Limit
exceeded?

chainingProhibited

-

Return <

Local policy

All APIs processed

Extract all APIs from the continuation references, and pfocess each using either
parallel or sequential strategy

Next API

error or
null Add a continuation
reference based on

this API, and add it to
partialOutcomeQualifier.
unexplored

Call APInfo procedure

referral

| Implausible I

result

Result

signed Add result to listInfo

Add result to
uncorrelatedListInfo

X.518_F25

Figure 25— List Continuation Reference procedure

all bha avaocitad:

The fOI | O‘\l’| i ng ;\:H\) *w VO UCATUULUUL.

1)

2)

3

If any of the limit problem has been exceeded thus far, then return to the Operation Dispatcher to
continue with the Result Merging procedure.

If the chainingProhibited flag in CommonArguments.serviceControls is set or the DSA decides not to
do any chaining because of its local operationa policy, then the DSA shal directly return to the
Operation Dispatcher to continue with the Result M erging procedure.

Create a set of AccessPointinformation values from the accessPoints component of every
continuation references in the SRcontinuationList.

Use either parallel or sequentia strategy to process each API as follows:
i)  Call the APInfo procedure with the next API in the set.

ii) If aresultisreturned then add it to listinfo if it is not signed, or add it to uncorrelatedListinfo if it
issigned.
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iii) If the return is an error or null, it means that APInfo has already tried all access points in the API
without success. Based on local operational and security policy, either ignore and proceed to the
next API, or add a continuation reference based on this API to the partialOutcomeQualifier.

NOTE -1t is not plausible to get a referral back from APInfo. Any "referral” should come in the form of
unexplored in partialOutcomeQualifier.

4) When al APIs are processed, return to the Operation Dispatcher.

20.4.3  Search Continuation Reference procedure

The Search Continuation Reference procedure consists of the steps shown in Figure 26. This procedure is invoked when
a Search request cannot be satisfied in the local DSA and a set of continuation references have been added to
SRcontinuationList for chaining or referral. The procedure is very similar to the List Continuation Reference procedure.
The difference is that, in this case, the continuation references in SRcontinuationList may have different targetObject
values. Thus, the continuation references are sorted into sets of continuation references with the same targetObject.
Also, the yseof exclusions in r‘haining arguments and of alreadySearched in r‘haining resultsisdefined _asthisisan
important |strategy for search. The use of exclusions and alreadySearched is applied to processing-gach set of
continuati®n references with the same targetObject.
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Figure 26 — Sear ch Continuation Reference procedure

The following steps shall be executed:

1) If any of the limit problem has been exceeded thus far, then return to the Operation Dispatcher to
continue with the Result Merging procedure.

2) If thechainingProhibited flag in CommonArguments.serviceControls is set or the DSA decides not to
do any chaining because of its local operational policy, then the DSA shal directly return to the
Oper ation Dispatcher to continue with the Result Merging procedure.

3) Sort the continuation references in SRcontinuationList into sets that have the same targetObject.
Continuation references of type ditBridge are not included in such sets, but each such continuation
reference congtitutes a set of its own. Within each set, remove any duplicates.
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4)

NOTE 1 —If one or more targetObject values is not a primary RDN, then this sorting may not be accurate. The
sorting shall take into account alternative distinguished RDNSs, if known.

For each subset of continuation references, create a set of AccessPointinformation vaues from the
accessPoints component of every continuation reference in the subset, and choose either sequential or
parallel strategy for further processing. If the parallel strategy is chosen, then skip the steps below that
are indicated only applicable to the sequential strategy.

a) If the sequential strategy is chosen, maintain a local variable localExclusions for each set of
continuation references that have the same targetObject. Initialy, localExclusions is set to the
exclusions of the incoming chaining request (if it exists), and all locally searched subtrees directly
under targetObject.

b) If the sequential strategy is used, compare the targetObject to all the elements of localExclusions,
and remove those elements which do not contain targetObject as a prefix. These are the relevant
exclusions for the current target object.

%)

20.4.4  APInfo procedure

AV | 23 tall o At o fraona ol 1 UHIZVRP= T~ 3 £+l " + 4+ at ahicat'c ool
\.’/ LAUTCGCL AT UIT AT TOTTUNT AT UTC UUNMITIiucrurnmrTiTtrolivcCo U tric wurt ol I.UIUC\. UUJC\JLOxL.
d) Loop through each API. For each API:

i) Cal APInfo.

ii) If aresult is returned, then add the result to searchinfo if it is not \signed, of add it to
uncorrelatedSearchinfo if it issigned. If the sequential strategy is used;update locgl Exclusions
using alreadySearched in the incoming reply, and also merge the alreadySearched in the
incoming reply to this DSA's ChainingResults.alreadySearched. Then proceed fo the next
API.

iii) If anerror or null isreturned, it means that APInfo has already tried all access pointgin the API
without success. Based on local operational and security-policy, either ignore and [proceed to
the next API, or add a -continuation reference based on this AP| to the
partialOutcomeQualifier.

NOTE 2 -1t is not plausible to get a referral back from APInfo. Any "referra” should fome in the

form of unexplored in partialOutcomeQualifier,

€) When al APIs are processed, proceed to the next set of continuation references with the same
targetObject.

When all the continuation references are processed, return to the Oper ation Dispatcher.

This procg¢dure is called to process an AccessPointinformation, which contains one or more access points (see
Figure 27)| They are processed one by one until>€ither aresult or error isreturned. If the error is a service errflr such that

trying another access point may succeed~then additional access points are tried as long as local operati

permits:

4)

nal policy

Perform loop detection. If a loop is detected, return serviceError with problem loopDetected.
Otherwise, contintieiat step 2).

Process each (©f ,the access points from the access point information. If al have been processgd, return a
null result, If.there is any access point to process, continue at step 3).

Check-Wwhether local policy alows chaining to this access point. This check should take into @ccount the
settings of the service controls and chaining arguments (e.g., chainingProhibited, prefefChaining,
whether the access point is within the localScope or not, excludeShadows). If the local pqlicy or the
setting of the respective service controls do not alow the use of this particular access point, then ignore

If local policy selected the master only strategy, then set the chaining argument excludeShadows to
TRUE.

If nameResolutionPhase is not completed and the strategy is to continue name resolution on master
entries, then set nameResolveOnMaster to TRUE.

The chaining argument nameResolveOnMaster shall be set to TRUE if either of the following istrue:
— in the incoming chaining argument nameResolutionPhase is proceeding and
nameResolveOnMaster iS TRUE; or

— the operation is one of the modification operations, the referenceType of the chaining request to be
issued isNSSR, and a parallel strategy is used.

NOTE — This method of using nameResolveOnMaster is to prevent modification operations being applied
multiple times due to the presence of NSSR.
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Build a chained request and try to issueiit:

a)

b)

Perform loop avoidance by checking if an item with the same targetObject and operationProgress
occurs in tracelnformation of the received ChainingArguments. If the resulting request
[(as described in step 5), ¢)] would result in aloop, then the DSA shall either return a serviceError
with problem loopDetected to the requesting DUA/LDAP client/DSA or ignore the access point
and try the next access point by continuing at step 2).

If the request or subrequest to be chained is the result of executing areferral, then an extra check for
loop avoidance is required. Check if an item with the same targetObject, operationProgress and
target DSA occurs in referralRequests. |f so, then take the action specified in a). If not, then add a
new Traceltem to referralRequests with the following components:

— targetObject and operationProgress set to the value of the chained request/subrequest;

— dsa set to the name of the DSA to which the request/subrequest isto be chained.

After a successful Bind,the DSA. shall issue achained npnrqfinn of the same npnrnfinn ype as the

)

operation that is processed with the following parameters:

— the operation argument within the chained operation is set as for the opératior] argument
received,

— ChainingArguments.originator set as received;
— ChainingArguments.targetObject set to thetargetObject of the continuation refergnce;

— ChainingArguments.operationProgress Set to the value ,of “eperationProgress of the
continuation reference;

— ChainingArguments.tracelnformation set to trace infermation as updated by the Request
Validation procedure if the continuation reference is-not of type ditBridge, otherwise the
component shall be absent;

— ChainingArguments.aliasDereferenced to the-updated value of the locally updated
aliasDer eferenced;

— ChainingArguments.returnCrossRefs to:alocal choice;

— ChainingArguments.referenceType,«{0" the value of referenceType of the continuation
reference;

— ChainingArguments.timeLimitto the value of the received timeLimit;

— chainingArguments.exclugjons is set to either the relevant exclusions for the cufrent target
object if called by the .Search Continuation Reference procedure, or absent if the APInfo
procedure was called hy)the Name Resolution or the List Continuation procedures;

—  SecurityParameters-set to the value of the received SecurityParameters.

If the request could not(be'issued successfully, then continue at step 7). If it could be issued syccessfully,

continue at step 8).

Itisaloca choieewhether or not to continue. If the DSA chooses to continue, then the error is ignored
and the next access point will be tried. Continue at step 2). If the DSA decides not to try another access
point, thenit is'a choice of local policy whether to return a respective referral or a servicegrror to the

caller of-the'procedure.
If the.request could be issued successfully, then the DSA shall wait for the reply and process it

8
b)

If aresult isreceived, theresult isreturned to the caller of the procedure.

If a serviceError with problem busy, unavailable, unwillingToPerform or invalidReference is

0)

d)

received, continue at step 7).

If referral isreceived and returnToDUA is set to TRUE, then the receiving DSA shall not act on the
Referral, but shall return the Referral to the requester.

If a referral is received and returnToDUA is set to FALSE, then the same local policy
considerations apply as in step 3) (taking into account service controls, chaining arguments,
chaining strategy, etc.). If it is decided not to dereference the referral, then return the referral to the
caler. If it is decided to dereference the referral, then empty the NRcontinuationList, place the
Continuation Reference as received in the Referral in NRcontinuationList and call the Name
Resolution Continuation Reference procedure. This may produce a result, referral, serviceError or
other error. Whatever is received from the call of the Name Resolution Continuation Reference
procedure shall be given back to the caller.

If any other error occurs, it shall be given back to the caller.
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Figure 27 — APInfo procedure

20.5  Abandon procedure

This procedure isinvoked if an abandon request is received. It consists of the following steps as shown in Figure 28:

1) When an abandon request is received, which references an unknown operation, an abandonFailed with
problem noSuchOperation shall be returned to the requester.

2) If therequest to be abandoned has aready been replied to, and the DSA has retained information to know
S0, an abandonError with problem toolLate may be returned to the requester.

3) If the Abandon request is not valid, i.e., asks to abandon a request that is not an interrogation request, an

abandonFailed with problem cannotAbandon shall be returned to the requester.
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4) If aDSA has outstanding chained (sub)requests when receiving a valid Abandon request for the original
request, and the DSA decides to attempt abandoning, it may send Abandon regquests for none, some, or
al outstanding (sub)requests for the operation in question, and then wait for the replies to Abandon
request and the outstanding (sub)requests. At any time during this operation, the DSA may send an
Abandon result and an abandonFailed to the requester and then discard replies to the issued Abandon
reguests and the outstanding (sub)requests as they arrive.

If the DSA decides not to send replies to the requester until there are no more outstanding (sub)requests,
it may optionaly send an abandonedFailed error to the requester if all the issued abandon requests
were replied to with abandonedFailed errors and if no local abandon operation has been performed.

If an AbandonedFailed error is returned to the requester, the original request shall be treated as if the
Abandon request had never been received.

[ o )
y

Find Request AbandonError
with invokelD "noSuchOperation"

Reply already § AbandonError
sent? "tooLate"

Abandon AbandonError
valid? "cannotAbandon"

Send an Abandon
request for each
oustanding subfequest.
Discard any local result

Terminate further processing of
this request within operation
dispatcher

serviceError
"abandoned"

X.518_F28

Figure 28 — Abandon procedure

21 Results Merging procedure

The Result Merging procedure in Figure 29 is called following one of the Continuation Reference procedures. This
procedure removes duplicates, if the result is not signed, and if there are additional continuation references in
partialOutcomeQualifier.unexplored. Then the relevant Continuation Reference procedure(s) is called, if loca
operational policy permits:

1) If the operation is a List operation, continue at step 2); if the operation is a Search operation, then
continue at step 3); otherwise, return the result that was supplied as input parameter to the Result Merging
procedure.
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2) The operation is a List operation. Remove all duplicates, giving preference to master information over

shadow information.

If the operation result was generated locally and it contains Continuation References, then these will not
be used for chaining but returned to the user. In this case, continue at step 6).

If the operation result was received as the result of a Chained List operation, then the result might contain
Continuation References. In this case, check if the preferChaining service control was set. If TRUE, the
Continuation References should be used for chaining by the DSA. Continue at step 4).

3) The operation is a Search operation. Remove all duplicates, giving preference to master information over

shadow information. If thereis alimit problem, then return the result. Otherwise, continue at step 4).

4) Process each Continuation Reference that isin the partialOutcomeQualifier.unexplored of the result of

any chained operation. If the local policy decides not to use it for chaining, then ignore it and choose
another Continuation Reference. If the loca policy alows the use of the Continuation Reference for
chaining, then perform the following:

L5

Incaseall
the uncorri
signed, or
ISO/IEC 9

A DSA req
it hasthef

Check nameResolutionPhase that is supplied in the Continuation Reference. If it is.AotStarted or
proceeding, then add it to the list of Continuation References that will be supplied-to| the Name
Resolution Continuation procedure (NRcontinuationList). If nameResolutionPhase is/eompleted, then
add the Continuation Reference to the list of Continuation References that is supplied to the|subrequest
Continuation procedure (SRcontinuationL ist).

Proceed until all Continuation References have been processed.

) If there are Continuation References to be processed in SRcontinuationkist, check the operation type. If
the operation isa List operation, call the List Continuation Reference procedure and continue & step 2). If
the operation is a Search operation, call the Search Continuation Reference procedure and ¢ontinue at
step 3).
If SReontinuationList is empty, then check if there are Continuation References in NRcontinugtionList. If
so, call the Name Resolution Continuation Reference procédure and continue at step 3).

If both continuation lists are empty, continue at step®).

) Check whether the result is empty. If it is not empty, then return it. If it is empty, either rgturn a null
result if the access control and local policy allows; or return an appropriate error.

DSA receives search or list results from other*BSAs and such results have parameters unknown t¢ the DSA,
plated results shall be returned. Otherwiseithe DSA shall perform merging, if the search resylts are not
if the DSA is an initial performer that is<@lowed to remove the signatures (see 7.9 of ITU-T Rec. X.511 |
594-3).

eived unsigned, uncorrelated results from a DSA not able to perform consolidation, shall perform merging, if
roper knowledge of all parameters of the uncorrelated results.

If aDSA

eives unsigned results from other DSAS, and possibly also has alocal result and when generatipg an entry

count to be returned in the entry’Count of the PartialOutcomeQualifier generated by the DSA, the DSA sh
sum of al[ entryCount values.received, the local result and the number of entries received from DSASs t
return an ¢ntryCount value'and then compensate for duplicate entries. If the DSA is the initia performer

pl| take the
nat did not
and paged

ore.DSAs have encountered a limit problem, then:

— if all the DSAs that have encountered a limit problem have returned an entryCount with the exact or

bestEstimate choice, it shal take the bestEstimate choice if just one DSA had taken that choice;
otherwise, it shall take the exact choice;

— if just one DSA that has encountered a limit problem and has returned an entryCount with the choice

80

lowEstimate or did not return an entryCount, it shall take the lowEstimate choice.
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22 IProcedures for distributed authentication

Figure 29 — Results Merging procedure

Is\SRcontinuation-
List empty?

Yes

Is NRcontinuation-
List empty?

No

Call Name Resolution
Continuation
Reference procedure

X.518_F29

This clause_specifies the procedures necessary to support the directory distributed anthentication servites. These

services, and hence the procedures, are categorized as:

— originator authentication, which is supported in either an unprotected (simple identity based) or secure

(based upon digital signatures) form; and

—  results authentication which is similarly protected (again based upon digital signatures).
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22.1 Originator authentication

2211 |

dentity-based authentication

The identity-based authentication service enables DSASs to authenticate the original requester of information for the

purpose of

effecting local access controls. DSAs wishing to exploit this service shall adopt the following procedure:

— For aDSA requiring to authenticate a DAP or LDAP request, the DSA acquires the distinguished name

of the requester through the Bind procedures at the time a DUA association (DUA to DSA) or LDAP
client association (LDAP client to DSA) is established. Successful conclusion of these procedures does
not in any way prejudice the level of authentication that may subsequently be required for processing
operations using that association.

—  The DSA with which the DUA or LDAP client association exists shall insert the requester's distinguished

name in the initiator field of the ChainingArguments for al subsequent chained operations to other
DSAs.

2212 S

This signal
of a partic
clause.

A DSA, on receiving a chained operation, may satisfy that operation, or not, depending upon the
determination of access rights (a locally defined mechanism). If the outcome is not\satigfactory, a
securityError with probleminsufficientAccessRights may be returned.

bignatur e-based originator authentication

ure-based originator authentication service enables a DSA to authenticate (in a.séCure manner) the originator
ular service request. The procedures to be effected by a DSA in realizing this service are descriped in this

The sign
protected

ure-based authentication service is invoked by a DUA using the PROTECTED variant of an|optionally
vice request with DirQOP signed or signedAndEncrypted.

A DSA, o receiving a signed request from another DSA, shall removethat DSA's signature prior to progessing the

operation.
the operati
operation §

In the evel
signed ser

If a DSA

ssuming the result of any signature verification proves to.tie’satisfactory, the DSA will continue fo progress
n. If, during processing, the DSA needs to perform chaihing, the argument set for each associated chained
shal | be constructed as follows:

the DSA forms an argument set which may<be optionally signed; the argument set comprises the
incoming signed argument set together with-amodified ChainingArguments.

Nt that the DSA is able to contribute information to the response, originator authentication, based upon the
ice request, may be used for the determination of accessrightsto that information.

authentic

22.2

receives an unsigned service requéest for information which will only be released subject to| originator
ion, asecurityError with problem.protectionRequired shall be returned.

esults authentication

This servige is provided to enabdle requesters of directory operations (DUAs, LDAP client or DSAS) to \erify (in a
secure manner using digital~signature techniques) the source of results. The results authentication servige may be

requested irrespective of whether originator authentication is to be used.

The result
within the
optionally

b authentication service is initiated using the signed value of the protectionRequest component as contained
argument-set of directory operations, a DSA receiving an operation with this option selected may then
sign(@any subsequent results. The signed option in the protection request serves as an indication, t the DSA,

of the requ

ester’s preference; the DSA may, or may not, actually sign any subsequent results.

In the case where a DSA performs chaining, the DSA has a number of options in terms of the form of results sent back

to therequ

ester, namely:

a) return acomposite response (signed or unsigned) to the requester;
b) return a set of two or more uncollated partial responses (signed or unsigned) to the requester; within this

set zero or more members may be signed and zero or one unsigned. In the event that an unsigned partial
result is present, this member may in fact be a collation of one or more unsigned partial responses which
have been received from other DSAS, contributed by this DSA, or both.

In the case where a DSA performs ajoin of related entries, then the DSA performing the join may sign the result.
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SECTION 6 —- KNOWLEDGE ADMINISTRATION

23 Knowledge administration overview

To operate a widely distributed Directory with an acceptable degree of consistency and performance, procedures are
required to create, maintain, and extend the knowledge held by each DSA. The following mechanisms together are used
to administer a DSA's knowledge.

a) Hierarchical and non-specific hierarchical operational bindings — These procedures and protocols are

23.1 I

This subcl
example 0
Annex E.

2311 |

A consum
DSA and
supplierK
naming cd
establishm

defined in clauses 24 and 25. They are used to create and maintain subordinate references, non-specific
subordinate references, and immediate superior references, as well as the context prefix information for
naming contexts. These operational bindings are established between master DSAs holding naming
contexts that are hierarchically related to each other asimmediate subordinate to immediate superior. The

procegures-mav-pe goereg-a slde-elfe a\illanla’a po-the RDN _of —or adding-o emo ana’]try,

)  Shadowing operational bindings — These procedures and protocols are defined in ITU-T Rec. X.525 |
ISO/IEC 9594-9. They are used to create and maintain knowledge references in twoways. Firgt, as aside
effect of establishing (or terminating) shadowing agreements, access points are added (or rempved) from
the consumerKnowledge and optionally the secondaryShadow operationa attributes. Thisipformation
may then be used by the procedures and protocols discussed above to update the subordinate rgference in
the superior master DSA and the immediate superior reference in the subordinate master DSA. Second,
the DISP propagates the knowledge references held by master DSAs to.shadow consumer DSAs.

)  Cross-references — Cross-reference distribution is a feature of thie'DSP. Its use to create and maintain
cross-referencesis summarized in 23.2.

NOTE — Mechanisms for initializing and maintaining the superior reference and myAccessPoint arg outside the
scope of this Directory Specification.

W aintenance of knowledge r eferences

buse describes how the DOP is used to maintain DSAoperational attributes that express knowledge. A simple
the relationship between knowledge attributes-and the protocols employed to maintain them is described in

1 aintenance of consumer knowledge hy‘supplier and master DSAs

br reference is expressed through awvalue of the consumerKnowledge attribute, held by a shadgw supplier
associated with the context prefix for a naming context; a supplier reference, through a vdlue of the
nowledge attribute, held by-“a-shadow consumer DSA and aso associated with the context prefix for a
ntext. Both attributes are held in DSEs of type cp. A value of each one of these attributes is|created on
ent of the Shadow Operational Binding, and updated on modification of the Shadow Operational Bjinding.

A supplie DSA may obtain-the information to construct values of the secondaryShadows attribute if tme optional

secondary

Shadows component of its ShadowingAgreementinfo with a consumer is TRUE. In this case, whenever the

consumer
in turn, c

DSA detectsthat the set of DSAs holding copies of the commonly usable replicated area (its consumers, or,
nsumersof “its consumers, etc., to whatever depth secondary shadowing might be carried) hgs changed

(by additign, madification or deletion of access points), it communicates this new information| (a set-of
SupplierAhdCéonsumers) by means of a modifyOperationalBinding operation, as described in ITU-T Regc. X.525 |

ISO/IEC 9594:9.

A supplier DSA maintainsits own secondaryShadows attribute associated with the context prefix as follows:

a) The set of SupplierAndConsumers received from a consumer by means of a

modifyOperationalBinding operation may be used to create, or replace values of the attribute. The
supplier component of SupplierAndConsumers represents the access point of a consumer DSA (or of
its consumers, etc. depending upon the depth of secondary shadowing); the consumers component, the
set of the consumer's consumers (or of their consumers, etc. depending upon the depth of secondary
shadowing).

b) Every consumer providing its supplier with a modifyOperationalBinding operation containing a set of

SupplierAndConsumers, includes the following values: the values of its secondaryShadows attribute,
and a newly constructed value. This value is constructed using its own access point, myAccessPoint,
(asthe supplier component), and the values of the consumers access points, contained within the
consumerKnowledge attribute, that represent consumers holding commonly usable shadows (as the
consumers component).
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Recursive use of this procedure permits a master DSA for a naming context to know about all of its secondary shadow
consumer DSAs holding commonly usable replicated areas derived from the naming context. This information is then
available for the maintenance of subordinate, non-specific subordinate, and immediate superior references.

23.1.2 Maintenance of subordinate and immediate superior knowledgein master DSAs

A subordinate reference is expressed through a value of the specificknowledge attribute, held in a DSE of type subr
by the DSA holding the immediately superior naming context to that referenced; an immediate superior reference,
through a value of the specificknowledge attribute, held in a DSE of type immSupr by the DSA holding the
immediately subordinate naming context to that referenced. A value of each one of these attributes is created in the
superior and subordinate master DSAs on establishment of the HOB, and updated on modification of the HOB.

A subordinate master DSA provides a superior master DSA the information to construct its subordinate reference via
the accessPoints component of the SubordinateToSuperior parameter it transfers to the superior in the DOP. The
information included in accessPoints is determined by values of attributes held by the subordinate DSA as follows:

d4) The value of the myAccessPoint attribute (held in the root DSE) Is used to form the Flement in
accessPoints with category having the value master.

) The values of the consumerKnowledge and secondaryShadows (both held in the subordingte context
prefix DSE) are used to form additional elements in accessPoints with categary” having the value
shadow.

A superiof master DSA provides a subordinate master DSA the information to construct its immediale superior
reference Viathe contextPrefixinfo component of the SuperiorToSubordinate parametex it transfers to the gubordinate
in the DOW. This component is avalue of type SEQUENCE OF Vertex, containing sequence of elements corfesponding
to the path] from the root of the DIT to the subordinate context prefix. For one of-these elements, corresponding to the
context préfix of the immediately superior naming context, the optional component accessPoints will be pfesent. The
subordinate DSA holds this information as aspecificknowledge attribute in theé DSE, of type immSupr, corfesponding
to this elerpent of contextPrefixinfo. The information included in accessPoints by the superior DSA is detérmined by
values of gttributes held by the superior DSA asfollows:

a) The value of the myAccessPoint attribute (held“in the root DSE) is used to form the Element in
accessPoints with category having the value master.

) The values of the consumerknowledge and secondaryShadows (both held in the superfor context
prefix DSE) are used to form additional:‘efements in accessPoints with category having the value
shadow.
NOTE - Only those access points corrésponding to consumer DSAS receiving commonly usable replicated areas
should be selected by the superior and subordinate DSAs from their consumerknowledge altributes for

inclusion in accessPoints. The-procedures for the construction of secondaryShadows guarantee that these
access points will identify shadow DSAs holding commonly usable replicated areas.

23.1.3 Maintenance of subordinate and immediate superior knowledgein consumer DSAs

A shadow|consumer DSA contracting with its supplier to receive the immediate superior and subordinate knowledge
associated|with a unit of replication, in effect, contracts to have its immediate superior and subordinate|references
maintained by its shadow supplier DSA viathe DISP.

NOTE 1 For certain units*of replication specifications, it may be necessary for the consumer DSA to contrac] to receive
extendgdKnowledgédn-order that subordinate knowledge may be provided to it by its supplier.

23.2  Reguesting crossreference

To impro\ the performance of the I')irnr\fnry System, the local set of cross references can be nylnnnrlnrl usid g ordinary

Directory operations. If a DSA supports the DSP, it may request another DSA (which also supports the DSP) to return
those knowledge references which contain information about the location of naming contexts related to the target object
name of an ordinary Directory operation.

If the returnCrossRefs component of the ChainingArguments is set to TRUE, the crossReferences component of the
ChainingResults may be present, consisting of a sequence of cross reference items.

If a DSA is not able to chain a request to the next DSA, a referral is returned to the originating DSA. If the
returnCrossRefs component of ChainingArguments was TRUE, the referral may contain additionally the context
prefix of the naming context which the referral refers to. The contextPrefix component is absent if the referral is based
on a non-specific subordinate reference. The cross reference returned by a referral is based on knowledge held by the
DSA which generated the referral.

In both cases (chaining result and referral) an administrative authority, through its DSA, may elect to ignore the request
for returning cross references.
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23.3 Knowledge inconsistencies

The Directory has to support consi stency-checking mechanisms to guarantee a certain degree of knowledge consistency.

NOTE — In certain circumstances, a knowledge reference will be accurate (not invalid in the senses described below) but not
valid for use by a DSA because the DMD of the referenced DSA does not wish it to be contacted at all by the referencing DSA
(e.g., a DSA which has somehow acquired a cross reference to the referenced DSA) or does not wish it to be contacted in a
particular role (e.g., asthe master DSA for a naming context).

2331 Detection of knowledge inconsistencies

The kind of inconsistency and its detection varies for the different types of knowledge references:

a) Crossand Subordinate references — This type of referenceisinvalid if the referenced DSA does not hold
anaming context or a replicated area derived from the naming context with the context prefix contained
in the reference. This inconsistency will be detected during the Name Resolution process by inspection
of the operationProgress and referenceType components of ChainingArguments.

D) Non-specific Subordinate references — This type of reference is invalid if the referenced BSA does not
hold a local naming context with the context prefix contained in the reference minus theé.last(RDN. The
consistency check is applied as above.

¢) Superior references — An invalid superior reference is one which does not form partof a refgrence path
to the root. The maintenance of superior references shall be done by external-méans and is putside the
scope of this Directory Specification.

NOTE — It is not always possible to detect an invalid superior reference.

d) Immediate Superior references — This type of reference isinvalid if théreferenced DSA doeq not hold a
naming context or areplicated area derived from the naming context'with context prefix contdined in the
reference. Furthermore, usage of this type of reference is obly~valid when the operatiohProgress
component of ChainingArguments has the value notStarteé or proceeding. This inconsistency will be
detected during the Name Resolution process by, inspection of the operationProgress and
referenceType components of ChainingArguments.

¢) Supplier references — This type of reference, which identifies the supplier of a replicatef area and
optionally the master for the naming context from-which the replicated area is derived, is inyaid if the
referenced DSA is not the shadow supplier forsthe DSA using the reference (when the refefenceType
component of ChainingArguments has thewaue supplier), or if the referenced DSA is not|the master
for the naming context (when referenceType has the value master). This inconsistency will Ibe detected
during the Name Resolution and operation evaluation phases of operation processing by inspegtion of the
referenceType component of ChainjingArguments.

23.3.2 Reporting of knowledge inconsistencies

If chaining is used in performing a Directory request, all knowledge inconsistencies will be detected by the IDSA which
holds the ipvalid knowledge reference, through receiving aserviceError with problem invalidReference.

If a DSA|returns a referral which is based on an invalid knowledge reference, the requester will be Jreturned a
serviceErjor with problem invalidReference if it uses the referral. How the error condition will be propadated to the
DSA which stores the invalid Teference is not within the scope of this Directory Specification.

2333 Treatment-of.inconsistent knowledgereferences

After a D$A has detected an invalid reference, it should try to re-establish knowledge consistency. For example, this
can be doje by simply deleting an invalid cross reference or by replacing it with a correct one which can ke obtained
using the retirnCraossRefs mechanisms

The way in which a DSA actually handles invalid references is a local matter and outside the scope of this Directory
Specification.

234 Knowledgereferences and contexts

The names in knowledge references shall be the primary distinguished names and may include alternative distinguished
values and context information held in valuesWithContext for any attribute contributing to any RDN, as described
in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

Depending on how a knowledge reference is obtained (in particular, if a pre-third edition DSA is holding the reference
or has been part of the chain through which the reference has been obtained), it is possible that a knowledge reference
will not include all possible alternative distinguished names. This may result in a purported name not being recognized
as the same name by the holder of the knowledge reference, leading to extra steps in name resolution or, in some
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situations, inconsistent results or failure of name resolution. The general use of the primary distinguished names, where
known, optimizes the ability of the Directory to deal with context variantsin names.

24 Hierarchical operational bindings

A hierarchical operational binding is used to represent the relationship between two DSAs holding two naming
contexts, one immediately subordinate to the other. In the case of a HOB, the superior DSA holds a subordinate
reference to the naming context held by the subordinate DSA; the subordinate DSA holds an immediate superior
reference to the naming context held by the superior DSA. The operational binding ensures that the appropriate
knowledge information is exchanged and maintained between the two DSAs so that both DSAs are able to behave
during the process of Name Resolution and Operation Evaluation as defined in clauses 18 and 19.

24.1 Operational binding type characteristics

24.1.1 mmetry and roles

The hierarfhical operational binding type is an asymmetrical type of operational binding. The two réles’in albinding of
thistype afe:

the role of the master DSA for the superior naming context, the superior DSA(associated with abstract
role"A"); and

the role of the master DSA for the subordinate naming context, the subordinate DSA (assotiated with
abstract role "B").

ent information exchanged during the establishment of the hierarchical operational binding is|a value of
HierarchidalAgreement. This contains the relative distinguished name of the new context prefix (the rdn gomponent)
and the distinguished name of the entry immediately superior to.the hew naming context (the immediateSuperior
component). This information shall be provided by the DSA that initiates the HOB.

HierarchidalAgreement ::= SEQUENCE {
rdn [0] RelativeDistinguishedName,
immediateSuperior [1] DistinguishedName }

The rdn ghall be the primary RDN, and immedjateSuperior shall be a primary distinguished namg. Context
information and al aternative distinguished values'shall be included in the valueswithContext component of the
AttributeTlypeAndDistinguishedValue of any RDN, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 959{-2.

24.1.3 l[nitiator

24.1.3.1 Kstablishment

The establjshment of a hierarchica ‘operational binding can be initiated by either role. Initiation by the sugerior DSA
can be caysed by an Add Entry/operation with the subordinate DSA specified in the targetSystem extension, or by
administrgfive intervention, [nitiation by the subordinate DSA (which connects a locally existing entry or sulptree to the
global DIT]) is caused by ‘administrative intervention.

24.1.3.2 Modification

The modifjcation’of a h|erarch|cal operatlonal bi ndmg can be |n|t|ated by elther role. The superior DSA may issue the
modificati of any of the
modification operat|ons, or by adml nlstrator |ntervent|on

Either DSA may modify the agreement as a result of a modification of the RDN of the context prefix entry of the
subordinate naming context. The superior DSA initiates this modification because of a relative distinguished name
being modified higher up the DIT, or because of administrative intervention. The subordinate DSA initiates
modification because of aModifyDN of a context prefix, or because of administrative intervention.

Either DSA may also modify the HOB if the access point information for its naming context changes.
24.1.3.3 Termination

The termination of a hierarchical operational binding can be initiated by either role. Initiation by the superior DSA can
be caused by administrative intervention. Initiation by the subordinate DSA can be caused either by a Remove Entry
operation that removes the context prefix entry of the subordinate naming context, or by administrative intervention.
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2414 Establishment parameters

The establishment parameters for the two roles of a HOB, superior DSA and subordinate DSA, differ. The
establishment parameter for the superior DSA role is a value of SuperiorToSubordinate, the parameter for the
subordinate role, avalue of SubordinateToSuperior.

24.1.4.1 Superior DSA establishment parameter

The establishment parameter issued by the superior DSA, avalue of SuperiorToSubordinate, provides the subordinate
DSA with information regarding DIT vertices superior to the context prefix of the new naming context (which includes
the immediate superior reference) and optionally user and operational attributes for the subordinate context prefix entry
and copies of user and operational attributes from the entry immediately superior to the new context prefix.

SuperiorToSubordinate ::= SEQUENCE {

contextPrefixInfo [0] DITcontext,
entrylnfo [1] SET SIZE (1..MAX) OF
immediateSuperiorinfo [2] SET SIZE (1..MAX) OF

Attribute{{SupportedAttributes}} OPTIONAL}

The rdn i Vertex or in Subentryinfo shall be the primary RDN, and context information and all ‘ather digtinguished
values shdl be included in the AttributeTypeAndDistinguishedValue components of the RDN, -as describegd in 9.3 of
ITU-T Reg. X.501 | ISO/IEC 9594-2.

24.1.4.1.1 | Context prefix information
The conteitPrefixinfo component of SuperiorToSubordinate is a value of type DiFeontext, this being a sequence of
Vertex valles.

DITcontext ::= SEQUENCE OF Vertex
Vertex ::q§ SEQUENCE {

rdn [O] RelativeDistinguishedName,

admPointinfo [1] SET SIZE (1..MAX) OF Attribute{{SupportedAttributes}} OPTIONAL,
subjentries [2] SET SIZE (1..MAX) OF SubentryInfo OPTIONAL,

acdessPoints [3] MasterAndShadowAccessPagints OPTIONAL }

The contektPrefixIinfo component is the sequence of RDNsthat form the distinguished name of the immedigte superior
of the new|context prefix, each RDN (given by the rdn component) optionally accompanied by additional infprmation.

The optionja admPointinfo component of a Vertex signals that the DIT vertex is an administrative point anl provides,
at least, itdadministrativeRole operational attribute:

The subentry information associated with an administrative point is provided by the subentries component gf a Vertex,
which is alset of one or more Subentryinfo,Values. Each Subentryinfo value is composed of the RDN of the subentry
(the rdn cgmponent) and the attributesof\the subentry (theinfo component).

Subentrylpfo ::= SEQUENCE {
rdn|  [O] RelativeDistinguishedName,
infg [1] SET OF Attribute{{SupportedAttributes}} }

The optiofa accessPojnts -component of a Vertex signals that the vertex corresponds to the context prgfix of the
immediately superior faming context. The superior uses this component to provide the subordinate the ipformation
required fqr itsimmediate superior reference.

NOTE 1 Themaster access point within accessPoints is the same as that passed in the accessPoint parameter of the Establish
and Molify Operational Binding operations.

24.1.4.1.2 Entry infor mation

The optional entryinfo component of SuperiorToSubordinate is a set of attributes establishing the content of the new
context prefix entry.

24.1.4.1.3 Immediate superior entry information

The optional immediateSuperiorinfo component of SuperiorToSubordinate is a copy of a set of attributes, in
particular objectClass and entryACI, from the entry immediately superior to the new context prefix.

NOTE — This component may be used by the subordinate for optimizing the evaluation of a List request which generates an
empty ListResult for a base object which is the immediate superior of the subordinate context prefix [see Note of 19.3.1.2.2,
item 2)].
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24.1.4.2 Subordinate DSA establishment parameter

The establishment parameter issued by the subordinate DSA, a value of SubordinateToSuperior, provides the superior

DSA with information regarding the subordinate naming context.
SubordinateToSuperior ::= SEQUENCE {
accessPoints [0] MasterAndShadowAccessPoints OPTIONAL,
alias [1] BOOLEAN DEFAULT FALSE,
entrylnfo [2] SET SIZE (1..MAX) OF Attribute{{SupportedAttributes}} OPTIONAL,
subentries [3] SET SIZE (1..MAX) OF Subentrylnfo OPTIONAL }

The accessPoints component of SubordinateToSuperior is used by the subordinate to provide the superior the
information required for its subordinate reference.

NOTE 1 — The master access point within accessPoints is the same as that passed in the accessPoint parameter of the Establish
and Modify Operational Binding operations.

The alias component of SubordinateToSuperior is used to signal to the superior that the subordinate naming context

consists of
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asngledias entry.

nfo component of SubordinateToSuperior consists of a copy of a set of attributes, in particular o
Cl, but aso, if applicable, the administrativeRole operational attribute, from the new context pref

— The first two attributes may be used by the superior for optimizing the evaluation of aList or one-level Se
ase object is the entry immediately superior to the subordinate context prefix, while the last/attribute is u
progression of a search operation into or out from a service specific administrative area.

htries component of SubordinateToSuperior is used by the subordinaté to pass subentries
e ACI to the superior.

/ odification parameters

For modifications of a HOB, the modification parameter of the superior role, SuperiorToSubordinateModi
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pSubordinate, with the restriction that the entryinfo companent’may not be present; that of the g
ordinateToSuperior.

pSubordinateModification ::= SuperiorToSubordinate (
H COMPONENTS({ ..., entrylnfo ABSENT})

Imeters are identical (with the restriction noted abbove) to the corresponding establishment paramet
gnal changes occurring to information provided in the establishment parameters subsequ
ent of the HOB.

component of SuperiorToSubordinate (or subsequently SuperiorToSubordinateModific
teToSuperior experiences a change<(e.g., the contextPrefixinfo component of SuperiorToSuk
sponding  component  of  the~\modification parameter (e.g., the contextPrefixinfo com
pSubordinateModification)-8hall be provided in its entirety in the Modify Operational Binding.

ermination parameters

Neither role provides a termination parameter when terminating a HOB.
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chlcal Operational binding is identified by the object identifier assigned when de
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This subclause defines the hierarchical operational binding type using the OPERATIONAL-BINDING information
object class template defined in ITU-T Rec. X.501 | ISO/IEC 9594-2.

hierarchic

alOperationalBinding OPERATIONAL-BINDING ::= {

AGREEMENT HierarchicalAgreement
APPLICATION CONTEXTS {

{directorySystemAC} }

ASYMMETRIC
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ROLE-A { -- superior DSA
ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER SuperiorToSubordinate

MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER  SuperiorToSubordinateModification
TERMINATION-INITIATOR TRUE }

ROLE-B { -- subordinate DSA
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ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER SubordinateToSuperior

MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER  SubordinateToSuperior
TERMINATION-INITIATOR TRUE }

id-op-binding-hierarchical }

DSA proceduresfor hierarchical operational binding management

In the following procedures, a new DSE or a mark (i.e., a state indication associated with some item of information)
created by a DSA shall be stored in stable storage. By doing so, it is possible for the two DSAs following the
procedures below to maintain a consistent understanding of the parameters of the HOB in the presence of
communication and end system failures.

In both the establishment and modification procedure descrlbed below, the DSA playlng the r&epondlng role (i.e., not

initiati ng
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g
inconsistency that requires correction by an adm|n|strator

If the superior DSA receives an error, it deletes the marked DSE of type subr and returns an error for the
Add Entry operation.

If the superior DSA receives a result, it removes the mark from the DSE that represents the subr and
returns aresult for the Add Entry operation.

attributes) that are not acceptable for one reason or another. The initiating DSA may-ter
binding in such cases.

Fstablishment procedure
Fstablishment initiated by superior DSA

gtion (e.g.,
minate the

evaluates an Add Entry operation with a different DSA specified in the targétSystem extensipn, it shall
hierarchical operational binding according to the following procedure. If@DSA, for administratiye reasons,
establish a HOB with a subordinate DSA, and it supports the DOR\HOB protocol, then thg following
shall be followed:

) The superior DSA creates a new DSE of type subr, with thetname of the new entry, and marks this new
DSE as being added. The superior DSA generates a unigue bindingID and stores it with the ngw DSE.

) The superior DSA shall send an Establish Operationad Binding operation to the subord|nate DSA
containing the following parameters:

bindingType set to hierarchicalOperationhalBindingID;

SuperiorToSubordinate establishment’ parameter with contextPrefixinfo and | entryinfo
components present; all other parameters are optional;

HierarchicalAgreement with theliimmediateSuperior component set to the distinguished name of
the immediate superior of thenew entry and the rdn component set to the RDN of the new entry;

the bindingID, myAccessPoint and valid parameters, as appropriate.

) If the subordinate DSA -aceepts the operation, it creates the required DSEs of types glue,|subentry,
admPoint, rhob and immSupr, as appropriate, to represent the contextPrefixinfo; a DSE of type cp and
entry or alias to represent the new context prefix object or alias entry; and, as appropriate, a OSE of type
rhob and entry to-represent the immediateSuperiorinfo. It stores the bindingID with the DSE of the
new context prefix entry and returns a SubordinateToSuperior parameter to the superior DSA.

If the subordinate DSA refuses the operation, it returns an Operational Binding Errof with the
appropriate problem value set.

If thelnaming context already exists and the bindingID values for the existing and the new context are the
same, the subordinate DSA has already created the requested naming context, in which case the
subordmate DSA returns aresult to the supenor If the valuesare not equal, an Operatlonal Bi

If any failure occurs (e.g., communication or end system), the superior DSA shall repeat the steps
starting at step 2) until a result or error has been received for each pending establishment of a
hierarchical operational binding for which it is the initiator. If the establishment is as a result of an Add
Entry operation, and the requester aborts the operation (e.g., by releasing or aborting the application
association) before the establishment is complete, the superior DSA shall ignore this event and complete
the establishment (which may or may not be successful). In this case, the user will not be informed of the
outcome of the Add Entry operation.
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