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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in

liaison with IS
International §
In the field of
Draft Internati

Publication as

Attention is dn
patent rights.

International {
technology,
collaboration |

This third edit
revision.

ISO/IEC 9594
Interconnectiof

Part1: O
Part2: M
Part 3: Al
Part 4: Pr|
Part 5: Pr|

Part 6: Se

Dand TEC, alSo [@ake part in the Work.
tandards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.
information technology, 1SO and IEC have established a joint technical committee, 1SO
bnal Standards adopted by the joint technical committee are circulated to hational bodie

an International Standard requires approval by at least 75 % of the natianal'bodies castin

awn to the possibility that some of the elements of this part of ISO/AEC 9594 may be th
SO and IEC shall not be held responsible for identifying any or athsuch patent rights.

btandard ISO/IEC 9594-4 was prepared by Joint Technical Committee ISO/IEC JTC 1,
Subcommittee SC 6, Telecommunications and information exchange between ¢
vith ITU-T. The identical text is published as ITU-T Reedmmendation X.518.

on cancels and replaces the second edition (ISO/EC 9594-4:1995), of which it constitu

consists of the following parts, under the' general title Information technology — Opd
n — The Directory :

erview of concepts, models and services
bdels

stract service definition

pcedures for distributed operation

ptocol specifications

lected attribute types

IEC JTC 1.
5 for voting.
g a vote.

b subject of

Information
ystems, in

tes a minor

bn Systems

Part 7: Se

lected obiect classes
J

Part 8:

Part 9:

Authentication framework
Replication

Part 10: Use of systems management for administration of the Directory

Annexes A and D form a normative part of this part of ISO/IEC 9594. Annexes B, C, E and F are for information

only.
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I ntroduction

This Recommendation | International Standard part together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information which they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typicaly used to facilitate communication between, with or about objects such as application entities, people, terminals

and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of

technical agreement outside of the interconnection standards themselves, the interconnection of information
systems:

- from different manufacturers;
- under different managements;
-{ of different levels of complexity; and

-{ of different ages.

This Recgmmendation | International Standard specifies the procedures hy<which the distribute
Directory interwork in order to provide a consistent service to its users.

This third |edition technically revises and enhances, but does not replace, the second edition of th
International Standard. Implementations may still claim conformance to the second edition. Howeve
second eflition will not be supported (i.e. reported defects will no longer be resolved). It is
implementations conform to this third edition as soon as possible:

This third gdition specifies version 1 and version 2 of theDifectory protocols.

The first and second editions also specified versionl-~Most of the services and protocols specifi
designed fo function under version 1. When version 1 has been negotiated, differences between th

processing

d components of the

is Recommendation |
br, at some point, the
recommended that

ed in this edition are
b services and betwee

the protodols defined in the three editions are acéommodated using the rules of extensibility defiped in this edition of

ITU-T Reg¢. X.519 | ISO/IEC 9594-5. However some enhanced services and protocols, e.g. Sig
function upless all Directory entities involvetlin the operation have negotiated version 2.

Implementors should note that a defect.resolution process exists and that corrections may be app,
International Standard in the form)'of technical corrigenda. The identical corrections will b
Recommendation in the form of. Corrigenda and/or an Implementor’s Guide. A list of approved tech
this part of this International Standard can be obtained from the subcommittee secretariat. Publishe
are availdble from your natiohal standards organization. The ITU-T Corrigenda and Implement
obtained ffom the ITU Web-site.

Annex A, \which isan, integral part of this Recommendation | International Standard, provides thd
directory distributed-operations.

ned errors, will not

ied to this part of this
e applied to this
nical corrigenda for

d technical corrigenda
r's Guides may be

ASN.1 module for

Annex B,|which’ is not an integral part of this Recommendation | International Standard, descnlibes an example of

distributed-name-resolution

Annex C, which is not an integral part of this Recommendation | International Standard, describes
distributed operations environment.

authentication in the

Annex D, which is an integral part of this Recommendation | International Standard, provides the definitions of the

ASN.1 information object classes introduced in this Directory Specification.

Annex E, which is not an integral part of this Recommendation | International Standard, illustrates knowledge

maintenance.

Annex F, which is not an integral part of this Recommendation | International Standard, lists the amendments and defect

reports that have been incorporated to form this edition of this Recommendation | International Stan
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY — OPEN SYSTEMS INTERCONNECTION —

THE DIRECTORY: PROCEDURES FOR DISTRIBUTED OPERATION

SECTION 1 — GENERAL

1 S

This Recor
application
the DIB ac

The Direct
assumed th

2 N

icope

hmendation | International Standard specifies the behaviour of DSAs taking part in the distribute
The allowed behaviour has been designed so as to ensure a consistent:sepvice given a wide dis
0ss many DSAs.

bry is not intended to be a general purpose database system, although it may be built on such sy
at there is a considerably higher frequency of queries than of updates.

lor mative r eferences

The follow
constitute

ing Recommendations and International Standards contain provisions which, through reference
rovisions of this Recommendation | International Standard. At the time of publication, the editior

were valid All Recommendations and Standards ar&*subject to revision, and parties to agreements bas
Recommeridation | International Standard are encetiraged to investigate the possibility of applying the most recent
edition of {he Recommendations and Standards-listed below. Members of IEC and SO maintain registers
valid Intermational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list

valid ITU-]

21

[ Recommendations.

Hentical Recommendations| International Standards

ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:198fbrmation technology — (
Interconnection — Basic Reference Model: The Basic Model.

ITU-T Recommendation X.500 (1997) | ISO/IEC 9594-1:198frmation technology — (
Interéonnection — The Directory: Overview of concepts, models and services.

ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2:198frmation technology — (

0 Directory
tribution of

stems. It is

n this text,
s indicated
sed on this

bf currently
bf currently

Dpen Systems

Dpen Systems

Dpen Systems

[nterconnection — The Directory: Models.

ITU-T Recommendation X.509 (1997) | ISO/IEC 9594-8:198frmation technology — Open Systems

Interconnection — The Directory: Authentication framework.

ITU-T Recommendation X.511 (1997) | ISO/IEC 9594-3:198frmation technology — Open Systems

Interconnection — The Directory: Abstract service definition.

ITU-T Recommendation X.519 (1997) | ISO/IEC 9594-5:198frmation technology — Open Systems

Interconnection — The Directory: Protocol specifications.

ITU-T Recommendation X.520 (1997) | ISO/IEC 9594-6:198frmation technology — Open Systems

Interconnection — The Directory: Selected attribute types.

ITU-T Recommendation X.521 (1997) | ISO/IEC 9594-7:198frmation technology — Open Systems

Interconnection — The Directory: Selected objgasses.

ITU-T Recommendation X.525 (1997) | ISO/IEC 9594-9:198frmation technology — Open Systems

Interconnection — The Directory: Replication.

ITU-T Rec. X.518 (1997 E)

1
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— ITU-T Recommendation X.530 (1997) | ISO/IEC 9594-10:19%8rmation technology — Open Systems
Interconnection The Directory: Use of System management for Administration of the Directory.

— ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1%®®rmation technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

— ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1%®®rmation technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

— ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:1%®®rmation technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.

— ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1%%®rmation technology — Abstract Syntax
Notation One (ASN.1): Parametrization of ASN.1 specifications.

— ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:198%rmation technology — Remote
Operations: Concepts, model and notation plus Technical Corrigendum 1 (1995).

-{ ITU-T Recommendation X.880 (1994)/Amd. 1 (1995) | ISO/IEC 13712-1:1995/Amd. 1: 1996,
Information technology — Remote Operations: Concepts, model and notation =(Améndment 1: Built-in
operations.

-4 ITU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:198frmation ,téchnology — Remote
Operations: OSI realizations — Remote Operations Service Element (RQOSE) service definition.

4 ITU-T Recommendation X.881 (1994)/Amd. 1 (1995) | ISO/IEC,~13712-2:1995/Amd. 1: 1996,
Information technology — Remote Operations: OSI realizations, £ Remote Operatiofs Service Element
(ROSE) service definition — Amendment 1: Mapping to A-UNIT-DATA and built-in opefations.

3 Definitions

For the purpose of this Recommendation | International Standard the follewing definitions apply:

31 @Sl Reference Model Definitions

Thefollow|ng term isdefined in ITU-T Rec. X.200 | ISO/IEC7498-1.:
application entity title.

3.2 Basic Directory Definitions

The following terms are defined in ITU- T Rec. X.500 | ISO/IEC 9594-1:
d) (the) Directory;

k) Directory Information Base.

33 Directory ModelBefinitions

The followiing terms_are-defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
d) aceesspoint;

b calias,

P P ralaaal
C} \.uaullywoucunanlc,

d) Directory Information Treg;

e) Directory System Agent (DSA);
f)  Directory User Agent (DUA);
g) relative distinguished name.

34 DSA Information Model definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) category;
b) commonly usable;
c) context prefix;

2 ITU-T Rec. X.518 (1997 E)
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d) crossreference;

e) DIB fragment;

f) DSAinformation tree;

g) DSA Secific Entry (DSE);

h) DSEtype;

immediate superior reference;
knowledge information;

knowl edge reference category;,
knowledge reference type;

naming context;

non-specific knowledge;
non-specific subordinate reference;
operational attribute;

reference path;

“-Q'UOQ_\BIGQSCC)

specific knowledge;
s) subordinate reference;

t] superior reference.

35 Directory replication definitions

The follow|ng terms are defined in ITU-T Rec. X.525 | ISO/IEC 9594-9:
a attribute completeness;

k) shadowing operational binding;

¢) subordinate completeness;
d

unit of replication.

3.6 Distributed operation definitions

The follow]ng terms are defined in this'Recommendation | International Standard:

36.1 base object: The object or alias entry that is the target for an operation as issued by the originator.
3.6.2 chaining: The generie-term for uni-chaining or multi-chaining.

3.6.3 cpntext prefixsinformation: Operational and user information supplied by the superior DISA to the
subordinat¢ DSA in aRHOB regarding DIT vertices superior to the subordinate context prefix.

3.6.4 distributed name resolution: The process by which name resolution is performed in more than ong DSA.

3.65 g ror’ Information sent from the performer to the requester conveying a negative outcome of g previously
received request.

3.6.6 hard error: A definite error which indicates that the operation cannot currently be performed without external
intervention.

3.6.7 hierar chical operational binding (HOB): Relationship between two master DSAs holding naming contexts,
one of which is immediately subordinate to the other, in which the superior DSA holds a subordinate reference to the
subordinate DSA.

3.6.8 modification operations: These are the Directory Modify Operations, i.e. Modify Entry, Add Entry, Remove
Entry and Modify DN.

369 multi-chaining: A mode of interaction in which a DSA processing a request itself sends multiple requests
either in parallel or sequentially to a set of other DSASs.

3.6.10 multipleentry interrogation operations: These are the Directory Search Operations, i.e. List and Search.
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3611 n
avertex of

3612 n

ame resolution: The process of locating an entry by sequentially matching each RDN in a purported name to
the DIT.

on-specific hierarchical operational binding (NHOB): Relationship between two master DSAs holding

naming contexts, one of which is immediately subordinate to the other, in which the superior DSA holds a non-specific
subordinate reference to the subordinate DSA.

3.6.13 NSSR decomposition: Decomposition of non-specific knowledge references into subrequests for other DSAs

to pursue;
continuatiol

these subrequests may be either chained to these DSAs by the DSA performing the decomposition, or a
n reference identifying the DSAs may be returned to the requester for it to pursue, or the decomposing DSA

may pursue some of the subrequests, leaving others unexplored for the requester to pursue.

3614 o
3.6.15
3616 p
3.6.17 p
informatio
NOTE -
reply, o
variety
3618 r
3619 r
identifies o
3620 r
3621 r

from areqgyester to a performer.

3622 r
subrequest
identifying
subrequest

3623 r
3624 S

3.6.25 ¢
of adifferd

3626 ¢
context.

peration progress: A set of values which denotes the extent to which name resolution has taken place.

er former: DSA receiving arequest (i.e. to perform an operation).

rocedure: An (informal) specification of how a DSA maps a given set of input arguments apd its DSA
treeinto aresult.

L Input arguments and results may correspond to information received in a requested operation and information sent in a
I they may represent intermediate stages in the computation of a reply from @a requested operation. In 14.2 the former
Df input arguments and results are termed external.

blevant hierarchical operational binding (RHOB): Either aHOB or:aNHOB, depending on the context.

ferral: An outcome which can be returned by a DSA which gannot perform an operation itself| and which
he or more other DSAs more able to perform the operation,

Eply: A result or an error.
bquest: Information consisting of an operation code and associated arguments to convey a directorly operation
bquest decomposition: Decomposition.‘of a request into subrequests for other DSAs to pursue; these
b may be either chained to these DSAs by the DSA performing the decomposition, or continuatior) references
the DSAs may be returned to the réquester for it to pursue, or the decomposing DSA may pursue gome of the
b, leaving others unexplored far therequester to pursue.

bquester: A DUA or DSA sending arequest to perform (i.e. invoke) an operation.

ngle entry interrogation oper ations: These are the Directory Read Operations, i.e. Read and Corpare.

Dft error: An«rtor which may be transient, or which may indicate a localized problem, in which ¢ase the use
ht knowledgereference or access point may enable aresult or hard error to be obtained.

ibordinate DSA: Of the two DSASs sharing a HOB or a NHOB, the DSA holding the subordinjate naming

3.6.27 subrequest: A request generated by request decomposition.

3.6.28 superior DSA: Of the two DSAs sharing aHOB or aNHOB, the DSA holding the superior naming context.

3.6.29 superior, subordinate DSA: Two master DSAs holding naming contexts, one of which is immediately
subordinate to the other; the relationship between the two DSASs is managed explicitly viaa HOB (or NHOB), or exists

implicitly

by virtue of the superior DSA holding a subordinate (or non-specific subordinate) reference to the

subordinate DSA.

3.6.30 target object name: The name of an entry either to which the operation is to be directed at a particular stage
of name resolution, or which isinvolved in the evaluation of the operation.

3631 u
DSA chain

ni-chaining: A mode of interaction optionally used by a DSA which cannot perform an operation itself. The
s by invoking an operation of another DSA and then relaying the outcome to the original requester.
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4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
ASN.1 Abstract Syntax Notation One
DOP Directory Operational Binding Management Protocol
DISP  Directory Information Shadowing Protocol
DMD  Directory Management Domain
DSE DSA Specific Entry
HOB Hierarchical Operational Binding
NHOB Non-specific Hierarchical Operational Binding

NSSR— Non-specific Subordinaie Reference
RHOB Relevant Hierarchical Operationa Binding

5 Conventions

With minor exceptions this Directory Specification has been prepared according to thePresentation of ITUT/ISO/IEC
common tgxt" guidelinesin the Guide for ITU-T and ISO/IEC JTC 1 Cooperation.

The term "|Directory Specification" (as in "this Directory Specification") shall ‘be taken to mean ITU-T Rec. X.518 |
I SO/IEC 9594-4. The term "Directory Specifications' shall be taken to mean the’X.500-series Recommendat|{ons and all
parts of 1SQ/IEC 9594.

This Directory Specification uses the term "1988 edition systems' 40yrefer to systems conforming to the first (1988)
edition of the Directory Specifications, i.e. the 1988 edition of the’series of CCITT X.500 Recommendati¢ns and the
ISO/IEC 9594:1990 edition. This Directory Specification uses:the term "1993 edition systems" to refer [to systems
conforming to the second (1993) edition of the Directory\Specifications, i.e. the 1993 edition of the series of
ITU-T X.500 Recommendations and the I|SO/IEC 9594:1995 edition. Systems conforming to this third ed|tion of the
Directory $pecifications are referred to as "1997 edition,systems’.

This Directory Specification presents ASN.1 notation’in the bold Helvetica typeface. When ASN.1 types andl values are
referenced[in normal text, they are differentiated from normal text by presenting them in the bold Helvetiga typeface.
The nameg of procedures, typically referenced when specifying the semantics of processing, are differentiated from
normal tex{ by displaying them in bold Times. Access control permissions are presented initalicized Times.

If the items in a list are numbered (as opposed to using "-" or letters), then the items shall be ¢onsidered steps in a
procedure].

This Dirgctory Specification defines directory operations using the Remote Operation ngtation defined in
ITU-T Req. X.880 | ISQ/EC 13712-1.

SECTION .2 » OVERVIEW

6 Overview

The Directory Abstract Service allows the interrogation, retrieval and modification of Directory information in the DIB.
This service is described in terms of the abstract Directory object as specified in ITU-T Rec. X.511 | ISO/IEC 9594-3.

Necessarily, the specification of the abstract Directory object does not in any way address the physical realization of the
Directory: in particular it does not address the specification of Directory System Agents (DSA) within which the DIB is
stored and managed, and through which the service is provided. Furthermore, it does not consider whether the DIB is
centralized, i.e. contained within a single DSA, or distributed over a number of DSAs. Consequently, the requirements
for DSAsto have knowledge of, navigate to, and cooperate with other DSAS, in order to support the abstract servicein a
distributed environment is also not covered by the service description.

This Directory Specification specifies the refinement of the abstract Directory object, the refinement being expressed in
terms of a set of one or more DSA objects which collectively constitute the distributed directory service.
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In addition, this Directory Specification specifies the permissible ways in which the DIB may be distributed over one or
more DSAs. For the limiting case where the DIB is contained within a single DSA, the Directory isin fact centralized;
for the case where the DIB is distributed over two or more DSAS, knowledge and navigation mechanisms are specified
which ensure that the whole of the DIB is potentially accessible from all DSAs that hold constituent entries.

Portions of the DIB may also be replicated in multiple DSAs. The protocols described in this Directory Specification
allow the use of replicated information to improve the availability, performance and efficiency of the distributed
directory service. The use of replicated information is, to some extent, under the user’'s control, through the use of
service control options. The procedures described in this Directory Specification also indicate some of the opportunities

for design

optimizations when using the replicated information.

Additionally, request handling interactions are specified that enable particular operational characteristics of the Directory
to be controlled by its users. In particular, the user has control over whether a DSA, responding to a directory inquiry
pertaining to information held in other DSA(S), has the option of interrogating the other DSA(s) directly (chaining) or,

whether it

should respond with information about other DSA(s) which could further progress the ing

iry (referral).

Generally
DSA’s ow

Recognizi
arbitrary nf
Specificat
inquiries.

and consi

the decision by a DSA to chain or refer is determined by the service controls set_hy
n administrative, operational or technical circumstances.

ng that, in general, the Directory will be distributed, and that directory inquiries will
umber of cooperating DSAs which may arbitrarily chain or refer according t@the above cr
on specifies the appropriate procedures to be effected by DSAs in~tesponding to
"hese procedures will ensure that users of the distributed Directory service perceive it to
stent.

SECTION 3 — DISTRIBUTED DIRECTORY MODELS

7 O

The Direct]
which prov
The Direct
the mode o

Figure 1 ill
of the direq

istributed Directory System M odel

pry abstract service, as defined in ITU-T Rec. %X,511 | ISO/IEC 9594-3, models the Directory 4
ides a set of directory services to its users. Users-of the Directory access its services through an &
bry may have one or more access points and.each access point is characterized by the servicesit p
f interaction used to provide these services;

tory. It illustrates the Directory as.comprising a set of one or more DSASs.

access.point  pos=--el

~ The Directory

chainedRead

the user, and by the

be satisfied by an
teria, this Directory
distributed directory
be both user-friendly

S an object
CCess point.
rovides and

ustrates the distributed directory model which will be used as the basis for specifying the distributed aspects

search

modify chainedModify

TISO3580-94/d01

Figure 1 — Objects of the distributed Directory model

DSAs are specified in detail in the subsequent clauses of this Directory Specification. This clause merely states a number
of their characteristics in order to serve as an introduction and to establish the relationship between this Directory
Specification and the other Directory Specifications.
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DSAs are defined in order that distribution of the DIB can be accommodated and that a number of physically distributed
DSAs caninteract in a prescribed, cooperative manner to provide directory services to the users of the directory (DUAS).

Figure 1 illustrates the relationship between the Directory abstract service and the DSA abstract service. The Directory
abstract service defined in ITU-T Rec. X.511 | ISO/IEC 9594-3 is provided through a number of Directory operations.
To realize this service, the DSAs that comprise the Directory interact with one another. The nature of this interaction is
defined in terms of the service that one DSA may provide to another DSA, the DSA abstract service. The DSA abstract
service is provided through a number of operations, termed chained operations, each having a counterpart in the
Directory abstract service. Thus, a given operation in the Directory abstract service, e.g. Read, may require that the DSA
providing the service interact with one or more other DSAs using chained operations, e.g. Chained Read.

8 DSA Interactions Model

particular gervice request have some knowledge (as specified in ITU-T Rec. X.501 | ISO/IEC 9594-2) of where the
requested ipformation is located and either return this knowledge to the requester or attempt to have the request satisfied
on its behalf. (The requester may either be a DUA or another DSA: in the latter case both DSASshall support the DSP.)

Three modes of DSA interaction are defined to meet these requirements, namely "uni-eharing”, "multi-chaining", and
"referral”. [Throughout the remainder of this Directory Specification, the generic term ehaining is used to rgfer to uni-
chaining apd/or multi-chaining as appropriate to the context. "Chaining" refers-to'the attempt by a DSA o satisfy a
sending one or more chained operations to other DSAS; "referral”, to'the return of knowledge infprmation to
the requester, which may then itself interact with the DSA(s) identified in the kinewledge information.

Uni-chaining or a referral interaction may result from a single request_/Alternatively, the request may be decomposed
into severgd subrequests prior to the interaction. Multi-chaining or-feferral interactions, or a mixture of the two, may
result fromp a decomposed request. Two types of decomposition are defined; NSSR decomposition gnd request
decomposition.

8.1 )ecomposition of arequest

811 NSSR decomposition

NSSR decomposition is the process of preparing identical requests ready for transfer (either sequentially or(in parallel)
to several pubordinate DSASs as a result.6f yencountering an NSSR during name resolution. Non-specific subordinate
references fo not hold the RDNs of thé referenced subordinate naming contexts, so the referencing DSA is unable to tell
which subgprdinate DSA holds which subordinate naming context(s). During name resolution, a DSA eficountering
NSSRs shall send an identical fequest to each subordinate DSA (in the absence of shadowing). This may be done
sequentially or in parallel. Typicaly, only one DSA will be able to continue with name resolution; the otherg will return
the Servicg Error unableTgProceed. In certain (rare) circumstancesit is possible that more than one DSA wijll continue
with name fesolution, giving rise to duplicate results.

8.1.2 Request-decomposition

Request decorrposition, the other form of decomposing a request, is a process performed internally by a DA prior to
communi catrer-with-one-ormoreotherDSASA |C\,|uc$ tS-tlecon |puacd Hto-sevet a:, puco; b:y thiffere it stbreguests such
that each of the subrequests accomplishes a part of the original task. Regquest decomposition can be used only during
operation evaluation of a List or Search. After request decomposition, each of the subrequests may then be chained to
other DSAs to continue the task, or a partia result (an embedded referral) may be returned to the requester. An example
of the same subrequest being generated to different DSAs is when an entry has subordinate references and/or NSSRs
that together reference more than one DSA. An example of different subrequests being generated to the same or different
DSAsiswhen two different entries are encountered during a Search (subtree), and each has a subordinate reference.

8.2 Uni-chaining

This mode of interaction (depicted in Figure 2) may be used by one DSA to pass on a request to another DSA when the
former has knowledge about naming contexts held by the latter. Uni-chaining may be used to contact a single DSA
pointed to in a cross reference, a subordinate reference, a superior reference, a supplier reference, or a master reference.

NOTE - In Figure 2, the order of interactions is defined by the numbers associated with the interaction lines.
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8.3

This mode| of interaction is used by a DSA for transferring severa outgoing-requests which have resulte
incoming request, as aresult of either request decomposition or NSSR decompaesition.

831

With paralliel multi-chaining, the DSA transfers several outgoing requests simultaneously (see Figure 3a). WH
multi-chaining may give improved performance, it may under.certain circumstances, e.g. in the presence of
cause duplifcate results to be received.

832

Request Response

1

DUA
\_/ TISO3590-94/d02

Figure 2 — Uni-chaining mode

Nlulti-chaining

.

arallel multi-chaining

Response

0 from one

ilst parallel
shadowing,

TISO3600-94/d03

Figure 3a — Parallel Multi-chaining

Sequential multi-chaining

With sequential multi-chaining, the DSA transfers one outgoing request at a time and waits for the result or error of one
request before sending the next (see Figure 3b). Whilst sequential multi-chaining may not be the quickest mode of
interaction, it is unlikely that duplicate results will be received.

NOTE — A DSA may use a combination of parallel multi-chaining and sequential multi-chaining.
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1

: 1998 (E)

DUA
v TISO3610-94/d04
3 Unable to proceed.
Figure 3b — Sequential Multi-chaining
(as a result of NSSR decomposition)
84 Referral
A referral (depicted in Figures 4a and 4b) is returned by a DSA in response to a request from either a DUA or another
DSA. The|referral may constitute the whole response (in which case\it is categorized as an error) or just|part of the
response. The referral contains a knowledge reference, which maybeéither a superior, subordinate, cross, non-specific
subordinate, supplier, or master reference.
The DSA (Figure 44) receiving the referral may use the knowledge reference contained therein, to subsequently chain or
multi-cast {depending upon the type of reference) the ariginal request to other DSAs. Alternatively, a DSA |receiving a
referral, may in turn pass the referral back in its response. A DUA (Figure 4b) receiving areferral may use it to contact
one or morg other DSAs to progress the request.
NOTE - In Figures 4a and 4b, the order of interactions is defined by the numbers associated with the interagction lines.
8
Request Response
1
TISO3620-94/d05
a) Referral to B
b) Referral to C
Figure 4a — Referral mode (DSA acts on referrals)
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Request Response

TISO3630-94/d06

a) Referral to E.
b) Referral to F.

I:ignm 4h — Referral mode (nl IA_acts on rnfnrmlc)

85 N
If aDSA ¢

1 ode Deter mination

bnnot itself fully resolve arequest, it shall chain the request (or a request formed by, decomposing

one), to angther DSA, unless:

a

NOTE 1
NOTE 3
NOTE §

aserviceError with problem chainingRequired; or

the DSA has administrative, operational, or technical reasons for preferring not to chain, in wh
DSA shall return areferral.

— A "technical reason" for not chaining is that the DSA identified in the knowledge reference does

— If the user prefers referrals, the user shouldns@tingRrohibited.

SECTION 4 — DSA ABSTRACT SERVICE

9 d

The servicq
in adistrib
Thisisillus
For each o
service for
receiving &
entry or ad

The inform

Dver view of DSA Abstract Service

p of the Directory is fully described in ITU-T Rec. X.511 | ISO/IEC 9594-3. When such a service
Lited environment, as modelled in clause 7, it can be regarded as being provided by means of a ¢
trated in Figure 1.

beration defined i the Directory service, a corresponding "chained" operation is defined in the D

Read operatien from a DUA might require the assistance of another DSA (e.g. a DSA holdin
opy of it)\to'satisfy it, and so send that DSA a Chained Read operation.

ation-types exchanged in the DSA abstract service are defined in clause 10. The operations and €

DSA abstrd

the original

chaining is prohibited by the user viathe service controls, in which case the DSA shall return areferral or

ch case the

ot support the DSP.

— If thelocalScope service control is set, then the DSA (ot,DMD) shall either resolve the request or feturn an error.

is provided
it of DSAS.

SA abstract

use between.DSAs cooperating in the accomplishment of that Directory service operation. Thus, a DSA

y the target

rrors of the

et service are defined in clauses 11 through 13.

10 I

nformation types

10.1 I ntroduction

This clause identifies, and in some cases defines, a number of information types which are subsequently used in the
definition of various of the operations of the DSA abstract service. The information types concerned are those which are
common to more than one operation, are likely to be in the future, or which are sufficiently complex or self-contained to
merit being defined separately from the operation which uses them.

Severa of the information types used in the definition of the DSA abstract service are actually defined elsewhere.
Subclause 10.2 identifies these types and indicates the source of their definition. Subclauses 10.3 through 10.9 identify
and define an information type.

10
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10.2 Information types defined elsewhere
The following information types are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

aliasedEntryName;

DistinguishedName;

Name;
— RelativeDistinguishedName.

The following information types are defined in ITU-T Rec. X.511 | ISO/IEC 9594-3:
(Bind)
— DirectoryBind

(Dperations)
- Abandon

(Errors)

abandoned,;
— attributeError;
— namekError;
- securityError;

- serviceError;

updateError.
(Information Object Class)

OPTIONALLY-PROTECTED

e

Data Type)

SecurityParameters

The following information type is defined in ITU-T Rec. X.520 | ISO/IEC 9594-6:

PresentationAddress.

10.3 Chaining Arguments

The ChainfingArguments are~present in each chained operation, to convey to a DSA the infoymation needed to
successfully perform its part.ef the overall task:

ChainingArguments [:=SET {

origipator [0] DistinguishedName OPTIONAL,
targetObject [1] DistinguishedName OPTIONAL,
operjationProgress [2] OperationProgress
DEFAULT { nameResolutionPhase notStarted },

tracelnformation [’2] Tracelnformation,
aliasDereferenced [4] BOOLEAN DEFAULT FALSE,
aliasedRDNs [5] INTEGER OPTIONAL,

-- only present in 1988 systems
returnCrossRefs [6] BOOLEAN DEFAULT FALSE,
referenceType [7] ReferenceType DEFAULT superior,
info [8] Domaininfo OPTIONAL,
timeLimit [91 UTCTime OPTIONAL,
securityParameters [10] SecurityParameters DEFAULT {},
entryOnly [11] BOOLEAN DEFAULT FALSE,
uniqueldentifier [12] Uniqueldentifier OPTIONAL,
authenticationLevel [13] AuthenticationLevel OPTIONAL,
exclusions [14] Exclusions OPTIONAL,
excludeShadows [15] BOOLEAN DEFAULT FALSE,
nameResolveOnMaster [16] BOOLEAN DEFAULT FALSE,
operationldentifier [17] INTEGER OPTIONAL }
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The various components have the meanings as defined below:

a) The originator component conveys the name of the (ultimate) originator of the request unless already
specified in the security parameters. If requester is present in CommonArguments, this argument may
be omitted.
NOTE 1 — Where the originator has alternative names differentiated by context, then the name used as the value

of originator shall be the primary distinguished name, if known. Otherwise, authentication and access control
based on the value ofiginator may not work as desired.

b) The targetObject component conveys the name of the object whose directory entry is being routed to.
The role of this object depends on the particular operation concerned: it may be the object whose entry is
to be operated on, or which is to be the base object for a request or subrequest involving multiple objects
(e.g. chainedList or chainedSearch). This component can be omitted only if it has the same value as the
object or base object parameter in the chained operation, in which case itsimplied valueis that value.

Where the targetObject includes RDNs containing attribute type and value pairs for which there are
multiple distinguished values differentiated by context, the RDNs thal have been resolvéd shall be
primary RDNs.

¢) TheoperationProgress component is used to inform the DSA of the progress of the operatior], and hence
of the role which it is expected to play in its overall performance. The information convayed in this
component is specified in 10.5.

d Thetracelnformation component is used to prevent looping among DSAswhen chaining is i operation.
A DSA adds a new element to trace information prior to chaining an operation to another DSA. On being
requested to perform an operation, a DSA checks, by examinationof the trace informatign, that the
operation has not formed aloop. The information conveyed in thiscemponent is specified in 10.6.

g ThealiasDereferenced component isa BOOLEAN value whickyis used to indicate whether of not one or
more alias entries have so far been encountered and dereferenced during the course of distributed name
resolution. The default value of FALSE indicates that no@lias entry has been dereferenced.

f)] The aliasedRDNs component indicates how many<ofsthe RDNSs in the targetObject Name| have been
generated from the aliasedEntryName attributes\of one (or more) dias entries. The integer palue is set
whenever an alias entry is encountered and defeferenced. This component shall be present if [and only if
the aliasDereferenced component is TRUE,
NOTE 2 — This component is provided-for compatibility with 1988 edition implementationg of the Directory.
DUAs (and DSAs) implemented accerding to later editions of the Directory Specifications slall always omit this

parameter from th€ommonArguments of a subsequent request. In this way, the Directory will not signal an
error if aliases dereference to further aliases.

g TheentryOnly component isset to TRUE if the original operation was a search, with the subsgt argument
set to oneLevel and an alias-entry was encountered as an immediate subordinate of the base@bject. The
DSA which successfully Jperforms name resolution on the targetObject name, shall perform object
evaluation on only the named entry.

h) The returnCrossRefs component is a Boolean value which indicates whether or not [knowledge
references, used/during the course of performing a distributed operation, are requested to be passed back
to the initiaDSA as cross references, along with a result or referral. The default value|of FALSE
indicatesthat such knowledge references are not to be returned.

i) ThereferenceType component indicates, to the DSA being asked to perform the operation, what type of
Knowledge was used to route the request to it. The DSA may therefore be able to detect efrors in the
knowledge held by the invoker. If such an error is detected it shall be indicated by a Servic¢Error with
theinvalidReference problem. ReferenceType IS described fully in 10.7.

NOTE 3 - If thereferenceType is missing then the valuiperior shall be assumed.

j)  Theinfo component is used to convey DM D-specific information among DSAs which are involved in the
processing of acommon request. This component is of type Domaininfo, which is of unrestricted type:

Domaininfo::=  ABSTRACT-SYNTAX.&Type

k) The timeLimit component, if present, indicates the time by which the operation is to be completed
(see16.1.4.1).

I)  The SecurityParameters component is specified in ITU-T Rec. X.511 | ISO/IEC 9594-3. Its absence is
deemed equivalent to there being an empty set of security parameters.

m) authenticationLevel component is optionaly supplied when it is required to indicate the manner in
which authentication has been carried out. The AuthenticationLevel data type is described in ITU-T Rec.
X.501 | ISO/IEC 9594-2.
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n) uniqueldentifier component is optionally supplied when it is required to confirm the originator name.
The Uniqueldentifier datatypeisdescribed in ITU-T Rec. X.501 | ISO/IEC 9594-2.

0) TheentryOnly component is set to TRUE if the original operation was a Search with the subset argument
set to oneLevel, and an alias entry was encountered as an immediate subordinate of the baseObject. The
DSA which successfully performs name resolution on the targetObject name shall perform object
evaluation on only the named entry.

p) The exclusions component has significance only for Search operations; it indicates, if present, which
subtrees of entries subordinate to the targetObject shall be excluded from the result of the Search
operation (see 10.9).

g) The excludeShadows component has significance only for Search and List operations; it indicates that
the search shall be applied to entries and not to entry copies. This optional component may be used by a
DSA as one way to avoid the receipt of duplicate results (see 20.1).

r Thc ||a|||cRcoU=ch||Mqatm CUI I|JUI Il It Ul I:_y hm Olyl |;|‘;\,cu 1T dw ;I I\J AT Im: ut;Ul L, d Id ;\ Only H If
NSSRs have been encountered. If set to TRUE, it signals that subsequent name resolution; ¢ matching
the remaining RDNs from nextRDNToBeResolved, shall not employ entry copy informatien; [subsequent
resolution of each remaining RDN shall be done in the master DSA for the entry identified by that RDN
(see 20.2).

s) Theoperationidentifier component facilitates the correlation of DAP operations with subseqlient related
DSP operations as well as with results. It is assigned by the DSA that first-receives a DAP request or is
copied from the chaining arguments of DSP requests that require further'chaining. The DSA agsigning the
operationldentifier shall not reuse the assigned integer for a sufficiently’long time period. Cqgrrelation of
related DAP and DSP requests and results is facilitated by a DSA(10gging, for each operatior] and result,
the operationidentifier together with the name of the DSA that assigned it (the firgt DSA in
tracelnformation on a chained request). Such correlation may be useful for the purposes jof logging,
auditing, charging and settlements, etc.

104 Chaining Results

The Chain|ngResults are present in the result of each operation and provide feedback to the DSA which invoked the
operation.

ChainingResults ::= SET {

info [0] Domaininfo. OPTIONAL,

crosgReferences [1] SEQUENCE OF CrossReference OPTIONAL,
secyrityParameters [2] SecutityParameters DEFAULT { },
alregdySearched [3] Exelusions OPTIONAL }

The various components have the meanings as defined below:

a Theinfo componentis used to convey DM D-specific information among DSAs which are invplved in the
processing of @cemmon request. This component is of type Domaininfo, which is of unrestricted type.

) The crossReferences component is not present in the ChainingResults unless the returnCrossRefs
comporent-of the corresponding request had the value TRUE. This component consists of a sequence of
CrossReference items, each of which contains a contextPrefix and an accessPoint desgriptor (see

10.8).
CrogsReference ::= SET{
contextPrefix [0] DistinguishedName,
accessPoint [1]  AccessPointinformation }

A CrossReference may be added by a DSA when it matches part of the targetObject argument of an
operation with one of its context prefixes. The administrative authority of a DSA may have a policy not to
return such knowledge, and will, in this case, not add an item to the sequence.

¢) The SecurityParameters data type is specified in ITU-T Rec. X.511 | ISO/IEC 9594-3. The absence of
the securityParameters component is deemed equivalent to there being an empty set of security
parameters.

d) The alreadySearched component, if present, indicates which subordinate RDNs subordinate to the
targetObject have been processed as a part of a chained Search operation and therefore shall be excluded
in a subsequent subrequest.

NOTE — Names ircontextPrefix or alreadySearched shall be primary distinguished names and shall not contain alternative
distinguished names.
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105 Operation Progress

An OperationProgress vaue describes the state of progress in the performance of an operation which several DSAs

shall participatein.
OperationProgress ::= SET {
nameResolutionPhase [0] ENUMERATED {
notStarted ),
proceeding (2),
completed 3},
nextRDNToBeResolved [1] INTEGER OPTIONAL }

The various components have the meanings as defined below:

a) The nameResolutionPhase component indicates what phase has been reached in handling the
targetObject name of an operation. Where this indicates that name resolution has notStarted, then a
DSA has not hitherto been reached with a naming context containing the initial RDN(s) of, the name. If
name resolution is proceeding, then the initial part of the name has been recognized, although the DSA
holding the target object has not yet been reached. The nextRDNToBeResolved indicates hgw much of
the name has already been recognized [see 10.5 b)]. If name resolution is completed, thgn the DSA
holding the target object has been reached, and performance of the operation proper’is proceeding.

b) The nextRDNToBeResolved indicates to the DSA which of the RDNs inth@targetObject hame is the
next to be resolved. It takes the form of an integer in the range one to the humber of RDNs in the name.
This component is only present if the nameResolutionPhase componént has the value procedding.

10.6 Trace Information
A Tracelnformation value carries forward a record of the DSAs which have been involved in the perfornmjance of an
operation. |t is used to detect the existence of, or avoid, loops which-might arise from inconsistent knowlegge or from
the presende of aliasloopsinthe DIT.
Tracelnformation ::= SEQUENCE OF Traceltem
Traceltem |::= SET {

dsa [0] Name,

targ¢tObject [1] Name OPTIONAL,

oper@ationProgress [2] OperationProgress }
Each DSA |which is propagating an operation to another adds a new item to the end of the sequence of Tracgltem. Each
such Tracetem contains:

a thename of the DSA whieh is adding the item;

b) thetargetObject name which the DSA adding the item received on the incoming request. Thif parameter
isomitted if the'request being chained came from a DUA (in which case itsimplied value is the object or
baseObject,in-XOperation), or if its value is the same as the (actual or implied) targetOhject in the
ChainingArgument of the outgoing request;

c) theoperationProgress which the DSA adding the item received on the incoming request.

dsa shall petheprimary distinguished name and shall not contain alternative distinguished names. Eagth RDN in
targetObject\which has been processed shall be a primary RDN. Alternative distinguished values with contgxts may be
included within the valueswithContext component of AttributeTypeAndDistinguishedValue in the RDN.

10.7 Reference Type

A ReferenceType value indicates one of the various kinds of reference defined in ITU-T Rec. X.501 | ISO/IEC 9594-2.

ReferenceType ::= ENUMERATED {

superior Q),
subordinate (2),
Cross 3),
nonSpecificSubordinate 4),
supplier 5),
master (6),
immediateSuperior ),
self 8}

14
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10.8  Access point information

There are three types of access points:

a) An AccessPoint value identifies a particular point at which access to the Directory, specificaly to a
DSA, can occur. The access point has a Name, that of the DSA concerned, and a PresentationAddress,
to be used in OSI communications to that DSA.

AccessPoint ::= SET{
ae-title [0] Name,
address [1] PresentationAddress,
protocolinformation [2] SET OF Protocolinformation OPTIONAL }

b) A MasterOrShadowAccessPoint value identifies an access point to the Directory. The category, either
master aor shadow of the access pnint is dpppndpnt upon whether it Innin'r: to a naming context or

commonly usable replicated area.

MasterOrShadowAccessPoint ::= SET {

COMPONENTS OF AccessPoint,
category [3] ENUMERATED {
master 0),
shadow (1) } DEFAULT master } }

¢) A MasterAndShadowAccessPoints value identifies a set of accesspoints to the Directory, J.e. a set of
related DSAs. These access points share the property that each refersito a DSA holding entry information
from a common naming context (or a common set of naming (contexts mastered in one DSA\ when the
value is a value of the nonSpecificknowledge attribute. ‘A "MasterAndShadowAccessPgints vaue
indicates the category of each AccessPoint value it contains. The access point of the master PSA of the
naming context need not be included in the set.

MasferAndShadowAccessPoints ::= SET OF MasterOrShadowAccessPoint

An AccesgPointIinformation value identifies one or more actess points to the Directory.

AccessPointinformation ::= SET {
COMPONENTS OF MasterOrShadowAccessPoint,
additionalPoints [4] SET OF MasterOrShadowAccessPoint OPTIONAL }

In the casq of 1988 edition DSAs producing an AccessPointinformation value, the optional component gf the set is
absent. In fthe case of 1988 edition DSAS interpreting an AccessPointinformation value, any MasterAndShadow-
AccessPoints values present are ignored.

In the cage of post-1988 edition DSAs, the MasterOrShadowAccessPoint value component produged for an
AccessPointinformation ‘valle may be of category master or shadow, as determined by the knowledde selection
procedure jof the DSA"producing the value. It may be viewed as a suggested access point provided by the DSA
generating the valug'to the DSA receiving it. A set of MasterAndShadowAccessPoints values may optionflly also be
produced fpr an AccessPointinformation value. This constitutes additional information which may be emplpyed by the
receiving PSA's.knowledge selection procedure to determine an alternative access point.

10.9 Exclusions

As defined in 10.3, thexclusions component ofchainingArguments is used to limit the scope of a Search operation

by identifying a number of entries subordinate to the target object which, together with all of their subordinates, shall not
be included in the processing of a Search operationeXtiasion component is defined as a value of the ASN.1 type
Exclusions.

Exclusions ::= SET OF RDNSequence
EachRDNSequence value in theExclusions set should identify the context prefix of a naming context subordinate to
the target object. If a DSA receivessaarch request with arRDNSequence value that does not conform to this

constraint, the DSA may ignore that value. TRBNSequence is relative to the target object, and is not the
distinguished name of the context prefix.
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Exclusions shall be the primary distinguished names. Alternative distinguished names and context information may also
be included.

Exclusions can, besides being part of a user request, be used by DSAs to minimize duplicate information returned from
Search subrequests performed in the presence of shadowed information.

Figure 5illustrates an example of the use of Exclusions. In this example, a DSA holds two replicated areas, one beneath
the other. One starts with context prefix X, the other with context prefix C. An entry copy at Y has three subordinate

references to naming contexts, A, B and C.

If, as an example, a subtree Search is performed in this DSA, starting with a base object within naming context X, the
DSA can provide information from replicated areas X and C. The information from naming contexts A and B has to be
provided via the subordinate references. When performing request decomposition, continuation references, to be used in
either partialResults or chaining, will specify Y asthe target object and C as a single element of an Exclusions set.

TISO3640-94/d07

Figure 5 — Exclusions

bpagate the

10.10 Continuation Reference
A ContinuptionReferencé describes how the performance of all or part of an operation can be continued af a different
DSA or DBAs. It is typicaly returned as a referral when the DSA involved is unable or unwilling to pr
request itsalf.
ContinuatipnReference ::= SET {
target@bject [0] Name,
aliasedRDNs [1] INTEGER OPTIONAL, -- only present in 1988 systems
operationProgress [2] OperationProgress,
rdnsResolved [3] INTEGER OPTIONAL,
referenceType [4] ReferenceType,
accessPoints [5] SET OF AccessPointinformation,
entryOnly [6) BOOLEAN DEFAULT FALSE,
exclusions [7] Exclusions OPTIONAL,
returnToDUA [8] BOOLEAN DEFAULT FALSE,
nameResolveOnMaster [9] BOOLEAN DEFAULT FALSE}

The various components have the meanings as defined below:

16

a)

The targetObject component indicates the name which is proposed to be used in continuing the

operation. This might be different from the name received in targetObject of the incoming request if, for

example, an dias has been dereferenced, or the base object in a search has been located.
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RDNSs in targetObject shal be primary RDNs (for the RDNs aready processed). Alternative
distinguished values with context may be included.

b) The aliasedRDNs component indicates how many (if any) of the RDNs in the target object name have
been produced by dereferencing an alias. The argument is only present if an aias has been dereferenced.
NOTE — This component is provided for compatibility with 1988 edition implementations of the Directory.
DUAs (and DSAs) implemented according to later editions of the Directory Specifications shall always omit this

parameter from th€ommonArguments of a subsequent request. In this way, the Directory will not signal an
error if aliases dereference to further aliases.

¢) The operationProgress indicates the amount of name resolution which has been achieved, and which
will govern the further performance of the operation by the DSAs named, should the DSA or DUA
receiving the ContinuationReference wish to follow it up.

d) TherdnsResolved component value (which need only be present if some of the RDNs in the name have
not been the subject of full name resolution, but have been assumed to be correct from a cross reference)

g0 The referenceType component indicates what type of knowledge was used in-‘gengrating this
continuation.

f] The accessPoints component indicates the access points which are to be contacted to gchieve this
continuation. Only where non-specific subordinate references are involved can\'there be mofe than one
AccessPointInformation item.

d The entryOnly component is set to TRUE if the original operation(was a search, with the subset
argument set to oneLevel, and an alias entry was encountered as<an immediate subordipate of the
baseObject. The DSA which successfully performs name resol(tion on the targetObject hame, shall
perform object evaluation on only the named entry.

h) Theexclusions component identifies a set of subordinate naming contexts that should not be ¢xplored by
the receiving DSA.

i] The returnToDUA element is optionally supplied<when the DSA creating the continuatiop reference
wishes to indicate that it is unwilling to return information via an intermediate DSA (e.g. for security
reasons), and wishes to indicate that informatren’may be directly available via an operatior] over DAP
between the originating DUA and the DSA~When returnToDUA is set to TRUE, referenceType may be
Set to self.

j] The nameResolveOnMaster element’is optionally supplied when the DSA creating the gontinuation
reference has encountered NSSRs. If set to TRUE, it signals that subsequent name|resolution,
i.e. matching the remaining RBNs from nextRDNToBeResolved, shall not employ entry copy
information; subsequent reselution of each remaining RDN shall be done in the master DSA fpr the entry
identified by that RDN (see'20.1).

11 Bind and Unbipd

DSABind and DSAUnbind, respectively, are used by a DSA at the beginning and at the end of a period df accessing
another DYA.

111 DSA Bind

A DSAB P H cadta-b. H rad-af ot hat + DCA P~ H tha I . 1
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DSABind ::= BIND
ARGUMENT DirectoryBindArgument
RESULT DirectoryBindResult
BIND-ERROR DirectoryBindError

The components of the DSABind are identical to their counterparts in the DirectoryBind (see ITU-T Rec. X.511 |
| SO/IEC 9594-3) with the following differences:

— The Credentials of the DirectoryBindArgument allows information identifying the AE-Title of the
initiating DSA to be sent to the responding DSA. The AE-Title shall be in the form of a Directory
Distinguished Name.

— The Credentials of the DirectoryBindResult allows information identifying the AE-Title of the
responding DSA to be sent to the initiating DSA. The AE-Title shall be in the form of a Distinguished
Name.
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— The DSA's name or AE-Title may use alternative distinguished names and may include context
information.

NOTE 1 — Where names are used in either simple or strong credentials, it is possible to use alternative distinguished names, if
they exist. However, authentication and access control based on the name may not work as desired if the primary distinguished
name is not used. Following successful processing of an authenticated BIND operation, whatever the name used in the BIND
argument, the bound entities shall thereafter know each other by their primary distinguished names, to facilitate operation of
access controls while the BIND is in effect.

NOTE 2 — The credentials required for authentication may be carried by the Security Exchange Service Element (see
ITU-T Rec. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

11.2 DSA Unbind

A DSAUnbind isused to end a period of cooperation between two DSASs providing the Directory service.

DSAUnbind ::= UNBIND

There are no arguments, results or errors.

12 Chained operations

For each of the operations used to access the Directory abstract service, there is an operation)used between ¢ooperating
DSAs in ajone-to-one correspondence. The names of the operations have been chosen to reflect that corresppndence by
prefixing the names of operations used between cooperating DSAs with the term "Chained".

The arguments, results, and errors of the chained operations are, with one exception, formed systematically from the
arguments,| results, and errors of the corresponding operations in the Directory-abstract service (as describgd in 12.1).
The one gxception is the ChainedAbandon operation, which is syntactically equivalent to its Directpry service
counterpar] (described in 12.2).

121 Chained operations

A DSA, having received an operation from a DUA, may elect to construct a chained form of that operation tp propagate
to another DSA. A DSA, having received a chained form:«of an operation, may also elect to chain it to another DSA. The
DSA involing a chained form of an operation may siga; encrypt, or sign and encrypt the argument of the operation; the
DSA performing the operation, if so requested, may.sign, encrypt, or sign and encrypt the result or error returned by the
responder ¢f the operation.

The chained form of an operation is specifiéd-using the parameterized type chained { }.

chained { DPERATION : operation } OPERATION ::= {
ARGUMENT OPTIONALLY-PROTECTED {

SET{
chainedArgument ChainingArguments,
argument [0] operation.&ArgumentType },
DIRQOP.&dspChainedOp-QOP{@dirqop} }
RESULT OPTIONALLY-PROTECTED {
SET{
chainedResult ChainingResults,
result [0] operation.&ResultType},

DIRQOP.&dspChainedOp-QOP{@dirgop} }
ERRORS { operation.&Errors EXCEPT (referral | dsaReferral) }
CODE operation.&operationCode }
NOTE 1 — The operations of the Directory abstract service which may be used as the actual paranagted ¢f } include the
abandoned error. The presence of this error among the set of possible errors of a chained operation reflects the possibility
discussed in 12.2, thatGhainedAbandon can be generated forGhainedModify operation when a linked association fails.

NOTE 2 — The definitive specification of the DSA abstract service in Annex A applies this parameterized type to conk#uct all t
chained operations of the abstract service.

The argument of the derived operation has the components:

a) chainedArgument — This is a value o€hainingArguments which contains that information, over and
above the original DUA-supplied argument, which is needed in order for the performing DSA to carry out
the operation. This information type is defined in 10.3.

b) argument — This is a valueperation.&Argument and consists of the original DUA-supplied argument,
as specified in the appropriate clause of ITU-T Rec. X.511 | ISO/IEC 9594-3.
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Should the request succeed, the result of the derived operation has the components:

a) chainedResult — This is a value of€hainingResults which contains that information, over and above
that to be supplied to the originating DUA, which may be needed by previous DSAs in a chain. This
information type is defined in 10.4.

b) result — This is a valueperation.&Result and consists of the result which is being returned by the
performer of this operation, and which is intended to be passed back in the result to the originating DUA.
This information is as specified in the appropriate clause of ITU-T Rec. X.511 | ISO/IEC 9594-3.

Should the request fail, one of the errors of theopetation.&Errors will be returned, except thatsaReferral is
returned instead okferral. The set of errors, which may be reported, is as described for the corresponding operation in
ITU-T Rec. X.511 | ISO/IEC 9594-3. The erxwaReferral is described in 13.2.

12.2 Chained Abandon operation

A chainedAbandon operation is used by one DSA to indicate to another that it is no longer_ intefested in having a
previouslyl invoked distributed operation performed. This may be for any of a number of reasans;’offwhich the following
are examples:

- the operation which led to the DSA originally chaining has itself been abantoned, or|has implicitly been
aborted by the breakdown of an association;

-{ the DSA has obtained the necessary information in another way, e.g. from a faster responding DSA
involved in the parallel multi-chaining.

A DSA is never obliged to issuecaainedAbandon, or indeed to actually abandon an operation if requested to do so.

If chainedAbandon actually succeeds in stopping the performance of.an operation, then a result will be returned, and
the subje¢t operation will return abandoned error. If the chainedAbandon does not succeed inf stopping the
operation,[then it itself will return aabandonFailed error.

12.3 Chained operations and protocol version

Operationg which require a protocol version greater than v1 (such msdifgEntry operation with certain arguments)

or which return different results when used with a protocol version greater than vl (suwetifg&Entry with a signed

argument) shall only be chained on associations’with the same or a greater version number than that used to convey the
request.

13 Chained errors

13.1 [ htroduction

For the mpst part, the same errors can be returned in the DSA abstract service which can be retirned in the Directory
abstract service. Theyexceptions are thatddwReferral "error” is returned (see 13.2), insteadRafferdal, and the
following gervice problems have the same abstract syntax but different semantics:

d) invalidReference — The DSA returning this error detected an error in the calling DSA’s knowledge as
specified in theeferenceType chaining argument.

b)— ToopDetected — The DSA returning this error detected a loop in the knowledge information in the
Directory.

The precedence of the errors which may occur is as for their precedence in the Directory abstract service, as specified in
ITU-T Rec. X.511 | ISO/IEC 9594-3.

If an error occurs during a chained operation, the responding DSA may sign, encrypt, or sign and encrypt the error
returned.
13.2 DSA Referral

The dsaReferral error is generated by a DSA when, for whatever reason, it doesn’t wish to continue performing an
operation by chaining the operation to one or more other DSAs. The circumstances where it may return a referral are
described in 8.3. If the parameters of the operation were signed by the requestor, then the Directory applies the
protection specified in the DIRQOP.
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dsaReferral ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET{
reference [0] ContinuationReference,
contextPrefix [1] DistinguishedName OPTIONAL,
COMPONENTS OF CommonResults },
DIRQOP.&dsaReferral-QOP{@dirqop} }
CODE id-errcode-dsaReferral }

The various parameters have the meanings as described below:

a) The ContinuationReference contains the information needed by the invoker to propagate an appropriate
further request, perhaps to another DSA. Thisinformation typeis specified in 10.10.

b) If the returnCrossRefs component of the ChainingArguments for this operation had the value TRUE,
and the referral is being based upon a subordinate or cross-reference, then the contextPrefix parameter
may optionally be included. The administrative authority of any DSA will decide which |knowledge
references, if any, can be returned in this manner (the others, for example, may beCconfidential to
that DSA).

A contextPrefix or a Continuation Reference shall be the primary distinguished name. Alternative distinguished values
with context may be included within the valuesWithContext component of an AttributeTypeAndDistinguishedValue
of any RDI.

SECTION 5 — DISTRIBUTED PROCEDURES

14

htroduction

14.1 Scope and Limits

This clausg specifies the procedures for distributed operatiofiof the Directory which are performed by DSAs) Each DSA
individually performs the procedures described below; the collective action of all DSAs produces the full set{of services
provided tq users by the Directory.

14.2 Conformance

The description of DSA procedures in-this'section is based on the models in clauses 8 and 9 of ITU-T Rec. X.501 |
ISO/IEC 9p94-2 and clauses 7 and 8.~Fhe flow charts and their corresponding textual descriptions are one means of
mapping agiven set of external (DAP and/or DSP) inputsto a DSA into one or more external outputs (i.e. aresult, error,
referral, or| chained requests) praduced by that DSA, depending on the particular DSA information tree Held by that
DSA.

It is probaple that the/Directory will be distributed across DSAs implemented according to different edifons of the

Directory $pecifications, e.g. 1988, 1993 and 1997 editions. The DUA initiating the request will be unaware ps to which

edition th¢ DSA=er DSAs satisfying the DUA’s request will have been implemented. Therefore to| allow operation in
such a heterggeneous environment, a DSA shall be implemented according to the rules of extensibility defined in
clause 7 df NTU-T Rec. 519 | ISO/IEC 9594-5.

A DSA implementation shall be functionally equivalent to the external behaviour specified by these procedures
described here. The algorithms used by a particular DSA implementation to derive the correct output(s) from the given
inputs and DSA information tree held are not standardized.

NOTE - The flowcharts which accompany the procedures are intended to be used as aids towards understanding the procedures.

They are not to be considered as being a precise alternative to the textual descriptions. Where there is a disparitye between th
textual description and the flowchart for a particular procedure, it is intended that the textual description take precedence.

14.2.1 Interaction between 1988 edition and 1988/1997 edition DSAS

If the modify operations evaluate across DSA boundaries (i.e. addEntry with TargetSystem, Remove or Rename a
context prefix), then this Directory Specification only specifies how two 1997 edition DSAs or how a 1993 edition DSA
and a 1997 edition DSA shall behave. The interaction between two 1988 edition DSAS, or between a 1988 edition DSA
and a 1993/1997 edition DSA, is outside the scope of the Directory Specifications. When mixed edition DSAs have a
hierarchical operational binding, knowledge of each other’s edition may allow a consistent error to be given to the user.
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14.3 Conceptual model

The complexity of the Directory’s distributed operation gives rise to a need for conceptual modelling using both
narrative and pictorial descriptive techniques. However, neither the narrative nor graphic diagrams should be construed
as a formal description of distributed Directory operation.

14.4 Individual and cooper ative operation of DSAs

The model views DSA operation from two separate perspectives, which, taken together, provide a complete, operational
picture of the Directory.

a) DSA-centered perspective — In this perspective the set of procedures that support the directory is
described from the viewpoint of a single DSA. This makes it possible to provide a definitive specification
of each procedure and to fully account for their interrelationships and overall control structure. Clauses 16
TTougiT 22 descrine the DSA Procedures from a DSA-CENETEd PETSPECUVE.
b) operation-centered perspective — The DSA-centered view provides complete~detajl but makes it
difficult to understand the structure of individual operations, which may underge progessing by multiple
DSAs. Consequently clause 15 adopts a primarily operation-centered view’to introduce the processing
phases applicable to each.
To suppoit the distributed operation of the Directory, each DSA shall perform _actions needed to|realize the intent of
each operation and additional actions needed to distribute that realization across' multiple DSAs. Jlause 15 explores the
distinction| between these two kinds of actions. In clauses 16 through 22, both.kihds of actions are specified in detalil.
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he entire DIB, all operations are, in fact, completely carried out within that DSA. In the ¢
across multiple DSAs, the completion of a typical operation is fragmented, with jus
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In the distributed environment, the typical DSA sees each operation as a transitory event: the operation is invoked by a
DUA or some other DSA; the DSA carries out processing on the object and then directs it toward another DSA for
further processing.

An alternative view considers the total processing experienced by an operation during its fulfilment by multiple,
cooperating DSAs. This perspective reveals the common processing phases that apply to all operations.

15.2 Phases of operation processing

Every Directory operation may be thought of as comprising three distinct phases:

a)

performed is used to locate the DSA which holds the entry;
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b) the Evaluation phase in which the operation specified by a particular directory request (e.g. a Read
operation) is actually performed;
¢) the Results Merging phase in which the results of a specified operation are returned to the requesting

DUA. If a chaining mode of interaction was chosen, the Results Merging phase may involve several

DSAs, each of which chained the original request or subrequest (as defined in 15.3
Decomposition) to another DSA during either or both of the preceding phases.

.1 Request

In the case of the operations Read, Compare, List, Search, Modify Entry, Modify DN and Remove Entry, name
resolution takes place on the object name provided in the argument of the operation. In the case of Add Entry, name
resolution’s target entry is the immediately superior entry of that provided in the argument of the operation — it can be
easily derived by removing the final RDN from the name provided in the operation argument. (This is done via local
argumenin in theFindDSE procedure of 18.3.1.)

An operat

on on a particular entry may initially be directed at any DSA in the Directory. That DSA L

Ises its knowledge,

possibly in
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valuation phase
Name Resolution phase has completed, the.actual operation required (e.g. Read or Sear

5 that involve a single entry interrogations— Read and Compare — may be carried out entir
entry is located.

5 that involve multiple entries interrogation — List and Search — need to locate subordinatg
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tion process.

ation phase is constrained to work within a DSA Information TreerifdhegeDSAIT service ¢

esults merging phase

ts Merging phase is entered once some of the results of the Evaluation phase are availab

arc (or vertex) of the
e DIT is distributed
psolution process. A
n tree. This process
bd on its local DSA

N tree, and the knowledge information contained therein, a DSA is‘able to infer whether the resolution can be

Resolution phase is constrained to work within a DSAvInfermation TreenfitlageDSAIT selvice control

th) is performed.

bly within the DSA in

s of the target, which
l to be directed to the
propriate) to complete

bntrol option

e.

In those ¢

1 ) e &5 P | 1 H 1 " ") [P ) ' H
doSTS WIHITTT T UPCTAlUIT AlfcUITU Uy a SITTYIT TTIt y, UITT TTOUIL UT U1 UpTSTaAuurt tart Sifl

ply be returned to the

requesting DUA. In those cases where the operation has affected multiple entries on multiple DSAs, results can be
combined. If protection is performed on the results, the results shall not be combined. The results should be returned to
the DUA without performing merging.

The permi

ssible responses returned to a requester after results merging include:

a) acomplete result of the operation;

b

d
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) a result which is not complete because some parts of the DIT remain unexplored

(applies to List and

Search only). Such partial result may include continuation references for those parts of the DIT not

explored;
) an error (a referral being a special case); and

) if the requester was a DSAChainingResult.
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153  Managing Distributed Operations

Information isincluded in the argument of each operation which a DSA may be asked to perform indicating the progress
of each operation as it traverses various of the DSAs of the Directory. This makes it possible for each DSA to perform
the appropriate aspect of the processing required, and to record the completion of that aspect before directing the
operation outward toward further DSAs.

Additional procedures are included in the DSA to physically distribute the operations and support other needs arising
from their distribution.

1531 Request Decomposition

Request decomposition is a process performed internally by a DSA prior to communication with one or more other
DSAs. A request is decomposed mto several subrequests such that each of the Iatter accompllshes a part of the original
task. Reque . ' ' asfeen found.
After decomposition, each of the subrequests may then be uni-chained or muIt| cha| ned to other DSAs,ta_dontinue the
task. If protection is performed on the arguments, request decomposition shall not be used.

15.3.2 DSA asRequest Responder

A DSA that receives a request can check the progress of that request using the operationProgress parameter. This will
determine Whether the operation is still in the Name Resolution phase or has reacheg-the’evaluation phasg¢, and what
portion of the operation the DSA should attempt to satisfy. If the DSA cannot fully setisfy the request, it shall| either pass
(by uni-chaining or multi-chaining) the operation on to one or more DSAs which.eanhelp to fulfill the requeft, or return
areferral tg another DSA, or terminate the request with an error.

15.3.3 Qompletion of Operations

Each DSA [that has initiated an operation or propagated an operatien te’one or more other DSAs shall keep tfack of that

operation’s existence until each of the other DSAs has returned a result or error, or the operation’y maximum time limit
has expirgd. This requirement applies to all operations, propagation modes and processing phaseq. It ensures the orderl
closing down of distributed operations that have propagated out into the Directory.

154 oop handling

The DIT rpay be in a state that can cause-looping. As an example, looping can occur during ngme resolution where
dereferenging one or more aliases brings-the resolution back to the same branch of the DIT. Another potential cause of
looping is through misconfigured knowledge references.

Within theg context of a particular, directory operation, a loop occurs if at any time the operation returns to a previous
state, whete state is defined byythe following components:

- the name 6f the DSA currently processing the operation;

the nanje of theargetObject as contained within the argument of the operation;

- theoperationProgress as contained within the argument of the operation and as definefl in 10.5.

This doesLnot mean that an npnr:\finn cannot he Inrnr‘ncenrl mlllfipln times h\l/ a p:\rfimllnr DSA. _Hbwever, it does mean
that the DSA will not process the same operation in the same state multiple times.

Looping is controlled using theeacelnformation argument as defined in 10.6, which records the sequence of states a
particular operation has gone through. Two strategies are defined to determine whether looping has occurred, or is about
to occur. These are loop detection and loop avoidance, and they are described in 15.4.1 and 15.4.2 respectively.

Loop detection is mandatory and loop avoidance is optional.

1541 Loop detection

On receipt of a directory operation a DSA shall initially validate the operation to ensure that it can be progressed. An
important task of validation is to check for loops, by determining whether the current state of the operation appears in

the sequence of previous states recorded itrdoeinformation argument for that operation. This step of loop checking
is loop detection.
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15.4.2 Loop avoidance

Loop avoidance requires that a DSA, immediately prior to forwarding an operation to another DSA as part of a chaining
procedure, determines whether the consequential state of the operation (which is the traceltem that the receiving DSA
will add to tracelnformation when it receives it) appears on the sequence of previous states recorded in the
tracelnformation argument for the original incoming operation.

In the case where referrals are received or acted upon, loop avoidance and loop detection cannot be achieved purely by
examining tracelnformation. In this case, each time a DSA acts on areferral, it needs to store the consequential state of
the operation (i.e. the traceltem that the receiving DSA is going to add when it receives the request) along with a record
of the incoming regquest. Before acting on or returning a referral, a DSA needs to check through this list, in order to
check that an identical request has not been previously sent whilst trying to service the incoming operation.

155  Other considerationsfor distributed operation

15.5.1 Servicecontrols

Some servifce controls need special consideration in the distributed environment in order that the operation i processed
the way that was requested.

d

All other g
environme

ervice controls need to be respected, but their use does not require any special consider

chainingProhibited — A DSA consults this service control when determining the mode
an operation. If it is set, then the DSA always uses referral mode. Ifi-however, it is n
choose whether to use chaining or referral depending on its capabilities.

timeLimit — A DSA needs to take account of this service eentrol to ensure that th
exceeded in that DSA. A DSA requested to perform an operation by a DUA, initially h
expressed by the DUA as the available elapsed time in“seconds for completion

chaining is required, thémeLimit is included in the chaifiing argument to be passed to

of propagation of
bt set, the DSA can

b time limit is not
b ¢itisethienit

bf the operation. If
the next DSA(S).

In this case, the same value of the limit is used forgach chained request, and is the (UTC) time by which

the operation shall complete to meet ¢he/ originally specified constraint
ChainingArguments with atimeLimit specifiedthe receiving DSA respects this limit.

sizeLimit — A DSA needs to take account.of‘this service control to ensure that the list
exceed the size specified. The limit, @s-included in the common argument of the
conveyed unchanged as the request, is chained. If request decomposition is requirg

On receiving

of results does not
original request, is
d, the same value is

included in the argument to be passed to the next DSA, the full limit is used for each subrequest. When

the results are returned, the requester DSA resolves the multiple results and applies t
ensure that only the requested-number are returned. If the limit had been exceeded, t

reply.
priority — In all modes )of propagation, each DSA is responsible for ensuring that
operations is ordered.so as to support this service control, if present.

localScope — The ‘operation is limited to a locally defined scope and each DSA shall
request outside of this.

scopeOQfReferral — If the DSA returns a referral or partial result to a List or Search o
embedded continuation references shall be within the requested scope.

ne limit to the total to
his is indicated in the

the processing of

not propagate the

beration, then the

Ation in the distributed

1552

Extensions

If a DSA encounters an extended operation in the Name Resolution phase of processing and determines that the
operation should be chained to one or more DSAs, it shall include unchanged in the chained operation any extensions

present.

NOTE - An Administrative Authority may determine that it is appropriate to returseraiceError with problem
unwillingToPerform if it does not wish to propagate an extension.

If a DSA encounters an extension in the execution phase of processing, two possibilities may arise. If the extension
isnot critical, the DSA shall ignore the extension. If the extension is critical, the DSA shall return a serviceError
with problem unavailableCriticalExtension. A critical extension to a multiple object operation may result in both
results and service errors of this variety. A DSA merging such results and errors shall discard these service errors and
employ the unavailableCriticalExtension component of PartialOutcomeQualifier as described in ITU-T Rec. X.511 |
| SO/IEC 9594-3.
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155.3 Aliasdereferencing

Alias dereferencing is the process of creating a new target object name, by replacing the alias entry distinguished name
part of the original target object name with the AliasedEntryName attribute value from the alias entry. The object name
in the operation is not affected by alias dereferencing.

155.4  Resolving context-variant names

During the name resolution phase, as RDNs are processed, a new target object name is created by ensuring that every
AttributeTypeAndDistinguishedValue in the RDN uses the primary distinguished value of that attribute as its value. In
this way, the target object name is progressed towards a primary distinguished name. This is done to provide consistent
name handling, in particular where pre-1997 DSAs may be involved in name resolution. The object name in the
operation is not affected by this substitution.

15.5.5 irQOP and Protection Request

The dirgop selected on the DSP Bind and the ProtectionRequest field in the DAP request govern._the-Qperation of
various sequrity features associated with distributed directory operation.

The selectipn of point-to-point protection for DSP requests and responses (including chaining arguments angl results) is
indicated bl the dirqop established between the DSAs on DSP Bind.

The selectjon of protection preferred by the requestor for chained DAP Results—or “Errors is indicged by the
SecurityPqrameters.ProtectionRequest field in the DAP request or, if <his” field is not piesent, the
SecurityPqrameters.ProtectionRequest field in the ChainingArguments is to be'\set to reflect the dirqop |n the DAP
bind.

Where a DAP request is signed, the protection is maintained in the chained DAP request. Any encryptionl on a DAP
request is femoved before chaining, although this information may be.protected using point-to-point protegtion of the
DSP requetts, if required. Encryption of errorsis also applied only onapoint-to-point basis.

The Security Parameters govern the distributed operation of various security features associated with ajdistributed
directory operation.
156  Authentication of Distributed Oper ations

Users of the Directory together with Administrative Authorities that provide directory services may, at their| discretion,
require that directory operations be authenticated. For any particular directory operation, the nature of the authentication
process will depend upon the security paligy;in force.

Two sets of authentication procedures are available which collectively enable a range of authentication requirements to
be met. Ope set of proceduressare those provided by Bind: these facilitate authentication between twp directory
applicationtentities for the purposes of establishing an association. The Bind procedures accommodate |a range of
authenticat|on exchanges from.a simple exchange of identities to strong authentication.

In addition to the peef.entity authentication of an association as provided by Bind, additional procedures pre defined
within the |directory\to enable individual operations to be authenticated. Two distinct sets of directory authentication
proceduregare defined. One facilitates originator authentication services, which address the authentication, by a DSA, of

the initiatol aof the original service request. The second set facilitates results authentication services which pddress the
authenticatlony h\]/ aninitiator of any res| tsthat are returned

For originator authentication, two procedures are defined, one based upon a simple exchange of identities, termed
identity based authentication, and one based upon digital signature techniques, termed signature based authentication. The
former of these procedures is rudimentary in nature since the identity exchange is based upon the exchange of
distinguished names which are transmitted in the clear.

For authentication of results a single results authentication procedure is defined, based upon digital signature techniques;
due to the generally complex nature of results collation, a simpler, identity-based procedure is not defined.

Authentication of error responses may be supported by these procedures.

The services described below are to be considered as augmenting those provided by the Bind service; Bind procedures
are assumed to have been effected successfully prior to authentication of directory operations.

The procedures to be effected by a DSA in providing originator and results authentication are specified in clause 22.
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16 The Oper ation Dispatcher

The Operation Dispatcher is the main controlling procedure in a DSA. It guides each operation through the three phases
of processing a request. The Operation Dispatcher therefore makes use of a set of procedures to fully process the request
as shown in Figure 6.

| A |

Local DAP/DSP DSP DSP Local DAP/DSP
Request Request Request Reply Reply Reply
Result Merging
R N bandon Result
eques - DSP
Validation Abandon Merging Reply
procedure p procedure
Error
Return Name Resolution
| with error
) A Error Result
Find DSE
procedure Name Resolution
Return with Continuation Reference
| entry unsuitable procedure
eturn with DSP .
ntry suitable Request
- Ss List Continuation F)es'lji
Evaluation S\ Reference procedure Pl
! I l b MuItipI:a oby%x\ej ‘ Search Continuation
) Single object
Mod; ation inte?rogatjion interrogQ&n Reference procedure
Modifi¢ation Single Object
Evaluption Interrogation
procedlures procedures
@ reference-
”O Type is supplier —— -
[ @) or master? Yes
@0 No
.\;OQ vV vy
(') List (I1) List (1) Search (Il) || Search (I)
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I I I

Error or result Error Result
| | |
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DISP DISP Reply Reply TISO3650-94/d08
Request  Reply |

\

Figure 6 — Operation Dispatcher
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16.1 General Concepts

1611 P

rocedures

: 1998 (E)

Each of the procedures employed by the operation dispatcher consists of a definition of its conceptual interface in terms
of its parameters, i.e. arguments, results and errors, and a description of the procedure steps itself. The behaviour of the
procedures is described by flowcharts and text. Within a flow chart, the used symbols have the following semantics

(see Figure

7):

Return to the calling procedure with X.
The entry point of the procedure Return X

X may be a result, null, an error, a string.

£ 1 Y I, b £
ot arereran o may Dt aoSent:

. AlX"s
Branch based on a condition brocessed

(2 or more outcomes) | Process each X contained in... [—>

Set exclusions

Process a set of steps fgr each value X
until all values X havelbeen processed

to empty An Action to be performed
Continue with the execution of the steps Continuation of
Call L» of the called sub-procedure. After completion procedures that span
procedure of the sub-procedure, continue with the multiple flow charts

| outgoing arrow of this box.

1612 U

All proced
the Oper ati
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ASN.1 definition (e.g. the aperationProgress component of the chaining arguments). If any of these S

acompoun
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Figure 7 — mbol sYsed in Flow Charts

se of common data structures

ures make use of some data structures that are available during the processing of an operd
on Dispatcher. These data, structures serve to coordinate the data flow within the Operation Dispal
ructures are directly .associated with the argument of the operation and the result to be
bn. Components of the argument and result are referred to using their names within the

0 structure, «.a@* component of this structure may be referred to as compound.d
tionProgreSs-nameResolutionPhase).

ng data'structures are defined within the Operation Dispatcher:

fion within
cher. Most
created for
associated
fructures is
omponent

Reference procedure.

—NReontimationtTst=Atist of continuationreferences—created-foruse-irtimge ResotutiomContinuation

SRcontinuationList — A list of continuation references created for use inLilseor Search Continuation

Reference procedure.

Resolution.

admPoints — A list of references to DSEs of type administrative point that is collected during

referralRequests — A list of the requests or subrequests which have been chained as a result of executing

referrals. Each such request/subrequest is summarised in the form of a Traceltem. Thislist is used by the

Loop Avoidance procedure of 15.4.2.

Further, a procedure may use a set of locally defined variables.
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16.1.3 Errors

At each stage of the processing an error may be detected during the execution of any sub-procedure. The error identified
within this sub-procedure is normally returned to the requester as a corresponding protocol error. In this case, the
operation dispatcher is terminated immediately. In the case that multiple errors are received, local procedures may select
one of them to be returned.

Alternatively, a procedure may choose to process errors (e.g. if a serviceError with problem busy is returned to a
chained search subrequest) at certain points of operation processing. In this case, the procedure continues with its
execution and no error is returned to the requester.

The DSA may optionally sign, encrypt, or sign and encrypt the errors returned in a distributed operation based on the
selected DirQOP and error protection requested.

16.1.4  Asynchronousevents

During the|processing of an operation request within the Operation Dispatcher several asynchronous eveftsmay occur.
The followiing paragraphs specify how to handle an exceeded time limit or size limit or administrative lim(t, a loss of
association| and an Abandon request for an operation that is being processed. The handling of all.other asynchronous
events, e.gfloca policy decisions etc., is outside the scope of this Directory Specification.

16.1.4.1 Tlimelimit

A timeLimit as specified in the CommonArguments can expire at any point in time during the operation. Ijn this case,
normally alserviceError with problem timeLimitExceeded is returned to the requestifig DUA or DSA and the operation
dispatcher fis terminated. Alternatively, a procedure may choose to handle this event in a different way [e.g. during
processing |of asearch request).

If a DSA receives a request from another DSA with the time limit exceeded, it shall send a serviceError w(th problem
timeLimitBxceeded without any further processing of the request.

If a DSA has outstanding (sub)requests, when the timeLimit expires, and there are no results available, it shall return a
serviceErrpr with problem timeLimitExceeded to the requester,

If aDSA hgs outstanding subrequests, when the timeLimitexXpires, and there are results available, it shal refurn aresult
to the requester with the following contents:

a all the collected results, up to the timekimit expiring;

) the limitProblem component‘of the partialOutcomeQualifier result-parameter shall [be set to
timeLimitExceeded;

c¢) theunexplored component of the partialOutcomeQualifier result-parameter shall contain a gontinuation
reference value for each set of DSAs to which subrequests were sent but the result of which are not
included in the result'to the requester, in addition to continuation references to DSAs to which this DSA
did not attempt-to.send subrequests.

16.1.4.2 L{oss of an association

If the assogiation te the requester is lost, the DSA may optionally for each outstanding interrogation (sub)rgguest, send
an chainedAbandoen request, unless the association to the DSA in question has aso been lost. All repljes to such
chainedAHandon requests and all repliesto outstanding (sub)requests shall be discarded.

If the association to one of the outstanding chained subrequests is lost and the association with the requester is not lost,
the DSA may, for interrogation operations only, optionaly try any alternative reference to another DSA that is able to
process the chained request (e.g. areference to a shadow DSA, after loss of the association to the master DSA). If this
does not succeed, the DSA shall act asfollows:

1) If operationProgress.nameResolution is set to notStarted or proceeding, return either a serviceError
with problem unavailable to the requester or areferral error whose continuation reference contains the set
of DSAsthat are able to continue the operation. If non-specific subordinate references are used during the
Name Resolution phase and not al the associations in question are lost, optionally attempt to do the name
resolution without the DSASs to which the associations are lost. If this fails, return either a serviceError
with problem unavailable, or areferral error containing the complete set of NSSRs.

NOTE — It is a local choice which type of error is returned.

2) If operationProgress.nameResolution is set to complete and the request is a single object operation,
return aserviceError with problem unavailable to the requester.
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If operationProgress.nameResolution is set to complete and the request is a multiple entry
interrogation operation, the DSA shall add a continuation reference  to
partialOutcomeQualifier.unexplored of the operation result, with AccessPointinformation identifying
the set of DSAs that are able to continue the operation, including any DSASs to which associations have
been lost.

16.1.4.3 Abandoning the operation

During the processing of an operation, an Abandon request can be received for this operation. In this case, during the
processing of the Abandon request, the Abandon procedureis called for the operation to be abandoned.

16.1.4.4 Administrative Limits

There may be limits imposed by the local DSA administrator, e.g. the amount of time to spend on processing a request,
or the maximum size of data to be returned. If any of these limits are exceeded the DSA shall return serviceError with

problem admimistratveCmitEXceeded.

16.1.45 YzeLimit

A size limit, as specified in CommonArguments, can be exceeded at any point in time during ptecessing pf a List or
Search opdration. In this case, a partial result (taken from the set of already collected results)\shall be retyrned to the
requester with limitProblem set to sizeLimitExceeded. In addition, the unexplored component may Qe used for

returning Continuation References of unaccessed DSAs. Operation Dispatcher is then terminated.

16.2 Hrocedur es of the oper ation dispatcher

The procedure that is performed by the Operation Dispatcher for processing each received request (either oyer DAP or
DSP) is delined by the following steps. Due to alias dereferencing, this procedure may also call itself (alocal [request), in

which casglalocal reply (rather than aDAP or DSP reply) is returned.

1

Validate several aspects of the operation arguments”(Request Validation procedure). If gn error is
encountered during validation, return this error locally or over DAP/DSP.

If the operation received was an Abandon @peration, call the Abandon procedure and retyirn a reply
afterwards.

Resolve the name of the target object:by executing the Find DSE procedure (which includeg the Target
Found and Target Not Found sub-pracedures). If the requested entry was found and is suitablg (according
to the setting of the service contrels, chaining arguments and local policy decisions), continfie with the
Evaluation Phase at step 6).If during Name Resolution an error was encountered, it is retufned. If the
entry was found not to be.suitable, continue at step 4).

The Name Resolution. Centinuation Reference procedure is caled to process the list of Continuation
References as stared. in the NRcontinuationList. In order to process these Continuation References,
chained requests may be issued to other DSAs (if service controls and local policy decision algw it).

In case of an error, this error is directly returned either locally or via DAP/DSP. If the chained request
generated, aresult, then continue with step 5).

TheResult Merging procedure is called to merge the local results with the received Chained Rgsults. If the
Chained Results contain embedded Continuation References, these may first be resolved if the service
controls and local policy allow or requireit.

6)

7)

THiS ey Calse adaditional Chamed Requests 10 be 1Ssued (Whose Chamed Resuits may also contain
embedded Continuation References).

The merged results are returned to the caller, and processing of the request ceases.

If protection is performed on the results, the merging of results shall not be performed.
If the operation is a modification operation, continue at step 7).

If the operation is a single entry interrogation operation, continue at step 8).

If the operation is a multiple entry interrogation operation, continue at step 9).

When carrying out a modification procedure, Operational Bindings may need to be established, modified
or terminated, or shadows may need to be updated as a consequence of performing the operation.
Whether these are done synchronously or asynchronously with the performance of the original operation
depends on the respective modification operations (and on local policy). A local or a DAP/DSP result or
error isreturned to the caller.
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8)

9

10)

The result of a single entry interrogation operation is directly returned to the caler as a loca or a
DAP/DSP resuilt.

If the operation is a multiple entry interrogation operation, then check the nameResolutionPhase of the
operation. If it is not completed, then call the List(l) or Search(l) procedure, otherwise call the List(I1) or
Search(l1) procedure, respectively.

The outcome of a call to the List(l1) procedure (result or error) and the outcome of a call to the List(l)
procedure (in case that the outcome is an error) can directly be returned to the caller (as a local or a
DAP/DSP result).

If the procedure called was the List(l) procedure, the result might contain Continuation References that
have to be dereferenced (depending on service controls and local policy). This may result in chained List
operations being sent off to the respective DSAs. To merge the results continue at step 5) with the call to
the Result Merging procedure.

16.3 Qverview of procedures

1) If the operation was a Search operation, any Continuation References are resolved hy’|the Search

Continuation Reference procedure (if required and allowed). This may cause Chained, Search|requests to
be sent off to the respective DSAs. The Result Merging procedure [see step 5)] is called tq merge the
search results and to possibly dereference contained Continuation Reference, if any:

This clausg gives an overview of the basic functionality of the procedures employed'by the Operation Dispajcher which

are defined in clauses 17 through 22.

16.3.1 Request Validation procedure

This proceglure, described in clause 17, is called to perform loop chiecking, limit checking, and security checkiing prior to

performing

local name resolution. This procedure also provides default settings for those paramefers of the

ChainingAfgument that are not provided by the DAP in the case that the request came from a DUA. Hurther, this

procedure $ingles out any abandon request and notifies this'toe Operation Dispatcher.

16.32 Ab

andon procedure

This proceflure, described in 20.5, tries to find.the operation that is to be abandoned and terminate it. If there are any
outstanding subrequests, Chained Abandon.operations may be sent after them. The procedure either returns an empty

result to the caller, or an error indication(e,g. abandonError with problem tooL ate).

16.3.3 Hind DSE procedure

This proceflure, described in\18.2 and 18.3, matches the components of the name of the target object againsf the locally
held DSEsto resolve thetarget object name. If an alias DSE is encountered, the alias is dereferenced (if permitted) and

the procediire is restarted-to resolve the new name.

If the targgt wasnet found, the procedure is continued at the Target Not Found sub-procedure. If the target jwas found,

the procedlllre is continued at the Target Found sub-procedure.

NOTE —Target Not Found andTarget Found are continuations of theind DSE procedure.

The procedure may result in various errors, in which case, the associated protocol error is returned to the requester and
the Operation Dispatcher isterminated.

16.3.3.1 Target Not Found sub-procedure

This procedure, described in 18.3.2, performs an evaluation of the located intermediate DSEs and creates a set of
Continuation References in NRcontinuationL ist, based on the set of knowledge references that have been detected during
the Find DSE procedure. This set of references is then further processed within the Name Resolution Continuation
Reference procedure.

The procedure may result in various errors, in which case the associated error is returned to the requester and the
Operation Dispatcher isterminated.
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16.3.3.2 Target Found sub-procedure

This procedure, defined in 18.3.3, checks if the found DSE is suitable for the requested operation, i.e. in the case where
it is shadowed information. This may include checking the suitability of the whole subtree of shadowed information
below the target object in the case of a multiple object operation (e.g. subtree search).

If the located entry is suitable, the appropriate operation evaluation procedure is invoked. Otherwise, a
ContinuationReference pointing to the supplier (or master) of the information is created in NRcontinuationList and the
Name Resolution Continuation Reference procedure is invoked.

16.34 Singleentry interrogation procedure

This procedure, described in 19.2, is invoked to actually execute those operations that only affect a single entry, i.e.
Read and Compare operations. After completion, a reply (result or error) created by the procedure is returned to the
requesting PSA/DUA.

16.3.5 Madification procedures

These procedures, described in 19.1, are executed to process the modification operations, i.e. Add Entry, Rermove Entry,
Modify Enfry and Modify DN. This is done by executing a specific sub-procedure defined foreach of these|operations.
During (or| after) these sub-procedures, DOP and DISP requests may be issued to- other DSAs. After| successful
completior|, aresult (created by the sub-procedures) is returned to the requesting DSATDUYA.

16.3.6  Multipleentry interrogation procedures

These prodedures, described in 19.3, are executed to process operations that affect multiple entries which rhay or may
not be locgted in the same DSA. Thisis done by executing specific sub-procedures defined for each of the|Search and
List operat|ons to accomplish request decomposition. These procedures create alocal result of the operatior] evaluation
and optionflly a set of continuation references in SRcontinuationkist. If SRcontinuationList is empty at the|end of this
procedure, [the created result is directly returned to the requesting DSA/DUA. Otherwise, these continuatior) references
are processed by invoking List or Search Continuation Referénce procedure, according to the operation type.

16.3.7 Name Resolution Continuation Reference procedure

This procedure, described in 20.4.1, processes the continuation references in NRcontinuationList created|during the
Name Resplution phase. These continuation-references are either used to issue chained subrequests or returned in a
referral errpr. In the case of chaining,theresults or errors returned from the chained request are returned|for further
processing by the Result Merging Procedure.

16.3.8 Llist and Search Cortinhuation Reference procedure

These prodedures, described in 20.4.3 and 20.4.4, process the continuation references in SRcontinuationList| created by
the multiple entry interrogation procedures and either resolve them by issuing chained subrequests or by creating
continuatign reference(s) within the partialOutcomeQualifier.unexplored. When results or errors for all putstanding
subrequest$ have been received, they are returned for further processing by the Result Merging Procedure.

16.3.9 Result Merging procedure

This procedure, described in clause 21, either examines the result from a chained request or combines the local operation
results with the results received from the chained subrequests. If a subrequest had returned an error, this procedure
determines how this error has to be handled.

If there are any continuation references left in the result, they will (if local policy allows so and service controls require
it) be dereferenced by the Name Resolution, List, or Search Continuation Reference procedures, accordingly.
Duplicates are removed from the result if it is unsigned.

The merged result (with all merged results and unresolved continuation references) is returned to the requesting
DUA/DSA.

If protection is performed on the results, the merging of results shall not be performed.
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17 Request Validation procedure

17.1 Introduction

The Request Validation procedure is the entry point of the Operation Dispatcher for inputs from DUAs and DSAs,
preparing such inputs for Name Resolution processing. The function of this procedure is to detect abandon operations, to
perform security checks, to adjust input received from DUAS so that it may be processed in the same way as input
received from DSAS, to check the arguments of the request for valid syntax and semantics, to perform loop detection,
and to perform other miscellaneous checks. The flow of Request Validation is depicted in Figure 8.

Abandon or
ChainedAbandon

Update or Create \‘9
ChainingArguments Q\
Qs

Return
Loop :
ServiceError
detected?
loopDetected:

Return
erviceFrror b

unavailable or
unwilling ToPerfor!

TISO3670-94/d10

Unwilling
or unable?

Figure 8 — Request Validation procedure
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17.2 Procedure parameters

17.2.1  Arguments

The input argument to Request Validation consists of ChainingArguments (except in the case of chainedAbandon
operations), if the request is received from a DSA, and the argument issued by the originator of the request.

17.2.2 Results
The output result of Request Validation consists of five possibilities.
a) If the security check fails, an error is returned to the requester.

b) If theinput isan abandon or chainedAbandon operation, the output is the argument of the operation.

c) If the arguments of the request are invalid, then an error is returned to the requester. Dependijng on local
policy, the DSA may choose whether to return a serviceError or asecurityError.

d If aloopisdetected, aserviceError with problem loopDetected is returned to the reguester.

g If, based on resource problems or policy considerations, the DSA is unable oounwilling to perform the
operation, a serviceError (with problem busy, unavailable, or unwillingTeRerform) is retyrned to the
requester.

f) Inall other cases, the validated input, transformed by addition of ChainingArguments if recelved from a
DUA or the update of ChainingArguments.tracelnformation ifreceived from a DSA, is the optput of the
procedure and subsequently the input to the Name Resolution procedure.

17.3 rocedur e definition

-

The security check described in 17.3.2 is performed. This may .restlt in the return of an error and the termingtion of the
Operation Dispatcher.

If the inpdt is an abandon or chainedAbandon operation, only the steps in 17.3.1 are subsequently |performed,
otherwise the stepsin 17.3.3-17.3.5 are performed.. 17.3.5 describes the loop detection procedure which may fesult in the
return of an error and the termination of the Operation Dispatcher.

Next the checks in 17.3.6 are performed. They may result in the return of an error and the termination of th¢ Operation
Dispatcher

If the chegks in 17.3.2-17.3.6 dotnot result in the termination of the Operation Dispatcher, the steps in[ 17.3.7 are
performed pnd the procedure terminates with the transfer of its output to the Name Resolution procedure.

17.3.1 Abandon processing

The argument of an_abandon or chainedAbandon is passed to the Abandon procedure, (see 20.5), to process the
abandon reguest

17.3.2  Security-chesks

If the argument to the operation is signed, encrypted, or signed and encrypted, the signature may be checked. Should the
signature be invalid or the decryption fail, or be absent in a case when it should be present, an error may be returned to
the requestor. Alternatively, aDSA may perform any other locally defined action.

17.3.3 Input preparation

17.3.3.1 DUA request

If the operation is received from aDUA, a ChainingArguments value is created as follows:
@) ChainingArguments.originator is set as described in 10.3.

b) ChainingArguments.operationProgress is set to the value of CommonArguments.operationProgress.
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€¢) ChainingArguments.tracelnformation is set to a sequence containing a single Traceltem value. This
value is constructed as follows. Traceltem.dsa is set to the name of the DSA executing Request
Validation. Traceltem.targetObject shall be omitted. Traceltem.operationProgress is set to the
incoming value.

d) If the service control of the operation specifies a time limit (the available elapsed time in seconds for
completion of the operation), ChainingArguments.timeLimit is set to the (UTC) time by which the
operation shall complete to meet the user’s specified time limit.

e) ChainingArguments.AuthenticationLevel and ChaingingArguments.Uniqueldentifier are set
according to the local security policy.

f)  If the manageDSAIT option is set in th&erviceControls, then:
— thenameResolutionPhase component obperationProgress shall be set toompleted;

— thenextRDNToBeResolved component of theperationProgress shall be omitted;

— referenceType shall take the valuself;

— entryOnly shall take the valuEALSE;

— nameResolveOnMaster shall take the valueALSE; and

— thechainingProhibited option inServiceControls shall be set;

— the remaining optional elements 6hainingArguments are omitted, with default |values being
assumed where specified.

d) If the manageDSAIT option is not set in th&erviceControls, then the remaining optional elements of
ChainingArguments are omitted, with default values being assumed where specified.

h) ChainingArguments.SecurityParameters.ProtectionRequest is used to indicate the leve] of protection
(sign, encrypt, or sign and encrypt) to be applied to the fesults.

17.3.3.2 DSA request

If the opetation is received from a DS@hainingArgumentsitraceinformation is updated by appending| a value at the
end of sequenceraceltem. This value is constructed as. follows:

d) Traceltem.dsa is set to the name of the DSA executitegjuest Validation.

b) Traceltem.targetObject is set to(the value o€hainingArguments.targetObject unless| theobject
(orbaseObject in the caseof a Search operation) of the request argumenf is identical to
ChainingArguments.targetObjéect, in which cas@raceltem.targetObject shall be omitted.

c) Traceltem.operationProgiess is set to the value @hainingArguments.operationProgress

17.34 \falidity assertion

The opergtion shall be checked for valid syntax and semantics of its arguments according to the fules contained in the
clauses de¢fining each operation (e.g. it should be checked thadxiRDNToBeResolved does not provide a number
exceedind the number;of RDNs in thergetObject). If the request is detected to contain invalid [arguments, the
operation |s terminated and an error is returned to the user, depending on the kind of invalidity dete¢ted.

17.35 Lloopdetection

If any twollraceltem values ofChainingArguments tracelnformation (aq Inrnln:m:ri inl173 ’2) are identical, processing

of the operation has returned to a previous state, i.e. a loop has been detected. In thigrwéseEraor (with problem
loopDetected) shall be returned to the requester and the Operation Dispatcher terminates.

17.3.6  Unable or unwilling to perform

Request Validation may assess available resources and determine that the operation cannot be performed. It may also
determine, based on policy considerations, that the operation should not be performed. In theseaagastreor

(with problem busy, unavailable, or unwillingToPerform) may be returned to the requester and the Operation
Dispatcher terminates.

17.3.7 Output processing

In the final phase oRequest Validation the validated input, transformed by additionCbfainingArguments if received
from a DUA or the update @hainingArguments.tracelnformation if received from a DSA, is returned and employed
as input to thé&lame Resolution procedure.
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18 Name Resolution procedure

18.1 I ntroduction

This clause describes the Name Resolution procedure, its Arguments, Results, and its possible Error conditions. As
shown in Figure 6 (Operation Dispatcher), the Name Resolution procedure consists of two procedures:

—  Find DSE procedure;

— NameResolution Continuation Reference procedure.

The Find DSE procedure is described in three flow charts, narRgly DSE, Target Found, andTarget Not Found. The

Find DSE procedure matches the target entry name to locally stored DSEs, component by component. If the target entry
is found locally, therFind DSE continues with th&arget Found sub-procedure, which then calls tGkeck Suitability
procedure heck-thesuitabiiby-ofthefoune v tor—H-the-targetentry eHegalyndHzsE
continues| with theTarget Not Found sub-procedure prepares Continuation Reference(s) to/ e added to the
NRcontinugtionList for theName Resolution Continuation Reference procedure to dispatch it.

NOTE 1 — Name Resolution shall perform name matching against multiple distinguished values, differentipted by context, as
described in 9.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2, when determining a match.

NOTE 2 —Name Resolution may fail if a pre-1997 superior DSA holds a subordinate reference’ to an entry Held in a later edition
DSA ard the RDN for that entry includes conteame Resolution will fail against the shadow copy of an| entry when an
alternatjve name is used as a purported nhame and the shadow entry is held in a first or second edition DSA|

18.2 Hind DSE procedure parameters

18.2.1 Arguments

The procedure uses the following arguments:

ad) ChainingArguments.aliasDereferenced;
b) ChainingArguments.aliasedRDNS;

ChainingArguments.excludeShadows;

Q o

ChainingArguments.nameResolveOnMaster;
€g) ChainingArguments.operationProgress (nameResolutionPhase, nextRDNToBeResolved)
f ChainingArguments.referenceType;
ChainingArguments.targetObject;
ji the operation type;
i] theoperation.argument;

NOTE + Where np-acCtual values exist, default or implied values are used, as specified in 10.3.

18.2.2 Results

There are tw

The first successful case returns (from the Target Not Found sub-procedure) Continuation Reference(s) in
NRcontinuationList which is then passed on to the Name Resolution Continuation Reference procedure to continue the
Name Resol ution phase.

The second successful case returns (from the Target Found sub-procedure) a (reference to @) DSE, which is passed to
one of the Evaluation procedures.

18.2.3 Errors

The following errors may be returned:;
a) serviceError: unableToProceed, invalidReference, unavailableCriticalExtension;

b) nameError: noSuchObject, aliasDereferencingProblem, contextProblem.
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18.2.4 Global Variables

The procedure uses the following global variable:

18.2.5

— NRcontinuationLigt list to store the Continuation Reference(s) needed to continue name resolution in the

Name Resolution Continuation Reference procedure.

Local and Shared Variables

The procedure uses the following local variables:

The shargd variabledmPoints (defined in Operation Dispatcher) is also used, For convenience, ¢
target object name is denoted\§s.

18.3

NOTE - There are some texts in the flow chart that are only relevant'to ‘specific operations. This is not sh
but is described in the accompanying text.

18.3.1

See Figurel9.

This proceglure attempts to resolve the target object name locally.

36

a) i Index used to identify the component of the target name being worked

b) m The length of the target object name to be used in name resolution.

on.

For operations that

name resolve to the parent entry, i.e. Add Entrys set to (the number of RDNs in the

__ target object) — 1. For all other operatiomsis set to the number of RDNs in the target

object.
c) lastEntryFound Index, so that DSE(lastEntryFound) is the last matched DSE thatis cérT;pe
d) lastCP Index, so that DSE(lastCP) is the last shadowed context prefix‘encountered.

d) candidateRefs A set of continuation references.

Rrocedures

Hind DSE procedure

1) Initialize the local variables lastEntryFound and lastCP to 0; admPoints and candidateRefs to ar
and initializei to 0.

2) Comparei and m. If they-atenot equal, then continue at step 5).

3 If they are equal, check if nameResolutionPhase is completed. If not completed, continy
Not Found sub-procedure.

If the nameResblutionPhase is completed and the manageDSAIT critical extension is set,
with entryssuitable.

4) If nameResolutionPhase is completed, then check if any immediate subordinate of DSE(i)
prefix*(of type cp).

I one (or more) immediate subordinate DSE(S) is of type cp, then return with entry suitable.

bmpafetiite

wn in the flow charts,

empty set,

e at Target

then return

S a context

NOTE 1 — This case is favrist (11) andSearch (11) subrequests.

If no immediate subordinates of DSE(i) are of type cp, then continue at Target Not Found sub-procedure.

5) Try to find a match for the (i + 1)-th component of the target object name with the name of a subordinate
of the last matched DSE. In the case of i = 0, try to match one of the DSEs immediately subordinate to the

root DSE. If no match can be found, continue at Target Not Found sub-procedure. If a sing
found, increment i, and store the matched DSE as the i-th element in the vector of found DSEs.

le match is

NOTE 2 — Name matching includes handling of multiple distinguished values differentiated by context, where

known, as described in 9.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

If more than one match is found, then return a nameError with problem contextProblem.

NOTE 3 — For example, this can be the case whexttaibuteTypeAndDistinguishedValue in a pu
contains multiple distinguished attribute values differentiated by contexts and different of
values in different target names.
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Figure 9 — Find DSEprocedure
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6)

7)

If i equals nextRDNToBeResolved, then check if the following two conditions are both met:

theChainingArgument.nameResolveOnMaster iS TRUE;
DSE() is not a master entry.

If both conditions are met, then retwerviceError with problemunableT oProceed.
NOTE 4 — This indicates the userafmeResolveOnMaster to avoid multiple paths to the same target object.

Check al the DSE type bits of DSE(i). For each type bit, some processing is potentially required. The
action to take for each type found is given below:

Check ifnameResolutionPhase is completed. If it is not, then continue &target Found sub-

If both thecp andshadow bits are set, then remember the indexlastCP.

If theadmPoint bit is set, check thedministrativeRole operational attribute. If this is
autonomous administrative area then emptyatePoints list. If this is the start of

the start of an
one or more

specific admlnlstratlve areas, then check d@Points list and remove any eX|st|ng points that are

DSE () in the Ilst.
If one of thesubr, xr or immSupr bits is set, then generate a continuation\refe
specificKnowledge attribute withoperationProgress.nameResolutionPhase. set top|
nextRDNToBeResolved set toi, targetObject constructed from the resolved co

primary RDNs (alternative distinguished values may be included in the"RDNS) co
remaining unresolved components, amdessPoints andreferenceType set as app
the continuation reference to the list of continuation referencemdidateRefs.

If theentry bit is set, then test forequal tom (and therefore thedtarget object name b
matched). Ifi does not equah, then remember the found entry by settiagEntryFou
continue processing the type bits of DBHf i andm are_equal, continue at step 8).

If the subentry bit is set, then test farequal tom(and therefore the target obje
completely matched). If they are equal, then €ontinu€asget Found procedure; if
equal, then return mameError with problemnoSughObiject.

If thealias bit is set, test ilontDereferenceAliases is set.

If dontDereferenceAliases is not the alias can be dereferenced.

rative point). Store

rence using the
roceeding,
ponents using
catenated with the
opriate. Add

eing completely
nd toi and

ct name being
they are not

set,

of the target object to thaliasedEntryName as supplied in the alias entry conca
remaining unmatched companents of the previous target object name (i.e. conc
1)-th to m-th component of-the previous target object name). Post-1988 edition
aliasedRDNs (whereas %1988 edition DSAs seatiasedRDNs to the number ¢
aliasedEntryName). Start Name Resolution again by continuing at step 1).

chainingArguments.aliasDereferenced to TRUE, nameResolutionPhase to notStarte%,

If dontDereferenceAliases is set, then the alias cannot be dereferenced. Check i
name has been processed completely by compadngm for equality. If they are e
name therefore fully matched), then continud aget Found sub-procedure. If they
(and the‘_name therefore not fully matched), then retusmeError
aliasDereferencingProblem.

Fot all other possible DSE types, no action is needed. Internally mark that DSE
and continue processing the still unprocessed DSE type bits of thé) DSE(

If all type bits of DSH] are processed, then continue at step 2).

Therefese,

the name

nated with the
tenate iith the (
DSAs do not set
f RDNs in

f the target object
gual (and the
are not equal

withh  problem

type as processed

procedure.

9)

10)

18.3.2

38

If nameResolutionPhase is completed, then check if theeferenceType used issupplier or master; if
S0, continue at th€arget Found sub-procedure.

NOTE 5 — This is for the chain-to-supplier subrequests.

If the nameResolutionPhase is aready completed and the manageDSAIT critical extension is set, then
return with entry suitable.

Otherwise, check if any of the DSEs immediate subordinate to DSE(i) is a Context Prefix (and therefore
of type cp). If thereis (one or more), return entry suitable. If none of the immediate subordinate entriesis
of type Context Prefix, then return a serviceError with problem invalidReference.

NOTE 6 — This case is farist (11) andSearch (11) subrequests.

Target Not Found sub-procedure
See Figure 10.
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Figure 10 — Target Not Found sub-procedure
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This sub-procedure is called when the target object name is not found in the local DSA. This sub-procedure determines
the best type of knowledge reference to use to continue name resolution, unless an error is detected in which case the
error is returned.

1)

2)

3

When continuing from Find DSE procedure, distinguish between the three possible phases of the Name

Resolution phase.

If nameResolutionPhase isnotStarted, continue at step 2).
If nameResolutionPhase is proceeding, continue at step 8).
If nameResolutionPhase iscompleted, continue at step 12).

If an entry was found (lastEntryFound not equal to 0), set nameResolutionPhase to proceeding and

continue at step 9).
If no entry was found (lastEntryFound=0), then check if the DSA isaFirst Level DSA.

If itisaFirst Level DSA, then the root DSE does not contain a Superior Reference and therefore is not of

type supr. Inthis case, continue at step 4).

If the DSA isnot aFirst Level DSA, then the root DSE contains a Superior Reference and-tharefore is of

type supr. In this case, generate a Continuation Reference using the superior knowledge as f
root DSE. Set:

targetObject to the name of the target object constructed from, the resolved

bund in the

components using

primary RDNs (alternative distinguished values may be includedqifi.the RDNs) concatenated with the

remaining unresolved components;

operationProgress.nameResolutionPhase to notStarted,;

referenceType to superior; and
accessPoints as appropriate.

Add the Continuation Reference to the list of Coptinuation ReferencesndidateRefs.
step 6).

Check if the operation was directed to the roat embry 0?). If it was, continue at step 5)
generate a Continuation Reference using anys\NSSR knowledge found in the root DSE

targetObject to the name of the target object constructed from the resolved

Continue at

If it was not,
. Set:

components using

primary RDNs (alternative distinguished values may be included in the RDNs) concatenated with the

remaining unresolved components;
operationProgress.nameResglutionPhase to proceeding;
operationProgress.nextRDNToBeResolved to 1;
referenceType to nonSpecificSubordinate; and
accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation ReferencesndidateRefs.
step 6).

At a First Level DSA, only List or Search operations may be performed with the root e
Therefore;if the operation was not a List or Search operation, retmeError wi
noSuch@biject. If it was a List or Search operation, satneResolutionPhase to completed
with'entry suitable.

Check if there are any Continuation ReferencescamidateRefs. If candidateRefs is

Continue at

htry as base object.
h problem
and return

empty and
dateRefs is

partialNameResolution is FALSE, returnnameError with problemnoSuchObject. If cand

7)

8)

9)

40

empty and partialNameResolution IS TRUE, then In the result separtialName

to TRUE,

nameResolutionPhase to completed, and return withentry suitable. Otherwise, continue at step 7).

Use a local selection function to choose a Continuation Reference from the list of Continuation
References inandidateRefs, add it to the list of Continuation ReferencesiRcontinuationList and return

with entry unsuitable.

If the DSA was unable to proceed with Name Resolution (in which lag&®atryFound is less than

nextRDNToBeResolved), continue at step 11). Otherwise, continue with next step.

If DSE() is a shadow DSE with incomplete subordinate knowledgkofdinateCompletenessFlag is
FALSE), then generate a Continuation Reference from stingplierKnowledge attribute found in

DSE(lastCP). Set:

targetObject to the name of the target object constructed from the resolved components using

primary RDNs (alternative distinguished values may be included in the RDNs) concatenated with the

remaining unresolved components;
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operationProgress.nameResolutionPhase to proceeding;

operationProgress.nextRDNToBeResolved to lastEntryFound;

referenceType to supplier; and

accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation ReferendéRamtinuationList, and return
with entry unsuitable.

10) If the last entry found contains a NS$BSE(lastEntryFound) is of type nssr), then generate a
Continuation Reference from the NSSR knowledge fourmSE(lastEntryFound). Set:

— targetObject to the name of the target object constructed from the resolved components using
primary RDNs (alternative distinguished values may be included in the RDNs) concatenated with the
remaining unresolved components;

— operationProgress.nameResolutionPhase to proceeding;
— operationProgress.nextRDNToBeResolved to lastEntryFound+1;

— referenceType tononSpecificSubordinate; and

accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation ReferenceandidateRefs. Continue at
step 7).

If DSE(lastEntryFound) is not of typenssr, then continue at step 6):
11) If chainingArguments.referenceType is of typenssr, then continde at step 13), otherwise at step 12).

=

2) ReturnserviceError with probleminvalidReference.

13) Ifi + 1is equal tonextRDNToBeResolved, then the-réquest was routed here due to gn NSSR and the
DSA is unable to proceed with name resolution; in this case, ratmriceError with problem
unableToProceed; otherwise continue at step 12).

18.3.3 Tlarget Found sub-procedure

This sub-procedure is entered when the target object name matches with an entry DSEs locally. This sub-procedure
checks if the found entry is suitable for processingthe request locally (it is shown in Figure 11):

1) Call the Check Suitability procedure.

2) If the entry is suitableeftrylsuitable), then sehameResolutionPhase to completed and [returnentry
suitable.

3) If the entry is not- slitableerftry unsuitable), then generate a Continuation Referg¢nce using the
supplierknowledge\attribute found irDSE(lastCP). Set:

— targetObject’to the name of the target object constructed from the resolved ¢omponents using
primary. RDNs (alternative distinguished values may be included in the RDNs) concatenated with the
reniaining unresolved components;

— _‘operationProgress.nameResolutionPhase to proceeding;

—./ operationProgress.nextRDNToBeResolved to m;

rafaranca Tvynetocinn Lar—and

rerererrce Ty petToSTupptreTare

accessPoints as appropriate.

Add the Continuation Reference to the list of Continuation Referencl®RdontinuationList. Return
entry unsuitable.

NOTE — If the localScope service control is set, however, the DSA could, based on local policies, decide to
consider this entry as suitable and proceed as in step 2).

4) If a critica extension is not supported (unsupported critical extension), then return serviceError with
problem unavailableCriticalExtension.

18.34  Check Suitability procedure

This procedure is called to decide whether a found DSE is suitable for performing the requested operation
(see Figure 12). It takes into account the ChainingArguments, the ServiceControls, the arguments as supplied by the
user, the operation type and the characteristics of the DSE (shadow, subordinate knowledge, attributes present, etc.).
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18.34.1

Theinput g

The outpu

42

Continue
from

Find DSE

nameResolutionPhase =
completed

Call Check Suitability entry
Procedure suitable
entry
unsuitable

Return
entry suitable

nameResolutionPhase =

proceeding, and I
nextRDNToBeResolved =i

1

4

Make a continuation reference
using the supplierKnowledge
attribute found in DSE(lastCP);
and add it to NRcontinuation List

-~

Procedur e parameters

rgument to this procedureis:

a reference to a DSE;

theChainingArguments; and

the operation argument.

5

6

7

Figure 11 — Target Found sub-procedure

— The requested operation type is a modification operation.
— The seryice“contralontUseCopy is set.

Otherwise;continue with the next step.

the operation type for which the suitability of\the DSE is to be checked;

t is eithemtry suitable, entry unsuitable;Or unsupported critical extension.

Return

o~

entry unsuitable
o N

TISO3700-94/d19

The DSE is of typshadow. Return entry unsuitable, if any of the following is true:

If the DSE is not of typehadow, then check if altriticalExtensions are supported. If t
return entry suitable, elsecreturn unsupported critical extension.

If.the service contratopyShallDo is not set, then check if alfiticalExtensions are supp

hey are, then

If the(service contratopyShallDo is set, then check if aflriticalExtensions are supportedl. If they are,
then-returrentry suitable, else returmunsupported critical extension.

bried. If they

ekl
Y y GTTSOTtaidTer

) Distinguish between operation types:

If List operation, continue at step 6).

If Read operation, continue at step 7).

If Search or Compare operation, continue at step 8).

) If the entry has full subordinate knowledge, the List operation can be performed. In this casentrgturn
suitable, otherwise returentry unsuitable.

) If all the requested attributes are present in the DSE, then ketuynsuitable. If some attributes are
missing, then determine by local means whether the shadow copy holds all the attributes held by the
master (e.g. by reference to the shadowing agreement). If they are, the entry is suitablenrgturn
suitable). Otherwise, the supplier may hold the requested attributes which are not present at the shadow; in
this case, the request has to be chained (retumyunsuitable).
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If the operation is search with searchAliases set to TRUE and the DSE is of type alias then if
chainingArguments.excludeShadows is FALSE return entry suitable, if it is TRUE return entry
unsuitable.

If the DSA supports the matching rule for comparing or searching as requested and the operation is
compare or search operation with subset of baseObject, then continue at step 7). If the DSA supports
the matching rule and the operation is search with subset oneLevel or subtree, then continue at step 10).
Otherwise return entry unsuitable.

If chainingArguments.excludeShadows is TRUE, then return entry unsuitable. Otherwise, check the
local understanding of the shadowed information specification against the operation filter and selection. If
al necessary entries and attributes are present, then return entry suitable. If any entry or attribute is
missing, then return entry unsuitable.

No &
All critical
DSE of type extensions
shadow? supported?
I %
\\ Il necessary entries,
attributes are present
Modify \% ‘
operation? ‘\
Q O© Check current shadowing
no Q agreement unit of
4Q replication against Entries or
v operation filter and attributes
es dontUseCopy § selection absent
set? $\
@No No
O
No $
@ excludeShadows >, Y€S excludeShadow$ > YeS |
A\J =TRUE? =TRUE?
copyShallDo, Yes
v (search oneLeVel
es or subtree)
No
,‘ Search operation Is operation
List Operation .Search, and No matching rule
type? searchAliases = supported by
Compard TRUE and DSE the DSA? No
v Q~ of type alias
Read
[Full subordinate (comp;:Ssearc I
dge and i
AC€I for each? baseiject)
All necessary No
attributes present
in DSE?
Yes requested No

attributes not held
by the supplier?

TISO8950-99/d14

Figure 12 — Check Suitability procedure
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19 Operation evaluation

This clause defines the procedure that a DSA shall follow if the target entry of an operation has been found locally
(during Name Resolution). According to the type of operation, one of the following procedures are invoked:

For an addentry, chainedAddEntry, removeEntry, chainedRemoveEntry, modifyEntry,

chainedModifyEntry, modifyDN or chainedModifyDN operation the procedures in
followed.

For aread, chainedRead, compare or chainedCompare operation the procedures in
followed.

19.1 shall be

19.2 shall be

For asearch, chainedSearch, list or chainedList operation the procedures in 19.3 shall be followed.

19.1 M odification procedure

According
followed.

to the type of modification operation, the corresponding procedures defined in 19.1.0tht

19.1.1 Add Entry Operation

1

ough 19.1.4 shall be

The DSA shall check that the initiator has sufficient access rights) e.g. as defined, in 11.1.5 of

ITU-T Rec. X.511 | ISO/IEC 9594-3. If not, an appropriate error is peturned.

The DSA shall assure that an entry with the name of the entry to be added doe
Otherwise, it shall return ampdateError with problementryAlfeadyExists. If the superid
additional typenssr, the DSA shall follow the procedur® defined in 19.1.5 (Mo
and NSSRs) to ensure that the name of the new entry jS‘unambiguous. If the name of
includes multiple distinguished values differentiated’ by-context for some attribute in

DSA shall assure that none of the possible alternative RDNs that may be constructed
context) a name for an entry that already exists.

If targetSystem is present, and thaccessPoint is not that of the current DSA, go
targetSystem is not present, or is present @nd MweessPoint is that of the current DSA, ¢

If the entry is a subentry, the DSA shall retupdateError with problemaffectsMultipleD
entry is not a subentry, the DSA has a local choice as to whether or not it wishes to ¢
the specified DSA. If it does not;‘the DSA shall retsenviceError with problemunwilling
otherwise the DSA shall establish a hierarchical operational binding (HOB) with the sp
DSA. If the DOP is suppgrted, the procedure in 24.3.1.1 shall be followed. Otherwis
used to establish the-HOB. If the subordinate DSA is unwilling to establish the of
aserviceError with problemunwillingToPerform is returned for th@addEntry operation. If
successfully established, continue at step 7).

NOTE 1 —-This step of the procedure does not apply to the creation of autonomous adn
subordinate-DSA.

The DSA’shall ensure that the new entry conforms to the sub-schema, or that the new subentry
othex types conform to the system schema (e.g. that the immediate superior DSE of a subentr
admpPoint). If not, it shall return an appropriate updateError or attributeError, else it shall g
DSE. If entry, continue at step 7). If subentry, continue at step 6). Otherwise, appropriate

s not already exist.
r DSE is of

lify Operations

the entry to be added
he final RDN, the
yields (regardless of

to step 4). If
D to step 5).

SAs. If the

stablish a HOB with
[oPerform,

ecified subordinate
e, local means are
perational binding,
the HOB is

hinistrative areas in a

or DSE of
y is of type
dd the new
knowledge

management procedures for the other types of DSE are executed. See Section 6

6)

The DSA shall forward, at an appropriate time, a modify operational binding to al relevant subordinate
DSAs with which it has hierarchical or non-specific hierarchical operational bindings. The relevant
bindings are those which are associated with naming contexts that are subordinate to the superior DSE.
Naming contexts whose context prefixes correspond to autonomous administrative points are not relevant.
If the DOP is supported, the procedures in 24.3.2.1 and 25.3.2 shall be followed. If the DOP is not

supported, local means shall be used to modify the RHOBs.

NOTE 2 — An appropriate time is specified by the DSA administrator, and might range from immediately after
(or even before) the operation result is returned to a periodic strategy (e.g. at an appointed hour). The time may

vary depending upon the reason for the modification, e.g. updates to ACI taking immediate
schema being done periodically.

effect and changes to

If the added entry or subentry is within the UnitOfReplication of one or more shadowing agreements,
then the shadow consumers shall be updated using the procedures of the Directory information shadow

service specified in ITU-T Rec. X.525 | |SO/IEC 9594-9.
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OK

targetSystem

targetSystem is -
plesent?

this DSA?

Local
policy?

Establish hierarchigal
operational binding ith
subordinate DSA

typé of entry Check Add the new No
to be added? Sub-schema entr Successful?
Subentry por . Yes
other DSE Fail -
Check Note
Return UpdateErr: shadows(s
Systgm-schema or AttributeError, will need (tcz
be updated

OK
Schedule modification

g Addthe new - of RHOBs with
Subentry or DSE subordinate DSAs Return
TI$0O8960-99/d1E

Figure 13 — Add Entry

19.1.2 RemoveEntry Operation

1) The DSAShat—theckthat themitrator s sufficient—access 1ights, .0, & defimed, M 11.2.5 of
ITU-T Rec. X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

2) The DSA shall ensure that the entry to be removed is a leaf entry. Otherwise, the DSA shall return an
updateError with problem notAllowedOnNonLeaf.

3) The DSE type of the entry to be removed is checked. If subentry, continue at step 5). If cp, continue at
step 6). If entry or alias, continue at step 4). Otherwise, appropriate knowledge management procedures
for the other types of DSE are executed. See Section 6.

4) Removethe entry or aias entry and continue at step 7).

5) Remove the subentry. At an appropriate time, modify the operational bindings of al relevant subordinate

DSAs with which the current DSA has hierarchical or non-specific hierarchical operational bindings. The
relevant bindings are those which are associated with naming contexts subordinate to the superior DSE.
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Naming contexts whose context prefixes correspond to autonomous administrative points are not relevant.
If the DOP is supported, the procedures in 24.3.2.1 and 25.3.2 shall be followed. Otherwise, local means
shall be used. Continue at step 7).

6) Remove the naming context. If the DSA has a hierarchical operational binding for this naming context, it
shall terminate the hierarchical operational binding with its immediately superior DSA. If the DSA has a
non-specific hierarchical operational binding for this naming context, and this is the last naming context
of the non-specific hierarchical operational binding, then it shall terminate the non-specific hierarchical
operational binding with its immediately superior DSA. If the DOP is supported, the procedures
in 24.3.3.2 and 25.3.3.2 shall be followed. Otherwise, local means are used to terminate the RHOB.

7) If the removed naming context, entry, alias entry or subentry was within the UnitOfReplication of one or
more shadowing agreements, then the shadow consumers shall be updated using the procedures of the
Directory information shadow service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.

If the removed subordinate or non-specific subordinate reference in the immediately su;igrior DSA
(whose RHOB was terminated), was within the UnitOfReplication of one or more shadowing @greements,
then the shadow consumers shall be updated using the procedures of the Directory informat{on shadow
service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.

Fails O

I

Check ACI &lgr” Return >
9@,

Note
Return shadow(s
Is target a leaf No UpdateError will need tp
entry? notAllowedOnNonLeaf be updatef
Remove the
Yes entry or |
entry/alias alias
Type of DSE to Remove Apply appropriate
-
be removed? DSE — tpyrggedures for DSE
c Schedule modification
P Rg?bog’ﬁtrthe | of RHOBs with I
y subordinate DSAs

Non-specific Yes . No )
hierarchical bindin Last Naming p| Remove naming |
exists? ¢ Context? context -
Terminate NHOB
No with superior DSA [ ™=
o Terminate HOB - TISO8970-99/d16

with superior DSA

Figure 14 — Remove Entry procedure
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19.1.3 Maodify Entry Operation

1)

2)

3)

The DSA shall check that the initiator has access rights, e.g. as defined, in 11.3.5 of ITU-T Rec. X.511 |
ISO/IEC 9594-3. If not, an appropriate error is returned.

The modifications to the entry or alias shall conform to the sub-schema. The modification to a DSE of
other types, including subentry, shall conform to the system schema. Otherwise, the DSA shall return an
appropriate updateError or attributeError. After performing the modifications, if the target DSE is of
type subentry, continue at step 3); if the target DSE is of type entry or alias, continue at step 4);
otherwise, appropriate knowledge management procedures for the other types of DSE are executed. See
Section 6.

The DSA shall, at an appropriate time, modify the operational bindings with al relevant subordinate
DSAs with which it has hierarchical or non-specific hierarchica operationa bindings. The relevant
bindings are those which are associated with naming contexts that are subordinate to the administrative

4

ot ot Lf: ol L 'y M 1 atacl Lol Dl H 'y Y |y 'y 4 ofL
POt tha the ot TreaSupehtrytSTotatetPerow T a g CONtEXTS- WROSE-COrtEXTPIrErXes < respond to
autonomous administrative points are not relevant. If the DOP is supported, the procedure|in 24.3.2.1
and 25.3.2 shall be followed. Otherwise, local means are used.

If the modified entry, alias entry or subentry was within the UnitOfReplication of one or moreg shadowing
agreements, then the shadow consumers shall be updated using the procedures of the Directory
information shadow service specified in ITU-T Rec. X.525 | ISO/IEC 9594-9:

Return

Return <>
Error Q

Note
shadow(s)
Update entry [———®| |l need to

be updated

\

entry/alias

Check
Sub;schema

Type of DSE to
be modified?

Other DSE

Check

System-schema

Return updateError
or attributeError

Ok

Update Yes | schedule modification
D < Subentry? of RHOBS with | — =]
DSE )
subordinate DSAs
Other
DSE type
Take appropriate
e ;
action for DSE type
Figure 15 — Modify Entry TIS03740-94/d17

19.1.4 Modify DN operation

1)

2)

The DSA shal check that the initiator has sufficient access rights, eg. as defined in 11.4.5 of
ITU-T Rec. X.511 | ISO/IEC 9594-3. If not, an appropriate error is returned.

If the operation is either to move an entry or to both move an entry and change its Relative Distinguished
Name, go to step 3). If the operation isto only change the Relative Distinguished Name of an entry, go to

step 4).
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3

4)

5)

The operation shall be performed according to the definition in 11.4.1 of ITU-T Rec. X.511 | ISO/IEC
9594-3. If either the old superior, the new superior, the entry or any of its subordinates are not in this
DSA, or if the new superior has NSSRs, then the operation shall be rejected with updateError with
problem affectsMultipleDSAs. The DSA shall ensure that no other entry with the new name already
exists. Otherwise, it shall return an updateError with problem entryAlreadyExists. The DSA shall
ensure that the new name of the entry conforms to the subschema. Otherwise, it shall return an
appropriate attributeError or updateError. If none of these problems arise then move the entry (changing
the RDN if required) and go to step 9).

The following text is applicable to changing the relative distinguished name of an entry, which may or
may not be aleaf entry, and which may or may not have one or more subordinates in one or more DSAS.
The DSE type of the entry to be renamed is checked. If subentry, continue at step 7). If cp, continue at
step 6). If entry or alias, continue at step 5).

The DSA shall ensure that no other entry with the new name already exists. Otherwise, it shal return an

9

— Sat e usedtoupdate the RHOBS:

Updatecrror WIth probiem entryAlTeadyExists. 1T the superior DSE of the entry 1o be rerjamed is of
additiona type nssr, the DSA shall follow the procedure defined in 19.1.5 (Modify (@pérations and
NSSRs) to ensure that the new name of the entry is unambiguous. If the new name‘includes multiple
distinguished values differentiated by context for some attribute in an RDN, the BSA" shall |assure that
none of the possible RDNs that may be constructed yields (regardless of context).atiame for an entry that
aready exists. The DSA shall ensure that the new name of the entry cofferms to the subschema.
Otherwise, it shall return an appropriate attributeError or updateError. Rename the entry or [alias entry.
If the entry isanon-leaf entry and has subordinates in other DSAS, continue at step 8), otherwilse continue
at step 9).

The DSA shall ensure that the new name of the naming context,conforms to the subschema; gtherwise, it
shall return an appropriate attributeError or updateError.

If the DSA has a HOB with the superior DSA, then the subordinate DSA shall attempt to modify the HOB
before responding to the Modify DN operation. The superior DSA shall ensure that no othel| entry with
the new name already exists, before accepting the modification. If the DOP is supported, th¢ procedure
in 24.3.2.2 shall be followed. If the DOP is not supported, it is alocal matter how the HOB |s modified
and the new name is checked for uniquenessiif the HOB is successfully modified, and the naming
context has subordinate naming contexts in.other DSAS, go to step 8); otherwise, go to step 9). If the
HOB cannot be modified return updateError with problem affectsMultipleDSAs.

If the DSA has a NHOB for this naming context with the superior DSA, then how duplicatg entries are
detected is outside the scope of this Directory Specification. Rename the entry. If the naming context has
subordinate naming contexts in‘ether DSAS, go to step 8); otherwise, go to step 9).

The DSA shall ensure thatthe new name of the subentry conforms to the system schema. Gtherwise, it
shall return an appropriaté attributeError or updateError. The DSA shall ensure that no other subentry
with the new name-aready exists. Otherwise, it shall return an updateError with problem
entryAlreadyExists.

The DSA shall,-at an appropriate time, modify the operational bindings of al relevant subordjnate DSAs
with which:it"has hierarchical or non-specific hierarchical operational bindings. The relevant hindings are
those which are associated with all naming contexts that are subordinate to the entry being renamed, or
relevant’ naming contexts that are subordinate to the administrative point whose subentry was renamed.
Naming contexts whose context prefixes correspond to autonomous administrative points are rjot relevant.
[f-the DOP is supported, the procedures in 24.3.2.1 and 25.3.2 shall be followed. Otherwise, llocal means

If the renamed naming context, entry or any of its subordinates, alias entry or subentry is within the
UnitOfReplication of one or more shadowing agreements held by the DSA, then the shadow consumers
shall be updated using the procedures of the Directory information shadow service specified in
ITU-T Rec. X.525 | SO 9594-9.

If the renamed subordinate reference in the immediately superior DSA [whose HOB was modified in
step 6) above] is within the UnitOfReplication of one or more of its shadowing agreements, then the
shadow consumers shall be updated using the procedures of the Directory information shadow service
specified in ITU-T Rec. X.525 | ISO/IEC 9594-9.

If components of a RHOB with a subordinate DSA [as modified in step 8) above] are within the
UnitOfReplication of one or more shadowing agreements held by the subordinate DSA, then the shadow
consumers shall be updated using the procedures of the Directory information shadow service specified in
ITU-T Rec. X.525 | ISO/IEC 9594-9.
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Figure 16 — Modify DN procedure

19.1.5 Modify operationsand Non-Specific Subordinate References

If aDSA has NSSRs and does not know the compl ete set of names of the subordinates of an entry, to which either
a) anaddEntry operation has been directed; or
b) amodifyDN operation has been directed;

then the DSA may perform the following set of procedures prior to performing the operation.

1) If the chainingProhibited service control option is set on the addEntry or modifyDN operation, return
updateError with problem affectsMultipleDSAs.
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2)

3

If the DSA is unwilling or unable to multi-chain outgoing requests, return serviceError wi
unwillingToPerform or unavailable, respectively.

The DSA shall multi-chain a chainedReadEntry operation to each master DSA in

accessPointinformation of the NSSR. (The DSA shall only use the master DSA

MasterAndShadowAccessPoints due to transient inconsistency caused by shadowing.) The
of the ReadArgument shall be set as follows:

th problem

the set of
from each
parameters

object to either the name of the entry to be added (in the case of addEntry), or to the proposed name

of an existing entry (in the case of modifyDN).
selection the object class attribute.
The parameters of CommonArguments shall be set as follows:

— set thedontDereferenceAliases service control option;

— setOperationProaress nameResolutionPhase to completed
L J L

The parameters @hainingArguments shall be set as follows:
— setoriginator to the name of the originator;
— targetObject is omitted;

— set OperationProgress.nameResolutionPhase to proceeding and @€xtRDNToBeR
(number of RDNs in the object name) — 1;

— settracelnformation to an empty sequence;
— setreferenceType tononSpecificSubordinate;

— timeLimit, as appropriate according to the incomingrequest.

Other parameters, e.gecurityParameters, may be setas-appropriate, e.g. by local policy.

The DSA waits for the complete set of responses. If any of the responieddResult, th
shall be returned as in 6) below.

If all responses arserviceError with problemunableToProceed, operation evaluation may

If a ReadResult is returned, ampdateErrarwith problementryAlreadyExists shall be ret
original operation;

If any other error is returned to thexdEntry request, aerviceError with problemunwilling
shall be returned.

The DSA feceiving thehainedRead request shall give a response according to the presence or not
access coptrol policy.

19.2 Single entry interregation procedure

The operationsead, chainedRead, compare, andchainedCompare fall into the group of single entry
procedures. These praeedures contain only the following three steps:

1

2

Check access control, as described in clause 9 of ITU-T Rec. X.511 | ISO/IEC 9594-
disallowed, return the appropriate security error.

Perform the operation on the found DSE as described in clause 9 of ITU-T Rec. X.511

bsolved to

en an error

proceed.

irned for the

ToPerform

bf the entry, and its

interrogation

B. If the operation is

| ISO/IEC 9594-3.

3)

Prepare the reply, and return.

19.3 Multiple entry interrogation procedure

According to the type of interrogation operatidist( or search), the corresponding procedures defined in 19.3.1
and 19.3.2 shall be followed.

19.31 List procedures

This subclause specifies the evaluation procedure specifgt BmdchainedList operations.

TheLig (I) Procedure shall be followed when the List requegisrationProgress.nameResolutionPhase component
is set tonotStarted or proceeding and when the DSA, after performing Name Resolution, finds that it holds the base
object. TheList (11) Procedure shall be followed when the List requasii®eResolutionPhase component is set to

completed.
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19.3.1.1 Procedure parameters

19.3.1.1.1 Arguments

The arguments that are used by this procedure are:

19.3.1.1.2 Results

theListArgument;
the target DSE;

operationProgress of thechainingArgument.

If this procedure is successfully executed, it returns:

19.3.1.1.3 [Errors

The procedure can result in one of the following errors returned to the requesting DUA/DSA:

19.3.1.2 H

a set of subordinates efn listinfo.subordinates;

a set of continuation referencesSiRcontinuationList.

anaccessControlError or nameProblem;
any error defined for thignd DSE procedure, when an alias has been-dereferenced.

rocedur e definition

e 1l HGA H & (I el s
= ™ tFIUUIUIII nmaiatcu mpdriiarouteonreludaliiict,

The sub-procedures as defined in 19.3.2.2.1 and 19.3.2.2.2 shall be invoked according to the followjng rules.

19.3.1.2.1
TheList (1)
1
2

List (I) procedure

procedure consists of the following steps as depicted in Figure 17:
If the service contrddubentry is set, then gotoe.Step 5); otherwise, go to Step 2).

If DSE e is of typenssr, then add a Continuation ReferenceSRxontinuationList with the following

components:

For.each DSk immediately subordinate to DSfexecute the following steps:
the ACI ire if available. If the ACI disallows listing the RDN ef then skip thig DSE. If the

a)

b)

targetObject to the primary distinguished name of the DSglternative distinguished values may

be included in the RDNSs);
aliasedRDNs absent;

operationProgress~with nameResolutionPhase set tocompleted and nextRDNtoBleResolved

absent;
rdnsResolved-absent;

referencéType set tononSpecificSubordinate;

accessPoints set to a set ofaccessPointinformation each derived from a YVyalue of the

nenSpecificknowledge attribute of DSEe.

é), then it is a local

Check all the DSE types of

If e is of typesubr, then there are two cases. In the first case, the subordinate entry’'s ACI and
object class is available locally, in which case, based on local policy and the ACI's permission,
add the RDN o#' to listinfo.subordinates with aliasEntry set toTRUE if € is of typesa, and
fromEntry setFALSE. The other case is when the ACI of the entry is not availabts in

which case add a Continuation ReferenceReoontinuationList with the following components:

)

targetObject to the primary distinguished name of the D&Kalternative distinguished
values may be included in the RDNSs);

aliasedRDNs absent;

operationProgress ~ with  nameResolutionPhase set to completed and
nextRDNtoBeResolved absent;
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— rdnsResolved absent;
— referenceType set tosubordinate;
— accessPoints set to the value contained in theecificKnowledge attribute of DSEe'.

i) If the DSE ¢ is of typeentry or glue, then add the RDN of to listinfo.subordinates with
aliasEntry set toFALSE andfromEntry set according to whetheris a copy.

NOTE — In the case that € is glue, it must have one or more subordinates which implies it cannot be
an diasin the master DSA. Also, any ACI relevant to the List operation is stored in this DSE, supplied
viathe shadowing protocol.

iii) If the DSE e' is of type alias, then add the RDN of e' to listinfo.subordinates with aliasEntry
set to TRUE, and fromEntry set according to whether e' is a copy.

¢) Check if time, size or administrative is exceeded. If so, set limitProblem accordingly in
partialOutcomeQualifier and return.

d) Continue from step 3) @) until all subordinate DSES have been processed.
4) If al subordinates DSEs have been processed, return to the Operation Dispatcher.
For each subentry e' immediately subordinate to DSE e execute the following steps:

a) Check the ACl in e If the ACI disallows listing the RDN of e', then skip this DSE. Otherwise, add
the RDN of e' to listinfo.subordinates with aliasEntry set to FALSE and fromEntry sgt according
to whether e’ isa copy.

b) Check if time, size or administrative limit is exceeded“f so, set limitProblem accprdingly in
partialOutcomeQualifier and return.

6) Return to the Operation Dispatcher.

19.3.1.2.2 |List (I1) procedure

The List (1] procedure consists of the following steps as depieted in Figure 18:
1) For each DSEse' immediately subordinate to DSE e, execute steps 1), a) to 1), d):

a) Check ACI in e'. If the operation is disallowed by the ACI, continue with the next| immediate
subordinate of e.

b) Add the RDN of DSE e' to listinfo.subordinates, with the aliasEntry conmponent of
listinfo.subordinates\to according to whether e’ is an alias, and the fromEntry component set
depending on whether e' is a copy or not. Ignore those DSEs of type shadow, if exclude$hadows is
TRUE.

¢) Check if time, size or administrative limit is exceeded. If so, set the limitProblem of
partialQufcomeQualifier accordingly and return.

d) centinue from step 1) a) until al subordinate DSEs have been processed.

2) If-all subordinate DSEs have been processed, check if this subrequest came from DAP or DSP. In case
this subrequest is submitted via DAP, and the ListResult is empty, then return a servicgError with
prohlem invalidReference to the Operation Dispatcher Otherwise the | istResult isretirned

NOTE —invalidReference is used as a security precaution in case the user does not have access to the superior
entry. If the superior’'s entry ACI is available (provided by the RMOB), then a null result may be returned if
allowed.

19.3.2  Search procedures
This subclause specifies the eval uation procedure specific to search and chainedSearch operations.

Search (I) procedure shall be followed when the search request’s operationProgress.nameResolutionPhase
component is set taotStarted or proceeding and when the DSA, after performing Name Resolution, finds that it holds
the base object. The&earch (11) procedure shall be followed when tisearch request'snameResolutionPhase
component is set tcompleted.

NOTE — WhennameResolutionPhase is completed, the target object is expected to be the immediate superior of a context
prefix.
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Add a continuation reference
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and local policy,

Not OK
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TISO3760-94/d19|

Figure 17 — List (I) procedure
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Add RDN of €’ to listinfo. Set aliasEntry
and fromEntry according to dse type

Figure 18 — List (Il). procedure

19.3.2.1 Hrocedure parameters

19.3.2.1.1 [Arguments

The arguments that are used by this procedure’are:

theSearchArgument;
the target DS

operationProgress.of theChainingArguments;

exclusions ofitheChainingArguments (a list of RDNs to exclude from search).

19.3.2.1.2 [Results

If this prodgedure js successfully executed, it returns:

a set of matched EntriesdnarchResult.entryinformation;

alreadySearched in ChainingResults;

a set of continuation referencesSRcontinuationList.
19.3.2.2 Procedure definition

19.3.2.2.1 Search (I) procedure

This is a recursive procedure that applies teaach request that starts at a given target eatiy searches the target
entry e and then processes the DSEs immediately subordinatdh@ procedure is invoked by itself recursively in the
case that a whole subtree is to be searched. The procedure consists of the following steps as shown in Figure 19:

1) If the type of DSEe is of typecp (a DSE at a context prefix), check if any element ofethdusions
argument is a prefix of the DN ef

a) If so, return.
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b) Else call Check Suitability.

i) If eisunsuitable, make a Continuation Reference as follows and add it to SRcontinuationList:

— targetObject to the primary distinguished name of the immediate superior of ®SE

(alternative distinguished values may be included in the RDNS);

— aliasedRDNs absent;

— operationProgress  with  nameResolutionPhase set to completed and

nextRDNtoBeResolved absent;
— rdnsResolved absent;

— referenceType set tosupplier;

— accessPoints set to AccessPointinformation derived from the value(s) found in the
supplierKnowledge attribute ine.
Then return.
NOTE 1- This is the only place when search subrequest nameResolutionPhase is

completed) is chained to a shadow’s supplier. In other words, the,target object for such a chained

subrequest is always a context prefix.
ii) Else, add the Distinguished Name of e to alreadySearched in EhainingResults.
NOTE 2 —alreadySearched only contains context prefixes:

If eisof type alias and searchAliases in SearchArgument is TRUE then call Search Alias prd
then return.

If subset isoneLevel, then proceed to step 6).

cedure and

NOTE 3 — Thee cannot be subordinate incompleté)at/this point since the Check Suitability at the context prefix

should have ascertained that this cannot happen.

If subset ishaseObject, or if entryOnly is TRUE then continue with this step; otherwise, go t¢ step 5).
If one of the following is true:
a) eisof typesubentry and the senvice control subentry is set; or
b) eisnot of type subentry and-the service control subentry is not set,
then do the following.steps:
i)  Check ACI. 1f the operation is disallowed, return.
i) Apply(the filter argument specified in the SearchArgument.filter to the DSE e. Ensure that
access/to all attributes used in the filter is permitted as defined in ITU-T Rec. X.501 | ISO/IEC

9594-2. If the filter matches, add the attributes selected by the SearchArgument.s
the list of matched entries in searchResult.entryinformation. Only add attributes
greater than the attributeSizeLimit.

Return.

election to
hat are not

5

If subset issubtree (and entryOnly isnot TRUE), and in addition one of the following istrue;
a) eisof typesubentry and the service control subentry is set; or
b) eisnot of type subentry and the service control subentry is not set,

then do the following steps:

i) Check ACI. If the operation is disallowed, go to step 6).

ii) Apply the filter argument specified in the SearchArgument.filter to the DSE e. Ensure that
access to al attributes used in the filter is permitted as defined in ITU-T Rec. X.501 |
ISO/IEC 9594-2. If the filter matches, add the attributes selected by the
SearchArgument.selection to the list of matched entriesin searchResult.entrylnformation.

iii) Proceed to step 6).

ITU-T Rec. X.518 (1997 E) 55


https://iecnorm.com/api/?name=59e385dc71ac5ccb7014bf63c612674e

| SO/IEC 9594-4 : 1998 (E)

6)

If e is of type nssr, then add a Continuation Reference to SRcontinuationList with the following

components:

— targetObject to the primary distinguished name of the DSgalternative distinguishe
be included in the RDNSs);

— aliasedRDNs absent;

— operationProgress with nameResolutionPhase set tocompleted and nextRDNtoB
absent;

— rdnsResolved absent;
— referenceType set tonssr;

— accessPoints set to AccessPointinformation

L3

derived from the value(s) found

d values may

eResolved

in the

8

19.3.2.2.2

fa H 1PN lad ottt
IIUIIUHCUIIIUI IIUVVICU&’C Utlrrvule.

Process all DSEs that are located immediately subordinate to the target ®8atil-all
DSEs have been processed. During this loop, if the list of N\ matc
searchResult.entrylnformation exceeds the size limit, or time or administrativelimit is e
limitProblem accordingly inpartialOutcomeQualifier and return.

NOTE 4 — The check for size limit is also implicitly applied every tinerchRegult is updated.

a) If the DSE ¢ is of type subr, and not of type cp, then addJa Continuation R
SRcontinuationL ist with the following components:

— targetObject to the primary distinguished name of-the DSElternative distingy
may be included in the RDNSs);

— aliasedRDNs absent;

— operationProgress with nameResoOlutionPhase set to

nextRDNtoBeResolved absent;

comple

— rdnsResolved absent;
— referenceType set tosubr;

— accessPoints set to the-access point information contained irseeificknowled
of DSEe.

NOTE 5 — Ife s of both typecp andsubr, a search subrequest can be generate
either the subordinate reference or the supplier knowledge, but not both. This pro

subordinate
hed entries in
ceeded then set

cference to

ished values

ed and

he attribute

d potentially from
cedure uses the latter

Search (11) procedure

(supplier references found in cp).
b) For al cases:
i) If stubsetisonelLevel, set entryOnly to TRUE.
i)

If all’subordinates have been processed, return to the operation dispatcher for further processing.

Recursively execute Search (1) procedure for target DSE €'

This procedure applies if a search request is processed that originated from a request decomposition at the DSA from
which the request was received. The procedure processes the DSEs below the target DSE e and calls the Search (1)
procedure for each object entry:

1)

2)
3
4)

56

Process all DSEs € that are located immediately subordinate to the target DSE e until all subordinate
DSEs have been processed. When all subordinates have been processed, return to the operation dispatcher
for further processing.

If the DSE is not of type cp then ignoreit. Return to step 1).
Call Check Suitability. If suitable go to step 4); otherwise, ignore it and return to step 1).

Execute the Search Procedure (1) for the DSE € as described in 19.3.2.2. If the DSE is of type alias and
the value of the subset parameter is set to oneLevel, set ChainingArguments.entryOnly to TRUE when
calling Search (1) procedure. Return to step 1).
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Figure 19 — Search (l)procedure
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=3
¢
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P | entry
Call Check Suitability Procedure unsuitable
1
entry suitable L Return J
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= alias search?
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19.3.2.2.3

Call SearchProcedure(l) with DSE e’

Figure 20 — Search (ll)procedute

Sear ch Alias procedure

TISO3790-94/d22

This proceflure is executed if a DSE of type alias has*been encountered during the processing of a seafch request

the Search

(see Figurg 21):
1) If subset isbaseObject or oneLeyel, go to step 4).
2) If aliasedEntryName is a frefix of targetObject or baseObject or any of the previous vdlues of the
targetObject in ChainingArguments.tracelnformation, then the alias is excluded from
because this would cauise arecursive search with duplicate results.
3) If targetObject_or baseObject or any of

5)

6)

7)

58

the previous vaues of

the targetiObject in

ChainingArguments.tracelnformation is a prefix of aliasedEntryName, then no specific prpcessing of

the aliasiSrequired because the aliased subtree will be searched anyway.

NQOTE — For both of the above casksseObject may not be prefix ofargetObject, due to alias dgreferencing.

BUIId a DSP request with the targetObject set to the aliasedEntryName. If subset is onglLevel, set

If the Operation Dispatcher returns a referral error, or busy, or unavailable errors then add (or make and
add) the continuation reference to partialOutcomeQualifier of SearchResult, and return.

If the Operation Dispatcher returns other errors, discard it and return.

If the Operation Dispatcher returns a SearchResult, then:

i) If the result is signed, encrypted, or signed and encrypted, add it to uncorrelatedSearchinfo in

SearchResult.

ii) If theresult is not signed, encrypted, or signed and encrypted, add it to searchinfo in SearchResult.

And return.

ITU-T Rec. X.518 (1997 E)


https://iecnorm.com/api/?name=59e385dc71ac5ccb7014bf63c612674e

I SO/IEC 9594-4 : 1998 (E)

=B

aliasedObjectName is
prefix of baseObject or
targetObject?

Yes
Return

A

baseObject or Yes
targetObject is prefix -
of aliasedObjectName?
No
Add continuationReferences\ | . -—
to partialOutcomeQualifier.
Build a local DSP request
+ Referral
Error
Call Operation Dispatcher ——B=— piccqrq J—
Result
Add-to searchinfo —
es Add'to uncorrelatedSearchinfo

TISO3800-94/d23

Figure 21 — Search aliaprocedure

20 Continuation Reference procedures

H +las 1 llaogl & +la. Liak £ ' P P o VAT =Y 4.' s H
The proceagres——tmtS—Cratnse—aré—Ccarret—to—Process e St—or —Ccorthtaton—ererences—(ivReontmt tionList or

SRcontinuationL ist) created by other procedures.

The Continuation Reference procedures consist of the steps shown in Figures 24, 25, and 26. The first stage is to identify
sets of continuation references from the continuation list that have a common target object component. These have been
created from a set of subordinate or non-specific subordinate references associated with the same entry in the DIT.
Within each of these sets there may be continuation references which occur more than once. The sets should be scanned
and any duplicates found should be discarded.

These sets (each with a different targetObject component) may be processed independently, either sequentially or in
paralel by the DSA, since there is no risk that the same results will be returned from any two sets. However, the
processing of each continuation reference within one set, and of each AccessPointinformation within one continuation
reference, and of each access point within one AccessPointinformation, has to be controlled, or duplicate results may
occur, as described in 20.1.
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The procedure adopted in the APInfo procedure, is to process one by one the set of access points contained in a single
AccessPointinformation. These all point to (copies of) the same naming context (or possibly a set of naming contexts
held in one DSA, in the case of NSSRs). If the first access point produces a result or a hard error, further access points
do not need to be processed. However, if the error is a soft error, i.e. a serviceError (with problem busy, unavailable,
unwillingToPerform, invalidReference, or administrativeLimitExceeded), then the DSA may choose, as a local
option, to process another access point from the set.

Processing of the AccessPointinformation values within one set of continuation references, is handled in a uniform
way, irrespective of which continuation reference they originated from. (This is because two DSES of type subr below a
single entry would produce two continuation references, each containing one AccessPointinformation value, whereas
one DSE of type nssr to the same two subordinates (assuming that they are held in different DSAS), would produce one
continuation reference containing a set of two AccessPointinformation values.)

The accessPointinformation values may be processed either sequentially or in parallel, as described in 20.1. The
paralle strategy is more likely to produce duplicate results. Duplicates shall always be discarded

20.1 Chaining strategy in the presence of shadowing

In the presence of shadowing, a DSA may choose between different strategies when it has to multi-Chain reqyest to more
than one DSA. This choice aways occurs if the DSA has to process more than one continuation reference with the same
targetObject. This situation can occur from multi-chaining caused by NSSR decompositian.during Name Repolution (as
shown in Hgure 22) or from request decomposition during the evaluation of a multiple object operation (see Rigure 23).

The goal df these strategies is to dea with the problem of duplicate results and-duplicate processing when shadowed
information is used in multi-chaining of requests (caused by either NSSR orrequest decomposition). For ¢@xample, in
Figure 22,|DSA 1 multi-chains a request to both DSAs 2 and 3 becauseof\the NSSR held in DSE B. If| the use of
shadowed [nformation is alowed, both DSAs 2 and 3 may apply the chained operation to both subtrees sfarting at X
andY.

nssr to DSA 2
Chained and DSA 3
Request. with - —

targeObject B

Chained
Request with
targeObject B

= 4
i

A

B Shadow Shadow B

TISO3810-94/d24

Figure 22 — Multi-chaining caused ly NSSR during Name
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Similarly, in Figure 23, DSA 1 multi-chains (as a result of request decomposition) to the two subordinate references held
in DSEs X and Y. Again, if the use of shadowed information is allowed, both DSAs 2 and 3 may apply the chained
operation to both subtrees startingat X and Y.

To deal with this problem of duplication, a DSA may choose one of the following strategies when multi-chaining to
multiple DSA requests with the same targetObject.

Chained

Chained
Subrequest Subrequest
with with

targetObject B

targetObject B

Shadow

Shadow

B

2 Be

TISO3820-94/d25

Figure 23 — Multi-chaining Request Deconposition using Subordinate

20.1.1  Master only strategy

A DSA may choose thisstrategy to prevent the usage of shadowed information when performing a parallel of sequential
multi-chaining caused-ay"NSSR decomposition, or request decomposition during a Search or List evaluation. For this
strategy, diiring a Search or List operation evaluation the excludeShadows component of the ChainingArguments is
set to TRUE. If(NSSRs are encountered during Name Resolution, a DSA may set nameResolveOnMaster [0 TRUE to
ensure that| ahly-a single path is followed. nameResolveOnMaster shall be set to TRUE if NSSR are encolintered and
the operation- i tfreatt i f - aster entry
(or entries) relevant to the operation shall perform the operation. This master only strategy can be used during both
parallel aswell as sequential multi-chaining.

NOTE — SettingnameResolveOnMaster to TRUE eliminates the possibility of multiple paths during name resolution by

(1) ignoring shadow entries and (2) by ensuring that only one DSA may proceed with name resolution in situations where a
complex DIT distribution would otherwise permit more than one to proceed. This is achieved by allowing only the DSA holding
the master entry corresponding to the firsktRDNToBeResolved RDNs of the target object name to continue with name

resolution. Any other DSAs will not be able to proceed even though they may hold master entries which match more of the target
object name.

20.1.2 Paralld strategy

Using this strategy, a DSA sends out all chained requests by parallel multi-chaining. This strategy may be used during
Search or List evaluation, and name resolution of the NSSRs. This will allow the use of shadowed information for
processing of the chained requests, but may result in duplicate executions and duplicate results for the operation. If a
DSA selects this strategy, it shall remove duplicate results from the operation result that it returns.
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Because the removal of duplicate resultsis not possible if asigned result has been requested, a DSA shall not choose this
strategy if signed results are requested during Search evaluation, unless excludeShadows isalso set.

20.1.3 Sequential strategy

This strategy avoids duplicate results by using sequential multi-chaining to process the chained (sub)requests of a Search
decomposition or of a NSSR decomposition. Each chained request is processed one after the other.

In the case of NSSR decomposition, if aresult or a hard error is returned to a request, further requests do not need to be
chained. If asoft error is returned, afurther request may be chained, or the soft error returned to the requester, depending
upon local policy.

In the case of Search evaluation, the exclusions component of the ChainingArguments is set to the set of RDNs that
have already been processed. This is done by incorporating the elements in ChainingResults.alreadySearched to the
exclusions argument of the next chained request. This is the only strategy that completely avoids duplication during
Search evaluarion.

A sequentilal strategy is not defined for List evaluation (although sequential multi-chaining may be-used), since a
superior DBA has no way of excluding specific subordinates from being returned in further List subrequests (note that
excludeShladows does not exclude specific subordinates, but rather is a coarse way of excluding a'shadows).

20.2 I ssuing chained subrequeststo aremote DSA

Prior to isquing a subrequest, a DSA has to execute a dSABind operation when the DSA has to establish an|association
to the remgte DSA. Management of associations is outside the scope of the Directory Specifications. An association to
another DYA is considered unavailable if the association cannot be established erthe DSA for local reasons decides not
to establish one. In this case, the dSABind hasfailed. It isalocal decision when to stop trying to establish an|association
and declarg an association as unavailable.

When aD3A tries dSABind to another DSA and receives a directaryBindError, the issuing of the subrequest failed.

20.3 Rrocedures’ parameters

20.3.1 Arguments

These procedures make use of the following arguments:

- the list of continuation referenees to processReontinuationList (for the Name Resolution Jontinuation
Reference procedure), an8ReontinuationList (for theList Continuation Reference andSearch Jontinuation
Reference procedures, respectively);

- theCommonArguments of the operation argument;
—  theChainingArguments.
20.3.2 Results

These procedures(create the following results:

d list of received results/errors of issued chained requests if chaining has been selectdd;

an updated list of unprocessed continuation referenaegtinuationL ist.

20.3.3 Errors

These procedures can return one of the following errors:

— aserviceError with problem outOfScope in the case that a referral would have been created which is not
within scopeOfReferral;

— aserviceError with problem ditError in the case that an invalid knowledge reference has been detected;

— anameError with problemnoSuchObject in the case that all subrequests from NSSR decomposition
returnedunableToProceed;

— any other error that is returned by a chained subrequest;

— areferral in the case that chaining was not selectedogedationProgress.nameResolutionPhase is set
to notStarted or proceeding.
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204 Definition of the Procedures

If operationProgress.nameResolutionPhase is set to notStarted or proceeding, the procedure in 20.4.1 (Name
Resolution Continuation Reference procedure) shall be followed. The multiple entry interrogation operations List and
Search respectively call the proceduresin 20.4.2 and 20.4.3.

2041 NameResolution Continuation Reference procedure

The Name Resolution Continuation Reference procedure consists of the steps as shown in Figure 24. The basic principle
of this procedure is to sequentially process the set of continuation references created during Name Resolution. The
following steps shall be executed for each continuation reference C contained in NRcontinuationList in a selected order
until all references have been processed or an error or result has been returned. If all references have been processed,
return to the Operation Dispatcher to continue with the Result Merging procedure to process the received result or
referral.

Check whether chainingProhibited is set. If it is set, then the DSA is not alowed to chain. According to
local policy, either a serviceError with problem chainingRequired or a referral is retuned to the
Operation Dispatcher.

2) If chainingProhibited is not set, then check if local policy allows chaining. If chaining is not allowed,
then return areferral. If local policy alows chaining, then continue with the next step:

3) Process each of the Continuation References of the list of Continuatien Referenceg found in
NRcontinuationList. If there are no more unprocessed Continuation References then feturn with
serviceError.

4)  Process the next Continuation Referenced C from NRcontinuationList,"If it is a NSSR, then |continue at
step 5). If it isnot a NSSR, then call the APInfo procedure to process it. Distinguish between the possible
returns of the APInfo procedure:

Continuation Reference.
— If the APInfo procedure returns aaror, referralor result, then return it.

— If the APInfo procedure returns aull result, continue at step 3) with procegsing the next

or parallel chaining, depending on thezlocal choice of strategy. If the NSSR is
sequentially, then continue at step %6)." If it is to be processed in parallel, the
AccessPointinformation (API) in the NSSR th@PInfo procedure is called so that they g
parallel. Wait for all the API to be.processed, i.e. wait for all the calls taRh&o procedd
Check all the results received from the call toARenfo procedure in the following order:

— If all the calls return aerviceError with problemunableToProceed andpartialNameRsg
FALSE, then returmameError.

— If all the calls return aerviceError with problemunableToProceed andpartialNameRg
TRUE, then in\the result setartialName to TRUE, nameResolutionPhase to complete
suitable (this will be for thdastEntryFound), and go to the appropriate operation eval

— If oneormoreesults are received, thediscard possible duplicates and return theesult.

— If anerror is received that is notserviceError (e.g. anameError), then return aerror.
— _“Otherwise return eeferral or serviceError to theOperation Dispatcher, according to log
Choose the next unprocessel from the set ofAPIs in the NSSR and continue at stq

5) In this case, the Continuation Reference iscehtype NSSR and the DSA has the choic¢ of doing sequential

to be processed
h for each of the
re processed in

re to return.

solution is

solution is
d, setentry
ation.

al choice.
ep 7). If all the

API's have been processed, then check if all the calls tefiefo procedure returned srviceError

7)

with problemunableToProceed.

— If they did andbartialNameResolution is FALSE, then the entry cannot be found an
is returned. If they did anplartiainameResolution is TRUE, then in the result setart

NaaneError
ialName to

TRUE, nameResolutionPhase to completed, setentry suitable (this will be for thelastEntryFound),

and go to the appropriate operation evaluation. If they did not, then according to
areferral or serviceError.

local choice, return

Call theAPInfo procedure. Distinguish between the possible results from the eel tdo procedure:

— If aserviceError with problemunableToProceed is received, try another Access Point. Continue at

step 6).

— If a serviceError with problembusy, unavailable, unwillingToPerform or invalidReference is

received, then the indicated problem may be of a transient nature and it is a loc

al choice to try and

chain the request on to another DSA. If it is chosen to try another DSA, then continue at step 6);

otherwise return eeferral or serviceError, according to local choice.
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— If an error other tharserviceError with problem busy, unavailable, unwillingToPerform,
invalidReference or unableToProceed is received, that error should be returned toQbheration

Dispatcher. If the serviceError is invalidReference, this shall be converted intditError before
being returned to the requester.

— Ifaresult orreferral is received, return it to th@peration Dispatcher.

Return
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chainingProhibited
set?

Return
Referral

Local DSA
policy allows
chaining?

No

Return
ServiceError
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A

null O
error Retu
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Figure 24 — Name Resolution Continuation Reference
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20.4.3 List Continuation Reference procedure

The List Continuation Reference procedure consists of the steps shown in Figure 25. This procedure is invoked when a
List request cannot be satisfied in the local DSA and a set of continuation references have been added to
SRcontinuationList for chaining or referral. All these continuation references (CR) have the same targetObject. Those
CRs with referenceType nssr have one or more AccessPointinformation values (APIS), whereas other type CRs have
only one API inthem. Each of these API is extracted and considered for chaining or referral.

Limit
exceeded?

Yes

chainingProhibited

No
Local policy

Chain

Extract all APIs from the continuation references, and{rocess each using either
parallel or sequential strategy

¢ Next API ‘

error or

null Add a continuation

Call APInfo Procedure —— reference based on

this API, and add it to
partialOutcomeQualifier.
unexplored

All API's processed

referral fesult

Implausible

Add result to listInfo

Add result to
uncorrelatedListinfo

TISO3840-94/d27

Figure 25 — List Continuation Reference procedure

The following steps shall be executed:

1)

2)

3

If any of the limit problem has been exceeded thus far, then return to the Operation Dispatcher to continue
with the Result Merging procedure.

If the chainingProhibited flag in CommonArguments.serviceControls is set or the DSA decides not to
do any chaining because of itslocal operational policy, then the DSA shall directly return to the Operation
Dispatcher to continue with the Result Merging procedure.

Create a set of AccessPointinformation values from the accessPoints component of every continuation
references in the SRcontinuationL ist.

Use either paralel or sequential strategy to process each API asfollows:
i) Call the APInfo procedure with the next API in the set.

ii) If aresultisreturned then add it to listinfo if it isnot signed, or add it to uncorrelatedListinfo if itis
signed.
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iii) If the return is an error or null, it means that APInfo has already tried all access points in the API
without success. Based on local operational and security policy, either ignore and proceed to the next
API, or add a continuation reference based on this API to the partialOutcomeQualifier.

NOTE - It is not plausible to get a referral back fraflnfo. Any "referral" should come in the form of
unexplored in partialOutcomeQualifier.

4) When al APIs are processed, return to the Operation Dispatcher .

20.4.4  Search Continuation Reference procedure

The Search Continuation Reference procedure consists of the steps shown in Figure 26. This procedure is invoked when a
Search request cannot be satisfied in the local DSA and a set of continuation references have been added to
SRcontinuationList for chaining or referral. The procedure is very similar to the List Continuation Reference procedure.
The difference is that in this case the continuation references in SRcontinuationList may have different targetObject
values. Th he continuation references are sorted into sets of continuation references with the same targetObject.
Also, the use of exclusions in chaining arguments and of alreadySearched in chaining results is definedy-gs this is an
important strategy for search. The use of exclusions and alreadySearched is applied to processing ¢ach set of
continuatidgn references with the sametargetObject.

The follow]ng steps shall be executed:

1) If any of the limit problem has been exceeded thus far, then return to the Oper‘ation Dispatcher [to continue
with the Result Merging procedure.

2) If the chainingProhibited flag in CommonArguments.serviceControls’is set or the DSA degides not to
do any chaining because of itslocal operational policy, then the DSA shall directly return to the Operation
Dispatcher to continue with the Result M erging procedure.

3) Sort the continuation references in SRcontinuationList into ets that have the same targetObjgct. Within
each set, remove any duplicates.

NOTE 1 — If one or moreargetObject values is nota primary RDN, then this sorting may no{ be accurate. The
sorting shall take into account alternative distingtlished RDNs, if known.

4) For each subset of continuation references ereate a set of AccessPointinformation valugs from the
accessPoints component of every contintfation reference in the subset, and choose either sgquential or
parallel strategy for further processing. Ifithe parallel strategy is chosen, then skip the steps below that are
indicated only applicable to the sequefitial strategy.

a) If the sequential strategy, s chosen, maintain a local variable localExclusions for dach set of
continuation references.that have the same targetObject. Initialy, localExclusions ig| set to the
exclusions of the incdming chaining request (if it exists), and all locally searched subtrges directly
under targetObiject.

b) If the sequentiadl strategy is used, compare the targetObject to all the elements of localExdusions, and
remove thase elements which do not contain targetObject as a prefix. These are the relevant
exclusions for the current target object.

¢) Extractdl the APIs from all the continuation references of the current target object’s set.
d) ~Loop through eachAPI. For eactaPI:
i) Call APInfo.

i —H—a—resultisreturred—ther—add—the resultsErrerte—H—H—s—ret—sigred—or add it to

uncorrelatedSearchinfo if it is signed. If the sequential strategy is used, upldatéExclusions
using alreadySearched in the incoming reply, and also merge thieeadySearched in the
incoming reply to this DSA’'ChainingResults.alreadySearched. Then proceed to the next
API.

ii) If an error or null is returned, it means therinfo has already tried all access points in the API
without success. Based on local operational and security policy, either ignore and proceed to the
nextAPI, or add a continuation reference based onARisto thepartialOutcomeQualifier.

NOTE 2 — It is not plausible to get a referral back from APInfo. Any "referral” should come in the
form of unexplored in partialOutcomeQualifier.

€) When al APIs are processed, proceed to the next set of continuation references with the same
targetObject.

5) When all the continuation references are processed, return to the Operation Dispatcher.
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Figure 26 — Search Continuation Reference
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204.5

APInfo procedure

This procedure is called to process an AccessPointinformation, which contains one or more access points (see
Figure 27). They are processed one by one until either aresult or error is returned. If the error is a service error such that
trying another access point may succeed, then additional access points are tried as long as local operational policy

permits:

68

1)

2)

3

Perform loop detection. If aloop is detected, return serviceError with problem loopDetected. Otherwise,
continue at step 2).

Process each of the access points from the access point information. If all have been processed, return a
null result. If there is any access point to process, continue at step 3).

Check whether local policy alows chaining to this access point. This check should take into account the

settings of the service controls and chaining arguments (e.g. chainingProhibited, preferChaining,
whathaor tha ﬂr\r\m nolaticaaathin tha | als Yo' LadaShad ac) 1f tha !nr\’\| p ||Cy OI' the
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setting of the respective service controls do not alow the use of this particular access poift;then ignore
the access point and continue at step 2). If the access point can be used, continue at step 4),

If local policy selected the master only strategy, then set the chaining argument|excludeShadows to
TRUE.

If nameResolutionPhase is not completed and the strategy is to continde Aame resolutior) on master
entries, then set nameResolveOnMaster to TRUE.

The chaining argument nameResolveOnMaster shall be set to TRUE if ‘&ither of the following|istrue:

— in the incoming chaining argumentnameResdlutionPhase is proceefling and
nameResolveOnMaster is TRUE; or

— the operation is one of the modification operationsyd¢f@enceType of the chaining fequest to be
issued is NSSR, and a parallel strategy is used:

NOTE — This method of usingameResolveOQnMaster is to prevent modification operatior|s being applied

multiple times due to the presence of NSSR.
Build a chained request and try to issue it:

a) Perform loop avoidance by checking if an item with the same targetObject and operatignProgress
occurs in tracelnformation~of the received ChainingArguments. If the resulting request
(asdescribed in step 5), c)xwould result in a loop, then the DSA shall either return a sérviceError
with problem loopDetected to the requesting DUA/DSA or ignore the access point and fry the next
access point by continbing at step 2).

b) If the request or_subrequest to be chained is the result of executing a referral, then an exta check for
loop avoidanceis required. Check if an item with the same targetObject, operationProgress and
target DSA reccurs in referralRequests. If so, then take the action specified in a). If not,[then add a
new Trace€ltem to referralRequests with the following components:

—~.{targetObject andoperationProgress set to the value of the chained request/sulprequest;

= dsa set to the name of the DSA to which the request/subrequest is to be chained.

¢) After a successful Bind, the DSA shall issue a chained operation of the same operation type as the

operation that Is processed with the following parameters:

— the operation argument within the chained operation is set as for the operation argument

received;
— ChainingArguments.originator set as received;
— ChainingArguments.targetObject set to theargetObject of the continuation reference;

— ChainingArguments.operationProgress set to the value ofoperationProgress of the
continuation reference;

— ChainingArguments.tracelnformation set to trace information as updated by themuest
Validation procedure;

— ChainingArguments.aliasDereferenced to the updated value of the locally updated

aliasDer eferenced;
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— ChainingArguments.returnCrossRefs to a local choice;

— ChainingArguments.referenceType to the value ofreferenceType of the continuation

reference;
— ChainingArguments.timeLimit to the value of the receiveaneLimit;
— ChainingArguments.exclusions absent;

—  SecurityParameters set to the value of the receivBdcurityParameters.

continue at step 8).

7

If the request could not be issued successfully, then continue at step 7). If it could be issued successfully

It is a local choice whether or not to continue. If the DSA chooses to continue, then the error is ignored

and the next access point will be tried. Continue at step 2). If the DSA decides not to try another access

a)

b)

<)

d)

point, then It is a choice of local policy whether to return a respeciteeral or aservicef
caller of the procedure.

8) If the request could be issued successfully, then the DSA shall wait for the reply and p

If aresult is received, theesult is returned to the caller of the procedure,

If a serviceError with problembusy, unavailable, unwillingToPerform or invalidR¢
received, continue at step 7).

If referral is received andeturnToDUA is set toTRUE, then the receiving DSA shall
Referral, but shall return the Referral to the requester,

If areferral is received andeturnToDUA is set toFAL'SE, then the same local policy
apply as in step 3) (taking into account service\gontrols, chaining arguments, chal
If it is decided not to dereference ttegerral, then return theeferral to the caller. If it
dereference theeferral, then empty theNRcontinuationList, place the Continuation
received in the Referral iNRcontinuationlist and call theName Resolution Continuatiol
procedure. This may produceresult,-feferral, serviceError or othererror. Whateve
from the call of theName Resolution\Continuation Reference procedure shall be give

Frror to the

rocess it:

bference is

not act on the

considerations

ning strategy, etc.).
s decided to
Reference as
h Reference

is received
n back to the

205 A

bandon procedure

caller.

e) If any otherrror occurs, it.shall be given back to the caller.

This procadure is invoked if an.abandon request is received. It consists of the following steps as shawn in Figure 28:

1

When arebatdon request is received, which references an unknown operati@haadonfailed with
problemngSuchOperation shall be returned to the requester.

If the(request to be abandoned has already been replied to, and the DSA has retained information to know
soramabandonError with atooLate error value may be returned to the requester.

If’'the Abandon request is not valid, i.e. asks to abandon a request that is not an intefrogation request, an

4)

abandonlailed with acannotAbandon error value shall be returned 10 the requester.

If a DSA has outstanding chained (sub)requests when receiving a valid Abandon request for the original
request, and the DSA decides to attempt abandoning, it may send Abandon requests for none, some, or all
outstanding (sub)requests for the operation in question, and then wait for the replies to Abandon request
and the outstanding (sub)requests. At any time during this operation the DSA may send an Abandon
result and ambandonFailed to the requester and then discard replies to the issued Abandon requests and
the outstanding (sub)requests as they arrive.

If the DSA decides not to send replies to the requester until there are no more outstanding (sub)requests, it
may optionally send aabandonedFailed error to the requester if all the issued Abandon requests were
replied to withabandonedFailed errors and if no local abandon operation has been performed.

If an AbandonedFailed error is returned to the requester, the original request shall be treated as if the
Abandon request had never been received.
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Figure 28 Abandon

Merging procedure in Figure 29 is called following one of the Continuation Reference proceflures. This

procedure [removes duplicates,if-the result is not signed, and if there are additional continuation references in
partialOut¢omeQualifier.unexplored. Then the relevant Continuation Reference procedure(s) is caled, if loca

operational| policy permits:

1) If the Operation is a List operation, continue at step 2); if the operation is a Search opefation, then
continue at step 3); otherwise, return the result that was supplied as input parameter to the Result Merging
procedure.

2) \.The operation is a List operation. Remove all duplicates, giving preference to master inforrmation over
shadow information.

If the operation result was generated locally and it contains Continuation References then these will not
be used for chaining but returned to the user. In this case, continue at step 6).

If the operation result was received as the result of a Chained List operation, then the result might contain
Continuation References. In this case, check if the preferChaining service control was set. If TRUE, the
Continuation References should be used for chaining by the DSA. Continue at step 4).

3) The operation is a Search operation. Remove all duplicates, giving preference to master information over
shadow information. If thereisalimit problem then return the result. Otherwise continue at step 4).

4) Process each Continuation Reference that is in the partialOutcomeQualifier.unexplored of the result of

any chained operation. If the local policy decides not to use it for chaining, then ignore it and choose
another Continuation Reference. If the local policy allows the use of the Continuation Reference for
chaining, then perform the following:
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Check nameResolutionPhase that is supplied in the Continuation Reference. If it is notStarted or
proceeding, then add it to the list of Continuation References that will be supplied to the Name Resolution
Continuation procedure (NRcontinuationList). If nameResolutionPhase is completed then add the
Continuation Reference to the list of Continuation References that is supplied to the subrequest
Continuation procedure (SRcontinuationL ist).

Proceed until all Continuation References have been processed.

5) If there are Continuation References to be processed in SRcontinuationList, check the operation type. If
the operation isa List operation, call the List Continuation Reference procedure and continue at step 2). If
the operation is a Search operation, call the Search Continuation Reference procedure and continue at
step 3).

If SRcontinuationList is empty, then check if there are Continuation References in NRcontinuationList. If
50, call the Name Resolution Continuation Reference procedure and continue at step 3).
If both continuation lists are empty. continue at step 6)
68) Check whether the result is empty. If it is not empty then return it. If it is empty, either returf null result
if the access control and local policy alows, or return an appropriate error.
If protection is performed, the merging of results shall not be performed.
22 Proceduresfor distributed authentication
This clause specifies the procedures necessary to support the directory distributeéd authentication services. These

services, and hence the procedures, are categorized as.
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The ident
purpose 0

2212 9

This sign

originator authentication, which is supported in either an\unhprotected (simple identit
(based upon digital signatures) form; and

results authentication which is similarly protected fagain based upon digital signatures)).

Driginator authentication

Hentity-based authentication

ty-based authentication service enables* DSAs to authenticate the original requester g
f effecting local access controls. DSAs-wishing to exploit this service shall adopt the follow

y based) or secure

f information for the
ing procedure:

For a DSA requiring to authénticate a DAP request, the DSA acquires the distingliished name of the

requester through the Bind-procedures at the time a DUA association (DUA to D
Successful conclusion.-efithese procedures does not in any way prejudice the level g
may subsequently be required for processing operations using that association.

The DSA with which the DUA association exists shall insert the requester’s distingu
initiator field of(theChainingArguments for all subsequent chained operations to other O

A DSA, on receiving a chained operation, may satisfy that operation, or not, dg
determination of access rights (a locally defined mechanism). If the outcome is
securityError may be returned with problemsufficientAccessRights.

ignature-based originator authentication

5A) is established.
f authentication that

ished name in the
SAs.

pending upon the
not satisfactory, a

ture-hased nriginn’rnr authentication service enahles a DSA to authenticate (in asecure

manner) the originator

of a particular service request. The procedures to be effected by a DSA in realizing this service are described in this

clause.

The signature-based authentication service is invoked by a DUA usingRIDEECTED variant of an optionally
protected service request witirQOP signed or signedAndEncrypted.

A DSA, on receiving a signed request from another DSA, shall remove that DSA’s signature prior to processing the
operation. Assuming the result of any signature verification proves to be satisfactory, the DSA will continue to progress
the operation. If, during processing, the DSA needs to perform chaining, the argument set for each associated chained
operation shall be constructed as follows:

the DSA forms an argument set which may be optionally signed; the argument set comprises the incoming

signed argument set together with a modifiddiningArguments.

In the event that the DSA is able to contribute information to the response, originator authentication, based upon the
signed service request, may be used for the determination of access rights to that information.

72

ITU-T Rec. X.518 (1997 E)


https://iecnorm.com/api/?name=59e385dc71ac5ccb7014bf63c612674e

I SO/IEC 9594-4 : 1998 (E)

If a DSA receives an unsigned service request for information which will only be released subject to originator
authentication, asecurityError will be returned with SecurityProblem set to protectionRequired.
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Figure 29 — Results Meging procedure

22.2 Results authentication

This service is provided to enable requesters of directory operations (either DUAs or DSAS) to verify (in a secure
manner using digital signature techniques) the source of results. The results authentication service may be requested
irrespective of whether originator authentication isto be used.

The results authentication service is initiated using the signed value of the protectionRequest component as contained
within the argument set of directory operations; a DSA receiving an operation with this option selected may then
optionally sign any subsequent results. The signed option in the protection request serves as an indication, to the DSA,
of the requester’ s preference; the DSA may, or may not, actually sign any subsequent results.

ITU-T Rec. X.518 (1997 E) 73


https://iecnorm.com/api/?name=59e385dc71ac5ccb7014bf63c612674e

| SO/IEC 9594-4 : 1998 (E)

In the case where a DSA performs chaining, the DSA has a number of options in terms of the form of results sent back
to the requester, namely:

a)

b)

return a composite response (signed or unsigned) to the requester;

return a set of two or more uncollated partial responses (signed or unsigned) to the requester;

within this

set zero or more members may be signed and zero or one unsigned. In the event that an unsigned partial
result is present, this member may in fact be a collation of one or more unsigned partial responses which

have been received from other DSAS, contributed by this DSA, or both.

SECTION 6 — KNOWLEDGE ADMINISTRATION

23 K nowledge administration overview

To operate

a widely distributed Directory with an acceptable degree of consistency and performance, pro

cedures are

required tolcreate, maintain, and extend the knowledge held by each DSA. The following mechanisms together are used
to adminigter a DSA'’s knowledge.

a

Hierarchical and non-specific hierarchical operational bindings — These“procedures ang

protocols are

defined in clauses 24 and 25. They are used to create and maintain subordinate references, non-specific

subordinate references, and immediate superior references, as.well as the context
naming contexts. These operational bindings are established between master DS

refix information for
As holding naming

contexts that are hierarchically related to each other as immediate subordinate to immediate superior. The

procedures may be triggered as a side effect of modifying the RDN of, or adding or
whose immediate superior is not held in the same DSA that holds the entry.

Shadowing operational bindings — These procedures and protocols are defined in ITU
ISO/IEC 9594-9. They are used to create and\maintain knowledge references in two

effect of establishing (or terminating) shadowing agreements, access points are adde
theconsumerknowledge and optionally.th&econdaryShadow operational attributes. Th
may then be used by the procedures,and protocols discussed above to update the sU

removing an entry,

-T Rec. X.525 |
vays. First, as a side
d (or removed) from
s information
bordinate reference in

the superior master DSA and the iimmediate superior reference in the subordinate master DSA. Second,

the DISP propagates the knowledge references held by master DSAs to shadow cons

Cross references — Cross referénce distribution is a feature of the DSP. Its use to ¢
cross references is summarized in 23.2.

imer DSAs.

eate and maintain

NOTE — Mechanisms.for initializing and maintaining the superior referencengAdcessPoint are outside the

scope of this Directory Specification.

231 Nlaintenance of Knowledge References

This subclguse describeshow the DOP is used to maintain DSA operational attributes that express knowledg

e. A simple

example off the relationship between knowledge attributes and the protocols employed to maintain them is described in
Annex E.
23.1.1 1 alntu TaArfoe Uf CUINMouUTTIict Ir\l IUV\I:W’JHC by Q\J'.l}.l:lcl Al Id |||astc| DS"\\Q

A consumer reference is expressed through a value of the consumerknowledge attribute, held by a shadow supplier
DSA and associated with the context prefix for a naming context; a supplier reference, through a value of the
supplierKnowledge attribute, held by a shadow consumer DSA and also associated with the context prefix for a naming
context. Both attributes are held in DSEs of type cp. A value of each one of these attributes is created on establishment
of the Shadow Operational Binding, and updated on modification of the Shadow Operational Binding.

A supplier DSA may obtain the information to construct values of the secondaryShadows attribute if the optional
secondaryShadows component of its ShadowingAgreementinfo with a consumer is TRUE. In this case, whenever the
consumer DSA detects that the set of DSAs holding copies of the commonly usable replicated area (its consumers, or, in
turn, consumers of its consumers, etc., to whatever depth secondary shadowing might be carried) has changed (by
addition, modification or deletion of access points), it communicates this new information (a set-of
SupplierAndConsumers) by means of a modifyOperationalBinding operation, as described in ITU-T Rec. X.525 |
| SO/IEC 9594-9.
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A supplier DSA maintains its own secondaryShadows attribute associated with the context prefix as follows:

a)

b)

The set of SupplierAndConsumers received from a consumer by means of a modifyOperationalBinding

operation may be used to create, or replace values of the attribute. The supplier component of
SupplierAndConsumers represents the access point of a consumer DSA (or of its consumers, etc.
depending upon the depth of secondary shadowing); the consumers component, the set of the consumer’s
consumers (or of their consumers, etc. depending upon the depth of secondary shadowing).

Every consumer providing its supplier withmadifyOperationalBinding operation containing a set of

SupplierAndConsumers, includes the following values: the values ofstgondaryShadows attribute,

and a newly constructed value. This value is constructed using its own accesspbitks

sPoint, (as

the supplier component), and the values of the consumers’ access points, contained within the

consumerKnowledge attribute, that represent consumers holding commonly usable
consumers component).

Recursive
consumer
available f

2312 N

the DSA
value of
subordina
subordina

A subord:iate reference is expressed through a value spééickKnowledge attributechield in a DSE of

A subordinate master DSA provides a superior master DSA the information to construct its subordir

accessPoi
informatio

a

A superio

via the contextPrefixinfo component of(th&uperiorToSubordinate parameter it transfers to the sub

DOP. This
path from
prefix of
subordina;
to this ele

values of attributes held.by the superior DSA as follows:

a

US€E Of this procedure permits a master DSA Tor a naming CONtext 10 Know about all of |
DSAs holding commonly usable replicated areas derived from the naming context.cThi
or the maintenance of subordinate, non-specific subordinate, and immediate superiorrefg

l aintenance of subordinate and immediate superior knowledge in master DSAs

olding the immediately superior naming context to that referenced; animmediate superio
especificKknowledge attribute, held in a DSE of typenmSupr by.¢he DSA holding the
e naming context to that referenced. A value of each one of these attributes is create
e master DSAs on establishment of the HOB, and updated ornCmuadification of the HOB.

nts component of theSubordinateToSuperior parameter it transfers to the superior in
n included iraccessPoints is determined by values of attributes held by the subordinate DS

The value of themyAccessPoint attribute (held in the root DSE) is used to form
accessPoints with category having the valuenaster.

prefix DSE) are used to form additional elementsaéeessPoints with category havin
shadow.

component is a value of tyPEQUENCE OF Vertex, containing sequence of elements corre
the root of the DIT to,the subordinate context prefix. For one of these elements, corresp
the immediately superior naming context, the optional composemdssPoints will be p
e DSA holds thjs information aspacificKknowledge attribute in the DSE, of typenmSupr, co
ment ofontextRrefixinfo. The information included iaccessPoints by the superior DSA is d

Thevalue of themyAccessPoint attribute (held in the root DSE) is used to form
accessPoints with category having the valuenaster.

shadows (as the

s secondary shadow
5 information is then
rences.

typibr by
reference, through a

immediately
d in the superior and

ate reference via the
the DOP. The
A as follows:

the element in

The values of theonsumerKnowledge, andsecondaryShadows (both held in the suborginate context

g the value

master DSA provides a subaordinate master DSA the information to construct its immedigte superior reference

ordinate in the
sponding to the
bnding to the context
resent. The
rresponding
etermined by

the element in

The values of theonsumerKnowledge and secondaryShadows (both held in_the sug

erior context

2313

prefix DSE) are used to form additional elementsadeessPoints with category havin
shadow.

NOTE — Only those access points corresponding to consumer DSAs receiving commonly u

g the value

sable replicated areas

should be selected by the superior and subordinate DSAs fronedheirmerKnowledge attributes for inclusion
in accessPoints. The procedures for the constructionseondaryShadows guarantee that these access points

will identify shadow DSAs holding commonly usable replicated areas.

Maintenance of subordinate and immediate superior knowledge in consumer DSAS

A shadow consumer DSA contracting with its supplier to receive the immediate superior and subordinate knowledge
associated with a unit of replication, in effect, contracts to have its immediate superior and subordinate references

maintained

by its shadow supplier DSA viathe DISP.

NOTE — For certain units of replication specifications, it may be necessary for the consumer DSA to contract to receive

extende

dKnowledge in order that subordinate knowledge may be provided to it by its supplier.
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232 Requesting cross reference

To improve the performance of the Directory System, the local set of cross references can be expanded using ordinary
Directory operations. If a DSA supports the DSP, it may request another DSA (which must also support the DSP) to
return those knowledge references which contain information about the location of naming contexts related to the target
object name of an ordinary Directory operation.

If the returnCrossRefs component of the ChainingArguments is set to TRUE, the crossReferences component of the
ChainingResults may be present, consisting of a sequence of cross reference items.

If a DSA is not able to chain a request to the next DSA, a referra is returned to the originating DSA. If the
returnCrossRefs component of ChainingArguments was TRUE, the referral may contain additionally the context
prefix of the naming context which the referral refers to. The contextPrefix component is absent if the referral is based
on a non-specific subordinate reference. The cross reference returned by a referral is based on knowledge held by the
DSA which generated the referral.

In both cases (chaining result and referral) an administrative authority, through its DSA, may elect to ignére|the request
for returnirg cross references.

233 K nowledge inconsistencies

The Directpry has to support consistency-checking mechanisms to guarantee a certain degreg’of knowledge consistency.

NOTE + In certain circumstances a knowledge reference will be accurate (not invalid’in the senses descrijed below) dbut not vali
for use py a DSA because the DMD of the referenced DSA does not wish it to be{contacted at all by the referencing DSA (e.g. a

DSA w
(e.g. as|the master DSA for a naming context).

23.3.1 Detection of knowledge inconsistencies

ich has somehow acquired a cross reference to the referenced DSA) or.does not wish it to be contacted in a garticular rol

The kind of inconsistency and its detection varies for the different types 6f knowledge references:

a Crossand Subordinate references — This type of reference is invalid if the referenced DA does not hold
a naming context or a replicated area derived-from the naming context with the contgxt prefix contained
in the reference. This inconsistency will be detected during the Name Resolution process by inspection of
theoperationProgress andreferenceTypg(components ofhainingArguments.

) Non-specific Subordinate references —This type of reference is invalid if the referenced DSA does not
hold a local naming context with\the context prefix contained in the reference minus|the last RDN. The
consistency check is applied as above.

c) Superior References — An invalid superior reference is one which does not form part of a reference path
to the root. The maintenance of superior references shall be done by external means and is outside the
scope of this Directory-Specification.

NOTE - It is nat_always possible to detect an invalid superior reference.

d Immediate Superior References — This type of reference is invalid if the referenced DSA|does not hold a
naming context or a replicated area derived from the naming context with context prefix contained in the
reference Furthermore, usage of this type of reference is only valid whespdha&tignProgress
component ofChainingArguments has the valu@otStarted or proceeding. This inconsisfency will be
detected during the Name Resolution process by inspection of opleeationProgress and
referenceType components ofhainingArguments.

e) ~Sipplier References — This type of reference, which identifies the supplier of a reglicated area and

23.3.2

optionally the master for the naming context from which the replicated area is derived, is invalid if the
referenced DSA is not the shadow supplier for the DSA using the reference (whefetéeceType

component ofhainingArguments has the valusupplier), or if the referenced DSA is not
the naming context (whereferenceType has the valuenaster). This inconsistency will

the master for
be detected

during the Name Resolution and operation evaluation phases of operation processing by inspection of the

referenceType component o€hainingArguments.

Reporting of knowledge inconsistencies

If chaining is used in performing a Directory request, all knowledge inconsistencies will be detected by the DSA which
holds the invalid knowledge reference, through receiviagraiceError with probleminvalidReference.

If a DSA returns a referral which is based on an invalid knowledge reference, the requester will be returned a
serviceError with probleminvalidReference if it uses the referral. How the error condition will be propagated to the
DSA which stores the invalid reference is not within the scope of this Directory Specification.
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23.3.3 Treatment of inconsistent knowledge r efer ences

After a DSA has detected an invalid reference it should try to re-establish knowledge consistency. For example, this can
be done by simply deleting an invalid cross reference or by replacing it with a correct one which can be obtained using
the returnCrossRefs mechanisms.

The way in which a DSA actually handles invalid references is a local matter, and outside the scope of this Directory
Specification.

234 K nowledge References and contexts

The names in knowledge references shall be the primary distinguished names and may include alternative distinguished
values and context information held in valuesWithContext for any attribute contributing to any RDN, as described in
9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

Depending i '
been part df the cham through which the reference has been obtar ned) |t is possible that a knowledge reférence will not
include all [possible alternative distinguished names. This may result in a purported name not being recegnized as the
same namg by the holder of the knowledge reference, leading to extra steps in name resolution or,‘'in 'some situations,
inconsistent results or failure of name resolution. The general use of the primary distinguished names, where known,
optimizes the ability of the Directory to deal with context variants in names.

24 Hlierarchical operational bindings

A hierarchical operational binding is used to represent the relationship between.two DSAs holding two naming contexts,
one immediately subordinate to the other. In the case of a HOB, the superionDSA holds a subordinate refefence to the
naming cotext held by the subordinate DSA; the subordinate DSA holds animmediate superior reference tofthe naming
context held by the superior DSA. The operational binding ensures(that the appropriate knowledge infprmation is
exchanged|and maintained between the two DSAs so that both DSAs)are able to behave during the process of Name
Resolutionfand Operation Evaluation as defined in clauses 18 and.19.

24.1 Operational binding type characteristics

2411 SYymmetry and roles

The hierar¢hical operational binding type is an asymmetrical type of operationa binding. The two roles in g binding of
thistype arg:

a) therole of the master DSA(for the superior naming context, the superior DSA (associated wjith abstract
role"A"); and

) the role of the master DSA for the subordinate naming context, the subordinate DSA (associated with
abstract role "B")-

24.1.2  Agreement

The agreernent information exchanged during the establishment of the hierarchical operational binding isla value of
HierarchicplAgreement. This contains the relative distinguished name of the new context prefix (the rdn ¢omponent)
and the diftinguished name of the entry immediately superior to the new naming context (the immedigteSuperior
component]). Thisinformation shall be provided by the DSA that initiates the HOB.

HierarchicalAgreement ::= SEQUENCE {
rdn [0] RelativeDistinguishedName,
immediateSuperior [1] DistinguishedName }

The rdn shall be the primary RDN, and immediateSuperior shall be a primary distinguished name. Context information
and al dternative distinguished values shall be included in the valueswWithContext component of the
AttributeTypeAndDistinguishedValue of any RDN, asdescribed in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

24.1.3 Initiator

24.1.3.1 Establishment

The establishment of a hierarchical operational binding can be initiated by either role. Initiation by the superior DSA can
be caused by an Add Entry operation with the subordinate DSA specified in the targetSystem extension, or by
administrative intervention. Initiation by the subordinate DSA (which connects a locally existing entry or subtree to the
global DIT) is caused by administrative intervention.
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24.1.3.2 Modification

The modification of a hierarchical operational binding can be initiated by either role. The superior DSA may issue the
modification as aresult of a modification of the superior context prefix information. This can be as a result of any of the
modification operations, or by administrator intervention.

Either DSA may modify the agreement as a result of a modification of the RDN of the context prefix entry of the
subordinate naming context. The superior DSA initiates this modification because of arelative distinguished name being
modified higher up the DIT, or because of administrative intervention. The subordinate DSA initiates modification

because of

aModifyDN of acontext prefix, or because of administrative intervention.

Either DSA may also modify the HOB if the access point information for its naming context changes.

24.1.3.3 Termination

The termingt

be caused
operation t

2414 H
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parameter
value of Su
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DSA with

the immedi
and copies
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The conte

Vertex vallies.

DITcontex

Vertex ::=
rdn
adm

by administrative intervention. In|t|at|on by the subordmate DSA can be caused either by a-Re
nat removes the context prefix entry of the subordinate naming context, or by administrative'interv

stablishment parameters

shment parameters for the two roles of a HOB, superior DSA and subordinate DSA), differ. The eg
or the superior DSA role is a value of SuperiorToSubordinate, the parameter for the subordi
bordinateToSuperior.

uperior DSA establishment parameter

shment parameter issued by the superior DSA, a value of SuperiarToSubordinate, provides the

ate superior reference) and optionally user and operational_attributes for the subordinate context
of user and operationa attributes from the entry immediately superior to the new context prefix.

Subordinate ::= SEQUENCE {

extPrefixinfo [0] DITcontext,

Info [1]  SET OF Attribute OPTIONAL,
bdiateSuperiorinfo [2] SET OF Attribute OPTIONAL }

X.501 | ISO/IEC 9594-2.

Context prefix infor mation

tPrefixinfo comporient of SuperiorToSubordinate is a vaue of type DITcontext, this being a §

;1= SEQUENCE OF Vertex

SEQUENCE {
[0] RelativeDistinguishedName,
Pointinfo [1] SET OF Attribute OPTIONAL,

Pntion.

fablishment
nate role, a
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nformation regarding DIT vertices superior to the context prefix of the new naming context (whigch includes

brefix entry

Vertex or in Subentryinfo shall be.the primary RDN, and context information and all other dEinguished
values shal| be included in the AttributeTypeAndDistinguishedValue components of the RDN, as describ

in 9.3 of

bequence of

(e ] oETr oo AODRTIOMAL
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accessPoints [3] MasterAndShadowAccessPoints OPTIONAL }

The contextPrefixinfo component is the sequence of RDNs that form the distinguished name of the immediate superior
of the new context prefix, each RDN (given by the rdn component) optionally accompanied by additiona information.

The optional admPointinfo component of aVertex signals that the DIT vertex is an administrative point and provides, at

leadt, its ad

ministrativeRole operational attribute.

The subentry information associated with an administrative point is provided by the subentries component of a Vertex,
which is a set of one or more Subentryinfo values. Each Subentryinfo value is composed of the RDN of the subentry

(therdn col

mponent) and the attributes of the subentry (the info component).

Subentryinfo ::= SEQUENCE {

rdn
info
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[0] RelativeDistinguishedName,
[1] SET OF Attribute }
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The optional accessPoints component of a Vertex signals that the vertex corresponds to the context prefix of the
immediately superior naming context. The superior uses this component to provide the subordinate the information
required for itsimmediate superior reference.

NOTE — The master access point witliccessPoints is the same as that passed indbeessPoint parameter of the Establish
and Modify Operational Binding operations.

24.1.4.1.2 Entry information

The optional entryinfo component of SuperiorToSubordinate is a set of attributes establishing the content of the new
context prefix entry.

24.1.4.1.3 Immediate superior entry information

The optional immediateSuperiorinfo component of SuperiorToSubordinate is a copy of a set of attributes, in
particular objectClass and entryACI, from the entry immediately superior to the new context prefix.
NOTE + This component may be used by the subordinate for optimizing the evaluation of a List requepst which generates an

empty LjstResult for a base object which is the immediate superior of the subordinate context prefix-[seg Note of 19.3.1.2.2,
item 2)]

24.1.4.2 Hubordinate DSA establishment parameter

The establishment parameter issued by the subordinate DSA, a value of SubordinateToSuperior, provides the superior
DSA with information regarding the subordinate naming context.

SubordinateToSuperior::=  SEQUENCE {
accgssPoints [0] MasterAndShadowAccessPoints OPTIONAL,
aliag [1] BOOLEAN DEFAULT FALSE,
entryinfo [2] SET OF Attribute OPTIONAL,
subégntries [3] SET OF Subentryinfo OPTIONAL }

The accegqsPoints component of SubordinateToSuperior is used by the subordinate to provide the shiperior the
informatiom required for its subordinate reference.
NOTE 1 — The master access point withieessPoints is the same as that passed indbeessPoint parameter of the Establish
and Mopify Operational Binding operations.

The alias ¢omponent of SubordinateToSuperior is used to signal to the superior that the subordinate naming context
consists of fasingle aias entry.

The entrylihfo component of SubordinateToSuperior consists of a copy of a set of attributes, in particular gbjectClass
and entryAlCI, from the new context prefix entry.

The subentries component of SubordinateToSuperior is used by the subordinate to pass subentries|containing
prescriptive ACI to the superior.

NOTE 2 — The latter two components may be used by the superior for optimizing the evaluation of a Lit or one-level Search
request|whose base object isthe entry immediately superior to the subordinate context prefix.

2415 Modificationparameters

For modifigations.of.-a HOB, the modification parameter of the superior role, SuperiorToSubordinateMod|fication, is
SuperiorToSubordinate, with the restriction that the entryinfo component may not be present; that of the subordinate
roleis SubprdinateToSuperior.

SuperiorToSubordinateModification ::= SuperiorToSubordinate (
WITH COMPONENTS { ..., entryInfo ABSENT})

These parameters are identical (with the restriction noted above) to the corresponding establishment parameters and are
used to signal changes occurring to information provided in the establishment parameters subsequent to the
establishment of the HOB.

If any component of SuperiorToSubordinate (or subsequently SuperiorToSubordinateModification) or
SubordinateToSuperior experiences a change (e.g. the contextPrefixinfo component of SuperiorToSubordinate), the
corresponding component of the modification parameter (e.g. the contextPrefixinfo component of
SuperiorToSubordinateModification) shall be provided in its entirety in the Modify Operational Binding.

2416 Termination parameters

Neither role provides atermination parameter when terminating a HOB.
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24.1.7 Typeidentification

The hierarchical operational binding is identified by the object identifier assigned when defining the
hierarchicalOperationalBinding OPERATIONAL-BINDING information object in 24.2.

242  Operational binding information object Class definition

This subclause defines the hierarchical operational binding type using the OPERATIONAL-BINDING information object

classtemplate defined in ITU-T Rec. X.501 | ISO/IEC 9594-2.
hierarchicalOperationalBinding OPERATIONAL-BINDING ::= {
AGREEMENT HierarchicalAgreement
APPLICATION CONTEXTS {
{directorySystemAC} }
ASYMMETRIC
ROLE-A { —-superior DSA
ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER SuperiorToSubordinate
MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER SuperiorToSubordinateModification
TERMINATION-INITIATOR TRUE }
ROLE-B { -- subordinate DSA
ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER SubordinateToSuperior
MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER SubordinateToSuperior
TERMINATION-INITIATOR TRUE }
ID id-op-binding-hierarchical }
24.3 DSA proceduresfor hierarchical operational binding management
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If a DSA
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1

wing procedures, a new DSE or a mark (i.e. a state ihdication associated with some item of i
A DSA shall be stored in stable storage. By doing-so,"it is possible for the two DSAs following the)
aintain a consistent understanding of the parameters of the HOB in the presence of communicati
Ires.

he establishment or modification) (may provide the DSA playing the initiating role with
ional attributes) that are not acceptable for one reason or another. The initiating DSA may te
binding in such cases.

stablishment procedure

stablishment initiated by superior DSA

bvaluates an Add Entry operation with a different DSA specified in the targetSystem extens
hierarchicaloperational binding according to the following procedure. If a DSA, for administrati

thall be followed:

The superior DSA creates a new DSE of type subr, with the name of the new entry, and mar

hformation)
procedures
on and end

 establishment and modification procedure described below, the DSA playing the responding rgle (i.e. not

nformation
minate the

on, it shall
Ve reasons,

establish.'a/HOB with a subordinate DSA, and it supports the DOP HOB protocol, then th¢ following

ks this new

2)

DSE as being added. The superior DSA generaies a unique bindinglD and stores it with the new DSE.

containing the following parameters:
a) bindingType set to hierarchicalOperationalBindingID;

The superior DSA shall send an Establish Operational Binding operation to the subordinate DSA

b) SuperiorToSubordinate establishment parameter with contextPrefixinfo and entrylnfo components

present; all other parameters are optional;

C) HierarchicalAgreement with the immediateSuperior component set to the distinguished name of
the immediate superior of the new entry and the rdn component set to the RDN of the new entry;

d) thebindinglD, myAccessPoint and valid parameters, as appropriate.

3) If the subordinate DSA accepts the operation, it creates the required DSEs of types glue,
admPoint, rhob and immSupr, as appropriate, to represent the contextPrefixInfo; a DSE of type cp and
entry or alias to represent the new context prefix object or alias entry; and, as appropriate, a DSE of type
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rhob and entry to represent the immediateSuperiorinfo. It stores the bindingID with the DSE of the new
context prefix entry and returns a SubordinateToSuperior parameter to the superior DSA.

If the subordinate DSA refuses the operation it returns an Operational Binding Error with the appropriate
problem value set.

If the naming context already exists and the bindingID values for the existing and the new context are the
same, the subordinate DSA has already created the requested naming context, in which case the
subordinate DSA returns a result to the superior. If the values are not equal, an Operational Binding Error
with problem invalidAgreement is sent; this means the superior DSA has a permanent knowledge
inconsistency that requires correction by an administrator.

If the superior DSA receives an error, it deletes the marked DSE of type subr and returns an error for the
Add Entry operation.

If the superior DSA receives a result, it removes the mark from the DSE that represents the subr and
returns a result for the Add Entry operation

24.3.1.2 Hstablishment initiated by subordinate DSA

If any failure occurs (e.g. communication or end system), the superior DSA shall repeat thetsteps starting
at step 2) until a result or error has been received for each pending establishment(of-a hierarchical
operational binding for which it is the initiator. If the establishment is as a result 'of an|Add Entry
operation, and the requester aborts the operation (e.g. by releasing or aborting the application @ssociation)
before the establishment is complete, the superior DSA shall ignore thisDevent and cgmplete the
establishment (which may or may not be successful). In this case, the user,Wwill not be infoimed of the
outcome of the Add Entry operation.

NOTE 1 — Marking the subordinate aids recovery and concurrency.eontrol. Another user cahnot add an entry that
is already marked, and the DSA repeats the establish operational binding for all marked subordinates after a

failure.

NOTE 2 — With the above procedure, knowledge has only transient inconsistency. It is a [local matter how the

superior DSA treats unrelated operations that read the subordinate reference while it is marlged.

The subordinate DSA may initiate a hierarchical operational binding. This might result from the wish of an administrator
to connect ja subtree of entries held in the DSA to a certain point in the global DIT. In this case, the suborglinate DSA

shall establjsh a HOB according to the following procedure:

1

4)

The subordinate DSA either has a DSE«Qf type cp as a part of an existing naming context or|it creates a
new one. It marks the DSE being added, and generates a unique bindingID and stores it with|the context
prefix DSE.

The subordinate DSA sends.an Establish Operational Binding operation to the superior DSA| containing
the following parameters:

a) bindingType set to*hierarchicalOperationalBindingID;
b) SubordinateTeSuperior establishment parameter, as appropriate;

C) HierarchicalAgreement with the immediateSuperior component set to the distinguished name of
the immediate superior of the new entry and the rdn component set to the RDN of the new entry;

d) thébindingID, myAccessPoint and valid parameters, as appropriate.

If "the superior DSA refuses the operation, it returns an Operational Binding Errgr with the
appropriate problem value set.

he superior DSA checks tha master for the immediate superior o X fix entry or
returns an Operational Binding Error with problem roleAssignment.

The superior DSA checks that the requested RDN for the new context prefix is not already in use. If no
matching RDN is found using locally held information, but the immediately superior DSE is of type nssr,
the procedure in 19.1.5 is followed. If no matching RDN is discovered using this procedure, the superior
DSA creates a DSE of type subr, storesthe bindingID with it, and returns aresult.

If a subordinate reference is found with this RDN, the two values of bindingID are compared. If they are
equal, aresult isreturned. The SuperiorToSubordinate parameter returned by the superior DSA shall not
contain the entry component. If the two values of bindingID are not equal, an Operational Binding Error
with problem invalidAgreement is sent; this means the superior DSA has a permanent knowledge
inconsistency that requires correction by an administrator.

If a matching RDN is found by exploring an NSSR, an Operational Binding Error with problem
invalidAgreement is sent; this also means the superior DSA has a permanent knowledge inconsistency
that requires correction by an administrator.
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If the subordinate DSA receives an error, it deletes the new context prefix DSE and its mark. It is alocal
matter to determine the fate of the entry information from which the context prefix DSE was derived.

If the subordinate DSA receives aresult, it adds the necessary DSES of types glue, subentry, admPoint,
rhob and immSupr, as appropriate, to represent the contextPrefixinfo; and, as appropriate, a DSE of type
rhob and entry to represent theimmediateSuperiorinfo. The mark of the context prefix DSE is removed.

If any failure occurs (e.g. communication of end system), the subordinate DSA shall repeat the steps
starting at step 2) until aresult or error has been received for each pending establishment of a hierarchical
operational binding for which it isthe initiator.

24.3.2 Modification procedure

The following procedures are defined for modification of a HOB which has been initiated by the procedure detailed

in24.3.1.

24321

odification procedureinitiated by superior

This procadure may be invoked as a result of modification operations, as described in 19.1, éryas g result of

administr
Also, if a
SuperiorT

1

veintervention (e.g. to convey changes to the myAccessPoint, agreement or valid parameters of the HOB).
superior DSA detects changes to the contextPrefixinfo or immediateSuperiorinfo” components of the
Subordinate value that it supplied to the subordinate DSA, it shall propagate thenew informgtion to the
subordinat¢ DSA employing the following procedure:

Mark the DSE of type subr as being modified, and if this modification s as a result of a modification to
the RDN of the subordinate context prefix entry, a new DSE of typesubr is added and markgd as being
added.

The superior DSA produces a new bindingID value from the existing value by incrementingits version
component. Using this new bindingID, it sends a Modify Operational Binding operafion to the
subordinate DSA with the modification parameter SuperidrToSubordinateModification.

The subordinate DSA checks the identifier componént of the bindinglID. If it has no such agrgement with
the superior, or if the version component is less than the version of the HOB, it shal| return an
Operational Binding Error with problem invalidAgreement.

The subordinate DSA may accept the modification to the HOB, modify or rebuild the DSEs rgpresenting
the context prefix information, updaterthe version component of its bindingID and retufn a result.
Alternatively, it may return an error and then terminate the agreement.

If the superior DSA receives a result, the modification is completed. If this modification is as aresult of a
modification to the RDN of\the subordinate context prefix entry, the new DSE having type subr and
marked as being added has:its mark removed, and the old DSE marked as being modified ig deleted. If
not, the mark being modified is simply removed.

If the superior DSA teceives an error, the modification has failed. The mark being modified is femoved. If
this modificatiof is'as a result of a modification to the RDN of the subordinate context prefik entry, the
new DSE having type subr and marked as being added is removed. If not, the measures taken|are outside
the scope ofthis Directory Specification.

If any faiture occurs (e.g. communication or end system), the superior DSA shall repeat the steps starting
at_step 2) until aresult or error has been received for each pending modify of a hierarchical joperational
binding for which it is the initiator. If the modification is as a result of a ModifyDN operatior) modifying
the RDN of the subordinate context prefix entry, and the requester aborts the operation (e.g. ljy releasing

or aborting the application association) before the modification is complete, the superior DSA shall ignore
this event and compl ete the modification (which may or may not be successful). In this case, the user will
not be informed of the outcome of the ModifyDN operation.

24.3.2.2 Madification procedureinitiated by subordinate

This procedure may be invoked as a result of administrative intervention (e.g. to convey changes to the myAccessPoint,
agreement or valid parameters of the HOB). Also if a subordinate DSA detects changes to the SubordinateToSuperior
value that it supplied to the superior DSA, it shall propagate the new information to the superior DSA employing the
following procedure:

1)
2)

Mark the DSE of type cp as being modified.

The subordinate DSA produces a new bindingID value from the existing value by incrementing its
version component. Using this new bindinglID, it sends a Modify Operational Binding operation to the
superior DSA with the modification parameter SubordinateToSuperior.

82 ITU-T Rec. X.518 (1997 E)


https://iecnorm.com/api/?name=59e385dc71ac5ccb7014bf63c612674e

I SO/IEC 9594-4 : 1998 (E)

3) The superior DSA checks the identifier component of the bindinglID. If it has no such agreement with the
subordinate, or if the version component is less than the version of the HOB, it shal return an
Operational Binding Error with problem invalidAgreement.

4) The superior DSA may accept the modification to the HOB, modify the DSE representing the subordinate
reference and return aresult. Alternatively, it may return an error and then terminate the agreement.

In addition, if the superior DSE of the DSE (of type subr) to be renamed is of type nssr, the DSA shall
follow the procedure defined in 19.1.5 (Modify Operations and NSSRs) to ensure that the new name of
the entry is unambiguous, before responding to the HOB modification request.

5) If the subordinate DSA receives a result, the modification is completed and it removes the mark. If it
receives an error, the measures taken are outside the scope of this Directory Specification.

If any failure occurs (e.g. communication or end system), the subordinate DSA shall repeat the steps
starting at step 2) until a result or error has been received for each pending modify of a hierarchical
operational hinding for which it isthe initiatar

24.3.3 Tlermination procedure

The followling procedures are defined for termination of a HOB which has been initiated by the procedire detailed
in24.3.1.

24.3.3.1 Tlermination initiated by superior DSA

The termingtion of a hierarchical operational binding is initiated by the superior DSA ‘only as a result of administrative
intervention. The following procedure shall be followed:

1) The superior DSA marks the DSE representing the subordinate-reference being deleted, so that the
subordinate reference is no longer used during Name Resol ution:

2) The superior DSA sends a Terminate Operational Binding operation for the hierarchical |operational
binding to the subordinate DSA. The version component,of the bindingID is omitted by the superior.

3) When the subordinate DSA receives the Terminate Operational Binding, it deletes any informnation about
the hierarchical operational binding and sends a.fesult, unless the identifier component of thg bindingID
is unknown, in which case an Operational Binding Error with problem invalidID, is returned. It is a local
matter to determine the fate of any entry information associated with the subordinate naming cpntext.

4) If the superior DSA receives a result-er*an Operational Binding Error with problem invalidID, it shall
delete the DSE marked being deleted that represents the subordinate reference associatgd with the
hierarchical operational binding and deletes any information about the operational binding.

If any failure occurs (e.g. communication of end system), the superior DSA shall repeat the steps starting
a step 2) until a result™or error has been received for each pending termination of a hierarchical
operational binding for which it istheinitiator.

24.3.3.2 Tlermination initiatedby subordinate DSA

Termination initiated by the'sdbordinate DSA can be caused by a Remove Entry operation that removes the last entry
within the|subordinate-naming context, the context prefix entry, or as a result of administrative intervgntion. The
following procedureshall be followed:

1) Thesubordinate DSA marks the context prefix DSE of the naming context being deleted.
2) ST he subordinate DSA sends a Terminate Operational Binding operation for the hierarchical [operational
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3) When the superior DSA receives the Terminate Operationa Binding, it deletes the DSE that represents
the subordinate reference associated with the hierarchical operational binding, deletes any information
about the operational binding and sends a result, unless the identifier component of the bindingID is
unknown, in which case an Operational Binding Error with problem invalidID, is returned.

4) If the subordinate DSA receives aresult or an Operational Binding Error with problem invalidID, it shall
delete any information about the operational binding.
NOTE — The fate of the entry information of naming context is a matter local to the subordinate DSA. Since
renaming (i.e. moving) a naming context is not allowed by the Modify DN operation, an administrator might, for
example, terminate the HOB, select another context prefix for the naming context and reconnect it to another part
of the DIT (i.e. establish a new HOB).

If any failure occurs (e.g. communication of end system), the subordinate DSA shall repeat the steps
starting at step 2) until a result or error has been received for each pending termination of a hierarchical
operational binding for which it istheinitiator.
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