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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in

liaison with
Internationd
In the field
Draft Intern

Publication

Attention is
patent right

Internations
technology,
collaboratioj

This third e
revision.

ISO/IEC 95
Interconned

Part 1:
Part 2:
Part 3:
Part 4:
Part 5:

Part 6:

SO and 1EC, alSo [ake part in the Work.
| Standards are drafted in accordance with the rules given in the ISO/IEC Directives;/Part
of information technology, 1ISO and IEC have established a joint technical committee, |
ational Standards adopted by the joint technical committee are circulated. to\hational bog

as an International Standard requires approval by at least 75 % of the national bodies cag

drawn to the possibility that some of the elements of this part of JSO/IEC 9594 may be
5. 1ISO and IEC shall not be held responsible for identifying any or-all'such patent rights.

| Standard ISO/IEC 9594-3 was prepared by Joint Technical Committee ISO/IEC JTC
Subcommittee SC 6, Telecommunications and inférmation exchange between
h with ITU-T. The identical text is published as ITU-T ,R€&commendation X.511.

dition cancels and replaces the second edition (ISO/IEC 9594-3:1995), of which it cons

D4 consists of the following parts, underithe general title Information technology — (
tion — The Directory :

Overview of concepts, models andyservices
Models

Abstract service definition

Procedures for distributed operation
Protocol specifications

Selected attribute types

3.

SO/IEC JTC 1.
ies for voting.
ting a vote.
the subject of

1, Information
systems, in

itutes a minor

Dpen Systems

Part 7:

Selected nhjnrf classes

Part 8:

Part 9:

Authentication framework

Replication

Part 10: Use of systems management for administration of the Directory

Annex A forms a normative part of this part of ISO/IEC 9594. Annexes B and C are for information only.
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I ntroduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information which they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals,
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

systems:

This Reco

This third
Internation
second e
implemen

This third

The first g
designed
the proto
Rec. X.51
unless all

Implemen
Internatior
dation in
Recomme
corrigendd
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Annex A,

Directory abstract service,

AnnexB, \
semantics

Annex C,

from different manuractuarers,

under different managements;

of different levels of complexity; and
of different ages.

mmendation | International Standard defines the capabilities provided by-the Directory to

edition technically revises and enhances, but does not replace, the,'second edition of tk
al Standard. Implementations may still claim conformance to the ‘Seeond edition. Howeve
dition will not be supported (i.e. reported defects will no longer be resolved). It is
ations conform to this third edition as soon as possible.

edition specifies version 1 and version 2 of the Directory pretocols.

nd second editions also specified version 1. Most-of.the services and protocols specifi

ols defined in the three editions are accommodated using the rules of extensibility
D | ISO/IEC 9594-5. However some enhanced services and protocols, e.g. signed err
Directory entities involved in the operation<have negotiated version 2.

ors should note that a defect resolution process exists and that corrections may be &
al Standard in the form of technical\corrigenda. The identical corrections will be applied
the form of corrigenda and/or san’ Implementor's Guide. A list of approved technical

ndation | part of International'‘Standard can be obtained from the subcommittee secretari

tained from the ITU Web'site.

which is an integralpart of this Recommendation | International Standard, provides the A

vhich is not anintegra pat of this Recanmendaion | Internationd Standard, promes chats that
associatetkwith Basic Access Control as it applies to the processing of a Directory opera

Which-s-hot an integral part of this Recommendation | International Standard, lists the an
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ts users.
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INTERNATIONAL STANDARD

ITU-T R

ECOMMENDATION

INFORMATION TECHNOLOGY — OPEN SYSTEMS INTERCONNECTION —

1

This Recomnmendation | International Standard defines in an abstract way the externally visible service prov
Directory.

This Recornmendation | International Standard does not specify individual implementations or products.

2

The following Recommendations and International Standards contain provisions-which, through reference
brovisions of this Recommendation | International Standard part. At-the time of publication, the editions

constitute
indicated

this Recommendation | International Standard are encouraged to investigate the possibility of applying the

edition of

valid Inter

valid ITU

21

THE DIRECTORY: ABSTRACT SERVICE DEFINITION

Scope

Normative references

were valid. All Recommendations and Standards are subject to revision, and parties to agreemen

’]‘he Recommendations and Standards listed below. MemberSof IEC and ISO maintain registers
ational Standards. The Telecommunication Standardization’ Bureau of the ITU maintains a list
-T Recommendations.

fdentical Recommendations | I nter nationakStandar ds

- ITU-T Recanmendation X.200 (1994)*| ISO/IEC 7498-1:19%#fprmation technology —
Interconnection- Basic ReferenceWlodel: The Basic Miode

- ITU-T Recanmendation X.500.(1997) | ISO/IEC 9594-1:1988prmation technology — (
Interconnection — The Directory: Overview of concepts, models and service

- ITU-T Recanmendatian pX.501 (1997) | ISO/IEC 9594-2:198&prmation technology — (
Interconnection — The Directory: Modgel

- ITU-T Recanmendation X.509 (1997) | ISO/IEC 9594-8:199&prmation technology —
Interconnection — The Directory: Authentication framekvor

-{ ITU-T Reeanmendation X.518 (1997) | ISO/IEC 9594-4:199&prmation technology —
Intergoninection — The Directory: Procedures for distributed openatio

- IFU<T Recanmendation X.519 (1997) | ISO/IEC 9594-5:1988prmation technology — (
Interconnection — The Directory: Protocol specificaon

ded by the

n this text,

s based on
most recent
bf currently
f currently

Dpen Systems

Dpen Systems

Dpen Systems

Dpen Systems

Dpen Systems

Dpen Systems

- ITU-T Recanmendation X.520 (1997) [ TSO/ET 9594-6: I98%dprmation technology — open Systems

Interconnection — The Directory: Selected attribute $ype

— ITU-T Recanmendation X.521 (1997) | ISO/IEC 9594-7:199&prmation technology — Open Systems

Interconnection — The Directory: Selected object classe

— ITU-T Recanmendation X.525 (1997) | ISO/IEC 9594-9:199&prmation technology — Open Systems

Interconnection — The Directory: Replicatio

— ITU-T Recanmendation X.530 (1997) | ISO/IEC 9594-10:1988prmation technology — Open Systems
Interconnection The Directory: Use of System management for Administration of the Directory.

— ITU-T Recanmendation X.680 (1997) | ISO/IEC 8824-1:1988prmation technology — Abstract Syntax

Notation One (ASN.1): Specification of basic notatio

— ITU-T Recanmendation X.681 (1997) | ISO/IEC 8824-2:1988prmation technology — Abstract Syntax

Notation One (ASN.1): Information object specificatio

ITU-T Rec. X.511 (1997 E)

1
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ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:199@rmation technology — Abstract Syntax
Notation One (ASN.1): Constraint specification

ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:19%%9@rmation technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications

ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:198%rmation technology — Remote
Operations: Concepts, model and notation

ITU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:198%rmation technology — Remote
Operations: OSI realizations — Remote Operations Service Element (ROSE) service definition

2.2 Other references
— RFC 2025 (1996)The Smple Public-Key GSS-API Mechanism (SPKM).
3 Definitions
For the pUrposes of this Recommendation | International Standard, the following definitions apply.
31 Basic Directory definitions
The followiing terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1:
a) Directory;
k) Directory Information Base;
c) (Directory) User.
3.2 Directory model definitions
The followjing terms are defined in ITU-T Rec. X.501 | ISO/NEC 9594-2:
d) Directory System Agent;
) Directory User Agent.
33 Directory information base definitions
The followling terms are defined in ITU-TWRec. X.501 | ISO/IEC 9594-2:
d) aliasentry;
k) Directory Informatien Free;
c) (Directory) entry;
d) immediate superior;
€) immediately superior entry/object;
f]  object;
d) ~object class;
—object-entry:
i)  subordinate;
i) superior.
34 Directory entry definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

a)
b)
<)
d)
e)

attribute;

attribute type;

attribute value;

attribute value assertion;
context;

ITU-T Rec. X.511 (1997 E)
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f)  context type;

g) context value;

h) operational attribute;

i) user attribute;

j)  matching rule.

35 Name definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

a) alias, aliasname;

I SO/IEC 9594-3 : 1998 (E)

W distinguished name;,
(directory) name;
d purported name;

g) relative distinguished name.

3.6 Distributed oper ations definitions

The follow]|ng terms are defined in ITU-T Rec. X.518 | ISO/IEC 9594-4:

a chaining;
b) referral.
37 Abstract service definitions

The follow]ng terms are defined in this Recommendation | lternational Standard.

371 filter: An assertion about the presence or value of certain attributes of an entry in order to limit the

search.

372 originator: The user that originated an‘operation.

3.7.3 service controls: Parameteys Conveyed as part of an operation which constrain various asq

performange.

4 Abbreviations

For the purposes of this'\Recommendation | International Standard, the following abbreviations apply:

 scope of a

ects of its

AVA ~ MAttribute Value Assertion
DIB Directory Information Base
DIT Directory Information Tree
DMD  Directory Management Domain
DSA Directory System Agent
DUA Directory User Agent
RDN Relative Distinguished Name

5 Conventions

With minor exceptions, this Directory Specification has been prepared according to the "Presentation of ITU-T |
| SO/IEC common text" guidelinesin the Guide for ITU-TS and ISO/IEC JTC 1 Cooperation, March 1993.

ITU-T Rec. X.511 (1997 E)
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The term "Directory Specification" (asin "this Directory Specification") shall be taken to mean this Recommendation |
International Standard. The term "Directory Specifications' shall be taken to mean the X.500-series Recommendations
and all parts of 1SO/IEC 9594.

This Directory Specification uses the term "1988 edition systems' to refer to systems conforming to the first (1988)
edition of the Directory Specifications, i.e. the 1988 edition of the series of CCITT X.500 Recommendations and the
ISO/IEC 9594:1990 edition. This Directory Specification uses the term "1993 edition systems" to refer to systems
conforming to the second (1993) edition of the Directory Specifications, i.e. the 1993 edition of the series of
ITU-T X.500 Recommendations and the ISO/IEC 9594:1995 edition. Systems conforming to this third edition of the
Directory Specifications are referred to as "1997 edition systems'.

This Directory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Helvetica typeface.
The names of procedures, typicaly referenced when specifying the semantics of processing, are differentiated from
normal text by displaying them in bold Times. Access control permissions are presented in italicized Times.

If the items in a list are numbered (as opposed to using "-" or letters), then the items shall ke ¢onsidered steps in a
procedure].

This Dirgctory Specification defines directory operations using the Remote Opération ngtation defined in
ITU-T Req. X.880 | ISO/IEC 13712-1.

6 Qverview of the Directory service

As described in ITU-T Rec. X.501 | ISO/IEC 9594-2, the services of the Directory are provided throgh access points to
DUAs, eath acting on behalf of a user. These concepts are depicted in-Eigure 1. Through an accefss point, the Directory
provides dervice to its users by means of a number of Directory operations.

Access Point

Directory The
user Directory

TISO3050-94/d01

Figure 1 — Access to the Directory

The Directpry operatiofs-are of three different kinds:
a Directory Read operations, which interrogate a single Directory entry;
) Directory Search operations, which interrogate potentially several Directory entries; and

Ditectans Modif\Loparations.
H-EGHOR VO Y-OpPeraHORS:

The Directory Read operations, the Directory Search operations and the Directory Modify operations are specified in
clauses 9, 10, and 11, respectively. Conformance to Directory operations is specified in ITU-T Rec. X.519 |
ISO/IEC 9594-5.

7 Information types and common procedures

71 Introduction

This clause identifies, and in some cases defines, a number of information types which are subsequently used in the
definition of Directory operations. The information types concerned are those which are common to more than one
operation, are likely to be in the future, or which are sufficiently complex or self-contained as to merit being defined
separately from the operation which uses them.

4 ITU-T Rec. X.511 (1997 E)
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Severa of the information types used in the definition of the Directory Service are actually defined elsewhere.
Subclause 7.2 identifies these types and indicates the source of their definition. Each of the remaining subclauses
(7.3 through 7.11) identifies and defines an information type.

This clause also specifies some common elements of procedure that apply to most or all of the Directory operations.

7.2 Information types defined elsewhere

The following information types are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) Attribute;
b) AttributeType;

C) AttributeValue;

AttributeValueAssertion;
[ Context;
f] ContextAssertion;
DistinguishedName;
ji Name,;
i OPTIONALLY-SIGNED;
i RelativeDistinguishedName.
The follow|ng information type is defined in ITU-T Rec. X.520 | |SO/|EC 9594-6:
- PresentationAddress.
The followjing information types are defined in ITU-T RecX.509 | ISO/IEC 9594-8:
ad) Certificate;
) SIGNED;

C CertificationPath.

The followling information types are defined in ITU-T Rec. X.880 | ISO/IEC 13712-1:

Invokeld.

The followiing information types are defined in ITU-T Rec. X.518 | ISO/IEC 9594-4:
a) OperationProgress;

b) ContinuationReference.

7.3 CGommon arguments

The CommonArguments information may be present to qualify the invocation of each operation that the Directory can
perform.

CommonArguments ::= SET {
serviceControls [30] ServiceControls DEFAULT {},
securityParameters [29] SecurityParameters OPTIONAL,
requestor [28] DistinguishedName OPTIONAL,
operationProgress [27] OperationProgress

DEFAULT { nameResolutionPhase notStarted },

aliasedRDNs [26] INTEGER OPTIONAL,
criticalExtensions [25] BIT STRING OPTIONAL,
referenceType [24] ReferenceType OPTIONAL,
entryOnly [23] BOOLEAN DEFAULT TRUE,
nameResolveOnMaste [21] BOOLEAN DEFAULT FALSE,
operationContexts [20] ContextSelection OPTIONAL }

ITU-T Rec. X.511 (1997 E) 5
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The ServiceControls component is specified in 7.5. Its absence is deemed equivalent to there being an empty set of
controls.

The SecurityParameters component is specified in 7.10. If the argument of the operation is to be signed by
therequestor, the SecurityParameters component shall be included in the argument. The absence of the
SecurityParameters component is deemed equivalent to an empty set.

The requestor Distinguished Name identifies the originator of a particular operation. It holds the name of the user as
identified at the time of binding to the Directory. It may be required when the request is to be signed (see 7.10), and shall
hold the name of the user who initiated the request.

NOTE 1 — Where a user has alternative distinguished names differentiated by context, the name used as thequahierof
shall be the primary distinguished name where known. Otherwise, authentication and access control based on the value of
requestor may not work as desired.

The operationProgress, referenceType, entryOnly, exclusions and nameResolveOnMaster compenents jare defined
in ITU-T Rec. X.518 | ISO/IEC 9594-4. They are supplied by a DUA either:

a when acting on a continuation reference returned by a DSA in response to an €arlier operation, and their
values are copied by the DUA from the continuation reference; or

) when the DUA represents an administrative user that is managing.the. DSA Information T{ee and the
manageDSAIT option is set in the service controls.

The operationContexts component supplies a set of context assertions which are applied to attribute valug assertions
and entry information selection made within this operation, which dosot-otherwise contain context assertijons for the
same attribute type and context type. If operationContexts is not présent or does not address a particular atfribute type
or context fype, then default context assertions shall be applied by the DSA as described in 7.6.1 and in 8.8.4.2 and 11.8
of ITU-T Rec. X.501 | ISO/IEC 9594-2. If allContexts is chosen, then al contexts for all attribute types arje valid and
context deffaults that might have been supplied by the DSA are averridden. (ContextSelection isdefined in 76).

The aliasedRDNs component indicates to the DSA _that the object component of the operation was cregted by the
dereferencing of an alias on an earlier operation attempt. The integer value indicates the number of RDNs :ln the name
that came [from dereferencing the alias. (The. value would have been set in the referral response of the previous
operation.)

NOTE 2 — This component is provided.for compatibility with 1988 edition implementations of the Directory} DUAs (and DSAS)

implemgnted according to later, editions of the Directory Specifications shall always omit this parameter from the
CommofpArguments of a subsequent request. In this way, the Directory will not signal an error if aliases dereference to further
aliases.

7.3.1 (ritical extensiens

The critica)Extensions component provides amechanism to list a set of extensions which are critical to the performance
of a Direcfory ‘operation. If the originator of the extended operation wishes to indicate that the operatipn shall be
performed with’one or more extensions (i.e. that performing the operation without these extensions is not ac¢eptable), it
does so by setting the criticalExtensions bit(s) which corresponds to the extension(s). If the Directory, or some part of
it, is unable to perform a critical extension, it returns an indication of unavailableCriticalExtension (as a ServiceError
or PartialOutcomeQualifier). If the Directory is unable to perform an extension which is not critical, it ignores the
presence of the extension.

This Directory Specification defines a number of extensions. The extensions take such forms as additional numbered bits
inaBIT STRING, or additional components of a SET or SEQUENCE, and are ignored by 1988 edition systems. Each
such extension is assigned an integer identifier, which is the number of the bit which may be set in criticalExtensions.
If the criticality of an extension is defined to be critical, the DUA shall set the corresponding bit in criticalExtensions.
If the defined criticality is non-critical, the DUA may or may not set the corresponding bit in criticalExtensions.

The extensions, their identifiers, the operations in which they are permitted, the recommended criticality, and the clauses
in which they are defined are shown in Table 1.
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Extension Identifier Operations Criticality (Sl?l)egilgﬁges)
subentries 1 All Non-critical 7.5
copyShallDo 2 Read, Compare, List, Search Non-critica| 7.5
attribute size limit 3 Read, Search Non-critical | 7.5
extraAttributes 4 Read, Search Non-critical | 7.6
modifyRightsRequest 5 Read Non-critical 9.1
pagedResultsRequest 6 List, Search Non-critical 10.1
matchedValuesOnly 7 Search Non-critical 10.2
extendedFilter 8 Search Non-critical 10.2
targetSygtem 9 Add Entry Critical 1112
useAlias@nUpdate 10 Add Entry, Remove Entry, Modify Entry Critical 111
newSuperior 11 ModifyDN Critical 114
manageDSAIT 12 All Critical 7.5, 7.13
useContgxts 13 Read, Compare, List, Search, Add Entry, Non-critical 7.9,7.8

Modify Entry, Modify DN
partialNameResolution 14 Read, Search Non-critical 7.5
overspecFilter 15 Search Non-critical 10.1.3 1)
selectionDnModify 16 Modify Entry Non-critical 11.3.2
Security parameters — 17 All Non-critical 7.10
Respons$
Security *arameters - 18 All Non-critical 7.10
Operation code
Security ;I)arameters - 19 All Non-critical 7.10
Attribute ¢ertification path
Security parameters — Errof 20 All Non-critical 7.10
Protection
SPKM Ciedentials 21 Directory Bind Note 3 8.1.1
Bind tokein — Response 22 Directory Bind Non-critica 8.1.1
Bind token — Bind Int. Alg, 23 Directory Bind Non-critical 8.1.1
Bind Int Hey, Conf Alg and
Conf Key|Info
Bind token — DIRQOP 24 Directory Bind Non-critical 811
NOTE 1 — Thefirst extension is given the identifier 1 and corresponds to bit 1 of the BIT STRING. Bit 0 of the BIT STRING is
not usegl:
NOTE 2 —Use of encrypted or signed and encrypted security transformation or any protection on errors or results to Add Entry,

Remove Entry, Modify Entry, Modify DN requires version 2 or higher of the protocol.

NOTE 3 — Use of GULS SESE (see ITU-T Rec. X.519 | ISO/IEC 9594-5) to exchange credentials requires version 2 or higher and
an application context which includes GULS SESE.

NOTE 4 — The SPKM credentials extension shall be critical unless used in associations established using version 2 or higher.

7.4 Common results

The CommonResults information should be present to qualify the result of each retrieval operation that the Directory
can perform.

CommonResults ::= SET{

securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliasDereferenced [28] BOOLEAN DEFAULT FALSE}

ITU-T Rec. X.511 (1997 E) 7
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The SecurityParameters component is specified in 7.10. If the result is to be signed by the Directory, the
SecurityParameters component shall be included in the result. The absence of the SecurityParameters component is
deemed equivalent to an empty set.

The performer Distinguished Name identifies the performer of a particular operation. It may be required when the result
isto be signed (see 7.10) and shall hold the name of the DSA which signed the result.

The aliasDereferenced component is set to TRUE when the purported name of an object or base object which is the
target of the operation included any aliases which were dereferenced.

75 Service controls

A ServiceControls parameter contains the controls, if any, that are to direct or constrain the provision of the service.

ServiceCofmtrots——=SET{
optigns [0] BIT STRING {
preferChaining (0),
chainingProhibited (),
localScope (2),
dontUseCopy 3),
dontDereferenceAliases 4),
subentries (5),
copyShallDo (6),
partialNameResolution ),
manageDSAIT (8) } DEFAULT{ },
priotfity [1] INTEGER {low (0), medium (1), ‘high (2) } DEFAULT medium|,
timelLimit [2] INTEGER OPTIONAL,
sizellimit [3] INTEGER OPTIONAL,
scofeOfReferral [4] INTEGER { dmd(0), country(1) } OPTIONAL,
attriputeSizeLimit [5] INTEGER OPTIONALK
manpgeDSAITPlaneRef [6] SEQUENCE {
dsaName Name,
agreement|D AgreementID } OPTIONAL }

The optionjs component contains a number of indications, each of which, if set, asserts the condition suggestad. Thus:

a preferChaining indicates that the preference is that chaining, rather than referrals, be used to provide the
service. The Directory is not obliged to follow this preference.

k) chainingProhibited indicates that chaining, and other methods of distributing the request [around the
Directory, are prohibited.

c) localScope indicatés that the operation is to be limited to a local scope. The definition of this option is
itself alocal matter,\for example, within asingle DSA or asingle DMD.

d dontUseCopy indicates that copied information (as defined in ITU-T Rec. X.518 | ISO/IEC 9594-4 shall
not be used:to provide the service.

g) dontDereferenceAliases indicates that any alias used to identify the entry affected by an opetfation is not
to be dereferenced.

NOTE 1 — This is necessary to allow reference to an alias entry itself rather than the aliased entry, e.g. in order to
Tfead the alias entry.

f) subentries indicates that a Search or List operation is to access subentries only; normal entries become
inaccessible, i.e. the Directory behaves as though normal entries do not exist. If this service controal is not
set, then the operation accesses normal entries only and subentries become inaccessible. The service
control isignored for operations other than Search or List.

NOTE 2 — The effects of subentries on access control, schema, and collective attributes are still observed even if
subentries are inaccessible.

NOTE 3 - If this service control is set, normal entries may still be specified as the base object of an operation.

g) copyShallDo indicates that if the Directory is able to partly but not fully satisfy a query at a copy of an
entry, it shall not chain the query. It is meaningful only if dontUseCopy is not set. If copyShallDo is hot
set, the Directory will use shadow data only if it is sufficiently complete to allow the operation to be fully
satisfied at the copy. A query may be only partly satisfied because some of the requested attributes are
missing in the shadow copy, some of the attribute values for a given attribute are missing in the shadow
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copy, because the DSA does not hold all context information for the attribute values it does have, or
because the DSA holding the shadowed data does not support the requested matching rules on that data. If
copyShallDo is set and the Directory is not able to fully satisfy a query, it shall set incompleteEntry in

the returned entry information.

in a Read or Search operation, i.e. it is about to return a nameError, the entry whose name co

partialNameResolution indicates that if the Directory is able to resolve only part of the purported name

nsists of all

resolved RDNs is to be considered the target of the operation and partialName is set to TRUE in the

result. This service control isignored for operations other than Read or Search.
NOTE 4 — If this service control is set, the purported name is a context prefix entry to which

access is denied, and

the requestor has access to the superior entry, then the existence of the context prefix entry will be indirectly

disclosed to the requestor evemifcloseOnError permission to the entry is denied.

manageDSAIT indicates that the operation has been requested by an administrative user so that the DSA
Information Tree is managed. If multiple replications planes exist in the DSA to be managed, and the

—TaageD SAtTPrameRefservicecontro-hasnotbeermrmctuded-theoperatiom-thenthe BS
suitable replication plane for the operation.

bonent is omitted, the following are assumed: no preference for chaining but chaining not prohibit]
be of the operation, use of copy permitted, aliases shall be dereferenced (except for modify op
dereferencing is not supported), subentries are not accessible, and operations that eannot be fully

shadowed (lata are subject to further chaining.

The priorit
that the Di
underlying

The timeL
constraint
limit exced)

NOTE §
DSAs n|

The sizeLi
returned. |
accumul at

The scopsg

y (low, medium, or high) at which the service is to be provided. Note that this is not a guarantee
ectory, as awhole, does not implement queuing. There is no relationship.fplied with the use of
layers.

mit indicates the maximum elapsed time, in seconds, within which the service shall be prov
fannot be met, an error is reported. If this component is omitted,’no time limit is implied. In the g
Hed on aList or Search, theresult is an arbitrary selection efsthe accumulated results.

— This component does not imply the length of time spéent processing the request during the elaps
ay be involved in processing the request during the elapsed time.

mit is only applicable to List and Search operations. It indicates the maximum number of ol
h the case of size limit exceeded, the results of List and Search may be an arbitrary selec
d results, equal in number to the size limit.-Any further results shall be discarded.

OfReferral indicates the scope to which a referral returned by a DSA should be relevant. De

whether the¢ values dmd or country are selectéd;-only referrals to other DSAs within the selected scope shall

This applig

The attrib

5 to the referralsin both a Referrat-error and the unexplored parameter of List and Search resullts.

teSizeLimit indicates the largest size of any attribute (i.e. the type and all its values) that is

returned extry information. If antattribute exceeds this limit, all of its values are omitted from the ret
ol

informati

in octets in|

thelimitis
NOTE €

Certain col

and incompleteEntry~is set in the returned entry information. The size of an attribute is taken t
the local concreté syntax of the DSA holding the data. Because of different ways applications stg
imprecise. If this parameter is not specified, no limit isimplied.

— Attribute‘values returned as part of an entry's Distinguished Name are exempt from this limit.

hbinations of priority, timeLimit, and sizeLimit may result in conflicts. For example, a short time

A selects a

ed, no limit
brations for
satisfied by

l service in
priorities in

ded. If the
lase of time

ed time: any number of

jects to be
lion of the

pending on
be returned.

ncluded in
rned entry

beitssize
re the data,

limit could

conflict wilh low-priority; a high size limit could conflict with alow time limit, etc.
The manage aneRef Tndicates € operation has been requ y an adminisiratlive user so that a specific

replication plane of the DSA Information Tree is managed. The manageDSAITPlaneRef service control isignored if the
manageDSAIT option is not set. The plane is identified by the dsaName component which is the name of the supplying
DSA and the agreementID component which contains the shadowing agreement identifier.

7.6 Entry information selection

An EntryinformationSelection parameter indicates what information is being requested from an entry in a retrieval

service.

EntryInformationSelection ::= SET {

attributes CHOICE {
allUserAttributes [0] NULL,
select [1] SET OF AttributeType

-- empty set implies no attributes are requested -- } DEFAULT allUserAttributes : NULL,

ITU-T Rec. X.511 (1997 E)
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infoTypes [2] INTEGER {

attributeTypesOnly (0),
attributeTypesAndValues (1) } DEFAULT attributeTypesAndValues,

extraAttributes CHOICE {

allOperational Attributes [3] NULL,
select [4] SET OF AttributeType } OPTIONAL,

contextSelection ContextSelection OPTIONAL,
returnContexts BOOLEAN DEFAULT FALSE }

ContextSelection ::= CHOICE {
allContexts NULL,
selectedContexts SET OF TypeAndContextAssertion }

TypeAndC

type
cont

ontextAssertion ::= SEQUENCE {
AttributeType,
xtAssertions CHOICFE {

The attriby

a

preference SEQUENCE OF ContextAssertion,
all SET OF ContextAssertion } }

tes component specifies the user and operational attributes about which information is requested:

If the select option is chosen, then the attributes involved are listed. If the list isempty, then 1
shall be returned. Information about a selected attribute shall be returned ifvthe attribute is
AttributeError with the noSuchAttributeOrValue problem shall only bereturned if none of th
selected is present.

0 attributes
present. An
e attributes

If the allUserAttributes option is selected, then information is requested about all user attrifputes in the

entry.

Attribute i

formation isonly returned if access rights are sufficient. A SectrityError (with an insufficientAc

essRights

problem) shall only be returned in the case where access rights preclude the reading of all attribute values reqliested.

NOTE

— Access control is also applied to the attributes and‘yalues eligible to be returned according

EntryInfprmationSelection, and may further reduce the information that is returned.

TheinfoTyjpes component specifies whether both attribute type and attribute value information (the default)
type information only is requested. If the attributes compaonent is such as to request no attributes, then this component is

not meanin

The extraA
requested.

gful.

ttributes component specifies a set of ‘additional user and operational attributes about which inf
f the allOperationalAttributes optien’is chosen, then information is requested about all directory

attributes i the entry. If the select option is chosen, then information about the listed attributes is requested.

NOTE 4

— This component may be {used to request information about, for example, specific operational att

to the components of

or attribute

prmation is
operational

ibatesbwiean

is set tpallUserAttributes, or about all operational attributes. If the same attribute is listed or implied iraipotutes and

extraAtt]

A request f
for request

In respond
were actua
entry infor

ibutes, it is treated asthough it has been requested only once.

or a particular attfibute is always treated as a request for the attribute and all subtypes of that attrilg
5 processed by.1988-edition systems).

ng to a.request for attribute information, the Directory treats all collective attributes of an entr
uset-attributes of the entry, i.e. they are selected like other user attributes and are merged into t
mation: A request for allUserAttributes requests all collective attributes of the entry as well

ute (except

as if they
he returned
bs ordinary

attributes g

[ the'entry. An attribute is a collective attribute of an entry if all of the following are true:

a) itislocated in a subentry whose subtree specification includes the entry;

b)

collective attribute type; and

c) itispermitted by the content rule for the structural object class for the entry.

it is not excluded by the presence in the entry of a collectiveExclusions attribute value equa to the

The contextSelection component is used to specify which attribute values shall be returned of the attributes selected by
attributes or extraAttributes. The contextSelection is evaluated only against the values of attributes that are candidates
to be returned according to those other components of EntryinformationSelection. The evaluation of contextSelection,
and the use of defaultsif it is not supplied, isdiscussed in 7.6.1to 7.6.3.

If the infotypes component is such as to request no attribute values, or the attributes component is such as to request no
attributes, then the contextSelection component is not meaningful. If, as a result of applying contextSelection, there
are no values of an attribute eligible to be returned, the attribute may be returned without any values.
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The returnContexts component is used to request the Directory to return attribute values with their associated context
lists. If this component is absent or is specified with a value of FALSE, then no context information is returned in the
result. If this component is specified with a value of TRUE, then all context information is returned for each attribute
value returned. Note that the contextSelection component does not selectively affect which context information is
returned when returnContexts is TRUE.

7.6.1 U

se of contextSelection or context selection defaults

The contextSelection component is used to select certain attribute values of attributes selected by attributes or
extraAttributes. The contextSelection is evaluated only against the values of attributes that are candidates to be
returned according to those other components of EntrylnformationSelection. For each attribute value, any context
selection governing its attribute type shall evaluate to true (as defined in 7.6.2), in order for that attribute value to be

selected.

A contexty

If context
be applie
contextSel
available |

1

petection s sardto governar attributetypetf-any of thefoltowimgcomditions oceor

the ContextSelection specifiesallContexts (in which case all attribute values of all-attr
selected);

theContextSelection has aselectedContexts which includes &ypeAndContextAssertion
is the same as or a supertype of the attribute type; or

theContextSelection has aselectedContexts which includes aypeAndContextAssertion
is id-oa-allAttributeTypes.

election is not provided or it does not govern the given attribdate type, then a defatdktSelg
1. In addition t@ontextSelection in EntrylnformationSelection,* there are three potential
ection: that specified for the operation as a whole, that\available within subentries in
pcally in the DSA. They are applied according to the follewing precedence:

If contextSelection is present irEntrylnformationSelection and it governs the given at
described above, then it shall be applied.

If contextSelection is not present within th&ntrylnformationSelection, or it is present
govern the given attribute type, then tixerationContexts which has been supplied for th
described in 7.3 shall be applied df; one is present and it governs the given attribut
above.

If the request has neithercantextSelection in the EntryinformationSelection nor operatig
for the operation, or neithet governs the given attribute, then the valuescohthgtAsserti
attribute in the context assertion subentries (if any) controlling the entry shall
selectedContexts. (Context assertion subentries are described in 13.7 of ITU-
ISO/IEC 9594-2).

If there is quocontextSelection from the sources described above that govern the giv
then thesDSA may apply a locally-defined defawlhtextSelection. Such a default shall tyj|
local pparameters, such as the language or location of the place of deployment of the
time-of'day, but may be tailored differently by the DSA for each DUA to which it respor]

govern the given attr

bute types are

whose type

whose type

ection shall

sources for a
the DIT, and that

ribute type as

but does not
e operation as
e type as described

nContexts
bnDefaults

be applied as the
T Rec. X.501 |

en attribute type,
pically reflect

DSA, or the current
ds.

bute type, then all

If.no contextSelection is available from any of these sources that

ult).

NOTE — A defaultcontextSelection that governs the given attribute type and makes an assertion about a certain context type
shall be applied in addition to an earlmmtextSelection governing the same attribute type but making an assertion about a
different context type, in the same order of precedence as described above.

7.6.2

Evaluation of contextSelection

A contextSelection istrue (i.e. selects agiven attribute value) if:

a) allContexts is specified (this permits a context selection to override any default that might otherwise be
applied if this contextSelection were omitted); or
b) each TypeAndContextAssertion in selectedContexts istrue as described in 7.6.3.

A contextSelection isfalse otherwise.

ITU-T Rec. X.511 (1997 E)
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7.6.3 Evaluation of a TypeAndContextAssertion

A TypeAndContextAssertion is TRUE (i.e. selects agiven attribute value) if:

a) thetype of the attribute is not the same as (nor a subtype of) the type in the TypeAndContextAssertion
and the type in the TypeAndContextAssertion is not id-oa-allAttributeTypes. In this case, the
TypeAndContextAssertion is not applicable to the attribute type of the given attribute value and so does
not eliminate the attribute value from selection; or

b) for the attribute value, the contextAssertions in TypeAndContextAssertion is true as defined below.

NOTE 1 — TheOBJECT IDENTIFIER valueid-oa-allAttributeTypes may be used as the value tgpe in the
TypeAndContextAssertion to force evaluation of theontextAssertions against an attribute value of any
attribute type.

contextAbssertions is expressed either as an ordered sequence of preferred contexts or as a compound set of context
assertions:

a If all isspecified, then contextAssertions istrue for any attribute value only if each CoptextAssertion in
the SET istrue as defined in 8.8.2.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

k) If preference is specified, then each ContextAssertion in the SEQUENCE is evaluated in tur against all
candidate attribute values of the same attribute type, until a ContextAssertiofJgvaluates trug as defined
in8.8.2.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2. (The fallback flag,cif -present, is not|taken into
consideration until the entire SEQUENCE is exhausted). Once a ContextAssertion evaluates frue for one
of the candidate attribute values, it shall be evaluated for every candidate attribute value qf the same
attribute type, but subsequent ContextAssertion in the SEQUENGCE are ignored.

NOTE 2 —preference provides a means for selection to be specified in terms of a first, sedond, etc., choice of
context (e.g. Language=French but if no French then Language=English).

A TypeAndiContextAssertion is false otherwise.

7.7 Bntry information

An Entryinformation parameter conveys selected information from an entry.

EntryInforpnation ::= SEQUENCE {

nam Name,

fromEntry BOOLEAN DEFAULT TRUE,

information SET OF CHQICE {

attriputeType AttributeType,

attripute Attribute)} OPTIONAL,

incompleteEntry [3] BOOLEAN DEFAULT FALSE, -- not in 1988-edition systems --,
partiglName [4] BOOLEAN DEFAULT FALSE -- not in 1988 or 1993 edition systems -- }

The Namg parameter indicateés the Distinguished Name of the entry or the name of an alias to the|entry. The
Distinguishied Name of the\entry is returned whenever permitted by the access control policy. If accessis allpwed to the
attributes df the entry-but-not to its Distinguished Name, the Directory may return either an error or the name of a valid
aliasto thelentry.

The primary dlstmgwshed name |s used for the Name parameter This means that if an RDN formi ng the nane includes
an attributd ished value is
used as the value in the returned RDN’ $\ttr|buteTypeAndDlstlngulshedVaIue for that attribute. Since for each RDN
the returnedvalue is thus always the primary distinguished valpemaryDistinguished shall be omitted for all
AttributeTypeAndDistinguishedValue.

The RDNs inName shall include alternative distinguished values only if a context selection has been applied to the
entry information being returned. The alternative distinguished values are returned asgardsofithContext in the

returned RDN'sAttributeTypeAndDistinguishedValue. The context selections applied to the entry information being
returned (see 7.6.1) are also applied to the alternative distinguished values to determine which distinguished values to
use invaluesWithContext.

NOTE 1 — The context selection is not applied to the primary distinguished values retuxa@dein

If arequest has been made to return context information with the result, then context information shall also be included
where available for the distinguished value within Name (using the valuesWithContext element of the RDNs). When
alternative distinguished values are being returned, context information is always returned, for all distinguished values.

12 ITU-T Rec. X.511 (1997 E)


https://iecnorm.com/api/?name=40bf5eb5e0188be643f1be2322b445c0

I SO/IEC 9594-3 : 1998 (E)

NOTE 2 — If the entry was located using an alias, then that alias is known to be a valid alias. Otherwise, how it is &rthiered th
alias is valid is outside the scope of these Directory Specifications.

NOTE 3 — Where a particular component of the Directory has a choice of alias names available to it for return, it is redommende
that where possible it choose the same alias name for repeated requests by the same requestor, in order to provide a consisten

service.

The fromEntry parameter indicates whether the information was obtained from the entry (TRUE) or a copy of the entry

(FALSE).

Theinformation parameter isincluded if any attribute information from the entry is being returned, and contains a set of
attributeTypes and attributes, as appropriate.

The incompleteEntry parameter is included and set to TRUE whenever the returned entry information is incomplete in
relation to the user’s request, e.g. because attributes or attribute values are omitted for reasons of access control (anc

their existence is permitted to be disclosed), the presence of incomplete shadow information togeth

py S¥ithl Do,

or becaus
instead of

The Direc
knowledge
If all name
is include
unable to

indicates that the information being returned is from the entry at the point where‘the last RDN was s

7.8 H
781 H
A Filter pé

e thettributeSizeLimit has been exceeded. It is not seTRUJE because an alias name ha
the Distinguished Name.

p references, following up on referrals, etc.) beforpdhélNameResolution servieeé control i

| and set tORUE if the request had thgartialNameResolution service contnol set and the
complete name resolution on all RDNs of the relevant entry. WandalName is returned

ilter
ilter parameter

rameter applies a test that is either satisfied or:not by a particular entry. The filter is e

5 been returned

ory shall complete the name resolution phase of operations in its entirety (including checking of all relevant

5 considered.

resolution options have been exhausted and at least one RDN has been tespbueidtlaen¢ parameter

Directory was
agRUE, it
uccessfully resolved.

pressed in terms of
bnly if it evaluates to

assertiond about the presence or value of certain attributes of the entry, and is satisfied if and
TRUE.
NOTE + A Filter may be TRUE, FALSE, or undefined}
Filter ::= CHOICE {
item| [0] Filterltem,
and | [1] SET OF Filter,
or [2] SET OF Filter,
not | [3] Filter}
Filterltem [::= CHOICE {
equglity [0] AttributeValueAssertion,
subgtrings [1] SEQUENCE {
type ATTRIBUTE.&id({SupportedAttributes}),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type
({SupportedAttributesH{ @substrings.type}),
any [1] ATTRIBUTE.&Type
({SupportedAttributes{@substrings.typel)
final [2] ATTRIBUTE.&Type
({SupportedAttributes{@substrings.type}) } },
greaterOrEqual [2] AttributeValueAssertion,
lessOrEqual [3] AttributeValueAssertion,
present [4] AttributeType,
approximateMatch [5] AttributeValueAssertion,
extensibleMatch [6] MatchingRuleAssertion }
MatchingRuleAssertion ::= SEQUENCE {
matchingRule [1]  SET SIZE (1..MAX) OF MATCHING-RULE.&id,
type [2] AttributeType OPTIONAL,
matchValue [83] MATCHING-RULE.&AssertionType (CONSTRAINED BY {
-- matchValue must be a value of type specified by the &AssertionType field of
-- one of the MATCHING-RULE information objects identified by matchingRule -- } ),
dnAttributes [4] BOOLEAN DEFAULT FALSE }
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A Filter is either a Filterltem (see 7.8.2), or an expression involving simpler filters composed together with the logical
operators and, or, and not.

A Filter which isaFilterltem hasthe value of the Filteritem (i.e. TRUE, FALSE, or undefined).

A Filter which isthe and of a set of filtersis TRUE if the set is empty or if each filter is TRUE; it is FALSE if at least
onefilter is FALSE; otherwise it isundefined (i.e. if at least onefilter is undefined and no filters are FALSE).

A Filter which isthe or of a set of filtersis FALSE if the set is empty or if each filter is FALSE; it is TRUE if at least
onefilter is TRUE; otherwise it is undefined (i.e. if at least one filter is undefined and no filters are TRUE).

A Filter which is the not of a filter is TRUE if the filter is FALSE; FALSE if it is TRUE; and undefined if it is
undefined.

7.8.2 Filter item

A Filterltem is an assertion about the presence or value(s) of attributes in the entry under test. An assertfon about a
particular dttribute type is also satisfied if the entry contains a subtype of the attribute and the assertioniis TRUE for the
subtype, of if there is a collective attribute of the entry (see 7.6) for which the assertion is TRUE. Each pssertion is
TRUE, FAL SE, or undefined.

Every Filterltem includes or implies one or more AttributeTypes which identifies the particullar attribute(s) concerned.

Any assertlon about the values of such an attribute is only defined if the AttributéType is known by thg evaluating
mechanisny, the purported AttributeValue(s) conforms to the attribute syntax defined for that attribute type, the implied
or indicatefl matching rule is applicable to that attribute type, and (when used)apresented matchValue confprms to the
syntax defiped for the indicated matching rules.

NOTE 1 - Where these conditions are not mefiheritem is undefined.
NOTE 2 — Access control restrictions may affect the evaluation dfitfegltem.
Attribute vplue assertions in filter items are evaluated using the‘matching rules defined for that attribute type. Matching

rule assertipns are evaluated as specified in their definition. A matching rule defined for a particular syntax ¢an only be
used to mal:e assertions about attributes of that syntax or subtypes of that syntax.

A Filterltem may be undefined (as described above)..Otherwise, where the Filteritem asserts:
equality matching rule applied+o that value and the presented value returns TRUE.

substring matching rute applied to that value and the presented valsgiiys returns | TRUE. See
ITU-T Rec. X.520 JNSO/IEC 9594-6 for a description of the semantics of the presented value.

is a valuge of the attribute whichgseater than or equal to the presented value.

value returns TRUE, i.e. there is a value of the attribute whilessshan or equal to the pregented value.

e) present—Itis TRUE if and only if the attribute or one of its subtypes is present in the entry.

a equality — It is TRUE if and oply if there is a value of the attribute or one of its subtypes for which the

b) substrings — It is TRUE if\and only if there is a value of the attribute or one of its subtypes for which the

c) greaterOrEqual,= It is TRUE if and only if there is a value of the attribute or one offits subtypes for
which theotdering matching rule applied to that value and the presented value returng FALSE, i.e., there

d) lessOrEqual — It is TRUE if and only if there is a value of the attribute or one of its sybtypes for which
gither theequality matching ruleor the ordering matching rule applied to that value angl the presented

f) approximateMatch — It is TRUE if and only if there is a value of the attribute or one of its subtypes for
which some locally-defined approximate matching algorithm (e.g. spelling variations, phonetic match,
etc.) returns TRUE. If an item matches for equality, it shall also satisfy an approximate match. Otherwise
there are no specific guidelines for approximate matching in this edition of this Directory Specification. If

approximate matching is not supported, tigeritem should be treated as a matchdquality.

g) extensibleMatch — Itis TRUE if and only if there is a value of the attribute with the indidstsslor one
of its subtypes for which the matching rule specifiedmistchingRule applied to that value and the
presented valumatchValue returns TRUE.

If several matching rules are given, the way in which these rules are combined into a new rule is
unspecified (it is a locally-defined algorithm, which reflects the semantics of the constituent matching

rules, e.gphonetic + keyword match).

14 ITU-T Rec. X.511 (1997 E)


https://iecnorm.com/api/?name=40bf5eb5e0188be643f1be2322b445c0

I SO/IEC 9594-3 : 1998 (E)

If type is omitted, the match is made against all attribute types which are compatible with that matching

rule. If dnAttributes is TRUE, the attributes of the Distinguished Name of the entry are used
to those of the entry in evaluating the match.

in addition

If an extensibleMatch is requested in a filter (rather than an extendedFilter), the extendedFilter bit in
the criticalExtensions parameter in CommonArguments shall be set, indicating that the extension is

critical.

NOTE 3 — AnextensibleMatch is not permitted for 1988-edition systems.

If context assertions are included in an attribute value assertion in a filter item, then the filter item is evaluated against
only those values which satisfy all the given context assertions, as described in 8.8.2 of ITU-T Rec. X.501 |
ISO/IEC 9594-2. If no context assertions are included in an attribute value assertion, then default context assertions shall
be applied as described in 8.8.2.2 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

7.9

A PagedResultsRequest parameter is used by the DUA to request that the results of a list or search o
returned tp it "page-by-page": it requests the DSA to return only a subgeage a of the results of the
particular the nexpageSize subordinates or entries, and to returuaryReference whichcecah be used
next set ¢f results on a follow-up query. It shall not be used if results are to be)signed, and
1988-editipn systems. Although a DUA may requesfedResults, a DSA is permitted to ignore the req
its results [in the normal manner.

PagedResultsRequest ::= CHOICE {

SortKey :]= SEQUENCE ({
type AttributeType,
orderingRule MATCHING-RULE.&id OPTIQNAL }

For a new list or search operation, tegedResultsRequest is set tonewRequest, which consists of t
parameters:

newRequest SEQUENCE {
pageSize INTEGER,
sortKeys SEQUENCE OF SortKey QRTIONAL,
reverse [1] BOOLEAN DEFAULT FALSE,
unmerged [2] BOOLEAN DEFAULTF®ALSE},
guerlyReference OCTET STRING }

Haged results

d) ThepageSize parameterspecifies the maximum number of subordinates or entries to 1

ignored.

i) Thesortkeys parameter specifies a sequence of attribute types with optional ordering
use as sort Keys for sorting the returned entries prior to return to the DUA. The
accordingto their values of thgpe attribute of the firsSortkey in the sequence, and i
multiplé entries having the same sort position, of the 8exKey in the sequence, and so

Fona particularSortkey, the DSA uses therderingRule matching rule if it is present,
ordering matching rule of the attribute if one is defined; it ignores the sort key if noneg

peration be
operation, in

to request the

is not supported by
uest and return

he following

eturn in the results.

The DSA shall return‘up to but not more than the requested number of entrieszellit, if any, is

matching rules to
entries are sorted
n the event of
DN.

otherwise the
is defined. If the

altripute type IS mult-valued, the “least” Value IS used, IT the atlripute type IS missin

from the returned

results, it is regarded as "greater" than all other matched values. A DSA is permitted to support only

certain sort key sequences (thus, a DSA that holds and returns its data in the internal

order "alphabetic by

surname” will be able to comply with only one sort key sequence). If it cannot support the requested

sequence, it shall use a default sort sequence.

c) If thereverse parameter iFRUE, then the DSA will return the sorted results in reverse order (i.e. from
"greatest” to "least" — if the attribute type is multi-valued, the "greatest” is used; if the attribute type is
missing from the returned results, it is regarded as "less" than all other matched values). If it is false, the
DSA returns them in forward order. If BortKeys parameter is specified, this parameter is ignored.

d) If theunmerged parameter iSRUE and the DSA must merge results from a number of other DSAs, it
shall return all the data from one DSA (in sort order) before returning data from the next DSA. If the

parameter is false, the DSA shall collect the results from all other DSAs and sort the
returning any of it. If nGortkeys parameter is specified, this parameter is ignored.
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For a followup request, i.e. to request the next set of paged results, the DUA makes the same list or search request as
before, but sets PagedResultsRequest to queryReference, with the value of this parameter the same as that returned in
the PartialOutcomeQualifier of the previous results. The DUA has no understanding of the queryReference, which is
available to a DSA to use as it wishes to record context information for the query. The DSA uses this information to
determine which results to return next.

NOTE 1 - If the DIB changes between search requests, the DUA may not see the effects of these changes. This is implementation
dependent.

NOTE 2 — A query-reference may remain valid even if a DUA begins a new list or search operation. A DUA may request paged
results with several queries and then return to an earlier query and request the next page of results using the query-reference
supplied for it. The number of "active" query-references to which a DUA can return is a local DSA implementation option, as is
the lifetime of those query-references.

NOTE 3 — Paged results are not supported in the Directory System Protocol. Paged results are provided entirely by the DSA to
which the DUA has connected.

7.10

The SecurityParameters govern the operation of various security features associated with a Directory~operati

NOTE 1 — These parameters are conveyed from sender to recipient. Where the parameters appear in the
the requestor is the sender, and the performer is the recipient. In a result, the roles are reversed.

SecurityPgrameters ::= SET {
certification-path [0] CertificationPath OPTIONAL,
namg [1] DistinguishedName OPTIONAL,
time [2] UTCTime OPTIONAL,
random [3] BIT STRING OPTIONAL,
target [4] ProtectionRequest OPTIONAL
resppnse [5] BIT STRING OPTIONAL,
operftionCode [6] OBJECT IDENTIFIER OPTIONAL,
attriputeCertificationPath [7]  AttributeCertificationPath’OPTIONAL,
errofProtection [8] ErrorProtectionRequest OPTIONAL }

ProtectionRequest ::=
ErrorProtectionRequest ::=

The CertificationPath component consists of the.sender’s certificate, and, optionally, a sequence of
certificate [is used to associate the sender’'s~public key and distinguished name, and may be used
on the argument or result. This parameter shall be present if the argument or result is signed. The sequence of
certificatiogn pairs consists of certification® authority cross certificates. It is used to enable the send
validated.
valid set of certificate pairs, and this parameter is not present, whether the recipient rejects the sign

or result, gr attempts to generate the certification path, is a local matter.

The name
generates|a signed argument, the name is the distinguished name of the DSA to which the operation

NOTE 2
alternatjve name: However, authentication and access control which may be based on thensalaenafy not w
if the primary distinguished name is not used.

The time i

Security parameters

INTEGER { none (0), signed (1), encrypted (2), signed-encrypted (3) }

INTEGER { none (0), signed (1), encrypted (2), signed-encrypted (3) }

It is not required if the reCipient shares the same certification authority as the sender. If th

is the distinguished name of the first intended recipient of the argument or result. For

on.

argument of an operatior

certificate pairs. The
to verify the signature

er's certificate to be
e recipierd requires
ature on the argument

example, if a DUA
is submitted.

— Whergthe first intended recipient has alternative distinguished names differentiated by rcangextay be an

brk as desired

conjunction with the random number to enable the detect|on of replay attacks

[ is used in

The random number is a number which should be different for each unexpired token. It is used in conjunction with the
time parameter to enable the detection of replay attacks when the argument or result has been signed. If sequence
integrity is required, then the random argument may be used to carry a sequence integrity number as follows:

16

a) The random value used with operation arguments is derived using a pre-agreed sequence (e.g. the

previous value plus 1) from:

i) for thefirst operation sent from a system on a binding, the random value passed in the bind operation

argument / result by the remote peer system; and

ii) for subsequent operations, the random value passed in the previous operation in the same direction.

b) The random value used with operation results or errors is derived using some pre-agreed sequence from

the random value in the request (e.g. random in request argument plus 1).
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The target ProtectionRequest may appear only in the request for an operation to be carried out, and indicates the
requestor’s preference regarding the degree of protection to be provided to the result. Four levels arenprowighexd:
protection requested, the defaulfjgned (the Directory is requested to sign the result;rypted (the Directory is
requested to encrypt the result),sbgned-encrypted (the Directory is requested to both sign and encrypt the result).
The degree of protection actually provided to the result is indicated by the form of result and may be equal to or lower
than that requested, based on the limitations of the Directory. This may override the protection selecteddiging the
parameter in the bind token.

Theresponse is used to convey any information back to the initiator of the request.

TheoperationCode object identifier is used to securely bind the operation code to the request arguments or results.

TheattributeCertificationPath is used to convey a security clearance for rule based access control, or other attribute, in
an Attribute Certificate, optionally with the certificates needed to validate the Attribute Certificate.

The errorH
requestor’
protection
requested
degree of
that requd

5 preference regarding the degree of protection to be provided to any error. Four leyels a
requested, the defaukf)gned (the Directory is requested to sign the errengrypted. (the

sted, based on the limitations of the Directory. This may override the pretection selec

rotection request may appear only in the request for an operation to be carried ouf

to encrypt the error),sbgned-encrypted (the Directory is requested to both sign and encryy
protection actually provided to the error is indicated by the form of error and>may be ed

, and indicates the
rernowicead:
Directory is

t the error). The

ual to or lower than
ed dsiggpthe

parametet in the bind token.

NOTE 3 - A DUA may request that any security label context be returned with an attributevalUe using the context selction.

7.11 Gommon elements of procedure for access control
asic-access-
ch they are
e by either
rmission of

This subclguse defines the elements of procedure that are common to @l abstract service operations when &
control, rule-based-access-controlor both are in effect. If both mechanisms are in effect, the order in whi
applied is f local matter, except that if access is denied to the entry, an attribute type or an attribute valy
mechanism’ then a grant from the other mechanism, shall not override it. In this rBsgeoseOnError pe
basjc-accarcontrol is a grant that shall not override a depy wWé-based-access-control.

7.11.1 dommon elements of procedurefor basic.access control
7.11.1.1 Aliasdereferencing
If, in the process of locating a target ©bject entry (identified in the argument of an abstract serJice operation), alias
dereferenting is required, no specific:permissions are necessary for alias dereferencing to take place. However, if alias
dereferenging would result in@ontintationReference being returned (i.e. in Referral), the following sequence of
access cdntrols applies. These\access controls shall also be applied to a referral that is received in a response from
another DBA. That is, the DSA shall police all referrals whether they were generated locally or remotely.

1) Read permission is required to the alias entry. If permission is not granted, the operation fails in accor-

dance to'the procedure described in 7.11.1.
2) Readpermission is required to theiasedEntryName attribute and to the single value that it contains.

Ifpermission is not granted, the operation fails and the emameError with problem
aliasDereferencingProblem shall be returned. Thaatched element shall contain the nafne of the alias
entry.

NOTE - In addition to the access controls described above, security policy may prevent the disclosure
of knowledge information which would otherwise be conveyed @snainuationReference in Referral. If such

a policy is in effect and if a DUA constrains the service by specifgimgningProhibited the Directory

may return aserviceError with problem chainingRequired. Otherwise, asecurityError with problem
insufficientAccessRights or noinformation shall be returned.

7.11.1.2 Return of NameError

If, while performing an abstract service operation, the specified target object (alias or entry) — e.g. the Name of an entry
to be read or thBaseObject in asearch request — could not be foundnameError with problemnoSuchObject shall

be returned. Thenatched element shall either contain the name of the next superior entry to @tsdieseOnError
permission is granted, or the name of the DIT root (i.e. an eRIgtyBequence).

NOTE — The second alternative may be taken by a DSA which does not have access to all superior entries.
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7.11.1.3 Non-disclosure of the existence of an entry
If accessis denied under rule-based-access-control, then the DiscloseOnError permission is not applicable.

If, while performing an abstract service operation, the necessary entry level permission is not granted to the specified
target object entry — e.g. the entry to be read — the operation fails and the error returned is @iscludseé®nError
permission is granted to the target entreaurityError with probleminsufficientAccessRights or nolnformation
shall be returned; otherwisenameError with problemnoSuchObject shall be returned. Th@atched element shall
either contain the name of the next superior entry to widisboseOnError permission is granted, or the name of the
DIT root (i.e. an emptiRDNSequence).

NOTE — The second alternative may be taken by a DSA which does not have access to all superior entries.

Additionally, whenever the Directory detects an operational error (including a Referral), it shall ensure that in returning
that error it does not compromise the existence of the named target entry and any of its superiors. For example, before
returning a serviceError with problem timeLimitExceeded or an updateError with problem notAllowedOnNonLeaf,
the Directdry verifies that discloseOnError permission Is granted to the target entry. It it IS not, the procedure described
in the paragraph above shall be followed.

7.11.1.4 Return of Distinguished Name

In a Comppre, List, or Search operation, ReturnDN permission is required to the object (orchaseObject) antry if as a

result of dereferencing an alias, the object’s distinguished name is to be returnedamdh@arameter of the operation

result (se¢ 9.2.3). If this permission is not granted, the Directory shall return an-alias name for the entry instead, as
described|in 7.7, or shall omit the name parameter altogether.

In a Read|or Search operatidteturnDN permission is required to an entry in jorder to return its distinguished name in
EntryInformation. If this permission is not granted, the Directory shall return the name of an alias irstead, as described
in 7.7, or If no alias name is available shall fail the operation withngeError (in the case of Read) or pmit the entry

from the re¢sults (in the case of Search).

If the usel supplied alias name is returned in the result, theatizh®eferenced flag of CommonResults shall not be
set toTRUE.

7.11.2 dommon elements of procedure for rule-based-access-control

7.11.2.1 Accessing an entry (entry level permission)

In order tp access an entry, permission is_fequired to access at least one attribute value in the entry. If entry level
permission is not granted, theameError withiproblemnoSuchObject shall be returned.

7.11.2.2 Returning the name of an entry

In order to return the DN of an.entry, permission is required to access all the attribute values of|at least one context
variant of the RDN of the entry<(this is termRBN permission). No permissions are required from any| of the superiors

of the entfy. If RDN permissien is not granted, then a DSA may choose to either return the DN of a valid alias of the
entry for which RDN permission has been granted, or to omit the name component from the operatipn result.

NOTE - The selection-of an appropriate alias name is further described in the Notes of 7.7

7.11.2.3 Aliasdereferencing

In order to deréference an alias, permission is required to access the aliasedEntryName attribute value.

7.11.2.4 Return of Name Error (noSuchObject)

The matched component of nameError with problem noSuchObject shall be set to the name of the next superior entry
to which the requestor has RDN permission. If such an entry is not available to the DSA generating the error, then the
name of the DIT root shall be returned.

7.11.2.5 Accessing an attribute
In order to access an attribute, permission is needed to access at least one of the values of the attribute.

7.11.2.6 Deleting information

In order to delete an attribute value, permission is needed to access that value. When deleting an entry or an attribute, the
operation shall return a successful response if at least one attribute value is deleted, irrespective of how many values
were reguested to be deleted.
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7.12 Managing the DSA Information Tree

The DSA Information Tree held by a DSA can be managed using the Directory Abstract Service. When the DSA
Information Tree is managed:

— all DSEs in a DSA are visible through DAP including the root DSE;

— attributes defined as no user modification may be modified (though the DSA can reply with an
unwillingToPerform serviceError if it cannot support the requested change);

— knowledge is merely another attribute which can be read and modified; and

— the DSA never chains requests or returns referrals or continuation references.

Visibility of DSEs and retrieval of or changes to operational attributes can be controlled via access control in the normal
way.

The management of a DSA Information Tree is achieved by a DUA using the following procedures:
1) the DUA BINDs directly to the DSA which holds the DSA Information Tree that'is to bg managed;
2) for each operation that is used to manage the DSA Information Tree:

— themanageDSAIT extension bit shall be set;

themanageDSAIT option shall be set;
— themanageDSAITPlaneRef option shall be included if a specific replication plane is|to be managed,;
— the following components are ignored by the Directofy:
e operationProgress in CommonArgument;

e referenceType in CommonArgument;

. entryOnly in CommonArgument;

¢ nameResolveOnMaster in CommenrArgument; and

. chainingProhibited in ServicgControls.

8 Bind and Unbind oper ations

The Directory Bind and Directory Unbind operations, defined in 8.1 and 8.2 respectively, are used by the DUA at the
beginning|and end of a particular period of accessing the Directory.

8.1 Directory Bind

811 Directory Bind syntax

A Directory Bind“operation is used at the beginning of a period of accessing the Directory. The arguments of the
operation [may be signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the

requestor. H-so |cqucatcu', the Dilcutwy may aigll, encryptot oigll ameh encrypt therestits:

directoryBind OPERATION ::= {

ARGUMENT DirectoryBindArgument

RESULT DirectoryBindResult

ERRORS { directoryBindError } }
DirectoryBindArgument ::= SET {

credentials [0] Credentials OPTIONAL,

versions [1]  Versions DEFAULT {v1}}
Credentials ::= CHOICE {

simple [0] SimpleCredentials,

strong [1]  StrongCredentials,

externalProcedure [2] EXTERNAL,

spkm [3] SpkmCredentials }
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SimpleCredentials ::= SEQUENCE ({

name [0] DistinguishedName,
validity [1] SET{
validityPeriod CHOICE {

COMPONENTS OF ValidityPeriodUTC, -- UTC when v1
COMPONENTS OF ValidityPeriodGT }, -- GT when > than v1

random1 [2] BIT STRING OPTIONAL,
random2 [3] BIT STRING OPTIONAL } OPTIONAL,
password [2] CHOICE{
unprotected OCTET STRING,
protected SIGNATURE {OCTET STRING} } OPTIONAL}
ValidityPeriodUTC ::= SET ({
timel [0] UTCTime OPTIONAL,
time2 [1] UTCTime OPTIONAL }
ValidityPefiodGT ::= SET {
timell [0] GeneralizedTime OPTIONAL,
timep [1] GeneralizedTime OPTIONAL }
StrongCrefentials ::= SET {
certification-path [0] CertificationPath OPTIONAL,
bindftoken [1] Token,
name [2] DistinguishedName OPTIONAL,

attriputeCertificationPath [3] AttributeCertificationPath OPTIONAL+}
SpkmCredeentials ::= CHOICE {

req | [0] SPKM-REQ,

rep | [1] SPKM-REP-TI}

Token ::=|SIGNED { SEQUENCE {

algorithm [0] Algorithmldentifier,

namg [1] DistinguishedName,

time [2] UTCTime,

random [3] BIT STRING,

resppnse [4] BIT STRING OPTIONAL,

bindntAlgorithm [5] SEQUENCE OF Algorithmidentifier OPTIONAL,
bindjntKeyInfo [6] BindKeyInfo\OPTIONAL,

bindConfAlgorithm [7] SEQUENCE OF Algorithmldentifier OPTIONAL,
bindConfKeyInfo [8] BindKeylnfo OPTIONAL,

dirqop [9] OBJECT IDENTIFIER OPTIONAL }}

Versions J:= BIT STRING {v1(0), v2(1) }
DirectoryBindResult ::= DirectoryBindArgument

directoryBjndError ERROR" ::= {

PARAMETER OPTIONALLY-PROTECTED {
SET{
versions [0] Versions DEFAULT {v1},
error CHOICE {
serviceError [1]  ServiceProblem,
securityError [2]  SecurityProblem}},

DIRQOP.&dirBindError-QOP{@dirqop} } }

BindKeyInfo ::= ENCRYPTED { BIT STRING }

8.1.2 Directory Bind arguments

The credentials argument of the DirectoryBindArgument alows the Directory to establish the identity of the user. The
credentials may be simple, or strong or externaly defined (externalProcedure) (as described in ITU-T Rec. X.509 |

I SO/IEC 9594-8).

If simple is used, it consists of a name (always the distinguished name of an object), an optional validity, and an
optional password. This provides a limited degree of security. The password may be unprotected, or it may be
protected (either Protectedl or Protected2) as described in clause 5 of ITU-T Rec. X.509 | ISO/IEC 9594-8. The
validity supplies timel, time2, random1 and random2 arguments, which derive their meaning by bilateral agreement,
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and which may be used to detect replay. In some instances a protected password may be checked by an object which
knows the password only after locally regenerating the protection to its own copy of the password and comparing the
result with the value in the bind argument (password). In other instances, a direct comparison may be possible.

NOTE 1 — TheGeneralizedTime format shall be used foimel andtime2 if v2 is being negotiated.

If strong is used, it consists of a bind-token, and, optionally, a certification-path (certificate and segquence of
certification-authority cross-certificates, as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8) and the name of the
requestor. This enables the Directory to authenticate the identity of the requestor establishing the association, and vice
versa. If StrongCredentials or SpkmCredentials are used in a bind operation, information relating to identity and
authorization is conveyed. This enables the identity of either entity to be authenticated, and also enables use of
established encryption and integrity cryptographic keying material.

The bindIntAlgorithm and bindConfAlgorithm components are used to negotiate the cryptographic algorithms used to
protect subsequent operations on the binding. The requestor includes a list of supported algorithms in order of
preference._The Directory chooses one from the list which conforms to its own security policy. and indicates this in the
response.

The session keys to be used by the integrity and confidentiality algorithms are established using the bindintdeyinfo and
bindConfKeyinfo fields. Both the requestor and the Directory may contribute to the selection of; the sesgion key by
generating a session key of appropriate length, and encrypting with the other’s public ‘key. Th¢ session key is the
exclusive [OR of the two components. Note that the requestor may leave the generation of the session key to the
Directory, [in which case the above fields will be omitted from the bind argument.

NOTE 2 — The credentials required for authentication may be carried by the Security Exchange Service Element (see ITU-T
Rec. X.p19 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

If the opergtion isto be signed and encrypted, an attribute certificate containing:the attribute certificate (see ¢lause 13 of
ITU-T Reg. X.509 | ISO/IEC 9594-8) may be used to convey the clearancés required to access the attfibute. The
attributeCgrtificationPath is used to convey a security clearance for rlle based access control, or ogi attribute,
conveyed ip an Attribute Certificate, optionally with the certificates needed to validate the Attribute Certifi

The arguments of the bind token are used as follows. algorithm.is'the identifier of the algorithm employed [to sign this
i ioMm. name is the name of the intended recipient. Thetime parameter contains the expiry time of theitoken. The
random nymber is a number which should be different for.each unexpired token, and may be used by the recipient to

— Where names are used in either simple orstrong credentials, it is possible to use alternative disfinguishéteyames if
wever, authentication and access contreldased on the name may not work as desired if the primayy distinguished name i
. Following successful processing of an authenticated BIND operation, whatever the name used |in the BIND argument,
d entities shall thereafter know eaeh.other by their primary distinguished names, to facilitate operation of toksess con
BIND is in effect.

rocedure is used, then the semantics of the authentication scheme being used is outside the stope of the
ecifications.

s argument of the DinectoryBindArgument identifies the versions of the service which the DUAis prepared
ein. The value v denotes the protocol version 1 and the value v2 denotes the protocol version 2. The value
used if in a subsequent ModifyEntry operation the alterValues or resetValue modification typgs are to be
uest or arésult other than NULL isrequired (see 11.3). The value shall be set to v2 if following arg used:

enerypted or signedAndEncrypted protection;
any protection on errors or response to Add Entry, Remove Entry, Modify Entry, Modify DN;

C) GULSSESE(seeb./.o0r 1TU-T ReC. X019 [ ISUMEC ¥594-9).

Migration to future versions of the Directory should be facilitated by:

a) any elements of DirectoryBindArgument other than those defined in this Directory Specification shall be
accepted and ignored;

b) additional options for named bits of DirectoryBindArgument (e.g. versions) not defined shall be accepted
and ignored.

The response component is used to carry a number derived from random if challenge response of authentication is
required.

The bindIntAlgorithm, bindKeyInfo, bindConfAlgorithm, and bindConfKey components are used to carry information
used to protect subsequent operations on the binding.

The dirqop component is used to indicate the protection selected by the initiator in the bind.
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8.1.3 Directory Bind results

Should the

bind request succeed, aresult shall be returned.

The credentials argument of the DirectoryBindResult allows the user to establish the identity of the Directory. It allows
information identifying the DSA (that is directly providing the Directory service) to be conveyed to the DUA. It shall be
of the same form (i.e. CHOICE) as that supplied by the user.

The versions parameter of the DirectoryBindResult indicates which of the versions of the service requested by the

DUA isact

ually going to be provided by the DSA.

8.14 Directory Bind errors

Should the

bind request fail, abind error shall be returned.

The versions parameter of the DirectoryBindError indicates which versions are supported by the DSA.

A securityError or serviceError shall be supplied as follows:

8.2 O
A Director
directoryUn
The Direct

securityError inappropriateAuthentication
invalidCredentials
blockedCredentials

serviceError unavailable

irectory Unbind
Unbind operation is used at the end of a period of accessing the Diregtery.
bind OPERATION ::= emptyUnbind

bryUnbind has no arguments.

9 Directory Read operations
There are two 'read-like’ operations: read and compare; defined in 9.1 and 9.2, respectively. The abandor| operation,
defined in 9.3, is grouped with these operations for convenience.
9.1 Read
9.1.1 Read syntax
A Read operation is used to extract information from an explicitly identified entry. It may also be used to verify a
distinguishpd name. The arguments'of the operation may be signed, encrypted, or signed and encrypted (pee 15.3 of
ITU-T Reg. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may sign, encrypt, pr sign and
encrypt the result.
read OPERATION ::={
ARGUMENT: ReadArgument
RESULT ReadResult
ERRPRS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
CODE id-opcode-read }
ReadArgument ::= OPTIONALLY-PROTECTED {
SET{
object [0] Name,
selection [1]  EntrylnformationSelection DEFAULT {},
modifyRightsRequest [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments },

DIRQOP.&dapReadArg-QOP{@dirqop} }

ReadResult ::= OPTIONALLY-PROTECTED {

SET

{

entry [0]  EntryInformation,
modifyRights [1] ModifyRights OPTIONAL,
COMPONENTS OF CommonResults },

DIRQOP.&dapReadRes-QOP{@dirqop} }

22
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ModifyRights ::= SET OF SEQUENCE {

item CHOICE {
entry [0] NULL,
attribute [1]  AttributeType,
value [2] AttributeValueAssertion },
permission [3] BIT STRING { add (0), remove (1), rename (2), move (3) } }

9.1.2 Read arguments

The object argument identifies the object entry from which information is requested. Should the Name involve one or
more aliases, they are dereferenced (unless this is prohibited by the relevant service controls). The Name may be an
alternative name and may include context information, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

The selection argument indicates what information from the entry is requested (see 7.6). However, it should not be
assumed that the attributes returned are the same as or limited to those requested.

The CommonArguments (see 7.3) include a specification of the service controls and security parameters-applying to the
request. Fgr the purposes of this operation the sizeLimit component is not relevant and is ignored ifoprovjded. If the
argument df this operation is to be signed, encrypted, or signed and encrypted by the requestor, the SecurityParameters
(see 7.10) gomponent shall be included in the arguments.

The modifyRightsRequest argument is used to request return of the requestor’'s modification rights {o the entry and its
attributes.

9.1.3 Read results
Should th¢ request succeed, the result shall be returned.
The entry [result parameter holds the requested information (see 7.7):

The modifyRights parameter is present if it was requested viantbdifyRightsRequest argument, and| the user has

modificatipn privileges to some or all of the requested entry information, and the return of this infofmation is permitted
by the local security policy. If returned, the modification*tights of the requestor are returned for the entry and for the
attributes ppecified in theelection argument. The parameter contains the following:

-4 An element of th&ET is returned forthentry; for each useattribute requested which thge user has the
right to add or remove; and for eagh returned attribaiige for which the user’s rights to add or remove
it differ from those of the corresponding attribute.

- The returneghermission indicates what operations or actions on the entry by the user would succeed. In
the case of an entryemove’indicates that &emoveEntry operation would succeetkgnanie indicates

that aModifyDN operation with thenewSuperior parameter absent would succeed; ajule that a
ModifyDN operation with th@ewSuperior parameter present and an unchanged RDN wpuld succeed.

In the case of ‘attributes and valuagd indicates that &odifyEntry operation that adds the attribute or
value would ‘succeed; andmove indicates that aModifyEntry operation that removes the attribute or
value weuild 'succeed.

NOTE — An operation to move an entry to a new superior may also depend on permissiorjs associated with the
new superior (as for example witkasic-access-control). These are ignored when determingrgmiksion.

The CommonResults (see 7.4) include the security parameters applying to the response. If this result is tq be signed,
encrypted, orsSgredandercrypted-by the DiTectory; the SecurityParameters (See 7. 10y tomponent shat e included in
the results.

9.14 Read errors

Should the request fail, one of the listed errors shall be reported. If none of the attributes explicitly listed in selection
can be returned, then an AttributeError with problem noSuchAttributeOrValue shal be reported. The circumstances
under which other errors shall be reported are defined in clause 12.

9.15 Read operation decision pointsfor basic access control

If rule-based-access-control is aso to be applied, the order in which it is applied with respect to basic-access-contral is a
local matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism it
shall not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control isa
permission that shall not override a deny of rule-based-access-control.
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If basic-access-control isin effect for the entry being read, the following sequence of access controls applies:

1)

2)

3

Read permission is required to the entry being read. If permission is not granted, the operation fails in
accordance with 7.11.1.3.

If the infoTypes element of selection specifies that attribute types only are to be returned, then for each
attribute type that is to be returned, Read permission is required. If permission is not granted, the attribute
type is omitted from the ReadResult. If as a consegquence of applying these controls no attribute
information is returned, the entire operation failsin accordance with 9.1.5.1.

If theinfoTypes element of selection specifies that attribute types and values are to be returned, then for
each attribute type and for each value that is to be returned, Read permission is required. If permission to
an attribute type is not granted, the attribute is omitted from ReadResult. If permission to an attribute
value is not granted, the value is omitted from its corresponding attribute. In the event that permission is
not granted to any of the values within the attribute, an Attribute element containing an empty SET OF
AttributeValue is returned. If as a consequence of applying these controls, no attribute information is

9.15.1 Hrror returns

If the operation fails as defined in 9.1.5 items 2) or 3), the valid error returns are one of:

a

9.1.5.2 Non-disclosure of incomplete results

returned, the entire operation talls in accordance with 9.1.5.1.

If an open-ended option was specified (i.e. allUserAttributes or allOperatjonalAttributes),| a Security
Error with problem insufficientAccessRights or noinformation shall be returned.

Otherwise, if a select option was specified (in attributes and/or, inJextraAttributes), then if the
DiscloseOnError permission is granted to any of the selected attributes, a Security Error with problem
insufficientAccessRights or nolnformation shall be returned. Otherwise, an Attribute |Error with
problem noSuchAttributeOrValue shall be returned.

If an incomplete result is being returned in Entryinformation, i.e/some of the attributes or attribute valueg have been
omitted bIcause of the applicable access controls, the incompleteEntry element shall be set tg TRUE if
eld

DiscloseO
value with

9.1.6 H

Error permission is granted to at least one attribute type withheld from the result, or at least g
from the result (for which attribute type Read’permission was granted).

ead operation decision pointsfor rule-based access control

he attribute

If basic-acgess-control is aso applied, the order in-which it is applied with respect to rule-based-access-contrgl is a local
matter, exgept that if accessis denied to the entfy, an attribute type or an attribute value by either mechanisn it shall not
be overridden by the other mechanism. \lin. this respect, DiscloseOnError permission of basic-access-control is a
permission|that shall not override a denyof-rule-based-access-control.

If rule-basgd-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry being
read, the fdllowing access controls-apply:

1) If entry level (access is denied under rule-based-access-control, then the operation fails with NameError
(noSuchQbject) in accordance with 7.11.2.4.

2) If access{o the entry is not permitted under the basic-access-control scheme as described in 9{1.5 item 1)
then'the’operation failsin accordance with 7.11.1.3.

3 IitheinfoTypes element of selection specifies that attribute types only are to be returned, then if under
rlle-based-access-control, access is not granted for al attribute values of that type, the attriljute type is
omitted from the ReadResult. If as a consequence of applying these controls no attribute information is
returned, the entire operation fails returning an attributeError with problem noSuchAttributeOrValue in
accordance with 9.1.5.1 b).

4) If theinfoTypes element of selection specifies that attribute types only are to be returned, basic-access-
control isapplied as described in 9.1.5 item 2).

5) Under rule-based access contrals, if the infoTypes element of selection specifies that attribute types and
values are to be returned, then for each attribute value that is to be returned, access must be granted. If
access to an attribute value is not granted, the attribute value is omitted from its corresponding attribute.
In the event that access is not granted to any of the attribute values within an attribute, the whole attribute
is omitted from ReadResult. If as a consequence of applying these controls, no attribute information is
returned, the entire operation fails returning an attributeError with problem noSuchAttributeOrValue.

6) basic-access-control isapplied as described in 9.1.5 item 3).

7) The name of the entry returned in the operation result is determined as defined in 7.11.2.2.
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9.2 Compare

9.21 Compar e syntax

A Compare operation is used to compare avalue (which is supplied as an argument of the request) with the value(s) of a
particular attribute type in a particular object entry. The arguments of the operation may be signed, encrypted, or signed
and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may
sign, encrypt, or sign and encrypt the result.

compare OPERATION ::= {

ARGUMENT CompareArgument
RESULT CompareResult
ERRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
CODE id-opcode-compare }
CompareArgument ::= OPTIONALLY-PROTECTED {
SET{
object [0] Name,
purported [1] AttributeValueAssertion,
COMPONENTS OF CommonArguments },

DIRQOP.&dapCompareArg-QOP{@dirqop} }

CompareResult ::= OPTIONALLY-PROTECTED {

SET(
name Name OPTIONAL,
matched [0] BOOLEAN,
fromEntry [1] BOOLEAN DEFAULT TRUE,
matchedSubtype [2] AttributeType OPTIONAL,
COMPONENTS OF CommonResults },

DIRQOP.&dapCompareRes-QOP{@dirqop} }

9.2.2 (Gompare arguments

The object argument is the name the particular object entry concerned. Should the Name involve one or more aliases,
they are defeferenced (unless prohibited by the relevant-service control). The Name may be an alternative name and may
include context information, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

The purpofted argument identifies the attribute:type and value to be compared with that in the entry. The comparison is
TRUE if the entry holds the purported attribute type or one of its subtypes, or there is a collective attribute ¢f the entry
which is the purported attribute type orone of its subtypes (see 7.6), and if there is a value of that attripute which
matches the purported value using the attributeislity matching rule.

If context pssertions are incladed in the attribute value assertion, then the matching shall be attemgted only against those
values whijch satisfy all thé given context assertions, as described in 8.8.2 of ITU-T Rec. X.501 | ISO/IEC 9594-2. If no

context agsertions are_included in the attribute value assertion, then default context assertion$ shall be applied as
described|in 8.8.2.2 6f4TU-T Rec. X.501 | ISO/IEC 9594-2.

The CommonArguments (see 7.3) include a specification of the service controls and security paramaters applying to the
request. Hor/the’ purposes of this operationsiheLimit component is not relevant and is ignored if provided. If the
argument [of\this operation is to be signed, encrypted, or signed and encrypted by the requ8star;ityiearameters

(see 7.10) component shall be included in the arguments.

9.23 Compareresults
Should the request succeed (i.e. the comparison is actually carried out), the result shall be returned.

Thename is the distinguished name of the entry or an alias name of the entry, as described in 7.7. It is present only if an
alias has been dereferenced, RDNs have been resolved to primary RDNs, or context selection has been applied and the
name to be returned differs from thigject name supplied in the operation argument.

The matched result parameter, holds the result of the comparison. The parameter takes theRugLué the values
were compared and matched, &4d SE if they did not.

If fromEntry is TRUE the information was compared against the entriyAifSE the information was compared against
a copy.
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The matchedSubtype parameter is present only if the result of the match was TRUE and if the match succeeded
because a subtype of the purported attribute was matched. It contains the matched subtype. If more than one such
subtype is available, the one highest in the hierarchy is returned.

The CommonResults (see 7.4) include the security parameters applying to the response. If this result is to be signed,
encrypted, or signed and encrypted by the Directory, the SecurityParameters (see 7.10) component shall be included in
the results.

9.24 Compareerrors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.

9.25

&)

OMpar € Oper atiorm deciSiom poimts for basicaccess contTot

If rule-basgd-access-control is also applied, the order in which it is applied with respect to basic-access-contr ¢l is a local
matter, exgept that if accessis denied to the entry, an attribute type or an attribute value by either mechanism/ it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of fasic-access-control is a
permission|that shall not override a deny of rule-based-access-control.

If basic-access-control isin effect for the entry being compared, the following sequence 6f access controls appljies:

1) Read permission isrequired to the entry to be compared. If permission is not granted, the opgration fails
in accordance with 7.11.1.3.

2) Compare permission is required to the attribute being compared. If permission is not dranted, the
operation failsin accordance to 9.2.5.1.

3 If there exists a value within the attribute being compared that matches the purported argunjent and for
which Compare permission is granted, the operation returns the value TRUE in the mat¢hed result
parameter of the Compar eResult. Otherwisethe operation returns the value FALSE.

9.25.1 Hrror returns

If the opergtion fails as defined in 9.2.5 item'2); the valid error returns are one of: if the DiscloseOnError [permission
is granted fo the attribute being comparedia SecurityError with problem insufficientAccessRights or nolpformation
shall be retprned; otherwise, an AttributeError with problem noSuchAttributeOrValue shall be returned.

9.2.6 Compar e operation decision pointsfor rule-based access control

If basic-acgess-control is a'so-applied, the order in which it is applied with respect to rule-based-access-contrgl is a local
matter, exgept that if actess is denied to the entry, an attribute type or an attribute value by either mechanisnyit shall not
be overridden by .the) other mechanism. In this respect, DiscloseOnError permission of basic-access-cpntrol is a
permission|that stialt*not override a deny of rule-based-access-control.

If rule-basad-access-control, rule-and-basic-access-contral, or rule-and-smple-accesscontral is in effect for the lentry being
compared, the following access controls apply:

1) if entry level access is denied under rule-based-access-control, then the operation fails with NameError
(noSuchObject) in accordance with 7.11.2.4;

2) if access to the entry is not permitted under the basic-access-control scheme as described in 9.2.5 item 1),
then the operation fails in accordance with 7.11.1.3;

3) if access is not granted to the attribute value being compared, the Directory shall act as though the
attribute value was not present;

4) basic-access-control is applied as described in 9.2.5 items 2) and 3);

5) thenamereturned in the operation result is determined as defined in 7.11.2.2.
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9.3 Abandon

Operations that interrogate the Directory may be abandoned using the abandon operation if the user is no longer
interested in the result. The arguments of the operation may be signed, encrypted, or signed and encrypted (see 15.3 of
ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may sign, encrypt, or sign and

encrypt the

result.

abandon OPERATION ::= {

ARGUMENT AbandonArgument
RESULT AbandonResult
ERRORS { abandonFailed }
CODE id-opcode-abandon }
AbandonArgument ::= OPTIONALLY-PROTECTED {
SEQUENCE {
invokelD [0] Invokeld }
DIRQOP.&dapAbandonArg-QOP{@dirqop} }
AbandonResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED {
SEQUENCE {
invokelD Invokeld,
COMPONENTS OF CommonResults },
DIRQOP.&dapAbandonRes-QOP{@dirqop} } }
There is a|single argument, the invokelD which identifies the operation that (isyjto be abandoned. The v,
invokelD i$ the same invokelD that was used to invoke the operation which iste’be abandoned.
Should thefrequest succeed, a result shall be returned. If thisresult isto be Signed, encrypted, or signed and el
the Directqry, the SecurityParameters (see 7.10) component of CominonResults (see 7.4) shall be incl

results. If fhe result of the operation is not to be signed by the Dipeetory, no information shall be convey

result. The

Should the
the operati

Abandon is

A DSA mg
turn reques

10 O

There aret

10.1 L

1011 U
A List ops

original operation shall fail with an Abandoned error:

request fail, the AbandonFailed error shall be reported. As alocal matter, aDSA may choose not
bn and shall then return the AbandonFailed erfor: This error is described in 12.3.

only applicable to interrogation operations;i.e. Read, Compare, List, and Search operations.

y abandon an operation locally. If the.dDSA has chained or multicasted the operation to other DSA|
t them to abandon the operation.

Dir ectory Sear ch operations
vo 'search-like' operations: List and Search, defined in 10.1 and 10.2 respectively.

ist
ist syntax

ration is used to obtain a list of the immediate subordinates of an explicitly identified entry. U

Alue of the

hcrypted by
ided in the
bd with the

to abandon

S, it may in

nder some

circumstances, The Tist returned may De INCOmpIEle. The arguments of the operation may be signed, encrypied, or signed
and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may
sign, encrypt, or sign and encrypt the result.

list OPERATION ::= {
ARGUMENT ListArgument
RESULT ListResult
ERRORS { nameError | serviceError | referral | abandoned | securityError }
CODE id-opcode-list }
ListArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
pagedResults [1] PagedResultsRequest OPTIONAL,
COMPONENTS OF CommonArguments },

DIRQOP.&dapListArg-QOP{@dirqop} }
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ListResult
CHO

::= OPTIONALLY-PROTECTED {
ICE {
listinfo SET{
name Name OPTIONAL,
subordinates [1] SET OF SEQUENCE {
rdn RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [1] BOOLEAN DEFAULT TRUE},
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResults },

uncorrelatedListinfo  [0] SET OF ListResult },

DIRQOP.&dapListRes-QOP{@dirqop} }

PartialOutcomeQualifier ::= SET {

limitProblem [0] LimitProblem OPTIONAL,
Une 'J:UIC‘:!I [1] SET Cl': CUIIt;IIth;UIIRCfCI CITIcT CPT:CI"‘IIAL,
unavailableCriticalExtensions
[2] BOOLEAN DEFAULT FALSE,
unknownErrors [3] SET OF ABSTRACT-SYNTAX.&Type OPTIONAL,
queriyReference [4] OCTET STRING OPTIONAL,
overgpecFilter [5]  Filter OPTIONAL }
LimitProblem ::= INTEGER {
timelLimitExceeded (0), sizeLimitExceeded (1), administrativeLimitExceeded (2) }
10.1.2 LUist arguments
The object argument identifies the object entry (or possibly the root) whese'immediate subordinates are t

Should the]
The Name
ISO/IEC 94

The paged
in7.9.

The Comn

argument d
(see 7.10) (

1013 4

The requed

informatiom to return.

The name

alias has bgen derefereneed; RDNs have been resolved to primary RDNs, or context selection has been

name to bej

The subor
any of the {

Name involve one or more aliases, they are dereferenced (unless prohibited by the relevant servi
may be an aternative name and may include context information, as described in 9.3 of ITU-T R
594-2.,

Results argument is used to request that results‘ofothe operation be returned page-by-page, a

f this operation is to be signed, encryptedior signed and encrypted by the requestor, the SecurityF
omponent shall be included in the arguments.

ist results

t succeeds, subject to accesscontrols, if the object is located, regardless of whether there is any

returned differs from the object name supplied in the operation argument.

Hinates\parameter conveys the information on the immediate subordinates, if any, of the named er]
subordinate entries be aliases, they shall not be dereferenced.

D be listed.
ce control).
ec. X.501 |

5 described

honArguments (see 7.3) include a specification of the service controls applying to the reqliest. If the

arameters

subordinate

s the distinguished name of the entry or an alias name of the entry, as described in 7.7. It is preaerrt only if an
appl

ied and the

try. Should

The rdn parameter is the relative distinguished name of the subordinate. This may be affected by contexts as described
for Name in 7.7.

The fromEntry parameter indicates whether the information was obtained from the entry (TRUE) or a copy of the entry

(FALSE).

The aliasEntry parameter indicates whether the subordinate entry is an alias entry (TRUE) or not (FALSE).

The partialOutcomeQualifier consists of six subcomponents as described below. This parameter shall be present
whenever the result is incomplete because of atime limit, size limit, or administrative limit problem, because regions of
the DIT were not explored, because some critical extensions were unavailable, because an unknown error was received,
because paged results are being returned, or an overspecified filter is to be indicated:

a) ThelLimitProblem parameter indicates whether the time limit, the size limit, or an administrative limit has
been exceeded. The results being returned are those which were available when the limit was reached.

28

ITU-T Rec. X.511 (1997 E)


https://iecnorm.com/api/?name=40bf5eb5e0188be643f1be2322b445c0

I SO/IEC 9594-3 : 1998 (E)

b) The unexplored parameter shall be present if regions of the DIT were not explored. Its information
allows the DUA to continue the processing of the List operation by contacting other access points if it so
chooses. The parameter consists of a set (possibly empty) of ContinuationReferences, each consisting of
the name of a base object from which the operation may be progressed, an appropriate value of
OperationProgress, and a set of access points from which the request may be further progressed. The
ContinuationReferences that are returned shall be within the scope of referral requested in the operation
service control. See 12.6.

¢) The unavailableCriticalExtensions parameter indicates, if present, that one or more critical extensions
were unavailable in some part of the Directory.

d) TheunknownErrors parameter is used to return unknown error types or parameters received from other
DSAs in the processing of the operation. Each member of the SET contains one such unknown error. See
ITU-T Rec. X.519 | ISO/IEC 9594-5, 7.5.2.4.

e) ThequeryReference parameter shall be present when the DUA has requested paged results and the DSA
has not returned all the available results. See 7.9.

f) The overspecFilter component is only used in conjunction with the Search operation when, as a
consequence of over-specified filtering, the returned Search result is empty, although there are candidate
entries either matching only portions of the Filter or matching only approximately, the'Filter. 1Y is returned
only if the search request included the checkOverspecified item and the Directory can deternfine that the
filter was overspecified. It consists of the filter supplied in the search argument with those glements of
the filter that succeeded in matching some entries omitted. The actual, procedure for gerferating the
overspecFilter isalocal matter.

NOTE — The return of a suitabteverspecFilter in a distributed Difectory system is for further gtudy.
When the DUA has requested a protection request of signed, the uncorrelatedListinfo parameter may [comprise a

number of sets of result parameters originating from and signed by differenb components of the Directory. I1f{no DSA in
the chain can correlate all the results, the DUA must assembl e the actualesult from the various pieces.

The CommonResults (see 7.4) include the security parameters.applying to the response. If this result is tq be signed,
encrypted, pr signed and encrypted by the Directory, the SecurityParameters (see 7.10) component shall befincluded in
the results.

10.1.4 LUisterrors

Should the| request fail, one of the listed errors shall be reported. The circumstances under which the partigular errors
shall be regorted are defined in clause 12.

10.1.5 LUist operation decision pointsfer basic access control

If rule-basgd-access-control is also applied, the order in which it is applied with respect to basic-access-contr gl is a local
matter, exgept that if access is denied to the entry, an attribute type or an attribute value by either mechanism/ it shall not
be overridden by the other-mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission|that shall not override a deny of rule-based-access-control.

If basic-acgess-contro).ig'in effect for the portion of the DIB where the list operation is being performed, the following
sequence of accesscontrols applies:

1) Nojspecific permission isrequired to the entry identified by the object argument.

2 —For—each—immediate—subordinatefor—which—aRelativeDistinguichedName—is—to—be feturned in
subordinates, Browse and ReturnDN permissions are required to that entry. Entries for which these
permissions are not granted are ignored. If as a consequence of applying these controls, no subordinate
information (excluding any ContinuationReferences in PartialOutcomeQualifier) is returned and if
DiscloseOnError permission is not granted to the entry identified by the object argument, the operation
fails and a NameError with problem noSuchObject shall be returned. The matched element shall either
contain the name of the next superior entry to which DiscloseOnError permission is granted, or the name
of the DIT root (i.e. an empty RDNSequence). Otherwise, the operation succeeds but no subordinate
information (excluding any ContinuationReferences in PartialOutcomeQualifier) is conveyed with it.

NOTE 1 — In the case of dameError being returned, the empBDNSequence may be used by a DSA which
does not have access to all superior entries.

NOTE 2 — Security policy may prevent the disclosure of subordinate information which would otherwise be
conveyed asontinuationReferences in PartialOutcomeQualifier. If such a policy is in effect and if a DUA
constrains the service by specifyiaigainingProhibited, the Directory may return serviceError with problem
chainingRequired. Otherwise, the procedure described in item 2) above is followed.
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NOTE 3 — Security policy may prevent the Directory from indicating that a listed subordinate entry is an alias
entry. For example, if the DUA is not grantBgad access to the alias entry, itsjectClass attribute and the

value alias that it contains, the Directory may omit théasEntry component ofsubordinates from the
ListResult or set it toFALSE.

NOTE 4 - If DiscloseOnError permission is not granted to the entry identified by dhject argument, a
partialOutcomeQualifier indicating alimitProblem or unavailableCriticalExtensions should not be returned as it
may compromise the security of this entry.

10.1.6 List operation decision pointsfor rule-based access control

If basic-access-control is aso applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if accessis denied to the entry, an attribute type or an attribute value by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

 portion of

the DIB where the List operation is being performed, the following access controls apply:

1) If rule-based entry level permission is denied to the entry identified by the objéet~“argyment, then
nameError with problem noSuchObject is returned in accordance with 7.11.2.4.

2) For each immediate subordinate for which a RelativeDistinguishedNarmeé) is to be feturned in
subordinates, rule-based RDN permission must be granted to that entry. Entries for which atcess is not
granted are ignored.

3) basic-access-control is applied as described in 10.1.5.

10.2 Search

10.21  Search syntax

A Search gperation is used to search a portion of the DIT for entries of interest, and to return selected information from
those entrigs. The arguments of the operation may be signed;.encrypted, or signed and encrypted (see 15.8 of ITU-T
Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may sign, encrypt, or sign and |encrypt the
result.

search ORERATION ::= {

ARGUMENT SearchArgument

RESULT SearchResult

ERRPRS { attributeError | AameError | serviceError | referral | abandoned |

securityError
CODE id-opcode-search }
SearchArgument ::= OPTIONALLY-PROTECTED {

SET(
baseObject [0] Name,
subset [1] INTEGER {

baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject,

filter [2] Filter DEFAULT and:{},
sedrchAliases [3] BOOLEAN DEFAULT TRUE,
selection [4] EntryinformationSelection DEFAULT { },
pagedRestHs Ie——PRagedResulsReguest-ORPHONAL;
matchedValuesOnly [6] BOOLEAN DEFAULT FALSE,
extendedFilter [71  Filter OPTIONAL,
checkOverspecified [8] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments },

DIRQOP.&dapSearchArg-QOP{@dirqop} }

SearchResult ::= OPTIONALLY-PROTECTED {

CHOICE {
searchinfo SET{
name Name OPTIONAL,
entries [0] SET OF Entrylnformation,
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResults },
uncorrelatedSearchinfo [0] SET OF SearchResult },

DIRQOP.&dapSearchRes-QOP{@dirqop} }
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10.2.2  Search arguments

The baseObject argument identifies the object entry (or possibly the root) relative to which the search is to take place.
The baseObject may be an aternative name and may include context information, as described in 9.3 of ITU-T
Rec. X.501 | ISO/IEC 9594-2.

The subset argument indicates whether the search isto be applied to:
a) thebaseObject only;
b) theimmediate subordinates of the base object only (oneLevel);
¢) thebaseobject and al its subordinates (wholeSubtree).

Thefilter argument is used to eliminate entries from the search space which are not of interest. Information shall only be
returned on entries which satisfy thefilter (see 7.8).
NOTE 1 - If the filter is overspecified, it may eliminate all entries from the search result, even though there are catigidate e

matchirlg portions of the filter. The user must simplify the filter and try again. The Directory provides no-slipport fgindentif
these eftries, or for identifying the changes that should be made to the filter.

Aliases shall be dereferenced while locating the base object, subject to the setting of the dontDeréferenceAliases
service control. Aliases among the subordinates of the base object shall be dereferenced during the'search, sybject to the
setting of the searchAliases parameter. If the searchAliases parameter is TRUE, aliases shall’be dereferenced, if the
parameter js FALSE, aliases shall not be dereferenced. If the searchAliases parametefris ' TRUE, the gearch shall
continue in the subtree of the aliased entry.

The selectjon argument indicates what information from the entries is requested (see’7.6). However, it shpuld not be
assumed tht the attributes returned are the same as or limited to those requested.

The pagedResults argument is used to request that results of the operation be returned page-by-page, as described
in7.9.

The matcHedValuesOnly argument indicates that certain attributevalues are to be omitted from the retyirned entry
information. Specifically, where an attribute to be returned is multi-valued, and some but not all of the vaues of that
attribute cgntributed to the search filter returning TRUE via filteritems other than equality or present, ther the values
that did nOLSO contribute are omitted from the returned entry-information.

The extendledFilter argument is used in mixed version environments to specify an alternative filter to that described
above. WHen this argument is present, the filter, asgument (if any) shall be ignored by 1993-edition systems. The
extendedHlter is alwaysignored by 1988-edition.systems.

NOTE 2 — By including both filters, a DUAscan specify one filter to be used by 1988-edition systems and g different élter to b

used by 1993-edition systems in the distfibuted processing of the Search request. 1988-edition systems|do not support attribute
polymoiphism or matching rule assertions.

The checkOverspecified argument 7S used to request the Directory to return an overspecFiltgr item in
partialOut¢omeQualifier if the result of the search operation is empty and the Directory is able to determing that thisis
due to the flilter being overspecified.

The CommonArguments_(see 7.3) include a specification of the service controls and security parameters applying to the
request. If [the argument-of this operation is to be signed, encrypted, or signed and encrypted by the requestor, the
SecurityPgrameters, (See 7.10) component shall be included in the arguments.

10.2.3  Search.results

The request—stcteeds, subject toactess tontrofs, 1 the baseobject TS tocated; Tegardtess of whetherthere are any
subordinates to return.

NOTE 1 — As a corollary to this, the outcome of an unfiltered search applied to a single entry may not be identical foichread w
seeks to interrogate the same set of attributes of the entry. This is because the latter shallAatitsnterror if none of the
selected attributes exist in the entry.

The name is the distinguished name of the entry or an alias name of the entry, as described in 7.7. It is present only if an
alias has been dereferenced, RDNs have been resolved to primary RDNSs, or context selection has been applied and the
name to be returned differs from the baseObject name supplied in the operation argument.

The entries parameter conveys the requested information from each entry (zero or more) which satisfied the filter
(see 7.5). The names supplied as part of entries may be affected by contexts as described for Name in 7.7.

The partialOutcomeQualifier is as described in 10.1.3.

NOTE 2 — Where returned entry information is incomplete for a particular entry, it is indicated viecdheleteEntry
parameter in the returned entry information.
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TheuncorrelatedSearchinfo parameter is as described for uncorrelatedListinfo in 10.1.3.
The CommonResults (see 7.4) include the security parameters applying to the response. If this result is to be signed,

encrypted, or signed and encrypted by the Directory, the SecurityParameters (see 7.10) component shall be included in
the results.

10.24 Searcherrors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.

10.25  Search operation decision pointsfor basic access control

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, exgept that if accessis denied to the entry, an attribute type or an attribute value by either mechanism| it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-cpntrol is a
permission|that shall not override a deny of rule-based-access-control.

If basic-acgess-control is in effect for the portion of the DIT to be searched, the following sequence of accgss controls
applies:

1) No specific permission is required to the entry identified by the baseObject argument.

NOTE 1 — If thebaseObject is within the scope of th&earchArgument (i.e. when thesubset argument
specifiesbaseObject or wholeSubtree) the access controls specified/in items 2) through 4) apply.

2) For each entry within the scope of the SearchArgument which is to be a candidate for copsideration,
Browse permission is required. Entries for which this perfnission is not granted are ignored.

3) The filter argument is applied to each entry left tobe considered after taking item 2) into faccount, in
accordance with the following:

a) For each Filterltem that specifies ap~attribute, FilterMatch permission for the attribute type is
required before the Filterltem can be'evaluated as either TRUE or FALSE. A Filterltem for which
this permission is not granted evaluates as undefined.

b) For each Filterltem that additionally specifies an attribute value, FilterMatch permission|is required
for each stored attribute value which is to be considered for the purposes of matching. If there isa
value that both matches the Filterlitem and for which permission is granted, the Filteriteqn evaluates
to TRUE, otherwise it evaluatesto FALSE.

4)  Once the procedures.defined in 2) and 3) have been applied, the entry is either selected or disdarded. If as
a consequence- of 'applying these controls to the entire scoped subtree no entries have bepn selected
(excluding «any ContinuationReferences in partialOutcomeQualifier) and if Discl¢seOnError
permissieniis not granted to the entry identified by the baseObject argument, the operation|fails and a
NameErfor with problem noSuchObject shall be returned. The matched element shall either|contain the
name.of the next superior entry to which DiscloseOnError permission is granted, or the name of the DIT
root (i.e. an empty RDNSequence). Otherwise, the operation succeeds but no subordinate information is
conveyed with it.

NOTE 2 — In the case of @ameError being returned, the empBDNSequence may be used by a DSA which
does not have access to all superior entries.

NOTE 3 — Security policy may prevent the disclosure of knowledge information which would otherwise be
conveyed a<ontinuationReferences in partialOutcomeQualifier. If such a policy is in effect and if a DUA
constrains the service by specifyiaigainingProhibited, the Directory may return serviceError with problem
chainingRequired. Otherwise, th€ontinuationReference is omitted frompartialOutcomeQualifier.

5) Otherwise, for each selected entry the information returned is as follows:

a) If theinfoTypes element of selection specifies that attribute types only are to be returned, then for
each attribute type that is to be returned, Read permission is required. If permission is not granted,
the attribute type is omitted from Entryinformation. If as a consequence of applying these controls
no attribute type information is selected, the Entryinformation element is returned but no attribute
typeinformation is conveyed with it (i.e. the SET OF CHOICE element is omitted or empty).
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b) If the infoTypes element of selection specifies that attribute types and values are to be returned,

then for each attribute type and for each value that is to be returned, Read permission is

required. If

permission to an attribute type is not granted, the attribute is omitted from Entryinformation. If
permission to an attribute value is not granted, the value is omitted from its corresponding attribute.
In the event that permission is not granted to any of the values within the attribute, an Attribute
element containing an empty SET OF AttributeValue is returned. If as a consequence of applying
these controls no attribute information is selected, the Entryinformation element is returned but no
attribute information is conveyed with it (i.e. the SET OF CHOICE element is omitted or empty).

NOTE 4 — If DiscloseOnError permission is not granted to the entry identified by hgeObject
argument, gartialOutcomeQualifier indicating alimitProblem or unavailableCriticalExtensions should

not be returned as it may compromise the security of this entry.
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3) basic-access-control on entriesis applied as defined in 10.2.5 item 2).

4) Thefilter isapplied ignoring attribute values to which accessis denied under rule-based-access-

5) basic-access-control on thefilter is applied as defined in 10.2.5 items 3) and 4).

6) For any selected entry:

control.

a) for each attribute type that may be returned under rule-based-access-control, access must be granted

to at least one attribute value of that type;

b) attribute values to which accessis denied under rule-based-access-control shall not be returned.

7) basic-access-control is applied to the information returned as defined in 10.2.5 item 5.
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11 Directory M odify operations
There are four operations to modify the Directory: addEntry, removeEntry, modifyEntry, and modifyDN defined
in 11.1 through 11.4, respectively.

NOTE 1 — Each of these operations identifies the target entry by means of its distinguished name.

NOTE 2 — The success afldEntry, removeEntry, andmodifyDN operations may depend on the physical distribution of the DIB
across the Directory. Failure shall be reported witlu@dateError with problemaffectsMultipleDSAs. See ITU-T Rec. X.518 |
ISO/IEC 9594-4.

NOTE 3 — In the event of failure of the underlying communications mechanism, the outcome of the operations is undetermined.
The user must use Directory interrogation operations to check whether the attempted modification operation succeeded or not.

11.1  AddEntry

11.1.1  Add Entry syntax

An addEntry operation is used to add aleaf entry (either an object entry or an alias entry) to the DIT. The ajguments of
the operatipn may be signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501|+4SO/IEC[9594-2) by
the requestpr. If so requested, the Directory may sign, encrypt, or sign and encrypt the result.

addEntry PPERATION ::= {
ARGUMENT AddEntryArgument

RESULT AddEntryResult
ERRPORS { attributeError | nameError | serviceError | referral} securityError |
updateError }
CODE id-opcode-addEntry }
AddEntryArgument ::= OPTIONALLY-PROTECTED {
SET(
object [0] Name,
entry [1]  SET OF Attribute,
targetSystem [2] AccessPoint JOPTIONAL,
COMPONENTS OF CommonArguments},

DIRQOP.&dapAddEntryArg-QOP{@dirqop} }

AddEntryResult ::= CHOICE {

null NULL,

infofmation PROTECTED {
SEQUENCE {{COMPONENTS OF CommonResults },
DIRQOP.&dapAddEntryRes-QOP{@dirqop} } }

11.1.2  Add Entry arguments

The object| argument identifies the entry to be added. Its immediate superior, which must already exist for the operation
to succeed) is determiied by removing the last RDN component (which belongs to the entry to be created). pbject may
be an atermative name’and may include context information, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.
The last RDN component shall be the primary RDN and shall include aII d|$1| ngwshed valueﬁ with their context I|stsfor
all attributgs
provided with v v secHas Aghe-elistingui shed
valuefor that attri bute

The entry argument contains the attribute information which, together with that from the RDN, constitutes the entry to

be created. The Directory shall ensure that the entry conforms to the Directory schema. Where the entry being created is
an alias, no check is made to ensure that the aliasedEntryName attribute pointsto avalid entry.

The targetSystem argument indicates the DSA to hold the new entry. If this argument is absent, it shall be taken to
mean the same DSA as holds the superior of the new object. If the argument is present, it shall be the DSA with the
specified AccessPoint. The parameter shall be absent when subentries are to be added.

If the argument is present, the targetSystem bit in the criticalExtensions parameter in CommonArguments shal be
set, indicating that this extension iscritical.

NOTE 1 — If the choice of indicated or implied DSA conflicts with local administrative policy, the operation is not perfodned a
an error is returned.
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The CommonArguments (see 7.3) includes a specification of the service controls and security parameters applying to
the request. The dontDereferenceAlias option is ignored (and treated as set) unless the useAliasOnUpdate critical
extension bit is set in criticalExtensions. Thus aliases are dereferenced by this operation only if dontDereferenceAlias
is not set and useAliasOnUpdate is set. The sizeLimit component is ignored if provided. If the argument of this
operation is to be signed, encrypted, or signed and encrypted by the requestor, the SecurityParameters (see 7.10)
component shall be included in the arguments.

NOTE 2 — Update operations that involve dereferencing of an alias name will always fail if they encounter 1988 -edition DSAs.

11.1.3 Add Entry results

Should the request succeed, aresult shall be returned. If thisresult isto be signed, encrypted, or signed and encrypted by
the Directory, the SecurityParameters (see 7.10) component of CommonResults (see 7.4) shall be included in the
results. If the result of this operation is not to be signed by the Directory, no information shall be conveyed with the
result.

11.1.4 AddEntryerrors

Should the| request fail, one of the listed errors shall be reported. The circumstances under which.the particular errors
shall be regorted are defined in clause 12.

11.1.5 Add operation decision pointsfor basic access control

If rule-basdqd-access-control is aso applied the order in which it is applied with respect-to basic-access-contrgl is a local
meatter, exgept that if access is denied to the entry, an attribute type or an attribute value by either mechanismit shall not
be overridden by the other mechanism. In this respect, DiscloseOnError~permission of basic-access-cpntrol is a
permission|that shall not override a deny of rule-based-access-control.

If basic-access-control isin effect for the entry being added, the following,sequence of access controls applies:

1) No specific permission is required to the immediate/superior of the entry identified by |the object

argument.
NOTE 1 — Security policy may prevent Directory users from adding entries across DSA bgundaries (e.g. using
the targetSystem argument). In this event, an appropriaiameError, serviceError, secufityError or
updateError may be returned provided that'it does not compromise the existence of the immgdiate superior entry.
If it does (i.e.DiscloseOnError is not'granted to the superior entry), the procedure defined in 7.11.3 shall be
followed with respect to the superiarentry.

2) If an entry aready exists with a.distinguished name equal to the object argument, the operation fails in
accordance with 11.1.5.1, item a):

3) Add permission is required-fer the new entry being added. If this permission is not granted, the operation
failsin accordance with'11.1.5.1, item b).
NOTE 2 — TheAdd\permission must be provided as prescriptive ACI.

4) For each attribute' type and for each value that is to be added, Add permission is requifed. If any
permission is absent, the operation fails in accordance with 11.1.5.1, item c).

11.1.5.1 Hrror returns

If the operation falls as defined in 11.1.5, the following procedure applies:

a) \If the operation fails as defined in 11.1.5 item 2), the valid error returns are one of: if DisclosgOnError or
Add permission Is granted to the existing entry, an updateError with problem entryAlreadyExists shall
be returned. Otherwise, the procedure described in 7.11.3 is followed with respect to the entry being
added.

b) If the operation fails as defined in 11.1.5 item 3), the procedure described in 7.11.3 is followed with
respect to the entry being added.

c) If the operation fails as defined in 11.1.5 item 4), the valid error return is securityError with problem
insufficientAccessRights or nolnformation.

11.1.6  Add Entry operation decision points for rule-based-access-control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if accessis denied to the entry, an attribute type or an attribute value by either mechanism it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.
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If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the portion of
the DIB where the addEntry operation is being performed, the following sequence of access control applies:

1) If rule-based entry level permission to the immediate superior is denied then nameError with problem
noSuchObject isreturned as defined in 7.11.2.4.

2) basic-access-control is applied as defined in 11.1.5.

11.2 Remove Entry

11.2.1 Remove Entry syntax

A Remove Entry operation is used to remove a leaf entry (either an object entry or an aias entry) from the DIT. The
arguments of the operation may be signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 |

1SO/IEC QRQA-?) hy the requestor If s0 req lested _the Dirp(‘fnry may Qign1 encrypt_or Qign and encrypt the result.

removeEntry OPERATION ::= {

ARGQUMENT RemoveEntryArgument
RESULT RemoveEntryResult
ERRPORS { namekError | serviceError | referral | securityError | updateError }
CODE id-opcode-removeEntry }
RemoveEntryArgument ::= OPTIONALLY-PROTECTED {
SET(
object [0] Name,
COMPONENTS OF CommonArguments },

DIRQOP.&dapRemoveEntryArg-QOP{@dirqop} }

RemoveErtryResult ::= CHOICE {

null NULL,

infomation PROTECTED {
SEQUENCE { COMPONENTS OF CommonResults\J}y
DIRQOP.&dapRemoveEntryRes-QOP{@dirqop}\}}

11.2.2 Remove Entry arguments

The object| argument identifies the entry to be deleted. The object may be an alternative name and may inclfide context
informatiom, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

The CommonArguments (see 7.3) includesta specification of the service controls and security parameters ppplying to
the request. The dontDereferenceAlias option is ignored (and treated as set) unless the useAliasOnUpdate critical
extension it is set in criticalExtensions. Thus aliases are dereferenced by this operation only if dontDerefdrenceAlias
is not set pnd useAliasOnUpdatenis set. The sizeLimit component is ignored if provided. If the argument of this
operation ifs to be signed, encrypted, or signed and encrypted by the requestor, the SecurityParameters| (see 7.10)
component|shall be included\in’the arguments.

NOTE + Update operations that involve dereferencing of an alias name will always fail if they encounter 1988 -edition DSAs.

11.2.3 RemoveEntry results

Should thefreglest succeed, a result shall be returned. If thisresult isto be signed, encrypted, or signed and encrypted by

the Directary; the—SecurityParameters—(see—7-10)component of CommunResuits{see74)shaftbe-inctuded in the
results. If the result of the operation is not to be signed by the Directory, no information shall be conveyed with the

result.

11.24 RemoveEntryerrors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.

11.25 Remove Entry operation decision pointsfor basic access control

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, except that if accessis denied to the entry, an attribute type or an attribute value by either mechanism it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.
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If basic-access-control isin effect for the entry being removed, the following access controls apply:

— Remove permission is required for the entry being removed. If gesmission is not granted, the
operation fails in accordance with 7.11.1.

NOTE — No specific permissions are required for any of the attributes and attribute values present within the
entry being removed.

11.2.6 Remove Entry operation decision pointsfor rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if accessis denied to the entry, an attribute type or an attribute value by either mechanism it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry being

ra"noved the falowina-seauenca-of-acecess-contral-anplec:
, Le+FOrBhWHRG-SeaHEREE-BaceES5-ECoRtFor—appHES:

1) If rule-based entry level permission is not granted to the target entry, the operation fails with jnameError
with problem noSuchObject asdefined in 7.11.2.4.

Entry level basic-access-control is applied as specified in 11.2.5.
3 If rule-based access is not granted to an attribute value then it shall not be removed.

4) If rule-based RDN permission is not granted, then none of the attribute values of the RON shall be
removed. If al the values of an attribute are removed, then the attribute\is removed from the entry. If all
the attributes are removed, then the entry is removed from the DIT.VIf at least one attribyte value is
removed, and the requestor does not have RDN permission, the.operation succeeds but the entry remains
in the DIT with one or more attributes.

NOTE 1-Unless al the values of the label context for distinglished values of the entry have al the same values,
this may not support a rule-based access-control policy.

5) Under rule-based-access-control, if RDN permissionds granted, but permission to access at |eagt one other
attribute value is not granted, then the RDN is noetsremoved, and the operation fails with SegurityError
(insufficientAccessRights). It is alocal matter‘whether other attribute values to which the requestor has
access permission are removed or not.

NOTE 2 — Thisrevealsto the requestor that &t least one attribute value exists that isinaccessible.

6) If all the attributes of the entry are reméved, then the entry is removed from the DIT, and the pperation is
successful.

11.3 Nodify Entry

11.31 Modify Entry syntax
The Modify Entry operation js'used to perform a series of one or more of the following modifications to a single entry:
a add anew,éttribute;
B removean attribute;
c) addattribute values;

q) femove attribute values;

€) replace attribute values;

f)  modify an dlias;

g) addaconstant to all values of an attribute;

h) deleteal attribute values for which fallback isfalse in every context.

The arguments of the operation may be signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 |
| SO/IEC 9594-2) by the requestor. If so requested, the Directory may sign, encrypt, or sign and encrypt the result.

modifyEntry OPERATION ::= {

ARGUMENT ModifyEntryArgument

RESULT ModifyEntryResult

ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }

CODE id-opcode-modifyEntry }
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ModifyEntryArgument ::= OPTIONALLY-PROTECTED {

SET{
object [0] Name,
changes [1] SEQUENCE OF EntryModification,
selection [2] EntryInformationSelection OPTIONAL,

COMPONENTS OF CommonArguments },
DIRQOP.&dapModifyEntryArg-QOP{@dirqop} }

ModifyEntryResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED{
SEQUENCE {
entry [0] Entrylnformation OPTIONAL,
COMPONENTS OF CommonResults },
DIRQOP.&dapModifyEntryRes-QOP{@dirqop} } }

EntryModification::=  CHOICE {
addAttribute [0] Attribute,
remgveAttribute [1]  AttributeType,
addValues [2] Attribute,
remgveValues [3] Attribute,
alterpalues [4] AttributeTypeAndValue,
resefValue [5] AttributeType}

11.3.2  Modify Entry arguments

The object|argument identifies the entry to which the modifications should be@pplied. The object may be ar
name and may include context information, as described in 9.3 of ITU-T Reg. X.501 | ISO/IEC 9594-2.

The changdes argument defines a sequence of modifications that afe’applied in the order specified. If

alternative

any of the

individual modifications fails, then an AttributeError is generatedyand the entry left in the state it was prior to the
operation. That is, the operation is atomic. The end result of the seguence of modifications shall not violate the Directory
schema. However, it is possible, and sometimes necessary, for.theindividual EntryModification changes to gppear to do

s0. The following types of modification may occur:

a addAttribute — This identifies a new_attribute to be added to the entry, which is fully
argument. Any attempt to add an. already existing attribute resultsAinrédruteError.

) removeAttribute — The argument identifies (by its type) an attribute to be removed frg
attempt to remove a non-existing attribute results iatatbuteError.

NOTE 1 — This operatien:is not allowed if the attribute type is present in the RDN.
¢) addValues — This identifies an attribute by the attribute type in the argument, and sp¢

attribute values te-be added to the attribute. An attempt to add an already existing valy
An attempt to-add a value to a non-existent type results in an error.

d) removevalues — This identifies an attribute by the attribute type in the argument, an
more attribute values to be removed from the attribute. If the values are not present
results.in amttributeError.

NOTE 2 — This operation is not allowed if one of the values is present in the RDN.

specified by the

m the entry. Any

cifies one or more
e results in an error.

H specifies one or
in the attribute, this

A D D d0aed mMay e Soex o0\ AITNO Qnie Sl elall

be added to existing attribute values, removed from existing attribute values, nor modified.

exts cannot
To ater a

context list of an existing attribute value, first remove the attribute value, and then insert the same

attribute value with the new context list. When an attribute value is removed, no context |

ist shall be

supplied, and any existing context list associated with the attribute value being removed is removed with

the attribute value.

€) altervalues — This identifies an attribute type, and specifies a quantity to be added to all values of the
attribute. An attempt to apply this modification to an attribute whose syntax is otheNWBBER or

REAL results in arAttributeError.

f) resetvalue — This identifies an attribute by its type, and removes all values of the attribute (if any) which

have an associated attribute value context for which fallback is fats#Vvalue does not
attribute values that have no context.

remove any

Values may be replaced by a combinatioadifvalues andremoveValues in a singleModifyEntry operation.
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The altervalues and resetValue modification types shall only be specified if the version negotiated through the Bind
operation isv2 or higher.

The CommonArguments (see 7.3) includes a specification of the service controls and security parameters applying to
the request. The dontDereferenceAlias option is ignored (and treated as set) unless the useAliasOnUpdate critical
extension bit is set in criticalExtensions. Thus, aliases are dereferenced by this operation only if dontDereferenceAlias
is not set and useAliasOnUpdate is set. The sizeLimit component is ignored if provided. If the argument of this
operation is to be signed, encrypted, or signed and encrypted by the requestor, the SecurityParameters (see 7.10)
component shall be included in the arguments.

NOTE 3 — Update operations that involve dereferencing of an alias name will always fail if they encounter 1988 -edition DSAs.

The selection argument specifies an optional entry information selection that controls whether information is returned in
the operation result and specifies the specific attributes and values to be returned. It shall only be specified if the version

negotiated through the bind operationis v2 or higher.

The operat

hhutes which

are not clagsified noUserModification (and to which the user has effect|ve maodification access rights) may g modified.

NOTE 4
as a sid

The operat]

object isth
NOTE
informaj
is not p
attributg

The operd
classes. H
result in
classes sl

1133 N

Should th
result is n
(but the re
the result
componer
signed an

11.34 N

Should th
shall be rg

1135 N

If rule-bass
matter, ex

— Whether or not user modification is permitted, the Directory may change the values of directory operational attributes
e effect of other Directory operations.

on may be used to modify collective attributes only if the service control subentries is TRUH and if the
e subentry actually holding the collective attribute(s) to be modified.
b — Caution should therefore be exercised when modifying the information seturned on reading @n entry: some of the
ion may be from collective attributes, and cannot be modified in an operation-directed at the entry|itself. Foriexample

pssible to delete a collective attribute from an (ordinary) entry rei@@veAttribute entry modification tg the entry (an
Error with problemnoSuchAttributeOrValue would be returned).

ition may be used to modify an entry’s Object Class attribute value if the values spegify auxiliary object
owever, an attempt to change an Object Class value, which specifies an entry’s structlral object class shall
hnupdateError with problem objectClassModificationProhibited. Any modification to auXiliary object

all leave the superclass chains consistent and correctwith the resultant object class definition.

1 odify Entry results

b request succeedeault shall be returned, lf\nselection was specified in the operation argument and the

pt to be signed, encrypted, or signed and encrypted, the null result is returnee!détiun was specified

sult is to be signed, encrypted, or signed and encrypted by the Directory), the entry component is omitted. If
is to be signed, encrypted, or signed and encrypted by the Directo®gciieyParameters| (see 7.10)

t oCommonResults (see 7.4) shalbbe included in the results. If the result is not to be signed, encrypted, or

l encrypted by the Directory, ho-entry information shall be conveyed with the result.

lodify Entry errors

b request fail, one of-the listed errors shall be reported. The circumstances under which the particular errors
ported are defined.in clause 12.

| odify Entry<eperation decision pointsfor basic access control

d-access-Control is also applied, the order in which it is applied with respeobdi@-access-contr¢l is a local
cept that'if access is denied to the entry, an attribute type or an attribute value by either mechanism it shall not

be overri
permissio

den-by the other mechanism. In this resp®istloseOnError permission ofbasic-access-cpntrol is a
that shall not override a deny wé based-access-contraol.

If basic-access-contral is in effect for the entry being modified, the following sequence of access controls applies:

1

2

) Modify permission is required for the entry being modified. If flg@emission is not granted, the operation
fails in accordance with 7.11.1.

) For each of the specifiegEhtryModification arguments applied in sequence, the following permissions
are required:

i) Add permission for the attribute type and for each of the values specified #ldantribute
parameter. If these permissions are not granted or the attribute already exists, the operation fails in
accordance with 11.3.5.1, item a).

i) Remove permission for the attribute type specified inr@moveAttribute parameter. If this
permission is not granted, the operation fails in accordance with 11.3.5.1, item b).

NOTE 1 — No specific permissions are required for any of the attribute values present within the attribute
being removed.
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iii) Add permission on each of the attribute values specified in an addValues parameter. If these
permissions are not granted or any of the attribute values aready exist, the operation fails in
accordance with 11.3.5.1, item c).

iv) Remove permission on each of the values specified in a removevalues parameter. If these
permissions are not granted, the operation fails in accordance with 11.3.5.1, item d).
NOTE 2 — If the end result of @moveValues modification is to remove the last value of an attribute

(which causes the attribute itself to be remové&Bmove permission is also required on the specified
attribute type.

v) Add and Remove permission on each of the values specified in an alterValues parameter. If these
permissions are not granted, the operation fails in accordance with 11.3.5.1, item €).

vi) Remove permission on each of the values to be removed via aresetValue parameter. If at least one
value is to be removed and these permissions are not granted, the operation fails in accordance with

44224 -4 £\
11.0.90.L, TICIITT ).

11.3.5.1 Hrror returns

If the operation fails as defined in 11.3.5, the following procedure applies:

a If the operation fails as defined in 11.3.5 item 2), subitem i), the valid error teturns are one of: if the
attribute already exists and discloseOnError or add is granted to that attribute, an AttributeError with
problem attributeOrValueAlreadyExists shall be returned; otherwise. a SecurityError with problem
insufficientAccessRights or nolnformation. shall be returned.

b) If the operation fails as defined in 11.3.5 item 2), subitem ii);the valid error returns arg one of: if
DiscloseOnError permission is granted to the attribute being removed and the attribute exists, a
SecurityError with problem insufficientAccessRights ar nalnformation shall be returned; otherwise, an
AttributeError with problem noSuchAttributeOrValug-shall be returned.

c) If the operation fails as defined in 11.3.5 item 2), subitem iii), the valid error returns are ope of: if an
attribute value already exists and discloseOnEfror or add is granted to that attributg value, an
AttributeError  with problem attribute@rValueAlreadyExists shall be returned; | otherwise,
discloseOnError permission at the attribute tevel must be verified. If discloseOnError is granted to the
attribute, a SecurityError with problem.insufficientAccessRights or nolnformation. shall e returned;
otherwise, an AttributeError with preblem noSuchAttributeOrValue shall be returned.

d) If the operation fails as defined_in 11.3.5 item 2), subitem iv), the valid error returns arg one of: if
DiscloseOnError permissioniis granted to any of the attribute values being removed, a SefurityError
with problem insufficientAccessRights or nolnformation shal be returned; othgrwise, an
AttributeError with problem noSuchAttributeOrValue shall be returned.

g) If the operation fails as defined in 11.3.5 item 2), subitem v), the valid error returns arg one of: if
DiscloseOnError_permission is granted to any of the attribute values being altered, a SecurityError with
problem insufficientAccessRights or nolnformation shall be returned; otherwise, an AttfibuteError
with prablem noSuchAttributeOrValue shall be returned.

f) If the.operation fails as defined in 11.3.5 item 2), subitem vi), the valid error returns arg one of: if
DiscloseOnError permission is granted to any of the attribute values being removed, a SefurityError
with problem insufficientAccessRights or noinformation shal be returned;, othgrwise, an

11.3.6 Modify Entry operation decision pointsfor rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if accessis denied to the entry, an attribute type or an attribute value by either mechanism it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry being
modified, the following sequence of access control applies:

1) If rule-based entry level permission is not granted to the target entry, then the operation fails with
nameError with problem noSuchObject according to 7.11.2.4.

2) Entry level basic-access-control is applied according to 11.3.5.1.
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3) Access must be granted to each of the attribute values (if any) that are removed. If rule-based-access-
control permission is not granted to any attribute value that is to be removed, the operation fails with
attributeError with problem noSuchAttributeOrValue.

4) Attribute level basic-access-control isapplied asin 11.3.5. item 2).

114  Modify DN

1141 Modify DN syntax

The Modify DN operation is used to change the Relative Distinguished Name of an entry, to change the primary
Relative Distinguished Name of an entry, to add and subtract distinguished values of attributes, and/or to move an entry
to a new superior in the DIT. It may be used with object entries or aias entries. If the entry has subordinates, then all
subordinates are renamed or moved accordingly (i.e. the subtree remains intact). The arguments of the operation may be
signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so
requested, the Directory may sign, encrypt, or sign and encrypt the result.

NOTE 1 — 1988 edition systems may use the operation only to change the Relative Distinguished Name'of f leaf entry.

NOTE P — 1993 edition systems may use the operation to move entries to a new superior only.if the|old superior, the new

superiof, the entry, and all its subordinates are in the one DSA.
NOTE 3 — The operation does not move entries to a new DSA, all entries remain in the originalPDSA.

NOTE 4 — The operation either succeeds or fails in its entirety; it shall not fail with some-eniries moved an¢l some ndbmoved.
intermefiate states of the operation shall be externally visible to users of the Directory.

NOTE % — Some offline activity may be required following this operation to preserve consistency, for examgle to update attribut
in any gntries that hold Distinguished Name values that refer to the renamed or moved entry(ies).

NOTE § — ThamodifyTimeStamp attribute is not updated for entries subordinate to’the renamed or moved enfry.

modifyDN|OPERATION ::= {
ARGUMENT ModifyDNArgument

RESULT ModifyDNResult
ERRPORS { namekError | serviceError | referral | secdrityError | updateError }
CODE id-opcode-modifyDN }
ModifyDNArgument ::= OPTIONALLY-PROTECTED {
SET(
object [0] DistinguishedName,
newRDN [1]  RelativeDistinguishedName,

deleteOIdRDN  [2] BOOLEAN BEFAULT FALSE,
newSuperior [3] DistinguishedName OPTIONAL,
COMPONENTS OF CommionArguments },
DIRQOP.&dapModifyDNArg-QORf{@dirqop} }

ModifyDNResult ::= CHOICE {

null NULL,
inforimation OPTIONALLY-PROTECTED {
SEQUENCE {
newRDN RelativeDistinguishedName,

COMPONENTS OF CommonResults },
DIRQQPR.&dapModifyDNRes-QOP{@dirqop} } }

11.42 Modify.DN arguments

The object argtment felentiftesthe entry whose Di&‘;llyu;chcd Nametsto-be-mocdifred—-Atasesirthename-shall not be
dereferenced. The object may be an aternative name and may include context information, as described in 9.3 of
ITU-T Rec. X.501 | ISO/IEC 9594-2.

The newRDN argument specifies the new RDN of the entry. If the operation moves the entry to a new superior without
changing its RDN, the old RDN is supplied for this parameter.

If an attribute value in the new RDN does not already exist in the entry (either as part of the old RDN or as a non-
distinguished value) it is added. If it cannot be added, an error is returned.

For each attribute contributing to the RDN, newRDN may provide aternative distinguished values if those distinguished
values are differentiated by context, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2. If so, newRDN shall be
aprimary RDN and shall include al distinguished values with their context lists for all attributes contributing
tothe RDN (including existing distinguished values that are to be retained as distinguished values). An
AttributeTypeAndDistinguishedValue in newRDN which is provided without aternative distinguished values indicates
asingle distinguished value for that attribute.
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If the deleteOIdRDN flag is set, all attribute values in the old RDN that are not in the new RDN are deleted. This
includes aternative distinguished values differentiated by contexts, if they exist in the old RDN but are not included in
the new RDN. If this flag is not set, the old distinguished values shall remain in the entry (but are no longer
distinguished values). The flag shall be set where a single value attribute in the RDN has its value changed by the
operation. If an attribute value in the old RDN is the same as one in the new RDN except for their context lists, the one
in the old RDN is replaced by the one in the new RDN. If this operation removes the last attribute value of an attribute,
that attribute shall be deleted.

The newSuperior argument, if present, specifies that the entry is to be moved to a new superior in the DIT. The entry
becomes an immediate subordinate of the entry with the indicated Distinguished Name, which must be an already
existing object entry. The new superior shall not be the entry itself or any of its subordinates, or an alias, or such that
the moved entry violates any DIT structure rules. It is possible that entries subordinate to the moved entry may violate
the active subschema, in which case it is the responsibility of the Subschema Administrative Authority to
make subsequent adjustments to these entries to make them consistent with the subschema, as described in clause 13 of

ITU-T Rec<-504+-HSOAEC95942

If the argument is present, the newSuperior bit in the criticalExtensions parameter in CommonArguments shall be set,
indicating lhat this extension iscritical.

The newSliperior may be an alternative name and may include context information, as described in 9.3 of |TU-T Rec.
X.501 | ISD/IEC 9594-2.

The CommonArguments (see 7.3) includes a specification of the service controls and security parameters ppplying to
the request] For the purposes of this operation the dontDereferenceAlias option and,the sizeLimit comporjent are not
relevant and are ignored if provided. Aliases are never dereferenced by this operation. If the argument of this operation
isto be sighed, encrypted, or signed and encrypted by the requestor, the SecucityParameters (see 7.10) component shall
be included in the arguments.

11.4.3 Modify DN results

Should thefrequest succeed, aresult shall be returned. If this resultis to be signed, encrypted, or signed and encrypted by
the Directdry, the SecurityParameters (see 7.10) component‘6f“CommonResults (see 7.4), and the new RIDN shall be
included inthe results. If the result is not to be signed by theDirectory, no information shall be conveyed with the result.

1144 Modify DN errors

Should the| request fail, one of the listed errors-shall be reported. The circumstances under which the partitular errors
shall be returned are defined in clause 12.

11.45 ModifyDN decision points for)basic access contr ol

If rule-basgd-access-control is alse-applied, the order in which it is applied with respect to basic-access-contr gl is a local
matter, exgept that if access is denied to the entry, an attribute type or an attribute value by either mechanisnyit shall not
be overridden by the other-mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission|that shall not'everride a deny of rule-based-access-control.

If basic-access-contralis in effect for the entry being renamed, the following access controls apply:

If-the effect of the operation is to change the RDN of the eR#aryame permission is reduired for the

fails in accordance with 11.4.5.1.

— If the effect of the operation is to move an entry to a new superior in theERdrt permission is
required for the entry being considered with its original name)m@pdrt permission is required for the

entry being renamed (considered with its original name). Ifglisission is not granted | the operation

entry being considered with its new name. If either of tipesmissions is not granted, the operation fails

in accordance with 11.4.5.1.
NOTE 1 — Thdmport permission must be provided as prescriptive ACI.

NOTE 2 — No additional permissions are required even if, as a result of modifying the last RDN of the name, a

new distinguished value needs to be added or an old one removed.

11.45.1 Error returns

If the operation fails as defined in 11.4.5, the procedure described in 7.11.1 is followed with respect to the entry being
renamed (considered with its original name).
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11.4.6 Modify DN operation decision pointsfor rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-controal is a local
matter, except that if accessis denied to the entry, an attribute type or an attribute value by either mechanism it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-controal is in effect for the entry being
renamed, the following sequence of access control applies:

1) If rule based RDN permission is not granted to the target entry, the operation fails with nameError with
problem noSuchObject in accordance with 7.11.2.4.

2) Entry level basic-access-control isapplied asin 11.4.5.

3) If the effect of the operation is to move the entry to a new supenor |n the DIT, rulebased RDN
. s M pith problem

I‘lOSUChObjeCt in accordance W|th 7.11.2.4.

12 HBrrors

121 Hrror precedence

The Directpry does not continue to perform an operation beyond the point at whichit-determines that an effror is to be
reported.

NOTE 1 — An implication of this rule is that the first error encountered candiffer for repeated instances pf the same query, a
there is|not a specific logical order in which to process a given query. For.éxample, DSAs may be searched|in different orders.

NOTE 2 — The rules of error precedence specified here apply only €0 the abstract service provided by th¢ Directory as a whole.
Differerft rules apply when the internal structure of the Directory is taken into account.

Should the| Directory simultaneously detect more than one error, the following list determines which error |s reported.
An error higher in the list has a higher logical precedence than*one below it, and is the error which is reported

a NameError;
b) UpdateError;

c) AttributeError;

d SecurityError;

€) ServiceError.

The follow]ng errors do not present any precedence conflicts:
& AbandonFailed{becauseit is specific to one operation, Abandon, which can encounter no other error;

b) Abandoned, Which isnot reported if an Abandon operation is received simultaneously with the detection
of an errafiin this case an AbandonFailed error, reporting the problemtooLate is reported algng with the
report-of the actual error encountered;

c¢) Referral, whichisnot a"red" error, only an indication that the Directory has detected that thef DUA must
present its request to another access point.

12.2 Abandoned

This outcome may be reported for any outstanding directory enquiry operation (i.e. read, search, compare, list) if the
DUA invokes an abandon operation with the appropriate Invokeld. If the parameters of the operation were signed,
encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor, then the
Directory may sign, encrypt, or sign and encrypt the error parameters.

abandoned ERROR ::= { -- not literally an "error"
PARAMETER OPTIONALLY-PROTECTED {
SET {COMPONENTS OF CommonResults},
DIRQOP.&dirErrors-QOP{@dirqop} }
CODE id-errcode-abandoned }

The SecurityParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the error is to be
signed, encrypted, or signed and encrypted by the Directory.
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12.3 Abandon Failed

The abandonFailed error reports a problem encountered during an attempt to abandon an operation. If the parameters of
the operation were signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the
requestor, then the Directory may sign, or sign and encrypt the error parameters.

abandonFailed ERROR ::={

PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] AbandonProblem,
operation [1] Invokeld,

COMPONENTS OF CommonResults },
DIRQOP.&dirErrors-QOP{@dirqop} }
CODE id-errcode-abandonFailed }

AbandonPfoblem ::= INTEGER { noSuchOperation (1), tooLate (2), cannotAbandon (3) }
The varioup parameters have the following meanings.

The particylar problem encountered is specified. Any of the following problems may be indicatéd:

a noSuchOperation — When the Directory has no knowledge of the opefation which is{to be abandoned
(this could be because no such invoke took place, or because the Birectory has forgotfen about it);

b) tooLate — When the Directory has already responded to the operation;

c¢) cannotAbandon — When an attempt has been made to abandon an operation for whigh this is prohibited
(e.g. modify), or the abandon could not be performed.

The identification of the particulaperation (invocation) to be abandoned.

The SecurityParameters component (see 7.10) shall be included inGhenmonResults (see 7.4) if the prror is to be
signed, encrypted, or signed and encrypted by the Directory:

12.4 Attribute Error

An attributeError reports an attribute-related preblem. If the parameters of the operation were signed, encrypted, or
signed anf encrypted (see 15.3 of ITU-T Rec:" X.501 | ISO/IEC 9594-2) by the requestor, then thg Directory may sign,
encrypt, of sign and encrypt the error parameters.

attributeEnror ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET {
object [ON" Name,
problems™ [1] SET OF SEQUENCE {
problem [0] AttributeProblem,
type [1]  AttributeType,
value [2] AttributeValue OPTIONAL },
COMPONENTS OF CommonResults },
DIRQOP.&dirErrors-QOP{@dirqop} }

CODE id-errcode-attributeError }
AttributeProblem ::= INTEGER {
noSuchAttributeOrValue (1),
invalidAttributeSyntax (2),
undefinedAttributeType 3),
inappropriateMatching 4,
constraintViolation (5),
attributeOrValueAlreadyExists (6),
contextViolation "}

The various parameters have the following meanings.

Theobject parameter identifies the entry to which the operation was being applied when the error occurred. The name
returned may include only the primary distinguished values for attributes containing multiple distinguished values
differentiated by context (i.e. the DSA need not apply context selection as described in 7.7, as it does for successful
operations).
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One or more problems may be specified. Each problem (identified below) is accompanied by an indication of the
attribute type, and, if necessary to avoid ambiguity, the value, which caused the problem:

a) noSuchAttributeOrValue — The named entry lacks one of the attributes or attribute values specified as an
argument of the operation.
b) invalidAttributeSyntax — A purported attribute value, specified as an argument of the operation, does not

conform to the attribute syntax of the attribute type.

¢) undefinedAttributeType — An undefined attribute type was provided as an argument

d

e

This error may occur only in relation &ddEntry or modifyEntry operations.

to the operation.

) inappropriateMatching — An attempt was made, e.g. in a filter, to use a matching rule not defined for the

attribute type concerned.

) constraintViolation — An attribute value supplied in the argument of an operation does not conform to

The Secur
signed, en

125 N

A nameEr
operation
requestor,

nameErrof
PAR

the constraints Imposed by ITU-T Rec. X.501 [ ISO/TET 9594-Z or by the attribuie
value exceeds the maximum size allowed).

attributeOrValueAlreadyExists — An attempt was made to add an attribute which. alres
entry, or a value which already existed in the attribute.

contextViolation — A context list or context supplied with an attribute;value in the
operation does not conform to the constraints imposed by ITU-T Rec.”X.501 | ISO/I
context definition (e.g. the context value is not of the correct syntax), or the DIT Conte

tyParameters component (see 7.10) shall be included inGhenmagnResults (see 7.4) if the
crypted, or signed and encrypted by the Directory.

ameError

or reports a problem related to the name provided“as an argument to an operation. If t
were signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 | ISC
then the Directory may sign, encrypt, or signzand encrypt the error parameters.

ERROR ::= {

AMETER OPTIONALLY-PROTECTED){

SET{
problem [0] NameProblem,
matched [1] “Name,
COMPONENTS OF CommonResults },

DIRQOP.&dirErrors-QOP{@dirqop} }

definition (e.g. the

dy existed in the

argument of an
FC 9594-2, by the
t Use.

error is to be

he parameters of the
/IEC 9594-2) by the

CODE id-errcode-namekError }
NameProblem ::= INTEGER §{
noSuyichObject 2),
aliagProblem (2),
invalidAttributeSyntax 3),
aliagDereferencingProblem  (4),
contextProblem ®)}
The variols parameters have the following meanings

The partic

ulaproblem encountered. Any of the following problems may be indicated:

a) noSuchObject — The name supplied does not match the name of any object.

b) aliasProblem — An alias has been dereferenced which names no object.

c) invalidAttributeSyntax — An attribute type and its accompanying attribute value in an AVA in the name
are incompatible.
d) aliasDereferencingProblem — An alias was encountered in a situation where it was not allowed or where

e)

access was denied.

contextProblem — A context type or value used in a name is not understood or is invalid, the use of a

context variant name is not acceptable, or during name resolution a purported name matches the names of

more than one DIT entry.
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The matched parameter contains the name of the lowest entry (object or dias) in the DIT that was matched, and is a
truncated form of the name provided or, if an alias has been dereferenced, of the resulting name. The name returned may
include only the primary distinguished values for attributes containing multiple distinguished values differentiated by
context (i.e. the DSA need not apply context selection as described in 7.7, as it does for successful operations).

NOTE - If there is a problem with the attribute types and/or values in the name offered in a Directory operation arguiment, this
reported via &lameError (with probleminvalidAttributeSyntax) rather than as asttributeError or anUpdateError.

The SecurityParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the error is to be
signed, encrypted, or signed and encrypted by the Directory.

12.6 Referral

A referral redirects the service-user to one or more access points better equipped to carry out the requested operation. If
the parameters of the operation were signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 |
| SO/IEC 9594-27) by the requestor, then the Directory may sign, encrypt, or sign and encrypt the error paramelers.

referral ERROR ::= { -- not literally an "error"
PARAMETER OPTIONALLY-PROTECTED {
SET {
candidate [0] ContinuationReference,
COMPONENTS OF CommonResults },
DIRQOP.&dirErrors-QOP{@dirqop} }
CODE id-errcode-referral }

The error has a single parameter which contains a ContinuationReference whigh can be used to progress the operation
(see ITU-T|Rec. X.518 | ISO/IEC 9594-4).

The Secur{tyParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the efror isto be
signed, endrypted, or signed and encrypted by the Directory.

Before acting on a continuation reference, the DUA shall checkthat an identical request to the one thg would be
generated firom the continuation reference has not aready been.issued as a part of processing the same user request. If it
has, the DUYA shall not act on the continuation reference. This avoids loops.

12.7

W

ecurity Error

A security[Error reports a problem in carrying eut an operation for security reasons. If the parameters of the operation
were signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor,
then the Difectory may sign, encrypt, or signand encrypt the error parameters.

securityErfor ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET{
problem [0] SecurityProblem,
spkminfe [1] SPKM_ERROR,
COMPONENTS OF CommonResults },
DIRQOP.&dirErrors-QOP{@dirqop} }

CODE id-errcode-securityError }
SecurityProblém ::= INTEGER {
inap propriateAuttrernticatiom < 1);
invalidCredentials 2),
insufficientAccessRights 3),
invalidSignature 4,
protectionRequired 5),
nolnformation (6),
blockedCredentials ),
invalidQOPMatch (8),
spkmError 9)}

The error has a single parameter, which reports the particular problem encountered. The following problems may be
indicated:

a) inappropriateAuthentication — The level of security associated with the requestor’'s credentials is
inconsistent with the level of protection requested, e.g. simple credentials were supplied while strong
credentials were required.
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b) invalidCredentials — The supplied credentials were invalid.
c) insufficientAccessRights — The requestor does not have the right to carry out the requested operation.
d) invalidSignature — The signature of the request was found to be invalid.

f)

g

h

) protectionRequired — The Directory was unwilling to carry out the requested operation because the

argument was not signed.

noinformation — The requested operation produced a security error for which no information is available.

) blockedCredentials — The credentials are blocked from consideration for security reasons (e.g. because
an invalid password has been presented too many times in succession). The decision to return this error is

governed by the security policy in effect for the DSA.

) invalidQOPMatch — The two entities have differing protection parameters defined for the respective

saclribhv canicac
SecHHY-SeRrHEESs:

The Secur
signed, en

128  §

A serviceH
encrypted

spkmError — The supplied SPKM token was found to be invalid. Shleminfo parathéte
indication that this is an SPKM error token and the identifier of the SPKM contextwith
associated.

tyParameters component (see 7.10) shall be included inGhenmonResults (see 7.4) if the
crypted, or signed and encrypted by the Directory.
ervice Error

rror reports a problem related to the provision of the servicexlf'the parameters of the op
or signed and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the

Directory may sign, encrypt, or sign and encrypt the error parameters.

serviceErr
PAR

br ERROR
AMETER
SET {
problem [0] ServiceProhleny;
COMPONENTS OF CommonResults },
DIRQOP.&dirErrors-QOP{@dirqop} }

n=
OPTIONALLY-PROTECTED {

contains an
which this error is

error is to be

pration were signed,
requestor, then the

CODE id-errcode-serviceError }
ServicePrgblem ::= INTEGER {

busy (1),
unayailable (2),
unwlllingToPerform 3),
chaipingRequired (4),
unahleToProceed (5),
invalidReference (6),
timelLimitExceeded (),
adm|nistrativeLimitExceeded (8),
looppetected (9),
unayailabléCriticalExtension (20),
outQfSeope (1),
ditEqroc (12),
invalidQueryReference (13)}

The error has a single parameter which reports the partistdatem encountered. The following problems may be

indicated:

a) busy — The Directory, or some part of it, is presently too busy to perform the requested operation, but
may be able to do so after a short while.

b) unavailable — The Directory, or some part of it, is currently unavailable.

¢) unwillingToPerform — The Directory, or some part of it, is not prepared to execute this request,
e.g. because it would lead to excessive consumption of resources or violates the policy of an
Administrative Authority involved.

d) chainingRequired — The Directory is unable to accomplish the request other than by chaining, however

chaining was prohibited by means of thainingProhibited service control option.
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€) unableToProceed — The DSA returning this error did not have administrative authority for the
appropriate naming context and as a consequence was not able to participate in name resolution.

f) invalidReference — The DSA was unable to perform the request as directed by the DUA, (via
OperationProgress) — This may have arisen due to using an invalid referral.

g) timeLimitExceeded — The Directory has reached the limit of time set by the user in a service control. No
partial results are available to return to the user.

h) administrativeLimitExceeded — The Directory has reached some limit set by an administrative authority,
and no partial results are available to return to the user.

i) loopDetected — The Directory is unable to accomplish this request due to an internal loop.

j) unavailableCriticalExtension — The Directory was unable to satisfy the request because one or more
critical extensions were not available.

k) outOfScope — No referrals were available within the requested SCOope.
Iy ditError — The Directory is unable to accomplish the request due to a DIT consistency problem.

m) invalidQueryReference — The parameters of the requested operation are invalid. This groblem is reported
if the queryReference in paged results is invalid.

NOTE — This problem is not supported by 1988 edition systems.

The SecurityParameters component (see 7.10) shall be included in the CommonRes(lts (see 7.4) if the efror is to be
signed, engrypted, or signed and encrypted by the Directory.

12.9 UpdateError

An updatefrror reports problems related to attempts to add, delete, or nodify information in the DIB. If thelparameters
of the operption were signed, encrypted, or signed and encrypted (see 15.3 of ITU-T Rec. X.501 | ISO/IEC|9594-2) by
the requestpr, then the Directory may sign, encrypt, or sign and encrypt the error parameters.

updateError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {

SET {
problem [0] UpdateProblem,
attributelnfo [1] SET OREHOICE {
attributeType AttributeType,
attribute Attribute } OPTIONAL,

COMPONENTS OF CommonResults },
DIRQOP.&dirErrors-QOR{@dirqop} }

CODE id=errcode-updateError }
UpdateProblem ::= INTEGER{

nam|ngViolation (1),
objegtClassViolation (2),
notAllowedOnNonleaf 3),
notAllowedOnRDN 4),
entryAlreadyEXxists (5),
affedtsMultipleDSAs (6),
objertClassModificationProhibited ),
noStuehrSuperiot 8)F

The problem parameter reports the particular problem encountered. The following problems may be indicated.

a) namingViolation — The attempted addition or modification would violate the structure rules of the DIT as
defined in the Directory schema and ITU-T Rec. X.501 | ISO/IEC 9594-2. That is, it would place an entry
as the subordinate of an alias entry, or in a region of the DIT not permitted to a member of its object class,
or would define an RDN for an entry to include a forbidden attribute type.

b) objectClassViolation — The attempted update would produce an entry inconsistent with the rules for
entry content; for example, its object class definition, the DIT content rules, or with the definitions of
ITU-T Rec. X.501 | ISO/IEC 9594-2 as they pertain to object classes.

c) notAllowedOnNonLeaf — The attempted operation is only allowed on leaf entries of the DIT.

d) notAllowedOnRDN — The attempted operation would affect the RDN (e.g. removal of an attribute which
is a part of the RDN).
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€) entryAlreadyExists — An attemptechddEntry or modifyDN operation names an entry which already
exists.
NOTE 1 — This includes a conflict caused by RDNs which include multiple distinguished values differentiated by
contexts, regardless of context, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.
f) affectsMultipleDSAs — An attempted update would need to operate on multiple DSAs where this
operation is not permitted.

g) objectClassModificationProhibited — An operation attempted to modify the structural object class of an
entry.

h) noSuchSuperior — An attemptednodifyDN operation names a new superior entry that does not exist.

The attributeinfo parameter identifies the particular attribute type(s) and possibly value(s) causing a problem. If an
objectClassViolation is being reported, asttribute item shall be present indicating tbiejectClass attribute type and

listing the object class(es) that caused the problem; additianidlute Type items may also be present (eg. to identify
missing mandatory attributes or extraneous attributes).

NOTE 2 — TheupdateError is not used to report problems with attribute types, values, or constraint vielations encountered in an
addEntrly, removeEntry, modifyEntry, or modifyDN operation. Such problems are reported viaarbuteEror.

The SecurityParameters component (see 7.10) shall be included in the CommonResults (see.74) if the efror is to be
signed, engdrypted, or signed and encrypted by the Directory.
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Annex A

Abstract Servicein ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type, value and information object definitions contained in this Directory
Specification in the form of the ASN.1 module DirectoryAbstractService.

DirectoryAbstractService {joint-iso-itu-t ds(5) module(1) directoryAbstractService(2) 3}
DEFINITIONS ::=
BEGIN

-- EXPORTIS All --

-- The types and values defined in this module are exported for use in the other ASN-1-modules contained
-- within the Directory Specifications, and for the use of other applications which.will-use them to ac¢ess
-- Directory services. Other applications may use them for their own purposes; pbut this will not consirain
-- extensions and modifications needed to maintain or improve the Directory setvice.

IMPORTS
infomationFramework, distributedOperations, authenticationFramework, dap,
diregtoryShadowAbstractService

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l)usefulDefinitions(0) 3}

AgrgementID
FROM DirectoryShadowAbstractService directoryShadowAbstractService

Attripute, AttributeType, AttributeValue, AttributeMalueAssertion, DistinguishedName, Name,
RelativeDistinguishedName, SupportedAttributes; ATTRIBUTE, MATCHING-RULE, ContextAssertjon
FROM InformationFramework informatiohFramework

OpetrationProgress, ReferenceType, Exclusions, AccessPoint, ContinuationReference
FROM DistributedOperations distributedOperations

CertificationPath, SIGNED {}, SIGNATURE {}, Algorithmldentifier, AttributeCertificationPath
FROM AuthenticationFramework authenticationFramework

OPT|ONALLY-PROTECTED
FROM EnhancedSecurity enhancedSecurity

id-opcode-read, id-gpeede-compare, id-opcode-abandon, id-opcode-list, id-opcode-search,
id-opcode-addEntryyid-opcode-removeEntry, id-opcode-modifyEntry, id-opcode-modifyDN,
id-errcode-abandoned, id-errcode-abandonFailed, id-errcode-attributeError,
id-errcode-nameError, id-errcode-referral, id-errcode-securityError, id-errcode-serviceError,
id-erfcode-updateError

FROM DirectoryAccessProtocol dap

OPERATION, ERROR
FROM Remote-Operations-Information-Objects {joint-iso-ccitt remote-operations(4)
informationObjects(5) version1(0) }

emptyUnbind
FROM Remote-Operations-Useful-Definitions {joint-iso-ccitt remote-operations(4)
useful-definitions(7) version1(0)}

Invokeld
FROM Remote-Operations-Generic-ROS-PDUs {joint-iso-ccitt remote-operations(4)
generic-ROS-PDUs(6) version1(0)} ;

SPKM-REQ, SPKM-REP-IT, SPKM-ERROR
FROM SpkmGssTokens { iso (1) identified-organization (3) dod(6) internet (1)
security (5) mechanisms (5) spkm (1) spkmGssTokens (10) }

-- Common data types --
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CommonArguments ::= SET {
serviceControls [30] ServiceControls DEFAULT {},
securityParameters [29] SecurityParameters OPTIONAL,
requestor [28] DistinguishedName OPTIONAL,
operationProgress [27] OperationProgress

DEFAULT { nameResolutionPhase notStarted },

aliasedRDNs [26] INTEGER OPTIONAL,
criticalExtensions [25] BIT STRING OPTIONAL,
referenceType [24] ReferenceType OPTIONAL,
entryOnly [23] BOOLEAN DEFAULT TRUE,
nameResolveOnMaste [21] BOOLEAN DEFAULT FALSE,
operationContexts [20] ContextSelection OPTIONAL }

CommonResults ::= SET{
securityParameters— 1301 —SecurityParameters—OPHONAL;
performer [29] DistinguishedName OPTIONAL,
aliagDereferenced [28] BOOLEAN DEFAULT FALSE}

ServiceCoptrols ::= SET{

optigns [0] BIT STRING {

preferChaining (0),

chainingProhibited (2),

localScope (2),

dontUseCopy 3),

dontDereferenceAliases 4),

subentries (5),

copyShallDo (6),

partialNameResolution (),

manageDSAIT (8) } DEFAULT { },
priotity [1] INTEGER {low (0),~medium (1), high (2) } DEFAULT medium|,
timelLimit [2] INTEGER OPTIONAL,
sizellimit [3] INTEGER OPTI©NAL,
scofgeOfReferral [4] INTEGER { dmd(0), country(1) } OPTIONAL,
attributeSizeLimit [5] INTEGER .OPTIONAL,
manpgeDSAITPlaneRef [6] SEQUENCE {

dsaName Name,

agreement|D AgreementID } OPTIONAL }

Entrylnforﬂ:wationSeIection ;= SET {

attriputes CHOICE {

allUserAttributes [0] NULL,

select [1]  SET OF AttributeType

-- empty set implies no attributes are requested -- } DEFAULT allUserAttributes : NULL,
infoTypes [2] INTEGER {

attributeTypesOnly 0),

attributeTypesAndValues (1) } DEFAULT attributeTypesAndValues,
extrgAttributes CHOICE {

allOperationalAttributes [3] NULL,

select [4] SET OF AttributeType } OPTIONAI
contextSelection ContextSelection OPTIONAL,
returnContexts BOOLEAN DEFAULT FALSE }

ContextSelection ::= CHOICE {
allContexts NULL,
selectedContexts SET OF TypeAndContextAssertion }

TypeAndContextAssertion ::= SEQUENCE ({

type AttributeType,

contextAssertions CHOICE {
preference SEQUENCE OF ContextAssertion,
all SET OF ContextAssertion } }
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EntryInformation ::= SEQUENCE {
name Name,
fromEntry BOOLEAN DEFAULT TRUE,
information SET OF CHOICE {
attributeType AttributeType,
attribute Attribute } OPTIONAL,
incompleteEntry [3] BOOLEAN DEFAULT FALSE, -- not in 1988-edition systems
partialName [4] BOOLEAN DEFAULT FALSE -- not in 1988- or 1993-edition systems -- }
Filter ::= CHOICE {
item [0] Filterltem,
and [1] SET OF Filter,
or [2] SET OF Filter,
not [3] Filter}
Filterltem +=CHQICE {
equglity [0] AttributeValueAssertion,
subdtrings [1] SEQUENCE{
type ATTRIBUTE.&id({SupportedAttributes}),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type
({SupportedAttributesl{ @substrings.type}),
any [1] ATTRIBUTE.&Type
({SupportedAttributesl{@substrings.type}),
final [2] ATTRIBUTE.&Type

greaterOrEqual
lessPrEqual
presgent
apprppximateMatch
extepsibleMatch

MatchingRuleAssertion
matghingRule
type
matghValue

dnAftributes

PagedResultsRequest
newRequest
pageSize
sortKeys
reverse
unmerged
guerlyReference

SortKey :j= SEQUENCE ({
type

orderingRule

({SupportedAttributes}{@substrings.type}) } },
AttributeValueAssertion,
AttributeValueAssertion,
AttributeType,
AttributeValueAssertion,
MatchingRuleAssertion }

(2]
(3]
(4]
(5]
(6]

;= SEQUENCE {

(1]
(2]
(3]

SET SIZE (1..MAX) OF MATCHING-RULE.&id,
AttributeType OPTIONAL,
MATCHING-RULE.&AssertionType ( CONSTRAINED BY {

-- matchValue must be a value oftype specified by the &AssertionType field of
-- one of the MATCHING-RULE ‘hformation objects identified by matchingRule -- } ),

[4] BOOLEANDEFAULT FALSE}

::= CHOICE {

SEQUENCE {
INTEGER,
SEQUENCE OF SortKey OPTIONAL,
[1] BOOLEAN DEFAULT FALSE,
[2] BOOLEAN DEFAULT FALSE},
OCTET STRING }

AttributeType,
MATCHING-RULE.&id OPTIONAL }

SecurityParameters
certification-path
name
time
random
target
response
operationCode

attributeCertificationPath

errorProtection

ProtectionRequest

e
L] = I

CertificationPath OPTIONAL,
DistinguishedName OPTIONAL,
UTCTime OPTIONAL,

BIT STRING OPTIONAL,
ProtectionRequest OPTIONAL,

BIT STRING OPTIONAL,

OBJECT IDENTIFIER OPTIONAL,
AttributeCertificationPath OPTIONAL,
ErrorProtectionRequest OPTIONAL }

(0]
[1]
(2]
(3]
[4]
(5]
[6]
[7]
(8]

::= INTEGER { none (0), signed (1), encrypted (2), signed-encrypted (3) }

ErrorProtectionRequest ::= INTEGER { none (0), signed (1), encrypted (2), signed-encrypted (3) }

-- Bind and unbind operations --
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directoryBind OPERATION ::= {

ARGUMENT DirectoryBindArgument

RESULT DirectoryBindResult

ERRORS { directoryBindError } }
DirectoryBindArgument ::= SET {

credentials [0] Credentials OPTIONAL,

versions [1]  Versions DEFAULT {v1}}
Credentials ::= CHOICE {

simple [0] SimpleCredentials,

strong [1]  StrongCredentials,

externalProcedure [2] EXTERNAL,

spkm [3] SpkmCredentials }
SimpleCredentials ::= SEQUENCE {

name [0] DistinguishedName,

validity [1] SET{

validityPeriod CHOICE {

COMPONENTS OF ValidityPeriodUTC, -- UTC when v1
COMPONENTS OF ValidityPeriodGT }, -- GT when > than~1

random1 [2] BIT STRING OPTIONAL,
random2 [3] BIT STRING OPTIONAL } OPTIONAL,
pasgword [2] CHOICE{
unprotected OCTET STRING,
protected SIGNATURE {OCTET STRING} } OPTIONAL}
ValidityPefiodUTC ::= SET ({
timefl [0] UTCTime OPTIONAL,
timep [1] UTCTime OPTIONAL }
ValidityPefiodGT ::= SET {
timell [0] GeneralizedTime OPTIONAL,
timep [1] GeneralizedTime OPTIONAL }
StrongCrefentials ::= SET {
certification-path [0] CertificationPath OPTIONAL,
bindftoken [1] Token,
namge [2] DistinguishedName OPTIONAL,

attriputeCertificationPath [3] AttfibuteCertificationPath OPTIONAL }
SpkmCredeentials ::= CHOICE {

req | [0] SPKM-REQ,

rep | [1] SPKM-REP-TI}

Token ::=|SIGNED { SEQUENGCE {

algorithm [0] Algorithmldentifier,

namg [1] DistinguishedName,

time [2] UTCTime,

random [3] BIT STRING,

resppnse [4] BIT STRING OPTIONAL,

bind|ntAlgorithm [5] SEQUENCE OF Algorithmldentifier OPTIONAL,
bindjntkeyinfo [6] BindKeyIinfo OPTIONAL,

bindConfAlgorithm [7] SEQUENCE OF Algorithmldentifier OPTIONAL,
bindConfKeyInfo [8] BindKeyInfo OPTIONAL,

dirqop [9] OBJECT IDENTIFIER OPTIONAL }}

Versions ::= BIT STRING {v1(0), v2(1) }
DirectoryBindResult ::= DirectoryBindArgument

directoryBindError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
SET{
versions [0] Versions DEFAULT {v1},
error CHOICE {
serviceError [1]  ServiceProblem,
securityError [2]  SecurityProblem }},

DIRQOP.&dirBindError-QOP{@dirqop} } }
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BindKeyInfo ::= ENCRYPTED { BIT STRING }
directoryUnbind OPERATION ::= emptyUnbind
-- Operations, arguments, and results --

read OPERATION ::= {

ARGUMENT ReadArgument

RESULT ReadResult

ERRORS { attributeError | nameError | serviceError | referral | abandoned |

securityError }
CODE id-opcode-read }
ReadArgument ::= OPTIONALLY-PROTECTED {

SET {
aobject [0] Name
selection [1] EntryinformationSelection DEFAULT {},
modifyRightsRequest [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments },

DIRQOP.&dapReadArg-QOP{@dirqop} }

ReadResu|t ::= OPTIONALLY-PROTECTED {
SET{
entry [0] EntryIinformation,
modifyRights [1] ModifyRights OPTIONAL,
COMPONENTS OF CommonResults },
DIRQOP.&dapReadRes-QOP{@dirqop} }

ModifyRights ::= SET OF SEQUENCE {

item CHOICE {
entry [0] NULL,
attribute [1] AttributeType,
value [2]  AttributeValueAssertion },
pernission [3] BIT STRING { add (0), remove\(%), rename (2), move (3) } }
compare OPERATION ::= {
ARGQUMENT CompareArgument
RESULT CompareResult
ERRPRS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
CODE id-opcode-compare}
CompareArgument ::= OPTIONALLY-PROTECTED {
SET(
object [0] Name,
purported [1] AttributeValueAssertion,
COMPONENTS OF CommonArguments },

DIRQOP.&dapCompareArg-QOP{@dirqop} }

CompareResult ="OPTIONALLY-PROTECTED {

SET(
name Name OPTIONAL,
rratehed O—BOOEEAN-
fromEntry [1] BOOLEAN DEFAULT TRUE,
matchedSubtype [2] AttributeType OPTIONAL,
COMPONENTS OF CommonResults },

DIRQOP.&dapCompareRes-QOP{@dirqop} }

abandon OPERATION ::= {
ARGUMENT AbandonArgument

RESULT AbandonResult
ERRORS { abandonFailed }
CODE id-opcode-abandon }
AbandonArgument ::= OPTIONALLY-PROTECTED {
SEQUENCE {
invokelD [0] Invokeld}

DIRQOP.&dapAbandonArg-QOP{@dirqop} }
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AbandonResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED {
SEQUENCE {
invokelD Invokeld,
COMPONENTS OF CommonResults },
DIRQOP.&dapAbandonRes-QOP{@dirqop} } }
list OPERATION ::= {
ARGUMENT ListArgument
RESULT ListResult
ERRORS { nameError | serviceError | referral | abandoned | securityError }
CODE id-opcode-list }
ListArgument ::= OPTIONALLY-PROTECTED {
SET[
object [0] Name,
pagedResults [1] PagedResultsRequest OPTIONAL,
COMPONENTS OF CommonArguments },
DIRQOP.&dapListArg-QOP{@dirqop} }
ListResult|::= OPTIONALLY-PROTECTED {
CHQICE {
listinfo SET {
name Name OPTIONAL,
subordinates [1] SET OF SEQUENCE {
rdn RelativeDistinguishedName,
aliasEntry [0 BOOLEAN DEFAULT FALSE,
fromEntry [1] BOOLEANDEFAULT TRUE},
partialOutcomeQualifier [2] PartialOutconmeQualifier OPTIONAL,
COMPONENTS OF CommonResults },

DIR(

PartialOut
limit
unex
unay

uncorrelatedListinfo  [0] SET OF ListResult };
OP.&dapListRes-QOP{@dirqop} }

omeQualifier ::= SET {
Problem [0] LimitProblem OPTIONAL,
plored [1]  SET OF ContinuationReference OPTIONAL,
ailableCriticalExtensions
[2] BOOLEAN DEFAULT FALSE,

unknownErrors [3] SET OF ABSTRACT-SYNTAX.&Type OPTIONAL,
qgueriyReference [4] OCTET STRING OPTIONAL,
overgpecFilter [5]  Filter QPTIONAL }
LimitProblem ::= INTEGER {
timeLimitExceeded (0),'sizeLimitExceeded (1), administrativeLimitExceeded (2) }
search ORERATION ::=-{
ARGUMENT SearchArgument
RESULT SearchResult
ERRPORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
CODE id-opcode-search }
SearchArgument ::= OPTIONALLY-PROTECTED {
SET {
baseObject [0] Name,
subset [1] INTEGER {
baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject,
filter [2] Filter DEFAULT and :{},
searchAliases [3] BOOLEAN DEFAULT TRUE,
selection [4] EntrylnformationSelection DEFAULT { },
pagedResults [5] PagedResultsRequest OPTIONAL,
matchedValuesOnly  [6] BOOLEAN DEFAULT FALSE,
extendedFilter [71  Filter OPTIONAL,
checkOverspecified [8] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments },

DIRQOP.&dapSearchArg-QOP{@dirqop} }

ITU-T Rec. X.511 (1997 E)

55


https://iecnorm.com/api/?name=40bf5eb5e0188be643f1be2322b445c0

|SO/IEC 9594-3: 1998 (E)

SearchResult ::= OPTIONALLY-PROTECTED {

CHOICE {
searchinfo SET{
name Name OPTIONAL,
entries [0] SET OF EntryInformation,
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResults },
uncorrelatedSearchinfo [0] SET OF SearchResult },

DIRQOP.&dapSearchRes-QOP{@dirqop} }

addEntry OPERATION ::= {
ARGUMENT AddEntryArgument

RESULT AddEntryResult

ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }

CODE id-opcode-addEntry }

AddEntryArgument ::= OPTIONALLY-PROTECTED {

SET(
object [0] Name,
entry [1]  SET OF Attribute,
targetSystem [2] AccessPoint OPTIONAL,
COMPONENTS OF CommonArguments},

DIRQOP.&dapAddEntryArg-QOP{@dirqop} }

AddEntryResult ::= CHOICE {

null NULL,

infomation PROTECTED {
SEQUENCE { COMPONENTS OF CommonResults },
DIRQOP.&dapAddEntryRes-QOP{@dirqop}’} }

removeEniry OPERATION ::= {

ARGQUMENT RemoveEntryArgument

RESULT RemoveEntryResult

ERRPORS { namekError | serviceErrorj} referral | securityError | updateError }
CODE id-opcode-removeEntry.}

RemoveErtryArgument ::= OPTIONALLY+PROTECTED {
SET(

object [0} Name,

COMPONENTS OF CommonArguments },

DIRQOP.&dapRemoveEntryArg-QOP{@dirqop} }

RemoveErtryResult ::=. CHOICE {

null NULL,

infofmation PROTECTED {
SEQUENCE { COMPONENTS OF CommonResults },
DIRQOP.&dapRemoveEntryRes-QOP{@dirqop} } }

modifyEntry OPERATION ::= {
ARGUMENT ModifyEntryArgument

RESULT ModifyEntryResult

ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }

CODE id-opcode-modifyEntry }

ModifyEntryArgument ::= OPTIONALLY-PROTECTED {

SET {
object [0] Name,
changes [1] SEQUENCE OF EntryModification,
selection [2] EntryInformationSelection OPTIONAL,

COMPONENTS OF CommonArguments },
DIRQOP.&dapModifyEntryArg-QOP{@dirqop} }
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ModifyEntryResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED{
SEQUENCE {
entry [0] Entryinformation OPTIONAL,
COMPONENTS OF CommonResults },
DIRQOP.&dapModifyEntryRes-QOP{@dirqop} } }

EntryModification::=  CHOICE {
addAttribute [0] Attribute,
removeAttribute [1]  AttributeType,
addValues [2] Attribute,
removeValues [3] Attribute,
alterValues [4] AttributeTypeAndValue,
resetValue [5] AttributeType}
modifyDN|OPERATION ::= {
ARGUMENT ModifyDNArgument
RESULT ModifyDNResult
ERRPRS { namekError | serviceError | referral | securityError | updateError }
CODE id-opcode-modifyDN }
ModifyDNArgument ::= OPTIONALLY-PROTECTED {
SET{
object [0] DistinguishedName,
newRDN [1] RelativeDistinguishedName,

deleteOIdRDN  [2] BOOLEAN DEFAULT FALSE,
newSuperior [3] DistinguishedName OPTIONAL,
COMPONENTS OF CommonArguments },
DIRQOP.&dapModifyDNArg-QOP{@dirqop} }

ModifyDNResult ::= CHOICE {

null NULL,
infoymation OPTIONALLY-PROTECTED {
SEQUENCE {
newRDN RelativeDistinguishedName,

COMPONENTS OF CommonResults },
DIRQOP.&dapModifyDNRes-QOP{@dirqop} } }

-- Errors ahd parameters --

abandoned ERROR ::= { -- not literdllyan "error"
PARAMETER OPTIONALLY-PROTECTED {

SET {COMPONENTS OF CommonResults},

DIRQOP.&dirErrors=QOP{@dirqop} }

CODE id-errcode-abandoned }

abandonFailed ERROR_=+{
PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] AbandonProblem,
operation [1] Invokeld,
COMPONENTS OF CommonResults },

DIRQOP.&AITErTors-QOP{@dirqop;y J
CODE id-errcode-abandonFailed }

AbandonProblem ::= INTEGER { noSuchOperation (1), tooLate (2), cannotAbandon (3) }

attributeError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET {
object [0] Name,
problems [1] SET OF SEQUENCE {
problem [0] AttributeProblem,
type [1] AttributeType,
value [2] AttributeValue OPTIONAL },
COMPONENTS OF CommonResults },
DIRQOP.&dirErrors-QOP{@dirqop} }
CODE id-errcode-attributeError }
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AttributeProblem ::= INTEGER {
noSuchAttributeOrValue
invalidAttributeSyntax
undefinedAttributeType
inappropriateMatching
constraintViolation
attributeOrValueAlreadyExists
contextViolation

nameError ERROR ::= {

1),
(),
@3,
(4),
5,
(6),
()}

PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] NameProblem,
matched [1] Name,
—— COMPONENTSOF CommonResutts },

CODE

NameProblem ::= INTEGER {

noSyichObject 1),
alias|Problem 2),
invalidAttributeSyntax 3),
aliagDereferencingProblem  (4),
contpxtProblem 5)}

referral ERROR ::= {

DIRQOP.&dirErrors-QOP{@dirqop} }
id-errcode-namekError }

-- not literally an "error"

PARAMETER OPTIONALLY-PROTECTED {

SET {
candidate [O]
COMPONENTS OF

CODE
securityEr

PARAMETER
SET{

or ERROR ::= {

COD

SecurityProblem

problem
spkminfo

[}
[1]

COMPONENTS,OF
DIRQOP.&dirErrors=sQOP{@dirqop} }
E id-errcode-securityError }

= JUNTEGER {

inappropriateAuthentication (1),

ContinuationReference,
CommonResultsg,

DIRQOP.&dirErrors-QOP{@dirqop} }
id-errcode-referral }

OPTIONALLY-PROTECTED {

SecurityProblem,
SPKM-ERROR,
CommonResults },

invalidCredentials 2),
insufficientAccessRights 3),
invalidSignature (4)

protectionRequired 5),
nolnformation (6),
blockedCredentials ),
invalidQOPMatch (8),
spkmError 9)}

serviceError ERROR ::= {
OPTIONALLY-PROTECTED {

PARAMETER
SET{
problem

[0]

COMPONENTS OF

ServiceProblem,
CommonResults },

DIRQOP.&dirErrors-QOP{@dirqop} }

CODE
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