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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The I:I{)ocedures used to develop this document and those intended for its further mall-‘itltenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval critefia needed for the
differ¢nt types of document should be noted (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patenf rights. ISO and [EC shall not be held responsible for identifying any or.all such patent rights. Details
of any|patent rights identified during the development of the document will be in the Introdfyiction and/or
on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC [ist of patent
declarfations received (see http://patents.iec.ch).

Any tfade name used in this document is information given for'the convenience of users|and does not
constitute an endorsement.

For ah explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expregsions related to conformity assessment, as ‘well as information about ISO's adhg¢rence to the
World Trade Organization (WTO) principles, in the Technical Barriers to Tradq (TBT), see
www.|so.org/iso/foreword.html.

This document was prepared by ITU-T\@s ITU-T X.501 (10/2019) and drafted in accprdance with
its ¢ditorial rules, in collaboration with Joint Technical Committee ISOAIEC JTC 1,
Information technology, Subcommittee SC 6, Telecommunications and information exch@nge between
systengs.

This 1Iinth edition cancels.and replaces the eighth edition (ISO/IEC 9594-2:2017), which has been
technically revised.

Alist ¢f all parts in.the ISO/IEC 9594 series can be found on the ISO website.

Any fdedback.er'questions on this document should be directed to the user’s national standards body.
A complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This Recommendation | International Standard, together with other Recommendations in the ITU-T X.500-series | parts
of ISO/IEC 9594, has been produced to facilitate the interconnection of information processing systems to provide
directory services. A set of such systems, together with the directory information that they hold, can be viewed as an
integrated whole, called the Directory. The information held by the Directory, collectively known as the Directory
Information Base (DIB), is typically used to facilitate communication between, with or about objects such as application
entities, people, terminals and distribution lists.

The Directory plays a significant role in Open Systems Interconnection (OSI), whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;
— under different managements;
. of different levels of complexity; and

+  of different ages.

This Reconmendation | International Standard provides a number of different models for the Directory as a framework
for the oth¢r Recommendations in the ITU-T X.500 series | parts of ISO/IEC 9594. The models are the’overall (functional)
model; th¢ administrative authority model, generic Directory Information Models proyidirig Directory| User and
Administrative User views on Directory information, generic DSA and DSA information models, an Qperational
Framework and a security model.

The generfc Directory Information Models describe, for example, how information.about objects is groupgd to form
Directory ¢ntries for those objects and how that information provides names for.objects.

The generfic DSA and DSA information models and the Operational Framework provide support for| Directory
distribution.

This RecoLmendation | International Standard provides a specialization of the generic Directory Information|Models to
support Difectory Schema administration.

This Reconmendation | International Standard provides the fotndation frameworks upon which industry profiiles can be
defined by|other standards groups and industry forums. Manyof the features defined as optional in these framejvorks may
be mandatgd for use in certain environments through profiles. This ninth edition technically revises and enhances the
eighth editjon of this Recommendation | International:Standard.

Annex A, which is an integral part of this Recommendation | International Standard, summarizes the usagq of ASN.1
object iderftifiers in the ITU-T X.500-series Récommendations | parts of ISO/IEC 9594.

Annex B, which is an integral part of this\sRécommendation | International Standard, provides the ASN.1 moglule which
contains alfl of the definitions associated.Wwith the information framework.

Annex C,| which is an integrak-part of this Recommendation | International Standard, provides the $ubschema
administrafion schema in ASN.L.

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Service Administration,

Annex E, which is-anintegral part of this Recommendation | International Standard, provides the ASN.1 module for Basic
Access Coptrolt

Annex F, which is an |nfnnm| part of this Recommendation I International Standard. nrn\/ldpc the ASN.1 module which
contains all the deflnltlons assomated with DSA operational attrlbute types.

Annex G, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with operational binding management operations.

Annex H, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with enhanced security.

Annex |, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains the definitions for LDAP system schema using the ASN.1 ATTRIBUTE information object.

Annex J, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

Annex K, which is not an integral part of this Recommendation | International Standard, describes some criteria that can
be considered in designing names.
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Annex L, which is not an integral part of this Recommendation | International Standard, provides some examples of
various aspects of Schema.

Annex M, which is not an integral part of this Recommendation | International Standard, provides an overview of the
semantics associated with Basic Access Control permissions.

Annex N, which is not an integral part of this Recommendation | International Standard, provides an extended example
of the use of Basic Access Control.

Annex O, which is not an integral part of this Recommendation | International Standard, describes some DSA specific
entry combinations.

Annex P, which is not an integral part of this Recommendation | International Standard, provides a framework for the
modelling of knowledge.

Annex Q, which is not an integral part of this Recommendation | International Standard, describes the concept of
subfilters.

Annex R, Which is not an integral part of this Recommendation | International Standard, describes recomimendations and
examples ¢n how family members can be named.

Annex S, Which is not an integral part of this Recommendation | International Standard, gives an.introduction|to naming
concepts apd considerations.

Annex T, which is not an integral part of this Recommendation | International Standard,lists alphabetically the terms
defined in this Recommendation | International Standard.

Annex U, which is not an integral part of this Recommendation | International Standard, lists the amendments|and defect
reports thal have been incorporated to form this edition of this Recommendatiofi-|; International Standard.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Models

SECTION 1 - GENERAL

1 Scope

The models defined in this Recommendation | International Standard provide a conceptual and terminological framework

for the ot

er ITU-T X.500-series Recommendations | parts of ISO/IEC 9594 which define various asp

Directory.

The funct
functional
Operationa

The gener
the perspe
than centrg

This Reconmendation | International Standard provides a specialization of the generic Directory Information

support Di
The other

Recommendation | International Standard to define specializations of the.generic information and DSA models

specific in

g

The securi
for identify
defines thr
use. The sé

using mechanisms such asiencryption and digital signatures. This makes use of the framework for authenticat

in Rec. IT
ISO/IEC 1

DSA mode

[

onal and administrative authority models define ways in which the Directory can be, distrib
y and administratively. Generic Directory System Agent (DSA) and DSA information” mod
| Framework are also provided to support Directory distribution.

c Directory Information Models describe the logical structure of the Directory Information Base (
tive of Directory and Administrative Users. In these models, the fact that the Directory is distribt
lized, is not visible.

Fectory Schema administration.

TU-T Recommendations in the X.500 series | parts of ISO/IEC 9594 make use of the concepts def

ormation, DSA and operational models supporting particdlardirectory capabilities (e.g., Replicatig

) the service provided by the Directory is described+(in Rec. ITU-T X.511 | ISO/IEC 9594-3) in t
concepts of the information framework: this allows the service provided to be somewhat inde
the physical distribution of the DIB;

) the distributed operation of the Directory is specified (in Rec. ITU-T X.518 | ISO/IEC 9594-

highly distributed;

) replication capabilities offered<by the component parts of the Directory to improve overal
performance are specified (in'Rec. ITU-T X.525 | ISO/IEC 9594-9).

ing the access control scheme in effect in a particular portion of the Directory Information Tree (L
be flexible, specific acgess control schemes which are suitable for a wide variety of applications ar
curity model also/prevides a framework for protecting the confidentiality and integrity of directory

J-T X.509 JHSO/IEC 9594-8 as well as generic upper layers security tools defined in Rec. ITU
1586-1.

Is establish a framework for the specification of the operation of the components of the Directory. S
)\.{the Directory functional model describes how the Directory is manifested as a set of on

components, each being a DSA;]

b) the Directory distribution model describes the principals according to which the DIB e

entry-copies may be distributed among DSAs;

cts of the

uted, both
Is and an

DIB) from
ted, rather

Models to

ned in this
to provide

n):
brms of the
pendent of

) so as to

provide that service, and therefore maintain that logical information structure, given that the DIB is in fact

Directory

y model establishes a framework for the specification of access control mechanisms. It provides a fnechanism

IT), and it
d styles of
operations
on defined
T X.830 |

pecifically:
E or more

ntries and

c) the DSA information model describes the structure of the Directory user and operational information held
ina DSA,;
d) the DSA operational framework describes the means by which the definition of specific forms of
cooperation between DSAs to achieve particular objectives (e.g., shadowing) is structured.
© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016) 1
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2

2.1

References

Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent edition
of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently valid
International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently valid
ITU-T Recommendations.

211

2.1.2

2.1.3

Identical Recommendations | International Standards
Recommendation ITU-T X.500 (2019) | ISO/IEC 9594-1:2020, Information technology — Open Systems

Interconnection — The Directory: Overview of concepts, models and services.

Recommendation ITU-T X.509 (2019) | ISO/IEC 9594-8:2020, Information technology-~ (@p
Interconnection — The Directory: Public-key and attribute certificate frameworks.

Recommendation ITU-T X.511 (2019) | ISO/IEC 9594-3:2020, Information technology — Op
Interconnection — The Directory: Abstract service definition.

Recommendation ITU-T X.518 (2019) | ISO/IEC 9594-4:2020, Information’technology — Op
Interconnection — The Directory: Procedures for distributed operation,

Recommendation ITU-T X.519 (2019) | ISO/IEC 9594-5:2020, Information technology — Op
Interconnection — The Directory: Protocol specifications.

Recommendation ITU-T X.520 (2019) | ISO/IEC 9594-6:2020,~Information technology — Op
Interconnection — The Directory: Selected attribute types,

Recommendation ITU-T X.521 (2019) | ISO/IEC 9594-7:2020, Information technology — Op
Interconnection — The Directory: Selected object classes.

Recommendation ITU-T X.525 (2019) | ISO/IECy9594-9:2020, Information technology — Op
Interconnection — The Directory: Replication-

Recommendation ITU-T X.660 (2011) | ISO/IEC 9834-1:2012, Information technology — Op
Interconnection — Procedures for the operation of OSI Registration Authorities: General proc
top arcs of the ASN.1 Object Identifier-tree.

Recommendation ITU-T X.680.(2015) | ISO/IEC 8824-1:2015, Information technology — Abst
Notation One (ASN.1): Specification of basic notation.

Recommendation ITU-FX.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abst
Notation One (ASN.1): Information object specification.

RecommendationdFU-T X.682 (2015) | ISO/IEC 8824-3:2015, Information technology — Abst
Notation One(ASN.1): Constraint specification.

Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4:2015, Information technology — Abst
Notation’One (ASN.1): Parameterization of ASN.1 specifications.

Recemmendation ITU-T X.690 (2015) | ISO/IEC 8825-1:2015, Information technology — ASN.
rales: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Dis
Encoding Rules (DER).

en Systems
en Systems
bn Systems
bn Systems
en Systems
en Systems
bn Systems

bn Systems
pdures and

act Syntax
act Syntax
act Syntax
act Syntax

L encoding
tinguished

Paired Recommendations | International Standards equivalent in technical content

Recommendation ITU-T X.800 (1991) (previously CCITT Recommendation), Security architecture for

Open Systems Interconnection for CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic
Model — Part 2: Security Architecture.

Other references
IETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification Road

Rec. ITU-T X.501 (10/2019)

Map.
IETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

Reference

IETF RFC 4512 (2006), Lightweight Directory Access Protocol (LDAP): Directory Information Models.
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2.2 Non-normative references

Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
Interconnection — Basic Reference Model: The Basic Model.

IETF RFC 4526 (2006), Lightweight Directory Access Protocol (LDAP): Absolute True and False Filters.

Recommendation ITU-T X.811 (1995) | ISO/IEC 10181-2:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Authentication framework.

Recommendation ITU-T X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems — Access control framework.

Recommendation ITU-T X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems
Interconnection — Security frameworks for open systems — Non-repudiation framework.

3 pefinitions

For the pugposes of this Recommendation | International Standard, the following definitions apply.

3.1 Communication definitions
The following terms are defined in Rec. ITU-T X.519 | ISO/IEC 9594-5:

d) application-context;
B) application-entity;
q) application process.
3.2 Basic Directory definitions
The following terms are defined in Rec. ITU-T X.500 | ISO/IEC 9594-1:
d) Directory;
) Directory Access Protocol,;
¢) Directory Information Base;
d) Directory Operational Binding Management Protocol;
d) Directory System Protocol;
f) (Directory) user.

3.3 Distributed operation definitions
The following terms are defined ip‘\Rec. ITU-T X.518 | ISO/IEC 9594-4:

Q)

o
— — ~ — -

access point;

hierarchieal operational binding;
name-resolution;

non=specific hierarchical operational binding;

relevant hierarchical operational binding.

3.4 Replication definitions
The following terms are defined in Rec. ITU-T X.525 | ISO/IEC 9594-9:

a)
b)
c)
d)
e)
f)

9)
h)

cache-copy;
consumer reference;
entry-copy;

master DSA,

primary shadowing;
replicated area;
replication;
secondary shadowing;

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016) 3
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i) shadow consumer;

j)  shadow supplier;

k) Shadowed DSA Specific Entry;
) shadowing;

m) supplier reference.

The definitions of terms defined in this Recommendation | International Standard are included at the beginning of
individual clauses, as appropriate. An index of these terms is provided in Annex T for easy reference.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply.
CDF  Access Control Decision Function

Cl Access Control Information
CIA  Access Control Inner Area
CSA  Access Control Specific Area
SN.1  Abstract Syntax Notation One
VA  Attribute Value Assertion
ER (ASN.1) Basic Encoding Rules
ACD Directory Access Control Domain
AP Directory Access Protocol
IB Directory Information Base
ISP Directory Information Shadowing Protocol
IT Directory Information Tree
MD  Directory Management Domain
MO  Domain Management Organization
OP Directory Operational Binding Management Protocol
SA Directory System Agent
SE DSA Specific Entry
SP Directory System Pratocol
UA  Directory User Agent
OB Hierarchical ©perational Binding
DM Internet Directly Mapped
DAP  Lightweight Directory Access Protocol
HS Message Handling Systems
HOB < Non-specific Hierarchical Operational Binding
SSR.~ Non-Specific Subordinate Reference

OSI Open Systems Tnterconnection

RDN Relative Distinguished Name

RHOB Relevant Hierarchical Operational Binding (a HOB or NHOB, as appropriate)
SDSE  Shadowed DSE

TLS Transport Layer Security

TCP Transmission Control Protocol

4 Rec. ITU-T X.501 (10/2019) © ISO/IEC 2020 - All rights reserved
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5 Conventions

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean Rec. ITU-T X.501 |
ISO/IEC 9594-2. The term "Directory Specifications" shall be taken to mean Rec. ITU-T X.500 | ISO/IEC 9594-1,
Rec. ITU-T X.501 | ISO/IEC 9594-2, Rec. ITU-T X.511 | ISO/IEC 9594-3, Rec. ITU-T X.518 | ISO/IEC 9594-4,
Rec. ITU-T X.519 | ISO/IEC 9594-5, Rec. ITU-T X.520 | ISO/IEC 9594-6, Rec ITU-T X.521 | ISO/IEC 9594-7 and
Rec. ITU-T X.525 | ISO/IEC 9594-9.

If an International Standard or ITU-T Recommendation is referenced within normal text without an indication of the
edition, the edition shall be taken to be the latest one as specified in the normative references clause.

Prior to year 2020, the parts making up the Directory Specifications have been progressed together and can therefore
collectively be identified as the Directory Specifications of a specific edition using the format: Rec. ITU-T X.5** (yyyy)
| ISO/IEC 9594-*:yyyy (e.g.; Rec. ITU-T X.5** (1993) | ISO/IEC 9594-*:1995).

This Directory Specification makes extensive use of Abstract Syntax Notation One (ASN.1) for the formal specification
of data typps and values, as it is specified in Rec. ITU-T X.680 | ISO/IEC 8824-1, ITU-T X.681 (2015) | ISQHEC 8824-2,
ITU-T X.682 (2015) | ISO/IEC 8824-3, ITU-T X.683 (2015) | ISO/IEC 8824-4 and Rec. ITU-T X.690 | ISOMIEC 8825-1.

This Directory Specification presents ASN.1 notation in bold Courier New typeface. When ASN.1-typés and|values are
referenced|in normal text, they are differentiated from normal text by presenting them in the bold Codrier New typeface.
The name$ of procedures, typically referenced when specifying the semantics of processingyare differentiated from
normal text by displaying them in bold Times. Access control permissions are presented in-italicized Times.

If the items in a list are numbered (as opposed to using "—" or letters), then the items_shall be considered] steps in a
procedure.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016) 5
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SECTION 2 - OVERVIEW OF THE DIRECTORY MODELS

6 Directory Models

6.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

6.1.1 administrative authority: An agent of the Domain Management Organization concerned with various aspects
of Directory administration. The term administrative authority (in lower case) refers to the power vested in an
Administrative Authority by the Domain Management Organization to execute policy.

6.1.2  directory administrative and operational information: Information used by the Directory for administrative
and operatjonal purpases

6.1.3 directory information tree (DIT) domain: That part of the global DIT held by the DSAs and"LDAP servers
forming a PMD.

6.1.4 directory management domain (DMD): A set of one or more DSASs, zero or more LDAP servdrs, zero or
more DUASs and zero or more LDAP clients managed by a single organization.

6.1.5 domain management organization: An organization that manages a DMD (and.the associated DIT Domain).
6.1.6 directory user information: Information of interest to users and their applications.

6.1.7 directory system agent (DSA): An Open Systems Interconnection (OSI) application process which is part of
the Directqry.

6.1.8 directory) user: The end user of the Directory, i.e., the entity, orlperson which accesses the Directqry.

6.1.9 directory user agent (DUA): An OSI application process-which represents a user in accessing the Directory.
NOTE 4 DUAs may also provide a range of local facilities to assist.users compose queries and interpret the responses|

6.1.10 lyghtweight directory access protocol (LDAP) client: An application process which represent$ a user in
accessing the Directory via the Lightweight Directory Access’Protocol (LDAP).

6.1.11 DAP server: An application process which is part of the Directory, holds a part of the DIB, fand which
responds td requests via the Lightweight Directory Access Protocol (LDAP).

6.2 The Directory and its users

The Directory is a repository of information and protocols and procedures for accessing and maintaining that ifformation.
The repostory is known as the Directory Information Base (DIB). Directory services provided to users are|concerned
with variodis kinds of access to this\information.

The servicgs provided by the'Directory are defined in Rec. ITU-T X.511 | ISO/IEC 9594-3.

A Directony user (e.g.,.dperson or an application-process) obtains Directory services by accessing the Directory. More
precisely, & Directory-User Agent (DUA) or a Lightweight Directory Access Protocol (LDAP) client actually apcesses the
Directory and interacts with it to obtain the service on behalf of a particular user. The Directory provides ofie or more
access poifts at’'which such accesses can take place. These concepts are illustrated in Figure 1.

A DUA is|manifested as an application-process. In any instance of communication, each DUA represents prgcisely one
directory user.

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSASs)
and/or LDAP servers, each of which provides zero, one or more of the access points. For a more detailed description of
DSAs, see 21.2.

An access point is provided by a particular DSA providing access to distributed directory. The DSA to which a DUA or
LDAP client has an application-association is called the bound DSA.
NOTE 1 — Some open systems may provide a centralized DUA function retrieving information for the actual users (application-
processes, persons, etc.). This is transparent to the Directory.
NOTE 2 — The DUA functions and a DSA can be within the same open system; it is an implementation choice whether to make
one or more DUAs visible within that open system.
NOTE 3 — A DUA may exhibit local behaviour and structure which is outside the scope of envisaged Directory Specifications. For
example, a DUA which represents a human directory user may provide a range of local facilities to assist its user to compose
queries and interpret the responses.

6 Rec. ITU-T X.501 (10/2019) © ISO/IEC 2020 - All rights reserved
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Figure 1 — Access to the Directory

6.3 Directory and DSA Information Models

6.3.1 (Generic Models

Directory Information may be classified as either:

+ user information, placed in the Directory by, or on behalf of, users; and subsequently administered by, or
on behalf of, users. Section 3 provides a model of this information; or

-+ administrative and operational information, held by the Directory to meetyvarious adminisfrative and
operational requirements. Section 5 provides a model of this information:"AlSo provided in Segtion 5 is a
specification of the relationship between the user, administrative and gperational information models.

These moglels, presenting views of the DIB from different perspectives, are\ réferred to as the generic| Directory
Informatiop Models.

Directory [nformation models describe how the Directory as a whole represents information. The composition of the
Directory @s a set of potentially cooperating DSAs is abstracted from-the model. The DSA information moplel, on the
other hand| is especially concerned with DSAs and the informatiofthat must be held by DSAs in order thaf the set of
DSAs confprising the Directory may together realize the Directory information model. The DSA Informatiop Model is
provided in clauses 22 through 23.

The DSA [nformation model is a generic model describing'the information held by DSAs and the relationshjp between
this informjation and the DIB and DIT.

Some, but [not all, of the information represented by~the DSA information model is accessible via the Directdry abstract
service. Therefore, administration of all of the_information described in these Directory Specifications is not gossible via
the Directqry abstract service. It is envisioned that administration of DSA information will initially be a local patter, but
that eventyally some generic system management service will be employed to provide access to all of the information
described In the DSA information model;

6.3.2 $pecific information models

Subsequent to the development of generic models for the Directory as a whole and for its components, specific
information models are required for the standardization of particular aspects of the operation of the Directpry and its
components.

The generic Directory Information Models establish a framework for the following specific information modgls:
1 <~ an-access control information model;

a cithcchama tnfarmatinn madal-
a-SHBSEReHaHHBHRaHOH-HRB6Et

— acollective attribute information model.

The generic DSA Information Model in turn establishes a framework for the following specific information models:
— amodel for a DSA's distribution knowledge;
— amodel for a DSA's replication knowledge.

6.4 Directory Administrative Authority Model

A Directory Management Domain (DMD) is a set of one or more DSAs and zero or more DUAs managed by a single
organization.

That part of the global DIT held by (the DSAs forming) a DMD is referred to as a DIT Domain. There is a one-to-one
correspondence between DMDs and DIT Domains. The term "DMD" is used when referring to the management of the

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016) 7
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functional components of the Directory. The term "DIT Domain" is used when referring to the management of Directory
Information. Two important points regarding this terminology are:

— A DIT Domain consists of one or more disjoint subtrees of the DIT (see 11.5). A DIT Domain shall not
contain the root of the global DIT.

—  The term "DMD" may also be used as a general term when both aspects of management are considered
together.

An organization that manages a DMD (and the associated DIT Domain) is referred to as a Domain Management
Organization (DMO).

Figure 2 illustrates the relationship between a DMO, DMD and DIT Domain.

[ Domain management organization ]

Manages Manages
A 4 A

DIT Domain DMD

X.501(12)_F02

Figure 2 — Directory mhanagement

Managemgnt of a DUA by a DMO implies an ongoing, responsibility for service to that DUA, e.g., maintenance, or in
some case$ ownership, by the DMO. The DMO may-0r may not elect to make use of the Directory Specifications to
govern any interactions among DUAs and DSAs which are wholly within the DMD.

An agent pf a DMO concerned with variousiaspects of Directory administration is referred to as an Administrative
Authority. [The term administrative authority(in lower case) refers to the power vested in an Administrative Apthority by
a DMO to execute policy.

NOTE + A Directory Administrative-Authority Model is specified in Section 4.

A DMD may be assigned an object identifier (a DMD-id) for convenience in reference, for example, in searchj-rules.
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SECTION 3 - MODEL OF DIRECTORY USER INFORMATION

7 Directory Information Base

7.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

7.1.1 alias entry: An entry of the class "alias" containing information used to provide an alternative name for an
object or alias entry.

7.1.2 ancestor: The entry at the root of the hierarchy of family members that comprise a compound entry.

7.13 compound entry: A representation of an object in terms of family members that are hierarchically organized
into one of more TamiTies of entries.

7.14 derived entry: Entry information in a search result containing attribute values obtained by performing a join
on data thdt originated from more than one Directory entry.

7.15 direct superclass: Relative to a subclass — an object class from which the subclass is diréctly derivdd.

7.1.6 directory information base (DIB): The complete set of information to which the’Directory provifles access,
and which includes all of the pieces of information which can be read or manipulated using the' operations of the Directory.

7.1.7 directory information tree (DIT): The DIB considered as a tree, whose\vértices (other than the rgot) are the
Directory ¢ntries.

NOTE 4 The term "DIT" is used instead of "DIB" only in contexts where the tree strueture of the information is relev]mt.

7.1.8 directory) entry: A named collection of information within the DIB. The DIB is composed of entties.

7.1.9 flamily: A hierarchical subset of family member entries that\represents a particular class of information within
a compour]d entry. The root of each family within a compound entry is the ancestor, but apart from the sharefl ancestor,
families dq not share common members. A family is distinguished,from other families within a compound entry by having
a common|class (structural object class) for each family member that is immediately subordinate to the ancestor.

7.1.10 fl:mily member: A member of a hierarchical colection of entries that comprise a compound entry.
i

7.1.11 mediate superior (noun): Relative to.a'particular entry or object (it shall be clear from the contekt which is
intended), the immediately superior entry or object:

7.1.12  immediately superior entry: Reldtive to a particular entry — an entry which is at the initial vertex ¢f an arc in
the DIT wihose final vertex is that of theparticular entry.

7.1.13 immediately superior object: Relative to a particular object — an object whose object entry is the [immediate
superior of any of the entries (objector alias) for the second object.

7.1.14  gbject (of interest):yAnything in some ‘world', generally the world of telecommunications and ipformation
processing|or some part thereof, which is identifiable (can be named), and which it is of interest to hold infofmation on
in the DIB

7.1.15 gbject class: An identified family of objects (or conceivable objects) which share certain characterigtics.

7.1.16  gbjéctentry: An entry which is the primary collection of information in the DIB about an object,{and which
can therefarehe said to represent that nhjarf inthe DIB

7.1.17  related entries: A set of (directory) entries, each of which can be identified as holding information in the DIB
about a particular real-world object of interest. Different entries in the set may contain different types of information
about the real-world object, and may even contain conflicting information.

NOTE 1 — The value of information within a set of related entries depends on the reliability of the identification of each entry with

the real-world.

NOTE 2 — It is possible, but not necessary, for related entries to exist in separate DITs and to have identical distinguished names.

Similarly, it is possible for non-related entries to have identical distinguished names; however, it is recommended that identical
distinguished names be used only for related entries.

7.1.18 subclass: Relative to one or more superclasses — an object class derived from one or more superclasses. The
members of the subclass share all the characteristics of the superclasses and additional characteristics possessed by none
of the members of those superclasses.

7.1.19  subordinate: The converse of superior.
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7.1.20 superclass: Relative to a subclass — a direct superclass, or superclass to an object class that is a direct superclass
(recursively).

7.1.21  superior: (Applying to entry or object) immediately superior, or superior to one which is immediately superior
(recursively).

7.2 Objects

The purpose of the Directory is to hold, and provide access to, information about objects of interest (objects) which exist
in some 'world'. An object can be anything in that world which is identifiable (can be named).
NOTE — The objects known to the Directory may not correspond exactly with the set of 'real’ things in the world. For example, a
real-world person may be regarded as two different objects, a business person and a residential person, as far as the Directory is
concerned. The mapping is not defined in this Directory Specification, but is a matter for the users and providers of the Directory
in the context of their applications.

An object ¢ ; , —Eyery object
belongs to[at least one object class. An object class may be a subclass of other object classes, in which case-the members
of the fornper class, the subclass, are also considered to be members of the latter classes, the superclasses, There may be
subclasses|of subclasses, etc., to an arbitrary depth.

7.3 Directory entries
The Directpry Information Base (DIB) is composed of (Directory) entries. An entry is amnamed collection of iffformation.

There are four kinds of entries:

+  Object entries: Representing the primary collection of information-in the DIB about a particylar object.
For any particular object, there is precisely one object entry or.compound entry (see 8.10). The dbject entry
is said to represent the object. An object entry is either a singlé entry or a compound entry comprising an
aggregate of entries together representing the object.

+  Alias entries: Used to provide alternative names for @bject entries (possibly the ancestor of ajcompound
entry, but not child family members).

+  Subentries: Representing a collection of information in the DIB used to meet administrative and
operational requirements of the Directory. Subentries are discussed in Section 5.

+  Family members: Special entries that are\components of a compound entry. The ancestor of ajcompound
entry is also a family member.

A user viey of the structure of Directory entries.s depicted in Figure 3 and described in 8.2.

Each entry|contains an indication of the abject classes, and their superclasses, to which the entry belongs.

Some objdct entries are specially desighated for the purpose of Directory administration. These entries gre termed
administralive entries. The Directory user is not normally aware of this, and views these entries in the same wpy as other
object entrjes.

7.4 Pirectory Information Tree (DIT)

In order to| satisfy requirements for the distribution and management of a very large DIB, and to ensure that pntries can
be unambipguoustyxnamed and rapidly found, a flat structure is not likely to be feasible. Accordingly, the Hierarchical
relationship eommonly found among objects (e.g., a person works for a department, which belongs to an organization,

inacou : ited, L ngeme jes into a tree ¢ Directory

NOTE — An introduction to the concepts and terminology of tree structures can be found in Annex J.

The component parts of the DIT have the following interpretations:

a) the vertices are the entries. Object entries may be either leaf or non-leaf vertices, whereas alias entries are
always leaf vertices. The root is not an entry as such, but can, where convenient to do so [e.g., in the
definitions of b) and c) below], be viewed as a null object entry [see d) below];

10 Rec. ITU-T X.501 (10/2019) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=01f711206997eb9c559cd96c397b0e95

ISO/IEC 9594-2:2020 (E)

b) the arcs define the relationship between vertices (and hence entries). An arc from vertex A to vertex B
means that the entry at A is the immediately superior entry (immediate superior) of the entry at B, and
conversely, that the entry at B is an immediately subordinate entry (immediate subordinate) of the entry
at A. The superior entries (superiors) of a particular entry are its immediate superior together with its
superiors (recursively). The subordinate entries (subordinates) of a particular entry are its immediate
subordinates together with their subordinates (recursively);

c) the object represented by an entry is, or is closely associated with, the naming authority (see clause 8) for
its subordinates;

d) the root represents the highest level of naming authority for the DIB.

A superior/subordinate relationship between objects can be derived from that between object entries. An object is an
immediately superior object (immediate superior) of another object if and only if the object entry for the first object is
the immediate superior of any of the object entries for the second object. The terms immediately subordinate object,
immediate subordinate, superior and subordinate (applied to objects) have their analogous meanings.

Permitted $uperior/subordinate relationships among objects are governed by the DIT structure definitions-(seq 13.7).

The Direcfory maintains, in addition to information concerning Directory entries, additional infonmation| regarding
collectiond of Directory entries. Such collections may be subtrees (of the DIT) or subtree refinements (when not a true
tree structyre). See clause 12.

8 Directory entries

8.1 Pefinitions
For the pugposes of this Directory Specification, the following definitions apply:

8.1.1 anchor attribute: A user attribute having friends, as defined-within the relevant subschema. An anchpr attribute
can be usef to cause friend attributes to be included in the set of atttibutes to be selected or considered for mgtching in a
Search opdration, without having to be itself present in an entry.

8.1.2 attribute: Information of a particular type. Entries-are composed of attributes.
8.1.3 user attribute: An attribute holding user information.

8.14 attribute hierarchy: The aspect of an dttribute that permits a user attribute type to be derived frpm a more
generic usgr attribute type. The relationship of the“two attribute type definitions (which mandates certain bghaviour of
attributes qorresponding to these attribute types)-is thus hierarchical.

8.1.5 attribute subtype (subtype).. An-attribute type A is related to another attribute type B by the fact tHat either A
has been derived from B, in which case.A is a direct subtype of B, or A has been derived from an attribute type which is
a subtype ¢f B, in which case A is@an indirect subtype of B.

8.1.6 attribute supertype'(supertype): An attribute type B is related to another attribute type A by the fact that either
A has beenderived from B, in-which case B is a direct supertype of A, or A has been derived from an attribute fype which
is a subtypp of B, in whith:case B is an indirect supertype of A.

8.1.7 attribute type: That component of an attribute which indicates the class of information held by thaf attribute.

8.1.8 gttribute value: A particular instance of the class of information indicated by an attribute type.

8.1.9 attribute value assertion: A prnpncifinn’ which may be true false or undefined. nm‘nrding to the specified

matching rules for the type, concerning the presence in an entry of an attribute value of a particular type.

8.1.10  auxiliary object class: An object class which is descriptive of entries or classes of entries and is not used for
the structural specification of the DIT.

8.1.11  collective attribute: A user attribute whose values are the same for each member of an entry collection.

8.1.12  context: A property that can be associated with a user attribute value to specify information that can be used to
determine the applicability of the value.

8.1.13  context assertion: A proposition, which may be true or false, regarding a context type and particular context
values for that type, that determines the applicability of an attribute value.

8.1.14  context type: That component of a context which indicates its type or purpose.

8.1.15 context list: The set of contexts associated with an attribute value.
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8.1.16  context value: A particular instance of the property indicated by a context type.

8.1.17  derived attribute: An attribute whose value or values is computed in whole or in part at the time of retrieval
rather than directly stored.

8.1.18 derived object class value: A value of an object class whose presence is not administered by a user but is
computed. Derived object class values are categorized as abstract.

8.1.19  direct attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute
values using the identifier of their attribute type.

8.1.20 distinguished value: An attribute value in an entry that appears in the relative distinguished name of the entry.

8.1.21 dummy attribute: An attribute that is defined as a user attribute but which shall never be present in an entry.
Only an anchor attribute can be a dummy attribute.

8.1.22 entry collection: A collection of entries belonging to an explicitly specified subtree or subtree refinement of
the DIT.

8.1.23 flriend attributes: A set of user attributes associated with a specific user attribute (known as an.anchdr attribute)
by an administrative authority, for inclusion in a set of attributes returned when the anchor attribute, is specifipd, or used
potentially|to match a predicate which includes a condition on the anchor attribute.

8.1.24 indirect attribute reference: Reference (in the Directory and DSA abstract service)-to one or mofe attribute
values using the identifier of a supertype of their attribute type.

8.1.25 rpatching rule: A rule, forming part of the Directory Schema, which allows£ntries to be selected by making a
particular gtatement (a matching rule assertion) concerning their attribute values.

8.1.26  rpatching rule assertion: A proposition, which may be true, false, orundefined, concerning the pregence in an
entry of at{ribute values meeting the criteria defined by the matching rule.

8.1.27  qperational attribute: An attribute representing operational and/or administrative information.
8.1.28  dtructural object class: An object class used for the structural specification of the DIT.

8.1.29  dtructural object class of an entry: With respect to'a particular entry, the single structural object class used to
determine the DIT Content Rule and DIT Structure Rule~applying to the entry. This object class is indicdted by the
structuralObjectClass operational attribute. This object class is the most subordinate object class of the entry's structural
object clasp superclass chain.
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8.2 Overall structure

As depicted in Figure 3, an entry consists of a set of attributes.

ENTRY
| Attribute

Attribute | - - - | Attribute |

ATTRIBUTE
One or more per entry

ATTRIBUTE

Attribute Attribute
type value(s)

ATTRIBUTE VALU_LE(S)

4k %
UTIC UT TTTUTT PJTT At Tuutc

1

| Distinguished | Attribute [ | Attribute

! attrlI ute ! value value

i value

! i | Context(s) | | Context(s) |
Context(s)

|

CONTEXT(s).
zero, one or more per attribute value

CONTEXT LIST

\
| Context | Context - - - [ Context :)
N

<.\
Context Context v,
type value(s) L Fallback
(N3

X.501(12)_F03

Figure 3 — Structure of an entry

Each attriljute provides a piece of information.about, or describes a particular characteristic of, the object tg which the
entry corrgsponds.

NOTE 1 - Examples of attributes which might be present in an entry include naming information such as the objegt's personal
name, apd addressing information, such-as its telephone number.

An attribute consists of an attribute type, which identifies the class of information given by an attribute, and the
corresponding attribute values,-which are the particular instances of that class of information appearing in the attribute
within the|entry. A user attribute value may have zero, one, or more contexts associated with it in its cpntext list.
Operationdl attribute values shall not have contexts.

NOTE 2 — Attribute types, attribute values, and contexts are described in 8.4, 8.5 and 8.8 respectively. Operational attributes are
describgd in clause-12.

Attributle {ATTRIBUTE: SupportedAttributes} ::= SEQUENCE {

type ATFRIBYFE—&td{{Supporteddttributes})y— X @888
values SET SIZE (0..MAX) OF ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
valuesWithContext SET SIZE (l1l..MAX) OF SEQUENCE {

value ATTRIBUTE. &Type ({ SupportedAttributes} {@type}),

contextList SET SIZE (1..MAX) OF Context,

...} OPTIONAL,

}

An attribute may be designated as single-valued or multi-valued. The Directory shall ensure that single-valued attributes
have only a single value. This value may have a context list to associate properties with the attribute value. Attributes in
storage shall have at least one value, but may at times appear to have zero values when transferred to or from storage
(e.g., because values are hidden by access control).
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8.3 Object classes

Object classes are used in the Directory for a number of purposes:
—  describing and categorizing objects and the entries that correspond to these objects;
—  where appropriate, controlling the operation of the Directory;

administrative authority.

regulating, in conjunction with DIT structure rule specifications, the position of entries in the DIT;
regulating, in conjunction with DIT content rule specifications, the attributes that are contained in entries;
identifying classes of entry that are to be associated with a particular policy by the appropriate

Some object classes will be internationally standardized. Others will be defined by national administrative authorities
and/or private organizations. This implies that a number of separate authorities will be responsible for defining object
classes and unambiguously identifying them. This is accomplished by identifying each object class with an object

identifier
NOTE |

Directo
those dg

An object
even more
ordered se

An object

Fem the object Tlass 15 defined. A notation for this purpose 1S provided i 13-373-

— An administrative authority may use object classes other than the useful object classes defined and Tegis
y Specifications. An administrative authority may itself specify and register object classes, for example, to
fined in the Directory Specifications.

Class (a subclass) may be derived from an object class (its direct superclass) which, is<itself derivi
generic object class. For structural object classes, this process stops at the most géeneric object clas
of superclasses up to the most superior object class of an object class is its superclass chain.

tlass may be derived from two or more direct superclasses (superclasses notgart of the same superc

This featurle of subclassing is termed multiple inheritance.

The specif
this specif

cation of an entry's or family member's object class identifies whéther an attribute is mandatory d
cation also applies to its subclasses. The subclass may be said te~inherit the mandatory and option

specificatipn of its superclass. The specification of a subclass may indi€ate that an optional attribute of the sy

mandatory
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includes fr|
content rul

An object

in the subclass.

bt class specifies an anchor attribute having friend attributes as optional or mandatory, this au
end attributes as optional attributes without necessarity being included in any object class definitio)
.

class may define a dummy attribute as a mandatory or optional attribute if the dummy attribute ig

attribute shall not appear in an entry of this object class, but if specified as a mandatory attribute, at least one o

attribute. El! an object class specifies a dummy anchor attribute type as a mandatory or optional attribute,

attribute s
attribute of

Friend attr

There are {

NOTE 7

Each objeq

all be present. However, if a non-dummy anchor attribute type is specified as a mandatory attriby
the anchor attribute type shall be‘present.

bute types shall not be present if excluded by content rules.
hree kinds of object classes:
abstract object-class;

structural.object class; and

auxiliary.object class.
— For restriction on definition of subclasses, see 13.3.1.

t classis of precisely one of these kinds, and remains of this kind in whatever situation it is encount

tered in the
supplement

ed from an
S, top. An

ass chain).

r optional;
al attribute
perclass is

omatically
hor in any

an anchor
the anchor
its friends
te type, an

bred within

the Directd

All entries

ry. The definition of each. nhjnnr class shall annr‘ify what kind of nhjprf that it is

shall be a member of the object class top and at least one other structural object class.

8.3.1 Abstract object class

An abstract object class is mainly used to derive other object classes, providing the common characteristics of such object
classes. An entry shall not belong only to abstract object classes.

top is an abstract object class used as a superclass of all structural object classes.
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In addition to its use for deriving other object classes, an abstract object class value can be a derived value; that is, its
presence is computed or inferred by the Directory. For example, the parent object class value for a particular entry is
computed or inferred from the presence of a family member, of auxiliary object class child, immediately subordinate to
the entry.

8.3.2 Structural object class

An object class defined for use in the structural specification of the DIT is termed a structural object class. Structural
object classes are used in the definition of the structure of the names of the objects for compliant entries.

An object or alias entry is characterized by precisely one structural object class superclass chain which has a single
structural object class as the most subordinate object class. This structural object class is referred to as the structural
object class of the entry.

Structural object classes are related to associated entries:

. £ ' " . " 1 los e L loall dlo L Lal los - - :
N all t‘lll.ly bUIIIUIIIIIIIg W d stuctural UUJvL,I. CIdss dlidll IC}JIC&CIIL UIe 1Sdr=wurliu UUJCbL CUTILStrAal ed by the
object class;

+  DIT structure rules only refer to structural object classes; the structural object class of-an-entry is used to
specify the position of the entry in the DIT;

+ the structural object class of an entry is used, along with an associated DIT centent rule, to fontrol the
content of an entry.

The structdral object class of an entry shall not be changed.

8.3.3 Auxiliary object class

Specific agplications using the Directory will frequently find it useful to specify_an auxiliary object class whjch may be
used in thg construction of entries of several types. For example, message-handling systems make use of the auxiliary
class MHY User (see Rec. ITU-T X.402 | ISO/IEC 10021-2) to specify,a package of mandatory and optiongl message
handling aftributes for entry types whose structural object class is variable, e.g., Organizational Person or Residential
Person.

In certain gnvironments, there is a need to be able to add to oritemove from the list of attributes permitted in pn entry of
a particulaf, perhaps standardized, class (or classes).

This requirement may be met by the definition and.use of an auxiliary object class having semantics, known and
maintained within a local community, which changedrom time to time as needed.

This requifement may also be met using the facilities of DIT content rule definitions to dynamically (i.g., without
registration) allow the addition or exclusion of attributes from entries at particular points in the DIT (see 13.3}3).

Auxiliary ¢bject classes are descriptive-ofientries or classes of entries.

Therefore,|besides being a member, of the structural object class, an entry may be optionally a member of ope or more
auxiliary opject classes.

An entry'sjauxiliary object classes may change over time.

NOTE 4 The unregistered object class facility, available in Rec. CCITT X.501 (1988) | ISO/IEC 9594-2:1990 to[support the
requirernents discusséd in this clause, is now deprecated in favour of the use of DIT content rules.

8.3.4 Object class definition and Rec. CCITT X.501 (1988) | ISO/IEC 9594-2:1990

Obiject clagsesdefined using the terminology of Rec. CCITT X.501 (1988) | ISO/IEC 9594-2:1990 will not b¢ classified
as one of structural, auxiliary or abstract.

Alias object classes specified using the terminology of Rec. CCITT X.501 (1988) | ISO/IEC 9594-2:1990 may be
considered to be specified as either abstract, auxiliary or structural object classes and deployed in a subschema
accordingly.
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8.4 Attribute types

Some attribute types will be internationally standardized. Other attribute types will be defined by national administrative
authorities and private organizations. This implies that a number of separate authorities will be responsible for defining
types and unambiguously identifying them. This is accomplished by identifying each attribute type with an object
identifier when the type is defined. Using the notation of the ATTRIBUTE information object class defined in 13.4.8, an
attribute type is defined as:

AttributeType ::= ATTRIBUTE. &id
All attributes in an entry shall be of distinct attribute types.

Certain attributes may not be stored and accessible in entries, but are intended to be carried in operations to convey
information, e.g., diagnostics information, that conveniently can be expressed as attributes. Other attributes, called control
attributes, may as part of their definition specify a special procedure to be executed based on the information in the
attribute. A_control attribute may be specified in an operation _placed in entries _efc See 8 53 of Rec 1TU-T X.520 |
ISO/IEC 9p94-6 for an example.

There are @ number of attribute types which the Directory knows about and uses for its own purposes~Fhey irjclude:

d) objectClass — An attribute of this type shall appear in every entry, and shall indicate the object classes
and superclasses to which the object belongs.

) aliasedEntryName — An attribute of this type shall appear in every alias entry, and shall holfl the name
(see 8.5) of the entry which the alias entry references.

These attriputes are defined in 13.4.8.

The types of user attributes which shall or which may appear within an object or@has entry are governed by rulgs applying
to the indigated object classes as well as by the DIT content rule for that entry\(see 13.8). The types of attributes which

called operational attributes and are used to meet the administrative and operational requirements of the|Directory.

8.5

Defining gn attribute also involves specifying the syntax, and hence data type, to which every value in such attributes
shall confgrm. Using the notation of the ATTRIBUTE information object class defined in 13.4.8, an attribute value is
defined as

ttribute values

AttributleValue ::= ATTRIBUTE.&Type

An attribute value may be designated as a distinguished value, in which case the attribute value can form part of the
relative digtinguished name of the:entry (see 9.3). Generally, an attribute with a distinguished value will have only a single
distinguished value. If such an‘atfribute value has associated context information (see 8.8), the context informgtion is not
considered part of the distinguished value when being part of a relative distinguished name (see 8.8 and 9.3).

NOTE + A distinguishedivalue may have contexts attached, but such context information is not part of a distinguisheq name.

Client-supplied values’shall be preserved for storage in the Directory. Comparison values are ephemeral, and shall not
affect the gtored-value.

8.6 Attribute type hierarchies

When defining an attribute type, the characteristics of some more generic attribute type may optionally be employed as
the basis of the definition. The new attribute type is a direct subtype of the more generic attribute type, the supertype,
from which it is derived.

Attribute hierarchies allow access to the DIB with varying degrees of granularity. This is achieved by allowing the value
components of attributes to be accessed by using either their specific attribute type identifier (a direct reference to the
attribute) or by the identifier of a more generic attribute type (an indirect reference).

Semantically and syntactically related attribute types may be placed in a hierarchical relationship, the more specialized
being subtypes to the more generalized. Searching for, or retrieving attributes and their values is made easier by quoting
the more generalized attribute type; a filter item so specified is evaluated for the more specialized types as well as for the
quoted type; a context assertion specified for the more generalized attribute type is also applied to the more specialized

type.
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Where specialized subtypes are selected to be returned as part of a search result these types shall be returned if available.
Where the more general types are selected to be returned as part of a search result, both attributes of the general and the
specialized types shall be returned, if available. An attribute value shall always be returned as a value of its own attribute

type.

For an entry to contain a value of a user attribute type belonging to an attribute hierarchy, that type shall be explicitly
included either in the definition of an object class to which the entry belongs, or in the DIT content rule applicable to that
entry.

All of the attribute types in an attribute hierarchy are treated as distinct and unrelated types for the purpose of
administration of the entry and for user modification of entry content.

An attribute value stored in a Directory object or alias entry is of precisely one attribute type. The type is indicated when
the value is originally added to the entry.

8.7 Friend attributes

Friend attr|butes are user attributes specified by an administrative authority as related in some practicaliway t¢ a specific
anchor attrfibute. When an anchor attribute is specified in the information to be returned by a Read ar Search|operation,
the feature| permits friend attributes for the anchor attribute to be returned, subject to service and administratiye controls
(includingfaccess control, search rules, etc.). Similarly, when an anchor attribute is specified in a<filter item within a search
predicate, friend attributes can be used to satisfy the predicate if the matching rule for the friend is compatibjle with the
proposed Value.

If an anchpr attribute is permitted within an entry by being included in the mandatory or optional lists of dbject class
values for the entry, friend attributes are also permitted unless excluded by contentyrules. If the anchor attribgite is not a
mandatory]attribute, it may be absent in the entry, even if friend attributes are present.
Any user attribute can be designated within a subschema as an anchor attribute.

NOTE 1 — As an example of an anchor attribute, consider a hypothetical attrib(te commsaddr, which has, in a particularisubschema,
friend aftributes which are communications addresses attribute types, e« \elephone number, e-mail address, URL, etf.

The anchof-friend relationship is neither commutative nor transitive:
. If an anchor attribute A has a friend B, it cannet be deduced that A is a friend of B.
. If an anchor attribute A has a friend B, and\B has a friend C, it cannot be deduced that C is a frjend of A.

If an attriqute A is a friend of some anchor attribute; then all subtypes of A are also friends of that anchor attribute.
However, |t cannot be deduced that supertypes of A are also friends of that anchor attribute.

Designating an attribute as a friend confers no special access control or search-rule protection unless assogiated with
membersh|p of the anchor's object class(ef-which it is automatically a member).

NOTE 2 — At present, access control and’search rules make no use of object classes as a means of defining sets of gttributes for
special privileges or protections.

8.8 Contexts

any user aftribute value'may be a list of contexts which provide additional information that can be used to defermine the
applicability of the-attribute value.

NOTE 1 —Forexample, contexts can be used to associate a particular language, time, or locale with an attribute value

The inforr]l:ation modebmay be refined by associating with attribute values properties called contexts. Asso¢iated with

Each contexttornsists of atype Comporent, a vatue Component whose Symtax s determmned by thetype; anmda fallback
flag. Using the notation of the cONTEXT information object class defined in 13.9, a Context is defined as:

Context ::= SEQUENCE {
contextType CONTEXT. &id ({SupportedContexts}),
contextValues
SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE,
}

The contextType component shall hold the object identifier identifying the type of context.

The contextvalues component shall hold one or more values of the property specified by contextType that are
associated with the particular attribute value.
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The fallback component is used to designate one or more attribute values for specific behaviour in relation to a context
type. In addition to having any specific contextvalues of that context type associated with it, an attribute value for
which fallback is TRUE for a given contextType iS:

—  considered as being associated with any value of the given contextType for which no other values of the
same attribute are otherwise associated. Thus, a context assertion of this context type that fails to match
any values of the attribute based on the rules for matching contextvalues shall match with any attribute
value for which fallback is TRUE for this context type.

NOTE 2 — For example, an attempt to select the attribute value associated with a particular language shall yield those
values with £allback set to TRUE if none of the attribute values is otherwise associated with the chosen language.

— considered as a value to preserve during an operation which resets attribute values for a given attribute
type. A Modify (reset value) removes all values of a chosen attribute type which have an associated context
for which the fallback is set FALSE.

NOTE 3 — Modify (reset value) is further described in 11.3.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

An attribufe value without contexts, or one whose context list does not contain a context of a specific type,\i$ fonsidered
to be applifable under all context values of that specific type.

NOTE 4 — For example, a selection based on the French context value of a language context shall select an.attribute value that does
not havg any language context specifically associated with it (as well as those attribute values having the French langgage context
associated with them specifically).

All contexis in an attribute value's context list shall be of distinct context types.

Context information associated with attribute values may be retrieved along with the aftribute values (e.g., to djfferentiate
between those attribute values). A user of the Directory may also make use of contexts to refine selection and fetrieval of
informatioh during Directory operations.

8.9 Matching rules

8.9.1 Pverview

Of paramopint importance to the Directory is the ability to be able to-select a set of entries from the DIB based or] assertions
concernind attribute values held by these entries.

A matching rule allows entries to be selected by making a-particular assertion concerning their attribute value

U7

The most primitive type of assertion is the attributevalue assertion. More complex assertions may be suppdrted using
matching fule assertions. A matching rule assertion is a proposition, which may be TRUE, FALSE, or UNDEFINED,
concerning the presence in an entry of attribute.yvalues meeting the criteria defined by the matching rule.

An attribute value or matching rule assertion is evaluated based on the matching rule associated with the asseftion.

A matching rule is defined through the Specification of:

+  the range of attribute syntaxes supported by the rule;

-+ the specific types of matches supported by the rule;

+  the syntaxsrequired to express an assertion of each specific type of match;

4 rulesdfor deriving a value of the assertion syntax from a value of the attribute syntax, if requiredl.

NOTE + No resttictions are placed on the matching rules that may be defined to support a particular application. Hoyever, rules
defined [to support one particular application may not be widely supported by DUAs and DSAs. Wherever possible, the matching
rules definedin Rec. ITU-T X.520 | ISO/IEC 9594-6 should be used in preference to the specification of new ones.

Sometimes there will be a one-to-one correspondence between a matching rule and the types of matches supported. For
example, the Directory Abstract Service supports a presence matching rule to detect the presence of an attribute of a given
type in an entry.

Sometimes there will be a many-to-many correspondence between a rule and the types of matches supported. For example,
the Directory Abstract Service supports a generic ordering rule allowing greater than or equal and less than or equal types
of matches.

8.9.2 Attribute value assertion

An attribute value assertion (AVA) is a proposition, which may be TRUE, FALSE, or UNDEFINED, according to the
specified matching rules for the type, concerning the presence in an entry of an attribute value of a particular type. It
involves an attribute type, an asserted attribute value, and optionally an assertion about contexts associated with the
attribute value:
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AttributeValueAssertion ::= SEQUENCE ({
type ATTRIBUTE. &id ({SupportedAttributes}),
assertion ATTRIBUTE. &equality-match. &AssertionType

({SupportedAttributes} {@typel}),
assertedContexts CHOICE {
allContexts [0] NULL,
selectedContexts [1l] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL,

}

ContextAssertion ::= SEQUENCE ({
contextType CONTEXT. &id ({SupportedContexts}),
contextValues SET SIZE (1l..MAX) OF
CONTEXT . &éAssertion ({SupportedContexts} {QcontextType}l) ,

}

The syntax of the assertion component of an AVA is determined by the equality matching rule defined for the attribute

type, and maybedifferentfromrthe-syntaxof the-attribute-itsetf:

8.9.2.1 [valuation of an AVA

An AVA i$:
d) undefined, if any of the following holds:

1) the attribute type is unknown;

2) the attribute type has no equality matching rule;

equality matching rule;

has not been configured with support for that particular attribute type):

value contains a context that matches the assertedContexts as described in 8.9.2.2;
q) false, otherwise.

8.9.2.2 Wse of assertedContexts or context assertion defaults

3) the value does not conform to the data type indicated by the syntax of the assertion of thq attribute's
NOTE - 2) and 3) normally indicate a faulty AVA; 1) however, may.ocelr as a local situation (e.g., a parficular DSA

) true, if the entry contains an attribute of that type, and thg\attribute contains a value of that valpie, and the

The inclusjon of assertedContexts within an AttributeValueAssertion is optional. If assertedCdntexts is
specified, |[then the assertion shall be evaluated only against those values of the attribute for which the

assertedContexts is true, as defined in 8.9.2.3.

If assertedContexts is not provided withip-an AttributevValueAssertion, then a default context assertjon may be
applied in the same manner; that is, the,assertion shall be evaluated only against those values of the attribute for which,
as defined in 8.9.2.3, the default context-assertion is true. There are three potential sources for a default contex} assertion:
that specifjed for the operation as‘a.whole, that available within subentries in the DIT, and that available logally in the

DSA. They are applied as follows:

operationContexts as described in 7.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3, shall be ap]ﬂied.
i

3) If-the*user has not provided assertedContexts for the AVA and there is no context asser

as described in 14.7.

1) If assertedCentexts is not provided within an AttributeValueAssertion, then apy context
assertion.for the given attribute type which has been supplied for the operation as a whole| as part of

on for the
given attribute type which has been supplied for the operation as a whole, then the default context assertion
for the given attribute type in the context assertion subentries (if any) controlling the entry shall pe applied,

3) Ifthere is no context assertion through steps 1) and 2) above, the DSA may apply a locally-defined default
context assertion for the given attribute type. Such a default shall typically reflect local parameters, such
as the language or location of the place of deployment of the DSA, or the current time of day, but may be

tailored differently by the DSA for each DUA to which it responds.

4) If no context assertion is available from any of these sources, then the assertion shall be evaluated

against all values of the attribute.

8.9.2.3 Evaluation of assertedContexts

assertedContexts is true if:
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a) allcontexts is specified (this permits a context assertion to override any default context assertion that
might  otherwise be applied if assertedContexts were omitted from the
AttributeValueAssertion); Or

b) each ContextAssertion in selectedContexts is true as described in 8.9.2.4.

assertedContexts is false otherwise.

8.9.2.4 Evaluation of a ContextAssertion

A ContextAssertion is true for a particular attribute value if:

a) the attribute value has a context of the same contextType Of the ContextAssertion and any of the
stored contextvValues Of that context matches with any of the asserted contextvalues according to
the definition of how a match is determined for that contextType; oOr

b) the attribute value contains no contexts of the asserted contextType; Or

@) none of the other attribute values for the attribute satisfies the ContextAssertion according|to 1) or 2)
in 8.9.2.2 above, but the attribute value does contain a context of the asserted contextTyge with the
fallback Set t0 TRUE.

A ContexftAssertion is false otherwise.

8.9.3 Attribute Type Assertions

An attribute type assertion is a proposition, which may be true, false, or undefined, acCording to the associated contexts.

AttribufeTypeAssertion ::= SEQUENCE ({
type ATTRIBUTE. &id ({SupportedAttributes}),
assertedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL,
}

8.9.3.1 HKvaluation of an attribute type assertion

An attribute type assertion is:
d) undefined, if the attribute type is unknown ordf the attribute is not present in the entry;

) TRUE, if the entry contains an attribute,of-that type, and the attribute contains one or more yalues that
contain a context that matches the assertedContexts as described in 8.9.3.2;

q) FALSE, otherwise.
8.9.3.2 Wse of assertedContexts or context assertion defaults

The inclugion of assertedContexts Within an AttributeTypeAssertion is optional. If assertedCdntexts is
specified, the assertedContexts shall be true for at least one attribute value according to the rules defined jin 8.9.2.4.

If assertpdContexts is not provided within an AttributeTypeAssertion, then a default context assertjon may be
applied in the same manner;'that is, the default context assertion shall be true for at least one attribute value a¢cording to
the rules defined in 8.9.2:4y"The potential sources for a default context assertion are as specified in 8.9.2.2.

8.9.4 Built-in matching rule assertions

A number pf categories of related matching rules, whose semantics are generally understood and applicable tp values of
many diffdrenttypes of attributes, are understood by the Directory:

—  present;

—  equality;

—  substrings;

— ordering;

—  approximate match.

Syntax for asserting certain types of matches associated with these categories of matching rules has been built into the
Directory Abstract Service:

— apresent syntax for the present rule;
—  an equality syntax for equality rules;
— greaterOrEqual and lessOrEqual syntaxes for ordering rules;
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— initial, any and £inal syntaxes for substrings rules;
—  an approximateMatch Syntax for approximate matching rules.

The present syntax may be used for any attribute of any type. The present match tests for the presence of any value of
a particular type.

Specific equality, substrings and ordering matching rules may be associated with an attribute type when it is defined.
These specific rules are used when evaluating assertions of the equality, ordering and substrings rules made using the
syntax built-in to the Directory Abstract Service. If specific rules are not provided, then assertions made concerning these
attributes are undefined.

The approximateMatch Syntax supports an approximate matching rule whose definition is a local matter to a DSA.

8.9.5 Matching rule requirements

In order for_the Dirprtnry to behave in a consistent and well-defined manner it is necessary that certain restrictions be

placed upgn the matching rules that shall be used in conjunction with the syntax that has been built intothg Directory
Abstract Sgrvice.

For an equality matching rule in which the syntax of the assertion is different from the attribute~syntax to[which the
matching rule applies, rules for deriving a value of the syntax of the assertion from a value of therattribute synfax shall be
supplied.

Equality matching rules for attributes used for naming shall be transitive, commutative and have an asserfion syntax
identical tq the attribute syntax.

A transitive matching rule is characterized by the fact that if a value a matches a'value b; and if that value i matches a
third valug| c; then value a matches value c using the rule.

A commutative matching rule is characterized by the fact that if a value amatches a value b, then that value|b matches
the value 3. The attribute presentationAddress is an example of an’attribute supporting an attribute syftax whose
matching rule is not commutative.

With respect to a specific attribute type, the equality and orderingxules (if both present) shall always be related in at least
the follow|ng respect: two values are equal using the equality~relation if and only if they are equal using the ordering
relation. Ir] addition, the ordering relation shall be well-ordered; that is, for all X, y and z for which x precedes y and y
precedes z|according to the relation, then x precedes z.

NOTE + These requirements imply that when ordering.is defined, it also defines equality.

With respdct to a specific attribute type, the equatity and substrings rule (if both present) shall always be related in at least
the following respect: for all x and y that match according to the equality relation, then for all values z of thg substring
relation, the result of evaluating the assertion against the value x equals the result of evaluating the assertion pgainst the
value y. That is, two values that are indistinguishable using the equality relation are also indistinguishablg using the
substrings frelation.

8.9.6 Object Identifier and Distinguished Name equality matching rules

There are 4 number of equality matching rules used to evaluate attribute value assertions which the Directory kpows about
and uses fqr its own purposes. They include:

1+ objeetIdentifierMatch: This rule is used to match attributes with objectIdentifier syntax.
+ ,distinguishedNameMatch: This rule is used to match attributes with DistinguishedName Syntax.

8.10 Entry collections

8.10.1 Overview

A collection of object and alias entries may have certain common characteristics (e.g., certain attributes that have the
same value for each entry of the collection) because of some common characteristic or shared relationship of the
corresponding objects. Such a grouping of entries is termed an "entry collection".

Entry collections may contain object and alias entries that are related by their position in the DIT. These collections are
specified as subtrees or subtree refinements as described in Section 5.

An entry may belong to several entry collections subject to administrative limitations imposed in Section 5.

8.10.2  Collective attributes

When user attributes are shared by the entries of an entry collection, they are termed collective attributes.
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It is also permissible that the same collective attribute be independently associated with two or more of these collections.
In such cases, the entry's collective attribute has multiple values. Collective attributes shall, therefore, always be specified
as multi-valued.

Although they appear to users of the Directory interrogation operations as entry attributes, collective attributes are treated
differently from entry attributes in the Directory information model. This difference is manifested to users of the Directory
modification operations in that collective attributes cannot be administered (i.e., modified) via the entries in which they
appear but shall be administered via their associated subentries.

NOTE — The independent sources of these values are not manifested to the users of the Directory interrogation operations.

For a collective attribute to appear in an entry, the presence of that attribute type must be permitted according to the DIT
content rule governing the entry.

Entries may specifically exclude a particular collective attribute. This is achieved through the use of the
collectiveExclusions attribute, described in 12.7 and defined in 14.6.

8.11 Compound entries and families of entries

A compouhd entry is a special entry that comprises family member entries. These family members form a higrarchy and
thereby pravide hierarchically organized information about the object represented by the compound,entry. The|compound
entry is refresented in the DIT by an ancestor family member, which is at the root of a tree containing the family members.

Family mgmbers can themselves be organized into one or more families for the purposes/of filtering and ipformation
retrieval. Bach family is a subtree; distinct families have no common family members apart from the shared foot that is
the ancestqr. A family thus comprises an ancestor plus a set of subordinate family mermbers.

A family is, beside the ancestor, composed of all of the immediately subordinate’ family members being of the same
structural @bject class. Their subordinate members, if any, are also part of the same family independent of theif structural
object claspes.

These congepts are illustrated in Figure 4.

Compound The Z?]r;:; Structural
entry (andestor) objectclass A

-
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Figure 4 — Families of entries

A family member that is a child within a family tree is marked with the auxiliary object class child. The presence of the
child object class value for an entry causes the immediately superior entry automatically to be marked with the abstract
object class value parent. An entry that is both a parent and a child within a family tree is marked with both object
class values. The ancestor is the only family member that is not of object class child. The construction of compound
entries is carried out by marking entries with child object class values.

Each subordinate of a non-ancestor family member shall itself be a family member, and marked with a child object class
value.

The ASN.1 definition of these object classes can be found in 13.3.3.

All family members of a compound entry shall be placed in the same naming context as the ancestor. Family members
are not permitted to be alias entries. An alias shall not point to a child family member.
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9 Names

9.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

9.11 alias, alias name: An alternative name for an object, provided by the use of alias entries.

9.1.2 (alias) dereferencing: The process of converting an object's alias name to its distinguished name.

9.13 distinguished name (of an entry): The name of an entry which is formed from the sequence of the relative
distinguished names (RDNs) of the entry and each of its superior entries. Every object entry, alias entry and subentry has
precisely one distinguished name.

9.14 (directory) name: A construct that singles out a particular object from all other objects. A name shall be
unambiguous (that is, denote just one object): however, it need not be unique (that is. be the only name which
unambiguqusly denotes the object).

9.15 entry) name: A construct that singles out a particular entry from all other entries.

9.1.6 Ipcal member name: A name for a family member constructed by the sequence of RDNs from the ancestor
down to the member in question not including the RDN for the ancestor.

9.1.7 nmaming authority: An authority responsible for the allocation of names in some(tegion of the DIT.

9.1.8 purported name: A construct which is syntactically a name, but which hag’not(yet) been shown tq be a valid
name.

9.1.9 elative distinguished name (RDN): A set of one or more attribute typ@and value pairs, each of whigh matches
a distinct distinguished attribute value of the entry.

9.2 INames in general

A (directofy) name is a construct that identifies a particular object from among the set of all objects. A name shall be
unambiguqus, that is, denotes just one object. However, a name need not be unique, that is, be the only[name that
unambiguqusly denotes the object. A (directory) name alseddentifies an entry. This entry is either an objecf entry that
represents the object or an alias entry which contains information that helps the Directory to locate the entry thaf represents
the object.

NOTE 1 — The set of names of an object thus comprises the set of alias names for the object, together with the distingliished name
of the opject.

An object fan be assigned a distinguished name without being represented by an entry in the Directory, but this name is
then the ngme its object entry would haveshad were it represented in the Directory.

Syntactically, each name for an object or entry is an ordered sequence of relative distinguished names (see 9.3).

Name ::5 CHOICE { -- only one possibility for now -- rdnSequence RDNSequence }
RDNSequence ::= SEQUENCE OF RelativeDistinguishedName
DistinguishedName ::= RDNSequence

NOTE 2 —Names which are formed in other ways than as described herein are a possible future extension.

Each initiatsub=sequence of the Tame of amotject 75 atso the Tarme of arm object—T e Sequence of objectsso identified,
starting with the root and ending with the object being named, is such that each is the immediate superior of that which
follows it in the sequence.

A purported name is a construct which is syntactically a name, but which has not (yet) been shown to be a valid name.

9.3 Relative distinguished name

Each object and entry has at least one relative distinguished name (RDN). An RDN of an object or alias entry consists of
a set of attribute type and value pairs, each of which matches, using the equality matching rule, a distinct distinguished
attribute value of the entry.

NOTE 1 — The equality matching rule can be used because for naming attributes, the attribute syntax and the assertion syntax of
the equality matching rule are the same.
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The RDNs of all of the entries with a particular immediate superior are distinct. It is the responsibility of the relevant
naming authority for an entry to ensure that this is so by appropriately assigning distinguished attribute values. Allocation
of RDNSs is considered an administrative undertaking that may or may not require some negotiation between involved
organizations or administrations. This Directory Specification does not provide such a negotiation mechanism, and makes
no assumption as to how it is performed.

RelativeDistinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndValue
AttributeTypeAndValue ::= SEQUENCE {
type ATTRIBUTE. &id ({SupportedAttributes}),
value ATTRIBUTE. &§Type ( {SupportedAttributes} {@type}) ,
}

The set that forms an RDN contains exactly one AttributeTypeAndvalue for each attribute which contains
distinguished values in the entry; that is, a given attribute type cannot appear twice in the same RDN.

An attribute value that has been designated to appear in an RDN is called a distinguished value. There may he.other values
of the same¢ attribute that are not distinguished values and thus may not be used in an RDN.

An RDN fpr a given entry is formed by using one distinguished value from each attribute that has_ distinguished values.
The simplgst case is an entry that has one distinguished value; it thus has one RDN, formed by using that digtinguished
value. Mot than one attribute in an entry may contribute to the RDN.

Each RDN for an entry shall contain a type and value pair for each given attribute typé forming part ofl the RDN.
primaryDistinguished is used to indicate that the value is the primary distinguishedvalue of that attribute type.

The RDN |may be modified, if necessary, by the complete replacement of the distinguished value of all cpntributing
attributes.

Family members, like other entries, have RDNs. An RDN can consist of multiple attribute type and value paird. The local
member ngme of a family member is the sequence of RDNs from the afeestor down to that member. The lodal member
name of the ancestor is an empty sequence.

NOTE 2 — RDNs are intended to be long-lived so that the users of the Directory can store the distinguished names of gbjects (e.g.,
in the Djirectory itself) without concerns for their obsolescence. Thus,RDNs should be changed cautiously.

NOTE 3 — Changing the RDN of a non-leaf entry automatically;changes the name of subordinate entries.

94 IName matching

It is often pecessary in the operation of the Directory to determine if two names match. This requires that corfesponding
RDNs be matched. The general approach to name matching is described here; specific approaches for particular uses for
name matdhes are described, where appropriate.

A purportgd RDN is said to match a target RDN if each AttributeTypeAndvalue in the purported RDN matches with
the AttriputeTypeAndvalue for.the same attribute type in the target RDN.

NOTE + The equality matching rule can be used because, for naming attributes, the attribute syntax and the assertion gyntax of the
equalityl matching rule are the same.

If matching attribute valties are not found as a result of the above, then the RDNs do not match.

95 Distinguished names

The disting U|shed name of a glven object is deflned as that name Whlch con5|sts of the sequence of the RDNs ¢f the entry
which repre & one-to-one
correspondence between objects and object entries, the dlstlngmshed name of an object is the dlstlngmshed name of the
object entry.

NOTE 1 - It is preferable that the distinguished names of objects which humans have to deal with be user-friendly.

NOTE 2 — Rec. ITU-T X.650 | ISO/IEC 7498-3 defines the concept of a primitive name. A distinguished name can be used as a
primitive name for the object it identifies.

NOTE 3 — Because only the object entry and its superiors are involved, distinguished names of objects can never involve alias
entries.

Alias entries also have distinguished names; however, this name cannot be the distinguished name of an object. When
this distinction needs to be made, the complete term "distinguished name of an alias entry" is used. The distinguished
name of an alias entry is defined, as for the distinguished hame of an object entry, to be the sequence of RDNs of the alias
entry and those of all of its superior entries (in descending order).
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It also proves convenient to define the 'distinguished name' of the root, although this can never be the distinguished name
of an object. The distinguished name of the root is defined to be an empty sequence.

An example which illustrates the concepts of RDN and distinguished name appears in Figure 5.

9.6

An alias, d

RDN Distinguished name
ROOT
{}
Countries
C=GB {C=GB}
Organizations
O = Telecom {C =GB, O =Telecom}
Organizationalhunits
Iﬁ (OU = sales, {C =GB, O =Telecom,
L = Ipswich) (OU = Sales, L = Ipswich)}
People
{C =GB, O = Tetecom,
CN = Smith (OU = Sales,L\=Npswich),
CN.=\Smith}

X.501(12)_F05

Figure 5 — Determination of distinguished names

Alias names

of alias enfries.

Each alias

the alias entry is thus also a name for this object.

NOTE 4 The name within the aliasedEntryName iS said to be pointed to by the alias. It does not have to be the djstinguished
name ofl any entry.

The convdrsion of an alias name to an/object name is termed (alias) "dereferencing” and comprises the
replacement of alias names, Where found within a purported name, by the value of the cor
aliasedEntryName attributeThe process may require the examination of more than one alias entry.

Any partig

r an alias name, for an object is an alternative name for an object or object entry which is provided| by the use

entry contains, within the aliasedEntxyName attribute, a name of some object. The distinguish¢d name of

systematic
esponding

ular entry in the DFT may have zero or more alias names. It therefore follows that several alias gntries may

point to th¢ same entry~Antalias entry may point to an entry that is not a leaf entry and may point to another glias entry.

An alias entry shall. have no subordinates, so that an alias entry is always a leaf entry.

Every aliag entry shall belong to the alias object class which is defined in 13.3.3.

Family members-are-notpermitted-to-be-ahas-entries:

10 Hierarchical groups

10.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

10.1.1 hierarchical child: For an entry, a hierarchical child is an entry for which it is a hierarchical parent.

10.1.2  hierarchical group: A hierarchical group is a collection of entries, including compound entries, that forms a

logical tree that is not necessarily related to the DIT.

10.1.3

hierarchical leaf: This is an entry within a hierarchical group that has no hierarchical children.
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10.1.4 hierarchical level: An integer that gives the distance from an entry within a hierarchical group to the
hierarchical top in form of the number of hierarchical links between the entry and the hierarchical top.

10.1.5 hierarchical link: This is a general term for the logical relationship between two entries that have a hierarchical
immediate parent/immediate child relationship.

10.1.6  hierarchical parent: For an entry, the hierarchical parents are the immediately hierarchical parent, its
immediately hierarchical parent, recursively all the way up to and including the hierarchical top.

10.1.7  hierarchical sibling: For an entry, the hierarchical siblings are the entries having the same immediately
hierarchical parent as itself.

10.1.8  hierarchical sibling-child: For an entry, its hierarchical sibling-children are the complete set of hierarchical
children, at all lower levels, of its hierarchical siblings.

10.1.9 hierarchical top: This is the entry within a hierarchical group that is the root of the hierarchy. A hierarchical
top has no frmediately-hierarchicat-parent:

10.1.10 immediately hierarchical child: For an entry, an immediately hierarchical child is an entry faor which it is the
immediate]y hierarchical parent. This immediately hierarchical child does not need to be an immediately subordinate
entry within the DIT.

10.1.11 immediately hierarchical parent: For an entry, its immediately hierarchical parent iSthe entry that{ within the
hierarchicdl group, is its immediately superior entry. The immediately hierarchical parerit’does not need to be the
immediate]y superior entry within the DIT.

10.2 IHierarchical relationship

Directory ¢ntries have a hierarchical relationship in the way they are placed¢in‘the DIT. However, entries may also have
hierarchicdl relationships not reflected in the DIT structure. As an example, a dynamic organization may rfot want to
reflect its purrent organization directly in the DIT, as it may require-frequent changes to the DIT structurg. There is
therefore g requirement in the Directory to be able to reflect hierarghical relationships independent of the DIT structure.
Hierarchidal groups form such relationships. A hierarchical group.forms a logical tree with a root called the hjerarchical
top.

By referrirlg to hierarchical relationships, it is possible in a@Search operation to retrieve information not only frpm a given
entry, but glso from other entries within the same hierarchical group.

A compound entry is considered a single entry in the’context of hierarchical groups. A child family member| cannot be
part of a hierarchical group in its own right.
NOTE + Hierarchical groups are intended to_pérmit modelling of collections of distinct objects that have logically informal
relationghips, and particularly relationships_that are, or could be, temporary. Compound entries, in contrast, model |objects that
comprige sub-objects that are conveniently~considered as a hierarchy.

To describg navigation within a hiérarchical group, it is convenient to define terms for the relationships that a given entry
has with ofther entries within the,group. This is done in 10.1. Some of these defined terms for direct relatignships are
parallel to|those defined for entry relationships within the DIT (immediately hierarchical child, hierarchical child,
immediate|y hierarchical parent and hierarchical parent). However, it is also convenient to define terms for more distant
relationships. In someSituations, a user may want to retrieve information for hierarchical siblings, and evén for their
hierarchicgl children (hierarchical sibling-children).

An entry cpn only)be a member of a single hierarchical group at one time.

An entry tha d
reflect the relatlonshlp Wlth other entries within the group, mcludmg the hierarchical level of the entry Wlthln the group.
When a compound entry is part of a hierarchical group, the ancestor holds these operational attributes.

A hierarchical group has to be completely outside any service-specific administrative area (see 16.3) or has to be
completely contained within a service-specific administrative area. A hierarchical group shall be confined to a
single DSA. The Directory service shall detect and prevent attempts to break these rules.

10.3 Sequential ordering of a hierarchical group

In some situation, e.g., when transmitting a hierarchical group, a sequential ordering rule is required. The sequential order
of a hierarchical group comes from following all the strands of the hierarchical group as follows:

a) The top entry is the first entry in the sequence followed by the remaining entries within a complete strand
going down from top to a hierarchical leaf. It is a local choice which strands to select as the first one.

26 Rec. ITU-T X.501 (10/2019) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=01f711206997eb9c559cd96c397b0e95

ISO/IEC 9594-2:2020 (E)

b) The next strand to be selected is one that has not previously been selected and which has the maximum
number of entries common with the previous selected strand. If several strands are identical in that respect,
selection is a local matter. Only those entries not previously included are included in the sequence.

c) The procedure in b) is repeated until all strands have been included.
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SECTION 4 - DIRECTORY ADMINISTRATIVE MODEL

11 Directory Administrative Authority model

11.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

11.1.1 administrative area: A subtree of the DIT considered from the perspective of administration.
11.1.2 administrative entry: An entry located at an administrative point.

11.1.3  administrative point: The root vertex of an administrative area.

11 1 4 adminictratingn pienrs A ranracantatrinn of an Adminictratinna Anithori
. . g TIToiratrvc aocT I\I\,HI\/J\,III.MI.IV\, VT U 77 WUrrtimrmmotratrve 7/auLnivriaTt

f A-ofthe-administrative
user concept is outside the scope of this Directory Specification.

11.15 Q3utonomous administrative area: A subtree of the DIT whose entries are all administered by the same
Administrative Authority. Autonomous administrative areas are non-overlapping.

11.1.6  DIT domain administrative authority: An Administrative Authority in its roleas the entjty having
responsibility for the administration of a part of the DIT.

11.1.7 IT domain policy: An expression of the general goals and acceptable progcedures for a DIT Domain.

11.1.8 MD administrative authority: An Administrative Authority in its-role as the entity responsiple for the
administration of a DMD.

1119 MD policy: A policy governing the operation of the DSAs in a BMD.
11.1.10 IDDMO policy: A policy defined by a DMO, expressed in terms‘of DMD and DIT Domain policies.

11.1.11 ipner administrative area: A specific administrative.area whose scope is wholly contained withi the scope
of another [specific administrative area of the same type.

11.1.12 policy: An expression by an Administrative Authgfity of general goals and acceptable procedures.
11.1.13 policy attribute: A generic term for any Dirgétory operational attribute which expresses policy.
11.1.14 policy object: An entity with which a pelicy is concerned.

11.1.15 policy procedure: A rule defining how a set of policy objects should be considered and what action$ should be
taken as a fesult of this consideration.

11.1.16 policy parameter: A policy-procedure is characterized by certain policy parameters which are|subject to
configuration (i.e., choice) by an Administrative Authority.

11.1.17 dpecific administrative area: A subset (in the form of a subtree) of an autonomous administrative afea defined
for a partigular aspect of administration: access control, subschema or entry collection administration. Whgn defined,
specific administrativeareas of a particular kind partition an autonomous administrative area.

11.1.18 dpecific administrative point: The root vertex of a specific administrative area.

11.2 DVErView

A fundamental objective of the Directory information model is to consider well-defined collections of entries so that they
may be administered consistently as a unit. This clause clarifies the nature and scope of the authorities responsible for
that administration and the means by which their authority is exercised.

The concept of policy, defined in 11.3, provides the mechanism by which Administrative Authorities exercise control of
the Directory.

Some aspects of the Directory Administrative Model are supported by the Model of Directory Administrative and
Operational Information (see clause 12). This is to allow the modelling of information required for the regulation of
Directory user information and for other administrative purposes.

Other aspects of the Directory Administrative Model require support for the distribution of administrative and operational
information among the component parts of the Directory, i.e., DSAs. Clauses 22 through 24 describe a DSA Information
Model to support these requirements.
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11.3 Policy

A policy is an expression by an Administrative Authority, acting as an agent of the DMO, of general goals and acceptable
procedures. A policy is defined in terms of rules that are to be enforced (by the Directory, if appropriate) and in terms of
aspects within which an administrative user has some degree of freedom of action and specific responsibilities.
An Administrative Authority expresses DMO policy in terms of:

—  DIT Domain Policy;

— DMD Policy.

These policies may be expressed as policy attributes. A model of DIT policies is defined in 11.6.

NOTE - Clause 14 defines the system schema necessary to support the administration of collective attributes. Clause 15 defines a
framework for supporting subschema administration policies. Clause 17 defines a framework supporting access control policies.

DMD policies relate specifically to DSAs as components of the distributed Directory. These DMD policies are described
in 11.7 whjch defines a model for DSA administration.

Finally, there are policies which relate to external matters (such as bilateral agreements between DMOs)andare therefore
not further|described here.

A policy object is an entity with which a policy is concerned (e.g., a subschema administrative ared is a policy object).

A policy procedure is a rule defining how a set of policy objects should be considered and-what actions shou|d be taken
(and underfwhat circumstances) as a result of this consideration (e.g., clause 15 defines subschema administration policy
procedureq).

A policy procedure is characterized by certain policy parameters which are subjéct to configuration (i.e., chgice) by an
Administrative Authority.

Operationdl attributes are used to represent policy parameters. The values of such an attribute form an expressipn of some
or all of thg policy parameter it represents.

114 $pecific administrative authorities

The adminjstration of a DIT Domain involves the execution af five functions related to different aspects of admiinistration:
-+ naming administration;

+  subschema administration;

4+ security administration;

+  collective attribute administration;
4 service administration.

A specific]Administrative Authority is an Administrative Authority in its role as the entity responsible for ope of these
specific aspects of DIT Domaip-pélicy.

The term Naming Authority (seé clause 9) identifies the role of the Administrative Authority as it pertains to thq allocation
of names gnd administration of the structure of these names. A role of the Subschema Authority is to implement these
naming strpctures inthe subschema.

The term $ubschema Authority identifies the role of the Administrative Authority as it pertains to the estgblishment,
administrafion ,and execution of the subschema policy controlling the naming and content of entries in a DIJT Domain.
Clause 15 pescribes Directory support of Subschema Administration.

The term Security Authority (see Rec. ITU-T X.509 | ISO/IEC 9594-8) identifies the role of the Administrative Authority
as it pertains to the establishment, administration and execution of a security policy governing the behaviour of the
Directory with respect to entries in a DIT Domain.

The term Collective Attribute Authority identifies the role of the Administrative Authority as it pertains to the
establishment and administration of collective attributes (see 12.7) in a DIT Domain.

The term Service Authority identifies the role of the Administrative Authority as it pertains to the establishment and
administration of service constraints and adjustment.
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115 Administrative areas and administrative points

11.5.1  Autonomous administrative areas

Each entry in the DIT is administered by precisely one Administrative Authority (which may operate in different roles).
An autonomous administrative area is a subtree of the DIT whose entries are all administered by the same Administrative

Authority.

The DIT Domain may be partitioned into one or more non-overlapping autonomous administrative areas.

The set of one or more autonomous administrative areas for which a DMO has administrative authority is its DIT Domain.
This is represented in Figure 6.

1152

In the sam
considered
specific ad

An autono
specific as
area and th

Alternativg
overlappin

Autonomous
Area (,‘AA)

DIT
domain

X 501(12)_F06

Figure 6 — A DIT Domain

pecific administrative areas

Mministrative area. There are six kinds of specifie'administrative area:
subschema administrative areas;

access control administrative areas;

collective-attribute administrative areas;

context default administrative areas;

service administratiye'areas; and

password administrative areas.

e autonomolis administrative area.

O specific administrative areas.

b way that an Administrative Authority may operate‘iti‘a specific role, entries in an administrative a
in terms of a specific administrative function. \When viewed in this context, an administrative area

mous administrative’area may be considered as implicitly defining a single specific administrative ar
pect of admipnistration. In this case, there is a precise correspondence between each such specific adn

ly, for each specific aspect of administration, the autonomous administrative area may be partitione

ea may be
s termed a

pa for each
hinistrative

f into non-

If so partit
in one and

only one specific administrative area of that aspect.

oned for a particular aspect of administration, each entry of the autonomous administrative area 1s contained

A specific Administrative Authority is responsible for each specific administrative area. If, for a particular administrative
aspect, an autonomous administrative area is not partitioned, a specific Administrative Authority is responsible for that
administrative aspect for the entire autonomous administrative area.

1153 |

nner administrative areas

For the purpose of security or collective attribute administration, inner (administrative) areas within these kinds of

specific ad

ministrative areas may be defined:

a) to represent a limited form of delegation; or
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b) for administrative or operational convenience (e.g., where the administrative point of a subtree isina DSA
other than the one holding the entries within the subtree, that subtree may be designated as an inner area
to allow administration via the local DSA).

An inner administrative area may be nested within another inner administrative area.

Inner areas represent areas of limited autonomy. Entries in inner areas are administered by the specific Administrative
Authorities of the specific administrative areas within which they are contained, and also by the Administrative
Authorities of the inner areas within which they are contained. The former authorities have overall control of the policies
regulating these entries, while the latter authorities have (limited) control over those aspects of policy delegated to them
by the former.

The rules for nested inner areas, should they be permitted, shall be defined as part of the definition of the specific
administrative aspect within which they are contained.

11.5.4 Administrative points

The speciffication of the extent of an autonomous administrative area is implicit and consists of the identifigation of a
point in the DIT (the root of the autonomous administrative area's subtree), an autonomous administrative point, from
which the Jadministrative area proceeds downwards until another autonomous administrative point is”encolintered, at
which another autonomous area begins.

NOTE 1 — The immediate subordinates of the root of the DIT are autonomous administrative points.

Where an gutonomous administrative area is not partitioned for a specific aspect of administration, then the administrative
area for that aspect coincides with the autonomous administrative area. In this case, the,autonomous administrative point
is also the ppecific administrative point for this aspect of administration.

Where an gautonomous administrative area is partitioned for a specific aspect of-administration, then the spec|fication of
the extent ¢f each specific administrative area consists of the identification ofithe root of the specific administrptive area's
subtree, a ppecific administrative point, from which the specific administrative area proceeds downwards until another
specific administrative point (of the same administrative aspect) is encountered, at which another specific administrative
area beging.

Specific agdministrative areas are always bounded by the autonomous administrative area they partition.

A particular administrative point may be the root of an autoAiomous administrative area and may be the root of one or
more speclfic administrative areas.

The speciflication of the extent of an inner administrative area (within a specific administrative area) congists of the
identification of the root of the inner administrative area's subtree, an inner administrative point. An inner administrative
area is bounded by the specific administrative area within which it is defined.

An adminfstrative point corresponding:te-the root of an autonomous administrative area represents a DIIT Domain
(and DSA) boundary. That is, its immediate superior in the DIT must be under the administrative adithority of
another DMD.

NOTE 2 — This implies that a DMO cannot arbitrarily partition a DIT Domain into autonomous administrative areas.

An adminiktrative point istepresented in the Directory information model by an entry holding an administrativeRole
attribute. The values of-this attribute identify the type of administrative point. This attribute is defined in 14.3

Clauses 29 through.24/describe how administrative areas are mapped onto DSAs and the DSA information mpdel.

Figure 7 dgpiets-an autonomous administrative area which has been partitioned into two specific administratiie areas for
a specific gspeet of administration (e.g., access control). In one specific administrative area, a nested inner administrative
area has been created (e.g., because the subtree is to be held in a different DSA from the remainder of the specific
administrative area).

Figure 7 uses the abbreviations AAP (Autonomous Administrative Point), SAP (Specific Administrative Point) and IAP
(Inner Administrative Point).
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Administrative entries

Dcated at an administrative point is an administrative entry. Administrative entries-may have sped
ntries, as immediate subordinates. The administrative entry and its associated Subentries are used
encompassed by the associated administrative area.

br administrative areas are used, the scopes of these areas may overlap.

for each specific aspect of administrative authority, a definition is,.fequired of the method of com
ive information when it is possible for entries to be included in_more than one subtree or subtree
with an inner area defined for that aspect.

It is not necessary for an administrative point to represent each§pecific aspect of administrative authority. H
ght be an administrative point, subordinate to the root of the“autonomous administrative area, which is use
burposes only.

DIT Domain policies

main policy has the following components: DIT policy objects, DIT policy procedures, and [

onal attribute that represents a DT~ policy parameter is termed a DIT policy attribute (e.g.,
ion operational attributes defined;in clause 14 are DIT Domain policy attributes).

ular DSA, the possible valuesof a policy parameter may not correspond to distinct, realizable cours

for that conponent. This may be the case, for example, when the DSA lacks the technical capability to perform

of the poli
take such d

Specific D

y procedure (e.g., implement a particular access control scheme). To be well-defined, a policy proc
ircumstances into-aceount as part of its definition.

IT Domain policy objects and attributes are defined in clause 15 to support subschema administrati
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ial entries,
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or example,
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one speC|f|c DSA

One sort of DMD policy is to restrict or otherwise control the Directory and DSA abstract service provided by one or
more DSAs.

32

Rec. ITU-T X.501 (10/2019)

© ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=01f711206997eb9c559cd96c397b0e95

ISO/IEC 9594-2:2020 (E)

Examples of such restrictions are:

a) Limiting the basic service provided to Directory (i.e., non-administrative) users to interrogation operations
only.

b) Limiting the service provided to users accessing the DSA indirectly, via chaining, including distinctions
based on whether the user request traversed a trusted path.

¢) Limitations on requests accepted from users accessing the DSA directly when chaining is required to DSAs
in the DMD known to be subject to limitations of the kind indicated in the previous point.

d) Constraints on the kinds of searches certain users can perform, and on the characteristics of such searches
(e.g., relaxation policies).
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SECTION 5 - MODEL OF DIRECTORY ADMINISTRATIVE
AND OPERATIONAL INFORMATION

12 Model of Directory Administrative and Operational Information

12.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

12.1.1  base: The root vertex of the subtree or subtree refinement produced by the evaluation of a subtree specification.

12.1.2  chop: A set of assertions concerning the names of the subordinates of a base.

12.1.3  directory operational attribute: An operational attribute defined and visible in the Directory Administrative

and Opera
1214 ¢

1215 4
applicatio

12.1.6 S
or subtree

12.1.7 3
that the ba

12.1.8 9
at the verti

12.19 S
consists of
(in contras
subtree or

12.2 (

ional information model.

ntry: A Directory entry or extended Directory entry, depending on the context (€ither users
s or administration and operation of the Directory) in which the term is used.

ubentry: A special sort of entry, known by the Directory, used to hold information’ associated wit|
refinement.

ubtree: A collection of object and alias entries situated at the vertices of\a.tfee. The prefix "sub" e
e (or root) vertex of this tree is usually subordinate to the root of the-DIT.

ubtree refinement: An explicitly specified subset of the entries if a'subtree, where the entries are
ces of a single subtree.

ubtree specification: The explicit specification of a subtree or subtree refinement. A subtree sf

to that of an administrative area) because the portion of the DIT subordinate to the base that is incl
Kubtree refinement is explicitly specified.

Dverview

irectory system schema: The set of rules and constraints concerning operational attributes.and“subentries.

and their

h a subtree

mphasizes

not located

ecification

zero or more of the specification elements base, chop and Specification filter. The definition is termed "explicit"

ided in the

From an ag@iministrative perspective, user information held in the DIB is supplemented by administrative and ¢perational

informatio

This inforn
used by th

Two mech

N represented by:

operational attributes, whi¢h represent information used to control the operation of the Dire
access control information) or used by the Directory to represent some aspect of its operation
stamp information); and

the scope of the subentry. The scope of a subentry is a subtree or subtree refinement.

nation, illustrated'in Figure 8, may be placed in the Directory by administrative authorities or by D
e Directory~in the course of its operation.

hnisms in the Directory abstract service that relate to this view of Directory information are:
EntryInformationSelection permits the selection of operational attributes in an entry; an

ctory (e.g.,
(e.g., time

subentries, whigh~associate the values of a set of attributes (e.g., collective attributes) with entries within

5AS, and is

i

entries or to subentries.

Access to operational information, as for user information, may be limited by an access control mechanism.

the subentries service control permits the List and Search operations to apply either to object and alias

Entries are made visible to Directory users via the Directory abstract service, but their relationships to the DSAs that
ultimately hold them are not. The DSA information model, described in clauses 22 through 24, expresses the mapping of
these entries onto the information repositories of DSAs.
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Figure 8 — Model of Directory Administrative and Operational Information

bubtrees

Dverview

s a collection of object and alias entries situated at the vertices of a‘tree. Subtrees do not contain pubentries.
"sub", in subtree, emphasizes that the base (or root) vertex of this tree is usually subordinate to the root of

A subtree

egins at some vertex and extends to some identifiable lower boundary, possibly extending to leaveg A subtree

is always defined within a context which implicitly bounds the stbtree. For example, the vertex and lower bol;ndaries of

a subtree

administralive area is limited to the context of an enclosifig autonomous administrative area.

12.3.2

Subtree s
subtree or

The verte
the contex

The verte
mechanis
NOTE

determi
when thi

Specificati
then reduc

fining a replicated area are bounded by a naming-context. Similarly, the scope of a subtree defining a specific

ubtree specification

cification is the definition of a subset of the entries below a specified vertex which forms the lase of the
ubtree refinement.

and/or the lower boundary efthe subtree may be implicitly specified, in which case they are detgrmined by
within which the subtree js‘used.

and/or the lower bouhdary may be explicitly specified using the mechanism specified in this clause. This
may also be used-to-specify subtree refinements which are not true tree structures.
The topological concept of a (sub)tree is useful in considering such specifications, although a particular specification may

he a collectiomof.entries that are not located at the vertices of a single (sub)tree. The term subtree refinement|is preferred
e entries of the collection are not so located.

pn of-a subtree consists of three optional elements of specification which identify the base of the spibtree, and
E thie collection of subordinate entries. These elements of specification are:

d

)— Base — The Toout vertex of thesubtree—or subtree Tefimement produced by theevaluatiom ot a subtree

specification;

b) Chop — A set of assertions concerning the names of the subordinate entries; and

c) Specification filter — A proper subset of the assertive capability of a filter applied to the subordinates.

The specification of a subtree or subtree refinement may be represented by the following ASN.1 type:

SubtreeSpecification ::= SEQUENCE {
base [0] LocalName DEFAULT {},
COMPONENTS OF ChopSpecification,
specificationFilter [4] Refinement OPTIONAL,
..}

-- empty sequence specifies whole administrative area
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The three components of this sequence correspond to the three specification elements identified above.

Where a value of subtreeSpecification identifies a collection of entries that are located at the vertices of a single

subtree, the collection is termed a "subtree"; otherwise, the collection is termed a "subtree refinement".

The subtreeSpecification type provides a general purpose mechanism for the specification of subtrees and subtree
refinements. Any particular use of this mechanism defines the specific semantics of precisely what is specified and may

impose limitations or constraints on the components of SubtreeSpecification.

When each of the components of subtreeSpecification is absent (i.e., a value of type SubtreeSpeci
which is an empty sequence, {}), the subtree so specified is implicitly determined by the context within
SubtreeSpecification is used.

fication
which the

These terms are illustrated in Figure 9, for the case where subtrees are deployed within the context of administrative areas.

% Administrative
Jim \ Point (AP)
A

Local name

NN

Subtree

AP

Subtree
refinement

AA

X501(12)_FOS

Figure 9 — Specification of Subtregs’and Subtree Refinements
within the context of Administrative Areas

12.3.3 ase

The base fomponent of subtreeSpecificatioen represents the root vertex of the subtree or subtree refine
may be anjentry which is subordinate to the roet.vertex of the identified scope or may be the root vertex of th
scope itself (the default).

name of the root vertex of{the*subtree with respect to the root vertex of the identified scope is a v

: := RDNSequence

Note that
from subtreeSpecification.

1234 hop Specification

The compg@nénts of the ChopSpecification data type specify assertions concerning the names of the subg

ment. This
identified

lue of type

e root vertex of.the identified scope and the root vertex of the subtree coincide when LocalNamd is omitted

rdinates of

a base.

ChopSpecification ::= SEQUENCE {
specificExclusions [1] SET SIZE (1..MAX) OF CHOICE {
chopBefore [0] LocalName,
chopAfter [1] LocalName,
...} OPTIONAL,
minimum [2] BaseDistance DEFAULT O,
maximum [3] BaseDistance OPTIONAL,

}

This type is intended to permit the specification of a tree structure (or subset thereof) starting at the base by two methods,

specific exclusions and base distance.
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12.3.4.1 Specific Exclusions

The specificExclusions component has two forms, chopBefore and chopAfter, which may be used individually
or in combination.

The chopBefore component defines a list of exclusions, each in terms of some limit point which is to be excluded, along
with its subordinates, from the subtree or subtree refinement. The limit points are the entries identified by a LocalName,
relative to the base.

The chopAfter component defines a list of exclusions, each in terms of some limit point whose subordinates are to be
excluded from the subtree or subtree refinement. The limit points are the entries identified by a LocalName, relative to
the base.

12.3.4.2 Minimum and Maximum

These components allow exclusion of all entries that are superior to entries that are minimum RDN arcs below the base,
as well as|entries which are subordinate to entries that are maximum RDN arcs below the base. These digtances are
expressed py values of the type BaseDistance:

BaseDistance ::= INTEGER (0. .MAX)

For the pufpose of chop specifications, a compound entry is counted as a single entry. In a compound entry] all family
members gre counted as having the same base distance as the ancestor, since they are all partof-the same logigal entry.

A value oflminimum equal to zero (the default), corresponds to the base. An absent mdximum component indlicates that
no lower limit should be imposed on the subtree or subtree refinement.

12.35  $pecification Filter

The specificationFilter component consists of a proper subset of the-assertive capability of a filter (seg/ Rec. ITU-
T X.511 | [SO/IEC 9594-3) applied to the subordinates of a base. Only.entries for which the filter evaluates|to true are
included in the resulting subtree refinement. It consists of a value of-fype Refinement:

Refinement ::= CHOICE ({
item |[0] OBJECT-CLASS.&id,
and [1] SET SIZE (l1l..MAX) OF Refinement,
or [2] SET SIZE (l1l..MAX) OF Refinement,
not [3] Refinement,

}

A Refinepment evaluates to TRUE as if it weré_a filter making an equality assertion regarding values of the attribute
type objegtClass only.

If a family|member is excluded from asubtree by this specification, all its subordinate family members are alsq excluded.

124 Operational attributes

There are three varieties of.operational attributes: Directory operational attributes, DSA shared operational attrjibutes, and
DSA speciffic operationaFattributes.

Directory pperationalattributes occur in the Directory information model and are used to represent control ipformation
(e.g., accegs control information) or other information provided by the Directory (e.g., an indication of whethpr an entry
is a leaf or|nan-leaf entry).

DSA shared operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

DSA specific operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

NOTE — These are described in clauses 23 through 24.

The definition and use of each operational attribute is a matter for specification in the appropriate Directory Specification.

12.5 Entries

12.5.1 Overview

From an administrative perspective, user information held in an entry may be supplemented by administrative and
operational information represented by operational attributes.
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The Directory uses the object class attribute and DIT content rules applicable to an entry to control the user attributes
required and permitted in the entry. The operational attributes of an entry are governed by the Directory system schema
(see clause 14) applicable to the entry.

1252

Although not normally visible, the directory operational attributes within entries may be made visible to authorized
(e.g., administrative) users of the directory abstract service. Certain operational attributes (e.g., entryacIi, or
modifyTimestamp) might also be available to ordinary users.

Access to operational attributes

12.6 Subentries

126.1

A subentry is a special kind of entry immediately subordinate to an administrative point. It contains attributes that pertain
to a subtreg (or subtree refinement) associated with its administrative point. The subentries and their administiative point
are part offthe same naming context (see clause 21).

Overview

A single qubentry may serve all or several aspects of administrative authority. Alternatively, a’specifiq aspect of
administrative authority may be handled through one or more of its own subentries. At most, one subentry ig permitted
for a subsghema administrative authority. Access control and collective attribute authorities may have several subentries.

A subentry is not considered in List and Search operations unless the subentries service control is inclyded in the
request.

A subentry shall not have subordinates.

The structdre of a subentry corresponding to an administrative point is depictedin Figure 10.

ADMINISTRATIVE ENTRY

User Operational
attributes attributes
Subentry Subentry
SUBENTRY
Subentry Subtree Object
RDN specification class Attribute Attribute
attribute attribute attribute

X.501(12)_F10

Figure 10 — Structure of a subentry

A subentryf edasists of:

—  acommonName attribute, specified in Rec. ITU-T X.520 | ISO/IEC 9594-6 which contains the RDN of the
subentry;

— asubtreeSpecification attribute, specified in clause 14;

—  an objectClass attribute, specified in clause 13, which indicates the purpose(s) of the subentry in the
operation of the Directory;

—  other attributes, depending on the values of the objectClass attribute.

Subentries may also contain operational attributes with appropriate semantics (see 12.6.4).

12.6.2  Subentry RDN attribute

The commonName attribute used as the subtree identifier serves to distinguish the various subentries that may be defined
as immediate subordinates of a specific administrative entry.
NOTE — The value of this attribute might be selected to serve as a mnemonic to representatives of the Administrative Authority.
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12.6.3  Subtree Specification attribute

The subtreeSpecification attribute defines the collection of entries within the administrative area with which the
subtree is concerned.

12.6.4  Use of Object Class attribute
The content of a subentry is regulated by the values of the subentry's objectClass attribute.

The objectClass attribute of all subentries shall contain the value subentry. The subentry object class is a structural
object class, defined in clause 14, used to include the commonName, subtreeSpecification and objectClass
attributes in all subentries.

In order to regulate the remaining attributes, the other values of the objectClass attribute, representing the auxiliary
object classes allowed for the subentry, shall be used.

The definifior-ofthe-semanties re-ofthese-vatuesinetudesan-de attorane-sp cattorrofze moye attribute
types that $hall or may appear in the subentry when the objectClass attribute assumes the value. The definjtion of the
semantics pf a value for the objectClass attribute shall include:

+ an indication of whether an entry may be included in more than one subtree or subtree fefinement
associated with the particular purpose (e.g., it may not be permitted in the case of . §ubschemg, but may
be permitted for access control); and if so

+  the effects of the combination of associated subentry attributes, if any.

A subentry of a particular object class may only be subordinate to an administrative-eritry if the administrativeRole
attribute pgrmits that class of subentry as a subordinate.

As for objgct and alias entries, information held in a subentry may be supplemented by administrative and ¢perational
informatioh represented by operational attributes. For example, a subentry is permitted to contain entry AC|, provided
only that this ACI is permitted by and consistent with the value of{the accessControlScheme attriqute of the
corresponding access control specific point. Similarly, a subentry may-contain a modi fyTimestamp.

12.6.5  @ther subentry attributes

The remai
attribute

ing attributes within a subentry depend on the valugs of the objectClass attribute. For example, a pubschema
y only be placed in a subentry if its objectClass attribute has subschema as one of its values.

12.7 nformation model for collective attributes

An autongmous administrative area may be_designated as a collective attribute specific administrative arga in order
to deploy |and administer collective<sattributes. This shall be indicated by the presence of [he value
id-ar-cdllectiveAttributeSpecificArea in the associated administrative entry's administrativeRole
attribute (ip addition to the presence of the value autonomousArea, and possibly other values).

Such an aytonomous administrative area may be partitioned in order to deploy and administer collective attriljutes in the
specific patitions. In this case/the administrative entries for each of the collective attribute specific administrjative areas
are indicgted by the.presence of the value id-at-collectiveAttributeSpecificArea in thepe entries'
administrativeRole attributes.
If such an putonemous administrative area is not partitioned, there is a single specific administrative area fof collective
attributes gneompassing the entire autonomous administrative area.

Additionally, a specific administrative area defined for the purpose of collective attribute administration may be further
divided into nested inner areas for the same purpose. The administrativeRole attribute of the administrative entries

for each such inner administrative area shall indicate this by the presence of the value
id-ar-collectiveAttributeInnerArea.

An entry collection and its associated collective attributes are represented in the Directory information model by a
subentry, termed a collective attribute subentry, whose objectClass attribute has the value
id-sc-collectiveAttributeSubentry, as defined in clause 14. A subentry of this class may be the immediate
subordinate of an administrative entry whose administrativeRole attribute contains the value
id-ar-collectiveAttributeSpecificArea Ol id-ar-collectiveAttributeInnerArea.

Where there are different entry collections within a given collective attribute area, each shall have its own subentry.
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The entry collection itself is defined by the value of the subtreeSpecification operational attribute of the subentry.

This value defines the scope of the collective attribute subentry. The user attributes of the subentry are the collective

attributes of the entry collection.
NOTE 1 — Because subtree refinement is based on object class, the association of collective attributes with object entries can be
done in a manner that naturally extends the schema for these entries. For example, the organizationalPerson entries of an
organization might be extended with a set of collective attributes appropriate for all persons affiliated with the organization by the
creation of a subentry whose associated subtree is refined to include only organizationalPerson entries and which contains
the organization's set of collective attributes. Additionally, a DIT Content Rule for such entries would need to be defined to allow
collective attributes to become visible in the entries.

Collective attribute types and non-collective attribute types differ semantically. An attribute type capable of expressing
collective semantics shall be designated as a collective attribute type at the time of its definition.
NOTE 2 — Merging procedures employed by the Directory in the case of independent sources of values of a collective attribute
type are described in Rec. ITU-T X.511 | ISO/IEC 9594-3.

Collectivep FXiclusions

12.8
An autonomous administrative area may be designated as a context default specific administrative area in ordey to deploy
and  adnini context defaults. This shall be indicated by the presence of the value

id-ar-contextDefaultSpecificArea in the associated administrative entry's administrativeRole gttribute (in
addition toj the presence of the value id-ar-autonomousArea, and possibly other values).

Context ddfaults are represented in the Directory Information.model by a subentry, termed a context default subentry,
whose objectClass attribute has the value id-sc-contextAssertionSubentry as defined in 14.7. A gubentry of
this class may be the immediate subordinate of an administrative entry whose administrativeRole attribute contains
the value jd-ar-contextDefaultSpecificArea.

The context default subentry defines a set of context assertions, any one of which is applied whenever there is|no context
assertion applicable to a given attribute type specified by the user when accessing the portion of the DIT defined by the
subtreeSpecification operational attribute of the subentry. Application of default context assertions ig described
in 8.9.2.2,and in 7.6.1 of Rec. ITU-T X:514¥| ISO/IEC 9594-3.
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SECTION 6 — THE DIRECTORY SCHEMA

13 Directory Schema

13.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
13.1.1 attribute syntax: The ASN.1 data type used to represent values of an attribute.

13.1.2  directory schema: The set of rules and constraints concerning DIT structure, DIT content, DIT context use,
object classes, and attribute types, syntaxes and matching rules which characterize the DIB. The Directory Schema is
manifested as a set of non- overlapping subschemas each governlng entries of an autonomous admmlstratlve area (or a
subschema 3 nfarmation.

13.1.3
and attribufe types, syntaxes and matching rules which characterize the DIB entries within an autonomeus ad
area (or a ubschema specific partition thereof).

13.14
auxiliary
indicated

13.1.5 IDIT context use: A rule governing the context types that may be associated/with attribute values of particular
attribute tyjpes. It specifies the permitted and the mandatory context types for the attribute type.

(directory) subschema: The set of rules and constraints concerning DIT structure, DIT content) object classes
inistrative

DIT content rule: A rule governing the content of entries of a particular structural object class. It specifies the
abject classes and additional attribute types permitted to appear, or excluded fromvappearing, in engries of the
structural object class.

DIT structure rule: A rule governing the structure of the DIT by specifying a permitted superior to ubordinate
onship. A structure rule relates a name form, and therefore a structural object class, to superior strugture rules.
This permifts entries of the structural object class identified by the name.farm to exist in the DIT as subordinates to entries
governed Ry the indicated superior structure rules.

13.1.7  governing structure rule (of an entry): With respect{o a particular entry, the single DIT structufe rule that
applies to the entry. This rule is indicated by the governingStructureRule operational attribute.

13.1.8 npame form: A name form specifies a permissible:RDN for entries of a particular structural object claks. A name
form idengfies a named object class and one or moretattribute types to be used for naming (i.e., for the RIDN). Name
forms are primitive pieces of specification used in the-definition of DIT structure rules.

NOTE + Name forms are registered and have_gtabal scope. DIT structure rules are not registered and have the qcope of the
adminisfrative area with which they are associated.

13.1.9  duperior structure rule: With'respect to a particular entry, the DIT structure rule governing the entryfs superior.

13.2 Overview

The Directory Schema is a sét of definitions and constraints concerning the structure of the DIT, the possible ways entries
are named, the information. that can be held in an entry, the attributes used to represent that informatior} and their
organizatign into hieratehies to facilitate search and retrieval of the information and the ways in which values df attributes
may be mgtched in.attribute value and matching rule assertions.

NOTE 1 - The sehema enables the Directory system to, for example:

s prevent the creation of subordinate entries of the wrong object class (e.g., a country as a subordinate of a person);

—  prevent the addition of attribute-types to an entry inappropriate to the object class (e.g., a serial number to a person's
entry);

—  prevent the addition of an attribute value of a syntax not matching that defined for the attribute-type (e.g., a printable
string to a bit string).

Formally, the Directory Schema comprises a set of:
a) Name Form definitions that define primitive naming relations for structural object classes;

b) DIT Structure Rule definitions that define the names that entries may have and the ways in which the
entries may be related to one another in the DIT;

c) DIT Content Rule definitions that extend the specification of allowable attributes for entries beyond those
indicated by the structural object classes of the entries;
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d) Object Class definitions that define the basic set of mandatory and optional attributes that shall be present,
and may be present, respectively, in an entry of a given class, and which indicate the kind of object class
that is being defined (see 7.3);

e) Attribute Type definitions that identify the object identifier by which an attribute is known, its syntax,
associated matching rules, whether it is an operational attribute and if so its type, whether it is a collective
attribute, whether it is permitted to have multiple values and whether or not it is derived from another
attribute type;

f)  Matching Rule definitions that define matching rules;

g) DIT Context Use definitions that govern the context types that may be associated with attribute values of
any particular attribute type.

Figure 11 illustrates the relationships between schema and subschema definitions on the one side, and the DIT, directory
entries, attributes, and attribute values on the other.

S
Directory Rules for N Directory
schema i’ information tree
- J
Usesl TBeIong to
4 2\
Subschema Rules for - Subschemé
DIT structure rule d administrative/areas
. J
Usesl TBeIong to
Name form )
DIT content rule Rules for > Entries
object class
- J
Usel TBeIong to
2\
Attribute types Rules for N .
DIT conte%puse v Attributes
- J
Usel TBeIong to
2\
ASN.1 type Rules for -
matching rule > Values
- J

X.501(12)_F11

Figure 11 — Overview of Directory Schema

Figure 11 {s interpreted as followss:
+  the items listed yertically on the left represent elements of schema;

4 the itemsslisted vertically on the right represent instances of corresponding schema items, ipstantiated
accordingto the rules defined by these schema items;

+  therelationship between items of schema is illustrated by the "uses" relationship;

+ < the relationship between instances of different aspects of schema is illustrated using the "pelong to"
felationship

The Directory Schema is distributed, like the DIB itself. It is manifested as a set of non-overlapping subschemas each
governing entries of an autonomous administrative area (or a subschema specific partition thereof). A subschema
administrative authority establishes the rules and constraints constituting the subschema.

The subschema administrative authority may elect to use individual elements of the Directory Schema having global
scope which are defined in these Directory Specifications: name forms, object classes and attributes (types and matching
rules). It may also choose to define alternatives to these elements more appropriate to its own environment or it may
choose some intermediate approach, using both standardized and proprietary schema elements.

The subschema administrative authority defines those schema elements whose scope is limited to the subschema: DIT
structure rules, DIT content rules, and DIT context use. In addition, the subschema administrative authority may also
specify which matching rules are applicable to which attribute types.
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The Directory Schema is concerned only with directory user information. Although some support for the specification of
operational information is provided in the notation defined in this clause, the regulation of Directory Administrative and
Operational Information is the concern of the Directory System Schema.

NOTE 2 — The Directory System Schema is described in clause 14.

13.3 Object class definition

The definition of an object class involves:
a) indicating which classes this object class is to be a subclass of;
b) indicating what kind of object class is being defined,;

c) listing the mandatory attribute types that an entry of the object class shall contain in addition to the
mandatory attribute types of all its superclasses;

d)__listing the optional attribute types that an entry of the object class may contain in addition to the optional
attributes of all its superclasses;

d) assigning an object identifier for the object class.
NOTE + Collective attributes shall not appear in the attribute types of an object class definition.
13.3.1  $ubclassing

There are flestrictions on subclassing, namely:

-+ only abstract object classes shall be superclasses of other abstract object classes.
-+ astructural object class shall not be derived from auxiliary object glasses.

-+ anauxiliary object class shall not be derived from structural objeCt classes.

There is orje special object class, of which every structural object class is a‘subclass. This object class is calledl top. top
is an abstrgct object class.

13.3.2  Object class attribute

Every entrly shall contain an attribute of type objectClass toridentify the object classes and superclasses td which the
entry belor[gs. The definition of this attribute is given in 13:4:8. This attribute is multi-valued.

There shal] be one value of the objectClass attribute*for the entry's structural object class and a value for|each of its
superclassgs. top may be omitted.

An entry's structural object classes shall not be‘Changed. The initial values of the objectClass attribute are grovided by
the user when the entry is created.

Where auXiliary object classes are used) an entry may contain values of the objectClass attribute for the auxiliary
object clagses and their superclasses allowed by a DIT content rule. If a value for an allowed auxiliary objgct class is
present, then values for the superclasses of the auxiliary object class shall also be present.

Where the|objectcClass, attribute contains an object identifier value for an auxiliary object class, then the jentry shall
contain thqg mandatory aftributes indicated by that object class.

NOTE 1 — The requirement that the objectcClass attribute be present in every entry is reflected in the definition of gop.

NOTE 2 — Because an object class is considered to belong to all its superclasses, each member of the chain of superdlasses up to
top is represented by a value in the objectClass attribute (and any value in the chain may be matched by a filter).

NOTE 3 —Access Control restrictions may be placed on modification of the objectClass attribute.

In conjunction with the applicable DIT content rules, the Directory enforces the defined object class for every entry in
the DIB. Any attempt to modify an entry that would violate the entry's object class definition that is not explicitly allowed
by the entry's DIT content rule shall fail.

NOTE 4 — In particular, the Directory will ordinarily prevent:

a) attribute types absent from an entry's structural object class definition and not permitted by the entry's DIT content rule being
added to an entry of that object class;

b)  anentry being created with one or more absent mandatory attribute types for an object class of the entry;
¢) amandatory attribute type for the object class of the entry being deleted.
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13.3.3  Object class specification

Obiject classes may be defined as instances (information objects) of the oOBJECT-cLASS information object class:

OBJECT-CLASS ::= CLASS {
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldapName SEQUENCE SIZE (1..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {

[SUBCLASS OF &Superclasses]
[KIND &kind]
[MUST CONTAIN &MandatoryAttributes]
[MAY NTAIN sOptionatAttributes]
[LDAP-NAME &ldapName]
[LDAP-DESC &ldapDesc]
ID &id }
ObjectCllassKind ::= ENUMERATED {
abstract (0),
structjural (1),
auxiliary (2)}
For an objgct class which is defined using this information object class:

!

) the sSuperclasses field is used for specifying the set of object-classes which are its direct su

) the s&kind field is used for specifying the kind of object class-being defined, i.e., whether it is
structural or auxiliary object class;

) the sMandatoryAttributes field, if relevant, is used for specifying the set of user attributg
shall be represented in entries of that object class;

) the sOptionalAttributes field is used for specifying the set of user attribute types th
represented in entries of that object class, exeept that if an attribute type appears in both the marn
optional sets, it shall be considered mandatory;

NOTE — There are special rules for object'classes for subentries, where operational attribute types may be
the object class specification.

) the sldapName field, if relevant, is used for specifying one or more values for the NAME sp
used in the correspondingL.DAP definition defined either by the IETF or by these Directory Spe
It allows multiple values.to be specified.

definition definéd either by the IETF or by these Directory Specifications.
) the &id field isused for specifying the object identifier assigned to this object class.

perclasses;
n abstract,

types that

at may be
datory and

included in

ecification
Cifications.

the sldapbesc field, if relevant, is used for specifying the DESC used in the corresponding LDAP

The object{classes previously mentioned (top and alias) are defined below:
top OBJECT-CLASS ::= {

KIND abstract

MUST CQONTAIN {objectClass}

LDAP-NAME {"top"}

ID id-oc-top }
alias OBJECT-CLASS ::= {

SUBCLASS OF {top}

MUST C

ONTAIN {aliasedEntryName}

LDAP-NAME {"alias"}

ID

id-oc-alias }

NOTE 1 — The object class alias does not specify appropriate attribute types for the RDN of an alias entry. Administrative
Authorities may specify subclasses of the class alias which specify useful attribute types for RDNs of alias entries.

parent O
KIND
ID

44

BJECT-CLASS ::= {
abstract
id-oc-parent }
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child OBJECT-CLASS ::= {
KIND auxiliary
ID id-oc-child }

Neither the parent nor the child object classes shall be combined with the alias object class to form an alias entry.

The parent object class is derived by the presence of an immediately subordinate family member, marked by the
presence of a child object class value. It may not be directly administered. The child object class value may only be
added or removed when the result is consistent with the architecture of compound entries (e.g., the subordinates of family
members shall always have a child object class).

NOTE 2 — The object classes parent and child do not specify any appropriate attribute types for the RDNs of family members.
This will be done in the normal way via the appropriate structural object classes and name forms for these entries.

134 Attribute type definition

The definifion of an atribute type INVoIVes.

d) optionally indicating that the attribute type is a subtype of a previously defined attribute typg, its direct
supertype;

) specifying the attribute syntax for the attribute type;

q) optionally indicating the equality, ordering and/or substring matching rule(s) forthe attribute type;
d) indicating whether an attribute of this type shall have only one or may have‘more than one valye;
q) indicating whether the attribute type is operational or user;

f) optionally indicating that a user attribute type is collective;

g) optionally indicating that a user attribute type is dummy attribute-type;

) optionally indicating that an operational attribute is not usermodifiable;

i)  for operational attributes, indicating the application;

j)  optionally indicating the object identifier for the asso€iated LDAP attribute syntax;
K) optionally indicating the NAME of the correspénding LDAP attribute type;

I)  optionally indicating the attribute description.té be used in the LDAP protocol;

) assigning an object identifier to the attribute type.

Any user pttribute can be identified by an administrative authority as an anchor attribute, having friend|attributes.
Therefore,|the attribute type definition does not identify the friends of an anchor attribute. This may vary from subschema
to subschema.

13.4.1  (perational attributes

Some opetational attributes are under ‘direct user control. In other cases, the operational attribute's values are{controlled
by the Dirgctory. In the latter ¢ase; the definition of the operational attribute shall indicate that no user modifications to
the attribute values are permitted.

The specifjcation of an-gperational attribute type shall indicate its application, which shall be one of the folloying:
+ Directory operational attribute (e.g., access control attributes);
+  DSA shared operational attribute (e.g., a master-access-point attribute);

-+ \\DSA specific operational attribute (e.g., a copy-status attribute).

13.4.2  Attribute hierarchies

An attribute hierarchy shall contain either user attributes or operational attributes but not both. It follows that a user
attribute shall not be derived from an operational attribute, and that an operational attribute shall not be derived from a
user attribute.

An operational attribute that is a subtype of another operational attribute shall have the same application as its supertype.

If an attribute type is not a subtype of another attribute type, the attribute syntax and matching rules (if applicable) shall
be specified in the attribute type definition. Specifying an attribute syntax shall be done by directly specifying the ASN.1
data type.

If an attribute type is a subtype of an indicated type, the definition need not specify an attribute syntax, in which case its
attribute syntax is that of its direct supertype. If the attribute syntax is indicated and the attribute has a direct supertype,
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the indicated syntax shall be compatible with the supertype's syntax, i.e., every possible value satisfying the attribute's
syntax shall also satisfy the supertype's syntax.

If an attribute type is a subtype of another attribute type, the matching rules applicable to the supertype are applicable to
the subtype, unless extended or modified in the definition of the subtype. A matching rule defined for a supertype may
not be removed when defining a subtype.

13.4.3  Friend attributes

The list of friends of an anchor attribute shall only contain user attributes. The relationship imposes no restraints whatever
on the semantics, syntax, or other characteristics of a friend attribute.

NOTE — An anchor attribute may be defined as a dummy attribute.

13.4.4  Collective attributes

An operational attribute shall not be defined to be collective.

A user attrjbute may be defined to be collective. This indicates that the same attribute values will appear in'th¢ entries of
an entry cqllection subject to the use of the collectiveExclusions attribute.

Collective [attributes shall be multi-valued.

13.45 [DDerived attributes

A derived fattribute is one that contains information using the syntax of attribute information, but where the|values are
computed fs returned rather than being held in the DIB.

The family-information derived attribute is introduced for use in the Directoty service for the containmerit of family
informatiop. Its characteristics are defined in 7.7.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

DSAs may also use derived attribute technology to provide other attributes.) For example, all operational attfibutes that
include thqg AccessPoint value of a specific DSA may (and probably.should) derive the value from a singl¢ source of
the inform@tion, which may be suitably administered.

13.4.6  Attribute syntax

If an equallity matching rule is specified for the attribute typé; the Directory shall ensure that the correct attriute syntax
is used forlevery value of this attribute type.

13.4.7  Matching rules

Equality, qrdering and substrings matching rules may be indicated in the attribute type definition. The sam¢ matching
rule may b used for one or more of these types of matches if the semantics of the rule allows for more than ope of these
different types of matches.

NOTE 1 — This fact should be reflected in the definition of the indicated matching rule.
If no equallity matching rule is indicated, the Directory:

d) treats values ‘of’this attribute as having type ANy, i.e., the Directory may not check that those values
conform.with the data type or any other rule indicated for the attribute;

) does not'permit the attribute to be used for naming;
q) does not allow individual values of multi-valued attributes to be added or removed;
)<does not perform comparisons of values of the attribute;

e) will not attempt to evaluate avas using values of such an attribute type.

If an equality matching rule is indicated, the Directory:

a) treats values of this attribute as having the type defined in the sType field in the attribute's definition (or
that of the attribute from which the attribute is derived);

b) will use the indicated equality matching rule for the purpose of evaluating attribute value assertions
concerning the attribute;

c) will only match a presented value of a suitable data type as specified in the attribute type definition.

NOTE 2 — This subclause applies equally to an attribute whose equality matching rule uses an assertion syntax different from the
syntax of the attribute type.

If no ordering matching rule is indicated, the Directory shall treat any assertion of an ordering match using the syntax
provided by the Directory Abstract Service as undefined.
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If no substrings matching rule is indicated, the Directory shall treat any assertion of a substring match using the syntax
provided by the Directory Abstract Service as undefined.

An attribute type shall only specify matching rules whose definition applies to the attribute's attribute syntax.

13.4.8  Attribute definition

Attributes may be defined as values of the ATTRIBUTE information object class:

ATTRIBUTE ::= CLASS {

&derivation ATTRIBUTE OPTIONAL,

&Type OPTIONAL, -- either &Type or &derivation required
&equality-match MATCHING-RULE OPTIONAL,

&ordering-match MATCHING-RULE OPTIONAL,

&substrings-match MATCHING-RULE OPTIONAL,

&single-valued BOOLEAN DEFAULT FALSE,

&coll s BOOLEANDEFAULT FALSES

&usag AttributeUsage DEFAULT userApplications,
&ldapSlyntax SYNTAX-NAME. &id OPTIONAL,
&ldap! SEQUENCE SIZE (1l..MAX) OF UTF8String OPTIONAL,
&ldap! UTF8String OPTIONAL,
&obso BOOLEAN DEFAULT FALSE,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[SUBTY|PE OF &derivation]
[WITH |SYNTAX &Type]

[EQUALIITY MATCHING RULE &equality-match]
[ORDERING MATCHING RULE &ordering-match]
[SUBSTIRINGS MATCHING RULE &substrings-match]

[SINGLE VALUE &single-valued]
[COLLECTIVE &collective]
[DUMMY] &dummy ]
[NO USER MODIFICATION &no-user-modification]
[USAG &usage]
[LDAP-SYNTAX &ldapSyntax]
[LDAP-NAME &ldapName]
[LDAP-DESC &ldapDesc]
[OBSOLETE &obsolete]
ID &id }
AttributleUsage ::= ENUMERATED-Y{
userApplications (0),
direcoryOperation (I,
distriputedOperation (2)%
dSAOperation (3),

}

For an attr|bute type which is defined using this information object class:

4)

r—

ational extensions

BOOLEAN DEFAULT FALSE,

modification BOOLEAN DEFAULT FALSE,

the sderivation field, if relevant, is used for specifying the attribute type, of which this attrifpute type is
d Subtype;

the sType field, if relevant, is used for specifying the syntax. This shall be an ASN.1 type and itis required

c)
d)

9)

if the sderivation field is not relevant;

the sequality-match field, if relevant, is used for specifying the equality matching rule;

the sordering-match field, if relevant, is used for specifying the ordering matching rule;

the ssubstrings-match field, if relevant, is used for specifying the substrings matching rule;

the ssingle-valued field is used for specifying that an attribute of the type shall have only one value by
using the value TRUE, while a multi-valued attribute type is defined by not applying this field or by using
the value FALSE;

the scollective field is used for specifying that an attribute of the type is a collective attribute type by
using the value TRUE, while an attribute type that is not a collective attribute type is defined by not applying
this field or by using the value FALSE;
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h) the sdummy field is used for specifying that an attribute of the type is a dummy attribute type by using the
value TRUE, while an attribute type that is not a dummy attribute type is defined by not applying this field
or by using the value FALSE;

i) the sno-user-modification field is used for specifying that an operational attribute of the type is not
user modifiable by using the value TRUE, while an attribute type that is user modifiable is defined by not
applying this field or by using the value FALSE;

j) the susage field is used for indicating the operational usage of an attribute of this type.
userApplications means it is a user attribute type, directoryOperation,
distributedOperation, and dSAOperation mean it is a directory, distributed, or DSA operational
attribute type respectively;

k) the s1dapsyntax field, if relevant, is used for specifying the object identifier for the syntax used for the
corresponding LDAP attribute type ;

Re—s e erevant1susea—Tor—=sp Fyiferone-or-more-valtes—for-the-NAME-=Ssnecification
used in the corresponding LDAP definition either defined by the IETF or by these Directory-Spegifications;
) the sldapbesc field, if relevant, is used for specifying the DESC used in the corresponding LDAP
attribute type specification;

1) the sattributeDescription field, if relevant, shall specify the attribute deseription used inthe LDAP
protocol possibly including relevant attribute options, but not including possible tagging optio

Q) the &id field is used for specifying the object identifier assigned to this attribute type.

The attribyte types defined in Rec. CCITT X.501 (1988) | ISO/IEC 9594-2:1990, which are known to and ysed by the

Directory

or its own purposes, are defined as follows:

ss ATTRIBUTE ::= {

TAX OBJECT IDENTIFIER

Y MATCHING RULE objectIdentifierMatch
TAX oid. &id
{"objectClass"}
id-at-objectClass }

tryName ATTRIBUTE ::= {

TAX DistinguishedName

Y MATCHING RULE distinguishedNameMatch
VALUE TRUE

TAX dn. &id
{"aliasedObjectName"}
id-attaliasedEntryName }

+ The matching rules referred tg in'these definitions are defined in 13.5.2.

The obje¢tClass and aliasedEntryName attributes are defined as user attributes even though they afe used for

Directory

user attrib
facilitate i

13.5

135.1
The defin

tes before the opérational attribute concept and must remain as user attributes for backward comgatibility to

Iperations and semantically should be defined as operational. This is because these attributes were|defined as
terworking between systems implementing different editions of this Directory Specification.

Matching-rule definition

Overview

ition of a matching rule involves:

a) optionally defining the parent matching rules from which the present matching rule may be derived,;
b) defining the syntax of an assertion of the matching rule;

c) specifying the different types of matches supported by the rule;

d) defining the appropriate rules for evaluating a presented assertion with respect to target attribute values
held in the DIB;

e) assigning an object identifier to the matching rule.

A matching rule shall be used to evaluate attribute value assertions of attributes indicating the rule as their equality

matching
assertion)

rule. The syntax used in the attribute value assertion (i.e., the assertion component of the attribute value
is the matching rule's assertion syntax.

A matching rule may apply to many different types of attributes with different attribute syntaxes.
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The definition of a matching rule shall include a specification of the syntax of an assertion of the matching rule and the
way in which values of this syntax are used to perform a match. This does not require a full specification of the attribute
syntax to which the matching rule may apply. A definition of a matching rule for use with attributes with different ASN.1
syntaxes shall specify how matches shall be performed.

The applicability of defined matching rules to the attributes contained in a subschema specification (over and above the
matching rules used in the definition of these attribute types) is indicated through the subschema specification operational
attribute matchingRuleUse, defined in 15.7.7.

13.5.2  Matching rule definition

Matching rules may be defined as values of the MATCHING-RULE information object class:

MATCHING-RULE ::= CLASS {
&ParentMatchingRules MATCHING-RULE OPTIONAL,
&AssertionType OPTIONAL,
suniqueMatchIndicator ATTRIBUTE OPTIONAL,
&ldapSyntax SYNTAX-NAME . &§id OPTIONAL,
&ldapName SEQUENCE SIZE (1l..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[PARE &ParentMatchingRules]
[SYNT. &AssertionType]
[UNIQUE-MATCH-INDICATOR &uniqueMatchIndicator]
[LDAP-SYNTAX &ldapSyntax]
[LDAP-NAME &ldapName]
[LDAP-DESC &ldapDesc]
ID &id }
For a matching rule which is defined using this information object class:

d) The sParentMatchingRules field is used if the matehing rule being defined combines the chafacteristics
of two or more other matching rules. It is given as:a set of two or more object identifiers for thg matching
rules that supply the basic characteristics of thematching rule being defined (e.g., matching algorithm); it
shall be omitted for a basic matching rule.

) sAssertionType is the syntax for an assertion using this matching rule; if it is omitted, thp assertion
syntax is the same syntax as that of the-attribute the rule is applied to unless the matching rule specifies
otherwise. If it is present, it may specify a restriction on the parent matching rule(s) if present,but in this
case it shall be compatible withhe syntax for the parent matching rule(s) (i.e., a value comglying with
&AssertionType shall also.comply with sAssertionType for the parent matching rule(s)).

q) suniqueMatchIndicator IS a notification attribute type. When present, unique matching ifs required.
For a mapping-based matching rule (see 13.6), that means mapping against the mapping table|shall yield
an unambiguous result.”If there are multiple matches against the mapping table, the search requpst shall be
rejected with a(serviceError with problem ambiguousKeyAttributes. In addition, a notification
attribute of the type specified by this field shall be placed in commonResults of the error retufned.

NOTE 1 — Sueha situation can occur in geographical matching when, for example, an assertion can specifly "Newton"
as a locality in the United Kingdom; there are many distinct towns with this name, which need to be distinguished by a
qualifier(e.g., "Newton, Cambs").

d) ,thejsldapsyntax field, when relevant, is used for specifying the object identifier for the syntax used for
the corresponding LDAP assertion type;

e) the sldapName field, if relevant, is used for specifying one or more values for the NAME specification
used in the corresponding LDAP definition defined either by the IETF or by these Directory Specifications;

m) the sldapbesc field, if relevant, is used for specifying the DESC used in the corresponding LDAP
matching rule specification;

f) the sid field is used for specifying the object identifier assigned to this matching rule.

If two or more matching rules are used for parentMatchingRules, the result is a combined matching rule that returns
a result, for values that are compatible with AssertionType, as prescribed by the following rule:

a)
b)

c)

if the result of any parent matching rule is TRUE, the combined matching rule shall return TRUE;

otherwise, if the result of any parent matching rule is FALSE, the combined matching rule shall return
FALSE; or

otherwise, the combined matching rule shall return undefined.
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The following table shows the rules of combination of two matching rules A and B; the table could in principle be
extended into multiple dimensions, with similar result patterns, to cover the case of three or more parent matching rules:

Rule A
TRUE FALSE UNDEFINED
TRUE TRUE TRUE TRUE
Rule B FALSE TRUE FALSE FALSE
UNDEFINED TRUE FALSE UNDEFINED

By combining matching rules as specified above, it is possible to obtain valid matching in cases where the matching
would otherwise fail.
NOTE 2 — A specific case of the use of a parent matching rule is with the combination of an arbitrary matching rule with the special

matching rule 1gnoreIfAbsentMatch The Iatter causes a f||ter item to return TRUE |f the attrlbute is absent; if |t is present the
normal fule e e 2 are absent.

objectIdentifierMatch MATCHING-RULE ::= {
SYNT2 OBJECT IDENTIFIER
LDAP- TAX oid.é&id
LDAP-NA {"objectIdentifierMatch"}
iD id-mr-objectIdentifierMatch }

A presented value of type object identifier matches a target value of type object identifier if and only if they] both have
the same niimber of integral components, and each integral component of the firstis-equal to the corresponding component
of the sgcond. This matching rule is inherent in the definition¢ 0f“the ASN.1 type object | identifier.
objectIdentifierMatch is an equality matching rule.

The distinguishedNameMatch is defined as follows:

distinguishedNameMatch MATCHING-RULE ::= ({

SYNT DistinguishedName

LDAP%AX dn. &id

LDAP- {"distinguishedNameMatch"}

D id-mr-distinguishedNameMatch }

A presentad distinguished name value matches a-target distinguished name value if and only if all of the following are
true:

the number of RDNs in each-isthe same;

Q)
~

) corresponding RDNs have the same number of AttributeTypeAndvalue;

@) corresponding Att#ibliteTypeAndvalue (i.e., those in corresponding RDNs and with identidal attribute
types) have attribute values which match as described in clause 9.4.

distinguishedNameMatch-is an equality matching rule.

13.6 Relaxation’and tightening

Relaxation] and\tightening are functions that in a systematic way modify the matching of one or more filtgr items. If
relaxation js\performed, the modification of the matching is done in such a way as to increase the likelihood of having
more matched entries. Relaxation 1S performed when the number of maiched entries IS Pelow a certain minimum.
Tightening is performed in a similar way when the number of matched entries is above a certain maximum. There are two
modes of relaxation/tightening:

a) the matching rule applied for a particular attribute type can be replaced by matching rule substitution in a
stepwise fashion until the required effect is achieved or the possibilities have been exhausted as detailed
in 13.6.1; and

b) the relaxation/tightening can be applied as part of a mapping-based matching as detailed in 13.6.2.
13.6.1 Matching rule substitution

The matching rule substitution can be controlled by a governing-search-rule within a service-specific administrative area
(see 16.10.7). It can also be controlled by the user in the search request (see 10.2.1 of Rec. ITU-T X.511 | ISO/IEC 9594-
3). In both cases, the RelaxationPolicy construct, as defined in 16.10, controls the substitution.
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Relaxation/tightening by matching rule substitution modifies the action of a filter by systematically substituting the
previously applicable matching rules for selected attributes onto matching rules that provide looser (or tighter) matching.
Having relaxed, or tightened by matching rule substitution, the whole of the search process is re-evaluated on the same
set of entries within the scope of the search. Re-evaluation can continue until no more relaxations exist, or until a
satisfactory return (less than or equal t0 maximum, or more than minimum, by reference to the controlling
RelaxationPolicy elements) is made.

The result is that the filter remains the same for each re-evaluation, but the individual matching rules used to evaluate the
filter undergo a substitution as necessary (see Figure 12). Relaxation may either be evaluated on a DSA by-DSA basis,
using no coordinated relaxation between DSAs, or may alternatively use the chainedRelaxation component of
ChainingArguments to define what relaxation is to be used.

Filter
[ [ [ T [ [ [ [ [ 1
Search v Vv v v v v v v v v
relaxation —p| Matching rule mapping

e T T I T I T T T

Filter evaluation on local
part of DIT

X.501(12) F12

Figure 12 — Matching rule substitution

When a relaxation policy is to be used, the DSA before starting a local searchymakes a basic substitution for eagh attribute
type for which a basic substitution is defined, as specified by the relaxation policy.
NOTE 1 — A particular useful application of basic substitution is, as angxample, for the 1ocalityName attribute type fo substitute
the caspIgnoreSubstringMatch matching rule with the generalWordMatch matching rule in situations where this matching
rule is more appropriate and the user is expected to formulate a substrings filter item accordingly.

If too few gntries result from the search, as applied to this\particular DSA, the first relaxation policy is applied| if too few
entries stil| result, the next relaxation policy is applied; and’so on.

Similarly, Jf too many entries result from the search;.the first tightening policy is applied in a similar fashion. [There is no
reversal frIm a tightening to a relaxation, or vice,versa.

A relaxatign applied by one set of MRSubstitution for a particular attribute applies until countermanded py another
MRMapping. The countermanding can\be explicit by specifying the matching rule, or implicit by orpitting the
oldMatchlingRule identifier.

If a relaxef evaluation is performed due to too few results from the previous evaluation, and if too many |results are
returned frpm the relaxed evatuation, some or all of the results from the relaxed evaluation shall be returned. If p tightened
evaluation|is performed due to too many results from the previous evaluation, and if too few are returnegl from the
tightened dvaluation, semeor all of the results from the previous evaluation shall be returned. In either case, thq relaxation
or tightenipg processstops.

An applicgble relaxation policy applies both to £ilter or extendedFilter, as appropriate.
NOTE 2 <'Because relaxation allows filter item evaluations to be relaxed or tightened for the ordinary filter, the need for extended

...........

A DSA may supply the proposedRelaxation notification attribute (see 6.13.15 of Rec. ITU-T X.520 | ISO/IEC 9594-
6) in a search result within the notification subcomponent of the PartialOutcomeQualifier. The information
here can then in a subsequent search request be used as a user-supplied relaxation policy.

As an ultimate case of relaxation, a policy can cause a particular filter item to be evaluated as TRUE (or FALSE, if the
filter-item is negated) in accordance with the nul1Match matching rule.

Within a service specific administrative area, validation against search-rules is performed after possible basic substitutions
have been made, as dictated by the search-rule against which the search request is being evaluated. A governing-search-
rule is selected prior to any subsequent matching rule substitution, including possible basic substitutions specified in the
search request.
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13.6.2 Mapping-based matching

Mapping-based matching is relevant for the Search operation when the users' conception of the real world may in several
ways differ from the idealized model often used by the Directory. As an example, users' notions of locality names and
how localities relate to each other may be quite different from how localities are represented in the Directory. To bridge
that gap and to improve the rate of successful searches, it is essential to have a mapping between the users' conception of
some real-world objects, including their mutual relationships, and the Directory model for the same objects. The same
mapping should also allow for "fuzzy" matching, i.e., allowing some attribute values to reflect more than their precise
definition.

NOTE 1 - As an example, a user may specify a location name in the filter, but the object being looked for may be close to the
border in a neighbouring location.

The mapping-based matching is applicable to geographical aspects of White Pages searches, business category aspects of
Yellow Pages searches, etc.
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principle fpr the technique is common as illustrated in Figure 13.
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Figure 13 — Mapping-based matching
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as replacements for the mappable-filter items. In exception cases, the mapping is not perf
N is returned as to the exact nature of the exception.

br of mapped filter items does not need to be the same as the number of mappable filter items,
different.

M of type extensibleMatch with the type specification absent cannot be a mappable filter item.

-based mapping:may be local to a DSA. If the Search evaluation is distributed, other DSAs particip
phase of a Search may apply their own mapping-based mapping. However, the mapping used can b
BAS in thé.chainedRelaxation component of the ChainedArguments.

— To berable to provide a consistent service to users, administrators of DSAs potentially participating in 2
valuation should consider harmonizing their mapping tables and functions.
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Figure 14 illustrates the principle behind the establishment of the mapping function between the real world and the
Directory model of that world. Users have some perception of the real world. This perception may not consider all aspects
of the real world. The aspects of the real world that have some importance for how a user formulates a Search request
constitute a model of the real world. This model then forms the basis for how the mapping is performed. The precise
model of the real world has to be based on experience and is likely to require regular updates based on observed search
behaviour by users.
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Figure 14 — Information derivation

This moddl of the real world may only involve a subset of the attribute types used by a user_in<a Search rg
possibly only a single attribute type is relevant. As an example, in considering a model of the-real world with
localities, pnly locality-related attribute types would be relevant to consider. Filter items ‘ot referring to sug
types are not mapped, but are retained and used together with the mapped filter items for entry match.

A model of the real world is used for establishing a mapping table of matchable values,i.e., a set of values to be
matched against the mappable filter items. How this mapping table of matchablevalues is established is a 19
Matching against this mapping table can then result in zero or more matches, Each match results in one or ma
filter itemg. The mapping algorithm determines how the mapped filter items are applied against entries. How

is a local matter. It could be based on values of traditional attributes in.thie entries or it could be based on val

in the entries that have no meaning outside the Directory, e.g., numesicidentifiers.

quest, and
respect to
h attribute

potentially
cal matter.
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The way mapping is employed and the resulting mapped filter items are handled is conveniently specified by feferring to

subfilters gs defined in 16.5 and further detailed in Annex Q.. The concept of subfilters is only used here as a
tool. An inpplementation can use any other algorithm giving.the same result.

Each subfifter is evaluated against the mapping table~and the resulting mapped filter items are combined wi
mapped filter items in a way determined by the detailed mapping algorithm. The resulting matched entries ar
of the entrjes matched by each of the subfilters.

NOTE 3 — In many situations, the mappable.filter items will be replaced by a logical OR of the mapped filter items.

There are |n principle two different medes of mapping. Each mappable filter item could be mapped one at t
multiple combinable mappable filter. items could be used to satisfy a single match against the mapping tabl
filter itemq are applicable to a single. mapping-based match if and only if they are combinable filter items; thg
contained @s elements within a(single subfilter.

— For example,, two/separate geographical names ANDed together in a subfilter can be used to spec

ical location ef\useful size, where the use of a single geographical name may specify an ambiguous
ical location,

escriptive

h the non-
 the union

ne time, or
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The matchjng of a-filter item against the mapping table is performed using the matching rule implied or specified by that

filter item,| possibly after a basic matching rule substitution either specified in the governing-search-rule (if

ny) and in

the searchf&quest.

NOTE 5 — This could involve a complex matching rule like generalWordMatch defined in Rec. ITU-T X.520 | ISO/IEC 9594-6

allowing word rotation, word truncation, approximate word match, etc.
NOTE 6 — These Directory Specifications do not specify how an implementation combines the relevant matching

rules into a

combined matching. It is expected that implementation may restrict what combinations of filter items and matching rules that are

supported.

If the matching attempted by a filter item or combinable filter items against the mapping table does not result in

any match

for any subfilter, i.e., the match yields a FALSE or undefined result, it will result in zero mapped filter items. If there are

mappable filter items in every subfilter, the Search would yield no result. An error shall then be returned to th

e user.

In some situations, e.g., in geographical zonal matching, it is a requirement that the matching against the mapping table
yields a single, unambiguous result. If a subfilter matches more than one entry in the mapping table or if different subfilters
match different entries in the mapping table, the search may return too many unwanted entries. Instead, information is

returned to the user to allow a new and better targeted search request to be initiated.
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NOTE 7 — In a simpler situation, the mappable filter items are just checked against the mapping table. If this match is successful,
the mappable filter items are used unchanged.

The mapping can be dynamic in the sense that the mapping can be adjusted (relaxed) if the search yields zero or too few
matched entries. The details on how such a relaxation is performed are outside the scope of these Directory Specifications.
These are determined by local requirements. The relaxation can be performed in steps, potentially causing more entries
to be found. The relaxation shall be done in such a way that when one additional step in relaxation is taken, all entries
returned from previous steps are returned together with potentially some new entries.

The relaxation is performed in steps by specifying different levels of relaxation. A level of zero corresponds to no
relaxation. Level one corresponds to a first level of relaxation, etc. Figure 15 is an abstract way of illustrating this stepwise
relaxation mechanism. What the different levels of relaxations exactly imply is not defined by these Directory
Specifications. The relaxation level can be controlled by the RelaxationPolicy construct, which may be supplied in a
search-rule, in a search request, or both. This allows the relaxation of the mapping-based mapping and relaxation by
matching rule substitutions to be synchronized with each other, as both can be determined from each step of relaxation as

specified hy tte ReTaxationPolicy.

413121

X.501(12), F15

Figure 15 — Search relaxation

The extenpdedArea search control is an integer that providés’/an alternative way of controlling the level of relpxation for
a mappingtbased matching algorithm. It is part of the customization of a mapping-based mapping algorithm|whether it
can be controlled by this search control.

If the extendedArea search control present in a search request and its use is allowed for a mapping-based|algorithm,
any level $pecification in the RelaxationPolicy, whether included in the search or the governing-seafch-rule, is
ignored.

The incljudeAllAreas sSearch control option specifies the mode of relaxation when this is controlled by the
extendedArea search control. If'this option is set, the relaxing is performed as described above, i.e., potentially more
entries are freturned for higher levels of relaxation (inclusive relaxation). If this option is not set, the user is only interested
in the result corresponding to the incremental relaxation (exclusive relaxation). The latter could be interesting] if the user
is stepwisq relaxing and.is\not interested in getting entries that were returned in previous results, but only|additional
entries reslilting from the-latest step of relaxation.

NOTE § — There\is.no guarantee (particularly with a complex filter) that the user will not get some entries received prgviously, nor

that all fentries-that could be of interest will be returned. For example, looking for French restaurants in Winkfield could fail;

relaxing todook for all restaurants in the Winkfield area but excluding Winkfield would then cause the mixed-cuisind White Hart
Inn restqurant in Winkfield to be left out of the search results.

Some mapping-based matching algorithms may not support exclusive relaxation or may be customized not to allow it. In
this case, the includeAllAreas search control option shall be ignored for that mapping function and a possible
relaxation shall be performed as an inclusive relaxation.

In some environments, it may also be relevant to be able to specify a negative level for relaxation, which corresponds to
a tightening of the matching. In this case, the includeAllAreas search control option has no significance and is ignored,
if present. Tightening may not be relevant for all types of mapping-based matching.

A DSA may simultaneously support several mapping functions, i.e., hold multiple mapping tables with corresponding
mapping algorithms. The reasons for multiple mapping functions could be:

a) The mapping function to be done is dependent on the type of application. Geographical zonal matching
(see 8.8 of Rec. ITU-T X.520 | ISO/IEC 9594-6) is a particular important application of mapping-based
matching. Other examples are mapping-based matching for Yellow Pages searches, bibliographic searches,
etc.

54 Rec. ITU-T X.501 (10/2019) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=01f711206997eb9c559cd96c397b0e95

ISO/IEC 9594-2:2020 (E)

b) Within a particular application, the detailed specification for how the mapping is performed may vary
dependent on specific conditions. As an example, the mapping for geographical zonal matching may
depend on the geographical area (e.g., as reflected by the baseObject of the Search) or by the type of
search the user is attempting, i.e., based on information in the search filter. As another example, mapping

may depend on the language used in the request.

If multiple mapping functions are simultaneously applicable and the execution of one of these results in an exception
condition that shall be reported to the user, an implementation is not required to check whether multiple exceptions exist

(but it may do so).

A mapping-based mapping specification (see later) determines whether the extendedaArea search control shall be
applicable for the mapping function in question. If several mapping functions are active for the same Search operation
and some of those can be controlled by extendedArea search control, they all perform simultaneous relaxation or
tightening according to the extendedarea search control, and if applicable, also to the includeAllAreas search

control option.

NOTE 9 — The example given earlier shows that using includeAllAreas with more than one mapping-based\mapping can

give risg to difficulties.

If the exténdedArea search control specifies a level of relaxation or tightening not supported by, the DSA fpr some of
the mappirg functions affected by that search control, then the DSA shall perform the mapping.baséd on bept effort. If
the extenfledArea search control specifies a level of relaxation or tightening not supported ty the DSA for|any of the

mapping f

nctions affected by that search control, a searchServiceProblem notificatiomattribute with thej value id-
pr-unavalilableRelaxationLevel shall be returned in the notification parameter,of CommonResultfs.

NOTE 10 — If the evaluation of a Search operation is distributed across multiple DSAs, such{DSAs may employ differgnt mapping

function]s giving inconsistent result unless some coordination among the DSAs is estabfished.

Although the details of mapping-based matching are local matters, it is possible’to define the overall charagteristics of
mapping-based matching by defining a special type of matching rules catled mapping-based matching rules. Such a
matching fule is defined as an instance of the MATCHING-RULE information object class. However, it is different from
traditional {matching rules in the sense that it does not specify matehing in the traditional sense and therefolle does not

specify syntax for the matching. However, as part of its definition_it‘gives specifications of its purpose, how i

and how gxception conditions are handled. The specific behaviour of a mapping-based matching rule carLAp

described By an instance of the ASN.1 information object class derived from the below generic (parameterized)
BASED-

is applied
artly be
PPING-
CHING information object class. This information object class is only intended to specify those gspects that

are potentfally customizable. This Directory Specification does not dictate how and where an instance ¢f such an
informatioh object class is stored, just that it is madel@vailable to the DSA in some way.
MAPPING-BASED-MATCHING

{SeledtedBy, BOOLEAN:combinable/,  MappingResult, OBJECT IDENTIFIER:matchingRule}
CLASS {

&seledtBy Selec¢tedBy OPTIONAL,

&ApplilcableTo ATTRIBUTE,

&subtypesIncluded BOOLEAN DEFAULT TRUE,

&combimnable BOOLEAN (combinable) ,

&mappingResults MappingResult OPTIONAL,

&userControl BOOLEAN DEFAULT FALSE,

&excluysive BOOLEAN DEFAULT TRUE,

&matchling-rule MATCHING-RULE. &id (matchingRule) ,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX({

[SELEQT. ‘BY &selectBy]

APPLICABLE-TO sApplicableTo

[SUBTYPES INCLUDED &subtypesIncluded]

COMBINABLE &combinable

[MAPPING RESULTS &mappingResults]

[USER CONTROL &userControl]

[EXCLUSIVE &exclusive]

MATCHING RULE &matching-rule

ID &id }

The MAPPING-BASED-MATCHING information object class has the following field specifications:

a) The sselectBy field is a dummy reference for a specification of how an instance of a specialization of
the information object class is selected for a mapping-based mapping. The specialized information object
class shall, if applicable, specify an ASN.1 type determining together with a textual description on how
the selection is to be performed. This component shall be ignored if the user in the search request supplies

a non-empty mapping component of the RelaxationPolicy construct.
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b)

d)

NOTE 11 — In principle, several instances possibly of different derived information object classes can be selected
by the same search request.

The sApplicableTo field specifies what filter items shall be considered mappable filter items by
specifying the attribute types for such filter items. Any filter item for an attribute type listed by this
subcomponent is subject to mapping-based matching. This component shall always be present. Attribute
types listed by this component may not necessarily all be present in the filter. The value is determined by
the information object instance of a specialization of this information object class.

The esubtypesIncluded field is avalue of boolean type which specifies whether an instance of a derived
information object class can accept subtypes of sApplicableTo attributes, in addition to the specified
attribute types. If absent, subtypes are permitted, provided that they are not turned off by other mechanisms.
The value is determined by the information object instance of the derived information object class.

The scombinable field is a value of boolean type that, if TRUE, permits the mapping-based matching to
use multiple combinable filter items in the satisfaction of the match against the mapping table. The

e
~

13.7 IDIT structure definition

13.7.1  Qverview

combinable 15 @ qUMMYy Teference for the valtue of this component 1o be determined by a spacialization
of this information object class.

The smappingResults field is dummy reference for a specification on how exception’ conditions are
reported. The derived information object class shall specify an ASN.1 type for reporting relevant exception
conditions.

The suserControl field is a value of boolean type which specifies whethép an instance of a derived
information object class and its associated mapping-based matchingrule’ can be controlled by the
extendedArea search control.

NOTE 12 — If several mapping-based matchings are simultaneously being applied, it may be apprdpriate to let
only one of these allow use of the extendedarea search control.

The sexclusive field is a value of boolean type which specifies whether an instance off a derived
information object class and its associated mapping-based matching rule allows exclusive relaXation to be
performed. The value, if present, is determined by the information object instance of the derived
information object class. If the value is FALSE or if the DSA does not support exclusive matchjng for this
mapping-based matching, this particular mapping-shall act as if the includeAllareas seafch control
option were set.

NOTE 13 — If several mapping-based matchiings are simultaneously being applied, it may be apprdpriate to let
only one of these allow exclusive relaxation:

The smatching-rule field is a value’of object identifier type identifying the matching-base¢l matching
rule for which this instance providesadditional specification and which shall be applied for thg mapping-
based matching. The matchingRule dummy reference for the value of this component is to be fletermined
by a specialization of this information object class. The matching rule specified shall be uged for the
particular mapping-based matching.

The &id field is an @bject identifier allocated to the particular mapping-based mapping.

A fundameéntal aspect’of the Directory schema is the specification of where an entry of a particular class may be placed

in the DIT|and how it should be named, considering:

the hierarchical relationship of entries in the DIT (DIT structure rules);

the attribute or attributes used to form the RDN of the entry (name forms).

13.7.2  Name form definition

The definition of a name form involves:

a)
b)

c)

d)

specifying the named object class;

indicating the mandatory attributes to be used for the RDNSs for entries of this object class where this name
form applies;

indicating the optional attributes, if any, that may be used for the RDNSs for entries of this object class
where this name form applies;

assigning an object identifier for the name form.
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If different sets of naming attributes are required for entries of a given structural object class, then a name form shall be
specified for each distinct set of attributes to be used for naming.

Only structural object classes are used in name forms.

For entries of a particular structural object class to exist in a portion of the DIB, at least one name form for that object
class shall be contained in the applicable part of the schema. The schema contains additional name forms as required.

The RDN attribute (or attributes) need not be chosen from the list of permitted attributes of the structural object class as
specified in its structural or alias object class definition.

NOTE — Naming attributes are governed by DIT content rules and DIT context use in the same way as other attributes.
A name form is only a primitive element of the full specification required to constrain the form of the DIT to that required

by the administrative and naming authorities that determine the naming policies of a given region of the DIT. The
remaining aspects of the specification of DIT structure are discussed in 13.7.5.

13.7.3 ame form specification
Name forms may be defined as values of the NAME-FORM information object class:
NAME-FO! ::= CLASS {
&namedObjectClass OBJECT-CLASS,
&MandaltoryAttributes ATTRIBUTE,
&OptiognalAttributes  ATTRIBUTE OPTIONAL,
&ldapName SEQUENCE SIZE(l..MAX) OF UTF8String OPTIQNAL,
&ldapDesc UTF8String OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
NAMES &namedObjectClass
WITH TRIBUTES &MandatoryAttributes
[AND TIONALLY &OptionalAttributes]
[LDAP-NAME &ldapName]
[LDAP-DESC &ldapDesc]

ID sid }

For a name¢ form which is defined using this information object:class:

d) the snamedObjectClass field is used for specifying the structural object class for which the hame form
applies;

) the sMandatoryAttributes field\isthe set of attributes which shall be present in the RDN af the entry
it governs;

@) the soptionalAttributes:field is the set of attributes which may be present in the RDN of the entry it
governs;

q) the sldapName field, if relevant, is used for specifying one or more values for the NAME sgecification
used in the corresponding LDAP definition either defined by the IETF or by these Directory Spegifications;

) the sldapDesc field, if relevant, is used for specifying the DESC used in the corresponding LDAP
attribute type specification;

d) the sid¥field is used for specifying the object identifier assigned to this name form.

All attribute typeSin*the mandatory and optional lists shall be different.

13.7.4  $truetural object class of an entry

Some subschema specifications will include name forms for no more than one structural object class per structural object
class superclass chain represented in the subschema.

Some subschema specifications may include name forms for more than one structural object class per structural object
class superclass chain represented in the subschema.

In either case, with respect to a particular entry, only the most subordinate structural object class in the structural
superclass chain present in the entry's objectClass attribute determines the DIT content rule and DIT structure rule
applying to the entry. This class is referred to as the structural object class of the entry and is indicated by the
structuralObjectClass operational attribute.

13.7.5 DIT structure rule definition

A DIT structure rule is a specification provided by the subschema administrative authority which the Directory uses to
control the placement and naming of entries within the scope of the subschema. Each object and alias entry is governed
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by a single DIT structure rule. A subschema governing a subtree of the DIT will typically contain several DIT structure
rules permitting several types of entries within the subtree.

A DIT structure rule definition includes:
a) an integer identifier which is unique within the scope of the subschema;
b) an indication of the name form for entries governed by the DIT structure rule;
c) the set of allowed superior structure rules, if required.

The set of DIT structure rules for a subschema specifies the forms of distinguished names for entries governed by the
subschema.

A DIT structure rule allows entries in a given subschema to subscribe to a particular name form. The form of the last RDN
component of an entry's DistinguishedName is determined by the name form of the DIT structure rule governing the
entry.

The namedObjectClass component of the name form (the name form's object class) corresponds to the strucfural object
class of th¢ entry.

A DIT structure rule shall only permit entries belonging to the structural object class identified by its“assocjated name
form. It does not permit entries belonging to any of the subclasses of the structural object class.

With respqct to a particular entry, the DIT structure rule governing the entry is termed thetentry's governinfy structure
rule. This fule may be identified by examining the entry's governingStructureRule attribute.

With respdct to a particular entry, the DIT structure rule governing the entry's supérior is termed the entry[s superior
structure rple.

An entry may only exist in the DIT as a subordinate to another entry (the superior) if a DIT structure rule ekists in the
governing subschema which:

indicates a name form for the structural object class of th&.entry; and

-+ either includes the entry's superior structure rule as apossible superior structure rule or does ngt specify a
superior structure rule, in which case the entry shall*be a subschema administrative point.

If an entry|which is itself a subschema administrative point ig’not included for the purposes of subschema adnpinistration
in its subs¢hema subentry, then the subschema from the ‘itmmediately superior subschema administrative areq is used to
govern thefentry.

Entries whiich are administrative point entries but-have no subschema subentry (e.g., newly created administiative point
entries) hayve no governing structure rule. The Directory shall not allow subordinates to be created below sgich entries
until a subgchema subentry has been added.

If an entry|is converted to a new substhema administrative point, then the governing structure rule of all enfries in the
new subschema administrative area is.automatically changed to that implied by the new subschema.

13.7.6  IDIT structure rule Specification

The abstraft syntax of a DIT -structure rule is expressed by the following ASN.1 type:

DITStrudtureRule\*:= SEQUENCE ({
rulelIdentifier RuleIdentifier,

-- shall be unique within the scope of the subschema

NAME-FORM. &id,

RuleIdentifier ::= INTEGER

The correspondence between the parts of the definition, as listed in 13.7.5, and the various components of the ASN.1 type
defined above, is as follows:

a) the ruleIdentifier component identifies the DIT structure rule uniquely within a subschema;

b) the nameForm component of the DIT structure rule specifies the name form for entries governed by the
DIT structure rule;

€) the superiorStructureRules component identifies permitted superior structure rules for entries
governed by the rule. If this component is omitted, then the DIT structure rule applies to a subschema
administrative point.
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The STRUCTURE-RULE information object class is provided to facilitate the documentation of DIT structure rules:

STRUCTURE-RULE ::= CLASS {
&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE. &id OPTIONAL,

&id RuleIdentifier }
WITH SYNTAX {
NAME FORM &nameForm
[SUPERIOR RULES &SuperiorStructureRules]
ID &id }

13.8 DIT content rule definition

13.8.1  Overview

A DIT co
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nal set of auxiliary object classes, mandatory, optional and precluded attributes. Collective attribut
DIT Content rules if they are to be permitted in an entry.

tent rule definition includes:
) anindication of the structural object class to which it applies;

) optionally, an indication of the mandatory attributes, over and above those called for by the str
auxiliary object classes, required for entries governed by the DIT contetrule;

auxiliary object classes, permitted for entries governed by the DI¥ content rule;

) optionally, an indication of optional attribute(s) from the éntry's structural and auxiliary obj
which are precluded from appearing in entries governed-by the rule.

y in the DIT is governed by at most one DIT content.rtle. This rule may be identified by examinin
'S structuralObjectClass attribute.

content rule is present for a structural object:class, then entries of that class shall contain only the
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objectClass atfribute.
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indicates these auxiliary object classes.

f auxiliary
s attribute

Mandatory attributes associated with the structural or indicated auxiliary object classes shall not be precluded in a DIT

content rul

e.

13.8.2  DIT content rule specification

The abstract syntax of a DIT content rule is expressed by the following ASN.1 type:

DITContentRule ::= SEQUENCE {
structuralObjectClass OBJECT-CLASS. &id,
auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [1] SET SIZE (1..MAX) OF ATTRIBUTE. &id OPTIONAL,
optional [2] SET SIZE (1..MAX) OF ATTRIBUTE. &id OPTIONAL,
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precluded [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

}

The correspondence between the parts of the definition, as listed in 13.8.1, and the various components of the ASN.1 type
defined above, is as follows:

a)

b)

c)

d)

the structuralobjectClass component identifies the structural object class to which the DIT content

rule applies;

the auxiliaries component identifies the auxiliary object classes allowed for an entry to whi
content rule applies;

ch the DIT

the mandatory component specifies user attribute types which an entry to which the DIT content rule
applies shall contain in addition to those which it shall contain according to its structural and auxiliary

object classes;

the optional components specify user attribute types which an entry to which the DIT content rule

The cONTENT-RULE information object class is provided to facilitate the documentation-of DIT content rules

CONTENT-RULE ::= CLASS {
&strudturalClass OBJECT-CLASS. &id UNIQUE,
&Auxilliaries OBJECT-CLASS OPTIONAL,
&Mandaltory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precliuded ATTRIBUTE OPTIONAL }

WITH SYNTAX {
STRUCTIURAL OBJECT-CLASS &structuralClass
[AUXILIARY OBJECT-CLASSES &Auxiliaries]

[MUST |ICONTAIN &Mandatory]
[MAY CONTAIN &Optional]
[MUST-NOT CONTAIN &Precluded] }

13.9 Context type definition

The definition of a context type involves:

g
I
g
d

— — ~ — —

q
f
9)

appties may contaimimadditionto-those—which—it-may containaccording—to-itsstructuratan
object classes;

the precluded component specifies a subset of the optional user attribute types of-the stry

auxiliary object classes which are precluded from an entry to which the DIT contentTule appligs.

NOTE + Content rules for directly identified attributes (e.g., attributes in the mandatory, optional, and precluded lists
only to the attributes that they specify, and not to subtypes and friend attributes.

specifying the syntax of-the‘Context;

specifying the syntax of a context assertion;

optionally specifying a default value for the context;
defining the semantics of the context;

specifying-how matches are done;

specifying behaviour in the absence of a context value; and
assigning an object identifier to the context type.

d auxiliary

ctural and

w

apply rules

13.9.1 Cantext value matrhing

A presented context assertion matches a stored context value of the same context type according to the description of
matching which is part of the context definition.

13.9.2  Context definition

Contexts are defined using the cONTEXT information object class:

CONTEXT :
&Type,

:= CLASS {

&defaultvValue &Type OPTIONAL,
&Assertion OPTIONAL,
&absentMatch BOOLEAN DEFAULT TRUE,

&id

OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
WITH SYNTAX &Type
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[DEFAULT-VALUE &defaultValue]
[ASSERTED AS &Assertion]
[ABSENT-MATCH &absentMatch]

ID

&id }

a) The &Type field is used for specifying the syntax: This shall be an ASN.1 type

b) A DEFAULT-VALUE will cancel out effect (a) of ABSENT-MATCH. Effect (b) of ABSENT-MATCH could be
assumed for any context defined with a DEFAULT-VALUE, in which case the ABSENT-MATCH field could

be dispensed with.

If sdefaultvalue is specified, then entry modification requests to add values with contexts will behave

in a manner consistent with the following pre-processing and post-processing specification.

NOTE — A DSA is not obligated to implement the exact sequence of steps below, so long as the end result exhibits the same

external

ly observable behaviour.

Pre-processing

For each rlnodinyntry request to add values with contexts, remove values with contexts or remove @all.\

contexts. H
]

PO

Normal P

Post-proc

For each modifyEntry request to add values with contexts, remove values with contexts or remove all V
or each context type applicable to the attribute type, if the gontext type is defined with a sdefagltvalue,

contexts. H
then for eal

A
J

Vi

If the sas4

Specifying

g

When a co
is evaluate

Rec. ITU-]

13.10 I

or each context type applicable to the attribute type, if the context type is defined with a &défaulitV

) if the context type is not explicitly listed in the request, add the context type with ther&default\
request;

) for each stored attribute value of the attribute type, if the attribute value dogsnot have the co
then add the context type with the &defaultValue to the attribute value.

rocessing

PSsing

Ch stored attribute value of the attribute type,
) if the attribute value does not have the context type, then remove the attribute value;

) if the attribute value has the context type and’the only context value of that context t
&defaultvalue, remove the context (but not'the attribute value).

ertion is omitted, the context assertion syntax is the same as &Type.

s&absentMatch as FALSE in a context.definition has the following two effects:

) An attribute value that does notthave a context of the specified context type is treated as thoug
values of that context type. Fhat is, if an attribute value contains no contexts of an asserted co
then the ContextAssertion evaluates to FALSE.

) The fallback component of context values of such a context type is treated as being set
regardless of its,aCtual setting.

htext is defined, the specification shall include a description of the semantics of the context, and hg
.

[ X.520 | ISO/IEC 9594-6 specifies selected Context Definitions.

DI Context Use definition

alues with
alue, then:

alue to the

ntext type,

alues with

ype is the

h it has no
htextType,

{0 FALSE

w a match

13.10.1 Overview

A DIT Context Use is a specification provided by the subschema administrative authority to specify the permissible
context types that may be stored with an attribute, and the mandatory context types that shall be stored with an attribute.

A DIT Context Use definition includes:
a) an indication of the attribute type to which it applies;

b) optionally, an indication of the mandatory context types that shall be associated with values of the attribute
type whenever the attribute is stored;
c) optionally, an indication of the optional context types that may be associated with values of the attribute

type whenever the attribute is stored.

If no DIT Context Use definition is present for a given attribute type, then values of attributes of that type shall contain
no context lists. For a given subschema administrative area, there can be only one DIT Context Use for a given attribute
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type. A DIT Context Use may be defined to apply to all attribute types, in which case it shall be the only DIT Context
Use in the subschema.

13.10.2 DIT Context Use specification

The abstract syntax of a DIT Context Use is expressed by the following ASN.1 type:

DITContextUse ::= SEQUENCE {
attributeType ATTRIBUTE. &id,
mandatoryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,

}

The correspondence between the parts of the definition, as listed in 13.10.1, and the various components of the ASN.1
type defined above, is as follows:

) the at+ributeType component identifies the attribute type to which the DIT Context Use applies; if it if

qg

The DIT-(
Use rules:

DIT-CON
&attri

it applies to any attribute type, the object identifier id-oa-allAttributeTypes may be Usg
in Annex B);

) the mandatoryContexts component specifies context types that shall be associatedwith 3
value of the given type whenever the attribute is stored. If this is omitted, then attribute values
without context lists;

) the optionalContexts component specifies context types that may be asseciated with an attr
of the given type whenever the attribute is stored. If this is omitted butimandatoryContexts
then all attribute values shall appear with the mandatory context types.abd no others. If this is d

d (defined

n attribute
may exist

bute value
is present,
mitted and

mandatoryContexts is also omitted, it is equivalent to having no OIF Context Use for the attifibute type;

that is, attribute values of the given attribute type shall not have ‘aSsociated context lists.

FONTEXT-USE-RULE information object class is provided to facilitate the documentation of the D

XT-USE-RULE ::= CLASS {
uteType ATTRIBUTE. &id UNIQUE,

&Mandaltory CONTEXT OPTIONAL,

&Opti
WITH S
ATTRI
[MAND.
[OPTI

13.11  §
The defini

[

k

al CONTEXT OPTIONAL}
AX {

TE TYPE &gattributeType
ORY CONTEXTS &Mandatory]

AL CONTEXTS &Optional] }

Friends definition

ion of a set of friends involves:

) specifying the anchor attribute that has the set of friends;

) specifying the set of attributes that are the friends of the anchor.

The FRIENDS informationrobject class is provided to facilitate the documentation of sets of friends:

FRIENDS [: := CLASS {
&anchdr ATTRIBUTE. &id UNIQUE,
&Friends s ATTRIBUTE }
WITH SYNIAX {
ANCHOR &anchor
FRIENDS &Friends }
Any given attribute can only have one set of friends in any subschema.
Example:
postal FRIENDS ::= {

ANCHOR {postalAddress}

FRIEND

62

S { physicalDeliveryOfficeName |
postalCode |
postOfficeBox |
streetAddress }

T Context
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13.12  Syntax definitions

While these Directory Specifications specify syntaxes as ASN.1 data type, LDAP assigns object identifier to the different
syntaxes. The following information object class may be used to define LDAP syntaxes.

SYNTAX-NAME ::= CLASS {

&desc UTF8String,

&Type,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

DESC &desc

DIRECTORY SYNTAX &Type

D &id }

The different fields have the following meeting:

2t field i £ ifyi DA . f )
) the sType field is used for specifying the corresponding ASN.1 data type for the syntax-as._specified or
used by these Directory Specifications; and

@) the &id field is for specifying the object identifier assigned to the syntax.

Rec. ITU-T X.520 | ISO/IEC 9594-6 defines syntaxes based on this information object class:

14 Directory System Schema

14.1 Overview

The Directory System Schema is a set of definitions and constraints concerning the information that the Direftory itself
needs to know in order to operate correctly. This information is specified‘in terms of subentries and operationa| attributes.

NOTE + The system schema enables the directory system to, for example:

event the association of subentries of the wrong type with,adiinistrative entries (e.g., the creation of a subschema subentry
sybordinate to an administrative entry defined only as a security administrative entry);

- prevent the addition of inappropriate operational attribytes’to an entry or subentry (e.g., a subschema operationa attribute to
berson's entry).

=]

Q

Formally, the Directory System Schema comprises,aset of:
d) Obiject class definitions that defing the attributes that shall or may be present in a subentry of a diven class;

) Operational Attribute Type definitions that specify the characteristics of operational attributes known and
used by the Directory.

The complete definition of an operational attribute includes a specification of the way in which the Directory dses and (if
appropriatg¢) provides or manages-the attribute in the course of its operation.

The Directory System Schema.is distributed, like the DIB itself. Each Administrative Authority establishes thejpart of the
system schiema that will apply for those portions of the DIB administered by the authority.

The Direcfory Systeém)Schema defined in this Directory Specification is an integral part of the Directory System itself.
Each DSA participating in a directory system requires a full knowledge of the system schema established by its
Administrative Authority. The system schema for an Administrative Area may be defined by the Administrativg Authority
using the rjotation defined in this clause.

The Directory System Schema is not regulated by DIT structure or content rules. When an element of system schema is
defined, a specification of how it is used and where it appears in the DIT is provided.

Certain aspects of the directory system schema are specified in the following subclauses.

The directory system schema required to support directory distribution is specified in clauses 25 through 28.

14.2 System schema supporting the administrative and operational information model

Although subentry and subentryNameForm are specified using the notation of clause 13, subentries are not regulated
by DIT structure or DIT content rules.

14.2.1  Subentry object class

The subentry object class is a structural object class and is defined as follows:
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subentry OBJECT-CLASS ::= ({
SUBCLASS OF {top}
KIND structural
MUST CONTAIN {commonName |
subtreeSpecification}
LDAP-NAME {"subentry"}
ID id-sc-subentry }

14.2.2  Subentry name form

The subentryNameForm name form allows entries of class subentry to be named using the commonName attribute:

subentryNameForm NAME-FORM ::= ({
NAMES subentry
WITH ATTRIBUTES {commonName }

ID
No other n

1423

The subt
follows:

——————————————id—nf-subentryNameForm—}
hme form shall be used for subentries.
ubtree Specification operational attribute

reeSpecification operational attribute type, whose semantics are specified inyclause 12, is

subtreeSpecification ATTRIBUTE ::= ({

WITH S
USAGE
LDAP-S

YNTAX SubtreeSpecification
directoryOperation
YNTAX subtreeSpec. &id

LDAP-NAME "subtreeSpecification"

ID

This attrib

id-oa-subtreeSpecification }

area possifply with refinement by selection on an object class filter)avhich may be subject to the policies def

subentry.
NOTE

regions
14.3 N

The Admi
attribute ta

- This permits a single complex policy (e.g., a search-rule) to be directed at many object class combination
pf an administrative area, while being defined in a single subentry.

bystem schema supporting the administrative model

indicate that the associated administrative area is concerned with one or more administrative roles

defined as

ite is present in all subentries; each value defines a set ofientries (in terms of a portion of an adnpinistrative

ned by the

, in disjoint

nistrative Model defined in clause L1.-requires that administrative entries contain an administrajtiveRole

The admigistrativeRole operationalattribute type is specified as follows:
administijrativeRole ATTRIBUTE ::= {

WITH SYNTAX OBJECT-CLASS. &id

EQUALIITY MATCHING RULE objectIdentifierMatch

USAGE directoryOperation

LDAP-SYNTAX oid.&id

LDAP-NAME "administrativeRole"

ID id-oa-administrativeRole }
The possiljledzaltes of an attribute of this type defined by this Directory Specification are:
id-ar-autonomousArea
id-ar-accessControlSpecificArea

id-ar-ac
id-ar-su
id-ar-co
id-ar-co
id-ar-co
id-ar-se

cessControlInnerArea
bschemaAdminSpecificArea
llectiveAttributeSpecificArea
llectiveAttributeInnerArea
ntextDefaultSpecificArea
rviceSpecificArea

id-ar-pwdAdminSpecificArea

The seman

tics of these values are defined in clause 12.

The administrativeRole Operational attribute is also used to regulate the subentries permitted to be subordinate to an
administrative entry. A subentry not of a class permitted by the administrativeRole attribute may not be subordinate

to the adm

64

inistrative entry.
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144 System schema supporting general administrative and operational requirements

The following clauses describe subschema operational attributes which are not attributes in the usual sense (i.e., are not
held within an entry), but may be thought of as 'virtual' attributes, representing information which is derivable (e.g., from
existing operational attributes, their values, and other information). Such virtual attributes are valid for all entries within
an administrative area. This has the effect that these subschema operational attributes appear to be present in every entry.

1441 Timestamps

An attribute of the createTimestamp operational attribute type indicates the time that an entry was created:

createTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
-- as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO USHER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX generalizedTime. &id

LDAP-NAME "createTimestamp"

iD id-oa-createTimestamp }
An attribute of the modifyTimestamp operational attribute type indicates the time that anientry was last modified:
modifyTimestamp ATTRIBUTE ::= ({

WITH SYNTAX GeneralizedTime

-- as [per 46.3 b) or c) of Rec.ITU-T X.680 | ISO/IEC 8824-1
EQUALIITY MATCHING RULE generalizedTimeMatch

ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO USHER MODIFICATION TRUE

directoryOperation

LDAP- TAX generalizedTime. &id
"modifyTimestamp"
id-oa-modifyTimestamp }

An attribufe of the subschemaTimestamp operational attfibute type indicates the time that the subschema stibentry for
the entry ($ee 15.3) was created or last modified. It is-available in every entry:

subschemaTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
-- as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch

ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaTimestamp }

The genpralizedTimeMatch and generalizedTimeOrderingMatch matching rules are defined in
Rec. ITU-T X.52041SO/IEC 9594-6.

An attribute©
created an entry:

y user that

creatorsName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dn.&id
LDAP-NAME "creatorsName"
ID id-oa-creatorsName }

An attribute of the modi fiersName operational attribute type indicates the distinguished name of the Directory user that
last modified the entry:
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modifiersName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dn. &id
LDAP-NAME "modifiersName"
ID id-oca-modifiersName }

14.43  Subentry identification operational attributes

An attribute of the subschemaSubentryList operational attribute type identifies the subschema subentry that governs
the entry. It is available in every entry:

subschemaSubentryList ATTRIBUTE ::= ({
WITH SYNTAX DistinguishedName
EQUALIITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dn. &id
LDAP-NAME {"subschemaSubentry"}
iDp id-oa-subschemaSubentryList }

An attribute of the accessControlsubentryList operational attribute type identifies-all access control subgntries that
affect the gntry. It is available in every entry.

accessControlSubentryList ATTRIBUTE ::= ({
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE
USAGE directoryOperation
iD id-oa-accessControlSubentryList }

An attribute of the collectiveAttributeSubentryList Operational attribute type identifies all collectiye attribute
subentries that affect the entry. It is available in every entry:

collectijveAttributeSubentryList ATTRIBUTE, ::= {
WITH SYNTAX DistinguishedName
EQUALIITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE
USAGE directoryOperation
iD id-oa~collectiveAttributeSubentrylList }

An attribute of the contextDefaultSubentryList operational attribute type identifies all context default|subentries
that affect the entry. It is available:in every entry:

contextDefaultSubentrylist ATTRIBUTE ::= ({
WITH S|YNTAX DistinguishedName
EQUALIITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE

USAGE directoryOperation
D id-oa-contextDefaultSubentryList }
An attribute—o eta ministration

subentries, if any, that affect the entry. It is available in every entry affected by any such subentry.

serviceAdminSubentryList ATTRIBUTE ::= ({
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE
USAGE directoryOperation
D id-oa-serviceAdminSubentryList }

An attribute of the pwdAadminSubentryList operational attribute type identifies the password administration subentry,
if any, that affect the entry. It is available in every entry affected by any such subentry.

pwdAdminSubentrylList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
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SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation
LDAP-SYNTAX dn. &id

LDAP-NAME "pwdAdminSubentryList"

D id-oa-pwdAdminSubentryList }

14.4.4  Has Subordinates operational attribute

The hasSubordinates operational attribute indicates whether any subordinate entries exist below the entry holding this
attribute. A value of TRUE indicates that subordinates may exist. A value of FALSE indicates that no subordinates exist.
If this attribute is absent, no information is provided about the existence of subordinate entries. The attribute will
ordinarily disclose the existence of subordinates even if the immediate subordinates are hidden by access controls — to
prevent disclosure of the existence of subordinates, the operational attribute itself shall be protected by access controls.

NOTE — A value of TRUE may be returned when no subordinates exist if all possible subordinates are available only through a non-
Speciflc Qubuldlllutb I\-f\.,l "1} vy \J\-\- R\'\.’ :TU T oy 518 i :SOIIIEC 0504 4) UI lf th\' UI Il_y JUbUIdIIIMt\-J ul\., \Jubblll.l LAvze) \JI uhild family

members.

hasSubor[dinates ATTRIBUTE ::= {
WITH SYNTAX BOOLEAN
EQUALIITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-hasSubordinates }

145 $ystem schema supporting access control

If a subenfry contains prescriptive access control information, then its objectClass attribute shall contaif the value
accessControlSubentry:

accessControlSubentry OBJECT-CLASS ::= {
KIND auxiliary
D id-sc-accessControlSubentry }

A subentry of this object class shall contain precisely oneprescriptive ACI attribute of a type consistent with the value of
the acceskControlScheme attribute of the corresponding access control specific point.

14.6 $ystem schema supporting the.collective attribute model

Subentries|supporting collective attribute specific or inner administrative areas are defined as follows:

collectijveAttributeSubentry, OBJECT-CLASS ::= ({
KIND auxiliary
D id-sc-collectiveAttributeSubentry }

A subentry of this object class-shall contain at least one collective attribute.

Collective|attributes contained within a subentry of this object class are conceptually available for interrogation and
filtering at|every entry within the scope of the subentry's subtreeSpecification attribute, but are admirjistered via
the subentty.

The collgcétiveExclusions operational attribute allows particular collective attributes to be excluded from an entry:

collectiveExclusions ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
USAGE directoryOperation
ID id-oa-collectiveExclusions }

This attribute is optional for every entry.

The OBJECT IDENTIFIER Value id-oa-excludeAllCollectiveAttributes may be used, by its presence as a value
of the collectiveExclusions attribute, to exclude all collective attributes from an entry.

14.7 System schema supporting context assertion defaults

Subentries providing default values for context assertions are defined as follows:
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contextAssertionSubentry OBJECT-CLASS ::= ({
KIND auxiliary
MUST CONTAIN {contextAssertionDefaults}
ID id-sc-contextAssertionSubentry }

A subentry of this object class shall contain a contextAssertionDefaults attribute;

contextAssertionDefaults ATTRIBUTE ::= {
WITH SYNTAX TypeAndContextAssertion
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
ID id-oa-contextAssertionDefault }

Whenever a context is evaluated and no context assertion is provided by the user, the Directory provides context assertion
defaults equal to the values of this attribute in the context assertion subentry controlling the entry being accessed, as
described in 8.9.2.2.

NOTE 4 TypeAndContextAssertion IS defined in 7.6 of (and evaluation of it is defined in 7.6.3 of) Rec. JTU-T X.511 |
ISO/IE¢ 9594-3.

14.8 $ystem schema supporting the service administration model

serviceAdminSubentry OBJECT-CLASS ::= ({
KIND auxiliary
MUST CONTAIN {searchRules}
iDp id-sc-serviceAdminSubentry }

A subentry of this object class shall contain a searchRules operational attribute:

searchRules ATTRIBUTE ::= ({
WITH SYNTAX SearchRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation
ID id-oa-searchRules }
SearchRuleDescription ::= SEQUENCE {
COMPONENTS OF SearchRule,
name [28] SET SIZE (1..MAX) OF,UnboundedDirectoryString OPTIONAL,

description [29] UnboundedDirectoryString OPTIONAL,
}

A value oflthe searchRules operational attribute is either a search-rule containing actual search restrictiong, or it is a
dummy segrch-rule that specifies no search estrictions at all. This dummy search-rule is identified by havirlg an id of
zero and bl having no serviceType component (or any other components of SearchRule other than id and dmd1d).
dmd1d is gn identifier for the controlling’DMD (see 6.4).

14.9 ystem schema supporting password administration

If a subgntry holds password policy information, then its objectClass attribute shall contain [the value
pwdAdminSubentry.

pwdAdminSubentry OBJECT-CLASS ::= ({
KIND auxiliary
MUST NTAIN { pwdAttribute }
LDAP-NAME {"pwdAdminSubentry"}
D id-sc-pwdAdminSubentry }

A subentry of the object class pwdAdminSubentry may contain the following attributes pwdModifyEntryAllowed,
pwdChangeAllowed, pwdMaxAge, pwdExpiryAge, pwdMinLength, pwdVocabulary, pwdAlphabet,
pwdDictionary, pwdExpiryWarning, pwdGraces, pwdFailureDuration, pwdLockoutDuration,
pwdMaxFailures, pwdMaxTimeInHistory, pwdMinTimeInHistory, pwdHistorySlots,
pwdRecentlyExpiredDuration, pwdEncAlg.

pwdAttribute contains the password attribute that is being controlled by the password administration subentry. Every
password attribute can only have at most one password policy that applies to it. If two or more subtree specifications
overlap, then only one of them can apply to each entry in the overlapping space as controlled by the
pwdAdminSubentryList attribute in each entry.

pwdAttribute ATTRIBUTE ::= ({
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WITH SYNTAX ATTRIBUTE. &id
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE

LDAP-SYNTAX oid. &id

LDAP-NAME "pwdAttribute"

D id-at-pwdAttribute }

One password attribute is currently defined, userPwd which contains a password stored in clear text or encrypted. This
attribute shall have a matching rule for comparison of a proposed password value with the password value stored in the
Directory. For each defined password attribute, two attributes for password history and recently expired password
respectively are needed as well as a matching rule for comparison of a presented password value with a password stored
in the history. The attribute userPwdHistory and the matching rule userPwdHistoryMatch are defined for the
userPwd  password attribute. The attribute userPwdRecentlyExpired and the matching rule
userPwdHistoryMatch are defined for the userPwd using the UserPwd type.

If new passward a
The follo

e defined.

14.9.1  Definition of an history attribute from the password attribute, the history matching rule’and an object

vy {ATTRIBUTE : passwordAttribute ,MATCHING-RULE:historyMatch,OBJECT IDENTIFIER:id}
=

WITH SYNTAX PwdHistory{passwordAttribute}

EQUALITY MATCHING RULE historyMatch

USAGE directoryOperation

ID id}

PwdHistory{ATTRIBUTE:passwordAttribute} ::= SEQUENCE ({
time GeneralizedTime,

password passwordAttribute. &Type,
-}

14.9.2  IDefinition of a recently expired password attribute from the password attribute and an objectidentifier

pwdRecentlyExpired {ATTRIBUTE : passwordAttribute,OBJECT IDENTIFIER:id} ATTRIBUTE

{

WITH SYNTAX passwordAttribute&Type

EQUALITY MATCHING RULE passwordAttribute.&equality-match
SINGLE VALUE TRUE

USAGE directoryQOperation

ID id}

14.9.3  Definition of a password histery matching rule from the password attribute and an object identifier

pwdHistoryMatch{ATTRIBUTE ;passwordAttribute,OBJECT IDENTIFIER:id}

MATCHING-RULE ::= {
SYNT passwordAttribute. &Type
ID id}
14.10 ystem sChema supporting hierarchical groups
hierarchyLevel ATTRIBUTE ::= {
WITH HierarchyLevel
EQUAL 3 ateh
ORDERING MATCHING RULE integerOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
D id-oa-hierarchyLevel }
HierarchyLevel ::= INTEGER
hierarchyBelow ATTRIBUTE ::= {
WITH SYNTAX HierarchyBelow
EQUALITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
D id-oa-hierarchyBelow }

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016) 69


https://iecnorm.com/api/?name=01f711206997eb9c559cd96c397b0e95

ISO/IEC 9594-2:2020 (E)

HierarchyBelow ::= BOOLEAN
hierarchyParent ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
USAGE directoryOperation
ID id-oa-hierarchyParent }
hierarchyTop ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
USAGE directoryOperation
D id-oa-hierarchyTop }

The hierarchyLevel operational attribute shall be present in any entry that is a member of a hierarchical
Directory ghall create and maintain this attribute. The Directory shall delete this attribute when the entry’is
member of| a hierarchical group. This attribute shall take the value zero for the hierarchical top. This attribute
present in @ child family member.

jroup. The
no longer
hall not be

The hierarchyBelow operational attribute indicates whether the entry has any hierarchical ‘children. A valjie of TRUE

indicates that hierarchical children exist. A value of FALSE or the absence of the atfribute type indicat
hierarchicdl children exist. The Directory shall create and maintain this attribute. The Directory shall delete th
when the gntry is no longer member of a hierarchical group.

The hierarchyParent attribute shall be present in an Add Entry or Modify-Entry operation when a new
existing entry becomes a hierarchical child. The attribute value shall be the.distinguished name of the in
hierarchicgl parent. If the immediately hierarchical parent is a compound entny, the value shall be the distingu
of the ancefstor. Otherwise, the Directory shall return an Update Error with problem parentNotAncestor. TH
shall not bg present in a child family member, in an entry that is notywithin a hierarchical group, nor an entry
hierarchicdl top.

The hiergrchyTop attribute points to the top entry of the hierarchical group. This attribute is supplied and
by the Dirgctory. The attribute value shall be the distinguishied name of the top entry. If the top entry is a comp
the value shall be the distinguished name of the ancestor. This attribute shall not be present in a child family
an entry that is not within a hierarchical group, nor.amrentry that is the hierarchical top.

NOTE 1 This attribute provides a unique identification of the hierarchical group to which the entry belongs.

When an ¢ntry within a hierarchical groupgis deleted by a Remove Entry operation, all its hierarchical ¢
removed fiom the hierarchical group.

14.11 aintenance of systeim schema

It is the regponsibility of DSASte maintain consistency of subentries and operational attributes with the systej

es that no
is attribute

entry or an
mediately
shed name
is attribute
that is the

maintained
und entry,
ember, in

nildren are

m schema.

Inconsistecy between various aspects of system schema, and between system schema and subentries and ¢perational

attributes, phall not occur:

The Direcfory executes entry addition and modification procedures whenever a new subentry is added to the
existing subentry is modified. The Directory shall determine whether the proposed operation would violate
schema; if|it dees, the modification shall fail.

DIT or an
the system

In particular, the Directory ensures that subentries added to the DIT are consistent with the values of the

administrativeRole attribute, that the attributes within the subentry are consistent with the values of the
objectClass attribute.

subentry's

The value of the administrativeRole attribute may be modified to permit classes of subentries to be subordinate to

the administrative entry that are not yet present. The value of the administrativeRole attribute shall not b
S0 as to cause existing subentries to become inconsistent.

e modified

The Directory also ensures, where the values of operational attributes are provided by the Directory, that they are correct.
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14.12  System schema for first-level subordinates

The Directory enforces the following rules and constraints on entries created immediately subordinate to the DIT root:

All such entries shall be created as administrative point entries.

The object class and naming attributes of such entries shall be as specified in Rec. ITU-T X.660 | ISO/IEC
9834-1.

15 Directory schema administration

15.1 Overview

The overall administration of the directory schema of the global DIT is realized through independent administration of

the subsch

omas_of the autonomous administrative areas of the DIT Domains that constitute the glnhnl DIT

Coordinati
agreement

pn of the administration of the directory schema at boundaries between DIT Domains is a subject-fpr bilateral
between DMOs and is beyond the scope of this Directory Specification.

The subscliema administrative capabilities defined in this clause for the purpose of managing a DIT idomain ipclude:

g

[

15.2 !
A subsche

An autono
the subsch
associated
id-oa-au

)
)

Policy objects

ma policy object may be one of the following:

creation, deletion and modification of subschema subentries;

support of the publication mechanism for the purpose of permitting DSAs tolinclude schema ipformation
in operational binding protocol exchanges and DUAS to retrieve subschema information via DAP;

subschema regulation for the purpose of ensuring that any modify~operations will be pefformed in
accordance with the applicable subschema specification.

a subschema administrative area;
an object or alias entry within a subschema administrative area;
a user attribute of such an object or alias entry.

mous administrative area may be designated as a subschema specific administrative area in order tofadminister
ema. This shall be indicated by the presence of the value id-oa-subschemaAdminSpecifichrea in the

administrative entry's administrativeRole attribute (in addition to the presence of [the value
tonomousArea, and possibly other values).

Such an alitonomous administrative area‘'may be partitioned in order to deploy and administer the subsch¢ma of the

specific pg
indicated
administ

15.3 f

Subschem
parameters

Policy parameters

, and\the operational attributes used to represent them, are:

rtitions. In this case, the administrative entries for each of the subschema specific administrativg areas are
by the presencesof the value id-oa-subschemaAdminSpecificArea in thesg entries'
rativeRole attributes.

policy-parameters are used to express the policies of the subschema Administrative Authofity. These

a DIT structure parameter: used to define the structure of the subschema administrative area and to store

information about obsolete DIT structure rules which some entries may have identified as their governing
DIT structure rule. This parameter is represented by the dITStructureRules and nameForms
operational attributes;

a DIT content parameter: used to define the type of content of object and alias entries contained within the
subschema administrative area and to store information about obsolete DIT content rules which the
Directory may have used in determining the content of some entries. This parameter is represented by the
dITContentRules, objectClasses, attributeTypes, contextTypes, friends, and
dITContextUse operational attributes;

a matching capability parameter: used to define the matching capabilities supported by matching rules as
applied to the attribute types defined in a subschema administrative area. This parameter is represented by
the matchingRules and matchingRuleUse operational attributes.
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A single subschema subentry is used by the subschema authority to administer the subschema for the subschema
administrative area. For this purpose, the subschema subentry contains the operational attributes representing the policy
parameters used to express subschema policies. The subtreeSpecification attribute of a subschema subentry shall
specify the whole subschema administrative area, i.e., it shall be an empty sequence.

The subschema subentry is specified as follows:

subschema OBJECT-CLASS ::= {

KIND auxiliary

MAY CONTAIN { dITStructureRules |
nameForms |
dITContentRules |
objectClasses |
attributeTypes |
friends |
contextTypes |
dITContextUse |
matchingRules |
matchingRuleUse |
ldapSyntaxes }
ID id-soc-subschema }

The operational attributes of the subschema subentry are defined in 15.7.

154 fPolicy procedures

There are fwo policy procedures associated with subschema administration:
-+ asubschema modification procedure;
-+ anentry modification procedure.

155 $ubschema modification procedures

A subschgma authority may administer a subschema in a dynamic fashion, including making restrictive subschema
modificatipns. This may be accomplished by modifying. the values of the subschema operational attribyites, using
Directory modify operations, effectively changing the subschema which is in force in the subschema administfative area.
A subschgma authority may also create new subsch&ma areas, or remove existing subschema areas by ¢reating or
removing gubschema subentries, respectively.

Before the| subschema authority extends the DIW structure or DIT content rules by adding a new rule, or byladding an
auxiliary opject class, or a mandatory or an-optional attribute to an existing rule, the referenced schema infornjation shall
be describpd in the appropriate attributedin’ the subschema subentry. Name forms, object classes, attribute| types and
matching fules that are referenced, (directly or indirectly) by a dITStructureRule, dITContentRulle Or by a
matchingRuleUse attribute shall\not be removed from the subschema subentry.

The definifion of information ‘ebjects such as object classes, attribute types, matching rules, name forms @and LDAP
syntaxes, Which have been.registered (i.e., assigned a name of type object identifier), are static and cannot bg modified.
Changes tq the semantics 0f such information objects require the assignment of new object identifiers.

DIT structure and“DIT content rules may be active or obsolete. Only active rules are used to regulate thg DIT. The
identification apd preservation of obsolete rules is an administrative convenience allowing location (and possibly repair)
of entries gdded,tnder old rules that have since changed.

This obsolete mechanism shall be used where restrictive changes are made to DIT structure or DIT content rules creating
inconsistencies in the DIB; otherwise, the appropriate active rule may be modified directly. The Directory permits deletion
of obsolete rules at any time.

NOTE — The obsolete mechanism provided in subschema operational attributes ensures that all entries with obsolete schema can
be identified and repaired before the obsolete subschema operational attribute is deleted.

It is the responsibility of the Subschema Administrative Authority to maintain consistency of entries with the active
subschema by means of the Directory abstract service, or by other local means. This may be done at the convenience of
the Subschema Administrative Authority. It is not defined when such an adjustment of inconsistent entries should be
done. However, deletion of obsolete rules prior to the location and repair of inconsistent entries will make this task more
difficult.
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15.6 Entry addition and modification procedures

The Directory executes entry addition and modification procedures whenever a new entry is added to the DIT or an
existing entry is modified. The Directory shall determine whether the proposed operation would violate a subschema

policy.
In particular, the Directory shall ensure that entries added to the DIT are consistent with appropriate active DIT structure
and DIT content rules.

The Directory shall allow interrogation of entries which are inconsistent with their active rules.

The Directory enforces active rules when requested to modify the DIB. If an entry is inconsistent with its active rule, a
request to modify the entry shall be permitted if it repairs an existing inconsistency, or does not introduce a new
inconsistency. A request which introduces a new inconsistency shall fail.

For any valid entry in a valid subschema administrative area, there can be only one most subordinate structural object
class in thestructuratobject classsuperctasschain—Whenanentry isadded-tothe DT the Birectorydetermings this most
subordinat structural object class from the objectClass attribute values provided and permanently associgtes it with
the entry vjia the entry's structuralObjectClass attribute.

When an ¢ntry is created, values of the objectClass attribute shall be provided so that the content of the entry is
consistent [with the DIT content rule governing the entry. In particular, where a value of the,objectClags attribute
identifies g particular object class having superclasses other than top, then values for all of these superclassep shall also
be providef. Otherwise, the Directory operation creating the entry shall fail.

Directory yisers may subsequently add or delete values of the objectClass attribute(for the auxiliary objecf classes of
an entry. The content of an entry shall remain consistent with the DIT content rule@overning the entry followirlg a change
to the valdes of the objectClass attribute. In particular, where a value of-the objectClass attribute identifies a
particular pbject class having superclasses other than top is added or deleted, then values for all of these sliperclasses
shall also Ipe added or deleted, except where such superclasses are alsq/present in the superclass chains assogiated with
other valugs not being added or deleted respectively.

15.7 $ubschema policy attributes

The following subclauses specify the subschema policy operational attributes. These attributes are:

present in the subschema subentry. Theialues of these attributes are administered via Directgry modify
operations using the distinguished name of the subschema subentry;

available for interrogation in all entries governed by the subschema.

The ASNJ1 parameterized type UnboundedDirectoryString, used in the following definitions, is defined in
Rec. ITU-T X.520 | ISO/IEC 9594-6.

The integerFirstComponentMatch and objectIdentifierFirstComponentMatch equality matching rules are
also defindd in Rec. ITU-T X.52011SO/IEC 9594-6.

For management purposes,\a number of human-readable name components and a description component are
optionally [allowed as components of a number of the subschema policy operational attributes defined in thg following
subclauses

A number| of subischema policy operational attributes defined in the following subclauses contain an pbsolete
component. This” component is used to indicate whether the definition is active or obsolete in the pubschema
administraivearea.

15.7.1  DIT Structure Rules operational attribute

The dITStructureRules operational attribute defines the DIT structure rules which are in force within a subschema:

dITStructureRules ATTRIBUTE ::= {

WITH SYNTAX DITStructureRuleDescription

EQUALITY MATCHING RULE integerFirstComponentMatch

USAGE directoryOperation

LDAP-SYNTAX dITStructureRuleDescription. &id

LDAP-NAME "dITStructureRules"

ID id-soa-dITStructureRule }
DITStructureRuleDescription ::= SEQUENCE ({

COMPONENTS OF DITStructureRule,

name [1] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
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description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
}

The d1TstructureRules operational attribute is multi-valued; each value defines one DIT structure rule.

The components of DITStructureRule have the same semantics as the corresponding ASN.1 definition in 13.7.6.

15.7.2  DIT Content Rules operational attribute

The dITContentRules operational attribute defines the DIT content rules which are in force within a subschema. Each
value of the operational attribute is tagged by the object identifier of the structural object class to which it pertains:

dITContentRules ATTRIBUTE ::= {
WITH SYNTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE di rnﬁi-nryﬁpnr:f-i on
LDAP- TAX dITContentRuleDescription. &id
LDAP- "dITContentRules"
ID id-soa-dITContentRules }
DITContentRuleDescription ::= SEQUENCE {
COMPONENTS OF DITContentRule,
name [4] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

}
The dITCdntentRules operational attribute is multi-valued; each value defings-one DIT content rule.
The compgnents of DITContentRule have the same semantics as the corresponding ASN.1 definition in 13.B.2.
15.7.3  Matching Rules operational attribute

The matchingRules operational attribute specifies the matching-rules used within a subschema:

ules ATTRIBUTE ::= {

TAX MatchingRuleDescription

Y MATCHING RULE objectIdentifierFirstComponentMatch
directoryOperation

LDAP- TAX matchingRuleDescription. &id
LDAP- "matchingRules"
iD id-soarmatchingRules }
MatchingRuleDescription ::= SEQUENCE {
identilfier MATCHING-RULE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsol BOOLEAN DEFAULT FALSE,
info tion [0] tUnboundedDirectoryString OPTIONAL,

-~ ‘describes the ASN.1l syntax

ifierCOmponent of a value of the matchingRules attribute is the object identifier identifying thp matching

The description COMPONENT contains a natural fanguage description of the algorithms associated with the rule.

The information component contains the ASN.1 definition of the assertion syntax of the rule.

Such an ASN.1 definition shall be given as an optional ASN.1 Imports production, followed by optional ASN.1
Assignment productions, followed by an ASN.1 Type production. All type names defined in Directory modules are
implicitly imported and do not require explicit import. All type names, whether imported or defined via an Assignment,
are local to the definition of this syntax. If the ASN.1 type includes a user-defined constraint and is not one of the ASN.1
types defined in the Directory modules, then the last UserDefinedConstraintParameter Of the constraint shall be
an actual parameter whose governing type is SyntaxConstraint and whose value is the object identifier assigned to
the constraint.

SyntaxConstraint ::= OBJECT IDENTIFIER
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NOTE 1 - The ASN.1 productions Imports, Assignment, and Type are defined in Rec. ITU-T X.680 | ISO/IEC 8824-1.
UserDefinedConstraintParameter is defined in Rec. ITU-T X.682 | ISO/IEC 8824-3.

NOTE 2 — A typical ASN.1 definition is simply a Type name.

The matchingRules operational attribute is multi-valued; each value describes one matching rule.

15.7.4  Attribute Types operational attribute

The attributeTypes operational attribute specifies the attribute types used within a subschema:

attributeTypes ATTRIBUTE ::= {
WITH SYNTAX AttributeTypeDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX attributeTypeDescription. &id
LDAP-NAME "attributeTypes"
ID 1d-soa-attributeTypes |
AttribufleTypeDescription ::= SEQUENCE {
identilfier ATTRIBUTE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAT,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

info tion [0] AttributeTypeInformation,
}

The identifier component of a value of the attributeTypes attribute is the objectidentifier identifying the attribute
type.

The attributeTypes operational attribute is multi-valued; each value deséribes one attribute type:

AttribufeTypeInformation ::= SEQUENCE {
derivation [0] ATTRIBUTE.&id OPTIONAL,
equaliltyMatch [1] MATCHING-RULE. &id OPTIONAL,
orderingMatch [2] MATCHING-RULE. &id OPTIONAL,
substrjingsMatch [3] MATCHING-RULE. &id OPTIONAL,
attributeSyntax [4] UnboundedDirectoryStxing OPTIONAL,
multi-valued [5] BOOLEAN DEFAULT TRUE,
colledtive [6] BOOLEAN DEFAULT FALSE,
userModifiable [7] BOOLEAN DEFAULT TRUE,

appligation AttributeUsage DEFAULT userApplications,
..}

The derijvation, equalityMatch,‘attributeSyntax, multi-valued, collective and application
components have the same semantic as_the equivalent pieces of notation introduced by the corresponding ipformation
object clasp.

The attributeSyntax component contains a text string giving the ASN.1 definition of the attribute's syntgx. Such an
ASN.1 defjnition shall be given as specified for the information component of the Matching Rules operationgl attribute.

15.75  (bject Classes operational attribute

The obje¢tClasges operational attribute specifies the object classes used within a subschema.

objectCﬁ;;ses ATTRIBUTE ::= ({
WITH TAX ObjectClassDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX objectClassDescription. &id
LDAP-NAME "objectClasses"
ID id-soa-objectClasses }
ObjectClassDescription ::= SEQUENCE {
identifier OBJECT-CLASS. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] ObjectClassInformation,

}
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The identifier component of a value of the objectClasses attribute is the object identifier identifying the object
class.

The objectClasses operational attribute is multi-valued; each value describes one object class:

ObjectClassInformation ::= SEQUENCE {
subclassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
kind ObjectClassKind DEFAULT structural,
mandatories [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optionals [4] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

}

The subclassOf, kind, mandatories and optionals components have the same semantics as the corresponding
pieces of notation introduced by the corresponding information object class.

15.7.6 Name Forms operational attribute

The nameForms operational attribute specifies the name forms used within a subschema.

nameForms ATTRIBUTE ::= {
WITH SYNTAX NameFormDescription
EQUALIITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX nameFormDescription. &id
LDAP-NAME "nameForms"
ID id-soa-nameForms }
NameFo escription ::= SEQUENCE {
identilfier NAME-FORM. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolefte BOOLEAN DEFAULT FALSE,

info tion [0] NameFormInformation,

}
The identifier component of a value of the nameForms attribute is the object identifier identifying the object class.

The nameForms operational attribute is multi-valued; eac¢h value describes one name form:

NameFormInformation ::= SEQUENCE {
subozaanate OBJECT-CLASS. &id;
namingMandatories SET OF ATTRIBUTE. &id,
namingOptionals SET SIZE (1:MAX) OF ATTRIBUTE.&id OPTIONAL,

}

The subofrdinate, namingMandatories and namingOptionals components have the same semantics as the
corresponding pieces of notationsintroduced by the corresponding information object class.

15.7.7  Matching Rule Use bperational attribute

The matchingRuleUse operational attribute is used to indicate the attribute types to which a matching rule gpplies in a
subschemd;

matchingRuleUse ATTRIBUTE ::= {
WITH TAX MatchingRuleUseDescription
EQUAL 3 . 3 3 ateh

USAGE directoryOperation
LDAP-SYNTAX matchingRuleUseDescription. &id
LDAP-NAME "matchingRuleUse"
D id-soa-matchingRuleUse }
MatchingRuleUseDescription ::= SEQUENCE ({
identifier MATCHING-RULE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] SET OF ATTRIBUTE.&id,
}

The identifier component of a value of the matchingRulesUse attribute is the object identifier identifying the
matching rule.
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The information component of a value identifies the set of attribute types to which the matching rule applies.

15.7.8  Structural Object Class operational attribute type

Every entry in the DIT has a structuralObjectClass operational attribute which indicates the structural object class

of the entry:
structuralObjectClass ATTRIBUTE ::= ({
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX oid.&id
LDAP-NAME "structuralObjectClass"
ID id-soa-structuralObjectClass }
15.7.9  Governing Structure Rule operational attribute
Every entfy in the DIT, with the exception of administrative point entries that have no subschema sube
governinigStructureRule operational attribute which indicates the governing structure rule of the entry:
governingStructureRule ATTRIBUTE ::= ({
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
D id-soa-governingStructureRule }
15.7.10 ContextTypes operational attribute
The contéxtTypes operational attribute specifies the context typesyused within a subschema.
contextTypes ATTRIBUTE ::= {
WITH SYNTAX ContextDescription
EQUALIITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
iD id-soa-contextTypes }
ContextDescription ::= SEQUENCE {
identilfier CONTEXT. &id,
name SET SIZE (1 .~.MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedbirectoryString OPTIONAL,
obsoldte BOOLEAN DEFAULT FALSE,
info tion [0] ContextInformation,
}
The identifier component.of a value of the contextTypes operational attribute is the object identifier
the contex{ type.
The contéxtTypes operational attribute is multi-valued; each value describes one context type:
ContextInformation ::= SEQUENCE ({

asserty

}

synta UnboundedDirectoryString,
’Wﬁm& ;

ntry, has a

dentifying

The syntax and assertionSyntax components have the same semantics as the corresponding pieces of notation

introduced

in the corresponding information object class.

The syntax component and the assertionSyntax component each contain a text string giving the ASN.1 definition
of the context syntax and context assertion syntax respectively. Such an ASN.1 definition shall be given as an optional
ASN.1 Imports production, followed by optional ASN.1 Assignment productions, followed by an ASN.1 Type
production. All type names defined in Directory modules are implicitly imported and do not require explicit import. All
type names, whether imported or defined via an Assignment, are local to the definition of this syntax. If the ASN.1 type
includes a user-defined constraint and is not one of the ASN.1 types defined in the Directory modules, then the last
UserDefinedConstraintParameter of the constraint shall be an actual parameter whose governing type is

SyntaxCo
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NOTE 1 - The ASN.1 productions Imports, Assignment, and Type are defined in Rec. ITU-T X.680 | ISO/I

EC 8824-1.

UserDefinedConstraintParameter iS defined in Rec. ITU-T X.682 | ISO/IEC 8824-3. syntaxConstraint is defined

in 15.7.3.
NOTE 2 — A typical ASN.1 definition is simply a Type name.

15.7.11 DIT Context Use operational attribute

The dITContextUse operational attribute is used to indicate the contexts which shall or may be used with an attribute:

dITContextUse ATTRIBUTE ::= {
WITH SYNTAX DITContextUseDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
D id-soa-dITContextUse }
DITContextUseDescription ::= SEQUENCE ({
identilfier ATTRIBUTE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

tion [0] DITContextUseInformation,

The identifier component of a value of the dITContextUse operational attribute iS\the object identlﬁer of the

tUseInformation ::= SEQUENCE {
ryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
1lContexts [2] SET SIZE (1..MAX) OF CONTEXT". &id OPTIONAL,

15.7.12 FKriends operational attribute

The friends operational attribute is used to indicate the sets of attribute types which are friends within a sub
friends ATTRIBUTE ::= {
WITH SYNTAX FriendsDescription
EQUALIITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-friends }
FriendsDescription ::= SEQUENCE ({
anchor ATTRIBUTE. &id,
name SET~SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
friends [0],"SET SIZE (1..MAX) OF ATTRIBUTE.é&id,

}

The anchgr component of a value of the £riends attribute is the object identifier of the attribute type that is
to the set gf ffiends. The £riends component of a value of the friends attribute is the set of object identi

ute types.

e attribute

schema:

the anchor
Fiers of the

attribute tylpes that are the friends of the anchor attribute type
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SECTION 7 - DIRECTORY SERVICE ADMINISTRATION

16 Service Administration Model

This clause provides a model for how an administrative authority can control, constrain and adjust the service both with
respect to what a user can specify in a Search, a Read or Modify Entry request and what information is to be returned.

16.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

16.1.1 effectively present attribute type: An attribute type that is present in at least one non-negated filter item in
each subfilter of a search filter and which fulfils the requirements as specified for that attribute type in the relevant search-
rule. For definitions of npgafpd and nnn-npgarr-d filter items see 78 1 of Rec ITU-T X 511 ! ISO/IEC 9594-3

16.1.2  governing-search-rule: A search-rule with which a particular operation complies and which has begn selected

for govern|ng that operation.

16.1.3 npamed-service: A collection of service-types that together provide an overall service, le.g., a White Pages
service.

16.1.4  pequest-attribute-profile: A specification of what is required for a filter item forythe corresponding attribute
type to be pffectively present.

16.1.5 equest-attribute-type: An attribute type that according to a search-rule\specification may be repfesented in
the filter of a Search operation.

16.1.6 earch-rule: The detailed specification of the service constraintsfenhancement aspects provided for a given
service-tyge primarily intended for a given user-class and tailored to a particular group of users.

16.1.7 ervice-type: A globally unique identification of a servicCg eapability for a particular purpose within a well-
defined scope, e.g., a capability of search for a particular type of\entries within an area of the DIT. Not all aspects of a
service-tyge may be available to all users.

16.1.8 ubfilter: A Boolean component of a filter that«Comprises only logical ANDs of non-negated filtef items and
of negated filter items, i.e., that can be expressed infarmally as NOT (filter-item). Any filter can be expfessed in a
canonical form comprising a logical OR of subfilters;as discussed in Annex Q.

16.1.9  user-class: An identified set of userscthat due to their functions, position in an organization, etc., gan invoke
certain aspects of the service-types within a named-service. Different groups of users identified by their namgs within a
user-class nay see variations in the service_provided. A user group can span user-classes.

16.2 $ervice-type/user-class model

The Directpory Abstract Serviee.as specified in Rec. ITU-T X.511 | ISO/IEC 9594-3 is the representation of all[the service
capabilitie$ offered by the.Directory Specifications. A service-type is a subset of that service for performing & particular
function, e g., searching,for a particular type of object within a defined scope.

A named-gervice is\a’/collection of service-types for a particular purpose, e.g., to provide a White Pages| service, a
particular fype of Yellow Pages service, etc.

A service-ypé.s realized primarily through the Search operation, but also through other operations that can specify entry
information selection, 1.e., Read and Modify Entry operations. For the purpose of service administrafion, a read or a
modifyEntry request is considered in some respect equivalent to a search request with subset equal to baseObject
and £filter equal to and : {}. Service administration does not affect what information can be modified by a Modify
Entry operation. This is solely governed by access control.

An object identifier identifies a service type, thereby giving it a global unique identification. Different user-classes,
dependent on their role, position in the organization, etc., may have somewhat different perceptions of a service-type. A
user-class is identified by an integer that is only required to be unique with a DMD. Different DMDs could assign a
different identifier to what could be considered the same user-class. However, it is expected that administrative authorities
cooperating to provide a common named-service across several DMDs will coordinate the user-group identifiers. Even
for a particular user-class, there may be variations in the service available to users in the class. Such variations are based
on the distinguished names of the users. As an example, users of a particular user-class in one country may not have
exactly the same view of a service-type as the users of the same user-class in another country, e.g., to reflect local privacy
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laws. The definition of a service-type for a user group is expressed by a search-rule specifying the details as to how the
operation is to be performed.

The service-type and the user-class for which it is primarily intended are indicated in a search-rule.

A user group may span several user-classes. A user within a user-class could possibly also utilize search-rules that were
primarily intended for other user-classes, e.g., users in a user class with a greater capability would also be granted
permissions intended for user-classes that are generally offered lower service capabilities.

A user group is not directly identified by a search-rule, but is indirectly identified by having the Invoke permission to that
search-rule. A user group can invoke any search-rule to which it has the Invoke permission. If a particular user has the
Invoke permission to several search-rules for the same service-type but for different user-groups, the procedures defined
in these Directory Specifications will, everything else being equal, select the search-rule with the highest user-group
identifier. This allows the administrative authority by proper assignment of user-class identifiers to control this selection.

16.3 Jervice-specific administrative areas

An autonomous administrative area may be designated as a service-specific administrative area in orderito fleploy and
administer| search-rules. This shall be indicated by the presence of the value id-ar-serviceSpecificalrea in the
associated|administrative entry's administrativeRole attribute (in addition to the presence of-the valje id-ar-
autonomdusArea, and possibly other values).

Such an aytonomous administrative area may be partitioned in order to deploy and administer search-rules|in specific
partitions. JIn this case, the administrative entries for each of the service-specific administrative areas are indicpted by the
presence gf the value id-ar-serviceSpecificArea in these entries' administfativeRole attributgs. Service
policies fof superior service-specific administrative areas are not relevant subordinate to such an administratiye entry.

If such anjautonomous administrative area is not partitioned, there is a single Service-specific administratiye area for
search-rulgs encompassing the entire autonomous administrative area.

One or mdre search-rules are represented in the Directory information ymodel by a subentry, termed a servicg subentry,
whose objectClass attribute contains the value id-sc-serviceAdminSubentry, as defined in 14.8. A qubentry of
this class shall be the immediate subordinate of an administrative.entry whose administrativeRole attribute contains
the value jd-ar-serviceSpecificArea.

The evalugtion phase of an operation within a service-specific administrative area is among other dependent or} what base
object is uped for the operation, possibly after alias dereferencing. Search-rules are therefore tied to entries| When the
base objegt for an operation has been determined; the search-rules tied to that entry are candidates for govyerning the
search. The ties between search-rules within acsubentry and entries within the service-specific administratiye area are
establisheq by the subtreeSpecificatioen oOperational attribute of the subentry. The entries identified by the values of
the subtrgeSpecification operational‘attribute are in this way tied to the search-rules placed in the same|subentry.

A particular entry can be associated. with search-rules from multiple subentries; these may have the same qr different
subtree spécifications. Conversely, different parts of the administrative area can be targeted by the one subeptry, using
multiple values of the subtree specification.

The arguments of an operation can be validated against a search-rule by using an algorithm called the searchjvalidation
function.

Operation
arguments

oLl

Search-validation

. or
function

FALSE (not OK)

Search-rule
e

X.501(12)_F16

Figure 16 — Search-validation function

An operation is valid and allowed to proceed if, and only if, the search-validation-function yields TRUE for at least one
of the available search-rules associated with the base object for the operation. For a search-rule to be available for an
operation, the requestor must have Invoke permissions to the attribute value that holds the search-rule. If there is only one
available search-rule with which the operation complies, this search-rule is called the governing-search-rule for that
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operation, i.e., the search-rule that is used when the operation is further progressed. If there are several such search-rules,
one of these is selected by local choice as the governing-search-rule. The procedure for selecting a governing-search-rule
is given in 19.3.2.2.1 of Rec. ITU-T X.518 | ISO/IEC 9594-4. The governing-search-rule is thereby permanently
associated with the operation for its evaluation within the service-specific administrative area. This is also the case when
part of the operation is carried out by other DSAs holding parts of that service-specific administrative area.

It is the choice of administrative authorities as to whether:

—  to collect several search-rules requiring different Invoke permissions into a single subentry (thereby
requiring access control down to attribute value level if these Invoke permissions vary from value to value);
or

—  to collect search-rules with the same access control permissions into distinct subentries, so that access
control permissions can be granted on the basis of permissions to the complete attribute; different
subentries can then hold different access control permissions.

If there is avatab erati Hyd ject-entry-withina-serviee the-aginistrative
area, or if e search-rules, the operation is rejecfed with an
error.

If a servicq-specific administrative area has no subentries, there are no service constraints associated with thaf area.

There may|be users that should not be limited by service restrictions, e.g., administrators, and there may be enfries, when
serving as|base object entries, for which restriction is not required, e.g., entries low in-the) DIT. The adnpinistrative
authority dan therefore include special search-rules, empty search-rules.

A hierarchjcal group within a service-specific administrative area has to be completély.contained by that area

The scope|of a Search operation cannot cross the border of a service-specificzadministrative area. Rec. ITY-T X.518 |
ISO/IEC 9p94-4 specifies procedures that do not allow a Search operationgstarting within a particular service-specific
administralive area to go outside that area even when aliases are dereferenced during the search evaluation. LLikewise, a
search starfing outside a service-specific administrative area cannot spread into that area.

16.4 ntroduction to search-rules

Search-rulgs are expressions of policies that, on one hand, @enstrain and adjust operations that can be carrigd out in a
region of the DIT, and, on the other hand, assist in their exgeution by guiding the operation process. A search-fule has the
following main characteristics:

+ it gives requirements that an operatign shall meet if the operation is to be carried out based on that search-
rule;

+ it specifies adjustment of the aperation request;

+ it provides specification fordetails of the evaluation of the operation, e.g., by specifying relaxatipn policies
if too many or too few entries are found for Search operation; and

4 it provides entry-information selection specifications.

When a prpcessing of an gperation starts, the base entry of the operation corresponds to one or more service|subentries
whose subfree-specification values include that base entry. Thereby, potentially a number of candidate-seargh-rules are
identified. | The detaits;0f the operation are evaluated against these candidate-search-rules. An operation cgn only be
executed if a compatible search-rule can be found.

16.5 Subfilters

If a search-rule is designed to control the Search operation, it may specify a set of attribute types that may be present in a
filter of a search request. These attribute types are called the request-attribute-types for the search-rule. Other attribute
types shall not be present in the filter in any form, negated or non-negated. This subclause further qualifies what it means
for an attribute type to be present in a search filter. A search-rule also specifies requirements on valid combinations of
request attribute types. It might be a requirement that certain attribute shall be present; it might be a requirement that at
least one out of two attribute types shall be present; it might be a requirement that one attribute type is not allowed without
another being present, etc. To further elaborate on how to express combinations, it is useful to introduce the concept of
subfilters.
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According to propositional calculus, any filter whatsoever can be written as a sequence of subfilters separated by OR
operators. This can be written as:

f=fi+f,+.. +f;

where each subfilter, fi, is a sequence of filter items or negated filter items that are separated by AND operators, which
can be written as:

fi = filfi2 ... fis
where fjj is either a filter item or its negation.
The subfilter concept is further described in Annex Q.
For a filter to comply with a search-rule, each subfilter shall comply with the search-rule.

For a filter item to effectively represent an attribute type in a subfilter, it is required to comply with the requirements of
the request-attribute-profile for the attribute type The request-attribute-profiles are part of the search-rule specification.
If at least gne filter-item for an attribute type in each subfilter complies with the request-attribute-profile forthat attribute
type, the aftribute type is said to be an effectively-present-attribute-type.

16.6 frilter requirements

For an attifibute type to be effectively present in a filter, the attribute type or, if the incladeSubtypes oftion of the
request-attfibute-profile is set, one of its subtypes shall be present in at least one non-negated'filter item of each subfilter.
Such a norj-negated filter item shall comply with all of the following requirements:

+ It shall be a non-negated filter item that is not one of the followingtypes:
greaterOrEqual,

lessOrEqual,

present Of contextPresence unless explicitly allowed by the request-attribute-profile.
+ It shall comply with the request-attribute-profile specification for that attribute type.

+ Ifitis an extensibleMatch filter item, the attribute type shall be specified in the type component of
the MatchingRuleAssertion.

NOTE — If this last restriction is not introduceds.this filter item could implicitly include an unspecifieq number of
attribute types into the search filter and thereby‘impair the search validation procedure.

If an attriblite type is represented in a filter, it shali-be effectively present.

It is allowgd to have extensibleMatch filteritems without the type component in the filter. Their presenge does not
affect the gearch validation against searchi=rules. However, such a filter item shall only be applied to attriblites whose
types are r¢quest-attribute-types, i.e., répresented in the governing-search-rule by a request-attribute-profile (sge 16.10.2).

16.7 Attribute information selection based on search-rules

Outside a $ervice-specifictadministrative area, attribute information returned is selected by the selection fomponent
of the opefation request ‘possibly modified by the operationContext of the CommonArguments, and ahy context
defaults esfablished €ither within a context default specific administrative area or by local context defaults. Fr a Search
operation, | selection. of information may also be modified by the matchedvaluesOnly compongnt in the
SearchArigument. However, when an operation is controlled by a governing-search-rule, this search-rule may specify
what inforfation is to be returned. When this is the case, the user attribute information returned shall be the iptersection
of what the governing-search-rule specifies and what would have been returned had there been no governing-search-rule.
If the entry information selection in the selection component specifies selection of operational attributes, the same rule
shall apply for operational attributes. If the entry information selection does not specify return of operational attribute
information, operational attribute information returned shall solely be determined by the governing-search-rule.

A governing-search-rule may specify what attribute information is to be returned completely independently of what
attribute types may be specified in a search filter.

When information is to be returned based on hierarchical groups, selection of attribute information from such entries is
based on the principle above, except that matchedvaluesOnly specifications have no effect.

NOTE — Family member selection is not governed by the above principle (see 16.10.6).
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16.8 Access control aspects of search-rules

Search-rules provide some additional access control capabilities besides those capabilities described in clause 18. In a
service-minded approach, it is necessary to apply restrictions on how operations can be formulated and what information

can be returned. This should be based not only on the identity of the user, but also on the service-type and the

user-class,

thereby allowing the administrative authorities to tailor the service based on quality of information, charging

considerations, etc.

The access control capabilities as defined in clause 18 are used for ensuring that only proper user groups can invoke

search-rules. These capabilities can also protect information never to be accessed by particular user groups.

A DSA that caches information originating from a service-specific administrative area may not have search-rules for

controlling the restrictions on that information. As for access control (see 18.8.2), a Security Administrator
aware that a DSA with the capability of caching may impose a significant security risk to other DSAs.

16.9 ontexts aspects of search-rules

As contextlassertions can be part of a filter item for the Search operation, search-rule specifications needtota
into account. Inclusion of contexts into the search-rule brings new capabilities into the contexts feature that m
requirememts on DUA and DSA implementations.

should be

e contexts
y simplify

The basic ¢ontext feature allows the user to specify contexts for the Search filter and for entry-information selgction; and

it allows the administrative authorities to establish context defaults within a context default’specific administ

ative area.

These defdults apply indiscriminately to all users and to all service-types. However, the context feature as pyovided by

the searchrules allows the user to specify a minimum of context information, and it alfows the administrative
to make ingividual context specifications for each search-rule. In addition, it is possible, as indicated in 16.8,
access confrol like function through proper design of the search-rule context specification. Use of context spg
in search-rpiles could make establishment of context default specific administrative areas redundant.

16.10 earch-rule specification

The sear¢hRule ASN.1 data type gives the syntax of a search-tuile.

SearchRule ::= SEQUENCE {

COMPONENTS OF SearchRuleld,

servideType [1] OBJECT IDENTIFIER OPTIONAL,

userCllass [2] INTEGER OPTIONAL,

inputAttributeTypes [3] SEQUENCE-SIZE (0..MAX) OF RequestAttribute OPTIONAL,

attributeCombination [4] AttributeCombination DEFAULT a

outputpAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,

defaulltControls [6] ControlOptions OPTIONAL,

mandatoryControls [7] (ControlOptions OPTIONAL,

searchRuleControls [8]° ControlOptions OPTIONAL,
[9)N FamilyGrouping OPTIONAL,
[10] FamilyReturn OPTIONAL,
[11] RelaxationPolicy OPTIONAL,
[12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
[13] AllowedSubset DEFAULT '
[14] ImposedSubset OPTIONAL,
[15] EntryLimit OPTIONAL,

B
T

id INTEGER,
dmdId [0] OBJECT IDENTIFIER }

AllowedSubset ::= BIT STRING {baseObject(0), onelLevel(l), wholeSubtree(2)}
ImposedSubset ::= ENUMERATED {baseObject(0), onelLevel(l), wholeSubtree(2),...}
RequestAttribute ::= SEQUENCE ({
attributeType ATTRIBUTE. &id ({SupportedAttributes}),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({SupportedAttributes} {Q@attributeType}) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE ({
entryType OBJECT-CLASS. &id OPTIONAL,
values SEQUENCE OF ATTRIBUTE. &Type
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({SupportedAttributes} {QattributeTypel}),

...} OPTIONAL,
contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and:({},
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL,

}

ContextProfile ::= SEQUENCE {
contextType CONTEXT. &id ({SupportedContexts}),
contextValue SEQUENCE SIZE (1..MAX) OF CONTEXT.&Assertion
({SupportedContexts} {QcontextType}) OPTIONAL,
}

ContextCombination ::= CHOICE ({
context [0] CONTEXT.&id({SupportedContexts}),
and [1] SEQUENCE OF ContextCombination,
or [2T—SEQUENCE OF ContextCombinatiomn,
not [3] ContextCombination,
}
MatchingUse ::= SEQUENCE {

restrilctionType MATCHING-RESTRICTION. &id ({SupportedMatchingRestrictions}),
restrijctionValue MATCHING-RESTRICTION. &Restriction
({SupportedMatchingRestrictions} {Q@restrictionType}),

}

-- Definlition of the following information object set is deferred, perhaps to
-- standardized profiles or to protocol implementation conformance statements.
-- The t is required to specify a table constraint on the_components of

-- SupportedMatchingRestrictions

Support]:MatchingRestrictions MATCHING-RESTRICTION ;== {...}
AttributieCombination ::= CHOICE {

attribute [0] AttributeType,

and [1] SEQUENCE OF AttributeCombination,

or [2] SEQUENCE OF AttributeCombination,

not [3] AttributeCombination,

}

ResultAftribute ::= SEQUENCE ({

attributeType ATTRIBUTE. &id ({SupportedAttributes}),

outputiValues CHOICE {

selegctedValues SEQUENEE\OF ATTRIBUTE. &Type

({SupportedAttributes} {QattributeType}),
matdhedValuesOnly NULL } OPTIONAL,

contexlts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL,
}
ControlQptions ::=%SEQUENCE {
servigeControls [0] ServiceControlOptions DEFAULT {},
searchOptions [1] SearchControlOptions DEFAULT {searchAliases},

hierarchyOptions [2] HierarchySelections OPTIONAL,
}

EntryLimit ::= SEQUENCE {
default INTEGER,
max INTEGER,
}

RelaxationPolicy ::= SEQUENCE ({
basic [0] MRMapping DEFAULT ({},
tightenings [1] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,

maximum [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1,
}
MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,

substitution [1] SEQUENCE SIZE (1l..MAX) OF MRSubstitution OPTIONAL,
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Mapping ::= SEQUENCE {
mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY {-- shall be an--
-- object identifier of a mapping-based matching algorithm -- }),
level INTEGER DEFAULT O,
}
MRSubstitution ::= SEQUENCE ({
attribute AttributeType,

oldMatchingRule [0] MATCHING-RULE.&id OPTIONAL,
newMatchingRule [1] MATCHING-RULE.&id OPTIONAL,

}

16.10.1 Search-rule identification components

ved for the

The dmdId component gives a unique identification of the DMD that has established the search-rule."¥his fomponent

together wjth id permits the definition of a unique, global identification of a search-rule.
NOTE + How this uniqueness is to be policed is outside the scope of this specification.

The id conponent (with the value of zero) and the dmdld components are the only componrents relevant for] the empty

search-rulq.

The serviceType component is an object identifier that identifies the service-type 'stupported by this search-rule. This

component shall always be present except for an empty search-rule.

The user@lass component indicates the user-class for which the search-rule. is primarily intended. For a givgen service-

type, there|can

an empty gearch-rule.

16.10.2 Request-attribute-profiles

be several search-rules specifying the same user-class. This component shall always be preseng except for

The inputAttributeTypes component shall specify request-attribute-profiles for all attribute types that shall or may

be represemted

in a search filter. If a search filter includgs a filter item for an attribute type not represented by a request-

attribute-pfofile, the search validation against this search-rule fails. The RequestAttribute data type sgecifies the
requirement on a filter item for the attribute type specified in the filter item to be effectively present. If this component is
absent, thg search-rule does not put any restriction“on the presence of attribute types, i.e., any operation complies with
this compdnent. If the component is present, butempty, only a read request, a modi fyEntry request or a seagch request

with defauft filter (and : { }) complies with this component.

The following
4)

subcomponents are relevant for all operation types controlled by search-rules:

The attributeType subcomponent specifies the attribute type for which this specification applies. It is
the only mandatory subcomponent. There can only be one RequestAttribute specification [for a given
attribute type-—within a search-rule. If this is the only subcomponent, except possibly for the
includeSubtypes subcomponent, there are no restrictions on search filter items for this attrjibute type,
exceptthat if such filter items are in the filter, at least one of them shall be non-negated.

The-includeSubtypes subcomponent specifies that this request-attribute-profile can be satjisfied by a
filter item for a subtype of this attribute type.

The following

c)

d)

I + ] 1 4+ £ ") Q L o
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The selectedvalues subcomponent provides a set of attribute values of the type given in
attributeType. If this attribute type is represented in the filter, there shall be at least one non-negated
filter item for this attribute type that matches at least one value of this subcomponent. Otherwise, this
attribute type is not effectively present in the filter.

If this subcomponent is absent, the above matching evaluates to TRUE.

If an empty set of attribute values is given, this attribute type can only be effectively present in:
— apresent filter item if the contexts subcomponent is not present; or

— acontextPresent filter item if the Contexts subcomponent is present.

The defaultvalues subcomponent does not affect the evaluation of a search request against the search-
rule, but controls the Search operation when a search-rule has been selected as the governing-search-rule.
This component provides a set of attribute values of the type given in attributeType. If a filter item
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using this attribute type is defined within the filter, but there is no attribute of this type present in an entry
(or a family grouping), then this filter item evaluates to TRUE (or to FALSE if negated) if the filter item
matches one of the values in this subcomponent. If this subcomponent is absent, there are no default values.

If this component is present, but empty, it indicates that this component takes all possible values, i.e., a
filter item for this attribute type always evaluates to TRUE (or to FALSE if negated) if the attribute type
is absent in an entry.

NOTE 1 — This reflects the situation where a filter item shall be ignored if an attribute of the type referenced is
absent.

If an entry holds an attribute of this type, normal matching against this attribute is done.

e) The contexts subcomponent specifies the context types that are allowed to be represented in a filter item
for this attribute type. A particular context type shall not be represented more than once in this
subcomponent.

— Ifthe subcomponent is absent, any context information may be present in a filter item for this attribute
type.

— If the subcomponent is present, only context types specified by this subcomponent may’bq present in
a filter item for this attribute type. If it is an empty sequence, no context information may|be present
in a filter item for this attribute type.

— If only a context type is specified, any context value of that type may‘be present in fhe context
assertion.

—  If context values for a given context type are present in this subcompohent, only those vallies may be
present in a corresponding context assertion in a filter item.

If the context specification in the filter item does not comply with-the-above, the filter item does pot comply
with the request-attribute-profile for the attribute type.

f) The contextCombination subcomponent specifies the-valid combination of the context typgs as listed
in the contexts subcomponent within this request-attribute-profile. If this subcomponent is alpsent, there
is no restriction on the combination of these contexttypes. If an invalid combination of contgxt types is
present, the filter item does not comply with the\request-attribute-profile for the attribute |type. This
component may specify that certain context types-shall unconditionally be present.

@K
~

The matchingUse subcomponent is used(to specify possible constraints on the use of the|applicable
matching rule, e.g., minimum lengths for\substring matching. The applicable matching rule is the one that
actually is going to be used before anyrelaxation but after a possible basic substitution. The defails on the
restrictions and how they are evaluated are described as part of the restriction specification. If this
subcomponent specifies a matehing restriction defined for the matching rule to be used, it fis checked
whether this matching restriction is violated or whether unsupported aspects of the matching rlile have to
be applied. If that is the ease; then:

—  ifthe performExactly search control option is not set, the implementation may use a Iqdcal rule on
how to apply:the matching rule in a different way;
NOTE-2 ~Such a local rule requires a customization capability to be applied for the matching rulelin question.

—  if the_performExactly Search control option is set or it is not possible to apply a locgl rule, the
search request does not comply with this search-rule.

16.10.3 Attributescombinations

The attributeCombination component specifies the valid combination of the request-attribute-types as l|sted in the
inputAttributeTypes component—tfthiscomponentisabsentorheasthedefautt-vatuve(ama——1—¥F);there is no
restriction on the combination of request-attribute-type and all relevant types of operations comply with this component.
If an invalid combination of request-attribute-types is present, the search validation against this search-rule fails. This
component may specify that certain attribute types shall unconditionally be effectively present in the filter. This
component shall be absent if inputAttributeTypes iS absent or empty. If this component is present and has a
non-default value, only a Search operation with a non-default filter can potentially comply with this component.

16.10.4 Attributes in the result

The outputAttributeTypes component specifies what attribute types (or their subtypes if the nosubtypeSelection
service control option is not set) will potentially be present in the result, subject to access control (see 16.7). If a matched
entry or compound entry does not contain any of the attributes defined in this component, it is not included in the result.
A similar rule applies for individual family member marked as the result of the matching or through operations specified
by control attributes in the additionalControl component. If such a family member holds none of the attribute types
defined by this component, this corresponds to the family member and all its subordinates being explicitly unmarked. The
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ResultAttribute data type specifies the details about how such an attribute type shall be represented in the result. This
component does not affect search validation. If absent, the search-rule does not affect the entry information selection
except as possibly specified by the familyReturn and additionalControl components. This component has the
following subcomponents:

a) The attributeType subcomponent specifies the attribute type for which this specification applies. It is
the only mandatory subcomponent. There can only be one Resultattribute specification for a given
attribute type within a search-rule.

b) The outputvalues subcomponent specifies what attribute values of this attribute type are candidates for
being returned. The set of values may be further restricted by the context subcomponent, entry information
selection as provided by the requestor, access control, etc. If this subcomponent is absent, all the attribute
values are candidates. The selectedvalues choice provides a set of attribute values of the type given in
attributeType. Only those values listed are candidates for attribute values to be returned. The
matchedValuesOnly choice specifies that only those attribute values of the attribute that contributed to

—the fitter Teturning TRUE vig fitter items other tham presentare candidates for being Teturmed [ see 10.2.2
of Rec. ITU-T X.511 | ISO/IEC 9594-3 for a definition of the term "contributed").

d) The context subcomponent holds a set of context profiles that specify what attributevalue ipformation
is returned for this attribute type.

—  Ifthis subcomponent is absent, the search-rule does not make any restrictions\on what attribute values
can be returned based on contexts.

— Ifacontext type is not included in this subcomponent, no context information of this typefis returned
with any returned attribute value of this attribute type.

— If a context profile does not include the contextvalue data type, all context values of the context
type are returned with each attribute value.

— If one or more context profiles include the contextvalue data type, each such context profile is
treated as a ContextAssertion to be applied adainst the attribute values as specified|in 8.9.2.4.
Only those attribute values for which this evaluation yields TRUE for all such context types are
returned. If this selection results in no value being returned for this attribute type, the attrijbute is not
included in the result. Likewise, if this seleetion results in no information left for an entry}, this entry
iS not returned.

— If all returned attribute values of this attribute type have the same {context type, context yalue} pair
to be returned, such a context value'is removed from all the attribute values. If that leavep a context
without any context value, it is‘\completely removed.

NOTE — This will permit a service to be tailored in such a way that a user with simple equiprpent in most
cases can receive information without contexts.

16.10.5 $ervice and search controls

The defayltControls component, if present, is used to specify setting of bits not explicitly set for an operation in the
ServiceCQontrolOptions Within the service controls of the operation argument, and if the operation is a $earch, the
SearchControlOptions and HierarchySelections. If any specific option is absent, the defaultControls
element, if| present, is used:

If all the hierarchyOptions subcomponent is absent in defaultControls, Or the defaultControls|is absent,
hierarchy selection-shall not be used. If the hierarchySelection component is present in a search argument and
specifies @nything than self, the search validation against this search-rule fails. Corresponding elements in
mandatorlyControls and searchRuleControls shall be omitted.

If the defaultControls component is completely absent, it shall be considered to take the standard default value
{ serviceControls { }, searchOptions {searchAliases} }.

The mandatoryControls component specifies, by setting specific bits, the bitstring options that shall be present as
specified in defaultControls; if any bit specified by mandatoryControls differs in the user-supplied options from
defaultControls, the search validation against this search-rule fails. Bits not specified by the mandatoryControls
component are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceControls
subcomponent is considered.

The searchRuleControls component specifies, by setting specific bits, the bitstring options that are to be taken from
the defaultControls rather than from the user-supplied options. Bits not specified by the searchRuleControls
component are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceControls
subcomponent is considered.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.501 (10/2016) 87


https://iecnorm.com/api/?name=01f711206997eb9c559cd96c397b0e95

ISO/IEC 9594-2:2020 (E)

NOTE — If the user supplies Uo 1o p in a Search operation, and the default bits are Do w© n, the result of applying the
defaultControls component is a bit string Cot n Where bits 0 to p are taken from U and the remaining ones from D. The search
validation against this search-rule fails if the bitstring C&M is not equal to D&M, where C means Cotw N , '&' represents a bitwise-
AND operation, and Mot n is the bitstring specified by mandatoryControls. Otherwise, the value of options that is used is
(C&~S | D&S) where S is the bitstring specified by searchRuleControls, ~S is its bitwise negation, and '[' represents a bitwise-
OR operation. This last manipulation has the effect of excising the bits indicated by searchRuleControls and replacing them
with the default bit values. The familyGrouping component specifies a family grouping specification that, if present, takes
precedence over (i.e., substitutes for) the familyGrouping in the CommonArguments of the search argument.

16.10.6 Family specifications

The familyGrouping component specifies a family grouping selection that, if present, takes precedence over
(i.e., substitutes for) the familyGrouping Of the CommonArguments of the search argument.

The familyReturn component specifies family member return selection. It adjusts the specification given by the
familyReturn in the EntryInformationSelection (0Or its default) of the search argument. The search-rule
specificatiJ)n takes precedence with respect to the specification in memberSelect component, while“the search
argument ppecification takes precedence with respect to familySelect component, i.e., if the~famiflySelect
component is present in the search argument, a possible familySelect component in the search-rule shall be ignored.

16.10.7 Control of relaxation

The relasjation component defines the relaxation policy using the RelaxationPolicycohstruct. The samg construct
may be in¢luded in a search request in the relaxation component. The proceduresassociated with this donstruct is
described lere, covering both the case where it is included in a search-rule and the case where it is included i} a search
request. IfRelaxationPolicy is included in both the search-rule and in the seaxch request, additional sp4cifications
are given ip 10.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

The RelaxationPolicy has the following subcomponents:

d) The basic subcomponent, if present, defines MRMapping, i.€., a set of matching-rule substitutlons and/or
mapping-based matching functions that are applied t0)a*search filter for the first evaluation (ife., without
tightening or relaxation). This permits the selection.of a more appropriate match than the original match.
Omission of the item or supplying it with an*émpty set causes all the normal matching rules without
applying any mapping-based matching to be Gsed for the first evaluation.

) The tightenings subcomponent, if present, comprises a sequence of substitutions and of mappings, each

defined by MRMapping, that are to be@pplied in the order given, one at the time, if the matched|entries are
too numerous (greater than maximam).

@) The relaxations subcomponent, if present, comprises a sequence of substitutions and mappings, each
defined by MRMapping, that'are to be applied in the order given, one at the time, if the matched|entries are
too few (less than minifmum).

d) The maximum subcomponent shall always be present if tightenings is present, and then specifies the
number of entriessfound above which a tightening is to be applied.

d) Theminimumsubcomponent specifies the number of entries found for which (or below which) g relaxation
is to be applied; if absent, it defaults to zero.

NOTE 1 — Relaxationitightening is not affected by the performExactly search control option.

Mapping Elements and a sequence-of MRSubstitution elements. The sequence orders of these elemenfs have no
significanade

Matching }ule substitutions and mappings are defined by MRMapping elements, each of which consists of a sequence-of

A Mapping element has the following components:

a) The mappingFunction component identifies a mapping-based mapping function with associated
mapping table to be applied.

b) The 1evel component identifies the level of relaxation (or tightening if negative) to be applied for the
mapping-based matching. This component shall be ignored if the suserControl is set for the mapping-
based matching and the extendedarea search control is included in the search request, in which case
the value specified in extendedArea is applied.

NOTE 2 — For the basic substitution and mapping, the 1evel should in many cases be set to zero.

A MRSubstitution element has the following components:
a) attribute describes the attribute to which the substitution is to be applied.
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oldMatchingRule is the matching rule that is to be substituted for. If absent, it applies to the previously
applicable matching rule of the specified type for the attribute, if there is one. For basic substitution, or if
basic substitution is not performed, for the first relaxation/tightening substitution, the applicable matching
is the one that would otherwise have been used. For subsequent substitutions, the applicable matching rule
is the one brought in by the previous substitution. If this subcomponent specifies a matching rule that is
not the previously applicable matching rule, then no substitution is performed.

NOTE 3 — As an example, if the filter item is of type equality and thereby selecting an equality matching rule, and this
subcomponent specifies a substring matching rule, then no substitution is performed.

c)

NOTE 4

newMatchingRule is the object identifier for the substitute matching rule that is to be used in place of
the old matching rule. If absent, any corresponding filter-items are evaluated as TRUE for a non-negated
item, and FALSE for a negated item (i.e., in accordance with id-mr-nullMatch).

The following applies only for matching rule substitution specified in a search request. If a matching rule
is specified for which there is a matching restriction for the attribute type (see 16.10.2, item g)) that will

—makethe—search request mon-comptiant—with—the—governimg=search=rute;—or—anm—unsupported or

incompatible matching rule is specified, the substitution is abandoned and no further-sub
performed for the attribute type.

— Itis assumed that a DSA will not allow invalid substitutions to be present in a search-rule.

One attribyte can have multiple MRSubstitution elements in an MRMapping provided that the combination
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16.10.9 Miscellaneous components

The allowedSubset component specifies the valid choices of the Search request subset specification. This search-
rule component is ignored if the imposedsubset search-rule component is present and the useSubset search control
is not set in a search request. As default, any subset choice is possible. If the subset parameter of a search request
does not specify a value compatible with this search-rule component, the search validation against this search-rule fails.
For a Read or Modify Entry operation to comply with this component, it must include the value baseObject.

The imposedSubset component specifies a subset that substitutes the subset specification in a search request. If
this component is not present or if the useSubset Search control is set in the search request, no substitution is performed
and the restriction expressed by the allowedSubset is exercised. This component shall be ignored when evaluating a
read Or modifyEntry request against a search-rule.
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The entryLimit component has two subcomponents. The default subcomponent indicates the size limit to be imposed
by the Directory if the sizeLimit service control is not set. The max subcomponent indicates the maximum allowable
value for the sizeLimit Service control. If exceeded, the effective sizeLimit is reduced to this max value. This
component shall be ignored when evaluating a read or modifyEntry request against a search-rule.

16.10.10 ASN.1 information object classes

The SEARCH-RULE, REQUEST-ATTRIBUTE and RESULT-ATTRIBUTE information object classes are provided to facilitate

the documentation of search-rules:

SEARCH-RULE ::= CLASS {
&dmdId OBJECT IDENTIFIER,
&serviceType OBJECT IDENTIFIER OPTIONAL,
&userClass INTEGER OPTIONAL,
&InputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&combination AttributeCombination OPTIONAL y
&OutputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defayltControls ControlOptions OPTIONAL,
&mandaltoryControls ControlOptions OPTIONAL,
&seardhRuleControls ControlOptions OPTIONAL,
&famillyGrouping FamilyGrouping OPTIONAL,
&famillyReturn FamilyReturn OPTIONAL,
&addifionalControl AttributeType OPTIONAL,
&relaxlation RelaxationPolicy OPTIONAL,
&allowledSubset AllowedSubset DEFAULT \111'B,
&imposjedSubset ImposedSubset OPTIONAL’,
&gentrylLimit EntryLimit OPTIONAL,
&id INTEGER UNIQUE }
WITH SYNTAX {
DMD ID &dmdId
[SERVICE-TYPE &serviceType]
[USER-CLASS &userClass]
[INPUT| ATTRIBUTES &InputAttributeTypes]
[COMBINATION &combination]
[OUTP ATTRIBUTES &OutputAttributeTypes]
[DEFAULT CONTROL &defaultControls]
[MANDAITORY CONTROL &mandatoryControls)]
[SEARCH-RULE CONTROL &searchRuleControls]
[FAMILY-GROUPING &familyGrouping]
[FAMIL{Y-RETURN &familyReturn]
[ADDITIIONAL CONTROL &additionalControl]
[RE TION &relaxation]
[ALLOWED SUBSET &allowedSubset]
[IMPOSED SUBSET &imposedSubset]
[ENTRY| LIMIT &entryLimit]
D &id }
REQUEST-ATTRIBUTE : :=\CLASS {
&attriputeType ATTRIBUTE. &id,
&SeledtedValues ATTRIBUTE. &Type OPTIONAL,
&Defauyl tValues SEQUENCE {
entryType OBJECT-CLASS. &id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type } OPTIONAL,
&cont SEQUENCE OF ContextProfile OPTIONAL,
&cont i tiom OPTIONALS
&MatchingUse MatchingUse OPTIONAL,
&includeSubtypes BOOLEAN DEFAULT FALSE }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[SELECTED VALUES &SelectedValues]
[DEFAULT VALUES &DefaultValues]
[CONTEXTS &contexts]
[CONTEXT COMBINATION &contextCombination]
[MATCHING USE &MatchingUse]

[INCLUDE SUBTYPES

&includeSubtypes] }

RESULT-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE. &id,
&outputvValues CHOICE {

selectedValues

SEQUENCE OF ATTRIBUTE. &Type,
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matchedValuesOnly NULL } OPTIONAL,
&contexts ContextProfile OPTIONAL }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[OUTPUT VALUES &outputValues]
[CONTEXTS &contexts] }

16.11  Matching restriction definition

20 (E)

An administrative authority may want to put restrictions on how a matching rule is applied. As an example, a restriction
on a substring matching rule may specify minimum lengths on substrings provided in a search filter item. Such a restriction

is of a permanent nature and has no dynamic characteristics, as it is the case for search relaxation.

Within a service-specific administrative area, restrictions can be applied by the proper construction of search rules, and

this is the only place where matching restrictions can be introduced.

Matching festrictions may be defined as values of the MATCHING-RESTRICTION information object class:

MATCHING-RESTRICTION ::= CLASS {

&Restrliction,

&Rules| MATCHING-RULE. &id,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

RESTRIICTION &Restriction

RULES &Rules

ID &id }

For a matching rule restriction that is defined using this information object class;
d) sRestriction isthe syntax for the matching restriction to be applied;

B) sRules is the set of matching rules to which this restriction can be applied. The restrictions o
specified for a basic matching rule, i.e., does not-include the sParentMatchingRules
definition;

q¢) s&idisthe object identifier assigned to it.

Several matching restrictions can be defined for any onematching rule, but only one can be applied in a given

16.12  $earch-validation function

The search-validation function is an abstract ftinetion that is used to determine the compatibility of a search rq
a particulaf search-rule. The search-validation-function yields TRUE if the search request complies with the 3
Otherwise| it yields FALSE. For a search tequest to comply with a search-rule:

+ attribute types other than those represented by the inputAttributeTypes shall not be pre
form in the searchfilter, negated or non-negated;

if an attribute(type is present in a filter, it shall also be effectively present;
NOTE + This implies thatan attribute type shall not be only represented by negated filter items.

+ the condition for the effective presence of request attributes as specified by the
attributeCombination component shall be fulfilled;

+ o« ifthere are request-attribute-profiles that include the selectedvalues subcomponent, the cor

an only be
field in its

situation.

quest with
earch-rule.

ent in any

earch-rule

responding

attributes shall only be represented by non-negated filter items;

—  the subset specification in the search argument shall comply with the search-rule subset specification;

—  the mandatory control as specified by the mandatoryControls component shall be exactly as in

defaultControls for the search-rule.

For an attribute type represented by one or more filter items in a subfilter to be effectively present in that subfil
one of the filter items shall comply with the Requestattribute specification for that attribute type, i.e.:

— the filter items shall be of type as specified in 16.6;

— ifthe selectedvalues subcomponent is present and non-empty in the request-attribute-profil
item shall match this subcomponent;

ter, at least

e, the filter

—  the context specification in the filter item shall comply with the context specifications in the request-

attribute-profile;
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—  the matching rule specification in the filter item shall comply with the matching rule specifications in the
request-attribute-profile; and

— any matching restriction shall be fulfilled.
The detailed search-validation procedure is specified in clause 13 of Rec. ITU-T X.511 | ISO/IEC 9594-3.
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SECTION 8 — SECURITY

17 Security model

171 Definitions

This Directory Specification makes use of the following terms defined in Rec ITU-T. X.800 | ISO 7498-2
(formerly:CCITT. X.800 | ISO 7498-2).

— access control;
— authentication;
—  security policy;

= confidentiatity:
4  integrity.
The following terms are defined in this Directory Specification:

17.1.1  3ccess control scheme: The means by which access to Directory information and potentially to adcess rights
themselveg may be controlled.

17.1.2  protected item: An element of Directory information to which access can bé” separately contiolled. The
protected items of the Directory are entries, attributes, attribute values and names.

17.2 $ecurity policies

The Directpry exists in an environment where various administrative authorities control access to their portion gf the DIB.
Such accegs is generally in conformance with some administration-centrolled security policy (see Rec. ITUFT X.509 |
ISO/IEC 9p94-8).

Two aspedtts or components of the security policy which effect aceess to the Directory are the authentication grocedures
and the acgess control scheme.

NOTE + Clause 18 defines two access control schemes knownas Basic Access Control and Simplified Access Contro|, and clause
19 defines Rule-based Access Control. These schemes niay be used in conjunction with local administrative controls; however,
since lofal administrative policy has no standardized representation, it cannot be communicated in shadowed information.

17.2.1  Authentication procedures and mechanisms

Authenticgtion procedures and mechanisms'in the context of the Directory include the methods to verify and propagate
where necgssary:

the identity of DSAs dnd Directory users;

4 the identity of the~origin of information received at an access point.

NOTE 1 — The administrative) authority may stipulate different provisions for the authentication of administrative users as
compargd to provisions.forthe authentication of non-administrative users.

General-ude authentication procedures are defined in Rec. ITU-T X.509 | ISO/IEC 9594-8 and can be used in cpnjunction
with the adcess centtol schemes defined in this Directory Specification to enforce security policy.

NOTE 2 — kocal administrative policy may stipulate that authentication taking place in certain other DSAs (e.g., D$As in other
DMDs)[is\tobe disregarded.

In general, there will be a mapping function from the authenticated identity (e.g., human user identity as authenticated
by an authentication exchange) to the access control identity (e.g., the distinguished name of an entry, together with an
optional unique identifier, representing the user). A particular security policy may state that the authenticated identity
and the access control identity are the same.

17.2.2  Access control scheme

The definition of an access control scheme in the context of the Directory includes methods to:
—  specify access control information (ACI);
—  enforce access rights defined by that access control information;
—  maintain access control information.

The enforcement of access rights applies to controlling access to:
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—  Directory information related to names;
—  Directory user information;
—  Directory operational information including access control information.

Administrative authorities may make use of all or parts of any standardized access control scheme in implementing their
security policies, or may freely define their own schemes at their discretion.

However, administrative authorities may stipulate separate provisions for the protection of some or all of the Directory
operational information. Administrative authorities are not required to provide ordinary users with the means to detect
provisions for the protection of operational information.

NOTE 1 — Administrative policy may grant or deny any form of access to particular attributes (e.g., operational attributes)
irrespective of access controls which may otherwise apply.

The Directory provides a means for the access control scheme in force in a particular portion of the DIB to be identified
through the use of the operational attribute accessControlscheme. The scope of such a scheme is defined by an Access
Control Specific Area (ACSA), which is a specific administrative area that is the responsibility of the corfesponding
Security Authority. This attribute is placed in the Administrative Entry for the corresponding Administrative Roint. Only
administrafive entries for Access Control Specific Points are allowed to contain an accessControlS¢heme pitribute.
NOTE 2 — If this operational attribute is missing with respect to access to a given entry, then the DSA shall behave as|specified in

Rec. CQITT X.5** (1988) | ISO/IEC 9594-*:1990 (i.e., it is a local matter to determine an access contralmechanism gnd its effect
on opergtions, results and errors).

accessControlScheme ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
USAGE directoryOperation
ID id-aca-accessControlScheme }

Any subentry or entry in an ACSA is permitted to contain entry AClifand only if such ACI is permitted and| consistent
with the vglue of the accessControlscheme attribute of the corrésponding ACSA.

17.3 Protection of Directory operations
There are fwo forms of protection available for Directory eperations: confidentiality and integrity.

Confidentiplity is available only on a point-to-point.aasis through the use of Transport Layer Security (TLS), which may
be invoked for the Internet Directly Mapped (IDM) Directory protocols, for the Open Systems Interconnegtion (OSI)
Transport Layer on top of the Transmission Centrol Protocol (TCP) and for LDAP. TLS is not available for g pure OSI
Directory protocol stack. It is noted that-point-to-point protection may be inadequate in a distributed enyironment;
however, gnd-to-end confidentiality is,only provided through the protection of the attributes themselves.

Integrity i provided in two ways.{®oint-to-point integrity may be provided for IDM Directory protocols and|for LDAP
through the use of TLS. End-tesend integrity may be provided by signing and optionally chaining signed Directory
operations|using OPTIONALLY~PROTECTED as specified below. The PDUs containing the Directory operatipns are not
protected; father, the arguments, results, and errors are protected. There is no mechanism for providing a secur¢ persistent
record of gvents such aDAP operations.

OPTIONALLY-PROTECTED iS a parameterized data type where the parameter is a data type whose values rpay, at the
option of the geherator, be accompanied by their digital signature. This capability is specified by means of thq following

type:

OPTIONALLY-PROTECTED{Type} ::= CHOICE {
unsigned Type,
signed SIGNED{Type} }

The OPTIONALLY-PROTECTED-SEQ is used instead of OPTIONALLY-PROTECTED When the protected data type is a
sequence data type that is not tagged.

OPTIONALLY-PROTECTED-SEQ{Type} ::= CHOICE {
unsigned Type,
signed [0] SIGNED{Type} }

The SIGNED parameterized data type, which describes the signed form of the information, is specified in 6.1 of
Rec. ITU-T X.509 | ISO/IEC 9594-8.
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When the signed alternative is taken, the information shall be DER encoded (see 6.2 of Rec. ITU-T X.509 |
ISO/IEC 9594-8) following the principles specified in 6.3 of Rec. ITU-T X.509 | ISO/IEC 9594-8.

18 Basic Access Control

18.1 Scope and application

This clause defines one specific access control scheme (of possibly many) for the Directory. The access control scheme
defined herein is identified with the accessControlScheme operational attribute by giving it the value
basic-access-control. Clause 17.2.2 describes which entries contain the accessControlScheme operational
attribute.
NOTE — An access control scheme known as "Simplified Access Control™ is specified in 18.9. It is defined as a subset of the Basic
Access Control scheme. When Simplified Access Control is used, the accessControlScheme operational attribute shall have
the valje simplified-access-control. Additional access control schemes known as "Rule-based Access.Control" are
specifiefl in clause 19.

The schenje defined here is only concerned with providing means of controlling access to the Directory irnfformation
within the DIB (potentially including tree structure and access control information). It does not address controlling access
for the purpose of communication with a DSA application-entity. Control of access to information*means the prevention
of unauthofized detection, disclosure, or modification of that information.

18.2 Basic Access Control model

The Basic|Access Control model for the Directory defines, for every Directory- operation, one or more poings at which
access control decisions take place. Each access control decision involves:

+ that element of Directory information being accessed, called-the protected item;
+  the user requesting the operation, called the requestor;
+ aparticular right necessary to complete a portion of the operation, called the permission;

-+ one or more operational attributes that collectively contain the security policy governing acdess to that
item, called ACI items.

Thus, the Qasic access control model defines:

+  the protected items;

+  the user classes;

+  the permission categories required to perform each Directory operation;
+  the scope of application.and syntax of ACI items;

+  the basic algorithmiycalled the Access Control Decision Function (ACDF), used to decide|whether a
particular requestorhas a particular permission by virtue of applicable ACI items.

18.2.1  Protected items

A protectedl item is an-element of Directory information to which access can be separately controlled. The protdcted items
of the Directory are.entries, attributes, attribute values and names. For convenience in specifying access contrgl policies,
Basic Accgss Control provides the means to identify collections of related items, such as attributes in an eptry or all
attribute values of a given attribute, and to specify a common protection for them.

18.2.2  Access control permissions and their scope
Access is controlled by granting or denying permissions. The permission categories are described in 18.2.3 and 18.2.4.

The scope of access controls can be a single entry or a collection of entries that are logically related by being within the
scope of a subentry for a particular administrative point.
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Permission categories are generally independent. Since all Directory entries have a relative position within the DIT, access
to user and operational information always involves some form of access to DIT related information. Thus, there are two
main forms of access control decision associated with a Directory operation: access to entries as named objects (referred
to as entry access); and access to attributes containing user and operational information (referred to as attribute access).

For many

Directory operations, both forms of permission are required. In addition, where applicable, separate permissions

control the name or error type returned. Some important aspects of permissions categories, forms of access, and access
control decision making are as follows:

18.2.3

a) To perform Directory operations on entire entries (e.g., read an entry or add an entry), it is usually
necessary for permission to be granted with respect to the attributes and values contained within that entry.
Exceptions are permissions controlling entry renaming and removal: in neither case is attribute or attribute
value permissions taken into account.

b) To perform Directory operations that require access to attributes or attribute values, it is necessary to have
entry access permission to the entry or entries that contain those attributes or values.
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attribute.

q) The decision whether or not to permit entry access is strictly determined by the position.efithe ¢ntry in the
DIT, in terms of its distinguished name, and is independent of how the Directory locates/that entry.

d) A design principle of Basic Access Control is that access may be allowed only when there is af explicitly
provided grant present in the access control information used by the Directory,to’make the accgss control
decision. Granting one form of access (e.g., entry access) never automatically’or implicitly grants the other
form (e.g., attribute access). In order to administer meaningful Directorytaccess control policies, it is thus
usually necessary to explicitly set access policy for both forms of access.
NOTE 2 — Certain combinations of grants or denials are illogical, but.it)is the responsibility of users| rather than
the Directory, to ensure that such combinations are absent.
NOTE 3 — Consistent with the above design principle, granting-ardenying permissions for an attributp value does
not automatically control access to the related attribute. Mdreover, in order to access an attribute vajue(s) in the
course of a Directory interrogation operation, a user must ‘be granted access to both the attribute fype and its
value(s).

d) The only default access decision provided in the medel is to deny access in the absence of explicit access
control information that grants access.

Atry or of the

f) A denial specified in access control information always overrides a grant, all other factors beinp equal.

A particular DSA may not have the aceess control information governing the Directory datg it caches.
Security Administrators should be aware that a DSA with the capability of caching may pose alsignificant
security risk to other DSAs, in that it may reveal information to unauthorized users.

) For the purposes of interrogation, collective attributes that are associated with an entry ar¢ protected

precisely as if they were-attributes that form part of the entry.
NOTE 4 — For the purpoSes of modification, collective attributes are associated with the subentry that/holds them,
not with entries within the scope of the subentry. Modify-related access controls are therefore nof relevant to
collective attributes, except when they apply to the collective attribute and its values within the subentry.

[T
~

FPermission categories for entry access

The permiission categories used to control entry access are Read, Browse, Add, Remove, Modify} Rename,
DiscloseOnError, Export, and Import and ReturnDN. Their use is described in more detail in Rec. ITU-T X.511 | ISO/IEC

9594-3. A

nex (V;provides an overview of their meaning in general situations. This subclause introduces the|categories

by briefly indieating the intent associated with the granting of each. The actual influence of a particular granted permission

on access

for each Directory operation.

96

sion points

a) Read, if granted, permits read access for Directory operations which specifically name an entry (i.e., as
opposed to the List and Search operations) and provides visibility to the information contained in the entry
to which it applies.

b) Browse, if granted, permits entries to be accessed using Directory operations which do not explicitly
provide the name of the entry.

c) Add, if granted, permits creation of an entry in the DIT subject to controls on all attributes and attribute
values to be placed in the new entry at time of creation.

NOTE 1 — In order to add an entry, permission shall also be granted to add at least the mandatory attributes and
their values.

NOTE 2 — There is no specific "add subordinate permission”. Permission to add an entry is controlled using
prescriptiveACTI operational attributes as described in 18.3.
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Remove, if granted, permits the entry to be removed from the DIT regardless of controls on attributes or
attribute values within the entry.
Modify, if granted, permits the information contained within an entry to be modified.

NOTE 3 — In order to modify information contained within an entry other than the distinguished name attribute

values, appropriate attribute and value permissions shall also be granted.
Granting Rename is necessary for an entry to be renamed with a new RDN, taking into account the
consequential changes to the distinguished names of subordinate entries, if any; if the name of the superior
is unchanged, the grant is sufficient.

NOTE 4 — In order to rename an entry, there are no prerequisite permissions to contained attributes or values,

including the RDN attributes; this is true even when the operation causes new attribute values to be added or
removed as a result of the changes of RDN.

DiscloseOnError, if granted, permits the name of an entry to be disclosed in an error (or empty) result.
Export, if granted, permits an entry and its subordinates (if any) to be exported; that is, removed from the

]

FPermission categories for attribute and attribute valug-access

current location and placed in a new location subject to the granting of suitable permissions at the
destination. If the last RDN is changed, Rename is also required at the current location.
NOTE 5 — In order to export an entry or its subordinates, there are no prerequisite perrhissions o contained
attributes or values, including the RDN attributes; this is true even when the operation causes attribyte values to
be added or removed as a result of the changes of RDN.

Import, if granted, permits an entry and its subordinates, if any, to be importedi.that is, removed [from some
other location and placed at the location to which the permission applies (subject to the granting|of suitable
permissions at the source location).

NOTE 6 — In order to import an entry or its subordinates, there are-no“prerequisite permissions fo contained
attributes or values, including the RDN attributes; this is true even,when the operation causes attribyte values to
be added or removed as a result of the changes of RDN.

ReturnDN, if granted, allows the distinguished name of the €ntry to be disclosed in an operatiop result.

5sion categories used to control attribute and attribute)value access are Compare, Read, FilterMatch, Add,
nd DiscloseOnError. They are described in more detail in Rec. ITU-T X.511 | ISO/IEC 9594-3] Annex M

provides an overview of their meaning in general situations~This subclause introduces the categories by briefly indicating

the intent
decisions
Directory

dssociated with the granting of each. The actualinfluence of a particular granted permission on accgss control

dre, however, determined by the full context-of the ACDF and access control decision points for egch type of

peration.

d) Compare, if granted, permits attributes and values to be used in a Compare operation.

) Read, if granted, permits attributes and values to be returned as entry information in a Read or Search
access operation.

q¢) FilterMatch, if granted; permits evaluation of a filter within a search criterion.

d) Add, if granted foran attribute, permits adding an attribute subject to being able to add all specifigd attribute
values. If granted for an attribute value, it permits adding a value to an existing attribute.

d) Remove,ifigranted for an attribute, permits removing an attribute complete with all of its values} If granted
for an-attribute value, it permits the attribute value to be removed from an existing attribute.

f)  DiscleseOnError, if granted for an attribute, permits the presence of the attribute to be disclpsed by an
attribute or security error. If granted for an attribute value, it permits the presence of the attribJte value to
be disclosed by an attribute or security error.

g) Invoke, if granted, the object (always an operational attribute or a value of an operational attribute) to

which the permission applies can be invoked on behalf of the authenticated user by the DSA. The function
carried out by invocation is attribute-dependent. No other permissions are required for user for the
operational attribute or on the entry/subentry that holds it.
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18.3 Access control administrative areas

The DIT is partitioned into subtrees termed "autonomous administrative areas"”, each of which is under the administrative
authority of a single Domain Management Organization. It may be further partitioned into subtrees termed "specific
administrative areas" for the purposes of specific aspects of administration; alternatively, the whole of an autonomous
administrative area may comprise a single specific administrative area. Each such specific administrative area is the
responsibility of a corresponding specific administrative authority. A particular administrative area may be shared by
several specific administrative authorities. See clause 11.

18.3.1  Access control areas and Directory Access Control Domains

In the case of access control, the specific administrative authority is a Security Authority, and the specific administrative
area is termed an "Access Control Specific Area" (ACSA). The root of the ACSA is termed an "Access Control Specific
Point". Each Access Control Specific Point is represented in the DIT by an Administrative Entry which includes access-
control- spec1f1c area s a value Of its administrativeRole operatlonal attrlbute it has (potentlally) one or
more sube f ' arty, ea ' represented in
the DIT |by an Admlnlstratlve Entry which contalns access-control-inner-area as ac\value of its
administrativeRole operational attribute; it also has (potentially) one or more subentries which coptaih‘acdess control
information. Each such administrative entry which has a subentry containing prescriptive ACIVinformation has
basic-adcess-control, simplified-access-control, Or other relevant value nas” a valde of its
accessControlScheme operational attribute. Each subentry that belongs to an Access ControlSpecific Pointand which
contains gccess control information has accessControlSubentry as a value of ifSyebject class atfribute. An
administrafive entry and its subentries may hold operational attributes (such as access control information) which relate,
respectivelly, to the administrative point (and possibly its subentries) and to collections’ef entries (within the administrative
area) defined by the subentry subtreeSpecification.

The accegsControlScheme attribute shall be present if and only if the holdihg-administrative entry is an acdess control
specific entry. An administrative entry can never be both an access contrglyspecific and an access control ipner entry;
corresponding values can therefore never be present simultaneously in.thé administrativeRole attribute.

The scope pf a subentry that contains access control information, as‘defined by its subtreeSpecification (Which may
include sulptree refinements), is termed a Directory Access Control*Domain (DACD).

NOTE + A DACD can contain zero entries, and can encompass-entries that have not yet been added to the DIT.

The Security Authority may permit an Access ControlSpecific Area to be partitioned into subtrees tefmed inner
(administrative) areas. Each such inner area is termed;an "Access Control Inner Area" (ACIA) with access-fcontrol-
inner-arfea as the value of the administrativeRole operational attribute. Each subentry of the corfesponding
administrafive point that contains prescriptive ACI has, as before, an accessControlsSubentry value withih its object
class attribute.

The scope|(subtreeSpecificatiomn) Specified in a subentry within an ACIA is also a DACD and contgins entries
inside the associated Access Control-Inner Area.

ACIAs allow a degree of delegation of access control authority within the ACSA. The authority for the ACSA gtill retains
authority Within the ACIA since'the ACI in the subentries of the ACSA's administrative point apply as well as the ACI
in the subgntries of the relevant ACIAs (clause 18.6 explains how the ACSA controls authority).

In summary, in evaluating access controls, the type of access control scheme (e.g., Basic Access Control) is ifjdicated by
the accesgsControlScheme attribute value of the relevant access control specific entry; the role of eagh relevant
administralive entry within the ACSA is indicated by its administrativeRole attribute values; the pgresence of
prescriptiveaccess control in a particular subentry is indicated by an accessControlSubentry Value in its gbject class
attribute.

Subentries, like other entries, can hold an entryAcT attribute for protection of its own contents.

18.3.2  Associating controls with administrative areas

Access to a given entry is (potentially) controlled by the totality of superior access control administrative points (both
inner and specific) up to and including the first non-inner access control administrative point or Autonomous
Administrative Point encountered moving up the DIT from the entry towards the root. Access Control Specific Points
superior to this access control administrative point have no effect on access control to the given entry.

NOTE 1 — An Autonomous Administrative Point is considered implicitly to be an Access Control Specific Point for the purpose
of this description, even if it is not associated with any prescriptive controls.

Some important points regarding the association between access controls and administrative areas are:
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Access controls for Directory information may apply to only selected entries, or may have scope extending
throughout portions of the DIB that are logically related by a common security policy and a common
Access Control administration.

Access control may be imposed on entries within ACSAs or within ACIAs by placing prescriptiveACI
attributes (see 18.5) within one or more subentries of the corresponding Access Control Administrative
Entry, with scope defined by an appropriate subtreeSpecification.

NOTE 2 — prescriptiveACI attributes are not collective attributes. There are a number of significant differences
between prescriptiveacI and collective attributes:

— although a prescriptiveAcI attribute may affect access control decisions for each entry within the scope of
the subentry that holds it, the prescriptiveact attribute is not considered to supply accessible information to
any such entry or to be in any sense a part of such an entry;

-  prescriptiveACI attributes are associated with the access control aspects of administration, and are associated
with Access Control Specific and Inner Points, not with entry-collection administrative points;

o
~

—  the purpose of a prescriptiveACI attribute Is to express a policy that influences across a defined skt of entries,
while the purpose of a collective attribute is to provide information that associates a usersaceegsible set of
attributes within a defined set of entries;

- prescriptiveACI attributes represent policy information that will, in general, not be widely agcessible by

ordinary users. Administrative users who need to access prescriptiveaAcI information can acdess them as
operational attributes within subentries.

A prescriptiveACI operational attribute contains ACIItems (see 18.4.1)-common to all enfries within
the scope of the subentry, i.e., DACD, in which the prescriptiveAcI occurs. A DACD normally
contains entries inside the associated Access Control Specific Area (but.can contain no entries pt all).

Although particular AcIItems may specify attributes or values as-proetected items, ACIItems afe logically
associated with entries. The particular set of ACIItems associated with an entry and with the tontents of
that entry is a combination of:

— ACIItems that apply to that particular entry, specified as values of the entryacI pperational
attribute, if present (see 18.5.2);

— ACIItems from prescriptiveACI operational attributes applicable to the entry by virt

entry are located within subentries (of the administrative entry) for the ACSA and for
containing the entry. Other supentries cannot affect access control decisions regarding that ent

If an entry is within the scope’of more than one DACD, the complete set of ACIItems that may|potentially
affect access control decisions regarding that entry includes all prescriptiveAcT item attributes of those
DACDs, in additionito any entryAcT attributes in the entry itself. An example is shown in Figfire 17. The
effective access control at entry E1 is a combination of the prescriptiveacI for DACD1, DACD?2,
DACDS3, andlenitryact (if present) in entry E1. The effective access control at entry E2 is a cgmbination
of the preseriptiveacI for DACD1 and DACD3, and entryAcI (if present) in entry E2.

NOTE 3—<Protection of access control information is described in 18.6.
The-subtreeSpecification attribute in each subentry defines a collection of entries|within an

administrative area. Since a subtreeSpecification may define a subtree refinement, DACDs may
arbitrarily overlap within the intersection of their respective administrative areas. For simplicity} Figure 17

does not show administrative points, subentries, or administrative areas; however, it may be considered as
three DACDs in the same ACSA with each DACD corresponding to a single subentry of the administrative
point for that ACSA (and there are no ACIAS). Alternatively, Figure 17 may be considered in the context
of a single ACSA containing a single ACIA where DACD1 is congruent to the ACSA and DACD3 is
congruent to the ACIA (DACD1 and DACD2 would correspond to subentries of the ACSA administrative
point and DACD3 would correspond to a subentry of the ACIA administrative point). An administrative
area is congruent to a DACD when the collection of entries in the DACD is the same as the collection of
entries in the implicitly defined subtree corresponding to the administrative area. See the example in Annex
N for figures depicting the relationship between administrative entries, administrative areas, subentries and
DACD:s.
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Figure 17 — Effective Access Control using DACBs

Representation of Access Control Information

ASN.1 for Access Control Information

ntrol Information is represented as a set of ACIItems, wherg each ACIItem grants or denies pern

nissions in

regard to certain specified users and protected items.
In ASN.1, the information is expressed as:
ACIItem |: := SEQUENCE {
identijfficationTag UnboundedDirectoryString,
precedence Precedence,
authenticationLevel Authenticationlevel,
itemOrUserFirst CHOICE ({
itemFirst [0] SEQUENCE -{
priotectedItems ProtectedItems,
igemPermissions SET)OF ItemPermission,
.-},
userFirst [1] <SEQUENCE ({
userClasses UserClasses,
userPermissions SET OF UserPermission,
R A
1
}
Precedenfce, { := INTEGER(0..255,...)
Protecteditems——=—SRQUENCE—
entry [0] NULL OPTIONAL,
allUserAttributeTypes [1] NULL OPTIONAL,
attributeType [2] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
allAttributeValues [3] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributeValue [5] SET SIZE (1..MAX) OF AttributeTypeAndValue
OPTIONAL,
selfvalue [6] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
rangeOfValues [7] Filter OPTIONAL,
maxValueCount [8] SET SIZE (1l..MAX) OF MaxValueCount
OPTIONAL,
maxImmSub [9] INTEGER OPTIONAL,
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restrictedBy [10] SET SIZE (1l..MAX) OF RestrictedValue
OPTIONAL,

contexts [11] SET SIZE (1..MAX) OF ContextAssertion
OPTIONAL,

classes [12] Refinement OPTIONAL,

}
MaxValueCount ::= SEQUENCE ({
type AttributeType,

maxCount INTEGER,
}

RestrictedValue ::= SEQUENCE ({
type AttributeType,
valuesIn AttributeType,

}

UserClaﬂies : := SEQUENCE ({

allUsdrs [0] NULL OPTIONAL,
thisEntry [1] NULL OPTIONAL,
name [2] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,

userGrioup [3] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
-- dn component shall be the name of an
-- entry of GroupOfUniqueNames

subtree [4] SET SIZE (1..MAX) OF SubtreeSpecification OPTIONAL,
}
ItemPermission ::= SEQUENCE ({
precedence Precedence OPTIONAL,
-- defaults to precedence in ACIItem
userCllasses UserClasses,

grant dDenials GrantsAndDenials,
}

UserPernmission ::= SEQUENCE {
prec:g;nce Precedence OPTIONAL,
-- defaults to precedence in ACIItem
protedtedItems ProtectedItems,

grantsAndDenials GrantsAndDenials,
}

AuthentilcationLevel ::= CHOICE ({
basiclievels SEQUENCE {
levell ENUMERATED\ fnone (0) , simple(1l), strong(2),...},
localQualifier INTEGER OPTIONAL,
signed BOOLEAN DEFAULT FALSE,
other EXTERNAL,
Grants enials = BIT STRING {

-- permissions that may be used in conjunction
-- wi any \component of ProtectedItems
d (0),
(1),
grantDiscloseOnError (2),
denyDiscloseOnError (3),

grantRead (4),
denyRead (5),
grantRemove (6),
denyRemove (7),

-- permissions that may be used only in conjunction
-- with the entry component

grantBrowse (8),
denyBrowse (9),
grantExport (10),
denyExport (11),
grantImport (12),
denyImport (13),
grantModify (14),
denyModify (15),
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grantRename (16),
denyRename (17),
grantReturnDN (18),
denyReturnDN (19),

-- permissions that may be used in conjunction
-- with any component, except entry, of ProtectedItems

grantCompare (20),
denyCompare (21),
grantFilterMatch (22),
denyFilterMatch (23),
grantInvoke (24),
denyInvoke (25) }

18.4.2  Description of AClItem Parameters

18.4.2.1 Identification Tag

identifilcationTag is used to identify a particular AcIItem. This is used to discriminate among individual LCIItemS
for the purposes of protection, management and administration.

18.4.2.2 Precedence

Precedencg is used to control the relative order in which AcIItems are considered during the couirse of making an access
control degision in accordance with 18.8. ACIItems having higher precedence values may prevail over others yith lower
precedencg values, other factors being equal. Precedence values are integers and are compared as such.

Precedencg can be used by a superior authority within the Security Authority to permitpartial delegation of accgss control
policy seting within an ACSA. This can be achieved by the superior authority’ setting a general policy|at a high
precedenc¢ and authorizing users representing the subordinate authority (e,gassociated with an ACIA) to freate and
modify ACQI with a lower precedence, in order to tailor the general policy #0r specific purposes. The partial flelegation
thus requines the means for the superior authority to limit the maximumdprecedence which the subordinate authority can
assign to ACI under its control.

Basic Accgss Control does not specify or describe how to limit thexmaximum precedence that can be used by a sbibordinate
authority. This is to be done by local means.
18.4.2.3 Awuthentication Level

AuthentilcationLevel defines the minimum requestor security level required for this AcIItem. It has two[forms:

+ basicLevels which indicates the level of authentication, optionally qualified by positive ¢r negative
integer localQualifier, and whether the request is required to be signed;

+  other: an externally defined’measure.

When baslicLevels iS Used, an AuthenticationLevel consisting of a level and optional localQualilfier shall
be assigned to the requestor by the-DSA according to local policy. For a requestor's authentication level to meet or exceed
a minimump requirement, the-réquestor's level shall meet or exceed that specified in the AcIItem, and in addition the
requestor's LocalQualifder-Shall be arithmetically greater than or equal to that of the ACIItem. Strong autpentication
of the requestor is considered to exceed a requirement for simple or no authentication, and simple authenticatipn exceeds
a requirement for no-authentication. For access control purposes, the “simple™ authentication level requires a password,;
the case of| identification only, with no password supplied, is considered "none". If a localQualifier is nQt specified
in the AcIfTtem, then the requestor need not have a corresponding value (if such a value is present, it is ignored). In
addition toj meeting or exceeding above requirements, the request shall be signed if the ACIItem specifies si$ned equal
TRUE.

When other is used, an appropriate AuthenticationLevel shall be assigned to the requestor by the DSA according
to local policy. The form of this AuthenticationLevel and the method by which it is compared with the
AuthenticationLevel in the ACI is a local matter.
NOTE 1 — An authentication level associated with an explicit denial indicates the minimum level to which a requestor shall be
authenticated in order not to be denied access. For example, an AcIItem that denies access to a particular user class and requires
strong authentication will deny access to all requestors who cannot prove, by means of a strongly authenticated identity, that they
are not in that user class.

NOTE 2 — The DSA may base authentication level on factors other than values received in protocol exchanges.
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18.4.2.4 itemFirst and userFirst Parameters

Each ACcIItem contains a choice of itemFirst Or userFirst. The choice allows grouping of permissions depending
on whether they are most conveniently grouped by user classes or by protected items. itemFirst and userFirst are
equivalent in the sense that they capture the same access control information; however, they organize that information
differently. The choice between them is based on administrative convenience. The parameters used in itemFirst or
userFirst are described below.

a) ProtectedItems define the items to which the specified access controls apply. It is defined as a set
selected from the following:

entry means the entry contents as a whole. In case of a family member, it also means the entry
content of each subordinate family member within the same compound attribute. It does not
necessarily include the information in these entries. This element shall be ignored if the classes
element is present, since this latter element selects protected entries (and subordinate family members)
on the basis of their object class

allUserAttributeTypes means all user attribute type information associated with'thg entry, but
not values associated with those attributes.

allUserAttributeTypesAndvalues means all user attribute informatiomassociatefl with the
entry, including all values of all user attributes.

attributeType means attribute type information pertaining to specific attributes but |not values
associated with the type.

allAttributeValues means all attribute value information peftaining to specific attribgites.
attributevalue means a specific value of specific attributes.

selfValue means the attribute value assertion corresponding to the current requestor. The protected
item selfvalue applies only when the access controls)are to be applied with respect tq a specific
authenticated user. It can only apply in the spécific case where the attribute spec|fied is of
DistinguishedName Or uniqueMember Syntax and the attribute value within the specifigd attribute
matches the distinguished name of the originator-of the operation.
NOTE 1 — allUserAttributeTypes and allUserAttributeTypesAndvalues do not include| operational
attributes, which should be specified on a per aftribute basis, using attributeType, allAttributpValues Of
attributeValue.

rangeOfValues means any attribute value which matches the specified filter, i.e., for|which the
specified filter evaluated on that attribute value would return TRUE.
NOTE 2 — The filter is not evaluated on any entries in the DIB; it is evaluated using the semantics dgfined in 7.8

of Rec. ITU-T X.511 | ISO/IEC 9594-3, operating on a fictitious entry that contains only the single at{ribute value
which is the protected item:

The following items provide constraints that may disable the granting of certain permissions t¢ protected
items in the same SEQUENCE:

maxValueCount restricts the maximum number of attribute values allowed for a specifigd attribute
type. It.is-examined if the protected item is an attribute value of the specified type and the permission
soughtis add. Values of that attribute in the entry are counted without regard to context or access
eontrol and as though the operation which adds the values were successful. If the number ¢f values in
the attribute exceeds maxCount, the ACI item is treated as not granting add access.

maxImmSub restricts the maximum number of immediate subordinates of the superior ¢ntry to an
entry being added or imported. It is examined if the protected item is an entry, the permisgion sought

is add or import, and the immediate superior entry is in the same DSA as the entry being added or
imported. Immediate subordinates of the superior entry are counted without regard to context or
access control as though the entry addition or importing were successful. If the number of
subordinates exceeds maxImmSub, the ACI item is treated as not granting add or import access.

restrictedBy restricts values added to the attribute type to being values that are already present in
the same entry as values of the attribute valuesIn. It is examined if the protected item is an attribute
value of the specified type and the permission sought is add. Values of the valuesIn attribute are
checked without regard to context or access control and as though the operation which adds the values
were successful. If the value to be added is not present in valuesIn, the ACI item is treated as not
granting add access.

contexts restricts values added to the entry to having context lists that satisfy all of the context
assertions in contexts. It is examined if the protected item is an attribute value and the permission
sought is add. If the value to be added does not satisfy the context assertions, the ACI item is treated
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b)

as not granting add access; if it does satisfy all of them, the ACI item is treated as not denying add

access.

NOTE 3 — This is only relevant when the permission sought is add, and all context assertions shall be satisfied. It

does not provide for general use of contexts to differentiate protected items for other permissions.

- classes means the contents of entries (possibly a family member) which are restricted to those that

have object class values that satisfy the predicate defined by Refinement (see 12.3.5), t
the case of an ancestor or other family member) with the entry contents as a whole of each s
family member entry; it does not necessarily include the information in these entries.

ogether (in
ubordinate

NOTE 4 — By the rules for entry and classes, all family members inherit the access control of the ancestor or
of superior family members within the same family. This does not preclude family members being subject to

further policies from entryACI Or prescriptiveAcCI that increase or decrease protection.

UserClasses defines a set of zero or more users the permissions apply to. The set of users
from the following:

is selected

— allUsers means every directory user (with possible requirements for authenticationLevel).

—  thisEntry means the user with the same distinguished name as the entry being accesse
entry is a member of a family, then additionally the user with the distinguished nameof th

— name is the user with the specified distinguished name (with an optional unigue identifier).

—  userGroup IS the set of users who are members of the groupOfNames{0f-groupO£fUni
entry, identified by the specified distinguished name (with an optional unique identifier). N
a group of unique names are treated as individual object names, and\nat as the names of of
of unique names. How group membership is determined is described in 18.4.2.5.

— subtree is the set of users whose distinguished names falk within the definition of the
subtree.

SubtreeSpecification is used to specify a subtree relative to the root entry named in base
represents the distinguished name of the root of subtreesThe subtree extends to the leaves of the
otherwise specified in chop. The use of a specificationFilter component is not permitted
it shall be ignored.
NOTE 5 — subtreeSpecification does not alow subtree refinement because a refinement mig
DSA to use a distributed operation in order-to.determine if a given user is in a particular user class. H
Control is designed to avoid remote operations in the course of making an access control decision. Mg
a subtree whose definition includes onlybase and chop can be evaluated locally, whereas membershig
definition using specificationFilter can only be evaluated by obtaining information from the
which is potentially in another DSA.

ItemPermission containsalcollection of users and their permissions with respect to Protec
within an itemFirst spegification. The permissions are specified in grantsAndDenials a
in item f) of this subclause. Each of the permissions specified in grantsAndDenials is CO
have the precedence level specified in precedence for the purpose of evaluating accq
information as discussed in 18.8. If precedence is omitted within ItemPermission, then

is taken from(the precedence specified for the ACIItem (See 18.4.2.2).

UserPerfiission contains a collection of protected items and the associated permissions witf
user€lasses Within a userFirst specification. The protected items are specified in protec
as. discussed in 18.4.2. The associated permissions are specified in grantsAndDenials as d
item f) of this subclause. Each of the permissions specified in grantsAndDenials is conside
the precedence level specified in precedence for the purpose of evaluating access control infg

d, or if the
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discussed In 1o.6. IT precedence IS omitied WITNIN UserPermission, (N precedence IS take
precedence Specified for the ACIItem (See 18.4.2.2).

n from the

GrantsAndDenials specify the access rights that are granted or denied in the AcIItem specification.
The precise semantics of these permissions with respect to each protected item is discussed in

Rec. ITU-T X.511 | ISO/IEC 9594-3.
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0) UniqueIdentifier may be used by the authentication mechanism to distinguish between instances of

distinguished name reuse. The value of the unique identifier is assigned by the authentication authority
according to its policy and is provided by the authenticating DSA. If this field is present, then for an
accessing user to match the name user class of an ACIItem that grants permissions, in addition to the
requirement that the user's distinguished name match the specified distinguished name, the authentication
of the user shall yield an associated unique identifier, and that value shall match for equality with the
specified value.

NOTE 6 — When authentication is based on supplied SecurityParameters, the unique identifier associated with

the user may be taken from the subjectUniqueIdentifier field of the sender's certificate in the optional

CertificationPath.

18.4.2.5 Determining group membership

Determining whether a given requestor is a group member requires checking two criteria. Also, the determination may

be constra

ned if the group definition is not known locally. The criteria for membership and the treatment of non-local

groups are

[

18.5 A

Access co
attribute is

1851

A Prescrip
applicable

prescrip
WITH §
EQUALT

discussed below.

) A DSA is not required to perform a remote operation to determine whether the requestor’bg¢longs to a
particular group for the purposes of Basic Access Control. If membership in the group cannot belevaluated,
the DSA shall assume that the requestor does not belong to the group if the ACI item,grants the permission
sought, and does belong to the group if it denies the permission sought.

NOTE 1 — Access control administrators should beware of basing access controls‘on membership offnon-locally
available groups or groups which are available only through replication (and which’may, therefore, be put of date).

NOTE 2 — For performance reasons, it is usually impractical to retrieve group membership from rempte DSAS as

part of the evaluation of access controls. However, in certain circumstanees it may be practical, afjd a DSA is
permitted, for example, to perform remote operations to obtain or refresh a local copy of a group entfy or use the
Compare operation to check membership prior to applying this clause:

) In order to determine whether the requestor is a member of diserGroup user class, the followging criteria
apply:

— The entry named by the userGroup specification shall be an instance of the object class
groupOfNames O groupOfUniqueNames.

—  The name of the requestor shall be a value of the member Or uniqueMember attribute of {hat entry.

NOTE 3 — Values of the member Or uniqueMember attribute that do not match the name of the requestor are
ignored, even if they represent the namesiof groups of which the originator could be found to be a menber. Hence,
nested groups are not supported whéen'évaluating access controls.

ACI operational attributes

trol information is stored in/the.Directory as an operational attribute of entries and subentries. The dperational
multi-valued, which allows ACI to be represented as a set of AcIItems (defined in 18.4).

rescriptive access control information

tive ACI attribute is defined as an operational attribute of a subentry. It contains access control iffformation
to entries within'that subentry's scope:

tiveACI-ATTRIBUTE ::= {
[YNTAX ACIItem
TY MATCHING RULE directoryStringFirstComponentMatch

USAGE

directoryOperation

ID

id-aca-prescriptiveACI }

18.5.2  Entry access control information

An Entry ACI attribute is defined as operational attributes of an entry. It contains access control information applicable
to the entry in which it appears, and that entry's contents:

entryACI
WITH S
EQUALI
USAGE
ID

© 150/

ATTRIBUTE ::= {
YNTAX ACIItem
TY MATCHING RULE directoryStringFirstComponentMatch

directoryOperation
id-aca-entryACI }
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18.5.3  Subentry ACI

Subentry ACI attributes are defined as operational attributes of administrative entries, and provide access control
information that applies to each of the subentries of the corresponding administrative point. Prescriptive ACI within the
subentries of a particular administrative point never applies to the same or any other subentry of that administrative point,
but can be applicable to the subentries of subordinate administrative points. Subentry ACI attributes are contained only
in administrative points and do not affect any element of the DIT other than immediately subordinate subentries.

In evaluating access control for a specific subentry, the ACI that shall be considered is:
—  the entryAcI within the subentry itself (if any);
—  the subentryAcCI within the associated administrative entry (if any);

— prescriptiveACI associated with other relevant administrative points within the same access control
specific area (if any).

subentryfACT ATTRIBUTE ::= {
WITH S|YNTAX ACIItem
EQUALIITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation
iDp id-aca-subentryACI }

18.6 Protecting the ACI

ACI operational attributes may be subjected to the same protection mechanisms as ordinary attributes. Somg important
related poipts are:

d) The identificationTag provides an identifier for each AcTItem. This tag can be used t¢ remove a
specific AcIItem value, or to protect it by prescriptive or entry ACI.

NOTE 1 - Directory rules ensure that only one ACIIten per’access control attribute possesses gny specific
identificationTag Value.

) The creation of subentries for an Administrative \Entry may be access controlled by mepns of the
subentryACI operational attribute in the Administrative Entry.

NOTE 2 — The right to create prescriptive access controls may also be governed directly by security] policy; this
provision is required to create access contrgls'in new autonomous administrative areas.
18.7 Access control and Directory operatiohs

Each Diregtory operation involves making a series of access control decisions on the various protected items that the
operation gccesses.

For some @perations (e.g., Modify operations), each such access control decision must grant access for the operation to
succeed; if access is denied to any protected item, the whole operation fails. For other operations, protected items to
which accgss is denied are simplyzomitted from the operation result and processing continues.

If the reglested access is ‘denied, further access control decisions may be needed to determine if th¢ user has
DisclosdonError permissions to the protected item. Only if DiscloseOnError permission is granted may the
Directory flespond withan error that reveals the existence of the protected item; in all other cases, the Directory acts so as
to conceal fthe existence of the protected item.

The accesq control requirements for each operation, i.e., the protected items and the access permission requiregl to access
each protegtedvitem, are specified in Rec. ITU-T X.511 | ISO/IEC 9594-3.

The algorithm by which any particular access control decision is made is specified in 18.8.

18.8 Access Control Decision Function

This subclause specifies how an access control decision is made for any particular protected item. It provides a conceptual
description of the Access Control Decision Function (ACDF) for basic-access-control. It describes how ACI
items are processed in order to decide whether to grant or deny a particular requestor a specified permission to a given
protected item.

18.8.1  Inputs and outputs

For each invocation of the ACDF, the inputs are:

a) the requestor's Distinguished Name (as defined in 7.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3), unique
identifier, and authentication level, or as many of these as are available;
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b) the protected item (an entry, an attribute, or an attribute value) being considered at the current decision
point for which the ACDF was invoked;

c) the requested permission category specified for the current decision point;

d) the ACI items associated with the entry containing (or which is) the protected item. Protected items are
described in 18.4.2.4. The scope of influence for ACI items within a prescriptiveAcCI attribute is
described in 18.3.2 and 18.5.1. The scope of influence for ACI items within an entryacI attribute is
described in 18.3.2 and 18.5.2. The scope of influence for ACI items within a subentryACI attribute is
described in 18.5.3.

When an entry is a family member, it also inherits the access control of the ancestor or of superior family
members within the same family. This does not preclude family members being subject to further policies
from entryACI Or prescriptiveACI that increase or decrease protection.

In addition, if the ACI items include any of the protected item constraints described in 18.4.2.4, the whole entry and the

number Of pamndiatn crihardinatne AFf 1te crnnriar At oy alen ha vacniend Ac pnnite
T CHTC St O O Tt C SO o Supt ottty oy aroOotTeguretTuspots:

The outpuf is a decision to grant or deny access to the protected item.

In any particular instance of making an access control decision, the outcome shall be the same as.if-the step$ in 18.8.2
through 18.8.4 were performed.

18.8.2  Tuples

For each ACI value in the ACI items of 18.8.1 d), expand the value into a set of tuples, 0ne tuple for each element of the
itemPernfissions and userPermissions sets. Collect all tuples from all ACI.values into a single set. Each tuple
contains the following items:

( YyserClasses, authenticationLevel, protectedItems,b(grantsAndDenials, preceTnce )
t

For any typle whose grantsAndDenials specify both grants and denials, replace the tuple with two
specifyinglonly grants and the other specifying only denials.

ples — one

18.8.3  Discarding non-relevant tuples

Perform the following steps to discard all non-relevant tuples:
1) Discard all tuples that do not include the reguestor in the tuple's userClass (18.4.2.4 b)) as fdllows:

—  Fortuples that grant access, discard all tuples that do not include the requestor's identity in the tuples's
userClasses element takinginto account uniqueIdentifier elements if relevant. Where a tuple
specifies a uniqueIdentifier, a matching value shall be present in the requestor's idgntity if the
tuple is not to be disearded. Discard tuples that specify an authentication level highef than that
associated with the-reéquestor in accordance with 18.4.2.3.

—  For tuples that.deny access, retain all tuples that include the requestor in the tuple's uselrclasses
element, taking into account uniqueIdentifier elements if relevant. Also retain all ftuples that
deny access-and which specify an authentication level higher than that associated with the requestor
in accoerdance with 18.4.2.3. All other tuples that deny access are discarded.

NOTE 1 — The second requirement in the second sub-item above (i.e., to retain any tuplg that denies
access and also specifies an authentication level higher than that associated with the requegtor) reflects
the fact that the requestor has not adequately proved non-membership in the user class fqr which the
denial is specified.

2) . 'Discard all tuples that do not include the protected item in protectedItems (18.4.2.4 a)).

3) Examine all tuples that include the maxValueCount, maxImmSub, restrictedBy, Of contexts.
Discard all such tuples which grant access and which do not satisfy any of these constraints (18.4.2.4 a)).

4) Discard all tuples that do not include the requested permission as one of the set bits in grantsAndDenials
(18.4.1,18.4.2.41)).

NOTE 2 — The order in which discarding of non-relevant tuples is performed does not change the output of
the ACDF.

18.8.4  Selecting highest precedence, most specific tuples
Perform the following steps to select those tuples of highest precedence and specificity:
1) Discard all tuples having a precedence less than the highest remaining precedence.

2) If more than one tuple remains, choose the tuples with the most specific user class. If there are any tuples
matching the requestor with UserClasses element name or thisEntry, discard all other tuples.
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Otherwise, if there are any tuples matching UserGroup, discard all other tuples. Otherwise, if there are
any tuples matching subtree, discard all other tuples.

3) If more than one tuple remains, choose the tuples with the most specific protected item. If the protected
item is an attribute and there are tuples that specify the attribute type explicitly, discard all other tuples. If
the protected item is an attribute value, and there are tuples that specify the attribute value explicitly,
discard all other tuples. A protected item which is a rangeOfValues is to be treated as specifying an
attribute value explicitly.

Grant access if and only if one or more tuples remain and all grant access. Otherwise deny access.

18.9 Simplified Access Control

18.9.1 Introduction

ol, that is

nality found in Basic Access Control.

designed to provide a subset of functio

18.9.2  Definition of Simplified Access Control functionality

The functipnality of Simplified Access Control is defined as follows:
d) access control decisions shall be made only on the basis of ACIItem values(ef-prescriptifeAcI and
subentryACI operational attributes.

NOTE 1 — entryact, if present, shall not be used to make access controldecisions.
) access control specific administrative areas shall be supported. Ac¢cess control inner administrptive areas

shall not be used. Particular access decisions shall be made on the-basis of Ac11tem values obtpined from
a single Administrative Point, or from subentries of that Admiinistrative Point.

NOTE 2 — Values of prescriptiveACI attributes appearing in subentries of Administrative Pointy containing
Nno id-ar-accessControlSpecificArea Administrative Role attribute value shall not be used to nake access
control decisions.

@) all other provisions shall be as defined for basi¢ acgess control.

19 Rule-based Access Control

19.1 $cope and application

This clausg defines a specific access control'scheme (of possibly many) for the Directory. The access contfol scheme
defined hefein is identified with the aceessControlScheme operational attribute by giving it the value rulle-based-
access-dontrol or if used in conjunction with the basic or simplified access control schemes defined infclause 18,
rule-and-basic-access-control Of rule-and-simple-access-control. Clause 17.2.2 descripes which
entries cortain the accessControlScheme operational attribute.

The scheme defined herénis only concerned with controlling access to the Directory information withip the DIB
(potentially including tree'structure and access control information). It does not address controlling access for the purpose
of commuhication, Wwith another DSA or LDAP server. Control of access to information means the prejvention of
unauthorizgd detéction, disclosure, or modification of that information.

19.2

There may be environments where information relating to the clearance (instead of identity) of the requestor is used in
determining whether or not access to an attribute value is to be denied. This is defined as Rule-based Access Control and
uses administratively imposed access control policy rules in determining when access is to be denied to certain contents
of the Directory. If access is denied under Rule-based Access Control, it cannot be allowed under other access control
schemes. The Rule-based Access Control model identifies the information used in determining whether access is to be
denied. This is applied to every operation. Each access control decision involves:

a) Access control information associated with the attribute values being accessed. This access control
information is called a security label.

b) Access control information associated with the user requesting the operation. This access control
information is called the clearance. The user requesting the operation is called the requestor.

¢) Rules which define whether an access is authorized given a security label and a clearance, called security
policies.
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See Figure 18.

Access control decision
Access request

argument Grant/deny

Requestor

A 4

Operation, DN,
authentication level,
and clearance

Access decision
grant/deny

Protected Security label
item X.501(12)_F18

*

Access control policy rules

Figure 18 — Rule-based Access Control Decision Model

The security label(s) can be securely associated with attribute values by binding the label to‘the’information through the
use of a digital signature or other integrity mechanism. A security label is a property of the.attribute value and is{associated
with the value as a context.

The clearapce is needed to enable a comparison to be made against the security label. The clearance can be bgund to the
Distinguished Name of the requestor through a public-key certificate with a subjectDirectoryAttributes extension
or through|an attribute certificate. The means selected for providing the cléarance is a matter for the security policy in
effect.

NOTE + The use of other clearance information (e.g., that associated withyany intermediate DSAs which may have |chained the
operatidn), is outside the scope of this Directory Specification.

The security rules to be applied in making an access control decision are defined as part of the security policy. The security
policy is efther identified in the security label or defined for the environment containing the labelled object.

19.3 Access control administrative areas

As for basjc access control (see 18.3), the DIT_.js divided into administrative areas including Access Contrpl Specific
Areas (AQSAs). The administrative entry for‘an’ ACSA identifies the labelling security policies (access rulgs) that are
applicableffor that administrative area as wellas the applicable access control scheme (rule-based-accessf-control
Or rule-3gnd-basic-access-contfol"’ Of rule-and-simple-access-control Or some other accgss control
scheme).

194 $ecurity Label

19.4.1 Introduction
Security lapels may 'be’used to associate security-relevant information with attributes within the Directory.

Security Igoels 'may be assigned to an attribute value in line with the security policy in force for that attribute. The
security pgliey«may also define how security labels are to be used to enforce that security policy.

A security label comprises a set of elements optionally including a security policy identifier, a security classification, a
privacy mark, and a set of security categories. The security label is bound to the attribute value using a digital signature
or another integrity mechanism.

19.4.2  Administration of Security Labels
A security label is assigned to an attribute value by an administrative function before being placed in the Directory.

This administrative function is responsible for assigning security labels to attribute values in line with the security policy
in force for the ACSA.

The binding of a security label is protected using a digital signature or another integrity mechanism. This protection is
applied by the administrative function, or creator of the attribute value.
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19.4.3 Labelled Attribute Values

A security label context associates a security label with an attribute value. Only a single label can be associated with an
attribute value. That is, the security label context is single-valued. In addition, matching rules for the security label context
are not supported.

NOTE — The concept of contexts is introduced in 8.8.
attributeValueSecuritylLabelContext CONTEXT ::= {
WITH SYNTAX SignedSecuritylLabel -- At most one security label context can
-- be assigned to an attribute value
ID id-avc-attributeValueSecurityLabelContext }
SignedSecurityLabel ::= SIGNED{SignedSecurityLabelContent}

SignedSecuritylLabelContent ::= SEQUENCE ({

attHash HASH{AttributeTypeAndValue},
issue Name OPTIONAL, -- name of labelling authority
keyIdentifier KeyIdentifier OPTIONAL,

securijtyLabel SecurityLabel,
}

SecuritylLabel ::= SET {

securijty-policy-identifier SecurityPolicyIdentifier OPTIONAL,

securiljty-classification SecurityClassification OPTIONAL,

privady-mark PrivacyMark OPTIONAL,

securiljty-categories SecurityCategories OPTIONAL,

R |

(ALL [EXCEPT ({ -- none, at least one component shall be(pre€sent --}))

SecurityPolicyIdentifier ::= OBJECT IDENTIFIER
SecuritylClassification ::= INTEGER {

unmarked (0),

unclaslsified (1),

restrilcted (2),

confidential (3),

secre (4),

top-secret (5)1}
PrivacyMark ::= PrintableString(SIZE (1. .MAX))
SecurityCategories ::= SET SIZE (l..MAX) OF SecurityCategory

This contekt is not used to filter or select particular attributes, as for other contexts, and the mechanisms assogiated with
contexts (fallback, default context values, etc.) are not used to apply rule-based access control.

The attHash component contaifis the resulting value of applying a cryptographic hashing procedure to DER-encoded
octets, as defined in Rec. ITU-T"X.509 | ISO/IEC 9594-8.

The issug¢r componenticonveys the name of the labelling authority.

The keyIdentifiex.component may be the identifier of a certified public key as held in the Subject Public Key Identifier
extension field defined in Rec. ITU-T X.509 | ISO/IEC 9594-8 or the identifier of a symmetric key and associafed security
control infprmation.

The securityLabel component is composed of a set of elements optionally including a security policy identifier, a
security classification, a privacy mark, and a set of security categories as defined in 8.5.9 of Rec. ITU-T X.411 |
ISO/IEC 10021-4.

195 Clearance

A clearance attribute associates a clearance with a named entity including DUASs.

clearance ATTRIBUTE ::= {
WITH SYNTAX Clearance
ID id-at-clearance }
Clearance ::= SEQUENCE ({
policyId OBJECT IDENTIFIER,
classList ClassList DEFAULT {unclassified},
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securityCategories SET SIZE (1..MAX) OF SecurityCategory OPTIONAL,

}

ClassList ::= BIT STRING {
unmarked (0),
unclassified (1),
restricted (2),
confidential (3),
secret (4),
topSecret (5)1}

SecurityCategory ::= SEQUENCE {

type [0] SECURITY-CATEGORY. &id({SecurityCategoriesTable}),
value [1] EXPLICIT SECURITY-CATEGORY. &Type ({SecurityCategoriesTable} {Qtype}),
}

SECURITYFCATEGORY = TYPE-IDENTIFIER
SecuritylCategoriesTable SECURITY-CATEGORY ::= {...}

The poli¢yId component conveys an identifier that may be used to identify the security policycn force to| which the
clearance ¢lassList and securityCategories relates.

The clasgList component includes a list of classifications that are associated with the named entity.

The secugityCategories (See 8.5.9 of Rec. ITU-T X.411 | ISO/IEC 10021-4) compenent, if present, provides further
restrictiong within the context of a classList.
NOTE + A clearance is securely bound to a named entity using an attribute certificate-(Rec. ITU-T X.509 | ISO/IEC 9594-8), a

public-Key certificate extension field (e.g., within the subjectDirectoryAttribute extension) (Rec. ITY-T X.509 |
ISO/IEQ 9594-8), or by means outside the scope of this Directory Specification:

19.6 Access Control and Directory operations

Each Diregtory operation involves making a series of access eanfrol decisions on the attribute values that th¢ operation
accesses.

For some pperations (e.g., the Remove Entry operation);-even though the operation may appear to have sycceeded if
access is denied to one or more attribute values, the hidden attributes would remain in the Directory. For other pperations,
protected items to which access is denied are simply~omitted from the operation result and processing continugs.

The accesq control requirements for each operation are specified in Rec. ITU-T X.511 | ISO/IEC 9594-3.

The algorithm by which any particular aceess control decision is made is specified as:

+ Ifaccess to all the attribute values of an entry is denied under rule-based-access-control| the access
is denied to that entry. for all operations.

. If access to all-the attribute values of an attribute is denied under rule-based-access-control, the
access is depied'to that attribute for all operations.

+  Rule-based-access control affects operations on reading attribute values (e.g., Read, Search)|in that the
attribute value is not visible (the operation is carried out as though the attribute value is not|present) if
actess is denied to the attribute value.

Rule-based access control affects operations which involve removing an entry (e.g., Remove Erjtry) in that

thov da nat romava thaca attrihiita valiinc tn wwhich ancnce 1c daniad
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— Rule-based access control affects operations which involve removing an attribute type (e.g., Modify Entry
— Remove Attribute) in that they do not remove those attribute values to which access is denied.

— Rule-based access control affects operations which involve removing an attribute value (e.g., Modify Entry
— Remove Value) in that these operations fail if the access is denied to the attribute value.

19.7 Access Control Decision Function

This subclause specifies how an access control decision is made for any particular attribute value. It provides a conceptual
description of the Access Control Decision Function (ACDF) for rule-based-access-control. It describes how a
clearance and a security label are processed in order to decide whether to grant or deny a particular requestor a specified
permission to a given attribute value. The decision function applies the security policy rules which establish whether an
access is authorized on an attribute value given its security label and the requestor's clearance. The definition of the
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security rules is outside the scope of these Directory Specifications. A simplified example of security policy rules for
rule-based-access-control is given in M.10.

For each invocation of the ACDF, the inputs are:
a) the requestor's clearance (as defined in 19.5);
b) attribute value being considered at the current decision point for which the ACDF was invoked;
c) the security policy in force for the access-control-specific area;
d) security label bound to the attribute value.

The output is a decision whether to deny access to the attribute value.

For any particular instance of making an access control decision, the outcome shall be the same as if the steps in 19.6
were performed.

19.8

Use of Rule-based and Basic Access Control

If both rulg-based and basic access control are in effect, the order in which they are applied is a localmatter, pxcept that
if access i denied to the entry, an attribute type or an attribute value by either mechanism, it shallmot'be grapted by the
other mechanism. In this respect, DiscloseOnError (see 18.2.3 and 18.2.4) permission of basilc4access-dontrol i$

a permissi

20 |

20.1

In some sif
controls. T
Informatio
(see 20.2),

NOTE -

20.2 R
Data integ

n that shall not override a deny of rule-based-access-control.

Data Integrity in Storage

ntroduction

uations, the Directory may not give sufficient assurance that datais unchanged in storage, regardlegs of access
he integrity of data stored in the Directory may be validatedsing digital signatures held as part of th¢ Directory
h. Either the digital signature of an entry or selected attfibutes within an entry may be held as dn attribute
or the digital signature of a single attribute value may-be held in a context (see 20.3).

Confidentiality of attribute values is outside the scope-of this specification.

Protection of an Entry or Selected Attribute Types

ity of attributes in storage is provided through the use of digital signatures held alongside the attr|butes they

are protecting. The integrity of a whole entry,*or-0f all attribute values for selected attributes in an entry, is pfotected by

an attributg

holding a digital signature of all\the attribute values being protected.

This digital signature is created by an authority or directory user responsible for placing the information in thg directory

entry. The
itself is no

This integ
componen
service itsq

Digital si

digital signature can beywalidated by any user reading the attribute values for the entry. The directpry service
involved in the creation:or validation of the digital signature held in this attribute.

rity mechanism protects the integrity of directory attributes both in storage and during transfgr between
s of the Directory-(DSAs and DUAS). This integrity mechanism does not depend on the security of the directory
If.

gnatures—applied to the whole entry do not include operational, collective attributgs or the

attribud

The followine—deft afattribtite otta—dhatta e—aton
provides integrity of a whole entry or all values of selected attribute types.

eIntegrityInfo itself. Any attribute value contexts are included.

ation, which

attributelIntegrityInfo ATTRIBUTE ::= {

WITH S

YNTAX AttributelIntegrityInfo

SINGLE VALUE TRUE

ID id-at-attributeIntegrityInfo }
AttributelIntegrityInfo ::= SIGNED{AttributeIntegrityInfoContent}
AttributeIntegrityInfoContent ::= SEQUENCE {

scope Scope, -- Identifies the attributes protected

signer Signer OPTIONAL, -- Authority or data originators name

attribsHash AttribsHash, -- Hash value of protected attributes

}
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Signer ::= CHOICE {
thisEntry [0] EXPLICIT ThisEntry,
thirdParty [1] SpecificallyIdentified,
..}

ThisEntry ::= CHOICE {
onlyOne NULL,
specific IssuerAndSerialNumber,
}

IssuerAndSerialNumber ::= SEQUENCE ({
issuer Name,
serial CertificateSerialNumber,

}

SpecificallyIdentified ::= SEQUENCE ({

’
GeneralName OPTIONAL,
CertificateSerialNumber OPTIONAL }

OMPONENTS { ..., issuer PRESENT, serial PRESENT } |

OMPONENTS { ..., issuer ABSENT, serial ABSENT }))

CHOICE ({

try [0] NULL, -- Signature protects all attribute valties’ in this entry

dTypes [1l] SelectedTypes,
--| Signature protects all attribute values of the selectedrattribute types

SelectedTypes ::= SEQUENCE SIZE (1..MAX) OF AttributeType
AttribsHash ::= HASH{HashedAttributes}
HashedAftributes ::= SEQUENCE SIZE (1..MAX) OF Attfibute{{SupportedAttributes}}

-- AYtribute type and values with associated .context values for the selected Sfope

integrifyInfo OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MUST CONTAIN {attributeIntegrityInfo}
D id-oc-integrityInfo }

An AttributeIntegrityInfo Value can bescreated in three different ways:

d) An administrative authority_can create and sign the value, and the public key to verify the dignature is
known by off-line means.

) The owner of the entry, i.e., the object represented by the entry, can create and sign the value. If the owner
has several certificates, or expected to have that in the future, the certificate has to be identified[by the CA
issuing the certificate together with the certificate serial number.

q) A third party 'may create and sign the value. The name of the signer, the name of the CA [ssuing the
certificate-and the certificate serial number is required.

If the scopg is whaleEntry, all the applicable attributes shall be ordered as specified for a set-of type in 6.2 of Rec. ITU-
T X.509 || ISOHEC 9594-8. If scope is selectedTypes, the ordering shall be the same as the one gir/en in the
SelectedTypeées

NOTE 1 — If a user does not retrieve all the complete attributes that are defined within the Scope data type, it will not be possible
for the user to verify the integrity of the attributes.

The creator of the attributeIntegrityInfo attribute shall, when creating the AttribsHash data type, use DER
encoding (see 6.2 of Rec. ITU-T X.509 | ISO/IEC 9594-8) of the attributes ordering the attributes as specified above, and
then create the hash from the resulting encoding.

NOTE 2 — The creator needs to have full knowledge of all the attribute syntaxes to create the hash.

The verifier of the integrity shall produce its own version of AttribsHash using the same procedure as above for
retrieved attributes, and then compare the result with the value in the attribsHash component.

NOTE 3 — The verification is only possible if the verifier has full knowledge of all the attribute syntaxes.

An entry that shall hold an attributeIntegrityInfo attribute shall include the integrityInfo auxiliary object-
class.
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20.3 Context for Protection of a Single Attribute Value

The following defines a context to hold a digital signature, along with associated control information, which provides
integrity for a single attribute value. Any attribute value contexts are included in the integrity check, excluding the context
used to hold signatures.

attributeValueIntegrityInfoContext CONTEXT ::= {
WITH SYNTAX AttributeValuelIntegrityInfo
D id-avc-attributeValueIntegrityInfoContext }

AttributeValueIntegrityInfo ::= SIGNED{AttributeValueIntegrityInfoContent}

AttributeValuelIntegrityInfoContent ::= SEQUENCE ({
signer Signer OPTIONAL, -- Authority or data originators name
aVIHash AVIHash, -- Hash value of protected attribute

}

AVIHash |: := HASH{AttributeTypeValueContexts}
-- AtYribute type and value with associated context values

AttribufeTypeValueContexts ::= SEQUENCE ({
type ATTRIBUTE. &id ({SupportedAttributes}),
value ATTRIBUTE. &Type ({SupportedAttributes} {@type}),

contextList SET SIZE (1..MAX) OF Context OPTIONAL,
}

The contéxtList shall be ordered as specified for a set-of type in 6.2 of Rec. ITU-TX.509 | ISO/IEC 959448.
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SECTION 9 — DSA MODELS

21 DSA Models

This clause is concerned with general models describing various aspects of the components comprising the Directory,
Directory System Agents (DSAs). Subsequent clauses treat additional DSA models.

21.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

21.1.1 DIB fragment: The portion of the DIB that is held by one master DSA, comprising one or more naming
contexts.

21.1.2  dontext prefix: The sequence of RDNs leading from the Root of the DIT to the initial vertex-of a naming
context; cdrresponds to the distinguished name of that vertex.

21.1.3 paming context: A subtree of entries held in a single master DSA.

21.2 Directory Functional Model

The Directory is manifested as a set of one or more application-processes known as Diréeetory System Agehts (DSASs)
and/or LDAP servers. Each DSA provides zero, one or more of the access points. Each’LDAP server provides one or
more acce$s points. This is illustrated in Figure 19. Where the Directory is composed*of more than one DSA or LDAP
server, it i§ said to be distributed. The procedures for the operation of the Directorywhen it is distributed are gpecified in
Rec. ITU-T X.518 | ISO/IEC 9594-4.

The Directory

LDAP
Server

X.501(12)_F19

Figure 19 — The Directory Provided by Multiple DSAs

NOTE 1~ ADSAwill Ilkely exhibit local behaviour and structure which is outside the scope of enwsaged Dlrectory Sp pcifications.
For exa nple d USA WIII(,II Ib IBprIIbIUIB 101 IIUIUIIIg SOMmeE Or d.II UI llle IHIUHIIdlIUlI i lll(;‘ DiBwitt llUllIldIIy UU S0 Uy means Of a
database, the interface to which is a local matter.

A particular pair of application-processes which need to interact in the provision of directory services may be located in
different open systems. Such an interaction is carried out by means of Directory protocols, as specified in
Rec. ITU-T X.519 | ISO/IEC 9594-5, or by means of the Lightweight Directory Access Protocol (LDAP), as specified in
IETF RFC 4510.

NOTE 2 — LDAP server behaviours are specified in IETF RFC 4510 and may differ from DSA behaviours specified in this clause.

Clause 23 specifies the models that are used as the basis for specifying the distributed aspects of the Directory. A
framework for the specification of operational models concerned with particular aspects of the operation of the
components of the Directory, DSAs, is provided in clauses 25 through 28.
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21.3 Directory Distribution Model

This subclause defines the principles according to which the DIB can be distributed across multiple DSAs.

NOTE 1 — The DIB may also be distributed across any number of LDAP servers, which may or may not coexist with one or more
DSAs. LDAP servers and their characteristics and behaviours are specified in IETF RFC 4510 and may differ from DSA
characteristics and behaviours specified in this clause.

Each entry within the DIB is administered by one, and only one, DSA's Administrator who is said to have administrative
authority for that entry. Maintenance and management of an entry shall take place in a DSA administered by the
administrative authority for the entry. This DSA is the master DSA for the entry.

Each master DSA within the Directory holds a fragment of the DIB. The DIB fragment held by a master DSA is described
in terms of the DIT and comprises one or more naming contexts. A naming context is a subtree of the DIT, all entries of
which have a common administrative authority and are held in the same master DSA. A naming context starts at a vertex
of the DIT (other than the root) and extends downwards to Ieaf and/or non- -leaf vertrces Such vertlces constitute the
border of the-nraming-co oSt a
Subordinafes of the non- Ieaf vertrces belongrng to the border denote the start of further namrng contexts
NOTE 2 — The DIT is therefore partitioned into disjoint naming contexts, each under the administrative authority ofa s|ngle master
DSA.
NOTE 3 - A naming context in itself is not an administrative area having an administrative point or an explicit’'subtree specification,
but it mpy coincide with an administrative area.

A family of entries shall reside in a single nhaming context.

It is possiljle for a master DSA's administrator to have administrative authority for several disjoint naming coptexts. For
every nam|ng context for which a master DSA has administrative authority, it shallJogically hold the sequende of RDNs
which lead from the root of the DIT to the initial vertex of the subtree comprising-the naming context. This spquence of
RDNSs is cglled the context prefix of the naming context.

A master DSA's administrator may delegate administrative authority fet, any immediate subordinates of any|entry held
locally to gnother master DSA. A master DSA that delegated authority 13 called a superior DSA and the contex} that holds
the superiqr entry of one for which the administrative authority Was delegated, is called the superior namipg context.
Delegatior] of administrative authority begins with the root and praceeds downwards in the DIT; that is, it canfonly occur
from an enftry to its subordinates.

Figure 20 {llustrates a hypothetical DIT logically partitioned into five haming contexts (named A, B, C, D and E), which
are physically distributed over three DSAs (DSA 1, DSA 2, and DSA 3).

From the gxample, it can be seen that the naming~contexts held by particular master DSAs may be configurgd so as to
meet a wifle range of operational requirements) Certain master DSAs may be configured to hold those ¢ntries that
represent higher level naming domains within some logical part(s) of the DIB, the organizational structure| of a large
company sy, but not necessarily all the-subordinate entries. Alternatively, master DSAs may be configured t¢ hold only
those naming contexts representing primarily leaf entries.

From the gbove definitions, the limiting case for a naming context can be either a single entry or the whole of{the DIT.

Whilst the| logical to physical )mapping of the DIT onto master DSAs is potentially arbitrary, the task of information
location arld management.is.simplified if the master DSAs are configured to hold a small number of naming gontexts.

DSAs may| hold entry=copies as well as entries. Shadowed entries, the only sort of entry-copy considered in thg¢ Directory
Specificatipns, are-maintained by means of the shadowing service described in Rec. ITU-T X.525 | ISO/IEC|9594-9. In
addition tq this'standardized sort of replicated information, two additional non-standardized sorts of entry-cgpy may be
encountergduin.the Directory.

—  Copies of an entry may be stored in other DSA(s) through bilateral agreement.
—  Copies of an entry may be acquired by storing (locally and dynamically) a cache-copy of an entry which
results from a request.

NOTE 4 — The means by which these copies are maintained and managed is not defined in these Directory Specifications. Due to
more precise handling of features like access control, it is recommended that the shadow service be used instead of using
cached-copies.
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Figure 20 — Hypothetical DIT

ding an entry-copy is a shadow DSA for that entry. A shadow/DSA may hold a copy of a naming g
reof. The specification of the portion of a naming context-that is shadowed is termed a unit of repli

ed in 9.2 of Rec. ITU-T X.525 | ISO/IEC 9594-9,~a. unit or replication is defined within the
N model, and a specification mechanism is provided..The shadowing mechanism in the Directory
on of the subset of the DIT that will be shadewed. This subset is called unit of replication. T
comprises a three-part specification which defines the scope of the portion of the DIT to be rep
D be replicated within that scope, and the requirements for subordinate knowledge. The unit of repl
causes the shadowed information to include policy information in the form of operational attribu
subentries (e.g., access control information) which is to be used to correctly perform Directory
information to be included begins at'an autonomous administrative point and extends to the repli

btor of a Directory request is-informed (via £romEntry) as to whether information returned in reg
rom an entry-copy or«agt. A service control, dontUseCopy, is defined which allows the user to
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SECTION 10 — DSA INFORMATION MODEL

22 Knowledge

22.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
22.1.1  category: A characteristic of a knowledge reference that qualifies it as identifying a master or a shadow DSA.

22.1.2 commonly usable: A characteristic of a replicated area that permits general distribution of the access point of
the DSA holding it; a commonly usable replicated area is normally a complete shadow copy of a naming context.

22.1.3  cross reference: A knowledge reference containing information about a DSA that holds an entry or entry-copy.
This is usefl for optimization. The entry need have no superior or subordinate relationship to any entry in the D$A holding
the cross r¢ference.

22.1.4 DIT bridge knowledge reference: A knowledge reference containing information about @ DSA|that holds
entries in 4 different DIT. The entry need have no superior or subordinate relationship to any entryLin the D$A holding
the other QIT.

22.1.5 immediate superior reference: A knowledge reference containing informationJabout a DSA tha} holds the
naming coptext (or a commonly usable replicated area derived from it) that is immediately superior to one held by the
DSA for which the knowledge reference is relevant.

22.16 nowledge (information): DSA operational information held by a DSAvthat it uses to locate remdte entry or
entry-copy| information.

22.1.7 nowledge reference: Knowledge which associates, either directly or indirectly, a DIT entry or pntry-copy
with the DA in which it is located.

22.1.8

22.1.9 on-specific subordinate reference: A knowledge reference containing information about a DSA that holds
one or molle unspecified subordinate entries or entry-copigs:

aster knowledge: Knowledge of the master DSA fora naming context.

22.1.10 neference path: A continuous sequence of knowledge references.
22.1.11 root naming context: The set of subordinate references of the root to be held by the first level DSAs.
22.1.12 dhadow knowledge: Knowledge.of one or more shadow DSAs for a naming context (if the knpwledge is

specific) of contexts (if non-specific).

22.1.13 dubordinate reference: A knowledge reference containing information about a DSA that holds| a specific
subordinatg entry or entry-copy.

22.1.14 duperior reference:;’A knowledge reference containing information about a DSA considered fapable of
resolving (j.e., finding anytentry within) the whole of the DIT.
22.2 ntroduction

The DIB if distributed across a large number of master DSAs, each holding and having administrative authority for a DIB
fragment. The principles governing this distribution are specified in 21.3.

In addition, these and other DSAs may hold copies of portions of the DIB.

It is a requirement of the Directory that, for particular modes of user interaction, the distribution of the directory be
rendered transparent, thereby giving the effect that the whole of the DIB appears to be within each and every DSA.

In order to support this operational requirement, it is necessary that each DSA be able to gain access to the information
held in the DIB associated with any name (i.e., any object's distinguished or alias names). If the DSA does not itself hold
an object entry or object entry-copy associated with the name, it shall be able to interact with a DSA that does, either
directly or indirectly by means of direct and/or indirect interactions with other DSAs.

When the Directory user indicates that entry-copy information shall not be used to satisfy his request, the DSA servicing
the request must be able to gain access, directly or indirectly, to the master DSA holding the entry information associated
with the name supplied in the user's request.
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This clause defines knowledge as that DSA operational information required to achieve these technical objectives.
Subsequent clauses specify the representation of knowledge in the context of a general DSA information model.
NOTE — The preceding statements represent technical objectives of the Directory. Realization of these technical objectives depends

on other matters (e.g., policy matters) in addition to a consistent configuration of knowledge in DSAs. Clauses 25 through 28
establish a framework to address some of these matters.

Annex P contains an illustration of the modelling of knowledge. The illustration is based on the hypothetical DIT given

in Figure

22.3

20.

Knowledge References

Knowledge is that operational information held by a DSA that represents a partial description of the distribution of entry
and entry-copy information held in other DSAs. Knowledge is used by a DSA to determine an appropriate DSA to contact

when a re

Knowledggconsists o g .
of a Directpry entry with a DSA holding the entry or a copy of the entry.

2231

There are

Master kn

Shadow krjowledge is knowledge of DSAs holding replicated Directory information; it.may be distributed
suppliers tp shadow consumers by means of the replication procedures described in ReeZ1TU-T X.525 | ISO/If
Shadow krjowledge is knowledge of the access point of a set of one or more shadow DSAs for a replicated area
context or p portion thereof).

ADSAth

held by a

commonly| make to the DSA. It is the responsibility of the administrative authority who causes shadow knoy
DSA holdi

A given DSA may hold both master and shadow knowledgg, the latter involving multiple shadow DSAs, 1

particular
DSA, eg
computes

a DSA capable of progressing the request.

NOTE

through

ITU-T

22.3.2

The knowlpdge possessed by~a.DSA is defined in terms of a set of one or more knowledge references where eac
associates,| either directly-or indirectly, entries (or entry-copies) of the DIB with the DSA which holds those

entry-cop

A DSA mgy hold'the following types of knowledge reference:

A knowle

quest received from a DUA or another DSA cannot be satisfied with locally held information.

nowledge rererence asSoclates, el

nowledge Categories
0 categories of knowledge reference: master knowledge references and shadow knowledge refere

wledge is knowledge of the access point of the master DSA for a naming context.

PSA may be commonly usable if it is sufficiently compleéte to satisfy the interrogation requests

paming context. The specific knowledge used in the processing of a request received from a DUA
.J in the name resolution process, is detefmined by a DSA specific selection procedure whereby
, based on any non-standardized criteria-deemed appropriate by the administrative authority, an acce

4 The Directory Specifications do net:€onstrain how master and shadow knowledge is used by DSAs (other th
511 | ISO/IEC 9594-3).

Knowledge Referenee Types

igs).

+ Sssuperior references;

, the name

nces.

py shadow
EC 9594-9.
(a naming

gt is the object of shadow knowledge shall hold a commonly usable'replicated area. One form of replicated area
that is commonly usable is a complete shadow copy of a naming context.An incomplete shadow copy of a nam

ng context
that users
Vledge of a

hg an incomplete copy of a naming context to be distributed that the replicated area be commonly ysable.

pgarding a
or another

the DSA
ss point of

n indirectly

constraints on DSA behaviour;-fer-example, the dontUseCopy and copyshallbo service controls as specified in Rec.

h reference
entries (or

— __Immediate SUPETIOT reTerences,

—  subordinate references;

— non-specific subordinate references; and
—  cross references.

dge reference of a particular type shall be either a master or shadow knowledge reference.

In addition, a DSA that participates in shadowing as a shadow supplier and/or consumer may hold one or more of the

following

types of knowledge reference:
—  supplier references; and
—  consumer references.

These knowledge reference types are described below.
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22.3.2.1 Superior References

A superior reference consists of:
—  the Access Point of a DSA.

Each non-first level DSA (see 22.5) shall maintain at least one superior reference. The superior reference shall form part
of a reference path to the root. Unless some method outside the standard is employed to ensure this, for example within a
DMD, this shall be accomplished by referring to a DSA which holds a naming context or replicated area whose context
prefix has fewer RDNSs than the context prefix with fewest RDNSs held by the DSA holding the reference.

22322 1

mmediate Superior References

An immediate superior reference consists of:

by the DSA holding the reference;

the context prefix of a naming context that is immediately superior to one held (as entries or entry-copies)

Immediate
binding to
operationa

22.3.2.3 S

the Access Point of the DSA holding that naming context (as entries or entry-copies).

superior references are an optional reference type that only occur when there is a hierarchical
the referenced DSA (see clause 24 in Rec. ITU-T X.518 | ISO/IEC 9594-4). In the abgence of su
bindings, an immediate superior naming context may be referenced by means of a crass feference

ubordinate References

A subordinate reference consists of:

All namin
subordinat

In the case

a context prefix corresponding to a naming context immediately suboerdinate to one held (as
entry-copies) by the DSA holding the reference;

the Access Point of the DSA holding that naming context (as‘entries or entry-copies).

j contexts immediately subordinate to naming contexts held by a master DSA shall be repr
b references (or non-specific subordinate references as described in 22.3.2.4).

where a DSA holds entry-copies, the subordinate namihg contexts may or may not be represented,

on the shaglowing agreement in effect.

22.3.24 |

A non-spe

This type ¢
entry-copi

For each n
accessed Vi
of failure,

In the casq
depending

22.3.25 (

Non-Specific Subordinate References

cific subordinate reference consists of:

the Access Points of a DSA that helds the entries (or entry-copies) of one or more immediately S
Naming Contexts.

f reference is optional, to allowirfor the case in which a DSA is known to contain some subordinate
s) but the specific RDNs of\those entries (or entry-copies) is not known.

aming context that it holds, a master DSA may hold zero or more non-specific subordinate referer
a a non-specific reference shall be able to resolve the request directly (either success or failure). |
h serviceError reporting a problem of unableToProceed is returned to the requestor.

where a DSA holds entry-copies, the non-specific subordinate references may or may not be r¢
on the shadowing agreement in effect.

Cross-References

perational
ch explicit

entries or

bsented by

depending

ubordinate

entries (or

ces. DSAs
N the event

presented,

A Cross re

ETETCE COMNSIStS Of

— a Context Prefix;

—  the Access Point of a DSA which holds the entries or entry-copies for that naming context.

This type of reference is optional and serves to optimize Name Resolution. A DSA may hold any number (including zero)
of cross references.

22.3.2.6 Supplier References

A supplier

reference held by a shadow consumer DSA consists of;

is derived;

— the identifier of the shadowing agreement that the shadow consumer has established with

120

supplier;

the context prefix of the naming context from which the replicated area received from the shadow supplier

a shadow
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—  the Access Point of the shadow supplier DSA;
— anindication of whether the shadow supplier of the replicated area is or is not the master; and
— optionally, the access point of the master DSA if the supplier is not the master.

Consumer References

A consumer reference held by a shadow supplier DSA consists of:

22.4

It is a property of the Directory that each entry can be accessed independently of where a request is generated

It is also a|property of the Directory that, to achieve adequate levels of performance and availability, some rg
be satisfied using a copy of an entry, while other requests may only be satisfied using the entry itself (i.e., the i
held at the[master DSA for the entry).

To realize

The objectjve of these minimum requirements is to permit the distributed name resolution process to establish

path, as a

It is also a|requirement that the minimum knowledge consists of references:that can be processed by the DSA
of Rec. ITU-T X.519 | ISO/IEC 9594-5).

Beyond thg¢se minimum requirements, additional knowledge may be'employed to establish other reference path
contexts. Cross reference knowledge (master and shadew) may be employed to establish optimized reference
paths to ngming contexts and copies of naming contexts.

of naming

The mininfum knowledge requirements for DSAs are spegified in 22.4.1-22.4.4.

2241

Each DSA

22.4.2

A DSA that is the master DSA of @ naming context shall maintain subordinate or non-specific subordinate re
category master knowledge to each*master DSA holding (as master) an immediately subordinate naming cont

2243

For each shadow suppliec'DSA that supplies it with a replicated area, a shadow consumer DSA shall maintairn

reference.

its supplier reference to establish a reference path to subordinate information. This procedure is described in ¢
Rec. ITU-T X518 | ISO/IEC 9594-4.

2244

—  the context prefix of a naming context from which the replicated area provided by the shadow

derived;

—  the Access Point of the shadow consumer DSA.

inimum Knowledge

supplier is

the identifier of the shadowing agreement that the shadow supplier has established with a consumer; and

dontinuous sequence of master knowledge references, to all naming centexts within the Directory.

$uperior Knowledge

$ubordinate Knowledge

$upplier Knowledge

f the shadow consumer's subordinate knowledge for the copy of the naming context is incomplete,

quests can
hformation

these location independence properties of the Directory, each DSA shall maintain a minimum quantity of
knowledgd which depends on the particular configuration of the DSA.

h reference

\ (see 12.3

s to copies

that is not a first level DSA shall maintain at least one superior reference. Additional superior refefences may
be held forl operational reasons as alternative paths to the root of the DIT.

ferences of
bXT.

a supplier
it shall use
ause 20 of

Consumer Knowledge

For each shadow consumer DSA that it supplies with a replicated area, a shadow supplier DSA shall maintain a consumer

reference.

22.5

First Level DSAs

The DSA referenced by a superior reference assumes the burden of establishing a reference path to all of the DIT that is
unknown to the referring DSA. A DSA referenced by other DSAs may itself maintain one or more superior references.
This recursive superior referral process stops at a set of first level DSAs upon whom the ultimate responsibility for the
establishment of reference paths falls.

A first level DSA is characterized as follows:

© ISO/IEC 2020 - All rights reserved
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b) it may hold one or more naming contexts immediately subordinate to the root of the DIT (as master or
shadow DSA for the naming context); and

c) itholds subordinate references (of category master and/or shadow) and non-specific subordinate references
(of category master and/or shadow) which account for all the naming contexts immediately subordinate to
the root of the DIT which it does not itself hold.

The administrative authorities for first level DSAs are jointly responsible for the administration of the immediate
subordinates of the root of the DIT. This set of subordinate references is called the root naming context. The procedures
governing this joint root naming context are determined by multilateral agreements which are outside the scope of these
Directory Specifications.

The subordinate references making up the root naming context are conceptually placed in DSA specific entries (DSES)
immediately subordinate to the root DSE (see 24.2). The DSE type shall be subr.

NOTE - In a related entries environment, it is possible that some first-level entries will have the same name, creating multiple
DITs. The administrative authaorities for the associated fi Ve e join espansible for the administration of these DITSs.

To limit the quantity of interrogation requests that might be directed to a master first level DSA (i.e., &\DSA that is a
master forja naming context immediately subordinate to the root of the DIT), it is possible to establish-shadowy first level
DSAs for {hat master first level DSA. Such shadow DSAs hold copies of the entries and the root naming context held in
its master {or supplier) first level DSA. They therefore may serve as a superior reference for non=first level D§As.

22.6

LDAP dogs not have the concept of knowledge references. However, DSA may have kKnowledge references to LDAP
servers in the form of subordinate references, non-specific subordinate references-and cross references. An LIDAP server
may also be included in the root context held by first level DSAs.

nowledge references to LDAP servers

The referepces to an LDAP server may be both of category master and/or shadow.

23 Basic Elements of the DSA Information Modél

23.1 Definitions

For the pugposes of this Directory Specification, the foallowing definitions apply:

23.1.1 IDSA information tree: The set of all DSEs held by a DSA when viewed from the perspective of their names.
23.1.2 IPSA shared attribute: An operational attribute in the DSA information model associated with g particular

name whose value or values, if held by sevéral DSAs, are identical (except during periods of transient inconsistency).

23.1.3  IPSA specific attribute: An‘eperational attribute in the DSA information model associated with g particular
name whose value or values, if held\by several DSAs, need not be identical.

23.1.4  IDSA specific entry-(DSE): The information held by a DSA that is associated with a particular namg; the DSE
may (but need not) contain.the’information associated with the corresponding Directory entry.

23.1.5 IDSE type: Ar-indication of the particular purpose of a DSE; a DSE may serve multiple purposes ang thus have
multiple tyjpes.
23.2 ntreduction

The Directory information model describes how the Directory as a whole represents information about objects having a
distinguished name and optionally alias names. In its description of the DIT, entries and attributes, the composition of the
Directory as a set of potentially cooperating DSASs is abstracted from the model.

The DSA information model, on the other hand, is especially concerned with DSAs and the information that must be held
by DSAs in order that the set of DSAs comprising the Directory may together realize the Directory information model. It
is concerned with:

—  how Directory information (object and alias entries and subentries) is mapped onto DSAS;

—  how copies of Directory information may be held by DSAs;

—  the operational information required by DSAs to perform name resolution and operation evaluation; and
—  the operational information required by DSAs to engage in shadowing and to use shadowed information.
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The purpose for modelling a representation of DSA operational information such as knowledge is to establish the general
framework for management access to DSA operational information.

23.3 DSA Specific Entries and their Names

In the DSA information model, the information repositories holding the information associated with a particular name are
termed DSA Specific Entries (DSEs). Directory entries exist in the DSA information model only as information elements
from which DSEs may be composed. Operational attributes specific to the DSA information model comprise the other
variety of information element from which DSEs may be composed.

If a DSA holds any information concerning a name directly (i.e., information held in a repository identified by the name),
it is said to know or have knowledge of that name.

For each name known by a DSA, all the information held by the DSA directly associated with the name other than the
name itself is represented by one DSE. This latter information (i.e., the RDN and its relationship to the DIT) is not
representedl explicitly as attributes in the DSA information model; the Set of names Known by a DSA constitute jan implicit
fabric on which the associated DSEs can be considered to be attached.

NOTE + One consequence of the way the DSA information model handles names is that, for DSEs that are not'ef typq entry, alias
or subentry, the AVA(s) expressing the RDN of the DSE is not modelled as held in (an) attribute(s).

The set of jall names known by a DSA, together with the information associated with each name,/when viewdd from the
perspectivé of these names, is termed the DSA information tree for that DSA. A DSA infermation tree is (lepicted in
Figure 21.

Root DSE
Root @
| DSA-specific
attributes
::I DSE
Ade:n!sttraX;)/e Directory DSA-shared DSA-specific
oint (AP) entry attributes attributes
DSE
Sub\ntry @
| | | Directory DSA-shared DSA-specific
subentry attributes attributes
AP
DSE (e.g., for subordinate references)
| | | | | | | DSA-shared DSA-specific
attributes attributes

X501(12)_F21

Figure 21 — A DSA Information Tree

The minimum information that a DSA may associate with a name, and thus know the name, consists of an expression of
the purpose for which the name is known (i.e., the role played by the name in the operation of the DSA knowing it). This
purpose is represented in the DSA information model by the DSA specific attribute, dseType.

In addition, a DSE may hold other information associated with the name such as an entry or entry-copy, DSA shared
attributes and DSA specific attributes.

A DSE may represent a Directory entry directly, a portion of an entry or no Directory information. The information held
in a DSE varies, depending on its type or purpose. In general, the following sorts of DSEs may occur in DSAs.
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A DSE directly representing a Directory entry contains the user and operational attributes corresponding
to that Directory entry (as depicted in DSE 2 in Figure 21). The DSE may also contain DSA shared and
DSA specific attributes.

A DSE representing a portion of an entry (as a result of shadowing) contains some of the user and
operational attributes corresponding to the Directory entry, DSA specific attributes and may also contain
DSA shared attributes.

A subentry DSE representing, for example prescriptive ACI or collective attributes, contains the relevant
user and operational attributes corresponding to a Directory subentry (as depicted in DSE 3 in Figure 21).
The DSE may also contain DSA shared and DSA specific attributes.

A DSE representing no Directory entry information contains only DSA shared and/or DSA specific
attributes (as depicted in DSEs 1 and 4 in Figure 21). For example, a DSE representing a subordinate
reference may have a DSA shared attribute that indicates the master access point and a DSA specific
attribute to indicate that the DSE is a subordinate reference.

NOTE3-T

he DSE is a conceptual entity which facilitates the specification and modelling of information comgonents in a

consistent and convenient way. Although DSEs are said to "hold" or "store" information, this is not intended to'[impose any

particulgr co

23.4 asi

nstraints or data structure on implementations.

¢ Elements

A DSE is ¢omprised of three basic elements: the DSE type, some number of DSA operational.attributes (the DSE type is

one of thede) and optionally an entry or entry-copy.

23.4.1 SA Operational Attributes

Two variefies
Directory ¢ntri

A DSA shdred

of operational attribute occur in the DSA information model. that do not correspond to infoymation in
es. Those are DSA shared and DSA specific attributes.

attribute is an operational attribute in the DSA information’ model associated with a particular name whose

value or values, if held by several DSAs, are identical (except during.periods of transient inconsistency). A|DSA may

hold a shaglow-copy of a DSA shared attribute.

A DSA specific attribute is an operational attribute in the DSA information model associated with a particular npme whose
value or Values, if held by several DSAs, need not be~identical. A DSA specific attribute represents pperational
informatioh that is specific to the functioning of the DSA helding it. A DSA cannot hold a shadow-copy of a D$A specific

attribute.
NOTE 4 Wh

ile a shadow-supplier DSA may provide\a shadow-consumer DSA with a DSA specific attribute, this is gonceptually

not a shpdow-copy of information held by the supplier but, rather, information produced by the supplier for the congumer which

the conqume

2342 IDSE

The type If a
indicates t

r may then use and modify.

Types

DSE, represented. it the DSA information model by the DSA specific operational attribute| dseType,

e particular purpose (or role) of a DSE. This purpose is indicated by the named bits of the single vialue of the

dseType @ttribute. As a DSE may serve several purposes, several named bits of the dseType attribute may be set to

represent these

purposes<Aviumber of combinations of named bits that are likely to occur are specified in Anpex O.

The phrasq "a DSE aftype x" is used in the Directory Specifications to indicate that the named bit x of the DSE's dseType
attribute hgs beensset. For a DSE of type X, other named bits may or may not be set, as required. The alternate phrase "the

DSE type Includes X" may also be used.

The syntactie r-as follows:
dseType ATTRIBUTE ::= ({

WITH SYNTAX DSEType

EQUALITY MATCHING RULE bitStringMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

D id-doa-dseType }

This DSA specific operational attribute is managed by the DSA itself.

The ASN.1 type that represents the syntax of the possible values of the dseType attribute is DSEType. Its definition is:

DSEType ::=
root
glue

BIT STRING {
(0), =-- root DSE
(1), -- represents knowledge of a name only
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cp (2), -- context prefix

entry (3), -- object entry

alias (4), -- alias entry

subr (5), -- subordinate reference

nssr (6), -- non-specific subordinate reference

supr (7), -- superior reference

Xr (8), -- cross reference

admPoint (9), -- administrative point

subentry (10) , -- subentry

shadow (11) , -- shadow copy

immSupr (13), -- immediate superior reference

rhob (14) , -- rhob information

sa (15) , -- subordinate reference to alias entry

dsSubentry (16) , -- DSA Specific subentry

familyMember (17), -- family member

ditBridge (18)} -- DIT bridge reference
--writeableCopy I9) writeable copy (currently not used)
The valueq of DSEType are:

d) root: The root DSE contains DSA specific attributes, used by the DSA, that characterize thaj DSA as a
whole. The name corresponding to the root DSE is the degenerate name consisting of a sequefce of zero
RDNSs.

NOTE - Information that characterizes a DSA that is to be made availablevia the Directory abstraft service is
contained in the DSA's entry. A DSA may, but need not, hold its own entry.or-a copy of its own entry.

B) glue: A glue DSE represents knowledge of a name only. A DSA holding a context prefix DSH or a cross
reference DSE may hold glue DSEs to represent the names of the-superiors of the context prefix or cross
reference DSE if no other operational information (e.g., knowledge) is associated with those names. This
is illustrated in Figure 22. A DSE of type glue shall not have-any other DSEType bit set.

@) cp: The DSE representing the context prefix of a naming context.

d) entry: A DSE that holds an object entry.

d) alias: A DSE that holds an alias entry.

f) subr: A DSE that holds a specific knowledge attribute to represent a subordinate reference.

g) nssr: A DSE that holds a non-specific knowledge attribute to represent a non-specific qubordinate
reference.

) supr: A DSE that holds a specifie’knowledge attribute to represent the DSAs superior referenges.

i) xr: A DSE that holds a specific knowledge attribute to represent a cross reference.

j) admPoint: A DSE corresponding to an administrative point.

H) subentry: A DSE.that holds a subentry.

I) shadow: A DSE’that holds a shadow-copy of an entry (or part of an entry) or other ipformation
(e.g., knowledge) received from a shadow-supplier; this named bit is set by the shadow consumer.

m) immsupzr:-A DSE that holds a specific knowledge attribute to represent an immediate superior [reference.

1) rheb:A DSE that holds administrative point and subentry information received from a superigr DSA in a
Relevant Hierarchical Operational Binding (i.e., in either a Hierarchical Operational Binding|or a Non-
specific Hierarchical Binding as described in clauses 24 and 25 of Rec. ITU-T X.518 | ISO/IEE 9594-4).

0) sa: A qualifier of a subr DSE indicating that the subordinate naming context entry is an alias.

p) dsSubentry: A DSE that holds a DSA specific subentry.

g) familyMember: A DSE that holds a family member.

r) ditBridge: A DSE that holds a DIT bridge reference.

The use of this operational attribute to represent aspects of the DSA information model is described in clause 23.

24 Representation of DSA Information

This clause treats the representation of DSA information. It describes the representation of DSA operational information
(knowledge), Directory user information and Directory operational information.
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24.1 Representation of Directory User and Operational Information

This clause specifies the representation of Directory user and Directory operational information in the DSA information
model.

24.1.1 Object Entry

An object entry is represented by a DSE of type entry which contains the user and Directory operational attributes
associated with the Directory entry. The name of the DSE is the name of the object entry (i.e., the object's distinguished
name).

If the DSE holds a copy of the entry, the DSE type includes shadow.
24.1.2  Alias Entry

An alias entry is represented by a DSE of type alias which contains the attributes associated with the alias entry (i.e.,
the RDN a[tributes and the aliased object name atribute). The name of the DSE 15 the name of the alias entry]

If the DSE|holds a copy of the alias entry, the DSE type includes shadow.

24.1.3  Administrative Point

An administrative point is represented by a DSE of type admPoint Which contains the attribuites associatgd with the
administrative point. The name of the DSE is the name of the administrative point.

If the DSH represents an entry, the DSE type includes entry. If the DSE holds a copy of the administrptive point
information, the DSE type includes shadow.

24.1.4  $ubentry

A subentry is represented by a DSE of type subentry Which contains,thé_operational and user informationfassociated
with the sybentry. The name of the DSE is the name of the subentry.

If the DSE|holds a copy of the subentry, the DSE type is subentzy‘and shadow.

24.1.5  Kamily member

A family member (including the ancestor) is represented by a DSE of type familyMember. The ancestor alsq is of DSE
type entry; it is the only family member that is permitted to have this DSE type.

24.2 Representation of Knowledge References

A knowledige reference consists of a DSEof an appropriate type which holds a correspondingly approfriate DSA
operationa] attribute and which is identified by a name bearing a defined relationship to the naming context held by the
referenced|DSA.

The name ¢f this DSE shall be the)primary distinguished name and may include alternative names and context information
if they are present in the context prefix of the naming context held by the referenced DSA. In the case of a DSH that holds
a shadow, the name of the DSE may include a subset of the alternative names. In the case of a DSE that is not p copy, the
name of the DSE shalKinelude all distinguished names.

NOTE + Name resoldtion is enhanced if every distinguished value (and thus every alternative distinguished name) is present.

24.21  Knowledge Attribute Types

DSA operational atiributes are defined In the DSA Information model 10 eXpress a DSATS:
—  knowledge of its own access point;
—  superior knowledge;
—  specific knowledge (its subordinate references);
— non-specific knowledge (its non-specific subordinate references);
—  knowledge of its supplier(s), optionally including the master, if it is a shadow consumer;
—  knowledge of its consumer(s) if it is a shadow supplier;
—  knowledge of secondary shadows, if it is a shadow supplier; and
—  knowledge of another DIT.

Object Identifier values are assigned in Annex F for these operational attributes.

126 Rec. ITU-T X.501 (10/2019) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=01f711206997eb9c559cd96c397b0e95

ISO/IEC 9594-2:2020 (E)

24.2.1.1 My Access Point

The myAccessPoint operational attribute type is used by a DSA to represent its own access point. It is a DSA specific
attribute. All DSAs shall hold this attribute in their root DSE. It is single-valued and managed by the DSA itself.

myAccessPoint ATTRIBUTE ::= ({
WITH SYNTAX AccessPoint
EQUALITY MATCHING RULE accessPointMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-myAccessPoint }

The ASN.1 type AccessPoint is defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. Its ASN.1 specification is reproduced
here for the convenience of the reader.

AccessPoint ::= SET {
ae—tiaie [0] Name,
s

addre [1] PresentationAddress,
protodolInformation [2] SET SIZE (1..MAX) OF ProtocolInformation OPTIONAL,
- [6] Not to be used

}

How a DSA obtains the information held in myAccessPoint is not described in the Directary Specifications

An attribute of the myAccessPoint attribute type shall be held in a DSE of type root:

The infornpation held in myAccessPoint may be employed in the DOP when establishing or modifying an ¢perational
binding.

24.2.1.2 $uperior Knowledge

The supegiorKnowledge operational attribute type is used by a non=first level DSA to represent its superior feferences.
It is a DSA specific attribute. All non-first level DSAs shall hold this attribute in their root DSE. It is multi-jalued and
managed Ry the DSA itself.

superiorKnowledge ATTRIBUTE ::= {
WITH SYNTAX AccessPoint
EQUALIITY MATCHING RULE accessPointMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
iD id-doa-superiorKnowledge }

A DSA may acquire the informationsheld in superiorKnowledge by means not described in the| Directory
Specificatipns. It might also construct_it from its immediate superior references, e.g., from its immediafe superior
reference Whose context prefix hasithe least number of RDNs in its name.

The supeftiorKnowledge attribute type is held in a DSE of type root.

The infornpation held in superiorKnowledge may be employed by a DSA when constructing a continuatiop reference
returned i a DAP or BSP'referral or when performing chaining.

24.2.1.3 $pecificknowledge

Specific k owledge conS|sts of the access pomts for the master DSA of a namlng context and/or shadow DSAs for that

i - S v e - ’ ; R the access
point mformatlon Specmc knowledge is represented by the spec1f1cKnowledge operatlonal attrlbute type. It is a
DSA shared attribute, is single-valued, and managed by the DSA itself.

specificKnowledge ATTRIBUTE ::= {
WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE distributedOperation
ID id-doa-specificKnowledge }

The ASN.1 type MasterAndShadowAccessPoints is defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. Its ASN.1
specification is reproduced here for the convenience of the reader.

MasterAndShadowAccessPoints ::= SET SIZE (1..MAX) OF MasterOrShadowAccessPoint
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MasterOrShadowAccessPoint ::= SET {
COMPONENTS OF AccessPoint,
category [3] ENUMERATED {

master (0),
shadow (1) } DEFAULT master,

chainingRequired [5] BOOLEAN DEFAULT FALSE,
}

A DSA may acquire the information held in specificKnowledge by means not described in the Directory
Specifications. In the case of a cross reference (DSE of type xr), it might also construct it from information received in
the crossReference component of ChainingResults of a DSP reply. In the case of a subordinate reference (DSE of
type subr), it might construct it from information received in the DOP when establishing or modifying a HOB.

The specificKnowledge attribute type is held in a DSE of type subr, immSupr, or xr. It is used by a DSA to represent
subordinate, immediate superior and cross references.

The infornpation held in specificKnowledge may be employed by a DSA when constructing a continuatiop reference
returned inla DAP or DSP referral (or when performing chaining) and when constructing Shadowed DSA Specjfic Entries
(SDSEs) of type subr, immSupr, Or xr provided in the DISP.

24.2.1.4 Non-Specific Knowledge

Non-specific knowledge consists of the access points for the master DSA of one or more naming contexts andfor shadow
DSAs for the same one or more naming contexts. It is non-specific because the context prefixes of the naming context(s)
is (are) notlknown. The immediate superior of the naming context(s) is known, howevetand the access point information
is associatgd with its name. Non-specific knowledge is represented by the nonSpecificKnowledge operatiorjal attribute
type. It is 4§ DSA shared attribute, is multi-valued and managed by the DSA itself’

nonSpecilfficKnowledge ATTRIBUTE ::= {
WITH SYNTAX MasterAndShadowAccessPoints
EQUALIITY MATCHING RULE masterAndShadowAccessPointsMatch
NO USER MODIFICATION TRUE
USAGE distributedOperation
iD id-doa-nonSpecificKnowledge }

The MastgerAndShadowAccessPoints Value consists*of an access point for a master DSA holding orle or more
subordinatp naming contexts, and zero or more access-points of DSAs holding shadows of some or all of thgse naming
contexts.

A DSA may acquire the information held in-nonSpecificKnowledge by means not described in the Directory
Specificatipns. In the case of a non-specificsubordinate reference (DSE of type nssr), it might also construct it from
informatioh received in the DOP whenrestablishing or modifying a NHOB.

The nonSpecificKnowledge attribute type is held in a DSE of type nssr. It is used to represent npn-specific
subordinatp references.

The information held in nonSpecificKnowledge may be employed by a DSA when constructing a cgntinuation
reference returned in a DAP or DSP referral (or when performing chaining) and when constructing SDSEs of{type nssr
provided in the DISP-

24.2.1.5 $upplier-Knowledge

The suppliprknowledge of a shadow consumer DSA consists of the access point(s) and shadowing agreement iflentifier(s)
for its supplier(s) of a copy (or copies) of a replicated area. Optionally, if the supplier is not the master of the naming
context from which a replicated area is derived, the access point of the master may be included in supplier knowledge.
Supplier knowledge is represented by the supplierKnowledge operational attribute type. It is DSA specific, multi-
valued and managed by the DSA itself.

The ASN.1 syntax for a value of supplierKnowledge iS SupplierInformation. A value of this attribute is composed
of a shadow supplier DSA's access point and the agreement 1D of the shadowing agreement between the supplier DSA
and the consumer DSA holding the DSA specific attribute (expressed as a value of the type SupplierOrConsumer),
an indication of whether the supplier of the replicated area is or is not the master of the naming context from which it is
derived, and, if not, optionally, the access point of the master DSA.

SupplierOrConsumer ::= SET {
COMPONENTS OF AccessPoint, -- supplier or consumer
agreementID [3] OperationalBindingID,

}
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SupplierInformation ::= SET ({
COMPONENTS OF SupplierOrConsumer, -- supplier
supplier-is-master [4] BOOLEAN DEFAULT TRUE,

non-supplying-master [5] AccessPoint OPTIONAL,
o}

supplierKnowledge ATTRIBUTE ::= {
WITH SYNTAX SupplierInformation
EQUALITY MATCHING RULE supplierOrConsumerInformationMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-supplierKnowledge }

A DSA may acquire the information held in supplierKnowledge by means not described in the Directory
Specifications. A shadow consumer DSA might also construct it from information received in the DOP when establishing

or modifyifga shadowing agreement.

The supp
references

asa COHSL:I‘!GI’.
The infornpation held in supplierKnowledge may be employed by a DSA when constructing’a continuatio

returned in

|l ierKnowledge attribute type is held in a DSE of type cp. It is used to represent one ©t Imofe supplier

All shadow consumer DSAs shall hold a value of this attribute for each shadowing agreerment they

a DAP or DSP referral. The agreementID component (its type, OperatiohalBindingID, iS

28.2) of sypplierKnowledge is required in the operations of the DOP for managing & shadowing agreemen
the DISP dperations.

24.2.1.6

The consuiner knowledge of a shadow supplier DSA consists of the access point(s) and shadowing agreement i
for the consumer(s) of a copy (or copies) of a naming context provided<de them by the supplier. Consumer kn

represente
DSA itself

The ASN.
Supplien

Consumer]

consumerKnowledge ATTRIBUTE ::= ({

WITH S
EQUALT
NO USH
USAGE
ID

A DSA n
Specificati

or modifyi['? shadowingragréements.

The cons
references
as a suppli

onsumer Knowledge

by the consumerKnowledge operational attribute type,lt.is DSA specific, multi-valued and man

| syntax for a value of consumerKnowledge iS ConsumerInformation (Which has the same
OrConsumer, but refers to a consumer access poift).

Information ::= SupplierOrConsumer -- consumer

YNTAX ConsumerInformation
TY MATCHING RULE supplierOrConsumerInformationMatch
R MODIFICATION TRUE
dSAQperation
id-doa-consumerKnowledge }

nay acquire the information held in consumerKnowledge by means not described in the
pns. A shadow supplier DSA might also construct it from information received in the DOP when ¢

erKnowledge attribute type is held in a DSE of type cp. It is used to represent one or more
All stiadow supplier DSAs shall hold a value of this attribute for each shadowing agreement they
I

The agreementID TOMpPUNENt Of consumerKnowledge 1S Tequired i the operations of the DOP—form

shadowing

agreement and in all the DISP operations.

24.2.1.7 Secondary Shadow Knowledge

engage in

N reference
defined in
t and in all

Jentifier(s)
pwledge is
ged by the

syntax as

Directory
stablishing

consumer
engage in

1anaging a

Secondary shadow knowledge consists of information a supplier DSA (e.g., a master DSA) may choose to maintain
regarding consumer DSAs that are engaged in secondary shadowing from its perspective. Secondary shadow knowledge
is represented by the secondaryShadows operational attribute type. It is DSA specific, multiple-valued and managed
by the DSA itself. The ASN.1 syntax for a value of secondaryShadows iS SupplierAndConsumers. It consists of the
access point of a shadow supplier and a list of its direct consumers.

SupplierAndConsumers ::= SET ({
COMPONENTS OF AccessPoint, -- supplier
consumers [3] SET OF AccessPoint,
}
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secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX SupplierAndConsumers
EQUALITY MATCHING RULE supplierAndConsumersMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
D id-doa-secondaryShadows }

The consumers component of SuppliersAndConsumers contains only access points of DSAs that hold commonly
usable copies of a replicated area.

A supplier DSA may obtain the information required to construct values of this attribute from a consumer DSA by
following the procedure described in 23.1.1 of Rec. ITU-T X.518 | ISO/IEC 9594-4,

The secondaryShadows attribute type is held in a DSE of type cp.

Support for secondary shadow knowledge is optional.

24.2.1.8 DIT Bridge Knowledge

A master DSA of a naming context in another DIT is represented by a ditBridgeKnowledge, WhICH cdnsists of a
domain ifentifier and its access point. The dITBridgeKnowledge oOperational attributé comtains the
DITBridgeKnowledge Of all known such DSAs. It is a multi-valued, DSA shared attribute andiissmanaged Ry the DSA
administrafor. This attribute is held in a DSE of type root, which additionally gets the DSE\type ditBridge for DIT
bridge refgrence.

ditBridgeKnowledge ATTRIBUTE ::= {
WITH SYNTAX DitBridgeKnowledge
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
iD id-doa-ditBridgeKnowledge }

The ASN.] type DitBridgeKnowledge is defined in Rec. ITU-T-X:518 | ISO/IEC 9594-4. Its ASN.1 spedification is
reproduced here for the convenience of the reader.

DitBridgeKnowledge ::= SEQUENCE {
domaiiocalID UnboundedDirectoryString OPTIONAL,
accessPoints MasterAndShadowAccessPoints,

}

The information held in ditBridgeKnowledge Will be employed by the DSA when performing a Searcl] operation
involving felated entries.

24.2.1.9 Matching Rules

Four equality matching rules for the preceding knowledge attributes are specified below. They apply to attr{butes with
syntaxes of types AccessPoint, MasterAndShadowAccessPoints, SupplierInf¢rmation,
ConsumerInformation and SuppliersAndConsumers.

24.2.1.9.1 | Access Point'Match

The Accesp Point Mateh rule is specified as:

accessPdintMatch MATCHING-RULE ::= {
SYNTAX| Name
ID id-kmr-accessPointMatch }

The accessPointMatch matching rule applies to attribute values of type AccessPoint. A value of the assertion syntax
is derived from a value of the attribute syntax by using the value of the [0] context specific tag (Name) component. Two
values are considered to match for equality if the Name component of each match using the matching procedure for
DistinguishedName Vvalues.

24.2.1.9.2 Master And Shadow Access Points Match

The Master and Shadow Access Point Match equality matching rule is specified as:

masterAndShadowAccessPointsMatch MATCHING-RULE ::= {
SYNTAX SET OF Name
ID id-kmr-masterShadowMatch }
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The  masterAndShadowAccessPointsMatch  matching rule  applies to  attributes of  type
MasterAndShadowAccessPoints. A value of the assertion syntax is derived from a value of the attribute syntax by
removing the category and address components of each SET in the SET OF MasterOrShadowAccessPoints. TWO
such values are considered to match for equality if both values have the same number of SET oF elements, and, after
ordering the sET OF elements of each in any convenient fashion, the ae-title component of each pair of SET OF
elements matches using the matching procedure for distinguishedNameMatch.

24.2.1.9.3 Supplier or Consumer Information Match

The Supplier or Consumer Information Match rule is specified as:

supplierOrConsumerInformationMatch MATCHING-RULE ::= {
SYNTAX SET {
ae-title [0] Name,

agreement-identifier [2] INTEGER}

D —id—kmr—suppiiter€onsumerMatch—}
The sugplierOrConsumerInformationMatch matching rule applies to attribute values | of type
Supplier[Information O ConsumerInformation (and other attributes having valuescompafible with
Supplier[Information Of ConsumerInformation). A value of the assertion syntax is derived|from a vplue of the
attribute syntax by selecting the seT components with tags that match the seT components of-the<assertion syntax. Two
such valuep are considered to match for equality if the ae-title component of each (after rémoving the explicit [0] tag
information) matches using the matching procedure for bistinguishedName values andthe identifier fomponent
contained in the agreement component of each (after removing the explicit [2] and SEQUENCE tag information) matches
using the matching procedure for INTEGER values.

24.2.1.9.4 [Suppliers and Consumers Match

The Suppljer and Consumers Match rule is specified as:

supplie dConsumersMatch MATCHING-RULE ::= {
SYNT Name
D id-kmr-supplierConsumersMatch }

The Supplier and Consumers Match rule applies to attribUte values of type SupplierAndConsumers |(and other
attributes having values compatible with SupplierAndConsumers). Two such values are considered to| match for
equality if he ae-title component of each (after remeving the explicit [0] tag information) matches using the matching
procedure for DistinguishedName values.

24.2.2  Knowledge Reference Types

This subcl@use specifies the representation-of knowledge in the DSA information model.

24.2.2.1 PBelf Reference

A self refgrence represents a.DSA's knowledge of its own access point. It is represented by a value of the attribute
myAccessPPoint held in the\DSA's root DSE, a DSE of type root.

24.2.2.2 $uperior Réference

A superior|reference-is represented by a DSE of type supr and root which contains a superiorKnowledgg attribute.
Since a sypetiorKnowledge attribute value may contain access points of several DSAs, it may thereforg¢ represent
several sugeriof references.

24.2.2.3 Immediate Superior Reference

An immediate superior reference is represented by a DSE of type immSupr which contains a specificKnowledge
attribute. The name of the DSE holding the attribute corresponds to the context prefix of the naming context held by the
referenced superior DSA.

Since a specificKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several immediate superior references, at most one of category master and zero or more of category shadow.

If the DSE holding the immediate superior reference is received from a shadow supplier, the DSE type includes shadow.
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24.2.2.4 Subordinate Reference

A subordinate reference is represented by a DSE of type subr which contains a specificKnowledge attribute. The
name of the DSE holding the attribute corresponds to the context prefix of the relevant naming context held by the
referenced subordinate DSA.

Since a specificKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several subordinate references, at most one of category master and zero or more of category shadow.

If the DSE holding the subordinate reference is shadowed information, received from a shadow supplier, the DSE type
includes shadow.

The DSE may also include immsupr in a DSA holding two naming contexts, one superior to the other, which are separated
by a third single-entry naming context held in another DSA. An example of this situation is depicted in Annex P.

24.2.2.5 Non-Specific Subordinate Reference

A non-spegific subordinate reference is represented by a DSE of type nssr (and entry normally) which|contains a
nonSpecilficKnowledge attribute. The name of the DSE holding the attribute corresponds to the (fame [formed by
eliminating the final RDN of the context prefixes of the naming context held by the referenced subordinate DEAS.

Since a nohSpecificKnowledge attribute value may contain access points of several DSAs, it\may thereforg represent
several nof-specific subordinate references, at most one of category master and zero or more-0f category shadow. Each
nonSpecilficKnowledge attribute value represents a related set of non-specific subordinate references — thHe DSAs of
category shadow hold one or more replicated areas derived from the naming context(s) held by the DSA qf category
master.

If the DSE|holding the non-specific subordinate reference is shadowed information, received from a shadow-s{ipplier, the
DSE type Includes shadow.

The DSE ipcludes shadow in the situation of a shadow DSA when the.DSE corresponds to an entry for which|the master
DSA has njon-specific subordinate knowledge and for which only thevnonspecificKnowledge attribute for the non-
specific supordinate reference is shadowed.

The DSE ipcludes cp and shadow in the situation of a shadowDSA whose replicated area does not include the context
prefix entry and the master DSA for the naming context hassnon-specific subordinate knowledge for the contgxt prefix.

The DSE |includes admPoint and shadow in thesituation of a shadow DSA when the DSE correspgnds to an
administrafive point, the entry information for the administrative point is not shadowed, and the master DEA for the
naming coptext has non-specific subordinate knowledge for the administrative point.

When the|administrative point coincides-with a context prefix in the preceding two cases, the DSE mpy include
admPoint] cp and shadow.

24.2.2.6 Cross Reference

A cross reference is represented.by a DSE of type xr which contains a specificKnowledge attribute. The rfame of the
DSE holdipg the attribute corresponds to the context prefix of the naming context held by the referenced DSA.

Since a sgecificKnowtedge attribute value may contain access points of several DSAs, it may thereforg¢ represent
several crgss references, at most one of category master and zero or more of category shadow.

24.2.2.7 $upplier Reference

A supplier Teference is represented by a DSE 0T lype cp WhiCh CONtains a supplierKnowledge auribute. 1he name of
the DSE holding the attribute corresponds to the context prefix of the shadowed naming context.

Since a supplierKnowledge attribute may have several values, it may represent several supplier references. Each
attribute value represents one supplier reference.

24.2.2.8 Consumer Reference

A consumer reference is represented by a DSE of type cp which contains a consumerKnowledge attribute. The name
of the DSE holding the attribute corresponds to the context prefix of the shadowed naming context.

Since a consumerKnowledge attribute may have several values, it may represent several consumer references. Each
attribute value represents one consumer reference.
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24.3 Representation of Names and Naming Contexts

24.3.1 Names and Glue DSEs

As described in 23.3, the minimum information that a DSA may associate with a name is the purpose for which it holds
the name, represented by a DSE holding a value of the attribute dseType. When a DSE contains only such a minimal
information, its DSE type shall be glue. In this case, the DSE shall not hold an entry or subentry (or a shadow-copy of
an entry or subentry) or a DSA shared attribute.

Glue DSEs arise in the DSA information model to represent names that are known by a DSA as a consequence of holding
information associated with other names. For example, consider the cross reference depicted in Figure 22. The DSA
holding this cross reference also "knows" (in the sense described in 23.3) the names that are superior to the context prefix
name associated with the cross reference. When no other information is associated with such superior names, they are
represented in the DSA information model by glue DSEs.

24.3.2 NGIII;IIH CUIItCI\tQ

A naming
of the subt
sufficient 4

A context

context consists of a context prefix, a subtree of zero or more entries subordinate to the context pref
ee), and, if there are naming contexts subordinate to it, subordinate and/or non-specific subordinate]
D constitute full subordinate knowledge.

X (the root
references

prefix is represented by a DSE of type cp. If the context prefix corresponds to an entpy; the DSE type includes
entry. If |t corresponds to an alias, the DSE type includes alias. If the context prefix corresponds to an adn

hinistrative

point, the DSE type includes admPoint.
The subtrde of entries and subentries subordinate to the context prefix is represented’by DSEs as describedl in 24.1.1
to 24.1.5.
The representation of the subordinate knowledge of the naming context is represented by DSEs as described ip 24.2.2.
A replicatqd area (a shadow-copy of all or part of a naming context) .iS«represented as above except that thg DSE type
includes shadow in each DSE for which user or operational attributes-are received from the shadow supplier. [In the case
of incomplete replicated areas, DSEs of type glue may occur to.represent a bridge between the separate pipces of the
shadowed jnformation. No user or operational attributes are asseciated with these (or any) glue DSEs.
24.3.3  HKExample
Figure 22 {llustrates an example of the mapping of a pottion of the DIT (that corresponding to a naming context) onto the
information tree of a DSA. In addition to the naming eontext information itself, the DSA's root DSE containing |ts superior
reference (this is not the DSA information tree-for a first level DSA), a glue DSE and a DSE representing & reference
(either a crpss reference or an immediate superior reference) to an immediately superior naming context are alsp depicted.
@) Root + supr
© E:l Glue
O Xr (or immSupr)
B | cp+entry
[_
Enty | B3 | |B3pzA| Entry +nssr
Bl
Other Entry  Alias  Subr
subordinates
Knowledge attribute
Bl Object entry By Object/alias entry
A Aliasentry I:I DSE X.501(12)_F22
DIT subtree corresponding DSA information tree
to a Naming Context for the Naming Context

Figure 22 — DSEs for a Naming Context
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SECTION 11 — DSA OPERATIONAL FRAMEWORK

25 Overview

25.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

25.1.1  cooperative state: With respect to a second DSA, the state of a DSA for which an operational binding instance
has been established and has not been terminated.

25.1.2  directory operational framework: Provides the framework from which specific operational models concerned
with particular aspects (e.g., shadowmg or creating a nammg context) of the operation of the components of the Directory
(DSAs) ma 3 h are present in all
interactionp between Dlrectory components

25.1.3 on-cooperative state: With respect to a second DSA, the state of a DSA prior to the establishment pr after the
terminatiof of an operational binding instance.

25.1.4  qperational binding: A mutual understanding between two DSAs that, once established, exprgsses their
"agreement" subsequently to engage in some sort of interaction.

25.1.5 gperational binding establishment: The process of establishing an operational)binding instance.
25.1.6  gperational binding instance: An operational binding of a specific type-between two DSAs.

25.1.7  gperational binding management: The process of establishing, terminating or modifying an insfance of an
operationa) binding. This management may be achieved via information exchanges defined by Directory Spegifications,
via exchanges defined in other Specifications, or by other means.

25.1.8  gperational binding modification: The process of modifying an operational binding instance.
25.1.9 gperational binding termination: The process of terminating an operational binding instance.

25.1.10 qperational binding type: A particular type of gperational binding specified for some distinct pyrpose, that
expresses ghe "agreement” of two DSAs to engage in speCific types of interaction (e.g., shadowing).

25.2 ntroduction

This Direqtory Specification defines application protocol information exchanges and associated DSA procgdures that
define the|[distributed operation of the Difectory. Clauses 25 through 28 define a DSA operational framework which
models ceftain common elements in these information exchanges and procedures.

Two DSA$ interact in a cooperativesmanner because, in addition to their technical capacity to exchange inforpnation and
perform piocedures associated With these exchanges, each has been configured to accept certain interactions with the
other.

These clayses are coneerried with the expression of a common framework for the specification of the strugture of the
elements of the cooperation between two DSAs.

One objective ofthis framework is that it be sufficiently general to account for all of the forms of DSA coopgration that
are definedl .and WI|| be defined |n the future The framework is used within these Directory Specificationp to define
shadowin

26 Operational bindings

26.1 General

This clause is concerned with the definition of a general framework, the DSA operational framework, within which the
specification of the nature of the cooperative interactions of components of the Directory (DSAs) may be structured in
order to achieve a commonly agreed objective.

The general framework factors out common features which characterize all interactions between DSAs. By applying the
DSA operational framework to specific aspects of cooperative interaction between DSAS, the resulting specifications will
be both concise and consistent so that the overall number of mechanisms a DSA shall support will be reduced.
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The mutual understanding between two DSAs that, once established, expresses their "agreement™ subsequently to engage
in some sort of interaction is termed an operational binding. Two DSAs may share as many operational binding instances
of a specific type as are required.

The DSA operational framework provides a common approach to the definition of an operational binding type. An
operational binding type is a particular type of operational binding specified for some distinct purpose, that expresses the
"agreement" of two DSAS to engage in specific types of interaction (e.g., shadowing). This interaction allows operations
from a well-defined set to be invoked by one or the other party to the agreement.

Two particular DSAs that have reached such an "agreement” share an operational binding instance of a specific
operational binding type. They are said to be in the cooperative state of that instance of an operational binding type.

Prior to the establishment or after the termination of an operational binding instance, two DSAs are said to be in the non-
cooperative state.

Operational binding management is the process of establishing, terminating or modifying an instance of an operational
binding. This management may be achieved via information exchanges defined by these Directory Specifidations, via
exchanges|defined in other Specifications, or by other means.

These gengral concepts are depicted in Figure 23.

X501(12)_F23

Agreement Y @ % Operations
C] Operational binding — Initiation

Figure 23~ An operational binding

26.2 Application of the operationalframework

The applicption of the DSA operational framework to define an operational binding type is concerned with thg following

basic elempnts:

d) two DSAs;

) an "agreementof the service that one DSA will provide to another DSA,;
)

q) aset of.oneor more operations, together with the accompanying procedures a DSA shall follow, through

which the service can be realized:;
d) aspecification of the DSA interactions needed to manage the agreement.
The relatignstiip of these basic elements is expressed by an operational binding. An operational binding comprjises the set

of these basic elements that are involved to represent the abstract agreement in technical terms. Tt represents the
environment, governed by an "agreement”, in which one DSA provides a defined service to the other (and vice versa).

26.21  Two DSAs

The DSA operational framework provides a structure within which the interaction of one DSA with another and the
procedures they consequently execute may be specified.

The two DSAs may each play an identical role in the operational binding, in which case both DSAs may manage the
operational binding, both DSAs may invoke the same operations on each other, and both DSAs are constrained to follow
the same set of procedures. This is termed a symmetric operational binding.

Alternatively, each DSA may play a different role in the operational binding, so that different sets of operations and
procedures apply to each DSA. Either or both of the DSAs may be involved in managing the operational binding. This is
termed an asymmetric operational binding.
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26.2.2  The agreement

An "agreement” is a mutual understanding reached between the administrative authorities of two DSAS about a service
that shall be provided by one DSA to the other (and/or vice versa). The "agreement™ is initially negotiated by the
administrative authorities of the DSAs by means outside of the scope of these Directory Specifications.

Parameters of this "agreement" can be formalized by the recording in a DSA of an ASN.1 data type for use in a protocol
exchange in the management of the operational binding. In this way, both DSAs reach a mutual understanding of the
service that each is providing to the other.

26.2.3  Operations

Operations are the basic medium that DSASs use to interact. A pair of DSAs will pass on one or more operations between
themselves, in order to provide the agreed-to service.

Whilst a DSA may be technlcally capable of supportlng a large number of operatlons it may only be WlIIlng to cooperate
with anothgr ' ' rations that only
have partiqular values set for certain parameters

The definifion of an operational binding type requires the enumeration of the operations that can beexchanged. It also
allows restrictions to be placed on the values of parameters defined within the operations.

26.2.4 anagement of the agreement

The frameyvork provides generic operations for managing an instance of an operational binding. These operatigns provide
for the estgblishment, modification and termination of an operational binding.

The applicption of the framework to the specification of a particular operational binding type requires the initigtor of each
of the three management operations to be specified and also requires theZprocedures to be defined for each of
establishment, modification and termination. Whenever a management operation is applied to an operational |binding of
the specifi¢d type, the DSA shall follow the corresponding procedure.

26.3

The generic operational model defines two states of cooperation, as governed by an instance of a particular gperational
binding type, between two DSAS as seen by one DSA withrrespect to the other DSA and three transitions betyveen these
states. Eacp identified instance of an operational binding type shared by two DSAs has its own states of coopefation. The
states of cqoperation are:

d) Non-cooperative state: A particular identified instance of an operational binding type ha$ not been
established or has been terminated between the two DSAs. The interaction between the two DSAs (with
respect to the identified instance of an operational binding type) is not defined. A DSA contacted by
another with whom it is-in\a non-cooperative state may, for example, refuse to engage in any finteraction
at all, or it may be prepared to service the request.

tates of cooperation

) Cooperative stateiThere is an instance of an operational binding of the type in question betwgen the two
DSAs. Their coeperative behaviour is governed by the definition of the operational binding type and its
specific parameters and associated procedures.

The transitjons betweehthese two states of cooperation may be invoked in two ways: by standardized protocol ipteractions
or by othell means.

The interagtions between two DSAs to manage an instance of an operational binding (e.g., to establish and ferminate a
shadowing agfeement) are distinct from their potential interactions as governed by the binding (e.g., the intgraction to
update a unit of replicafion).

The state transitions are as follows:

a) The establishment transition creates an instance of an operational binding of a particular type between two
DSAs, resulting in the movement from the non-cooperative to the cooperative state.

b) The termination transition destroys a particular instance of an operational binding of a particular type
between two DSAs, resulting in the movement from the cooperative to the non-cooperative state.

¢) The modification transition modifies the parameters of a particular instance of an operational binding
between two DSAS, resulting in the movement from the cooperative state to the cooperative state.
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These generic states and transitions are illustrated in Figure 24.
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Figure 24 — States of cooperation
27 Operational binding specification and management
27.1 Operational binding type specification
When applying the framework to define a specific type of operational binding, the\following characteristics
shall be spgcified:
d) Symmetry
A specification of the respective roles of the DSAs that dre party to the operational binding.
Operational bindings may be symmetric, in which case‘the role of one DSA is interchangeab
other and both DSAs exhibit the same external interactions. They may also be asymmetric, in
each DSA plays a distinct role and both DSAs exhibit different external interactions. In this latt
Directory operational framework distinguishésithe two abstract roles as "ROLE-A" and "ROLE
Each of the abstract roles "ROLE-A" and“"ROLE-B" have to be associated with a concrets
defined semantics (e.g., "ROLE-A" as:;shadow supplier, "ROLE-B" as shadow consumer).
) Agreement
A definition of the semantics and representation of the components of the "agreement". This i
parameterizes the specific:ifistance of an operational binding between two DSAs.
q) Initiator
A definition whiehyof the two abstract roles "ROLE-A" and "ROLE-B" is allowed to
establishment, modification or termination of an operational binding of this type.
d) Management procedures
A set of/procedures that a DSA shall follow when the operational binding of this type is €
modified or terminated.
d) , Type identification
This identifies the type of DSA interaction that is determined by the operational binding. These
are object identifier values.
f)  Application-contexts, operations and procedures

This identifies the set of application-contexts whose operations (or a subset thereof) may be
during the cooperative phase of the operational binding.

employed

For each operation referenced by the operational binding type, a description of the procedures to be
followed by a DSA if the operation is invoked is required (this may be done by reference to another part

of these Directory Specifications).

For those operational bindings that are to be managed using the generic operational binding management operations
provided in this clause, the binding type shall be specified using the three information object classes
OPERATIONAL-BINDING, OP-BINDING-COOP and oP-BIND-ROLE defined in this clause.

138

Rec. ITU-T X.501 (10/2019)

© ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=01f711206997eb9c559cd96c397b0e95

ISO/IEC 9594-2:2020 (E)

27.2 Operational binding management

In general, the management of an operational binding requires initially the establishment of an operational binding
instance. This may optionally be followed by one or more modifications to some or all of the parameters of the initial
agreement, and finally may involve the termination of the operational binding instance. The precise details of how an
instance may be managed are defined during the definition of the operational binding type. This type definition requires
the specification of:

a) the initiator of each of the management operations (this can be either, both, or neither of the two DSAS);

b) the parameters for each of the management operations; and

c) the procedures that each DSA shall follow for each of the management operations.
During the establishment of an operational binding instance, an operational binding instance identifier (binding id) is
created. This identifier, when combined with the distinguished names of the two DSAs involved in the operational
binding, will form a unique identifier for the binding instance. All management operations subsequent to the establishment

of the operptional binding instance will use the binding id to identify which operational binding instance is being modified
or terminated.

The initiatgr of the establish operation always transfers the parameters of the "agreement™ to the second DSA. In addition,
the initiatgr may also transfer some establishment parameters which are specific to its role in the operational pinding. If
the respongling DSA is willing to enter into the operational binding, it may return in the result’establishment parameters
which are ppecific to its role. If the responding DSA is unwilling to enter into the operationaDbinding, it shall return an
error, whigh may optionally contain an agreement with a revised set of parameters. This is-depicted in Figure 25 in the
case wherdq Role A and in Figure 26 in the case where Role B is the initiator of the establish operation.

Result (pa_, B

Establish (a, pg ;%

Error (a") X.501(12)_F25

a Agreement
b Establishment parameter

Figure 25 ©,DSA with Role A initiating establishment

Result (pg_, 2

Establish (a, pa_, g)

Error (a’)
X.501(12)_F26
a Agreement

b Establishment parameter

Figure 26 — DSA with Role B initiating establishment

27.3 Operational binding specification templates

For the definition of a specific type of operational binding, the following three ASN.1 information object classes may be
used as templates. They allow those parts of the operational binding type that can be formalized to be specified by the use
of ASN.1. Other aspects of the operational binding type, such as the procedures a DSA has to follow when an operational
binding is established or terminated, have to be specified by some other means (this can be done in a manner similar to
the informal description of the DSA procedures during the name resolution process described in Rec. ITU-T X.518 |
ISO/IEC 9594-4).
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27.3.1  Operational binding information object class

OPERATIONAL-BINDING ::= CLASS {
&Agreement ,
&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[SYMMETRIC sboth]
[ASYMMETRIC
[ROLE-A &roleA]
[ROLE-B &roleB]]
ID gid T
The OPER4TIONAL-BINDING information object class serves as a specification template for an operationalbinding type.
A variable|notation is defined for this class to simplify its use as a template. The correspondence between thg definition
of an opergtional binding type and the fields of the variable notation is as follows:

d) The ASN.1 type of the agreement parameter that is used for this type of ,operational bindfing is that
referenced by the AGREEMENT field.

) The application contexts and the operations of these application-contexts) that are employed|within the
cooperation phase of an operational binding instance of the defined type“are those enumerated following
the APPLICATION-CONTEXTS field. All operations of a listed application-context are selected unless the
optional ApPPLIES TO field is present and followed by a list of r€ferences to operations that are selected
from the application context. This list is an object class seti’composed of instances of the QPERATION
information object class.

q) The class of the operational binding is defined by the-syMMETRIC or ASYMMETRIC fields. In the case of a
symmetric operational binding, the term symMETRIC'is followed by a single information objgct of class
OP-BIND-ROLE that is valid for both roles of-\the operational binding. In the case of an gsymmetric
operational binding, the term asyMMETRIC {S;followed by two information objects of class ppP-BIND-
ROLE, one referenced by the subfield ROLE=A and the other by ROLE-B.

d) The object identifier value that serves t@identify this type of operational binding is defined by the 1D field.

27.3.2  Operational binding cooperation information object class
OP-BINDING-COOP ::= CLASS {
sapplContext APPLICATION-CONTEXT,

&Operaltio
WITH S AX

[APPLIES

The oP-BINDING-cooFsififormation object class serves as a specification template for the identification of the
of a named applicatienContext, some aspect of which is determined by the operational binding. An instance @
is meaningful only within the context of a particular operational binding type. A variable notation is defined g
to simplify] its uSe;as a template. The correspondence between the definition of an operational binding type an

of the varigble

ns OPERATION OPTIONAL }

{
&applContext
TO &Operations] }

notation is as follows:

operations
f this class
r this class
[l the fields

a)

b)

140 Rec. ITU-T X.501 (10/2019)

The applContext field identifies an application context, some or all of whose operations are in some way

determined by an operational binding.

The appLIES TO field, if present, identifies the particular operations to which the operational binding
applies. If the field is absent, the operational binding applies to all the operations of the application-context.
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27.3.3  Operational binding role information object class

OP-BIND-ROLE ::= CLASS {
&establish BOOLEAN DEFAULT FALSE,
&EstablishParam,
&modify BOOLEAN DEFAULT FALSE,
&ModifyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TerminateParam OPTIONAL }

WITH SYNTAX {
[ESTABLISHMENT-INITIATOR &establish]
ESTABLISHMENT-PARAMETER &EstablishParam
[MODIFICATION-INITIATOR &modify]
[MODIFICATION-PARAMETER &ModifyParam]
[TERMINATION-INITIATOR &terminate]
[TERMINATION-PARAMETER &TerminateParam] }

The op-B]

An instanck of this class is meaningful only within the context of a particular operational binding type. A(varial]
is defined [for this class to simplify its use as a template. The correspondence between the definition of an

binding ro

g

These Dir
informatio

OpBindin|
shadow
hierar

nonSpelcificHierarchicalOperationalBinding }

Additional

28 (

This clausq

e and the fields of the variable notation is as follows:

the establishment of an operational binding of a particular type.
) The ESTABLISHMENT-PARAMETER field defines the ASN.1 type for the parameters exchanged

are to be exchanged, then the NULL ASN.1 type shall be specified.

the modification of an operational binding of a particular type:

) The MODIFICATION-PARAMETER field definesthe ASIN:{'type exchanged by a DSA assuming
role when an instance of the operational binding typeds modified.

) The TERMINATION-INITIATOR field indicatesywhether the DSA assuming the defined role ma
the establishment of an operational binding of;a particular type.

The TERMINATION-PARAMETER field defines the ASN.1 type exchanged by a DSA assuming {
role when an instance of the operationalbinding type is terminated.

bctory Specifications define three Opeérational Binding information objects as expressed by thel
N object set.

gSet OPERATIONAL-BINDING”::= ({

OperationalBinding |
chicalOperationalBinding |

operational bindingitypes may be defined in the future.

Dperations for operational binding management

defines a set of operations that can be used to establish, modify and terminate operational bindings

types. The

ND-ROLE information object class serves as a specification template for roles of an operational bi||1ding type.

le notation
perational

) The ESTABLISHMENT-INITIATOR field indicates whether the DSA assumingthe\defined role may initiate

by a DSA

assuming the defined role when an instance of the operational binding'type is established. If no parameters

) The MODIFICATION-INITIATOR field indicates whether the;DSA assuming the defined role may initiate

he defined

terminate

he defined

following

of various

be“operations are generic in the way that they can be used to manage operational bindings of any

type. The

specification of these operations makes use of the definitions provided for a certain type of operational binding by
application of the OPERATIONAL-BINDING information object class template.
NOTE — By using this facility, arbitrary types of operational bindings may be managed. These operations (together with the

associated application-context) provide a means of extensibility concerning DSA interactions. New types of operational bindings
may be defined in the future which extend the functionality that is provided between DSAs.

28.1 Application-context definition

The set of operations for managing operational binding instances can be used for the definition of an application-context
in the following two ways:

a) An application-context may be constructed containing only the operations for operational binding
management. An application-context for generic operational binding management is defined in Rec. ITU-

T X.519 | ISO/IEC 9594-5.
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The operations that may be exchanged during the cooperative phase of the operational binding form one

or more separate application-contexts.

b) The set of operations can be imported into the module used to define a specific application-context. The
operational binding management operations can then be used together with the operations of the

cooperative phase within a single application-context.

NOTE — The first approach is useful in the case where a specialized component of a DSA wants to use an association solely for
managing the set of operational bindings of that DSA, and it is not prepared to accept any of the operations defined for the co-

operative phase (e.g., Update Shadow).

28.2 Establish Operational Binding operation

28.2.1  Establish Operational Binding syntax

The Establish Operatlonal Blndlng operatlon aIIows establlshment of an operatlonal blndlng mstance of a predeflned type

between tWo D
which werg
(see 17.3)
ISO/IEC 9
result shal

94-3) in the request is set to signed and a result is to be returned, the result may be signed. Oth
not be signed.

In the case|of a symmetrical operational binding, either of the two DSAs may take the initiativeto establish an
binding ingtance of the predefined type.

In the casg of an asymmetrical operational binding, just one of the roles is designatetto initiate the establish

agreement

deflned in the deflnmon of the operatlonal blndlng type. The arguments of the operationsmay| be signed
py the requestor. If the target component of the SecurityParameters (See 7.10 of RecHITY-T X.511 |

brwise, the

pperational

ment of an

operational binding, or either of the two DSAs may take the initiative dependingyon the definition of the ¢perational

binding type

establishOperationalBinding OPERATION ::= {
ARG EstablishOperationalBindingArgument
RESUL EstablishOperationalBindingResult
ERRORS {operationalBindingError | securityError}

id-op-establishOperationalBinding, }

EstablishOperationalBindingArgument ::=

EstablishOperationalBindingArgumentData<: := SEQUENCE {
bindingType [0] OPERATIONAL-BINDING. &id ({OpBindingSet}),
bindinjgID [1] OperationalBindingID OPTIONAL,
accessPoint [2] AccessPoint,
-- symmetric, Role A initiates, or Role B initiates
initiator CHOICE {
s tric [3]. 'OPERATIONAL-BINDING. &both. &EstablishParam
({opBindingSet} {@bindingTypel}) ,
roleA-initiates [4] OPERATIONAL-BINDING. &roleA.&EstablishParam
({OpBindingSet} {@bindingType}) ,
roleB-initiates [5] OPERATIONAL-BINDING. &roleB. &EstablishParam
({OpBindingSet} {@bindingType}) },
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet} {@bindingType}) ,
valid [7] Validity DEFAULT {},

iltyParameters [8] SecurityParameters OPTIONAL,

OperationalBindingID ::= SEQUENCE ({
identifier INTEGER,
version INTEGER,
}
OpBindingSet OPERATIONAL-BINDING ::= {

shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

Validity ::= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,
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DEFAULT now:NULL,

validUntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] Time,

}

} DEFAULT explicitTermination:NULL,

Time ::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime,

}

Establis

hOperationalBindingResult ::=

OPTIONALLY-PROTECTED-SEQ { EstablishOperationalBindingResultData }

EstablishOperationalBindingResultData ::= SEQUENCE {
bindingType [0 OPERATIONAL-BINDING &id({OpBindingset});
bindingID [1] OperationalBindingID OPTIONAL,
accessPoint [2] AccessPoint,
-- s etric, Role A replies, or Role B replies
initiator CHOICE ({
s tric [3] OPERATIONAL-BINDING. &both.&EstablishParam

({OpBindingSet} {@bindingType}) ,

roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet} {@bindingType}) ,
roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet} {@bindingType})} OPTIONAL,
COMPONENTS OF CommonResultsSeq }
28.2.2  [Kstablish Operational Binding arguments
The bindingType component shall specify which type of operational binding is to be established. An operatiopal binding

type is defined by an instance of the OPERATIONAL-BINDING:information object class which assigns an objegt identifier

value to th
return an o

The bindj
bindingI]
instance a
In either ¢
Operatio
componen
DSAs. Ho
a specific

NOTE 4
an earli
The acces

The init3

perationalBindingError With problem unsupportedBindingType.

nd return it in the bindingID cofponent of the EstablishOperationalBindingResult

nalBindingID Value shall-be-assigned and issued by the DSA making the assignment. The i

L An implementation of the Rec. ITU-T X.5** (2001) | ISO/IEC 9594-*:2001 edition of the Directory Specifi
r edition may«not follow the above rule for assigning identities.

sPoint-component shall specify the access point of the initiator for subsequent interactions.

e operational binding type. If the receiver does net, recognize or support the operational binding type, it shall

L ngID component, when present, shall hold*an identification of the new operational binding instgnce. If the
D is absent within the operation argumeht, the responding DSA shall assign an ID to the operatiofal binding

data type.

hse, when establishing an operational binding, both the identifier and version compongnts of the

ntifier

of the OperationalBindingID data type shall be unique for all operational bindings betwedn any two
vever, the DSA not makKingthe assignment shall accept an identifier component that is only unjque within
bperational binding ype. If the identifier component specifies an identifier already in use for thq particular
binding type, the responding DSA shall return an operationalBindingError With problem duplicateID.

ations or of

atéx component shall specify the role the DSA issuing the Establish Operational Binding operatiopn assumes.

The sema

i £ 4+l 1 alafs ol 4 £ 4+l clafiaiss £ 4l i Llaiacls 4+ | - | -
ULS UT UIT TUITS dit UTTITITU as palt Ut Uit uciimuurt Ut e Uptiativtial vimilmiy typc. TU 1S o LHUT

alternatives:

te of three

The symmetric alternative shall be taken if the type of operational binding requires identical roles for the
two DSAs. The establishment parameter for the initiating DSA is determined by the OP-BIND-ROLE
associated with the syMMETRIC field of the instance of the OPERATIONAL-BINDING information object
class. If this alternative is chosen in the request, but the operational binding type specifies asymmetric

roles, then the responding DSA shall return an operationalBindingError Wwith problem
notAllowedForRole.

The rolea-initiates alternative may be taken if both roles may be the initiator of an asymmetric
operational binding and it shall be taken when only the initiating DSA may take ROLE-A. The
establishment parameter for the initiating DSA is determined by the oP-BIND-ROLE associated with the
ROLE-A field of the instance of the OPERATIONAL-BINDING information object class. If the DSA in
ROLE-A is not allowed to initiate the operational binding, the responding DSA shall return an
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operationalBindingError With problem notAllowedForRole. If the responding system does not
accept the role allocation, it shall return an operationalBindingError With problem
roleAssignment.

— The roleB-initiates alternative may be taken if both roles may be the initiator of an asymmetric
operational binding and it shall be taken when only the initiating DSA may take ROLE-B. The
establishment parameter for the initiating DSA is determined by the oP-BIND-ROLE associated with the
ROLE-B field of the instance of the OPERATIONAL-BINDING information object class. If the DSA in
ROLE-B is not allowed to initiate the operational binding, the responding DSA shall return an
operationalBindingError With problem notaAllowedForRole. If the responding DSA does not
accept the role allocation, it shall return an operationalBindingError Wwith problem
roleAssignment.

If for any of the three alternatives the data type for establishment parameters is the NULL ASN.1 type, where it according
to the operational binding type should be another data type, then the responding DSA shall return an
operatiodnalBindingError With problem parametersMissing.

The agreement component, when present, shall specify the terms of agreement governing the operatiorjal binding
instance. Its actual content depends on the type of operational binding to be established. The ASN.1 typelfor thig parameter
is defined by the AGREEMENT field of the OPERATIONAL-BINDING information object for the operational birjding type.

The valid component shall specify the duration of the operational binding.

+ The validFrom subcomponent shall specify the starting time of the operational binding instance. If the
now alternative is taken, the operational binding becomes active when the operation has siiccessfully
completed. If the time alternative is taken, the operational binding-becomes active at the spegified time.
If the receiving DSA cannot accept the starting time, e.g., the_stafting time makes no sense dr for other
reasons, it shall return an operationalBindingError With.problem invalidStartTime.

4+ The validuntil shall specify the time that the opefational binding instance is terminated. If the
explicitTermination alternative is taken, the operational binding is active until explicitly ferminated.
If the time alternative is taken, the operational binding is terminated at the time specified. If the receiving
DSA cannot accept the ending time, e.g., the ending time makes no sense or for other reasons, it shall
return an operationalBindingError with-problem invalidEndTime.

When a value of Time in the UTCTime syntax, the valug of the two-digit year field shall be normalised into g four-digit
year valuelas follows:

4+ Ifthe 2-digit value is 00 through 49-inclusive, the value shall have 2000 added to it.
+  If the 2-digit value is 50 through-99 inclusive, the value shall have 1900 added to it.
The use ofl GeneralizedTime may prevent interworking with implementations unaware of the possibility df choosing
either UTCrime Or GeneralizedTime-It is the responsibility of those specifying the domains in which thig Directory

Specificatipn will be used, e.g., profiling groups, as to when the GeneralizedTime may be used. In no| case shall
UTCTime le used for representing‘dates beyond 2049.

If the valjdity data type.san empty sequence or if the valid component is not present, then the operatiopal binding
is valid frgm the currepttime and until it is explicitly terminated.

The secufityParameters component shall be present if the request is signed or if the result or error is requested to be
signed.

28.2.3 Establish ﬂparnfinnnl Rinr‘ling results
If the Establish Operational Binding operation succeeds, the result shall be returned.
The bindingType component shall have the same value as that provided by the establishment initiator.

The bindingID component shall hold a valid identification of the established operational binding instance if the
corresponding component of the request was absent (see 28.2.2). Otherwise, it may be present, but shall then echo the
value in the request.

The accessPoint component shall specify the access point of the responding DSA for subsequent interactions.

The initiator component shall specify the role that the responding DSA assumes. The semantics of the roles are
defined as part of the definition of the operational binding type. It is a choice of three alternatives:

— The symmetric alternative shall be taken if the corresponding alternative was taken in the received
request. The establishment parameter for the responding DSA is the same as given in the request.
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— The roleA-replies alternative shall be taken, if the initiating DSA took the ROLE-B. The establishment

parameter for the responding DSA is determined by the OP-BIND-ROLE associated with ROLE
the instance of OPERATIONAL-BINDING information object class.

-a field of

— The roleB-replies alternative shall be taken if the initiating DSA took ROLE-A. The establishment
parameter for the responding DSA is determined by the oP-BIND-ROLE associated with ROLE-B field of

the instance of OPERATIONAL-BINDING information object class.

If the result is to be signed by the responding DSA, the securityParameters component of CommonResultsSeq shall

be present.

28.3 Modify Operational Binding operation
28.3.1  Modify Operational Binding syntax

The Modi
indicated
OP-BIND-ROLE and OPERATIONAL-BINDING information object.

modify is

y the MODIFICATION INITIATOR field(s) within the definition of the operational binding-typg¢ using the

The comppnents of an operational binding that can be modified are the content of the agreement for the I]perational

binding ar|d its period of validity. Further, a modification parameter can be specified by the\initiator of
Operationdl Binding operation. The arguments of the operation may be signed (see 17.3) by the-requestor. If t

e Modify
16 target

component of the SsecurityParameters (See 7.10 of Rec. ITU-T X.511 | ISO/IEC9594-3) in the requeft is set to

signed ar|d a result is to be returned, the result may be signed. Otherwise, the result shal¥ not be signed.

If the initigtor of the Modify Operational Binding operation according to the ope€rational binding type is not

allowed to

be the initiptor, the responding DSA shall return an operationalBindingExr6xr With problem notAllowedForRole.

modify rationalBinding OPERATION ::= {
ARG T ModifyOperationalBindingArgument
RESULT ModifyOperationalBindingResult
ERRORS {operationalBindingError | securityExror}
CODE id-op-modifyOperationalBinding }

Modify rationalBindingArgument ::=
OPTIO LY-PROTECTED-SEQ { ModifyOperationalBindingArgumentData }

Modify rationalBindingArgumentData ::= SEQUENCE ({
bindingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bindinjgID [1] OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,

etric, Role A initiates; or Role B initiates

initiator CHOICE {

tric [3] « OPERATIONAL-BINDING. &both. &ModifyParam

({OopBindingSet} {@bindingType}) ,

-initiates [4] OPERATIONAL-BINDING. &roleA.&ModifyParam

({OpBindingSet} {@bindingType}) ,

-initiates [5] OPERATIONAL-BINDING. &roleB. &ModifyParam
({OpBindingSet} {@bindingType})} OPTIONAL,

ingID [6] OperationalBindingID,

ement [7] OPERATIONAL-BINDING. &Agreement

({OpBindingSet} {@bindingType}) OPTIONAL,
[8] ModifiedvValidity OPTIONAL,
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ModifiedValidity ::= SEQUENCE {

validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,

.} DEFAULT now:NULL,

validUntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] Time,
unchanged [2] NULL,

}

} DEFAULT unchanged:NULL,

ModifyOperationalBindingResult ::= CHOICE {

null

NULL,

protected [1] OPTIONALLY-PROTECTED-SEQ{ ModifyOperationalBindingResultData },

}

ModifyOpIerationalBindingResultData : := SEQUENCE {
newBindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING. &id ({OpBindingSet}) ,
newAgreement OPERATIONAL-BINDING. &Agreement ({OpBindingSet}{Q@.bindingType}
valid Validity OPTIONAL,

-7

ceey
COMPONENTS OF CommonResultsSeq

}

28.3.2  Modify Operational Binding argument

The bindi

of the sgecified type has been established between the two DSAs, the responding DSA shall
operatidnalBindingError With problem invalidBindingType"

The bindingID component shall specify the operational binding:instance to be modified. If the bindingID i

to the resp

The acce
componen

pnding DSA, it shall return an operationalBindingError With problem invalidIb.

ssPoint component, if present, shall specify.the initiator's access point for subsequent interac
shall be present, if the access point is changed.

The initiator component, when present, shall specify the role that the DSA issuing the Modify Operatiory

operation

assumed during the Establish Operational Binding operation. This component shall be pres

MODIFICATION-PARAMETER Of the initiator's'oP-BIND-ROLE information object for the taken alternative

Otherwise

it shall be absent. If the.choSen role is not the correct one, the responding DSA shall

operatidnalBindingError With pfoblem roleAssignment.

The newB]
componen

indingID component.shall hold the revised identifier of the operational binding instance. The

unchanged. If the identifier subcomponent in this component is different from the identifier subcof
bindingID component;\the responding DSA shall return an operationalBindingError Wit
invalidNewID.

The newa
binding in
informatio

ngType component shall specify which type of operational binding is to be modified. If no operatiopal binding

return an

5 unknown

ions. This

al Binding
ent if the
is present.
return an

version

of newBindingID shall be greater than that of bindingID. The identifier subcomponent shall remain

nponent of
problem

jreement component, if present, shall contain the modified terms of agreement governing the ¢perational

-BINDING

tance The ASN.1 type for this parameter |s deflned by the AGREEMENT f|eId of the OPERATIONAL

changed by the operatlon

ment is not

The valid component, if present, may be used to indicate a revised period of validity for the altered agreement. If the
valid component is absent, the validFrom component is presumed to have the value now and the validuntil
component is assumed unchanged. If the validFrom component is present and refers to an instant of time in the future,
the current agreement remains in effect until that time, unless operational binding is explicitly terminated before that time.

The securityParameters component shall be present if the request is signed or if the result or error is requested to be

signed.

28.3.3  Modify Operational Binding results

If the Mod

ify Operational Binding operation succeeds, the result shall be returned.

The newBindingID component shall echo the newBindingID component in the request.
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The bindingType component shall echo the bindingType component in the request.
The newAgreement component shall echo the newAgreement component in the request.
The valid component shall echo the valid component in the request.

If the result is to be signed by the responding DSA, the securityParameters component of CommonResultsSeq shall
be present.

It is not possible for the responding DSA to return the modification parameter defined for its role to the modification
initiator.

28.4 Terminate Operational Binding operation

28.4.1  Terminate Operational Binding syntax

The Terminate Operational Binding operation is used to request the termination of an established operational binding
instance. Tlhe right to request termination is indicated by the TERMINATION INITIATOR field(s) within the definition of
the operatipnal binding type using the OP-BIND-ROLE and OPERATIONAL-BINDING information object-¢lasqtemplates.
The arguments of the operation may be signed (see 17.3) by the requestor. If the targe® cOompongnt of the
SecurityParameters (See 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) in the request is set t0,§igned ang a result is
to be returfed, the result may be signed. Otherwise, the result shall not be signed.

If the initigtor of the Terminate Operational Binding operation according to the operational binding type is notjallowed to
be the initiptor, the responding DSA shall return an operationalBindingError With problem notAllowedForRole.

terminajeOperationalBinding OPERATION ::= ({
ARG T TerminateOperationalBindingArgument
RESULT TerminateOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-terminateOperationalBinding }

TerminafeOperationalBindingArgument ::=
OPTIO LY-PROTECTED-SEQ { TerminateOperationalBindingArgumentData }

TerminateOperationalBindingArgumentData ::={(SEQUENCE ({
bindingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bindingID [1] OperationalBindingID,
-- s etric, Role A initiates, or Role B initiates
initiator CHOICE ({
s tric [2] OPERATIONAL-BINDING. &both.&TerminateParam
({OpBindingSet} {@bindingType}) ,
roleA-initiates [3] (OPERATIONAL-BINDING. &roleA.&TerminateParam
({OpBindingSet} {@bindingType}) ,
roleB-initiates [4]. 'OPERATIONAL-BINDING. &roleB. &TerminateParam
({OpBindingSet} {@bindingType})} OPTIONAL,
terminateAt [51 Time OPTIONAL,

securijtyParameters, 6] SecurityParameters OPTIONAL,

-}

TerminateOperationalBindingResult ::= CHOICE {
null [0] NULL,

protedted, ~“[1] OPTIONALLY-PROTECTED-SEQ{ TerminateOperationalBindingResultData| },

}

TerminateOperationalBindingResultData ::= SEQUENCE {
bindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING. &id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

-7

’

COMPONENTS OF CommonResultsSeq }

28.4.2  Terminate Operational Binding argument

The bindingType component shall specify which type of operational binding is to be terminated. If no operational
binding of the specified type has been established between the two DSAs, the responding DSA shall return an
operationalBindingError With problem invalidBindingType.
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The bindingID component shall specify the operational binding instance to be terminated. The version component
present in the bindingID shall be ignored. If there are supplicate IDs for different binding types, then the combination
of bindingType and bindingID components shall be used for identifying the operational binding to be terminated. If
it is not possible to locate an existing operational binding between the two DSAs where the binding type and the binding
id fit the combination of the bindingType and bindingID components in the request, the responding DSA shall return
an operationalBindingError With problem invalidBindingType.

The initiator component, when present, shall specify the role that the DSA issuing the Terminate Operational Binding
operation assumed during the Establish Operational Binding operation. This component shall be present if the
TERMINATION-PARAMETER Of the initiator's oP-BIND-ROLE information object for the taken alternative is present.
Otherwise, it shall be absent.

The terminateAt component, when present, shall specify a time at which the operational binding shall terminate. If this
component is not present, the operational binding terminates at the completion of the operation.

The secufityParameters component shaft e present it the requestis signed or 1T the resuftor error 15 reguested to be
signed.

28.4.3  Terminate Operational Binding result

If the Ternpinate Operational Binding operation succeeds, the result shall be returned.

The newBindingID component shall echo the newBindingID component in the request.
The bindingType component shall echo the bindingType component in the request,
The terminateaAt component shall echo the terminateaAt component in the request.

If the resulf is to be signed by the responding DSA, the securityParameters.component of CommonResultsSeq shall
be present

It is not pogsible for the responding DSA to return the termination parateter defined for its role to the terminatign initiator.

28.5 Qperational Binding Error

An Operafional Binding Error reports a problem related~to’ the usage of operations for management of @perational
bindings. If the arguments of the operation were signed (se¢ 17.3) by the requestor or if the errorProtectior parameter
of the sedurityParameters data type was set t0signed in the request, then the error parameters may|be signed.
Otherwise| they shall not be signed.

operationalBindingError ERROR ::=( {
PARAMETER OPTIONALLY-PROTECTED-SEQ {OpBindingErrorParam}
CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {
probl [0T\“ENUMERATED {
invallidID (0),
dupllicateID (1),
unsupportedBifidingType (2),
no lowedEo6rRole (3),
parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalli ime (1),
invalidAgreement (8),

currentlyNotDecidable (9),
modificationNotAllowed (10),

invalidBindingType (11),
invalidNewID (12),
R
bindingType [1] OPERATIONAL-BINDING. &id({OpBindingSet}) OPTIONAL,

agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet} {@bindingType}) OPTIONAL,
retryAt [3] Time OPTIONAL,

.7

ceey
COMPONENTS OF CommonResultsSeq }

148 Rec. ITU-T X.501 (10/2019) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=01f711206997eb9c559cd96c397b0e95

ISO/IEC 9594-2:2020 (E)

The values of problem have the following meanings:

a) invalidiID: The operational binding ID given in the request is not known by the receiving DSA or is in
the wrong state for the requested operation.

b) duplicateID: The operational binding ID given in the establishment request already exists at the
responder. This may be caused by a prior attempt to establish an operational binding instance when the
result was lost and initiator has repeated the establishment request.

C) unsupportedBindingType: The requested operational binding type is not supported by the DSA.

d) notallowedForRole: A management operation on the operational binding instance has been requested
which is not allowed for the role that the requestor plays (e.g., a Terminate Operational Binding operation
has been issued by a DSA that takes a role which is not allowed to initiate the termination of the operational
binding instance).

€) parametersMissing: Any required establishment or termination parameters that are defined for the type
Of operationat binding are missing.

f) roleassignment: The requested role assignment for an asymmetric operational binding.instapce has not
been accepted.

e
~

invalidstartTime: The specified starting time for the operational binding, instance hag not been
accepted.

) invalidEndTime: The specified termination time for the operational binding instance hap not been
accepted.

i) invalidAgreement: The terms of agreement for the requested operational binding instancg have not
been accepted. The terms of agreement that would be accepted by the responding DSA can be feturned in
agreementProposal.

j) currentlyNotDecidable: The DSA is not able to decide on-line about the establishment or
modification of the requested operational binding instance. A time when the request should e repeated
can be given in retryat.

H) modificationNotAllowed: The Modify Opegrational Binding operation is rejected since mpdification
is not permitted for this binding instance.

I) invalidBindingType: A modifyOperationalBinding Of a terminateOperationarllBinding
request specifies an operational bindingtype not established between the two DSAs in question.

N) invalidNewID: The new bindingD-given in the request is invalid.

The bindingType component shall be the samre as that transmitted by the invoker of the failed operationjal binding
management operation.

he agreenlentProposal component shall only be used in response to an establishOperationalBinding request to
propose a fevised set of agreementiparameters as described in 28.2.

The retryat component shall_be used only in conjunction with the problem value currentlyNotDeclidable t0
indicate a|time when the ,EstablishOperationalBinding Or modifyOperationalBinding request|should be
retried.

The CommgnResultsSeq component (see 7.4 of Rec. ITU-T X.511 | ISO/IEC 9594-3) includes SecurityPatameters.
The secutityParameters component (see 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) shall be inclyded in the
ComonReIsultsseq if the parameter of the error is to be signed by the responder.

28.6 Operational Binding Management Bind and Unbind

The DSA Operational Binding Management Bind and DSA Operational Binding Management UnBind operations,
defined in 28.6.1 and 28.6.2, are used by a DSA at the beginning and end of a particular period of operational binding
management activity.

28.6.1 DSA Operational Binding Management Bind
A DSA Operational Binding Management Bind operation is used to begin a period of operational binding management.
dSAOperationalBindingManagementBind OPERATION ::= dSABind

The components of the dSAOperationalManagementBind are identical to their counterparts in dsaBind (see Rec.
ITU-T X.518 | ISO/IEC 9594-4).
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28.6.2  DSA Operational Binding Management Unbind

The unbinding at the end a period of providing operational binding management is for the OSI environment specified in
7.6.4 and 7.6.5 of Rec. ITU-T X.519 | ISO/IEC 9594-5 and for the TCP/IP environment in 9.2.2 of Rec. ITU-T X.519 |

ISO/IEC 9594-5.
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SECTION 12 — INTERWORKING WITH LDAP

29 Overview

29.1 Definitions

29.1.1 LDAP requestor: A DSA that is capable of issuing requests via the Lightweight Directory Access Protocol
(LDAP) and that is capable of understanding and handling LDAP responses.

29.1.2 LDAP responder: A DSA that is capable of understanding and processing requests initiated by LDAP clients.

29.2 |

ntroduction
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ed in 6.2, a DSA that is directly connected to (having an application-association with) a‘DUA o
Ling as a bound DSA.

't of an LDAP client using the LDAP protocol by a DSA may be provided in two distinct ways:
An LDAP-DAP gateway is provided between the LDAP client and the DSA: or
The DSA acts as an LDAP server by supporting the LDAP protocol.

DAP gateway is outside the scope of these Directory Specifications.

TU-T X.511 | ISO/IEC 9594-3).

server is added to a directory infrastructure by connecting to a DSA. A DSA that in this way acts as th
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Figure 27 — LDAP interworking scenarios
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t is able to handle LDAP operations is called a LDAP responder. AnCDAP responder may be a DSA that also
nd DSA or it may be a DSA that receives an LDAP request being imbedded in an 1dapTranspdrt request
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Figure 27 illustrates a possible directory infrastructure comprised of interconnected DUAS, LDAP clients, DSAs and
LDAP servers.
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Figure 27 also illustrates different interworking scenarios:
A request initiated by an LDAP client may be processed by a DSA (LDAP responder), not acting as the

a)

bound DSA for the LDAP client.

NOTE - If the LDAP responder is also acting as the bound DSA for the same operation, the procedures is outside the scope of
these Directory Specifications, but is determined entirely by the LDAP specifications.

b) A request initiated by an LDAP client may be processed by an LDAP server accessed through a DSA
acting as LDAP requestor, where this LDAP requestor is different from the bound DSA for a particular
operation. If the DSA is acting both as bound DSA and as LDAP requestor for the same operation, the

c)

DSA acts according to the LDAP specifications.
A request initiated by a DUA may be processed by an LDAP server.

30.2 Overview of bound DSA handling LDAP operations

This subclfuse 15 only concerned with the situation where a DSA acting as a bound DSA TeCeIVeS an LDA
considers fwo situations:

the request is to be forwarded to an LDAP server towards which the DSA also acts aS)LDAP
and

the request is to be forwarded into the Directory infrastructure, i.e., it has to beferwarded to
DSA.

When the fequest is to be forwarded to an adjacent LDAP server, the DSA forwards the.request unchanged to
server and|returns the result(s) unchanged to the LDAP client, with the following exegptions:

4)
)

It shall use its own name in the LDAP bindRequest.

It needs to generate a unique value for MessageID for each ¥equest sent to the LDAP server.
will typically be different from the value provided in the received request.

An unknown Unsolicited Notification received from the LDAP server shall be ignored. The DS

request. It
requestor;

ome other

the LDAP

This value

A may act

on a Notice of Disconnection by generating an LDAP response with LDAPResult With relsultCode

having the value unavailable for each adjacent\.DAP client with outstanding requests.

When the L DAP request is to be forwarded into the Directary infrastructure, then the DSA may act as a proxy for the
LDAP clignt in the following areas:

4)

The DSA may sign the generated 1dapTranport request using it own credentials and may set t
component of the securityParameters (See 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3)
to request the result to be signed:!

Fill the ServiceControls data fype according to local policy for the DSA (see 12.1.2 of Rec. IT
| ISO/IEC 9594-3).

Verify signatures on.received results.
Persuade returngédyreferrals on behalf of the LDAP client.
Prepare received results for transmission to the LDAP client.

30.3 General LDAP requestor characteristics

The LDAH serverconsiders the DSA as an LDAP client and the DSA must act accordingly.

)

e target
t0 signed

J-T X.511

It shall use its own name in the LDAP bindRequest.

b)
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It needs to generate a unique value for MessageID for each request sent to the LDAP server. It cannot
copy the value provided in InvokeId (Or the MessageID). Otherwise uniqueness cannot be guaranteed

as requests may come from multiple DUAs and/or LDAP clients. The DSA needs to maintain

a mapping

between MessageID Vvalues sent to the LDAP server and the InvokeId (Or MessageID) Values received

in requests (similar to normal DSA behaviour when chaining messages on the DSP).
The receipt of an unknown LDAP Controls value shall be ignored.
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d) Anunknown Unsolicited Notification received from the LDAP server shall be ignored. The DSA may act
on a Notice of Disconnection by generating an LDAP response with LDAPResult With resultCode with
value unavailable for each outstanding request from an LDAP client if the request is not an LDAP
search request or is an LDAP search request, where the LDAP server is the initial performer.

304 LDAP extension mechanisms

30.4.1 General

Extension LDAP mechanisms are described below and are documented in attributes held by the root DSE of the DAP
server (see 31.1.4, 31.1.5 and 31.1.8). A DSA acting as LDAP requestor may read these attributes to learn about the
capabilities of an LDAP server. A DSA acting as an LDAP responder may also hold such attributes in the root DSE.

30.4.2 LDAP controls

As describfed in 4.1.11 of IETF RFC 4511, LDAP uses Controls to add new capabilities to operations..A Control
specificatipn is given an object identifier. An LDAP server maintains an attribute of type supportedcéntzpl holding
the object |dentifiers of the controls it supports in requests (see 31.1.5).

30.4.3 ILDAP extended operations

As described in 4.12 of IETF RFC 4511, LDAP have a mechanism for extended operationS~Such extended|operations
are given gn object identifier. An LDAP server maintains an attribute of type supportedExtension holding the object
identifiers jof the extended operations it supports (see 31.1.4).

30.4.4 ILDAP extended features

LDAP have a mechanism for extended features. Such extended features arecgiven an object identifier. An LIDAP server
maintains pn attribute of type supportedFeatures holding the object identifiers of the extended features [it supports
(see 31.1.9).

31 ILDAP specific system schema

311 Operational Attribute types from IETE,RFC 4512

31.1.1  Introduction

IETF RFC|4512 defines a number of DSA specific operational attributes relevant for a DSA acting as LDAH responder
or for DSA functioning as LDAP requestor. Attributes of these types, when present, shall be placed in the roof DSE.

Only a brigf description of the attribute-types is given here. Detailed information may be found in IETF RFC #512.

A DSA acting as a bound DSA-toward an LDAP, or as a DSA responder, may support some or all of the attrjbute types
listed in thjs clause.
NOTE 1 - If the bound DSATor an LDAP client is not the same as the LDAP responder, the LDAP operational attributés supported
by the bhound DSA may not be supported by the LDAP responder, causing return of unexpected errors.

NOTE 2 — Attributes)of the attribute types listed in this clause, when present, are held in the root DSE. When an LDAP client or a
DUA aqcesses thesroot DSE using an empty distinguished name, it always accesses the root DSA of the bound DSA.

A DSA acling/as' LDAP requestor may read some or all of the attributes in the root DSE of adjacent LDAR servers to

adapt to the-capabiities-ofthaseL-DAR-servars-
NOTE 3 — As the root DSE does not hold an attribute of type objectClass, the standard LDAP way of emulating a Read
operation cannot be used. Instead, an LDAP searches with an OR'ed filter specifying the presence of the attribute types of interest.
If an LDAP server is known to support the feature defined in IETF RFC 4526, the LDAP requestor may use the simplified filter
specified in this RFC for ‘absolute true’.

31.1.2  Naming contexts

An attribute of type namingContexts lists the context prefixes of holds the distinguished names of the naming context
held by an LDAP server.

namingContexts ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
USAGE dSAOperation
LDAP-SYNTAX dn. &id
LDAP-NAME "namingContexts"
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ID id-lat-namingContexts }

31.1.3 Alternative server

An attribute of type altServer lists the URLSs referring to alternative servers.

altServer ATTRIBUTE ::= {
WITH SYNTAX IA5String
USAGE directoryOperation
LDAP-SYNTAX ia5String. &id
LDAP-NAME "altServer"
D id-lat-altServer }

31.1.4  Supported extension

An attribute of type supportedExtension lists object identifiers identifying the extended operations.

xtension ATTRIBUTE ::= {

TAX OBJECT IDENTIFIER
dSAOperation

TAX oid. &id

"supportedExtension"

id-lat-supportedExtension }

supportedControl ATTRIBUTE ::= {
WITH TAX OBJECT IDENTIFIER
USAGE dSAOperation
LDAP- TAX oid. &id
LDAP- "supportedControl"

id-lat-supportedControl\(}

An attribute of type supportedsALSMechanisms lists the.SASL mechanisms that the server recognizes and/qr supports.

supportedSASLMechanisms ATTRIBUTE ::=-{
WITH TAX DirectoryString{ub-saslMechanism}
USAGE dSAOperation
LDAP- TAX directoryString. &id
LDAP- "supportedSASLMechanisms"
ID id-lat-supportedSASLMechanisms }

31.1.7 $upported LDAP version

An attribufe of type supporitedLDAPVersion lists the versions of LDAP that the server supports.

supportedLDAPVersion' ATTRIBUTE ::= ({
WITH SYNTAX INTEGER
USAGE dSAOperation
LDAP-SYNTAX integer. &id
LDAP—WAME "supportedLDAPVersion"
ID id-lat-supportedLDAPVersion 1}

31.1.8  Supported features

An attribute of type supportedFeatures lists object identifiers identifying elective features that the server supports.

supportedFeatures ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
USAGE dSAOperation
LDAP-SYNTAX oid. &id
LDAP-NAME "supportedFeatures"
D id-oat-supportedFeatures }

31.1.9 LDAP Syntaxes

An attribute of type 1dapSyntaxes lists supported LDAP syntaxes.
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ldapSyntaxes ATTRIBUTE ::= {
WITH SYNTAX LdapSyntaxDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX ldapSyntaxDescription. &id
LDAP-NAME {"ldapSyntax"}
ID id-soa-ldapSyntaxes }
LdapSyntaxDescription ::= SEQUENCE ({
identifier SYNTAX-NAME. &id,
description UnboundedDirectoryString OPTIONAL,

}
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Annex A

Object identifier usage

(This annex forms an integral part of this Recommendation | International Standard.)

This annex documents the upper reaches of the object identifier subtree in which all of the object identifiers assigned in
the Directory Specifications reside. It does so by providing an ASN.1 module called UsefulDefinitions in which all
non-leaf nodes in the subtree are assigned names.

UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9}
DEFINITIONS ::=
BEGIN

-- EXPORTS All
/*

The typels and values defined in this module are exported for use in the othepr.ASN|1
modules |contained within these Directory Specifications, and for the use of .6ther
applicaffions which will use them to access Directory services. Other applications
may use [them for their own purposes, but this will not constrain extensions and
modifications needed to maintain or improve the Directory service.

*/
ID : :F OBJECT IDENTIFIER
ds ID ::F {joint-iso-itu-t ds(5)}

-- The flollowing definition is for ASN.l definitions moved “from
-- Rec. |[ITU-T X.660 | ISO/IEC 9834-1:

id ID ::F {joint-iso-itu-t registration-procedures/(l7) module(l) directory-defs(2)}

-- The flollowing defition is for ASN.1l definitions of LDAP schema

internet ID = {iso(1l) identified-organization(3) dod(6) internet(1l)}
ldap-din ID = {internet directory (1)}

intSecurity ID = {internet security(5)}

ldap-engerprise ID = {internet private(4) enterprise(l)}

ldap—xsag ID = {ldap-dir %509 (15)}

ldap-openLDAP D {ldap-enterprise openLDAP (4203) ldap(1l)}

openlLDAH-attributes ID
openlLDAH-controls D

{l1dap~openlDAP attributeType (3)}
{l1dap-openLDAP controls(10)}

ldap-walll ID {ldap-enterprise wahl (1466)}

ldap-dynExt D = {ldap-wall 101 119}

ldap-at iD =\{1ldap-wall 101 120}

ldap-matich ID = {ldap-wall 109 114}

ldap-syntax ID = {ldap-wall 115 121 1}

cosine ID = {itu-t(0) data(9) pss(2342) ucl(19200300) pilot(100)}
cosineAttr ID = {cosine pilotAttributeType (1)}

-- categoriesvof information object

module D = {ds 1}
service et FP—— fds—23
applicationContext D = {ds 3}
attributeType ID ::= {ds 4}
attributeSyntaxVendor ID ::= {ds 5}
-- This arc will not be used by these Dlrectory Specifications
objectClass D = {ds 6}
-- attributeSet ID = {ds 7}
algorithm ID = {ds 8}
abstractSyntax ID = {ds 9}
-- object D = {ds 10}
-- port ID = {ds 11}
dsaOperationalAttribute ID = {ds 12}
matchingRule ID = {ds 13}
knowledgeMatchingRule ID = {ds 14}
nameForm ID ::= {ds 15}
group ID ::= {ds 16}
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i ned

subentry ID = {ds 17}
operationalAttributeType ID = {ds 18}
operationalBinding ID = {ds 19}
schemaObjectClass ID = {ds 20}
schemaOperationalAttribute ID = {ds 21}
administrativeRoles D = {ds 23}
accessControlAttribute ID = {ds 24}

--rosObject D = {ds 25}

--contract ID = {ds 26}

--package ID = {ds 27}
accessControlSchemes ID = {ds 28}
certificateExtension D = {ds 29}
managementObject ID = {ds 30}
attributeValueContext ID = {ds 31}

-- securityExchange ID = {ds 32}

idmProtocol D = {ds 33}

problem ID ={ds 347}

notification ID = {ds 35}
matchingRestriction ID = {ds 36} -- None are currently-def
controlAttributeType ID = {ds 37}

keyPurpdses ID = {ds 38}
passwordQuality ID = {ds 39}
attribufleSyntax ID = {ds 40}

avRestrijction ID = {ds 41}
cmsContentType ID = {ds 42}

-— synonyms

id-oc ID = objectClass

id-at ID = attribute&Type

id-as ID = abstractSyntax

id-mr ID = matchingRule

id-nf D = nameForm

id-sc ID = subentry

id-oa D = operationalAttributeType
id-ob ID ="' operationalBinding
id-doa ID = dsaOperationalAttribute
id-kmr ID = knowledgeMatchingRule
id-soc ID = schemaObjectClass
id-soa ID = schemaOperationalAttribute
id-ar iD = administrativeRoles
id-aca ID = accessControlAttribute
id-ac iD = applicationContext

-- id-rgsObject ID = rosObject

-- id-contract iD = contract

-- id-package ID = package

id-acSchieme iD = accessControlSchemes
id-ce ID = certificateExtension
id-mgt ID = managementObject
id-avc ID = attributeValueContext
-- id-s¢ ID = securityExchange
id-idm ID = idmProtocol

id-pr ID = problem

id-not ID = notification

id-mre ID = matchingRestriction
id-cat ID = controlAttributeType
id-kp ID = keyPurposes

id-pgq ID = passwordQuality
id-ats ID = attributeSyntax
--id-1lc ID = ldapControl

id-asx ID = attributeSyntax
id-1sx ID = ldap-syntax

id-1dx ID = ldap-x509

id-lat ID = ldap-attr

id-1lmr ID = ldap-match

id-oat ID = openlLDAP-attributes
id-coat ID = cosineAttr

id-avr ID = avRestriction
id-cmsct ID = cmsContentType

-- LDAP syntax object identifiers
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--userpwdMatch 1D = {id-1s 0}
--userPwdHisoricMatch ID = {id-1ls 1}
-- LDAP control object identifiers

--pwdControl ID = {id-1lc 0}
--pwdResponse D = {id-1lc 1}
-- obsolete module identifiers

-- usefulDefinition ID = {module 0}
-- informationFramework ID = {module 1}
-- directoryAbstractService ID = {module 2}
-- distributedOperations D = {module 3}
- ID =—{module 47}
-- seledgtedAttributeTypes ID = {module 5}
-- seledgtedObjectClasses ID = {module 6}
-- authenticationFramework ID = {module 7}
-- algorjithmObjectIdentifiers ID = {module 8}
-- diredgtoryObjectIdentifiers ID = {module 9}
-- upperBounds ID = {module 10}
-- dap ID = {module 11}
-- dsp ID = {module 12}
-- distributedDirectoryObjectIdentifiers ID = {module 13}
-- unused module identifiers

-- diredtoryShadowOIDs ID = {module X4}
-- diredgtoryShadowAbstractService ID = {module “15}
-- disp ID = {module 16}
-- dop ID = {mOdvle 17}
-- opBindingManagement ID = fmodule 18}
-- opBindingOIDs ID = _fmodule 19}
-- hierarchicalOperationalBindings ID =" {module 20}
-- dsa rationalAttributeTypes ID = {module 22}
-- sche dministration ID = {module 23}
-- basidAccessControl ID = {module 24}
-- operationalBindingOIDs ID = {module 25}

END --
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Annex B

Information framework in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex provides a summary of all the ASN.1 type, value and macro definitions contained in this Directory
Specification. The definitions form the ASN.1 module InformationFramework.

InformationFramework

{joint-iso-itu-t ds(5) module(l) informationFramework (1) 9}
DEFINITIONS ::=
BEGIN

-- EXPORTS All
/*

The typels and values defined in this module are exported for use in the other ASN|1
modules [contained within these Directory Specifications, and for the use pof other
applicaflions which will use them to access Directory services. Other applications
may use [them for their own purposes, but this will not constrain extensions and
modifications needed to maintain or improve the Directory service.

*/
IMPORTS

-- from Rec. ITU-T X.501 | ISO/IEC 9594-2
id-ar,| id-at, id-mr, id-nf, id-oa, id-oc, id-sc

UsefulDefinitions
int-iso-itu-t ds(5) module(l)usefulDefinitions(0) 9} WITH SUCCESSORS

ule
ServiceAdministration
int-iso-itu-t ds(5) module(l) serviceAdministration(33) 9} WITH SUCCESSORS

Rec. ITU-T X.511 | ISO/IEC 9594%3
ContextAssertion

DirectoryAbstractService
int-iso-itu-t ds(5) module(l) directoryAbstractService(2) 9} WITH SUCCESEORS

-- fr Rec. ITU-T X.520 | ISO/IEC 9594-6
boole atch, commonName,‘dn, generalizedTime, generalizedTimeMatch,
generallizedTimeOrderingMatch, integerFirstComponentMatch, integerMatch,

OrderingMatch, objectIdentifierFirstComponentMatch, oid, subtreeSpec,
edDirectoryString

SelectedAttxibuteTypes

int-iso7itu-t ds(5) module(l) selectedAttributeTypes(5) 9} WITH SUCCESSORS ;

ute data types

Attribu {ATTRIBUTE: SupportedAttributes} ::= SEQUENCE {
type ATTRIRUTE &id ( { anpr\r{-nﬂli-i-r'i 'h'n‘l-ne} ) ,
values SET SIZE (0..MAX) OF ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
valuesWithContext SET SIZE (1..MAX) OF SEQUENCE {
value ATTRIBUTE. &Type ({SupportedAttributes} {Q@type}),
contextList SET SIZE (1..MAX) OF Context,
...} OPTIONAL,
}
AttributeType ::= ATTRIBUTE. &id
AttributeValue ::= ATTRIBUTE. &Type
Context ::= SEQUENCE ({
contextType CONTEXT. &id ({SupportedContexts}),
contextValues

SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
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fallback BOOLEAN DEFAULT FALSE,
}
AttributeValueAssertion ::= SEQUENCE {
type ATTRIBUTE. &id ({SupportedAttributes}),
assertion ATTRIBUTE. &equality-match. &AssertionType

({SupportedAttributes}{Q@type}),
assertedContexts CHOICE ({
allContexts [0] NULL,
selectedContexts [1] SET SIZE (l..MAX) OF ContextAssertion } OPTIONAL,
}

ContextAssertion ::= SEQUENCE {
contextType CONTEXT. &id ({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF
CONTEXT . &Assertion ({SupportedContexts} {QcontextType}) ,

}

AttribufeTypeAssertion ::= SEQUENCE ({
type ATTRIBUTE. &id ({SupportedAttributes}),
assertiedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL,

}

-- Definlition of the following information object set is deferred, perhaps to

-- standardized profiles or to protocol implementation conformanceé statements. Th
-- is r ired to specify a table constraint on the values component of Attribute
-- value component of AttributeTypeAndValue, and the assertion\'component of

-- AttributeValueAssertion.

Support ttributes ATTRIBUTE ::= {objectClass | aliasedEntryName, ...}
-- Definfition of the following information object set ‘is deferred, perhaps to

-- standardized profiles or to protocol implementation conformance statements. Th
--is r ired to specify a table constraint on .the context specifications.

SupportedContexts CONTEXT ::= {...}
-- naming data types
Name o CHOICE { -- only one possibiliity for now -- rdnSequence RDNSequence }
RDNSequence ::= SEQUENCE OF RelativeDistinguishedName
DistinguishedName ::= RDNSequence
RelativeDistinguishedName ¢; := SET SIZE (1l..MAX) OF AttributeTypeAndValue
Attribuj:TypeAndValue 1= SEQUENCE {

type ATTRIBUTE. &id ({SupportedAttributes}),

value ATTRIBUTE. &Type ({ SupportedAttributes} {@type}),

}

-- subtJ:e data types

SubtreeSpecification ::= SEQUENCE {
base [0] LocalName DEFAULT ({},
COMPONENTS OF ChopSpecification,

specificationFilter [4] Refinement OPTIONAL,
}

-- empty sequence specifies whole administrative area

LocalName ::= RDNSequence
ChopSpecification ::= SEQUENCE {
specificExclusions [1] SET SIZE (1..MAX) OF CHOICE {

chopBefore [0] LocalName,
chopAfter [1] LocalName,

...} OPTIONAL,
minimum [2] BaseDistance DEFAULT O,
maximum [3] BaseDistance OPTIONAL,

}

set
the

set
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BaseDistance ::= INTEGER (0. .MAX)

Refinement ::= CHOICE ({
item [0] OBJECT-CLASS.&id,
and [1] SET SIZE (1..MAX) OF Refinement,
or [2] SET SIZE (1..MAX) OF Refinement,
not [3] Refinement,

}
-- OBJECT-CLASS information object class specification

OBJECT-CLASS ::= CLASS {
&Superclasses
&kind
&MandatoryAttributes

OBJECT-CLASS OPTIONAL,

ObjectClassKind DEFAULT structural,
ATTRIBUTE OPTIONAL,

ATTRIBUTE OPTIONAL 7

SEQUENCE SIZE (1..MAX) OF UTF8String OPTIONAL,
UTF8String OPTIONAL,

OBJECT IDENTIFIER UNIQUE }

&Opti
&ldap e
&ldapDesc

&id
WITH SYNTAX {

&Superclasses]

&kind]
&MandatoryAttributes]
&OptionalAttributes]
&ldapName]

&ldapDesc]

&id }

: := ENUMERATED {

= |

abstract
{objectClass}
{"top"}
id-oc-top }
alias OBJECT-CLASS ::= {
SUBC. S OF {top}
MUSTLQEEEAIN {aliasedEntryName}
LDAP- {"alias"}
ID id-oc-alias }
parent OBJECT-CLASS  : = ({
KIND abstract
ID id=oc-parent }
child OBJECT-CLASS ::= {
KIND auxiliary
ID id-oc-child }

-- ATTRIBUTE information object class specification

ATTRIBUTE ::= CLASS {
&derivation ATTRIBUTE OPTIONAL,
&Type OPTIONAL, -- either &Type or &derivation required

&equality-match
&ordering-match
&substrings-match
&single-valued
&collective
&dummy

MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,

-- operational extensions

&no-user-modification
&usage
&ldapSyntax

© ISO/IEC 2020 - All rights reserved
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&ldapName
&ldapDesc
&obsolete
&id
WITH SYNTAX {
[SUBTYPE OF
[WITH SYNTAX
[EQUALITY MATCHING RULE
[ORDERING MATCHING RULE

[SUBSTRINGS MATCHING RULE

[SINGLE VALUE

SEQUENCE SIZE(1l..MAX) OF UTF8String OPTIONAL,
UTF8String OPTIONAL,

BOOLEAN DEFAULT FALSE,

OBJECT IDENTIFIER UNIQUE }

&derivation]
&Type]
&equality-match]
&ordering-match]
&substrings-match]
&single-valued]

[COLLECTIVE &collective]
[DUMMY &dummy ]
[NO USER MODIFICATION &no-user-modification]
[USAGE &usage]
[LDAP-SYNTAX &ldapSyntax]
[LDAP-NAME T IdapName]
[LDAP-DESC &ldapDesc]
[OBSOLETE &obsolete]
D &id }
AttribufeUsage ::= ENUMERATED {
userApplications (0),
direcHoryOperation (1),
distriputedOperation (2),
dSAOperation (3),
}
-- attributes

objectCllass ATTRIBUTE
WITH SYNTAX
EQUALIITY MATCHING RULE
LDAP-S|YNTAX

{
OBJECT IDENTIFIER

objectIdentifierMatch
oid. &id

LDAP- {"objectClass"}

D id-at-objectClass }
aliase tryName ATTRIBUTE ::= {

WITH TAX DistinguishedName

EQUALIITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

LDAP- TAX dn. &id

LDAP- {"aliasedObjectName"}

D id-at>aliasedEntryName }
-- MATCHING-RULE information-®object class specification
MATCHING-RULE ::= CLASS\.{

&ParentMatchingRules MATCHING-RULE OPTIONAL,

&AsserltionType OPTIONAL,

&uni MatchIndicator ATTRIBUTE OPTIONAL,

&ldapSyntax SYNTAX-NAME. &id OPTIONAL,

&ldap SEQUENCE SIZE (1..MAX) OF UTF8String OPTIONAL,

&ldap UTF8String OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[PARENT &ParentMatchingRules]

[SYNTAX &AssertionType]

[UNIQUE-MATCH-INDICATOR &uniqueMatchIndicator]

[LDAP-SYNTAX &ldapSyntax]

[LDAP-NAME &ldapName]

[LDAP-DESC &ldapDesc]

ID &id }

-- matching rules

objectIdentifierMatch MATCHING-RULE
OBJECT IDENTIFIER

SYNTAX
LDAP-SYNTAX
LDAP-NAME
ID

oid. &id
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distinguishedNameMatch MATCHING-RULE ::= {

SYNTAX
LDAP-SYNTAX
LDAP-NAME

DistinguishedName
dn. &id
{"distinguishedNameMatch"}

D id-mr-distinguishedNameMatch }

-- MATCHING-RULE information object class specification

MAPPING-BASED-MATCHING

{SelectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule}
CLASS {

&selectBy SelectedBy OPTIONAL,
&ApplicableTo ATTRIBUTE,
&subtypesIncluded BOOLEAN DEFAULT TRUE,
&combiable BOOLEAN (combinable),
&mappingResults MappingResult OPTIONAL,
&userControl BOOLEAN DEFAULT FALSE,
&exclusive BOOLEAN DEFAULT TRUE,

&matchling-rule
&id

WITH SYNTAX {

MATCHING-RULE. &id (matchingRule) ,
OBJECT IDENTIFIER UNIQUE }

superiorStructureRules

}

[SELEQT BY &selectBy]

APPLI LE TO &ApplicableTo

[SUBTYJPES INCLUDED &subtypesIncluded]

COMBI LE &combinable

[MAPPING RESULTS &mappingResults]

[USER |[CONTROL &userControl]

[EXCLUSIVE &exclusive]

MATCHING RULE &matching-rule

D &id }
-- NAME-FORM information object class specification
NAME-FO! ::= CLASS {

&namedObjectClass OBJECT-CLASS,

&MandaltoryAttributes ATTRIBUTE,

&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldap e SEQUENCE SIZE (1. .MAX) OF UTF8String OPTIONAL,

&ldapDesc UTF8String OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

NAMES &namedObjectClass

WITH TRIBUTES &MandatoryAttributes

[AND TIONALLY &0OptionalAttributes]

[LDAP-NAME &ldapName]

[LDAP-DESC &ldapDesc]

ID &id }
-- STRUQTURE-RULE(class and DIT structure rule data types
DITStrudtureRule SEQUENCE {

ruleIdentifier RuleIdentifier,

-- shall be unique within the scope of the subschema
nameForm NAME-FORM. &1d,

SET SIZE (1..MAX) OF Ruleldentifier OPTIONAL,

RuleIdentifier = INTEGER
STRUCTURE-RULE = CLASS {
&nameForm NAME-FORM,

&SuperiorStructureRules STRUCTURE-RULE. &id OPTIONAL,

&id

WITH SYNTAX {

RuleIdentifier }

NAME FORM &nameForm
[SUPERIOR RULES &SuperiorStructureRules]
ID &id }
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DITContentRule ::= SEQUENCE {
structuralObjectClass OBJECT-CLASS. &id,
auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [1] SET SIZE (1..MAX) OF ATTRIBUTE. &id OPTIONAL,
optional [2] SET SIZE (l1..MAX) OF ATTRIBUTE. &id OPTIONAL,
precluded [3] SET SIZE (1..MAX) OF ATTRIBUTE. &id OPTIONAL,
R |

CONTENT-RULE ::= CLASS {
&structuralClass OBJECT-CLASS. &id UNIQUE,
&Auxiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }

WITH SYNTAX {

STRUCTURAL OBJECT-CLASS EStructuralclass
[AUXILIARY OBJECT-CLASSES &Auxiliaries]
[MUST |ICONTAIN &Mandatory]
[MAY CONTAIN &Optional]
[MUST-NOT CONTAIN &Precluded] }
CONTEXT |: := CLASS {
&Type,
&defayltValue &Type OPTIONAL,
&Asser|tion OPTIONAL,
&absentMatch BOOLEAN DEFAULT TRUE,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
WITH TAX &§Type
[DEFAULT-VALUE &defaultValue]
[ASSERTED AS &Assertion]
[ABSENT-MATCH &absentMatch]
ID &id }
DITContextUse ::= SEQUENCE {
attributeType ATTRIBUTE. &id,
mandatoryContexts [1l] SET SIZE (1..MAX)“OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
DIT-CONTEXT-USE-RULE ::= CLASS {
&attriputeType ATTRIBUTE ~&id UNIQUE,
&Mandaltory CONTEXT~OPTIONAL,
&Optional CONTEXT-.OPTIONAL}
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[MANDATORY CONTEXTS ~&Mandatory]
[OPTIONAL CONTEXTS “&Optional] }

FRIENDS |[: := CLASS({
&anchdr ATTRIBUTE. &id UNIQUE,
&Friends ,ATTRIBUTE }
WITH SYNTAX {
ANCHOR &anchor
FRIENDS &Friends }

SYNTAX-NAME ::= CLASS {

&ldapDesc UTF8String,

&Type OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

LDAP-DESC &ldapDesc

[DIRECTORY SYNTAX &Type]

ID &id }

-- system schema information objects
-- object classes

subentry OBJECT-CLASS ::= ({
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NAMES subentry
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ID id-nf-subentryNameForm }
subtreeSpecification ATTRIBUTE ::= {

WITH SYNTAX SubtreeSpecification

USAGE directoryOperation

LDAP-SYNTAX subtreeSpec. &id

LDAP-NAME {"subtreespecification™}

iD id-oa-subtreeSpecification }
administijrativeRole ATTRIBUTE ::= {

WITH SYNTAX OBJECT-CLASS. &id

EQUALITY MATCHING RULE objectIdentifierMatch

USAGE directoryOperation

LDAP-S|YNTAX oid. &id

LDAP-NAME {"administrativeRole"}

D id-oa-administrativeRole }
createTimestamp ATTRIBUTE ::= {

WITH TAX GeneralizedTime

-- as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE generalizedTimeMatch

ORDERIING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO US MODIFICATION TRUE

USAGE directoryOperation

LDAP- TAX generalizedTime. &id

LDAP- {"createTimestamp!"}

D id-oa-createTimestamp }
modifyTimestamp ATTRIBUTE ::= ({

WITH TAX GeneralizedTime

-- as [per 46.3 b) or c) of Rec., ITU-T X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE generalizedTimeMatch

ORDERIING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO US MODIFICATION TRUE

USAGE directoryOperation

LDAP- TAX generalizedTime. &id

LDAP- {"modifyTimestamp"}

D id-oa-modifyTimestamp }
subschemaTimestamp ATTRIBUTE ::= ({

WITH TAX GeneralizedTime

SINGLE
NO USER MODIFICATION TRUE

er,"46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1

VALUE TRUE

USAGE directoryOperation

ID id-oa-subschemaTimestamp }
creatorsName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation
LDAP-SYNTAX dn.&id

LDAP-NAME {"creatorsName"}

ID id-oa-creatorsName }
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modifiersName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dn. &id
LDAP-NAME {"modifiersName"}
ID id-oca-modifiersName }
subschemaSubentryList ATTRIBUTE ::= ({
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dam.aia
LDAP—EAME {"subschemaSubentry"}
iDp id-oa-subschemaSubentryList }
accessControlSubentryList ATTRIBUTE ::= ({
WITH SYNTAX DistinguishedName

EQUALIITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE

USAGE directoryOperation

iD id-oa-accessControlSubentryList }
collectijveAttributeSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALIITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE

USAGE directoryOperation

iD id-oa-collectiveAttributéSubentrylList }
contextDefaultSubentryList ATTRIBUTE ::= ({

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE

USAGE directoryOperation

D id-oa-contextDefaultSubentryList }
serviceAdminSubentryList ATTRIBUTE = {

WITH SYNTAX DistinguishedName

EQUALIITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE

USAGE directoryOperation

iD id-oa-serviceAdminSubentryList }
pwdAdminSubentryList “ATTRIBUTE ::= ({

WITH SYNTAX DistinguishedName

EQUALIITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-S|YNTAX dn. &id

LDAP-NAME {"pwdAdminSubentryList™}

D id-oa-pwdAdminSubentryList }
hasSubordinates ATTRIBUTE ::= {

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

D id-oa-hasSubordinates }
accessControlSubentry OBJECT-CLASS ::= {

KIND auxiliary

D id-sc-accessControlSubentry }
collectiveAttributeSubentry OBJECT-CLASS ::= ({
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KIND auxiliary

ID id-sc-collectiveAttributeSubentry }
collectiveExclusions ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

USAGE directoryOperation

D id-oa-collectiveExclusions }
contextAssertionSubentry OBJECT-CLASS ::= {

KIND auxiliary

MUST CONTAIN {contextAssertionDefaults}

ID id-sc-contextAssertionSubentry }
contextAssertionDefaults ATTRIBUTE ::= {

WITH SYNTAX TypeAndContextAssertion

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

ID id-oa-contextAssertionDefault }
serviceAdminSubentry OBJECT-CLASS ::= ({

KIND auxiliary

MUST CONTAIN {searchRules}

ID id-sc-serviceAdminSubentry }
searchRules ATTRIBUTE ::= ({

WITH SYNTAX SearchRuleDescription

EQUALIITY MATCHING RULE integerFirstComponentMatch

USAGE directoryOperation

ID id-oa-searchRules }
SearchRuyleDescription ::= SEQUENCE {

NTS OF SearchRule,
[28] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
tion [29] UnboundedDirectoryString OPTIONAL,

ubentry OBJECT-CLASS ::= ({
auxiliary

NTAIN { pwdAttribute }
{"pwdAdminSubentry}
id-sc-pwdAdminSubentry }

ute ATTRIBUTE ::= {
TAX ATTRIBUTE. &id
Y MATCHING RULE tobjectIdentifierMatch
VALUE TRUE
TAX oid. &id
{"pwdAttribute"}
id-at-pwdAttribute }
pwdHistory{ATTRIBUTE: passwordAttribute,MATCHING-RULE:historyMatch,OBJECT IDENTIFIER:id}
ATTRIBUTE : :=\{
WITH SYNTAX PwdHistory{passwordAttribute}
EQUALITY ‘"MATCHING RULE historyMatch
USAGE directoryOperation
ID id}
PwdHistory{ATTRIBUTE:passwordAttribute} ::= SEQUENCE ({
time GeneralizedTime,
password passwordAttribute. &Type,
-}
pwdRecentlyExpired {ATTRIBUTE: passwordAttribute ,OBJECT IDENTIFIER:id} ATTRIBUTE ::= {
WITH SYNTAX passwordAttribute. &Type
EQUALITY MATCHING RULE passwordAttribute. &equality-match
SINGLE VALUE TRUE
USAGE directoryOperation
ID id}

pwdHistoryMatch{ATTRIBUTE:passwordAttribute,OBJECT IDENTIFIER:id}
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MATCHING-RULE
SYNTAX
ID

{

id}

hierarchylLevel ATTRIBUTE

passwordAttribute. &Type

{

WITH SYNTAX HierarchyLevel
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation
ID id-oa-hierarchylLevel }
HierarchylLevel ::= INTEGER
hierarchyBelow ATTRIBUTE =
WITH S|YNTAX HierarchyBelow
EQUALITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
iD id-oca-hierarchyBelow }
HierarchyBelow = BOOLEAN
hierarchyParent ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
USAGE directoryOperation
iDp id-oa-hierarchyParent }
hierarchyTop ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
USAGE directoryOperation
iD id-oa-hierarchyTop }
-- objedt identifier assignments
-- objedt classes
id-oc-top OBJECT IDENTIFIER = {id-oc 0}
OBJECT IDENTIFIER = {id-oc 1}
OBJECT IDENTIFIER = {id-oc 28}
OBJECT IDENTIFIER = {id-oc 29}
OBJECT IDENTIFIER = {id-at 0}
OBJECT IDENTIFIER = {id-at 1}
OBJECT IDENTIFIER = {id-at 84}
-- matching rules
id-mr-objectIdentifierMatch OBJECT IDENTIFIER = {id-mr 0}
id-mr-distinguishedNameMatch OBJECT IDENTIFIER = {id-mr 1}
-- operational attributes
id-oa-excludeAllCollectiveAttributes OBJECT IDENTIFIER = {id-oa 0}
id-oa-createTimestamp OBJECT IDENTIFIER = {id-oa 1}
id-oa-modifyTimestamp OBJECT IDENTIFIER = {id-oa 2}
id-oa-creatorsName OBJECT IDENTIFIER = {id-oa 3}
id-oa-modifiersName OBJECT IDENTIFIER = {id-oa 4}
id-oca-administrativeRole OBJECT IDENTIFIER = {id-oa 5}
id-oa-subtreeSpecification OBJECT IDENTIFIER = {id-oa 6}
id-oa-collectiveExclusions OBJECT IDENTIFIER = {id-oa 7}
id-oa-subschemaTimestamp OBJECT IDENTIFIER = {id-oa 8}
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id-oa-hasSubordinates OBJECT IDENTIFIER ::= {id-oa 9}
id-oa-subschemaSubentryList OBJECT IDENTIFIER ::= {id-oa 10}
id-oa-accessControlSubentryList OBJECT IDENTIFIER ::= {id-oa 11}
id-oa-collectiveAttributeSubentryList OBJECT IDENTIFIER ::= {id-oa 12}
id-oa-contextDefaultSubentrylList OBJECT IDENTIFIER ::= {id-oa 13}
id-oa-contextAssertionDefault OBJECT IDENTIFIER ::= {id-oa 14}
id-oa-serviceAdminSubentrylist OBJECT IDENTIFIER ::= {id-oa 15}
id-oa-searchRules OBJECT IDENTIFIER ::= {id-oa 16}
id-oa-hierarchyLevel OBJECT IDENTIFIER ::= {id-oa 17}
id-oa-hierarchyBelow OBJECT IDENTIFIER ::= {id-oa 18}
id-oa-hierarchyParent OBJECT IDENTIFIER ::= {id-oa 19}
id-oa-hierarchyTop OBJECT IDENTIFIER ::= {id-oa 20}
id-oa-pwdAdminSubentryList OBJECT IDENTIFIER ::= {id-oa 21}

-- id-oa-pwdStartTime OBJECT IDENTIFIER ::= {id-oa 22} X.520|Parté6
-- id-oa-pwdExpiryTime OBJECT IDENTIFIER ::= {id-oa 23} X.520|Parté6
-- id-oa-pwdEndTime OBJECT IDENTIFIER ::= {id-oa 24} X.520|Parté6
-- id-o OBJECT IDENTIFIER = {id=oa 25} X-5201ParL6
-- id-oa-pwdFailureTime OBJECT IDENTIFIER ::= {id-oa 26} X.520|Park6
-- id-oa-pwdGracesUsed OBJECT IDENTIFIER ::= {id-oa 27} X.520\Parké6
-- id-oa-userPwdHistory OBJECT IDENTIFIER ::= {id-oa 28} X.520./Parfké6
-- id-oaj-userPwdRecentlyExpired OBJECT IDENTIFIER ::= {id-oa 29} X.b520|Parké6
-- id-oa-pwdModifyEntryAllowed OBJECT IDENTIFIER ::= {id-oa 30} ¥X.520]|Park6
-- id-oa-pwdChangeAllowed OBJECT IDENTIFIER ::= {id-oa 31})X.520|Parfé6
-- id-oa-pwdMaxAge OBJECT IDENTIFIER ::= {id-oa( 32} X.520|Parké6
-- id-oal-pwdExpiryAge OBJECT IDENTIFIER ::= {id-6a 33} X.520|Parké6
-- id-oa-pwdMinLength OBJECT IDENTIFIER ::= {id-oa 34} X.520|Parké6
-- id-oa-pwdVocabulary OBJECT IDENTIFIER ::= _{id<“oa 35} X.520|Parké6
-- id-oa-pwdAlphabet OBJECT IDENTIFIER ::=\ {id-oa 36} X.520|Parké6
-- id-oa-pwdDictionaries OBJECT IDENTIFIER ::=/ {id-oa 37} X.520|Parké6
-- id-oa-pwdExpiryWarning OBJECT IDENTIFIERX::= {id-oa 38} X.520|PartLé6
-- id-oa-pwdGraces OBJECT IDENTIFIER-::= {id-oa 39} X.520|Parké6
-- id-oal-pwdFailureDuration OBJECT IDENTIFIER ::= {id-oa 40} X.520|Parké6
-- id-oa-pwdLockoutDuration OBJECT IDENTIFIER ::= {id-oa 41} X.520|Parké6
-- id-oa-pwdMaxFailures OBJECT IDENTIFIER ::= {id-oa 42} X.520|Parké6
-- id-oa-pwdMaxTimeInHistory OBJECT JIDENTIFIER ::= {id-oa 43} X.520|Parké6
-- id-oa-pwdMinTimeInHistory OBJECT., IDENTIFIER ::= {id-oa 44} X.520|Parkté6
-- id-oa-pwdHistorySlots OBJECT-IDENTIFIER ::= {id-oa 45} X.520|Parké6
-- id-oag-pwdRecentlyExpiredDuration OBJECT IDENTIFIER ::= {id-oa 46} X.520|Parté6
-- id-oa-pwdEncAlg OBJECT IDENTIFIER ::= {id-oa 47} X.520|Parké6
id-oca-alflAttributeTypes OBJECT IDENTIFIER ::= {id-oa 48}

-- subentry classes

id-sc-subentry OBJECT IDENTIFIER ::= {id-sc 0}
id-sc-adcessControlSubentry OBJECT IDENTIFIER ::= {id-sc 1}
id-sc-cdllectiveAttributeSubentry OBJECT IDENTIFIER ::= {id-sc 2}
id-sc-contextAssertionSubéntry OBJECT IDENTIFIER ::= {id-sc 3}
id-sc-sefrviceAdminSubentry OBJECT IDENTIFIER ::= {id-sc 4}

id-sc-p dminSubentry OBJECT IDENTIFIER ::= {id-sc 5}

-- Nameg forms

id-nf-subentryNameForm OBJECT IDENTIFIER ::= {id-nf 16}

-- adminlistrative roles

id-ar-autonomousArea OBJECT IDENTIFIER ::= {id-ar 1}
id-ar-accessControlSpecificArea OBJECT IDENTIFIER ::= {id-ar 2}
id-ar-accessControlInnerArea OBJECT IDENTIFIER ::= {id-ar 3}
id-ar-subschemaAdminSpecificArea OBJECT IDENTIFIER ::= {id-ar 4}
id-ar-collectiveAttributeSpecificArea OBJECT IDENTIFIER ::= {id-ar 5}
id-ar-collectiveAttributeInnerArea OBJECT IDENTIFIER ::= {id-ar 6}
id-ar-contextDefaultSpecificArea OBJECT IDENTIFIER ::= {id-ar 7}
id-ar-serviceSpecificArea OBJECT IDENTIFIER ::= {id-ar 8}
id-ar-pwdAdminSpecificArea OBJECT IDENTIFIER ::= {id-ar 9}

END -- InformationFramework
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Annex C

Subschema administration in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined in
clause 15, in the form of an ASN.1 module, SchemaAdministration.

SchemaAdministration
{joint-iso-itu-t ds(5) module(l) schemaAdministration (23) 9}

DEFINITIONS ::=
BEGIN
-- EXPORTS All
/*
The typels and values defined in this module are exported for use in the other ASN|1
modules |contained within the Directory Specifications, and for the use of-cother
applicatlions which will use them to access Directory services. Other applications|may
use them for their own purposes, but this will not constrain extensions 'and
modifications needed to maintain or improve the Directory service.
*/
IMPORTS
-- fr Rec. ITU-T X.501 | ISO/IEC 9594-2
id-soa, id-soc
FROM UsefulDefinitions
{jloint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS
ATTRIBUTE, AttributeUsage, CONTEXT, DITContentRule, DITStructureRule, MATCHING-RULE,
NAME-FORM, OBJECT-CLASS, ObjectClassKind, objectIdentifierMatch, SYNTAX-NAME
FROM InformationFramework
{jloint-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS
ldapSyntaxes
FROM LdapSystemSchema
{jloint-iso-itu-t ds(5) module (1)) ldapSystemSchema (38) 9} WITH SUCCESSORS
-- fr Rec. ITU-T X.520 | ISO/ZEC 9594-6
attributeTypeDescription, dITContentRuleDescription, dITStructureRuleDescriptioh,
integer, integerFirstComponentMatch, integerMatch, matchingRuleDescription,
matchingRuleUseDescription, nameFormDescription, objectClassDescription,
objecHIdentifierFirstComponentMatch, oid, UnboundedDirectoryString
FROM SelectedAttributeTypes
{jloint-iso-itu<t ds(5) module(l) selectedAttributeTypes(5) 9} WITH SUCCESSORS ;
subsche OBJECT=CLASS ::= {
KIND auxiliary
MAY CONTAIN;{ dITStructureRules |
nameForms |
AdITContentRules !
objectClasses |
attributeTypes |
friends |
contextTypes |
dITContextUse |
matchingRules |
matchingRuleUse |

ldapSyntaxes }
LDAP-NAME {"subschema"}
ID id-soc-subschema }

dITStructureRules ATTRIBUTE ::= {
WITH SYNTAX DITStructureRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation
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LDAP-SYNTAX

LDAP-NAME {"dITStructureRules"}

ID id-soa-dITStructureRule }
DITStructureRuleDescription ::= SEQUENCE {

COMPONENTS OF DITStructureRule,

name [1] SET SIZE (l1..MAX) OF UnboundedDirectoryString OPTIONAL,

description UnboundedDirectoryString OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

}

dITContentRules ATTRIBUTE ::= ({

WITH SYNTAX

ISO/IEC 9594-2:2020 (E)

dITStructureRuleDescription. &id

DITContentRuleDescription

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

LDAP-SYNTAX dITContentRuleDescription. &id

LDAP- {"dITContentRuUIes™ ¥

ID id-soa-dITContentRules }
DITContentRuleDescription ::= SEQUENCE {

COMPONENTS OF DITContentRule,

name [4] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
}
matchingRules ATTRIBUTE ::= ({

WITH SYNTAX

MatchingRuleDescription

EQUALIITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE
LDAP-SYNTAX
LDAP-NAME

ID

tion [0]

TAX

TAX

directoryOperation
matchingRuleDescription. &id
{"matchingRules"}
id-soa-matchingRules }

uleDescription ::= SEQUENCE {

MATCHING-RULE. &id,

SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
UnboundedDirectoryString OPTIONAL,

BOOLEAN DEFAULT FALSE,

UnboundedDirectoryString OPTIONAL,

-- describes the ASN.1l syntax

Types ATTRIBUTE ::= A

AttributeTypeDescription

Y MATCHING RULE objectIdentifierFirstComponentMatch

directoryOperation
attributeTypeDescription. &id

LDAP- {"attributeTypes"}

D id-soa-attributeTypes }
AttributeTypeDescription ::= SEQUENCE ({

identiffier ATTRIBUTE. &id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,

description UnboundedDirectoryString OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [O0]

}

AttributeTypeInformation,

AttributeTypeInformation ::= SEQUENCE ({
derivation [0] ATTRIBUTE.é&id OPTIONAL,
equalityMatch [1] MATCHING-RULE. &id OPTIONAL,
orderingMatch [2] MATCHING-RULE. &id OPTIONAL,
substringsMatch [3] MATCHING-RULE.&id OPTIONAL,
attributeSyntax [4] UnboundedDirectoryString OPTIONAL,
multi-valued [5] BOOLEAN DEFAULT TRUE,
collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [7] BOOLEAN DEFAULT TRUE,
application AttributeUsage DEFAULT userApplications,

}
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objectClasses ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
LDAP-SYNTAX
LDAP-NAME
D

ObjectClassDescription
identifier
name
description
obsolete
information

}

[01

ObjectCjESSTHIUTmEtIUﬁ‘TT=_SEQUENLL {
subclalssOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,

kind ObjectClassKind DEFAULT structuraly
mandatories [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optionals [4] SET SIZE (l1..MAX) OF ATTRIBUTE. &id OPTIONAL,
}
nameForms ATTRIBUTE ::= ({

WITH SYNTAX

EQUALIITY MATCHING RULE
USAGE
LDAP-SYNTAX

LDAP-NAME
ID
NameFo escription ::=
identilfier
name
description
obsol BOOLEAN
info tion [O0]
NameFormInformation ::=
subordinate
namingMandatories
namin tionals

SEQUENCE {
NAME-FORM. &id,
SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
UnboundedDirectoryString

NameFormInformation,

SEQUENCE {

OBJECT-CLASS. &id,

SET OF ATTRIBUTE.&id,

SET SIZE (1-\.MAX) OF ATTRIBUTE.&id OPTIONAL,

ti= |

ObjectClassDescription
objectIdentifierFirstComponentMatch
directoryOperation
objectClassDescription. &id
{"objectClasses"}
id-soa-objectClasses }

:= SEQUENCE ({

OBJECT-CLASS. &id,

SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
UnboundedDirectoryString
BOOLEAN
ObjectClassInformation,

OPTIONAL,
DEFAULT FALSE,

NameFormDescription
objectIdentifierFirstComponentMatch
directoryOperation
nameFormDescription. &id
{"nameForms" }

id-soa-nameForms }

OPTIONAL,
DEFAULT FALSE,

matchingRuleUse ATTRIBUTE ::= {
WITH TAX MatchingRuleUseDescription
EQUALIITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
LDAP- TAX matchingRuleUseDescription. &id
LDAP- {"matchingRuleUse"}
D id-soa-matchingRuleUse }
MatchingRuleUseDescription ::= SEQUENCE ({
identijfier MATCHING-RULE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] SET OF ATTRIBUTE. &id,
}
structuralObjectClass ATTRIBUTE ::= ({

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

LDAP-SYNTAX

LDAP-NAME

ID

172

Rec. ITU-T X.501 (10/2019)

OBJECT IDENTIFIER
objectldentifierMatch

TRUE

TRUE

directoryOperation

oid.&id
{"structuralObjectClass"}
id-soa-structuralObjectClass }
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governingStructureRule ATTRIBUTE

WITH S
EQUALI
SINGLE
NO USE
USAGE
LDAP-S

YNTAX

TY MATCHING RULE
VALUE

R MODIFICATION

YNTAX

LDAP-NAME

ID

contextT
WITH S
EQUALI
USAGE
ID

name
description
obsolete
info tion [O0]
}
ContextInformation =
syntax
asserfionSyntax

}

ypes ATTRIBUTE
YNTAX
TY MATCHING RULE

dITContextUse ATTRIBUTE

WITH S
EQUALT
USAGE
ID

YNTAX
TY MATCHING RULE

DITCont

identilfier

name
descri
obsol
info

}

manda
optio
}

DITContHEtUseInformation

tUseDescription

tion
te
tion

[0]

ryContexts
1lContexts

[1]
[2]

CONTEXT. &id,

SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
UnboundedDirectoryString
BOOLEAN
ContextInformation,

SEQUENCE {
UnboundedDirectoryString,
UnboundedDirectoryString OPTIONAL,

|

ATTRIBUTE. &id,

SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
UnboundedDirectoryString OPTIONAL,

BOOLEAN DEFAULT FALSE,

DITContextUseInformation,

ISO/IEC 9594-2:2020 (E)

.:={

INTEGER

integerMatch

TRUE

TRUE

directoryOperation

integer. &id
{"governingStructureRule"}
id-soa-governingStructureRule }

= {

ContextDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-contextTypes }

CE—{

OPTIONAL,
DEFAULT FALSE,

DITContextUseDescription
objectlIdentifierFirstComponeéntMatch
directoryOperation
id-soa-dITContextUse }

SEQUENCE {

SEQUENCE {
SET-SIZE (l1..MAX) OF CONTEXT.&id OPTIONAL,

SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,

friends ATTRIBUTE : ;="
WITH SYNTAX FriendsDescription
EQUALIITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
iD id-soa-friends }

FriendsDescription ::= SEQUENCE {
anchor ATTRIBUTE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
friends [0] SET SIZE (1..MAX) OF ATTRIBUTE.&id,

}

-- object identifier assignments

-- schem

id-soc-subschema OBJECT IDENTIFIER

a object classes

{id-soc 1}

-- schema operational attributes

id-soa-d
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id-soa-dITContentRules OBJECT
id-soa-matchingRules OBJECT
id-soa-attributeTypes OBJECT
id-soa-objectClasses OBJECT
id-soa-nameForms OBJECT
id-soa-matchingRuleUse OBJECT
id-soa-structuralObjectClass OBJECT

id-soa-governingStructureRule OBJECT

id-soa-contextTypes
id-soa-dITContextUse
id-soa-friends

OBJECT
OBJECT
OBJECT

END -- SchemaAdministration
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IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER

{id-soa 2}
{id-soa 4}
{id-soa 5}
{id-soa 6}
{id-soca 7}
{id-soa 8}
{id-soa 9}
{id-soa 10}
{id-soa 11}
{id-soa 12}
{id-soa 13}
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Annex D

Service administration in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined in
clause 16 in the form of an ASN.1 module, ServiceAdministration.
ServiceAdministration
{joint-iso-itu-t ds(5) module(l) serviceAdministration(33) 9}
DEFINITIONS ::=
BEGIN
-- EXPORTS All
/*
The typels and values defined in this module are exported for use in the other ASN|1
modules [contained within these Directory Specifications, and for the use pof other
applicatlions which will use them to access Directory services. Other applications|may
use them for their own purposes, but this will not constrain extensions 'and
modifications needed to maintain or improve the Directory service.
*/
IMPORTS
-- fr Rec. ITU-T X.501 | ISO/IEC 9594-2
ATTRIBUTE, AttributeType, CONTEXT, MATCHING-RULE, OBJECT~CLASS,
SupporjtedAttributes, SupportedContexts
FROM InformationFramework
int-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS
-- fr Rec. ITU-T X.511 | ISO/IEC 9594-3
FamilyGrouping, FamilyReturn, HierarchySeléctions, SearchControlOptions,
ServigeControlOptions
FROM DirectoryAbstractService
{jloint-iso-itu-t ds(5) module(l).directoryAbstractService(2) 9} WITH SUCCESEORS ;
-- type
SearchRule ::= SEQUENCE {
COMPONENTS OF SearchRulelId;
servigeType [1]* OBJECT IDENTIFIER OPTIONAL,
userCllass [2]» INTEGER OPTIONAL,
inputAttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
attributeCombination ) [4] AttributeCombination DEFAULT apd:{},
outputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defaulltControls [6] ControlOptions OPTIONAL,
mandatoryControls [7] ControlOptions OPTIONAL,
searchRuleCentrols [8] ControlOptions OPTIONAL,
familyjGrouping [9] FamilyGrouping OPTIONAL,
familyRéturn [10] FamilyReturn OPTIONAL,
relaxation [11 ] Relaxati r\n'Dn'l'ir!y n'D"I"TOm_’_
additionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
allowedSubset [13] AllowedSubset DEFAULT '111'B,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL,
}
SearchRuleId ::= SEQUENCE ({
id INTEGER,
dmdId [0] OBJECT IDENTIFIER }
AllowedSubset = BIT STRING {baseObject(0), oneLevel(l), wholeSubtree(2)}
ImposedSubset ::= ENUMERATED {baseObject(0), onelLevel(l), wholeSubtree(2),...}
RequestAttribute ::= SEQUENCE ({
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attributeType ATTRIBUTE. &id ({SupportedAttributes}),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({SupportedAttributes} {@attributeType}) OPTIONAL,
defaultvValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE {
entryType OBJECT-CLASS. &id OPTIONAL,
values SEQUENCE OF ATTRIBUTE. &Type
({SupportedAttributes} {QattributeType}),
...} OPTIONAL,
contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and:{},
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL,
}
ContextProfile ::= SEQUENCE {

contextType CONTEXT. &id ({SupportedContexts}),
contextValue SEQUENCESIZE (I - MAX) OF CONTEXT &ASSertion

({SupportedContexts} {QcontextType}) OPTIONAL,
}

ContextCombination ::= CHOICE {
context [0] CONTEXT.&id({SupportedContexts}),
and [1] SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
not [3] ContextCombination,
}
MatchingUse ::= SEQUENCE {
restrilctionType MATCHING-RESTRICTION. &id ({SupportedMatchingRestrictions}),

re

--D
--'s
-- T
--'s

Supp

Attr
at
an
or
no

Resu
at
ou

strijctionvValue MATCHING-RESTRICTION. &Restriction
({SupportedMatchingRestrictions}M@restrictionType}),

}

efinition of the following information object set is deferred, perhaps to
tandardized profiles or to protocol implementation conformance statements.
he t is required to specify a table constraint on the components of
upportedMatchingRestrictions

ort]:MatchingRestrictions MATCHING-RESTRICTION ::= {...}
ibutjeCombination ::= CHOICE ({
tribute [0] AttributeType,
d [1] SEQUENCE OF AttributeCombination,
[2] SEQUENCE OE-AttributeCombination,
t [3] AttributeCombination,
}
ltAHtribute ::= SEQUENCE {
tributeType ATTRIBUTE. &id ({SupportedAttributes}),
tpugvValues CHOICE {
selegctedValues SEQUENCE OF ATTRIBUTE. &Type

({SupportedAttributes} {QattributeType}),

matchedValuesOnly NULL } OPTIONAL,
contexlts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL,

Cont

}

rolOptions ::= SEQUENCE ({

serviceControls [0] ServiceControlOptions DEFAULT {},
searchOptions [1] SearchControlOptions DEFAULT {searchAliases},
hierarchyOptions [2] HierarchySelections OPTIONAL,

}

EntryLimit ::= SEQUENCE ({

de

fault INTEGER,

max INTEGER,

}

RelaxationPolicy ::= SEQUENCE ({

ba

sic [0] MRMapping DEFAULT {},

tightenings [1] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (l1..MAX) OF MRMapping OPTIONAL,
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maximum [3]
minimum [4]
}
MRMapping ::= SEQUENCE {
mapping [0]

substitution [1]
}

INTEGER OPTIONAL,
INTEGER DEFAULT 1,

SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,
SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL,

ISO/IEC 9594-2:2020 (E)

-- mandatory if tightenings is present

Mapping ::= SEQUENCE ({
mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY {-- shall be an--
-- object identifier of a mapping-based matching algorithm -- }),
level INTEGER DEFAULT O,
}
MRSubstitution ::= SEQUENCE ({
attribute AttributeType,
oldMatichingRule [0] MATCHING-RULE.&id OPTIONAL,
newMafchingRule [1] MATCHING-RULE.&id OPTIONAL,
}
-- ASN.]] information object classes
SEARCH-RULE ::= CLASS {
&dmdI OBJECT IDENTIFIER,
&servilceType OBJECT IDENTIFIER OPTIONAL,
&user(lass INTEGER OPTIONAL,
&InpufAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&combination AttributeCombination OPTIONAL,
&OutpytAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defaultControls ControlOptions OPTIONAL,
&mandaltoryControls ControlOptions OPTIONAL,
&seardhRuleControls ControlOptions OPTIONAL,
&famillyGrouping FamilyGrouping OPTIONAL,
&famillyReturn FamilyReturn OPTIONAL,
&addifionalControl AttributeType OPTIONAL,
&relaxlation RelaxationPolicy OPTIONAL,
&allowledSubset AllowedSubset DEFAULT '111'B,
&imposjedSubset ImposedSubset OPTIONAL,
gentrylLimit EntryLimit OPTIONAL,
&id INTEGER UNIQUE }
WITH SYNTAX {
DMD ID &dmdId
[SERVICE-TYPE &serviceType]
[USER-ICLASS &userClass]
[INPUT| ATTRIBUTES &InputAttributeTypes]
[COMBINATION &combination]
[OUTP ATTRIBUTES &OutputAttributeTypes]
[DEFAULT CONTROL &defaultControls]
[MANDAITORY CONTROL &mandatoryControls]
[SEARCH-RULE CONTROL &searchRuleControls]
[FAMILY-GROUPING &familyGrouping]
[FAMILY-RETURN &familyReturn]
[ADDITIIONAL/ CONTROL &additionalControl]
[RE TION &relaxation]
[ALLOWED SUBSET &allowedSubset]
[IMPOSED SUBSET &imposedSubset]
[ENTRY LIMIT &entryLimit]
ID &id }
REQUEST-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE. &id,
&SelectedValues ATTRIBUTE. &Type OPTIONAL,
&DefaultValues SEQUENCE ({
entryType OBJECT-CLASS. &id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type } OPTIONAL,
&contexts SEQUENCE OF ContextProfile OPTIONAL,
&contextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,
&includeSubtypes BOOLEAN DEFAULT FALSE }

WITH SYNTAX {

© ISO/IEC 2020 - All rights reserved
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ATTRIBUTE TYPE &attributeType

[SELECTED VALUES &SelectedValues]

[DEFAULT VALUES &DefaultValues]

[CONTEXTS &contexts]

[CONTEXT COMBINATION &contextCombination]

[MATCHING USE &MatchingUse]

[INCLUDE SUBTYPES &includeSubtypes] }
RESULT-ATTRIBUTE ::= CLASS {

&attributeType ATTRIBUTE. &id,

&outputValues CHOICE {

selectedValues SEQUENCE OF ATTRIBUTE. &Type,
matchedValuesOnly NULL } OPTIONAL,

&contexts ContextProfile OPTIONAL }
WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[OUTPUYT VALUES __&soutputvalues]

[CONTEXTS &contexts] }
MATCHING-RESTRICTION ::= CLASS {

&Restriction,

&Rule MATCHING-RULE. &id,

&id YjT OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

RESTRIICTION &Restriction

RULES &Rules

iD &id }
END -- ServiceAdministration

178 Rec. ITU-T X.501 (10/2019) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=01f711206997eb9c559cd96c397b0e95

ISO/IEC 9594-2:2020 (E)

Annex E

Basic Access Control in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex provides a summary of all of the ASN.1 type and value definitions for Basic Access Control. The
form the ASN.1 module BasicAccessControl.

BasicAccessControl

{joint-iso-itu-t ds(5) module(l) basicAccessControl (24) 9}
DEFINITIONS ::=
BEGIN

definitions

S All

The typ
modules
applica
use the
modific
*/

IMPORTS

ions which will use them to access Directory services. Other applications
for their own purposes, but this will not constrain extensions,‘and
tions needed to maintain or improve the Directory service.

-- fr Rec. ITU-T X.501 | ISO/IEC 9594-2
id-acal, id-acScheme
UsefulDefinitions

InformationFramework
int-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS

Rec. ITU-T X.511 | ISO/IEC 9594:3

DirectoryAbstractService
int-iso-itu-t ds(5) module(l) directoryAbstractService(2) 9} WITH SUCCES

Rec. ITU-T X.520 | ISO/IEC 9594-6

ryStringFirstComponentMatch, NameAndOptionalUID,

edDirectoryString, Uniqueldentifier

SelectedAttxibuteTypes

int-iso7itu-t ds(5) module(l) selectedAttributeTypes(5) 9} WITH SUCCESSO

accessControlSchéme ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER

EQUALITY\'MATCHING RULE objectIdentifierMatch
SINGLE. VALUE TRUE

s and values defined in this module are exported for use in the other ASN|1
ontained within these Directory Specifications, and for the use pof other

may

HName ,

SORS

USAGE directoryOperation
ID id-aca-accessControlScheme }

-- types

ACIItem ::= SEQUENCE {
identificationTag UnboundedDirectoryString,
precedence Precedence,
authenticationLevel Authenticationlevel,
itemOrUserFirst CHOICE {
itemFirst [0] SEQUENCE ({
protectedItems ProtectedItems,
itemPermissions SET OF ItemPermission,
R
userFirst [1] SEQUENCE {
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userClasses UserClasses,
userPermissions SET OF UserPermission,
...},
..}y,
}
Precedence ::= INTEGER(0..255,...)
ProtectedItems ::= SEQUENCE {
entry [0] NULL OPTIONAL,
allUserAttributeTypes [1] NULL OPTIONAL,
attributeType [2] SET SIZE (1..MAX) OF AttributeType
OPTIONAL,
allAttributeValues [3] SET SIZE (1..MAX) OF AttributeType
OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attri [5T SET SIZE (I -MAX) OF AttributeTypeAndavalue |
OPTIONAL,
selfVvalue [6] SET SIZE (1..MAX) OF AttributeType
OPTIONAL,
rangeQfValues [7] Filter OPTIONAL,
maxVallueCount [8] SET SIZE (1l..MAX) OF MaxValueCount
OPTIONAL,
maxImmSub [9] INTEGER OPTIONAL,
restrilctedBy [10] SET SIZE (1l..MAX) OF RestrictedValue
OPTIONAL,
contexits [11] SET SIZE (l1..MAX) OF ContextAssertion
] OPTIONAL,
classels [12] Refinement OPTIONAL;
}
MaxValuelCount ::= SEQUENCE {
type ]: AttributeType,
maxCount INTEGER,
}
RestrictledValue ::= SEQUENCE ({
type ]e AttributeType,
valuesfIn AttributeType,
}
UserClasjses ::= SEQUENCE {
allUsjrs [0] NULL OPTIONAL,
thisEntry [1] NULL OPTIONAL,
name [2] SET SIZE (1...MAX) OF NameAndOptionalUID OPTIONAL,
userGrioup [3] SET SIZE, (1..MAX) OF NameAndOptionalUID OPTIONAL,
-- dn-component shall be the name of an
-- entry of GroupOfUniqueNames
subtree [4] SET“SIZE (1..MAX) OF SubtreeSpecification OPTIONAL,
}
ItemPermission\ \: ;= SEQUENCE {
precedence Precedence OPTIONAL,
~- defaults to precedence in ACIItem
userClasses UserClasses,

grantsAndDenials GrantsAndDenials,
}

UserPermission ::= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in ACIItem
protectedItems ProtectedItems,

grantsAndDenials GrantsAndDenials,
}

AuthenticationLevel ::= CHOICE {
basicLevels SEQUENCE {
level ENUMERATED {none(0), simple(l), strong(2),...},
localQualifier INTEGER OPTIONAL,
signed BOOLEAN DEFAULT FALSE,
NN I
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other

}

GrantsAndDenials ::=

EXTERNAL,

BIT STRING {

-- permissions that may be used in conjunction
-- with any component of ProtectedItems

grantAdd (0),
denyAdd (1),
grantDiscloseOnError (2),
denyDiscloseOnError (3),
grantRead (4),
denyRead (5),
grantRemove (6),
denyRemove (7),

-- permissions that may be used only in conjunction
-- with the entry component

ISO/IEC 9594-2:2020 (E)

grant 8y

denyB 9),

grant (10),
denyE (11),
grant (12),
denyI (13),
gran (14),
denyM (15),
grant (1e6) ,
denyR (17),
grantReturnDN (18),
denyRelturnDN (19),

issions that may be used in conjunction

-- wi any component, except entry, of ProtectedItems
grantCompare (20),
denyCompare (21),
grantFilterMatch (22) ,
denyFillterMatch (23),
grantIinvoke (24),
denyInvoke (25) }
-- attributes
prescriptiveACI ATTRIBUTE ::= ({
WITH SYNTAX ACIItem

EQUALIITY MATCHING RULE

USAGE
ID

directoryStringFirstComponentMatch
directoryOperation
id-aca-prescriptiveACI }

entryACT
WITH S
EQUALT
USAGE
iD

ATTRIBUTE ::= {
[YNTAX
TY MATCHING RULE

subentryACI ATTRIBUTE ::=

ACIItem
directoryStringFirstComponentMatch
directoryOperation

id-aca-entryACI }

{

WITH SYNTAX ACIItem

EQUALIITY”MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID i1d-aca-subentryACI }

-- object identifier assignments

-- attributes

id-aca-accessControlScheme
id-aca-prescriptiveACI
id-aca-entryACI
id-aca-subentryACI

-- access control schemes
basicAccessControlScheme

simplifiedAccessControlScheme
rule-based-access-control

© ISO/IEC 2020 - All rights reserved

OBJECT IDENTIFIER ::= {id-aca 1}
OBJECT IDENTIFIER ::= {id-aca 4}
OBJECT IDENTIFIER ::= {id-aca 5}
OBJECT IDENTIFIER ::= {id-aca 6}
OBJECT IDENTIFIER ::= {id-acScheme 1}
OBJECT IDENTIFIER ::= {id-acScheme 2}
OBJECT IDENTIFIER ::= {id-acScheme 3}
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{id-acScheme 4}

rule-and-basic-access-control OBJECT IDENTIFIER ::
{id-acScheme 5}

rule-and-simple-access-control OBJECT IDENTIFIER ::

END -- BasicAccessControl
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Annex F

DSA operational attribute types in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type and value definitions contained in clauses 23 and 24 in the form of an ASN.1

module, DSAOperationalAttributeTypes.

DSAOperationalAttributeTypes
{joint-iso-itu-t ds(5) module(l) dsaOperationalAttributeTypes (22) 9}
DEFINITIONS ::=

BEGIN
-- EXPORTS All
/*
The typels and values defined in this module are exported for use in the other ASN|1
modules [contained within these Directory Specifications, and for the use pof other
applicatlions which will use them to access Directory services. Other applications|may
use them for their own purposes, but this will not constrain extensions 'and
modifications needed to maintain or improve the Directory service.
*/
IMPORTS
-- fr Rec. ITU-T X.501 | ISO/IEC 9594-2
id-do id-kmr
FROM UsefulDefinitions
{jloint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS
ATTRIBUTE, MATCHING-RULE, Name
FROM InformationFramework
{jloint-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS
OperaflionalBindingID
FROM OperationalBindingManagement
{jloint-iso-itu-t ds(5) module(l). ‘lopBindingManagement(18) 9} WITH SUCCESSORS
-- fr Rec. ITU-T X.518 | ISO/IEC)9594-4
AccesslPoint, DitBridgeKnowledge, MasterAndShadowAccessPoints
FROM DistributedOperations
{jloint-iso-itu-t ds(5) module(l) distributedOperations(3) 9} WITH SUCCESSORE
-- fr Rec. ITU-T X.(520 | ISO/IEC 9594-6
bitStringMatch, directoryStringFirstComponentMatch
FROM SelectedAttxibuteTypes
{jloint-iso7itu-t ds(5) module(l) selectedAttributeTypes(5) 9} WITH SUCCESSORS ;

dseType ATTRIBUTE ::= ({
WITH SYNTAX DSEType
EQUALITY\MATCHING RULE bitStringMatch
SINGT FLALUE TRUE
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-dseType }
DSEType ::= BIT STRING {
root (0), =-- root DSE
glue (1), -- represents knowledge of a name only
cp (2), -- context prefix
entry (3), -- object entry
alias (4), -- alias entry
subr (5), -- subordinate reference
nssr (6), -- non-specific subordinate reference
supr (7), -- superior reference
Xr (8), =-- cross reference
admPoint (9), -- administrative point
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subentry (10), -
shadow (11), -
immSupr (13), -
rhob (14), -
sa (15), -
dsSubentry (16), -
familyMember (17), -
ditBridge (18)} -
--writeableCopy (19)

myAccessPoint ATTRIBUTE

subentry

shadow copy

immediate superior reference

rhob information

subordinate reference to alias entry
DSA Specific subentry

family member

DIT bridge reference

writeable copy (currently not used)

{

WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID Td=doa-myAccessPoint |

superiorKnowledge ATTRIB
WITH S|YNTAX

EQUALIITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

specifigKknowledge ATTRIB
WITH S|YNTAX
EQUALIITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

nonSpeci]
WITH S
EQUALT
NO USH
USAGE
ID

ficKnowledge ATT
[YNTAX

TY MATCHING RULE
R MODIFICATION

OrConsumer )
NTS OF

ntID

Suppliern
COMPO!
agree

}

SupplierInformation

COMPONENTS OF
suppliler-is-master
non-supplying-master

}

supplierKnowledge ATTRIB
WITH SYNTAX

UTE {
AccessPoint
accessPointMatch
TRUE
dSAOperation
id-doa-superiorKnowledge }

UTE {
MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch
TRUE
TRUE
distributedOperation
id-doa-specificKnowledge }

RIBUTE {
MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch
TRUE
distributedOperation
id-doa-nonSpecificKnowledge }

ET {
AccessPoint, -- supplier or consumer
[3] OperationalBindingID,
SET {
SupplierOrConsumer, -- supplier
[4] BOOLEAN DEFAULT TRUE,
[5] AccessPoint OPTIONAL,

UTE {
SupplierInformation

EQUALIITYMATCHING RULE supplierOrConsumerInformationMatch
NO USER“MODIFICATION TRUE

USAGE dSAOperation

D id-doa-supplierKnowledge }

ConsumerInformation

consumerKnowledge ATTRIBUTE

WITH SYNTAX
EQUALITY MATCHING RULE

SupplierOrConsumer -- consumer

{

ConsumerInformation
supplierOrConsumerInformationMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-consumerKnowledge }
SupplierAndConsumers = SET {

COMPONENTS OF AccessPoint, -- supplier

consumers

}

[31]
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secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX SupplierAndConsumers
EQUALITY MATCHING RULE supplierAndConsumersMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-secondaryShadows }
ditBridgeKnowledge ATTRIBUTE ::= {

WITH SYNTAX DitBridgeKnowledge

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

D id-doa-ditBridgeKnowledge }

-- matching rules

access:jintMatch MATCHING-RULE ::= {
SYNT. Name

D id-kmr-accessPointMatch }
masterAndShadowAccessPointsMatch MATCHING-RULE ::= {

SYNTAX SET OF Name

D id-kmr-masterShadowMatch }
supplierOrConsumerInformationMatch MATCHING-RULE ::= {

SYNTAX SET {

ae-title [0] Name,
agrelement-identifier [2] INTEGER}

iDp id-kmr-supplierConsumerMatch }
supplie dConsumersMatch MATCHING-RULE ::= {

SYNT Name

D id-kmr-supplierConsumersMatch }
-- objeqgt identifier assignments
-- dsa operational attributes
id-doa-dseType OBJECT \IDENTIFIER ::= {id-doa 0}
id-doa-myAccessPoint OBJECT IDENTIFIER ::= {id-doa 1}
id-doa-sjuperiorKnowledge OBJECT IDENTIFIER = {id-doa 2}
id-doa-sjpecificKnowledge OBJECT IDENTIFIER ::= {id-doa 3}
id-doa-njonSpecificKnowledge OBJECT IDENTIFIER ::= {id-doa 4}
id-doa-sjupplierKnowledge OBJECT IDENTIFIER = {id-doa 5}
id-doa-donsumerKnowledge OBJECT IDENTIFIER = {id-doa 6}
id-doa-slecondaryShadows OBJECT IDENTIFIER ::= {id-doa 7}
id-doa-ditBridgeKnowledge OBJECT IDENTIFIER ::= {id-doa 8}

-- knowlledge matching rules

id-kmr-accessPointMatch OBJECT IDENTIFIER ::= {id-kmr 0}
id-kmr-masterShadowMatch OBJECT IDENTIFIER ::= {id-kmr 1}
id-kmr-sjupplierConsumerMatch OBJECT IDENTIFIER ::= {id-kmr 2}
id-kmr-supplierConsumersMatch OBJECT IDENTIFIER ::= {id-kmr 3}

END -- DSAOperationalAttributeTypes
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Annex G

Operational binding management in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type, value and information object class definitions regarding Operational Bindings
relevant to this Directory Specification in the form of the ASN.1 module OperationalBindingManagement.

OperationalBindingManagement
{joint-iso-itu-t ds(5) module(l) opBindingManagement(18) 9}

DEFINITIONS ::=
BEGIN
-- EXPORTS All
/*
The typels and values defined in this module are exported for use in the other ASN|1
modules [contained within these Directory Specifications, and for the use pof other
applicaflions which will use them to access Directory services. Other applications|may
use them for their own purposes, but this will not constrain extensions 'and
modifications needed to maintain or improve the Directory service.
*/
IMPORTS
-- fr Rec. ITU-T X.501 | ISO/IEC 9594-2
OPTIO LY-PROTECTED-SEQ
FROM EnhancedSecurity
{jloint-iso-itu-t ds(5) modules(l) enhancedSecurity(28) 9} WITH SUCCESSORS
hierarchicalOperationalBinding, nonSpecificHieraxchicalOperationalBinding
FROM HierarchicalOperationalBindings
{jloint-iso-itu-t ds(5) module(l) hierarchicalOperationalBindings (20) 9}
ITH SUCCESSORS
-- from Rec. ITU-T X.511 | ISO/IEC 9594-3
CommonResultsSeq, securityError, SecurityParameters
FROM DirectoryAbstractService
{jloint-iso-itu-t ds(5) module(l) directoryAbstractService(2) 9} WITH SUCCESEORS
-- fr Rec. ITU-T X.518 | (ISO/IEC 9594-4
AccesslPoint, dSABind
FROM DistributedOperations
{Jjloint-iso-itu-t ds(5) module(l) distributedOperations(3) 9} WITH SUCCESSORp
-- fr Rec. ITU-T X.519 | ISO/IEC 9594-5
id-err-operationalBindingError, id-op-establishOperationalBinding,
id-op-modifyOperationalBinding, id-op-terminateOperationalBinding,
OPERATIION,, ERROR
FRO onProtocol Qpnr‘i fication

{

APPLI

joint-iso-itu-t ds(5) module(l) commonProtocolSpecification(35) 9} WITH SUCCESSORS

CATION-CONTEXT

FROM DirectoryOSIProtocols

{

joint-iso-itu-t ds(5) module(l) directoryOSIProtocols(37) 9} WITH SUCCESSORS

-- from Rec. ITU-T X.525 | ISO/IEC 9594-9

shadowOperationalBinding

FRO
{

M DirectoryShadowAbstractService
joint-iso-itu-t ds(5) module(l) directoryShadowAbstractService(15) 9}
WITH SUCCESSORS ;

-- bind and unbind
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dSAOperationalBindingManagementBind OPERATION ::= dSABind
OPERATIONAL-BINDING ::= CLASS {
&Agreement ,
&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
AGREEMENT &§Agreement
APPLICATION CONTEXTS &Cooperation
[SYMMETRIC &both]
[ASYMMETRIC
[ROLE-A &roleA]
[ROLE-B &roleB]]
ID 73 Ko Ny
OP-BINDING-COOP ::= CLASS {

sappldontext APPLICATION-CONTEXT,
&Operations OPERATION OPTIONAL }
WITH SYNTAX {

&applContext
[APPLIES TO &Operations] }
OP-BIND-ROLE ::= CLASS {
&establish BOOLEAN DEFAULT FALSE,
&EstablishParam,
&modi fly BOOLEAN DEFAULT FALSE,
&Modi flyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TermilnateParam OPTIONAL }
WITH SYNTAX {

ISHMENT-INITIATOR &establish]
ISHMENT-PARAMETER &EstablishParam
ICATION-INITIATOR &modify]
ICATION-PARAMETER &ModifyParam]
ATION-INITIATOR &terminate]
ATION-PARAMETER &TerminateParam] }

tions, arguments and results

establishOperationalBinding OPERATION ::= {

ARG T EstablishOperationalBindingArgument
RESUL EstablishOperationalBindingResult

ERROR {operationalBindingError | securityError}
CODE id-op-establishOperationalBinding }

OperationalBindingArgument ::=
LLY-PROTECTED-SEQ { EstablishOperationalBindingArgumentData }

EstablishOperationalBindingArgumentData ::= SEQUENCE {
bindingType [0] OPERATIONAL-BINDING. &id({OpBindingSet}),
bindingIb [1] OperationalBindingID OPTIONAL,
accequoint [2] AccessPoint,
-- symmetric, Role A initiates, or Role B 1initiates
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING. &both.&EstablishParam
({OpBindingSet} {@bindingType}) ,
roleA-initiates [4] OPERATIONAL-BINDING. &roleA.&EstablishParam
({OpBindingSet} {@bindingType}) ,
roleB-initiates [5] OPERATIONAL-BINDING. &roleB. &EstablishParam
({OpBindingSet} {@bindingType}) },
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet} {@bindingType}) ,
valid [7] Validity DEFAULT ({},

securityParameters [8] SecurityParameters OPTIONAL,

}

OpBindingSet OPERATIONAL-BINDING ::= ({
shadowOperationalBinding |
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hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

OperationalBindingID ::= SEQUENCE ({
identifier INTEGER,
version INTEGER,
}
Validity ::= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,
...} DEFAULT now:NULL,
validUntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] Time,

.. [ DEFAULT exXpIlicitTerminationTNULL;
}
Time ::=5 CHOICE {

utcTiji UTCTime,

generallizedTime GeneralizedTime,

}

EstablishOperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ
{ EstabllishOperationalBindingResultData }

EstablishOperationalBindingResultData ::= SEQUENCE {
bindingType [0] OPERATIONAL-BINDING. &id({OpBindingSet}),
bindinjgID [1] OperationalBindingID OPTIONAL,
oint [2] AccessPoint,
etric, Role A replies, or Role B replies
tor CHOICE ({
tric [3] OPERATIONAL-BINDING. &bothi&EstablishParam
({OpBindingSet} {@bindingType}) ,
-replies [4] OPERATIONAL-BINDING. &roleA.&EstablishParam
({OopBindingSet} {@bindingType}) ,
-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}) {lbindingType}) },

NTS OF CommonResultsSeq }

rationalBinding OPERATION ::= {

T ModifyOperationalBindingArgument
ModifyOperationalBindingResult
{operationalBindingError | securityError}
id-op-modifyOperationalBinding }

rationalBindingArgument ::=
LY-PROTECTED-SEQ { ModifyOperationalBindingArgumentData }

Modify rationalBindingArgumentData ::= SEQUENCE ({
bindinlgType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bindinjgID [1] OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,
-- symmetric, Role A initiates, or Role B initiates
initiator CHOICE ({
symmetric [3] OPERATIONAL-BINDING. &both.&ModifyParam

({OpBindingSet} {@bindingType}) ,
roleA-initiates [4] OPERATIONAL-BINDING. &roleA.&ModifyParam

({OpBindingSet} {@bindingType}) ,
roleB-initiates [5] OPERATIONAL-BINDING. &roleB.&ModifyParam

({OpBindingSet} {@bindingType})} OPTIONAL,

newBindingID [6] OperationalBindingID,

newAgreement [7] OPERATIONAL-BINDING. &Agreement
({OpBindingSet} {@bindingType}) OPTIONAL,

valid [8] ModifiedValidity OPTIONAL,

securityParameters [9] SecurityParameters OPTIONAL,

-}
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ModifiedValidity ::= SEQUENCE {

validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,
...} DEFAULT now:NULL,

validUntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] Time,
unchanged [2] NULL,

} DEFAULT unchanged:NULL,
}

ModifyOperationalBindingResult ::= CHOICE {
null NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ{ ModifyOperationalBindingResultData },
o}

ModifyOJerationalBindingResultData ::= SEQUENCE {
newBindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING. &id ({OpBindingSet}) ,
newAgreement OPERATIONAL-BINDING. &Agreement ({OpBindingSet}{Q.bindingTypel}),
valid Validity OPTIONAL,

ceey
COMPONENTS OF CommonResultsSeq

terminajeOperationalBinding OPERATION ::= ({
ARG T TerminateOperationalBindingArgument
RESULT TerminateOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-terminateOperationalBinding }

TerminafeOperationalBindingArgument ::=
OPTIO LY-PROTECTED-SEQ { TerminateOperationalBindingArgumentData }

TerminateOperationalBindingArgumentData ::=(SEQUENCE ({
bindingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bindinjgID [1] OperationalBindingID,
-- s etric, Role A initiates, or Role B initiates
initiator CHOICE {
s tric [2] OPERATIONAL-BINDING. &both.&TerminateParam
({OpBindingSet} {@bindingType}) ,
roleA-initiates [3] ,OPERATIONAL-BINDING. &roleA.&TerminateParam
({OpBindingSet} {@bindingType}) ,
roleB-initiates [4] <OPERATIONAL-BINDING. &roleB. &TerminateParam
({OpBindingSet} {@bindingType})} OPTIONAL,
terminateAt [5] Time OPTIONAL,

securijtyParameters “[6] SecurityParameters OPTIONAL,

-}

TerminatieOperationalBindingResult ::= CHOICE {
null NULL,

protedted,".{1] OPTIONALLY-PROTECTED-SEQ{ TerminateOperationalBindingResultData| },

}

TerminateOperationalBindingResultData ::= SEQUENCE {
bindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING. &id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

-7
ceey
COMPONENTS OF CommonResultsSeq }

-- errors and parameters

operationalBindingError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED-SEQ {OpBindingErrorParam}
CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {
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