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Introduction

This Recommendation | International Standard, together with other Recommendations in the ITU-T X.500-series | parts
of ISO/IEC 9594, has been produced to facilitate the interconnection of information processing systems to provide
directory services. A set of such systems, together with the directory information that they hold, can be viewed as an
integrated whole, called the Directory. The information held by the Directory, collectively known as the Directory
Information Base (DIB), is typically used to facilitate communication between, with or about objects such as application
entities, people, terminals and distribution lists.

The Directory plays a significant role in Open Systems Interconnection (OSI), whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;
— under different managements;
. of different levels of complexity; and

+  of different ages.

This Recomendation | International Standard provides a number of different models for the Directory as a framework
for the oth¢r Recommendations in the ITU-T X.500 series | parts of ISO/IEC 9594. The models are the’overall (functional)
model; th¢ administrative authority model, generic Directory Information Models providinig Directory| User and
Administrative User views on Directory information, generic DSA and DSA information models, an Qperational
Framework and a security model.

The generfc Directory Information Models describe, for example, how information.about objects is groupgd to form
Directory ¢ntries for those objects and how that information provides names for.objects.

The generic DSA and DSA information models and the Operational Framework provide support for| Directory
distribution.

This RecoLmendation | International Standard provides a specialization of the generic Directory Information|Models to
support Difectory Schema administration.

This Recommendation | International Standard provides the foundation frameworks upon which industry profliles can be
defined by|other standards groups and industry forums. Manyof the features defined as optional in these framejvorks may
be mandated for use in certain environments through profiles. This eight edition technically revises and enhances the
seventh edjtion of this Recommendation | International~Standard.

This eight pdition specifies versions 1 and 2 of the Directory protocols.

The first ahd second editions specified onlylversion 1. Most of the services and protocols specified in this pdition are
designed tp function under version 1. However, some enhanced services and protocols, e.g., signed errofs, will not
function upless all Directory entities involved in the operation have negotiated version 2. Whichever versioh has been
negotiated| differences between the services and between the protocols defined in this eight editions, excegdt for those
specifically assigned to version~2,"are accommodated using the rules of extensibility defined in Rec. ITU-T X.519 |
ISO/IEC 9p94-5.

Annex A, which is an iftegral part of this Recommendation | International Standard, summarizes the usage of ASN.1
object iderftifiers in thedTU-T X.500-series Recommendations | parts of ISO/IEC 9594,

Annex B, which-is:an integral part of this Recommendation | International Standard, provides the ASN.1 moglule which
contains all of the’definitions associated with the information framework.

Annex C, Whicrf AN INteqr
administration schema in ASN.1.

subschema

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Service Administration.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for Basic
Access Control.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with DSA operational attribute types.

Annex G, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with operational binding management operations.
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Annex H, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with enhanced security.

Annex I, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains the definitions for LDAP system schema using the ASN.1 ATTRIBUTE information object.

Annex J, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

Annex K, which is not an integral part of this Recommendation | International Standard, describes some criteria that can
be considered in designing names.

Annex L, which is not an integral part of this Recommendation | International Standard, provides some examples of
various aspects of Schema.

Annex M, which is not an integral part of this Recommendation | International Standard, provides an overview of the

ORISR

1 1otad gt D ia A fal tral
semantics gssottatetrwtiBaste-Aceess-Controt pCI THTSSTOTTST

Annex N, Wwhich is not an integral part of this Recommendation | International Standard, provides an extendgd example
of the use ¢f Basic Access Control.

Annex O, which is not an integral part of this Recommendation | International Standard, describes/Some DSA specific
entry comBinations.

Annex P, which is not an integral part of this Recommendation | International Standard, provides a framewprk for the
modelling pf knowledge.

Annex Q,|which is not an integral part of this Recommendation | Internationak Standard, describes the foncept of
subfilters.

Annex R, Which is not an integral part of this Recommendation | Internatiopal Standard, describes recommendations and
examples ¢n how family members can be named.

Annex S, Wwhich is not an integral part of this Recommendation | International Standard, gives an introduction to naming
concepts apd considerations.

Annex T, which is not an integral part of this Recommendation | International Standard, lists alphabetically the terms
defined in this Recommendation | International Standard:

Annex U, which is not an integral part of this Recommendation | International Standard, lists the amendments|and defect
reports tha} have been incorporated to form this edition of this Recommendation | International Standard.
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This Reconmendation | International Standard provides a specialization of the'generic Directory Information

support Di
The other

Recommendation | International Standard to define specializations ofithe generic information and DSA models

specific in

[
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defines thr
use. The s6

using meclanisms suctias-encryption and digital signatures. This makes use of the framework for authenticat

in Rec. IT
ISO/IEC 1

DSA mods

Information technology — Open Systems Interconnection —
The Directory: Models

SECTION 1 - GENERAL

er ITU-T X. 500 -series Recommenda‘uons | parts of ISO/IEC 9594 WhICh deflne various asp<

onal and administrative authority models define ways in which the Directory cancbe “distrib
y and administratively. Generic Directory System Agent (DSA) and DSA information mod
| Framework are also provided to support Directory distribution.

c Directory Information Models describe the logical structure of the Directory Information Base

lized, is not visible.

Fectory Schema administration.

TU-T Recommendations in the X.500 series | parts of ISOJAEC 9594 make use of the concepts def

ormation, DSA and operational models supporting particular directory capabilities (e.g., Replicatig

) the service provided by the Directory is described(in Rec. ITU-T X.511 | ISO/IEC 9594-3) in t
concepts of the information framework: this.@llows the service provided to be somewhat inde
the physical distribution of the DIB;

) the distributed operation of the Diregtory is specified (in Rec. ITU-T X.518 | ISO/IEC 9594-
provide that service, and therefore maintain that logical information structure, given that the DI
highly distributed;

) replication capabilities offered by the component parts of the Directory to improve overal
performance are specifigd,(in Rec. ITU-T X.525 | ISO/IEC 9594-9).

ing the access controhscheme in effect in a particular portion of the Directory Information Tree (L
be flexible, specific access control schemes which are suitable for a wide variety of applications ar
curity model alSe provides a framework for protecting the confidentiality and integrity of directory

-T X.509 ) 1ISO/IEC 9594-8 as well as generic upper layers security tools defined in Rec. 1TU
1586-1

Isiestablish a framework for the specification of the operation of the components of the Directory. S

framework
cts of the

uted, both
Is and an

DIB) from

tive of Directory and Administrative Users. In these models, the fact that'the-Directory is distribyted, rather

Models to

ned in this
to provide

n):
brms of the
pendent of

) so as to
B is in fact

Directory

y model establishes a framework for the specification of access control mechanisms. It provides a fnechanism
for identifyi

IT), and it
d styles of
operations
on defined
T X.830 |

pecifically:

a)

components, each being a DSA;

the Directory functional model describes how the Directory is manifested as a set of one or more

b) the Directory distribution model describes the principals according to which the DIB entries and

entry-copies may be distributed among DSAs;

c) the DSA information model describes the structure of the Directory user and operational information held
ina DSA,;
d) the DSA operational framework describes the means by which the definition of specific forms of

cooperation between DSAs to achieve particular objectives (e.g., shadowing) is structured.
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2 References

2.1 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent edition
of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently valid
International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently valid
ITU-T Recommendations.

2.1.1 Identical Recommendations | International Standards

2.1.2 R

Recommendation ITU-T X.500 (2016) | ISO/IEC 9594-1:2017, Information technology —Qp
Interconnection — The Directory: Overview of concepts, models and services.

Recommendation ITU-T X.509 (2016) | ISO/IEC 9594-8:2017, Information technology’— Op
Interconnection — The Directory: Public-key and attribute certificate frameworks,

Recommendation ITU-T X.511 (2016) | ISO/IEC 9594-3:2017, Information teehnology — Op
Interconnection — The Directory: Abstract service definition.

Recommendation ITU-T X.518 (2016) | ISO/IEC 9594-4:2017, Information technology — Op
Interconnection — The Directory: Procedures for distributed operation,

Recommendation ITU-T X.519 (2016) | ISO/IEC 9594-5:2017 ~Infermation technology — Op
Interconnection — The Directory: Protocol specifications.

Recommendation ITU-T X.520 (2016) | ISO/IEC 9594-6:2017, Information technology — Op
Interconnection — The Directory: Selected attribute types.

Recommendation ITU-T X.521 (2016) | ISO/IEC.9594-7:2017, Information technology — Op!
Interconnection — The Directory: Selected object elasses.

Recommendation ITU-T X.525 (2016) | ISOUEC 9594-9:2017, Information technology — Op
Interconnection — The Directory: Replication.

Recommendation ITU-T X.660 (2011):}1SO/IEC 9834-1:2012, Information technology — Op
Interconnection — Procedures for the*operation of OSI Registration Authorities: General proc
top arcs of the ASN.1 Object Identifier tree.

Recommendation ITU-T X680 (2015) | ISO/IEC 8824-1:2015, Information technology — Abst
Notation One (ASN.1): Specification of basic notation.

Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abst
Notation One (ASN.1): Information object specification.

Recommendation1TU-T X.682 (2015) | ISO/IEC 8824-3:2015, Information technology — Abst
Notation One (ASN.1): Constraint specification.

Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4:2015, Information technology — Abst
Notation One (ASN.1): Parameterization of ASN.1 specifications.

Paired-Recommendations | International Standards equivalent in technical content

Raocaommandatinn ITLLET W 200 (1001 (nroaviauch, CCITT Racammandatinn) Sactirity arch
ecoHe e t—11+o—1—7<ov I PrEAHEESH oo —T—=<EEe8meRaaHoR —~=ecu Y —=en

bn Systems
en Systems
en Systems
bn Systems
bn Systems
en Systems
en Systems
bn Systems

bn Systems
pdures and

act Syntax
act Syntax
act Syntax

act Syntax

tecture for

o (TIIT

Open Systems Interconnection for CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference

Model — Part 2: Security Architecture.

2.1.3 Other references
IETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification Road

Map.
IETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

IETF RFC 4512 (2006), Lightweight Directory Access Protocol (LDAP): Directory Information Models.
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2.2

3

For the pu

3.1

The following terms are defined in Rec. ITU-T X.519 | ISO/IEC 9594-5:

3.2

The following terms are defined in Rec. ITU-T X.500 | ISO/IEC-9594-1:

3.3

The following terms are defined-in Rec. ITU-T X.518 | ISO/IEC 9594-4:

3.4

The following terms are defined in Rec. ITU-T X.525 | ISO/IEC 9594-9:

Non-normative references

ISO/IEC 9594-2:2017 (E)

—  Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems

Interconnection — Basic Reference Model: The Basic Model.

— IETF RFC 4526 (2006), Lightweight Directory Access Protocol (LDAP): Absolute True and False Filters.

—  Recommendation ITU-T X.811 (1995) | ISO/IEC 10181-2:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Authentication framework.

—  Recommendation ITU-T X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems — Access control framework.

—  Recommendation ITU-T X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems
Interconnection — Security frameworks for open systems — Non-repudiation framework.

Definitions

Communication definitions

d) application-context;
) application-entity;
@) application process.

Basic Directory definitions

Directory;

Directory Access Protocol;

Directory Information Base;

Directory Operational Binding Management Protocol;

Q)

o
— — ~ — —

Directory System Protocol;
f) (Directory) user.

Distributed operationdefinitions

access point;

Q)

hierarehical operational binding;

o

non-specific hierarchical operational binding;

poses of this Recommendation | International Standard, the following definitions apply.

)
)
dq) namesresolution;
)
)

€ lticvallt ilibldlb;libdi Upclaﬁunai billu‘illy.

Replication definitions

a) cache-copy;

b) consumer reference;
c) entry-copy;

d) master DSA;

e) primary shadowing;
f) replicated area;
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g) replication;

h) secondary shadowing;

i) shadow consumer;

j)  shadow supplier;

k) Shadowed DSA Specific Entry;
I) shadowing;

m) supplier reference.

The definitions of terms defined in this Recommendation | International Standard are included at the beginning of
individual clauses, as appropriate. An index of these terms is provided in Annex T for easy reference.

4 bbreviations

For the pugposes of this Recommendation | International Standard, the following abbreviations apply.
CDF  Access Control Decision Function
Cl Access Control Information
CIA  Access Control Inner Area
CSA  Access Control Specific Area
SN.1  Abstract Syntax Notation One
VA  Attribute Value Assertion
ER (ASN.1) Basic Encoding Rules
ACD Directory Access Control Domain
AP Directory Access Protocol
IB Directory Information Base
ISP Directory Information Shadowing Pratocol
IT Directory Information Tree
MD  Directory Management Domain
MO  Domain Management Organization
OP Directory Operational.Binding Management Protocol
SA Directory System Agent
SE DSA Specifie.Entry
SP Directory-System Protocol
UA Directary User Agent
OB Hietarchical Operational Binding
DM Internet Directly Mapped
DAP~ Lightweight Directory Access Protocol

MHS Viessage Hanmding Systems

NHOB Non-specific Hierarchical Operational Binding

NSSR  Non-Specific Subordinate Reference

Osl Open Systems Interconnection

RDN Relative Distinguished Name

RHOB Relevant Hierarchical Operational Binding (a HOB or NHOB, as appropriate)
SDSE  Shadowed DSE

TLS Transport Layer Security

TCP Transmission Control Protocol
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5 Conventions

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean Rec. ITU-T X.501 |
ISO/IEC 9594-2. The term "Directory Specifications" shall be taken to mean the ITU-T X.500-series Recommendations,
except for Rec. ITU-T X.509, and all parts of ISO/IEC 9594, except for ISO/IEC 9594-8.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e., the 1988 edition of the series of (CCITT) ITU-T X.500 Recommendations and the
ISO/IEC 9594:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition of
the Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the
ISO/IEC 9594:1995 edition.

This Directo ocification uses-the te ol <= SYS confo g-to-the
Directory | Specifications, i.e., the 1997 edition of the series of ITU-T X.500 Recommendationg and the
ISO/IEC 9594:1998 edition.
This Directory Specification uses the term fourth edition systems to refer to systems conforming toythe fourth edition of
the Direct@ry Specifications, i.e., the 2001 editions of Recs ITU-T X.500, ITU-T X.501, ITU4LX511, ITY-T X.518,
ITU-T X.919, ITU-T X.520, ITU-T X.521, ITU-T X.525, and ITU-T X.530, the 2000 edition‘ef Rec. ITU-T X.509, and
parts 1-10 pf the ISO/IEC 9594:2001 edition.

This Directory Specification uses the term fifth edition systems to refer to systems cenforming to the fifth ed|tion of the
Directory | Specifications, i.e., the 2005 editions of the series of ITU-T_ X500 Recommendation$ and the
ISO/IEC 9594:2005 edition.

ne he term third -lgl ems-1o refe a ems-conio mina-to the third t|0n0fthe

This Direcfory Specification uses the term sixth edition systems to refer to systems conforming to the sixth edjtion of the
Directory |Specifications, i.e., the 2008 editions of the series of FMU-T X.500 Recommendation§ and the
ISO/IEC 9p94:2008 edition.

This Directory Specification uses the term seventh edition systems to refer to systems conforming to the sevepth edition
of these Dpirectory Specifications, i.e., the 2012 edition of¢the" series of ITU-T X.500 Recommendatiofps and the
ISO/IEC 9p94:2014 edition.

This Diregtory Specification uses the term eight edition Systems to refer to systems conforming to the eigh{ edition of
these Dirgctory Specifications, i.e., the 2016 edition of the series of ITU-T X.500 Recommendatior)s and the
ISO/IEC 9p94:2017 edition.

This Directory Specification presents ASN,1 netation in bold Courier New typeface. When ASN.1 types and|values are
referenced|in normal text, they are differentiated from normal text by presenting them in the bold Courier NeW typeface.
The name$ of procedures, typically referenced when specifying the semantics of processing, are differenfiated from
normal text by displaying them in bold Times. Access control permissions are presented in italicized Times.

If the items in a list are numbered (as opposed to using "—" or letters), then the items shall be considered] steps in a
procedure.
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SECTION 2 - OVERVIEW OF THE DIRECTORY MODELS

6 Directory Models

6.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

6.1.1 administrative authority: An agent of the Domain Management Organization concerned with various aspects
of Directory administration. The term administrative authority (in lower case) refers to the power vested in an
Administrative Authority by the Domain Management Organization to execute policy.

ational tofo
1 T

6 1 2 H o acioainioteratin o o d Ao fiom: Lefavaotion ond by thhg M3 to g £or odlarni t t
.1, Gq MTCCTUTy adrmsStractveanta opcTaaorar o T HatroTT o hat o oSCU 0y a e D eCtory o aut ninistrative

and operatjonal purposes.

6.1.3 directory information tree (DIT) domain: That part of the global DIT held by the DSAsrand LDAP servers
forming a PMD.

6.1.4 directory management domain (DMD): A set of one or more DSAs, zero or mare’LDAP servdrs, zero or
more DUASs and zero or more LDAP clients managed by a single organization.

6.1.5 domain management organization: An organization that manages a DMD-(and the associated DIT Domain).
6.1.6 directory user information: Information of interest to users and their applications.

6.1.7 directory system agent (DSA): An Open Systems Interconnection“(OSI) application process which is part of
the Directqry.

6.1.8 directory) user: The end user of the Directory, i.e., the entity or person which accesses the Directqry.

6.1.9 directory user agent (DUA): An OSI application process'which represents a user in accessing the Directory.
NOTE + DUAs may also provide a range of local facilities to assist.users compose queries and interpret the responses

6.1.10  ljghtweight directory access protocol (LDAR)-client: An application process which represent$ a user in
accessing the Directory via the Lightweight Directory Access Protocol (LDAP).

6.1.11 DAP server: An application process_which is part of the Directory, holds a part of the DIB, fand which
responds tp requests via the Lightweight Directery Access Protocol (LDAP).

6.2 The Directory and its users

The Directory is a repository of information and protocols and procedures for accessing and maintaining that ifformation.
The repostory is known as the_Directory Information Base (DIB). Directory services provided to users are|concerned
with variodis kinds of access to\this information.

The servicgs provided by.the*Directory are defined in Rec. ITU-T X.511 | ISO/IEC 9594-3.

A Directory user (e~ a person or an application-process) obtains Directory services by accessing the Directory. More
precisely, & Directory User Agent (DUA) or a Lightweight Directory Access Protocol (LDAP) client actually apcesses the
Directory and.interacts with it to obtain the service on behalf of a particular user. The Directory provides ofie or more
access poifits.at'which such accesses can take place. These concepts are illustrated in Figure 1. r

A DUA is manifested as an application-process. In any instance of communication, each DUA represents precisely one
directory user.

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSASs)
and/or LDAP servers, each of which provides zero, one or more of the access points. For a more detailed description of
DSAs, see 21.2.

An access point is provided by a particular DSA providing access to distributed directory. The DSA to which a DUA or
LDAP client has an application-association is called the bound DSA.

NOTE 1 — Some open systems may provide a centralized DUA function retrieving information for the actual users (application-
processes, persons, etc.). This is transparent to the Directory.

NOTE 2 — The DUA functions and a DSA can be within the same open system; it is an implementation choice whether to make
one or more DUAs visible within that open system.

6 Rec. ITU-T X.501 (10/2016)
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NOTE 3 — A DUA may exhibit local behaviour and structure which is outside the scope of envisaged Directory Specifications. For
example, a DUA which represents a human directory user may provide a range of local facilities to assist its user to compose
queries and interpret the responses.

Access point

DUA/
LDAP
client

Directory
user

The Directory

X.501(12) FO1

6.3 [
6.3.1 (

Directory

These mo
Informatio

Directory
Directory
other hand
DSAs com

provided in clauses 22 through 23.

The DSA
this inform

Some, but
service. T
the Directd
that eventd
described

6.3.2 N

Subsequen

Figure 1 — Access to the Directory

Directory and DSA Information Models

Generic Models

nformation may be classified as either:

on behalf of, users. Section 3 provides a model of this information;_or
administrative and operational information, held by the Directory to meet various adminis

els, presenting views of the DIB from different perspectives, are referred to as the generic
h Models.

s a set of potentially cooperating DSASs is abstracted from the model. The DSA information mo
. is especially concerned with DSAs and the information that must be held by DSAs in order tha
prising the Directory may together realizé-the Directory information model. The DSA Informatio

nformation model is a generic madel describing the information held by DSAs and the relationsh
ation and the DIB and DIT.

not all, of the information'represented by the DSA information model is accessible via the Directo
erefore, administratiofi.of all of the information described in these Directory Specifications is not p
ry abstract service- Iis envisioned that administration of DSA information will initially be a local
ally some generic-system management service will be employed to provide access to all of the i
n the DSA information model.

pecific infermation models

t to,the development of generic models for the Directory as a whole and for its component

informatio

h models are required for the standardization of particular aspects of the operation of the Direct

components.

user information, placed in the Directory by, or on behalf of, users; ahdvsubsequently administgred by, or

rative and

operational requirements. Section 5 provides a model of this_information. Also provided in Segtion 5 is a
specification of the relationship between the user, administrative and operational information models.

Directory

nformation models describe how the Directory @S a whole represents information. The composition of the

Hel, on the
the set of
N Model is

p between

ry abstract
ossible via
matter, but
hformation

s, specific
pry and its

The generic Directory Information Models establish a framework for the following specific information models:

— an access control information model;

— asubschema information model;

— acollective attribute information model.

The generic DSA Information Model in turn establishes a framework for the following specific information models:

— amodel for a DSA's distribution knowledge;

— amodel for a DSA's replication knowledge.
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6.4 Directory Administrative Authority Model

A Directory Management Domain (DMD) is a set of one or more DSAs and zero or more DUAs managed by a single

organizatio

n.

That part of the global DIT held by (the DSAs forming) a DMD is referred to as a DIT Domain. There is a one-to-one
correspondence between DMDs and DIT Domains. The term "DMD" is used when referring to the management of the
functional components of the Directory. The term "DIT Domain" is used when referring to the management of Directory
Information. Two important points regarding this terminology are:

A DIT Domain consists of one or more disjoint subtrees of the DIT (see 11.5). A DIT Domain shall not

contain the root of the global DIT.

The term "DMD" may also be used as a general term when both aspects of management are considered

together.

Ianagement

inistrative

-rules.

An organifation that manages a DMD (and the associated DIT Domain) is referred to as a Domain”M
Organization (DMO).
Figure 2 illustrates the relationship between a DMO, DMD and DIT Domain.
[ Domain management organization ]
Manages Manages
4 a A
DIT Domain DMD
X.501(12)_F02
Figure 2 — Directory management
Managemgnt of a DUA by a DM®.implies an ongoing responsibility for service to that DUA, e.g., maintenance, or in
some case$ ownership, by thee)DMO. The DMO may or may not elect to make use of the Directory Specifications to
govern any interactions amongyDUAs and DSAs which are wholly within the DMD.
An agent pf a DMO coneerned with various aspects of Directory administration is referred to as an Adn
Authority. [The term administrative authority (in lower case) refers to the power vested in an Administrative Apthority by
a DMO to xecute-policy.
NOTE + A Directory Administrative Authority Model is specified in Section 4.

A DMD miay-be-assigred-an-ebjest-identifier(a-BMB-id)-for-convenience-inreference—forexample—in-seareh
8 Rec. ITU-T X.501 (10/2016)
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SECTION 3 - MODEL OF DIRECTORY USER INFORMATION

7 Directory Information Base

7.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

7.1.1 alias entry: An entry of the class "alias" containing information used to provide an alternative name for an
object or alias entry.

7.1.2 ancestor: The entry at the root of the hierarchy of family members that comprise a compound entry.

7.13 gompound entry: A representation of an object in terms of family members that are hierarchically| organized
into one ofl more families of entries.

7.14 derived entry: Entry information in a search result containing attribute values obtained by performing a join
on data thdt originated from more than one Directory entry.

7.15 direct superclass: Relative to a subclass — an object class from which the subclassjisdirectly derivdd.

7.1.6 directory information base (DIB): The complete set of information to which the Directory provifles access,
and which includes all of the pieces of information which can be read or manipulated uSing the operations of the Directory.

7.1.7 directory information tree (DIT): The DIB considered as a tree, whose/vertices (other than the rqot) are the
Directory éntries.

NOTE + The term "DIT" is used instead of "DIB" only in contexts where the treg)structure of the information is relevant.
7.1.8 directory) entry: A named collection of information withif the DIB. The DIB is composed of entrfies.

7.1.9 flamily: A hierarchical subset of family member entries:that represents a particular class of information within
a compour]d entry. The root of each family within a compoun@‘entry is the ancestor, but apart from the sharefl ancestor,
families dq not share common members. A family is distinguished from other families within a compound entry by having
a common|class (structural object class) for each family member that is immediately subordinate to the ancestor.

7.1.10 fl:mily member: A member of a hierarchical collection of entries that comprise a compound entry.
i

7.1.11 mediate superior (noun): Relative-to a particular entry or object (it shall be clear from the contekt which is
intended), the immediately superior entry or object.

7.1.12  immediately superior entry=Relative to a particular entry — an entry which is at the initial vertex ¢f an arc in
the DIT wihose final vertex is that of the-particular entry.

7.1.13 immediately superior abject: Relative to a particular object — an object whose object entry is the [immediate
superior of any of the entries-(object or alias) for the second object.

7.1.14 qbject (of interest): Anything in some 'world', generally the world of telecommunications and ipformation
processing|or some pdrt thereof, which is identifiable (can be named), and which it is of interest to hold infofmation on
in the DIB

7.1.15 gbjectclass: An identified family of objects (or conceivable objects) which share certain characterigtics.

7 1 16 b + + = A + hank 1o+l H Ll tH £ £ 1 H . ImYie) I v i + d h' h
L. CUJCbL Ulll.ly. MTT CIILIy VITICIT 1o 11T Plllllaly CUTITULIUTT UT TTiuTTiatuauirt 1mmr uic UTpD duut ait UIJJUL:I., an W IC

can therefore be said to represent that object in the DIB.

7.1.17  related entries: A set of (directory) entries, each of which can be identified as holding information in the DIB
about a particular real-world object of interest. Different entries in the set may contain different types of information
about the real-world object, and may even contain conflicting information.

NOTE 1 — The value of information within a set of related entries depends on the reliability of the identification of each entry with
the real-world.

NOTE 2 — It is possible, but not necessary, for related entries to exist in separate DITs and to have identical distinguished names.
Similarly, it is possible for non-related entries to have identical distinguished names; however, it is recommended that identical
distinguished names be used only for related entries.
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7.1.18 subclass: Relative to one or more superclasses — an object class derived from one or more superclasses. The
members of the subclass share all the characteristics of the superclasses and additional characteristics possessed by none
of the members of those superclasses.

7.1.19  subordinate: The converse of superior.

7.1.20 superclass: Relative to a subclass — a direct superclass, or superclass to an object class that is a direct superclass
(recursively).

7.1.21  superior: (Applying to entry or object) immediately superior, or superior to one which is immediately superior
(recursively).

7.2 Objects

The purposeoftheDirectoryistohotd,and-provideaccess to, informatiomrabout objectsof interesttobjects)yhich exist
in some 'wprld'. An object can be anything in that world which is identifiable (can be named).
NOTE + The objects known to the Directory may not correspond exactly with the set of 'real’ things in the world. Fof example, a
real-wofld person may be regarded as two different objects, a business person and a residential person, as, far/as the Directory is
concerned. The mapping is not defined in this Directory Specification, but is a matter for the users and,providers of tie Directory
in the cgntext of their applications.

An object ¢lass is an identified family of objects, or conceivable objects, which share certain¢haracteristics. Eyery object
belongs to[at least one object class. An object class may be a subclass of other object classes, in which case the members
of the fornper class, the subclass, are also considered to be members of the latter classes; the superclasses. There may be
subclasses|of subclasses, etc., to an arbitrary depth.

7.3 Directory entries
The Directory Information Base (DIB) is composed of (Directory) entries. An entry is a named collection of irfformation.

There are four kinds of entries:

For any particular object, there is precisely.gne-object entry or compound entry (see 8.10). The dbject entry
is said to represent the object. An object entry is either a single entry or a compound entry comprising an
aggregate of entries together representing'the object.

+  Object entries: Representing the primary collection of information in the DIB about a partic;{Iar object.

+ Alias entries: Used to provide alternative names for object entries (possibly the ancestor of ajcompound
entry, but not child family members).

+  Subentries: Representing. a collection of information in the DIB used to meet adminisfrative and
operational requirements of the Directory. Subentries are discussed in Section 5.

+  Family members: Special entries that are components of a compound entry. The ancestor of ajcompound
entry is also a familty member.

A user viey of the structure ‘ofDirectory entries is depicted in Figure 3 and described in 8.2.
Each entrylcontains an‘indication of the object classes, and their superclasses, to which the entry belongs.

Some objdct entries-are specially designated for the purpose of Directory administration. These entries gre termed
administralive entries. The Directory user is not normally aware of this, and views these entries in the same why as other
object entrjes:

7.4 Directory Information Tree (DIT)

In order to satisfy requirements for the distribution and management of a very large DIB, and to ensure that entries can
be unambiguously named and rapidly found, a flat structure is not likely to be feasible. Accordingly, the hierarchical
relationship commonly found among objects (e.g., a person works for a department, which belongs to an organization,
which is headquartered in a country) can be exploited, by the arrangement of the entries into a tree, known as the Directory
Information Tree (DIT).

NOTE — An introduction to the concepts and terminology of tree structures can be found in Annex J.

10 Rec. ITU-T X.501 (10/2016)


https://iecnorm.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

The component parts of the DIT have the following interpretations:

a) the vertices are the entries. Object entries may be either leaf or non-leaf vertices, whereas alias entries are
always leaf vertices. The root is not an entry as such, but can, where convenient to do so [e.g., in the
definitions of b) and c) below], be viewed as a null object entry [see d) below];

b) the arcs define the relationship between vertices (and hence entries). An arc from vertex A to vertex B
means that the entry at A is the immediately superior entry (immediate superior) of the entry at B, and
conversely, that the entry at B is an immediately subordinate entry (immediate subordinate) of the entry
at A. The superior entries (superiors) of a particular entry are its immediate superior together with its
superiors (recursively). The subordinate entries (subordinates) of a particular entry are its immediate
subordinates together with their subordinates (recursively);

c) the object represented by an entry is, or is closely associated with, the naming authority (see clause 8) for
its subordinates;

d) the root represents the highest level of naming authority for the DIB.

A superior/subordinate relationship between objects can be derived from that between object entriessAn gbject is an
immediate|y superior object (immediate superior) of another object if and only if the object entry-for‘the firt object is
the immediate superior of any of the object entries for the second object. The terms immediately”subordinate object,
immediate|subordinate, superior and subordinate (applied to objects) have their analogous méahings.

Permitted $uperior/subordinate relationships among objects are governed by the DIT structtire definitions (seqd 13.7).

The Direcfory maintains, in addition to information concerning Directory entries,;<additional informationl regarding
collectiond of Directory entries. Such collections may be subtrees (of the DIT) gr'subtree refinements (when not a true
tree structyre). See clause 12.

8 Directory entries

8.1 Definitions
For the pugposes of this Directory Specification, the following definitions apply:

8.1.1 anchor attribute: A user attribute having friends, as defined within the relevant subschema. An anchpr attribute
can be usel to cause friend attributes to be included\in' the set of attributes to be selected or considered for matching in a
Search opdration, without having to be itself present in an entry.

8.1.2 attribute: Information of a particular type. Entries are composed of attributes.
8.1.3 user attribute: An attribute holding user information.

8.1.4 attribute hierarchy: The.aspect of an attribute that permits a user attribute type to be derived from a more
generic usgr attribute type. The relationship of the two attribute type definitions (which mandates certain bghaviour of
attributes qorresponding to these attribute types) is thus hierarchical.

8.1.5 attribute subtype (subtype): An attribute type A is related to another attribute type B by the fact tHat either A
has been derived from)B, in which case A is a direct subtype of B, or A has been derived from an attribute type which is
a subtype of B, inswhich case A is an indirect subtype of B.

8.1.6 gttribute supertype (supertype) An attribute type B is related to another attribute type A by the fact that either
A has beerntdertved-fromB D1t which-ease-Bis-a-direct stpertype of A AorA hasbeerderived-from-an-atiribute ype which

is a subtype of B, in which case B is an indirect supertype of A.

8.1.7 attribute type: That component of an attribute which indicates the class of information held by that attribute.
8.1.8 attribute value: A particular instance of the class of information indicated by an attribute type.

8.1.9 attribute value assertion: A proposition, which may be true, false, or undefined, according to the specified
matching rules for the type, concerning the presence in an entry of an attribute value of a particular type.

8.1.10  auxiliary object class: An object class which is descriptive of entries or classes of entries and is not used for
the structural specification of the DIT.

8.1.11  collective attribute: A user attribute whose values are the same for each member of an entry collection.
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8.1.18
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8.1.19
values usi

8.1.20
8.1.21

Only an arfchor attribute can be a dummy attribute.

8.1.22
the DIT.

8.1.23

by an adm|nistrative authority, for inclusion in a set of attributes returned when the anchor attribute is specifi
potentially|to match a predicate which includes a condition on the anchor attribute.

8.1.24
values usi

8.1.25
particular

8.1.26

entry of atfribute values meeting the criteria defined by the matching rule.

8.1.27
8.1.28

8.1.29
determine

structuralObjectClass operational attribute. This object class is the most subordinate object class of the entry’
object clask superclass chain.
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context: A property that can be associated with a user attribute value to specify information that can
the applicability of the value.

context assertion: A proposition, which may be true or false, regarding a context type and particu
that type, that determines the applicability of an attribute value.

context type: That component of a context which indicates its type or purpose.
context list: The set of contexts associated with an attribute value.

context value: A particular instance of the property indicated by a context type.

be used to

lar context

derived attribute: An attribute whose value or values is computed in whole or in part at the time of retrieval
rather than directly stored.

erived nhjnpf class value: A value of an nhjprf class whaose presence is_not administered h\]/ a

ser but is

.|Derived object class values are categorized as abstract.

direct attribute reference: Reference (in the Directory and DSA abstract service) to ongyer mo
ng the identifier of their attribute type.

dummy attribute: An attribute that is defined as a user attribute but which shall-héver be present i

gntry collection: A collection of entries belonging to an explicitly specified subtree or subtree ref

firiend attributes: A set of user attributes associated with a specificuser attribute (known as an anchg

indirect attribute reference: Reference (in the Directory'and DSA abstract service) to one or mo
ng the identifier of a supertype of their attribute typé:

matching rule: A rule, forming part of the Dirgetery Schema, which allows entries to be selected b
tatement (a matching rule assertion) concerning their attribute values.

matching rule assertion: A proposition,which may be true, false or undefined, concerning the pre

gperational attribute: An attribute-representing operational and/or administrative information.
qtructural object class: An object class used for the structural specification of the DIT.

qtructural object class.of\an entry: With respect to a particular entry, the single structural object cl
the DIT Content Rule and DIT Structure Rule applying to the entry. This object class is indica

e attribute

distinguished value: An attribute value in an entry that appears in the relative distinguished name off the entry.

n an entry.

nement of

r attribute)
pd, or used

e attribute

making a

bence in an

ass used to
ted by the
5 structural
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8.2 Overall structure

As depicted in Figure 3, an entry consists of a set of attributes.

ENTRY
| Attribute | Attribute | - - - | Attribute |

ATTRIBUTE
One or more per entry

ATTRIBUTE

Attribute Attribute
type value(s)

ATTRIBUTE VALUE(s)
One or more per attribute

i Distinguished E Attribute | | Attribute
! attribute 1 value value
i value i
! -1 | Context(s) | | Context(s) |
Context(s) | _~
CONTEXT(s).
zero, one or more per attribute value
CONTEXT LIST _O)
| Context | Context o oo | Context
NS
© © =
ontext ontext
type value(s) | Fallback
(74

X.501(12)_F03

Figure 3'9Structure of an entry

Each attriute provides a piece of informatiph about, or describes a particular characteristic of, the object tg which the
entry corrgsponds.

NOTE 1 - Examples of attributes which might be present in an entry include naming information such as the objegt's personal
name, apd addressing information,Such as its telephone number.

An attribute consists of an(attribute type, which identifies the class of information given by an attribufe, and the
corresponding attribute yalues, which are the particular instances of that class of information appearing in the attribute
within the|entry. A user attribute value may have zero, one, or more contexts associated with it in its cpntext list.
Operationgl attributé values shall not have contexts.

NOTE 2 — Attribute types, attribute values, and contexts are described in 8.4, 8.5 and 8.8 respectively. Operational aftributes are
describgd in clause 12.

Attribute {ATTRIBUTE:SupportedAttributes} ::= SEQUENCE ({

type ATTRIBUTE. &id ({SupportedAttributes}),
values SET SIZE (0..MAX) OF ATTRIBUTE. &Type ({SupportedAttributes}{@typel}),
valuesWithContext SET SIZE (l1l..MAX) OF SEQUENCE ({

value ATTRIBUTE. &Type ({ SupportedAttributes} {@type}),

contextList SET SIZE (1..MAX) OF Context,

...} OPTIONAL,

}

An attribute may be designated as single-valued or multi-valued. The Directory shall ensure that single-valued attributes
have only a single value. This value may have a context list to associate properties with the attribute value. Attributes in
storage shall have at least one value, but may at times appear to have zero values when transferred to or from storage
(e.g., because values are hidden by access control).
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8.3 Object classes

Object classes are used in the Directory for a number of purposes:

describing and categorizing objects and the entries that correspond to these objects;
where appropriate, controlling the operation of the Directory;

administrative authority.

regulating, in conjunction with DIT structure rule specifications, the position of entries in the DIT,;
regulating, in conjunction with DIT content rule specifications, the attributes that are contained in entries;
identifying classes of entry that are to be associated with a particular policy by the appropriate

Some object classes will be internationally standardized. Others will be defined by national administrative authorities
and/or private organizations. This implies that a number of separate authorities will be responsible for defining object

classes an

identifier v
NOTE |

Directo

those dg

An object
even more
ordered se

An object

This featurle of subclassing is termed multiple inheritance.

The specif
this specif

specificatipn of its superclass. The specification of a subclass may_indicate that an optional attribute of the sy

mandatory

If an obje
includes fr|
content rul

i unambiguously identifying them. This is accomplished by identifying each object class with
then the object class is defined. A notation for this purpose is provided in 13.3.3.
— An administrative authority may use object classes other than the useful object classes defined @nd-regis

y Specifications. An administrative authority may itself specify and register object classes, for €xample, to
fined in the Directory Specifications.

Class (a subclass) may be derived from an object class (its direct superclass) which-is itself derivi
generic object class. For structural object classes, this process stops at the most generic object clas
of superclasses up to the most superior object class of an object class is its’superclass chain.

tlass may be derived from two or more direct superclasses (superclasse$ not part of the same superc

cation of an entry's or family member's object class identifies whether an attribute is mandatory d
cation also applies to its subclasses. The subclass may be said to inherit the mandatory and option

in the subclass.

Ct class specifies an anchor attribute having friend-attributes as optional or mandatory, this aut
end attributes as optional attributes without necessarily being included in any object class definitig
.

An object

attribute s
attribute s
attribute of

attribute. El! an object class specifies a dummy-anchor attribute type as a mandatory or optional attribute,

Friend attr

There are 1

NOTE 7

class may define a dummy attribute as asmandatory or optional attribute if the dummy attribute ig

all not appear in an entry of this objeet class, but if specified as a mandatory attribute, at least one of
all be present. However, if a nan~dummy anchor attribute type is specified as a mandatory attriby
the anchor attribute type shallbe present.

bute types shall not be present if excluded by content rules.

hree kinds of objeet'classes:
abstract object class;
structural object class; and

auxiliary object class.
— Forrestriction on definition of subclasses, see 13.3.1.

an object

tered in the
supplement

ed from an
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ass chain).
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al attribute
perclass is

omatically
h or in any
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the Directory. The definition of each object class shall specify what kind of object that it is.

All entries

shall be a member of the object class top and at least one other structural object class.

8.3.1 Abstract object class

red within

An abstract object class is mainly used to derive other object classes, providing the common characteristics of such object
classes. An entry shall not belong only to abstract object classes.

top is an abstract object class used as a superclass of all structural object classes.
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In addition to its use for deriving other object classes, an abstract object class value can be a derived value; that is, its
presence is computed or inferred by the Directory. For example, the parent object class value for a particular entry is
computed or inferred from the presence of a family member, of auxiliary object class child, immediately subordinate to
the entry.

8.3.2 Structural object class

An object class defined for use in the structural specification of the DIT is termed a structural object class. Structural
object classes are used in the definition of the structure of the names of the objects for compliant entries.

An object or alias entry is characterized by precisely one structural object class superclass chain which has a single
structural object class as the most subordinate object class. This structural object class is referred to as the structural
object class of the entry.

Structural abileet elaccac ara ralatad t+a accaciatad antriac:
PR EE-CHaSSE S e te atoaSSottateaerrts:

4+ an entry conforming to a structural object class shall represent the real-world object constrained by the
object class;

+  DIT structure rules only refer to structural object classes; the structural object class‘af an entry is used to
specify the position of the entry in the DIT;

+ the structural object class of an entry is used, along with an associated DIT,Content rule, to pontrol the
content of an entry.

The structdral object class of an entry shall not be changed.

8.3.3 Auxiliary object class

Specific agplications using the Directory will frequently find it useful to specify an auxiliary object class whjch may be
used in thg construction of entries of several types. For example, message handling systems make use of the auxiliary
class MHY User (see Rec. ITU-T X.402 | ISO/IEC 10021-2) to specCify a package of mandatory and optional message
handling aftributes for entry types whose structural object class.is*variable, e.g., Organizational Person or Residential
Person.

In certain gnvironments, there is a need to be able to add te.6r remove from the list of attributes permitted in pn entry of
a particulaf, perhaps standardized, class (or classes).

This requirement may be met by the definition and use of an auxiliary object class having semantics, Known and
maintained within a local community, which change from time to time as needed.

This requifement may also be met using the facilities of DIT content rule definitions to dynamically (i.g., without
registration) allow the addition or exclusion-of attributes from entries at particular points in the DIT (see 13.3]3).

Auxiliary ¢bject classes are descriptive of entries or classes of entries.

Therefore,|besides being a memher of the structural object class, an entry may be optionally a member of ope or more
auxiliary opject classes.

An entry'sjauxiliary object-classes may change over time.

NOTE + The unregistered object class facility, available in the first edition of these Directory Specifications to [support the
requirernents discussed in this clause, is now deprecated in favour of the use of DIT content rules.

8.34 Object class definition and the first edition of this Directory Specification

Obiject classes defined using the terminology of the first edition of this Directory Specification will not be classified as
one of structural, auxiliary or abstract.

Alias object classes specified using the terminology of the first edition of this Directory Specification may be considered
to be specified as either abstract, auxiliary or structural object classes and deployed in a subschema accordingly.
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8.4 Attribute types

Some attribute types will be internationally standardized. Other attribute types will be defined by national administrative
authorities and private organizations. This implies that a number of separate authorities will be responsible for defining
types and unambiguously identifying them. This is accomplished by identifying each attribute type with an object
identifier when the type is defined. Using the notation of the ATTRIBUTE information object class defined in 13.4.8, an
attribute type is defined as:

AttributeType ::= ATTRIBUTE. &id
All attributes in an entry shall be of distinct attribute types.

Certain attributes may not be stored and accessible in entries, but are intended to be carried in operations to convey
information, e.g., diagnostics information, that conveniently can be expressed as attributes. Other attributes, called control
attributes, pray-as—part-ofthel—definition-speeifya—special-procedure—to-be—executed-based-on—the—rformation in the
attribute. A control attribute may be specified in an operation, placed in entries, etc. See 8.5.3 of Rec., ITU-T X.520 |
ISO/IEC 9p94-6 for an example.

There are @ number of attribute types which the Directory knows about and uses for its own purposes,-They irjclude:

d) objectClass — An attribute of this type shall appear in every entry, and shallcdndicate the object classes
and superclasses to which the object belongs.

) aliasedEntryName — An attribute of this type shall appear in every alias entry, and shall holfl the name
(see 8.5) of the entry which the alias entry references.

These attriputes are defined in 13.4.8.

The types ¢f user attributes which shall or which may appear within an object'or alias entry are governed by rulgs applying
to the indig¢ated object classes as well as by the DIT content rule for that entry (see 13.8). The types of attributes which
may appeay in a subentry are governed by the rules of the system schema:

Some Dirdctory entries may contain special attributes not normally- visible to the Directory User. These atfributes are
called operational attributes and are used to meet the administrative and operational requirements of the|Directory.
Operationgl attributes are discussed in more detail in Section;5.

8.5 ttribute values

Defining gn attribute also involves specifying the syntax, and hence data type, to which every value in such attributes
shall confgrm. Using the notation of the ATTRIBUTE information object class defined in 13.4.8, an attribute value is
defined as

AttributleValue ::= ATTRIBUTE.&Type

An attribute value may be designated as a distinguished value, in which case the attribute value can form part of the
relative digtinguished name of the'entry (see 9.3). Generally, an attribute with a distinguished value will have ofly a single
distinguisted value. If such an“attribute value has associated context information (see 8.8), the context information is not
considered part of the distinguished value when being part of a relative distinguished name (see 8.8 and 9.3).

NOTE + A distinglished value may have contexts attached, but such context information is not part of a distinguishedq name.

Client-supplied(values shall be preserved for storage in the Directory. Comparison values are ephemeral, and shall not
affect the dtored-value.

8.6 Attribute type hierarchies

When defining an attribute type, the characteristics of some more generic attribute type may optionally be employed as
the basis of the definition. The new attribute type is a direct subtype of the more generic attribute type, the supertype,
from which it is derived.

Attribute hierarchies allow access to the DIB with varying degrees of granularity. This is achieved by allowing the value
components of attributes to be accessed by using either their specific attribute type identifier (a direct reference to the
attribute) or by the identifier of a more generic attribute type (an indirect reference).

Semantically and syntactically related attribute types may be placed in a hierarchical relationship, the more specialized
being subtypes to the more generalized. Searching for, or retrieving attributes and their values is made easier by quoting
the more generalized attribute type; a filter item so specified is evaluated for the more specialized types as well as for the
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quoted type; a context assertion specified for the more generalized attribute type is also applied to the more specialized
type.

Where specialized subtypes are selected to be returned as part of a search result these types shall be returned if available.
Where the more general types are selected to be returned as part of a search result, both attributes of the general and the
specialized types shall be returned, if available. An attribute value shall always be returned as a value of its own attribute

type.
For an entry to contain a value of a user attribute type belonging to an attribute hierarchy, that type shall be explicitly

included either in the definition of an object class to which the entry belongs, or in the DIT content rule applicable to that
entry.

All of the attribute types in an attribute hierarchy are treated as distinct and unrelated types for the purpose of
administration of the entry and for user modification of entry content.

An attribute value stored in a Directory object or alias entry is of precisely one attribute type. The type is indi¢ated when
the value i$ originally added to the entry.

8.7 riend attributes

Friend attr|butes are user attributes specified by an administrative authority as related in somg-practical way t¢ a specific
anchor attfibute. When an anchor attribute is specified in the information to be returned by/a Read or Search operation,
the feature| permits friend attributes for the anchor attribute to be returned, subject to service and administratiye controls
(including jaccess control, search rules, etc.). Similarly, when an anchor attribute is specified in a filter item within a search
predicate, friend attributes can be used to satisfy the predicate if the matching rulefor the friend is compatibje with the
proposed Value.

If an anchpr attribute is permitted within an entry by being included in the) mandatory or optional lists of gbject class
values for the entry, friend attributes are also permitted unless excluded<by content rules. If the anchor attribyite is not a
mandatory]attribute, it may be absent in the entry, even if friend attributes are present.
Any user attribute can be designated within a subschema as an anchor attribute.
NOTE 1 — As an example of an anchor attribute, consider a hypothetical attribute commsaddr, which has, in a particularisubschema,
friend aftributes which are communications addresses attribute\types, e.g., telephone number, e-mail address, URL, etf.
The anchof-friend relationship is neither commutative-nor transitive:
+ Ifan anchor attribute A has a friend-B, it cannot be deduced that A is a friend of B.
: If an anchor attribute A has a friend B, and B has a friend C, it cannot be deduced that C is a frjend of A.

If an attriqute A is a friend of some anchor attribute, then all subtypes of A are also friends of that anchor attribute.
However, |t cannot be deduced that supertypes of A are also friends of that anchor attribute.

Designating an attribute as a friend* confers no special access control or search-rule protection unless assog¢iated with
membersh|p of the anchor's object class (of which it is automatically a member).

NOTE 2 — At present, aceesscontrol and search rules make no use of object classes as a means of defining sets of gttributes for
special privileges or protettions.

8.8 Contexts

iated with
ermine the

atlon model may be reflned by assocnatlng with attrlbute values propertles called contexts. Assog

applicability of the attribute value
NOTE 1 — For example, contexts can be used to associate a particular language, time, or locale with an attribute value.

Each context consists of a type component, a value component whose syntax is determined by the type, and a fallback
flag. Using the notation of the cONTEXT information object class defined in 13.9, a Context is defined as:

Context ::= SEQUENCE ({
contextType CONTEXT. &id ({SupportedContexts}),
contextValues
SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE,

}
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The contextType component shall hold the object identifier identifying the type of context.

The contextvalues component shall hold one or more values of the property specified by contextType that are
associated with the particular attribute value.

The £allback component is used to designate one or more attribute values for specific behaviour in relation to a context
type. In addition to having any specific contextvalues of that context type associated with it, an attribute value for
which fallback is TRUE for a given contextType is:

—  considered as being associated with any value of the given contextType for which no other values of the
same attribute are otherwise associated. Thus, a context assertion of this context type that fails to match
any values of the attribute based on the rules for matching contextvalues shall match with any attribute
value for which fallback is TRUE for this context type.

NOTE 2 — For example, an attempt to select the attribute value associated with a particular language shall yield those
values with fallback set to TRUE IT none of the attribute values Is otherwise associated with the chosen, lgnguage.

considered as a value to preserve during an operation which resets attribute values fora givgn attribute
type. A Modify (reset value) removes all values of a chosen attribute type which have anassociafed context
for which the fallback is set FALSE.

NOTE 3 — Modify (reset value) is further described in 11.3.2 of Rec. ITU-T X.511 | ISO/IEC9594-3.

An attribufe value without contexts, or one whose context list does not contain a context of & specific type, is ponsidered
to be applifable under all context values of that specific type.

NOTE 4 — For example, a selection based on the French context value of a language context'shall select an attribute value that does
not have any language context specifically associated with it (as well as those attribute values having the French langyage context
associated with them specifically).

All contexis in an attribute value's context list shall be of distinct context types.

Context information associated with attribute values may be retrievedd@long with the attribute values (e.g., to djfferentiate
between those attribute values). A user of the Directory may also make“use of contexts to refine selection and fetrieval of
informatioh during Directory operations.

8.9 Matching rules

8.9.1 Pverview

Of paramopint importance to the Directory is the ability to be able to select a set of entries from the DIB based or] assertions
concerning attribute values held by these entries.

A matching) rule allows entries to be selécted by making a particular assertion concerning their attribute valuep.

The most primitive type of assertign is the attribute value assertion. More complex assertions may be supported using
matching fule assertions. A matChing rule assertion is a proposition, which may be TRUE, FALSE, or UNDEFINED,
concerning the presence in an-entry of attribute values meeting the criteria defined by the matching rule.

An attribute value or matehirig rule assertion is evaluated based on the matching rule associated with the asseftion.
A matching rule is defined through the specification of:

4  thexange of attribute syntaxes supported by the rule;

-+~ the specific types of matches supported by the rule;

—  the syntax required to express an assertion of each specific type of match;

— rules for deriving a value of the assertion syntax from a value of the attribute syntax, if required.

NOTE — No restrictions are placed on the matching rules that may be defined to support a particular application. However, rules
defined to support one particular application may not be widely supported by DUAs and DSAs. Wherever possible, the matching
rules defined in Rec. ITU-T X.520 | ISO/IEC 9594-6 should be used in preference to the specification of new ones.

Sometimes there will be a one-to-one correspondence between a matching rule and the types of matches supported. For
example, the Directory Abstract Service supports a presence matching rule to detect the presence of an attribute of a given
type in an entry.

Sometimes there will be a many-to-many correspondence between a rule and the types of matches supported. For example,
the Directory Abstract Service supports a generic ordering rule allowing greater than or equal and less than or equal types
of matches.
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8.9.2 Attribute value assertion

An attribute value assertion (AVA) is a proposition, which may be TRUE, FALSE, or UNDEFINED, according to the
specified matching rules for the type, concerning the presence in an entry of an attribute value of a particular type. It
involves an attribute type, an asserted attribute value, and optionally an assertion about contexts associated with the
attribute value:

AttributeValueAssertion ::= SEQUENCE {
type ATTRIBUTE. &id ({SupportedAttributes}),
assertion ATTRIBUTE. &éequality-match. &AssertionType

({SupportedAttributes}{Q@type}),
assertedContexts CHOICE ({
allContexts [0] NULL,
selectedContexts [1] SET SIZE (l..MAX) OF ContextAssertion } OPTIONAL,
}

ContextAssertion ::= SEQUENCE {
contextType CONTEXT. &id ({SupportedContexts}),
contexitValues SET SIZE (1..MAX) OF
CONTEXT . &Assertion ({SupportedContexts} {@QcontextType}),

}

The syntaX of the assertion component of an AVA is determined by the equality matchingrule defined for the attribute
type, and may be different from the syntax of the attribute itself.

8.9.2.1 [valuation of an AVA

An AVA i§:
d) undefined, if any of the following holds:

1) the attribute type is unknown;

2) the attribute type has no equality matching rule;

3) the value does not conform to the data type.indicated by the syntax of the assertion of thq attribute's
equality matching rule;
NOTE - 2) and 3) normally indicate a faulty AVA; 1) however, may occur as a local situation (e.g., a parficular DSA
has not been configured with support for that particular attribute type).
) true, if the entry contains an attribute of that type, and the attribute contains a value of that vallie, and the
value contains a context that matehes the assertedContexts as described in 8.9.2.2;

q) false, otherwise.

8.9.2.2 Wse of assertedContexts or context assertion defaults

The inclusjon of assertedCofitexts within an AttributeValueAssertion is optional. If assertedCdntexts is
specified, [then the assertion shall be evaluated only against those values of the attribute for Wwhich the
assertedContexts iS irUe, as defined in 8.9.2.3.

If assertedContexts:is not provided within an AttributevValueAssertion, then a default context assertjon may be
applied in the same-manner; that is, the assertion shall be evaluated only against those values of the attribute for which,
as defined |in 8.9.2.3, the default context assertion is true. There are three potential sources for a default contex} assertion:
that specifjed for the operation as a whole, that available within subentries in the DIT, and that available logally in the
DSA. They are applied as follows:

1) If assertedContexts is not provided within an AttributeValueAssertion, then any context
assertion for the given attribute type which has been supplied for the operation as a whole, as part of
operationContexts as described in 7.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3, shall be applied.

2) If the user has not provided assertedContexts for the AVA and there is no context assertion for the
given attribute type which has been supplied for the operation as a whole, then the default context assertion
for the given attribute type in the context assertion subentries (if any) controlling the entry shall be applied,
as described in 14.7.

3) Ifthere is no context assertion through steps 1) and 2) above, the DSA may apply a locally-defined default
context assertion for the given attribute type. Such a default shall typically reflect local parameters, such
as the language or location of the place of deployment of the DSA, or the current time of day, but may be
tailored differently by the DSA for each DUA to which it responds.
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8.9.2.3

4) If no context assertion is available from any of these sources, then the assertion shall be evaluated

against all values of the attribute.

Evaluation of assertedContexts

assertedContexts is true if:

a) allcContexts is specified (this permits a context assertion to override any default context assertion that
might  otherwise be applied if assertedContexts were omitted from the

AttributeValueAssertion); Or

b) each ContextAssertion in selectedContexts is true as described in 8.9.2.4.

assertedContexts is false otherwise.

8.9.24

A ContexfAssertion is true for a particular attribute value if:

A ContexftAssertion is false otherwise.

Evatuatiomof a ComextAssertion

d) the attribute value has a context of the same contextType Of the ContextAssertion and
stored contextvalues Of that context matches with any of the asserted contextvValues a
the definition of how a match is determined for that contextType; or

) the attribute value contains no contexts of the asserted contextType; Or
@) none of the other attribute values for the attribute satisfies the ContextaAssertion according

fallback Set t0 TRUE.

any of the
cording to

to 1) or2)

in 8.9.2.2 above, but the attribute value does contain a context of.the ‘asserted contextTyge with the

8.9.3 Attribute Type Assertions
An attribute type assertion is a proposition, which may be true, false; or undefined, according to the associatedl contexts.
AttribufleTypeAssertion ::= SEQUENCE ({
type I ATTRIBUTE. &id ({SupportedAttributes}),
assertiedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL,
}
8.9.3.1 HKvaluation of an attribute type assertion

An attribute type assertion is:

8.9.3.2

The inclugion of .assertedContexts within an AttributeTypeAssertion is optional. If assertedCd
he assertedContexts shall be true for at least one attribute value according to the rules defined

specified,

If assert

d) undefined, if the attribute type is unknown or if the attribute is not present in the entry;

) TRUE, if the entry«contains an attribute of that type, and the attribute contains one or more
contain a contextthat matches the assertedContexts as described in 8.9.3.2;

q) FALSE, otherwise.

Use of assertedContexts or context assertion defaults

yalues that

ntexts is

in8.9.2.4.

on may be

applied in the same manner; that is, the default context assertlon shaII be true for at Ieast one attrlbute value according to
the rules defined in 8.9.2.4. The potential sources for a default context assertion are as specified in 8.9.2.2.

8.9.4

Built-in matching rule assertions

A number of categories of related matching rules, whose semantics are generally understood and applicable to values of
many different types of attributes, are understood by the Directory:

20

—  present;

—  equality;
—  substrings;
— ordering;
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—  approximate match.

Syntax for asserting certain types of matches associated with these categories of matching rules has been built into the
Directory Abstract Service:

— apresent syntax for the present rule;

—  an equality syntax for equality rules;

— greaterOrEqual and lessOrEqual syntaxes for ordering rules;
— initial, any and £inal syntaxes for substrings rules;

—  an approximateMatch Syntax for approximate matching rules.

The present syntax may be used for any attribute of any type. The present match tests for the presence of any value of
a particular type.

Specific equality, substrings and ordering matching rules may be associated with an attribute type when it fis defined.
These spegific rules are used when evaluating assertions of the equality, ordering and substrings rules mad¢ using the
syntax built-in to the Directory Abstract Service. If specific rules are not provided, then assertions made-€oncefning these
attributes gre undefined.

The appr¢ximateMatch Syntax supports an approximate matching rule whose definition isialocal matter toja DSA.

8.9.5 Matching rule requirements

In order fgr the Directory to behave in a consistent and well-defined manner, it is\necessary that certain resfrictions be
placed upgn the matching rules that shall be used in conjunction with the syntax-that has been built into thq Directory
Abstract Sgrvice.

For an equality matching rule in which the syntax of the assertion isdifferent from the attribute syntax to[which the
matching rule applies, rules for deriving a value of the syntax of the assértion from a value of the attribute synfax shall be
supplied.

Equality matching rules for attributes used for naming shall*be’transitive, commutative and have an asserfion syntax
identical tq the attribute syntax.

A transitive matching rule is characterized by the fact that'if a value a matches a value b; and if that value i matches a
third valug| c; then value a matches value ¢ using therule.

A commutative matching rule is characterized by the fact that if a value a matches a value b, then that value|b matches
the value 4. The attribute presentationAddress is an example of an attribute supporting an attribute syftax whose
matching rule is not commutative.

With respect to a specific attribute type,the equality and ordering rules (if both present) shall always be relatedl in at least
the follow|ng respect: two values_are equal using the equality relation if and only if they are equal using the ordering
relation. Ir] addition, the ordering relation shall be well-ordered; that is, for all x, y and z for which x precedes y and y
precedes z|according to the relation, then x precedes z.

NOTE + These requirefments imply that when ordering is defined, it also defines equality.

With respdct to a specific attribute type, the equality and substrings rule (if both present) shall always be relategl in at least
the following respect: for all x and y that match according to the equality relation, then for all values z of the substring
relation, the result of evaluating the assertion against the value x equals the result of evaluating the assertion pgainst the
value y. That.is, two values that are indistinguishable using the equality relation are also indistinguishablg using the
substrings relation.

8.9.6 Object Identifier and Distinguished Name equality matching rules

There are a number of equality matching rules used to evaluate attribute value assertions which the Directory knows about
and uses for its own purposes. They include:

— objectIdentifierMatch: This rule is used to match attributes with objectIdentifier syntax.
— distinguishedNameMatch: This rule is used to match attributes with bistinguishedName Syntax.
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8.10 Entry collections

8.10.1 Overview

A collection of object and alias entries may have certain common characteristics (e.g., certain attributes that have the
same value for each entry of the collection) because of some common characteristic or shared relationship of the
corresponding objects. Such a grouping of entries is termed an "entry collection".

Entry collections may contain object and alias entries that are related by their position in the DIT. These collections are
specified as subtrees or subtree refinements as described in Section 5.

An entry may belong to several entry collections subject to administrative limitations imposed in Section 5.

8.10.2  Collective attributes
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attributes are shared by the entries ot an entry collection, they are termed collective attributes.

brmissible that the same collective attribute be independently associated with two or more of these
es, the entry's collective attribute has multiple values. Collective attributes shall, therefore,.always b
lued.

hey appear to users of the Directory interrogation operations as entry attributes, collective attributes
from entry attributes in the Directory information model. This difference is manifested to users of th
bn operations in that collective attributes cannot be administered (i.e., modified) via the entries in

shall be administered via their associated subentries.

The independent sources of these values are not manifested to the users of thé Directory interrogation operat

Ctive attribute to appear in an entry, the presence of that attribute type must be permitted according
e governing the entry.

ay specifically exclude a particular collective attribute) " This is achieved through the u
veExclusions attribute, described in 12.7 and defined in 14.6.

Compound entries and families of entries

nd entry is a special entry that comprises family’'member entries. These family members form a hie

resented in the DIT by an ancestor familymember, which is at the root of a tree containing the family

mbers can themselves be organized“into one or more families for the purposes of filtering and i
ach family is a subtree; distinctfamilies have no common family members apart from the shared
r. A family thus comprises anjancestor plus a set of subordinate family members.

5, beside the ancestor, camposed of all of the immediately subordinate family members being o
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Figure 4 — Families of entries

A family member that is a child within a family tree is marked with the auxiliary object class)child. The pres

| FO4

ence of the

child objpct class value for an entry causes the immediately superior entry automatically)to be marked with the abstract

object clasp value parent. An entry that is both a parent and a child within a family tree is marked with
class valugs. The ancestor is the only family member that is not of object class child. The construction of
entries is cprried out by marking entries with child object class values.

The ASN.1 definition of these object classes can be found in 13.3.3.

All familylmembers of a compound entry shall be placed in the"same naming context as the ancestor. Famil
are not permitted to be alias entries. An alias shall not point.te'a child family member.

9 INames

9.1 Pefinitions

For the pugposes of this Directory Specification, the following definitions apply:

911 glias, alias name: An-alternative name for an object, provided by the use of alias entries.

9.1.2 alias) dereferencing: The process of converting an object's alias name to its distinguished name.

9.1.3 distinguishedhname (of an entry): The name of an entry which is formed from the sequence of {
distinguistled names(RDNs) of the entry and each of its superior entries. Every object entry, alias entry and st
precisely dne distinguished name.

poth object
compound

dinate of a non-ancestor family member shall itself be a family member, and marked with a child gbject class

members

he relative
bentry has

9.14 directory) name: A construct that singles out a particular object from all other objects. A na
unambigucH hat—is—denete—just-one—object—hewever—itheed—hot-be—unigue—{thatis—be—the—onbrn
unambiguously denotes the object).

9.15 (entry) name: A construct that singles out a particular entry from all other entries.

e shall be
me which

9.1.6 local member name: A name for a family member constructed by the sequence of RDNs from the ancestor

down to the member in question not including the RDN for the ancestor.

9.1.7 naming authority: An authority responsible for the allocation of names in some region of the DIT.

9.1.8 purported name: A construct which is syntactically a name, but which has not (yet) been shown to be a valid

name.

9.1.9 relative distinguished name (RDN): A set of one or more attribute type and value pairs, each of which matches

a distinct distinguished attribute value of the entry.
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9.2 Names in general

A (directory) name is a construct that identifies a particular object from among the set of all objects. A name shall be
unambiguous, that is, denotes just one object. However, a name need not be unique, that is, be the only name that
unambiguously denotes the object. A (directory) name also identifies an entry. This entry is either an object entry that
represents the object or an alias entry which contains information that helps the Directory to locate the entry that represents
the object.

NOTE 1 — The set of names of an object thus comprises the set of alias names for the object, together with the distinguished name
of the object.

An object can be assigned a distinguished name without being represented by an entry in the Directory, but this name is
then the name its object entry would have had were it represented in the Directory.

Syntactically, each name for an object or entry is an ordered sequence of relative distinguished names (see 9.3).

Name ::5 CHOICE { -- only one possibility for now -- rdnSequence RDNSequence. '}
RDNSequence ::= SEQUENCE OF RelativeDistinguishedName
DistinguishedName ::= RDNSequence

NOTE 2 — Names which are formed in other ways than as described herein are a possible future €xtension.

Each initigl sub-sequence of the name of an object is also the name of an object. The’sequence of objects so|identified,
starting with the root and ending with the object being named, is such that each is the\fmmediate superior of|that which
follows it in the sequence.

A purportgd name is a construct which is syntactically a name, but which hds not (yet) been shown to be a valid name.

9.3 Relative distinguished name

Each objeqt and entry has at least one relative distinguished name{RDN). An RDN of an object or alias entry|consists of
a set of attfibute type and value pairs, each of which matches;<using the equality matching rule, a distinct digtinguished
attribute value of the entry.

NOTE 1 — The equality matching rule can be used because for naming attributes, the attribute syntax and the assertipn syntax of
the equdlity matching rule are the same.

The RDNY of all of the entries with a particular immediate superior are distinct. It is the responsibility of tie relevant
naming authority for an entry to ensure that this.is'so by appropriately assigning distinguished attribute values.|Allocation
of RDNs if considered an administrative undertaking that may or may not require some negotiation betweeh involved
organizatigns or administrations. This Directory Specification does not provide such a negotiation mechanism,[and makes
no assumption as to how it is performed:

RelatiVj:istinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndValue
AttributeTypeAndValue 7 := SEQUENCE {

type ATTRIBUTE. &id ({SupportedAttributes}),

value ATTRIBUTE. &Type ({ SupportedAttributes} {@type}),

}

The set that/forms an RDN contains exactly one AttributeTypeAndvalue for each attribute which contains
distinguishedwalues in the entry; that is, a given attribute type cannot appear twice in the same RDN.

An attribute value that has been designated to appear in an RDN is called a distinguished value. There may be other values
of the same attribute that are not distinguished values and thus may not be used in an RDN.

An RDN for a given entry is formed by using one distinguished value from each attribute that has distinguished values.
The simplest case is an entry that has one distinguished value; it thus has one RDN, formed by using that distinguished
value. More than one attribute in an entry may contribute to the RDN.

Each RDN for an entry shall contain a type and value pair for each given attribute type forming part of the RDN.
primaryDistinguished iS used to indicate that the value is the primary distinguished value of that attribute type.

The RDN may be modified, if necessary, by the complete replacement of the distinguished value of all contributing
attributes.
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Family members, like other entries, have RDNs. An RDN can consist of multiple attribute type and value pairs. The local
member name of a family member is the sequence of RDNs from the ancestor down to that member. The local member
name of the ancestor is an empty sequence.
NOTE 2 — RDNs are intended to be long-lived so that the users of the Directory can store the distinguished names of objects (e.g.,
in the Directory itself) without concerns for their obsolescence. Thus RDNs should be changed cautiously.

NOTE 3 — Changing the RDN of a non-leaf entry automatically changes the name of subordinate entries.

94 Name matching

It is often necessary in the operation of the Directory to determine if two names match. This requires that corresponding
RDNSs be matched. The general approach to name matching is described here; specific approaches for particular uses for
name matches are described, where appropriate.

A purports iSSai i TibuteType alue | tches with
the AttributeTypeAndvalue for the same attribute type in the target RDN.

NOTE + The equality matching rule can be used because, for naming attributes, the attribute syntax and the assertion gyntax of the
equalityl matching rule are the same.

If matching attribute values are not found as a result of the above, then the RDNs do not match:

95 Distinguished names

The distinguished name of a given object is defined as that name which consists of the.sequence of the RDNs ¢f the entry
which reptesents the object and those of all of its superior entries (in descending order). Because of the pne-to-one
correspondence between objects and object entries, the distinguished name of\ar’object is the distinguished name of the
object entrjy.
NOTE 1 - It is preferable that the distinguished names of objects which hufmans have to deal with be user-friendly.
NOTE 2 — Rec. ITU-T X.650 | ISO/IEC 7498-3 defines the concept of a primitive name. A distinguished name can be used as a
primitivie name for the object it identifies.

NOTE 3 — Because only the object entry and its superiors are invelved, distinguished names of objects can never ifivolve alias
entries.

Alias entries also have distinguished names; however, this name cannot be the distinguished name of an object. When
this distingtion needs to be made, the complete term>’'distinguished name of an alias entry" is used. The digtinguished
name of ar] alias entry is defined, as for the distinguished name of an object entry, to be the sequence of RDNs pf the alias
entry and those of all of its superior entries (in.descending order).

It also proyes convenient to define the 'distinguished name' of the root, although this can never be the distinguished name
of an objegt. The distinguished name af the root is defined to be an empty sequence.
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An example which illustrates the concepts of RDN and distinguished hame appears in Figure 5.

RDN Distinguished name
ROOT
{1}
Countries
C=GB {C =GB}

rgamtatlbns

* O =Telecom {C =GB, O =Telecom}

Orgamzatlonal\unlts

Figure 5 — Determination of distinguished names

(OU = Sales, {C =GB, O =Telecom,
= Ipswich) (OU = sales, L = Ipswich)}

{C =GB, O = Telecom,
CN = Smith (OU = Ssales, L =Apswich),
CN = Smithy

X.501(12)_F05

9.6 Alias names

An alias, d

of alias en

Each alias
the alias e

NOTE -

{ries.

try is thus also a name for this object.

name ofl any entry.

The convdrsion of an alias name to an:gbject name is termed (alias) "dereferencing” and comprises the

replaceme

pt of alias names, where yfound within a purported name, by the value of the cor

aliasedEntryName attribute. The process may require the examination of more than one alias entry.

Any partig

point to th

An alias entry shall haye no subordinates, so that an alias entry is always a leaf entry.

Every alia

entry shal’belong to the alias object class which is defined in 13.3.3.

Family members-are not permitted to be alias entries.

r an alias name, for an object is an alternative name.for an object or object entry which is provided| by the use

entry contains, within the aliasedEntryName attribute, a name of some object. The distinguish¢d name of

The name within the aliasedEntryName™is said to be pointed to by the alias. It does not have to be the djstinguished

systematic
esponding

ular entry in the DIT may have zero or more alias names. It therefore follows that several alias gntries may
b same entry. An alias entry may point to an entry that is not a leaf entry and may point to another glias entry.

10 Hierarchical groups

10.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

10.1.1  hierarchical child: For an entry, a hierarchical child is an entry for which it is a hierarchical parent.

10.1.2  hierarchical group: A hierarchical group is a collection of entries, including compound entries, that forms a
logical tree that is not necessarily related to the DIT.

10.1.3  hierarchical leaf: This is an entry within a hierarchical group that has no hierarchical children.
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10.1.4 hierarchical level: An integer that gives the distance from an entry within a hierarchical group to the
hierarchical top in form of the number of hierarchical links between the entry and the hierarchical top.

10.1.5 hierarchical link: This is a general term for the logical relationship between two entries that have a hierarchical
immediate parent/immediate child relationship.

10.1.6  hierarchical parent: For an entry, the hierarchical parents are the immediately hierarchical parent, its
immediately hierarchical parent, recursively all the way up to and including the hierarchical top.

10.1.7  hierarchical sibling: For an entry, the hierarchical siblings are the entries having the same immediately
hierarchical parent as itself.

10.1.8  hierarchical sibling-child: For an entry, its hierarchical sibling-children are the complete set of hierarchical
children, at all lower levels, of its hierarchical siblings.

10.1.9 ferarchical top: This 15 the entry Within a hierarchical group that 15 the root of the hierarchy. A flierarchical
top has nolimmediately hierarchical parent.

10.1.10 immediately hierarchical child: For an entry, an immediately hierarchical child is an entry for which it is the
immediate]y hierarchical parent. This immediately hierarchical child does not need to be an immediately subordinate
entry within the DIT.

10.1.11 immediately hierarchical parent: For an entry, its immediately hierarchical parent-is the entry that{ within the
hierarchicgl group, is its immediately superior entry. The immediately hierarchical (parent does not need to be the
immediate]y superior entry within the DIT.

10.2 IHierarchical relationship

Directory ¢ntries have a hierarchical relationship in the way they are placed-in the DIT. However, entries may also have
hierarchicdl relationships not reflected in the DIT structure. As an example, a dynamic organization may rjot want to
reflect its purrent organization directly in the DIT, as it may requirevfrequent changes to the DIT structurg. There is
therefore g requirement in the Directory to be able to reflect hierarchical relationships independent of the DIT structure.
Hierarchidal groups form such relationships. A hierarchical greup forms a logical tree with a root called the hjerarchical
top.

By referrir|g to hierarchical relationships, it is possible in,a Search operation to retrieve information not only frpm a given
entry, but glso from other entries within the same higrarchical group.

A compound entry is considered a single entry(n the context of hierarchical groups. A child family member| cannot be
part of a hierarchical group in its own right:
NOTE + Hierarchical groups are intended.t0 permit modelling of collections of distinct objects that have logically informal
relationghips, and particularly relationships that are, or could be, temporary. Compound entries, in contrast, model |objects that
comprige sub-objects that are conveniently considered as a hierarchy.

To describg navigation within & hierarchical group, it is convenient to define terms for the relationships that a given entry
has with ofther entries withif_the group. This is done in 10.1. Some of these defined terms for direct relatignships are
parallel to|those defined-for entry relationships within the DIT (immediately hierarchical child, hierarchical child,
immediate|y hierarchicalparent and hierarchical parent). However, it is also convenient to define terms for njore distant
relationships. In some/situations, a user may want to retrieve information for hierarchical siblings, and evén for their
hierarchicdl children (hierarchical sibling-children).

An entry cpnonly be a member of a single hierarchical group at one time.

An entry that is part of a hierarchical group holds operational attributes as defined in 14.10. These operational attributes
reflect the relationship with other entries within the group, including the hierarchical level of the entry within the group.
When a compound entry is part of a hierarchical group, the ancestor holds these operational attributes.

A hierarchical group has to be completely outside any service-specific administrative area (see 16.3) or has to be
completely contained within a service-specific administrative area. A hierarchical group shall be confined to a
single DSA. The Directory service shall detect and prevent attempts to break these rules.
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10.3 Sequential ordering of a hierarchical group

In some situation, e.g., when transmitting a hierarchical group, a sequential ordering rule is required. The sequential order
of a hierarchical group comes from following all the strands of the hierarchical group as follows:

a) The top entry is the first entry in the sequence followed by the remaining entries within a complete strand
going down from top to a hierarchical leaf. It is a local choice which strands to select as the first one.

b) The next strand to be selected is one that has not previously been selected and which has the maximum
number of entries common with the previous selected strand. If several strands are identical in that respect,
selection is a local matter. Only those entries not previously included are included in the sequence.

c) The procedure in b) is repeated until all strands have been included.
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SECTION 4 - DIRECTORY ADMINISTRATIVE MODEL

11 Directory Administrative Authority model

11.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

11.1.1 administrative area: A subtree of the DIT considered from the perspective of administration.
11.1.2 administrative entry: An entry located at an administrative point.

11.1.3 administrative point: The root vertex of an administrative area.

11.1.4  3dministrative user: A representative of an Administrative Authority. The full definition of the.administrative
user concept is outside the scope of this Directory Specification.

11.15 Q3utonomous administrative area: A subtree of the DIT whose entries are all administered by the same
Administrative Authority. Autonomous administrative areas are non-overlapping.

11.1.6  DIT domain administrative authority: An Administrative Authority in itS\role as the entjty having
responsibility for the administration of a part of the DIT.

11.1.7 IT domain policy: An expression of the general goals and acceptable procedures for a DIT Domdin.

11.1.8 MD administrative authority: An Administrative Authority in its)role as the entity responsiple for the
administration of a DMD

1119 MD policy: A policy governing the operation of the DSAs.in“a DMD.

11.1.10 [PMO policy: A policy defined by a DMO, expressed in terms of DMD and DIT Domain policies.

11.1.11 ipner administrative area: A specific administrative.area whose scope is wholly contained within the scope
of another specific administrative area of the same type.

11.1.12 policy: An expression by an Administrative Authority of general goals and acceptable procedures.

11.1.13 policy attribute: A generic term for any Directory operational attribute which expresses policy.

11.1.14 policy object: An entity with which*apolicy is concerned.

11.1.15 policy procedure: A rule defining’ how a set of policy objects should be considered and what action$ should be

taken as a fesult of this consideration.

11.1.16 policy parameter: A pglicy procedure is characterized by certain policy parameters which are|subject to
configuratjon (i.e., choice) by an Administrative Authority.

pecific administrative area: A subset (in the form of a subtree) of an autonomous administrative afea defined
for a partigular aspect/of*administration: access control, subschema or entry collection administration. Whgn defined,

11.2 Overview

A fundamental objective of the Directory information model is to consider well-defined collections of entries so that they
may be administered consistently as a unit. This clause clarifies the nature and scope of the authorities responsible for
that administration and the means by which their authority is exercised.

The concept of policy, defined in 11.3, provides the mechanism by which Administrative Authorities exercise control of
the Directory.

Some aspects of the Directory Administrative Model are supported by the Model of Directory Administrative and
Operational Information (see clause 12). This is to allow the modelling of information required for the regulation of
Directory user information and for other administrative purposes.
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Other aspects of the Directory Administrative Model require support for the distribution of administrative and operational
information among the component parts of the Directory, i.e., DSAs. Clauses 22 through 24 describe a DSA Information
Model to support these requirements.

11.3 Policy

A policy is an expression by an Administrative Authority, acting as an agent of the DMO, of general goals and acceptable
procedures. A policy is defined in terms of rules that are to be enforced (by the Directory, if appropriate) and in terms of
aspects within which an administrative user has some degree of freedom of action and specific responsibilities.

An Administrative Authority expresses DMO policy in terms of:
—  DIT Domain Policy;
—__ DMD Policy

These polifies may be expressed as policy attributes. A model of DIT policies is defined in 11.6.

NOTE + Clause 14 defines the system schema necessary to support the administration of collective attributesnClause [L5 defines a
framewgrk for supporting subschema administration policies. Clause 17 defines a framework supporting access contrgl policies.

DMD poligies relate specifically to DSAs as components of the distributed Directory. These DMD policies ar¢ described
in 11.7 whjch defines a model for DSA administration.

Finally, there are policies which relate to external matters (such as bilateral agreements ietween DMOs) and are therefore
not further|described here.

A policy object is an entity with which a policy is concerned (e.g., a subschema-administrative area is a policy object).

A policy procedure is a rule defining how a set of policy objects should be considered and what actions shou|d be taken
(and underfwhat circumstances) as a result of this consideration (e.g., clause-15 defines subschema administration policy
procedureq).

A policy procedure is characterized by certain policy parametersswhich are subject to configuration (i.e., chgice) by an
Administrative Authority.

Operationgl attributes are used to represent policy parameters: The values of such an attribute form an expressipn of some
or all of thg policy parameter it represents.

114 $pecific administrative authorities

The adminjstration of a DIT Domain involves-the execution of five functions related to different aspects of admijinistration:
+  naming administration;

+  subschema administration;

4+ security adminigtration;

+  collective attribute administration;
1 service administration.

A specific|Administrative Authority is an Administrative Authority in its role as the entity responsible for ope of these
specific aspects©f DIT Domain policy.

The term Naming Authority (see clause 9) identifies the role of the Administrative Authority as it pertains to thg allocation
of names and administration of the structure of these names. A role of the Subschema Authority is to implement these
naming structures in the subschema.

The term Subschema Authority identifies the role of the Administrative Authority as it pertains to the establishment,
administration and execution of the subschema policy controlling the naming and content of entries in a DIT Domain.
Clause 15 describes Directory support of Subschema Administration.

The term Security Authority (see Rec. ITU-T X.509 | ISO/IEC 9594-8) identifies the role of the Administrative Authority
as it pertains to the establishment, administration and execution of a security policy governing the behaviour of the
Directory with respect to entries in a DIT Domain.

The term Collective Attribute Authority identifies the role of the Administrative Authority as it pertains to the
establishment and administration of collective attributes (see 12.7) in a DIT Domain.
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The term Service Authority identifies the role of the Administrative Authority as it pertains to the establishment and
administration of service constraints and adjustment.

115 Administrative areas and administrative points

11.5.1 Autonomous administrative areas

Each entry in the DIT is administered by precisely one Administrative Authority (which may operate in different roles).
An autonomous administrative area is a subtree of the DIT whose entries are all administered by the same Administrative
Authority.

The DIT Domain may be partitioned into one or more non-overlapping autonomous administrative areas.

The set of one or more autonomous administrative areas for which a DMO has administrative authority is its DIT Domain.
This is repfesented In Figure 6.

N\
Autor‘u&us

Aréa (,‘AA)
DIT 4
domain S\

X.501(12)_F06

Figure 6 -A\DIT Domain

11.5.2  $pecific administrative areas

In the samg way that an Administrative Authority may operate in a specific role, entries in an administrative afea may be
considered in terms of a specific administrative-function. When viewed in this context, an administrative area Js termed a
specific administrative area. There are sixkinds of specific administrative area:

+  subschema administrativejareas;

-+ access control admihistrative areas;

+  collective-attribute administrative areas;
1+ context defaultadministrative areas;

+  service‘administrative areas; and

4  password administrative areas.
An autonofaus administrative area may be considered as implicitly defining a single specific administrative arga for each

specific aspect'of administration. In this case, there is a precise correspondence between each such specific administrative
area and the autonomous administrative area.

Alternatively, for each specific aspect of administration, the autonomous administrative area may be partitioned into non-
overlapping specific administrative areas.

If so partitioned for a particular aspect of administration, each entry of the autonomous administrative area is contained
in one and only one specific administrative area of that aspect.

A specific Administrative Authority is responsible for each specific administrative area. If, for a particular administrative
aspect, an autonomous administrative area is not partitioned, a specific Administrative Authority is responsible for that
administrative aspect for the entire autonomous administrative area.
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11.5.3  Inner administrative areas

For the purpose of security or collective attribute administration, inner (administrative) areas within these kinds of
specific administrative areas may be defined:

a) to represent a limited form of delegation; or

b) for administrative or operational convenience (e.g., where the administrative point of a subtree is ina DSA
other than the one holding the entries within the subtree, that subtree may be designated as an inner area
to allow administration via the local DSA).

An inner administrative area may be nested within another inner administrative area.

Inner areas represent areas of limited autonomy. Entries in inner areas are administered by the specific Administrative
Authorities of the speC|f|c admlnlstratlve areas Wlthln which they are contalned and also by the Administrative
Authoritieso 3 he policies
regulating fthese entries, whlle the latter authorltles have (limited) control over those aspects of pollcy delegated to them

The rules ffor nested inner areas, should they be permitted, shall be defined as part of the definijtioh of the specific

The speciffication of the extent of an autonomous administrative area is implicit and-consists of the identifigation of a
point in the DIT (the root of the autonomous administrative area’'s subtree), an autenemous administrative point, from
which the Jadministrative area proceeds downwards until another autonomous_administrative point is encolintered, at
which another autonomous area begins.

NOTE 1 - The immediate subordinates of the root of the DIT are autonomous administrative points.

Where an gutonomous administrative area is not partitioned for a specifi¢'aspect of administration, then the administrative
area for that aspect coincides with the autonomous administrative afga."In this case, the autonomous administrative point
is also the ppecific administrative point for this aspect of administration.

Where an futonomous administrative area is partitioned fora specific aspect of administration, then the specification of
the extent ¢f each specific administrative area consists of\the identification of the root of the specific administrptive area's
subtree, a ppecific administrative point, from which the,specific administrative area proceeds downwards until another
specific administrative point (of the same administrative aspect) is encountered, at which another specific administrative
area beging.

Specific agministrative areas are always bounded by the autonomous administrative area they partition.

A particular administrative point maye\the root of an autonomous administrative area and may be the roo} of one or
more specltic administrative areas.

The speciflication of the extent-0f an inner administrative area (within a specific administrative area) congists of the
identification of the root of the jinher administrative area's subtree, an inner administrative point. An inner administrative
area is bounded by the spegific administrative area within which it is defined.

An admin{strative peint corresponding to the root of an autonomous administrative area represents a DIT Domain
(and DSA) boundary-” That is, its immediate superior in the DIT must be under the administrative afithority of
another DMD,

NOTE 2 ~This implies that a DMO cannot arbitrarily partition a DIT Domain into autonomous administrative areas.

An administrative point is represented in the Directory information model by an entry holding an administrativeRole
attribute. The values of this attribute identify the type of administrative point. This attribute is defined in 14.3.

Clauses 22 through 24 describe how administrative areas are mapped onto DSAs and the DSA information model.

Figure 7 depicts an autonomous administrative area which has been partitioned into two specific administrative areas for
a specific aspect of administration (e.g., access control). In one specific administrative area, a nested inner administrative
area has been created (e.g., because the subtree is to be held in a different DSA from the remainder of the specific
administrative area).

Figure 7 uses the abbreviations AAP (Autonomous Administrative Point), SAP (Specific Administrative Point) and IAP
(Inner Administrative Point).
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Figure 7 — Administrative points and areas
1155 Administrative entries

An entry Ipcated at an administrative point is an administrative entry. Administrative entrieS"may have spedial entries,
called subgntries, as immediate subordinates. The administrative entry and its associated)subentries are used to control
the entriesjencompassed by the associated administrative area.

Where inngr administrative areas are used, the scopes of these areas may overlap.

Therefore,|for each specific aspect of administrative authority, a definition-is.required of the method of combination of
administrafive information when it is possible for entries to be included’in"more than one subtree or subtree fefinement
associated |with an inner area defined for that aspect.

NOTE 1 It is not necessary for an administrative point to represent each. specific aspect of administrative authority. Hor example,

there mjght be an administrative point, subordinate to the root of theautonomous administrative area, which is usefl for access
control purposes only.

11.6 DIT Domain policies

A DIT Dgmain policy has the following compenents: DIT policy objects, DIT policy procedures, and IDIT policy
parameter.

An operat|onal attribute that represents @ DIT policy parameter is termed a DIT policy attribute (e.g., pubschema
administrafion operational attributes defined in clause 14 are DIT Domain policy attributes).

For a partigular DSA, the possible values of a policy parameter may not correspond to distinct, realizable coursgs of action
for that cofnponent. This may hethe case, for example, when the DSA lacks the technical capability to perform|all aspects
of the poligy procedure (e.g.{implement a particular access control scheme). To be well-defined, a policy procedure shall
take such gircumstances.into-account as part of its definition.

Specific DJT Domain-policy objects and attributes are defined in clause 15 to support subschema administratipn.

11.7 DMD p0I|C|es

f ' T policy may
apply either to all the DSAs in the DMD ina unlform manner, to a subset of the DSAs in the DMD or it may apply to
one specific DSA.

One sort of DMD policy is to restrict or otherwise control the Directory and DSA abstract service provided by one or
more DSAs.
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Examples of such restrictions are:

a) Limiting the basic service provided to Directory (i.e., non-administrative) users to interrogation operations
only.

b) Limiting the service provided to users accessing the DSA indirectly, via chaining, including distinctions
based on whether the user request traversed a trusted path.

¢) Limitations on requests accepted from users accessing the DSA directly when chaining is required to DSAs
in the DMD known to be subject to limitations of the kind indicated in the previous point.

d) Constraints on the kinds of searches certain users can perform, and on the characteristics of such searches
(e.g., relaxation policies).
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SECTION 5 - MODEL OF DIRECTORY ADMINISTRATIVE
AND OPERATIONAL INFORMATION

Model of Directory Administrative and Operational Information

Definitions

For the purposes of this Directory Specification, the following definitions apply:

1211
12.1.2
12.1.3

1214

12.15
applicatio

12.1.6
or subtree

12.1.7

that the bage (or root) vertex of this tree is usually subordinate to the root of the.DIT.

base: The root vertex of the subtree or subtree refinement produced by the evaluation of a subtree specification.

chop: A set of assertions concerning the names of the subordinates of a base.

q

q

gntry: A Directory entry or extended Directory entry, depending on the context.\(either users
s or administration and operation of the Directory) in which the term is used.

qubentry: A special sort of entry, known by the Directory, used to hold information associated wit
refinement.

qubtree: A collection of object and alias entries situated at the vertices:of a tree. The prefix "sub"

irectory operational attribute: An operational attribute defined and visible in the Directory Adr‘\inistrative
and Operational information model.

irectory system schema: The set of rules and constraints concerning operational attributes. and subentries.

and their

N a subtree

mphasizes

12.1.8  dubtree refinement: An explicitly specified subset of the entries in a subtree, where the entries are pot located
at the vertiges of a single subtree.

12.1.9  dubtree specification: The explicit specification of a~subtree or subtree refinement. A subtree sgecification
consists offzero or more of the specification elements base, chop:and specification filter. The definition is termed "explicit"
(in contras} to that of an administrative area) because the portion of the DIT subordinate to the base that is included in the
subtree or pubtree refinement is explicitly specified.

12.2 QOverview

From an ag@iministrative perspective, user information held in the DIB is supplemented by administrative and ¢perational

information represented by:

This information, illastrated in Figure 8, may be placed in the Directory by administrative authorities or by D
used by th¢ Directory in the course of its operation.

Two mechpnisms in the Directory abstract service that relate to this view of Directory information are:

Access to

-+ operational attributes, Which represent information used to control the operation of the Dire
access control information) or used by the Directory to represent some aspect of its operation
stamp informatien);-and

the scope.af.the subentry. The scope of a subentry is a subtree or subtree refinement.

ctory (e.g.,
(e.g., time

subentries, which associate the values of a set of attributes (e.g., collective attributes) with enfries within

5AS, and is

- EntryInformationSelection permits the selection of operational atiributes In an entry; and

— the subentries service control permits the List and Search operations to apply either to object and alias

entries or to subentries.

operational information, as for user information, may be limited by an access control mechanism.

Entries are made visible to Directory users via the Directory abstract service, but their relationships to the DSAs that
ultimately hold them are not. The DSA information model, described in clauses 22 through 24, expresses the mapping of

these entr

ies onto the information repositories of DSAs.

Rec. ITU-T X.501 (10/2016) 35


https://iecnorm.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

ADMINISTRATIVE ENTRY

Administrative -
Point (AP) AP U_ser Oper_atlonal
attributes attributes
SUBENTRY
| | | | | | | SUBENTRY
| | | | User Operational
Administrative attributes attributes
Area'(AA)
| 1 /] | | |>
| | | | ENTRY
User Operational
attributes attributes
X 501(12)%F08

12.3 g

1231

A subtree
The prefix]
the DIT.

Figure 8 — Model of Directory Administrative and Operational Infoermation

bubtrees

Dverview

s a collection of object and alias entries situated at the vertices ‘of a tree. Subtrees do not contain pubentries.
"sub", in subtree, emphasizes that the base (or root) vertex\of this tree is usually subordinate to the root of

A subtree hegins at some vertex and extends to some identifiable lower boundary, possibly extending to leaveg A subtree

is always @
a subtree d
administra

1232

Subtree sp
subtree or

The vertex
the contex

The vertex

mechanisn) may also be used to specify subtree refinements which are not true tree structures.

NOTE
determi
when thi

Specificati

efined within a context which implicitly bounds the subtree. For example, the vertex and lower bo{indaries of
efining a replicated area are bounded by a naming context. Similarly, the scope of a subtree defininl; a specific
[ive area is limited to the context of an enclosing autonomous administrative area.

ubtree specification

pcification is the definition of a.subset of the entries below a specified vertex which forms the lpase of the
Eubtree refinement.

and/or the lower boundary of the subtree may be implicitly specified, in which case they are detgrmined by
within which the subtree.is used.

and/or the lower bpundary may be explicitly specified using the mechanism specified in this clause. This
The topological'concept of a (sub)tree is useful in considering such specifications, although a particular specification may

he a collection'of entries that are not located at the vertices of a single (sub)tree. The term subtree refinement|is preferred
e entries:of the collection are not so located.

btree, and

then reduce

pnaf,a subtree consists of three optional elements of specification which identify the base of the s

a) Base — The root vertex of the subtree or subtree refinement produced by the evaluation of a subtree

specification;

b) Chop — A set of assertions concerning the names of the subordinate entries; and

c) Specification filter — A proper subset of the assertive capability of a filter applied to the subordinates.
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The specification of a subtree or subtree refinement may be represented by the following ASN.1 type:

SubtreeSpecification ::= SEQUENCE {
base [0] LocalName DEFAULT ({},
COMPONENTS OF ChopSpecification,
specificationFilter [4] Refinement OPTIONAL,
}

-- empty sequence specifies whole administrative area
The three components of this sequence correspond to the three specification elements identified above.

Where a value of subtreeSpecification identifies a collection of entries that are located at the vertices of a single
subtree, the collection is termed a "subtree™; otherwise, the collection is termed a "subtree refinement".

The subtreeSpecification type provides a general purpose mechanism for the specification of subtrees and subtree
refinements. Any particular use of this mechanism defines the specific semantics of precisely what is specifidd and may
impose linjitations or constraints on the components of SubtreeSpecification.

When each of the components of subtreeSpecification is absent (i.e., a value of type SubtreeSpecilfication
which is gn empty sequence, {}), the subtree so specified is implicitly determined by the context within|which the
SubtreeSpecification is used.

These terms are illustrated in Figure 9, for the case where subtrees are deployed within the context of administrative areas.

Administrative
2

_E:\ Point (AP)
A
Local name
Subtree
AP
7
Subtree
refinement AA

X.501(12)_F09

Figure 9 Specification of Subtrees and Subtree Refinements
within the context of Administrative Areas

12.3.3 ase

The base fomponent of SubtreeSpecification represents the root vertex of the subtree or subtree refingment. This
may be anjentry whichis subordinate to the root vertex of the identified scope or may be the root vertex of th¢ identified
scope itself (the default).

The relativie.name of the root vertex of the subtree with respect to the root vertex of the identified scope is a vglue of type
LocalN

LocalName ::= RDNSequence

Note that the root vertex of the identified scope and the root vertex of the subtree coincide when LocalName is omitted
from subtreeSpecification.

12.3.4  Chop Specification

The components of the ChopSpecification data type specify assertions concerning the names of the subordinates of
a base.

ChopSpecification ::= SEQUENCE {

specificExclusions [1] SET SIZE (1..MAX) OF CHOICE {
chopBefore [0] LocalName,
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chopAfter [1] LocalName,
...} OPTIONAL,
minimum [2] BaseDistance DEFAULT O,
maximum [3] BaseDistance OPTIONAL,
}

This type is intended to permit the specification of a tree structure (or subset thereof) starting at the base by two methods,
specific exclusions and base distance.

12.3.4.1 Specific Exclusions

The specificExclusions component has two forms, chopBefore and chopAfter, which may be used individually
or in combination.

The chopBefore component defines a list of exclusions, each in terms of some limit point which is to be excluded, along
with its subordinates, from the subtree or subtree refinement. The limit points are the entries identified by a\LpcalName,
relative to the base.

The chopAfter component defines a list of exclusions, each in terms of some limit point whose subardinatgs are to be
excluded ffom the subtree or subtree refinement. The limit points are the entries identified by a, LocalName | relative to
the base.

12.3.4.2 Minimum and Maximum

These confponents allow exclusion of all entries that are superior to entries that are mirimum RDN arcs beloy the base,
as well as|entries which are subordinate to entries that are maximum RDN areS elow the base. These digtances are
expressed py values of the type BaseDistance:

BaseDistlance ::= INTEGER (0. .MAX)

For the pufpose of chop specifications, a compound entry is counted\as a single entry. In a compound entry] all family
members gre counted as having the same base distance as the ancestor, since they are all part of the same logigal entry.

A value oflminimum equal to zero (the default), corresponds ta'the base. An absent maximum component indlicates that
no lower limit should be imposed on the subtree or subtreg-fefinement.

12.3.5  $pecification Filter

The specificationFilter component consists-of a proper subset of the assertive capability of a filter (seg/ Rec. ITU-
T X.511 | [SO/IEC 9594-3) applied to the subordinates of a base. Only entries for which the filter evaluates|to true are
included in the resulting subtree refinement.: It consists of a value of type Refinement:

Refinement ::= CHOICE ({
item |[0] OBJECT-CLASSs&id,
and [1] SET SIZE (1l..MAX) OF Refinement,
or [2] SET SIZE,(1l..MAX) OF Refinement,
not [3] Refinement,

}

A Refinepment evaluates to TRUE as if it were a filter making an equality assertion regarding values of tie attribute
type objegtcClassgonly.

If a family|member is excluded from a subtree by this specification, all its subordinate family members are alsg excluded.

12.4 Operational attributes

There are three varieties of operational attributes: Directory operational attributes, DSA shared operational attributes, and
DSA specific operational attributes.

Directory operational attributes occur in the Directory information model and are used to represent control information
(e.g., access control information) or other information provided by the Directory (e.g., an indication of whether an entry
is a leaf or non-leaf entry).

DSA shared operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.
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DSA specific operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

NOTE — These are described in clauses 23 through 24.

The definition and use of each operational attribute is a matter for specification in the appropriate Directory Specification.

12.5

1251

Entries

Overview

From an administrative perspective, user information held in an entry may be supplemented by administrative and
operational information represented by operational attributes.

The Directory uses the object class attribute and DIT content rules applicable to an entry to control the user attributes

required afd permitted in the entry. The operational attributes of an entry are governed by the Directory systs

(see clauss
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p (or subtree refinement) associated with its administrativeaint. The subentries and their administ
the same naming context (see clause 21).

ubentry may serve all or several aspects of administrative authority. Alternatively, a specific
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Figure 10 — Structure of a subentry

X.501(12)_F10

Rec. ITU-T X.501 (10/2016) 39


https://iecnorm.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

A subentry consists of:

—  acommonName attribute, specified in Rec. ITU-T X.520 | ISO/IEC 9594-6 which contains the RDN of the
subentry;

— asubtreeSpecification attribute, specified in clause 14;

— an objectClass attribute, specified in clause 13, which indicates the purpose(s) of the subentry in the
operation of the Directory;

—  other attributes, depending on the values of the objectClass attribute.
Subentries may also contain operational attributes with appropriate semantics (see 12.6.4).

12.6.2  Subentry RDN attribute
ybe defined

The commgnName-atiribute-used-a e g v
as immedigte subordinates of a specific administrative entry.
NOTE + The value of this attribute might be selected to serve as a mnemonic to representatives of the Administrative JAuthority.

12.6.3  $ubtree Specification attribute

The subtteeSpecification attribute defines the collection of entries within the administrative area withl which the
subtree is ¢goncerned.

12.6.4  Wse of Object Class attribute
The content of a subentry is regulated by the values of the subentry's objectClass attribute.

The objegdtClass attribute of all subentries shall contain the value subentry. The subentry object class is f structural
object clags, defined in clause 14, used to include the commonName,/subtreeSpecification and objlectClass
attributes ip all subentries.

In order tqg regulate the remaining attributes, the other values of.the*objectClass attribute, representing the auxiliary
object claspes allowed for the subentry, shall be used.

The definifion of the semantics of one of these values includes’an identification and specification of zero or moye attribute
types that $hall or may appear in the subentry when the ‘objectClass attribute assumes the value. The definjtion of the
semantics pf a value for the objectClass attribute shall include:

+ an indication of whether an entry may be included in more than one subtree or subtree fefinement
associated with the particular purpose (e.g., it may not be permitted in the case of subschemq, but may
be permitted for access control); and if so

1 the effects of the combination of associated subentry attributes, if any.

A subentry of a particular objectslass may only be subordinate to an administrative entry if the administrativeRole
attribute pgrmits that class of.subentry as a subordinate.

As for objgct and alias entries, information held in a subentry may be supplemented by administrative and ¢perational
informatioh represented:by operational attributes. For example, a subentry is permitted to contain entry AC|, provided
only that fhis ACI(is) permitted by and consistent with the value of the accessControlScheme attriqute of the
corresponding aecess control specific point. Similarly, a subentry may contain a modi fyTimestamp.

12.6.5  Qther subentry attributes

The remaining attributes within a subentry depend on the values of the objectClass attribute. For example, a subschema
attribute may only be placed in a subentry if its objectClass attribute has subschema as one of its values.

12.7 Information model for collective attributes

An autonomous administrative area may be designated as a collective attribute specific administrative area in order
to deploy and administer collective attributes. This shall be indicated by the presence of the value
id-ar-collectiveAttributeSpecificArea in the associated administrative entry's administrativeRole
attribute (in addition to the presence of the value autonomousArea, and possibly other values).
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Such an autonomous administrative area may be partitioned in order to deploy and administer collective attributes in the
specific partitions. In this case, the administrative entries for each of the collective attribute specific administrative areas
are indicated by the presence of the value id-at-collectiveAttributeSpecificArea in these entries'
administrativeRole attributes

If such an autonomous administrative area is not partitioned, there is a single specific administrative area for collective
attributes encompassing the entire autonomous administrative area.

Additionally, a specific administrative area defined for the purpose of collective attribute administration may be further
divided into nested inner areas for the same purpose. The administrativeRole attribute of the administrative entries

for each such inner administrative area shall indicate this by the presence of the value
id-ar-collectiveAttributelInnerArea.

An entry collection and its associated collective attributes are represented in the Directory information model by a
subentry, rtermed—a——cottective—attribute—subentry,—whose——objectcrass —attribute—tas—the  value
id-sc-cdllectiveAttributeSubentry, as defined in clause 14. A subentry of this class may be)the immediate
subordinate of an administrative entry whose administrativeRole attribute contdins the value
id-ar-cdllectiveAttributeSpecificArea Ol id-ar-collectiveAttributeInnerArea,

Where there are different entry collections within a given collective attribute area, each shall haveits own subentry.

The entry ¢ollection itself is defined by the value of the subtreeSpecification operational attribute of the subentry.
This value| defines the scope of the collective attribute subentry. The user attributes,af the subentry are thg collective
attributes qf the entry collection.
NOTE 1 — Because subtree refinement is based on object class, the association of collective attributes with object erjtries can be
done inJa manner that naturally extends the schema for these entries. For examplé;the organizationalPerson gntries of an
organiztion might be extended with a set of collective attributes appropriate for‘all persons affiliated with the organigation by the
creation of a subentry whose associated subtree is refined to include only organizationalPerson entries and whjch contains
the orggnization's set of collective attributes. Additionally, a DIT Content-Rule for such entries would need to be defiped to allow
collectiye attributes to become visible in the entries.

Collective [attribute types and non-collective attribute types differsemantically. An attribute type capable of pxpressing
collective $emantics shall be designated as a collective attribute-type at the time of its definition.

NOTE % — Merging procedures employed by the Directoryin\the case of independent sources of values of a collect|ve attribute
type are|described in Rec. ITU-T X.511 | ISO/IEC 9594-3.

Collective fattributes may be excluded from appearing’in a particular entry through use of the collectiveExiclusions
attribute défined in clause 14.

12.8 nformation model for context defaults

An autonomous administrative area may be designated as a context default specific administrative area in order to deploy
and adnpinister context _defaults. This shall be indicated by the presence of the value
id-ar-contextDefaultSpecificArea in the associated administrative entry's administrativeRole dttribute (in
addition to the presence ofithevalue id-ar-autonomousArea, and possibly other values).

Such an afitonomous-administrative area may be partitioned in order to deploy and administer context defgults in the
specific pgrtitions.«In_this case, the administrative entries for each of the context default specific areas are irjdicated by
the presenge of thewalue id-ar-contextDefaultSpecificArea in these entries' administrativeRole attribute.

If an autorjomoUs administrative area is not partitioned, there is a single specific administrative area for contgxt defaults
encompassing the entire autonomous administrative area.

Context defaults are represented in the Directory Information model by a subentry, termed a context default subentry,
whose objectClass attribute has the value id-sc-contextAssertionSubentry as defined in 14.7. A subentry of
this class may be the immediate subordinate of an administrative entry whose administrativeRole attribute contains
the value id-ar-contextDefaultSpecificArea

The context default subentry defines a set of context assertions, any one of which is applied whenever there is no context
assertion applicable to a given attribute type specified by the user when accessing the portion of the DIT defined by the
subtreeSpecification operational attribute of the subentry. Application of default context assertions is described
in 8.9.2.2, and in 7.6.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3.
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SECTION 6 — THE DIRECTORY SCHEMA

13 Directory Schema

13.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

13.1.1 attribute syntax: The ASN.1 data type used to represent values of an attribute.

13.1.2  directory schema: The set of rules and constraints concerning DIT structure, DIT content, DIT context use,

object classes, and attribute types, syntaxes and matching rules which characterize the DIB. The Directory
manifested-a et Hoer-ovetrta i v as-each-governringentrie ciame od Histrativ
specific partition thereof). The Directory schema is concerned only with Directory User Informati

subschemd

13.1.3  (directory) subschema: The set of rules and constraints concerning DIT structure, DIT content, ob]
and attribufe types, syntaxes and matching rules which characterize the DIB entries within an autonomous adn
area (or a qubschema specific partition thereof).

13.14
auxiliary
indicated

13.1.5 DIT context use: A rule governing the context types that may be associated with attribute values o
attribute tyjpes. It specifies the permitted and the mandatory context types for the attribute type.

abject classes and additional attribute types permitted to appear, or excluded from appearing, in en
structural object class.

DIT structure rule: A rule governing the structure of the DIT by specifying a permitted superior to g
onship. A structure rule relates a name form, and therefore a-structural object class, to superior stru
This permifts entries of the structural object class identified by the name-form to exist in the DIT as subordinate
governed Ry the indicated superior structure rules.

13.1.7  governing structure rule (of an entry): With respect to a particular entry, the single DIT structu
applies to the entry. This rule is indicated by the governingStructureRule operational attribute.

13.1.8  mame form: A name form specifies a permissible RDN for entries of a particular structural object cld
form identjfies a named object class and one or more attribute types to be used for naming (i.e., for the RO
forms are primitive pieces of specification used¢n the definition of DIT structure rules.

NOTE + Name forms are registered and have. global scope. DIT structure rules are not registered and have the s
adminisfrative area with which they are associated.

13.1.9  duperior structure rule: With'respect to a particular entry, the DIT structure rule governing the entry

13.2 Overview

The Directory Schema is:a'set of definitions and constraints concerning the structure of the DIT, the possible W
are named, the information that can be held in an entry, the attributes used to represent that informatior
organizatign into hierarchies to facilitate search and retrieval of the information and the ways in which values g
may be mgtched inattribute value and matching rule assertions.

Schema is
area (or a
DN,

ect classes
hinistrative

DIT content rule: A rule governing the content of entries of a particular structural‘object class. It specifies the

ries of the

particular

ubordinate
Cture rules.
5 to entries

e rule that

5S. A name
N). Name

cope of the

s superior.

ays entries

and their
f attributes

NOTE 1 < The schema enables the Directory system to, for example:

—  prevent the creation of subordinate entries of the wrong object class (e.g., a country as a subordinate of a person);

—  prevent the addition of attribute-types to an entry inappropriate to the object class (e.g., a serial number to a person's

entry);

—  prevent the addition of an attribute value of a syntax not matching that defined for the attribute-type (e.g.

string to a bit string).

Formally, the Directory Schema comprises a set of:
a) Name Form definitions that define primitive naming relations for structural object classes;

b) DIT Structure Rule definitions that define the names that entries may have and the ways in
entries may be related to one another in the DIT;

, a printable

which the

c) DIT Content Rule definitions that extend the specification of allowable attributes for entries beyond those

indicated by the structural object classes of the entries;
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Object Class definitions that define the basic set of mandatory and optional attributes that shall be present,
and may be present, respectively, in an entry of a given class, and which indicate the kind of object class
that is being defined (see 7.3);

Attribute Type definitions that identify the object identifier by which an attribute is known, its syntax,
associated matching rules, whether it is an operational attribute and if so its type, whether it is a collective
attribute, whether it is permitted to have multiple values and whether or not it is derived from another
attribute type;

Matching Rule definitions that define matching rules;

DIT Context Use definitions that govern the context types that may be associated with attribute values of
any particular attribute type.

Figure 11 illustrates the relationships between schema and subschema definitions on the one side, and the DIT, directory

H HEVETS A ottt 1 +h +1
entries, attppttesanaatirtbtte-vattuesonr-the-other

e N
Directory Rules for Directory
schema information tree
. J
Usesl TBeIong to
e N
Subschema Rules for R Subsghema
DIT structure rule administrative areas
o J
Usesl TBeIong to
Name form )
DIT content rule Rules for »> Entries
object class
- J
Usel TBeIong to
2\
Attribute types Rules for R .
DIT context use Attributes
- J
Usel TBeIong to
2\
ASN.1 type Rules for
matching rule Values
- .
X.501(12)_F11
Rigure 11 — Overview of Directory Schema
Figure 11 {s interpreted as fotlows:
the items disted vertically on the left represent elements of schema;
the item)s Tisted vertically on the right represent instances of corresponding schema items, ipstantiated
according to the rules defined by these schema items;
the'relationship between items of schema is illustrated by the "uses" relationship;
the ml:\tinnehip between instances of different aspects of-schemais illustrated ||eing the " e|ong to"
relationship.

The Directory Schema is distributed, like the DIB itself. It is manifested as a set of non-overlapping subschemas each
governing entries of an autonomous administrative area (or a subschema specific partition thereof). A subschema
administrative authority establishes the rules and constraints constituting the subschema.

The subschema administrative authority may elect to use individual elements of the Directory Schema having global
scope which are defined in these Directory Specifications: name forms, object classes and attributes (types and matching
rules). It may also choose to define alternatives to these elements more appropriate to its own environment or it may
choose some intermediate approach, using both standardized and proprietary schema elements.

The subschema administrative authority defines those schema elements whose scope is limited to the subschema: DIT
structure rules, DIT content rules, and DIT context use. In addition, the subschema administrative authority may also
specify which matching rules are applicable to which attribute types.
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The Directory Schema is concerned only with directory user information. Although some support for the specification of
operational information is provided in the notation defined in this clause, the regulation of Directory Administrative and
Operational Information is the concern of the Directory System Schema.

NOTE 2 — The Directory System Schema is described in clause 14.

13.3 Object class definition

The definition of an object class involves:
a) indicating which classes this object class is to be a subclass of;
b) indicating what kind of object class is being defined;

c) listing the mandatory attribute types that an entry of the object class shall contain in addition to the
mandatory attribute types of all its superclasses;

d) listing the optional attribute types that an entry of the object class may contain in addition, to tI1e optional
attributes of all its superclasses;

d) assigning an object identifier for the object class.
NOTE + Collective attributes shall not appear in the attribute types of an object class definition.

13.3.1  $ubclassing

There are flestrictions on subclassing, namely:
only abstract object classes shall be superclasses of other abstract object classes.

a structural object class shall not be derived from auxiliary objectelasses.

an auxiliary object class shall not be derived from structuralobject classes.

There is orje special object class, of which every structural object classSiis-a subclass. This object class is callefl top. top
is an abstrgct object class.

13.3.2  Object class attribute

Every entrly shall contain an attribute of type objectclass to identify the object classes and superclasses tq which the
entry belor[gs. The definition of this attribute is given in\13.4.8. This attribute is multi-valued.

There shal] be one value of the objectClass attribute for the entry's structural object class and a value for|each of its
superclassgs. top may be omitted.

An entry's tructural object classes shall not be changed. The initial values of the objectClass attribute are grovided by
the user when the entry is created.

Where auXiliary object classes aréwused, an entry may contain values of the objectClass attribute for the auxiliary
object clagses and their superclasses allowed by a DIT content rule. If a value for an allowed auxiliary objgct class is
present, then values for the superclasses of the auxiliary object class shall also be present.

Where the|objectClass attribute contains an object identifier value for an auxiliary object class, then the jentry shall
contain thg mandatory\attributes indicated by that object class.

NOTE 1 — Thefequirement that the objectcClass attribute be present in every entry is reflected in the definition of gop.

NOTE 2 —Because an object class is considered to belong to all its superclasses, each member of the chain of superglasses up to
top is rgpresented by a value in the objectClass attribute (and any value in the chain may be matched by a filter).

NOTE 3 — Access Control restrictions may be placed on modification of the objectClass attribute.

In conjunction with the applicable DIT content rules, the Directory enforces the defined object class for every entry in
the DIB. Any attempt to modify an entry that would violate the entry's object class definition that is not explicitly allowed
by the entry's DIT content rule shall fail.

NOTE 4 — In particular, the Directory will ordinarily prevent:

a) attribute types absent from an entry's structural object class definition and not permitted by the entry's DIT content rule being
added to an entry of that object class;

b)  anentry being created with one or more absent mandatory attribute types for an object class of the entry;
¢) amandatory attribute type for the object class of the entry being deleted.
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13.3.3  Object class specification

Obiject classes may be defined as instances (information objects) of the o0BJECT-cLASS information object class:

OBJECT-CLASS ::= CLASS {
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldapName SEQUENCE SIZE (1..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[SUBCLASS OF &Superclasses]
[KIND &kind]
[MUST |ICONTAIN &MandatoryAttributes]
[MAY CONTAIN &OptionalAttributes]
[LDAP-NAME &ldapName]
[LDAP-DESC &ldapDesc]
iD &id }
ObjectCllassKind ::= ENUMERATED {

abstract (0),
structjural (1),
auxiliary (2)}

For an objgct class which is defined using this information object class:

d) the ssuperclasses field is used for specifying the set of object classes which are its direct superclasses;

) the skind field is used for specifying the kind of object ¢lass being defined, i.e., whether it is an abstract,
structural or auxiliary object class;

@) the sMandatoryAttributes field, if relevantis used for specifying the set of user attributg types that
shall be represented in entries of that object class;

d) the sOptionalAttributes field is uséd"for specifying the set of user attribute types that may be
represented in entries of that object class, except that if an attribute type appears in both the marjdatory and
optional sets, it shall be considered mandatory;

NOTE — There are special rules for.object classes for subentries, where operational attribute types may be| included in

the object class specification.

d) the sldapName field, if-relevant, is used for specifying one or more values for the NAME specification

used in the corresponding-LDAP definition defined either by the IETF or by these Directory Spetifications.

It allows multiple values to be specified.

f) the sl1dappesc. field, if relevant, is used for specifying the DESC used in the corresponding LDAP
definition defined either by the IETF or by these Directory Specifications.

g) the sidfield is used for specifying the object identifier assigned to this object class.

The object{classes.previously mentioned (top and alias) are defined below:

top OBJECT-CLASS ::= {
KIND ahstract
MUST CONTAIN {objectClass}
LDAP-NAME {"top"}
ID id-oc-top }
alias OBJECT-CLASS ::= {

SUBCLASS OF {top}

MUST CONTAIN {aliasedEntryName}

LDAP-NAME {"alias"}

ID id-oc-alias }

NOTE 1 — The object class alias does not specify appropriate attribute types for the RDN of an alias entry. Administrative
Authorities may specify subclasses of the class alias which specify useful attribute types for RDNs of alias entries.

parent OBJECT-CLASS ::= {
KIND abstract
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ID id-oc-parent }
child OBJECT-CLASS ::= {

KIND auxiliary

ID id-oc-child }

Neither the parent nor the child object classes shall be combined with the alias object class to form an alias entry.

The parent object class is derived by the presence of an immediately subordinate family member, marked by the
presence of a child object class value. It may not be directly administered. The child object class value may only be
added or removed when the result is consistent with the architecture of compound entries (e.g., the subordinates of family
members shall always have a child object class).

NOTE 2 — The object classes parent and child do not specify any appropriate attribute types for the RDNs of family members.
This will be done in the normal way via the appropriate structural object classes and name forms for these entries.

134 Attribute type definition

The definition of an attribute type involves:

d) optionally indicating that the attribute type is a subtype of a previously defined \attribute typa, its direct
supertype;

) specifying the attribute syntax for the attribute type;

q) optionally indicating the equality, ordering and/or substring matching fule(s) for the attribute type;
d) indicating whether an attribute of this type shall have only one or may have more than one valye;
q) indicating whether the attribute type is operational or user;

f) optionally indicating that a user attribute type is collective;

g) optionally indicating that a user attribute type is dummy attribute type;

) optionally indicating that an operational attribute is.not user modifiable;

i)  for operational attributes, indicating the application;

j)  optionally indicating the object identifier fof'the associated LDAP attribute syntax;
K) optionally indicating the NAME of the-Gorresponding LDAP attribute type;

I)  optionally indicating the attribute description to be used in the LDAP protocol;

) assigning an object identifier to«the attribute type.

Any user pttribute can be identified by-an administrative authority as an anchor attribute, having friend| attributes.
Therefore,|the attribute type definition‘does not identify the friends of an anchor attribute. This may vary from subschema
to subschema.

13.4.1  (perational attributes

Some opetational attributes.are under direct user control. In other cases, the operational attribute's values are|controlled
by the Dirgctory. In thelatter case, the definition of the operational attribute shall indicate that no user modifications to
the attribute values.are)permitted.

The specifjcation of an operational attribute type shall indicate its application, which shall be one of the folloying:
-+ “'Directory operational attribute (e.g., access control attributes);

—  DSA shared operational attribute (e.g., a master-access-point attribute);
—  DSA specific operational attribute (e.g., a copy-status attribute).

13.4.2  Attribute hierarchies

An attribute hierarchy shall contain either user attributes or operational attributes but not both. It follows that a user
attribute shall not be derived from an operational attribute, and that an operational attribute shall not be derived from a
user attribute.

An operational attribute that is a subtype of another operational attribute shall have the same application as its supertype.
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If an attribute type is not a subtype of another attribute type, the attribute syntax and matching rules (if applicable) shall
be specified in the attribute type definition. Specifying an attribute syntax shall be done by directly specifying the ASN.1
data type.

If an attribute type is a subtype of an indicated type, the definition need not specify an attribute syntax, in which case its
attribute syntax is that of its direct supertype. If the attribute syntax is indicated and the attribute has a direct supertype,
the indicated syntax shall be compatible with the supertype's syntax, i.e., every possible value satisfying the attribute's
syntax shall also satisfy the supertype's syntax.

If an attribute type is a subtype of another attribute type, the matching rules applicable to the supertype are applicable to
the subtype, unless extended or modified in the definition of the subtype. A matching rule defined for a supertype may
not be removed when defining a subtype.

13.4.3  Friend attributes

The list of friends of an anchor attribute shall only contain user attributes. The relationship imposes no restrdings whatever
on the semiantics, syntax, or other characteristics of a friend attribute.

NOTE + An anchor attribute may be defined as a dummy attribute.

13.4.4  Collective attributes
An operatipnal attribute shall not be defined to be collective.

A user attrjbute may be defined to be collective. This indicates that the same attribute/values will appear in th¢ entries of
an entry cqllection subject to the use of the collectiveExclusions attribute.

Collective [attributes shall be multi-valued.

13.45 [DDerived attributes

A derived fattribute is one that contains information using the syntax.of attribute information, but where the|values are
computed fs returned rather than being held in the DIB.

The family-information derived attribute is introduced for\use in the Directory service for the containmerjt of family
informatio. Its characteristics are defined in 7.7.1 of Rec, ATU-T X.511 | ISO/IEC 9594-3.

DSAs may also use derived attribute technology to previde other attributes. For example, all operational attfibutes that
include thqg AccessPoint value of a specific DSA.may (and probably should) derive the value from a singl¢ source of
the inform@tion, which may be suitably administered.

13.4.6  Attribute syntax

If an equallity matching rule is specified for the attribute type, the Directory shall ensure that the correct attriute syntax
is used forlevery value of this attribute type.

13.4.7  Matching rules

Equality, qrdering and substrings matching rules may be indicated in the attribute type definition. The sam¢ matching
rule may be used for ofié-or more of these types of matches if the semantics of the rule allows for more than ope of these
different types of matches.

NOTE 1 — This fact should be reflected in the definition of the indicated matching rule.

If no equallity.matching rule is indicated, the Directory:

a) treats values of this attribute as having type any, i.e., the Directory may not check that those values
conform with the data type or any other rule indicated for the attribute;

b) does not permit the attribute to be used for naming;

c) does not allow individual values of multi-valued attributes to be added or removed;
d) does not perform comparisons of values of the attribute;

e) will not attempt to evaluate AvAs using values of such an attribute type.
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If an equality matching rule is indicated, the Directory:

a) treats values of this attribute as having the type defined in the &Type field in the attribute's definition (or
that of the attribute from which the attribute is derived);

b) will use the indicated equality matching rule for the purpose of evaluating attribute value assertions
concerning the attribute;

c) will only match a presented value of a suitable data type as specified in the attribute type definition.
NOTE 2 — This subclause applies equally to an attribute whose equality matching rule uses an assertion syntax different from the

syntax of the attribute type.

If no ordering matching rule is indicated, the Directory shall treat any assertion of an ordering match using the syntax
provided by the Directory Abstract Service as undefined.

13.4.8

&equallity-match
&orderling-match
&subsyrings-match
-valued
tive

&dumm

-- opejrational extensions
&no-usler-modification
&usag

&ldapSlyntax

&ldap e

&ldapDesc

&obsollete

[SUBTY[PE OF
[WITH |[SYNTAX

[EQUALIITY MATCHING RULE
[ORDERING MATCHING RULE

[SUBSTRINGS MATCHING RULE

[SINGLE VALUE

ATTRIBUTE OPTIONAL,

OPTIONAL, -- either &Type or &derivation required

MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE;

BOOLEAN DEFAULT FALSE,

AttributeUsage DEFAULT userApplications,
SYNTAX-NAME. &id\OPTIONAL,

SEQUENCE SIZE(l..MAX) OF UTF8String OPTIONAL,
UTF8String OPTIONAL,

BOOLEAN DEFAULT FALSE,

OBJECT,  IDENTIFIER UNIQUE }

&dexivation]
&Type]
&equality-match]
&ordering-match]
&substrings-match]
&single-valued]

[COLLECTIVE &collective]
[DUMMY] &dummy ]
[NO USER MODIFICATION &no-user-modification]
[USAG &usage]
[LDAP-SYNTAX &ldapSyntax]
[LDAP-NAME &ldapName]
[LDAP-DESC &ldapDesc]
[OBSOLETE &obsolete]
ID &id }
AttributeUsage ::= ENUMERATED {
userApplications (0),
directoryOperation (1),
distributedOperation (2),
dSAOperation (3),

}
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For an attribute type which is defined using this information object class:

a) the sderivation field, if relevant, is used for specifying the attribute type, of which this attribute type is
a subtype;

b) the sType field, if relevant, is used for specifying the syntax. This shall be an ASN.1 type and it is required
if the sderivation field is not relevant;

c) the sequality-match field, if relevant, is used for specifying the equality matching rule;

d) the sordering-match field, if relevant, is used for specifying the ordering matching rule;

e) the ssubstrings-match field, if relevant, is used for specifying the substrings matching rule;

f) the ssingle-valued field is used for specifying that an attribute of the type shall have only one value by
using the value TRUE, while a multi-valued attribute type is defined by not applying this field or by using

—the-valie FALSE:

g) the scollective field is used for specifying that an attribute of the type is a collective attribLte type by
using the value TRUE, while an attribute type that is not a collective attribute type is defiped.by npt applying
this field or by using the value FALSE;

) the sdummy field is used for specifying that an attribute of the type is a dummy attribute type by using the
value TRUE, while an attribute type that is not a dummy attribute type is defined by not applying this field
or by using the value FALSE;

i) the sno-user-modification field is used for specifying that an operational attribute of the[type is not
user modifiable by using the value TRUE, while an attribute type that\is user modifiable is defined by not
applying this field or by using the value FALSE;

j) the susage field is used for indicating the operational usage of an attribute of [this type.
userApplications means it is a user<, aftribute type, directoryOperation,
distributedOperation, and dSAOperation mean it is a directory, distributed, or DSA ¢perational
attribute type respectively;

K) the s1dapsyntax field, if relevant, is used for'specifying the object identifier for the syntax used for the
corresponding LDAP attribute type ;

I) the s1dapName field, if relevant, is used for specifying one or more values for the NAME specification
used in the corresponding LDAP definition either defined by the IETF or by these Directory Spegifications;

) the sldapbesc field, if relevant, is used for specifying the DESC used in the corresponding LDAP
attribute type specification;

1) the sattributeDescription field, if relevant, shall specify the attribute description used inthe LDAP
protocol possibly including relevant attribute options, but not including possible tagging options.

Q) the &id field is used:for specifying the object identifier assigned to this attribute type.

The attriblite types defined /n>the first edition of this Directory Specification, which are known to and uped by the
Directory for its own purpeses;, are defined as follows:
objectCllass ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

LDAP-SYNTAX oid.&id

LDAP-NAME {"objectClass"}

ID id-at-objectClass }
aliasedEntryName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

LDAP-SYNTAX dn.s&id

LDAP-NAME {"aliasedObjectName"}

ID

id-at-aliasedEntryName }

NOTE — The matching rules referred to in these definitions are defined in 13.5.2.
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The objectClass and aliasedEntryName attributes are defined as user attributes even though they are used for
Directory operations and semantically should be defined as operational. This is because these attributes were defined as
user attributes before the operational attribute concept and must remain as user attributes to facilitate interworking
between systems implementing different editions of this Directory Specification.

13.5

13.5.1
The defin

A matchi
matching
assertion)

A matching rule may apply to many different types of attributes with different attribute syntaxes.

The defin

Matching rule definition

Overview

ition of a matching rule involves:
a) optionally defining the parent matching rules from which the present matching rule may be derived;
b) defining the syntax of an assertion of the matching rule;

d)—_Specitying the different types ol matches supported by the rule,

d) defining the appropriate rules for evaluating a presented assertion with respect to target.attriute values
held in the DIB;

d) assigning an object identifier to the matching rule.

ng rule shall be used to evaluate attribute value assertions of attributes indicating-the rule as thdir equality
flule. The syntax used in the attribute value assertion (i.e., the assertion component of the attrjbute value
s the matching rule's assertion syntax.

itfion of a matching rule shall include a specification of the syntax of.an assertion of the matching rpile and the

way in which values of this syntax are used to perform a match. This does pot require a full specification of t:lxe attribute

syntax to which the matching rule may apply. A definition of a matching’rule for use with attributes with diffe
syntaxes s

The appli
matching

attribute matchingRuleUse, defined in 15.7.7.

1352
Matching

ent ASN.1

all specify how matches shall be performed.

bility of defined matching rules to the attributes contained in a subschema specification (over and above the
les used in the definition of these attribute types) isindicated through the subschema specification pperational

atching rule definition

ules may be defined as values of the MATRCHING-RULE information object class:

-RULE ::= CLASS {

tMatchingRules MATCHING-RULE OPTIONAL,
tionType OPTIONAL,
MatchIndicator ATTRIBUTE OPTIONAL,

&ldapSlyntax SYNTAX-NAME . &§&id OPTIONAL,

&ldap SEQUENCE SIZE(1l..MAX) OF UTF8String OPTIONAL,

&ldap UTF8String OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[PARE! &ParentMatchingRules]

[ SYNT. &AssertionType]

[UNIQUE-MATCH-INDICATOR &uniqueMatchIndicator]

[LDAP—-SYNTAX &ldapSyntax]

[LDAP SldapName]

[LDAP-DESC &ldapDesc]

ID &id }

For a matching rule which is defined using this information object class:

50

a) The sParentMatchingRules field is used if the matching rule being defined combines the characteristics
of two or more other matching rules. It is given as a set of two or more object identifiers for the matching
rules that supply the basic characteristics of the matching rule being defined (e.g., matching algorithm); it
shall be omitted for a basic matching rule.
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&AssertionType IS the syntax for an assertion using this matching rule; if it is omitted, the assertion
syntax is the same syntax as that of the attribute the rule is applied to unless the matching rule specifies
otherwise. If it is present, it may specify a restriction on the parent matching rule(s) if present, but in this
case it shall be compatible with the syntax for the parent matching rule(s) (i.e., a value complying with
s&AssertionType shall also comply with sAssertionType for the parent matching rule(s)).

s&uniqueMatchIndicator is a notification attribute type. When present, unique matching is required.
For a mapping-based matching rule (see 13.6), that means mapping against the mapping table shall yield
an unambiguous result. If there are multiple matches against the mapping table, the search request shall be
rejected with a serviceError with problem ambiguousKeyAttributes. In addition, a notification
attribute of the type specified by this field shall be placed in CommonResults of the error returned.

NOTE 1 - Such a situation can occur in geographical matching when, for example, an assertion can specify "Newton"
as a locality in the United Kingdom; there are many distinct towns with this name, which need to be distinguished by a

aualifierfe g "Newton Cambs™
A o9 g A

f

If two or mo

a result, fof values that are compatible with AssertionType, as prescribeddy-the following rule:

4)
)

1)

the s1dapSyntax field, when relevant, is used for specifying the object identifier for the syntax used for
the corresponding LDAP assertion type;

the sldapName field, if relevant, is used for specifying one or more values for the’ NAME specification
used in the corresponding LDAP definition defined either by the IETF or by these Directory Spegifications;

the sldapbesc field, if relevant, is used for specifying the DESC usedin_the corresponding LDAP
matching rule specification;

the &id field is used for specifying the object identifier assigned to this¢matching rule.

re matching rules are used for ParentMatchingRules, the result-is-a’'combined matching rule that returns

if the result of any parent matching rule is TRUE, the combined matching rule shall return TRYE;

otherwise, if the result of any parent matching rule iS\EFALSE, the combined matching rule ghall return
FALSE; or

otherwise, the combined matching rule shall returnr undefined.

The following table shows the rules of combination of t®wo” matching rules A and B; the table could in principle be
extended ipto multiple dimensions, with similar result pattérns, to cover the case of three or more parent matching rules:

By combi

NOTE
matchi
normal fu

See 8.7{1 of Rec."ITU-T X.520 | ISO/IEC 9594-6.

Rule A
TRUE FALSE UNDEFINED
TRUE TRUE TRUE TRUE
Rule B FALSE TRUE FALSE FALSE
UNDEFINED TRUE FALSE UNDEFINED

ing matching rules‘as’ specified above, it is possible to obtain valid matching in cases where th¢ matching
would othgrwise fail.

— A specificcase of the use of a parent matching rule is with the combination of an arbitrary matching rule with the special

rule ignoreIfabsentMatch. The latter causes a filter-item to return TRUE if the attribute is absent; if it is|present, the
les apply. This enables a search filter to examine entries when some attributes specified in the search filte[ are absent.

The obje atch matching rule is defined as follows:
objectIldentifierMatch MATCHING-RULE ::= {

SYNTAX OBJECT IDENTIFIER

LDAP-SYNTAX oid.é&id

LDAP-NAME {"objectIdentifierMatch"}

D id-mr-objectIdentifierMatch }

A presented

value of type object identifier matches a target value of type object identifier if and only if they both have

the same number of integral components, and each integral component of the first is equal to the corresponding component

of the sec

ond. This matching rule is inherent in the definition of the ASN.1 type object identifier.

objectIdentifierMatch is an equality matching rule.
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The distinguishedNameMatch is defined as follows:

distinguishedNameMatch MATCHING-RULE ::= {

SYNTAX

LDAP-S

DistinguishedName
YNTAX dn.é&id

LDAP-NAME {"distinguishedNameMatch"}

ID

id-mr-distinguishedNameMatch }

A presented distinguished name value matches a target distinguished name value if and only if all of the following are

true:

a) the number of RDNs in each is the same;

b) corresponding RDNs have the same number of AttributeTypeAndvalue;

c) corresponding AttributeTypeAndVvalue (i.e., those in corresponding RDNs and with identic

al attribute

distingu

13.6 f

Relaxation
relaxation
more matd
Tightening
modes of 1

g

[

13.6.1 |

The match
(see 16.10,
3). In both

Relaxation
previously,
Having rel
set of ent
satisfactor
Relaxati]

The result
filter unde
using no

ChainingArguments to define what relaxation is to be used.

types) have attribute values which match as described in 9.4.

i shedNameMatch is an equality matching rule.

Relaxation and tightening

and tightening are functions that in a systematic way modify the matching of,0ne or more filtg
s performed, the modification of the matching is done in such a way as to increase the likelihoodg
hed entries. Relaxation is performed when the number of matched entfies”is below a certain
is performed in a similar way when the number of matched entries is abaove-a certain maximum. Th
elaxation/tightening:

) the matching rule applied for a particular attribute type can bé replaced by matching rule subst
stepwise fashion until the required effect is achieved or the‘possibilities have been exhausted
in 13.6.1; and

) the relaxation/tightening can be applied as part of a mapping-based matching as detailed in 13,

Matching rule substitution

ng rule substitution can be controlled by a governing-search-rule within a service-specific adminis
7). 1t can also be controlled by the user in thetsearch request (see 10.2.1 of Rec. ITU-T X.511|1SO
cases, the RelaxationPolicy constructias defined in 16.10, controls the substitution.

applicable matching rules for selected attributes onto matching rules that provide looser (or tighter
pxed, or tightened by matchingrale substitution, the whole of the search process is re-evaluated o
es within the scope of thewsearch. Re-evaluation can continue until no more relaxations exist,

return (less than orhequal to maximum, or more than minimum, by reference to the
onPolicy elements)is'made.

s that the filter kemains the same for each re-evaluation, but the individual matching rules used to e
go a substitufion as necessary (see Figure 12). Relaxation may either be evaluated on a DSA by-
oordinatedyrelaxation between DSAs, or may alternatively use the chainedRelaxation CON

r items. If
of having
minimum.
bre are two

tution in a
as detailed

G.2.

rative area
IEC 9594-

tightening by matching rule substitution modifies the action of a filter by systematically substituting the

matching.
h the same
or until a
controlling

valuate the
DSA basis,
ponent of
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Figure 12 — Matching rule substitution
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When a relaxation policy is to be used, the DSA before starting a local search makes a basic substitution for each attribute
type for which a basic substitution is defined, as specified by the relaxation policy.
NOTE 1 — A particular useful application of basic substitution is, as an example, for the 1localityName attribute type to substitute
the caseIgnoreSubstringMatch matching rule with the generalWwordMatch matching rule in situations where this matching
rule is more appropriate and the user is expected to formulate a substrings filter item accordingly.

If too few entries result from the search, as applied to this particular DSA, the first relaxation policy is applied; if too few
entries still result, the next relaxation policy is applied; and so on.

Similarly, if too many entries result from the search, the first tightening policy is applied in a similar fashion. There is no
reversal from a tightening to a relaxation, or vice versa.

A relaxation applied by one set of MRSubstitution for a particular attribute applies until countermanded by another
MRMapping. The countermanding can be explicit by specifying the matching rule, or implicit by omitting the
oldMatchlingRule IdentITIer.

If a relaxef evaluation is performed due to too few results from the previous evaluation, and if toomany |results are
returned frpm the relaxed evaluation, some or all of the results from the relaxed evaluation shall be returped. If p tightened
evaluation|is performed due to too many results from the previous evaluation, and if too few are ‘returnefl from the
tightened dvaluation, some or all of the results from the previous evaluation shall be returned. In-€ither case, thq relaxation
or tightenipg process stops.

An applicgble relaxation policy applies both to £ilter Or extendedFilter, as appropriate.

NOTE 2 — Because relaxation allows filter item evaluations to be relaxed or tightened forthe.ordinary filter, the need for extended
filters tq achieve more complex filtering is diminished.

A DSA mgy supply the proposedRelaxation notification attribute (see 6.13:15 of Rec. ITU-T X.520 | ISO{IEC 9594-
6) in a segrch result within the notification subcomponent of the PattialOutcomeQualifier. The ipformation
here can tHen in a subsequent search request be used as a user-suppliedirelaxation policy.

As an ultimate case of relaxation, a policy can cause a particular.filter item to be evaluated as TRUE (or FALSE, if the
filter-item fis negated) in accordance with the nul1Match matching rule.

Within a sqrvice specific administrative area, validation against search-rules is performed after possible basic sybstitutions
have been made, as dictated by the search-rule against which the search request is being evaluated. A governjng-search-
rule is selected prior to any subsequent matching rule;substitution, including possible basic substitutions specjfied in the
search regjuest.

13.6.2  Mapping-based matching

Mapping-hased matching is relevant for-the-Search operation when the users' conception of the real world may in several
ways diffef from the idealized mode] often used by the Directory. As an example, users' notions of locality phames and
how localifies relate to each other ay be quite different from how localities are represented in the Directory| To bridge
that gap arjd to improve the rateof-successful searches, it is essential to have a mapping between the users' copception of
some real-world objects, ingluding their mutual relationships, and the Directory model for the same objects| The same
mapping spould also allow~for "fuzzy" matching, i.e., allowing some attribute values to reflect more than their precise
definition.

NOTE 1 — As améxample, a user may specify a location name in the filter, but the object being looked for may be [close to the
border ip a neighbouring location.

The mappipg:hased matching is applicable to geographical aspects of White Pages searches, business category aspects of
Yellow Pages Searches, etc.

The mapping-based matching employs some intermediate table, a mapping table, in order to control the mapping. The
exact behaviour of a mapping-based matching and the structure of the mapping table are local matters. However, the basic
principle for the technique is common as illustrated in Figure 13.
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Figure 13 — Mapping-based matching

technique, filter items for designated attribute types (mappable filter items) go through ,a mappi
pping table and some kind of mapping algorithm. This mapping results in some new filter items call

as replacements for the mappable filter items. In exception cases, the mapping is not perf
N is returned as to the exact nature of the exception.

br of mapped filter items does not need to be the same as the number ofimappable filter items,
different.

M of type extensibleMatch With the type specification absent cannot be a mappable filter item.

-based mapping may be local to a DSA. If the Search evaluation‘is distributed, other DSAs particip
phase of a Search may apply their own mapping-based mapping. However, the mapping used can b
BAS in the chainedRelaxation component of the ChainedArguments.

—To be able to provide a consistent service to users, admiinistrators of DSAs potentially participating in &
valuation should consider harmonizing their mapping tables'and functions.

world. The aspects of the real world that$ave some importance for how a user formulates a Sea
h model of the real world. This model then forms the basis for how the mapping is performed. T
ne real world has to be based on experience and is likely to require regular updates based on obser
DY USEr.
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illustrates the principle behind the establishment of the mapping function between the real world and the
Directory model of that world. Users have some perception of the real world. This perception may not consider

all aspects
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/
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Figure 14 — Information derivation

This model of the real world may only involve a subset of the attribute types used by a user in a Search request, and
possibly only a single attribute type is relevant. As an example, in considering a model of the real world with respect to
localities, only locality-related attribute types would be relevant to consider. Filter items not referring to such attribute

types are n
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ot mapped, but are retained and used together with the mapped filter items for entry match.
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A model of the real world is used for establishing a mapping table of matchable values, i.e., a set of values to be potentially
matched against the mappable filter items. How this mapping table of matchable values is established is a local matter.
Matching against this mapping table can then result in zero or more matches. Each match results in one or more mapped
filter items. The mapping algorithm determines how the mapped filter items are applied against entries. How this is done
is a local matter. It could be based on values of traditional attributes in the entries or it could be based on values planted
in the entries that have no meaning outside the Directory, e.g., numeric identifiers.

The way mapping is employed and the resulting mapped filter items are handled is conveniently specified by referring to
subfilters as defined in 16.5 and further detailed in Annex Q. The concept of subfilters is only used here as a descriptive
tool. An implementation can use any other algorithm giving the same result.

Each subfilter is evaluated against the mapping table, and the resulting mapped filter items are combined with the non-
mapped filter items in a way determined by the detailed mapping algorithm. The resulting matched entries are the union
of the entries matched by each of the subfilters.

NOTE 3 — In many situations, the mappable filter items will be replaced by a logical OR of the mapped filter items]

There are |n principle two different modes of mapping. Each mappable filter item could be mapped one at the time, or
multiple combinable mappable filter items could be used to satisfy a single match against the mapping tablg¢. Multiple
filter itemq are applicable to a single mapping-based match if and only if they are combinable filter'items; that is to say,
contained @s elements within a single subfilter.
NOTE 4 — For example, two separate geographical names ANDed together in a subfilter can<be used to spec|fy a single
geographical location of useful size, where the use of a single geographical name may(Specify an ambiguous |or oversize
geographical location.

The matchjng of a filter item against the mapping table is performed using the mdtching rule implied or specified by that
filter item,| possibly after a basic matching rule substitution either specified in'the governing-search-rule (if any) and in
the search request.
NOTE § — This could involve a complex matching rule like generalWordMatch defined in Rec. ITU-T X.520 | ISOJIEC 9594-6
allowing word rotation, word truncation, approximate word match, etc.
NOTE ¢ — These Directory Specifications do not specify how an implementation combines the relevant matching [rules into a
combingd matching. It is expected that implementation may restrict\what combinations of filter items and matching rpiles that are
supported.

If the matching attempted by a filter item or combinable filter items against the mapping table does not result injany match
for any sulffilter, i.e., the match yields a FALSE or undefined result, it will result in zero mapped filter items. |f there are
mappable filter items in every subfilter, the Searchwould yield no result. An error shall then be returned to the user.

In some sifuations, e.g., in geographical zonal«matching, it is a requirement that the matching against the mapping table
yields a sirjgle, unambiguous result. If a subfilter matches more than one entry in the mapping table or if different subfilters
match diffprent entries in the mapping-table, the search may return too many unwanted entries. Instead, infgrmation is
returned td the user to allow a new and‘better targeted search request to be initiated.

NOTE T — In a simpler situationg.the mappable filter items are just checked against the mapping table. If this match i§ successful,
the mappable filter items are used unchanged.

The mappiing can be dynamic-in the sense that the mapping can be adjusted (relaxed) if the search yields zero|or too few
matched entries. The details on how such a relaxation is performed are outside the scope of these Directory Spegifications.
These are fletermined by local requirements. The relaxation can be performed in steps, potentially causing more entries
to be foungl. The «elaxation shall be done in such a way that when one additional step in relaxation is taken] all entries
returned frpm./previous steps are returned together with potentially some new entries.

The relaxatior—s—perfermed—in-steps—by-specifying-differenttevels—ofrelaxation—Atevel-efzero—eorrespbnds to no
relaxation. Level one corresponds to a first level of relaxation, etc. Figure 15 is an abstract way of illustrating this stepwise
relaxation mechanism. What the different levels of relaxations exactly imply is not defined by these Directory
Specifications. The relaxation level can be controlled by the RelaxationPolicy construct, which may be supplied in a
search-rule, in a search request, or both. This allows the relaxation of the mapping-based mapping and relaxation by
matching rule substitutions to be synchronized with each other, as both can be determined from each step of relaxation as
specified by the RelaxationPolicy.
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Figure 15 — Search relaxation

i dedArea search control is an integer that provides an alternative way of controlling the level of rel
tbased matching algorithm. It is part of the customization of a mapping-based mapping algorithm
frolled by this search control.

bndedArea Search control present in a search request and its use is allowed faha-mapping-based
pecification in the RelaxationPolicy, Whether included in the search(0f the governing-sea

udeAllAreas search control option specifies the mode of relaxation when this is control

returned for higher levels of relaxation (inclusive relaxation). If this option is not set, the user is only
t corresponding to the incremental relaxation (exclusive relaxation). The latter could be interesting
relaxing and is not interested in getting entries that werereturned in previous results, but only|

— There is no guarantee (particularly with a complex filtér).that the user will not get some entries received pre
entries that could be of interest will be returned. Forcexample, looking for French restaurants in Winkfield
to look for all restaurants in the Winkfield area butexcluding Winkfield would then cause the mixed-cuising
urant in Winkfield to be left out of the search results.

hing-based matching algorithms may not 'support exclusive relaxation or may be customized not to
the includeAllAreas search control option shall be ignored for that mapping function and
shall be performed as an inclusive relaxation.

j of the matching. In this case;the includeAllAreas search control option has no significance and
Tightening may not be.relevant for all types of mapping-based matching.

y simultaneously support several mapping functions, i.e., hold multiple mapping tables with cor
gorithms. The feasons for multiple mapping functions could be:

) The mapping function to be done is dependent on the type of application. Geographical zona
(seen8.8 of Rec. ITU-T X.520 | ISO/IEC 9594-6) is a particular important application of map
matehing. Other examples are mapping-based matching for Yellow Pages searches, bibliograph
efc.

hxation for
whether it

algorithm,
ch-rule, is

ed by the
ially more
interested
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viously, nor
could fail;
White Hart

pllow it. In
a possible

vironments, it may also be relevant to be able to specify a negative level for relaxation, which corresponds to

is ignored,

esponding

matching
bing-based
C searches,

by —Withima particutar_apptication, the detaited specification for ow the mapping 1S performe

may vary

dependent on specific conditions. As an example, the mapping for geographical zonal matching may
depend on the geographical area (e.g., as reflected by the baseobject of the Search) or by the type of
search the user is attempting, i.e., based on information in the search filter. As another example, mapping

may depend on the language used in the request.

If multiple mapping functions are simultaneously applicable and the execution of one of these results in an exception
condition that shall be reported to the user, an implementation is not required to check whether multiple exceptions exist
(but it may do so).

A mapping-based mapping specification (see later) determines whether the extendedaArea search control shall be
applicable for the mapping function in question. If several mapping functions are active for the same Search operation
and some of those can be controlled by extendedArea search control, they all perform simultaneous relaxation or
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tightening according to the extendedaArea search control, and if applicable, also to the includeAllAreas search
control option.

NOTE 9 — The example given earlier shows that using includeAllAreas with more than one mapping-based mapping can
give rise to difficulties.

If the extendedArea search control specifies a level of relaxation or tightening not supported by the DSA for some of
the mapping functions affected by that search control, then the DSA shall perform the mapping based on best effort. If
the extendedArea search control specifies a level of relaxation or tightening not supported by the DSA for any of the
mapping functions affected by that search control, a searchServiceProblem notification attribute with the value id-
pr-unavailableRelaxationLevel shall be returned in the notification parameter of CommonResults.

NOTE 10 - If the evaluation of a Search operation is distributed across multiple DSAs, such DSAs may employ different mapping
functions giving inconsistent result unless some coordination among the DSAs is established.

traditional|matching rules in the sense that it does not specify matching in the traditional sense and' therefole does not
specify syftax for the matching. However, as part of its definition it gives specifications of its purpase, how it is applied

xception conditions are handled. The specific behaviour of a mapping-based matching rule cap partly be
described By an instance of the ASN.1 information object class derived from the below generic (parameterized)LAPPING—
BASED-MATCHING information object class. This information object class is only intendedo specify those gspects that
are potentfally customizable. This Directory Specification does not dictate how and-where an instance ¢f such an
information object class is stored, just that it is made available to the DSA in some.way.

MAPPING-BASED-MATCHING
{SeledtedBy, BOOLEAN:combinable, MappingResult, OBJECT. ‘IDENTIFIER:matchingRulel}| ::=
CLASS {

&seledtBy SelectedBy OPTIONAL,
sApplilcableTo ATTRIBUTE,
&subtypesIncluded BOOLEAN DEFAULT TRUE,
&combimnable BOOLEAN (combinable) ,
&mappingResults MappingResult OPTIONAL,
suserControl BOOLEAN DEFAULT FALSE;
&exclysive BOOLEAN DEFAULT TRUE,
&matchling-rule MATCHING-RULE. &id\(matchingRule) ,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[SELEQT BY &selectBy]

APPLICABLE TO &ApplicableTo
[SUBTYJPES INCLUDED &subtypesIncluded]

COMBINABLE &combinable
[MAPPING RESULTS &mappingResults]
[USER |ICONTROL &userControl]
[EXCLUSIVE &exclusive]
MATCHING RULE &matching-rule

&id }

) ,The*sselectBy field is a dummy reference for a specification of how an instance of a speciglization of
the mformatlon object class is selected for a mapplng based mapplng The speC|aI|zed mformatlon object

S spticablespecify-an-ASNItype-determiningtogethe v tfon on how
the selectlon isto be performed This component shall be |gnored if the user in the search requestsupplles
a non-empty mapping component of the RelaxationPolicy construct.

NOTE 11 — In principle, several instances possibly of different derived information object classes can be selected
by the same search request.

b) The sapplicableTo field specifies what filter items shall be considered mappable filter items by
specifying the attribute types for such filter items. Any filter item for an attribute type listed by this
subcomponent is subject to mapping-based matching. This component shall always be present. Attribute
types listed by this component may not necessarily all be present in the filter. The value is determined by
the information object instance of a specialization of this information object class.
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c)

d)

€)

e
~

The ssubtypesIncluded field isa value of boolean type which specifies whether an instance of a derived
information object class can accept subtypes of sApplicableTo attributes, in addition to the specified
attribute types. If absent, subtypes are permitted, provided that they are not turned off by other mechanisms.
The value is determined by the information object instance of the derived information object class.

The scombinable field is a value of boolean type that, if TRUE, permits the mapping-based matching to
use multiple combinable filter items in the satisfaction of the match against the mapping table. The
combinable is a dummy reference for the value of this component to be determined by a specialization
of this information object class.

The smappingResults field is dummy reference for a specification on how exception conditions are
reported. The derived information object class shall specify an ASN.1 type for reporting relevant exception
conditions.

information object class and its associated mapping-based matching rule can be controlled by the
extendedArea search control.

NOTE 12 — If several mapping-based matchings are simultaneously being applied, it may be apprdpriate to let
only one of these allow use of the extendedarea search control.

The sexclusive field is a value of boolean type which specifies whetherCar instance off a derived
information object class and its associated mapping-based matching rule allows’exclusive relaxation to be
performed. The value, if present, is determined by the information objéct instance of the derived
information object class. If the value is FALSE or if the DSA does notSupport exclusive matchjng for this
mapping-based matching, this particular mapping shall act as if the\includeAllAreas seafch control
option were set.

NOTE 13 - If several mapping-based matchings are simultanedusly being applied, it may be apprdpriate to let
only one of these allow exclusive relaxation.

The esmatching-rule field is a value of object identifier type identifying the matching-base¢l matching
rule for which this instance provides additional specification and which shall be applied for th¢ mapping-
based matching. The matchingRule dummy reference for the value of this component is to be fletermined
by a specialization of this information object class. The matching rule specified shall be uged for the
particular mapping-based matching.

The &id field is an object identifier allocated to the particular mapping-based mapping.

13.7 DIT structure definition
13.7.1  Qverview
A fundamgntal aspect of the Directory'schema is the specification of where an entry of a particular class may be placed
in the DITJand how it should be named, considering:
+  the hierarchical relationship of entries in the DIT (DIT structure rules);
4  the attributéor attributes used to form the RDN of the entry (name forms).
13.7.2  IName formdefinition
The definition of @:name form involves:
d) . <{specifying the named object class;
b) indicating the mandatory attributes to be used for the RDNs for entries of this object class where this name
form applies;
¢) indicating the optional attributes, if any, that may be used for the RDNs for entries of this object class
where this name form applies;
d) assigning an object identifier for the name form.

If different sets of naming attributes are required for entries of a given structural object class, then a name form shall be
specified for each distinct set of attributes to be used for naming.

Only structural object classes are used in name forms.

For entries of a particular structural object class to exist in a portion of the DIB, at least one name form for that object
class shall be contained in the applicable part of the schema. The schema contains additional name forms as required.
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The RDN attribute (or attributes) need not be chosen from the list of permitted attributes of the structural object class as
specified in its structural or alias object class definition.

NOTE — Naming attributes are governed by DIT content rules and DIT context use in the same way as other attributes.
A name form is only a primitive element of the full specification required to constrain the form of the DIT to that required

by the administrative and naming authorities that determine the naming policies of a given region of the DIT. The
remaining aspects of the specification of DIT structure are discussed in 13.7.5.

13.7.3  Name form specification

Name forms may be defined as values of the NAME-FORM information object class:

NAME-FORM ::= CLASS {
&namedObjectClass OBJECT-CLASS,

&Mandatoryattributes—ATFRIBUYTE,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldap! e SEQUENCE SIZE(l..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
NAMES &namedObjectClass
WITH TRIBUTES &MandatoryAttributes
[AND TIONALLY &OptionalAttributes]
[LDAP-NAME &ldapName]
[LDAP-DESC &ldapDesc]
ID &id }

For a nam¢ form which is defined using this information object class:

d) the snamedObjectClass field is used for specifying the strdctural object class for which the hame form
applies;

B) the sMandatoryAttributes field is the set of attributes which shall be present in the RDN af the entry
it governs;

q) the soptionalAttributes field is the set-0f/attributes which may be present in the RDN of fhe entry it
governs;

d) the sldapName field, if relevant, is used for specifying one or more values for the NAME sgecification
used in the corresponding LDAP definition either defined by the IETF or by these Directory Spegifications;

) the sldapbesc field, if relevant, is used for specifying the DESC used in the corresponding LDAP
attribute type specification;

d) the &id field is used forspecifying the object identifier assigned to this name form.

All attribute types in the mandatory.and optional lists shall be different.

13.7.4  $tructural object'class of an entry

Some subschema specifications will include name forms for no more than one structural object class per strucfural object
class supeilclass chain represented in the subschema.

Some subdqchema specifications may include name forms for more than one structural object class per strucfural object
class superlclasschain represented in the subschema.

In either case, with respect to a particular entry, only the most subordinate structural object class in the structural
superclass chain present in the entry's objectClass attribute determines the DIT content rule and DIT structure rule
applying to the entry. This class is referred to as the structural object class of the entry and is indicated by the
structuralObjectClass operational attribute.

13.7.5  DIT structure rule definition

A DIT structure rule is a specification provided by the subschema administrative authority which the Directory uses to
control the placement and naming of entries within the scope of the subschema. Each object and alias entry is governed
by a single DIT structure rule. A subschema governing a subtree of the DIT will typically contain several DIT structure
rules permitting several types of entries within the subtree.
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A DIT structure rule definition includes:
a) an integer identifier which is unique within the scope of the subschema;
b) an indication of the name form for entries governed by the DIT structure rule;
c) the set of allowed superior structure rules, if required.

The set of DIT structure rules for a subschema specifies the forms of distinguished names for entries governed by the
subschema.

A DIT structure rule allows entries in a given subschema to subscribe to a particular name form. The form of the last RDN
component of an entry's DistinguishedName is determined by the name form of the DIT structure rule governing the
entry.

The namedoObjectClass component of the name form (the name form's object class) corresponds to the structural object
class of thgentry.

A DIT strycture rule shall only permit entries belonging to the structural object class identified by its-assocjated name
form. It does not permit entries belonging to any of the subclasses of the structural object class.

With respdct to a particular entry, the DIT structure rule governing the entry is termed the entry’s ‘governinfy structure
rule. This fule may be identified by examining the entry's governingStructureRule attribute.

With respdct to a particular entry, the DIT structure rule governing the entry's superier is‘termed the entry|s superior
structure rple.

An entry may only exist in the DIT as a subordinate to another entry (the superior)‘if a DIT structure rule exists in the
governing subschema which:

-+ indicates a name form for the structural object class of the entfy; and

+  either includes the entry's superior structure rule as a pesSible superior structure rule or does ngt specify a
superior structure rule, in which case the entry shall4ge a’subschema administrative point.

If an entry|which is itself a subschema administrative point is notyincluded for the purposes of subschema adnpinistration
in its subs¢hema subentry, then the subschema from the immediately superior subschema administrative areq is used to
govern thelentry.

Entries whiich are administrative point entries but have:no subschema subentry (e.g., newly created administiative point
entries) hayve no governing structure rule. The Directory shall not allow subordinates to be created below sgich entries
until a sub$chema subentry has been added.

If an entry|is converted to a new subschematadministrative point, then the governing structure rule of all engries in the
new subschema administrative area is automatically changed to that implied by the new subschema.

13.7.6  IDIT structure rule spgcification

The abstraft syntax of a DIT structure rule is expressed by the following ASN.1 type:

DITStrudtureRule :%=,"SEQUENCE {
ruleIdentifier RuleIdentifier,
-- shall be unique within the scope of the subschema
nameForm NAME-FORM. &id,
superilorStructureRules SET SIZE (1..MAX) OF RulelIdentifier OPTIONAL,
}
RuleIdentifier ::= INTEGER

The correspondence between the parts of the definition, as listed in 13.7.5, and the various components of the ASN.1 type
defined above, is as follows:

a) the ruleIdentifier component identifies the DIT structure rule uniquely within a subschema;

b) the nameForm component of the DIT structure rule specifies the name form for entries governed by the
DIT structure rule;

c) the superiorStructureRules component identifies permitted superior structure rules for entries
governed by the rule. If this component is omitted, then the DIT structure rule applies to a subschema
administrative point.
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The STRUCTURE-RULE information object class is provided to facilitate the documentation of DIT structure rules:

STRUCTURE-RULE ::= CLASS {
&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE. &id OPTIONAL,

&id

RuleIdentifier }

WITH SYNTAX {

NAME FORM &nameForm
[SUPERIOR RULES &SuperiorStructureRules]
iD &id }

13.8 DIT content rule definition

13.8.1

A DIT content rule specifies the permissible content of entries of a particular structural object class via the ide
of an optidnal set of auxiliary object classes, mandatory, optional and precluded attributes. Collective aftribu

included i

A DIT content rule definition includes:

For any valid subschema specification, there is at most one DER.content rule for each structural object class.

Every entry in the DIT is governed by at most one DIT centent rule. This rule may be identified by examinin
of the entry's structuralObjectClass attribute.

If no DIT
permitted

The DIT cpntent rules of superclasses of thestructural object class for an entry do not apply to that entry.

As aDIT
class will

An entry

associated

An entry's|content_shall be consistent with the object classes indicated by its objectClass attribute in the

way:

Overview

1 DIT Content rules if they are to be permitted in an entry.

d) anindication of the structural object class to which it applies;

auxiliary object classes, required for entries governed by the DIT.content rule;

auxiliary object classes, permitted for entries governed by the)DIT content rule;

d) optionally, an indication of optional attribute(s) from'the entry's structural and auxiliary obj
which are precluded from appearing in entries governed’by the rule.

content rule is present for a structural object class, then entries of that class shall contain only th
by the structural object class definition,

Rhave the same DIT content rule regardless of the DIT structure rule governing their location in the [

governed by a DIT Content rule may, in addition to the structural object class of the DIT structy

+ <{/mandatory attributes of object classes indicated by the objectClass attribute shall always bg

) optionally, an indication of the auxiliary object classes allowed for entries governed by the rulg;

ntification
es shall be

¢) optionally, an indication of the mandatory attributes, over and above'those called for by the strfictural and

d) optionally, an indication of the optional attributes, over and abeve those called for by the strfictural and

pect classes

) the value

P attributes

ontent rule is associated withja structural object class, it follows that all entries of the same strucfural object

IT.

re rule, be

with a subset of the auxiliary object classes identified by the DIT content rule. This association is feflected in
the entry'sjobjectClass.attribute.

following

present in

tha entr/-
the-eRts

— optional attributes (not indicated as additional optional or mandatory in the DIT content rule) of auxiliary

object classes indicated by the DIT content rule may only be present if the objectClas
indicates these auxiliary object classes.

s attribute

Mandatory attributes associated with the structural or indicated auxiliary object classes shall not be precluded in a DIT
content rule.

13.8.2

DIT content rule specification

The abstract syntax of a DIT content rule is expressed by the following ASN.1 type:

DITContentRule ::= SEQUENCE {
structuralObjectClass OBJECT-CLASS. &id,
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auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [1] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optional [2] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
precluded [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

}

The correspondence between the parts of the definition, as listed in 13.8.1, and the various components of the ASN.1 type
defined above, is as follows:

a) the structuralObjectClass component identifies the structural object class to which the DIT content
rule applies;

b) the auxiliaries component identifies the auxiliary object classes allowed for an entry to which the DIT
content rule applies;

¢) the mandatory component specifies user attribute types which an entry to which the DIT content rule
applies shall contain in addition to those which it shall contain according to its structural.ang auxiliary
object classes;

d) the optional components specify user attribute types which an entry to which the |DIT cpntent rule
applies may contain in addition to those which it may contain according to its struetural ang¢l auxiliary
object classes;

d) the precluded component specifies a subset of the optional user attribute\types of the stryctural and
auxiliary object classes which are precluded from an entry to which the DIT content rule appligs.

NOTE + Content rules for directly identified attributes (e.g., attributes in the mandatory,.@ptienal, and precluded lists] apply rules
only to the attributes that they specify, and not to subtypes and friend attributes.

w

The CONTENT-RULE information object class is provided to facilitate the documentation of DIT content rules

CONTENT—-RULE ::= CLASS {
&strudturalClass OBJECT-CLASS. &id UNIQUES
&Auxilliaries OBJECT-CLASS OPTIONAL,
&Mandaltory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONALy
&Precliuded ATTRIBUTE OPTIONAL }

WITH SYNTAX {
STRUCTIURAL OBJECT-CLASS &structuralClass
[AUXILIARY OBJECT-CLASSES &Auxiliaries]

[MUST |ICONTAIN &Mandatory]
[MAY CONTAIN &Optional]
[MUST-NOT CONTAIN &Precluded] }

13.9 Context type definition

The definition of a context type-involves:
specifying thé syntax of the context;
specifyingithe syntax of a context assertion;

Q

o
— — ~ — —

optionally specifying a default value for the context;
defining the semantics of the context;
g

specifying how matches are done;

f)  specifying behaviour in the absence of a context value; and
g) assigning an object identifier to the context type.

13.9.1 Context value matching

A presented context assertion matches a stored context value of the same context type according to the description of
matching which is part of the context definition.

13.9.2 Context definition

Contexts are defined using the cONTEXT information object class:

CONTEXT ::= CLASS {
&Type,
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&defaultvValue &§Type OPTIONAL,

&Assertion OPTIONAL,

&absentMatch BOOLEAN DEFAULT TRUE,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

WITH SYNTAX &Type

[DEFAULT-VALUE &defaultValue]

[ASSERTED AS &Assertion]

[ABSENT-MATCH &absentMatch]

ID &id }

a) The &Type field is used for specifying the syntax: This shall be an ASN.1 type

b) A pEFAULT-VALUE will cancel out effect (a) of ABSENT-MATCH. Effect (b) of ABSENT-MATCH could be
assumed for any context defined with a DEFAULT-VALUE, in which case the ABSENT-MATCH field could

bao-ol A HA Y
DT UTSPTTISCTU Wt T,

If sdefaultvalue is specified, then entry modification requests to add values with contexts'will behave
in a manner consistent with the following pre-processing and post-processing specification.
NOTE + A DSA is not obligated to implement the exact sequence of steps below, so long as the end result exhibjts the same
externallly observable behaviour.
Pre-procepsing

For each modifyEntry request to add values with contexts, remove values with contexts or remove all Malues with
contexts. Hor each context type applicable to the attribute type, if the context type is:défined with a &default\Vfalue, then:

1) if the context type is not explicitly listed in the request, add the coentext type with the &default\jalue to the
request;

RO
~

for each stored attribute value of the attribute type, if the attribute value does not have the context type,
then add the context type with the &defaultValue to the-attribute value.

Normal Pfocessing
Post-procgssing

For each modifyEntry request to add values with contexts, remove values with contexts or remove all Values with
contexts. Hor each context type applicable to the attribute type, if the context type is defined with a sdefagltvalue,
then for eafch stored attribute value of the attribute type,

3) if the attribute value does not have the context type, then remove the attribute value;

4) if the attribute value has the- context type and the only context value of that context type is the
&defaultvalue, remavethe context (but not the attribute value).

If the sAsgertion is omitted, the,context assertion syntax is the same as &Type.

Specifying sabsentMatch as(FALSE in a context definition has the following two effects:

d) An attribute.vatue that does not have a context of the specified context type is treated as though it has no
values ofythat context type. That is, if an attribute value contains no contexts of an asserted coptextType,
then the ContextAssertion evaluates to FALSE.

) The.fallback component of context values of such a context type is treated as being sef to FALSE
redardless of its actual setting.

When a context is defined, the specification shall include a description of the semantics of the context, and how a match
is evaluated.

Rec. ITU-T X.520 | ISO/IEC 9594-6 specifies selected Context Definitions.

13.10 DIT Context Use definition

13.10.1 Overview

A DIT Context Use is a specification provided by the subschema administrative authority to specify the permissible
context types that may be stored with an attribute, and the mandatory context types that shall be stored with an attribute.
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A DIT Context Use definition includes:
a) an indication of the attribute type to which it applies;

b) optionally, an indication of the mandatory context types that shall be associated with values of the attribute

type whenever the attribute is stored;

c) optionally, an indication of the optional context types that may be associated with values of the attribute

type whenever the attribute is stored.

If no DIT Context Use definition is present for a given attribute type, then values of attributes of that type shall contain
no context lists. For a given subschema administrative area, there can be only one DIT Context Use for a given attribute
type. A DIT Context Use may be defined to apply to all attribute types, in which case it shall be the only DIT Context

Use in the subschema.

13.10.2 DIT Context lUse cpprifirafinn

The abstraft syntax of a DIT Context Use is expressed by the following ASN.1 type:

DITContextUse ::= SEQUENCE {
attributeType ATTRIBUTE. &id,
mandatoryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
}

The corregpondence between the parts of the definition, as listed in 13.10.1, and thedvarious components of
type defingd above, is as follows:

d) the attributeType component identifies the attribute type towwhich the DIT Context Use apf
it applies to any attribute type, the object identifier id-oa-allAttributeTypes may be usg
in Annex B);

) the mandatoryContexts component specifies context types that shall be associated with g
value of the given type whenever the attribute is stored. If this is omitted, then attribute values
without context lists;

q¢) the optionalContexts component specifiesicontext types that may be associated with an attr|
of the given type whenever the attribute, is-stored. If this is omitted but mandatoryContexts
then all attribute values shall appear with'the mandatory context types and no others. If this is 0

that is, attribute values of the given attribute type shall not have associated context lists.

The DIT-QONTEXT-USE-RULE information;object class is provided to facilitate the documentation of the D
Use rules:

DIT-CONTEXT-USE-RULE ::=_CLASS {
&attriputeType ATTRIBUTE. &id UNIQUE,
&Mandaltory CONTEXT OPTIONAL,
&Optional CONTEXT OPTIONAL}

WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[MANDAITORY CONTEXTS &Mandatory]
[OPTIONAL (CONTEXTS &Optional] }

the ASN.1

lies; if it if
d (defined

n attribute
may exist

bute value
is present,
mitted and

mandatoryContexts is also omitted,\it'is equivalent to having no DIT Context Use for the attijibute type;

T Context

13.11 Friends definition

The definition of a set of friends involves:
a) specifying the anchor attribute that has the set of friends;
b) specifying the set of attributes that are the friends of the anchor.

The FRIENDS information object class is provided to facilitate the documentation of sets of friends:

FRIENDS ::= CLASS {
&anchor ATTRIBUTE. &id UNIQUE,
&Friends ATTRIBUTE }
WITH SYNTAX {
ANCHOR &anchor
FRIENDS &Friends }
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Any given attribute can only have one set of friends in any subschema.
Example:
postal FRIENDS ::= {

ANCHOR {postalAddress}
FRIENDS { physicalDeliveryOfficeName |

postalCode |
postOfficeBox |
streetAddress }

13.12  Syntax definitions

2:2017 (E)

While these Directory Specifications specify syntaxes as ASN.1 data type, LDAP assigns object identifier to the different

syntaxes. Thefottowimgmformatiomotject class Tay beusedto defime EDAP symtaxes:
SYNTAX-NAME ::= CLASS {
&desc UTF8String,
&Type,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
DESC &desc
DIRECTORY SYNTAX &Type
ID &id }
The differgnt fields have the following meeting:

[

[

q

Rec. ITU-]

14 |

141 (

The Direct
needs to i

NOTE

) the sdesc field is used for specifying the LDAP description of the syntax;

) the &Type field is used for specifying the corresponding ASN.1 data type for the syntax as §
used by these Directory Specifications; and

) the sid field is for specifying the object identifier.assigned to the syntax.
[ X.520 | ISO/IEC 9594-6 defines syntaxes based on.this information object class:

Directory System Schema

Dverview

ory System Schema is a set of definitions and constraints concerning the information that the Dire
ow in order to operate correctly. This information is specified in terms of subentries and operationa

The system schema enables the directory system to, for example:

- prevent the association af subentries of the wrong type with administrative entries (e.g., the creation of a subsche

SU

|
v T

Formally,

bordinate to an administrative entry defined only as a security administrative entry);

event the addition\of inappropriate operational attributes to an entry or subentry (e.g., a subschema operational
herson's entry):

he Directory System Schema comprises a set of:
) £ Object class definitions that define the attributes that shall or may be present in a subentry of a g

pecified or

ctory itself
attributes.

Mma subentry

attribute to

iven class;

3

g
[} £\ s A bbanl e I Lades o ) o - - ) L - P £ i 'l W ) -
g) UPETAUUTAT AWTUULE TYPTE UCTITITUUTTS Uldl SPELITY UTE LAl dLIETTSULS UT UPETAUUTAT AU TOULES

used by the Directory.

nown and

The complete definition of an operational attribute includes a specification of the way in which the Directory uses and (if
appropriate) provides or manages the attribute in the course of its operation.

The Directory System Schema is distributed, like the DIB itself. Each Administrative Authority establishes the part of the

system sch

ema that will apply for those portions of the DIB administered by the authority.

The Directory System Schema defined in this Directory Specification is an integral part of the Directory System itself.
Each DSA participating in a directory system requires a full knowledge of the system schema established by its
Administrative Authority. The system schema for an Administrative Area may be defined by the Administrative Authority

using the n

otation defined in this clause.
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The Directory System Schema is not regulated by DIT structure or content rules. When an element of system schema is
defined, a specification of how it is used and where it appears in the DIT is provided.

Certain aspects of the directory system schema are specified in the following subclauses.

The directory system schema required to support directory distribution is specified in clauses 25 through 28.

14.2 System schema supporting the administrative and operational information model

Although subentry and subentryNameForm are specified using the notation of clause 13, subentries are not regulated
by DIT structure or DIT content rules.

14.2.1  Subentry object class
The subenrtry-ebjectetassisastructaral-ebiectelassanaHs-detnedastoHows—————

subentryl OBJECT-CLASS ::= ({
SUBCLASS OF {top}
KIND structural
MUST CONTAIN {commonName |
subtreeSpecification}
LDAP-NAME {"subentry"}
ID id-sc-subentry }

14.2.2  $ubentry name form

The subentryNameForm name form allows entries of class subentry to be named using the commonName 3ttribute:

subentryNameForm NAME-FORM ::= {
NAMES subentry
WITH TRIBUTES {commonName}
iDp id-nf-subentryNameForm }

No other neme form shall be used for subentries.

14.2.3  $ubtree Specification operational attribute

The subtfeeSpecification operational attribute’type, whose semantics are specified in clause 12, is |defined as
follows:

subtreeSpecification ATTRIBUTE :<& {
WITH TAX SubtreeSpecification
USAGE ditectoryOperation
LDAP- TAX subtreeSpec. &id
LDAP- "subtreeSpecification"
iD id-oa-subtreeSpecification }

This attriblite is present imvall"subentries; each value defines a set of entries (in terms of a portion of an adnpinistrative
area possilply with refinement by selection on an object class filter) which may be subject to the policies defined by the
subentry.

NOTE ¢ This-permits a single complex policy (e.g., a search-rule) to be directed at many object class combinationg, in disjoint
regions pf an‘administrative area, while being defined in a single subentry.

14.3 System schema supporting the administrative model

The Administrative Model defined in clause 11 requires that administrative entries contain an administrativeRole
attribute to indicate that the associated administrative area is concerned with one or more administrative roles.

The administrativeRole oOperational attribute type is specified as follows:

administrativeRole ATTRIBUTE ::= {
WITH SYNTAX OBJECT-CLASS. &id
EQUALITY MATCHING RULE objectIdentifierMatch
USAGE directoryOperation
LDAP-SYNTAX oid. &id
LDAP-NAME "administrativeRole"
ID id-oa-administrativeRole }
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The possible values of an attribute of this type defined by this Directory Specification are:

id-ar-autonomousArea
id-ar-accessControlSpecificArea
id-ar-accessControlInnerArea
id-ar-subschemaAdminSpecificArea
id-ar-collectiveAttributeSpecificArea
id-ar-collectiveAttributeInnerArea
id-ar-contextDefaultSpecificArea
id-ar-serviceSpecificArea
id-ar-pwdAdminSpecificArea

The semantics of these values are defined in clause 12.

The administrativeRole operational attribute is also used to regulate the subentries permitted to be subordinate to an

administrafive entry. A subentry not of a class permitted by the administrativeRole attribute may not be qubordinate
to the admjnistrative entry.
14.4 $ystem schema supporting general administrative and operational requirements
The following clauses describe subschema operational attributes which are not attributes in the’usual sense (i.e., are not
held within an entry), but may be thought of as 'virtual' attributes, representing informationwhich is derivable|(e.g., from
existing ogerational attributes, their values, and other information). Such virtual attributesyare valid for all enfries within
an adminigtrative area. This has the effect that these subschema operational attributes‘appear to be present in eivery entry.
14.4.1 imestamps
An attribute of the createTimestamp operational attribute type indicates the time that an entry was created:
createTimestamp ATTRIBUTE ::= {

WITH TAX GeneralizedTime

-- as per 46.3 b) or c) of Rec. ITU-T X.680 | ‘ISO/IEC 8824-1

EQUALIITY MATCHING RULE generalizedTimeMatch

ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

LDAP- TAX generalizedTime. &id

LDAP- "createTimestamp"

ID id-oca-createTimestamp }
An attribute of the modi fyTimestamp-0Operational attribute type indicates the time that an entry was last modified:
modifyTimestamp ATTRIBUTE \::= {

WITH TAX GeneralizedTime

-- as [per 46.3 b) or &) of Rec.ITU-T X.680 | ISO/IEC 8824-1

EQUALIITY MATCHINGRULE generalizedTimeMatch

ORDERING MATCHING-RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX generalizedTime. &id

LDAP-NAME "modifyTimestamp"

ID id-oa-modifyTimestamp }

An attribute of the subschemaTimestamp operational attribute type indicates the time that the subschema subentry for
the entry (see 15.3) was created or last modified. It is available in every entry:

subschemaTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
-- as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaTimestamp }
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The generalizedTimeMatch and generalizedTimeOrderingMatch matching rules are defined in
Rec. ITU-T X.520 | ISO/IEC 9594-6.

14.42  Entry Modifier operational attributes

An attribute of the creatorsName operational attribute type indicates the distinguished name of the Directory user that
created an entry:

creatorsName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP- TAX dn _&id
LDAP—aiﬂE "creatorsName"
ID id-oa-creatorsName }

An attribute of the modifiersName operational attribute type indicates the distinguished name of the Directofy user that
last modified the entry:

modifierjsName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALIITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dn. &id
LDAP-NAME "modifiersName"
ID id-oca-modifiersName }

14.43  $ubentry identification operational attributes

An attribufe of the subschemaSubentryList operational attribute type identifies the subschema subentry that governs
the entry.'l:is available in every entry:

subschemaSubentryList ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALIITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-S|YNTAX dnl&id
LDAP-NAME {"subschemaSubentry"}
iD 1d-oa-subschemaSubentryList }

An attribute of the accessControlsubentryList operational attribute type identifies all access control subpntries that
affect the gntry. It is available in every entry.

accessControlSubentryList ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALIITY MATCHING RULE distinguishedNameMatch
NO USER, MODIFICATION TRUE
USAGE directoryoperation

ID id-oa-accessControlSubentryList }

An attribute of the collectiveAttributeSubentryList operational attribute type identifies all collective attribute
subentries that affect the entry. It is available in every entry:

collectiveAttributeSubentryList ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE
USAGE directoryOperation
D id-oa-collectiveAttributeSubentryList }
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An attribute of the contextDefaultSubentryList operational attribute type identifies all context default subentries
that affect the entry. It is available in every entry:

contextDefaultSubentryList ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-contextDefaultSubentryList }

An attribute of the serviceAdminSubentryList operational attribute type identifies all service administration
subentries, if any, that affect the entry. It is available in every entry affected by any such subentry.

serviceAdminSubentryList ATTRIBUTE ::= {
WITH SYNTAX = DistinguishedName
EQUALIITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE
USAGE directoryOperation
iD id-oa-serviceAdminSubentryList }

An attribute of the pwdAdminSubentryList operational attribute type identifies the password.administratiop subentry,
if any, thataffect the entry. It is available in every entry affected by any such subentry.

pwdAdminSubentryList ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dn. &id
LDAP-NAME "pwdAdminSubentryList"
iD id-oa-pwdAdminSubentryList }

14.4.4  Has Subordinates operational attribute

The hasSybordinates operational attribute indicates whether any subordinate entries exist below the entry Holding this
attribute. A value of TRUE indicates that subordinates.may exist. A value of FALSE indicates that no subordipates exist.
If this attfibute is absent, no information is provided about the existence of subordinate entries. The attfibute will
ordinarily fisclose the existence of subordinates.even if the immediate subordinates are hidden by access cgntrols — to
prevent digclosure of the existence of subordinates, the operational attribute itself shall be protected by access|controls.

NOTE 4 A value of TRUE may be returnedsvhen no subordinates exist if all possible subordinates are available only thijough a non-
specific|subordinate reference (see Rec. ITU-T X.518 | ISO/IEC 9594-4) or if the only subordinates are subentries or phild family

membets.
hasSubor[dinates ATTRIBUTE '::= {
WITH SYNTAX BOOLEAN
EQUALIITY MATCHING \RULE booleanMatch
SINGLE VALUE TRUE
NO USER MODIEICATION TRUE
USAGE directoryOperation
ID id-oa-hasSubordinates }

145 System schema supporting access control

If a subentry contains prescriptive access control information, then its objectClass attribute shall contain the value
accessControlSubentry:

accessControlSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-accessControlSubentry }

A subentry of this object class shall contain precisely one prescriptive ACI attribute of a type consistent with the value of
the accessControlScheme attribute of the corresponding access control specific point.
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14.6 System schema supporting the collective attribute model

Subentries supporting collective attribute specific or inner administrative areas are defined as follows:

collectiveAttributeSubentry OBJECT-CLASS ::= ({
KIND auxiliary
ID id-sc-collectiveAttributeSubentry }

A subentry of this object class shall contain at least one collective attribute.

Collective attributes contained within a subentry of this object class are conceptually available for interrogation and
filtering at every entry within the scope of the subentry's subtreeSpecification attribute, but are administered via
the subentry.

The collectiveExclusions operational attribute allows particular collective attributes to be excluded from an entry:

collectijveExclusions ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
USAGE directoryOperation
ID id-oa-collectiveExclusions }

This attribpite is optional for every entry.

The OBJEQT IDENTIFIER vValue id-oa-excludeAllCollectiveAttributes may belsed, by its presence as a value
of the colllectiveExclusions attribute, to exclude all collective attributes from an.entry.

14.7 $ystem schema supporting context assertion defaults

Subentries|providing default values for context assertions are defined as.follows:

contextAssertionSubentry OBJECT-CLASS ::= {
KIND auxiliary
MUST CONTAIN {contextAssertionDefaults}
D id-sc-contextAssertionSubentzty }

A subentry of this object class shall contain a contextAssertionDefaults attribute:

contextAssertionDefaults ATTRIBUTE ::=\{
WITH SYNTAX TypeAndContextAssertion
EQUALIITY MATCHING RULE objectidentifierFirstComponentMatch
USAGE directoryOperation
D idfoa-contextAssertionDefault }

Whenever ja context is evaluated ang no context assertion is provided by the user, the Directory provides context assertion
defaults equal to the values ofthis attribute in the context assertion subentry controlling the entry being a¢cessed, as
described |n 8.9.2.2.

NOTE 4 TypeAndContextAssertion is defined in 7.6 of (and evaluation of it is defined in 7.6.3 of) Rec. ITY-T X.511 |
ISO/IE¢ 9594-3.

14.8 $ystém schema supporting the service administration model

serviceldminSubentry OBJECT-CEASS——=—{

KIND auxiliary
MUST CONTAIN {searchRules}
ID id-sc-serviceAdminSubentry }

A subentry of this object class shall contain a searchRules operational attribute:

searchRules ATTRIBUTE ::= {
WITH SYNTAX SearchRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation
ID id-oa-searchRules }
SearchRuleDescription ::= SEQUENCE {
COMPONENTS OF SearchRule,
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name [28] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description [29] UnboundedDirectoryString OPTIONAL,
}

A value of the searchRules operational attribute is either a search-rule containing actual search restrictions, or it is a
dummy search-rule that specifies no search restrictions at all. This dummy search-rule is identified by having an id of
zero and by having no serviceType component (or any other components of SearchRule other than id and dmd1d).
dmd1d is an identifier for the controlling DMD (see 6.4).

14.9 System schema supporting password administration

If a subentry holds password policy information, then its objectClass attribute shall contain the value
pwdAdminSubentry:

pwdAdminSubentry OBJECT-CLASS = {
KIND auxiliary
MUST NTAIN { pwdAttribute }
LDAP- {"pwdAdminSubentry"}
iD id-sc-pwdAdminSubentry }

of the object class pwdAdminSubentry may contain the following attributes pwdModifyEntryAllowed,
Allowed, pwdMaxAge, pwdExpiryAge, pwdMinLength, pwdVocabulary, pwdAlphabet
pwdDictilonary, pwdExpiryWarning, pwdGraces, pwdFailureDuratioen, pwdLockouthuration,
pwdMaxFalilures, pwdMaxTimeInHistory, pwdMinTimeInHistory, pwdHistorySlots,

password attribute can only have at most one password policy that applies’to it. If two or more subtree spdcifications
overlap, then only one of them can apply to each entry in"the overlapping space as controllgd by the

pwdAttribute ATTRIBUTE ::= ({
WITH TAX ATTRIBUTE. &id
EQUALIITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
LDAP- TAX oid. &id
LDAP- "pwdAttribute"
ID id-at-pwdAttribute }

One passwlord attribute is currently defined; userPwd which contains a password stored in clear text or encrypted. This
attribute shall have a matching rule for comparison of a proposed password value with the password value stpred in the
Directory.|For each defined password attribute, two attributes for password history and recently expired password
respectively are needed as well as-a'matching rule for comparison of a presented password value with a password stored
in the histpry. The attribute userPwdHistory and the matching rule userPwdHistoryMatch are defiped for the
userPwd | password attribute. The attribute userPwdRecentlyExpired and the matc;l‘ing rule
userPwdHistoryMateh:are defined for the userPwd using the UserPwd type.

If new paspword attributes using other syntaxes are needed, new attributes and new matching rules will also be defined.
The followiing parameterized objects can be used for that.

14.9.1 Definition of an history attribute from the password attribute, the history matching rule and an object
identifier

pwdHistory{ATTRIBUTE:passwordAttribute, MATCHING-RULE:historyMatch,OBJECT IDENTIFIER:id}
ATTRIBUTE ::= {

WITH SYNTAX PwdHistory{passwordAttribute}

EQUALITY MATCHING RULE historyMatch

USAGE directoryOperation

ID id}
PwdHistory{ATTRIBUTE:passwordAttribute} ::= SEQUENCE ({

time GeneralizedTime,

password passwordAttribute. &Type,
-}
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14.9.2  Definition of a recently expired password attribute from the password attribute and an object identifier

pwdRecentlyExpired {ATTRIBUTE :passwordAttribute,OBJECT IDENTIFIER:id} ATTRIBUTE ::= ({
WITH SYNTAX passwordAttribute. &Type
EQUALITY MATCHING RULE passwordAttribute.&equality-match
SINGLE VALUE TRUE
USAGE directoryOperation
ID id}

14.9.3  Definition of a password history matching rule from the password attribute and an object identifier

pwdHistoryMatch{ATTRIBUTE:passwordAttribute,OBJECT IDENTIFIER:id}

MATCHING-RULE ::= {
SYNTAX passwordAttribute. &Type
ID id}
14.10  $ystem schema supporting hierarchical groups
hierarchyLevel ATTRIBUTE ::= ({
WITH S|YNTAX HierarchyLevel
EQUALITY MATCHING RULE integerMatch
ORDERIING MATCHING RULE integerOrderingMatch
SINGLE VALUE TRUE
NO USHER MODIFICATION TRUE
USAGE directoryOperation
iD id-oa-hierarchylLevel }
HierarchyLevel ::= INTEGER
hierarchyBelow ATTRIBUTE ::= ({
WITH S|YNTAX HierarchyBelow
EQUALITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
D id-oca-hierarchyBelow }
HierarchyBelow ::= BOOLEAN
hierarchyParent ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALIITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
USAGE directoryOperation
iD id-oa-hierarchyParent }
hierarchyTop ATTRIBUTE ::= ({
WITH SYNTAX DistinguishedName
EQUALIITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
USAGE directoryOperation
D id-oa-hierarchyTop }

The hierarchyLevel operational attribute shall be present in any entry that is a member of a hierarchical group. The
Directory shall create and maintain this attribute. The Directory shall delete this attribute when the entry is no longer
member of a hierarchical group. This attribute shall take the value zero for the hierarchical top. This attribute shall not be
present in a child family member.

The hierarchyBelow operational attribute indicates whether the entry has any hierarchical children. A value of TRUE
indicates that hierarchical children exist. A value of FALSE or the absence of the attribute type indicates that no
hierarchical children exist. The Directory shall create and maintain this attribute. The Directory shall delete this attribute
when the entry is no longer member of a hierarchical group.

The hierarchyParent attribute shall be present in an Add Entry or Modify Entry operation when a new entry or an
existing entry becomes a hierarchical child. The attribute value shall be the distinguished name of the immediately
hierarchical parent. If the immediately hierarchical parent is a compound entry, the value shall be the distinguished name
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of the ancestor. Otherwise, the Directory shall return an Update Error with problem parentNotAncestor. This attribute
shall not be present in a child family member, in an entry that is not within a hierarchical group, nor an entry that is the
hierarchical top.

The hierarchyTop attribute points to the top entry of the hierarchical group. This attribute is supplied and maintained
by the Directory. The attribute value shall be the distinguished name of the top entry. If the top entry is a compound entry,
the value shall be the distinguished name of the ancestor. This attribute shall not be present in a child family member, in
an entry that is not within a hierarchical group, nor an entry that is the hierarchical top.

NOTE — This attribute provides a unique identification of the hierarchical group to which the entry belongs.

When an entry within a hierarchical group is deleted by a Remove Entry operation, all its hierarchical children are
removed from the hierarchical group.

1411 |

It is the regponsibility of DSAs to maintain consistency of subentries and operational attributes with the-system schema.
Inconsistecy between various aspects of system schema, and between system schema and subentries-and pperational
attributes, ghall not occur.

raimternance of systenTschenma

The Direcfory executes entry addition and modification procedures whenever a new subentpy.is'added to thel DIT or an
existing subentry is modified. The Directory shall determine whether the proposed operation’would violate fhe system
schema; if|it does, the modification shall fail.

In particujar, the Directory ensures that subentries added to the DIT are_conSistent with the valdes of the
administirativeRole attribute, that the attributes within the subentry are consistent with the values of the| subentry's
objectcCllass attribute.

The value pf the administrativeRole attribute may be modified to permit classes of subentries to be subprdinate to
the adminiptrative entry that are not yet present. The value of the administrativeRole attribute shall not be modified
S0 as to capise existing subentries to become inconsistent.

The Directpry also ensures, where the values of operational attributes are provided by the Directory, that they @re correct.

1412 $ystem schema for first-level subordinates

The Directory enforces the following rules and constfaints on entries created immediately subordinate to the DIT root:
+  All such entries shall be created a5 administrative point entries.

+  The object class and naming-attributes of such entries shall be as specified in Rec. ITU-T X.66Q | ISO/IEC
9834-1.

15 Directory schemia administration

15.1 Overview

The overall administration of the directory schema of the global DIT is realized through independent adminjstration of
the subschemas(of, the autonomous administrative areas of the DIT Domains that constitute the global DIT.

Coordinatipnof the administration of the directory schema at boundaries between DIT Domains is a subject fpr bilateral
agreement between DMOs and is beyond the scope of this Directory Specification.

The subschema administrative capabilities defined in this clause for the purpose of managing a DIT domain include:
a) creation, deletion and modification of subschema subentries;

b) support of the publication mechanism for the purpose of permitting DSASs to include schema information
in operational binding protocol exchanges and DUASs to retrieve subschema information via DAP;

c) subschema regulation for the purpose of ensuring that any modify operations will be performed in
accordance with the applicable subschema specification.
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15.2 Policy objects

A subschema policy object may be one of the following:

— asubschema administrative area;

— an object or alias entry within a subschema administrative area;
— auser attribute of such an object or alias entry.

An autonomous administrative area may be designated as a subschema specific administrative area in order to administer
the subschema. This shall be indicated by the presence of the value id-oa-subschemaAdminSpecificArea in the
associated administrative entry's administrativeRole attribute (in addition to the presence of the value

id-oa-au

tonomousArea, and possibly other values).

Such an autonomous administrative area may be partitioned in order to deploy and administer the subschema of the

specific pg
indicated
administ

15.3 f

Subschem
parameters

A single 9
administra
parameters
specify thg

rtitions. In this case, the administrative entries for each of the subschema specific administrativ
by the presence of the value id-oa-subschemaAdminSpecificArea in _Ithes
rativeRole attributes.

Policy parameters

policy parameters are used to express the policies of the subschema Administrative Autho
, and the operational attributes used to represent them, are:

a DIT structure parameter: used to define the structure of the subschema administrative area 4
information about obsolete DIT structure rules which some entriessmay have identified as their

operational attributes;

a DIT content parameter: used to define the type of content of object and alias entries contained
subschema administrative area and to store informiation about obsolete DIT content rules
Directory may have used in determining the content of some entries. This parameter is represe
dITContentRules, objectClasses, attributeTypes, contextTypes, frier
dITContextUse operational attributes;

a matching capability parameter: used to,define the matching capabilities supported by matchi

the matchingRules and matchingRuleUse operational attributes.

ubschema subentry is used by.the“subschema authority to administer the subschema for the
[ive area. For this purpose, the stibschema subentry contains the operational attributes representing
used to express subschemd policies. The subtreeSpecification attribute of a subschema sulj
whole subschema administrative area, i.e., it shall be an empty sequence.

The subsc

subsche
KIND

MAY CONTAIN {/dITStructureRules |

ema subentry is speCified as follows:

OBJECT-CLASS ::= {
auxiliary

nameForms |
dITContentRules |
objectClasses |

P areas are
b entries’

ity. These

hd to store
governing

DIT structure rule. This parameter is represented by the“\dITStructureRules and nameForms

within the
which the
nted by the
hds, and

ng rules as

applied to the attribute types defined ina'subschema administrative area. This parameter is repifesented by

subschema
the policy
entry shall

attri hufeﬂ"_ypes |

ID

friends |
contextTypes |
dITContextUse |
matchingRules |
matchingRuleUse |
ldapSyntaxes }
id-soc-subschema }

The operational attributes of the subschema subentry are defined in 15.7.
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154 Policy procedures

There are two policy procedures associated with subschema administration:
— asubschema modification procedure;
— an entry modification procedure.

155 Subschema modification procedures

A subschema authority may administer a subschema in a dynamic fashion, including making restrictive subschema
modifications. This may be accomplished by modifying the values of the subschema operational attributes, using
Directory modify operations, effectively changing the subschema which is in force in the subschema administrative area.
A subschema authority may also create new subschema areas, or remove existing subschema areas by creating or
removing subschema subentries_respectively

Before the| subschema authority extends the DIT structure or DIT content rules by adding a new rule, or. byladding an
auxiliary opject class, or a mandatory or an optional attribute to an existing rule, the referenced schema information shall
be describpd in the appropriate attribute in the subschema subentry. Name forms, object classes; attribute| types and
matching fules that are referenced (directly or indirectly) by a dITStructureRule, dIT€ontentRulle Or by a
matchingRuleUse attribute shall not be removed from the subschema subentry.

The definifion of information objects such as object classes, attribute types, matching- rules, name forms gnd LDAP
syntaxes, Which have been registered (i.e., assigned a hame of type object identifier){arestatic and cannot bq modified.
Changes tq the semantics of such information objects require the assignment of new.object identifiers.

DIT structure and DIT content rules may be active or obsolete. Only active“roles are used to regulate thg DIT. The
identification and preservation of obsolete rules is an administrative convenience allowing location (and possibly repair)
of entries ddded under old rules that have since changed.

This obsolete mechanism shall be used where restrictive changes areymade to DIT structure or DIT content rules creating
inconsistencies in the DIB; otherwise, the appropriate active rule maybe modified directly. The Directory permjts deletion
of obsoletq rules at any time.

NOTE + The obsolete mechanism provided in subschema opefational attributes ensures that all entries with obsolete|schema can
be identified and repaired before the obsolete subschema operational attribute is deleted.

It is the rgsponsibility of the Subschema Administrative Authority to maintain consistency of entries with|the active
subschemd by means of the Directory abstract service, or by other local means. This may be done at the conJenience of
the Subschlema Administrative Authority. It is(not defined when such an adjustment of inconsistent entrieq should be
done. However, deletion of obsolete rules prior to the location and repair of inconsistent entries will make thig task more
difficult.

15.6 Entry addition andsmodification procedures

The Direcfory executes entry addition and modification procedures whenever a new entry is added to the [DIT or an
existing entry is modifiedi\T-he Directory shall determine whether the proposed operation would violate a fubschema

policy.
In particulgr, the Directory shall ensure that entries added to the DIT are consistent with appropriate active DI|T structure

and DIT content rules.
The Direc| W allow i . E . hi . . ith thei . I

The Directory enforces active rules when requested to modify the DIB. If an entry is inconsistent with its active rule, a
request to modify the entry shall be permitted if it repairs an existing inconsistency, or does not introduce a new
inconsistency. A request which introduces a new inconsistency shall fail.

For any valid entry in a valid subschema administrative area, there can be only one most subordinate structural object
class in the structural object class superclass chain. When an entry is added to the DIT, the Directory determines this most
subordinate structural object class from the objectClass attribute values provided and permanently associates it with
the entry via the entry's structuralObjectClass attribute.

When an entry is created, values of the objectClass attribute shall be provided so that the content of the entry is
consistent with the DIT content rule governing the entry. In particular, where a value of the objectClass attribute
identifies a particular object class having superclasses other than top, then values for all of these superclasses shall also
be provided. Otherwise, the Directory operation creating the entry shall fail.
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Directory users may subsequently add or delete values of the objectClass attribute for the auxiliary object classes of
an entry. The content of an entry shall remain consistent with the DIT content rule governing the entry following a change
to the values of the objectClass attribute. In particular, where a value of the objectClass attribute identifies a
particular object class having superclasses other than top is added or deleted, then values for all of these superclasses
shall also be added or deleted, except where such superclasses are also present in the superclass chains associated with
other values not being added or deleted respectively.

15.7 Subschema policy attributes

The following subclauses specify the subschema policy operational attributes. These attributes are:

—  present in the subschema subentry. The values of these attributes are administered via Directory modify
operations using the distinguished name of the subschema subentry;

defined in

g rules are

For management purposes, a number of human-readable name components and a~description component are
optionally fallowed as components of a number of the subschema policy operationalcattributes defined in thg following
subclauses

A number| of subschema policy operational attributes defined in the following subclauses contain an pbsolete
component. This component is used to indicate whether the definition\is active or obsolete in the pubschema
administrafive area.

15.7.1  IDIT Structure Rules operational attribute

The dITStructureRules operational attribute defines the DI structure rules which are in force within a subschema:

dITStrudtureRules ATTRIBUTE ::= {
WITH SYNTAX DITStructureRuleDescription
EQUALIITY MATCHING RULE integerFirst€omponentMatch
USAGE directoryOperation
LDAP-SYNTAX dITStructureRuleDescription. &id
LDAP-NAME "dITStruetureRules"
ID id-sea~dITStructureRule }
DITStrudtureRuleDescription, :'+= SEQUENCE {
COMPONENTS OF DITStructuxeRule,
name [1] SET~SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

}
The dITStructureRules operational attribute is multi-valued; each value defines one DIT structure rule.

The comp@nents of DITStructureRule have the same semantics as the corresponding ASN.1 definition in 13.7.6.

15.7.2  DIT ComtentRufes operationat attribute

The dITContentRules operational attribute defines the DIT content rules which are in force within a subschema. Each
value of the operational attribute is tagged by the object identifier of the structural object class to which it pertains:

dITContentRules ATTRIBUTE ::= {
WITH SYNTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX dITContentRuleDescription. &id
LDAP-NAME "dITContentRules"
ID id-soa-dITContentRules }
DITContentRuleDescription ::= SEQUENCE {

COMPONENTS OF DITContentRule,
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name [4] SET SIZE (l1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

}

The dITContentRules operational attribute is multi-valued; each value defines one DIT content rule.

The components of DITContentRule have the same semantics as the corresponding ASN.1 definition in 13.8.2.

15.7.3  Matching Rules operational attribute

The matchingRules operational attribute specifies the matching rules used within a subschema:

matchingRules ATTRIBUTE ::= ({
WITH SYNTAX MatchingRuleDescription
EQUAL j If3 i tchr

USAGE directoryOperation
LDAP- TAX matchingRuleDescription. &id
LDAP- "matchingRules"
iD id-soa-matchingRules }
MatchingRuleDescription ::= SEQUENCE {
identilfier MATCHING-RULE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString~OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

info tion [0] UnboundedDirectoryString OPTIONAL,
-- describes the ASN.1l syntax

The identifier component of a value of the matchingRules attribute is the object identifier identifying th
rule.

The desciption component contains a natural language description of the algorithms associated with the r
The infofmation component contains the ASN.1 definitignof the assertion syntax of the rule.

Such an ASN.1 definition shall be given as an optional ASN.1 Imports production, followed by optio
Assignment productions, followed by an ASN.1 Type production. All type names defined in Directory m
implicitly {mported and do not require explicit import. All type names, whether imported or defined via an A
are local tq the definition of this syntax. If the ‘ASN.1 type includes a user-defined constraint and is not one of

e matching

ile

nal ASN.1
odules are
ssignment,
the ASN.1

types defined in the Directory modules, then-the last UserDefinedConstraintParameter Of the constraint shall be

an actual garameter whose governing type is SyntaxConstraint and whose value is the object identifier
the constrgint.

SyntaxConstraint ::= OBJECT IDENTIFIER

NOTE 31— The ASN.1.preductions Imports, Assignment, and Type are defined in Rec. ITU-T X.680 | 1SO/I
UserDeifinedConstraintParameter is defined in Rec. ITU-T X.682 | ISO/IEC 8824-3.

NOTE 2 — A typical ASN.1 definition is simply a Type name.

The matchingRulles operational attribute is multi-valued; each value describes one matching rule.

ssigned to

FC 8824-1.

15.74 ttribute Types operationat attribute

The attributeTypes operational attribute specifies the attribute types used within a subschema:

attributeTypes ATTRIBUTE ::= {

WITH SYNTAX AttributeTypeDescription

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

LDAP-SYNTAX attributeTypeDescription. &id

LDAP-NAME "attributeTypes"

ID id-soa-attributeTypes }
AttributeTypeDescription ::= SEQUENCE ({

identifier ATTRIBUTE. &id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
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description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] AttributeTypeInformation,

}

The identifier component of a value of the attributeTypes attribute is the object identifier identifying the attribute

type.

The attributeTypes operational attribute is multi-valued; each value describes one attribute type:

AttributeTypeInformation ::= SEQUENCE {

derivation [0] ATTRIBUTE.&id OPTIONAL,

equalityMatch [1] MATCHING-RULE. &id OPTIONAL,

orderingMatch [2] MATCHING-RULE. &id OPTIONAL,

substringsMatch [3] MATCHING-RULE. &id OPTIONAL,

attributeSyntax [4] UnboundedDirectoryString OPTIONAL,

multi-valued [5] BOOLEAN DEFAULT TRUE,

colledtive [6] BOOLEAN DEFAULT FALSE,
userModifiable [7] BOOLEAN DEFAULT TRUE,

tion AttributeUsage DEFAULT userApplications|,

appli
R |

The derifvation, equalityMatch, attributeSyntax, multi-valued, colléetive and app
components have the same semantic as the equivalent pieces of notation introduced by the corresponding i
object clask.

The attributeSyntax component contains a text string giving the ASN.1 definition of the attribute's syntg
ASN.1 defnition shall be given as specified for the information component of the Matching Rules operation

15.7.5

The obje¢tClasses operational attribute specifies the object classgs*dsed within a subschema.

The identifier component of a value of the objectClasses attribute is the object identifier identifying

class.

The objeg¢tClasses operational attribute is multi-valued; each value describes one object class:

ilfier OBJECT-CLASS. &id,

(Object Classes operational attribute

sses ATTRIBUTE ::= {

TAX ObjectClassDescription

Y MATCHING RULE objectIdentifierFirstComponentMatch
directoryOperation

TAX objectClassDescription. &id

"objectClasses"

id-soa-objectClasses }

ssDescription ::= SEQUENCE ({

SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,

tion UnboundedDirectoryString OPTIONAL,
BOOLEAN DEFAULT FALSE,
tion [0] ObjectClassInformation,

lication
hformation

X. Such an
| attribute.

the object

ObjectClassInformation ::= SEQUENCE {
subclassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
kind ObjectClassKind DEFAULT structural,

mandatories [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optionals [4] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

}

The subclassOf, kind, mandatories and optionals components have the same semantics as the corresponding
pieces of notation introduced by the corresponding information object class.

15.7.6

Name Forms operational attribute

The nameForms operational attribute specifies the name forms used within a subschema.

nameForms ATTRIBUTE ::= {
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WITH SYNTAX NameFormDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX nameFormDescription. &id
LDAP-NAME "nameForms"
D id-soa-nameForms }
NameFormDescription ::= SEQUENCE {
identifier NAME-FORM. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] NameFormInformation,

}

The idenf{ifier COMpONENt of a value of the nameForms attribUTE IS the ODJect Identitier Identitying the oo}

The nameForms operational attribute is multi-valued; each value describes one name form:

NameFormInformation ::= SEQUENCE ({
subordinate OBJECT-CLASS. &id,
namingMandatories SET OF ATTRIBUTE. &id,

tionals SET SIZE (1..MAX) OF ATTRIBUTE. &id OPTIONAL,

15.7.7 atching Rule Use operational attribute
The matchingRuleUse operational attribute is used to indicate the atttibute types to which a matching rule 3
subschemgq:
matchingRuleUse ATTRIBUTE ::= {
WITH TAX MatchingRuleUseDescription
EQUALIITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP- TAX matchingRuleUseDescription. &id
LDAP- "matchingRuleUse"
iD id-soa-matchingRuleUse }
MatchingRuleUseDescription ::=  SEQUENCE ({
identilfier MATCHING-RULE. &id,
name SET SIZE “1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

tion [0] SET-OF ATTRIBUTE.&id,

The identifier compenent of a value of the matchingRulesUse attribute is the object identifier iden
matching rule.

The infofmatioh component of a value identifies the set of attribute types to which the matching rule applig

o

15.7.8  Structural Object Class operationat attribute type

ect class.

ppliesina

tifying the

Every entry in the DIT has a structuralObjectClass operational attribute which indicates the structural object class

of the entry:
structuralObjectClass ATTRIBUTE ::= ({
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX oid. &id
LDAP-NAME "structuralObjectClass"
D id-soa-structuralObjectClass }
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15.7.9  Governing Structure Rule operational attribute

Every entry in the DIT, with the exception of administrative point entries that have no subschema subentry, has a
governingStructureRule operational attribute which indicates the governing structure rule of the entry:

governingStructureRule ATTRIBUTE ::= {
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-soa-governingStructureRule }

15.7.10 ContextTypes operational attribute

The contéxtTypes operational attribute specifies the context types used within a subschema.
contextTypes ATTRIBUTE ::= {
WITH SYNTAX ContextDescription
EQUALIITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
iDp id-soa-contextTypes }
ContextDescription ::= SEQUENCE {
identilfier CONTEXT. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

info tion [0] ContextInformation,

}

The identifier component of a value of the contextTypes operational attribute is the object identifier jdentifying
the contex{ type.

The contéxtTypes operational attribute is multi-valued; eagh value describes one context type:

ContextInformation ::= SEQUENCE ({
synta UnboundedDirectoryString,
asserfjionSyntax UnboundedDirectoryString OPTIONAL,

ASN.1 |

UserDefinedConstraintParameter is defined in Rec. ITU-T X.682 | ISO/IEC 8824 3. SyntaxConstralnt is deﬂned
in 15.7.3.

NOTE 2 — A typical ASN.1 definition is simply a Type name.

15.7.11 DIT Context Use operational attribute

The dITContextUse operational attribute is used to indicate the contexts which shall or may be used with an attribute:

dITContextUse ATTRIBUTE ::= {
WITH SYNTAX DITContextUseDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITContextUse }
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DITContextUseDescription ::= SEQUENCE {
identifier ATTRIBUTE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] DITContextUseInformation,

}

The identifier component of a value of the dITContextUse operational attribute is the object identifier of the
attribute type to which it applies. The value id-oa-allAttributeTypes indicates that it applies to all attribute types.

The information component of a value identifies the mandatory and optional context types associated with the attribute
type identified by identifier:

DITContextUseInformation ::= SEQUENCE {
mandaj:ryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
}

15.7.12 FKriends operational attribute

The frievl:s operational attribute is used to indicate the sets of attribute types which are friéads within a subschema:

friends ATTRIBUTE ::= {
WITH SYNTAX FriendsDescription
EQUALIITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-friends }

FriendsDescription ::= SEQUENCE ({
ancho ATTRIBUTE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
friends [0] SET SIZE (1..MAX) OF ATTRIBUTE.&id,

}

The anchgr component of a value of the £riends attribute is the object identifier of the attribute type that is|the anchor
to the set gf friends. The £riends component of-a value of the £riends attribute is the set of object identifiers of the
attribute tyjpes that are the friends of the anchar(@ttribute type.
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SECTION 7 - DIRECTORY SERVICE ADMINISTRATION

16 Service Administration Model

This clause provides a model for how an administrative authority can control, constrain and adjust the service both with
respect to what a user can specify in a Search, a Read or Modify Entry request and what information is to be returned.

16.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

16.1.1 effectively present attribute type: An attribute type that is present in at least one non-negated filter item in

1 £ L £l dandal £1€010 1 i 4 1hiad-f tlhot otteil, b g 1otk Iy
eaCh Subfl ef-ora-SearerrhteraRtr-whtehrahSthe rcqulrclllcllto as SPECITICU rofthatattHodte L_ype H-theretevant SearCh-

rule. For dgfinitions of negated and non-negated filter items, see 7.8.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

16.1.2  governing-search-rule: A search-rule with which a particular operation complies and which)has begn selected
for govern|ng that operation.

16.1.3 npamed-service: A collection of service-types that together provide an overall sefvice, e.g., a White Pages
service.

16.1.4  pequest-attribute-profile: A specification of what is required for a filter item_for the corresponding attribute
type to be pffectively present.

16.1.5 equest-attribute-type: An attribute type that according to a searchzrdle specification may be repfesented in
the filter of a Search operation.

16.1.6 earch-rule: The detailed specification of the service constraints/enhancement aspects provided for a given
service-tyge primarily intended for a given user-class and tailored to.a particular group of users.

16.1.7 ervice-type: A globally unique identification of a service capability for a particular purpose within a well-
defined scppe, e.g., a capability of search for a particular typesof entries within an area of the DIT. Not all aspects of a
service-tyge may be available to all users.

16.1.8 ubfilter: A Boolean component of a filter that comprises only logical ANDs of non-negated filte items and
of negated filter items, i.e., that can be expressed.informally as NOT (filter-item). Any filter can be expfessed in a
canonical form comprising a logical OR of subfilters as discussed in Annex Q.

16.1.9 ser-class: An identified set of usersthat due to their functions, position in an organization, etc., gan invoke
certain aspects of the service-types withinia’named-service. Different groups of users identified by their namgs within a
user-class nay see variations in the sefvice provided. A user group can span user-classes.

16.2

The Directpory Abstract Service as specified in Rec. ITU-T X.511 | ISO/IEC 9594-3 is the representation of all[the service
capabilitie offered by.the-Directory Specifications. A service-type is a subset of that service for performing 4 particular
function, e g., searchiing-for a particular type of object within a defined scope.

ervice-type/user<class model

A named-gervice ,is a collection of service-types for a particular purpose, e.g., to provide a White Pages| service, a
particular fypeof Yellow Pages service, etc.

A service-type is realized primarily through the Search operation, but also through other operations that can specify entry
information selection, i.e., Read and Modify Entry operations. For the purpose of service administration, a read or a
modifyEntry request is considered in some respect equivalent to a search request with subset equal to baseObject
and £filter equal to and : {}. Service administration does not affect what information can be modified by a Modify
Entry operation. This is solely governed by access control.

An object identifier identifies a service type, thereby giving it a global unique identification. Different user-classes,
dependent on their role, position in the organization, etc., may have somewhat different perceptions of a service-type. A
user-class is identified by an integer that is only required to be unique with a DMD. Different DMDs could assign a
different identifier to what could be considered the same user-class. However, it is expected that administrative authorities
cooperating to provide a common named-service across several DMDs will coordinate the user-group identifiers. Even
for a particular user-class, there may be variations in the service available to users in the class. Such variations are based
on the distinguished names of the users. As an example, users of a particular user-class in one country may not have
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exactly the same view of a service-type as the users of the same user-class in another country, e.g., to reflect local privacy
laws. The definition of a service-type for a user group is expressed by a search-rule specifying the details as to how the
operation is to be performed.

The service-type and the user-class for which it is primarily intended are indicated in a search-rule.

A user group may span several user-classes. A user within a user-class could possibly also utilize search-rules that were
primarily intended for other user-classes, e.g., users in a user class with a greater capability would also be granted
permissions intended for user-classes that are generally offered lower service capabilities.

A user group is not directly identified by a search-rule, but is indirectly identified by having the Invoke permission to that
search-rule. A user group can invoke any search-rule to which it has the Invoke permission. If a particular user has the
Invoke permission to several search-rules for the same service-type but for different user-groups, the procedures defined
in these Directory Specifications will, everything else being equal, select the search-rule with the highest user-group

H 1 Tl H 4l ol Hatateat: 4L P + oL ] el P o + + | YN H
identifier. FhisaHows-the-administrativeatthot fty Dy propetrasstgnmentoT user=crasstaentrerstocontrortt selection.

16.3 $ervice-specific administrative areas

An autonomous administrative area may be designated as a service-specific administrative area inlorder to fleploy and
administer| search-rules. This shall be indicated by the presence of the value id-ar-serviee€Specificalrea in the
associated|administrative entry's administrativeRole attribute (in addition to the presence of the valje id-ar-
autonomdusArea, and possibly other values).

Such an aytonomous administrative area may be partitioned in order to deploy andhadminister search-rules|in specific
partitions. |In this case, the administrative entries for each of the service-specific.administrative areas are indicpted by the
presence qf the value id-ar-serviceSpecificArea in these entries' administrativeRole attributgs. Service
policies fof superior service-specific administrative areas are not relevant subordinate to such an administratiye entry.

If such anjautonomous administrative area is not partitioned, there is\a.single service-specific administratiye area for
search-rulgs encompassing the entire autonomous administrative aréa.

One or mdre search-rules are represented in the Directory information model by a subentry, termed a servicg subentry,
whose objectClass attribute contains the value id-sc-serviceAdminSubentry, as defined in 14.8. A qubentry of
this class shall be the immediate subordinate of an administrative entry whose administrativeRole attribute contains
the value jd-ar-serviceSpecificArea.

The evalugtion phase of an operation within a servige-specific administrative area is among other dependent or} what base
object is uped for the operation, possibly after @lias dereferencing. Search-rules are therefore tied to entries] When the
base objegt for an operation has been determined, the search-rules tied to that entry are candidates for goyerning the
search. Thg ties between search-rules withih a subentry and entries within the service-specific administratiye area are
established by the subtreeSpecificatiion operational attribute of the subentry. The entries identified by the values of
the subtrgeSpecification operational attribute are in this way tied to the search-rules placed in the same|subentry.

A particulgr entry can be associated with search-rules from multiple subentries; these may have the same gr different
subtree spgcifications. Conversely, different parts of the administrative area can be targeted by the one subehtry, using
multiple values of the subtree specification.

The arguments of an_operation can be validated against a search-rule by using an algorithm called the searchtvalidation
function.

ﬁpamfir\n
arguments

. . TRUE (OK

Search-validation or UE (OK)

function FALSE (not OK)
Search-rule
—_—
X.501(12)_F16

Figure 16 — Search-validation function
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An operation is valid and allowed to proceed if, and only if, the search-validation-function yields TRUE for at least one
of the available search-rules associated with the base object for the operation. For a search-rule to be available for an
operation, the requestor must have Invoke permissions to the attribute value that holds the search-rule. If there is only one
available search-rule with which the operation complies, this search-rule is called the governing-search-rule for that
operation, i.e., the search-rule that is used when the operation is further progressed. If there are several such search-rules,
one of these is selected by local choice as the governing-search-rule. The procedure for selecting a governing-search-rule
is given in 19.3.2.2.1 of Rec. ITU-T X.518 | ISO/IEC 9594-4. The governing-search-rule is thereby permanently
associated with the operation for its evaluation within the service-specific administrative area. This is also the case when
part of the operation is carried out by other DSAs holding parts of that service-specific administrative area.

It is the choice of administrative authorities as to whether:

— to collect several search-rules requiring different Invoke permissions into a single subentry (thereby
requiring access control down to attribute value level if these Invoke permissions vary from value to value);
or

+  to collect search-rules with the same access control permissions into distinct subentries, so that access
control permissions can be granted on the basis of permissions to the complete attributd; different
subentries can then hold different access control permissions.

If there is o search-rule available for an operation specifying a base object entry within a service=Specific administrative
area, or if the search validation function returns FALSE for all available search-rules, the-gpeération is rejecfed with an
error.

If a servicq-specific administrative area has no subentries, there are no service constraints associated with thaf area.

There may|be users that should not be limited by service restrictions, e.g., admifistrators, and there may be enfries, when
serving as|base object entries, for which restriction is not required, e.g., €ntries low in the DIT. The adnpinistrative
authority dan therefore include special search-rules, empty search-rules,

A hierarchjcal group within a service-specific administrative area has\to'be completely contained by that area

The scope|of a Search operation cannot cross the border of a setvice-specific administrative area. Rec. ITY-T X.518 |
ISO/IEC 9p94-4 specifies procedures that do not allow a SearcCh operation starting within a particular service-specific
administralive area to go outside that area even when aliasescare dereferenced during the search evaluation. LLikewise, a
search starfing outside a service-specific administrative area cannot spread into that area.

16.4 ntroduction to search-rules

Search-rulgs are expressions of policies that, on one hand, constrain and adjust operations that can be carrig¢d out in a
region of the DIT, and, on the other hand;-dssist in their execution by guiding the operation process. A search-fjule has the
following ain characteristics:

1 itgives requirements.that an operation shall meet if the operation is to be carried out based on that search-
rule;

+ it specifies adjustment of the operation request;

+ it providessspecification for details of the evaluation of the operation, e.g., by specifying relaxatipn policies
if toomany or too few entries are found for Search operation; and

4 itprovides entry information selection specifications.

When a prpeessing of an operation starts, the base entry of the operation corresponds to one or more service|subentries
whose subiree-specification values Include that base entry. Thereby, potentially a number of candidate-search-rules are
identified. The details of the operation are evaluated against these candidate-search-rules. An operation can only be
executed if a compatible search-rule can be found.

16.5 Subfilters

If a search-rule is designed to control the Search operation, it may specify a set of attribute types that may be present in a
filter of a search request. These attribute types are called the request-attribute-types for the search-rule. Other attribute
types shall not be present in the filter in any form, negated or non-negated. This subclause further qualifies what it means
for an attribute type to be present in a search filter. A search-rule also specifies requirements on valid combinations of
request attribute types. It might be a requirement that certain attribute shall be present; it might be a requirement that at
least one out of two attribute types shall be present; it might be a requirement that one attribute type is not allowed without
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another being present, etc. To further elaborate on how to express combinations, it is useful to introduce the concept of
subfilters.

According to propositional calculus, any filter whatsoever can be written as a sequence of subfilters separated by OR
operators. This can be written as:

f=fi+f,+.. +f;

where each subfilter, fi, is a sequence of filter items or negated filter items that are separated by AND operators, which
can be written as:

fi = filfi2 ... fis
where fjj is either a filter item or its negation.

The subfilter concept is further described in Annex Q.

For a filterfto comply with a search-rule, each subfilter shall comply with the search-rule.

For a filter item to effectively represent an attribute type in a subfilter, it is required to comply with the-requirements of
the request-attribute-profile for the attribute type. The request-attribute-profiles are part of the seaf¢h-rule spgcification.
If at least gne filter-item for an attribute type in each subfilter complies with the request-attribute~profile for that attribute
type, the aftribute type is said to be an effectively-present-attribute-type.

16.6 frilter requirements

For an attifibute type to be effectively present in a filter, the attribute type or, if the includeSubtypes oftion of the
request-attribute-profile is set, one of its subtypes shall be present in at least one-non-negated filter item of each subfilter.
Such a norj-negated filter item shall comply with all of the following requirements:

+ It shall be a non-negated filter item that is not one of thefollowing types:
greaterOrEqual,

lessOrEqual,

present Of contextPresence unless explicitly allowed by the request-attribute-profile.
+ It shall comply with the request-attribute-profile specification for that attribute type.

+ Ifitis an extensibleMatch filter.itém, the attribute type shall be specified in the type component of
the MatchingRuleAssertion.

NOTE — If this last restriction is not-introduced, this filter item could implicitly include an unspecifieq number of
attribute types into the search filter-and thereby impair the search validation procedure.

If an attriblite type is represented in a filter, it shall be effectively present.

It is allowgd to have extensiblXeMatch filter items without the type component in the filter. Their presenge does not
affect the gearch validation against search-rules. However, such a filter item shall only be applied to attribfites whose
types are r¢quest-attributetypes, i.e., represented in the governing-search-rule by a request-attribute-profile (sge 16.10.2).

16.7 Attributé information selection based on search-rules

Outside a $erviCe-Specific administrative area, attribute information returned is selected by the selection fomponent
of the opefation request possibly modified by the operationContext 0Of the CommonArguments, and any context
defaults estabiisted eitherwithima context defauttspecific administrative area or by tocal comext defautts-For a Search
operation, selection of information may also be modified by the matchedvaluesOnly component in the
SearchArgument. However, when an operation is controlled by a governing-search-rule, this search-rule may specify
what information is to be returned. When this is the case, the user attribute information returned shall be the intersection
of what the governing-search-rule specifies and what would have been returned had there been no governing-search-rule.
If the entry information selection in the selection component specifies selection of operational attributes, the same rule
shall apply for operational attributes. If the entry information selection does not specify return of operational attribute
information, operational attribute information returned shall solely be determined by the governing-search-rule.

A governing-search-rule may specify what attribute information is to be returned completely independently of what
attribute types may be specified in a search filter.
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When information is to be returned based on hierarchical groups, selection of attribute information from such entries is
based on the principle above, except that matchedvaluesOnly specifications have no effect.

NOTE — Family member selection is not governed by the above principle (see 16.10.6).

16.8 Access control aspects of search-rules

Search-rules provide some additional access control capabilities besides those capabilities described in clause 18. In a
service-minded approach, it is necessary to apply restrictions on how operations can be formulated and what information
can be returned. This should be based not only on the identity of the user, but also on the service-type and the user-class,
thereby allowing the administrative authorities to tailor the service based on quality of information, charging
considerations, etc.

The access control capabilities as defined in clause 18 are used for ensuring that only proper user groups can invoke
search-rulgs—Thesecapatitities tarmatso protectmformation ever to beactessed- by particutar user groups,

A DSA that caches information originating from a service-specific administrative area may not have-seéarch-rules for
controlling the restrictions on that information. As for access control (see 18.8.2), a Security Administrator] should be
aware thatja DSA with the capability of caching may impose a significant security risk to other DSAs.

16.9 Contexts aspects of search-rules

As contextlassertions can be part of a filter item for the Search operation, search-rule specifications need to take contexts
into account. Inclusion of contexts into the search-rule brings new capabilities into the‘eontexts feature that may simplify
requirememts on DUA and DSA implementations.

The basic ¢ontext feature allows the user to specify contexts for the Search filter and for entry information selgction; and
it allows the administrative authorities to establish context defaults within a_context default specific administfative area.
These defdults apply indiscriminately to all users and to all service-types. However, the context feature as pyovided by
the searchirules allows the user to specify a minimum of context infOrmation, and it allows the administrative jauthorities
to make individual context specifications for each search-rule. Intaddition, it is possible, as indicated in 16.8,|to provide
access confrol like function through proper design of the searéh-rule context specification. Use of context spgcifications
in search-rliles could make establishment of context default specific administrative areas redundant.

16.10

The sear¢hRule ASN.1 data type gives the syntax of a search-rule.

earch-rule specification

e ::= SEQUENCE ({
NTS OF SearchRuleld,

servigeType [1] OBJECT IDENTIFIER OPTIONAL,
userCllass [2] °INTEGER OPTIONAL,
inputAttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
attributeCombination  “-[4] AttributeCombination DEFAULT ahd:{},

ttributeTypes~ [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,

defaulltControls [6] ControlOptions OPTIONAL,
mandatoryControls [7] ControlOptions OPTIONAL,
searchRuleControls [8] ControlOptions OPTIONAL,
familyGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
relaxaltion [11] RelaxationPolicy OPTIONAL,
additionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
allowedSubset [13] AllowedSubset DEFAULT '1l11'B,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL,
}
SearchRuleld ::= SEQUENCE ({
id INTEGER,

dmdId [0] OBJECT IDENTIFIER }
AllowedSubset ::= BIT STRING {baseObject(0), onelLevel(l), wholeSubtree(2)}

ImposedSubset ::

ENUMERATED {baseObject(0), onelLevel(l), wholeSubtree(2),...}
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RequestAttribute ::= SEQUENCE ({
attributeType ATTRIBUTE. &id ({SupportedAttributes}),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({SupportedAttributes} {Q@attributeType}) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE ({
entryType OBJECT-CLASS. &id OPTIONAL,
values SEQUENCE OF ATTRIBUTE. &Type
({SupportedAttributes} {QattributeTypel}),
...} OPTIONAL,
contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and:({},
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL,
}
ContextHrofile ::= SEQUENCE {
contextType CONTEXT. &id ({SupportedContexts}),
contexltValue SEQUENCE SIZE (l1..MAX) OF CONTEXT.&Assertion
({SupportedContexts}{@contextType}) OPTIONAL,
}
ContextCQombination ::= CHOICE ({
context [0] CONTEXT.&id({SupportedContexts}),
and [1] SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
not [3] ContextCombination,
}
MatchingUse ::= SEQUENCE {

restrilctionType MATCHING-RESTRICTION. &id ({SupportedMatchingRestrictions}),
restriljctionvValue MATCHING-RESTRICTION. &Restriction
({SupportedMatchingRestriétions} {@restrictionType}),

}

-- Definlition of the following information object set is deferred, perhaps to
-- standardized profiles or to protocol implementation conformance statements.
-- The t is required to specify a tablel\constraint on the components of

-- SupportedMatchingRestrictions

Supportj:MatchingRestrictions MATCHING-RESTRICTION ::= {...}
AttributleCombination ::= CHOICE ({
attribute [0] AttributeType
and [1] SEQUENCE OF AttributeCombination,
or [2] SEQUENCENOF AttributeCombination,
not [3] AttributeCombination,
}
ResultAfdtribute ;7= SEQUENCE {
attributeType ATTRIBUTE. &id ({SupportedAttributes}),
outputValues CHOICE {
selelctedValues SEQUENCE OF ATTRIBUTE. &Type
| ({SupportedAttributes} {QattributeType}),
mat AL
contexts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL,
}
ControlOptions ::= SEQUENCE {
serviceControls [0] ServiceControlOptions DEFAULT {},
searchOptions [1] SearchControlOptions DEFAULT {searchAliases},

hierarchyOptions [2] HierarchySelections OPTIONAL,
}

EntryLimit ::= SEQUENCE {
default INTEGER,
max INTEGER,

}
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RelaxationPolicy ::= SEQUENCE ({

basic

[0] MRMapping DEFAULT ({},

tightenings [1] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,

maximum [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1,
}
MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,
substitution [1] SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL,
}
Mapping ::= SEQUENCE ({
mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY {-- shall be an--
-- object identifier of a mapping-based matching algorithms-f 1}),
level INTEGER DEFAULT O,
}
MRSubstijtution ::= SEQUENCE ({
attribute AttributeType,

oldMatchingRule [0] MATCHING-RULE.&id OPTIONAL,
newMafchingRule [1] MATCHING-RULE.&id OPTIONAL,

}
16.10.1 S

The id co
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includeSubtypes subcomponent, there are no restrictions on search filter items for this attr
except that if such filter items are in the filter, at least one of them shall be non-negated.
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The following subcomponents are only relevant for the Search operation:

c)

d)

The selectedvalues subcomponent provides a set of attribute values of the type given in
attributeType. If this attribute type is represented in the filter, there shall be at least one non-negated
filter item for this attribute type that matches at least one value of this subcomponent. Otherwise, this
attribute type is not effectively present in the filter.

If this subcomponent is absent, the above matching evaluates to TRUE.

If an empty set of attribute values is given, this attribute type can only be effectively present in:
— apresent filter item if the Contexts subcomponent is not present; or

— acontextPresent filter item if the Contexts subcomponent is present.

The defaultvalues subcomponent does not affect the evaluation of a search request against the search-
rule _but contrals the Search operation when a search-rule has been selected as the governing-search-rule.

@K
~

This component provides a set of attribute values of the type given in attributeType. i dfilter item
using this attribute type is defined within the filter, but there is no attribute of this type present|in an entry
(or a family grouping), then this filter item evaluates to TRUE (or to FALSE if negatéd),if the| filter item
matches one of the values in this subcomponent. If this subcomponent is absent, there are no default values.

If this component is present, but empty, it indicates that this component takescall possible values, i.e., a
filter item for this attribute type always evaluates to TRUE (or to FALSE if-negated) if the attfibute type
is absent in an entry.

NOTE 1 — This reflects the situation where a filter item shall be ignoredif’an attribute of the type rgferenced is
absent.

If an entry holds an attribute of this type, normal matching againstithis attribute is done.

The contexts subcomponent specifies the context types that\are allowed to be represented in g filter item
for this attribute type. A particular context type shall not be represented more than orfce in this
subcomponent.

— Ifthe subcomponent is absent, any context information may be present in a filter item for tHis attribute
type.
— If the subcomponent is present, only context types specified by this subcomponent may bq present in
a filter item for this attribute type. If itis an empty sequence, no context information may|be present
in a filter item for this attribute, type.

— If only a context type is specified, any context value of that type may be present in fhe context
assertion.

—  If context values for.a given context type are present in this subcomponent, only those valfies may be
present in a corresponding context assertion in a filter item.

If the context specification in the filter item does not comply with the above, the filter item does pot comply
with the request-attribute-profile for the attribute type.

The contextCombination subcomponent specifies the valid combination of the context typps as listed
in the contexts subcomponent within this request-attribute-profile. If this subcomponent is alpsent, there
is no restriction on the combination of these context types. If an invalid combination of contgxt types is
present/ the filter item does not comply with the request-attribute-profile for the attribute |type. This
component may specify that certain context types shall unconditionally be present.

The matchingUse subcomponent is used to specify possible constraints on the use of the|applicable

matching rule, e.g., minimum Tengths for substring matching. The applicable matching rule is the one that
actually is going to be used before any relaxation but after a possible basic substitution. The details on the
restrictions and how they are evaluated are described as part of the restriction specification. If this
subcomponent specifies a matching restriction defined for the matching rule to be used, it is checked
whether this matching restriction is violated or whether unsupported aspects of the matching rule have to
be applied. If that is the case, then:

—  if the performExactly search control option is not set, the implementation may use a local rule on
how to apply the matching rule in a different way;

NOTE 2 — Such a local rule requires a customization capability to be applied for the matching rule in question.

—  if the performExactly Search control option is set or it is not possible to apply a local rule, the
search request does not comply with this search-rule.
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16.10.3 Attribute combinations

The attributeCombination component specifies the valid combination of the request-attribute-types as listed in the
inputAttributeTypes component. If this component is absent or has the default value (and : { 1}), there is no
restriction on the combination of request-attribute-type and all relevant types of operations comply with this component.
If an invalid combination of request-attribute-types is present, the search validation against this search-rule fails. This
component may specify that certain attribute types shall unconditionally be effectively present in the filter. This
component shall be absent if inputAttributeTypes is absent or empty. If this component is present and has a
non-default value, only a Search operation with a non-default filter can potentially comply with this component.

16.10.4 Attributes in the result

The outputAttributeTypes component specifies what attribute types (or their subtypes if the noSubtypeSelection
service control option is not set) will potentially be present in the result, subject to access control (see 16.7). If a matched
entry or cgmpound entry does not contain any of the attributes defined in this component, it is not includedyin the result.
A similar nule applies for individual family member marked as the result of the matching or through operations specified
by control jattributes in the additionalControl component. If such a family member holds none ofthe attrjbute types
defined by(this component, this corresponds to the family member and all its subordinates being expficitly unmfarked. The
ResultAttribute data type specifies the details about how such an attribute type shall be represented in the fesult. This
component does not affect search validation. If absent, the search-rule does not affect thecentry informatiop selection
except as possibly specified by the familyReturn and additionalControl components. This compongnt has the
following $ubcomponents:

d) The attributeType subcomponent specifies the attribute type for \Wwhich this specification applies. It is
the only mandatory subcomponent. There can only be one ResultAttribute specification for a given
attribute type within a search-rule.

) The outputvalues subcomponent specifies what attribute Vvalues of this attribute type are candidates for
being returned. The set of values may be further restrictedby the context subcomponent, entry information
selection as provided by the requestor, access contraletC. If this subcomponent is absent, all the attribute
values are candidates. The selectedvalues choice provides a set of attribute values of the type given in
attributeType. Only those values listed arg’candidates for attribute values to be retyrned. The
matchedValuesOnly choice specifies that-0nly those attribute values of the attribute that corjtributed to
the filter returning TRUE via filter items other than present are candidates for being returned [see 10.2.2
of Rec. ITU-T X.511 | ISO/IEC 9594-3-for a definition of the term "contributed").

@) The context subcomponent holds-a set of context profiles that specify what attribute value ipformation
is returned for this attribute type,

If this subcomponent.is;absent, the search-rule does not make any restrictions on what attribute values
can be returned based on contexts.

If a context type Is not included in this subcomponent, no context information of this typeis returned
with any returiied attribute value of this attribute type.

If a context profile does not include the contextvalue data type, all context values of the context
typeare-returned with each attribute value.

—  W0one or more context profiles include the contextvalue data type, each such context profile is
treated as a ContextAssertion to be applied against the attribute values as specified|in 8.9.2.4.

Only those attribute values for which this evaluation yields TRUE for all such contex} types are
returned. If this selection results in no value being returned for this attribute type, the attribute is not
Wmm, this entry

is not returned.

— Ifall returned attribute values of this attribute type have the same {context type, context value} pair
to be returned, such a context value is removed from all the attribute values. If that leaves a context
without any context value, it is completely removed.

NOTE — This will permit a service to be tailored in such a way that a user with simple equipment in most
cases can receive information without contexts.
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16.10.5 Service and search controls

The defaultControls component, if present, is used to specify setting of bits not explicitly set for an operation in the
ServiceControlOptions Within the service controls of the operation argument, and if the operation is a Search, the
SearchControlOptions and HierarchySelections. If any specific option is absent, the defaultControls
element, if present, is used.

If all the hierarchyOptions subcomponent is absent in defaultControls, Or the defaultControls is absent,
hierarchy selection shall not be used. If the hierarchySelection component is present in a search argument and
specifies anything than self, the search validation against this search-rule fails. Corresponding elements in
mandatoryControls and searchRuleControls shall be omitted.

If the defaultControls component is completely absent, it shall be considered to take the standard default value
{ serviceControls { }, searchOptions {searchAliases} }.

The mandatoryControls component specifies, by setting specific bits, the bitstring options that shall”be|present as
specified i defaultControls; if any bit specified by mandatoryControls differs in the user-supplied ogtions from
defaultdontrols, the search validation against this search-rule fails. Bits not specified by the manddtorylControls
component are taken as zero. If the operation is a Read or Modify Entry operation, only the '$erviceControls
subcomponent is considered.

The sear¢hRuleControls component specifies, by setting specific bits, the bitstring options that are to be faken from
the defaull tControls rather than from the user-supplied options. Bits not specified-by the searchRulelControls
component are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceControls
subcomponent is considered.

NOTE + If the user supplies Uo to p in a Search operation, and the default hits are Do w© n, the result of gpplying the
defaulltControls component is a bit string Cot n Where bits 0 to p are taken fram U and the remaining ones from Df The search
validatipn against this search-rule fails if the bitstring C&M is not equal to D&M, where C means Cotwon , '&' represents a bitwise-
AND operation, and Mot n is the bitstring specified by mandatoryControls. Otherwise, the value of options that is used is
(C&~S | D&S) where S is the bitstring specified by searchRuleControls, ~S is its bitwise negation, and '|' represenfs a bitwise-
OR opefation. This last manipulation has the effect of excising the-bits indicated by searchRuleControls and reglacing them
with th¢ default bit values. The familyGrouping component specifies a family grouping specification that, if present, takes
precedefpce over (i.e., substitutes for) the familyGrouping.in.the CommonArguments of the search argument.

16.10.6 Family specifications

The famiflyGrouping component specifies a~family grouping selection that, if present, takes precedence over
(i.e., substitutes for) the familyGrouping 0f'the CommonArguments of the search argument.

The familyReturn component specifies-family member return selection. It adjusts the specification giyen by the
familyReturn in the EntryInformationSelection (0Or its default) of the search argument. The pearch-rule
specificatipn takes precedence with respect to the specification in memberselect component, while the search
argument ppecification takes (precedence with respect to familySelect component, i.e., if the famillySelect
component is present in the §eazch argument, a possible familySelect component in the search-rule shall be ignored.

16.10.7 Control of relaxation

The relasjation component defines the relaxation policy using the RelaxationPolicy construct. The same construct
may be in¢gluded in a search request in the relaxation component. The procedure associated with this donstruct is
described lefe; covering both the case where it is included in a search-rule and the case where it is included i} a search
request. If IS i i iti cifications
are given in 10.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

The RelaxationPolicy has the following subcomponents:

a) The basic subcomponent, if present, defines MRMapping, i.€., a set of matching-rule substitutions and/or
mapping-based matching functions that are applied to a search filter for the first evaluation (i.e., without
tightening or relaxation). This permits the selection of a more appropriate match than the original match.
Omission of the item or supplying it with an empty set causes all the normal matching rules without
applying any mapping-based matching to be used for the first evaluation.

b) The tightenings subcomponent, if present, comprises a sequence of substitutions and of mappings, each
defined by MRMapping, that are to be applied in the order given, one at the time, if the matched entries are
too numerous (greater than maximum).
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c)

The relaxations subcomponent, if present, comprises a sequence of substitutions and mappings, each
defined by MRMapping, that are to be applied in the order given, one at the time, if the matched entries are
too few (less than minimum).

d) The maximum subcomponent shall always be present if tightenings is present, and then specifies the

€)

number of entries found above which a tightening is to be applied.
The minimum subcomponent specifies the number of entries found for which (or below which) a relaxation

is to be applied; if absent, it defaults to zero.
NOTE 1 — Relaxation/tightening is not affected by the performExactly search control option.

Matching rule substitutions and mappings are defined by MRMapping elements, each of which consists of a sequence-of
Mapping elements and a sequence-of MRSubstitution elements. The sequence orders of these elements have no

significance.

A Mappinfy element has the following components:

d) The mappingFunction component identifies a mapping-based mapping function{ with
mapping table to be applied.

mapping-based matching. This component shall be ignored if the suserContzol is set for thg
based matching and the extendedarea search control is included in the search request, in
the value specified in extendedArea is applied.

NOTE 2 — For the basic substitution and mapping, the 1evel should in many cases be $et.to zero.

A MRSubstitution element has the following components:
d) attribute describes the attribute to which the substitutions'to be applied.

) oldMatchingRule is the matching rule that is to be substituted for. If absent, it applies to the
applicable matching rule of the specified type for the attrfibute, if there is one. For basic substit
basic substitution is not performed, for the first relaxation/tightening substitution, the applicabl
is the one that would otherwise have been used.*Foer subsequent substitutions, the applicable ma
is the one brought in by the previous substitdtion. If this subcomponent specifies a matching

not the previously applicable matching rule,then no substitution is performed.

NOTE 3 — As an example, if the filter item is of typetequality and thereby selecting an equality matching ry
subcomponent specifies a substring matching rule, thénno substitution is performed.

4) newMatchingRule is the object.identifier for the substitute matching rule that is to be used
the old matching rule. If absent, any corresponding filter-items are evaluated as TRUE for a n
item, and FALSE for a negated item (i.e., in accordance with id-mr-nullMatch).

The following applies-only for matching rule substitution specified in a search request. If a mg

make the seaxch request non-compliant with the governing-search-rule; or an unsu
incompatible ‘matching rule is specified, the substitution is abandoned and no further sub
performed:for the attribute type.

NOTE 4 — It is assumed that a DSA will not allow invalid substitutions to be present in a search-rule.

One attribyte can have multiple MRSubstitution elements in an MRMapping provided that the combination

associated

) The 1evel component identifies the level of relaxation (or tightening if negative) to be applied for the

mapping-
vhich case

previously
ution, or if
b matching
tching rule
fule that is

le, and this

n place of
bn-negated

tching rule

is specified for which there is a matching restriction for the attribute type (see 16.10.2, item gx) that will

ported or
Stitution is

Df attribute
Lon, but is

and oldMatéhingRule (if present) is unique. When oldMatchingRule iS absent in one MRSubstitut
present in—a MRSubstitution—the—latter take in j i
oldMatchingRule.

16.10.8 Additional control component

The additionalControl component allows the effect of a governing-search-rule to be adapted to

efined by

a specific

environment where additional control of a Search operation is required. It specifies one or more control attribute types.

The semantics, syntax and placement of such a control attribute type referenced by this component shall be

defined as

part of the control attribute definition. Such a specification may be made outside these Directory Specifications. A control
attribute specified includes a part of its definition procedures to be executed based on the information provided by the

control attribute.

This component does not affect the search-validation function.
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in a service-specific administrative

point or in a service administration subentry. It can also be placed in individual entries. When a control attribute is placed
in individual entries, it can only affect entry information selection for those entries. A control attribute may result in
certain entries or family members being explicitly unmark, which will prevent their presence in the Search result.
NOTE 1 - By placing a control attribute in the service-specific administrative point, the control attribute can affect the way
matching is performed. As an example, an attribute type specified in a filter item can be mapped into or supplemented by a set of
attribute types (“friendly" attribute types) against which matching can be performed in some defined way, e.g., to obtain the same
effect provided by attribute subtyping. Similarly, a control attribute could adjust the entry information returned.

NOTE 2 — By placing a control attribute in a given entry, it is possible to take individual requirements into account, e.g., to cover
personal data protection requirements.

If compound entries are been marked or unmarked as the result of the processing of one or more control attributes, this
shall be done before applylng the famlly return specrfrcatron (as specmed by the familyReturn in the

EntryInfe

unmarking results in no member of a compound entry belng returned the compound entry is completely ren

the result.

16.10.9

The alloyedsubset component specifies the valid choices of the Search request subset Specification. T
rule compgnent is ignored if the imposedsubset search-rule component is present and the, useSubset sea
a search request. As default, any subset choice is possible. If the subset parameter of a seax
does not specify a value compatible with this search-rule component, the search validation against this search
For a Read or Modify Entry operation to comply with this component, it must in¢lude'the value baseObject.

is not set i

The impogedSubset component specifies a subset that substitutes the subset specification in a search
this compdnent is not present or if the usesubset search control is set in the'search request, no substitution ig
and the regtriction expressed by the allowedsubset is exercised. Thisccomponent shall be ignored when e

iscellaneous components

read Or mdifyEntry request against a search-rule.

he explicit
oved from

his search-
rch control
ch request
-rule fails.

request. If
performed
aluating a

The entryLimit component has two subcomponents. The default subcomponent indicates the size limit to e imposed

by the Dirgctory if the sizeLimit service control is not set., The max subcomponent indicates the maximunj allowable
value for the sizeLimit Service control. If exceeded, the“effective sizeLimit is reduced to this max Value. This
component shall be ignored when evaluating a read ot.modifyEntry request against a search-rule.
16.10.10 ASN.1 information object classes
The SEARQH-RULE, REQUEST-ATTRIBUTE andsRESULT-ATTRIBUTE information object classes are provided fo facilitate
the documentation of search-rules:
SEARCH-RULE ::= CLASS {

&dmd1 OBJECT IDENTIFIER,

&servilceType OBJECT IDENTIFIER OPTIONAL,

&user(lass INTEGER OPTIONAL,

&InputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,

&combination AttributeCombination OPTIONAL,

&OutputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,

&defauyltControls ControlOptions OPTIONAL,

&mandaltoryControls ControlOptions OPTIONAL,

&seardhRuleControls ControlOptions OPTIONAL,

&famillyGrouping FamilyGrouping OPTIONAL,

&familyReturn FamilyReturn OPTIONAL,

&additionalControl AttributeType OPTIONAL,

&relaxation RelaxationPolicy OPTIONAL,

&allowedSubset AllowedSubset DEFAULT '111'B,

&imposedSubset ImposedSubset OPTIONAL,

&gentryLimit EntryLimit OPTIONAL,

&id INTEGER UNIQUE }
WITH SYNTAX {

DMD ID &dmdId

[SERVICE-TYPE &serviceType]

[USER-CLASS &userClass]

[INPUT ATTRIBUTES &InputAttributeTypes]

[COMBINATION &combination]

[OUTPUT ATTRIBUTES &OutputAttributeTypes]
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[DEFAULT CONTROL
[MANDATORY CONTROL

[SEARCH-RULE CONTROL

&defaultControls]
&mandatoryControls]
&searchRuleControls]

[FAMILY-GROUPING &familyGrouping]
[FAMILY-RETURN &familyReturn]
[ADDITIONAL CONTROL &additionalControl]
[RELAXATION &relaxation]
[ALLOWED SUBSET &allowedSubset]
[IMPOSED SUBSET &imposedSubset]
[ENTRY LIMIT &entryLimit]
iD &id }
REQUEST-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE. &id,
&SelectedValues ATTRIBUTE. &Type OPTIONAL,
&Defauyl tValues SEQUENCE {
entryType OBJECT-CLASS. &id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type } OPTIONAL,
&contazts SEQUENCE OF ContextProfile OPTIONAL,
&contextCombination ContextCombination OPTIONAL,
&MatchlingUse MatchingUse OPTIONAL,
&includeSubtypes BOOLEAN DEFAULT FALSE, -}
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[SELECQTED VALUES &SelectedValues]
[DEFAULT VALUES &DefaultValues]
[CONTEXTS &contexts]

[CONTHXT COMBINATI
[MATCHING USE
[INCLUDE SUBTYPES

RESULT-ATTRIBUTE ::=
&attriputeType
&outpytValues

seleictedvValues
matdhedValuesOnl
&contexts

WITH SYNTAX {
ATTRIBUTE TYPE
[OUTPUT VALUES
[CONTEXTS

ON &contextCombination]
&MatchingUse]
&includeSubtypes] }

CLASS {
ATTRIBUTE. &id,
CHOICE {
SEQUENCE OF ATTRIBUTE.&Type,
y NULL }
ContextProfile

OPTIONAL,
OPTIONAL }

&attributeType
&outputValueés]
&contexts] Y}

16.11  IMatching restriction definition

An adminiptrative authority may.want to put restrictions on how a matching rule is applied. As an example, &
on a substrjng matching rule may-specify minimum lengths on substrings provided in a search filter item. Such g
is of a permpanent nature and has no dynamic characteristics, as it is the case for search relaxation.

Within a service-specific-administrative area, restrictions can be applied by the proper construction of search

this is the ¢nly place:where matching restrictions can be introduced.

Matching ||estrictions may be defined as values of the MATCHING-RESTRICTION information object class:

MATCHING-RESTRICTION
&Restriction,
&Rules
&id

WITH SYNTAX {
RESTRICTION
RULES
ID

TT= CLASS {

MATCHING-RULE. &id,
OBJECT IDENTIFIER UNIQUE }

&Restriction
&Rules
&id }
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For a matching rule restriction that is defined using this information object class:

a)
b)

c)

&Restriction is the syntax for the matching restriction to be applied;
&Rules is the set of matching rules to which this restriction can be applied. The restrictions ¢

an only be

specified for a basic matching rule, i.e., does not include the sParentMatchingRules field in its

definition;
&id is the object identifier assigned to it.

Several matching restrictions can be defined for any one matching rule, but only one can be applied in a given situation.

16.12  Search-validation function

The search-validation function is an abstract function that is used to determine the compatibility of a search request with

a particula

NOTE + This implies that an attribute type shall not be only represented by negated filter items.

For an attr{bute type represented by one or more filter items in‘asubfilter to be effectively present in that subfil
one of the filter items shall comply with the Requestattribute specification for that attribute type, i.e.:

The detailgd search-validation procedure is specified in clause 13 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

Search-rule. The search-vatidation function yields TRUE 1T The search request complies With the
Otherwise| it yields FALSE. For a search request to comply with a search-rule:

attribute types other than those represented by the inputAttributeTypes shall nof\be’ pre
form in the search filter, negated or non-negated;

if an attribute type is present in a filter, it shall also be effectively present;

the condition for the effective presence of request attributes as, specified by the
attributeCombination component shall be fulfilled;

if there are request-attribute-profiles that include the selectedvalues subcomponent, the cor
attributes shall only be represented by non-negated filter items;

the subset specification in the search argument shall comply with the search-rule subset spé

arch-rule.

ent in any

earch-rule

fesponding

cification;

the mandatory control as specified by the mandateryControls component shall be exactly as in

defaultControls for the search-rule.

the filter items shall be of type as specified in 16.6;

if the selectedvalues subcomponent is present and non-empty in the request-attribute-profil
item shall match this subcomponent;

ker, at least

e, the filter

the context specification in-the filter item shall comply with the context specifications in the request-

attribute-profile;

the matching rule specifieation in the filter item shall comply with the matching rule specifica
request-attribute-profile; and

any matching restriction shall be fulfilled.

ions in the
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SECTION 8 — SECURITY

17 Security model

171 Definitions

This Directory Specification makes use of the following terms defined in Rec ITU-T. X.800 | ISO 7498-2
(formerly:CCITT. X.800 | ISO 7498-2).

— access control;
— authentication;

cantiritns nalisy g
SECHHt

Y PoTTYy

+  confidentiality;
4  integrity.
The following terms are defined in this Directory Specification:

17.1.1  3ccess control scheme: The means by which access to Directory information and-potentially to adcess rights
themselveg may be controlled.

17.1.2  protected item: An element of Directory information to which access’ean be separately conttolled. The
protected items of the Directory are entries, attributes, attribute values and names:

17.2 $ecurity policies

The Directpry exists in an environment where various administrative authorities control access to their portion gf the DIB.
Such accegs is generally in conformance with some administration-controlled security policy (see Rec. ITUFT X.509 |
ISO/IEC 9p94-8).

Two aspedits or components of the security policy which effegt access to the Directory are the authentication procedures
and the acgess control scheme.

NOTE + Clause 18 defines two access control schemes known as Basic Access Control and Simplified Access Control, and clause
19 defirjes Rule-based Access Control. These schemesmay be used in conjunction with local administrative control|s; however,
since lofal administrative policy has no standardized-representation, it cannot be communicated in shadowed informafion.

17.2.1  Authentication procedures andrnechanisms

Authenticgtion procedures and mechanisms in the context of the Directory include the methods to verify and propagate
where necgssary:

+ the identity of DSAS'and Directory users;

4 the identity of.the origin of information received at an access point.
NOTE 1 — The adminiStrative authority may stipulate different provisions for the authentication of administratife users as
compargd to provisionSfor the authentication of non-administrative users.

General-ude authentication procedures are defined in Rec. ITU-T X.509 | ISO/IEC 9594-8 and can be used in cpnjunction
with the adcess ‘eontrol schemes defined in this Directory Specification to enforce security policy.

NOTE 2 —Etture editions of the Directory Specifications may define other access control schemes.

NOTE 3 — Local administrative policy may stipulate that authentication taking place in certain other DSAs (e.g., DSAs in other
DMDs) is to be disregarded.

In general, there will be a mapping function from the authenticated identity (e.g., human user identity as authenticated
by an authentication exchange) to the access control identity (e.g., the distinguished name of an entry, together with an
optional unique identifier, representing the user). A particular security policy may state that the authenticated identity
and the access control identity are the same.

17.2.2  Access control scheme

The definition of an access control scheme in the context of the Directory includes methods to:
—  specify access control information (ACI);
— enforce access rights defined by that access control information;
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—  maintain access control information.

The enforcement of access rights applies to controlling access to:
—  Directory information related to names;
—  Directory user information;
—  Directory operational information including access control information.

Administrative authorities may make use of all or parts of any standardized access control scheme in implementing their
security policies, or may freely define their own schemes at their discretion.

However, administrative authorities may stipulate separate provisions for the protection of some or all of the Directory
operational information. Administrative authorities are not required to provide ordinary users with the means to detect
provisions for the protection of operational information.

NOTE 1 — Administrative policy may grant or deny any form of access to particular attributes (e.g., operational attributes)
irrespective of access controls which may otherwise apply.

The Directory provides a means for the access control scheme in force in a particular portion of the DIB to b¢ identified
through th¢ use of the operational attribute accessControlscheme. The scope of such a scheme is defined by an Access
Control Specific Area (ACSA), which is a specific administrative area that is the responsibility: of the corfesponding
Security Authority. This attribute is placed in the Administrative Entry for the correspondingAdministrative Roint. Only
administrafive entries for Access Control Specific Points are allowed to contain an accessCtontrolScheme pitribute.

NOTE 2 — If this operational attribute is missing with respect to access to a given entry, thien'the DSA shall behave #s for a first
edition PSA (i.e., itis a local matter to determine an access control mechanism and its effect’on operations, results angl errors).

accessControlScheme ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
USAGE directoryOperation
ID id-aca-accessControlScheme }

Any subentry or entry in an ACSA is permitted to contain entry ACI if and only if such ACI is permitted and| consistent
with the vglue of the accessControlscheme attribute ofithe corresponding ACSA.

17.3 Protection of Directory operations
There are fwo forms of protection available for Directory operations: confidentiality and integrity.

Confidentiplity is available only on a point-to-point basis through the use of Transport Layer Security (TLS), which may
be invoked for the Internet Directly Mapped (IDM) Directory protocols, for the Open Systems Interconnegtion (OSI)
Transport Layer on top of the Trapsmission Control Protocol (TCP) and for LDAP. TLS is not available for p pure OSI
Directory protocol stack. It is_neted that point-to-point protection may be inadequate in a distributed enpironment;
however, g§nd-to-end confidentiality is only provided through the protection of the attributes themselves.

Integrity i provided in two.ways. Point-to-point integrity may be provided for IDM Directory protocols and|for LDAP
through the use of TKS-~End-to-end integrity may be provided by signing and optionally chaining signed Directory
operations|using OPTIONALLY-PROTECTED as specified below. The PDUs containing the Directory operati¢pns are not
protected; father; the'arguments, results, and errors are protected. There is no mechanism for providing a secur¢ persistent
record of gvents such as DAP operations.

OPTIONALLY-PROTECTED IS a parameterized daia type WNere the parameter IS a data type WHoSe values may, at the
option of the generator, be accompanied by their digital signature. This capability is specified by means of the following

type:

OPTIONALLY-PROTECTED{Type} ::= CHOICE ({
unsigned Type,
signed SIGNED{Type} }

The OPTIONALLY-PROTECTED-SEQ iS used instead of OPTIONALLY-PROTECTED wWhen the protected data type is a
sequence data type that is not tagged.

OPTIONALLY-PROTECTED-SEQ{Type} ::= CHOICE {

unsigned Type,
signed [0] SIGNED{Type} }
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The SIGNED parameterized data type, which describes the signed form of the information, is specified in 6.1 of
Rec. ITU-T X.509 | ISO/IEC 9594-8.

When the signed alternative is taken, the information shall be DER encoded (see 6.2 of Rec. ITU-T X.509 |
ISO/IEC 9594-8) following the principles specified in 6.3 of Rec. ITU-T X.509 | ISO/IEC 9594-8.

18 Basic Access Control

18.1 Scope and application

This clause defines one specific access control scheme (of possibly many) for the Directory. The access control scheme
defined herein is identified with the accessControlScheme operational attribute by giving it the value
basic-adcess-control. Clause 17.2.2 describes which eniries confain the accessControlScheme pperational
attribute.
NOTE + An access control scheme known as "Simplified Access Control™ is specified in 18.9. It is defined asa subset|of the Basic
Access Control scheme. When Simplified Access Control is used, the accessControlScheme operational attribute shall have
the valje simplified-access-control. Additional access control schemes known as "Rule-baséd Access Control" are
specifiefl in clause 19.

The scheme defined here is only concerned with providing means of controlling access 10 the Directory irfformation
within the PIB (potentially including tree structure and access control information). It does’not address controlling access
for the purpose of communication with a DSA application-entity. Control of access to.information means the prevention
of unauthofized detection, disclosure, or modification of that information.

18.2 Basic Access Control model

The Basic|Access Control model for the Directory defines, for every.Directory operation, one or more poin{s at which
access confrol decisions take place. Each access control decision involves:

+ that element of Directory information being accessed, called the protected item;
+  the user requesting the operation, called the rgquestor;
-+ aparticular right necessary to complete a\portion of the operation, called the permission;

-+ one or more operational attributes that collectively contain the security policy governing acgess to that
item, called ACI items.

Thus, the Qasic access control model defings:

+  the protected items;

+  the user classes;

+  the permission ¢ategories required to perform each Directory operation;
+  the scope of application and syntax of ACI items;

+  the basi€.algorithm, called the Access Control Decision Function (ACDF), used to decide|whether a
particular requestor has a particular permission by virtue of applicable ACI items.

18.2.1  Protected items

A protecte  itam is an element of nlrnr'fnr\l informationtowhich access canhe cnpnrnfnl\/ controlled The nrnf cted items

of the Directory are entries, attributes, attrlbute values and names. For convenience in specifying access control policies,
Basic Access Control provides the means to identify collections of related items, such as attributes in an entry or all
attribute values of a given attribute, and to specify a common protection for them.

18.2.2  Access control permissions and their scope
Access is controlled by granting or denying permissions. The permission categories are described in 18.2.3 and 18.2.4.

The scope of access controls can be a single entry or a collection of entries that are logically related by being within the
scope of a subentry for a particular administrative point.
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Permission categories are generally independent. Since all Directory entries have a relative position within the DIT, access
to user and operational information always involves some form of access to DIT related information. Thus, there are two
main forms of access control decision associated with a Directory operation: access to entries as named objects (referred
to as entry access); and access to attributes containing user and operational information (referred to as attribute access).
For many Directory operations, both forms of permission are required. In addition, where applicable, separate permissions
control the name or error type returned. Some important aspects of permissions categories, forms of access, and access
control decision making are as follows:

a)

b)

To perform Directory operations on entire entries (e.g., read an entry or add an entry), it is usually
necessary for permission to be granted with respect to the attributes and values contained within that entry.
Exceptions are permissions controlling entry renaming and removal: in neither case is attribute or attribute
value permissions taken into account.

To perform Dlrectory operatlons that requwe access to attrlbutes or attribute values, it is necessary to have

[T
~

18.2.3  Rermission<Categories for entry access
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NOTE 1 - The removal of an entry or of an attribute does not require access to the contents of the entry or of the
attribute.

The decision whether or not to permit entry access is strictly determined by the position of the ¢ntry in the
DIT, in terms of its distinguished name, and is independent of how the Directory locates that eItry.

A design principle of Basic Access Control is that access may be allowed only-when there is af explicitly
provided grant present in the access control information used by the Directory to make the accgss control
decision. Granting one form of access (e.g., entry access) never automatically or implicitly grants the other
form (e.g., attribute access). In order to administer meaningful Directory’access control policie, it is thus
usually necessary to explicitly set access policy for both forms of access.
NOTE 2 — Certain combinations of grants or denials are illogical,"but it is the responsibility of users| rather than
the Directory, to ensure that such combinations are absent.
NOTE 3 — Consistent with the above design principle, granting or denying permissions for an attributp value does
not automatically control access to the related attribute,\Moreover, in order to access an attribute vajue(s) in the
course of a Directory interrogation operation, a user ‘fust be granted access to both the attribute fype and its
value(s).

The only default access decision provided in the model is to deny access in the absence of explicit access
control information that grants access.

A denial specified in access control infermation always overrides a grant, all other factors beinp equal.

A particular DSA may not have the access control information governing the Directory datg it caches.
Security Administrators shoulddbe)aware that a DSA with the capability of caching may pose alsignificant
security risk to other DSAs, in-that it may reveal information to unauthorized users.

For the purposes of interrogation, collective attributes that are associated with an entry arg protected

precisely as if they wereattributes that form part of the entry.
NOTE 4 — For thepurposes of modification, collective attributes are associated with the subentry that{holds them,
not with entries)within the scope of the subentry. Modify-related access controls are therefore nof relevant to
collective attributes, except when they apply to the collective attribute and its values within the subenry.

The permission «categories used to control entry access are Read, Browse, Add, Remove, Modify} Rename,
DiscloseOnError,Export, and Import and ReturnDN. Their use is described in more detail in Rec. ITU-T X.511 | ISO/IEC

9594-3. Amnex.M provides an overview of their meaning in general situations. This subclause introduces the|categories
by briefly %mn@mmmﬁWﬂmmwﬁmﬂMwMMWaermlssmn

on access control decisions are, however, determined by the full context of the ACDF and access control decision points
for each Directory operation.

a)

b)

Read, if granted, permits read access for Directory operations which specifically name an entry (i.e., as
opposed to the List and Search operations) and provides visibility to the information contained in the entry
to which it applies.

Browse, if granted, permits entries to be accessed using Directory operations which do not explicitly
provide the name of the entry.

Add, if granted, permits creation of an entry in the DIT subject to controls on all attributes and attribute
values to be placed in the new entry at time of creation.

NOTE 1 — In order to add an entry, permission shall also be granted to add at least the mandatory attributes and
their values.
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18.2.4

The permi
Remove, a

d)

€)

NOTE 2 — There is no specific "add subordinate permission”. Permission to add an entry is controlled using
prescriptiveACI operational attributes as described in 18.3.

Remove, if granted, permits the entry to be removed from the DIT regardless of controls on attributes or
attribute values within the entry.

Modify, if granted, permits the information contained within an entry to be modified.

NOTE 3 — In order to modify information contained within an entry other than the distinguished name attribute
values, appropriate attribute and value permissions shall also be granted.

Granting Rename is necessary for an entry to be renamed with a new RDN, taking into account the
consequential changes to the distinguished names of subordinate entries, if any; if the name of the superior
is unchanged, the grant is sufficient.

NOTE 4 — In order to rename an entry, there are no prerequisite permissions to contained attributes or values,
including the RDN attributes; this is true even when the operation causes new attribute values to be added or

e
~

]

FPermission categories for attribute and attributevalue access

removed as a result of the changes of RDN.
DiscloseOnError, if granted, permits the name of an entry to be disclosed in an error (or.empty) result.

Export, if granted, permits an entry and its subordinates (if any) to be exported; that.is, removgd from the
current location and placed in a new location subject to the granting of suitablepermissions at the
destination. If the last RDN is changed, Rename is also required at the current logation.
NOTE 5 — In order to export an entry or its subordinates, there are no prereguisite permissions o contained
attributes or values, including the RDN attributes; this is true even when the-operation causes attribJte values to
be added or removed as a result of the changes of RDN.

Import, if granted, permits an entry and its subordinates, if any, to besimported; that is, removed [from some
other location and placed at the location to which the permission@ppties (subject to the granting|of suitable
permissions at the source location).

NOTE 6 — In order to import an entry or its subordinates; there are no prerequisite permissions fo contained
attributes or values, including the RDN attributes; this is-tflie even when the operation causes attribte values to
be added or removed as a result of the changes of RDN,

ReturnDN, if granted, allows the distinguished name of the entry to be disclosed in an operatiop result.

5sion categories used to control attribute and attribute value access are Compare, Read, FilterMatch, Add,
nd DiscloseOnError. They are describedGn more detail in Rec. ITU-T X.511 | ISO/IEC 9594-3] Annex M

provides an overview of their meaning in general situations. This subclause introduces the categories by brieflyf indicating

the intent
decisions
Directory
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dssociated with the granting of eachxThe actual influence of a particular granted permission on accgss control

dre, however, determined by the fdl context of the ACDF and access control decision points for each type of

peration.

d) Compare, if granted, permits attributes and values to be used in a Compare operation.

) Read, if granted;~permits attributes and values to be returned as entry information in a Read or Search
access operatjon:

q¢) FilterMatehyif granted, permits evaluation of a filter within a search criterion.

d) Add, if-granted for an attribute, permits adding an attribute subject to being able to add all specifig¢d attribute
values:1f granted for an attribute value, it permits adding a value to an existing attribute.

d) ~ Remove, if granted for an attribute, permits removing an attribute complete with all of its values} If granted
for an attribute value, it permits the attribute value to be removed from an existing attribute.

f)  DiscloseOnError, if granted for an attribute, permits the presence of the attribute to be disclosed by an
attribute or security error. If granted for an attribute value, it permits the presence of the attribute value to
be disclosed by an attribute or security error.

g) Invoke, if granted, the object (always an operational attribute or a value of an operational attribute) to

which the permission applies can be invoked on behalf of the authenticated user by the DSA. The function
carried out by invocation is attribute-dependent. No other permissions are required for user for the
operational attribute or on the entry/subentry that holds it.
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18.3 Access control administrative areas

The DIT is partitioned into subtrees termed "autonomous administrative areas", each of which is under the administrative
authority of a single Domain Management Organization. It may be further partitioned into subtrees termed "specific
administrative areas" for the purposes of specific aspects of administration; alternatively, the whole of an autonomous
administrative area may comprise a single specific administrative area. Each such specific administrative area is the
responsibility of a corresponding specific administrative authority. A particular administrative area may be shared by
several specific administrative authorities. See clause 11.

18.3.1  Access control areas and Directory Access Control Domains

In the case of access control, the specific administrative authority is a Security Authority, and the specific administrative
area is termed an "Access Control Specific Area" (ACSA). The root of the ACSA is termed an "Access Control Specific
Point". Each Access Control Specific Point is represented in the DIT by an Administrative Entry which includes access-
control-lspecific-area as a value of its administrativeRole operational attribute; it has (potentially) one or
more subeptries which contain access control information. Similarly, each Access Control Inner Point is\tepfesented in
the DIT |by an Administrative Entry which contains access-control-inner-area asn)a’ value of its
administrativeRole operational attribute; it also has (potentially) one or more subentries which Contain acdess control
information. Each such administrative entry which has a subentry containing prescriptivéyACI inforrpation has
basic-adcess-control, simplified-access-control, Or other relevant value) as a valye of its
accessControlScheme operational attribute. Each subentry that belongs to an Access Contral Specific Pointand which
contains gccess control information has accessControlSubentry as a value of_its object class atfribute. An
administrafive entry and its subentries may hold operational attributes (such as access<control information) which relate,
respectively, to the administrative point (and possibly its subentries) and to collections of entries (within the administrative
area) defined by the subentry subtreeSpecification.

The accegsControlScheme attribute shall be present if and only if the holding administrative entry is an acgess control
specific entry. An administrative entry can never be both an access eentrol specific and an access control ipner entry;
corresponding values can therefore never be present simultaneously inthe administrativeRole attribute.

The scope pf a subentry that contains access control information, as defined by its subtreeSpecification (Which may
include sulptree refinements), is termed a Directory Access Centrol Domain (DACD).

NOTE + A DACD can contain zero entries, and can encompass entries that have not yet been added to the DIT.

The Security Authority may permit an Access Control Specific Area to be partitioned into subtrees tefmed inner
(administrative) areas. Each such inner area is termed an "Access Control Inner Area" (ACIA) with access-fcontrol-
inner-arfea as the value of the administfativeRole operational attribute. Each subentry of the corfesponding
administrafive point that contains prescriptive-AClI has, as before, an accessControlSubentry Value withih its object
class attribute.

The scope|(subtreeSpecification) specified in a subentry within an ACIA is also a DACD and contgins entries
inside the @ssociated Access Control Inner Area.

ACIAs allgpw a degree of delegation of access control authority within the ACSA. The authority for the ACSA gtill retains
authority Within the ACFA\since the ACI in the subentries of the ACSA's administrative point apply as well as the ACI
in the subantries of the.relevant ACIAs (clause 18.6 explains how the ACSA controls authority).

In summary, in evaluating access controls, the type of access control scheme (e.g., Basic Access Control) is ifdicated by
the accesgsControlScheme attribute value of the relevant access control specific entry; the role of eagh relevant
administrafivevéntry within the ACSA is indicated by its administrativeRole attribute values; the presence of
prescriptive access control in a particular subentry is indicated by an accessControlSubentry value in its object class
attribute.

Subentries, like other entries, can hold an entryAcT attribute for protection of its own contents.

18.3.2  Associating controls with administrative areas

Access to a given entry is (potentially) controlled by the totality of superior access control administrative points (both
inner and specific) up to and including the first non-inner access control administrative point or Autonomous
Administrative Point encountered moving up the DIT from the entry towards the root. Access Control Specific Points
superior to this access control administrative point have no effect on access control to the given entry.

NOTE 1 — An Autonomous Administrative Point is considered implicitly to be an Access Control Specific Point for the purpose
of this description, even if it is not associated with any prescriptive controls.
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Some important points regarding the association between access controls and administrative areas are:

a)

b)

Access controls for Directory information may apply to only selected entries, or may have scope extending
throughout portions of the DIB that are logically related by a common security policy and a common
Access Control administration.

Access control may be imposed on entries within ACSAs or within ACIAs by placing prescriptiveACI
attributes (see 18.5) within one or more subentries of the corresponding Access Control Administrative
Entry, with scope defined by an appropriate subtreeSpecification.

NOTE 2 — prescriptiveACI attributes are not collective attributes. There are a number of significant differences
between prescriptiveacI and collective attributes:

— although a prescriptiveAcI attribute may affect access control decisions for each entry within the scope of
the subentry that holds it, the prescriptiveacr attribute is not considered to supply accessible information to

any such entry or to be in any sense a part of such an entry;

-  prescriptiveACT attributes are associated with the access control aspects of administration, and\af
with Access Control Specific and Inner Points, not with entry-collection administrative points;

—  the purpose of a prescriptiveAcT attribute is to express a policy that influences across a'defined |
while the purpose of a collective attribute is to provide information that associates ‘a uSer-acce
attributes within a defined set of entries;

-  prescriptiveACI attributes represent policy information that will, in general_not be widely a
ordinary users. Administrative users who need to access prescriptivea€I information can acg
operational attributes within subentries.

the scope of the subentry, i.e., DACD, in which the prescriptiveacI occurs. A DACIL
contains entries inside the associated Access Control Specifig.Area (but can contain no entries

Although particular ACIItems may specify attributes or values as protected items, ACIItems a
associated with entries. The particular set of ACIItenis aSsociated with an entry and with the

e associated

bt of entries,
sible set of

cessible by
ess them as

A prescriptiveACI operational attribute contains ACIItems (see 18.4.1) common to all enfries within

normally
at all).

e logically
contents of

[le=
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that entry is a combination of:

— ACIItems that apply to that particular entry, specified as values of the entryact
attribute, if present (see 18.5.2);

pperational

— ACIItems from prescriptiveACI operational attributes applicable to the entry by virtlie of being
placed in subentries of administrative entries whose scope includes the particular entry (sqe 18.5.1).

Each entry (controlled by entryAcTand/or prescriptiveAct) necessarily falls within one and only one
ACSA. Each such entry may alse-fall within one or more ACIAs nested inside the ACSA containing the
entry. The prescriptiveact-that potentially affects the outcome of access control decisions [for a given
entry are located withjn subentries (of the administrative entry) for the ACSA and for each ACIA
containing the entry. Other subentries cannot affect access control decisions regarding that ent

o )
cd

If an entry is within-the scope of more than one DACD, the complete set of ACIItems that maypotentially
affect access centrol decisions regarding that entry includes all prescriptiveacI item attribufes of those
DACDs, iniaddition to any entryACT attributes in the entry itself. An example is shown in Figlire 17. The
effectivesaceess control at entry E1 is a combination of the prescriptiveacI for DACDY, DACD2,
DACDS and entryact (if present) in entry E1. The effective access control at entry E2 is a cgmbination
of the prescriptiveacI for DACD1 and DACD3, and entryAcI (if present) in entry E2.

NOTFE 3 — Protection of access control information is described in 18.6.

ab S 3 3 5 ; 3 within an
administrative area. Since a subtreeSpecification may define a subtree refinement, DACDs may
arbitrarily overlap within the intersection of their respective administrative areas. For simplicity, Figure 17
does not show administrative points, subentries, or administrative areas; however, it may be considered as
three DACDs in the same ACSA with each DACD corresponding to a single subentry of the administrative
point for that ACSA (and there are no ACIAs). Alternatively, Figure 17 may be considered in the context
of a single ACSA containing a single ACIA where DACD1 is congruent to the ACSA and DACD3 is
congruent to the ACIA (DACD1 and DACD2 would correspond to subentries of the ACSA administrative
point and DACD3 would correspond to a subentry of the ACIA administrative point). An administrative
area is congruent to a DACD when the collection of entries in the DACD is the same as the collection of
entries in the implicitly defined subtree corresponding to the administrative area. See the example in Annex
N for figures depicting the relationship between administrative entries, administrative areas, subentries and
DACD:s.
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Figure 17 — Effective Access Control using DAEDs

18.4 Representation of Access Control Information

18.4.1  ASN.1 for Access Control Information

Access Control Information is represented as a set of ACIItems,\where each ACIItem grants or denies permissions in
regard to cgrtain specified users and protected items.

In ASN.1, the information is expressed as:

ACIItem |: := SEQUENCE {
identijfficationTag UnboundedDirectoryString,
precedence Precedence,
authenticationLevel Authenticationlevel,
itemOrUserFirst CHOICE {
itemFirst [0] SEQUENCE {
prlotectedItems ProtectedItems,
iHemPermissions SET OF ItemPermission,
N P
userFirst [2]~/SEQUENCE {
uslerClasses UserClasses,
userPermissions SET OF UserPermission,
N A
. H,
}
Precedence v := INTEGER(0..255,...)
ProtectedItems ::= SEQUENCE ({
entry [0] NULL OPTIONAL,
allUserAttributeTypes [1] NULL OPTIONAL,
attributeType [2] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
allAttributeValues [3] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributevValue [5] SET SIZE (l1..MAX) OF AttributeTypeAndValue
OPTIONAL,
selfvalue [6] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
rangeOfValues [7] Filter OPTIONAL,
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maxValueCount

maxImmSub
restrictedBy

contexts

classes

}

MaxValueCount
type Attrib
maxCount INTEGE

}

[8] SET SIZE (1..MAX) OF MaxValueCount
OPTIONAL,

[9] INTEGER OPTIONAL,

[10] SET SIZE (1..MAX) OF RestrictedValue
OPTIONAL,

[11] SET SIZE (1..MAX) OF ContextAssertion
OPTIONAL,

[12] Refinement OPTIONAL,

SEQUENCE {
uteType,
R,

RestrictedValue
type Attrib
values|In Attrib

}

UserClasjses = SE
allUsjrs [0]
thisEntry [1]
name [2]
userGrioup [3]
subtree [4]

}

ItemPermission ::=
precedence

-- de
userCllasses
grant dDenials

}

UserPermission ::=
prec:g;nce

-- de
protedtedItems
grantsAndDenials

}

AuthentijcationLeve

basiclievels
lev
locallQualifier
signed
.o N

other

-- permissions t
-- with any comp
grantAdd
denyAdd
grantDiscloseOnE
denyDiscloseOnEr
grantRead
denyRead
grantRemove
denyRemove

-- permissions t
-- with the entr
grantBrowse
denyBrowse

104

:= SEQUENCE {

uteType,

uteType,

QUENCE {

NULL OPTIONALS
NULL OPTIONAYL,
SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,

-- dn component shall be the name of an
-- entry of GroupOfUniqueNames
SET SIZE (1..MAX) OF SubtreeSpecification~OPTIONAL,

SEQUENCE {
Precedence OPTIONAL,

faults to precedence in ACIItem
UserClasses,
GrantsAndDenials,

SEQUENCE {
Precedence OPTIONAL,

faults to precedefnice in ACIItem
ProtectedItems,
GrantsAndDenials,

1 ::= CHOICE {

SEQUENCE {
ENUMERATED {none(0), simple(1l),
INTEGER OPTIONAL,
BOOLEAN DEFAULT FALSE,

strong(2),...},

EXTERNAL,

hat may be used in conjunction
onent of ProtectedItems
(0),
(1),
(2),
(3),
(4),
(5),
(6),
(7),
hat may be used only in conjunction
y component
(8),
(9),

rror
ror
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grantExport (10),
denyExport (11),
grantImport (12),
denyImport (13),
grantModify (14),
denyModify (15),
grantRename (1e6) ,
denyRename (17),
grantReturnDN (18),
denyReturnDN (19),

-- permissions that may be used in conjunction
-- with any component, except entry, of ProtectedItems

grantCompare (20),
denyCompare (21),
grantFilterMatch (22) ,
denyFillterMatch (23),
grantIinvoke (24),
denyInvoke (25) }

18.4.2  Description of ACIlItem Parameters

18.4.2.1 Identification Tag

identifilcationTag is used to identify a particular ACIItem. This is used to discriminate among individual RCIItems

for the purposes of protection, management and administration.

18.4.2.2 Precedence

Precedencg is used to control the relative order in which AczItems are considered during the course of making
control degision in accordance with 18.8. AcIItems having higher precedence values may prevail over others
precedencg values, other factors being equal. Precedence values are ifitegers and are compared as such.

Precedencg can be used by a superior authority within the Security<Authority to permit partial delegation of acc
policy seting within an ACSA. This can be achieved by the-superior authority setting a general policy
precedence and authorizing users representing the subordinate authority (e.g., associated with an ACIA) to
modify ACQI with a lower precedence, in order to tailor, the general policy for specific purposes. The partial
thus requires the means for the superior authority to limit the maximum precedence which the subordinate aut
assign to ACI under its control.

an access
ith lower

pss control
at a high
Create and
Helegation
hority can

Basic Accgss Control does not specify or descriie’how to limit the maximum precedence that can be used by a syibordinate

authority. This is to be done by local means:

18.4.2.3 Authentication Level

AuthentilcationLevel definesithe minimum requestor security level required for this ACIItem. It has two

+ basicLevels Which indicates the level of authentication, optionally qualified by positive (
integer LocalQualifier, and whether the request is required to be signed;

1 otheridnexternally defined measure.

When baslicLevels is used, an AuthenticationLevel consisting of a 1level and optional localQuali

forms:

r negative

fier shall
| or exceed

be assigned ta’the’requestor by the DSA according to local policy. For a request
irement, the r I's level shall m r ex h

ddition the

requestor's localQualifier shall be arithmetically greater than or equal to that of the AcIItem. Strong authentication
of the requestor is considered to exceed a requirement for simple or no authentication, and simple authentication exceeds

a requirement for no authentication. For access control purposes, the "simple™ authentication level requires a

password;

the case of identification only, with no password supplied, is considered "none". If a localQualifier is not specified
in the AcIItem, then the requestor need not have a corresponding value (if such a value is present, it is ignored). In
addition to meeting or exceeding above requirements, the request shall be signed if the ACIItem specifies signed equal

TRUE.

When other is used, an appropriate AuthenticationLevel shall be assigned to the requestor by the DSA according
to local policy. The form of this AuthenticationLevel and the method by which it is compared with the

AuthenticationLevel in the ACI is a local matter.
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NOTE 1 — An authentication level associated with an explicit denial indicates the minimum level to which a requestor shall be
authenticated in order not to be denied access. For example, an aciItem that denies access to a particular user class and requires
strong authentication will deny access to all requestors who cannot prove, by means of a strongly authenticated identity, that they
are not in that user class.

NOTE 2 — The DSA may base authentication level on factors other than values received in protocol exchanges.

18.4.2.4 itemFirst and userFirst Parameters

Each AcIItem contains a choice of itemFirst or userFirst. The choice allows grouping of permissions depending
on whether they are most conveniently grouped by user classes or by protected items. itemFirst and userFirst are
equivalent in the sense that they capture the same access control information; however, they organize that information
differently. The choice between them is based on administrative convenience. The parameters used in itemFirst or
userFirst are described below.

Q
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sel

ected from the following:

define-the-iterns—to—which-the-spec ifiec-access—controls-apply—tt-is—defined as a set

entry means the entry contents as a whole. In case of a family member, it alsg\mean the entry
content of each subordinate family member within the same compound attribute. If does not
necessarily include the information in these entries. This element shall be igriored if thg classes
element is present, since this latter element selects protected entries (and subordinate familyf members)
on the basis of their object class.

allUserAttributeTypes means all user attribute type information’ associated with thg entry, but
not values associated with those attributes.

allUserAttributeTypesAndvalues means all user attribUte information associatefl with the
entry, including all values of all user attributes.

attributeType means attribute type information’pertaining to specific attributes but |not values
associated with the type.

—

allAttributeValues means all attribute value information pertaining to specific attribgites.

attributeValue means a specific value'af-specific attributes.

selfvalue means the attribute value'assertion corresponding to the current requestor. The protected
item selfvalue applies only when the access controls are to be applied with respect td a specific
authenticated user. It can onlyZapply in the specific case where the attribute spec|fied is of
DistinguishedName Or unigqueMember Syntax and the attribute value within the specifigd attribute
matches the distinguished ‘hame of the originator of the operation.

NOTE 1 — allUserAttributeTypes and allUserAttributeTypesAndvalues do not include|operational

attributes, which should be'specified on a per attribute basis, using attributeType, allAttributeValues Of

attributeValue.

rangeOfvalues means any attribute value which matches the specified filter, i.e., for|which the
specified-filter evaluated on that attribute value would return TRUE.

NOTE 2% The filter is not evaluated on any entries in the DIB; it is evaluated using the semantics dé¢fined in 7.8

of Rec. \TU-T X.511 | ISO/IEC 9594-3, operating on a fictitious entry that contains only the single at{ribute value
whicheis the protected item.

Thefollowing items provide constraints that may disable the granting of certain permissions t¢ protected

items in the same SEQUENCE:

axVatueCou Reodt R mber-ef-attribute-vatbues4 : a-speetfidd attribute
type. It is examined if the protected item is an attribute value of the specified type and the permission
sought is add. Values of that attribute in the entry are counted without regard to context or access
control and as though the operation which adds the values were successful. If the number of values in
the attribute exceeds maxCount, the ACI item is treated as not granting add access.

maxImmSub restricts the maximum number of immediate subordinates of the superior entry to an
entry being added or imported. It is examined if the protected item is an entry, the permission sought
is add or import, and the immediate superior entry is in the same DSA as the entry being added or
imported. Immediate subordinates of the superior entry are counted without regard to context or
access control as though the entry addition or importing were successful. If the number of
subordinates exceeds maxImmSub, the ACI item is treated as not granting add or import access.
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— restrictedBy restricts values added to the attribute type to being values that are already present in
the same entry as values of the attribute valuesIn. It is examined if the protected item is an attribute
value of the specified type and the permission sought is add. Values of the valuesIn attribute are
checked without regard to context or access control and as though the operation which adds the values
were successful. If the value to be added is not present in valuesIn, the ACI item is treated as not
granting add access.

— contexts restricts values added to the entry to having context lists that satisfy all of the context
assertions in contexts. It is examined if the protected item is an attribute value and the permission
sought is add. If the value to be added does not satisfy the context assertions, the ACI item is treated
as not granting add access; if it does satisfy all of them, the ACI item is treated as not denying add
access.

NOTE 3 — This is only relevant when the permission sought is add, and all context assertions shall be satisfied. It

ol & ielaf 1 £ tondtata £l Ll ot o otadl te £ £l HA
UUTS TIUL PTUVIUT TUT YTTITT ATl UST UT LUTTITAL U UTTTTTTTIUALT JTULCULITU TICTTIS TUT ULHITT PJTTITISSTUTTS.

- classes means the contents of entries (possibly a family member) which are restricted tq those that
have object class values that satisfy the predicate defined by Refinement (See 12:3)5), tpgether (in
the case of an ancestor or other family member) with the entry contents as a whaole of each qubordinate
family member entry; it does not necessarily include the information in these.entries.

NOTE 4 — By the rules for entry and classes, all family members inherit the aCegss control of thg ancestor or
of superior family members within the same family. This does not preclude family members beinp subject to
further policies from entryACI Or prescriptiveAcCI that increase or decréase protection.

UserClasses defines a set of zero or more users the permissions apply to. The set of users|is selected
from the following:

— allUsers means every directory user (with possible requiréments for authenticationLevel).

—  thisEntry means the user with the same distinguished name as the entry being accessed, or if the
entry is a member of a family, then additionally the user with the distinguished name of the ancestor.

— name is the user with the specified distinguished-name (with an optional unique identifier).

— userGroup is the set of users who are meémbers of the groupOfNames Or groupO£fUnilqueNames
entry, identified by the specified distinguished name (with an optional unique identifier). Nlembers of
a group of unique names are treated,as-individual object names, and not as the names of ofher groups
of unique names. How group membership is determined is described in 18.4.2.5.

— subtree is the set of users whose distinguished names fall within the definition of the {unrefined)
subtree.

SubtreeSpecification iSused to specify a subtree relative to the root entry named in base| The base
represents the distinguished hame of the root of subtree. The subtree extends to the leaves of the DIT unless
otherwise specified in‘chop. The use of a specificationFilter component is not permitted| if present,
it shall be ignoreds
NOTE 5 — subtreeSpecification does not allow subtree refinement because a refinement might require a
DSA to use a’distributed operation in order to determine if a given user is in a particular user class. Basic Access
Controkis designed to avoid remote operations in the course of making an access control decision. Mgmbership in
a subtree whose definition includes only base and chop can be evaluated locally, whereas membershig in a subtree
definition using specificationFilter can only be evaluated by obtaining information from thefuser's entry
which is potentially in another DSA.

I'temPermission contains a collection of users and their permissions with respect to ProtedtedItems

WITNIN an itemFirst SPecIiicaiion. 1he Permissions are specified In grantsAndDenials as discussed
in item f) of this subclause. Each of the permissions specified in grantsAndDenials is considered to
have the precedence level specified in precedence for the purpose of evaluating access control
information as discussed in 18.8. If precedence is omitted within ItemPermission, then precedence
is taken from the precedence specified for the ACIItem (See 18.4.2.2).

UserPermission contains a collection of protected items and the associated permissions with respect to
userClasses Within a userFirst specification. The protected items are specified in protectedItems
as discussed in 18.4.2. The associated permissions are specified in grantsAndDenials as discussed in
item f) of this subclause. Each of the permissions specified in grantsAndDenials is considered to have
the precedence level specified in precedence for the purpose of evaluating access control information as
discussed in 18.8. If precedence is omitted within UserPermission, the precedence is taken from the
precedence Specified for the ACIItem (See 18.4.2.2).
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f) GrantsAndDenials specify the access rights that are granted or denied in the ACIItem Sp

9)

The precise semantics of these permissions with respect to each protected item is di
Rec. ITU-T X.511 | ISO/IEC 9594-3.

distinguished name reuse. The value of the unique identifier is assigned by the authenticatio

ecification.
scussed in

UniqueIdentifier may be used by the authentication mechanism to distinguish between instances of

n authority

according to its policy and is provided by the authenticating DSA. If this field is present, then for an

accessing user to match the name user class of an ACIItem that grants permissions, in add
requirement that the user's distinguished name match the specified distinguished name, the aut

ition to the
hentication

of the user shall yield an associated unique identifier, and that value shall match for equality with the

specified value.

NOTE 6 — When authentication is based on supplied SecurityParameters, the unique identifier associated with

the user may be taken from the subjectUniqueIdentifier field of the sender's Certificate in

fa) £3£3 3 Rath

the optional

18.4.2.5 [petermining group membership

Determining whether a given requestor is a group member requires checking two criteria. Also, the determipation may

be constra
groups are

ned if the group definition is not known locally. The criteria for membership and the_treatment o
discussed below.

the DSA shall assume that the requestor does not belong to the group.ifithe ACI item grants the
sought, and does belong to the group if it denies the permission solght.

available groups or groups which are available only through repligation (and which may, therefore, be

NOTE 2 — For performance reasons, it is usually impractical.to retrieve group membership from rem
part of the evaluation of access controls. However, in_certain circumstances it may be practical, a
permitted, for example, to perform remote operations t@ obtain or refresh a local copy of a group ent
Compare operation to check membership prior to applying this clause.

apply:
— The entry named by the userGroup specification shall be an instance of the o
groupOfNames O groupOfUnigqueNames.

NOTE 3 — Values of the member Or uniqueMember attribute that do not match the name of the r

nested groups are not supported when evaluating access controls.

185 ACI operational attributes

Access co
attribute is

1851

A Prescrip
applicable

trol informatiofnis stored in the Directory as an operational attribute of entries and subentries. The g
multi-valued)-which allows ACI to be represented as a set of ACIItems (defined in 18.4).

rescriptive access control information

tive’ACI attribute is defined as an operational attribute of a subentry. It contains access control ir

non-local

d) A DSA is not required to perform a remote operation to determine whetheh the requestor bglongs to a
particular group for the purposes of Basic Access Control. If membershiplinithe group cannot bejevaluated,

Dermission

NOTE 1 — Access control administrators should beware of basing.aceess controls on membership off non-locally

put of date).

pte DSAS as
d a DSA is
y or use the

B) In order to determine whether the requestor is-a member of a userGroup user class, the followjng criteria

bject class

—  The name of the requestor.shall be a value of the member or uniqueMember attribute of {hat entry.

bquestor are

ignored, even if they represent the names of groups of which the originator could be found to be a menpber. Hence,

perational

formation

ta antriac within that ciihant/'c conna-
to-eHtHEeS WA SHRe Rt

y ootopes

prescriptiveACI ATTRIBUTE ::= ({
WITH SYNTAX ACIItem

EQUALI
USAGE
ID

TY MATCHING RULE directoryStringFirstComponentMatch
directoryOperation
id-aca-prescriptiveACI }

18.5.2  Entry access control information

An Entry ACI attribute is defined as operational attributes of an entry. It contains access control information applicable
to the entry in which it appears, and that entry's contents:

entryACI
WITH S

108

ATTRIBUTE ::= {
YNTAX ACIItem
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EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation
ID id-aca-entryACI }

18.5.3  Subentry ACI

Subentry ACI attributes are defined as operational attributes of administrative entries, and provide access control
information that applies to each of the subentries of the corresponding administrative point. Prescriptive ACI within the
subentries of a particular administrative point never applies to the same or any other subentry of that administrative point,
but can be applicable to the subentries of subordinate administrative points. Subentry ACI attributes are contained only
in administrative points and do not affect any element of the DIT other than immediately subordinate subentries.

In evaluating access control for a specific subentry, the ACI that shall be considered is:
—  the entryAcI within the subentry itself (if any);

+  the subentryAcI within the associated administrative entry (if any);

1+ prescriptiveACI associated with other relevant administrative points within the same)accpss control
specific area (if any).

subentryACI ATTRIBUTE ::= ({
WITH S|YNTAX ACIItem
EQUALIITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation
iDp id-aca-subentryACI }

18.6 Protecting the ACI
ACI operational attributes may be subjected to the same protection meghanisms as ordinary attributes. Somg important
related poipts are:
d) The identificationTag provides an identifier.fof each AcIItem. This tag can be used t¢ remove a
specific AcIItem value, or to protect it by prescriptive or entry ACI.

NOTE 1 — Directory rules ensure that only ene AcIItem per access control attribute possesses @ny specific
identificationTag Value.

) The creation of subentries for an Administrative Entry may be access controlled by mepns of the
subentryACI operational attribute in'the Administrative Entry.

NOTE 2 — The right to create prescriptive access controls may also be governed directly by security|policy; this
provision is required to create access controls in new autonomous administrative areas.
18.7 Access control and Directary operations

Each Diregtory operation involvesmaking a series of access control decisions on the various protected items that the
operation gccesses.

For some @perations (e.gs-Modify operations), each such access control decision must grant access for the operation to
succeed; if access is-denied to any protected item, the whole operation fails. For other operations, protectefl items to
which accgss is denied’are simply omitted from the operation result and processing continues.

If the reglestedaccess is denied, further access control decisions may be needed to determine if th¢ user has
DiscloseonEfror permissions to the protected item. Only if DiscloseOnError permission is granted may the
Directory respond with an error that reveals the existence of the protected item; in all other cases, the Directory acts so as
to conceal the existence of the protected item.

The access control requirements for each operation, i.e., the protected items and the access permission required to access
each protected item, are specified in Rec. ITU-T X.511 | ISO/IEC 9594-3.

The algorithm by which any particular access control decision is made is specified in 18.8.
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18.8 Access Control Decision Function

This subclause specifies how an access control decision is made for any particular protected item. It provides a conceptual
description of the Access Control Decision Function (ACDF) for basic-access-control. It describes how ACI
items are processed in order to decide whether to grant or deny a particular requestor a specified permission to a given
protected item.

18.8.1  Inputs and outputs

For each invocation of the ACDF, the inputs are:

a) the requestor's Distinguished Name (as defined in 7.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3), unique
identifier, and authentication level, or as many of these as are available;

b) the protected item (an entry, an attribute, or an attribute value) being considered at the current decision

—poimt forwhitthrthe AC DF wasnvoked;

q) the requested permission category specified for the current decision point;

d) the ACI items associated with the entry containing (or which is) the protected item. Protected items are
described in 18.4.2.4. The scope of influence for ACI items within a prescriptiveACI pttribute is
described in 18.3.2 and 18.5.1. The scope of influence for ACI items within@an/entryacT pttribute is
described in 18.3.2 and 18.5.2. The scope of influence for ACI items withip.a subentryACI jattribute is
described in 18.5.3.

When an entry is a family member, it also inherits the access control .0f'the ancestor or of supefior family
members within the same family. This does not preclude family membérs being subject to further policies
from entryACI Ofr prescriptiveACI that increase or decreasé-protection.

In addition, if the ACI items include any of the protected item constraints described in 18.4.2.4, the whole en}ry and the
number ofimmediate subordinates of its superior entry may also be required as inputs.

The outpu{ is a decision to grant or deny access to the protected itef.

In any particular instance of making an access control decision, the outcome shall be the same as if the step$ in 18.8.2
through 18.8.4 were performed.

18.8.2  Tuples

For each ACI value in the ACI items of 18.8.1 d),.expand the value into a set of tuples, one tuple for each eleent of the
itemPernfissions and userPermissions Sets. Collect all tuples from all ACI values into a single set. [ach tuple
contains the following items:

( YyserClasses, authentic¢ationLevel, protectedItems, grantsAndDenials, preceTnce )
t

For any typle whose grantsAndbenials specify both grants and denials, replace the tuple with two
specifyinglonly grants and the other specifying only denials.

ples — one

18.8.3  Discarding nonkrelevant tuples

Perform the following.steps to discard all non-relevant tuples:
1) Discard all tuples that do not include the requestor in the tuple's userClass (18.4.2.4 b)) as fdllows:

- Fortuples that grant access, dlscard aIItupIes thatdo notlnclude the requestors |dent|ty|n he tuples's

specmes a unlqueIdent:Lf:Ler a matchlng value shaII be present in the requestors identity if the
tuple is not to be discarded. Discard tuples that specify an authentication level higher than that
associated with the requestor in accordance with 18.4.2.3.

—  For tuples that deny access, retain all tuples that include the requestor in the tuple's userClasses
element, taking into account uniqueIdentifier elements if relevant. Also retain all tuples that
deny access and which specify an authentication level higher than that associated with the requestor
in accordance with 18.4.2.3. All other tuples that deny access are discarded.

NOTE 1 - The second requirement in the second sub-item above (i.e., to retain any tuple that denies
access and also specifies an authentication level higher than that associated with the requestor) reflects

the fact that the requestor has not adequately proved non-membership in the user class for which the
denial is specified.
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Discard all tuples that do not include the protected item in protectedItems (18.4.2.4 a)).

Examine all tuples that include the maxValueCount, maxImmSub, restrictedBy, Of contexts.
Discard all such tuples which grant access and which do not satisfy any of these constraints (18.4.2.4 a)).

Discard all tuples that do not include the requested permission as one of the set bits in grantsAndDenials

(18.4.1,18.4.2.4 ).

NOTE 2 — The order in which discarding of non-relevant tuples is performed does not change the output of

the ACDF.

Selecting highest precedence, most specific tuples

Perform the following steps to select those tuples of highest precedence and specificity:

Grant acce

18.9
18.9.1

This subcl

18.9.2

The functi

19

19.1

1

Discard all tuples having a precedence less than the highest remaining precedence.

Z)

4)

5s if and only if one or more tuples remain and all grant access. Othérwise deny access.

$implified Access Control

I[ntroduction

huse describes the functionality of an access contfol-scheme, known as Simplified Access Cont
designed t¢ provide a subset of functionality found in Basic &ccess Control.

Definition of Simplified Access Control fungtionality

bnality of Simplified Access Control is-defined as follows:

If more than one tuple remains, choose the tuples with the most specific user class. If there are
matching the requestor with UserClasses element name or thisEntry, discard all ot
Otherwise, if there are any tuples matching UserGroup, discard all other tuples. Otherwise,
any tuples matching subtree, discard all other tuples.

If more than one tuple remains, choose the tuples with the most specific proteeted item. If th
item is an attribute and there are tuples that specify the attribute type explicitly;discard all othe
the protected item is an attribute value, and there are tuples that specify the attribute value
discard all other tuples. A protected item which is a rangeO£fValues, is'to be treated as sps
attribute value explicitly.

access control decisions shall be>made only on the basis of AcCIItem values of prescripti
subentryACI operational attributes.

NOTE 1 — entryac1(if present, shall not be used to make access control decisions.
access control specific administrative areas shall be supported. Access control inner administr

shall not be used—Particular access decisions shall be made on the basis of Ac11tem values obt
a single Administrative Point, or from subentries of that Administrative Point.

NOTE.2 \»Values of prescriptiveaCI attributes appearing in subentries of Administrative Point
no id*ar-accessControlSpecificArea Administrative Role attribute value shall not be used to
cantrol decisions.

all other provisions shall be as defined for basic access control.

any tuples
her tuples.
f there are

 protected
r tuples. If
explicitly,
cifying an

ol, that is

reACI and

Htive areas
nined from

containing
nake access

Rule-based Access Control

Scope and application

This clause defines a specific access control scheme (of possibly many) for the Directory. The access control scheme
defined herein is identified with the accessControlScheme operational attribute by giving it the value rule-based-
access-control Or if used in conjunction with the basic or simplified access control schemes defined in clause 18,
rule-and-basic-access-control Of rule-and-simple-access-control. Clause 17.2.2 describes which
entries contain the accessControlScheme operational attribute.
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The scheme defined here is only concerned with controlling access to the Directory information within the DIB
(potentially including tree structure and access control information). It does not address controlling access for the purpose
of communication with another DSA or LDAP server. Control of access to information means the prevention of
unauthorized detection, disclosure, or modification of that information.

19.2 Rule-based Access Control model

There may be environments where information relating to the clearance (instead of identity) of the requestor is used in
determining whether or not access to an attribute value is to be denied. This is defined as Rule-based Access Control and
uses administratively imposed access control policy rules in determining when access is to be denied to certain contents
of the Directory. If access is denied under Rule-based Access Control, it cannot be allowed under other access control
schemes. The Rule-based Access Control model identifies the information used in determining whether access is to be
denied. This is applied to every operation. Each access control decision involves:

d) Access control information associated with the attribute values being accessed. This agcgss control
information is called a security label.

B) Access control information associated with the user requesting the operation. -Fhis accgss control
information is called the clearance. The user requesting the operation is called the requestor.

d) Rules which define whether an access is authorized given a security label and a-Clearance, callpd security
policies.

See Figure] 18.

Access control decision
Access request

argument
Requestor g N Grant/deny

Operation, DN,
authentication level,
and clearance

Access decision
grant/deny

Protected Security label
tem X.501(12)_F18

?

Access control policy rules

A 4

Figure'l8 — Rule-based Access Control Decision Model

The security label(s) can be secufely associated with attribute values by binding the label to the information through the
use of a digital signature orother integrity mechanism. A security label is a property of the attribute value and islassociated
with the vglue as a context.

The clearapce is needed to enable a comparison to be made against the security label. The clearance can be bgund to the
Distinguished Name of the requestor through a public-key certificate with a subjectDirectoryAttributes extension
or through|anattribute certificate. The means selected for providing the clearance is a matter for the security policy in
effect.

NOTE — The use of other clearance information (e.g., that associated with any intermediate DSAs which may have chained the
operation), is outside the scope of this Directory Specification.

The security rules to be applied in making an access control decision are defined as part of the security policy. The security
policy is either identified in the security label or defined for the environment containing the labelled object.
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19.3 Access control administrative areas

As for basic access control (see 18.3), the DIT is divided into administrative areas including Access Control Specific
Areas (ACSAs). The administrative entry for an ACSA identifies the labelling security policies (access rules) that are
applicable for that administrative area as well as the applicable access control scheme (rule-based-access-control
Or rule-and-basic-access-control Of rule-and-simple-access-control Of Some other access contro
scheme).

194 Security Label

19.4.1 Introduction

Security labels may be used to associate security-relevant information with attributes within the Directory.

Security Igoels may be assigned to an attribute value in line with the security policy in force for that attribute. The
security pglicy may also define how security labels are to be used to enforce that security policy.

A security|label comprises a set of elements optionally including a security policy identifier, a security classjfication, a
privacy mark, and a set of security categories. The security label is bound to the attribute value using a digitgl signature
or another fintegrity mechanism.

19.4.2  Administration of Security Labels
A security|label is assigned to an attribute value by an administrative function before'hging placed in the Direftory.

This administrative function is responsible for assigning security labels to attribute-values in line with the secyrity policy
in force fof the ACSA.

The bindinjg of a security label is protected using a digital signature or/another integrity mechanism. This pfotection is
applied by|the administrative function, or creator of the attribute value.

19.4.3 IlLabelled Attribute Values

A security|label context associates a security label with an attribute value. Only a single label can be associaied with an
attribute vglue. That is, the security label context is singlesvalued. In addition, matching rules for the security lapel context
are not sugported.

NOTE + The concept of contexts is introduced in 8.8:

attribufleValueSecuritylLabelContextxCONTEXT ::= {

WITH SYNTAX SignedSecurityLabel -- At most one security label context can

-- be assigned to an attribute value

iD id-avc-attributeValueSecuritylLabelContext }
SignedSecurityLabel ::= SIGNED{SignedSecurityLabelContent}
SignedSelcuritylLabelContent ::= SEQUENCE ({

attHa HASH{AttributeTypeAndValue},

issue Name OPTIONAL, -- name of labelling authority

keyIdentifierl ‘KeyIdentifier OPTIONAL,
securijtyLabel. SecurityLabel,
}

Securit el——=—SEP—{
security-policy-identifier SecurityPolicyldentifier OPTIONAL,
security-classification SecurityClassification OPTIONAL,
privacy-mark PrivacyMark OPTIONAL,
security-categories SecurityCategories OPTIONAL,
o}

(ALL EXCEPT ({ -- none, at least one component shall be present --}))
SecurityPolicyIdentifier ::= OBJECT IDENTIFIER
SecurityClassification ::= INTEGER {

unmarked (0),
unclassified (1),
restricted (2),

confidential (3),
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secret (4),

top-secret (5)1}
PrivacyMark ::= PrintableString(SIZE (1..MAX))
SecurityCategories ::= SET SIZE (l1..MAX) OF SecurityCategory

This context is not used to filter or select particular attributes, as for other contexts, and the mechanisms associated with
contexts (fallback, default context values, etc.) are not used to apply rule-based access control.

The attHash component contains the resulting value of applying a cryptographic hashing procedure to DER-encoded

octets, as d

efined in Rec. ITU-T X.509 | ISO/IEC 9594-8.

The issuer component conveys the name of the labelling authority.

The keyId

extension flield deflned in Rec. ITU-T X.509 | ISO/IEC 9594-8 or the identifier of a symmetrlc key and assomat

control inf
The secu
security cl
ISO/IEC 1
19.5 (

A clearang

brmation.

+ityLabel component is composed of a set of elements optionally including a security policy i
assification, a privacy mark, and a set of security categories as defined in 8.5.9, 0f Rec. ITU
D021-4.

Clearance

e attribute associates a clearance with a named entity including DUAS!

clearange ATTRIBUTE ::= {

WITH S
ID

YNTAX Clearance
id-at-clearance }

Clearange ::= SEQUENCE {

policy
classL
securi

}

Id OBJECT IDENTIFIER,
ist ClassList DEFAULT {unclassified},
tyCategories SET SIZE (1l..MAX) OF.SecurityCategory OPTIONAL,

ClassLi
unmar
uncla
restri
confi
secref
topSed

Security

type
value

}

SECURITY]

t ::= BIT STRING {
d (0),
sified (1),
ted (2),
ntial (3),

(4),
ret (5)1}

Category ::= SEQUENCE {

[0] SECURITY¥-CATEGORY. &id ({SecurityCategoriesTable}),
[1] EXPLICIT SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {@type}),

-~CATEGORY ::= TYPE-IDENTIFIER

Security

CategoriesTable SECURITY-CATEGORY ::= {...}

y Identifier
ed security

jentifier, a
T X411 |

The policyId component conveys an identifier that may be used to identify the security policy in force to which the
clearance classList and securityCategories relates.

The classList component includes a list of classifications that are associated with the named entity.

The securityCategories (See 8.5.9 of Rec. ITU-T X.411 | ISO/IEC 10021-4) component, if present, provides further
restrictions within the context of a classList.
NOTE — A clearance is securely bound to a named entity using an attribute certificate (Rec. ITU-T X.509 | ISO/IEC 9594-8), a
public-key certificate extension field (e.g., within the subjectDirectoryAttribute extension) (Rec. ITU-T X.509 |
ISO/IEC 9594-8), or by means outside the scope of this Directory Specification.
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19.6 Access Control and Directory operations

Each Directory operation involves making a series of access control decisions on the attribute values that the operation
accesses.

For some operations (e.g., the Remove Entry operation), even though the operation may appear to have succeeded if
access is denied to one or more attribute values, the hidden attributes would remain in the Directory. For other operations,
protected items to which access is denied are simply omitted from the operation result and processing continues.

The access control requirements for each operation are specified in Rec. ITU-T X.511 | ISO/IEC 9594-3.

The algorithm by which any particular access control decision is made is specified as:

— Ifaccess to all the attribute values of an entry is denied under rule-based-access-control, the access
is denied to that entry for all operations.

. If access to all the attribute values of an attribute is denied under rule-based-access-éohtrol, the
access is denied to that attribute for all operations.

4+ Rule-based access control affects operations on reading attribute values (e.g., Read,.Search) in that the
attribute value is not visible (the operation is carried out as though the attribute value is not[present) if
access is denied to the attribute value.

4+  Rule-based access control affects operations which involve removing an entry\(€.g., Remove Ertry) in that
they do not remove those attribute values to which access is denied.

+ Rule-based access control affects operations which involve removingan.dttribute type (e.g., Madify Entry
— Remove Attribute) in that they do not remove those attribute valie$ to which access is denied.

+  Rule-based access control affects operations which involve removing an attribute value (e.g., Modify Entry
— Remove Value) in that these operations fail if the access isdenied to the attribute value.

19.7 Access Control Decision Function

This subclquse specifies how an access control decision is made forany particular attribute value. It provides a ¢onceptual
descriptior) of the Access Control Decision Function (ACDR)for rule-based-access-control. It descr|bes how a
clearance gnd a security label are processed in order to deCide whether to grant or deny a particular requestor & specified
permissior] to a given attribute value. The decision fungtion applies the security policy rules which establish whether an
access is guthorized on an attribute value given its‘security label and the requestor's clearance. The definifion of the
security rules is outside the scope of these Directory Specifications. A simplified example of security policy rules for
rule-basled-access-control is given in M:10.

For each ipvocation of the ACDF, the inputs are:

d) the requestor’s clearance(as defined in 19.5);
) attribute value beihg:considered at the current decision point for which the ACDF was invoked,;
@) the security policy in force for the access-control-specific area;

d) security labelbound to the attribute value.
The outpuf is a decision'whether to deny access to the attribute value.

For any pdrticulan instance of making an access control decision, the outcome shall be the same as if the stgps in 19.6
were performed:

19.8 Use of Rule-based and Basic Access Control

If both rule-based and basic access control are in effect, the order in which they are applied is a local matter, except that
if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall not be granted by the
other mechanism. In this respect, DiscloseOnError (see 18.2.3 and 18.2.4) permission of basic-access-control i$
a permission that shall not override a deny of rule-based-access-control.
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20 Data Integrity in Storage

20.1 Introduction

In some situations, the Directory may not give sufficient assurance that data is unchanged in storage, regardless of access
controls. The integrity of data stored in the Directory may be validated using digital signatures held as part of the Directory
Information. Either the digital signature of an entry or selected attributes within an entry may be held as an attribute
(see 20.2), or the digital signature of a single attribute value may be held in a context (see 20.3).

NOTE - Confidentiality of attribute values is outside the scope of this specification.

20.2 Protection of an Entry or Selected Attribute Types

Data integyi butes they
are protecting. The integrity of a whole entry, or of all attribute values for selected attributes in an entry, is\pfotected by
an attribut¢ holding a digital signature of all the attribute values being protected.

This digitdl signature is created by an authority or directory user responsible for placing the information in the directory
entry. Theldigital signature can be validated by any user reading the attribute values for the entny,/The directpry service
itself is not involved in the creation or validation of the digital signature held in this attribute.

This integfity mechanism protects the integrity of directory attributes both in storage and during transfé¢r between
components of the Directory (DSAs and DUAS). This integrity mechanism does not depend’on the security of the directory
service itsglf.

Digital signatures applied to the whole entry do not include opgrational, collective attributds or the
attributfeIntegrityInfo itself. Any attribute value contexts are includéd.

The following defines an attribute type to hold a digital signature, aleng with associated control informatjon, which
provides integrity of a whole entry or all values of selected attribute-types.

attributieIntegrityInfo ATTRIBUTE ::= {
WITH SYNTAX AttributeIntegrityInfo
SINGLE VALUE TRUE

D id-at-attributelIntegrityInfo }
Attribuj:IntegrityInfo ::= SIGNED{AttributeIntegrityInfoContent}
AttribufleIntegrityInfoContent ::= SEQUENCE {
scope Scope, >~ Identifies the attributes protected
signern] Signer OPTIONAILy\=- Authority or data originators name
attribsHash AttribsHash, -- Hash value of protected attributes
}
Signer ::= CHOICE {

thisEntry [0] EXPLICIT ThisEntry,
thirdBarty [1] «SpecificallylIdentified,
}

ThisEntry ::=NCHOICE {
onlyO NULL,
speci%i IssuerAndSerialNumber,

}

IssuerAndSerialNumber ::= SEQUENCE {
issuer Name,
serial CertificateSerialNumber,

}

Specific
name

allyIdentified ::= SEQUENCE ({
GeneralName,

issuer GeneralName OPTIONAL,

serial CertificateSerialNumber OPTIONAL }

(WITH COMPONENTS { ..., issuer PRESENT, serial PRESENT } |

(WITH COMPONENTS { ..., issuer ABSENT, serial ABSENT }))
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Scope ::= CHOICE {
wholeEntry [0] NULL, -- Signature protects all attribute values in this entry
selectedTypes [1l] SelectedTypes,
-- Signature protects all attribute values of the selected attribute types

}

SelectedTypes ::= SEQUENCE SIZE (1..MAX) OF AttributeType
AttribsHash ::= HASH{HashedAttributes}
HashedAttributes ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}
-- Attribute type and values with associated context values for the selected Scope

integrityInfo OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MUST CONTAIN {attributeIntegrityInfo}

iD id-oc-integrityInfo }

An AttriputeIntegrityInfo value can be created in three different ways:

known by off-line means.

issuing the certificate together with the certificate serial number.

certificate and the certificate serial number is required.

d) An administrative authority can create and sign the value, and the public key 1" verify the signature is

) The owner of the entry, i.e., the object represented by the entry, can create and sign the value. If the owner
has several certificates, or expected to have that in the future, the certifiCate has to be identified|by the CA

q) A third party may create and sign the value. The name of the signer, the name of the CA [ssuing the

If the scopg is wholeEntry, all the applicable attributes shall be orderedas specified for a set-of type in 6.2 of Rec. ITU-
T X.509 || ISO/IEC 9594-8. If scope is selectedTypes, the ordering shall be the same as the one gipven in the

SelectedTypes.

NOTE 1 — If a user does not retrieve all the complete attributes that are defined within the Scope data type, it will no{ be possible

for the yser to verify the integrity of the attributes.

The creatdr of the attributeIntegrityInfo attribute shall, when creating the AttribsHash data typd, use DER
encoding (pee 6.2 of Rec. ITU-T X.509 | ISO/IEC 9594-8) of the attributes ordering the attributes as specified pbove, and

then creatd the hash from the resulting encoding:
NOTE 2 — The creator needs to have full knewledge of all the attribute syntaxes to create the hash.

The verifigr of the integrity shall produce its own version of AttribsHash using the same procedure as| above for

retrieved aftributes, and then compare the result with the value in the attribsHash component.
NOTE 3 — The verification is only-possible if the verifier has full knowledge of all the attribute syntaxes.

An entry that shall hold an @ttributeIntegrityInfo attribute shall include the integrityInfo auxilipry object-

class.

20.3 Context:for Protection of a Single Attribute Value

The following-defines a context to hold a digital signature, along with associated control information, whigh provides
integrity fdra Qinglp attribute value Any attribute value cantexts are included in the in’rpgri'ry check, m«‘lllding he context

used to hold signatures.

attributeValueIntegrityInfoContext CONTEXT ::= {
WITH SYNTAX AttributeValueIntegrityInfo
D id-avc-attributeValueIntegrityInfoContext }

AttributeValueIntegrityInfo ::= SIGNED{AttributeValueIntegrityInfoContent}
AttributeValueIntegrityInfoContent ::= SEQUENCE ({
signer Signer OPTIONAL, -- Authority or data originators name

aVIHash AVIHash, -- Hash value of protected attribute
}
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AVIHash ::= HASH{AttributeTypeValueContexts}
-- Attribute type and value with associated context wvalues

AttributeTypeValueContexts ::= SEQUENCE ({
type ATTRIBUTE. &id ({SupportedAttributes}),
value ATTRIBUTE. &Type ({SupportedAttributes} {@typel}),

contextList SET SIZE (1..MAX) OF Context OPTIONAL,
}
The contextList shall be ordered as specified for a set-of type in 6.2 of Rec. ITU-T X.509 | ISO/IEC 9594-8.
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SECTION 9 — DSA MODELS

21 DSA Models

This clause is concerned with general models describing various aspects of the components comprising the Directory,
Directory System Agents (DSAs). Subsequent clauses treat additional DSA models.

21.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

21.1.1 DIB fragment: The portion of the DIB that is held by one master DSA, comprising one or more naming
contexts.

21.1.2  dontext prefix: The sequence of RDNs leading from the Root of the DIT to the initial vertéx, of a naming
context; cdrresponds to the distinguished name of that vertex.

21.1.3  paming context: A subtree of entries held in a single master DSA.

21.2 Directory Functional Model

The Directory is manifested as a set of one or more application-processes known as-Directory System Agehts (DSASs)
and/or LDAP servers. Each DSA provides zero, one or more of the access points. \Each LDAP server provides one or
more acce$s points. This is illustrated in Figure 19. Where the Directory is compesed of more than one DSA or LDAP
server, it i§ said to be distributed. The procedures for the operation of the Directory when it is distributed are gpecified in
Rec. ITU-T X.518 | ISO/IEC 9594-4.

The Directdry

LDAP
Server

X.501(12)_F19

Figure 19 — The Directory Provided by Multiple DSAs

NOTE 1 — A DSA will likely exhibit local behaviour and structure which is outside the scope of envisaged Directory Specifications.
For example, a DSA which is responsible for holding some or all of the information in the DIB will normally do so by means of a
database, the interface to which is a local matter.

A particular pair of application-processes which need to interact in the provision of directory services may be located in
different open systems. Such an interaction is carried out by means of Directory protocols, as specified in
Rec. ITU-T X.519 | ISO/IEC 9594-5, or by means of the Lightweight Directory Access Protocol (LDAP), as specified in
IETF RFC 4510.

NOTE 2 — LDAP server behaviours are specified in IETF RFC 4510 and may differ from DSA behaviours specified in this clause.

Clause 23 specifies the models that are used as the basis for specifying the distributed aspects of the Directory. A
framework for the specification of operational models concerned with particular aspects of the operation of the
components of the Directory, DSAs, is provided in clauses 25 through 28.
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21.3 Directory Distribution Model

This subclause defines the principles according to which the DIB can be distributed across multiple DSAs.
NOTE 1 - The DIB may also be distributed across any number of LDAP servers, which may or may not coexist with one or more

DSAs. LDAP servers and their characteristics and behaviours are specified in IETF RFC 4510 and may differ from DSA
characteristics and behaviours specified in this clause.

Each entry within the DIB is administered by one, and only one, DSA's Administrator who is said to have administrative
authority for that entry. Maintenance and management of an entry shall take place in a DSA administered by the
administrative authority for the entry. This DSA is the master DSA for the entry.

Each master DSA within the Directory holds a fragment of the DIB. The DIB fragment held by a master DSA is described
in terms of the DIT and comprises one or more naming contexts. A naming context is a subtree of the DIT, all entries of
which have a common administrative authorlty and are held in the same master DSA A naming context starts at a vertex
of the DIT onstitute the
border of the nammg context. The superlor of the starting vertex of a naming context is not held in that master DSA.
Subordinates of the non-leaf vertices belonging to the border denote the start of further naming contexts.
NOTE 2 — The DIT is therefore partitioned into disjoint naming contexts, each under the administrative authority of a s|ngle master
DSA.
NOTE 3 - A naming context in itself is not an administrative area having an administrative point or an‘explicit subtree specification,
but it mpy coincide with an administrative area.

A family of entries shall reside in a single haming context.

It is possilgle for a master DSA's administrator to have administrative authority forseveral disjoint naming contexts. For
every nam|ng context for which a master DSA has administrative authority, it shall"logically hold the sequende of RDNs
which lead from the root of the DIT to the initial vertex of the subtree comgrising the naming context. This spquence of
RDNSs is cglled the context prefix of the naming context.

A master DSA's administrator may delegate administrative authoritysfor any immediate subordinates of any|entry held
locally to gnother master DSA. A master DSA that delegated autharity is called a superior DSA and the contexf that holds
the superigr entry of one for which the administrative authority,was delegated, is called the superior namipg context.
Delegatior] of administrative authority begins with the root and proceeds downwards in the DIT; that is, it canfonly occur
from an enftry to its subordinates.

Figure 20 {llustrates a hypothetical DIT logically partitioned into five naming contexts (named A, B, C, D and E), which
are physicglly distributed over three DSAs (DSA 14 DSA 2, and DSA 3).

From the gxample, it can be seen that the naming contexts held by particular master DSAs may be configurpd so as to
meet a wifle range of operational requirements. Certain master DSAs may be configured to hold those ¢ntries that
represent Righer level naming domains within some logical part(s) of the DIB, the organizational structure|of a large
company sy, but not necessarily all the-Subordinate entries. Alternatively, master DSAs may be configured t¢ hold only
those naming contexts representing primarily leaf entries.

From the gbove definitions, thetimiting case for a naming context can be either a single entry or the whole of|the DIT.

Whilst the| logical to physical mapping of the DIT onto master DSAs is potentially arbitrary, the task of ipformation
location arld management is simplified if the master DSAs are configured to hold a small number of naming gontexts.

DSAs may| hold.entry-copies as well as entries. Shadowed entries, the only sort of entry-copy considered in thg¢ Directory
Specificatipns;,are maintained by means of the shadowing service described in Rec. ITU-T X.525 | ISO/IEC|9594-9. In
addition tq this’standardized sort of replicated information, two additional non-standardized sorts of entry-cdpy may be
encountered in the Directory.

—  Copies of an entry may be stored in other DSA(s) through bilateral agreement.
—  Copies of an entry may be acquired by storing (locally and dynamically) a cache-copy of an entry which
results from a request.

NOTE 4 — The means by which these copies are maintained and managed is not defined in these Directory Specifications. Due to
more precise handling of features like access control, it is recommended that the shadow service be used instead of using
cached-copies.
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Figure 20 — Hypothetical DIT

A DSA holding an entry-copy is a shadow DSA for that entry. A shadew DSA may hold a copy of a naming dontext or a
portion thgreof. The specification of the portion of a naming context'that is shadowed is termed a unit of repligation.

As descrifled in 9.2 of Rec. ITU-T X.525 | ISO/IEC 9594-9,"a unit or replication is defined within thg Directory
information model, and a specification mechanism is provided. The shadowing mechanism in the Directory {s based on
the definitjon of the subset of the DIT that will be shadowed. This subset is called unit of replication. The unit of
replication| comprises a three-part specification whighidefines the scope of the portion of the DIT to be replicated, the
attributes tp be replicated within that scope, and the\requirements for subordinate knowledge. The unit of replication also
implicitly fauses the shadowed information to(nclude policy information in the form of operational attribuges held in
entries and subentries (e.g., access controlsinformation) which is to be used to correctly perform Directory pperations.
The prefix|information to be included begins at an autonomous administrative point and extends to the repli¢ation base
entry.

The originptor of a Directory request is informed (via £romEntry) as to whether information returned in regponse to a
request is from an entry-copy. er.not. A service control, dontUseCopy, is defined which allows the user to grohibit the
use of entrly-copies to satisfy‘the request (although copy information may be used in name resolution).

In order fdr a DUA tobegin processing a request, it shall hold some information, specifically the presentatign address,
about at legst one DSA that it can contact initially. How it acquires and holds this information is a local matte.

During thg process of modification of entries, it is possible that the Directory may become inconsistent. This will be
particularly 1ikely if modification involves aliases or aliased objects which may be in different DSAs. The indonsistency
shall be corrected by Specific administrator action, Tor example, t0 delete aliases i1 the corresponding aliased objects have
been deleted. The Directory continues to operate during this period of inconsistency.
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SECTION 10 — DSA INFORMATION MODEL

22 Knowledge

22.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
22.1.1  category: A characteristic of a knowledge reference that qualifies it as identifying a master or a shadow DSA.

22.1.2 commonly usable: A characteristic of a replicated area that permits general distribution of the access point of
the DSA holding it; a commonly usable replicated area is normally a complete shadow copy of a naming context.

22.1.3  gross reference: A knowledge reference containing information about a DSA that holds an entry or gntry-copy.
This is usefl for optimization. The entry need have no superior or subordinate relationship to any entry inthe.D$A holding
the cross r¢ference.

22.1.4 DIT bridge knowledge reference: A knowledge reference containing information about a DSA|that holds
entries in 4 different DIT. The entry need have no superior or subordinate relationship to anycentry in the D$A holding
the other QJIT.

22.1.5 immediate superior reference: A knowledge reference containing information about a DSA tha} holds the
naming coptext (or a commonly usable replicated area derived from it) that is immiediately superior to one held by the
DSA for which the knowledge reference is relevant.

22.16 nowledge (information): DSA operational information held by@ DSA that it uses to locate remdte entry or
entry-copy| information.

22.1.7 nowledge reference: Knowledge which associates, eithéer directly or indirectly, a DIT entry or pntry-copy
with the DA in which it is located.

22.1.8

22.1.9 on-specific subordinate reference: A knowledge reference containing information about a DSA| that holds
one or motle unspecified subordinate entries or entry-copies.

22.1.10

aster knowledge: Knowledge of the master DSA fara naming context.

eference path: A continuous sequence.0f-knowledge references.
22.1.11 root naming context: The set of suberdinate references of the root to be held by the first level DSAs.

22.1.12 dhadow knowledge: Knowledge-of one or more shadow DSAs for a naming context (if the knpwledge is
specific) of contexts (if non-specific).

22.1.13 dubordinate reference=A knowledge reference containing information about a DSA that holds| a specific
subordinatg entry or entry-copy.

22.1.14 duperior reference: A knowledge reference containing information about a DSA considered fapable of
resolving (ji.e., findingéahy entry within) the whole of the DIT.

22.2 ntraduction

The DIB iddisfributed across a large number of master DSAs, each holding and having administrative authority for a DIB
fragment. The principles governing this distribution are specified in 21.3.

In addition, these and other DSAs may hold copies of portions of the DIB.

It is a requirement of the Directory that, for particular modes of user interaction, the distribution of the directory be
rendered transparent, thereby giving the effect that the whole of the DIB appears to be within each and every DSA.

In order to support this operational requirement, it is necessary that each DSA be able to gain access to the information
held in the DIB associated with any name (i.e., any object's distinguished or alias names). If the DSA does not itself hold
an object entry or object entry-copy associated with the name, it shall be able to interact with a DSA that does, either
directly or indirectly by means of direct and/or indirect interactions with other DSAs.
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When the Directory user indicates that entry-copy information shall not be used to satisfy his request, the DSA servicing
the request must be able to gain access, directly or indirectly, to the master DSA holding the entry information associated
with the name supplied in the user's request.

This clause defines knowledge as that DSA operational information required to achieve these technical objectives.
Subsequent clauses specify the representation of knowledge in the context of a general DSA information model.

NOTE — The preceding statements represent technical objectives of the Directory. Realization of these technical objectives depends
on other matters (e.g., policy matters) in addition to a consistent configuration of knowledge in DSAs. Clauses 25 through 28
establish a framework to address some of these matters.

Annex P contains an illustration of the modelling of knowledge. The illustration is based on the hypothetical DIT given
in Figure 20.

22.3  Knowledge References

Knowledgg is that operational information held by a DSA that represents a partial description of the distributipn of entry
and entry-¢opy information held in other DSAs. Knowledge is used by a DSA to determine an appropriate-DSA to contact
when a request received from a DUA or another DSA cannot be satisfied with locally held information:

Knowledgg consists of knowledge references. A knowledge reference associates, either directly-or indirectly, the name
of a Directpry entry with a DSA holding the entry or a copy of the entry.

22.3.1 nowledge Categories

There are fwo categories of knowledge reference: master knowledge references andyshadow knowledge refergnces.

Master kngwledge is knowledge of the access point of the master DSA for a.naming context.

Shadow krjowledge is knowledge of DSAs holding replicated Directory, information; it may be distributed py shadow
suppliers tp shadow consumers by means of the replication proceduresdescribed in Rec. ITU-T X.525 | ISO/IEC 9594-9.
Shadow krjowledge is knowledge of the access point of a set of one‘or more shadow DSAs for a replicated ared (a naming
context or p portion thereof).

A DSA that is the object of shadow knowledge shall hold a commonly usable replicated area. One form of replicated area
that is commonly usable is a complete shadow copy of a naming context. An incomplete shadow copy of a nam|ng context
held by a PSA may be commonly usable if it is sufficiently complete to satisfy the interrogation requestq that users
commonly| make to the DSA. It is the responsibility‘of the administrative authority who causes shadow knowledge of a
DSA holding an incomplete copy of a naming context to be distributed that the replicated area be commonly yisable.

A given DSA may hold both master and shadow knowledge, the latter involving multiple shadow DSAs, regarding a
particular npaming context. The specific knewledge used in the processing of a request received from a DUA|or another
DSA, e.g.] in the name resolution process, is determined by a DSA specific selection procedure whereby the DSA
computes, fpased on any non-standardized criteria deemed appropriate by the administrative authority, an accdss point of
a DSA capable of progressing the\request.
NOTE + The Directory SpeCifications do not constrain how master and shadow knowledge is used by DSAs (other than indirectly
through| constraints on DSA: behaviour, for example, the dontUseCopy and copyshallbo service controls as specified in Rec.
ITU-T X.511 | ISO/IEC 9594-3).

22.3.2  KnowledgeReference Types

The knowlpdge possessed by a DSA is defined in terms of a set of one or more knowledge references where each reference
associates,lelther dirprrly or indirprﬂy, entries (nr pntry-rnlnipc) of the DIBR with the DSA which holds thaselentries (OI’

entry-copies).

A DSA may hold the following types of knowledge reference:
—  superior references;
—  immediate superior references;
—  subordinate references;
— non-specific subordinate references; and
—  cross references.
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A knowledge reference of a particular type shall be either a master or shadow knowledge reference.

In addition, a DSA that participates in shadowing as a shadow supplier and/or consumer may hold one or more of the
following types of knowledge reference:

—  supplier references; and

— consumer references.

These knowledge reference types are described below.

22.3.2.1 Superior References

A superior reference consists of:
—  the Access Point of a DSA.

Each non-]‘

of a refere
DMD, this
prefix has

22322 1

An immed

Immediate
binding to
operationa

22.3.2.3 S

A subordinate reference consists of:

All namin
subordinat

In the case

on the shaglowing agreement in effect.

22324 |

A non-spe

ce path to the root. Unless some method outside the standard is employed to ensure this, for examp

fewer RDNSs than the context prefix with fewest RDNs held by the DSA holding the reference.

mmediate Superior References

ate superior reference consists of:

the context prefix of a naming context that is immediately superior to.6ne held (as entries or en
by the DSA holding the reference;

the Access Point of the DSA holding that naming context (as entries or entry-copies).

superior references are an optional reference type that only, occur when there is a hierarchical
the referenced DSA (see clause 24 in Rec. ITU-T X.518 |ISO/IEC 9594-4). In the absence of sU
bindings, an immediate superior naming context may bereferenced by means of a cross reference

ubordinate References

a context prefix corresponding to a naming context immediately subordinate to one held (ag
entry-copies) by the DSA holding theeference;

the Access Point of the DSA holding that naming context (as entries or entry-copies).

O contexts immediately subordinate to naming contexts held by a master DSA shall be repr
b references (or non-specific-stibordinate references as described in 22.3.2.4).

where a DSA holds entry-copies, the subordinate naming contexts may or may not be represented,

Non-Specific Suberdinate References

Cific subordinate reference consists of:

the Aecess Points of a DSA that holds the entries (or entry-copies) of one or more immediately s
Naming Contexts.

irst level DSA (see 22.5) shall maintain at least one superior reference. The superior reference shall form part

le within a

shall be accomplished by referring to a DSA which holds a naming context or replicated area whgse context

fry-copies)

pperational
ch explicit

entries or

psented by

depending

ubordinate

This type ¢

freference is optional, to allow for the case in which a DSA is known to contain some subordinate

entries (or

entry-copies) but the specific RDNs of those entries (or entry-copies) is not known.

For each naming context that it holds, a master DSA may hold zero or more non-specific subordinate references. DSAs
accessed via a non-specific reference shall be able to resolve the request directly (either success or failure). In the event
of failure, a serviceError reporting a problem of unableToProceed is returned to the requestor.

In the case where a DSA holds entry-copies, the non-specific subordinate references may or may not be represented,

depending
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on the shadowing agreement in effect.
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22.3.2.5 Cross References
A cross reference consists of:
— aContext Prefix;
—  the Access Point of a DSA which holds the entries or entry-copies for that naming context.

This type of reference is optional and serves to optimize Name Resolution. A DSA may hold any number (including zero)
of cross references.

22.3.2.6 Supplier References

A supplier reference held by a shadow consumer DSA consists of:
—  the context prefix of the naming context from which the replicated area received from the shadow supplier

1o Adarnnnd-
o GCTriveos

+ the identifier of the shadowing agreement that the shadow consumer has established with|a shadow
supplier;

+  the Access Point of the shadow supplier DSA,;
+ anindication of whether the shadow supplier of the replicated area is or is not the'master; and
+ optionally, the access point of the master DSA if the supplier is not the master.

22.3.2.7 Consumer References

A consumdr reference held by a shadow supplier DSA consists of:

+  the context prefix of a naming context from which the replicated-area provided by the shadow|supplier is
derived;

4 the identifier of the shadowing agreement that the shadowrsupplier has established with a consyimer; and
+  the Access Point of the shadow consumer DSA.

22.4 Minimum Knowledge
It is a property of the Directory that each entry can be a¢ccessed independently of where a request is generated

It is also a|property of the Directory that, to achieve~adequate levels of performance and availability, some rgquests can
be satisfied using a copy of an entry, while otherrequests may only be satisfied using the entry itself (i.e., the ipnformation
held at the[master DSA for the entry).

To realize|these location independence properties of the Directory, each DSA shall maintain a minimum guantity of
knowledgd which depends on the particular configuration of the DSA.

The objectjve of these minimum-tequirements is to permit the distributed name resolution process to establish p reference
path, as a gontinuous sequence.of master knowledge references, to all naming contexts within the Directory.

It is also a|requirement that'the minimum knowledge consists of references that can be processed by the DSA (see 12.3
of Rec. ITU-T X.5194ISO/IEC 9594-5).

Beyond th¢se minimum requirements, additional knowledge may be employed to establish other reference paths to copies
of naming [cantexts. Cross reference knowledge (master and shadow) may be employed to establish optimizeff reference
paths to ngming contexts and copies of naming contexts.

The minimum knowledge requirements for DSAs are specified in 22.4.1-22.4.4.

22.4.1  Superior Knowledge

Each DSA that is not a first level DSA shall maintain at least one superior reference. Additional superior references may
be held for operational reasons as alternative paths to the root of the DIT.

22.4.2  Subordinate Knowledge

A DSA that is the master DSA of a haming context shall maintain subordinate or non-specific subordinate references of
category master knowledge to each master DSA holding (as master) an immediately subordinate naming context.
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22.4.3  Supplier Knowledge

For each shadow supplier DSA that supplies it with a replicated area, a shadow consumer DSA shall maintain a supplier
reference. If the shadow consumer's subordinate knowledge for the copy of the naming context is incomplete, it shall use
its supplier reference to establish a reference path to subordinate information. This procedure is described in clause 20 of
Rec. ITU-T X.518 | ISO/IEC 9594-4.

22,44  Consumer Knowledge

For each shadow consumer DSA that it supplies with a replicated area, a shadow supplier DSA shall maintain a consumer
reference.

22.5 First Level DSAs

The DSA feferenced by a SUpErior reference assumes the burden of establishing a reference path to all of the FIT that is

unknown tp the referring DSA. A DSA referenced by other DSAs may itself maintain one or more superior feferences.
This recur$ive superior referral process stops at a set of first level DSAs upon whom the ultimate responsibility for the
establishmgnt of reference paths falls.

A first levgl DSA is characterized as follows:
d) it does not hold a superior reference;

) it may hold one or more naming contexts immediately subordinate to,the)root of the DIT (ag master or
shadow DSA for the naming context); and

@) itholds subordinate references (of category master and/or shadow) and non-specific subordinatelreferences
(of category master and/or shadow) which account for all the naming contexts immediately subprdinate to
the root of the DIT which it does not itself hold.

The administrative authorities for first level DSAs are jointly responsible for the administration of the immediate
subordinatgs of the root of the DIT. This set of subordinate references is called the root naming context. The procedures
governing [this joint root naming context are determined by multifateral agreements which are outside the scope of these
Directory $pecifications.

The subordlinate references making up the root naming context are conceptually placed in DSA specific entrjes (DSES)
immediate]y subordinate to the root DSE (see 24.2). The DSE type shall be subr.

NOTE + In a related entries environment, it is possible that some first-level entries will have the same name, creat{ng multiple
DITs. The administrative authorities for the associated first level DSAs are jointly responsible for the administration of{these DITs.

To limit the quantity of interrogation requests that might be directed to a master first level DSA (i.e., a DSJA that is a
master forja naming context immediately.subordinate to the root of the DIT), it is possible to establish shadowy first level
DSAs for fhat master first level DSA. Such shadow DSAs hold copies of the entries and the root naming context held in
its master (or supplier) first level DSA. They therefore may serve as a superior reference for non-first level DEAs.

22.6 nowledge references to LDAP servers

LDAP dogs not have the-concept of knowledge references. However, DSA may have knowledge reference$ to LDAP
servers in the form af Subordinate references, non-specific subordinate references and cross references. An LIDAP server
may also be included in the root context held by first level DSAs.

The referepees to an LDAP server may be both of category master and/or shadow.

23 Basic Elements of the DSA Information Model

23.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
23.1.1  DSA information tree: The set of all DSEs held by a DSA when viewed from the perspective of their names.

23.1.2 DSA shared attribute: An operational attribute in the DSA information model associated with a particular
name whose value or values, if held by several DSAs, are identical (except during periods of transient inconsistency).
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23.1.3 DSA specific attribute: An operational attribute in the DSA information model associated with a particular
name whose value or values, if held by several DSAs, need not be identical.

23.1.4  DSA specific entry (DSE): The information held by a DSA that is associated with a particular name; the DSE
may (but need not) contain the information associated with the corresponding Directory entry.

23.1.5 DSE type: Anindication of the particular purpose of a DSE; a DSE may serve multiple purposes and thus have
multiple types.

23.2 Introduction

The Directory information model describes how the Directory as a whole represents information about objects having a
distinguished name and optionally alias names. In its description of the DIT, entries and attributes, the composition of the
Directory as a set of potentially cooperating DSAs is abstracted from the model.

The DSA ipformation model, on the other hand, is especially concerned with DSAs and the information that must be held
by DSAs ip order that the set of DSAs comprising the Directory may together realize the Directory infotmation model. It
is concerngd with:

+ how Directory information (object and alias entries and subentries) is mapped onte.DSAsS;
+ how copies of Directory information may be held by DSAs;

+  the operational information required by DSAs to perform name resolution-and operation evalugtion; and
-+  the operational information required by DSASs to engage in shadowing.and to use shadowed information.

The purpose for modelling a representation of DSA operational information such.as’knowledge is to establish the general
frameworHK for management access to DSA operational information.

23.3 I[DSA Specific Entries and their Names

In the DSA information model, the information repositories holding the information associated with a particulgr name are
termed DS]A Specific Entries (DSEs). Directory entries exist inithe DSA information model only as information elements
from which DSEs may be composed. Operational attributeszspecific to the DSA information model comprise the other
variety of Information element from which DSEs may be<Composed.

If a DSA hplds any information concerning a name.directly (i.e., information held in a repository identified by|the name),
it is said td know or have knowledge of that name:

For each name known by a DSA, all the information held by the DSA directly associated with the name other than the
name itself is represented by one DSE,-This latter information (i.e., the RDN and its relationship to the DIT) is not
representegl explicitly as attributes in the' DSA information model; the set of names known by a DSA constitutefan implicit
fabric on which the associated DSEs-can be considered to be attached.

NOTE + One consequence of the\way the DSA information model handles names is that, for DSEs that are not of typq entry, alias
or suberntry, the AVA(S) expressing the RDN of the DSE is not modelled as held in (an) attribute(s).

The set of fall names known.by a DSA, together with the information associated with each name, when viewgd from the
perspectivg of these names, is termed the DSA information tree for that DSA. A DSA information tree is ¢lepicted in
Figure 21.
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Figure 21 — A DSA Infarmation Tree

um information that a DSA may associate with@name, and thus know the name, consists of an ex
e for which the name is known (i.e., the role played by the name in the operation of the DSA knowi
represented in the DSA information modePby the DSA specific attribute, dseType.

, @ DSE may hold other informatigmassociated with the name such as an entry or entry-copy, O
nd DSA specific attributes.

A DSE directly representing a Directory entry contains the user and operational attributes cor
to that Directery-entry (as depicted in DSE 2 in Figure 21). The DSE may also contain DSA
DSA specific attributes.

A DSE(representing a portion of an entry (as a result of shadowing) contains some of th
operational attributes corresponding to the Directory entry, DSA specific attributes and may a|
DSAshared attributes.

A'subentry DSE representing, for example prescriptive ACI or collective attributes, contains t

pression of
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The DSE may also contain DSA shared and DSA specific attributes.

Figure 21).

A DSE representing no Directory entry information contains only DSA shared and/or DSA specific

attributes (as depicted in DSEs 1 and 4 in Figure 21). For example, a DSE representing a s

ubordinate

reference may have a DSA shared attribute that indicates the master access point and a DSA specific

attribute to indicate that the DSE is a subordinate reference.

NOTE 3 — The DSE is a conceptual entity which facilitates the specification and modelling of information components in a
consistent and convenient way. Although DSEs are said to "hold" or "store" information, this is not intended to impose any
particular constraints or data structure on implementations.
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23.4 Basic Elements

A DSE is comprised of three basic elements: the DSE type, some number of DSA operational attributes (the DSE type is
one of these) and optionally an entry or entry-copy.

23.4.1 DSA Operational Attributes

Two varieties of operational attribute occur in the DSA information model that do not correspond to information in
Directory entries. Those are DSA shared and DSA specific attributes.

A DSA shared attribute is an operational attribute in the DSA information model associated with a particular name whose
value or values, if held by several DSAs, are identical (except during periods of transient inconsistency). A DSA may
hold a shadow-copy of a DSA shared attribute.

A DSA specific attribute is an operational attribute in the DSA information model associated with a particular name whose
value or Values, if held by several DSAs, need not be identical. A DSA specific attribute represents pperational
informatioh that is specific to the functioning of the DSA holding it. A DSA cannot hold a shadow-copy of'aD$A specific
attribute.

NOTE + While a shadow-supplier DSA may provide a shadow-consumer DSA with a DSA specific attribute; this is gonceptually

not a shedow-copy of information held by the supplier but, rather, information produced by the supplier for the consumer which
the conjumer may then use and modify.

23.4.2  IDSE Types

The type If a DSE, represented in the DSA information model by the DSA specific operational attribute| dseType,
indicates the particular purpose (or role) of a DSE. This purpose is indicated by-the named bits of the single alue of the
dseType @ttribute. As a DSE may serve several purposes, several named bits-of the dseType attribute may be set to
represent these purposes. A number of combinations of named bits that areikely to occur are specified in Anpex O.

The phrasq "a DSE of type X" is used in the Directory Specifications tosindicate that the named bit x of the DSE's dseType
attribute has been set. For a DSE of type X, other named bits may ofmay not be set, as required. The alternate phrase "the
DSE type Includes x" may also be used.

The syntadtic specification of the dseType operational attribute may be expressed using the attribute notation ps follows:

dseType ATTRIBUTE ::= {
WITH SYNTAX DSEType
EQUALIITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE dSAOpernation
ID id{doa-dseType }

This DSA ppecific operational attribute is managed by the DSA itself.

The ASN.1 type that represents.the syntax of the possible values of the dseType attribute is DSEType. Its dfinition is:

DSEType |: := BIT STRING {

root (0), -- root DSE

glue (1), -- represents knowledge of a name only

cp (2), -- context prefix

entry (3), -- object entry

alias (4), -- alias entry

subr (5), -- subordinate reference

nssr (6), -- non-specific subordinate reference

supr (7), -- superior reference

Xr (8), -- cross reference

admPoint (9), -- administrative point

subentry (10) , -- subentry

shadow (11) , -- shadow copy

immSupr (13), -- immediate superior reference

rhob (14) , -- rhob information

sa (15) , -- subordinate reference to alias entry

dsSubentry (16) , -- DSA Specific subentry

familyMember (17), -- family member

ditBridge (18) } -- DIT bridge reference
--writeableCopy (19) writeable copy (currently not used)
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The values of DSEType are:

a)

b)

c)

)

VNI oY Y R A DX otk +
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root: The root DSE contains DSA specific attributes, used by the DSA, that characterize that DSA as a
whole. The name corresponding to the root DSE is the degenerate name consisting of a sequence of zero
RDNSs.

NOTE - Information that characterizes a DSA that is to be made available via the Directory abstract service is
contained in the DSA's entry. A DSA may, but need not, hold its own entry or a copy of its own entry.

glue: A glue DSE represents knowledge of a name only. A DSA holding a context prefix DSE or a cross
reference DSE may hold glue DSEs to represent the names of the superiors of the context prefix or cross
reference DSE if no other operational information (e.g., knowledge) is associated with those names. This
is illustrated in Figure 22. A DSE of type glue shall not have any other DSEType bit set.

cp: The DSE representing the context prefix of a naming context.

alias: A DSE that holds an alias entry.
subr: A DSE that holds a specific knowledge attribute to represent a subordinate referepce.

nssr: A DSE that holds a non-specific knowledge attribute to represent a non-specific qubordinate
reference.

supr: A DSE that holds a specific knowledge attribute to represent the DSAs)superior referenges.
xr: A DSE that holds a specific knowledge attribute to represent a cross reference.
admPoint: A DSE corresponding to an administrative point.

subentry: A DSE that holds a subentry.

shadow: A DSE that holds a shadow-copy of an entry‘(or part of an entry) or other ipformation
(e.g., knowledge) received from a shadow-supplier; thissiamed bit is set by the shadow consunper.

immSupr: A DSE that holds a specific knowledge atttibute to represent an immediate superior |reference.

rhob: A DSE that holds administrative point and\subentry information received from a superigr DSA in a
Relevant Hierarchical Operational Binding (i., in either a Hierarchical Operational Binding|or a Non-
specific Hierarchical Binding as describedtin clauses 24 and 25 of Rec. ITU-T X.518 | ISO/IEC 9594-4).

sa: A qualifier of a subr DSE indicating that the subordinate naming context entry is an alias.
dsSubentry: A DSE that holds a DSA specific subentry.

familyMember: A DSE that holds a family member.

ditBridge: A DSE that'holds a DIT bridge reference.

The use offthis operational attribute to.represent aspects of the DSA information model is described in clause P3.

24 [Representationof DSA Information

This clausg treats the-rgpresentation of DSA information. It describes the representation of DSA operational ipformation

(knowledgg), Directory user information and Directory operational information.

24.1 Representation of Directory User and Operational Information

This clause specifies the representation of Directory user and Directory operational information in the DSA information

model.
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24.1.1  Object Entry

An object entry is represented by a DSE of type entry which contains the user and Directory operational attributes
associated with the Directory entry. The name of the DSE is the name of the object entry (i.e., the object's distinguished

name).

If the DSE

holds a copy of the entry, the DSE type includes shadow.

24.1.2  Alias Entry

An alias entry is represented by a DSE of type alias which contains the attributes associated with the alias entry (i.e.,
the RDN attributes and the aliased object name attribute). The name of the DSE is the name of the alias entry.

If the DSE

holds a copy of the alias entry, the DSE type includes shadow.

2413 4

An admini
administra

If the DSH
informatio

2414 9

A subentry
with the sy

If the DSE

2415 §

Administrative Point

strative point is represented by a DSE of type admPoint which contains the attributes asSociate
five point. The name of the DSE is the name of the administrative point.

N, the DSE type includes shadow.

ubentry

is represented by a DSE of type subentry which contains the operational and user information
bentry. The name of the DSE is the name of the subentry.

holds a copy of the subentry, the DSE type is subentry and shadow.

Family member

A family

type entry; it is the only family member that is permitted to have this DSE type.

24.2

A knowle
operationa
referenced

The name
if they are
a shadow,
name of th

NOTE -

2421 |
DSA oper3

ember (including the ancestor) is represented by a DSE of type familyMember. The ancestor alsg

epresentation of Knowledge References

ge reference consists of a DSE of anappropriate type which holds a correspondingly approq

DSA.

bresent in the context prefix‘ef'the naming context held by the referenced DSA. In the case of a DSH

b DSE shall include all distinguished names.
Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is

Knowledge Attribute Types

tional attributes are defined in the DSA information model to express a DSA's:
knowledge of its own access point;

superior knowledge;

—  specific knowledge (its subordinate references);

— non-specific knowledge (its non-specific subordinate references);

—  knowledge of its supplier(s), optionally including the master, if it is a shadow consumer;

—  knowledge of its consumer(s) if it is a shadow supplier;

—  knowledge of secondary shadows, if it is a shadow supplier; and

—  knowledge of another DIT.

Obiject Identifier values are assigned in Annex F for these operational attributes.
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24.2.1.1 My Access Point

The myAccessPoint operational attribute type is used by a DSA to represent its own access point. It is a DSA specific
attribute. All DSAs shall hold this attribute in their root DSE. It is single-valued and managed by the DSA itself.

myAccessPoint ATTRIBUTE ::= ({
WITH SYNTAX AccessPoint
EQUALITY MATCHING RULE accessPointMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-myAccessPoint }

The ASN.1 type AccessPoint is defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. Its ASN.1 specification is reproduced
here for the_convenience of the reader.

AccessPgint ::= SET ({
ae-title [0] Name,
addres|s [1] PresentationAddress,

protodolInformation [2] SET SIZE (1..MAX) OF ProtocolInformation OPTIONAL,
- [6] Not to be used
}

How a DSA obtains the information held in myAccessPoint is not described in the Difectory Specifications
An attribute of the myAccessPoint attribute type shall be held in a DSE of type xoot’.

The infornpation held in myAccessPoint may be employed in the DOP when-€stablishing or modifying an ¢perational
binding.

24.2.1.2 $uperior Knowledge

The supegiorKnowledge operational attribute type is used by asnon-first level DSA to represent its superior feferences.
It is a DSA specific attribute. All non-first level DSAs shall hold this attribute in their root DSE. It is multi-jalued and
managed Ry the DSA itself.

superiorKnowledge ATTRIBUTE ::= {
WITH SYNTAX AccessPoint
EQUALIITY MATCHING RULE accessPointMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
iD id-doa-superiorKnowledge }

A DSA may acquire the information’ held in superiorKnowledge by means not described in the| Directory
Specificatipns. It might also construct it from its immediate superior references, e.g., from its immediafe superior
reference Wwhose context prefixhas the least number of RDNSs in its name.

The supefiorKnowledge attribute type is held in a DSE of type root.

The infornpation held-in’superiorknowledge may be employed by a DSA when constructing a continuatiop reference
returned i a DAP er-DSP referral or when performing chaining.

24.2.1.3 $pecific Knowledge

Specific knowledge consists of The acCess points Tor the master DSA 0T a naming coniext and/or shadow DSAS for that
naming context. It is specific because the context prefix of the naming context is known and associated with the access
point information. Specific knowledge is represented by the specificKnowledge oOperational attribute type. It is a
DSA shared attribute, is single-valued, and managed by the DSA itself.

specificKnowledge ATTRIBUTE ::= {
WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE distributedOperation
ID id-doa-specificKnowledge }
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The ASN.1 type MasterAndShadowAccessPoints is defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. Its ASN.1
specification is reproduced here for the convenience of the reader.

received in

B.

MasterAndShadowAccessPoints ::= SET SIZE (1..MAX) OF MasterOrShadowAccessPoint
MasterOrShadowAccessPoint ::= SET {
COMPONENTS OF AccessPoint,
category [3] ENUMERATED {
master (0),
shadow (1)} DEFAULT master,
chainingRequired [5] BOOLEAN DEFAULT FALSE,
}
A DSA may acquire the information held in specificKnowledge by means not described in the Directory
Specificatipns.tn-the case of a crossreference (DSE of type itmight also construct it from information
the crossReference component of ChainingResults of a DSP reply. In the case of a subordinate refefente (DSE of
type subr), it might construct it from information received in the DOP when establishing or modifyingiaHO
The specificKnowledge attribute type is held in a DSE of type subr, immSupr, or xr. It is used by a DSA

subordinat

b, immediate superior and cross references.

The infor

returned inla DAP or DSP referral (or when performing chaining) and when constructing'Shadowed DSA Spec
(SDSESs) of type subr, immSupr, Or xr provided in the DISP.
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e same one or more haming contexts. It is non-specific becausethe context prefixes of the naming
known. The immediate superior of the naming context(s) is known, however, and the access point i
d with its name. Non-specific knowledge is represented by the nonSpecificKnowledge operation
DSA shared attribute, is multi-valued and managed by.the DSA itself.

ficKnowledge ATTRIBUTE ::= {

[YNTAX MasterAndShadowAécessPoints

TY MATCHING RULE masterAndShadowAccessPointsMatch
R MODIFICATION TRUE

distributedOperation
id-doa-nonSpecificKnowledge }

brAndShadowAccessPointsg, Value consists of an access point for a master DSA holding on
b naming contexts, and zerd_oy'more access points of DSAs holding shadows of some or all of the

ay acquire the infgrmation held in nonSpecificKnowledge by means not described in the
pns. In the case of a non-specific subordinate reference (DSE of type nssr), it might also constr
N received in the/DOP when establishing or modifying a NHOB.

becificKnpwledge attribute type is held in a DSE of type nssr. It is used to represent n
b references.
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provided in the DISP.

24.2.1.5 Supplier Knowledge

nation held in nonspecificKnowledge may be employed by a DSA when constructing a continuation
mmmmwmw i i i type nssr

The supplier knowledge of a shadow consumer DSA consists of the access point(s) and shadowing agreement identifier(s)
for its supplier(s) of a copy (or copies) of a replicated area. Optionally, if the supplier is not the master of the naming
context from which a replicated area is derived, the access point of the master may be included in supplier knowledge.
Supplier knowledge is represented by the supplierKnowledge operational attribute type. It is DSA specific, multi-
valued and managed by the DSA itself.
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The ASN.1 syntax for a value of supplierKnowledge is SupplierInformation. A value of this attribute is composed
of a shadow supplier DSA's access point and the agreement ID of the shadowing agreement between the supplier DSA
and the consumer DSA holding the DSA specific attribute (expressed as a value of the type supplierOrConsumer),
an indication of whether the supplier of the replicated area is or is not the master of the naming context from which it is
derived, and, if not, optionally, the access point of the master DSA.

Supplie

rOrConsumer ::= SET {

COMPONENTS OF AccessPoint, -- supplier or consumer
agreementID [3] OperationalBindingID,

}

Supplie

rInformation ::= SET {

COMPONENTS OF SupplierOrConsumer, -- supplier

suppl

non-supplying-master [5] AccessbPoint OPTIONAL,

}

supplie
WITH
EQUAL

jer-is-master [4] BOOLEAN DEFAULT TRUE,

rKnowledge ATTRIBUTE ::= {
SYNTAX SupplierInformation
ITY MATCHING RULE supplierOrConsumerInformationMatch

NO USHER MODIFICATION TRUE

USAGE
ID

A DSA

dSAOperation
id-doa-supplierKnowledge }

may acquire the information held in supplierKnowledge by meadnsvhot described in the

Specificatipns. A shadow consumer DSA might also construct it from information.received in the DOP when ¢
or modifyihg a shadowing agreement.

The supplierKnowledge attribute type is held in a DSE of type cp, is used to represent one or mo
references] All shadow consumer DSAs shall hold a value of this attribute for each shadowing agreement they

asa conSL:Iwer.
The infornpation held in supplierknowledge may be employed by a DSA when constructing a continuatio
returned it} a DAP or DSP referral. The agreementID component (its type, OperationalBindingID, iS
28.2) of sypplierKnowledge is required in the operations of the DOP for managing a shadowing agreemen

the DISP

24.2.1.6

perations.

onsumer Knowledge

The consuiner knowledge of a shadow supplier DSA consists of the access point(s) and shadowing agreement i
for the consumer(s) of a copy (or copies).of’a naming context provided to them by the supplier. Consumer kn
representegl by the consumerknowledge operational attribute type. It is DSA specific, multi-valued and man

DSA itself

The ASN.[L syntax for a valué_0f consumerKnowledge iS ConsumerInformation (Which has the samg

Supplie
Consume
consume

WITH
EQUAL

rorConsumer, Qut\refers to a consumer access point).
rInformation ::= SupplierOrConsumer -- consumer

rKnowledge ATTRIBUTE ::= {
S[YNTAX ConsumerInformation

Directory
stablishing

(e supplier
engage in

N reference
defined in
t and in all

Hentifier(s)
pwledge is
ged by the

syntax as

ITY MATCHING RULE supplierOrConsumerInformationMatch

NO USER MODIFICATION TRUE

USAGE
ID

dSAOperation
id-doa-consumerKnowledge }

A DSA may acquire the information held in consumerKnowledge by means not described in the Directory
Specifications. A shadow supplier DSA might also construct it from information received in the DOP when establishing
or modifying shadowing agreements.

The consumerKnowledge attribute type is held in a DSE of type cp. It is used to represent one or more consumer
references. All shadow supplier DSAs shall hold a value of this attribute for each shadowing agreement they engage in
as a supplier.

The agreementID component of consumerKnowledge iS required in the operations of the DOP for managing a

shadowin
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24.2.1.7 Secondary Shadow Knowledge

Secondary shadow knowledge consists of information a supplier DSA (e.g., a master DSA) may choose to maintain
regarding consumer DSAs that are engaged in secondary shadowing from its perspective. Secondary shadow knowledge
is represented by the secondaryShadows operational attribute type. It is DSA specific, multiple-valued and managed
by the DSA itself. The ASN.1 syntax for a value of secondaryShadows iS SupplierAndConsumers. It consists of the
access point of a shadow supplier and a list of its direct consumers.

SupplierAndConsumers ::= SET {
COMPONENTS OF AccessPoint, -- supplier
consumers [3] SET OF AccessPoint,
}
secondaryShadows ATTRIBUTE ::= {
WITH SYNTaX SuppiierAndConsumers

EQUALIITY MATCHING RULE supplierAndConsumersMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

iD id-doa-secondaryShadows }

The consymers component of SuppliersAndConsumers contains only access points of DSAS that hold commonly
usable copjes of a replicated area.

A supplien DSA may obtain the information required to construct values of this attribute from a consumér DSA by
following 1he procedure described in 23.1.1 of Rec. ITU-T X.518 | ISO/IEC 9594-4,

The secondaryshadows attribute type is held in a DSE of type cp.

Support fof secondary shadow knowledge is optional.

24.2.1.8 DIT Bridge Knowledge

A master DSA of a naming context in another DIT is represented by a ditBridgeKnowledge, Which cdnsists of a
domain ifentifier and its access point. The dITBridgeKnowledge oOperational attribute comtains the
DITBridgeKnowledge Of all known such DSAs. It is a multi-valued, DSA shared attribute and is managed Qy the DSA
administrator. This attribute is held in a DSE of type root, which additionally gets the DSE type ditBridge for DIT
bridge refgrence.

ditBridgeKnowledge ATTRIBUTE ::= {
WITH SYNTAX DitBridgeKnowledge
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
D id-~doa-ditBridgeKnowledge }

The ASN.] type DitBridgeKnowledge is defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. Its ASN.1 spedification is
reproduced here for the convenience of the reader.

DitBridgeKnowledge —: := SEQUENCE {
domaiagocalID UnboundedDirectoryString OPTIONAL,
accesslPoints MasterAndShadowAccessPoints,

}
The informatiomhetdimattertdgeKknowtedge wittbeemptoyed-by the D SA-whenperformimg—a—Search operation

involving related entries.

24.2.1.9 Matching Rules

Four equality matching rules for the preceding knowledge attributes are specified below. They apply to attributes with
syntaxes of types AccessPoint, MasterAndShadowAccessPoints, SupplierInformation,
ConsumerInformation and SuppliersAndConsumers
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24.2.1.9.1 Access Point Match

The Access Point Match rule is specified as:

accessPointMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-accessPointMatch }

The accessPointMatch matching rule applies to attribute values of type AccessPoint . A value of the assertion syntax
is derived from a value of the attribute syntax by using the value of the [0] context specific tag (Name) component. Two
values are considered to match for equality if the Name component of each match using the matching procedure for

DistinguishedName Vvalues.

24.2.1.9.2 Master And Shadow Access Points Match

The Mastef and Shadow Access Point Match equality matching rule is specified as:
masterAndShadowAccessPointsMatch MATCHING-RULE ::= {

SYNTAX SET OF Name

ID id-kmr-masterShadowMatch }
The sterAndShadowAccessPointsMatch matching rule applies  to attributes

of  type

MasterAndShadowAccessPoints. A value of the assertion syntax is derived from a valte of the attributg syntax by

removing the category and address components of each SET in the SET OF MasterorShadowAccessPolints. TWO
such values are considered to match for equality if both values have the same number of SET OF elements| and, after
ordering the sET OF elements of each in any convenient fashion, the ae-title/component of each pair ¢f SET OF
elements npatches using the matching procedure for distinguishedNameMatch.
24.2.1.9.3 [Supplier or Consumer Information Match
The Suppljer or Consumer Information Match rule is specified as:
supplierOrConsumerInformationMatch MATCHING-RULE)": := {
SYNTAX SET {
ae-title [0] Name,
agreement-identifier [2] INTEGER}
iD id-kmr-supplierConsumerMatch /}
The sugplierOrConsumerInformationMatch matching rule applies to attribute values | of type
Supplier[Information Of ConsumerInformation (and other attributes having values compafible with
Supplier[Information Or ConsumerInformation). A value of the assertion syntax is derived from a vplue of the

attribute syntax by selecting the seT components with tags that match the seT components of the assertion syntax. Two
such valuep are considered to match for equality if the ae-title component of each (after removing the explicit [0] tag

information) matches using the_matching procedure for bistinguishedName values and the identifier

Component

contained |n the agreement eomponent of each (after removing the explicit [2] and SEQUENCE tag information) matches

using the matching procedure-for INTEGER values.

24.2.1.9.4 [Suppliers-ahd Consumers Match

The Supplijer and"*€onsumers Match rule is specified as:

suppliquEEConsumersMatch MATCHING-RULE ::= ({

SYNTAX Name
iD id-kmr-supplierConsumersMatch }

The Supplier and Consumers Match rule applies to attribute values of type SupplierAndConsumers

attributes having values compatible with SupplierAndConsumers). Two such values are considered to
equality if the ae-title component of each (after removing the explicit [0] tag information) matches using th
procedure for DistinguishedName Values.

24.2.2  Knowledge Reference Types

This subclause specifies the representation of knowledge in the DSA information model.
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24.2.2.1 Self Reference

A self reference represents a DSA's knowledge of its own access point. It is represented by a value of the attribute
myAccessPoint held in the DSA's root DSE, a DSE of type root.

24.2.2.2 Superior Reference

A superior reference is represented by a DSE of type supr and root which contains a superiorKnowledge attribute.
Since a superiorKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several superior references.

24.2.2.3 Immediate Superior Reference

An immediate superior reference is represented by a DSE of type immSupr which contains a specificKnowledge
attribute. The name of the DSE halding the attribute corresponds ta the context prefix of the naming context held by the

referenced|superior DSA.

Since a sgecificKnowledge attribute value may contain access points of several DSAs, it may thereforg represent
several immediate superior references, at most one of category master and zero or more of categary shadow,

If the DSE|holding the immediate superior reference is received from a shadow supplier, the DSE type includgs shadow.

24.2.2.4 $ubordinate Reference

A subordi;rate reference is represented by a DSE of type subr which contains a spéeificKnowledge attfibute. The
name of thhe DSE holding the attribute corresponds to the context prefix of the relevant naming context Held by the
referenced|subordinate DSA.

Since a sgecificKnowledge attribute value may contain access points(f*several DSAs, it may thereforg¢ represent
several suljordinate references, at most one of category master and zefe/or more of category shadow.

If the DSH holding the subordinate reference is shadowed information, received from a shadow supplier, thg DSE type
includes shadow.

The DSE may also include immsupr in a DSA holding two naming contexts, one superior to the other, which arg separated
by a third gingle-entry naming context held in another DSA. An example of this situation is depicted in Annex P.

24.2.2.5 Non-Specific Subordinate Reference

A non-spegific subordinate reference is represented by a DSE of type nssr (and entry normally) which|contains a
nonSpecilficKnowledge attribute. The pame of the DSE holding the attribute corresponds to the name [formed by
eliminating the final RDN of the context\prefixes of the naming context held by the referenced subordinate DEAs.

Since a nohSpecificKnowledge attribute value may contain access points of several DSAs, it may thereforg represent
several nof-specific subordinate-feferences, at most one of category master and zero or more of category shadow. Each
nonSpecilficKnowledge attribute value represents a related set of non-specific subordinate references — thHe DSAs of
category shadow hold one ar'more replicated areas derived from the naming context(s) held by the DSA qf category
master.

If the DSE|holding the’non-specific subordinate reference is shadowed information, received from a shadow-s{ipplier, the
DSE type Includes‘shadow.

The DSE ipcludes shadow in the situation of a shadow DSA when the DSE corresponds to an entry for whichlthe master
DSA has non-specific subordinate knowledge and for which only the nonspecificKnowledge attribute for the non-

specific subordinate reference is shadowed.

The DSE includes cp and shadow in the situation of a shadow DSA whose replicated area does not include the context
prefix entry and the master DSA for the naming context has non-specific subordinate knowledge for the context prefix.

The DSE includes admPoint and shadow in the situation of a shadow DSA when the DSE corresponds to an
administrative point, the entry information for the administrative point is not shadowed, and the master DSA for the
naming context has non-specific subordinate knowledge for the administrative point.

When the administrative point coincides with a context prefix in the preceding two cases, the DSE may include
admPoint, cp and shadow.
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24.2.2.6 Cross Reference

A cross reference is represented by a DSE of type xr which contains a specificKnowledge attribute. The name of the
DSE holding the attribute corresponds to the context prefix of the naming context held by the referenced DSA.

Since a specificKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several cross references, at most one of category master and zero or more of category shadow.

24.2.2.7 Supplier Reference

A supplier reference is represented by a DSE of type cp which contains a supplierKnowledge attribute. The name of
the DSE holding the attribute corresponds to the context prefix of the shadowed naming context.

Since a supplierKnowledge attribute may have several values, it may represent several supplier references. Each
attribute value represents one supplier reference.

24.2.2.8 Consumer Reference

A consumgr reference is represented by a DSE of type cp which contains a consumerKnowledge attribute] The name
of the DSH holding the attribute corresponds to the context prefix of the shadowed naming context,

Since a cdnsumerKnowledge attribute may have several values, it may represent severalklconsumer referehces. Each
attribute vlue represents one consumer reference.

24.3 Representation of Names and Naming Contexts

24.3.1 NNames and Glue DSEs

As describpd in 23.3, the minimum information that a DSA may associate with a name is the purpose for which it holds
the name, fepresented by a DSE holding a value of the attribute dseType. When a DSE contains only such{a minimal
informatiop, its DSE type shall be glue. In this case, the DSE shafl/not hold an entry or subentry (or a shadgw-copy of
an entry orl subentry) or a DSA shared attribute.

Glue DSE{ arise in the DSA information model to represent pames that are known by a DSA as a consequence|of holding
informatioh associated with other names. For example,*Consider the cross reference depicted in Figure 22| The DSA
holding this cross reference also "knows" (in the sense_described in 23.3) the names that are superior to the context prefix
name assofiated with the cross reference. When np'6ther information is associated with such superior namgs, they are
representedl in the DSA information model by glue DSEs.

24.3.2 INaming Contexts

A naming fontext consists of a context.prefix, a subtree of zero or more entries subordinate to the context pref|x (the root
of the subtfee), and, if there are naming contexts subordinate to it, subordinate and/or non-specific subordinate| references
sufficient o constitute full subordinate knowledge.

A context prefix is represented/by a DSE of type cp. If the context prefix corresponds to an entry, the DSE type includes
entry. If |t corresponds«o,an alias, the DSE type includes alias. If the context prefix corresponds to an administrative
point, the DSE type jncltudes admPoint.

The subtrde of entries and subentries subordinate to the context prefix is represented by DSEs as describedl in 24.1.1
to 24.1.5.

The representatiom of the subordimate knmowledge of the Taming comtext s Tepresented by DSEsasdescribedin 24.2.2.

A replicated area (a shadow-copy of all or part of a naming context) is represented as above except that the DSE type
includes shadow in each DSE for which user or operational attributes are received from the shadow supplier. In the case
of incomplete replicated areas, DSEs of type glue may occur to represent a bridge between the separate pieces of the
shadowed information. No user or operational attributes are associated with these (or any) glue DSEs.
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Figure 22 illustrates an example of the mapping of a portion of the DIT (that corresponding to a naming context) onto the
information tree of a DSA. In addition to the naming context information itself, the DSA's root DSE containing its superior
reference (this is not the DSA information tree for a first level DSA), a glue DSE and a DSE representing a reference
(either a cross reference or an immediate superior reference) to an immediately superior naming context are also depicted.
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Figure 22 — DSEsfor a Naming Context
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SECTION 11 — DSA OPERATIONAL FRAMEWORK

25 Overview

25.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

25.1.1  cooperative state: With respect to a second DSA, the state of a DSA for which an operational binding instance
has been established and has not been terminated.

25.1.2  directory operatlonal framework Prowdes the framework from which specmc operatlonal models concerned
with particptar-aspeets-{e-g--shadewinger-creating-ahamingeontext-of-the-operation-of-the-compenen  Directory
(DSAs) mpy be derlved by appllcatlon of the framework It factors out common elements WhICh are‘prgsent in all
interactionp between Directory components.

on-cooperative state: With respect to a second DSA, the state of a DSA prior to the establishment pr after the
of an operational binding instance.

25.1.4  gperational binding: A mutual understanding between two DSAs that, once~géstablished, expresses their
"agreement" subsequently to engage in some sort of interaction.

25.1.5 gperational binding establishment: The process of establishing an operational binding instance.
25.1.6  gperational binding instance: An operational binding of a specific typebetween two DSAS.

25.1.7 gperational binding management: The process of establishing;~terminating or modifying an instance of an
operationa) binding. This management may be achieved via information exchanges defined by Directory Spetifications,
via exchanges defined in other Specifications, or by other means.

25.1.8  qperational binding modification: The process of madifying an operational binding instance.
25.1.9 gperational binding termination: The process of-terminating an operational binding instance.

25.1.10 qperational binding type: A particular type of-operational binding specified for some distinct purpose, that
expresses the "agreement"” of two DSAs to engage in-specific types of interaction (e.g., shadowing).

25.2 ntroduction

This Direqtory Specification defines application protocol information exchanges and associated DSA procgdures that
define the|[distributed operation of the.Directory. Clauses 25 through 28 define a DSA operational framework which
models ceftain common elements in these information exchanges and procedures.

Two DSAY interact in a coopefative manner because, in addition to their technical capacity to exchange information and
perform piocedures associated with these exchanges, each has been configured to accept certain interactiofs with the
other.

These clayses are concérned with the expression of a common framework for the specification of the structure of the
elements of the cogperation between two DSAs.

One objecti ive of this framework is that it be suff|C|entIy general to account for all of the forms of DSA coopetation to be
defined in Directory
Specifications to define shadowing and hierarchical operational blndlng types.

26 Operational bindings

26.1 General

This clause is concerned with the definition of a general framework, the DSA operational framework, within which the
specification of the nature of the cooperative interactions of components of the Directory (DSAS) may be structured in
order to achieve a commonly agreed objective.
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The general framework factors out common features which characterize all interactions between DSAs. By applying the
DSA operational framework to specific aspects of cooperative interaction between DSAs, the resulting specifications will
be both concise and consistent so that the overall number of mechanisms a DSA shall support will be reduced.

The mutual understanding between two DSAs that, once established, expresses their "agreement" subsequently to engage
in some sort of interaction is termed an operational binding. Two DSAs may share as many operational binding instances
of a specific type as are required.

The DSA operational framework provides a common approach to the definition of an operational binding type. An
operational binding type is a particular type of operational binding specified for some distinct purpose, that expresses the
"agreement” of two DSAS to engage in specific types of interaction (e.g., shadowing). This interaction allows operations
from a well-defined set to be invoked by one or the other party to the agreement.

Two partrcular DSAs that have reached such an agreement share an operatlonal brndrng mstance of a specific
operationajbine ve—Fh : 5 ee 5 . a-binding type.

Prior to the establishment or after the termination of an operational binding instance, two DSAs are said-{0bé jn the non-
cooperativg state.

Operationgl binding management is the process of establishing, terminating or modifying an instance of an gperational
binding. This management may be achieved via information exchanges defined by these Diféctory Specifidations, via
exchanges|defined in other Specifications, or by other means.

These gengral concepts are depicted in Figure 23.

DSA DSA
\\
X.501(12)_F23

Agreement @ // Operations
C] Operational binding —> Initiation

Figure 23 — An operational binding

26.2 Application of the;operational framework

The applicption of the DSA operational framework to define an operational binding type is concerned with th¢ following
basic elempnts:

q) twaDSAs;
). <an™agreement” of the service that one DSA will provide to another DSA,;

T a Ser Of ONE OF TTOre OPerations, 1o0getier with the accompanying procedures a DSA sattfoltow, through
which the service can be realized;

d) aspecification of the DSA interactions needed to manage the agreement.

The relationship of these basic elements is expressed by an operational binding. An operational binding comprises the set
of these basic elements that are involved to represent the abstract agreement in technical terms. It represents the
environment, governed by an "agreement”, in which one DSA provides a defined service to the other (and vice versa).
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26.2.1  Two DSAs

The DSA operational framework provides a structure within which the interaction of one DSA with another and the
procedures they consequently execute may be specified.

The two DSAs may each play an identical role in the operational binding, in which case both DSAs may manage the
operational binding, both DSAs may invoke the same operations on each other, and both DSAs are constrained to follow
the same set of procedures. This is termed a symmetric operational binding.

Alternatively, each DSA may play a different role in the operational binding, so that different sets of operations and
procedures apply to each DSA. Either or both of the DSAs may be involved in managing the operational binding. This is
termed an asymmetric operational binding.

26.2.2  The agreement

An "agreement"” is a mutual understanding reached between the administrative authorities of two DSAs aboyt a service
that shall pe provided by one DSA to the other (and/or vice versa). The "agreement" is initially negaotigted by the
administralive authorities of the DSAs by means outside of the scope of these Directory Specifications,

Parameterg of this "agreement" can be formalized by the recording in a DSA of an ASN.1 data type for use infa protocol
exchange in the management of the operational binding. In this way, both DSAs reach a mutual understangling of the
service that each is providing to the other.

Operationd are the basic medium that DSAs use to interact. A pair of DSAs will pass.on one or more operatiofs between

A may be technically capable of supporting a large number of gpérations, it may only be willing tq cooperate
with another DSA in the processing of a small number of these operations, or in the processing of operations that only

The frameyvork provides generic operations for managing an instance of an operational binding. These operatigns provide

The applicption of the framework to the specification of a particular operational binding type requires the initigtor of each

establishment, modification and termifation. Whenever a management operation is applied to an operational|binding of

26.3

The generic operationalymodel defines two states of cooperation, as governed by an instance of a particular pperational
binding type, betweemiwo DSAS as seen by one DSA with respect to the other DSA and three transitions betyveen these
states. Eacp identified instance of an operational binding type shared by two DSAs has its own states of coopefation. The
states of cqoperation are:

tates of cooperation

) \.'Non-cooperative state: A particular identified instance of an operational binding type ha$ not been
established or has been terminated between the two DSAs. The interaction between the two DSAs (with
respect to the identified instance of an operational binding type) is not defined. A DSA contacted by
another with whom it is in a non-cooperative state may, for example, refuse to engage in any interaction
at all, or it may be prepared to service the request.

b) Cooperative state: There is an instance of an operational binding of the type in question between the two
DSAs. Their cooperative behaviour is governed by the definition of the operational binding type and its
specific parameters and associated procedures.

The transitions between these two states of cooperation may be invoked in two ways: by standardized protocol interactions
or by other means.
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The interactions between two DSASs to manage an instance of an operational binding (e.g., to establish and terminate a
shadowing agreement) are distinct from their potential interactions as governed by the binding (e.g., the interaction to
update a unit of replication).

The state transitions are as follows:

a) The establishment transition creates an instance of an operational binding of a particular type between two
DSAs, resulting in the movement from the non-cooperative to the cooperative state.

b) The termination transition destroys a particular instance of an operational binding of a particular type
between two DSASs, resulting in the movement from the cooperative to the non-cooperative state.

€) The modification transition modifies the parameters of a particular instance of an operational binding
between two DSAs, resulting in the movement from the cooperative state to the cooperative state.

These generic states and transitions are illustrated in Figure 24.

Non-cooperative

state ‘\
Establishment Termination
Cooperative J

state

Modification

X.501(12)_F24

Figure 24 — States of‘Cooperation

27

N

Dperational binding specification and-management

27.1 Operational binding type specification

When applying the framework to define a specific type of operational binding, the following characteristics pf the type
shall be spgcified:

d) Symmetry

A specification of'the respective roles of the DSAs that are party to the operational binding.
Operational hindings may be symmetric, in which case the role of one DSA is interchangeabje with the
other and_both DSAs exhibit the same external interactions. They may also be asymmetric, in which case

each DSA plays a distinct role and both DSAs exhibit different external interactions. In this lattgr case, the
Directory operational framework distinguishes the two abstract roles as "ROLE-A" and "ROLE-B".

Each of the abstract roles "ROLE-A" and "ROLE-B" have to be associated with a concret¢ role with
defined semantics (e.g., "ROLE-A" as shadow supplier, "ROLE-B" as shadow consumer).

b)y— Agreement

A definition of the semantics and representation of the components of the "agreement™. This information
parameterizes the specific instance of an operational binding between two DSAs.

c) Initiator

A definition which of the two abstract roles "ROLE-A" and "ROLE-B" is allowed to initiate the
establishment, modification or termination of an operational binding of this type.

d) Management procedures

A set of procedures that a DSA shall follow when the operational binding of this type is established,
modified or terminated.
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e) Type identification

This identifies the type of DSA interaction that is determined by the operational binding. These
are object identifier values.

f)  Application-contexts, operations and procedures

This identifies the set of application-contexts whose operations (or a subset thereof) may be
during the cooperative phase of the operational binding.

For each operation referenced by the operational binding type, a description of the proced

identifiers

employed

ures to be

followed by a DSA if the operation is invoked is required (this may be done by reference to another part

of these Directory Specifications).

For those operational bindings that are to be managed using the generic operational binding management operations
provided in this clause, the binding type shall be specified using the three information object classes

OPERATIONAL-BINDING, OP-BINDING-COOP and oP-BIND-ROLE defined in this clause.

27.2 (¢

In general
instance. T
agreement
instance m
the specifi

p
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created. T
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of the oper
or termina

Dperational binding management

the management of an operational binding requires initially the establishment oftan ‘operation
his may optionally be followed by one or more modifications to some or all of the/parameters of
and finally may involve the termination of the operational binding instance. The precise details

Cation of:
) the initiator of each of the management operations (this can be either) both, or neither of the tw
) the parameters for each of the management operations; and

) the procedures that each DSA shall follow for each of thermanagement operations.

al binding
the initial
of how an

ay be managed are defined during the definition of the operational binding type. This type definitipn requires

P DSAS);

nis identifier, when combined with the distinguished names of the two DSAs involved in the
I form a unique identifier for the binding instance. AN_management operations subsequent to the est
htional binding instance will use the binding id to identify which operational binding instance is bein
ed.

establishment of an operational binding instance, an operational binding instance identifier (bin]:ing id) is

perational
hblishment
g modified

The initiatpr of the establish operation always transfers the parameters of the "agreement" to the second DSA. In addition,

the initiato
the respon
which are
error, whid
case wherg

r may also transfer some establishmentparameters which are specific to its role in the operational
ing DSA is willing to enter into the (@perational binding, it may return in the result establishment

h may optionally contain an.agreement with a revised set of parameters. This is depicted in Figurn
Role A and in Figure 26 in‘the case where Role B is the initiator of the establish operation.

Result (pa_, B

Establish (a, pg_, )

binding. If
harameters

specific to its role. If the responding DSA is unwilling to enter into the operational binding, it shall return an

e 25 in the

DSAA / F\ DSAB
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Error () X501(12)_F25

a Agreement
b Establishment parameter

Figure 25 — DSA with Role A initiating establishment
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a Agreement
b Establishment parameter

Figure 26 — DSA with Role B initiating establishment

perational binding specification templates

inition of a specific type of operational binding, the following three ASN.1 information’object claspes may be
plates. They allow those parts of the operational binding type that can be formalizedto be specified by the use
ther aspects of the operational binding type, such as the procedures a DSA has'tg)follow when an pperational
stablished or terminated, have to be specified by some other means (this can be done in a mannef similar to
| description of the DSA procedures during the name resolution process{described in Rec. ITUFT X.518 |
94-4),

perational binding information object class
AL-BINDING ::= CLASS {

4
ation OP-BINDING-COOP,
OP-BIND-ROLE OPTIONAL,
OP-BIND-ROLE OPTIONAL,
OP-BIND-ROLE OPTIONAL,
OBJECT IDENTIFIER UNIQUE }

NT &Agreement
TION CONTEXTS &Cooperation
RIC &both]

-A &roled]
-B &roleB] ]
&id }

The OPERATIONAL-BINDING information object class serves as a specification template for an operational binding type.
A variable|notation is defined for this class to simplify its use as a template. The correspondence between thg definition

of an operational binding.type and the fields of the variable notation is as follows:

d) The ASN.1 type of the agreement parameter that is used for this type of operational binding is that
referenced by the AGREEMENT field.

) «~ The application contexts and the operations of these application-contexts that are employed|within the
Cooperation phase of an operational binding instance of the defined type are those enumerated following
the APPLICATION-CONTEXTS field. All operations of a listed application-context are selected unless the
optional AppPLIES ToO field is present and followed by a list of references to operations that are selected
from the application context. This list is an object class set composed of instances of the OPERATION
information object class.

c) The class of the operational binding is defined by the syMMETRIC or ASYMMETRIC fields. In the case of a
symmetric operational binding, the term symMETRIC is followed by a single information object of class
OP-BIND-ROLE that is valid for both roles of the operational binding. In the case of an asymmetric
operational binding, the term asyMMETRIC is followed by two information objects of class oP-BIND-
ROLE, one referenced by the subfield ROLE-A and the other by ROLE-B.

d) The object identifier value that serves to identify this type of operational binding is defined by the 1D field.
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27.3.2  Operational binding cooperation information object class

OP-BINDING-COOP ::= CLASS {
&applContext APPLICATION-CONTEXT,
&Operations OPERATION OPTIONAL }

WITH SYNTAX {

&applContext

[APPLIES TO &Operations] }

The oP-BINDING-COOP information object class serves as a specification template for the identification of the operations
of a named application context, some aspect of which is determined by the operational binding. An instance of this class
is meaningful only within the context of a particular operational binding type. A variable notation is defined for this class
to simplify its use as a template. The correspondence between the definition of an operational binding type and the fields
of the variable notation is as follows:

[

2733

OP-BIND-
&estab
&Estab
&modi fi
&Modi f}
&termil
&Termil

WITH SYN

[EST.

ESTABLISHMENT-PARAMETER &EstablishParam
[MODIFJICATION-INITIATOR &modify]
[MODIF|ICATION-PARAMETER &ModifyParam]

some way

al binding

) The applcontext field identifies an application context, some or all of whose operations arg,if
determined by an operational binding.

) The appPLIES TO field, if present, identifies the particular operations to which the operatior
applies. If the field is absent, the operational binding applies to all the operations of thelapplicatipn-context.

Dperational binding role information object class

ROLE ::= CLASS {

1ish BOOLEAN DEFAULT FALSE,

1ishParam,

g BOOLEAN DEFAULT FALSE,

yParam OPTIONAL,

nate BOOLEAN DEFAULT FALSE,

nateParam OPTIONAL }

TAX {

ISHMENT-INITIATOR &establish]

[TERMINATION-INITIATOR &terminate]

[TERMINATION-PARAMETER &TerminateParam] }
The oP-BIND-ROLE information object class serves-as a specification template for roles of an operational bipding type.
An instancp of this class is meaningful only within the context of a particular operational binding type. A varialle notation
is defined [for this class to simplify its use-as_a’template. The correspondence between the definition of an ¢perational
binding role and the fields of the variableotation is as follows:

d) The ESTABLISHMENT-INITIATOR field indicates whether the DSA assuming the defined role may initiate
the establishment oftan‘operational binding of a particular type.

B) The ESTABLISHMENT-PARAMETER field defines the ASN.1 type for the parameters exchanged by a DSA
assuming the defined role when an instance of the operational binding type is established. If no parameters
are to be-exchanged, then the NULL ASN.1 type shall be specified.

q) TheMODIFICATION-INITIATOR field indicates whether the DSA assuming the defined role may initiate
thésmodification of an operational binding of a particular type.

d).(The MODIFICATION-PARAMETER field defines the ASN.1 type exchanged by a DSA assuming fhe defined
role-whenarinstance-of the-operational-binding-typetsmodified:

e) The TERMINATION-INITIATOR field indicates whether the DSA assuming the defined role may terminate
the establishment of an operational binding of a particular type.

f) The TERMINATION-PARAMETER field defines the ASN.1 type exchanged by a DSA assuming the defined

role when an instance of the operational binding type is terminated.

These Directory Specifications define three Operational Binding information objects as expressed by the following
information object set.

OpBindingSet OPERATIONAL-BINDING ::= {
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }
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operational binding types may be defined in the future.

28 Operations for operational binding management

This clause defines a set of operations that can be used to establish, modify and terminate operational bindings of various
types. These operations are generic in the way that they can be used to manage operational bindings of any type. The
specification of these operations makes use of the definitions provided for a certain type of operational binding by
application of the OPERATIONAL-BINDING information object class template.

NOTE — By using this facility, arbitrary types of operational bindings may be managed. These operations (together with the
associated application-context) provide a means of extensibility concerning DSA interactions. New types of operational bindings

may be

28.1 )

The set of
in the follg

p

[

NOTE -
managif
operatiy

28.2 Establish Operational Binding operation

28.2.1  Kstablish Operational Binding syntax

The Establjsh Operational Binding operation allows'establishment of an operational binding instance of a pred
between two DSAs. This is achieved through«the transfer of the establishment parameters and the terms of

which we
(see 17.3)
ISO/IEC 9
result shal

In the case
binding in

In the casq of an asymmetrical operational binding, just one of the roles is designated to initiate the establish
binding,-er either of the two DSAs may take the initiative depending on the definition of the pperational

binding type.
establiJLQpexaIinnalBinding_QEERAIIQN_;;E {

operationa

defined in the future which extend the functionality that is provided between DSAs.

Application-context definition

wing two ways:

management. An application-context for generic operational binding management is defined in
T X.519 | ISO/IEC 9594-5.

or more separate application-contexts.

)  The set of operations can be imported into the module used to definie a specific application-cq
operational binding management operations can then be sed together with the operati
cooperative phase within a single application-context.

The first approach is useful in the case where a specialized compagnent of a DSA wants to use an associatid

g the set of operational bindings of that DSA, and it is not prepared to accept any of the operations defineg
e phase (e.g., Update Shadow).

e defined in the definition of thetoperational binding type. The arguments of the operation mayj
by the requestor. If the target component of the SecurityParameters (see 7.10 of Rec. ITU
h94-3) in the request is set t0“signed and a result is to be returned, the result may be signed. Oth
not be signed.

of a symmetrical gperational binding, either of the two DSAs may take the initiative to establish an
tance of the predefined type.

ARGUMENT EstablishOperationalBindingArgument

RESULT EstablishOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-establishOperationalBinding }

EstablishOperationalBindingArgument ::=
OPTIONALLY-PROTECTED-SEQ { EstablishOperationalBindingArgumentData }

EstablishOperationalBindingArgumentData ::= SEQUENCE {
bindingType [0] OPERATIONAL-BINDING. &id({OpBindingSet}),
bindingID [1] OperationalBindingID OPTIONAL,
accessPoint [2] AccessPoint,

-- symmetric, Role A initiates, or Role B initiates

initiator CHOICE {

Rec. ITU-T X.501 (10/2016)
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) An application-context may be constructed containing only the operations_fer operationpl binding
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symmetric [3] OPERATIONAL-BINDING. &both.&EstablishParam
({OpBindingSet} {@bindingType}) ,
roleA-initiates [4] OPERATIONAL-BINDING. &roleA.&EstablishParam
({OpBindingSet} {@bindingType}) ,
roleB-initiates [5] OPERATIONAL-BINDING. &roleB. &EstablishParam
({OpBindingSet} {@bindingType}) },
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet} {@bindingType}) ,
valid [7] Validity DEFAULT {},

securityParameters [8] SecurityParameters OPTIONAL,

}

OperationalBindingID ::= SEQUENCE ({
identifier INTEGER,
version INTEGER,
}
OpBindingSet OPERATIONAL-BINDING ::= ({

shadowOperationalBinding |
hierarjchicalOperationalBinding |
nonSpelcificHierarchicalOperationalBinding }

Validity] ::= SEQUENCE {

validFjrom [0] CHOICE {
now [0] NULL,
tim [1] Time,
...}| DEFAULT now:NULL,

validUntil [1] CHOICE {
expllicitTermination [0] NULL,
tim [1] Time,

} DEFAULT explicitTermination:NULL,

Time ::= CHOICE {
utcTige UTCTime,
generallizedTime GeneralizedTime,

}

EstablishOperationalBindingResult ::=
OPTIONALLY-PROTECTED-SEQ { EstablishOperationalBindingResultData }

EstablishOperationalBindingResultData ::= SEQUENCE {
bindingType [0] OPERATIONAL-BINDING. &id({OpBindingSet}),
bindinjgID [1] OperationalBindingID OPTIONAL,
accesslPoint [2] AccessPoint,
-- s etric, Role A (replies, or Role B replies
initiator CHOICE {
s tric [3] . OPERATIONAL-BINDING. &both. &EstablishParam

({OpBindingSet} {@bindingType}) ,
roleA-replies [4] OPERATIONAL-BINDING. &roleA.&EstablishParam

({OpBindingSet} {@bindingType}) ,
roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam

({OpBindingSet} {@bindingType})} OPTIONAL,

-7

4

COMPONENTS OF CommonResultsSeq }

28.2.2  Establish Operational Binding arguments

The bindingType component shall specify which type of operational binding is to be established. An operational binding
type is defined by an instance of the OPERATIONAL-BINDING information object class which assigns an object identifier
value to the operational binding type. If the receiver does not recognize or support the operational binding type, it shall
return an operationalBindingError With problem unsupportedBindingType.

The bindingID component, when present, shall hold an identification of the new operational binding instance. If the
bindingID is absent within the operation argument, the responding DSA shall assign an ID to the operational binding
instance and return it in the bindingID component of the EstablishOperationalBindingResult data type.
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In either case, when establishing an operational binding, both the identifier and version components of the
OperationalBindingID Value shall be assigned and issued by the DSA making the assignment. The identifier
component of the operationalBindingID data type shall be unique for all operational bindings between any two
DSAs. However, the DSA not making the assignment shall accept an identifier component that is only unique within
a specific operational binding type. If the identifier component specifies an identifier already in use for the particular
binding type, the responding DSA shall return an operationalBindingError with problem duplicateID.

NOTE — A pre-edition 5 system may not follow the above rule for assigning identities.
The accessPoint component shall specify the access point of the initiator for subsequent interactions.

The initiator component shall specify the role the DSA issuing the Establish Operational Binding operation assumes.
The semantics of the roles are defined as part of the definition of the operational binding type. It is a choice of three
alternatives:

4 The symmetric alternative shall be taken if the type of operational binding requires identical rples for the
two DSAs. The establishment parameter for the initiating DSA is determined by the ORP-BIND-ROLE
associated with the syMmMETRIC field of the instance of the OPERATIONAL-BINDINGiNformation object
class. If this alternative is chosen in the request, but the operational binding typecspecifies gsymmetric

roles, then the responding DSA shall return an operationalBindingEtrror With problem
notAllowedForRole.

+ The rolea-initiates alternative may be taken if both roles may be.the initiator of an gsymmetric
operational binding and it shall be taken when only the initiating, 'DSA may take ROLE-A. The
establishment parameter for the initiating DSA is determined by the\oP<BIND-ROLE associat¢d with the
ROLE-A field of the instance of the OPERATIONAL-BINDING. information object class. If the DSA in
ROLE-A is not allowed to initiate the operational binding,~the responding DSA shall| return an
operationalBindingError With problem notAllowedForRole. If the responding system does not
accept the role allocation, it shall return an <operationalBindingError Wit problem
roleAssignment.

+ The roleB-initiates alternative may be taken.if both roles may be the initiator of an gsymmetric
operational binding and it shall be taken when only the initiating DSA may take ROLE-B. The
establishment parameter for the initiating DSA: is determined by the oP-BIND-ROLE associat¢d with the
ROLE-B field of the instance of the OPERATIONAL-BINDING information object class. If the DSA in
ROLE-B is not allowed to initiatesthe operational binding, the responding DSA shall|return an
operationalBindingError With problem notAllowedForRole. If the responding DSA does not
accept the role allocation, cit shall return an operationalBindingError Wit problem
roleAssignment.

If for any gf the three alternatives the data-type for establishment parameters is the NULL ASN.1 type, where if according
to the operational binding type -should be another data type, then the responding DSA shall |return an
operationalBindingError withhproblem parametersMissing.

The agreement component, when present, shall specify the terms of agreement governing the operatiorjal binding
instance. Its actual content'depends on the type of operational binding to be established. The ASN.1 type for thig parameter
is defined by the AGREEMENT field of the OPERATIONAL-BINDING information object for the operational birjding type.

The valid compenent shall specify the duration of the operational binding.

The validFrom subcomponent shaII speufy the starting time of the operatlonal bmdlng instance. If the
ccessfully
completed If the time alternatlve is taken the operational blndlng becomes active at the speC|f|ed time.
If the receiving DSA cannot accept the starting time, e.g., the starting time makes no sense or for other
reasons, it shall return an operationalBindingError With problem invalidStartTime.

— The validuntil shall specify the time that the operational binding instance is terminated. If the
explicitTermination alternative is taken, the operational binding is active until explicitly terminated.
If the time alternative is taken, the operational binding is terminated at the time specified. If the receiving
DSA cannot accept the ending time, e.g., the ending time makes no sense or for other reasons, it shall
return an operationalBindingError With problem invalidEndTime.

When a value of Time in the UTCTime syntax, the value of the two-digit year field shall be normalised into a four-digit
year value as follows:

—  If the 2-digit value is 00 through 49 inclusive, the value shall have 2000 added to it.

Rec. ITU-T X.501 (10/2016) 149


https://iecnorm.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

—  If the 2-digit value is 50 through 99 inclusive, the value shall have 1900 added to it.

The use of GeneralizedTime may prevent interworking with implementations unaware of the possibility of choosing
either UTCTime Or GeneralizedTime. It is the responsibility of those specifying the domains in which this Directory
Specification will be used, e.g., profiling groups, as to when the GeneralizedTime may be used. In no case shall
UTCTime be used for representing dates beyond 2049.

If the validity data type is an empty sequence or if the valid component is not present, then the operational binding
is valid from the current time and until it is explicitly terminated.

The securityParameters component shall be present if the request is signed or if the result or error is requested to be
signed.

28.2.3  Establish Operational Binding results

If the Establish Operational Binding operation succeeds, the result shall be returned.
The bindingType component shall have the same value as that provided by the establishment initiatef.

The bindfingID component shall hold a valid identification of the established operational binding instance if the
corresponding component of the request was absent (see 28.2.2). Otherwise, it may be present,‘“but shall thgn echo the
value in thp request.

The accegsPoint component shall specify the access point of the responding DSA fof, subsequent interactigns.

The initjator component shall specify the role that the responding DSA assumes. The semantics of the roles are
defined as [part of the definition of the operational binding type. It is a choice of three alternatives:

+ The symmetric alternative shall be taken if the corresponding alternative was taken in the received
request. The establishment parameter for the responding DSA'is the same as given in the request.

+ The roleA-replies alternative shall be taken, if the-initiating DSA took the ROLE-B. The establishment
parameter for the responding DSA is determined by the oP-BIND-ROLE associated with ROLEt+A field of
the instance of OPERATIONAL-BINDING information object class.

+ The roleB-replies alternative shall be.taken if the initiating DSA took ROLE-A. The esthblishment
parameter for the responding DSA is determined by the oP-BIND-ROLE associated with ROLH-B field of
the instance of OPERATIONAL-BINDING information object class.

If the resulf is to be signed by the responding DSA, the securityParameters component of CommonResultisSeq shall
be present

28.3 odify Operational Binding operation

28.3.1 odify Operational Binding syntax

The Modifly Operational Binding operation is used to modify an established operational binding. The right t¢ modify is
indicated by the MODIFEICATION INITIATOR field(s) within the definition of the operational binding typg using the
OP-BIND-ROLE and ORERATIONAL-BINDING information object.

The comppnents-of*an operational binding that can be modified are the content of the agreement for the pperational
binding ar|d jts\period of validity. Further, a modification parameter can be specified by the initiator of the Modify
Operationgl Binding operation. The arguments of the operation may be signed (see 17.3) by the requestor. If the target
component of the SecurityParameters (see 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) in the request is set to
signed and a result is to be returned, the result may be signed. Otherwise, the result shall not be signed.

If the initiator of the Modify Operational Binding operation according to the operational binding type is not allowed to
be the initiator, the responding DSA shall return an operationalBindingError With problem notAllowedForRole.

modifyOperationalBinding OPERATION ::= {
ARGUMENT ModifyOperationalBindingArgument
RESULT ModifyOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-modifyOperationalBinding }

ModifyOperationalBindingArgument ::=
OPTIONALLY-PROTECTED-SEQ { ModifyOperationalBindingArgumentData }
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ModifyOperationalBindingArgumentData ::= SEQUENCE ({
bindingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bindingID [1] OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,
-- symmetric, Role A initiates, or Role B initiates
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING. &both.&ModifyParam

({OpBindingSet} {@bindingType}) ,
roleA-initiates [4] OPERATIONAL-BINDING. &roleA.&ModifyParam

({OpBindingSet} {@bindingType}) ,
roleB-initiates [5] OPERATIONAL-BINDING. &roleB.&ModifyParam

({OpBindingSet} {@bindingType})} OPTIONAL,

newBindingID [6] OperationalBindingID,

newAgreement [7] OPERATIONAL-BINDING. &Agreement
({OpBindingSet} {@bindingType}) OPTIONAL,

valid [8] ModifiedvValidity OPTIONAL,

securijtyParameters [9] SecurityParameters OPTIONAL,

-}

ModifiedValidity ::= SEQUENCE {

validFjrom [0] CHOICE {
now [0] NULL,
tim [1] Time,
...}| DEFAULT now:NULL,

validUntil [1] CHOICE {
expllicitTermination [0] NULL,
tim [1] Time,
unchanged [2] NULL,

.. |} DEFAULT unchanged:NULL,

}

ModifyOperationalBindingResult ::= CHOICE {
null NULL,

protedted [1] OPTIONALLY-PROTECTED-SEQ{ ModifyOperationalBindingResultData },
...}

ModifyOperationalBindingResultData ::=_(SEQUENCE ({
newBindingID OperationalBindingiID,
bindingType OPERATIONAL-BINDING. &id ({OpBindingSet}) ,
newAgreement OPERATIONAL-BINDING. &§Agreement ({OpBindingSet} {Q@.bindingType}),
valid Validity OPTIONAL,

-7

ey
COMPONENTS OF CommonResultsSeq
}

28.3.2  Modify Operatienal Binding argument

The bindingType component shall specify which type of operational binding is to be modified. If no operatiopal binding
of the specified_‘type has been established between the two DSAs, the responding DSA shall |return an
operatidnalBindingError With problem invalidBindingType

The bindingID compaonent shall specify the operational binding instance to be modified. If the bindingID ik unknown
to the responding DSA, it shall return an operationalBindingError With problem invalidIb.

The accessPoint component, if present, shall specify the initiator's access point for subsequent interactions. This
component shall be present, if the access point is changed.

The initiator component, when present, shall specify the role that the DSA issuing the Modify Operational Binding
operation assumed during the Establish Operational Binding operation. This component shall be present if the
MODIFICATION-PARAMETER Of the initiator's oP-BIND-ROLE information object for the taken alternative is present.
Otherwise, it shall be absent. If the chosen role is not the correct one, the responding DSA shall return an
operationalBindingError With problem roleAssignment

The newBindingID component shall hold the revised identifier of the operational binding instance. The version
component of newBindingID shall be greater than that of bindingID. The identifier subcomponent shall remain
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unchanged. If the identifier subcomponent in this component is different from the identifier subcomponent of
bindingID component, the responding DSA shall return an operationalBindingError with problem
invalidNewID.

The newAgreement component, if present, shall contain the modified terms of agreement governing the operational
binding instance. The ASN.1 type for this parameter is defined by the AGREEMENT field of the OPERATIONAL-BINDING
information object class template of the operational binding type. If newAgreement is not present, the agreement is not
changed by the operation.

The valid component, if present, may be used to indicate a revised period of validity for the altered agreement. If the
valid component is absent, the validFrom component is presumed to have the value now and the validuntil
component is assumed unchanged. If the validFrom component is present and refers to an instant of time in the future,
the current agreement remains in effect until that time, unless operational binding is explicitly terminated before that time.

The secutityParameters component shall be present if the request is signed or if the result or error is requested to be
signed.

28.3.3  Modify Operational Binding results

If the Modjify Operational Binding operation succeeds, the result shall be returned.

The newBindingID component shall echo the newBindingID component in the request.
The bindingType component shall echo the bindingType component in the request:
The newAgreement component shall echo the newAgreement component in thé request.
The valid component shall echo the valid component in the request.

If the resulf is to be signed by the responding DSA, the securityParameters component of CommonResultsSeq shall
be present

It is not pgssible for the responding DSA to return the modification parameter defined for its role to the mpdification
initiator.

28.4 Terminate Operational Binding operation

28.4.1  Terminate Operational Binding syntax

The Terminate Operational Binding operation‘is used to request the termination of an established operational binding
instance. Tjhe right to request termination.is_indicated by the TERMINATION INITIATOR field(s) within the definition of
the operatipnal binding type using the OP~-BIND-ROLE and OPERATIONAL-BINDING information object clasqtemplates.
The arguments of the operation,may be signed (see 17.3) by the requestor. If the target compongnt of the
SecurityParameters (See 7,10:0f Rec. ITU-T X.511 | ISO/IEC 9594-3) in the request is set to signed and a result is
to be returfed, the result may-be-signed. Otherwise, the result shall not be signed.

If the initidtor of the Terminate Operational Binding operation according to the operational binding type is not|allowed to
be the initiptor, the responding DSA shall return an operationalBindingError With problem notAllowedForRole.

ARG T/, TerminateOperationalBindingArgument
RESUL TerminateOperationalBindingResult

ERRORS {operationalBindingError | securityError}
CODE id-op-terminateOperationalBinding }

termina%:OperationalBinding OPERATION ::= {

TerminateOperationalBindingArgument ::=
OPTIONALLY-PROTECTED-SEQ { TerminateOperationalBindingArgumentData }

TerminateOperationalBindingArgumentData ::= SEQUENCE {

bindingType [0] OPERATIONAL-BINDING. &id({OpBindingSet}),

bindingID [1] OperationalBindingID,

-- symmetric, Role A initiates, or Role B initiates

initiator CHOICE {
symmetric [2] OPERATIONAL-BINDING. &both.&TerminateParam

({OpBindingSet} {@bindingType}) ,

roleA-initiates [3] OPERATIONAL-BINDING. &roleA.&TerminateParam
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({OpBindingSet} {@bindingType}) ,

B-initiates [4] OPERATIONAL-BINDING. &roleB. &TerminateParam
({OpBindingSet} {@bindingType})} OPTIONAL,

ateAt [5] Time OPTIONAL,

tyParameters [6] SecurityParameters OPTIONAL,

TerminateOperationalBindingResult ::= CHOICE {

null

[0] NULL,

protected [1] OPTIONALLY-PROTECTED-SEQ{ TerminateOperationalBindingResultData

}

b,

TerminateOperationalBindingResultData ::= SEQUENCE {
bindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING. &id ({OpBindingSet}),
terminjateAt GeneralizedTime OPTIONAL,

-’

ey
COMPONENTS OF CommonResultsSeq }

28.4.2
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binding of
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The bindj
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of bindin
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Terminate Operational Binding argument

the specified type has been established between the two DSAs, the résponding DSA shall
nalBindingError With problem invalidBindingType

ngID component shall specify the operational binding instance to beterminated. The version

he bindingID shall be ignored. If there are supplicate IDs for different binding types, then the cq
gType and bindingID components shall be used for identifyingithe operational binding to be ter
5sible to locate an existing operational binding between thetwo DSAs where the binding type and {

id fit the combination of the bindingType and bindingID compenents in the request, the responding DSA
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TERMINAT
Otherwise
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28.4.3

ionalBindingError With problem invalidBindingType

ator component, when present, shall specify the role that the DSA issuing the Terminate Operatior
assumed during the Establish Operational Binding operation. This component shall be pres
TON-PARAMETER Of the initiator's oP-BIND-ROLE information object for the taken alternative
it shall be absent.

nateAt component, when present,.shall specify a time at which the operational binding shall termi
is not present, the operational binding terminates at the completion of the operation.

ityParameters component shall be present if the request is signed or if the result or error is requ

Terminate Operatignal Binding result

If the Ternpinate Operational Binding operation succeeds, the result shall be returned.

The newB1

The bind1

|ndingID-cOMponent shall echo the newBindingID component in the request.

IngType component shall echo the bindingType component in the request.

ingType component shall specify which type of operational binding is to be(terminated. If no perational

return an

Component
mbination
minated. If
he binding
hall return

al Binding
ent if the
is present.

nate. If this

ested to be

The term]

nateéat component shall echo the terminateAt component in the request.

If the result is to be signed by the responding DSA, the securityParameters component of CommonResultsSeq shall

be present.

It is not possible for the responding DSA to return the termination parameter defined for its role to the termination initiator.

28.5 Operational Binding Error

An Operational Binding Error reports a problem related to the usage of operations for management of operational
bindings. If the arguments of the operation were signed (see 17.3) by the requestor or if the errorProtection parameter
of the SecurityParameters data type was set to signed in the request, then the error parameters may be signed.

Otherwise,

they shall not be signed.

operationalBindingError ERROR ::= {
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PARAMETER OPTIONALLY-PROTECTED-SEQ {OpBindingErrorParam}

CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {

problem [0] ENUMERATED {
invalidID (0),
duplicateID (1),
unsupportedBindingType (2),
notAllowedForRole (3),
parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),

currentlyNotDecidable (9),

modilficationNotAllowed (10),

invalidBindingType (11),

invallidNewID (12),

oy,
bindingType [1] OPERATIONAL-BINDING. &id({OpBindingSet}) OPTIONALj
agreementProposal [2] OPERATIONAL-BINDING.&Agreement

je ({OpBindingSet} {@bindingType}) OPTIONAL,

retryAt [3] Time OPTIONAL,
ééﬁPONENTS OF CommonResultsSeq }
The valueg of problem have the following meanings:

d) invalidib: The operational binding ID given in the requestis not known by the receiving DEA or is in
the wrong state for the requested operation.

) duplicateID: The operational binding ID given\din the establishment request already eXists at the
responder. This may be caused by a prior attempt\to establish an operational binding instancg¢ when the
result was lost and initiator has repeated the establishment request.

@) unsupportedBindingType: The requestéd operational binding type is not supported by the [DSA.

d) notAllowedForRole: A management-operation on the operational binding instance has been requested
which is not allowed for the role that the requestor plays (e.g., a Terminate Operational Binding operation
has been issued by a DSA that takes a role which is not allowed to initiate the termination of the pperational
binding instance).

d) parametersMissing:;ARyTequired establishment or termination parameters that are defined for the type
of operational binding are’missing.

) roleassignment:iThe requested role assignment for an asymmetric operational binding instapce has not
been accepted-

g) invalidstartTime: The specified starting time for the operational binding instance hag not been
accepted;

) invalidEndTime: The specified termination time for the operational binding instance hap not been
accepted.

i) \‘invalidAgreement: The terms of agreement for the requested operational binding instancp have not
been accepted. The terms of agreement that would be accepied by the responding DSA can be returned in
agreementProposal

J) currentlyNotDecidable: The DSA is not able to decide on-line about the establishment or
modification of the requested operational binding instance. A time when the request should be repeated
can be given in retryat.

k) modificationNotAllowed: The Modify Operational Binding operation is rejected since modification
is not permitted for this binding instance.

|) invalidBindingType. A modifyOperationalBinding Of @ terminateOperationalBinding

154

request specifies an operational binding type not established between the two DSAs in question.

m) invalidNewID: The new binding ID given in the request is invalid.
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The bindingType component shall be the same as that transmitted by the invoker of the failed operational binding

manageme

nt operation.

he agreementProposal component shall only be used in response to an establishOperationalBinding request to
propose a revised set of agreement parameters as described in 28.2.

The retryat component shall be used only in conjunction with the problem value currentlyNotDecidable t0
indicate a time when the EstablishOperationalBinding Or modifyOperationalBinding request should be

retried.

The CommonResultsSeq component (see 7.4 of Rec. ITU-T X.511 | ISO/IEC 9594-3) includes SecurityParameters.
The securityParameters component (see 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) shall be included in the
CommonResultsSeq if the parameter of the error is to be signed by the responder.

28.6 ¢

Dperational Binding Management Bind and Unbind

The DSA |Operational Binding Management Bind and DSA Operational Binding Management UnBind pperations,
defined in[28.6.1 and 28.6.2, are used by a DSA at the beginning and end of a particular period ofyoperational binding
management activity.

28.6.1 IDSA Operational Binding Management Bind

A DSA Ogperational Binding Management Bind operation is used to begin a period of,.operational binding manpagement.

dSAOperationalBindingManagementBind OPERATION ::= dSABind

The comppnents of the dsAOperationalManagementBind are identical¢tontheir counterparts in dsaBind (see Rec.
ITU-T X.518 | ISO/IEC 9594-4).

28.6.2  IDSA Operational Binding Management Unbind

The unbindling at the end a period of providing operational binding management is for the OSI environment gpecified in
7.6.4 and 7.6.5 of Rec. ITU-T X.519 | ISO/IEC 9594-5 and for.the TCP/IP environment in 9.2.2 of Rec. ITY-T X.519 |
ISO/IEC 9p94-5.
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SECTION 12 — INTERWORKING WITH LDAP

29 Overview

29.1 Definitions

29.1.1 LDAP requestor: A DSA that is capable of issuing requests via the Lightweight Directory Access Protocol
(LDAP) and that is capable of understanding and handling LDAP responses.

29.1.2 LDAP responder: A DSA that is capable of understanding and processing requests initiated by LDAP clients.

29.2

ntroduction
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ers that make part of a distributed directory contain their part of the distributed DIT. Naming'acro
servers requires to be coordinated.

ed in 6.2, a DSA that is directly connected to (having an application-association with), # DUA o
Ling as a bound DSA.

't of an LDAP client using the LDAP protocol by a DSA may be provided in twe/distinct ways:
An LDAP-DAP gateway is provided between the LDAP client and the’'DSA,; or
The DSA acts as an LDAP server by supporting the LDAP protocet:

DAP gateway is outside the scope of these Directory Specifications.

t is able to handle LDAP operations is called a LDAP respongder:~An LDAP responder may be a DS
nd DSA or it may be a DSA that receives an LDAP request\being imbedded in an 1dapTranspg
TU-T X.511 | ISO/IEC 9594-3).

server is added to a directory infrastructure by connecting to a DSA. A DSA that in this way acts as th
P is acting as an LDAP requestor and shall in the ggmmunication with the LDAP server act as an LL
responder may receive a request that is initiated'by a DUA, but is to be forwarded to an adjacent LL
at it has to convert a DAP request to an LDAP request and subsequently convert a possible LDAR
or error.
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Figure 27 illustrates a possible directory infrastructure comprised of interconnected DUASs, LDAP clients, DSAs and

LDAP servers.

Figure 27 also illustrates different interworking scenarios:

a)

A request initiated by an LDAP client may be processed by a DSA (LDAP responder), not acting as the
bound DSA for the LDAP client.

NOTE - If the LDAP responder is also acting as the bound DSA for the same operation, the procedures is outside the scope of
these Directory Specifications, but is determined entirely by the LDAP specifications.

b) A request initiated by an LDAP client may be processed by an LDAP server accessed through a DSA

acting as LDAP requestor, where this LDAP requestor is different from the bound DSA for a particular
operation. If the DSA is acting both as bound DSA and as LDAP requestor for the same operation, the
DSA acts according to the LDAP specifications.

30.2 (

This subcl
considers {

When the
server and

p
[

[

When the
LDAP clig

-}V

Dverview of bound DSA handling LDAP operations

A it obo ol L PLA o Ao LDAD
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huse is only concerned with the situation where a DSA acting as a bound DSA receiyes ah LDAP|request. It
Wo situations:

the request is to be forwarded to an LDAP server towards which the DSA(lso acts as LDAP| requestor;
and

the request is to be forwarded into the Directory infrastructure, i.e., \it.hds to be forwarded to $ome other
DSA.

equest is to be forwarded to an adjacent LDAP server, the DSA farwards the request unchanged to[the LDAP

)
)

)

returns the result(s) unchanged to the LDAP client, with the follewing exceptions:

It shall use its own name in the LDAP bindRequest;

It needs to generate a unique value for MessageID for each request sent to the LDAP server. [This value
will typically be different from the value providedin the received request.

An unknown Unsolicited Notification received’from the LDAP server shall be ignored. The D$A may act
on a Notice of Disconnection by generating an LDAP response with LDAPResult With relsultCode
having the value unavailable for ea¢h adjacent LDAP client with outstanding requests.

| DAP request is to be forwarded into, the Directory infrastructure, then the DSA may act as a proxy for the
ht in the following areas:

The DSA may sign the gefierated 1dapTranport request using it own credentials and may set the target
component of the SecurityParameters (see 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) [t0 signed
to request the resultito be signed.

Fill the ServiceControls data type according to local policy for the DSA (see 12.1.2 of Rec. ITU-T X.511
| ISO/IEC 959443).

Verify sighatures on received results.
Persuade returned referrals on behalf of the LDAP client.
Prepare received results for transmission to the LDAP client.

30.3

eneral LDAP requestor characteristics

The LDAP server considers the DSA as an LDAP client and the DSA must act accordingly.

a)
b)

It shall use its own name in the LDAP bindRequest.

It needs to generate a unique value for MessageID for each request sent to the LDAP server. It cannot
copy the value provided in InvokeId (0r the MessageID). Otherwise uniqueness cannot be guaranteed
as requests may come from multiple DUAs and/or LDAP clients. The DSA needs to maintain a mapping
between MessageID Vvalues sent to the LDAP server and the InvokeId (Or MessageID) Values received
in requests (similar to normal DSA behaviour when chaining messages on the DSP).

The receipt of an unknown LDAP Controls value shall be ignored.
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d) Anunknown Unsolicited Notification received from the LDAP server shall be ignored. The DSA may act
on a Notice of Disconnection by generating an LDAP response with LDAPResult with resultCode with
value unavailable for each outstanding request from an LDAP client if the request is not an LDAP

search request or is an LDAP search request, where the LDAP server is the initial performer.

304 LDAP extension mechanisms

30.4.1 General

Extension LDAP mechanisms are described below and are documented in attributes held by the root DSE of the DAP
server (see 31.1.4, 31.1.5 and 31.1.8). A DSA acting as LDAP requestor may read these attributes to learn about the
capabilities of an LDAP server. A DSA acting as an LDAP responder may also hold such attributes in the root DSE.

3042 IBAP-coentrols

As described in 4.1.11 of IETF RFC 4511, LDAP uses Controls to add new capabilities to operatjons, A
specificatipn is given an object identifier. An LDAP server maintains an attribute of type supportedContr
the object |dentifiers of the controls it supports in requests (see 31.1.5).

30.4.3 ILDAP extended operations

As described in 4.12 of IETF RFC 4511, LDAP have a mechanism for extended operations. Such extended
are given gn object identifier. An LDAP server maintains an attribute of type suppoxtedExtension holding
identifiers jof the extended operations it supports (see 31.1.4).

30.4.4 ILDAP extended features

LDAP have a mechanism for extended features. Such extended features-are-given an object identifier. An L[
maintains pn attribute of type supportedFeatures holding the object.identifiers of the extended features
(see 31.1.9).

31 ILDAP specific system schema

311 Operational Attribute types from IEPF RFC 4512

31.1.1  Introduction

IETF RFC|4512 defines a number of DSA\specific operational attributes relevant for a DSA acting as LDAR
or for DSA functioning as LDAP requestor. Attributes of these types, when present, shall be placed in the roo

Only a brigf description of the attribute types is given here. Detailed information may be found in IETF RFC

A DSA acfing as a bound DSAtoward an LDAP, or as a DSA responder, may support some or all of the attr,
listed in thjs clause.
NOTE 1 - If the bound"DSA for an LDAP client is not the same as the LDAP responder, the LDAP operational attribut
by the bound DSA may not be supported by the LDAP responder, causing return of unexpected errors.

NOTE 2 — Attributes of the attribute types listed in this clause, when present, are held in the root DSE. When an LDA
DUA adcesses-the root DSE using an empty distinguished name, it always accesses the root DSA of the bound DSA.

Control

b1 holding

operations
the object

AP server
it supports

responder
| DSE.

1512.
bute types

s supported

P clientora

A DSA acti
adapt to the capabilities of those LDAP servers.

servers to

NOTE 3 — As the root DSE does not hold an attribute of type objectClass, the standard LDAP way of emulating a Read
operation cannot be used. Instead, an LDAP searches with an OR'ed filter specifying the presence of the attribute types of interest.
If an LDAP server is known to support the feature defined in IETF RFC 4526, the LDAP requestor may use the simplified filter

specified in this RFC for ‘absolute true’.
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31.1.2  Naming contexts

An attribute of type namingContexts lists the context prefixes of holds the distinguished names of the naming context
held by an LDAP server.

namingContexts ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
USAGE dSAOperation
LDAP-SYNTAX dn. &id
LDAP-NAME "namingContexts"
D id-lat-namingContexts }

31.1.3  Alternative server

An attribute of type altserver lists the URLSs referring to alternative servers.

altSeerr ATTRIBUTE ::= {
WITH SYNTAX IA5String
USAGE directoryOperation
LDAP-SYNTAX ia5String. &id
LDAP-NAME "altServer"
ID id-lat-altServer }

31.1.4  $upported extension

An attribute of type supportedExtension lists object identifiers identifying the-extended operations.

support xtension ATTRIBUTE ::= {
WITH TAX OBJECT IDENTIFIER
USAGE dSAOperation
LDAP- TAX oid. &id
LDAP- "supportedExtension"
iD id-lat-supportedExtension }

31.15 upported control

An attribute of type supportedControl lists object identifiers identifying the request controls the server supports.

supportedControl ATTRIBUTE ::= {
WITH TAX OBJECT IDENTIFIER
USAGE dSAOperation
LDAP- TAX oid, &id
LDAP- "supportedControl"
D id-lat-supportedControl }

31.1.6  $upported SASL Mechanisms

An attribute of type supportedsALSMechanisms lists the SASL mechanisms that the server recognizes and/qr supports.

supportedSASLMechanisms ATTRIBUTE ::= {
WITH S|YNTAX DirectoryString{ub-saslMechanism}
USAGE dSAOperation
LDAP-SYNTAX directoryString. &id
LDAP-NAME "supportedSASLMechanisms"
ID id-Tat-supportedSASIMechanisms [

31.1.7  Supported LDAP version

An attribute of type supportedLDAPVersion lists the versions of LDAP that the server supports.

supportedLDAPVersion ATTRIBUTE ::= ({
WITH SYNTAX INTEGER
USAGE dSAOperation
LDAP-SYNTAX integer. &id
LDAP-NAME "supportedLDAPVersion"
D id-lat-supportedLDAPVersion }
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31.1.8  Supported features

An attribute of type supportedFeatures lists object identifiers identifying elective features that the server supports.

supportedFeatures ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
USAGE dSAOperation
LDAP-SYNTAX oid. &id
LDAP-NAME "supportedFeatures"
D id-oat-supportedFeatures }

31.1.9 LDAP Syntaxes

An attribute of type 1dapSyntaxes lists supported LDAP syntaxes.

ldapSyntaxes ATTRIBUTE ::= {
WITH SYNTAX LdapSyntaxDescription
EQUALIITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX ldapSyntaxDescription. &id
LDAP-NAME {"ldapSyntax"}
iD id-soa-ldapSyntaxes }
LdapSynfaxDescription ::= SEQUENCE {
identilfier SYNTAX-NAME. &id,
description UnboundedDirectoryString OPTIONAL,

}
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Annex A

Object identifier usage

(This annex forms an integral part of this Recommendation | International Standard.)

This annex documents the upper reaches of the object identifier subtree in which all of the object identifiers assigned in
the Directory Specifications reside. It does so by providing an ASN.1 module called UsefulDefinitions in which all
non-leaf nodes in the subtree are assigned names.

UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 8}

DEFINITI

ONS ::=

BEGIN

-- EXPORTS All

ASN. 1
her
bns

-- The es and values defined in this module are exported for use in the 'other
-- modulles contained within these Directory Specifications, and for the use‘of ot
-- applilcations which will use them to access Directory services. Other|applicati
-- may use them for their own purposes, but this will not constrain extensions an
-- modiflfications needed to maintain or improve the Directory service)

ID = OBJECT IDENTIFIER

ds ID = {joint-iso-itu-t ds(5)}

-- The flollowing definition is for ASN.1l definitions moved from

-- Rec. [ITU-T X.660 | ISO/IEC 9834-1:

id ID = {joint-iso-itu-t registration-procedures{l7) module(l) directory-defs (2
-- The flollowing defition is for ASN.1l definitions of LDAP schema

interned ID = {iso(1l) identifiéd=organization(3) dod(6) internet(1l)}
ldap-din ID = {internet directory (1)}

intSecurity ID = {internet security(5)}

ldap-enterprise ID = {internet private(4) enterprise(l)}

ldap—x5§§ ID = {ldap-dir x509(15)}

ldap-openLDAP ID = {ldap-enterprise openLDAP (4203) ldap(1l)}
openLDAH-attributes ID = {ldap-openLDAP attributeType (3)}

openLDAH-controls ID = {ldap-openLDAP controls(10)}

ldap-walll ID = {ldap-enterprise wahl (1466) }

ldap-dynExt iD =, {l1dap-wall 101 119}

ldap-atyr D = {1ldap-wall 101 120}

ldap-mafch Ip = {ldap-wall 109 114}

ldap-synjtax ID = {ldap-wall 115 121 1}

cosine ID = {itu-t(0) data(9) pss(2342) ucl(19200300) pilot(100)}
cosineAttr ID = {cosine pilotAttributeType (1)}

-- categories of information object

module ID = {ds 1}

serviceElement ID = {ds 2}

applicationContext ID = {ds 3}

attributeType ID = {ds 4}

attributeSyntaxVendor ID = {ds 5}

-- This arc will not be used by these Dlrectory Specifications

objectClass ID = {ds 6}

-- attributeSet ID = {ds 7}

algorithm ID = {ds 8}

abstractSyntax D = {ds 9}

-- object ID = {ds 10}

-- port D = {ds 11}

dsaOperationalAttribute ID = {ds 12}

matchingRule D = {ds 13}

knowledgeMatchingRule ID = {ds 14}

nameForm ID = {ds 15}
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group ID = {ds 16}

subentry ID = {ds 17}

operationalAttributeType ID = {ds 18}

operationalBinding D = {ds 19}

schemaObjectClass ID = {ds 20}

schemaOperationalAttribute ID = {ds 21}

administrativeRoles ID = {ds 23}

accessControlAttribute ID = {ds 24}

--rosObject ID = {ds 25}

--contract D = {ds 26}

--package ID = {ds 27}

accessControlSchemes ID = {ds 28}

certificateExtension ID = {ds 29}

managementObject ID = {ds 30}

attributevValueContext ID = {ds 31}

-- securjityExchange D = {ds 32}

idmProtocol ID = {ds 33}

problem ID = {ds 34}

notification ID = {ds 35}

matchingRestriction ID = {ds 36} -- None are currently deffined

controlAttributeType ID = {ds 37}

keyPurpdses ID = {ds 38}

passwordQuality ID = {ds 39}

attribufeSyntax ID = {ds 40}

avRestrijction ID = {ds 41}

cmsContentType ID = {ds 42}

-- modulles

usefulDefinitions ID = {module usefulDefinitions(0) 8}

informatlionFramework ID = {module informationFramework (1) 8}

directoryAbstractService IDp = {module directoryAbstractService(R) 8}

distributedOperations ID = {module distributedOperations(3) B}

-- protocolObjectIdentifiers ID =\{module protocolObjectIdentifiers|(4) 8}

selectedAttributeTypes ID = {module selectedAttributeTypes(5)| 8}

selectedObjectClasses ID = {module selectedObjectClasses(6) B}

authentijcationFramework ID = {module authenticationFramework (7) 8}

algorithmObjectIdentifiers ID = {module algorithmObjectIdentifierg(8) 8}

directoryObjectIdentifiers ID = {module directoryObjectIdentifierg (9) 8}

-- upperBounds ID = {module upperBounds (10) 8}

-- dap ID = {module dap(11l) 8}

-- dsp ID = {module dsp(12) 8}

distributedDirectoryOIDs ID = {module distributedDirectoryOIDs (|L3) 8}

directoryShadowOIDs D = {module directoryShadowOIDs (14) 8}

directorlyShadowAbstractSerwvice D = {module
directoryShadowAbstractService (15) 8}

-- disp ID = {module disp(16) 7}

-- dop D = {module dop(17) 7}

opBindingManagement ID = {module opBindingManagement (18) 8}

opBindingOIDs ID = {module opBindingOIDs (19) 8}

hierarchlicalOperationalBindings ID = {module
hierarchicalOperationalBindings (2p) 8}

dsaOperﬂtionalAttributeTypes ID = {module
dsaOperationalAttributeTypes (22) B}

schemaAdministration D = {module schemaAdministration (23) 8}

basicAccessControl ID = {module basicAccessControl (24) 8}

directoryOperationalBindingTypes ID = {module
directoryOperationalBindingTypes (25) 8}

certificateExtensions ID = {module certificateExtensions(26) 8}

directoryManagement ID = {module directoryManagement (27) 8}

enhancedSecurity D = {module enhancedSecurity(28) 8}

-- directorySecurityExchanges iD = {module

-- directorySecurityExchanges (29) 8}

iDMProtocolSpecification ID = {module iDMProtocolSpecification(30) 8}

directoryIDMProtocols D = {module directoryIDMProtocols (31) 8}

attributeCertificateDefinitions ID = {module

attributeCertificateDefinitions (32) 8}

serviceAdministration ID = {module serviceAdministration(33) 8}
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ldapAttributes ID = {module ldapAttributes(34) 8}

commonProtocolSpecification D = {module
commonProtocolSpecification (35) 8}

oSIProtocolSpecification D = {module oSIProtocolSpecification(36) 8}

directoryOSIProtocols ID = {module directoryOSIProtocols(37) 8}

ldapSystemSchema ID = {module ldapSystemSchema (38) 8}

passwordPolicy ID = {module passwordPolicy(39) 8}

pkiPmiExternalDataTypes D = {module pkiPmiExternalDataTypes (40) 8}

extensionAttributes ID = {module extensionAttributes (41) 8}

pkiPmiWrapper ID = {module pkiPmiWrapper (42) 8}

avlManagement ID = {module avlManagement (43) 8}

trustBrokerProtocol D = {module trustBrokerProtocol (44) 8}

-- synonyms

id-oc ID = objectClass

id-at ID = attributeType

id-as ID = abstractSyntax

id-mr ID = matchingRule

id-nf D = nameForm

id-sc ID = subentry

id-oa ID = operationalAttributeType

id-ob ID = operationalBinding

id-doa ID = dsaOperationalAttribute

id-kmr ID = knowledgeMatchingRule

id-soc ID = schemaObjectClass

id-soa ID = schemaOperationalAttribute

id-ar ID = administrativeRoles

id-aca Db = accessControlAttribute

id-ac ID = applicationContext

-- id-rdsObject ID = rosQObject

-- id-contract ID = coéntract

-- id-package Db = package

id-acScheme ID =\adccessControlSchemes

id-ce ID = certificateExtension

id-mgt IDp = managementObject

id-ave ID = attributeValueContext

-- id-s¢q ID = securityExchange

id-idm iD = idmProtocol

id-pr ID = problem

id-not ID = notification

id-mre ID = matchingRestriction

id-cat iD = controlAttributeType

id-kp ID = keyPurposes

id-pgq D = passwordQuality

id-ats ID = attributeSyntax

--id-1lc ID = ldapControl

id-asx ID = attributeSyntax

id-1sx ID = ldap-syntax

id-1dx ID ::= ldap-x509

id-lat ID ::= ldap-attr

id-1lmr ID ::= ldap-match

id-oat ID ::= openlLDAP-attributes

id-coat ID ::= cosineAttr

id-avr ID ::= avRestriction

id-cmsct ID ::= cmsContentType

-- LDAP syntax object identifiers

--userpwdMatch ID ::= {id-1s 0}

--userPwdHisoricMatch ID ::= {id-1s 1}

-- LDAP control object identifiers

--pwdControl D = {id-1lc 0}

--pwdResponse ID ::= {id-1lc 1}
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obsolete module identifiers

usefulDefinition ID = {module 0}
informationFramework ID = {module 1}
directoryAbstractService ID = {module 2}
distributedOperations D = {module 3}
protocolObjectIdentifiers ID = {module 4}
selectedAttributeTypes ID = {module 5}
selectedObjectClasses ID = {module 6}
authenticationFramework ID = {module 7}
algorithmObjectIdentifiers ID = {module 8}
directoryObjectIdentifiers ID = {module 9}
upperBounds ID = {module 10}
dap ID = {module 11}
dsp ID = {module 12}
distributedDirectoryObjectIdentifiers ID = {module 13}
unuseld module identifiers

diredtoryShadowOIDs ID = {module 14}
diredtoryShadowAbstractService ID = {module 15}
disp ID = {module 16}
dop ID = {module 17}
opBindingManagement ID = {module 18}
opBindingOIDs ID = {module 19}
hierarchicalOperationalBindings ID = {module 20}
dsa rationalAttributeTypes ID = {module 22}
sche! dministration ID = {module 23}
basigAccessControl ID = {module (24}
operationalBindingOIDs ID = {module 25}

sefulDefinitions

END --
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Annex B

Information framework in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex provides a summary of all the ASN.1 type, value and macro definitions contained in this Directory
Specification. The definitions form the ASN.1 module InformationFramework.

InformationFramework {joint-iso-itu-t ds(5) module(l) informationFramework(l) 8}
DEFINITIONS ::=
BEGIN

-- EXPORTS All
-- The es and values defined in this module are exported for use in the other ASN.1
-- modulles contained within these Directory Specifications, and for the usel of other
-- applijcations which will use them to access Directory services. Other applicatipns
-- may use them for their own purposes, but this will not constrain exténsions angd
-- modiflications needed to maintain or improve the Directory service,

IMPORTS
-- from Rec. ITU-T X.501 | ISO/IEC 9594-2
direcHoryAbstractService, id-ar, id-at, id-mr, id-nf, id~6a, id-oc,

id-sc,| selectedAttributeTypes, serviceAdministration
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l)usefulDefinitions(0) 8}

ule
ServiceAdministration serviceAdministration

Rec. ITU-T X.511 | ISO/IEC 9594-3

ContextAssertion
DirectoryAbstractService directoryAbstractService

Rec. ITU-T X.520 | ISO/IEC, 9594-6

boole atch, commonName, dn, ,generalizedTime, generalizedTimeMatch,
generallizedTimeOrderingMatchy\integerFirstComponentMatch, integerMatch,
integerOrderingMatch, objectIdentifierFirstComponentMatch, oid, subtreeSpec,

edDirectoryString
SelectedAttributeTypes selectedAttributeTypes;

ute data types

Attribu {ATTRIBUTE: SupportedAttributes} ::= SEQUENCE {
type ATTRIBUTE. &id ({SupportedAttributes}),
value SET SIZE (0..MAX) OF ATTRIBUTE. &Type ({SupportedAttributes}{ftypel}),
valuesWithContext SET SIZE (l1..MAX) OF SEQUENCE {
val ATTRIBUTE. &Type ({ SupportedAttributes} {@type}),
contéxXtList SET SIZE (I..MAX) OF Context,
...} OPTIONAL,
}
AttributeType ::= ATTRIBUTE. &id
AttributeValue ::= ATTRIBUTE. &Type
Context ::= SEQUENCE ({
contextType CONTEXT. &id ({SupportedContexts}),
contextValues
SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE,

}
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AttributeValueAssertion ::= SEQUENCE ({
type ATTRIBUTE. &id ({SupportedAttributes}),
assertion ATTRIBUTE. &éequality-match. &AssertionType

({SupportedAttributes} {@typel}),
assertedContexts CHOICE {
allContexts [0] NULL,
selectedContexts [1l] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL,
}

ContextAssertion ::= SEQUENCE ({
contextType CONTEXT. &id ({SupportedContexts}),
contextValues SET SIZE (1l..MAX) OF
CONTEXT . &éAssertion ({SupportedContexts} {@contextType}),
}

AttribufeTypeAssertion ::= SEQUENCE ({
type ATTRIBUTE. &id ({SupportedAttributes}),
assertiedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL,

}

-- Definlition of the following information object set is deferred, perhaps to

-- standardized profiles or to protocol implementation conformance statements. Th
-- is razuired to specify a table constraint on the values component/)of Attribute
-- value component of AttributeTypeAndValue, and the assertion component of

-- AttriputeValueAssertion.

Support ttributes ATTRIBUTE ::= {objectClass | aliasedEntryName, ...}

-- Definlition of the following information object set is~deferred, perhaps to
-- standardized profiles or to protocol implementatiofir conformance statements. Th
-- is r ired to specify a table constraint on the{context specifications.

SupportedContexts CONTEXT ::= {...}
-- naming data types
Name = CHOICE { -- only one possibility.\for now -- rdnSequence RDNSequence }
RDNSequence ::= SEQUENCE OF RelativeDistinguishedName
DistinguishedName ::= RDNSequence
RelativeDistinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndValue
Attribu]:TypeAndValue : := SEQUENCE {

type ATTRIBUTE. &id ({SupportedAttributes}),

value ATTRIBUTE. &§Type ( {SupportedAttributes} {@typel}) ,

}

-- subtnee data types

SubtreeSpecification ::= SEQUENCE {
base [0] LocalName DEFAULT ({},
COMPO TS OF ChopSpecification

specificationFilter [4] Refinement OPTIONAL,
}

-- empty sequence specifies whole administrative area

LocalName ::= RDNSequence
ChopSpecification ::= SEQUENCE {
specificExclusions [1] SET SIZE (l1..MAX) OF CHOICE {

chopBefore [0] LocalName,
chopAfter [1] LocalName,

...} OPTIONAL,
minimum [2] BaseDistance DEFAULT O,
maximum [3] BaseDistance OPTIONAL,

}

166 Rec. ITU-T X.501 (10/2016)

set
the

set


https://iecnorm.com/api/?name=95c79f2ff3bb2fe312bbe318ca35103a

ISO/IEC 9594-2:2017 (E)

BaseDistance ::= INTEGER (0. .MAX)

Refinement ::= CHOICE {
item [0] OBJECT-CLASS.&id,
and [1] SET SIZE (1..MAX) OF Refinement,
or [2] SET SIZE (1..MAX) OF Refinement,
not [3] Refinement,

}

-- OBJECT-CLASS information object class specification

OBJECT-CLASS ::= CLASS {
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,
&MandaltoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,
&ldap e SEQUENCE SIZE (1..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {

&Superclasses]

&kind]
&MandatoryAttributes]
&OptionalAttributes]
&ldapName]

&ldapDesc]

&id }

: := ENUMERATED {

= {

abstract
{objectClass}
{"top"}
id-oc-top }
alias OBJECT-CLASS ::= {
SUBC. S OF {top}
MUSTLQEEEAIN {aliasedEntryName}
LDAP- {"alias™}
ID id-ocfalias }
parent OBJECT-CLASS\: := {
KIND abstract
D id-oc-parent }
child OBJECT-CLASS ::= {
KIND auxiliarv
ID id-oc-child }

-- ATTRIBUTE information object class specification

ATTRIBUTE ::= CLASS ({
&derivation ATTRIBUTE OPTIONAL,
&Type OPTIONAL, -- either &Type or &derivation required

&equality-match
&ordering-match
&substrings-match
&single-valued
&collective
&dummy

MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,

-- operational extensions
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&no-user-modification
&usage
&ldapSyntax
&ldapName
&ldapDesc
&obsolete
&id
WITH SYNTAX {
[SUBTYPE OF
[WITH SYNTAX
[EQUALITY MATCHING RULE
[ORDERING MATCHING RULE

[SUBSTRINGS MATCHING RULE

[SINGLE VALUE

BOOLEAN DEFAULT FALSE,

AttributeUsage DEFAULT userApplications,
SYNTAX-NAME. &id OPTIONAL,

SEQUENCE SIZE (1..MAX) OF UTF8String OPTIONAL,
UTF8String OPTIONAL,

BOOLEAN DEFAULT FALSE,

OBJECT IDENTIFIER UNIQUE }

&derivation]
&§Type]
&equality-match]
&ordering-match]
&substrings-match]
&single-valued]

[COLLECTIVE &collective]

[D &dummy ]

[NO USER MODIFICATION &no-user-modification]
[USAGH &usage]

[LDAP-SYNTAX &ldapSyntax]
[LDAP-NAME &ldapName]

[LDAP-DESC &ldapDesc]

[OBSOLETE &obsolete]

D &id }

ENUMERATED {
(0),
(1),

AttribufeUsage ::=
userApplications
direcHoryOperation
distriputedOperation (2),
dSAOperation

(3),

{
OBJECT IDENTIFIER

objectIdentifierMatch
oid. &id
{"objectClass"}

iD id-at-objectClass }
aliasedEntryName ATTRIBUTE ::= ({

WITH TAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

LDAP- TAX dn. &id

MATCHING-RULE_::= CLASS ({

&ldapName
&ldapDesc
&id

WITH SYNTAX {
[PARENT
[SYNTAX
[UNIQUE-MATCH-INDICATOR
[LDAP-SYNTAX
[LDAP-NAME
[LDAP-DESC
ID

-- matching rules

168

{"aliasedObjectName"}
id-at-aliasedEntryName }

MATCHING-RULE OPTIONAL,
OPTIONAL,

A R

SEQUENCE SIZE (1..MAX) OF UTF8String OPTIONAL,
UTF8String OPTIONAL,
OBJECT IDENTIFIER UNIQUE }

&ParentMatchingRules]
&AssertionTypel]
&uniqueMatchIndicator]
&ldapSyntax]
&ldapName]

&ldapDesc]

&id }
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objectIldentifierMatch MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
LDAP-SYNTAX oid.&id

LDAP-NAME {"objectIdentifierMatch"}

D id-mr-objectIdentifierMatch }
distinguishedNameMatch MATCHING-RULE ::= {

SYNTAX DistinguishedName

LDAP-SYNTAX dn.é&id

LDAP-NAME {"distinguishedNameMatch"}

D id-mr-distinguishedNameMatch }

-- MATCHING-RULE information object class specification

tedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRuile}

MAPPING-BASED-MATCHING
{Seled

CLASS {
&seledtBy
&ApplilcableTo
&subtypesIncluded
&combinable
&mappingResults
&userControl
&exclusive
&matchling-rule
&id

WITH SYNTAX {
[SELEQT BY
APPLI LE TO
[SUBTYJPES INCLUDED
COMBI LE
[MAPPING RESULTS
[USER |[CONTROL
[EXCLUSIVE
MATCHING RULE

(o) ::= CLASS {

&namedObjectClass
&MandaltoryAttributes

SelectedBy OPTIONAL,

ATTRIBUTE,

BOOLEAN DEFAULT TRUE,

BOOLEAN (combinable) ,
MappingResult OPTIONAL,

BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT TRUE,
MATCHING-RULE. &id (matchingRule) ,
OBJECT IDENTIFIER UNIQUE }

&selectBy]
&ApplicableTo
&subtypesIncluded]
&combinable
&mappingResults]
&userControl]
&exclusive]
&matching-rule
&id }

ORM information object class specification

OBJECT;CLASS,
ATTRIBUTE,

&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldapName SEQUENCE SIZE(l..MAX) OF UTF8String OPTIONAL,

&ldapDesc UTF8String OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

NAMES &namedObjectClass

WITH TRIBUTES &MandatoryAttributes

[AND TIONALLY &OptionalAttributes]

[LDAP-NAME &ldapName]

[LDAP-DESC &ldapDesc]

ID &id }

-- STRUCTURE-RULE class and DIT structure rule data types

DITStructureRule ::= SEQUENCE ({
ruleIdentifier RuleIdentifier,
-- shall be unique within the scope of the subschema

nameForm

superiorStructureRules

}
RuleIdentifier

STRUCTURE-RULE

NAME-FORM. &id,
SET SIZE (1..MAX) OF RuleIdentifier OPTIONAL,

INTEGER

CLASS {
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&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE. &id OPTIONAL,
&id RuleIdentifier }

WITH SYNTAX {
NAME FORM &nameForm
[SUPERIOR RULES &SuperiorStructureRules]
ID &id }

-- DIT content rule data type and CONTENT-RULE class

DITContentRule ::= SEQUENCE {
structuralObjectClass OBJECT-CLASS. &id,
auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [1] SET SIZE (l1..MAX) OF ATTRIBUTE. &id OPTIONAL,
optional [2] SET SIZE (1..MAX) OF ATTRIBUTE. &id OPTIONAL,
precluded [3] SET SIZE (l1..MAX) OF ATTRIBUTE. &id OPTIONAL,
.

CONTENT-RULE ::= CLASS {
&strudturalClass OBJECT-CLASS. &id UNIQUE,
&Auxilliaries OBJECT-CLASS OPTIONAL,
&Mandaltory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precljuded ATTRIBUTE OPTIONAL }

WITH SYNTAX {
STRUCTIURAL OBJECT-CLASS &structuralClass
[AUXILIARY OBJECT-CLASSES &Auxiliaries]

[MUST |ICONTAIN &Mandatory]
[MAY CONTAIN &Optional]
[MUST-NOT CONTAIN &Precluded] }
CONTEXT |: := CLASS {
&Type,
&defayltValue &Type OPTIONAL,
&Asser|tion OPTIONAL,
&absentMatch BOOLEAN DEFAULT TRUE,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
WITH TAX &Type
[DEFAULT-VALUE &defaultValue]
[ASSERTED AS &Assertion]
[ABSENT-MATCH &absentMatch]
ID &id }
DITContextUse ::= SEQUENCE\({
attributeType ATTRIBUTE. &id,

mandatoryContexts ([1]° SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
1Contexts W\ [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,

DIT-CONTEXT-USE~RULE ::= CLASS {
&attripbuteType ATTRIBUTE. &id UNIQUE,
&Mandaltory, CONTEXT OPTIONAL,
&Optional CONTEXT OPTIONAL}

WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[MANDATORY CONTEXTS &Mandatory]
[OPTIONAL CONTEXTS &Optional] }

FRIENDS ::= CLASS {
&anchor ATTRIBUTE. &id UNIQUE,
&Friends ATTRIBUTE }
WITH SYNTAX {
ANCHOR &anchor
FRIENDS &Friends }

SYNTAX-NAME ::= CLASS {
&ldapDesc UTF8String,
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&Type OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

LDAP-DESC &ldapDesc

[DIRECTORY SYNTAX &Type]

ID &id }

-- system schema information objects

-- object classes

subentry OBJECT-CLASS ::= ({

SUBCLASS OF {top}

KIND structural

MUST CONTAIN {commonName |

subtreeSpecification}

LDAP- {"subentry"}

ID id-sc-subentry }
subentryNameForm NAME-FORM ::= {

NAMES subentry

WITH TRIBUTES {commonName}

iDp id-nf-subentryNameForm }
subtreeSpecification ATTRIBUTE ::= ({

WITH SYNTAX SubtreeSpecification

USAGE directoryOperation

LDAP-SYNTAX subtreeSpec. &id

LDAP- {"subtreeSpecification"}

iDp id-oa-subtreeSpecification ¢
administrativeRole ATTRIBUTE ::= {

WITH TAX OBJECT-CLASS. &id

EQUALIITY MATCHING RULE objectIdentifierMatch

USAGE directoryOperation

LDAP- TAX oid.&id

LDAP- {"administrativeRole"}

ID id-oca-administrativeRole }
createTimestamp ATTRIBUTE ::= {

WITH TAX GeneralizedTime

-- as [per 46.3 b) or c) of Re¢.  ITU-T X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE generalizedTimeMatch

ORDERIING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO US MODIFICATION TRUE

USAGE directoryOperation

LDAP- TAX generalizedTime. &id

LDAP- {"createTimestamp"}

D id-oa-createTimestamp }
modifyTimestamp ATTRIBUTE ::= {

WITH TAX GeneralizedTime

-- as c. ITU-T X. 680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX generalizedTime. &id

LDAP-NAME {"modifyTimestamp"}

ID id-oa-modifyTimestamp }
subschemaTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime

-- as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
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SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

creatorsName ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
LDAP-SYNTAX
LDAP-NAME
ID

TRUE

TRUE

directoryOperation
id-oa-subschemaTimestamp }

=

DistinguishedName
distinguishedNameMatch
TRUE

TRUE
directoryOperation

dn. &id
{"creatorsName"}
id-oa-creatorsName }

modifier]sName ATTRIBUTE

ti=

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

NO USHER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX dn. &id

LDAP-NAME {"modifiersName"}

D id-oca-modifiersName }
subschemaSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALIITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX dn. &id

LDAP-NAME {"subschemaSubentry"}

D id-oa-subschemaSubentryList }
accessControlSubentryList ATTRIBUTE ::= ({

WITH SYNTAX DistinguishedName

EQUALIITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE
ID

directoryOperation
id-oa-accéssControlSubentryList }

collectijveAttributeSubentryList s ATTRIBUTE ::= {

WITH S|YNTAX
EQUALIITY MATCHING RULE
NO USER MODIFICATION

DistinguishedName
distinguishedNameMatch
TRUE

USAGE directoryOperation

D id-oa-collectiveAttributeSubentrylList }
contextDefaultSubentryList ATTRIBUTE ::= ({

WITH SYNTAX DistinguishedName

EQUALIITY MATCHING RULE distinguishedNameMatch

NO USER ‘MODIFICATION TRUE

USAGE directoryOperation

D id-oa-contextDefaultSubentrylList }
serviceAdminSubentryList ATTRIBUTE ::= ({

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE
ID

directoryOperation
id-oa-serviceAdminSubentryList }

pwdAdminSubentryList ATTRIBUTE ::= ({

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
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USAGE directoryOperation

LDAP-SYNTAX dn. &id

LDAP-NAME {"pwdAdminSubentryList"}

D id-oa-pwdAdminSubentryList }
hasSubordinates ATTRIBUTE ::= {

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }
accessControlSubentry OBJECT-CLASS ::= {

KIND auxiliary

ID id-sc-accessControlSubentry }
collectijveAttributeSubentry OBJECT-CLASS ::= ({

KIND auxiliary

ID id-sc-collectiveAttributeSubentry }
collectijveExclusions ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

USAGE directoryOperation

ID id-oa-collectiveExclusions }
contextAssertionSubentry OBJECT-CLASS ::= {

KIND auxiliary

MUST CONTAIN {contextAssertionDefaults}

ID id-sc-contextAssertionSubentry }
contextAssertionDefaults ATTRIBUTE ::= {

WITH SYNTAX TypeAndContextAssertion

EQUALIITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

iD id-oa-contextAssertionDefault }
service inSubentry OBJECT-CLASS ::=-{

KIND auxiliary

MUST NTAIN {searchRules}

D id-sc-serviceAdminSubentry }
searchRules ATTRIBUTE ::= {

WITH TAX SearchRuleDescription

EQUALIITY MATCHING RULE"\“integerFirstComponentMatch

USAGE directoryOperation

ID id-oa-searchRules }
SearchRuyleDescription ::= SEQUENCE {

COMPONENTS OF SearchRule,

name [28] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,

description [29] UnboundedDirectoryString OPTIONAL,

}

pwdAdminSubentry OBJECT-CLASS ::= ({
KIND auxiliary
MUST CONTAIN { pwdAttribute }
LDAP-NAME {"pwdAdminSubentry"}
ID id-sc-pwdAdminSubentry }
pwdAttribute ATTRIBUTE ::= {
WITH SYNTAX ATTRIBUTE. &id
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
LDAP-SYNTAX oid. &id
LDAP-NAME {"pwdAttribute"}
ID id-at-pwdAttribute }
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pwdHistory{ATTRIBUTE:passwordAttribute,MATCHING-RULE:historyMatch,OBJECT IDENTIFIER:id}
ATTRIBUTE ::= {

WITH SYNTAX PwdHistory{passwordAttribute}

EQUALITY MATCHING RULE historyMatch

USAGE directoryOperation

D id}
PwdHistory{ATTRIBUTE:passwordAttribute} ::= SEQUENCE {

time GeneralizedTime,

password passwordAttribute. &Type,
-}

pwdRecentlyExpired {ATTRIBUTE :passwordAttribute,OBJECT IDENTIFIER:id} ATTRIBUTE ::= {
WITH SYNTAX passwordAttribute. &Type
EQUALIITY MATCHING RULE passwordAttribute.&equality-match
SINGLE VALUE TRUE
USAGE directoryOperation
ID id}
pwdHistoryMatch {ATTRIBUTE : passwordAttribute, OBJECT IDENTIFIER:id}
MATCHING@-RULE ::= {
SYNTAX passwordAttribute. &Type
ID id}
hierarchyLevel ATTRIBUTE ::= {
WITH SYNTAX HierarchyLevel
EQUALITY MATCHING RULE integerMatch
ORDERIING MATCHING RULE integerOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
D id-oca-hierarchyLevel}
HierarchyLevel ::= INTEGER
hierarchyBelow ATTRIBUTE ::= ({
WITH SYNTAX HierarchyBelow
EQUALIITY MATCHING RULE booleanMatc¢h
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
D id-oca-hierarchyBelow }
HierarchyBelow ::= BOOLEAN
hierarchyParent ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALIITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
USAGE directoryOperation
D id-oa-hierarchyParent }
hierarchyTop ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
USAGE directoryOperation
ID id-oa-hierarchyTop }

-- object identifier assignments

-- object classes

id-oc-top OBJECT IDENTIFIER = {id-oc 0}
id-oc-alias OBJECT IDENTIFIER = {id-oc 1}
id-oc-parent OBJECT IDENTIFIER = {id-oc 28}
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id-oc-child OBJECT IDENTIFIER ::= {id-oc 29}

-- attributes

id-at-objectClass OBJECT IDENTIFIER ::= {id-at 0}
id-at-aliasedEntryName OBJECT IDENTIFIER ::= {id-at 1}
id-at-pwdAttribute OBJECT IDENTIFIER ::= {id-at 84}

-- matching rules

id-mr-objectIdentifierMatch OBJECT IDENTIFIER ::= {id-mr 0}
id-mr-distinguishedNameMatch OBJECT IDENTIFIER ::= {id-mr 1}

-- operational attributes

id-oa-exlcludeAllCollectiveAttributes OBJECT IDENTIFIER ::= {id-oa 0}
id-oa-createTimestamp OBJECT IDENTIFIER ::= {id-oa 1}
id-oa-modifyTimestamp OBJECT IDENTIFIER ::= {id-oa 2}
id-oa-crleatorsName OBJECT IDENTIFIER ::= {id-oa 3}
id-oca-modifiersName OBJECT IDENTIFIER ::= {id-oa 4}
id-oca-administrativeRole OBJECT IDENTIFIER ::= {id-oa 5}
id-oa-subtreeSpecification OBJECT IDENTIFIER ::= {id-oa 6}
id-oa-cdllectiveExclusions OBJECT IDENTIFIER ::= {id-oa-}}
id-oa-subschemaTimestamp OBJECT IDENTIFIER ::= {id-oa 8}
id-oa-hasSubordinates OBJECT IDENTIFIER ::= {id-oa 9}
id-oa-subschemaSubentryList OBJECT IDENTIFIER ::={id-oa 10}
id-oa-adcessControlSubentryList OBJECT IDENTIFIER :;=‘{id-oa 11}
id-oa-collectiveAttributeSubentryList OBJECT IDENTIFIER,::.= {id-oa 12}
id-oa-contextDefaultSubentrylList OBJECT IDENTIFIER\::= {id-oa 13}
id-oca-contextAssertionDefault OBJECT IDENTIFIER ::= {id-oa 14}
id-oa-sefrviceAdminSubentrylList OBJECT IDENTIFIER ::= {id-oa 15}
id-oa-selarchRules OBJECT IDENTIFIER ::= {id-oa 16}
id-oa-hilerarchyLevel OBJECT IDENTIFIER ::= {id-oa 17}
id-oa-hilerarchyBelow OBJECT IDENTIFIER ::= {id-oa 18}
id-oa-hilerarchyParent OBJECT,IDENTIFIER ::= {id-oa 19}
id-oa-hilerarchyTop OBJECT IDENTIFIER ::= {id-oa 20}
id-oa-pwdAdminSubentrylList OBJECT IDENTIFIER ::= {id-oa 21}

-- id-oa-pwdStartTime OBJECT IDENTIFIER ::= {id-oa 22} X.509|Parf8
-- id-oa-pwdExpiryTime OBJECT IDENTIFIER ::= {id-oa 23} X.509|Par}s8
-- id-oa-pwdEndTime OBJECT IDENTIFIER ::= {id-oa 24} X.509|Parf8
-- id-oa-pwdFails OBJECT IDENTIFIER ::= {id-oa 25} X.509|Parf8
-- id-oa-pwdFailureTime OBJECT IDENTIFIER ::= {id-oa 26} X.509|Parf8
-- id-oa-pwdGracesUsed OBJECT IDENTIFIER ::= {id-oa 27} X.509|Parf8
-- id-oaj-userPwdHistory OBJECT IDENTIFIER ::= {id-oa 28} X.509|Parf8
-- id-oa-userPwdRecentlyExpired OBJECT IDENTIFIER ::= {id-oa 29} X.509|Parf8
-- id-oa-pwdModifyEntryAllowed OBJECT IDENTIFIER ::= {id-oa 30} X.509|Parf8
-- id-oa-pwdChangeAllowed OBJECT IDENTIFIER ::= {id-oa 31} X.509|Parf8
-- id-oaj-pwdMaxAge OBJECT IDENTIFIER ::= {id-oa 32} X.509|Parf8
-- id-oal-pwdExpiryAge OBJECT IDENTIFIER ::= {id-oa 33} X.509]|Parf8
-- id-oa-pwdMinliength OBJECT IDENTIFIER ::= {id-oa 34} X.509|Parf8
-- id-oa-pwdVoecabulary OBJECT IDENTIFIER ::= {id-oa 35} X.509|Parf8
-- id-oa-pwdAlphabet OBJECT IDENTIFIER ::= {id-oa 36} X.509|Park8
-- id-oa-pwdDictionaries OBJECT IDENTIFIER ::= {id-oa 37} X.509|Parf8
-- id-oal-pwdExpj i i 8} X ark8
-- id-oa-pwdGraces OBJECT IDENTIFIER ::= {id-oa 39} X.509|Part8
-- id-oa-pwdFailureDuration OBJECT IDENTIFIER ::= {id-oa 40} X.509|Part8
-- id-oa-pwdLockoutDuration OBJECT IDENTIFIER ::= {id-oa 41} X.509|Part8
-- id-oa-pwdMaxFailures OBJECT IDENTIFIER ::= {id-oa 42} X.509|Part8
-- id-oa-pwdMaxTimeInHistory OBJECT IDENTIFIER ::= {id-oa 43} X.509|Part8
-- id-oa-pwdMinTimeInHistory OBJECT IDENTIFIER ::= {id-oa 44} X.509|Part8
-- id-oa-pwdHistorySlots OBJECT IDENTIFIER ::= {id-oa 45} X.509|Part8
-- id-oa-pwdRecentlyExpiredDuration OBJECT IDENTIFIER ::= {id-oa 46} X.509|Part8
-- id-oa-pwdEncAlg OBJECT IDENTIFIER ::= {id-oa 47} X.509|Part8
id-oa-allAttributeTypes OBJECT IDENTIFIER ::= {id-oa 48}

-- subentry classes

id-sc-subentry OBJECT IDENTIFIER ::= {id-sc 0}
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-- Name forms

id-sc-accessControlSubentry OBJECT IDENTIFIER = {id-sc 1}
id-sc-collectiveAttributeSubentry OBJECT IDENTIFIER = {id-sc 2}
id-sc-contextAssertionSubentry OBJECT IDENTIFIER = {id-sc 3}
id-sc-serviceAdminSubentry OBJECT IDENTIFIER = {id-sc 4}
id-sc-pwdAdminSubentry OBJECT IDENTIFIER = {id-sc 5}
id-nf-subentryNameForm OBJECT IDENTIFIER = {id-nf 16}
-- administrative roles

id-ar-autonomousArea OBJECT IDENTIFIER = {id-ar 1}
id-ar-accessControlSpecificArea OBJECT IDENTIFIER = {id-ar 2}
id-ar-accessControlInnerArea OBJECT IDENTIFIER = {id-ar 3}
id-ar-subschemaAdminSpecificArea OBJECT IDENTIFIER = {id-ar 4}
id-ar-collectiveAttributeSpecificArea OBJECT IDENTIFIER = {id-ar 5}
id-ar-collectiveAttributeInnerArea OBJECT IDENTIFIER = {id-ar 6}
id-ar-contextDefaultSpecificArea OBJECT IDENTIFIER = {id-ar 7}
id-ar-sefrviceSpecificArea OBJECT IDENTIFIER = {id-ar 8}
id-ar-pwdAdminSpecificArea OBJECT IDENTIFIER = {id-ar 9}

END -- InformationFramework
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Annex C

Subschema administration in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined in
clause 15, in the form of an ASN.1 module, SchemaAdministration.

SchemaAdministration {joint-iso-itu-t ds(5) module(l) schemaAdministration(23) 8}
DEFINITIONS ::=

BEGIN

MAY C

ications needed to maintain or improve the Directory service,

, id-soc, informationFramework, ldapSystemSchema, s€lectedAttributeTypes

IdentifierFirstComponentMatch, oid, UnboundedDirectoryString

S All
es and values defined in this module are exported for use in the other ASN.1
s contained within the Directory Specifications, and for the use of] othefr
ations which will use them to access Directory services. Other applicatipns may
em for their own purposes, but this will not constrain extensions and

Rec. ITU-T X.501 | ISO/IEC 9594-2

UsefulDefinitions {joint-iso-itu-t ds(5) module(l)' usefulDefinitions(0) B}

TE, AttributeUsage, CONTEXT, DITContentRule+ DITStructureRule, MATCHING-RULE,
RM, OBJECT-CLASS, ObjectClassKind, objectIdentifierMatch, SYNTAX-NAME
InformationFramework informationFramework

taxes
LdapSystemSchema ldapSystemSchema

Rec. ITU-T X.520 | ISO/IEC 9594-6

teTypeDescription, dITContentRuleDescription, dITStructureRuleDescriptioh,
, integerFirstComponentMatch, integerMatch, matchingRuleDescription,
gRuleUseDescription, nameFormDescription, objectClassDescription,

SelectedAttributeTypes selectedAttributeTypes;

OBJECT-CLASS .=\ {
auxiliary

TAIN { dITStructureRules |
nameForms |
dITContentRules |
objectClasses |
attributeTypes |
friends |
contextTypes |

dITContextuse |
matchingRules |
matchingRuleUse |
ldapSyntaxes }

LDAP-NAME {"subschema"}

ID id-soc-subschema }
dITStructureRules ATTRIBUTE ::= {
WITH SYNTAX DITStructureRuleDescription

EQUALITY MATCHING RULE integerFirstComponentMatch

USAGE directoryOperation

LDAP-SYNTAX dITStructureRuleDescription. &id
LDAP-NAME {"dITStructureRules"}

D id-soa-dITStructureRule }
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DITStructureRuleDescription ::= SEQUENCE {
COMPONENTS OF DITStructureRule,
name [1] SET SIZE (l1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
}
dITContentRules ATTRIBUTE ::= {
WITH SYNTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX dITContentRuleDescription. &id
LDAP-NAME {"dITContentRules"}
ID id-soa-dITContentRules }
DITContentRuleDescription ::= SEQUENCE {
COMPONENTS OF DITContentRule,

name [4] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
}
matchingRules ATTRIBUTE ::= {
WITH TAX MatchingRuleDescription
EQUALIITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP- TAX matchingRuleDescription. &id
LDAP- {"matchingRules"}
iD id-soa-matchingRules }

MatchingRuleDescription ::= SEQUENCE {
identilfier MATCHING-RULE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString ORTIONAL,

BOOLEAN DEFAULT FALSE,
tion [0] UnboundedDirectoryString ‘OPTIONAL,
-- describes the ASN.1l syntax

Types ATTRIBUTE ::= {
TAX AttributeTypeDescription

EQUALIITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
LDAP- TAX attributeTypeDescription. &id
LDAP- {"attributeTypes"}
D id-soa-attributeTypes }
AttributeTypeDescription ::= SEQUENCE ({
identilfier ATTRIBUTE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsol BOOLEAN DEFAULT FALSE,
info tion [0] AttributeTypeInformation,
}
AttributeTypeInformation ::= SEQUENCE {
derivation [0] ATTRIBUTE. &id OPTIONAL,
equalityMatch [1] MATCHING-RULE. &id OPTIONAL,
orderingMatch [2] MATCHING-RULE. &id OPTIONAL,
substringsMatch [3] MATCHING-RULE. &id OPTIONAL,
attributeSyntax [4] UnboundedDirectoryString OPTIONAL,
multi-valued [5] BOOLEAN DEFAULT TRUE,
collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [7] BOOLEAN DEFAULT TRUE,
application AttributeUsage DEFAULT userApplications,
}
objectClasses ATTRIBUTE ::= {
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objectIdentifierFirstComponentMatch

OPTIONAL,

LDAP-NAME {"objectClasses"}
ID id-soa-objectClasses }
ObjectClassDescription ::= SEQUENCE {
identifier OBJECT-CLASS. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString
obsolete BOOLEAN

information [O]

ObjectClassInformation,

DEFAULT FALSE,

ObjectC
subclassOf
kind
mandatiories [3]
optionals [4]

ssInformation ::= SEQUENCE ({
SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,

ObjectClassKind
SET SIZE (1..MAX) OF ATTRIBUTE.&id
SET SIZE (1..MAX) OF ATTRIBUTE.&id

NameFormDescription

DEFAULT structural)
OPTIONAL,
OPTIONAL,

OPTIONAL,
DEFAULT FALSE,

OPTIONAL,

EQUALIITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

LDAP- TAX nameFormDescription. &id

LDAP- {"nameForms"}

D id-soa-nameForms }
NameFo escription ::= SEQUENCE {

identilfier NAME-FORM. &id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,

description UnboundedDirectoryString

obsol BOOLEAN

info tion [0] NameFormInformation,
NameFormInformation ::= SEQUENCE {

subordinate OBJECT-CLASS.&id,

namingMandatories SET OF ATTRIBUTE. &id,

namin tionals SET SIZE .(1..MAX) OF ATTRIBUTE. &id OPTIONAL,
matchingRuleUse ATTRIBUTE \::= {

WITH TAX MatchingRuleUseDescription

EQUALIITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

LDAP- TAX matchingRuleUseDescription. &id

LDAP- {"matchingRuleUse"}

D id-soa-matchingRuleUse }
MatchingRuleUseDescription ::= SEQUENCE ({

identilfi -RULE. &id

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,

description UnboundedDirectoryString

obsolete BOOLEAN

information [O0]

}

SET OF ATTRIBUTE. &id,

structuralObjectClass ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING
SINGLE VALUE

NO USER MODIFICATION

USAGE
LDAP-SYNTAX
LDAP-NAME

OBJECT IDENTIFIER
objectIdentifierMatch
TRUE

TRUE

directoryOperation

oid. &id
{"structuralObjectClass"}

RULE

DEFAULT FALSE,
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ID

id-soa-structuralObjectClass }

governingStructureRule ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE integerMatch

SINGLE

VALUE

INTEGER

TRUE

NO USER MODIFICATION TRUE

USAGE

LDAP-SYNTAX

directoryOperation
integer. &id

LDAP-NAME {"governingStructureRule"}
ID id-soa-governingStructureRule }
contextTypes ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch

ContextDescription

USAGE
ID

Context!

scription

identilfier

name
description
obsolete

info tion [O0]

}

ContextInformation

directoryOperation
id-soa-contextTypes }

::= SEQUENCE ({

CONTEXT. &id,

SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
UnboundedDirectoryString OPTIONAL,
BOOLEAN DEFAULT FALSE,
ContextInformation,

::= SEQUENCE {

syntax UnboundedDirectoryString,
asserfionSyntax UnboundedDirectoryString OPTIONAL,
}
dITContextUse ATTRIBUTE ::= {

WITH S|YNTAX
EQUALIITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE
ID

DITCont

DITContextUseDescription

directoryOperation
id-soa-dITContextUse }

tUseDescription ::= SEQUENCE -{
identilfier

name
description
obsolete

info tion [O0]

}

optio
}

friends ATTRIBUTE

ATTRIBUTE. &id,

SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
UnboundedDirectoryString OPTIONAL,

BOOLEAN DEFAULT FALSE,

DITContextUseInformation,

DITContextUseInformation'\*:= SEQUENCE {
mandaHEryContexts

1lContexts

WITH SYNTAX
EQUALIITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE

[1]” SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
[2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,

|

FriendsDescription

ID

FriendsDescription

anchor
name

description
obsolete

friends

}

[0]

directoryOperation

id-soa-friends }

:= SEQUENCE {

ATTRIBUTE. &id,

SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
UnboundedDirectoryString OPTIONAL,

BOOLEAN DEFAULT FALSE,

SET SIZE (1..MAX) OF ATTRIBUTE. &id,

-- object identifier assignments

-- schema object classes
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id-soc-subschema OBJECT IDENTIFIER = {id-soc 1}
-- schema operational attributes

id-soa-dITStructureRule OBJECT IDENTIFIER = {id-soa 1}
id-soa-dITContentRules OBJECT IDENTIFIER = {id-soa 2}
id-soa-matchingRules OBJECT IDENTIFIER = {id-soa 4}
id-soa-attributeTypes OBJECT IDENTIFIER = {id-soa 5}
id-soa-objectClasses OBJECT IDENTIFIER = {id-soa 6}
id-soa-nameForms OBJECT IDENTIFIER = {id-soa 7}
id-soa-matchingRuleUse OBJECT IDENTIFIER = {id-soa 8}
id-soa-structuralObjectClass OBJECT IDENTIFIER = {id-soa 9}
id-soa-governingStructureRule OBJECT IDENTIFIER = {id-soa 10}
id-soa-contextTypes OBJECT IDENTIFIER = {id-soa 11}
id-soa-dITContextUse OBJECT IDENTIFIER = {id-soca 12}
id-soa-firiends OBJECT IDENTIFIER = {id-soa 13}
END -- SchemaAdministration
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Annex D

Service administration in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined in
clause 16 in the form of an ASN.1 module, ServiceAdministration.

ServiceAdministration {joint-iso-itu-t ds(5) module(l) serviceAdministration(33) 8}
DEFINITIONS ::=
BEGIN

-- EXPORTS All
-- The es and values defined in this module are exported for use in the other ASN.1
-- modulles contained within these Directory Specifications, and for the usel of other

-- applijcations which will use them to access Directory services. Other applicatipns may
-- use them for their own purposes, but this will not constrain extensions and
-- modiflications needed to maintain or improve the Directory service,

IMPORTS
-- from Rec. ITU-T X.501 | ISO/IEC 9594-2

direcHoryAbstractService, informationFramework
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) B}

TE, AttributeType, CONTEXT, MATCHING-RULE, ,OBJECT-CLASS,
tedAttributes, SupportedContexts
InformationFramework informationFramework

Rec. ITU-T X.511 | ISO/IEC 9594-3
rouping, FamilyReturn, HierarchySelections, SearchControlOptions,

ControlOptions
DirectoryAbstractService directoryAbstractService;

le ::= SEQUENCE {

COMPONENTS OF SearchRuleld,
servigeType [1] +OBJECT IDENTIFIER OPTIONAL,
userCllass [2] INTEGER OPTIONAL,
inputAttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
attributeCombination./ [4] AttributeCombination DEFAULT anpd:{},
outputpAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defaulltControls [6] ControlOptions OPTIONAL,
mandatoryControls [7] ControlOptions OPTIONAL,
searchRuleControls [8] ControlOptions OPTIONAL,
family|Grouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
relaxation [ITI]T RelaxationPolicy OPTIONAL,
additionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
allowedSubset [13] AllowedSubset DEFAULT '1l11'B,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL,
}

SearchRuleld ::= SEQUENCE ({

id INTEGER,

dmdId [0] OBJECT IDENTIFIER }
AllowedSubset ::= BIT STRING {baseObject(0), onelLevel(l), wholeSubtree(2)}

ImposedSubset ::= ENUMERATED {baseObject(0), onelLevel(l), wholeSubtree(2),...}
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RequestAttribute ::= SEQUENCE ({
attributeType ATTRIBUTE. &id ({SupportedAttributes}),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({SupportedAttributes} {Q@attributeType}) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE ({
entryType OBJECT-CLASS. &id OPTIONAL,
values SEQUENCE OF ATTRIBUTE. &Type
({SupportedAttributes} {QattributeTypel}),
...} OPTIONAL,
contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and:({},
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL,
}
ContextHrofile ::= SEQUENCE {
contextType CONTEXT. &id ({SupportedContexts}),
contexltValue SEQUENCE SIZE (l1..MAX) OF CONTEXT.&Assertion
({SupportedContexts}{@contextType}) OPTIONAL,
}
ContextCQombination ::= CHOICE ({
context [0] CONTEXT.&id({SupportedContexts}),
and [1] SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
not [3] ContextCombination,
}
MatchingUse ::= SEQUENCE {

restrilctionType MATCHING-RESTRICTION. &id ({SupportedMatchingRestrictions}),
restrilctionValue MATCHING-RESTRICTION. &Restriction
({SupportedMatchingRestriétions} {@restrictionType}),

}

-- Definlition of the following information object set is deferred, perhaps to
-- standardized profiles or to protocol implementation conformance statements.
-- The t is required to specify a table\constraint on the components of

-- SupportedMatchingRestrictions

Supportj:MatchingRestrictions MATCHING-RESTRICTION ::= {...}
AttributieCombination ::= CHOICE ({
attribute [0] AttributeType
and [1] SEQUENCE OF AttributeCombination,
or [2] SEQUENCENOF AttributeCombination,
not [3] AttributeCombination,
}
ResultAfdtribute ;7= SEQUENCE {
attributeType ATTRIBUTE. &id ({SupportedAttributes}),
outputValues CHOICE {
selelctedValues SEQUENCE OF ATTRIBUTE. &Type
| ({SupportedAttributes} {QattributeType}),
mat AL
contexts [0] SEQUENCE SIZE (l1..MAX) OF ContextProfile OPTIONAL,
}
ControlOptions ::= SEQUENCE {
serviceControls [0] ServiceControlOptions DEFAULT {},
searchOptions [1] SearchControlOptions DEFAULT {searchAliases},

hierarchyOptions [2] HierarchySelections OPTIONAL,
}

EntryLimit ::= SEQUENCE {
default INTEGER,
max INTEGER,

}
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RelaxationPolicy ::= SEQUENCE ({
basic [0] MRMapping DEFAULT ({},
tightenings [1] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,

maximum [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1,
}
MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,

substitution [1] SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL,

}

Mapping ::= SEQUENCE ({

mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY {-- shall be an--

level INTEGER DEFAULT O,
}
MRSubstijtution ::= SEQUENCE ({
attribute AttributeType,

oldMatchingRule [0]
newMafchingRule [1]

MATCHING-RULE. &id OPTIONAL,
MATCHING-RULE. &id OPTIONAL,

-- ASN.]] information object classes

-- object identifier of a mapping-based matching algorithm

SEARCH-RULE ::= CLASS {
&dmdI OBJECT IDENTIFIER,
&servilceType OBJECT IDENTIFIER OPTIONAL,
&user(lass INTEGER OPTIONAL,
&InpufAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&combination AttributeCombination OPTIONAL,
&OutpytAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defaultControls ControlOptions OPTIONAL,
&mandaltoryControls ControlOptions OPTIONAL,
&seardhRuleControls ControlOptions OPTIONAL,
&famillyGrouping FamilyGrouping OPTIONAL,
&famillyReturn FamilyReturn OPTIONAL,
&addifionalControl AttributeType OPTIONAL,
&relaxlation RelaxationPolicy OPTIONAL,
&allowledSubset AllowedSubset DEFAULT '111'B,
&imposjedSubset ImpgdsedSubset OPTIONAL,
gentrylLimit EntryLimit OPTIONAL,
&id INTEGER UNIQUE }
WITH SYNTAX {
DMD ID &dmdId
[SERVICE-TYPE &serviceType]
[USER-CLASS &userClass]
[INPUT| ATTRIBUTES &InputAttributeTypes]
[COMBINATION &combination]
[OUTP! ATTRIBUTES &OutputAttributeTypes]
[DEFAULT _CONTROL &defaultControls]
1
[SEARCH-RULE CONTROL &searchRuleControls]
[FAMILY-GROUPING &familyGrouping]
[FAMILY-RETURN &familyReturn]
[ADDITIONAL CONTROL &additionalControl]
[RELAXATION &relaxation]
[ALLOWED SUBSET &allowedSubset]
[IMPOSED SUBSET &imposedSubset]
[ENTRY LIMIT &entryLimit]
ID &id }
REQUEST-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE. &id,
&SelectedValues ATTRIBUTE. &Type OPTIONAL,
&DefaultValues SEQUENCE ({
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entryType OBJECT-CLASS. &id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type } OPTIONAL,
&contexts SEQUENCE OF ContextProfile OPTIONAL,
&contextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,
&includeSubtypes BOOLEAN DEFAULT FALSE }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[SELECTED VALUES &SelectedValues]
[DEFAULT VALUES &DefaultValues]
[CONTEXTS &contexts]
[CONTEXT COMBINATION &contextCombination]
[MATCHING USE &MatchingUse]
[INCLUDE SUBTYPES &includeSubtypes] }
RESULT-ATTRIBUTE ::= CLASS {
&attriputeType ATTRIBUTE. &id,
&outpuytvValues CHOICE {
selegctedValues SEQUENCE OF ATTRIBUTE. &Type,
matdhedValuesOnly NULL } OPTIONAL,
&conteixts ContextProfile OPTIONAL }
WITH SYNTAX {
ATTRIBUTE TYPE &gattributeType
[OUTPUT VALUES &outputValues]
[CONTEXTS &contexts] }
MATCHING-RESTRICTION ::= CLASS {
&Restriction,
&Rule MATCHING-RULE. &id,
&id YjT OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
RESTRIICTION &Restriction
RULES &Rules
ID &id }
END -- ServiceAdministration
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Annex E

Basic Access Control in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex provides a summary of all of the ASN.1 type and value definitions for Basic Access Control. The definitions
form the ASN.1 module BasicAccessControl.

BasicAccessControl {joint-iso-itu-t ds(5) module(l) basicAccessControl (24) 8}
DEFINITIONS ::=
BEGIN

-- EXPORTS All
-- The es and values defined in this module are exported for use in the other ASN.1
-- modulles contained within these Directory Specifications, and for the usel of other

-- applijcations which will use them to access Directory services. Other applicatipns may
-- use them for their own purposes, but this will not constrain extensions and
-- modiflications needed to maintain or improve the Directory service,

IMPORTS

-- from Rec. ITU-T X.501 | ISO/IEC 9594-2

direcHoryAbstractService, id-aca, id-acScheme, informationFramework,
selectledAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) B}

ATTRIBUTE, AttributeType, AttributeTypeAndValue, ContextAssertion, Distinguishe{iName,
MATCHING-RULE, objectIdentifierMatch, Refinement,  SubtreeSpecification,
SupporjtedAttributes

FROM InformationFramework informationFramework

-- from Rec. ITU-T X.511 | ISO/IEC 9594-3

Filte
FROM DirectoryAbstractService directoryAbstractService

-- fr Rec. ITU-T X.520 | ISO/IEC 9594-6
direcHoryStringFirstComponentMatch, NameAndOptionalUID,

UnboundedDirectoryString, Uniqueldentifier
FROM SelectedAttributeTypes selectedAttributeTypes;

accessControlScheme ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
USAGE directoryOperation
ID id-aca-accessControlScheme }
-- types
ACIItem ::= SEQUENCE {
identificationTag UnboundedDirectoryString,
precedence Precedence,
authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOICE ({
itemFirst [0] SEQUENCE ({
protectedItems ProtectedItems,
itemPermissions SET OF ItemPermission,
...},
userFirst [1] SEQUENCE ({
userClasses UserClasses,
userPermissions SET OF UserPermission,

...}y
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-}
}

Precedence ::= INTEGER(0..255,...)
ProtectedItems ::= SEQUENCE ({
entry [0] NULL OPTIONAL,
allUserAttributeTypes [1] NULL OPTIONAL,
attributeType [2] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
allAttributeValues [3] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributevValue [5] SET SIZE (1..MAX) OF AttributeTypeAndValue
OPTIONAL,
selfVallue [6] SET SIZE (l1..MAX) OF AttributeType
OPTIONAL,
rangeQfValues [7] Filter OPTIONAL,
maxValjueCount [8] SET SIZE (1..MAX) OF MaxValueCount
OPTIONAL,
maxImmSub [9] INTEGER OPTIONAL,
restrilctedBy [10] SET SIZE (1l..MAX) OF Restrictedvalue
OPTIONAL,
contexts [11] SET SIZE (1l..MAX) OF ContextAssertion
] OPTIONAL,
classels [12] Refinement OPTIONAL,
}
MaxValueCount ::= SEQUENCE ({
type j: AttributeType,
maxCount INTEGER,
}
RestrictedValue ::= SEQUENCE {
type je AttributeType,
valueslIn AttributeType,
}
UserClajies : := SEQUENCE ({
allUsers [0] NULL OPTIONAL,
thisEntry [1] NULL OPTIONAL,
name [2] SET SIZE (1.:MAX) OF NameAndOptionalUID OPTIONAL,
userGrioup [3] SET SIZE (I1.;MAX) OF NameAndOptionalUID OPTIONAL,
-- dn component shall be the name of an
-- entryrof GroupOfUniqueNames
subtree [4] SET SIZE (1..MAX) OF SubtreeSpecification OPTIONAL,
}
ItemPermission : ;= ‘SEQUENCE {
precedence Precedence OPTIONAL,
—->~defaults to precedence in ACIItem
userCllasses UserClasses,
grant dDenials GrantsAndDenials,
}

UserPermission ::= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in ACIItem
protectedItems ProtectedItems,

grantsAndDenials GrantsAndDenials,
}

AuthenticationLevel ::= CHOICE {
basicLevels SEQUENCE {
level ENUMERATED {none(0), simple(l), strong(2),...},
localQualifier INTEGER OPTIONAL,
signed BOOLEAN DEFAULT FALSE,
...},
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other

}

EXTERNAL,

GrantsAndDenials ::= BIT STRING ({
-- permissions that may be used in conjunction
-- with any component of ProtectedItems

grantAdd (0),
denyAdd (1),
grantDiscloseOnError (2),
denyDiscloseOnError (3),
grantRead (4),
denyRead (5),
grantRemove (6),
denyRemove (7),

-- permissions that may be used only in conjunction

the entry component

owse (8),

wse (9),

port (10),
ort (11),
port (12),
ort (13),
dify (14),
ify (15),
name (16),
ame (17),
turnDN (18),
turnDN (19),

issions that may be used in conjunction
any component, except entry, of ProtectedItéems

mpare (20),
pare (21),
ilterMatch (22),
denyFillterMatch (23),
grantIinvoke (24),
denyInvoke (25) }
-- attributes
prescriptiveACI ATTRIBUTE ::= ({
WITH SYNTAX ACIItem

EQUALIITY MATCHING RULE directoryStringFirstComponentMatch

USAGE directoryOperation
D id-aca-prescriptiveACI }
entryACI] ATTRIBUTE ::=({

WITH SYNTAX

ACIItem

EQUALIITY MATCHING\RULE directoryStringFirstComponentMatch

USAGE directoryOperation
ID id-aca-entryACI }
subentryACI (ATTRIBUTE ::= {
WITH TAX ACIItem
EQUAL i atch
USAGE directoryOperation
ID id-aca-subentryACI }
-- object identifier assignments
-- attributes
id-aca-accessControlScheme OBJECT IDENTIFIER ::= {id-aca
id-aca-prescriptiveACI OBJECT IDENTIFIER ::= {id-aca
id-aca-entryACI OBJECT IDENTIFIER ::= {id-aca
id-aca-subentryACI OBJECT IDENTIFIER ::= {id-aca

-- access control schemes
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basicAccessControlScheme
simplifiedAccessControlScheme
rule-based-access-control
rule-and-basic-access-control
rule-and-simple-access-control

END -- BasicAccessControl

OBJECT
OBJECT
OBJECT
OBJECT
OBJECT

IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::

ISO/IEC 9594-2:2017 (E)

{id-acScheme 1}
{id-acScheme 2}
{id-acScheme 3}
{id-acScheme 4}
{id-acScheme 5}
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Annex F

DSA operational attribute types in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type and value definitions contained in clauses 23 and 24 in the form of an ASN.1
module, DSAOperationalAttributeTypes.

DSAOperationalAttributeTypes {joint-iso-itu-t ds(5) module (1)
dsaOperationalAttributeTypes (22) 8}

DEFINITI
BEGIN

ONS ::=

-- EXPORTS All

-- The

-- modu
-- appli
-- use t
-- modif

IMPORTS

es and values defined in this module are exported for use in the other
s contained within these Directory Specifications, and for the usg of ot
cations which will use them to access Directory services. Otherlapplicati
hem for their own purposes, but this will not constrain extensions and
ications needed to maintain or improve the Directory service)

-- from Rec. ITU-T X.501 | ISO/IEC 9594-2

ASN.1
her
bns may

distriputedOperations, id-doa, id-kmr, informationFramework, opBindingManagement
selectledAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) modile(l) usefulDefinitions (0)
ATTRIBUTE, MATCHING-RULE, Name
FROM InformationFramework informationFramework
OperaflionalBindingID
FROM OperationalBindingManagement opBindingManagement
-- fr Rec. ITU-T X.518 | ISO/IEC 9594-4
AccesslPoint, DitBridgeKnowledge, “MasterAndShadowAccessPoints
FROM DistributedOperations distributedOperations
-- fr Rec. ITU-T X.520 | \ISO/IEC 9594-6
bitStringMatch, directoryStringFirstComponentMatch
FROM SelectedAttributeTypes selectedAttributeTypes ;
dseType ATTRIBUTE : :=\({
WITH SYNTAX DSEType
EQUALITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE dSAOperation
D id-doa-dseType }
DSEType ::= BIT STRING {
root (0), ~-- root DSE
glue (1), -- represents knowledge of a name only
cp (2), -- context prefix
entry (3), -- object entry
alias (4), -- alias entry
subr (5), -- subordinate reference
nssr (6), -- non-specific subordinate reference
supr (7), -- superior reference
Xr (8), -- cross reference
admPoint (9), -- administrative point
subentry (10) , -- subentry
shadow (11) , -- shadow copy
immSupr (13), -- immediate superior reference
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rhob (14), --
sa (15), --
dsSubentry (16), --
familyMember (17), --
ditBridge (18)} --
--writeableCopy (19)

myAccessPoint ATTRIBUTE

ISO/IEC 9594-2:2017 (E)

rhob information

subordinate reference to alias entry
DSA Specific subentry

family member

DIT bridge reference

writeable copy (currently not used)

= {

WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

D id-doa-myAccessPoint }
superiorKnowledge ATTRIBUTE ::= {

WITH SYNTAX AccessPoint

EQUALIITY MATCHING RULE accessPointMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

iDp id-doa-superiorKnowledge }
specifidknowledge ATTRIBUTE ::= {

WITH S|YNTAX
EQUALIITY MATCHING RULE

SINGLE VALUE TRUE

NO USHER MODIFICATION TRUE

USAGE distributedOperation

iD id-doa-specificKnowledge }
nonSpecilfficKnowledge ATTRIBUTE ::= {

WITH SYNTAX
EQUALIITY MATCHING RULE

NO USER MODIFICATION TRUE

USAGE distributedOperation

D id-doa-nonSpecificKnowledge }
SupplierOrConsumer ::= SET {

COMPONENTS OF AccessPoint, -- supplier or consumer

agreementID [3] OperationalBindingID,

}
SupplierfInformation ::=
COMPONENTS OF
suppliler-is-master
non-supplying-master

}

supplierKnowledge~ATTRIBUTE ::= {

WITH S|YNTAX

EQUALIITY MATCHING RULE
NO USER MODIFICATION
USAGE

SET {

[4]
£31]

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch

SupplierOrConsumer, -- supplier
BOOLEAN DEFAULT TRUE,
AccessPoint OPTIONAL,

SupplierInformation
supplierOrConsumerInformationMatch
TRUE

dSAOperation

D id-doa-supplierKnowledge }
ConsumerInformation ::= SupplierOrConsumer -- consumer
consumerKnowledge ATTRIBUTE ::= ({

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ConsumerInformation
supplierOrConsumerInformationMatch
TRUE

dSAOperation

D id-doa-consumerKnowledge }
SupplierAndConsumers ::= SET ({
COMPONENTS OF AccessPoint, -- supplier

consumers

}

[31

SET OF AccessPoint,
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secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX SupplierAndConsumers
EQUALITY MATCHING RULE supplierAndConsumersMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-secondaryShadows }
ditBridgeKnowledge ATTRIBUTE ::= {

WITH SYNTAX DitBridgeKnowledge

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

D id-doa-ditBridgeKnowledge }
-- matchiing rules
accessPdintMatch MATCHING-RULE ::= {

SYNTAX| Name

D id-kmr-accessPointMatch }
masterAndShadowAccessPointsMatch MATCHING-RULE ::= {

SYNTAX SET OF Name

D id-kmr-masterShadowMatch }
supplierOrConsumerInformationMatch MATCHING-RULE ::= {

SYNTAX SET {

ae-title [0] Name,
agrelement-identifier [2] INTEGER}

iDp id-kmr-supplierConsumerMatch }
supplie dConsumersMatch MATCHING-RULE ::= {

SYNT Name

D id-kmr-supplierConsumersMatch }
-- objeqgt identifier assignments
-- dsa operational attributes
id-doa-dseType OBJECT IDENTIFIER ::= {id-doa 0}
id-doa-myAccessPoint OBJECT IDENTIFIER ::= {id-doa 1}
id-doa-sjuperiorKnowledge OBJECT IDENTIFIER = {id-doa 2}
id-doa-sjpecificKnowledge OBJECT IDENTIFIER = {id-doa 3}
id-doa-njonSpecificKnowledge OBJECT IDENTIFIER ::= {id-doa 4}
id-doa-sjupplierKnowledge OBJECT IDENTIFIER ::= {id-doa 5}
id-doa-donsumerKnowledge OBJECT IDENTIFIER = {id-doa 6}
id-doa-slecondaryShadows OBJECT IDENTIFIER ::= {id-doa 7}
id-doa-ditBridgeKnowledge OBJECT IDENTIFIER ::= {id-doa 8}
-- knowlledge mateching rules
id-kmr-accessPointMatch OBJECT IDENTIFIER = {id-kmr 0}
id-kmr-masterShadowMatch OBJECT IDENTIFIER = {id-kmr 1}
id-kmr- i i r 2}
id-kmr-supplierConsumersMatch OBJECT IDENTIFIER ::= {id-kmr 3}

END -- DSAOperationalAttributeTypes
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Annex G

Operational binding management in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type, value and information object class definitions regarding Operational Bindings
relevant to this Directory Specification in the form of the ASN.1 module OperationalBindingManagement.

OperationalBindingManagement {joint-iso-itu-t ds(5) module (1)
opBindingManagement (18) 8}

DEFINITIONS ::=
BEGIN
-- EXPORTS All
-- The es and values defined in this module are exported for use in the other ASN.1
-- modulles contained within these Directory Specifications, and for the use of other
-- applilcations which will use them to access Directory services. Otherlapplicatipns may
-- use em for their own purposes, but this will not constrain extensions and
-- modiflfications needed to maintain or improve the Directory service)
IMPORTS
-- fr Rec. ITU-T X.501 | ISO/IEC 9594-2
direcHoryAbstractService, directoryShadowAbstractService,
distrijputedOperations, directoryOSIProtocols, enhancedSecurity,
hierarchicalOperationalBindings, commonProtocolSpecification
FROM UsefulDefinitions {joint-iso-itu-t ds(5) .module (1) usefulDefinitions(0) B}
OPTIO LY-PROTECTED-SEQ
FROM EnhancedSecurity enhancedSecurity
hierarjchicalOperationalBinding, nonSpecificHierarchicalOperationalBinding
FROM HierarchicalOperationalBindings-hierarchicalOperationalBindings
-- from [Rec. ITU-T X.511 | ISO/IEC 9594-3
CommonResultsSeq, securityError,- SecurityParameters
FROM DirectoryAbstractService directoryAbstractService
-- fr Rec. ITU-T X.518 |-ISO/IEC 9594-4
AccesslPoint, dSABind
FROM DistributedOperations distributedOperations
-- fr Rec. ITU=T X.519 | ISO/IEC 9594-5
id-err-operationalBindingError, id-op-establishOperationalBinding,
id-op-modifyOperationalBinding, id-op-terminateOperationalBinding,
OPERATITON; ERROR
FRO! ommonProtocolSpecification commonProtocolSpecitication
APPLICATION-CONTEXT
FROM DirectoryOSIProtocols directoryOSIProtocols
-- from Rec. ITU-T X.525 | ISO/IEC 9594-9
shadowOperationalBinding
FROM DirectoryShadowAbstractService directoryShadowAbstractService ;
-- bind and unbind
dSAOperationalBindingManagementBind OPERATION ::= dSABind
OPERATIONAL-BINDING ::= CLASS {
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&Agreement ,
&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[SYMMETRIC &both]
[ASYMMETRIC
[ROLE-A &roleA]
[ROLE-B &roleB]]
ID &id }
OP-BINDING-COOP ::= CLASS {
&applContext APPLICATION-CONTEXT,
&Operations OPERATION OPTIONAL }
WITH SYNTAX {
&applContext
[APPLIES TO &Operations] }
OP-BIND-ROLE ::= CLASS {
&establish BOOLEAN DEFAULT FALSE,
&EstablishParam,
&modifly BOOLEAN DEFAULT FALSE,
&Modi flyParam OPTIONAL,
&termihate BOOLEAN DEFAULT FALSE,
&TerminateParam OPTIONAL }
WITH SYNTAX {
[EST. ISHMENT-INITIATOR &establish]
ESTABLISHMENT-PARAMETER &§EstablishParam
[MODIFJICATION-INITIATOR &modify]
[MODIFJICATION-PARAMETER &ModifyParam]
[TERMINATION-INITIATOR &terminate]
[TERMINATION-PARAMETER &TerminateParam] '}
-- operations, arguments and results
establishOperationalBinding OPERATION ::= {
ARG T EstablishOperationalBindingArgument
RESUL EstablishOperationalBindingResult
ERROR {operationalBindingError | securityError}
CODE id-op-establishOperationalBinding }
EstablishOperationalBindingArgument ::=
OPTIO LY-PROTECTED-SEQ { EstablishOperationalBindingArgumentData }
EstablishOperationalBindingArgumentData ::= SEQUENCE ({
bindingType [0] OPERATIONAL-BINDING. &id({OpBindingSet}),
bindingID [1] OperationalBindingID OPTIONAL,
accessPoint [2] AccessPoint,
]P -- symmetric, Role A initiates, or Role B initiates
initialtor CHOICE {
symmetric [3] OPERATIONAL-BINDING. &both.&EstablishParam
({OpBindingSet} {@bindingType}) ,
roleA-initiates [4] OPERATIONAL-BINDING. &roleA.&EstablishParam
({OpBindingSet} {@bindingType}) ,
roleB-initiates [5] OPERATIONAL-BINDING. &roleB.&EstablishParam
({OpBindingSet} {@bindingType}) },
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet} {@bindingType}) ,
valid [7] Validity DEFAULT {},

securityParameters [8] SecurityParameters OPTIONAL,

}

OpBindingSet OPERATIONAL-BINDING ::= ({
shadowOperationalBinding |
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hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

OperationalBindingID ::= SEQUENCE ({
identifier INTEGER,
version INTEGER,
}
Validity ::= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,
...} DEFAULT now:NULL,
validUntil [1] CHOICE {
explicitTermination [0] NULL,
timel [1] Time,

.. |} DEFAULT explicitTermination:NULL,
}
Time ::5 CHOICE ({
utcTiji UTCTime,
generallizedTime GeneralizedTime,

}

EstablishOperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ-{
EstablishOperationalBindingResultData }
EstablishOperationalBindingResultData ::= SEQUENCE {

bindingType [0] OPERATIONAL-BINDING. &id({OpBindingSet}),

bindinjgID [1] OperationalBindingID OPTIONAL,

accesslPoint [2] AccessPoint,

etric, Role A replies, or Role B replies

tor CHOICE {

tric [3] OPERATIONAL-BINDING. &both.&EstablishParam
({OpBindingSet} {@bindingType}) ,

-replies [4] OPERATIONAL-BINDINGx:&roleA.&EstablishParam
({OpBindingSet} {fbindingType}) ,

-replies [5] OPERATIONAL-BINDING. &roleB.&EstablishParam
({OpBindingSet} {@bindingType}) },

NTS OF CommonResultsSeq }

rationalBinding OPERATION ::= {

T ModifyOperationalBindingArgument
ModifyOperationalBindingResult
{operationalBindingError | securityError}
id-op-médifyOperationalBinding }

rationalBindingArgument ::=
LLY-PROTECTED-SEQ { ModifyOperationalBindingArgumentData }

Modify rationalBindingArgumentData ::= SEQUENCE ({
bindi [0] OPERATIONAL-BINDING.&id({OpBindingSet})
bindingID [1] OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,
-- symmetric, Role A initiates, or Role B initiates
initiator CHOICE ({
symmetric [3] OPERATIONAL-BINDING. &both.&ModifyParam

({OpBindingSet} {@bindingType}) ,
roleA-initiates [4] OPERATIONAL-BINDING. &roleA.&ModifyParam

({OpBindingSet} {@bindingType}) ,
roleB-initiates [5] OPERATIONAL-BINDING. &roleB.&ModifyParam

({OpBindingSet} {@bindingType})} OPTIONAL,

newBindingID [6] OperationalBindingID,

newAgreement [7] OPERATIONAL-BINDING. &Agreement
({OpBindingSet} {@bindingType}) OPTIONAL,

valid [8] ModifiedValidity OPTIONAL,
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securityParameters [9] SecurityParameters OPTIONAL,

-}

ModifiedValidity ::= SEQUENCE {

validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,
...} DEFAULT now:NULL,

validUntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] Time,
unchanged [2] NULL,

} DEFAULT unchanged:NULL,
}

ModifyOperationalBindingResult ::= CHOICE {
null NULL,
protedted [1] OPTIONALLY-PROTECTED-SEQ{ ModifyOperationalBindingResultData) },
R |

ModifyOperationalBindingResultData ::= SEQUENCE ({
newBindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING. &id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING. &§Agreement ({OpBindingSet} {@.bindingType}),
valid Validity OPTIONAL,

ceey
COMPONENTS OF CommonResultsSeq

terminateOperationalBinding OPERATION ::= ({
ARG T TerminateOperationalBindingArgument
RESULT TerminateOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-terminateOperationalBinding’;}

TerminateOperationalBindingArgument ::=
OPTIONALLY-PROTECTED-SEQ { TerminateOperationalBindingArgumentData }

TerminatieOperationalBindingArgumentData ::= SEQUENCE ({
bindingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bindinjgID [1] OperationalBindingID,
-- s etric, Role A initidtes, or Role B initiates
initiator CHOICE ({
s tric [2}. OPERATIONAL-BINDING. &both.&TerminateParam
({opBindingSet} {@bindingTypel}) ,
roleA-initiates [3] OPERATIONAL-BINDING. &roleA.&TerminateParam
({opBindingSet} {@bindingType}) ,
roleB-initiates [4] OPERATIONAL-BINDING. &roleB. &TerminateParam
({OpBindingSet} {@bindingType})} OPTIONAL,
terminateAt [5] Time OPTIONAL,

securijtyPdrameters [6] SecurityParameters OPTIONAL,

TerminateOperationalBindingResult ::= CHOICE ({
null NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ{ TerminateOperationalBindingResultData },
}

TerminateOperationalBindingResultData ::= SEQUENCE {
bindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING. &id ({OpBindingSet}) ,
terminateAt GeneralizedTime OPTIONAL,

L
ceey
COMPONENTS OF CommonResultsSeq }

-- errors and parameters
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