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Foreword

ISO (the International Organization for Standardization) and

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and n
technd

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
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n-governmental, In liaison with 1SO and IEC, also take part in the work. In the field
logy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

rds adopted by the joint technical committee are circulated to national bodies for voting.
rnational Standard requires approval by at least 75 % of the national bodies casting a vot

pn is drawn to the possibility that some of the elements of this decument may be the su
ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

C 9594-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatio
mmittee SC 6, Telecommunications and information,eXchange between systems, in coll
The identical text is published as Rec. ITU-T X.501(10/2012).

eventh edition cancels and replaces the sixth edition (ISO/IEC 9594-2:2008), wh
Cally revised. It also incorporates the Technical Corrigenda ISO/IEC 9594-2:2008/C
C 9594-2:2008/Cor.2:2012.

C 9594 consists of the following parts;“under the general title Information technology —
nnection — The Directory:

art 1. Overview of concepts;.models and services
art 2: Models

art 3: Abstract service definition

art 4. Proceduires for distributed operation

art 5. Rrotocol specifications
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hit 67 Selected attribute types

Part 7: Selected object classes
Part 8: Public-key and attribute certificate frameworks

Part 9: Replication
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Introduction

This Recommendation | International Standard, together with other Recommendations in the ITU-T X.500-series | parts
of ISO/IEC 9594, has been produced to facilitate the interconnection of information processing systems to provide
directory services. A set of such systems, together with the directory information that they hold, can be viewed as an
integrated whole, called the Directory. The information held by the Directory, collectively known as the Directory
Information Base (DIB), is typically used to facilitate communication between, with or about objects such as
application entities, people, terminals and distribution lists.

The Directory plays a significant role in Open Systems Interconnection (OSl), whose aim is to alow, with a minimum
of technical agreement outside of the interconnection standards themselves, the interconnection of information
processing systems:

—  from different manufacturers;

— under different managements;

+  of different levels of complexity; and
4+  of different ages.

This Recojnmendation | International Standard provides a number of different models for the Directory as aframework
for the other Recommendations in the ITU-T X.500 series | parts of ISO/IEC 9594. The\models are the overall
(functional) model; the administrative authority model, generic Directory Information Models providing Dirgctory User
and Administrative User views on Directory information, generic DSA and DSA information models, an Qperational
Framework and a security model.

The gener|c Directory Information Models describe, for example, how information about objects is groupgd to form
Directory éntries for those objects and how that information provides names forobjects.

The genelic DSA and DSA information models and the Operational (Framework provide support for| Directory
distributiof.

This Recojmendation | International Standard provides a specialization of the generic Directory Informatior] Models to
support Diyectory Schema administration.

This Recolnmendation | International Standard provides thefoundation frameworks upon which industry profiles can be
defined by| other standards groups and industry forums."Many of the features defined as optional in these ffameworks
may be nmjandated for use in certain environments-through profiles. This seventh edition technically revises and
enhances the sixth edition of this Recommendation jternational Standard.

This severth edition specifies versions 1 and 2.0f the Directory protocols.

The first ghd second editions specified only version 1. Most of the services and protocols specified in this jedition are
designed tp function under version 1. However, some enhanced services and protocols, e.g., signed errofs, will not
function upless al Directory entities involved in the operation have negotiated version 2. Whichever version has been
negotiated| differences betweenithe services and between the protocols defined in the six editions, except for those
specifically assigned to version-2, are accommodated using the rules of extensibility defined in Rec. ITU-T X.519 |
|SO/IEC 9p94-5.

Annex A, which is anhintegral part of this Recommendation | International Standard, summarizes the usage of ASN.1
object identifiersinthe ITU-T X.500-series Recommendations | parts of |SO/IEC 9594.

Annex B, ywhich.is an integral part of this Recommendation | International Standard, provides the ASN.1 mogule which
contains af of\the definitions associated with the information framework.

Annex C, which is an integral part of this Recommendation | International Standard, provides the subschema
administration schemain ASN.1.

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Service Administration.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Basic Access Control.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains al the definitions associated with DSA operational attribute types.

Annex G, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with operational binding management operations.
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Annex H, which isan integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains al the definitions associated with enhanced security.

Annex |, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains the definitions for LDAP system schema using the ASN.1 ATTRIBUTE information object.

Annex J, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

Annex K, which is not an integral part of this Recommendation | International Standard, describes some criteria that can
be considered in designing names.

Annex L, which is not an integral part of this Recommendation | International Standard, provides some examples of
various aspects of Schema.

Annex M, which is not an integral part of this Recommendation | International Standard, provides an overview of the
semantics psseetatee-wi ; AR

Annex N, vhich is not an integral part of this Recommendation | International Standard, provides an exterde
of the use pf Basic Access Control.

d example

Annex O, which is not an integral part of this Recommendation | International Standard, describes’some D$A specific
entry comiinations.

Annex P, yhich is not an integral part of this Recommendation | International Standard, ‘provides a framewprk for the
modellingjof knowledge.

Annex Q,|which is not an integral part of this Recommendation | International\'Standard, describes the foncept of
subfilters.

Annex R, which is not an integral part of this Recommendation | International Standard, describes recommendations
and examgles on how family members can be named.

Annex S, Which is not an integral part of this Recommendation | International Standard, gives an introductior] to naming
concepts ahd considerations.

Annex T, Which is not an integral part of this Recommendation | International Standard, lists alphabetically the terms
defined in this Recommendation | International Standard:

Annex U, |which is not an integral part of this Regommendation | International Standard, lists the amendments and
defect repgrts that have been incorporated to form.this edition of this Recommendation | International Standaild.

Rec. ITU-T X.501 (10/2012) iX
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| SO/IEC 9594-2:20

INTERNATIONAL STANDARD
RECOMMENDATION ITU-T

I nformation technology — Open Systems I nter connection —
The Directory: Models

SECTION 1 -GENERAL

14 (E)

1 Scope

The models defined in this Recommendation | International Standard provide a conceptual and terminological
framework for the othel -T _X.500-series Recommendations | parts of 1SO 9594 which define various aspects of
the Directqry.

The functjonal and administrative authority models define ways in which the Directory can be distrili
functionallly and administratively. Generic Directory System Agent (DSA) and DSA information” mod
Operationgl Framework are also provided to support Directory distribution.

uted, both
pls and an

The generilc Directory Information Models describe the logical structure of the Directory |nfermation Base 1DI B) from

the perspettive of Directory and Administrative Users. In these models, the fact that the Directory is distrib
than centrdlized, is not visible.

This Reconmendation | International Standard provides a specialization of the generic Directory Informatior
support Diyectory Schema administration.

The other |[TU-T Recommendations in the X.500 series | parts of 1SO/IEC 9594 make use of the concepts def
Recommendation | International Standard to define specializations of/the generic information and DSA
provide specific information, DSA and operational models stipporting particular directory capabil
Replication):

@) the service provided by the Directory is described (in Rec. ITU-T X.511 | ISO/IEC 9594-3)

of the physical distribution of the DIB;

In) the distributed operation of the Directory is specified (in Rec. ITU-T X.518 | ISO/IEC 9594+
provide that service, and therefore.naintain that logical information structure, given that the
fact highly distributed;

¢) replication capabilities offered by the component parts of the Directory to improve overal
performance are specified \(in Rec. ITU-T X.525 | ISO/IEC 9594-9).

The securjty model establishes @ framework for the specification of access control mechanisms. It
mechani
(DIT), and it defines three flexible, specific access control schemes which are suitable for awide variety of g
and styles|of use. The security model also provides a framework for protecting the confidentiaity and i
directory gperations using mechanisms such as encryption and digital signatures. This makes use of the frar
authentication definedyin Rec. ITU-T X.509 | ISO/IEC 9594-8 as well as generic upper layers security toolq
Rec. ITU-T X.830-:ISO/IEC 11586-1.

DSA mo

scsestablish a framework for the specification of the operation of the components of the

ted, rather

Models to

ned in this
models to
ties (eg.,

n terms of

the concepts of the information framework: this allows the service provided to be somewhat independent

1) so asto
t DIB isin

Directory

brovides a

for identifying the access control scheme in effect in a particular portion of the Directory Infornpation Tree

pplications
ntegrity of
nework for
defined in

Directory.

Specifical i

a) the Directory functional model describes how the Directory is manifested as a set of one or more

components, each being aDSA;

b) the Directory distribution model describes the principals according to which the DIB entries and

entry-copies may be distributed among DSAS;

c) the DSA information model describes the structure of the Directory user and operational information

heldin aDSA;

d) the DSA operational framework describes the means by which the definition of specific forms of

cooperation between DSAs to achieve particular objectives (e.g., shadowing) is structured.
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2

Nor mative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
congtitute provisions of this Recommendation | Internationa Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of 1EC and 1SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

2.1

2.2

Identical Recommendations| International Standards
Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems

I nter connection — Basic Reference Model: The Basic Modél.

T\ Con-Laod4a lLlcal-c o-o4

[ Sl LTl - Vo 4 O
MCLUITINTITINIUALIUIT 1 1= /A.JUU \LUJ.L) | TOUIINMLC JJIJ=F" L. LUJ.‘-P, IIIIUI IIK:[LIUII LC\;I n IUIUU_y = U

Interconnection — The Directory: Overview of concepts, models and services.

Recommendation ITU-T X.509 (2012) | ISO/IEC 9594-8:2014, Information technology-= Op
Interconnection — The Directory: Public-key and attribute certificate frameworks.

Recommendation ITU-T X.511 (2012) | ISO/IEC 9594-3:2014, Information techmology — Op
Interconnection — The Directory: Abstract service definition.

Recommendation ITU-T X.518 (2012) | ISO/IEC 9594-4:2014, Information-technology — Op
Interconnection — The Directory: Procedures for distributed operation,

Recommendation ITU-T X.519 (2012) | ISO/IEC 9594-5:2014, Information technology — Open

Interconnection — The Directory: Protocol specifications.

Recommendation ITU-T X.520 (2012) | ISO/IEC 9594-6:2014, Information technology — Open

Interconnection — The Directory: Selected attribute types.

Recommendation ITU-T X.521 (2012) | ISO/IEC 9594-7:2014, Information technology — Op
Interconnection — The Directory: Selected object ¢lasses.

Recommendation ITU-T X.525 (2012) | ISO/IEC'9594-9:2014, Information technology — Op
Interconnection — The Directory: Replications

Recommendation ITU-T X.660 (2008) {1 SO/IEC 9834-1:2008, Information technology — Open

Interconnection — Procedures for the@peration of OS Registration Authorities: General proc
top arcs of the ASN.1 Object | dentifier tree.

Recommendation ITU-T X.680(2008) | ISO/IEC 8824-1:2008, Information technology
Syntax Notation One (ASN.L):* Specification of basic notation.

Recommendation ITU-T)X.681 (2008) | ISO/IEC 8824-2:2008, Information technology
Syntax Notation One (ASN.1): Information object specification.

Recommendation)I'TU-T X.682 (2008) | ISO/IEC 8824-3:2008, Information technology
Syntax Notation One (ASN.1): Constraint specification.

Recommeéndation ITU-T X.683 (2008) | ISO/IEC 8824-4:2008, Information technology
Syntax-Notation One (ASN.1): Parameterization of ASN.1 specifications.

Recommendation ITU-T X.811 (1995) | ISO/IEC 10181-2:1996, Information technology — Op

en Systems
en Systems
en Systems
en Systems
Systems
Systems
en Systems
en Systems

Systems
edures and

- Abstract
- Abstract
- Abstract
- Abstract

en Systems

I'nter connection — Security frameworks for open systems: Authentication framework.

Interconnectlon Secunty frameworksfor open systerrs Accas control framework.

Recommendation ITU-T X.813 (1996) | | SO/IEC 10181-4:1997, Information technology — Op
I nterconnection — Security frameworks for open systems — Non-repudiation framework.

Paired Recommendations | International Standards equivalent in technical content

Recommendation ITU-T X.800 (1991) (previously CCITT Recommendation), Security archi
Open Systems I nterconnection for CCITT applications.

SO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic
Model — Part 2; Security Architecture.
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2.3 Other references
— |ETF RFC 3672 (2003), Subentries in the Lightweight Directory Access Protocol (LDAP).

— |ETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification Road
Map.

— |ETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

— |ETF RFC 4512 (2006), Lightweight Directory Access Protocol (LDAP): Directory Information Models.

— |ETF RFC 4526 (2006), Lightweight Directory Access Protocol (LDAP): Absolute True and False
Filters.

3 Definitions

r f thic D dati Llnt ot | Standard -the foll i definiti |
For the purpeses-of-this- RecommendationHnternational-Standardthe following-definitions-apphr

3.1 Communication definitions

The following terms are defined in Rec. ITU-T X.519 | ISO/IEC 9594-5:
a) application-context;

Ib) application-entity;

¢) application process.

3.2 Basic Directory definitions

The following terms are defined in Rec. ITU-T X.500 | ISO/IEC 9594-1;
@) Directory;

o) Directory Access Protocol;

Directory Information Base;

Directory Operational Binding Management Protocol;
Directory System Protocol;

f) (Directory) user.

o

3.3 Distributed operation definitions

The followiing terms are defined in ReC. [TU-T X.518 | ISO/IEC 9594-4:
@) accesspoint;

hierarchical opérational binding;

name resolution;

non-specific hierarchical operational binding;

o

relevant hierarchical operational binding.

34 Replication definitions

Thefollowing terms are defined in Rec. ITU-T X.525 | ISO/IEC 9594-9:
a) cache-copy;
b) consumer reference;

c) entry-copy;

d) master DSA;

€) primary shadowing;

f) replicated ares;

g) replication;

h)  secondary shadowing;
i) shadow consumer;

Rec. ITU-T X.501 (10/2012) 3
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j)  shadow supplier;

k) Shadowed DSA Specific Entry;
[) shadowing;

m) supplier reference.

The definitions of terms defined in this Recommendation | International Standard are included at the beginning of
individual clauses, as appropriate. An index of these termsis provided in Annex T for easy reference.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply.
ACDF  Access Control Decision Function

Cl Access Control Information
CIA  Access Control Inner Area
CSA  Access Control Specific Area
SN.1  Abstract Syntax Notation One
VA Attribute Vaue Assertion
ER (ASN.1) Basic Encoding Rules
ACD Directory Access Control Domain
AP Directory Access Protocol
IB Directory Information Base
ISP Directory Information Shadowing Protocol
IT Directory Information Tree
MD  Directory Management Domain
MO  Domain Management Organization
oP Directory Operational Binding Management Protocol
SA Directory System Agent
SE DSA Specific Entry
SP Directory System Protaocol
UA Directory User Agent
OB Hierarchical Operational Binding
DM Internet Directly: Mapped
DAP  Lightweight-Directory Access Protocol
HS  Message'Handling Systems
HOB Nun-specific Hierarchical Operational Binding
SSR-<Non-Specific Subordinate Reference
Sl Open Systems Interconnection
RDN Relative Distinguisned Name
RHOB Relevant Hierarchical Operational Binding (a HOB or NHOB, as appropriate)
SDSE  Shadowed DSE
TLS Transport Layer Security
TCP Transmission Control Protocol

4 Rec. ITU-T X.501 (10/2012)
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5 Conventions

14 (E)

The term "Directory Specification” (as in "this Directory Specification”) shall be taken to mean Rec. ITU-T X.501 |
ISO/IEC 9594-2. The term "Directory Specifications' shall be taken to mean the ITU-T X.500-series Recommendations
and all parts of 1SO/IEC 9594.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e., the 1988 edition of the series of (CCITT) ITU-T X.500 Recommendations and the
I SO/IEC 9594:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition
of the Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the
I SO/IEC 9594:1995 edition.

This Directory Specification uses the term third edition systemsto refer to systems conforming to the third edition of the
Specifications, i.e., the 1997 edition of the series of ITU-T X.500 Recommendations and the

Directory

ISO/IEC 9

This Direg
the Direct
ITU-T X.5
parts 1-10

This Direg
Directory
ISO/IEC 9

This Direg
Directory
ISO/IEC 9

This Dired
of these [
ISO/IEC 9

This Direg
referenced
typeface. 1
from norm

If the item
procedure,

£94:1998 edition.

tory Specification uses the term fourth edition systems to refer to systems conforming to the.fourth
pry Specifications, i.e., the 2001 editions of Recs ITU-T X.500, ITU-T X.501, ITU-T X:511, ITU
19, ITU-T X.520, ITU-T X.521, ITU-T X.525, and ITU-T X.530, the 2000 edition of,Ree. ITU-T
pf the | SO/IEC 9594:2001 edition.

tory Specification uses the term fifth edition systems to refer to systems conforming to the fifth ed
Specifications, i.e, the 2005 editions of the series of ITU-T X.500' Recommendation
5942005 edition.

fory Specification uses the term sixth edition systemsto refer to systémsctonforming to the sixth ed
Specifications, i.e, the 2008 editions of the series of ITU-T X.500 Recommendation
594:2008 edition.

fory Specification uses the term seventh edition systems towefer to systems conforming to the seve
irectory Specifications, i.e., the 2012 edition of the Series of ITU-T X.500 Recommendatio
£94:2014 edition.

fory Specification presents ASN.1 notation in bold’Courier New typeface. When ASN.1 types and
in normal text, they are differentiated from-normal text by presenting them in the bold Cd

'he names of procedures, typically referenced when specifying the semantics of processing, are di

al text by displaying them in bold Times,"Access control permissions are presented in italicized Ti

s in a list are numbered (as opposet'to using "—" or letters), then the items shall be considered

edition of
-T X.518,
X.509, and

tion of the
5 and the

tion of the
5 and the

nth edition
s and the

values are

urier New

ferentiated
€s.

steps in a
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SECTION 2 —-OVERVIEW OF THE DIRECTORY MODELS

6 Directory Models

6.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

6.1.1 administrative authority: An agent of the Domain Management Organization concerned with various
aspects of Directory administration. The term administrative authority (in lower case) refers to the power vested in an
Administrative Authority by the Domain Management Organization to execute policy.

6.1.2 directory administrative and operational information: Information used by the Directory for
administrative and operational purpases

6.1.3 directory information tree (DI T) domain: That part of the global DIT held by the DSAs and\LDAP servers
forming apMD.

6.1.4 directory management domain (DMD): A set of one or more DSAS, zero or more LDAP serveérs, zero or
more DUASs and zero or more LDAP clients managed by a single organization.

6.1.5 domain management or ganization: An organization that manages a DMD (and-the associated DIT Domain).
6.1.6 directory user information: Information of interest to users and their applications.

6.1.7 directory system agent (DSA): An Open Systems Interconnection (OSl) application process which is part of
the Directqry.

6.1.8 directory) user: The end user of the Directory, i.e., the entity, or  person which accesses the Directqry.

6.1.9 directory user agent (DUA): An OSl application processwhich represents a user in accessing the Directory.
NOTE + DUAs may also provide arange of local facilities to assist.users compose queries and interpret the responseg

6.1.10 Ilghtweight directory access protocol (LDAP) client: An application process which represents a user in
accessing {he Directory viathe Lightweight Directory Access’Protocol (LDAP).

6.1.11 U DAP server: An application process which is part of the Directory, holds a part of the DIB, jand which
responds tp requests via the Lightweight Directory Access Protocol (LDAP).

6.2 The Directory and itsusers

The Diregtory is a repository of information and protocols and procedures for accessing and maint@ining that
information. The repository is known as the Directory Information Base (DIB). Directory services provided 1o users are
concerned|with various kinds of access to this information.

The servicps provided by theDirectory are defined in Rec. ITU-T X.511 | ISO/IEC 9594-3.

A Directoly user (e.g.,.aperson or an application-process) obtains Directory services by accessing the Diregtory. More
precisaly, p Directory.User Agent (DUA) or a Lightweight Directory Access Protocol (LDAP) client actually accesses
the Directpry and_interacts with it to obtain the service on behalf of a particular user. The Directory provildes one or
more acceps points-at which such accesses can take place. These concepts areillustrated in Figure 1.

A DUA is|manifested as an application-process, |n any instance of communication, each DUA represents précisely one
directory user.

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSAS)
and/or LDAP servers, each of which provides zero, one or more of the access points. For a more detailed description of
DSAS, see21.2.

An access point is provided by a particular DSA providing access to distributed directory. The DSA to which a DUA or
LDAP client has an application-association is called the bound DSA.
NOTE 1 — Some open systems may provide a centralized DUA function retrieving information for the actual users (application-
processes, persons, etc.). Thisistransparent to the Directory.
NOTE 2 — The DUA functions and a DSA can be within the same open system; it is an implementation choice whether to make
one or more DUAs visible within that open system.

NOTE 3 — A DUA may exhihit local behaviour and structure which is outside the scope of envisaged Directory Specifications.
For example, aDUA which represents a human directory user may provide a range of local facilities to assist its user to compose
queries and interpret the responses.

6 Rec. ITU-T X.501 (10/2012)
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Figure 1 — Accesstothe Directory

6.3 Directory and DSA Information M odels

6.3.1 Ceneric Models

Directory information may be classified as either:

4+ user information, placed in the Directory by, or on behalf of, users; and subsequently, administered by, or
on behalf of, users. Section 3 provides amodel of thisinformation; or

4+ administrative and operational information, held by the Directory to meet\various adminigrative and
operational requirements. Section 5 provides a model of thisinformation: AlSo provided in Sertion 5isa
specification of the relationship between the user, administrative and @perational information models.

These moglels, presenting views of the DIB from different perspectives, are referred to as the generid Directory
Information Models.

Directory |nformation models describe how the Directory as a whole représents information. The composition of the
Directory fs a set of potentialy cooperating DSAs is abstracted from-the model. The DSA information model, on the
other hand, is especially concerned with DSAs and the informatiafpthat must be held by DSAs in order thg the set of
DSAs comprising the Directory may together realize the Directery information model. The DSA Information Model is
provided in clauses 22 through 23.

The DSA |nformation model is a generic model describingthe information held by DSAs and the relationshjp between
thisinformation and the DIB and DIT.

Some, but [not all, of the information represented by-the DSA information model is accessible via the Directqry abstract
service. Therefore, administration of all of theinformation described in these Directory Specifications is npt possible
via the Difrectory abstract service. It is enyisioned that administration of DSA information will initially [be a local
matter, but that eventually some generic.§ystem management service will be employed to provide access tp all of the

information described in the DSA information model.

6.3.2 ecific information madels

Subsequertt to the development of generic models for the Directory as a whole and for its components, specific
information models are reguired for the standardization of particular aspects of the operation of the Directpry and its
componens.

The generilc Directory Information Models establish aframework for the following specific information modsis:
an-access control information model;

2 ciihechama tnfarmation-modeal-
ot ierHeH-orHer S Hoeae

— acollective attribute information model.

The generic DSA Information Model in turn establishes aframework for the following specific information models:
— amodel for aDSA's distribution knowledge;
— amodel for aDSA's replication knowledge.

6.4 Directory Administrative Authority M odel

A Directory Management Domain (DMD) is a set of one or more DSAs and zero or more DUAS managed by a single
organization.

That part of the global DIT held by (the DSAs forming) a DMD is referred to as a DIT Domain. There is a one-to-one
correspondence between DMDs and DIT Domains. The term "DMD" is used when referring to the management of the
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functional components of the Directory. The term "DIT Domain" is used when referring to the management of
Directory Information. Two important points regarding this terminology are:

— A DIT Domain consists of one or more digoint subtrees of the DIT (see 11.5). A DIT Domain shall not
contain the root of the global DIT.

— Theterm "DMD" may also be used as a general term when both aspects of management are considered
together.

An organization that manages a DMD (and the associated DIT Domain) is referred to as a Domain Management
Organization (DMO).

Figure 2 illustrates the relationship between aDMO, DMD and DIT Domain.

[ Domain management or ganization }

Manages Manages
A 4

DIT Domain DMD

DUA

X.501(12)_F02

Figure 2 — Directory fmanagement

Managemgnt of a DUA by a DMO implies an ongoing responsibility for service to that DUA, e.g., mainterfance, or in
some casep ownership, by the DMO. The DMO maytor may not elect to make use of the Directory Specifications to
govern any interactions among DUAs and DSA s whi¢eh are wholly within the DMD.

An agent pf a DMO concerned with various.@spects of Directory administration is referred to as an Administrative
Authority. [The term administrative authority-(in lower case) refers to the power vested in an Administrative Authority
by a DM to execute policy.

NOTE + A Directory Administrative Authority Model is specified in Section 4.

A DMD miay be assigned an object'identifier (a DMD-id) for convenience in reference, for example, in searchp-rules.
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SECTION 3-MODEL OF DIRECTORY USER INFORMATION

7 Directory Information Base

7.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

711 alias entry: An entry of the class "alias’ containing information used to provide an aternative name for an
object or dias entry.

712

organized
into one oif more families of entries.

714 derived entry: Entry information in a search result containing attribute values obtained. by performing ajoin
on data that originated from more than one Directory entry.

7.15 direct superclass: Relative to a subclass — an object class from which the subclassis directly derived.

7.1.6 directory information base (DIB): The complete set of information to which'the Directory provifles access,
and whicH includes al of the pieces of information which can be read or manipulated using the operations of the
Directory.

717 directory information tree (DIT): The DIB considered as a treg,;whose vertices (other than the rgot) are the
Directory ¢ntries.
NOTE + Theterm "DIT" is used instead of "DIB" only in contexts wheréthe tree structure of the information is relevnt.

7.1.8 dir ectory) entry: A named collection of information within the DIB. The DIB is composed of entifies.

719 flamily: A hierarchical subset of family member entries that represents a particular class of informgion within
a compourjd entry. The root of each family within a compound entry is the ancestor, but apart from the shared ancestor,
families dp not share common members. A family isdistinguished from other families within a compourld entry by
having a cpmmon class (structural object class) for.€ach family member that isimmediately subordinate to the ancestor.

7.1.10 flamily member: A member of ahierarchical collection of entries that comprise a compound entry.

7.1.11 immediate superior (noun): Relaive to a particular entry or object (it shall be clear from the corjtext which
isintended), the immediately superior @ntry or object.

7.1.12 immediately superior entry: Relative to a particular entry — an entry which is at theinitial vertex ¢f anarcin
the DIT whose fina vertex isthat of the particular entry.

7.1.13 immediately superior object: Relative to a particular object — an object whose object entry is thelimmediate
superior off any of the entries (object or aias) for the second object.

7.1.14 bject (afiinterest): Anything in some ‘world', generally the world of telecommunications and ipformation
rmation on

7.1.16 object entry: An entry which is the primary collection of information in the DIB about an object, and which
can therefore be said to represent that object in the DIB.

7.1.17 related entries: A set of (directory) entries, each of which can be identified as holding information in the DIB
about a particular real-world object of interest. Different entries in the set may contain different types of information
about the real-world object, and may even contain conflicting information.
NOTE 1 —The value of information within a set of related entries depends on the reliability of the identification of each entry
with the real-world.
NOTE 2 — It is possible, but not necessary, for related entries to exist in separate DITs and to have identical distinguished names.
Similarly, it is possible for non-related entries to have identical distinguished names; however, it is recommended that identical
distinguished names be used only for related entries.
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7.1.18 subclass. Relative to one or more superclasses — an object class derived from one or more superclasses. The
members of the subclass share all the characteristics of the superclasses and additional characteristics possessed by none
of the members of those superclasses.

7.1.19 subordinate: The converse of superior.

7.1.20 superclass. Relative to a subclass — a direct superclass, or superclass to an object class that is a direct
superclass (recursively).

7.1.21 superior: (Applying to entry or object) immediately superior, or superior to one which is immediately
superior (recursively).
7.2 Objects

The purpose of the Directory is to hold, and provide access to, information about objects of interest (objects) which
exist in some-word -AnR nhjnr‘f can-be. nn\]lfhing m-that worldawhich is identifiahle. (r‘nn he. n::mnr*l)

NOTE + The objects known to the Directory may not correspond exactly with the set of ‘real’ things in the world. Fof example, a
real-wofld person may be regarded as two different objects, a business person and a residential person, as far(as the|Directory is
concerned. The mapping is not defined in this Directory Specification, but is a matter for the users and providers of the Directory
in the cpntext of their applications.

An object|class is an identified family of objects, or conceivable objects, which share certain characterigics. Every
object belgngs to at least one object class. An object class may be a subclass of other object-classes, in whith case the
members ¢f the former class, the subclass, are also considered to be members of thelatter classes, the sUperclasses.
There may| be subclasses of subclasses, etc., to an arbitrary depth.

7.3 irectory entries

The Direqtory Information Base (DIB) is composed of (Directory) entries. An entry is a named co]lection of
informatiop.

There are four kinds of entries:

1+ Object entries: Representing the primary collection of information in the DIB about a particlilar object.
For any particular object, there is precisely @ne object entry or compound entry (see 8.10). [The object
entry is said to represent the object. An object entry is either a single entry or a comppund entry
comprising an aggregate of entries together representing the object.

+ Aliasentries: Used to provide alternative names for object entries (possibly the ancestor of ajcompound
entry, but not child family members).

4+ Subentries. Representing. a“collection of information in the DIB used to meet adminisrative and
operational requirements ofsthe Directory. Subentries are discussed in Section 5.

4+ Family members: Specia entries that are components of a compound entry. The ancestor of ajcompound
entry is aso afamily 'member.

A user vieyv of the structure(of \Directory entriesis depicted in Figure 3 and described in 8.2.

Each entry] contains an-indication of the object classes, and their superclasses, to which the entry belongs.

Some objgct entries.are specially designated for the purpose of Directory administration. These entries pre termed
administrgfive entries. The Directory user is not normally aware of this, and views these entries in the same way as
other objegt entries.

74 Directory Information Tree (DIT)

In order to satisfy requirements for the distribution and management of a very large DIB, and to ensure that entries can
be unambiguously named and rapidly found, a flat structure is not likely to be feasible. Accordingly, the hierarchical
relationship commonly found among objects (e.g., a person works for a department, which belongs to an organization,
which is headquartered in a country) can be exploited, by the arrangement of the entries into a tree, known as the
Directory Information Tree (DIT).

NOTE — An introduction to the concepts and terminology of tree structures can be found in Annex J.
The component parts of the DIT have the following interpretations:

a) theverticesarethe entries. Object entries may be either leaf or non-leaf vertices, whereas alias entries are
aways leaf vertices. The root is not an entry as such, but can, where convenient to do so [eg., in the
definitions of b) and c) below], be viewed as a null object entry [see d) below];
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b) the arcs define the relationship between vertices (and hence entries). An arc from vertex A to vertex B
means that the entry at A is the immediately superior entry (immediate superior) of the entry at B, and
conversely, that the entry at B is an immediately subordinate entry (immediate subordinate) of the entry
at A. The superior entries (superiors) of a particular entry are its immediate superior together with its
superiors (recursively). The subordinate entries (subordinates) of a particular entry are its immediate
subordinates together with their subordinates (recursively);

c) theobject represented by an entry is, or is closely associated with, the naming authority (see clause 8) for
its subordinates;

d) theroot represents the highest level of naming authority for the DIB.

A superior/subordinate relationship between objects can be derived from that between object entries. An object is an
immediately superior object (immediate superior) of another object if and only if the object entry for the first object is
the immediate superior of any of the object entries for the second object. The terms immediately subordinate object,
immediate subordinate, superior and subordinate (applied to objects) have their analogous meanings.

Permitted superior/subordinate rel ationships among objects are governed by the DIT structure definitions (seJa 13.7).

The Directory maintains, in addition to information concerning Directory entries, additional information] regarding
collectiong of Directory entries. Such collections may be subtrees (of the DIT) or subtree refinements (when not a true
tree structdire). See clause 12.

8 Directory entries

8.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

8.1.1 anchor attribute: A user attribute having friends, as defined within the relevant subschema. An anchor
attribute cgn be used to cause friend attributes to be included in{he“set of attributes to be selected or considered for
matching ih a Search operation, without having to be itself presentin an entry.

8.1.2 attribute: Information of a particular type. Entries;are composed of attributes.

8.1.3 User attribute: An attribute holding user information.

814 attribute hierarchy: The aspect of an attribute that permits a user attribute type to be derived frpom a more
generic uspr attribute type. The relationship of the'two attribute type definitions (which mandates certain bghaviour of
attributes gorresponding to these attribute types)-is thus hierarchical.

8.15 attribute subtype (subtype).-Anrattribute type A is related to another attribute type B by the fact| that either
A has beer) derived from B, in which case A is adirect subtype of B, or A has been derived from an attribute fype which
is asubtype of B, in which case A is an indirect subtype of B.

8.1.6 attribute supertype.(supertype): An attribute type B is related to another attribute type A by tlﬁ fact that
either A hgs been derived.frem B, in which case B is a direct supertype of A, or A has been derived from gn attribute
type which} is a subtype 6f-B, in which case B is an indirect supertype of A.

8.1.7 attribute type: That component of an attribute which indicates the class of information held by thaf attribute.
8.1.8 attribute value: A particular instance of the class of information indicated by an attribute type.

8.1.9 A 3
matching rules for the type, concerning the presence in an entry of an attribute value of a particular type.

e specified
8.1.10 auxiliary object class: An object class which is descriptive of entries or classes of entries and is not used for
the structural specification of the DIT.

8.1.11 collective attribute: A user attribute whose values are the same for each member of an entry collection.

8.1.12 context: A property that can be associated with a user attribute value to specify information that can be used
to determine the applicability of the value.

8.1.13 context assertion: A proposition, which may be true or false, regarding a context type and particular context
values for that type, that determines the applicability of an attribute value.

8.1.14 context type: That component of a context which indicates its type or purpose.

8.1.15 context list: The set of contexts associated with an attribute value.
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8.1.16 context value: A particular instance of the property indicated by a context type.

8.1.17 derived attribute: An attribute whose value or values is computed in whole or in part at the time of retrieval
rather than directly stored.

8.1.18 derived object class value: A value of an object class whose presence is not administered by a user but is
computed. Derived object class values are categorized as abstract.

8.1.19 direct attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute
values using the identifier of their attribute type.

8.1.20 distinguished value: An attribute value in an entry that appears in the relative distinguished name of the
entry.

8121 dummy attribute: An attribute that is defined as a user attribute but which shall never be present in an entry.
Only an anchor attribute can be adummy attribute.

8.1.22 try collection: A collection of entries belonging to an explicitly specified subtree or subtree refjnement of
the DIT.
8.1.23 iend attributes: A set of user attributes associated with a specific user attribute (known as|an anchor

attribute) by an administrative authority, for inclusion in a set of attributes returned when,the“anchor gttribute is
specified, pr used potentially to match a predicate which includes a condition on the anchor attribute.

8.1.24 indirect attribute reference: Reference (in the Directory and DSA abstract service) to one or mofe attribute
values using the identifier of a supertype of their attribute type.

8.1.25 atchingrule: A rule, forming part of the Directory Schema, which allows entries to be selected by making a
particular $tatement (a matching rule assertion) concerning their attribute values.

8.1.26 atching rule assertion: A proposition, which may be true, false.or undefined, concerning the pregencein an
entry of at{ribute values meeting the criteria defined by the matching rule.

8.1.27 perational attribute: An attribute representing operational“and/or administrative information.
8.1.28 ructural object class: An object class used for the struictural specification of the DIT.
8.1.29 ructural object class of an entry: With respeetto a particular entry, the single structural object| class used

to determipe the DIT Content Rule and DIT Structure Rule applying to the entry. This object class is indicgted by the
structurallObjectClass operational attribute. This-6bject class is the most subordinate object class of the entry's
structural gbject class superclass chain.
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8.2 Overall structure

Asdepicted in Figure 3, an entry consists of a set of attributes.

ENTRY
‘ Attribute ‘ ‘ Attribute ‘ coee ‘ Attribute ‘

ATTRIBUTE
One or more per entry

ATTRIBUTE

Attribute Attribute
type value(s)

ATTRIBUTE VALUE(s)

)
UTIC U TTurc Je attimyut©

Distinguished | | Attribute [ | Attribute
attribute value value

value i
" | Context(s) | | Context(s) |

] Context(s) o
CONTEXT(s)

zero, one or more per attribute value
CONTEXT LIST

oy \
‘ Context ‘ ‘ Context ‘ - - | Context 3
o>

\
Context Context v,
type value(s) \ Fallback
[N
X.501(12)_F03

Figure 3 —Structureof an entry

Each attrilute provides a piece of information.about, or describes a particular characteristic of, the object tq which the
entry corrgsponds.

NOTE 1 — Examples of attributes whieh might be present in an entry include naming information such as the objegt's personal
name, and addressing information, such-as its telephone number.

An attribute consists of an attiibute type, which identifies the class of information given by an attribute, and the
corresponding attribute values;which are the particular instances of that class of information appearing in the attribute
within th%‘entry. A user @ttribute value may have zero, one, or more contexts associated with it in its cpntext list.
Operational attribute values shall not have contexts.
NOTE 2 — Attribute types, attribute values, and contexts are described in 8.4, 8.5 and 8.8 respectively. Operational gttributes are
describgd in clause 12.

Attributle {ATTRIBUTE: SupportedAttributes} ::= SEQUENCE {

type —P:TTR-I—BHTE—&-:&-(—{-Snpported*ttrrbutes—}')—

values SET SIZE (0..MAX) OF ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
valuesWithContext SET SIZE (1..MAX) OF SEQUENCE {
value ATTRIBUTE. &Type ({SupportedAttributes}{@type}),
contextList SET SIZE (1..MAX) OF Context,
...} OPTIONAL,
}

An attribute may be designated as single-valued or multi-valued. The Directory shall ensure that single-valued attributes
have only asingle value. This value may have a context list to associate properties with the attribute value. Attributesin
storage shall have at least one value, but may at times appear to have zero values when transferred to or from storage
(e.g., because values are hidden by access contral).
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8.3 Object classes

Object classes are used in the Directory for a number of purposes:

— describing and categorizing objects and the entries that correspond to these objects;
—  where appropriate, controlling the operation of the Directory;

entries;

administrative authority.

regulating, in conjunction with DIT structure rule specifications, the position of entriesin the DIT;
regulating, in conjunction with DIT content rule specifications, the attributes that are contained in

identifying classes of entry that are to be associated with a particular policy by the appropriate

Some object classes will be internationally standardized. Others will be defined by national administrative authorities
and/or private organlzatlons Th|s |mpI|es that a number of separate authormes WI|| be reﬁpons ible for deflnl ng object

An object

g¢fined in the Directory Specifications.

Class (a subclass) may be derived from an object class (its direct superclass) whieh-is itself deriv

even more|generic object class. For structural object classes, this process stops at the most-generic object clag
ordered sef of superclasses up to the most superior object class of an object classis its'superclass chain.

An object
chain). Th

The specif

class may be derived from two or more direct superclasses (superclasses not part of the same
s feature of subclassing is termed multiple inheritance.

this specifjcation also applies to its subclasses. The subclass may be said to inherit the mandatory and optio

specificati

mandatory]in the subclass.

bn of its superclass. The specification of a subclass may indicate that an optional attribute of the

an object

istered in the

supplement

ed from an
S, top. An

superclass

attribute
perclassis

cation of an entry's or family member's object class identifies whether an attribute is mandatory j; optional;

If an objert class specifies an anchor attribute having friend.attributes as optional or mandatory, this auJ‘omatically

includes fliend attributes as optional attributes without negessarily being included in any object class defi
any conterft rule.

An object
attribute. |

attribute shall not appear in an entry of this‘ébject class, but if specified as a mandatory attribute, at least

friends att
type, an at

Friend attr

There are three kinds of object(classes:
4+  abstract objectclass;
+  structural-ebject class; and

+ auxiliary object class.
NOTE 2 — Far restriction on definition of subclasses, see 13.3.1.

Class may define a dummy attribute as amandatory or optional attribute if the dummy attribute i
[ an object class specifies a dummy_anchor attribute type as a mandatory or optional attribute,

ibute shall be present. However; if- a non-dummy anchor attribute type is specified as a mandato
ribute of the anchor attributetype shall be present.

bute types shall not be present if excluded by content rules.

ition or in

an anchor
the anchor
one of its
y attribute

ncountered

Each obj
within the

it _class is of Ir\mr‘iqr:ly one of these kinds_and remains of this kind in whatever situation it is e

Directory. The definition of each object class shall specify what kind of object that it is.

All entries shall be amember of the object class top and at least one other structural object class.

831 Abstract object class

An abstract object class is mainly used to derive other object classes, providing the common characteristics of such
object classes. An entry shall not belong only to abstract object classes.

top isan abstract object class used as a superclass of all structural object classes.

14
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In addition to its use for deriving other object classes, an abstract object class value can be a derived value; that is, its
presence is computed or inferred by the Directory. For example, the parent object class value for a particular entry is
computed or inferred from the presence of a family member, of auxiliary object class child, immediately subordinate
to the entry.

8.3.2 Structural object class

An object class defined for use in the structural specification of the DIT is termed a structural object class. Structural
object classes are used in the definition of the structure of the names of the objects for compliant entries.

An object or alias entry is characterized by precisely one structural object class superclass chain which has a single
structural object class as the most subordinate object class. This structural object class is referred to as the structural
object class of the entry.

Structural object classes are related to associated entries:

onstrained by the

object class;
4+ DIT structure rules only refer to structural object classes; the structural object class of-an-entry is used to
specify the position of the entry in the DIT;

+ the structural object class of an entry is used, along with an associated DIT centent rule, to fontrol the
content of an entry.

The structdiral object class of an entry shall not be changed.

8.3.3 Auxiliary object class

Specific agplications using the Directory will frequently find it useful to specify_an auxiliary object class whjch may be
used in the construction of entries of several types. For example, message-handling systems make use of the auxiliary
class MHS User (see Rec. ITU-T X.402 | ISO/IEC 10021-2) to specify a package of mandatory and optionpl message
handling gtributes for entry types whose structural object class is variable, e.g., Organizational Person or Residential
Person.

In certain gnvironments, there is a need to be able to add to orfsremove from the list of attributes permitted in jan entry of
a particulaf, perhaps standardized, class (or classes).

This requirement may be met by the definition and. use of an auxiliary object class having semantics, known and
maintained within alocal community, which changefrom time to time as needed.

This requirement may also be met using the facilities of DIT content rule definitions to dynamicaly (i.p., without
registration) allow the addition or exclusion of attributes from entries at particular pointsin the DIT (see 13.3|3).

Auxiliary pbject classes are descriptive-of.entries or classes of entries.

Therefore,|besides being a member_of the structural object class, an entry may be optionally a member of one or more
auxiliary doject classes.

An entry'sfauxiliary object classes may change over time.

NOTE + The unregistered ‘object class facility, available in the first edition of these Directory Specifications to [support the
requirerpents discussed in this clause, is now deprecated in favour of the use of DIT content rules.

834 Object class definition and thefirst edition of this Directory Specification

Object clagseS.defined using the terminology of the first edition of this Directory Specification will not be classified as
one of structural, auxiliary or abstract.

Alias object classes specified using the terminology of the first edition of this Directory Specification may be
considered to be specified as either abstract, auxiliary or structural object classes and deployed in a subschema
accordingly.
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8.4 Attribute types

Some attribute types will be internationally standardized. Other attribute types will be defined by national
administrative authorities and private organizations. This implies that a number of separate authorities will be
responsible for defining types and unambiguously identifying them. This is accomplished by identifying each attribute
type with an object identifier when the type is defined. Using the notation of the ATTRIBUTE information object class
defined in 13.4.8, an attribute type is defined as:

AttributeType ::= ATTRIBUTE.&id

All attributesin an entry shall be of distinct attribute types.

Certain attributes may not be stored and accessible in entries, but are intended to be carried in operations to convey
information, e.g., diagnostics information, that conveniently can be expressed as attributes. Other attributes, called
control attributes, may as part of their definition specify a specia procedure to be executed based on the information in
the attribute_A _contraol attribute may be specified in an operation _placed in entries, e ee 8 of Rex -T X.520 |

There are @ number of attribute types which the Directory knows about and uses for its own purposes~Fhey include:

objectClass — An atribute of this type shall appear in every entry, and shall indicate the object classes
and superclasses to which the object belongs.

aliasedEntryName — An attribute of thistype shall appear in every alias entry, and shall hold the name
(see 8.5) of the entry which the alias entry references.

The types|of user attributes which shall or which may appear within an object-or alias entry are governgd by rules
the indicated object classes as well as by the DIT content rule-for that entry (see 13.8). The types of

ational attributes and are used to meet the administrative and operational requirements of the| Directory.

attribute also involves specifying the-syntax, and hence data type, to which every value in such attributes
shall confgrm. Using the notation of the ATTRIBUTE information object class defined in 13.4.8, an attribyte value is
defined as;

AttributleValue ::= ATTRIBUTE.&Type

An attribufe value may be designated as a distinguished value, in which case the attribute value can form |part of the
relative digtinguished name of the\entry (see 9.3). Generaly, an attribute with a distinguished value will have only a
single disfinguished value. 1f_such an attribute value has associated context information (see 8.8), the context
informatiop is not considered-part of the distinguished value when being part of a relative distinguished narpe (see 8.8
and 9.3).

NOTE 1 A distinguished value may have contexts attached, but such context information is not part of a distinguished name.

Client-suppliedvalues shall be preserved for storage in the Directory. Comparison values are ephemeral, and shall not
affect the gtored value.

8.6 Attribute type hierarchies

When defining an attribute type, the characteristics of some more generic attribute type may optionally be employed as
the basis of the definition. The new attribute type is a direct subtype of the more generic attribute type, the supertype,
fromwhich it is derived.

Attribute hierarchies allow access to the DIB with varying degrees of granularity. This is achieved by alowing the
value components of attributes to be accessed by using either their specific attribute type identifier (a direct reference to
the attribute) or by the identifier of a more generic attribute type (an indirect reference).

Semantically and syntactically related attribute types may be placed in a hierarchical relationship, the more specialized
being subtypes to the more generalized. Searching for, or retrieving attributes and their values is made easier by quoting
the more generalized attribute type; a filter item so specified is evaluated for the more specialized types as well as for
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the quoted type; a context assertion specified for the more generalized attribute type is also applied to the more
specialized type.

Where specialized subtypes are selected to be returned as part of a search result these types shall be returned if
available. Where the more general types are selected to be returned as part of a search result, both attributes of the
general and the specialized types shall be returned, if available. An attribute value shall aways be returned as a value of
its own attribute type.

For an entry to contain a value of a user attribute type belonging to an attribute hierarchy, that type shall be explicitly
included either in the definition of an object class to which the entry belongs, or in the DIT content rule applicable to
that entry.

All of the attribute types in an attribute hierarchy are treated as distinct and unrelated types for the purpose of
administration of the entry and for user modification of entry content.

An attribute value stored in a Directory object or alias entry is of precisely one attribute type. The type is indicated
when the Jdue s originally added to the entry.

8.7 riend attributes

Friend attfibutes are user attributes specified by an administrative authority as related in somie practical way to a
specific arjchor attribute. When an anchor attribute is specified in the information to be returned by a Read or Search
operation, [ the feature permits friend attributes for the anchor attribute to be returied, subject to service and
administrgive controls (including access control, search rules, etc.). Similarly, when ar anchor attribute is specified in a
filter item|within a search predicate, friend attributes can be used to satisfy the prédicate if the matching fule for the
friend is compatible with the proposed value.

If an anchpr attribute is permitted within an entry by being included in the mandatory or optional lists of gbject class
values for the entry, friend attributes are also permitted unless excluded by-content rules. If the anchor attribpte is not a
mandatory] attribute, it may be absent in the entry, even if friend attributes are present.
Any user gttribute can be designated within a subschema as an ancher attribute.

NOTE [L— As an example of an anchor attribute, consider a hypothetical attribute commsaddr, which has, in |a particular
subschgma, friend attributes which are communications addresses attribute types, e.g., telephone number, e-mail address, URL,
etc.

The anchof-friend relationship is neither commutative nor transitive:
+ If an anchor attribute A has afriend\B; it cannot be deduced that A isafriend of B.
+ If an anchor attribute A has afriend B, and B has afriend C, it cannot be deduced that C isafrjend of A.

If an attriute A is a friend of some anchor attribute, then all subtypes of A are also friends of that anchar attribute.
However, |t cannot be deduced that supertypes of A are also friends of that anchor attribute.

Designating an attribute as a friend. confers no special access control or search-rule protection unless assogiated with
membersh|p of the anchor's objegt'class (of which it is automatically a member).

NOTE 2 — At present, access.control and search rules make no use of object classes as a means of defining sets of gttributes for
special privileges or pretections.

8.8 Contexts

The informatlon model may be reflned by associati ng with attnbute vaI ues propemes called contexts. Assotiated with
any user a) G ch-provide additional-Haformationthat c3 d-to-determine the
applicability of the attrl bute val ue.

NOTE 1 — For example, contexts can be used to associate a particular language, time, or locale with an attribute value.

Each context consists of a type component, a value component whose syntax is determined by the type, and a
fallback flag. Using the notation of the coNTEXT information object class defined in 13.9, acontext isdefined as:

Context ::= SEQUENCE {
contextType CONTEXT.&id ({SupportedContexts}),
contextValues
SET SIZE (1l..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE,
-}

The contextType component shall hold the object identifier identifying the type of context.
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The contextvalues component shall hold one or more values of the property specified by contextType that are
associated with the particular attribute value.

The fallback component is used to designate one or more attribute values for specific behaviour in relation to a
context type. In addition to having any specific contextvalues of that context type associated with it, an attribute
value for which fallback is TRUE for agiven contextType iS:

— considered as being associated with any value of the given contextType for which no other values of
the same attribute are otherwise associated. Thus, a context assertion of this context type that fails to
match any values of the attribute based on the rules for matching contextvalues shal match with any
attribute value for which £allback is TRUE for this context type.

NOTE 2 — For example, an attempt to select the attribute value associated with a particular language shall yield those
values with fallback Set to TRUE if none of the attribute valuesis otherwise associated with the chosen language.

— considered as a value to preserve during an operation which resets attribute values for a given attribute
type A I\/Indify (rnmt \/:\Ilu:\) removes all values of a chosen attribute type which have an associated

context for which the fallback isset FALSE.
NOTE 3 —Modify (reset value) is further described in 11.3.2 of Rec. ITU-T X.511 | ISO/IEC 959443

An attribuie value without contexts, or one whose context list does not contain a context of a specific type, isjconsidered
to be applirable under all context values of that specific type.

NOTE 4 — For example, a selection based on the French context value of a language context shallselect an attribufe value that
does not have any language context specifically associated with it (as well as those attribute valties having the French language
context jassociated with them specifically).

All contex]s in an attribute value's context list shall be of distinct context types.

Context igpformation associated with attribute values may be retrieved along with the attribute valugs (eg., to
differentiafe between those attribute values). A user of the Directory may also make use of contexts to refine selection
and retri of information during Directory operations.

8.9 atchingrules

8.9.1 verview

Of paramqunt importance to the Directory is the ability~to be able to select a set of entries from the DIB based on
assertions poncerning attribute values held by these entries.

A matchin rule allows entries to be selected by making a particular assertion concerning their attribute values.

The most primitive type of assertion is the attribute value assertion. More complex assertions may be supprted using
matching fule assertions. A matching rule-assertion is a proposition, which may be TRUE, FALSE, or UNDEFINED,
concerning the presence in an entry of \atfribute values meeting the criteria defined by the matching rule.

An attribute value or matching rule assertion is evaluated based on the matching rule associated with the asseftion.

A matching rule is defined thraugh the specification of:

4+ therangewfattribute syntaxes supported by therule;

4+ the gpecific types of matches supported by the rule;

4+ thesyntax required to express an assertion of each specific type of match;

1 Srules for deriving avalue of the assertion syntax from avalue of the attribute syntax, if requiregl.

NOTE —NO restrictions are placed on the maiching rules that may be defined 10 SUpport a partiicular applicaiion. However, rules
defined to support one particular application may not be widely supported by DUAs and DSAs. Wherever possible, the matching
rules defined in Rec. ITU-T X.520 | ISO/IEC 9594-6 should be used in preference to the specification of new ones.

Sometimes there will be a one-to-one correspondence between a matching rule and the types of matches supported. For
example, the Directory Abstract Service supports a presence matching rule to detect the presence of an attribute of a
given typein an entry.

Sometimes there will be a many-to-many correspondence between a rule and the types of matches supported. For
example, the Directory Abstract Service supports a generic ordering rule allowing greater than or equal and less than or
equal types of matches.
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8.9.2 Attribute value assertion

An attribute value assertion (AVA) is a proposition, which may be TRUE, FALSE, or UNDEFINED, according to the
specified matching rules for the type, concerning the presence in an entry of an attribute value of a particular type. It
involves an attribute type, an asserted attribute value, and optionally an assertion about contexts associated with the
attribute value:

AttributeValueAssertion ::= SEQUENCE {
type ATTRIBUTE. &id ({SupportedAttributes}),
assertion ATTRIBUTE. &equality-match.&AssertionType

({SupportedAttributes}{@type}),

assertedContexts CHOICE {
allContexts [0] NULL,
selectedContexts [1] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL,

-}
ContextAssertion ::= SEQUENCE {
contexltType CONTEXT. &id ({SupportedContexts}),
contextValues SET SIZE (1l..MAX) OF
CONTEXT. &Assertion ({SupportedContexts}{@contextType}),
-}
The syntax of the assertion component of an AVA is determined by the equality matching rule defined for the

attribute tyjpe, and may be different from the syntax of the attribute itself.

8.9.2.1 [valuation of an AVA

AnAVA i
Y

v

)

)

8.9.2.2 Wseof assertedContexts or context assertion defaults

undefined, if any of the following holds:
1) theattribute typeis unknown;
2) theattribute type has no equality matching rule;

3) thevalue does not conform to the data type indicated by the syntax of the assertion of the attribute's
equality matching rule;
NOTE — 2) and 3) normally indicate a faulty AVA,<) however, may occur as alocal situation (e.g., a patticular DSA
has not been configured with support for that particular attribute type).

true, if the entry contains an attributeof that type, and the attribute contains a value of that value, and the
value contains a context that matchesthe assertedcontexts asdescribed in 8.9.2.2;

false, otherwise.

The inclugon of assertedContexts Within an AttributevValueAssertion iSoptiona. If assertedCgntexts iS
specified, [then the assertionishal be evaluated only against those values of the attribute for which the

assertedContexts iStrue as-defined in 8.9.2.3.

If assertpdcontextgfisinot provided within an AttributevalueAssertion, then a default context asgertion may
be applied|in the samnedmanner; that is, the assertion shall be evaluated only against those values of the gtribute for
which, as flefined.in'8.9.2.3, the default context assertion is true. There are three potential sources for a defgult context
assertion: that &pecified for the operation as a whole, that available within subentries in the DIT, and that available

locally in tre DSA. They are applied asfollows:

1)

2)

3

4)

If assertedContexts iS not provided within an AttributeValueAssertion, then any context
assertion for the given attribute type which has been supplied for the operation as a whole, as part of
operationContexts asdescribed in 7.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3, shall be applied.

If the user has not provided assertedcContexts for the AVA and there is no context assertion for the
given attribute type which has been supplied for the operation as a whole, then the default context
assertion for the given attribute type in the context assertion subentries (if any) controlling the entry shall
be applied, asdescribed in 14.7.

If there is no context assertion through steps 1) and 2) above, the DSA may apply a locally-defined
default context assertion for the given attribute type. Such a default shall typically reflect loca
parameters, such as the language or location of the place of deployment of the DSA, or the current time
of day, but may be tailored differently by the DSA for each DUA to which it responds.

If no context assertion is available from any of these sources, then the assertion shall be evauated
against all values of the attribute.
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8.9.2.3 Evaluation of assertedContexts

assertedContexts istrueif:

a)

allContexts is specified (this permits a context assertion to override any default context assertion that

might otherwise be applied if assertedContexts were omitted from the

AttributeValueAssertion); OF

b) each contextAssertion in selectedContexts iStrueasdescribedin 8.9.2.4.

assertedContexts isfalse otherwise.

8.9.2.4 Evaluation of a ContextAssertion

A ContextAssertion istruefor aparticular attribute value if:

a) the attribute value has a context of the same contextType of the contextAssertion and

the definition of how amatch is determlned for that contextType; Or

) the attribute value contains no contexts of the asserted contextType; Or

) none of the other attribute values for the attribute satisfies the contextassertion according
in 8.9.2.2 above, but the attribute value does contain a context of the asserted)contextTyg
fallback Set tO TRUE.

A contex|tAssertion isfalse otherwise.

8.9.3 Attribute Type Assertions

An attri buJ

Attribu

type
assert

-}

e type assertion is a proposition, which may be true, false, or undefined, according to the associate

eTypeAssertion ::= SEQUENCE {
ATTRIBUTE. &id ({SupportedAttributes}),
edContexts SEQUENCE SIZE (1l..MAX) OF ContextAssertion OPTIONAL,

8.9.3.1 HKvaluation of an attribute type assertion

An attribu

[

q

e type assertion is:

@ undefined, if the attribute type is unkniewn or if the attribute is not present in the entry;

) TRUE, if the entry contains an. attribute of that type, and the attribute contains one or more
contain a context that matches the assertedcontexts asdescribed in 8.9.3.2;

) FALSE, otherwise.

8.9.3.2 Wse of assertedContexts.or context assertion defaults

The inclug

specified,

on of assertedcontexts Within an AttributeTypeAssertion iS optional. If assertedcCd
he assertedcentexts shal be true for at least one attribute value according to the rules defined

If assertpdContexts’is not provided within an AttributeTypeAssertion, then adefault context assert
applied in the same'manner; that is, the default context assertion shall be true for at least one attribute value

to the rul

894

defined in 8.9.2.4. The potential sources for adefault context assertion are as specified in 8.9.2.2.

any of the

to1) or 2)
e with the

0 contexts.

values that

ntexts iS

in8.9.2.4.

on may be
according

uilt=in matching rule assertions

A number of categories of related matching rules, whose semantics are generally understood and applicable to values of
many different types of attributes, are understood by the Directory:

—  present;
- equality;
—  substrings;

— ordering;
—  approximate match.

Syntax for asserting certain types of matches associated with these categories of matching rules has been built into the
Directory Abstract Service:

— apresent syntax for the present rule;

20
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— anequality Syntax for equality rules;

— greaterOrEqual and lessOrEqual Syntaxesfor ordering rules;
— initial, any and final syntaxesfor substringsrules;

— an approximateMatch Syntax for approximate matching rules.

The present Syntax may be used for any attribute of any type. The present match tests for the presence of any value of
aparticular type.

Specific equality, substrings and ordering matching rules may be associated with an attribute type when it is defined.
These specific rules are used when evaluating assertions of the equality, ordering and substrings rules made using the
syntax built-in to the Directory Abstract Service. If specific rules are not provided, then assertions made concerning
these attributes are undefined.

The approximateMatch Syntax supports an approximate matching rule whose definition is alocal matter to a DSA.

8.95 atching rulerequirements

In order fgr the Directory to behave in a consistent and well-defined manner, it is necessary that certain resfrictions be
placed upan the matching rules that shall be used in conjunction with the syntax that has been bdilt-into the Directory
Abstract Service.

For an equiality matching rule in which the syntax of the assertion is different from thecattribute syntax tg which the
matching rjule applies, rules for deriving a value of the syntax of the assertion from a value'of the attribute syntax shall
be suppli

Equality mpatching rules for attributes used for naming shall be transitive, comimutative and have an asserfion syntax
identical tg the attribute syntax.

A transitivie matching rule is characterized by the fact that if a value a maiches avalue b; and if that value i matches a
third valug c; then value a matches value ¢ using the rule.

A commutgtive matching rule is characterized by the fact that if @ Value a matches a value b, then that valugb matches
the value . The attribute presentationaddress is an example of an attribute supporting an attribute symtax whose
matching nule is not commutative.

With respégct to a specific attribute type, the equality and-ordering rules (if both present) shall always be r¢lated in at
least the fpllowing respect: two values are equal using the equality relation if and only if they are equal using the
ordering rglation. In addition, the ordering relationshall be well-ordered; that is, for al x, y and z for which|x precedes
y and y précedes z according to the relation, thenyx precedes z.

NOTE + These requirements imply that whenlordering is defined, it also defines equality.

With respégct to a specific attribute type, the equality and substrings rule (if both present) shall always be r@lated in at
least the fpllowing respect: for all x and y that match according to the equality relation, then for all valugs z of the
substring relation, the result of evaluating the assertion against the value x equals the result of evaluating the assertion
against the value y. That is, two)values that are indistinguishable using the equality relation are also indistinguishable
using the qubstrings relation:

8.9.6 Object Identifier and Distinguished Name equality matching rules

There are p numher.of equality matching rules used to evaluate attribute value assertions which the Directory knows
about and pises for its own purposes. They include:

ntax.

— distinguishedNameMatch: Thisruleis used to match attributes with pistinguishedName Syntax.

8.10 Entry collections
8.10.1 Overview

A collection of object and alias entries may have certain common characteristics (e.g., certain attributes that have the
same value for each entry of the collection) because of some common characteristic or shared relationship of the
corresponding objects. Such a grouping of entriesistermed an "entry collection”.

Entry collections may contain object and alias entries that are related by their position in the DIT. These collections are
specified as subtrees or subtree refinements as described in Section 5.

An entry may belong to several entry collections subject to administrative limitations imposed in Section 5.

Rec. ITU-T X.501 (10/2012) 21


https://iecnorm.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

| SO/l EC 9594-2:2014 (E)

8.10.2 Callective attributes
When user attributes are shared by the entries of an entry collection, they are termed collective attributes.

It is also permissible that the same collective attribute be independently associated with two or more of these
collections. In such cases, the entry's collective attribute has multiple values. Collective attributes shall, therefore,
always be specified as multi-valued.

Although they appear to users of the Directory interrogation operations as entry attributes, collective attributes are
treated differently from entry attributes in the Directory information model. This difference is manifested to users of the
Directory modification operations in that collective attributes cannot be administered (i.e., modified) via the entries in
which they appear but shall be administered viatheir associated subentries.

NOTE — The independent sources of these values are not manifested to the users of the Directory interrogation operations.

For a collective attribute to appear in an entry, the presence of that attribute type must be permitted according to the
DIT content rule governing the entry.

specifically exclude a particular collective attribute. This is achieved through theVise of the
eExclusions atribute, described in 12.7 and defined in 14.6.

Entries
collecti

811

A compound entry is a special entry that comprises family member entries. These family members form a higrarchy and
thereby prlovide hierarchically organized information about the object represented~by~the compound entry. The
compound| entry is represented in the DIT by an ancestor family member, which isé@t the root of a tree corftaining the
family members.

ompound entries and families of entries

Family megmbers can themselves be organized into one or more families forthe purposes of filtering and ipformation
retrieval. Hach family is a subtree; distinct families have no common family members apart from the shared foot that is
the ancestgr. A family thus comprises an ancestor plus a set of subordinate family members.

A family ils, beside the ancestor, composed of all of the immediately’subordinate family members being df the same
structural pbject class. Their subordinate members, if any, are.also part of the same family independent of their
structural Tbject classes.

These congepts areillustrated in Figure 4.

Compound The Z?]?; Structural
entry (ancestor) object classA

-
-
~
-
-
-
-
~
-
-
~
-

Structural
object class B

q

X 501(12)] FO4

Figure 4 — Families of entries

A family member that is a child within a family tree is marked with the auxiliary object class child. The presence of
the child object class value for an entry causes the immediately superior entry automatically to be marked with the
abstract object class value parent. An entry that is both a parent and a child within a family tree is marked with
both aobject class values. The ancestor is the only family member that is not of object class child. The construction of
compound entriesis carried out by marking entries with chi1d object class values.

Each subordinate of a non-ancestor family member shall itself be a family member, and marked with a child object
classvaue.

The ASN.1 definition of these object classes can be found in 13.3.3.
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All family members of a compound entry shall be placed in the same naming context as the ancestor. Family members
are not permitted to be alias entries. An alias shall not point to a child family member.

9 Names

9.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

911 alias, aliasname: An aternative name for an object, provided by the use of alias entries.

9.1.2 (alias) dereferencing: The process of converting an object's alias name to its distinguished name.

9.1.3 drstrngurshed name (of an entry) the name of an entry whrch is formed from the sequence of the relative

distinguistfed d subentry
has precisgly one disti ngurshed name

9.14 directory) name: A construct that singles out a particular object from all other objects.) A" name shall be
unambigqus (that is, denote just one object); however, it need not be unique (that is, be the only name which
unambigugusly denotes the object).

9.15 entry) name: A construct that singles out a particular entry from all other entries:

9.1.6 Ipcal member name: A name for a family member constructed by the sequence of RDNs from the ancestor

down to the member in question not including the RDN for the ancestor.
9.1.7 nmaming authority: An authority responsible for the allocation of naresin some region of the DIT.

9.1.8 purported name: A construct which is syntactically a name, but'which has not (yet) been shown to be avalid
name.

9.1.9 relative distinguished name (RDN): A set of one or ‘more attribute type and value pairs, eachh of which
matches afistinct distinguished attribute value of the entry.

9.2 [Namesin general

A (directoly) name is a construct that identifies a particular object from among the set of al objects. A nape shall be
unambigqus, that is, denotes just one object. However, a name need not be unique, that is, be the only|name that
unambigugusly denotes the object. A (directory)) name aso identifies an entry. This entry is either an object entry that
represents|the object or an aias entry which contains information that helps the Directory to locate thel entry that
representsithe object.

NOTE 1 —The set of names of an object thus comprises the set of alias names for the object, together with the distinguished
name ofl the object.

An object fan be assigned a distihguished name without being represented by an entry in the Directory, but this name is
then the ngme its object entry-would have had were it represented in the Directory.

Syntactically, each namefor an object or entry is an ordered sequence of relative distinguished names (see 9.3).

Name ::= CHQICE { -- only one possibility for now -- rdnSequence RDNSequence }

RDNSequence ::= SEQUENCE OF RelativeDistinguishedName

DistinguishedName ::= RDNSequence

NOTE 2 — Names which are formed in other ways than as described herein are a possible future extension.

Each initial sub-sequence of the name of an object is also the name of an object. The sequence of objects so identified,
starting with the root and ending with the object being named, is such that each is the immediate superior of that which
followsit in the sequence.

A purported nameis a construct which is syntactically a name, but which has not (yet) been shown to be avalid name.

9.3 Relative distinguished name

Each object and entry has at least one relative distinguished name (RDN). An RDN of an object or alias entry consists
of a set of attribute type and value pairs, each of which matches, using the equality matching rule, a distinct
distinguished attribute value of the entry.
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NOTE 1 — The eguality matching rule can be used because for naming attributes, the attribute syntax and the assertion syntax of
the equality matching rule are the same.

The RDNs of al of the entries with a particular immediate superior are distinct. It is the responsibility of the relevant
naming authority for an entry to ensure that this is so by appropriately assigning distinguished attribute values.
Allocation of RDNs is considered an administrative undertaking that may or may not require some negotiation between
involved organizations or administrations. This Directory Specification does not provide such a negotiation mechanism,
and makes no assumption as to how it is performed.

RelativeDistinguishedName ::= SET SIZE (1l..MAX) OF AttributeTypeAndValue
AttributeTypeAndValue ::= SEQUENCE {
type ATTRIBUTE. &id ({SupportedAttributes}),
value ATTRIBUTE. &Type ({SupportedAttributes}{@type}),
-}
The set t AttributeTypeAndvalue contains

y
distinguished valuesin the entry; that is, a given attribute type cannot appear twice in the same RDN.

An attribute value that has been designated to appear in an RDN is called a distinguished value. There may be other
values of the same attribute that are not distinguished values and thus may not be used in an RDN.

An RDN fpr agiven entry is formed by using one distinguished value from each attribute that-has distinguished values.
The simplgst case is an entry that has one distinguished value; it thus has one RDN, formegl by using that digtinguished
value. Moie than one attribute in an entry may contribute to the RDN.

Each RDN for an entry shall contain a type and value pair for each given attribute type forming part off the RDN.
primaryDistinguished isused to indicate that the value isthe primary distinguished value of that attribyte type.

The RDN |may be modified, if necessary, by the complete replacement of‘the distinguished value of al cpntributing
attributes.

Family members, like other entries, have RDNs. An RDN can coensist of multiple attribute type and value|pairs. The
local memper name of a family member is the sequence of RDNs from the ancestor down to that member| The local
member name of the ancestor is an empty sequence.

NOTE P — RDNSs are intended to be long-lived so that the users of the Directory can store the distinguished namgs of objects
(e.g., in[the Directory itself) without concerns for their obsolescence. Thus RDNs should be changed cautiously.

NOTE 3 — Changing the RDN of anon-leaf entry automatically changes the name of subordinate entries.

94 IName matching

It is often pecessary in the operation of the.Directory to determine if two names match. This requires that corfesponding
RDNs be matched. The general approach to name matching is described here; specific approaches for particular uses for
name matghes are described, where appropriate.

A purportegd RDN is said to match a target RDN if each AttributeTypeAndvalue in the purported RDN matches
with the AttributeTypeAndvalue for the same attribute typein the target RDN.

NOTE 1 The equality.matching rule can be used because, for naming attributes, the attribute syntax and the asserti¢n syntax of
the equality matchingdule are the same.

If matching attribute values are not found as a result of the above, then the RDNs do not match.

95 | A YR< ITaY=TRT] odnamaec
. BroamgoroeoTarttcs

The distinguished name of a given object is defined as that name which consists of the sequence of the RDNSs of the
entry which represents the object and those of al of its superior entries (in descending order). Because of the one-to-one
correspondence between objects and object entries, the distinguished name of an object is the distinguished name of the
object entry.

NOTE 1 - It is preferable that the distinguished names of objects which humans have to deal with be user-friendly.

NOTE 2 —Rec. ITU-T X.650 | ISO/IEC 7498-3 defines the concept of a primitive name. A distinguished name can be used as a

primitive name for the object it identifies.

NOTE 3 — Because only the object entry and its superiors are involved, distinguished names of objects can never involve alias
entries.

Alias entries also have distinguished names; however, this name cannot be the distinguished name of an object. When
this distinction needs to be made, the complete term "distinguished name of an alias entry" is used. The distinguished
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name of an alias entry is defined, as for the distinguished name of an object entry, to be the sequence of RDNSs of the

aias entry and those of all of its superior entries (in descending order).

It also proves convenient to define the 'distinguished name' of the root, although this can never be the distinguished

name of an object. The distinguished name of the root is defined to be an empty sequence.

An example which illustrates the concepts of RDN and distinguished name appearsin Figure 5.

RDN Distinguished name
ROOT
{1}
Countries
C=GB {C =GB}
Organi zati ns
O = Telecom {C =GB, O = Telecom}

Organl zatl onal~units

(OU = sales, {C =GB, O =Telecom,
L = Ipswich) (OU = Sales, L =Apswich)}
People
{C=GB;.0 =Telecom,
CN = Smith (OU =sales, L = Ipswich),

CN = Smith}

X.501(12)_F05

Figure5— Determination of distinguished names

9.6 Alias names

An alias, ¢r an alias name, for an object is an atefnative name for an object or object entry which is provi
use of alias entries.

Each dlias|entry contains, within the aliasédEntryName attribute, a name of some object. The distinguish
the alias entry is thus also a name for this:object.

NOTE + The name within the aliasedEntryName iS Said to be pointed to by the alias. It does not have to be the d
name of any entry.

The convérsion of an alias,name to an object name is termed (alias) "dereferencing” and comprises the
replacement of aias names, where found within a purported name, by the value of the cor
aliasedHEntryName atftribute. The process may require the examination of more than one alias entry.

Any partiqular entry.in the DIT may have zero or more alias names. It therefore follows that severa dlias
point to the same entry. An alias entry may point to an entry that is not aleaf entry and may point to another

ded by the
bd name of
stinguished

systematic
responding

ntries may
lias entry.

An dlias entry‘shall have no subordinates, so that an alias entry is always aleaf entry.

Every dias entry shall belong to the alias object classwhichis defined in 13.3.3.
Family members are not permitted to be aias entries.
10 Hierarchical groups

10.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

10.1.1  hierarchical child: For an entry, ahierarchical child is an entry for which it is ahierarchical parent.
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10.1.2 hierarchical group: A hierarchical group is a collection of entries, including compound entries, that forms a
logical tree that is not necessarily related to the DIT.

10.1.3 hierarchical leaf: Thisisan entry within ahierarchical group that has no hierarchical children.

10.1.4 hierarchical level: An integer that gives the distance from an entry within a hierarchica group to the
hierarchical top in form of the number of hierarchical links between the entry and the hierarchical top.

10.1.5  hierarchical link: This is a genera term for the logica relationship between two entries that have a
hierarchical immediate parent/immediate child relationship.

10.1.6 hierarchical parent: For an entry, the hierarchica parents are the immediately hierarchical parent, its
immediately hierarchical parent, recursively al the way up to and including the hierarchical top.

10.1.7 hierarchical sibling: For an entry, the hierarchical siblings are the entries having the same immediately
hierarchical parent asitself.

10.1.8 hierarchical sibling-child: For an entry, its hierarchica sibling-children are the complete set of hierarchical
children, & al lower levels, of its hierarchical siblings.

10.1.9 hierarchical top: Thisis the entry within a hierarchica group that is the root of the hierarchy. A hierarchical
top has nolimmediately hierarchical parent.

10.1.10 immediately hierarchical child: For an entry, an immediately hierarchical child is-an entry for wh|ch it isthe
immediately hierarchical parent. This immediately hierarchical child does not need to_belan immediately subordinate
entry within the DIT.

10.1.11 immediately hierarchical parent: For an entry, its immediately hierarehical parent is the entry that, within
the hierarghical group, is its immediately superior entry. The immediately hi€rarchical parent does not neefl to be the
immediatgy superior entry within the DIT.

10.2  Hierarchical relationship

Directory éntries have a hierarchical relationship in the way they.are placed in the DIT. However, entries may also have
hierarchical relationships not reflected in the DIT structure. ‘As’an example, a dynamic organization may ot want to
reflect its purrent organization directly in the DIT, as it may require frequent changes to the DIT structure. There is
therefore g requirement in the Directory to be able to reflect hierarchical relationships independent of the DIT structure.
Hierarchigal groups form such relationships. A hierarchical group forms a logical tree with a root |called the
hierarchicpl top.

By referrimg to hierarchical relationships, it is\possible in a Search operation to retrieve information not only from a
given entry, but also from other entries within-the same hierarchical group.

A compound entry is considered a single'entry in the context of hierarchical groups. A child family membef cannot be
part of ahierarchical group inits ownright.
NOTE + Hierarchical groups aresintended to permit modelling of collections of distinct objects that have logicelly informal
relationghips, and particularly relationships that are, or could be, temporary. Compound entries, in contrast, model |objects that
comprige sub-objects that.are-Conveniently considered as a hierarchy.

To descrille navigatioh/within a hierarchical group, it is convenient to define terms for the relationships that a given
entry has with other.entries within the group. This is done in 10.1. Some of these defined terms for direct rdationships
are paralg to those defined for entry relationships within the DIT (immediately hierarchical child, hierarchical child,
immediately h|erarch|cal parent and h|erarch|cal parent). However itis also convenlent to defme termg for more
distant relationship s and even for
their hierarchical children (hierarchical sbllng children).

An entry can only be amember of asingle hierarchica group at onetime.

An entry that is part of a hierarchical group holds operational attributes as defined in 14.10. These operational attributes
reflect the relationship with other entries within the group, including the hierarchical level of the entry within the group.
When a compound entry is part of a hierarchical group, the ancestor holds these operational attributes.

A hierarchical group has to be completely outside any service-specific administrative area (see 16.3) or has to be
completely contained within a service-specific administrative area. A hierarchical group shall be confined to a
single DSA. The Directory service shall detect and prevent attempts to break these rules.
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10.3 Sequential ordering of a hierarchical group
In some situation, e.g., when transmitting a hierarchical group, a sequential ordering rule is required. The sequential
order of ahierarchical group comes from following all the strands of the hierarchical group as follows:

a) Thetop entry isthefirst entry in the sequence followed by the remaining entries within a complete strand
going down from top to a hierarchical leaf. Itisalocal choice which strands to select as the first one.

b) The next strand to be selected is one that has not previously been selected and which has the maximum
number of entries common with the previous selected strand. If severa strands are identical in that

respect, selection is a local matter. Only those entries not previously included are included in the
sequence.

c¢) Theprocedurein b) isrepeated until all strands have been included.
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SECTION 4 — DIRECTORY ADMINISTRATIVE MODEL

11 Directory Administrative Authority model

111 Definitions

For the purposes of this Directory Specification, the following definitions apply:

11.1.1  administrative area: A subtree of the DIT considered from the perspective of administration.
11.1.2 administrative entry: An entry located at an administrative point.

11.1.3

11.1.4 dministrative user: A representative of an Administrative Authority. The full definitipn of the
administrafive user concept is outside the scope of this Directory Specification.

11.15 utonomous administrative area: A subtree of the DIT whose entries are all adiministered by the same
Administrgtive Authority. Autonomous administrative areas are non-overlapping.

11.1.6 IT domain administrative authority: An Administrative Authority in~its role as the entity having
responsibility for the administration of a part of the DIT.

dministrative point: The root vertex of an administrative area.

11.1.7 IT domain policy: An expression of the general goals and acceptablé procedures for aDIT Domdin.
11.1.8 MD administrative authority: An Administrative Authority in its role as the entity responsiple for the

administrgion of aDMD.

11.1.9 MD policy: A policy governing the operation of the DSAs ina DMD.
11.1.10 IDDMO policy: A policy defined by aDMO, expressed interms of DMD and DIT Domain policies.
11.1.11 ipner administrative area: A specific administrative area whose scope is wholly contained withif the scope

of another [specific administrative area of the same type.
11.1.12
11.1.13
11.1.14

11.1.15
be taken

11.1.16 policy parameter: A policy procedure is characterized by certain policy parameters which ard subject to
configuratfon (i.e., choice) by an Administrative Authority.

11.1.17 ecific administrative area: A subset (in the form of a subtree) of an autonomous administfative area
defined fof a particular aspect of administration: access control, subschema or entry collection administrafion. When
defined, sgecific administrative areas of a particular kind partition an autonomous administrative area.

11.1.18

olicy: An expression by an Administrative Authority of general goals and acceptable procedures.
olicy attribute: A generic term for any Directory operational attribute which expresses policy.
olicy object: An entity with which-a policy is concerned.

olicy procedure: A rule défining how a set of policy objects should be considered and what actions should
aresult of this considetation.

ecific administrative point: The root vertex of a specific administrative area.

11.2 Overview

A fundamental objective of the Directory information model is to consider well-defined collections of entries so that
they may be administered consistently as a unit. This clause clarifies the nature and scope of the authorities responsible
for that administration and the means by which their authority is exercised.

The concept of palicy, defined in 11.3, provides the mechanism by which Administrative Authorities exercise control of
the Directory.

Some aspects of the Directory Administrative Model are supported by the Model of Directory Administrative and
Operational Information (see clause 12). This is to alow the modelling of information required for the regulation of
Directory user information and for other administrative purposes.
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Other aspects of the Directory Administrative Model require support for the distribution of administrative and
operational information among the component parts of the Directory, i.e., DSAs. Clauses 22 through 24 describe a DSA
Information Model to support these requirements.

11.3 Policy

A policy is an expression by an Administrative Authority, acting as an agent of the DMO, of general goals and
acceptable procedures. A policy is defined in terms of rules that are to be enforced (by the Directory, if appropriate) and
in terms of aspects within which an administrative user has some degree of freedom of action and specific
responsibilities.
An Administrative Authority expresses DMO policy in terms of

— DIT Domain Policy;

—  DMD Policy.

These polifies may be expressed as policy attributes. A model of DIT policiesis defined in 11.6.

NOTE 1 Clause 14 defines the system schema necessary to support the administration of collective attributes., Clause[L5 defines a
framewprk for supporting subschema administration policies. Clause 17 defines aframework supporting aceess contr¢l policies.

DMD policies relate specifically to DSAs as components of the distributed Directory. These DMD policies are
described |n 11.7 which defines amodel for DSA administration.

Finally, there are policies which relate to external matters (such as bilatera agreements between DMQs) and are
therefore not further described here.

A policy opject is an entity with which apolicy is concerned (e.g., a subschema.administrative areais a policy object).

A policy procedure is arule defining how a set of policy objects should be ¢onsidered and what actions should be taken
(and undef what circumstances) as a result of this consideration (e.g., clause 15 defines subschema administration
policy progedures).

A policy pgrocedure is characterized by certain policy parameters which are subject to configuration (i.e., chpice) by an
Administrgtive Authority.

Operationgl attributes are used to represent policy parametérs. The values of such an attribute form an expression of
some or a| of the policy parameter it represents.

114  $pecificadministrative authorities

The admipistration of a DIT Domain involves the execution of five functions related to different faspects of
administrgion:

4+ naming administration;

4  subschema administration;

+  security administration;

4+ collectiveattribute administration;
+  servieeadministration.

A specificlAdministrative Authority is an Administrative Authority in its role as the entity responsible for ope of these
specific agpects'of DIT Domain policy.

The term Naming Authorify (see clause 9) rdentifies the role of the Administraiive Authority as It pertains to the
alocation of names and administration of the structure of these names. A role of the Subschema Authority is to
implement these naming structures in the subschema.

The term Subschema Authority identifies the role of the Administrative Authority as it pertains to the establishment,
administration and execution of the subschema policy controlling the naming and content of entriesin a DIT Domain.
Clause 15 describes Directory support of Subschema Administration.

The term Security Authority (see Rec. ITU-T X.509 | ISO/IEC 9594-8) identifies the role of the Administrative
Authority as it pertains to the establishment, administration and execution of a security policy governing the behaviour
of the Directory with respect to entriesin aDIT Domain.

The term Collective Attribute Authority identifies the role of the Administrative Authority as it pertains to the
establishment and administration of collective attributes (see 12.7) inaDIT Domain.
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The term Service Authority identifies the role of the Administrative Authority as it pertains to the establishment and
administration of service constraints and adjustment.

115 Administrative areas and administrative points

11.5.1 Autonomousadministrative areas

Each entry in the DIT is administered by precisely one Administrative Authority (which may operate in different roles).
An autonomous administrative area is a subtree of the DIT whose entries are all administered by the same
Administrative Authority.

The DIT Domain may be partitioned into one or more non-overlapping autonomous administrative areas.

The set of one or more autonomous administrative areas for which a DMO has administrative authority is its DIT
Domain. Thisisrepresented in Figure 6.

Figure 6 — A DIN"Domain

11.5.2  $pecific administrative areas

In the same way that an Administrative Authority-may operate in a specific role, entries in an administrative area may
be considgred in terms of a specific administrative function. When viewed in this context, an administrative area is
termed a specific administrative area. There are-six kinds of specific administrative area:

4+  subschemaadministrative afeas,

+ access control administrative areas;

+ collective-attribute administrative areas;
+  context default administrative areas;

4+  service administrative areas; and

4+  passwordadministrative areas.

An autongmous.-administrative area may be considered as implicitly defining a single specific administratiye area for
each specific-aspect of administration. In this case, there is a precise correspondence between each sugh specific
administrafive@rea and the autonomous administrative area.

Alternatively, for each specific aspect of administration, the autonomous administrative area may be partitioned into
non-overlapping specific administrative aress.

If so partitioned for a particular aspect of administration, each entry of the autonomous administrative area is contained
in one and only one specific administrative area of that aspect.

A specific Administrative Authority is responsible for each specific administrative area. If, for a particular
administrative aspect, an autonomous administrative area is not partitioned, a specific Administrative Authority is
responsible for that administrative aspect for the entire autonomous administrative area.

1153 Inner administrative areas

For the purpose of security or collective attribute administration, inner (administrative) areas within these kinds of
specific administrative areas may be defined:
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a) torepresent alimited form of delegation; or

b) for administrative or operational convenience (e.g., where the administrative point of a subtree isin a
DSA other than the one holding the entries within the subtree, that subtree may be designated as an inner
areato allow administration viathe local DSA).

An inner administrative areamay be nested within another inner administrative area.

Inner areas represent areas of limited autonomy. Entries in inner areas are administered by the specific Administrative
Authorities of the specific administrative areas within which they are contained, and also by the Administrative
Authorities of the inner areas within which they are contained. The former authorities have overall control of the
policies regulating these entries, while the latter authorities have (limited) control over those aspects of policy delegated
to them by the former.

The rules for nested inner areas, should they be permitted, shall be defined as part of the definition of the specific
administrative aspect within which they are contained.

1154 Administrative points

The speciffcation of the extent of an autonomous administrative area is implicit and consists of thefidentification of a
point in the DIT (the root of the autonomous administrative area's subtree), an autonomous administrative point, from
which the|administrative area proceeds downwards until another autonomous administrative point is encauntered, at
which anofher autonomous area begins.

NOTE 1 — The immediate subordinates of the root of the DIT are autonomous administrative points.

Where an| autonomous administrative area is not partitioned for a specific a§pect of administration] then the
administrfive area for that aspect coincides with the autonomous administrative\area. In this case, the alitonomous
administrgive point is a so the specific administrative point for this aspect of administration.

Where an putonomous administrative area is partitioned for a specific aspeetof administration, then the specification of
the extent|of each specific administrative area consists of the identifiCation of the root of the specific administrative
ee, a specific administrative point, from which the specifi¢ administrative area proceeds downyvards until
ific administrative point (of the same administrativeaspect) is encountered, at which another specific

administrative point may be the root of ar,autonomous administrative area and may be the rogt of one or
more specific administrative areas.

The specifiication of the extent of an inner administrative area (within a specific administrative area) congists of the
identification of the root of the inner <administrative area's subtree, an inner administrative point.[ An inner
administrg}ive areais bounded by the specific administrative area within which it is defined.

An adminjstrative point correspondingto the root of an autonomous administrative area represents a DIT Domain
(and DSA) boundary. That is, dtss\immediate superior in the DIT must be under the administrative apthority of
another DVD.

NOTE 2 — Thisimplies that'aDMO cannot arbitrarily partition a DIT Domain into autonomous administrative areas.

An administrative point is represented in the Directory information model by an entry hplding an
administirativeRole attribute. The values of this attribute identify the type of administrative point. Thisfattribute is
defined inf14.3,

Clauses 24 through 24 describe how administrative areas are mapped onto DSAs and the DSA information mpdel.

Figure 7 depicts an autonomous administrative area which has been partitioned into two specific administrative areas
for a specific aspect of administration (e.g., access control). In one specific administrative area, a nested inner
administrative area has been created (e.g., because the subtree isto be held in a different DSA from the remainder of the
specific administrative area).

Figure 7 uses the abbreviations AAP (Autonomous Administrative Point), SAP (Specific Administrative Point) and |AP
(Inner Administrative Point).
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Figure 7 — Administrative points and areas

1155 Administrative entries

An entry Ipcated at an administrative point is an administrative entry. Administrative entries-tmay have speq
called subgntries, as immediate subordinates. The administrative entry and its associated Sibentries are useq
the entries|encompassed by the associated administrative area.

Where inngr administrative areas are used, the scopes of these areas may overlap,

ial entries,
to control

Therefore,|for each specific aspect of administrative authority, a definition is.required of the method of compination of

administraive information when it is possible for entries to be included in.more than one subtree or subtree
associated|with an inner area defined for that aspect.

NOTE + It is not necessary for an administrative point to represent each‘specific aspect of administrative authority. H
there mjght be an administrative point, subordinate to the root of the‘autonomous administrative area, which is usg
control purposes only.

11.6 DIT Domain policies

A DIT Dgmain policy has the following components. DIT policy objects, DIT policy procedures, and
parameters.

An operatjona attribute that represents a DI policy parameter is termed a DIT policy attribute (e.g.,
administration operational attributes definedin clause 14 are DIT Domain policy attributes).

For a particular DSA, the possible values of a policy parameter may not correspond to distinct, realizable
action for that component. This may be the case, for example, when the DSA lacks the technical capability
all aspectd of the policy procedure (e.g., implement a particular access control scheme). To be well-define
procedure phall take such circumstances into account as part of its definition.

refinement

or example,
0 for access

DIT policy

subschema

courses of
to perform

d, a policy

Specific DJ T Domain poliey objects and attributes are defined in clause 15 to support subschema administratipon.

117 DM D-policies

policy may

A DMD policy lsapollcy that pertalns to the operatlon of one or more of the DSAs in the DMD A DMD

one specific DSA.

One sort of DMD policy is to restrict or otherwise control the Directory and DSA abstract service provided by one or

more DSAS.
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Examples of such restrictions are:

a)

b)

<)

d)

Limiting the basic service provided to Directory (i.e., non-administrative) users to interrogation
operations only.

Limiting the service provided to users accessing the DSA indirectly, via chaining, including distinctions
based on whether the user request traversed a trusted path.

Limitations on requests accepted from users accessing the DSA directly when chaining is required to
DSAsin the DMD known to be subject to limitations of the kind indicated in the previous point.

Constraints on the kinds of searches certain users can perform, and on the characteristics of such searches
(e.g., relaxation policies).
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SECTION 5-MODEL OF DIRECTORY ADMINISTRATIVE
AND OPERATIONAL INFORMATION

12 Model of Directory Administrative and Operational Information

12.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

12.1.1 base The root vertex of the subtree or subtree refinement produced by the evaluation of a subtree
specification.

12.1.2 hop: A set of assertions concerning the names of the subordinates of a base.

12.1.3 irectory operational attribute: An operationa attribute defined and visible in the Directory’Administrative
and Operational information model.

1214 irectory system schema: The set of rules and constraints concerning operational attributes and subentries.

1215 try: A Directory entry or extended Directory entry, depending on the context (either users and their
applications or administration and operation of the Directory) in which the term is used:

12.1.6 bentry: A special sort of entry, known by the Directory, used to holdinformation associated with a subtree
or subtree fefinement.

12.1.7 btree: A collection of object and alias entries situated at the vertices of atree. The prefix "sub" ¢mphasizes
that the bage (or root) vertex of thistree isusually subordinate to the roérof the DIT.

12.1.8 btree refinement: An explicitly specified subset of<the”entries in a subtree, where the entries are not
located at {he vertices of asingle subtree.

12.1.9 btree specification: The explicit specification of a subtree or subtree refinement. A subtree specification
consists of zero or more of the specification elements<base, chop and specification filter. The definitior is termed
"explicit" {in contrast to that of an administrative area). because the portion of the DIT subordinate to the Iase that is
included i the subtree or subtree refinement is explicitly specified.

12.2 QOverview

From an afiministrative perspective, user information held in the DIB is supplemented by administrative and pperational
informatiop represented by:

4+ operational attributes, which represent information used to control the operation of the Diregttory (e.g.,
access contraol-information) or used by the Directory to represent some aspect of its operation| (e.g., time
stamp information); and

+  subentries,'which associate the values of a set of attributes (e.g., collective attributes) with enfries within
the stope of the subentry. The scope of a subentry is a subtree or subtree refinement.

This inforfnation,jiflustrated in Figure 8, may be placed in the Directory by administrative authorities or by DSAs, and
is used by theDirectory in the course of its operation.

Two mechanisms in the Directory abstract service that relate to this view of Directory information are:
— EntryInformationSelection permitsthe selection of operationa attributesin an entry; and

— thesubentries service control permitsthe List and Search operationsto apply either to object and alias
entries or to subentries.

Access to operational information, as for user information, may be limited by an access control mechanism.

Entries are made visible to Directory users via the Directory abstract service, but their relationships to the DSAs that
ultimately hold them are not. The DSA information model, described in clauses 22 through 24, expresses the mapping
of these entries onto the information repositories of DSAS.
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A subtree

The prefix] "sub", in subtree, emphasizes that the base (or root) vertex of this tree is usually subordinate to

the DIT.

A subtree|begins at some vertex and extends to some identifiablé lower boundary, possibly extending td
subtree is[aways defined within a context which implicitly, beunds the subtree. For example, the vertex
boundarieg of a subtree defining a replicated area are bounded by a naming context. Similarly, the scope
defining afspecific administrative areais limited to the context of an enclosing autonomous administrative are

12.3.2

Subtree specification is the definition of a subset of the entries below a specified vertex which forms the

subtree or

The verteq and/or the lower boundary ,of.the subtree may be implicitly specified, in which case they are det¢
the context within which the subtree isused.

The verteq and/or the lower boundary may be explicitly specified using the mechanism specified in this ¢
mechanism may also be used-te_specify subtree refinements which are not true tree structures.

NOTE

may defermine a collection of entries that are not located at the vertices of a single (sub)tree. The term subtree r
preferrgd when the-entries of the collection are not so located.

Specificat

then reduck thie'eallection of subordinate entries. These elements of specification are:

| | | | ENTRY
User Operational

attributes attributes
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Figure8—Modd of Directory Administrative and Operational I nfopmation
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Dver view

sacollection of object and alias entries situated at the vertices of atree. Subtrees do not contain

$ubtree specification

subtree refinement.

- The topological.coricept of a (sub)tree is useful in considering such specifications, although a particular 4

ion of -a'slbtree consists of three optional elements of specification which identify the base of the §

subentries.
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leaves. A
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specification;

b) Chop—A set of assertions concerning the names of the subordinate entries; and

c) Specification filter — A proper subset of the assertive capability of afilter applied to the subord

The specification of asubtree or subtree refinement may be represented by the following ASN.1 type:

SubtreeSpecification ::= SEQUENCE (

base

[0] LocalName DEFAULT {},

COMPONENTS OF ChopSpecification,
specificationFilter [4] Refinement OPTIONAL,

-}

-- empty sequence specifies whole administrative area

a subtree

inates.
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The three components of this sequence correspond to the three specification elementsidentified above.

Where avalue of subtreespecification identifies acollection of entries that are located at the vertices of asingle
subtree, the collection is termed a "subtree”; otherwise, the collection is termed a " subtree refinement".

The subtreespecification type provides ageneral purpose mechanism for the specification of subtrees and subtree
refinements. Any particular use of this mechanism defines the specific semantics of precisely what is specified and may
impose limitations or constraints on the components of subtreespecification.

When each of the components of subtreeSpecification isabsent (i.e., avaue of type subtreeSpecification
which is an empty sequence, {}), the subtree so specified is implicitly determined by the context within which the
SubtreeSpecification iSused.

These terms are illustrated in Figure 9, for the case where subtrees are deployed within the context of administrative
aress.

g Administrative

A Point (AP)
N
Local name oy
Subtree
A AP
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Figure 9 — Specification of Subtrees and Subtree Refinements
within the context 'ef Administrative Areas

1233 Base

The base component of subtreeSpecification represents the root vertex of the subtree or subtree refingment. This
may be anlentry which is subordinate to theteot vertex of the identified scope or may be the root vertex of the identified
scope itself (the default).

The relatiye name of the root vertex of the subtree with respect to the root vertex of the identified scope iqa value of
type LocalName:

LocalName ::= RDNSequence

Note that the root vertex-of the identified scope and the root vertex of the subtree coincide when LocalNamd iS omitted

rdinates of

ChopSpecification ::= SEQUENCE {
specificExclusions [1] SET SIZE (1..MAX) OF CHOICE {
chopBefore [0] LocalName,
chopAfter [1] LocalName,
...} OPTIONAL,

minimum [2] BaseDistance DEFAULT O,
maximum [3] BaseDistance OPTIONAL,

This type is intended to permit the specification of a tree structure (or subset thereof) starting at the base by two
methods, specific exclusions and base distance.
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12.3.4.1 Specific Exclusions

The specificExclusions component has two forms, chopBefore and chopaAfter, which may be used
individually or in combination.

The chopBefore component defines a list of exclusions, each in terms of some limit point which is to be excluded,
along with its subordinates, from the subtree or subtree refinement. The limit points are the entries identified by a
LocalName, relative to the base.

The chopafter component defines alist of exclusions, each in terms of some limit point whose subordinates are to be
excluded from the subtree or subtree refinement. The limit points are the entries identified by a LocalName, relative to
the base.

12.3.4.2 Minimum and M aximum

These components allow exclusion of all entries that are superior to entries that are minimum RDN arcs below the base,
as well as|entries which are subordinate to entries that are maximum RDN arcs below the base. These digtances are
expressed py values of the type BaseDistance:

BaseDistlance ::= INTEGER (0..MAX)

For the purpose of chop specifications, a compound entry is counted as a single entry. In a compound entry| all family
members gre counted as having the same base distance as the ancestor, since they are al partof-the same logigal entry.

A value off minimum equal to zero (the default), corresponds to the base. An absent mdx imum component indlicates that
no lower liimit should be imposed on the subtree or subtree refinement.

1235  $pecification Filter

The specificationFilter cCOmMponent consists of aproper subset of the-assertive capability of afilter (seg Rec. ITU-
T X.511 | |SO/IEC 9594-3) applied to the subordinates of a base. Only.entries for which the filter evaluates|to true are
included in the resulting subtree refinement. It consists of avalue of-fype Refinement:

Refinement ::= CHOICE {
item [0] OBJECT-CLASS.&id,
and [1] SET SIZE (1l..MAX) OF Refinement,
or [2] SET SIZE (1..MAX) OF Refinement,
not [3] Refinement,

-}

A Refinepent evauatesto TRUE asif it were afilter making an equality assertion regarding values of the attribute
type objeftclass only.

If a family member is excluded from a subtree by this specification, al its subordinate family membefs are also
excluded.

124  Qperational attributes

There are three varietiesiof operational attributes. Directory operational attributes, DSA shared operational| attributes,
and DSA gpecific operational attributes.

Directory pperational attributes occur in the Directory information model and are used to represent control information
(e.g., access control information) or other information provided by the Directory (e.g., an indication of whether an entry
isaleaf orlnon-leaf pntry)

DSA shared operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

DSA specific operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

NOTE — These are described in clauses 23 through 24.

The definition and use of each operational attribute is a matter for specification in the appropriate Directory
Specification.
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125 E
1251 O

ntries

verview

From an administrative perspective, user information held in an entry may be supplemented by administrative and

operational

information represented by operational attributes.

The Directory uses the object class attribute and DIT content rules applicable to an entry to control the user attributes
required and permitted in the entry. The operational attributes of an entry are governed by the Directory system schema
(see clause 14) applicable to the entry.

1252 A

ccess to operational attributes

Although not normally visible, the directory operational attributes within entries may be made visible to authorized
(e.g., administrative) users of the directory abstract service. Certain operational attributes (e.g., entryacI, or
modi fyTimestamp) might also be available to ordinary users.

12.6 $ubentries

12.6.1 Qverview

A subentr
pertain to
administrai

is a specia kind of entry immediately subordinate to an administrative point. \It) contains attributes that
a subtree (or subtree refinement) associated with its administrative pointy-The subentries| and their
ve point are part of the same naming context (see clause 21).

A single subentry may serve all or severa aspects of administrative authority.\ Alternatively, a specifig aspect of

administrai

ve authority may be handled through one or more of its own subentries. At most, one subentry i$ permitted

for a subgchema administrative authority. Access control and collectivé\ attribute authorities may have several

subentries

A subentry
request.

A subentry

The structdire of a subentry corresponding to an administrative point is depicted in Figure 10.

is not considered in List and Search operations unless the,subentries service control isinclyded in the

shall not have subordinates.

ADMINISTRATIVE ENTRY

User Operational
attributes attributes
Subentry Subentry
SUBENTRY
Subentry Subtree Object
RDN specification class Attribute Attribute
attribute attribute attribute
X.501(12)_F10
Figure 10 — Structure of a subentry
A subentry consists of:
— acommonName attribute, specified in Rec. ITU-T X.520 | ISO/IEC 9594-6 which contains the RDN of
the subentry;
— asubtreeSpecification atribute, specifiedin clause 14;
— anobjectClass attribute, specified in clause 13, which indicates the purpose(s) of the subentry in the
operation of the Directory;
—  other attributes, depending on the values of the objectclass attribute.
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Subentries may also contain operational attributes with appropriate semantics (see 12.6.4).

12.6.2 Subentry RDN attribute

The commonName attribute used as the subtree identifier serves to distinguish the various subentries that may be defined
as immediate subordinates of a specific administrative entry.

NOTE — The value of this attribute might be selected to serve as a mnemonic to representatives of the Administrative Authority.

12.6.3  Subtree Specification attribute

The subtreeSpecification attribute defines the collection of entries within the administrative area with which the
subtree is concerned.

12.6.4 Useof Object Classattribute

The content of a subentry is regulated by the values of the subentry's objectclass attribute.

The objeftcClass attribute of all subentries shall contain the value subentry. The subentry object| class is a
structural [object class, defined in clause 14, used to include the commonName, subtreeSpedificdtion and
objectcCllass attributesin all subentries.

In order tq regulate the remaining attributes, the other values of the objectclass attribute, regpresenting the auxiliary
object clagses allowed for the subentry, shall be used.

The definition of the semantics of one of these values includes an identification and specification of zefo or more
atribute types that shall or may appear in the subentry when the objectclass\@ttribute assumes the vaue. The
definition pf the semantics of avalue for the objectclass attribute shal include:

4+ anindication of whether an entry may be included in more than one subtree or subtree [refinement
associated with the particular purpose (e.g., it may not be pefmitted in the case of subschemg, but may
be permitted for access control); and if so

+ theeffects of the combination of associated subentry attributes, if any.

A subentry of a particular object class may only be subordinate to-an administrative entry if the administrativeRole
attribute pgrmits that class of subentry as a subordinate.

As for objgct and dias entries, information held in a subentry may be supplemented by administrative and pperational
informatiop represented by operational attributes. For-example, a subentry is permitted to contain entry AC|, provided
only that this ACI is permitted by and consistent-with the value of the accessControlscheme attriute of the
corresponding access control specific point. Similarly, a subentry may contain amodi fyTimestamp.

12.6.5 Other subentry attributes

The remaijning attributes within a subentry depend on the values of the objectClass attribute. For ¢xample, a
subschema attribute may only be ptacéd in a subentry if itsobjectClass attribute has subschema as one offits values.

12.7 I[nfor mation model for collective attributes

An autongmous admifistrative area may be designated as a collective attribute specific administrative ar¢a in order
todeploy |and administer collective attributes. This shall be indicated by the presence of [the value
id-ar-collectiveAttributeSpecificArea in the associated administrative entry's administrativeRole
attribute (i addition to the presence of the value autonomousarea, and possibly other values).

Such an autonomous administrative area may be partitioned in order to deploy and administer collective attributes in the
specific partitions. In this case, the administrative entries for each of the collective attribute specific administrative areas
are indicated by the presence of the value id-at-collectiveAttributeSpecificArea in these entries
administrativeRole attributes.

If such an autonomous administrative area is not partitioned, there is a single specific administrative area for collective
attributes encompassing the entire autonomous administrative area.

Additionally, a specific administrative area defined for the purpose of collective attribute administration may be further
divided into nested inner areas for the same purpose. The administrativeRole attribute of the administrative entries

for each such inner administrative area shal indicate this by the presence of the vaue
id-ar-collectiveAttributeInnerArea.

An entry collection and its associated collective attributes are represented in the Directory information model by a
subentry, termed a collective attribute subentry, whose objectClass attribute has the vaue
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id-sc-collectiveAttributeSubentry, as defined in clause 14. A subentry of this class may be the immediate
subordinate of an administrative entry whose administrativeRole atribute contains the value
id-ar-collectiveAttributeSpecificArea Or id-ar-collectiveAttributeInnerArea.

Where there are different entry collections within a given collective attribute area, each shall have its own subentry.

The entry collection itself is defined by the value of the subtreesSpecification operational attribute of the subentry.
This value defines the scope of the collective attribute subentry. The user attributes of the subentry are the collective
attributes of the entry collection.

NOTE 1 — Because subtree refinement is based on object class, the association of collective attributes with object entries can be
done in a manner that naturally extends the schema for these entries. For example, the organizationalPerson entries of an
organization might be extended with a set of collective attributes appropriate for all persons affiliated with the organization by
the creation of a subentry whose associated subtree is refined to include only organizationalPerson entries and which
contains the organization's set of collective attributes. Additionally, a DIT Content Rule for such entries would need to be defined
to allow collective attributes to become visible in the entries.

Collectivelattribute types and non-collective attribute types differ semantically. An attribute type capable of [expressing
collective semantics shall be designated as a collective attribute type at the time of its definition.

NOTE 2 — Merging procedures employed by the Directory in the case of independent sources of values of acollective attribute
type ard described in Rec. ITU-T X.511 | ISO/IEC 9594-3.

Collectivelattributes may be excluded from appearing in a particular entry through use of the collectiveExclusions
attribute défined in clause 14.

12.8 [[nfor mation model for context defaults

An autongmous administrative area may be designated as a context defaultspecific administrative area {n order to
deploy and administer context defaults. This shall be indicated by the presence of the value
id-ar-contextDefaultSpecificArea in the associated administrative-entry's administrativeRole gitribute (in
addition td the presence of the value id-ar-autonomousarea, andqossibly other values).

Such an alitonomous administrative area may be partitioned in.order to deploy and administer context defaults in the
specific partitions. In this case, the administrative entries for €ach of the context default specific areas are injdicated by
the presenge of thevalue id-ar-contextDefaultSpecificArea intheseentries administrativeRolg attribute.

If an autorjomous administrative areais not partitioned,\there is a single specific administrative area for context defaults
encompassing the entire autonomous administrative area.

Context defaults are represented in the Directory Information model by a subentry, termed a context default subentry,
whose objectClass attribute has the value id-sc-contextAssertionSubentry as defined in 14.7. A subentry of
this class may be the immediate subordinate of an administrative entry whose administrativeRole attribute contains
thevalue {d-ar-contextDefaultSpecificArea.

The con;g:rdefault subentry defines a set of context assertions, any one of which is applied whenever there is no
context tion applicable to@given attribute type specified by the user when accessing the portion of the QI T defined
by the subtreespecification operationa attribute of the subentry. Application of default context agsertions is
described |n 8.9.2.2, andkin'7.6.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3.
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For the purposes of this Directory Specification, the following definitions apply:
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SECTION 6 — THE DIRECTORY SCHEMA
Directory Schema
Definitions

attribute syntax: The ASN.1 datatype used to represent values of an attribute.

dlrectory schema The set of rules and constral nts concernl ng DIT structure, DIT content, DIT context use,
Schema is

manifested as a set of non- overlappl ng subschemas each governmg entn% of an autonomous admmlstratlve area (or a

13.1.3

g specific partition thereof). The Directory schemais concerned only with Directory User Informatipn.

dir ectory) subschema: The set of rules and constraints concerning DIT structure, DIT contént, object classes

and attribjte types, syntaxes and matching rules which characterize the DIB entries within an altonomous

administrgfive area (or a subschema specific partition thereof).

13.14

DIT content rule: A rule governing the content of entries of a particular structural object class. |t specifies

the auxiligry object classes and additional attribute types permitted to appear, or excluded from appearing, i entries of

the indicatpd structural object class.

13.15

attribute types. It specifies the permitted and the mandatory context types for.the attribute type.

13.1.6

DIT context use: A rule governing the context types that may be assotiated with attribute values of particular

DIT structure rule: A rule governing the structure of thé DIT by specifying a permitted superior to

subordinatg entry relationship. A structure rule relates a name form; and therefore a structural object class, fo superior
structure rlles. This permits entries of the structural object class identified by the name form to exist in the DIT as

subordinates to entries governed by the indicated superior structure rules.

13.1.7

appliesto the entry. Thisruleisindicated by the governingsStructureRule Operationa attribute.

13.1.8
name for

Name forms are primitive pieces of specification used in the definition of DIT structure rules.

overning structure rule (of an entry): With-«respect to a particular entry, the single DIT structufe rule that

ame form: A name form specifies a petmissible RDN for entries of a particular structural object class. A
identifies a named object class and-one or more attribute types to be used for naming (i.e., for [the RDN).

NOTE + Name forms are registered and-have global scope. DIT structure rules are not registered and have the gcope of the

adminigrative area with which they aré associated.

13.1.9 perior structure rules With respect to a particular entry, the DIT structure rule governing [the entry's
superior.
13.2 verview

The Direcfory Schema is a set of definitions and constraints concerning the structure of the DIT, the pog
entries arelnamed,\the information that can be held in an entry, the attributes used to represent that informatia
organizatipn<nto” hierarchies to facilitate search and retrieval of the information and the ways in which

sible ways
n and their
values of

attributes may be matched in attribute value and matching rule assertions

NOTE 1 — The schema enables the Directory system to, for example:
—  prevent the creation of subordinate entries of the wrong object class (e.g., a country as a subordinate of a

person);

—  prevent the addition of attribute-types to an entry inappropriate to the object class (e.g., a serial humber to a person's

entry);

—  prevent the addition of an attribute value of a syntax not matching that defined for the attribute-type (e.g.
string to a bit string).

Formally, the Directory Schema comprises a set of:
a) Name Formdefinitions that define primitive naming relations for structural object classes,

b) DIT Sructure Rule definitions that define the names that entries may have and the ways in
entries may be related to one another in the DIT;

, aprintable

which the
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¢) DIT Content Rule definitions that extend the specification of allowable attributes for entries beyond those
indicated by the structural object classes of the entries;

d) Object Class definitions that define the basic set of mandatory and optional attributes that shall be
present, and may be present, respectively, in an entry of a given class, and which indicate the kind of
object class that is being defined (see 7.3);

€) Attribute Type definitions that identify the object identifier by which an attribute is known, its syntax,
associated matching rules, whether it is an operational attribute and if so its type, whether it is a
collective attribute, whether it is permitted to have multiple values and whether or not it is derived from
another attribute type;

f)  Matching Rule definitions that define matching rules;

g) DIT Context Use definitions that govern the context types that may be associated with attribute values of
any particular attribute type.

Figure 11fi atesthe Tetatrornship g the DIT,
directory gntries, attributes, and attribute values on the other.
A
Directory Rules for Directory
schema information tree
- J
Uses Belong to
T !
Subschema Rules for Subischema
DIT structure rule administrative areas
- J
Us&si TBeIong to
Name form )
DIT content rule Rules for > Entries
object class
. J
Use Belong to
T i
Attribute types Rules for .
DIT context use Attributes
ST S i
Use Belong to
2\
ASN.1 type Rulesfor
matching rule Values
- >~

X.501(12)_F11

Figure 11 — Overview of Directory Schema

Figure 11 isinterpreted asfollows:
+ theitemstisted vertically on the |eft represent elements of schema;

+ the.tems listed vertically on the right represent instances of corresponding schema items, ijnstantiated
according to the rules defined by these schema items;

+ “\the relationship between items of schemaisillustrated by the "uses' relationship;

— the relationship between instances of different aspects of schema is illustrated using the "belong to"
relationship.

The Directory Schema is distributed, like the DIB itself. It is manifested as a set of non-overlapping subschemas each
governing entries of an autonomous administrative area (or a subschema specific partition thereof). A subschema
administrative authority establishes the rules and constraints constituting the subschema.

The subschema administrative authority may elect to use individual elements of the Directory Schema having global
scope which are defined in these Directory Specifications: name forms, object classes and attributes (types and
matching rules). It may also choose to define alternatives to these elements more appropriate to its own environment or
it may choose some intermediate approach, using both standardized and proprietary schema elements.

The subschema administrative authority defines those schema elements whose scope is limited to the subschema: DIT
structure rules, DIT content rules, and DIT context use. In addition, the subschema administrative authority may also
specify which matching rules are applicable to which attribute types.
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The Directory Schema is concerned only with directory user information. Although some support for the specification
of operational information is provided in the notation defined in this clause, the regulation of Directory Administrative
and Operational Information is the concern of the Directory System Schema.

NOTE 2 — The Directory System Schemais described in clause 14.

133 Object class definition

The definition of an object classinvolves:
a) indicating which classes this object classisto be a subclass of;
b) indicating what kind of object classis being defined;

¢) listing the mandatory attribute types that an entry of the object class shall contain in addition to the
mandatory attribute types of all its superclasses;

) listi ng the np’rinnal attribute types that an entry aof the nhjp(‘T class may contain in addition to the optional
attributes of all its superclasses;

@) assigning an object identifier for the object class.
NOTE + Collective attributes shall not appear in the attribute types of an object class definition.

1331 $ubclassing

There are ffestrictions on subclassing, namely:

4+ only abstract object classes shall be superclasses of other abstract object classes.
+ astructural object class shall not be derived from auxiliary object classes.

4+ anauxiliary object class shall not be derived from structural object classes.

Thereis ome special object class, of which every structural object classis a'subclass. This object classis callefl top. top
is an abstract object class.

13.3.2 Object classattribute

Every entry shall contain an attribute of type objectclass todentify the object classes and superclasses tq which the
entry belomgs. The definition of this attribute is given in 13:4:8. This attribute is multi-valued.

There shal| be one value of the objectclass attributefor the entry's structural object class and a value for|each of its
superclasses. top may be omitted.

An entry's|structural object classes shall not beehanged. The initial values of the objectclass attribute afe provided
by the usef when the entry is created.

Where auXiliary object classes are used) an entry may contain values of the objectclass attribute for the auxiliary
object clagses and their superclasses allowed by a DIT content rule. If a value for an allowed auxiliary object class is
present, then values for the superclasses of the auxiliary object class shall aso be present.

Where thg objectclass, aftribute contains an object identifier value for an auxiliary object class, then the|entry shall
contain the¢ mandatory aftributes indicated by that object class.

NOTE 1 — The reguirement that the objectclass attribute be present in every entry isreflected in the definition of dop.

NOTE 2 — Because an object classis considered to belong to all its superclasses, each member of the chain of superdlasses up to
top isrppresented by avaluein the objectclass attribute (and any value in the chain may be matched by afilter).

NOTE 3 ~ACcess Control restrictions may be placed on modification of the objectclass attribute.

In conjunction with the applicable DIT content rules, the Directory enforces the defined object class for every entry in
the DIB. Any attempt to modify an entry that would violate the entry's object class definition that is not explicitly
allowed by the entry's DIT content rule shall fail.

NOTE 4 — In particular, the Directory will ordinarily prevent:

a)  attribute types absent from an entry's structural object class definition and not permitted by the entry's DIT content rule
being added to an entry of that object class;

b)  anentry being created with one or more absent mandatory attribute types for an object class of the entry;
¢) amandatory attribute type for the object class of the entry being deleted.
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13.3.3 Object class specification

Object classes may be defined as instances (information objects) of the oBgecT-cLass information object class:

OBJECT-CLAS

S ::= CLasSS {

&Superclasses OBJECT-CLASS OPTIONAL,

&kind

ObjectClassKind DEFAULT structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,

&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldapName SEQUENCE SIZE(1l..MAX) OF UTF8String OPTIONAL,

&ldapDesc UTF8String OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[SUBCLASS OF &Superclasses]

[KIND &kind]

[MUST CONTAIN &MandatoryAttributes]

[LDAP -[NAME &ldapName]

[LDAP-DESC &ldapDesc]

ID &id }

Kind ::= ENUMERATED {

its direct
er it is an
b types that

at may be
mandatory

included in

ecification
Directory

ing LDAP

structjural (1),
auxilifary (2)}
For an objct class which is defined using this information object class:

@) the &Superclasses field is used for specifying the set™of’ object classes which are
superclasses,

) the skind field is used for specifying the kind of .object class being defined, i.e., wheth
abstract, structural or auxiliary object class;

¢) the sMandatoryAttributes field, if relevant, isiused for specifying the set of user attributs
shall be represented in entries of that object class;

qd) the soptionalattributes field is used.for specifying the set of user attribute types th
represented in entries of that object class, except that if an attribute type appears in both the
and optional sets, it shall be considered’ mandatory;

NOTE — There are specia rules for object classes for subentries, where operationa attribute types may bg
the object class specification.

@) the sldapName field, if relevant, is used for specifying one or more values for the NAME g
used in the corresponding LDAP definition defined either by the IETF or by these
Specifications. It altows multiple values to be specified.

f) the sldappesd fidd, if relevant, is used for specifying the DESC used in the correspond
definition definéd either by the IETF or by these Directory Specifications.

¢) thesidAfieldisused for specifying the object identifier assigned to this object class.

The object| classes previously mentioned (top and alias) are defined below:
top OBJHCT-CLASS ::= {

KIND ﬁc abstract

MUST CONTAIN {objectClass}

LDAP-NAME {"top"}

ID id-oc-top }
alias OBJECT-CLASS ::= {

SUBCLASS OF {top}
MUST CONTAIN {aliasedEntryName}

LDAP-NAME
IDp

{"alias"}
id-oc-alias }

NOTE 1—The object class alias does not specify appropriate attribute types for the RDN of an aias entry. Administrative
Authorities may specify subclasses of the class alias which specify useful attribute types for RDNs of alias entries.

parent OBJE
KIND
ID

CT-CLASS ::= {
abstract
id-oc-parent }
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child OBJECT-CLASS ::= {
KIND auxiliary
ID id-oc-child }

Neither the parent nor the child object classes shall be combined with the alias object classto form an alias entry.

The parent object class is derived by the presence of an immediately subordinate family member, marked by the
presence of achild object class value. It may not be directly administered. The child object class value may only be
added or removed when the result is consistent with the architecture of compound entries (e.g., the subordinates of
family members shall always have achild object class).

NOTE 2 —The object classesparent and child do hot specify any appropriate attribute types for the RDNs of family members.
Thiswill be done in the normal way via the appropriate structural object classes and name forms for these entries.

13.4 Attribute type definition

The definition of an attribute type involves:

@) optionaly indicating that the attribute type is a subtype of a previously defined attribute'type, its direct
supertype;

specifying the attribute syntax for the attribute type;
optionally indicating the equality, ordering and/or substring matching rule(s)for the attribute type;
indicating whether an attribute of this type shall have only one or may have more than one val{e;

o

¢) indicating whether the attribute type is operational or user;
f) optionally indicating that a user attribute typeis collective;

@) optionaly indicating that a user attribute type is dummy attribute type;

) optionally indicating that an operational attribute is not.user modifiable;

i)  for operational attributes, indicating the application;

i) optionally indicating the object identifier for the associated L DAP attribute syntax;
K) optionally indicating the NAME of the corresponding LDAP attribute type;

I)  optionally indicating the attribute description to be used in the LDAP protocol;

) assigning an object identifier to the attribute type.

Any user gttribute can be identified by an administrative authority as an anchor attribute, having friend| attributes.
Therefore,| the attribute type definition does*not identify the friends of an anchor attribute. This may [vary from
subschemg to subschema.

134.1 Qperational attributes

Some operfational attributes areunder direct user control. In other cases, the operational attribute's values arg controlled
by the Dier]ac\ory. In the |atter case, the definition of the operational attribute shall indicate that no user modifications to
the attribute values are permitted.

The specif|cation of an‘operational attribute type shall indicate its application, which shall be one of the folloyving:
+ Directory operationa attribute (e.g., access control attributes);
1 . £{/DSA shared operational attribute (e.g., a master-access-point attribute);

— DSA Jecific operational atribute (6.9., a copy-alus airibute).

13.4.2 Attribute hierarchies

An attribute hierarchy shall contain either user attributes or operationa attributes but not both. It follows that a user
attribute shall not be derived from an operational attribute, and that an operational attribute shall not be derived from a
user attribute.

An operational attribute that is a subtype of another operational attribute shall have the same application as its
supertype.

If an attribute type is not a subtype of another attribute type, the attribute syntax and matching rules (if applicable) shall
be specified in the attribute type definition. Specifying an attribute syntax shall be done by directly specifying the
ASN.1 datatype.
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If an attribute type is a subtype of an indicated type, the definition need not specify an attribute syntax, in which case its
attribute syntax is that of its direct supertype. If the attribute syntax is indicated and the attribute has a direct supertype,
the indicated syntax shall be compatible with the supertype's syntax, i.e., every possible value satisfying the attribute's
syntax shall also satisfy the supertype's syntax.

If an attribute type is a subtype of another attribute type, the matching rules applicable to the supertype are applicable to
the subtype, unless extended or modified in the definition of the subtype. A matching rule defined for a supertype may
not be removed when defining a subtype.

13.4.3 Friend attributes

The list of friends of an anchor attribute shall only contain user attributes. The relationship imposes no restraints
whatever on the semantics, syntax, or other characteristics of afriend attribute.

NOTE — An anchor attribute may be defined as a dummy attribute.

1344 CoHectiveattrbutes
An operatipnal attribute shall not be defined to be collective.

A user attijibute may be defined to be collective. This indicates that the same attribute values will-appear in|the entries
of an entry| collection subject to the use of the collectiveExclusions atribute.

Collectivelattributes shall be multi-valued.

13.45 [Derived attributes

A derived |attribute is one that contains information using the syntax of attribute-infoermation, but where the values are
computed ps returned rather than being held in the DIB.

The family-information derived attribute is introduced for use in thé.Directory service for the contiinment of
family infgrmation. Its characteristics are defined in 7.7.1 of Rec. ITU-T,X.511 | ISO/IEC 9594-3.

DSAs may aso use derived attribute technology to provide other ttributes. For example, all operational attfibutes that
include the AccessPoint value of a specific DSA may (and probably should) derive the value from a singlg source of
the informgtion, which may be suitably administered.

13.4.6  Attribute syntax

If an equallity matching rule is specified for the attribuite type, the Directory shall ensure that the correct attrithpute syntax
is used for|every value of this attribute type.

13.4.7 Matchingrules

Equality, grdering and substrings matehing rules may be indicated in the attribute type definition. The same matching
rule may be used for one or more of these types of matches if the semantics of the rule allows for more than gne of these
different types of matches.

NOTE 1 — Thisfact should bereflected in the definition of the indicated matching rule.

If no equallity matching rule is indicated, the Directory:

a) treats\alues of this attribute as having type anvy, i.e., the Directory may not check that tHose values
conform with the data type or any other rule indicated for the attribute;

doés not permit the attribute to be used for naming;

d) doesnot perform comparisons of values of the attribute;
e) will not attempt to evaluate Avas using values of such an attribute type.

If an equality matching rule isindicated, the Directory:

a) treatsvalues of this attribute as having the type defined in the sType field in the attribute's definition (or
that of the attribute from which the attribute is derived);

b) will use the indicated equality matching rule for the purpose of evaluating attribute value assertions
concerning the attribute;

c) will only match apresented value of a suitable data type as specified in the attribute type definition.

NOTE 2 — This subclause applies equally to an attribute whose equality matching rule uses an assertion syntax different from the
syntax of the attribute type.
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If no ordering matching rule is indicated, the Directory shall treat any assertion of an ordering match using the syntax
provided by the Directory Abstract Service as undefined.

If no substrings matching rule is indicated, the Directory shall treat any assertion of a substring match using the syntax
provided by the Directory Abstract Service as undefined.

An attribute type shall only specify matching rules whose definition applies to the attribute's attribute syntax.
13.4.8 Attribute definition

Attributes may be defined as values of the aTTrIBUTE information object class:

ATTRIBUTE ::= CLASS {

&derivation ATTRIBUTE OPTIONAL,

&Type OPTIONAL, -- either &Type or &derivation required
&equality-match MATCHING-RULE OPTIONAL,

&ordent ateh MATCHING—RUEE—OPTEIONAE

&substjrings-match MATCHING-RULE OPTIONAL,

&singlle-valued BOOLEAN DEFAULT FALSE,

&coll BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE,
rational extensions
er-modification BOOLEAN DEFAULT FALSE,

&usag AttributeUsage DEFAULT userApplications;

&ldapSyntax SYNTAX-NAME. &id OPTIONAL,

&ldapName SEQUENCE SIZE(l..MAX) OF UTF8String/OPTIONAL,

&ldapDesc UTF8String OPTIONAL,

&obsollete BOOLEAN DEFAULT FALSE,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[SUBTYPE OF &derivation]

[WITH [SYNTAX &Typel

[EQUALITY MATCHING RULE &equality-match]

[ORDERING MATCHING RULE &ordering-match]

[SUBSTIRINGS MATCHING RULE &substrings-match]

[SING VALUE &single-valued]

[COLLECTIVE &collectivel

[DUMM &dummy]

[NO USER MODIFICATION &no-user-modification]

[USAG &usagel

[LDAP-[SYNTAX &ldapSyntax]

[LDAP -[NAME &ldapName]

[LDAP-DESC &ldapbesc]

[OBSOLETE &obsolete]

ID &id }

AttributleUsage ::= ENUMERATED {
userApplications (0),

directioryOperation (1),

distributedOperation (2),

dSAOperation (3),
}

For an attr|buteltype which is defined using this information object class:

) \the sderivation field, if relevant, is used for specifying the attribute type, of which this attribute type
isasubtype;

b) the sType field, if relevant, is used for specifying the syntax. This shall be an ASN.1 type and it is
required if the sderivation field is not relevant;

c) thesequality-match field, if relevant, isused for specifying the equality matching rule;
d) thesordering-match field, if relevant, is used for specifying the ordering matching rule;
e) thessubstrings-match field, if relevant, isused for specifying the substrings matching rule;

f) the &single-valued field is used for specifying that an attribute of the type shall have only one value
by using the value TrRUE, while a multi-valued attribute type is defined by not applying this field or by
using the value FALSE;
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9)

h)

)

the scollective field isused for specifying that an attribute of the type is a collective attribute type by
using the value TRuE, while an attribute type that is not a collective attribute type is defined by not
applying thisfield or by using the value FALSE;

the &dummy field is used for specifying that an attribute of the type is a dummy attribute type by using
the value TRUE, while an attribute type that is not a dummy attribute type is defined by not applying this
field or by using the value FALSE;

the eno-user-modification field isused for specifying that an operationa attribute of the type is not
user modifiable by using the value TRUE, while an attribute type that is user modifiable is defined by not
applying thisfield or by using the value FALSE;

the susage field is used for indicating the operational usage of an attribute of this type.
userApplications means it is a user attribute type, directoryOperation,
distributedOperation, and dSsAOperation mean it is a directory, distributed, or DSA operational
attribute type respectively:

m)

9

the s1dapsyntax field, if relevant, is used for specifying the object identifier for the syntax*ysed for the
corresponding LDAP attribute type ;

the s1dapName field, if relevant, is used for specifying one or more values for thee NAME specification
used in the corresponding LDAP definition either defined by the IETFE 'or” by these| Directory
Specifications;

the &ldappesc field, if relevant, is used for specifying the DESC used in the corresponding LDAP
attribute type specification;

the sattributeDescription field, if relevant, shall specify theattribute description used infthe LDAP
protocol possibly including relevant attribute options, but not inCliding possible tagging options.

the &id field is used for specifying the object identifier assigned to this attribute type.

The attriblite types defined in the first edition of this Directory Specification, which are known to and used by the

Directory for its own purposes, are defined as follows:

objectCllass ATTRIBUTE ::= {

WITH NTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

LDAP-SYNTAX oid.&id

LDAP- {"objectClags"}

ID id-at-objectClass }
aliasedBntryName ATTRIBUTE ::= {

WITH NTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

LDAP-SYNTAX dn.&id

LDAP- {"aliasedObjectName"}

ID id-at-aliasedEntryName }

NOTE + The matching riles referred to in these definitions are defined in 13.5.2.

The obje¢tclass and aliasedEntryName attributes are defined as user attributes even though they afe used for
Directory pperations-and semantically should be defined as operational. This is because these attributes werg defined as
user attribptes before the operationa attribute concept and must remain as user attributes to facilitate inferworking
between systems implementing different editions of this Directory Specification.

135 Matching rule definition

13.5.1 Overview

The definition of amatching rule involves:

a)
b)
0)
d)

e

optionally defining the parent matching rules from which the present matching rule may be derived;
defining the syntax of an assertion of the matching rule;
specifying the different types of matches supported by the rule;

defining the appropriate rules for evaluating a presented assertion with respect to target attribute values
held in the DIB;

assigning an object identifier to the matching rule.
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A matching rule shall be used to evaluate attribute value assertions of attributes indicating the rule as their equality
matching rule. The syntax used in the attribute value assertion (i.e., the assertion component of the attribute value
assertion) is the matching rul€e's assertion syntax.

A matching rule may apply to many different types of attributes with different attribute syntaxes.

The definition of a matching rule shall include a specification of the syntax of an assertion of the matching rule and the
way in which values of this syntax are used to perform a match. This does not require a full specification of the attribute
syntax to which the matching rule may apply. A definition of a matching rule for use with attributes with different
ASN.1 syntaxes shall specify how matches shall be performed.

The applicability of defined matching rules to the attributes contained in a subschema specification (over and above the
matching rules used in the definition of these attribute types) is indicated through the subschema specification
operationa attributematchingRuleUse, defined in 15.7.7.

13.5.2 Matching ruledefinition

Matching fules may be defined as values of the MATCHING-RULE information object class:

MATCHING-RULE ::= CLASS ({

&ParentMatchingRules MATCHING-RULE OPTIONAL,

&AssertionType OPTIONAL,

&uniqueMatchIndicator ATTRIBUTE OPTIONAL,

&ldapSyntax SYNTAX-NAME. &id OPTIONAL,

&ldapName SEQUENCE SIZE(1l..MAX) OF UTF8String OPTIONAL,

&ldapDesc UTF8String OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[PARE &ParentMatchingRules]

[SYNT &AssertionTypel

[UNIQUE-MATCH-INDICATOR &uniqueMatchIndicator]

[LDAP-[SYNTAX &ldapSyntax]

[LDAP -[NAME &ldapName]

[LDAP-DESC &ldapDesc]

ID &id }

For amatching rule which is defined using this informatiofobject class:

4 The &ParentMatchingRules fieldSis used if the matching rule being defined combines the
characteristics of two or more other thatching rules. It is given as a set of two or more object| identifiers
for the matching rules that supply the basic characteristics of the matching rule being defined (e.g.,
matching algorithm); it shall be emitted for a basic matching rule.

) sAssertionType iSthesynatax for an assertion using this matching rule; if it is omitted, the assertion
syntax is the same syntax’as that of the attribute the rule is applied to unless the matching rule specifies
otherwise. If it is present, it may specify arestriction on the parent matching rule(s) if present] but in this
case it shall be eempatible with the syntax for the parent matching rule(s) (i.e., a value complying with
&AssertionType shal also comply with sAssertionType for the parent matching rule(s)).

¢) suniqueMatchIndicator iSa natification attribute type. When present, unique matching ils required.
For amapping-based matching rule (see 13.6), that means mapping against the mapping table{shall yield
an unambiguous result. If there are multiple matches against the mapping table, the search rgquest shall
be rejected with a serviceError with problem ambiguousKeyAttributes. In addition, apotification
attribute of the type specified by thisfield shall be placed in CommonResults oOf the error retufned.

) y "Newton"
as alocallty in the United Kingdom; there are many dlstl nct towns Wlth this name, WhICh need tobe dlstlngw shed by a
qualifier (e.g., "Newton, Cambs").

d) thesldapsyntax field, when relevant, is used for specifying the object identifier for the syntax used for
the corresponding LDAP assertion type;

€) the sldapName field, if relevant, is used for specifying one or more values for the NAME specification
used in the corresponding LDAP definition defined either by the IETF or by these Directory
Specifications;

m) the sldappesc field, if relevant, is used for specifying the DESC used in the corresponding LDAP
matching rule specification;

f) thesidfieldisused for specifying the object identifier assigned to this matching rule.
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If two or more matching rules are used for ParentMatchingRules, the result isa combined matching rule that returns
aresult, for valuesthat are compatible with AssertionType, as prescribed by the following rule:

a) if theresult of any parent matching rule is TRUE, the combined matching rule shall return TRUE;

b) otherwise, if the result of any parent matching rule is FALSE, the combined matching rule shall return
FALSE; or

¢) otherwise, the combined matching rule shall return undefined.

The following table shows the rules of combination of two matching rules A and B; the table could in principle be
extended into multiple dimensions, with similar result patterns, to cover the case of three or more parent matching rules:

Rule A
TRUE FALSE UNDEFINED
TRUE TRUE TRUE TRUE
Rule B FALSE TRUE FALSE FALSE
UNDEFINED TRUE FALSE UNDEFWNED

By combiming matching rules as specified above, it is possible to obtain valid matching in caseS)where th¢ matching
would oth¢rwise fail.
NOTE 2 — A specific case of the use of a parent matching rule is with the combination of an afbifrary matching rple with the
special matching rule ignoreIfabsentMatch. The latter causes a filter-item to return TRUE-iT the attribute is alysent; if it is

present,|the normal rules apply. This enables a search filter to examine entries when some atttibutes specified in the sarch filter
are absgnt. See 8.7.1 of Rec. ITU-T X.520 | ISO/IEC 9594-6.

The objed¢tIdentifierMatch matching ruleisdefined asfollows:

objectIdentifierMatch MATCHING-RULE ::= {
SYNTA. OBJECT IDENTIFIER
LDAP—g:ﬂTAX oid.&id
LDAP-NAME {"objectIdentifierMatch"}
ID id-mr-objectIdentifierMatch }

A presentgd value of type object identifier matches a targetvalue of type object identifier if and only if they both have
the same humber of integral components, and each intégral component of the first is equa to the corfesponding
componeni of the second. This matching rule is inkerent in the definition of the ASN.1 type object| identifier.
objectIdentifierMatch iSan equality matchingule.

The distinguishedNameMatch is defined asfollows:

distingulishedNameMatch MATCHINGXRULE ::= {

SYNTA. DistinguishedName

LDAP —giﬂTAx dn.&id

LDAP-NAME {"distinguishedNameMatch"}

ID id-mr-distinguishedNameMatch }

A presentgd distinguished.name value matches a target distinguished name value if and only if al of the following are
true:

4) the number of RDNsin each isthe same;
o) corresponding RDNs have the same number of AttributeTypeAndvalue;

¢ corresponding AttributeTypeAndvalue (i.€, those in corresponding RDNs and with identical
attribute types) have attribute values which match as described in 9.4.

distinguishedNameMatch iSan equality matching rule.

13.6 Relaxation and tightening

Relaxation and tightening are functions that in a systematic way modify the matching of one or more filter items. If
relaxation is performed, the modification of the matching is done in such a way as to increase the likelihood of having
more matched entries. Relaxation is performed when the number of matched entries is below a certain minimum.
Tightening is performed in a similar way when the number of matched entries is above a certain maximum. There are
two modes of relaxation/tightening:

a) thematching rule applied for a particular attribute type can be replaced by matching rule substitution in a
stepwise fashion until the required effect is achieved or the possibilities have been exhausted as detailed
in 13.6.1; and
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b) the relaxation/tightening can be applied as part of a mapping-based matching as detailed in 13.6.2.

13.6.1 Matching rulesubstitution

The matching rule substitution can be controlled by a governing-search-rule within a service-specific administrative
area (see 16.10.7). It can aso be controlled by the user in the search request (see 10.2.1 of Rec. ITU-T X.511 |
| SO/IEC 9594-3). In both cases, the RelaxationPolicy construct, as defined in 16.10, controls the substitution.

Relaxation/tightening by matching rule substitution modifies the action of a filter by systematically substituting the
previously applicable matching rules for selected attributes onto matching rules that provide looser (or tighter)
matching. Having relaxed, or tightened by matching rule substitution, the whole of the search process is re-evaluated on
the same set of entries within the scope of the search. Re-evaluation can continue until no more relaxations exist, or
until a satisfactory return (less than or equal t0 maximum, or more than minimum, by reference to the controlling
RelaxationPolicy elements) is made.

The result i
the filter
basis, using no coordinated relaxation between DSAS, or may alternanvely use the chainedRelaxation'cO ponent of
ChainingArguments to define what relaxation isto be used.

Filter
v O O
rel axation —p Matching rule mapping

S N N A A AP O

Filter evaluation on | ocal
part of DIT,

X.501(12)_F12

Figure 12 — Matching ruté substitution

When a r¢laxation policy is to be used, the DSA before starting a local search makes a basic substitutign for each
attribute type for which a basic substitution is defined; as specified by the relaxation policy.
NOTE 1—A particular useful application of basic'substitution is, as an example, for the localityName attrijute type to
substitufe the caseIgnoreSubstringMatch matching rule with the generalwordMatch matching rule in situations where this
matching rule is more appropriate and the user'is expected to formulate a substrings filter item accordingly.

If too few|entries result from the search) as applied to this particular DSA, the first relaxation policy is apglied; if too
few entries still result, the next relaxation policy is applied; and so on.

Similarly, jf too many entries tesult from the search, the first tightening policy is applied in a similar fashion. Thereis
no reversal from atightening.té a relaxation, or vice versa.

A relaxation applied hy2one set of MRSubstitution for a particular attribute applies until countermanded |by another
MRMapping. The countermanding can be explicit by specifying the matching rule, or implicit by omitting the
oldMatchlingRuTe'identifier.

If arelaxgd evaluation is performed due to too few results from the previous evaluation, and if too many |results are
returned from the relaxed evaluation, Some or all of the resuits 1rom the ralaxed evalation shal be returned. If a
tightened evaluation is performed due to too many results from the previous evaluation, and if too few are returned from
the tightened evaluation, some or al of the results from the previous evauation shall be returned. In either case, the
relaxation or tightening process stops.

An applicable relaxation policy appliesboth to £ilter Or extendedFilter, as appropriate.
NOTE 2 — Because relaxation allows filter item evaluations to be relaxed or tightened for the ordinary filter, the need for
extended filters to achieve more complex filtering is diminished.

A DSA may supply the proposedRelaxation notification attribute (see 6.13.15 of Rec. ITU-T X.520 |
ISO/IEC 9594-6) in a search result within the notification subcomponent of the partialOutcomeQualifier.
The information here can then in a subsequent search request be used as a user-supplied relaxation policy.

As an ultimate case of relaxation, a policy can cause a particular filter item to be evaluated as TRUE (or FALSE, if the
filter-item is negated) in accordance with the nul1Match matching rule.
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Within a service specific administrative area, validation against search-rules is performed after possible basic
substitutions have been made, as dictated by the search-rule against which the search request is being evaluated. A
governing-search-rule is selected prior to any subsequent matching rule substitution, including possible basic
substitutions specified in the search request.

13.6.2 Mapping-based matching

Mapping-based matching is relevant for the Search operation when the users conception of the real world may in
several ways differ from the idealized model often used by the Directory. As an example, users notions of locality
names and how localities relate to each other may be quite different from how localities are represented in the
Directory. To bridge that gap and to improve the rate of successful searches, it is essential to have a mapping between
the users' conception of some real-world objects, including their mutual relationships, and the Directory model for the
same objects. The same mapping should aso alow for "fuzzy" matching, i.e., alowing some attribute values to reflect
more than their precise definition.

close to the

The mapping-based matching is applicable to geographical aspects of White Pages searches, business.categpry aspects
of Yellow [Pages searches, etc.

The mapping-based matching employs some intermediate table, a mapping table, in order to-.control the mapping. The
exact behgviour of a mapping-based matching and the structure of the mapping table are{ecal matters. Hqwever, the
basic pringiple for the technique is common asillustrated in Figure 13.

M apping-based matching Mapped
filter items

Mappabl e
filter items >
for specified _ _ P
attribute types List of possible >
matchable Maooin >
values apping >

(Intermediate algorithm Resul
> table) esult
>
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Figure13 — Mapping-based matching

Using thigtechnique, filter items for designated attribute types (mappable filter items) go through a mappiing process
using a mppping table and some'kind of mapping algorithm. This mapping results in some new filter itFm caled
mapped filter items as replacements for the mappable filter items. In exception cases, the mapping is not performed and
informatiop is returned as to\the exact nature of the exception.

The numbgr of mapped filter items does not need to be the same as the number of mappable filter items, gnd will in
general beldifferent:

of fype extensibleMatch with the type specification absent cannot be a mappable filter item.

A mapping-based mapping may be local to a DSA. If the Search evaluation is distributed, other DSASs partifcipating in
the evaluation phase of a Search may apply their own mapping-based mapping. However, the mapping used can be
conveyed to other DSAsin the chainedRelaxation component of the ChainedArguments.

NOTE 2—To be able to provide a consistent service to users, administrators of DSAs potentially participating in a distributed
Search evaluation should consider harmonizing their mapping tables and functions.

Figure 14 illustrates the principle behind the establishment of the mapping function between the real world and the
Directory model of that world. Users have some perception of the real world. This perception may not consider al
aspects of the real world. The aspects of the real world that have some importance for how a user formulates a Search
request constitute a model of the real world. This model then forms the basis for how the mapping is performed. The
precise model of the real world has to be based on experience and is likely to require regular updates based on observed
search behaviour by users.
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Figure 14 — Information derivation

This modd of the real world may only involve a subset of the attribute types used by a user.in<a Search r¢quest, and
possibly only a single attribute type is relevant. As an example, in considering a model of therea world with respect to
localities, pnly locality-related attribute types would be relevant to consider. Filter items'not referring to sugh attribute
types are rjot mapped, but are retained and used together with the mapped filter itemsfor_entry match.

A model ¢f the real world is used for establishing a mapping table of matchable‘values, i.e., a set of vaues to be
potentially] matched against the mappable filter items. How this mapping table-of matchable values is estaljlished is a
local mattér. Matching against this mapping table can then result in zero or¢more matches. Each match resulfs in one or
more mapped filter items. The mapping algorithm determines how the, mapped filter items are applied agaipst entries.
How thisis doneis aloca matter. It could be based on values of traditianal attributes in the entries or it could be based
on values pplanted in the entries that have no meaning outside the Directory, e.g., numeric identifiers.

The way mapping is employed and the resulting mapped filter, items are handled is conveniently specified by referring
to subfilters as defined in 16.5 and further detailed in Apnex Q. The concept of subfilters is only used here as a
descriptive tool. An implementation can use any other algarithm giving the same result.

Each subfilter is evaluated against the mapping table;and the resulting mapped filter items are combined with the non-
mapped filter itemsin away determined by the detaited mapping algorithm. The resulting matched entries arg the union
of the entrjes matched by each of the subfilters.

NOTE 3 — In many situations, the mappablefilter itemswill be replaced by alogical OR of the mapped filter items.

There are |n principle two different modes of mapping. Each mappable filter item could be mapped one at the time, or
multiple cpmbinable mappable filter. items could be used to satisfy a single match against the mapping table. Multiple
filter itemg are applicable to a single mapping-based match if and only if they are combinable filter items; thét is to say,
contained gs elements within a'single subfilter.

NOTE 4 — For example,, two’separate geographical names ANDed together in a subfilter can be used to spec|fy a single

geographical location ef\useful size, where the use of a single geographical name may specify an ambiguous|or oversize
geograghical location:

The matching of a-filter item against the mapping table is performed using the matching rule implied or specified by
that filter [tem,\possibly after a basic matching rule substitution either specified in the governing-search-rdle (if any)
and in the pearch request. L|I

NOTE 5 — This could involve a complex matching rule like generalwordMatch defined in Rec. ITU-T X.520 | ISO/IEC 9594-6

allowing word rotation, word truncation, approximate word match, etc.

NOTE 6 — These Directory Specifications do not specify how an implementation combines the relevant matching rules into a

combined matching. It is expected that implementation may restrict what combinations of filter items and matching rules that are
supported.

If the matching attempted by a filter item or combinable filter items against the mapping table does not result in any
match for any subfilter, i.e., the match yields a FALSE or undefined result, it will result in zero mapped filter items. If
there are mappablefilter itemsin every subfilter, the Search would yield no result. An error shall then be returned to the
user.

In some situations, e.g., in geographical zonal matching, it is a requirement that the matching against the mapping table
yields a single, unambiguous result. If a subfilter matches more than one entry in the mapping table or if different
subfilters match different entries in the mapping table, the search may return too many unwanted entries. Instead,
information is returned to the user to alow anew and better targeted search request to be initiated.
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NOTE 7 —In asimpler situation, the mappable filter items are just checked against the mapping table. If this match is successful,
the mappabl e filter items are used unchanged.

The mapping can be dynamic in the sense that the mapping can be adjusted (relaxed) if the search yields zero or too few
matched entries. The details on how such a relaxation is performed are outside the scope of these Directory
Specifications. These are determined by local requirements. The relaxation can be performed in steps, potentially
causing more entries to be found. The relaxation shall be done in such away that when one additional step in relaxation
istaken, all entries returned from previous steps are returned together with potentially some new entries.

The relaxation is performed in steps by specifying different levels of relaxation. A level of zero corresponds to no
relaxation. Level one corresponds to a first level of relaxation, etc. Figure 15 is an abstract way of illustrating this
stepwi se relaxation mechanism. What the different levels of relaxations exactly imply is not defined by these Directory
Specifications. The relaxation level can be controlled by the RelaxationPolicy construct, which may be supplied in
asearch-rule, in asearch request, or both. This allows the relaxation of the mapping-based mapping and relaxation by
matching rule substitutions to be synchronized with each other, as both can be determined from each step of relaxation
as specifiepby theReTaxationroricy.
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Figure 15 — Sear ch rélaxation

dedarea Search control is an integer that pravideés an aternative way of controlling the level off relaxation
for a mapging-based matching algorithm. It is part of the customization of a mapping-based mapping algorithm whether

If the extendedarea Search control present in.a search request and its use is allowed for a mapping-based| algorithm,
any level gpecification in the RelaxationPolicy, Whether included in the search or the governing-seafch-rule, is

rea search control. If'this option is set, the relaxing is performed as described above, i.e., potentially more
returned for higher lévels of relaxation (inclusive relaxation). If this option is not set, the uger is only
interested [in the result corresponding to the incremental relaxation (exclusive relaxation). The latter could be
interesting| if the user is.stepwise relaxing and is not interested in getting entries that were returned in previpus results,
but only adiditional entries resulting from the latest step of relaxation.
NOTE 8 — Therenis.no guarantee (particularly with a complex filter) that the user will not get some entries received previoudly,
nor that|all entries that could be of interest will be returned. For example, looking for French restaurants in Winkfielpd could fail;
relaxing ta1eok for al restaurants in the Winkfield area but excluding Winkfield would then cause the mixed-cuising White Hart
Inn restgurant in Winkfield to be |eft out of the search results.

Some mapping-based matching algorithms may not support exclusive relaxation or may be customized not to allow it.
In this case, the includeAllareas Search control option shal be ignored for that mapping function and a possible
relaxation shall be performed as an inclusive relaxation.

In some environments, it may also be relevant to be able to specify a negative level for relaxation, which corresponds to
a tightening of the matching. In this case, the includeallareas search control option has no significance and is
ignored, if present. Tightening may not be relevant for all types of mapping-based matching.

A DSA may simultaneously support several mapping functions, i.e., hold multiple mapping tables with corresponding
mapping algorithms. The reasons for multiple mapping functions could be:

a) The mapping function to be done is dependent on the type of application. Geographical zonal matching
(see 8.8 of Rec. ITU-T X.520 | ISO/IEC 9594-6) is a particular important application of mapping-based
matching. Other examples are mapping-based matching for Yellow Pages searches, bibliographic
searches, etc.
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b) Within a particular application, the detailed specification for how the mapping is performed may vary
dependent on specific conditions. As an example, the mapping for geographical zonal matching may
depend on the geographical area (e.g., as reflected by the baseobject of the Search) or by the type of
search the user is attempting, i.e., based on information in the search filter. As another example, mapping
may depend on the language used in the request.

If multiple mapping functions are simultaneously applicable and the execution of one of these results in an exception
condition that shall be reported to the user, an implementation is not required to check whether multiple exceptions exist
(but it may do so).

A mapping-based mapping specification (see later) determines whether the extendedarea search control shall be
applicable for the mapping function in question. If several mapping functions are active for the same Search operation
and some of those can be controlled by extendedarea search control, they all perform simultaneous relaxation or
tightening according to the extendedarea search control, and if applicable, aso to the includeallareas search
control option.
NOTE 9 — The example given earlier shows that using includeAllAreas with more than one mapping-based mapping can
giverisgto difficulties.

If the exténdedarea search control specifies alevel of relaxation or tightening not supported by the!DSA flor some of
the mappimg functions affected by that search control, then the DSA shall perform the mapping based on best effort. If
the extenfledarea Search control specifies alevel of relaxation or tightening not supported by'the DSA forf any of the
mapping functions affected by that search control, a searchserviceProblem notification.attribute with the value id-
pr-unavailableRelaxationLevel shall bereturned inthenotification parameter,of CommonResult]s.

NOTE 10-If the evaluation of a Search operation is distributed across multiple DSAS,ssuch DSAs may emplpy different
mapping functions giving inconsistent result unless some coordination among the DSAS\s established.

Although the details of mapping-based matching are local matters, it is possitle to define the overall charagteristics of
mapping-Kased matching by defining a special type of matching rules called mapping-based matching rules. Such a
matching flule is defined as an instance of the MATCHING-RULE informiation object class. However, it is different from
traditional |[matching rules in the sense that it does not specify matehing in the traditional sense and therefofe does not
tax for the matching. However, as part of its definition it‘gives specifications of its purpose, how if is applied
ception conditions are handled. The specific behaviour of a mapping-based matching rule cap partly be
described by an instance of the ASN.1 information objeet class derived from the below generic (parameterized)
MAPPING-BASED-MATCHING information object class. Thisinformation object class is only intended to specify those
aspects that are potentially customizable. This Directeky Specification does not dictate how and where an [nstance of

{SeledtedBy, BOOLEAN:combinable|_ MappingResult, OBJECT IDENTIFIER:matchingRule}| ::=
cLass {

&seledtBy Selec¢tedBy OPTIONAL,

&ApplijcableTo ATTRIBUTE,

&subtypesIncluded BOOLEAN DEFAULT TRUE,

&combinable BOOLEAN (combinable),

&mappingResults MappingResult OPTIONAL,

&userControl BOOLEAN DEFAULT FALSE,

&exclusive BOOLEAN DEFAULT TRUE,

&matchiing-rule MATCHING-RULE. &id (matchingRule),

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX({

[SELE BY &selectBy]

APPLICABLE TO &ApplicableTo

[SUBTYPES INCLUDED &subtypesIncluded]

COMBINABLE &combinable

[MAPPING RESULTS &mappingResults]

[USER CONTROL &userControl]

[EXCLUSIVE &exclusivel

MATCHING RULE &matching-rule

ID &id }

The MAPPING-BASED-MATCHING information object class has the following field specifications:

a) ThesselectBy field isadummy reference for a specification of how an instance of a specialization of
the information object classis selected for a mapping-based mapping. The specialized information object
class shall, if applicable, specify an ASN.1 type determining together with a textual description on how
the selection is to be performed. This component shall be ignored if the user in the search request
supplies a non-empty mapping component of the RelaxationPolicy construct.
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13.7
13.7.1

b)

d)

DIT structuredefinition

Qverview

NOTE 11 —1In principle, several instances possibly of different derived information object classes can be
selected by the same search request.

The sapplicableTo field specifies what filter items shall be considered mappable filter items by
specifying the attribute types for such filter items. Any filter item for an attribute type listed by this
subcomponent is subject to mapping-based matching. This component shall always be present. Attribute
types listed by this component may not necessarily all be present in the filter. The value is determined by
the information object instance of a speciaization of this information object class.

The &subtypesIncluded field is a value of boolean type which specifies whether an instance of a
derived information object class can accept subtypes of sapplicableTo attributes, in addition to the
specified attribute types. If absent, subtypes are permitted, provided that they are not turned off by other
mechanisms. The value is determined by the information object instance of the derived information
object class.

The &scombinable field is a value of boolean type that, if TRUE, permits the mapping-based matching to
OSe muttipte combimabte fitter tems | 5 Sl Sfaction O SEls oamnst the mappmg]table. The
combinable is adummy reference for the value of this component to be determined by a spécialization
of thisinformation object class.

The smappingResults field is dummy reference for a specification on how exception corditions are
reported. The derived information object class shall specify an ASN.1 typefor reporting relevant
exception conditions.

The susercontrol field is a value of boolean type which specifies whether an instance of a derived
information object class and its associated mapping-based matching rule can be controlled by the
extendedArea Search control.

NOTE 12 — If several mapping-based matchings are simultaneousy-being applied, it may be apprqgpriate to let
only one of these allow use of the extendedarea Search contral.

The gexclusive field is a value of boolean type which-specifies whether an instance off a derived
information object class and its associated mapping-hased matching rule allows exclusive rgaxation to
be performed. The vaue, if present, is determined/by the information object instance of the derived
information object class. If the value is FaLSE or.if.the DSA does not support exclusive matchjng for this
mapping-based matching, this particular mapping shall act as if the includeallareas seafch control
option were set.

NOTE 13 - If several mapping-based matchings are simultaneously being applied, it may be apprdpriate to let
only one of these allow exclusive relaxation.

The smatching-rule field isavalue of object identifier type identifying the matching-basefl matching
rule for which this instance provides additional specification and which shall be applied for the mapping-
based matching. The matchingRule dummy reference for the value of this component is to be
determined by a specialization of thisinformation object class. The matching rule specified shall be used
for the particular mapping-based matching.

The &id field isanebject identifier allocated to the particular mapping-based mapping.

A fundaméntal @spect of the Directory schema s the specification of where an entry of a particular class may be placed

intheDIT

13.7.2

and how it should be named, considering:

the hierarchical relationship of entriesin the DIT (DIT structure rules);
the attribute or attributes used to form the RDN of the entry (name forms).

Name form definition

The definition of a name form involves:

56

a)
b)

©)

d)

specifying the named object class;

indicating the mandatory attributes to be used for the RDNs for entries of this object class where this
name form applies;

indicating the optional attributes, if any, that may be used for the RDNs for entries of this object class
where this name form applies;

assigning an object identifier for the name form.
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If different sets of naming attributes are required for entries of a given structural object class, then a name form shall be
specified for each distinct set of attributes to be used for naming.

Only structural object classes are used in name forms.

For entries of a particular structural object class to exist in a portion of the DIB, at least one name form for that object
class shall be contained in the applicable part of the schema. The schema contains additional name forms as required.

The RDN attribute (or attributes) need not be chosen from the list of permitted attributes of the structural object class as
specified in its structural or alias object class definition.

NOTE — Naming attributes are governed by DIT content rules and DIT context use in the same way as other attributes.

A name form is only a primitive element of the full specification required to constrain the form of the DIT to that
required by the administrative and naming authorities that determine the naming policies of a given region of the DIT.
The remaining aspects of the specification of DIT structure are discussed in 13.7.5.

13.7.3 ame form specification

Name forms may be defined as values of the NaME - FORM information object class:

NAME-FORM ::= CLASS {
&namedObjectClass OBJECT-CLASS,
&MandatoryAttributes ATTRIBUTE,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldapName SEQUENCE SIZE(1l..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
NAMES &namedObjectClass
WITH TRIBUTES &MandatoryAttributes
[AND TIONALLY &OptionalAttributes]
[LDAP-[NAME &ldapName]
[LDAP-DESC &ldapDesc]
ID &id }

For anamg¢ form which is defined using this information object'class:
@) the snamedobjectclass field isused for specifying the structural object class for which thejpame form

applies;

) the sMandatoryattributes field\isthe set of attributes which shall be present in the RDN a¢f the entry
it governs;

¢) thesoptionalAttributes'fieldisthe set of attributes which may be present in the RDN of the entry it
governs;

¢) the sldapName field, if relevant, is used for specifying one or more values for the NAME specification
used in the corfesponding LDAP definition either defined by the IETF or by these| Directory
Specifications;

M) the s1dapBesc field, if relevant, is used for specifying the DESC used in the corresponding LDAP
attribut€ type specification;

d) thesidfieldisused for specifying the object identifier assigned to this name form.

All attribule typesin the mandatory and optional lists shall be different.

13.7.4  Structural object classor an entry

Some subschema specifications will include name forms for no more than one structural object class per structural
object class superclass chain represented in the subschema.

Some subschema specifications may include name forms for more than one structural object class per structural object
class superclass chain represented in the subschema.

In either case, with respect to a particular entry, only the most subordinate structural object class in the structural
superclass chain present in the entry's objectClass attribute determines the DIT content rule and DIT structure rule
applying to the entry. This class is referred to as the structural object class of the entry and is indicated by the
structuralObjectClass operational attribute.
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13.7.5 DIT structureruledefinition

A DIT structure rule is a specification provided by the subschema administrative authority which the Directory uses to
control the placement and naming of entries within the scope of the subschema. Each object and alias entry is governed
by asingle DIT structure rule. A subschema governing a subtree of the DIT will typically contain several DIT structure
rules permitting several types of entries within the subtree.

A DIT structure rule definition includes:
a) aninteger identifier which is unique within the scope of the subschema;
b) anindication of the name form for entries governed by the DIT structure rule;
c) theset of allowed superior structure rules, if required.

The set of DIT structure rules for a subschema specifies the forms of distinguished names for entries governed by the
subschema.

A DIT strpcture rule allows entries in a given subschema to subscribe to a particular name form. The form of the
last RDN gomponent of an entry's bistinguishedName iS determined by the name form of the DIT strlicture rule
governing the entry.

The namefiobjectClass component of the name form (the name form's object class) corresponds to the structural
object class of the entry.

A DIT stryicture rule shall only permit entries belonging to the structural object class identified by its assoc|ated name
form. It dges not permit entries belonging to any of the subclasses of the structural objeet class.

With respégct to a particular entry, the DIT structure rule governing the entry istermied the entry's governing structure
rule. This fule may be identified by examining the entry's governingStructareRule attribute.

With respgct to a particular entry, the DIT structure rule governing the entry's superior is termed the entry|'s superior
structurerple.

An entry may only exist in the DIT as a subordinate to another entry (the superior) if aDIT structure rule exists in the
governing fsubschema which:

+ indicates aname form for the structural object,class of the entry; and

+ either includes the entry's superior structure rule as a possible superior structure rule or does pot specify
asuperior structure rule, in which casethe entry shall be a subschema administrative point.

If an entfy which is itself a subschema administrative point is not included for the purposes of pubschema
administraion in its subschema subentry, then the subschema from the immediately superior subschema administrative
areais usefl to govern the entry.

Entries which are administrative point{entries but have no subschema subentry (e.g., newly created administiative point
entries) have no governing structure rule. The Directory shall not allow subordinates to be created below dlich entries
until a subschema subentry has been added.

If an entry]is converted to dnew subschema administrative point, then the governing structure rule of all entriesin the
new subschema administrative area is automatically changed to that implied by the new subschema.

13.7.6  IDIT strugcture rule specification
The abstraft syntax of aDIT structureruleis expressed by the following ASN.1 type:

DITStrucktureRule—i+=—SEQUENCE {

ruleIdentifier RuleIdentifier,
-- shall be unique within the scope of the subschema
nameForm NAME-FORM. &id,
superiorStructureRules SET SIZE (1..MAX) OF RuleIdentifier OPTIONAL,
RuleIdentifier ::= INTEGER

The correspondence between the parts of the definition, as listed in 13.7.5, and the various components of the ASN.1
type defined above, is asfollows:

a) theruleIdentifier componentidentifiesthe DIT structure rule uniquely within a subschema;

b) the nameForm component of the DIT structure rule specifies the name form for entries governed by the
DIT structurerule;
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the superiorStructureRules component identifies permitted superior structure rules for entries

governed by the rule. If this component is omitted, then the DIT structure rule applies to a subschema

administrative point.

The sTRUCTURE-RULE information object classis provided to facilitate the documentation of DIT structure rules:

5s via the
Collective

=4

ictural and

lect classes

g the value

P attributes

DIT.

STRUCTURE-RULE ::= CLASS {
&nameForm NAME - FORM,
&SuperiorStructureRules STRUCTURE-RULE.&id OPTIONAL,
&id RuleIdentifier }
WITH SYNTAX {
NAME FORM &nameForm
[SUPERIOR RULES &SuperiorStructureRules]
ID &id }
13.8 ptTcontentrotedefimition
138.1 verview
A DIT content rule specifies the permissible content of entries of a particular structural (object clg
identification of an optional set of auxiliary object classes, mandatory, optional and precluded”attributes.
attributes ghall be included in DIT Content rules if they are to be permitted in an entry.
A DIT corttent rule definition includes:
a) anindication of the structural object class to which it applies;
Ib) optionally, anindication of the auxiliary object classes allowed for. entries governed by the rulg
¢) optionaly, an indication of the mandatory attributes, over andvabove those called for by the structural
and auxiliary object classes, required for entries governed by the DIT content rule;
d) optionaly, an indication of the optional attributes, overand above those called for by the str
auxiliary object classes, permitted for entries governied by the DIT content rule;
¢) optionaly, an indication of optional attribute(s) from the entry's structural and auxiliary obj
which are precluded from appearing in entries,governed by the rule.
For any vdid subschema specification, thereis at most one'DIT content rule for each structural object class.
Every entry in the DIT is governed by at most oneDIT content rule. This rule may be identified by examinin
of theentry's structuralobjectClass atribute:
If no DIT [content rule is present for a struetural object class, then entries of that class shall contain only th
permitted by the structural object class définition.
The DIT cpntent rules of superclasses of the structural object class for an entry do not apply to that entry.
AsaDIT ¢ontent rule is associated with a structural object class, it follows that all entries of the same strucfural object
class will have the same DIT _content rule regardless of the DIT structure rule governing their location in the [

An entry governed by, aDIT content rule may, in addition to the structural object class of the DIT structy

associated

the entry'slobjecttlass attribute.

An entry's|cantent shall be consistent with the object classes indicated by its objectClass attribute in thq

ith a subset of the auxiliary object classesidentified by the DIT content rule. This association is

re rule, be
eflected in

following

way:

the entry;

object classes indicated by the DIT content rule may only be present if the objectclas
indicates these auxiliary object classes.

mandatory attributes of object classes indicated by the objectClass attribute shall always be present in

optional attributes (not indicated as additional optional or mandatory in the DIT content rule) of auxiliary

s atribute

Mandatory attributes associated with the structural or indicated auxiliary object classes shall not be precluded in aDIT

content rul

e.
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1382 DIT

content rule specification

The abstract syntax of aDIT content rule is expressed by the following ASN.1 type:

DITContentR
structura
auxiliari
mandatory
optional
precluded

}

ule ::= SEQUENCE {

lObjectClass OBJECT-CLASS.&id,

es SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
[1] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
[2] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
[3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

The correspondence between the parts of the definition, as listed in 13.8.1, and the various components of the ASN.1
type defined above, is asfollows:

a)

the structuralobjectClass component identifies the structural object classto which the DIT content

rule applies;

NOTE 1 Content rules for directly identified attributes (e.g., attributes in the mandatory, optional, and precluded lists
only to the attributes that they specify, and not to subtypes and friend attribuites.

The coNTENT -RULE information object classis provided to facilitate the documentation of DIT content rules|

CONTENT -RUL
&strucltur
&Auxilliar
&Mandajtor
&Optional
&Precljude

WITH SYNTAX

STRUCTIURAL OBJECT-CLASS &structuralClass

[AUXILIAR

[MUST [CONTAIN &Mandatoryl]

[MAY CONT
[MUST-[NOT

13.9 Con
The definition
:
)

the auxiliaries component identifies the auxiliary object classes allowed for an entry \to
DIT content rule applies;

the mandatory component specifies user attribute types which an entry to which'the’DIT ¢
applies shall contain in addition to those which it shall contain according to itsistructural an
object classes;

the optional components specify user attribute types which an entry-to“which the DIT ¢
applies may contain in addition to those which it may contain according to its structural an
object classes;

which the

pntent rule
d auxiliary

bntent rule
d auxiliary

the precluded component specifies a subset of the optional diser” attribute types of the stryictural and

auxiliary object classes which are precluded from an entry to\which the DIT content rule appli

E ::= CLASS {

alClass OBJECT-CLASS . £1d\UNIQUE,

ies OBJECT-CLASS OPTIONAL,

Y ATTRIBUTE OPTIONAL,
ATTRIBUTE \OPTIONAL,

d ATTRIBUTE OPTIONAL }

{

Y OBJECT-CLASSES &Auxiliaries]

AIN &Optionall
CONTAIN &Precluded] }

text typedefinition

of acontext type involves:

specitying the syntax of the context;
specifying the syntax of a context assertion;

ES.
apply rules

0)
d)
)
f)
9)

optionally specifying a default value for the context;
defining the semantics of the context;

specifying how matches are done;

specifying behaviour in the absence of a context value; and
assigning an object identifier to the context type.

139.1 Context value matching

A presented context assertion matches a stored context value of the same context type according to the description of
matching which is part of the context definition.

60 Rec. ITU-T X.501 (10/2012)


https://iecnorm.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

| SO/l EC 9594-2:2014 (E)

13.9.2 Context definition

Contexts are defined using the coNTEXT information object class:

CONTEXT ::= CLASS {

&Type,

&defaultValue &Type OPTIONAL,

&Assertion OPTIONAL,

&absentMatch BOOLEAN DEFAULT TRUE,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

WITH SYNTAX &Type

[DEFAULT-VALUE &defaultValue]

[ASSERTED AS &Assertion]

[ABSENT-MATCH &absentMatch]

ID

&id }

NOTE + A DSA is not obligated to implement the exact sequence of steps below, so long.as the end result exhib

externa

Pre-processing

For each modifyEntry request to add values with contexts, remove values with contexts or remove all \

a) TheesType field isused for specifying the syntax: This shall be an ASN.1 type

be dispensed with.

in amanner consistent with the following pre-processing and post-processingspecification.

|y observable behaviour.

) A DEFAULT-VALUE Will cancel out effect (a) of ABsENT-MATCH. Effect (b) of ABsENTEMATAH could be
assumed for any context defined with a DEFAULT-VALUE, in which case the ABsENT-MATCH [field could

If sdefaultvalue is specified, then entry modification requests to add values-with contexts will behave

ts the same

alues with

contexts. For each context type applicable to the attribute type, if the’context type is defined with a &defaultvalue,
then:
1) if the context type is not explicitly listed in the request, add the context type with the &defafitvalue to
the request;
2) for each stored attribute value of the attribute’type, if the attribute value does not have the cantext type,
then add the context type with the &defaultValue to the attribute value.
Normal Pfocessing
Post-procgssing

For each modifyEntry request to add values with contexts, remove values with contexts or remove all \
or each context type applicable to the attribute type, if the context type is defined with a sdefatltvalue,

contexts. H
then for ed

J

4

If the &Ass

Specifying

g

3) if the attribute valtie'does not have the context type, then remove the attribute value;
) if the attribute)value has the context type and the only context value of that context type is the

ch stored attribute value of the attribute type,

&defaultValue, remove the context (but not the attribute value).
ertion (SOmitted, the context assertion syntax isthe same as sType.

&abgentMatch as FALSE in acontext definition has the following two effects:

)\ “An attribute value that does not have a context of the specified context type is treated as thoug

alues with

h it has no

values of that context type. That Is, IT an attribute value contains no contexts of an asserted contextType,

then the contextAssertion evaluatesto FALSE.

b) The fallback component of context values of such a context type is treated as being set

regardless of its actual setting.

to FALSE

When a context is defined, the specification shall include a description of the semantics of the context, and how a match
is evaluated.

Rec. ITU-T X.520 | ISO/IEC 9594-6 specifies selected Context Definitions.
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13.10 DIT Context Use definition

13.10.1 Overview

A DIT Context Use is a specification provided by the subschema administrative authority to specify the permissible
context types that may be stored with an attribute, and the mandatory context types that shall be stored with an attribute.

A DIT Context Use definition includes:
a) anindication of the attribute type to which it applies;

b) optionally, an indication of the mandatory context types that shall be associated with val
attribute type whenever the attribute is stored;

optionally, an indication of the optional context types that may be associated with values of the attribute
type whenever the attribute is stored.

©)

If noDIT
no context
type. A DI
Useinthe

13.10.2 1
The abstra

lists. For a given subschema administrative area, there can be only one DIT Context Use for a giv
T Context Use may be defined to apply to all attribute types, in which case it shall be the only-D
subschema.

DIT Context Use specification

Ct syntax of aDIT Context Useis expressed by the following ASN.1 type:

DITCont
attri
manda
optio

-}

The corr
type defin

[«

tUse ::= SEQUENCE {

teType ATTRIBUTE.&id,

ryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
lContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,

ondence between the parts of the definition, as listed in 13:10.1, and the various components of
above, isasfollows:

4 theattributeType component identifies the attribute type to which the DIT Context Use g

if it applies to any attribute type, the objectidentifier id-oa-allattributeTypes M&
(defined in Annex B);

) the mandatoryContexts component specifies context types that shall be associated with &
value of the given type whenever the@ttribute is stored. If thisis omitted, then attribute value
without context lists;

) the optionalContexts compenent specifies context types that may be associated with 3
value of the given type whenever the attribute is stored. If this is omitted but mandatoryQ
present, then all attribute alues shall appear with the mandatory context types and no other

ues of the

al contain
b attribute
T Context

the ASN.1

oplies; if it
y be used

N attribute
5 may exist

In attribute
ontexts is
5. If thisis
Use for the
ext lists.

T Context

omitted and mandatoryContexts is also omitted, it is equivalent to having no DIT Context
attribute type; thatis, attribute values of the given attribute type shall not have associated contg
The DIT-(ONTEXT-USE-RULE information object class is provided to facilitate the documentation of the D
Userules:
DIT-CONTEXT-USE-RULE ::= CLASS {
&attributeType ATTRIBUTE. &id UNIQUE,
&Mandaltory CONTEXT OPTIONAL,
&Optional CONTEXT OPTIONAL}
WITH SYNEAX—
ATTRIBUTE TYPE &attributeType

[MANDATORY CONTEXTS &Mandatory]
[OPTIONAL CONTEXTS &Optional] }

13.11 Friendsdefinition

The definition of a set of friends involves:

a) specifying the anchor attribute that has the set of friends;
b) specifying the set of attributes that are the friends of the anchor.

The FrRIENDS information object classis provided to facilitate the documentation of sets of friends:

FRIENDS :

:= CLASS {

&anchor ATTRIBUTE.&id UNIQUE,
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&Friends ATTRIBUTE }
WITH SYNTAX {

ANCHOR &anchor

FRIENDS &Friends }

Any given
Example:

attribute can only have one set of friends in any subschema.

postal FRIENDS ::= {
ANCHOR {postalAddress}
FRIENDS { physicalDeliveryOfficeName |

postalCode |
postOfficeBox |
streetAddress }

13.12 ntax definitions
While thepe Directory Specifications specify syntaxes as ASN.1 data type, LDAP assigns object(identifier to the
different syntaxes. The following information object class may be used to define LDAP syntaxes.
SYNTAX-NAME ::= CLASS {

&desc UTF8String,

&Type,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

DESC &desc

DIRECTORY SYNTAX &Type

ID &id }

The differ¢nt fields have the following meeting:

g

[

Rec. ITU-]

14 l

141 (

The Direct
needs to |
atributes.

NOTE

- pfevent the'‘association of subentries of the wrong type with administrative entries (e.g., the creation of g

Sy

) thesdesc field isused for specifying the LDAP descfiption of the syntax;

) the eType field is used for specifying the correspending ASN.1 data type for the syntax as s
used by these Directory Specifications; and

) thesid field isfor specifying the object identifier assigned to the syntax.
[ X.520 | ISO/IEC 9594-6 defines syntaxes-hased on this information object class:

Directory System Schema

Dverview

ory System Schemadsa'set of definitions and constraints concerning the information that the Dire
now in order tosoperate correctly. This information is specified in terms of subentries and

- The system¢Schema enables the directory system to, for example:

bentry-subordinate to an administrative entry defined only as a security administrative entry);

- pﬂevent the addition of inappropriate operational attributes to an entry or subentry (e.g., a subschema operatio
t

pecified or

ctory itself
bperational

subschema

nal attribute

aperson's entry)

Formally, the Directory System Schema comprises a set of:

a) Object class definitions that define the attributes that shall or may be present in a subentry

class;

of a given

b) Operationa Attribute Type definitions that specify the characteristics of operationa attributes known and

used by the Directory.

The complete definition of an operational attribute includes a specification of the way in which the Directory uses and

(if appropr

iate) provides or manages the attribute in the course of its operation.

The Directory System Schema is distributed, like the DIB itself. Each Administrative Authority establishes the part of

the system

schemathat will apply for those portions of the DIB administered by the authority.

The Directory System Schema defined in this Directory Specification is an integral part of the Directory System itself.
Each DSA participating in a directory system requires a full knowledge of the system schema established by its
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Administrative Authority. The system schema for an Administrative Area may be defined by the Administrative
Authority using the notation defined in this clause.

The Directory System Schemais not regulated by DIT structure or content rules. When an element of system schemais
defined, a specification of how it isused and where it appearsin the DIT is provided.

Certain aspects of the directory system schema are specified in the following subclauses.

The directory system schema required to support directory distribution is specified in clauses 25 through 28.

14.2 System schema supporting the administrative and operational infor mation model

Although subentry and subentryNameForm are specified using the notation of clause 13, subentries are not
regulated by DIT structure or DIT content rules.

1421  Subentry object class

The subentry object classis a structural object class and is defined as follows:

subentryl OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND structural
MUST CONTAIN {commonName |
subtreeSpecification}
LDAP-NAME {"subentry"}
ID id-sc-subentry }

14.2.2  $ubentry nameform

The subetryNameForm name form allows entries of class subentry to benamed using the commonName gttribute:

subentrylNameForm NAME-FORM ::= {

NAMES subentry
WITH ATTRIBUTES {commonName}
ID id-nf-subentryNameForm }

No other name form shall be used for subentries.

14.2.3  $ubtree Specification operational attribute

The subtfeeSpecification operationa attribute type, whose semantics are specified in clause 12, is|defined as
follows:

subtreeSpecification ATTRIBUTE\::= {

WITH NTAX SubtreeSpecification

USAGE directoryOperation
LDAP-SYNTAX subtreeSpec.&id

LDAP- E "subtreeSpecification"

ID id-oa-subtreeSpecification }

This attribjite is preset in all subentries; each value defines a set of entries (in terms of a portion of an administrative
area possibply withrefinement by selection on an object class filter) which may be subject to the policies defined by the
subentry.

NOTE + TFhispermits a single complex policy (e.g., a search-rule) to be directed at many object class combinations, in disjoint
regionQ f an administrative area while bei ng definedina Qingln S| lhpnfry

14.3 System schema supporting the administrative model

The Administrative Model defined in clause 11 requires that administrative entries contain an administrativeRole
attribute to indicate that the associated administrative areais concerned with one or more administrative roles.

The administrativeRole operational attribute typeis specified asfollows:

administrativeRole ATTRIBUTE ::= {

WITH SYNTAX OBJECT-CLASS.&id

EQUALITY MATCHING RULE objectIdentifierMatch
USAGE directoryOperation
LDAP-SYNTAX oid.&id

LDAP-NAME "administrativeRole"

ID id-oca-administrativeRole }
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The possible values of an attribute of this type defined by this Directory Specification are:

id-ar-autonomousArea

id-ar-accessControlSpecificArea

id-ar-accessControlInnerAr
id-ar-subschemaAdminSpecif

ea
icArea

id-ar-collectiveAttributeSpecificArea
id-ar-collectiveAttributeInnerArea

id-ar-contextDefaultSpecif
id-ar-serviceSpecificArea
id-ar-pwdAdminSpecificArea

icArea

The semantics of these values are defined in clause 12.

The administrativeRole operationa attribute is also used to regulate the subentries permitted to be subordinate to
an administrative entry. A subentry not of a class permitted by the administrativeRole attribute may not be

subordinatEto the admimistrative entry-

144  $ystem schema supporting general administrative and operational requirements

The following clauses describe subschema operational attributes which are not attributes in the usual sense (
held withip an entry), but may be thought of as 'virtual' attributes, representing informationowhich is deri

.., are not
able (eg.,

from existing operational attributes, their values, and other information). Such virtual attributes are valid forf all entries

within an pdministrative area. This has the effect that these subschema operational attributes appear to be

every entry.

1441 Timestamps

An attribute of the createTimestamp oOperational attribute type indicates the time that an entry was created:

estamp ATTRIBUTE

WITH NTAX

-- as |per 46.3 b) or c)
EQUALIITY MATCHING RULE
ORDERIING MATCHING RULE
SINGLH VALUE

NO US MODIFICATION
USAGE

LDAP-SYNTAX

LDAP- E

ID

modifyTimestamp ATTRIBUTE ¢::= {
WITH NTAX GeneralizedTime
-- as [per 46.3 b) or.'c) of Rec.ITU-T X.680 | ISO/IEC 8824-1
EQUALITY MATCHING,RULE generalizedTimeMatch
ORDERING MATCHING..RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO Us MODIFICATION TRUE
USAGE directoryOperation
LDAP- SYNTAX generalizedTime.&id
LDAP- E "modifyTimestamp"
ID Td-oa-modifyTimestamp |

s e=

GeneralizedTime

of Rec. ITU-T X.680 | .ISO/IEC 8824-1
generalizedTimeMatch
generalizedTimeOrderingMatch

TRUE

TRUE

directoryOperation
generalizedTime.&id
"createTimestamp"
id-oa-createTimestamp }

present in

An attribute of the subschemaTimestamp operationa attribute type indicates the time that the subschema subentry for

the entry (see 15.3) was created or

last modified. It isavailable in every entry:

subschemaTimestamp ATTRIBUTE ::= {

WITH SYNTAX

-- as per 46.3 b) or c)
EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

GeneralizedTime

of Rec. ITU-T X.680 | ISO/IEC 8824-1
generalizedTimeMatch
generalizedTimeOrderingMatch

TRUE

TRUE

directoryOperation
id-oa-subschemaTimestamp }
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The generalizedTimeMatch and generalizedTimeOrderingMatch matching rules are defined in
Rec. ITU-T X.520 | ISO/IEC 9594-6.

14.4.2 Entry Modifier operational attributes

An attribute of the creatorsName operational attribute type indicates the distinguished name of the Directory user that
created an entry:

creatorsName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dn.&id
LDAP-NAME "creatorsName"
ID id-oa-creatorsName }

An attribute of the modifiersName operational attribute type indicates the distinguished name of the Dirgctory user
that last mpdified the entry:

modifierjsName ATTRIBUTE ::= {
WITH NTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO Us MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dn.&id
LDAP- E "modifiersName"
ID id-oa-modifiersName }
14.4.3 bentry identification operational attributes

SubentryList ATTRIBUTE ::= {

WITH NTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USs MODIFICATION TRUE

USAGE directoryOperation
LDAP-SYNTAX dn.&id

E {"stibschemaSubentry"}
id-oa-subschemaSubentryList }

An attribute of the accessContxolsubentryList operationa attribute type identifies all access control| subentries

trolSubentryList ATTRIBUTE ::= {

WITH NTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
NO Us MODIFICATION TRUE

directoryOperation
id-oa-accessControlSubentryList }

An attribute of the collectiveAttributeSubentryList operational attribute type identifies all collective attribute
subentries that affect the entry. It isavailablein every entry:

collectiveAttributeSubentryList ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-collectiveAttributeSubentryList }

An attribute of the contextDefaultSubentryList operational attribute type identifies all context default subentries
that affect the entry. It isavailablein every entry:

contextDefaultSubentryList ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
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EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-contextDefaultSubentryList }

An attribute of the serviceadminSubentryList operationa attribute type identifies all service administration
subentries, if any, that affect the entry. It isavailable in every entry affected by any such subentry.

serviceAdminSubentryList ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-serviceAdminSubentryList }

An attribute of the pwdAdminSubentryList oOperationa attribute type identifies the password administration
S,Ibentry,l any ararTe centryHisavatabteimrevery-entry-affectecHy-any-sa Stoentry:

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USHR MODIFICATION TRUE

USAGE directoryOperation
LDAP - SYNTAX dn.&id
LDAP-NAME "pwdAdminSubentryList"
ID id-oa-pwdAdminSubentryList }
14.4.4 as Subordinates operational attribute
The hasstbordinates operationa attribute indicates whether any subordinate entries exist below the enfry holding

this attribyte. A value of TRUE indicates that subordinates may exist~Alvalue of FALSE indicates that no subordinates
exist. If th{s attribute is absent, no information is provided about the existence of subordinate entries. The atfribute will
ordinarily disclose the existence of subordinates even if the immiediate subordinates are hidden by access cgntrols — to
prevent disclosure of the existence of subordinates, the operational attribute itself shall be protected by accesg controls.
NOTE 1 A vaue of TRUE may be returned when no subordinetes exist if all possible subordinates are available only through a

non-specific subordinate reference (see Rec. ITU-T X.518 |\I'SO/IEC 9594-4) or if the only subordinates are subentfies or child
family mhembers.

hasSubor{dinates ATTRIBUTE ::= {

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO USHR MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }

145

If a subenfry contains prescriptive access control information, then its objectclass attribute shall contaifn the value

bystem schemia supporting access contr ol

accessControlSubentry:
accessControlSubentry OBJECT-CLASS ::= {
KIND aui-liary
ID id-sc-accessControlSubentry }

A subentry of this object class shall contain precisely one prescriptive ACI attribute of atype consistent with the value
of the accessControlScheme attribute of the corresponding access control specific point.

14.6 System schema supporting the collective attribute model

Subentries supporting collective attribute specific or inner administrative areas are defined as follows:
collectiveAttributeSubentry OBJECT-CLASS ::= {

KIND auxiliary

ID id-sc-collectiveAttributeSubentry }

A subentry of this object class shall contain at least one collective attribute.
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Collective attributes contained within a subentry of this object class are conceptually available for interrogation and
filtering at every entry within the scope of the subentry's subtreeSpecification éttribute, but are administered via
the subentry.

ThecollectiveExclusions operational attribute allows particular collective attributes to be excluded from an entry:

collectiveExclusions ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

USAGE directoryOperation

ID id-oa-collectiveExclusions }

This attribute is optional for every entry.

The OBJECT IDENTIFIER Value id-oa-excludeAllCollectiveAttributes may be used, by its presence as a
value of the collectiveExclusions attribute, to exclude all collective attributes from an entry.

147  $ystem schema supporting context assertion defaults

Subentriedproviding default values for context assertions are defined as follows:

contextAssertionSubentry OBJECT-CLASS ::= {

KIND auxiliary
MUST CONTAIN {contextAssertionDefaults}
ID id-sc-contextAssertionSubentry }

A subentry of this object class shall contain acontextAssertionDefaults attribute:

contextAssertionDefaults ATTRIBUTE ::= {
WITH SYNTAX TypeAndContextAssertion
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
ID id-oa-contextAssertionDefault }

Whenever|a context is evaluated and no context assertion is.provided by the user, the Directory provides context
assertion defaults equal to the values of this attribute in ¢he context assertion subentry controlling the gntry being
accessed, as described in 8.9.2.2.

NOTE + TypeandContextAssertion is defined in, 7:6"of (and evaluation of it is defined in 7.6.3 of) Rec. ITY-T X.511 |
ISO/IEE 9594-3.

14.8 $ystem schema supporting the-service administration model

serviceAdminSubentry OBJECT-CLASS ::= {

KIND auxiliary
MUST CJONTAIN {searchRules}
ID id-sc-gerviceAdminSubentry }

A subentry of this object Class shall contain a searchRules operationa attribute:

searchRulles ATTRIBUTE ::= {

WITH SYNTAX SearchRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation

D id-ca-searchRules }

SearchRuleDescription ::= SEQUENCE {

COMPONENTS OF SearchRule,
name [28] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description [29] UnboundedDirectoryString OPTIONAL,

A value of the searchRules operational attribute is either a search-rule containing actual search restrictions, or itisa
dummy search-rule that specifies no search restrictions at all. This dummy search-rule is identified by having an id of
zero and by having no serviceType component (or any other components of searchrule other than id and dmdz1d).
dmd1d isan identifier for the controlling DMD (see 6.4).
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14.9 System schema supporting password administration

If a subentry holds password policy information, then its objectcClass attribute shall contain the value
pwdAdminSubentry:

pwdAdminSubentry OBJECT-CLASS ::= {
KIND auxiliary
MUST CONTAIN { pwdAttribute }
LDAP -NAME {"pwdAdminSubentry"}
ID id-sc-pwdAdminSubentry }

A subentry of the object class pwdadminsubentry may contain the following attributes pwdModi fyEntryAllowed,
pwdChangeAllowed, pwdMaxAge, pwdExpiryAge, pwdMinLength, pwdVocabulary, pwdAlphabet,

pwdDictionary, pwdExpiryWarning, pwdGraces, pwdFailureDuration, pwdLockoutDuration,
pwdMaxFailures, pwdMaxTimeInHistory, pwdMinTimeInHistory, pwdHistorySlots,
pwdRece! i ton; reAtg-

ute contains the password attribute that is being controlled by the password administration subentry.
ord attribute can only have at most one password policy that applies to it. If two)of more subtree
specificatipns overlap, then only one of them can apply to each entry in the overlapping space as controlled by the

ute ATTRIBUTE ::= {

WITH SYNTAX ATTRIBUTE. &id
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLH VALUE TRUE
LDAP- SYNTAX oid.&id
LDAP-NAME vpwdAttribute"
ID id-at-pwdAttribute }
Onep ord attribute is currently defined, userPwd which contains-ajpassword stored in clear text or encrypted. This

attribute shall have a matching rule for comparison of a proposed passivord value with the password value sfored in the
Directory.|For each defined password attribute, two attributes for password history and recently expired password
respectively are needed as well as a matching rule for comparisen of a presented password value with a password stored
in the histpry. The attribute userPwdHistory and the maiching rule userPwdHistoryMatch are defi med for the

userPwd | password attribute. The attribute ‘userPwdRecentlyExpired and the matching rule
userPwdHistoryMatch are defined for the userpwditsing the userpwd type.

If new p ord attributes using other syntaxes are needed, new attributes and new matching rules will also pe defined.
The following parameterized objects can be useg'for that.

efinition of an history attritbute from the password attribute, the history matching rule and an object

pwdHistory{ATTRIBUTE:passwordAttribute, MATCHING-RULE: historyMatch, OBJECT IDENTIFIER:id}

WITH SYNTAX PwdHistory{passwordAttribute}
EQUALITY MATCHING RULE historyMatch
USAGE directoryOperation
ID id}
PwdHistdry{ATTRIBUTE:passwordAttribute} ::= SEQUENCE {
time GeneralizedTime,
password passwordAttribute. &Type,
.2}
14.9.2  Definition of arecently expired password attribute from the password attribute and an object identifier
pwdRecentlyExpired{ATTRIBUTE:passwordAttribute, OBJECT IDENTIFIER:id} ATTRIBUTE ::= {
WITH SYNTAX passwordAttribute.&Type
EQUALITY MATCHING RULE passwordAttribute.&equality-match
SINGLE VALUE TRUE
USAGE directoryOperation
ID id}

14.9.3 Definition of a password history matching rule from the password attribute and an object identifier
pwdHistoryMatch{ATTRIBUTE:passwordAttribute, OBJECT IDENTIFIER:id}
MATCHING-RULE ::=

SYNTAX passwordAttribute.&Type

ID id}
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14.10 System schema supporting hierarchical groups

hierarchylLevel ATTRIBUTE :

WITH SYNTAX

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

HierarchyLevel ::= INTEGER

hierarchyBelow ATTRIBUTE :

WITH SYNTAX
EQUALITY MATCHING RULE

= {

HierarchyLevel
integerMatch
integerOrderingMatch
TRUE

TRUE
directoryOperation
id-oa-hierarchyLevel }

= {
HierarchyBelow
booleanMatch

SINGLE VALUE

TRUE

TRUE
directoryOperation
id-oa-hierarchyBelow }

NO US MODIFICATION
USAGE
ID

HierarchyBelow ::= BOOLEAN

hierarchyParent ATTRIBUTE :

WITH NTAX

EQUALIITY MATCHING RULE
SINGLE VALUE

USAGE

ID

hierarchyTop ATTRIBUTE ::

WITH NTAX
EQUALIITY MATCHING RULE
SINGLE VALUE

= {
DistinguishedName
distinguishedNameMatch
TRUE
directoryOperation

id-oa-hierarchyParent }

{

DistinguishedName
distinguishedNameMatch
TRUE

USAGE directoryOperation
ID id-oa-hierarchyTop ¢}

The hierdrchyLevel operational attribute shall be present in any entry that is a member of a hierarchical
Directory shall create and maintain this attribute. The*Directory shall delete this attribute when the entry i3
member of a hierarchical group. This attribute shall*take the value zero for the hierarchical top. This attribu
be present|in achild family member.

The hierarchyBelow Operationa attributeindicates whether the entry has any hierarchical children. A va

group. The
no longer
e shall not

e of TRUE

indicates that hierarchical children exist:" A value of FALSE or the absence of the attribute type indicales that no

hierarchicgl children exist. The Directory shall creste and maintain this attribute. The Directory shall
attribute when the entry is no longerrmember of a hierarchical group.

The hierarchyParent atttibute shall be present in an Add Entry or Modify Entry operation when a new
existing etry becomes.a hierarchical child. The attribute value shall be the distinguished name of the in
hierarchical parent. If{the immediately hierarchical parent is a compound entry, the value shall be the dis
name of the ancestor. Otherwise, the Directory shall return an Update Error with problem parentNotance
attribute shall not be present in a child family member, in an entry that is not within a hierarchical group, n
that isthe hiefarchical top.

delete this

Entry or an
nmediately
tinguished
stor. This
Dr an entry

The hierarchyTop atribute pointsto the top entry of the hierarchical group. This attribute is supplied and maintained

by the Directory. The attribute value shall be the distinguished name of the top entry. If the top entry isa

compound

entry, the value shall be the distinguished name of the ancestor. This attribute shall not be present in a child family

member, in an entry that is not within a hierarchical group, nor an entry that is the hierarchical top.
NOTE — This attribute provides a unique identification of the hierarchical group to which the entry belongs.

When an entry within a hierarchical group is deleted by a Remove Entry operation, all its hierarchical children are

removed from the hierarchical group.

14.11 Maintenance of system schema

It isthe responsibility of DSAs to maintain consistency of subentries and operational attributes with the system schema.
Inconsistency between various aspects of system schema, and between system schema and subentries and operational

attributes, shall not occur.
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The Directory executes entry addition and modification procedures whenever a new subentry is added to the DIT or an
existing subentry is modified. The Directory shall determine whether the proposed operation would violate the system
schema; if it does, the modification shall fail.

In particular, the Directory ensures that subentries added to the DIT are consistent with the values of the
administrativeRole dttribute, that the attributes within the subentry are consistent with the values of the subentry's
objectClass dattribute.

The value of the administrativeRole attribute may be modified to permit classes of subentries to be subordinate to
the administrative entry that are not yet present. The value of the administrativeRole attribute shall not be modified
S0 asto cause existing subentries to become inconsistent.

The Directory also ensures, where the values of operational attributes are provided by the Directory, that they are
correct.

14.12 stem schema for first-level subordinates

The Directory enforces the following rules and constraints on entries created immediately subordinate to'the DIT root:
All such entries shall be created as administrative point entries.
The object class and naming attributes of such entries shall be as specified, in Rec. ITU{T X.660 |

ISO/IEC 9834-1.
15 irectory schema administration
151 verview

The overall administration of the directory schema of the global DIT istealized through independent adminjstration of
the subschpmas of the autonomous administrative areas of the DIT Bomains that constitute the global DIT.

Coordinatipon of the administration of the directory schema at boundaries between DIT Domainsis a subject flor bilateral
agreement|between DM Os and is beyond the scope of this Directory Specification.

The subscliema administrative capabilities defined in this.clause for the purpose of managing a DIT domain ipclude:
a) creation, deletion and modification of subschema subentries;

Iv) support of the publication mechanism for the purpose of permitting DSASs to include schema ipformation
in operational binding protocol*exchanges and DUAS to retrieve subschema information via DAP,

¢) subschema regulation faor the purpose of ensuring that any modify operations will be pefformed in
accordance with the appli¢able subschema specification.

152 Policy objects

A subschefna policy object may be one of the following:

4+ asubschiema administrative area;

4+ anobject or aias entry within a subschema administrative area;
+ auser attribute of such an object or alias entry.

An autonad ini i ignated as a subschema ih order to
administer the subschema. This shall be indicated by the presence of the value id-oa-
subschemaAdminSpecificArea in the associated administrative entry's administrativeRole attribute (in addition
to the presence of the value id-oa-autonomousArea, and possibly other values).

Such an autonomous administrative area may be partitioned in order to deploy and administer the subschema of the
specific partitions. In this case, the administrative entries for each of the subschema specific administrative areas are
indicated by the presence of the value id-oa-subschemaAdminSpecificArea In these entries
administrativeRole attributes.
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15.3 Policy parameters

Subschema policy parameters are used to express the policies of the subschema Administrative Authority. These
parameters, and the operational attributes used to represent them, are:

— aDIT dtructure parameter: used to define the structure of the subschema administrative area and to store
information about obsolete DIT structure rules which some entries may have identified as their
governing DIT structure rule. This parameter is represented by the diTstructureRules and
nameForms operational attributes;

— aDIT content parameter: used to define the type of content of object and alias entries contained within
the subschema administrative area and to store information about obsolete DIT content rules which the
Directory may have used in determining the content of some entries. This parameter is represented by the
dITContentRules, objectClasses, attributeTypes, contextTypes, friends, and
dITContextUse Operationa attributes;

- : ' c S atehing rules as
applled to the attribute types deflned in a subschema adml nistrative area. This parameter isulepresented
by thematchingRules and matchingRuleUse Operational attributes.

A single subschema subentry is used by the subschema authority to administer the subschema for the subschema
administrafive area. For this purpose, the subschema subentry contains the operational attributesepresenting the policy
parameterg used to express subschema policies. The subtreeSpecification attribute of¢asubschema subentry shall
specify theg whole subschema administrative area, i.e., it shall be an empty sequence.

The subscliema subentry is specified as follows:

subschemfa OBJECT-CLASS ::= {

KIND auxiliary

MAY CONTAIN { dITStructureRules |
nameForms |
dITContentRules |
objectClasses |
attributeTypes |
friends |
contextTypes |
dITContextUse |
matchingRules |
matchingRuleUse |
ldapSyntaxes }
ID id-soc-subschema }

The operational attributes of the subschema 'subentry are defined in 15.7.

154 Policy procedures

There are fwo policy procedurés associated with subschema administration:
a subschema madification procedure;
an entry_modification procedure.

mod|f|cat|ons ThIS may be accompllshed by modlfymg the values of the subschema operatlonal attributes, using
Directory modify operations, effectively changing the subschema which is in force in the subschema administrative
area. A subschema authority may also create new subschema areas, or remove existing subschema areas by creating or
removing subschema subentries, respectively.

Before the subschema authority extends the DIT structure or DIT content rules by adding a new rule, or by adding an
auxiliary object class, or a mandatory or an optional attribute to an existing rule, the referenced schema information
shall be described in the appropriate attribute in the subschema subentry. Name forms, object classes, attribute types
and matching rules that are referenced (directly or indirectly) by a dITStructureRule, dITContentRule OF by a
matchingRuleUse attribute shall not be removed from the subschema subentry.

The definition of information objects such as object classes, attribute types, matching rules, name forms and LDAP
syntaxes, which have been registered (i.e., assigned a name of type object identifier), are static and cannot be modified.
Changes to the semantics of such information objects require the assignment of new object identifiers.
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DIT structure and DIT content rules may be active or obsolete. Only active rules are used to regulate the DIT. The
identification and preservation of obsolete rulesisan administrative convenience allowing location (and possibly repair)
of entries added under old rules that have since changed.

This obsolete mechanism shall be used where restrictive changes are made to DIT structure or DIT content rules
creating inconsistencies in the DIB; otherwise, the appropriate active rule may be modified directly. The Directory
permits deletion of obsolete rules at any time.

NOTE — The obsolete mechanism provided in subschema operational attributes ensures that all entries with obsolete schema can
be identified and repaired before the obsol ete subschema operational attribute is deleted.

It is the responsibility of the Subschema Administrative Authority to maintain consistency of entries with the active
subschema by means of the Directory abstract service, or by other local means. This may be done at the convenience of
the Subschema Administrative Authority. It is not defined when such an adjustment of inconsistent entries should be
done. However, deletion of obsolete rules prior to the location and repair of inconsistent entries will make this task
more difficult.

15.6 ntry addition and modification procedures

The Direcfory executes entry addition and modification procedures whenever a new entry is added'to the[DIT or an
existing eftry is modified. The Directory shall determine whether the proposed operation would Violate a pubschema
policy

In particullar, the Directory shall ensure that entries added to the DIT are consistent With appropriate gctive DIT

The Direcfory enforces active rules when requested to modify the DIB. If an‘entry is inconsistent with its agtive rule, a
request to|modify the entry shall be permitted if it repairs an existing dneconsistency, or does not introduce a new
inconsistency. A request which introduces a new inconsistency shall fail

For any valid entry in a valid subschema administrative area, thefe’can be only one most subordinate structural object
class in the structural object class superclass chain. When an entry is added to the DIT, the Directory detefmines this
most subordinate structural object class from the objectclass attribute values provided and permanently associates it
with the entry viathe entry's structuralobjectClasséttribute.

When an ¢ntry is created, values of the objectclasds attribute shall be provided so that the content of the entry is
consistent with the DIT content rule governing the‘entry. In particular, where a value of the objectclags attribute
identifies & particular object class having superetasses other than top, then values for all of these superclasses shall also
be provided. Otherwise, the Directory operatiof creating the entry shall fail.

Directory ysers may subsequently add-ordelete values of the objectclass attribute for the auxiliary object classes of
an entry. The content of an entry shall”remain consistent with the DIT content rule governing the entry fpllowing a
change to|the values of the objectclass attribute. In particular, where a value of the objectclasfs attribute
identifies @ particular object class having superclasses other than top is added or deleted, then values for @l of these
superclasses shall aso be added or deleted, except where such superclasses are also present in the superc|ass chains
associated|with other values hot being added or deleted respectively.

15.7 $ubschenta policy attributes

The following/subclauses specify the subschema policy operational attributes. These attributes are:

—_present in the subschema subentry. The values of these aitributes are administered via Directory modify
operations using the distinguished name of the subschema subentry;

— availablefor interrogation in all entries governed by the subschema.

The ASN.1 parameterized type unboundedDirectoryString, Used in the following definitions, is defined in Rec.
ITU-T X.520 | ISO/IEC 9594-6.

The integerFirstComponentMatch and objectIdentifierFirstComponentMatch equality matching rules are
also defined in Rec. ITU-T X.520 | ISO/IEC 9594-6.

For management purposes, a number of human-readable name components and a description component are
optionally allowed as components of a humber of the subschema policy operational attributes defined in the following
subclauses.
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A number of subschema policy operational attributes defined in the following subclauses contain an obsolete
component. This component is used to indicate whether the definition is active or obsolete in the subschema
administrative area.

15.7.1 DIT Structure Rules operational attribute

The diTstructureRules operational attribute definesthe DIT structure rules which are in force within a subschema:

dITStructureRules ATTRIBUTE ::= {
WITH SYNTAX DITStructureRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX dITStructureRuleDescription.&id
LDAP-NAME "dITStructureRules"
ID id-soa-dITStructureRule }
DITstruj;urenulenescription ::= SEQUENCE {
COMPONENTS OF DITStructureRule,
name [1] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolelte BOOLEAN DEFAULT FALSE,
e}
The diTstructureRules operational attributeis multi-valued; each value defines one DI structure rule.

The comp@nents of DITStructureRule have the same semantics as the corresponding-ASN.1 definition in

15.7.2  DIT Content Rules operational attribute
The drTcpntentRules operationa attribute defines the DIT content rules which are in force within a §
Each valug of the operational attribute istagged by the object identifier of the structural object class to which
dITContentRules ATTRIBUTE ::= {
WITH NTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX dITContentRuleDescription.&id
LDAP- E "dITContentRules™
ID id-soa-dITContentRules }
DITContentRuleDescription ::= SEQUENCE {
COMPONENTS OF DITContentRule,
name [4] SET SIZE (1.,.MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedbiréctoryString OPTIONAL,
obsolelte BOOLEAN DEFAULT FALSE,
o)
The diTcdntentRules operationa attribute is multi-valued; each value defines one DIT content rule.

The comp@nents of bITContentRule have the same semantics as the corresponding ASN.1 definition in 13.

13.7.6.

jubschema.
it pertains:

8.2.

15.7.3 Matching Rules operational attribute
ThematclingRules operational attribute specifies the matching rules used within a subschema:
matchingRules—ATTRIBUTE <= {

WITH SYNTAX MatchingRuleDescription

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

LDAP-SYNTAX matchingRuleDescription.&id

LDAP-NAME "matchingRules"

ID id-soa-matchingRules }

MatchingRuleDescription ::= SEQUENCE {

identifier MATCHING-RULE. &id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [0] UnboundedDirectoryString OPTIONAL,

)
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-- describes the ASN.1l syntax

Rec. ITU-T X.501 (10/2012)


https://iecnorm.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

| SO/l EC 9594-2:2014 (E)

The identifier component of a value of the matchingRules dattribute is the object identifier identifying the
matching rule.

The description component contains anatural language description of the algorithms associated with the rule.
The information component contains the ASN.1 definition of the assertion syntax of therule.

Such an ASN.1 definition shall be given as an optional ASN.1 Imports production, followed by optional ASN.1
Assignment productions, followed by an ASN.1 Type production. All type names defined in Directory modules are
implicitly imported and do not require explicit import. All type names, whether imported or defined via an Assignment,
are local to the definition of this syntax. If the ASN.1 type includes a user-defined constraint and is not one of the
ASN.1 types defined in the Directory modules, then the |ast UserDefinedConstraintParameter Of the constraint
shall be an actual parameter whose governing type is syntaxConstraint and whose value is the object identifier
assigned to the constraint.

NOTE 1 —The ASN.1 productions Imports, Assignment, and Type are defined in Rec. ITU-T X.680 [N\SO/IEC 8824-1.
UserDeffinedConstraintParameter iSdefined in Rec. ITU-T X.682 | ISO/IEC 8824-3.

NOTE 2 — A typical ASN.1 definition is simply a Type name.

ThematchingRules operational attribute is multi-valued; each value describes one matching-tule.

15.7.4 ttribute Types operational attribute

The attributeTypes operational attribute specifies the attribute types used within'a'subschema:

attributleTypes ATTRIBUTE ::= {

WITH NTAX AttributeTypeDescription

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation

LDAP-SYNTAX attributeTypeDescription. &id

LDAP- E "attributeTypes"

ID id-soa-attributeTypes)}

AttributleTypeDescription ::= SEQUENCE ({

identilfier ATTRIBUTE. &id,

name SET SIZE (1..MAX) OFE UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

inforjation [0] AttributeTypeInformation,

e}

The idenkifier component of a valle of the attributeTypes attribute is the object identifier identifying the
attribute tyjpe.

The attributeTypes Operationa attribute is multi-valued; each value describes one attribute type:

AttributleTypeInformation ::= SEQUENCE ({

derivation [0] ATTRIBUTE.&id OPTIONAL,

equalijtyMatch [1] MATCHING-RULE. &id OPTIONAL,

orderingMat¢h [2] MATCHING-RULE.&id OPTIONAL,

substrjingsMatch [3] MATCHING-RULE.&id OPTIONAL,

attributéSyntax [4] UnboundedDirectoryString OPTIONAL,

multi-valued [5] BOOLEAN DEFAULT TRUE,

collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [7] BOOLEAN DEFAULT TRUE,

application AttributeUsage DEFAULT userApplications,

The derivation, equalityMatch, attributeSyntax, multi-valued, collective and application
components have the same semantic as the equivalent pieces of notation introduced by the corresponding information
object class.

The attributeSyntax component contains atext string giving the ASN.1 definition of the attribute's syntax. Such an
ASN.1 definition shall be given as specified for the information component of the Matching Rules operational
attribute.
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15.75 Object Classes operational attribute

The objectClasses operational attribute specifies the object classes used within a subschema.

objectClasses ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE

USAGE

LDAP-SYNTAX

ObjectClassDescription

directoryOperation
objectClassDescription.&id

objectIdentifierFirstComponentMatch

LDAP -NAME "objectClasses"
ID id-soa-objectClasses }
ObjectClassDescription ::= SEQUENCE {
identifier OBJECT-CLASS. &id,
name SET SIZE (1l..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString

OPTIONAL,

obsoijze
info tion [0]

o}

BOOLEAN
ObjectClassInformation,

DUEFAULL TFALOLE,

The identifier component of avalue of the objectClasses attribute is the object identifier ddentifyingd

class.

The objed¢tclasses operationa attribute is multi-valued; each value describes one object-¢class:

Objectcﬂa
subclals
kind
mandatfo
optionla

L)

ssInformation ::= SEQUENCE {
SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,

sOf

ries [3]
1ls [4]

ObjectClassKind
SET SIZE (1..MAX) OF ATTRIBUTE.&id
SET SIZE (1..MAX) OF ATTRIBUTE.&id

DEFAULT structural,
OPTIONAL,
OPTIONAL,

The subclassOf, kind, mandatories and optionals components have the same semantics as the cor

pieces of notation introduced by the corresponding information object class.

15.7.6  IName Formsoperational attribute

The nameForms operational attribute specifies the nameforms used within a subschema.

nameForms ATTRIBUTE ::= {

WITH
EQUAL
USAGE
LDAP-
LDAP-
ip

NameFormD
identilf
name
descrip
obsolet
inforja
.o}

The identdi

NTAX
Y MATCHING

NTAX
E

escription
ier

tion
e
tione—[0]

NameFormDescription

RULE objectIdentifierFirstComponentMatch

directoryOperation
nameFormDescription. &id
"nameForms"
id-soa-nameForms }

:: 4 SEQUENCE {
NAME-FORM. &id,

SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,

UnboundedDirectoryString
BOOLEAN
NameFormInformation,

OPTIONAL,
DEFAULT FALSE,

The nameForms operational attribute is multi-valued; each value describes one name form:

NameFormI
subordi

nformation
nate

namingMandatories

namingO

oo

ptionals

::= SEQUENCE {
OBJECT-CLASS.&id,
SET OF ATTRIBUTE.&id,

SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

the object

esponding

ect class.

The subordinate, namingMandatories and namingOptionals components have the same semantics as the
corresponding pieces of notation introduced by the corresponding information object class.
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15.7.7 Matching Rule Use oper ational attribute

ThematchingRuleUse Operationa attribute is used to indicate the attribute types to which a matching rule appliesin a
subschema:

matchingRuleUse ATTRIBUTE ::= {
WITH SYNTAX MatchingRuleUseDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX matchingRuleUseDescription.&id
LDAP-NAME "matchingRuleUse"
ID id-soa-matchingRuleUse }
MatchingRuleUseDescription ::= SEQUENCE {
identifier MATCHING-RULE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectorystring OPTIONAL,
obsolHEe BOOLEAN DEFAULT FALSE,
information [0] SET OF ATTRIBUTE.&id,

o}

The identifier component of a value of the matchingRulesUse attribute is the object identifier identifying the
matching nule.

The infofmation component of avalue identifies the set of attribute types to which the matching rule appligs.

15.7.8  $tructural Object Class operational attribute type

Every entry inthe DIT hasa structuralobjectClass operational attributewhich indicates the structural gbject class
of the entry:

lobjectClass ATTRIBUTE ::= {

NTAX OBJECT IDENTIFIER

Y MATCHING RULE objectIdentifierMatch

VALUE TRUE

MODIFICATION TRUE
directoryOperation

LDAP - SYNTAX oid.&id

LDAP- E "structuralObjectClass"

ID id-soa-structuiralObjectClass }
15.7.9 overning Structure Rule operational attribute
Every entiy in the DIT, with the exceptieh of administrative point entries that have no subschema subentry, has a
governinlgStructureRule operationa attribute which indicates the governing structure rule of the entry:
governingStructureRule ATTRIBUTE ::= {

WITH SYNTAX INTEGER

EQUALITY MATCHING RULE integerMatch

SINGLH VALUE TRUE

NO USHR MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-governingStructureRule }
15.7.10 ContextTypes operational attribute

The contextTypes Operational attribute specifies the context types used within a subschema.

contextTypes ATTRIBUTE ::= {

WITH SYNTAX ContextDescription

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-contextTypes }

ContextDescription ::= SEQUENCE {

identifier CONTEXT.&id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] ContextInformation,

o)
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The identifier component of avalue of the contextTypes operationa attribute is the object identifier identifying
the context type.

The contextTypes oOperational attribute is multi-valued; each value describes one context type:

ContextInformation ::= SEQUENCE {

syntax UnboundedDirectoryString,
assertionSyntax UnboundedDirectoryString OPTIONAL,

The syntax and assertionSyntax components have the same semantics as the corresponding pieces of notation
introduced in the corresponding information object class.

The syntax component and the assertionSyntax component each contain atext string giving the ASN.1 definition
of the context syntax and context assertion syntax respectively. Such an ASN.1 definition shall be given as an optional
ASN.1 Imports production, followed by optional ASN.1 Assignment productions, followed by an ASN.1 Type
productior]. All type names defined in Directory modules are implicitly imported and do not require explicit [mport. All
type namep, whether imported or defined via an Assignment, are local to the definition of this syntax. If the ASN.1 type
includes aluser-defined constraint and is not one of the ASN.1 types defined in the Directory modules, then the last
UserDefinedConstraintParameter of the constraint shall be an actual parameter whosegoverning type is
SyntaxConstraint and whose valueis the object identifier assigned to the constraint.

NOTE 1—-The ASN.1 productions Imports, Assignment, and Type are defined in Rec. ITU5T-X.680 | ISO/IEC 8824-1.

UserDeffinedConstraintParameter iS defined in Rec. ITU-T X.682 | ISO/IEC 8824-3.'syntaxConstraint is defined

in15.7.8.

NOTE 2 — A typical ASN.1 definition is simply a Type name.

15.7.11 DDIT Context Use operational attribute

The diTCcdntextUse operational attribute is used to indicate the contexts wwhich shall or may be used with an attribute:

dITContextUse ATTRIBUTE ::= {
WITH SYNTAX DITContextUseDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITContextUsée }
DITContextUseDescription ::= SEQUENCE {
identilfier ATTRIBUTE. &id,
name SET SIZE (1..MAX)~OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolelte BOOLEAN DEFAULT FALSE,
inforjation [0] DITContextUseInformation,

}

The identifier component of avalue of the dITContextUse Operational attribute is the object identifier of the
attribute tylpe to which it appliés.\The value id-oa-allattributeTypes indicatesthat it appliesto all attrilpute types.

The infofmation compenent of a value identifies the mandatory and optional context types associated with the
attribute tyjpe identified by identifier:

DITContextUselnformation ::= SEQUENCE {
mandatjoryContexts [1l] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
}

15.7.12 Friendsoperational attribute

The friends operationa attribute is used to indicate the sets of attribute types which are friends within a subschema:

friends ATTRIBUTE ::= {

WITH SYNTAX FriendsDescription

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-friends }

FriendsDescription ::= SEQUENCE ({

anchor ATTRIBUTE. &id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,
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friends [0] SET SIZE (1..MAX) OF ATTRIBUTE.&id,

-}

The anchor component of a value of the friends attribute is the object identifier of the attribute type that is the
anchor to the set of friends. The £riends component of avalue of the friends attribute is the set of object identifiers
of the attribute types that are the friends of the anchor attribute type.
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SECTION 7 —DIRECTORY SERVICE ADMINISTRATION

16 Service Administration M odel

This clause provides a model for how an administrative authority can control, constrain and adjust the service both with
respect to what a user can specify in a Search, a Read or Modify Entry request and what information isto be returned.

16.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

16.1.1 fnnfi\lnly prncanf attribute fypn- An attribute. h]/rr)n that is. prnmnf h-at-least one-non-negated-filter item in
Py ~

each subfifter of a search filter and which fulfils the requirements as specified for that attribute type insthe relevant
search-ruII. For definitions of negated and non-negated filter items, see 7.8.1 of Rec. ITU-T X.511 | ISO/EC|9594-3.

16.1.2 governing-search-rule: A search-rule with which a particular operation complies @nd“which has been
selected fgr governing that operation.

16.1.3 named-service: A collection of service-types that together provide an overal-service, e.g., a White Pages
service.

16.1.4 equest-attribute-profile: A specification of what is required for a filtersitem for the corresponding attribute
type to be Effectively present.

16.1.5 equest-attribute-type: An attribute type that according to a search-rule specification may be repfesented in
thefilter of a Search operation.

16.1.6 $earch-rule: The detailed specification of the service caonsthaints/enhancement aspects provided for a given
service-type primarily intended for a given user-class and tailored tela particular group of users.

16.1.7 vice-type: A globally unique identification of a‘service capability for a particular purpose within a well-
defined scppe, e.g., a capability of search for a particular type of entries within an area of the DIT. Not all gspects of a
service-tyge may be available to all users.

16.1.8  gubfilter: A Boolean component of a filtef’that comprises only logical ANDs of non-negated filtef items and
of negated filter items, i.e., that can be expressed informally as NOT (filter-item). Any filter can be expfessed in a
canonical form comprising alogical OR of subfilters as discussed in Annex Q.

16.1.9 yser-class: An identified set of users that due to their functions, position in an organization, etc., fan invoke
certain asgects of the service-types within a named-service. Different groups of users identified by their names within a
user-class may see variationsin the service provided. A user group can span user-classes.

16.2 $ervice-type/user -class model

The Direcory Abstract, Service as specified in Rec. ITU-T X.511 | ISO/IEC 9594-3 is the representation] of all the
service capabilities offered by the Directory Specifications. A service-type is a subset of that service for parforming a
particular junction,-e:g., searching for a particular type of object within adefined scope.

A named-gervice’is a collection of service-types for a particular purpose, e.g., to provide a White Pageq service, a
particu|ar type of Yellow Dmdm senvice etc

A service-type is redized primarily through the Search operation, but also through other operations that can specify
entry information selection, i.e., Read and Modify Entry operations. For the purpose of service administration, a read
or a modifyEntry request is considered in some respect equivalent to a search request with subset equa to
baseObject and filter equal toand : {}. Service administration does not affect what information can be modified
by a Modify Entry operation. Thisis solely governed by access control.

An object identifier identifies a service type, thereby giving it a global unique identification. Different user-classes,
dependent on their role, position in the organization, etc., may have somewhat different perceptions of a service-type. A
user-class is identified by an integer that is only required to be unique with a DMD. Different DMDs could assign a
different identifier to what could be considered the same user-class. However, it is expected that administrative
authorities cooperating to provide a common named-service across several DMDs will coordinate the user-group
identifiers. Even for a particular user-class, there may be variations in the service available to users in the class. Such
variations are based on the distinguished names of the users. As an example, users of a particular user-class in one
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country may not have exactly the same view of a service-type as the users of the same user-class in another country,
e.g., to reflect loca privacy laws. The definition of a service-type for a user group is expressed by a search-rule
specifying the details as to how the operation isto be performed.

The service-type and the user-class for which it is primarily intended are indicated in a search-rule.

A user group may span several user-classes. A user within a user-class could possibly also utilize search-rules that were
primarily intended for other user-classes, e.g., users in a user class with a greater capability would also be granted
permissions intended for user-classes that are generally offered lower service capabilities.

A user group is not directly identified by a search-rule, but is indirectly identified by having the Invoke permission to
that search-rule. A user group can invoke any search-rule to which it has the Invoke permission. If a particular user has
the Invoke permission to several search-rules for the same service-type but for different user-groups, the procedures
defined in these Directory Specifications will, everything else being equal, select the search-rule with the highest user-
group identifier. This allows the administrative authority by proper assignment of user-class identifiers to control this
selection.

16.3 $ervice-specific administrative areas

An autonomous administrative area may be designated as a service-specific administrative area in/erder to feploy and
administer| search-rules. This shall be indicated by the presence of the value id-ar-serviceSpecificArea in the
associated|administrative entry's administrativeRole attribute (in addition to the presence of the vallie id-ar-
autonomdusArea, and possibly other values).

Such an afitonomous administrative area may be partitioned in order to deploy and administer search-rules|in specific
partitions. [In this case, the administrative entries for each of the service-specifiC administrative areas are irjdicated by
the presenge of the value id-ar-serviceSpecificArea in these entries administrativeRole atributes. Service
policies fof superior service-specific administrative areas are not relevant subordinate to such an administrative entry.

If such anJautonomous administrative area is not partitioned, there is'd single service-specific administratiye area for
search-rulgs encompassing the entire autonomous administrative area:

One or mdre search-rules are represented in the Directory information model by a subentry, termed a service subentry,
whose objectClass attribute contains the value id-sc-serviceAdminSubentry, as defined in 14.8. A subentry of
this class|shall be the immediate subordinate of an administrative entry whose administrativeRolp attribute
containsthevalue id-ar-serviceSpecificArea.

The evaludtion phase of an operation within a service-specific administrative area is among other dependent on what
base objeqt is used for the operation, possibly after alias dereferencing. Search-rules are therefore tied to entries. When
the base olpject for an operation has been determined, the search-rules tied to that entry are candidates for goyerning the
search. The ties between search-rules within a subentry and entries within the service-specific administratiye area are
established by the subtreespecifiéation operationa attribute of the subentry. The entries identified by|the values
of the subtreespecification,Operational attribute are in this way tied to the search-rules placed in the same
subentry.

A particulgr entry can be associated with search-rules from multiple subentries; these may have the same ¢r different
subtree spgcifications. Cenversely, different parts of the administrative area can be targeted by the one subgntry, using
multiple values of the'subtree specification.

The argunients of<an operation can be validated against a search-rule by using an algorithm called the searchtvalidation
function.

Operation
arguments

TRUE (OK)
- » oor
FAL SE (not OK)

Search-validation
function

Search-rule
e o

X.501(12)_F16

Figure 16 — Sear ch-validation function
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An operation is valid and allowed to proceed if, and only if, the search-validation-function yields TRUE for at least one
of the available search-rules associated with the base object for the operation. For a search-rule to be available for an
operation, the requestor must have Invoke permissions to the attribute value that holds the search-rule. If there is only
one available search-rule with which the operation complies, this search-rule is called the governing-search-rule for that
operation, i.e., the search-rule that is used when the operation is further progressed. If there are several such search-
rules, one of these is selected by local choice as the governing-search-rule. The procedure for selecting a governing-
search-rule is given in 19.3.2.2.1 of Rec. ITU-T X.518 | ISO/IEC 9594-4. The governing-search-rule is thereby
permanently associated with the operation for its evaluation within the service-specific administrative area. Thisis also
the case when part of the operation is carried out by other DSAs holding parts of that service-specific administrative
area.

It is the choice of administrative authorities as to whether:

— to collect several search-rules requiring different Invoke permissions into a single subentry (thereby
requiring access control down to attribute value level if these Invoke permissions vary from value to

I \\"
varucy, Ul

+ to collect search-rules with the same access control permissions into distinct subentrieshso'that access
control permissions can be granted on the basis of permissions to the complete cattribute; different
subentries can then hold different access control permissions.

If there is no search-rule available for an operation specifying a base object entry within a service-specific
administrive area, or if the search validation function returns FALSE for all available search-rules, the dperation is
rejected with an error.

If a servicg-specific administrative area has no subentries, there are no service constraints associated with thaf area.

There may be users that should not be limited by service restrictions, e.g., administrators, and there may |be entries,
when serving as base object entries, for which restriction is not required, e.g., entries low in the DIT. The administrative
authority dan therefore include special search-rules, empty search-rules.

A hierarchjcal group within a service-specific administrative area hasto be completely contained by that areal

The scope|of a Search operation cannot cross the border of a service-specific administrative area. Rec. ITY-T X.518 |
I SO/IEC 9p94-4 specifies procedures that do not allow a Seareh operation starting within a particular service-specific
administrafive area to go outside that area even when aliaseSare dereferenced during the search evaluation. LLikewise, a
search starting outside a service-specific administrative area cannot spread into that area.

16.4 Ifntroduction to search-rules

Search-rulgs are expressions of policies that, on one hand, constrain and adjust operations that can be carried out in a
region of lre DIT, and, on the other handyassist in their execution by guiding the operation process. A seargh-rule has
the following main characteristics:

+ it gives requirements that an operation shall meet if the operation is to be carried out baged on that
search-rule;

4 it specifies adjustment of the operation request;

+ it providés-specification for details of the evaluation of the operation, e.g., by specifying| relaxation
policiesif too many or too few entries are found for Search operation; and

4+ itprovides entry information selection specifications.

When a prpcessing of an operation starts, the base entry of the operation corresponds to one or more servicq subentries
whose su IUC"D}JU.,iﬁbatiUII vattestchide-that-baseet Tty et cby, poter lt;a”y arnumber-of-candidate-search-rules are
identified. The details of the operation are evaluated against these candidate-search-rules. An operation can only be
executed if a compatible search-rule can be found.

16.5 Subfilters

If asearch-ruleis designed to control the Search operation, it may specify a set of attribute types that may be present in
a filter of a search request. These attribute types are called the request-attribute-types for the search-rule. Other
attribute types shall not be present in the filter in any form, negated or non-negated. This subclause further qualifies
what it means for an attribute type to be present in a search filter. A search-rule aso specifies requirements on valid
combinations of request attribute types. It might be a requirement that certain attribute shall be present; it might be a
requirement that at least one out of two attribute types shall be present; it might be a requirement that one attribute type
is not allowed without another being present, etc. To further elaborate on how to express combinations, it is useful to
introduce the concept of subfilters.
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According to propositional calculus, any filter whatsoever can be written as a sequence of subfilters separated by OR
operators. This can be written as:

f:f1+f2+...+fr

where each subfilter, f;, is a sequence of filter items or negated filter items that are separated by AND operators, which
can be written as:

fi =fi1fi2 ... fis
where fj; is either afilter item or its negation.
The subfilter concept is further described in Annex Q.
For afilter to comply with a search-rule, each subfilter shall comply with the search-rule.

For afilter |tem to effectlvely represent an attrl bute typein asubfllter itis requrred to comply with the requrrements of

If at least|one filter-item for an attribute type in each subfilter complrm with the request attrrbuteprof Ie for that
attribute type, the attribute type is said to be an effectively-present-attribute-type.

16.6 Filter requirements

For an attijibute type to be effectively present in afilter, the attribute type or, if the incldadesSubtypes option of the
request-attribute-profile is set, one of its subtypes shall be present in at least one non=negated filter itgm of each
subfilter. uch a non-negated filter item shall comply with all of the following requirements:

4 It shal be anon-negated filter item that is not one of the following-types:
greaterOrEqual,

lessOrEqual,

present Of contextPresence unless explicitly allowed by the request-attribute-profile.
+ It shal comply with the request-attribute-profile specification for that attribute type.

4+ Ifitisan extensibleMatch filter item, the attribute type shall be specified in the type cornponent of
theMatchingRuleAssertion.

NOTE —If this last restriction is not introduced, this filter item could implicitly include an unspecified number of
attribute typesinto the search filter and therely‘impair the search validation procedure.

If an attribute type is represented in afilter, it shalt-be effectively present.

It is alowgd to have extensibleMatch filteritems without the type component in the filter. Their presenge does not
affect the pearch validation against search-rules. However, such a filter item shall only be applied to attriblites whose
types are| request-attribute-types, ile.,) represented in the governing-search-rule by a request-attriute-profile
(see 16.10{2).

16.7 Attribute infor mation selection based on sear ch-rules

Outside a pervice-specifi€:administrative area, attribute information returned is selected by the selection fomponent
of the opgration reguest possibly modified by the operationContext 0Of the CommonArguments, and gny context
defaults eqdablished-either within a context default specific administrative area or by local context defaults. Fpr a Search
operation, | selection of information may also be modified by the matchedvaluesonly compongnt in the
SearchArigumént. However, when an operation is controlled by a governing-search-rule, this search-rule njay specify
what information is to be returned. When thisis the case, the user attribute information returned shall be the intersection
of what the governing-search-rule specifies and what would have been returned had there been no governing-search-
rule. If the entry information selection in the selection component specifies selection of operational attributes, the
same rule shall apply for operational attributes. If the entry information selection does not specify return of operational
attribute information, operational attribute information returned shall solely be determined by the governing-search-
rule.

A governing-search-rule may specify what attribute information is to be returned completely independently of what
attribute types may be specified in asearch filter.

When information is to be returned based on hierarchical groups, selection of attribute information from such entriesis
based on the principle above, except that matchedvaluesonly specifications have no effect.

NOTE — Family member selection is not governed by the above principle (see 16.10.6).
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16.8 Access contr ol aspects of search-rules

Search-rules provide some additional access control capabilities besides those capabilities described in clause 18. In a
service-minded approach, it is necessary to apply restrictions on how operations can be formulated and what
information can be returned. This should be based not only on the identity of the user, but also on the service-type and
the user-class, thereby allowing the administrative authorities to tailor the service based on quality of information,
charging considerations, etc.

The access control capabilities as defined in clause 18 are used for ensuring that only proper user groups can invoke
search-rules. These capabilities can also protect information never to be accessed by particular user groups.

A DSA that caches information originating from a service-specific administrative area may not have search-rules for
controlling the restrictions on that information. As for access control (see 18.8.2), a Security Administrator should be
aware that a DSA with the capability of caching may impose a significant security risk to other DSAs.

16.9

As contex} assertions can be part of a filter item for the Search operation, search-rule specifications'nged to take
contexts ifto account. Inclusion of contexts into the search-rule brings new capabilities into the contexts fleature that
may simpl|fy requirements on DUA and DSA implementations.

ontexts aspects or sear cn-rules

The basic [context feature allows the user to specify contexts for the Search filter and for entry information selection;
and it aloys the administrative authorities to establish context defaults within a context default specific administrative
defaults apply indiscriminately to al users and to all service-types. ,However, the context|feature as
provided by the search-rules alows the user to specify a minimum of context_information, and it pllows the
administrgfive authorities to make individual context specifications for each search-rule. In addition, it is gossible, as
16.8, to provide access control like function through proper desigh-of the search-rule context specification.
text specifications in search-rules could make establishment of eontext default specific administrigtive areas
redundant,

16.10  $earch-rule specification

The sear¢hrRule ASN.1 datatype gives the syntax of a search:rule.

SearchRulle ::= SEQUENCE {
COMPONENTS OF SearchRuleId,

servideType [1] OBJECT IDENTIFIER OPTIONAL,
userCllass [2] INTEGER OPTIONAL,
inputAlttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
attributeCombination [4] AttributeCombination DEFAULT and:{},
outputfAttributeTypes [5] SEQUENCE SIZE (1l..MAX) OF ResultAttribute OPTIONAL,
defaulltControls [6] ControlOptions OPTIONAL,
mandatjoryControls [7]° . ControlOptions OPTIONAL,
searchRuleControls [81 ControlOptions OPTIONAL,
familylGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
relaxaltion [11] RelaxationPolicy OPTIONAL,
additijonalContxol [12] SEQUENCE SIZE (1l..MAX) OF AttributeType OPTIONAL,
allowedSubset [13] AllowedSubset DEFAULT '[L11'B,
imposeldSubset [14] ImposedSubset OPTIONAL,
entryl{imit [15] EntryLimit OPTIONAL,
}
SearchRuleId ::= SEQUENCE {
id INTEGER,

dmdId [0] OBJECT IDENTIFIER }

AllowedSubset ::= BIT STRING {baseObject(0), oneLevel(l), wholeSubtree(2)}

ImposedSubset ::= ENUMERATED {baseObject(0), oneLevel(l), wholeSubtree(2),...}

RequestAttribute ::= SEQUENCE {

attributeType ATTRIBUTE. &id ({SupportedAttributes}),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({SupportedAttributes}{@attributeType}) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
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values SEQUENCE OF ATTRIBUTE.&Type

({supportedattributes}{@attributeType}),
...} OPTIONAL,

contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,

contextCombination [4] ContextCombination DEFAULT and:{},

matchingUse [5] SEQUENCE SIZE (l1l..MAX) OF MatchingUse OPTIONAL,
ContextProfile ::= SEQUENCE ({

contextType CONTEXT. &id ({SupportedContexts}),
contextValue SEQUENCE SIZE (1l..MAX) OF CONTEXT.&Assertion

e}

({supportedContexts}{@contextType}) OPTIONAL,

ContextCombination ::= CHOICE {
context [0] CONTEXT.&id ({SupportedContexts}),

and I SEQUENCE OF Comntextcombinatiormn,

or [2] SEQUENCE OF ContextCombination,
not [3] ContextCombination,
. )
MatchingUse ::= SEQUENCE {
restrijctionType MATCHING-RESTRICTION. &id ({SupportedMatchingRestrictions}),

restrijctionvValue MATCHING-RESTRICTION. &Restriction

s}

-- Definjition of the following information object set is deferred, perhaps to
-- stanjardized profiles or to protocol implementation conformance statements.
e

-- The

-- SupportedMatchingRestrictions
SupportedMatchingRestrictions MATCHING-RESTRICTION ):v= {...}

AttributleCombination ::= CHOICE {
attribute [0] AttributeType,

({supportedMatchingRestrictions}{@restrictionType}),

t is required to specify a table constraint on the components of

and [11] SEQUENCE OF AttributeCombination,
or [2] SEQUENCE OF AttributeCombination,
not [31] AttributeCombination,
e}
ResultAttribute ::= SEQUENCE {
attributeType ATTRIBUTE. &1d7({SupportedAttributes}),
outputiValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type
({SsupportedAttributes}{@attributeType}),
matchedvValuesOnly NULL } OPTIONAL,
contexts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL,
e}
ControlOptions ;5= ~SEQUENCE {
serviceControls [0] ServiceControlOptions DEFAULT {},
searchOptiens [1] SearchControlOptions DEFAULT {searchAliases},
hierarchyOptions [2] HierarchySelections OPTIONAL,
e}
EntryLimit ::= SEQUENCE {
default INTEGER,
max INTEGER,
.o}
RelaxationPolicy ::= SEQUENCE {
basic [0] MRMapping DEFAULT {},

tightenings [1] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,

relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
maximum [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1,
.o}
MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,
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substitution [1] SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL,

-}

Mapping :

:= SEQUENCE {

mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY {-- shall be an--

level

-}

-- object identifier of a mapping-based matching algorithm -
INTEGER DEFAULT O,

MRSubstitution ::= SEQUENCE {
attribute AttributeType,
oldMatchingRule [0] MATCHING-RULE.&id OPTIONAL,
newMatchingRule [1] MATCHING-RULE.&id OPTIONAL,

-}
16.10.1

Sear ch-rule identification components

-,

The id component allows for the unique identification of search-rules within aDMD. The value zero is reser
empty sealfch-rule. The purpose of an empty search rule is described in 16.3.

The dmdx

L component gives a unique identification of the DMD that has established the search+«rule’ This

together wjth id permits the definition of a unique, global identification of a search-rule.

NOTE

The id co

search-rul

+ How this uniquenessis to be policed is outside the scope of this specification.

.

The serviceType component is an object identifier that identifies the service-type supported by this searc
component shall always be present except for an empty search-rule.

Theuser

¢'lass component indicates the user-class for which the search-rule is primarily intended. For agiv

type, therdq can be several search-rules specifying the same user-clasS)This component shall always be prej
for an empty search-rule.

16.10.2

The inpu

Request-attribute-profiles

be represented in a search filter. If a search filterdincludes a filter item for an attribute type not repres
request-attfibute-profile, the search validation against this search-rule fails. The RequestAttribute
specifies the requirement on afilter item for the éttribute type specified in the filter item to be effectively pre
component is absent, the search-rule does not\put any restriction on the presence of attribute types, i.e., any
complies With this component. If the component is present, but empty, only a read request, amodifyEntry

dsearch

request with default filter (and~: { }) complies with this component.

The following subcomponents aretel evant for all operation types controlled by search-rules:

8 TheattributéType subcomponent specifies the attribute type for which this specification &
the only mandatory subcomponent. There can only be one Requestattribute Specification
atribute s4ype within a search-rule. If this is the only subcomponent, except possibl

except-that if such filter items are in thefilter, at least one of them shall be non-negated.

ved for the

component

mponent (with the value of zero) and the dmdld components are the only camponents relevant forl the empty

-rule. This

EN service-
bent except

tAttributeTypes component shall specify request-attribute-profiles for all attribute types that shall or may

ented by a
data type
sent. | this
operation
request or

pplies. It is
for agiven
y for the

includéSubtypes subcomponent, there are no restrictions on search filter items for this attfibute type,

filter item for a subtype of this attribute type.

b)) , Theé includesubtypes subcomponent specifies that this request-attribute-profile can be saI|isfied by a

The following subcomponents are only relevant for the Search operation:

C¢) The selectedvalues subcomponent provides a set of attribute values of the type given in
attributeType. If this attribute type is represented in the filter, there shall be at |east one non-negated
filter item for this attribute type that matches at least one value of this subcomponent. Otherwise, this
attribute type is not effectively present in the filter.

If this subcomponent is absent, the above matching evaluatesto TRUE.
If an empty set of attribute values is given, this attribute type can only be effectively present in:
— apresent filter itemif the contexts subcomponent is not present; or
— acontextPresent filter itemif the contexts subcomponent is present.
d) The defaultvalues subcomponent does not affect the evaluation of a search request against the

search-rule, but controls the Search operation when a search-rule has been selected as the governing-
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search-rule. This component provides a set of attribute values of the type given in attributeType. If a
filter item using this attribute type is defined within the filter, but there is no attribute of this type present
in an entry (or afamily grouping), then thisfilter item evaluates to TRUE (or to FAL SE if negated) if the
filter item matches one of the values in this subcomponent. If this subcomponent is absent, there are no
default values.

If this component is present, but empty, it indicates that this component takes all possible values, i.e., a
filter item for this attribute type always evaluates to TRUE (or to FALSE if negated) if the attribute type
is absent in an entry.
NOTE 1 — This reflects the situation where a filter item shall be ignored if an attribute of the type referenced is
absent.

If an entry holds an attribute of thistype, normal matching against this attribute is done.

€) The contexts subcomponent specifies the context types that are allowed to be represented in a filter
item for this attribute type. A particular context type shall not be represented more than once in this
subcomponent.

— If the subcomponent is absent, any context information may be present in a filtersitgm for this
attribute type.

— If the subcomponent is present, only context types specified by this subcomponent may|be present
in a filter item for this attribute type. If it is an empty sequence, no context informatipn may be
present in afilter item for this attribute type.

— If only a context type is specified, any context value of that typé may be present in {he context
assertion.

— If context values for a given context type are present in this.subcomponent, only those yalues may
be present in a corresponding context assertion in afilter item.

If the context specification in the filter item does not coniply with the above, the filter itefn does not
comply with the request-attribute-profile for the attributétype.

fl The contextCombination subcomponent specifiés'the valid combination of the context types as listed
in the contexts subcomponent within this request-attribute-profile. If this subcomponent is absent,
there is no regtriction on the combination of these context types. If an invalid combination|of context
types is present, the filter item does not comply with the request-attribute-profile for the attrfibute type.
This component may specify that certain,context types shall unconditionally be present.

@) The matchingUse subcomponent isiused to specify possible constraints on the use of the|applicable
matching rule, e.g., minimum lengths for substring matching. The applicable matching rulgis the one
that actually is going to be used before any relaxation but after a possible basic substitution. [The details
on the restrictions and how they are evaluated are described as part of the restriction specification. If this
subcomponent specifies-amatching restriction defined for the matching rule to be used, it |is checked
whether this matching restriction is violated or whether unsupported aspects of the matching rple have to
be applied. If that,iSthe case, then:

— if the pexformExactly Search control option is not set, the implementation may use alqgcal rule on
how tq apply the matching rule in a different way;

NOTE 2 — Such a local rule requires a customization capability to be applied for the matching rule in
question.

—.<(if the performExactly Search control option is set or it is not possible to apply alocfl rule, the
search reguest does not comply with this search-rule.

16.10.3 Attribute combinations

The attributeCombination component specifies the valid combination of the request-attribute-types as listed in the
inputAttributeTypes component. If this component is absent or has the default value (and : { }), thereis no
restriction on the combination of request-attribute-type and all relevant types of operations comply with this component.
If an invalid combination of request-attribute-types is present, the search validation against this search-rule fails. This
component may specify that certain attribute types shall unconditionaly be effectively present in the filter. This
component shall be absent if inputAttributeTypes is absent or empty. If this component is present and has a
non-default value, only a Search operation with a non-default filter can potentially comply with this component.

16.10.4 Attributesin theresult

The outputAttributeTypes component specifies what attribute types (or their subtypes if the
noSubtypeSelection Service control option is not set) will potentially be present in the result, subject to access
control (see 16.7). If a matched entry or compound entry does not contain any of the attributes defined in this
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component, it is not included in the result. A similar rule applies for individual family member marked as the result of
the matching or through operations specified by control attributes in the additionalControl component. If such a
family member holds none of the attribute types defined by this component, this corresponds to the family member and
all its subordinates being explicitly unmarked. The Resultattribute data type specifies the details about how such
an attribute type shall be represented in the result. This component does not affect search validation. If absent, the
search-rule does not affect the entry information selection except as possibly specified by the familyReturn and
additionalControl components. Thiscomponent has the following subcomponents:

a) TheattributeType subcomponent specifies the attribute type for which this specification applies. It is
the only mandatory subcomponent. There can only be one Resultattribute Specification for a given
attribute type within a search-rule.

b) The outputvalues subcomponent specifies what attribute values of this attribute type are candidates
for being returned. The set of values may be further restricted by the context subcomponent, entry
|nf0rmat|on selection as prowded by the requestor, access control etc. If th|ssubcomponent is absent, all

alues of the
type given in attributeType. OnIy those values listed are candidates for attribute Vgues to be
returned. The matchedvaluesonly choice specifies that only those attribute values of\the atfribute that
contributed to the filter returning TRUE via filter items other than present are candidateg for being
returned (see 10.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3 for a definition of the term "contriputed").

¢) The context subcomponent holds a set of context profiles that specify what attribute value information
isreturned for this attribute type.

— If this subcomponent is absent, the search-rule does not make/any’ restrictions on whgt attribute
values can be returned based on contexts.

— If a context type is not included in this subcomponent{_no~context information of this type is
returned with any returned attribute value of this attribute type.

— If acontext profile does not include the contextvalue datatype, al context values of the context
type are returned with each attribute value.

— If one or more context profiles include the ¢ontextvalue data type, each such context profile is
treated as a ContextaAssertion to be applied against the attribute values as specified|in 8.9.2.4.
Only those attribute values for which_this evaluation yields TRUE for all such context types are
returned. If this selection results in ne va ue being returned for this attribute type, the attr{bute is not
included in the result. Likewise, if this selection results in no information left for an entryf, this entry
is not returned.

— If dl returned attribute values of this attribute type have the same { context type, context yalue} pair
to be returned, such a context value is removed from all the attribute values. If that |eaves a context
without any context vaue, it is completely removed.

NOTE — This.will permit a service to be tailored in such a way that a user with simple eguipment in
most cases can receive information without contexts.

16.10.5 $ervice and search eontrols

The defayltcontrols.COMponent, if present, isused to specify setting of bits not explicitly set for an opergtion in the
Servicedontroloptions Within the service controls of the operation argument, and if the operation is a Bearch, the
SearchControlOptions and HierarchySelections. If any specific option is absent, the defaultiControls
element, if| present; is used.

If al the hierdrchyOptions subcomponent is absent in defaultControls, Or the defaultControls|is absent,
hierarchy selection shall not be used. If the hierarchySelection component is present in a search argument and
specifies anything than self, the search validation against this search-rule fails. Corresponding elements in
mandatoryControls and searchRuleControls shall be omitted.

If the defaultControls component is completely absent, it shall be considered to take the standard default value
{ serviceControls { }, searchOptions {searchAliases} }.

The mandatoryControls component specifies, by setting specific bits, the bitstring options that shall be present as
specified in defaultControls; if any bit specified by mandatoryControls differsin the user-supplied options from
defaultControls, the search validation against this search-rule fails. Bits not specified by the
mandatoryControls component are taken as zero. If the operation is a Read or Modify Entry operation, only the
serviceControls subcomponent is considered.

The searchRuleControls component specifies, by setting specific hits, the bitstring options that are to be taken from
the defaultControls rather than from the user-supplied options. Bits not specified by the searchRuleControls
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component are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceControls
subcomponent is considered.

NOTE —If the user supplies Uy o p in @ Search operation, and the default bits are Dg ¢ N, the result of applying the
defaultControls component is a bit string Coy ¢, y Where bits O to p are taken from U and the remaining ones from D. The
search validation against this search-rule fails if the bitstring C&M is not equal to D&M, where C means Cyy, n , ‘&' represents a
bitwise-AND operation, and My, n iS the bitstring specified by mandatorycontrols. Otherwise, the value of options that is
used is (C&~S | D& S) where Sisthe bitstring specified by searchRulecontrols, ~Sisits bitwise negation, and | represents a
bitwise-OR operation. This last manipulation has the effect of excising the bits indicated by searchrRulecControls and
replacing them with the default bit values. The familyGrouping component specifies a family grouping specification that, if
present, takes precedence over (i.e., substitutes for) the familyGrouping in the commonArguments of the search argument.

16.10.6 Family specifications

The familyGrouping component specifies a family grouping selection that, if present, takes precedence over (i.e.,
substitutes for) the familyGrouping Of the CommonArguments Of the search argument.

The faminReturn component specifies family member return selection. It adjusts the specification gi
familyReturn in the EntryInformationSelection (Or its default) of the search argument(The
specificatipn takes precedence with respect to the specification in memberselect component,.while t
argument [specification takes precedence with respect to familySelect component, i.e., if, the famiflySelect

componen
ignored.

is present in the search argument, a possible familySelect component imthe search-ru

16.10.7 Control of relaxation

The rel
ConStrUCtalﬁ:

ation component defines the relaxation policy using the RelaxationPolicy construct.
ay be included in a search request in the relaxation component. The procedure associatefl with this

construct i described here, covering both the case where it isincluded in a'search-rule and the case where it
in a sear¢h request. If RelaxationPolicy isincluded in both the search-rule and in the search request
specificatipns are given in 10.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594=3.

The RelajationPolicy hasthe following subcomponents:

)

and/or mapping-based matching functions.that’are applied to a search filter for the first eval

en by the
search-rule
€ search

e shal be

The same

sincluded
additional

ation (i.e.,

The basic subcomponent, if present, defineS.MRMapping, i.e., a Set of matching-rule QJ‘bstitutions

without tightening or relaxation). This permits the selection of a more appropriate match than
match. Omission of the item or supplying it with an empty set causes al the norma mat
without applying any mapping-based matching to be used for the first evaluation.

The tightenings subcomponent, if present, comprises a sequence of substitutions and of

he original
thing rules

mappings,

each defined by MrRMapping;-that are to be applied in the order given, one at the time, if the matched

entries are too numerous-(greater than max imum).
The relaxations.Subcomponent, if present, comprises a sequence of substitutions and map

bings, each

defined by MrRMapping, that are to be applied in the order given, one at the time, if the matched entries

aretoo few (lessthan minimum).

The maximum subcomponent shall always be present if tightenings is present, and then specifies the

number ef-entries found above which atightening is to be applied.

Thedminimum subcomponent specifies the number of entries found for which (or below which) a

relaxation is to be applied; if absent, it defaults to zero.

NOTE ] ~Relaxation/tightening is not affected by the performExactly search control option.

Matching rule substitutions and mappings are defined by MrRMapping €lements, each of which consists of a sequence-of
Mapping €lements and a sequence-of MRSubstitution elements. The sequence orders of these elements have no

significance.

A Mapping element has the following components:

a)

b)

The mappingFunction component identifies a mapping-based mapping function with
mapping table to be applied.

associated

The 1evel component identifies the level of relaxation (or tightening if negative) to be applied for the
mapping-based matching. This component shall be ignored if the susercontrol is set for the mapping-
based matching and the extendedarea search control isincluded in the search request, in which case

the value specified in extendedarea is applied.

NOTE 2 — For the basic substitution and mapping, the 1evel should in many cases be set to zero.
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A MRSubstitution element has the following components:
ad) attribute describesthe attribute to which the substitution is to be applied.

b) oldMatchingRule iSthe matching rulethat isto be substituted for. If absent, it applies to the previously
applicable matching rule of the specified type for the attribute, if there is one. For basic substitution, or if
basic substitution is not performed, for the first relaxation/tightening substitution, the applicable
matching is the one that would otherwise have been used. For subsequent substitutions, the applicable
matching rule is the one brought in by the previous substitution. If this subcomponent specifies a
matching rule that is not the previously applicable matching rule, then no substitution is performed.

NOTE 3—As an example, if the filter item is of type equality and thereby selecting an equality matching rule, and this
subcomponent specifies a substring matching rule, then no substitution is performed.

C) newMatchingRule iSthe object identifier for the substitute matching rule that is to be used in place of
the old matching rule. If absent, any corresponding filter-items are evaluated as TRUE for a non-negated
item, and FAL SE for anegated item (i.e., in accordance with id-mr-nullMatch).

The following applies only for matching rule substitution specified in a search request. If<q matching
rule is specified for which there is a matching restriction for the attribute type (see 16.10.2; item g)) that
will make the search request non-compliant with the governing-search-rule; or.an- unsupported or
incompatible matching rule is specified, the substitution is abandoned and no further substitution is
performed for the attribute type.

NOTE 4 — It is assumed that a DSA will not allow invalid substitutions to be present in a search-rule)

One attribute can have multiple MRSubstitution €lements in an MRMapping provided that the combination of
attribute and oldMatchingRule (if present) is unique. When oldMatchingRule iS\dbsent in one MRSubstitution,
but is pregent in another MRSubstitution, the latter takes precedence in mapping the matching rule efined by
oldMatchingRule.

16.10.8 Additional control component

The addilftionalControl component allows the effect of a.gowerning-search-rule to be adapted to|a specific
environment where additional control of a Search operation is reguired. It specifies one or more control attripute types.
The semartics, syntax and placement of such a control attributetype referenced by this component shall be|defined as
part of the control attribute definition. Such a specificatian, may be made outside these Directory Specifications. A
control attfibute specified includes a part of its definition procedures to be executed based on the information provided
by the confrol attribute.

This comppnent does not affect the search-validatian function.

A control Bttribute could be placed in such way that it affects several entries, e.g., in a service-specific administrative
point or in a service administration subentry. It can aso be placed in individual entries. When a control fttribute is
placed in |ndividual entries, it can only,affect entry information selection for those entries. A control attfibute may
result in certain entries or family, members being explicitly unmark, which will prevent their presence in [the Search
result.
NOTE 1 —By placing a contrel attribute in the service-specific administrative point, the control attribute can afffct the way
matching is performed. As ar’example, an attribute type specified in afilter item can be mapped into or supplementefl by a set of
attribute types (“friendly*attribute types) against which matching can be performed in some defined way, e.g., to obtgin the same
effect pfovided by attribute subtyping. Similarly, a control attribute could adjust the entry information returned.
NOTE 2 — By plaeing a control attribute in a given entry, it is possible to take individual requirements into account, €.g., to cover
persong dataprotection requirements.

If compoupdentries are been marked or unmarked as the result of the processing of one or more control attrjbutes, this
shall be done before applying the family return specification (as specified by the familyReturn in the
EntryInformationSelection Or as overridden by the familyReturn search-rule component). If the explicit
unmarking results in no member of a compound entry being returned, the compound entry is completely removed from
the result.

16.10.9 Miscellaneous components

The allowedsubset component specifies the valid choices of the Search request subset specification. This search-
rule component is ignored if the imposedsubset Search-rule component is present and the usesubset Search control
isnot set in a search request. Asdefault, any subset choiceis possible. If the subset parameter of a search request
does not specify a value compatible with this search-rule component, the search validation against this search-rule fails.
For aRead or Modify Entry operation to comply with this component, it must include the value baseobject.

The imposedsubset component specifies a subset that substitutes the subset specification in a search request. If
this component is not present or if the usesubset search control is set in the search request, no substitution is
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performed and the restriction expressed by the allowedsubset is exercised. This component shall be ignored when
evaluating aread Or modi fyEntry request against a search-rule.

The entryLimit component has two subcomponents. The default subcomponent indicates the size limit to be

imposed by the Directory if the sizeLimit Service control is not set. The max subcomponent indicates the maximum
allowable value for the sizeLimit Service control. If exceeded, the effective sizeLimit iSreduced to thismax value.
This component shall be ignored when evaluating a read or modi fyEntry request against a search-rule.

16.10.10 ASN.1 information object classes

The SEARCH-RULE, REQUEST-ATTRIBUTE and RESULT-ATTRIBUTE information object classes are provided to
facilitate the documentation of search-rules:

SEARCH-RULE ::= CLASS {
&dmdId OBJECT IDENTIFIER,

1 R ORTIONAL y
&user(lass INTEGER OPTIONAL,
&InputjittributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&combination AttributeCombination OPTIONAL,
&OutputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defaultControls ControlOptions OPTIONAL,
&mandatoryControls ControlOptions OPTIONAL,
&searchRuleControls ControlOptions OPTIONAL,
&famillyGrouping FamilyGrouping OPTIONAL,
&famillyReturn FamilyReturn OPTIONAL,
&additlionalControl AttributeType OPTIONAL,
&relaxjation RelaxationPolicy OPTIONAL,
&allowedSubset AllowedSubset DEFAULT '111'B,
&imposjedSubset ImposedSubset OPTIONAL,
&entryLimit EntryLimit OPTIONAL,
&id INTEGER UNIQUE }

WITH SYNTAX {
DMD ID &dmdId
[SERVIICE-TYPE &serviceTypel
[USER-|CLASS &userClass]
[INPUT| ATTRIBUTES &InputAttributeTypes]
[COMBIINATION &combination]
[oUTP ATTRIBUTES &OutputAttributeTypes]
[DEFAULT CONTROL &defaultControls]
[MANDATORY CONTROL &mandatoryControls]
[SEARCH-RULE CONTROL &searchRuleControls]
[FAMILY - GROUPING &familyGrouping]
[FAMILY -RETURN &familyReturn]
[ADDITIIONAL CONTROL &additionalControll]
[RELAXIATION &relaxation]
[ALLOWED SUBSET &allowedSubset]
[IMPOSED SUBSET &imposedSubset]
[ENTRY| LIMIT &entryLimit]
ID &id }
REQUEST-ATTRIBUTE ': := CLASS {
&attribputeType ATTRIBUTE. &id,
&SeledtedValues ATTRIBUTE. &Type OPTIONAL,
&DefaultValues SEQUENCE {
ent OBFECT-CEASS &t OPTIONAL;
values SEQUENCE OF ATTRIBUTE.&Type } OPTIONAL,
&contexts SEQUENCE OF ContextProfile OPTIONAL,
&contextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,
&includeSubtypes BOOLEAN DEFAULT FALSE }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[SELECTED VALUES &SelectedValues]
[DEFAULT VALUES &DefaultValues]
[CONTEXTS &contexts]
[CONTEXT COMBINATION &contextCombination]
[MATCHING USE &MatchingUse]

[INCLUDE SUBTYPES

&includeSubtypes] }

RESULT-ATTRIBUTE ::= CLASS {
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&attributeType ATTRIBUTE. &id,

&outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type,
matchedValuesOnly NULL } OPTIONAL,

&contexts ContextProfile OPTIONAL }

WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[OUTPUT VALUES &outputvValues]

[CONTEXTS &contexts] }

16.11 Matchingrestriction definition

An administrative authority may want to put restrictions on how a matching rule is applied. As an example, arestriction
on a substring matching rule may specify minimum lengths on substrings provided in a search filter item. Such a
restriction is of a permanent nature and has no dynamic characteristics, asit is the case for search relaxation.

Within a sprvice-specific administrative area, restrictions can be applied by the proper construction of search rules, and
thisisthe pnly place where matching restrictions can be introduced.

Matching festrictions may be defined as values of the MATCHING-RESTRICTION information object class:

MATCHING-RESTRICTION ::= CLASS {

&Restrjiction,

&Rule MATCHING-RULE. &id,

&id jT OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

RESTRIICTION &Restriction

RULES &Rules

ID &id }

For amatching rule restriction that is defined using thisinformation objéct Class:
@) &Restriction isthe syntax for the matching restriction to be applied;

) &Rules isthe set of matching rules to which thisxestriction can be applied. The restrictions ¢an only be
specified for a basic matching rule, i.e., does\not include the sParentMatchingRules field in its
definition;

¢) &idistheobject identifier assigned tojt.

Several mgtching restrictions can be defined for any*one matching rule, but only one can be applied in a given situation.

16.12 $earch-validation function

The searchj-validation function is an abstract function that is used to determine the compatibility of a search r¢quest with
aparticulal search-rule. The search-validation function yields TRUE if the search request complies with the gearch-rule.
Otherwise| it yields FALSE. Fer-asearch request to comply with a search-rule:

+ attribute types other than those represented by the inputattributeTypes shall not be pregent in any
form in the.search filter, negated or non-negated;

if an attribute type is present in afilter, it shall also be effectively present;
NOTE + Thisimplies that an attribute type shall not be only represented by negated filter items.

the condition for the effective presence of request attributes as specified by the pearch-rule
|~ artributeCombination component gshall be fulfilled:

— if there are request-attribute-profiles that include the selectedvalues subcomponent, the
corresponding attributes shall only be represented by non-negated filter items;

— the subset specification in the search argument shall comply with the search-rule subset specification;

— the mandatory control as specified by the mandatoryControls component shall be exactly as in
defaultControls for the search-rule.

For an attribute type represented by one or more filter items in a subfilter to be effectively present in that subfilter, at
least one of the filter items shall comply with the Requestattribute specification for that attribute type, i.e.:

— thefilter items shall be of type as specified in 16.6;

— if the selectedvalues subcomponent is present and non-empty in the request-attribute-profile, the
filter item shall match this subcomponent;
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— the context specification in the filter item shall comply with the context specifications in the request-
attribute-profile;

— the matching rule specification in the filter item shall comply with the matching rule specifications in the
request-attribute-profile; and

— any matching restriction shall be fulfilled.
The detailed search-validation procedure is specified in clause 13 of Rec. ITU-T X.511 | ISO/IEC 9594-3.
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SECTION 8 — SECURITY

17 Security model

17.1 Definitions

This Directory Specification makes use of the following terms defined in Rec ITU-T. X.800 | 1SO 7498-2
(formerly:CCITT. X.800 | SO 7498-2).

—  accesscontrol;

— authentication;

The follow

security policy;
confidentiality;
integrity.
ing terms are defined in this Directory Specification:

1711

17.1.2

protected ifems of the Directory are entries, attributes, attribute values and names,

17.2

The Direc
DIB. Sud
Rec. ITU-]

Two asped
and the ac
NOTE
clause ]
howeve
informg

1721 A

Authenticg
where nec

NOTE
compar

General-us

access control scheme: The means by which access to Directory information and potentially to ag
themselve$ may be controlled.

rotected item: An element of Directory information to which access, tan be separately conti

urity policies

ory exists in an environment where various administrative-authorities control access to their por

[ X.509 | ISO/IEC 9594-8).

ess control scheme.

fion.

A\uthentication proceduresand mechanisms

tion procedures and mechanisms in the context of the Directory include the methods to verify ang
bssary :

the identity,of ‘BSAs and Directory users;

the identity: of the origin of information received at an access point.

cess rights

olled. The

ion of the

h access is generdly in conformance with seme" administration-controlled security policy (see

ts or components of the security policy whichgffect access to the Directory are the authentication [procedures

- Clause 18 defines two access control schemes known as Basic Access Control and Simplified Access Control, and
9 defines Rule-based Access Control. These schemes may be used in conjunction with local administrative controls;
, since local administrative policy has’no standardized representation, it cannot be communicated in shadowed

propagate

| — The administrative authority may stipulate different provisions for the authentication of administrative users as

bd to provisions for the authentication of non-administrative users.

e\ authentication procedures are defined in Rec. ITU-T X.509 | ISO/IEC 9594-8 and can 4

conjuncti

TWItT e aCTesS Contror schemes defied i this DiTectory Specification to enforce Secarity poticy.

NOTE 2 — Future editions of the Directory Specifications may define other access control schemes.
NOTE 3 —Loca administrative policy may stipulate that authentication taking place in certain other DSAs (e.g., DSAs in other

DMDs)

isto be disregarded.

e used in

In general, there will be a mapping function from the authenticated identity (e.g., human user identity as authenticated
by an authentication exchange) to the access control identity (e.g., the distinguished name of an entry, together with an
optional unique identifier, representing the user). A particular security policy may state that the authenticated identity
and the access control identity are the same.

17.2.2  Access control scheme

The definition of an access control scheme in the context of the Directory includes methods to:

—  specify access control information (ACl);
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— enforce access rights defined by that access control information;
— maintain access control information.

The enforcement of access rights applies to controlling access to:
—  Directory information related to names,
—  Directory user information;
—  Directory operational information including access control information.

Administrative authorities may make use of all or parts of any standardized access control scheme in implementing their
security policies, or may freely define their own schemes at their discretion.

However, administrative authorities may stipulate separate provisions for the protection of some or all of the Directory
operational information. Administrative authorities are not required to provide ordinary users with the means to detect
provisions for the protection of operational information.

— Administrative policy may grant or deny any form of access to particular attributes (e.g., operationd attributes)
ive of access controls which may otherwise apply.

ry provides a means for the access control schemein force in a particular portion of the DIB to b¢ identified
use of the operational attribute accessControlscheme. The scope of such a scheme is defjned by an
Access Control Specific Area (ACSA), which is a specific administrative area that iscthe* responsibility of the
ing Security Authority. This attribute is placed in the Administrative Eftry” for the corfesponding
ive Point. Only administrative entries for Access Control Specific Points~are alowed to fontain an
trolScheme attribute.

— If this operational attribute is missing with respect to access to a given entry, then the DSA shall behave ps for afirst
SA (i.e, itisaloca matter to determine an access control mechanism andits'effect on operations, results anl errors).

NOTE

trolScheme ATTRIBUTE ::= {

NTAX OBJECT IDENTIFIER

Y MATCHING RULE objectIdentifierMatch

VALUE TRUE
directoryOperation

ID id-aca-accessControlScheme }
Any suberttry or entry in an ACSA is permitted to containentry ACI if and only if such ACI is permitted and consistent
with the v@lue of the accesscControlscheme attributeof the corresponding ACSA.

17.3 rotection of Directory operations
There are fwo forms of protection availablefor Directory operations: confidentiality and integrity.
Confidentiglity is available only on & peint-to-point basis through the use of Transport Layer Security (TLS), which

may be injoked for the Internet Directly Mapped (IDM) Directory protocols, for the Open Systems Interonnection
(OSl) Trampsport Layer on top ofithe Transmission Control Protocol (TCP) and for LDAP. TLS is not avallable for a
pure OSI |Directory protocel \stack. It is noted that point-to-point protection may be inadequate in a |distributed
environment; however, end-te<end confidentiality is only provided through the protection of the attributes thgmselves.

Integrity i$ provided ifitwo ways. Point-to-point integrity may be provided for IDM Directory protocols and for LDAP
through the use of \TL'S. End-to-end integrity may be provided by signing and optionally chaining signed Directory
operations|using OPTIONALLY - PROTECTED as specified below. The PDUs containing the Directory operatipns are not

protected; [rather; the arguments, results, and errors are protected. There is no mechanism for providing a secure
pers| stent tecord-of events such asDAP. npnr:d’innc

OPTIONALLY-PROTECTED iS a parameterized data type where the parameter is a data type whose values may, at the
option of the generator, be accompanied by their digital signature. This capability is specified by means of the following
type:

OPTIONALLY-PROTECTED{Type} ::= CHOICE {
unsigned Type,
signed SIGNED{Type} }

The OPTIONALLY-PROTECTED-SEQ iS used instead of oPTIONALLY-PROTECTED When the protected data type is a
sequence data type that is not tagged.

OPTIONALLY-PROTECTED-SEQ{Type} ::= CHOICE {
unsigned Type,
signed [0] SIGNED{Type} }
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The sIGNED parameterized data type, which describes the signed form of the information, is specified in 6.1 of
Rec. ITU-T X.509 | ISO/IEC 9594-8.

When the signed aternative is taken, the information shall be DER encoded (see 6.2 of Rec. ITU-T X.509 |
| SO/IEC 9594-8) following the principles specified in 6.3 of Rec. ITU-T X.509 | |SO/IEC 9594-8.

18 Basic Access Control

18.1 Scope and application

This clause defines one specific access control scheme (of possibly many) for the Directory. The access control scheme
defined herein is identified with the accessControlScheme operationa attribute by giving it the value
basic-access-control. Clause 17.2.2 describes which entries contain the accessControlScheme operational
attribute.
NOTE + An access control scheme known as "Simplified Access Control” is specified in 18.9. It is defined as & ubset of the
Basic Alccess Control scheme. When Simplified Access Control is used, the accessControlscheme operational aftribute shall
have th¢ value simplified-access-control. Additional access control schemesknown as "Rule-based Access Control" are
specifief in clause 19.

The schenpe defined here is only concerned with providing means of controlling access t@.the Directory ifformation
within thel DIB (potentially including tree structure and access control information). It‘doés not address ¢ontrolling
access for [the purpose of communication with a DSA application-entity. Control of. access to information jmeans the
prevention of unauthorized detection, disclosure, or modification of that information.

18.2 Basic Access Control model

The Basic|Access Control model for the Directory defines, for every Directory operation, one or more points at which
access control decisions take place. Each access control decision invelves:

+ that element of Directory information being accessed; called the protected item;
+ the user requesting the operation, called the requestor;
+ aparticular right necessary to complete a portton of the operation, called the permission;

4+ one or more operational attributes thatscollectively contain the security policy governing acgess to that
item, called ACI items.

Thus, the hasic access control model defines:

4 theprotected items;

+ theuser classes;

4+ the permission categories required to perform each Directory operation;
+  the scope of applic¢ation and syntax of ACI items;

4+ the basic agorithm, called the Access Control Decision Function (ACDF), used to decide| whether a
particulas requestor has a particular permission by virtue of applicable ACI items.

18.2.1  FProtected items

A protectad itermis an element of Directory information to which access can be separately controlled. The protected
items of the Directory are entries, attributes, attribute values and names. For convenience in specifying access control
policies, Basic Access Control provides the means to identify collections of related items, such as attributes in an entry
or al attribute values of a given attribute, and to specify a common protection for them.

18.2.2  Accesscontrol permissionsand their scope
Accessis controlled by granting or denying permissions. The permission categories are described in 18.2.3 and 18.2.4.

The scope of access controls can be a single entry or a collection of entries that are logically related by being within the
scope of asubentry for a particular administrative point.
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Permission categories are generally independent. Since al Directory entries have a relative position within the DIT,
access to user and operational information always involves some form of accessto DIT related information. Thus, there
are two main forms of access control decision associated with a Directory operation: access to entries as named objects
(referred to as entry access); and access to attributes containing user and operational information (referred to as
attribute access). For many Directory operations, both forms of permission are required. In addition, where applicable,

Separate permissions control the name or error type returned. Some important aspects of permissions catego
of access, and access control decision making are as follows:

a) To perform Directory operations on entire entries (e.g., read an entry or add an entry), it

ries, forms

is usually

necessary for permission to be granted with respect to the attributes and values contained within that
entry. Exceptions are permissions controlling entry renaming and removal: in neither case is attribute or

attribute value permissions taken into account.

b)
have entry access permission to the entry or entries that contain those attributes or values.

To perform Directory operations that require access to attributes or attribute values, it is necessary to

NOTFEA4
NOTLE T

attribute.

The decision whether or not to permit entry access is strictly determined by the positien)of t
the DIT, in terms of its distinguished name, and is independent of how the Directory-|odétes th

Tl |_of '3 £ Sttt o ol oo ta-th ot £+l
rHeTeMoOva orartT-Crtry O orarartr oottt GOt ot T Equm C o CESSTOtTHCCOorerits Ortic—tr

A design principle of Basic Access Control isthat access may be alowed only when thereis al
provided grant present in the access control information used by the Directory.-to’make the acg
decision. Granting one form of access (e.g., entry access) never automatically or implicitly|
other form (e.g., attribute access). In order to administer meaningful Ditectory access control
isthus usually necessary to explicitly set access policy for both forms.of/access.
NOTE 2 — Certain combinations of grants or denias areillogical, but.it)is the responsibility of userg
the Directory, to ensure that such combinations are absent.
NOTE 3 - Consistent with the above design principle, granting.or denying permissions for an att|
does not automatically control access to the related attribute, Moreover, in order to access an attribut
the course of a Directory interrogation operation, a user{must be granted access to both the attribute|
value(s).
The only default access decision provided in the model is to deny accessin the absence of exp
control information that grants access.

A denial specified in access control information always overrides a grant, all other factors bein

Security Administrators should be“aware that a DSA with the capability of caching m
significant security risk to other DSAS, in that it may reveal information to unauthorized users,

For the purposes of interrogation, collective attributes that are associated with an entry arg
precisely asif they were-attributes that form part of the entry.
NOTE 4 — For the purposes of modification, collective attributes are associated with the subentry

them, not with entries within the scope of the subentry. Modify-related access controls are therefore
to collective attributes, except when they apply to the collective attribute and its values within the sulf

18.2.3 Permission categoriesfor entry access

ssion categories used to control entry access are Read, Browse, Add, Remove, Modify
hError, ‘Export, and Import and ReturnDN. Their use is described in more detail in Rec. ITU

The perm
DiscloseO

try or of the

he entry in
bt entry.

h explicitly
less control
grants the
policies, it

rather than

ribute value
e value(s) in
type and its

icit access

g equal.

A particular DSA may not have the access control information governing the Directory data it caches.

ay pose a

e protected

that holds
not relevant
entry.

Rename,
T X.511 |

ISO/IEC 9
categories
granted pe
control deC|S|on p0| ntsfor each Dlrectory operatlon

94594-8. Annex M provides an overview of their meaning in general situations. This subclause int
by brlefly |nd|cat| ng the mtent aseomar[ed W|th the grantl ng of each The actual influence of 3

oduces the
particular
and access

a) Read, if granted, permits read access for Directory operations which specifically name an entry (i.e., as
opposed to the List and Search operations) and provides visibility to the information contained in the
entry to which it applies.

b) Browse, if granted, permits entries to be accessed using Directory operations which do not explicitly
provide the name of the entry.

c) Add, if granted, permits creation of an entry in the DIT subject to controls on all attributes and attribute

values to be placed in the new entry at time of creation.
NOTE 1 —In order to add an entry, permission shall also be granted to add at least the mandatory attributes and
their values.
NOTE 2 —There is no specific "add subordinate permission”. Permission to add an entry is controlled using
prescriptiveACI operational attributes as described in 18.3.
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Remove, if granted, permits the entry to be removed from the DIT regardless of controls on attributes or
attribute values within the entry.
Modify, if granted, permits the information contained within an entry to be modified.
NOTE 3 —In order to modify information contained within an entry other than the distinguished name attribute
values, appropriate attribute and value permissions shall also be granted.

Granting Rename is necessary for an entry to be renamed with a new RDN, taking into account the
consequential changes to the distinguished names of subordinate entries, if any; if the name of the
superior is unchanged, the grant is sufficient.

NOTE 4 —In order to rename an entry, there are no prerequisite permissions to contained attributes or values,
including the RDN attributes; this is true even when the operation causes new attribute values to be added or
removed as aresult of the changes of RDN.

DiscloseOnError, if granted, permits the name of an entry to be disclosed in an error (or empty) result.
Export, if granted, permits an entry and its subordinates (if any) to be exported; that is, removed from the

fPermission categoriesfor attribute and attribute value-access

current location and placed in a new location subject to the granting of suitable permissions at the
destination. If the last RDN is changed, Rename is also required at the current location.
NOTE 5 — In order to export an entry or its subordinates, there are no prerequisite permissions fo contained
attributes or values, including the RDN attributes; this is true even when the operation causes attribyte values to
be added or removed as a result of the changes of RDN.

Import, if granted, permits an entry and its subordinates, if any, to be imported; that is, remjoved from
some other location and placed at the location to which the permission applies (subject to the granting of
suitable permissions at the source location).

NOTE 6 —In order to import an entry or its subordinates, there are-no“prerequisite permissions o contained
attributes or values, including the RDN attributes; this is true even.when the operation causes attribyte values to
be added or removed as a result of the changes of RDN.

ReturnDN, if granted, allows the distinguished name of the éntry to be disclosed in an operation result.

5sion categories used to control attribute and attributewalue access are Compare, Read, FilterMatch, Add,
nd DiscloseOnError. They are described in more détail in Rec. ITU-T X.511 | ISO/IEC 9594-3] Annex M
In overview of their meaning in general situations. This subclause introduces the categories|by briefly
the intent associated with the granting of each: The actual influence of a particular granted permission on
trol decisions are, however, determined by-the full context of the ACDF and access control decision points
pe of Directory operation.

Compare, if granted, permits attributes and values to be used in a Compare operation.

Read, if granted, permits.attributes and values to be returned as entry information in a Read or Search
access operation.

FilterMatch, if granted; permits evaluation of afilter within a search criterion.

Add, if granted(for an attribute, permits adding an attribute subject to being able to add aﬂll specified
attribute values) It granted for an attribute value, it permits adding a value to an existing attribute.

Remove,.if-granted for an attribute, permits removing an attribute complete with all of itg values. If
granted for an attribute value, it permits the attribute value to be removed from an existing attr{bute.

DiscloseOnError, if granted for an attribute, permits the presence of the attribute to be disclpsed by an
attribute or security error. If granted for an attribute value, it permits the presence of the attribyte value to
be disclosed by an attribute or security error. T
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Invoke, if granted, the object (always an operational attribute or a value of an operational attribute) to
which the permission applies can be invoked on behalf of the authenticated user by the DSA. The
function carried out by invocation is attribute-dependent. No other permissions are required for user for
the operational attribute or on the entry/subentry that holdsiit.

Access control administrative ar eas

The DIT is partitioned into subtrees termed "autonomous administrative areas’, each of which is under the
administrative authority of a single Domain Management Organization. It may be further partitioned into subtrees
termed "specific administrative areas’ for the purposes of specific aspects of administration; aternatively, the whole of
an autonomous administrative area may comprise a single specific administrative area. Each such specific
administrative areais the responsihility of a corresponding specific administrative authority. A particular administrative
areamay be shared by severa specific administrative authorities. See clause 11.
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18.3.1  Accesscontrol areasand Directory Access Control Domains

In the case of access control, the specific administrative authority is a Security Authority, and the specific
administrative area is termed an "Access Control Specific Area' (ACSA). The root of the ACSA istermed an "Access
Control Specific Point". Each Access Control Specific Point is represented in the DIT by an Administrative Entry which
includes access-control-specific-area as a vaue Of itS administrativeRole oOperationa attribute; it has
(potentially) one or more subentries which contain access control information. Similarly, each Access Control Inner
Point is represented in the DIT by an Administrative Entry which contains access-control-inner-area asavalue
of itsadministrativeRole oOperationa attribute; it also has (potentialy) one or more subentries which contain access
control information. Each such administrative entry which has a subentry containing prescriptive ACI information has
basic-access-control, simplified-access-control, Or other relevant value as a vaue of its
accessControlScheme operational attribute. Each subentry that belongs to an Access Control Specific Point and
which contains access control information has accessControlsSubentry as a vaue of its object class attribute. An
administrative entry and |ts subentrles may hold operatlonal attributes (such as access control mformatlon) which relate,
respectivel, ! within the

The accegsControlscheme attribute shall be present if and only if the holding administrativecentry ig an access
d ntrol inner
entry; corresponding values can therefore never be present simultaneously in the administratiyveRole attr|bute.

The scope|of a subentry that contains access control information, as defined by its subtzeespecification (Which
may includle subtree refinements), is termed a Directory Access Control Domain (DACD),

NOTE + A DACD can contain zero entries, and can encompass entries that have not yet héeh/added to the DIT.

The Security Authority may permit an Access Control Specific Area to be- partitioned into subtrees tefmed inner
(administrgtive) areas. Each such inner areaistermed an "Access Control Inner-Area’ (ACIA) with access-jcontrol-
inner-area as the value of the administrativeRole oOperationa attribute. Each subentry of the corfesponding
administrgfive point that contains prescriptive ACI has, as before,_an’ accessControlSubentry Vvalug within its
object class attribute.

The scope| (subtreeSpecification) specified in a subentry~within an ACIA is also a DACD and contgins entries
inside the gissociated Access Control Inner Area.

ACIAs dlpw a degree of delegation of access control authority within the ACSA. The authority for the ACSA still
retains autpority within the ACIA since the ACI in th&subentries of the ACSA's administrative point apply[as well as
the ACI in|the subentries of the relevant ACIAs (clatise 18.6 explains how the ACSA controls authority).

In summaty, in evaluating access controls, the'type of access control scheme (e.g., Basic Access Control) i indicated
by the ac¢esscontrolscheme attribute vialue of the relevant access control specific entry; the role of eath relevant

administrgive entry within the ACSA™Ns indicated by its administrativeRole attribute values; the gresence of
prescriptivie access control in a particutar subentry is indicated by an accessControlSubentry vaue if its object
class attribute.

Subentrieq like other entries;can hold an entryacz attribute for protection of its own contents.

18.3.2  Associating eontrolswith administrative areas

given entry is (potentially) controlled by the totality of superior access control administrative pgints (both
inner and|specifie) up to and including the first non-inner access control administrative point or Autonomous
Administrative Point encountered mOVI ng up the DIT from the entry towards the root. Access Control Spedfic Points
superior tathi . ,

NOTE 1 — An Autonomous Administrative Point is considered implicitly to be an Access Control Specific Point for the purpose
of this description, even if it is not associated with any prescriptive controls.

Some important points regarding the association between access controls and administrative areas are:

a) Access controls for Directory information may apply to only selected entries, or may have scope
extending throughout portions of the DIB that are logically related by a common security policy and a
common Access Control administration.

b) Access control may be imposed on entries within ACSAs or within ACIAs by placing
prescriptiveACI attributes (see 18.5) within one or more subentries of the corresponding Access
Control Administrative Entry, with scope defined by an appropriate subtreeSpecification.

NOTE 2 —prescriptiveAcT attributes are not collective attributes. There are a number of significant differences
between prescriptiveacI and collective attributes:
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although aprescriptiveact attribute may affect access control decisions for each entry within the scope of
the subentry that holdsit, the prescriptiveact attribute is not considered to supply accessible information to
any such entry or to bein any sense a part of such an entry;

prescriptiveACI dattributes are associated with the access control aspects of administration, and are
associated with Access Control Specific and Inner Points, not with entry-collection administrative points;

the purpose of a prescriptiveacI attribute is to express a policy that influences across a defined set of
entries, while the purpose of a collective attribute is to provide information that associates a user-accessible set
of attributes within a defined set of entries;

prescriptiveACI attributes represent policy information that will, in general, not be widely accessible by
ordinary users. Administrative users who need to access prescriptiveAcI information can access them as

operational attributes within subentries.

A prescriptiveACI operationa attribute contains Aciitems (see 18.4.1) common to
within the scope of the subentry, i.e, DACD, in which the prescriptiveACI oOCCUrS.

al entries
A DACD

nnrmally contains entries inside the associated Access Cantrol anp(*ifir‘ Area (hl It can contain no entries

at all).
Although particular aciItems may specify attributes or values as protected items, \acI

CTtems are

logically associated with entries. The particular set of AcIItems associated with an entry and with the

contents of that entry is acombination of:

— AcIitems that apply to that particular entry, specified as values of¢the entryaci
attribute, if present (see 18.5.2);

— ACIItems fromprescriptiveAcI operational attributes applicable to the entry by virt

bperational

e of being

placed in subentries of administrative entries whose scope includesthe particular entry (s¢e 18.5.1).

Each entry (controlled by entryact and/or prescriptivea€t) hecessarily falls within one and only

one ACSA. Each such entry may aso fall within one or moré ACIASs nested inside the ACSA

the entry. The prescriptiveAcI that potentially affects the outcome of access control deci

containing
sions for a

given entry are located within subentries (of the administrative entry) for the ACSA and for ¢ach ACIA

containing the entry. Other subentries cannot affect @ccess control decisions regarding that ent

Y.

If an entry is within the scope of more than.one DACD, the complete set of aciItemg that may
potentially affect access control decisions regarding that entry includes all prescriptiveaAcI item

attributes of those DACDs, in addition toany entryAct attributes in the entry itself. An

Example is

shown in Figure 17. The effective access,control at entry E1 is a combination of the prescriptiveAcI
for DACD1, DACD2, DACD3, and @ntryact (if present) in entry E1. The effective accesg control at
entry E2 is a combination of thé€prescriptiveact for DACD1 and DACD3, and entryacr (if

present) in entry E2.
NOTE 3 — Protection of access control information is describedin 18.6.

The subtreeSpecification attribute in each subentry defines a collection of entries
administrative areas.Since a subtreeSpecification may define a subtree refinement, D
arbitrarily overlapswithin the intersection of their respective administrative areas. For
Figure 17 does hot show administrative points, subentries, or administrative areas; however

within an
\CDs may
simplicity,
it may be

consideredtas.three DACDs in the same ACSA with each DACD corresponding to a single subentry of

the administrative point for that ACSA (and there are no ACIAS). Alternatively, Figure

|7 may be

considered in the context of asingle ACSA containing a single ACIA where DACDL is congtjuent to the
AESA and DACD3 is congruent to the ACIA (DACD1 and DACD2 would correspond to subentries of
the! ACSA administrative point and DACD3 would correspond to a subentry of the ACIA administrative
point). An administrative area is congruent to a DACD when the collection of entriesin the DACD is the

same as the collection of entries in the implicitly defined subtree corresponding to the administrative

area. See the example in Annex N for figures depicting the relationship between administrat
administrative areas, subentries and DACDs.

Rec. ITU-T X.501 (10/2012)

ive entries,


https://iecnorm.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

| SO/l EC 9594-2:2014 (E)

e DACD1

DACD2

DACD3
El

E2 L

7 _—2

X501(12)_F17

Figure 17 — Effective Access Control using DACBs

184 Representation of Access Control I nformation

18.4.1 ASN.1for Access Control I nformation

Access Cantrol Information is represented as a set of AcTItems, WhHere each AcIItem grants or denies permissionsin
regard to gertain specified users and protected items.

In ASN.1, the information is expressed as:

ACIItem |::= SEQUENCE {

identilficationTag UnboundedDirectoryString,
precedence Precedence,
authenticationLevel AuthenticationlLevel,
itemOrUserFirst CHOICE {
itenfFirst [0] SEQUENCE-{
priotectedItems ProtectedItems,
itlemPermissions SET)OF ItemPermission,
Y
userfFirst [1] SSEQUENCE {
uslerClasses UserClasses,
uslerPermissions SET OF UserPermission,
”i}
Precede INTEGER(0..255,...)
Protect f
entry [0] NULL OPTIONAL,
allUserAttributeTypes [1] NULL OPTIONAL,
attributeType [2] SET SIZE (1..MAX) OF AttributeType
OPTIONAL,
allAttributeValues [3] SET SIZE (l1l..MAX) OF AttributeType
OPTIONAL,
allUserAttributeTypesAndvValues [4] NULL OPTIONAL,
attributeValue [5] SET SIZE (l1l..MAX) OF AttributeTypeAndValue
OPTIONAL,
selfvValue [6] SET SIZE (1..MAX) OF AttributeType
OPTIONAL,
rangeOfValues [7] Filter OPTIONAL,
maxValueCount [8] SET SIZE (1..MAX) OF MaxValueCount
OPTIONAL,
maxImmSub [9] INTEGER OPTIONAL,
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restrictedBy [10] SET SIZE (1..MAX) OF RestrictedValue
OPTIONAL,
contexts [11] SET SIZE (1..MAX) OF ContextAssertion
OPTIONAL,
classes [12] Refinement OPTIONAL,
e}
MaxValueCount ::= SEQUENCE {
type AttributeType,
maxCount INTEGER,
.o}
RestrictedvValue ::= SEQUENCE {
type AttributeType,
valuesIn AttributeType,
e}
UserClajses ::= SEQUENCE {
allUsers [0] NULL OPTIONAL,
thisEntry [1] NULL OPTIONAL,
name [2] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,

userGrjoup [3] SET SIZE (1l..MAX) OF NameAndOptionalUID OPTIONAL,
-- dn component shall be the name of an
-- entry of GroupOfUniqueNames

subtree [4] SET SIZE (l1l..MAX) OF SubtreeSpecification OPTIONAL,
ItemPermission ::= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in ACIItem
userCllasses UserClasses,
grantsjAndDenials GrantsAndDenials,
UserPergission ::= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in ACIItem
protecltedItems ProtectedItems,
grantsjAndDenials GrantsAndDenials,
AuthentilcationLevel ::= CHOICE {
basiclievels SEQUENCE {
level ENUMERATED\{fione (0), simple(l), strong(2),...},
locallQualifier INTEGER OPTIONAL,
signled BOOLEAN DEFAULT FALSE,
other EXTERNAL,
GrantsAndDenials ¢s= BIT STRING {

-- permissions _that may be used in conjunction
-- wi any \component of ProtectedItems
grantAdd (0),

denyA (1),

grantDiscloseOnError (2),
denyDiscloseOnError (3),

grantRead (4),
denyRead (5),
grantRemove (6),
denyRemove (7).,

-- permissions that may be used only in conjunction
-- with the entry component

grantBrowse (8),

denyBrowse (9),

grantExport (10),
denyExport (11),
grantImport (12),
denyImport (13),
grantModify (14),
denyModify (15),
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grantRename (16),
denyRename (17),
grantReturnDN (18),
denyReturnDN (19),

-- permissions that may be used in conjunction
-- with any component, except entry, of ProtectedItems

grantCompare (20),
denyCompare (21),
grantFilterMatch (22),
denyFilterMatch (23),
grantInvoke (24) ,
denyInvoke (25) }

18.4.2 Description of AClItem Parameters
18.4.2.1 Identification Tag

identifilcationTag iS used to identify a particular aAciItem. This is used to discriminate among
acitems|for the purposes of protection, management and administration.

access corjtrol decision in accordance with 18.8. aci1tems having higher precedence values may prevail g
with lower precedence values, other factors being equal. Precedence values are integers’and are compared as

Precedence can be used by a superior authority within the Security Authority to\pefmit partial delegation
control policy setting within an ACSA. This can be achieved by the superior authority setting a general polic
precedence and authorizing users representing the subordinate authority (e.gy.associated with an ACIA) to
modify ACI with alower precedence, in order to tailor the general policyfor specific purposes. The partial

thus requires the means for the superior authority to limit the maximunyprecedence which the subordinate au
assign to ACI under its control.

Basic Acdess Control does not specify or describe how to limit the maximum precedence that can be
subordinate authority. Thisisto be done by local means.

18.4.2.3 Authentication L evel

AuthentilcationLevel definesthe minimum requestor security level required for thisacIItem. It hastwo

+ basicLevels which indicates the level of authentication, optionally qualified by positive
integer localQualifier, and whether the request is required to be signed;

4+ other: an externaly defined’ measure.

When baslicLevels isused, an AuthenticationLevel consisting of alevel and optional localQuali
be assigned to the requestor bythe DSA according to local policy. For a requestor's authentication level

individual

making an
\ver others
such.

of access
y at ahigh
create and
delegation
hority can

used by a

forms:
br negative

fier shal
to meet or

exceed a inimum requirement, the requestor's 1evel shall meet or exceed that specified in the actitem, and in

addition tHe requestor's 1ecatQualifier shal be arithmetically greater than or equal to that of the aci1t

em. Strong

authentication of the requestor is considered to exceed a requirement for simple or no authentication, and simple

authenticalion excegds'a requirement for no authentication. For access control purposes, the "simple" aut

nentication

localQuallifiex is not specified in the acIItem, then the requestor need not have a corresponding valu

(if such a

level requjres a password; the case of identification only, with no password supplied, is considered "tfone". If a

valueis present; it isignored). In addition to meeting or exceeding above requirements, the request shall be signed if the

ACIItem SPECITIES signed equa TRUE.

When other is used, an appropriate AuthenticationLevel shall be assigned to the requestor by the DSA according
to loca policy. The form of this authenticationLevel and the method by which it is compared with the

AuthenticationLevel inthe ACl isalocal matter.

NOTE 1 — An authentication level associated with an explicit denia indicates the minimum level to which a requestor shall be
authenticated in order not to be denied access. For example, an aczItem that denies accessto a particular user class and requires

strong authentication will deny accessto all requestors who cannot prove, by means of a strongly authenticated identi
arenot in that user class.

NOTE 2 — The DSA may hase authentication level on factors other than values received in protocol exchanges.
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18.4.2.4 itemFirst and user First Parameters

Each aciItem contains achoice of itemFirst Or userFirst. The choice allows grouping of permissions depending
on whether they are most conveniently grouped by user classes or by protected items. itemFirst and userFirst are
equivalent in the sense that they capture the same access control information; however, they organize that information
differently. The choice between them is based on administrative convenience. The parameters used in itemFirst or
userFirst are described below.

a) ProtectedItems define the items to which the specified access controls apply. It is defined as a set
selected from the following:

entry means the entry contents as a whole. In case of a family member, it also means the entry
content of each subordinate family member within the same compound attribute. It does not
necessarily include the information in these entries. This element shall be ignored if the classes
element is present, since this latter element selects protected entries (and subordinate family
members) on the basis of their object class.

allUserAttributeTypes means al user attribute type information associated with thJe entry, but
not values associated with those attributes.

allUserAttributeTypesAndvValues means all user attribute informatiomassociated with the
entry, including al values of all user attributes.

attributeType Means attribute type information pertaining to specific attributes but |not values
associated with the type.

allAttributevValues means all attribute value information peftaining to specific attribjites.
attributevValue means a specific value of specific attributes.

selfvalue means the attribute value assertion corresponding to the current requestor. The
protected item selfvalue applies only when the acceSs controls are to be applied with ffespect to a
specific authenticated user. It can only apply in the&pecific case where the attribute sp%ified is of
DistinguishedName Of uniqueMember Syntax and the attribute value within the specified
attribute matches the distinguished name of the originator of the operation.
NOTE 1—allUserAttributeTypes and all@gerAttributeTypesAndvalues 00 not include| operational
attributes, which should be specified on a per @tribute basis, using attributeType, allAttributleValues OF
attributeValue.

rangeOfValues means any attribute value which matches the specified filter, i.e., for| which the
specified filter evaluated on that ‘attribute value would return TRUE.
NOTE 2 — Thefilter is not evaluated on any entries in the DIB; it is evaluated using the semantics d¢fined in 7.8

of Rec. ITU-T X.511 | ISO/EC 9594-3, operating on a fictitious entry that contains only the single attribute
value which is the protecteg-item.

The following items provide constraints that may disable the granting of certain permissions tp protected
itemsin the same SEQUENCE:

maxValueCount restricts the maximum number of attribute values allowed for a specifig¢d attribute
type. It is’ examined if the protected item is an attribute value of the specified type and the
permission sought is add. Values of that attribute in the entry are counted without regard to context
eraccess control and as though the operation which adds the values were successful. If the number
of valuesin the attribute exceeds maxcount, the ACI item is treated as not granting add gccess.

sought is add or import, and the immediate superior entry is in the same DSA as the entry being
added or imported. Immediate subordinates of the superior entry are counted without regard to
context or access control as though the entry addition or importing were successful. If the number of
subordinates exceeds maxImmSub, the ACI item is treated as not granting add or import access.

restrictedBy restricts values added to the attribute type to being values that are aready present
in the same entry as values of the attribute valuesin. It is examined if the protected item is an
attribute value of the specified type and the permission sought is add. Values of the valuesin
attribute are checked without regard to context or access control and as though the operation which
adds the values were successful. If the value to be added is not present in valuesin, the ACI item
is treated as not granting add access.

contexts restricts values added to the entry to having context lists that satisfy al of the context
assertionsin contexts. It isexamined if the protected item is an attribute value and the permission
sought is add. If the value to be added does not satisfy the context assertions, the ACI item is treated
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as not granting add access; if it does satisfy all of them, the ACI item is treated as not denying add

access.

NOTE 3 - Thisisonly relevant when the permission sought is add, and all context assertions shall be satisfied. It

does not provide for general use of contexts to differentiate protected items for other permissions.

- classes meansthe contents of entries (possibly afamily member) which are restricted to those that
have object class values that satisfy the predicate defined by Refinement (see 12.3.5), together (in
the case of an ancestor or other family member) with the entry contents as a whole of each

subordinate family member entry; it does not necessarily include the information in these

entries.

NOTE 4 — By therulesfor entry and classes, al family members inherit the access control of the ancestor or
of superior family members within the same family. This does not preclude family members being subject to

further policies from entryACI oOr prescriptiveacI that increase or decrease protection.

UserClasses definesa set of zero or more users the permissions apply to. The set of users
from the following:

— allusers meansevery directory user (with possible requirementsfor authentication)

— thisEntry means the user with the same distinguished name as the entry being accessq
entry is a member of a family, then additionally the user with the distinguished n3
ancestor.

— name iSthe user with the specified distinguished name (with an optional unigue identifier).

— userGroup iSthe sat of users who are members of the groupofNames)Or groupO£Uni
entry, identified by the specified distinguished name (with an optiena unique identifier)
of a group of unique names are treated as individual object namies, and not as the nam
groups of unique names. How group membership is determined)i's described in 18.4.2.5.

— subtree iSthe set of users whose distinguished names fall-within the definition of the
subtree.

SubtreeSpecification iS used to specify a subtree relative to the root entry named in
base represents the distinguished name of the root of 'subtree. The subtree extends to the le

is selected

Level).

d, or if the
Ime of the

iqueNames
. Members
s of other

unrefined)

base. The
aves of the

DIT unless otherwise specified in chop. The Use of a specificationFilter compornent is not

permitted; if present, it shall be ignored.

NOTE 5 — subtreespecification does\et alow subtree refinement because a refinement mig
DSA to use a distributed operation in order to determine if agiven user isin a particular user class. H
Control is designed to avoid remote operations in the course of making an access control decision.
in a subtree whose definition includesonly base and chop can be evaluated locally, whereas mem
subtree definition using specifdicationFilter can only be evaluated by obtaining information frg
entry which is potentially in another DSA.

ItemPermission containsd collection of usersand their permissions with respect to proted|
within an itemFirst Specification. The permissions are specified in grantsandDenials &
in item f) of this subclause. Each of the permissions specified in grantsAndbenials is COl
have the precedence level specified in precedence for the purpose of evaluating accs
information as discussed in 18.8. If precedence is omitted within ItemPermission, then

istaken from the precedence specified for the aAcIItem (See 18.4.2.2).

ht require a
asic Access
Membership
bership in a
m the user's

tedItems
5 discussed
hsidered to
bss control
precedence

UserPermission containsacollection of protected items and the associated permissions with respect to

userClasses Within a userFirst gpecification. The protected items are p
protecteditems as discussed in 184.2. The associated permissions are Sp
grantsAndDenials as discussed in item f) of this subclause. Each of the permissions §

f)

eeified  in
eeified  in
pecified in

grantsAndDenials IS consdered 10 nave the precedence level gpecitied in precedence for the
purpose of evaluating access control information as discussed in 18.8. If precedence is omitted within

UserPermission, the precedence is taken from the precedence specified for the
(see 18.4.2.2).

ACIItem

GrantsAndDenials Specify the access rights that are granted or denied in the AczItem Specification.
The precise semantics of these permissions with respect to each protected item is discussed in

Rec. ITU-T X.511 | ISO/IEC 9594-3.
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9)

distinguished name reuse. The value of the unique identifier is assigned by the authenticatio

UniqueIdentifier may be used by the authentication mechanism to distinguish between instances of

n authority

according to its policy and is provided by the authenticating DSA. If this field is present, then for an

accessing user to match the name user class of an acIItem that grants permissions, in addi
requirement that the user's distinguished name match the specified distinguished name, the aut

tion to the
hentication

of the user shall yield an associated unique identifier, and that value shall match for equality with the

specified value.

NOTE 6 —When authentication is based on supplied securityParameters, the unique identifier associated

with the user may be taken from the subjectUniqueIdentifier field of the sender's certifi
optional certificationPath.

18.4.2.5 Determining group membership

cate in the

Determining whether a given requestor is a group member requires checking two criteria. Also, the determination may
be constrained if the group definition is not known locally. The criteria for membership and the treatment o

f non-local

groups are

g

185 4

Access cg
operationa

1851

A Prescrip
applicable

prescrip
WITH S

discussed below.

4 A DSA is not required to perform a remote operation to determine whether the requestor b

particular group for the purposes of Basic Access Control. If membership in the group

the permission sought, and does belong to the group if it denies the permissionspught.

NOTE 1 — Access control administrators should beware of basing access controls‘an membership of]
available groups or groups which are available only through replication (and which may, therefor
date).

NOTE 2 — For performance reasons, it is usually impractical to retrieve greup membership from rem
part of the evaluation of access controls. However, in certain circumstances it may be practical, ar
permitted, for example, to perform remote operations to obtain or'réefresh alocal copy of a group ent
Compare operation to check membership prior to applying this.clause.

) In order to determine whether the requestor is a member of a userGroup user class, the
criteria apply:

— The entry named by the userGroup specification shall be an instance of the ol
groupOfNames Of groupOfUniqueNames,

NOTE 3 —Values of the member Or uniqueMember attribute that do not match the name of the r
ignored, even if they represent the xiames of groups of which the originator could be found to bd
Hence, nested groups are not supported when evaluating access controls.

\Cl| operational attributes

ntrol information is stored~in the Directory as an operationa attribute of entries and suber
attribute is multi-valued, which allows ACI to be represented as a set of aAciItems (defined in 18

Pr escr iptive access ¢ontrol infor mation

to entrieswithin that subentry's scope:

tiveACI ATTRIBUTE ::= {
YNTAX ACIItem

EQUALT
USAGE
IDp

[TY» MATCHING RULE directoryStringFirstComponentMatch

plongs to a
cannot be

evaluated, the DSA shall assume that the requestor does not belong to the group if the ACI ftem grants

non-locally
e, be out of

bte DSAs as
d aDSA is
y or use the

following

hject class

—  Thename of the requestor shall be avaue of the member Or uniqueMember attribute of {hat entry.

bguestor are
a member.

tries. The
4).

tive ACI attribute is defined as an operational attribute of a subentry. It contains access control information

directoryOperation
id-aca-prescriptiveACI }

185.2  Entry access control information

An Entry ACI attribute is defined as operational attributes of an entry. It contains access control information applicable
to the entry in which it appears, and that entry's contents:

entryACI
WITH S
EQUALI
USAGE
ID

106

ATTRIBUTE ::= {
YNTAX ACIItem
TY MATCHING RULE directoryStringFirstComponentMatch

directoryOperation
id-aca-entryACI }
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1853 Subentry ACI

Subentry ACI attributes are defined as operational attributes of administrative entries, and provide access control
information that applies to each of the subentries of the corresponding administrative point. Prescriptive ACI within the
subentries of a particular administrative point never applies to the same or any other subentry of that administrative
point, but can be applicable to the subentries of subordinate administrative points. Subentry ACI attributes are
contained only in administrative points and do not affect any element of the DIT other than immediately subordinate
subentries.

In evaluating access control for a specific subentry, the ACI that shall be considered is:
— theentryacr within the subentry itself (if any);
— the subentryacI within the associated administrative entry (if any);

— prescriptiveACI associated with other relevant administrative points within the same access control
specific area (if any).

subentryACI ATTRIBUTE ::= {
WITH SYNTAX ACIItem
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation
ID id-aca-subentryACI }

18.6 Protecting the ACI

ACI opergional attributes may be subjected to the same protection mechanisms as erdinary attributes. Somg important
related points are;

d4) The identificationTag provides an identifier for each aAcTftem. This tag can be used t¢p remove a
specific acx1tem value, or to protect it by prescriptive or, entry ACI.

NOTE 1 - Directory rules ensure that only one acrItem per access control attribute possesses @ny specific
identificationTag Value.

) The creation of subentries for an Administrative® Entry may be access controlled by means of the
subentryACI operational attribute in the Administrative Entry.

NOTE 2 — The right to create prescriptive.access controls may also be governed directly by security] policy; this
provision is required to create access controls in new autonomous administrative areas.
18.7  Accesscontrol and Directory operations

Each Diregtory operation involves making-a-series of access control decisions on the various protected items that the
operation gccesses.

For some ¢perations (e.g., Modify.operations), each such access control decision must grant access for the operation to
succeed; if access is denied to.any: protected item, the whole operation fails. For other operations, protected items to

If the requested access.is-denied, further access control decisions may be needed to determine if the user has
DisclosdOnError Permissions to the protected item. Only if DiscloseonError permission is granted may the
Directory respond with an error that reveals the existence of the protected item; in all other cases, the Directiory acts so

control requirements for each operation, i.e., the protected items and the access permission required to
access each protected item, are specified in Rec. ITU-T X.511 | ISO/IEC 9594-3.

The agorithm by which any particular access control decision is made is specified in 18.8.

18.8 Access Control Decision Function

This subclause specifies how an access control decision is made for any particular protected item. It provides a
conceptual description of the Access Control Decision Function (ACDF) for basic-access-control. It describes
how ACI items are processed in order to decide whether to grant or deny a particular requestor a specified permission
to agiven protected item.
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18.8.1 Inputsand outputs

For each invocation of the ACDF, theinputs are:

a)
b)

c)
d)

the requestor's Distinguished Name (as defined in 7.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3), unique
identifier, and authentication level, or as many of these as are available;

the protected item (an entry, an attribute, or an attribute value) being considered at the current decision
point for which the ACDF was invoked;

the requested permission category specified for the current decision point;

the ACI items associated with the entry containing (or which is) the protected item. Protected items are
described in 18.4.2.4. The scope of influence for ACI items within a prescriptiveacT attribute is
described in 18.3.2 and 18.5.1. The scope of influence for ACI items within an entryact attribute is
described in 18.3.2 and 18.5.2. The scope of influence for ACI items within a subentryact attributeis
described in 18.5.3.

When an entry is afamily member, it also inherits the access control of the ancestor or of supgrior family
members within the same family. This does not preclude family members being subject|to further
policiesfrom entryACI Or prescriptiveAcI that increase or decrease protection.

In addition, if the ACI items include any of the protected item constraints described in 18.4.2.4,.the'whole entry and the

number of [immediate subordinates of its superior entry may aso be required as inputs.

The outpuf is a decision to grant or deny access to the protected item.

In any parficular instance of making an access control decision, the outcome shall beithe same as if the stepsin 18.8.2

through 14.8.4 were performed.
18.8.2 Tuples

For each ACI vaue in the ACI items of 18.8.1 d), expand the value into a'set of tuples, one tuple for each glement of
the itemPermissions and userPermissions Sets. Collect all tdples from all ACI vaues into a singlq set. Each

tuple contdins the following items:

( YyserClasses, authenticationLevel, protectedItems, grantsAndDenials, precedence )

For any tUple whose grantsAndpenials specify both'\grants and denias, replace the tuple with two tiples—one

specifyingfonly grants and the other specifying only denials.
18.8.3 Discarding non-relevant tuples

Perform the following stepsto discard all non-rélevant tuples:

1

Discard al tuplesthat de not’include the requestor in the tupl€'suserclass (18.4.2.4 b)) asfgllows:

—  For tuples that grant access, discard all tuples that do not include the requestor's idesqtity in the
tupless usexclasses element taking into account uniqueIdentifier elements if relevant.
Where atuple specifies auniqueIdentifier, a matching value shall be present in thefrequestor's
identity if-the tuple is not to be discarded. Discard tuples that specify an authentication lgvel higher
than that associated with the requestor in accordance with 18.4.2.3.

— Fortuples that deny access, retain all tuples that include the requestor in the tuple's usefrclasses
element, taking into account uniqueIdentifier €lements if relevant. Also retain al tuples that
deny access and which specify an authentication level higher than that associated with the requestor
in accordance with 18.4.2.3. All other tuples that deny access are discarded.

2)
3

4)

NOTE 1 — The second requirement in the second sub-item above (i.e., to retain any tuple that denies
access and also specifies an authentication level higher than that associated with the requestor) reflects
the fact that the requestor has not adequately proved non-membership in the user class for which the
denial is specified.

Discard al tuplesthat do not include the protected item in protectedItems (18.4.2.4 @)).

Examine all tuples that include the maxvalueCount, maxImmSub, restrictedBy, Of contexts.
Discard all such tuples which grant access and which do not satisfy any of these constraints (18.4.2.4 a)).

Discard al tuples that do not include the requested permission as one of the set bits in
grantsAndDenials (18.4.1, 18.4.2.4f)).

NOTE 2 —The order in which discarding of non-relevant tuples is performed does not change the output of
the ACDF.
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18.84  Selecting highest precedence, most specific tuples

Perform the following steps to select those tuples of highest precedence and specificity:
1) Discard al tupleshaving aprecedence less than the highest remaining precedence.

2) If more than one tuple remains, choose the tuples with the most specific user class. If there are
matching the requestor with UserClasses element name Or thisEntry, discard all other tuples.

Otherwise, if there are any tuples matching userGroup, discard all other tuples. Otherwise, i
any tuples matching subtree, discard all other tuples.

any tuples

f there are

3) If more than one tuple remains, choose the tuples with the most specific protected item. If the protected
itemis an attribute and there are tuples that specify the attribute type explicitly, discard al other tuples. If
the protected item is an attribute value, and there are tuples that specify the attribute value explicitly,
discard all other tuples. A protected item which is a rangeofvalues is to be treated as specifying an
attribute value explicitly.

Grant accgssif and only if one or more tuples remain and all grant access. Otherwise deny access.

18.9 $implified Access Control

189.1 |ntroduction

This subcliuse describes the functionality of an access control scheme, known as Simplified Access Contfol, that is
designed tp provide a subset of functionality found in Basic Access Control.

18.9.2  Definition of Simplified Access Control functionality

The functipnality of Simplified Access Control is defined as follows:

4) access control decisions shall be made only on the basis of(ACIItem values of prescriptijeAcI and
subentryACI operational attributes.

NOTE 1 —entryact, if present, shall not be used to make access control decisions.

D) access control specific administrative areas shall be supported. Access control inner administiative areas
shall not be used. Particular access decisions shall be made on the basis of actitem valugs obtained
from asingle Administrative Point, or from:subentries of that Administrative Point.

NOTE 2 —Values of prescriptiveacT\attributes appearing in subentries of Administrative Pointp containing
NO id-ar-accessControlSpecificArea Administrative Role attribute value shall not be used to make
access control decisions.

¢) al other provisions shall be as defined for basic access control.

19 Rule-based Access Control

19.1 $cope and application

This clause defines a specific access control scheme (of possibly many) for the Directory. The access contfol scheme
defined herein isidentified with the accesscontrolscheme operational attribute by giving it the value rulle-based-
access-cdontroi-0r if used in conjunction with the basic or simplified access control schemes defined in| clause 18,
rule-and-basi¢-access-control Of rule-and-simple-access-control. Clause 17.2.2 descripes which
entries corftainthe accessControlScheme Operationa attribute.

The scheme defined here is only concerned with controlling access to the Directory information within the DIB
(potentially including tree structure and access control information). It does not address controlling access for the
purpose of communication with another DSA or LDAP server. Control of access to information means the prevention
of unauthorized detection, disclosure, or modification of that information.
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19.2 Rule-based Access Control model

There may be environments where information relating to the clearance (instead of identity) of the requestor is used in
determining whether or not access to an attribute value is to be denied. This is defined as Rule-based Access Control
and uses administratively imposed access control policy rules in determining when access is to be denied to certain
contents of the Directory. If accessis denied under Rule-based Access Control, it cannot be allowed under other access
control schemes. The Rule-based Access Control model identifies the information used in determining whether access
isto be denied. Thisis applied to every operation. Each access control decision involves:

a) Access control information associated with the attribute values being accessed. This access control
information is called a security label.

b) Access control information associated with the user requesting the operation. This access control
information is called the clearance. The user requesting the operation is called the requestor.

¢) Ruleswhich define whether an access is authorized given a security label and a clearance, called security

naolicies
P

See Figurg 18.

Access control decision
Access request

t
Requestor argumen P> Grant/deny

Operation, DN,
authentication level,
and clearance

Accessdecision
grant/deny

Protected Security | abel

item X501(12)_F18

%

Access gantrol policy rules

Figure 18 — Rule-based Atcess Control Decision M odel

The securify label(s) can be securely associated with attribute values by binding the label to the information through the
use of a digital signature or other integrity mechanism. A security label is a property of the attribute value and is
associated|with the value as a context.

The clearance is needed to enable a comparison to be made against the security label. The clearance can be bpund to the
Distinguished Name of the requestor through a public-key certificate with a subjectDirectoryAtitributes
extension pr through an attribute certificate. The means selected for providing the clearance is a matter for the security
policy in effect.

NOTE + The use of other clearance information (e.g., that associated with any intermediate DSAs which may have|chained the
operatign), is outside'the'scope of this Directory Specification.

The securifty rules'to-be applied in making an access control decision are defined as part of the security policy. The
security pglicy is either identified in the security label or defined for the environment containing the labelled pbject.

19.3 Access control administrative ar eas

As for basic access control (see 18.3), the DIT is divided into administrative areas including Access Control Specific
Areas (ACSAS). The administrative entry for an ACSA identifies the labelling security policies (access rules) that are
applicable for that administrative area as well as the applicable access control scheme (rule-based-access-
control Of rule-and-basic-access-control Of rule-and-simple-access-control Or some other access
control scheme).

194  Security Label

19.4.1 Introduction

Security labels may be used to associate security-relevant information with attributes within the Directory.
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Security labels may be assigned to an attribute value in line with the security policy in force for that attribute. The
security policy may aso define how security labels are to be used to enforce that security policy.

A security label comprises a set of elements optionally including a security policy identifier, a security classification, a
privacy mark, and a set of security categories. The security label isbound to the attribute value using a digital signature
or another integrity mechanism.

19.4.2 Administration of Security Labels
A security label is assigned to an attribute value by an administrative function before being placed in the Directory.

This administrative function is responsible for assigning security labels to attribute values in line with the security
policy inforcefor the ACSA.

The binding of a security label is protected using a digital signature or another integrity mechanism. This protection is
applied by the administrative function, or creator of the attribute value.

19.4.3 Il abeled Attribute Values

A security|label context associates a security label with an attribute value. Only a single label can beassocialed with an
attribute vplue. That is, the security label context is single-valued. In addition, matching rulesor-the sequrity label
context arg not supported.

NOTE + The concept of contextsisintroduced in 8.8.

attributleValueSecurityLabelContext CONTEXT ::= {

WITH SYNTAX SignedSecuritylLabel -- At most one security label context can
-- be assigned to an atgxribute value
ID id-avc-attributeValueSecurityLabelContext /}

urityLabel ::= SIGNED{SignedSecurityLabelContent}

urityLabelContent ::= SEQUENCE {
HASH{AttributeTypeAndvalue},
Name OPTIONAL, -- name of labelling authority
tifier KeyIdentifier OPTIONAL,
iltyLabel SecurityLabel,

abel ::= SET {
ilty-policy-identifier SecurityPolicyIdentifier OPTIONAL,

ilty-classification SecurityClassification OPTIONAL,
-mark PriyvacdyMark OPTIONAL,
ilty-categories SécurityCategories OPTIONAL,
XCEPT ({ -- none, at least one component shall be present --}))

olicyIdentifier\+:= OBJECT IDENTIFIER

lassification ::= INTEGER {
ed (O,
sified (1)1
ilcted (2),
identials (3),
(4),
ret (5)}

PrivacyMark ::= PrintableString(SIZE (1..MAX))

SecurityCategories ::= SET SIZE (1..MAX) OF SecurityCategory

This context is not used to filter or select particular attributes, as for other contexts, and the mechanisms associated with
contexts (fallback, default context values, etc.) are not used to apply rule-based access control.

The attHash component contains the resulting value of applying a cryptographic hashing procedure to DER-encoded
octets, as defined in Rec. ITU-T X.509 | ISO/IEC 9594-8.

The issuer component conveys the name of the labelling authority.

The keyIdentifier component may be the identifier of a certified public key as held in the Subject Public Key
Identifier extension field defined in Rec. ITU-T X.509 | ISO/IEC 9594-8 or the identifier of a symmetric key and
associated security control information.
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The securityLabel component is composed of a set of elements optionally including a security policy identifier, a
security classification, a privacy mark, and a set of security categories as defined in 8.5.9 of Rec. ITU-T X.411 |
ISO/IEC 10021-4.

195 Clearance

A clearance attribute associates a clearance with a named entity including DUAS.

clearanc
WITH S
ID

Clearanc

e ATTRIBUTE ::= {
YNTAX Clearance
id-at-clearance }

e ::= SEQUENCE {

policyId OBJECT IDENTIFIER,
classList ClassList DEFAULT {unclassified},

securi

}

unmar
uncla
restri
confid
secret
topSed

ClassLiat ::= BIT STRING {

Security]

type
value

}

SECURITY]

Security]

The poli
clearance

The class

The secu
further res|

NOTE -
public-k
ISO/IE
19.6 /

Each Dire
aCcCcesses,

For some

TyCategorties SET SIZE (I MAX) OF SeCUrityCategory OFTIONAL;

ed (O)I
sified (1),
cted (2),
ential (3),

(4) I
ret (5)}

Category ::= SEQUENCE {

[0] SECURITY-CATEGORY.&id({SecurityCategoriesTable}),
[1] EXPLICIT SECURITY-CATEGORY.&Type ({SecurityCategoriesTable}{@type}),

-CATEGORY ::= TYPE-IDENTIFIER

CategoriesTable SECURITY-CATEGORY ::= {.%%}

byId component conveys an identifier that may-be used to identify the security policy in force tg
tlassList and securityCategories relates:

List component includes alist of classifieations that are associated with the named entity.

FityCategories (Ssee 8.5.9 of Rec! ITU-T X.411 | ISO/IEC 10021-4) component, if presen
rictions within the context of aclassList.

- A clearance is securely boundto.a named entity using an attribute certificate (Rec. ITU-T X.509 | 1SO/IE(
ey certificate extension field (e.g., within the subjectDirectoryAttribute extension) (Rec. ITY
L 9594-8), or by means outside the scope of this Directory Specification.

\ccess Contral and Directory operations

[tory operation-involves making a series of access control decisions on the attribute values that th

bperations (e.g., the Remove Entry operation), even though the operation may appear to have s

access is

which the

[, provides

L 9594-8), a
-T X.509 |

b operation

cceeded if

Henied to one or more attribute values, the hidden attributes would remain in the Directory.

For other

operations, protected items to which access is denied are Ssmply omitted from the operation result and processing

continues.

The access control requirements for each operation are specified in Rec. ITU-T X.511 | ISO/IEC 9594-3.

The agorithm by which any particular access control decision is made is specified as:

accessisdenied to that entry for all operations.

accessisdenied to that attribute for all operations.

— Rule-based access control affects operations on reading attribute values (e.g., Read, Search)

112

attribute value is not visible (the operation is carried out as though the attribute value is not
access is denied to the attribute value.
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— Rule-based access control affects operations which involve removing an entry (e.g., Remove Entry) in
that they do not remove those attribute values to which accessis denied.

— Rule-based access control affects operations which involve removing an éttribute type (e.g., Modify
Entry — Remove Attribute) in that they do not remove those attribute values to which accessis denied.

— Rule-based access control affects operations which involve removing an attribute value (e.g., Modify
Entry — Remove Value) in that these operationsfail if the accessis denied to the attribute value.

19.7 Access Control Decision Function

This subclause specifies how an access control decision is made for any particular attribute value. It provides a
conceptual description of the Access Control Decision Function (ACDF) for rule-based-access-control. It
describes how a clearance and a security label are processed in order to decide whether to grant or deny a particular
reguestor aspeC|f|ed permlssmn to ag|ven attri bute value. The deC|S|on funct|on apph&cthe security pollcy rules which
establish ' » a rance. The
def|n|t|on bf security

For each invocation of the ACDF, theinputs are:

a) therequestor's clearance (as defined in 19.5);
) attribute value being considered at the current decision point for which the ACDF was invoked;
¢) thesecurity policy in force for the access-control-specific area;
q) security label bound to the attribute value.

The outpul is a decision whether to deny access to the attribute value.

For any particular instance of making an access control decision, the outcome shall be the same as if the steps in 19.6
were perfdrmed.

19.8 se of Rule-based and Basic Access Control

If both rul¢-based and basic access control are in effect, the@rder in which they are applied is alocal matter, except that
if accessig denied to the entry, an attribute type or an attribute value by either mechanism, it shall not be granted by the
other mectanism. In this respect, DiscloseOnError (see18.2.3 and 18.2.4) permission of basic-access-dontrol iS
apermissipn that shall not override adeny of rule~based-access-control.

20 Data Integrity in Storage

20.1 I[ntroduction

In some sftuations, the Directory may not give sufficient assurance that data is unchanged in storage, repardless of
access confrols. The integrity-of data stored in the Directory may be validated using digital signatures held ag part of the
Directory |nformation~Either the digital signature of an entry or selected attributes within an entry may belheld as an

Data integrity of attributes in storage is provided through the use of digital signatures held alongside the attributes they
are protecting. The integrity of awhole entry, or of all attribute values for selected attributesin an entry, is protected by
an attribute holding a digital signature of al the attribute values being protected.

This digital signature is created by an authority or directory user responsible for placing the information in the directory
entry. The digital signature can be validated by any user reading the attribute values for the entry. The directory service
itself is not involved in the creation or validation of the digital signature held in this attribute.

This integrity mechanism protects the integrity of directory attributes both in storage and during transfer between
components of the Directory (DSAs and DUAS). This integrity mechanism does not depend on the security of the
directory service itself.

Digital signatures applied to the whole entry do not include operational, collective attributes or the
attributeIntegrityInfo itself. Any attribute value contexts are included.
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The following defines an attribute type to hold a digital signature, along with associated control information, which
provides integrity of awhole entry or al values of selected attribute types.

attributeIntegrityInfo ATTRIBUTE ::= {
WITH SYNTAX AttributeIntegrityInfo
SINGLE VALUE TRUE

ID id-at-attributeIntegrityInfo }
AttributeIntegrityInfo ::= SIGNED{AttributeIntegrityInfoContent}
AttributeIntegrityInfoContent ::= SEQUENCE {
scope Scope, -- Identifies the attributes protected
signer Signer OPTIONAL, -- Authority or data originators name
attribsHash AttribsHash, -- Hash value of protected attributes
. )
Signer :|:= CHOICE {
thisEntry [0] EXPLICIT ThisEntry,
thirdParty [1] SpecificallyIdentified,
ThisEntrly ::= CHOICE {

onlyOne NULL,
speciflfic IssuerAndSerialNumber,

)

IssuerAndSerialNumber ::= SEQUENCE {
issuer] Name,
serial] CertificateSerialNumber,

)

SpecificdallyIdentified ::= SEQUENCE {
name GeneralName,
issuer] GeneralName OPTIONAL,
serial]l CertificateSerialNumber OPTIONAL }
(WITH [COMPONENTS { ..., issuer PRESENT, serial PRESENT } |
(WITH |[COMPONENTS { ..., issuer ABSENT, setial ABSENT }))

Scope ::= CHOICE {
wholeEntry [0] NULL, -- Signature protects all attribute values in this enfry
selectledTypes [1] SelectedTypesy

--| Signature protects all attribute values of the selected attribute types

ce. }
SelectedTypes ::= SEQUENCE SIZE (1..MAX) OF AttributeType
AttribsHash ::= HASH{HashedAttributes}
HashedAtltributes ::% SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}

-- Atltribute type' and values with associated context values for the selected Sfope
integritlyInfo ©BJECT-CLASS ::= {

SUBCLASS OF \ {top}

KIND auxiliary

MUST CONTAIN {attributeIntegrityInfo}

ID id-oc-integrityInfo }

AnattributeIntegrityInfo Value can be created in three different ways:

a) An administrative authority can create and sign the value, and the public key to verify the signature is
known by off-line means.

b) The owner of the entry, i.e., the object represented by the entry, can create and sign the value. If the
owner has several certificates, or expected to have that in the future, the certificate has to be identified by
the CA issuing the certificate together with the certificate serial number.

c) A third party may create and sign the value. The name of the signer, the name of the CA issuing the
certificate and the certificate serial number isrequired.
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If the scope is wholeEntry, all the applicable attributes shall be ordered as specified for a set-of type in 6.2 of Rec.
ITU-T X.509 | ISO/IEC 9594-8. If scope is selectedTypes, the ordering shall be the same as the one given in the
SelectedTypes

NOTE 1—If a user does not retrieve all the complete attributes that are defined within the Scope data type, it will not be
possible for the user to verify the integrity of the attributes.

The creator of the attributeIntegrityInfo attribute shall, when creating the attribsHash data type, use DER
encoding (see 6.2 of Rec. ITU-T X.509 | ISO/IEC 9594-8) of the attributes ordering the attributes as specified above,
and then create the hash from the resulting encoding.

NOTE 2 — The creator needs to have full knowledge of all the attribute syntaxes to create the hash.

The verifier of the integrity shall produce its own version of AttribsHash using the same procedure as above for
retrieved attributes, and then compare the result with the valuein the at tribsHash component.

NOTE 3 —The verification is only possibleif the verifier has full knowledge of al the attribute syntaxes.

An entry that shall hold an attributeIntegrityInfo atribute shall include the integrityInfo auxilipry object-
class.

20.3 Context for Protection of a Single Attribute Value

The following defines a context to hold a digital signature, along with associated control information, whigh provides
integrity for a single attribute value. Any attribute value contexts are included in the integrity check, ex¢luding the
context usgd to hold signatures.

attributleValueIntegrityInfoContext CONTEXT ::= {
WITH SYNTAX AttributeValueIntegrityInfo
ID id-avc-attributeValueIntegrityInfoContexte¢}

AttributleValueIntegrityInfo ::= SIGNED{AttributeValueIntegrityInfoContent}

AttributleValueIntegrityInfoContent ::= SEQUENCE {
signer] Signer OPTIONAL, -- Authority or dataNeriginators name
aVIHash AVIHash, -- Hash value of protected attribute

}

AVIHash |::= HASH{AttributeTypeValueContexts}
-- Attribute type and value with assdciated context values

AttributleTypeValueContexts ::= SEQUENCE {
type ATTRIBUTE. &id ({SupportedAttributes}),
value ATTRIBUTE. &Type({SupportedAttributes}{@type}),
contextList SET SIZE (1l..MAX) OF Context OPTIONAL,
}

The contéxtList shall be ordered as specified for a set-of typein 6.2 of Rec. ITU-T X.509 | ISO/IEC 959448.
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SECTION 9 —DSA MODELS

21 DSA Models

This clause is concerned with general models describing various aspects of the components comprising the Directory,
Directory System Agents (DSAS). Subsequent clauses treat additional DSA models.

21.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

2111
contexts.

re naming

21.1.2 gontext prefix: The sequence of RDNSs leading from the Root of the DIT to the initial vertéx of a naming
context; cqrresponds to the distinguished name of that vertex.

21.1.3 paming context: A subtree of entries held in asingle master DSA.

21.2 Directory Functional Model

The Direcfory is manifested as a set of one or more application-processes known'\as'Directory System Agents (DSAS)
and/or LDAP servers. Each DSA provides zero, one or more of the access points/ Each LDAP server provides one or
more acceps points. Thisisillustrated in Figure 19. Where the Directory is.composed of more than one DSA or LDAP
server, it i§ said to be distributed. The procedures for the operation of theDirectory when it is distributed are specified
in Rec. ITY-T X.518 | ISO/IEC 9594-4.

The Directory

7
>

X.501(12)_F19

Figllrp 19_The Dirp(*rnry Praovided hy M ||I'rip|p DSAs

NOTE1—-A DSA will likely exhibit local behaviour and structure which is outside the scope of envisaged Directory
Specifications. For example, a DSA which is responsible for holding some or &l of the information in the DIB will normally do
so by means of a database, the interface to which isalocal matter.

A particular pair of application-processes which need to interact in the provision of directory services may be located in
different open systems. Such an interaction is carried out by means of Directory protocols, as specified in
Rec. ITU-T X.519 | ISO/IEC 9594-5, or by means of the Lightweight Directory Access Protocol (LDAP), as specified
in |[ETF RFC 4510.

NOTE 2 — LDAP server behaviours are specified in IETF RFC 4510 and may differ from DSA behaviours specified in this
clause.

Clause 23 specifies the models that are used as the basis for specifying the distributed aspects of the Directory. A
framework for the specification of operational models concerned with particular aspects of the operation of the
components of the Directory, DSAS, is provided in clauses 25 through 28.
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21.3 Directory Distribution M odel

This subclause defines the principles according to which the DIB can be distributed across multiple DSAs.
NOTE 1 —The DIB may also be distributed across any number of LDAP servers, which may or may not coexist with one or more

DSAs. LDAP servers and their characteristics and behaviours are specified in IETF RFC 4510 and may differ from DSA
characteristics and behaviours specified in this clause.

Each entry within the DIB is administered by one, and only one, DSA's Administrator who is said to have
administrative authority for that entry. Maintenance and management of an entry shall take placein aDSA administered
by the administrative authority for the entry. This DSA isthe master DSA for the entry.

Each master DSA within the Directory holds a fragment of the DIB. The DIB fragment held by a master DSA is
described in terms of the DIT and comprises one or more naming contexts. A naming context is a subtree of the DIT, all
entries of which have a common administrative authority and are held in the same master DSA. A naming context starts
at a vertex of the DIT (other than the root) and extends downwards to leaf and/or non-leaf vertices. Such vertices
Constitute he-bordero he naminag conte he-suberior-o he-starting-vertex-—o Nnamina-conte 1SNo e|d|ntha[
master DSA contexts.
NOTE 2 —The DIT is therefore partitioned into disoint naming contexts, each under the administrative alithority] of a single
master PSA.
NOTE B — A naming context in itself is not an administrative area having an administrative paint of an explicit subtree
specificption, but it may coincide with an administrative area.

A family df entries shall reside in a single naming context.

It is possiljle for a master DSA's administrator to have administrative authority for severa disjoint naming cdntexts. For
every nanfing context for which a master DSA has administrative authority, it-shall logically hold the sequence of
RDNs which lead from the root of the DIT to the initial vertex of the subtree~eomprising the naming coptext. This
sequence gf RDNsis called the context prefix of the naming context.

A master IDSA's administrator may delegate administrative authority fer, any immediate subordinates of any|entry held
locally to pnother master DSA. A master DSA that delegated autharity'is called a superior DSA and the gontext that
holds the puperior entry of one for which the administrative authority was delegated, is called the superior naming
context. Delegation of administrative authority begins with the root and proceeds downwards in the DIT; thgt is, it can
only occur{from an entry to its subordinates.

Figure 20
are physi

llustrates a hypothetical DIT logically partitioned into five naming contexts (named A, B, C, D andl E), which
ly distributed over three DSAs (DSA 1, DSA 2, and DSA 3).

From the gxample, it can be seen that the naming-contexts held by particular master DSAs may be configured so as to
meet a wifle range of operational requirements! Certain master DSAs may be configured to hold those gntries that
represent higher level naming domains within some logical part(s) of the DIB, the organizational structurg of a large
company $ay, but not necessarily all the-subordinate entries. Alternatively, master DSAs may be configuied to hold
only thoselnaming contexts representing/primarily leaf entries.

From the gbove definitions, the ljmiting case for a naming context can be either a single entry or the whole of|the DIT.

logical to physical ymapping of the DIT onto master DSAs is potentially arbitrary, the task of ipformation
d management.is simplified if the master DSAs are configured to hold a small number of naming gontexts.

hold entry=copies as well as entries. Shadowed entries, the only sort of entry-copy considéred in the
Directory |Specifications, are maintained by means of the shadowing service described in Rec. ITU-T X.525 |
I SO/IEC 9594-9, In addition to this standardized sort of replicated information, two additional non-standardized sorts of
entry-copy| may’be encountered in the Directory.

—  Copiesof an entry may be stored in other DSA(s) through bilateral agreement.
—  Copies of an entry may be acquired by storing (locally and dynamically) a cache-copy of an entry which
results from a request.

NOTE 4 — The means by which these copies are maintained and managed is not defined in these Directory Specifications. Due to
more precise handling of features like access control, it is recommended that the shadow service be used instead of using
cached-copies.
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Figure 20 — Hypothetical DIT

A DSA ho|ding an entry-copy is a shadow DSA for that entry. A shadow,/DSA may hold a copy of a naming dontext or a

portion thgreof. The specification of the portion of a naming context.that is shadowed is termed a unit of repli

As descrijed in 9.2 of Rec. ITU-T X.525 | ISO/IEC 9594-9,5a unit or replication is defined within the
informatiop model, and a specification mechanism is provided. The shadowing mechanism in the Directory

the definitjon of the subset of the DIT that will be shadowed. This subset is called unit of replication. T

replication comprises a three-part specification which défines the scope of the portion of the DIT to be rep
attributes {o be replicated within that scope, and the-requirements for subordinate knowledge. The unit of
also impligitly causes the shadowed information ta'include policy information in the form of operational attr,
in entries and subentries (e.g., access control infarmation) which isto be used to correctly perform Directory
The prefix]information to be included begins at'an autonomous administrative point and extends to the repli
entry.

The origingtor of a Directory request isinformed (via fromEntry) as to whether information returned in re

cation.

Directory
s based on
he unit of
icated, the
replication
butes held
bperations.
Cation base

bponse to a

reguest is from an entry-copy or.not. A service control, dontUseCopy, iS defined which alows the user to grohibit the

use of entrly-copies to satisfy the request (although copy information may be used in name resolution).

In order fgr a DUA to begin.processing a request, it shall hold some information, specifically the presentati
about at lepst one DSArthat it can contact initially. How it acquires and holds this information is alocal matte

During the process.ef’ modification of entries, it is possible that the Directory may become inconsistent. T|

bn address,
.

his will be
onsistency
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SECTION 10 - DSA INFORMATION MODEL

22 Knowledge

221 Definitions

For the purposes of this Directory Specification, the following definitions apply:

2211 category: A characteristic of a knowledge reference that qualifiesit as identifying a master or a shadow DSA.
22.1.2 commonly usable: A characterlstlc of arepllcamed areathat permlts general distribution of the access point of
the DSA hplding--a-cco a usable replicated-areais-normally-a-complete shadow-copy-of aha g-context.

22.1.3 g¢ross reference; A knowledge reference containing information about a DSA that holds an'entry or entry-
copy. Thidis used for optimization. The entry need have no superior or subordinate relationship to any entry {n the DSA
holding the cross reference.

2214 DIT bridge knowledge reference: A knowledge reference containing informatiomabout a DSA| that holds
entries in & different DIT. The entry need have no superior or subordinate relationship to any)éntry in the DA holding
the other QIT.

22.1.5 immediate superior reference: A knowledge reference containing inforination about a DSA tha holds the
naming context (or a commonly usable replicated area derived from it) that is immediately superior to one held by the
DSA for which the knowledge referenceis relevant.

22.1.6  Knowledge (information): DSA operational information held by a' DSA that it uses to locate remqte entry or
entry-copy| information.

22.1.7 Knowledge reference: Knowledge which associates, either directly or indirectly, a DIT entry or fentry-copy
with the DBA in which it is located.

22.1.8 1haster knowledge: Knowledge of the master DSA'for a naming context.

2219 non-specific subordinate reference: A knowledge reference containing information about a DSA| that holds
one or molfe unspecified subordinate entries or entry<copies.

22.1.10 referencepath: A continuous sequence of knowledge references.
22.1.11 oot naming context: The set of-subordinate references of the root to be held by thefirst level DSAs.

22.1.12 shadow knowledge: Knowledge of one or more shadow DSAs for a naming context (if the knpwledge is
specific) of contexts (if non-specific).

22113 gubordinate reference: A knowledge reference containing information about a DSA that holdq a specific
subordinate entry or entry-copy.

22114 superior reference: A knowledge reference containing information about a DSA considered capable of
resolving (j.e., finding)any entry within) the whole of the DIT.

22.2 [[ntroduction

The DIB is distributed across a large number of master DSAS, each holding and having administrative authority for a
DIB fragment. The principles governing this distribution are specified in 21.3.

In addition, these and other DSAs may hold copies of portions of the DIB.

It is a requirement of the Directory that, for particular modes of user interaction, the distribution of the directory be
rendered transparent, thereby giving the effect that the whole of the DIB appears to be within each and every DSA.

In order to support this operational requirement, it is necessary that each DSA be able to gain access to the information
held in the DIB associated with any name (i.e., any object's distinguished or alias names). If the DSA does not itself
hold an object entry or object entry-copy associated with the name, it shall be able to interact with a DSA that does,
either directly or indirectly by means of direct and/or indirect interactions with other DSAs.

When the Directory user indicates that entry-copy information shall not be used to satisfy his request, the DSA
servicing the request must be able to gain access, directly or indirectly, to the master DSA holding the entry information
associated with the name supplied in the user's request.
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This clause defines knowledge as that DSA operationa information required to achieve these technical objectives.

Subsequent clauses specify the representation of knowledge in the context of a general DSA information model.
NOTE — The preceding statements represent technical objectives of the Directory. Readlization of these technical objectives
depends on other matters (e.g., policy matters) in addition to a consistent configuration of knowledge in DSAs. Clauses 25
through 28 establish a framework to address some of these matters.

Annex P contains an illustration of the modelling of knowledge. The illustration is based on the hypothetical DIT given
in Figure 20.

22.3 Knowledge References

Knowledge is that operational information held by a DSA that represents a partial description of the distribution of entry
and entry-copy information held in other DSAs. Knowledge is used by a DSA to determine an appropriate DSA to
contact when arequest received from a DUA or another DSA cannot be satisfied with locally held information.

KnowledgfE CONSISIS Of KNOWIEUgE references. A KNOwWIedge Teler ence ass0ci ales, arther directty or indirecty, the name
of aDirectory entry with a DSA holding the entry or a copy of the entry.

2231 Knowledge Categories

There are fwo categories of knowledge reference: master knowledge references and shadow knowl'edge refergnces.

Master kngpwledge is knowledge of the access point of the master DSA for a naming context.

Shadow kijowledge is knowledge of DSAs holding replicated Directory information; it.may be distributed py shadow
suppliers to shadow consumers by means of the replication procedures deseribed in Rec. ITU-T X.525 |
ISO/IEC 9594-9. Shadow knowledge is knowledge of the access point of a sét of one or more shadow )SAs for a
replicated prea (a naming context or a portion thereof).

A DSA thét is the object of shadow knowledge shall hold a commonly usable replicated area. One form of] replicated
areathat i§ commonly usable is a complete shadow copy of a naming-eontext. An incomplete shadow copy df a naming
context held by a DSA may be commonly usable if it is sufficiently eomplete to satisfy the interrogation requests that
users comimonly make to the DSA. It is the responsibility of the administrative authority who causes shadow knowledge
of a DSA [holding an incomplete copy of a naming context<to" be distributed that the replicated area be [commonly
usable.

A given DSA may hold both master and shadow knowledge, the latter involving multiple shadow DSAS, fegarding a
particular naming context. The specific knowledge Used in the processing of a request received from a DUA|or another
DSA, e.g.| in the name resolution process, is determined by a DSA specific selection procedure whereby the DSA
computes, [based on any non-standardized criteria deemed appropriate by the administrative authority, an access point of
a DSA cagable of progressing the request.
NOTE 1 The Directory Specifications~de*not constrain how master and shadow knowledge is used by DSAs|(other than
indirectly through constraints on DSA” behaviour, for example, the dontusecopy and copyshallbo Service|controls as
specified in Rec. ITU-T X.511 | ISO/IEC 9594-3).

22.3.2 Knowledge Reference Types

The know|edge possessediby a DSA is defined in terms of a set of one or more knowledge references where each
reference gssociates,-€ither directly or indirectly, entries (or entry-copies) of the DIB with the DSA which folds those
entries (or [entry-copies).

A DSA mTy hold-the following types of knowledge reference:

SuperHor-Feferences;
— immediate superior references;

—  subordinate references;

— non-specific subordinate references; and

—  cross references.
A knowledge reference of a particular type shall be either a master or shadow knowledge reference.

In addition, a DSA that participates in shadowing as a shadow supplier and/or consumer may hold one or more of the
following types of knowledge reference:

— supplier references; and
—  consumer references.

These knowledge reference types are described below.
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22.3.2.1 Superior References

A superior reference consists of:
—  the Access Point of aDSA.

Each non-first level DSA (see 22.5) shall maintain at |east one superior reference. The superior reference shall form part
of areference path to the root. Unless some method outside the standard is employed to ensure this, for example within
a DMD, this shall be accomplished by referring to a DSA which holds a naming context or replicated area whose
context prefix has fewer RDNs than the context prefix with fewest RDNs held by the DSA holding the reference.

22.3.2.2 Immediate Superior References

An immediate superior reference consists of:

— the context prefix of a naming context that is immediately superior to one held (as entries or
entry-copies) by the DSA holding the reference;

+ the Access Point of the DSA holding that naming context (as entries or entry-copies).

Immediatg superior references are an optiona reference type that only occur when there is a hierarchical pperational
binding to[the referenced DSA (see clause 24 in Rec. ITU-T X.518 | ISO/IEC 9594-4). In the absence of sych explicit
operationg bindings, an immediate superior naming context may be referenced by means of a cross'reference

22.3.2.3 $ubordinate References

A subordifate reference consists of:

+ acontext prefix corresponding to a naming context immediately subofdinate to one held (a$ entries or
entry-copies) by the DSA holding the reference;

4+ the Access Point of the DSA holding that naming context (asientries or entry-copies).

All naming contexts immediately subordinate to naming contexts hetd by a master DSA shall be reprgsented by
subordinat references (or non-specific subordinate references as deseribed in 22.3.2.4).

In the cage where a DSA holds entry-copies, the subordinatesnaming contexts may or may not be rgpresented,
depending|on the shadowing agreement in effect.

22.3.2.4 NNon-Specific Subordinate References

A non-spetific subordinate reference consists of:

4+ the Access Points of a DSA that holds the entries (or entry-copies) of one or more immediately
subordinate Naming Contexts.

This type of reference is optional, to allewfor the case in which a DSA is known to contain some subordinate entries
(or entry-cppies) but the specific RDNs.ef those entries (or entry-copies) is not known.

For each naming context that it holds, a master DSA may hold zero or more non-specific subordinate refererjces. DSAs
accessed vja a non-specific reference shall be able to resolve the request directly (either success or failure). Ih the event
of failure, p serviceError reporting a problem of unableToProceed is returned to the requestor.

In the where a DSA holds entry-copies, the non-specific subordinate references may or may not be répresented,
dependingfon the shadowing agreement in effect.

22.3.25 Croess-References

A Cross r eference Conssts of
— aContext Prefix;
—  the Access Point of a DSA which holds the entries or entry-copies for that naming context.

This type of reference is optional and serves to optimize Name Resolution. A DSA may hold any number (including
zero) of crossreferences.

22.3.2.6 Supplier References

A supplier reference held by a shadow consumer DSA consists of:

— the context prefix of the naming context from which the replicated area received from the shadow
supplier is derived,

— the identifier of the shadowing agreement that the shadow consumer has established with a shadow
supplier;

Rec. ITU-T X.501 (10/2012) 121


https://iecnorm.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

| SO/l EC 9594-2:2014 (E)

—  the Access Point of the shadow supplier DSA;
— anindication of whether the shadow supplier of the replicated areais or is not the master; and
— optionally, the access point of the master DSA if the supplier is not the master.

22.3.2.7 Consumer References

A consumer reference held by a shadow supplier DSA consists of :

— the context prefix of a naming context from which the replicated area provided by the shadow supplier is
derived;

— theidentifier of the shadowing agreement that the shadow supplier has established with a consumer; and
— the Access Point of the shadow consumer DSA.

224 Minimum Knowledge

It isaproperty of the Directory that each entry can be accessed independently of where arequest is generiated

It is also alproperty of the Directory that, to achieve adequate levels of performance and availability, seme reguests can
be satisfigd using a copy of an entry, while other requests may only be satisfied using the entry itself (i.e., the
informatiop held at the master DSA for the entry).

To redlize|these location independence properties of the Directory, each DSA shall maintain a minimum guantity of
knowledge which depends on the particular configuration of the DSA.

The objeclive of these minimum requirements is to permit the distributed name-resolution process to pstablish a
reference path, as a continuous sequence of master knowledge references, to all-naming contexts within the Djirectory.

It is aso arequirement that the minimum knowledge consists of referencesithat can be processed by the DSA (see 12.3
of Rec. ITU-T X.519 | ISO/IEC 9594-5).

Beyond these minimum requirements, additional knowledge may be’employed to establish other refereng¢e paths to
copies of maming contexts. Cross reference knowledge (master~and shadow) may be employed to establish optimized
reference paths to naming contexts and copies of naming contexts.

The minimum knowledge requirements for DSAs are spegified in 22.4.1-22.4.4.

perior Knowledge

that is not a first level DSA shall maintain at least one superior reference. Additional superior|references

A DSA thit is the master DSA of anaming context shall maintain subordinate or non-specific subordinate references of

pplier Knowledge

For each shadow supplierDSA that suppliesit with areplicated area, a shadow consumer DSA shall maintain a supplier
reference. [If the shadow consumer's subordinate knowledge for the copy of the naming context is incomplgte, it shall
use its supplier-reference to establish a reference path to subordinate information. This procedure is déscribed in
clause 20 ¢f RecATU-T X.518 | ISO/IEC 9594-4.

2244  Consumer Knowledge

For each shadow consumer DSA that it supplies with a replicated area, a shadow supplier DSA shall maintain a
consumer reference.

225 First Level DSAs

The DSA referenced by a superior reference assumes the burden of establishing areference path to all of the DIT that is
unknown to the referring DSA. A DSA referenced by other DSAs may itself maintain one or more superior references.
This recursive superior referral process stops at a set of first level DSAs upon whom the ultimate responsibility for the
establishment of reference pathsfalls.

A first level DSA is characterized as follows:
a) it doesnot hold a superior reference;
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b) it may hold one or more naming contexts immediately subordinate to the root of the DIT (as master or
shadow DSA for the naming context); and

¢) it holds subordinate references (of category master and/or shadow) and non-specific subordinate
references (of category master and/or shadow) which account for all the naming contexts immediately
subordinate to the root of the DIT which it does not itself hold.

The administrative authorities for first level DSAs are jointly responsible for the administration of the immediate
subordinates of the root of the DIT. This set of subordinate references is called the root naming context. The procedures
governing this joint root naming context are determined by multilateral agreements which are outside the scope of these
Directory Specifications.

The subordinate references making up the root naming context are conceptually placed in DSA specific entries (DSES)
immediately subordinate to the root DSE (see 24.2). The DSE type shall be subr.
NOTE — In arelated entries environment, it is possible that some first-level entries will have the same name, creating multiple

DITs. The administrative authorities for the associated first level DSAS are jointly responsible for the administration of these
DITs.

To limit the quantity of interrogation requests that might be directed to a master first level DSA (i.ef,.a DA that isa
master forla naming context immediately subordinate to the root of the DIT), it is possible to establish shadow first level
DSAsfor that master first level DSA. Such shadow DSAs hold copies of the entries and the root naming confext held in
its master {or supplier) first level DSA. They therefore may serve as a superior reference for non=first level DBEAS.

22.6 Knowledgereferencesto LDAP servers

LDAP dogs not have the concept of knowledge references. However, DSA may-have knowledge references to LDAP
servers infthe form of subordinate references, non-specific subordinate references and cross references. [An LDAP
server may aso beincluded in the root context held by first level DSAS.

Thereferepces to an LDAP server may be both of category master and/gr shadow.

23 Basic Elements of the DSA I nformation M.odel

23.1  Definitions

For the pufposes of this Directory Specification, thefollowing definitions apply:
2311 DSA information tree: The set of all(DSEs held by a DSA when viewed from the perspective of their names.
23.1.2 [DSA shared attribute: An operational attribute in the DSA information model associated with Iparticular

name whoge value or values, if held by several DSAS, areidentical (except during periods of transient inconsistency).

23.1.3 [DSA specific attribute:tAn operational attribute in the DSA information model associated with
name whoge value or values, if-held by several DSAS, need not be identical.

23.1.4 IDSA specific entry{(DSE): The information held by a DSA that is associated with a particular name; the DSE
may (but reed not) contéin'the information associated with the corresponding Directory entry.

particular

2315 IDSE type: An indication of the particular purpose of a DSE; a DSE may serve multiple purposgs and thus
have multiple types.

23.2 ['Trtroduction

The Directory information model describes how the Directory as a whole represents information about objects having a
distinguished name and optionally alias names. In its description of the DIT, entries and attributes, the composition of
the Directory as a set of potentially cooperating DSAsis abstracted from the model.

The DSA information model, on the other hand, is especially concerned with DSAs and the information that must be
held by DSAs in order that the set of DSAs comprising the Directory may together realize the Directory information
model. It is concerned with:

— how Directory information (object and alias entries and subentries) is mapped onto DSAS;

—  how copies of Directory information may be held by DSAS;

—  the operational information required by DSASs to perform name resolution and operation evaluation; and
— the operational information required by DSAs to engage in shadowing and to use shadowed information.
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The purpose for modelling a representation of DSA operational information such as knowledge is to establish the
general framework for management access to DSA operational information.

23.3 DSA Specific Entriesand their Names

In the DSA information model, the information repositories holding the information associated with a particular name
are termed DSA Specific Entries (DSES). Directory entries exist in the DSA information model only as information
elements from which DSEs may be composed. Operational attributes specific to the DSA information model comprise
the other variety of information element from which DSEs may be composed.

If a DSA holds any information concerning a name directly (i.e., information held in a repository identified by the
name), it is said to know or have knowledge of that name.

For each name known by a DSA, all the information held by the DSA directly associated with the name other than the
name itself is represented by one DSE. This latter information (i.e., the RDN and its relationship to the DIT) is not

representefl eXplicitly as altributes in the DSA nformation model; the Sset of names known Dy a DSA cdnstitute an
implicit fabric on which the associated DSEs can be considered to be attached.
NOTE + One consequence of the way the DSA information model handles names is that, for DSEs that are-not of type entry,
alias or pubentry, the AVA(Ss) expressing the RDN of the DSE is not modelled as held in (an) attribute(s).
The set of [all names known by a DSA, together with the information associated with each name/when viewed from the
perspective of these names, is termed the DSA information tree for that DSA. A DSA infermation tree is ¢lepicted in
Figure 21.
Root DSE
Root @
L ‘ DSA-specific
attributes
[ ] DSE
Ade|>n! sttrai\l I\:/>e Directory DSA-shared DSA-specific
oint (AF) entry attributes attributes
DSE
Subentry @
‘ ‘ Directory DSA-shared DSA-specific
subentry attributes attributes
AP
DSE (e.g., for subordinate references)
‘ ‘ ‘ ‘ ‘ ‘ ‘ DSA-shared DSA-specific
attributes attributes
X501(12)_F21

Figure21 — A DSA Information Tree

The minimum information that a DSA may associate with a name, and thus know the name, consists of an expression of
the purpose for which the name is known (i.e., the role played by the name in the operation of the DSA knowing it).
This purpose is represented in the DSA information model by the DSA specific attribute, dseType.

In addition, a DSE may hold other information associated with the name such as an entry or entry-copy, DSA shared
attributes and DSA specific attributes.

A DSE may represent a Directory entry directly, a portion of an entry or no Directory information. The information held
in aDSE varies, depending on its type or purpose. In general, the following sorts of DSEs may occur in DSAS.
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— A DSE directly representing a Directory entry contains the user and operational attributes corresponding

to that Directory entry (as depicted in DSE 2 in Figure 21). The DSE may also contain DSA shared and
DSA specific attributes.

— A DSE representing a portion of an entry (as a result of shadowing) contains some of the user and

operational attributes corresponding to the Directory entry, DSA specific attributes and may also contain
DSA shared attributes.

— A subentry DSE representing, for example prescriptive ACI or collective attributes, contains the relevant

user and operational attributes corresponding to a Directory subentry (as depicted in DSE 3 in Figure 21).
The DSE may also contain DSA shared and DSA specific attributes.

— A DSE representing no Directory entry information contains only DSA shared and/or DSA specific

attributes (as depicted in DSEs 1 and 4 in Figure 21). For example, a DSE representing a subordinate
reference may have a DSA shared attribute that indicates the master access point and a DSA specific
attribute to indicate that the DSE is a subordinate reference.

NOTE
consist
particul

234
A DSEis

is one of these) and optionally an entry or entry-copy.

2341

Two vari
Directory

A DSAsh
whose val
may hold

—The DSE Is a conceptua entity which facilitates the specification and modelling of information comgonents in a
t and convenient way. Although DSEs are said to "hold" or "store" information, this is not intended to[impose any
constraints or data structure on implementations.

asic Elements

omprised of three basic elements: the DSE type, some number of DSA operational attributes (theé DSE type

SA Operational Attributes

ies of operational attribute occur in the DSA information model. that do not correspond to infdrmation in
tries. Those are DSA shared and DSA specific attributes.

ed attribute is an operationa attribute in the DSA information model associated with a parti¢ular name
e or values, if held by several DSAS, are identical (except during periods of transient inconsistengy). A DSA
shadow-copy of aDSA shared attribute.

A DSA specific attribute is an operationa attribute in the DSA” information model associated with a partigular name

whose val
informati
DSA speci

e or values, if held by several DSAS, need not-he'identical. A DSA specific attribute represents pperational
that is specific to the functioning of the BSA holding it. A DSA cannot hold a shadow{copy of a
ic attribute.

NOTE + While a shadow-supplier DSA may provide.a shadow-consumer DSA with a DSA specific attribute, thisis ¢onceptually
not a shiadow-copy of information held by the sipplier but, rather, information produced by the supplier for the congumer which

the congumer may then use and modify.

2342 IDSE Types

The type ¢f a DSE, represented. i, the DSA information model by the DSA specific operational attribute] dseType,
indicates the particular purpose (or role) of aDSE. This purpose isindicated by the named bits of the single yalue of the
dseType fitribute. As a DSE may serve several purposes, several named bits of the dseType attribute mgy be set to
represent these purposes:.Anumber of combinations of named bits that are likely to occur are specified in Anpex O.

The phrasg "a DSE0f ‘type x" is used in the Directory Specifications to indicate that the named bit x of|the DSE's

dseType dtribute-has been set. For a DSE of type x, other named bits may or may not be set, as required. The aternate
phrase "th¢ DSE type includes x" may also be used.
The syntattie—speetfteatton—ofthe—dseType hotation as
follows:
dseType ATTRIBUTE ::= {

WITH SYNTAX DSEType

EQUALITY MATCHING RULE bitStringMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-dseType }

This DSA specific operational attribute is managed by the DSA itself.
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The ASN.1 type that represents the syntax of the possible values of the dseType attribute isbsEType. Itsdefinitionis:

DSEType ::= BIT STRING {

root (0), -- root DSE

glue (1), -- represents knowledge of a name only

cp (2), -- context prefix

entry (3), -- object entry

alias (4), -- alias entry

subr (5), -- subordinate reference

nssr (6), -- non-specific subordinate reference

supr (7), -- superior reference

Xr (8), -- cross reference

admPoint (9), -- administrative point

subentry (10), -- subentry

shadow (11), -- shadow copy

immSupr (13), -- immediate superior reference

rhob (14), -- rhob information

sa (15), -- subordinate reference to alias entry

dsSubentry (16), -- DSA Specific subentry

familyMember (17), -- family member

ditBrildge (18)} -- DIT bridge reference
--writeableCopy (19) writeable copy (currently not used)

The valueg of DSEType are:

d) root: Theroot DSE contains DSA specific attributes, used by the DSA/ that characterize thaf DSA as a
whole. The name corresponding to the root DSE is the degenerate name consisting of a sequence of zero
RDNSs.

NOTE - Information that characterizes a DSA that is to be made available via the Directory abstrget service is
contained in the DSA's entry. A DSA may, but need not, hald its own entry or a copy of its own entry.

D) glue: A glue DSE represents knowledge of anameenly! A DSA holding a context prefix DSK or a cross
reference DSE may hold glue DSEs to represent the names of the superiors of the context prefix or cross
reference DSE if no other operational informatien)(e.g., knowledge) is associated with those names. This
isillustrated in Figure 22. A DSE of type gluesshall not have any other pseType bit set.

¢) cp: The DSE representing the context prefix of a naming context.

@) entry: A DSE that holds an object entry.

¢) alias: A DSE that holds an aliasentry.

f) subr: A DSE that holds aspecific knowledge attribute to represent a subordinate reference.

@) nssr: A DSE that holds\a non-specific knowledge attribute to represent a non-specific gubordinate
reference.

M supr: A DSE thatthelds a specific knowledge attribute to represent the DSAS superior referenges.
i) xr: A DSE thatholds a specific knowledge attribute to represent a cross reference.
] admPoint A DSE corresponding to an administrative point.

H) subéntry: A DSE that holds a subentry.

I shadow. A DSE that holds a shadow-copy of an entry (or part of an entry) or other ipformation
(e.9., knowledge) received from a shadow-supplier; this named bit is set by the shadow consurper.

m) immSupr: A DSE that holds a specific knowledge attribute to represent an immediate superior reference.

n) rhob: A DSE that holds administrative point and subentry information received from a superior DSA in
a Relevant Hierarchical Operationa Binding (i.e., in either a Hierarchical Operationa Binding or a Non-
specific Hierarchical Binding as described in clauses 24 and 25 of Rec. ITU-T X.518 | ISO/IEC 9594-4).

0) sa: A quaifier of asubr DSE indicating that the subordinate naming context entry is an aias.
p) dssubentry: A DSE that holdsaDSA specific subentry.

() familyMember: A DSE that holds afamily member.

r) ditBridge: A DSE that holdsaDIT bridge reference.

The use of this operational attribute to represent aspects of the DSA information model is described in clause 23.
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24 Representation of DSA Information

This clause treats the representation of DSA information. It describes the representation of DSA operational information
(knowledge), Directory user information and Directory operational information.

24.1 Representation of Directory User and Operational Information

This clause specifies the representation of Directory user and Directory operational information in the DSA information
model.

24.1.1 Object Entry

An object entry is represented by a DSE of type entry which contains the user and Directory operational attributes
associated with the Directory entry. The name of the DSE is the name of the object entry (i.e., the object's distinguished
name).

If the DSHholds a copy of the entry, the DSE type includes shadow.

24.1.2 lias Entry

An alias eftry is represented by a DSE of type alias which contains the attributes associated with'the aliasjentry (i.e.,
the RDN gttributes and the aliased object name attribute). The name of the DSE is the name of-the alias entry

If the DSHholds a copy of the dias entry, the DSE type includes shadow.

24.1.3 dministrative Point

An administrative point is represented by a DSE of type admPoint Which contains the attributes associated with the
administrgfive point. The name of the DSE is the name of the administrativepoint.

If the DSH represents an entry, the DSE type includes entry. If the DSE holds a copy of the administrgtive point
informatiop, the DSE type includes shadow.

2414  $ubentry

A subentry is represented by a DSE of type subentry which contains the operationa and user information|associated
with the sybentry. The name of the DSE is the name of the'subentry.

If the DSHholds a copy of the subentry, the DSE typeis subentry and shadow.

2415 Kamily member

A family member (including the ancestor) isrepresented by a DSE of type £amilyMember. The ancestor alsg is of DSE
type entry; it isthe only family member that is permitted to have this DSE type.

24.2  Representation of(Kinowledge References

A knowleflge reference consists of a DSE of an appropriate type which holds a correspondingly approgriate DSA
operationd attribute and'which is identified by a name bearing a defined relationship to the naming context held by the
referenced DSA.

The name of thissDSE shall be the primary distinguished name and may include aternative names and context
informatiop. if they are prmt in the context preflx of the naming context held by the referenced DSA. In the case of a
DSE that a DSE that
is not a copy, the name of the DSE shall include all dlstl nguished names.

NOTE — Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is present.

2421 Knowledge Attribute Types

DSA operationa attributes are defined in the DSA information model to expressaDSA's:
—  knowledge of its own access point;
—  superior knowledge;
—  gpecific knowledge (its subordinate references);
— non-specific knowledge (its non-specific subordinate references);
—  knowledge of its supplier(s), optionally including the master, if it is a shadow consumer;
—  knowledge of its consumer(s) if it is a shadow supplier;
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—  knowledge of another DIT.
Object Identifier values are assigned in Annex F for these operational attributes.
24.2.1.1 My Access Point

ThemyAccessPoint operational attribute type is used by a DSA to represent its own access point. It is a DSA specific
attribute. All DSAs shall hold this attribute in their root DSE. It is single-valued and managed by the DSA itself.

myAccessPoint ATTRIBUTE ::= {
WITH SYNTAX AccessPoint
EQUALITY MATCHING RULE accessPointMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-myAccessPoint }

The ASNJl type AccessPoint is defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. Its ASN.X ‘specification is
reproduced here for the convenience of the reader.

AccessPoint ::= SET ({
ae-tit]le [0] Name,
addresls [1] PresentationAddress,

protocolInformation [2] SET SIZE (1l..MAX) OF ProtocolInformation OPTIONAL,
-- [6] Not to be used

-}
How a DSA obtains the information held inmyaccessPoint is not describedipthe Directory Specifications
An attribur]‘e of themyaccessPoint attribute type shall be held in a DSE oftype root.

The infor
binding.

ation held in myAccessPoint may be employed in theDOP when establishing or modifying an pperational

24.2.1.2 $uperior Knowledge

The supefriorknowledge operational attribute type is used by a non-first level DSA to represent ifs superior
references| It is a DSA specific attribute. All non-firstlevel DSAs shall hold this attribute in their root DSE. |It is multi-
valued and managed by the DSA itself.

superiorKnowledge ATTRIBUTE ::= {
WITH NTAX AccessPoint
EQUALIITY MATCHING RULE accgeéssPointMatch
NO Us MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-superiorKnowledge }

A DSA may acquire the information held in superiorknowledge by means not described in the Directory
Specificatipns. It mightsalso construct it from its immediate superior references, e.g., from its immediale superior
reference Whose context prefix has the least number of RDNsin its name.

The supefiorknowledge dattributetypeisheldin aDSE of type root.

The information held in superiorknowledge may be employed by a DSA when constructing a continuation
reference returned in a DAP or DSP referral or when performing chaining.

24.2.1.3 Specific Knowledge

Specific knowledge consists of the access points for the master DSA of a naming context and/or shadow DSASs for that
naming context. It is specific because the context prefix of the naming context is known and associated with the access
point information. Specific knowledge is represented by the specificknowledge Operationa attribute type. It is a
DSA shared attribute, is single-valued, and managed by the DSA itself.

specificKnowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-specificKnowledge }
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The ASN.1 type MasterAndShadowAccessPoints iS defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. Its ASN.1
specification is reproduced here for the convenience of the reader.

MasterAndShadowAccessPoints ::= SET SIZE (1l..MAX) OF MasterOrShadowAccessPoint
MasterOrShadowAccessPoint ::= SET {
COMPONENTS OF AccessPoint,
category [3] ENUMERATED (
master (0),
shadow (1)} DEFAULT master,

chainingRequired [5] BOOLEAN DEFAULT FALSE,

A DSA may acquire the information held in specificKnowledge by means not described in the Directory
Specifications. In the case of a cross reference (DSE of type xr) it mlght also congtruct it from mformanon received in
the crossR

Theinfornpation held in specificknowledge may be employed by a DSA when constructing.a‘continuatiop reference
a DAP or DSP referral (or when performing chaining) and when constructing) Shadowed DSA Specific

Non-specific knowledge consists of the access points for the master DSA ©fyOne or more naming contéxts and/or

context(s) |s (are) not known. The immediate superior of the naming context(s) is known, however, and the afcess point
information is associated with its name. Non-specific knowledge is tepresented by the nonsSpecificKnowledge

operationg attribute type. It isa DSA shared attribute, is multi-valded'and managed by the DSA itself.
nonSpecifficKknowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints

EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch

NO USHR MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-nonSpecificKnowledge }

The MastprandshadowAccessPoints value consists of an access point for a master DSA holding orje or more
subordinate naming contexts, and zero or more access points of DSAs holding shadows of some or all of th¢se naming
contexts.

A DSA may acquire the information held in nonSpecificknowledge by means not described in thg Directory
Specificatipns. In the case of anon-specific subordinate reference (DSE of type nssr), it might also construct it from
information received in the DOP when establishing or modifying a NHOB.

The nonspecificKnewledge dttribute type is held in a DSE of type nssr. It is used to represent npn-specific
subordinate references.

The information held in nonspecificKknowledge may be employed by a DSA when constructing a cpntinuation
reference rleturned inaDAP or DSPreferral (or when performing chaining) and when constructing SDSESs of|typenssr
provided inthe-B+SP-

24.2.1.5 Supplier Knowledge

The supplier knowledge of a shadow consumer DSA consists of the access point(s) and shadowing agreement
identifier(s) for its supplier(s) of a copy (or copies) of areplicated area. Optionally, if the supplier is not the master of
the naming context from which a replicated area is derived, the access point of the master may be included in supplier
knowledge. Supplier knowledge is represented by the supplierKnowledge oOperationa attribute type. It is
DSA specific, multi-valued and managed by the DSA itself.

The ASN.1 syntax for a value of supplierKnowledge iS SupplierInformation. A vaue of this attribute is
composed of a shadow supplier DSA's access point and the agreement 1D of the shadowing agreement between the
supplier DSA and the consumer DSA holding the DSA specific attribute (expressed as a value of the type
SupplierOrConsumer), an indication of whether the supplier of the replicated area is or is not the master of the
naming context from which it is derived, and, if not, optionally, the access point of the master DSA.
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SupplierOrConsumer ::= SET {
COMPONENTS OF AccessPoint, -- supplier or consumer
agreementID [3] OperationalBindinglID,
-}
SupplierInformation ::= SET {
COMPONENTS OF SupplierOrConsumer, -- supplier
supplier-is-master [4] BOOLEAN DEFAULT TRUE,

non-supplying-master [5] AccessPoint OPTIONAL,

supplierKnowledge ATTRIBUTE ::= {
WITH SYNTAX SupplierInformation
EQUALITY MATCHING RULE supplierOrConsumerInformationMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID t—doa-supprierKmowtisdge

A DSA may acquire the information held in supplierknowledge by means not described in ‘the
Specificatipns. A shadow consumer DSA might also construct it from information received in the [
establishing or modifying a shadowing agreement.

The supplierKnowledge attribute type is held in a DSE of type cp. It is used to repreSent one or mo
references| All shadow consumer DSAs shall hold avalue of this attribute for each shadowing agreement they
as a consuner.

The infornation held in supplierknowledge may be employed by a DSA when constructing a continuatio
returned in a DAP or DSP referral. The agreementID component (its type, operationalBindingID, iS
28.2) of sypplierknowledge isrequired in the operations of the DOP for . managing a shadowing agreemer
the DISP qperations.

24.2.1.6 Consumer Knowledge

The consymer knowledge of a shadow supplier DSA consists of the access point(s) and shadowing
identifier(g) for the consumer(s) of a copy (or copies) of a namivig context provided to them by the supplier.
knowledge is represented by the consumerknowledge Opérationa attribute type. It is DSA specific, multi-
managed hy the DSA itself.

The ASN.LL syntax for a value of consumerknowlédge iS ConsumerInformation (which has the samg
SupplierOrConsumer, but refers to a consumer access point).

ConsumerjInformation ::= SupplierOrConsumer -- consumer
consumerKnowledge ATTRIBUTE ::2 {
WITH NTAX ConsumerInformation
EQUALITY MATCHING RULE‘-supplierOrConsumerInformationMatch
NO Us MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-consumerKnowledge }

A DSA may acquire‘the information held in consumerknowledge by means not described in the
Specificatipns. Asshadow supplier DSA might also construct it from information received in the DOP when €
or modifyihg,shadowing agreements.

Directory
DOP when

re supplier
engagein

h reference
defined in
tandin all

agreement
Consumer
valued and

b syntax as

Directory
stablishing

The cons

> consumer

references. AII shadow suppher DSAs shaII hoId aval ue of th|s attn butefor each shadOW| ng agreement they engagein

asasupplier.

The agreementID component of consumerKnowledge iS required in the operations of the DOP for managing a

shadowing agreement and in all the DISP operations.

24.2.1.7 Secondary Shadow Knowledge

Secondary shadow knowledge consists of information a supplier DSA (e.g., a master DSA) may choose t
regarding consumer DSAs that are engaged in secondary shadowing from its perspective. Secondary shadow

0 maintain
knowledge

is represented by the secondaryshadows operational attribute type. It is DSA specific, multiple-valued and managed

by the DSA itself. The ASN.1 syntax for a value of secondaryShadows iS SupplierAndConsumers. It
the access point of a shadow supplier and alist of its direct consumers.
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SupplierAndConsumers ::= SET {
COMPONENTS OF AccessPoint, -- supplier
consumers [3] SET OF AccessPoint,
}
secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX SupplierAndConsumers
EQUALITY MATCHING RULE supplierAndConsumersMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-secondaryShadows }

The consumers component of SuppliersAndConsumers contains only access points of DSAs that hold commonly
usable copies of areplicated area.

A Suppllc.r DSA _mav_obtain-tha infarmation-reauired-to-construect valiiec of thic attrihuta fraom o caonciim. DSA b
O LA AR LR 4 T IO TITITUNTTICLTOTT T OO OO tU DUTTXT OO vV oraco— Ot T CETI T TTC ™ TT O O DU OO T 14! y

following the procedure described in 23.1.1 of Rec. ITU-T X.518 | ISO/IEC 9594-4.

The secodaryshadows attribute typeis held in a DSE of type cp.

Support fof secondary shadow knowledge is optional.
24.2.1.8 DIT Bridge Knowledge

A master PSA of a naming context in another DIT is represented by a ditBridgeKnowledge, Which cgnsists of a
domain igdentifier and its access point. The diTBridgeKnowledge Opefational attribute comtains the
DITBridgeKnowledge Of all known such DSAs. It is a multi-valued, DSA shared attribute and is manaped by the
DSA administrator. This attribute is held in a DSE of type root, which additionally gets the DSE type ditBridge for
DIT bridgg reference.

ditBridgleKnowledge ATTRIBUTE ::= {
WITH NTAX DitBridgeKnowledge
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
NO Us MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-ditBridgekfiowledge }

The ASN.1 type pitBridgeKnowledge iS defined intRec. ITU-T X.518 | ISO/IEC 9594-4. Its ASN.1 spedification is
reproduced here for the convenience of the reader.

DitBridgeKnowledge ::= SEQUENCE {
domainl.ocalID UnboundedDirectoryString OPTIONAL,
accesgPoints MasterAndShadowAccessPoints,

}

The information held in ditBridgeknowledge Will be employed by the DSA when performing a Search operation
involving related entries.

24219 Matching Rules

Four equality matching rules for the preceding knowledge attributes are specified below. They apply to attributes with
syntaxes of types AccessPoint, MasterAndShadowAccessPoints, SupplierInf¢rmation,
ConsumerInformation and SuppliersAndConsumers.

24.2.1.9.1 AccessPoint Match
The Access Point Match ruleis specified as:

accessPointMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-accessPointMatch }

The accessPointMatch matching rule applies to attribute values of type accesspPoint. A vaue of the assertion
syntax is derived from a value of the attribute syntax by using the value of the [0] context specific tag (Name)
component. Two values are considered to match for equality if the Name component of each match using the matching
procedure for DistinguishedName Values.
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242192

Master And Shadow Access Points Match

The Master and Shadow Access Point Match equality matching rule is specified as:

masterAn
SYNTAX
ID

dShadowAccessPointsMatch MATCHING-RULE ::= {
SET OF Name
id-kmr-masterShadowMatch }

The masterAndShadowAccessPointsMatch  matching rule applies to  attributes
MasterAndShadowAccessPoints. A value of the assertion syntax is derived from a value of the attribute syntax by
removing the category and address components of each sgT in the SET OF MasterOrShadowAccessPoints.
Two such values are considered to match for equality if both values have the same number of seT oF elements, and,
after ordering the seT oF elements of each in any convenient fashion, the ae-title component of each pair of SET
oF elements matches using the matching procedure for distinguishedNameMatch.

242193 Qllppllnr orConsumer lnformation Match

of  type

The Supplier or Consumer Information Match rule is specified as:

supplie
SYNTA.
ae-
agr

ID

The su
Supplie
Supplie
attribute
such valu
tag infor
componen
informatiol

242194
The Suppl

supplier

rConsumerInformationMatch MATCHING-RULE ::= {
SET {
itle [0] Name,

ement-identifier [2] INTEGER}
id-kmr-supplierConsumerMatch }

plierOrConsumerInformationMatch matching rule applies .40, attribute values
Information OF ConsumerInformation (and other attributes\\having values compa
Information Of ConsumerInformation). A value of the assertionSyntax is derived from a v
ntax by selecting the seT components with tags that match the sET components of the assertion s
are considered to match for equality if the ae-title component of each (after removing the e

of type
ible with
Alue of the
ntax. Two
plicit 01

ation) matches using the matching procedure for pistinguishedName values and the identifier

contained in the agreement component of each (after’removing the explicit [2]1 and sSEQ
n) matches using the matching procedure for INTEGER \Val Ues.

Suppliersand ConsumersMatch

er and Consumers Match rule is specified as:

AndConsumersMatch MATCHING-RULE ::= {

SYNTAX| Name

ID

id-kmr-supplierConsumergMatch }

The Supplier and Consumers Match/rule applies to attribute values of type supplierAndConsumers

attributes
equality if

naving values compatible with supplieraAndConsumers). Two such values are considered to
the ae-title component of each (after removing the explicit [0] tag information) matcheq

matching procedure for DistinguishedName values.

2422 |
This subcl

myAccess

nowledge Referénce Types

buise specifies the representation of knowledge in the DSA information model.

Self Reference

DENCE tag

(and other
match for
using the

Point held in the DSA s root DSE aDSE of type root.

24.2.2.2 Superior Reference

le attribute

A superior reference is represented by a DSE of type supr and root which contains a superiorknowledge attribute.
Since a superiorKnowledge attribute value may contain access points of severa DSAS, it may therefore represent
several superior references.

24223 |

mmediate Superior Reference

An immediate superior reference is represented by a DSE of type immsupr which contains a specificKnowledge
attribute. The name of the DSE holding the attribute corresponds to the context prefix of the naming context held by the

referenced
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Since a specificKnowledge dttribute value may contain access points of several DSAS, it may therefore represent
several immediate superior references, at most one of category master and zero or more of category shadow.

If the DSE holding the immediate superior reference is received from a shadow supplier, the DSE type includes
shadow.

24.2.2.4 Subordinate Reference

A subordinate reference is represented by a DSE of type subr which contains a specificknowledge attribute. The
name of the DSE holding the attribute corresponds to the context prefix of the relevant naming context held by the
referenced subordinate DSA.

Since a specificKnowledge dttribute value may contain access points of several DSAS, it may therefore represent
several subordinate references, at most one of category master and zero or more of category shadow.

If the DSE holding the subordinate reference is shadowed information, received from a shadow supplier, the DSE type
includes shadow.

The DSE may aso include immsupr in a DSA holding two naming contexts, one superior to the(other,|which are
separated py a third single-entry naming context held in another DSA. An example of this sifuation is glepicted in
Annex P.

24.2.2.5 Non-Specific Subordinate Reference

A non-specific subordinate reference is represented by a DSE of type nssr (and entry normally) which|contains a
nonSpecilficKnowledge dattribute. The name of the DSE holding the attribute eofresponds to the name [formed by
eliminating the final RDN of the context prefixes of the naming context held by thereferenced subordinate DEAS.

Since a npnSpecificknowledge dattribute value may contain access points of several DSAS, it may therefore
represent geveral non-specific subordinate references, at most one of catégory master and zero or more ¢f category
shadow. Hach nonspecificknowledge attribute value represents a-related set of non-specific subordinate references
— the DSAB of category shadow hold one or more replicated areasderived from the naming context(s) held y the DSA
of category master.

If the DSH holding the non-specific subordinate reference js shadowed information, received from a shadoyv-supplier,
the DSE type includes shadow.

The DSE |ncludes shadow in the situation of a shadow DSA when the DSE corresponds to an entry for|which the
master DSA has non-specific subordinate knowledge and for which only the nonspecificknowledge attrilpute for the
non-specif|c subordinate reference is shadowed:

The DSE includes cp and shadow in the sitbiation of a shadow DSA whose replicated area does not include fhe context
prefix entry and the master DSA for the Rraming context has non-specific subordinate knowledge for the contgxt prefix.

The DSE |includes admPoint and shadow in the situation of a shadow DSA when the DSE correspgnds to an
administrafive point, the entry information for the administrative point is not shadowed, and the master DSA for the
naming coptext has non-specific subordinate knowledge for the administrative point.

When the|administrativespoint coincides with a context prefix in the preceding two cases, the DSE may include
admPoint], cp and shadow.

24.2.2.6 Cross Reference

A cross re S ifi )
the DSE holdlng the attr| bute corresponds to the context preflx of the naming context held by the referenced DSA.

Since a specificKnowledge attribute value may contain access points of severa DSAS, it may therefore represent
several cross references, at most one of category master and zero or more of category shadow.

24.2.2.7 Supplier Reference

A supplier reference is represented by a DSE of type ep which contains a supplierKnowledge attribute. The name of
the DSE holding the attribute corresponds to the context prefix of the shadowed naming context.

Since a supplierkKnowledge attribute may have severa values, it may represent several supplier references. Each
attribute value represents one supplier reference.
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24.2.2.8 Consumer Reference

A consumer reference is represented by a DSE of type cp which contains a consumerknowledge attribute. The name
of the DSE holding the attribute corresponds to the context prefix of the shadowed naming context.

Since a consumerKnowledge attribute may have several values, it may represent several consumer references. Each
attribute value represents one consumer reference.

24.3 Representation of Names and Naming Contexts

24.3.1 Namesand Glue DSEs

As described in 23.3, the minimum information that a DSA may associate with a name is the purpose for which it holds
the name, represented by a DSE holding a value of the attribute dseType. When a DSE contains only such a minimal
information, its DSE type shall be glue. In this case, the DSE shall not hold an entry or subentry (or a shadow-copy of
an entry off SUbentry) or a DSA shared attribute.

Glue DSEE arise in the DSA information model to represent names that are known by a DSA as a~consequence of
holding information associated with other names. For example, consider the cross reference depicted i Figuire 22. The
DSA hold|ng this cross reference also "knows' (in the sense described in 23.3) the names that are sup%ior to the
context prefix name associated with the cross reference. When no other information is assoeiated with su¢h superior
names, they are represented in the DSA information model by glue DSEs.

24.3.2 aming Contexts

A naming |context consists of a context prefix, a subtree of zero or more entries-stibordinate to the context |prefix (the
root of the subtree), and, if there are naming contexts subordinate to it, subordinate and/or non-specific gubordinate
references|sufficient to constitute full subordinate knowledge.

A context|prefix is represented by a DSE of type cp. If the context’prefix corresponds to an entry, thel DSE type
includes eptry. If it corresponds to an alias, the DSE type includés)alias. If the context prefix corresppnds to an
administrgfive point, the DSE type includes admPoint.

The subtrge of entries and subentries subordinate to the context prefix is represented by DSES as describefl in 24.1.1
to 24.1.5.

The repregentation of the subordinate knowledge of themaming context is represented by DSEs as described in 24.2.2.

A replicatgéd area (a shadow-copy of all or part of\a haming context) is represented as above except that thg DSE type
includes shadow in each DSE for which user(or operational attributes are received from the shadow supplier. In the
case of indomplete replicated areas, DSEs of-type glue may occur to represent a bridge between the separate pieces of
the shadowed information. No user or gperational attributes are associated with these (or any) glue DSEs.

2433 [HKExample

Figure 22 |llustrates an exampleof the mapping of a portion of the DIT (that corresponding to a naming context) onto
the informgtion tree of a DSA) In addition to the naming context information itself, the DSA's root DSE coptaining its
superior reference (thisis\not the DSA information tree for a first level DSA), a glue DSE and a DSE repfesenting a
reference (either a crossreference or an immediate superior reference) to an immediately superior naming fontext are
also depi
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SECTION 11 - DSA OPERATIONAL FRAMEWORK

25 Overview

25.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

25.1.1 cooperative state: With respect to a second DSA, the state of a DSA for which an operational binding
instance has been established and has not been terminated.

25.1.2 directory operational framework: Provides the framework from which specific operational models
concerned[with particular aspects (e.g., shadowing or creafing a naming context) of the operation of the conjponents of
the Directpry (DSAS) may be derived by application of the framework. It factors out common elements|which are
present in gl interactions between Directory components.

25.1.3 on-cooper ative state: With respect to a second DSA, the state of a DSA prior to the establishment or after
the termingtion of an operational binding instance.

2514 perational binding: A mutua understanding between two DSAS that, oncéestablished, expriesses their
"agreement" subsequently to engage in some sort of interaction.

2515 perational binding establishment: The process of establishing an operational binding instance.

25.1.6 perational binding instance: An operational binding of a specific.type between two DSAS.

perational binding management: The process of establishing, terminating or modifying an insfance of an
operationd binding. This management may be achieved via informatieniexchanges defined by Directory Spegifications,

perational binding modification: The process of modifying an operational binding instance.

2519 perational binding termination: The process ofiterminating an operational binding instance.
25.1.10 g¢perational binding type: A particular typelof operational binding specified for some distinct pyrpose, that
expresses {he "agreement"” of two DSASs to engage inpecific types of interaction (e.g., shadowing).

25.2 [[ntroduction

This Direqtory Specification defines application protocol information exchanges and associated DSA procedures that
define the|distributed operation of the-Directory. Clauses 25 through 28 define a DSA operational framework which
models cefftain common elements in.these information exchanges and procedures.

Two DSA$ interact in a cooperative manner because, in addition to their technical capacity to exchange inforfnation and
perform piocedures associated with these exchanges, each has been configured to accept certain interactions with the
other.

These clayses are concerned with the expression of a common framework for the specification of the strugture of the
elements gf thecooperation between two DSAS.

One objecfiveof this framework is that it be sufficiently general to account for all of the forms of DSA cooperation to
be defined in this and future editions of these Directory Specifications. The framework is used within these Directory
Specifications to define shadowing and hierarchical operational binding types.

26 Operational bindings

26.1 General

This clause is concerned with the definition of a general framework, the DSA operational framework, within which the
specification of the nature of the cooperative interactions of components of the Directory (DSAS) may be structured in
order to achieve acommonly agreed objective.
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The general framework factors out common features which characterize al interactions between DSAs. By applying the
DSA operational framework to specific aspects of cooperative interaction between DSAS, the resulting specifications
will be both concise and consistent so that the overall number of mechanisms a DSA shall support will be reduced.

The mutual understanding between two DSAs that, once established, expresses their "agreement” subsequently to
engage in some sort of interaction is termed an operational binding. Two DSAs may share as many operational binding
instances of a specific type as are required.

The DSA operationa framework provides a common approach to the definition of an operational binding type. An
operational binding type is a particular type of operational binding specified for some distinct purpose, that expresses
the "agreement" of two DSASs to engage in specific types of interaction (e.g., shadowing). This interaction alows
operations from awell-defined set to be invoked by one or the other party to the agreement.

Two particular DSAs that have reached such an "agreement" share an operational binding instance of a specific
operational binding type. They are said to be in the cooperative state of that instance of an operational binding type.

Prior to the establishment or after the termination of an operationa binding instance, two DSASs are sad tp be in the
non-coopef ative state.

Operationl binding management is the process of establishing, terminating or modifying an instance,of an pperationa
binding. This management may be achieved via information exchanges defined by these Directary’ Specifigations, via
exchanges|defined in other Specifications, or by other means.

These gengral concepts are depicted in Figure 23.

C] Operational binding —» Initiation

Figure 23 — An operational binding

26.2  Application of the.gperational framework

The appli¢ation of the DSA Joperational framework to define an operational binding type is concernefl with the
following basic elements;
@ twoDSAs;
) an“agreement" of the service that one DSA will provide to another DSA;
¢).Scaset of one or more operations, together with the accompanying procedures a DSA shall follgw, through

wihich tha conmiien oan ha ranli o~
TV I CHtHiC-OCHv ret-CarocTCarm=Ca;

d) aspecification of the DSA interactions needed to manage the agreement.

The relationship of these basic elements is expressed by an operational binding. An operational binding comprises the
set of these basic elements that are involved to represent the abstract agreement in technical terms. It represents the
environment, governed by an "agreement”, in which one DSA provides a defined service to the other (and vice versa).

26.2.1 TwoDSAs

The DSA operationa framework provides a structure within which the interaction of one DSA with another and the
procedures they consequently execute may be specified.

The two DSAs may each play an identical role in the operational binding, in which case both DSAs may manage the
operational binding, both DSAs may invoke the same operations on each other, and both DSAs are constrained to
follow the same set of procedures. Thisis termed a symmetric operational binding.
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Alternatively, each DSA may play a different role in the operational binding, so that different sets of operations and
procedures apply to each DSA. Either or both of the DSAs may be involved in managing the operational binding. This
istermed an asymmetric operational binding.

26.2.2 Theagreement

An "agreement"” is a mutual understanding reached between the administrative authorities of two DSASs about a service
that shall be provided by one DSA to the other (and/or vice versa). The "agreement” is initially negotiated by the
administrative authorities of the DSAs by means outside of the scope of these Directory Specifications.

Parameters of this "agreement” can be formalized by the recording in a DSA of an ASN.1 data type for use in a protocol
exchange in the management of the operationa binding. In this way, both DSAs reach a mutual understanding of the
service that each is providing to the other.

26.2.3 Operations

Operations are the basic medium that DSAs use to interact. A parr of DSAs will pass on one or more|operations
between themselves, in order to provide the agreed-to service.

Whilst a DSA may be technically capable of supporting a large number of operations, it may.only be[willing to
cooperate ith another DSA in the processing of a small number of these operations, or in the processing of|operations
that only have particular values set for certain parameters.

The definition of an operational binding type requires the enumeration of the operations that can be exchanged. It also
allows restrictions to be placed on the values of parameters defined within the operations.

26.24  Management of the agreement

The framgwork provides generic operations for managing an instance of ‘an-operational binding. These|operations
provide fof the establishment, modification and termination of an operational binding.

The applidation of the framework to the specification of a particular-eperationa binding type requires the fnitiator of
each of the three management operations to be specified and also’requires the procedures to be defined for each of
establishment, modification and termination. Whenever a management operation is applied to an operational [binding of
the specified type, the DSA shall follow the corresponding procedure.

26.3 $tates of cooperation

The generilc operational model defines two states of-cooperation, as governed by an instance of a particular pperational
binding type, between two DSAS as seen by ane'DSA with respect to the other DSA and three transitions betpveen these
states. Eadh identified instance of an operational binding type shared by two DSAs has its own states of cpoperation.
The statesof cooperation are:

4 Non-cooperative state:“A' particular identified instance of an operationa binding type has not been
established or has been terminated between the two DSAs. The interaction between the two DSAs (with
respect to the identified instance of an operational binding type) is not defined. A DSA cgntacted by
another with whom it is in a non-cooperative state may, for example, refuse to engage in any |interaction
at al, or it may be prepared to service the request.

) Cooperative state: There is an instance of an operational binding of the type in question betwegen the two
DSAs-Their cooperative behaviour is governed by the definition of the operational binding type and its
gpecific parameters and associated procedures.

The transifions” between these two states of cooperation may be invoked in two ways. by standardizgd protocol
interactions or by other means.

The interactions between two DSAS to manage an instance of an operationa binding (e.g., to establish and terminate a
shadowing agreement) are distinct from their potential interactions as governed by the binding (e.g., the interaction to
update a unit of replication).

The state transitions are as follows:

a) The establishment transition creates an instance of an operational binding of a particular type between
two DSAS, resulting in the movement from the non-cooperative to the cooperative state.

b) The termination transition destroys a particular instance of an operational binding of a particular type
between two DSAS, resulting in the movement from the cooperative to the non-cooperative state.

¢) The modification transition modifies the parameters of a particular instance of an operational binding
between two DSAS, resulting in the movement from the cooperative state to the cooperative state.
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These generic states and transitions are illustrated in Figure 24.
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Figure 24 — States of cooperation

Symmetry
A specification of the respective roles of the DSAs that are party to the operational binding.

Operational bindings may be symmetric, in which ¢ase'the role of one DSA is interchangea
other and both DSAs exhibit the same external interactions. They may also be asymmetric, in
each DSA plays a distinct role and both DSAS&Eexhibit different external interactions. In this
the Directory operational framework distinguishes the two abstract roles as "ROLE-A" and "R

Each of the abstract roles "ROLE-A" and"ROLE-B" have to be associated with a concret
defined semantics (e.g., "ROLE-A" asshadow supplier, "ROLE-B" as shadow consumer).

Agreement

A definition of the semanticsand representation of the components of the "agreement". Thisi
parameterizes the specificifistance of an operational binding between two DSASs.

Initiator

A definition whighof the two abstract roles "ROLE-A" and "ROLE-B" is allowed to
establishment, modification or termination of an operational binding of this type.

Management procedures

A set of ‘procedures that a DSA shall follow when the operational binding of this type is €
modified or terminated.

Type identification

of the type

le with the
Which case
atter case,
DLE-B".

P role with

hformation

nitiate the

stablished,

This identifies the type of DSA interaction that is determined by the operational bind

ng. These

f

)

Identifiers are object 1dentifier values.
Application-contexts, operations and procedures

This identifies the set of application-contexts whose operations (or a subset thereof) may be employed

during the cooperative phase of the operational binding.

For each operation referenced by the operationa binding type, a description of the procedures to be
followed by a DSA if the operation isinvoked is required (this may be done by reference to another part

of these Directory Specifications).

For those operational bindings that are to be managed using the generic operational binding management operations

provided in this clause, the binding type shall

OPERATIONAL-BINDING, OP-BINDING-COOP and oP-BIND-ROLE defined in this clause.

be specified using the three information object classes
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27.2 Operational binding management

In general, the management of an operational binding requires initially the establishment of an operational binding
instance. This may optionally be followed by one or more modifications to some or all of the parameters of the initial
agreement, and finally may involve the termination of the operational binding instance. The precise details of how an
instance may be managed are defined during the definition of the operational binding type. This type definition requires
the specification of:

a) theinitiator of each of the management operations (this can be either, both, or neither of the two DSAS);

b) the parametersfor each of the management operations; and

c) the proceduresthat each DSA shall follow for each of the management operations.
During the establishment of an operational binding instance, an operationa binding instance identifier (binding id) is
created. This identifier, when combined with the distinguished names of the two DSAs involved in the operational
binding, will form a unique identifier for the binding instance. All management operations subsequent to the

establishment of the operational binding instance will use the binding id to identify which operational binding instance
is being mpdified or terminated.

The initiaor of the establish operation aways transfers the parameters of the "agreement" to.the/seconfl DSA. In
addition, the initiator may also transfer some establishment parameters which are specific to its role in the pperational
binding. If|the responding DSA is willing to enter into the operational binding, it may return in the result estpblishment
parameterg which are specific to its role. If the responding DSA is unwilling to enter intothe operational [binding, it
shall returp an error, which may optionally contain an agreement with a revised set of-parameters. This is glepicted in
Figure 25 {n the case where Role A and in Figure 26 in the case where Role B isthe ifiitiator of the establish gperation.

Result (p,_ 9

Establish (a, pg %)

DSA

ﬂ

Error (@)

X.501(12)_F25

a Agreement
b Establishment parameter

Figure 25 DSA with Role A initiating establishment

Result (pg _, »)

T

Establish (a, ps_, g)
DSA »> DSA B

2

Error (@)

X.501(12)_F26

a Agreement
b Establishment parameter

Figure 26 — DSA with Role B initiating establishment

27.3 Operational binding specification templates

For the definition of a specific type of operational binding, the following three ASN.1 information object classes may
be used as templates. They allow those parts of the operational binding type that can be formalized to be specified by
the use of ASN.1. Other aspects of the operational binding type, such as the procedures a DSA has to follow when an
operationa binding is established or terminated, have to be specified by some other means (this can be done in a
manner similar to the informal description of the DSA procedures during the name resolution process described in
Rec. ITU-T X.518 | ISO/IEC 9594-4).
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2731 Operational binding information object class

OPERATIONAL-BINDING ::= CLASS {
&Agreement ,
&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[SYMMETRIC &both]
[ASYMMETRIC
[ROLE-A &roleAl]
[ROLE-B &roleB]]
ID &id J

The OPERATIONAL-BINDING information object class serves as a specification template for an operationja binding
type. A vdriable notation is defined for this class to simplify its use as a template. The corresporndence bgtween the
definition pf an operational binding type and the fields of the variable notation is as follows:

9

The ASN.1 type of the agreement parameter that is used for this type of ,opefationa binding is that

referenced by the AGREEMENT field.
The application contexts and the operations of these application-contexts that are employed

within the

cooperation phase of an operational binding instance of the defined type’are those enumerated following
the appLICATION-CONTEXTS field. All operations of alisted application-context are selected unless the
optional apprLIES TO field is present and followed by a list of r&ferences to operations that gre selected
from the application context. This list is an object class set‘composed of instances of the qPERATION

information object class.

The class of the operational binding is defined by the.syMMETRIC or ASYMMETRIC fields. In the case of a
symmetric operational binding, the term syMMeETRIC IS followed by a single information objé¢ct of class
oP-BIND-ROLE that is valid for both roles of\the operational binding. In the case of an asymmetric

operational binding, the term asyMmMETRIC (8 ,followed by two information objects of class
ROLE, one referenced by the subfield RoLE-a and the other by ROLE-B.

OP-BIND-

The object identifier value that serves;to identify this type of operational binding is defined by the 1p

field.

27.3.2  OQperational binding cooper ation information object class

OP-BIND
&appl

G-COOP ::= CLASS {
ntext APPLICATION-CONTEXT,

&Operations OPERATION OPTIONAL }

WITH SY.

[APPL

Ax {

&applContext
TO  &Opérations] }

The op-BENDING-cOOP information object class serves as a specification template for the identificatjon of the
operations|of a named application context, some aspect of which is determined by the operational binding. An instance
of this clgss is'/meaningful only within the context of a particular operationa binding type. A variable
defined for this class to simplify its use as a template. The correspondence between the definition of an

notation is
bperational

1 H ctlaoa-fialcl £ Ll alal ot + £all
blndlng type-ancrthefretdsof-the-varrabtenotatronts-asfottows:

a)

b)

The applcontext field identifies an application context, some or all of whose operations are in some

way determined by an operational binding.

The appLIES ToO fidld, if present, identifies the particular operations to which the operational binding

applies. If the field is absent, the operational binding applies to al the operatio
application-context.

ns of the
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27.3.3 Operational binding role information object class

OP-BIND-ROLE ::= CLASS {
&establish BOOLEAN DEFAULT FALSE,
&EstablishParam,
&modify BOOLEAN DEFAULT FALSE,
&ModifyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TerminateParam OPTIONAL }

WITH SYNTAX {
[ESTABLISHMENT-INITIATOR &establish]
ESTABLISHMENT-PARAMETER &EstablishParam
[MODIFICATION-INITIATOR  &modify]
[MODIFICATION-PARAMETER &ModifyParam]
[TERMINATION-INITIATOR &terminate]
[TERMINATION-PARAMETER &TerminateParam] }

The op-BIND-ROLE information object class serves as a specification template for roles of an operationa bipding type.
An instange of this class is meaningful only within the context of a particular operational bindingctype. |A variable
notation ig defined for this class to simplify its use as a template. The correspondence between_the-defintion of an
operationg binding role and the fields of the variable notation is as follows:

d4) The ESTABLISHMENT-INITIATOR field indicates whether the DSA assuming the defined role may
initiate the establishment of an operational binding of a particular type.

) TheEsTaBLISHMENT-PARAMETER field definesthe ASN.1 type for the'parameters exchanged by a DSA
assuming the defined role when an instance of the operational\hinding type is established. If no
parameters are to be exchanged, then the Nur.L. ASN.1 type shall be specified.

¢) The MopIFICATION-INITIATOR field indicates whether ¢he™DSA assuming the defined role may
initiate the modification of an operational binding of a particular type.

d) The MopIiFIcaTION-PARAMETER field defines the ASN.1 type exchanged by a DSA assuming the
defined role when an instance of the operational binding type is modified.

¢) The TERMINATION-INITIATOR field indicateSywhether the DSA assuming the defined| role may
terminate the establishment of an operational binding of a particular type.

f) The TErRMINATION-PARAMETER field défines the ASN.1 type exchanged by a DSA asguming the
defined role when an instance of the gperational binding type is terminated.

These Dirgctory Specifications define three Opérational Binding information objects as expressed by thg following
information object set.

OpBindinlgSet OPERATIONAL-BINDING-::= {
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpjcificHierarchicalOperationalBinding }

Additional

operationa bindingtypes may be defined in the future.

28 Qperations for operational binding management

This clauge defines a set of operations that can be used to establish, modify and termi nate operatlonal
variousty
The speC|f|cat|on of these operations makes use of the definitions provided for a certain type of operational binding by
application of the oPERATIONAL-BINDING information object class template.

NOTE — By using this facility, arbitrary types of operational bindings may be managed. These operations (together with the

associated application-context) provide a means of extensibility concerning DSA interactions. New types of operational bindings
may be defined in the future which extend the functionality that is provided between DSAS.

28.1 Application-context definition
The set of operations for managing operational binding instances can be used for the definition of an application-context
in the following two ways:

a) An application-context may be constructed containing only the operations for operational binding
management. An application-context for generic operational binding management is defined in Rec.
ITU-T X.519 | ISO/IEC 9594-5.
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The operations that may be exchanged during the cooperative phase of the operational binding form one

or more separate application-contexts.

b) The set of operations can be imported into the module used to define a specific application-context. The
operational binding management operations can then be used together with the operations of the

cooperative phase within a single application-context.

NOTE — The first approach is useful in the case where a specialized component of a DSA wants to use an association solely for
managing the set of operational bindings of that DSA, and it is not prepared to accept any of the operations defined for the co-

operative phase (e.g., Update Shadow).

28.2 Establish Operational Binding operation

2821 Establish Operational Binding syntax

The Establish Operational Bmdmg operatlon allows establlshment of an operanonal bmdmg mstance of a
type betw - i :

signed (seg

In the ca
operationg binding instance of the predefined type.

In the of an asymmetrical operational binding, just one of the roles is designated(o initiate the establish
operationgd binding, or either of the two DSAs may take the initiative depending,on the definition of the

establighOperationalBinding OPERATION ::= {
ARGUMENT EstablishOperationalBindingArgument
RESUL EstablishOperationalBindingResult
ERRORS {operationalBindingError | securityErfor}
CODE id-op-establishOperationalBinding, }

predefmed
b terms of
on may be
Rec. ITU-T
be signed.

stablish an

ment of an
bperational

EstablisghOperationalBindingArgumentData<l: := SEQUENCE {
bindingType [0] OPERATIONAL=BINDING.&id({OpBindingSet}),
bindingID [1] OperationalBindingID OPTIONAL,
accesslPoint [2] AccessPoint,
-- symmetric, Role A initiates, or Role B initiates
initiator CHOICE {
s etric [3]1. 'OPERATIONAL-BINDING.&both.&EstablishParam
({opBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({opBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({opBindingSet}{@bindingType}) },
agreement [6] OPERATIONAL-BINDING.&Agreement
({opBindingSet}{@bindingType}),
valid [71 vValidity DEFAULT {},
securijtyParameters [8] SecurityParameters OPTIONAL,
.}
OperationalBindingID ::= SEQUENCE {
identifier INTEGER,
version INTEGER,
e}

OpBindingSet OPERATIONAL-BINDING ::= {
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

Validity ::= SEQUENCE {

validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,
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)

DEFAULT now:NULL,

validUntil [1] CHOICE {

expl
time

oo

-}

Time ::=

icitTermination [0] NULL,
[1] Time,
} DEFAULT explicitTermination:NULL,

CHOICE {

utcTime UTCTime,
generalizedTime GeneralizedTime,

-}

Establis

hOperationalBindingResult ::=

OPTIONALLY-PROTECTED-SEQ { EstablishOperationalBindingResultData }

Establis
bindin
bindin

hOperationalBindingResultData ::= SEQUENCE {

gTYDE [0 OPERATIONAL-BINDING: &t {OpBimdtimgset
gID [1] OperationalBindingID OPTIONAL,

acces
-- 8

initiator CHOICE {

]

rol

rol

o7

o7

COMPONENTS OF CommonResultsSeq }

2822 |

The bind
binding ty,
identifier
type, it shg
The bind
binding]]
instance al
either cad
Operatio
componen
DSAs. Ho
within a g
particular
duplicat]
NOTE -

The acced

The init

oint [2] AccessPoint,
etric, Role A replies, or Role B replies

etric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({opBindingSet}{@bindingType}),
-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({opBindingSet}{@bindingType}),
-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({opBindingSet}{@bindingType})} OPTIONAL,

Fstablish Operational Binding arguments

ingType component shall specify which type of operationa binding is to be established. An pperational
De is defined by an instance of the oPERATIONAL-BINDING information object class which assigns an object
alue to the operational binding type. If the receiver does not recognize or support the operatiopal binding
ﬂ|rdunWanoperationalBindingError\NHh[NOUEH]unsupportedBindingType

lngID component, when present, shall holdhan identification of the new operational binding instance. If the
D is absent within the operation argument, the responding DSA shall assign an ID to the operatiofa binding
nd return it in the bindingID component of the EstablishOperationalBindingResult dgta type. In
P, when establishing an operational binding, both the identifier and version compongnts of the
nalBindingID value shall-bé.assigned and issued by the DSA making the assignment. The identifier
of the operationalBindingID data type shall be unique for all operational bindings betwegn any two
wever, the DSA not making the assignment shall accept an identifier component that is oply unique
pecific operational binding type. If the identifier component specifies an identifier already in lise for the
binding type, the responding DSA shal return an operationalBindingError Withh problem
eID.

- A pre-edition 5 system may not follow the above rule for assigning identities.
sPoidt-component shall specify the access point of the initiator for subseguent interactions.

iator component shall specify the role the DSA issuing the Establish Operational Bindingd operation

assumes.

he samantics of theToles are defined a5 part of the definitron of the operationa bimdimg type. 1tisa choice of

three dternatives:

— The symmetric aternative shall be taken if the type of operational binding requires identical roles for

the two DSAs. The establishment parameter for the initiating DSA is determined by the op-BIND-ROLE
associated with the symmeTRIC field of the instance of the oPERATIONAL-BINDING information object
class. If this alternative is chosen in the request, but the operational binding type specifies asymmetric

roles, then the responding DSA shal return an operationalBindingError With problem
notAllowedForRole.

— The rolea-initiates aternative may be taken if both roles may be the initiator of an asymmetric

144

operational binding and it shall be taken when only the initiating DSA may take ROLE-A. The
establishment parameter for the initiating DSA is determined by the op-BIND-ROLE associated with the
ROLE-A field of the instance of the oPERATIONAL-BINDING information object class. If the DSA in
ROLE-A is not alowed to initiate the operationa binding, the responding DSA shall return an
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operationalBindingError With problem notAllowedForRole. If the responding system does not
accept the role allocation, it shall return an operationalBindingError With problem
roleAssignment.

— The roleB-initiates aternative may be taken if both roles may be the initiator of an asymmetric
operational binding and it shall be taken when only the initiating DSA may take ROLE-B. The
establishment parameter for the initiating DSA is determined by the op-BIND-ROLE associated with the
ROLE-B field of the instance of the OPERATIONAL-BINDING information object class. If the DSA in
ROLE-B is not allowed to initiate the operationa binding, the responding DSA shal return an
operationalBindingError With problem notAllowedForRole. If the responding DSA does not
accept the role allocation, it shall return an operationalBindingError Wwith problem
roleAssignment.

If for any of the three aternatives the data type for establishment parameters is the nunn. ASN.1 type, where it
according to the operational binding type should be another data type, then the responding DSA shall return an
operatiodnalBindingError With problem parametersMissing.

The agrepment component, when present, shall specify the terms of agreement governing the operationjal binding
instance. lts actual content depends on the type of operational binding to be established. The-ASN.1 type for this
parameter [is defined by the AGrReeMENT field of the oPERATIONAL-BINDING information object’for the pperational
binding type.

The valid component shall specify the duration of the operational binding.

4+ ThevalidFrom subcomponent shall specify the starting time of theQperational binding instance. If the
now alternative is taken, the operational binding becomes active-when the operation has sliccessfully
completed. If the time alternative is taken, the operational binding-becomes active at the spegified time.
If the receiving DSA cannot accept the starting time, e.g., the Starting time makes no sense gr for other
reasons, it shall return an operationalBindingError Withproblem invalidstartTime.

4+ The validuntil shall specify the time that the @pérational binding instance is termingted. If the
explicitTermination aternative is taken, .thé operational binding is active until| explicitly
terminated. If the time alternative is taken, the operational binding is terminated at the time specified. If

the receiving DSA cannot accept the ending, time, e.g., the ending time makes no sense or for other
reasons, it shall return an operationalBifdingError With problem invalidEndTime.

When avdue of Time in the uTcTime Syntax, the valtie of the two-digit year field shall be normalised into & four-digit
year valuelas follows:
4+  If the 2-digit value is 00 through'49 inclusive, the value shall have 2000 added to it.

4+ If the 2-digit value is 50 through 99 inclusive, the value shall have 1900 added to it.

The use off GeneralizedTime may prevent interworking with implementations unaware of the possibility gf choosing
either uTcrime Or GeneralizedTime. It isthe responsibility of those specifying the domains in which thig Directory
Specificatipn will be used, e.g.\profiling groups, as to when the GeneralizedTime may be used. In no| case shall
uTCTime Ipe used for representing dates beyond 2049.

If the validity datatype'is an empty sequence or if the valid component is not present, then the operational binding
isvalid frdm the curfént time and until it is explicitly terminated.

The secutityParameters component shall be present if the request is signed or if the result or error is r¢quested to
be signed.

28.2.3 Establish Operational Binding results
If the Establish Operational Binding operation succeeds, the result shall be returned.
ThebindingType component shall have the same value as that provided by the establishment initiator.

The bindingID component shall hold a valid identification of the established operational binding instance if the
corresponding component of the request was absent (see 28.2.2). Otherwise, it may be present, but shall then echo the
valuein the request.

The accessPoint component shall specify the access point of the responding DSA for subseguent interactions.

The initiator component shall specify the role that the responding DSA assumes. The semantics of the roles are
defined as part of the definition of the operational binding type. It is a choice of three alternatives:
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— The symmetric alternative shall be taken if the corresponding alternative was taken in the received

reguest. The establishment parameter for the responding DSA is the same as given in the request.

— The rolea-replies dternative shall be taken, if the initiating DSA took the ROLE-B. The

establishment parameter for the responding DSA is determined by the or-BIND-ROLE associated with
ROLE-A field of the instance of oOPERATIONAL-BINDING information object class.

— TheroleB-replies aternative shall be taken if the initiating DSA took ROLE-A. The establishment

parameter for the responding DSA is determined by the op-BIND-ROLE associated with RoLE-B field of

the instance of OPERATIONAL-BINDING information object class.

If the result is to be signed by the responding DSA, the securityParameters component of CommonResultsSeq
shall be present.

28.3  Modify Operational Binding operation

28.3.1 odify Operational Binding syntax

The Modifly Operational Binding operation is used to modify an established operational binding. Theright t¢ modify is
indicated by the MopIFICATION INITIATOR field(s) within the definition of the operational binding type using the
OP-BIND-ROLE and OPERATIONAL-BINDING information object.

The comppnents of an operational binding that can be modified are the content of the agreement for the pperational

Operationgl Binding operation. The arguments of the operation may be signed (see™17.3) by the requ

or. If the

binding arjd its period of validity. Further, a modification parameter can be specified by the initiator of %m Modify

target cOmponent of the securityParameters (see 7.10 of Rec. ITU-T X.521\["1SO/IEC 9594-3) in th

set to sighed and aresult is to be returned, the result may be signed. Otherwise-the result shall not be signed.

If the initigtor of the Modify Operational Binding operation according to the operational binding type is not
be the [initiator, the responding DSA shall return an éperationalBindingError With
notAllowedForRole

modifyOperationalBinding OPERATION ::= {
ARGUMENT ModifyOperationalBindingArgument
RESULT] ModifyOperationalBindingResult
ERRORS {operationalBindingError | seclrityError}
CODE id-op-modifyOperationalBindidg }

ModifyOperationalBindingArgument ::=
OPTIONALLY-PROTECTED-SEQ { ModifyOperationalBindingArgumentData }

ModifyOperationalBindingArgumentData ::= SEQUENCE ({
bindingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bindingID [1] OQperationalBindingID,
accesspPoint [2] “AccessPoint OPTIONAL,
-- s etric, Role A linitiates, or Role B initiates
initiator CHOICE {
s etric [3] OPERATIONAL-BINDING.&both.&ModifyParam

({opBindingSet}{@bindingType}),
roleA-initilates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam

({opBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam

request is

alowed to
problem

({opBindingSet}{@bindingType})} OPTIONAL,

CRl a3 =
ITOTIIOTIIgID,

newAgreement [7] OPERATIONAL-BINDING.&Agreement
({opBindingSet}{@bindingType}) OPTIONAL,
valid [8] ModifiedvValidity OPTIONAL,
securityParameters [9] SecurityParameters OPTIONAL,
.}
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ModifiedValidity ::= SEQUENCE {

validF
now
time

)

rom [0] CHOICE {
[0] NULL,
[1] Time,
DEFAULT now:NULL,

validUntil [1] CHOICE {

expl
time

icitTermination [0] NULL,
[1] Time,

unchanged [2] NULL,

}
ModifyOp

null
protec

}

} DEFAULT unchanged:NULL,

erationalBindingResult ::= CHOICE {
NULL,
ted [1] OPTIONALLY-PROTECTED-SEQ{ ModifyOperationalBindingResultData },

14 (E)

ModifyOp
newB
bind

newAgreement OPERATIONAL-BINDING. &Agreement ({OpBindingSet}{@.bindingType}

vali
o7

comB
}
2832 |

The bind

erationalBindingResultData ::= SEQUENCE {
indingID OperationalBindingID,
ingType OPERATIONAL-BINDING.&id ({OpBindingSet}),

d Validity OPTIONAL,

ONENTS OF CommonResultsSeq

1 odify Operational Binding argument

ingType component shall specify which type of operational binding is to be modified. If no

binding o

operati

The bindlingID component shall specify the operational binding instance to be modified. If the bin

unknown t

The acce
componen

The init]
operation

MODIFICATION-PARAMETER Of the initiator's'or-BIND-ROLE information object for the taken aternative

Otherwise,
operatio

The newB
componen

unchanged.

the specified type has been established between the twe DSAS, the responding DSA shall
alBindingError\NHh[IOUEH]invalidBindingType.

D the responding DSA, it shall return an operationalBindingError With problem invalidib,

bsPoint component, if present, shall specify.the initiator's access point for subsequent interag
shall be present, if the access point is changed.

ator component, when present, shall specify the role that the DSA issuing the Modify Operatior
assumed during the Establish Operational Binding operation. This component shall be pres

it shall be absent. If the.choSen role is not the correct one, the responding DSA shall
nalBindingError With pfoblem roleAssignment.

indingID component.shall hold the revised identifier of the operational binding instance. Th
of newBindingID shall be greater than that of bindingID. The identifier Subcomponent
If the identifier subcomponent in this component is different from the identifier Subcor

binding]]
invalid

D component;\the responding DSA shall return an operationalBindingError With

bperational
return an

HingID iS

fions. This

al Binding
tent if the
is present.
return an

version
all remain
nponent of
problem

bperational
-BINDING

not changed by the operation.

greement is

The valid component, if present, may be used to indicate arevised period of validity for the atered agreement. If the
valid component is absent, the validFrom component is presumed to have the value now and the validuntil
component is assumed unchanged. If the validFrom component is present and refersto an instant of time in the future,
the current agreement remains in effect until that time, unless operational binding is explicitly terminated before that

time.

The securityParameters component shall be present if the request is signed or if the result or error is requested to

be signed.
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28.3.3 Modify Operational Binding results

If the Modify Operational Binding operation succeeds, the result shall be returned.

The newBindingID component shall echo the newBindingID component in the request.
ThebindingType component shall echo the bindingType component in the request.
The newAgreement component shall echo the newAgreement component in the request.

The valid component shall echo the valid component in the request.

If the result is to be signed by the responding DSA, the securityParameters component of CommonResultsSeq

shall be present.

It is not possible for the responding DSA to return the modification parameter defined for its role to the modification

initiator.

28.4 erminate Operational Binding operation

284.1 erminate Oper ational Binding syntax

The Termijnate Operational Binding operation is used to request the termination of an established operatiomal binding
instance. The right to request termination is indicated by the TERMINATION INITIATOR field(s) within the definition
of the opgrational binding type using the opP-BIND-ROLE and OPERATIONAL-BINDING information opject class
templates. [The arguments of the operation may be signed (see 17.3) by the requestor/ }f the target compopent of the

SecurityParameters (See 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) in therequest is set to signed an

to be returped, the result may be signed. Otherwise, the result shall not be signéd:

If the initigtor of the Terminate Operational Binding operation according to,the operational binding typeis
to be the initiator, the responding DSA shal return an_<operationalBindingError With

notAllowedForRole

terminatleOperationalBinding OPERATION ::= {
ARGUMENT TerminateOperationalBindingArgument

RESULT] TerminateOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-terminateOperationalBinding }

TerminatjeOperationalBindingArgument : :=
OPTIOjALLY-PROTECTED-SEQ { TerminateOperationalBindingArgumentData }
e

TerminatleOperationalBindingArgumentData ::= SEQUENCE {
bindingType [0] ORERATIONAL-BINDING.&id({OpBindingSet}),
bindingID [1]  OperationalBindinglID,
-- 8 etric, Role A initiates, or Role B initiates
initiaftor CHOICE {
s etric [2] OPERATIONAL-BINDING.&both.&TerminateParam

({opBindingSet}{@bindingType}),
({opBindingSet}{@bindingType}),

({opBindingSet}{@bindingType})} OPTIONAL,

[5] Time OPTIONAL,

-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam

-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
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TerminateOperationalBindingResult ::= CHOICE {

null [0] NULL,

protected [1] OPTIONALLY-PROTECTED-SEQ{ TerminateOperationalBindingResultData },

-}

TerminateOperationalBindingResultData ::= SEQUENCE {

bindingID OperationalBindingID,

bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),

terminateAt GeneralizedTime OPTIONAL,

COMPONENTS OF CommonResultsSeq }
28.4.2 Terminate Operational Binding argument
The bindfrgEype——compenert—sha—Specty—which-typeo a—bHd o5 ek e-pperational
binding of the specified type has been established between the two DSAs, the responding DSA shall| return an
operatidnalBindingError With problem invalidBindingType.
The bindingID component shall specify the operational binding instance to be terminated. The~tersion fomponent
present in the binding1D shall be ignored. If there are supplicate | Ds for different binding typeés; then the combination
of bindingType and bindingID components shall be used for identifying the operational¢binding to be terminated. If
it is not possible to locate an existing operational binding between the two DSAs whete the binding type and the
binding id|fit the combination of the bindingType and bindingID components ip the request, the respopding DSA

shall retur an operationalBindingError With problem invalidBindingType:

The init

Binding operation assumed during the Establish Operational Binding operation. This component shall be pr

TERMINAT
Otherwise,

The term
this compg

The secui
be signed.

28.4.3

If the Terninate Operational Binding operation.sticceeds, the result shall be returned.

The newB]
Thebindi
The term]

If the resu
shall be pr

It is not p
initiator.

Terminate Operational Binding result

iator component, when present, shall specify the role that the DSA issuing the Terminate (

TON-PARAMETER Of the initiator's op-BIND-ROLE information-object for the taken alternative
it shall be absent.

lnateAt component, when present, shall specify a time'at which the operational binding shall te
nent is not present, the operational binding terminatesyat the completion of the operation.

-i tyParameters component shall be present.ifithe request is signed or if the result or error is re¢

ndingID component shall echothe newBindingID component in the request.
IngType component shall ‘echo thebindingType component in the request.

nateat component’shall echo the terminateat component in the request.

esent.

Dperational
bsent if the
is present.

rminate. If

buested to

t is to be signed by the responding DSA, the securityParameters component of CommonRelsultsSeq

Dssible for-the responding DSA to return the termination parameter defined for its role to the fermination

28.5

perational Binding Error

An Operational Binding Error reports a problem related to the usage of operations for management of operational
bindings. If the arguments of the operation were signed (see 17.3) by the requestor or if the errorProtection
parameter of the securityParameters datatype was set to signed in the request, then the error parameters may be
signed. Otherwise, they shall not be signed.

operationalBindingError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED-SEQ {OpBindingErrorParam}

CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED ({
invalidID (0),
duplicateID (1),

unsupportedBindingType (2),
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notAllowedForRole (3),
parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),

currentlyNotDecidable (9),
modificationNotAllowed (10),

invalidBindingType (11),
invalidNewID (12),
Y
bindingType [1] OPERATIONAL-BINDING.&id({OpBindingSet}) OPTIONAL,

agreementProposal [2] OPERATIONAL-BINDING.&Agreement

({opBindingSet}{@bindingType}) OPTIONAL,

retryAt [3] Time OPTIONAL,
COMPO]JENTS OF CommonResultsSeq }
The valueg of problem have the following meanings:

q

q)

invalidID: The operationa binding ID given in the request is not known by the receiving D,
the wrong state for the requested operation.

duplicateID: The operational binding ID given in the establishment request aready ex
responder. This may be caused by a prior attempt to establish an operational binding instanc
result was lost and initiator has repeated the establishment request.

unsupportedBindingType: The requested operational binding type is not supported by the

SA orisin

ists at the
b when the

DSA.

notAllowedForRole: A management operation on the operational binding instance has beet requested

which is not alowed for the role that the requestor plays (e.g., a Terminate Operation
operation has been issued by a DSA that takes a role which is not alowed to initiate the tern
the operationa binding instance).

Al Binding
hination of

parametersMissing: Any required establishment or termination parameters that are defiped for the

type of operational binding are missing.
roleAssignment: The requested role assignment for an asymmetric operational binding ir
not been accepted.

invalidstartTime: The specifiedhstarting time for the operationa binding instance has
accepted.

invalidEndTime: The spécified termination time for the operational binding instance ha
accepted.

invalidagreement: The terms of agreement for the requested operationa binding instang
been accepted. Theterms of agreement that would be accepted by the responding DSA can be

agreementProposal.

currentlyNotDecidable: The DSA is not able to decide on-line about the establi

stance has

5 not been

5 not been

e have not
returned in

shment or

modifieation of the requested operational binding instance. A time when the request should ke repeated

canbegivenin retryat.

miodificationNotAllowed: The Modify Operational Binding operation is rejected since m
isnot permitted for this binding instance.

odification

m)

invalidBindingType. A modifyOperationalBinding O @ terminateOperationa

1Binding

reguest specifies an operational binding type not established between the two DSAs in question.

invalidNewID: The new binding ID given in the requestisinvalid.

The bindingType component shall be the same as that transmitted by the invoker of the failed operational binding
management operation.

he agreementProposal component shall only be used in response to an establishOperationalBinding request
to propose arevised set of agreement parameters as described in 28.2.

The retryat component shall be used only in conjunction with the problem value currentlyNotDecidable tO
indicate a time when the EstablishOperationalBinding Of modifyOperationalBinding request should be

retried.
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The commonResultsSeq component (see 7.4 of Rec. ITU-T X.511 | ISO/JEC 9594-3) includes
SecurityParameters. The SecurityParameters component (see 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3)
shall beincluded in the commonResultsseq if the parameter of the error isto be signed by the responder.

28.6 Operational Binding Management Bind and Unbind

The DSA Operational Binding Management Bind and DSA Operational Binding Management UnBind operations,
defined in 28.6.1 and 28.6.2, are used by a DSA at the beginning and end of a particular period of operational binding
management activity.

28.6.1 DSA Operational Binding Management Bind
A DSA Operational Binding Management Bind operation is used to begin a period of operational binding management.

dSAOperationalBindingManagementBind OPERATION ::= dSABind

The comppnents of the dsaoperationalManagementBind are identical to their counterparts in dsaBind (see Rec.
ITU-T X.518 | ISO/IEC 9594-4).

28.6.2 [DSA Operational Binding Management Unbind

The unbingling at the end a period of providing operational binding management is for the QSl-environment gpecified in
7.6.4 and 7.6.5 of Rec. ITU-T X.519 | ISO/IEC 9594-5 and for the TCP/IP environment i)9:2.2 of Rec. ITY-T X.519 |
I|SO/IEC 9p94-5.
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SECTION 12 — INTERWORKING WITH LDAP

29 Overview

29.1 Definitions

29.1.1 LDAP requestor: A DSA that is capable of issuing requests via the Lightweight Directory Access Protocol
(LDAP) and that is capable of understanding and handling LDAP responses.

29.1.2 LDAP responder: A DSA that is capable of understanding and processing requests initiated by LDAP

clients.

29.2 I

LDAP ser
and LDAR

As discusg
clientisag

The suppo

An LDAP.

A DSA th
also acts &
request (sg

An LDAP
interface t
LDAP clig
adjacent L
possible L

ntroduction

ers that make part of a distributed directory contain their part of the distributed DIT. Naming acrg
servers requires to be coordinated.

ed in 6.2, a DSA that is directly connected to (having an application-associationwith) a DUA o
ting asabound DSA.

't of an LDAP client using the LDAP protocol by a DSA may be providedintwo distinct ways:
An LDAP-DAP gateway is provided between the LDAP client and the DSA; or

The DSA actsas an LDAP server by supporting the LDAP protecol.

DAP gateway is outside the scope of these Directory Specifications.

s bound DSA or it may be a DSA that receives an LDAP request being imbedded in an 1dapT
e Rec. ITU-T X.511 | ISO/IEC 9594-3).

server is added to a directory infrastructure by connecting to a DSA. A DSA that in this way
D an LDAP is acting as an LDAP requestor.and shall in the communication with the LDAP serve
nt. An LDAP responder may receive arequest that is initiated by a DUA, but is to be forwa
DAP server meaning that it has to convert a DAP request to an LDAP request and subsequently
DAP result to a DAP result or error:

ss al DSA
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bt IS able to handle LDAP operations is called a LDAPq esponder. An LDAP responder may be @ DSA that
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30.1

Figure 27 fillustrates a possible directory infrastructure comprised of interconnected DUAs, LDAP clients,
LDAP seryers.

Figure 27

NOTE

these Directory Specifications, but is determined entirely by the LDAP specifications.
D) A request initiated by an LDAR-client may be processed by an LDAP server accessed thrO}fh aDSA

30.2

This subc
considers

| SO/l EC 9594-2:2014 (E)

L DAP interworking model

L DAP interworking scenarios

LDAP
responder

X501(12)_F27

Figure 27 — LDAP interworking scenarios

bl so illustrates different interworking scenarios:

@) A request initiated by an LDAP client may-he’processed by a DSA (LDAP responder), not ag
bound DSA for the LDAP client.

1 If the LDAP responder is aso acting as the pound DSA for the same operation, the procedures is outside

DSAs and

ting as the

he scope of

acting as LDAP requestor, where this LDAP requestor is different from the bound DSA for
operation. If the DSA is-acting both as bound DSA and as LDAP requestor for the same op:
DSA acts according to the LDAP specifications.

¢) A request initiatediby a DUA may be processed by an LDAP server.

Overview of beund DSA handling L DAP operations

lbuse is onhy,€oncerned with the situation where a DSA acting as a bound DSA receives an LDAH
two situations:

4 ~the'request isto be forwarded to an LDAP server towards which the DSA also acts as LDAR
and

particular
bration, the

request. It

requestor;

— therequest isto be forwarded into the Directory infrastructure, i.e., it has to be forwarded to some other

DSA.

When the request is to be forwarded to an adjacent LDAP server, the DSA forwards the request unchanged to the LDAP
server and returns the result(s) unchanged to the LDAP client, with the following exceptions:

a) It shal useitsown nameinthe LDAPbindRequest.

b) It needs to generate a unique value for MessageID for each request sent to the LDAP server.
will typically be different from the value provided in the received request.

¢) An unknown Unsolicited Notification received from the LDAP server shall be ignored. The
act on a Notice of Disconnection by generating an LDAP response with LDAPResult with re
having the value unavailable for each adjacent LDAP client with outstanding requests.
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When the LDAP request is to be forwarded into the Directory infrastructure, then the DSA may act as a proxy for the
LDAP client in the following areas:

a) The DSA may sign the generated 1dapTranport request using it own credentials and may set the

30.3
The LDA

304
304.1

Extension |LDAP mechanisms are described below ahd are documented in attributes held by the root DSE
server (se¢ 31.1.4, 31.1.5 and 31.1.8). A DSA acting as LDAP requestor may read these attributes to lear
capabilities of an LDAP server. A DSA acting.aSan LDAP responder may also hold such attributes in the rog

30.4.2

As descrifjed in 4.1.11 of IETF RFC 4511, LDAP uses controls to add new capabilities to operations. A
specificatipn is given an object identifier. An LDAP server maintains an attribute of type supportedContr

the object
30.4.3

As descrijed in 4.12-6f\ IETF RFC 4511, LDAP have a mechanism for extended operations. Such extended

aregiven

identifiersjof the extended operationsit supports (see 31.1.4).

30.4.4

target component of the securityParameters (See 7.10 of Rec. ITU-T X.511 | ISO/IEC
signed to request the result to be signed.

b) Fill the ServiceControls data type according to local policy for the DSA (see 12.1.2 of Rec. IT
| ISO/IEC 9594-3).

¢) Veify signatures on received results.
d) Persuade returned referrals on behalf of the LDAP client.
€) Preparereceived results for transmission to the LDAP client.

General LDAP requestor characteristics

9594-3) to

U-T X.511

R server considersthe DSA asan LDAP client and the DSA must act accordingly.
@ Itshall useitsown nameinthe LDAPbindRequest.

[b) It needs to generate a unique value for MessageID for each request sent to the LDAP servel
copy the value provided in InvokeId (or the MessageID). Otherwise uniqueness cannot be
as reguests may come from multiple DUAs and/or LDAP clients. The DSA-néeds to maintain
between MessageID values sent to the LDAP server and the 1nvokeId (Or MessageID) valu
in requests (similar to normal DSA behaviour when chaining messages on-the DSP).

¢) Thereceipt of an unknown LDAP Controls value shall be ignored:
d) An unknown Unsolicited Notification received from the LDAP Server shall be ignored. The

with value unavailable for each outstanding request’ from an LDAP client if the reques
LDAP search request or isan LDAP search request, where the LDAP server istheinitial perfg

I DAP extension mechanisms

General

Il DAP controls

dentifiers of the controlsit supports in requests (see 31.1.5).

I DAP extended:oper ations

gn objectidentifier. An LDAP server maintains an attribute of type supportedExtension holding

. It cannot
guaranteed

amapping
bs received

DSA may

act on a Notice of Disconnection by generating an LDAP response with LbAPResult With relsultCode

[ is not an
rmer.

f the DAP
about the
t DSE.

Control

b1 holding

operations
the object

ILB AP avtandad-f CTET
OAT CATCOCOTCaror S

LDAP have a mechanism for extended features. Such extended features are given an object identifier. An LDAP server
maintains an attribute of type supportedFeatures holding the object identifiers of the extended features it supports

(see 31.1.8).

31 L DAP specific system schema

311 Operational Attributetypesfrom IETF RFC 4512
31.1.1 Introduction

IETF RFC 4512 defines a number of DSA specific operational attributes relevant for a DSA acting as LDAP responder
or for DSA functioning as LDAP requestor. Attributes of these types, when present, shall be placed in the root DSE.
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Only abrief description of the attribute typesis given here. Detailed information may be found in IETF RFC 4512.

A DSA acting as abound DSA toward an LDAP, or as a DSA responder, may support some or all of the attribute types

listed in this clause.

NOTE 1 — If the bound DSA for an LDAP client is not the same as the LDAP responder, the LDAP operational attributes

supported by the bound DSA may nhot be supported by the LDAP responder, causing return of unexpected errors.

NOTE 2 — Attributes of the attribute types listed in this clause, when present, are held in the root DSE. When an LDAP client or
aDUA accesses the root DSE using an empty distinguished name, it always accesses the root DSA of the bound DSA.

A DSA acting as LDAP requestor may read some or all of the attributes in the root DSE of adjacent LDAP servers to

adapt to the capabilities of those LDAP servers.

NOTE 3 — As the root DSE does not hold an attribute of type objectClass, the standard LDAP way of emulating a Read
operation cannot be used. Instead, an LDAP searches with an OR'ed filter specifying the presence of the attribute types of
interest. If an LDAP server is known to support the feature defined in IETF RFC 4526, the LDAP requestor may use the

simplified filter specified in this RFC for ‘ absolute true’ .

31.1.2 aming contexts

An attribufe of type namingContexts lists the context prefixes of holds the distinguished names of the-ham
held by an|LDAP server.

namingContexts ATTRIBUTE ::= {

WITH NTAX DistinguishedName
USAGE dSAOperation
LDAP-SYNTAX dn.&id

LDAP- E "namingContexts"

ID id-lat-namingContexts }

altServelr ATTRIBUTE ::= {
WITH NTAX IAS5String
USAGE directoryOperation
LDAP-S|[YNTAX ia5String.&id
LDAP- E "altServer"
ID id-lat-altSexrver }
3114 pported extension

supportedExtension ATTRIBUTE \:i= {
WITH NTAX OBJECT IDENTIFIER
USAGE dSAOperation
LDAP-SYNTAX oid.&id
LDAP- E "supportedExtension"
ID id-lat-supportedExtension }

3115 pported control

ng context

An attribue of fype supportedcControl lists object identifiers identifying the request controls the server supports.

L

support i’
WITH SYNTAX OBJECT IDENTIFIER
USAGE dSAOperation
LDAP-SYNTAX oid.&id
LDAP-NAME "supportedControl"
ID id-lat-supportedControl }

31.1.6 Supported SASL Mechanisms

An attribute of type supportedsaLsMechanisms lists the SASL mechanisms that the server recognizes and/or

supports.

supportedSASLMechanisms ATTRIBUTE ::= {
WITH SYNTAX DirectoryString{ub-saslMechanism}
USAGE dSAOperation
LDAP-SYNTAX directoryString.&id

Rec. ITU-T X.501 (10/2012)
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LDAP-NAME "supportedSASLMechanisms"
ID id-lat-supportedSASLMechanisms }

31.1.7 Supported LDAP version

An attribute of type supportedLDAPVersion liststhe versions of LDAP that the server supports.

supportedLDAPVersion ATTRIBUTE ::= {
WITH SYNTAX INTEGER
USAGE dSAOperation
LDAP-SYNTAX integer.&id
LDAP-NAME "supportedLDAPVersion"
ID id-lat-supportedLDAPVersion }

31.1.8 Supported features

supporteldFeatures ATTRIBUTE ::=

WITH SYNTAX OBJECT IDENTIFIER

USAGE dSAOperation

LDAP-SYNTAX oid.&id

LDAP-NAME "supportedFeatures"

ID id-oat-supportedFeatures }

31.1.9 DAP Syntaxes
An attribute of type 1dapsSyntaxes lists supported LDAP syntaxes.

ldapSyntlaxes ATTRIBUTE ::= {
WITH SYNTAX LdapSyntaxDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX ldapSyntaxDescription. &id
LDAP-NAME {"ldapsyntax"}
ID id-soa-ldapSyntaxes’}
LdapSyntlaxDescription ::= SEQUENCE {
identilfier SYNTAX-NAME. &id,
description UnboundedDirectoryString OPTIONAL,
e}
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(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex documents the upper reaches of the object identifier subtree in which all of the object identifiers assigned in
the Directory Specifications reside. It does so by providing an ASN.1 module called UsefulDefinitions in which al
non-leaf nodes in the subtree are assigned names.

UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 7}

DEFINITI
BEGIN

ONS

The

appli
may

EXPORTS All
pes and values defined in this module are exported for use in the other
modulles contained within these Directory Specificatioms,
ations which will use them to access Directory services.
se them for their own purposes, but this will not constrain extensions anfi

ASN.1

and for the userof other

Other applicatipns

-- modiffications needed to maintain or improve the Directory service.

ID ::l= OBJECT IDENTIFIER

ds ID ::= {joint-iso-itu-t ds(5)}

-- The flollowing definition is for ASN.1l definitions moved(frxrom

-- Rec. [ITU-T X.660 | ISO/IEC 9834-1:

id ID ::= {joint-iso-itu-t registration-procedures(17)/ module(l) directory-defs(2

-- The flollowing defition is for ASN.1l definitions¥of LDAP schema

internet ID ::= {iso(1l) identified-ozganization(3) dod(6) internet (1)}
ldap-dir ID ::= {internet directory(l)}
ldap-enterprise ID ::= {internet private(4) enterprise(l)}
ldap-x50|9 ID ::= {ldap-dir x5093(15)}

ldap-openLDAP ID ::= {ldap-enterprise openLDAP(4203) ldap (1)}
openLDAH-attributes ID ::= {ldap-openLDAP attributeType(3)}
openLDAH-controls ID ::= {ldap-openLDAP controls(10)}
ldap-walll ID ::= {ldap-enterprise wahl (1466)}
ldap-dynExt ID ::= {ldap-wall 101 119}

ldap-attir ID ::= {ldap-wall 101 120}

ldap-matjch ID ::= {ldap-wall 109 114}

ldap-syntax ID :¢=\{ldap-wall 115 121 1}

cosine ID (: 9= {itu-t(0) data(9) pss(2342) ucl(19200300) pilot(100)}
cosineAtftr ID )::= {cosine pilotAttributeType (1)}

-- categlories of (information object

module ID ::= {ds 1}
serviceHlemént ID ::= {ds 2}
applicatfionContext ID ::= {ds 3}
attributleType Fp—++—{ds—41}
attributeSyntaxVendor ID ::= {ds 5}

-- This arc will not be used by these Directory Specifications
objectClass ID ::= {ds 6}

-- attributeSet ID ::= {ds 7}
algorithm ID ::= {ds 8}
abstractSyntax ID ::= {ds 9}

-- object ID ::= {ds 10}

-- port ID ::= {ds 11}
dsaOperationalAttribute ID ::= {ds 12}
matchingRule ID ::= {ds 13}
knowledgeMatchingRule ID ::= {ds 14}
nameForm ID ::= {ds 15}

group ID : {ds 16}
subentry ID ::= {ds 17}
operationalAttributeType ID ::= {ds 18}
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operationalBinding ID ::= {ds 19}
schemaObjectClass ID ::= {ds 20}
schemaOperationalAttribute ID ::= {ds 21}
administrativeRoles ID ::= {ds 23}
accessControlAttribute ID ::= {ds 24}
--rosObject ID ::= {ds 25}
--contract ID ::= {ds 26}
--package ID ::= {ds 27}
accessControlSchemes ID ::= {ds 28}
certificateExtension ID ::= {ds 29}
managementObject ID ::= {ds 30}
attributeValueContext ID ::= {ds 31}
-- securityExchange ID ::= {ds 32}
idmProtocol ID ::= {ds 33}
problem ID ::= {ds 34}
notification ID ::= {ds 35}
matchin triction ID TT= {35 365 —— NOomnE are currentiy defined
controlAttributeType ID ::= {ds 37}
keyPurpdses ID ::= {ds 38}
passwordQuality ID ::= {ds 39}
attributleSyntax ID ::= {ds 40}
-- modulles
usefulDgfinitions ID ::= {module usefulDefinitions(0) 7}
informatiionFramework ID ::= {module informationFramework(l) 7|}
directoryAbstractService ID ::= {module directoxryAbstractService(p) 7}
distributedOperations ID ::= {module distributedOperations(3) [}
-- protocolObjectIdentifiers ID ::= {module protécolObjectIdentifiers|(4) 7}
selectedAttributeTypes ID ::= {module SelectedAttributeTypes(5)| 7}
selectedObjectClasses ID ::= {module ‘SselectedObjectClasses(6) [}
authentijcationFramework ID ::= {module authenticationFramework(7) 7}
algorithmObjectIdentifiers ID ::= {m6dule algorithmObjectIdentifierg(8) 7}
directoryObjectIdentifiers ID ::= fmodule directoryobjectIdentifierE(9) 7}
-- upperBounds ID ::= {module upperBounds (10) 7}
-- dap ID ;:="{module dap(1ll) 7}
-- dsp ID(: Y= {module dsp(12) 7}
distributedDirectoryOIDs IDV::= {module distributedDirectoryOIDs([L3) 7}
directoryShadowOIDs ID ::= {module directoryShadowOIDs (14) 7|}
directoryShadowAbstractService ID ::= {module
directoryShadowAbstractService (15) 7}
-- disp ID ::= {module disp(16) 7}
-- dop ID ::= {module dop(17) 7}
opBindingManagement ID ::= {module opBindingManagement (18) 7[}
opBindinjgOIDs ID ::= {module opBindingOIDs(19) 7}
hierarchlicalOperationalBindings ID ::= {module
hierarchicalOperationalBindings (2p) 7}
dsaOperationalAttributeTypes ID ::= {module
dsaOperationalAttributeTypes (22) [}
schemaAdministration ID ::= {module schemaAdministration(23) [}
basicAcdessControl ID ::= {module basicAccessControl (24) 7}
directornyOperationalBindingTypes ID ::= {module
directoryOperationalBindingTypes (R5) 7}
certificdateExtensions ID ::= {module certificateExtensions(26)|7}
directoryManagement ID ::= {module directoryManagement (27) 7[}
enhancedSecurity ID ::= {module enhancedSecurity(28) 7;
-- directorySecurityExchanges ID ::= {module
-- directorySecurityExchanges (29) 7}
iDMProtocolSpecification ID ::= {module iDMProtocolSpecification(30) 7}
directoryIDMProtocols ID ::= {module directoryIDMProtocols(31l) 7}
attributeCertificateDefinitions ID ::= {module
attributeCertificateDefinitions(32) 7}
serviceAdministration ID ::= {module serviceAdministration(33) 7}
ldapAttributes ID ::= {module ldapAttributes(34) 7}
commonProtocolSpecification ID ::= {module
commonProtocolSpecification(35) 7}
oSIProtocolSpecification ID ::= {module oSIProtocolSpecification(36) 7}
directoryOSIProtocols ID ::= {module directoryOSIProtocols(37) 7}
ldapSystemSchema ID ::= {module ldapSystemSchema(38) 7}
passwordPolicy ID ::= {module passwordPolicy (39) 7}
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-- synonyms

id-oc ID ::= objectClass

id-at ID ::= attributeType

id-as ID ::= abstractSyntax

id-mr ID ::= matchingRule

id-nf ID ::= nameForm

id-sc ID ::= subentry

id-oa ID : operationalAttributeType
id-ob ID : operationalBinding
id-doa ID : dsaOperationalAttribute
id-kmr ID : knowledgeMatchingRule
id-soc ID : schemaObjectClass
id-soa ID : schemaOperationalAttribute
id-ar ID : administrativeRoles
id-aca ID : accessControlAttribute
id-ac ID T:T= applticationcontext

-- id-rgsObject ID ::= rosObject

-- id-contract ID ::= contract

-- id-palckage ID ::= package

id-acScheme ID ::= accessControlSchemes
id-ce ID ::= certificateExtension
id-mgt ID ::= managementObject
id-avc ID ::= attributeValueContext
-- id-sq ID ::= securityExchange
id-idm ID ::= idmProtocol

id-pr ID ::= problem

id-not ID ::= notification

id-mre ID ::= matchingRestriction
id-cat ID ::= controlAttributeType
id-kp ID ::= keyPurposes

id-pgq ID ::= passwordQuality
id-ats ID ::= attributeSyntax
--id-1c ID ::= .ldapControl

id-asx ID ::= attributeSyntax
id-1sx ID ::="ldap-syntax

id-1ldx ID(e¥= ldap-x509

id-lat IDv::= ldap-attr

id-1mr ID ::= ldap-match

id-oat ID ::= openLDAP-attributes
id-coat ID ::= cosineAttr

-- LDAP [syntax object identifiers

--userpwdMatch ID ::= {id-1s 0}
--userPwdHisoricMatch ID ::= {id-1s 1}

-- LDAP |control object-‘identifiers

- -pwdCornjtrol ID ::= {id-1lc 0}

- -pwdResjponse ID ::= {id-1lc 1}

-- obsollete,' module identifiers

-- usefulDefinition ID ::= {module 0}

-- informationFramework ID ::= {module 1}

-- directoryAbstractService ID ::= {module 2}

-- distributedOperations ID ::= {module 3}

-- protocolObjectIdentifiers ID ::= {module 4}

-- selectedAttributeTypes ID ::= {module 5}

-- selectedObjectClasses ID ::= {module 6}

-- authenticationFramework ID ::= {module 7}

-- algorithmObjectIdentifiers ID ::= {module 8}

-- directoryObjectIdentifiers ID ::= {module 9}

-- upperBounds ID ::= {module 10}

-- dap ID ::= {module 11}

-- dsp ID : {module 12}

-- distributedDirectoryObjectIdentifiers ID ::= {module 13}

-- unused module identifiers

Rec. ITU-T X.501 (10/2012) 159


https://iecnorm.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

| SO/l EC 9594-2:2014 (E)

END

160

directoryShadowOIDs
directoryShadowAbstractService
disp

dop

opBindingManagement
opBindingOIDs
hierarchicalOperationalBindings
dsaOperationalAttributeTypes
schemaAdministration
basicAccessControl
operationalBindingOIDs

-- UsefulDefinitions

ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID

e es ee es es es es e ee e e

{module
{module
{module
{module
{module
{module
{module
{module
{module
{module
{module

14}
15}
16}
17}
18}
19}
20}
22}
23}
24}
25}
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Annex B

Information framework in ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex provides a summary of al the ASN.1 type, value and macro definitions contained in this Directory

Specification. The definitions form the ASN.1 module InformationFramework.

InformationFramework {joint-iso-itu-t ds(5) module(l) informationFramework(l) 7}

DEFINITIONS ::=

BEGIN

-- EXPORTS All

-- The tlypes and values defined in this module are exported for use in the other ASN.1
-- modulles contained within these Directory Specifications, and for the userof other
-- applilcations which will use them to access Directory services. Other applicatipns

-- may use them for their own purposes, but this will not constrain extensions anf

-- modif

IMPORTS

-- from Rec. ITU-T X.501 | ISO/IEC 9594-2

direct]
id-sc,

ications needed to maintain or improve the Directory service.

oryAbstractService, id-ar, id-at, id-mr, id-nf, idtea, id-oc,
selectedAttributeTypes, serviceAdministration

FRO

UsefulDefinitions {joint-iso-itu-t ds(5) modulé(l)usefulDefinitions(0) 7[}

ule
ServiceAdministration serviceAdministratién

Rec. ITU-T X.511 | ISO/IEC 9594-3

ContextAssertion
DirectoryAbstractService directdryAbstractService

Rec. ITU-T X.520 | ISO/IEC 9594-6

Match, commonName, dn, generalizedTime, generalizedTimeMatch,
lizedTimeOrderingMatch,\‘integerFirstComponentMatch, integerMatch,
rOrderingMatch, obje¢tIdentifierFirstComponentMatch, oid, subtreeSpec,
edDirectoryString

SelectedAttributeTypes selectedAttributeTypes;

ute data types

e {ATTRIBUTE:SupportedAttributes} ::= SEQUENCE {

type ATTRIBUTE. &id ({SupportedAttributes}),
value SET SIZE (0..MAX) OF ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
valuesWithContext SET SIZE (1..MAX) OF SEQUENCE {
valule ATTRIBUTE. &Type ({SupportedAttributes}{@type}),
cont i t—MA¥)—OF Context;
...} OPTIONAL,
e}
AttributeType ::= ATTRIBUTE.&id
AttributeValue ::= ATTRIBUTE.&Type
Context ::= SEQUENCE {
contextType CONTEXT. &id ({SupportedContexts}),
contextValues
SET SIZE (1l..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE,
e}
AttributeValueAssertion ::= SEQUENCE {
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type ATTRIBUTE. &id ({SupportedAttributes}),
assertion ATTRIBUTE. &equality-match.&AssertionType
({SupportedAttributes}{e@type}),
assertedContexts CHOICE {
allContexts [0] NULL,
selectedContexts [l] SET SIZE (l..MAX) OF ContextAssertion } OPTIONAL,

s}

ContextAssertion ::= SEQUENCE {
contextType CONTEXT. &id ({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF
CONTEXT . &Assertion ({SupportedContexts}{@contextType}),

..}
AttributeTypeAssertion ::= SEQUENCE {
type ATTRIBUTE. &id ({SupportedAttributes}),
asser : ; NCE ; — - MA OF COICEXTASES -

-- standardized profiles or to protocol implementation conformance statements. The set
-- is required to specify a table constraint on the values component of|Attribute| the

set
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SupportedContexts CONTEXT ::= {...}

-- naming data types

Name ::= CHOICE { -- only one possibility for.now -- rdnSequence RDNSequence }
RDNSequence ::= SEQUENCE OF RelativeDistinguishedName

DistingulishedName ::= RDNSequence

Relativ]DistinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndValue
e

AttributleTypeAndvValue ::= SEQUENCE {
type ATTRIBUTE. &id ({SupportedAttributes}),
value ATTRIBUTE. &Type ({SupportedAttributes}{@type}) .,
ce. }

-- subtrjee data types

SubtreeSpecification ::

= SEQUENCE ({
base [0]

LocalName DEFAULT {},
COMPONENTS-~ OF ChopSpecification,
speciflficationFilter [4] Refinement OPTIONAL,

-- empty sequence specifies whole administrative area
LocalName ::= RDNSequence

ChopSpecification ::= SEQUENCE {
specificExclusions [1] SET SIZE (1..MAX) OF CHOICE ({
chopBefore [0] LocalName,
chopAfter [1] LocalName,
...} OPTIONAL,

minimum [2] BaseDistance DEFAULT O,
maximum [3] BaseDistance OPTIONAL,

BaseDistance ::= INTEGER(0..MAX)

Refinement ::= CHOICE {
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item [0] OBJECT-CLASS.&id,
and [1] SET SIZE (1..MAX) OF Refinement,

or [2] SET SIZE (l1..MAX) OF Refinement,

not [3] Refinement,

e}
-- OBJECT-CLASS information object class specification
OBJECT-CLASS ::= CLASS {

&Superclasses OBJECT-CLASS OPTIONAL,

&kind ObjectClassKind DEFAULT structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldapName SEQUENCE SIZE(l..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX—
[SUBCL{ASS OF &Superclasses]
[KIND &kind]
[MUST [CONTAIN &MandatoryAttributes]
[MAY NTAIN &OptionalAttributes]
[LDAP -[NAME &ldapName]
[LDAP-DESC &ldapDesc]
ID &id }
ObjectCllassKind ::= ENUMERATED {
abstrakct (0),
structjural (1),
auxilifary (2)}
-- objecdt classes

top OBJHCT-CLASS ::= {

KIND abstract
MUST CONTAIN {objectClass}
LDAP- E {"top"}

ID id-oc-top }

alias OBJECT-CLASS ::= {

SUBCLASS OF {top}
MUST CONTAIN {aliasedEntryName}

LDAP-NAME {"alias"}

ID id-oc-alias }
parent OBJECT-CLASS ::= {

KIND abstract

ID id-oc-parent }
child OBJECT-CLASS ::= {

KIND auxiliary

ID id=oc-child }

-- ATTRIBUTE-information object class specification

ATTRIBUTE\:<= CLASS {

&derivation ATTRIBUTE OPTIONAL,

&Type OPTIONAL, -- either &Type or &derivation required
&equality-match MATCHING-RULE OPTIONAL,

&ordering-match MATCHING-RULE OPTIONAL,

&substrings-match MATCHING-RULE OPTIONAL,

&single-valued BOOLEAN DEFAULT FALSE,

&collective BOOLEAN DEFAULT FALSE,

&dummy BOOLEAN DEFAULT FALSE,

-- operational extensions

&no-user-modification BOOLEAN DEFAULT FALSE,

&usage AttributeUsage DEFAULT userApplications,
&ldapSyntax SYNTAX-NAME.&id OPTIONAL,

&ldapName SEQUENCE SIZE(1l..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,

&obsolete BOOLEAN DEFAULT FALSE,

&id OBJECT IDENTIFIER UNIQUE }
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WITH SYNTAX {
[SUBTYPE OF &derivation]
[WITH SYNTAX &Typel
[EQUALITY MATCHING RULE &equality-match]
[ORDERING MATCHING RULE &ordering-match]
[SUBSTRINGS MATCHING RULE &substrings-match]

[SINGLE VALUE &single-valued]
[COLLECTIVE &collectivel

[DUMMY &dummy]

[NO USER MODIFICATION &no-user-modification]
[USAGE &usagel

[LDAP-SYNTAX &ldapSyntax]
[LDAP-NAME &ldapName]

[LDAP-DESC &ldapDesc]

[OBSOLETE &obsolete]

ID &id }

eUsage ::= ENUMERATED {
lications (0),
ryOperation (1),
utedOperation (2),
dSAOperation (3),

ss ATTRIBUTE ::= {
NTAX OBJECT IDENTIFIER
Y MATCHING RULE objectIdentifierMatch

LDAP-SYNTAX oid.&id

LDAP-NAME {"objectClass"}

ID id-at-objectClass }
aliasedHBntryName ATTRIBUTE ::= {

WITH NTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

LDAP-SYNTAX dn.&id

LDAP-NAME {"aliasedObjectName"}

ID id-at-aliasedEntryName }
-- MATCHING-RULE information objecticlass specification
MATCHIN@G-RULE ::= CLASS {

&ParentMatchingRules MATCHING-RULE OPTIONAL,

&AssertionType OPTIONAL,

&uniquleMatchIndicator, ATTRIBUTE OPTIONAL,

&ldapSyntax SYNTAX-NAME. &id OPTIONAL,

&ldapName SEQUENCE SIZE(1l..MAX) OF UTF8String OPTIONAL,

&ldapDesc UTF8String OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[PARE &ParentMatchingRules]

[SYNT &AssertionTypel

[UNIQUE-MATCH-INDICATOR &uniqueMatchIndicator]

[LDAP-SYNTAX &IdapSyntax]

[LDAP-NAME &ldapName]

[LDAP-DESC &ldapDesc]

ID &id }

-- matching rules
objectIdentifierMatch MATCHING-RULE ::= {

SYNTAX OBJECT IDENTIFIER

LDAP-SYNTAX oid.é&id

LDAP-NAME {"objectIdentifierMatch"}

ID id-mr-objectIdentifierMatch }
distinguishedNameMatch MATCHING-RULE ::= {

SYNTAX DistinguishedName

LDAP-SYNTAX dn.&id
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ID id-mr-distinguishedNameMatch }

-- MATCHING-RULE information object class specification

MAPPING-BASED-MATCHING

{SelectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule} ::=
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cLass {
&selectBy SelectedBy OPTIONAL,
&ApplicableTo ATTRIBUTE,
&subtypesIncluded BOOLEAN DEFAULT TRUE,
&combinable BOOLEAN (combinable) ,
&mappingResults MappingResult OPTIONAL,
&userControl BOOLEAN DEFAULT FALSE,
&exclusive BOOLEAN DEFAULT TRUE,
&match = = . Y
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[SELE BY &selectBy]
APPLICABLE TO &ApplicableTo
[SUBTYPES INCLUDED &subtypesIncluded]
COMBINABLE &combinable
[MAPPING RESULTS &mappingResults]
[USER [CONTROL &userControl]
[EXCLUSIVE &exclusive]
MATCHING RULE &matching-rule
ID &id }

-- NAME-[FORM information object class specification

NAME-FO ::= CLASS {
&namedObjectClass OBJECT-CLASS,
&MandatoryAttributes ATTRIBUTE,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldapName SEQUENCE SIZE(1l..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL;
&id OBJECT IDENTIFIER,UNIQUE }
WITH SYNTAX {
NAMES &namedObjectClass
WITH TRIBUTES &MandatoryAttributes
[AND TIONALLY &OptionalAttributes]
[LDAP-[NAME &ldapNamel
[LDAP-DESC &ldapbesc]
ID &id }

-- STRUJQTURE-RULE class-and DIT structure rule data types

DITStrudtureRule ::= SEQUENCE ({
ruleIdentifier RuleIdentifier,

nameForm NAME-FORM. &id,

superijorStructureRules SET SIZE (1..MAX) OF RuleIdentifier OPTIONAL,

o}

¢= shall be unique within the scope of the subschema

RuleIdentifier ::= INTEGER

STRUCTURE-RULE ::= CLASS {

&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE.&id OPTIONAL,
&id RuleIdentifier }

WITH SYNTAX {
NAME FORM &nameForm
[SUPERIOR RULES &SuperiorStructureRules]
ID &id }

-- DIT content rule data type and CONTENT-RULE class

DITContentRule ::= SEQUENCE {
structuralObjectClass OBJECT-CLASS.&id,
auxiliaries SET SIZE (1l..MAX) OF OBJECT-CLASS.&id OPTIONAL,
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mandatory [1] SET SIZE (1..MAX) OF ATTRIBUTE.&id
optional [2] SET SIZE (1..MAX) OF ATTRIBUTE.&id
precluded [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id
e}

CONTENT-RULE ::= CLASS {
&structuralClass OBJECT-CLASS.&id UNIQUE,
&Auxiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }

WITH SYNTAX {

STRUCTURAL OBJECT-CLASS &structuralClass
[AUXILIARY OBJECT-CLASSES &Auxiliaries]

OPTIONAL,
OPTIONAL,
OPTIONAL,

[MUST CONTAIN &Mandatory]

[MAY CONTAIN &Optionall

[MUST -NOT CONTAIN =Precruded—F
CONTEXT |::= CLASS {

&Type,

&defaultvalue &Type OPTIONAL,

&Asserjtion OPTIONAL,

&absenftMatch BOOLEAN DEFAULT TRUE,

&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
WITH SYNTAX
[DEFAULT-VALUE
[ASSERTED AS
[ABSENT-MATCH
ID

DITContextUse ::=
attributeType
mandatjoryContext
optionlalContexts

)

&Type
&defaultvValue]
&Assertion]
&absentMatch]
&id }

SEQUENCE {
ATTRIBUTE. &id,

s [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
[2] SET SIZE (1..MAX) OF(CONTEXT.&id OPTIONAL,

DIT-CONTEXT-USE-RULE ::= CLASS {

&attributeType
&Mandatory
&Optional

WITH SYNTAX {
ATTRIBUTE TYPE

ATTRIBUTE.&id UNIQUE,
CONTEXT OPTIONAL;
CONTEXT OPTIONAL}

&attributeType

[MANDATORY CONTEXTS &Mandatery]

[OPTIONAL CONTEX

FRIENDS [: := CLASS

TS &Optional] }

{

&anchdr  ATTRIBUTE.&id UNIQUE,
&Friends ATTRIBUTE\}

WITH SYNTAX {
ANCHOR &ancho
FRIENDS &Frien

SYNTAX—qAME +i= CLASS {

r
ds }

&ldapDesc UTF8String,

&Type OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

LDAP-DESC &ldapDesc

[DIRECTORY SYNTAX &Typel

ID &id }

-- system schema information objects

-- object classes

subentry OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND structural
MUST CONTAIN {commonName |

subtreeSpecification}
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ID id-sc-subentry }
subentryNameForm NAME-FORM ::= {

NAMES subentry

WITH ATTRIBUTES {commonName}
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ID id-nf-subentryNameForm }
subtreeSpecification ATTRIBUTE ::= {

WITH SYNTAX SubtreeSpecification

USAGE directoryOperation

LDAP-SYNTAX subtreeSpec.&id

LDAP-NAME {"subtreeSpecification"}

ID id-oa-subtreeSpecification }
administrativeRole ATTRIBUTE ::= {

WITH TAX OBJECT-CLASS. &1d

EQUALITY MATCHING RULE objectIdentifierMatch

USAGE directoryOperation

LDAP-S[YNTAX oid.&id

LDAP-NAME {"administrativeRole"}

ID id-oca-administrativeRole }
createTimestamp ATTRIBUTE ::= {

WITH NTAX GeneralizedTime

-- as [per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE generalizedTimeMatch

ORDERIING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO Us MODIFICATION TRUE

USAGE directoryOperation

LDAP- SYNTAX generalizedTime.&id

LDAP-NAME {"createTimestamp"}

ID id-oa-createTimestamp .}
modifyTimestamp ATTRIBUTE ::= {

WITH NTAX GeneralizedTime

-- as [per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE generalizedTimeMatch

ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO Us MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX generalizedTime.&id

LDAP-NAME {"modifyTimestamp"}

ID id-oca-modifyTimestamp }
subschenfaTimestamp ATTRIBUTE ::= {

WITH NTAX GeneralizedTime

-- as |per 46.3 b)-or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE generalizedTimeMatch

ORDERIING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO Us MODIFICATION TRUE

USAGE directoryOperation

ID i1d-oca-subschemaTimestamp ;

creatorsName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX dn.&id

LDAP-NAME {"creatorsName"}

ID id-oa-creatorsName }
modifiersName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE
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NO USER MODIFICATION TRUE

USAGE directoryOperation
LDAP-SYNTAX dn.&id

LDAP-NAME {"modifiersName"}

ID id-oa-modifiersName }

subschemaSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX dn.&id

LDAP-NAME {"subschemaSubentry"}

ID id-oa-subschemaSubentryList }

C ALIRKIBUILE = {

WITH NTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO Us MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-accessControlSubentryList }
collectijveAttributeSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USHR MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-collectiveAttributeSubentryList }
contextDefaultSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USHR MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-contextDefaultSubentryList }
service inSubentryList ATTRIBUTE ::= {

WITH NTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO Us MODIFICATION TRUE

USAGE directoryOperation

ID id-oa;geérviceAdminSubentryList }
pwdAdminSubentryList ATTRIBUTE ::= {

WITH NTAX DistinguishedName

EQUALITY MATCHING RULE.\'distinguishedNameMatch

SINGLE VALUE TRUE

NO Us MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX dn.&id

LDAP- E {"pwdAdminSubentryList"}

ID id-oa-pwdAdminSubentryList }
hasSubor{dindtes ATTRIBUTE ::= {

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }
accessControlSubentry OBJECT-CLASS ::= {

KIND auxiliary

ID id-sc-accessControlSubentry }
collectiveAttributeSubentry OBJECT-CLASS ::= {

KIND auxiliary

ID id-sc-collectiveAttributeSubentry }
collectiveExclusions ATTRIBUTE ::= {
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WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

USAGE directoryOperation

ID id-oa-collectiveExclusions }
contextAssertionSubentry OBJECT-CLASS ::= {

KIND auxiliary

MUST CONTAIN {contextAssertionDefaults}

ID id-sc-contextAssertionSubentry }
contextAssertionDefaults ATTRIBUTE ::= {

WITH SYNTAX TypeAndContextAssertion

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

ID id-oa-contextAssertionDefault }
serviceAMMITSUBENtYY OBJECT-CLASS TT= X

KIND auxiliary

MUST CONTAIN {searchRules}

ID id-sc-serviceAdminSubentry }
searchRules ATTRIBUTE ::= {

WITH SYNTAX SearchRuleDescription

EQUALITY MATCHING RULE integerFirstComponentMatch

USAGE directoryOperation

ID id-oa-searchRules }
SearchRulleDescription ::= SEQUENCE {

COMPONENTS OF SearchRule,

name [28] SET SIZE (1l..MAX) OF UnboundedDirectoryString OPTIONAL,

description [29] UnboundedDirectoryString OPTIONAL,

pwdAdminSubentry OBJECT-CLASS ::= {

KIND auxiliary

MUST CONTAIN { pwdAttribute }

LDAP-NAME {"pwdAdminSubentry"}

ID id-sc-pwdAdminSubentry }
pwdAttribute ATTRIBUTE ::= {

WITH NTAX ATTRIBUTE&id

EQUALITY MATCHING RULE objectIdentifierMatch

SINGLE VALUE TRUE

LDAP-SYNTAX oid-&id

LDAP-NAME {"pwdAttribute"}

ID id-at-pwdAttribute }
pwdHistory{ATTRIBUTE:passwordAttribute, MATCHING-RULE: historyMatch, OBJECT IDENTIFIER:id}
ATTRIBU ti=

WITH SYNTAX PwdHistory{passwordAttribute}

EQUALITY MATCHING RULE historyMatch

USAGE directoryOperation

ID id}
PwdHistdry{ATTRIBUTE:passwordAttribute} ::= SEQUENCE {

time GeneralizedTime,

password passwordAttribute.&Type,

pwdRecentlyExpired{ATTRIBUTE:passwordAttribute, OBJECT IDENTIFIER:id} ATTRIBUTE ::= {
WITH SYNTAX passwordAttribute. &Type
EQUALITY MATCHING RULE passwordAttribute.&equality-match
SINGLE VALUE TRUE
USAGE directoryOperation
ID id}

pwdHistoryMatch{ATTRIBUTE:passwordAttribute, OBJECT IDENTIFIER:id}

MATCHING-RULE ::= {
SYNTAX passwordAttribute.&Type
ID id}
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hierarchyLevel ATTRIBUTE ::= {
WITH SYNTAX HierarchyLevel
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hierarchyLevel }
HierarchyLevel ::= INTEGER
hierarchyBelow ATTRIBUTE ::= {

WITH SYNTAX HierarchyBelow

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO Us TRUE

USAGE directoryOperation

ID id-oa-hierarchyBelow }

Parent ATTRIBUTE ::= {

WITH NTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

USAGE directoryOperation

ID id-oa-hierarchyParent }
hierarchyTop ATTRIBUTE ::= {

WITH NTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

USAGE directoryOperation

ID id-oa-hierarchyTop }

-- objedt identifier assignments

-- object classes

id-oc-top OBJECT IDENTIFIER ::= {id-oc 0}
id-oc-allias OBJECT IDENTIFIER ::= {id-oc 1}
id-oc-parent OBJECT IDENTIFIER ::= {id-oc 28}
id-oc-child OBJECT IDENTIFIER ::= {id-oc 29}
-- attr utes

id-at-objectClass OBJECT IDENTIFIER ::= {id-at 0}
id-at-alliasedEntryName OBJECT IDENTIFIER ::= {id-at 1}
id-at-pwdAttribute OBJECT IDENTIFIER ::= {id-at 84}
-- matchling rules

id-mr-obje¢tIdentifierMatch OBJECT IDENTIFIER ::= {id-mr 0}
id-mr-dilstirguishedNameMatch OBJECT IDENTIFIER ::= {id-mr 1}
-- operational attributes

id-oa-excludeAllCollectiveAttributes  OBJECT IDENTIFIER ::= {id-oa 0}
id-oa-createTimestamp OBJECT IDENTIFIER ::= {id-oa 1}
id-oa-modifyTimestamp OBJECT IDENTIFIER ::= {id-oa 2}
id-oa-creatorsName OBJECT IDENTIFIER ::= {id-oa 3}
id-oa-modifiersName OBJECT IDENTIFIER ::= {id-oa 4}
id-oa-administrativeRole OBJECT IDENTIFIER ::= {id-oa 5}
id-oa-subtreeSpecification OBJECT IDENTIFIER ::= {id-oa 6}
id-oa-collectiveExclusions OBJECT IDENTIFIER ::= {id-oa 7}
id-oa-subschemaTimestamp OBJECT IDENTIFIER ::= {id-oa 8}
id-oa-hasSubordinates OBJECT IDENTIFIER ::= {id-oa 9}
id-oa-subschemaSubentryList OBJECT IDENTIFIER ::= {id-oa 10}
id-oa-accessControlSubentryList OBJECT IDENTIFIER ::= {id-oa 11}
id-oa-collectiveAttributeSubentryList OBJECT IDENTIFIER ::= {id-oa 12}
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id-oa-contextDefaultSubentryList OBJECT IDENTIFIER ::= {id-oa 13}
id-oa-contextAssertionDefault OBJECT IDENTIFIER ::= {id-oa 14}
id-oa-serviceAdminSubentryList OBJECT IDENTIFIER ::= {id-oa 15}
id-oa-searchRules OBJECT IDENTIFIER ::= {id-oa 16}
id-oa-hierarchyLevel OBJECT IDENTIFIER ::= {id-oa 17}
id-oa-hierarchyBelow OBJECT IDENTIFIER ::= {id-oa 18}
id-oa-hierarchyParent OBJECT IDENTIFIER ::= {id-oa 19}
id-oa-hierarchyTop OBJECT IDENTIFIER ::= {id-oa 20}
id-oa-pwdAdminSubentryList OBJECT IDENTIFIER ::= {id-oa 21}

-- id-oa-pwdStartTime OBJECT IDENTIFIER ::= {id-oa 22} X.509|Part8
-- id-oa-pwdExpiryTime OBJECT IDENTIFIER ::= {id-oa 23} X.509|Part8
-- id-oa-pwdEndTime OBJECT IDENTIFIER ::= {id-oa 24} X.509|Part8
-- id-oa-pwdFails OBJECT IDENTIFIER ::= {id-oa 25} X.509|Part8
-- id-oa-pwdFailureTime OBJECT IDENTIFIER ::= {id-oa 26} X.509|Part8
-- id-oa-pwdGracesUsed OBJECT IDENTIFIER ::= {id-oa 27} X.509|Part8
-- id-oa-userPwdHistory OBJECT IDENTIFIER ::= {id-oa 28} X.509|Part8
-- id-oa OBJECT IDENTIFIER TT= (1d-03 29} X-5091Parts
-- id-oa-pwdModifyEntryAllowed OBJECT IDENTIFIER ::= {id-oa 30} X.509|Paxf8
-- id-og-pwdChangeAllowed OBJECT IDENTIFIER ::= {id-oa 31} X.509}Par}8
-- id-og-pwdMaxAge OBJECT IDENTIFIER ::= {id-oa 32} X.509|Parft8
-- id-oa|-pwdExpiryAge OBJECT IDENTIFIER ::= {id-oa 33} X.509|Parf8
-- id-og-pwdMinLength OBJECT IDENTIFIER ::= {id-oa 34}|X.509|Parfs8
-- id-oal-pwdvVocabulary OBJECT IDENTIFIER ::= {id-oa 35})X.509|Parf8
-- id-og-pwdAlphabet OBJECT IDENTIFIER ::= {id-oa(36} X.509|Parfs8
-- id-og-pwdDictionaries OBJECT IDENTIFIER ::= {id-0a 37} X.509|Parf8
-- id-oal-pwdExpiryWarning OBJECT IDENTIFIER ::= {id-oa 38} X.509|Par}8
-- id-og-pwdGraces OBJECT IDENTIFIER ::= {id“oa 39} X.509|Parf8
-- id-og-pwdFailureDuration OBJECT IDENTIFIER ::=\ {id-oa 40} X.509|Parfs8
-- id-og-pwdLockoutDuration OBJECT IDENTIFIER ::=) {id-oa 41} X.509|Parf8
-- id-oa-pwdMaxFailures OBJECT IDENTIFIERX;:= {id-oa 42} X.509|Parfs8
-- id-og-pwdMaxTimeInHistory OBJECT IDENTIFIER-::= {id-oa 43} X.509|Parf8
-- id-og-pwdMinTimeInHistory OBJECT IDENTIFIER ::= {id-oa 44} X.509|Par}s8
-- id-og-pwdHistorySlots OBJECT IDENTIFIER ::= {id-oa 45} X.509|Parfs8
-- id-oal-pwdRecentlyExpiredDuration OBJECT IDENTIFIER ::= {id-oa 46} X.509|Par}8
-- id-o&-pwdEncAlg OBJECT IDENTIFIER ::= {id-oa 47} X.509|Parfs8
id-oa-alllAttributeTypes OBJECT. IDENTIFIER ::= {id-oa 48}

-- subentry classes

id-sc-subentry OBJECT IDENTIFIER ::= {id-sc 0}
id-sc-adcessControlSubentry OBJECT IDENTIFIER ::= {id-sc 1}
id-sc-collectiveAttributeSubentry OBJECT IDENTIFIER ::= {id-sc 2}
id-sc-contextAssertionSubentry OBJECT IDENTIFIER ::= {id-sc 3}
id-sc-serviceAdminSubentry OBJECT IDENTIFIER ::= {id-sc 4}
id-sc-pwdAdminSubentry OBJECT IDENTIFIER ::= {id-sc 5}

-- Nam¢g forms

id-nf-subentryNameForm OBJECT IDENTIFIER ::= {id-nf 16}

-- adminjistrativée¢roles

id-ar-autonomousArea OBJECT IDENTIFIER ::= {id-ar 1}
id-ar-adcessControlSpecificArea OBJECT IDENTIFIER ::= {id-ar 2}
id-ar-adcesgControlInnerArea OBJECT IDENTIFIER ::= {id-ar 3}
id-ar-subschemaAdminSpecificArea OBJECT IDENTIFIER ::= {id-ar 4;
id-ar-collectiveAttributeSpecificArea OBJECT IDENTIFIER ::= {id-ar 5}
id-ar-collectiveAttributeInnerArea OBJECT IDENTIFIER ::= {id-ar 6}
id-ar-contextDefaultSpecificArea OBJECT IDENTIFIER ::= {id-ar 7}
id-ar-serviceSpecificArea OBJECT IDENTIFIER ::= {id-ar 8}
id-ar-pwdAdminSpecificArea OBJECT IDENTIFIER ::= {id-ar 9}

END -- InformationFramework
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Annex C

Subschema administration in ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined
in clause 15, in the form of an ASN.1 module, schemaAdministration.

SchemaAdministration {joint-iso-itu-t ds(5) module(l) schemaAdministration(23) 7}
DEFINITIONS ::=

BEGIN

-- EXPORTS All

-- The tlypes and values defined in this module are exported for use in the other
-- modulles contained within the Directory Specifications, and for the use of)‘othe
-- applilcations which will use them to access Directory services. Other applicati
-- use them for their own purposes, but this will not constrain extensieons“and

-- modiffications needed to maintain or improve the Directory service.

IMPORTS
-- fr

id-so
FRO

ATTRI
NAME -
FRO

ldaps
FRO!

-- fr

attri
integ

matchi

objec
FRO!

subsche
KIND

Rec. ITU-T X.501 | ISO/IEC 9594-2

, id-soc, informationFramework, ldapSystemSchema,  SelectedAttributeTypes
UsefulDefinitions {joint-iso-itu-t ds(5) module(l)> usefulDefinitions (0)

TE, AttributeUsage, CONTEXT, DITContentRule,\DITStructureRule, MATCHING-
RM, OBJECT-CLASS, ObjectClassKind, objectIdentifierMatch, SYNTAX-NAME
InformationFramework informationFramework

taxes
LdapSystemSchema ldapSystemSchema

Rec. ITU-T X.520 | ISO/IEC 95946

teTypeDescription, dITContentRuleDescription, dITStructureRuleDescriptio
r, integerFirstComponentMateh, integerMatch, matchingRuleDescription,
gRuleUseDescription, nameFormDescription, objectClassDescription,
IdentifierFirstComponentMatch, oid, UnboundedDirectoryString
SelectedAttributeTypes selectedAttributeTypes;

OBJECT-CLASS :%=\Y
auxiliary

MAY CONTAIN { dITStructureRules |

nameForms |
dITContentRules |
objectClasses |
attributeTypes |
friends |
contextTypes |

arma

ASN.1
r
bns may

'}

RULE,

. T |
UL L CUVIICTACUOT I
matchingRules |
matchingRuleUse |
ldapSyntaxes }

LDAP-NAME {"subschema"}

ID

id-soc-subschema }

dITStructureRules ATTRIBUTE ::= {
WITH SYNTAX DITStructureRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch

USAGE directoryOperation

LDAP-SYNTAX dITStructureRuleDescription.&id
LDAP-NAME {"diTStructureRules"}

ID id-soa-dITStructureRule }

DITStructureRuleDescription ::= SEQUENCE {
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COMPONENTS OF DITStructureRule,

name [1] SET SIZE (1l..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
e}
dITContentRules ATTRIBUTE ::= {
WITH SYNTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX dITContentRuleDescription.&id
LDAP-NAME {"dITContentRules"}
ID id-soa-dITContentRules }
DITContentRuleDescription ::= SEQUENCE {

COMPONENTS OF DITContentRule,

name 2 SETSIZE (I MAX) OF UnboumndedDirectorysString OPTIONAL, |
description UnboundedDirectoryString OPTIONAL,
obsolelte BOOLEAN DEFAULT FALSE,
.}
matchingRules ATTRIBUTE ::= {
WITH NTAX MatchingRuleDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation

NTAX matchingRuleDescription.&id

LDAP-NAME {"matchingRules"}
ID id-soa-matchingRules }
MatchingRuleDescription ::= SEQUENCE {
identilfier MATCHING-RULE. &id,
name SET SIZE (1..MAX) OF UnboundedDiréctoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL/,
obsolelte BOOLEAN DEFAULT FALSE,
information [0] UnboundedDirectoryString OPTIONAL,
-- describes the ASN.1l syntax
)
attributleTypes ATTRIBUTE ::= {
WITH NTAX AttributeTypeDescription
EQUALIITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP- SYNTAX attributeTypeDescription.&id
LDAP- E {"attributeTypes"}
ID id-goa-attributeTypes }
AttributleTypeDescription.\it= SEQUENCE {
identilfier ATTRIBUTE. &id,
name SET SIZE (1l..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolelte BOOLEAN DEFAULT FALSE,
inforjation [0] AttributeTypeInformation,
o}
AttributleTypeInformation ::= SEQUENCE {
derivation [0] ATTRIBUTE.é&1id OPTIONAL,
equalityMatch [1] MATCHING-RULE.&id OPTIONAL,
orderingMatch [2] MATCHING-RULE.&id OPTIONAL,
substringsMatch [3] MATCHING-RULE.&id OPTIONAL,
attributeSyntax [4] UnboundedDirectoryString OPTIONAL,
multi-valued [5] BOOLEAN DEFAULT TRUE,
collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [7] BOOLEAN DEFAULT TRUE,
application AttributeUsage DEFAULT userApplications,
objectClasses ATTRIBUTE ::= {
WITH SYNTAX ObjectClassDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX objectClassDescription.&id
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LDAP-NAME {"objectClasses"}
ID id-soa-objectClasses }
ObjectClassDescription ::= SEQUENCE {
identifier OBJECT-CLASS.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] ObjectClassInformation,
. )
ObjectClassInformation ::= SEQUENCE {
subclassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
kind ObjectClassKind DEFAULT structural,
mandatories [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optionals [4] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
)
nameForms ATTRIBUTE ::= {
WITH NTAX NameFormDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX nameFormDescription.&id
LDAP-NAME {"nameForms"}
ID id-soa-nameForms }

NameFormDescription ::= SEQUENCE {

identilfier NAME-FORM. &id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolelte BOOLEAN DEFAULT FALSE,
inforjation [0] NameFormInformation,

o)

Information ::= SEQUENCE {

subordinate OBJECT-CLASS.&id,
namingMandatories SET OF ATTRIBUTE.&id,
namingOptionals SET SIZE (1..MAX) OF,ATTRIBUTE.&id OPTIONAL,

uleUse ATTRIBUTE ::= {

WITH NTAX MatchingRuleUseDescription
EQUALIITY MATCHING RULE objectTdentifierFirstComponentMatch
USAGE directoryOperation

NTAX matchingRuleUseDescription.&id

LDAP-NAME {"matchingRuleUse"}

ID id-soa-matchingRuleUse }
MatchingRuleUseDescription ::= SEQUENCE {

identilfier MATCHING-RULE. &id,

name SET SIZE (1l..MAX) OF UnboundedDirectoryString OPTIONAL,

description UnboundedDirectoryString OPTIONAL,

obsolelte BOOLEAN DEFAULT FALSE,

information [o] SET OF ATTRIBUTE.&id,

.o}
structuralObjectClass ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX oid.&id

LDAP-NAME {"structuralObjectClass"}

ID id-soa-structuralObjectClass }
governingStructureRule ATTRIBUTE ::= {

WITH SYNTAX INTEGER

EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE
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directoryOperation

integer.&id
{"governingStructureRule"}
id-soa-governingStructureRule }

UTE ::= {
ContextDescription

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE
ip

ContextDescription
identifier
name
description
obsolete

informatiom {0 ComntextIintormatiomd,

)

ContextInformation
syntax
assertlionSyntax

o)

dITContextUse ATTRI
WITH SYNTAX

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE
ID

DITContextUseDescri
identiffier
name
description

obsolelte
inforjation [0]

o}

DITContaEtUseInformation ::= SEQUENCE {

mandatjoryContexts
optionlalContexts

friends ATTRIBUTE :
WITH SYNTAX

EQUALITY MATCHING RULE (objectIdentifierFirstComponentMatch

USAGE
IDp

FriendsDescription
anchor

directoryOperation
id-soa-contextTypes }

::= SEQUENCE {

CONTEXT.&id,

SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
UnboundedDirectoryString OPTIONAL,
BOOLEAN DEFAULT FALSE,

::= SEQUENCE {
UnboundedDirectoryString,
UnboundedDirectoryString OPTIONAL,

BUTE ::= {
DITContextUseDescription

directoryOperation
id-soa-dITContextUse }

ption ::= SEQUENCE {

ATTRIBUTE. &id,

SET SIZE (1..MAX) OF UnboundedDirvectoryString OPTIONAL,
UnboundedDirectoryString OPTIONAL,

BOOLEAN DEFAULT FALSE,

DITContextUseInformation,

[1] SET SIZE (1.:MAX) OF CONTEXT.&id OPTIONAL,
[2] SET SIZE (l..MAX) OF CONTEXT.&id OPTIONAL,

FriendsDescription

directoryOperation
id-soa-friends }

:\*'= SEQUENCE {
ATTRIBUTE.&id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,

obsolelte BOOLEAN DEFAULT FALSE,

frienqs [0] SET SIZE (l..MAX) OF ATTRIBUTE.&id,

.o}

-- object identifie
-- schema object cl

id-soc-subschema OB

r assignments
asses

JECT IDENTIFIER ::= {id-soc 1}

-- schema operational attributes

id-soa-dITStructure

id-soa-dITContentRules OBJECT IDENTIFIER

id-soa-matchingRule
id-soa-attributeTyp
id-soa-objectClasse
id-soa-nameForms

Rule OBJECT IDENTIFIER ::= {id-soa 1}
::= {id-soa 2}

s OBJECT IDENTIFIER ::= {id-soa 4}
es OBJECT IDENTIFIER ::= {id-soa 5}
s OBJECT IDENTIFIER ::= {id-soa 6}
OBJECT IDENTIFIER ::= {id-soa 7}
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id-soa-matchingRuleUse
id-soa-structuralObjectClass
id-soa-governingStructureRule
id-soa-contextTypes
id-soa-dITContextUse
id-soa-friends

END --

176

SchemaAdministration

OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT

IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER

8}

10}
11}
12}
13}
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Annex D

Service administration in ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard.)

14 (E)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined
in clause 16 in the form of an ASN.1 module, ServiceAdministration.

ServiceAdministration {joint-iso-itu-t ds(5) module(l) serviceAdministration(33) 7}

DEFINITIONS ::=
BEGIN
-- EXPORTS All
-- The tlypes and values defined in this module are exported for use in the other ASN.1
-- modulles contained within these Directory Specifications, and for the userof other
-- applijcations which will use them to access Directory services. Other applicatipns may
-- use them for their own purposes, but this will not constrain extensieons“and
-- modiffications needed to maintain or improve the Directory service.
IMPORTS
-- from Rec. ITU-T X.501 | ISO/IEC 9594-2
directloryAbstractService, informationFramework
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l)> usefulDefinitions(0) [}
ATTRIBUTE, AttributeType, CONTEXT, MATCHING-RULE, OBJECT-CLASS,
SupportedAttributes, SupportedContexts
FROM InformationFramework informationFramework
-- from Rec. ITU-T X.511 | ISO/IEC 9594-3
Family|Grouping, FamilyReturn, HierarchySelections, SearchControlOptions,
ServideControlOptions
FROM DirectoryAbstractService directoryAbstractService;
-- type
SearchRulle ::= SEQUENCE {
COMPONENTS OF SearchRulelId,
servideType [1] OBJECT IDENTIFIER OPTIONAL,
userCllass [2]* INTEGER OPTIONAL,
inputAlttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
attributeCombination ) [4] AttributeCombination DEFAULT ahd:{},
outputjAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defaulltControls [6] ControlOptions OPTIONAL,
mandatjoryControls [7] ControlOptions OPTIONAL,
searchRuleControls [8] ControlOptions OPTIONAL,
familylGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
relaxa'ttomn FHi—RetaxationPoticy OPTTONAT-
additionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
allowedSubset [13] AllowedSubset DEFAULT '111'B,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL,
e}
SearchRuleId ::= SEQUENCE {
id INTEGER,
dmdId [0] OBJECT IDENTIFIER }
AllowedSubset ::= BIT STRING {baseObject(0), oneLevel(l), wholeSubtree(2)}
ImposedSubset ::= ENUMERATED {baseObject(0), oneLevel(l), wholeSubtree(2),...}
RequestAttribute ::= SEQUENCE {
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attributeType ATTRIBUTE. &id ({SupportedAttributes}),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedvValues [1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({supportedattributes}{@attributeType}) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE ({
entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type

({supportedAttributes}{@attributeType}),
...} OPTIONAL,

contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and:{},
matchingUse [5] SEQUENCE SIZE (1l..MAX) OF MatchingUse OPTIONAL,
ce. }

ContextProfile ::= SEQUENCE {
contextType CONTEXT. &id ({SupportedContexts}),
conte - . Ttion

({supportedContexts}{@contextType}) OPTIONAL,

e}

ContextCombination ::= CHOICE {
context [0] CONTEXT.&id ({SupportedContexts}),

and [1] SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
not [3] ContextCombination,
MatchingUse ::= SEQUENCE {
restrijctionType MATCHING-RESTRICTION. &id ({SupportedMatchingRestrictions}),

restrijctionValue MATCHING-RESTRICTION. &Restriction
({SupportedMatchingRestrictions}{@restrictionType}),

-- Definlition of the following information object set is deferred, perhaps to
-- stanjardized profiles or to protocol implementation conformance statements.
-- The slet is required to specify a table constraint on the components of

-- SupportedMatchingRestrictions

SupportedMatchingRestrictions MATCHING-RESTRICTION ::= {...}

AttributleCombination ::= CHOICE {
attribute [0] AttributeType,

and [1] SEQUENCE OF AttributeCombination,
or [2] SEQUENCE OF-AttributeCombination,
not [3] AttributeCombination,
e}
ResultAtftribute ::= SEQUENCE {
attributeType ATTRIBUTE. &id ({SupportedAttributes}),
outputiValues CHOICE {
selectedvValues SEQUENCE OF ATTRIBUTE.&Type

({supportedAttributes}{@attributeType}),
matchedValuesOnly NULL } OPTIONAL,

contexlts [0] SEQUENCE SIZE (l1..MAX) OF ContextProfile OPTIONAL,
.o}
ControlOptions ::= SEQUENCE {
serviceControls [0] ServiceControlOptions DEFAULT {},
searchOptions [1] SearchControlOptions DEFAULT {searchAliases},
hierarchyOptions [2] HierarchySelections OPTIONAL,
e}
EntryLimit ::= SEQUENCE {
default INTEGER,
max INTEGER,
.o}
RelaxationPolicy ::= SEQUENCE {
basic [0] MRMapping DEFAULT {},

tightenings [1] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
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maximum [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1,
e}
MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1l..MAX) OF Mapping OPTIONAL,
substitution [1] SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL,
e}
Mapping ::= SEQUENCE {
mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY {-- shall be an--
-- object identifier of a mapping-based matching algorithm -- }),
level INTEGER DEFAULT O,
e}
MRSubstitution ::= SEQUENCE {
attribute AttributeType,
oldMatichingRule [0] MATCHING-RULE.&id OPTIONAL,
newMatichingRule [1] MATCHING-RULE.&id OPTIONAL,
e}
-- ASN.1l information object classes
SEARCH-RULE ::= CLASS {
&dmdI OBJECT IDENTIFIER,
&servijceType OBJECT IDENTIFIER OPTIONAL,
&user(Qlass INTEGER OPTIONAL,
&InputjAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&combination AttributeCombination OPTIONAL,
&OutputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defaultControls ControlOptions OPTIONAL,
&mandatoryControls ControlOptions OPTIONAL,
&searchRuleControls ControlOptions OPTIONAL,
&famillyGrouping FamilyGrouping OPTIONAL,
&famillyReturn FamilyReturn OPTIONAL,
&additjionalControl AttributeType OPTIONAL,
&relaxjation RelaxationPolicy OPTIONAL,
&allowedSubset AllowedSubset DEFAULT '111'B,
&imposjedSubset ImposedSubset OPTIONAL,
&entryLimit EntryLimit OPTIONAL,
&id INTEGER UNIQUE }
WITH SYNTAX {
DMD ID &dmdId
[SERVICE-TYPE &serviceTypel
[USER-[CLASS &userClass]
[INPUT| ATTRIBUTES &InputAttributeTypes]
[COMBIINATION &combination]
[oUTP ATTRIBUTES &OutputAttributeTypes]
[DEFAULT CONTROL &defaultControls]
[MANDATORY CONTROL &mandatoryControls]
[SEARCH-RULE CONTROL &searchRuleControls]
[FAMILY-GROUPING &familyGrouping]
[FAMILY - RETURN &familyReturn]
[ADDITIIONAL/ CONTROL &additionalControl]
[RELAXATION &relaxationl]
[ALLOWED SUBSET &allowedSubset]
[IMPOSED SUBSET &imposedSubset]
[ENTRY LIMIT &entryLimit]
ID &id }
REQUEST-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE. &id,
&SelectedValues ATTRIBUTE. &Type OPTIONAL,
&DefaultValues SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type } OPTIONAL,
&contexts SEQUENCE OF ContextProfile OPTIONAL,
&contextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,
&includeSubtypes BOOLEAN DEFAULT FALSE }

WITH SYNTAX {
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ATTRIBUTE TYPE &attributeType

[SELECTED VALUES &SelectedValues]

[DEFAULT VALUES &DefaultValues]

[CONTEXTS &contexts]

[CONTEXT COMBINATION &contextCombination]

[MATCHING USE &MatchingUse]

[INCLUDE SUBTYPES &includeSubtypes] }
RESULT-ATTRIBUTE ::= CLASS {

&attributeType ATTRIBUTE. &id,

&outputValues CHOICE {

selectedValues SEQUENCE OF ATTRIBUTE.&Type,
matchedValuesOnly NULL } OPTIONAL,

&contexts ContextProfile OPTIONAL }
WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[OUTPUT—VALUES soutputvarues]

[CONTHXTS &contexts] }
MATCHING-RESTRICTION ::= CLASS {

&Restrjiction,

&Rule MATCHING-RULE. &id,

&id l OBJECT IDENTIFIER UNIQUE}
WITH SYNTAX {

RESTRIICTION &Restriction

RULES &Rules

ID &id }
END -- ServiceAdministration
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(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex provides a summary of al of the ASN.1 type and value definitions for Basic Access Control. The definitions
form the ASN.1 module BasicAccessControl.

BasicAccessControl {joint-iso-itu-t ds(5) module(l) basicAccessControl (24) 7}

DEFINITIONS

BEGIN

EXPO

IMPORTS

-- fr
direc
selec

FRO

ATTRI
MATCH
Suppo

FRO

-- fro
Filte
FRO

-- fr
direc
Unbou

FRO!

accessC
WITH
EQUAL
SINGL
USAGE
ID

type

The t

TS All

Rec. ITU-T X.501 | ISO/IEC 9594-2

ryAbstractService, id-aca, id-acScheme,

edAttributeTypes

UsefulDefinitions {joint-iso-itu-t ds(5) module(l)"usefulDefinitions (0)

TE, AttributeType, AttributeTypeAndValue,
G-RULE, objectIdentifierMatch, Refinement,
tedAttributes

InformationFramework informationFramework

Rec. ITU-T X.511 | ISO/IEC 9594-3

DirectoryAbstractService direcdtoryAbstractService
Rec. ITU-T X.520 | ISO/IEC)9594-6

ryStringFirstComponentMatch, NameAndOptionalUID,
edDirectoryString, UniqueIdentifier
SelectedAttributeTypes selectedAttributeTypes;

ti= {

OBJECT IDENTIFIER
objectIdentifierMatch

TRUE

directoryOperation
id-aca-accessControlScheme }

trolScheme ATTRIBUTE
NTAX
Y MATCHING \RULE
VALUE

ypes and values defined in this module are exported for use in the other
modulles contained within these Directory Specificationms,
appli
but this will not constrain extensions, ‘and
ications needed to maintain or improve the Directory service.

informationFramework,

ContextAssertion,
SubtreeSpecification,

ASN.1

and for the use of‘other
cations which will use them to access Directory services.
use them for their own purposes,
modif]

Other appiicatipns may

/ }

Distinguishe{iName,

ACIItem
identi

precedence
authenticationLevel
itemOrUserFirst
itemFirst
protectedItems

it

userFirst

us
us

.
e}

::= SEQUENCE {
ficationTag UnboundedDirectoryString,
Precedence,
AuthenticationLevel,
CHOICE {
SEQUENCE {
ProtectedItems,

SET OF ItemPermission,

[0l

emPermissions

.},
[1] SEQUENCE {
UserClasses,

SET OF UserPermission,

erClasses
erPermissions
-}

Il
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Precedence INTEGER(0..255,...)

ProtectedItems ::= SEQUENCE {
entry
allUserAttributeTypes
attributeType

[o]
[1]
[2]
allAttributeValues [3]
allUserAttributeTypesAndValues
attributeValue

[4]
[51]

NULL OPTIONAL,

NULL OPTIONAL,

SET SIZE (1..MAX)
OPTIONAL,

SET SIZE (1..MAX)
OPTIONAL,

NULL OPTIONAL,

SET SIZE (1..MAX)

OF AttributeType

OF AttributeType

OF AttributeTypeAndValue

-- permissions that may be used in conjunction

182
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OPTIONAL,
selfvalue [6] SET SIZE (l1l..MAX) OF AttributeType
OPTIONAL,
rangeOfValues [7] Filter OPTIONAL,
maxVa count 8 SET SIZE (I MAX) OF Maxvaluscount
OPTIONAL,
maxImmSub [9] INTEGER OPTIONAL,
restrijctedBy [10] SET SIZE (1..MAX) OF RestrictedValue
OPTIONAL,
contexts [11] SET SIZE (1..MAX) OF ContextAssertion
] OPTIONAL,
classes [12] Refinement OPTIONAL,
e}
MaxValueCount ::= SEQUENCE {
type AttributeType,
maxCount INTEGER,
Restrictledvalue ::= SEQUENCE {
type AttributeType,
valueslIn AttributeType,
UserClajses ::= SEQUENCE {
allUsers [0] NULL OPTIONAL,
thisEntry [1] NULL OPTIONAL,
name [2] SET SIZE (l..MAX) OF \NameAndOptionalUID OPTIONAL,
userGroup [3] SET SIZE (1l..MAX)_ OF NameAndOptionalUID OPTIONAL,
-- dn component shall be the name of an
-- entry of GroupOfUniqueNames
subtree [4] SET SIZE (1-.MAX) OF SubtreeSpecification OPTIONAL,
ItemPermission ::= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in ACIItem
userCllasses UserClasses,
grantsAndDenialls™ GrantsAndDenials,
e}
UserPermiseion ::= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in ACIItem
protectedItems ProtectedItems,
grantsAndDenials GrantsAndDenials,
e}
AuthenticationLevel ::= CHOICE ({
basicLevels SEQUENCE {
level ENUMERATED {none (0), simple(l), strong(2),...},
localQualifier INTEGER OPTIONAL,
signed BOOLEAN DEFAULT FALSE,
Y
other EXTERNAL,
e}
GrantsAndDenials ::= BIT STRING {
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-- with any component of ProtectedItems
grantAdd (0),

denyAdd (1),
grantDiscloseOnError (2),
denyDiscloseOnError (3),

grantRead (4),

denyRead (5),

grantRemove (6),

denyRemove (7),

-- permissions that may be used only in conjunction
-- with the entry component

grantBrowse (8),
denyBrowse (9),
grantExport (10),
denyExport (11),
grantImport (12),
OTt I3~
dify (14),
ename (16),
ame (17),
eturnDN (18),
turnDN (19),

issions that may be used in conjunction
any component, except entry, of ProtectedItems

mpare (20) ,
pare (21),
ilterMatch (22),
lterMatch (23),
voke (24),
oke (25) }
utes

tiveACI ATTRIBUTE ::= {

NTAX
Y MATCHING RULE

ACIItem
directoryStringFirstComponentMatch
directoryOperation
id-aca-prescriptiveACI }

ATTRIBUTE ::= {
NTAX
Y MATCHING RULE

ACIItem
directoryStringFirstComponentMatch
directoryOperation

id-aca-entryACI }

Y MATCHING, RULE

CI ATTRIBUTE :s:=u{

ACIItem
directoryStringFirstComponentMatch
directoryOperation
id-aca-subentryACI }

t identifier assignments

utes

id-aca-accessControlScheme OBJECT IDENTIFIER ::= {id-aca 1}
id-aca-prescriptiveACI OBJECT IDENTIFIER ::= {id-aca 4}
id-aca-entryACI OBJECT IDENTIFIER ::= {id-aca 5}
id-aca-subentryACI OBJECT IDENTIFIER ::= {id-aca 6}

-- access control schemes

basicAccessControlScheme OBJECT IDENTIFIER : {id-acScheme 1}
simplifiedAccessControlScheme OBJECT IDENTIFIER : {id-acScheme 2}
rule-based-access-control OBJECT IDENTIFIER : {id-acScheme 3}
rule-and-basic-access-control OBJECT IDENTIFIER : {id-acScheme 4}
rule-and-simple-access-control OBJECT IDENTIFIER : {id-acScheme 5}

END -- BasicAccessControl
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Annex F

DSA operational attributetypesin ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type and value definitions contained in clauses 23 and 24 in the form of an ASN.1
module, DsAOperationalAttributeTypes.

DSAOperationalAttributeTypes {joint-iso-itu-t ds(5) module(1)
dsaOperationalAttributeTypes (22) 7}

DEFINITIONS ::=

BEGIN

-- EXPORTS All
-- The tlypes and values defined in this module are exported for use in the other ASN.1
-- modulles contained within these Directory Specifications, and for the use .6f other

-- applijcations which will use them to access Directory services. Otherpapplicatipns may
-- use them for their own purposes, but this will not constrain extensions and
-- modiffications needed to maintain or improve the Directory service.

IMPORTS
-- from Rec. ITU-T X.501 | ISO/IEC 9594-2
distributedOperations, id-doa, id-kmr, informationFraméwork,opBindingManagement|

selectledAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) moduwle(l) usefulDefinitions(0) [}

ATTRIBUTE, MATCHING-RULE, Name
FROM InformationFramework informationFramework

OperatlionalBindingID
FROM OperationalBindingManagement opBindingManagement

-- from Rec. ITU-T X.518 | ISO/IEC 9594-4

AccesslPoint, DitBridgeKnowledge,*MasterAndShadowAccessPoints
FROM DistributedOperations distributedOperations

-- from Rec. ITU-T X.520 |(ISO/IEC 9594-6
bitStrlingMatch, directoryStringFirstComponentMatch
FROM SelectedAttributeTypes selectedAttributeTypes ;

dseType ATTRIBUTE ::=\{

WITH SYNTAX DSEType
EQUALITY MATCHING'RULE bitStringMatch
SINGLE VALUE TRUE
NO US MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-dseType }
DSEType ::= BIT STRING {
root (0), -- root DSE
glue (1), -- represents knowledge of a name only
cp (2), -- context prefix
entry (3), -- object entry
alias (4), -- alias entry
subr (5), -- subordinate reference
nssr (6), -- non-specific subordinate reference
supr (7), -- superior reference
Xr (8), -- cross reference
admPoint (9), -- administrative point
subentry (10), -- subentry
shadow (11), -- shadow copy
immSupr (13), -- immediate superior reference
rhob (14), -- rhob information
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sa (15), -- subordinate reference to alias entry
dsSubentry (16), -- DSA Specific subentry
familyMember (17), -- family member
ditBridge (18)} -- DIT bridge reference
--writeableCopy (19) writeable copy (currently not used)

myAccessPoint ATTRIBUTE ::= {

WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-myAccessPoint }
superiorKnowledge ATTRIBUTE ::= {

WITH SYNTAX AccessPoint

CCIl

NO USs MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-superiorKnowledge }
specificknowledge ATTRIBUTE ::= {

WITH NTAX MasterAndShadowAccessPoints

EQUALIITY MATCHING RULE masterAndShadowAccessPointsMatch

SINGLE VALUE TRUE

NO USs MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-specificKnowledge }

nonSpecilficKnowledge ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
NO USHR MODIFICATION
USAGE
ID

ti= {
MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch
TRUE

distributedOperation
id-doa-nonSpecificKnowledge }

SupplierforConsumer ::= SET {

COMPONENTS OF AccessPoint, | -+ supplier or consumer
agreementID [3] OperationalBindingID,

Supplier[Information ::= SET {

COMPONENTS OF SupplierOrConsumer, -- supplier

suppliler-is-master [4] ,BOOLEAN DEFAULT TRUE,

non-supplying-master [5] “‘AccessPoint OPTIONAL,

e}
supplierfKnowledge ATTRIBUTE ::= {

WITH NTAX SupplierInformation

EQUALITY MATCHING-RULE supplierOrConsumerInformationMatch

NO Us MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-supplierKnowledge }
ConsumerjInformation ::= SupplierOrConsumer -- consumer
consumerKnowledge ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING RULE

ConsumerInformation
supplierOrConsumerInformationMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-consumerKnowledge }
SupplierAndConsumers ::= SET {

COMPONENTS OF AccessPoint, -- supplier

consumers [3] SET OF AccessPoint,

e}

secondaryShadows ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE

HEES {
SupplierAndConsumers
supplierAndConsumersMatch
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NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-secondaryShadows }

ditBridgeKnowledge ATTRIBUTE ::= {
WITH SYNTAX DitBridgeKnowledge
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-ditBridgeKnowledge }

-- matching rules

accessPointMatch MATCHING-RULE ::= {

SYNTAX Name

ID id-kmr-accessPointMatch }
masterAﬂdShadowAccessPointsMatch MATCHING-RULE ::= {

SYNTAX SET OF Name

ID id-kmr-masterShadowMatch }
supplierOrConsumerInformationMatch MATCHING-RULE ::= {

SYNTAX SET {

ae-tlitle [0] Name,
agrelement-identifier [2] INTEGER}

ID id-kmr-supplierConsumerMatch }
supplierjAndConsumersMatch MATCHING-RULE ::= {

SYNTAX Name

ID id-kmr-supplierConsumersMatch }
-- object identifier assignments
-- dsa operational attributes
id-doa-dseType OBJECT IDENTIFIER ::= {id-doa 0}
id-doa-myAccessPoint OBJECT IDENTIFIER ::= {id-doa 1}
id-doa-superiorKnowledge OBJECT IDENTIFIER ::= {id-doa 2}
id-doa-gpecificknowledge OBJECT IDENTIFIER ::= {id-doa 3}
id-doa-nonSpecificKnowledge OBJECT\IDENTIFIER ::= {id-doa 4}
id-doa-supplierKnowledge OBJECT IDENTIFIER ::= {id-doa 5}
id-doa-consumerKnowledge OBJECT IDENTIFIER ::= {id-doa 6}
id-doa-secondaryShadows OBJECT IDENTIFIER ::= {id-doa 7}
id-doa-ditBridgeKnowledge OBJECT IDENTIFIER ::= {id-doa 8}
-- knowlledge matching rules
id-kmr-accessPointMateh OBJECT IDENTIFIER ::= {id-kmr 0}
id-kmr-masterShadowMatch OBJECT IDENTIFIER ::= {id-kmr 1}
id-kmr-supplierConsumerMatch OBJECT IDENTIFIER ::= {id-kmr 2}
id-kmr-supplierCérnsumersMatch  OBJECT IDENTIFIER ::= {id-kmr 3}

END -- DSAOperationalAttributeTypes
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Annex G

Operational binding management in ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type, value and information object class definitions regarding Operational
Bindings relevant to this Directory  Specification in the form of the ASN.1 module

OperationalBindingManagement.

OperationalBindingManagement {joint-iso-itu-t ds(5) module (1)
opBindingManagement (18) 7}

DEFINITIONS ::=

BEGIN

-- EXPORTS All
-- The tlypes and values defined in this module are exported for use in the other ASN.1
-- modulles contained within these Directory Specifications, and for the use 6f other

-- applijcations which will use them to access Directory services. Other,applicatipns may
-- use them for their own purposes, but this will not constrain extensions and
-- modiffications needed to maintain or improve the Directory service.

IMPORTS

-- from Rec. ITU-T X.501 | ISO/IEC 9594-2
directjoryAbstractService, directoryShadowAbstractServicge,
distributedOperations, directoryOSIProtocols, enhancedSecurity,
hierarchicalOperationalBindings, commonProtocolSpecification

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) [}

OPTIONALLY-PROTECTED-SEQ
FROM EnhancedSecurity enhancedSecurity

hierarchicalOperationalBinding, nonSpecificHierarchicalOperationalBinding
FROM HierarchicalOperationalBindings ‘thierarchicalOperationalBindings

-- from [Rec. ITU-T X.511 | ISO/IEC 9594-3

CommonResultsSeq, securityErrox,. SecurityParameters
FROM DirectoryAbstractSerwvice directoryAbstractService

-- from Rec. ITU-T X.518 |, ISO/IEC 9594-4

id-err-operationalBindingError, id-op-establishOperationalBinding,
id-op-modifyOperationalBinding, id-op-terminateOperationalBinding,

FRO

APPLICATION-CONTEXT
FROM DirectoryOSIProtocols directoryOSIProtocols

-- from Rec. ITU-T X.525 | ISO/IEC 9594-9

shadowOperationalBinding
FROM DirectoryShadowAbstractService directoryShadowAbstractService ;

-- bind and unbind
dSAOperationalBindingManagementBind OPERATION ::= dSABind

OPERATIONAL-BINDING ::= CLASS {
&Agreement ’
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&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[SYMMETRIC &both]
[ASYMMETRIC
[ROLE-A &roleAl
[ROLE-B &roleB]]
ID &id }
OP-BINDING-COOP ::= CLASS {
&applContext APPLICATION-CONTEXT,
&Oper OPERZA ON—OP Aj_.}

&applContext
[APPLIES TO &Operations] }

OP-BIND-ROLE ::= CLASS {
&establish BOOLEAN DEFAULT FALSE,
&EstabllishParam,
&modi BOOLEAN DEFAULT FALSE,
&Modi flyParam OPTIONAL,
&termimnate BOOLEAN DEFAULT FALSE,

&TerminateParam OPTIONAL }

[ESTABLISHMENT-INITIATOR &establish]
ESTABLIISHMENT - PARAMETER &EstablishParam
[MODIFICATION-INITIATOR &modify]
[MODIFICATION-PARAMETER &ModifyParam]
[TERMINATION-INITIATOR &terminate]
[TERMIINATION- PARAMETER &TerminateParam] }
-- operagtions, arguments and results
shoperationalBinding OPERATION :s=\ {
ARGUMENT EstablishOperationalBindingArgument

RESUL EstablishOperationalBindingResult
ERRORS {operationalBindingErrotr | securityError}
CODE id-op-establishOperationalBinding }

Establi
OPTIO

shOperationalBindingArgument ::=
LLY-PROTECTED-SEQ. {‘EstablishOperationalBindingArgumentData }

EstablisghOperationalBindingArgumentData ::= SEQUENCE {
bindingType {01 OPERATIONAL-BINDING.&id({OpBindingSet}),
bindingID [1] OperationalBindingID OPTIONAL,
accesslPoint [2] AccessPoint,
-=- symmetric, Role A initiates, or Role B initiates
initiator CHOICE {
s etric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({opBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({opBindingsSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({opBindingSet}{@bindingType}) },
agreement [6] OPERATIONAL-BINDING.&Agreement
({opBindingSet}{@bindingType}),
valid [7] Validity DEFAULT {},
securityParameters [8] SecurityParameters OPTIONAL,
.o}
OpBindingSet OPERATIONAL-BINDING ::= {

shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

OperationalBindingID ::= SEQUENCE {
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identifier INTEGER,

version INTEGER,
e}
Validity ::= SEQUENCE {

validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,
...} DEFAULT now:NULL,

validUntil [1] cCHOICE {
explicitTermination [0] NULL,
time [1] Time,

... } DEFAULT explicitTermination:NULL,

Time ::= CHOICE {
utcTi UTCTimE,;
generalizedTime GeneralizedTime,

EstablishOperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ {
EstablishOperationalBindingResultData }

EstablisghOperationalBindingResultData ::= SEQUENCE {
bindinlgType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bindingID [1] OperationalBindingID OPTIONAL,
accesspPoint [2] AccessPoint,

-- etric, Role A replies, or Role B replies
initiator CHOICE {

s etric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({opBindingSet}{@bindingType}),
roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({opBindingSet}{@bindingType}),
roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({opBindingSet}{@bindingType}) },

COMPONENTS OF CommonResultsSeq }

modifyOperationalBinding OPERATION ::=\{
ARGUMENT ModifyOperationalBindingArgument
RESULT] ModifyOperationalBindingResult
ERRORS {operationalBindingEx¥or | securityError}
CODE id-op-modifyOperationalBinding }

ModifyOperationalBindingArgument ::=
OPTIONALLY-PROTECTED-SEQ' { ModifyOperationalBindingArgumentData }

ModifyOperationalBindingArgumentData ::= SEQUENCE {
bindinjgType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,
-- 8 etric, Role A initiates, or Role B initiates
initiator CHOICE {
s etric [3] OPERATIONAL-BINDING.&both.&ModifyParam

({OpBindingSet{@bindingType}) ,
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam

({opBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam

({opBindingSet}{@bindingType})} OPTIONAL,

newBindingID [6] OperationalBindinglID,
newAgreement [7] OPERATIONAL-BINDING.&Agreement
({opBindingSet}{@bindingType}) OPTIONAL,
valid [8] ModifiedValidity OPTIONAL,
securityParameters [9] SecurityParameters OPTIONAL,
L)
ModifiedValidity ::= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,
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...} DEFAULT now:NULL,

validUntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] Time,
unchanged [2] NULL,
... } DEFAULT unchanged:NULL,
.}
ModifyOperationalBindingResult ::= CHOICE {
null NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ{ ModifyOperationalBindingResultData },
e}
ModifyOperationalBindingResultData ::= SEQUENCE {
newBindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
new. = n "
valild Validity OPTIONAL,

e ooy

COMPONENTS OF CommonResultsSeq

}

terminatleOperationalBinding OPERATION ::= {
ARGUMENT TerminateOperationalBindingArgument

RESULT] TerminateOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-terminateOperationalBinding }

TerminatjeOperationalBindingArgument ::=

OPTIONALLY-PROTECTED-SEQ { TerminateOperationalBindingArgumentData }

TerminatleOperationalBindingArgumentData ::= SEQUENCEA{

bindingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bindingID [1] OperationalBindingID,
-- s etric, Role A initiates, or Role B initiates
initiator CHOICE {
s etric [2] OPERATIONAL-BINDING.&both.&TerminateParam
({opBindingSet}{@bindingType}),
roleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({opBindingSet}{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({opBindingSet}{@bindingType})} OPTIONAL,
terminateAt [5] Time\OPTIONAL,
securijtyParameters [6] SecurityParameters OPTIONAL,
L)
TerminatleOperationalBindingResult ::= CHOICE {
null NULLy
protedted [1] _OPTIONALLY-PROTECTED-SEQ{ TerminateOperationalBindingResultData
e}
TerminatleOperationalBindingResultData ::= SEQUENCE {
bindingIb OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

« e ey

e e ey

COMPONENTS OF  CommonResultsSeq }
-- errors and parameters

operationalBindingError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED-SEQ {OpBindingErrorParam}

CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED ({
invalidID (0),
duplicateID (1),

unsupportedBindingType (2),
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notAllowedForRole (3),
parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),

currentlyNotDecidable (9),
modificationNotAllowed (10),

invalidBindingType (11),
invalidNewID (12),
Y
bindingType [1] OPERATIONAL-BINDING.&id({OpBindingSet}) OPTIONAL,

agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({opBindingSet}{@bindingType}) OPTIONAL,

retryAt [3] Time OPTIONAL,
COMPOJENTS OF CommonResultsSeq }
END -- OperationalBindingManagement
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