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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gove
technology, I
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nmental, in liaison with 1ISO_and IEC, also take part in the work. In the field of Injor|
O and IEC have established a joint technical committee, ISO/IEC JTC 1.

tandards are drafted in accordance with the rules given in the ISO/IEC Directives; Part 2.
k of the joint technical committee is to prepare International Standards.)\Draft Intern
pted by the joint technical committee are circulated to national bodies for, voting. Publica

b| Standard requires approval by at least 75 % of the national bodies ¢asting a vote.

awn to the possibility that some of the elements of this document\may be the subject of
j IEC shall not be held responsible for identifying any or all such,patent rights.

2:2008 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information techi
SC 6, Telecommunications and information exchange‘between systems, in collaboratig
ntical text is published as ITU-T Rec. X.501 (11/2008):

on of ISO/IEC 9594-2 constitutes a technical revision of ISO/IEC 9594-2:2005, which ha
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Introduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

from different manufacturers;
under diff erent managements,

of different levels of complexity; and

of different ages.

s a framework
re the overal

ThisR|
for the

pcommendation | International Standard provides a number of different models for the.Directory 3
other Recommendations in the ITU-T X.500 series | parts of ISO/IEC 9594.-The models 3

(functipnal) model; the administrative authority model, generic Directory Information‘Models providing
and Administrative User views on Directory information, generic DSA and DSA (information models,
Frameyvork and a security model.

The generic Directory Information Models describe, for example, how ipformation about objects is gr
Directgry entries for those objects and how that information provides namesfor objects.

The generic DSA and DSA information models and the Operétional Framework provide support
distribiition.

This Recommendation | International Standard provides a spécidlization of the generic Directory Informa
support Directory Schema administration.

This Recommendation | International Standard providesthe foundation frameworks upon which industry

not replace, the fifth edition of this Recommendation | International Standard. Implementations
mance to the fifth edition. However,\at some point, the fifth edition will not be supported (i.e., r¢
longer be resolved). It is recommended that implementations conform to this sixth edition as soon

confor
will nd

Thissi

The fif
designed to function undef version 1. However, some enhanced services and protocols, e.g., signed 4
functign unless al Directory entities involved in the operation have negotiated version 2. Whichever ve
negotiated, differences between the services and between the protocols defined in the six editions, e
specifically assigned-to version 2, are accommodated using the rules of extensibility defined in ITU-]
| SO/IHC 9594-5.

kth edition specifies versions 1'and 2 of the Directory protocols.

Annex| A, which is an integral part of this Recommendation | International Standard, summarizes the us

Directory User
bn Operational

puped to form

for Directory

fion Models to

profiles can be
se frameworks
and enhances,
may till claim
pported defects
aspossible.

st and second editions Specified only version 1. Most of the services and protocols specified in this edition are

yrors, will not
rsion has been
cept for those
" Rec. X.519 |

sage of ASN.1

object |defitifiersin the ITU-T X.500-series Recommendations | parts of 1SO/IEC 9594.

Annex B, which is an integral part of this Recommendation | International Standard, provides the ASN.1
contains all of the definitions associated with the information framework.

Annex C, which is an integral part of this Recommendation | International Standard, provides t
administration schemain ASN.1.

module which

he subschema

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for

Service Administration.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for

Basic Access Control.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1
contains all the definitions associated with DSA operational attribute types.

Annex G, which isan integral part of this Recommendation | International Standard, provides the ASN.1
contains all the definitions associated with operational binding management operations.

© ISO/IEC 2008 — All rights reserved
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Annex H, which isan integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with enhanced security.

Annex |, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

Annex J, which is not an integral part of this Recommendation | International Standard, describes some criteria that can

be considered i

n designing names.

Annex K, which is not an integral part of this Recommendation | International Standard, provides some examples of
various aspects of Schema.

Annex L, which is not an integral part of this Recommendation | International Standard, provides an overview of the

semantics assoc

Annex M, whi
of theuse of B

Annex N, whi

entry combinatjons.

Annex O, whiq
modelling of k

Annex P, whic
name can be g
values, and wh

Annex Q, whi
subfilters.

Annex R, whi
and examples g

Annex S, whi
Naming Concd

Annex T, whid
defined in this

Annex U, whi
defect reports ]

iated with Basic Access Control permissions.

PR TS Not an Integral part of this Recommendation | Internaiional Standard, provides an exiended e
bsic Access Control.

h is not an integral part of this Recommendation | International Standard, describes some DSA o

h is not an integral part of this Recommendation | International Standard, provides’a framework
nowledge.

h is not an integral part of this Recommendation | International Standard, deseribes criteria on wh
h alternative distinguished name or the primary distinguished name, whether it can contain altef
ether it can include context information.

ch is not an integral part of this Recommendation | International “Standard, describes the cong

th is not an integral part of this Recommendation | International Standard, describes recommeng
pn how family members can be named.

pts and Considerations.

h is not an integral part of this Recommendation | International Standard, lists alphabetically the
Recommendation | International Standard.

Ch is not an integral part of this Recommendation | International Standard, lists the amendmeri
hat have been incorporated to form-this edition of this Recommendation | International Standard.

ample

becific

or the

cther a
native

ept of

ations

Ch is not an integral part of this Recommendation | International Standard, gives an introduction to

terms

ts and
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

I nformation technology — Open Systems I nter connection —
The Directory: Models

SECTION 1 -GENERAL

1 ope

The moddls defined in this Recommendation | International Standard provide a conceptual and)terminological
frameworH for the other ITU-T X.500-series Recommendations | parts of 1SO/IEC 9594 which define Various aspects of
the Directqry.

The functjonal and administrative authority models define ways in which the Directofyycan be distriuted, both
functionallly and administratively. Generic DSA and DSA information models and an Operetional Framewdrk are also
provided tp support Directory distribution.

The generic Directory Information Maodels describe the logical structure of the DB from the perspective of Directory
and Admipistrative Users. In these models, the fact that the Directory is distfibuted, rather than centraliged, is not
visible.

This Reconmendation | International Standard provides a specializatiofivof the generic Directory Informatior] Models to
support Diyectory Schema administration.

The other |TU-T Recommendations in the X.500 series | parts of 1SO/IEC 9594 make use of the concepts def|ned in this
Recommendation | International Standard to define specidizations of the generic information and DSA |models to
provide specific information, DSA and operationa . models supporting particular directory capabiljties (e.g.,
Replication):

a) the service provided by the Directory’is described (in ITU-T Rec. X.511 | ISO/IEC 9594-3) |n terms of
the concepts of the information framework: this allows the service provided to be somewhat imdependent
of the physical distribution of the DIB;

In) the distributed operation ofcthe Directory is specified (in ITU-T Rec. X.518 | ISO/IEC 9594-4) so as to
provide that service, and therefore maintain that logical information structure, given that the DIB is in
fact highly distributed;

¢) replication capabilities offered by the component parts of the Directory to improve overall Directory
performance are'specified (in ITU-T Rec. X.525 | ISO/IEC 9594-9).

The securjty model establishes a framework for the specification of access control mechanisms. It provides a
mechanism for identifying the access control scheme in effect in a particular portion of the DIT, and it defines three
flexible, specific_aceess control schemes which are suitable for a wide variety of applications and styles ¢f use. The
security mpdel @soe provides a framework for protecting the confidentiality and integrity of directory operafions using
mechanisms such as encryptlon and digital signatures. ThIS makes use of the framework for authentlcanon defined in
ITU-T Re& Are y : Rec. X.830 |
ISO/IEC 11586 1

DSA models establish a framework for the specification of the operation of the components of the Directory.
Specifically:

a) the Directory functional model describes how the Directory is manifested as a set of one or more
components, each being aDSA;

b) the Directory distribution model describes the principals according to which the DIB entries and
entry-copies may be distributed among DSAS;

¢) the DSA information model describes the structure of the Directory user and operational information
heldinaDSA;

d) the DSA operational framework describes the means by which the definition of specific forms of
cooperation between DSAs to achieve particular objectives (e.g., shadowing) is structured.

ITU-T Rec. X.501 (11/2008) 1
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2

Normative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
congtitute provisions of this Recommendation | Internationa Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and 1SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains alist of currently
valid ITU-T Recommendations.

2.1

2.2

Identical Recommendations | I nternational Standards
ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems

Inter connection — Basic Reference Model: The Basic Mode!.

LT VaWZaTaYaYe)Y ocol=c o A

0 ks N O L1 - CO4-4-2000  Lof £ % L 1 o
TTOUTT TA\TCUITITICITUALTUNT /A . JUU \LUUU} | TOUINML U JIIJSF™ L. LUVGO, TTTHTUNTIAatlurT tourin IUIUHy = U

Interconnection — The Directory: Overview of concepts, models and services.

ITU-T Recommendation X.509 (2008) | | SO/IEC 9594-8:2008, Information technology-= Op
Interconnection — The Directory: Public-key and attribute certificate frameworks.

ITU-T Recommendation X.511 (2008) | I SO/IEC 9594-3:2008, Information techmnology — Op
Interconnection — The Directory: Abstract service definition.

ITU-T Recommendation X.518 (2008) | ISO/IEC 9594-4:2008, Information-technology — Op
Interconnection — The Directory: Procedures for distributed operation.

ITU-T Recommendation X.519 (2008) | | SO/IEC 9594-5:2008, Information technology — Op
Interconnection — The Directory: Protocol specifications.

ITU-T Recommendation X.520 (2008) | I SO/IEC 9594-6:2008, Information technology — Op
Interconnection — The Directory: Selected attribute types,

ITU-T Recommendation X.521 (2008) | ISO/IEC 9594-7:2008, Information technology — Op
Interconnection — The Directory: Selected object ¢lasses.

ITU-T Recommendation X.525 (2008) | | SO/IEC'9594-9:2008, Information technology — Op
Interconnection — The Directory: Replications

ITU-T Recommendation X.530 (2008) |1SO/IEC 9594-10:2008, Information technology — Op)
Interconnection — The Directory: Usglof systems management for administration of the Direct

ITU-T Recommendation X.660 (2008) | | SO/IEC 9834-1:2008, Information technology — Op
Interconnection — Procedures for the operation of OS Registration Authorities: General proc
top arcs of the ASN.1 Object I'dentifier tree.

ITU-T Recommendation) X.680 (2008) | ISO/IEC 8824-1:2008, Information technology
Syntax Notation One (ASN.1): Specification of basic notation.

ITU-T Recommendation X.681 (2008) | ISO/IEC 8824-2:2008, Information technology
Syntax NotationOne (ASN.1): Information object specification.

ITU-T Recommendation X.682 (2008) | ISO/IEC 8824-3:2008, Information technology
Syntax-Notation One (ASN.1): Constraint specification.

ITY=T Recommendation X.683 (2008) | ISO/IEC 8824-4:2008, Information technology
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

en Systems
en Systems
en Systems
en Systems
en Systems
en Systems
en Systems
en Systems
en Systems
Dry.

en Systems
edures and
- Abstract
- Abstract

- Abstract

- Abstract

I TU-T Recommendation X811 (1 QQ'—'\) ! ISOAEC 10181-2:1 QQR, Lnformation fmhnnlng\ll 0
Interconnection — Security frameworks for open systems: Authentication framework.

Systems

ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems

Interconnection — Security frameworks for open systems — Access control framework.

ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems

Inter connection — Security frameworks for open systems — Non-repudiation framework.

Paired Recommendations | International Standards equivalent in technical content
CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for

CCITT applications.

SO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic
Model — Part 2: Security Architecture.

ITU-T Rec. X.501 (11/2008)
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2.3 Other references
— |ETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification Road
Map.
3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

31 Communication definitions

Thefollowing terms are defined in ITU-T Rec. X.519 | ISO/IEC 9594-5:
a) application-context;

py—appfication-entity;
¢) application process.

3.2 Basic Directory definitions

The following terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1:
a) Directory;

) Directory Access Protocol;

Directory Information Base;

Directory Operational Binding Management Protocol;
Directory System Protocol;

f) (Directory) user.

o

33 Distributed operation definitions

The followling terms are defined in ITU-T Rec. X.518 | |SOFEC 9594-4:
@) accesspoint;

hierarchical operational binding;

name resolution;

non-specific hierarchical operational binding;

relevant hierarchical operational binding.

o

34 Replication definitions

Thefollowing terms are defined in ITU-T Rec. X.525 | ISO/IEC 9594-9:
4 cache-Copy,

Iv) consumer reference;

¢) ~ entry-copy;,

(\ master DSA:
i H ==

€) primary shadowing;

f) replicated area;

g) replication;

h)  secondary shadowing;

i) shadow consumer;

j)  shadow supplier;

k) Shadowed DSA Specific Entry;
)  shadowing;

m) supplier reference.

ITU-T Rec. X.501 (11/2008) 3
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The definitions of terms defined in this Recommendation | International Standard are included at the beginning of
individual clauses, as appropriate. An index of these termsis provided in Annex T for easy reference.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply.
ACDF  Access Control Decision Function
ACI Access Control Information
ACIA  Access Control Inner Area
ACSA  Access Control Specific Area
ADDMD Administration Directory Management Domain
T Abstract Syntax Notatomone
VA  Attribute Value Assertion
ER (ASN.1) Basic Encoding Rules
ACD Directory Access Control Domain

AP Directory Access Protocol

IB Directory Information Base

ISP Directory Information Shadowing Protocol

Directory Information Tree

MD  Directory Management Domain

MO  Domain Management Organization

oP Directory Operational Binding Management Protocol
SA Directory System Agent

SE DSA Specific Entry

SP Directory System Protocol

UA Directory User Agent

OB Hierarchical Operational Binding

DAP Lightweight Directory Access Protocol

HOB Non-specific Hierarchica Operational Binding

SSR  Non-Specific Subordinate Reference

RDMD Private Directory Management Domain

DN Relative Distinguished Name

HOB Relevant-Hierarchical Operational Binding (a HOB or NHOB, as appropriate)
SE  Shadowed DSE

onventions

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean ITU-T Rec. X.501 |
| SO/IEC 9594-2. The term "Directory Specifications" shall be taken to mean the X.500-series Recommendations and all
parts of 1SO/IEC 9594.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e., the 1988 edition of the series of CCITT X.500 Recommendations and the ISO/IEC
9594:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition
of the Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the ISO/IEC
9594:1995 edition.

This Directory Specification uses the term third edition systems to refer to systems conforming to the third edition of the
Directory Specifications, i.e., the 1997 edition of the series of ITU-T X.500 Recommendations and the ISO/IEC
9594:1998 edition.

4 ITU-T Rec. X.501 (11/2008)
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This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directory Specifications, i.e., the 2001 editions of ITU-T Recs X.500, X.501, X.511, X.518, X.519, X.520, X.521,
X.525, and X.530, the 2000 edition of ITU-T Rec. X.509, and parts 1-10 of the | SO/IEC 9594:2001 edition.

This Directory Specification uses the term fifth edition systems to refer to systems conforming to the fifth edition of the
Directory Specifications, i.e., the 2005 editions of the series of ITU-T X.500 Recommendations and the I1SO/IEC
9594:2005 edition.

This Directory Specification uses the term sixth edition systems to refer to systems conforming to the sixth edition of the
Directory Specifications, i.e., the 2008 editions of the series of ITU-T X.500 Recommendations and the ISO/IEC
9594:2008 edition.

This Directory Specification presents ASN.1 notation in bold Helvetica typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Helvetica typeface.

The names of procedures, typically referenced when specifying the semantics of processing, are differentiated from
normal tex hy rliclnl qyi ng them in bold Times._Access.control Ir\::\rmiccinn': are pmmnfprl initalicized Times.

If the items in a list are numbered (as opposed to using "—" or letters), then the items shall be considered steps in a
procedure,

ITU-T Rec. X.501 (11/2008) 5
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SECTION 2 - OVERVIEW OF THE DIRECTORY MODELS

6 Directory Models

6.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

6.1.1 administrative authority: An agent of the Domain Management Organization concerned with various
aspects of Directory administration. The term administrative authority (in lower case) refers to the power vested in an
Administrative Authority by the Domain Management Organization to execute policy.

6.1.2 administration directory management domain (ADDMD): A DMD which is managed by an
Administration

NOTE } The term Administration denotes a public telecommunications administration or other organization ‘effering public
telecommunications services.

6.1.3 directory administrative and operational information: Information used by~ thé Dirgctory for
administrgfive and operational purposes.

6.1.4 DIT domain: That part of the global DIT held by the DSAsforming aDMD.

6.1.5 dlirectory management domain (DM D): A set of one or more DSAs and zéro or more DUASs mapaged by a
single organization.

6.1.6 domain management or ganization: An organization that manages aDMD (and the associated DIT Domain).
6.1.7 dlirectory user information: Information of interest to users and theit applications.

6.1.8 directory system agent (DSA): An OSl application process\which is part of the Directory.
6.1.9 dir ectory) user: The end user of the Directory, i.e., the entity or person which accesses the Directqry.

6.1.10 directory user agent (DUA): An OSl application proeess which represents a user in accessing the Directory.
NOTE + DUAs may also provide arange of local facilities to-assist users compose queries and interpret the responseg

6.1.11 U DAP client: An application process which:kepresents a user in accessing the Directory via the Lfightweight
Directory Access Protocol (LDAP).

6.1.12 UDAP requestor: A DSA that is capable of issuing requests via the Lightweight Directory Accegs Protocol
(LDAP) and that is capable of understanding.and handling LDAP responses.

6.1.13 I DAP responder: A DSA that'is capable of understanding and responding to requests via the L{ightweight
Directory Access Protocol (LDAP).

6.1.14 I DAP server: An application process which is part of the Directory, holds a part of the DIB, [and which
responds tp requests via the Lightweight Directory Access Protocol (LDAP).

6.1.15 private directory management domain (PRDMD): A DMD which is managed by an organizption other
than an Administratjon:

6.2 The Directory and itsusers
The Directory s @ TepoStory Of Nformation. TS TepoStory 7S Knownm &5 the Ditectory mformatiom Base (DIB).

Directory services provided to users are concerned with various kinds of access to thisinformation.
The services provided by the Directory are defined in ITU-T Rec. X.511 | ISO/IEC 9594-3.

A Directory user (e.g., a person or an application-process) obtains Directory services by accessing the Directory. More
precisely, a Directory User Agent (DUA) or a Lightweight Directory Access Protocol (LDAP) client actually accesses
the Directory and interacts with it to obtain the service on behalf of a particular user. The Directory provides one or
more access points at which such accesses can take place. These concepts areillustrated in Figure 1.

A DUA is manifested as an application-process. In any instance of communication, each DUA represents precisely one
directory user.

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSAS)
and/or LDAP servers, each of which provides zero, one or more of the access points. For a more detailed description of
DSAS, see21.2.

6 ITU-T Rec. X.501 (11/2008)
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NOTE 1 — Some open systems may provide a centralized DUA function retrieving information for the actual users (application-
processes, persons, etc.). Thisis transparent to the Directory.

NOTE 2 — The DUA functions and a DSA can be within the same open system, and it is an implementation choice whether to
make one or more DUAS visible within the OSI Environment as application-entities.

NOTE 3 — A DUA may exhibit local behaviour and structure which is outside the scope of envisaged Directory Specifications.
For example, a DUA which represents a human directory user may provide arange of local facilities to assist its user to compose
queries and interpret the responses.

6.3

6.3.1
Directory

Access Point

DUA/
LDAP

HEeF e

Directory

Directory and DSA Information Models s\\%

Generic Models

information may be classified as either: Q

+  user information, placed in the Directory by, o ehalf of, users; and subsequently administered by, or
on behalf of, users. Section 3 provides amod% this information; or

4+ administrative and operational informatie@ eld by the Directory to meet various adminigrative and
operational requirements. Section 5 provides a model of thisinformation. Also provided in Section 5isa
specification of the relationship bex\@n the user, administrative and operational information models.

These moglels, presenting views of the DIB\@om different perspectives, are referred to as the generiq Directory

Information Models. N~

Directory
Directory

nformation models d&cri@bw the Directory as a whole represents information. The composition of the
s a set of potentially cooperating DSAs is abstracted from the model. The DSA information model, on the

other hand, is especially concer ith DSAs and the information that must be held by DSAs in order tha the set of
DSAs comprising the Direct @nay together realize the Directory information model. The DSA Information Model is
provided in clauses 22 thr 23.

The DSA [nformatiol el is a generic model describing the information held by DSAs and the relationsh|p between
thisinformation DIB and DIT.

Some, but

service. T

via the Di

matter, but that eventually some generlc system management service WI|| be employed to provide access to al of the
information described in the DSA information model.

6.3.2

Specific information models

Subsequent to the development of generic models for the Directory as a whole and for its components, specific
information models are required for the standardization of particular aspects of the operation of the Directory and its
components.

The generic Directory Information Models establish aframework for the following specific information models:

— an access control information model;
— asubschema information model;
— acollective attribute information model.

ITU-T Rec. X.501 (11/2008) 7
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The generic DSA Information Model in turn establishes aframework for the following specific information models:
— amodel for aDSA's distribution knowledge;
— amode for aDSA's replication knowledge.

6.4 Directory Administrative Authority Model

A Directory Management Domain (DMD) is a set of one or more DSAs and zero or more DUAS managed by a single
organization.

That part of the global DIT held by (the DSAs forming) a DMD is referred to as a DIT Domain. There is a one-to-one
correspondence between DMDs and DIT Domains. The term "DMD" is used when referring to the management of the
functional components of the Directory. The term "DIT Domain" is used when referring to the management of
Directory Information. Two important points regarding this terminology are:

— A DIT Domain consists of one or more. dicjninf subtrees of the DIT (Qt:n 11 '-'\) A_DIT Daomain shall not
contain the root of the global DIT.

4+ Theterm "DMD" may also be used as a general term when both aspects of managementyare iconsidered
together.

An organifation that manages a DMD (and the associated DIT Domain) is referred to as,a<Domain Mpnagement
Organizatifon (DMO).
NOTE 1 —-A DMO may be an Administration (i.e., a public telecommunications administration/or other organizatjon offering
public felecommunications services) in which case the managed DMD is said to be an.Administration DMD |(ADDMD);
otherwige, it is a Private DMD (PRDMD). It should be recognized that the provision ofsupport for private directory| systems by
ITU-T members falls within the framework of national regulations. Thus, the technical possibilities described may ol may not be
offered py an Administration which provides directory services. The internal operatiefiand configuration of private PMDs is not
within the scope of envisaged Directory Specifications.

Figure 2 il|ustrates the relationship between aDMO, DMD and DIT Dafnain.

[ Domain Management Organization ]

Manages Manages

DIT Domain DMD

A
\ 4

(oD
(our)

X.501_F02

Figure 2 — Directory management

Management of a DUA by a DMO implies an ongoing responsibility for service to that DUA, e.g., maintenance, or in
some cases ownership, by the DMO. The DMO may or may not elect to make use of the Directory Specifications to
govern any interactions among DUAs and DSAs which are wholly within the DMD.

An agent of a DMO concerned with various aspects of Directory administration is referred to as an Administrative
Authority. The term administrative authority (in lower case) refers to the power vested in an Administrative Authority
by a DMO to execute palicy.

NOTE 2 — A Directory Administrative Authority Model is specified in Section 4.

A DMD may be assigned an object identifier (aDMD-id) for convenience in reference, for example, in search-rules.
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SECTION 3-MODEL OF DIRECTORY USER INFORMATION

7 Directory Information Base

7.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

711 alias entry: An entry of the class "dlias"' containing information used to provide an aternative name for an
object or dias entry.

712 ancestor: The entry at the root of the hierarchy of family members that comprise a compound entry.

713 compound entry: A representation of an object in terms of family members that are hierarchically organized
into one of more families of entries.

714 derived entry: Entry information in a search result containing attribute values obtained by perforiing a join
on data that originated from more than one Directory entry.

7.15 direct superclass: Relative to a subclass — an object class from which the subclass is diréctly derived.

7.1.6 directory information base (DIB): The complete set of information to which the Directory provifles access,
and whicH includes al of the pieces of information which can be read or manipulated -using the operatijons of the
Directory.

7.1.7 directory information tree (DIT): The DIB considered as a tree, whase vertices (other than the rgot) are the
Directory ¢ntries.
NOTE + Theterm "DIT" is used instead of "DIB" only in contexts where the tree'structure of the information is relevant.

7.1.8 directory) entry: A named collection of information withinthe DIB. The DIB is composed of entifies.

719 flamily: A hierarchical subset of family member entries that represents a particular class of informaion within
a compourjd entry. The root of each family within a compound.éentry is the ancestor, but apart from the shared ancestor,
families dp not share common members. A family is distinguished from other families within a compourld entry by
having a cpmmon class (structural object class) for each family member that isimmediately subordinate to the ancestor.

7.1.10 flamily member: A member of a hierarchical:collection of entries that comprise acompound entry.

7.1.11 immediate superior (noun): Relative to*a particular entry or object (it shall be clear from the corjtext which
isintended), the immediately superior entry orobject.

7.1.12 immediately superior entry:-Relative to a particular entry — an entry which is at the initial vertex ¢f anarcin
the DIT whose final vertex isthat of the particular entry.

7.1.13 immediately superior<object: Relative to a particular object — an object whose object entry is thelimmediate
superior o] any of the entries.(@bject or alias) for the second object.

7.1.14 bject (of interest): Anything in some ‘world’, generally the world of telecommunications and ipformation
processing or some parf.thereof, which is identifiable (can be named), and which it is of interest to hold infoymation on
inthe DIB

7.1.15 ¢@bject class: Anidentified family of objects (or conceivable objects) which share certain characterigtics.

7.1.16

: and which
can therefore be said to represent that object in the DIB.

7.1.17 related entries: A set of (directory) entries, each of which can be identified as holding information in the DIB
about a particular real-world object of interest. Different entries in the set may contain different types of information
about the real-world object, and may even contain conflicting information.
NOTE 1 —The value of information within a set of related entries depends on the reliability of the identification of each entry
with the real-world.

NOTE 2 — It is possible, but not necessary, for related entries to exist in separate DITs and to have identical distinguished names.
Similarly, it is possible for non-related entries to have identical distinguished names; however, it is recommended that identical
distinguished names be used only for related entries.

7.1.18 subclass. Relative to one or more superclasses — an object class derived from one or more superclasses. The
members of the subclass share al the characteristics of the superclasses and additional characteristics possessed by none
of the members of those superclasses.
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7.1.19 subordinate: The converse of superior.

7.1.20 superclass. Relative to a subclass — a direct superclass, or superclass to an object class that is a direct
superclass (recursively).

7.1.21 superior: (Applying to entry or object) immediately superior, or superior to one which is immediately
superior (recursively).

7.2 Objects

The purpose of the Directory is to hold, and provide access to, information about objects of interest (objects) which
exist in some 'world'. An object can be anything in that world which isidentifiable (can be named).

NOTE 1 —The'world' is generally that of telecommunications and information processing or some part thereof.

NOTE 2 — The objects known to the Directory may not correspond exactly with the set of ‘real’ things in the world. For example,
area-world person may be regarded as two different objects, a business person and a residential person, as far asthe Directory is
concernd. The mapping 1S not defined in this Directory Specification, but 1S a matter for the users and providers of the Directory
in the cpntext of their applications.

An object|class is an identified family of objects, or conceivable objects, which share certain chafacterigics. Every
object belpngs to at least one class. An object class may be a subclass of other object classes,.in whidh case the
members ¢f the former class, the subclass, are aso considered to be members of the latter classes, the syperclasses.
There may| be subclasses of subclasses, etc., to an arbitrary depth.

7.3 Directory entries
The DIB i$ composed of (Directory) entries. An entry is a named collection of infopmation.

There are four kinds of entries:

1+ Object entries: Representing the primary collection of information in the DIB about a particlilar object.
For any particular object, there is precisely one object entry or compound entry (see 8.10). [The object
entry is said to represent the object. An object éntry is either a single entry or a comppund entry
comprising an aggregate of entries together representing the object.

1+ Aliasentries: Used to provide alternative names for object entries (possibly the ancestor of ajcompound
entry, but not child family members).

4+ Subentries: Representing a collectiontof information in the DIB used to meet adminisirative and
operational requirements of the Directory. Subentries are discussed in Section 5.

4+ Family members: Special entriesthat are components of a compound entry. The ancestor of ajcompound
entry isalso afamily membei.

A user vieyv of the structure of Directary,entriesis depicted in Figure 3 and described in 8.2.

Each entry] contains an indication 6f the object classes, and their superclasses, to which the entry belongs.

administrefive entries. The Directory user is not normally aware of this, and views these entries in the same way as

Some obgj entries are specially designated for the purpose of Directory administration. These entries pre termed
other objegt entries.

7.4 Directory Information Tree (DIT)

In order tq satisfy requirements for the distribution and management of a very large DIB, and to ensure that jentries can
be unambiguoudy named and rapidly Tound, a Ttal Siructure 1S not 11kely 1o De Teasibie. Accoraingly, the nierarchical
relationship commonly found among objects (e.g., a person works for a department, which belongs to an organization,
which is headquartered in a country) can be exploited, by the arrangement of the entries into a tree, known as the
Directory Information Tree (DIT).

NOTE — An introduction to the concepts and terminology of tree structures can be found in Annex I.

The component parts of the DIT have the following interpretations:

a) theverticesarethe entries. Object entries may be either leaf or non-leaf vertices, whereas alias entries are
always leaf vertices. The root is not an entry as such, but can, where convenient to do so [e.g., in the
definitions of b) and c) below], be viewed as a null object entry [see d) below];
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b) the arcs define the relationship between vertices (and hence entries). An arc from vertex A to vertex B
means that the entry at A is the immediately superior entry (immediate superior) of the entry at B, and
conversely, that the entry at B is an immediately subordinate entry (immediate subordinate) of the entry
at A. The superior entries (superiors) of a particular entry are its immediate superior together with its
superiors (recursively). The subordinate entries (subordinates) of a particular entry are its immediate
subordinates together with their subordinates (recursively);

c) theobject represented by an entry is, or is closely associated with, the naming authority (see clause 8) for
its subordinates;

d) theroot represents the highest level of naming authority for the DIB.

A superior/subordinate relationship between objects can be derived from that between object entries. An object is an
immediately superior object (immediate superior) of another object if and only if the object entry for the first object is
the immediate superior of any of the object entries for the second object. The terms immediately subordinate object,
immediate subordinate, superior and subordinate (applied to objects) have their analogous meanings.

Permitted superior/subordinate rel ationships among objects are governed by the DIT structure definitions.(seg 13.7).

The Directory maintains, in addition to information concerning Directory entries, additional informatior] regarding
collectiong of Directory entries. Such collections may be subtrees (of the DIT) or subtree refinements (when not a true
tree structdre). See clause 12.

8 Directory entries

8.1 Definitions
poses of this Directory Specification, the following definitions apply:

chor attribute: A user attribute having friends, as defified within the relevant subschema. An anchor
be used to cause friend attributes to be included in the'set of attributes to be selected, or considered for
a Search operation, without having to be itself presentin an entry.

ttribute: Information of aparticular type. Entries-aré composed of attributes.
ser attribute: An attribute representing user,information.

ttribute hierarchy: The aspect of an attribute that permits a user attribute type to be derived frpom a more
attribute type. The relationship of the'two attribute type definitions (which mandates certain bghaviour of
orresponding to these attribute types)-is thus hierarchical.

ttribute subtype (subtype).~Ar/attribute type A is related to another attribute type B by the fact| that either
derived from B, in which case A is adirect subtype of B, or A has been derived from an attribute fype which

ttribute supertype. (supertype): An attribute type B is related to another attribute type A by tlﬁ fact that
either A hgs been derived,.frem B, in which case B is a direct supertype of A, or A has been derived from an attribute
type which} is a subtype.6f-B, in which case B isan indirect supertype of A.

8.1.7 ttribute(type: That component of an attribute which indicates the class of information given by that
attribute.
8.18 ttribute value: A particular instance of the class of information indicated by an attribute type.

8.1.9 attribute value assertion: A proposition, which may be true, false, or undefined, according to the specified
matching rules for the type, concerning the presence in an entry of an attribute value of a particular type.

8.1.10 auxiliary object class: An object class which is descriptive of entries or classes of entries and is not used for
the structural specification of the DIT.

8.1.11 collective attribute: A user attribute whose values are the same for each member of an entry collection.

8.1.12 context: A property that can be associated with a user attribute value to specify information that can be used
to determine the applicability of the value.

8.1.13  context assertion: A proposition, which may be true or false, regarding a context type and particular context
values for that type, that determines the applicability of an attribute value.

8.1.14 context type: That component of a context which indicates its type or purpose.
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8.1.15
8.1.16

8.1.17
stored.

8.1.18

9594-2: 2008 (E)

context list: The set of contexts associated with an attribute value.
context value: A particular instance of the property indicated by a context type.

derived attribute: An attribute whose value or values is computed in whole or in part rather than directly

derived object class value: A value of an object class whose presence is not administered by a user but is

computed. Derived object class values are categorized as abstract.

8.1.19

direct attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute

values using the identifier of their attribute type.

8.1.20
the entry.

8121

Only an arjchor attribute can be a dummy attribute.

8.1.22
the DIT.

8.1.23
attribute)
specified,

8.1.24

values usifg the identifier of a supertype of their attribute type.

8.1.25

particular $tatement (a matching rule assertion) concerning their attribute valuies.

8.1.26

entry of atfribute values meeting the criteria defined by the matching'rule.

8.1.27
8.1.28
8.1.29

distinguished value: An attribute value in an entry which may appear in the relative distinguished name of

dummy attribute: An attribute that is defined as a user attribute but which shall never be present in an entry.

entry collection: A collection of entries belonging to an explicitly specified subtree or subtreeteffjnement of

friend attributes: A set of user attributes associated with a specific user attributex(known as|an anchor
Dy an administrative authority, for inclusion in a set of attributes returned when’ the anchor gttribute is
br used potentially to match a predicate which includes a condition on the anchor/attribute.

indirect attribute reference: Reference (in the Directory and DSA abstract service) to one or mofe attribute

matching rule: A rule, forming part of the Directory Schema, which alows entries to be selected by making a

matching rule assertion: A proposition, which may be true;false or undefined, concerning the presencein an

perational attribute: An attribute representing operational and/or administrative information.
ructural object class: An object class used farthé structural specification of the DIT.

ructural object class of an entry: With respect to a particular entry, the single structural object class used

to determipe the DIT Content Rule and DIT Structuré Rule applying to the entry. This object class is indicgted by the
structurallObjectClass operational attribute. This object class is the most subordinate object class of the entry's

structural

12

bject class superclass chain.
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Asdepicted in Figure 3, an entry consists of a set of attributes.

ENTRY

Attribute Attribute | - - - | Attribute

ATTRIBUTE
One or more per entry

ATTRIBUTE

Attribute Attribute
type vaue(s)

ATTRIBUTE VAL UE(S)

One or more per attribute

: Distinguished | | Attibute ||| Attribue
,  atribute ' value vaue
|

vaue I

I | Context(s) Context(s)
Context(s)

CONTEXT(S).
Zero, one or more per attribute value
CONTEXT LIST ,)\
Context Context | =+ - | Context
C N
v
Context Context
type val ue(s) Fallback
X.501_F03

Figure3=Structure of an entry

Each attriute provides a piece of information about, or describes a particular characteristic of, the object tq which the

entry corrgsponds.

NOTE 1 — Examples of attributes which might be present in an entry include naming information such as the objett's personal

name, ahd addressing information,such as its telephone number.

An attribute consists of an(attribute type, which identifies the class of information given by an attribufe, and the
corresponding attribute yalues, which are the particular instances of that class appearing in the entry. A user attribute
value may| have zero,©ne, or more contexts associated with it in its context list. Operational attribute valugs shall not

have contgxts.

NOTE 2 — Attribute types, attribute values, and contexts are described in 8.4, 8.5 and 8.8 respectively. Operational dttributes are

descri de in,clalise 12.

Attribute {ATTRIBUTE:SupportedAttributes} ::= SEQUENCE {

type
values

valuesWithContext

value

contextList

ATTRIBUTE.&id ({SupportedAttributes}),

SET SIZE (0..MAX) OF ATTRIBUTE.&Type ({SupportedAttributesH{ @type}),
SET SIZE (1..MAX) OF SEQUENCE {

ATTRIBUTE.&Type ({SupportedAttributes}{ @type}),

SET SIZE (1..MAX) OF Context } OPTIONAL }

An attribute may be designated as single-valued or multi-valued. The Directory shall ensure that single-valued attributes
have only a single value. This value may have a context list to associate properties with the attribute value. Attributesin
storage shall have at least one value, but may at times appear to have zero values when transferred to or from storage
(e.g., because values are hidden by access control).
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8.3 Object classes

Object classes are used in the Directory for a number of purposes:

— describing and categorizing objects and the entries that correspond to these objects;

—  where appropriate, controlling the operation of the Directory;

entries,

administrative authority.

regulating, in conjunction with DIT structure rule specifications, the position of entriesin the DIT;
regulating, in conjunction with DIT content rule specifications, the attributes that are contained in

identifying classes of entry that are to be associated with a particular policy by the appropriate

Some object classes will be internationally standardized. Others will be defined by national administrative authorities
and/or private organlzatlons ThIS |mplles that a number of %parate authorltles WI|| be reepons ble for deflnl ng object

An object

g¢fined in the Directory Specifications.

class (a subclass) may be derived from an object class (its direct superclass) whichtis itself deriv

even more|generic object class. For structural object classes, this process stops at the most-generic object cla
ordered sef of superclasses up to the most superior object class of an object classisitssuperclass chain.

An object
chain). Th

The specif
this specif
specificati

mandatory]in the subclass.

If an objeft class specifies an anchor attribute having friend attributes as optional or mandatory, this au

class may be derived from two or more direct superclasses (superclasses not part of the same)
s feature of subclassing is termed multiple inheritance.

cation also applies to its subclasses. The subclass may be sail to'inherit the mandatory and optio
bn of its superclass. The specification of a subclass may indicate that an optional attribute of the

an object

supplement

ed from an
5S, top. An

superclass

attribute
perclassis

cation of an entry's or family member's object class identifies whether an attribute is mandatory j; optional;

fomatically

includes filiend attributes as optional attributes without necéssarily being included in any object class definition or in

any conterft rule.

An object
attribute. |

attribute shall not appear in an entry of this:object class, but if specified as a mandatory attribute, at least

friends att
type, an at

Friend attr

There are three kinds of object(class:
+  Abstract Object'Classes;
4+  Structural ©Object Classes; and

4+ Auxiliary Object Classes.

NOTE 2 —This,Directory Specification does not restrict the definition of subclasses to those of the same kind (i
al or auxmary) however, ajmlnlstrators should note that |nteroperab|I|ty with LDAP servers may be adversg

structur
in somels

class may define a dummy attribute as a thandatory or optional attribute if the dummy attribute is
[ an object class specifies a dummy anchor attribute type as a mandatory or optional attribute,

ibute shall be present. However,\if-a non-dummy anchor attribute type is specified as a mandato
ribute of the anchor attribute type shall be present.

bute types shall not be présent if excluded by content rules.

an anchor
the anchor
one of its
y attribute

e., abstract,

dSSeS di

y |mpacted
l vice versa.

Each object class is of precisely one of these kinds, and remains of this kind in whatever situation it is encountered

within the

Directory. The definition of each object class shall specify what kind of object that it is.

All entries shall be a member of the object classtop and at least one other object class.

831 Abstract Object Classes

An abstract object class is mainly used to derive other object classes, providing the common characteristics of such
object classes. An entry shall not belong only to abstract object classes.

top isan abstract object class used as a superclass of all structural object classes.

14
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In addition to its use for deriving other object classes, an abstract object class value can be a derived value; that is, its
presence is computed or inferred by the Directory. For example, the parent object class value for a particular entry is
computed or inferred from the presence of afamily member, of auxiliary object class child, immediately subordinate to
the entry.

832 Structural Object Classes

An object class defined for use in the structural specification of the DIT is termed a structural object class. Structural
object classes are used in the definition of the structure of the names of the objects for compliant entries.

An object or alias entry is characterized by precisely one structural object class superclass chain which has a single
structural object class as the most subordinate object class. This structural object class is referred to as the structural
object class of the entry.

Structural object classes are related to associated entries:
S S I obi H—+epresen vy i ained by the
object class;
4+ DIT structure rules only refer to structural object classes; the structural object class of-anentry is used to
specify the position of the entry in the DIT;

1 the structural object class of an entry is used, along with an associated DIT content rule, to ontrol the
content of an entry.

The structdiral object class of an entry shall not be changed.

8.3.3 Auxiliary Object Classes

Specific applications using the Directory will frequently find it useful to specify an auxiliary object class whjch may be
used in the construction of entries of several types. For example, message handling systems make use of the auxiliary
class MH$ User (see ITU-T Rec. X.402 | ISO/IEC 10021-2) to specify ,a package of mandatory and optiongl message
handling gtributes for entry types whose structural object class is variable, e.g., Organizational Person or Residential
Person.

In certain gnvironments, thereis aneed to be able to add to orsremove from the list of attributes permitted in fan entry of
a particulaf, perhaps standardized, class (or classes).

This requirement may be met by the definition and_use of an auxiliary object class having semantics, known and
maintained within alocal community, which changefrom time to time as needed.

This requifement may also be met using the facilities of DIT content rule definitions to dynamically (i.p., without
registration) allow the addition or exclusion of ‘attributes from entries at particular pointsin the DIT (see 13.3|3).

Auxiliary pbject classes are descriptive-of.entries or classes of entries.

Therefore,|besides being a member of the structural object class, an entry may be optionally a member of onpe or more
auxiliary doject classes.

An entry'sfauxiliary object classes may change over time.

NOTE + The unregistered “object class facility, available in the first edition of these Directory Specifications to|support the
requirerpents discussedin this clause, is now deprecated in favour of the use of DIT content rules.

834 Object*Class Definition and the first edition of this Directory Specification

Object clagses defined using the terminology of the first edition of this Directory Specification will not be classified as
one of structural;, aoxitiary or apstract.

Alias object classes specified using the terminology of the first edition of this Directory Specification may be
considered to be specified as either abstract, auxiliary or structural object classes and deployed in a subschema
accordingly.
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8.4 Attribute Types

Some attribute types will be internationally standardized. Other attribute types will be defined by national
administrative authorities and private organizations. This implies that a number of separate authorities will be
responsible for defining types and unambiguously identifying them. This is accomplished by identifying each attribute
type with an object identifier when the type is defined. Using the notation of the ATTRIBUTE information object class
defined in 13.4.8, an attribute type is defined as:

AttributeType ::= ATTRIBUTE.&id
All attributesin an entry shall be of distinct attribute types.

Certain attributes may not be stored and accessible in entries, but are intended to be carried in operations to convey
information, e.g., diagnostics information, that conveniently can be expressed as attributes. Other attributes, called
control attributes, may as part of their definition specify a specia procedure to be executed based on the information in
the attribute_ A _control attribute may be specified in an operation, placed in entries, e e 8 0 -T Rec. X.520 |

There are § number of attribute types which the Directory knows about and uses for its own purposes~Fhey include:

objectClass — An attribute of this type appears in every entry, and indicates the, object ¢lasses and
superclasses to which the object belongs.

aliasedEntryName — An attribute of this type appears in every dias entry,-and holds the name (see 8.5)
of the entry which the alias entry references.

iputes are defined in 13.4.8.

The types|of user attributes which shall or which may appear within an object-or alias entry are governgd by rules
[ the indicated object classes as well as by the DIT content rule-for that entry (see 13.8). The types of

gctory entries may contain special attributes not normally<visible to the Directory User. These atfributes are
ational attributes and are used to meet the administrative and operational requirements of the|Directory.

attribute also involves specifying the.syntax, and hence data type, to which every value in such attributes
shall confgrm. Using the notation of the ATTRIBUTE information object class defined in 13.4.8, an attribyte value is
defined as;

AttributeMalue ::= ATTRIBUTE.&Type

An attribute value may be designated as a distinguished value, in which case the attribute value can form |part of the
relative digtinguished name of the'entry (see 9.3). It is possible to have multiple distinguished values differentiated by
context, aq described in 9.3.

Client-supplied values shall be preserved for storage in the Directory. Comparison values are ephemeral, and shall not
affect the stored value

8.6 Attribute Type Hierarchies

When defiphing‘an attribute type, the characteristics of some more generic attribute type may optionally be efnployed as
the basis of the definition. The new attribute type is a direct subtype of the more generic attribute type, the supertype,
from which it is derived.

Attribute hierarchies allow access to the DIB with varying degrees of granularity. This is achieved by allowing the
value components of attributes to be accessed by using either their specific attribute type identifier (a direct reference to
the attribute) or by the identifier of a more generic attribute type identifier (an indirect reference).

Semantically related attributes may be placed in a hierarchical relationship, the more specialized being placed
subordinate to the more generalized. Searching for, or retrieving attributes and their values is made easier by quoting
the more generalized attribute type; a filter item so specified is evaluated for the more speciaized types as well as for
the quoted type; a context assertion specified for the more generalized attribute type is also applied to the more
specialized type.
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Where subordinate specialized types are selected to be returned as part of a search result these types shall be returned if
available. Where the more general types are selected to be returned as part of a search result, both the general and the
specialized types shall be returned, if available. An attribute value shall aways be returned as a vaue of its own
attribute type.

For an entry to contain a value of an attribute type belonging to an attribute hierarchy, that type shall be explicitly
included either in the definition of an object class to which the entry belongs, or because the DIT content rule applicable
to that entry permitsit.

All of the attribute types in an attribute hierarchy are treated as distinct and unrelated types for the purpose of
administration of the entry and for user modification of entry content.

An attribute value stored in a Directory object or aias entry is of precisely one attribute type. The type is indicated
when the valueis originally added to the entry.

87 ]riena arributes

Friend attfibutes are user attributes specified by an administrative authority as related in some practical way to a
specific arjchor attribute. When an anchor attribute is specified in the information to be returned by la Read or Search
operation, [ the feature permits friend attributes for the anchor attribute to be returned, subject to service and
administrg}ive controls (including access control, search rules, etc.). Similarly, when an anchorattribute is specified in a
filter item|within a search predicate, friend attributes can be used to satisfy the predicate if\the matching rfule for the
friend is compatible with the proposed value.

If an anchpr attribute is permitted within an entry by being included in the mandatery or optional lists of gbject class
values for fthe entry, friend attributes are also permitted unless excluded by content,rules. If the anchor attriblite is not a
mandatory] attribute, it may be absent in the entry, even if friend attributes are present.

Any user dttribute can be designated within a subschema as an anchor attribuite.

NOTE [L— As an example of an anchor attribute, consider a hypothetical{attribute commsAddr, which has, in|a particular
subschgma, friend attributes which are communications addresses attribute types, e.g., telephone number, e-mail address, URL,
etc.

The anchof-friend relationship is neither commutative nor transitive:
+ If an anchor attribute A has afriend B, it canfiot be deduced that A isafriend of B.
+ If an anchor attribute A has afriend B,.and B has afriend C, it cannot be deduced that C isafrjend of A.

If an attriute A is a friend of some anchor attribute, then all subtypes of A are also friends of that anchgr attribute.
However, |t cannot be deduced that supertypes @b A are also friends of that anchor attribute.

Designating an attribute as a friend confers'no special access control or search-rule protection unless assogiated with
membersh|p of the anchor's object class (of which it is automatically a member).

NOTE 2 — At present, access control and search rules make no use of object classes as a means of defining sets of dttributes for
specia privileges or protections:

8.8 Contexts

The information modelmay be refined by associating with attribute values properties called contexts. Assogiated with
any user altribute value may be alist of contexts which provide additional information that can be used to defermine the
applicability of the-attribute value.

NOTE 1 ~For example, contexts can be used to associate a particular language, time, or locale with an attribute valug.

Each context consists of a type field, a value field whose syntax is determined by the type, and a fallback flag. Using
the notation of the CONTEXT information object class defined in 13.9, a Context is defined as:

Context ::= SEQUENCE {

contextType CONTEXT.&id ({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE }

contextType isan OBJECT IDENTIFIER, and is specified using the CONTEXT information object class defined in 13.9.
It specifies the particular property represented by the Context.

contextValues is the set of one or more values of the property specified by contextType that are associated with the
particular attribute value.
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fallback is used to designate one or more attribute values for specific behaviour in relation to a context type. In addition
to having any specific contextValues of that context type associated with it, an attribute value for which fallback is
TRUE for agiven contextType is:

— considered as being associated with any value of the given contextType for which no other values of the
same attribute are otherwise associated. Thus, a context assertion of this context type that fails to match
any values of the attribute based on the rules for matching contextValues shall match with any attribute
value for which fallback is TRUE for this context type.

NOTE 2 — For example, an attempt to select the attribute value associated with a particular language shall yield those values with
fallback set to TRUE if none of the attribute values is otherwise associated with the chosen language.

— considered as a value to preserve during an operation which resets attribute values for a given attribute
type. A Modify (reset value) removes al values of a chosen attribute type which have an associated
context for which the fallback is set FALSE.

NOTE 3 —Modify (reset value) is further described in 11.3.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

An attribufe value without contexts, or one whose context list does not contain a context of a specific type,is/considered
to be applipable under all context values of that specific type.

NOTE 4 — For example, a selection based on the French context value of a language context shall select an) attribufe value that
does nat have any language context specifically associated with it (as well as those attribute values having the French language
context fassociated with them specificaly).

All contex]s in an attribute value's context list shall be of distinct context types.

Context ifformation associated with attribute values may be retrieved along with the attribute valugs (eg., to
differentiafe between those attribute values). A user of the Directory may also makedse of contexts to refirfe selection
and retri of information during Directory operations.

8.9 atching rules

89.1 verview

Of paramqunt importance to the Directory is the ability to be.able to select a set of entries from the DIB based on
assertions foncerning attribute values held by these entries.

A matchin rule allows entries to be selected by making aarticular assertion concerning their attribute val ues.

The most primitive type of assertion is the attribute value assertion. More complex assertions may be supprted using
matching tule assertions. A matching rule assertiorN's a proposition, which may be true, false or undefined, poncerning
the presenge in an entry of attribute values meeting the criteria defined by the matching rule.

An attribute value or matching rule assertioniis evaluated based on the matching rule associated with the asseftion.

A matching rule is defined through the.specification of:

4+ therange of attribute.syntaxes supported by therule;

4 the specific types of matches supported by the rule;

4 thesyntax reguired to express an assertion of each specific type of match;

4+ rulesforderiving avalue of the assertion syntax from a value of the attribute syntax, if requireql.

NOTE + No restrictions are placed on the matching rules that may be defined to support a particular application. Hojvever, rules
defined|to support one particular application may not be widely supported by DUAs and DSAs. Wherever possible, the matching
rules defined inl TU-T Rec. X.520 | 1SO/IEC 9594-6 should be used in preference to the specification of new ones.

SometimesThere will be a one-to-one corresponadence between a maching rule and the types of matches supported. For
example, the Directory Abstract Service supports a presence matching rule to detect the presence of an attribute in an
entry.

Sometimes there will be a many-to-many correspondence between a rule and the types of matches supported. For
example, the Directory Abstract Service supports a generic ordering rule allowing greater than or equal and less than or
equal types of matches.

8.9.2 Attribute Value Assertions

An attribute value assertion (AVA) is a proposition, which may be true, false, or undefined, according to the specified
matching rules for the type, concerning the presence in an entry of an attribute value of a particular type. It involves an
attribute type, an asserted attribute value, and optionally an assertion about contexts associated with the attribute value:

AttributeValueAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
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assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes}{ @type}),
assertedContexts CHOICE {
allContexts [0] NULL,

selectedContexts [1] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL }

ContextAssertion ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF

CONTEXT.&Assertion ({SupportedContexts}{@contextType})}

The syntax of the assertion component of an AVA is determined by the equality matching rule defined for the attribute
type, and may be different from the syntax of the attribute itself.

8.9.2.1 Evaluation of an AVA

AnAVA is

)

)
)

undefined, if any of the following holds:
1) theattribute typeis unknown;
2) theattribute type has no equality matching rule;

3) thevalue does not conform to the data type indicated by the syntax of the assertion of the attribute's

equality matching rule;

NOTE - 2) and 3) normally indicate a faulty AVA; 1) however, may occur as a local-sSituation (e.g., a pa
has not been configured with support for that particular attribute type).

true, if the entry contains an attribute of that type, and the attribute contains a value of that val
value contains a context that matches the assertedContexts as described in 8.9.2.2;

false, otherwise.

8.9.2.2 Wseof assertedContextsor context assertion defaults

The inclugon of assertedContexts within an AttributeValueAssertion is optional. If assertedContexts i
then the agsertion shall be evaluated only against those values of. the attribute for which the assertedConte
as defined(in 8.9.2.3.

If assertedContexts is hot provided within an AttributeValueAssertion, then a default context asserti
applied in the same manner; that is, the assertion shallbe evaluated only against those values of the attributg

as defined

in 8.9.2.3, the default context assertion“is true. There are three potential sources for a defal

assertion: that specified for the operation as a-whole, that available within subentries in the DIT, and tha
locally in the DSA. They are applied as follows:

1

FNEY
~

4)

If assertedContexts is not\provided within an AttributeValueAssertion, then any context aj

ticular DSA

Lie, and the

5 specified,
Xts istrue,

bn may be
for which,
Ut context
it available

ssertion for

the given attribute type  which has been supplied for the operation as a whole, as part of

operationContexts\asdescribed in 7.3 of ITU-T Rec. X.511 | ISO/IEC 9594-3, shall be appligd.

If the user has ot provided assertedContexts for the AVA and there is no context assert
given attribute type which has been supplied for the operation as a whole, then the defg
assertion forthe given attribute type in the context assertion subentries (if any) controlling the
be applied,as described in 14.7.

If there' is no context assertion through steps 1) and 2) above, the DSA may apply a locg
default context assertion for the given attribute type. Such a default shall typicaly rg

[o8

on for the
Lt context
entry shall

ly-defined
flect local
Lrrent time

parameters, such as the language or location of the place of deployment of the DSA, or the ¢

A

If no context assertion is available from any of these sources, then the assertion shal be evaluated

against all values of the attribute.

8.9.2.3 Evaluation of assertedContexts

assertedContexts istrueif:

a)

b)

allContexts is specified (this permits a context assertion to override any default context assertion that

might otherwise be applied if assertedContexts were omitted from the AttributeValueAssert
each ContextAssertion in selectedContexts istrue as described in 8.9.2.4.

assertedContexts isfalse otherwise.

ITU-T Rec. X.501 (11/2008)

ion); or

19


https://iecnorm.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

8.9.2.4 Evaluation of a ContextAssertion

A ContextAssertion istrue for a particular attribute valueif:

a)

contextValues of that context matches with any of the asserted contextValues accord
definition of how a match is determined for that contextType; or

b) the attribute value contains no contexts of the asserted contextType; or
¢) none of the other attribute values for the attribute satisfies the ContextAssertion according

in 8.9.2.2 above, but the attribute value does contain a context of the asserted contextTyp
fallback set to TRUE.

A ContextAssertion is false otherwise.

893

Attribute Type Assertions

the attribute value has a context of the same contextType of the ContextAssertion and any of the stored

ing to the

to 1) or 2)
e with the

An attribute type assertion is a proposition, which may be true, false, or undefined, according to the associatey

AttributeTlypeAssertion ::= SEQUENCE {

typ ATTRIBUTE.&id ({SupportedAttributes}),
asslertedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL ¥
8.9.3.1 valuation of an attribute type assertion

j contexts.

values that

specified,

according

D values of

ilt into the

An attribute type assertion is:

@) undefined, if the attribute type is unknown or if the attribute is not present in the entry;

) TRUE, if the entry contains an attribute of that type, and the attribute contains one or more

contain a context that matches the assertedContexts as described in 8.9.3.2;

¢) FALSE, otherwise.
8.9.3.2 Wseof assertedContextsor context assertion defaults
The inclugion of assertedContexts within an AttributeTypeAssertion is optional. If assertedContexts i
the assertgdContexts shall be true for at least one attributevalue according to the rules defined in 8.9.2.4.
If assertedContexts is not provided within an AttributeTypeAssertion, then a default context assertion may be
applied injthe same manner; that is, the default context assertion shall be true for at least one attribute valug
to the ruleg defined in 8.9.2.4. The potential sourcestor a default context assertion are as specified in 8.9.2.2.
8.9.4 Built-in Matching Rule Assertions
A number [of categories of related matehing rules, whose semantics are generally understood and applicable t
many diffgrent types of attributes, are understood by the Directory:

+  present;

1 equality;

. substrings;

4+ ordering;

4+  approximate match.
Syntax for| asserting certain types of matches associated with these categories of matching rules has been bu
Directory AbStract Service:

apresent syntax for the present rule;

an equality syntax for equality rules;

greaterOrEqual and lessOrEqual syntaxes for ordering rules;
initial, any and final syntaxesfor substrings rules;

an approximateMatch syntax for approximate matching rules.

The present syntax may be used for any attribute of any type. The present match tests for the presence of any value of a
particular type.

20
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Specific equality, substrings and ordering matching rules may be associated with an attribute type when it is defined.
These specific rules are used when evaluating assertions of the equality, ordering and substrings rules made using the
syntax built-in to the Directory Abstract Service. If specific rules are not provided, then assertions made concerning
these attributes are undefined.

The approximateMatch syntax supports an approximate matching rule whose definition is alocal metter to aDSA.

8.9.5 Matching rule requirements

In order for the Directory to behave in a consistent and well-defined manner, it is necessary that certain restrictions be
placed upon the matching rules that shall be used in conjunction with the syntax that has been built into the Directory
Abstract Service.

For an equality matching rule in which the syntax of the assertion is different from the attribute syntax to which the
matching rule applies, rules for deriving a value of the syntax of the assertion from a value of the attribute syntax shall
be supplied.

Equality matching rules for attributes used for naming shall be transitive, commutative and have an asserfion syntax
identical tg the attribute syntax.

matching rule is characterized by the fact that if a value a matches a value b; and if that value b matches a

ive matching rule is characterized by the fact that if a value a matches a valuep;then that valug b matches
. The attribute presentationAddress is an example of an attribute supporting an attribute syntax whose

matching fule is not commutative.

With respéct to a specific attribute type, the equality and ordering rules (if both_present) shall aways be r¢lated in at
least the fpllowing respect: two values are equal using the equality relation#f and only if they are equal using the
ordering rglation. In addition, the ordering relation shall be well-ordered; that is, for all x, y and z for which|x precedes
y and y précedes z according to the relation, then x precedes z.

NOTE + These requirements imply that when ordering is defined, it also,defines equality.

With respégct to a specific attribute type, the equality and substrings rule (if both present) shall always be r¢lated in at
least the fpllowing respect: for all x and y that match according to the equality relation, then for all valugs z of the
substring relation, the result of evaluating the assertion agaifist the value x equals the result of evaluating the assertion
against the value y. That is, two values that are indistinguishable using the equality relation are aso indistinguishable
using the substrings relation.

8.9.6 Object Identifier and Distinguished-Name equality matching rules

There are p number of equality matching rutes used to evaluate attribute value assertions which the Directory knows
about and lises for its own purposes. They include:

+ objectidentifierMatch: Thisruleis used to match attributes with Objectidentifier syntax.
4 distinguishedNameMatch: Thisruleisused to match attributes with DistinguishedName syrjtax.

8.10 Entry collections

8.10.1 OQverview

A collection of(object and alias entries may have certain common characteristics (e.g., certain attributes that have the
same valupsfareach entry of the collection) because of some common characteristic or shared relationship of the
correspondimg Objects. SUchT agrouping of entries IS termed an - entry Cottectior

Entry collections may contain object and alias entries that are related by their position in the DIT. These collections are
specified as subtrees or subtree refinements as described in Section 5.

An entry may belong to several entry collections subject to administrative limitations imposed in Section 5.
8.10.2 Collective Attributes

When user attributes are shared by the entries of an entry collection, they are termed collective attributes.

It is also permissible that the same collective attribute be independently associated with two or more of these
collections. In such cases, the entry's collective attribute has multiple values. Collective attributes shall, therefore,
always be specified as multi-valued.

Although they appear to users of the Directory interrogation operations as entry attributes, collective attributes are
treated differently from entry attributes in the Directory information model. This difference is manifested to users of the
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Directory modification operations in that collective attributes cannot be administered (i.e., modified) via the entries in
which they appear but shall be administered via their associated subentries.
NOTE — The independent sources of these values are not manifested to the users of the Directory interrogation operations.

For a collective attribute to appear in an entry, the presence of that attribute type must be permitted according to the
DIT content rule governing the entry.

Entries may specifically exclude a particular collective attribute. This is achieved through the use of the
collectiveExclusions attribute, described in 12.7 and defined in 14.6.

8.11 Compound entriesand families of entries

A compound entry is a specia entry that comprises family member entries. These family members form a hierarchy and
thereby provide hierarchically organized information about the object represented by the compound entry. The
compound entry is represented in the DIT by an ancestor family member, which is at the root of a tree containing the
family members.

Family mambers can themselves be organized into one or more families for the purposes of filtering and ipformation
retrieval. BHach family is a subtree; distinct families have no common family members apart from the shared foot that is
the ancestgr. A family thus comprises an ancestor plus a set of subordinate family members.

A family ils, beside the ancestor, composed of all of the immediately subordinate family members being df the same
structural pbject class. Their subordinate members, if any, are aso part of the same.family independent of their
structural Tbject classes.

These congepts areillustrated in Figure 4.

The same
entry
(ancestor)

structural
object class A

Compound
entry

structural
object class B

| FO4

Figure 4 — Families of entries

A family member that/is a child within afamily tree is marked with the auxiliary object class child. The presence of the
child objegt class value for an entry causes the immediately superior entry automatically to be marked with the abstract
object clags.value parent. An entry that is both a parent and a child within a family tree is marked with Ipoth object

és—Fhe i j hat ' SS-ch he i compound

Each subordinate of a non-ancestor family member shall itself be a family member, and marked with a child object
classvalue.

The ASN.1 definition of these object classes can be found in 13.3.3.

All family members of a compound entry shall be placed in the same naming context as the ancestor. Family members
are not permitted to be alias entries. An alias shall not point to a child family member.
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9 Names

9.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

911 alias, aliasname: An aternative name for an object, provided by the use of alias entries.

9.1.2 (alias) dereferencing: The process of converting an object's alias name to its distinguished name.

9.1.3 distinguished name (of an entry): Every object entry, alias entry, and subentry has at |least one distinguished
name. If any RDN for the entry or any superior entry includes an attribute for which there exist multiple distinguished
values differentiated by context (as described in 9.3), then the entry shall have multiple distinguished names
differentiated by context. The primary distinguished name is that distinguished name in which each RDN has the
primary distinguished value of each contributing attribute as the main value in the RDN construct.

9.14 %ﬁrectory) name: A construct that singles out a particular object from all other objects. A name shall be

unambigugus (that is, denote just one object); however, it need not be unique (that is, be the only)nhame which
unambigugusly denotes the object).

9.15 entry) name: A construct that singles out a particular entry from all other entries.

9.1.6 Ipcal member name: A name for a family member constructed by the sequenceef ‘RDNs from the ancestor

down to the member in question not including the RDN for the ancestor.
9.1.7 nmaming authority: An authority responsible for the allocation of names in‘some region of the DIT.

9.1.8 purported name: A construct which is syntactically a name, but whieh.has not (yet) been shown tg be avalid
name.

9.1.9 rielative distinguished name (RDN): A set of one or morge attribute type and value pairs, each of which
matches a fistinct distinguished attribute value of the entry.

9.2 [Namesin general

A (directory) name is a construct that identifies a particular-object from among the set of all objects. A narpe shall be
unambiguxus, that is, denotes just one object. Howevery;-a name need not be unique, that is, be the only| name that
unambigugusly denotes the object. A (directory) name also identifies an entry. This entry is either an objecf entry that
represents|the object or an alias entry which contains information that helps the Directory to locate thel entry that
representsithe object.

NOTE 1 —The set of names of an object thils comprises the set of aias names for the object, together with the djstinguished
names df the object.

An object fan be assigned a distinguished name without being represented by an entry in the Directory, but thisnameis
then the ngme its object entry would have had were it represented in the Directory.

Syntactically, each name forran-object or entry is an ordered sequence of relative distinguished names (see 9.3).

Name ::=| CHOICE { >~ only one possibility for now -- rdnSequence RDNSequence }
RDNSequence = SEQUENCE OF RelativeDistinguishedName

DistinguighedName ::= RDNSequence

NOTE | Y| wibieh-ora f = ook sz s than '} Hhad -bharain-ak. Bacc RTINS +. HP=NZY
T Ie ST i e ar o eSOttt vvay Strct oS U ot CrearcarpoSSroreratar S CXtehSror:

Each initial sub-sequence of the name of an object is also the name of an object. The sequence of objects so identified,
starting with the root and ending with the object being named, is such that each is the immediate superior of that which
followsit in the sequence.

A purported name is a construct which is syntactically a name, but which has not (yet) been shown to be avalid name.

9.3 Relative Distinguished Names

Each object and entry has at least one relative distinguished name (RDN). An RDN of an object or alias entry consists
of aset of attribute type and value (with optional context list) pairs, each of which matches, using the equality matching
rule and the applicable context matching rule, adistinct distinguished attribute value of the entry.
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Any attribute contributing to an RDN may have more than one distinguished value, differentiated by context, as
described below. This provides aternative RDNs for the same object. Within an attribute's set of distinguished values
(differentiated by context), precisely one of them is designated the primary distinguished value. The primary relative
distinguished name of an object comprises the set of primary distinguished values from the set of attributes that
comprise the RDN. When conveyed in protocol, each attribute in an RDN signals the primary distinguished value (if it
is present) and may optionally include a context for the value and additional alternative attribute values with context. In
this case, each attribute value with its context matches a distinct distinguished attribute value of the entry for the
attribute type according to the applicable equality matching rule and context matching rules.

NOTE 1 — The equality matching rule can be used because for naming attributes, the attribute syntax and the assertion syntax of

the equality matching rule are the same. Similarly, for contexts that may be used to differentiate distinguished valuesin a naming

attribute, the context syntax and the context assertion syntax are the same.

The RDNs of al of the entries with a particular immediate superior are distinct irrespective of any associated context
lists. It is the responsibility of the relevant naming authority for an entry to ensure that this is so by appropriately
assigning distinguished attribute values. Allocation of RDNSs is considered an administrative undertaking that may or
may not require some negotiation between involved organizations or administrations. This Directory Specifi¢ation does
not provide such a negotiation mechanism, and makes no assumption asto how it is performed.

RelativeDistinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndDistinguishedValue

AttributeTypeAndDistinguishedValue ::= SEQUENCE {

typ ATTRIBUTE.&id ({SupportedAttributes}),

vallie ATTRIBUTE.&Type({SupportedAttributes}{ @type}),

priharyDistinguished BOOLEAN DEFAULT TRUE,

valliesWithContext SET SIZE (1..MAX) OF SEQUENCE {
distingAttrvalue [0] ATTRIBUTE.&Type ({SupportédAttributes}{@type}) OPTJONAL,
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

The set that forms an RDN contains exactly one AttributeTypeAndDistinguishedValue for each attrifpute which
contains distinguished valuesin the entry; that is, a given attribute type‘cannot appear twice in the same RDN|.

An attribute value that has been designated to appear in an RDNKis called a distinguished value. There mgy be other
values of the same attribute that are not distinguished values and-thus may not be used in an RDN. An attfibute may
have multiple distinguished values only if they are differentiated by associated context. This alows an objgct to have
aternativg names differentiated by contexts. This is the<only case where an attribute may have mor¢ than one

case is an entry that has onedistinguished value; it thus has one RDN, formed by using that distinguished
value. More than one attribute in ansentry may contribute to the RDN. If each contributing attribute has only one
distinguishied value, then the entry has@single RDN, formed by using the distinguished value for each attripute. If any
of the caontributing attributes <has multiple distinguished values differentiated by context, then the|entry has
multiple RDNs, each formed hy using one of the possible combinations in which one distinguished value is|chosen for
each attribjite type forming the'RDN.

Each RDN for an entry_shall contain a type and value pair for each given attribute type forming part of| the RDN.
primaryDiptinguished “is used to indicate that the value is the primary distinguished value of that attr|bute type.
valuesWithContext:is used to convey the context list for the distinguished attribute value in value when ngcessary to
do so. It idaso‘used to convey in asingle RDN, some or al of the other distinguished values of the same atttfibute type.
Each distipgAttrvalue is accompanied by its contextList. The distingAttrValue is only omitted for the digtinguished
value that appearsin value; thisis how the context list for that value is made present in the RDN.

The simpl

One and only one of the distinguished values for a given attribute type in an entry shall be considered the primary
digtinguished value for that attribute type. This value shal be wused as the value in the
AttributeTypeAndDistinguishedValue when forming the primary relative distinguished name of the object (see 9.8
and 9.6). The primary relative distinguished name is an RDN in which the primary distinguished values for each
attribute in the RDN appear in the value components of each AttributeTypeAndDistinguishedValue in the RDN.
Context and alternative distinguished values may appear in the valuesWithContext component of each
AttributeTypeAndDistinguishedValue.

The RDN may be modified, if necessary, by the complete replacement of all the distinguished values of al contributing
attributes.
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Family members, like other entries, have RDNs. An RDN can consist of multiple attribute type and value pairs. Only
primary RDNs can be used. The local member name of a family member is the sequence of RDNs from the ancestor
down to that member. The local member name of the ancestor is an empty sequence.
NOTE 2 — RDNs are intended to be long-lived so that the users of the Directory can store the distinguished names of objects
(e.g., inthe Directory itself) without concerns for their obsolescence. Thus RDNs should be changed cautiously.
NOTE 3 — Changing the RDN of anon-leaf entry automatically changes the name of subordinate entries.
NOTE 4 — The context in which a particular attribute type and value forming part of an RDN is applicable is independent of the
contexts associated with any other part of that RDN or other RDNs in a distinguished name.

NOTE 5 — For example, a valid distinguished name for an entry can be formed by combining an RDN designated as the
Language = French variant of that entry's RDN with the Language = English DN of its superior entry.

9.4 Name matching

It is often necessary in the operation of the Directory to determine if two names match. This requires that corresponding
RDNSs be ratchet . The ganera approaciT 1o Tiame malching 1S aeserbed here, Specific approaches for particalar uses for
name matghes are described, where appropriate.

A purportg¢d RDN is said to match atarget RDN if each AttributeTypeAndDistinguishedValue in thepurpprted RDN
matches with the AttributeTypeAndDistinguishedValue for the same attribute type in the target' RDN. [There is a
match if the purported value or any distingAttrValue of the purported AttributeTypeAndDistinguishedVallyie matches
either th¢ target value or any distingAttrValue in the target AttributeTypeAndDistinguighedValue.
primaryDiptinguished, if present in either the purported or target AttributeTypeAndDistinguishedValue,|is ignored
for matchipg.

NOTE 1 — The equality matching rule can be used because, for naming attributes, the attribute syntax and the assertipn syntax of
the equdlity matching rule are the same.

NOTE 2—-There is no guarantee that every distinguished value for a ‘given naming attribute is present in the
AttributeTypeAndDistinguishedValue for that attribute type in a given RDN.-Two RDNs for the same object couldl be formed
using different distinguished values (differentiated by context) for the same attribute type. If there is no overlap in the sets of
distinglished values for a given attribute that each uses, then they will\fail to match, even though the purported RDN and
target RDN are alternative RDNs for the same object. How this could joccur, and the impact of this, depends on the reason for
name matching (e.g., name resol ution, access control, filtering).

If matchinp attribute values are not found as a result of the above, then the RDNs do not match. If matching attribute
values are|found, then there shall also be a match between‘associated contexts for those values, if present,|before the
attribute type and value pairs are considered to match, Each context in the purported attribute value's comtext list is
considered a context assertion against the matchingstarget attribute value's context list, and shall evaluatg to true as
described [n 8.9.2.4 in order for the contexts to be*considered a match. fallback in the purported contextsis ignored
when fornling the context assertions.

NOTE 3 — The purported contexts can be used-as context assertions in this way because the context assertion syntay is the same
as the cpntext syntax for context types thatumay be used with distinguished values.

If valuesVWithContext is not present in a purported RDN, then context assertions supplied as part of the operation, or
defaults thit are set up to be appliedto an operation shall also be applied as described in 8.9.2.2. The exceptign to thisis
for the cage of name matching.during name resolution during a Directory operation; in that case, no contex{ assertions
are applied if noneis available’in valueswithContext.

9.5 ames returned during operations

Many Dirgctory operations return the name of an entry. When an operation returns a name for an entry, or] names for
multiple entries; it shall return the primary distinguished name for each entry and may return, in addition, [alternative

diinngui ecrfiame 6 atron-aneconte orfmatto See—r-1° v, Ree—%- >,

9.6 Names held as attribute values or used as parameters

Where aname is held as an attribute value within some other attribute, or passed as an attribute value in some exchange
(e.g., an dias pointer), there is always the question of whether the name held can be an alternative distinguished name
or shall be the primary distinguished name, whether it can contain alternative distinguished values, and whether it can
include context information. Specific restrictions are mentioned where necessary throughout these Directory
Specifications.
NOTE — Annex O includes suggestions for improving interoperability with pre-third edition systems and ensuring predictable
behaviour in regard to using contexts with names.
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9.7 Distinguished Names

The distinguished name of a given object is defined as that name which consists of the sequence of the RDNSs of the

entry which represents the object and those of al of its superior entries (in descending order). Because of the

one-to-one

correspondence between objects and object entries, the distinguished name of an object is the distinguished name of the

object entry.
NOTE 1 — It is preferable that the distinguished names of objects which humans have to deal with be user-friendly.

NOTE 2 —I1TU-T Rec. X.650 | ISO/IEC 7498-3 defines the concept of a primitive name. A distinguished name can be used as a

primitive name for the object it identifies.

NOTE 3 — Because only the object entry and its superiors are involved, distinguished names of objects can never involve alias

entries.

Alias entries also have distinguished names; however, this name cannot be the distinguished name of an object. When
this distinction needs to be made, the complete term "distinguished name of an alias entry” is used. The distinguished
name of an alias entry is defined, as for the distinguished name of an object entry, to be the sequence of RDNSs of the

alias entry[and those of al of its superior entries (in descending order).

es convenient to define the 'distinguished name' of the root, although this can never be the-di
object. The distinguished name of the root is defined to be an empty sequence.

If any attrjbute contributing to an RDN within the distinguished name for an object has multiplé distinguis
differentiafed by contexts, then that object has multiple distinguished names. Each unambiguously identifies
The primafy distinguished name is that distinguished name for which every RDN is a prirhary RDN. When ¢
protocol, the primary distinguished name is formed by using the primary distinguished value as val
AttributeTlypeAndDistinguishedValue for each attribute in each RDN forming the name. Alternative di
names arelformed by using aternative distinguished values for attributes in oneyor more RDNSs. In some|

5ti nguished

hed values
the object.
bnveyed in
ue in the
ti ngui shed
uses for a

name, the primary distinguished name shall be used. In other cases, alternativé-distinguished names may be lised. Since

the AttrihuteTypeAndDistinguishedValue in RDNs may include *aternate distinguished valug
valuesWithContext component, any distinguished name may include alternative values within its RDNs.

NOTE 4 — The distinguished name is said to include aternative names when an RDN includes multiple distinguishd
any confributing attribute.

Context irfformation may be included with a distinguished qname in the valueswithContext component
RDN. Wherever names are used throughout these Directary Specifications, it is specified if the name o
primary difstinguished name, if the name may include alternative values, and if context information may b
Where thgre is no explicit statement, aternative distinguished names may be used, and the name m
aternativelvalues and/or context information.

NOTE % — Any requirement to use a primary distinguished name in protocol instead of an alternative distinguisheq
not be rgflected to the end user.

S in the

d values for

within any
hall be the
b included.
py include

name need
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An example which illustrates the concepts of RDN and distinguished name appearsin Figure 5.

RDN Distinguished Name

ROOT

Countries
X C-GB (C =GB}

Organizationg

é * El O = Telecom {C =GB, O =Telecom}

OrgarfizationalNUnits

~—
——

(OU = Sales, {C =GB, O = Telecom,
L = Ipswich) (OU = Sales, L = Ipswich)}

People

{C =GB, O = Telecont
CN = Smith (OU = Sales, L = Ipswich),
CN = Smith(

X.501_F05

Figure5— Determination of distinguishethnames

9.8 Alias Names
An alias, ¢r an alias name, for an object is a an alternative namefor an object or object entry which is provided by the
use of alias entries.
Each aliaglentry contains, within the aliasedEntryName attribute, a name of some object. The distinguished name of
the alias effitry is thus also a name for this object.

NOTE 1 — The name within the aliasedEntryName s'said to be pointed to by the alias. It does not have to be the djstinguished

name of| any entry.

NOTE 2 — The AliasedEntryName attribute value may be the primary distinguished name or any aternative distingdiished name
if such ¢xists. Consistency and interworking with pre-third DSAs may be affected if the primary distinguished name i not used.

The convs
replaceme
aliasedEn

Any partid
point to th

An dlias
Every dli

Family m

rsion of an alias hame to an’ object name is termed (alias) "dereferencing” and comprises the [systematic
it of alias names, where found within a purported name, by the value of the corfesponding
ryName attribute. Theprocess may require the examination of more than one alias entry.

ular entry in the DIT may have zero or more alias names. It therefore follows that several alias antries may
P same entry,-An alias entry may point to an entry that is not aleaf entry and may point to another dlias entry.

try shall have no subordinates, so that an alias entry is aways aleaf entry.
entrly shall belong to the alias object classwhich isdefined in 13.3.3.

hers are not Innrmif’md to be dlias entries.

10 Hierarchical groups

10.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

10.1.1  hierarchical child: For an entry, ahierarchical child isan entry for which it is ahierarchical parent.

10.1.2 hierarchical group: A hierarchical group is a collection of entries, including compound entries, that forms a
logical tree that is not necessarily related to the DIT.

10.1.3 hierarchical leaf: Thisisan entry within ahierarchical group that has no hierarchical children.
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10.1.4 hierarchical level: An integer that gives the distance from an entry within a hierarchical group to the
hierarchical top in form of the number of hierarchical links between the entry and the hierarchical top.

10.1.5 hierarchical link: This is a general term for the logical relationship between two entries that have a
hierarchical immediate parent/immediate child relationship.

10.1.6 hierarchical parent: For an entry, the hierarchica parents are the immediately hierarchical parent, its
immediately hierarchical parent, recursively all the way up to and including the hierarchical top.

10.1.7 hierarchical sibling: For an entry, the hierarchical siblings are the entries having the same immediately
hierarchical parent asitself.

10.1.8 hierarchical sibling-child: For an entry, its hierarchical sibling-children are the complete set of hierarchical
children, at al lower levels, of its hierarchical siblings.

10.1.9 hierarchical top: Thisisthe entry within a hierarchical group that is the root of the hierarchy. A hierarchical
top h$ no illllllG‘:;aC’}" h;Cl(AI\.:: II\.K’:!: ’.ILAIC! It.

10.1.10 immediately hierarchical child: For an entry, an immediately hierarchical child isan entry for whjch it isthe
immediately hierarchical parent. This immediately hierarchical child does not need to be an immediately subordinate
entry within the DIT.

10.1.11 immediately hierarchical parent: For an entry, its immediately hierarchical parentis the entry, that within
the hierarghical group, is its immediately superior entry. The immediately hierarchical parént does not neefl to be the
immediatdly superior entry within the DIT.

10.2 IHierarchical relationship

Directory éntries have a hierarchical relationship in the way they are placediin'thie DIT. However, entries may also have
hierarchical relationships not reflected in the DIT structure. As an examgle, a dynamic organization may ot want to
reflect its purrent organization directly in the DIT, as it may requirefrequent changes to the DIT structurge. There is
therefore g requirement in the Directory to be able to reflect hierarehieal relationships independent of the DIT structure.
Hierarchigal groups form such relationships. A hierarchical:group forms a logical tree with a root |caled the
hierarchicpl top.

img to hierarchical relationships, it is possible ima&’Search operation to retrieve information not oply from a
, but also from other entries within the sasmehierarchica group.

A compound entry is considered a single entry in the’context of hierarchical groups. A child family membef cannot be
part of a hierarchical group inits own right.
NOTE + Hierarchical groups are intended t@ permit modelling of collections of distinct objects that have logically informal

relationghips, and particularly relationships that are, or could be, temporary. Compound entries, in contrast, model |objects that
comprige sub-objects that are conveniently.considered as a hierarchy.

To descrille navigation within a hierarchical group, it is convenient to define terms for the relationships tiat a given
entry has with other entries within'the group. Thisis done in 10.1. Some of these defined terms for direct rg ationships
are paralld to those defined far-entry relationships within the DIT (immediately hierarchical child, hierarchical child,
immediately hierarchical {parent and hierarchical parent). However, it is also convenient to define terms for more
distant relationships. limsome situations, a user may want to retrieve information for hierarchical siblings, and even for
their hierafchical children (hierarchical sibling-children).

An entry only,be a member of asingle hierarchical group at one time.

An entry that\is part of a hierarchical group holds operational attributes as defined in 14.9. These operationdl attributes
reflect the relationship with other entries within the group, including the hierarchical level of the entry within the group.
When a compound entry is part of a hierarchical group, the ancestor holds these operational attributes.

A hierarchical group has to be completely outside any service-specific administrative area (see 16.3) or has to be
completely contained within a service-specific administrative area. A hierarchical group shal be confined to a
single DSA. The Directory service shall detect and prevent attempts to break these rules.

10.3 Sequential ordering of a hierarchical group

In some situation, e.g., when transmitting a hierarchical group, a sequential ordering rule is required. The sequential
order of ahierarchical group comes from following all the strands of the hierarchical group as follows:

a) Thetop entry isthefirst entry in the sequence followed by the remaining entries within a complete strand
going down from top to a hierarchical leaf. Itisalocal choice which strands to select as the first one.
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b) The next strand to be selected is one that has not previously been selected and which has the maximum

0)

number of entries common with the previous selected strand. If several strands are identical in that

respect, selection is a local matter. Only those entries not previoudly included are included in the
sequence.

The procedurein b) is repeated until all strands have been included.

ITU-T Rec. X.501 (11/2008) 29


https://iecnorm.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

SECTION 4 — DIRECTORY ADMINISTRATIVE MODEL

11 Directory Administrative Authority model

111 Definitions

For the purposes of this Directory Specification, the following definitions apply:

11.1.1 administrative area: A subtree of the DIT considered from the perspective of administration.
11.1.2 administrative entry: An entry located at an administrative point.

11.1.3 administrative point: The root vertex of an administrative area.

11.1..4' ::dmini:rativc HSeF: ,.’\ Fepresentative - of had /\dmini;r'xi‘vfc Atitherity—Fhe—ful—defiition  of the
administrafive user concept is outside the scope of this Directory Specification.
11.1.5 utonomous administrative area: A subtree of the DIT whose entries are all administered by the same

Administrgtive Authority. Autonomous administrative areas are non-overlapping.

11.1.6 IT domain administrative authority: An Administrative Authority in its role€ as the entity having
responsibility for the administration of a part of the DIT.

11.1.7 IT domain policy: An expression of the general goals and acceptable progcedures for a DIT Domain.
11.1.8 MD administrative authority: An Administrative Authority in its-role as the entity responsiple for the

administraion of aDMD.

11.1.9 MD policy: A policy governing the operation of the DSAsin aBMD.
11.1.10 IPMO policy: A policy defined by aDMO, expressed in tegms'of DMD and DIT Domain policies.
11.1.11 ipner administrative area: A specific administrative aréa whose scope is wholly contained withifn the scope

of another [specific administrative area of the same type.
11.1.12
11.1.13
11.1.14

11.1.15
be taken

11.1.16 policy parameter: A policy-procedure is characterized by certain policy parameters which areg subject to
configuratfon (i.e., choice) by an Administrative Authority.

11.1.17 ecific administrative area: A subset (in the form of a subtree) of an autonomous administfative area
defined fof a particular aspect of administration: access control, subschema or entry collection administrafion. When
defined, spgecific administrative areas of a particular kind partition an autonomous administrative area.

olicy: An expression by an Administrative Authofity of general goals and acceptable procedures.
olicy attribute: A generic term for any Directory operational attribute which expresses policy.
olicy object: An entity with which a pelicy is concerned.

olicy procedure: A rule defining hew a set of policy objects should be considered and what actipns should
aresult of this consideration,

A fundamental objective of the Directory information model is to consider well-defined collections of entries so that
they may be administered consistently as a unit. This clause clarifies the nature and scope of the authorities responsible
for that administration and the means by which their authority is exercised.

The concept of policy, defined in 11.3, provides the mechanism by which Administrative Authorities exercise control of
the Directory.

Some aspects of the Directory Administrative Model are supported by the Model of Directory Administrative and
Operational Information (see clause 12). This is to allow the modelling of information required for the regulation of
Directory user information and for other administrative purposes.

Other aspects of the Directory Administrative Model require support for the distribution of administrative and
operational information among the component parts of the Directory, i.e., DSAs. Clauses 22 through 24 describe a DSA
Information Model to support these requirements.
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11.3 Policy

A policy is an expression by an Administrative Authority, acting as an agent of the DMO, of general goals and
acceptable procedures. A policy is defined in terms of rules that are to be enforced (by the Directory, if appropriate) and
in terms of aspects within which an administrative user has some degree of freedom of action and specific
responsibilities.
An Administrative Authority expresses DMO policy in terms of:

— DIT Domain Policy;

— DMD Policy.

These policies may be expressed as policy attributes. A model of DIT policiesis defined in 11.6.

NOTE — Clause 14 defines the system schema necessary to support the administration of collective attributes. Clause 15 defines a
framework for supporting subschema administration policies. Clause 17 defines aframework supporting access control policies.

olicies are
Ss) and are
object).

d be taken

i Ni stration

bice) by an

Operationgl attributes are used to represent policy parameters. The valtes of such an attribute form an expression of
some or al| of the policy parameter it represents.

114  $pecificadministrative authorities

The admipistration of a DIT Domain involves the ‘execution of five functions related to different jaspects of
administragion:

4+ naming administration;

4+  subschemaadministration;

4+  security administration;

+  collective attribute administration;
4  service administration.

A specific|/Administrative Autherity is an Administrative Authority in its role as the entity responsible for ope of these
specific aspects of DIT Demain policy.

The term Naming Authority (see clause 9) identifies the role of the Administrative Authority as it pertgins to the
allocation [of names.and administration of the structure of these names. A role of the Subschema Authority is to
implement] these'naming structures in the subschema.

The term Bubschema Authority identifies the role of the Administrative Authority as it pertains to the establishment,
administration and execution of the subschema policy controlling the naming and content of entries in a DIT Domain.
Clause 15 describes Directory support of Subschema Administration.

The term Security Authority (see ITU-T Rec. X.509 | ISO/IEC 9594-8) identifies the role of the Administrative
Authority as it pertains to the establishment, administration and execution of a security policy governing the behaviour
of the Directory with respect to entriesin a DIT Domain.

The term Collective Attribute Authority identifies the role of the Administrative Authority as it pertains to the
establishment and administration of collective attributes (see 12.7) inaDIT Domain.

The term Service Authority identifies the role of the Administrative Authority as it pertains to the establishment and
administration of service constraints and adjustment.

ITU-T Rec. X.501 (11/2008) 31


https://iecnorm.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

115 Administrative areas and administrative points

11.5.1 Autonomous administrative areas

Each entry in the DIT is administered by precisely one Administrative Authority (which may operate in different roles).
An autonomous administrative area is a subtree of the DIT whose entries are all administered by the same
Administrative Authority.

The DIT Domain may be partitioned into one or more non-overlapping autonomous administrative areas.

The set of one or more autonomous administrative areas for which a DMO has administrative authority is its DIT

Domain. T

hisisrepresented in Figure 6.

1152 9§

In the sam
be conside
termed a g

An autond

\ CIP /
O
O

Autmgomous
Area (»\AA)

X.5017F06

Figure6—A DIT Domain

bpecific administrative areas

e way that an Administrative Authority may operate in a specific role, entries in an administrativi

b area may

red in terms of a specific administrative function. When viewed in this context, an administrative area is

pecific administrative area. There are five kinds of specific administrative area:
subschema administrative areas,

access control administrative areas;

collective-attribute administrative areas,

context default administrative areas;

service administrative aress.

Imous administrative.area may be considered as implicitly defining a single specific administrati

each speciffic aspect of administration. In this case, there is a precise correspondence between each su

administra

Alternativg
non-overla

If so partit]

[ive area and-the autonomous administrative area.

by, for each specific aspect of administration, the autonomous administrative area may be parti
ppi ng-Specific administrative areas.

oned for a particular aspect of administration, each entry of the autonomous administrative area i

Ve area for
th specific

ioned into

5 contained

inoneand

only one speciTic administrative area or that aspect.

A specific Administrative Authority is responsible for each specific administrative area If, for a particular
administrative aspect, an autonomous administrative area is not partitioned, a specific Administrative Authority is
responsible for that administrative aspect for the entire autonomous administrative area.

1153 |

nner administrative areas

For the purpose of security or collective attribute administration, inner (administrative) areas within these kinds of
specific administrative areas may be defined:

a) torepresent alimited form of delegation; or

b)

32

DSA other than the one holding the entries within the subtree, that subtree may be designated
areato alow administration viathe local DSA).
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An inner administrative area may be nested within another inner administrative area.

Inner areas represent areas of limited autonomy. Entries in inner areas are administered by the specific Administrative
Authorities of the specific administrative areas within which they are contained, and also by the Administrative
Authorities of the inner areas within which they are contained. The former authorities have overall control of the
policies regulating these entries, while the latter authorities have (limited) control over those aspects of policy delegated
to them by the former.

The rules for nested inner areas, should they be permitted, shall be defined as part of the definition of the specific
administrative aspect within which they are contained.

1154 Adminigtrative points

The specification of the extent of an autonomous administrative area is implicit and consists of the identification of a
point in the DIT (the root of the autonomous administrative area's subtree), an autonomous administrative point, from
which the administrative area proceeds downwards until another autonomous administrative point is encountered, at
which anofher autonomous area begins.

NOTE 1 — The immediate subordinates of the root of the DIT are autonomous administrative points.

Where an| autonomous administrative area is not partitioned for a specific aspect of administration] then the
administrfive area for that aspect coincides with the autonomous administrative area. In this case, the alitonomous
administrafive point is also the specific administrative point for this aspect of administration,

Where an putonomous administrative area is partitioned for a specific aspect of administration, then the spec|fication of
the extent |of each specific administrative area consists of the identification of theroet/of the specific administrative
area's subtree, a specific administrative point, from which the specific administrative area proceeds downyvards until
another secific administrative point (of the same administrative aspect) is-encountered, at which another specific
administrg}ive area begins.

Specific
A particulgr administrative point may be the root of an autonomous‘administrative area and may be the rogt of one or
more specific administrative areas.

ministrative areas are always bounded by the autonomous administrative area they partition.

The speciffication of the extent of an inner administrative area’(within a specific administrative area) congists of the
identification of the root of the inner administrative~areas subtree, an inner administrative point.| An inner
administrive areais bounded by the specific administrative areawithin which it is defined.

An administrative point corresponding to the rootof an autonomous administrative area represents a DT Domain
(and DSA) boundary. That is, its immediate superior in the DIT must be under the administrative apthority of
another DVD.

NOTE 2 — Thisimplies that a DMO cannet@hitrarily partition aDIT Domain into autonomous administrative areas.

An adminilstrative point is represented-in the Directory information model by an entry holding an administrativeRole
attribute. The values of this attribute identify the type of administrative point. This attribute is defined in 14.3

Clauses 24 through 24 describe.how administrative areas are mapped onto DSAs and the DSA information mpdel.

Figure 7 depicts an autenemous administrative area which has been partitioned into two specific administritive areas
ific aspect<of-"administration (e.g., access control). In one specific administrative area, a ngsted inner

administrefive area has been created (e.g., because the subtree isto be held in a different DSA from the remaijnder of the

the abbreviations AAP (Autonomous Administrative Point), SAP (Specific Administrative Point) and IAP
(Inner Administrative point).
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A DIT Dgmain policy has the following componérnts: DIT policy objects, DIT policy procedures, and
parameters.

An operat
administra

For a particular DSA, the possible values of a policy parameter may not correspond to distinct, realizable

action for
all aspects
procedure

Specific D

117 DM Dpolicies
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Figure 7 — Administrative points and areas

Administrative entries

pcated at an administrative point is an administrative entry. Administrative entriesymay have speq

encompassed by the associated administrative area.
by administrative areas are used, the scopes of these areas may overlap!

for each specific aspect of administrative authority, a definitionis'required of the method of com
ive information when it is possible for entries to be included infmore than one subtree or subtree
with an inner area defined for that aspect.

-1t is not necessary for an administrative point to represent eagh Specific aspect of administrative authority. R
ght be an administrative point, subordinate to the root of the autonomous administrative area, which is usg
burposes only.

DIT Domain policies

onal attribute that represents a.DIT policy parameter is termed a DIT policy attribute (e.g.,
ion operational attributes definedin clause 14 are DIT Domain policy attributes).

fhat component. Thismay be the case, for example, when the DSA lacks the technical capability
of the policy proceédure (e.g., implement a particular access control scheme). To be well-defing
shall take such circumstances into account as part of its definition.

T Domain policy objects and attributes are defined in clause 15 to support subschema administrati

ial entries,
to control

bination of
refinement

or example,
0 for access

DIT policy

subschema

courses of
to perform

d, a policy

on.

bolicy may

A DMD p

blicy’is a policy that pertains to the operation of one or more of the DSAs in the DMD. A DMD

apply either to all the DSAs in the DMD in a uniform manner, to a subset of the DSAs in the DMD, or it may apply to
one specific DSA.

One sort of DMD policy is to restrict or otherwise control the Directory and DSA abstract service provided by one or
more DSAs.
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Examples of such restrictions are:

a)
b)
0)

d)

Limiting the basic service provided to Directory (i.e., non-administrative) users to interrogation
operations only.

Limiting the service provided to users accessing the DSA indirectly, via chaining, including distinctions
based on whether the user request traversed a trusted path.

Limitations on requests accepted from users accessing the DSA directly when chaining is required to
DSAsin the DMD known to be subject to limitations of the kind indicated in the previous point.

Constraints on the kinds of searches certain users can perform, and on the characteristics of such searches
(e.g., relaxation policies).
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SECTION 5-MODEL OF DIRECTORY ADMINISTRATIVE
AND OPERATIONAL INFORMATION

12 Model of Directory Administrative and Operational Information

12.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

1211  base The root vertex of the subtree or subtree refinement produced by the evaluation of a subtree
specification.

12.1.2  chop: A set of assertions concerning the names of the subordinates of a base.

12.1.3 irectory operational attribute: An operational attribute defined and visible in the Directory Administrative
and Operational information model.

1214 irectory system schema: The set of rules and constraints concerning operational attributesiand supentries.

12.1.5 try: A Directory entry or extended Directory entry, depending on the context)\(éither userg and their
applicatiors or administration and operation of the Directory) in which the term is used.

12.1.6 bentry: A specia sort of entry, known by the Directory, used to hold information associated with a subtree
or subtree fefinement.

12.1.7 btree: A collection of object and alias entries situated at the vertices.of a tree. The prefix "sub" émphasizes
that the bage (or root) vertex of thistreeis usually subordinate to the root of the DIT.

12.1.8 btree refinement: An explicitly specified subset of the entries in a subtree, where the entries are not
located at the vertices of a single subtree.

1219 btree specification: The explicit specification of a:subtree or subtree refinement. A subtree specification
consists of zero or more of the specification elements base,.chiop and specification filter. The definitior] is termed
"explicit" {in contrast to that of an administrative area) begause the portion of the DIT subordinate to the Ipase that is
included i the subtree or subtree refinement is explicitly.specified.

12.2 Qverview
From an afiministrative perspective, user information held in the DIB is supplemented by administrative and pperational
information represented by:

+ operational attributes, Which represent information used to control the operation of the Direttory (e.g.,
access control information) or used by the Directory to represent some aspect of its operation| (e.g., time
stamp information);and

+  subentries, which’associate the values of a set of attributes (e.g., collective attributes) with enfries within
the scope of\the subentry. The scope of a subentry is a subtree or subtree refinement.

This inforfnation, illusttated in Figure 8, may be placed in the Directory by administrative authorities or by PSAs, and
is used by the Directory in the course of its operation.

Two mechpnisms’in the Directory abstract service that relate to this view of Directory information are:

e Laf. i Sel ' ot I v £ o |kt los ot H 4 . <l
LIty mimuTiimatiuTToTITULTUTT JUITTTITLO T SCITULUTUNT UT UPTTALTUTNIAl ALLUNTOULCO TTT AT Tt y - At

— the subentries service control permits the List and Search operations to apply either to object and alias
entries or to subentries.

Access to operational information, as for user information, may be limited by an access control mechanism.

Entries are made visible to Directory users via the Directory abstract service, but their relationships to the DSAs that
ultimately hold them are not. The DSA information model, described in clauses 22 through 24, expresses the mapping
of these entries onto the information repositories of DSAS.
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Figure 8 —Model of Directory Administrative and Operational | nformation

12.3 $ubtrees

12.3.1 Dver view

A subtree |s a collection of object and alias entries situated at the vertices0f*a tree. Subtrees do not contain [subentries.
The prefix] "sub", in subtree, emphasizes that the base (or root) vertex‘of this tree is usually subordinate to fthe root of
the DIT.

A subtree|begins at some vertex and extends to some identifiable lower boundary, possibly extending tq leaves. A
subtree is[aways defined within a context which implicitly “bounds the subtree. For example, the vertex|and lower
boundarieg of a subtree defining a replicated area are baunded by a naming context. Similarly, the scope df a subtree
defining afspecific administrative areais limited to the context of an enclosing autonomous administrative arga.

12.3.2  $ubtree specification

Subtree specification is the definition of a subset of the entries below a specified vertex which forms the base of the
subtree or pubtree refinement.

The verteq and/or the lower boundary'of the subtree may be implicitly specified, in which case they are det¢rmined by
the contex{ within which the subtree is used.

The verteq and/or the lower_boundary may be explicitly specified using the mechanism specified in this clause. This
mechanism may also be used.t6 specify subtree refinements which are not true tree structures.
NOTE } The topologicaconcept of a (sub)tree is useful in considering such specifications, although a particular gpecification
may defermine a colléction of entries that are not located at the vertices of a single (sub)tree. The term subtree rgfinement is
preferrgd when the.entries of the collection are not so located.

then reduck thie‘tollection of subordinate entries. These elements of specification are:
a) Base — The root vertex of the subtree or subtree refinement produced by the evaluation of a subtree
specification;
b) Chop— A set of assertions concerning the names of the subordinate entries; and
c) Specification filter — A proper subset of the assertive capability of afilter applied to the subordinates.

Specifi catiEn of.@subtree consists of three optional elements of specification which identify the base of the stibtree, and

The specification of asubtree or subtree refinement may be represented by the following ASN.1 type:

SubtreeSpecification ::= SEQUENCE {

base [O] LocalName DEFAULT { },
COMPONENTS OF ChopSpecification,
specificationFilter [4] Refinement OPTIONAL }

-- empty segquence specifies whole administrative area
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The three components of this sequence correspond to the three specification elements identified above.

Where a value of SubtreeSpecification identifies a collection of entries that are located at the vertices of a single
subtree, the collection istermed a "subtree"; otherwise, the collection is termed a " subtree refinement".

The SubtreeSpecification type provides a general purpose mechanism for the specification of subtrees and subtree
refinements. Any particular use of this mechanism defines the specific semantics of precisely what is specified and may
impose limitations or constraints on the components of SubtreeSpecification.

When each of the components of SubtreeSpecification is absent (i.e., a value of type SubtreeSpecification which is
an empty sequence, {}), the subtree so specified is implicitly determined by the context within which the
SubtreeSpecification is used.

These terms are illustrated in Figure 9, for the case where subtrees are deployed within the context of administrative
areas.

g Administrative

/ 7\Point (AP)
Local name j\
Subtree
F AP
HHH /
¢ Admini strative ]
oA e (AA)
Subtree
refinement @ AA
X.501_F09

Figure 9 — Specification of Subtreesand Subtree Refinements
within the context,ef ‘Administrative Areas

12.3.3 Base

The base gomponent of SubtreeSpecification (represents the root vertex of the subtree or subtree refinement. This may
be an entry which is subordinate to the roet-vertex of the identified scope or may be the root vertex of the identified
scope itself (the default).

The relatiye name of the root vertex of the subtree with respect to the root vertex of the identified scope iqa value of
type LocalName:

LocalName ::= RDNSequence

Note that the root vertex of the identified scope and the root vertex of the subtree coincide when LocalNamg is omitted
from SubtfeeSpecification.

RDNSs usegl to name the root vertex of the subtree shall be primary RDNSs.

12.3.4 Chop Specification

The ChopSpecification component consists of a set of assertions concerning the names of the subordinates of a base. It
consists of avalue of type ChopSpecification:

ChopSpecification ::= SEQUENCE {

specificExclusions [1] SET SIZE (1..MAX) OF CHOICE {
chopBefore [0] LocalName,
chopAfter [1] LocalName } OPTIONAL,
minimum [2] BaseDistance DEFAULT 0,
maximum [3] BaseDistance OPTIONAL }

This type is intended to permit the specification of a tree structure (or subset thereof) starting at the base by two
methods, specific exclusions and base distance.

Where any attribute in an RDN in chopBefore or chopAfter has multiple distinguished values differentiated by
context, the primary distinguished value shall be used as the value in the RDN in LocalName.
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12.3.4.1 Specific Exclusions

The specificExclusions component has two forms, chopBefore and chopAfter, which may be used individually or in
combination.

The chopBefore component defines a list of exclusions, each in terms of some limit point which is to be excluded,
along with its subordinates, from the subtree or subtree refinement. The limit points are the entries identified by a
LocalName, relative to the base.

The chopAfter component defines a list of exclusions, each in terms of some limit point whose subordinates are to be
excluded from the subtree or subtree refinement. The limit points are the entries identified by a LocalName, relative to
the base.

12.3.4.2 Minimum and Maximum

These components allow exclusion of all entrlesthat are supenor to entrles that are minimum RDN arcs bel ow the base,
as well asfantrie - =
expressed py values of the type BaseDistance:

BaseDistgnce ::= INTEGER (0..MAX)

For the purpose of chop specifications, a compound entry is counted as a single entry. In a corhpound entry| all family
members gre counted as having the same base distance as the ancestor, since they are al part of the same logigal entry.

A value offminimum equal to zero (the default), corresponds to the base. An absent maximtum component inglicates that
no lower lijmit should be imposed on the subtree or subtree refinement.

1235 $pecification Filter

The specificationFilter component consists of a proper subset of the assertive capability of a filter (see ITU-T
Rec. X.511 | ISO/IEC 9594-3) applied to the subordinates of a base. Only-entries for which the filter evalugtes to true
areincl udl.d in the resulting subtree refinement. It consists of a valueof\type Refinement:

Refinement ::= CHOICE {
item [0] OBJECT-CLASS.&id,
and [1] SET SIZE (1..MAX) OF Refinement,
or [2] SET SIZE (1..MAX) OF Refinement,
not [3] Refinement }

A Refinenient evaluates to TRUE as if it were afilter making an equality assertion regarding values of the attribute
type objedtClass only.

If a family member is excluded from a subtree by this specification, all its subordinate family membefs are also
excluded.

12.4 Qperational attributes

There are three varieties of (operational attributes: Directory operational attributes, DSA shared operational| attributes,
and DSA gpecific operational attributes.

Directory pperational attributes occur in the Directory information model and are used to represent control ipformation
(e.g., access contrelinformation) or other information provided by the Directory (e.g., an indication of whether an entry
isaleaf or[non-leaf entry).

e Directory

Information Models.

DSA specific operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

NOTE — These are described in clauses 23 through 24.

The definition and use of each operational attribute is a matter for specification in the appropriate Directory
Specification.
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12.5 Entries

125.1 Overview

From an administrative perspective, user information held in an entry may be supplemented by administrative and
operational information represented by operational attributes.

The Directory uses the object class attribute and DIT content rules applicable to an entry to control the user attributes
required and permitted in the entry. The operational attributes of an entry are governed by the Directory system schema
(see clause 14) applicable to the entry.

1252

Although not normally visible, the directory operational attributes within entries may be made visible to authorized
(e.g., administrative) users of the directory abstract service. Certain operationa attributes (e.g., entryACl, or
modifyTimestamp) might also be available to ordinary users.

Accessto operational attributes

12.6 $ubentries

12.6.1 Qverview

A subentry is a specia kind of entry immediately subordinate to an administrative point. (Itycontains attijibutes that
pertain to| a subtree (or subtree refinement) associated with its administrative pointy-The subentries| and their
administrive point are part of the same naming context (see clause 21).

A single subentry may serve all or several aspects of administrative authority\'‘Alternatively, a specifiq aspect of
administrg}ive authority may be handled through one or more of its own subentries. At most, one subentry i$ permitted
for a subgchema administrative authority. Access control and collective attribute authorities may have severa
subentries,

A subentry is not considered in List and Search operations unlessthé.subentries service control is inclyded in the
request.

A subentry shall not have subordinates.

The structiire of a subentry corresponding to an administrativeé point is depicted in Figure 10.

ADMINISTRATIVEENTRY

User
attributes

Operational
attributes

/\

A subentry consists of:

40

the subentry;

Figure 10 — Structure of a Subentry

operation of the Directory;
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—  other attributes, depending on the values of the objectClass attribute.

Subentries may also contain operational attributes with appropriate semantics (see 12.6.4).

12.6.2  Subentry RDN attribute

The commonName attribute used as the subtree identifier serves to distinguish the various subentries that may be
defined as immediate subordinates of a specific administrative entry.

NOTE — The value of this attribute might be selected to serve as a mnemonic to representatives of the Administrative Authority.

The commonName attribute for a subentry shall not contain multiple distinguished values differentiated by context;
only asingle distinguished value is permitted.

12.6.3  Subtree Specification attribute

The subtreeSpecification attribute defines the collection of entries within the administrative area with which the
subtree is gorncernect

12.6.4 Wseof Object Classattribute
The content of a subentry is regulated by the values of the subentry's objectClass attribute.

The objec|Class attribute of al subentries shall contain the value subentry. The subentry object class is & structural
object class, defined in clause 14, used to include the commonName, subtreeSpecificatipfi’and objectClas$ attributes
in al subentries.

In order t@ regulate the remaining attributes, the other values of the objectClass. @tribute, representing the auxiliary
object clagses allowed for the subentry, shall be used.

The definition of the semantics of one of these values includes an identification and specification of zefo or more
attribute types that shall or may appear in the subentry when the objectClass attribute assumes the value. Thé¢ definition
of the semgntics of avalue for the objectClass attribute shall include

4+ anindication of whether an entry may be included in more than one subtree or subtree [refinement
associated with the particular purpose (e.g., it may:not be permitted in the case of subschemf, but may
be permitted for access control); and if so

+ theeffects of the combination of associatedSubentry attributes, if any.

A subentry of a particular object class may only be;subordinate to an administrative entry if the administrativeRole
attribute pgrmits that class of subentry as a subordinate.

As for objgct and alias entries, information held’in a subentry may be supplemented by administrative and pperational
informatiop represented by operational attrifiutes. For example, a subentry is permitted to contain entry AC|, provided
only that this ACI is permitted by and-consistent with the value of the accessControlScheme attriqute of the
corresponding access control specific point. Similarly, a subentry may contain amodifyTimestamp.

12.6.5 Other subentry attriblutes

The remaining attributes, within a subentry depend on the values of the objectClass attribute. For gxample, a
subschema attribute may~ohly be placed in asubentry if itsobjectClass attribute has subschema as one of its values.

12.7 IInforA¥ation model for collective attributes

An autondmoUs administrative area may be designated as a collective attribute specific administrative arg¢a in order
to deploy —and—agmimister—Cottective attribotes, TS shat—be dicated— by the presgceof the  value
id-ar-collectiveAttributeSpecificArea in the associated administrative entry's administrativeRole attribute (in addition
to the presence of the value autonomousArea, and possibly other values).

Such an autonomous administrative area may be partitioned in order to deploy and administer collective attributes in the
specific partitions. In this case, the administrative entries for each of the collective attribute specific administrative areas
are indicated by the presence of the value id-at-collectiveAttributeSpecificArea in these entries administrativeRole
attributes.

If such an autonomous administrative area is not partitioned, there is a single specific administrative area for collective
attributes encompassing the entire autonomous administrative area.

Additionally, a specific administrative area defined for the purpose of collective attribute administration may be further
divided into nested inner areas for the same purpose. The administrativeRole attribute of the administrative entries for
each such inner administrative area shall indicate this by the presence of the valueid-ar-collectiveAttributelnnerArea.
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An entry collection and its associated collective attributes are represented in the Directory information model by a
subentry, termed a collective attribute subentry, whose objectClass attribute has the value
id-sc-collectiveAttributeSubentry, as defined in clause 14. A subentry of this class may be the immediate subordinate
of an administrative entry whose administrativeRole attribute contains the value
id-ar-collectiveAttributeSpecificArea or id-ar-collectiveAttributelnnerArea.

Where there are different entry collections within a given collective attribute area, each shall have its own subentry.

The entry collection itself is defined by the value of the subtreeSpecification operational attribute of the subentry. This
value defines the scope of the collective attribute subentry. The user attributes of the subentry are the collective
attributes of the entry collection.
NOTE 1 — Because subtree refinement is based on object class, the association of collective attributes with object entries can be
done in a manner that naturally extends the schema for these entries. For example, the organizationalPerson entries of an
organization might be extended with a set of collective attributes appropriate for all persons affiliated with the organization by

the creation of a subentry whose associated subtree is refined to include only organizationalPerson entries and which contains
the org"ni7aﬁnn'c set_of collective attributes Ar‘ldifinnnll\ll, aDIT Content Rule for such-entries\would-need-to be defined to allow

collectiye attributes to become visible in the entries.

Collectivelattribute types and non-collective attribute types differ semantically. An attribute type capahle of [expressing
collective gemantics shall be designated as a collective attribute type at the time of its definition.

NOTE 2 — Merging procedures employed by the Directory in the case of independent sources of values'of a collectjve attribute
type ard described in ITU-T Rec. X.511 | ISO/IEC 9594-3.

Collective|attributes may be excluded from appearing in a particular entry through use*of the collectiveHxclusions
attribute defined in clause 14.

12.8 [[nfor mation model for context defaults

An autongmous administrative area may be designated as a context default specific administrative arga in order
to deploy| and administer context defaults. This shall be dndicated by the presence of fhe vaue
id-ar-contgxtDefaultSpecificArea in the associated administrative éntry's administrativeRole attribute (in pddition to
the presenge of the value id-ar-autonomousArea, and possibly other values).

Such an alitonomous administrative area may be partitioned ‘in-order to deploy and administer context defaults in the
specific partitions. In this case, the administrative entries foreach of the context default specific areas are injdicated by
the presenge of the value id-ar-contextDefaultSpecificArea in these entries' administrativeRole attribute.

If an autorjomous administrative areais not partitioned, there is a single specific administrative area for context defaults
encompassing the entire autonomous administrative area.

Context défaults are represented in the Directory Information model by a subentry, termed a context default subentry,
whose objgctClass attribute has the value'id-sc-contextAssertionSubentry as defined in 14.7. A subentry df this class
may be the immediate subordinate of. an’ administrative entry whose administrativeRole attribute containg the value
id-ar-contextDefaultSpecificArea,

The con;g:rdefault subentry @defines a set of context assertions, any one of which is applied whenever there is no
context tion applicable'to/a given attribute type specified by the user when accessing the portion of the I T defined
by the subtreeSpecification’ operational attribute of the subentry. Application of default context assertions i$ described
in8.9.2.2,and in 7.6.L0f-ITU-T Rec. X.511 | ISO/IEC 9594-3.
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SECTION 6 — THE DIRECTORY SCHEMA

Directory Schema

Definitions

For the purposes of this Directory Specification, the following definitions apply:

1311
13.1.2

attribute syntax: The ASN.1 data type used to represent values of an attribute.

directory schema: The set of rules and constraints concerning DIT structure, DIT content, DIT context use,
object classes, and attribute types, syntaxes and matching rules which characterize the DIB. The Directory Schema is
manifested as a set of non-overlapping subschemas each governing entries of an autonomous administrative area (or a
subschema qppr‘ifir‘ partitinn thprmf) The I‘)irprmry schema is concerned nnly with I‘)irpr*mry User Informati

on.

13.1.3

dir ectory) subschema: The set of rules and constraints concerning DIT structure, DIT content; 6b)|

and attribte types, syntaxes and matching rules which characterize the DIB entries withinhan a
administr}ive area (or a subschema specific partition thereof).

1314

the auxilid

DIT content rule: A rule governing the content of entries of a particular structural.object class.

the indicatpd structural object class.

13.15

DIT context use: A rule governing the context types that may be associated with attribute values o

attribute tyjpes. It specifies the permitted and the mandatory context types for the@ttribute type.

13.1.6

DIT structure rule: A rule governing the structure of the DIT by specifying a permitted

subordinate entry relationship. A structure rule relates a name form, and therefore a structural object class,
structure rjles. This permits entries of the structural object class identified by the name form to exist in
subordinates to entries governed by the indicated superior structurerules.

13.1.7
appliesto

13.1.8

g,overning structure rule (of an entry): With respect\to a particular entry, the single DIT structu
he entry. Thisruleisindicated by the governingStructureRule operational attribute.

ame form: A name form specifies a permissible RDN for entries of a particular structural obje

name forn identifies a named object class and one ar:imore attribute types to be used for naming (i.e., for
Name forms are primitive pieces of specification used’in the definition of DIT structure rules.

NOTE
admini

13.1.9
superior.

132

+ Name forms are registered and have global scope. DIT structure rules are not registered and have the 3

grative area with which they are associated.

superior structure rule: With.respect to a particular entry, the DIT structure rule governing

QOverview

The Direcfory Schema is'a set of definitions and constraints concerning the structure of the DIT, the pog
entries areir:amed, thednformation that can be held in an entry, the attributes used to represent that informatia

organi zati
attributes
NOTE

Formally,

n into hierarchies to facilitate search and retrieval of the information and the ways in which
ay be'matched in attribute value and matching rule assertions.

| —The-schema enables the Directory system to, for example:

ect classes
L itonomous

t specifies

Iy object classes and additional attribute types permitted to appear, or excluded-from appearing, in entries of

f particular

superior to
to superior
he DIT as

e rule that

ct class. A
the RDN).

icope of the

the entry's

Ssible ways
n and their
values of

nravent-tha-croation-aof-craberdipata-cntriec-of-thawwraona ohiocot olaocc (oo o cointing oo o ciilhardinata of o
trc-creceron SCOrar e S-St eSS Ortre Yo Crrrer e

prevene Or ot T g O Cer oo (e gt SOttty ot Seoor o Or

alperson);

—  prevent the addition of attribute-types to an entry inappropriate to the object-class (e.g., a serial humber to a person's

entry);

—  prevent the addition of an attribute value of a syntax not matching that defined for the attribute-type (e.g.
string to a bit string).

the Directory Schema comprises a set of:
a) Name Formdefinitions that define primitive naming relations for structural object classes;

b) DIT Sructure Rule definitions that define the names that entries may have and the ways in
entries may be related to one another in the DIT;

, aprintable

which the

¢) DIT Content Rule definitions that extend the specification of allowable attributes for entries beyond those

indicated by the structural object classes of the entries;
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d) Object Class definitions that define the basic set of mandatory and optional attributes that shall be
present, and may be present, respectively, in an entry of a given class, and which indicate the kind of
object class that is being defined (see 7.3);

€) Attribute Type definitions that identify the object identifier by which an attribute is known, its syntax,
associated matching rules, whether it is an operational attribute and if so its type, whether it is a
collective attribute, whether it is permitted to have multiple values and whether or not it is derived from
another attribute type;

f)  Matching Rule definitions that define matching rules;

g) DIT Context Use definitions that govern the context types that may be associated with attribute values of
any particular attribute type.

Figure 11 illustrates the relationships between schema and subschema definitions on the one side, and the DIT,
directory entries, attributes, and attribute values on the other.

s N
Directory rulesfor N Directory
Schema e Information Tree
|\ J
uses l T belong to
e \
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DIT Structure Rule "l AdministrativeAreas
| J
uses | 1 bel ong to
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Object Class
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DIT Context Use 7 Attributes
. J/
use l T belong to
" I I f
ASN.1 type rules for -
Matching Rule 7 Values
| J
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Figure1ll — Overview of Directory Schema

Figure 11 isinterpreted as follows:
1+ theitemslisted-vertically on the |eft represent elements of schema;

+ the items.listed vertically on the right represent instances of corresponding schema items, instantiated
according to the rules defined by these schemaitems;

4+ therelationship between items of schemaisillustrated by the "uses' relationship;

1 “\Sthe relationship between instances of different aspects of schema is illustrated using the "fbelong to"
relatronship.

The Directory Schema is distributed, like the DIB itself. It is manifested as a set of non-overlapping subschemas each
governing entries of an autonomous administrative area (or a subschema specific partition thereof). A subschema
administrative authority establishes the rules and constraints constituting the subschema.

The subschema administrative authority may elect to use individual elements of the Directory Schema having global
scope which are defined in these Directory Specifications: name forms, object classes and attributes (types and
matching rules). It may also choose to define alternatives to these elements more appropriate to its own environment or
it may choose some intermediate approach, using both standardized and proprietary schema elements.

The subschema administrative authority defines those schema elements whose scope is limited to the subschema: DIT
structure rules, DIT content rules, and DIT context use. In addition, the subschema administrative authority may also
specify which matching rules are applicable to which attribute types.
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The Directory Schema is concerned only with directory user information. Although some support for the specification
of operational information is provided in the notation defined in this clause, the regulation of Directory Administrative
and Operational Information is the concern of the Directory System Schema.

NOTE

2 —The Directory System Schemais described in clause 14.

133 Object class definition

The defini

tion of an object classinvolves:

a) indicating which classes this object classis to be a subclass of;
b) indicating what kind of object classis being defined;

0)

1331  $ubclassing

There are

Thereisol
is an abstr

13.3.2

Every entry shall contain an attribute of type objectClass to identify the object classes and superclasses td

entry belo

There sha
superclasses. top may be omitted.

An entry's|structural object classes shall not be changed, The initial values of the objectClass attribute are g
the user when the entry is created.

Where au

object clagses and their superclasses alowed by a DIT content rule. If a value for an alowed auxiliary obj
present, then values for the superclasses.ofithe auxiliary object class shall also be present.

Where theg objectClass attribute contains an object identifier value for an auxiliary object class, then the
contain the¢ mandatory attributesindicated by that object class.

| — The requirement that the objectClass attribute be present in every entry isreflected in the definition of tog.

NOTE

NOTE
top isr
NOTE

In conjungtion with the applicable DIT content rules, the Directory enforces the defined object class for eve

the DIB.

allowed by the'entry's DIT content rule shall fail

NOTE

@) assigning an object identifier for the object class.
NOTE + Collective attributes shall not appear in the attribute types of an object class definition.

+ only abstract object classes shall be superclasses of other abstract object elasses.

mandatory attribute types of all its superclasses;
) listing the optional attribute types that an entry of the object class may contain in addition to t

listing the mandatory attribute types that an entry of the object class shall contain in addition to the

he optional

attributes of all its superclasses;

flestrictions on subclassing, namely:

e special object class, of which every structural object classis a subclass: This object classis callg
t object class.

Dbj ect class attribute

rlugs. The definition of this attribute is given in 13.4.8. This attribute is multi-valued.

be one value of the objectClass attribute for the‘entry's structural object class and a value for

iliary object classes are used, an .entry may contain values of the objectClass attribute for th

2 — Because an object-Class is considered to belong to all its superclasses, each member of the chain of superd
resented by a'value in the objectClass attribute (and any value in the chain may be matched by afilter).

— Access/Control restrictions may be placed on modification of the objectClass attribute.

ny -attempt to modify an entry that would violate the entry's object class definition that is no

ed top. top

which the

each of its

rovided by

e auxiliary
ect classis

entry shall

lasses up to

Yy entry in
explicitly

4 —|n particular, the Directory will ordinarily prevent:

a)  attribute types absent from an entry's structural object class definition and not permitted by the entry's DIT content rule
being added to an entry of that object class;

b)  anentry being created with one or more absent mandatory attribute types for an object class of the entry;
¢) amandatory attribute type for the object class of the entry being deleted.

13.3.3  Object class specification

Object classes may be defined as values of the OBJECT-CLASS information object class:

OBJECT-CLASS ::= CLASS{
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,
&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,
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&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[ SUBCLASS OF &Superclasses ]
[ KIND &kind ]
[ MUST CONTAIN &MandatoryAttributes ]
[ MAY CONTAIN &OptionalAttributes ]
ID &id }
ObjectClassKind ::= ENUMERATED {
abstract 0),
structural (1),
auxiliary 2)}

For an object class which is defined using this information object class:

a) &Superclasses isthe set of object classes which are its direct superclasses;

6
The object]

top OBJE
KIN
MU
ID

alias OBJECT-CLASS ::= {

SuU
MU
ID

NOTE
Authori

parent OF
KIN
ID

child OBJ
KIN
ID

Neither th¢ parent nor the child-object classes shall be combined with the alias object classto form an alias 6

The parer
presence d

added or eﬁnoved when-the result is consistent with the architecture of compound entries (e.g., the subg
b

family m
NOTE
Thiswi

T &RMd TS TS KT,
)  &MandatoryAttributes isthe set of attributes which entries of that class shall contain;
)

&OptionalAttributes is the set of attributes which entries of that class may contain,| excep
attribute appears in both the mandatory and optional sets, it shall be considered mandatory;

)  &id isthe object identifier assigned to it.
classes previously mentioned (top and alias) are defined below:

CT-CLASS ::= {

D abstract
ST CONTAIN  { objectClass }
id-oc-top }

BCLASS OF {top}

ST CONTAIN  { aliasedEntryName }
id-oc-alias }

| — The object class alias does not specify appropriate, attribute types for the RDN of an alias entry. Ad
ies may specify subclasses of the class alias which specify useful attribute types for RDNs of alias entries.

JECT-CLASS ::= {
D abstract
id-oc-parent }

ECT-CLASS ::= {
D auxiliary
id-oc-child-}

t object class js'derived by the presence of an immediately subordinate family member, mar
f achild objectielass value. It may not be directly administered. The child object class value m

ers shall.always have achild object class).

P — The object classes parent and child do not specify any appropriate attribute types for the RDNs of fami
| bedone in the normal way via the appropriate structural object classes and name forms for these entries.

that if an

ministrative

ntry.

ed by the
Ay only be
rdinates of

y members.

13.4  Attributetype definition

The definition of an attribute type involves:

a)

supertype;

b) specifying the attribute syntax for the attribute type;

0)
d)

e) indicating whether the attribute type is operational or user;

f

) optionaly indicating that a user attribute typeis collective;

g) optionaly indicating that an operational attribute is not user modifiable;
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h) for operational attributes, indicating the application;
i)  assigning an object identifier to the attribute type.

Any user attribute can be identified by an administrative authority as an anchor attribute, having friend attributes.
Therefore, the attribute type definition does not identify the friends of an anchor attribute. This may vary from
subschema to subschema.

13.4.1 Operational attributes

Some operational attributes are under direct user control. In other cases, the operational attribute's values are controlled
by the Directory. In the latter case, the definition of the operational attribute shall indicate that no user modifications to
the attribute values are permitted.

The specification of an operational attribute type shall indicate its application, which shall be one of the following:
—  Directory operational attribute (e.g., access control attributes);

+ DSA shared operational attribute (e.g., a master-access-point attribute);

4+ DSA gspecific operational attribute (e.g., a copy-status attribute).

13.4.2  Attribute hierarchies

An attribute hierarchy shall contain either user attributes or operational attributes but notbeth. It follows fthat a user
attribute spall not be derived from an operationa attribute, and that an operational attribute,shall not be derijved from a
user attribiite.

An operatjonal attribute that is a subtype of another operational attribute shall “\have the same application as its
supertype.

If an attribute type is not a subtype of another attribute type, the attribute syntax and matching rules (if appli¢able) shall
be specifigd in the attribute type definition. Specifying an attribute syntax shall be done by directly spetifying the
ASN.1 datp type.

If an attribute type is a subtype of an indicated type, the definition need not specify an attribute syntax, in wh|ch case its
attribute syntax is that of its direct supertype. If the attribute syntax is indicated and the attribute has a direct| supertype,
the indi syntax shall be compatible with the supertype's,syntax, i.e., every possible value satisfying the attribute's
syntax sha|l also satisfy the supertype's syntax.

If an attribute type is a subtype of another attribute type, the matching rules applicable to the supertype are agplicable to
the subtypk, unless extended or modified in the definition of the subtype. A matching rule defined for a supgrtype may
not be removed when defining a subtype.

13.4.3 riend attributes

The list of friends of an anchor attribte shall only contain user attributes. The relationship imposes ng restraints
whatever gn the semantics, syntax,\er other characteristics of afriend attribute.

NOTE + An anchor attribute.may be defined as adummy attribute.

13.4.4
An operatipnal attribute shall not be defined to be collective.

ollective attributes

A user attifibutemay be defined to be collective. This indicates that the same attribute values will appear in|the entries
of an entry| callection subject to the use of the collectiveExclusions attribute.

Collective attributes shall be multi-valued.

13.45 Derived attributes

A derived attribute is one that contains information using the syntax of attribute information, but where the values are
computed as returned rather than being held in the DIB.

The family-information derived attribute is introduced for use in the Directory service for the containment of family
information. Its characteristics are defined in 7.7.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

DSAs may aso use derived attribute technology to provide other attributes. For example, all operational attributes that
include the AccessPoint value of a specific DSA may (and probably should) derive the value from a single source of
the information, which may be suitably administered.
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13.4.6 Attribute syntax

If an equality matching rule is specified for the attribute type, the Directory shall ensure that the correct attribute syntax

isused for every value of this attribute type.
13.4.7 Matchingrules

Equality, ordering and substrings matching rules may be indicated in the attribute type definition. The same matching

rule may be used for one or more of these types of matches if the semantics of the rule allows for more than o
different types of matches.
NOTE 1 — Thisfact should be reflected in the definition of the indicated matching rule.

If no equality matching rule isindicated, the Directory:

ne of these

a) treats values of this attribute as having type ANY, i.e., the Directory may not check that those values

conform with the data type or any other rule indicated for the attribute;

[
q

does not permit the attribute to be used for naming;
does not alow individual values of multi-valued attributes to be added or removed;

— ~— —

d) doesnot perform comparisons of values of the attribute;

&) will not attempt to evaluate AVAs using values of such an attribute type.

If an equaljity matching rule isindicated, the Directory:

a) treatsvalues of this attribute as having the type defined in the & Type fiéldjin the attribute's de
that of the attribute from which the attribute is derived);

b) will use the indicated equality matching rule for the purpose-of_evaluating attribute valug
concerning the attribute;
¢) will only match a presented value of a suitable data type as pecified in the attribute type defin

NOTE 2 — This subclause applies equaly to an attribute whose equality jmatehing rule uses an assertion syntax differ
syntax ¢f the attribute type.

If no ord
provided

ing matching rule is indicated, the Directory shall treat any assertion of an ordering match using
the Directory Abstract Service as undefined.

If no sub:
provided

ings matching rule is indicated, the Directory shall treat any assertion of a substring match using
the Directory Abstract Service as undefinéd.

An attribute type shall only specify matching ruleswhose definition applies to the attribute's attribute syntax.

13.4.8 ttribute definition
Attributesmay be defined as values of(the ATTRIBUTE information object class:

ATTRIBUTE ::= CLASS {

finition (or
assertions

tion.
ent from the

the syntax

the syntax

&dgrivation ATTRIBUTE OPTIONAL,

&Type OPTIONAL, -- either &Type or &derivation required --

&equality-match MATCHING-RULE OPTIONAL,

&oildering-match MATCHING-RULE OPTIONAL,

&sUbstringsfmatch MATCHING-RULE OPTIONAL,

&sipgle-valued BOOLEAN DEFAULT FALSE,

&cqllective BOOLEAN DEFAULT FALSE,

&dlimmy BOOLEAN DEFAULT FALSE,

-- Operatenal-edensons

&no-user-modification BOOLEAN DEFAULT FALSE,

&usage AttributeUsage DEFAULT userApplications,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ SUBTYPE OF &derivation ]

[ WITH SYNTAX &Type]

[ EQUALITY MATCHING RULE &equality-match ]

[ ORDERING MATCHING RULE &ordering-match ]

[ SUBSTRINGS MATCHING RULE &substrings-match ]

[ SINGLE VALUE &single-valued ]

[ COLLECTIVE &collective ]

[ DUMMY &dummy |

[ NO USER MODIFICATION &no-user-modification ]

[ USAGE &usage ]

ID &id }
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AttributeUsage ::= ENUMERATED {
userApplications 0),
directoryOperation 2),
distributedOperation (2),
dSAOperation 3)}

For an attribute which is defined using this information object class:

a)
b)
0
d)
e

&derivation isthe attribute, if any, of which it is a subtype;
&Type isits attribute syntax. This shall be an ASN.1 type;
&equality-match isits equality matching rule (if any);
&ordering-match isits ordering matching rule (if any);
&substrings-match isits substrings matching rule (if any);

)

&single-valued 1s TRUE IT 1T IS SiNgle valued, and 1alSe Otherwise,

&collective isSTRUE if it isacollective attribute, and false otherwise;

&dummy is TRUE if it isadummy attribute, and FALSE otherwise;

&no-user-modification isTRUE if it isan operational attribute which cannot bemodified by the user;

&usage indicates the operationa usage of the attribute. userApplications éans it is a usar attribute,
directoryOperation, distributedOperation, and dSAOperation mean it is)a directory, distributed, or
DSA operational attribute respectively;

&id isthe object identifier assigned to it.

The attriblite types defined in the first edition of this Directory Specificatiorn,)which are known to and used by the

Directory for its own purposes, are defined as follows:

objectClags ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch

ID id-at-objectClass }
aliasedEnfryName ATTRIBUTE ::={

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

ID id-atsaliasedEntryName }

NOTE + The matching rules referred to in these definitions are themselves defined in 13.5.2.

The objedtClass and aliasedEntryName attributes are defined as user attributes even though they arg used for
Directory pperations and semantically should be defined as operational. This is because these attributes werg defined as
user attribites before the operationa attribute concept and must remain as user attributes to facilitate inferworking

between systems implementing different editions of this Directory Specification.

135 Matching rule'definition

1351 OQverview

The definifion.of-a matching rule involves:

&
b)
0)
d)

e

optioratty defimmy the parent matchimg rates fromwhichr the present matchmg Tote ey bederived;
defining the syntax of an assertion of the matching rule;
specifying the different types of matches supported by the rule;

defining the appropriate rules for evaluating a presented assertion with respect to target attribute values
held in the DIB;

assigning an object identifier to the matching rule.

A matching rule shall be used to evaluate attribute value assertions of attributes indicating the rule as their equality
matching rule. The syntax used in the attribute value assertion (i.e., the assertion component of the attribute value
assertion) is the matching rule's assertion syntax.

A matching rule may apply to many different types of attributes with different attribute syntaxes.
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The definition of a matching rule shall include a specification of the syntax of an assertion of the matching rule and the
way in which values of this syntax are used to perform a match. This does not require afull specification of the attribute
syntax to which the matching rule may apply. A definition of a matching rule for use with attributes with different
ASN.1 syntaxes shall specify how matches shall be performed.

The applicability of defined matching rules to the attributes contained in a subschema specification (over and above the
matching rules used in the definition of these attribute types) is indicated through the subschema specification
operational attribute matchingRuleUse, defined in 15.7.7.

13.5.2  Matching rule definition
Matching rules may be defined as values of the MATCHING-RULE information object class:

MATCHING-RULE ::= CLASS {

&ParentMatchingRules MATCHING-RULE OPTIONAL,

&AssertionType OPTIONAL,

&urhiqueMatchIndicator ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ PARENT &ParentMatchingRules ]

[ SYNTAX &AssertionType ]

[ UNIQUE-MATCH-INDICATOR &uniqueMatchlindicator ]

ID &id }

For amatching rule which is defined using this information object class:

a) &ParentMatchingRules field is used if the matching rule being defined combines the charaqteristics of
two or more other matching rules. It is given as a set of two or.more object identifiers for the matching
rules that supply the basic characteristics of the matching rule being defined (e.g., matching algorithm); it
shall be omitted for a basic matching rule.

D) &AssertionType is the syntax for an assertion using.this matching rule; if it is omitted, the assertion
syntax is the same syntax as that of the attribute theule is applied to unless the matching rule specifies
otherwise. If it is present, it may specify arestriction'on the parent matching rule(s) if present, but in this
case it shall be compatible with the syntax forithe parent matching rule(s) (i.e., a value complying with
&AssertionType shall also comply with &AssertionType for the parent matching rule(s)).

¢) &uniqueMatchindicator is a notification attribute type. When present, unique matching is refuired. For
a mapping-based matching rule (see 13.6), that means mapping against the mapping table shall yield an
unambiguous result. If there are multiple matches against the mapping table, the search requést shall be
regjected with a serviceError, with problem ambiguousKeyAttributes. In addition, a notification
attribute of the type specified by this field shall be placed in CommonResults of the error retyrned.

NOTE 1 — Such a situation canoecur in geographical matching when, for example, an assertion can specify "Newton"

asalocality in the United Kingdom,; there are many distinct towns with this name, which need to be distinguished by a
qualifier (e.g., "Newton, Cambs").

d) &id isthe objectidentifier assigned toit.

If two or more matching rules/are used for ParentMatchingRules, the result is a combined matching rule thet returns a
result, for yalues that arescompatible with AssertionType, as prescribed by the following rule:

a) if theTesult of any parent matching ruleis TRUE, the combined matching rule shall return TRUE;

) otherwise, if the result of any parent matching rule is FALSE, the combined matching rule ghall return
FALSE; or

¢ otherwiseg, thecombimedmatchimg ruteshattreturmomndefimed:

The following table shows the rules of combination of two matching rules A and B; the table could in principle be
extended into multiple dimensions, with similar result patterns, to cover the case of three or more parent matching rules:

Rule A
TRUE FALSE UNDEFINED
TRUE TRUE TRUE TRUE
Rule B FALSE TRUE FALSE FALSE
UNDEFINED TRUE FALSE UNDEFINED

By combining matching rules as specified above, it is possible to obtain valid matching in cases where the matching
would otherwise fail.
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NOTE 2 — A specific case of the use of a parent matching rule is with the combination of an arbitrary matching rule with the
specia matching rule ignorelfAbsentMatch. The latter causes a filter-item to return TRUE if the attribute is absent; if it is
present, the normal rules apply. This enables a search filter to examine entries when some attributes specified in the search filter
are absent. See 8.7.1 of ITU-T Rec. X.520 | ISO/IEC 9594-6.

The objectidentifierMatch matching rule is defined as follows:

objectldentifierMatch MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
ID id-mr-objectldentifierMatch }

A presented value of type object identifier matches a target value of type object identifier if and only if they both have
the same number of integral components, and each integral component of the first is equal to the corresponding
component of the second. This matching rule is inherent in the definition of the ASN.1 type object identifier.
objectldentifierMatch is an equality matching rule.

Thed|st|n ’;IIiChDI‘I’\leD'\AD"r‘h isdefined ncfnlln\nlc:

distinguishedNameMatch MATCHING-RULE ::= {
SYINTAX DistinguishedName
ID id-mr-distinguishedNameMatch }

A presentgd distinguished name value matches a target distinguished name value if and onlycifvdl of the following are
true:

a) thenumber of RDNsin each isthe same;
In) corresponding RDNs have the same number of AttributeTypeAndValue;

¢) corresponding AttributeTypeAndValue (i.e., those in corresponding RDNs and with identical attribute
types) have attribute values which match as described in 9.4.

distinguishedNameMatch is an equality matching rule.

13.6 Relaxations and tightenings

Relaxation and tightening are functions that in a systematic way modify the matching of one or more filtgr items. If
relaxation is performed, the modification of the matchingds-done in such a way as to increase the likelihood of having
more mat¢hed entries. Relaxation is performed when, the number of matched entries is below a certain{minimum.
Tightening is performed in a similar way when the aumber of matched entries is above a certain maximum| There are
two modeg of relaxation/tightening:

a) thematching rule applied for a‘particular attribute type can be replaced by matching rule substitution in a
stepwise fashion until the required effect is achieved or the possibilities have been exhausted |as detailed
in 13.6.1; and

In) the relaxation/tightening can be applied as part of a mapping-based matching as detailed in 13)6.2.

13.6.1 Matching rule substitution

The matching rule substitution can be controlled by a governing-search-rule within a service-specific adrpinistrative
area (see [16.10.7). It¢¢an aso be controlled by the user in the search request (see 10.2.1 of ITU-T Rec. X.511 |
I SO/IEC 9594-3). In both cases, the RelaxationPolicy construct, as defined in 16.10, controls the substitution.

Relaxatiorjtightening by matching rule substitution modifies the action of a filter by systematically subsfituting the
previoudy| @pplicable matching rules for selected attributes onto matching rules that provide looser (or tighter)
matching. 'avillg retaxed;or Ligi Ttered by TTatct |i||g rotesubstitotron; thewhoteof thesearch process rsTecevaluated on
the same set of entries within the scope of the search. Re-evaluation can continue until no more relaxations exist, or
until a satisfactory return (less than or equal to maximum, or more than minimum, by reference to the controlling
RelaxationPolicy elements) is made.

The result is that the filter remains the same for each re-evaluation, but the individual matching rules used to evaluate
the filter undergo a substitution as necessary (see Figure 12). Relaxation may either be evaluated on a DSA by-DSA
basis, using no coordinated relaxation between DSAS, or may aternatively use the chainedRelaxation component of
ChainingArguments to define what relaxation is to be used.
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Figure 12 —Matching rule substitution

When a rdlaxation policy is to be used, the DSA before starting a local search makes a basic substitutign for each
attribute tylpe for which a basic substitution is defined, as specified by the relaxation policy.
NOTE 1 — A particular useful application of basic substitution is, as an example, for the localityName attribute type o substitute

the casglgnoreSubstringMatch matching rule with the generalwordMatch matching rule in situations where this matching rule
is morejappropriate and the user is expected to formulate asubstrings filter item accordingly.

If too few|entries result from the search, as applied to this particular DSA, the first relaxation policy is apglied; if too
few entries still result, the next relaxation policy is applied; and so on.

Similarly, jf too many entries result from the search, the first tightening policy is.applied in asimilar fashion. There is
no reversal from atightening to arelaxation, or vice versa.

A relaxatipn applied by one set of MRSubstitution for a particular attribute ‘applies until countermanded py another
MRMapping. The countermanding can be explicit by specifying the matching rule, or implicit by omitting the
oldMatchipgRule identifier.

If arelaxed evaluation is performed due to too few results from the previous evaluation, and if too many |results are
returned ffom the relaxed evauation, some or al of the results from the relaxed evaluation shall be retprned. If a
tightened gvaluation is performed due to too many results from the previous evaluation, and if too few are retpirned from
the tighterjed evaluation, some or al of the results from the previous evaluation shall be returned. In eithgr case, the
relaxation pr tightening process stops.

An applicdble relaxation policy applies both to filter*or extendedFilter, as appropriate.
NOTE 2 — Because relaxation allows filter item-evaluations to be relaxed or tightened for the ordinary filter, the need for
extendef filters to achieve more complex filtéring is diminished.

A DSA may supply the proposedRelaxation notification attribute (see 6.13.15 of ITU-T Rec. X.520 | ISO/IEC 9594-6)
in a seargh result within the notification subcomponent of the PartialOutcomeQualifier. The information here can
then in a sfibsequent search request-be used as a user-supplied relaxation policy.

As an ultinhate case of relaxation, a policy can cause a particular filter item to be evaluated as TRUE (or FALSE, if the
filter-item|is negated) in.accordance with the nullMatch matching rule.

Within a |service gpe€ific administrative area, validation against search-rules is performed after posgible basic
substitutiops have been made, as dictated by the search-rule against which the search request is being ejaluated. A
governing{search-rule is selected prior to any subsequent matching rule substitution, including possible basic
substitutiops specified in the search request.

13.6.2 Mapping-based matching

Mapping-based matching is relevant for the Search operation when the users' conception of the real world may in
several ways differ from the idealized model often used by the Directory. As an example, users notions of locality
names and how localities relate to each other may be quite different from how localities are represented in the
Directory. To bridge that gap and to improve the rate of successful searches, it is essential to have a mapping between
the users conception of some real-world objects, including their mutual relationships, and the Directory model for the
same objects. The same mapping should aso alow for "fuzzy" matching, i.e., alowing some attribute values to reflect
more than their precise definition.

NOTE 1 - As an example, a user may specify alocation name in the filter, but the object being looked for may be close to the
border in a neighbouring location.

The mapping-based matching is applicable to geographical aspects of White Pages searches, business category aspects
of Yellow Pages searches, etc.
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The mapping-based matching employs some intermediate table, a mapping table, in order to control the mapping. The
exact behaviour of a mapping-based matching and the structure of the mapping table are local matters. However, the
basic principle for the technique is common asillustrated in Figure 13.

Using this

M apping-based matching Mapped
filter items
Mappable
filter items R
for specified o _ E
attribute types List of possible >
matchable . >
> values Mapping >
> (Intermediate algorithm >
< table) Result
> SN
j X.501_F13

Figure 13 — Mapping-based matching
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Directory
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request co
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search beh

hpping table and some kind of mapping agorithm. This mapping results’ in some new filter it
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br of mapped filter items does not need to be the same as the pumber of mappable filter items,
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This model of the real world may only involve a subset of the attribute types used by a user in a Search request, and
possibly only a single attribute type is relevant. As an example, in considering amodel of the real world with respect to
localities, only locality-related attribute types would be relevant to consider. Filter items not referring to such attribute
types are not mapped, but are retained and used together with the mapped filter items for entry match.

A model of the real world is used for establishing a mapping table of matchable values, i.e., a set of values to be
potentially matched against the mappable filter items. How this mapping table of matchable values is established is a
local matter. Matching against this mapping table can then result in zero or more matches. Each match results in one or
more mapped filter items. The mapping algorithm determines how the mapped filter items are applied against entries.
How thisis doneis aloca matter. It could be based on values of traditional attributes in the entries or it could be based
on values planted in the entries that have no meaning outside the Directory, e.g., numeric identifiers.

The way mapping is employed and the resulting mapped filter items are handled is conveniently specified by referring
to subfilters as defined in 16.5 and further detailed in Annex Q. The concept of subfilters is only used here as a
descriptive tool. An implementation can use any other algorithm giving the same result.

Each subfi,.ter is evaluated against the mapping table, and the resulting mapped filter items are combined@ith the non-
mapped filter items in away determined by the detailed mapping algorithm. The resulting matched entries'are the union
of the entries matched by each of the subfilters.

NOTE 3 — In many situations, the mappable filter items will be replaced by alogical OR of the mapped filter items.

There are |n principle two different modes of mapping. Each mappable filter item could be‘mapped one at the time, or
multiple cpmbinable mappable filter items could be used to satisfy a single match against’the mapping tablg. Multiple
filter itemg are applicable to a single mapping-based match if and only if they are comhinable filter items; thét is to say,
contained gs elements within a single subfilter.
NOTE 4 — For example, two separate geographical names ANDed together in a subfilter can be used to spec|fy a single
geographica location of useful size, where the use of a single geographical name may specify an ambiguous|or oversize
geographical location.

The matchiing of a filter item against the mapping table is performed {sing the matching rule implied or specified by
that filter {tem, possibly after a basic matching rule substitution either specified in the governing-search-rdile (if any)
and in the fearch request.
NOTE % — This could involve a complex matching rule like generalWordMatch defined in ITU-T Rec. X.520 | ISOfIEC 9594-6
allowing word rotation, word truncation, approximate word match; etc.

NOTE ¢ — These Directory Specifications do not specify fiow an implementation combines the relevant matching|rules into a
combingd matching. It is expected that implementation may restrict what combinations of filter items and matching rples that are
supported.

If the mat¢hing attempted by a filter item or cembinable filter items against the mapping table does not result in any
match for pny subfilter, i.e., the match yields a-FALSE or undefined result, it will result in zero mapped filtgr items. If
there are npappable filter itemsin every subfjlter, the Search would yield no result. An error shall then be retyrned to the
user.

In some sifuations, e.g., in geographical zonal matching, it is a requirement that the matching against the mapping table
yields a single, unambiguousresult. If a subfilter matches more than one entry in the mapping table or |f different
subfilters match different entries in the mapping table, the search may return too many unwanted entrigs. Instead,
information is returned to the user to allow a new and better targeted search request to be initiated.

NOTE T — In asimpler-situation, the mappable filter items are just checked against the mapping table. If this match i$ successful,
the mappabl e filter, items are used unchanged.

The mappijng can be dynamic in the sense that the mapping can be adjusted (relaxed) if the search yields zerd or too few
matched @ntries. The detalls on how such a rel axat|on is performed are outside the scope: of theee Directory
Specificatio ' —potentially
causing more entries to be found. The relaxation shall be done in such away that when one additional step |n relaxation
istaken, all entries returned from previous steps are returned together with potentially some new entries.

The relaxation is performed in steps by specifying different levels of relaxation. A level of zero corresponds to no
relaxation. Level one corresponds to a first level of relaxation, etc. Figure 15 is an abstract way of illustrating this
stepwise relaxation mechanism. What the different levels of relaxations exactly imply is not defined by these Directory
Specifications. The relaxation level can be controlled by the RelaxationPolicy construct, which may be supplied in a
search-rule, in a search request, or both. This allows the relaxation of the mapping-based mapping and relaxation by
matching rule substitutions to be synchronized with each other, as both can be determined from each step of relaxation
as specified by the RelaxationPolicy.
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Figure 15 — Sear ch relaxation

The extenfledArea search control is an integer that provides an alternative way of controlling the level-of_relaxation for
a mappingtbased matching algorithm. It is part of the customization of a mapping-based mapping algorithm whether it
can be controlled by this search control.

If the extendedArea search control present in a search request and its use is allowed for a'mapping-based|agorithm,
any level [specification in the RelaxationPolicy, whether included in the search or ¢he’governing-seaich-rule, is
ignored.

The includeAllAreas search control option specifies the mode of relaxations\when this is controlled by the
extendedArea search control. If this option is set, the relaxing is performed as\described above, i.e., potentially more
entries arq returned for higher levels of relaxation (inclusive relaxation), M this option is not set, the uger is only
interested [in the result corresponding to the incremental relaxation (exclusive relaxation). The latter could be
interesting| if the user is stepwise relaxing and is not interested in gettifig entries that were returned in previpus results,
but only agiditional entries resulting from the latest step of relaxation;
NOTE 8 — There is no guarantee (particularly with a complex filter), that the user will not get some entries received previously,
nor that|all entries that could be of interest will be returned. For @xample, looking for French restaurants in Winkfielp could fail;
relaxing to look for al restaurants in the Winkfield area but excluding Winkfield would then cause the mixed-cuising White Hart
Inn restpurant in Winkfield to be left out of the search results:

Some mapping-based matching algorithms may not support exclusive relaxation or may be customized not o alow it.
In this cage, the includeAllAreas search control:Qption shall be ignored for that mapping function and|a possible
relaxation phall be performed as an inclusive relaxation.

In some environments, it may also be relevant to be able to specify anegative level for relaxation, which corfesponds to
atightening of the matching. In this casexthe includeAllAreas search control option has no significance and|is ignored,
if present. [Tightening may not be relevant for all types of mapping-based matching.

A DSA may simultaneously support several mapping functions, i.e., hold multiple mapping tables with corfesponding
mapping & gorithms. The reasons for multiple mapping functions could be:

a) The mapping function to be done is dependent on the type of application. Geographical zongd matching
(see 8.8 0NTU-T Rec. X.520 | ISO/IEC 9594-6) is a particular important application of mapjping-based
matching. Other examples are mapping-based matching for Yellow Pages searches, bibliographic
searehes, etc.

v) Wlthm a partlcular appllcatlon the detailed specification for how the mappmg is performed may vary

depend on the geographlcal area (e.g., as reflected by the baseObjeCt of the Search) or by the type of
search the user is attempting, i.e., based on information in the search filter. As another example, mapping
may depend on the language used in the request.

If multiple mapping functions are simultaneously applicable and the execution of one of these results in an exception
condition that shall be reported to the user, an implementation is not required to check whether multiple exceptions exist
(but it may do so).

A mapping-based mapping specification (see later) determines whether the extendedArea search control shal be
applicable for the mapping function in question. If several mapping functions are active for the same Search operation
and some of those can be controlled by extendedArea search control, they all perform simultaneous relaxation or
tightening according to the extendedArea search control, and if applicable, also to the includeAllAreas search control
option.
NOTE 9 — The example given earlier shows that using includeAllAreas with more than one mapping-based mapping can give
riseto difficulties.
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If the extendedArea search control specifies alevel of relaxation or tightening not supported by the DSA for some of
the mapping functions affected by that search control, then the DSA shall perform the mapping based on best effort. If
the extendedArea search control specifies alevel of relaxation or tightening not supported by the DSA for any of the
mapping functions affected by that search control, a searchServiceProblem notification attribute with the value id-pr-
unavailableRelaxationLevel shall be returned in the notification parameter of CommonResults.

NOTE 10— If the evaluation of a Search operation is distributed across multiple DSAs, such DSAs may employ different
mapping functions giving inconsistent result unless some coordination among the DSAs is established.

Although the details of mapping-based matching are local matters, it is possible to define the overall characteristics of
mapping-based matching by defining a special type of matching rules called mapping-based matching rules. Such a
matching rule is defined as an instance of the MATCHING-RULE information object class. However, it is different from
traditional matching rules in the sense that it does not specify matching in the traditiona sense and therefore does not
specify syntax for the matching. However, as part of its definition it gives specifications of its purpose, how it is applied
and how exceptlon conditions are handled The specmc behaviour of a mapping-based matching rule can partly be

arameteri zed)
ecify those
nstance of
such an information object cla$|sstored just that it is made available to the DSA in some way.
MAPPING{BASED-MATCHING
{ S¢lectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule } ::=
CLASS {
&sglectBy SelectedBy OPTIONAL,
&ApplicableTo ATTRIBUTE,
&sybtypesincluded BOOLEAN DEFAULT TRUE,
&cgmbinable BOOLEAN (combinable),
&mpppingResults MappingResult OPTIONAL,
&ugerControl BOOLEAN DEFAULT FALSE,
&ejclusive BOOLEAN DEFAULT “FRUE,
&mjpatching-rule MATCHING-RULE.&id (matchingRule),
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[ SELECT BY &selectBy |
APPLICABLE TO &ApplicableTo
[ SUBTYPES INCLUDED &subtypesincluded ]
COMBINABLE &combinable
[ MAPPING RESULTS &mappingResults]
[ UPER CONTROL &userControl.]
[ EXCLUSIVE &exclusive(
MAJTCHING RULE &matchingrule
ID &id }
The MAPHING-BASED-MATCHING infarmation object class has the following field specifications:

the information(object classis selected for a mapping-based mapping. The specialized information object
class shall, if\applicable, specify an ASN.1 type determining together with a textual descriptijon on how
the selection is to be performed. This component shall be ignored if the user in the search request
suppliesanon-empty mapping component of the RelaxationPolicy construct.

NOTE 11 —-1In principle, several instances possibly of different derived information object classes can be
selected by the same search request.

a) The &selectBy fieldhis a dummy reference for a specification of how an instance of aspeci%ization of

)\ {TFhe &ApplicableTo field specifies what filter items shall be considered mappable filtef items by
SpeciTyng The atribute Types for such THTer ftems, Any Titer tem for an airtbute type fisted by this
subcomponent is subject to mapping-based matching. This component shall always be present. Attribute
types listed by this component may not necessarily all be present in the filter. The value is determined by
the information object instance of a specialization of this information object class.

¢) The &subtypesincluded field is a value of boolean type which specifies whether an instance of a
derived information object class can accept subtypes of &ApplicableTo attributes, in addition to the
specified attribute types. If absent, subtypes are permitted, provided that they are not turned off by other
mechanisms. The value is determined by the information object instance of the derived information
object class.
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d) The&combinable field is a value of boolean type that, if TRUE, permits the mapping-based matching to
use multiple combinable filter items in the satisfaction of the match against the mapping table. The
combinable is a dummy reference for the value of this component to be determined by a specialization
of thisinformation object class.

€) The &mappingResults field is dummy reference for a specification on how exception conditions are
reported. The derived information object class shall specify an ASN.1 type for reporting relevant
exception conditions.

f)  The &userControl field is a value of boolean type which specifies whether an instance of a derived
information object class and its associated mapping-based matching rule can be controlled by the
extendedArea search control.

NOTE 12 — If several mapping-based matchings are simultaneously being applied, it may be appropriate to let
only one of these allow use of the extendedArea search control.

Q) The &excluswe field is a value of boolean type which specmes Whether an instance of a derived

X axation to
be performed. The value, if present, is determlned by the mformatlon object instance-of the derived
information object class. If the value is FALSE or if the DSA does not support exclusive’matching for
this mapping-based matching, this particular mapping shall act asif the includeAllAreds seafch control
option were set.

NOTE 13 - If several mapping-based matchings are simultaneously being applied;.itymay be apprqgpriate to let
only one of these allow exclusive relaxation.

) The &matching-rule field is a value of object identifier type identifyifg)the matching-baseql matching
rule for which this instance provides additional specification and which shall be applied for th¢ mapping-
based matching. The matchingRule dummy reference for the“walue of this component is to be
determined by a specialization of thisinformation object class, #hé matching rule specified shall be used
for the particular mapping-based matching.

i) The&id fieldisan object identifier allocated to the particul ar mapping-based mapping.

I‘V‘ g

13.7 DIT structure definition

13.7.1  Qverview

A fundaméntal aspect of the Directory schema is the specification of where an entry of a particular class may be placed
in the DIT|and how it should be named, considering;

4+ thehierarchical relationship of entriesinthe DIT (DIT structurerules);
4 theattribute or attributes used toform the RDN of the entry (name forms).

13.7.2 NName form definition

The definifion of aname form invelves:
a) specifying the named object class;

Iv) indicating the-mandatory attributes to be used for the RDNs for entries of this object class|where this
name formapplies,

¢) indicating the optional attributes, if any, that may be used for the RDNs for entries of this gbject class
where this name form applies;

d).</assigning an object identifier for the name form.

If different sets of naming attributes are required for entries of a given structural object class, then a name form shall be
specified for each distinct set of attributes to be used for naming.

Only structural object classes are used in name forms.

For entries of a particular structural object class to exist in a portion of the DIB, at least one name form for that object
class shall be contained in the applicable part of the schema. The schema contains additional name forms as required.

The RDN attribute (or attributes) need not be chosen from the list of permitted attributes of the structural object class as
specified in its structural or alias object class definition.
NOTE — Naming attributes are governed by DIT content rules and DIT context use in the same way as other attributes.

A name form is only a primitive element of the full specification required to constrain the form of the DIT to that
required by the administrative and naming authorities that determine the naming policies of a given region of the DIT.
The remaining aspects of the specification of DIT structure are discussed in 13.7.5.
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13.7.3 Nameform specification

Name forms may be defined as values of the NAME-FORM information object class:

NAME-FORM ::= CLASS {

&namedObjectClass OBJECT-CLASS,

&MandatoryAttributes ATTRIBUTE,

&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

NAMES &namedObjectClass

WITH ATTRIBUTES &MandatoryAttributes

[ AND OPTIONALLY &OptionalAttributes ]

ID &id }

For a name form which is defined using this information object class:

g
[
q
c

All attribute types in the mandatory and optional lists shall be different.

13.74 3

d &namedObjectClass isthe structural object classit names;

) &MandatoryAttributes isthe set of attributes which shall be present in the RDN of the entry it

governs,

)  &OptionalAttributes isthe set of attributes which may be present in the RDN of theentry it governs;

) &id isthe object identifier assigned to it.

btructural object class of an entry

Some sub:
object cl

Some subgchema specifications may include name forms for more than one structural object class per struct

class sup

In either g
superclass
applying t
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A DIT strycture rule is a specification provided by the subschema administrative authority which the Direct
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The set of
subschema

4d) aninteger identifier which is unique within the scope of the subschema;

hema specifications will include name forms for no more than oné structural object class pef
superclass chain represented in the subschema.

class chain represented in the subschema.

tase, with respect to a particular entry, only the most“subordinate structural object class in the
chain present in the entry's objectClass attribute determines the DIT content rule and DIT str
p the entry. This class is referred to as the structural object class of the entry and is indicg
DbjectClass operational attribute.

DIT structurerule definition
placement and naming of entries within the scope of the subschema. Each object and dias entry i

DIT structure rule. A subschemagoverning a subtree of the DIT will typically contain several DI
tting several types of entrieswithin the subtree.

cture rule definition includes:

) an indication of'the name form for entries governed by the DIT structure rule;
) the set efhallowed superior structure rules, if required.

L

structural

ural object

b structural
Licture rule
fed by the

Dry Uses to
5 governed
T structure

DIT structure rules for a subschema specifies the forms of distinguished names for entries governed by the

prm of the

A DIT str

Licture rule allows entries in_a given subschema to subscribe to a particular name form. The f

last RDN component of an entry's DistinguishedName is determined by the name form of the DIT structure rule

governing

the entry.

The namedObjectClass component of the name form (the name form's object class) corresponds to the structural
object class of the entry.

A DIT structure rule shall only permit entries belonging to the structural object class identified by its associated name
form. It does not permit entries belonging to any of the subclasses of the structural object class.

With respect to a particular entry, the DIT structure rule governing the entry is termed the entry's governing structure
rule. Thisrule may be identified by examining the entry's governingStructureRule attribute.

With respect to a particular entry, the DIT structure rule governing the entry's superior is termed the entry's superior

structurer
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An entry may only exist in the DIT as a subordinate to another entry (the superior) if aDIT structure rule exists in the
governing subschema which:

— indicates aname form for the structural object class of the entry; and

— dther includes the entry's superior structure rule as a possible superior structure rule or does not specify
asuperior structure rule, in which case the entry shall be a subschema administrative point.

If an entry which is itself a subschema administrative point is not included for the purposes of subschema
administration in its subschema subentry, then the subschema from the immediately superior subschema administrative
areais used to govern the entry.

Entries which are administrative point entries but have no subschema subentry (e.g., newly created administrative point
entries) have no governing structure rule. The Directory shall not allow subordinates to be created below such entries
until a subschema subentry has been added.

If an entry is converted to a new subschema administrative point, then the governing structure rule of al entries in the
new subschema administrative area is automatically changed to that implied by the new subschema.

IT structurerule specification

syntax of aDIT structure rule is expressed by the following ASN.1 type:

DITStructdireRule ::= SEQUENCE {

rulg¢ldentifier Ruleldentifier ,
-- shall be unique within the scope of the subschema
nameForm NAME-FORM.&id,

suferiorStructureRules  SET SIZE (1..MAX) OF Ruleldentifier OPTIONAL'}

Ruleldentifier ::= INTEGER

ondence between the parts of the definition, as listed in 13.7.5; and the various components of the ASN.1
above, isasfollows:

a) theruleldentifier component identifiesthe DIT structure rule uniquely within a subschema;

) the nameForm component of the DIT structurerudle specifies the name form for entries govened by the
DIT structurerule;

¢) thesuperiorStructureRules componentiidentifies permitted superior structure rules for entries governed
by the rule. If this component iscomitted, then the DIT structure rule applies to a pubschema
administrative point.

The STRUCTURE-RULE information object classis provided to facilitate the documentation of DIT structurg rules:

STRUCTURE-RULE ::= CLASS{

&nameForm NAME-FORM,
&SliperiorStructureRules \STRUCTURE-RULE OPTIONAL,
&id Ruleldentifier }

WITH SYNTAX {
NAME FORM &nameForm
[ SYPERIOR RULES &SuperiorStructureRules ]
ID &id }

13.8 DI ¥, content rule definition

13.8.1 VErview

A DIT content rule specifies the permissible content of entries of a particular structural object class via the
identification of an optional set of auxiliary object classes, mandatory, optional and precluded attributes. Collective
attributes shall be included in DIT Content rules if they are to be permitted in an entry.

A DIT content rule definition includes:
a) anindication of the structural object class to which it applies;
b) optionaly, anindication of the auxiliary object classes allowed for entries governed by therule;

c) optionaly, an indication of the mandatory attributes, over and above those called for by the structural
and auxiliary object classes, required for entries governed by the DIT content rule;

d) optionaly, an indication of the optional attributes, over and above those called for by the structural and
auxiliary object classes, permitted for entries governed by the DIT content rule;
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e) optionaly, an indication of optional attribute(s) from the entry's structural and auxiliary object classes
which are precluded from appearing in entries governed by the rule.

For any valid subschema specification, there is at most one DIT content rule for each structural object class.

Every entry in the DIT is governed by at most one DIT content rule. This rule may be identified by examining the value
of the entry's structuralObjectClass attribute.

If no DIT content rule is present for a structural object class, then entries of that class shall contain only the attributes
permitted by the structural object class definition.

The DIT content rules of superclasses of the structural object class for an entry do not apply to that entry.

AsaDIT content rule is associated with a structural object class, it follows that al entries of the same structural object
classwill have the same DIT content rule regardless of the DIT structure rule governing their location in the DIT.

An entry governed by a DIT content rule may, in addition to the structural object class of the DIT structure rule, be
associated|with a subset of the auxiliary object classes identified by the DIT content rule. This associationds feflected in
the entry'sjobjectClass attribute.

An entry's|content shall be consistent with the object classesindicated by its objectClass attributein the follgwing way:

4+ mandatory attributes of object classes indicated by the objectClass attribute shall” always bg present in
the entry;

+ optional attributes (not indicated as additional optional or mandatory in the DIT content rule) ¢f auxiliary
object classes indicated by the DIT content rule may only be present if the objectClasis attribute
indicates these auxiliary object classes.

Mandatory attributes associated with the structural or indicated auxiliary object-¢lasses shall not be precludgd in aDIT
content rulle.

13.8.2 DIT content rule specification
The abstragt syntax of aDIT content rule is expressed by the following ASN.1 type:

DITContentRule ::= SEQUENCE {
strdcturalObjectClass OBJECT-CLASS¥id,
auXiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mapdatory [1] SET SIZE (Ii:MAX) OF ATTRIBUTE.&id OPTIONAL,
optjonal [2] SET SIZE{1..MAX) OF ATTRIBUTE.&id OPTIONAL,

pregluded [3]  SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

ondence between the parts of the definition, as listed in 13.8.1, and the various components of fthe ASN.1
above, isasfollows:
4 thestructuralObjectClass component identifies the structural object class to which the DIT gontent rule
applies;
o) the auxiliaries- component identifies the auxiliary object classes alowed for an entry to whi¢h the DIT
content rule applies;
¢) the mandatory component specifies user attribute types which an entry to which the DIT cpntent rule
appliésishall contain in addition to those which it shall contain according to its structural and auxiliary
object classes,
d). <{the optional components specify user attribute types which an entry to which the DIT cpntent rule
nTr_\rr_\Iim may- contain-in-addition-to those which-it may- contain nr\r\nrrling toits structural an aux|||ary
object classes;

e) the precluded component specifies a subset of the optional user attribute types of the structural and
auxiliary object classes which are precluded from an entry to which the DIT content rule applies.

NOTE — Content rules for directly identified attributes (e.g., attributes in the mandatory, optional, and precluded lists) apply
rules only to the attributes that they specify, and not to subtypes and friend attributes.

The CONTENT-RULE information object classis provided to facilitate the documentation of DIT content rules:

CONTENT-RULE ::= CLASS{

&structuralClass OBJECT-CLASS.&id UNIQUE,

&Auxiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }
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NTAX {

STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES &Auxiliaries ]

[ MUST CONTAIN &Mandatory ]
[ MAY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ] }

139

Context type definition

The definition of a context type involves:

a) specifying the syntax of the context;
b) specifying the syntax of a context assertion;
c) optionaly specifying a default value for the context;

specifying how matches are done;
specifying behaviour in the absence of a context value; and
assigning an object identifier to the context type.

13.9.1 ontext Value matching
A presentdd context assertion matches a stored context value of the same context typé according to the degcription of
matching which is part of the context definition.
13.9.2 ontext definition
Contexts gre defined using the CONTEXT information object class:
CONTEXT] ::= CLASS {

&Type,

&DefaultValue OPTIONAL,

&A$sertion OPTIONAL,

&alpsentMatch BOOLEAN DEFAULT TRUE,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

WITH SYNTAX &Type

[ DEFAULT-VALUE &DefaultValue]

[ ASSERTED AS &Assertion(]

[ ABSENT-MATCH &absentMatch ]

ID &id }

A DEFAULT-VALUE will cancel out effect (1) of ABSENT-MATCH. Effect (2) of ABSENT-MATCH could ke assumed

text defined with a DEFAULT-VALUE, in which case the ABSENT-MATCH field could be dispensed with.

If &defaultvalue is specified, then entry modification requests to add values with contexts will behave in a manner

consistent with the following preprocessing and post-processing specification.

NOTE

externally observable behaviour.

Preprocessing

For each
contexts.
then:

- A DSA isnot ebligated to implement the exact sequence of steps below, so long as the end result exhiblts the same

modifyEntry reguest to add values with contexts, remove values with contexts or remove all alues with
For each context type applicable to the attribute type, if the context type is defined with a &defaultValue,

1) if the context type is not explicitly listed in the request, add the context type with the &defaultvalue to
the request;

2) for each stored attribute value of the attribute type, if the attribute value does not have the context type,
then add the context type with the &defaultValue to the attribute value.
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Normal Processing
Post-processing

For each modifyEntry request to add values with contexts, remove values with contexts or remove all values with
contexts. For each context type applicable to the attribute type, if the context type is defined with a &defaultvalue, then
for each stored attribute value of the attribute type,

3) if the attribute value does not have the context type, then remove the attribute value;

4) if the attribute value has the context type and the only context value of that context type is the
&defaultvalue, remove the context (but not the attribute value).

If the &Assertion is omitted, the context assertion syntax isthe same as & Type.

Specifying &absentMatch as FALSE in a context definition has the following two effects:

a) An attribute value that does not have a context of the specified context type is treated as though it has no
values of that context type. That is, if an attribute value contains no contexts of an asserted eohtextType,
then the ContextAssertion evaluates to FALSE.

) The fallback component of context values of such a context type is treated as being set|to FALSE
regardless of its actual setting.

When a cgntext is defined, the specification shall include a description of the semantics of the-context, and hgw a match
is evaluate.

ITU-T Reg. X.520 | ISO/IEC 9594-6 specifies selected Context Definitions.

13.10 DDIT Context Use definition

13.10.1 OQverview

A DIT Context Use is a specification provided by the subschema.administrative authority to specify the permissible
context ty;les that may be stored with an attribute, and the mandatory context types that shall be stored with ap attribute.

A DIT Co
d) anindication of the attribute type to whichiitapplies;

) optionaly, an indication of the mandatory context types that shall be associated with values of the
attribute type whenever the attribute.isstored;

¢) optionally, an indication of the eptional context types that may be associated with values of the attribute
type whenever the attribute is;stored.

text Use definition includes:

If no DIT Context Use definition is present for a given attribute type, then values of attributes of that type stjall contain
no context|lists. For a given subschemaadministrative area, there can be only one DIT Context Use for a given attribute
type. A DI[T Context Use may be defined to apply to all attribute types, in which case it shall be the only DJT Context
Usein thefsubschema.

13.10.2 DDIT Context Use specification
The abstragt syntax of\aDIT Context Use is expressed by the following ASN.1 type:

DITContextUse :i= SEQUENCE {

attrjbteType ATTRIBUTE.&id,
mahdatoryContexts [ SET SIZE (1_MAX) OF CONTEXT &id QPTIONAL
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }

The correspondence between the parts of the definition, as listed in 13.10.1, and the various components of the ASN.1
type defined above, is asfollows:

a) theattributeType component identifies the attribute type to which the DIT Context Use applies, or any
attribute type (id-oa-allAttributeTypes);

b) the mandatoryContexts component specifies context types that shall be associated with an attribute
value of the given type whenever the attribute is stored. If thisis omitted, then attribute values may exist
without context lists;
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¢) the optionalContexts component specifies context types that may be associated with an attribute value
of the given type whenever the attribute is stored. If this is omitted but mandatoryContexts is present,
then all attribute values shall appear with the mandatory context types and no others. If this is omitted
and mandatoryContexts is also omitted, it is equivalent to having no DIT Context Use for the attribute
type; that is, attribute values of the given attribute type shall not have associated context lists.

The DIT-CONTEXT-USE-RULE information object class is provided to facilitate the documentation of the DIT Context
Userules:

DIT-CONTEXT-USE-RULE ::= CLASS {

&attributeType ATTRIBUTE.&id  UNIQUE,

&Mandatory CONTEXT OPTIONAL,

&Optional CONTEXT OPTIONAL }
WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[ MANDATORY CONTEXTS S Mand ::fnry ]

[ OPTIONAL CONTEXTS &Optional ] }

13.11 FKFriendsdefinition

The definition of a set of friends involves:
a) specifying the anchor attribute that has the set of friends;
) specifying the set of attributes that are the friends of the anchor.

The FRIENDS information object classis provided to facilitate the documentation-of ‘sets of friends:

FRIENDS [::= CLASS {

&archor ATTRIBUTE.&id UNIQUE,
&Filliends ATTRIBUTE }
WITH SYNTAX {
ANCHOR &anchor
FRIENDS &Friends }

Any given|attribute can only have one set of friends in any subschema.

Example:

postal FRIENDS ::={
ANCHOR {postalAddress}
FRIENDS { physicalDeliveryOfficeName |
postalCode |
postOfficeBox |
streetAddress }

14 Directory System Schema

14.1 QOverview

The Directory System Schema is a set of definitions and constraints concerning the information that the Dirgctory itself
needs to knew in order to operate correctly. This information is specified in terms of subentries and pperational
attributes.

NOTE — The system schema enabl es the directory system to, for example:

- prevent the association of subentries of the wrong type with administrative entries (e.g., the creation of a subschema
subentry subordinate to an administrative entry defined only as a security administrative entry);

- prevent the addition of inappropriate operational attributes to an entry or subentry (e.g., a subschema operationa attribute
to aperson's entry).

Formally, the Directory System Schema comprises a set of:

a) Object class definitions that define the attributes that shall or may be present in a subentry of a given
class,

b) Operationa Attribute Type definitions that specify the characteristics of operational attributes known and
used by the Directory.

The complete definition of an operational attribute includes a specification of the way in which the Directory uses and
(if appropriate) provides or manages, the attribute in the course of its operation.
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The Directory System Schema is distributed, like the DIB itself. Each Administrative Authority establishes the part of
the system schemathat will apply for those portions of the DIB administered by the authority.

The Directory System Schema defined in this Directory Specification is an integral part of the Directory System itself.
Each DSA participating in a directory system requires a full knowledge of the system schema established by its
Administrative Authority. The system schema for an Administrative Area may be defined by the Administrative
Authority using the notation defined in this clause.

The Directory System Schema s not regulated by DIT structure or content rules. When an element of system schemais
defined, a specification of how it is used and where it appearsin the DIT is provided.

Certain aspects of the directory system schema are specified in the following subclauses.

The directory system schema required to support directory distribution is specified in clauses 25 through 28.

14.2 lednm schema-si |ppnrfing the administrative and nrr_\or::finn:ul information-model

Although $ubentry and subentryNameForm are specified using the notation of clause 13, subentries afe\ndt regulated
by DIT stricture or DIT content rules.

14.21  $ubentry object class

The subertry object classisastructura object class and is defined as follows:

subentry JOBJECT-CLASS ::={
SUBCLASS OF {top}

KIND structural
MUBT CONTAIN  { commonName | subtreeSpecification }
ID id-sc-subentry }

14.2.2  $ubentry nameform

The suberjtryNameForm name form allows entries of class subentry to be named using the commonName gttribute:

subentryNameForm NAME-FORM ::= {

NAMES subentry
WITH ATTRIBUTES { commonName }
ID id-nf-subentryNameForm }

No other name form shall be used for subentries.

14.2.3  $ubtree Specification operational attribute

The subtr¢eSpecification operational attribute, whose semantics are specified in clause 12, is defined as follpws:

subtreeSpecification ATTRIBUTE ::= {

WITH SYNTAX SubtreeSpecification
USAGE directoryOperation
ID id-oa-subtreeSpecification }

This attribjite is presefitin all subentries; each value defines a set of entries (in terms of a portion of an administrative
area possibly withefinement by selection on an object class filter) which may be subject to the policies defined by the
subentry.

NOTE 1 TFhis permits a single complex policy (e.g., a search-rule) to be directed at many object class combinationg, in digoint
regionQ f an administrative area while bei ng definedina Qinglp sibentry

14.3 System schema supporting the administrative model

The Administrative Model defined in clause 11 requires that administrative entries contain an administrativeRole
attribute to indicate that the associated administrative areais concerned with one or more administrative roles.

The administrativeRole operational attribute is specified asfollows:

administrativeRole ATTRIBUTE ::= {

WITH SYNTAX OBJECT-CLASS.&id
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-administrativeRole }

64 ITU-T Rec. X.501 (11/2008)


https://iecnorm.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

The values of this attribute defined by this Directory Specification are:

id-ar-autonomousArea
id-ar-accessControlSpecificArea
id-ar-accessControllnnerArea
id-ar-subschemaAdminSpecificArea
id-ar-collectiveAttributeSpecificArea
id-ar-collectiveAttributelnnerArea
id-ar-contextDefaultSpecificArea

id-ar-servi

ceSpecificArea

The semantics of these values are defined in clause 12.

The administrativeRole operational attribute is also used to regulate the subentries permitted to be subordinate to an
administrative entry. A subentry not of a class permitted by the administrativeRole attribute may not be subordinate to
the administrative entry.

144  $ystem schema supporting general administrative and operational requirements
The following clauses describe subschema operational attributes which are not attributes in the usudl .sense (|.e., are not
held withip an entry), but may be thought of as 'virtual' attributes, representing information which is deriyable (e.g.,
from existing operational attributes, their values, and other information). Such virtual attributes are valid folf al entries
within an pdministrative area. This has the effect that these subschema operational attributes appear to be present in
every entry.
1441 Timestamps
The creatgTimestamp indicates the time that an entry was created:
createTimpstamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime

-- asper 46.3 b) or c) of ITU-T Rec. X.6804 )S9/IEC 8824-1

EQUALITY MATCHING RULE generalizedTimeMateh

ORDPERING MATCHING RULE  generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-createTimestamp }
The modify Timestamp indicates the time that an entry was last modified:
modifyTinpjestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime

-- asper 46:3b) or c) of ITU-T Rec. X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE generalizedTimeMatch

ORPERING MATCHING-RULE  generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-modifyTimestamp }
The subsghemaTimestamp indicates the time that the subschema subentry for the entry (see 15.3) was crefted or last
modified. [t isavailablein every entry:

subschemaTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime

- asper 46.3 b) or ¢) of ITU-T Rec. X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE  generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaTimestamp }

The generalizedTimeMatch and generalizedTimeOrderingMatch matching rules are defined in ITU-T Rec. X.520 |
I|SO/IEC 9594-6.

14.4.2 Entry Modifier operational attributes

The creatorsName operational attribute indicates the distinguished name of the Directory user that created an entry:
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creatorsName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-creatorsName }

The modifiersName operational attribute indicates the distinguished name of the Directory user that last modified the
entry:

modifiersName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO[USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-modifiersName }

These opefational attributes shall use the primary distinguished name.

14.4.3  $ubentry identification operational attributes

The subsghemaSubentryList operationa attribute identifies the subschema subentry that governs the entry. It is
available ip every entry:

subschenaSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaSubentryList }

The accegsControlSubentryList operational attribute identifies all access control subentries that affect thelentry. It is
available ip every entry.

accessCoptrolSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch
NO|JUSER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-accessControlSubentryList }

The collegtiveAttributeSubentrylist. operational attribute identifies all collective attribute subentries thaf affect the
entry. It isfavailable in every entry;

collectivepttributeSubentrylist ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO|USER MQODIFICATION TRUE

USAGE directoryOperation

ID id-oa-collectiveAttributeSubentryList }

The conteXtDefauttsSubemry LISt operationaattribote Tdentifiesattcontext defantt subentries thataffect the entry. It is
available in every entry:

contextDefaultSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-contextDefaultSubentryList }

The serviceAdminSubentryList operational attribute identifies all service administration subentries, if any, that affect
the entry. It isavailable in every entry affected by any such subentry.

serviceAdminSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
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NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-serviceAdminSubentryList }

1444 HasSubordinates operational attribute

The hasSubordinates operationa attribute indicates whether any subordinate entries exist below the entry holding this
attribute. A value of TRUE indicates that subordinates may exist. A value of FALSE indicates that no subordinates exist.
If this attribute is absent, no information is provided about the existence of subordinate entries. The attribute will
ordinarily disclose the existence of subordinates even if the immediate subordinates are hidden by access controls — to
prevent disclosure of the existence of subordinates, the operational attribute itself shall be protected by access controls.
NOTE — A value of TRUE may be returned when no subordinates exist if all possible subordinates are available only through a

non-specific subordinate reference (see ITU-T Rec. X.518 | ISO/IEC 9594-4) or if the only subordinates are subentries or child
family members.

hasSubordinates ATTRIBUTE .= {

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }

145 $ystem schema supporting access control

If a subenfry contains prescriptive access control information, then its objectClass attribute shall contain the value
accessCoptrolSubentry:

accessCoptrolSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-accessControlSubentry }

A subentry of this object class shall contain precisely one prescriptive ACI attribute of a type consistent with the value
of the accg¢ssControlScheme attribute of the corresponding aceess control specific point.

14.6 $ystem schema supporting the collective attribute model

Subentrieq supporting collective attribute specific arinner administrative areas are defined as follows:

collectivepttributeSubentry OBJECT-CLASS::= {
KIND auxiliary
ID id-sc-collectiveAttributeSubentry }

A subentry of this object class shall contain at |east one collective attribute.

Collective|attributes contained within a subentry of this object class are conceptually available for interrggation and
filtering af every entry withinthe scope of the subentry's subtreeSpecification attribute, but are administered via the
subentry.

The colledtiveExcldsions operationa attribute allows particular collective attributes to be excluded from an entry:

collectiveExclusions ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALT Y- MATEHING RULE objectidentifrerivtateh
USAGE directoryOperation

ID id-oa-collectiveExclusions }

This attribute is optional for every entry.

The OBJECT IDENTIFIER vaue id-oa-excludeAllCollectiveAttributes may be used, by its presence as a value of the
collectiveExclusions attribute, to exclude all collective attributes from an entry.

147 System schema supporting context assertion defaults

Subentries providing default values for context assertions are defined as follows:
contextAssertionSubentry OBJECT-CLASS ::= {

KIND auxiliary
MUST CONTAIN  {contextAssertionDefaults}
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ID id-sc-contextAssertionSubentry }

A subentry of this object class shall contain a contextAssertionDefaults attribute:

contextAssertionDefaults ATTRIBUTE ::= {

WITH SYNTAX TypeAndContextAssertion
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-oa-contextAssertionDefault }

Whenever a context is evaluated and no context assertion is provided by the user, the Directory provides context
assertion defaults equal to the values of this attribute in the context assertion subentry controlling the entry being

accessed, as described in 8.9.2.2.

NOTE — TypeAndContextAssertion is defined in 7.6 of (and evauation of it is defined in 7.6.3 of) ITU-T Rec. X.511 |

ISO/IEC 9594-3.

stem schema supporting the service administration model

inSubentry OBJECT-CLASS ::= {

KIND auxiliary

MUBT CONTAIN  {searchRules}
id-sc-serviceAdminSubentry }

A subentryf of this object class shall contain asearchRules operational attribute:

searchRules ATTRIBUTE ::={

WITH SYNTAX SearchRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation

ID id-oa-searchRules }
SearchRuleDescription ::= SEQUENCE {
COMPONENTS OF SearchRule,
name [28] SET SIZE (1.~ MAX) OF UnboundedDirectoryString OPT]
dedcription [29] UnboundedDirectoryString OPTIONAL }

A value of the searchRules operational attribute is either a search-rule containing actual search restriction
dummy ch-rule that specifies no search restrictions'at all. This dummy search-rule is identified by havi

IONAL,

5, Or itisa
g an id of

zero and Ry having no serviceType component (Or-any other components of SearchRule other than id apd dmdid).

dmdld is gn identifier for the controlling DMD (see 6.4).

14.9 stem schema supportinghierarchical groups

hierarchyllevel ATTRIBUTE ::= §

WITH SYNTAX HierarchyLevel
EQUALITY MATCHING-RULE integerMatch
ORPERING MATCHING RULE integerOrderingMatch
SINGLE VALUE TRUE
NO|USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-hierarchyLevel }
HierarchylLevel ::= INTEGER
hierarchyBelow ATTRIBUTE ::= {
WITH SYNTAX HierarchyBelow
EQUALITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-hierarchyBelow }

HierarchyBelow ::= BOOLEAN

hierarchyParent ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

USAGE directoryOperation
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ID id-oa-hierarchyParent }
hierarchyTop ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

USAGE directoryOperation

ID id-oa-hierarchyTop }

The hierarchyLevel operational attribute shall be present in any entry that is a member of a hierarchical group. The
Directory shall create and maintain this attribute. The Directory shall delete this attribute when the entry is no longer
member of a hierarchical group. This attribute shall take the value zero for the hierarchical top. This attribute shall not
be present in a child family member.

The hierarchyBelow operational attribute indicates whether the entry has any hierarchical children. A value of TRUE
indicates that hierarchical children exist. A value of FALSE or the absence of the attribute type indicates that no
hierarchical children exist. The Directory shall create and maintain this attribute. The Directory shal |delete this
attribute when the entry is no longer member of a hierarchical group.

The hierajchyParent attribute shall be present in an Add Entry or Modify Entry operation when anew éntry or an
existing eftry becomes a hierarchical child. The attribute value shall be the distinguished namelof the immediately
hierarchicgl parent. If the immediately hierarchical parent is a compound entry, the value shall be the disgtinguished
name of the ancestor. Otherwise, the Directory shall return an Update Error with problem parentNotAncestor. This
attribute siall not be present in a child family member, in an entry that is not within a-iérarchical group, npr an entry
that isthe hierarchical top.

The hierajchyTop attribute points to the top entry of the hierarchical group. ThiSattribute is supplied and maintained
by the Dirpctory. The attribute value shall be the distinguished name of the tep entry. If the top entry is alcompound
entry, the value shall be the distinguished name of the ancestor. This attribute shall not be present in a child family
member, if an entry that is not within a hierarchical group, nor an entry,that-is the hierarchical top.

NOTE + This attribute provides a unique identification of the hierarchical group to which the entry belongs.

When an entry within a hierarchical group is deleted by a Refmove Entry operation, al its hierarchical children are
removed ffom the hierarchical group.

1410 Maintenance of system schema

It isthe regponsibility of DSAs to maintain consisteney of subentries and operational attributes with the systam schema.
Inconsistency between various aspects of system Schema, and between system schema and subentries and pperational
attributes, phall not occur.

The Directory executes entry addition ang.modification procedures whenever a new subentry is added to thg DIT or an
existing sybentry is modified. The Direetory shall determine whether the proposed operation would violate the system
schema; iffit does, the modification.shall fail.

In particular, the Directory-‘ensures that subentries added to the DIT are consistent with the valdies of the
administrgtiveRole attribute/that the attributes within the subentry are consistent with the values of the| subentry's
objectClags attribute.

The valuelof the administrativeRole attribute may be modified to permit classes of subentries to be subordcllnate to the
administrafive entry that are not yet present. The value of the administrativeRole attribute shall not be modified so as
to cause efisting-subentries to become inconsistent.

The Directory also ensures, where the vallues of operational altilbutes are provided Dy the Directory, that they are
correct.

1411 System schemafor first-level subordinates

The Directory enforces the following rules and constraints on entries created immediately subordinate to the DIT root:
—  All such entries shall be created as administrative point entries.

— The object class and naming attributes of such entries shall be as specified in ITU-T Rec. X.660 |
ISO/IEC 9834-1.
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15 Directory schema administration

15.1 Overview

The overall administration of the directory schema of the global DIT is realized through independent administration of
the subschemas of the autonomous administrative areas of the DIT Domains that constitute the global DIT.

Coordination of the administration of the directory schema at boundaries between DIT Domainsis a subject for bilateral
agreement between DM Os and is beyond the scope of this Directory Specification.

The subschema administrative capabilities defined in this clause for the purpose of managing a DIT domain include:

a)
b)

creation, deletion and modification of subschema subentries;

support of the publication mechanism for the purpose of permitting DSAS to include schema information
in operational binding protocol exchanges and DUAS to retrieve subschema information via DAP;

)

15.2 Policy objects

A subschema policy object may be one of the following:

An autongmous administrative area may be designated as a subschema specific administrative area i
administer| the subschema. This shall be indicated by the presence of the‘vaue id-oa-subschemaAdminSp|
in the asgociated administrative entry's administrativeRole attribut€ (in addition to the presence of
id-oa-autdnomousArea, and possibly other values).

Such an alitonomous administrative area may be partitioned, inyorder to deploy and administer the subsch
specific partitions. In this case, the administrative entries far each of the subschema specific administrativ
indicated py the presence of the value id-oa-subschemaAdminSpecificArea in these entries administ

attributes.

153 Policy parameters

Subschemd@ policy parameters are used toexpress the policies of the subschema Administrative Autho
parameters, and the operational attributesiused to represent them, are:

subschema regulation for the purpose of ensuring that any modify operations will be el
accordance with the applicable subschema specification.

a subschema administrative area;
an object or alias entry within a subschema administrative area;
auser attribute of such an object or alias entry.

a DIT structure parameter: used to define the structure of the subschema administrative area g
information about.'Obsolete DIT structure rules which some entries may have identifig
governing DIT ‘structure rule. This parameter is represented by the dITStructureRules and n
operational attributes;

a DIT content parameter: used to define the type of content of object and alias entries contai
the subschema administrative area and to store information about obsolete DIT content rules
Directory may have used in determining the content of some entries. This parameter is represe)
dlTContentRules, objectClasses, attributeTypes, contextTypes, friends, and dITC

formed in

N order to
ecificArea
the value

ema of the
£ areas are
rativeRole

ity. These

Ind to store
d as their
ameForms

ned within
which the
nted by the
pntextUse

operational attributes;

amatching capability parameter: used to define the matching capabilities supported by matchi

ng rules as

applied to the attribute types defined in a subschema administrative area. This parameter is represented

by the matchingRules and matchingRuleUse operational attributes.

A single subschema subentry is used by the subschema authority to administer the subschema for the subschema
administrative area. For this purpose, the subschema subentry contains the operational attributes representing the policy
parameters used to express subschema policies. The subtreeSpecification attribute of a subschema subentry shall
specify the whole subschema administrative area, i.e., it shall be an empty sequence.

The subschema subentry is specified as follows:

subschema OBJECT-CLASS ::= {

KIND

auxiliary

MAY CONTAIN {

dITStructureRules |
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nameForms |
diTContentRules |
objectClasses |
attributeTypes |
friends |
contextTypes |
dITContextUse |
matchingRules |
matchingRuleUse }
ID id-soc-subschema}

The operational attributes of the subschema subentry are defined in 15.7.

154 Policy procedures

There are two palicy procedures associated with subschema administration:

4+  asubschema modification procedure;
4+ anentry modification procedure.

155 $ubschema madification procedures

A subschgma authority may administer a subschema in a dynamic fashion, including making restrictive subschema
modificatipns. This may be accomplished by modifying the values of the subschema operational attribyites, using
Directory modify operations, effectively changing the subschema which is in force’in the subschema administrative
area. A subschema authority may also create new subschema areas, or remove existing subschema areas by [creating or
removing subschema subentries, respectively.

Before thg subschema authority extends the DIT structure or DIT contentcrules by adding a new rule, or by adding an
auxiliary gbject class, or a mandatory or an optional attribute to an_existing rule, the referenced schema ipformation
shall be degscribed in the appropriate attribute in the subschema subentry. Name forms, object classes, attr{bute types
and matching rules that are referenced (directly or indirectly) by a dITStructureRule, diTContentRule or by a
matchingRuleUse attribute shall not be removed from the sulyschiema subentry.

The definifion of information objects such as object classes @ttribute types, matching rules and name forms yhich have
been regigered (i.e., assigned a name of type object,identifier) are static and cannot be modified. Changes to the
semantics pf such information objects require the assignment of new object identifiers.

identificatiion and preservation of obsolete rulésis an administrative convenience allowing location (and posslbly repair)

DIT struche and DIT content rules may be active or obsolete. Only active rules are used to regulate the DIT. The
of entries added under old rules that have since changed.

This obsolete mechanism shall be used where restrictive changes are made to DIT structure or DIT content rules
creating irjconsistencies in the DIB; otherwise, the appropriate active rule may be modified directly. The Directory
permits dejetion of obsolete rulesat any time.

NOTE + The obsolete mechanism provided in subschema operational attributes ensures that all entries with obsolete]schema can
fied and repaired:before the obsol ete subschema operational attribute is del eted.

onsi biljtyof the Subschema Administrative Authority to maintain consistency of entries withl the active
subschema by means-of the Directory abstract service, or by other local means. This may be done at the conyenience of
the Subschema’Administrative Authority. It is not defined when such an adjustment of inconsistent entrieg should be
done. However, deletion of obsolete rules prior to the location and repair of inconsistent entries will malde this task
more difficuH:

15.6 Entry addition and modification procedures

The Directory executes entry addition and modification procedures whenever a new entry is added to the DIT or an
existing entry is modified. The Directory shall determine whether the proposed operation would violate a subschema

policy.

In particular, the Directory shall ensure that entries added to the DIT are consistent with appropriate active DIT
structure and DIT content rules.

The Directory shall alow interrogation of entries which are inconsistent with their active rules.

The Directory enforces active rules when requested to modify the DIB. If an entry isinconsistent with its active rule, a
request to modify the entry shall be permitted if it repairs an existing inconsistency, or does not introduce a new
inconsistency. A request which introduces a new inconsistency shall fail.
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For any valid entry in a valid subschema administrative area, there can be only one most subordinate structural object
class in the structural object class superclass chain. When an entry is added to the DIT, the Directory determines this
most subordinate structural object class from the objectClass attribute values provided and permanently associates it
with the entry viathe entry's structuralObjectClass attribute.

When an entry is created, values of the objectClass attribute shall be provided so that the content of the entry is
consistent with the DIT content rule governing the entry. In particular, where a value of the objectClass attribute
identifies a particular object class having superclasses other than top, then values for all of these superclasses shall also
be provided. Otherwise, the Directory operation creating the entry shall fail.

Directory users may subsequently add or delete values of the objectClass attribute for the auxiliary object classes of an
entry. The content of an entry shall remain consistent with the DIT content rule governing the entry following a change
to the values of the objectClass attribute. In particular, where avalue of the objectClass attribute identifies a particular
object class having superclasses other than top is added or deleted, then values for all of these superclasses shall also be
added or deleted, except where such superclasses are also present in the superclass chains associated with other values
not being qoited or deteted Tespectively.

15.7 $ubschema palicy attributes

The following subclauses specify the subschema policy operational attributes. These attributes are:

4+  present in the subschema subentry. The values of these attributes are administered via Directpry modify
operations using the distinguished name of the subschema subentry;

4+ availablefor interrogation in all entries governed by the subschema

The ASN.[L parameterized type UnboundedDirectoryString, used in the follawing definitions, is defined in ITU-T
Rec. X.520 | ISO/IEC 9594-6.

The integerFirstComponentMatch and objectldentifierFirstComponefqtMatch equality matching rulep are aso
defined in| TU-T Rec. X.520 | ISO/IEC 9594-6.

For management purposes, a number of human-readable name components and a description component are
optionally [allowed as components of a humber of the subschema'policy operational attributes defined in the following

of subschema policy operational attributes. defined in the following subclauses contain ar obsolete
component. This component is used to indicate whether the definition is active or obsolete in the subschema
administrefive area.

15.7.1 IT Structure Rules operational attribute
ThedITStfuctureRules operational attributé defines the DIT structure rules which are in force within a subsghema:
dITStructyreRules ATTRIBUTE = {

WITH SYNTAX DITStructureRuleDescription

EQUALITY MATCHING RULE integerFirstComponentMatch

USAGE directoryOperation

ID id-soa-dITStructureRule }

DITStructyireRuleDescription ::= SEQUENCE {
COMPONENTS OF DITStructureRule,

name [1] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
dedcription UnboundedDirectoryString OPTIONAL,
obsofete BOOCEAN DEFAULT FACSE S

ThedITStructureRules operational attribute is multi-valued; each value defines one DIT structurerule.
The components of dITStructureRule have the same semantics as the corresponding ASN.1 definition in 13.7.6.

15.7.2 DIT Content Rules operational attribute

The dITContentRules operational attribute defines the DIT content rules which are in force within a subschema. Each
value of the operational attribute istagged by the object identifier of the structural object class to which it pertains:

dITContentRules ATTRIBUTE ::= {

WITH SYNTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-dITContentRules }
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DITContentRuleDescription ::= SEQUENCE {
COMPONENTS OF DITContentRule,

name [4] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }

ThedITContentRules operational attribute is multi-valued; each value defines one DIT content rule.

The components of dITContentRule have the same semantics as the corresponding ASN.1 definition in 13.8.2.

15.7.3 Matching Rules operational attribute

The matchingRules operational attribute specifies the matching rules used within a subschema:

matchingRules ATTRIBUTE ::= {

WITH.SYNTAX MatchingRuleDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-matchingRules }

MatchingRuleDescription ::= SEQUENCE {

identifier MATCHING-RULE.&id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
dedcription UnboundedDirectoryString OPTIONAL,
obdolete BOOLEAN DEFAULT FALSE,
infgrmation [0] UnboundedDirectoryString OPTIONAL }

-- describes the ASN.1 syntax

The identifier component of a value of the matchingRules attribute is the ebject identifier identifying th¢ matching
rule.

The descr|ption component contains a natural language description 6f the algorithms associated with the rulg.
Theinfornpation component contains the ASN.1 definition of the'assertion syntax of therule.

Such an ASN.1 definition shall be given as an optional /ASN.1 Imports production, followed by optiopal ASN.1
Assignmeiit productions, followed by an ASN.1 Type production. All type names defined in Directory njodules are
implicitly {mported and do not require explicit import.. All"type names, whether imported or defined via an Alssignment,
are local tp the definition of this syntax. If the ASN.1 type includes a user-defined constraint and is not [one of the
ASN.1 tyges defined in the Directory modules, then the last UserDefinedConstraintParameter of the congtraint shall
be an actupl parameter whose governing type«ds.SyntaxConstraint and whose value is the object identifier fssigned to
the constraint.

SyntaxCopstraint ::= OBJECT IDENTIFIER

NOTE 1—-The ASN.1 produetions Imports, Assignment, and Type are defined in ITU-T Rec. X.680 | ISO/IEC 8824-1.
UserDefinedConstraintParanmeter isdefined in ITU-T Rec. X.682 | 1SO/IEC 8824-3.

NOTE 2 — A typical ASN:1 definition is simply a Type name.

The matcHingRules-gperational attribute is multi-valued; each value describes one matching rule.

15.7.4  Attribute Types operational attribute

TheattribliteTypes operational attribute specifies the attribute types used within a subschema:

attributeTypes ATTRIBUTE ::= {

WITH SYNTAX AttributeTypeDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-attributeTypes }

AttributeTypeDescription ::= SEQUENCE {
identifier ATTRIBUTE.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [O] AttributeTypelnformation }

Theidentifier component of avalue of the attributeTypes attribute is the object identifier identifying the attribute type.
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TheattributeTypes operational attribute is multi-valued; each value describes one attribute type:

AttributeTypelnformation ::= SEQUENCE {
derivation [0] ATTRIBUTE.&id OPTIONAL,
equalityMatch [1] MATCHING-RULE.&id OPTIONAL,
orderingMatch [2] MATCHING-RULE.&id OPTIONAL,
substringsMatch  [3] MATCHING-RULE.&id OPTIONAL,
attributeSyntax [4] UnboundedDirectoryString OPTIONAL,
multi-valued [5] BOOLEAN DEFAULT TRUE,
collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [7 BOOLEAN DEFAULT TRUE,
application AttributeUsage DEFAULT userApplications }

The derivation, equalityMatch, attributeSyntax, multi-valued, collective and application components have the same
semantic as the equivalent pieces of notation introduced by the corresponding information object class.

The attrib axX COMPOTTENt Contams o text Stimy givimg the A SN x. Such an
ASN.1 definition shall be given as specified for theinformation component of the Matching Rules operational attribute.
1575 (bject Classes operational attribute
The objeclClasses operational attribute specifies the object classes used within a subschema.
objectClagses ATTRIBUTE ::= {
WITH SYNTAX ObjectClassDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-objectClasses }
ObjectClapsDescription ::= SEQUENCE {
ideptifier OBJECT-CLASS.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
degcription UnboundedDirectoryString OPTIONAL,
obdolete BOOLEAN DEFAULT|FALSE,
Theidentifier component of avalue of the objectClasses attributeis the object identifier identifying the objéct class.
The objec{Classes operational attribute is multi-valued;each value describes one object class:
ObjectClapsinformation ::= SEQUENCE {
sulclassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
king ObjectClassKind DEFAULT structurfl,
mapdatories [3] SET SIZE~(1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optjonals [4]  SELSIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }
The subclpssOf, kind, mandatorjes .and optionals components have the same semantics as the correspongling pieces
of notatior] introduced by the carresponding information object class.
15.7.6  IName Forms operational attribute
The namefForms opergtional attribute specifies the name forms used within a subschema.
nameForms ATTERIBUTE ::= {
WITH SYNTAX NameFormDescription
EQUAKITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE eHrecteryroperaton
ID id-soa-nameForms }
NameFormDescription ::= SEQUENCE {
identifier NAME-FORM.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [O] NameFormInformation }

Theidentifier component of avalue of the nameForms attribute is the object identifier identifying the object class.

ThenameForms operational attribute is multi-valued; each value describes one name form:

NameFormiInformation ::= SEQUENCE {
subordinate OBJECT-CLASS.&id,
namingMandatories SET OF ATTRIBUTE.&id,
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The subordinate, mandatoryNamingAttributes and optionalNamingAttributes components have the same semantics

as the corresponding pieces of notation introduced by the corresponding information object class.

15.7.7 Matching Rule Use operational attribute

The matchingRuleUse operational attribute is used to indicate the attribute types to which a matching rule appliesin a

subschema:

matchingRuleUse ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-matchingRuleUse }

Matching RutegseDescription = SEQUENCET
identifier MATCHING-RULE.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
dedcription UnboundedDirectoryString OPTIONAL,
obdolete BOOLEAN DEFAULT|FALSE,
infgrmation [O] SET OF ATTRIBUTE.&id }

The identifier component of avalue of the matchingRulesUse attribute is the object identifier identifying the matching

rule.

Theinfornmpation component of avalue identifies the set of attribute types to which thematching rule applies.

15.7.8 ructural Object Class operational attribute
Every entry in the DIT has a structuralObjectClass operational attribute@vhich indicates the structural objéct class of
the entry:
structuralPbjectClass ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
SINGLE VALUE TRUE
NO|USER MODIFICATION TRUE
USAGE directoryOperation
ID id-soa-structuralObjectClass }
15.7.9 overning Structur e Rule oper ational attribute
Every entfy in the DIT, with the exception of administrative point entries that have no subschema subetry, has a

governing[StructureRule operational attribute which indicates the governing structure rule of the entry:

governingStructureRule ATTRIBUTE ::= {

WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-governingStructureRule }

15.7.10 CoritextTypes operational attribute

The contextTypes operational attribute specifies the context types used within a subschema.

contextTypes ATTRIBUTE ::= {

WITH SYNTAX ContextDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-contextTypes }

ContextDescription ::= SEQUENCE {

identifier CONTEXT.&id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] Contextinformation }
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The identifier component of a value of the contextTypes operational attribute is the object identifier identifying the
context type.

The contextTypes operational attribute is multi-valued; each value describes one context type:

Contextinformation ::= SEQUENCE {
syntax UnboundedDirectoryString,
assertionSyntax UnboundedDirectoryString OPTIONAL }

The syntax and assertionSyntax components have the same semantics as the corresponding pieces of notation
introduced in the corresponding information object class.

The syntax component and the assertionSyntax component each contain a text string giving the ASN.1 definition of
the context syntax and context assertion syntax respectively. Such an ASN.1 definition shall be given as an optional
ASN.1 Imports production, followed by optional ASN.1 Assignment productions, followed by an ASN.1 Type
production. All type names defined in Directory modules are implicitly imported and do not require explicit import. All
type namep, whether imported or defined via an Assignment, are local to the definition of this syntax. If the ASN.1 type
includes aluser-defined constraint and is not one of the ASN.1 types defined in the Directory modul €S, 'then the last
UserDefinedConstraintParameter of the constraint shall be an actua parameter whose governing type is
SyntaxCofstraint and whose value is the object identifier assigned to the constraint.
NOTE 1—-The ASN.1 productions Imports, Assignment, and Type are defined in ITU-T Rec. X680 | ISO/IEC 8824-1.
UserDefinedConstraintParameter is defined in ITU-T Rec. X.682 | ISO/IEC 8824-3. SyntaxConstraint is defined i 15.7.3.

NOTE 2 — A typical ASN.1 definition issimply a Type name.

15.7.11 DIT Context Use operational attribute
The dITContextUse operational attribute is used to indicate the contexts which.shall or may be used with an gttribute:

dITContextUse ATTRIBUTE ::= {

WITH SYNTAX DITContextUseDescription
EQUALITY MATCHING RULE objectldentifierFirst€omponentMatch
USAGE directoryOperation
ID id-soa-dITContextUse }

DITConteXtUseDescription ::= SEQUENCE ({
identifier ATTRIBUTE.&id,
name SET SIZE (1..MAX).OF UnboundedDirectoryString OPTIONAL,
dedcription UnboundedDirectoryString OPTIONAL,
obdolete BOOLEAN DEFAULT|FALSE,
infgrmation [0] DITContextUselnformation }

The identifier component of a value of the'dITContextUse operational attribute is the object identifier of tie attribute
type to whjch it applies. The valueid-ga-allAttributeTypes indicates that it appliesto all attribute types.

Theinformation component of a value identifies the mandatory and optional context types associated with the attribute
typeidentified by identifier:
DITContextUselnformation = SEQUENCE {
mafdatoryContéxts [1]  SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optjonalContex{s [2]  SET SIZE (1.MAX) OF CONTEXT.&id OPTIONAL }

15.7.12 HKriendsoperational attribute

The friends*opérational attribute is used to indicate the sets of attribute types which are friends within a subsghema:

friends ATTRIBUTE ::= {

WITH SYNTAX FriendsDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-friends }

FriendsDescription ::= SEQUENCE {

anchor ATTRIBUTE.&id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

friends [0] SET SIZE (1..MAX) OF ATTRIBUTE.&id }
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The anchor component of avalue of the friends attribute is the object identifier of the attribute type that is the anchor
to the set of friends. The friends component of a value of the friends attribute is the set of object identifiers of the
attribute types that are the friends of the anchor attribute type.
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SECTION 7 —DIRECTORY SERVICE ADMINISTRATION

16 Service Administration M odel

This clause provides a model for how an administrative authority can control, constrain and adjust the service both with
respect to what a user can specify in a Search, a Read or Modify Entry request and what information isto be returned.

16.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

16.1.1 effectively present attribute type: An attribute type that is present in at least one non-negated filter item in
each subfilter of a search filter and which fulfils the requirements as specified for that attribute type in the relevant
search-rule_Ear definitions aof neqated and non-neqated filter items see 78 1 o -T Rec X O 0594-3.

16.1.2 governing-search-rule: A search-rule with which a particular operation complies and whiel has been
selected fgr governing that operation.

16.1.3 amed-service: A collection of service-types that together provide an overall service, le.g., a White Pages
service.

16.1.4 1equest-attribute-profile: A specification of what is required for afilter item forythe corresponding attribute
type to be gffectively present.

16.1.5 1equest-attribute-type: An attribute type that according to a search-rule Specification may be repfesented in
the filter of a Search operation.

16.1.6  $earch-rule: The detailed specification of the service constraints/enhancement aspects provided for a given
service-tyge primarily intended for a given user-class and tailored to a particular group of users.

16.1.7 vice-type: A globaly unique identification of a service‘eapability for a particular purpose within a well-
defined scppe, e.g., a capahility of search for a particular type ofsentries within an area of the DIT. Not all gspects of a
service-tyge may be availableto all users.

16.1.8  gubfilter: A Boolean component of afilter that«comprises only logical ANDs of non-negated filtef items and
of negated filter items, i.e., that can be expressed informally as NOT (filter-item). Any filter can be expfessed in a
canonical form comprising alogical OR of subfilters:as discussed in Annex Q.

16.1.9 yser-class: An identified set of usersthat due to their functions, position in an organization, etc., can invoke
certain asgects of the service-types within a named-service. Different groups of users identified by their names within a
user-class may see variationsin the service provided. A user group can span user-classes.

16.2 $ervice-typeluser-class model

The Direcfory Abstract Service/as specified in ITU-T Rec. X.511 | ISO/IEC 9594-3 is the representation of all the
[ abilities offered by’the Directory Specifications. A service-type is a subset of that service for pgrforming a

vice is.@/collection of service-types for a particular purpose, e.g., to provide a White Pageq service, a
particular fype of Y.ellow Pages service, etc.

A servicetypess realized primarily through the Search operation, but also through other operations that ¢gan specify
entry information Selection, 1.€., and ModiTy Entry operaiions. For the purpose of Service adminisiration, aread or
a modifyEntry request is considered in some respect equivalent to a search request with subset equal to baseObject
and filter equal to and : {}. Service administration does not affect what information can be modified by a Modify Entry
operation. Thisis solely governed by access control.

An object identifier identifies a service type, thereby giving it a global unique identification. Different user-classes,
dependent on their role, position in the organization, etc., may have somewhat different perceptions of a service-type. A
user-class is identified by an integer that is only required to be unique with a DMD. Different DMDs could assign a
different identifier to what could be considered the same user-class. However, it is expected that administrative
authorities cooperating to provide a common named-service across several DMDs will coordinate the user-group
identifiers. Even for a particular user-class, there may be variations in the service available to users in the class. Such
variations are based on the distinguished names of the users. As an example, users of a particular user-class in one
country may not have exactly the same view of a service-type as the users of the same user-class in another country,
e.g., to reflect local privacy laws. The definition of a service-type for a user group is expressed by a search-rule
specifying the details as to how the operation is to be performed.
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The service-type and the user-class for which it is primarily intended are indicated in a search-rule.

A user group may span several user-classes. A user within a user-class could possibly also utilize search-rules that were
primarily intended for other user-classes, e.g., users in a user class with a greater capability would also be granted
permissions intended for user-classes that are generally offered lower service capabilities.

A user group is not directly identified by a search-rule, but is indirectly identified by having the Invoke permission to
that search-rule. A user group can invoke any search-rule to which it has the Invoke permission. If a particular user has
the Invoke permission to severa search-rules for the same service-type but for different user-groups, the procedures
defined in these Directory Specifications will, everything else being equal, select the search-rule with the highest user-
group identifier. This allows the administrative authority by proper assignment of user-class identifiers to control this
selection.

16.3 Service-gpecific administrative areas

Heploy and
associated
nousArea,

in specific
dicated by
policies for

e area for

b subentry,

bntains the

Nt on what

erning the
search. The ties between search-rules within a subentry and entries within the service-specific administratiye area are
established by the subtreeSpecification operational attribute of the subentry. The entries identified by the values of the

A particul@r entry can be associated withsearch-rules from multiple subentries; these may have the same ¢r different
subtree spgcifications. Conversely, different parts of the administrative area can be targeted by the one subgntry, using
multiple values of the subtree specification.

The argunjents of an operation-can‘be validated against a search-rule by using an algorithm called the searchtvalidation
function.

operation
arguments

TRUE (OK)
or
FALSE (mot OK)

search-validation
function

Searcn-ruie
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Figure 16 — Sear ch-validation function

An operation is valid and allowed to proceed if, and only if, the search-validation-function yields TRUE for at least one
of the available search-rules associated with the base object for the operation. For a search-rule to be available for an
operation, the requestor must have Invoke permissions to the attribute value that holds the search-rule. If there is only
one available search-rule with which the operation complies, this search-rule is called the governing-search-rule for that
operation, i.e., the search-rule that is used when the operation is further progressed. If there are several such search-
rules, one of these is selected by local choice as the governing-search-rule. The procedure for selecting a governing-
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search-rule is given in 19.3.2.2.1 of ITU-T Rec. X.518 | ISO/IEC 9594-4. The governing-search-rule is thereby
permanently associated with the operation for its evaluation within the service-specific administrative area. Thisis also
the case when part of the operation is carried out by other DSAs holding parts of that service-specific administrative
area.

It isthe choice of administrative authorities as to whether:

— to collect severa search-rules requiring different Invoke permissions into a single subentry (thereby
requiring access control down to attribute value level if these Invoke permissions vary from value to
value); or

— to collect search-rules with the same access control permissions into distinct subentries, so that access
control permissions can be granted on the basis of permissions to the complete attribute; different
subentries can then hold different access control permissions.

If there is no search- ruIe avallable for an operat|on speC|fy|ng a base object entry Wlthm a serwcespecmc
administragive-a +oHea ‘ Hed peration is
rejected with an error.

If a servicg-specific administrative area has no subentries, there are no service constraints associated with thaf area.

There may be users that should not be limited by service restrictions, e.g., administrators, and thére may [be entries,
when serving as base object entries, for which restriction is not required, e.g., entries low in thie\DI1 T. The administrative
authority dan therefore include special search-rules, empty search-rules.

A hierarchjcal group within a service-specific administrative area has to be completely ‘contained by that areal

The scope
ISO/IEC
administr

of a Search operation cannot cross the border of a service-specific administrative area. ITU-T Rec. X.518 |
H94-4 specifies procedures that do not allow a Search operation starting within a particular serviice-specific
ive area to go outside that area even when aliases are dereferenced during the search evaluation. LLikewise, a

are expressions of policies that, on one hand, constrain and adjust operations that can be carried out in a
region of the DIT, and, on the other hand, assist in their execution by guiding the operation process. A seargh-rule has
ng main characteristics:

+ it gives requirements that an operation shall meet if the operation is to be carried out baged on that
search-rule;

4 it specifies adjustment of the operation request;

+ it provides specification for,details of the evaluation of the operation, e.g., by specifying| relaxation
policiesif too many or tog few entries are found for Search operation; and

4 it provides entry infermation selection specifications.
When a prpcessing of an operation starts, the base entry of the operation corresponds to one or more servicd subentries
whose subtree-specification values include that base entry. Thereby, potentially a number of candidate-seargh-rules are

identified.|The details, of-the operation are evaluated against these candidate-search-rules. An operation cpn only be
executed i a compatible Search-rule can be found.

16.5 Subfilters

If asearch=rd 3 ® present in
a filter of a search request. Theee attribute types are called the request- attnbutetyp% for the search-rule. Other
attribute types shall not be present in the filter in any form, negated or non-negated. This subclause further qualifies
what it means for an attribute type to be present in a search filter. A search-rule also specifies requirements on valid
combinations of request attribute types. It might be a requirement that certain attribute shall be present; it might be a
requirement that at least one out of two attribute types shall be present; it might be a requirement that one attribute type
is not allowed without another being present, etc. To further elaborate on how to express combinations, it is useful to
introduce the concept of subfilters.

According to propositional calculus, any filter whatsoever can be written as a sequence of subfilters separated by OR
operators. This can be written as:

f:f1+f2+...+fr
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where each subfilter, f;, is a sequence of filter items or negated filter items that are separated by AND operators, which
can be written as:

fi =fi1fi2 ... fis
where f;; is either afilter item or its negation.
The subfilter concept is further described in Annex Q.
For afilter to comply with a search-rule, each subfilter shall comply with the search-rule.

For afilter item to effectively represent an attribute type in a subfilter, it is required to comply with the requirements of
the request-attribute-profile for the attribute type. The request-attribute-profiles are part of the search-rule specification.
If at least one filter-item for an attribute type in each subfilter complies with the request-attribute-profile for that
attribute type, the attribute type is said to be an effectively-present-attribute-type.

16.6 Frter requiTaments

For an attfibute type to be effectively present in a filter, the attribute type or, if the includeSubtypes_option of the
request-attfibute-profile is set, one of its subtypes shall be present in at least one non-negated filfer itgm of each
subfilter. Such a non-negated filter item shall comply with al of the following requirements:

It shall be a non-negated filter item that is not one of the following types:

greaterOrEqual;

lessOrEqual;

present or contextPresence unless explicitly allowed by the request-attribute-profile.
+ It shal comply with the request-attribute-profile specification forthat attribute type.

1+ Ifitisan extensibleMatch filter item, the attribute type shall*be specified in the type compohent of the
MatchingRuleAssertion.

NOTE — If this last restriction is not introduced, this filteryitem could implicitly include an unspecifiedd number of
attribute typesinto the search filter and thereby impair the Search validation procedure.
If an attribute type is represented in afilter, it shall be effectively’present.

It is allowpd to have extensibleMatch filter items withQut the type component in the filter. Their presende does not
affect the pearch validation against search-rules. However, such a filter item shall only be applied to attriblites whose
types are| request-attribute-types, i.e.,, represented in the governing-search-rule by a request-attriqute-profile
(see 16.10{2).

16.7 Attribute infor mation selection based on sear ch-rules

Outside a $ervice-specific administrative area, attribute information returned is selected by the selection cofnponent of
the operatipn request possibly medified by the operationContext of the CommonArguments, and any contgxt defaults
established either within a context default specific administrative area or by local context defaults. Fof a Search
operation, | selection of  information may aso be modified by the matchedVvaluesOnly compongnt in the
SearchArgument. Howevér, when an operation is controlled by a governing-search-rule, this search-rule may specify
what information is ta*bereturned. When this is the case, the user attribute information returned shall be the intersection
of what the governing-search-rule specifies and what would have been returned had there been no governing-search-
rule. If thelentry information selection in the selection component specifies selection of operational attributep, the same
rule shall
attribute i
rule.

A governing-search-rule may specify what attribute information is to be returned completely independently of what
attribute types may be specified in asearch filter.

When information is to be returned based on hierarchical groups, selection of attribute information from such entriesis
based on the principle above, except that matchedValuesOnly specifications have no effect.

NOTE — Family member selection is not governed by the above principle (see 16.10.6).

16.8 Access contr ol aspects of search-rules

Search-rules provide some additional access control capabilities besides those capabilities described in clause 18. In a
service-minded approach, it is necessary to apply restrictions on how operations can be formulated and what
information can be returned. This should be based not only on the identity of the user, but also on the service-type and
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the user-class, thereby alowing the administrative authorities to tailor the service based on quality of information,

charging considerations, etc.

The access control capabilities as defined in clause 18 are used for ensuring that only proper user groups can invoke
search-rules. These capabilities can also protect information never to be accessed by particular user groups.

A DSA that caches information originating from a service-specific administrative area may not have search-rules for
controlling the restrictions on that information. As for access control (see 18.8.2), a Security Administrator should be
aware that a DSA with the capability of caching may impose a significant security risk to other DSAs.

16.9 Contexts aspects of search-rules

As context assertions can be part of a filter item for the Search operation, search-rule specifications need to take
contexts into account. Inclusion of contexts into the search-rule brings new capabilities into the contexts feature that
may simplify requirements on DUA and DSA implementations.

The basic [context feature allows the user to specify contexts for the Search filter and for entry information selection;
and it alloyvs the administrative authorities to establish context defaults within a context default specific-administrative
area. Thege defaults apply indiscriminately to al users and to all service-types. However, the'context|feature as
provided by the search-rules alows the user to specify a minimum of context information, and it pllows the
administrgive authorities to make individual context specifications for each search-rule. In addition, it is gossible, as
indicated ih 16.8, to provide access control like function through proper design of the search=rule context specification.
Use of context specifications in search-rules could make establishment of context default-specific administriative areas

redundant,

16.10  $earch-rule specification

The SearchRule ASN.1 data type gives the syntax of a search-rule.

SearchRule ::= SEQUENCE {
COMPONENTS OF
seryiceType
usgrClass
inpltAttributeTypes
attrjpbuteCombination
outputAttributeTypes
defpultControls
mapdatoryControls
segrchRuleControls
familyGrouping
familyReturn
relgdxation
additionalControl
allgwedSubset

SearchRuleld,

[1] OBJECT IDENTIFIER

[2] INTEGER

[3] SEQUENCE SIZEA0..MAX) OF RequestAttribute
[4] AttributeCombination

[5] SEQUENCE SIZE (1..MAX) OF ResultAttribute
[6] ControlOptions

[7] ControlOptions

[8] ControlOptions

[9] FamilyGrouping

[10] << EamilyReturn

[11] )*RelaxationPolicy

[12] SEQUENCE SIZE (1..MAX) OF AttributeType
[13] AllowedSubset

imgosedSubset [14] ImposedSubset

entfyLimit [15] EntryLimit
SearchRuleld ::= SEQUENCE ({

id INTEGER,

dmflid [0] OBJECT IDENTIFIER }

AIIowedSnIAbset 2= BIT STRING { baseObject (0), oneLevel (1), wholeSubtree (2) }

OPTIONAL,
OPTIONAL
OPTIONAL,
DEFAULT|and : { },
OPTIONAL
OPTIONAL,
OPTIONAL,
OPTIONAL
OPTIONAL,
OPTIONAL
OPTIONAL
OPTIONAL,
DEFAULT|'111'B,
OPTIONAL,
OPTIONAL }

ImposedSubset ::= ENUMERATED { baseObject (0), oneLevel (1), wholeSubtree (2) }

RequestAttribute ::= SEQUENCE {

attributeType
includeSubtypes
selectedValues

defaultValues
entryType
values

contexts
contextCombination
matchingUse

ATTRIBUTE.&id ({ SupportedAttributes }),
[0 BOOLEAN
[1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({ SupportedAttributes H{ @attributeType })
[2]  SEQUENCE SIZE (0..MAX) OF SEQUENCE {
OBJECT-CLASS.&id
SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }) }
[3] SEQUENCE SIZE (0..MAX) OF ContextProfile
[4] ContextCombination
[5] SEQUENCE SIZE (1..MAX) OF MatchingUse
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ContextProfile ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValue SEQUENCE SIZE (1..MAX) OF CONTEXT.&Assertion
({SupportedContexts{@contextType}) OPTIONAL }

ContextCombination ::= CHOICE {

context [O] CONTEXT.&id({SupportedContexts}),
and [1] SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
not [3] ContextCombination }

MatchingUse ::= SEQUENCE {
restrictionType MATCHING-RESTRICTION.&id ({SupportedMatchingRestrictions}),
restrictionValue MATCHING-RESTRICTION.&Restriction
({SupportedMatchingRestrictions}{@restrictionType}) }

-- Definitior of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set isrequired to
-- specify a fable constraint on the components of SupportedMatchingRestrictions
SupportedMatchingRestrictions MATCHING-RESTRICTION ::= { ...}

AttributeJombination ::= CHOICE {

attrjbute [0] AttributeType,
and [1] SEQUENCE OF AttributeCombination,
or [2] SEQUENCE OF AttributeCombination,
not [3] AttributeCombination }
ResultAttifibute ::= SEQUENCE {
attrjbuteType ATTRIBUTE.&id ({ SupportedAttributes'}),
outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }),
matchedValuesOnly NULL } OPTIONAL,
corjtexts [O] SEQUENCE SIZE (1..MAX).OF ContextProfile OPTIONAL }
ControlOgtions ::= SEQUENCE {
seryiceControls [0] ServiceControlOptions  DEFAULT{},
searchOptions [1] SearchControlOptions DEFAULT { searchAliases },
hiefarchyOptions [2] HierarchySelections OPTIONAL }
EntryLimif ::= SEQUENCE {
defpult INTEGER,
ma INTEGER\}

RelaxatiopPolicy ::= SEQUENEE"{
badic [O] MRMapping DEFAULT { },
tightenings [1] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relgxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
maximum  [8] INTEGER OPTIONAL, -- mandatory if tightenings is present
mirfimum [4] INTEGER DEFAULT 1}

ing ;= SEQUENCE {
mapping [O]

OPTIONAL,

SEQUENCE SIZE (1..MAX) OF Mapping

Mapping ::= SEQUENCE {

mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY { -- shall be an
-- object identifier of a mapping-based matching algorithm--} ),
level INTEGER DEFAULTO0}

MRSubstitution ::= SEQUENCE {
attribute AttributeType,
oldMatchingRule [0] MATCHING-RULE.&id OPTIONAL,
newMatchingRule [1]  MATCHING-RULE.&id OPTIONAL }

16.10.1 Search-ruleidentification components

Theid component allows for the unique identification of search-rules within aDMD. The value zero is reserved for the
empty search-rule. The purpose of an empty search rule is described in 16.3.
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The dmdIid component gives a unique identification of the DMD that has established the search-rule. This component
together with id permits the definition of aunique, global identification of a search-rule.

NOTE — How this uniquenessis to be policed is outside the scope of this specification.

The id component (with the value of zero) and the dmdid components are the only components relevant for the empty
search-rule.

The serviceType component is an object identifier that identifies the service-type supported by this search-rule. This
component shall always be present except for an empty search-rule.

The userClass component indicates the user-class for which the search-rule is primarily intended. For a given service-
type, there can be several search-rules specifying the same user-class. This component shall always be present except
for an empty search-rule.

16.10.2 Request-attribute-profiles

The inputfttributeTypes component shall speciTy request-attribute-profiles for all atitribute types that shalllor may be
representefl in a search filter. If asearch filter includes afilter item for an attribute type not represented\byf a request-
attribute-pfofile, the search validation against this search-rule fails. The RequestAttribute data type sgecifies the
requiremeit on a filter item for the attribute type specified in the filter item to be effectively present. If this fomponent
is absent, the search-rule does not put any restriction on the presence of attribute types, i.e., any eperation corpplies with
this compgnent. If the component is present, but empty, only aread request, amodifyEntry request or aseafch request
with default filter (and : { }) complies with this component.

The following subcomponents are relevant for all operation types controlled by search-rules:

a) TheattributeType subcomponent specifies the attribute type for which this specification appliles. It isthe
only mandatory subcomponent. There can only be one RequestAttribute specification fpr a given
atribute type within a search-rule. If this is the only, subcomponent, except possibly for the
includeSubtypes subcomponent, there are no restrictions©n search filter items for this attrjbute type,
except that if such filter items are in thefilter, at least onelof them shall be non-negated.

) The includeSubtypes subcomponent specifies that/this request-attribute-profile can be sat{sfied by a
filter item for a subtype of this attribute type.

The following subcomponents are only relevant for the Search operation:

¢) TheselectedValues subcomponent provides a set of attribute values of the type given in attributeType.
If this attribute type is represented in the filter, there shall be at least one non-negated filter item for this
attribute type that matches at least_one value of this subcomponent. Otherwise, this attributejtype is not
effectively present in thefilter.

If this subcomponent is absent;-the above matching evaluates to TRUE.
If an empty set of attribatewalues is given, this attribute type can only be effectively present in;
— apresent filter.item if the Contexts subcomponent is not present; or

— acontextRresent filter item if the Contexts subcomponent is present.

d) The defaultValdes subcomponent does not affect the evaluation of a search request against the search-
rule, but-controls the Search operation when a search-rule has been selected as the governing-gearch-rule.
This cemponent provides a set of attribute values of the type given in attributeType. If afilter|[item using
thig'attribute type is defined within the filter, but there is no attribute of this type present in anjentry (or a
familly grouping), then this filter item evaluates to TRUE (or to FALSE if negated) if the[filter item
matches one of the values in this subcomponent. If this subcomponent is absent, there are|no default

]
vVAauco.

If this component is present, but empty, it indicates that this component takes all possible values, i.e., a
filter item for this attribute type always evaluates to TRUE (or to FAL SE if negated) if the attribute type
isabsent in an entry.

NOTE 1 — This reflects the situation where a filter item shall be ignored if an attribute of the type referenced is
absent.

If an entry holds an attribute of thistype, normal matching against this attribute is done.

€) Thecontexts subcomponent specifies the context types that are allowed to be represented in a filter item
for this attribute type. A particular context type shall not be represented more than once in this
subcomponent.

— If the subcomponent is absent, any context information may be present in a filter item for this
attribute type.
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invalid combination of request-attribute-types is‘present, the search validation against this search-rule
componenf may specify that certain attribute-types shall unconditionally be effectively present in the
component shall be absent if inputAttributeTypes is absent or empty. If this component is present
non-defaulit value, only a Search operationwith a non-default filter can potentially comply with this compong

16.10.4
The outp

service coptrol option is hot-set) will potentially be present in the result, subject to access control (see
matched entry or compound entry does not contain any of the attributes defined in this component, it is not
the result.

operations|specified\by control attributes in the additionalControl component. If such a family member hol
the attribute types defined by this component, this corresponds to the family member and al its subordin
Jnmarked The ResuItAttrubute data type specmes the detalls about how such an attrlbute tyf

explicitly

represente
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If the subcomponent is present, only context types specified by this subcomponent may be present
in a filter item for this attribute type. If it is an empty sequence, no context information may be
present in afilter item for this attribute type.

If only a context type is specified, any context value of that type may be present in the context
assertion.

If context values for a given context type are present in this subcomponent, only those values may

be present in a corresponding context assertion in afilter item.

If the context specification in the filter item does not comply with the above, the filter item does not

comply with the request-attribute-profile for the attribute type.
f)  ThecontextCombination subcomponent specifies the valid combination of the context types

aslisted in

the contexts subcomponent within this request-attribute-profile. If this subcomponent is absent, there is
no restriction on the combination of these context types. If an invalid combination of context types is

present, the filter item does not comply with the request-attribute-profile for the attribute

type. This

component may specify that certain context types shall unconditionally be present.
@) The matchingUse subcomponent is used to specify possible constraints on the use of\the

that actually is going to be used before any relaxation but after a possible basic substitution.
subcomponent specifies a matching restriction defined for the matching ruleyto be used, it

whether this matching restriction is violated or whether unsupported aspects-of the matching r
be applied. If that is the case, then:

how to apply the matching rule in a different way;

NOTE 2 — Such a local rule requires a customization capability to be applied for the matc|
question.

search request does not comply with this search-rule.

Attribute combinations

buteTypes component. If this component isabSent or has the default value (and : {}), thereisno
hbination of request-attribute-type and -alPrelevant types of operations comply with this compg

Attributesin theresult

ytAttributeTypes component specifies what attribute types (or their subtypes if the noSubtyp

A similarrlle applies for individua family member marked as the result of the matching

applicable

matching rule, e.g., minimum lengths for substring matching. The applicable matching rulelis the one

lhe details

on the restrictions and how they are evaluated are described as part of the restriction specificafion. If this

is checked
ule have to

— if the performExactly search control option is not set, the implementation may use a local rule on

hing rule in

— if the performExactly search control option is&gtor it is not possible to apply a locdl rule, the

sted in the
restriction
nent. If an
fails. This
ilter. This
and has a
nt.

bSelection
16.7). If a
ncluded in
or through
ds none of
ates being

be shall be
affect the

entry information selectlon except as poss bly specn‘led by the famllyReturn and addltlonaIControI components. This
component has the following subcomponents:

a) TheattributeType subcomponent specifies the attribute type for which this specification appli

es. Itisthe

only mandatory subcomponent. There can only be one ResultAttribute specification for a given attribute

type within a search-rule.
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b) The outputVvalues subcomponent specifies what attribute values of this attribute type are candidates for
being returned. The set of values may be further restricted by the context subcomponent, entry
information selection as provided by the requestor, access control, etc. If this subcomponent is absent, all
the attribute values are candidates. The selectedValues choice provides a set of attribute values of the

type given in attributeType. Only those values listed are candidates for attribute values to b

e returned.

The matchedValuesOnly choice specifies that only those attribute values of the attribute that contributed

to the filter returning TRUE via filter items other than present are candidates for bein
(see 10.2.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3 for a definition of the term "contributed").

g returned

¢) Thecontext subcomponent holds a set of context profiles that specify what attribute value information is

returned for this attribute type.

— If this subcomponent is absent, the search-rule does not make any restrictions on what attribute

values can be returned based on contexts.

— If a context type is not included in this subcomponent, no context information of this type is

type are returned with each attribute value.

— If one or more context profiles include the contextValue data type, each su¢h contex
treated as a ContextAssertion to be applied against the attribute values as-specified in 8.

If this selection results in no value being returned for this attribute type;the attribute is n
in the result. Likewise, if this selection results in no informationr |eft for an entry, this 4
returned.

— If dl returned attribute values of this attribute type have the.same { context type, context
to be returned, such a context value is removed from alk the attribute values. If that leave
without any context value, it is completely removed,

NOTE — This will permit a service to be tailored\in such a way that a user with simple &
most cases can receive information without gontexts.

16.10.5 $ervice and search controls

The defau|tControls component, if present, is used to spegify setting of bits not explicitly set for an opera
ServiceCdntrolOptions within the service controls of the operation argument, and if the operation is a
SearchCoptrolOptions and HierarchySelections. Af<any specific option is absent, the defaultControls
present, isjused.

If al the hierarchyOptions subcomponent iS\absent in defaultControls, or the defaultControls is absent|
selection $hall not be used. If the hierarchySelection component is present in a search argument an
anything than self, the search validationragainst this search-rule fails. Corresponding elements in mandato
and searchiRuleControls shall be omitted.

If the defpultControls compenent is completely absent, it shall be considered to take the standard de
{ serviceQontrols { }, searchOptions {searchAliases} }.

The mandatoryControls-component specifies, by setting specific bits, the bitstring options that shall be
specified in default€ontrols; if any bit specified by mandatoryControls differs in the user-supplied op
defaultCoftrols,_the-search validation against this search-rule fails. Bits not specified by the mandato
componeni are taken as zero. If the operation is a Read or Modify Entry operation, only the servig
subcomponent’is considered.

— If acontext profile does not include the contextValue data type, al context values of ]he context

I profile is
D.2.4. Only

those attribute values for which this evaluation yields TRUE for all suchgontext types aie returned.

bt included
ntry is not

value} pair
S a context

uipment in

tion in the
bearch, the
Bl ement, if

hierarchy
 specifies
yControls

ault value

present as
tions from
yControls
eControls

The searchRuleControls component specifies, by setting specific bits, the bitstring options that are to be taken from
the defaultControls rather than from the user-supplied options. Bits not specified by the searchRuleControls
component are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceControls

subcomponent is considered.

NOTE —If the user supplies Ug , p in @ Search operation, and the default bits are Dg , n, the result of applying the
defaultControls component is a bit string Cy, n Where bits 0 to p are taken from U and the remaining ones from D. The search

validation against this search-rule fails if the bitstring C&M is not equal to D&M, where C means Cyon , ‘&'

represents a

bitwise-AND operation, and My, y IS the bitstring specified by mandatoryControls. Otherwise, the value of options that is used
is (C&~S | D&S) where S is the bitstring specified by searchRuleControls, ~S is its bitwise negation, and '|' represents a
bitwise-OR operation. This last manipulation has the effect of excising the bits indicated by searchRuleControls and replacing
them with the default bit values. The familyGrouping component specifies a family grouping specification that, if present, takes

precedence over (i.e., substitutes for) the familyGrouping in the CommonArguments of the search argument.
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16.10.6 Family specifications

The familyGrouping component specifies a family grouping selection that, if present, takes precedence over (i.e.,
substitutes for) the familyGrouping of the CommonArguments of the search argument.

The familyReturn component specifies family member return selection. It adjusts the specification given by the
familyReturn in the EntryinformationSelection (or its default) of the search argument. The search-rule specification
takes precedence with respect to the specification in memberSelect component, while the search argument
specification takes precedence with respect to familySelect component, i.e., if the familySelect component is present in
the search argument, a possible familySelect component in the search-rule shall beignored.

16.10.7 Control of relaxation

The relaxation component defines the relaxation policy using the RelaxationPolicy construct. The same construct may
be included in asearch request in the relaxation component. The procedure associated with this construct is described
here, covering both the case where it isincluded in a search-rule and the case where it isincluded in asearch request. If
RelaxatiopPolicy is included in both the search-rule and in the search request, additional specifications)afe given in
10.2.2 of IJTU-T Rec. X.511 | ISO/IEC 9594-3.

The RelaxptionPolicy has the following subcomponents:

and/or mapping-based matching functions that are applied to asearch filterfor_the first evalliation (i.e.,
without tightening or relaxation). This permits the selection of a more apprépriate match than the original
match. Omission of the item or supplying it with an empty set causes al the normal mat¢hing rules
without applying any mapping-based matching to be used for the first.eval uation.

a) The basic subcomponent, if present, defines MRMapping, i.e, a set of matching-rule s]‘bstitutions

D) Thetightenings subcomponent, if present, comprises a sequence of’ substitutions and of mappings, each
defined by MRMapping, that are to be applied in the order given; one at the time, if the matched entries
are too numerous (greater than maximum).

¢) The relaxations subcomponent, if present, comprises-aisequence of substitutions and mappings, each
defined by MRMapping, that are to be applied in the)order given, one at the time, if the matched entries
are too few (less than minimum).

d) The maximum subcomponent shall always be‘present if tightenings is present, and then specifies the
number of entries found above which atightening is to be applied.

@) The minimum subcomponent specifies\the number of entries found for which (or below which) a
relaxation is to be applied; if absent;.it’defaults to zero.

NOTE 1 — Relaxation/tightening is not affected by the performExactly search control option.

Matching fule substitutions and mappings are defined by MRMapping elements, each of which consists of g sequence-
of Mapping elements and a sequence-e6f MRSubstitution elements. The sequence orders of these elements have no
significange.

A Mapping element has the follewing components:

a) The mappingFunction component identifies a mapping-based mapping function with |associated
mapping tableto be applied.

) The level-component identifies the level of relaxation (or tightening if negative) to be applied for the
mapping-based matching. This component shall be ignored if the &userControl is set for th¢ mapping-
based matching and the extendedArea search control is included in the search request, in Which case
the value specified in extendedArea is applied.

NOTE Eor the basic substitution-and mnprr_\i Ag, thelevel shouldin Many cases be sat to zero

A MRSubstitution element has the following components:
a) attribute describes the attribute to which the substitution is to be applied.

b) oldMatchingRule is the matching rule that is to be substituted for. If absent, it applies to the previously
applicable matching rule of the specified type for the attribute, if thereis one. For basic substitution, or if
basic substitution is not performed, for the first relaxation/tightening substitution, the applicable
matching is the one that would otherwise have been used. For subsequent substitutions, the applicable
matching rule is the one brought in by the previous substitution. If this subcomponent specifies a
matching rule that is not the previously applicable matching rule, then no substitution is performed.

NOTE 3—As an example, if the filter item is of type equality and thereby selecting an equality matching rule, and this
subcomponent specifies a substring matching rule, then no substitution is performed.
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¢) newMatchingRule is the object identifier for the substitute matching rule that is to be used in place of
the old matching rule. If absent, any corresponding filter-items are evaluated as TRUE for a non-negated
item, and FAL SE for anegated item (i.e., in accordance with id-mr-nullMatch).

The following applies only for matching rule substitution specified in a search request. If a matching
rule is specified for which there is a matching restriction for the attribute type (see 16.10.2, item @)) that
will make the search request non-compliant with the governing-search-rule; or an unsupported or
incompatible matching rule is specified, the substitution is abandoned and no further substitution is
performed for the attribute type.

NOTE 4 — It is assumed that a DSA will not allow invalid substitutions to be present in a search-rule.

One attribute can have multiple MRSubstitution elementsin an MRMapping provided that the combination of attribute
and oldMatchingRule (if present) is unique. When oldMatchingRule is absent in one MRSubstitution, but is present in
another MRSubstitution, the latter takes precedence in mapping the matching rule defined by oldMatchingRule.

16.10.8 Ad%enal—eet#el—eeﬂwe«m—el
The additipnalControl component allows the effect of a governing-search-rule to be adapted to a specific efivironment

where additional control of a Search operation is required. It specifies one or more control attribute fypes. The
semantics,|syntax and placement of such a control attribute type referenced by this component shiall -be defined as part
of the confrol attribute definition. Such a specification may be made outside these Directory Specifications] A control
attribute specified includes a part of its definition procedures to be executed based on the infarmation provilded by the
control attfibute.

This comppnent does not affect the search-validation function.

A control pttribute could be placed in such way that it affects several entries, €g.)'in a service-specific administrative
point or in a service administration subentry. It can also be placed in individual entries. When a control gttribute is
placed in |ndividual entries, it can only affect entry information selection‘for those entries. A control attfibute may
result in certain entries or family members being explicitly unmark, which will prevent their presence in [the Search
result.

NOTE 1 -By placing a control attribute in the service-specific admifistrative point, the control attribute can affpct the way

matching is performed. As an example, an attribute type specified i afilter item can be mapped into or supplementefl by a set of

attribute types (“friendly" attribute types) against which matching.can be performed in some defined way, e.g., to obtain the same
effect pfovided by attribute subtyping. Similarly, a control attrilbute could adjust the entry information returned.

NOTE 2 — By placing a control attribute in a given entry, it'is possible to take individual requirements into account, §.9., to cover
persong data protection regquirements.

If compound entries are been marked or unmarkedhas the result of the processing of one or more control attrjbutes, this
shall be [done before applying the family return specification (as specified by the familyRetufn in the
EntryinformationSelection or as overridden-by the familyReturn search-rule component). If the explicit unmarking
resultsin rjo member of acompound entrybeing returned, the compound entry is completely removed from the result.

16.10.9 Miscellaneous components

The allowg¢dSubset componefit specifies the valid choices of the Search request subset specification. This gearch-rule
component isignored if the'imposedSubset search-rule component is present and the useSubset search coptrol is not
set in asefirch request, Asdefault, any subset choiceis possible. If the subset parameter of asearch requédst does not
specify a yalue compatible with this search-rule component, the search validation against this search-rule fails. For a
Read or Mpdify Entry/operation to comply with this component, it must include the value baseObject.

The impogedSubset component specifies asubset that substitutes the subset specification in asearch request. If this
component is.rot present or if the useSubset search control is set in the search request, no substitution is|performed
and the restriction expressed by the allowedSubset is exercised. This component shall be ignored when evaluating a
read or modifyEntry request against a search-rule.

The entryLimit component has two subcomponents. The default subcomponent indicates the size limit to be imposed
by the Directory if the sizeLimit service control is not set. The max subcomponent indicates the maximum allowable
value for the sizeLimit service control. If exceeded, the effective sizeLimit is reduced to this max value. This
component shall be ignored when evaluating aread or modifyEntry request against a search-rule.

16.10.10 ASN.1 information object classes

The SEARCH-RULE, REQUEST-ATTRIBUTE and RESULT-ATTRIBUTE information object classes are provided to
facilitate the documentation of search-rules:
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SEARCH-RULE ::= CLASS {

&dmdld
&serviceType
&userClass
&InputAttributeTypes
&combination
&OutputAttributeTypes
&defaultControls
&mandatoryControls
&searchRuleControls
&familyGrouping
&familyReturn
&additionalControl
&relaxation
&allowedSubset

| SO/IEC 9594-2:2008 (E)

OBJECT IDENTIFIER,

OBJECT IDENTIFIER OPTIONAL,
INTEGER OPTIONAL,
REQUEST-ATTRIBUTE OPTIONAL,
AttributeCombination OPTIONAL,
RESULT-ATTRIBUTE OPTIONAL,
ControlOptions OPTIONAL,
ControlOptions OPTIONAL,
ControlOptions OPTIONAL,
FamilyGrouping OPTIONAL,
FamilyReturn OPTIONAL,
AttributeType OPTIONAL,
RelaxationPolicy OPTIONAL,

AllowedSubset

DEFAULT '111'B,

TPUT ATTRIBUTES
FAULT CONTROL

MILY-GROUPING
MILY-RETURN

LAXATION
LOWED SUBSET
POSED SUBSET
TRY LIMIT

REQUESTIATTRIBUTE ::= CLASS {

&attributeType

WITH SYNTAX {

NDATORY CONTROL
ARCH-RULE CONTROL

DITIONAL CONTROL

OPTIONAL,
OPTIONAL,

ImposedSubset
EntryLimit
INTEGER UNIQUE }

&dmdld

&serviceType ]
&userClass |
&InputAttributeTypes ]
&combination ]
&OutputAttributeTypes ]
&defaultControls ]
&mandatoryControls ]
&searchRuleControls ]
&familyGrouping ]
&familyReturn ]
&additionalControl ]
&relaxation ]
&allowedSubset ]
&imposedSubset ]
&entryLimit ]

&id }

ATTRIBUTE.&id,

WITH SYNTAX {

ATTRIBUTE TYPE
[ OUTPUT VALUES
[ CONTEXTS

&attributeType
&outputValues ]
&contexts ]}

ITU-T Rec. X.501 (11/2008)

&S¢lectedValues ATTRIBUTE.&Type OPTIONAL,
&DefaultValues SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
valuesSEQUENCE OF ATTRIBUTE.&Type} OPTIONAL,
&caontexts SEQUENCE OF ContextProfile OPTIONAL,
&cgntextCombination ContextCombination OPTIONAL,
&MptchingUse MatchingUse OPTIONAL,
&includeSubtypes BOOLEAN DEFAULT| FALSE }
ATTRIBUTE TYPE &attributeType
[ SELECTED VALUES &SelectedValues ]
[ DEFAULT-VALUES &DefaultValues ]
[ CONTEXTS &contexts |
[ CONTEXT COMBINATION &contextCombination ]
[ MATCHING USE &Marcnmguse |
[ INCLUDE SUBTYPES &includeSubtypes ]}
RESULT-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE.&id,
&outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type,
matchedValuesOnly NULL } OPTIONAL,
&contexts ContextProfile OPTIONAL }
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16.11 Mat

ching restriction definition

An administrative authority may want to put restrictions on how a matching rule is applied. As an example, arestriction
on a substring matching rule may specify minimum lengths on substrings provided in a search filter item. Such a
restriction is of a permanent nature and has no dynamic characteristics, asit is the case for search relaxation.

Within a service-specific administrative area, restrictions can be applied by the proper construction of search-rules, and

thisisthe only

place where matching restrictions can be introduced.

Matching restrictions may be defined as values of the MATCHING-RESTRICTION information object class:

MATCHING-RESTRICTION ::= CLASS {
&Restriction,

&Rules
&id

MATCHING-RULE.&id,
OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {

REFTR
RULES
ID

For amatching rule restriction that is defined using this information object class:

Y
)

9

[CTION ZRestriction
&Rules
&id }

&Restriction isthe syntax for the matching restriction to be applied;
&Rules isthe set of matching rules to which this restriction can be applied.J-he restrictions g

lan only be

specified for a basic matching rule, i.e, does not include the &PafentMatchingRules field in its

definition;
&id isthe object identifier assigned to it.

Several matching restrictions can be defined for any one matching rule, but only one can be applied in agiver situation.

16.12 $earch-validation function

The search-val

aparticulal search-rule. The search-validation function yiel dsSSTRUE if the search request complies with the g
Otherwise| it yields FALSE. For a search request to complyWith a search-rule:

NOTE + Thisimplies that an attribute type shall\not be only represented by negated filter items.

least one

For an attributetype represented by one or more filter items in a subfilter to be effectively present in that
c} the filter items shall comply with the RequestAttribute specification for that attribute type, i.e.:

idation function is an abstract function that is used.to determine the compatibility of a search rg

attribute types other than those represented-by the inputAttributeTypes shall not be present i
in the search filter, negated or non-negated;

if an attribute type is present in afilter, it shall also be effectively present;

the condition for the .effective presence of request attributes as specified by the
attributeCombination component shall be fulfilled;

if there are requestégttribute-profiles that include the selectedValues subcomponent, the cor
attributes shall enly-be represented by non-negated filter items;

the subset specification in the search argument shall comply with the search-rule subset spec

the mandatory control as specified by the mandatoryControls component shall be exa
defayltControls for the search-rule.

bguest with
earch-rule.

N any form

search-rule

responding

fication;
ctly as in

ubfilter, at

The TiTter items shall be of type as Specitied in 16.6;

if the selectedValues subcomponent is present and non-empty in the request-attribute-profile, the filter

item shall match this subcomponent;

the context specification in the filter item shall comply with the context specifications in the request-

attribute-profile;

the matching rule specification in the filter item shall comply with the matching rule specifications in the

reguest-attribute-profile; and
any matching restriction shall be fulfilled.

The detailed search-validation procedure is specified in clause 13 of ITU-T Rec. X.511 | ISO/IEC 9594-3.
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SECTION 8 — SECURITY

17 Security model

17.1 Definitions

This Directory Specification makes use of the following terms defined in CCITT Rec. X.800 | 1SO 7498-2:
—  access control;
—  authentication;
—  security policy;
— confidentiality;

The follow

17.11  gccess control scheme: The means by which access to Directory information and poteritially to ag

themsel vey

1712
protected i

17.2 g

The Dir
DIB. Suc
Rec. X.504

Two aspeq
and the ac
NOTE -
clause ]
howeve
informg

1721 A

Authenticd
where nec

NOTE
compar

General-us
conjunctio

NOTE 2

NOTE

integrity.
ing terms are defined in this Directory Specification:

may be controlled.

rotected item: An element of Directory information to which access can be separately cont
femns of the Directory are entries, attributes, attribute values and names.

becur ity policies

ory exists in an environment where various administrative authorities control access to their por

D | ISO/IEC 9594-8).

bess control scheme.

fion.

Authentication procedures and mechanisms

tion procedures and mechanisms.in the context of the Directory include the methods to verify anc
bSSary:

the identity of DSAs and Directory users;
the identity of theerigin of information received at an access point.

bd to provisions for the authentication of non-administrative users.

e authentication procedures are defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 and can 4
h with the.access control schemes defined in this Directory Specification to enforce security policy

— Future editions of the Directory Specifications may define other access control schemes.

cess rights

olled. The

ion of the

access is generally in conformance with some administration-controlled security policy (gee ITU-T

ts or components of the security policy which effect access to the Directory are the authentication procedures

- Clause 18 defines two access control schemes known as Basic Access Control and Simplified Access Control, and
9 defines Rule-based Access Control. These schendes’may be used in conjunction with local administrative contrals;
, since local administrative policy has no standardized representation, it cannot be communicated i shadowed

propagate

| — The administratiVe-authority may stipulate different provisions for the authentication of administrative users as

e used in

= ocal administrative policy may stipulate that authentication taking place in certain other DSAs (e.g., D$As in other

DMDs)

retidoa-ch ]
1o tU UT Ulra ' CTya utu.

In general, there will be a mapping function from the authenticated identity (e.g., human user identity as authenticated
by an authentication exchange) to the access control identity (e.g., the distinguished name of an entry, together with an
optional unique identifier, representing the user). A particular security policy may state that the authenticated identity
and the access control identity are the same.

For names in the access control identity, primary distinguished names shall be used. Similarly, where access control
uses names in its specification of grants and denial, primary distinguished names shall be used.

17.2.2  Access control scheme

The definition of an access control scheme in the context of the Directory includes methods to:
—  specify access control information (ACI);
— enforce access rights defined by that access control information;

ITU-T Rec. X.501 (11/2008)
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— maintain access control information.

The enforcement of access rights applies to controlling access to:
—  Directory information related to names,
—  Directory user information;
—  Directory operational information including access control information.

Administrative authorities may make use of al or parts of any standardized access control scheme in implementing their
security policies, or may freely define their own schemes at their discretion.

However, administrative authorities may stipulate separate provisions for the protection of some or all of the Directory
operational information. Administrative authorities are not required to provide ordinary users with the means to detect
provisions for the protection of operational information.

_NOTE 1'—Administrative policy'may grant or _deny any form of access to particular attributes (e.g., operationa attributes)

The Directiory provides a means for the access control scheme in force in a particular portion of the DIB(to b¢ identified
through the use of the operational attribute accessControlScheme. The scope of such a scheme)is’ defjned by an
Access Control Specific Area (ACSA), which is a specific administrative area that is the (responsibility of the
corresponding Security Authority. This attribute is placed in the Administrative Entry for” the corfesponding
Administrgtive Point. Only administrative entries for Access Control Specific Points @are)alowed to fontain an
accessCoptrolScheme attribute.

NOTE 2 —If this operational attribute is missing with respect to access to a given entry, then the DSA shall behave ps for a first
edition PSA (i.e, itisalocal matter to determine an access control mechanism and its effeet,on operations, results anl errors).

accessCoptrolScheme ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch

SINGLE VALUE TRUE

USAGE directoryOperatiof

ID id-aca-accessControlScheme }

Any suberttry or entry in an ACSA is permitted to contain entiyn ACI if and only if such ACI is permitted and consi stent
ue of the accessControlScheme attribute of the'corresponding ACSA.

ity is available only on a point-te-point basis through the use of TLS, which may be invoked f
rotocols, for OSl Transport:\lbayer on top of TCP and for LDAP. TLS is not available for
rotocol stack. It is noted that point-to-point protection may be inadequate in a distributed enyironment;
d-to-end confidentiality.is only provided through the protection of the attributes themselves.

Directory
Directory
however,

Integrity ig provided in two ways. Point-to-point integrity may be provided for IDM Directory protocols and for LDAP
through the use of TLS. End<to-end integrity may be provided by signing and optionally chaining signed Directory
operations|other than LDAP using OPTIONALLY-PROTECTED as specified below. The PDUs containing th¢ Directory
operations| are not protected; rather, the arguments, results, and errors are protected. There is no mechanism for
providing p secure-persistent record of events such as DAP operations. LDAP operations are not protected by means of
this Directpry,Specification.

NOTE {“The experimental IETF RFC 2649 "An LDAP Control and Schema for Holding Operation Signatures’] proposes a
mechaniSm Tor Sgning Scontaning operalions and Tor providing a Secure persisient record of ThoSe Operations.

OPTIONALLY-PROTECTED is a parameterized data type where the parameter is a data type whose values may, at the
option of the generator, be accompanied by their digital signature. This capability is specified by means of the following

type:

OPTIONALLY-PROTECTED { Type } ::= CHOICE{
unsigned Type,
signed SIGNED {Type} }

The OPTIONALLY-PROTECTED-SEQ is used instead of OPTIONALLY-PROTECTED when the protected data typeisa
sequence data type that is not tagged.

OPTIONALLY-PROTECTED-SEQ { Type } ::= CHOICE {

unsigned Type,
signed [O] SIGNED { Type } }
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The SIGNED parameterized data type, which describes the form of the signed form of the information, is specified in
ITU-T Rec. X.509 | ISO/IEC 9594-8.

18 Basic Access Control

18.1  Scopeand application

This clause defines one specific access control scheme (of possibly many) for the Directory. The access control scheme
defined herein is identified with the accessControlScheme operational attribute by giving it the value
basic-access-control. Subclause 17.2.2 describes which entries contain the accessControlScheme operational
attribute.

NOTE — An access control scheme known as "Simplified Access Control” is specified in 18.9. It is defined as a subset of the

Basic Access Control scheme. When Simplified Access Control is used, the accessControlScheme operational attribute shall
have étf value simplitied-access-control. Additional accesS conirol schemes Known as Rule-based Access Control” are

specifief in clause 19.

The schenpe defined here is only concerned with providing means of controlling access to the Diréctory information
within thel DIB (potentially including tree structure and access control information). It does ndt)address ¢ontrolling
access for [the purpose of communication with a DSA application-entity. Control of access to|information [means the
prevention of unauthorized detection, disclosure, or modification of that information.

18.2 Basic Access Control model

The Basic|Access Control model for the Directory defines, for every Directory Operation, one or more poinfs at which
access control decisions take place. Each access control decision involves:

+ that element of Directory information being accessed, calledthe protected item;
+ theuser requesting the operation, called the requestor;
4+ aparticular right necessary to complete a portion of the operation, called the permission;

4+ one or more operational attributes that collectively contain the security policy governing acgess to that
item, called ACI items.

Thus, the asic access control model defines:

+ theprotected items;

+ theuser classes;

4 the permission categories required to perform each Directory operation;
+ the scope of applicationand syntax of ACl items;

4+ the basic agorithm, called the Access Control Decision Function (ACDF), used to decide|whether a
particular requestor-has a particular permission by virtue of applicable ACI items.

18.2.1 Protected items

A protectgd item is anelement of Directory information to which access can be separately controlled. The protected
items of the Directory)are entries, attributes, attribute values and names. For convenience in specifying access control
policies, Basic Access Control provides the means to identify collections of related items, such as attributes jn an entry
oral attrit[ute values of a given attribute, and to specify a common protection for them.

18.2.2  Accesscontrol permissionsand their scope
Accessis controlled by granting or denying permissions. The permission categories are described in 18.2.3 and 18.2.4.

The scope of access controls can be a single entry or a collection of entries that are logically related by being within the
scope of asubentry for a particular administrative point.
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Permission categories are generally independent. Since all Directory entries have a réelative position within the DIT,
access to user and operational information always involves some form of access to DIT related information. Thus, there
are two main forms of access control decision associated with a Directory operation: access to entries as named objects
(referred to as entry access); and access to attributes containing user and operational information (referred to as
attribute access). For many Directory operations, both forms of permission are required. In addition, where applicable,
separate permissions control the name or error type returned. Some important aspects of permissions categories, forms
of access, and access control decision making are as follows:

a)

b)

To perform Directory operations on entire entries (e.g., read an entry or add an entry), it is usualy
necessary for permission to be granted with respect to the attributes and values contained within that
entry. Exceptions are permissions controlling entry renaming and removal: in neither case is attribute or
attribute value permissions taken into account.

To perform Directory operations that require access to attributes or attribute values, it is necessary to
have entry access permission to the entry or entries that contain those attributes or values.

18.2.3 RPermission categoriesfor entry access

NOTE 1 Tha ol of o cnting o of an arteiba s donc At racu nen to-tha tontc of tha €Rtry or Of the
NOFE+—The+emeval-ef-an-entry-er-ef-an-attribute dees-Retrequire-aecessto-the-eentents-of-the-entry
attribute.

The decision whether or not to permit entry access is strictly determined by the positionyof the entry in
the DIT, in terms of its distinguished name, and is independent of how the Directory-locates thet entry.

A design principle of Basic Access Control is that access may be allowed only when there is ah explicitly
provided grant present in the access control information used by the Directory todmake the acdess control
decision. Granting one form of access (e.g., entry access) never automaticalty or implicitly| grants the
other form (e.g., attribute access). In order to administer meaningful Ditectory access control |policies, it
isthus usually necessary to explicitly set access policy for both formsef access.

NOTE 2 — Certain combinations of grants or denias areillogical, but it)is the responsibility of userq rather than

the Directory, to ensure that such combinations are absent.

NOTE 3 — Consistent with the above design principle, granting. or denying permissions for an attfibute value
does not automatically control access to the related attribute. Mereover, in order to access an attribute value(s) in
the course of a Directory interrogation operation, a user,must be granted access to both the attributeftype and its
value(s).
The only default access decision provided in the model is to deny access in the absence of expicit access
control information that grants access.

A denial specified in access control information always overrides agrant, all other factors being equal.

A particular DSA may not have the access control information governing the Directory data it caches.
Security Administrators should bevaware that a DSA with the capability of caching nay pose a
significant security risk to other DSAS, in that it may reveal information to unauthorized users|

For the purposes of interrogation, collective attributes that are associated with an entry ar¢ protected
precisaly asif they were attributes that form part of the entry.
NOTE 4 — For the purpeses of modification, collective attributes are associated with the subentry that holds

them, not with entries within the scope of the subentry. Modify-related access controls are therefore[not relevant
to collective attributes, except when they apply to the collective attribute and its values within the sujentry.

The permyssion categories used to control entry access are Read, Browse, Add, Remove, Modify} Rename,
DiscloseOnError, Export, and Import and ReturnDN. Their use is described in more detail in ITU-T Regc. X.511 |
I SO/IEC 9594-3.5Annex L provides an overview of their meaning in general situations. This subclause introduces the
categories|bybriefly indicating the intent associated with the granting of each. The actual influence of g particular
granted pgrmisSion on access control decisions are, however, determined by the full context of the ACDF jand access

control decision points for each Directory operation.

a)

b)

0)

Read, if granted, permits read access for Directory operations which specifically name an entry (i.e., as
opposed to the List and Search operations) and provides visibility to the information contained in the
entry to which it applies.

Browse, if granted, permits entries to be accessed using Directory operations which do not explicitly
provide the name of the entry.

Add, if granted, permits creation of an entry in the DIT subject to controls on all attributes and attribute
values to be placed in the new entry at time of creation.

NOTE 1 —In order to add an entry, permission shall also be granted to add at least the mandatory attributes and
their values.

NOTE 2 —There is no specific "add subordinate permission”. Permission to add an entry is controlled using
prescriptiveACI operational attributes as described in 18.3.
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f)

0)
h)
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Remove, if granted, permits the entry to be removed from the DIT regardless of controls on attributes or
attribute values within the entry.
Modify, if granted, permits the information contained within an entry to be modified.
NOTE 3 —1In order to modify information contained within an entry other than the distinguished name attribute
values, appropriate attribute and value permissions shall also be granted.

Granting Rename is necessary for an entry to be renamed with a new RDN, taking into account the
consequential changes to the distinguished names of subordinate entries, if any; if the name of the
superior is unchanged, the grant is sufficient.

NOTE 4 —In order to rename an entry, there are no prerequisite permissions to contained attributes or values,
including the RDN attributes; this is true even when the operation causes new attribute values to be added or
removed as aresult of the changes of RDN.

DiscloseOnError, if granted, permits the name of an entry to be disclosed in an error (or empty) result.
Export, if granted, permits an entry and its subordinates (if any) to be exported; that is, removed from the

j

18.24 Permission categoriesfor attribute and attribute value access

current location and placed in a new location subject to the granting of suitable permissions at the
destination. If the last RDN is changed, Renameis also required at the current location.
NOTE 5 — In order to export an entry or its subordinates, there are no prerequisite permissions {o contained

attributes or values, including the RDN attributes; this is true even when the operation caises attribyte values to
be added or removed as aresult of the changes of RDN.

Import, if granted, permits an entry and its subordinates, if any, to be imperted; that is, renjoved from
some other location and placed at the location to which the permission applies(subject to the granting of
suitable permissions at the source location).

NOTE 6 —In order to import an entry or its subordinates, there are no.prerequisite permissions o contained
attributes or values, including the RDN attributes; this is true even when'the operation causes attribyte values to
be added or removed as a result of the changes of RDN.

ReturnDN, if granted, allows the distinguished name of the entry to be disclosed in an operation result.

The permifsion categories used to control attribute and attribute value access are Compare, Read, FilterMatch, Add,
Remove, and DiscloseOnError. They are described in moredetail in ITU-T Rec. X.511 | ISO/IEC 9594-3. Annex L
provides gn overview of their meaning in general situations. This subclause introduces the categories|by briefly
indicating [the intent associated with the granting of eaeh. The actual influence of a particular granted permission on
access corjtrol decisions are, however, determined by the full context of the ACDF and access control decifion points

for each type of Directory operation.

Y
)

Compare, if granted, permits attributes and values to be used in a Compare operation.

Read, if granted, permits attributes and values to be returned as entry information in a Read or Search
access operation.

FilterMatch, if granted, permits evaluation of afilter within a search criterion.

Add, if granted for-an attribute, permits adding an attribute subject to being able to add a:ll specified
attribute values. "I granted for an attribute value, it permits adding a value to an existing attribute.

Remove, if \granted for an attribute, permits removing an attribute complete with al of it values. If
grantedfer an attribute value, it permits the attribute value to be removed from an existing attr{bute.

DistloseOnError, if granted for an attribute, permits the presence of the attribute to be disclpsed by an
atribute or security error. If granted for an attribute value, it permits the presence of the attribute value to
be disclosed by an attribute or security error.

9)

Invoke, If granted, the object (always an operational attribute or a value of an operational attribute) to
which the permission applies can be invoked on behaf of the authenticated user by the DSA. The
function carried out by invocation is attribute-dependent. No other permissions are required for user for
the operational attribute or on the entry/subentry that holdsiit.

18.3 Access control administrative areas

The DIT is partitioned into subtrees termed "autonomous administrative areas’, each of which is under the
administrative authority of a single Domain Management Organization. It may be further partitioned into subtrees
termed "specific administrative areas" for the purposes of specific aspects of administration; aternatively, the whole of
an autonomous administrative area may comprise a single specific administrative area. Each such specific
administrative areais the responsihility of a corresponding specific administrative authority. A particular administrative
areamay be shared by several specific administrative authorities. See clause 11.
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18.3.1  Accesscontrol areasand Directory Access Control Domains

In the case of access control, the specific administrative authority is a Security Authority, and the specific
administrative area is termed an "Access Control Specific Ared' (ACSA). The root of the ACSA is termed an "Access
Control Specific Point". Each Access Control Specific Point is represented in the DIT by an Administrative Entry which
includes access-control-specific-area as a value of its administrativeRole operationa attribute; it has (potentially)
one or more subentries which contain access control information. Similarly, each Access Control Inner Point is
represented in the DIT by an Administrative Entry which contains access-control-inner-area as a value of its
administrativeRole operational attribute; it also has (potentially) one or more subentries which contain access control
information. Each such administrative entry which has a subentry containing prescriptive ACl information has
basic-access-control, simplified-access-control, or other relevant value as a value of its accessControlScheme
operationa attribute. Each subentry that belongs to an Access Control Specific Point and which contains access control
information has accessControlSubentry as a value of its object class attribute. An administrative entry and its
subentries may hold operational attributes (such as access control information) which relate, respectively, to the
administrative point (and possibly its subentries) and to collections of entries (within the administrative area) defined by
the subenty subtreeSpecification.

The accesjsControlScheme attribute shall be present if and only if the holding administrative entry is'an acdess control
specific erftry. An administrative entry can never be both an access control specific and an access control ipner entry;
corresponding values can therefore never be present simultaneously in the administrativeRole attribUte.

The scope|of a subentry that contains access control information, as defined by its subtreeSpecification (yhich may
include subtree refinements), is termed a Directory Access Control Domain (DACD).

NOTE + A DACD can contain zero entries, and can encompass entries that have not yet beén‘added to the DIT.

The Securjity Authority may permit an Access Control Specific Area to be partitioned into subtrees tefmed inner
(administrgtive) areas. Each such inner area is termed an "Access Control liinerAred’ (ACIA) with accegs-control-
inner-aregd as the value of the administrativeRole operational attributer Each subentry of the corfesponding
administrgfive point that contains prescriptive ACI has, as before, an accessControlSubentry value within its object
class attrilute.

The scopel(subtreeSpecification) specified in a subentry within an ACIA is also a DACD and contains enfries inside
the associgted Access Control Inner Area.

ACIAs alpw a degree of delegation of access control authiority within the ACSA. The authority for the ACSA still
retains authority within the ACIA since the ACI in the subentries of the ACSA's administrative point apply[as well as
the ACI in|the subentries of the relevant ACIAs (subetalse 18.6 explains how the ACSA controls authority).

In summaty, in evaluating access controls, the type of access control scheme (e.g., Basic Access Control) if indicated
by the acgessControlScheme attribute value.of the relevant access control specific entry; the role of eath relevant
administrfive entry within the ACSA istindicated by its administrativeRole attribute values; the presence of
prescriptivie access control in a particularsubentry is indicated by an accessControlSubentry value in its gbject class
attribute.

Subentrieq like other entries, canhiold an entryACI attribute for protection of its own contents.

18.3.2  Associating controls with administrative areas

Access to p given entfyis (potentially) controlled by the totality of superior access control administrative pgints (both
inner and| specifie)\up to and including the first non-inner access control administrative point or Aytonomous
Administrgtive Paint encountered moving up the DIT from the entry towards the root. Access Control Spedific Points
superior td this access control administrative point have no effect on access control to the given entry.

NOTE A Dt A choaiaiateati Paiiati W (I [HPET ] NPIE Dol .\ Canteal-C ifia Doio: £ th
LA A OtOnOr OO S XA i i Stratr v e T Oric TS CONSIACrCOTTHperty - to- o AT 7y CCCSS CUMtr U SPECImC T Ormic TOr e pUFpOSG

of this description, even if it is not associated with any prescriptive controls.

Some important points regarding the association between access controls and administrative areas are:

a) Access controls for Directory information may apply to only selected entries, or may have scope
extending throughout portions of the DIB that are logically related by a common security policy and a
common Access Control administration.

b) Access control may be imposed on entries within ACSAs or within ACIAs by placing prescriptiveACI
attributes (see 18.5) within one or more subentries of the corresponding Access Control Administrative
Entry, with scope defined by an appropriate subtreeSpecification.

NOTE 2 —prescriptiveACI attributes are not collective attributes. There are a humber of significant differences
between prescriptiveACI and collective attributes:
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although a prescriptiveACI attribute may affect access control decisions for each entry within the scope of
the subentry that holds it, the prescriptiveACI attribute is not considered to supply accessible information to
any such entry or to bein any sense a part of such an entry;

prescriptiveACI attributes are associated with the access control aspects of administration, and are associated
with Access Control Specific and Inner Points, not with entry-collection administrative points;

the purpose of aprescriptiveACI attribute isto express a policy that influences across a defined set of entries,
while the purpose of a collective attribute is to provide information that associates a user-accessible set of
attributes within a defined set of entries;

prescriptiveACI attributes represent policy information that will, in general, not be widely accessible by
ordinary users. Administrative users who need to access prescriptiveACI information can access them as

operational attributes within subentries.

A prescriptiveACI operational attribute contains AClitems (see 18.4.1) common to all entries within the
scope of the subentry, i.e.,, DACD, in which the prescriptiveACI occurs. A DACD normally contains

entries inside the associated Access Control Specific Area (but can contain no entries at all).

Although particular ACIllitems may specify attributes or values as protected items, AClitems)ate logically

associated with entries. The particular set of AClitems associated with an entry and withithe
that entry is a combination of:

— AClitems that apply to that particular entry, specified as values of the entryACI
attribute, if present (see 18.5.2);

— AClltems from prescriptiveACI operational attributes applicable to‘the entry by virtu

contents of
bperational

e of being

placed in subentries of administrative entries whose scope includestthe particular entry (s¢e 18.5.1).

Each entry (controlled by entryACI and/or prescriptiveACI) necessarily falls within one an
ACSA. Each such entry may also fall within one or more ACIAs'nested inside the ACSA cor
entry. The prescriptiveACI that potentially affects the outcome-of access control decisions
entry are located within subentries (of the administrative~entry) for the ACSA and for ¢
containing the entry. Other subentries cannot affect access control decisions regarding that ent

If an entry is within the scope of more than ong)DACD, the complete set of ACIltemd
potentially affect access control decisions regarding that entry includes al prescriptiv
attributes of those DACDs, in addition to any~entryACI attributes in the entry itself. An

i only one
taining the
or agiven
ach ACIA
y.

that may
EACI item
bxample is

shown in Figure 17. The effective access control at entry E1 is a combination of the prescripliveACI for

DACD1, DACD2, DACDS3, and entryACI(if present) in entry E1. The effective access cont
E2 is a combination of the prescriptiveACI for DACD1 and DACDS3, and entryACI (if
entry E2.

NOTE 3 — Protection of access controlinformation is described in 18.6.

The subtreeSpecification séttribute in each subentry defines a collection of entries
administrative area. Sineea subtreeSpecification may define a subtree refinement, DA
arbitrarily overlap within the intersection of their respective administrative areas. For
Figure 17 does nottshow administrative points, subentries, or administrative areas; however
considered as three DACDs in the same ACSA with each DACD corresponding to a single §
the administrative point for that ACSA (and there are no ACIAS). Alternatively, Figure

ol at entry
bresent) in

within an
CDs may
simplicity,
it may be
subentry of
|7 may be

considered‘in the context of asingle ACSA containing asingle ACIA where DACDL is congtuent to the

ACSA and:DACD3 is congruent to the ACIA (DACD1 and DACD2 would correspond to sy
the ACSA administrative point and DACD3 would correspond to a subentry of the ACIA adn
point). An administrative area is congruent to a DACD when the collection of entriesin the D
same as the collection of entries in the implicitly defined subtree corresponding to the adn

bentries of
ninistrative
A\CD isthe
hinistrative

area. See the example in Annex M for figures depicting the relationship between administrat

ve entries,

administrative areas, subentries and DACDS.
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Figure 17 — Effective Access Control using DACDs

184 Representation of Access Control I nformation

18.4.1 ASN.1for Access Control I nformation

Access Cantrol Information is represented as a set of AClitems, where each AClitem grants or denies permissions in
regard to gertain specified users and protected items.

In ASN.1, the information is expressed as:

AClltem :]= SEQUENCE {

ideptificationTag UnboundedDirectoryString,
pregedence Precedéence,
authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOICE {
itemFirst [O] SEQUENCE {
protecteditems Protectedltems,
itemPermissions SET OF ltemPermission },
userFirst [1] SEQUENCE {
userClasses UserClasses,
userPefnissions SET OF UserPermission } } }

Precedenge ::= INTEGER (0..255)

Protected|tems =~SEQUENCE ({

entfy [0] NULL OPTIONAL,
allyserAttributeTypes [1] NULL OPTIONAL,
attribufeType [2] SET SIZE (1_MAX) OF AtfributeType OPTIONAI ,
allAttributeValues [3] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributeValue [5] SET SIZE (1..MAX) OF AttributeTypeAndValue OPTIONAL,
selfValue [6] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
rangeOfValues [7] Filter OPTIONAL,
maxValueCount [8] SET SIZE (1..MAX) OF MaxValueCount OPTIONAL,
maximmSub [9] INTEGER OPTIONAL,
restrictedBy [10] SET SIZE (1..MAX) OF RestrictedValue OPTIONAL,
contexts [11] SET SIZE (1..MAX) OF ContextAssertion OPTIONAL,
classes [12] Refinement OPTIONAL }
MaxValueCount ::= SEQUENCE {
type AttributeType,
maxCount INTEGER }
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RestrictedValue ::= SEQUENCE {
type AttributeType,
valuesin AttributeType }
UserClasses ::= SEQUENCE {
allUsers [0] NULL OPTIONAL,
thisEntry [1] NULL OPTIONAL,
name [2] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
userGroup [3] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
-- dn component shall be the name of an
-- entry of GroupOfUniqueNames
subtree [4] SET SIZE (1..MAX) OF SubtreeSpecification OPTIONAL }

IltemPermission
precedence

::= SEQUENCE {

Precedence OPTIONAL,
-- defaults to precedence in AClltem

usgrClasses

UserPermjssion
pregedence

Authentic@tionLevel
level

signed

othpr EXTERNAL }

GrantsAnglDenials

tsAndDenials GrantsAndDenials }

::= SEQUENCE {

::= CHOICE {
badicLevels SEQUENCE {

localQualifier

::= BIT STRING {
-- permissions that may be used in conjunction

tDiscloseOnError 2),
yDiscloseOnError 3),

UserClasses,

Precedence OPTIONAL,
-- defaults to precedence in ACllitem
Protectedltems,

ENUMERATED { none (0), simple (1), strabg=(2) },
INTEGER OPTIONAL,
BOOLEAN DEFAULT FALSE },

),
1),

4,
5),
(6),
@,

graptBrowse (8),
derlyBrowse 9),
graptExport (10),
dernlyExport (11),
graptimport (12),
derfylmport (13),
graptModify (14),
derfyModify (15),
graphtRename (16),
denyRename 7y,
grantReturnDN (18),
denyReturnDN (19),

-- permissions that may be used in conjunction
-- with any component, except entry, of Protectedltems

grantCompare (20),

denyCompare (21),

grantFilterMatch (22),

denyFilterMatch (23),

grantinvoke (24),

denylnvoke (25) }

AttributeTypeAndValue ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
value ATTRIBUTE.&Type({SupportedAttributes}{ @type}) }
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18.4.2 Description of AClItem Parameters

18.4.2.1 ldentification Tag

identificationTag is used to identify a particular ACIlitem. Thisis used to discriminate among individual AClitems for
the purposes of protection, management and administration.

18.4.2.2 Precedence

Precedence is used to control the relative order in which AClitems are considered during the course of making an
access control decision in accordance with 18.8. ACIitems having higher precedence values may prevail over others
with lower precedence values, other factors being equal. Precedence values are integers and are compared as such.

Precedence can be used by a superior authority within the Security Authority to permit partial delegation of access
control policy setting within an ACSA. This can be achieved by the superior authority setting a general policy at ahigh
precedence and authorizing users representing the subordinate authority (e.g., associated with an ACIA) to create and
modify ACI with alower precedence, in order to tallor the genera policy for specific purposes. The partial [del egation
thus requires the means for the superior authority to limit the maximum precedence which the subordinate-authority can
assign to ACI under its control.

Basic Acdess Control does not specify or describe how to limit the maximum precedence that-can be used by a
subordinate authority. Thisisto be done by local means.

18.4.2.3 Authentication L evel

AuthenticationLevel defines the minimum requestor security level required for thisACHtem. It has two forms:

+ DbasicLevels which indicates the level of authentication, optioridly quaified by positive @r negative
integer localQualifier, and whether the request is required to be'signed;

4+ other:; an externally defined measure.

When bas|cLevels is used, an AuthenticationLevel consisting of adevel and optional localQualifier shall lje assigned
to the reglestor by the DSA according to local policy. For a reguestor's authentication level to meet of exceed a
minimum pequirement, the requestor's level shall meet or exceed that specified in the AClitem, and in afdition the
requestor'd localQualifier shall be arithmetically greater thaner’ equal to that of the ACIitem. Strong authentication of
the requestor is considered to exceed a requirement for siaplé or no authentication, and simple authentication exceeds a
requirement for no authentication. For access control purposes, the "simple" authentication level requires g password;
the case of identification only, with no password supplied, is considered "none". If alocalQualifier is not gpecified in
the AClitem, then the requestor need not have & corresponding value (if such a value is present, it is ignored). In
addition td meeting or exceeding above requirements, the request shall be signed if the AClitem specifies signed equal
TRUE.

When othér is used, an appropriate AuthenticationLevel shall be assigned to the requestor by the DSA agcording to
local policy. The form of this -AuthenticationLevel and the method by which it is compared| with the
AuthenticftionLevel in the ACldsaloca matter.
NOTE 1 — An authentication. level associated with an explicit denial indicates the minimum level to which a requegtor shall be
authentifcated in order not te.be denied access. For example, an AClitem that denies access to a particular user class fnd requires

strong duthentication will\deny access to all requestors who cannot prove, by means of a strongly authenticated identity, that they
arenot {n that user class.

NOTE 2 — The DSA may base authentication level on factors other than values received in protocol exchanges.
18.4.2.4 itemFirst and userFirst Parameters
Each ACliter—contams-achorceof itermFrstoruserFirst—Thechorceatowsgroupmgof permissrons-tepending on

whether they are most conveniently grouped by user classes or by protected items. itemFirst and userFirst are
equivalent in the sense that they capture the same access control information; however, they organize that information
differently. The choice between them is based on administrative convenience. The parameters used in itemFirst or
userFirst are described below.

a) Protectedltems define the items to which the specified access controls apply. It is defined as a set
selected from the following:

— entry means the entry contents as a whole. In case of a family member, it also means the entry
content of each subordinate family member within the same compound attribute. It does not
necessarily include the information in these entries. This element shall be ignored if the classes
element is present, since this latter element selects protected entries (and subordinate family
members) on the basis of their object class.
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— alluserAttributeTypes means al user attribute type information associated with the entry, but not
values associated with those attributes.

— alluserAttributeTypesAndValues means al user attribute information associated with the entry,
including all values of all user attributes.

— attributeType means attribute type information pertaining to specific attributes but not values
associated with the type.

— allAttributeValues means al attribute value information pertaining to specific attributes.
— attributeValue means a specific value of specific attributes.

— selfvValue means the attribute value assertion corresponding to the current requestor. The protected
item selfvalue applies only when the access controls are to be applied with respect to a specific
authenticated user. It can only apply in the specific case where the attribute specified is of
DlstlngU|shed Name or unlqueMember Syntax and the attri bute value within the specified attribute

NOTE 1—aIIUserAttr|buteTypes and allUserAttributeTypesAndValues do not include operationdl attributes,
which should be specified on a per attribute basis, using attributeType, allAttributeValues or @ttributevalue.

— rangeOfValues means any attribute value which matches the specified filter," i'€., for[which the
specified filter evaluated on that attribute value would return TRUE.
NOTE 2 - The filter is not evaluated on any entries in the DIB; it is evaluated using-the semantics d¢fined in 7.8

of ITU-T Rec. X.511 | ISO/IEC 9594-3, operating on a fictitious entry that contains only the single attribute
value which isthe protected item.

The following items provide constraints that may disable the granting of-certain permissions tp protected
itemsin the same SEQUENCE:

— maxValueCount restricts the maximum number of attripute-values allowed for a specifigd attribute
type. It is examined if the protected item is an attribute value of the specified type and the
permission sought is add. Values of that attribute i the entry are counted without regard to context
or access control and as though the operation which ‘adds the values were successful. If the number

entry being added or imported. It is examined if the protected item is an entry, the permission
sought is add or import, and the immediate superior entry is in the same DSA as the ¢

subordinates exceeds maximmSub, the ACI itemis treated as not granting add or import|access.

— restrictedBy restricts values added to the attribute type to being values that are aready| present in
the same entry as valués of the attribute valuesin. It is examined if the protected item is an attribute
value of the specified type and the permission sought is add. Vaues of the valuesin atribute are
checked without regard to context or access control and as though the operation whigh adds the
values weresuecessful. If the value to be added is not present in valuesin, the ACI item i treated as
not granting.add access.

—  contexts restricts values added to the entry to having context lists that satisfy all of
assertions in contexts. It is examined if the protected item is an attribute value and the permission
sought isadd. If the value to be added does not satisfy the context assertions, the ACI item is treated
as not granting add access; if it does satisfy all of them, the ACI item is treated as not denying add

lhe context

he satisfied. It

does not provide for general use of contexts to differenti ate protected items for other permissions.

— classes means the contents of entries (possibly a family member) which are restricted to those that
have object class values that satisfy the predicate defined by Refinement (see 12.3.5), together (in
the case of an ancestor or other family member) with the entry contents as a whole of each
subordinate family member entry; it does not necessarily include the information in these entries.

NOTE 4 — By therules for entry and classes, al family members inherit the access control of the ancestor or of

superior family members within the same family. This does not preclude family members being subject to
further policies from entryACI or prescriptiveACI that increase or decrease protection.

b) UserClasses defines a set of zero or more users the permissions apply to. The set of users is selected
from the following:

— allusers means every directory user (with possible requirements for authenticationLevel).
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— thisEntry means the user with the same distinguished name as the entry being accessed, or if the
entry is a member of a family, then additionally the user with the distinguished name of the

ancestor.

— name isthe user with the specified distinguished name (with an optional unique identifier).

— userGroup isthe set of users who are members of the groupOfUniqueNames entry, id

entified by

the specified distinguished name (with an optional unique identifier). Members of a group of unique
names are treated as individual object names, and not as the names of other groups of unique names.

How group membership is determined is described in 18.4.2.5.

—  subtree is the set of users whose distinguished names fall within the definition of the (unrefined)

subtree.
Names used to specify a user, group or subtree shall be primary distinguished names. C

ontext and

aternative distinguished values shall not be included. The access control decision function is not
reguired to determine the primary distinguished name for alternative names with which it is supplied.

)

9

)

f

9)

NOTE 5-This means that if a requestor has supplied an aternative name that has not been-g
resolved by the Directory to the primary distinguished name, access control based on primary d
names may fail to recognize the requestor as belonging to the user class granted or denied agcess.

SubtreeSpecification is used to specify a subtree relative to the root entry nameéd in base,
represents the distinguished name of the root of subtree. The subtree extends.to<the leaves
unless otherwise specified in chop. The use of a specificationFilter component is not pe
present, it shall be ignored.
NOTE 6 — SubtreeSpecification does not allow subtree refinement because-a refinement might reg
to use a distributed operation in order to determine if a given user is\n'a particular user class. B
Control is designed to avoid remote operations in the course of makiingyan access control decision.
in a subtree whose definition includes only base and chop can be-evaluated locally, whereas mem
subtree definition using specificationFilter can only be evaluated by obtaining information from thg
which is potentially in another DSA.

ItemPermission contains a collection of users and thelr permissions with respect to Protg
within an itemFirst specification. The permissionsiare’ specified in grantsAndDenials as d
item f) of this subclause. Each of the permissions.specified in grantsAndDenials is considey

Libsequently
stinguished

The base
bf the DIT
brmitted; if

uire a DSA
asic Access
Membership
pership in a
user's entry

ctedltems

scussed in
ed to have

the precedence level specified in precedence for-the purpose of evaluating access control infgrmation as

discussed in 18.8. If precedence is omitted'Wwithin ItemPermission, then precedence is take
precedence specified for the AClitem (see18.4.2.2).

UserPermission contains a collectiorrof protected items and the associated permissions with
userClasses within a userFirst specification. The protected items are specified in protects
discussed in 18.4.2. The associated permissions are specified in grantsAndDenials as discus
f) of this subclause. Each of\the permissions specified in grantsAndDenials is considered {
precedence level specifiediin precedence for the purpose of evaluating access control infg
discussed in 18.8. If precedence is omitted within UserPermission, the precedence is takd
precedence specified for the AClitem (see 18.4.2.2).

GrantsAndDenials specify the access rights that are granted or denied in the ACIltem specifi
precise semantics of these permissions with respect to each protected item is discussed
Rec. X.531{1SO/IEC 9594-3.

Uniqueldentifier may be used by the authentication mechanism to distinguish between ir

n from the

respect to
tdltems as
sed in item
0 have the
rmation as
n from the

cation. The
in ITU-T

stances of

distinguished name reuse. The value of the unique identifier is assigned by the authenticatio

n authority

accessing user to match the name user class of an AClitem that grants permissions, in addition to the

according to its policy and is provided by the authenticating DSA. If this field is present, Jhen for an
requiremen € user's disungui name maich the specified distingul name, the atthentication

of the user shall yield an associated unique identifier, and that value shall match for equality with the

specified value.

NOTE 7 —When authentication is based on supplied SecurityParameters, the unique identifier associated with
the user may be taken from the subjectUniqueldentifier field of the sender's Certificate in the optional

CertificationPath.

18.4.2.5 Determining group membership

Determining whether a given requestor is a group member requires checking two criteria. Also, the determination may
be constrained if the group definition is not known locally. The criteria for membership and the treatment of non-local
groups are discussed below.

a)

A DSA is not required to perform a remote operation to determine whether the requestor belongs to a

particular group for the purposes of Basic Access Control. If membership in the group
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evauated, the DSA shall assume that the requestor does not belong to the group if the ACI i
the permission sought, and does belong to the group if it denies the permission sought.
NOTE 1 — Access control administrators should beware of basing access controls on membership of

available groups or groups which are available only through replication (and which may, therefor
date).

tem grants

non-locally
e, be out of

NOTE 2 — For performance reasons, it is usually impractical to retrieve group membership from remote DSAs as
part of the evaluation of access controls. However, in certain circumstances it may be practical, and a DSA is
permitted, for example, to perform remote operations to obtain or refresh alocal copy of a group entry or use the

Compare operation to check membership prior to applying this clause.

b) Inorder to determine whether the requestor is a member of auserGroup user class, the follow

apply:

ing criteria

— The entry named by the userGroup specification shall be an instance of the object class

groupOfNames or groupOfUniqueNames.

— The name of the requestar shall be avaluie of the member or uniqueMember aftribite of

hat entry.

185 4

Access co
operationa

1851

A Prescrip
applicable

prescripti
WIT

EQ
us
ID

1852 I

An Entry A
to the entry

entryACI
Wil
EQ
us
ID

1853

Subentry
informatio

NOTE 3 —Values of the member or uniqueMember attribute that do not match the name of the-
ignored, even if they represent the names of groups of which the originator could be foune.to’ be
Hence, nested groups are not supported when evaluating access controls.

NOTE 4 —Names used in member or uniqueMember shall be primary distinguished niames. d
alternative values with context, shall not be included.

ACI| operational attributes

ntrol information is stored in the Directory as an operational attributeof entries and suber]
attribute is multi-valued, which allows ACI to be represented as a set(of)AClIltems (defined in 18.

Pr escr iptive access control information

to entries within that subentry's scope:

eACl ATTRIBUTE ::= {

H SYNTAX AClltem

UALITY MATCHING RULE directoryStringkitstComponentMatch

\GE directoryOperation
id-aca-prescriptiveACl }

Entry access control information

\Cl attribute is defined as operational attributes of an entry. It contains access control information
7 in which it appears, and that-entry's contents:

ATTRIBUTE ::= {

H SYNTAX AClltem
UALITY MATCHING RULE directoryStringFirstComponentMatch
\GE directoryOperation
id-aca-entryACI }
bubentry(ACI
\C| (@ttributes are defined as operational attributes of administrative entries, and provide acce

h{hat applies to each of the subentries of the corresponding administrative point. Prescriptive ACI

buestor are
a member.

ontext, and

tries. The

).

tive ACI attribute is defined as an operational attribute of a‘subentry. It contains access control ifformation

applicable

Iss control
within the

subentries

Of g particutar admiTistrative poimt Tever apphes tothe same or any other suentry of that—adm

inistrative

point, but can be applicable to the subentries of subordinate administrative points. Subentry ACI attributes are
contained only in administrative points and do not affect any element of the DIT other than immediately subordinate

subentries.

In evaluati

ng access control for a specific subentry, the ACI that shall be considered is:

— theentryACI within the subentry itself (if any);
— thesubentryACI within the associated administrative entry (if any);

specific area (if any).

subentryACI ATTRIBUTE ::= {
WITH SYNTAX AClitem
EQUALITY MATCHING RULE directoryStringFirstComponentMatch

prescriptiveACI associated with other relevant administrative points within the same access control
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USAGE directoryOperation

ID

id-aca-subentryACl }

18.6 Protecting the ACI

ACI operational attributes may be subjected to the same protection mechanisms as ordinary attributes. Some important
related points are;

a)

b)

TheidentificationTag provides an identifier for each AClitem. This tag can be used to remove a specific
AClitem value, or to protect it by prescriptive or entry ACI.

NOTE 1 — Directory rules ensure that only one AClitem per access control attribute possesses any specific
identificationTag value.
The creation of subentries for an Administrative Entry may be access controlled by means of the
subentryACI operational attribute in the Administrative Entry.

NOTE2 _The righf to create. prm"ripﬁ\/n access cantrals may also he gn\/prnpd dirpr‘ﬂy h\l/ SeclL lrify po|icy; this

18.7  Accesscontrol and Directory operations

provision is required to create access controls in new autonomous administrative areas.

Each Diregtory operation involves making a series of access control decisions on the various protected items that the

operation

CEesses.

For some ¢perations (e.g., Modify operations), each such access control decision mustgrant access for the operation to
succeed; i{ access is denied to any protected item, the whole operation fails. For other operations, protected items to

If the reguested access is denied, further access control decisions may ‘he/needed to determine if the user has

th an error that reveals the existence of the protected item;,in"all other cases, the Directory agts so as to
existence of the protected item.

The accesp control requirements for each operation, i.e., the pretected items and the access permission required to

access each protected item, are specified in ITU-T Rec. X.51141SO/IEC 9594-3.

The agorithm by which any particular access control deci§ion is made is specified in 18.8.

18.8 Access Control Decision Function

This subclause specifies how an access contrel decision is made for any particular protected item. It provides a
conceptual description of the Access Contral-Decision Function (ACDF) for basic-access-control. It desgribes how
ACI itemg are processed in order to decide whether to grant or deny a particular requestor a specified permjssion to a

given protected item.

puts and outputs

vocation of the ACDF, the inputs are:

the requestor's Distinguished Name (as defined in 7.3 of ITU-T Rec. X.511 | ISO/IEC 9594{3), unique
identifier, and authentication level, or as many of these as are available;

the'protected item (an entry, an attribute, or an attribute value) being considered at the current decision
point for which the ACDF was invoked;

18.8.1 1n

For each i
P
1)
)
d)

the Tequested permiSSIoIT Category Speci red for thecarment deciSiom poiTt;

the ACI items associated with the entry containing (or which is) the protected item. Protected items are
described in 18.4.2.4. The scope of influence for ACI items within a prescriptiveACI attribute is
described in 18.3.2 and 18.5.1. The scope of influence for ACI items within an entryACI attribute is
described in 18.3.2 and 18.5.2. The scope of influence for ACI items within a subentryACI attribute is
described in 18.5.3.

When an entry is afamily member, it also inherits the access control of the ancestor or of superior family
members within the same family. This does not preclude family members being subject to further
policies from entryACI or prescriptiveACI that increase or decrease protection.

In addition, if the ACI items include any of the protected item constraints described in 18.4.2.4, the whole entry and the
number of immediate subordinates of its superior entry may also be required as inputs.

The output is adecision to grant or deny access to the protected item.
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In any particular instance of making an access control decision, the outcome shall be the same as if the stepsin 18.8.2
through 18.8.4 were performed.

18.8.2 Tuples

For each ACI value in the ACI items of 18.8.1 d), expand the value into a set of tuples, one tuple for each element of
the itemPermissions and userPermissions sets. Collect all tuples from al ACI values into a single set. Each tuple
contains the following items:

(userClasses, authenticationLevel, protecteditems, grantsAndDenials, precedence)

For any tuple whose grantsAndDenials specify both grants and denials, replace the tuple with two tuples—one
specifying only grants and the other specifying only denials.

18.8.3 Discarding non-relevant tuples

Perform thefoftowmg Stepsto discard alt mon-retevant tuptes:
1) Discard al tuplesthat do not include the requestor in the tuplesuserClass (18.4.2.4 b)) as follows:

—  For tuples that grant access, discard all tuples that do not include the requestor's ideftity in the
tuples's userClasses element taking into account uniqueldentifier elements if relevanf. Where a
tuple specifies a uniqueldentifier, a matching value shall be present in therequestor's idgntity if the
tuple is not to be discarded. Discard tuples that specify an authentication level highg than that
associated with the requestor in accordance with 18.4.2.3.

—  For tuples that deny access, retain all tuples that include the requestor in the tupl€e's uderClasses
element, taking into account uniqueldentifier elements if relevant. Also retain all tupl
access and which specify an authentication level higher than-that associated with the r
accordance with 18.4.2.3. All other tuples that deny accessére discarded.

NOTE 1 — The second requirement in the second sub-item above (i.e., to retain any tuplg that denies
access and also specifies an authentication level-higher than that associated with the requegtor) reflects
the fact that the requestor has not adequately)proved non-membership in the user class fqr which the
denial is specified.

Discard al tuples that do not include the protected’item in protecteditems (18.4.2.4 @)).

) Examine al tuples that include the maxValueCount, maximmsSub, restrictedBy, or contex{s. Discard
all such tuples which grant access and which do not satisfy any of these constraints (18.4.2.4 &)).

FRLN Y
~

4) Discard al tuples that do not :include the requested permission as one of the st bits in
grantsAndDenials (18.4.1, 18.4,2.4%)).

NOTE 2 —The order in which\discarding of non-relevant tuples is performed does not change the output of
the ACDF.

18.84  $electing highest precedence/ most specific tuples

Perform the following steps to setect those tuples of highest precedence and specificity:
1) Discard al tupleshaving aprecedence less than the highest remaining precedence.

’

2) If more than'one tuple remains, choose the tuples with the most specific user class. If there arg any tuples
matching—the requestor with UserClasses element name or thisEntry, discard al other tuples.
Otherwise, if there are any tuples matching UserGroup, discard all other tuples. Otherwise, |f there are
anytuples matching subtree, discard all other tuples.

3) If more than one tuple remains, choose the tuples Wlth the most specmc protected |tem If th=- protected
tuples. If
the protected item is an attribute value, and there are tuples that specify the attribute vaI ue explicitly,
discard all other tuples. A protected item which is a rangeOfValues is to be treated as specifying an
attribute value explicitly.

Grant accessif and only if one or more tuples remain and all grant access. Otherwise deny access.

189  Simplified Access Control

18.9.1 Introduction

This subclause describes the functionality of an access control scheme, known as Simplified Access Control, that is
designed to provide a subset of functionality found in Basic Access Control.
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18.9.2  Definition of Simplified Access Control functionality
The functionality of Simplified Access Control is defined as follows:

a) access control decisions shal be made only on the basis of AClitem values of prescriptiveACI and

subentryACI operational attributes.
NOTE 1 —entryACl, if present, shall not be used to make access control decisions.

b) access control specific administrative areas shall be supported. Access control inner administrative areas
shall not be used. Particular access decisions shall be made on the basis of AClitem values obtained from

asingle Administrative Point, or from subentries of that Administrative Point.

NOTE 2 —Values of prescriptiveACI attributes appearing in subentries of Administrative Points containing no
id-ar-accessControlSpecificArea Administrative Role attribute value shall not be used to make access control

decisions.
¢) al other provisions shal be as defined for basic access control.

19 ule-based Access Control

191 ope and application

This clause defines a specific access control scheme (of possibly many) for the Directory. The access contfol scheme

defined hdrein is identified with the accessControlScheme operational attribute by, giving it the value r

le-based-

access-control or if used in conjunction with the basic or simplified access control schemes defined in clauge 18, rule-
and-basicfaccess-control or rule-and-simple-access-control. Subclause 17.2.2\describes which entries ¢ontain the

accessCoftrolScheme operationa attribute.

detection, disclosure, or modification of that information:

e defined here is only concerned with controlling access to the Directory information within the DIB
including tree structure and access control information)./It ‘does not address controlling access for the
communication with a DSA application-entity. Control <0fyaccess to information means the prevention of

19.2 ule-based Access Control model

There may| be environments where information relating to the clearance (instead of identity) of the requestof is used in
determinirlg whether or not access to an attribute value is to be denied. This is defined as Rule-based Accgss Control
and uses gdministratively imposed access contral\policy rules in determining when access is to be denied to certain
contents of the Directory. If access is denied urder Rule-based Access Control, it cannot be allowed under other access

control schemes. The Rule-based Access Control model identifies the information used in determining whej
isto be defied. Thisis applied to every gperation. Each access control decision involves:

@) Access control information associated with the attribute values being accessed. This acc
information is calletha Security label.

) Access control\information associated with the user requesting the operation. This accs
information is-called the clearance. The user requesting the operation is called the requestor.

ther access

bss control

bss  control

¢) Ruleswhich define whether an access is authorized given a security label and a clearance, callled security

policies,
See Figurg 18,
Access-Control-Desision
Requestor >
access request grant/deny
argument

operation,
DN, L access decision
authentication level, grant/deny
and clearance

Protected R

Item security X.501_F18
label f

access control policy rules
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Figure 18 — Rule-based Access Control Decision M odel

The security 1abel(s) can be securely associated with attribute values by binding the label to the information through the
use of a digital signature or other integrity mechanism. A security label is a property of the attribute value and is
associated with the value as a context.

The clearance is needed to enable a comparison to be made against the security label. The clearance can be bound to the
Distinguished Name of the requestor through a certificate extension field (subject Directory attribute) or through an
attribute certificate. The means selected for providing the clearance is a matter for the security policy in effect.

NOTE — The use of other clearance information (e.g., that associated with any intermediate DSAs which may have chained the
operation), is outside the scope of this Directory Specification.

The security rules to be applied in making an access control decision are defined as part of the security policy. The
%Cuntyp iseaither identified.in the so i abel or defined fo he environmen ontainina the labhelled '_)bJeCt

19.3 A ccess control administrative areas

As for bagc access control (see 18.3), the DIT is divided into administrative areas including Access Contrpl Specific
Areas. Thg administrative entry for an ACSA identifies the labelling security policies (accessrules) that arg applicable
dministrative area as well as the applicable access control scheme (rule-based-gecess-control of rule-and-
basic-access-control or rule-and-simple-access-control or some other access control-scheme).

194 $ecurity L abel
19.4.1  lntroduction
Security Igbels may be used to associate security-relevant information with attributes within the Directory.

Security |
security pa

dbels may be assigned to an attribute value in line with the'security policy in force for that attribute. The
licy may also define how security labels are to be used\to'enforce that security policy.

A security|label comprises a set of elements optionally including a security policy identifier, a security clasgfication, a
privacy mark, and a set of security categories. The security™label is bound to the attribute value using a digitdl signature
or other infegrity mechanism.

19.4.2 Administration of Security Labels
A security|labdl is assigned to an attribute valtie’by an administrative function before being placed in the Directory.

This admihistrative function is responsible for assigning security labels to attribute values in line with the security
policy in fprce for the ACSA.

The bindipg of a security label is\protected using a digital signature or other integrity mechanism. This pfotection is
applied by[the administrativefunction, or creator of the attribute value.

19.4.3 |l abelled Attribute Values

A security|label context associates a security label with an attribute value. Only a single label can be associafed with an
attribute vplue. That is, the security label context is single-valued. In addition, matching rules for the sequrity label
context arg not 'supported.

NOTE + The concept of contextsisintroduced in 8.8.

attributeValueSecurityLabelContext CONTEXT ::={

WITH SYNTAX SignedSecurityLabel -- At most one security label context can be assigned to an
-- attribute value
ID id-avc-attributeValueSecurityLabelContext }

SignedSecurityLabel ::= SIGNED { SignedSecurityLabelContent }

SignedSecurityLabelContent ::= SEQUENCE {

attHash HASH {AttributeTypeAndValue},

issuer Name OPTIONAL, -- name of labelling authority
keyldentifier Keyldentifier OPTIONAL,

securityLabel SecurityLabel }

SecurityLabel ::= SET {
security-policy-identifier SecurityPolicyldentifier OPTIONAL,
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security-classification SecurityClassification OPTIONAL,
privacy-mark PrivacyMark OPTIONAL,
security-categories SecurityCategories OPTIONAL }

(ALL EXCEPT ( {-- none, at least one component shall be present --}))

SecurityPolicyldentifier ::= OBJECT IDENTIFIER

SecurityClassification ::= INTEGER {
unmarked 0),
unclassified 2),
restricted 2),
confidential 3),
secret 4,
top-secret %)}
PrivacyMark ::= PrintableString (SIZE (1..MAX))
SecurityChptegories ::= SET SIZE (1..MAX) OF SecurityCategory
This contekt is not used to filter or select particular attributes, as for other contexts, and the mechanisms assofiated with
contexts (fllback, default context values, etc.) are not used to apply rule-based access control.
The attHagh component contains the resulting value of applying a cryptographic hashing precedure to DER-encoded
octets, asdefined in ITU-T Rec. X.509 | ISO/IEC 9594-8.
Theissuel component conveys the name of the labelling authority.
The keyldentifier component may be the identifier of a certified public key as héld'in the Subject Public Key Identifier
extension field defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 or the identifier of a symmetric key and|associated
security cgntrol information.
The seculjityLabel component is composed of a set of elements optionally including a security policy i¢lentifier, a
security cllassification, a privacy mark, and a set of security categories as defined in 8.5.9 of ITU-T Rgc. X.411 |
I SO/IEC 10021-4.
19.5 Clearance
A clearande attribute associates a clearance with a named entity including DUAS.
clearance| ATTRIBUTE ::= {
WITH SYNTAX Clearance
ID id-at-clearance}
Clearance ::= SEQUENCE ({
polfcyld OBJECT IDENTIFIER,
clagsList ClassList DEFAULT {unclassified},
sedurityCategories SET SIZE (1..MAX) OF SecurityCategory OPTIONAL }
ClassList|::= BIT STRING\{
unmarked 0),
undlassified 2),
resgricted (2),
corffidential 3),
sedret 4,
topSeTTet O)F
SecurityCategory ::= SEQUENCE {
type [O] SECURITY-CATEGORY.&id ({SecurityCategoriesTable}),
value [1] EXPLICIT SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {@type}) }

SECURITY-CATEGORY ::= TYPE-IDENTIFIER

SecurityCategoriesTable SECURITY-CATEGORY ::={ ...}

The policyld component conveys an identifier that may be used to identify the security policy in force to which the
clearance classList and securityCategories relates.

The classList component includes alist of classificationsthat are associated with the named entity.
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The securityCategories (see 8.5.9 of ITU-T Rec. X.411 | ISO/IEC 10021-4) component, if present, provides further
restrictions within the context of aclassList.
NOTE — A clearance is securely bound to a named entity using an Attribute Certificate (ITU-T Rec. X.509 | ISO/IEC 9594-8), a
public key Certificate extension field (e.g., within the SubjectDirectoryAttribute extension) (ITU-T Rec. X.509 |
ISO/IEC 9594-8), or means outside the scope of this Directory Specification.

19.6  AccessControl and Directory operations

Each Directory operation involves making a series of access control decisions on the attribute values that the operation
accesses.

For some operations (e.g., the Remove Entry operation), even though the operation may appear to have succeeded if
access is denied to one or more attribute values, the hidden attributes would remain in the Directory. For other
operations, protected items to which access is denied are simply omitted from the operation result and processing
continues.

The accesg control requirements for each operation are specified in ITU-T Rec. X.511 | ISO/IEC 9594-3,

The algorithm by which any particular access control decision is made is specified as:

1+ If accessto al the attribute values of an entry is denied under rule-based-access;centrol, the access is
denied to that entry for all operations.

+ |If accessto al the attribute values of an attribute is denied under rule-basédsaccess-control | the access
isdenied to that attribute for all operations.

4+ Rule-based access control affects operations on reading attribute values (e.g., Read, Search)|in that the
attribute value is not visible (the operation is carried out as thoughithe attribute value is not|present) if
access is denied to the attribute value.

1+ Rule-based access control affects operations which involve removing an entry (e.g., Remove Entry) in
that they do not remove those attribute values to which.aeCess is denied.

4+ Rule-based access control affects operations which/involve removing an attribute type (e.p., Modify
Entry — Remove Attribute) in that they do not remQve those attribute values to which access is{denied.

+ Rule-based access control affects operations,which involve removing an attribute value (e.y., Modify
Entry — Remove Value) in that these operationsfail if the accessis denied to the attribute valug.

19.7 Access Control Decision Function

This subclause specifies how an access control decision is made for any particular attribute value. It provides a
conceptual description of the Access Contral-Decision Function (ACDF) for rule-based-access-control. I{ describes
how a clegrance and a security label areprocessed in order to decide whether to grant or deny a particular requestor a
specified germission to a given attribute’'value. The decision function applies the security policy rules which establish
whether access is authorized ‘en ‘an attribute value given its security label and the requestor's cleafance. The
definition pf the security rulesis outside the scope of the Directory Specifications. A simplified example ¢f security
policy rulgsfor rule-based-aceéss-control isgivenin M.10.

For each ipvocation of the’ACDF, the inputs are:
) theréguestor's clearance (as defined in 19.5);
) attribute value being considered at the current decision point for which the ACDF was invoked;
)\.“the security policy in force for the access-control-specific area;
d) security label bound to the attribute value.

The output is a decision whether to deny access to the attribute value.

For any particular instance of making an access control decision, the outcome shall be the same as if the stepsin 19.6
were performed.

19.8 Use of Rule-based and Basic Access Control

If both rule-based and basic access control are in effect, the order in which they are applied is alocal matter, except that
if accessis denied to the entry, an attribute type or an attribute value by either mechanism, it shall not be granted by the
other mechanism. In this respect, DiscloseOnError (see 18.2.3 and 18.2.4) permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.
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20 Data Integrity in Storage

20.1 I ntroduction

In some situations, the Directory may not give sufficient assurance that data is unchanged in storage, regardless of
access controls. The integrity of data stored in the Directory may be validated using digital signatures held as part of the
Directory Information. Either the digital signature of an entry or selected attributes within an entry may be held as an
attribute (see 20.2), or the digital signature of a single attribute value may be held in a context (see 20.3).

NOTE — Confidentiality of attribute values is outside the scope of this specification.

20.2 Protection of an Entry or Selected Attribute Types

Data integrity of attributes in storage is provided through the use of digital signatures held alongside the attributes they
are protecting. The integrity of awhole entry, or of al attribute values for selected attributes in an entry, is protected by
an attributg holding a digital signature of al the attribute values being protected.

This digitd signature is created by an authority or directory user responsible for placing the information\in'the directory
entry. Theldigital signature can be validated by any user reading the attribute values for the entry. Thedirectpry service
itself is nof involved in the creation or validation of the digital signature held in this attribute.

This integfity mechanism protects the integrity of directory attributes both in storage and“during transf¢r between
componenis of the Directory (DSAs and DUAS). This integrity mechanism does not depend on the secyrity of the
directory service itself.

Digital signatures applied to the whole entry do not include operatianal, collective attributgs or the
attributelrftegrityInfo itself. Any attribute value contexts are included.

The following defines an attribute type to hold a digital signature, along-with associated control informatjon, which
provides integrity of awhole entry or all values of selected attribute typés.

attributelntegritylnfo ATTRIBUTE ::= {

WITH SYNTAX Attributelntegrityinfo

SINGLE VALUE TRUE

ID id-at-attributelntegrityinfo }
Attributelntegritylnfo ::= SIGNED { AttributelntegritylnfoContent }

AttributelntegrityinfoContent ::= SEQUENCE {

scgpe Scope, -- Identifies the attributes protected
sigher SignerOPTIONAL, -- Authority or data originators name
attrjbsHash AttribsHash } -- Hash value of protected attributes

Signer ::3 CHOICE {
thigEntry [0] EXPLICIT ThisEntry,
thirdParty  [1] Specificallyldentified }

ThisEntry|::= CHOICE_{
onlyOne NULL,
spdcific ISsuerAndSerialNumber }

IssuerAndSerialNumber ::= SEQUENCE {
isstier Name,

! R TSN BT . Y
serrar CerurrcateSerranytmToeTr—y

Specificallyldentified ::= SEQUENCE ({

name GeneralName,
issuer GeneralName OPTIONAL,
serial CertificateSerialNumber OPTIONAL }

(WITH COMPONENTS{ ..., issuer PRESENT, serial PRESENT } |
(WITH COMPONENTS{ ..., issuer ABSENT, serial ABSENT }))

Scope ::= CHOICE {
wholeEntry [O] NULL, -- Signature protects all attribute values in this entry

selectedTypes [1] SelectedTypes
-- Sgnature protects all attribute values of the selected attribute types
}

SelectedTypes ::= SEQUENCE SIZE (1..MAX) OF AttributeType
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AttribsHash ::= HASH { HashedAttributes }

HashedAttributes ::= SEQUENCE SIZE (1..MAX) OF Attribute

-- Attribute type and values with associated context values for the selected Scope

integritylnfo OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MUST CONTAIN { attributelntegrityInfo }
ID id-oc-integrityInfo }
An AttributelntegrityInfo value can be created in three different ways:

a)

known h\j off-line means,

An administrative authority can create and sign the value, and the public key to verify the signature is

If the scoy
Rec. X.50
SelectedT]

NOTE
possiblg

The creatd

(see 6.1 off ITU-T Rec. X.509 | ISO/IEC 9594-8) of the attributes afdering the attributes as specified abov

create the
NOTE !

The verifi
retrieved 4

NOTE

An entry tihat shall hold an attributeintegrityInfo attribute shall include the integrityinfo auxiliary object-clag

20.3 ¢

The follow
integrity f
context ust
attributeV|
Wi
ID

Attribute\f

owner has several certificates, or expected to have that in the future, the certificate hasto beid
the CA issuing the certificate together with the certificate serial number.

) A third party may create and sign the value. The name of the signer, the name,of the CA
certificate and the certificate serial number isrequired.

e is wholeEntry, al the applicable attributes shall be ordered as specified for, a’set-of type in 6.

ypes.

| —If a user does not retrieve all the complete attributes that are defined”within the Scope data type, it
for the user to verify the integrity of the attributes.

r of the attributelntegrityinfo attribute shall, when creating’the’AttribsHash data type, use DEHR
hash from the resulting encoding.
P — The creator needs to have full knowledge of all the attribute syntaxes to create the hash.

br of the integrity shall produce its own versionyof AttribsHash using the same procedure as
ftributes, and then compare the result with the'value in the attribsHash component.

—The verification isonly possibleif the verifierhas full knowledge of al the attribute syntaxes.

Context for Protection of a.Single Attribute Value

ing defines a context to hold a digital signature, along with associated control information, whig
Dr a single attribute valie. Any attribute value contexts are included in the integrity check, ex
bd to hold signatures.

bluelntegritylnfoContext CONTEXT ::= {
H SYNTAX AttributeValuelntegritylnfo
id-avc-attributeValuelntegrityinfoContext }

aluelntegrityIinfo ::= SIGNED { AttributeValuelntegritylnfoContent }

) The owner of the entry, i.e., the object represented by the entry, can create and sign the VeLI ue. If the

entified by
ssuing the

| of ITU-T

D | ISO/IEC 9594-8. If scope is selectedTypes, the ordering shall bed4he-same as the one given in the

will not be

R encoding
e, and then

above for

h provides
luding the

oEOLIENoE

AttributeV

1 Lot HT P P + n
aAluTITItTyrity ImmuCuUTtiteTit .. = OL\YULINGUL

signer SignerOPTIONAL, -- Authority or data originators name
aVIHash AVIHash } -- Hash value of protected attribute

AVIHash

AttributeT

;2= HASH { AttributeTypeValueContexts }
-- Attribute type and value with associated context values

ypeValueContexts ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
value ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
contextList SET SIZE (1..MAX) OF Context OPTIONAL }

The contextList shall be ordered as specified for a set-of typein 6.1 of ITU-T Rec. X.509 | ISO/IEC 9594-8.

ITU-T Rec. X.501 (11/2008) 111


https://iecnorm.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

SECTION 9 —DSA MODELS

21 DSA Models

This clause is concerned with general models describing various aspects of the components comprising the Directory,
Directory System Agents (DSAS). Subsequent clauses treat additional DSA models.

21.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

21.1.1 DIB fragment: The portion of the DIB that is held by one master DSA, comprising one or more naming
contexts.

21.1.2 dontext prefix: The sequence of RDNs Teading from the Root of the DIT to the initid vertex.of a naming
context; cqrresponds to the distinguished name of that vertex.

21.1.3 npaming context: A subtree of entries held in asingle master DSA.

21.2 Directory Functional M odel

The Direcfory is manifested as a set of one or more application-processes known as Direetory System Agents (DSAS)
and/or LDAP servers. Each DSA provides zero, one or more of the access points. Each’/L DAP server provides one or
more acceps points. Thisisillustrated in Figure 19. Where the Directory is composed‘of more than one DSA or LDAP
server, it i$ said to be distributed. The procedures for the operation of the Directary when it is distributed ane specified

inITU-T Rec. X.518 | ISO/IEC 9594-4.
m

X.501_F19

Figure 19 — The Directory Provided by Multiple DSAs

NOTE _—A DSA WI|| Ilkely exh|b|t Iocal behawour and structure which is outsde the ‘scope of envmgej Directory
Specifi normally do
so by means of adatabase the interface to which isalocal matter.

A particular pair of application-processes which need to interact in the provision of directory services may be located in
different open systems. Such an interaction is carried out by means of Directory protocols, as specified in ITU-T Rec.
X.519 | ISO/IEC 9594-5, or by means of the Lightweight Directory Access Protocol (LDAP), as specified in IETF
RFC 4510.

NOTE 2 — LDAP server behaviours are specified in IETF RFC 4510 and may differ from DSA behaviours specified in this
clause.

Clause 23 specifies the models that are used as the basis for specifying the distributed aspects of the Directory. A
framework for the specification of operational models concerned with particular aspects of the operation of the
components of the Directory, DSAS, is provided in clauses 25 through 28.
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21.3 Directory Distribution M odel

This subclause defines the principles according to which the DIB can be distributed across multiple DSASs.

NOTE 1 —The DIB may also be distributed across any number of LDAP servers, which may or may not coexist with one or more
DSAs. LDAP servers and their characteristics and behaviours are specified in IETF RFC 4510 and may differ from DSA
characteristics and behaviours specified in this clause.

Each entry within the DIB is administered by one, and only one, DSA's Administrator who is said to have
administrative authority for that entry. Maintenance and management of an entry shall take placein aDSA administered
by the administrative authority for the entry. This DSA isthe master DSA for the entry.

Each master DSA within the Directory holds a fragment of the DIB. The DIB fragment held by a master DSA is
described in terms of the DIT and comprises one or more naming contexts. A naming context is a subtree of the DIT, all
entries of which have a common administrative authority and are held in the same master DSA. A naming context starts
at a vertex of the DIT (other than the root) and extends downwards to Ieaf and/or non- leaf vertlces Such vertices
constitute the barder o eld in that
master DSA. Subordinates of the non-leaf vertrc% belonging to the border denote the start of further naming,gontexts.
NOTE 2—The DIT is therefore partitioned into disjoint naming contexts, each under the administrative adthority] of a single
master DSA.

NOTE B — A naming context in itself is not an administrative area having an administrative paint or an explicit subtree
specificption, but it may coincide with an administrative area.

A family df entries shall reside in a single naming context.

Itis possiljle for a master DSA's administrator to have administrative authority for severa disoint naming cgntexts. For
every nanfing context for which a master DSA has administrative authority, it shall’ logically hold the sequence of
RDNs which lead from the root of the DIT to the initial vertex of the subtree.comprising the naming coptext. This
sequence gf RDNsis called the context prefix of the naming context.

NOTE 4 —The primary distinguished name of the naming context shall be used“as the context prefix. Contexts angl alternative
values With context may optionally be included in the RDNs.

A master IDSA's administrator may delegate administrative authority for any immediate subordinates of any|entry held
locally to pnother master DSA. A master DSA that delegated authority is called a superior DSA and the gontext that
holds the puperior entry of one for which the administrative authority was delegated, is called the superior naming
context. Delegation of administrative authority begins withthe root and proceeds downwards in the DIT; thét is, it can
only occur{from an entry to its subordinates.

Figure 20 {llustrates a hypothetical DIT logically partitioned into five naming contexts (named A, B, C, D andl E), which
are physicflly distributed over three DSAs (DSA 1 DSA 2, and DSA 3).

From the ¢xample, it can be seen that the namihg contexts held by particular master DSAs may be configured so as to
meet a wife range of operational requirements. Certain master DSAs may be configured to hold those entries that
represent higher level naming domains within some logical part(s) of the DIB, the organizational structurg of a large
company $ay, but not necessarily.all-the subordinate entries. Alternatively, master DSAs may be configufed to hold
only those|lnaming contexts representing primarily leaf entries.

From the gbove definitions, the limiting case for a naming context can be either a single entry or the whole of|the DIT.

Whilst thg logical to physical mapping of the DIT onto master DSAS is potentially arbitrary, the task of ipformation
location aryd managément is simplified if the master DSAs are configured to hold a small number of naming gontexts.

DSAs may hold entry-copies as well as entries. Shadowed entries, the only sort of entry-copy considgred in the
Directory Specrfrcatrons are marntamed by means of the shadowrng servrce deﬁcnbed in ITU T Re~ X.525 |
| SO/IEC 9594=9 Ofrte o ephes e =stendaredized sorts of
entry-copy may be encountered in the Drrectory

—  Copiesof an entry may be stored in other DSA(s) through bilateral agreement.
—  Copies of an entry may be acquired by storing (locally and dynamically) a cache-copy of an entry which
results from a request.

NOTE 5 — The means by which these copies are maintained and managed is not defined in these Directory Specifications. Due to
more precise handling of features like access control, it is recommended that the shadow service be used instead of using
cached-copies.
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Figure 20 — Hypothetical DIT

A DSA holding an entry-copy is a shadow DSA for that entry. A shadew.DSA may hold a copy of a naming g
portion thereof. The specification of the portion of a naming contextithat is shadowed is termed a unit of repli

ed in 9.2 of ITU-T Rec. X.525 | ISO/IEC 9594-9xa unit or replication is defined within the
model, and a specification mechanism is provided: The shadowing mechanism in the Directory

As descri
informatio

the definitjon of the subset of the DIT that will be shadowed. This subset is called unit of replication. T

replication comprises a three-part specification which, defines the scope of the portion of the DIT to be rep
attributes {o be replicated within that scope, and the'requirements for subordinate knowledge. The unit of
also impligitly causes the shadowed information teiinclude policy information in the form of operational attr,
in entries and subentries (e.g., access control information) which isto be used to correctly perform Directory
The prefix|information to be included begins-at an autonomous administrative point and extends to the repli
entry.

The origingtor of a Directory request.is informed (via fromEntry) as to whether information returned in reg

ontext or a
cation.

Directory
s based on
he unit of
icated, the
replication
butes held
bperations.
cation base

bponse to a

request is from an entry-copy orsaoet. A service control, dontUseCopy, is defined which allows the user to grohibit the

use of entrly-copies to satisfy,therequest (although copy information may be used in name resolution).

NOTE 6 — Such name resolution will fail in some instances for a valid aternative name when resolved against a co
pre-thirgl edition DSA; @riin a later edition DSA holding a copy with incomplete name information, where an RDN
attribute type for whiehthere are multiple distinguished values differentiated by context.

In order fgr a DIUA™t0 begin processing a request, it shall hold some information, specifically the presentati
about at lepst-one’DSA that it can contact initially. How it acquires and holds this information is alocal matte

py heldin a
includes an

bn address,
.

During the

his will be

particularly likely if modlflcatlon mvolves ahasesor aliased objects WhICh may bein different DSAs. The mconsustency
shall be corrected by specific administrator action, for example, to delete aliases if the corresponding aliased objects

have been deleted. The Directory continues to operate during this period of inconsistency.
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SECTION 10 - DSA INFORMATION MODEL

22 Knowledge

22.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
22.1.1 category: A characteristic of a knowledge reference that qualifiesit as identifying a master or a shadow DSA.

22.1.2 commonly usable: A characteristic of areplicated areathat permits general distribution of the access point of
the DSA holding it; acommonly usable replicated areais normally a complete shadow copy of a naming context.

22.1.3 cross reference: A knowledge reference containing information about a DSA that holds an entry or entry-
copy. Thidis used for optimization. The entry need have no superior or subordinate relationship to any eniry in the DSA
holding the cross reference.

2214 IT bridge knowledge reference: A knowledge reference containing information about & DSA| that holds
entriesin a different DIT. The entry need have no superior or subordinate relationship to any entrylin the D$A holding
the other QI T.

2215 immediate superior reference: A knowledge reference containing informationjabout a DSA tha holds the
naming context (or a commonly usable replicated area derived from it) that is immediately superior to one held by the
DSA for which the knowledge reference is relevant.

2216 Knowledge (information): DSA operational information held by a DSA/that it uses to locate remgte entry or
entry-copy| information.

22.1.7 Knowledge reference: Knowledge which associates, either directly or indirectly, a DIT entry or entry-copy
with the DSA in which it is located.

22.1.8 1haster knowledge: Knowledge of the master DSA foria naming context.

22.1.9 non-specific subordinate reference: A knowledge reference containing information about a DSA that holds
one or molfe unspecified subordinate entries or entry-copies:

22.1.10 referencepath: A continuous sequence of kiiowledge references.
22.1.11 oot naming context: The set of subordinate references of the root to be held by thefirst level DSAs.

22.1.12 adow knowledge: Knowledge. of ‘one or more shadow DSAs for a naming context (if the knpwledge is
specific) of contexts (if non-specific).

22.1.13 bordinate reference: A Krniowledge reference containing information about a DSA that holdq a specific
subordinate entry or entry-copy.

22.1.14 perior reference;A knowledge reference containing information about a DSA considered capable of
resolving (j.e., finding any:entry within) the whole of the DIT.

22.2 [[ntr oduction

The DIB ip distributed across a large number of master DSAS, each holding and having administrative authority for a
DIB fragnient.“The principles governing this distribution are specified in 21.3.

In addition, these and other DSAs may hold copies of portions of the DIB.

It is a requirement of the Directory that, for particular modes of user interaction, the distribution of the directory be
rendered transparent, thereby giving the effect that the whole of the DIB appears to be within each and every DSA.

In order to support this operational requirement, it is necessary that each DSA be able to gain access to the information
held in the DIB associated with any name (i.e., any object's distinguished or alias hames). If the DSA does not itself
hold an object entry or object entry-copy associated with the name, it shall be able to interact with a DSA that does,
either directly or indirectly by means of direct and/or indirect interactions with other DSAS.

When the Directory user indicates that entry-copy information shall not be used to satisfy his request, the DSA
servicing the request must be able to gain access, directly or indirectly, to the master DSA holding the entry information
associated with the name supplied in the user's request.
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This clause defines knowledge as that DSA operationa information required to achieve these technical objectives.
Subsequent clauses specify the representation of knowledge in the context of a general DSA information model.

NOTE — The preceding statements represent technical objectives of the Directory. Readlization of these technical objectives
depends on other matters (e.g., policy matters) in addition to a consistent configuration of knowledge in DSAs. Clauses 25
through 28 establish a framework to address some of these matters.

Annex O contains an illustration of the modelling of knowledge. Theillustration is based on the hypothetical DIT given
in Figure 20.

22.3 Knowledge References

Knowledge is that operational information held by a DSA that represents a partial description of the distribution of entry
and entry-copy information held in other DSAs. Knowledge is used by a DSA to determine an appropriate DSA to
contact when a request received from a DUA or another DSA cannot be satisfied with locally held information.

, the name

Names used in knowledge references, whether as context prefixes, DSA names or entry names,)shall be primary
distinguishjed values. Context, and alternative values with context, may also be included in RDNSs.

NOTE 1 Name resolution may fail for avalid alternative name when knowledge references are held-inpre-third DSAs which do
not rec_gnize multiple distinguished val ues differentiated by context, or in DSAs not holding all~the aternative distinguished

There are fwo categories of knowledge reference: master knowledge references-and’shadow knowledge references.

Shadow kijowledge is knowledge of DSAs holding replicated Directory information; it may be distributed py shadow
suppliers to shadow consumers by means of the replication'procedures described in ITU-T Red X.525 |
ISO/IEC 9594-9. Shadow knowledge is knowledge of the access point of a set of one or more shadow DSAs for a

areathat i§ commonly usable is a complete shadow copy of a naming context. An incomplete shadow copy df a naming
context held by a DSA may be commonly usable if-it\is sufficiently complete to satisfy the interrogation requests that
users comimnonly make to the DSA. It is the responsibility of the administrative authority who causes shadow knowledge
of a DSA[holding an incomplete copy of a,naming context to be distributed that the replicated area be [commonly
usable.

A given DSA may hold both master and-shadow knowledge, the latter involving multiple shadow DSAS, flegarding a
particular haming context. The specific'knowledge used in the processing of a request received from a DUA|or another
DSA, eg.| in the name resolutienprocess, is determined by a DSA specific selection procedure whereby the DSA
computes, [based on any non-standardized criteria deemed appropriate by the administrative authority, an accgss point of
aDSA cagable of progressing.the request.

NOTE + The Directory::Specifications do not constrain how master and shadow knowledge is used by DSAs|(other than

indirectly through conStraints on DSA behaviour, for example, the dontUseCopy and copyShallDo service controls|as specified
in ITU-T Rec. X:511| ISO/IEC 9594-3).

2232 Knowledge Reference Types

The knowredge possessed-by a DSA s defimedmterms of = setof ormeor morekrnowtedge Teferernces where each
reference associates, either directly or indirectly, entries (or entry-copies) of the DIB with the DSA which holds those
entries (or entry-copies).
A DSA may hold the following types of knowledge reference:

—  superior references,

— immediate superior references;

—  subordinate references;

—  non-specific subordinate references; and

—  cross references.
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A knowledge reference of a particular type shall be either a master or shadow knowledge reference.

In addition, a DSA that participates in shadowing as a shadow supplier and/or consumer may hold one or more of the

following types of knowledge reference:
—  supplier references; and
—  consumer references.

These knowledge reference types are described below.

22.3.2.1 Superior References

A superior reference consists of:
—  the Access Point of aDSA.

Each non-first level DSA (see 22.5) shall maintain at least one superior reference. The superior reference shal

a DMD, this shall be accompllshed by referring to a DSA which holds a naming context or replicated
context préfix has fewer RDNs than the context prefix with fewest RDNs held by the DSA holding the'refere

22.3.2.2 Ilmmediate Superior References

An immediate superior reference consists of:

4+ the context prefix of a naming context that is immediately superier t0 one held (as
entry-copies) by the DSA holding the reference;

+  the Access Point of the DSA holding that naming context (as entries\ar entry-copies).

Immediatg superior references are an optiona reference type that only occur, when there is a hierarchical
binding to|the referenced DSA (see clause 24 in ITU-T Rec. X.518 | ISO/HEC 9594-4). In the absence of sU
operationg bindings, an immediate superior naming context may be reférenced by means of a cross reference

22.3.2.3 $ubordinate References

A subordifate reference consists of:

a context prefix corresponding to a naming.€ontext immediately subordinate to one held (&
entry-copies) by the DSA holding the reference;

the Access Point of the DSA holding that naming context (as entries or entry-copies).

All naming contexts immediately subordinate to naming contexts held by a master DSA shall be repr
subordinatg references (or non-specific suberdinate references as described in 22.3.2.4).

In the cage where a DSA holds entry=copies, the subordinate naming contexts may or may not be r
depending|on the shadowing agreement’in effect.

22.3.2.4 Non-Specific Subordinate References

A non-spetific subordinate reference consists of:

the AccCess Points of a DSA that holds the entries (or entry-copies) of one or more i
subordinate Naming Contexts.

This type pf reference is optional, to allow for the case in which a DSA is known to contain some subordir

| form part

entries or

bperational
ch explicit

5 entries or

bsented by

Ppresented,

nmediately

ate entries

(or entry-gopies) but the specific RDNs of those entries (or entry-copies) is not known. This type of reference

b cannot be

used to reference LDAP Severs.

For each naming context that it holds, a master DSA may hold zero or more non-specific subordinate references. DSAs
accessed via a non-specific reference shall be able to resolve the request directly (either success or failure). In the event

of failure, aserviceError reporting a problem of unableToProceed is returned to the requestor.

In the case where a DSA holds entry-copies, the non-specific subordinate references may or may not be represented,

depending on the shadowing agreement in effect.
22.3.25 CrossReferences

A cross reference consists of:
— aContext Prefix;
— the Access Point of a DSA which holds the entries or entry-copies for that naming context.
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This type of reference is optional and serves to optimize Name Resolution. A DSA may hold any number (including
zero) of cross references.

22.3.2.6 Supplier References

A supplier reference held by a shadow consumer DSA consists of:

— the context prefix of the naming context from which the replicated area received from the shadow
supplier is derived,;

— the identifier of the shadowing agreement that the shadow consumer has established with a shadow
supplier;

—  the Access Point of the shadow supplier DSA;
— anindication of whether the shadow supplier of the replicated areais or is not the master; and
— optionally, the access point of the master DSA if the supplier is not the master.

22.3.2.7ni0nsumer References

A consumégr reference held by a shadow supplier DSA consists of :

4+ the context prefix of a naming context from which the replicated area provided by the shadow|supplier is
derived;

the identifier of the shadowing agreement that the shadow supplier has established with a consimer; and
+  the Access Point of the shadow consumer DSA.

224 Minimum Knowledge
It isaproperty of the Directory that each entry can be accessed independently. of where arequest is generated

It is also alproperty of the Directory that, to achieve adequate levels of\performance and availability, some requests can
be satisfigd using a copy of an entry, while other requests may) only be satisfied using the entry itself (i.e., the
informatiop held at the master DSA for the entry).

To realize|these location independence properties of the Directory, each DSA shall maintain a minimum guantity of
knowledge which depends on the particular configurationQf-the DSA.

The objective of these minimum requirements is tospermit the distributed name resolution process to pstablish a
reference path, as a continuous sequence of master\knowledge references, to all naming contexts within the Djirectory.

Itisalso
of ITU-T

requirement that the minimum knowtedge consists of references that can be processed by the DSA (see 12.3
ec. X.519 | ISO/IEC 9594-5).

Beyond t
copies of
reference

minimum requirements,_additional knowledge may be employed to establish other referenge paths to
aming contexts. Crossyeference knowledge (master and shadow) may be employed to establish optimized
aths to naming contexts'and copies of naming contexts.

The minimum knowledge regquirements for DSAs are specified in 22.4.1-22.4.4.
perior Khowledge

Each DSA that is-hot a first level DSA shall maintain at least one superior reference. Additional superior|references

viedge
A DSA that is the master DSA of a naming context shall maintain subordinate or non-specific subordinate references of
category master knowledge to each master DSA holding (as master) an immediately subordinate naming context.

2243 Supplier Knowledge

For each shadow supplier DSA that suppliesit with areplicated area, a shadow consumer DSA shall maintain a supplier
reference. If the shadow consumer's subordinate knowledge for the copy of the naming context is incomplete, it shall
use its supplier reference to establish a reference path to subordinate information. This procedure is described in
clause 20 of ITU-T Rec. X.518 | ISO/IEC 9594-4.

2244  Consumer Knowledge

For each shadow consumer DSA that it supplies with a replicated area, a shadow supplier DSA shall maintain a
consumer reference.
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225 First Level DSAs

The DSA referenced by a superior reference assumes the burden of establishing a reference path to all of the DIT that is
unknown to the referring DSA. A DSA referenced by other DSAs may itself maintain one or more superior references.
This recursive superior referral process stops at a set of first level DSAs upon whom the ultimate responsibility for the
establishment of reference paths falls.

A first level DSA is characterized asfollows:
a) itdoesnot hold asuperior reference;

b) it may hold one or more naming contexts immediately subordinate to the root of the DIT (as master or
shadow DSA for the naming context); and

¢) it holds subordinate references (of category master and/or shadow) and non-specific subordinate
references (of category master and/or shadow) which account for all the naming contexts immediately
subordinate to the root of the DIT which it does not itself hold.

The administrative authorities for first level DSAs are jointly responsible for the administration of the|immediate
subordinates of the root of the DIT. This set of subordinate references is called root naming context, “The procedures
governing [this joint root naming context are determined by multilateral agreements which are outside the scope of these
Directory Ppecifications.
NOTE + In arelated entries environment, it is possible that some first-level entries will have the sanie name, creat|ng multiple
DITs. The administrative authorities for the associated first level DSASs are jointly responsible,for the administratjon of these
DITs.

To limit the quantity of interrogation requests that might be directed to a master first tevel DSA (i.e., aDSA that isa
master for fa naming context immediately subordinate to the root of the DIT), it ispossible to establish shadow first level
DSAsfor that master first level DSA. Such shadow DSAs hold copies of the efitrjés and the root naming confext held in
its master {or supplier) first level DSA. They therefore may serve as a superior reference for non-first level DBEAS.

23 Basic Elements of the DSA I nformation M odel

231 Definitions
For the pufposes of this Directory Specification, the following definitions apply:

23.1.1 SA information tree: The set of all DSES’held by a DSA when viewed from the perspective of their names.

23.1.2 SA shared attribute: An operational attribute in the DSA information model associated with 4 particular
name whoge value or values, if held by several DSAS, are identical (except during periods of transient inconsuIstency).

23.1.3 SA specific attribute: An(operational attribute in the DSA information model associated with
name whoge value or values, if held by several DSAS, need not be identical.

2314 SA specific entry (DSE): The information held by a DSA that is associated with a particular name; the DSE
may (but reed not) contain thejinformation associated with the corresponding Directory entry.

particular

2315 SE type: An‘indication of the particular purpose of a DSE; a DSE may serve multiple purposgs and thus
have multiple types

23.2 [ntfoduction

The Directory information model describes how the Directory as a whole represents information about objects having a
distinguished name and optionally alias names. In its description of the DIT, entries and attributes, the composition of
the Directory as a set of potentially cooperating DSAs is abstracted from the model.

The DSA information model, on the other hand, is especially concerned with DSAs and the information that must be
held by DSAs in order that the set of DSAs comprising the Directory may together realize the Directory information
model. It is concerned with:

—  how Directory information (object and aias entries and subentries) is mapped onto DSAS,

—  how copies of Directory information may be held by DSAS;

— the operational information required by DSAs to perform name resolution and operation evaluation; and
— the operational information required by DSAs to engage in shadowing and to use shadowed information.
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The purpose for modelling a representation of DSA operational information such as knowledge is to establish the
genera framework for management access to DSA operationa information.

23.3 DSA Specific Entries and their Names

In the DSA information model, the information repositories holding the information associated with a particular name
are termed DSA Specific Entries (DSES). Directory entries exist in the DSA information model only as information
elements from which DSEs may be composed. Operational attributes specific to the DSA information model comprise
the other variety of information element from which DSEs may be composed.

If a DSA holds any information concerning a name directly (i.e., information held in a repository identified by the
name), it is said to know or have knowledge of that name.

For each name known by a DSA, all the information held by the DSA directly associated with the name other than the
name itself is represented by one DSE. This latter information (i.e., the RDN and its relationship to the DIT) is not
representefl eXplicitly as aitribuies 1n the DSA nformaiion model; the Sset of names known Dy a DSA_cdnstitute an
implicit fabric on which the associated DSEs can be considered to be attached.

NOTE 1 — One consequence of the way the DSA information model handles names is that, for DSEs that are.not o
aias or pubentry, the AVA(s) expressing the RDN of the DSE is not modelled as held in (an) attribute(s).

type entry,

Where alt
context, a
inthe DSA

brnative names exist because of naming attributes having multiple distinguished-values differe
5ingle DSE represents all the information held by the DSA about all the aternative-names. This i
information model as a single name with context-specific variants, rather than as'separate names.

ntiated by
5 modelled

NOTE 2 — For consistent name resolution and interworking with pre-third DSAs, every/DSA shall have informatjon about at
least the primary distinguished values of all attributes contributing to a name, and“\desirably as many of thg alternative
distingyished values as possible.
The set of [all names known by a DSA, together with the information associatéd with each name, when viewed from the
perspective of these names, is termed the DSA information tree for that DSA. A DSA information tree is ¢lepicted in
Figure 21.
Root DSE
Root . @
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~~~~~~~~~ attributes
1 DSE
Administrative —gm—r7" Direct .
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__________ entry attributes attributes
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Subsntry ‘‘‘‘‘‘‘‘‘ @
[ | | | Directory DSA-shared DSA-specific
~~~~~~~ subentry attributes attributes
Y- N
ﬁ DSE (e.g., for subordinate references)
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Figure21 — A DSA Information Tree

ITU-T Rec. X.501 (11/2008)


https://iecnorm.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

The minimum information that a DSA may associate with a name, and thus know the name, consists of an expression of
the purpose for which the name is known (i.e., the role played by the name in the operation of the DSA knowing it).
This purpose is represented in the DSA information model by the DSA specific attribute, dseType.

In addition, a DSE may hold other information associated with the name such as an entry or entry-copy, DSA shared
attributes and DSA specific attributes.

A DSE may represent a Directory entry directly, a portion of an entry or no Directory information. The information held
in a DSE varies, depending on its type or purpose. In general, the following sorts of DSEs may occur in DSAS.

— A DSE directly representing a Directory entry contains the user and operational attributes corresponding
to that Directory entry (as depicted in DSE 2 in Figure 21). The DSE may also contain DSA shared and
DSA specific attributes.

— A DSE representing a portion of an entry (as a result of shadowing) contains some of the user and
operational attributes corresponding to the Directory entry, DSA specific attributes and may also contain

F\CI\ nln—wnrl attei s e
SAaFee-aEHHBHtES:

4+ A subentry DSE representing, for example prescriptive ACI or collective attributes, containsthe relevant
user and operationa attributes corresponding to a Directory subentry (as depicted)in DSE 3 in
Figure 21). The DSE may also contain DSA shared and DSA specific attributes.

+ A DSE representing no Directory entry information contains only DSA shared and/or D$A specific
attributes (as depicted in DSEs 1 and 4 in Figure 21). For example, a DSE representing a subordinate
reference may have a DSA shared attribute that indicates the master access point and a D$A specific
attribute to indicate that the DSE is a subordinate reference.
NOTE 3 —The DSE is a conceptua entity which facilitates the specification and modelling of information comgonents in a

consistgnt and convenient way. Although DSEs are said to "hold" or "store" information, this is not intended to [impose any
particulfr constraints or data structure on implementations.

234 Basic Elements

A DSE is fomprised of three basic elements: the DSE type, sometumber of DSA operational attributes (th¢ DSE type
is one of these) and optionally an entry or entry-copy.

23.4.1 [DSA Operational Attributes

Two varigties of operational attribute occur in the DSA ‘information model that do not correspond to infgrmation in
Directory entries. Those are DSA shared and DSA -gpecific attributes.

A DSA shared attribute is an operational attripute in the DSA information model associated with a parti¢ular name
whose vallie or values, if held by several DSAS; are identical (except during periods of transient inconsistengy). A DSA
may hold & shadow-copy of aDSA shared(ttribute.

A DSA specific attribute is an operational attribute in the DSA information model associated with a particular name
whose vallie or values, if held by Several DSAS, need not be identical. A DSA specific attribute represents pperational
information that is specific t0 the functioning of the DSA holding it. A DSA cannot hold a shadowicopy of a
DSA speciffic attribute.

NOTE + While a shadow=supplier DSA may provide a shadow-consumer DSA with a DSA specific attribute, thisis ¢gonceptually

not a shadow-copy_ofdnformation held by the supplier but, rather, information produced by the supplier for the congumer which
the congumer may\then use and modify.

234.2 IDSE Types

f DO todl tha DCA _if dal v tha INCA 1 | bt oy
The type o DO TCPTC3CtCt H—tRCDo :|||u||||uuu|| TTTOUCT uy tReo op\.ulllu OpPCi uuunal uLLr:uuL\. dseType,

indicates the particular purpose (or role) of a DSE. This purpose isindicated by the named bits of the single value of the
dseType attribute. As a DSE may serve severa purposes, several named bits of the dseType attribute may be set to
represent these purposes. A number of combinations of named bits that are likely to occur are specified in Annex N.

The phrase "a DSE of type X" is used in the Directory Specifications to indicate that the named bit x of the DSE's
dseType attribute has been set. For a DSE of type x, other named bits may or may not be set, as required. The aternate
phrase "the DSE type includes x" may also be used.

The syntactic specification of the dseType operational attribute may be expressed using the attribute notation as
follows:

dseType ATTRIBUTE ::= {

WITH SYNTAX DSEType
EQUALITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE
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NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-dseType }

This DSA specific operational attribute is managed by the DSA itself.

The ASN.1 type that represents the syntax of the possible values of the dseType attribute is DSEType. Its definition is:

DSA as a
nce of zero

ict serviceis

E Or aCross
iX or cross
ames. This

jubordinate

eS.

reference.

DSEType ::= BIT STRING {
root 0), -- root DSE --
glue 2), -- represents knowledge of a name only --
cp 2), -- context prefix --
entry 3), -- object entry --
alias 4, -- alias entry --
subr 5), -- subordinate reference --
nssr (6), -- non-specific subordinate reference --
Sup¥F A SHperer-referenee
Xr (8), -- cross reference --
admPoint 9), -- administrative point --
sullentry (20), -- subentry --
shgdow (112), -- shadow copy --
immSupr (23), -- immediate superior reference --
rhop (14), -- rhob information --
sa (15), -- subordinate reference to alias entry --
dsSubentry (16), -- DSA Specific subentry --
familyMember a7), -- family member --
ditBridge (18), -- DIT bridge reference --
writeableCopy (19)} -- writeable copy --
The valueg of DSEType are:
4 root: The root DSE contains DSA specific attributes, used by the DSA, that characterize thal
whole. The name corresponding to the root DSE is th€ degenerate name consisting of a sequef
RDNs.
NOTE 1 — Information that characterizes a DSA thatis to be made available via the Directory abstrg
contained in the DSA's entry. A DSA may, but_need not, hold its own entry or a copy of its own entry.
) glue: A glue DSE represents knowledge of‘a'name only. A DSA holding a context prefix DSH
reference DSE may hold glue DSESs to_represent the names of the superiors of the context pref
reference DSE if no other operationaldnformation (e.g., knowledge) is associated with those n
isillustrated in Figure 22. A DSE of-‘type glue shall not have any other DSEType bit set.
¢) cp: The DSE representing the context prefix of a naming context.
d) entry: A DSE that holds.an.ebject entry.
@) alias: A DSE that holds'an alias entry.
f) subr: A DSE thatthelds a specific knowledge attribute to represent a subordinate reference.
@) nssr: A DSE that holds a non-specific knowledge attribute to represent a non-specific s
reference,
M supr;,/ADSE that holds a specific knowledge attribute to represent the DSAs superior refereng
i)  xrxAsDSE that holds a specific knowledge attribute to represent a cross reference.
i) . admPoint: A DSE corresponding to an administrative point.
—subentry- A DSEthathotdsarsabentry:
) shadow: A DSE that holds a shadow-copy of an entry (or part of an entry) or other information
(e.g., knowledge) received from a shadow-supplier; this named bit is set by the shadow consumer.
m) immSupr: A DSE that holds a specific knowledge attribute to represent an immediate superior
n) rhob: A DSE that holds administrative point and subentry information received from a superior DSA ina
Relevant Hierarchical Operational Binding (i.e., in either a Hierarchical Operational Binding or a Non-
specific Hierarchical Binding as described in clauses 24 and 25 of ITU-T Rec. X.518 | ISO/IEC 9594-4).
0) sa: A quaifier of asubr DSE indicating that the subordinate naming context entry is an alias.
p) dsSubentry: A DSE that holds aDSA specific subentry.
q) familyMember: A DSE that holds afamily member.
r) ditBridge: A DSE that holdsaDIT bridge reference.

122 ITU-T Rec. X.501 (11/2008)


https://iecnorm.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

s) writeableCopy: A DSE that holds a writeable copy of an entry or other information (e.g., knowledge)
that is replicated in a multiple master implementation.

NOTE 2 — Certain Directory operations require the ability to identify a single master for any given entry.
Therefore, in a multiple master implementation, all but one of the master copies of each entry shall be of this
DSE type; exactly one of the master copies shall not be of this DSE type in order for it to function as the primary
master when such operation is necessary.

The use of this operational attribute to represent aspects of the DSA information model is described in clause 23.

24 Representation of DSA Information

This clause treats the representation of DSA information. It describes the representation of DSA operational information
(knowledge), Directory user information and Directory operational information.

24.1 Representation of Directory User and Operational Information

This clausg specifies the representation of Directory user and Directory operational information in the DSA ipformation
model.

2411  OQbject Entry

An object |entry is represented by a DSE of type entry which contains the user and Directory operationg attributes
associated|with the Directory entry. The name of the DSE is the name of the object entry (i.e., the object’s digtinguished
name).

If the DSH holds a copy of the entry, the DSE type includes shadow.

If the name of the object entry includes any aternative distinguished names.differentiated by context, the name of the
DSE may #lso include those alternative distinguished names differentiated by context. In the case of a DSE that holds a
shadow of|the entry, the name of the DSE may include a subset of the alternative distinguished names. In the case of a
DSE that is not a copy, the name of the DSE shall include all distinguished names.

NOTE + For consistency and interworking with pre-third DSAs,.the name of a DSE holding a copy shall includd at least the

primary| distinguished value of any naming attribute. Thus the coepy has at least the primary distinguished name qf the object
entry. Name resol ution is enhanced if every distinguished valug-(and thus every alternative distinguished name) is present.

2412 AliasEntry

An dlias eptry is represented by a DSE of type alias which contains the attributes associated with the aias|entry (i.e.,
the RDN gttributes and the aliased object nameattribute). The name of the DSE is the name of the dias entry

If the DSHholds a copy of the alias entry;.the DSE type includes shadow.

If the name of the dlias entry includes-any alternative distinguished names differentiated by context, the name of the
DSE may @lso include those alternative distinguished names differentiated by context. In the case of a DSE that holds a
shadow of the alias entry, the fiame of the DSE may include a subset of the alternative distinguished names. In the case
of aDSE that is not a copy, the name of the DSE shall include all distinguished names.

NOTE + For consistengy-and interworking with pre-third DSAS, the name of a DSE holding a copy shall includd at least the

primary] distinguishedalue of any naming attribute. Thus the copy has at least the primary distinguished name of the¢ alias entry.
Name rg¢solution«is.enhanced if every distinguished value (and thus every alternative distinguished name) is present.

24.1.3 Administrative Point

An admini
administrative point. The name of the DSE is the name of the adm| nistrative p0| nt.

d with the

If the DSE represents an entry, the DSE type includes entry. If the DSE holds a copy of the administrative point
information, the DSE type includes shadow.

If the name of the administrative point includes any alternative distinguished names differentiated by context, the name
of the DSE may aso include those alternative distinguished names differentiated by context. In the case of a DSE that
holds a shadow of the administrative point, the name of the DSE may include a subset of the alternative distinguished
names. In the case of a DSE that is not a copy, the name of the DSE shall include all distinguished names.
NOTE — For consistency and interworking with pre-third DSAs, the name of a DSE holding a copy shall include at least the
primary distinguished value of any naming attribute. Thus the copy has at least the primary distinguished name of the
administrative point. Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is
present.
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2414  Subentry

A subentry is represented by a DSE of type subentry which contains the operational and user information associated
with the subentry. The name of the DSE is the name of the subentry.

If the DSE holds a copy of the subentry, the DSE type issubentry and shadow.

2415 Family member

A family member (including the ancestor) is represented by a DSE of type familyMember. The ancestor also is of DSE
type entry; it isthe only family member that is permitted to have this DSE type.

24.2 Representation of Knowledge Refer ences

A knowledge reference conssIs of a DSE of an appropnate type Wh|ch holds a correspondl ngly appropriate DSA
bute and ] L ) 3 hif held by the

nd context
e case of a
A DSE that

is not a copy, the name of the DSE shall include al distinguished names.
NOTE + Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is present.

2421 Knowledge Attribute Types

DSA operdtional attributes are defined in the DSA information model to expressa DSA's;

+ knowledge of its own access point;

4+  superior knowledge;

4+  specific knowledge (its subordinate references);

4+ non-specific knowledge (its non-specific subordinate references);

+ knowledge of its supplier(s), optionally including-the master, if it is a shadow consumer;
4+  knowledge of its consumer(s) if it is a shadow supplier;

4+ knowledge of secondary shadows, if itis'a shadow supplier; and

4+ knowledge of another DIT.

Object Identifier values are assigned in Annex'Efor these operational attributes.

24.2.1.1 My Access Point

The myAccessPoint operational attribute type is used by a DSA to represent its own access point. It isa D$A specific
attribute. All DSAs shall hold thisattribute in their root DSE. It is single-valued and managed by the DSA itsglf.

myAccesgqPoint ATTRIBUTE ::= {

WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch
SINGLE VALUE TRUE

NO|USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-myAccessPoint }

The ASN.1 type AccessPoint is defined in ITU-T Rec. X.518 | ISO/IEC 9594-4. Its ASN.1 specification is reproduced
here for the convenience of the reader.

AccessPoint ::= SET {

ae-title [0] Name,
address [1] PresentationAddress
protocolinformation [2] SET SIZE (1..MAX) OF Protocolinformation OPTIONAL }

NOTE — The Name in the ae-title may be the primary distinguished name or an aternative distinguished name; however,
consistency and interworking with pre-third DSAs is enhanced if the primary distinguished name is used.

How a DSA obtains the information held in myAccessPoint is not described in the Directory Specifications.

The myAccessPoint attribute typeisheld in a DSE of typeroot.
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The information held in myAccessPoint may be employed in the DOP when establishing or modifying an operational
binding.

24.2.1.2 Superior Knowledge

The superiorKnowledge operational attribute type is used by a non-first level DSA to represent its superior references.
It isa DSA specific attribute. All non-first level DSAs shall hold this attribute in their root DSE. It is multi-valued and
managed by the DSA itself.

superiorknowledge ATTRIBUTE ::= {

WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-superiorKnowledge }

A DSA 1nay acquite the mformation held n superiorKnowledge by means not described in the] Directory
Specificatipns. It might also construct it from its immediate superior references, e.g., from its immediaie superior
reference Whose context prefix has the least number of RDNsin its name.

The superforkKnowledge attribute typeis held in a DSE of typeroot.

The information held in superiorkKnowledge may be employed by a DSA when constructing’a continuatiof reference
returned irfaDAP or DSP referral or when performing chaining.

24.2.1.3 $pecific Knowledge

Specific kipowledge consists of the access points for the master DSA of a naming context and/or shadow DYAs for that
naming context. It is specific because the context prefix of the naming context’is known and associated with the access
point infofmation. Specific knowledge is represented by the specificknowledge operational attribute tylpe. It is a
DSA shargd attribute, is single-valued, and managed by the DSA itself.

specificKnowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
SINGLE VALUE TRUE

NO|USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doea-specificknowledge }

The ASNJL type MasterAndShadowAccessRoints is defined in ITU-T Rec. X.518 | ISO/IEC 9594-4. [Its ASN.1
specificatipn is reproduced here for the convenience of the reader.

MasterAng@iShadowAccessPoints ::£ SET OF MasterOrShadowAccessPoint

MasterOr$hadowAccessPoint .= SET {

COMPONENTS OF AccessPoint,
category [3] ENUMERATED {
master 0),
shadow (1)} DEFAULT master,
chdiningRequired [5] BOOLEAN DEFAULT FALSE }
A DSA 1nay (acquire the information held in specificKknowledge by means not described in the| Directory
Specificatipns/ LN the case of a cross reference (DSE of type xr), it mlghtalso constructltfrommformatlon received in
the crossReference—componen e (DSE of

type subr), it might consIruct it from mformanon recei ved inthe DOP When establlshl ng or mod|fy| ng aHOB.

The specificknowledge attribute type is held in a DSE of type subr, immSupr, or xr. It is used by a DSA to represent
subordinate, immediate superior and cross references.

The information held in specificKknowledge may be employed by a DSA when constructing a continuation reference
returned in a DAP or DSP referral (or when performing chaining) and when constructing Shadowed DSA Specific
Entries (SDSEs) of type subr, immSupr, or xr provided in the DISP.

24.2.1.4 Non-Specific Knowledge

Non-specific knowledge consists of the access points for the master DSA of one or more naming contexts and/or
shadow DSAs for the same one or more naming contexts. It is non-specific because the context prefixes of the naming
context(s) is (are) not known. The immediate superior of the naming context(s) is known, however, and the access point
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information is associated with its name. Non-specific knowledge is represented by the nonSpecificKknowledge
operationa attribute type. ItisaDSA shared attribute, is multi-valued and managed by the DSA itself.

nonSpecificKknowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-nonSpecificKknowledge }

The MasterAndShadowAccessPoints value consists of an access point for a master DSA holding one or more
subordinate naming contexts, and zero or more access points of DSAs holding shadows of some or all of these naming
contexts.

A DSA may acquire the information held in nonSpecificknowledge by means not described in the Directory
Specifications. In the case of a non-specific subordinate reference (DSE of type nssr), it might also construct it from
informatiop received in the DOP when establishing or modifying aNHOB.

The nonYpecificKknowledge attribute type is held in a DSE of type nssr. It is used to represent’ npn-specific
subordinat references.

The information held in nonSpecificknowledge may be employed by a DSA when constructing a cpntinuation
reference neturned in a DAP or DSP referral (or when performing chaining) and when constfecting SDSES of type nssr
provided in the DISP.

24.2.15 $upplier Knowledge

The suppljer knowledge of a shadow consumer DSA consists of the aceess/point(s) and shadowing |agreement
identifier(g) for its supplier(s) of a copy (or copies) of areplicated area. Optionaly, if the supplier is not th¢ master of
the naming context from which a replicated area is derived, the access point-of the master may be included jin supplier
knowledge. Supplier knowledge is represented by the supplierKnowledge operational attribute type. It is DSA specific,
multi-valupd and managed by the DSA itself.

The ASN.1 syntax for avalue of supplierKnowledge is Supplietinformation. A value of this attribute is cqmposed of
a shadow supplier DSA's access point and the agreement ID of\the shadowing agreement between the suppligr DSA and
the consuher DSA holding the DSA specific attribute (expressed as a value of the type SupplierOrCongumer), an
indication jof whether the supplier of the replicated area’is or is not the master of the naming context from which it is
derived, and, if not, optionaly, the access point of the master DSA.

SupplierOrConsumer ::= SET {

COMPONENTS OF AccessPoint,-- supplier or consumer --
agreementID [3] OperationalBindingID }

Supplierinformation ::= SET {
COMPONENTS OF SupplierOrConsumer, -- supplier --
sufplier-is-master [4] BOOLEAN DEFAULT TRUE,

non-supplying-master [5] AccessPoint OPTIONAL }

supplierKpowledge ATTRIBUTE ::= {

WITH SYNTAX Supplierinformation

EQUALITY MATCHING RULE supplierOrConsumerinformationMatch
NO|USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-supplierKnowledge }

A DSA may acquire the information held in supplierknowledge by means not described in the Directory
Specifications. A shadow consumer DSA might also construct it from information received in the DOP when
establishing or modifying a shadowing agreement.

The supplierKnowledge attribute type is held in a DSE of type cp. It is used to represent one or more supplier
references. All shadow consumer DSAs shall hold avalue of this attribute for each shadowing agreement they engage in
as a consumer.

The information held in supplierKnowledge may be employed by a DSA when constructing a continuation reference
returned in a DAP or DSP referral. The agreementID component (its type, OperationalBindingID, is defined in 28.2)
of supplierKnowledge is required in the operations of the DOP for managing a shadowing agreement and in al the
DISP operations.
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24.2.1.6 Consumer Knowledge

The consumer knowledge of a shadow supplier DSA consists of the access point(s) and shadowing agreement
identifier(s) for the consumer(s) of a copy (or copies) of a naming context provided to them by the supplier. Consumer
knowledge is represented by the consumerknowledge operational attribute type. It is DSA specific, multi-valued and
managed by the DSA itself.

The ASN.1 syntax for a value of consumerKnowledge is Consumerinformation (which has the same syntax as
SupplierOrConsumer, but refersto a consumer access point).

Consumerinformation ::= SupplierOrConsumer -- consumer --

consumerKnowledge ATTRIBUTE ::= {

WITH SYNTAX Consumerinformation

EQUALITY MATCHING RULE supplierOrConsumerinformationMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-consumerKnowledge }

A DSA rmay acquire the information held in consumerknowledge by means not described |in” thel Directory
Specificatipns. A shadow supplier DSA might also construct it from information received in the DOP when gstablishing
or modifyihg shadowing agreements.

The consymerKnowledge attribute type is held in a DSE of type cp. It is used to reptesent one or morg consumer
references| All shadow supplier DSAs shall hold a value of this attribute for each shadowing agreement they engage in
asasupplier.

The agregmentIiD component of consumerKnowledge is required in the eperations of the DOP for npanaging a
shadowing agreement and in all the DISP operations.

24.2.1.7 $econdary Shadow K nowledge

Secondary| shadow knowledge consists of information a supplier<DSA (e.g., a master DSA) may choose tp maintain
regarding ¢gonsumer DSAs that are engaged in secondary shadowing from its perspective. Secondary shadow knowledge
is represerfted by the secondaryShadows operational attribute-type. It is DSA specific, multiple-valued anfl managed
by the DSA itself. The ASN.1 syntax for a value of secaondaryShadows is SupplierAndConsumers. It consists of the
access point of a shadow supplier and alist of its direct consumers.

SupplierAphdConsumers ::= SET {
COMPONENTS OF AccessPoint, -- supplier --
corjsumers [3] SET OF AecessPoint }

secondaryShadows ATTRIBUTE ::=_{

WITH SYNTAX SupplierAndConsumers
EQUALITY MATCHING RULE supplierAndConsumersMatch
NO|USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-secondaryShadows }

The consyimers comgonent of SuppliersAndConsumers contains only access points of DSAS that hold jcommonly
usable copjes of areplicated area.

A supplie] DSA may obtain the information required to construct values of this attribute from a consumg¢r DSA by
following théprocedure described in 23.1.1 of ITU-T Rec. X.518 | ISO/IEC 9594-4.

The secondaryShadows attribute typeis held in a DSE of typecp.
Support for secondary shadow knowledge is optional.

24.2.1.8 DIT Bridge Knowledge

A master DSA of a naming context in another DIT is represented by a ditBridgeKnowledge, which consists of a
domain identifier and its access point. The dITBridgeKnowledge operational attribute contains the
DITBridgeKnowledge of al known such DSAs. It is a multi-valued, DSA shared attribute and is managed by the DSA
administrator. This attribute is held in a DSE of type root, which additionally gets the DSE type ditBridge for DIT
bridge reference.
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ditBridgeKnowledge ATTRIBUTE ::= {

WITH SYNTAX DitBridgeKnowledge

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-ditBridgeKnowledge }

The ASN.1 type DitBridgeKnowledge is defined in ITU-T Rec. X.518 | ISO/IEC 9594-4. Its ASN.1 specification is
reproduced here for the convenience of the reader.

DitBridgeKnowledge ::= SEQUENCE {
domainLocallD UnboundedDirectoryString OPTIONAL,
accessPoints MasterAndShadowAccessPoints }

The information held in ditBridgeKnowledge will be employed by the DSA when performing a Search operation
involving refatedentries:

24.2.1.9 Matching Rules

Four equality matching rules for the preceding knowledge attributes are specified below. They apply‘to attr{butes with
syntaxes of types AccessPoint, MasterAndShadowAccessPoints, Supplierinformation, Cofisdmerinforrmation and
SupplierspndConsumers.

24.2.1.9.1|Access Point Match
The Access Point Match ruleis specified as:

accessPo|ntMatch MATCHING-RULE ::= {
SYINTAX Name
ID id-kmr-accessPointMatch }

The accegsPointMatch matching rule applies to attribute values ofstype AccessPoint. A value of the asserfion syntax
is derived from avalue of the attribute syntax by using the value of the [0] context specific tag (Name) compgnent. Two
values are|considered to match for equality if the Name component of each match using the matching prgcedure for
DistinguighedName values.

24.2.1.9.2|Master And Shadow Access Points Match
The Mastg and Shadow Access Point Match equality’matching rule is specified as:

masterAnfiIShadowAccessPointsMatch MATCHING-RULE ::= {
SYINTAX SET OF Name
ID id-kmr-masterShadowMatch }

The  mpsterAndShadowAccessPointsMatch matching rule  applies to  attributes Df type
MasterAngiShadowAccessPojntss A value of the assertion syntax is derived from a value of the attributg syntax by
removing the category and,address components of each SET in the SET OF MasterOrShadowAccessPgints. Two
such values are considered to-match for equality if both values have the same number of SET OF elements and, after
ordering the SET OF elements of each in any convenient fashion, the ae-title component of each pair gf SET OF
elements matches using.the matching procedure for distinguishedNameMatch.

24.2.1.9.3|Supplier or Consumer Information Match

The Supplierof Consumer Information Match rule is specified as:

supplierOrConsumerinformationMatch MATCHING-RULE ::= {
SYNTAX SET{

ae-title [O] Name,
agreement-identifier [2] INTEGER }
ID id-kmr-supplierConsumerMatch }

The supplierOrConsumerinformationMatch matching rule applies to attribute values of type Supplierinformation or
Consumerinformation (and other attributes having values compatible with Supplierinformation or
Consumerinformation). A value of the assertion syntax is derived from a value of the attribute syntax by selecting the
SET components with tags that match the SET components of the assertion syntax. Two such values are considered to
match for equality if the ae-title component of each (after removing the explicit [0] tag information) matches using the
matching procedure for DistinguishedName values and the identifier component contained in the agreement
component of each (after removing the explicit [2] and SEQUENCE tag information) matches using the matching
procedure for INTEGER values.
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24.2.1.9.4 Suppliersand ConsumersMatch
The Supplier and Consumers Match rule is specified as.

supplierAndConsumersMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-supplierConsumersMatch }

The Supplier and Consumers Match rule applies to attribute values of type SupplierAndConsumers (and other
atributes having values compatible with SupplierAndConsumers). Two such values are considered to match for
equality if the ae-title component of each (after removing the explicit [0] tag information) matches using the matching
procedure for DistinguishedName values.

2422 Knowledge Reference Types

This subclause specifies the representation of knowledge in the DSA information model.

24.2.2.1 f Reference

A saf ref¢rence represents a DSA's knowledge of its own access point. It is represented by a value-of the attribute
myAccesgPoint held in the DSA'sroot DSE, a DSE of typeroot.

24.2.2.2 perior Reference

A superiol reference is represented by a DSE of type supr and root which contains a stperiorkKnowledgg attribute.
Since a syperiorKnowledge attribute value may contain access points of several /[DSAs, it may thereforg represent
severa superior references.

24.2.2.3 Ilmmediate Superior Reference

iate superior reference is represented by a DSE of type immSupr which contains a specificHnowledge
attribute. The name of the DSE holding the attribute corresponds to the €ontext prefix of the naming context held by the
referenced|superior DSA.

Since a specificknowledge attribute value may contain access'points of several DSAS, it may thereforg represent
several imnediate superior references, at most one of category master and zero or more of category shadow

If the DSE holding the immediate superior reference ‘is received from a shadow supplier, the DSE type includes
shadow.

24.2.2.4 $ubordinate Reference

A subordinate referenceis represented by aDSE of type subr which contains aspecificknowledge attribute] The name
of the DSH holding the attribute correspends to the context prefix of the relevant naming context held by the|referenced
subordinate DSA.

Since a specificknowledge attribute value may contain access points of several DSAS, it may thereforg represent
several subpordinate referencesiat'most one of category master and zero or more of category shadow.

If the DSH holding the suberdinate reference is shadowed information, received from a shadow supplier, the DSE type
includes shadow.

The DSE may also.include immSupr in a DSA holding two naming contexts, one superior to the other,|which are
separated py althird single-entry naming context held in another DSA. An example of this situation is Tepicted in
Annex O.

24.2.2.5 Non-Specific Subordinate Reference

A non-specific subordinate reference is represented by a DSE of type nssr (and entry normally) which contains a
nonSpecificKnowledge attribute. The name of the DSE holding the attribute corresponds to the name formed by
eliminating the final RDN of the context prefixes of the naming context held by the referenced subordinate DSAS.

NOTE — NSSRs cannot reference LDAP servers.

Since anonSpecificknowledge attribute value may contain access points of several DSAS, it may therefore represent
several non-specific subordinate references, at most one of category master and zero or more of category shadow.
Each nonSpecificknowledge attribute value represents a related set of non-specific subordinate references — the DSAs
of category shadow hold one or more replicated areas derived from the naming context(s) held by the DSA of category
master.

If the DSE holding the non-specific subordinate reference is shadowed information, received from a shadow-supplier,
the DSE type includes shadow.
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The DSE includes shadow in the situation of a shadow DSA when the DSE corresponds to an entry for which the
master DSA has non-specific subordinate knowledge and for which only the nonSpecificknowledge attribute for the
non-specific subordinate reference is shadowed.

The DSE includes cp and shadow in the situation of a shadow DSA whose replicated area does not include the context
prefix entry and the master DSA for the naming context has non-specific subordinate knowledge for the context prefix.

The DSE includes admPoint and shadow in the situation of a shadow DSA when the DSE corresponds to an
administrative point, the entry information for the administrative point is not shadowed, and the master DSA for the
naming context has non-specific subordinate knowledge for the administrative point.

When the administrative point coincides with a context prefix in the preceding two cases, the DSE may include
admPoint, cp and shadow.

24.2.2.6 CrossReference

A cross refers ] PE ' R ‘
DSE holdipg the attribute corresponds to the context prefix of the nami ng context held by the referenced BSA.

Since a specificknowledge attribute value may contain access points of several DSAS, it may thereforg represent
several crdss references, at most one of category master and zero or more of category shadow.

24.2.2.7 $upplier Reference

A supplier reference is represented by a DSE of type cp which contains a supplierknowledge attribute. The name of
the DSE hplding the attribute corresponds to the context prefix of the shadowed namifig context.

Since a stpherKnowledge attribute may have several values, it may repreSent several supplier referefices. Each
attribute vél ue represents one supplier reference.

24.2.2.8 Consumer Reference

A consumer reference is represented by a DSE of type cp which centains a consumerKnowledge attribute] The name
of the DSH holding the attribute corresponds to the context prefix.ofithe shadowed naming context.

Since a cdnsumerKnowledge attribute may have several values, it may represent several consumer refergnces. Each
attribute vl ue represents one consumer reference.

24.3 epresentation of Names and Naming Contexts
2431 ames and Glue DSEs
As descri in 23.3, the minimum information that a DSA may associate with a name is the purpose for which it holds

the name, Fepresented by a DSE holding ‘a value of the attribute dseType. When a DSE contains only such|a minimal
informatiop, its DSE type shall be glue. In this case, the DSE shall not hold an entry or subentry (or a shadgw-copy of

arise in the DSA jinformation model to represent names that are known by a DSA as a conspquence of
holding information asseciated with other names. For example, consider the cross reference depicted in Figure 22. The
DSA hold|ng this cross-reference also "knows' (in the sense described in 23.3) the names that are sup%ior to the
context prefix name. associated with the cross reference. When no other information is associated with su¢h superior
names, they arerepresented in the DSA information model by glue DSEs.

24.3.2 aming Contexts

A naming context consists of a context prefix, a subtree of zero or more entries subordinate to the context prefix (the
root of the subtree), and, if there are naming contexts subordinate to it, subordinate and/or non-specific subordinate
references sufficient to constitute full subordinate knowledge.

A context prefix is represented by a DSE of type cp. If the context prefix corresponds to an entry, the DSE type
includes entry. If it corresponds to an dlias, the DSE type includes alias. If the context prefix corresponds to an
administrative point, the DSE type includes admPoint.

The subtree of entries and subentries subordinate to the context prefix is represented by DSEs as described in 24.1.1
t0 24.1.5.

The representation of the subordinate knowledge of the naming context is represented by DSEs as described in 24.2.2.
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A replicated area (a shadow-copy of all or part of a naming context) is represented as above except that the DSE type
includes shadow in each DSE for which user or operationa attributes are received from the shadow supplier. In the
case of incomplete replicated areas, DSEs of type glue may occur to represent a bridge between the separate pieces of
the shadowed information. No user or operational attributes are associated with these (or any) glue DSEs.

2433 Example

Figure 22 illustrates an example of the mapping of a portion of the DIT (that corresponding to a naming context) onto
the information tree of a DSA. In addition to the naming context information itself, the DSA's root DSE containing its
superior reference (this is not the DSA information tree for afirst level DSA), a glue DSE and a DSE representing a

reference (either a cross reference or an immediate superior reference) to an immediately superior naming context are
also depicted.

@) Root + supr

DIT Subtree corresponding
to a Naming Context

O xr (or immSapr)
cp +entry
Entlyl | | entry + nssr
=R =1
Other Entfy ) Alias  subr
subordinates
Knowledge attribute
[ ] Object entry B3 Object/alias entry
A Alias entry DSE X.501_F22

DSA Information Tree
for the Naming Context

Figure 22 — DSEsfor a Naming Context
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SECTION 11 - DSA OPERATIONAL FRAMEWORK

25 Overview

25.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

25.1.1 cooperative state: With respect to a second DSA, the state of a DSA for which an operational binding
instance has been established and has not been terminated.

25.1.2 directory operational framework: Provides the framework from which specific operational models
concerned with particular aspects (e.g., shadowing or creating a naming context) of the operation of the components of
the Directo DSA mav be derived by application of the framewaork actors o ommon elements which are
present in g

25.1.3 on-cooper ative state: With respect to a second DSA, the state of a DSA prior to the establishment or after
the termingtion of an operational binding instance.

25.1.4 gperational binding: A mutua understanding between two DSAs that, once established, expresses their
"agreement" subsequently to engage in some sort of interaction.

25.1.5 ¢gperational binding establishment: The process of establishing an operationaljbinding instance.

25.1.6 ¢gperational binding instance: An operationa binding of a specific type héetween two DSAs.

25.1.7 gperational binding management: The process of establishing, terminating or modifying an insfance of an
operationd binding. This management may be achieved viainformation exchanges defined by Directory Sperifications,

via exchanges defined in other Specifications, or by other means.

25.1.8 ¢gperational binding modification: The process of modifying an operational binding instance.

25.1.9 ¢gperational binding termination: The process of terminating an operational binding instance.

25.1.10 g¢perational binding type: A particular type of .dperational binding specified for some distinct pyrpose, that
expresses {he "agreement” of two DSAs to engage in specific types of interaction (e.g., shadowing).

25.2 I[ntroduction

The Direclory Specifications define application protocol information exchanges and associated DSA procgdures that
define the|distributed operation of the Ditectory. Clauses 25 through 28 define a DSA operational framework which
models ceftain common elements in these'information exchanges and procedures.

Two DSAs interact in a cooperative.manner because, in addition to their technical capacity to exchange inforfnation and
perform piocedures associated With these exchanges, each has been configured to accept certain interactions with the
other.

These clayses are coneerfied with the expression of a common framework for the specification of the strugture of the
elements gf the cooperation between two DSAS.

One objective of this framework is that it be sufficiently general to account for al of the forms of DSA coogperation to
be defined inhis and future editions of the Directory Specifications. The framework is used within the Directory
Specificatie i jerarchical-operational-bindiag »

26 Operational bindings

26.1 General

This clause is concerned with the definition of a general framework, the DSA operational framework, within which the
specification of the nature of the cooperative interactions of components of the Directory (DSAS) may be structured in
order to achieve acommonly agreed objective.

The general framework factors out common features which characterize all interactions between DSAs. By applying the
DSA operational framework to specific aspects of cooperative interaction between DSAS, the resulting specifications
will be both concise and consistent so that the overall number of mechanisms a DSA shall support will be reduced.
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The mutual understanding between two DSAs that, once established, expresses their "agreement” subsequently to
engage in some sort of interaction is termed an operational binding. Two DSASs may share as many operational binding
instances of a specific type as are required.

The DSA operationa framework provides a common approach to the definition of an operational binding type. An
operational binding type is a particular type of operational binding specified for some distinct purpose, that expresses
the "agreement” of two DSAS to engage in specific types of interaction (e.g., shadowing). This interaction alows
operations from awell-defined set to be invoked by one or the other party to the agreement.

Two particular DSAs that have reached such an "agreement" share an operational binding instance of a specific
operationa binding type. They are said to be in the cooperative state of that instance of an operational binding type.

Prior to the establishment or after the termination of an operational binding instance, two DSAs are said to be in the
non-cooper ative state.

Operational binding management is the process of establishing, terminating or modifying an instance of an operational
binding. This management may be achieved via information exchanges defined by Directory Specifigations, via
exchanges|defined in other Specifications, or by other means.

These gengral concepts are depicted in Figure 23.

X.501_F23

Agreement V A@m Operations

C] Operational binding —» Initiation

Figure 23<=An operational binding

26.2  Application of the operational framewor k

The appli¢ation of the DSA operational framework to define an operational binding type is concernefl with the
following basic elements:

a) twoDSAs
) an "agreement"of the service that one DSA will provide to another DSA;

¢) aset ofene or more operations, together with the accompanying procedures a DSA shall follgw, through
which the service can be realized;

d) ,aspecification of the DSA interactions needed to manage the agreement.

The relatiq ;) ) )
set of these basc elements that are mvolved to reprwent the abstract agreement in technlcal terms It represents the
environment, governed by an "agreement", in which one DSA provides a defined service to the other (and vice versa).

26.21 TwoDSAs

The DSA operational framework provides a structure within which the interaction of one DSA with another and the
procedures they consequently execute may be specified.

The two DSAs may each play an identical role in the operational binding, in which case both DSAs may manage the
operationa binding, both DSAs may invoke the same operations on each other, and both DSAs are constrained to
follow the same set of procedures. Thisistermed a symmetric operationa binding.

Alternatively, each DSA may play a different role in the operational binding, so that different sets of operations and
procedures apply to each DSA. Either or both of the DSAs may be involved in managing the operational binding. This
istermed an asymmetric operational binding.
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26.2.2 Theagreement

An "agreement" is a mutual understanding reached between the administrative authorities of two DSAs about a service
that shall be provided by one DSA to the other (and/or vice versa). The "agreement” is initially negotiated by the
administrative authorities of the DSAs by means outside of the scope of the Directory Specifications.

Parameters of this "agreement" can be formalized by the recording in aDSA of an ASN.1 data type for use in a protocol
exchange in the management of the operationa binding. In this way, both DSAs reach a mutual understanding of the
service that each is providing to the other.

26.2.3 Operations

Operations are the basic medium that DSAS use to interact. A pair of DSAs will pass on one or more operations
between themselves, in order to provide the agreed-to service.

Whilst a DSA may be technlcally capable of supportlng a Iarge number of operatlons it may only be willing to
T operations

The definifion of an operational binding type requires the enumeration of the operations that can be exchanged. It also
allows restrictions to be placed on the values of parameters defined within the operations.

26.24 Management of the agreement

The framgwork provides generic operations for managing an instance of an operational’ binding. These|operations
provide fof the establishment, modification and termination of an operational binding.

The applidation of the framework to the specification of a particular operationd binding type requires the jnitiator of
each of the three management operations to be specified and also requires.the procedures to be defined for each of
establishment, modification and termination. Whenever a management operation is applied to an operational |binding of
the specifigd type, the DSA shall follow the corresponding procedure.

26.3 $tates of cooper ation

The generilc operational model defines two states of cooperation, as governed by an instance of a particular pperational
binding type, between two DSAs as seen by one DSA withtespect to the other DSA and three transitions betpveen these
states. Eagh identified instance of an operational binding-type shared by two DSASs has its own states of cpoperation.
The statesof cooperation are:

a) Non-cooperative state: A particular identified instance of an operational binding type has not been
established or has been terminated between the two DSAs. The interaction between the two DSAs (with
respect to the identified instance of an operational binding type) is not defined. A DSA cqntacted by
another with whom it isih.a non-cooperative state may, for example, refuse to engage in any [interaction
at al, or it may be prepared to service the request.

) Cooperative statexThere is an instance of an operationa binding of the type in question between the two
DSAs. Their cooperative behaviour is governed by the definition of the operational binding type and its
specific parameters and associated procedures.

The transifions between-these two states of cooperation may be invoked in two ways. by standardizgd protocol
interactiors or by ather means.

The interagtions between two DSAS to manage an instance of an operational binding (e.g., to establish and ferminate a
shadowing agreement) are distinct from their potentia interactions as governed by the binding (e.g., the inferaction to
update a unit of replication).

The state transitions are as follows:

a) The establishment transition creates an instance of an operational binding of a particular type between
two DSAS, resulting in the movement from the non-cooperative to the cooperative state.

b) The termination transition destroys an instance of an operational binding of a particular type between
two DSAS, resulting in the movement from the cooperative to the non-cooperative state.

¢) Themodification transition modifies the parameters of an instance of an operational binding between two
DSAs, resulting in the movement from the cooperative state to the cooperative state.

134 ITU-T Rec. X.501 (11/2008)


https://iecnorm.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

These generic states and transitions are illustrated in Figure 24.
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Figure 24 — States of cooperation

Symmetry
A specification of the respective roles of the DSAs that are party to the operational binding.

Operational bindings may be symmetric, in which case the role of one DSA is interchangeal
other and both DSAs exhibit the same external .interactions. They may also be asymmetric, in
each DSA plays a distinct role and both DSAs exhibit different external interactions. In this
the Directory operational framework distinguishes the two abstract roles as"ROLE-A" and "R

Each of the abstract roles "ROLE-A".and "ROLE-B" have to be associated with a concret
defined semantics (e.g., "ROLE-A" as'shadow supplier, "ROLE-B" as shadow consumer).

Agreement

A definition of the semanticsiand representation of the components of the "agreement”. Thisi
parameterizes the specificinstance of an operational binding between two DSAS.

Initiator

A definition which® of the two abstract roles "ROLE-A" and "ROLE-B" is alowed to
establishment; medification or termination of an operational binding of thistype.

Management-procedures

A set-of\procedures that a DSA shall follow when the operational binding of this type is €
madified or terminated.

Type identification
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identifiers are object identifier values.
Application-contexts, operations and procedures

This identifies the set of application-contexts whose operations (or a subset thereof) may be employed

during the cooperative phase of the operational binding.

For each operation referenced by the operationa binding type, a description of the procedures to be
followed by a DSA if the operation isinvoked is required (this may be done by reference to another part

of these Directory Specifications).

For those operational bindings that are to be managed using the generic operational binding management operations
provided in this clause, the binding type shall be specified using the three information object classes OPERATIONAL-
BINDING, OP-BINDING-COOP and OP-BIND-ROLE defined in this clause.
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27.2 Operational binding management

In general, the management of an operational binding requires initially the establishment of an operational binding
instance. This may optionally be followed by one or more modifications to some or all of the parameters of the initial
agreement, and finally may involve the termination of the operational binding instance. The precise details of how an
instance may be managed are defined during the definition of the operational binding type. This type definition requires
the specification of:

a) theinitiator of each of the management operations (this can be either, both, or neither of the two DSAS);

b) the parametersfor each of the management operations; and

¢) the proceduresthat each DSA shall follow for each of the management operations.
During the establishment of an operational binding instance, an operational binding instance identifier (binding id) is
created. This identifier, when combined with the distinguished names of the two DSAs involved in the operational
binding, will form a unique identifier for the binding instance. All management operations subsequent to the

establishment of the operational binding instance will use the binding id to identify which operational binding instance
is being mpdified or terminated.

The initiajor of the establish operation aways transfers the parameters of the "agreement” to_the,seconfl DSA. In
addition, the initiator may also transfer some establishment parameters which are specific to its role in the pperationa
binding. If|the responding DSA is willing to enter into the operational binding, it may return in/the result estpblishment
parameterg which are specific to its role. If the responding DSA is unwilling to enter int0 the operational [binding, it
shall returp an error, which may optionally contain an agreement with a revised set of-parameters. This is flepicted in
Figure 25 In the case where Role A and in Figure 26 in the case where Role B is the initiator of the establish operation.

Result (p, , )

Establish (a, p; 50

Error (a")

X.501_F25

a Agreement
b Establishment parameter

Figur € 25— DSA with Role A initiating establishment

Result (pB ~>A)

Establish (a, p, , )

DSAA / ;\ DSAB
\Mze

a Agreement
b Establishment parameter

Figure 26 — DSA with Role B initiating establishment

27.3 Operational binding specification templates

For the definition of a specific type of operational binding, the following three ASN.1 information object classes may
be used as templates. They alow those parts of the operational binding type that can be formalized to be specified by
the use of ASN.1. Other aspects of the operational binding type, such as the procedures a DSA has to follow when an
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operational binding is established or terminated, have to be specified by some other means (this can be done in a
manner similar to the informal description of the DSA procedures during the name resolution process described in
ITU-T Rec. X.518 | ISO/IEC 9594-4).

27.3.1 Operational binding information object class

OPERATIONAL-BINDING ::= CLASS {

&Agreement,
&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS R,(‘nnlnpratinn
[ SYMMETRIC &both ]
[ ASYMMETRIC
[ ROLE-A &roleA ]
[ ROLE-B &roleB ]
ID &id }

The OPERATIONAL-BINDING information object class serves as a specification templatéAfor an operational binding
type. A vdriable notation is defined for this class to simplify its use as a template. The-correspondence bgtween the
definition pf an operational binding type and the fields of the variable notation is as fol[ews:

a) The ASN.1 type of the agreement parameter that is used for this\type of operational binding is that
referenced by the AGREEMENT field.

) The application contexts and the operations of these application-contexts that are employed|within the
cooperation phase of an operational binding instance of the'defined type are those enumerated following
the APPLICATION-CONTEXTS field. All operationsofya listed application-context are selegted unless
the optional APPLIES TO field is present and followed by a list of references to operatiohs that are
selected from the application context. This list\is an object class set composed of instarjces of the
OPERATION information object class.

¢) The class of the operational binding is defined by the SYMMETRIC or ASYMMETRIC fields. |n the case
of a symmetric operational binding, the term SYMMETRIC is followed by a single information object of
class OP-BIND-ROLE that is valid forboth roles of the operational binding. In the case of an gsymmetric
operational binding, the term ASYMMETRIC is followed by two information objects of clas§ OP-BIND-
ROLE, onereferenced by the subfield ROLE-A and the other by ROLE-B.

d) The object identifier valueithat serves to identify this type of operational binding is defined by the ID
field.

27.3.2 OQperational binding cooperation information object class

OP-BINDING-COOP ::= CIASS {
&applContext APPLICATION-CONTEXT,
&Operations OPERATION OPTIONAL }
WITH SYNTAX {
&applContext
[ APPLIES,TO &Operations ] }

The OP-B|NDING-COOP_information _object class serves as a gspecification template for the identification of the
operations of a named application context, some aspect of which is determined by the operational binding. An instance
of this class is meaningful only within the context of a particular operational binding type. A variable notation is
defined for this class to simplify its use as a template. The correspondence between the definition of an operational
binding type and the fields of the variable notation is as follows:

a) TheapplContext field identifies an application context, some or all of whose operations are in some way
determined by an operational binding.

b) The APPLIES TO field, if present, identifies the particular operations to which the operationa binding
applies. If the field is absent, the operational binding applies to all the operations of the
application-context.
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27.3.3 Operational binding role information object class

OP-BIND-ROLE ::= CLASS {
&establish BOOLEAN DEFAULT FALSE,
&EstablishParam OPTIONAL,
&modify BOOLEAN DEFAULT FALSE,
&ModifyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TerminateParam OPTIONAL }
WITH SYNTAX {
[ ESTABLISHMENT-INITIATOR &establish ]
[ ESTABLISHMENT-PARAMETER &EstablishParam ]
[ MODIFICATION-INITIATOR &modify ]
[ MODIFICATION-PARAMETER &ModifyParam ]
[ TERMINATION-INITIATOR &terminate |
[ TERMINATION-PARAMETER &TerminateParam ] }

The OP-BJND-ROLE information object class serves as a specification template for roles of an operational. b

e of this class is meaningful only within the context of a particular operational binding(type.
defined for this class to simplify its use as a template. The correspondence between, the’defin
binding role and the fields of the variable notation is as follows:

An instan
notation is
operationa

)

28 Qperationsfor operational hinding management

The ESTABLISHMENT INITIATOR field indicates whether the DSA assuming the defineg
initiate the establishment of an operational binding of a particular type.

The ESTABLISHMENT PARAMETER field defines the ASN.1 type exchanged by a DSA as
defined role when an instance of the operational binding type is established.

The MODIFICATION INITIATOR field indicates whether the DSA assuming the defined role i
the modification of an operational binding of a particular type.

The MODIFICATION PARAMETER field defines the ASN-1 type exchanged by a DSA as
defined role when an instance of the operational binding\type is modified.

The TERMINATION INITIATOR field indicates. whether the DSA assuming the defined
terminate the establishment of an operational binding of a particular type.

The TERMINATION PARAMETER field defines the ASN.1 type exchanged by a DSA ass
defined role when an instance of the operational binding type is terminated.

nding type.
A variable
tion of an

role may
suming the
nay initiate
tuming the
role may

suming the

This clause defines a set of operations.that can be used to establish, modify and terminate operational bindings of

various types. These operations are genetic in the way that they can be used to manage operational bindings g
The specifcation of these operations makes use of the definitions provided for a certain type of operational
of the OPERATIONAL:BINDING information object class template.

applicatior

f any type.
binding by

NOTE 1 By using this facility, arbitrary types of operational bindings may be managed. These operations (together with the

associ

28.1

The set of ppérations for managing operational binding instances can be used for the definition of an applicat

application-context) provide a means of extensibility concerning DSA interactions. New types of operatio|
may be defined in the future' which extend the functionality that is provided between DSAs.

pplication-context definition

hal bindings

in the folldwing two ways:

on-context

1) An application-context may be constructed containing only the operations for operational binding
management. An application-context for generic operational binding management is defined in

2)

ITU-T Rec. X.519 | ISO/IEC 9594-5.

The operations that may be exchanged during the cooperative phase of the operational binding form one

or more separate application-contexts.

The set of operations can be imported into the module used to define a specific application-context. The
operational binding management operations can then be used together with the operations of the

cooperative phase within a single application-context.

NOTE — The first approach is useful in the case where a specialized component of a DSA wants to use an association solely for
managing the set of operational bindings of that DSA, and it is not prepared to accept any of the operations defined for the co-
operative phase (e.g., Update Shadow).
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28.2 Establish Operational Binding operation

The Establish Operational Binding operation allows establishment of an operational binding instance of a predefined
type, between two DSAs. This is achieved through the transfer of the establishment parameters and the terms of
agreement which were defined in the definition of the operational binding type. The arguments of the operation may be
signed (see 17.3) by the requestor. If so requested, the responder may sign the results.

In the case of a symmetrical operational binding, either of the two DSAs may take the initiative to establish an
operational binding instance of the predefined type.

In the case of an asymmetrical operational binding, either the DSA assuming "ROLE-A" or "ROLE-B" establishes the
operational binding, depending on the specific definition of the operational binding type.

establishOperationalBinding OPERATION ::= {

ARGUMENT EstablishOperationalBindingArgument

RESULT EstablishOperationalBindingResult

ERRORS {operationalBindingError | securityError}

COpPE id-op-establishOperationalBinding }
Establish@perationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

binfingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

binfingID [1] OperationalBindingID OPTIONAL,

acdgessPoint [2] AccessPoint,

-- symmetric, Role A initiates, or Role B initiates --
initlator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSetH{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&r0leA.&EstablishParam
({OpBindingSetH{@birdingType}),
roleB-initiates [5] OPERATIONAL-BINDING&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
agreement [6] OPERATIONAL-BINDING:&Agreement
({OpBindingSet}{@bindingType}),
valid [7] Validity DEFAULT { }
sequrityParameters [8] SecurityParameters,OPTIONAL } }

OpBindingSet OPERATIONAL-BINDING ::= {
shddowOperationalBinding |
hiefarchicalOperationalBinding |
norjSpecificHierarchicalOperationalBinding }

OperationplBindingID ::= SEQUENCE {
identifier INTEGER,
vergion INTEGER }

The comppnent bindingType states which type of operationa binding is to be established. Operationa binding types
are definefl by the use of the OPERATIONAL-BINDING information object class template which assigng an object
identifier yalue to the operational binding type. The bindingType is taken from the ID field of one of the instances of an
operationa binding «.\type referenced by OpBindingSet. This set is a paameter of
Establish@perationalBindingArgument, a parameterized type.

bindingIDlisabsent within the operation argument, the responding DSA shall assign an ID to the operatiofal binding
instance andwreturn it in the bindinglD component of the establishOperationalBindingResult. In either . when
establishing an operational binding, both the identifier and version components of the OperationalBindinglD value
shall be assigned and issued by the DSA making the assignment.

The initijng DSA~may assign an identification to the operational binding instance via the bindingID corpponent. If

The component accessPoint specifies the access point of the initiator for subsequent interactions.

The role that the DSA issuing the Establish Operational Binding operation assumes is indicated by the CHOICE type
with the options symmetric, roleA-initiates, and roleB-initiates. The CHOICE option governs the particular
establishment parameters employed by the initiating and responding DSAs. The semantics of the roles are defined as
part of the definition of the operational binding type. The ASN.1 type of the CHOICE is determined by the
ESTABLISHMENT PARAMETER of the initiator's OP-BIND-ROLE information object class template. The CHOICE
typeis omitted if establishment of the operational binding type requires no establishment parameter from the initiator.
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The component agreement contains the terms of agreement governing the operational binding instance. Its actual
content depends on the type of operational binding to be established. The ASN.1 type for this parameter is defined by
the AGREEMENT field of the OPERATIONAL-BINDING information object class template of the operational binding

type.

The duration that the operational binding instance shall exist is defined in valid. The starting time of the existence of the
operational binding instance is specified in validFrom and the time that the operational binding instance is terminated is
givenin validUntil.

Validity ::= SEQUENCE {
validFrom  [0] CHOICE {

now [0] NULL,
time [1] Time } DEFAULT now : NULL,
validUntil [1] CHOICE {
explicitTermination [O] NULL,
time [’I] Timn} DEEALL exp icitTFermination——NULL }
Time ::= CHOICE {
utcflime UTCTime,

gerjeralizedTime  GeneralizedTime }

Before a vRlue of Time isused in any comparison operation and if the syntax of Time has been,ehosen as the UTCTime
type, the vlue of the two-digit year field shall be rationalized into a four-digit year value asfollows:

If the 2-digit value is 00 through 49 inclusive, the value shall have 2000 @lded to it.
If the 2-digit value is 50 through 99 inclusive, the value shall have 19680-added to it.

The use of GeneralizedTime may prevent interworking with implementationS-uriaware of the possibility gf choosing
either UTQTime or GeneralizedTime. It is the responsibility of those specifying the domains in which thig Directory
Specificatipn will be used, e.g., profiling groups, as to when the GenetalizedTime may be used. In no|case shall
UTCTime pe used for representing dates beyond 2049.

If the Estaplish Operational Binding operation succeeds, the following result is returned and, may be signeq (see 17.3)
by the resgonder.

EstablishQperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

binfingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
binfingID [1] OperationalBinding!D OPTIONAL,
acdgessPoint [2] AccessPoint,

-- symmetric, Role Areplies, or Role B replies.--
initlator CHOICE {

symmetric [3] ORPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),
roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),
roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
COMPONENTS Ok CommonResultsSeq } }

The bindingType comipenent is contained within the result to indicate the type of operational binding for usg within the
CHOICE gement. Its value is the same as that provided by the establishment initiator and is taken from the|(ID field of
one of the instances of an operational binding type referenced by OpBindingSet. This set is a pafameter of
Establish@QpérationalBindingResult, a parameterized type.

The identification of the established operational binding Instanceé may be returned 1n bindinglD. It shall be used to
identify this operational binding instance in any subsequent Modify or Terminate Operational Binding operation, and
may be used in any other operation that is executed within the cooperative phase of the established operational binding
instance.

The component accessPoint specifies the access point of the responder for subsequent interactions.

The initiating DSA may assign an identification to the operational binding instance via the bindinglD component. |f
bindingID is absent within the operation argument, the responding DSA shall assign an ID to the operational binding
instance and return it in the bindinglD component of the establishOperationalBindingResult.

Therole that the DSA replying to the Establish Operational Binding operation assumesis indicated by the CHOICE type
with the options symmetric, roleA-initiates and roleB-initiates. The semantics of the roles are defined as part of the
definition of the operational binding type. The ASN.1 type of the CHOICE is determined by the ESTABLISHMENT
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PARAMETER of the responder's OP-BIND-ROLE information object class template. The CHOICE type is omitted if
establishment of the operational binding type requires no establishment parameter from the responder.

28.3 Modify Operational Binding operation

The Modify Operational Binding operation is used to modify an established operational binding. The right to modify is
indicated by the MODIFICATION INITIATOR field(s) within the definition of the operationa binding type using the
OP-BIND-ROLE and OPERATIONAL-BINDING information object class templates.

The components of an operational binding that can be modified are the content of the agreement for the operational
binding and its period of validity. Further, a modification parameter can be specified by the initiating role. The
arguments of the operation may be signed (see 17.3) by the requestor. If so requested, the responder may sign the result.

modifyOperationalBinding OPERATION ::= {

ARGUMENT ModifyOperationalBindingArgument

RESULT ModityOperationalBindingResult

ERRORS { operationalBindingError | securityError }

COpPE id-op-modifyOperationalBinding }
ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

binflingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

binfingID [1] OperationalBindingID,

acdgessPoint [2] AccessPoint OPTIONAL,

-- symmetric, Role A initiates, or Role B initiates --
initlator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&rofeA.&ModifyParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINBING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
newBindingID [6] OperationalBindingID,
newWAgreement [7] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{ @bindingType}) OPTIONAL,
valid [8] Validity OPTIONAL,
sequrityParameters [9] SecurityParameters OPTIONAL } }

The comppnent bindingType states which type of coperational binding is to be modified. The bindingTyge is taken
from the ID field of one of the instances of an-eperational binding type referenced by OpBindingSet. This set is a
parameter pf ModifyOperationalBindingArgument, a parameterized type.

The identification of the operational bindinginstance to be modified is given by bindingID. The revised identifier of the
operationd binding instance is given hy newBindingID. The version component of newBindingID shall be dreater than
that of binflingID.

The optional component accessPoint is present if the initiator's access point for subsegquent interactions is to be
changed.

Therole that the DSA Jissuing the Modify Operational Binding operation assumes is indicated by the CHOICE type with
the options symmetric, roleA-initiates and roleB-initiates. The semantics of the roles are defined as part of the
definition [of theoperational binding type. The ASN.1 type of the CHOICE is determined by the MOD|FICATION
PARAMETER ©f ythe initiator's OP-BIND-ROLE information object class template. The CHOICE type is|omitted if
modificatipn.6fthe operational binding type requires no modification parameter from the initiator.

The component newAgreement, if present, contains the modified terms of agreement governing the operational binding
instance. The ASN.1 type for this parameter is defined by the AGREEMENT field of the OPERATIONAL-BINDING
information object class template of the operational binding type. If newAgreement is not present, the parameters of
the agreement are not changed by the operation.

The optional valid component may be used to indicate arevised period of validity for the altered agreement. If the valid
component is absent, the validFrom component is presumed to have the value now and the validUntil component is
assumed to be unchanged. If the validFrom component is present and refers to an instant of time in the future, the
current agreement remains in effect until that time.

If the Modify Operational Binding operation succeeds, the following result is returned and, may be signed (see 17.3) by
the responder:

ModifyOperationalBindingResult ::= CHOICE {
null [O] NULL,
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protected [1]  OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

newBindingID OperationalBindingID,

bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),

newAgreement OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@.bindingType}),

valid Validity OPTIONAL,

COMPONENTS OF CommonResultsSeq } } }

It is not possible for the responding DSA to return the modification parameter defined for its role to the modification

initiator.

284  Terminate Operational Binding operation

The Terminate Operational Binding operation is used to request the termination of an established operationa binding
instance. The right to request termination is indicated by the TERMINATION INITIATOR field(s) within the definition of

the opera
templates.
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The arguments of the operation may be signed (see 17.3) by the requestor. If so requested, theresg

D field of one of the instances.of an operational binding type referenced by OpBindingSet. T
pf TerminateOperationalBindingArgument, a parameterized type.

ication of the operational.binding instance to be terminated is given by bindingID. The version
he bindingID isignored:

btions symmettic, ToleA-initiates and roleB-initiates. The semantics of the roles are defined as
of the operational binding type. The ASN.1 type of the CHOICE is determined by the TER
ER of thevnitiator's OP-BIND-ROLE information object class template. The CHOICE type is
n of the:eperational binding type requires no termination parameter from the initiator.

ptional binding is not to be terminated immediately, a delayed termination time can defined in term

bject class

Sult.
DperationalBinding OPERATION ::= {
CUMENT TerminateOperationalBindingArgument
SULT TerminateOperationalBindingResult
RORS {operationalBindingError | securityError}
DE id-op-terminateOperationalBinding }
OperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ-{'SEQUENCE {
HingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
HingID [1] OperationalBindingID,
Immetric, Role A initiates, or Role B initiates --
ator CHOICE {
symmetric [2] OPERATIONAL-BINDING.&both.&TerminateParam
({OpBindingSetl{@bindingType}),
roleA-initiates [3] OPERATIONAL:BINDING.&roleA.&TerminateParam
({OpBindingSet{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
hinateAt [5] Time OPTIGNAL,
urityParameters [6] SecurityRarameters OPTIONAL } }
bnent binding Type states which typeof operational binding is to be terminated. The bindingType is taken

Nis set is a

Component

OICE type
part of the
MINATION
omitted if

inateAt.

If the Terminate Operational Binding operation succeeds, the following result is returned and, may be signed (see 17.3)
by the responder:

TerminateOperationalBindingResult ::= CHOICE {
null [O] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingID OperationalBindingID,

bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

COMPONENTS OF CommonResultsSeq } } }

It is not possible for the responding DSA to return the termination parameter defined for its role to the termination

initiator.
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An Operational Binding Error reports a problem related to the usage of operations for management of operational
bindings. The parameter of the error may be signed (see 17.3) by the responder.

operationalBindingError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED-SEQ { OpBindingErrorParam }
CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED {
invalidID (0),
duplicatelD (1),
unsupportedBindingType (2),
notAllowedForRole 3),
parametersMissing (4),
roleAssignment 5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),
currentlyNotDecidable 9),
modificationNotAllowed (10) },
binfingType [1] OPERATIONAL-BINDING.&id ({OpBindingSet})(OPTIONAL,
agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
retiy At [3] Time OPTIONAL,
COMPONENTS OF CommonResultsSeq }
The valueg of problem have the following meanings:

4 invalidiD: The operationa binding ID given in the request.is not known by the receiving DBA or isin
the wrong state for the requested operation.

) duplicatelD: The operational binding ID given i the establishment request aready exjsts at the
responder. This may be caused by a prior attempt:to establish an operational binding instance when the
result was lost and initiator has repeated the establishment request.

¢) unsupportedBindingType: The requested gperational binding type is not supported by the DSA.

d) notAllowedForRole: A management gperation on the operationa binding instance has been requested
which is not allowed for the role“\that the requestor plays (e.g., a Terminate Operationfl Binding
operation has been issued by a DSA that takes a role which is not allowed to initiate the termination of
the operational binding instance):

@) parametersMissing: Any.required establishment or termination parameters that are defined fpr the type
of operational binding are’'missing.

f) roleAssignment:<Ihe requested role assignment for an asymmetric operational binding instafce has not
been accepted.

@) invalidStartTime: The specified starting time for the operational binding instance has not beer| accepted.

) invalidEndTime: The specified termination time for the operationa binding instance hag not been
accepted.

[ invalidAgreement: The terms of agreement for the requested operational binding instance hayje not been
accepted. The terms of agreement that would be accepted by the responding DSA can be feturned in
agreementProposak

j)  currentlyNotDecidable: The DSA is not able to decide on-line about the establishment or modification
of the requested operational binding instance. A time when the request should be repeated can be given
inretryAt.

k) modificationNotAllowed: The Modify Operational Binding operation is rejected since modification is

not permitted for this binding instance.

The bindingType component shall be the same as that transmitted by the invoker of the failed operational binding
management operation.

The agreementProposal component shall only be used in response to an EstablishOperationalBinding request to
propose arevised set of agreement parameters as described in 28.2.

The retryAt component shall be used only in conjunction with the problem value currentlyNotDecidable to indicate a
time when the EstablishOperationalBinding or ModifyOperationalBinding request should be retried.
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The CommonResultsSeq component (see 7.4 of ITU-T Rec. X.511 | ISO/IEC 9594-3) includes SecurityParameters.
The SecurityParameters component (see 7.10 of ITU-T Rec. X.511 | ISO/IEC 9594-3) shall be included in the
CommonResultsSeq if the parameter of the error isto be signed by the responder.

28.6 Operational Binding Management Bind and Unbind

The DSA Operational Binding Management Bind and DSA Operational Binding Management UnBind operations,
defined in 28.6.1 and 28.6.2, are used by a DSA at the beginning and end of a particular period of operationa binding
management activity.

Protection for the dSAOperationalBindingManagementBind and dSAOperationalBindingManagementUnbind shall
be equivalent to the protection applied to the DSABind and DSAUnbind operations.

dSAOperd

The comy
(see I TU-T

28.6.1.1 |
The Credd

be sent to fhe responding DSA. The AE-title shall be in the form of a Directory Distingtished Name.

28.6.1.2 |

The Credgq
sent to the

28.6.2 1

The unbingling at the end a period of providing operational biriding management is for the OSI environment S

7.6.4and
ISO/NIEC 9

tionalBindingManagementBind OPERATION ::= directoryBind

onents of the dSAOperationalManagementBind are identical to their counterparts .ih dirg
Rec. X.511 | ISO/IEC 9594-3) with the following differences.

nitiator Credentials

ntials of the DirectoryBindArgument alows information identifying the’AE*Title of the initiati

Responder Credentials

ntials of the DirectoryBindResult allows information identifyiqgthe AE-Title of the responding
initiating DSA. The AE-title shall be in the form of a Distingdished Name.

DSA Operational Binding Management Unbind

.6.5 of ITU-T Rec. X.519 | ISO/IEC 9594-5 and'for the TCP/IP environment in 9.2.2 of ITU-T R
594-5.

Tanagement.

ctoryBind

ng DSA to

DSA to be

poecified in
ec. X.519 |
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(Thisannex forms an integral part of this Recommendation | International Standard)

This annex documents the upper reaches of the object identifier subtree in which all of the object identifiers assigned in
the Directory Specifications reside. It does so by providing an ASN.1 module called UsefulDefinitions in which all

non-leaf nodes in the subtree are assigned names.

UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

DEFINITIONS ::=
BEGIN

-- EXPORTFAIT --

-- The typt{and values defined in this modul e are exported for use in the other ASN.1 modules contained
he Directory Specifications, and for the use of other applications which will use them to access

-- Directory services. Other applications may use them for their own purposes, but thiswill not constrain

-- extensionp and modifications needed to maintain or improve the Directory service.

-- within t

ID

OBJECT IDENTIFIER

ds ID {joint-iso-itu-t ds(5)}

-- categories of information object --

module ID = {ds 1}
serviceElgment ID = {ds 2}
applicatiohContext ID = {ds 3}
attributeType ID = {ds 4}
attributeSyntax ID = {ds\5}
objectClags ID = {ds 6}
-- attributepet ID = {ds 7}
algorithm ID = {ds 8}
abstractSyntax ID = {ds 9}
-- object ID = {ds 10}
-- port 1D = {ds11}
dsaOperational Attribute i8] = {ds 12}
matchingRule ID = {ds 13}
knowledgeMatchingRule ID = {ds 14}
nameForm ID = {ds 15}
group ID = {ds 16}
subentry ID = {ds 17}
operationglAttributeType ID = {ds 18}
operationdlBinding ID = {ds 19}
schemaObjectClass ID = {ds 20}
schemaOperational Attribute ID = {ds 21}
administrativeRoles ID = {ds 23}
accessCoptrolAttribute ID = {ds 24}
- -rosObjec ID = {ds 25}
- -contract ID = {ds 26}
-- package ID = {ds 27}
accessCohtrotSchemes D = {da 28}
certificateExtension ID = {ds 29}
managementObject ID = {ds 30}
attributeValueContext ID = {ds 31}
-- securityExchange ID = {ds 32}
idmProtocol ID = {ds 33}
problem ID = {ds 34}
notification ID = {ds 35}
matchingRestriction ID = {ds 36} -- None are currently defined by this
-- specification
controlAttributeType ID = {ds 37}
keyPurposes ID = {ds 38}
-- modules --
usefulDefinitions ID = {module usefulDefinitions(0) 6}
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(25) 6}

informationFramework ID = {module informationFramework(1) 6}
directoryAbstractService ID = {module directoryAbstractService(2) 6}
distributedOperations ID = {module distributedOperations(3) 6}

-- protocol Objectldentifiers ID = {module protocol Objectidentifiers(4) 6}
selectedAttributeTypes ID = {module selectedAttributeTypes(5) 6}
selectedObjectClasses ID = {module selectedObjectClasses(6) 6}
authenticationFramework ID = {module authenticationFramework(7) 6}
algorithmObijectldentifiers ID = {module algorithmObjectldentifiers(8) 6}
directoryObjectldentifiers ID = {module directoryObjectldentifiers(9) 6}
-- upperBounds ID = {module upperBounds(10) 6}

-- dap ID = {module dap(11) 6}

-- dsp ID = {module dsp(12) 6}
distributedDirectoryOIDs ID = {module distributedDirectoryOIDs(13) 6}
directoryShadowOIDs ID n= {module directoryShadowOIDs(14) 6}
directoryShadowAbstractService ID = {module directoryShadowAbstractService(15) 6}
--disp ID = {module disp(16) 6}

-- dop 1D = {module dop(17) 6}

opBindingManagement ID = {module opBindingManagement(18) 6}
opBindindOIDs ID = {module opBindingOIDs(19) 6}
hierarchicplOperationalBindings ID = {module hierarchicalOperationalBindings(40) 6}
dsaOperational AttributeTypes ID = {module dsaOperational AttributeTypes(22)(6}
schemaAdministration ID = {module schemaAdministration(23) 6}
basicAccgssControl ID = {module basicAccessContfol(24) 6}
directoryQperationalBindingTypes ID = {module directoryOperatignalBindingTypej
certificatefxtensions ID = {module certificateExtensions(26) 6}
directoryNlanagement ID = {module directoryManagement(27) 6}
enhancedpecurity ID = {module enhancedSecurity (28) 6}

-- directory$ecurityExchanges ID = {module directorySeectrityExchanges (29) 6}
iDMProtog¢olSpecification ID = {module iDMProtocolSpecification(30) 6}
directorylIDMProtocols ID = {module directoryIDMProtocols(31) 6}
attributeCertificateDefinitions ID = {modulésattributeCertificateDefinitions(32) b}
serviceAdministration ID = {maodule serviceAdministration(33) 6}

-- the following definition is for a module that holds externaJIy defl ned schema el ements not defined

-- using forfnal ASN.1 notation

externalDefinitions ID = {module externalDefinitions(34) 6}
commonHrotocolSpecification ID = {module commonProtocolSpecification (35) 6}
oSIProtocplSpecification ID e {module oSIProtocolSpecification (36) 6}
directory@SIProtocols ID = {module directoryOSIProtocols (37) 6}

- Wnonyrrf -

id-oc ID = objectClass

id-at ID = attributeType

id-as ID = abstractSyntax

id-mr ID = matchingRule

id-nf ID = nameForm

id-sc ID = subentry

id-oa ID = operationalAttributeType

id-ob ID = operationalBinding

id-doa ID = dsaOperational Attribute

id-kmr ID = knowledgeMatchingRule

id-soc ID = schemaObjectClass

id-soa ID = schemaOperational Attribute

id-ar ID = administrativeRoles

id-aca 1D = ACCESSCOMIOTANTIDUtE

id-ac ID = applicationContext

-- id-rosObject ID = rosObject

-- id-contract ID = contract

-- id-package ID = package

id-acScheme ID = accessControlSchemes

id-ce ID = certificateExtension

id-mgt ID = managementObject

id-avc ID = attributeValueContext

--id-se ID = securityExchange

id-idm ID = idmProtocol

id-pr ID = problem

id-not ID = notification

id-mre ID = matchingRestriction

id-cat ID = controlAttributeType

id-kp ID = keyPurposes
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-- obsolete module identifiers --

- useful Definition ID n= {module 0}
-- informationFramework ID = {module 1}

-- directoryAbstractService ID n= {module 2}
-- distributedOperations ID = {module 3}
- protocol Objectldentifiers ID = {module 4}
- selectedAttributeTypes ID = {module 5}
- selectedObjectClasses ID = {module 6}
-- authenticationFramework 1D = {module 7}
- algorithmObjectidentifiers ID = {module 8}
- directoryObjectldentifiers ID = {module 9}
- upperBounds ID = {module 10}
- dap ID = {module 11}
-- dsp 1D = {module 12}
-- distfibutedDirectoryObjectldentifiers ID = {module 13}

-- unused mpdule identifiers --

-- dirgctoryShadowOIDs 1D = {module 14}
-- dirgctoryShadowAbstractService ID = {module 15}
- disg ID = {module 16}
- dop ID n= {module 17}
- opBindingManagement ID = {module 18}

- opBindingOIDs ID n= {module 19}
-- hierfar chical Operational Bindings ID = {module 20}
-- dsaperational AttributeTypes ID = {module 22}
-- sch+)ﬂaAdmi nistration ID = {module 23}
- basicAccessControl ID = {module 24}
- opefational BindingOIDs ID = {modul e25}

END -- UsfulDefinitions
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Annex B

Information Framework in ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of al the ASN.1 type, value and macro definitions contained in this Directory
Specification. The definitions form the ASN.1 module InformationFramework.

InformationFramework {joint-iso-itu-t ds(5) module(1) informationFramework(1) 6}
DEFINITIONS ::=
BEGIN

-- EXPORTSAII --

¢ Directory Specifications, and for the use of other applications which will use them to access
-- Directory] services. Other applications may use them for their own purposes, but this will not constrain
-- extensionp and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU}T Rec. X.501 | ISO/IEC 9594-2
dirgctoryAbstractService, id-ar, id-at, id-mr, id-nf, id-0a, id-oc, id-sc,
sel¢ctedAttributeTypes, serviceAdministration
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

SedrchRule
FROM ServiceAdministration serviceAdministration

-- from ITUIT Rec. X.511 | ISO/IEC 9594-3

TydeAndContextAssertion
FROM DirectoryAbstractService directoryAbstractService

-- from ITUIT Rec. X.520 | ISO/IEC 9594-6
bogleanMatch, commonName, generalizedTimeMatch,
gerjeralizedTimeOrderingMatch, integenFirstComponentMatch, integerMatch,
intggerOrderingMatch, objectldentifierFirstComponentMatch, UnboundedDirectoryString
FROM SelectedAttributeTypes selectedAttributeTypes ;

-- attribute flata types --

Attribute {ATTRIBUTE: SuppartedAttributes} ::= SEQUENCE {

typge ATTRIBUTE.&id ({SupportedAttributes}),
val:ljes SET SIZE (0..MAX) OF ATTRIBUTE.&Type ({SupportedAttributes}l{ @type}),
valliesWithContext SET SIZE (1..MAX) OF SEQUENCE {

value ATTRIBUTE.&Type ({SupportedAttributes}{ @type}),

contextlist SET SIZE (1..MAX) OF Context } OPTIONAL }

AttributeType” ;= ATTRIBUTE.&id

AttributeValue ::= ATTRIBUTE.&Type

Context ::= SEQUENCE {

contextType CONTEXT.&id ({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE }
AttributeValueAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes{@type}),
assertedContexts CHOICE {
allContexts [0] NULL,

selectedContexts [1] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL }

ContextAssertion ::= SEQUENCE {
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contextType CONTEXT.&id({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF
CONTEXT.&Assertion ({SupportedContexts}{@contextType})}

AttributeTypeAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
assertedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL }

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set isrequired to
-- specify a table constraint on the values component of Attribute, the value component
-- of AttributeTypeAndValue, and the assertion component of AttributeVal ueAssertion.

SupportedAttributes ATTRIBUTE ::= { objectClass | aliasedEntryName, ... }
-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set isrequired to
-- gpecify a fable constraint on the context specifications

SupporteqContexts CONTEXT ::= {...}

-- naming dpta types --

Name ::=| CHOICE { -- only one possibility for now -- rdnSequence RDNSequence }
RDNSequence ::= SEQUENCE OF RelativeDistinguishedName

DistinguighedName ::= RDNSequence

RelativeDistinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndDistinguishedValue

AttributeTypeAndDistinguishedValue ::= SEQUENCE {

typge ATTRIBUTE.&id ({SupportedAttributes}),
vallie ATTRIBUTE.&Type({SupportedAttributes}{ @type}),
prir]}waryDistinguished BOOLEAN DEFAULT TRUE;
valllesWithContext SET SIZE (1..MAX) OF.SEQUENCE {
distingAttrvalue [0] ATTRIBUTE.&Type ({SupportedAttributes{@type}) OPT|JONAL,
contextList SET.SIZE (1..MAX) OF Context } OPTIONAL }
-- subtree dfta types --

SubtreeSpecification ::= SEQUENCE {
bade [0] LocalName DEFAULT { },
COMPONENTS OF ChiopSpecification,
spqcificationFilter [4] Refinement OPTIONAL }
-- empty sequence specifies whole administrative area

LocalNamle ::= RDNSequence

ChopSpegification ::&~SEQUENCE {

spqcificExclusjons [1] SET SIZE (1..MAX) OF CHOICE {
chopBefore [0] LocalName,
chopAfter [1] LocalName } OPTIONAL,
mirfimém [2] BaseDistance DEFAULT 0,
maxiTmam 15] BaseDistance OPTIONAL H

BaseDistance ::= INTEGER (0..MAX)

Refinement ::= CHOICE {

item [0] OBJECT-CLASS.&id,

and [1] SET SIZE (1..MAX) OF Refinement,
or [2] SET SIZE (1..MAX) OF Refinement,
not [3] Refinement }

-- OBJECT-CLASS information object class specification --

OBJECT-CLASS n= CLASS{
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,
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&MandatoryAttributes
&OptionalAttributes
&id
WITH SYNTAX {
[ SUBCLASS OF
[ KIND
[ MUST CONTAIN
[ MAY CONTAIN

ATTRIBUTE OPTIONAL,
ATTRIBUTE OPTIONAL,
OBJECT IDENTIFIER UNIQUE }

&Superclasses |

&kind ]

&MandatoryAttributes ]
&OptionalAttributes ]

ID &id }
ObjectClassKind ::= ENUMERATED {
abstract 0),
structural (1),
auxiliary 2)}
-- object clgsses --
top OBJHCT-CLASS ::= {
KIND abstract
MUBT CONTAIN  { objectClass }
ID id-oc-top }
alias OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUBT CONTAIN  { aliasedEntryName }
ID id-oc-alias }
parent OBJECT-CLASS ::= {
KIND abstract
ID id-oc-parent }
child OBJECT-CLASS ::= {
KIND auxiliary
ID id-oc-child }
-- ATTRIBYTE information object class specification --
ATTRIBUTE ::= CLASS {
&dgrivation ATTRIBUTE OPTIONAL,
&Type OPRTIONAL, -- either &Type or &derivation required --
&equality-match MATCHING-RULE OPTIONAL,

&ofdering-match
&sUybstrings-match
&sihgle-valued
&cqllective

&dyimmy

-- operational extensions --

MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,

&n@-user-modifieation BOOLEAN DEFAULT FALSE,
&ugage AttributeUsage DEFAULT userApplications,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAXY
[ SUBTYPE OF &derivation ]
[ WITHSYNTAX &TYPE ]

[ EQUALITY MATCHING RULE
[ ORDERING MATCHING RULE
[ SUBSTRINGS MATCHING RULE

[ SINGLE VALUE

&equality-match ]
&ordering-match |
&substrings-match ]
&single-valued ]

[ COLLECTIVE &collective ]
[ DUMMY &dummy |
[ NO USER MODIFICATION &no-user-modification ]
[ USAGE &usage |
ID &id }
AttributeUsage ::= ENUMERATED {
userApplications 0),
directoryOperation ),
distributedOperation (2),
dSAOperation 3)}
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-- attributes --

objectClass ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE

aliasedEntryName ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE

SINGLE VALUE TRUE

DistinguishedName
distinguishedNameMatch

| SO/IEC 9594-2:2008 (E)

OBJECT IDENTIFIER
objectldentifierMatch
ID id-at-objectClass }

ID id-at-aliasedEntryName }

-- MATCHING-RULE information object class specification --

MATCHING-RULE ::= CLASS {

&ParentMatchingRules MATCHING-RULE OPTIONAL,
&AsgsertionType OPTIONAL,
&umiqueMatchindicator ATTRIBUTE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {

[ PARENT &ParentMatchingRules ]
[ SYNTAX &AssertionType ]

[ UNIQUE-MATCH-INDICATOR  &uniqueMatchindicator ]
ID &id }

-- matchingjrules --

objectldentifierMatch MATCHING-RULE ::= {
SYINTAX OBJECT IDENTIFIER
ID id-mr-objectldentifierMatch }

distinguishedNameMatch MATCHING-RULE ::= {
SYNTAX DistinguishedName
ID id-mr-distinguishedNameMateh }

MAPPING{BASED-MATCHING

{ S¢lectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule } ::=

CLASS {
&selectBy SelectedBy
&ApplicableTo ATTRIBUTE,
&sybtypesincluded BOOLEAN
&cg@mbinable BOOLEAN
&mppppingResults MappingResult
&ugerControl BOOLEAN
&exclusive BOOLEAN
&mjpatching:rfule MATCHING-RULE.&id
&id OBJECT IDENTIFIER
WITH SYNTAX\{
[ SERECT BY &selectBy ]

(combinable),

OPTIONAL,
DEFAULT TRUE,

OPTIONAL,
DEFAULT FALSE,
DEFAULT TRUE,
(matchingRule),
UNIQUE }

APPLCICABTE TO &ApptcabteTo

[ SUBTYPES INCLUDED &subtypesincluded ]
COMBINABLE &combinable

[ MAPPING RESULTS &mappingResults ]

[ USER CONTROL &userControl ]

[ EXCLUSIVE &exclusive ]
MATCHING RULE &matching-rule
ID &id }

-- NAME-FORM information object class specification --

NAME-FORM ::= CLASS {
&namedObjectClass
&MandatoryAttributes
&OptionalAttributes

OBJECT-CLASS,
ATTRIBUTE,
ATTRIBUTE OPTIONAL,
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&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

NAMES &namedObjectClass

WITH ATTRIBUTES &MandatoryAttributes

[ AND OPTIONALLY &OptionalAttributes ]

ID &id }

-- STRUCTURE-RULE class and DIT structure rule data types --

DITStructureRule ::= SEQUENCE {

ruleldentifier Ruleldentifier ,
-- shall be unique within the scope of the subschema
nameForm NAME-FORM.&id,
superiorStructureRules  SET SIZE (1..MAX) OF Ruleldentifier OPTIONAL }
Ruleldentifier ::= INTEGER
STRUCTURE-RULE ::= CLASS{
&nameForm NAME-FORM,
&SliperiorStructureRules STRUCTURE-RULE OPTIONAL,
&id Ruleldentifier }
WITH SYNTAX {
NAME FORM &nameForm
[ SUPERIOR RULES &SuperiorStructureRules |
ID &id }
-DIT contlnt rule data type and CONTENT-RULE class
DITContenptRule ::= SEQUENCE {
strycturalObjectClass OBJECT-CLASS.&id,
auiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mapdatory [1] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optjonal [2] SET SIZE (1..MAX) OFRATTRIBUTE.&id OPTIONAL,
precluded [3] SET SIZE (1..MAX)*OF ATTRIBUTE.&id OPTIONAL }
CONTENT}FRULE ::= CLASS/{
&structuralClass OBJECT-CLASS.&id UNIQUE,
&Alixiliaries OBJECT-CLASS OPTIONAL,
&Mpndatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }
WITH SYNTAX {
STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES &Auxiliaries ]
[ MUST CONTAIN &Mandatory ]
[ MAY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ]}
CONTEXT] ::= CLASS*
&Type,
&DefaultVatue OPTIONAL,
&As$sertion OPTIONAL,
&alsentMatch BOOLEAN DEFAULT TRUE,
&id UBJECT IDENTIFIER UNIQULE ¢
WITH SYNTAX {
WITH SYNTAX &Type
[ DEFAULT-VALUE &DefaultValue ]
[ ASSERTED AS &Assertion ]
[ ABSENT-MATCH &absentMatch ]
ID &id }
DITContextUse ::= SEQUENCE {
attributeType ATTRIBUTE.&id,
mandatoryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }
DIT-CONTEXT-USE-RULE ::= CLASS {
&attributeType ATTRIBUTE.&id UNIQUE,
&Mandatory CONTEXT OPTIONAL,
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&Optional CONTEXT OPTIONAL }
WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[ MANDATORY CONTEXTS &Mandatory ]

[ OPTIONAL CONTEXTS &Optional ]}
FRIENDS ::= CLASS {

&anchor ATTRIBUTE.&id UNIQUE,

&Friends ATTRIBUTE }
WITH SYNTAX {

ANCHOR &anchor

FRIENDS &Friends }

-- system schema information objects --

-- object classes --

subentry

OBJECT-CLASS ::={

SUBCLASS OF {top}

KIND structural

MUBT CONTAIN  { commonName | subtreeSpecification }

ID id-sc-subentry }
subentryNameForm NAME-FORM ::= {

NAMES subentry

WITH ATTRIBUTES { commonName }

ID id-nf-subentryNameForm }
subtreeSpgecification ATTRIBUTE ::= {

WITH SYNTAX SubtreeSpecification

USAGE directoryOperation

ID id-oa-subtreeSpecifi¢cation }
administrativeRole ATTRIBUTE ::= {

WITH SYNTAX OBJECT-CLASS.&id

EQUALITY MATCHING RULE objectldentifierMatch

USAGE directoryOperation

ID id-oazadministrativeRole }
createTimpstamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime

-- asper 46.3 b) ‘er-c) of ITU-T Rec. X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE generalizedTimeMatch

ORDPERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-createTimestamp }
modifyTinpestamp ATFRIBUTE ::= {

WITH SYNTAX GeneralizedTime

-- asper 46.3 b) or c) of ITU-T Rec. X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE generalizedTimeMatch

ORPERING MATCHING RULE generalizedTimeOrderingMatch

SINGLCE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-modifyTimestamp }

subschemaTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime

-- asper 46.3 b) or c) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-subschemaTimestamp }

creatorsName ATTRIBUTE ::= {
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WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-creatorsName }

modifiersName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-modifiersName }

subschemaSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaSubentryList }

accessCoptrolSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch
NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-accessControlSubentryList }

collectivepttributeSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedNanie

EQUALITY MATCHING RULE distinguishedNamieMatch

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-collectiveAttributeSubentryList }
contextDgfaultSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-contextDefaultSubentryList }
serviceAdminSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-serviceAdminSubentryList }

hasSuborfinateSSATTRIBUTE ::= {

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLCE VACUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }

accessControlSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-accessControlSubentry }

collectiveAttributeSubentry OBJECT-CLASS ::= {

KIND auxiliary

ID id-sc-collectiveAttributeSubentry }
collectiveExclusions ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectldentifierMatch
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USAGE directoryOperation
ID id-oa-collectiveExclusions }

contextAssertionSubentry OBJECT-CLASS ::= {

KIND auxiliary
MUST CONTAIN  {contextAssertionDefaults}
ID id-sc-contextAssertionSubentry }

contextAssertionDefaults ATTRIBUTE ::= {

WITH SYNTAX TypeAndContextAssertion
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-oa-contextAssertionDefault }

serviceAdminSubentry OBJECT-CLASS ::= {

KIND auxiliary
MUBT CONTAIN  { searchRules}
ID id-sc-serviceAdminSubentry }

searchRules ATTRIBUTE ::={

WITH SYNTAX SearchRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation

ID id-oa-searchRules }

SearchRuleDescription ::= SEQUENCE {

COMPONENTS OF SearchRule,
name [28] SET SIZE (1 .. MAX) OF UnhoundedDirectoryString OPTI|ONAL,
dedcription [29] UnboundedDirectoryStringn\OPTIONAL }
hierarchyllevel ATTRIBUTE ::= {
WITH SYNTAX HierarchyLevel
EQUALITY MATCHING RULE integerMatch
ORPERING MATCHING RULE integerOrderingMatch
SINGLE VALUE TRUE
NO|USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oazhierarchyLevel }
Hierarchylevel ::= INTEGER
hierarchyBelow ATTRIBUTE ::= {
WITH SYNTAX HierarchyBelow
EQUALITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE
NO|USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-hierarchyBelow }

HierarchyBelow ::= BOOLEAN

hierarchylParentAFTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLCE VALUE TRUE

USAGE directoryOperation

ID id-oa-hierarchyParent }
hierarchyTop ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

USAGE directoryOperation

ID id-oa-hierarchyTop }

-- object identifier assignments --
-- object classes --

id-oc-top OBJECT IDENTIFIER

{id-oc 0}
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id-oc-alias OBJECT IDENTIFIER = {id-oc 1}
id-oc-parent OBJECT IDENTIFIER = {id-oc 28}
id-oc-child OBJECT IDENTIFIER = {id-oc 29}
-- attributes --

id-at-objectClass OBJECT IDENTIFIER = {id-at 0}
id-at-aliasedEntryName OBJECT IDENTIFIER = {id-at 1}
-- matching rules --

id-mr-objectldentifierMatch OBJECT IDENTIFIER = {id-mr O}
id-mr-distinguishedNameMatch OBJECT IDENTIFIER = {id-mr 1}
-- operational attributes --

id-oa-exclpdeAllCollectiveAttributes ~ OBJECT IDENTIFIER = {id-oa 0}
id-oa-createTimestamp OBJECT IDENTIFIER = {id-oa 1}
id-oa-modifyTimestamp OBJECT IDENTIFIER = {id-oa 2}
id-oa-creatorsName OBJECT IDENTIFIER = {id-oa 3}
id-oa-mod|ifiersName OBJECT IDENTIFIER = {id-oa 4}
id-oa-admjnistrativeRole OBJECT IDENTIFIER = {id-oa 5}
id-oa-subfreeSpecification OBJECT IDENTIFIER = {id-oa 6}
id-oa-collgctiveExclusions OBJECT IDENTIFIER = {id-0a\7}
id-oa-subgchemaTimestamp OBJECT IDENTIFIER = {id-04.8}
id-oa-has$ubordinates OBJECT IDENTIFIER = {id:o0a 9}
id-oa-subg$chemaSubentryList OBJECT IDENTIFIER = {id-oa 10}
id-oa-accgssControlSubentryList OBJECT IDENTIFIER = {id-oa 11}
id-oa-collgctiveAttributeSubentryList OBJECT IDENTIFIER = {id-oa 12}
id-oa-confextDefaultSubentryList OBJECT IDENTIFIER Z {id-0oa 13}
id-oa-confextAssertionDefault OBJECT IDENTIFIER = {id-oa 14}
id-oa-servjceAdminSubentryList OBJECT IDENTIFIER = {id-oa 15}
id-oa-searchRules OBJECT IDENTIFIER = {id-oa 16}
id-oa-hiergrchylLevel OBJECT IDENTIFIER = {id-oa 17}
id-oa-hiergrchyBelow OBJECT IDENTIFIER = {id-oa 18}
id-oa-hiergrchyParent OBJECT IDENTIFIER = {id-oa 19}
id-oa-hiergarchyTop OBJECT IDENTIFIER = {id-oa 20}
-- subentry ¢lasses --

id-sc-subgntry OBJECT IDENTIFIER = {id-sc 0}
id-sc-accgssControlSubentry OBJECT IDENTIFIER = {id-sc 1}
id-sc-collgctiveAttributeSubentry OBJECT IDENTIFIER = {id-sc 2}
id-sc-contextAssertionSubentry: OBJECT IDENTIFIER = {id-sc 3}
id-sc-servjceAdminSubentry OBJECT IDENTIFIER = {id-sc 4}
-- Name foms --

id-nf-subgntryNameForm OBJECT IDENTIFIER = {id-nf 16}
-- administrgtive roles --

id-ar-auto MOMOUSATER OBJECT IDENTIFIER = {io=ar 13
id-ar-accessControlSpecificArea OBJECT IDENTIFIER = {id-ar 2}
id-ar-accessControlinnerArea OBJECT IDENTIFIER = {id-ar 3}
id-ar-subschemaAdminSpecificArea  OBJECT IDENTIFIER = {id-ar 4}
id-ar-collectiveAttributeSpecificArea  OBJECT IDENTIFIER = {id-ar 5}
id-ar-collectiveAttributelnnerArea OBJECT IDENTIFIER = {id-ar 6}
id-ar-contextDefaultSpecificArea OBJECT IDENTIFIER = {id-ar 7}
id-ar-serviceSpecificArea OBJECT IDENTIFIER = {id-ar 8}

END -- InformationFramework
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Annex C

SubSchema Administration Schemain ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined
in clause 15 in the form of an ASN.1 module, SchemaAdministration.

SchemaAdministration {joint-iso-itu-t ds(5) module(1) schemaAdministration(23) 6}
DEFINITIONS ::=
BEGIN

-- EXPORTSAII --

¢ Directory Secifications, and for the use of other applications which will u
-- Directory] services. Other applications may use them for their own purposes, but this will not constrain
-- extensionp and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITUFT Rec. X.501 | ISO/IEC 9594-2

id-4oa, id-soc, informationFramework, selectedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

ATTRIBUTE, AttributeUsage, CONTEXT, DITContentRule, DITStructireRule, MATCHING-RULE,
NAME-FORM, OBJECT-CLASS, ObjectClassKind, objectldentifietMatch
FROM InformationFramework informationFramework

-- from ITULT Rec. X.520 | ISO/IEC 9594-6

intggerFirstComponentMatch, integerMatch,
objgctldentifierFirstComponentMatch, UnboundedRirectoryString
FROM SelectedAttributeTypes selectedAttributeTypes ;

subschenja OBJECT-CLASS ::= {

KIND auxiliary

MAJ CONTAIN {
dITStructureRules |
nameForms;}
diTContentRules |
object€lasses |
attributeTypes |
friends |
contextTypes |
dITContextUse |
matchingRules |
matchingRuleUse }
ID id-soc-subschema}

dITStructleRuWes ATTRIBUTE .= [

T

WITH SYNTAX DITStructureRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation

ID id-soa-dITStructureRule }

DITStructureRuleDescription ::= SEQUENCE {
COMPONENTS OF DITStructureRule,

name [1] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }
dITContentRules ATTRIBUTE ::= {
WITH SYNTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
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ID

DITContentRuleDescription

id-soa-dITContentRules }

1= SEQUENCE {

COMPONENTS OF DITContentRule,
name
description
obsolete

(4]

SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
UnboundedDirectoryString OPTIONAL,
BOOLEAN DEFAULT FALSE }

matchingRules ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE

USAGE

ID

MatchingRuleDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-matchingRules }

MatchingRuleDescription ::= SEQUENCE {
identifier MATCHING-RULE.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
dedcription UnboundedDirectoryString OPTIONAL,
obdolete BOOLEAN DEFAULT|FALSE,
infgrmation [0] UnboundedDirectoryString OPTIONAL }

-- describes the ASN.1 syntax

attributeTypes ATTRIBUTE ::= {
WITH SYNTAX AttributeTypeDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-attributeTypes }

AttributeTlypeDescription ::= SEQUENCE {

ide
nan
des
obg
infq

AttributeT]
der
eqy
ord
suh
attr
mu
col
usH{

apg

objectClag
Wi
EQ
usS
ID

ObjectCla
ide

htifier

ntifier ATTRIBUTE.&id,
e SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
cription UnboundedDirectoryString OPTIONAL,
olete BOOLEAN DEFAULT FALSE,
rmation [O] AttributeTypelnformation }
ypelnformation ::= SEQUENCE ({
vation [0] ATTRIBUTE.&id OPTIONAL,
alityMatch [1] MATCHING-RULE&id OPTIONAL,
eringMatch [2] MATCHING-RULE.&id OPTIONAL,
stringsMatch  [3] MATCHING-RULE.&id OPTIONAL,
buteSyntax [4] UnboundedDirectoryString OPTIONAL,
ti-valued [5] BOOLEAN DEFAULT TRUE,
ective [6] BOOLEAN DEFAULT FALSE,
rModifiable [7 BOOLEAN DEFAULT TRUE,
lication AttributeUsage DEFAULT userApplications }
ses ATTRIBUTE :t=){
H SYNTAX ObjectClassDescription
UALITY MATEGHING RULE objectldentifierFirstComponentMatch
\GE directoryOperation
id-soa-objectClasses }
5sDescription ::= SEQUENCE {

OBJECT-CLASS.&id,

nal

e

description
obsolete
information

ObjectClassIinformation
subclassOf
kind
mandatories
optionals

nameForms ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE

USAGE

ID

158

o SIZE (1..MAA) UF UnpounaedpbireCtorystring  OF TTONAL,

NameFormDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-nameForms }
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NameFormDescription ::= SEQUENCE {

identifier NAME-FORM.&id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [O] NameFormInformation }

NameFormInformation ::= SEQUENCE {

subordinate OBJECT-CLASS.&id,

namingMandatories SET OF ATTRIBUTE.&id,

namingOptionals SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }
matchingRuleUse ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleUseDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-matchingRuleUse }

MatchingRuleUseDescription ::= SEQUENCE {

identifier MATCHING-RULE.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTHONAL,
dedcription UnboundedDirectoryString OPTIONAL,
obdolete BOOLEAN DEFAULT FALSE,
infgrmation [O] SET OF ATTRIBUTE.&id }
structuralPbjectClass ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
SINGLE VALUE TRUE
NO|USER MODIFICATION TRUE
USAGE directoryOperation
ID id-soa-structural@bjectClass }

governingStructureRule ATTRIBUTE ::= {

WITH SYNTAX INTEGER

EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-governingStructureRule }

contextTypes ATTRIBUTE ::= {

WITH SYNTAX ContextDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-contextTypes }

ContextDgscription ::=.SEQUENCE {

identifier CONTEXT.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
dedcription UnboundedDirectoryString OPTIONAL,
obdolete BOOLEAN DEFAULT FALSE,
infgrmyation [0] Contextinformation }

ContextIinformation ::= SEQUENCE {
syntax UnboundedDirectoryString,
assertionSyntax UnboundedDirectoryString OPTIONAL }

dITContextUse ATTRIBUTE ::= {
WITH SYNTAX DITContextUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITContextUse }

DITContextUseDescription ::= SEQUENCE ({
identifier ATTRIBUTE.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
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information [O]

DITContextUselnformation
mandatoryContexts

optionalContexts

friends ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE

USAGE
ID

DITContextUselnformation }

1= SEQUENCE {

[1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
[2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }

FriendsDescription

directoryOperation
id-soa-friends }

FriendsDescription ::= SEQUENCE {

objectldentifierFirstComponentMatch

anchor ATTRIBUTE.&id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obdolete BOOLEAN DEFAULT FALSE,

friends [O]

-- object idgntifier assignments --
-- schema opject classes --
id-soc-sulpschema

-- schema operational attributes --

id-soa-dIT[StructureRule
id-soa-dIT|ContentRules
id-soa-mafchingRules
id-soa-attjibuteTypes
id-soa-objectClasses
id-soa-naneForms
id-soa-mafchingRuleUse
id-soa-strlicturalObjectClass

id-soa-goyerningStructureRule

id-soa-contextTypes
id-soa-dIT|ContextUse
id-soa-frignds

END -- SghemaAdministration

SET SIZE (1..MAX) OF ATTRIBUTE.&id }

OBJECT IDENTIFIER n= {id-soc 1}

OBJECT IDENTIFIER = {id-soad}
OBJECT IDENTIFIER = {id-sea2}
OBJECT IDENTIFIER = {id-soa 4}
OBJECT IDENTIFIER = {id-soa 5}
OBJECT IDENTIFIER = {id-soa 6}
OBJECT IDENTIFIER = {id-soa 7}
OBJECT IDENTIFIER = {id-soa 8}
OBJECT IDENTIFIER = {id-soa 9}
OBJECT IDENTIFIER = {id-soa 10}
OBJECT IDENTIFIER = {id-soa 11}
OBJECT IDENTIFIER = {id-soa 12}
OBJECT IDENTIEIER = {id-soa 13}
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Service Administration in ASN.1

| SO/IEC 9594-2:2008 (E)

(Thisannex forms an integral part of this Recommendation | International Standard)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined

in clause 16 in the form of an ASN.1 module, ServiceAdministration.
ServiceAdministration {joint-iso-itu-t ds(5) module(1) serviceAdministration(33) 6}
DEFINITIONS ::=

BEGIN

-- EXPORTSAII --

¢ Directory Secifications, and for the use of other applications which will u

-- Directory] services. Other applications may use them for their own purposes, but this will not constrain

-- extensionp and modifications needed to maintain or improve the Directory service.
IMPORTS
-- from ITU}T Rec. X.501 | ISO/IEC 9594-2
dirgctoryAbstractService, informationFramework
ATTRIBUTE, AttributeType, CONTEXT, MATCHING-RULE, OBJECT-CLASS,
SupportedAttributes, SupportedContexts
FROM InformationFramework informationFramework
-- from ITU}T Rec. X.511 | ISO/IEC 9594-3
FamilyGrouping, FamilyReturn, HierarchySelections;xSearchControlOptions,

SerjviceControlOptions
FROM DirectoryAbstractService directory)AbstractService ;

- types -

SearchRule ::= SEQUENCE ({
COMPONENTS OF SearchRuleld,
seryiceType [1] OBJECT IDENTIFIER
usgrClass [2] INTEGER
inpltAttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute
attrjbuteCombination [4] AttributeCombination
outputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute
defpultControls [6] ControlOptions
mapdatoryControls [7] ControlOptions
searchRuleControls [8] ControlOptions
fanmilyGrouping [9] FamilyGrouping
fanjilyRéturn [10] FamilyReturn
relgxation [11] RelaxationPolicy
additichalControl [1’)] S
allowedSubset [13] AllowedSubset
imposedSubset [14] ImposedSubset
entryLimit [15] EntryLimit

SearchRuleld ::= SEQUENCE {
id INTEGER,
dmdld [0] OBJECT IDENTIFIER }

AllowedSubset ::= BIT STRING { baseObject (0), oneLevel (1), wholeSubtree (2) }
ImposedSubset ::= ENUMERATED { baseObject (0), oneLevel (1), wholeSubtree (2) }

RequestAttribute ::= SEQUENCE {
attributeType ATTRIBUTE.&id ({ SupportedAttributes }),

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

OPTIONAL
OPTIONAL
OPTIONAL,
DEFAULT|and : {},
OPTIONAL,
OPTIONAL
OPTIONAL,
OPTIONAL
OPTIONAL
OPTIONAL,
OPTIONAL
DEFAULT '111'B,
OPTIONAL,

OPTIONAL }
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includeSubtypes
selectedValues

defaultValues

[0] BOOLEAN DEFAULT FALSE,
[1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({ SupportedAttributes H{ @attributeType }) OPTIONAL,

[2]  SEQUENCE SIZE (0..MAX) OF SEQUENCE {

entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes H{ @attributeType })} OPTIONAL,
contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and : { },
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL }
ContextProfile ::= SEQUENCE {

contextType CONTEXT.&id({SupportedContexts}),
contextValue SEQUENCE SIZE (1..MAX) OF CONTEXT.&Assertion

({SupportedContexts{{@contextType}) OPTIONAL }

ContextC¢mbination ::= CHOICE {

corntext
ang
or

not|

MatchingUse ::= SEQUENCE {

resfrictionType
resfrictionValue

[O] CONTEXT.&id({SupportedContexts}),
[1] SEQUENCE OF ContextCombination,
[2] SEQUENCE OF ContextCombination,
[3] ContextCombination }

MATCHING-RESTRICTION.&id ({SupportedMatchingRestrictions}),
MATCHING-RESTRICTION.&Restriction
({SupportedMatchingRestrictions}{@restrictionType}) }

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles of to protocol implementation conformance statements. The set isrequired to
-- gpecify a fable constraint on the components of SupportedMatchingRestrictions

SupportedMatchingRestric

Attributedombination ::= CHOICE {

attrjbute
ang
or
not

ResultAttifibute ::= SEQUENCE {

attrjbuteType

outputValues CHOICE{
selectedValues SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }),
matchedValuesOnly NULL } OPTIONAL,

corjtexts

ControlOgtions ::= SEQUE
seryiceControls
searchOptions

tions MATCHING-RESTRICTION ::=.{..)}

[0] AttributeType,

[1] SEQUENCE OF.AttributeCombination,
[2] SEQUENCE OR AttributeCombination,
[3] AttributeCombination }

ATTRIBUTE.&id ({ SupportedAttributes }),

[0] _~~SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL }

NCE {
[O] ServiceControlOptions  DEFAULT { },
[1] SearchControlOptions DEFAULT { searchAliases },

hiefarchyOptions [2] HierarchySelections OPTIONAL }
EntryLimit ;=\SEQUENCE ({

default INTEGER,

ma INTEGERY

RelaxationPolicy ::= SEQUENCE ({

basic [O]
tightenings [1]
relaxations [2]
maximum  [3]
minimum [4]

MRMapping DEFAULT { },

SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
INTEGER OPTIONAL, -- mandatory if tightenings is present
INTEGER DEFAULT 1}

MRMapping ::= SEQUENCE {

mapping
substitution

Mapping ::= SEQUENCE
mappingFunction

[0 SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,
[1]  SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL }

{
OBJECT IDENTIFIER (CONSTRAINED BY { -- shall be an

-- object identifier of a mapping-based matching algorithm--} ),
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INTEGER DEFAULT 0}

level
MRSubstitution ::= SEQUENCE {
attribute
oldMatchingRule [0]
newMatchingRule [1]
-- ASN.1 information object classes --

SEARCH-RULE ::= CLASS {

AttributeType,
MATCHING-RULE.&id OPTIONAL,
MATCHING-RULE.&id OPTIONAL }

&dmdld OBJECT IDENTIFIER,
&serviceType OBJECT IDENTIFIER OPTIONAL,
&userClass INTEGER OPTIONAL,
&InputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&combination AttributeCombination OPTIONAL,
&OptputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&dg¢faultControls ControlOptions OPTIONAL,
&mjandatoryControls ControlOptions OPTIONAL,
&segarchRuleControls ControlOptions OPTIONAL,
&familyGrouping FamilyGrouping OPTIONAL,
&familyReturn FamilyReturn OPTIONAL,
&additionalControl AttributeType OPTIONAL
&rglaxation RelaxationPolicy OPTIONAL)
&allowedSubset AllowedSubset DEFAULT '111'B,
&injposedSubset ImposedSubset ORTIONAL,
&entryLimit EntryLimit ORTIONAL,
&id INTEGER UNIQUE }

WITH SYNTAX {
DMp ID &dmdld
[ SERVICE-TYPE &serviceType ]
[ UBER-CLASS &userClass |

FAULT

MILY-G
MILY-R

POSED

TPUT ATTRIBUTES

CONTROL

NDATORY CONTROL
ARCH-RULE CONTROL

ROUPING
ETURN

DITIONAL CONTROL
LAXATION
LOWED SUBSET

SUBSET

[ ENTRY LIMIT

REQUESTIATTRIBUTE ::=\OLASS {

&atgributeType

&InputAttributeTypes ]
&combination ]
&OutputAttributeTypes |
&defaultControlss]
&mandatoryCantrols ]
&searchRuleControls ]
&familyGrouping ]
&familyReturn ]
&additionalControl ]
&telaxation ]
&allowedSubset ]
&imposedSubset ]
&entryLimit ]

&id }

ATTRIBUTE.&id,

&S¢lectedValues ATTRIBUTE.&Type OPTIONAL,
&DefaultValues SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
valuesSEQUENCE OF ATTRIBUTE.&Type} OPTIONAL,
&caontexts SEQUENCE OF ContextProfile OPTIONAL,
&comtexrcombpimation ComntextcCompimation OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,

&includeSu
WITH SYNTAX {

btypes

ATTRIBUTE TYPE
[ SELECTED VALUES

[ DEFAULT

VALUES

[ CONTEXTS

[ CONTEXT

COMBINATION

[ MATCHING USE
[ INCLUDE SUBTYPES

RESULT-ATTRIBUTE ::= CLASS {

&attributeType
&outputValues

selectedValues

BOOLEAN

&attributeType
&SelectedValues ]
&DefaultValues ]
&contexts |
&contextCombination ]
&MatchingUse |
&includeSubtypes ]}

ATTRIBUTE.&id,
CHOICE {

SEQUENCE OF ATTRIBUTE.&Type,

DEFAULT FALSE}
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matchedValuesOnly NULL } OPTIONAL,
&contexts ContextProfile OPTIONAL }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[ OUTPUT VALUES &outputValues ]
[ CONTEXTS &contexts |}

MATCHING-RESTRICTION ::= CLASS {

&Restriction,

&Rules MATCHING-RULE.&id,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

RESTRICTION &Restriction

RULES &Rules

ID &id }

END -- SgrviceAdministration
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Annex E

Basic Access Control in ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of all of the ASN.1 type and value definitions for Basic Access Control. The definitions
form the ASN.1 module BasicAccessControl.

BasicAccessControl {joint-iso-itu-t ds(5) module(1) basicAccessControl(24) 6}
DEFINITIONS ::=
BEGIN

-- EXPORTSAII --

-- The typ f frrtit frrthe-other-ASN:

¢ Directory Secifications, and for the use of other applications which will u
-- Directory] services. Other applications may use them for their own purposes, but this will not constrain
-- extensionp and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITUFT Rec. X.501 | ISO/IEC 9594-2

dirgctoryAbstractService, id-aca, id-acScheme, informationFramework,
sel¢ctedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

ATTRIBUTE, AttributeType, ContextAssertion, DistinguishedName, MATCHING-RULE,
objgctldentifierMatch, Refinement, SubtreeSpecification, SupportedAttributes
FROM InformationFramework informationFramework

-- from ITUIT Rec. X.511 | ISO/IEC 9594-3

Filter
FROM DirectoryAbstractService directory)AbstractService

-- from ITU}T Rec. X.520 | ISO/IEC 9594-6
dirgctoryStringFirstComponentMatch{NameAndOptionalUID,

UnboundedDirectoryString, Uniqueldentifier
FROM SelectedAttributeTypes selectedAttributeTypes

accessCoptrolScheme ATTRIBUIE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
SINGLE VALUE TRUE
USAGE directoryOperation
ID id-aca-accessControlScheme }
- ’[ypes__
AClltem :I=—SEQUENCE {
identificationTag UnboundedDirectoryString,
precedence Precedence,
authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOICE {
itemFirst [0] SEQUENCE {
protecteditems Protectedltems,
itemPermissions SET OF IltemPermission },
userFirst [1] SEQUENCE {
userClasses UserClasses,
userPermissions SET OF UserPermission } } }

Precedence ::= INTEGER (0..255)

Protectedltems ::= SEQUENCE ({
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entry [0] NULL
OPTIONAL,
allUserAttributeTypes [1] NULL
OPTIONAL,
attributeType [2] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allAttributeValues [3] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributeValue [5] SET SIZE (1..MAX) OF AttributeTypeAndValue OPTIONAL,
selfValue [6] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
rangeOfValues [7] Filter OPTIONAL,
maxValueCount [8] SET SIZE (1..MAX) OF MaxValueCount OPTIONAL,
maximmSub [9] INTEGER OPTIONAL,
restrictedBy [10] SET SIZE (1..MAX) OF RestrictedValue OPTIONAL,
contexts [11] SET SIZE (1..MAX) OF ContextAssertion OPTIONAL,
classes [12] Refinement OPTIONAL
}
MaxValuefCount ::= SEQUENCE {
typge AttributeType,
maxCount INTEGER }
RestrictedValue ::= SEQUENCE {
typg AttributeType,
valliesin AttributeType }

UserClasdes ::= SEQUENCE {

allUsers [0] NULL ORTIONAL,
thidEntry [1] NULL OPTIONAL,
name [2] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
usgrGroup [3] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
-- dn component shall be the name of an
-- entry of GroupOfUniqueNames
suljtree [4] SET SIZE (1..MAX) OF SubtreeSpecification OPTIONAL }
IltemPermission ::= SEQUENCE {
pregedence Precedence OPTIONAL,

usqrClasses UserClasses,
graptsAndDenials GrantsAndDenials }

UserPermjssion ::= SEQUENCE {
pregedence Precedence OPTIONAL,

profecteditems Protectedltems,
graptsAndDenials GrantsAndDenials }

AuthenticgitionLevel ::= CHQICE {
badicLevels SEQUENCE {
level
localQualifier
signed

othper EXTERNAL }

GrantsAngDeniaIs ;2= BIT STRING {

-- defaults to precedence in ACHtem

-- defaults topreeedence in ACllitem

ENUMERATED { none (0), simple (1), strong (2) },
INTEGER OPTIONAL,
BOOLEAN DEFAULT FALSE },

-- pETMISSIONS thar Ty be USed T conjunction
-- with any component of Protectedltems

grantAdd 0),
denyAdd Q),
grantDiscloseOnError 2),
denyDiscloseOnError 3),
grantRead 4),
denyRead 5),
grantRemove (6),
denyRemove ),

-- permissions that may be used only in conjunction
-- with the entry component

grantBrowse (8),
denyBrowse 9),
grantExport (20),
denyExport (11),
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grantimport (12),
denylmport (13),
grantModify (14),
denyModify (15),
grantRename (16),
denyRename (17),
grantReturnDN (18),
denyReturnDN (19),

-- permissions that may be used in conjunction
-- with any component, except entry, of Protectedltems
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grantCompare (20),

denyCompare (21),

grantFilterMatch (22),

denyFilterMatch (23),

grantinvoke (24),

denylnvoke (25) }
AttributeTypeAndValue ::= SEQUENCE {

typg ATTRIBUTE.&id ({SupportedAttributes}),

vallie ATTRIBUTE.&Type({SupportedAttributes}{ @type}) }
-- attributeq --

prescriptiyeAClI ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

entryAClI ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

subentryACl ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

-- object idgntifier assignments --

-- attributes

id-aca-acdessControlScheme
id-aca-prescriptiveACl
id-aca-entfyACI
id-aca-suljentryACI

-- access control schemes

basicAccgssCantrolScheme
simplifiedAecessControlScheme

AClltem
directoryStringFirstComponentMatch
directoryOperation
id-aca-prescriptiveACl }

AClltem
directoryStringFirstComponentMatch
directoryOperation

id-aca-entryACL}

AClltem
directoryStringFirstComponentMatch
directoryOperation
id-aca-subentryACl }

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-acal}
{id-aca4}
{id-aca5}
{id-aca6}

{id-acScheme 1}
{id-acScheme 2}

rule-based=access-comntrot
rule-and-basic-access-control
rule-and-simple-access-control

END -- BasicAccessControl

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
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Annex F

DSA Operational Attribute Typesin ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type and value definitions contained in clauses 23 and 24 in the form of an ASN.1
module, DSAOperational AttributeTypes.

DSAOperational AttributeTypes {joint-iso-itu-t ds(5) module(1) dsaOperational AttributeTypes(22) 6}
DEFINITIONS ::=
BEGIN

-- EXPORTSAII --

¢ Directory Specifications, and for the use of other applications which will use them to access
-- Directory] services. Other applications may use them for their own purposes, but this will not constrain
-- extensionp and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU}T Rec. X.501 | ISO/IEC 9594-2
disfributedOperations, id-doa, id-kmr, informationFramework, opBindingManagement,
sel¢ctedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

ATTRIBUTE, MATCHING-RULE, Name
FROM InformationFramework informationFramework

OpérationalBindingID
FROM OperationalBindingManagement opBindingManagement

-- from ITUFT Rec. X.518 | ISO/IEC 9594-4

AcdessPoint, DitBridgeKnowledge, MasterAndShadowAccessPoints
FROM DistributedOperations distributedOperations

-- from ITUIT Rec. X.520 | ISO/IEC 9594-6

bit$tringMatch, directoryStringFirstComponentMatch
FROM SelectedAttributeTypes selectedAttributeTypes ;

dseType ATTRIBUTE ::= {

WITH SYNTAX DSEType
EQUALITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE
NO|USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-dseType }
DSEType [::5/BIT STRING {
rool (ﬂ)v ==toot DSE -
glue 2), -- represents knowledge of a name only --
cp 2), -- context prefix --
entry 3), -- object entry --
alias 4, -- alias entry --
subr 5), -- subordinate reference --
nssr (6), -- non-specific subordinate reference --
supr ), -- superior reference --
Xr (8), -- cross reference --
admPoint 9), -- administrative point --
subentry (20), -- subentry --
shadow (12), -- shadow copy --
immSupr (23), -- immediate superior reference --
rhob (14), -- rhob information --
sa (15), -- subordinate reference to alias entry --
dsSubentry (16), -- DSA Specific subentry --
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familyMember a7),
ditBridge (18),
writeableCopy (19)}

myAccessPoint ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

superiorkKnowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION

| SO/IEC 9594-2:2008 (E)

-- family member --
-- DIT bridge reference --
-- writeable copy --

AccessPoint
accessPointMatch
TRUE

TRUE

dSAOperation
id-doa-myAccessPoint }

AccessPoint
accessPointMatch
TRUE

USAGE
ID

specificKnowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO|USER MODIFICATION
USAGE
ID

nonSpecificKknowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO|USER MODIFICATION
USAGE
ID

SupplierOfConsumer ::= SET {
COMPONENTS OF
agreementID [3]

Supplierinformation ::= SET {
COMPONENTS OF
sugplier-is-master [4]
nor-supplying-master [5]

supplierKhowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO|USER MODIFICATION
USAGE
ID

Consumefinformation

consumerKnowlédge ATTRIBUTE ::= {
WITH.SYNTAX

AccessPoint,-- supplier.‘@r consumer --
OperationalBindingI®}

SupplierOrConsumer,
BOOLEAN DEFAULT TRUE,
AccessPoint OPTIONAL }

2= SupplierOrConsumer

dSAOperation
id-doa-superiorKnowledge }

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch
TRUE

TRUE

distributedOperation
id-doa-specificKknowledge }

MasterAndShadowAccessPaints
masterAndShadowAccessPointsMatch
TRUE

distributedOperation
id-doa-nonSpecificKnowledge }

-- supplier --

Supplierinformation
supplierOrConsumerinformationMatch
TRUE

dSAOperation
id-doa-supplierKnowledge }

-- consumer --

Consumerinformation

EQUACITY MATCHING RULCE
NO USER MODIFICATION
USAGE

ID

SupplierAndConsumers
COMPONENTS OF
consumers [3]

= SET{

secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID

AccessPoint,
SET OF AccessPoint }

SUpperorConsumermformationvarch
TRUE

dSAOperation
id-doa-consumerKnowledge }

-- supplier --

SupplierAndConsumers
supplierAndConsumersMatch
TRUE

dSAOperation
id-doa-secondaryShadows }
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ditBridgeKnowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID

-- matching rules --

DitBridgeKnowledge
directoryStringFirstComponentMatch
TRUE

dSAOperation
id-doa-ditBridgeKnowledge }

accessPointMatch MATCHING-RULE ::= {

SYNTAX Name

ID id-kmr-accessPointMatch }
masterAndShadowAccessPointsMatch MATCHING-RULE ::= {

SYNTAX SET OF Name

ID id-kmr-masterShadowMatch }
supplierOrConsumerinformationMatch MATCHING-RULE ::= {

SYINTAX SET{
ae-title
agreement-identifier

[O] Name,
[2] INTEGER }

ID id-kmr-supplierConsumerMatch }

supplierApdConsumersMatch MATCHING-RULE ::= {

SYINTAX Name

ID id-kmr-supplierConsumersMatch }

-- object idgntifier assignments --
-- dsa operdtional attributes --

id-doa-ds¢Type
id-doa-myjAccessPoint
id-doa-superiorKnowledge
id-doa-spé¢cificKknowledge
id-doa-nopSpecificKknowledge
id-doa-supplierKnowledge
id-doa-copsumerKnowledge
id-doa-se¢ondaryShadows
id-doa-ditBridgeKnowledge

-- knowledge matching rules --

id-kmr-ac¢essPointMatch
id-kmr-mgsterShadowMatch
id-kmr-supplierConsumerMatch
id-kmr-supplierConsumersMatch

END -- D$AOperationalAttribute Types

OBJECT IDENTIFIER = {id-doa 0}
OBJECT IDENTIFIER = {id-doa 1}
OBJECT IDENTIFIER = {id-doa 2}
OBJECT IDENTIFIER = {id-doa 3}
OBJECT IDENTIFIER = {id-doa 4}
OBJECT IDENTIFIER = {id-doa 5}
OBJECT.IDENTIFIER = {id-doa 6}
OBJECT IDENTIFIER = {id-doa 7}
OBYJECT IDENTIFIER = {id-doa 8}
OBJECT IDENTIFIER = {id-kmr 0}
OBJECT IDENTIFIER = {id-kmr 1}
OBJECT IDENTIFIER = {id-kmr 2}
OBJECT IDENTIFIER = {id-kmr 3}
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Annex G

Operational Binding Management in ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type, value and information object class definitions regarding Operational
Bindings relevant to this Directory Specification in the form of the ASN.1 module OperationalBindingManagement.

OperationalBindingManagement {joint-iso-itu-t ds(5) module(1) opBindingManagement(18) 6}

DEFINITIONS ::=

BEGIN

-- EXPORTSAII --

-- Directory
-- extension

IMPORTS
--fromITU
dirg

dirg
corn

OoP

hie

--fromITU

¢ Directory Secifications, and for the use of other applicatio

ns which will use themto access
services. Other applications may use them for their own purposes, but thiswill not constrain
5 and modifications needed to maintain or improve the Directory service.

T Rec. X.501 | ISO/IEC 9594-2

ctoryAbstractService, directoryShadowAbstractService, distributedOperations,
ctoryOSIProtocols, enhancedSecurity, hierarchicalOperationalBindings,
hmonProtocolSpecification

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

[IONALLY-PROTECTED-SEQ
FROM EnhancedSecurity enhancedSecurity

archicalOperationalBinding, nonSpecificHierarchicalOperationalBinding
FROM HierarchicalOperationalBindings hierdarehicalOperationalBindings

T Rec. X.511 | ISO/IEC 9594-3

CommonResultsSeq, directoryBind, securityError, SecurityParameters

--fromITU

Acd

--fromITU
id-6

id-g
oP

AP

FROM DirectoryAbstractService dixectoryAbstractService
T Rec. X.518 | ISO/IEC 9594-4

essPoint
FROM DistributedOperations distributedOperations

T Rec. X.519 | ISO/IEC'9594-5
rr-operationalBindingError, id-op-establishOperationalBinding,
p-modifyOperationalBinding, id-op-terminateOperationalBinding,
ERATION; ERROR

FROMCommonProtocolSpecification commonProtocolSpecification

PLICATION-CONTEXT

--fromITU

ERQM nirnr‘fnr\JanlDrnfnr‘nlc dirﬂr\tnr\}/ﬁQlDrnfnr‘nlc

-T Rec. X.525 | ISO/IEC 9594-9

shadowOperationalBinding

-- bind and

FROM DirectoryShadowAbstractService directoryShadowAbstractService

unbind --

dSAOperationalBindingManagementBind OPERATION ::= directoryBind

OPERATIONAL-BINDING ::= CLASS {

&Agreement,

&Cooperation OP-BINDING-COOP,

&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
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&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[ SYMMETRIC &both ]
[ ASYMMETRIC
[ ROLE-A &roleA ]
[ ROLE-B &roleB ]
ID &id }

OP-BINDING-COOP
&applContext
&Operations

;2= CLASS {
APPLICATION-CONTEXT,
OPERATION OPTIONAL }

WITH SYNTAX {
&applContext
[ APPLIES TO &Operations | }
OP-BIND-ROLE ::= CLASS{
&egtablish BOOLEAN DEFAULT FALSE,
&EsgtablishParam OPTIONAL,
&mppdify BOOLEAN DEFAULT FALSE,
&MpdifyParam OPTIONAL,
&tefminate BOOLEAN DEFAULT FALSE,
&Té¢rminateParam OPTIONAL }
WITH SYNTAX {
[ E$TABLISHMENT-INITIATOR &establish ]
[ E$TABLISHMENT-PARAMETER &EstablishParam ]
[ MDDIFICATION-INITIATOR &modify ]
[ MDDIFICATION-PARAMETER &ModifyParam ]
[ TERMINATION-INITIATOR &terminate ]
[ TERMINATION-PARAMETER &TerminateParamd.}
-- operatiors, arguments and results --
establish@perationalBinding OPERATION ::= {
ARGUMENT EstablishOperationalBindingArgument
RESULT EstablishOperationalBingdingResult
ERRORS {operationalBindingErfor | securityError}
COpPE id-op-establishOperationalBinding }
Establish@perationalBindingArgument =OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

binfingType [O] OPERATIONAL-BINDING.&id ({OpBindingSet}),
binfingID [1] OperationalBindingID OPTIONAL,
acdessPoint [2] AccessPoint,
-- symmetric, Role Asinitiates, or Role B initiates --
initlator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSetH{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam

({OpBindingSet}{@bindingType}) } OPTIONAL,

agreement [6] OPERATIONAL-BINDING.&Agreement
{OopBmMumMySer{@omaimyTyPES);

valid [7] Validity DEFAULT { },

securityParameters [8] SecurityParameters OPTIONAL } }

OpBindingSet OPERATIONAL-BINDING ::
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

{

OperationalBindingID ::= SEQUENCE {
identifier INTEGER,
version INTEGER }

Validity ::= SEQUENCE {
validFrom  [0]
now

CHOICE {

[0]  NULL,
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time [1] Time } DEFAULT now : NULL,
validUntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] Time } DEFAULT explicitTermination : NULL }

Time ::= CHOICE {
utcTime UTCTime,
generalizedTime  GeneralizedTime }

EstablishOperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [O] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID OPTIONAL,
accessPoint [2] AccessPoint,

-- symmetric, Role Areplies, or Role B replies --
initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet{@bindingType}),
roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet{@bindingType}),
roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
COMPONENTS OF CommonResultsSeq } }

modifyOpgrationalBinding OPERATION ::= {
ARGGUMENT ModifyOperationalBindingArgument

RESULT ModifyOperationalBindingResult

ERRORS { operationalBindingError | securityError }

COpPE id-op-modifyOperationalBinding }
ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

binfingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

binfingID [1] OperationalBindingID,

acdessPoint [2] AccessPoint OPTIONAL

-- symmetric, Role A initiates, or Role B initiates --
initfator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
newBindingID [6] OperationalBindingID,
newWAgreement [7] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
valild [8] Validity OPTIONAL,

sequrityParameters [9] SecurityParameters OPTIONAL } }

ModifyOperationalBindingResult ::= CHOICE {

nul [O] NULL,

profected  [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
newBindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING.&Agreement

({OpBindingSet}{@.bindingType}),

vartd Vadity OPTIONAL,
COMPONENTS OF CommonResultsSeq } } }

terminateOperationalBinding OPERATION ::= {
ARGUMENT TerminateOperationalBindingArgument

RESULT TerminateOperationalBindingResult

ERRORS {operationalBindingError | securityError}

CODE id-op-terminateOperationalBinding }
TerminateOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindingID [1] OperationalBindinglID,

-- symmetric, Role A initiates, or Role B initiates --

initiator CHOICE {

symmetric [2] OPERATIONAL-BINDING.&both.&TerminateParam

({OpBindingSetH{@bindingType}),
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roleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
terminateAt [5] Time OPTIONAL,
securityParameters [6] SecurityParameters OPTIONAL } }
TerminateOperationalBindingResult ::= CHOICE {
null [O] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingID OperationalBindinglID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

COMPONENTS OF CommonResultsSeq }}}
-- errors and parameters --
operationalBindingError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED-SEQ { OpBindingErrorParam }
COpPE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {
proplem [0] ENUMERATED {
invalidID (0),
duplicatelD ),
unsupportedBindingType (2),
notAllowedForRole 3),
parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),
currentlyNotDecidable (9),
modificationNotAllowed (20) },
binfingType [1] OPERATIONAL-BINDING.&id ({OpBindingSet}) OPTIONAL,
agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
retiy At [3] Time OPTIONALS
COMPONENTS OF CommonRestiltsSeq }

END -- OperationalBindingManagement
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Annex H

Enhanced security
(Thisannex forms an integral part of this Recommendation | International Standard)

This module is known to contain invalid specifications. Part of this module is therefore deprecated. The deprecated part
is indicated by ASN.1 comment items. A future edition will either remove the deprecated specifications or provide
updated specifications.

Enhanced

Security {joint-iso-itu-t ds(5) modules(1) enhancedSecurity(28) 6}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- EXPO

IMPORTS

--fromITU

aut

id-g

Att
OB

Att

--fromITU

Ce

GenmeralName, Keyldentifier

OPTIONA
ung

sig

OPTIONA
ung

sig

attributeV
Wi

ID

All ==

T Rec. X.501 | ISO/IEC 9594-2
henticationFramework, basicAccessControl, certificateExtensions, id-at, idcavc, id-mr,
¢, informationFramework

FROM UsefulDefinitions { joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}
ibute{}, ATTRIBUTE, AttributeType, Context, CONTEXT, MATCHING-RULE, Name,
JECT-CLASS, objectldentifierMatch, SupportedAttributes, top
FROM InformationFramework informationFramework

ibuteTypeAndValue
FROM BasicAccessControl basicAccessControl

T Rec. X.509 | ISO/IEC 9594-8

tificateSerialNumber, HASH{}, SIGNED{}

FROM AuthenticationFramework authenticationFramework
FROM CertificateExtensions certificateExtensions ;

| LY-PROTECTED { Type } ::=(GHOICE {

igned Type,

ned SIGNED {Type} }

| LY-PROTECTED-SEQ{ Type } ::= CHOICE {
igned Type,

hed [O] SIGNED { Type } }
hlueSecurityLabelContext CONTEXT ::={

H SYNTAX SignedSecurityLabel -- At most one security label context can be assigned
-- attribute value
id-avc-attributeValueSecurityLabelContext }

SignedSecurityLabel ::= SIGNED { SignedSecurityLabelContent }

SignedSecurityLabelContent ::= SEQUENCE {

attHash HASH {AttributeTypeAndValue},

issuer Name OPTIONAL, -- name of labelling authority
keyldentifier Keyldentifier OPTIONAL,

securityLabel SecurityLabel }

SecurityLabel ::= SET {

security-policy-identifier SecurityPolicyldentifier =~ OPTIONAL,
security-classification SecurityClassification OPTIONAL,
privacy-mark PrivacyMark OPTIONAL,
security-categories SecurityCategories OPTIONAL }

(ALL EXCEPT ( {-- none, at least one component shall be present --}))
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SecurityPolicyldentifier ::= OBJECT IDENTIFIER

SecurityClassification ::= INTEGER {
unmarked 0),
unclassified (1),
restricted 2),
confidential ),
secret 4,
top-secret 5)}

PrivacyMark ::= PrintableString (SIZE (1..MAX))

SecurityCategories ::= SET SIZE (1..MAX) OF SecurityCategory

clearance ATTRIBUTE ::= {
WITH SYNTAX Clearance
ID id-at-clearance }
Clearance ::= SEQUENCE {
pollcyld OBJECT IDENTIFIER,
clagsList ClassList DEFAULT {unclassified},
sedurityCategories SET SIZE (1..MAX) OF SecurityCategory OPTIONAL }
ClassList|::= BIT STRING {
unrmarked 0),
undlassified (2),
resfricted 2),
corffidential 3),
sedret 4,
topecret %)}
SecurityChtegory ::= SEQUENCE {
typge [O] SECURITY-CATEGORY.&id ({SecurityCategoriesTable}),
vallie [1] EXPLICIT SECURITY-CATEGORY .&Fype ({SecurityCategoriesTable} {@type
SECURITY-CATEGORY ::= TYPE-IDENTIFIER
SecurityChtegoriesTable SECURITY-CATEGORY ::=§ ...}

attributeln
Wi
SIN
1D

tegritylnfo ATTRIBUTE ::= {

H SYNTAX Attributelntegritylnfo

GLE VALUE TRUE
id-at-attributelAategrityinfo }

Attributelntegritylnfo ::= SIGNED {.AttributelntegritylnfoContent }

Attributeln
scd
sig
attr

Signer ::4
thidg

tegrityInfoContent. ;)= SEQUENCE {

pe Scope, -- Identifies the attributes protected

her SignerOPTIONAL, -- Authority or data originators name

bsHash AttribsHash } -- Hash value of protected attributes
CHOICE {

Entry. [0] EXPLICIT ThisEntry,

thir]

ThisEntry

dRarty  [1] Specificallyldentified }

::= CHOICE {

onlyOne NULL,
specific IssuerAndSerialNumber }

IssuerAndSerialNumber ::= SEQUENCE {

issuer Name,

serial CertificateSerialNumber }
Specificallyldentified ::= SEQUENCE {

name GeneralName,

issuer GeneralName OPTIONAL,

serial CertificateSerialNumber OPTIONAL }

(WITH COMPONENTS{ ..., issuer PRESENT, serial PRESENT } |
(WITH COMPONENTS { ..., issuer ABSENT, serial ABSENT }))
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Scope ::=

wholeEntry [O] NULL, -- Signature protects all attribute values in this entry

CHOICE {

selectedTypes [1] SelectedTypes

}

-- Sgnature protects all attribute values of the selected attribute types

SelectedTypes ::= SEQUENCE SIZE (1..MAX) OF AttributeType

AttribsHash ::= HASH { HashedAttributes }

HashedAttributes ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}

-- Attribute type and values with associated context values for the selected Scope

integritylnfo OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MUT CONTAIN { attributelntegrityInfo }
ID id-oc-integrityInfo }

attributeVhpluelntegrityiInfoContext CONTEXT ::= {

Wi
ID

AttributeV

H SYNTAX AttributeValuelntegritylnfo
id-avc-attributeValuelntegrityInfoContext }

aluelntegrityIinfo ::= SIGNED { AttributeValuelntegritylnfoContent }

AttributeMaluelntegritylnfoContent ::= SEQUENCE {

Sigher SignerOPTIONAL, -- Authority or data originators name

aVIHash AVIHash } -- Hash value of protected attribute
AVIHash |:= HASH { AttributeTypeValueContexts }

-- Attribute type and value with associated context val ues

AttributeTypeValueContexts ::= SEQUENCE {

typge ATTRIBUTE.&id ({SupportedAttributes}),

vallie ATTRIBUTE.&Type ({SupportedAttributes}{ @type}),

cortextList SET SIZE (1..MAX) OF Context“OPTIONAL }
-- Object identifier assignments --
-- object clgsses --
id-oc-integrityInfo OBJECT IDENTIFIER::= {id-oc 40}
-- attributeq --
id-at-clearfance OBJECT IDENTIFIER::= {id-at 55}
-- id-at-defgultDir Qop OBJECT IDENTIFIER ::= {id-at 56}
id-at-attriutelntegrityInfo OBJECT IDENTIFIER::= {id-at 57}
-- id-at-confKeylnfo OBJECT IDENTIFIER ::= {id-at 60}
-- matchingjrules --
-- id-mr-redderAndKeyl DMatch OBJECT IDENTIFIER ::= {id-mr 43}
-- contexts--
id-avc-attributeValueSecurityLabelContext OBJECT IDENTIFIER::= {id-avc 3}
id-avc-attributeValuelntegrityInfoContext OBJECT IDENTIFIER::= {id-avc 4}

END -- EnhancedSecurity
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