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Foreword
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International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
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Introduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

systems:
—  from different manufacturers;
u | L0 4+ %
- UITULCT UITICIUIIT 1uaua5u1uuum,
—  of different levels of complexity; and
—  of different ages.
This Recommendation | International Standard provides a number of different models for theDirectory 3s a framework

for th
(functi
and A
Frame

The gg
Direct

The g
distrib

This R

suppoft Directory Schema administration.

This R
define
may b
but do|

b other Recommendations in the ITU-T X.500 series | parts of ISO/IEC 9594 “/The models 3
onal) model; the administrative authority model, generic Directory Information(tMedels providing
ministrative User views on Directory information, generic DSA and DSA(information models,
work and a security model.

bry entries for those objects and how that information provides nanies-for objects.

eneric DSA and DSA information models and the Operational Framework provide support
ition.

ecommendation | International Standard provides a specialization of the generic Directory Informa

ecommendation | International Standard provides‘the foundation frameworks upon which industry
l by other standards groups and industry forums. Many of the features defined as optional in thg
e mandated for use in certain environments-through profiles. This fifth edition technically revises
es not replace, the fourth edition of this* Recommendation | International Standard. Implementa

ire the overall
Directory User
an Operational

pneric Directory Information Models describe, for example, how information about objects is gfouped to form

for Directory

tion Models to

profiles can be
se frameworks
and enhances,
tions may still

claim gonformance to the fourth edition. However, at some point, the fourth edition will not be supported (i.e., reported
defects will no longer be resolved). Ituis_ recommended that implementations conform to this fifth edifion as soon as
possible.

This fiffth edition specifies versions 1 and 2 of the Directory protocols.

The fi
design|
functi
negoti
specifi|
ISO/IH

Annex|

st and second editigns specified only version 1. Most of the services and protocols specified in
ed to function under~version 1. However some enhanced services and protocols, e.g., signed 4
n unless all Ditectory entities involved in the operation have negotiated version 2. Whichever v¢
hted, differefices between the services and between the protocols defined in the five editions, e}
cally assigred to version 2, are accommodated using the rules of extensibility defined in ITU-
C 9594=5:

his edition are
rrors, will not
rsion has been
kcept for those
[ Rec. X.519 |

Ay¢which is an integral part of this Recommendation | International Standard, summarizes the u

sage of ASN.1

object
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Annex B, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all of the definitions associated with the information framework.

Annex C, which is an integral part of this Recommendation | International Standard, provides the subschema
administration schema in ASN.1.

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Service Administration.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Basic Access Control.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with DSA operational attribute types.

© ISO/IEC 2005 — All rights reserved


https://iecnorm.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/IEC 9594-2:2005(E)

Annex G, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which

contains all the

definitions associated with operational binding management operations.

Annex H, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which

contains all the

definitions associated with enhanced security.

Annex I, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

Annex J, which is not an integral part of this Recommendation | International Standard, describes some criteria that can
be considered in designing names.

Annex K, which is not an integral part of this Recommendation | International Standard, provides some examples of

various aspects

of Schema.

Annex L, whic
semantics assod

Annex M, whid
of the use of B4

Annex N, whic|
entry combinati

Annex O, whic|
modelling of kif

Annex P, whicly is not an integral part of this Recommendation | International Standard, describes criteria on whd

name can be ai
values, and whg

Annex Q, whi(
subfilters.

Annex R, whid
and examples o

Annex S, whid
Naming Conce]

Annex T, whic
defined in this ]

Annex U, whid
defect reports tl

SOt A TItegrat part of S ReCOMIENAation | eI mationat Standard; provides am Overvicw
iated with Basic Access Control permissions.

h is not an integral part of this Recommendation | International Standard, provides an exténded ex
sic Access Control.

h is not an integral part of this Recommendation | International Standard, describés’some DSA-sf]
ons.

h is not an integral part of this Recommendation | International Standard,prevides a framework f
owledge.

1 alternative distinguished name or the primary distinguished name, whether it can contain alter]
ther it can include context information.

h is not an integral part of this Recommendation | Interpational Standard, describes the conc

h is not an integral part of this Recommendation |[NInternational Standard, describes recommend]
n how family members can be named.

h is not an integral part of this Recommendation | International Standard, gives an introduct
bts and Considerations.

h is not an integral part of this Reedmimendation | International Standard, lists alphabetically the
Recommendation | International Standard.

h is not an integral part of this Recommendation | International Standard, lists the amendmen
lat have been incorporated to form this edition of this Recommendation | International Standard.

f the

pmple

ecific

or the

ther a
hative

ept of

ations

on to

terms

s and

© ISO/IEC 2005 — All rights reserved


https://iecnorm.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/IEC 9594-2:2005 (E)

INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Models

SECTION 1 — GENERAL

1 Scope

The moddls defined in this Recommendation | International Standard provide a conceptual land termhinological
frameworld for the other ITU-T X.500-series Recommendations | parts of ISO/IEC 9594 which.define variouq aspects of
the Directqry.

The functonal and administrative authority models define ways in which the Dirfectory can be distrijuted, both
functionally and administratively. Generic DSA and DSA information models and.au Operational Framewdrk are also
provided tp support Directory distribution.

The gener|c Directory Information Models describe the logical structure of the“DIB from the perspective of Directory
and Administrative Users. In these models, the fact that the Directory isydistributed, rather than centraliped, is not
visible.

This Recommendation | International Standard provides a specialization of the generic Directory Informationf Models to
support Directory Schema administration.

The other [TU-T Recommendations in the X.500 series | parts of ISO/IEC 9594 make use of the concepts defjned in this
Recommendation | International Standard to define specializations of the generic information and DSA |models to
provide specific information, DSA and operational models supporting particular directory capabiljties (e.g.,
Replicatiof):

d) the service provided by the Directory is described (in ITU-T Rec. X.511 | ISO/IEC 9594-3) |n terms of
the concepts of the information framework: this allows the service provided to be somewhat imdependent
of the physical distribution, of the DIB;

B) the distributed operation-of the Directory is specified (in ITU-T Rec. X.518 | ISO/IEC 9594-4) so as to
provide that servicéy and therefore maintain that logical information structure, given that thqg DIB is in
fact highly distributed;

¢) replication capabilities offered by the component parts of the Directory to improve overall Directory
performaneeare specified (in ITU-T Rec. X.525 | ISO/IEC 9594-9).

The securjty model establishes a framework for the specification of access control mechanisms. It provides a
mechanisnp for identifying the access control scheme in effect in a particular portion of the DIT, and it dgfines three
flexible, specifie-access control schemes which are suitable for a wide variety of applications and styles ¢f use. The
security mpdelalso provides a framework for protecting the confidentiality and integrity of directory operafions using
mechanisms such as encryption and digital signatures. This makes use of the framework for authentication defined in
ITU-T Rec. X.509 | ISO/IEC 9594-8 as well as generic upper layers security tools defined in ITU-T Rec. X.830 |
ISO/IEC 11586-1.

DSA models establish a framework for the specification of the operation of the components of the Directory.
Specifically:

a) the Directory functional model describes how the Directory is manifested as a set of one or more
components, each being a DSA;

b) the Directory distribution model describes the principals according to which the DIB entries and
entry-copies may be distributed among DSAs;

¢) the DSA information model describes the structure of the Directory user and operational information
held in a DSA,
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d) the DSA operational framework describes the means by which the definition of specific forms of
cooperation between DSAs to achieve particular objectives (e.g., shadowing) is structured.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

2.1 Identical Recommendations | International Standards

4+ ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technologyr— Opkn Systems
Interconnection — Basic Reference Model: The Basic Model.

+  ITU-T Recommendation X.500 (2005) | ISO/IEC 9594-1:2005, Information téchnology — Opgn Systems
Interconnection — The Directory: Overview of concepts, models and servicés)

+  ITU-T Recommendation X.509 (2005) | ISO/IEC 9594-8:2005, Information technology — Opgn Systems
Interconnection — The Directory: Public-key and attribute certificateframeworks.

+  ITU-T Recommendation X.511 (2005) | ISO/IEC 9594-3:2005 /Anformation technology — Oppn Systems
Interconnection — The Directory.: Abstract service definition.

4+ ITU-T Recommendation X.518 (2005) | ISO/IEC 9594-4:2005, Information technology — Opgn Systems
Interconnection — The Directory: Procedures for distributed operation.

+  ITU-T Recommendation X.519 (2005) | ISO/IEC.9594-5:2005, Information technology — Opgn Systems
Interconnection — The Directory: Protocol specificdtions.

+  ITU-T Recommendation X.520 (2005) | ISOZAEC 9594-6:2005, Information technology — Oppn Systems
Interconnection — The Directory. Selected-attribute types.

1+ ITU-T Recommendation X.521 (2005)ISO/IEC 9594-7:2005, Information technology — Opgn Systems
Interconnection — The Directory. Sélected object classes.

4 ITU-T Recommendation X.525%2005) | ISO/IEC 9594-9:2005, Information technology — Opgn Systems
Interconnection — The Directory: Replication.

+  ITU-T Recommendation X.530 (2005) | ISO/IEC 9594-10:2005, Information technology — Opgn Systems
Interconnection — The Directory: Use of systems management for administration of the Directry.

+  ITU-T Recommendation X.660 (2004) | ISO/IEC 9834-1:2005, Information technology — Oppn Systems
Interconnection—'Procedures for the operation of OSI Registration Authorities: General procpdures and
top arcs of the ASN.1 Object Identifier tree.

+  ITU-T <Recommendation X.680 (2002) | ISO/IEC 8824-1:2002, Information technology 1 Abstract
Syntdx Notation One (ASN.1): Specification of basic notation.

4 LITW-T Recommendation X.681 (2002) | ISO/IEC 8824-2:2002, Information technology t+ Abstract
Syntax Notation One (ASN.1): Information object specification.

— ITU-T Recommendation X.682 (2002) | ISO/IEC 8824-3:2002, Information technology — Abstract
Syntax Notation One (ASN.1): Constraint specification.

— ITU-T Recommendation X.683 (2002) | ISO/IEC 8824-4:2002, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

— ITU-T Recommendation X.803 (1994) | ISO/IEC 10745:1995, Information technology — Open Systems
Interconnection — Upper layers security model.

—  ITU-T Recommendation X.811 (1995) | ISO/IEC 10181-2:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Authentication framework.

—  ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems — Access control framework.
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—  ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems
Interconnection — Security frameworks for open systems — Non-repudiation framework.

2.2 Paired Recommendations | International Standards equivalent in technical content

—  CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for
CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture.

2.3 Other references
—  IETF RFC 3377 (2002), Lightweight Directory Access Protocol (v3): Technical Specification.

3 Definitions

For the pufposes of this Recommendation | International Standard, the following definitions apply.

3.1 Communication Definitions

The following terms are defined in ITU-T Rec. X.519 | ISO/IEC 9594-5:
d4) application-context;

B) application-entity;

4) application process.

3.2 Basic directory definitions

The following terms are defined in ITU-T Rec. X.500 | ISO/IEC-9594-1:
d4) Directory;

B) Directory Access Protocol;

d4) Directory Information Base;

d) Directory Operational BindingManagement Protocol;
¢) Directory System Protocol;

f)  (Directory) user.

33 Distributed operation definitions
The following terms are defined in ITU-T Rec. X.518 | ISO/IEC 9594-4:
d) access point;

hierarchical operational binding;

)
4) ~ name resolution;
)

non-specitic hierarchical aperational binding:
g J r o

e) relevant hierarchical operational binding.

34 Replication definitions

The following terms are defined in ITU-T Rec. X.525 | ISO/IEC 9594-9:
a) cache-copy;
b) consumer reference;,

c) entry-copy;,
d) master DSA;
e) primary shadowing;
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f)  replicated area;

g) replication;

h) secondary shadowing;

i)  shadow consumer;

j)  shadow supplier,

k) Shadowed DSA-Specific Entry;
1)  shadowing;

m) supplier reference.

The definitions of terms defined in this Recommendation | International Standard are included at the beginning of
individual clauses, as appropriate. An index of these terms is provided in Annex T for easy reference.

4 Abbreviations
For the pufposes of this Recommendation | International Standard, the following abbreviations apply.
ACDF Access Control Decision Function
ACI Access Control Information
ACIA Access Control Inner Area
ACSA Access Control Specific Area
ADDMD Administration Directory Management Domain
ASN.1 Abstract Syntax Notation One
AVA Attribute Value Assertion
BER (ASN.1) Basic Encoding Rules
DACD Directory Access Control Domain
DAP Directory Access Protocol
DIB Directory Information Base
DISP Directory Information Shadowing Protocol
DIT Directory InformationTree
DPMD Directory Managément Domain
DPMO Domain Management Organization
DOP Directory.Operational Binding Management Protocol
DSA Dirgctory System Agent
DSE DSA-Specific Entry
ISP Directory System Protocol
DUA Directory User Agent
HOB Hierarchical Operational Binding
CDAP TIghTWeIgiT DITectory Access PTotocot
NHOB Non-specific Hierarchical Operational Binding
NSSR Non-Specific Subordinate Reference
PRDMD Private Directory Management Domain
RDN Relative Distinguished Name
RHOB Relevant Hierarchical Operational Binding (a HOB or NHOB, as appropriate)
SDSE Shadowed DSE
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5 Conventions

With minor exceptions this Directory Specification has been prepared according to the Rules for presentation of ITU-T |
ISO/IEC common text, November 2001.

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean ITU-T Rec. X.501 |
ISO/IEC 9594-2. The term "Directory Specifications" shall be taken to mean the X.500-series Recommendations and all
parts of ISO/IEC 9594.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e., the 1988 edition of the series of CCITT X.500 Recommendations and the ISO/IEC
9594:1990 edition. This Directory Specification uses the term second edition systems to refer to systems conforming to
the second edition of the Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations
and the ISO/IEC 9594:1995 edition. This Directory Specification uses the term third edition systems to refer to systems
conforminf to the third edition ol the Directory Specilications, 1.e., the 1997 edition of the series of ITYU-T X.500
Recommendations and the ISO/IEC 9594:1998 edition. This Directory Specification uses the termfouyth edition
systems to|refer to systems conforming to the fourth edition of the Directory Specifications, i.e., the\2001 fditions of
ITU-T Refes X.500, X.501, X.511, X.518, X.519, X.520, X.521, X.525, and X.530, the 2000 edition|of ITU-T
Rec. X.509, and parts 1-10 of the ISO/IEC 9594:2001 edition.

This Direqtory Specification uses the term fifth edition systems to refer to systems conformingto the fifth edjtion of the
Directory [Specifications, i.e., the 2005 editions of ITU-T Recs X.500, X.501, X.509, X.511, X.518, X.5[19, X.520,
X.521, X.425, and X.530 and parts 1-10 of the ISO/IEC 9594:2005 edition.

This Direcfory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and values are
referenced|in normal text, they are differentiated from normal text by presenfing them in the bold Helvetich typeface.
The names of procedures, typically referenced when specifying the semantics of processing, are differenfiated from
normal texft by displaying them in bold Times. Access control permissions ‘are presented in italicized Times.

n_n

If the iten]s in a list are numbered (as opposed to using
procedure.

or letfers), then the items shall be considered steps in a
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SECTION 2 — OVERVIEW OF THE DIRECTORY MODELS

6 Directory Models

6.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

6.1.1 administrative authority: An agent of the Domain Management Organization concerned with various
aspects of Directory administration. The term administrative authority (in lower case) refers to the power vested in an
Administrative Authority by the Domain Management Organization to execute policy.

6.1.2 dministrafion directory management domain (ADDMD):” A~ DMD which 1s managgd by an
Administrgtion.

NOTE { The term Administration denotes a public telecommunications administration or other organization off¢ring public
unications services.

irectory administrative and operational information: Information used~by the Dirgctory for

6.1.4 IT domain: That part of the global DIT held by the DSAs forming a DMD.

6.1.5 irectory management domain (DMD): A set of one or more DSAs and*zero or more DUAs mahaged by a

single orggnization

6.1.6 omain management organization: An organization that manages a DMD (and the associated DIT Domain).

6.1.7 irectory user information: Information of interest to users-afid their applications.

6.1.8 irectory system agent (DSA): An OSI application process which is part of the Directory.

6.1.9 irectory) user: The end user of the Directory, i.e.;th€ entity or person which accesses the Directqry.

6.1.10 irectory user agent (DUA): An OSI applicatisnprocess which represents a user in accessing the Directory.
NOTE 1 DUAs may also provide a range of local facilities,to assist users compose queries and interpret the responses}

6.1.11 DAP client: An application process which represents a user in accessing the Directory via the L{ightweight

Directory Access Protocol (LDAP).

6.1.12 DAP requestor: A DSA that is;eapable of issuing requests via the Lightweight Directory Accegs Protocol

(LDAP) anpd that is capable of understaniding and handling LDAP responses.

6.1.13 LDAP responder: A DSA ‘that is capable of understanding and responding to requests via the Llightweight
Directory Access Protocol (LDAP).

6.1.14 LDAP server: An-application process which is part of the Directory, holds a part of the DIB, [and which
responds tp requests via the Lightweight Directory Access Protocol (LDAP).

6.1.15  private directory management domain (PRDMD): A DMD which is managed by an organizpation other
than an Administrafion.

6.2 Fire Directory amd-itsusers
The Directory is a repository of information. This repository is known as the Directory Information Base (DIB).
Directory services provided to users are concerned with various kinds of access to this information.

The services provided by the Directory are defined in ITU-T Rec. X.511 | ISO/IEC 9594-3.

A Directory user (e.g., a person or an application-process) obtains Directory services by accessing the Directory. More
precisely, a Directory User Agent (DUA) or a Lightweight Directory Access Protocol (LDAP) client actually accesses
the Directory and interacts with it to obtain the service on behalf of a particular user. The Directory provides one or
more access points at which such accesses can take place. These concepts are illustrated in Figure 1.

A DUA is manifested as an application-process. In any instance of communication, each DUA represents precisely one
directory user.
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The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSAs)

and/or LDAP servers, each of which provides zero, one or more of the access points. For a more detailed description of
DSAs, see 21.2.
NOTE 1 — Some open systems may provide a centralized DUA function retrieving information for the actual users (application-
processes, persons, etc.). This is transparent to the Directory.
NOTE 2 — The DUA functions and a DSA can be within the same open system, and it is an implementation choice whether to
make one or more DUAs visible within the OSI Environment as application-entities.

NOTE 3 — A DUA may exhibit local behaviour and structure which is outside the scope of envisaged Directory Specifications.
For example, a DUA which represents a human directory user may provide a range of local facilities to assist its user to compose
queries and interpret the responses.

Access Point

Directory
user

X.501_F01

Figure 1 — Access to the D'&tory

N
6.3 Directory and DSA Information Models ‘\0

<
6.3.1 Generic Models \‘9

N

Directory nformation may be classified as either: ~\®

user information, placed in the ]Be tory by, or on behalf of, users; and subsequently administered by, or
on behalf of, users. Section tovides a model of this information; or

+  administrative and ope&»’al information, held by the Directory to meet various adminisjrative and
operational requirements. Section 5 provides a model of this information. Also provided in Seftion 5 is a
specification of thglationship between the user, administrative and operational information odels.

These moflels, presenting V'@ of the DIB from different perspectives, are referred to as the generiq Directory
Informatiojn Models. C)

Directory jnformatio els describe how the Directory as a whole represents information. The composition of the
Directory fs a set entially cooperating DSAs is abstracted from the model. The DSA information model, on the
other hand, is eég;%ally concerned with DSAs and the information that must be held by DSAs in order that the set of

DSAs conip the Directory may together realize the Directory information model. The DSA Informatioh Model is
provided in gﬁses 22 through 23.

The DSA information model is a generic model describing the information held by DSAs and the relationship between
this information and the DIB and DIT.

Some, but not all, of the information represented by the DSA information model is accessible via the Directory abstract
service. Therefore, administration of all of the information described in these Directory Specifications is not possible
via the Directory abstract service. It is envisioned that administration of DSA information will initially be a local
matter, but that eventually some generic system management service will be employed to provide access to all of the
information described in the DSA information model.
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6.3.2 Specific Information Models

Subsequent to the development of generic models for the Directory as a whole and for its components, specific
information models are required for the standardization of particular aspects of the operation of the Directory and its
components.

The generic Directory Information Models establish a framework for the following specific information models:

— an access control information model;

—  asubschema information model;

— acollective attribute information model.

The generic DSA Information Model in turn establishes a framework for the following specific information models:

— amodel for a DSA's distribution knowledge:

6.4 Directory Administrative Authority Model

A Directofy Management Domain (DMD) is a set of one or more DSAs and zero or more DYAS managed

organizati

That part

correspong

functional
Directory

1+  The term "DMD" may also be used as a general tee when both aspects of management are

a model for a DSA's replication knowledge.

n.

f the global DIT held by (the DSAs forming) a DMD is referred to as a DIT Domain. There is a

nformation. Two important points regarding this terminology are:
contain the root of the global DIT.

together.

by a single

one to one

ence between DMDs and DIT Domains. The term "DMD" is used when.réferring to the manageinent of the
components of the Directory. The term "DIT Domain" is used when referring to the management of

A DIT Domain consists of one or more disjoint subtrees ofsthe DIT (see 11.5). A DIT Domain shall not

considered

An organifation that manages a DMD (and the associated DIT Domain) is referred to as a Domain Mpnagement

Organization (DMO).

NOTE
public
otherwi

elecommunications services) in which case (the managed DMD is said to be an Administration DMD

— A DMO may be an Administration (i.e., a public telecommunications administration or other organizatjon offering

(ADDMD);

ke, it is a Private DMD (PRDMD). It should\be recognized that the provision of support for private directory] systems by

ITU-T members falls within the framework of national regulations. Thus, the technical possibilities described may oif may not be

offered
within t|

Figure 2 il

A
\ 4

X.501_F02

Figure 2 — Directory management
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Management of a DUA by a DMO implies an ongoing responsibility for service to that DUA, e.g., maintenance, or in
some cases ownership, by the DMO. The DMO may or may not elect to make use of the Directory Specifications to
govern any interactions among DUAs and DSAs which are wholly within the DMD.

An agent of a DMO concerned with various aspects of Directory administration is referred to as an Administrative
Authority. The term administrative authority (in lower case) refers to the power vested in an Administrative Authority
by a DMO to execute policy.

NOTE 2 — A Directory Administrative Authority Model is specified in Section 4.

A DMD may be assigned an object identifier (a DMD-id) for convenience in reference, for example in search-rules.

ITU-T Rec. X.501 (08/2005) 9
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SECTION 3 — MODEL OF DIRECTORY USER INFORMATION

7 Directory Information Base

7.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

7.1.1 alias entry: An entry of the class "alias" containing information used to provide an alternative name for an
object or alias entry.

7.1.2 ancestor: The entry at the root of the hierarchy of family members that comprise a compound entry.

7.1.3 ¢ompound entry: A representation of an object in terms of family members that are hierarchically organized
into one o1l more families of entries.

7.1.4 derived entry: Entry information in a search result containing attribute values obtained by-performing a join
on data thdt originated from more than one Directory entry.

7.1.5 Iirect superclass: Relative to a subclass — an object class from which the subclass‘is directly derivgd.

7.1.6 irectory information base (DIB): The complete set of information to which the Directory provifles access,
and which includes all of the pieces of information which can be read or manipiilated using the operations of the
Directory.

7.1.7 directory information tree (DIT): The DIB considered as a treeq, whose vertices (other than the r¢ot) are the
Directory ¢ntries.

NOTE + The term "DIT" is used instead of "DIB" only in contexts wherethé.tree structure of the information is relevjnt.
7.1.8 jdirectory) entry: A named collection of information within the DIB. The DIB is composed of entifies.
a

7.1.9 mily: A hierarchical subset of family member entries that represents a particular class of informafion within
a compourld entry. The root of each family within a competid entry is the ancestor, but apart from the shared ancestor,
families dp not share common members. A family is distinguished from other families within a compound entry by
having a cpmmon class (structural object class) for each ‘family member that is immediately subordinate to th¢ ancestor.

7.1.10 Il"mily member: A member of a hierarchical collection of entries that comprise a compound entry.

7.1.11 mediate superior (noun): Relative to a particular entry or object (it shall be clear from the context which
is intended), the immediately superior entry-or object.

7.1.12  immediately superior entry: Relative to a particular entry — an entry which is at the initial vertex ¢f an arc in
the DIT whose final vertex is that.of the particular entry.

7.1.13 immediately superior object: Relative to a particular object — an object whose object entry is the[immediate
superior of any of the entries-(object or alias) for the second object.

7.1.14  g¢bject (of-interest): Anything in some 'world', generally the world of telecommunications and ihformation
processing or somepart thereof, which is identifiable (can be named), and which it is of interest to hold infoymation on
in the DIB

7.1.15  abject class: An identified family of objects (or conceivable objects) which share certain characteriktics.

7.1.16  object entry: An entry which is the primary collection of information in the DIB about an object, and which
can therefore be said to represent that object in the DIB.

7.1.17  related entries: A set of (directory) entries, each of which can be identified as holding information in the DIB
about a particular real-world object of interest. Different entries in the set may contain different types of information
about the real-world object, and may even contain conflicting information.
NOTE 1 — The value of information within a set of related entries depends on the reliability of the identification of each entry
with the real-world.

NOTE 2 - It is possible, but not necessary, for related entries to exist in separate DITs and to have identical distinguished names.
Similarly, it is possible for non-related entries to have identical distinguished names; however, it is recommended that identical
distinguished names be used only for related entries.
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7.1.18 subclass: Relative to one or more superclasses — an object class derived from one or more superclasses. The
members of the subclass share all the characteristics of the superclasses and additional characteristics possessed by none
of the members of those superclasses.

7.1.19  subordinate: The converse of superior.

7.1.20  superclass: Relative to a subclass — a direct superclass, or superclass to an object class that is a direct
superclass (recursively).

7.1.21  superior: (Applying to entry or object) immediately superior, or superior to one which is immediately
superior (recursively).

7.2 Objects

fgcts) which

e 'world'. An object can be anything in that world which is identifiable (can be named).
NOTE | — The 'world' is generally that of telecommunications and information processing or some part thereef.

NOTE 2 — The objects known to the Directory may not correspond exactly with the set of 'real' things inthe world. Hor example,
a real-world person may be regarded as two different objects, a business person and a residential person, as’far as the|Directory is
concerned. The mapping is not defined in this Directory Specification, but is a matter for the users and"“providers of the Directory
in the cgntext of their applications.

An object|class is an identified family of objects, or conceivable objects, which share) certain characterisfics. Every
object belpngs to at least one class. An object class may be a subclass of otherObject classes, in whidh case the
members ¢f the former class, the subclass, are also considered to be members(of'\the latter classes, the superclasses.
There may| be subclasses of subclasses, etc., to an arbitrary depth.

7.3 Directory entries
The DIB i§ composed of (Directory) entries. An entry is a named collection of information.

There are four kinds of entries:

1  Object entries: Representing the primary cellection of information in the DIB about a particyilar object.
For any particular object, there is precisely one object entry or compound entry (see 8.10). [The object
entry is said to represent the object.~An object entry is either a single entry or a comppund entry
comprising an aggregate of entries_together representing the object.

+  Alias entries: Used to provide alternative names for object entries (possibly the ancestor of a|compound
entry, but not child family members).

+  Subentries: Representinig;a collection of information in the DIB used to meet adminisfrative and
operational requirements of the Directory. Subentries are discussed in Section 5.

1 Family members=Special entries that are components of a compound entry. The ancestor of ajJcompound
entry is also a-family member.

A user viep of the structureof directory entries is depicted in Figure 3 and described in 8.2.
Each entry| contains(an) indication of the object classes, and their superclasses, to which the entry belongs.

Some objgct entries are specially designated for the purpose of Directory administration. These entries pre termed
administrafive entries. The Directory user is not normally aware of this, and views these entries in the same way as
other objectentrres:

7.4 The Directory Information Tree (DIT)

In order to satisfy requirements for the distribution and management of a very large DIB, and to ensure that entries can
be unambiguously named and rapidly found, a flat structure is not likely to be feasible. Accordingly, the hierarchical
relationship commonly found among objects (e.g., a person works for a department, which belongs to an organization,
which is headquartered in a country) can be exploited, by the arrangement of the entries into a tree, known as the
Directory Information Tree (DIT).

NOTE — An introduction to the concepts and terminology of tree structures can be found in Annex I.
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The component parts of the DIT have the following interpretations:

a) the vertices are the entries. Object entries may be either leaf or non-leaf vertices, whereas alias entries are
always leaf vertices. The root is not an entry as such, but can, where convenient to do so [e.g., in the
definitions of b) and c¢) below], be viewed as a null object entry [see d) below];

b) the arcs define the relationship between vertices (and hence entries). An arc from vertex A to vertex B
means that the entry at A is the immediately superior entry (immediate superior) of the entry at B, and
conversely, that the entry at B is an immediately subordinate entry (immediate subordinate) of the entry
at A. The superior entries (superiors) of a particular entry are its immediate superior together with its
superiors (recursively). The subordinate entries (subordinates) of a particular entry are its immediate
subordinates together with their subordinates (recursively);

c) the object represented by an entry is, or is closely associated with, the naming authority (see clause 8) for
its subordinates;

d) the root represents the highest level of naming authority for the DIB.

A superiof/subordinate relationship between objects can be derived from that between object entriessAn dbject is an
immediately superior object (immediate superior) of another object if and only if the object entry-for‘the firpt object is
the immediate superior of any of the object entries for the second object. The terms immediately’subordinate object,
immediate|subordinate, superior and subordinate (applied to objects) have their analogous meéanings.

Permitted fuperior/subordinate relationships among objects are governed by the DIT structure definitions (seg 13.7).

The Direcfory maintains, in addition to information concerning Directory entries;{additional informatior| regarding
collectiong of Directory entries. Such collections may be subtrees (of the DIT) ¢t subtree refinements (whein not a true
tree structyre). See clause 12.

8 Directory entries

8.1 Definitions
For the pufposes of this Directory Specification, the following definitions apply:

8.1.1 gnchor attribute: A user attribute havingfriends, as defined within the relevant subschema. An anchor
attribute cin be used to cause friend attributes tobe“included in the set of attributes to be selected, or conbidered for
matching ip a Search operation, without havingto be itself present in an entry.

8.1.2 gttribute: Information of a particular type. Entries are composed of attributes.
8.1.3 yser attribute: An attribute tepresenting user information.
8.14 gttribute hierarchy: The.aspect of an attribute that permits a user attribute type to be derived frpm a more

generic usgr attribute type. The telationship of the two attribute type definitions (which mandates certain bghaviour of
attributes ¢orresponding to these attribute types) is thus hierarchical.

8.1.5 gttribute subtype (subtype): An attribute type A is related to another attribute type B by the fact] that either
A has beer} derived from B, in which case A is a direct subtype of B, or A has been derived from an attribute fype which
is a subtype of B,sin*which case A is an indirect subtype of B.

8.1.6 attribute supertype (supertype): An attribute type B is related to another attribute type A by the fact that
either A hasbeenrdertved-from B, trwhichease B-tsafrect DuPLd_t_yljb of A, orAtasbeendertved-froman attribute

type which is a subtype of B, in which case B is an indirect supertype of A.

8.1.7 attribute type: That component of an attribute which indicates the class of information given by that
attribute.

8.1.8 attribute value: A particular instance of the class of information indicated by an attribute type.

8.1.9 attribute value assertion: A proposition, which may be true, false, or undefined, according to the specified

matching rules for the type, concerning the presence in an entry of an attribute value of a particular type.

8.1.10  auxiliary object class: An object class which is descriptive of entries or classes of entries and is not used for
the structural specification of the DIT.

8.1.11  collective attribute: A user attribute whose values are the same for each member of an entry collection.
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8.1.12  context: A property that can be associated with a user attribute value to specify information that can be used
to determine the applicability of the value.

8.1.13  context assertion: A proposition, which may be true or false, regarding a context type and particular context
values for that type, that determines the applicability of an attribute value.

8.1.14  context type: That component of a context which indicates its type or purpose.
8.1.15  context list: The set of contexts associated with an attribute value.
8.1.16  context value: A particular instance of the property indicated by a context type.

8.1.17  derived attribute: An attribute whose value or values is computed in whole or in part rather than directly
stored.

8.1.18 erived obje assvalue A value of an obje ass—whose presence-is not-administered by a user but is
computed.|Derived object class values are categorized as abstract.

8.1.19  direct attribute reference: Reference (in the Directory and DSA abstract service) to oneyor mofe attribute
values usifg the identifier of their attribute type.

8.1.20 istinguished value: An attribute value in an entry which may appear in the relativedistinguish¢d name of
the entry.

8.1.21 dummy attribute: An attribute that is defined as a user attribute but which,shall never be present in an entry.
Only an arJchor attribute can be a dummy attribute.

8.1.22  ¢ntry collection: A collection of entries belonging to an explicitly speeified subtree or subtree refinement of
the DIT.

8.1.23  friend attributes: A set of user attributes associated with<a specific user attribute (known as|an anchor
attribute) py an administrative authority, for inclusion in a set of attributes returned when the anchor ttribute is
specified, pr used potentially to match a predicate which includes a‘¢ondition on the anchor attribute.

8.1.24  indirect attribute reference: Reference (in the Directory and DSA abstract service) to one or mofe attribute
values usijg the identifier of a supertype of their attribute type.

8.1.25 atching rule: A rule, forming part of the Directory Schema, which allows entries to be selected by making a
particular gtatement (a matching rule assertion) concéning their attribute values.

8.1.26  matching rule assertion: A proposition, which may be true, false or undefined, concerning the prefence in an
entry of atfribute values meeting the criteria defined by the matching rule.

8.1.27  ¢perational attribute: An attribute representing operational and/or administrative information.

8.1.28 tructural object class:+An-object class used for the structural specification of the DIT.

8.1.29 tructural object class of an entry: With respect to a particular entry, the single structural object| class used
to determipe the DIT Content/Rule and DIT Structure Rule applying to the entry. This object class is indicated by the
structuralObjectClass ‘operational attribute. This object class is the most subordinate object class of fthe entry's
structural ¢pbject class-stperclass chain.
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Overall structure

As depicted in Figure 3, an entry consists of a set of attributes.

Each attrili
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Figure 3 — Structure of an entry
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described in clause 12.

Attribute
typ

values

::= SEQUENCE {
e ATTRIBUTE.&id ({ SupportedAttributes }),
SET SIZE (0..MAX) OF ATTRIBUTE.&TYPE ({SupportedAttributes}{@type}),

valuesWithContext SET SIZE (1..MAX) OF SEQUENCE {

ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
SET SIZE (1..MAX) OF Context } OPTIONAL }

value
contextList

An attribute may be designated as single-valued or multi-valued. The Directory shall ensure that single-valued attributes
have only a single value. This value may have a context list to associate properties with the attribute value. Attributes in
storage shall have at least one value, but may at times appear to have zero values when transferred to or from storage
(e.g., because values are hidden by access control).
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8.3 Object classes

Object classes are used in the Directory for a number of purposes:
—  describing and categorizing objects and the entries that correspond to these objects;
—  where appropriate, controlling the operation of the Directory;
— regulating, in conjunction with DIT structure rule specifications, the position of entries in the DIT;

— regulating, in conjunction with DIT content rule specifications, the attributes that are contained in
entries;

— identifying classes of entry that are to be associated with a particular policy by the appropriate
administrative authority.

Some object classes will be internationally standardized. Others will be defined by national administrative authorities
and/or priyate organizations. This implies that a number of separate authorities will be responsible for defihing object
classes anfl unambiguously identifying them. This is accomplished by identifying each object class(witl] an object
identifier when the object class is defined. A notation for this purpose is provided in 13.3.3.
NOTE | — An administrative authority may use object classes other than the useful object classes defirfed and regigtered in the
Directofy Specifications. An administrative authority may itself specify and register object classes, forexample, to|supplement
those dgfined in the Directory Specifications.

An object [class (a subclass) may be derived from an object class (its direct superclass).which is itself derivpd from an
even more|generic object class. For structural object classes, this process stops at the/mest generic object clags, top. An
ordered set of superclasses up to the most superior object class of an object class is its superclass chain.

An object|class may be derived from two or more direct superclasses (supérelasses not part of the same|superclass
chain). This feature of subclassing is termed multiple inheritance.

The speciffcation of an entry's or family member's object class identifies whether an attribute is mandatory gr optional;
this specification also applies to its subclasses. The subclass may beysaid to inherit the mandatory and optionjal attribute
specificatipn of its superclass. The specification of a subclass may indicate that an optional attribute of the syperclass is
mandatory] in the subclass.

If an objeft class specifies an anchor attribute having friehd attributes as optional or mandatory, this automatically
includes fifiend attributes as optional attributes without necessarily being included in any object class defigition or in
any conterlt rule.

An object [class may define a dummy attribute as a mandatory or optional attribute if the dummy attribute iy an anchor
attribute. If an object class specifies a dummiy-anchor attribute type as a mandatory or optional attribute, fthe anchor
attribute shall not appear in an entry of, thisTobject class, but if specified as a mandatory attribute, at leasf one of its
friends attfibute shall be present. However, if a non-dummy anchor attribute type is specified as a mandatofy attribute
type, an atfribute of the anchor attributetype shall be present.

Friend attrjbute types shall notbepresent if excluded by content rules.

There are three kinds of object/class:

+  AbstractObject Classes;

1 Structural Object Classes; and
1 , Auxiliary Object Classes.

NOTE 2 ~This Dlreetory Spec1ﬁcat10n does not restrict the deﬁmtlon of subclasses to those of the same kmd (ile., abstract,
structur ly 1mpacted
in some 51tuat10ns most notably when using structural object elasses that are subclasses of aux111ary object classes and vice versa.

Each object class is of precisely one of these kinds, and remains of this kind in whatever situation it is encountered
within the Directory. The definition of each object class shall specify what kind of object that it is.

All entries shall be a member of the object class top and at least one other object class.

8.3.1 Abstract Object Classes

An abstract object class is mainly used to derive other object classes, providing the common characteristics of such
object classes. An entry shall not belong only to abstract object classes.

top is an abstract object class used as a superclass of all structural object classes.
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In addition to its use for deriving other object classes, an abstract object class value can be a derived value; that is, its
presence is computed or inferred by the Directory. For example, the parent object class value for a particular entry is
computed or inferred from the presence of a family member, of auxiliary object class child, immediately subordinate to
the entry.

8.3.2 Structural Object Classes

An object class defined for use in the structural specification of the DIT is termed a structural object class. Structural
object classes are used in the definition of the structure of the names of the objects for compliant entries.

An object or alias entry is characterized by precisely one structural object class superclass chain which has a single
structural object class as the most subordinate object class. This structural object class is referred to as the structural
object class of the entry.

Structural pbject-classes-arerelated-to-associated entries:

1 an entry conforming to a structural object class shall represent the real-world object constrained by the
object class;

+  DIT structure rules only refer to structural object classes; the structural object class’of an entry is used to
specify the position of the entry in the DIT;

1  the structural object class of an entry is used, along with an associated DIT\Content rule, to pontrol the
content of an entry.

The structyiral object class of an entry shall not be changed.

8.3.3 Auxiliary Object Classes

Specific applications using the Directory will frequently find it useful to specify an auxiliary object class which may be
used in th¢ construction of entries of several types. For example, message handling systems make use of the auxiliary
class MHY User (see ITU-T Rec. X.402 | ISO/IEC 10021-2) to spetify a package of mandatory and optionhl message
handling afttributes for entry types whose structural object class.iswariable, e.g., Organizational Person or Residential
Person.

In certain ¢nvironments, there is a need to be able to add te‘er remove from the list of attributes permitted in pn entry of
a particula}, perhaps standardized, class (or classes).

This requirement may be met by the definition afd use of an auxiliary object class having semantics, known and
maintained within a local community, which change from time to time as needed.

This requifement may also be met using-the facilities of DIT content rule definitions to dynamically (i.p., without
registratiof) allow the addition or exclusien/of attributes from entries at particular points in the DIT (see 13.3]3).

Auxiliary pbject classes are descriptive of entries or classes of entries.

Therefore,|besides being a membet of the structural object class, an entry may be optionally a member of ope or more
auxiliary dbject classes.

An entry'sfauxiliary objeet-classes may change over time.

NOTE + The unregistered object class facility, available in the first edition of these Directory Specifications to |support the
requirerpents discussed in this clause, is now deprecated in favour of the use of DIT content rules.

8.34 Qbject Class Definition and the first edition of this Directory Specification

Object classes defined using the terminology of the first edition of this Directory Specification will not be classified as
one of structural, auxiliary or abstract.

Alias object classes specified using the terminology of the first edition of this Directory Specification may be
considered to be specified as either abstract, auxiliary or structural object classes and deployed in a subschema
accordingly.

8.4 Attribute Types

Some attribute types will be internationally standardized. Other attribute types will be defined by national
administrative authorities and private organizations. This implies that a number of separate authorities will be
responsible for defining types and unambiguously identifying them. This is accomplished by identifying each attribute
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type with an object identifier when the type is defined. Using the notation of the ATTRIBUTE information object class
defined in 13.4.8, an attribute type is defined as:

AttributeType ::= ATTRIBUTE.&id
All attributes in an entry shall be of distinct attribute types.

Certain attributes may not be stored and accessible in entries, but are intended to be carried in operations to convey
information, e.g., diagnostics information, that conveniently can be expressed as attributes. Other attributes, called
control attributes, may as part of their definition specify a special procedure to be executed based on the information in
the attribute. A control attribute may be specified in an operation, placed in entries, etc. See 7.5.3 of ITU-T Rec. X.520 |
ISO/IEC 9594-6 for an example.

There are a number of attribute types which the Directory knows about and uses for its own purposes. They include:

d) objectClass — An attribute of this type appears in every entry, and indicates the objec¢t-dlasses and
superclasses to which the object belongs.

) aliasedEntryName — An attribute of this type appears in every alias entry, and holds the nanje (see 8.5)
of the entry which the alias entry references.

These attriputes are defined in 13.4.8.

The types|of user attributes which shall or which may appear within an object or alias entry are governgd by rules
applying tp the indicated object classes as well as by the DIT content rule for thdt entry (see 13.8). THe types of
attributes ywhich may appear in a subentry are governed by the rules of the systemrschema.

Some Dirdctory entries may contain special attributes not normally visible fo the Directory User. These atfributes are
called operational attributes and are used to meet the administrative and~operational requirements of the|Directory.
Operationgl attributes are discussed in more detail in Section 5.

8.5 Attribute Values

Defining dn attribute also involves specifying the syntax, and hence data type, to which every value in such attributes
shall conf¢rm. Using the notation of the ATTRIBUTE iriformation object class defined in 13.4.8, an attribdte value is
defined as

AttributeMalue ::= ATTRIBUTE.&Type

An attribufe value may be designated as a“distinguished value, in which case the attribute value can form [part of the
relative digtinguished name of the entpy \(see 9.3). It is possible to have multiple distinguished values differgntiated by
context, ag described in 9.3.

Client-supplied values shall be pteserved for storage in the Directory. Comparison values are ephemeral, anld shall not
affect the qtored value.

8.6 Attribute Type Hierarchies

When defiping an-attribute type, the characteristics of some more generic attribute type may optionally be employed as
the basis df the.definition. The new attribute type is a direct subtype of the more generic attribute type, the|supertype,
from whichit4s’derived.

Attribute hierarchies allow access to the DIB with varying degrees of granularity. This is achieved by allowing the
value components of attributes to be accessed by using either their specific attribute type identifier (a direct reference to
the attribute) or by the identifier of a more generic attribute type identifier (an indirect reference).

Semantically related attributes may be placed in a hierarchical relationship, the more specialized being placed
subordinate to the more generalized. Searching for, or retrieving attributes and their values is made easier by quoting
the more generalized attribute type; a filter item so specified is evaluated for the more specialized types as well as for
the quoted type; a context assertion specified for the more generalized attribute type is also applied to the more
specialized type.

Where subordinate specialized types are selected to be returned as part of a search result these types shall be returned if
available. Where the more general types are selected to be returned as part of a search result, both the general and the
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specialized types shall be returned, if available. An attribute value shall always be returned as a value of its own
attribute type.

For an entry to contain a value of an attribute type belonging to an attribute hierarchy, that type shall be explicitly
included either in the definition of an object class to which the entry belongs, or because the DIT content rule applicable
to that entry permits it.

All of the attribute types in an attribute hierarchy are treated as distinct and unrelated types for the purpose of
administration of the entry and for user modification of entry content.

An attribute value stored in a Directory object or alias entry is of precisely one attribute type. The type is indicated
when the value is originally added to the entry.

8.7 Friend attributes

Friend attfibutes are user attributes specified by an administrative authority as related in some praetical way to a
specific arjchor attribute. When an anchor attribute is specified in the information to be returned by a Read or Search
operation, | the feature permits friend attributes for the anchor attribute to be returned, subject’ to s¢rvice and
administrafive controls (including access control, search rules, etc.). Similarly, when an anchor attribute is spgcified in a
filter item|within a search predicate, friend attributes can be used to satisfy the predicate if{the matching rfule for the
friend is compatible with the proposed value.

If an anchpr attribute is permitted within an entry by being included in the mandatory or optional lists of gbject class
values for the entry, friend attributes are also permitted unless excluded by content ruiles. If the anchor attribpite is not a
mandatory] attribute, it may be absent in the entry, even if friend attributes are présent.

Any user dttribute can be designated within a subschema as an anchor attribute:

NOTE [l — As an example of an anchor attribute, consider a hypothetical attribute commsAddr, which has, in [a particular
subschema, friend attributes which are communications addresses attributetypes, e.g., telephone number, e-mail address, URL,
etc.

The anchof-friend relationship is neither commutative nor transitive:
+ If an anchor attribute A has a friend B, it cannet be deduced that A is a friend of B.
+ Ifan anchor attribute A has a friend B, and\B has a friend C, it cannot be deduced that C is a frjend of A.

If an attrijute A is a friend of some anchor attributé; then all subtypes of A are also friends of that anchdr attribute.
However, |t cannot be deduced that supertypes of A are also friends of that anchor attribute.

Designatirlg an attribute as a friend confers(no special access control or search-rule protection unless assog¢iated with
membersh|p of the anchor's object class{(ef-which it is automatically a member).

NOTE 2 — At present, access control and search rules make no use of object classes as a means of defining sets of dttributes for
special privileges or protections.

8.8 Contexts

The information modehymay be refined by associating with attribute values properties called contexts. Assogiated with
any useriﬂtribute value'may be a list of contexts which provide additional information that can be used to defermine the
applicability of the-affribute value.

NOTE | — For.example, contexts can be used to associate a particular language, time, or locale with an attribute value.

Each conté lag. Using

the notation of the CONTEXT information object class defined in 13.9, a Context is defined as:

Context ::= SEQUENCE {

contextType CONTEXT.&id ({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE }

contextType is an OBJECT IDENTIFIER, and is specified using the CONTEXT information object class defined
in 13.9. It specifies the particular property represented by the Context.

contextValues is the set of one or more values of the property specified by contextType that are associated with the
particular attribute value.
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fallback is used to designate one or more attribute values for specific behaviour in relation to a context type. In addition
to having any specific contextValues of that context type associated with it, an attribute value for which fallback is
TRUE for a given contextType is:

—  considered as being associated with any value of the given contextType for which no other values of the
same attribute are otherwise associated. Thus, a context assertion of this context type that fails to match
any values of the attribute based on the rules for matching contextValues shall match with any attribute
value for which fallback is TRUE for this context type.

NOTE 2 — For example, an attempt to select the attribute value associated with a particular language shall yield those
values with fallback set to TRUE if none of the attribute values is otherwise associated with the chosen language.

—  considered as a value to preserve during an operation which resets attribute values for a given attribute
type. A Modify (reset value) removes all values of a chosen attribute type which have an associated
context for which the fallback is set FALSE.

NOTE 5 — Modily (reset value) 1s turther described m I'1.3.2 0T ITU-1T KeC. X. 511 [ ISU/IEC Y5Y94-5.

An attribufe value without contexts, or one whose context list does not contain a context of a specific type,is considered
to be applifable under all context values of that specific type.

NOTE 4 — For example, a selection based on the French context value of a language context shall select|an attribufe value that
does nof have any language context specifically associated with it (as well as those attribute values-having the French language
context fassociated with them specifically).

All contex}s in an attribute value's context list shall be of distinct context types.

Context imformation associated with attribute values may be retrieved along\with the attribute valugs (e.g., to
differentiate between those attribute values). A user of the Directory may also_make use of contexts to refinfe selection
and retrievial of information during Directory operations.

8.9 Matching rules

8.9.1 QOverview

Of paramqunt importance to the Directory is the ability to be“able to select a set of entries from the DIB based on
assertions poncerning attribute values held by these entries:

A matching rule allows entries to be selected by makinga particular assertion concerning their attribute valuef.

The most primitive type of assertion is the attribute* value assertion. More complex assertions may be supp¢rted using
matching fule assertions. A matching rule asseftion is a proposition, which may be true, false or undefined, foncerning
the presen¢e in an entry of attribute values nieeting the criteria defined by the matching rule.

An attribufe value or matching rule assertion is evaluated based on the matching rule associated with the asseftion.

A matchinp rule is defined through:thé specification of:

the range of attribute syntaxes supported by the rule;

the specifioitypes of matches supported by the rule;

1  the synfaxtequired to express an assertion of each specific type of match;

rules.for deriving a value of the assertion syntax from a value of the attribute syntax, if requirel.

NOTE + No testrictions are placed on the matching rules that may be defined to support a particular application. However, rules
defined|te stpport one particular application may not be widely supported by DUAs and DSAs. Wherever possible, the matching

1 d * I I T D AVAN<4aTANER [ VaYi i sFaNa YoV, IVarn N 14 L +la. 25 £
rules defirednFo-—FRee2520-HSOAECH594-6shontd-beused-mrpreferenece-to-the-speetfieatiorofnew-ones:

Sometimes there will be a one-to-one correspondence between a matching rule and the types of matches supported. For
example, the Directory Abstract Service supports a presence matching rule to detect the presence of an attribute in an
entry.

Sometimes there will be a many-to-many correspondence between a rule and the types of matches supported. For
example, the Directory Abstract Service supports a generic ordering rule allowing greater than or equal and less than or
equal types of matches.
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8.9.2 Attribute Value Assertions

An attribute value assertion (AVA) is a proposition, which may be true, false, or undefined, according to the specified
matching rules for the type, concerning the presence in an entry of an attribute value of a particular type. It involves an
attribute type, an asserted attribute value, and optionally an assertion about contexts associated with the attribute value:

AttributeValueAssertion ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes}{@type}),
assertedContexts CHOICE {

allContexts [0] NULL,

selectedContexts [1] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL }

ContextAssertion ::= SEQUENCE {
con &i

corjtextValues SET SIZE (1..MAX) OF

CONTEXT.&Assertion ({SupportedContexts}{@contextType})}

1)
LA

The syntay of the assertion component of an AVA is determined by the equality matching rule defined for the attribute
type, and thay be different from the syntax of the attribute itself.

8.9.2.1 [Evaluation of an AVA

An AVA if:
4) undefined, if any of the following holds:

1) the attribute type is unknown;

2) the attribute type has no equality matching rule;

3) the value does not conform to the data type indicatéd by the syntax of the assertion of thg attribute's
equality matching rule;

NOTE - 2) and 3) normally indicate a faulty AVA; I)\however, may occur as a local situation (e.g.,|a particular
DSA has not been configured with support for that pasticular attribute type).

B) true, if the entry contains an attribute of that fype, and the attribute contains a value of that valpe, and the
value contains a context that matches the assertedContexts as described in 8.9.2.2;

¢) false, otherwise.

8.9.2.2 Use of assertedContexts or context assertion defaults

The inclusfion of assertedContexts within an AttributeValueAssertion is optional. If assertedContexts i§ specified,
then the agsertion shall be evaluated only against those values of the attribute for which the assertedConteixts is true,
as defined|in 8.9.2.3.

Contexts is not provided within an AttributeValueAssertion, then a default context assertipn may be
applied in the same manner;(that’is, the assertion shall be evaluated only against those values of the attribute| for which,
in 8.9.2.3, thé\default context assertion is true. There are three potential sources for a defafilt context
assertion: that specified_for the operation as a whole, that available within subentries in the DIT, and thgt available
locally in the DSA, They are applied as follows:

) IfassertedContexts is not provided within an AttributeValueAssertion, then any context agsertion for

the given attribute type which has been supplied for the operation as a whole, 4s part of
i asdescribedin 73 of ITIUL.T Rec X 511 ! ISQAEC 95943 _shall be qpp]ip

2) If the user has not provided assertedContexts for the AVA and there is no context assertion for the
given attribute type which has been supplied for the operation as a whole, then the default context
assertion for the given attribute type in the context assertion subentries (if any) controlling the entry shall
be applied, as described in 14.7.

3) If there is no context assertion through steps 1) and 2) above, the DSA may apply a locally-defined
default context assertion for the given attribute type. Such a default shall typically reflect local
parameters, such as the language or location of the place of deployment of the DSA, or the current time
of day, but may be tailored differently by the DSA for each DUA to which it responds.

4) If no context assertion is available from any of these sources, then the assertion shall be evaluated
against all values of the attribute.
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8.9.2.3 [Evaluation of assertedContexts

assertedContexts is true if:

a) allContexts is specified (this permits a context assertion to override any default context assertion that
might otherwise be applied if assertedContexts were omitted from the AttributeValueAssertion); or

b) each ContextAssertion in selectedContexts is true as described in 8.9.2.4.

assertedContexts is false otherwise.

8.9.2.4 Evaluation of a ContextAssertion

A ContextAssertion is true for a particular attribute value if:

a) the attribute value has a context of the same contextType of the ContextAssertion and any of the stored
conte aHres—of—that—conte ratehres—with—any—of—the—asserted—eonte altes—aeeerding to the
definition of how a match is determined for that contextType; or

B) the attribute value contains no contexts of the asserted contextType; or

d¢) none of the other attribute values for the attribute satisfies the ContextAssertion‘according to 1) or 2)
in 8.9.2.2 above, but the attribute value does contain a context of the asserted>contextType with the
fallback set to TRUE.

A ContexfAssertion is false otherwise.

8.9.3 Attribute Type Assertions

An attribufe type assertion is a proposition, which may be true, false, or undefin€d, according to the associate¢l contexts.

AttributeTlypeAssertion ::= SEQUENCE {
typ ATTRIBUTE.&id ({SupportedAttributes}),
assertedContexts SEQUENCE SIZE (1..MAX) OF/ContextAssertion OPTIONAL }

8.9.3.1 [Evaluation of an attribute type assertion

An attribufe type assertion is:
d) undefined, if the attribute type is unknown or if the attribute is not present in the entry;

B) TRUE, if the entry contains an attribiite of that type, and the attribute contains one or more alues that
contain a context that matches the.assertedContexts as described in 8.9.3.2;

¢) FALSE, otherwise.
8.9.3.2 Use of assertedContexts or{context assertion defaults

The inclugion of assertedContexts within an AttributeTypeAssertion is optional. If assertedContexts i§ specified,
the assertedContexts shall be/true for at least one attribute value according to the rules defined in 8.9.2.4.

If assertedContexts is not provided within an AttributeTypeAssertion, then a default context assertign may be
applied in [the same manner; that is, the default context assertion shall be true for at least one attribute valuq according
to the rule§ defined in"8:9.2.4. The potential sources for a default context assertion are as specified in 8.9.2.2.

8.9.4 Built{in Matching Rule Assertions

A number lof'categories of related matching rules, whose semantics are generally understood and applicable tb values of
many different types of attributes, are understood by the Directory:

—  present;

—  equality;

—  substrings;
—  ordering;

—  approximate match.

Syntax for asserting certain types of matches associated with these categories of matching rules has been built into the
Directory Abstract Service:

— apresent syntax for the present rule;
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— an equality syntax for equality rules;

—  greaterOrEqual and lessOrEqual syntaxes for ordering rules;

— initial, any and final syntaxes for substrings rules;

—  an approximateMatch syntax for approximate matching rules.

The present syntax may be used for any attribute of any type. The present match tests for the presence of any value of a
particular type.

Specific equality, substrings and ordering matching rules may be associated with an attribute type when it is defined.
These specific rules are used when evaluating assertions of the equality, ordering and substrings rules made using the
syntax built-in to the Directory Abstract Service. If specific rules are not provided, then assertions made concerning
these attributes are undefined.

The approxima
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—  objectldentifierMatch: This rule is used to match attributes with Objectldentifier syntax.

8.10 Entry collections

8.10.1 Overview

distinguishedNameMatch: This rule is used to match attributes with DistinguishedName syntax.

A collection of object and alias entries may have certain common characteristics (e.g., certain attributes that have the
same value for each entry of the collection) because of some common characteristic or shared relationship of the
corresponding objects. Such a grouping of entries is termed an "entry collection".

Entry collections may contain object and alias entries that are related by their position in the DIT. These collections are
specified as subtrees or subtree refinements as described in Section 5.

22

ITU-T Rec. X.501 (08/2005)


https://iecnorm.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/IEC 9594-2:2005 (E)

An entry may belong to several entry collections subject to administrative limitations imposed in Section 5.

8.10.2  Collective Attributes
When user attributes are shared by the entries of an entry collection, they are termed collective attributes.

It is also permissible that the same collective attribute be independently associated with two or more of these
collections. In such cases the entry's collective attribute has multiple values. Collective attributes shall, therefore,
always be specified as multi-valued.

Although they appear to users of the Directory interrogation operations as entry attributes, collective attributes are
treated differently from entry attributes in the Directory information model. This difference is manifested to users of the
Directory modification operations in that collective attributes cannot be administered (i.e., modified) via the entries in
which they appear but shall be administered via their associated subentries.

NOTE Fhe-mdependent-sourcesof-these-vatues s ot mantfested-to-theusers-of the Birectory-mterrogatromroperatmns.

For a collgctive attribute to appear in an entry, the presence of that attribute type must be permitted dcoorfling to the
DIT content rule governing the entry.

Entries mlay specifically exclude a particular collective attribute. This is achieved through the use of the
collectiveExclusions attribute, described in 12.7 and defined in 14.6.

8.11 Compound entries and families of entries

A compouhd entry is a special entry that comprises family member entries. These-family members form a hidrarchy and
thereby pfovide hierarchically organized information about the object represented by the compound pntry. The
compound| entry is represented in the DIT by an ancestor family member, gwhich is at the root of a tree containing the
family members.

Family mgmbers can themselves be organized into one or more familics for the purposes of filtering and information
retrieval. Hach family is a subtree; distinct families have no common family members apart from the shared oot that is
the ancestqr. A family thus comprises an ancestor plus a set of subordinate family members.

A family {s, beside the ancestor, composed of all of the imimediately subordinate family members being of the same
structural jobject class. Their subordinate members, if*any, are also part of the same family independept of their
structural ¢bject classes.

These congepts are illustrated in Figure 4.

The same
entry
(ancestor)

structural
object class A

Compound
entry;

structural
object class B

Family-2

X.501_F04

Figure 4 — Families of entries

A family member that is a child within a family tree is marked with the auxiliary object class child. The presence of the
child object class value for an entry causes the immediately superior entry automatically to be marked with the abstract
object class value parent. An entry that is both a parent and a child within a family tree is marked with both object
class values. The ancestor is the only family member that is not of object class child. The construction of compound
entries is carried out by marking entries with child object class values.
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Each subordinate of a non-ancestor family member shall itself be a family member, and marked with a child object
class value.

The ASN.

1 definition of these object classes can be found in 13.3.3.

All family members of a compound entry shall be placed in the same naming context as the ancestor. Family members
are not permitted to be alias entries. An alias shall not point to a child family member.

9 Names

9.1 Definitions

For the pu

rnoses of this Directory Snecification the following definitions apnly:
Ir Ir (= rr

9.1.1 glias, alias name: An alternative name for an object, provided by the use of alias entries.

9.1.3

name. If ahy RDN for the entry or any superior entry includes an attribute for which therexist multiple di
values diffferentiated by context (as described in 9.3), then the entry shall have rmultiple distinguis}
differentiated by context. The primary distinguished name is that distinguished narae)in which each R[]
primary diptinguished value of each contributing attribute as the main value in the RD%Vconstruct.

9.1.2 1alias) dereferencing: The process of converting an object's alias name to its distinguished name.

istinguished name (of an entry): Every object entry, alias entry, and subentry has atyleast one di

tinguished
tinguished
hed names
N has the

9.1.4 (directory) name: A construct that singles out a particular objectfrom all other objects. A nanme shall be

unambigu
unambigu

9.1.6

9.1.8
name.

9.1.9 relative distinguished name (RDN):’A set of one or more attribute type and value pairs, eacl

matches a

9.2 Names in general

A (directofy) name is a constiuct ‘that identifies a particular object from among the set of all objects. A nay

unambigu
unambigu

represents [the object‘or-an alias entry which contains information that helps the Directory to locate the
represents the object.

NOTE

names df the object.

An object

9.1.5 Intry) name: A construct that singles out a particular entry from all other entries.

9.1.7 Iaming authority: An authority responsible forhe allocation of names in some region of the DIT.

us (that is, denote just one object); however, it need not becunique (that is, be the only n{
usly denotes the object).

urported name: A construct which is syntactically a name, but which has not (yet) been shown t

distinct distinguished attribute value of the entry.

us, that is, denotes)just one object. However, a name need not be unique, that is, be the only
usly denotes t¢hevobject. A (directory) name also identifies an entry. This entry is either an objec

— The set of names of an object thus comprises the set of alias names for the object, together with the d|

me which

cal member name: A name for a family member constructed by the sequence of RDNs from the ancestor
down to the member in question not including the RDN for the ancestor.

be a valid

» of which

ne shall be
name that
entry that
entry that

istinguished

can be assigned a distinguished name without being represented by an entry 1n the Directory, but t

then the name its object entry would have had were it represented in the Directory.

his name is

Syntactically, each name for an object or entry is an ordered sequence of relative distinguished names (see 9.3).

Name ::=

CHOICE { -- only one possibility for now -- rdnSequence RDNSequence }

RDNSequence ::= SEQUENCE OF RelativeDistinguishedName

DistinguishedName ::= RDNSequence

NOTE

24

2 — Names which are formed in other ways than as described herein are a possible future extension.
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Each initial sub-sequence of the name of an object is also the name of an object. The sequence of objects so identified,
starting with the root and ending with the object being named, is such that each is the immediate superior of that which
follows it in the sequence.

A purported name is a construct which is syntactically a name, but which has not (yet) been shown to be a valid name.

9.3 Relative Distinguished Names

Each object and entry has at least one relative distinguished name (RDN). An RDN of an object or alias entry consists
of a set of attribute type and value (with optional context list) pairs, each of which matches, using the equality matching
rule and the applicable context matching rule, a distinct distinguished attribute value of the entry.

Any attribute contributing to an RDN may have more than one distinguished value, differentiated by context, as
described below. This provides alternative RDNs for the same object. Within an attribute's set of distinguished values
(differentigted by context), precisely one of them is designated the primary distinguished value. The primdry relative
distinguisiled name of an object comprises the set of primary distinguished values from the set of attifbutes that
comprise the RDN. When conveyed in protocol, each attribute in an RDN signals the primary distinguished [value (if it
is present)|and may optionally include a context for the value and additional alternative attribute values with [context. In
this case, feach attribute value with its context matches a distinct distinguished attribute valu¢ of the enfry for the
attribute type according to the applicable equality matching rule and context matching rules.

NOTE | — The equality matching rule can be used because for naming attributes, the attribute syntax and the assertipn syntax of

the equglity matching rule are the same. Similarly, for contexts that may be used to differentiate distinguished values|in a naming
attributg, the context syntax and the context assertion syntax are the same.

The RDNY{ of all of the entries with a particular immediate superior are distinet.rrespective of any associafed context
lists. It is [the responsibility of the relevant naming authority for an entry to-€nsure that this is so by appropriately
assigning flistinguished attribute values. Allocation of RDNs is considered,'an administrative undertaking that may or
may not rdquire some negotiation between involved organizations or administrations. This Directory Specifi¢ation does
not providg such a negotiation mechanism, and makes no assumptiomas to how it is performed.

RelativeDistinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndDistinguishedValue

AttributeTlypeAndDistinguishedValue ::= SEQUENCE {
typ ATTRIBUTE.&id ({SupportedAttributes}),
valtie ATTRIBUTE.&Type({SupportedAttributes}{@type}),
primaryDistinguished BOOLEAN DEFAULT TRUE,
valtiesWithContext SET SIZE (1..MAX) OF SEQUENCE {
distingAttrValue [0] ATTRIBUTE.&Type ({SupportedAttributes}{@type}) OPTJONAL,
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

The set that forms an RDN contains exactly one AttributeTypeAndDistinguishedValue for each attrijute which
contains distinguished values in the éntry; that is, a given attribute type cannot appear twice in the same RDN

An attribufe value that has beén)designated to appear in an RDN is called a distinguished value. There mgy be other
values of the same attributelthat are not distinguished values and thus may not be used in an RDN. An attfibute may
have multfple distinguished values only if they are differentiated by associated context. This allows an objgct to have
alternative| names differentiated by contexts. This is the only case where an attribute may have morg than one
distinguisied value\In that case, the distinguished values shall have context lists containing the same contgxt type(s),
the contex|t values.of which shall provide that only one of the distinguished values is applicable given apy specific
context.

An RDN for a given enfry is formed by using one distinguished value from each attribute that has distinguished values.
The simplest case is an entry that has one distinguished value; it thus has one RDN, formed by using that distinguished
value. More than one attribute in an entry may contribute to the RDN. If each contributing attribute has only one
distinguished value, then the entry has a single RDN, formed by using the distinguished value for each attribute. If any
of the contributing attributes has multiple distinguished values differentiated by context, then the entry has
multiple RDNSs, each formed by using one of the possible combinations in which one distinguished value is chosen for
each attribute type forming the RDN.

Each RDN for an entry shall contain a type and value pair for each given attribute type forming part of the RDN.
primaryDistinguished is used to indicate that the value is the primary distinguished value of that attribute type.
valuesWithContext is used to convey the context list for the distinguished attribute value in value when necessary to
do so. It is also used to convey in a single RDN, some or all of the other distinguished values of the same attribute type.
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Each distingAttrValue is accompanied by its contextList. The distingAttrValue is only omitted for the distinguished
value that appears in value; this is how the context list for that value is made present in the RDN.

One and only one of the distinguished values for a given attribute type in an entry shall be considered the primary
distinguished value for that attribute type. This value shall be wused as the wvalue in the
AttributeTypeAndDistinguishedValue when forming the primary relative distinguished name of the object (see 9.8
and 9.6). The primary relative distinguished name is an RDN in which the primary distinguished values for each
attribute in the RDN appear in the value components of each AttributeTypeAndDistinguishedValue in the RDN.
Context and alternative distinguished values may appear in the valuesWithContext component of each
AttributeTypeAndDistinguishedValue.

The RDN may be modified if necessary by complete replacement of all the distinguished values of all contributing
attributes.

1 1aals. 11 1+l gatast L RIDAL AR IDNL 1 PRPSE P SPSC APTOTEy Py | ftpealooot o ¢ 2| 1 1
Family mgmbers;iike-otherentries—have RPDNs—AnRDN-eaneonsist-of mtiple-attributetype-and—altepairs. Only

primary RPNs can be used. The local member name of a family member is the sequence of RDNs fromythe ancestor
down to that member. The local member name of the ancestor is an empty sequence.

NOTE 2 — RDNs are intended to be long-lived so that the users of the Directory can store the distinguished namds of objects
(e.g., in|the Directory itself) without concerns for their obsolescence. Thus RDNs should be changed cautiously.
NOTE 3 — Changing the RDN of a non-leaf entry automatically changes the name of subordinate entries.

NOTE 4 — The context in which a particular attribute type and value forming part of an RDN ig-applicable is indepepdent of the
contextg associated with any other part of that RDN or other RDNs in a distinguished name.

NOTE p — For example, a valid distinguished name for an entry can be formed by, €ombining an RDN desigfated as the
Language = French variant of that entry's RDN with the Language = English DN of its.superior entry.

9.4 IName matching

It is often fiecessary in the operation of the Directory to determine if twie'names match. This requires that corfesponding
RDNs be thatched. The general approach to name matching is described here; specific approaches for particujar uses for
name matdhes are described where appropriate.

A purportgd RDN is said to match a target RDN if each AttributeTypeAndDistinguishedValue in the purpprted RDN
matches with the AttributeTypeAndDistinguishedValue~fer the same attribute type in the target RDN. [There is a
match if tHe purported value or any distingAttrValue of the purported AttributeTypeAndDistinguishedVallie matches
either th¢ target value or any distingAttrValue in the target AttributeTypeAndDistinguiJIhedVaIue.
primaryDistinguished, if present in either the purported or target AttributeTypeAndDistinguishedValue,|is ignored
for matching.
NOTE | — The equality matching rule can be-used because for naming attributes, the attribute syntax and the assertipn syntax of
the equglity matching rule are the same.
NOTE 2 — There is no guarantee that every distinguished value for a given naming attribute is present in the
AttributeTypeAndDistinguishedValue for that attribute type in a given RDN. Two RDNs for the same object coulfl be formed
using dffferent distinguished yalues' (differentiated by context) for the same attribute type. If there is no overlap i the sets of
distinguished values for a given attribute that each uses, then they will fail to match, even though the purported RDN and
target RIDN are alternatiye RDNs for the same object. How this could occur, and the impact of this, depends on thg reason for
name miatching (e.g., nameresolution, access control, filtering).

If matchinp attributé walues are not found as a result of the above, then the RDNs do not match. If matchig attribute
values are|foundsxthen there shall also be a match between associated contexts for those values, if present,|before the
attribute type,and value pairs are considered to match. Each context in the purported attribute value's context list is
considered a.€ontext assertion against the matching target attribute value's context list, and shall evaluatd to true as
described 1n 8.9.2.4 1n order for the contexts to be considered a match. fallback in the purported contexts is ignored
when forming the context assertions.

NOTE 3 — The purported contexts can be used as context assertions in this way because the context assertion syntax is the same
as the context syntax for context types that may be used with distinguished values.

If valuesWithContext is not present in a purported RDN, then context assertions supplied as part of the operation, or
defaults that are set up to be applied to an operation shall also be applied as described in 8.9.2.2. The exception to this is
for the case of name matching during name resolution during a Directory operation; in that case, no context assertions
are applied if none is available in valuesWithContext.
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9.5 Names returned during operations

Many Directory operations return the name of an entry. When an operation returns a name for an entry, or names for
multiple entries, it shall return the primary distinguished name for each entry and may return in addition alternative
distinguished name information and context information (see 7.7 of ITU-T Rec. X.511 | ISO/IEC 9594-3).

9.6 Names held as attribute values or used as parameters

Where a name is held as an attribute value within some other attribute, or passed as an attribute value in some exchange
(e.g., an alias pointer), there is always the question of whether the name held can be an alternative distinguished name
or shall be the primary distinguished name, whether it can contain alternative distinguished values, and whether it can
include context information. Specific restrictions are mentioned where necessary throughout these Directory
Specifications.

NOTE fAnnex U includes suggestions for Improving interoperability with pre-third edition systems and ensuring] predictable
behaviour in regard to using contexts with names.

9.7 Distinguished Names

The distinguished name of a given object is defined as that name which consists of the sequence of the RDNs of the
entry which represents the object and those of all of its superior entries (in descending order). ) Because of the[one to one
correspondence between objects and object entries, the distinguished name of an object-is the distinguished rfame of the
object entrjy.
NOTE [ — It is preferable that the distinguished names of objects which humans have to.deal with be user-friendly.
NOTE 2 — ITU-T Rec. X.650 | ISO/IEC 7498-3 defines the concept of a primitive @ame. A distinguished name can pe used as a
primitivle name for the object it identifies.

NOTE 3 — Because only the object entry and its superiors are involved, distingnished names of objects can never ipvolve alias
entries.

Alias entrips also have distinguished names; however, this name ¢annot be the distinguished name of an object. When
this distingtion needs to be made, the complete term "distinguished name of an alias entry" is used. The diftinguished
name of ap alias entry is defined, as for the distinguished name of an object entry, to be the sequence of RDNs of the
alias entry|and those of all of its superior entries (in descending order).

It also prgves convenient to define the 'distinguishedtname' of the root, although this can never be the digtinguished
name of an} object. The distinguished name of the rogt'is defined to be an empty sequence.

If any attr{bute contributing to an RDN withig\the distinguished name for an object has multiple distinguished values
differentiated by contexts, then that object has multiple distinguished names. Each unambiguously identifies|the object.
The primaty distinguished name is that-distinguished name for which every RDN is a primary RDN. When cpnveyed in
protocol, the primary distinguished ‘name is formed by using the primary distinguished value as value in the
AttributeTlypeAndDistinguishedValue for each attribute in each RDN forming the name. Alternative diftinguished
names are|formed by using alternative distinguished values for attributes in one or more RDNs. In some|uses for a
name, the primary distinguished name shall be used. In other cases, alternative distinguished names may be yised. Since
the AttributeTypeAndDistinguishedValue in RDNs may include alternate distinguished values in the
valuesWithContext component, any distinguished name may include alternative values within its RDNs.

NOTE 4 — The distinguished name is said to include alternative names when an RDN includes multiple distinguished values for

any confributingattribute.

Context ifffermation may be included with a distinguished name in the valuesWithContext component pithin any
RDN. Wh i i ToTTS; Tt 1 T i hall be the
primary distinguished name, if the name may include alternative values, and if context information may be included.
Where there is no explicit statement, alternative distinguished names may be used, and the name may include
alternative values and/or context information.

NOTE 5 — Any requirement to use a primary distinguished name in protocol instead of an alternative distinguished name need
not be reflected to the end user.
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An example which illustrates the concepts of RDN and distinguished name appears in Figure 5.
RDN Distinguished Name
ROOT
{3
Countries
C=GB {C =GB}
Organizationg
0O = Telecom {C=GB, 0 ="Telecom}
OrgarizationalN\Units
ﬂ &I (OU = Sales, {C =GB, O = Telecom,
L = Ipswich) (OU = Sales, L = Ipswich)}
{C =GB, O = Telecom,
|__L| CN = Smith (OU = Sales, L zIpswich),
CN = Stnith/
X.501_F05
Figure 5 — Determination of distinguished names
9.8 Alias Names
An alias, ¢r an alias name, for an object is a an alternative\iame for an object or object entry which is prov

use of alia

Each alias

the alias entry is thus also a name for this object:

NOTE
name of

NOTE ]
name if]
used.

The conve
replaceme

aliasedEntryName attiibuite. The process may require the examination of more than one alias entry.

Any partid
point to th

entries.

entry contains, within the aliasedEntryName attribute, a name of some object. The distinguishg

— The name within the aliasedEntnyName is said to be pointed to by the alias. It does not have to be the d
any entry.
—The AliasedEntryName ‘attribute value may be the primary distinguished name or any alternative d
such exist. Consistency and interworking with pre-third DSAs may be affected if the primary distinguished

rsion of an alias(name to an object name is termed (alias) "dereferencing" and comprises the
it of alias mnames, where found within a purported name, by the value of the corl

ular entry. in the DIT may have zero or more alias names. It therefore follows that several alias ¢
e same entry. An alias entry may point to an entry that is not a leaf entry and may point to another ¢

An alias entry-shall bave no subordinates so that an alias entry is alwaysa leafentry |

ded by the

d name of
istinguished

istinguished
name is not

systematic
responding

ntries may
lias entry.

Every alias entry shall belong to the alias object class which is defined in 13.3.3.

Family me

mbers are not permitted to be alias entries.

10 Hierarchical groups

10.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

10.1.1  hierarchical child: For an entry, a hierarchical child is an entry for which it is a hierarchical parent.
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10.1.2  hierarchical group: A hierarchical group is a collection of entries, including compound entries, that forms a
logical tree that is not necessarily related to the DIT.

10.1.3  hierarchical leaf: This is an entry within a hierarchical group that has no hierarchical children.

10.1.4  hierarchical level: An integer that gives the distance from an entry within a hierarchical group to the
hierarchical top in form of the number of hierarchical links between the entry and the hierarchical top.

10.1.5  hierarchical link: This is a general term for the logical relationship between two entries that have a
hierarchical immediate parent/immediate child relationship.

10.1.6  hierarchical parent: For an entry, the hierarchical parents are the immediately hierarchical parent, its
immediately hierarchical parent, recursively all the way up to and including the hierarchical top.

10.1.7  hierarchical sibling: For an entry, the hierarchical siblings are the entries having the same immediately
hierarchicqT parent as itscll.

10.1.8  hierarchical sibling-child: For an entry, its hierarchical sibling-children are the complete set of Hierarchical
children, af all lower levels, of its hierarchical siblings.

10.1.9  hierarchical top: This is the entry within a hierarchical group that is the root of the hietarchy. A Hierarchical
top has no[immediately hierarchical parent.

10.1.10 immediately hierarchical child: For an entry, an immediately hierarchical child1s an entry for whjch it is the
immediatefy hierarchical parent. This immediately hierarchical child does not need/to~be an immediately qubordinate
entry within the DIT.

10.1.11 immediately hierarchical parent: For an entry, its immediately hjerarchical parent is the entry, fhat within
the hierardhical group, is its immediately superior entry. The immediately*hierarchical parent does not neefl to be the
immediately superior entry within the DIT.

10.2 Hierarchical relationship

Directory ¢ntries have a hierarchical relationship in the way they are placed in the DIT. However, entries may also have
hierarchicgl relationships not reflected in DIT structure. As.an example, a dynamic organization may not waijt to reflect
its current jorganization directly in the DIT, as it may requite frequent changes to the DIT structure. There is [therefore a
requirement in the Directory to be able to refle¢ts hierarchical relationships independent of the DIT| structure.
Hierarchidal groups form such relationships. A “hierarchical group forms a logical tree with a root [called the
hierarchicfl top.

By referrifig to hierarchical relationships,cit'is possible in a Search operation to retrieve information not oply from a
given entry, but also from other entries'within the same hierarchical group.

A compouhd entry is considered aysingle entry in the context of hierarchical groups. A child family membef cannot be
part of a hjerarchical group in jts\own right.
NOTE  Hierarchical groups are intended to permit modelling of collections of distinct objects that have logically informal
relationphips, and particularly relationships that are, or could be, temporary. Compound entries, in contrast, model|objects that
comprige sub-objects/that are conveniently considered as a hierarchy.

To descrifje navigation within a hierarchical group it is convenient to define terms for the relationships that a given
entry has yith gther entries within the group. This is done in 10.1. Some of these defined terms for direct reflationships
are paralle] to.those defined for entry relationships within the DIT (immediately hierarchical child, hierarchical child,
immediatebtierarchical parentand ferarchical parenty—However—itis—alsoconvenient to-defineterms for more
distant relationships. In some situation, a user may want to retrieve information for hierarchical siblings, and even for
their hierarchical children (hierarchical sibling-children).

An entry can only be a member of a single hierarchical group at one time.

An entry that is part of a hierarchical group holds operational attributes as defined in 14.9. These operational attributes
reflect the relationship with other entries within the group, including the hierarchical level of the entry within the group.
When a compound entry is part of a hierarchical group, the ancestor holds these operational attributes.

A hierarchical group has to be completely outside any service specific administrative area (see 16.3) or has to be
completely contained within a service specific administrative area. A hierarchical group shall be confined to a
single DSA. The Directory service shall detect and prevent attempts to break these rules.
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10.3 Sequential ordering of a hierarchical group

In some situation, e.g., when transmitting a hierarchical group, a sequential ordering rule is required. The sequential
order of a hierarchical group comes from following all the strands of the hierarchical group as follows:

a) The top entry is the first entry in the sequence followed by the remaining entries within a complete strand
going down from top to a hierarchical leaf. It is a local choice which strands to select as the first one.

b) The next strand to be selected is one that has not previously been selected and which has the maximum
number of entries common with the previous selected strand. If several strands are identical in that
respect, selection is a local matter. Only those entries not previously included are included in the
sequence.

¢) The procedure in b) is repeated until all strands have been included.
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SECTION 4 — DIRECTORY ADMINISTRATIVE MODEL

Directory Administrative Authority model

Definitions

For the purposes of this Directory Specification, the following definitions apply:

11.1.1
11.1.2
11.1.3
11.1.4

administrafive user concept is outside the scope of this Directory Specification.

11.1.5

Administrjtive Authority. Autonomous administrative areas are non-overlapping.

11.1.6

responsibility for the administration of a part of the DIT.

11.1.7
11.1.8

administrafion of a DMD.

11.1.9
11.1.10
11.1.11

of another [specific administrative area of the same type.

11.1.12
11.1.13
11.1.14
11.1.15

be taken ag a result of this consideration-

11.1.16

configuratfon (i.e., choice) by-an/Administrative Authority.

11.1.17

administrative area: A subtree of the DIT considered from the perspective of administration.

administrative entry: An entry located at an administrative point.

jdministrative user: A representative of an Administrative Authority. The full definitipn of the

jutonomous administrative area: A subtree of the DIT whose entries are all administered by the same

DIT domain administrative authority: An Administrative Authority in_itg)role as the entity having

DIT domain policy: An expression of the general goals and acceptable-procedures for a DIT Domdin.

DMD administrative authority: An Administrative Authority in\its’ role as the entity responsiple for the

DMD policy: A policy governing the operation of the DSAs+i.a DMD.
DMO policy: A policy defined by a DMO, expressed in térms of DMD and DIT Domain policies.

inner administrative area: A specific administrative-area whose scope is wholly contained withim the scope

policy: An expression by an Administrative Authority of general goals and acceptable procedures.
policy attribute: A generic term for any.Directory operational attribute which expresses policy.
policy object: An entity with which a-policy is concerned.

olicy procedure: A rule defining how a set of policy objects should be considered and what actipns should

policy parameter: A pelicy procedure is characterized by certain policy parameters which are| subject to

ypecific administrative area: A subset (in the form of a subtree) of an autonomous administfative area

defined fof a particular-aspect of administration: access control, subschema or entry collection administrafion. When

defined, sgecific administrative areas of a particular kind partition an autonomous administrative area.

11.1.18

11.2

5|peciﬁc administrative point: The root vertex of a specific administrative area.

Overview

A fundamental objective of the Directory information model is to consider well-defined collections of entries so that
they may be administered consistently as a unit. This clause clarifies the nature and scope of the authorities responsible
for that administration and the means by which their authority is exercised.

The concept of policy, defined in 11.3, provides the mechanism by which Administrative Authorities exercise control of
the Directory.

Some aspects of the Directory Administrative Model are supported by the Model of Directory Administrative and
Operational Information (see clause 12). This is to allow the modelling of information required for the regulation of
Directory user information and for other administrative purposes.
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Other aspects of the Directory Administrative Model require support for the distribution of administrative and
operational information among the component parts of the Directory, i.e., DSAs. Clauses 22 through 24 describe a DSA
Information Model to support these requirements.

11.3 Policy

A policy is an expression by an Administrative Authority, acting as an agent of the DMO, of general goals and
acceptable procedures. A policy is defined in terms of rules that are to be enforced (by the Directory, if appropriate) and
in terms of aspects within which an administrative user has some degree of freedom of action and specific
responsibilities.
An Administrative Authority expresses DMO policy in terms of:

—  DIT Domain Policy;

1+ DMD Policy.

These polifies may be expressed as policy attributes. A model of DIT policies is defined in 11.6.

NOTE 1 Clause 14 defines the system schema necessary to support the administration of collective attributes. Clause [L5 defines a
framewprk for supporting subschema administration policies. Clause 17 defines a framework supporting acCess contrl policies.

DMD polfcies relate specifically to DSAs as components of the distributed Directoryé~These DMD pplicies are
described {n 11.7 which defines a model for DSA administration.

Finally, there are policies which relate to external matters (such as bilateral agfe€ments between DM()s) and are
therefore rfot further described here.

A policy object is an entity with which a policy is concerned (e.g., a subschema -administrative area is a policy object).

A policy pfocedure is a rule defining how a set of policy objects should’be*¢onsidered and what actions shou]d be taken
(and under what circumstances) as a result of this consideration (€:g» clause 15 defines subschema adnhinistration
policy pro¢edures).

A policy pfrocedure is characterized by certain policy parameters which are subject to configuration (i.e., chgice) by an
Administrjtive Authority.

Operationgl attributes are used to represent policy parameters. The values of such an attribute form an expression of
some or al| of the policy parameter it represents.

11.4 $pecific administrative authorities

The administration of a DIT Domainsinvolves the execution of five functions related to different faspects of
administrafion:

4 naming administration;

+  subschema administration;

1  security administration;

1 collectiv€ attribute administration;

1 seryiee administration.

A specific|Administrative Authority is an Administrative Authority in its role as the entity responsible for ope of these
specific aspeets-ofDIT-Deomainpoliey-

The term Naming Authority (see clause 9) identifies the role of the Administrative Authority as it pertains to the
allocation of names and administration of the structure of these names. A role of the Subschema Authority is to
implement these naming structures in the subschema.

The term Subschema Authority identifies the role of the Administrative Authority as it pertains to the establishment,
administration and execution of the subschema policy controlling the naming and content of entries in a DIT Domain.
Clause 15 describes Directory support of Subschema Administration.

The term Security Authority (see ITU-T Rec. X.509 | ISO/IEC 9594-8) identifies the role of the Administrative
Authority as it pertains to the establishment, administration and execution of a security policy governing the behaviour
of the Directory with respect to entries in a DIT Domain.
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The term Collective Attribute Authority identifies the role of the Administrative Authority as it pertains to the
establishment and administration of collective attributes (see 12.7) in a DIT Domain.

The term Service Authority identifies the role of the Administrative Authority as it pertains to the establishment and
administration of service constraints and adjustment.

11.5 Administrative areas and administrative points

11.5.1 Autonomous administrative areas

Each entry in the DIT is administered by precisely one Administrative Authority (which may operate in different roles).
An autonomous administrative area is a subtree of the DIT whose entries are all administered by the same
Administrative Authority.

The DIT JJomain may be partitioned info one or more non-overlapping autonomous administrafive areas.

The set of one or more autonomous administrative areas for which a DMO has administrative authority|is its DIT
Domain. This is represented in Figure 6.

o Autme omous
Area (»\AA)

X.501_F06

Figure 6 — A DIT Domain

11.5.2  $pecific administrative areas

In the samfe way that an Administrativé”Authority may operate in a specific role, entries in an administrativg area may
be considgred in terms of a speecific administrative function. When viewed in this context, an administrative area is
termed a specific administrative area. There are five kinds of specific administrative area:

1 subschemasadministrative areas;
+ access ¢ontrol administrative areas;
+  collective-attribute administrative areas;

1 context default administrative areas;

4 service administrative areas

An autonomous administrative area may be considered as implicitly defining a single specific administrative area for
each specific aspect of administration. In this case, there is a precise correspondence between each such specific
administrative area and the autonomous administrative area.

Alternatively, for each specific aspect of administration, the autonomous administrative area may be partitioned into
non-overlapping specific administrative areas.

If so partitioned for a particular aspect of administration, each entry of the autonomous administrative area is contained
in one and only one specific administrative area of that aspect.
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A specific Administrative Authority is responsible for each specific administrative area. If, for a particular
administrative aspect, an autonomous administrative area is not partitioned, a specific Administrative Authority is
responsible for that administrative aspect for the entire autonomous administrative area.

11.5.3 Inner administrative areas

For the purpose of security or collective attribute administration, inner (administrative) areas within these kinds of
specific administrative areas may be defined:

a) to represent a limited form of delegation; or

b) for administrative or operational convenience (e.g., where the administrative point of a subtree is in a
DSA other than the one holding the entries within the subtree, that subtree may be designated as an inner
area to allow administration via the local DSA).

A' rtarataac s 1 g | atla 41 - P PRS- PRG-P Sy 5
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Inner area$ represent areas of limited autonomy. Entries in inner areas are administered by the specific\Administrative
Authoritie$ of the specific administrative areas within which they are contained, and also by thé-“Administrative
Authoritie$ of the inner areas within which they are contained. The former authorities have éverall conftrol of the
policies regulating these entries while the latter authorities have (limited) control over those aspects of policy delegated
to them by the former.

The rules [for nested inner areas, should they be permitted, shall be defined as part (©of, the definition of the specific
administrafive aspect within which they are contained.

11.5.4  Administrative points

The speciffication of the extent of an autonomous administrative area is imiplicit and consists of the identification of a
point in the DIT (the root of the autonomous administrative area's subtree); an autonomous administrative point, from
which the [administrative area proceeds downwards until another autonomous administrative point is encountered, at
which another autonomous area begins.

NOTE | — The immediate subordinates of the root of the DIT are autonomous administrative points.

Where an| autonomous administrative area is not partitioned for a specific aspect of administration] then the
administrafive area for that aspect coincides with the autonomous administrative area. In this case, the apitonomous
administrafive point is also the specific administrative point for this aspect of administration.

Where an fiutonomous administrative area is partitioned for a specific aspect of administration, then the specjfication of
the extent [of each specific administrative area'.donsists of the identification of the root of the specific administrative
area's subfree, a specific administrative point, from which the specific administrative area proceeds downyvards until
another specific administrative point (of\the same administrative aspect) is encountered, at which another specific
administrafive area begins.

Specific administrative areas are‘always bounded by the autonomous administrative area they partition.

A particulgr administrative point may be the root of an autonomous administrative area and may be the root of one or
more specific administrative areas.

The specification of the extent of an inner administrative area (within a specific administrative area) congists of the
identification of<the¢” root of the inner administrative area's subtree, an inner administrative point.| An inner
administrafive area’is bounded by the specific administrative area within which it is defined.

An adminis e—pointcorresponding to the root of an autonomousadministrative area-represents—a-DIT Domain
(and DSA) boundary. That is, its immediate superior in the DIT must be under the administrative authority of
another DMD.

NOTE 2 — This implies that a DMO cannot arbitrarily partition a DIT Domain into autonomous administrative areas.

An administrative point is represented in the Directory information model by an entry holding an administrativeRole
attribute. The values of this attribute identify the type of administrative point. This attribute is defined in 14.3.

Clauses 22 through 24 describe how administrative areas are mapped onto DSAs and the DSA information model.

Figure 7 depicts an autonomous administrative area which has been partitioned into two specific administrative areas
for a specific aspect of administration (e.g., access control). In one specific administrative area, a nested inner
administrative area has been created (e.g., because the subtree is to be held in a different DSA from the remainder of the
specific administrative area).
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Figure 7 uses the abbreviations AAP (Autonomous Administrative Point), SAP (Specific Administrative Point) and IAP
(Inner Administrative point).

Administrative
/AN point (AAP & SAP)
\

Autonomous \ )
administrative ——  , Speglﬁc .
area administrative
.
1/
//
// .
Inner TAP S}?ec_lﬁc .
administrative /Aé,, AUIIIITSITatIve
area \/ ! 7 area
A 7/
//—fh 7/
annns: 1 7/
/I\ I I IHAY 7/ \
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Figure 7 — Administrative points and areas

11.5.5 Administrative entries

An entry lpcated at an administrative point is an administrative entry. Administrative entries may have spedial entries,
called subgntries, as immediate subordinates. The administrative entry and.its associated subentries are used to control
the entries[encompassed by the associated administrative area.

Where innpr administrative areas are used, the scopes of these areasimay overlap.

Therefore,|for each specific aspect of administrative authorityi.a’definition is required of the method of compination of
administrafive information when it is possible for entries to‘be included in more than one subtree or subtree frefinement
associated|with an inner area defined for that aspect.
NOTE + It is not necessary for an administrative point-fosrepresent each specific aspect of administrative authority. Hor example,
there mjght be an administrative point, subordinate\te the root of the autonomous administrative area, which is usefl for access
control purposes only.

11.6 DIT Domain policies

A DIT Dgmain policy has the following components: DIT policy objects, DIT policy procedures, and DIT policy
parameters.

An operatjonal attribute that répresents a DIT policy parameter is termed a DIT policy attribute (e.g., pubschema
administrafion operational\attributes defined in clause 14 are DIT Domain policy attributes).

For a partfcular DSA; the possible values of a policy parameter may not correspond to distinct, realizable [courses of
action for that component. This may be the case, for example, when the DSA lacks the technical capability to perform
all aspects| of ,the jpolicy procedure (e.g., implement a particular access control scheme). To be well-definefd, a policy
procedure shalltake such circumstances into account as part of its definition.

Specific DIT Domain policy objects and attributes are defined in clause 15 to support subschema administration.

11.7 DMD policies

A DMD policy is a policy that pertains to the operation of one or more of the DSAs in the DMD. A DMD policy may
apply either to all the DSAs in the DMD in a uniform manner, to a subset of the DSAs in the DMD, or it may apply to
one specific DSA.

One sort of DMD policy is to restrict or otherwise control the Directory and DSA abstract service provided by one or
more DSAs.
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Examples of such restrictions are:

a) Limiting the basic service provided to Directory (i.e., non-administrative) users to interrogation
operations only, in accordance with CCITT Rec. F.500.

b) Limiting the service provided to users accessing the DSA indirectly, via chaining, including distinctions
based on whether the user request traversed a trusted path.

c) Limitations on requests accepted from users accessing the DSA directly when chaining is required to
DSAs in the DMD known to be subject to limitations of the kind indicated in the previous point.

d) Constraints on the kinds of searches certain users can perform, and on the characteristics of such searches
(e.g., relaxation policies).
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SECTION 5 — MODEL OF DIRECTORY ADMINISTRATIVE
AND OPERATIONAL INFORMATION

12 Model of Directory Administrative and Operational Information

12.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

12.1.1 base: The root vertex of the subtree or subtree refinement produced by the evaluation of a subtree
specification.

12.1.2  ¢hop: A set of assertions concerning the names of the subordinates of a base.

12.1.3  directory operational attribute: An operational attribute defined and visible in the DirectofyyAdministrative
and Operational information model.

12.1.4  directory system schema: The set of rules and constraints concerning operational attributes and supentries.

12.1.5 ¢ntry: A Directory entry or extended Directory entry, depending on the context (either usery and their
application}s or administration and operation of the Directory) in which the term is usedy

12.1.6  qubentry: A special sort of entry, known by the Directory, used to hold information associated with a subtree
or subtree fefinement.

12.1.7 dubtree: A collection of object and alias entries situated at the veftices of a tree. The prefix "sub" ¢gmphasizes
that the bage (or root) vertex of this tree is usually subordinate to the root of-the DIT.

12.1.8 dubtree refinement: An explicitly specified subset of the jentries in a subtree, where the entrles are not
located at the vertices of a single subtree.

12.1.9  qubtree specification: The explicit specification of*a-subtree or subtree refinement. A subtree specification
consists of zero or more of the specification elements.basé, chop and specification filter. The definitior| is termed
"explicit" {in contrast to that of an administrative area) because the portion of the DIT subordinate to the base that is
included in the subtree or subtree refinement is expligitly specified.

12.2 QOverview

From an aflministrative perspective, user information held in the DIB is supplemented by administrative and pperational
informatiop represented by:

1  operational attributes, which represent information used to control the operation of the Direftory (e.g.,
access control information) or used by the Directory to represent some aspect of its operation|(e.g., time
stamp information); and

+  subentriess-which associate the values of a set of attributes (e.g., collective attributes) with enfries within
the scop€ of the subentry. The scope of a subentry is a subtree or subtree refinement.

This inforation, illustrated in Figure 8, may be placed in the Directory by administrative authorities or by PDSAs, and
is used by the’Directory in the course of its operation.

Two mechanisms in 1Irectory abstract Service 1rectory iftormation are:

—  EntryinformationSelection has been extended to permit the selection of operational attributes in an
entry; and

— the subentries service control has been added to permit the List and Search operations to apply either to
object and alias entries or to subentries.

Access to operational information, as for user information, may be limited by an access control mechanism.

Entries are made visible to Directory users via the Directory abstract service, but their relationships to the DSAs that
ultimately hold them are not. The DSA information model, described in clauses 22 through 24, expresses the mapping
of these entries onto the information repositories of DSAs.
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12.3 Subtrees

12.3.1 Qverview

A subtree
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the DIT.
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defining a specific administrative area is limited to-the context of an enclosing autonomous administrative arg

12.3.2  Subtree specification

Subtree specification is the definition(of*a subset of the entries below a specified vertex which forms the |
subtree or pubtree refinement.
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Figure 8 — Model of Directory Administrative and Operational Information

s a collection of object and alias entries situated at the ¥@rtices of a tree. Subtrees do not contain
"sub", in subtree, emphasizes that the base (or root)vertex of this tree is usually subordinate to

begins at some vertex and extends to someyidentifiable lower boundary, possibly extending tq
always defined within a context which implicitly bounds the subtree. For example, the vertex
of a subtree defining a replicated area-are bounded by a naming context. Similarly, the scope o

and/or the lower beundary of the subtree may be implicitly specified, in which case they are detg
within which the(subtree is used.

and/or the lower boundary may be explicitly specified using the mechanism specified in this ¢
h may alsgbé used to specify subtree refinements which are not true tree structures.

ermine a collection of entries that are not located at the vertices of a single (sub)tree. The term subtree
d-when the entries of the collection are not so located.

|
Administrative A attributes attributes
Area¥(AA) "

subentries.
the root of

leaves. A
and lower
f a subtree
a.

base of the

brmined by

ause. This

- The tepological concept of a (sub)tree is useful in considering such specifications, although a particular §pecification

bfinement is

Specification of a subtree consists of three optional elements of specification which identify the base of the subtree, and
then reduce the collection of subordinate entries. These elements of specification are:

a)

specification;

b) Chop — A set of assertions concerning the names of the subordinate entries; and

¢)
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The specification of a subtree or subtree refinement may be represented by the following ASN.1 type:

SubtreeSpecification ::= SEQUENCE {
base [0] LocalName DEFAULT {},
COMPONENTS OF ChopSpecification,
specificationFilter [4] Refinement OPTIONAL }

-- empty sequence specifies whole administrative area
The three components of this sequence correspond to the three specification elements identified above.

Where a value of SubtreeSpecification identifies a collection of entries that are located at the vertices of a single
subtree, the collection is termed a "subtree"; otherwise, the collection is termed a "subtree refinement".

The SubtreeSpecification type provides a general purpose mechanism for the specification of subtrees and subtree
refinements—Amny partrcutaruscof thrs mechantsmrdefires-thespectfre-sermantiesof preersety what ts—speetfrgd and may
impose linpitations or constraints on the components of SubtreeSpecification.

When eaclp of the components of SubtreeSpecification is absent (i.e., a value of type SubtreeSpecificatign which is
an empty| sequence, {}), the subtree so specified is implicitly determined by the context ,within which the
Subtree:lecification is used.

These te
areas.

s are illustrated in Figure 9, for the case where subtrees are deployed withincthie/context of administrative

A Administrative
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Figure'9 — Specification of Subtrees and Subtree Refinements
within the context of Administrative Areas

12.3.3 Base

The base fomponent of SubtreeSpecification represents the root vertex of the subtree or subtree refinemen{. This may
be an entry whichi is subordinate to the root vertex of the identified scope or may be the root vertex of th¢ identified
scope itself (the’default).

The relative name of the root vertex of the subtree with respect to the root vertex of the identified scope is a value of
typeLocalName:

LocalName ::= RDNSequence

Note that the root vertex of the identified scope and the root vertex of the subtree coincide when LocalName is omitted
from SubtreeSpecification.

RDNs used to name the root vertex of the subtree shall be primary RDNs.
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12.3.4

Chop Specification

The ChopSpecification component consists of a set of assertions concerning the names of the subordinates of a base. It
consists of a value of type ChopSpecification:

ChopSpecification ::= SEQUENCE {
specificExclusions [1] SET SIZE (1..MAX) OF CHOICE {

chopBefore [0] LocalName,

chopAfter [1] LocalName } OPTIONAL,
minimum [2] BaseDistance DEFAULT 0,
maximum [3] BaseDistance OPTIONAL }

This type is intended to permit the specification of a tree structure (or subset thereof) starting at the base by two
methods, specific exclusions and base distance.

Where any attribute in an RDN in chopBefore or chopAfter has multiple distinguished values differg
context, the primary distinguished value shall be used as the value in the RDN in LocalName.

12.3.4.1

$pecific Exclusions

The specificExclusions component has two forms, chopBefore and chopAfter, which may berused indivig
combinatign.

The chopBefore component defines a list of exclusions, each in terms of some limif point which is to bg
along with] its subordinates, from the subtree or subtree refinement. The limit points are the entries iden
LocalName, relative to the base.

The chopAfter component defines a list of exclusions, each in terms of some limit point whose subordinatg
excluded from the subtree or subtree refinement. The limit points are the entries identified by a LocalName,
the base.

12.3.4.2 Minimum and Maximum

These conlponents allow exclusion of all entries that are supefior-to entries that are minimum RDN arcs beld
as well as|entries which are subordinate to entries that areZmaximum RDN arcs below the base. These di

expressed

by values of the type BaseDistance:

BaseDistance ::= INTEGER (0..MAX)

For the pufpose of chop specifications, a compound entry is counted as a single entry. In a compound entry
members dre counted as having the same base distance as the ancestor, since they are all part of the same logi

A value offminimum equal to zero (the.default), corresponds to the base. An absent maximum component in
no lower lmit should be imposed on the subtree or subtree refinement.

12.3.5

S$pecification Filter

The specificationFilterscomponent consists of a proper subset of the assertive capability of a filter (

Rec. X.51

| ISO/IEC9594-3) applied to the subordinates of a base. Only entries for which the filter evalu

are includgd in the'tesulting subtree refinement. It consists of a value of type Refinement:

ntiated by

ually or in

excluded,
tified by a

s are to be
relative to

'w the base
Stances are

all family
cal entry.

licates that

see ITU-T
hites to true

Refinemerrlt 7;=~CHOICE {

ite

[0] OBJECT-CLASS.&id,

and [1] SET OF Refinement,
or [2] SET OF Refinement,
not [3] Refinement }

A Refinement evaluates to TRUE as if it were a filter making an equality assertion regarding values of the attribute
type objectClass only.

If a family member is excluded from a subtree by this specification, all its subordinate family members are also
excluded.
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12.4 Operational attributes

There are three varieties of operational attributes: Directory operational attributes, DSA-shared operational attributes,
and DSA-specific operational attributes.

Directory operational attributes occur in the Directory information model and are used to represent control information
(e.g., access control information) or other information provided by the Directory (e.g., an indication of whether an entry
is a leaf or non-leaf entry).

DSA-shared operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

DSA-specific operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

NOTE +Fhese-are-deseribed-i-elaunses23-throush24-

The definjtion and use of each operational attribute is a matter for specification in the appropriate| Directory
Specification.

12.5 Entries

12.5.1 Qverview

From an ddministrative perspective, user information held in an entry may be supplemented by adminisfrative and
operationa] information represented by operational attributes.

The Direcfory uses the object class attribute and DIT content rules applicable te an entry to control the usef attributes
required ad permitted in the entry. The operational attributes of an entry are.governed by the Directory syst¢m schema
(see clausd 14) applicable to the entry.

12.5.2  Access to operational attributes

Although hot normally visible, the directory operational attfibutes within entries may be made visible to [authorized
(e.g., administrative) users of the directory abstract setvice. Certain operational attributes (e.g., entryACl, or
modifyTimestamp) might also be available to ordinary users.

12.6 Subentries

12.6.1 OQverview

A subentrp is a special kind of entry~imimediately subordinate to an administrative point. It contains attqibutes that
pertain to| a subtree (or subtree refinement) associated with its administrative point. The subentries| and their
administrative point are part of the\same naming context (see clause 21).

A single gubentry may seryerall or several aspects of administrative authority. Alternatively, a specifid aspect of
administrative authority may, be handled through one or more of its own subentries. At most one subentry i$ permitted
for a subpchema administrative authority. Access control and collective attribute authorities may have several
subentries

A subentry is not\considered in list and search operations unless the subentries service control is included in the
request.

A subentry shall not have subordinates.

The structure of a subentry corresponding to an administrative point is depicted in Figure 10.
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A subentry

Subentries|

12.6.2  §

The commonName attribute used as the subtree\'identifier serves to distinguish the various subentries tH
immediate subordinates of a specificcadministrative entry.

NOTE +

defined as

The comnhionName attribute for a subentry may not contain multiple distinguished values differentiated §
le distinguished value is permitted.

only a sing

12.6.3

The subtreeSpecification_attribute defines the collection of entries within the administrative area with

subtree is

consists of’

a commonName attribute, specified in ITU-T Rec. X.520 | ISO/IE€\9594-6 which contains t

the subentry;

a subtreeSpecification attribute, specified in clause 14;

an objectClass attribute, specified in clause 13, whiclidndicates the purpose(s) of the sube

Figure 10 — Structure of a Subentry

operation of the Directory;

may also contain operational attributes with appropriate semantics (see 12.6.4).

oncerned.

t of a-subentry is regulated by the values of the subentry's objectClass attribute.

bubentry RDN attribute

bubtree Specification attribute

Use of the*Object Class attribute

other attributes, depending on the values of the objectClass attribute.

ADMINISTRATIVE ENTRY
User Operational
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Subentry Subentry
SUBENTRY
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The value of this attribute might be.selected to serve as a mnemonic to representatives of the Administrative

he RDN of

ntry in the

at may be

Authority.

y context;

which the

object class, deﬁned in clause 14, used to 1nc1ude the commonName subtreeSpecmcatlon and objectCIass attributes
in all subentries.

In order to regulate the remaining attributes, the other values of the objectClass attribute, representing the auxiliary
object classes allowed for the subentry, shall be used.

The definition of the semantics of one of these values includes an identification and specification of zero or more
attribute types that shall or may appear in the subentry when the objectClass attribute assumes the value. The definition

of the semantics of a value for the objectClass attribute shall include:

42

an indication of whether an entry may be included in more than one subtree or subtree refinement

associated with the particular purpose (e.g., it may not be permitted in the case of subschema, but may
be permitted for access control); and if so
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— the effects of the combination of associated subentry attributes, if any.

A subentry of a particular object class may only be subordinate to an administrative entry if the administrativeRole
attribute permits that class of subentry as a subordinate.

As for object and alias entries, information held in a subentry may be supplemented by administrative and operational
information represented by operational attributes. For example, a subentry is permitted to contain entry ACI, provided
only that this ACI is permitted by and consistent with the value of the accessControlScheme attribute of the
corresponding access control specific point. Similarly, a subentry may contain a modifyTimestamp.

12.6.5  Other subentry attributes

The remaining attributes within a subentry depend on the values of the objectClass attribute. For example, a
subschema attribute may only be placed in a subentry if its objectClass attribute has subschema as one of its values.

12.7 Information model for collective attributes

An autondmous administrative area may be designated as a collective attribute specific administrative ar¢ga in order
to deploy [and administer collective attributes. This shall be indicated by the presence of [the value
id-ar-collectiveAttributeSpecificArea in the associated administrative entry's administrativeRole attribute (jin addition
to the presgnce of the value autonomousArea, and possibly other values).

Such an agtonomous administrative area may be partitioned in order to deploy and admiinister collective attrilputes in the
specific partitions. In this case, the administrative entries for each of the collective attribute specific administlative areas
are indicated by the presence of the value id-at-collectiveAttributeSpecificArea“in these entries' administrativeRole
attributes.

If such an [autonomous administrative area is not partitioned, there is a single specific administrative area fof collective
attributes gncompassing the entire autonomous administrative area.

Additionallly, a specific administrative area defined for the purposé.of collective attribute administration may be further
divided info nested inner areas for the same purpose. The administrativeRole attribute of the administrative|entries for
each such |nner administrative area shall indicate this by the presence of the value id-ar-collectiveAttributelrinerArea.

An entry ¢ollection and its associated collective attributes are represented in the Directory information model by a
subentry, | termed a collective attribute  subentry, whose objectClass attribute has the value
id-sc-collgctiveAttributeSubentry, as defined in ¢lause 14. A subentry of this class may be the immediate Jubordinate
of an administrative entry whose administrativeRole attribute contains thg value
id-ar-collectiveAttributeSpecificArea or id-ar-collectiveAttributelnnerArea.

Where thefe are different entry collections.within a given collective attribute area, each shall have its own subjentry.

The entry ¢ollection itself is defined by the value of the subtreeSpecification operational attribute of the subentry. This
value defipes the scope of theseallective attribute subentry. The user attributes of the subentry are the collective
attributes ¢f the entry collection,

NOTE | — Because subtree refinement is based on object class, the association of collective attributes with object eftries can be
done in| a manner thafinaturally extends the schema for these entries. For example, the organizationalPerson eptries of an
organizjtion might-be  €xtended with a set of collective attributes appropriate for all persons affiliated with the orggnization by
the creation of assubentry whose associated subtree is refined to include only organizationalPerson entries and whjch contains
the orggnizatjon's set of collective attributes. Additionally, a DIT Content Rule for such entries would need to be defipied to allow
collectiye attributes to become visible in the entries.

Collective attrtbute Typcs arconcottectiveattribute typcs differ bcumutibaﬂy. AT attribute typT bapa‘ulc of cxpressing
collective semantics shall be designated as a collective attribute type at the time of its definition.
NOTE 2 — Merging procedures employed by the Directory in the case of independent sources of values of a collective attribute
type are described in ITU-T Rec. X.511 | ISO/IEC 9594-3.

Collective attributes may be excluded from appearing in a particular entry through use of the collectiveExclusions
attribute defined in clause 14.

12.8 Information model for context defaults

An autonomous administrative area may be designated as a context default specific administrative area in order
to deploy and administer context defaults. This shall be indicated by the presence of the value
id-ar-contextDefaultSpecificArea in the associated administrative entry's administrativeRole attribute (in addition to
the presence of the value id-ar-autonomousArea, and possibly other values).
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Such an autonomous administrative area may be partitioned in order to deploy and administer context defaults in the
specific partitions. In this case, the administrative entries for each of the context default specific areas are indicated by
the presence of the value id-ar-contextDefaultSpecificArea in these entries' administrativeRole attribute.

If an autonomous administrative area is not partitioned, there is a single specific administrative area for context defaults
encompassing the entire autonomous administrative area.

Context defaults are represented in the Directory Information model by a subentry, termed a context default subentry,
whose objectClass attribute has the value id-sc-contextAssertionSubentry as defined in 14.7. A subentry of this class
may be the immediate subordinate of an administrative entry whose administrativeRole attribute contains the value
id-ar-contextDefaultSpecificArea.

The context default subentry defines a set of context assertions, any one of which is applied whenever there is no
context assertion applicable to a given attribute type specified by the user when accessing the portion of the DIT defined
by the subtreeSpecificationoperatromatattributeof thesubentry—Apptcatiomrof defauttcontextassertions 15 described
in 8.9.2.2,jand in 7.6.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3.
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SECTION 6 — THE DIRECTORY SCHEMA

13 Directory Schema

13.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

13.1.1  attribute syntax: The ASN.1 data type used to represent values of an attribute.

-2:2005 (E)

13.1.2  directory schema: The set of rules and constraints concerning DIT structure, DIT content, DIT context use,

object classes, and attribute types, syntaxes and matching rules which characterize the DIB. The Directory

Schema is

manifested as a set of non-overlapping subschemas each governing entries of an autonomous administrativd
subschemd specific partition thereof). The Directory schema is concerned only with Directory User Informati

13.1.3 irectory) subschema: The set of rules and constraints concerning DIT structure, DIT content, ob]
and attribpte types, syntaxes and matching rules which characterize the DIB entries within an a
administrafive area (or a subschema specific partition thereof).

IT content rule: A rule governing the content of entries of a particular structural object class.
object classes and additional attribute types permitted to appear, or excluded from appearing, i1

13.1.5 IT context use: A rule governing the context types that may be associated with attribute values o
attribute tylpes. It specifies the permitted and the mandatory context types for the“attribute type.
13.1.6 IT structure rule: A rule governing the structure of the DIT by specifying a permitted

les. This permits entries of the structural object clagstidentified by the name form to exist in
s to entries governed by the indicated superior structure rules.

overning structure rule (of an entry): With respect to a particular entry, the single DIT structu
applies to the entry. This rule is indicated by the governingStructureRule operational attribute.

13.1.8 ame form: A name form specifies a permissible RDN for entries of a particular structural obje
name forn} identifies a named object class and ong*or more attribute types to be used for naming (i.e., for
Name forms are primitive pieces of specificationyused in the definition of DIT structure rules.

NOTE | Name forms are registered and have- global scope. DIT structure rules are not registered and have the §
adminijrative area with which they are associated.

13.1.9
superior.

uperior structure rule: ‘With respect to a particular entry, the DIT structure rule governing

13.2 QOverview

The Direcfory Schemalis a set of definitions and constraints concerning the structure of the DIT, the pos
entries are[named, the“information that can be held in an entry, the attributes used to represent that informatio
organizatign infohierarchies to facilitate search and retrieval of the information and the ways in which

area (or a
bN.

ect classes
itonomous

[t specifies
) entries of

f particular

uperior to
to superior
he DIT as

re rule that

ct class. A
the RDN).

cope of the

the entry's

sible ways
n and their
values of

attributes aybe matched in attribute value and matching rule assertions.

NOTE I'=The schema enables the Directory system to, 1ot example:

—  prevent the creation of subordinate entries of the wrong object-class (e.g., a country as a subordinate of a

person);

—  prevent the addition of attribute-types to an entry inappropriate to the object-class (e.g., a serial number to a person's

entry);
—  prevent the addition of an attribute value of a syntax not matching that defined for the attribute-type (e.g.
string to a bit string).

Formally, the Directory Schema comprises a set of:
a) Name Form definitions that define primitive naming relations for structural object classes;

b) DIT Structure Rule definitions that define the names that entries may have and the ways in
entries may be related to one another in the DIT;

, a printable

which the
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¢)

d)

f)
2

DIT Content Rule definitions that extend the specification of allowable attributes for entries beyond those
indicated by the structural object classes of the entries;

Object Class definitions that define the basic set of mandatory and optional attributes that shall be
present, and may be present, respectively, in an entry of a given class, and which indicate the kind of
object class that is being defined (see 7.3);

Attribute Type definitions that identify the object identifier by which an attribute is known, its syntax,
associated matching rules, whether it is an operational attribute and if so its type, whether it is a
collective attribute, whether it is permitted to have multiple values and whether or not it is derived from
another attribute type;

Matching Rule definitions that define matching rules;

DIT Context Use definitions that govern the context types that may be associated with attribute values of
any particular attribute type

Figure 11[illustrates the relationships between schema and subschema definitions on the one side{“and the DIT,

directory dntries, attributes, and attribute values on the other.

Figure 11 {s interpretedas follows:

r ~
Directory rules for .~ Directory
Schema " Information Tree
| J =
uses | belong to
e N
Subschema rules for R Subschema
DIT Structure Rule " Administrative Areas
| J
uses | 1 belong to
( Name Form ) rules for
DIT Content Rule > Entries
Object Class
|\ J
A
use | belong to
r ~
Attribute Types rules for R )
DIT Context Use i’ Altributes
. J c
use | belong to
e ~N
ASN.1 type rules for R
Matching Rule e Values
. J/

X.501_F11

Figure 11 — Overview of Directory Schema

thesitems listed vertically on the left represent elements of schema;

the items listed vertically on the right represent instances of corresponding schema items, instantiated

according to the rules defined by these schema items;
the relationship between items of schema is illustrated by the "uses" relationship;

the relationship between instances of different aspects of schema is illustrated using the "belong to"
relationship.

The Directory Schema is distributed, like the DIB itself. It is manifested as a set of non-overlapping subschemas each
governing entries of an autonomous administrative area (or a subschema specific partition thereof). A subschema
administrative authority establishes the rules and constraints constituting the subschema.

The subschema administrative authority may elect to use individual elements of the Directory Schema having global
scope which are defined in these Directory Specifications: name forms, object classes and attributes (types and
matching rules). It may also choose to define alternatives to these elements more appropriate to its own environment or
it may choose some intermediate approach, using both standardized and proprietary schema elements.
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The subschema administrative authority defines those schema elements whose scope is limited to the subschema: DIT
structure rules, DIT content rules, and DIT context use. In addition, the subschema administrative authority may also
specify which matching rules are applicable to which attribute types.

The Directory Schema is concerned only with directory user information. Although some support for the specification
of operational information is provided in the notation defined in this clause, the regulation of Directory Administrative
and Operational Information is the concern of the Directory System Schema.

NOTE 2 — The Directory System Schema is described in clause 14.

13.3 Object class definition

The definition of an object class involves:

a) indicating which classes this object class is to be a subclass of;

B) indicating what kind of object class is being defined;

¢) listing the mandatory attribute types that an entry of the object class shall contain.in“addition to the
mandatory attribute types of all its superclasses;

d) listing the optional attribute types that an entry of the object class may contain inaddition to the optional
attributes of all its superclasses;

¢) assigning an object identifier for the object class.
NOTE + Collective attributes shall not appear in the attribute types of an object class definition:

13.3.1 $ubclassing

There are festrictions on subclassing, namely:

1  only abstract object classes shall be superclasses of other’abstract object classes.

There is one special object class, of which every structural object elass’is a subclass. This object class is call¢d top. top
is an abstrjct object class.

13.3.2 he object class attribute

Every entry shall contain an attribute of type objectClass to identify the object classes and superclasses to which the
entry belongs. The definition of this attribute is givensin 13.4.8. This attribute is multi-valued.

There shalll be one value of the objectClass attribute for the entry's structural object class and a value for [each of its
superclassg¢s. top may be omitted.

An entry's[structural object classes shall\iot be changed. The initial values of the objectClass attribute are provided by
the user when the entry is created.

Where auyiliary object classes.are 'used, an entry may contain values of the objectClass attribute for thg auxiliary
object clagses and their superclasses allowed by a DIT content rule. If a value for an allowed auxiliary objgct class is
present, then values for the superclasses of the auxiliary object class shall also be present.

Where the| objectClass-attribute contains an object identifier value for an auxiliary object class, then the fentry shall
contain th¢ mandatory/attributes indicated by that object class.
NOTE | — The requirement that the objectClass attribute be present in every entry is reflected in the definition of tog.

NOTE 2 <"Because an object class is considered to belong to all its superclasses, each member of the chain of superglasses up to
top is rdpresented-by-avalue-in-theobjectClass-attribute(andas ein-thechainmavbein o o

NOTE 3 — Access Control restrictions may be placed on modification of the objectClass attribute.

In conjunction with the applicable DIT content rules, the Directory enforces the defined object class for every entry in
the DIB. Any attempt to modify an entry that would violate the entry's object class definition that is not explicitly
allowed by the entry's DIT content rule shall fail.

NOTE 4 — In particular, the Directory will ordinarily prevent:

a) attribute types absent from an entry's structural object class definition and not permitted by the entry's DIT content
rule being added to an entry of that object class;

b) an entry being created with one or more absent mandatory attribute types for an object class of the entry;

¢) amandatory attribute type for the object class of the entry being deleted.
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13.3.3  Object class specification

Object classes may be defined as values of the OBJECT-CLASS information object class:

OBJECT-CLASS := CLASS {
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,
&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[ SUBCLASS OF &Superclasses ]
[ KIND &kind ]
[ MUST CONTAIN &MandatoryAttributes ]
[MAY CONTAIN  &OptionalAttributes ]
ID &id }

ab
str

ObjectCIa{sKind ::= ENUMERATED {

auiliary (2) }

For an obj

The object| classes previously mentioned (top and alias) are defined below:

top OBJEHCT-CLASS ::= {
D

KIN abstract
MUST CONTAIN { objectClass }
ID id-oc-top }
alias OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUST CONTAIN  { aliasedEntryName }
ID id-oc-alias}
NOTE | — The object class alias.'does not specify appropriate attribute types for the RDN of an alias entry. Ad
Authorities may specify subclassgs of the class alias which specify useful attribute types for RDNs of alias entries.
parent OBJECT-CLASS := {
KIND abstract
ID id-oc-parent }
child OBJECT-CLASS := {
KIND, auxiliary
ID td-ec-child}

Neither the parent nor the child object classes shall be combined with the alias object class to form an alias entry.

The parent object class is derived by the presence of an immediately subordinate family member, marked by the
presence of a child object class value. It may not be directly administered. The child object class value may only be
added or removed when the result is consistent with the architecture of compound entries (e.g., the subordinates of

d) &Superclasses is the set of object classes which are its direct supercldsses;

)

¢) &MandatoryAttributes is the set of attributes which entries of‘that class shall contain;
)

q

¢) &id is the object identifier assigned to it.

tract (0),
ctural (1),

et class which is defined using this information object class:

&kind is its kind;

&OptionalAttributes is the set of attributes which entries(of that class may contain, excep
attribute appears in both the mandatory and optional setsydt shall be considered mandatory;

family members shall always have a child object class).

NOTE 2 — The object classes parent and child do not specify any appropriate attribute types for the RDNs of family members.

This will be done in the normal way via the appropriate structural object classes and name forms for these entries.
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13.4 Attribute type definition

The definition of an attribute type involves:

a)

supertype;

b) specifying the attribute syntax for the attribute type;

©)
d)

e) indicating whether the attribute type is operational or user;

f)  optionally indicating that a user attribute type is collective;

¢) _optionally indicating that an operational attribute is not user modifiable:

i
Any user

Therefore,
subschemd

13.4.1

Some opetjational attributes are under direct user control. In other cases the operational attribute's values are
ectory. In the latter case, the definition of the operational attribute shall-indicate that no user modifications to

by the Dir
the attribuf

The specif]

1342 4

An attribu
attribute sl
user attrib

An operat
supertype.

If an attrib
be specifig
ASN.1 dat

If an attrib
attribute sy
the indicat]
syntax sha

) for operational attributes, indicating the application;

assigning an object identifier to the attribute type.

pttribute can be identified by an administrative authority as an anchor attribute, having friend
the attribute type definition does not identify the friends of an anchor attribute* This may
to subschema.

Dperational attributes

e values are permitted.

Directory operational attribute (e.g., access control attributes);
DSA-shared operational attribute (e.g., a master-as¢ess-point attribute);

DSA-specific operational attribute (e.g., a copy-status attribute).

Attribute hierarchies

nall not be derived from an operational attribute and that an operational attribute shall not be deri
ite.

ute type is not a subtype'of another attribute type, the attribute syntax and matching rules (if applid

h type.

ntax is that'of its direct supertype. If the attribute syntax is indicated and the attribute has a direct]
ed syntax shall be compatible with the supertype's syntax, i.e., every possible value satisfying thd
1 also-satisfy the supertype's syntax.

optionally indicating the equality, ordering and/or substring matching rule(s) for the attribute type;

indicating whether an attribute of this type shall have only one or may have more than one value;

cation of an operational attribute type shall indicate its appli¢ation, which shall be one of the folloying:

optionally indicating that the attribute type is a subtype of a previously defined attribute type, its direct

attributes.
vary from

controlled

e hierarchy shall contain either user attributes or operational attributes but not both. It follows fthat a user
ed from a

onal attribute that is a subtype of another operational attribute shall have the same application as its

able) shall
d in the attribute~type definition. Specifying an attribute syntax shall be done by directly spegifying the

ute type is asubtype of an indicated type, the definition need not specify an attribute syntax, in whjch case its
supertype,
attribute's

If an attribute type 1s a subtype of another attribute type, the matching rules applicable to the supertype are applicable to
the subtype, unless extended or modified in the definition of the subtype. A matching rule defined for a supertype may

not be rem

oved when defining a subtype.

13.4.3  Friend attributes

The list of friends of an anchor attribute shall only contain user attributes. The relationship imposes no restraints
whatever on the semantics, syntax, or other characteristics of a friend attribute.

NOTE — An anchor attribute may be defined as a dummy attribute.
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13.4.4  Collective attributes
An operational attribute shall not be defined to be collective.

A user attribute may be defined to be collective. This indicates that the same attribute values will appear in the entries
of an entry collection subject to the use of the collectiveExclusions attribute.

Collective attributes shall be multi-valued.

13.4.5 Derived attributes

A derived attribute is one that contains information using the syntax of attribute information, but where the values are
computed as returned rather than being held in the DIB.

The family-information derived attribute is introduced for use in the Directory service for the containment of family

'f b A PR 1 R s 1L 1 271 LCITLLT D N Al i oo oso4.0
Informatiop—ts—charactertstresarcaetmea 7ot o=t Rec 251 TSOrTC T 77570,

DSAs mayf also use derived attribute technology to provide other attributes. For example, all operational attfibutes that
include th¢ AccessPoint value of a specific DSA may (and probably should) derive the value froni a’singl¢ source of
the informftion, which may be suitably administered.

13.4.6  Attribute syntax

If an equality matching rule is specified for the attribute type, the Directory shall ensure-that the correct attripute syntax
is used for|every value of this attribute type.

13.4.7 Matching rules

Equality, qrdering and substrings matching rules may be indicated in the attribute type definition. The sam¢ matching
rule may b used for one or more of these types of matches if the semantic$.of the rule allows for more than one of these
different types of matches.

NOTE | — This fact should be reflected in the definition of the indicatéd’matching rule.
If no equality matching rule is indicated, the Directory:

d) treats values of this attribute as having typé/ANY, i.e., the Directory may not check that those values
conform with the data type or any other rule'indicated for the attribute;

) does not permit the attribute to be used for naming;
¢) does not allow individual values of multi-valued attributes to be added or removed;
) does not perform comparisons of values of the attribute;

¢) will not attempt to evaluate\AVAs using values of such an attribute type.

If an equallity matching rule is indicated, the Directory:

d) treats values of this-attribute as having the type defined in the &Type field in the attribute's deffinition (or
that of the attfibute from which the attribute is derived);

B) will use_the‘indicated equality matching rule for the purpose of evaluating attribute value| assertions
concernifig the attribute;
¢) will-onily match a presented value of a suitable data type as specified in the attribute type definjtion.

NOTE 2 — This/subclause applies equally to an attribute whose equality matching rule uses an assertion syntax differgnt from the
syntax ¢f'theattribute type.

If no ordering matching rule is indicated, the Directory shall treat any assertion of an ordering match using the syntax
provided by the Directory Abstract Service as undefined.

If no substrings matching rule is indicated, the Directory shall treat any assertion of a substring match using the syntax
provided by the Directory Abstract Service as undefined.

An attribute type shall only specify matching rules whose definition apply to the attribute's attribute syntax.
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Attributes may be defined as values of the ATTRIBUTE information object class:

ATTRIBUTE ::= CLASS {
&derivation
&Type
&equality-match
&ordering-match
&substrings-match
&single-valued
&collective
&dummy
-- operational extensions --
&no- 5 i

ATTRIBUTE OPTIONAL,

OPTIONAL, -- either &Type or &derivation required --
MATCHING-RULE OPTIONAL,

MATCHING-RULE OPTIONAL,

MATCHING-RULE OPTIONAL,

BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE

[ EQUALITY MATCHING RULE
[ ORDERING MATCHING RULE

[ SUBSTRINGS MATCHING RULE
[ SINGLE VALUE

[ COLLECTIVE

[ DUMMY

[ NO USER MODIFICATION

[ USAGE

ID

AttributeUsage ::= ENUMERATED {

usdrApplications (0),
directoryOperation (1),
distributedOperation (2),
dSAOperation (3)}

AttributeUsage DEFAULT userApplications,
OBJECT IDENTIFIER UNIQUE }

&derivation ]

&Type ]
&equality-match ]
&ordering-match ]
&substrings-match ]
&single-valued ]
&collective ]
&dummy ]
&no-user-modification ]
&usage ]

&id }

For an attrjbute which is defined using this information-ebject class:

4)
1)

d)

)

k)

&derivation is the attribute, if any, 0f which it is a subtype;

&Type is its attribute syntax,~This shall be an ASN.l type, but not a type that cpntains an

EmbeddedPDV;
&equality-match is its €quality matching rule (if any);
&ordering-match is, its ordering matching rule (if any);

&substrings-match is its substrings matching rule (if any);

&single-valued'is TRUE if it is single valued, and false otherwise;
&collective is TRUE if it is a collective attribute, and false otherwise;

&dummy is TRUE if it is a dummy attribute, and FALSE otherwise;

&no-user-modification is TRUE if it is an operational attribute which cannot be modified by the user;

jl_\‘&usage indicates the operational usage of the attribute. userApplications means it is a usdr attribute,

directoryOperation, distributedOperation, and dSAOperation mean it is a directory, distributed, or

DSA-operational attribute respectively;
&id is the object identifier assigned to it.

The attribute types defined in the first edition of this Directory Specification which are known to and used by the
Directory for its own purposes are defined as follows:

objectClass ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING RULE

ID

OBJECT IDENTIFIER
objectldentifierMatch
id-at-objectClass }

aliasedEntryName ATTRIBUTE ::={

WITH SYNTAX

DistinguishedName

ITU-T Rec. X.501 (08/2005) 51


https://iecnorm.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/TIEC 9594-2:2005 (E)

EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
ID id-at-aliasedEntryName }

NOTE - The matching rules referred to in these definitions are themselves defined in 13.5.2.

The objectClass and aliasedEntryName attributes are defined as user attributes even though they are used for
Directory operations and semantically should be defined as operational. This is because these attributes were defined as
user attributes before the operational attribute concept and must remain as user attributes to facilitate interworking
between systems implementing different editions of this Directory Specification.

13.5 Matching rule definition

13.5.1 Overview

The defini
¢
q

q

[

A matchinfg rule shall be used to evaluate attribute value assertions of attributes/indicating the rule as thg
matching fule. The syntax used in the attribute value assertion (i.e., the assertion component of the attrj

assertion)
A matchin

The defini

ion of a matching rule involves:

) optionally defining the parent matching rules from which the present matching rule may be-dei
) defining the syntax of an assertion of the matching rule;

) specifying the different types of matches supported by the rule;

)

defining the appropriate rules for evaluating a presented assertion with respect to target attril
held in the DIB;

) assigning an object identifier to the matching rule.

s the matching rule's assertion syntax.
b rule may apply to many different types of attributes withitferent attribute syntaxes.

ion of a matching rule shall include a specification of'the syntax of an assertion of the matching r|

ived;

ute values

ir equality
bute value

hle and the

way in which values of this syntax are used to perform a match: This does not require a full specification of the attribute
syntax to which the matching rule may apply. A definitiop,of a matching rule for use with attributes with different
ASN.1 syrtaxes shall specify how matches shall be performed.
The applicpbility of defined matching rules to the attributes contained in a subschema specification (over and above the
matching fules used in the definition of theselattribute types) is indicated through the subschema specification
operationa] attribute matchingRuleUse, defined)in 15.7.7.
13.5.2 Matching rule definition
Matching fules may be defined as values of the MATCHING-RULE information object class:
MATCHING-RULE ::= CLASS™{

&ParentMatchingRules MATCHING-RULE OPTIONAL,

&AssertionType OPTIONAL,

&uiqueMatchindicator ATTRIBUTE OPTIONAL,

&i OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ PARENT &ParentMatchingRules ]

[ SYNTAX &AssertionType ]

[U i icator ]

ID &id}

For a matching rule which is defined using this information object class:

a) &ParentMatchingRules ficld is used if the matching rule being defined combines the characteristics of
two or more other matching rules. It is given as a set of two or more object identifiers for the matching
rules that supply the basic characteristics of the matching rule being defined (e.g., matching algorithm); it
shall be omitted for a basic matching rule.

b) &AssertionType is the syntax for an assertion using this matching rule; if it is omitted, the assertion
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syntax is the same syntax as that of the attribute the rule is applied to unless the matching rule specifies
otherwise. If it is present, it may specify a restriction on the parent matching rule(s) if present, but in this
case it shall be compatible with the syntax for the parent matching rule(s) (i.e., a value complying with

&AssertionType shall also comply with &AssertionType for the parent matching rule(s)).
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c¢) &uniqueMatchindicator is a notification attribute type. When present, unique matching is required. For
a mapping-based matching rule (see 13.6) that means mapping against the mapping table shall yield an
unambiguous result. If there are multiple matches against the mapping table, the search request shall be
rejected with a serviceError with problem ambiguousKeyAttributes. In addition, a notification
attribute of the type specified by this field shall be placed in CommonResults of the error returned.
NOTE 1 — Such a situation can occur in geographical matching when, for example, an assertion can specify
"Newton" as a locality in the United Kingdom; there are many distinct towns with this name, which need to be
distinguished by a qualifier (e.g., "Newton, Cambs").

d) &id is the object identifier assigned to it.

If two or more matching rules are used for ParentMatchingRules, the result is a combined matching rule that returns a
result, for values that are compatible with AssertionType, as prescribed by the following rule:

a) if the result of any parent matching rule is TRUE, the combined matching rule shall return TRUE;

B) otherwise, if the result of any parent matching rule is FALSE, the combined matching rulevghall return
FALSE; or

¢) otherwise, the combined matching rule shall return undefined.

The following table shows the rules of combination of two matching rules A and B; the table: could in pyinciple be
extended ifito multiple dimensions, with similar result patterns, to cover the case of three or inore parent matching rules:

Rule A
TRUE FALSE UNDEFINED
TRUE TRUE TRUE TRUE
Rule B FALSE TRUE FALSE FALSE
UNDEFINED TRUE FALSE UNDEFINED

By combining matching rules as specified above, it is possible to/obtain valid matching in cases where th¢ matching
would othgrwise fail.

NOTE P — A specific case of the use of a parent matching rule*is-with the combination of an arbitrary matching rhle with the
special matching rule ignorelfAbsentMatch. The latter causes a filter-item to return TRUE if the attribute is absent; if it is
present,| the normal rules apply. This enables a search filter<o. ¢éxamine entries when some attributes specified in the gearch filter
are absdnt. See 7.7.1 of ITU-T Rec. X.520 | ISO/IEC 9594:6.

The objectldentifierMatch matching rule is defined as follows:

objectldentifierMatch MATCHING-RULE. ;:="{
SYNTAX OBJECT IDENTIFIER
ID id-mr-objectldentifierMatch }

A presentdd value of type object identifier matches a target value of type object identifier if and only if they both have
the same humber of integral .components and each integral component of the first is equal to the corfesponding
componenf of the second.(This matching rule is inherent in the definition of the ASN.1 type object| identifier.
objectldentifierMatch is an equality matching rule.

The distinguishedNameMatch is defined as follows:

SYNTAX DistinguishedName
id-mr-distinguishedNameMatch }

A presented distinguished name value matches a target distinguished name value if and only if all of the following are
true:

distinguisFedNameMatch MATCHING-RULE ::= {

ID

a) the number of RDNSs in each is the same;
b) corresponding RDNs have the same number of AttributeTypeAndValue;

¢) corresponding AttributeTypeAndValue (i.e., those in corresponding RDNs and with identical attribute
types) have attribute values which match as described in 9.4.

distinguishedNameMatch is an equality matching rule.
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13.6 Relaxations and tightenings

Relaxation and tightening are functions that in a systematic way modify the matching of one or more filter items. If
relaxation is performed, the modification of the matching is done in such a way as to increase the likelihood of having
more matched entries. Relaxation is performed when the number of matched entries is below a certain minimum.
Tightening is performed in a similar way when the number of matched entries is above a certain maximum. There are
two modes of relaxation/tightening:

a) the matching rule applied for a particular attribute type can be replaced by matching rule substitution in a
stepwise fashion until the required effect is achieved or the possibilities have been exhausted as detailed
in 13.6.1; and

b) the relaxation/tightening can be applied as part of a mapping-based matching as detailed in 13.6.2.

13.6.1 Matching rule substitution

The matcHing rule substitution can be controlled by a governing-search-rule within a service-specific-administrative
area (see [16.10.7). It can also be controlled by the user in the search request (see 10.2.1 of ITUSF Regc. X.511 |
ISO/IEC 9594-3). In both cases, the RelaxationPolicy construct, as defined in 16.10, controls the substitutior].

Relaxatiorftightening by matching rule substitution modifies the action of a filter by systematically substituting the
previously| applicable matching rules for selected attributes onto matching rules that provide looser (or tighter)
matching. Having relaxed, or tightened by matching rule substitution, the whole of the search process is re-eyaluated on
the same det of entries within the scope of the search. Re-evaluation can continue until no more relaxatiofs exist, or
until a satjsfactory return (less than or equal to maximum, or more than minimum¢ by reference to the pontrolling
RelaxatiopPolicy elements) is made.

The result|is that the filter remains the same for each re-evaluation, but the. individual matching rules used fo evaluate
the filter yndergo a substitution as necessary (see Figure 12). Relaxation(ihay either be evaluated on a DSA-by-DSA
basis, usinig no coordinated relaxation between DSAs, or may alternatively use the chainedRelaxation comhponent of
ChainingArguments to define what relaxation is to be used.

Filter
Se'drch A 4 A 4 \ 4 A 4 A 4 A 4 A 4 A 4 A 4 A 4
relaxation — Matching rule mapping

policy

A 4 A 4 A 4 A 4 A 4 A 4 A 4 A 4 A 4 A 4

Filter evaluation on local
part of DIT

X.501_F12

Figure 12 — Matching rule substitution

When a rdlaxation policy is to be used, the DSA before starting a local search makes a basic substitutign for each

attribute typefor which a basic substitution is defined, as specified by the relaxation policy.
NOTE r=Aparticutar usefutapptiicationrof basicsubstitution 1s;as amrcxampte; for thetocatityNameattribote typeto substitute
the caselgnoreSubstringMatch matching rule with the generalWordMatch matching rule in situations where this matching rule
is more appropriate and the user is expected to formulate a substrings filter item accordingly.

If too few entries result from the search, as applied to this particular DSA, the first relaxation policy is applied; if too
few entries still result, the next relaxation policy is applied; and so on.

Similarly, if too many entries result from the search, the first tightening policy is applied in a similar fashion. There is
no reversal from a tightening to a relaxation, or vice versa.

A relaxation applied by one set of MRSubstitution for a particular attribute applies until countermanded by another
MRMapping. The countermanding can be explicit by specifying the matching rule, or implicit by omitting the
oldMatchingRule identifier.

54 ITU-T Rec. X.501 (08/2005)


https://iecnorm.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/IEC 9594-2:2005 (E)

If a relaxed evaluation is performed due to too few results from the previous evaluation, and if too many results are
returned from the relaxed evaluation, some or all of the results from the relaxed evaluation shall be returned. If a
tightened evaluation is performed due to too many results from the previous evaluation, and if too few are returned from
the tightened evaluation, some or all of the results from the previous evaluation shall be returned. In either case, the
relaxation or tightening process stops.

An applicable relaxation policy applies both to filter or extendedFilter, as appropriate.
NOTE 2 — Because relaxation allows filter item evaluations to be relaxed or tightened for the ordinary filter, the need for
extended filters to achieve more complex filtering is diminished.

A DSA may supply the proposedRelaxation notification attribute (see 5.12.15 of ITU-T Rec. X.520 | ISO/IEC 9594-6)
in a search result within the notification subcomponent of the PartialOutcomeQualifier. The information here can
then in a subsequent search request be used as a user-supplied relaxation policy.

As an ultigratecascof retaxatromapoticy carcausea partreutar fiter rtenrto-beevatmated-as-TRUE(or FALLSE, if the
filter-item [is negated) in accordance with the nullMatch matching rule.

Within a [service specific administrative area, validation against search-rules is performed after-possible basic
substitutiops have been made, as dictated by the search-rule against which the search request is being evaluated. A
governing{search-rule is selected prior to any subsequent matching rule substitution, ingcluding posgible basic
substitutiops specified in the search request.

13.6.2 Mapping-based matching

Mapping-fased matching is relevant for the Search operation when the users'_conception of the real wofld may in
several wgys differ from the idealized model often used by the Directory. As‘an example, users' notions [of locality
names and how localities relate to each other may be quite different from~how localities are represerjted in the
Directory.[To bridge that gap and to improve the rate of successful searches; it is essential to have a mappig between
the users' ¢onception of some real-world objects, including their mutual relationships, and the Directory mqdel for the
same obje¢ts. The same mapping should also allow for "fuzzy" matching, i.e., allowing some attribute valuds to reflect
more than ftheir precise definition.

NOTE | — As an example, a user may specify a location name imthe filter, but the object being looked for may be|close to the
border in a neighbouring location.

The mapping-based matching is applicable to geographical aspects of White Pages searches, business categry aspects
of Yellow |[Pages searches, etc.

The mapplng-based matching employs some intermediate table, a mapping table, in order to control the mapping. The
exact behgqviour of a mapping-based matching and the structure of the mapping table are local matters. Hqwever, the
basic prindiple for the technique is common as illustrated in Figure 13.

Mapping-based matching Mapped
filter items

Mappable
filter items,
for specitied

attribut¢ types List of possible >
matchable . >
> values Mapping >
> ~ Igorith >
> (Intermediate algorithm
. table) ) Result
> —>
X.501_F13

Figure 13 — Mapping-based matching

Using this technique, filter items for designated attribute types (mappable filter items) go through a mapping process
using a mapping table and some kind of mapping algorithm. This mapping results in some new filter items called
mapped filter items as replacements for the mappable filter items. In exception cases, the mapping is not performed and
information is returned as to the exact nature of the exception.
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The number of mapped filter items does not need to be the same as the number of mappable filter items, and will in
general be different.

A filter item of type extensibleMatch with the type specification absent cannot be a mappable filter item.

A mapping-based mapping may be local to a DSA. If the Search evaluation is distributed, other DSAs participating in
the evaluation phase of a Search may apply their own mapping-based mapping. However, the mapping used can be
conveyed to other DSAs in the chainedRelaxation component of the ChainedArguments.

NOTE 2 - To be able to provide a consistent service to users, administrators of DSAs potentially participating in a distributed
Search evaluation should consider harmonizing their mapping tables and functions.

Figure 14 illustrates the principle behind the establishment of the mapping function between the real world and the
Directory model of that world. Users have some perception of the real world. This perception may not consider all
aspects of the real world. The aspects of the real world that have some importance for how a user formulates a Search
request corstituteamodetof-thereat-wortd—Fhrsmodet-themrforms—the-bastsfor how-themmappmgtsperfqrmed. The
precise mddel of the real world has to be based on experience and is likely to require regular updates based op observed
search behaviour by users.

List of
User possible Mapping
perception matchable algorithm
values Entries
J
Model of the real world A

the Real \é}%ﬂ

AN X.501_F14

Figure 14.<Information derivation

This moddl of the real world may only involve a subset of the attribute types used by a user in a Search r¢quest, and
possibly ofly a single attribute type is relevant. As an example, in considering a model of the real world with respect to
localities, pnly locality-related attribute types would be relevant to consider. Filter items not referring to sugh attribute
types are rfot mapped, but are fetained and used together with the mapped filter items for entry match.

A model ¢f the real world, is used for establishing a mapping table of matchable values, i.e., a set of values to be
potentially| matched against the mappable filter items. How this mapping table of matchable values is estaljlished is a
local mattgr. Matching) against this mapping table can then result in zero or more matches. Each match resulf{s in one or
more mapped filfer-items. The mapping algorithm determines how the mapped filter items are applied agaipst entries.
How this i done-is a local matter. It could be based on values of traditional attributes in the entries or it could be based
on values plantéd in the entries that have no meaning outside the Directory, e.g., numeric identifiers.

The way mapping is employed and the resulting mapped filter items are handled is conveniently specified by referring
to subfilters as defined in 16.5 and further detailed in Annex Q. The concept of subfilters is only used here as a
descriptive tool. An implementation can use any other algorithm giving the same result.

Each subfilter is evaluated against the mapping table and the resulting mapped filter items are combined with the non-
mapped filter items in a way determined by the detailed mapping algorithm. The resulting matched entries are the union
of the entries matched by each of the subfilters.

NOTE 3 — In many situations the mappable filter items will be replaced by a logical OR of the mapped filter items.

There are in principle two different modes of mapping. Each mappable filter item could be mapped one at the time, or
multiple combinable mappable filter items could be used to satisfy a single match against the mapping table. Multiple
filter items are applicable to a single mapping-based match if and only if they are combinable filter items; that is to say,
contained as elements within a single subfilter.
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NOTE 4 — For example, two separate geographical names ANDed together in a subfilter can be used to specify a single
geographical location of useful size, where the use of a single geographical name may specify an ambiguous or oversize
geographical location.

The matching of a filter item against the mapping table is performed using the matching rule implied or specified by
that filter item, possibly after a basic matching rule substitution either specified in the governing-search-rule (if any)
and in the search request.
NOTE 5 — This could involve a complex matching rule like generalWordMatch defined in ITU-T Rec. X.520 | ISO/IEC 9594-6
allowing word rotation, word truncation, approximate word match, etc.

NOTE 6 — These Directory Specifications do not specify how an implementation combines the relevant matching rules into a
combined matching. It is expected that implementation may restrict what combinations of filter items and matching rules that are
supported.

If the matching attempted by a filter item or combinable filter items against the mapping table does not result in any
anxz culhflior 1 o ha oatoh xpolde o EAT QF o padofianod vaclt o ol oot 10 Zoen oanaaod £ 1

match for pay-sebfilter—-e——the-mateh—relds-a EALSE or-vndefinedresult—it—will result-in=zero-mappedfilter items. If

there are njappable filter items in every subfilter, the Search would yield no result. An error shall then be fetyrned to the

user.

In some sifuations, e.g., in geographical zonal matching, it is a requirement that the matching against-the mapping table
yields a single, unambiguous result. If a subfilter matches more than one entry in the mapping table or |f different
subfilters match different entries in the mapping table, the search may return too many uniwanted entrips. Instead
informatiop is returned to the user to allow a new and better targeted search request to be initiated.

NOTE { — In a simpler situation, the mappable filter items are just checked against the mapping table. If this match i§ successful,
the mappable filter items are used unchanged.

The mapping can be dynamic in the sense that the mapping can be adjusted (relaxed) if the search yields zero|or too few
matched dntries. The details on how such a relaxation is performed are-outside the scope of these| Directory
Specifications. These are determined by local requirements. The relaxation can be performed in steps, [potentially
causing mere entries to be found. The relaxation shall be done in such asvay that when one additional step ir] relaxation
is taken, alll entries returned from previous steps are returned together\with potentially some new entries.

The relaxdtion is performed in steps by specifying different levels of relaxation. A level of zero corresppnds to no
relaxation| Level one corresponds to a first level of relaxation;, etc. Figure 15 is an abstract way of illusfrating this
stepwise r¢laxation mechanism. What the different levels of-felaxations exactly imply is not defined by thes¢ Directory
Specifications. The relaxation level can be controlled by-the RelaxationPolicy construct, which may be supplied in a
search-rulg¢, in a search request, or both. This allows-the relaxation of the mapping-based mapping and relaxation by
matching fule substitutions to be synchronized with each other, as both can be determined from each step of relaxation
as specifiefl by the RelaxationPolicy.

4(31211
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Figure 15 — Search relaxation

The extendedArea search control is an integer that provides an alternative way of controlling the level of relaxation for
a mapping-based matching algorithm. It is part of the customization of a mapping-based mapping algorithm whether it
can be controlled by this search control.

If the extendedArea search control present in a search request and its use is allowed for a mapping-based algorithm,
any level specification in the RelaxationPolicy, whether included in the search or the governing-search-rule, is
ignored.

ITU-T Rec. X.501 (08/2005) 57


https://iecnorm.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/TIEC 9594-2:2005 (E)

The includeAllAreas search control option specifies the mode of relaxation when this is controlled by the
extendedArea search control. If this option is set, the relaxing is performed as described above, i.e., potentially more
entries are returned for higher levels of relaxation (inclusive relaxation). If this option is not set, the user is only
interested in the result corresponding to the incremental relaxation (exclusive relaxation). The latter could be
interesting, if the user is stepwise relaxing and is not interested in getting entries that were returned in previous results,
but only additional entries resulting from the latest step of relaxation.

NOTE 8 — There is no guarantee (particularly with a complex filter) that the user will not get some entries received previously,

nor that all entries that could be of interest will be returned. For example, looking for French restaurants in Winkfield could fail;

relaxing to look for all restaurants in the Winkfield area but excluding Winkfield would then cause the mixed-cuisine White Hart
Inn restaurant in Winkfield to be left out of the search results.

Some mapping-based matching algorithms may not support exclusive relaxation or may be customized not to allow it.
In this case, the includeAllAreas search control option shall be ignored for that mapping function and a possible
relaxation shall be performed as an inclusive relaxation.

In some erfvironments, it may also be relevant to be able to specify negative level for relaxation, which gottegponds to a
tightening|of the matching. In this case, the includeAllAreas search control option has no significancé.and i§ ignored if
present. Tightening may not be relevant for all types of mapping-based matching.

A DSA mpiy simultaneously support several mapping functions, i.e., hold multiple mapping tables with corfesponding
mapping aJgorithms. Reason for multiple mapping functions could be:

d) The mapping function to be done is dependent on the type of application. Geographical zonal matching
(see 7.8 of ITU-T Rec. X.520 | ISO/IEC 9594-6) is a particular impottant application of mapping-based
matching. Other examples are mapping-based matching for Yellow Pages searches, bibliographic
searches, etc.

B) Within a particular application, the detailed specification for how the mapping is performed may vary
dependent on specific conditions. As an example, the mapping for geographical zonal matching may
depend on the geographical area (e.g., as reflected by the baseObject of the Search) or by the type of
search the user is attempting, i.e., based on informatign'in the search filter. As another examplg, mapping
may depend on the language used in the request.

If multipld mapping functions are simultaneously applicable and the execution of one of these results in ar] exception
condition that shall be reported to the user, an implementation is not required to check whether multiple exceptions exist
(but it mayf do so).

A mapping-based mapping specification (see later) determines whether the extendedArea search contr¢l shall be
applicable|for the mapping function in question)If several mapping functions are active for the same Searcl operation
and some [of those can be controlled by extendedArea search control, they all perform simultaneous relaxation or
tightening [according to the extendedAréa-search control, and if applicable, also to the includeAllAreas seafch control
option.

NOTE ¢ — The example given earlier shows that using includeAllAreas with more than one mapping-based mapping can give

rise to difficulties.

If the extendedArea search\cantrol specifies a level of relaxation or tightening not supported by the DSA fpr some of
the mapping functions affected by that search control, then the DSA shall perform the mapping based on bept effort. If
the extendedArea searCh control specifies a level of relaxation or tightening not supported by the DSA for|any of the
mapping fhinctions\affected by that search control, a searchServiceProblem notification attribute with the value id-pr-
unavailableRelaxationLevel shall be returned in the notification parameter of CommonResults.

NOTE [05]f the evaluation of a Search operation is distributed across multiple DSAs, such DSAs may emplpy different
mapping-fanetions-giving-inconsistentresul-unless-some-coordination-amons—the DSAs-is-established-

Although the details of mapping-based matching are local matters, it is possible to define the overall characteristics of
mapping-based matching by defining a special type of matching rules called mapping-based matching rules. Such a
matching rule is defined as an instance of the MATCHING-RULE information object class. However, it is different from
traditional matching rules in the sense that it does not specify matching in the traditional sense and therefore does not
specify syntax for the matching. However, as part of its definition it gives specifications of its purpose, how it is applied
and how exception conditions are handled. The specific behaviour of a mapping-based matching rule can partly be
described by an instance of the ASN.1 information object class derived from the below generic (parameterized)
MAPPING-BASED-MATCHING information object class. This information object class is only intended to specify those
aspects that are potentially customizable. This Directory Specification does not dictate how and where an instance of
such an information object class is stored, just that it is made available to the DSA in some way.
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MAPPING-BASED-MATCHING
{ SelectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule } ::=

CLASS {
&selectBy SelectedBy OPTIONAL,
&ApplicableTo ATTRIBUTE,
&subtypesincluded BOOLEAN DEFAULT TRUE,
&combinable BOOLEAN (combinable),
&mappingResults MappingResult OPTIONAL,
&userControl BOOLEAN DEFAULT FALSE,
&exclusive BOOLEAN DEFAULT TRUE,
&matching-rule MATCHING-RULE.&id (matchingRule),
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
[ SELECTBY &selectBy ]
APPLICABLE TO &ApplicableTo
[ SUBTYPES INCLUDED &subtypesincluded ]
COMBINABLE &combinable
[ MAPPING RESULTS &mappingResults ]
[ USER CONTROL &userControl ]
[ EXCLUSIVE &exclusive ]
MATCHING RULE &matching-rule
ID &id }

The MAPRING-BASED-MATCHING information object class has the following field\specifications:

4d) The &selectBy field is a dummy reference for a specification pf\how an instance of a speciglization of
the information object class is selected for a mapping-based mapping. The specialized informdtion object
class shall, if applicable, specify an ASN.1 type determining together with a textual description on how
the selection is to be performed. This component shall-be ignored if the user in the search request
supplies a non-empty mapping component of the RelaxationPolicy construct.

NOTE 11 - In principle, several instances possibly of different derived information object classes can bq selected by
the same search request.

B) The &ApplicableTo field specifies what filter items shall be considered mappable filtef items by
specifying the attribute types for such filer items. Any filter item for an attribute type listed by this
subcomponent is subject to mapping-based matching. This component shall always be presen}. Attribute
types listed by this component may not necessarily all be present in the filter. The value is det¢rmined by
the information object instance of.a sSpecialization of this information object class.

¢) The &subtypesincluded ficld is a value of boolean type which specifies whether an ingtance of a
derived information objeot class can accept subtypes of &ApplicableTo attributes, in addifion to the
specified attribute types. If absent, subtypes are permitted, provided that they are not turned dff by other
mechanisms. The value is determined by the information object instance of the derived ipformation
object class.

d) The &combinable field is a value of boolean type that, if TRUE, permits the mapping-based rhatching to
use multiplé.combinable filter items in the satisfaction of the match against the mapping [table. The
combinable is a dummy reference for the value of this component to be determined by a spgcialization
of this information object class.

¢) ,The*&mappingResults ficld is dummy reference for a specification on how exception conditions are
teported. The derived information object class shall specify an ASN.1 type for reportirlg relevant
\/A\a\apti\)ll bUllditiUllD.

f) The &userControl field is a value of boolean type which specifies whether an instance of a derived
information object class and its associated mapping-based matching rule can be controlled by the
extendedArea search control.

NOTE 12 — If several mapping-based matchings are simultaneously being applied, it may be appropriate to let only
one of these allow use of the extendedArea search control.

g) The &exclusive field is a value of boolean type which specifies whether an instance of a derived

information object class and its associated mapping-based matching rule allows exclusive relaxation to
be performed. The value, if present, is determined by the information object instance of the derived
information object class. If the value is FALSE or if the DSA does not support exclusive matching for
this mapping-based matching, this particular mapping shall act as if the includeAllAreas search control
option were set.
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h)

NOTE 13 — If several mapping-based matchings are simultaneously being applied, it may be appropriate to let only

one of these allow exclusive relaxation.

The &matching-rule field is a value of object identifier type identifying the matching-based matching

rule for which this instance provides additional specification and which shall be applied for the mapping-
based matching. The matchingRule dummy reference for the value of this component is to be
determined by a specialization of this information object class. The matching rule specified shall be used

for the particular mapping-based matching.

i)  The &id field is an object identifier allocated to the particular mapping-based mapping.

13.7 DIT structure definition

13.7.1  Overview
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13.7.2 Name form definition
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The remaining aspects ofithe specification of DIT structure are discussed in 13.7.5.

13.7.3 ]

Name forn

ntal aspect of the Directory schema is the specification of where an entry of a particular class may
and how it should be named, considering:

the hierarchical relationship of entries in the DIT (DIT structure rules);

the attribute or attributes used to form the RDN of the entry (name forms).

ion of a name form involves:
) specifying the named object class;

) indicating the mandatory attributes to be used for the RDNs_ for)entries of this object class
name form applies;

) indicating the optional attributes if any that may be uséd for the RDNs for entries of this
where this name form applies;

[) assigning an object identifier for the name form.

sets of naming attributes are required for entries of'a given structural object class, then a name fo
br each distinct set of attributes to be used for naming.

ural object classes are used in name forms:

of a particular structural object class to'exist in a portion of the DIB, at least one name form for
be contained in the applicable part efithe schema. The schema contains additional name forms as r

httribute (or attributes) need not'be chosen from the list of permitted attributes of the structural obj
h its structural or alias object class definition.

rm is only a primitive element of the full specification required to constrain the form of the I
the administrative/and naming authorities that determine the naming policies of a given region

Name form specification

1s may be defined as values of the NAME-FORM information object class:

- Naming attributes are governed by DIT content rules and DIT context use in the same way as other attributes.

F be placed

where this

bject class

'm shall be

that object
bquired.

bct class as

DIT to that
f the DIT.

NAME-FORM——=—"C€LtASS—
&namedObjectClass OBJECT-CLASS,

&MandatoryAttributes ATTRIBUTE,

&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

NAMES &namedObjectClass

WITH ATTRIBUTES &MandatoryAttributes

[ AND OPTIONALLY &OptionalAttributes ]

ID &id }

60

ITU-T Rec. X.501 (08/2005)


https://iecnorm.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/IEC 9594-2:2005 (E)

For a name form which is defined using this information object class:
a) &namedObijectClass is the structural object class it names;
b) &MandatoryAttributes is the set of attributes which shall be present in the RDN of the entry it governs;
c) &OptionalAttributes is the set of attributes which may be present in the RDN of the entry it governs;
d) &id is the object identifier assigned to it.

All attribute types in the mandatory and optional lists shall be different.

13.7.4  The structural object class of an entry

Some subschema specifications will include name forms for no more than one structural object class per structural
object class superclass chain represented in the subschema.

Some subdchema specifications may include name forms for more than one structural object class per strucfural object
class supeiclass chain represented in the subschema.

In either dase, with respect to a particular entry, only the most subordinate structural object class an thg structural
superclass|chain present in the entry's objectClass attribute determines the DIT content rule and/DIT strficture rule
applying to the entry. This class is referred to as the structural object class of the entry~ard is indicated by the
structuralPbjectClass operational attribute.

13.7.5 DIT structure rule definition

A DIT strycture rule is a specification provided by the subschema administrative-authority which the Directpry uses to
control thg placement and naming of entries within the scope of the subschemd.-Edach object and alias entry is governed
by a singlg DIT structure rule. A subschema governing a subtree of the DIT. will typically contain several DI|T structure
rules permjtting several types of entries within the subtree.

A DIT strycture rule definition includes:
d) an integer identifier which is unique within the scope ‘of the subschema;
B) an indication of the name form for entries govetned by the DIT structure rule;

¢) the set of allowed superior structure rules,if required.

The set of| DIT structure rules for a subschema specify the forms of distinguished names for entries goverped by the
subschemg.

A DIT strpicture rule allows entries in a given’subschema to subscribe to a particular name form. The fprm of the
last RDN pomponent of an entry's DistinguishedName is determined by the name form of the DIT strpcture rule
governing [the entry.

The namedObjectClass component -of the name form (the name form's object class) corresponds to thg structural
object clasg of the entry.

A DIT strycture rule shall only permit entries belonging to the structural object class identified by its assocjated name
form. It dges not permit entries belonging to any of the subclasses of the structural object class.

With respgct to a particular entry, the DIT structure rule governing the entry is termed the entry's governing structure
rule. This fule may be identified by examining the entry's governingStructureRule attribute.

With respget tora particular entry, the DIT structure rule governing the entry's superior is termed the entryfs superior
Structure ruie.

An entry may only exist in the DIT as a subordinate to another entry (the superior) if a DIT structure rule exists in the
governing subschema which:

— indicates a name form for the structural object class of the entry; and

— either includes the entry's superior structure rule as a possible superior structure rule or does not specify
a superior structure rule, in which case the entry shall be a subschema administrative point.

If an entry which is itself a subschema administrative point is not included for the purposes of subschema
administration in its subschema subentry, then the subschema from the immediately superior subschema administrative
area is used to govern the entry.
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Entries which are administrative point entries but have no subschema subentry (e.g., newly created administrative point
entries) have no governing structure rule. The Directory shall not allow subordinates to be created below such entries
until a subschema subentry has been added.

If an entry is converted to a new subschema administrative point, then the governing structure rule of all entries in the
new subschema administrative area is automatically changed to that implied by the new subschema.

13.7.6  DIT structure rule specification

The abstract syntax of a DIT structure rule is expressed by the following ASN.1 type:

DITStructureRule ::= SEQUENCE {

ruleldentifier Ruleldentifier ,
-- shall be unique within the scope of the subschema
nameEorm NAMF-FORM &id

superiorStructureRules  SET SIZE (1..MAX) OF Ruleldentifier OPTIONAL }

Ruleldentifier ::= INTEGER

The corregpondence between the parts of the definition, as listed in 13.7.5, and the various components of the ASN.1
type defin¢d above, is as follows:

d) the ruleldentifier component identifies the DIT structure rule uniquely withina’subschema;

B) the nameForm component of the DIT structure rule specifies the name form for entries goveqned by the
DIT structure rule;

¢) the superiorStructureRules component identifies permitted superier structure rules for entrieg governed
by the rule. If this component is omitted, then the DIT “structure rule applies to a pubschema
administrative point.

The STRUCTURE-RULE information object class is provided to facilitate the documentation of DIT structurd rules:

STRUCTURE-RULE ::= CLASS {

&nameForm NAME-FORM,
&StliperiorStructureRules STRUCTURE-RULE OPTIONAL,
&i Ruleldentifier }

WITH SYNTAX {
NAME FORM &nameForm
[ SUPERIOR RULES &SuperiorStructureRules ]
ID &id }

13.8 PIT content rule definition

13.8.1 Overview

A DIT cqntent rule specifies the permissible content of entries of a particular structural object class via the
identification of an optional set of auxiliary object classes, mandatory, optional and precluded attributes.|Collective
attributes ghall be included in DIT Content rules if they are to be permitted in an entry.

A DIT content rule.definition includes:

4)«an indication of the structural object class to which it applies;

b) optionally, an indication of the auxiliary object classes allowed for entries governed by the rule;

¢) optionally, an indication of the mandatory attributes, over and above those called for by the structural
and auxiliary object classes, required for entries governed by the DIT content rule;

d) optionally, an indication of the optional attributes, over and above those called for by the structural and
auxiliary object classes, permitted for entries governed by the DIT content rule;

e) optionally, an indication of optional attribute(s) from the entry's structural and auxiliary object classes
which are precluded from appearing in entries governed by the rule.

For any valid subschema specification, there is at most one DIT content rule for each structural object class.

Every entry in the DIT is governed by at most one DIT content rule. This rule may be identified by examining the value
of the entry's structuralObjectClass attribute.
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If no DIT content rule is present for a structural object class, then entries of that class shall contain only the attributes
permitted by the structural object class definition.

The DIT content rules of superclasses of the structural object class for an entry do not apply to that entry.

As a DIT content rule is associated with a structural object class, it follows that all entries of the same structural object
class will have the same DIT content rule regardless of the DIT structure rule governing their location in the DIT.

An entry governed by a DIT content rule may, in addition to the structural object class of the DIT structure rule, be
associated with a subset of the auxiliary object classes identified by the DIT content rule. This association is reflected in
the entry's objectClass attribute.

An entry's content shall be consistent with the object classes indicated by its objectClass attribute in the following way:

— mandatory attributes of object classes indicated by the objectClass attribute shall a/lways be present in

41 4
UIC CIItD _y )

1  optional attributes (not indicated as additional optional or mandatory in the DIT content rale)-9f auxiliary
object classes indicated by the DIT content rule may only be present if the objectClass attribute
indicates these auxiliary object classes.

Mandatoryf attributes associated with the structural or indicated auxiliary object classes shall notbe precludgd in a DIT
content rule.

13.8.2  DIT content rule specification

The abstraft syntax of a DIT content rule is expressed by the following ASN.1 type;

DITContentRule ::= SEQUENCE {

striicturalObjectClass OBJECT-CLASS.&id,

auXiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mahdatory [11 SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optjonal [2] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
precluded [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

The corregpondence between the parts of the definition, asclisted in 13.8.1, and the various components of the ASN.1
type defingd above, is as follows:

d) the structuralObjectClass componenttdentifies the structural object class to which the DIT dontent rule
applies;

B) the auxiliaries component identifies the auxiliary object classes allowed for an entry to whi¢h the DIT
content rule applies;

¢) the mandatory componént 'specifies user attribute types which an entry to which the DIT cpntent rule
applies shall contain in addition to those which it shall contain according to its structural and auxiliary
object classes;

d) the optional components specify user attribute types which an entry to which the DIT content rule
applies may. contain in addition to those which it may contain according to its structural and auxiliary
object classes;

¢) the precluded component specifies a subset of the optional user attribute types of the stryctural and
auxiliary object classes which are precluded from an entry to which the DIT content rule appligs.

NOTE + Content rules for directly identified attributes (e.g., attributes in the mandatory, optional, and precluded|lists) apply
rules only to the attributes that they qpe(‘ifv and not to th'rvpeq and friend attributes

The CONTENT-RULE information object class is provided to facilitate the documentation of DIT content rules:

CONTENT-RULE ::= CLASS {

&structuralClass OBJECT-CLASS.&id UNIQUE,
&Auxiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }
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WITH SYNTAX {
STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES &Auxiliaries ]

[ MUST CONTAIN &Mandatory ]
[ MAY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ]}

13.9 Context type definition

The definition of a context type involves:
a) specifying the syntax of the context;

b) specifying the syntax of a context assertion;

¢) optionally specifying a default value for the context;

d) defining the semantics of the context;

SR\ ==

¢) specifying how matches are done;

f) specifying behaviour in the absence of a context value; and
g) assigning an object identifier to the context type.
13.9.1 Context Value matching

A presentdd context assertion matches a stored context value of the same context)type according to the degcription of
matching which is part of the context definition.

13.9.2  Context definition

Contexts ape defined using the CONTEXT information object class:

CONTEXT]| ::= CLASS {

&Type,

&DefaultValue OPTIONAL,

&Assertion OPTIONAL,

&absentMatch BOOLEAN DEFAULT TRUE,

OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {

WITH SYNTAX &Type

[ DEFAULT-VALUE &DefaultValue ]
[ ABSERTED AS &Assertion ]

[ ABSENT-MATCH &absentMatch ]
ID &id }

A DEFAULT-VALUE will cangel out effect (1) of ABSENT-MATCH. Effect (2) of ABSENT-MATCH could e assumed
for any comtext defined with a DEFAULT-VALUE, in which case the ABSENT-MATCH field could be dispensgd with.

If &defaultValue is specified, then entry modification requests to add values with contexts will behave i1} a manner
consistent with the-fellowing preprocessing and post-processing specification.

NOTE { A’DSA is not obligated to implement the exact sequence of steps below, so long as the end result exhibjts the same
externally obServable behaviour.

Preprocessing

For each EntryModification request to add values with contexts, remove values with contexts or remove all values with
contexts. For each context type applicable to the attribute type, if the context type is defined with a &defaultValue,
then:

1) if the context type is not explicitly listed in the request, add the context type with the &defaultValue to
the request;

2) for each stored attribute value of the attribute type, if the attribute value does not have the context type
then add the context type with the &defaultValue to the attribute value.
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Normal Processing
Post-processing

For each EntryModification request to add values with contexts, remove values with contexts or remove all values with
contexts. For each context type applicable to the attribute type, if the context type is defined with a &defaultValue, then
for each stored attribute value of the attribute type,

3) if the attribute value does not have the context type then remove the attribute value;

4) if the attribute value has the context type and the only context value of that context type is the
&defaultValue, remove the context (but not the attribute value).

If the &Assertion is omitted, the context assertion syntax is the same as &Type.

Specifying &absentMatch as FALSE in a context definition has the following two effects:

d) An attribute value that does not have a context of the specified context type is treated as thgugh it has no
values of that context type. That is, if an attribute value contains no contexts of an asserted.contextType,
then the ContextAssertion evaluates to FALSE.

B) The fallback component of context values of such a context type is treated as.b€ing set to FALSE
regardless of its actual setting.

When a context is defined, the specification shall include a description of the semantics of'the context, and h¢w a match
is evaluated.

ITU-T Reg. X.520 | ISO/IEC 9594-6 specifies selected Context Definitions.

13.10 PIT Context Use definition

13.10.1 OQverview

A DIT Context Use is a specification provided by the subschema“administrative authority to specify the permissible
context types that may be stored with an attribute, and the mandatory context types that shall be stored with ap attribute.

A DIT Context Use definition includes:
d) an indication of the attribute type to which it applies;

B) optionally, an indication of the mandatory context types that shall be associated with values of the
attribute type whenever the attribute is stored;

¢) optionally, an indication of the-optional context types that may be associated with values of the attribute
type whenever the attributé.js stored.

If no DIT {Context Use definition is present for a given attribute type, then values of attributes of that type shall contain
no contextflists. For a given subseheéma administrative area, there can be only one DIT Context Use for a given attribute
type. A DIT Context Use may\be defined to apply to all attribute types, in which case it shall be the only D|T Context
Use in the [subschema.

13.10.2 DIT Context/Use specification
The abstraft syntax-of a DIT Context Use is expressed by the following ASN.1 type:

DITContextUse’ ::= SEQUENCE {
attributeType — ATTRIBUTERZIY;
mandatoryContexts[1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }

The correspondence between the parts of the definition, as listed in 13.10.1, and the various components of the ASN.1
type defined above, is as follows:

a) the attributeType component identifies the attribute type to which the DIT Context Use applies, or any
attribute type (id-oa-allAttributeTypes);

b) the mandatoryContexts component specifies context types that shall be associated with an attribute
value of the given type whenever the attribute is stored. If this is omitted, then attribute values may exist
without context lists;

c) the optionalContexts component specifies context types that may be associated with an attribute value
of the given type whenever the attribute is stored. If this is omitted but mandatoryContexts is present,
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then all attribute values shall appear with the mandatory context types and no others. If this is omitted
and mandatoryContexts is also omitted, it is equivalent to having no DIT Context Use for the attribute
type; that is, attribute values of the given attribute type shall not have associated context lists.

The DIT-CONTEXT-USE-RULE information object class is provided to facilitate the documentation of the DIT Context
Use rules:

DIT-CONTEXT-USE-RULE ::= CLASS {

&attributeType ATTRIBUTE.&id UNIQUE,

&Mandatory CONTEXT OPTIONAL,

&Optional CONTEXT OPTIONAL }
WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[ MANDATORY CONTEXTS &Mandatory ]

[ OPHONAL-CONTEXTS———8&Optionat}

13.11 Friends definition

The definifion of a set of friends involves:
d) specifying the anchor attribute that has the set of friends;
B) specifying the set of attributes that are the friends of the anchor.

The FRIENDS information object class is provided to facilitate the documentation of's€ts of friends:

FRIENDS |::= CLASS {

&amchor ATTRIBUTE.&id UNIQUE,
&Fiiends ATTRIBUTE }
WITH SYNTAX {
ANCHOR &anchor
FRIENDS &Friends }

Any given|attribute can only have one set of friends in any subschema.
Example:

postal FRFNDS n={

ANCHOR {postalAddress}
FRIENDS { physicalDeliveryOfficeName |
postalCode |

postOfficeBox |

streetAddress }

14 Directory Systenmi Schema

14.1 QOverview

The Direcfory System Schema is a set of definitions and constraints concerning the information that the Directory itself
needs to §new'in order to operate correctly. This information is specified in terms of subentries and pperational
attributes.

NOTE - The system schema enables the directory system to, for example:

- prevent the association of subentries of the wrong type with administrative entries (e.g., the creation of a subschema
subentry subordinate to an administrative entry defined only as a security administrative entry);

- prevent the addition of inappropriate operational attributes to an entry or subentry (e.g., a subschema operational attribute
to a person's entry).

Formally, the Directory System Schema comprises a set of:

a) Object class definitions that define the attributes that shall or may be present in a subentry of a given
class;

b) Operational Attribute Type definitions that specify the characteristics of operational attributes known and
used by the Directory.
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The complete definition of an operational attribute includes a specification of the way in which the Directory uses and
(if appropriate) provides or manages, the attribute in the course of its operation.

The Directory System Schema is distributed, like the DIB itself. Each Administrative Authority establishes the part of
the system schema that will apply for those portions of the DIB administered by the authority.

The Directory System Schema defined in this Directory Specification is an integral part of the Directory System itself.
Each DSA participating in a directory system requires a full knowledge of the system schema established by its
Administrative Authority. The system schema for an Administrative Area may be defined by the Administrative
Authority using the notation defined in this clause.

The Directory System Schema is not regulated by DIT structure or content rules. When an element of system schema is
defined, a specification of how it is used and where it appears in the DIT is provided.

The directry system schema required to support directory distribution is specified in clauses 25 through(28.

14.2 System schema supporting the administrative and operational information model

Although $ubentry and subentryNameForm are specified using the notation of clause 13, subentries are not regulated
by DIT strjicture or DIT content rules.

14.2.1  The Subentry object class

The subentry object class is a structural object class and is defined as follows:

subentry [OBJECT-CLASS ::={
SUBCLASS OF {top}

KIND structural
MUST CONTAIN { commonName | subtreeSpecification}
ID id-sc-subentry }

14.2.2  The Subentry name form

The subentryNameForm name form allows entries of class subentry to be named using the commonName #ttribute:

subentryNameForm NAME-FORM ::= {
NAMES subentry
WITH ATTRIBUTES { commonName }
ID id-nf-subentryNameForm }

No other name form shall be used for §ubentries.

14.2.3 he Subtree Specification operational attribute

The subtreeSpecification operational attribute, whose semantics are specified in clause 12, is defined as follpws:

subtreeSpecification/ATTRIBUTE ::= {
WITH SYNTAX SubtreeSpecification
USAGE directoryOperation
ID id-oa-subtreeSpecification }

This attribpte.i§ present in all subentries; each value defines a set of entries (in terms of a portion of an administrative
area possibly with refinement by selection on an object class filter) which may be subject to the policies defined by the
subentry.

NOTE - This permits a single complex policy (e.g., a search-rule) to be directed at many object class combinations, in disjoint
regions of an administrative area, while being defined in a single subentry.

14.3 System schema supporting the administrative model

The Administrative Model defined in clause 11 requires that administrative entries contain an administrativeRole
attribute to indicate that the associated administrative area is concerned with one or more administrative roles.
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The administrativeRole operational attribute is specified as follows:

administrativeRole ATTRIBUTE ::= {

WITH SYNTAX OBJECT-CLASS.&id
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-administrativeRole }

The values of this attribute defined by this Directory Specification are:

id-ar-autonomousArea
id-ar-accessControlSpecificArea
id-ar-accessControlinnerArea
id-ar-subschemaAdminSpecificArea

id-ar-colIe?iyeAn[ibuteSpgmfmA[ea
id-ar-collectiveAttributelnnerArea
id-ar-contextDefaultSpecificArea
id-ar-serviceSpecificArea

The semaritics of these values are defined in clause 12.

The administrativeRole operational attribute is also used to regulate the subentries permitted'to be subord|
administrative entry. A subentry not of a class permitted by the administrativeRole attribute"may not be subj
the adminiktrative entry.

14.4 System schema supporting general administrative and operational requirements

The following clauses describe subschema operational attributes which are not attributes in the usual sense (
held withip an entry), but may be thought of as 'virtual' attributes, representing information which is deri
from existlng operational attributes, their values, and other information): Such virtual attributes are valid fof
within an pdministrative area. This has the effect that these subseéhema operational attributes appear to be
every entry.

14.4.1 Timestamps

Timestamp indicates the time that an entry Wwas created:

createTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
--as per 42.3 b)jor¢) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORPERING MATCHING RULE™ ,“generalizedTimeOrderingMatch

SINGLE VALUE TRUE
NO|USER MODIFICATION TRUE
USAGE directoryOperation

id-oa-createTimestamp }

Timestamp,iiidicates the time that an entry was last modified:

inate to an
ordinate to

.e., are not
able (e.g.,
all entries
present in

modifyTimestamp\ ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
--as per42.3b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQ i i tch
ORDERING MATCHING RULE  generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-modifyTimestamp }

The subschemaTimestamp indicates the time that the subschema subentry for the entry (see 15.3) was created or last

modified. It is available in every entry:

subschemaTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
--asper42.3b)orc)of ITU-T Rec. X. 680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
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ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

generalizedTimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-subschemaTimestamp }

ISO/IEC 9594-2:2005 (E)

The generalizedTimeMatch and generalizedTimeOrderingMatch matching rules are defined in ITU-T Rec. X.520 |

ISO/IEC 9594-6.

14.4.2  Entry Modifier operational attributes

The creatorsName operational attribute indicates the distinguished name of the Directory user that created an entry:

creatorsName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQJJALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-creatorsName }

The modifiersName operational attribute indicates the distinguished name of the Directéry user that last mpdified the

entry:

modifiersName ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO|USER MODIFICATION
USAGE
ID

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-modifiersName }

These opefational attributes shall use the primary distinguishedname.

14.4.3  Subentry identification operational attributes

The subsghemaSubentryList operational attributesidentifies the subschema subentry that governs the ¢ntry. It is

available ih every entry:

subschenjaSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO|USER MODIFICATION
USAGE

ID

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-subschemaSubentryList }

The accegsControlSubentryList operational attribute identifies all access control subentries that affect the[entry. It is

available ip every entryl

accessControlSubentryList ATTRIBUTE ::= {

WITHSYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

DistinguishedName
distinguishedNameMatch

TRUE
directoryOperation
id-oa-accessControlSubentryList }

The collectiveAttributeSubentryList operational attribute identifies all collective attribute subentries that affect the

entry. It is available in every entry:

collectiveAttributeSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-collectiveAttributeSubentryList }
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The contextDefaultSubentryList operational attribute identifies all context default subentries that affect the entry. It is
available in every entry:

contextDefaultSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-contextDefaultSubentryList }

The serviceAdminSubentryList operational attribute identifies all service administration subentries, if any, that affect
the entry. It is available in every entry affected by any such subentry.

serviceAdminSubentryList ATTRIBUTE ::= {

wi i me

EQUALITY MATCHING RULE distinguishedNameMatch

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-serviceAdminSubentryList }
14.4.4 as Subordinates operational attribute

The hasSuibordinates operational attribute indicates whether any subordinate entries exist‘below the entry Holding this
attribute. A value of TRUE indicates that subordinates may exist. A value of FALSE indicates that no subordihates exist.
If this attgibute is absent, no information is provided about the existence of suberdinate entries. The atfribute will
ordinarily disclose the existence of subordinates even if the immediate subordinates are hidden by access cgntrols — to
prevent digclosure of the existence of subordinates, the operational attribute its€lf shall be protected by access controls.
NOTE + A value of TRUE may be returned when no subordinates exist if all possible subordinates are available on]y through a

non-spegific subordinate reference (see ITU-T Rec. X.518 | ISO/IEC 9594-4) or if the only subordinates are subentfies or child
family pembers.

hasSuborgdinates ATTRIBUTE ::={

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }

14.5 System schema supporting aceess control

If a subenfry contains prescriptive aceess control information, then its objectClass attribute shall contain} the value
accessControlSubentry:

accessControlSubentry OBJECT-CLASS := {
KIND auxiliary
ID id-sc-accessControlSubentry }

A subentry of this-object class shall contain precisely one prescriptive ACI attribute of a type consistent with the value
of the accgssControlScheme attribute of the corresponding access control specific point.

14.6 Systent schema supporting the cottective attrtbmte modet

Subentries supporting collective attribute specific or inner administrative areas are defined as follows:

collectiveAttributeSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-collectiveAttributeSubentry }

A subentry of this object class shall contain at least one collective attribute.

Collective attributes contained within a subentry of this object class are conceptually available for interrogation and
filtering at every entry within the scope of the subentry's subtreeSpecification attribute, but are administered via the
subentry.
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The collectiveExclusions operational attribute allows particular collective attributes to be excluded from an entry:

collectiveExclusions ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-collectiveExclusions }

This attribute is optional for every entry.

The OBJECT IDENTIFIER value id-oa-excludeAllCollectiveAttributes may be used, by its presence as a value of the
collectiveExclusions attribute, to exclude all collective attributes from an entry.

14.7 System schema supporting context assertion defaults

Subentries|providing default values for context assertions are defined as follows:

contextAgsertionSubentry OBJECT-CLASS ::= {
KI% auxiliary
MUST CONTAIN {contextAssertionDefaults}
ID id-sc-contextAssertionSubentry }

A subentryf of this object class shall contain a contextAssertionDefaults attribute:

contextAgsertionDefaults ATTRIBUTE ::= {

WITH SYNTAX TypeAndContextAssertion
EQUALITY MATCHING RULE objectldentifierFirstComponéntMatch
USAGE directoryOperation

ID id-oa-contextAssertionDefault }

Whenever|a context is evaluated and no context assertion is provided by the user, the Directory provides context
assertion defaults equal to the values of this attribute in the context assertion subentry controlling the dntry being
accessed, gs described in 8.9.2.2.

NOTE + TypeAndContextAssertion is defined in 7.6 of (and evaluation of it is defined in 7.6.3 of) ITU-T Rec. X.511 |
ISO/IEC 9594-3.

14.8 System schema supporting the service administration model

KIND auxiliary
MUST CONTAIN { searchRules }
ID id-se-serviceAdminSubentry }

serviceA;tﬂnSubentry OBJECT-CLASS ::=-{

A subentry of this object class ‘shall contain a searchRules operational attribute:

searchRules ATTRIBUTE\::= {
WITH SYNTAX SearchRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation

ID id-oa-searchRules }

SearchRuleDescription :: ENCE{
COMPONENTS OF SearchRule,
name [28] SET SIZE (1 .. MAX) OF DirectoryString { ub-search } OPTIONAL,
description [29] DirectoryString { ub-search } OPTIONAL }

A value of the searchRules operational attribute is either a search-rule containing actual search restrictions, or it is a
dummy search-rule that specifies no search restrictions at all. This dummy search-rule is identified by having an id of
zero and by having no serviceType component (or any other components of SearchRule other than id and dmdld).
dmdlid is an identifier for the controlling DMD (see 6.4).
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14.9 System schema supporting hierarchical groups

hierarchyLevel ATTRIBUTE ::= {
WITH SYNTAX

HierarchyLevel

EQUALITY MATCHING RULE integerMatch

ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hierarchyLevel }
HierarchyLevel ::= INTEGER

hierarchyBelow ATTRIBUTE ::= {

EQUALITY MATCHING RULE

W:F-I—Gﬁ‘ﬁm
SINGLE VALUE

Ll laviR el
rerat CITyDCITOwW

booleanMatch

TRUE

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hierarchyBelow }
HierarchyBelow ::= BOOLEAN
hierarchyParent ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

USAGE directoryOperation

ID id-oa-hierarchyParent }

hierarchyTop ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

USAGE directoryOperation

ID id-oa-hierarchyTop }

The hierarchyLevel operational attribute shall be present in any entry that is a member of a hierarchical
Directory fhall create and maintain this attribute. The Directory shall delete this attribute when the entry i
member of a hierarchical group. This attribute'shall take the value zero for the hierarchical top. This attribu
be present|in a child family member.

The hieragchyBelow operational attribute indicates whether the entry has any hierarchical children. A valul
indicates :lhat hierarchical children, exist. A value of FALSE or the absence of the attribute type indica
hierarchicgl children exist. TheéyDirectory shall create and maintain this attribute. The Directory shall
attribute when the entry is no longer member of a hierarchical group.

The hierafrchyParent attiibute shall be present in an Add Entry or Modify Entry operation when a new ¢
existing emtry becomes-a hierarchical child. The attribute value shall be the distinguished name of the ir
hierarchicgl pareat.nIf the immediately hierarchical parent is a compound entry, the value shall be the di
name of the ancestor. Otherwise, the Directory shall return an Update Error with problem parentNotAncg

broup. The
no longer
e shall not

e of TRUE
es that no
delete this

ntry or an
hmediately
tinguished
estor. This

attribute shallnot be present in a child family member, in an entry that is not within a hierarchical group, ni

br an entry

that is the hicrarchical top.

The hierarchyTop attribute points to the top entry of the hierarchical group. This attribute is supplied and maintained

by the directory. The attribute value shall be the distinguished name of the top entry. If the top entry is a

compound

entry, the value shall be the distinguished name of the ancestor. This attribute shall not be present in a child family

member, in an entry that is not within a hierarchical group, nor an entry that is the hierarchical top.
NOTE - This attribute provides a unique identification of the hierarchical group to which the entry belongs.

When an entry within a hierarchical group is deleted by a Remove Entry operation, all its hierarchical children are

removed from the hierarchical group.
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14.10 Maintenance of system schema

It is the responsibility of DSAs to maintain consistency of subentries and operational attributes with the system schema.
Inconsistency between various aspects of system schema, and between system schema and subentries and operational
attributes, shall not occur.

The Directory executes entry addition and modification procedures whenever a new subentry is added to the DIT or an
existing subentry is modified. The Directory shall determine whether the proposed operation would violate the system
schema; if it does, the modification shall fail.

In particular, the Directory ensures that subentries added to the DIT are consistent with the values of the
administrativeRole attribute, that the attributes within the subentry are consistent with the values of the subentry's
objectClass attribute.

The value ative 2 2 2 jnate to the
administrafive entry that are not yet present. The value of the administrativeRole attribute shall not be medified so as
to cause eyisting subentries to become inconsistent.

The Direcfory also ensures, where the values of operational attributes are provided by the Directory, that they are
correct.

14.11 System schema for first-level subordinates

The Directory enforces the following rules and constraints on entries created immediately subordinate to the DIT root:
1  All such entries shall be created as administrative point entries.

1  The object class and naming attributes of such entries shall\be as specified in ITU-T Rdc. X.660 |
ISO/IEC 9834-1.

15 Directory schema administration

15.1 QOverview

The overall administration of the directory schema of-the global DIT is realized through independent adminjstration of
the subschpmas of the autonomous administrative aréas of the DIT Domains that constitute the global DIT.

Coordination of the administration of the direetory schema at boundaries between DIT Domains is a subject for bilateral
agreement|between DMOs and is beyond the:scope of this Directory Specification.

The subsclhema administrative capabilities defined in this clause for the purpose of managing a DIT domain ipclude:
d) creation, deletion afid modification of subschema subentries;

) support of the publication mechanism for the purpose of permitting DSAs to include schema ihformation
in operationalbinding protocol exchanges and DUAS to retrieve subschema information via DAP;

¢) subschema-tegulation for the purpose of ensuring that any modify operations will be pefformed in
accordance with the applicable subschema specification.

15.2 Tolicy objects

A subschema policy object may be one of the following:
—  asubschema administrative area;
—  an object or alias entry within a subschema administrative area;

— auser attribute of such an object or alias entry.
An autonomous administrative area may be designated as a subschema specific administrative area in order to
administer the subschema. This shall be indicated by the presence of the value id-oa-subschemaAdminSpecificArea

in the associated administrative entry's administrativeRole attribute (in addition to the presence of the value
id-oa-autonomousArea, and possibly other values).
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Such an autonomous administrative area may be partitioned in order to deploy and administer the subschema of the
specific partitions. In this case, the administrative entries for each of the subschema specific administrative areas are
indicated by the presence of the value id-oa-subschemaAdminSpecificArea in these entries' administrativeRole
attributes.

15.3 Policy parameters

Subschema policy parameters are used to express the policies of the subschema Administrative Authority. These
parameters, and the operational attributes used to represent them, are:

—  a DIT structure parameter: used to define the structure of the subschema administrative area and to store
information about obsolete DIT structure rules which some entries may have identified as their

governing DIT structure rule. This parameter is represented by the dITStructureRules and nameForms
operational attributes;

1  a DIT content parameter: used to define the type of content of object and alias entries cenfained within
the subschema administrative area and to store information about obsolete DIT conterf tuled which the
Directory may have used in determining the content of some entries. This parameter.is tepresented by the
diTContentRules, objectClasses, attributeTypes, contextTypes, friends, ,and dITContextUse
operational attributes;

1  amatching capability parameter: used to define the matching capabilities sipported by matching rules as
applied to the attribute types defined in a subschema administrative aréa.yThis parameter is fepresented
by the matchingRules and matchingRuleUse operational attributes:

A single qubschema subentry is used by the subschema authority to administer the subschema for the pubschema
administrafive area. For this purpose, the subschema subentry contains the operational attributes representing the policy
parametery used to express subschema policies. The subtreeSpecification attribute of a subschema subpntry shall
specify thd whole subschema administrative area, i.e., it shall be an empty sequence.

The subscliema subentry is specified as follows:

subschema OBJECT-CLASS ::= {

KIND auxiliary

MA]Y CONTAIN {
dITStructureRules |
nameForms |
diTContentRules |
objectClasses |
attributeTypes.|
friends |
contextTypes |
diTContextUse |
matchingRules |
matchingRuleUse }
ID idssoc-subschema }

The operafional attributes-of the subschema subentry are defined in 15.7.

154 I:licy procedures

There are {wq'poOlicy procedures associated with subschema administration:

—  asubschema modification procedure;

— an entry modification procedure.

15.5 Subschema modification procedures

A subschema authority may administer a subschema in a dynamic fashion, including making restrictive subschema
modifications. This may be accomplished by modifying the values of the subschema operational attributes, using
Directory modify operations, effectively changing the subschema which is in force in the subschema administrative
area. A subschema authority may also create new subschema areas, or remove existing subschema areas by creating or
removing subschema subentries, respectively.
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Before the subschema authority extends the DIT structure or DIT content rules by adding a new rule, or by adding an
auxiliary object class, or a mandatory or an optional attribute to an existing rule, the referenced schema information
shall be described in the appropriate attribute in the subschema subentry. Name forms, object classes, attribute types
and matching rules that are referenced (directly or indirectly) by a dITStructureRule, dITContentRule or by a
matchingRuleUse attribute shall not be removed from the subschema subentry.

The definition of information objects such as object classes, attribute types, matching rules and name forms which have
been registered (i.e., assigned a name of type object identifier) are static and cannot be modified. Changes to the
semantics of such information objects require the assignment of new object identifiers.

DIT structure and DIT content rules may be active or obsolete. Only active rules are used to regulate the DIT. The
identification and preservation of obsolete rules is an administrative convenience allowing location (and possibly repair)
of entries added under old rules that have since changed.

This obsoleteTrecthanmtsnrsiatt-beused—whereTestrictrvechanmges—aremmade—to Bt F—structore—or Dt F—ontent rules
creating irjconsistencies in the DIB; otherwise, the appropriate active rule may be modified directly ~Fhq Directory
permits defetion of obsolete rules at any time.

NOTE + The obsolete mechanism provided in subschema operational attributes ensures that all entries with obsolete[schema can
be identified and repaired before the obsolete subschema operational attribute is deleted.

It is the rdsponsibility of the Subschema Administrative Authority to maintain consistency-of entries with| the active
subschemd by means of the Directory abstract service, or by other local means. This may be done at the conyenience of
the Subscljema Administrative Authority. It is not defined when such an adjustment of Jinconsistent entrie§ should be
done. However, deletion of obsolete rules prior to the location and repair of incouSistent entries will malle this task
more diffigult.

15.6 Entry addition and modification procedures

The Direcfory executes entry addition and modification procedures{whenever a new entry is added to the[DIT or an
existing enptry is modified. The Directory shall determine whetherthe proposed operation would violate a pubschema

policy.

In particular, the Directory shall ensure that entries added, to the DIT are consistent with appropriate gctive DIT
structure ahd DIT content rules.

The Direcfory shall allow interrogation of entries which are inconsistent with their active rules.

The Direcfory enforces active rules when requested to modify the DIB. If an entry is inconsistent with its adfive rule, a
request to[modify the entry shall be permitted if it repairs an existing inconsistency, or does not introduce a new
inconsistency. A request which introduces(@new inconsistency shall fail.

For any v{lid entry in a valid subschema administrative area, there can be only one most subordinate strucfural object
class in thg structural object clags\superclass chain. When an entry is added to the DIT, the Directory detefmines this
most subofdinate structural object class from the objectClass attribute values provided and permanently afsociates it
with the efjtry via the entry's(structuralObjectClass attribute.

When an pntry is created; values of the objectClass attribute shall be provided so that the content of the entry is
consistent [with the DIT content rule governing the entry. In particular, where a value of the objectClags attribute
identifies 4 particularobject class having superclasses other than top, then values for all of these superclassef shall also
be provided. Otherwise, the Directory operation creating the entry shall fail.

Directory bsers-may-subsequently add or delete valuesof the obje ass-attribute for the auxiliary obje asses of an
entry. The content of an entry shall remain consistent with the DIT content rule governing the entry following a change
to the values of the objectClass attribute. In particular, where a value of the objectClass attribute identifies a particular
object class having superclasses other than top is added or deleted, then values for all of these superclasses shall also be
added or deleted, except where such superclasses are also present in the superclass chains associated with other values
not being added or deleted respectively.

15.7 Subschema policy attributes

The following subclauses specify the subschema policy operational attributes. These attributes are:

—  present in the subschema subentry. The values of these attributes are administered via Directory modify
operations using the distinguished name of the subschema subentry;

— available for interrogation in all entries governed by the subschema.

ITU-T Rec. X.501 (08/2005) 75


https://iecnorm.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/IEC 9594-2:2005 (E)

The ASN.1 parameterized type DirectoryString { ub-schema }, used in the following definitions, is defined in ITU-T
Rec. X.520 | ISO/IEC 9594-6.

The integerFirstComponentMatch and objectldentifierFirstComponentMatch equality matching rules are also
defined in ITU-T Rec. X.520 | ISO/IEC 9594-6.

For management purposes, a number of human-readable name components and a description component are
optionally allowed as components of a number of the subschema policy operational attributes defined in the following
subclauses.

A number of subschema policy operational attributes defined in the following subclauses contain an obsolete
component. This component is used to indicate whether the definition is active or obsolete in the subschema
administrative area.

15.7.1 DI Structure Rules operational attribute

The dITStfuctureRules operational attribute defines the DIT structure rules which are in force within a subsdhema:

dITStructyreRules ATTRIBUTE ::= {

WITH SYNTAX DITStructureRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation

ID id-soa-dITStructureRule }

DITStructyureRuleDescription ::= SEQUENCE {
COMPONENTS OF DITStructureRule,

name [11 SET SIZE (1..MAX) OF DirectoryString { . ub=schema } OPTIONAL,
dedcription DirectoryString { ub-schema } OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE }

The dITStructureRules operational attribute is multi-valued; each yaluge defines one DIT structure rule.
The compgnents of dITStructureRule have the same semantics as\the corresponding ASN.1 definition in 13.7.6.

15.7.2  DIT Content Rules operational attribute

The dITCgntentRules operational attribute defines the\DIT content rules which are in force within a subsciema. Each
value of thie operational attribute is tagged by the object identifier of the structural object class to which it perfains:

diTContentRules ATTRIBUTE ::= {

WITH SYNTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITContentRules }
DITContentRuleDescription (="SEQUENCE {
COMPONENTS OF DITContentRule,
nare [4] SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
dedcription DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }

The dITCdnténtRules operational attribute is multi-valued; each value defines one DIT content rule.

The components of diTContentRule have the same semantics as the corresponding ASN. T detmition m 15.8.2.

15.7.3 Matching Rules operational attribute

The matchingRules operational attribute specifies the matching rules used within a subschema:

matchingRules ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-matchingRules }

MatchingRuleDescription ::= SEQUENCE {
identifier MATCHING-RULE.&id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
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description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] DirectoryString { ub-schema } OPTIONAL }

-- describes the ASN.1 syntax

The identifier component of a value of the matchingRules attribute is the object identifier identifying the matching
rule.

The description component contains a natural language description of the algorithms associated with the rule.
The information component contains the ASN.1 definition of the assertion syntax of the rule.

Such an ASN.1 definition shall be given as an optional ASN.1 Imports production, followed by optional ASN.I
Assignment productions, followed by an ASN.1 Type production. All type names defined in Directory modules are
implicitly imported and do not require explicit import. All type names, whether imported or defined via an Assignment,
are local tpthe defmition of this syntax. II the ASN.I type includes a user-defined constraint and is not jone of the
ASN.1 typles defined in the Directory modules, then the last UserDefinedConstraintParameter of the constraint shall be
an actual parameter whose governing type is SyntaxConstraint and whose value is the object identifier)assigned to the
constraint.

SyntaxConstraint ::= OBJECT IDENTIFIER

NOTE | — The ASN.1 productions Imports, Assignment, and Type are defined in ITU-I)Rec. X.680 | ISO/IEC 8824-1.
UserDefinedConstraintParameter is defined in ITU-T Rec. X.682 | ISO/IEC 8824-3.

NOTE 2 — A typical ASN.1 definition is simply a Type name.

The matchingRules operational attribute is multi-valued; each value describes\one matching rule.

15.7.4  Attribute Types operational attribute

The attribliteTypes operational attribute specifies the attribute typés used within a subschema:

attributeTypes ATTRIBUTE ::= {

WITH SYNTAX AttributeTypeDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-attributeTypes }
AttributeTlypeDescription ::= SEQUENCE
identifier ATTRIBUTE.&id,
name SET SIZE (1.MAX) OF DirectoryString { ub-schema } OPTIONAL,
degcription DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] AttributeTypelnformation }
The identiLier component of a ydlue of the attributeTypes attribute is the object identifier identifying the attrjbute type.

The attribyiteTypes operational attribute is multi-valued; each value describes one attribute type:

AttributeTlypelnformation ::= SEQUENCE {

derjvation [0] ATTRIBUTE.&id OPTIONAL,

eqyalityMatch [1] MATCHING-RULE.&id OPTIONAL,

orderingMatch [2] MATCHING-RULE.&id OPTIONAL,

substringsMatch  [3] MATCHING-RULE.&id OPTIONAL,

attributeSyntax [4] DirectoryString { ub-schema } OPTIONAL,

multi-valued [5] BOOLEAN DEFAULT TRUE,

collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [71 BOOLEAN DEFAULT TRUE,

application AttributeUsage DEFAULT userApplications }

The derivation, equalityMatch, attributeSyntax, multi-valued, collective and application components have the same
semantic as the equivalent pieces of notation introduced by the corresponding information object class.

The attributeSyntax component contains a text string giving the ASN.1 definition of the attribute's syntax. Such an
ASN.1 definition shall be given as specified for the information component of the Matching Rules operational
attribute.
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15.7.5 Object Classes operational attribute

The objectClasses operational attribute specifies the object classes used within a subschema.

objectClasses ATTRIBUTE ::= {
WITH SYNTAX ObjectClassDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-objectClasses }
ObjectClassDescription ::= SEQUENCE {
identifier OBJECT-CLASS.&id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
ob BOOLEAN DEFAULT FALSE
infgrmation [0] ObjectClassinformation }
The identifier component of a value of the objectClasses attribute is the object identifier identifying.theyobjgct class.
The objecfClasses operational attribute is multi-valued; each value describes one object class:
ObjectClagsinformation ::= SEQUENCE {
sulclassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
kind ObjectClassKind DEFAULT structural,
mandatories [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optionals  [4] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }
The subclpssOf, kind, mandatories and optionals components have the Same semantics as the corresponding pieces
of notatior] introduced by the corresponding information object class.
15.7.6 IName Forms operational attribute
The nameforms operational attribute specifies the name forms, sed within a subschema.
nameForms ATTRIBUTE ::= {
WITH SYNTAX NameFormDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-nameForms }
NameFormDescription ::= SEQUENCE {
identifier NAME-FORM:&id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
dedcription DirectoryString { ub-schema } OPTIONAL,
obsgolete BOOLEAN DEFAULT FALSE,
infgrmation [0] NameForminformation }
The identifier component-of a value of the nameForms attribute is the object identifier identifying the object{class.

The name

Forms qplerational attribute is multi-valued; each value describes one name form:

NameForminformation ::= SEQUENCE {
subordinate OBJECT-CLASS.&id,

narminmgMamndatoriesSET OF ATTRIBUTE &id;
namingOptionals SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

The subordinate, mandatoryNamingAttributes and optionalNamingAttributes components have the same semantics

as the corr

esponding pieces of notation introduced by the corresponding information object class.

15.7.7 Matching Rule Use operational attribute

The matchingRuleUse operational attribute is used to indicate the attribute types to which a matching rule applies in a
subschema:

matchingRuleUse ATTRIBUTE ::= {
WITH SYNTAX MatchingRuleUseDescription
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EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-matchingRuleUse }

MatchingRuleUseDescription ::= SEQUENCE {

identifier MATCHING-RULE.&id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] SET OF ATTRIBUTE.&id }

The identifier component of a value of the matchingRulesUse attribute is the object identifier identifying the matching
rule.

The information component of a value identifies the set of attribute types to which the matching rule applies.

15.7.8  Structural Object Class operational attribute

Every entrly in the DIT has a structuralObjectClass operational attribute which indicates the strucfural obj¢ct class of
the entry:

structuralPbjectClass ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch

SINGLE VALUE TRUE

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-structuralObjectClass }

overning Structure Rule operational attribute

in the DIT, with the exception of administrative peint‘éntries that have no subschema subeptry, has a
governingStructureRule operational attribute which indicates the.governing structure rule of the entry:

governingStructureRule ATTRIBUTE ::= {

WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE

NO|USER MODIFICATION TRUE

USAGE directoryOperation

ID id:soa-governingStructureRule }

15.7.10 ContextTypes operational attribute

The contektTypes operational atibute specifies the context types used within a subschema.

contextTypes ATTRIBUTE (=:={

WITH SYNTAX ContextDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

id-soa-contextTypes }

ContextDé¢scription ::= SEQUENCE {

ide r CONTEXT. &id

name SET SIZE (1..MAX) OF DirectoryString {ub-schema} OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] ContextInformation }

The identifier component of a value of the contextTypes operational attribute is the object identifier identifying the
context type.

The contextTypes operational attribute is multi-valued; each value describes one context type:
Contextinformation ::= SEQUENCE {

syntax DirectoryString { ub-schema } ,
assertionSyntax DirectoryString { ub-schema } OPTIONAL }
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The syntax and assertionSyntax components have the same semantics as the corresponding pieces of notation
introduced in the corresponding information object class.

The syntax component and the assertionSyntax component each contain a text string giving the ASN.1 definition of
the context syntax and context assertion syntax respectively. Such an ASN.1 definition shall be given as an optional
ASN.1 Imports production, followed by optional ASN.1 Assignment productions, followed by an ASN.1 Type
production. All type names defined in Directory modules are implicitly imported and do not require explicit import. All
type names, whether imported or defined via an Assignment, are local to the definition of this syntax. If the ASN.1 type
includes a user-defined constraint and is not one of the ASN.1 types defined in the Directory modules, then the last
UserDefinedConstraintParameter of the constraint shall be an actual parameter whose governing type is
SyntaxConstraint and whose value is the object identifier assigned to the constraint.

NOTE 1 — The ASN.1 productions Imports, Assignment, and Type are defined in ITU-T Rec. X.680 | ISO/IEC 8824-1.
UserDefinedConstraintParameter is defined in ITU-T Rec. X.682 | ISO/IEC 8824-3. SyntaxConstraint is defined in 15.7.3.

NOTE %
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15.7.11 DIT Context Use operational attribute

The dITCdntextUse operational attribute is used to indicate the contexts which shall or may be used ‘with an §ttribute:

dITContextUse ATTRIBUTE ::= {

WITH SYNTAX DITContextUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-dITContextUse }

DITContextUseDescription ::= SEQUENCE {

identifier ATTRIBUTE.&id,

narme SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
dedcription DirectoryString { ub-schema} OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [0] DITContextUselnformation }

The identifier component of a value of the dITContextUse opcrational attribute is the object identifier of the attribute
type to which it applies. The value id-oa-allAttributeTypes.indicates that it applies to all attribute types.

The information component of a value identifies the mandatory and optional context types associated with the attribute
type identiffied by identifier:

DITContextUselnformation ::= SEQUENCE-{
mahdatoryContexts[1] = SET SIZE-(1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2]  SETSIZE (1..MAX) OF CONTEXT.&id OPTIONAL }
riends operational attribute

operational attribute)is used to indicate the sets of attribute types which are friends within a subsghema:

friends ATTRIBUTE ::= {

WITH SYNTAX FriendsDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-friends }

FriendsDgscription ::= SEQUENCE {
an ~&id;
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
friends [0] SET OF ATTRIBUTE.&id }

The anchor component of a value of the friends attribute is the object identifier of the attribute type that is the anchor
to the set of friends. The friends component of a value of the friends attribute is the set of object identifiers of the
attribute types that are the friends of the anchor attribute type.
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SECTION 7 — DIRECTORY SERVICE ADMINISTRATION

16 Service Administration Model

This clause provides a model for how an administrative authority can control, constrain and adjust the service both with
respect to what a user can specify in a Search, a Read or Modify Entry request and what information is to be returned.

16.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

16.1.1 effectively present attribute type: An attribute type that is present in at least one non-negated filter item in
each subfiffer of a search filter and which Tulfils the requirements as specified for that attribute type in the relevant
search-rulg. For definitions of negated and non-negated filter items, see 7.8.1 of ITU-T Rec. X.511 | ISO/IE€[9594-3.

16.1.2  governing-search-rule: A search-rule with which a particular operation complies and| whichj has been
selected for governing that operation.

16.1.3 npamed-service: A collection of service-types that together provide an overall setvice, e.g., a White Pages
service.

16.1.4  yequest-attribute-profile: A specification of what is required for a filter item-for the corresponding attribute
type to be pffectively present.

16.1.5 pequest-attribute-type: An attribute type that according to a search=fule specification may be repfesented in
the filter of a Search operation.

16.1.6  Search-rule: The detailed specification of the service constrdints/enhancement aspects provided for a given
service-type primarily intended for a given user-class and tailored toya\particular group of users.

16.1.7  dervice-type: A globally unique identification of a,setvice capability for a particular purpose within a well-
defined scppe, e.g., a capability of search for a particular type‘of entries within an area of the DIT. Not all aspects of a
service-typye may be available to all users.

16.1.8  qubfilter: A Boolean component of a filter-that comprises only logical ANDs of non-negated filtef items and
of negated filter items, i.e., that can be expressediinformally as NOT (filter-item). Any filter can be expfessed in a
canonical form comprising a logical OR of subfilters as discussed in Annex Q.

16.1.9  user-class: An identified set of users that due to their functions, position in an organization, etc., fan invoke
certain aspects of the service-types within\a named-service. Different groups of users identified by their nampgs within a
user-class may see variations in the service provided. A user group can span user-classes.

16.2 Service-type/user-class model

The Direcfory Abstract.Service as specified in ITU-T Rec. X.511 | ISO/IEC 9594-3 is the representation| of all the
service capabilities offered by the Directory Specifications. A service-type is a subset of that service for pgrforming a
particular function, g.g., searching for a particular type of object within a defined scope.

A named-feryice s a collection of service-types for a particular purpose, e.g., to provide a White Pagesd| service, a
particular {yp&.of Yellow Pages service, etc.

A service-type is realized primarily through the Search operation, but also through other operations that can specify
entry information selection, i.e., Read and Modify Entry operations. For the purpose of service administration, a read or
a modifyEntry request is considered in some respect equivalent to a search request with subset equal to baseObject
and filter equal to and : {}. Service administration does not affect what information can be modified by a Modify Entry
operation. This is solely governed by access control.

An object identifier identifies a service type, thereby giving it a global unique identification. Different user-classes,
dependent on their role, position in the organization, etc., may have somewhat different perceptions of a service-type. A
user-class is identified by an integer that is only required to be unique with a DMD. Different DMDs could assign a
different identifier to what could be considered the same user-class. However, it is expected that administrative
authorities cooperating to provide a common named-service across several DMDs will coordinate the user-group
identifiers. Even for a particular user-class, there may be variations in the service available to users in the class. Such
variations are based on the distinguished names of the users. As an example, users of a particular user-class in one
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country may not have exactly the same view of a service-type as the users of the same user-class in another country,
e.g., to reflect local privacy laws. The definition of a service-type for a user group is expressed by a search-rule
specifying the details as to how the operation is to be performed.

The service-type and the user-class for which it is primarily intended are indicated in a search-rule.

A user group may span several user-classes. A user within a user-class could possibly also utilize search-rules that were
primarily intended for other user-classes, e.g., users in a user class with a greater capability would also be granted
permissions intended for user-classes that are generally offered lower service capabilities.

A user group is not directly identified by a search-rule, but is indirectly identified by having the invoke permission to
that search-rule. A user group can invoke any search-rule to which it has the invoke permission. If a particular user has
the invoke permission to several search-rules for the same service-type but for different user-groups, the procedures
defined in these Directory Specifications will, everything else being equal, select the search-rule with the highest user-
group idertifrer—thsattowstheadmmmrstrativeauthority by properassigmmentof user=classtdentifrerstogontrol this
selection.

16.3 Service-specific administrative areas

An autonomous administrative area may be designated as a service-specific administrative atred in order to fleploy and
administer|search-rules. This shall be indicated by the presence of the value id-ar-serviceSpécificArea in the|associated
administrafive entry's administrativeRole attribute (in addition to the presence of the-value id-ar-autonomousArea,
and possiblly other values).

Such an ayitonomous administrative area may be partitioned in order to deploy (and administer search-rules|in specific
partitions. [In this case, the administrative entries for each of the service-specific administrative areas are irjdicated by
the presenge of the value id-ar-serviceSpecificArea in these entries' administrativeRole attributes. Service policies for
superior sqrvice-specific administrative areas are not relevant subordinate to’such an administrative entry.

If such an|autonomous administrative area is not partitioned, ther€)is/a single service-specific administratiye area for
search-rulgs encompassing the entire autonomous administrative.area.

One or mdre search-rules are represented in the Directory information model by a subentry, termed a servicg subentry,
whose objectClass attribute contains the value id-sc-serviceAdminSubentry, as defined in 14.8. A subenmtry of this
class shalll be the immediate subordinate of an administrative entry whose administrativeRole attribute cpntains the
value id-af-serviceSpecificArea.

The evalugtion phase of an operation within asservice-specific administrative area is among other dependeht on what
base object is used for the operation, possibly after alias dereferencing. Search-rules are therefore tied to entries. When
the base obpject for an operation has been.determined, the search-rules tied to that entry are candidates for goyerning the
search. The ties between search-rules(within a subentry and entries within the service-specific administratiye area are
established by the subtreeSpecification operational attribute of the subentry. The entries identified by the vdlues of the
subtreeSgecification operationakattribute are in this way tied to the search-rules placed in the same subentry.

A particuljr entry can be associated with search-rules from multiple subentries; these may have the same ¢r different
subtree spgcifications. Conversely, different parts of the administrative area can be targeted by the one subentry, using
multiple vilues of the §ubtree specification.

The argunients of-an Operation can be validated against a search-rule by using an algorithm called the searchtvalidation
function.

operation
arguments
TRUE (OK
search-validation or (OK)
. function FALSE (not OK)
search-rule
X.501_F16

Figure 16 — Search-validation function
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An operation is a valid and allowed to proceed if, and only if, the search-validation-function yields TRUE for at least
one of the available search-rules associated with the base object for the operation. For a search-rule to be available for
an operation, the requestor must have invoke permissions to the attribute value that holds the search-rule. If there is only
one available search-rule with which the operation complies, this search-rule is called the governing-search-rule for that
operation, i.e., the search-rule that is used when the operation is further progressed. If there are several such search-
rules, one of these is selected by local choice as the governing-search-rule. The procedure for selecting a governing-
search-rule is given in 19.3.2.2.1 of ITU-T Rec. X.518 | ISO/IEC 9594-4. The governing-search-rule is thereby
permanently associated with the operation for its evaluation within the service-specific administrative area. This is also
the case when part of the operation is carried out by other DSAs holding parts of that service-specific administrative
area.

It is the choice of administrative authorities as to whether:

—  to collect several search-rules requiring different invoke permissions into a single subentry (thereby
Tequiring access control down to atribute value level i these invoke permissions vary frojn value to
value); or

+  to collect search-rules with the same access control permissions into distinct subentfies; so that access
control permissions can be granted on the basis of permissions to the completé  attributd; different
subentries can then hold different access control permissions.

If there if no search-rule available for an operation specifying a base object entry'-within a service-specific
administrafive area, or if the search validation function returns FALSE for all available search-rules, the gperation is
rejected with an error.

If a servicg-specific administrative area has no subentries, there are no service constraints associated with tha{ area.

There may be users that should not be limited by service restrictions, e.g, administrators, and there may [be entries,
when serving as base object entries, for which restriction is not required, e'gl, entries low in the DIT. The administrative
authority dan therefore include special search-rules, empty search-rules,

A hierarchfcal group within a service-specific administrative areahds to be completely contained by that area

The scope|of a Search operation cannot cross the border of a‘service-specific administrative area. ITU-T Rec. X.518 |
ISO/IEC 9594-4 specifies procedures that do not allow a,Seéarch operation starting within a particular service-specific
administrafive area to go outside that area even when aliases are dereferenced during the search evaluation. Likewise, a
search starting outside a service-specific administrativeiarea cannot spread into that area.

16.4 Introduction to search-rules

Search-rulgs are expressions of policies that on one hand constrain and adjust operations that can be carri¢gd out in a
region of the DIT, and on the other hafid assist in their execution by guiding the operation process. A search-fule has the
following main characteristics:

1 it gives requirefients that an operation shall meet if the operation is to be carried out baged on that
search-rule;

4 it specifies-adjustment of the operation request;

4 it prevides specification for details of the evaluation of the operation, e.g., by specifying| relaxation
polieies if too many or too few entries are found for Search operation; and

1 {atprovides entry information selection specifications.

When a processing of an operation starts, the base enfry of the operation corresponds to one or more service subentries
whose subtree-specification values include that base entry. Thereby, potentially a number of candidate-search-rules are
identified. The details of the operation are evaluated against these candidate-search-rules. An operation can only be
executed if a compatible search-rule can be found.

16.5 Subfilters

If a search-rule is designed to control the Search operation, it may specify a set of attribute types that may be present in
a filter of a search request. These attribute types are called the request-attribute-types for the search-rule. Other
attribute types shall not be present in the filter in any form, negated or non-negated. This subclause further qualifies
what it means for an attribute type to be present in a search filter. A search-rule also specifies requirements on valid
combinations of request attribute types. It might be a requirement that certain attribute shall be present; it might be a
requirement that at least one out of two attribute types shall be present; it might be a requirement that one attribute type
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is not allowed without another being present, etc. To further elaborate on how to express combinations, it is useful to
introduce the concept of subfilters.

According to propositional calculus, any filter whatsoever can be written as a sequence of subfilters separated by OR
operators. This can be written as:

f:f1+f2+...+fr

where each subfilter, f;, is a sequence of filter items or negated filter items that are separated by AND operators, which
can be written as:

fi=fufi ... fi
where fj; is either a filter item or its negation.

The subfilter concept is further described in Annex Q.

For a filter{ to comply with a search-rule, each subfilter shall comply with the search-rule.

For a filter] item to effectively represent an attribute type in a subfilter, it is required to comply with therequjrements of
the request-attribute-profile for the attribute type. The request-attribute-profiles are part of the sear¢h-rule spgcification.
If at least|one filter-item for an attribute type in each subfilter complies with the request-atttibute-profijle for that
attribute tylpe, the attribute type is said to be an effectively-present-attribute-type.

16.6 Filter requirements

For an attfibute type to be effectively present in a filter, the attribute type or,(if)the includeSubtypes option of the
request-attfibute-profile is set, one of its subtypes shall be present in at I¢ast one non-negated filter itegm of each
subfilter. Juch a non-negated filter item shall comply with all of the following requirements:

+ It shall be a non-negated filter item that is not one of thefollowing types:
greaterOrEqual;

lessOrEqual;

present or contextPresence unless explicitly allowed by the request-attribute-profile.
4 It shall comply with the request-attribute-profile specification for that attribute type.

+ If it is an extensibleMatch filter iten;;the attribute type shall be specified in the type compopent of the
MatchingRuleAssertion.

NOTE — If this last restriction is not-introduced, this filter item could implicitly include an unspecified number of
attribute types into the search filter and thereby impair the search validation procedure.

If an attribte type is represented in a filter, it shall be effectively present.

It is allowpd to have extensibleMatch filter items without the type component in the filter. Their presende does not
affect the pearch validation against search-rules. However, such a filter item shall only be applied to attribfites whose
types are| request-attribute-types, i.e., represented in the governing-search-rule by a request-attrijute-profile
(see 16.10{2).

16.7 Attribute-information selection based on search-rules

Outside a gexvice? spec1ﬁc admlmstratlve area, attrlbute information returned is selected by the selection component of
the operatil : : ontgxt defaults
established elther within a context default spemﬁc admlmstratlve area or by local context defaults For a Search
operation, selection of information may also be modified by the matchedValuesOnly component in the
SearchArgument. However, when an operation is controlled by a governing-search-rule, this search-rule may specify
what information is to be returned. When this is the case, the user attribute information returned shall be the intersection
of what the governing-search-rule specifies and what would have been returned had there been no governing-search-
rule. If the entry information selection in the selection component specifies selection of operational attributes, the same
rule shall apply for operational attributes. If the entry information selection does not specify return of operational
attribute information, operational attribute information returned shall solely be determined by the governing-search-
rule.

A governing-search-rule may specify what attribute information is to be returned completely independently of what
attribute types can be specified in a search filter.
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When information is to be returned based on hierarchical groups, selection of attribute information from such entries is
based on the principle above, except that matchedValuesOnly specifications have no effect.

NOTE - Family member selection is not governed by the above principle (see 16.10.6).

16.8 Access control aspects of search-rules

Search-rules provide some additional access control capabilities besides those capabilities described in clause 18. In a
service-minded approach, it is necessary to apply restrictions on how operations can be formulated and what
information can be returned. This should be based not only on the identity of the user, but also on the service-type and
the user-class, thereby allowing the administrative authorities to tailor the service based on quality of information,
charging considerations, etc.

The access control capablhtles as defined in clause 18 are used for ensurmg that only proper user groups can invoke
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A DSA thpt caches information originating from a service-specific administrative area may not have-.seardh-rules for
controlling the restrictions on that information. As for access control (see 18.8.2), a Security Administrato should be
aware thatla DSA with the capability of caching may impose a significant security risk to other DSAs:

16.9 Contexts aspects of search-rules

As contex} assertions can be part of a filter item for the Search operation, search-tule specifications nded to take
contexts ipto account. Inclusion of contexts into the search-rule brings new capabilities into the contexts fleature that
may simpljfy requirements on DUA and DSA implementations.

The basic [context feature allows the user to specify contexts for the Search filter and for entry information selection;
and it allows the administrative authorities to establish context defaults, within a context default specific administrative
area. Thede defaults apply indiscriminately to all users and to all-s€rvice-types. However, the context|feature as
provided by the search-rules allows the user to specify a mifimum of context information and it pllows the
administrafive authorities to make individual context specifications' for each search-rule. In addition, it is pgossible, as
indicated ip 16.8, to provide access control like function throtghproper design of the search-rule context spgcification.
Use of conptext specifications in search-rules could make establishment of context default specific administrative areas
redundant,

16.10  $earch-rule specification

The SearchRule ASN.1 data type gives the syntax of a search-rule.

SearchRulje ::= SEQUENCE {

COMPONENTS OF SearchRuleld,

seryiceType [1] OBJECT IDENTIFIER OPTIONAL,
usgrClass [2] INTEGER OPTIONAL,
inputAttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
attributeCombination [4] AttributeCombination DEFAULT|and : { },
outputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defaultControls [6] ControlOptions OPTIONAL,
mahdatoryControls [7] ControlOptions OPTIONAL,

sedrchRuleControls [8] ControlOptions OPTIONAL,

ilyGrouping [9] FamilyGrouping OPTIONAL,
ilyReturn [10] FamilyReturn OPTIONAL,
relaxation [11] RelaxationPolicy OPTIONAL,
additionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
allowedSubset [13] AllowedSubset DEFAULT "111'B,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL }
SearchRuleld ::= SEQUENCE {
id INTEGER,
dmdid [0] OBJECT IDENTIFIER }

AllowedSubset ::= BIT STRING { baseObject (0), oneLevel (1), wholeSubtree (2) }

ImposedSubset ::= ENUMERATED { baseObject (0), oneLevel (1), wholeSubtree (2) }
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RequestAttribute ::= SEQUENCE {

attributeType

includeSubtypes

selectedValues

defaultValues
entryType
values

contexts

contextCombination

matchingUse

ContextProfile ::= SEQUENCE {

con
contextValue

ContextCombination
context
ang
or
not}

MatchingUse ::= SEQUENCE {

restrictionType
restrictionValue

i 1)
SEQUENCE SIZE (1..MAX) OF CONTEXT.&Assertion

::= CHOICE {

ATTRIBUTE.&id ({ SupportedAttributes }),

[0] BOOLEAN DEFAULT FALSE,
[11 SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }) OPTIONAL,

[21] SEQUENCE SIZE (0..MAX) OF SEQUENCE {
OBJECT-CLASS.&id OPTIONAL,
SEQUENCE OF ATTRIBUTE.&Type

({ SupportedAttributes }{ @attributeType }) } OPTIONAL,
[3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
[4] ContextCombination DEFAULT and : {},
[5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL }

({SupportedContexts}{@contextType}) OPTIONAL }

[0] CONTEXT.&id({SupportedContexts}),
[11 SEQUENCE OF ContextCombination,
[2] SEQUENCE OF ContextCombination,
[3] ContextCombination }

MATCHING-RESTRICTION.&id ({SupportedMatchingRestrictions}),
MATCHING-RESTRICTION.&Restriction
({SupportedMatchingRestrictions}{@restrictionType}) }

-- Definitiof of the following information object set is deferred, perhap$.t0 standardized
-- profiles ¢r to protocol implementation conformance statements. Thé set is required to
-- specify g table constraint on the components of SupportedMatchingRestrictions
SupportedMatchingRestrictions MATCHING-RESTRICTION ::= {...}

AttributeGombination ::= CHOICE {

attribute [0] AttributeType,
ang [11 SEQUENCE OF AttributeCombination,
or [2] SEQUENCE OF AttributeCombination,
not [3] AttributeCombination }
ResultAttiibute ::= SEQUENCE {
attributeType ATTRIBUTE.&id ({ SupportedAttributes }),
outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }),
matchedValuesOnly NULL } OPTIONAL,
corntexts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL }

ControlOptions.=="SEQUENCE {
seryjiceControls [0] ServiceControlOptions DEFAULT {},

sedrchOptions [1] SearchControlOptions DEFAULT { searchAliases },
hielamvas—m—Hmme;

EntryLimit ::= SEQUENCE {

default INTEGER,
max INTEGER }

RelaxationPolicy ::= SEQUENCE {
basic [0] MRMapping DEFAULT { },
tightenings [11 SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
maximum [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1}
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MRMapping ::= SEQUENCE {

mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,

substitution [1] SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL }
Mapping ::= SEQUENCE {

mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY { -- shall be an

-- object identifier of a mapping-based matching algorithm -- } ),

level INTEGER DEFAULT 0}
MRSubstitution ::= SEQUENCE {

attribute AttributeType,

oldMatchingRule [0] MATCHING-RULE.&id OPTIONAL,

newMatchingRule [1] MATCHING-RULE.&id OPTIONAL }

16.10.1 Search-rule identification components.

The id corhponent allows for the unique identification of search-rules within a DMD. The value zero is teserped for the
empty seaich-rule. The purpose of an empty search rule is described in 16.3.

The dmdlgl component gives a unique identification of the DMD that has established the search-rute. This fomponent
together wiith id permits the definition of a unique, global identification of a search-rule.
NOTE + How this uniqueness is to be policed is outside the scope of this specification.

The id corpponent (with the value of zero) and the dmdld components are the only components relevant forl the empty
search-rulg.

The servigeType component is an object identifier that identifies the servicestype supported by this search-rule. This
component shall always be present except for an empty search-rule.

The userQlass component indicates the user-class for which the searchi-rule is primarily intended. For a given service-
type there pan be several search-rules specifying the same user-class{Ihis component shall always be presen{ except for
an empty gearch-rule.

16.10.2 Request-attribute-profiles

The inputfttributeTypes component shall specify request-attribute-profiles for all attribute types that shall{or may be
representedl in a search filter. If a search filter includes a filter item for an attribute type not represented by a request-
attribute-pfofile, the search validation against this<search-rule fails. The RequestAttribute data type splecifies the
requirement on a filter item for the attribute type Specified in the filter item to be effectively present. If this fomponent
is absent, le search-rule does not put any restriction on the presence of attribute types, i.c., any operation corpplies with
this compdnent. If the component is present,"but empty, only a read request, a modifyEntry request or a seafch request
with defauft filter (and : {}) complies with' this component.

The following subcomponents arewelevant for all operation types controlled by search-rules:

d) The attributeType subcomponent specifies the attribute type for which this specification applies. It is the
only mandatory subcomponent. There can only be one RequestAttribute specification fpr a given
attribute «type within a search-rule. If this is the only subcomponent, except possibly for the
includéSubtypes subcomponent, there are no restrictions on search filter items for this attrjibute type,
except.that if such filter items are in the filter, at least one of them shall be non-negated.

B) , The includeSubtypes subcomponent specifies that this request-attribute-profile can be sat{sfied by a
filter item for a subtype of this attribute type.

The following subcomponents are only relevant for the Search operation:

c¢) The selectedValues subcomponent provides a set of attribute values of the type given in attributeType.
If this attribute type is represented in the filter, there shall be at least one non-negated filter item for this
attribute type that matches at least one value of this subcomponent. Otherwise, this attribute type is not
effectively present in the filter.

If this subcomponent is absent, the above matching evaluates to TRUE.
If an empty set of attribute values is given, this attribute type can only be effectively present in:
— apresent filter item if the Contexts subcomponent is not present; or

— acontextPresent filter item if the Contexts subcomponent is present.
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d)

The defaultValues subcomponent does not affect the evaluation of a search request against the search-
rule, but controls the Search operation when a search-rule has been selected as the governing-search-rule.
This component provides a set of attribute values of the type given in attributeType. If a filter item using
this attribute type is defined within the filter, but there is no attribute of this type present in an entry (or a
family grouping), then this filter item evaluates to TRUE (or to FALSE if negated) if the filter item
matches one of the values in this subcomponent. If this subcomponent is absent, there are no default
values.

If this component is present, but empty, it indicates that this component takes all possible values, i.e., a
filter item for this attribute type always evaluates to TRUE (or to FALSE if negated) if the attribute type
is absent in an entry.

NOTE 1 — This reflects the situation where a filter item shall be ignored if an attribute of the type referenced is
absent.
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The contexts subcomponent specifies the context types that are allowed to be represented in-g filter item
for this attribute type. A particular context type shall not be represented morethan ornce in this
subcomponent.

—  If the subcomponent is absent, any context information may be present, in a filter itgm for this
attribute type.

—  If the subcomponent is present, only context types specified by this subcomponent may|be present
in a filter item for this attribute type. If it is an empty sequence; no context informatipn may be
present in a filter item for this attribute type.

— If only a context type is specified, any context value of‘thaf type may be present in the context
assertion.

—  If context values for a given context type are present in this subcomponent, only those Yalues may
be present in a corresponding context assertion irha filter item.

If the context specification in the filter item does.not comply with the above, the filter iteqn does not
comply with the request-attribute-profile for theattribute type.

The contextCombination subcomponent specifies the valid combination of the context types jas listed in
the contexts subcomponent within this request-attribute-profile. If this subcomponent is absdnt, there is
no restriction on the combination of these context types. If an invalid combination of contdxt types is
present, the filter item does not comply with the request-attribute-profile for the attribute [type. This
component may specify that certain context types shall unconditionally be present.

The matchingUse subcompenent is used to specify possible constraints on the use of the|applicable
matching rule, e.g., mipinium lengths for substring matching. The applicable matching rule|is the one
that actually is going to~be used before any relaxation but after a possible basic substitution. [The details
on the restrictions and how they are evaluated are described as part of the restriction specification. If this
subcomponent gpecifies a matching restriction defined for the matching rule to be used, it fis checked
whether this matching restriction is violated or whether unsupported aspects of the matching rjile have to
be applied. If that is the case, then:

—  ifithe performExactly search control option is not set, the implementation may use a lofal rule on
hew to apply the matching rule in a different way;

NOTE 2 — Such a local rule requires a customization capability to be applied for the matching rule in
question.

— 1if the performExactly search control option is set or it is not possible to apply a local rule, the
search request does not comply with this search-rule.

16.10.3 Attribute combinations

The attributeCombination component specifies the valid combination of the request-attribute-types as listed in the
inputAttributeTypes component. If this component is absent or has the default value (and : {}), there is no restriction
on the combination of request-attribute-type and all relevant types of operations comply with this component. If an
invalid combination of request-attribute-types is present, the search validation against this search-rule fails. This
component may specify that certain attribute types shall unconditionally be effectively present in the filter. This
component shall be absent if inputAttributeTypes is absent or empty. If this component is present and has a
non-default value, only a Search operation with a non-default filter can potentially comply with this component.
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16.10.4 Attributes in the result

The outputAttributeTypes component specifies what attribute types (or their subtypes if the noSubtypeSelection
service control option is not set) will potentially be present in the result, subject to access control (see 16.7). If a
matched entry or compound entry does not contain any of the attributes defined in this component, it is not included in
the result. A similar rule applies for individual family member marked as the result of the matching or through
operations specified by control attributes in the additionalControl component. If such a family member holds none of
the attribute types defined by this component, this corresponds to the family member and all its subordinates being
explicitly unmarked. The ResultAttribute data type specifies the details about how such an attribute type shall be
represented in the result. This component does not affect search validation. If absent, the search-rule does not affect the
entry information selection except as possibly specified by the familyReturn and additionalControl components. This
component has the following subcomponents:

a) The attributeType subcomponent specifies the attribute type for which this specification applies. It is the
only mandatory subcomponent. 1here can only be one ResultAttribute specilication for a given attribute
type within a search-rule.

) The outputValues subcomponent specifies what attribute values of this attribute type are candidates for
being returned. The set of values may be further restricted by the context Subcompoment, entry
information selection as provided by the requestor, access control, etc. If this subcemponent i absent, all
the attribute values are candidates. The selectedValues choice provides a s¢tof attribute vallues of the
type given in attributeType. Only those values listed are candidates for attribute values to be returned.
The matchedValuesOnly choice specifies that only those attribute values of the attribute that ¢ontributed
to the filter returning TRUE via filter items other than presentsate’ candidates for being returned
(see 10.2.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3 for a definition of the term "contributed").

¢) The context subcomponent holds a set of context profiles that'specify what attribute value infprmation is
returned for this attribute type.

—  If this subcomponent is absent, the search-rule doés not make any restrictions on what attribute
values can be returned based on contexts.

— If a context type is not included in this stbcomponent, no context information of this type is
returned with any returned attribute value of this attribute type.

— If a context profile does not includecthe contextValue data type, all context values of the context
type are returned with each attributeyvalue.

— If one or more context profilesiinclude the contextValue data type, each such contex} profile is
treated as a ContextAssertjon to be applied against the attribute values as specified in 8.9.2.4. Only
those attribute values for which this evaluation yields TRUE for all such context types afe returned.
If this selection results(in' no value being returned for this attribute type, the attribute is npt included
in the result. Likevise, if this selection results in no information left for an entry, this gntry is not
returned.

—  If all returped-attribute values of this attribute type have the same {context type, context yalue} pair
to be retarned, such a context value is removed from all the attribute values. If that leaves a context
without any context value, it is completely removed.

NOTE — This will permit a service to be tailored in such a way that a user with simple equipnpent in most
cases can receive information without contexts.

16.10.5 S$eryicejand search controls

cmponent,if present,is used-to specify setting of bits not explicitly set for an operdtion in the
ServiceControlOptions within the service controls of the operation argument, and if the operation is a Search, the
SearchControlOptions and HierarchySelections. If any specific option is absent, the defaultControls element, if

present, is used.

If all the hierarchyOptions subcomponent is absent in defaultControls, or the defaultControls is absent, hierarchy
selection shall not be used. If the hierarchySelection component is present in a search argument and specifies
anything than self, the search validation against this search-rule fails. Corresponding elements in mandatoryControls
and searchRuleControls shall be omitted.

If the defaultControls component is completely absent, it shall be considered to take the standard default value
{ serviceControls { }, searchOptions {searchAliases} }.

The mandatoryControls component specifies, by setting specific bits, the bitstring options that shall be present as
specified in defaultControls; if any bit specified by mandatoryControls differs in the user-supplied options from
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defaultControls, the search validation against this search-rule fails. Bits not specified by the mandatoryControls
component are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceControls
subcomponent is considered.

The searchRuleControls component specifies, by setting specific bits, the bitstring options that are to be taken from
the defaultControls rather than from the user-supplied options. Bits not specified by the searchRuleControls
component are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceControls
subcomponent is considered.

NOTE - If the user supplies Uy , , in a Search operation, and the default bits are Dy 4 n, the result of applying the
defaultControls component is a bit string Cy y, y Where bits 0 to p are taken from U and the remaining ones from D. The search
validation against this search-rule fails if the bitstring C&M is not equal to D&M, where C means Cy , n , '&' represents a
bitwise-AND operation, and My, v is the bitstring specified by mandatoryControls. Otherwise, the value of options that is used
is (C&~S | D&S) where S is the bitstring specified by searchRuleControls, ~S is its bitwise negation, and '' represents a
bitwise-OR operation. This last manipulation has the effect of excising the bits indicated by searchRuleControls and replacing
them w{th the default bit values. The familyGrouping component speciiics a family grouping speciiication that, 1f pjesent, takes
precedepce over (i.e., substitutes for) the familyGrouping in the CommonArguments of the search argument.

16.10.6 Family specifications

The familyGrouping component specifies a family grouping selection that, if present, takes, precedence|over (i.e.,
substitutes| for) the familyGrouping of the CommonArguments of the search argument.

The familyReturn component specifies family member return selection. It adjusts the-specification giyen by the
familyRetlirn in the EntrylnformationSelection (or its default) of the search argument. The search-rule sgecification
takes prededence with respect to the specification in memberSelect componetit, while the search| argument
specificatipn takes precedence with respect to familySelect component, i.¢., if the_familySelect component i§ present in
the searcH argument, a possible familySelect component in the search-rule shall’be ignored.

16.10.7 Control of relaxation

The relaxaftion component defines the relaxation policy using the RelaxationPolicy construct. The same corfstruct may
be includefl in a search request in the relaxation component. The procedure associated with this construct i$ described
here, covefing both the case where it is included in a search-rule-and the case where it is included in a search| request. If
RelaxatiopPolicy is included in both the search-rule and ifthe search request, additional specifications afe given in
10.2.2 of [[TU-T Rec. X.511 | ISO/IEC 9594-3.

The RelaxptionPolicy has the following subcompenents:

d) The basic subcomponent, if present, defines MRMapping, i.e., a set of matching-rule sybstitutions
and/or mapping-based matching-functions that are applied to a search filter for the first evalyation (i.e.,
without tightening or relaxation). This permits the selection of a more appropriate match than the original
match. Omission of th¢ item or supplying it with an empty set causes all the normal mat¢hing rules
without applying any mapping-based matching to be used for the first evaluation.

B) The tightenings-subcomponent, if present, comprises a sequence of substitutions and of mappings, each
defined by MRMapping, that are to be applied in the order given, one at the time, if the matched entries
are too numeroUs (greater than maximum).

¢) The relaxations subcomponent, if present, comprises a sequence of substitutions and mapgings, each
defined/by MRMapping, that are to be applied in the order given, one at the time, if the matched entries
are\too few (less than minimum).

d)(Phe maximum subcomponent shall always be present if tightenings is present, and then sgecifies the
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e) The minimum subcomponent specifies the number of entries found for which (or below which) a
relaxation is to be applied; if absent, it defaults to zero.

NOTE 1 — Relaxation/tightening is not affected by the performExactly search control option.

Matching rule substitutions and mappings are defined by MRMapping elements, each of which consists of a sequence-
of Mapping clements and a sequence-of MRSubstitution elements. The sequence orders of these elements have no
significance.

A Mapping element has the following components:

a) The mappingFunction component identifies a mapping-based mapping function with associated
mapping table to be applied.
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b) The level component identifies the level of relaxation (or tightening if negative) to be applied for the
mapping-based matching. This component shall be ignored if the &userControl is set for the mapping-
based matching and the extendedArea search control is included in the search request, in which case
the value specified in extendedArea is applied.

NOTE 2 - For the basic substitution and mapping, the level should in many cases be set to zero.

A MRSubstitution element has the following components:
a) attribute describes the attribute to which the substitution is to be applied.

b) oldMatchingRule is the matching rule that is to be substituted for. If absent, it applies to the previously
applicable matching rule of the specified type for the attribute, if there is one. For basic substitution, or if
basic substitution is not performed, for the first relaxation/tightening substitution, the applicable
matching is the one that would otherwise have been used. For subsequent substitutions, the applicable
matching rule is the one hrought in by the previous substitmtion If this snhcomponent specifies a

matching rule that is not the previously applicable matching rule, then no substitution is perfermed.

NOTE 3 — As an example, if the filter item is of type equality and thereby selecting an equality’mgtching rule,
and this subcomponent specifies a substring matching rule, then no substitution is performed.
¢) newMatchingRule is the object identifier for the substitute matching rule that is tovbe used jn place of
the old matching rule. If absent, any corresponding filter-items are evaluated a§YPRUE for a npn-negated
item, and FALSE for a negated item (i.e., in accordance with id-mr-nullMatch))

The following applies only for matching rule substitution specified in(a search request. If 4 matching
rule is specified for which there is a matching restriction for the attribute type (see 16.10.2, itpm g)) that
will make the search request non-compliant with the governifigrsearch-rule; or an unsupported or
incompatible matching rule is specified, the substitution is abandoned and no further subktitution is
performed for the attribute type.

NOTE 4 — It is assumed that a DSA will not allow invalid substitutions to be present in a search-rule.

and oldMatchingRule (if present) is unique. When oldMatchingRule is absent in one MRSubstitution, but i§ present in

One attrib{te can have multiple MRSubstitution elements in an MRMapping provided that the combination pf attribute
another MRSubstitution, the latter takes precedence in mapping the matching rule defined by oldMatchingRule.

16.10.8 Additional control component

The additipnalControl component allows the effect.offa governing-search-rule to be adapted to a specific efvironment
where additional control of a Search operation \is required. It specifies one or more control attribute fypes. The
semantics,|syntax and placement of such a control attribute type referenced by this component shall be defiped as part
of the confrol attribute definition. Such a specification may be made outside these Directory Specifications| A control
attribute specified includes a part of its.définition procedures to be executed based on the information provided by the
control attfibute.

This comppnent does not affect the'search-validation function.

A control pttribute could besplaced in such way that it affects several entries, e.g., in a service-specific administrative

point or i} a service administration subentry. It can also be placed in individual entries. When a control pttribute is

placed in |ndividual entries, it can only affect entry information selection for those entries. A control attfibute may

result in cprtain entfies® or family members being explicitly unmark, which will prevent their presence in fthe Search

result.
NOTE | —By-placing a control attribute in the service-specific administrative point, the control attribute can affpct the way
matching'is'performed. As an example, an attribute type specified in a filter item can be mapped into or supplementefl by a set of
attribute Types (iriendly™ attribute types) against which matching can be performed in some defined way, ¢.g., to obtain the same
effect provided by attribute subtyping. Similarly, a control attribute could adjust the entry information returned.

NOTE 2 - By placing a control attribute in a given entry, it is possible to take individual requirements into account, e.g., to cover
personal data protection requirements.

If compound entries are been marked or unmarked as the result of the processing of one or more control attributes, this
shall be done before applying the family return specification (as specified by the familyReturn in the
EntryinformationSelection or as overridden by the familyReturn search-rule component). If the explicit unmarking
results in no member of a compound entry being returned, the compound entry is completely removed from the result.

16.10.9 Miscellaneous components

The allowedSubset component specifies the valid choices of the Search request subset specification. This search-rule
component is ignored if the imposedSubset search-rule component is present and the useSubset search control is not
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set in a search request. As default, any subset choice is possible. If the subset parameter of a search request does not
specify a value compatible with this search-rule component, the search validation against this search-rule fails. For a
Read or Modify Entry operation to comply with this component, it must include the value baseObject.

The imposedSubset component specifies a subset that substitutes the subset specification in a search request. If this
component is not present or if the useSubset search control is set in the search request, no substitution is performed
and the restriction expressed by the allowedSubset is exercised. This component shall be ignored when evaluating a
read or modifyEntry request against a search-rule.

The entryLimit component has two subcomponents. The default subcomponent indicates the size limit to be imposed
by the Directory if the sizeLimit service control is not set. The max subcomponent indicates the maximum allowable
value for the sizeLimit service control. If exceeded, the effective sizeLimit is reduced to this max value. This
component shall be ignored when evaluating a read or modifyEntry request against a search-rule.

16.10.10

The SEARCH-RULE, REQUEST-ATTRIBUTE and RESULT-ATTRIBUTE information object classes~are grovided to
facilitate the documentation of search-rules:

ASN.I Information object classes

&dimdid OBJECT IDENTIFIER,
&serviceType OBJECT IDENTIFIER OPTIONAL,
&userClass INTEGER OPTIONAL,
&InputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,

&combination AttributeCombination OPTIONAL,
&OptputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defaultControls ControlOptions OPTIONAL,
&mpandatoryControls ControlOptions OPTIONAL,
&sé¢archRuleControls ControlOptions OPTIONAL,

ilyGrouping FamilyGrouping OPTIONAL,

&familyReturn FamilyReturn OPTIONAL,
&additionalControl AttributeType OPTIONAL,
&relaxation RelaxationPolicy OPTIONAL,

&allowedSubset AllowedSubset DEFAULT|'111'B,
&imposedSubset ImposedSubset OPTIONAL,
&entryLimit EntryLimit OPTIONAL,

INTEGERWUNIQUE }

DMP ID &dmdid
[ SERVICE-TYPE &serviceType ]

[ UBER-CLASS &userClass ]

[ INPUT ATTRIBUTES &InputAttributeTypes ]

[ COMBINATION &combination ]

[ OUTPUT ATTRIBUTES &OutputAttributeTypes ]

[ DEFAULT CONTROL! &defaultControls ]
[ MANDATORY CONTROL &mandatoryControls ]
[ SEARCH-RULE.CONTROL &searchRuleControls ]

[ FAMILY-GRQUPING &familyGrouping ]

[ FAMILY-RETURN &familyReturn ]
[ ADDITIONAL CONTROL &additionalControl ]
[ RELAXATION &relaxation ]

[ ALLOWED SUBSET &allowedSubset ]
[I > =Ie &imposedSub t]
[ ENTRY LIMIT &entryLimit ]
ID &id }
REQUEST-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE.&id,
&SelectedValues ATTRIBUTE.&Type OPTIONAL,
&DefaultValues SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
valuesSEQUENCE OF ATTRIBUTE.&Type} OPTIONAL,
&contexts SEQUENCE OF ContextProfile OPTIONAL,
&contextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,
&includeSubtypes BOOLEAN DEFAULT FALSE
}
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WITH SYNTAX {

ATTRIBUTE TYPE &attributeType
[ SELECTED VALUES &SelectedValues ]
[ DEFAULT VALUES &DefaultValues ]
[ CONTEXTS &contexts ]
[ CONTEXT COMBINATION &contextCombination ]
[ MATCHING USE &MatchingUse ]
[ INCLUDE SUBTYPES &includeSubtypes ] }
RESULT-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE.&id,
&outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type,
matchedValuesOnly NULL } OPTIONAL,
&contexts ContextProfile QOPTIONAL }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[ OUTPUT VALUES &outputValues ]
[ CONTEXTS &contexts ] }

16.11 Matching restriction definition

An adminitrative authority may want to put restrictions on how a matching rule is applied. As an example, g restriction
on a subsfring matching rule may specify minimum lengths on substrings provided-in a search filter itgm. Such a
restriction fis of a permanent nature and has no dynamic characteristics, as it is thg'case for search relaxation.

Within a sprvice-specific administrative area, restrictions can be applied by, the-proper construction of searci-rules, and
this is the pnly place where matching restrictions can be introduced.

Matching festrictions may be defined as values of the MATCHING-RESTRICTION information object class:

MATCHING-RESTRICTION ::= CLASS {

&Restriction,
&Rules MATCHING-RULE.&id,
&id| OBJECT IDENTIFIER UNIQUE"}

WITH SYNTAX {
RESTRICTION &Restriction
RULES &Rules
ID &id }

For a matching rule restriction that is defined using this information object class:
4d) &Restriction is the syntax for the matching restriction to be applied;

B) &Rules is the set of\matching rules to which this restriction can be applied. The restrictions dan only be
specified for a basic matching rule, i.e., a matching rule not parent matching rules in its definitjon;

¢) &id is the object identifier assigned to it.

Several matching restrictions can be defined for any one matching rule, but only one can be applied in a given situation.

16.12  $earch-validation function

The search-validation function is an abstract function that is used to determine the compatibility of a search réquest with
a particular search-rule. The search-validation function yields TRUE if the search request complies with the search-rule.
Otherwise, it yields FALSE. For a search request to comply with a search-rule:

—  attribute types other than those represented by the inputAttributeTypes shall not be present in any form
in the search filter, negated or non-negated;

— if an attribute type is present in a filter, it shall also be effectively present;
NOTE — This implies that an attribute type shall not be only represented by negated filter items.

— the condition for the effective presence of request attributes as specified by the search-rule
attributeCombination component shall be fulfilled;

—  if there are request-attribute-profiles that include the selectedValues subcomponent, the corresponding
attributes shall only be represented by non-negated filter items;

— the subset specification in the search argument shall comply with the search-rule subset specification;
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— the mandatory control as specified by the mandatoryControls component shall be exactly as in

defaultControls for the search-rule.

For an attribute type represented by one or more filter items in a subfilter to be effectively present in that subfilter, at
least one of the filter items shall comply with the RequestAttribute specification for that attribute type, i.e.:

— the filter items shall be of type as specified in 16.6;

—  if the selectedValues subcomponent is present and non-empty in the request-attribute-profile, the filter

item shall match this subcomponent;

— the context specification in the filter item shall comply with the context specifications in the request-

attribute-profile;

—  the matching rule specification in the filter item shall comply with the matching rule specifications in the

request-attribute-profile; and

The detaild

any matching restriction shall be fulfilled.

d search-validation procedure is specified in clause 13 of ITU-T Rec. X.511 | ISO/IEC 9594-3.
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SECTION 8 — SECURITY

17 Security model

17.1 Definitions
This Directory Specification makes use of the following terms defined in CCITT Rec. X.800 | ISO/IEC 7498-2:

— access control;
—  authentication;

—  security policy;

4  confidentiality;
1  integrity.
The following terms are defined in this Directory Specification:

17.1.1  3ccess control scheme: The means by which access to Directory information and poténtially to adcess rights
themselve§ may be controlled.

17.1.2  protected item: An element of Directory information to which access ean be separately contfolled. The
protected items of the Directory are entries, attributes, attribute values and names.

17.2 Security policies

The Direcfory exists in an environment where various administrative duthorities control access to their porfion of the
DIB. Such access is generally in conformance with some admifiistration controlled security policy (§ee ITU-T
Rec. X.509 | ISO/IEC 9594-8).

Two aspedts or components of the security policy which effectiaecess to the Directory are the authentication procedures
and the acgess control scheme.

NOTE + Clause 18 defines two access control schemes known as Basic Access Control and Simplified Access €ontrol, and
clause 19 defines Rule-based Access Control. These schemes may be used in conjunction with local administrative controls;
howeve}, since local administrative policy has ne<standardized representation, it cannot be communicated ifi shadowed
informalion.

17.2.1  Authentication procedures and‘mechanisms

Authenticdtion procedures and mechafisms in the context of the Directory include the methods to verify and propagate
where necgssary:

1  the identity of DSAS and Directory users;

+ the identity of.the origin of information received at an access point.
NOTE | — The adminiStrative authority may stipulate different provisions for the authentication of administrative users as
compargd to provisionS for the authentication of non-administrative users.

General-ude authentication procedures are defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 and can He used in
conjunctiop with.the access control schemes defined in this Directory Specification to enforce security policy

NOTE 2 —\Fuature editions of the Directory Specifications may define other access control schemes.

NOTE 3 — Local administrative policy may stipulate that authentication taking place in certain other DSAs (e.g., DSAs in other
DMDs) is to be disregarded.

In general, there will be a mapping function from the authenticated identity (e.g., human user identity as authenticated
by an authentication exchange) to the access control identity (e.g., the distinguished name of an entry, together with an
optional unique identifier, representing the user). A particular security policy may state that the authenticated identity
and the access control identity are the same.

For names in the access control identity, primary distinguished names shall be used. Similarly, where access control
uses names in its specification of grants and denial, primary distinguished names shall be used.
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17.2.2  Access control scheme

The definition of an access control scheme in the context of the Directory includes methods to:

—  specify access control information (ACI);

—  enforce access rights defined by that access control information;

—  maintain access control information.

The enforcement of access rights applies to controlling access to:

—  Directory information related to names;

—  Directory user information;

—  Directory operational information including access control information.
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ality is available only on a point-to-point basis through the use of TLS, which may be invoked f
protocols(and for LDAP. TLS is not available for the OSI Directory protocols. It is noted that po
may,-b€ inadequate in a distributed environment; however, end-to-end confidentiality is onl
b protection of the attributes themselves.

nting their

Directory
5 to detect

I attributes)
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responding
contain an

hs for a first
l errors).

consistent

r the IDM
nt-to-point
provided

Integrity isprovided 1T Two ways. POINT-To-point IMegrity May be provided for 1DV DITeCIory protocols an
through the use of TLS. End-to-end integrity may be provided by signing and optionally chaining signed Directory
operations other than LDAP using OPTIONALLY-PROTECTED as specified below. The PDUs containing the
Directory operations are not protected; rather, the arguments, results, and errors are protected. There is no mechanism
for providing a secure persistent record of events such as DAP operations. LDAP operations are not protected by means
of this Directory Specification.

NOTE — The experimental IETF RFC 2649 "An LDAP Control and Schema for Holding Operation Signatures", proposes a
mechanism for signing PDUs containing LDAP operations and for providing a secure persistent record of those operations.

for LDAP

OPTIONALLY-PROTECTED is a parameterized data type where the parameter is a data type whose values may, at the
option of the generator, be accompanied by their digital signature. This capability is specified by means of the following

type:
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OPTIONALLY-PROTECTED { Type } ::= CHOICE {
unsigned Type,
signed SIGNED {Type} }

The OPTIONALLY-PROTECTED-SEQ is used instead of OPTIONALLY-PROTECTED when the protected data type is a
sequence data type that is not tagged.

OPTIONALLY-PROTECTED-SEQ { Type } ::= CHOICE {
unsigned Type,
signed [0] SIGNED { Type } }

The SIGNED parameterized data type, which describes the form of the signed form of the information, is specified in
ITU-T Rec. X.509 | ISO/IEC 9594-8.

18 Basic Access Control

18.1 $Scope and application

This claus¢ defines one specific access control scheme (of possibly many) for the Directory The access contfol scheme
defined herein is identified with the accessControlScheme operational attribute” by giving it [the value
basic-access-control. Subclause 17.2.2 describes which entries contain the accessControlScheme ¢perational
attribute.

NOTE + An access control scheme known as "Simplified Access Control" is spegified in 18.9. It is defined as a spbset of the
Basic Access Control scheme. When Simplified Access Control is used, the accessControlScheme operational atfribute shall
have the value simplified-access-control. Additional access control schemes. known as "Rule-based Access (ontrol" are
specifief in clause 19.

The scheme defined here is only concerned with providing means)of/controlling access to the Directory ifjformation
within the| DIB (potentially including tree structure and accessicontrol information). It does not address ¢ontrolling
access for|the purpose of communication with a DSA applic¢ation-entity. Control of access to information means the
prevention| of unauthorized detection, disclosure, or modification of that information.

18.2 Basic Access Control model

The Basic|Access Control model for the Directery defines, for every Directory operation, one or more poinfs at which
access conrol decisions take place. Each access control decision involves:

—+ that element of Directory-information being accessed, called the profected item;

4  the user requesting the operation, called the requestor;

4  aparticular right necessary to complete a portion of the operation, called the permission;
+  one or more Operational attributes that collectively contain the security policy governing acgess to that
item, calledyd CI items.

Thus, the Basic access.€ontrol model defines:
+  theprotected items;

+ {he user classes;

— TN perMmisSSion CategoTics Tequired 10 perfolm each DITectory Operation;
— the scope of application and syntax of ACI items;

—  the basic algorithm, called the Access Control Decision Function (ACDF), used to decide whether a
particular requestor has a particular permission by virtue of applicable ACI items.

18.2.1 Protected items

A protected item is an element of Directory information to which access can be separately controlled. The protected
items of the Directory are entries, attributes, attribute values and names. For convenience in specifying access control
policies, Basic Access Control provides the means to identify collections of related items, such as attributes in an entry
or all attribute values of a given attribute, and to specify a common protection for them.
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18.2.2  Access control permissions and their scope
Access is controlled by granting or denying permissions. The permission categories are described in 18.2.3 and 18.2.4.

The scope of access controls can be a single entry or a collection of entries that are logically related by being within the
scope of a subentry for a particular administrative point.

Permission categories are generally independent. Since all Directory entries have a relative position within the DIT,
access to user and operational information always involves some form of access to DIT related information. Thus, there
are two main forms of access control decision associated with a Directory operation: access to entries as named objects
(referred to as entry access); and access to attributes containing user and operational information (referred to as
attribute access). For many Directory operations, both forms of permission are required. In addition, where applicable,
separate permissions control the name or error type returned. Some important aspects of permissions categories, forms
of access, and access control decision making are as follows:

4) To perform Directory operations on entire entries (e.g., read an entry or add an entry), it| is usually
necessary for permission to be granted with respect to the attributes and values contained’ vithin that
entry. Exceptions are permissions controlling entry renaming and removal: in neitherrease is pttribute or
attribute value permissions taken into account.

B) To perform Directory operations that require access to attributes or attribute~yalues, it is ng¢cessary to
have entry access permission to the entry or entries that contain those attributésyot values.

NOTE 1 — The removal of an entry or of an attribute does not require access,to the contents of the entry or of the
attribute.

d¢) The decision whether or not to permit entry access is strictly detertined by the position of the entry in
the DIT, in terms of its distinguished name, and is independent of hew the Directory locates thpt entry.

d) A design principle of Basic Access Control is that access may.be allowed only when there is af explicitly
provided grant present in the access control information used’by the Directory to make the acdess control
decision. Granting one form of access (e.g., entry aecess) never automatically or implicitly| grants the
other form (e.g., attribute access). In order to administer meaningful Directory access controlpolicies, it
is thus usually necessary to explicitly set access policy for both forms of access.

NOTE 2 — Certain combinations of grants or denials are illogical, but it is the responsibility of users| rather than

the Directory, to ensure that such combinations_are absent.

NOTE 3 — Consistent with the above design principle, granting or denying permissions for an attfibute value
does not automatically control access to-the related attribute. Moreover, in order to access an attribut¢ value(s) in
the course of a Directory interrogation-operation, a user must be granted access to both the attributeftype and its
value(s).
d¢) The only default access decision"provided in the model is to deny access in the absence of explicit access
control information that grants access.

f) A denial specified in aceess control information always overrides a grant, all other factors beinfg equal.

g) A particular DSAsmay not have the access control information governing the Directory datg it caches.
Security Administrators should be aware that a DSA with the capability of caching mlay pose a
significant seeurity risk to other DSAs, in that it may reveal information to unauthorized users.

) For thespurposes of interrogation, collective attributes that are associated with an entry ar¢ protected
precigely-as if they were attributes that form part of the entry.
NOTE 4 — For the purposes of modification, collective attributes are associated with the subentry that holds

them, not with entries within the scope of the subentry. Modify-related access controls are therefore [not relevant
to collective attributes, except when they apply to the collective attribute and its values within the suljentry.

18.2.3  Permission categories for entry access

The permission categories used to control entry access are Read, Browse, Add, Remove, Modify, Rename,
DiscloseOnError, Export, and Import and ReturnDN. Their use is described in more detail in ITU-T Rec. X.511 |
ISO/IEC 9594-3. Annex L provides an overview of their meaning in general situations. This subclause introduces the
categories by briefly indicating the intent associated with the granting of each. The actual influence of a particular
granted permission on access control decisions are, however, determined by the full context of the ACDF and access
control decision points for each Directory operation.

a) Read, if granted, permits read access for Directory operations which specifically name an entry (i.e., as
opposed to the List and Search operations) and provides visibility to the information contained in the
entry to which it applies.

98 ITU-T Rec. X.501 (08/2005)


https://iecnorm.com/api/?name=a464a3c7d820543bec6776f636556247

b)

d)

ISO/IEC 9594-2:2005 (E)

Browse, if granted, permits entries to be accessed using Directory operations which do not explicitly
provide the name of the entry.

Add, if granted, permits creation of an entry in the DIT subject to controls on all attributes and attribute
values to be placed in the new entry at time of creation.

NOTE 1 — In order to add an entry, permission shall also be granted to add at least the mandatory attributes and
their values.

NOTE 2 — There is no specific "add subordinate permission". Permission to add an entry is controlled using
prescriptiveACI operational attributes as described in 18.3.

Remove, if granted, permits the entry to be removed from the DIT regardless of controls on attributes or
attribute values within the entry.

Modify, if granted, permits the information contained within an entry to be modified.
NOTE 3 — In order to modify information contained within an entry other than the distinguished name attribute

j

18.2.4  Permission categories for attribute and attribute value access

values, appropriate attribute and value permissions shall also be granted.

Granting Rename is necessary for an entry to be renamed with a new RDN, takingqinto gccount the
consequential changes to the distinguished names of subordinate entries, if any; if] the ngme of the
superior is unchanged, the grant is sufficient.

NOTE 4 — In order to rename an entry, there are no prerequisite permissions to contained attributds or values,

including the RDN attributes; this is true even when the operation causes new fttribute values to pe added or
removed as a result of the changes of RDN.

DiscloseOnError, if granted, permits the name of an entry to be disclosed-in an error (or empty) result.

Export, if granted, permits an entry and its subordinates (if any) to-be,exported; that is, remov¢d from the
current location and placed in a new location subject to theCgranting of suitable permissjons at the
destination. If the last RDN is changed, Rename is also requited“at the current location.

NOTE 5 — In order to export an entry or its subordinates, there are no prerequisite permissions fo contained

attributes or values, including the RDN attributes; this is-tfie even when the operation causes attribyte values to
be added or removed as a result of the changes of RDN

Import, if granted, permits an entry and its subordinates, if any, to be imported; that is, renjoved from
some other location and placed at the location te'which the permission applies (subject to the pranting of
suitable permissions at the source location),

NOTE 6 — In order to import an entry or its subordinates, there are no prerequisite permissions o contained
attributes or values, including the RDN-attributes; this is true even when the operation causes attribyte values to
be added or removed as a result of the'changes of RDN.

ReturnDN, if granted, allows the(distinguished name of the entry to be disclosed in an operatiop result.

The permifsion categories used to conttol attribute and attribute value access are Compare, Read, FilterM
Remove, apd DiscloseOnError. They are described in more detail in ITU-T Rec. X.511 | ISO/IEC 9594-3
provides 4n overview of their meaning in general situations. This subclause introduces the categories
indicating [the intent associated with the granting of each. The actual influence of a particular granted per
access cortrol decisionssare,” however, determined by the full context of the ACDF and access control deci

(atch, Add,
. Annex L
by briefly
mission on
sion points

for each Djrectory opération.

4)
1)

Comipare, if granted, permits attributes and values to be used in a Compare operation.

Read, if granted, permits attributes and values to be returned as entry information in a Read or Search
access operation.

¢)
d)

FilterMatch, if granted, permits evaluation of a filter within a search criterion.

Add, if granted for an attribute, permits adding an attribute subject to being able to add all specified
attribute values. If granted for an attribute value, it permits adding a value to an existing attribute.

Remove, if granted for an attribute, permits removing an attribute complete with all of its values. If
granted for an attribute value, it permits the attribute value to be removed from an existing attribute.

DiscloseOnError, if granted for an attribute, permits the presence of the attribute to be disclosed by an
attribute or security error. If granted for an attribute value, it permits the presence of the attribute value to
be disclosed by an attribute or security error.
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g) Invoke, if granted, the object (always an operational attribute or a value of an operational attribute) to
which the permission applies can be invoked on behalf of the authenticated user by the DSA. The
function carried out by invocation is attribute-dependent. No other permissions are required for user for
the operational attribute or on the entry/subentry that holds it.

18.3 Access control administrative areas

The DIT is partitioned into subtrees termed "autonomous administrative areas", each of which is under the
administrative authority of a single Domain Management Organization. It may be further partitioned into subtrees
termed "specific administrative areas" for the purposes of specific aspects of administration; alternatively, the whole of
an autonomous administrative area may comprise a single specific administrative area. Each such specific
administrative area is the responsibility of a corresponding specific administrative authority. A particular administrative
area may be shared by several specific administrative authorities. See clause 11.

18.3.1  Access control areas and Directory Access Control Domains

In the cape of access control, the specific administrative authority is a Security Authority! Jand the specific
administrafive area is termed an "Access Control Specific Area" (ACSA). The root of the ACSA‘is termed an "Access
Control Sgecific Point". Each Access Control Specific Point is represented in the DIT by an Administrative Entry which
includes agcess-control-specific-area as a value of its administrativeRole operational aftribute; it has (potentially)
one or m¢re subentries which contain access control information. Similarly, each Aecess Control Inn¢r Point is
representefl in the DIT by an Administrative Entry which contains access-controliinner-area as a value of its
administrativeRole operational attribute; it also has (potentially) one or more subgntries which contain accpss control
informatiop. Each such administrative entry which has a subentry containing) ‘prescriptive ACI information has
basic-access-control, simplified-access-control, or other relevant value «as_a value of its accessContiolScheme
operationa] attribute. Each subentry that belongs to an Access Control Specific Point and which contains access control
informatiop has accessControlSubentry as a value of its object-class~attribute. An administrative enfry and its
subentries| may hold operational attributes (such as access contrel ‘information) which relate, respectivgly, to the
administrafive point (and possibly its subentries) and to collections'of entries (within the administrative area)|defined by
the subentfy subtreeSpecification.

The accesgsControlScheme attribute shall be present if andZonly if the holding administrative entry is an acdess control
specific erltry. An administrative entry can never be both'an access control specific and an access control ihner entry;
corresponding values can therefore never be present sifnultaneously in the administrativeRole attribute.

The scope|of a subentry that contains access conttol information, as defined by its subtreeSpecification (fhich may
include subtree refinements), is termed a Direetory Access Control Domain (DACD).

NOTE + A DACD can contain zero entries,-and can encompass entries that have not yet been added to the DIT.

The Secutfity Authority may permit an) Access Control Specific Area to be partitioned into subtrees tefmed inner
(administrative) areas. Each suchnner area is termed an "Access Control Inner Area" (ACIA) with accegs-control-
inner-areg as the value of the“administrativeRole operational attribute. Each subentry of the corfesponding
administrafive point that coptains prescriptive ACI has, as before, an accessControlSubentry value withif its object
class attribute.

The scope|(subtreeSpecification) specified in a subentry within an ACIA is also a DACD and contains enfries inside
the associdted Access.Control Inner Area.

ACIAs allpwya\degree of delegation of access control authority within the ACSA. The authority for the ACSA still
retains authority within the ACIA since the ACI in the subentries of the ACSA's administrative point apply|as well as
the ACI in the subentries of the relevant ACIAs (subclause 18.6 explains how the ACSA controls authority).

In summary, in evaluating access controls, the type of access control scheme (e.g., Basic Access Control) is indicated
by the accessControlScheme attribute value of the relevant access control specific entry; the role of each relevant
administrative entry within the ACSA is indicated by its administrativeRole attribute values; the presence of
prescriptive access control in a particular subentry is indicated by an accessControlSubentry value in its object class
attribute.

Subentries, like other entries, can hold an entryACI attribute for protection of its own contents.

18.3.2  Associating controls with administrative areas

Access to a given entry is (potentially) controlled by the totality of superior access control administrative points (both
inner and specific) up to and including the first non-inner access control administrative point or Autonomous
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Administrative Point encountered moving up the DIT from the entry towards the root. Access Control Specific Points
superior to this access control administrative point have no effect on access control to the given entry.

NOTE 1 — An Autonomous Administrative Point is considered implicitly to be an Access Control Specific Point for the purpose
of this description, even if it is not associated with any prescriptive controls.

Some important points regarding the association between access controls and administrative areas are:

a) Access controls for Directory information may apply to only selected entries, or may have scope
extending throughout portions of the DIB that are logically related by a common security policy and a
common Access Control administration.

b) Access control may be imposed on entries within ACSAs or within ACIAs by placing prescriptiveACl
attributes (see 18.5) within one or more subentries of the corresponding Access Control Administrative
Entry, with scope defined by an appropriate subtreeSpecification.

NOTE 2 — prescriptive ACI attributes are not collective attributes There are a number of significant differences
between prescriptiveACl and collective attributes:

— although a prescriptiveACI attribute may affect access control decisions for each entryswithjn the scope
of the subentry that holds it, the prescriptiveAClI attribute is not considered 0 supply accessible
information to any such entry or to be in any sense a part of such an entry;

— prescriptiveACI attributes are associated with the access control aspects of<administratipn, and are
associated with Access Control Specific and Inner Points, not with entry-collection administrative points;

— the purpose of a prescriptiveACl attribute is to express a policy that influences across a dqfined set of
entries, while the purpose of a collective attribute is to provide information that associjtes a user-
accessible set of attributes within a defined set of entries;

— prescriptiveAClI attributes represent policy information that willy\in general, not be widely afcessible by
ordinary users. Administrative users who need to access préseriptiveACl information can acg¢ess them as
operational attributes within subentries.

d) A prescriptiveACl operational attribute contains AClitems (see 18.4.1) common to all entries| within the
scope of the subentry, i.e., DACD, in which the preseriptiveACI occurs. A DACD normally contains
entries inside the associated Access Control Specifi¢ Aréa (but can contain no entries at all).

d) Although particular AClitems may specify attributes or values as protected items, ACllitems afe logically
associated with entries. The particular set of AClltems associated with an entry and with the tontents of
that entry is a combination of:

— AClitems that apply to that particular entry, specified as values of the entryACl ¢perational
attribute, if present (see 18.5.2);

— AClltems from prescriptiveACI operational attributes applicable to the entry by virtue of being
placed in subentries of administrative entries whose scope includes the particular entry (s¢ge 18.5.1).

¢) Each entry (controlled by.entryACl and/or prescriptiveACl) necessarily falls within one anf only one
ACSA. Each such entrysmay also fall within one or more ACIAs nested inside the ACSA conftaining the
entry. The prescriptiveACI that potentially affects the outcome of access control decisions for a given
entry are locat¢d\within subentries (of the administrative entry) for the ACSA and for gach ACIA
containing th€ enfry. Other subentries cannot affect access control decisions regarding that entty.

f) If an entrysis within the scope of more than one DACD, the complete set of AClitemg that may
potentially affect access control decisions regarding that entry includes all prescriptiveACI item
attributes of those DACDs, in addition to any entryACl attributes in the entry itself. An ¢xample is
shown in Figure 17. The effective access control at entry E1 is a combination of the prescriptiveACI for
DACDI, DACD2, DACD3, and entryACI (if present) in entry E1. The effective access contfol at entry

ts—a—eombinationr—of—the—p iptives or—PACPandDPACD3—anc H#—present) in

entry E2.
NOTE 3 — Protection of access control information is described in 18.6.

g) The subtreeSpecification attribute in each subentry defines a collection of entries within an
administrative area. Since a subtreeSpecification may define a subtree refinement, DACDs may
arbitrarily overlap within the intersection of their respective administrative areas. For simplicity,
Figure 17 does not show administrative points, subentries, or administrative areas; however, it may be
considered as three DACDs in the same ACSA with each DACD corresponding to a single subentry of
the administrative point for that ACSA (and there are no ACIAs). Alternatively, Figure 17 may be
considered in the context of a single ACSA containing a single ACIA where DACDI1 is congruent to the
ACSA and DACD3 is congruent to the ACIA (DACD1 and DACD2 would correspond to subentries of
the ACSA administrative point and DACD3 would correspond to a subentry of the ACIA administrative
point). An administrative area is congruent to a DACD when the collection of entries in the DACD is the
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same as the collection of entries in the implicitly defined subtree corresponding to the administrative
area. See the example in Annex M for figures depicting the relationship between administrative entries,
administrative areas, subentries and DACDs.

.2 DACDI
| DACD2
J /d :
[DACD3 :
&
d
E2

X.501_F17

Figure 17 — Effective Access Contro) using DACDs

18.4 Representation of Access Control Information

18.4.1  ASN.1 for Access Control Information

Access Control Information is represented as a setof AClltems, where each AClltem grants or denies pernpissions in
regard to certain specified users and protected,items.

In ASN.1 the information is expressed as;

AClltem :f= SEQUENCE {

ideptificationTag DirectoryString { ub-tag },
precedence Precedence,
authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOICE {
itemFirst [0] SEQUENCE {
protecteditems Protectedltems,
itemPermissions SET OF ItemPermission },
uSerFirst [11 SEQUENCE {

userClasses UserClasses,
userPermissions SET OF UserPermission } } }

Precedence ::= INTEGER (0..255)

Protecteditems ::= SEQUENCE {

entry [0] NULL OPTIONAL,
allUserAttributeTypes [1] NULL OPTIONAL,
attributeType [2] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allAttributeValues [31] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributeValue [5] SET SIZE (1..MAX) OF AttributeTypeAndValue OPTIONAL,
selfValue [6] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
rangeOfValues [7]1 Filter OPTIONAL,
maxValueCount [8] SET SIZE (1..MAX) OF MaxValueCount OPTIONAL,
maximmSub [9] INTEGER OPTIONAL,
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restrictedBy [10] SET SIZE (1..MAX) OF RestrictedValue OPTIONAL,
contexts [11] SET SIZE (1..MAX) OF ContextAssertion
OPTIONAL,
classes [12] Refinement OPTIONAL
}
MaxValueCount ::= SEQUENCE {
type AttributeType,
maxCount INTEGER }
RestrictedValue ::= SEQUENCE {
type AttributeType,
valuesin AttributeType }

UserClas JENCE {
allysers [0] NULL OPTIONAL,
thigsEntry [1] NULL OPTIONAL,
narhe [2] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
usgrGroup [3] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,

-- dn component shall be the name of an
-- entry of GroupOfUniqueNames
suljtree [4] SET SIZE (1..MAX) OF SubtreeSpecification OPTIONAL}

ItemPermission ::= SEQUENCE {

precedence Precedence OPTIONAL,

-- defaults to precedence in AClltem
usgrClasses UserClasses,
grantsAndDenials GrantsAndDenials }

UserPermjssion ::= SEQUENCE {

precedence Precedence OPTIONAL,

-- defaults to precedence in AClltem
protecteditems Protectedltems,
grantsAndDenials GrantsAndDenials }

AuthenticationLevel ::= CHOICE {

icLevels SEQUENCE {
level ENUMERATED {none (0), simple (1), strong (2) },
localQualifier INTEGER ORTIONAL,
signed BOOLEAN'DEFAULT FALSE },

other EXTERNAL }

GrantsAng@iDenials ::= BIT STRING §{
-- pprmissions that may be tused in conjunction
-- with any component of-Protectedltems
graptAdd (0),
denyAdd (1),
grantDiscloseOnError (2),
denyDiscloseOnError (3),

grahtRead (4),
derjyRead (5),
graptRemove (6),
derlyRémove (7),

-- permissions that may be used only in conjunction
-- with the entry component

grantBrowse (8),

denyBrowse (9),

grantExport (10),
denyExport (11),
grantimport (12),
denylmport (13),
grantModify (14),
denyModify (15),
grantRename (16),
denyRename (17),
grantReturnDN (18),
denyReturnDN (19),
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-- permissions that may be used in conjunction

-- with any component, except entry, of Protectedltems

grantCompare (20),

denyCompare (21),

grantFilterMatch (22),

denyFilterMatch (23),

grantinvoke (24),

denylnvoke (25) }
AttributeTypeAndValue ::= SEQUENCE ({

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type({SupportedAttributes}{@type}) }

18.4.2  Description of ACIItem Parameters

18.4.2.1 1dentification Tag

identifica
the purpos

18.4.2.2 Precedence

Precedenc

Precedenc
control po

precedenc¢ and authorizing users representing the subordinate authority (€.g., associated with an ACIA) to
modify A(I with a lower precedence, in order to tailor the general polify for specific purposes. The partial
thus requires the means for the superior authority to limit the maxipmum'precedence which the subordinate au
assign to ACI under its control.

Basic Access Control does not specify or describe how to limit the maximum precedence that can be
subordinate authority. This is to be done by local means.

18.4.2.3 Authentication Level

AuthenticationLevel defines the minimum requestor security level required for this AClitem. It has two form

When bas
to the req
minimum

requestor' localQualifier:shall be arithmetically greater than or equal to that of the AClitem. Strong auther]
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requirement for noNauthentication. For access control purposes, the "simple" authentication level requires al
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the ACllItemn, then the requestor need not have a corresponding value (if such a value is present it is ignored).
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+ basicLevels which indicates the level of authentication, optionally qualified by positive

+  other: an externally defined measure.
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b can be used by a superior authority within the Security Authority-te’ permit partial delegation|
icy setting within an ACSA. This can be achieved by the superior authority setting a general polic

integer localQualifier, and.fvhether the request is required to be signed;

jcLevels is used, an AuthenticationLevel consisting of a level and optional localQualifier shall §
hestor by the DSA\according to local policy. For a requestor's authentication level to meet o
requirement, the requestor's level shall meet or exceed that specified in the AClitem, and in a

or is considéred to exceed a requirement for simple or no authentication, and simple authenticatiof

identification only, with no password supplied, is considered "none". If a localQualifier is not 3

litems for

b is used to control the relative order in which ACIllitems are considered duriag the course of fnaking an
access cortrol decision in accordance with 18.8. AClltems having higher precedence\values may prevail g
with lower] precedence values, other factors being equal. Precedence values are integefs’and are compared as
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When other is used, an appropriate AuthenticationLevel shall be assigned to the requestor by the DSA according to
local policy. The form of this AuthenticationLevel and the method by which it is compared with the
AuthenticationLevel in the ACI is a local matter.
NOTE 1 — An authentication level associated with an explicit denial indicates the minimum level to which a requestor shall be
authenticated in order not to be denied access. For example, an ACllitem that denies access to a particular user class and requires

strong authentication will deny access to all requestors who cannot prove, by means of a strongly authenticated identity, that they
are not in that user class.

NOTE 2 — The DSA may base authentication level on factors other than values received in protocol exchanges.
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18.4.2.4 itemFirst and userFirst Parameters

Each ACIitem contains a choice of itemFirst or userFirst. The choice allows grouping of permissions depending on
whether they are most conveniently grouped by user classes or by protected items. itemFirst and userFirst are
equivalent in the sense that they capture the same access control information; however, they organize that information
differently. The choice between them is based on administrative convenience. The parameters used in itemFirst or
userFirst are described below.

a) Protecteditems define the items to which the specified access controls apply. It is defined as a set
selected from the following:

entry means the entry contents as a whole. In case of a family member, it also means the entry
content of each subordinate family member within the same compound attribute. It does not
necessarily include the information in these entries. This element shall be ignored if the classes
element is present, since this latter element selects protected entries (and subordinate family

members) on the basis of their object class.

allUserAttributeTypes means all user attribute type information associated with_the-enfry, but not
values associated with those attributes.

allUserAttributeTypesAndValues means all user attribute information associated with| the entry,
including all values of all user attributes.

attributeType means attribute type information pertaining to specific attributes but ot values
associated with the type.

allAttributeValues means all attribute value information pertaining to specific attributes.
attributeValue means a specific value of specific attributes.

selfValue means the attribute value assertion corresponding to the current requestor. The protected
item selfValue applies only when the access controls are to be applied with respect tg a specific
authenticated user. It can only apply in the_sSpecific case where the attribute specffied is of
DistinguishedName or uniqueMember syntaxand the attribute value within the specifi¢d attribute
matches the distinguished name of the origindtor of the operation.

NOTE 1 — allUserAttributeTypes and allUserAttribute TypesAndValues do not include operational attrilputes, which
should be specified on a per attribute basis, using(atttibute Type, allAttributeValues or attributeValue.

rangeOfValues means any attribute value which matches the specified filter, i.e., for|which the
specified filter evaluated on that'attribute value would return TRUE.
NOTE 2 - The filter is not gvaluated on any entries in the DIB; it is evaluated using the semanti¢s defined in

7.8 of ITU-T Rec. X.51 1" ISO/IEC 9594-3, operating on a fictitious entry that contains only the single
attribute value which is'the protected item.

The following items provide constraints that may disable the granting of certain permissions tp protected
items in the same SEQUENCE:

maxValueCount restricts the maximum number of attribute values allowed for a specifigd attribute
type. It (is,examined if the protected item is an attribute value of the specified type and the
permission sought is add. Values of that attribute in the entry are counted without regard to context
orggecess control and as though the operation which adds the values were successful. If fhe number
of'yalues in the attribute exceeds maxCount, the ACI item is treated as not granting add gccess.

maximmsSub restricts the maximum number of immediate subordinates of the superior pntry to an
entry being added or imported. It is examined if the protected item is an entry, the permission
leghf is add or imr\nr‘r and the immediate anprinr entrv is in the same DSA as the Intry being

added or imported. Immediate subordinates of the superior entry are counted without regard to
context or access control as though the entry addition or importing were successful. If the number of
subordinates exceeds maximmsSub, the ACI item is treated as not granting add or import access.

restrictedBy restricts values added to the attribute type to being values that are already present in
the same entry as values of the attribute valuesln. It is examined if the protected item is an attribute
value of the specified type and the permission sought is add. Values of the valuesin attribute are
checked without regard to context or access control and as though the operation which adds the
values were successful. If the value to be added is not present in valuesin, the ACI item is treated as
not granting add access.

contexts restricts values added to the entry to having context lists that satisfy all of the context
assertions in contexts. It is examined if the protected item is an attribute value and the permission
sought is add. If the value to be added does not satisfy the context assertions, the ACI item is treated
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as not granting add access; if it does satisfy all of them, the ACI item is treated as not denying add
access.
NOTE 3 — This is only relevant when the permission sought is add, and all context assertions shall be

satisfied. It does not provide for general use of contexts to differentiate protected items for other
permissions.

classes means the contents of entries (possibly a family member) which are restricted to those that
have object class values that satisfy the predicate defined by Refinement (see 12.3.5), together (in
the case of an ancestor or other family member) with the entry contents as a whole of each
subordinate family member entry; it does not necessarily include the information in these entries.
NOTE 4 — By the rules for entry and classes, all family members inherit the access control of the ancestor

or of superior family members within the same family. This does not preclude family members being
subject to further policies from entryACI or prescriptiveACI that increase or decrease protection.

) UserClasses defines a set of zero or more nsers the permissions apply to The set of nsers is selected

from the following:

allUsers means every directory user (with possible requirements for authenticationleve|).

thisEntry means the user with the same distinguished name as the entry beifig accessefl, or if the
entry is a member of a family, then additionally the user with the distinguished ngme of the
ancestor.

name is the user with the specified distinguished name (with an optionalunique identifier).

userGroup is the set of users who are members of the groupOfUniqueNames entry, identified by
the specified distinguished name (with an optional unique identifier). Members of a group of unique
names are treated as individual object names, and not as theznames of other groups of unigue names.
How group membership is determined is described in 18.4:275.

subtree is the set of users whose distinguished names-fall within the definition of the {unrefined)
subtree.

Names used to specify a user, group or subtree shall be primary distinguished names. Cpntext and
alternative distinguished values shall not be. if¢luded. The access control decision funcfion is not
required to determine the primary distinguished hame for alternative names with which it is sypplied.

NOTE 5 — This means that if a requestor has supplied an alternative name that has not been subsequently
resolved by the Directory to the primary distinguished name, access control based on primary djistinguished
names may fail to recognize the requestor as belonging to the user class granted or denied access.

SubtreeSpecification is used to.specify a subtree relative to the root entry named in base| The base
represents the distinguished name of the root of subtree. The subtree extends to the leaves pf the DIT
unless otherwise specified atxchop. The use of a specificationFilter component is not pgrmitted; if

present, it shall be ignored:

NOTE 6 — SubtreeSpecification does not allow subtree refinement because a refinement might require a DSA
to use a distributeds operation in order to determine if a given user is in a particular user class.
Control is designed to avoid remote operations in the course of making an access control decision.
in a subtre¢ whose definition includes only base and chop can be evaluated locally, whereas me
subtree definition using specificationFilter can only be evaluated by obtaining information from thejuser's entry
whichyis.potentially in another DSA.

ItemPermission contains a collection of users and their permissions with respect to Protgctedltems
within an itemFirst specification. The permissions are specified in grantsAndDenials as discussed in
item f) of this subclause. Each of the permissions specified in grantsAndDenials is consideted to have
the precedence level specified in precedence for the purpose of evaluating access control infgrmation as
discussed in 18.8. If precedence is omitted within ItemPermission, then precedence is taken from the
precedence specified for the AClitem (see 18.4.2.2).

UserPermission contains a collection of protected items and the associated permissions with respect to
userClasses within a userFirst specification. The protected items are specified in protecteditems as
discussed in 18.4.2. The associated permissions are specified in grantsAndDenials as discussed in item
f) of this subclause. Each of the permissions specified in grantsAndDenials is considered to have the
precedence level specified in precedence for the purpose of evaluating access control information as
discussed in 18.8. If precedence is omitted within UserPermission, the precedence is taken from the
precedence specified for the AClitem (see 18.4.2.2).

GrantsAndDenials specify the access rights that are granted or denied in the AClitem specification. The
precise semantics of these permissions with respect to each protected item is discussed in ITU-T
Rec. X.511 | ISO/IEC 9594-3.
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g) Uniqueldentifier may be used by the authentication mechanism to distinguish between instances of
distinguished name reuse. The value of the unique identifier is assigned by the authentication authority
according to its policy and is provided by the authenticating DSA. If this field is present, then for an
accessing user to match the name user class of an AClltem that grants permissions, in addition to the
requirement that the user's distinguished name match the specified distinguished name, the authentication
of the user shall yield an associated unique identifier, and that value shall match for equality with the
specified value.

NOTE 7 — When authentication is based on supplied SecurityParameters, the unique identifier associated with

the user may be taken from the subjectUniqueldentifier ficld of the sender's Certificate in the optional
CertificationPath.

18.4.2.5 Determining group membership

Determining whether a given requestor is a group member requires checking two criteria. Also, the determination may
be constralned if the group definition is not known locally. The criteria for membership and the treatment of non-local
groups are|discussed below.

4) A DSA is not required to perform a remote operation to determine whether the requestor bglongs to a
particular group for the purposes of Basic Access Control. If membership in ‘the group [cannot be
evaluated, the DSA shall assume that the requestor does not belong to the group’if the ACI jtem grants
the permission sought, and does belong to the group if it denies the permissionrsought.

NOTE 1 — Access control administrators should beware of basing access controls’on membership off non-locally

available groups or groups which are available only through replication/and which may, thereforg, be out of
date).

NOTE 2 — For performance reasons, it is usually impractical to retrieve group membership from rempte DSAs as
part of the evaluation of access controls. However, in certain circinistances it may be practical, afjd a DSA is
permitted, for example, to perform remote operations to obtain ot refresh a local copy of a group entfy or use the
Compare operation to check membership prior to applying this‘elause.
B) Inorder to determine whether the requestor is a member Jof a userGroup user class, the followjing criteria
apply:
— The entry named by the userGroup specification shall be an instance of the object class

groupOfNames or groupOfUniqueNames.

—  The name of the requestor shall be a value of the member or uniqueMember attribute of that entry.

NOTE 3 — Values of the member;or uniqueMember attribute that do not match the name of the requestor
are ignored, even if they représent the names of groups of which the originator could be found to be a
member. Hence, nested groups are not supported when evaluating access controls.

NOTE 4 — Names used in member or uniqueMember shall be primary distinguished names. Context, and
alternative values with context, shall not be included.
18.5 The ACI operationaliattributes

Access control information-is_stored in the Directory as an operational attribute of entries and subertries. The
operationa] attribute is multi*valued, which allows ACI to be represented as a set of ACllitems (defined in 18.4).

18.5.1  Prescriptivedaccess control information

A Prescriptive A€l attribute is defined as an operational attribute of a subentry. It contains access control ipformation
applicable|to entries within that subentry's scope:

prescriptiveACI ATTRIBUTE ::= {

WITH SYNTAX AClltem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-prescriptiveACl }

18.5.2  Entry access control information

An Entry ACI attribute is defined as operational attributes of an entry. It contains access control information applicable
to the entry in which it appears, and that entry's contents:

entryACl ATTRIBUTE ::= {

WITH SYNTAX AClitem
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
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USAGE directoryOperation
ID id-aca-entryACl }

18.5.3  Subentry ACI

Subentry ACI attributes are defined as operational attributes of administrative entries, and provide access control
information that applies to each of the subentries of the corresponding administrative point. Prescriptive ACI within the
subentries of a particular administrative point never applies to the same or any other subentry of that administrative
point, but can be applicable to the subentries of subordinate administrative points. Subentry ACI attributes are
contained only in administrative points and do not affect any element of the DIT other than immediately subordinate
subentries.

In evaluating access control for a specific subentry, the ACI that shall be considered is:

— the entryACI within the subentry itself (if any);

1  the subentryACI within the associated administrative entry (if any);

+  prescriptiveACI associated with other relevant administrative points within the sameyaccgss control
specific area (if any).

subentryACl ATTRIBUTE ::= {

WITH SYNTAX AClitem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-subentryACl }

18.6 Protecting the ACI

ACI operational attributes may be subjected to the same protection ntechanisms as ordinary attributes. Som¢ important
related poipts are:

d) The identificationTag provides an identifier for.each AClitem. This tag can be used to remov¢ a specific
AClitem value, or to protect it by prescriptive-or'entry ACIL.

NOTE 1 — Directory rules ensure that only, one ACllitem per access control attribute possesses gny specific
identificationTag value.

B) The creation of subentries for an:Administrative Entry may be access controlled by mepns of the
subentryACI operational attribute i’ the Administrative Entry.

NOTE 2 — The right to create prescriptive access controls may also be governed directly by security] policy; this
provision is required to create access controls in new autonomous administrative areas.

18.7 Access control and Directory operations

Each Direftory operation inyolves making a series of access control decisions on the various protected iters that the
operation gccesses.

For some ¢perations (€,g.; Modify operations), each such access control decision must grant access for the operation to
succeed; if access.i§ denied to any protected item, the whole operation fails. For other operations, protected items to
which accgss is dented are simply omitted from the operation result and processing continues.

If the reqpested access is denied, further access control decisions may be needed to determine if th¢ user has
DiscloseOnError permissiomnsto-the protected tterm—Omnty if DiscloseOnError permission s granted mmaythe Directory
respond with an error that reveals the existence of the protected item; in all other cases, the Directory acts so as to
conceal the existence of the protected item.

The access control requirements for each operation, i.e., the protected items and the access permission required to
access each protected item, are specified in ITU-T Rec. X.511 | ISO/IEC 9594-3.

The algorithm by which any particular access control decision is made is specified in 18.8.

18.8 Access Control Decision Function

This subclause specifies how an access control decision is made for any particular protected item. It provides a
conceptual description of the Access Control Decision Function (ACDF) for basic-access-control. It describes how
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ACI items are processed in order to decide whether to grant or deny a particular requestor a specified permission to a
given protected item.

18.8.1 Inputs and outputs

For each invocation of the ACDF, the inputs are:

a) the requestor's Distinguished Name (as defined in 7.3 of ITU-T Rec. X.511 | ISO/IEC 9594-3), unique
identifier, and authentication level, or as many of these as are available;

b) the protected item (an entry, an attribute, or an attribute value) being considered at the current decision
point for which the ACDF was invoked;

c) the requested permission category specified for the current decision point;

d) the ACI 1tems assomated with the entry contalmng (or whrch 1s) the protected item. Protected items are

T T ’ T i i httribute is
descrlbed in 18 3 2 and 18.5.1. The scope of 1nﬂuence for ACI items w1th1n an entryACI pttribute is
described in 18.3.2 and 18.5.2. The scope of influence for ACI items within a subentryACI fattribute is
described in 18.5.3.

When an entry is a family member, it also inherits the access control of the ancestof or of supgrior family
members within the same family. This does not preclude family members-being subject|to further
policies from entryACI or prescriptiveACI that increase or decrease protection:

In additior], if the ACI items include any of the protected item constraints described ifi18.4.2.4, the whole enftry and the
number of[immediate subordinates of its superior entry may also be required as inputs.

The outpud is a decision to grant or deny access to the protected item.

In any particular instance of making an access control decision, the outcofme shall be the same as if the stepf in 18.8.2
through 1§.8.4 were performed.

18.8.2  Tuples

For each ACI value in the ACI items of 18.8.1 d), expand thewalue into a set of tuples, one tuple for each ¢lement of
the itemPermissions and userPermissions sets. Collect-all tuples from all ACI values into a single set. Each tuple
contains the following items:

( ugerClasses, authenticationLevel, protecteditems, grantsAndDenials, precedence )

For any tfiple whose grantsAndDenials specify both grants and denials, replace the tuple with two t@iples — one
specifyinglonly grants and the other specifying only denials.

18.8.3  Discarding non-relevant tuples

Perform the following steps to discard all non-relevant tuples:
) Discard all tuples-that do not include the requestor in the tuple's userClass (18.4.2.4 b)) as follows:

—  For tuples that grant access, discard all tuples that do not include the requestor's ideqtity in the
tuples's userClasses element taking into account uniqueldentifier elements if relevanf. Where a
tuple specifies a uniqueldentifier, a matching value shall be present in the requestor's idgntity if the
tuple is not to be discarded. Discard tuples that specify an authentication level highef than that
associated with the requestor in accordance with 18.4.2.3.

= FOT tpIcs At dely access, Tetain ait Tupies Urat Mmeiude e Tequestor 1 e tupic’s userClasses
element, taking into account uniqueldentifier elements if relevant. Also retain all tuples that deny
access and which specify an authentication level higher than that associated with the requestor in

accordance with 18.4.2.3. All other tuples that deny access are discarded.
NOTE 1 — The second requirement in the second sub-item above (i.e., to retain any tuple that denies access

and also specifies an authentication level higher than that associated with the requestor) reflects the fact that
the requestor has not adequately proved non-membership in the user class for which the denial is specified.

2) Discard all tuples that do not include the protected item in protecteditems (18.4.2.4 a)).

3) Examine all tuples that include the maxValueCount, maximmSub, restrictedBy, or contexts. Discard
all such tuples which grant access and which do not satisfy any of these constraints (18.4.2.4 a)).

4) Discard all tuples that do not include the requested permission as one of the set bits in
grantsAndDenials (18.4.1, 18.4.2.4 1)).
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NOTE 2 — The order in which discarding of non-relevant tuples is performed does not change the output of
the ACDF.

18.8.4  Selecting highest precedence, most specific tuples

Perform the following steps to select those tuples of highest precedence and specificity:
1) Discard all tuples having a precedence less than the highest remaining precedence.

2) If more than one tuple remains, choose the tuples with the most specific user class. If there are any tuples
matching the requestor with UserClasses eclement name or thisEntry, discard all other tuples.
Otherwise, if there are any tuples matching UserGroup, discard all other tuples. Otherwise, if there are
any tuples matching subtree, discard all other tuples.

3) If more than one tuple remains, choose the tuples with the most specific protected item. If the protected
item is an attribute and there are tuples that specify the attribute type explicitly, discard all other tuples. If
the protected item is an attribute value, and there are tuples that specify the attribute value| explicitly,
discard all other tuples. A protected item which is a rangeOfValues is to be treated as ‘spg¢cifying an
attribute value explicitly.

Grant accgss if and only if one or more tuples remain and all grant access. Otherwise deny access.

18.9 Simplified Access Control

18.9.1 Introduction

This subclpuse describes the functionality of an access control scheme, known\as Simplified Access Contfol, that is
designed tp provide a subset of functionality found in Basic Access Control,

18.9.2  DPefinition of Simplified Access Control functionality

The functipnality of Simplified Access Control is defined as follows;

d) access control decisions shall be made only onlthe basis of AClitem values of prescriptiveACI and
subentryACI operational attributes.

NOTE 1 — entryACl, if present, shall not bextised to make access control decisions.

B) access control specific administrative areas shall be supported. Access control inner administgative areas
shall not be used. Particular access decisions shall be made on the basis of AClitem values obtpined from
a single Administrative Point, or from subentries of that Administrative Point.

NOTE 2 — Values of prescriptiveACI attributes appearing in subentries of Administrative Points c¢ntaining no

id-ar-accessControlSpecificArea Administrative Role attribute value shall not be used to make acfess control
decisions.

¢) all other provisions shall be as defined for basic access control.

19 Rule-based Access Control

19.1 Scope and application

This clausp definés a specific access control scheme (of possibly many) for the Directory. The access contfol scheme
defined hdréin/is identified with the accessControlScheme operational attribute by giving it the value rfile-based-
access-control or 1f used 1n conjunction with the basic or simplified access control schemes defined 1n clause 18, rule-
and-basic-access-control or rule-and-simple-access-control. Subclause 17.2.2 describes which entries contain the
accessControlScheme operational attribute.

The scheme defined here is only concerned with controlling access to the Directory information within the DIB
(potentially including tree structure and access control information). It does not address controlling access for the
purpose of communication with a DSA application-entity. Control of access to information means the prevention of
unauthorized detection, disclosure, or modification of that information.

19.2 Rule-based Access Control model

There may be environments where information relating to the clearance (instead of identity) of the requestor is used in
determining whether or not access to an attribute value is to be denied. This is defined as Rule-based Access Control
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and uses administratively imposed access control policy rules in determining when access is to be denied to certain
contents of the Directory. If access is denied under Rule-based Access Control, it cannot be allowed under other access
control schemes. The Rule-based Access Control model identifies the information used in determining whether access
is to be denied. This is applied to every operation. Each access control decision involves:

a) Access control information associated with the attribute values being accessed. This access control
information is called a security label.

b) Access control information associated with the user requesting the operation. This access control
information is called the clearance. The user requesting the operation is called the requestor.

¢) Rules which define whether an access is authorized given a security label and a clearance, called security
policies.

See Figure 18.

Access Control Decision

Requestor >
access request grant/deny
argument

operation,
DN, access degision
authentication level, grant/den:
and clearance

Protected N

1tem security X.501_F18

label 1
access control policy rules

Figure 18 — Rule-based Access.Control Decision Model

The securify label(s) can be securely associated with<attribute values by binding the label to the information through the
use of a digital signature or other integrity mechanism. A security label is a property of the attribute vdlue and is
associated|with the value as a context.

The clearapce is needed to enable a comiparison to be made against the security label. The clearance can be bpund to the
Distinguished Name of the requestor‘through a certificate extension field (subject Directory attribute) or through an
attribute cgrtificate. The means selected for providing the clearance is a matter for the security policy in effect.

NOTE + The use of other cledranee information (e.g., that associated with any intermediate DSAs which may have|chained the
operatidn), is outside the scOpe of this Directory Specification.

The security rules to bevapplied in making an access control decision are defined as part of the security policy. The
security palicy is eitheridentified in the security label or defined for the environment containing the labelled pbject.

19.3 Acecess’control administrative areas

As for bastcaccesscontrot (see18-3); the DT s divided imtoadmimistrative areas inctuding AccessComtrol Specific
Areas. The administrative entry for an ACSA identifies the labelling security policies (access rules) that are applicable
for that administrative area as well as the applicable access control scheme (rule-based-access-control or rule-and-
basic-access-control or rule-and-simple-access-control or some other access control scheme).

194 Security Label

19.4.1 Introduction
Security labels may be used to associate security-relevant information with attributes within the Directory.

Security labels may be assigned to an attribute value in line with the security policy in force for that attribute. The
security policy may also define how security labels are to be used to enforce that security policy.
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A security label comprises a set of elements optionally including a security policy identifier, a security classification, a
privacy mark, and a set of security categories. The security label is bound to the attribute value using a digital signature
or other integrity mechanism.

19.4.2  Administration of Security Labels
A security label is assigned to an attribute value by an administrative function before being placed in the Directory.

This administrative function is responsible for assigning security labels to attribute values in line with the security
policy in force for the ACSA.

The binding of a security label is protected using a digital signature or other integrity mechanism. This protection is
applied by the administrative function, or creator of the attribute value.

19.4.3 abelled Attribute Values

A security|label context associates a security label with an attribute value. Only a single label can be associdfed with an
attribute vplue. That is, the security label context is single-valued. In addition, matching rules for-the sedurity label
context arg not supported.

NOTE + The concept of contexts is introduced in 8.8.

attributeVplueSecurityLabelContext CONTEXT ::={

WITH SYNTAX SignedSecurityLabel -- At most one security label context can be assigned to an
-- attribute value
ID id-avc-attributeValueSecurityLabelContext }

SignedSegurityLabel ::= SIGNED {SEQUENCE {
atthlash HASH {AttributeTypeAndValue},
isstier Name OPTIONAL, -- name of labelling authority
keylldentifier Keyldentifier OPTIONAL,
sedurityLabel SecurityLabel } }

SecurityLabel ::= SET {
sedurity-policy-identifier SecurityPolicyldentifier, ‘OPTIONAL,
sedurity-classification SecurityClassification OPTIONAL,
privacy-mark PrivacyMark OPTIONAL,
sedurity-categories SecurityCategories OPTIONAL }

(ALL EXCEPT ( {-- none, at least one"component shall be present --}))

SecurityPplicyldentifier ::= OBJECT IDENTIFIER

SecurityClassification ::= INTEGER {

unmarked (0),
unglassified (1),
restricted (2);
corffidential (3);
sedret (4),
topfsecret (5)}

PrivacyMark ::=_PrintableString (SIZE (1..ub-privacy-mark-length))

SecurityCptegories ::= SET SIZE (1..MAX) OF SecurityCategory

This context is not used to filter or select particular attributes, as for other contexts, and the mechanisms associated with
contexts (fallback, default context values, etc.) are not used to apply rule-based access control.

The attHash component contains the resulting value of applying a cryptographic hashing procedure to DER-encoded
octets, as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8.

The issuer component conveys the name of the labelling authority.

The keyldentifier component may be the identifier of a certified public key as held in the Subject Public Key Identifier
extension field defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 or the identifier of a symmetric key and associated
security control information.
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The securityLabel component is composed of a set of elements optionally including a security policy identifier, a
security classification, a privacy mark, and a set of security categories as defined in 8.5.9 of ITU-T Rec. X411 |
ISO/IEC 10021-4.

19.5 Clearance

A clearance attribute associates a clearance with a named entity including DUAs.

clearance ATTRIBUTE ::= {
WITH SYNTAX Clearance
ID id-at-clearance }

Clearance ::= SEQUENCE ({

policyld OBJECT IDENTIFIER,
classList ClassList DEFAULT {unclassified},
sedurityCategories SET SIZE (1..MAX) OF SecurityCategory OPTIONAL }

ClassList|::= BIT STRING {
unmarked (0),
unglassified (1),
restricted (2),
corffidential (3),
sedret (4),
topSecret (5)}

SecurityCptegory ::= SEQUENCE {
[0] SECURITY-CATEGORY.&id ({SecurityCategoriesTable}),
value [1] EXPLICIT SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {@type}) }

SECURITY-CATEGORY ::= TYPE-IDENTIFIER

SecurityCptegoriesTable SECURITY-CATEGORY ::={...}

The policyld component conveys an identifier that may b&’used to identify the security policy in force tof which the
clearance ¢lassList and securityCategories relates.

The classlist component includes a list of classificdfions that are associated with the named entity.

The securfityCategories (see 8.5.9 of ITU-T _Rec. X.411 | ISO/IEC 10021-4) component, if present, provides further
restriction§ within the context of a classList;
NOTE + A clearance is securely bound toa-named entity using an Attribute Certificate (ITU-T Rec. X.509 | ISO/IEC 9594-8), a

public ey Certificate extension fiéld) (e.g., within the SubjectDirectoryAttribute extension) (ITU-T Rgc. X.509 |
ISO/IEC 9594-8), or means outside the scope of this Directory Specification.

19.6 Access Control and 'Directory operations

Each Diregtory operatiefiitnvolves making a series of access control decisions on the attribute values that th¢ operation
accesses.

For some pperations (e.g., the Remove Entry operation), even though the operation may appear to have sycceeded if
access is fledied”to one or more attribute values, the hidden attributes would remain in the directory.| For other
operations| protected items to which access is denied are simply omitted from the operation result and [processing
continues.

The access control requirements for each operation are specified in ITU-T Rec. X.511 | ISO/IEC 9594-3.

The algorithm by which any particular access control decision is made is specified as:

— If access to all the attribute values of an entry is denied under rule-based-access-control, the access is
denied to that entry for all operations.

—  If access to all the attribute values of an attribute is denied under rule-based-access-control, the access
is denied to that attribute for all operations.

—  Rule-based access control affects operations on reading attribute values (e.g., Read, Search) in that the
attribute value is not visible (the operation is carried out as though the attribute value is not present) if
access is denied to the attribute value.
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—  Rule-based access control affects operations which involve removing an entry (e.g., Remove Entry) in
that they do not remove those attribute values to which access is denied.

—  Rule-based access control affects operations which involve removing an attribute type (e.g., Modify
Entry — Remove Attribute) in that they do not remove those attribute values to which access is denied.

—  Rule-based access control affects operations which involve removing an attribute value (e.g., Modify
Entry — Remove Value) in that these operations fail if the access is denied to the attribute value.

19.7 Access Control Decision Function

This subclause specifies how an access control decision is made for any particular attribute value. It provides a
conceptual description of the Access Control Decision Function (ACDF) for rule-based-access-control. It describes
how a clearance and a security label are processed in order to decide whether to grant or deny a particular requestor a
specified prermsst i i - ST i i f i ich establish
whether ah access is authorized on an attribute value given its security label and the requestor's eléaance. The
definition pf the security rules is outside the scope of the Directory Specifications. A simplified example ¢f security
policy rules for rule-based-access-control is given in M.10.

For each ifivocation of the ACDF, the inputs are:

4) the requestor's clearance (as defined in 19.5);
B) attribute value being considered at the current decision point for which the ACDF was invoked;
d) the security policy in force for the access-control-specific area;

d) security label bound to the attribute value.
The outpuf is a decision whether to deny access to the attribute value.

For any pdrticular instance of making an access control decision, the-Qtitcome shall be the same as if the stgps in 19.6
were performed.

19.8 Use of Rule-based and Basic Access Control

If both rulg-based and basic access control are in effect, the order in which they are applied is a local matter, pxcept that
if access i denied to the entry, an attribute type or an-attribute value by either mechanism, it shall not be grahted by the
other mechanism. In this respect, DiscloseOnError<(see 18.2.3 and 18.2.4) permission of basic-access-cpntrol is a
permissior] that shall not override a deny of rule-based-access-control.

20 Data Integrity in Storage

20.1 Introduction

In some sftuations, the Directory may not give sufficient assurance that data is unchanged in storage, regardless of
access confrols. The integrity of data stored in the Directory may be validated using digital signatures held as|part of the
Directory [nformationy Either the digital signature of an entry or selected attributes within an entry may be|held as an
attribute (see 20.12), or the digital signature of a single attribute value may be held in a context (see 20.1.3).

NOTE | —The-DSA shall maintain the encoding of the attribute placed in the Directory to ensure that the signature cplculated on
the retufnedwésult is correct.

NOTE 2 - Confidentiality of attribute values is outside the scope of this specification.

20.2 Protection of an Entry or Selected Attribute Types

Data integrity of attributes in storage is provided through use of digital signatures held alongside the attributes they are
protecting. The integrity of a whole entry, or of all attribute values for selected attributes in an entry, is protected by an
attribute holding a digital signature of all the attribute values being protected.

This digital signature is created by an authority or directory user responsible for placing the information in the directory
entry. The digital signature can be validated by any user reading the attribute values for the entry. The directory service
itself is not involved in the creation or validation of the digital signature held in this attribute.
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This integrity mechanism protects the integrity of directory attributes both in storage and during transfer between
components of the Directory (DSAs and DUAs). This integrity mechanism does not depend on the security of the

directory service itself.

Digital signatures applied to the whole entry do not include operational, collective attributes or the

attributelntegrityinfo itself. Any attribute value contexts are included.

The following defines an attribute type to hold a digital signature, along with associated control information, which

provides integrity of a whole entry or all values of selected attribute types.

attributelntegritylnfo ATTRIBUTE ::= {

WITH SYNTAX Attributelntegritylnfo

ID id-at-attributelntegritylnfo}
Attributelgﬂog-r-i-t—yl-n-fo—‘-;‘—SlGN-ED—(—SEQ-UEN-CE s

scqgpe Scope, -- Identifies the attributes protected

sigher SignerOPTIONAL, -- Authority or data originators name

attibsHash AttribsHash } } -- Hash value of protected attributes

Signer ::3 CHOICE {
thigEntry [0] EXPLICIT ThisEntry,
thindParty [1] Specificallyldentified }

ThisEntry| ::= CHOICE {
onlyOne NULL,
spdcific IssuerAndSerialNumber }

IssuerAndSerialNumber ::= SEQUENCE {
issyier Name,
serjal CertificateSerialNumber }

Specificallyldentified ::= SEQUENCE {

name GeneralName,
isstier GeneralName OPTIONAL,
serjal CertificateSerialNumber OPTIONAL }

( WITH COMPONENTS { ..., issuer PRESENT, serial PRESENT } |
( WITH COMPONENTS { ..., issuer ABSENT;;serial ABSENT }))

Scope ::H CHOICE {
wholeEntry [0] NULL, -- Signature protects all attribute values in this entry
selectedTypes [1]1 SelectedTypes
-- Signature protects all attribute values of the selected attribute types
}

SelectedTypes ::= SEQUENCE'SIZE (1..MAX) OF AttributeType

AttribsHash ::= HASH {{SEQUENCE SIZE (1..MAX) OF Attribute }

An Attribytelntegritylnfo value can be created in three different ways:

--Attribute type and values with associated context values for the selected Scope

4).SAn administrative authority can create and sign the value, and the public key to verify the dignature is

1 1 £L 1.
NITUWIT U_y ULV TIICarisS.

b) The owner of the entry, i.e., the object represented by the entry, can create and sign the value. If the
owner has several certificates, or expected to have that in the future, the certificate has to be identified by

the CA issuing the certificate together with the certificate serial number.

c) A third party may create and sign the value. The name of the signer, the name of the CA issuing the

certificate and the certificate serial number is required.

If the scope is wholeEntry, all the applicable attributes shall be ordered as specified for a set-of type in 6.1 of ITU-T
Rec. X.509 | ISO/IEC 9594-8. If scope is selectedTypes, the ordering shall be the same as the one given in the

SelectedTypes.

NOTE - If a user does not retrieve all the complete attributes that are defined within the Scope data type, it will not be possible

for the user to verify the integrity of the attributes.
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20.3 Context for Protection of a Single Attribute Value

The following defines a context to hold a digital signature, along with associated control information, which provides
integrity for a single attribute value. Any attribute value contexts are included in the integrity check, excluding the
context used to hold signatures.

attributeValuelntegrityinfoContext CONTEXT ::= {
WITH SYNTAX AttributeValuelntegritylnfo

ID id-avc-attributeValuelntegritylnfoContext }
AttributeValuelntegritylnfo ::= SIGNED { SEQUENCE {

signer SignerOPTIONAL, -- Authority or data originators name

aVIHash AVIHash } } -- Hash value of protected attribute
AVIHash }

T
-- Attribute type and value with associated context values

AttributeTlypeValueContexts ::= SEQUENCE {

typﬁ ATTRIBUTE.&id ({SupportedAttributes}),
value ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
corjtextList SET SIZE (1..MAX) OF Context OPTIONAL }

The contextList shall be ordered as specified for a set-of type in 6.1 of ITU-T Rec. X.509- ISO/IEC 9594-8.
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SECTION 9 — DSA MODELS

21 DSA Models

This clause is concerned with general models describing various aspects of the components comprising the Directory,
Directory System Agents (DSAs). Subsequent clauses treat additional DSA models.

21.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

21.1.1 DIB fragment: The portion of the DIB that is held by one master DSA, comprising one or more naming
contexts.

21.1.2  ¢ontext prefix: The sequence of RDNs leading from the Root of the DIT to the initial vertex’ of a naming
context; cqrresponds to the distinguished name of that vertex.

21.1.3 paming context: A subtree of entries held in a single master DSA.

21.2 Directory Functional Model

The Direcfory is manifested as a set of one or more application-processes known as_Directory System Agepts (DSAs)
and/or LDHUP servers. Each DSA provides zero, one or more of the access poinfs) Each LDAP server provides one or
more acceps points. This is illustrated in Figure 19. Where the Directory is composed of more than one DSA or LDAP
server, it i$ said to be distributed. The procedures for the operation of the Directory when it is distributed are specified

in ITU-T Rec. X.518 | ISO/IEC 9594-4.
m

LDAP
Server

X.501_F19

Figure 19 — The Directory Provided by Multiple DSAs

NOTE 1 — A DSA will likely exhibit local behaviour and structure which is outside the scope of envisaged Directory
Specifications. For example, a DSA which is responsible for holding some or all of the information in the DIB will normally do
so by means of a database, the interface to which is a local matter.

A particular pair of application-processes which need to interact in the provision of directory services may be located in
different open systems. Such an interaction is carried out by means of Directory protocols, as specified in ITU-T Rec.
X.519 | ISO/IEC 9594-5, or by means of the Lightweight Directory Access Protocol (LDAP), as specified in IETF
RFC 3377.

NOTE 2 — LDAP server behaviours are specified in IETF RFC 3377 and may differ from DSA behaviours specified in this
clause.
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Clause 23 specifies the models that are used as the basis for specifying the distributed aspects of the Directory. A
framework for the specification of operational models concerned with particular aspects of the operation of the
components of the Directory, DSAs, is provided in clauses 25 through 28.

21.3 Directory Distribution Model

This subclause defines the principles according to which the DIB can be distributed across multiple DSAs.

NOTE 1 — The DIB may also be distributed across any number of LDAP servers, which may or may not coexist with one or more
DSAs. LDAP servers and their characteristics and behaviours are specified in IETF RFC 3377 and may differ from DSA
characteristics and behaviours specified in this clause.

Each entry within the DIB is administered by one, and only one, DSA's Administrator who is said to have
administrative authority for that entry. Maintenance and management of an entry shall take place in a DSA administered
by the administrative authority for the entry. This DSA is the master DSA for the entry.

Each masfer DSA within the Directory holds a fragment of the DIB. The DIB fragment held by a mastr DSA is
described |n terms of the DIT and comprises one or more naming contexts. A naming context is a subtree of the DIT, all
entries of which have a common administrative authority and are held in the same master DSA. A naming coptext starts
at a vertex of the DIT (other than the root) and extends downwards to leaf and/or non-leaf vertices. Sugh vertices
constitute fhe border of the naming context. The superior of the starting vertex of a namingcentext is not ljeld in that
master DSIA. Subordinates of the non-leaf vertices belonging to the border denote the start.ef further naming ¢ontexts.

NOTE 2 — The DIT is therefore partitioned into disjoint naming contexts, each under the @dministrative authority| of a single
master PDSA.

NOTE B — A naming context in itself is not an administrative area having an administrative point or an explicit subtree
specifichtion, but it may coincide with an administrative area.

A family df entries shall reside in a single naming context.

It is possifle for a master DSA's administrator to have administrative authority for several disjoint naming cqntexts. For
every nanling context for which a master DSA has administratiye ‘authority, it shall logically hold the s¢quence of
RDNs which lead from the root of the DIT to the initial vertex of the subtree comprising the naming coptext. This
sequence qf RDNSs is called the context prefix of the naming context.

NOTE 4 — The primary distinguished name of the naming cofitext shall be used as the context prefix. Contexts and alternative
values With context may optionally be included in the RDNs.

A master DSA's administrator may delegate administrative authority for any immediate subordinates of any|entry held
locally to pnother master DSA. A master DSA that delegated authority is called a superior DSA and the cpntext that
holds the puperior entry of one for which the{administrative authority was delegated, is called the superjor naming
context. Dglegation of administrative authority begins with the root and proceeds downwards in the DIT; that is, it can
only occur| from an entry to its subordinates:

Figure 20 {llustrates a hypothetical DIT logically partitioned into five naming contexts (named A, B, C, D and E), which
are physicglly distributed over three*DSAs (DSA1, DSA2, and DSA3).

From the gxample, it can be{seen that the naming contexts held by particular master DSAs may be configured so as to
meet a wifde range of gperational requirements. Certain master DSAs may be configured to hold those ¢ntries that
represent ligher levelnaming domains within some logical part(s) of the DIB, the organizational structure of a large
company $ay, but.dot)necessarily all the subordinate entries. Alternatively, master DSAs may be configujed to hold
only those[naming contexts representing primarily leaf entries.

From the gbove/definitions, the limiting case for a naming context can be either a single entry or the whole of|the DIT.

Whilst the logical to physical mapping of the DIT onto master DSAs is potentially arbitrary, the task of information
location and management is simplified if the master DSAs are configured to hold a small number of naming contexts.

DSAs may hold entry-copies as well as entries. Shadowed entries, the only sort of entry-copy considered in the
Directory Specifications, are maintained by means of the shadowing service described in ITU-T Rec. X.525 |
ISO/IEC 9594-9. In addition to this standardized sort of replicated information, two additional non-standardized sorts of
entry-copy may be encountered in the Directory.

—  Copies of an entry may be stored in other DSA(s) through bilateral agreement.

—  Copies of an entry may be acquired by storing (locally and dynamically) a cache-copy of an entry which
results from a request.
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NOTE 5 — The means by which these copies are maintained and managed is not defined in these Directory Specifications. Due to
more precise handling of features like access control, it is recommended that the shadow service be used instead of using

cached-copies.
Root
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ou=] oUu=K
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‘ DIB object entry
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Figure 20 — Hypothetical DIT

A DSA holding an entry-copy is a shadow DSA for thatentry. A shadow DSA may hold a copy of a naming dontext or a
portion thdreof. The specification of the portion ofa‘iaming context that is shadowed is termed a unit of replication.

As descrijed in 9.2 of ITU-T Rec. X.525 ISO/IEC 9594-9, a unit or replication is defined within thd Directory
informatiop model, and a specification meclianism is provided. The shadowing mechanism in the Directory {s based on
the definitjon of the subset of the DIT\that will be shadowed. This subset is called unit of replication. The unit of
replication| comprises a three-part speeification which defines the scope of the portion of the DIT to be replicated, the
attributes {o be replicated within that'scope, and the requirements for subordinate knowledge. The unit of [replication
also impligitly causes the shadewed information to include policy information in the form of operational attrjbutes held
in entries gnd subentries (e.g7, acCess control information) which is to be used to correctly perform Directory pperations.
The prefix|information to‘be.included begins at an autonomous administrative point and extends to the repli¢ation base
entry.

The origingator of a\Directory request is informed (via fromEntry) as to whether information returned in re§ponse to a
request is from(an‘entry-copy or not. A service control, dontUseCopy, is defined which allows the user to grohibit the
use of entrly<copies to satisfy the request (although copy information may be used in name resolution).

NOTE 6 —Such name resolution will Tail in some instances 10T a valid alternative name when resolved against a copy held in a
pre-third edition DSA, or in a later edition DSA holding a copy with incomplete name information, where an RDN includes an
attribute type for which there are multiple distinguished values differentiated by context.

In order for a DUA to begin processing a request it shall hold some information, specifically the presentation address,
about at least one DSA that it can contact initially. How it acquires and holds this information is a local matter.

During the process of modification of entries it is possible that the Directory may become inconsistent. This will be
particularly likely if modification involves aliases or aliased objects which may be in different DSAs. The inconsistency
shall be corrected by specific administrator action, for example to delete aliases if the corresponding aliased objects
have been deleted. The Directory continues to operate during this period of inconsistency.
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SECTION 10 — DSA INFORMATION MODEL

22 Knowledge

221 Definitions
For the purposes of this Directory Specification, the following definitions apply:
22.1.1 category: A characteristic of a knowledge reference that qualifies it as identifying a master or a shadow DSA.

22.1.2 commonly usable: A characteristic of a replicated area that permits general distribution of the access point of
the DSA holding it; a commonly usable replicated area is normally a complete shadow copy of a naming context.

22.1.3  dross reference: A knowledge reference containing information about a DSA that holds an ¢ntyy or entry-
copy. This|is used for optimization. The entry need have no superior or subordinate relationship to anycentry {n the DSA
holding th¢ cross reference.

22.1.4  DIT bridge knowledge reference: A knowledge reference containing information about a DSA| that holds
entries in g different DIT. The entry need have no superior or subordinate relationship to any-entry in the D$A holding
the other DIT.

22.1.5 immediate superior reference: A knowledge reference containing information about a DSA that holds the
naming coptext (or a commonly usable replicated area derived from it) that is immediately superior to one held by the
DSA for which the knowledge reference is relevant.

22.1.6 nowledge (information): DSA operational information held by:a DSA that it uses to locate remdte entry or
entry-copy| information.

22.1.7 nowledge reference: Knowledge which associates, eitherudirectly or indirectly, a DIT entry or fentry-copy
with the DSA in which it is located.

22.1.8 aster knowledge: Knowledge of the master DSA for a naming context.

22.1.9 on-specific subordinate reference: A knowledge reference containing information about a DSA that holds
one or mote unspecified subordinate entries or entry-g¢opies.

22.1.10 reference path: A continuous sequenceof knowledge references.

22.1.11 dhadow knowledge: Knowledge of 6ne or more shadow DSAs for a naming context (if the knpwledge is
specific) of contexts (if non-specific).

22.1.12 dqubordinate reference: A knowledge reference containing information about a DSA that holds| a specific
subordinatg entry or entry-copy.

22.1.13 duperior referenc¢e:A knowledge reference containing information about a DSA considered fapable of
resolving (fi.e., finding anyventry within) the whole of the DIT.

22.2 Introduction

The DIB if distributed across a large number of master DSAs, each holding and having administrative authority for a
DIB fragnient.“The principles governing this distribution are specified in 21.3.

In addition, these and other DSAs may hold copies of portions of the DIB.

It is a requirement of the Directory that, for particular modes of user interaction, the distribution of the directory be
rendered transparent, thereby giving the effect that the whole of the DIB appears to be within each and every DSA.

In order to support this operational requirement, it is necessary that each DSA be able to gain access to the information
held in the DIB associated with any name (i.e., any object's distinguished or alias names). If the DSA does not itself
hold an object entry or object entry-copy associated with the name, it shall be able to interact with a DSA that does,
either directly or indirectly by means of direct and/or indirect interactions with other DSAs.

When the Directory user indicates that entry-copy information shall not be used to satisfy his request, the DSA
servicing the request must be able to gain access, directly or indirectly, to the master DSA holding the entry information
associated with the name supplied in the user's request.
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This clause defines knowledge as that DSA operational information required to achieve these technical objectives.
Subsequent clauses specify the representation of knowledge in the context of a general DSA information model.
NOTE — The preceding statements represent technical objectives of the Directory. Realization of these technical objectives

depends on other matters (e.g., policy matters) in addition to a consistent configuration of knowledge in DSAs. Clauses 25
through 28 establish a framework to address some of these matters.

Annex O contains an illustration of the modelling of knowledge. The illustration is based on the hypothetical DIT given
in Figure 20.

22.3 Knowledge References

Knowledge is that operational information held by a DSA that represents a partial description of the distribution of entry

and entry-copy information held in other DSAs. Knowledge is used by a DSA to determine an appropriate DSA to
contact when a request received from a DIJA or another DSA cannat be satisfied with locally held informatio

Knowledgg consists of knowledge references. A knowledge reference associates, either directly or indir€etly, the name
of a Directory entry with a DSA holding the entry or a copy of the entry.

Names used in knowledge references, whether as context prefixes, DSA names or entry names, shall e primary
distinguisied values. Context, and alternative values with context, may also be included in RDNs"
NOTE { Name resolution may fail for a valid alternative name when knowledge references areheld in pre-third DSAs which do

not recggnize multiple distinguished values differentiated by context, or in DSAs not holding all the alternative djistinguished
names ip knowledge references or entry-copies.

22.3.1 Knowledge Categories
There are {wo categories of knowledge reference: master knowledge references.and shadow knowledge refergdnces.
Master kngwledge is knowledge of the access point of the master DSA for a naming context.

Shadow knfowledge is knowledge of DSAs holding replicated Dirégtory information; it may be distributed py shadow
suppliers [to shadow consumers by means of the replication” procedures described in ITU-T Red X.525 |
ISO/IEC 9594-9. Shadow knowledge is knowledge of the agcess point of a set of one or more shadow [DSAs for a
replicated prea (a naming context or a portion thereof).

A DSA thait is the object of shadow knowledge shall hiold a commonly usable replicated area. One form of replicated
area that i commonly usable is a complete shadow,_copy of a naming context. An incomplete shadow copy of a naming
context held by a DSA may be commonly usable-if it is sufficiently complete to satisfy the interrogation requests that
users comimonly make to the DSA. It is the responsibility of the administrative authority who causes shadow knowledge
of a DSA|holding an incomplete copy ofta-naming context to be distributed that the replicated area be [commonly
usable.

A given DJSA may hold both mastet and shadow knowledge, the latter involving multiple shadow DSAs, fegarding a
particular paming context. The specific knowledge used in the processing of a request received from a DUA|or another
DSA, e.g. in the name resplution process, is determined by a DSA-specific selection procedure whereby the DSA
computes, [based on any nen-standardized criteria deemed appropriate by the administrative authority, an accgss point of
a DSA capjable of progressing the request.

NOTE  The Directoty Specifications do not constrain how master and shadow knowledge is used by DSAs |(other than

indirect]y through\constraints on DSA behaviour, for example, the dontUseCopy and copyShallDo service controlsfas specified
in ITU-T Reé. X511 | ISO/TEC 9594-3).

22.3.2 Knowledge Reference Types

The knowledge possessed by a DSA is defined in terms of a set of one or more knowledge references where each
reference associates, either directly or indirectly, entries (or entry-copies) of the DIB with the DSA which holds those
entries (or entry-copies).

A DSA may hold the following types of knowledge reference:
—  superior references;
—  immediate superior references;
—  subordinate references;
—  non-specific subordinate references; and

—  cross references.
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A knowledge reference of a particular type shall be either a master or shadow knowledge reference.

In addition, a DSA that participates in shadowing as a shadow supplier and/or consumer may hold one or more of the
following types of knowledge reference:

—  supplier references; and

- consumer references.

These knowledge reference types are described below.

22.3.2.1 Superior References

A superior reference consists of:
—  the Access Point of a DSA.

Each non-
of a refere
a DMD, t

hce path to the root. Unless some method outside the standard is employed to ensure this, for'exa
his shall be accomplished by referring to a DSA which holds a naming context or replicated 4

context pr¢fix has fewer RDNs than the context prefix with fewest RDNs held by the DSA holding the referer

22.3.2.2 Immediate Superior References

An immedjate superior reference consists of:

+ the context prefix of a naming context that is immediately supefior to one held (as

entry-copies) by the DSA holding the reference;

1  the Access Point of the DSA holding that naming context (as entties or entry-copies).

Immediate| superior references are an optional reference type that only o€cur when there is a hierarchical

binding to
operational

the referenced DSA (see clause 24 in ITU-T Rec. X.518 | ISO/IEC 9594-4). In the absence of sy
| bindings, an immediate superior naming context may bereferenced by means of a cross reference

22.3.2.3 Subordinate References

A subordinate reference consists of:

+ a context prefix corresponding to a naming context immediately subordinate to one held (as

entry-copies) by the DSA holding the(reference;

1  the Access Point of the DSA holding that naming context (as entries or entry-copies).

All naming contexts immediately subordinate to naming contexts held by a master DSA shall be repr

subordinat

e references (or non-specific-subordinate references as described in 22.3.2.4).

In the cade where a DSA holds, entry-copies, the subordinate naming contexts may or may not be r

depending

on the shadowing agréement in effect.

22.3.2.4 Non-Specific Suberdinate References

A non-spe

This type

Cific subordinate reference consists of:

1  the “Access Points of a DSA that holds the entries (or entry-copies) of one or more ir

stubordinate Naming Contexts.

irst level DSA (see 22.5) shall maintain at least one superior reference. The superior reference shall form part

ple within
rea whose
hce.

entries or

bperational
ch explicit

entries or

psented by

ppresented,

hmediately

pf\reference is optional, to allow for the case in which a DSA is known to contain some subordinate entries

(or entry-copies) but the specific RDNs of those entries (or entry-copies) is not known. This type of reference cannot be
used to reference LDAP servers.

For each naming context that it holds, a master DSA may hold zero or more non-specific subordinate references. DSAs
accessed via a non-specific reference shall be able to resolve the request directly (either success or failure). In the event

of failure,

a serviceError reporting a problem of unableToProceed is returned to the requestor.

In the case where a DSA holds entry-copies, the non-specific subordinate references may or may not be represented,

depending

on the shadowing agreement in effect.

22.3.2.5 Cross References

A cross reference consists of:

—  a Context Prefix;
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—  the Access Point of a DSA which holds the entries or entry-copies for that naming context.

This type of reference is optional and serves to optimize Name Resolution. A DSA may hold any number (including
zero) of cross references.

22.3.2.6 Supplier References

A supplier reference held by a shadow consumer DSA consists of:

—  the context prefix of the naming context from which the replicated area received from the shadow
supplier is derived;

—  the identifier of the shadowing agreement that the shadow consumer has established with a shadow
supplier;

—  the Access Point of the shadow supplier DSA;

1 an indication of whether the shadow supplier of the replicated area is or is not the master; and

+  optionally, the access point of the master DSA if the supplier is not the master.

22.3.2.7 Consumer References

A consumgr reference held by a shadow supplier DSA consists of:

4  the context prefix of a naming context from which the replicated area provided by the shadow|supplier is
derived;

+ the identifier of the shadowing agreement that the shadow supplier-has*established with a conspmer; and

+  the Access Point of the shadow consumer DSA.

224 Minimum Knowledge
It is a proplerty of the Directory that each entry can be accessed independently of where a request is generated

It is also a|property of the Directory that, to achieve adequatetlevels of performance and availability, some r¢quests can
be satisfied using a copy of an entry, while other requests may only be satisfied using the entry itself (i.e., the
informatiop held at the master DSA for the entry).

To realize[these location independence properties of,the Directory, each DSA shall maintain a minimum ¢uantity of
knowledggq which depends on the particular configuration of the DSA.

The objecfive of these minimum requirements is to permit the distributed name resolution process to pstablish a
reference path, as a continuous sequence-of master knowledge references, to all naming contexts within the Djirectory.

Beyond thlese minimum requirements;-additional knowledge may be employed to establish other referenge paths to
copies of paming contexts. Cross ‘reférence knowledge (master and shadow) may be employed to establishf optimized
reference paths to naming cont€xts and copies of naming contexts.

The mininfjum knowledgexequirements for DSAs are specified in 22.4.1-22.4.4.

22.4.1  Superior Knowledge

Each DSA| thatis<not a first level DSA shall maintain at least one superior reference. Additional superior|references
may be held for'eperational reasons as alternative paths to the root of the DIT.

22.4.2 ubordinate Knowledge

A DSA that is the master DSA of a naming context shall maintain subordinate or non-specific subordinate references of
category master knowledge to each master DSA holding (as master) an immediately subordinate naming context.

22.4.3  Supplier Knowledge

For each shadow supplier DSA that supplies it with a replicated area, a shadow consumer DSA shall maintain a supplier
reference. If the shadow consumer's subordinate knowledge for the copy of the naming context is incomplete, it shall
use its supplier reference to establish a reference path to subordinate information. This procedure is described in
clause 20 of ITU-T Rec. X.518 | ISO/IEC 9594-4.
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22.4.4 Consumer Knowledge

For each shadow consumer DSA that it supplies with a replicated area, a shadow supplier DSA shall maintain a
consumer reference.

22.5 First Level DSAs

The DSA referenced by a superior reference assumes the burden of establishing a reference path to all of the DIT that is
unknown to the referring DSA. A DSA referenced by other DSAs may itself maintain one or more superior references.
This recursive superior referral process stops at a set of first level DSAs upon whom the ultimate responsibility for the
establishment of reference paths falls.

A first level DSA is characterized as follows:

N =2
g
D

nnnnn thold o cyupmariar raforanoca.
H-aoesHotnoraa-Supertorretrerenece;

q

B) it may hold one or more naming contexts immediately subordinate to the root of the DIT\(a3 master or
shadow DSA for the naming context); and

d¢) it holds subordinate references (of category master and/or shadow) and non-$pecific Jubordinate
references (of category master and/or shadow) which account for all the naming: contexts ithmediately
subordinate to the root of the DIT which it does not itself hold.

The administrative authorities for first level DSAs are jointly responsible for the administration of the [immediate
subordinates of the root of the DIT. The procedures governing this joint administrafion are determined by multilateral
agreementf which are outside the scope of the Directory Specifications.

NOTE +{ In a related entries environment, it is possible that some first-level entri€s-will have the same name, creatjng multiple
DITs. The administrative authorities for the associated first level DSAs are jointly responsible for the administratjon of these
DITs.

To limit te quantity of interrogation requests that might be directed to*a master first level DSA (i.e., a DYA that is a
master forfa naming context immediately subordinate to the root ofithe’DIT), it is possible to establish shadow first level
DSAs for[that master first level DSA. Such shadow DSAs hald copies of the entries and subordinate |references
immediate]y subordinate to the root held in its master (or supplier) first level DSA. They therefore may [serve as a
superior rgference for non-first level DSAs.

23 Basic Elements of the DSA Information Model

23.1 Definitions
For the pufposes of this Directory Specification, the following definitions apply:
23.1.1 IPSA information treé:The set of all DSEs held by a DSA when viewed from the perspective of their names.

23.1.2  DSA-shared attribute: An operational attribute in the DSA information model associated with g particular
name whoge value or values, if held by several DSAs, are identical (except during periods of transient inconsjstency).

23.1.3  DPSA-specificrattribute: An operational attribute in the DSA information model associated with 4 particular
name whoge value-or values, if held by several DSAs, need not be identical.

23.1.4 DSA-specific entry (DSE): The information held by a DSA that is associated with a particular| name; the

DSE Lot o ZAY foaia tlo o 1o 1 ratad ka4l A D % +:
may U I OO IO T COTea T e T O T A tTTO T S SOTTATOU W It o COTT S pUTTUTIT S DT CCTOT y It y ~

23.1.5 DSE type: An indication of the particular purpose of a DSE; a DSE may serve multiple purposes and thus
have multiple types.

23.2 Introduction

The Directory information model describes how the Directory as a whole represents information about objects having a
distinguished name and optionally alias names. In its description of the DIT, entries and attributes, the composition of
the Directory as a set of potentially cooperating DSAs is abstracted from the model.
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The DSA information model, on the other hand, is especially concerned with DSAs and the information that must be
held by DSAs in order that the set of DSAs comprising the Directory may together realize the Directory information
model. It is concerned with:

—  how Directory information (object and alias entries and subentries) is mapped onto DSAs;
—  how copies of Directory information may be held by DSAs;
—  the operational information required by DSAs to perform name resolution and operation evaluation; and

—  the operational information required by DSAs to engage in shadowing and to use shadowed information.

The purpose for modelling a representation of DSA operational information such as knowledge is to establish the
general framework for management access to DSA operational information.

23.3 DSA-Specific Entries and their Names

In the DSA information model, the information repositories holding the information associated with a partigular name
are termed DSA-Specific Entries (DSEs). Directory entries exist in the DSA information model onlyas ihformation
elements ffom which DSEs may be composed. Operational attributes specific to the DSA information moddl comprise
the other viriety of information element from which DSEs may be composed.

If a DSA |holds any information concerning a name directly (i.e., information held in a-¥¢pository identified by the
name), it i$ said to know or have knowledge of that name.

For each name known by a DSA, all the information held by the DSA directly associated with the name othier than the
name itself is represented by one DSE. This latter information (i.e., the RDN (and its relationship to the IDIT) is not
representefl explicitly as attributes in the DSA information model; the set of"hames known by a DSA cqnstitute an
implicit fapric on which the associated DSEs can be considered to be attached.

NOTE | — One consequence of the way the DSA information model handlés names is that, for DSEs that are not of type entry,
alias or pubentry, the AVA(s) expressing the RDN of the DSE is not modglled as held in (an) attribute(s).

Where alt¢rnative names exist because of naming attributes having multiple distinguished values differgntiated by
context, a pingle DSE represents all the information held by the)YDSA about all the alternative names. This if modelled
in the DSA information model as a single name with contextzspecific variants, rather than as separate names.

NOTE 2 — For consistent name resolution and interworking with pre-third DSAs, every DSA shall have informat{fon about at

least the primary distinguished values of all attributes contributing to a name, and desirably as many of thq alternative
distingdished values as possible.

The set offall names known by a DSA, together with the information associated with each name, when viewdd from the
perspectivg of these names, is termed the DSA" information tree for that DSA. A DSA information tree is ¢lepicted in
Figure 21.
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lum information that a DSA may associate-with a name, and thus know the name, consists of an ex
e for which the name is known (i.e., thé\role played by the name in the operation of the DSA ki
se is represented in the DSA information model by the DSA-specific attribute, dseType.

, a DSE may hold other information associated with the name such as an entry or entry-copy, D

y represent a Directory entry directly, a portion of an entry or no Directory information. The inforr]
aries, depending on its\type or purpose. In general, the following sorts of DSEs may occur in DSA$.

A DSE directly representing a Directory entry contains the user and operational attributes cor|
to that Directory entry (as depicted in DSE 2 in Figure 21). The DSE may also contain DSA-

A DSFE representing a portion of an entry (as a result of shadowing) contains some of th
dperational attributes corresponding to the Directory entry, DSA-specific attributes and may aJso contain

21

pression of
howing it).

SA-shared

hation held

responding
shared and

e user and

particular constraints or data structure on implementations.
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A subentry DSE representing, for example prescriptive ACI or collective attributes, contains t

he relevant

user and operational attributes corresponding to a Directory subentry (as depicted in DSE 3 in Figure 21).
The DSE may also contain DSA-shared and DSA-specific attributes.

A DSE representing no Directory entry information contains only DSA-shared and/or DSA-specific

attributes (as depicted in DSEs 1 and 4 in Figure 21). For example, a DSE representing a subordinate
reference may have a DSA-shared attribute that indicates the master access point and a DSA-specific
attribute to indicate that the DSE is a subordinate reference.

NOTE 3 — The DSE is a conceptual entity which facilitates the specification and modelling of information components in a
consistent and convenient way. Although DSEs are said to "hold" or "store" information, this is not intended to impose any
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23.4 Basic Elements

A DSE is comprised of three basic elements: the DSE type, some number of DSA operational attributes (the DSE type
is one of these) and optionally an entry or entry-copy.

23.4.1 DSA Operational Attributes

Two varieties of operational attribute occur in the DSA information model that do not correspond to information in
Directory entries. Those are DSA-shared and DSA-specific attributes.

A DSA-shared attribute is an operational attribute in the DSA information model associated with a particular name
whose value or values, if held by several DSAs, are identical (except during periods of transient inconsistency). A DSA
may hold a shadow-copy of a DSA-shared attribute.

A DSA-specific _attribute is an operational attribute in the DSA information model associated with a particular name
whose V&l}:@ or values, if held by several DSAs, need not be identical. A DSA-specific attribute represents, pperational

informatiop that is specific to the functioning of the DSA holding it. A DSA cannot hold a shadow-¢opy of a DSA-
specific at
NOTE + While a shadow-supplier DSA may provide a shadow-consumer DSA with a DSA-specific attribute; this is ¢onceptually
not a shadow-copy of information held by the supplier but, rather, information produced by the supplier for the conqumer which
the conumer may then use and modify.

ribute.

23.4.2 DSE Types

The type ¢f a DSE, represented in the DSA information model by the DSA-specific operational attributq dseType,
indicates the particular purpose (or role) of a DSE. This purpose is indicated by the)named bits of the single yalue of the
dseType dttribute. As a DSE may serve several purposes, several named bitsZof the dseType attribute majy be set to
represent these purposes. A number of combinations of named bits that are likely to occur are specified in Anhex N.

The phras¢ "a DSE of type x" is used in the Directory Specificatigpnsito indicate that the named bit x of|the DSE's
dseType {ttribute has been set. For a DSE of type x, other named bjitsvmay or may not be set, as required. The alternate
phrase "th¢ DSE type includes x" may also be used.

The syntagtic specification of the dseType operational attribute may be expressed using the attribute motation as
follows:

dseType ATTRIBUTE ::= {

WITH SYNTAX DSEType
EQUALITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE

NOJUSER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-dseType }

This DSA-gpecific operational attributé\s managed by the DSA itself.
The ASN.1 [type that represents(the Syntax of the possible values of the dseType attribute is DSEType. Its definition is:

DSEType |::= BIT STRING {

root (0), -- root DSE --

glu (1), -- represents knowledge of a name only --
cp (2), -- context prefix --

ently (3), -- object entry --

alias (A)’ alias. nnfry

subr (5), -- subordinate reference --

nssr (6), -- non-specific subordinate reference --
supr (7), -- superior reference --

xr (8), -- cross reference --

admPoint (9), -- administrative point --

subentry (10), -- subentry --

shadow (11), -- shadow copy --

immSupr (13), -- immediate superior reference --

rhob (14), -- rhob information --

sa (15), -- subordinate reference to alias entry --
dsSubentry (16), -- DSA Specific subentry --
familyMember (17), -- family member --

ditBridge (18), -- DIT bridge reference --
writeableCopy (19) } -- writeable copy --
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The values of DSEType are:

a)

b)

c)

)
f

g

172}
~

@)—entry: A DSFE that holds an nhjf-r‘f entry

root: The root DSE contains DSA-specific attributes, used by the DSA, that characterize that DSA as a
whole. The name corresponding to the root DSE is the degenerate name consisting of a sequence of zero
RDN:S.

NOTE 1 - Information that characterizes a DSA that is to be made available via the Directory abstract service is
contained in the DSA's entry. A DSA may, but need not, hold its own entry or a copy of its own entry.

glue: A glue DSE represents knowledge of a name only. A DSA holding a context prefix DSE or a cross
reference DSE may hold glue DSEs to represent the names of the superiors of the context prefix or cross
reference DSE if no other operational information (e.g., knowledge) is associated with those names. This
is illustrated in Figure 22. A DSE of type glue shall not have any other DSEType bit set.

cp: The DSE representing the context prefix of a naming context.

alias: A DSE that holds an alias entry.
subr: A DSE that holds a specific knowledge attribute to represent a subordinate reference.

nssr: A DSE that holds a non-specific knowledge attribute to represent a non-specific qubordinate
reference.

supr: A DSE that holds a specific knowledge attribute to represent the DS A Superior referencgs.
xr: A DSE that holds a specific knowledge attribute to represent a cross reference.
admPoint: A DSE corresponding to an administrative point.

subentry: A DSE that holds a subentry.

shadow: A DSE that holds a shadow-copy of an entry (er part of an entry) or other information
(e.g., knowledge) received from a shadow-supplier; this dfamed bit is set by the shadow consurer.

immSupr: A DSE that holds a specific knowledge attsibute to represent a immediate superior feference.

rhob: A DSE that holds administrative point and Subentry information received from a superigr DSA in a
Relevant Hierarchical Operational Binding (i.e4,\n either a Hierarchical Operational Binding or a Non-
specific Hierarchical Binding as described.in'clauses 24 and 25 of ITU-T Rec. X.518 | ISO/IE( 9594-4).

sa: A qualifier of a subr DSE indicating\that the subordinate naming context entry is an alias.
dsSubentry: A DSE that holds a DSA’specific subentry.

familyMember: A DSE that holdsya family member.

ditBridge: A DSE that holds\a-DIT bridge reference.

writeableCopy: A DSE that holds a writeable copy of an entry or other information (e.g., knowledge)
that is replicated in a multiple master implementation.
NOTE 2 — Certéin\ Directory operations require the ability to identify a single master for any given entry.
Therefore, jn'\a multiple master implementation, all but one of the master copies of each entry shalll be of this
DSE type; exdctly one of the master copies shall not be of this DSE type in order for it to function as|the primary
masterewhen such operation is necessary.

The use of|this operational attribute to represent aspects of the DSA information model is described in clause [23.

24 Representation of DSA Information

This clause treats the representation of DSA information. It describes the representation of DSA operational information
(knowledge), Directory user information and Directory operational information.

24.1 Representation of Directory User and Operational Information

This clause specifies the representation of Directory user and Directory operational information in the DSA information

model.

24.1.1  Object Entry

An object entry is represented by a DSE of type entry which contains the user and Directory operational attributes
associated with the Directory entry. The name of the DSE is the name of the object entry (i.e., the object's distinguished

name).
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If the DSE holds a copy of the entry, the DSE type includes shadow.

If the name of the object entry includes any alternative distinguished names differentiated by context, the name of the
DSE may also include those alternative distinguished names differentiated by context. In the case of a DSE that holds a
shadow of the entry, the name of the DSE may include a subset of the alternative distinguished names. In the case of a
DSE that is not a copy, the name of the DSE shall include all distinguished names.
NOTE - For consistency and interworking with pre-third DSAs, the name of a DSE holding a copy shall include at least the
primary distinguished value of any naming attribute. Thus the copy has at least the primary distinguished name of the object
entry. Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is present.

24.1.2  Alias Entry

An alias entry is represented by a DSE of type alias which contains the attributes associated with the alias entry (i.c.,
the RDN attributes and the aliased object name attribute). The name of the DSE is the name of the alias entry.

If the DSE holds a copy of the alias entry, the DSE type includes shadow.

If the namle of the alias entry includes any alternative distinguished names differentiated by context)the npme of the
DSE may flso include those alternative distinguished names differentiated by context. In the caseof a/DSE that holds a
shadow of|the alias entry, the name of the DSE may include a subset of the alternative distinguished names. [[n the case
of a DSE that is not a copy, the name of the DSE shall include all distinguished names.
NOTE  For consistency and interworking with pre-third DSAs, the name of a DSE holding @'¢opy shall include|at least the
primary| distinguished value of any naming attribute. Thus the copy has at least the primary distinguished name of thg alias entry.
Name r¢solution is enhanced if every distinguished value (and thus every alternative distinguished name) is present.

24.1.3 Administrative Point

An adminfstrative point is represented by a DSE of type admPoint which:contains the attributes associatgd with the
administrafive point. The name of the DSE is the name of the administrative’point.

If the DSE represents an entry, the DSE type includes entry. If-the/DSE holds a copy of the administrhtive point
informatiop, the DSE type includes shadow.

If the namg of the administrative point includes any alternative.distinguished names differentiated by contexf, the name
of the DSK may also include those alternative distinguished“hames differentiated by context. In the case of i DSE that
holds a shidow of the administrative point, the name of the DSE may include a subset of the alternative di§tinguished
names. In the case of a DSE that is not a copy, the naihe of the DSE shall include all distinguished names.
NOTE + For consistency and interworking with presthird DSAs, the name of a DSE holding a copy shall include|at least the
primary| distinguished value of any naming,aftsibute. Thus the copy has at least the primary distinguished name of the
adminisgrative point. Name resolution is enhanced if every distinguished value (and thus every alternative distinguisifed name) is
present.

24.14  Subentry

A subentry is represented by a-DSE of type subentry which contains the operational and user information|associated
with the sybentry. The name6f'the DSE is the name of the subentry.

If the DSH holds a copy.efithe subentry, the DSE type is subentry and shadow.

24.1.5 Family member

A family rhember (including the ancestor) is represented by a DSE of type familyMember. The ancestor alsq is of DSE
type entryj it.is’the only family member that is permitted to have this DSE type.

24.2 Representation of Knowledge References

A knowledge reference consists of a DSE of an appropriate type which holds a correspondingly appropriate DSA
operational attribute and which is identified by a name bearing a defined relationship to the naming context held by the
referenced DSA.

The name of this DSE shall be the primary distinguished name and may include alternative names and context
information if they are present in the context prefix of the naming context held by the referenced DSA. In the case of a
DSE that holds a shadow, the name of the DSE may include a subset of the alternative names. In the case of a DSE that
is not a copy, the name of the DSE shall include all distinguished names.

NOTE — Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is present.
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24.2.1 Knowledge Attribute Types

DSA operational attributes are defined in the DSA information model to express a DSA's:

—  knowledge of its own access point;

—  superior knowledge;

—  specific knowledge (its subordinate references);

—  non-specific knowledge (its non-specific subordinate references);

—  knowledge of its supplier(s), optionally including the master, if it is a shadow consumer;

—  knowledge of its consumer(s) if it is a shadow supplier;

—  knowledge of secondary shadows, if it is a shadow supplier; and

Object Ide

24.2.1.1 My Access Point

The myAccessPoint operational attribute type is used by a DSA to represent its own access point. It is a DS
attribute. All DSAs shall hold this attribute in their root DSE. It is single-valued and managéd-by the DSA its

myAccesgPoint ATTRIBUTE ::= {

WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch

SINGLE VALUE TRUE

NO|USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-myAccessPoint }
The ASN.| type AccessPoint is defined in ITU-T Rec. X.518 | ISQ/IEC 9594-4. Its ASN.1 specification is
here for thg convenience of the reader.
AccessPajint ::= SET {

ae-title [0] Name,

address [1] PresentationAddress

protocolinformation [2] SET SIZE{1..MAX) OF Protocolinformation OPTIONAL }

NOTE + The Name in the ae-title may be the-primary distinguished name or an alternative distinguished nam

consistd
How a DS
The myAc

The information held in myAccessPoint may be employed in the DOP when establishing or modifying an

binding.
24.2.1.2 §

The super
It is a DS/

—knowledge-ofanother DIT.

htifier values are assigned in Annex F for these operational attributes.

ncy and interworking with pre-third DSAs’is enhanced if the primary distinguished name is used.
A obtains the information held in-myAccessPoint is not described in the Directory Specifications.

cessPoint attribute type is held in a DSE of type root.

buperior Knowledge

orKnowledge operational attribute type is used by a non-first level DSA to represent its superior
\-specific attribute. All non-first level DSAs shall hold this attribute in their root DSE. It is multi-

A-specific
e1f.

eproduced

e; however,

bperational

references.

alued and

managed Hy, the DSA itself.
superiorKnowledge ATTRIBUTE ::= {
WITH SYNTAX AccessPoint
EQUALITY MATCHING RULE accessPointMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-superiorKnowledge }

A DSA may acquire the information held in superiorKnowledge by means not described in the Directory
Specifications. It might also construct it from its immediate superior references, e.g., from its immediate superior
reference whose context prefix has the least number of RDNSs in its name.

The super
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iorKnowledge attribute type is held in a DSE of type root.
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The information held in superiorKnowledge may be employed by a DSA when constructing a continuation reference
returned in a DAP or DSP referral or when performing chaining.

24.2.1.3 Specific Knowledge

Specific knowledge consists of the access points for the master DSA of a naming context and/or shadow DSAs for that
naming context. It is specific because the context prefix of the naming context is known and associated with the access
point information. Specific knowledge is represented by the specificKnowledge operational attribute type. It is a DSA-
shared attribute, is single-valued, and managed by the DSA itself.

specificKknowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
SINGLE VALUE TRUE
NOUSERMODIFICATION—TRUE

USAGE distributedOperation

ID id-doa-specificKnowledge }

The ASN/Jl type MasterAndShadowAccessPoints is defined in ITU-T Rec. X.518 | ISO/IEC, 9594-4. [Its ASN.1
specificatipn is reproduced here for the convenience of the reader.

MasterAngiShadowAccessPoints ::= SET OF MasterOrShadowAccessPoint

MasterOr$hadowAccessPoint ::= SET {

COMPONENTS OF AccessPoint,
category [3] ENUMERATED {
master (0),
shadow (1)} DEFAULT master,

chdiningRequired [5] BOOLEAN DEFAULT FALSE }

A DSA 1nay acquire the information held in specificKnowledge by means not described in the| Directory
Specifications. In the case of a cross reference (DSE of type xr),nit might also construct it from information feceived in
the crossReference component of ChainingResults of a DSP)reply. In the case of a subordinate referende (DSE of
type subr)f it might construct it from information received inrthe DOP when establishing or modifying a HOB.

The specificKnowledge attribute type is held in a DSE of type subr, immSupr, or xr. It is used by a DSA tp represent
subordinate, immediate superior and cross references;

The information held in specificKnowledge may be employed by a DSA when constructing a continuation reference
returned i a DAP or DSP referral (or when\performing chaining) and when constructing Shadowed DSA-Specific
Entries (SIPSEs) of type subr, immSupr, or xr provided in the DISP.

24.2.1.4 Non-Specific Knowledge

Non-specific knowledge consjstsiof the access points for the master DSA of one or more naming cont¢xts and/or
shadow DFAs for the same one-or more naming contexts. It is non-specific because the context prefixes of the naming
context(s) fis (are) not known, The immediate superior of the naming context(s) is known, however, and the afcess point
informatiop is associated™ with its name. Non-specific knowledge is represented by the nonSpecificKnowledge
operationa] attribute type. It is a DSA-shared attribute, is multi-valued and managed by the DSA itself.

nonSpecificKnowledge ATTRIBUTE ::= {

WITHSYNTAX MasterAndShadowAccessPoints

EQ i h
NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-nonSpecificKnowledge }

The MasterAndShadowAccessPoints value consists of an access point for a master DSA holding one or more
subordinate naming contexts, and zero or more access points of DSAs holding shadows of some or all of these naming
contexts.

A DSA may acquire the information held in nonSpecificKnowledge by means not described in the Directory
Specifications. In the case of a non-specific subordinate reference (DSE of type nssr), it might also construct it from
information received in the DOP when establishing or modifying a NHOB.

The nonSpecificKnowledge attribute type is held in a DSE of type nssr. It is used to represent non-specific
subordinate references.
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The information held in nonSpecificKnowledge may be employed by a DSA when constructing a continuation
reference returned in a DAP or DSP referral (or when performing chaining) and when constructing SDSEs of type nssr
provided in the DISP.

24.2.1.5 Supplier Knowledge

The supplier knowledge of a shadow consumer DSA consists of the access point(s) and shadowing agreement
identifier(s) for its supplier(s) of a copy (or copies) of a replicated area. Optionally, if the supplier is not the master of
the naming context from which a replicated area is derived, the access point of the master may be included in supplier
knowledge. Supplier knowledge is represented by the supplierKnowledge operational attribute type. It is DSA-
specific, multi-valued and managed by the DSA itself.

The ASN.1 syntax for a value of supplierKnowledge is Supplierinformation. A value of this attribute is composed of
a shadow supplier DSA's access point and the agreement ID of the shadowing agreement between the supplier DSA and
the consuper DSA holding the DSA-specilic attribute (expressed as a valuc of the type supplierOrCongumer), an
indication |of whether the supplier of the replicated area is or is not the master of the naming context frefw’jwhich it is
derived, and, if not, optionally, the access point of the master DSA.

SupplierOrConsumer ::= SET {
Ccc)ll PONENTS OF AccessPoint,-- supplier or consumer --
agreementiD [3] OperationalBindingID }
Supplierirfformation ::= SET {
COMPONENTS OF SupplierOrConsumer, -- supplier --
supplier-is-master [4] BOOLEAN DEFAULT TRUE,

non-supplying-master [5] AccessPoint OPTIONAL }

supplierKhowledge ATTRIBUTE := {

WITH SYNTAX Supplierinformation

EQUALITY MATCHING RULE supplierOrConsumerinformationMatch
NOJUSER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-supplierKnowledge }

A DSA 1thay acquire the information held in supplierKnowledge by means not described in the| Directory
Specifications. A shadow consumer DSA might alse construct it from information received in the IPOP when
establishing or modifying a shadowing agreement.

The supplierKnowledge attribute type is held)in a DSE of type cp. It is used to represent one or mofe supplier
references| All shadow consumer DSAs shall-hold a value of this attribute for each shadowing agreement they engage in
as a consumer.

The information held in supplierKnowledge may be employed by a DSA when constructing a continuatiof reference
returned i} a DAP or DSP referral,"The agreementlD component (its type, OperationalBindingID, is defingd in 28.2)
of suppligrkKnowledge is required in the operations of the DOP for managing a shadowing agreement angl in all the
DISP operptions.

24.2.1.6 Consumer Knowledge

The consymer knowledge of a shadow supplier DSA consists of the access point(s) and shadowing |agreement
identifier(4) for(the consumer(s) of a copy (or copies) of a naming context provided to them by the supplier.| Consumer
knowledgq is\tepresented by the consumerKnowledge operational attribute type. It is DSA-specific, multi-palued and
managed by the DSATtsett:

The ASN.1 syntax for a value of consumerKnowledge is Consumerinformation (which has the same syntax as
SupplierOrConsumer, but refers to a consumer access point).

Consumerinformation ::= SupplierOrConsumer -- consumer --

consumerKnowledge ATTRIBUTE ::= {

WITH SYNTAX Consumerinformation

EQUALITY MATCHING RULE supplierOrConsumerinformationMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-consumerKnowledge }
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A DSA may acquire the information held in consumerKnowledge by means not described in the Directory
Specifications. A shadow supplier DSA might also construct it from information received in the DOP when establishing
or modifying shadowing agreements.

The consumerKnowledge attribute type is held in a DSE of type cp. It is used to represent one or more consumer
references. All shadow supplier DSAs shall hold a value of this attribute for each shadowing agreement they engage in
as a supplier.

The agreementlD component of consumerKnowledge is required in the operations of the DOP for managing a
shadowing agreement and in all the DISP operations.

24.2.1.7 Secondary Shadow Knowledge

Secondary shadow knowledge consists of 1nformat10r1 a suppher DSA (e g, a master DSA) may choose to maintain

S th hga ; h Ain " a ! wknowledge
1 managed
sists of the

SupplierAndConsumers ::= SET {

COMPONENTS OF AccessPoint,-- supplier --

corjsumers [3] SET OF AccessPoint }
secondaryShadows ATTRIBUTE ::= {

WITH SYNTAX SupplierAndConsumers

EQUALITY MATCHING RULE supplierAndConsumersMatch

NOJUSER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-secondaryShadowsg

The consyimers component of SuppliersAndConsumers contairiy only access points of DSAs that hold [commonly
usable copjies of a replicated area.

A supplief DSA may obtain the information required to construct values of this attribute from a consum¢r DSA by
following the procedure described in 23.1.1 of ITU-T Ree(X518 | ISO/IEC 9594-4.

The secorjdaryShadows attribute type is held in a DSE of type cp.

Support for secondary shadow knowledge is optional.

24.2.1.8 DIT Bridge Knowledge
A master DSA of a naming context (inyanother DIT is represented by a ditBridgeKnowledge, which consists of a
domain

DITBridgelKnowledge of all known' such DSAs. It is a multivalued, DSA-shared attribute and is managed by the DSA
administrafor. This attribute-is.held in a DSE of type root, which additionally gets the DSE type ditBridge for DIT
bridge refgrence.

identifier and its access point. The dITBridgeKnowledge operational attribute cot}tains the

ditBridgeKnowledge MATTRIBUTE ::= {

WITH SYNTAX DitBridgeKnowledge
EQUALIFY\MATCHING RULE directoryStringFirstComponentMatch
NO|USER‘MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-ditBridgeKnowledge }

The ASN.1 type DitBridgeKnowledge is defined in ITU-T Rec. X.518 | ISO/IEC 9594-4. Its ASN.1 specification is
reproduced here for the convenience of the reader.

DitBridgeKnowledge ::= SEQUENCE {
domainLocallD DirectoryString OPTIONAL,
accessPoints MasterAndShadowAccessPoints }

The information held in ditBridgeKnowledge will be employed by the DSA when performing a Search operation
involving related entries.
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24.2.1.9 Matching Rules

Four equality matching rules for the preceding knowledge attributes are specified below. They apply to attributes with
syntaxes of types AccessPoint, MasterAndShadowAccessPoints, Supplierinformation, Consumerinformation and
SuppliersAndConsumers.

24.2.1.9.1
The Acces

Access Point Match

s Point Match rule is specified as:

accessPointMatch MATCHING-RULE ::= {
SYNTAX Name

ID

id-kmr-accessPointMatch }

The accessPointMatch matching rule applies to attribute values of type AccessPoint. A value of the assertion syntax

is derived
values are

DistinguishedName values.

24.2.1.9.2
The Maste

masterAn

SYNTAX SET OF Name

ID

The m
MasterAn
removing

such valugs are considered to match for equality if both values haveithe same number of SET OF elements
ordering the SET OF eclements of each in any convenient fashiof, the ae-title component of each pair ¢
elements matches using the matching procedure for distinguishedNameMatch.

24.2.1.9.3
The Suppl

supplierO

rConsumerinformationMatch MATCHING-RULE ::= {
SYNTAX SET{
ae-title [0} Name,
agreement-identifier [2] INTEGER }

ID

The suppl
Consume
Consume

SET comppnents with tags that match the SET components of the assertion syntax. Two such values are co

match for
matching

componen
procedure

24.2.1.9.4

from a value of the attribute syntax by using the value of the [0] context specific tag (Name) comp
considered to match for equality if the Name component of each match using the matching prq

Master And Shadow Access Points Match

r and Shadow Access Point Match equality matching rule is specified as:
HShadowAccessPointsMatch MATCHING-RULE ::= {

id-kmr-masterShadowMatch }

psterAndShadowAccessPointsMatch matching  rule applies to attributes
IShadowAccessPoints. A value of the assertion syntax is derived from a value of the attributd
he category and address components of each SET in the{SET OF MasterOrShadowAccessP«

Supplier or Consumer Information Match

er or Consumer Information Match rule is specified as:

id-kmr-supplierConsumerMatch }

ferOrConsumerinformationMatch matching rule applies to attribute values of type Supplierinfo
Information). A value of the assertion syntax is derived from a value of the attribute syntax by sd
equality if-the ae-title component of each (after removing the explicit [0] tag information) matche

of €ach (after removing the explicit [2] and SEQUENCE tag information) matches using thg
fof INTEGER values.

nent. Two
cedure for

bf  type
syntax by
bints. Two
and, after
f SET OF

rmation or

Information (and._Jother attributes having values compatible with Supplierinformation or

lecting the
hsidered to
5 using the

procedure—for DistinguishedName values and the identifier component contained in the agreement

matching

Suppliers and Consumers Match

The Supplier and Consumers Match rule is specified as:

supplierAndConsumersMatch MATCHING-RULE ::= {
SYNTAX Name

ID

id-kmr-supplierConsumersMatch }

The Supplier and Consumers Match rule applies to attribute values of type SupplierAndConsumers (and other
attributes having values compatible with SupplierAndConsumers). Two such values are considered to match for
equality if the ae-title component of each (after removing the explicit [0] tag information) matches using the matching

procedure
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24.2.2 Knowledge Reference Types

This subclause specifies the representation of knowledge in the DSA information model.

24.2.2.1 Self Reference

A self reference represents a DSA's knowledge of its own access point. It is represented by a value of the attribute
myAccessPoint held in the DSA's root DSE, a DSE of type root.

24.2.2.2 Superior Reference

A superior reference is represented by a DSE of type supr and root which contains a superiorKnowledge attribute.
Since a superiorKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several superior references.

24.2.2.3 Immediate Superior Reference

An immediate superior reference is represented by a DSE of type immSupr which contains a spécificKnowledge
attribute. The name of the DSE holding the attribute corresponds to the context prefix of the naming context held by the
referenced|superior DSA.

Since a specificKnowledge attribute value may contain access points of several DSAsyit‘may therefor¢ represent
several immediate superior references, at most one of category master and zero or more of-category shadow

If the DSE holding the immediate superior reference is received from a shadow_supplier, the DSE type includes
shadow.

24.2.2.4 $ubordinate Reference

A subordinate reference is represented by a DSE of type subr which contains a specificKnowledge attribute| The name
of the DSH holding the attribute corresponds to the context prefix ofghe'relevant naming context held by thefreferenced
subordinate DSA.

Since a specificKnowledge attribute value may contain access’ points of several DSAs, it may therefor¢ represent
several supordinate references, at most one of category master and zero or more of category shadow.

If the DSH holding the subordinate reference is shadowed information, received from a shadow supplier, th¢ DSE type
includes shadow.

The DSE may also include immSupr in a DSA holding two naming contexts, one superior to the other,| which are
separated py a third single-entry naming contéxt held in another DSA. An example of this situation is depicted in
Annex O.

24.2.2.5 Non-Specific Subordinate Reference

A non-specific subordinate reference is represented by a DSE of type nssr (and entry normally) which |contains a
nonSpecificKnowledge attribute. The name of the DSE holding the attribute corresponds to the name [formed by
eliminating the final RDNwof the context prefixes of the naming context held by the referenced subordinate DFAs.

NOTE 1 NSSRs cannot reference LDAP servers.

Since a ngnSpecificknowledge attribute value may contain access points of several DSAs, it may thereforp represent
several nop-spécific subordinate references, at most one of category master and zero or more of category shadow.
Each non$péecificKnowledge attribute value represents a related set of non-specific subordinate references -+ the DSAs
of category w-hotd-ome-or-more-repticated-arcasdertved-fre c-Tramimngee Syretd-by PSA-Of category
master.

If the DSE holding the non-specific subordinate reference is shadowed information, received from a shadow-supplier,
the DSE type includes shadow.

The DSE includes shadow in the situation of a shadow DSA when the DSE corresponds to an entry for which the
master DSA has non-specific subordinate knowledge and for which only the nonSpecificKnowledge attribute for the
non-specific subordinate reference is shadowed.

The DSE includes cp and shadow in the situation of a shadow DSA whose replicated area does not include the context
prefix entry and the master DSA for the naming context has non-specific subordinate knowledge for the context prefix.
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The DSE includes admPoint and shadow in the situation of a shadow DSA when the DSE corresponds to an
administrative point, the entry information for the administrative point is not shadowed, and the master DSA for the
naming context has non-specific subordinate knowledge for the administrative point.

When the administrative point coincides with a context prefix in the preceding two cases, the DSE may include
admPoint, cp and shadow.

24.2.2.6 Cross Reference

A cross reference is represented by a DSE of type xr which contains a specificKnowledge attribute. The name of the
DSE holding the attribute corresponds to the context prefix of the naming context held by the referenced DSA.

Since a specificKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several cross references, at most one of category master and zero or more of category shadow.

24.2.2.7 Supplier Reference

A supplier| reference is represented by a DSE of type cp which contains a supplierKnowledge attribute.” Tle name of
the DSE h¢lding the attribute corresponds to the context prefix of the shadowed naming context.

Since a sypplierKnowledge attribute may have several values, it may represent several supplier references. Each
attribute value represents one supplier reference.

24.2.2.8 Consumer Reference

A consumg¢r reference is represented by a DSE of type cp which contains a consumerKnowledge attribute] The name
of the DSH holding the attribute corresponds to the context prefix of the shadowed-naming context.

Since a cgnsumerKnowledge attribute may have several values, it may g€present several consumer references. Each
attribute value represents one consumer reference.

24.3 Representation of Names and Naming Contexts

24.3.1 Names and Glue DSEs

As described in 23.3, the minimum information that a DSA may associate with a name is the purpose for which it holds
the name, pepresented by a DSE holding a value of the attribute dseType. When a DSE contains only such|a minimal
informatiop, its DSE type shall be glue. In this case the DSE shall not hold an entry or subentry (or a shadgw-copy of
an entry o1l subentry) or a DSA-shared attribute:

Glue DSEp arise in the DSA information-tiodel to represent names that are known by a DSA as a cons¢quence of
holding information associated with othérnames. For example, consider the cross reference depicted in Figyre 22. The
DSA holdjng this cross reference also”"knows" (in the sense described in 23.3) the names that are supdrior to the
context prefix name associated with the cross reference. When no other information is associated with su¢h superior
names, thely are represented in(thg'DSA information model by glue DSEs.

24.3.2 Naming Contexts

A naming [context conSists of a context prefix, a subtree of zero or more entries subordinate to the context [prefix (the
root of th¢ subtree), and, if there are naming contexts subordinate to it, subordinate and/or non-specific qubordinate
references [sufficiert to constitute full subordinate knowledge.

A context prPﬁY is erquPand by a DSE of type cp If the context prm‘"w {‘nrrPQpnndq to an entrv thel DSE type
includes entry. If it corresponds to an alias, the DSE type includes alias. If the context prefix corresponds to an
administrative point, the DSE type includes admPoint.

The subtree of entries and subentries subordinate to the context prefix is represented by DSEs as described in 24.1.1
to 24.1.5.

The representation of the subordinate knowledge of the naming context is represented by DSEs as described in 24.2.2.

A replicated area (a shadow-copy of all or part of a naming context) is represented as above except that the DSE type
includes shadow in each DSE for which user or operational attributes are received from the shadow supplier. In the
case of incomplete replicated areas, DSEs of type glue may occur to represent a bridge between the separate pieces of
the shadowed information. No user or operational attributes are associated with these (or any) glue DSEs.
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24.3.3 Example

Figure 22 illustrates an example of the mapping of a portion of the DIT (that corresponding to a naming context) onto
the information tree of a DSA. In addition to the naming context information itself, the DSA's root DSE containing its
superior reference (this is not the DSA information tree for a first level DSA), a glue DSE and a DSE representing a
reference (either a cross reference or an immediate superior reference) to an immediately superior naming context are
also depicted.

@) Root + supr

Entry | [ | 5T éntry + nssr
===y
Other Entry  Alias-subr
subordinates
Knowledge attribute
g
[ ] Object entry B3 Object/alias entry

A Alias entry I:l DSE X.501_F22

DIT Subtree corresponding DSA Information Tree

to a Naming Context for the Naming Context

Figure 22 — DSEs for a Naming Context
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SECTION 11 — DSA OPERATIONAL FRAMEWORK

25 Overview

25.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

25.1.1 cooperative state: With respect to a second DSA, the state of a DSA for which an operational binding
instance has been established and has not been terminated.

25.1.2  directory operational framework: Provides the framework from which specific operational models
concerned[with particular aspects (e.g., shadowing or creafing a naming confext) of the operation of the conjponents of
the Directpry (DSAs) may be derived by application of the framework. It factors out common elentents| which are
present in all interactions between Directory components.

25.1.3 non-cooperative state: With respect to a second DSA, the state of a DSA prior to the establishment or after
the termingtion of an operational binding instance.

25.1.4  gperational binding: A mutual understanding between two DSAs that, oncé€Jestablished, expresses their
"agreement" subsequently to engage in some sort of interaction.

25.1.5  gperational binding establishment: The process of establishing an operatiohal binding instance.
25.1.6  gperational binding instance: An operational binding of a specific.type between two DSAs.

25.1.7 gperational binding management: The process of establishing, terminating or modifying an insfance of an
operationa) binding. This management may be achieved via informatjeniexchanges defined by Directory Spefifications,
via excharfges defined in other Specifications, or by other means.

25.1.8 qgperational binding modification: The process of modifying an operational binding instance.
25.1.9  gperational binding termination: The process offerminating an operational binding instance.

25.1.10 gperational binding type: A particular typelof operational binding specified for some distinct pyrpose, that
expresses the "agreement" of two DSAs to engage ridpecific types of interaction (e.g., shadowing).

25.2 Introduction

The Directory Specifications define application protocol information exchanges and associated DSA procg¢dures that
define the|distributed operation of the-Directory. Clauses 25 through 28 define a DSA operational framework which
models ceftain common elements in,these information exchanges and procedures.

Two DSAS$ interact in a cooperative manner because, in addition to their technical capacity to exchange inforfnation and
perform pgocedures associated with these exchanges, each has been configured to accept certain interactioms with the
other.

These clayses are eoncerned with the expression of a common framework for the specification of the strudture of the
elements of theCooperation between two DSAs.

One objective of this framework is that it be sufficiently general to account for all of the forms of DSA cooperation to
be defined in this and future editions of the Directory Specifications. The framework is used within the Directory
Specifications to define shadowing and hierarchical operational binding types.

26 Operational bindings

26.1 General

This clause is concerned with the definition of a general framework, the DSA operational framework, within which the
specification of the nature of the cooperative interactions of components of the Directory (DSAs) may be structured in
order to achieve a commonly agreed objective.
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The general framework factors out common features which characterize all interactions between DSAs. By applying the
DSA operational framework to specific aspects of cooperative interaction between DSAs, the resulting specifications
will be both concise and consistent so that the overall number of mechanisms a DSA shall support will be reduced.

The mutual understanding between two DSAs that, once established, expresses their "agreement" subsequently to
engage in some sort of interaction is termed an operational binding. Two DSAs may share as many operational binding
instances of a specific type as are required.

The DSA operational framework provides a common approach to the definition of an operational binding type. An
operational binding type is a particular type of operational binding specified for some distinct purpose, that expresses
the "agreement" of two DSAs to engage in specific types of interaction (e.g., shadowing). This interaction allows
operations from a well-defined set to be invoked by one or the other party to the agreement.

Two particular DSAs that have reached such an "agreement" share an operational binding instance of a specific
operationapbt T T F T T g type.

Prior to the establishment or after the termination of an operational binding instance, two DSAs are.saidtp be in the
non-coopeyative state.

Operationgl binding management is the process of establishing, terminating or modifying an instance of an pperational
binding. This management may be achieved via information exchanges defined by Diré¢tory Specificptions, via
exchanges|defined in other Specifications, or by other means.

These gengral concepts are depicted in Figure 23.

X.501_F23

Agreement V A@% Operations

C] Operational binding — Initiation

Figure 23 — An operational binding

26.2 Application of the operational framework

The appligation of(the’ DSA operational framework to define an operational binding type is concernefl with the
following pasic elements:

4). <two DSAs;

b) an "agreement” oI the service that one D>SA will provide 10 another D>SA]

c) aset of one or more operations, together with the accompanying procedures a DSA shall follow, through
which the service can be realized;

d) aspecification of the DSA interactions needed to manage the agreement.

The relationship of these basic elements is expressed by an operational binding. An operational binding comprises the
set of these basic elements that are involved to represent the abstract agreement in technical terms. It represents the
environment, governed by an "agreement", in which one DSA provides a defined service to the other (and vice versa).

26.2.1 Two DSAs

The DSA operational framework provides a structure within which the interaction of one DSA with another and the
procedures they consequently execute may be specified.

ITU-T Rec. X.501 (08/2005) 139


https://iecnorm.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/TIEC 9594-2:2005 (E)

The two DSAs may each play an identical role in the operational binding, in which case both DSAs may manage the
operational binding, both DSAs may invoke the same operations on each other, and both DSAs are constrained to
follow the same set of procedures. This is termed a symmetric operational binding.

Alternatively, each DSA may play a different role in the operational binding, so that different sets of operations and
procedures apply to each DSA. Either or both of the DSAs may be involved in managing the operational binding. This
is termed an asymmetric operational binding.

26.2.2 The agreement

An "agreement" is a mutual understanding reached between the administrative authorities of two DSAs about a service
that shall be provided by one DSA to the other (and/or vice versa). The "agreement" is initially negotiated by the
administrative authorities of the DSAs by means outside of the scope of the Directory Specifications.

Parameter ofthis "qgrppmpnf" canbe formalized by the rpnr\w’“ng maDSA ofan ASN 1 data fypp foruse1 a protocol

exchange |n the management of the operational binding. In this way both DSAs reach a mutual understandling of the
service that each is providing to the other.

26.2.3  Qperations

Operationg are the basic medium that DSAs use to interact. A pair of DSAs will pass pfi’gne or more [operations
between themselves, in order to provide the agreed-to service.

Whilst a DSA may be technically capable of supporting a large number of operations, it may only be[willing to
cooperate with another DSA in the processing of a small number of these operations, or in the processing of{operations
that only hlave particular values set for certain parameters.

The definifion of an operational binding type requires the enumeration of the ‘operations that can be exchanged. It also
allows restrictions to be placed on the values of parameters defined within the operations.

26.2.4 Management of the agreement

The framgwork provides generic operations for managing an<instance of an operational binding. These [operations
provide fof the establishment, modification and termination of an operational binding.

The applidation of the framework to the specification of.a particular operational binding type requires the finitiator of
each of the three management operations to be specified and also requires the procedures to be defined for each of
establishment, modification and termination. Whenever a management operation is applied to an operational|binding of
the specifigd type, the DSA shall follow the corresponding procedure.

26.3 States of cooperation

The generfc operational model defines two states of cooperation, as governed by an instance of a particular pperational
binding type, between two DSAs:as'seen by one DSA with respect to the other DSA and three transitions between these
states. Eadh identified instance_of an operational binding type shared by two DSAs has its own states of cpoperation.
The states jof cooperation ares

d) Non-cooperative state: A particular identified instance of an operational binding type ha$ not been
established or has been terminated between the two DSAs. The interaction between the two IDSAs (with
respeet to the identified instance of an operational binding type) is not defined. A DSA cdntacted by
another with whom it is in a non-cooperative state may, for example, refuse to engage in any [interaction
at all, or it may be prepared to service the request.

b) Cooperative state: There is an instance of an operational binding of the type in question between the two
DSAs. Their cooperative behaviour is governed by the definition of the operational binding type and its
specific parameters and associated procedures.

The transitions between these two states of cooperation may be invoked in two ways: by standardized protocol
interactions or by other means.

The interactions between two DSAs to manage an instance of an operational binding (e.g., to establish and terminate a
shadowing agreement) are distinct from their potential interactions as governed by the binding (e.g., the interaction to
update a unit of replication).
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The state transitions are as follows:

a)

b)

¢)

The establishment transition creates an instance of an operational binding of a particular type between
two DSAS, resulting in the movement from the non-cooperative to the cooperative state.

The termination transition destroys an instance of an operational binding of a particular type between
two DSAs, resulting in the movement from the cooperative to the non-cooperative state.

The modification transition modifies the parameters of an instance of an operational binding between two
DSAs, resulting in the movement from the cooperative state to the cooperative state.

These generic states and transitions are illustrated in Figure 24.

Non-cooperative

/_ state ‘\

27 Operational binding specification and management

271 OQOperational binding type specification

Establishment Termination

Cooperative
state

Modification
X.501_F24

Figure 24 — States of cooperation

When applying the framework to define a specific\type of operational binding, the following characteristics pf the type

shall be spgcified:

4)

Symmetry
A specification of the réspective roles of the DSAs that are party to the operational binding.

Operational bindings may be symmetric, in which case the role of one DSA is interchangeablle with the
other and both DSAS exhibit the same external interactions. They may also be asymmetric, in which case
each DSA playsa distinct role and both DSAs exhibit different external interactions. In this [latter case,
the Directory, operational framework distinguishes the two abstract roles as "ROLE-A" and "RPDLE-B".

Each ,of<the abstract roles "ROLE-A" and "ROLE-B" have to be associated with a concret¢ role with
defined’semantics (e.g., "ROLE-A" as shadow supplier, "ROLE-B" as shadow consumer).

Agireement

A definition of the semantics and representation of the components of the "agreement". This ihformation

d)

parameterizes the specific instance of an operational binding between two DSAs.
Initiator

A definition which of the two abstract roles "ROLE-A" and "ROLE-B" is allowed to initiate the
establishment, modification or termination of an operational binding of this type.

Management procedures

A set of procedures that a DSA shall follow when the operational binding of this type is established,
modified or terminated.

Type identification

This identifies the type of DSA interaction that is determined by the operational binding. These
identifiers are object identifier values.
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f)  Application-contexts, operations and procedures

This identifies the set of application-contexts whose operations (or a subset thereof) may be employed

during the cooperative phase of the operational binding.

For each operation referenced by the operational binding type, a description of the procedures to be
followed by a DSA if the operation is invoked is required (this may be done by reference to another part

of these Directory Specifications).

For those operational bindings that are to be managed using the generic operational binding management operations
provided in this clause, the binding type shall be specified using the three information object classes OPERATIONAL-

BINDING,

OP-BINDING-COOP and OP-BIND-ROLE defined in this clause.

27.2 Operational binding management

In general
instance. T
agreement
instance m
the specifi

p

q

i

q

During thd
created. T
binding,
establishm
is being m|

The initiaf
addition, t
binding. If
parameters
shall returf
Figure 25

the management of an operational binding requires initially the establishment of an operatior
his may optionally be followed by one or more modifications to some or all of the parameters o

and finally may involve the termination of the operational binding instance. The precisé€ |details
ay be managed are defined during the definition of the operational binding type. This type definiti
cation of:

) the initiator of each of the management operations (this can be either, both, erneither of the tw
) the parameters for each of the management operations; and

) the procedures that each DSA shall follow for each of the management eperations.
establishment of an operational binding instance, an operational bBinding instance identifier (bin

his identifier, when combined with the distinguished names oftthe two DSAs involved in the
vill form a unique identifier for the binding instance. All ‘management operations subsequl

al binding
I the initial
of how an
bn requires

0 DSA5s);

ding id) is
bperational
ent to the

ent of the operational binding instance will use the binding~id to identify which operational bindipg instance

bdified or terminated.

or of the establish operation always transfers the parameters of the "agreement" to the secon
he initiator may also transfer some establishment-parameters which are specific to its role in the
the responding DSA is willing to enter into the operational binding, it may return in the result est
which are specific to its role. If the responding DSA is unwilling to enter into the operational
h an error, which may optionally contain(@n agreement with a revised set of parameters. This is
n the case where Role A and in Figure 26 in the case where Role B is the initiator of the establish g
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Figure 25 — DSA with Role A initiating establishment
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Figure 26 — DSA with Role B initiating establishment

finition of a specific type of operational binding, the following three ASN.1 information object ¢
templates. They allow those parts of the operational binding type that can be)formalized to be sj
[ASN.1. Other aspects of the operational binding type, such as the procedures a DSA has to follo
| binding is established or terminated, have to be specified by some other means (this can be
hilar to the informal description of the DSA procedures during the)name resolution process d
. X.518 | ISO/IEC 9594-4).

Dperational binding information object class

DNAL-BINDING ::= CLASS {
jreement,
boperation OP-BINDING-COORP,
bth OP-BIND-ROLE OPTIONAL;
leA OP-BIND-ROLE OPTIONAL,
leB OP-BIND-ROLE OPTIONAL,
OBJECT IDENTIFIER\UNIQUE }

TAX {
REEMENT &Agreement
PLICATION CONTEXTS &Cooperation
MMETRIC &both ]
SYMMETRIC

[ ROLE-A &roleA]

[ ROLE-B &roleB]]

&id }

PATIONAL-BINDING information object class serves as a specification template for an operatio

riable notation is defined for this class to simplify its use as a template. The correspondence b
bf an operational binding type and the fields of the variable notation is as follows:

) »Thé ASN.I type of the agreement parameter that is used for this type of operational bind

lasses may
becified by
W when an
done in a
bscribed in

al binding
etween the

ing is that

réferenced by the AGREEMENT field.

b)

The application contexts and the operations of these application-contexts that are employed within the
cooperation phase of an operational binding instance of the defined type are those enumerated following
the APPLICATION-CONTEXTS field. All operations of a listed application-context are selected unless
the optional APPLIES TO field is present and followed by a list of references to operations that are
selected from the application context. This list is an object class set composed of instances of the
OPERATION information object class.

The class of the operational binding is defined by the SYMMETRIC or ASYMMETRIC fields. In the case
of a symmetric operational binding, the term SYMMETRIC is followed by a single information object of
class OP-BIND-ROLE that is valid for both roles of the operational binding. In the case of an asymmetric
operational binding, the term ASYMMETRIC is followed by two information objects of class OP-BIND-
ROLE, one referenced by the subfield ROLE-A and the other by ROLE-B.
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d) The object identifier value that serves to identify this type of operational binding is defined by the ID

field.
27.3.2  Operational binding cooperation information object class

OP-BINDING-COOP ::= CLASS {
&applContext APPLICATION-CONTEXT,
&Operations OPERATION OPTIONAL }
WITH SYNTAX {
&applContext
[ APPLIES TO &Operations ] }

The OP-BINDING-COOP information object class serves as a specification template for the identification of the
operations of a named application context, some aspect of which is determined by the operational binding. An instance

otation is

f th 1 1 £l 1 sl 1+l £, + £ 2t 1 1 1 Laaads + A okl
of this class—s—meannefonly—withinr—the—eontextofa—partetlar-operattonal-binding—type—A—vartable

defined fof this class to simplify its use as a template. The correspondence between the definition of.an

binding type and the fields of the variable notation is as follows:

determined by an operational binding.

application-context.
27.3.3  Qperational binding role information object class

OP-BIND-ROLE ::= CLASS {

&esgtablish BOOLEAN DEFAULT FALSE,

&EstablishParam OPTIONAL,

&mpodify BOOLEAN DEFAULTFALSE,

&MpdifyParam OPTIONAL;,

&tefrminate BOOLEAN DEFAULT FALSE,

&TerminateParam OPTIONAL }
WITH SYNTAX {

[ ESTABLISHMENT-INITIATOR &establish ]

[ ESTABLISHMENT-PARAMETER &EstablishParam ]

[ MODIFICATION-INITIATOR &madify ]

[ MODIFICATION-PARAMETER &ModifyParam ]

[ TERMINATION-INITIATOR &terminate ]

[ TERMINATION-PARAMETER &TerminateParam ] }

The OP-BIND-ROLE information object class serves as a specification template for roles of an operational bi
An instange of this class is meaningful only within the context of a particular operational binding type.
notation i defined for this clasSito simplify its use as a template. The correspondence between the defin|
operationa] binding role and the.fields of the variable notation is as follows:

4) The ESTABLISHMENT INITIATOR field indicates whether the DSA assuming the defined
initiate{he‘establishment of an operational binding of a particular type.

B) The\ESTABLISHMENT PARAMETER ficld defines the ASN.1 type exchanged by a DSA as
detined role when an instance of the operational binding type is established.

¢)\"The MODIFICATION INITIATOR field indicates whether the DSA assuming the defined role n

d) The applContext field identifies an application context, some or all of whose operations are in

B) The APPLIES TO field, if present, identifies the particular operations to which’the operatiof
applies. If the field is absent, the operational binding applies to“-all the operatio

bperational
some way

1al binding
ns of the

hding type.
A variable
ition of an

role may
buming the

hay initiate

the moditication ol an operational binding of a particular type.

d) The MODIFICATION PARAMETER field defines the ASN.1 type exchanged by a DSA assuming the

defined role when an instance of the operational binding type is modified.

e) The TERMINATION INITIATOR field indicates whether the DSA assuming the defined role may

terminate the establishment of an operational binding of a particular type.

f) The TERMINATION PARAMETER field defines the ASN.1 type exchanged by a DSA assuming the

defined role when an instance of the operational binding type is terminated.
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28 Operations for operational binding management

This clause defines a set of operations that can be used to establish, modify and terminate operational bindings of
various types. These operations are generic in the way that they can be used to manage operational bindings of any type.
The specification of these operations makes use of the definitions provided for a certain type of operational binding by
application of the OPERATIONAL-BINDING information object class template.

NOTE - By using this facility, arbitrary types of operational bindings may be managed. These operations (together with the

associated application-context) provide a means of extensibility concerning DSA interactions. New types of operational bindings
may be defined in the future which extend the functionality that is provided between DSAs.

28.1 Application-context definition

The set of operations for managing operational binding instances can be used for the definition of an application-context
in the fOH W ;115 WO wWays:

1) An application-context may be constructed containing only the operations for operatienal binding
management. An application-context for generic operational binding management)is flefined in
ITU-T Rec. X.519 | ISO/IEC 9594-5.

The operations that may be exchanged during the cooperative phase of the operational binding form one
or more separate application-contexts.

1) The set of operations can be imported into the module used to define a gpecific application-cntext. The
operational binding management operations can then be used together with the operatipns of the
cooperative phase within a single application-context.
NOTE — The first approach is useful in the case where a specialized~Component of a DSA want} to use an

association solely for managing the set of operational bindings of that.DSA, and it is not prepared to agcept any of
the operations defined for the co-operative phase (e.g., updateShadow).

28.2 Establish Operational Binding operation

The Establish Operational Binding operation allows establishnient of an operational binding instance of a [predefined
type, betwfeen two DSAs. This is achieved through the transfer of the establishment parameters and thg terms of
agreement|which were defined in the definition of the opgtational binding type. The arguments of the operatfon may be
signed (se¢ 17.3) by the requestor. If so requested, the tesponder may sign the results.

In the case of a symmetrical operational bindingy either of the two DSAs may take the initiative to eftablish an
operational binding instance of the predefined type.

In the casq of an asymmetrical operational-binding, either the DSA assuming "ROLE-A" or "ROLE-B" estaplishes the
operational binding, depending on the specific definition of the operational binding type.

establishQperationalBinding OPERATION ::= {
EstablishOperationalBindingArgument
EstablishOperationalBindingResult
{"operationalBindingError | securityError | serviceError }
id-op-establishOperationalBinding }

[0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
[1] OperationalBindinglD OPTIONAL,
[2] AccessPoint
-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}),
valid [7] Validity DEFAULT {},
securityParameters [8] SecurityParameters OPTIONAL } }
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OpBindingSet OPERATIONAL-BINDING ::= {
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

OperationalBindingID ::= SEQUENCE {
identifier INTEGER,
version INTEGER }

The component bindingType states which type of operational binding is to be established. Operational binding types
are defined by the use of the OPERATIONAL-BINDING information object class template which assigns an object
identifier value to the operational binding type. The bindingType is taken from the ID field of one of the instances of an
operational  binding  type  referenced by  OpBindingSet.  This set is a  parameter of
EstablishOperationalBindingArgument, a parameterized type.

The initiaﬂing DSA may assign an identification to the operational binding instance via the bindinglD cemponent. If
bindingID|is absent within the operation argument, the responding DSA shall assign an ID to the operatiopal binding
instance apd return it in the bindinglD component of the establishOperationalBindingResult. Iif either ¢ase, when
establishing an operational binding, both the identifier and version components of the OperationalBindingID value
shall be aspigned and issued by the DSA making the assignment.

The compgnent accessPoint specifies the access point of the initiator for subsequent interagtions.

The role that the DSA issuing the Establish Operational Binding operation assumes js.indicated by the CHOICE type
with the foptions symmetric, roleA-initiates, and roleB-initiates. The CHOICGE” option governs the| particular
establishment parameters employed by the initiating and responding DSAs. The_semantics of the roles are|defined as
part of the definition of the operational binding type. The ASN.1 type.of the CHOICE is determined by the
ESTABLISHMENT PARAMETER of the initiator's OP-BIND-ROLE information object class template. The CHOICE
type is omjtted if establishment of the operational binding type requires(no €stablishment parameter from the |nitiator.

The comppnent agreement contains the terms of agreement goyerning the operational binding instance| Its actual
content depends on the type of operational binding to be established. The ASN.1 type for this parameter is defined by
the AGREEMENT field of the OPERATIONAL-BINDING information object class template of the operational binding
type.
The duratipn that the operational binding instance shalllexist is defined in valid. The starting time of the existence of the
operationa] binding instance is specified in validFrofy and the time that the operational binding instance is tefminated is
given in validUntil.

Validity ::¥ SEQUENCE {

validFrom [0] CHOICE{
now [0] NULL,
time [1] Time } DEFAULT now : NULL,
validUntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] Time } DEFAULT explicitTermination : NULL }

Time ::= CHOICE {
utcflime UTCTime,
generalizedTime  GeneralizedTime }

Before a vhlue of Time is used in any comparison operation and if the syntax of Time has been chosen as thq UTCTime

t th 1 £41 + it L£ald ol 111 4 1. naad £, Lot 1 £o11
ype, € vareortmetwo UlsIt yLdl TIVIUSHAI UL TatlUIIAIIZVU IV d TUUTTULSIU yodl vValtue as TUITUWS.

—  Ifthe 2-digit value is 00 through 49 inclusive, the value shall have 2000 added to it.
—  Ifthe 2-digit value is 50 through 99 inclusive, the value shall have 1900 added to it.

The use of GeneralizedTime may prevent interworking with implementations unaware of the possibility of choosing
either UTCTime or GeneralizedTime. It is the responsibility of those specifying the domains in which this Directory
Specification will be used, e.g., profiling groups, as to when the GeneralizedTime may be used. In no case shall
UTCTime be used for representing dates beyond 2049.

If the Establish Operational Binding operation succeeds, the following result is returned and, may be signed (see 17.3)
by the responder.
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EstablishOperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingiD  [1] OperationalBindinglD OPTIONAL,
accessPoint [2] AccessPoint,
-- symmetric, Role A replies, or Role B replies
initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),

roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),

roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam

({OpBindingSet}{@bindingType}) } OPTIONAL,
COMPONENTS OF CommonResultsSeq } }

The bindingType component is contained within the result to indicate the type of operational binding for use within the
CHOICE element. Its value is the same as that provided by the establishment initiator and is taken from the|ID field of
one of thp instances of an operational binding type referenced by OpBindingSet. This set is-a ‘parameter of
EstablishQperationalBindingResult, a parameterized type.

The identiffication of the established operational binding instance may be returned in bindingID/It shall pe used to
identify thfs operational binding instance in any subsequent Modify or Terminate Operational’Binding opefation, and
may be usg¢d in any other operation that is executed within the cooperative phase of the established operatioal binding
instance.

The compgnent accessPoint specifies the access point of the responder for subsequent/interactions.

The initiaing DSA may assign an identification to the operational binding ifistafice via the bindingID comhponent. If
bindingID|is absent within the operation argument, the responding DSA shall assign an ID to the operatiopal binding
instance and return it in the bindinglD component of the establishOperationalBindingResult.

The role that the DSA replying to the Establish Operational Binding.opgration assumes is indicated by the CHOICE type
with the options symmetric, roleA-initiates and roleB-initiates, The semantics of the roles are defined as [part of the
definition jof the operational binding type. The ASN.1 type of\the CHOICE is determined by the ESTABLISHMENT
PARAMETER of the responder's OP-BIND-ROLE information object class template. The CHOICE type is|omitted if
establishmeent of the operational binding type requires no €stablishment parameter from the responder.

28.3 Modify Operational Binding operation

The Modify Operational Binding operation issused to modify an established operational binding. The right t¢ modify is
indicated by the MODIFICATION INITIATOR field(s) within the definition of the operational binding typg using the
OP-BIND-ROLE and OPERATIONAL-BINDING information object class templates.

The comppnents of an operational binding that can be modified are the content of the agreement for the pperational
binding and its period of validity.” Further, a modification parameter can be specified by the initiating role. The
arguments|of the operation may.be signed (see 17.3) by the requestor. If so requested, the responder may sign| the result.

modifyOpgrationalBinding OPERATION ::= {
ARGUMENT ModifyOperationalBindingArgument
REBULT ModifyOperationalBindingResult
ERRORS { operationalBindingError | securityError | serviceError }
CODE id-op-modifyOperationalBinding }

ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [11 OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
newBindingID [6] OperationalBindingID,
newAgreement [71 OPERATIONAL-BINDING.&Agreement
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({OpBindingSet}{@bindingType}) OPTIONAL,

valid [8] Validity OPTIONAL,
securityParameters

[9] SecurityParameters OPTIONAL } }

The component bindingType states which type of operational binding is to be modified. The bindingType is taken
from the ID field of one of the instances of an operational binding type referenced by OpBindingSet. This set is a
parameter of ModifyOperationalBindingArgument, a parameterized type.

The identification of the operational binding instance to be modified is given by bindingID. The revised identifier of the
operational binding instance is given by newBindingID. The version component of newBindingID shall be greater than
that of bindinglID.

The optional component accessPoint is present if the initiator's access point for subsequent interactions is to be

changed.

The role tH

at the DSA issuing the Modify Operational Binding operation assumes is indicated by the CHOICE type with

the options symmetric, roleA-initiates and roleB-initiates. The semantics of the roles are defined)as

definition |of the operational binding type. The ASN.1 type of the CHOICE is determined by~the’MOD

PARAMET
modificati

The comp
instance. '}

'he ASN.1 type for this parameter is defined by the AGREEMENT field’ of the OPERATIONAL

ER of the initiator's OP-BIND-ROLE information object class template. The CHOICE type is
n of the operational binding type requires no modification parameter from the initiator.

nent newAgreement, if present, contains the modified terms of agreement govetning the operatiol

art of the
FICATION
omitted if

hal binding
L-BINDING

informatiop object class template of the operational binding type. If newAgreementvis not present, the pafameters of

the agreen{

The option
componen

assumed tp be unchanged. If the validFrom component is present and. refers to an instant of time in the

current ag

If the Modify Operational Binding operation succeeds, the following result is returned and, may be signed (s
the respongler:

ModifyOperationalBindingResult ::= CHOICE {

nul

[0] NULL,
protected  [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
newBindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING.&Agreement
({OpBindingSet{@.bindingType}),
valid Validity OPTIONAL,

It is not p
initiator.

284 ’

The Termi
instance. 7|
the operat

ent are not changed by the operation.

al valid component may be used to indicate a revised period of validity for the altered agreement.
is absent, the validFrom component is presumed to have the'value now and the validUntil co

eement remains in effect until that time.

COMPONENTS OF “CommonResultsSeq } }

ssible for the responding DSA to return the modification parameter defined for its role to the m

[erminate)Operational Binding operation

[f the valid
mponent is
future, the

be 17.3) by

odification

nate \Operational Binding operation is used to request the termination of an established operational binding

he tight to request termination is indicated by the TERMINATION INITIATOR field(s) within the d

tfinition of

Tonal [ilndmg Eype using the OP-BIND-ROLE and OPERATIONAL-BINDING information o

bject class

templates. The arguments of the operation may be signed (see 17.3) by the requestor. If so requested, the responder may
sign the result.

terminateOperationalBinding OPERATION ::= {

ARGUMENT TerminateOperationalBindingArgument

RESULT TerminateOperationalBindingResult

ERRORS { operationalBindingError | securityError | serviceError }

CODE id-op-terminateOperationalBinding }
TerminateOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindingIlD [1] OperationalBindingID,

-- symmetric, Role A initiates, or Role B initiates --

148

ITU-T Rec. X.501 (08/2005)


https://iecnorm.com/api/?name=a464a3c7d820543bec6776f636556247

initi

ISO/IEC 9594-2:2005 (E)

ator CHOICE {
symmetric [2] OPERATIONAL-BINDING.&both.&TerminateParam
({OpBindingSet}{@bindingType}),
roleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet}{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam

({OpBindingSet}{@bindingType})} OPTIONAL,

terminateAt [5] Time OPTIONAL,
securityParameters [6] SecurityParameters OPTIONAL } }

The component bindingType states which type of operational binding is to be terminated. The bindingType is taken
from the ID field of one of the instances of an operational binding type referenced by OpBindingSet. This set is a
parameter of TerminateOperationalBindingArgument, a parameterized type.

The identification of the operational binding instance to be terminated is given by bindinglD. The version component

present in

The role that the DSA issuing the Terminate Operational Binding operation assumes is indicated by.the CH
with the options symmetric, roleA-initiates and roleB-initiates. The semantics of the roles are defined as

definition
PARAMET

terminatiof of the operational binding type requires no termination parameter from the initiatot.

he bindingID is ignored.

of the operational binding type. The ASN.1 type of the CHOICE is determined by ‘the TER
ER of the initiator's OP-BIND-ROLE information object class template. The CHOICE type is

OICE type
part of the
MINATION

omitted if

If the operptional binding is not to be terminated immediately, a delayed termination time/can defined in ternminateAt.

If the Terminate Operational Binding operation succeeds, the following result is returned and, may be signed (see 17.3)
by the resfonder:
TerminateOperationalBindingResult ::= CHOICE {
nuI) [0] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ {/SEQUENCE {
bindingIlD OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,
COMPONENTS OF CommonResultsSeq }}}
It is not ppssible for the responding DSA to return the termination parameter defined for its role to the fermination
initiator.
28.5 Operational Binding Error
An Operational Binding Error reports-a.problem related to the usage of operations for management of pperational
bindings. The parameter of the error.may be signed (see 17.3) by the responder.
operationalBindingError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED-SEQ {
OpBindingErrorParam }
COpE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED {
invalidID (0),
duplicatelD 1)
unsupportedBindingType (2),
notAllowedForRole (3),
parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),
currentlyNotDecidable (9),
modificationNotAllowed (10) },
bindingType [1] OPERATIONAL-BINDING.&id ({OpBindingSet}) OPTIONAL,

agreementProposal[2] OPERATIONAL-BINDING.&Agreement

({OpBindingSet}{@bindingType}) OPTIONAL,

retryAt [3] Time OPTIONAL,
COMPONENTS OF CommonResultsSeq }
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The values of problem have the following meanings:

a)

b)

invalidlD: The operational binding ID given in the request is not known by the receiving DSA or is in
the wrong state for the requested operation.

duplicatelD: The operational binding ID given in the establishment request already exists at the
responder. This may be caused by a prior attempt to establish an operational binding instance when the
result was lost and initiator has repeated the establishment request.

unsupportedBindingType: The requested operational binding type is not supported by the DSA.

notAllowedForRole: A management operation on the operational binding instance has been requested
which is not allowed for the role that the requestor plays (e.g., a Terminate Operational Binding
operation has been issued by a DSA that takes a role which is not allowed to initiate the termination of
the operational binding instance).

D ele V . ALY ICqUITCd C

T3 T or the type
of operational binding are missing.

roleAssignment: The requested role assignment for an asymmetric operational binding instace has not
been accepted.

invalidStartTime: The specified starting time for the operational binding instaneghas not been| accepted.

invalidEndTime: The specified termination time for the operational binding instance hag not been
accepted.

invalidAgreement: The terms of agreement for the requested operational binding instance haye not been
accepted. The terms of agreement that would be accepted by thle responding DSA can be feturned in
agreementProposal.

currentlyNotDecidable: The DSA is not able to decide onsline about the establishment or miodification
of the requested operational binding instance. A time when the request should be repeated cqn be given
in retryAt.

modificationNotAllowed: The Modify Operational Binding operation is rejected since modjfication is
not permitted for this binding instance.

The bindingType component shall be the same as that\fransmitted by the invoker of the failed operatioal binding

managemdnt operation.

The agregmentProposal component shall only be-used in response to an EstablishOperationalBinding|request to

propose a fevised set of agreement parameters asydescribed in 28.2.

The retryAt component shall be used only-ifconjunction with the problem value currentlyNotDecidable tq indicate a

time when|the EstablishOperationalBinding or ModifyOperationalBinding request should be retried.

The CommonResultsSeq component (see 7.4 of ITU-T Rec. X.511 | ISO/IEC 9594-3) includes SecurityParameters.
The SecufityParameters component (see 7.10 of ITU-T Rec. X.511 | ISO/IEC 9594-3) shall be included in the

CommonResultsSeq if the parameter of the error is to be signed by the responder.

28.6 Operational Binding Management Bind and Unbind

The DSA [Operational Binding Management Bind and DSA Operational Binding Management UnBind pperations,
defined in|28.6:\_and 28.6.2, are used by a DSA at the beginning and end of a particular period of operatioal binding

managementaetivity.

Protection for the dSAOperationalBindingManagementBind and dSAOperationalBindingManagementUnbind shall
be equivalent to the protection applied to the DSABind and DSAUnbind operations.

NOTE - The credentials required for authentication may be carried by the Security Exchange Service Element (see ITU-T
Rec. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

28.6.1 DSA Operational Binding Management Bind

A DSA Operational Binding Management Bind operation is used to begin a period of operational binding management.

dSAOperationalBindingManagementBind OPERATION ::= directoryBind

The components of the dSAOperationalManagementBind are identical to their counterparts in directoryBind
(see ITU-T Rec. X.511 | ISO/IEC 9594-3) with the following differences.
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NOTE - The credentials required for authentication may be carried by the Security Exchange Service Element (see ITU-T
Rec. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

28.6.1.1 Initiator Credentials

The Credentials of the DirectoryBindArgument allows information identifying the AE-Title of the initiating DSA to
be sent to the responding DSA. The AE-title shall be in the form of a Directory Distinguished Name.

28.6.1.2 Responder Credentials

The Credentials of the DirectoryBindResult allows information identifying the AE-Title of the responding DSA to be
sent to the initiating DSA. The AE-title shall be in the form of a Distinguished Name.

28.6.2 DSA Operational Binding Management Unbind

The unbingimgatthe enda perfod of Providing operationat dinding Management 15 for the OSTenvirommet gpecified in
7.6.4 and 7.6.5 of ITU-T Rec. X.519 | ISO/IEC 9594-5 and for the TCP/IP environment in 9.3.2 of ITU-T'Rec. X.519 |
ISO/IEC 9p594-5.
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Annex A
Object identifier usage

(This annex forms an integral part of this Recommendation | International Standard)

This annex documents the upper reaches of the object identifier subtree in which all of the object identifiers assigned in
the Directory Specifications reside. It does so by providing an ASN.1 module called UsefulDefinitions in which all
non-leaf nodes in the subtree are assigned names.

UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

DEFINITIQNS ™=

BEGIN

-- EXPORTS All --

-- The typds and values defined in this module are exported for use in the other ASN.1 modules contaihed
-- within the Directory Specifications, and for the use of other applications which will use them to_aecess
-- Directory services. Other applications may use them for their own purposes, but this will not.cohstrain
-- extensiohs and modifications needed to maintain or improve the Directory service.
ID = OBJECT IDENTIFIER

ds ID = {joint-iso-itu-t ds(5)}

-- categorigs of information object --

module ID = {ds 1}

serviceElement ID = {ds 2}
applicationContext ID = {ds 3}

attributeType ID = {ds 4}

attributeSyntax ID = {ds 5}

objectClass ID = {ds'6}

-- attributefet ID = {ds 7}

algorithm ID = {ds 8}

abstractSyntax ID = {ds 9}

-- object ID = {ds 10}

-- port 1D = {ds 11}
dsaOperationalAttribute ID = {ds 12}

matchingRule ID = {ds 13}
knowledgeMatchingRule ID = {ds 14}

nameFor ID = {ds 15}

group ID = {ds 16}

subentry ID = {ds 17}
operationglAttributeType ID = {ds 18}
operationalBinding ID = {ds 19}
schemaObjectClass ID = {ds 20}
schemaOperationalAttribute ID = {ds 21}
administrativeRoles ID = {ds 23}
accessControlAttribute ID = {ds 24}

--rosObject B = {25}

--contract ID = {ds 26}

--package ID = {ds 27}
accessControlSchemes ID = {ds 28}
certificateExtension ID = {ds 29}
managementObject ID = {ds 30}
attributeValueContext ID = {ds 31}

-- securityExchange ID = {ds 32}

idmProtocol ID = {ds 33}

problem ID = {ds 34}

notification ID = {ds 35}
matchingRestriction ID = {ds 36} -- None are currently defined by this specification
controlAttributeType ID = {ds 37}

keyPurposes ID = {ds 38}
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-- modules --

usefulDefinitions ID = {module usefulDefinitions(0) 5}
informationFramework ID = {module informationFramework(1) 5}
directoryAbstractService ID = {module directoryAbstractService(2) 5}
distributedOperations ID = {module distributedOperations(3) 5}

-- protocolObjectldentifiers ID = {module protocolObjectldentifiers(4) 5}
selectedAttributeTypes ID = {module selectedAttributeTypes(5) 5}
selectedObjectClasses ID = {module selectedObjectClasses(6) 5}
authenticationFramework ID = {module authenticationFramework(7) 5}
algorithmObijectldentifiers ID = {module algorithmObjectidentifiers(8) 5}
directoryObjectldentifiers ID = {module directoryObjectidentifiers(9) 5}
upperBounds ID = {module upperBounds(10) 5}

--dap ID = {module dap(11) 5}

— dSp 1D = {mnd::ln rle’n‘/‘I 2) ‘~'.}

distribute¢gDirectoryOIDs ID = {module distributedDirectoryOIDs(13) 5}
directoryShadowOIDs ID = {module directoryShadowOIDs(14) 5}
directoryShadowAbstractService ID = {module directoryShadowAbstractService(15) 5}
-- disp ID = {module disp(16) 5}

-- dop ID = {module dop(17) 5}

opBindingdManagement ID = {module opBindingManagement(18))5}
opBindindOIDs ID = {module opBindingOIDs(19) 5}
hierarchicgalOperationalBindings ID = {module hierarchicalOperationalBindings(20) 5}
dsaOperationalAttributeTypes ID = {module dsaOperationalAttributeTypes(22) 5}
schemaAdministration ID = {module schemaAdministration(23) 5}
basicAccgssControl ID = {module basicAccessControl(24) 5}
directoryQperationalBindingTypes ID = {module directoryOperationalBindingTypes(25) 5]
certificateExtensions ID = {module certificateExtensions(26) 5}
directoryNlanagement ID = {module directoryManagement(27) 5}
enhancedBecurity ID = {module enhancedSecurity (28) 5}

-- directory{SecurityExchanges ID = {module directorySecurityExchanges (29) 5}
iDMProto¢olSpecification ID = {module.iDMProtocolSpecification(30) 5}
directorylDMProtocols ID = {module directoryIDMProtocols(31) 5}
attributeCertificateDefinitions ID = {module attributeCertificateDefinitions(32) 5}

serviceAdministration ID {module serviceAdministration(33) 5}
-- the folloying definition is for a module that holds externally defined schema elements not defined
-- using fomal ASN.1 notation (see latest version of Implementor's Guide)

externalDefinitions ID = {module externalDefinitions(34) }
commonHrotocolSpecification ID = {module commonProtocolSpecification (35) 5}
oSIProtocplSpecification ID = {module oSIProtocolSpecification (36) 5}
directory@SIProtocols ID = {module directoryOSIProtocols (37) 5}
-- synonynjs --

id-oc ID = objectClass

id-at ID = attributeType

id-as ID = abstractSyntax

id-mr ID = matchingRule

id-nf ID = nameForm

id-sc ID = subentry

id-oa ID = operationalAttributeType

id-ob ID = operationalBinding

id-doa 1D = dsaOperationalAttribute

id-kmr ID = knowledgeMatchingRule

id-soc ID = schemaObjectClass

id-soa ID = schemaOperationalAttribute

id-ar ID = administrativeRoles

id-aca ID = accessControlAttribute

id-ac ID = applicationContext

-- id-rosObject ID = rosObject

-- id-contract ID = contract

-- id-package ID = package

id-acScheme ID = accessControlSchemes

id-ce ID = certificateExtension

id-mgt ID = managementObject

id-ave ID = attributeValueContext

-- id-se ID = securityExchange
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id-idm
id-pr
id-not
id-mre
id-cat
id-kp

-- obsolete module identifiers --

-- usefulDefinition

-- informationFramework

-- directoryAbstractService
-- distributedOperations

- protocolObjectldentifiers
-- sele 1
- selgctedObjectClasses

-- authenticationFramework
-- algorithmObjectidentifiers
-- dirdctoryObjectldentifiers
- upderBounds

-- dap
-- dsp

ID

ID
ID
ID
ID

ID
ID
ID
ID
ID

ID
ID
ID
ID
ID
ID
ID

- distributedDirectoryObjectldentifiersiD

-- unused module identifiers --

-- dirdctoryShadowOIDs

-- dirdctoryShadowAbstractService
-- disf]
-- dop
- opBindingManagement

- opBRindingOIDs

- hiefarchicalOperationalBindings
- dsdOperationalAttribute Types

-- schemaAdministration

-- basicAccessControl

-~ opdrationalBindingOIDs

END -- UdefulDefinitions

idmProtocol
problem

notification
matchingRestriction
controlAttributeType
keyPurposes

{module 0}
{module 1}
{module 2}
{module 3}

{module 4}
{ module E}

{module 6}
{module 7}
{module 8}
{module 9}
{module 10}
{module 11}
{module 12}
{module 13}

{module 14}
{module 15}
{module 16}
{module 17}
{module 18}
{module~19}
{module\20}
{module 22}
{fmadule 23}
{module 24}
{module 25}
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Annex B

Information Framework in ASN.1
(This annex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of all of the ASN.1 type, value and macro definitions contained in this Directory
Specification. The definitions form the ASN.1 module InformationFramework.

InformationFramework {joint-iso-itu-t ds(5) module(1) informationFramework(1) 5}
DEFINITIQNS+=
BEGIN

-- EXPORTS All --

-- The typds and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to accéess

-- Directory services. Other applications may use them for their own purposes, but this will not constrain

-- extensiohs and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITY-T Rec. X.501 | ISO/IEC 9594-2
directoryAbstractService, id-ar, id-at, id-mr, id-nf, id-oa, id-oc, id-sc,
selectedAttributeTypes, serviceAdministration, upperBounds

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)usefulDefinitions(0) 5}

SearchRule
FROM ServiceAdministration serviceAdministration

-- from ITY-T Rec. X.511 | ISO/IEC 9594-3

TygeAndContextAssertion
FROM DirectoryAbstractService directoryAbstractService

-- from ITY-T Rec. X.520 | ISO/IEC 9594-6
bogleanMatch, commonName;-DirectoryString {}, generalizedTimeMatch,
generalizedTimeOrderingMatch; integerFirstComponentMatch, integerMatch,
intggerOrderingMatch, objectldentifierFirstComponentMatch

FROM SelectedAttributeTypes selectedAttributeTypes

ub-search
FROM UpperBounds upperBounds ;

-- attribute |data types—--

Attribute [:=_ SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}).
values SET SIZE (0 .. MAX) OF ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
valuesWithContext SET SIZE (1 .. MAX) OF SEQUENCE {
value ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

AttributeType ::= ATTRIBUTE.&id
AttributeValue ::= ATTRIBUTE.&Type

Context ::= SEQUENCE {

contextType CONTEXT.&id ({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE }
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AttributeValueAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),

assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes}{@type}),

assertedContexts CHOICE {
allContexts [0] NULL,
selectedContexts [1] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL }

ContextAssertion ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF
CONTEXT.&Assertion ({SupportedContexts}{@contextType})}

AttributeTypeAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),

assertedContexts  _SEQUENCE SIZE (1 _MAX) OF ContextAssertion OPTIONAL }

-- Definitiof of the following information object set is deferred, perhaps to standardized
-- profiles ¢r to protocol implementation conformance statements. The set is required to
-- specify g table constraint on the values component of Attribute, the value component
-- of Attribyte TypeAndValue, and the assertion component of AttributeValueAssertion.
SupportedAttributes ATTRIBUTE ::= { objectClass | aliasedEntryName, ... }

-- Definitiof of the following information object set is deferred, perhaps to standardized
-- profiles ¢r to protocol implementation conformance statements. The set is required to
-- specify g table constraint on the context specifications

SupportedContexts CONTEXT ::= {...}

-- naming @lata types --

Name ::=| CHOICE { -- only one possibility for now -- rdnSequence RDNSequence }
RDNSequence ::= SEQUENCE OF RelativeDistinguishedName
DistinguishedName ::= RDNSequence

ReIativertinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndDistinguishedValue

AttributeTlypeAndDistinguishedValue ;= SEQUENCE {

typ ATTRIBUTE.&id ({SupportedAttributes}),
value ATTRIBUTE.&Type({SupportedAttributes}{@type}),
primaryDistinguished BOOLEAN DEFAULT TRUE,
valliesWithContext SET SIZE (1..MAX) OF SEQUENCE {
distingAttrValue [0] ATTRIBUTE.&Type ({SupportedAttributes}{@type}) OPT
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

-- Ssubtree fata types---

SubtreeSpecification ::= SEQUENCE {

bage [0] LocalName DEFAULT {},

COMPONENTS OF ChopSpecification,
specificationFilter [4] Refinement OPTIONAL }
-- empty sequence specifies whole administrative area

LocalName ::= RDNSequence

ChopSpecification ::= SEQUENCE {
specificExclusions [1] SET SIZE (1..MAX) OF CHOICE {

chopBefore [0] LocalName,

chopAfter [1] LocalName } OPTIONAL,
minimum [2] BaseDistance DEFAULT 0,
maximum [3] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)

156 ITU-T Rec. X.501 (08/2005)

ONAL,


https://iecnorm.com/api/?name=a464a3c7d820543bec6776f636556247

Refinement ::= CHOICE {

item [0]
and [1]
or [2]
not [3]
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OBJECT-CLASS.&id,
SET OF Refinement,
SET OF Refinement,
Refinement }

-- OBJECT-CLASS information object class specification --

OBJECT-CLASS :=
&Superclasses
&kind

CLASS {
OBJECT-CLASS OPTIONAL,
ObjectClassKind DEFAULT structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,

&0

abdtract (0),

OBJECT IDENTIFIER UlillQUE }

&Superclasses ]

&kind ]
&MandatoryAttributes ]
&OptionalAttributes ]
&id }

ObjectCIa{sKind ::= ENUMERATED {

ctural (1),
audiliary (2) }

-- object classes --

top OBJHCT-CLASS ::= {

KIND
MUBST CONTAIN
ID

SUBCLASS OF
MUST CONTAIN
ID

alias OB.ECT-CLASS n=

parent OBJECT-CLASS :

KIND
ID

child OBJECT-CLASS ::=

KIND
ID

abstract
{ objectClass }
id-oc-top }

{

{top}

{ aliasedEntryName }
id-oc-alias }

={
abstract
id-oc-parent }

{
auxiliary
id-oc-child }

-- ATTRIBUTE information object class specification --

ATTRIBUTE\.:= CLASS {

&derivation

&Type
&equality-match
&ordering-match
&substrings-match
&single-valued
&collective
&dummy

ATTRIBUTE OPTIONAL,

OPTIONAL, -- either &Type or &derivation required --
MATCHING-RULE OPTIONAL,

MATCHING-RULE OPTIONAL,

MATCHING-RULE OPTIONAL,

BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE,

-- operational extensions --

&no-user-modification

&usage
&id
WITH SYNTAX {
[ SUBTYPE OF

BOOLEAN DEFAULT FALSE,
AttributeUsage DEFAULT userApplications,
OBJECT IDENTIFIER UNIQUE }

&derivation ]
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[ WITH SYNTAX &Type |

[ EQUALITY MATCHING RULE  &equality-match ]

[ ORDERING MATCHING RULE  &ordering-match ]

[ SUBSTRINGS MATCHING RULE &substrings-match |

[ SINGLE VALUE &single-valued ]

[ COLLECTIVE &collective ]

[ DUMMY &dummy ]

[ NO USER MODIFICATION &no-user-modification ]

[ USAGE &usage ]

ID &id }
AttributeUsage ::= ENUMERATED {

userApplications (0),

directoryOperation 1),

distri tion (7)’

dSAOperation 3)}

-- attribute$ --

objectClass ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
ID id-at-objectClass }

aliasedEntryName ATTRIBUTE ::={

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

ID id-at-aliasedEntryName }

-- MATCHING-RULE information object class specification --

MATCHING-RULE ::= CLASS {
&ParentMatchingRules MATCHING-RULE OPTIONAL,
&AssertionType OPTIONAL,
&uiqueMatchindicator ATTRIBUTE OPTIONAL,
&i OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
[ PARENT &ParentMatchingRules ]
[ SYNTAX &AssertionType ]
[ UNIQUE-MATCH-INDICATOR &uniqueMatchindicator ]

&id }

-- matching rules --
objectldentifierMatch<MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
ID id-mr-objectldentifierMatch }

distinguishedNameMatch MATCHING-RULE ::= {

SYNTAX DistinguishedName
ID id-mr-distinguishedNameMatch }

MAPPING-BASED-MATCHING
{ SelectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule } ::=
CLASS {

&selectBy SelectedBy OPTIONAL,
&ApplicableTo ATTRIBUTE,

&subtypesincluded BOOLEAN DEFAULT TRUE,
&combinable BOOLEAN (combinable),
&mappingResults MappingResult OPTIONAL,
&userControl BOOLEAN DEFAULT FALSE,
&exclusive BOOLEAN DEFAULT TRUE,
&matching-rule MATCHING-RULE.&id (matchingRule),
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&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ SELECT BY &selectBy ]

APPLICABLE TO &ApplicableTo

[ SUBTYPES INCLUDED &subtypesincluded ]

COMBINABLE &combinable

[ MAPPING RESULTS &mappingResults ]

[ USER CONTROL &userControl ]

[ EXCLUSIVE &exclusive ]

MATCHING RULE &matching-rule

ID &id }

-- NAME-FORM information object class specification --

NAME-FORM ::= CLASS {

&namedObjectClass OBJECT-CLASS,

&MpndatoryAttributes ATTRIBUTE,

&OptionalAttributes ATTRIBUTE OPTIONAL,

&i OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

NAMES &namedObjectClass

WITH ATTRIBUTES &MandatoryAttributes

[ AND OPTIONALLY &OptionalAttributes ]

ID &id }

-- STRUCTURE-RULE class and DIT structure rule data types --

STRUCTURE-RULE ::= CLASS {

&nameForm NAME-FORM,
&StiperiorStructureRules STRUCTURE-RULE OPTIONAL;
&i Ruleldentifier }
WITH SYNTAX {
NAME FORM &nameForm
[ SUPERIOR RULES &SuperiorStructureRules ]
ID &id }
DITStructureRule ::= SEQUENCE {
ruleldentifier Ruleldentifier ,
-- shall be unique within the scope of the subschema
nameForm NAME-FORM.&id,

superiorStructureRules  SETF SIZE (1..MAX) OF Ruleldentifier OPTIONAL }

Ruleldentifier ::= INTEGER

-- CONTENT-RULE class and"DIT content rule data types --

CONTENT-RULE ::= CLASS {

&structuralClass OBJECT-CLASS.&id UNIQUE,

&Auxiliaries OBJECT-CLASS OPTIONAL,
&Mpandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }

WITH SYNTAX {
STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES &Auxiliaries ]

[ MUST CONTAIN &Mandatory ]
[ MAY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ]}

DITContentRule ::= SEQUENCE {
structuralObjectClass OBJECT-CLASS.&id,

auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [1] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optional [2] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
precluded [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }
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CONTEXT ::= CLASS {

&Type,

&DefaultValue OPTIONAL,

&Assertion OPTIONAL,

&absentMatch BOOLEAN DEFAULT TRUE,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
WITH SYNTAX &Type
[ DEFAULT-VALUE &DefaultValue ]
[ ASSERTED AS  &Assertion ]
[ ABSENT-MATCH &absentMatch ]
ID &id }

DITConte CE {

attributeType ATTRIBUTE.&id,

mahdatoryContexts[1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optjonalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }

DIT-CONTEXT-USE-RULE ::= CLASS {

&attributeType ATTRIBUTE.&id UNIQUE,
&Mpandatory CONTEXT OPTIONAL,
&Optional CONTEXT OPTIONAL }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[ MANDATORY CONTEXTS &Mandatory ]
[ OPTIONAL CONTEXTS &Optional ] }
FRIENDS |::= CLASS {
&anchor ATTRIBUTE.&id UNIQUE,
&Friends ATTRIBUTE }
WITH SYNTAX {
ANCHOR &anchor
FRIENDS &Friends }

-- system gchema information objects --
-- object classes --

subentry (OBJECT-CLASS ::={
SUBCLASS OF {top}

KIND structural

MUST CONTAIN { commonName | subtreeSpecification }

ID id-sc-subentry }
subentryNameForm NAME-FORM ::= {

NAMES subentry

WITH ATTRIBUTES { commonName }

ID id-nf-subentryNameForm }
accessControlSubentry OBJECT-CLASS := {

KIND auxiliary

ID id-sc-accessControlSubentry }

collectiveAttributeSubentry OBJECT-CLASS ::= {
KIND auxiliary

ID

id-sc-collectiveAttributeSubentry }

contextAssertionSubentry OBJECT-CLASS ::= {

KIND

auxiliary

MUST CONTAIN  {contextAssertionDefaults}

ID id-sc-contextAssertionSubentry }
serviceAdminSubentry OBJECT-CLASS ::= {

KIND auxiliary

MUST CONTAIN { searchRules }

ID id-sc-serviceAdminSubentry }
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subtreeSpecification ATTRIBUTE ::= {

WITH SYNTAX
USAGE
ID

SubtreeSpecification

directoryOperation
id-oa-subtreeSpecification }

administrativeRole ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

{
L3

OBJECT-CLASS.&id
objectldentifierMatch
directoryOperation
id-oa-administrativeRole }

--as per42.3b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1

--as per42.3b) orc) of ITU-T Rec. X.680 | ISO/IEE"8824-1

SINGLE VALUE
NO|USER MODIFICATION
USAGE

subschenjaTimestamp ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
ORPERING MATCHING RULE
SINGLE VALUE

NO|USER MODIFICATION
USAGE

ID

creatorsName ATTRIBUTE »:=1{
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NOJUSER MODIFICATION
USAGE
ID

modifiersName ATTRIBUTE ::= {

--as per42.3 b) or c) of I;TU-T Rec. X.680 | ISO/IEC 8824-1

GeneralizedTime

generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-createTimestamp }

GeneralizedTime

generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-modifyTimestamp }

GeneralizedTime

generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-subschemaTimestamp }

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-creatorsName }

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

subschemaSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-modifiersName }

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-subschemaSubentryList }
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accessControlSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-accessControlSubentryList }

collectiveAttributeSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

WITH SYNTAX

EQUALITY MATCHING RULE
NO|USER MODIFICATION
USAGE

ID

hasSuborgdinates ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NOJUSER MODIFICATION
USAGE

collectiveExclusions ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

contextAssertionDefaults ATTRIBUTE ::

WITH SYNTAX

EQUALITY MATCHING-RULE
USAGE

ID

searchRules ATTRIBUTE ::= {

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-collectiveAttributeSubentryList }

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-contextDefaultSubentryList }

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-serviceAdminSubentrybist }

BOOLEAN
booleanMatch

TRUE

TRUE
directoryOperation
id-oa-hasSubordinates }

OBJECT IDENTIFIER
objectldentifierMatch
directoryOperation
id-oa-collectiveExclusions }

1]
~

TypeAndContextAssertion
objectldentifierFirstComponentMatch
directoryOperation
id-oa-contextAssertionDefault }

WITH SYNTAX SearchRuleDescription
EQUALITY\MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation
ID id-oa-searchRules }
SearchRuleDescription ::= SEQUENCE {
COMPONENTS OF SearchRule,
name [28] SET SIZE (1 .. MAX) OF DirectoryString { ub-search } OPTIONAL,
description [29] DirectoryString { ub-search } OPTIONAL }

hierarchyLevel ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID
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HierarchyLevel ::= INTEGER

hierarchyBelow ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

HierarchyBelow ::= BOOLEAN

hierarchyParent ATTRIBUTE ::= {
WITH.SYNTAX

HierarchyBelow
booleanMatch
TRUE

TRUE
directoryOperation

id-oa-hierarchyBelow }

Disti i me

ISO/IEC 9594-2:2005 (E)

EQUALITY MATCHING RULE
SINGLE VALUE

USAGE

ID

hierarchyTop ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
USAGE
ID

-- object identifier assignments --

-- object classes --

distinguishedNameMatch

TRUE
directoryOperation

id-oa-hierarchyParent }

DistinguishedName

distinguishedNameMatch

TRUE
directoryOperation
id-oa-hierarchyTop }

id-oc-top OBJECT IDENTIFIER::= {id-oc 0}
id-oc-alias OBJECT IDENTIFIER::= {id-oc 1}
id-oc-parent OBJECT IDENTIFIER::= {id-oc 28}
id-oc-chil OBJECTIDENTIFIER::= {id-oc 29}
-- attribute§ --

id-at-obje¢tClass OBJECT IDENTIFIER::= {id-at 0}
id-at-aliaspdEntryName OBJECT IDENTIFIER::= {id-at 1}
-- matching rules --

id-mr-objgctldentifierMatch OBJECT IDENTIFIER::= {id-mr 0}
id-mr-distinguishedNameMatch OBJECT IDENTIFIER::= {id-mr 1}
-- operatiopal attributes<=

id-oa-excludeAllCollectiveAttributes = OBJECT IDENTIFIER = {id-oa 0}
id-oa-createTimestamp OBJECT IDENTIFIER = {id-oa 1}
id-oa-modifyTimestamp OBJECT IDENTIFIER = {id-oa 2}
id-oa-creatorsName OBJECT IDENTIFIER = {id-oa 3}
id-oa-modifiersName OBJECT IDENTIFIER = {id-oa 4}
id-oa-administrativeRole OBJECT IDENTIFIER = {id-oa 5}
id-oa-subtreeSpecification OBJECT IDENTIFIER = {id-oa 6}
id-oa-collectiveExclusions OBJECT IDENTIFIER = {id-oa 7}
id-oa-subschemaTimestamp OBJECT IDENTIFIER = {id-oa 8}
id-oa-hasSubordinates OBJECT IDENTIFIER = {id-oa 9}
id-oa-subschemaSubentryList OBJECT IDENTIFIER = {id-oa 10}
id-oa-accessControlSubentryList OBJECT IDENTIFIER = {id-oa 11}
id-oa-collectiveAttributeSubentryList OBJECT IDENTIFIER = {id-oa 12}
id-oa-contextDefaultSubentryList OBJECT IDENTIFIER = {id-oa 13}
id-oa-contextAssertionDefault OBJECT IDENTIFIER = {id-oa 14}
id-oa-serviceAdminSubentryList OBJECT IDENTIFIER = {id-oa 15}
id-oa-searchRules OBJECT IDENTIFIER = {id-oa 16}
id-oa-hierarchyLevel OBJECT IDENTIFIER = {id-oa 17}
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id-oa-hierarchyBelow
id-oa-hierarchyParent
id-oa-hierarchyTop

-- subentry classes --

id-sc-subentry
id-sc-accessControlSubentry
id-sc-collectiveAttributeSubentry
id-sc-contextAssertionSubentry
id-sc-serviceAdminSubentry

-- Name forms --

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-oa 18}
{id-oa 19}
{id-oa 20}

{id-sc 0}
{id-sc 1}
{id-sc 2}
{id-sc 3}
{id-sc 4}

id-nf-subentryNameForm
-- administrative roles --
id-ar-autohomousArea

id-ar-accelssControlSpecificArea
id-ar-accessControlinnerArea

id-ar-sub§chemaAdminSpecificArea
id-ar-collectiveAttributeSpecificArea

id-ar-collectiveAttributelnnerArea
id-ar-contextDefaultSpecificArea
id-ar-serviceSpecificArea

END -- InformationFramework

OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-nf 16}

{id-ar 1}
{id-ar 2}
{id-ar 3}
{id-ar 4}
{id-ar,5}
{id-ar-6}
{id-ar 7}
{id-ar 8}
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Annex C

SubSchema Administration Schema in ASN.1
(This annex forms an integral part of this Recommendation | International Standard)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined
in clause 15 in the form of an ASN.1 module, SchemaAdministration.

SchemaAdministration {joint-iso-itu-t ds(5) module(1) schemaAdministration(23) 5}
DEFINITIQNS+=
BEGIN

-- EXPORTS All --

-- The typds and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to accéess

-- Directory services. Other applications may use them for their own purposes, but this will not constrain

-- extensiohs and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITY-T Rec. X.501 | ISO/IEC 9594-2

id-goa, id-soc, informationFramework, selectedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

ATTRIBUTE, AttributeUsage, CONTEXT, DITContentRule; DITStructureRule, MATCHING-RULE,
NAME-FORM, OBJECT-CLASS, ObjectClassKind, objectldentifierMatch
FROM InformationFramework informationFramework
-- from ITY-T Rec. X.520 | ISO/IEC 9594-6
DirectoryString {}, integerFirstComponentMatch, integerMatch,
objectldentifierFirstComponentMatch
FROM SelectedAttributeTypes selectedAttributeTypes

ub-schema
FROM UpperBounds upperBounds;

-- types --

DITStructureRuleDescription ::= SEQUENCE {
COMPONENTS-OF DITStructureRule,

name [1] SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
degcription DirectoryString { ub-schema } OPTIONAL,
obsgolete BOOLEAN DEFAULT FALSE }

DITContentRuleDescription ::= SEQUENCE {
COMPONENTS OF DITContentRule,
name [4] SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }

MatchingRuleDescription ::= SEQUENCE {
identifier MATCHING-RULE.&id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] DirectoryString { ub-schema } OPTIONAL }

-- describes the ASN.1 syntax

AttributeTypeDescription ::= SEQUENCE {
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identifier

name
description
obsolete
information [0]

ATTRIBUTE.&id,

SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
DirectoryString { ub-schema } OPTIONAL,

BOOLEAN DEFAULT FALSE,
AttributeTypelnformation }

AttributeTypelnformation ::= SEQUENCE {
derivation [0] ATTRIBUTE.&id OPTIONAL,
equalityMatch [11 MATCHING-RULE.&id OPTIONAL,
orderingMatch [2] MATCHING-RULE.&id OPTIONAL,
substringsMatch  [3] MATCHING-RULE.&id OPTIONAL,
attributeSyntax [4] DirectoryString { ub-schema } OPTIONAL,
multi-valued [5] BOOLEAN DEFAULT TRUE,
collective [6] BOOLEAN DEFAULT FALSE,
userModifiable  [7] BOOLEAN DEEAULT TRUE,
application AttributeUsage DEFAULT userAppIicatior‘s}
ObjectClagsDescription ::= SEQUENCE {

identifier

name
degcription
obgolete
infgrmation [0]

ObjectClagsIinformation
sulclassOf
kingd
mahdatories [3]
optjonals [4]

NameFormDescription
identifier
name
degcription
obsolete
infgrmation [0]

NameForminformation
subordinate

narhingOptionals

OBJECT-CLASS.&id,
SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,

DirectoryString { ub-schema } OPTIONAL,
BOOLEAN DEEAULT FALSE,
ObjectClassinformation }
::= SEQUENCE {

SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
ObjectClassKind DEFAULT structural,
SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

::= SEQUENCE {

NAME-FORM.&id,

SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
DirectoryString { ub-schema } OPTIONAL,

BOOLEAN DEFAULT FALSE;

NameForminformation }

1= SEQUENCE {

OBJECT-CLASS.&id,

namingMandatoriesSET OF ATTRIBUTE.&id,

SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

MatchingRuleUseDescription

identifier

narhe
degcription
obgolete
information [0]

ContextDeéscription-::= SEQUENCE {

1= SEQUENCE {

MATCHING-RULE.&id,

SET.SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
DirectoryString { ub-schema } OPTIONAL,
BOOLEAN DEFAULT FALSE,
SET OF ATTRIBUTE.&id }

identifier CONTEXT.&id,

name SET SIZE (1..MAX) OF DirectoryString {ub-schema} OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0]

Contextinformation }

Contextinformation ::= SEQUENCE {

syntax
assertionSyntax

DITContextUseDescription

identifier

name
description
obsolete
information [0]

DirectoryString { ub-schema },
DirectoryString { ub-schema } OPTIONAL }

;= SEQUENCE {
ATTRIBUTE.&id,
SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
DirectoryString { ub-schema } OPTIONAL,
BOOLEAN DEFAULT FALSE,

DITContextUselnformation }
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DITContextUselnformation ::= SEQUENCE {
mandatoryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }

-- object classes --

subschema OBJECT-CLASS ::= {
KIND auxiliary
MAY CONTAIN {
dITStructureRules |
nameForms |
diTContentRules |
objectClasses |

—attributeTypes |

ISO/IEC 9594-2:2005 (E)

friends |
contextTypes |
diTContextUse |
matchingRules |
matchingRuleUse }
ID id-soc-subschema }

-- attribute$ --

dITStructyreRules ATTRIBUTE ::= {

WITH SYNTAX DITStructureRuleDescription

EQUALITY MATCHING RULE integerFirstComponentMatch

USAGE directoryOperation

ID id-soa-dITStructureRule }
diTContentRules ATTRIBUTE ::= {

WITH SYNTAX DITContentRuleDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-diTContentRules }
matchingRules ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-matchingRules }

attributeTypes ATTRIBUTE ::= {

WITH SYNTAX AttributeTypeDescription

EQUALITY MATCHING-RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-attributeTypes }
objectClagses ATTRIBUTE ::= {

WITH SYNTAX ObjectClassDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-objectClasses }

nameForms ATTRIBUTE ::= {

WITH SYNTAX NameFormDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-nameForms }

matchingRuleUse ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-matchingRuleUse }
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structuralObjectClass ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

governingStructureRule ATTRIBUTE ::= {

OBJECT IDENTIFIER
objectldentifierMatch

TRUE

TRUE

directoryOperation
id-soa-structuralObjectClass }

WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-soa-governingStructureRule }
contextTypes ATTRIBUTE ::= {
WITH SYNTAX ContextDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-contextTypes }
dITContextUse ATTRIBUTE ::= {
WITH SYNTAX DITContextUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITContextUse }
friends ATTRIBUTE ::= {
WITH SYNTAX FriendsDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-friends'}

FriendsDgscription
anghor
narhe

degcription

ob%.cl)lete

friends [0]

::= SEQUENCE {

-- object identifier assignments --

-- schema pbject classes --

ATTRIBUTE.&id,

SET SIZE (1..MAX):OF DirectoryString { ub-schema }
DirectoryString {ub-schema }

BOOLEAN DEFAULT FALSE,

SET OF ATTRIBUTE.&id }

OPTIONA
OPTIONA

d

id-soc-subpschema OBJECT IDENTIFIER = {id-soc 1}
-- schema pperational attributes --

id-soa-dIT|StructureRule OBJECT IDENTIFIER = {id-soa 1}
id-soa-dIT|ContentRules OBJECT IDENTIFIER = {id-soa 2}
id-soa-maIchingRuIes OBJECT IDENTIFIER = {id-soa 4}
id-soa-attfibuteTypes OBJECT IDENTIFIER = {id-soa 5}
id-soa-objectClasses OBJECT IDENTIFIER = {id-soa 6}
id-soa-nameForms OBJECT IDENTIFIER = {id-soa 7}
id-soa-matchingRuleUse OBJECT IDENTIFIER = {id-soa 8}
id-soa-structuralObjectClass OBJECT IDENTIFIER = {id-soa 9}
id-soa-governingStructureRule OBJECT IDENTIFIER = {id-soa 10}
id-soa-contextTypes OBJECT IDENTIFIER = {id-soa 11}
id-soa-dITContextUse OBJECT IDENTIFIER = {id-soa 12}
id-soa-friends OBJECT IDENTIFIER = {id-soa 13}

END -- SchemaAdministration
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Annex D

Service Administration in ASN.1

ISO/IEC 9594-2:2005 (E)

(This annex forms an integral part of this Recommendation | International Standard)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined

in clause 16 in the form of an ASN.1 module, ServiceAdministration.

ServiceAdministration {joint-iso-itu-t ds(5) module(1) serviceAdministration(33) 5}
DEFINITIQNS+=

BEGIN

-- EXPORTS All --

-- The typds and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to accéess
-- Directory services. Other applications may use them for their own purposes, but this will not constrain

-- extensiohs and modifications needed to maintain or improve the Directory service.
IMPORTS
-- from ITY-T Rec. X.501 | ISO/IEC 9594-2
directoryAbstractService, informationFramework
ATTRIBUTE, AttributeType, CONTEXT, MATCHING-RULE; OBJECT-CLASS,
SupportedAttributes, SupportedContexts
FROM InformationFramework informationFramework
-- from ITY-T Rec. X.511 | ISO/IEC 9594-3
FarmilyGrouping, FamilyReturn, HierarchySelections, SearchControlOptions,

SernviceControlOptions
FROM DirectoryAbstractService-directoryAbstractService ;

-- types --

SearchRulje ::= SEQUENCE {

COMPONENTS OF SearchRuleld,

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

seryiceType [1] OBJECT IDENTIFIER OPTIONAL,
usgrClass [2] INTEGER OPTIONAL,
inputAttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
attriibuteCombination [4] AttributeCombination DEFAULT|and : { },
outputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defaultControls [6] ControlOptions OPTIONAL,
mahdatoryControls [7] ControlOptions OPTIONAL,
searchRuleControls [8] ControlOptions OPTIONAL,
familyGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
relaxation [11] RelaxationPolicy OPTIONAL,
additionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
allowedSubset [13] AllowedSubset DEFAULT "111'B,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL }
SearchRuleld ::= SEQUENCE {
id INTEGER,

dmdid [0] OBJECT IDENTIFIER }

AllowedSubset ::= BIT STRING { baseObject (0), oneLevel (1), wholeSubtree (2) }
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ImposedSubset ::= ENUMERATED { baseObject (0), oneLevel (1), wholeSubtree (2) }

RequestAttribute ::= SEQUENCE {

attributeType ATTRIBUTE.&id ({ SupportedAttributes }),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }) } OPTIONAL,
contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and : { },
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL }
ContextPriofile ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValue SEQUENCE SIZE (1..MAX) OF CONTEXT.&Assertion

ContextCombination ::= CHOICE {

corjtext [0] CONTEXT.&id({SupportedContexts}),
ang [11 SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
not [3] ContextCombination }

MatchingUse ::= SEQUENCE {

restrictionType MATCHING-RESTRICTION.&id ({SupportedMatchingRestrictions}),

restrictionValue MATCHING-RESTRICTION.&Restriction

-- Definitiof of the following information object set is deferred, perhaps to standardized
-- profiles ¢r to protocol implementation conformance statements\The set is required to
-- specify g table constraint on the components of SupportedMatchingRestrictions
SupportedMatchingRestrictions MATCHING-RESTRICTION ::= {...}

AttributeGombination ::= CHOICE {

attnibute [0] AttributeType,

ang [11 SEQUENCE OF AttributeCombination,

or [2] SEQUENCE OF AttributeCombination,

not [3] AttributeCombination }
ResultAttiibute ::= SEQUENCE{

attributeType ATTRIBUTE.&id ({ SupportedAttributes }),

outputValues CHOICE {

selectedValues SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }),
matchedValuesOnly NULL } OPTIONAL,

contexts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL }

ControlOptions—:= SEQUENCE {
seryiceControls [0] ServiceControlOptions  DEFAULT {},

({SupportedContexts}{@contextType}) OPTIONAL }

({SupportedMatchingRestrictions}{@restrictionType}) }

searchOptions [1] SearchControlOptions DEFAULT { searchAliases },
hierarchyOptions [2] HierarchySelections OPTIONAL }

EntryLimit ::= SEQUENCE {
default INTEGER,
max INTEGER }

RelaxationPolicy ::= SEQUENCE {
basic [0] MRMapping DEFAULT { },
tightenings [1] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
maximum  [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1}
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MRMapping ::= SEQUENCE {
mapping  [0]
substitution [1]

Mapping ::= SEQUENCE {

SEQUENCE SIZE (1..MAX) OF Mapping
SEQUENCE SIZE (1..MAX) OF MRSubstitution
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OPTIONAL,
OPTIONAL }

mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY { -- shall be an
-- object identifier of a mapping-based matching algorithm -- } ),

level

MRSubstitution
attribute
oldMatchingRule [0]
newMatchingRule [1]

::= SEQUENCE {

INTEGER DEFAULT 0}

AttributeType,
MATCHING-RULE.&id OPTIONAL,
MATCHING-RULE.&id OPTIONAL }

-- ASN.1 information object classes --

SEARCH-RULE ::= CLASS {
&dmdld OBJECT IDENTIFIER,
&serviceType OBJECT IDENTIFIER OPTIONAL,
&userClass INTEGER OPTIONAL,
&InputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&combination AttributeCombination OPTIONAL,
&OptputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defaultControls ControlOptions OPTIONAL,
&miandatoryControls ControlOptions OPTIONAL,
&sé¢archRuleControls ControlOptions OPTIONAL,
&familyGrouping FamilyGrouping OPTIONAL,
&familyReturn FamilyReturn OPTIONAL,
&additionalControl AttributeType OPTIONAL,
&rellaxation RelaxationPolicy OPTIONAL,
&allowedSubset AllowedSubset DEFAULT '111'B,
&inmpposedSubset ImposedSubset OPTIONAL,
&entryLimit EntryLimit OPTIONAL,
&i INTEGER UNIQUE}

WITH SYNTAX {
DMpD ID &dmdid
[ SERVICE-TYPE &serviceType ]
[ UBER-CLASS &userClass ]
[ INPUT ATTRIBUTES &InputAttributeTypes ]
[ COMBINATION &combination ]
[ OUTPUT ATTRIBUTES &OutputAttributeTypes ]
[ DEFAULT CONTROL &defaultControls ]
[ MANDATORY CONTROL: &mandatoryControls ]
[ SEARCH-RULE CONTFROL &searchRuleControls ]
[ FAMILY-GROUPING &familyGrouping ]
[ FAMILY-RETURN &familyReturn ]
[ APDITIONAL CONTROL &additionalControl ]
[ RELAXATION &relaxation ]
[ ALLOWED _SUBSET &allowedSubset ]
[ IMPOSED.SUBSET &imposedSubset ]
[ ENTRY EIMIT &entryLimit ]
ID &id }

REQUEST-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE.&id,
&SelectedValues ATTRIBUTE.&Type OPTIONAL,
&DefaultValues SEQUENCE {

entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type} OPTIONAL,

&contexts SEQUENCE OF ContextProfile OPTIONAL,
&contextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,

&includeSubtypes
WITH SYNTAX {

ATTRIBUTE TYPE

[ SELECTED VALUES

BOOLEAN

&attributeType
&SelectedValues ]

DEFAULT FALSE}
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[ DEFAULT VALUES

[ CONTEXTS

[ CONTEXT COMBINATION
[ MATCHING USE

[ INCLUDE SUBTYPES

RESULT-ATTRIBUTE ::= CLASS {
&attributeType
&outputValues

selectedValues
matchedValuesOnly
&contexts

WITH SYNTAX {
ATTRIBUTE TYPE
[ Ol
[ CONTEXTS

MATCHIN
&R
&R
&id|

WITH SYNTAX {
REBTRICTION
RULES
ID

G-RESTRICTION ::= CLASS {
bstriction,
liles

&Restriction
&Rules
&id }

END -- SgrviceAdministration

&DefaultValues ]
&contexts ]
&contextCombination ]
&MatchingUse ]
&includeSubtypes ] }

ATTRIBUTE.&id,

CHOICE {
SEQUENCE OF ATTRIBUTE.&Type,

NULL } OPTIONAL,
ContextProfile OPTIONAL }

&attributeType

1

&contexts ] }

MATCHING-RULE.&id,
OBJECT IDENTIFIER UNIQUE }
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Annex E

Basic Access Control in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of all of the ASN.1 type and value definitions for Basic Access Control. The definitions
form the ASN.1 module BasicAccessControl.

BasicAccessControl {joint-iso-itu-t ds(5) module(1) basicAccessControl(24) 5}
DEFINITIQNS =
BEGIN

-- EXPORTS All --

-- The typds and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to access

-- Directory services. Other applications may use them for their own purposes, but this will not constrain

-- extensiohs and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITY-T Rec. X.501 | ISO/IEC 9594-2
dir¢ctoryAbstractService, id-aca, id-acScheme, informationFramework,
selectedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)usefulDefinitions(0) 5}
ATTRIBUTE, AttributeType, ContextAssertion, DistinguishedName, MATCHING-RULE,

objpctldentifierMatch, Refinement, SubtreeSpecification, SupportedAttributes
FROM InformationFramework informationFramework

- from ITY-T Rec. X.511 | ISO/IEC 9594-3

Filter
FROM DirectoryAbstractService-directoryAbstractService

-- from ITY-T Rec. X.520 | ISO/IEC 9594-6
DirectoryString{}, directoryStringFirstComponentMatch, NameAndOptionalUID,

Uniqueldentifier
FROM SelectedAttributeTypes selectedAttributeTypes

ub-tag
FROM UpperBounds upperBounds ;
-- types --
AClitem :[=¢(SEQUENCE {
identificationTag DirectoryString { ub-tag }.
precedence Precedence,
authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOICE {
itemFirst [0] SEQUENCE {
protecteditems Protectedltems,
itemPermissions SET OF ItemPermission },
userFirst [1] SEQUENCE {
userClasses UserClasses,
userPermissions SET OF UserPermission } }}

Precedence ::= INTEGER (0..255)
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Protecteditems ::= SEQUENCE {
entry [0] NULL OPTIONAL,
allUserAttributeTypes [1] NULL OPTIONAL,
attributeType [2] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allAttributeValues [3] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributeValue [5] SET SIZE (1..MAX) OF AttributeTypeAndValue OPTIONAL,
selfValue [6] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
rangeOfValues [7]1 Filter OPTIONAL,
maxValueCount [8] SET SIZE (1..MAX) OF MaxValueCount OPTIONAL,
maximmSub [9] INTEGER OPTIONAL,
restrictedBy [10] SET SIZE (1..MAX) OF RestrictedValue OPTIONAL,
contexts [11] SET SIZE (1..MAX) OF ContextAssertion OPTIONAL,
classes [12] Refinement OPTIONAL

}

MaxValueCount ::= SEQUENCE {
typ AttributeType,
makCount INTEGER }

RestrictedValue ::= SEQUENCE {
typ AttributeType,
valtiesin AttributeType }

UserClasges ::= SEQUENCE {

NULL
NULL

sers [0]

subtree [4]

ItemPermission ::= SEQUENCE ({
precedence

usgrClasses UserClasses,

graptsAndDenials GrantsAndDenials }

UserPermjssion ::= SEQUENCE {
precedence

protecteditems
gra

AuthenticationLevel ::= CHOICE {
badicLevels SEQUENCE {
level
localQualifier
signed

other EXTERNAL }

GrantsAn¢gDenials ::= BIT STRING {

Precedence OPTIONAL,
-- defaults to precedence in AC€lltem

Precedence OPTIONAL,

-- defaultstoprecedence in AClltem
Protecteditems,

tsAndDenials GrantsAndDenials }

SET SIZE (1..MAX) OF NameAndOptionalUID
SET SIZE (1..MAX) OF NameAndOptionalUID.
-- dn component shall be the name of an
-- entry of GroupOfUniqueNames

SET SIZE (1..MAX) OF SubtreeSpecification

OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,

OPTIONAL }

ENUMERATED { none (0), simple (1), strong (2) },
INTEGER OPTIONAL,
BOOLEAN DEFAULT FALSE },

-- permissions that may be used in conjunction

-- with any component of Protectedltems

grantAdd (0),
denyAdd (1),
grantDiscloseOnError (2),
denyDiscloseOnError (3),
grantRead (4),
denyRead (5),
grantRemove (6),
denyRemove (7),
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-- permissions that may be used only in conjunction

-- with the entry component

grantBrowse (8),

denyBrowse (9),

grantExport (10),
denyExport (11),
grantimport (12),
denylmport (13),
grantModify (14),
denyModify (15),
grantRename (16),
denyRename (17),
grantReturnDN (18),
denyReturnDN (19),

- pnrmieeinnc that-mav be used in coniunction
7 J
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-- with any component, except entry, of Protectedltems

grantCompare (20),
denyCompare (21),
grantFilterMatch (22),
denyFilterMatch (23),
grantinvoke (24),
denyinvoke (25) }
AttributeTlypeAndValue ::= SEQUENCE {

varpe

-- attribute$ --

accessControlScheme ATTRIBUTE ::

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

USAGE

ID

prescriptiveACl ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

entryACl ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING-RULE
USAGE
ID

subentryACl ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY\MATCHING RULE
USAGE
ID

{

ATTRIBUTE.&id ({SupportedAttributes}),
ATTRIBUTE.&Type({SupportedAttributes}{@type}) }

OBJECT IDENTIFIER
objectldentifierfMatch

TRUE

directoryOperation
id-aca-accessControlScheme }

AClitem
directoryStringFirstComponentMatch
directoryOperation
id-aca-prescriptiveACl }

AClitem
directoryStringFirstComponentMatch
directoryOperation

id-aca-entryACl }

AClitem
directoryStringFirstComponentMatch
directoryOperation
id-aca-subentryACl }

-- object identifier assignments --

-- attributes --

id-aca-accessControlScheme

id-aca-pre
id-aca-ent|

scriptiveACI
ryACI

id-aca-subentryACI

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
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-- access control schemes —

basicAccessControlScheme
simplifiedAccessControlScheme
rule-based-access-control
rule-and-basic-access-control
rule-and-simple-access-control

END -- BasicAccessControl

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-acScheme 1}
{id-acScheme 2}
{id-acScheme 3}
{id-acScheme 4 }
{id-acScheme 5}
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Annex F

DSA Operational Attribute Types in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type and value definitions contained in clauses 23 and 24 in the form of an ASN.1
module, DSAOperationalAttributeTypes.

DSAOperationalAttributeTypes {joint-iso-itu-t ds(5) module(1) dsaOperationalAttributeTypes(22) 5}
DEFINITIQNS+=
BEGIN

-- EXPORTS All --

-- The typds and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to accéess

-- Directory services. Other applications may use them for their own purposes, but this will not constrain

-- extensiohs and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITY-T Rec. X.501 | ISO/IEC 9594-2
distributedOperations, id-doa, id-kmr, informationFramework, opBindingManagement,
selectedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)usefulDefinitions(0) 5}

ATTRIBUTE, MATCHING-RULE, Name
FROM InformationFramework informationFramework

OperationalBindingID
FROM OperationalBindingManagement opBindingManagement

-- from ITY-T Rec. X.518 | ISO/IEC 9594-4

AcgessPoint, DitBridgeKnowledge, MasterAndShadowAccessPoints
FROM DistributedOperations distributedOperations

-- from ITY-T Rec. X.520 | ISO/IEC 9594-6

bit$tringMatch, directoryStringFirstComponentMatch
FROM SelectedAttributeTypes selectedAttributeTypes ;

-- data types --
DSEType |::= BIT'STRING {
ro (0), -- root DSE --
gIL?F (1), -- represents knowledge of a name only --
cp (2). -- context prefix --
entry (3), -- object entry --
alias (4), -- alias entry --
subr (5), -- subordinate reference --
nssr (6), -- non-specific subordinate reference --
supr (7), -- superior reference --
xr (8), -- cross reference --
admPoint (9), -- administrative point --
subentry (10), -- subentry --
shadow (11), -- shadow copy --
immSupr (13), -- immediate superior reference --
rhob (14), -- rhob information --
sa (15), -- subordinate reference to alias entry --
dsSubentry (16), -- DSA Specific subentry --
familyMember (17), -- family member --
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ditBridge (18),
writeableCopy (19) }

SupplierOrConsumer ::= SET {
COMPONENTS OF
agreementiD [3]

Supplierinformation ::= SET {

-- DIT bridge reference --
-- writeable copy --

AccessPoint,-- supplier or consumer --
OperationalBindingID }

COMPONENTS OF SupplierOrConsumer, -- supplier --

supplier-is-master [4] BOOLEAN DEFAULT TRUE,

non-supplying-master [5] AccessPoint OPTIONAL }
Consumerinformation ::= SupplierOrConsumer -- consumer --
Supplier == SET{

COMPONENTS OF AccessPoint, -- supplier --

corjsumers [3] SET OF AccessPoint }

-- attribute [types --

SINGLE VALUE
NO|USER MODIFICATION
USAGE

superiorKnowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO|USER MODIFICATION
USAGE
ID

specificKmowledge ATTRIBUTE "::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NOJUSER MODIFICATION
USAGE
ID

nonSpecificKnowledge ATTRIBUTE := {

DSEType
bitStringMatch
TRUE

TRUE
dSAOperation
id-doa-dseType }

AccessPoint
accessPointMatch
TRUE

TRUE

dSAOperation
id-doa-myAccessPoint }

AccessPoint
accessPointMatch

TRUE

dSAOperation
id-doa-superiorKnowledge }

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch
TRUE

TRUE

distributedOperation
id-doa-specificKnowledge }

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

supplierKnowledge ATTRIBUTE := {
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID
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consumerKnowledge ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID

ditBridgeKnowledge ATTRIBUTE .= {

Consumerinformation
supplierOrConsumerinformationMatch
TRUE

dSAOperation
id-doa-consumerKnowledge }

SupplierAndConsumers
supplierAndConsumersMatch
TRUE

dSAOperation
id-doa-secondaryShadows }

WITH SYNTAX

EQUALITY MATCHING RULE
NO|USER MODIFICATION
USAGE

ID

-- matching rules --

accessPo|ntMatch MATCHING-RULE ::= {

SYNTAX Name

ID id-kmr-accessPointMatch }
masterAngdShadowAccessPointsMatch MATCHING-RULE ::= {

SYNTAX SET OF Name

ID id-kmr-masterShadowMatch }
supplierOfConsumerinformationMatch MATCHING-RULE ::= {

SYNTAX SET {
ae-title
agreement-identifier

ID id-kmr-supplierConsumerMatch }

supplierAndConsumersMatch MATCHING-RULE.:= {

SYNTAX Name

ID id-kmr-supplierConsumersMatch }

-- object identifier assignments --

-- dsa opefational attributes --

id-doa-ds¢Type
id-doa-mylAccessPoint

DitBridgeKnowledge
directoryStringFirstComponentMatch
TRUE

dSAOperation
id-doa-ditBridgeKnowledge }

[0] Name,
[2] INTEGER\}

OBJECT IDENTIFIER = {id-doa 0}

OBJECT IDENTIFIER = {id-doa 1}
id-doa-superiorKnowledge OBJECT IDENTIFIER = {id-doa 2}
id-doa-spé¢cificKnowledge OBJECT IDENTIFIER = {id-doa 3}
id-doa-nonSpecificKnowledge OBJECT IDENTIFIER = {id-doa 4}
id-doa-supplierKnowledge OBJECT IDENTIFIER = {id-doa 5}
id-doa-copsumerKnowledge OBJECT IDENTIFIER = {id-doa 6}
id-doa-secondaryShadows OBJECT IDENTIFIER = {id-doa 7}
id-doa-ditBridgeKnowledge OBJECT IDENTIFIER = {id-doa 8}
-- knowledge matching rules --
id-kmr-accessPointMatch OBJECT IDENTIFIER = {id-kmr 0}
id-kmr-masterShadowMatch OBJECT IDENTIFIER = {id-kmr 1}
id-kmr-supplierConsumerMatch OBJECT IDENTIFIER = {id-kmr 2}
id-kmr-supplierConsumersMatch OBJECT IDENTIFIER = {id-kmr 3}

END -- DSAOperationalAttribute Types

ITU-T Rec. X.501 (08/2005) 179


https://iecnorm.com/api/?name=a464a3c7d820543bec6776f636556247

ISO/IEC 9594-2:2005 (E)

Annex G

Operational Binding Management in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type, value and information object class definitions regarding Operational
Bindings relevant to this Directory Specification in the form of the ASN.1 module OperationalBindingManagement.

OperationalBindingManagement {joint-iso-itu-t ds(5) module(1) opBindingManagement(18) 5}
DEFINITIQNS+=
BEGIN

-- EXPORTS All --

-- The typds and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to accéess

-- Directory services. Other applications may use them for their own purposes, but this will not constrain

-- extensiohs and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITY-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, directoryShadowAbstractService, distributedOperations,
directoryOSIProtocols, enhancedSecurity, hierarchicalOperationalBindings,
corpmonProtocolSpecification

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

OPTIONALLY-PROTECTED-SEQ
FROM EnhancedSecurity enhancedSecurity.

hietarchicalOperationalBinding, nonSpecificHierarchicalOperationalBinding
FROM HierarchicalOperationalBindings hierarchicalOperationalBindings

- from ITY-T Rec. X.511 | ISO/IEC 9594-3

CommonResultsSeq, directoryBind, securityError, SecurityParameters
FROM DirectoryAbstractService directoryAbstractService

-- from ITY-T Rec. X.518 | ISO/IEC:9594-4

Acg¢essPoint
FROM DistributedOperations distributedOperations

-- from ITY-T Rec. X619 ISO/IEC 9594-5

id-grr-operationalBindingError, id-op-establishOperationalBinding,
id-gp<modifyOperationalBinding, id-op-terminateOperationalBinding,
OPERATION, ERROR

FROM CommonProtocolSpecification commonProtocolSpecification

APPLICATION-CONTEXT
FROM DirectoryOSIProtocols directoryOSIProtocols

-- from ITU-T Rec. X.525 | ISO/IEC 9594-9

shadowOperationalBinding
FROM DirectoryShadowAbstractService directoryShadowAbstractService ;

-- bind and unbind --

dSAOperationalBindingManagementBind OPERATION n= directoryBind
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-- operations, arguments and results --

establishOperationalBinding OPERATION ::= {

ARGUMENT EstablishOperationalBindingArgument

RESULT EstablishOperationalBindingResult

ERRORS {operationalBindingError | securityError}

CODE id-op-establishOperationalBinding }
EstablishOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindingIlD [1] OperationalBindinglD OPTIONAL,

accessPoint [2] AccessPoint,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {

—symmetric [3] OPERATIONAL-BINDING &both.8&EstablishParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishPanam
({OpBindingSet}{@bindingType}) } OPFIONAL,
agreement [6] OPERATIONAL-BINDING.&Agreement
T ({OpBindingSet}{@bindingType}),
valid [7] Validity DEFAULT {},
sedurityParameters [8] SecurityParameters OPTIONAL } }

OperationglBindingID ::= SEQUENCE {
ideEtifier INTEGER,
version INTEGER }

Validity :; SEQUENCE {
validFrom [0] CHOICE {

now [0] NULL,

time [1] Time } DEFAULT now : NULL,

validUntil  [1] CHOICE {

explicitTermination [0] NULL,

time [11 Time } DEFAULT explicitTermination : NULL }

Time ::= CHOICE {
utcfTime UTCTime,
genjeralizedTime GeneralizedTime}

EstablishQperationalBindingResult 2= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindinglD  [1] OperationalBindinglD OPTIONAL,
acgessPoint [2] AccessPoint,
-- symmetric, Role A replies, or Role B replies --
initjator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),

roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),

roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam

({OpBindingSet}{{@bindingType}) } OPTIONAL,
COMPONENTS OF CommonResultsSeq } }

modifyOperationalBinding OPERATION ::= {

ARGUMENT ModifyOperationalBindingArgument

RESULT ModifyOperationalBindingResult

ERRORS { operationalBindingError | securityError }

CODE id-op-modifyOperationalBinding }
ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindingID [1] OperationalBindingID,

accessPoint [2] AccessPoint OPTIONAL,
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-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
newBindingID [6] OperationalBindingID,
newAgreement [7]1 OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
valid [8] Validity OPTIONAL,
securityParameters

[9] SecurityParameters OPTIONAL } }

ModifyOperationalBindingResult ::= CHOICE {

nul [0] NULL,
protected  [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
newBindingIlD OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@.bindingType}),
valid Validity OPTIONAL,
COMPONENTS OF CommonResultsSeq } } }
terminateQperationalBinding OPERATION ::= {
ARGUMENT TerminateOperationalBindingArgument
RESULT TerminateOperationalBindingResult
ERRORS {operationalBindingError | securityError},
CODE id-op-terminateOperationalBinding }
TerminateOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindinglD [11 OperationalBindingiD,

-- sSymmetric, Role A initiates, or Role B initiates --
initjator CHOICE {

symmetric [2] OPERATIONAL-BINDING.&both.&TerminateParam
({OpBindingSet}{@bindingType}),
roleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet}{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{@bindingType})} OPTIONAL,
terminateAt [5] Time OPTIONAL,
sedurityParameters [6] SecurityParameters OPTIONAL } }
TerminateOperationalBindingResult ::= CHOICE {
nuI) [0] NULL,
protected [11 OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingIlD OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,
COMPONENTS OF CommonResultsSeq } } }

-- errors and parameters --

operationalBindingError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED-SEQ {
OpBindingErrorParam }
CODE id-err-operationalBindingError }

OpBindingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED {
invalidID (0),
duplicatelD (1),
unsupportedBindingType (2),
notAllowedForRole (3),
parametersMissing (4),
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roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),

currentlyNotDecidable (9),
modificationNotAllowed (10) },

bindingType [1] OPERATIONAL-BINDING.&id ({OpBindingSet}) OPTIONAL,

agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,

retryAt [3] Time OPTIONAL,

COMPONENTS OF CommonResultsSeq }

-- information object classes --

&Cpoperation OP-BINDING-COOP,

&both OP-BIND-ROLE OPTIONAL,
&rgleA OP-BIND-ROLE OPTIONAL,
&rdleB OP-BIND-ROLE OPTIONAL,
&i OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[ SYMMETRIC &both ]
[ AFYMMETRIC

[ ROLE-A &roleA]

[ ROLE-B &roleB 1]
ID &id }

OP-BINDING-COOP

&applContext APPLICATION-CONTEXT,

&Operations
WITH SYNTAX {

&applContext
[ APPLIES TO &Operations ] }

OP-BIND-ROLE ::= CLASS {
&egtablish BOOLEAN DEFAULT FALSE,
&EstablishParam OPTIONAL,
&mpodify BOOLEAN DEFAULT FALSE,
&MpdifyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&Té¢rminateParam OPTIONAL }
WITH SYNTAX {
[ ESTABLISHMENT-INITIATOR &establish ]
[ ESTABLISHMENT-PARAMETER &EstablishParam ]
[ MODIFICATION-INITIATOR &modify ]
[ MODIFICATION-PARAMETER &ModifyParam ]
[ TERMINATION-INITIATOR &terminate ]
[ TERMINATION-PARAMETER &TerminateParam ] }

::= CLASS {

OPERATION OPTIONAL }

OpBindingSet

OPERATIONAL-BINDING ::= {

shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

END -- OperationalBindingManagement
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Annex H

Enhanced security
(This annex forms an integral part of this Recommendation | International Standard)

This module is known to contain invalid specifications. Part of this module is therefore deprecated. The deprecated part
is indicated by ASN.1 comment items. A future edition will either remove the deprecated specifications or provide
updated specifications.

EnhancedSecurity { joint-iso-itu-t ds(5) modules(1) enhancedSecurity(28) 5 }
DEFINITIONS IMPLICIT TAGS :=
BEGIN

-- EXPORTS All --

IMPORTS

-- from ITY-T Rec. X.501 | ISO/IEC 9594-2

authenticationFramework, basicAccessControl, certificateExtensions, id-at, id-avc, id-mr,
informationFramework, upperBounds
FROM UsefulDefinitions { joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5 }

Attribute, ATTRIBUTE, AttributeType, Context, CONTEXT, MATCHING-RULE, Name,
objpctldentifierMatch, SupportedAttributes
FROM InformationFramework informationFramework

AttributeTypeAndValue
FROM BasicAccessControl basicAccessControl

-- from ITY-T Rec. X.509 | ISO/IEC 9594-8

Algorithmidentifier, CertificateSerialNumber,"HASH{}, SIGNED{}
FROM AuthenticationFramework authenticationFramework

GeneralName, Keyldentifier
FROM CertificateExtensions certificateExtensions

ub-privacy-mark-length
FROM UpperBounds upperBounds ;

OPTIONALLY-PROTECTED{ Fype } ::= CHOICE {

ungigned Type,

sighed SIGNED {Type} }
OPTIONALLY-PROTECTED-SEQ { Type } ::= CHOICE {

unsgigned Type,

sighed,[0] SIGNED { Type } }
attributeValueSecurityLabelContext CONTEXT ::= {

WITH SYNTAX SignedSecurityLabel -- At most one security label context can be assigned to an

-- attribute value

ID id-avc-attributeValueSecurityLabelContext }
SignedSecurityLabel ::= SIGNED {SEQUENCE {

attHash HASH {AttributeTypeAndValue},

issuer Name OPTIONAL, -- name of labelling authority

keyldentifier Keyldentifier OPTIONAL,

securityLabel SecurityLabel } }
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SecurityLabel ::= SET {
security-policy-identifier SecurityPolicyldentifier OPTIONAL,
security-classification SecurityClassification OPTIONAL,
privacy-mark PrivacyMark OPTIONAL,
security-categories SecurityCategories OPTIONAL }

(ALL EXCEPT ( {-- none, at least one component shall be present --}))
SecurityPolicyldentifier ::= OBJECT IDENTIFIER

SecurityClassification ::= INTEGER {

unmarked (0),

unclassified (1),

restricted  (2),

confidential (3),

secret (4),

topfsecret (5)}
PrivacyMIk ::= PrintableString (SIZE (1..ub-privacy-mark-length))
SecurityCptegories ::= SET SIZE (1..MAX) OF SecurityCategory
clearance| ATTRIBUTE ::= {

WITH SYNTAX Clearance

ID id-at-clearance }
Clearance| ::= SEQUENCE {

poljcyld OBJECT IDENTIFIER,

clagsList ClassList DEFAULT {unclassified},

sedurityCategories SET SIZE (1..MAX) OF SecurityCategory OPTIONAL }

ClassList [::= BIT STRING {
unmarked (0),
unglassified (1),
restricted  (2),
corffidential (3),
sedret (4),
topSecret (5)}

SecurityCptegory ::= SEQUENCE {
[0] SECURITY-CATEGORY.&id ({SecurityCategoriesTable}),
e [1] EXPLICIT SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {@type}) }

SECURITY-CATEGORY ::= TYPE-IDENTIFIER
SecurityCptegoriesTable SECURITY-CATEGORY ::={...}
attributelrjtegritylnfo ATTRIBUTE ::= {

WITH SYNTAX Attributelntegritylnfo
ID id-at-attributelntegritylnfo }

::= SIGNED { SEQUENCE {

-- Identifies the attributes protected
-- Authority or data originators name
-- Hash value of protected attributes

scqgpe Scope,
sigher. SignerOPTIONAL,
attribsHash AttribsHash } }

AttributeI{tegritylnfo

Signer ::= CHOICE {
thisEntry [0]

thirdParty [1]

EXPLICIT ThisEntry,
Specificallyldentified }

ThisEntry ::= CHOICE {

onlyOne
specific

IssuerAndSerialNumber

issuer
serial

NULL,
IssuerAndSerialNumber }

::= SEQUENCE {

Name,
CertificateSerialNumber }
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Specificallyldentified ::= SEQUENCE {

name GeneralName,
issuer GeneralName OPTIONAL,
serial CertificateSerialNumber OPTIONAL }

( WITH COMPONENTS { ..., issuer PRESENT, serial PRESENT } |
( WITH COMPONENTS { ..., issuer ABSENT, serial ABSENT }))

Scope ::= CHOICE {
wholeEntry [0] NULL, -- Signature protects all attribute values in this entry
selectedTypes [1] SelectedTypes
-- Signature protects all attribute values of the selected attribute types
}

SelectedTypes ::= SEQUENCE SIZE (1..MAX) OF AttributeType

AttribsHash ::= HASH { SEQUENCE SIZE (1..MAX) OF Attribute }
-- Attribute type and values with associated context values for the selected Scope

attributeVpluelntegritylnfoContext CONTEXT ::= {
WITH SYNTAX AttributeValuelntegrityinfo

ID id-avc-attributeValuelntegrityinfoContext }
AttributeMaluelntegritylnfo ::= SIGNED { SEQUENCE {

sigher SignerOPTIONAL, -- Authority or data originators name

aVIlHash AVIHash } } -- Hash value of protected attribute

AVIHash [:= HASH { AttributeTypeValueContexts }
-- Attribute type and value with associated context values

AttributeTlypeValueContexts ::= SEQUENCE {

typﬁ ATTRIBUTE.&id ({SupportedAttributes}),

valtie ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
cornjtextList SET SIZE (1..MAX) OF Context OPTIONAL"}

-- Object identifier assignments --

-- attribute$ --

id-at-cleanance OBJECT IDENTIFIER := {id-at 55}
-- id-at-defaultDirQop OBJECT IDENTIFIER ::= {id-at 56}
id-at-attributelntegritylnfo OBJECT IDENTIFIER := {id-at 57}
-- id-at-cor{ffKeylInfo OBJECT IDENTIFIER ::= {id-at 60}
-- matching rules --

-- id-mr-regderAndKeylDMatch OBJECT IDENTIFIER := {id-mr 43}
-- contextst-

id-avc-att:libuteVaIueSecurityLabeIContext OBJECT IDENTIFIER ::= {id-avc 3}
id-avc-attyibuteValuelntegritylnfoContext OBJECT IDENTIFIER ::= {id-avc 4}

END -- EnhanhcedSecurity
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