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Forewo

rd

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form
the specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal
with particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest.
Other international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.
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Introduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

—  under different managements;
—  of different levels of complexity; and

-  of different ages.

This Recorhmendation | International Standard provides a number of different models for thie;Directory as a|framework
for the other Recommendations in the ITU-T X.500 series | parts of ISO/IEC 9594 “The models are [the overall
(functional) model; the administrative authority model, generic Directory Information Models providing Dirgctory User
and Admiristrative User views on Directory information, generic DSA and DSA.unformation models, an Pperational
Frameworl and a security model.

The generic Directory Information Models describe, for example, how information about objects is grouged to form
Directory gntries for those objects and how that information provides names.-for objects.

The generjc DSA and DSA information models and the Operational Framework provide support fof Directory
distribution.

This Recorpimendation | International Standard provides a specialization of the generic Directory Informatior} Models to
support Difectory Schema administration.

This fourth edition technically revises and enhancesy,but does not replace, the third edition of this Recominendation |
Internationpl Standard. Implementations may still¢laim conformance to the third edition. However, at somg¢ point, the
third editipn will not be supported (i.e. reported defects will no longer be resolved). It is recommended that
implementdtions conform to this fourth edition as soon as possible.

This fourth|edition specifies version 1 and version 2 of the Directory protocols.

The first apd second editions speeified only version 1. Most of the services and protocols specified in this|edition are
designed t¢ function under mersion 1. However some enhanced services and protocols, e.g. signed erroys, will not
function unless all Directory“entities involved in the operation have negotiated version 2. Whichever versiqn has been
negotiated,| differences between the services and between the protocols defined in the four editions, except for those
specificallyf assigned-toiversion 2, are accommodated using the rules of extensibility defined in this edition of ITU-T
Rec. X.519| ISO/IEC-9594-5.

Annex A, whiehis an integral part of this Recommendation | International Standard, summarizes the usagg¢ of ASN.1
object idenkrers-in-the 1Y iesR rmendati

Annex B, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all of the definitions associated with the information framework.

Annex C, which is an integral part of this Recommendation | International Standard, provides the subschema
administration schema in ASN.1.

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Service Administration.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Basic Access Control.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with DSA operational attribute types.

© ISO/IEC 2001 — All rights reserved ix
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Annex G, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with operational binding management operations.

Annex H, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with enhanced security.

Annex I, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

Annex J, which is not an integral part of this Recommendation | International Standard, describes some criteria that can
be considered in designing names.

Annex K, which is not an integral part of this Recommendation | International Standard, provides some examples of

various asf

cts of Schema

Annex L, ¥
semantics 4

Annex M,
of the use g

Annex N, Y
entry comb

Annex O, Y
modelling

Annex P, ¥
name can |
values, and|

Annex Q,
subfilters.

Annex R, 1}
examples o

Annex S, ¥

which is not an integral part of this Recommendation | International Standard, provides an-ever}
ssociated with Basic Access Control permissions.

which is not an integral part of this Recommendation | International Standard, proyvides an extend
f Basic Access Control.

which is not an integral part of this Recommendation | International Standard) describes some D
inations.

vhich is not an integral part of this Recommendation | International”Standard, provides a framew
f knowledge.

hich is not an integral part of this Recommendation | Int€rnational Standard, describes criteria of
be an alternative distinguished name or the primary distinguished name, whether it can contain
whether it can include context information.

which is not an integral part of this Recommendation | International Standard, describes the
hich is not an integral part of this Recommendation | International Standard, describes recommen|

n how family members can be named:

vhich is not an integral part of\this Recommendation | International Standard, lists alphabeticall

defined in this Recommendation | International Standard.

Annex T, W
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Fhich is not an integralipart of this Recommendation | International Standard, lists the amendmentg
have been incorperated to form this edition of this Recommendation | International Standard.
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Models

SECTION 1 — GENERAL

1 Scope

The model

defined in this Recommendation | International Standard provide a conceptual and terminGlogicall

for the other ITU-T X.500-series Recommendations | parts of ISO/IEC 9594 which define various asp|

Directory.

The functi
functionall

bnal and administrative authority models define ways in which the Direcfory’ can be distril
and administratively. Generic DSA and DSA information models and an(Operational Framew

provided tq support Directory distribution.

The generi
and Admin|

C Directory Information Models describe the logical structure of thie-PDIB from the perspective o
fstrative Users. In these models, the fact that the Directory is distributed, rather than centralized, is

This Recorthmendation | International Standard provides a specializationof the generic Directory Informatior
support Difectory Schema administration.

The other [[TU-T Recommendations in the X.500 series | partscefyISO/IEC 9594 make use of the concepts def
Recommendation | International Standard to define specializations of the generic information and DSA
provide spgcific information, DSA and operational models{supporting particular directory capabilities (e.g. Re

a

the service provided by the Directory is described (in ITU-T Rec. X.511 | ISO/IEC 9594-3) in {
concepts of the information framework: this allows the service provided to be somewhat ind
the physical distribution of the DIB;

the distributed operation of(the Directory is specified (in ITU-T Rec. X.518 | ISO/IEC 9594
provide that service, and therefore maintain that logical information structure, given that the D
highly distributed;

performance drejspecified (in ITU-T Rec. X.525 | ISO/IEC 9594-9).

The security model establishes a framework for the specification of access control mechanisms. It provides a
for identifyling the adcess control scheme in effect in a particular portion of the DIT, and it defines three flexit

access con
provides a
encryption

rol schemes which are suitable for a wide variety of applications and styles of use. The security
framework for protecting the confidentiality and integrity of directory operations using mechanis

framework
ects of the

buted, both
rk are also

f Directory
not visible.

Models to

ined in this
models to
plication):

erms of the
bpendent of

4) so as to
B is in fact

replication capabilities offered by the component parts of the Directory to improve overall Directory

mechanism
le, specific
model also
ms such as

andvdigital signatures. This makes use of the framework for authentication defined in ITU-T R|

ec. X.509 |

ISO/IEC 9594-8 as well as generic upper layers security tools defined in ITU-T Rec. X.830 | ISO/IEC 11586-1.

DSA models establish a framework for the specification of the operation of the components of the Directory.

Specifically:

a) the Directory functional model describes how the Directory is manifested as a set of one or more
components, each being a DSA;

b) the Directory distribution model describes the principals according to which the DIB entries and
entry-copies may be distributed among DSAs;

¢) the DSA information model describes the structure of the Directory user and operational information held
in a DSA,;

d) the DSA operational framework describes the means by which the definition of specific forms of

cooperation between DSAs to achieve particular objectives (e.g. shadowing) is structured.
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2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

2.1 Identical Recommendations | International Standards
ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems

Interconnection — Basic Reference Model: The Basic Model.

ITU-T Recommendation X.500 (Z001) [ ISO/IEC 9594-1:2001, Information technology — Op
Interconnection — The Directory: Overview of concepts, models and services.

ITU-T Recommendation X.509 (2000) | ISO/IEC 9594-8:2001, Information technoldgy,= Op
Interconnection — The Directory: Public-key and attribute certificate frameworks.

ITU-T Recommendation X.511 (2001) | ISO/IEC 9594-3:2001, Information tédlhinology — Op
Interconnection — The Directory: Abstract service definition.

ITU-T Recommendation X.518 (2001) | ISO/IEC 9594-4:2001, Information technology — Op
Interconnection — The Directory: Procedures for distributed operatiop.

ITU-T Recommendation X.519 (2001) | ISO/IEC 9594-5:2001¢ Information technology — Op
Interconnection — The Directory: Protocol specifications.

ITU-T Recommendation X.520 (2001) | ISO/IEC 9594-6:2001, Information technology — OH
Interconnection — The Directory: Selected attribute types)

ITU-T Recommendation X.521 (2001) | ISO/IEC:9594-7:2001, Information technology — OH
Interconnection — The Directory: Selected object-classes.

ITU-T Recommendation X.525 (2001) | ISOQAEC 9594-9:2001, Information technology — Of
Interconnection — The Directory: Replication.

ITU-T Recommendation X.530 (20019’ ISO/IEC 9594-10:2001, Information technology — Of
Interconnection — The Directory: Usé of systems management for administration of the Directo

CCITT Recommendation X.660 (1992) | ISO/IEC 9834-1:1993, Information technology — Op
Interconnection — Procedures)for the operation of OSI Registration Authorities: General proce|

ITU-T RecommendationX.680 (1997) | ISO/IEC 8824-1:1998, Information technology — Abst
Notation One (ASN.1). Specification of basic notation.

ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology — Abst
Notation One (ASN.1): Information object specification.

ITU-T Reeommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology — Abst
Notation One (ASN.1).: Constraint specification.

ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Information technology — Abst
Notation One (ASN.1): Parameterization of ASN.1 specifications.

en Systems

en Systems

en Systems

en Systems

en Systems

en Systems

en Systems

en Systems

en Systems

ry.

en Systems
ures.
act Syntax
act Syntax

act Syntax

act Syntax

ITU-T Recommendation X.803 (1994) | ISO/IEC 10745:1995, Information technology — Open Systems

Interconnection — Upper layers security model.

ITU-T Recommendation X.811 (1995) | ISO/IEC 10181-2:1996, Information technology — Open Systems

Interconnection — Security frameworks for open systems: Authentication framework.

ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems

Interconnection — Security frameworks for open systems — Access control framework.

ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems

Interconnection — Security frameworks for open systems — Non-repudiation framework.

ITU-T Recommendation X.830 (1995) | ISO/IEC 11586-1:1996, Information technology — Open Systems

Interconnection — Generic upper layers security: Overview, models and notation.

ITU-T Recommendation X.833 (1995) | ISO/IEC 11586-4:1996, Information technology — Open Systems

Interconnection — Generic upper layers security: Protecting transfer syntax specification.

ITU-T Rec. X.501 (02/2001 E)
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2.2 Paired Recommendations | International Standards equivalent in technical content

CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for

CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference

Model — Part 2: Security Architecture.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 OSI Reference Model Definitions

The followfng terms are defined in ITU-1 Rec. X.200 [ ISO/IEC 7498-T:

a) application-context;
b) application-entity;
c) application-process.
3.2 Basic directory definitions

The follow]ng terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1:

a) Directory;
b) Directory Access Protocol;
c) Directory Information Base;
d) Directory Operational Binding Management Protocol,
e) Directory System Protocol;
f)  (Directory) user.
33 Distributed operation definitions

The follow]ng terms are defined in ITU-T RecxX/518 | ISO/IEC 9594-4:

a) access point;
b) hierarchical operational-binding;
c) name resolution;
d) non-specific hiendrchical operational binding;
e) relevant iferarchical operational binding.
34 Replication definitions

The follow|ngterms are defined in ITU-T Rec. X.525 | ISO/IEC 9594-9:

a)
b)
<)
d)
€)
f)
g)
h)
i)
i)

cache-copy,
consumer reference;
entry-copy,

master DSA;

primary shadowing;
replicated area;,
replication,
secondary shadowing;
shadow consumer,

shadow supplier,

ITU-T Rec. X.501 (02/2001 E)
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k) Shadowed DSA-Specific Entry;
1)  shadowing;

m) supplier reference.

The definitions of terms defined in this Recommendation | International Standard are included at the beginning of
individual clauses, as appropriate. An index of these terms is provided in Annex S for easy reference.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply.

ACDF Access Control Decision Function
€t Aeeess-ControHnformation
ACIA Access Control Inner Area
ACSA Access Control Specific Area
ADDMD Administration Directory Management Domain
ASN.1 Abstract Syntax Notation One
AVA attribute value assertion
BER (ASN.1) Basic Encoding Rules
DACD Directory Access Control Domain
DAP Directory Access Protocol
DIiB Directory Information Base
DISP Directory Information Shadowing Protoeol
DIT Directory Information Tree
OMD Directory Management Domain
oMO Domain Management Organization
30) Directory Operational Binding Management Protocol
DSA Directory System Agent
DOSE DSA-Specific(Entry
Osp Directory System Protocol
QUA Directory User Agent
HOB Hierarchical Operational Binding
NHOB Non-specific Hierarchical Operational Binding
NSSK Non-Specific Subordinate Reference
PRDMD Private Directory Management Domain
RHOB Relevant Hierarchical Operational Binding (a HOB or NHOB, as appropriate)
RDN Relative Distinguished Name
SDSE Shadowed DSE
5 Conventions

With minor exceptions, this Directory Specification has been prepared according to the "Rules for presentation of ITU-T
| ISO/IEC common text" in the Guide for ITU-T and ISO/IEC JTC 1 Cooperation, October 1996.

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean ITU-T Rec. X.501 |
ISO/IEC 9594-2. The term "Directory Specifications" shall be taken to mean the X.500-series Recommendations | parts
of ISO/IEC 9594.

4 ITU-T Rec. X.501 (02/2001 E)
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This Directory Specification uses the term "1988 edition systems" to refer to systems conforming to the first edition of
the Directory Specifications, i.e. the 1988 edition of the series of CCITT X.500 Recommendations and the ISO/IEC
9594:1990 edition. This Directory Specification uses the term "1993 edition systems" to refer to systems conforming to
the second (1993) edition of the Directory Specifications, i.e. the 1993 edition of the series of ITU-T X.500
Recommendations and the ISO/IEC 9594:1995 edition. This Directory Specification uses the term "1997 edition
systems" to refer to systems conforming to the third edition of the Directory Specifications, i.e. the 1997 edition of the
series of ITU-T X.500 Recommendations and the ISO/IEC 9594:1998 edition. This Directory Specification uses the term
"4th edition systems" to refer to systems conforming to this fourth edition of the Directory Specifications, i.e. the 2001
editions of ITU-T X.500, X.501, X.511, X.518, X.519, X.520, X.521, X.525, and X.530, the 2000 edition of ITU-T
X.509, and parts 1-10 of the ISO/IEC 9594:2001 edition.

This Directory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Helvetica typeface.
The names of procedures, typically referenced when specifying the semantics of processing, are differentiated from
normal text hy displaying them in bold Times Access control permissions are presented in italicized Times

ITU-T Reec. X.501 (02/2001 E) 5
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SECTION 2 — OVERVIEW OF THE DIRECTORY MODELS

6 Directory Models

6.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

6.1.1 administrative authority: An agent of the Domain Management Organization concerned with various aspects
of Directory administration. The term administrative authority (in lower case) refers to the power vested in an
Administrative Authority by the Domain Management Organization to execute policy.

6.1.2 administration _directorv _management domain (ADDMD): A DMD which is managed by an
Administration.

NOTE + The term Administration denotes a public telecommunications administration or other organization-offering public
telecominunications services.

6.1.3 irectory administrative and operational information: Information used by the Directory for adinistrative
and operatipnal purposes.

6.1.4 DIT domain: That part of the global DIT held by the DSAs forming a DMD.

6.1.5 directory management domain (DMD): A set of one or more DSAs and‘zero or more DUAs mdnaged by a
single orgahization.

6.1.6 main management organization: An organization that manages’a DMD (and the associated DIT| Domain).
6.1.7 irectory user information: Information of interest to user§ and their applications.

6.1.8 irectory system agent (DSA): An OSI application process which is part of the Directory.

6.1.9 (lirectory) user: The end user of the Directory, i.€7the entity or person which accesses the Directorfy.

6.1.10 irectory user agent (DUA): An OSI application process which represents a user in accessing the Ipirectory.

NOTE {DUASs may also provide a range of local facilities to assist users compose queries and interpret the responses,
6.1.11 private directory management domain (PRDMD): A DMD which is managed by an organization other than
an Adminigtration.

6.2 The Directory and itstUsers

The Direcfory is a repository~ef information. This repository is known as the Directory Information Base (DIB).
Directory services provided, tousers are concerned with various kinds of access to this information.

The servicgs provided-by the Directory are defined in ITU-T Rec. X.511 | ISO/IEC 9594-3.

A Directory usef (e.g. a person or an application-process) obtains Directory services by accessing the Direg¢tory. More
precisely, 4 Directory User Agent (DUA) actually accesses the Directory and interacts with it to obtain thq service on

b h lf f aartio]o ar—Tha Do 1o da. oo o000 it b cuaolh oo t k l
chalf of ad-partietlar—tser—TheDirectoryprovides—one—ormore—wecesspoints—ai—which—sueh—-aeeesses—ean-take place.

These concepts are illustrated in Figure 1.

A DUA is manifested as an application-process. In any instance of communication, each DUA represents precisely one
directory user.

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSAs),
each of which provides one or more of the access points. For a more detailed description of DSAs, see 21.2.

NOTE 1 — Some open systems may provide a centralized DUA function retrieving information for the actual users (application-
processes, persons, etc.). This is transparent to the Directory.

NOTE 2 — The DUA functions and a DSA can be within the same open system, and it is an implementation choice whether to
make one or more DUASs visible within the OSI Environment as application-entities.

NOTE 3 — A DUA may exhibit local behaviour and structure which is outside the scope of envisaged Directory Specifications.
For example, a DUA which represents a human directory user may provide a range of local facilities to assist its user to compose
queries and interpret the responses.
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Figure 1 — Access to the Directory

Jirectory and DSA Information Models

feneric Models

hformation may be classified as either:

user information, placed in the Directory by, or on behalf of, users;-and subsequently adminis
on behalf of, users. Section 3 provides a model of this informatien; or

administrative and operational information, held by the Directory to meet various adminis
operational requirements. Section 5 provides a model of\this information. Also provided in Se
specification of the relationship between the user, adiministrative and operational information

els, presenting views of the DIB from different perspectives, are referred to as the generi
I Models.

nformation models describe how the Directory as a whole represents information. The compos
s a set of potentially cooperating DSAs s abstracted from the model. The DSA information md
is especially concerned with DSAs afid the information that must be held by DSAs in order thg
prising the Directory may together*tedlize the Directory information model. The DSA Informatig
clauses 22 through 23.

nformation model is a generi¢ model describing the information held by DSAs and the relationsh
htion and the DIB and DIT.

hot all, of the information represented by the DSA information model is accessible via the Direct
erefore, administration of all of the information described in these Directory Specifications is not j
Iy abstract serviee. It is envisioned that administration of DSA information will initially be a local
ally some-generic system management service will be employed to provide access to all of the
h the DSA information model.

ered by, or

trative and
ction 5 is a
odels.

Directory
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del, on the
t the set of
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6.3.2 Slpeciﬁc Information Models

Subsequent to the development of generic models for the Directory as a whole and for its components, specific
information models are required for the standardization of particular aspects of the operation of the Directory and its
components.

The generic Directory Information Models establish a framework for the following specific information models:

an access control information model;
a subschema information model;

a collective attribute information model.

The generic DSA Information Model in turn establishes a framework for the following specific information models:

a model for a DSA's distribution knowledge;

a model for a DSA's replication knowledge.
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A Directory Management Domain (DMD) is a set of one or more DSAs and zero or more DUAs managed by a single
organization.

That part of the global DIT held by (the DSAs forming) a DMD is referred to as a DIT Domain. There is a one to one
correspondence between DMDs and DIT Domains. The term DMD is used when referring to the management of the
functional components of the Directory. The term DIT Domain is used when referring to the management of Directory
Information. Two important points regarding this terminology are:

— A DIT Domain consists of one or more disjoint subtrees of the DIT (see 11.5). A DIT Domain shall not
contain the root of the global DIT.

—  The term DMD may also be used as a general term when both aspects of management are considered
together

An organization that manages a DMD (and the associated DIT Domain) is referred to as a Domain) Management
Organizatipn (DMO).

NOTE 1 — A DMO may be an Administration (i.e. a public telecommunications administration or ethet organizafion offering
public tglecommunications services) in which case the managed DMD is said to be an Administration DMD|(ADDMD);
otherwisg, it is a Private DMD (PRDMD). It should be recognized that the provision of support-for private directory systems by
ITU-T npembers falls within the framework of national regulations. Thus, the technical possibilities described may of may not be
offered by an Administration which provides directory services. The internal operation and configuration of private PMDs is not
within the scope of envisaged Directory Specifications.

Figure 2 illpstrates the relationship between a DMO, DMD and DIT Domain.

[ Domain Management Qrganization j
| |

Manages Manages

I !

DIT Dontam

DMD

A
A 4

[

TISO3230-94

Figure 2 — Directory Management

Management of a DUA by a DMO implies an ongoing responsibility for service to that DUA, e.g. maintenance, or in
some cases ownership, by the DMO. The DMO may or may not elect to make use of the Directory Specifications to
govern any interactions among DUAs and DSAs which are wholly within the DMD.

An agent of a DMO concerned with various aspects of Directory administration is referred to as an Administrative

Authority. The term administrative authority (in lower case) refers to the power vested in an Administrative Authority by
a DMO to execute policy.

NOTE 2 — A Directory Administrative Authority Model is specified in Section 4.

A DMD may be assigned an object identifier (a DMD-id) for convenience in reference, for example in search-rules.
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SECTION 3 — MODEL OF DIRECTORY USER INFORMATION

7 Directory Information Base

7.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

7.1.1 alias entry: An entry of the class "alias" containing information used to provide an alternative name for an
object or alias entry.

7.1.2 ancestor: The entry at the root of the hierarchy of family members that comprise a compound entry.

7.1.3 compound entry: A representation of an object in terms of family members that are hierarchically organized
into one or[MOTT famities of entrics.

7.1.4 derived entry: Entry information in a search result containing attribute values obtained by perforjning a join
on data that originated from more than one directory entry.

7.1.5 Irect superclass: Relative to a subclass — an object class from which the subclass is ditectly derivef.

7.1.6 irectory information base (DIB): The complete set of information to which the Directory provides access,
and which|includes all of the pieces of information which can be read or manipulated-using the operatjons of the
Directory.

7.1.7 diirectory information tree (DIT): The DIB considered as a tree, whasegvertices (other than the rpot) are the
Directory entries.

NOTE - The term DIT is used instead of DIB only in contexts where the tree structure of the information is relevant.
7.1.8 (lirectory) entry: A named collection of information within-the DIB. The DIB is composed of entrijes.

7.1.9 family: A hierarchical subset of family member entries that represents a particular class of information within a
compound entry. The root of each family within a compound entry is the ancestor, but apart from the shargd ancestor,
families dg not share common members. A family is distingushed from other families within a compound entry by
having a cqmmon class (structural object class) for each family member that is immediately subordinate to thg ancestor.

7.1.10 family member: A member of a hierarchicalcollection of entries that comprise a compound entry.

7.1.11 immediate superior (noun): Relative to-a particular entry or object (it shall be clear from the contgxt which is
intended), the immediately superior entry or objeet.

7.1.12  immediately superior entry: Rélative to a particular entry — an entry which is at the initial vertex pf an arc in
the DIT whose final vertex is that of the particular entry.

7.1.13 immediately superior.object: Relative to a particular object — an object whose object entry is thel immediate
superior of|any of the entries (dbject or alias) for the second object.

7.1.14  opject (of interest)” Anything in some 'world', generally the world of telecommunications and {nformation
processing jor some partthereof, which is identifiable (can be named), and which it is of interest to hold infornpation on in
the DIB.

7.1.15 oﬁject class: An identified family of objects (or conceivable objects) which share certain characteristics.

7.1.16 object entry: An entry which is the primary collection of information in the DIB about an object] and which
can therefore be said to represent that object in the DIB.

7.1.17 related entries: A set of (directory) entries, each of which can be identified as holding information in the DIB
about a particular real-world object of interest. Different entries in the set may contain different types of information
about the real-world object, and may even contain conflicting information.
NOTE 1 — The value of information within a set of related entries depends on the reliability of the identification of each entry with
the real-world.

NOTE 2 — It is possible, but not necessary, for related entries to exist in disjoint views of the directory and to have identical
distinguished names. Similarly, it is possible for non-related entries to have identical distinguished names; however, it is
recommended that identical distinguished names be used only for related entries.

7.1.18 subclass: Relative to one or more superclasses — an object class derived from one or more superclasses. The
members of the subclass share all the characteristics of the superclasses and additional characteristics possessed by none
of the members of those superclasses.

7.1.19  subordinate: The converse of superior.
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7.1.20  superclass: Relative to a subclass — a direct superclass, or superclass to an object class that is a direct
superclass (recursively).

7.1.21  superior: (Applying to entry or object) immediately superior, or superior to one which is immediately superior
(recursively).

7.2 Objects

The purpose of the Directory is to hold, and provide access to, information about objects of interest (objects) which exist
in some 'world'. An object can be anything in that world which is identifiable (can be named).
NOTE 1 — The 'world' is generally that of telecommunications and information processing or some part thereof.

NOTE 2 — The objects known to the Directory may not correspond exactly with the set of 'real' things in the world. For example, a
real-world person may be regarded as two different objects, a business person and a residential person, as far as the Directory is
concerned. The mapping is not defined in this Directory Specification, but is a matter for the users and providers of the Directory
in the context of their applications.

An object [class is an identified family of objects, or conceivable objects, which share certain characterigtics. Every
object belohgs to at least one class. An object class may be a subclass of other object classes, in which €ase the members
of the formjer class, the subclass, are also considered to be members of the latter classes, the superclasses. There may be
subclasses pf subclasses, etc., to an arbitrary depth.

7.3 Directory Entries
The DIB is|composed of (Directory) entries. An entry is a named collection of information.

There are fpur kinds of entries:

—  Object entries: Representing the primary collection of informatien in the DIB about a particplar object.
For any particular object, there is precisely one object entry;'or compound entry (see 8.10).[The object
entry is said to represent the object. An object entry’ds either a single entry or a comppound entry
comprising an aggregate of entries together representing the object

- Alias entries: Used to provide alternative names for object entries (possibly the ancestor of al compound
entry, but not child family members).

—  Subentries: Representing a collection oficiiformation in the DIB used to meet administrative and
operational requirements of the Directory, Subentries are discussed in Section 5.

- Family members: Special entries that'are components of a compound entry. The ancestor of af compound
entry is also a family member.

A user view of the structure of directory entries is depicted in Figure 3 and described in 8.2.
Each entry|contains an indication of th¢ object classes, and their superclasses, to which the entry belongs.

Some objeft entries are specially‘'designated for the purpose of Directory administration. These entries |are termed
administrative entries. The Dirgctory user is not normally aware of this, and views these entries in the same wWay as other
object entriles.

7.4 The Directory Information Tree (DIT)

In order to|satisfy tequirements for the distribution and management of a very large DIB, and to ensure that|entries can
be unambigueusly named and rapidly found a flat structure is not likely to be fea51ble Accordingly, the hierarchical
relationship ] ganization,
which is headquartered in a country) can be explmted by the arrangement of the entries into a tree known as the
Directory Information Tree (DIT).

NOTE - An introduction to the concepts and terminology of tree structures can be found in Annex 1.

The component parts of the DIT have the following interpretations:

a) the vertices are the entries. Object entries may be either leaf or non-leaf vertices, whereas alias entries are
always leaf vertices. The root is not an entry as such, but can, where convenient to do so [e.g. in the
definitions of b) and c¢) below], be viewed as a null object entry [see d) below];

b) the arcs define the relationship between vertices (and hence entries). An arc from vertex A to vertex B
means that the entry at A is the immediately superior entry (immediate superior) of the entry at B, and
conversely, that the entry at B is an immediately subordinate entry (immediate subordinate) of the entry
at A. The superior entries (superiors) of a particular entry are its immediate superior together with its
superiors (recursively). The subordinate entries (subordinates) of a particular entry are its immediate
subordinates together with their subordinates (recursively);
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c) the object represented by an entry is, or is closely associated with, the naming authority (see clause 8) for
its subordinates;

d) the root represents the highest level of naming authority for the DIB.

A superior/subordinate relationship between objects can be derived from that between object entries. An object is an
immediately superior object (immediate superior) of another object if and only if the object entry for the first object is
the immediate superior of any of the object entries for the second object. The terms immediately subordinate object,
immediate subordinate, superior and subordinate (applied to objects) have their analogous meanings.

Permitted superior/subordinate relationships among objects are governed by the DIT structure definitions (see 13.7).

The Directory maintains, in addition to information concerning Directory entries, additional information regarding
collections of Directory entries. Such collections may be subtrees (of the DIT) or subtree refinements (when not a true
tree structure). See clause 12.

8 Directory Entries

8.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

8.1.1 aktribute: Information of a particular type. Entries are composed of attributgs.
8.1.2 er attribute: An attribute representing user information.
8.1.3 aftribute hierarchy: The aspect of an attribute that permits a yser attribute type to be derived fijom a more

generic usgr attribute type. The relationship of the two attribute type definitions (which mandates certain bghaviour of
attributes cprresponding to these attribute types) is thus hierarchical,

8.14 aftribute subtype (subtype): An attribute type A is related to another attribute type B by the fact that either A
has been d¢rived from B, in which case A is a direct subtype of.B, or A has been derived from an attribute type which is
a subtype df B, in which case A is an indirect subtype of B,

8.1.5 aktribute supertype (supertype): An attribiite type B is related to another attribute type A by the fact that
either A hgs been derived from B, in which case B.i§’' a direct supertype of A, or A has been derived from pn attribute
type which|is a subtype of B, in which case B is an indirect supertype of A.

8.1.6 aftribute type: That component ofian attribute which indicates the class of information given by thdt attribute.
8.1.7 aktribute value: A particulariinstance of the class of information indicated by an attribute type.
8.1.8 aftribute value assertion: A proposition, which may be true, false, or undefined, according to thje specified

matching riiles for the type, cencerning the presence in an entry of an attribute value of a particular type.

8.1.9 apxiliary object class: An object class which is descriptive of entries or classes of entries and is 1jot used for
the structural specification of the DIT.

8.1.10  cpllective attribute: A user attribute whose values are the same for each member of an entry collection.

8.1.11  cpntext: A property that can be associated with a user attribute value to specify information that can be used to
determine the applicability of the value.

8.1.12  context assertion: A proposition, which may be true or false, regarding a context type and particular context
values for that type, that determines the applicability of an attribute value.

8.1.13  context type: That component of a context which indicates its type or purpose.
8.1.14  context list: The set of contexts associated with an attribute value.
8.1.15  context value: A particular instance of the property indicated by a context type.

8.1.16  derived attribute: An attribute whose value or values is computed in whole or in part rather than directly
stored.

8.1.17  derived object class value: A value of an object class whose presence is not administered by a user but is
computed. Derived object class values are categorized as abstract.
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8.1.18 direct attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute
values using the identifier of their attribute type.

8.1.19  distinguished value: An attribute value in an entry which may appear in the relative distinguished name of the
entry.

8.1.20  entry collection: A collection of entries belonging to an explicitly specified subtree or subtree refinement of
the DIT.

8.1.21 indirect attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute
values using the identifier of a supertype of their attribute type.

8.1.22  matching rule: A rule, forming part of the Directory Schema, which allows entries to be selected by making a
particular statement (a matching rule assertion) concerning their attribute values.

8.1.23  matching rule assertion: A proposition, which may be true, false or undefined, concerning the presence in an

entry of attrtbtte—vatues uluuﬁué the-erttertadefined 1u-y the: 111at\4111i115 rirfe-
8.1.24  operational attribute: An attribute representing operational and/or administrative information.
8.1.25 structural object class: An object class used for the structural specification of the DIT.

8.1.26  structural object class of an entry: With respect to a particular entry, the single structuiral object class used to
determine the DIT Content Rule and DIT Structure Rule applying to the entry. This objectclass is indicpted by the
structuralQbjectClass operational attribute. This object class is the most subordinate“object class of |the entry's
structural dbject class superclass chain.

8.2 (verall Structure

As depicted in Figure 3, an entry consists of a set of attributes.

ENTRY
’ Attribute ‘ | Attribute | i [ Attribute ‘
ATTRIBUTE
One or more per entry
ATTRIBUTE
Attribute Attribute
Type Value(s)
ATTRIBUTE VALUE(s)
One or more per attribute
i Distinguished Attribute | - - Attribute
i Attribute Value Value
: 1
I V aue ______ Context(s) Context(s)
Context(s)
CONTEXT(s)_
Zeroroncor-more-per-attribtite-vatte

CONTEXT LIST

’ Context ‘ Context |

Context Context Fallback
oy

TISO9450-02

Figure 3 — Structure of an entry
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Each attribute provides a piece of information about, or describes a particular characteristic of, the object to which the
entry corresponds.

NOTE 1 — Examples of attributes which might be present in an entry include naming information such as the object's personal
name, and addressing information, such as its telephone number.

An attribute consists of an attribute type, which identifies the class of information given by an attribute, and the
corresponding attribute values, which are the particular instances of that class appearing in the entry. A user attribute
value may have zero, one, or more contexts associated with it in its context list. Operational attribute values shall not
have contexts.

NOTE 2 — Attribute types, attribute values, and contexts are described in 8.4, 8.5 and 8.7 respectively. Operational attributes are
described in clause 12.

Attribute ::= SEQUENCE {

type ATTRIBUTE.&id ({ SupportedAttributes }),
valups-  SET SIZE (0..MAX) OF ATTRIBUTE.&TYPE ({SupportedAttributes}{@type}),
valugsWithContext SET SIZE (1..MAX) OF SEQUENCE {

value ATTRIBUTE.&Type ({SupportedAttributes}{@type}),

contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

An attributg may be designated as single-valued or multi-valued. The Directory shall ensutéythat single-valugd attributes
have only g single value. This value may have a context list to associate properties with the attribute value. Attributes in
storage shdll have at least one value, but may at times appear to have zero valuesswhen transferred to or fjom storage
(e.g. becauge values are hidden by access control).

8.3 (Object Classes

Object claspes are used in the Directory for a number of purposes:

—  describing and categorizing objects and the entries\that correspond to these objects;
- where appropriate, controlling the operation ofithe Directory;

—  regulating, in conjunction with DIT structure rule specifications, the position of entries in the DIT;

- regulating, in conjunction with DIT content rule specifications, the attributes that are contained|in entries;

— identifying classes of entry that) are to be associated with a particular policy by the pppropriate
administrative authority.

Some objeft classes will be internationally standardized. Others will be defined by national administrative| authorities
and/or priviate organizations. This iniplies that a number of separate authorities will be responsible for defining object
classes and unambiguously idertifying them. This is accomplished by identifying each object class witlh an object
identifier when the object class‘is/defined. A notation for this purpose is provided in 13.3.3.

NOTE + An administrative -authority may use object classes other than the useful object classes defined and regiptered in the
Directorly Specifications:An administrative authority may itself specify and register object classes, for example tq supplement
those defined in the Directory Specifications

An object ¢lass((a;subclass) may be derived from an object class (its direct superclass) which is itself derived from an
even more [genéric object class. For structural object classes, this process stops at the most generic object class, top. An

ddtf loccacarn-ta-th ot Berrar-abiractal £ o olioot oloca o ot 1 |
ordered sctlefsuperelassesup-to-the-mestsupertor-ebieetelassofan-objeetelassisHssuperalassehain-

An object class may be derived from two or more direct superclasses (superclasses not part of the same superclass
chain). This feature of subclassing is termed multiple inheritance.

The specification of an entry's or family member's object class identifies whether an attribute is mandatory or optional,
this specification also applies to its subclasses. The subclass may be said to inkerit the mandatory and optional attribute
specification of its superclass. The specification of a subclass may indicate that an optional attribute of the superclass is
mandatory in the subclass.

There are three kinds of object class:
—  Abstract Object Classes;
—  Structural Object Classes; and

— Auxiliary Object Classes.
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Each object class is of precisely one of these kinds, and remains of this kind in whatever situation it is encountered
within the Directory. The definition of each object class shall specify what kind of object that it is.

All entries shall be a member of the object class top and at least one other object class.

8.3.1 Abstract Object Classes

An abstract object class is mainly used to derive other object classes, providing the common characteristics of such
object classes. An entry shall not belong only to abstract object classes.

top is an abstract object class used as a superclass of all structural object classes.

In addition to its use for deriving other object classes, an abstract object class value can be a derived value; that is, its
computed or inferred by the Directory. For example, the parent object class value for a particular entry is

presence is

8.3.2 Structural Object Classes

An object
object clasg

An object
structural (
object clas]

Structural

The structu

833 A

Specific ap|
used in the
class MHS
handling a
Person.

In certain ¢
particular, |

shas memabe ol-at AL Qble 2 atlla mmedia ila¥a

tlass defined for use in the structural specification of the DIT is termed a structurql’object class
es are used in the definition of the structure of the names of the objects for compliant entries.

pr alias entry is characterized by precisely one structural object class superelass chain which h
bject class as the most subordinate object class. This structural object\elass is referred to as th
of the entry.

bject classes are related to associated entries:

an entry conforming to a structural object class shall«fepresent the real-world object constra
object class;

DIT structure rules only refer to structural objeet.¢lasses; the structural object class of an entr]
specify the position of the entry in the DIT;

the structural object class of an entry isiused, along with an associated DIT content rule, to
content of an entry.

ral object class of an entry shall not<be’changed.

uxiliary Object Classes
plications using the Direetory will frequently find it useful to specify an auxiliary object class wh
User (see ITU-T\Rec. X.402 | ISO/IEC 10021-2) to specify a package of mandatory and option

tributes for entry ‘types whose structural object class is variable, e.g. Organizational Person or

nvironments, there is a need to be able to add to or remove from the list of attributes permitted in a
berhaps standardized, class (or classes).

ordinate to

Structural

as a single
b structural

ned by the

y is used to

control the

ich may be

construction of entfies' of several types. For example, message handling systems make use of the auxiliary

al message
Residential

n entry of a

This requirement may be met by the definition and use of an auxiliary object class having semantics, known and

maintained

within a local community, which change from time to time as needed.

This requirement may also be met using the facilities of DIT content rule definitions to dynamically (i.e. without
registration) allow the addition or exclusion of attributes from entries at particular points in the DIT (see 13.3.3).

Auxiliary object classes are descriptive of entries or classes of entries.

Therefore, besides being a member of the structural object class, an entry may be optionally a member of one or more
auxiliary object classes.

An entry's auxiliary object classes may change over time.

NOTE — The unregistered object class facility, available in the 1988 edition of these Directory Specifications to support the
requirements discussed in this clause, is now deprecated in favour of the use of DIT content rules.
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8.3.4 Object Class Definition and the 1988 Edition of this Directory Specification

Object classes defined using the terminology of the 1988 edition of this Directory Specification will not be classified as
one of structural, auxiliary or abstract.

Alias object classes specified using the terminology of the 1988 edition of this Directory Specification may be
considered to be specified as either abstract, auxiliary or structural object classes and deployed in a subschema
accordingly.

8.4 Attribute Types

Some attribute types will be internationally standardized. Other attribute types will be defined by national administrative
authorities and private organizations. This implies that a number of separate authorities will be responsible for defining
types and unamblguously 1dent1fy1ng them Th1s 1s accomphshed by 1dent1fy1ng each attr1bute type Wlth an object
identifier wh - atHen 1 13.4.7, an
attribute type is deﬁned as:

AttributeType ::= ATTRIBUTE.&id

All attributgs in an entry shall be of distinct attribute types.

Certain attfibutes may not be stored and accessible in entries, but are intended to be-carried in operationg to convey
information), e.g. diagnostics information, that conveniently can be expressed ads\attributes. Other attribytes, called
control attifibutes, may as part of their definition specify a special procedure to.be executed based on the infprmation in
the attributg. A control attribute may be specified in an operation, placed in entries, etc. See 6.5.3 of ITU-T Rec. X.520 |
ISO/IEC 9594-6 for an example.

There are ajnumber of attribute types which the Directory knows about and uses for its own purposes. They include:

a) objectClass — An attribute of this type appearshin®every entry, and indicates the object ¢lasses and
superclasses to which the object belongs.

b) aliasedEntryName — An attribute of this type appears in every alias entry, and holds the name|(see 8.5) of
the entry which the alias entry references:

These attribputes are defined in 13.4.7.

The types pf user attributes which shall or,which may appear within an object or alias entry are governgd by rules
applying tq the indicated object classes as. well as by the DIT content rule for that entry (see 13.8). The types ¢f attributes
which may|appear in a subentry are govenned by the rules of the system schema.

Some Direftory entries may contain special attributes not normally visible to the Directory User. These atfributes are
called opetational attributes afid)are used to meet the administrative and operational requirements of thg Directory.
Operationa] attributes are discussed in more detail in Section 5.

8.5 Attribute Vialues

Defining ap attribute also involves specifying the syntax, and hence data type, to which every value in such attributes
shall conform\Using the notation of the ATTRIBUTE information object class defined in 13.4.7, an attribyite value is
defined as:

AttributeValue ::= ATTRIBUTE.&Type

An attribute value may be designated as a distinguished value, in which case the attribute value can form part of the
relative distinguished name of the entry (see 9.3). It is possible to have multiple distinguished values differentiated by
context, as described in 9.3.

8.6 Attribute Type Hierarchies
When defining an attribute type, the characteristics of some more generic attribute type may optionally be employed as

the basis of the definition. The new attribute type is a direct subtype of the more generic attribute type, the supertype,
from which it is derived.
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Attribute hierarchies allow access to the DIB with varying degrees of granularity. This is achieved by allowing the value
components of attributes to be accessed by using either their specific attribute type identifier (a direct reference to the
attribute) or by the identifier of a more generic attribute type identifier (an indirect reference).

Semantically related attributes may be placed in a hierarchical relationship, the more specialized being placed
subordinate to the more generalized. Searching for, or retrieving attributes and their values is made easier by quoting the
more generalized attribute type; a filter item so specified is evaluated for the more specialized types as well as for the
quoted type; a context assertion specified for the more generalized attribute type is also applied to the more specialized

type.

Where subordinate specialized types are selected to be returned as part of a search result these types shall be returned if
available. Where the more general types are selected to be returned as part of a search result both the general and the
specialized types shall be returned, if available. An attribute value shall always be returned as a value of its own attribute

type.

For an entfy to contain a value of an attribute type belonging to an attribute hierarchy, that type shall bp explicitly
included either in the definition of an object class to which the entry belongs, or because the DIT contenf rulg applicable
to that entry permits it.

All of the| attribute types in an attribute hierarchy are treated as distinct and unrelated types”for the [purpose of
administratjion of the entry and for user modification of entry content.

An attribute value stored in a Directory object or alias entry is of precisely one attributetype. The type is indicated when
the value i originally added to the entry.

8.7 (ontexts

The information model may be refined by associating with attribute values’ properties called contexts. Assqciated with
any user atfribute value may be a list of contexts which provide additional information that can be used to determine the
applicability of the attribute value.

NOTE 1]- For example, contexts can be used to associate a particularlanguage, time, or locale with an attribute value

Each contekt consists of a type field, a value field whose,syntax is determined by the type, and a fallback flag. Using the
notation of|the CONTEXT information object class defined'in 13.9, a Context is defined as:

Context ::F SEQUENCE {
contExtType CONTEXT.&id ({SupportedContexts}),

contpxtValues  SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType})
fallback BOOLEAN DEFAULT FALSE }

e is an OBJECT IDENTIFIER, and is specified using the CONTEXT information object clpss defined
ecifies the particular property represented by the Context.

contextTy
in 13.9. It

contextValues is the set of one or more values of the property specified by contextType that are associatpd with the
particular attribute-value.

In addition
fallback is

fallback is|usedto designate one or more attribute values for specific behaviour in relation to a context type.
to having i i it i T
TRUE for a given contextType is:

—  considered as being associated with any value of the given contextType for which no other values of the
same attribute are otherwise associated. Thus a context assertion of this context type that fails to match
any values of the attribute based on the rules for matching contextValues shall match with any attribute
value for which fallback is TRUE for this context type.

NOTE 2 — For example, an attempt to select the attribute value associated with a particular language shall yield
those values with fallback set to TRUE if none of the attribute values is otherwise associated with the chosen
language.

—  considered as a value to preserve during an operation which resets attribute values for a given attribute
type. A Modify (reset value) removes all values of a chosen attribute type which have an associated
context for which the fallback is set FALSE.

NOTE 3 — Modify (reset value) is further described in 11.3.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3.
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An attribute value without contexts, or one whose context list does not contain a context of a specific type, is considered
to be applicable under all context values of that specific type.

NOTE 4 — For example, a selection based on the French context value of a language context shall select an attribute value that
does not have any language context specifically associated with it (as well as those attribute values having the French language
context associated with them specifically).

All contexts in an attribute value's context list shall be of distinct context types.

Context information associated with attribute values may be retrieved along with the attribute values (e.g. to differentiate
between those attribute values). A user of the Directory may also make use of contexts to refine selection and retrieval of
information during Directory operations.

8.8 Matching Rules

.
8 8 1 Overvew
0. ey

Of paramopint importance to the Directory is the ability to be able to select a set of entries from the. DIB based on
assertions doncerning attribute values held by these entries.

A matching rule allows entries to be selected by making a particular assertion concerning their attribute valueg.

The most pgrimitive type of assertion is the attribute value assertion. More complex assertidns may be supprted using
matching rjile assertions. A matching rule assertion is a proposition, which may be true; false or undefined, [concerning
the presenge in an entry of attribute values meeting the criteria defined by the matchingrule.

An attribute value or matching rule assertion is evaluated based on the matching.rulé associated with the asserfion.

A matching rule is defined through the specification of:

the range of attribute syntaxes supported by the rule;
— the specific types of matches supported by the rule;

the syntax required to express an assertion of each specific type of match;

rules for deriving a value of the assertion syntax from a value of the attribute syntax, if required.

NOTE — No restrictions are placed on the\matching rules that may be defined to support a particulaf application.
However, rules defined to support one’particular application may not be widely supported by DUA§ and DSAs.
Wherever possible, the matching tules defined in ITU-T Rec. X.520 | ISO/IEC 9594-6 should| be used in
preference to the specification of fiew ones.

Sometimes|there will be a one to one correspondence between a matching rule and the types of matches supported. For
example, the Directory Abstract Service supports a presence matching rule to detect the presence of an attfibute in an
entry.

Sometimes| there will be a many“to many correspondence between a rule and the types of matches supported. For
example, the Directory Absttact Service supports a generic ordering rule allowing greater than or equal and |ess than or
equal typeq of matches.

8.8.2 Attribute Value Assertions

An attributp value)assertion (AVA) is a proposition, which may be true, false, or undefined, according to tije specified
matching rples\for the type, concerning the presence in an entry of an attribute value of a particular type. It jnvolves an
attribute type, an asserted attribute value, and optionally an assertion about contexts associated with the attribute value:

AttributeValueAssertion ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes}{@type}),
assertedContexts CHOICE {

allContexts [0] NULL,

selectedContexts [11 SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL }

ContextAssertion ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF
CONTEXT.&Assertion ({SupportedContexts}{@contextType})}
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The syntax of the assertion component of an AVA is determined by the equality matching rule defined for the attribute
type, and may be different from the syntax of the attribute itself.

8.8.2.1 [Evaluation of an AVA
An AVA is:
a) undefined, if any of the following holds:
1) the attribute type is unknown;
2) the attribute type has no equality matching rule;
3) the value does not conform to the data type indicated by the syntax of the assertion of the attribute's
equality matching rule;
NOTE - 2) and 3) normally indicate a faulty AVA; 1) however, may occur as a local situation (e.g. a particular
b|) true, if the entry contains an attribute of that type, and the attribute contains a value of that\walue, and the
value contains a context that matches the assertedContexts as described in 8.8.2.2;
c) false, otherwise.
8.8.2.2 Use of assertedContexts or context assertion defaults

The inclusjon of assertedContexts within an AttributeValueAssertion is optional. If assertedContexts i

5 specified,

then the agsertion shall be evaluated only against those values of the attribute for which the assertedContexts is true,

as defined In 8.8.2.3.

If assertedContexts is not provided within an AttributeValueAssertion, then‘a default context assertion may
in the sam¢ manner; that is, the assertion shall be evaluated only again$t) those values of the attribute fo
defined in B.8.2.3, the default context assertion is true. There are three'potential sources for a default contex
that specified for the operation as a whole, that available within subentries in the DIT, and that available lo
DSA. They| are applied as follows:

8.8.2.3 Hvaluatien of assertedContexts

assertedContexts is true if:

1) If assertedContexts is not provided within an“AttributeValueAssertion, then any context a
the given attribute type which has been~ supplied for the operation as a whole,
operationContexts as described in 7.3 of [FU-T Rec. X.511 | ISO/IEC 9594-3, shall be applie

2) If the user has not provided assertedContexts for the AVA and there is no context assertion f
attribute type which has been supplied for the operation as a whole, then the default context aj
the given attribute type in the context assertion subentries (if any) controlling the entry shall bg
described in 14.7.

3) If there is no context asserfion through steps 1) and 2) above, the DSA may apply a locally-def}
context assertion for,the given attribute type. Such a default shall typically reflect local paran|
as the language orJocation of the place of deployment of the DSA, or the current time of day,
tailored differently’by the DSA for each DUA to which it responds.

4) If no context assertion is available from any of these sources, then the assertion shall be evalu
all valugs’of the attribute.

be applied
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t assertion:
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a) allContexts is specified (this permits a context assertion to override any default context as
might otherwise be applied if assertedContexts were omitted from the AttributeValueAsserti

b) each ContextAssertion in selectedContexts is true as described in 8.8.2.4.

assertedContexts is false otherwise.

8.8.2.4 Evaluation of a ContextAssertion

A ContextAssertion is true for a particular attribute value if:

18

a) the attribute value has a context of the same contextType of the ContextAssertion and any o
contextValues of that context matches with any of the asserted contextValues according to th
of how a match is determined for that contextType; or

b) the attribute value contains no contexts of the asserted contextType; or
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c) none of the other attribute values for the attribute satisfies the ContextAssertion according
in 8.8.2.2 above, but the attribute value does contain a context of the asserted contextType with the

fallback set to TRUE.

A ContextAssertion is false otherwise.

8.8.3 Attribute Type Assertions

to 1) or 2)

An attribute type assertion is a proposition, which may be true, false, or undefined, according to the associated contexts.

AttributeTypeAssertion ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
assertedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL }
8.8.3.1 Hvaluation of an attribute type assertion

An attribut

4

b

C

8832 U

The inclusi
assertedC

If asserted
in the sam
rules defing

8.84 B

A number
many diffe

Syntax for
Directory A

P type assertion is:
undefined, if the attribute type is unknown or if the attribute is not present in the entry;

TRUE, if the entry contains an attribute of that type, and the attribute contains)one or more
contain a context that matches the assertedContexts as described in 8.8.3.2;

FALSE, otherwise.

se of assertedContexts or context assertion defaults

on of assertedContexts within an AttributeTypeAssertion is optional. If assertedContexts is sy
bntexts shall be true for at least one attribute value accordingrto the rules defined in 8.8.2.4.

Contexts is not provided within an AttributeTypeAssertion, then a default context assertion may
e manner; that is, the default context assertion shall be_true for at least one attribute value accot
d in 8.8.2.4. The potential sources for a default contéxt assertion are as specified in 8.8.2.2.

uilt-in Matching Rule Assertions

bt categories of related matching rules, whose semantics are generally understood and applicable
ent types of attributes, are understood by the Directory:

present;
equality;
substrings;
ordering;

approximate.match.

asserting eeftain types of matches associated with these categories of matching rules has been b
\bstract Service:

a'present syntax for the present rule;

values that

ecified, the

be applied
ding to the

o values of

hilt into the

AT equUality Symtax for cquatity Tuics;
greaterOrEqual and lessOrEqual syntaxes for ordering rules;
initial, any and final syntaxes for substrings rules;

an approximateMatch syntax for approximate matching rules.

The present syntax may be used for any attribute of any type. The present match tests for the presence of any value of a
particular type.

Specific equality, substrings and ordering matching rules may be associated with an attribute type when it is defined.
These specific rules are used when evaluating assertions of the equality, ordering and substrings rules made using the
syntax built-in to the Directory Abstract Service. If specific rules are not provided, then assertions made concerning these
attributes are undefined.

The approximateMatch syntax supports an approximate matching rule whose definition is a local matter to a DSA.
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8.8.5 Matching Rule Requirements

In order for the Directory to behave in a consistent and well-defined manner, it is necessary that certain restrictions be
placed upon the matching rules that shall be used in conjunction with the syntax that has been built into the Directory
Abstract Service.

For an equality matching rule in which the syntax of the assertion is different from the attribute syntax to which the
matching rule applies, rules for deriving a value of the syntax of the assertion from a value of the attribute syntax shall be
supplied.

Equality matching rules for attributes used for naming shall be transitive, commutative and have an assertion syntax
identical to the attribute syntax.

A transitive matching rule is characterized by the fact that if a value a matches a value b; and if that value b matches a
third value c; then value a matches value ¢ using the rule.

A commutjtive matching rule is characterized by the fact that if a value a matches a value b then that yalud b matches
the value g. The attribute presentationAddress is an example of an attribute supporting an attribute-syhtax whose
matching ryile is not commutative.

With respe¢t to a specific attribute type, the equality and ordering rules (if both present) shall always be related in at least
the followihg respect: two values are equal using the equality relation if and only if they ar¢-equal using the ordering
relation. In| addition, the ordering relation shall be well-ordered; that is, for all x, y and z“for which x precedles y and y
precedes z pccording to the relation, then x precedes z.

NOTE - These requirements imply that when ordering is defined, it also defines equality.
With respeft to a specific attribute type, the equality and substrings rule (if ‘both present) shall always be rglated in at
least the fqllowing respect: for all x and y that match according to the equality relation, then for all values z of the
substring relation, the result of evaluating the assertion against the valde x equals the result of evaluating tle assertion

against the|value y. That is, two values that are indistinguishable using the equality relation are also indistinguishable
using the syibstrings relation.

8.8.6 Object Identifier and Distinguished Name equality'matching rules

There are § number of equality matching rules used to evaluate attribute value assertions which the Direcfory knows
about and yses for its own purposes. They include:

- objectldentifierMatch: This rule is used to match attributes with Objectldentifier syntax.

distinguishedNameMatch: This rule is used to match attributes with DistinguishedName syntax.

8.9

=

ntry Collections

8.9.1 Overview

A collectian of object and\alias entries may have certain common characteristics (e.g. certain attributes that have the
same valu¢ for each-entry of the collection) because of some common characteristic or shared relationphip of the
correspondjng objeets Such a grouping of entries is termed an entry collection.

Entry collections-may contain object and alias entries that are related by their position in the DIT. These collections are
specified ag snbtrees or subtree refinements as described in Section 5

An entry may belong to several entry collections subject to administrative limitations imposed in Section 5.

8.9.2 Collective Attributes
When user attributes are shared by the entries of an entry collection, they are termed collective attributes.

It is also permissible that the same collective attribute be independently associated with two or more of these collections.
In such cases the entry's collective attribute has multiple values. Collective attributes shall, therefore, always be specified
as multi-valued.

Although they appear to users of the Directory interrogation operations as entry attributes, collective attributes are treated
differently from entry attributes in the Directory information model. This difference is manifested to users of the
Directory modification operations in that collective attributes cannot be administered (i.e. modified) via the entries in
which they appear but shall be administered via their associated subentries.
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NOTE — The independent sources of these values is not manifested to the users of the Directory interrogation operations.

For a collective attribute to appear in an entry, the presence of that attribute type must be permitted according to the DIT
content rule governing the entry.

Entries may specifically exclude a particular collective attribute. This is achieved through the use of the
collectiveExclusions attribute, described in 12.7 and defined in 14.6.

8.10 Compound entries and families of entries

Compound

entry structural

object class A
The same «

structural

Fantily; 2\ ob{'ict class B

T0733210-00

Figure 4 — Families of entries

A compound entry is a special entry that comprisés*family member entries. These family members form a higrarchy and
thereby prpvide hierarchically organized information about the object represented by the compound [entry. The
compound [entry is represented in the DIT by-an ancestor family member, which is at the root of a tree containing the
family members.

Family members can themselves be, organized into one or more families for the purposes of filtering and {nformation
retrieval. Each family is a subtfeg; distinct families have no common family members apart from the shared|root that is
the ancestof. A family thus comiprises an ancestor plus a set of subordinate family members.

A family is, beside the/ancestor, composed of all of the immediately subordinate family members being ¢f the same
structural dbject class. Their subordinate members, if any, are also part of the same family independent of thejr structural
object clasges.

These concieptsare illustrated in Figure 4

A family member that is a child within a family tree is marked with the auxiliary object class child. The presence of the
child object class value for an entry causes the immediately superior entry automatically to be marked with the abstract
object class value parent. An entry that is both a parent and a child within a family tree is marked with both object class
values. The ancestor is the only family member that is not of object class child. The construction of compound entries is
carried out by marking entries with child object class values.

Each subordinate of a non-ancestor family member shall itself be a family member, and marked with a child object class
value.

The ASN.1 definition of these object classes can be found in 13.3.3.

All family members of a compound entry shall be placed in the same naming context as the ancestor. Family members
are not permitted to be alias entries. An alias shall not point to a child family member.
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9 Names

9.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

9.1.1 alias, alias name: An alternative name for an object, provided by the use of alias entries.

9.1.2 (alias) dereferencing: The process of converting an object's alias name to its distinguished name.

9.1.3 distinguished name (of an entry): Every object entry, alias entry, and subentry has at least one distinguished
name. If any RDN for the entry or any superior entry includes an attribute for which there exist multiple distinguished
values differentiated by context (as described in 9.3), then the entry shall have multiple distinguished names
differentiated by context. The primary distinguished name is that distinguished name in which each RDN has the

primary di

9.1.8
name.

9.1.9 r
matches a

represents
represents

NOTE 1
of the ol

An object (
then the na

Syntactical

tinguished value of each contributing attribute as the main value in the RDN construct.

irectory) name: A construct that singles out a particular object from all other objects:\A nathe shall be
s (that is, denote just one object), however it need not be unique (that is, be th¢ ,only nhme which
sly denotes the object).

cal member name: A name for a family member constructed by the sequerice of RDNs from the ancestor

ming authority: An authority responsible for the allocation of names in some region of the DIT.

rported name: A construct which is syntactically a name,dbut which has not (yet) been shown tp be a valid

lative distinguished name (RDN): A set of one_er'more attribute type and value pairs, each of which
istinct distinguished attribute value of the entry.

ames in General

) name 1is a construct that identifies~a particular object from among the set of all objects. A name shall be
s, that is, denotes just one object.:*However, a name need not be unique, that is, be the only| name that
sly denotes the object. A (diréctory) name also identifies an entry. This entry is either an objedt entry that
he object or an alias entry which contains information that helps the Directory to locate thd entry that
he object.

— The set of names ofranebject thus comprises the set of alias names for the object, together with the distingyished names
ject.

an be assigned.a distinguished name without being represented by an entry in the Directory, but this name is
ne its objectentry would have had were it represented in the Directory.

y, each name for an object or entry is an ordered sequence of relative distinguished names (see 9.3)).

Name ::=

CHOICE { -- only one possibility for now -- rdnSequence RDNSequence }

RDNSequence ::= SEQUENCE OF RelativeDistinguishedName

DistinguishedName ::= RDNSequence

NOTE 2

— Names which are formed in other ways than as described herein are a possible future extension.

Each initial sub-sequence of the name of an object is also the name of an object. The sequence of objects so identified,
starting with the root and ending with the object being named, is such that each is the immediate superior of that which
follows it in the sequence.

A purported name is a construct which is syntactically a name, but which has not (yet) been shown to be a valid name.
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9.3 Relative Distinguished Names

Each object and entry has at least one relative distinguished name (RDN). An RDN of an object or alias entry consists of
a set of attribute type and value (with optional context list) pairs, each of which matches, using the equality matching
rule and the applicable context matching rule, a distinct distinguished attribute value of the entry.

Any attribute contributing to an RDN may have more than one distinguished value, differentiated by context, as
described below. This provides alternative RDNs for the same object. Within an attribute's set of distinguished values
(differentiated by context), precisely one of them is designated the primary distinguished value. The primary relative
distinguished name of an object comprises the set of primary distinguished values from the set of attributes that comprise
the RDN. When conveyed in protocol, each attribute in an RDN signals the primary distinguished value (if it is present)
and may optionally include a context for the value and additional alternative attribute values with context. In this case,
each attribute value with its context matches a distinct distinguished attribute value of the entry for the attribute type
according to the applicable equality matching rule and context matching rules.

NOTE ;lf The equality matching rule can be used because for naming attributes, the attribute syntax and the assertsi|on syntax of
the equality matching rule are the same. Similarly, for contexts that may be used to differentiate distinguished values| in a naming
attribute| the context syntax and the context assertion syntax are the same.

The RDNs|of all of the entries with a particular immediate superior are distinct irrespective of any associated context
lists. It is the responsibility of the relevant naming authority for an entry to ensure that,this is so by appropriately
assigning distinguished attribute values. Allocation of RDNs is considered an administrative undertaking that may or
may not refjuire some negotiation between involved organizations or administrations. This Directory Specification does
not providg such a negotiation mechanism, and makes no assumption as to how it is performed.

RelativeDistinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndDistinguishedValue

AttributeTypeAndDistinguishedValue ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

valu ATTRIBUTE.&Type({SupportedAttributes}{@type}),

primaryDistinguished BOOLEAN DEFAULT TRUE;

valugesWithContext SET SIZE (1..MAX) OF.SEQUENCE {
distingAttrValue [0] ATTRIBUTE.&Type ({SupportedAttributes}{@type}) OPTIONAL
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

1’4

The set that forms an RDN contains-exactly one AttributeTypeAndDistinguishedValue for ecach attripute which
contains distinguished values in theentry; that is, a given attribute type cannot appear twice in the same RDN|

An attribute value that has been designated to appear in an RDN is called a distinguished value. There mfiy be other
values of the same attribute'that are not distinguished values and thus may not be used in an RDN. An attribute may have
multiple dfstinguished{values only if they are differentiated by associated context. This allows an objgct to have
alternative |names differentiated by contexts. This is the only case where an attribute may have morg than one
distinguishgd value, In that case, the distinguished values shall have context lists containing the same context|type(s), the
context valhes’ of*which shall provide that only one of the distinguished values is applicable given any specifiq context.

An RDN for a given entry is formed by using one distinguished value from each attribute that has distinguished values.
The simplest case is an entry that has one distinguished value; it thus has one RDN, formed by using that distinguished
value. More than one attribute in an entry may contribute to the RDN. If each contributing attribute has only one
distinguished value, then the entry has a single RDN, formed by using the distinguished value for each attribute. If any of
the contributing attributes has multiple distinguished values differentiated by context, then the entry has multiple RDNs,
each formed by using one of the possible combinations in which one distinguished value is chosen for each attribute type
forming the RDN.

Each RDN for an entry shall contain a type and value pair for each given attribute type forming part of the RDN.
primaryDistinguished is used to indicate that the value is the primary distinguished value of that attribute type.
valuesWithContext is used to convey the context list for the distinguished attribute value in value when necessary to do
so. It is also used to convey in a single RDN, some or all of the other distinguished values of the same attribute type.
Each distingAttrValue is accompanied by its contextList. The distingAttrValue is only omitted for the distinguished
value that appears in value; this is how the context list for that value is made present in the RDN.
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One and only one of the distinguished values for a given attribute type in an entry shall be considered the primary
distinguished value for that attribute type. This value shall be wused as the value in the
AttributeTypeAndDistinguishedValue when forming the primary relative distinguished name of the object (see 9.8 and
9.6). The primary relative distinguished name is an RDN in which the primary distinguished values for each attribute in
the RDN appear in the value components of each AttributeTypeAndDistinguishedValue in the RDN. Context and
alternative  distinguished  values may appear in the valuesWithContext component of each
AttributeTypeAndDistinguishedValue.

The RDN may be modified if necessary by complete replacement of all the distinguished values of all contributing
attributes.

Family members, like other entries, have RDNs. An RDN can consist of multiple attribute type and value pairs. Only
primary RDNs can be used. The local member name of a family member is the sequence of RDNs from the ancestor
down to that member. The local member name of the ancestor is an empty sequence.

NOTE 2—RBNsarc-mterdedtobe ‘1U115-‘1ivct.‘l so-that-theusersofthe Dixcuiuxy camstore-thre diaiillguiallcd TramTes ot objects (eg
in the Directory itself) without concerns for their obsolescence. Thus RDNs should be changed cautiously.

NOTE 3|- Changing the RDN of a non-leaf entry automatically changes the name of subordinate entries.

NOTE 4 — The context in which a particular attribute type and value forming part of an RDN is applicable is indepgndent of the
contexts|associated with any other part of that RDN or other RDNs in a distinguished name.

NOTE § — For example, a valid distinguished name for an entry can be formed by combining an RDN desighated as the
Language = French variant of that entry's RDN with the Language = English DN of its superior. entry).

9.4 Name Matching

It is often fecessary in the operation of the Directory to determine if two ndmes match. This requires that cofresponding
RDNs be mpatched. The general approach to name matching is described here; specific approaches for particular uses for
name matches are described where appropriate.

A purported RDN is said to match a target RDN if each AttributeTypeAndDistinguishedValue in the purported RDN
matches with the AttributeTypeAndDistinguishedValue for the-Same attribute type in the target RDN. Therg is a match
if the purpgrted value or any distingAttrValue of the purpésted AttributeTypeAndDistinguishedValue majches either
the target value or any distingAttrValue in the target AttributeTypeAndDistinguishedValue. primaryDistinguished, if
present in dither the purported or target AttributeTypeAndDistinguishedValue, is ignored for matching.

NOTE 1| — The equality matching rule can be used-because for naming attributes, the attribute syntax and the assertion syntax of
the equality matching rule are the same.

NOTE 2|— There is no guarantee that cevery distinguished value for a given naming attribute is pregent in the
Attribut¢ TypeAndDistinguishedValue for that attribute type in a given RDN. Two RDNs for the same object could be formed
using different distinguished values (differentiated by context) for the same attribute type. If there is no overlap ip the sets of
distingujshed values for a given attribute that each uses, then they will fail to match, even though the purportdd RDN and
target RDN are alternative RDNsfor the same object. How this could occur, and the impact of this, depends on the reason for
name matching (e.g. name resolution, access control, filtering).

If matching attribute valiiesare not found as a result of the above, then the RDNs do not match. If matchipg attribute
values are [found, then thére shall also be a match between associated contexts for those values, if present before the
attribute type and walde pairs are considered to match. Each context in the purported attribute value's coptext list is
considered|a cantext assertion against the matching target attribute value's context list, and shall evaluatg to true as
described i 8:8,2.4 in order for the contexts to be considered a match. fallback in the purported contexts is ighored when
fOHning thé-contextasseritons:

NOTE 3 — The purported contexts can be used as context assertions in this way because the context assertion syntax is the same as
the context syntax for context types that may be used with distinguished values.

If valuesWithContext is not present in a purported RDN, then context assertions supplied as part of the operation, or
defaults that are set up to be applied to an operation shall also be applied as described in 8.8.2.2. The exception to this is
for the case of name matching during name resolution during a Directory operation; in that case, no context assertions
are applied if none is available in valuesWithContext.

9.5 Names returned during operations
Many Directory operations return the name of an entry. When an operation returns a name for an entry, or names for

multiple entries, it shall return the primary distinguished name for each entry and may return in addition alternative
distinguished name information and context information (see 7.7 of ITU-T Rec. X.511 | ISO/IEC 9594-3).
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9.6 Names held as attribute values or used as parameters

Where a name is held as an attribute value within some other attribute, or passed as an attribute value in some exchange
(e.g. an alias pointer), there is always the question of whether the name held can be an alternative distinguished name or
shall be the primary distinguished name, whether it can contain alternative distinguished values, and whether it can
include context information. Specific restrictions are mentioned where necessary throughout these Directory
Specifications.

NOTE - Annex O includes suggestions for improving interoperability with pre-1997 edition systems and ensuring predictable
behaviour in regards to using contexts with names.

9.7 Distinguished Names

The disting A as—that—ne 2 RDNSs of the

entry which represents the object and those of all of its superior entries (in descending order). Because of thg one to one

correspondpnce between objects and object entries, the distinguished name of an object is the distinguished mame of the
s

object entry.

NOTE 1| It is preferable that the distinguished names of objects which humans have to deal with be user-friendly.

NOTE 2
primitiv

— ITU-T Rec. X.650 | ISO/IEC 7498-3 defines the concept of a primitive name. A distinguished name can
name for the object it identifies.

be used as a

NOTE 3
entries.

— Because only the object entry and its superiors are involved, distinguished namies of objects can never |nvolve alias

Alias entrig
this distinc
name of an
alias entry

It also proy
of an objec

If any attri
differentiat
The primar
protocol, {
AttributeTy
names are

the primary
AttributeTy
component|

NOTE 4
any cont

Context inf

s also have distinguished names; however, this name cannot beythe distinguished name of an o
lion needs to be made, the complete term "distinguished namme of an alias entry" is used. The di
alias entry is defined, as for the distinguished name of-an object entry, to be the sequence of R
hind those of all of its superior entries (in descending ordef).

es convenient to define the 'distinguished name' of the root, although this can never be the distingu
t. The distinguished name of the root is defined'to be an empty sequence.

bute contributing to an RDN within thédistinguished name for an object has multiple distingui
bd by contexts, then that object has multiple distinguished names. Each unambiguously identifies
y distinguished name is that distinguished name for which every RDN is a primary RDN. When d

ypeAndDistinguishedValue™ for ecach attribute in each RDN forming the name. Alternative di
formed by using alternative distinguished values for attributes in one or more RDNs. In some uses
r distinguished name shall be used. In other cases, alternative distinguished names may be used

any distinguished name may include alternative values within its RDNs.

— The distinguished name is said to include alternative names when an RDN includes multiple distinguish
ributing attribute.

ormation may be included with a distinguished name in the valuesWithContext component withit

Wherever 1

ject. When
stinguished
DN of the

ished name

hed values
the object.
onveyed in

he primary distinguished namej'is formed by using the primary distinguished value as value in the

stinguished
for a name,
. Since the

ypeAndDistinguishedValue in RDNs may include alternate distinguished values in the valuesWithContext

d values for

) any RDN.

hames are used throughout these Directory Specifications, it is specified if the name shall be the primary

distinguished name, if the name may include alternative values, and if context information may be included. Where there
is no explicit statement, alternative distinguished names may be used, and the name may include alternative values
and/or context information.

NOTE 5 — Any requirement to use a primary distinguished name in protocol instead of an alternative distinguished name need not
be reflected to the end user.

An example which illustrates the concepts of RDN and distinguished name appears in Figure 5.

9.8 Alias Names

An alias, or an alias name, for an object is a an alternative name for an object or object entry which is provided by the
use of alias entries.
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RDN Distinguished Name
ROOT
{}
Countrles
5 * E C=GB {C =GB}
Organlzatlons

* il O = Telecom {C =GB, O = Telecom}

Orgamzatlonal Units

(OU = 3ales, 1C =GB, O = Telecom,
\—I \—I L = Ipswich) (OU = Sales, L = Ipswich)}
People
{C =GB, O = Telecom,
:I :I CN = Smith (OU = Sales, L = Ipswich),
CN = Smith}
TIS03250-94

Figure 5 — Determination of distinguished names

Each alias ¢ntry contains, within the aliasedEntryName attribute, a name of some object. The distinguished pame of the
alias entry |s thus also a name for this object.

NOTE 1| The name within the aliasedEntryName is said to be pointed to by the alias. It does not have to be the distinguished
name oflany entry.

NOTE 2|- The AliasedEntryName attribute value may be thé’primary distinguished name or any alternative distinguished name
if such eist. Consistency and interworking with pre-1997 DSAs may be affected if the primary distinguished name is jnot used.

The convelsion of an alias name to an object name’ is termed (alias) dereferencing and comprises the|systematic
replacemer]t of alias names, where found within a-purported name, by the value of the corresponding aliasedEntryName
attribute. The process may require the examination of more than one alias entry.

Any particyilar entry in the DIT may haye(zero or more alias names. It therefore follows that several alias ¢ntries may
point to thg same entry. An alias entry fnay point to an entry that is not a leaf entry and may point to another alias entry.

An alias enftry shall have no subordinates, so that an alias entry is always a leaf entry.
Every alias|entry shall belong tg-the alias object class which is defined in 13.3.3.

Family mefnbers are not,permitted to be alias entries.

10 Hierarchical groups

10.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
10.1.1  hierarchical child: For an entry, a hierarchical child is an entry for which it is a hierarchical parent.

10.1.2  hierarchical group: A hierarchical group is a collection of entries, including compound entries, that forms a
logical tree that is not necessarily related to the DIT.

10.1.3  hierarchical leaf: This is an entry within a hierarchical group that has no hierarchical children.

10.1.4  hierarchical level: An integer that gives the distance from an entry within a hierarchical group to the
hierarchical top in form of the number of hierarchical links between the entry and the hierarchical top.

10.1.5  hierarchical link: This is a general term for the logical relationship between two entries that have a
hierarchical immediate parent/immediate child relationship.
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10.1.6  hierarchical parent: For an entry, the hierarchical parents are the immediately hierarchical parent, its
immediately hierarchical parent, recursively all the way up to and including the hierarchical top.

10.1.7  hierarchical sibling: For an entry, the hierarchical siblings are the entries having the same immediately
hierarchical parent as itself.

10.1.8  hierarchical sibling-child: For an entry, its hierarchical sibling-children are the complete set of hierarchical
children, at all lower levels, of its hierarchical siblings.

10.1.9  hierarchical top: This is the entry within a hierarchical group that is the root of the hierarchy. A hierarchical
top has no immediately hierarchical parent.

10.1.10 immediately hierarchical child: For an entry, an immediately hierarchical child is an entry for which it is the
immediately hierarchical parent. This immediately hierarchical child does not need to be an immediately subordinate
entry withip-the-DI-

10.1.11 immediately hierarchical parent: For an entry, its immediately hierarchical parent is the entry;-that within the
hierarchica] group, is its immediately superior entry. The immediately hierarchical parent does.not need to be the
immediatelly superior entry within the DIT.

10.2 Hierarchical relationship

Directory dntries have a hierarchical relationship in the way they are placed in the DIT. However, entries maly also have
hierarchical relationships not reflected in DIT structure. As an example, a dynamic)organization may not want to reflect
its current prganization directly in the DIT, as it may require frequent changes fo' the DIT structure. There is|therefore a
requirement in the Directory to be able to reflect hierarchical relationships independent of the DIT structure.
Hierarchicpl groups form such relationships. A hierarchical group forms,a logical tree with a root called the Hierarchical

top.

By referrinjg to hierarchical relationships, it is possible in a Sedrch operation to retrieve information not dnly from a
given entry}, but also from other entries within the same hierarchical group.

A compound entry is considered a single entry in the context of hierarchical groups. A child family membef cannot be
part of a higrarchical group in its own right.

NOTE + Hierarchical groups are intended to permit modelling of collections of distinct objects that have logicdlly informal
relationships, and particularly relationships that\are, or could be, temporary. Compound entries, in contrast, model| objects that
compris¢ sub-objects that are conveniently considered as a hierarchy.

To describ¢ navigation within a hierarchical group it is convenient to define terms for the relationships that a |given entry
has with other entries within the_group. This is done in 10.1. Some of these defined terms for direct relatipnships are
parallel to |those defined for éntry relationships within the DIT (immediately hierarchical child, hierarchical child,
immediately hierarchical patent and hierarchical parent). However, it is also convenient to define terms for more distant
relationships. In some situation, a user may want to retrieve information for hierarchical siblings, and evén for their
hierarchical children (hierarchical sibling-children).

An entry cgn only be'a member of a single hierarchical group at one time.

An entry thatNg part of a hierarchical group holds operational attributes as defined in 14.9. These operational attributes
reflect the relationship with other entries within the group, including the hierarchical level of the entry within the group.
When a compound entry is part of a hierarchical group, the ancestor holds these operational attributes.

A hierarchical group has to be completely outside any service specific administrative area (see 16.3) or has to be

completely contained within a service specific administrative area. A hierarchical group shall be confined to a single
DSA. The Directory service shall detect and prevent attempts to break these rules.
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SECTION 4 — DIRECTORY ADMINISTRATIVE MODEL

11 Directory Administrative Authority model

11.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

11.1.1  administrative area: A subtree of the DIT considered from the perspective of administration.
11.1.2  administrative entry: An entry located at an administrative point.

11.1.3  administrative point: The root vertex of an administrative area.

11.1.4  afdministrative user: A representative ol an Administrative Authority. 1he Tull detinition of the adninistrative
user concept is outside the scope of this Directory Specification.

11.1.5 autonomous administrative area: A subtree of the DIT whose entries are all administered by the same
Administrative Authority. Autonomous administrative areas are non-overlapping.

11.1.6 DIT domain administrative authority: An Administrative Authority in its¢rele as the enfity having
responsibil|ty for the administration of a part of the DIT.

11.1.7 DIT domain policy: An expression of the general goals and acceptable procedures for a DIT Domain.

11.1.8 DMD administrative authority: An Administrative Authority in its.role as the entity responsible for the
administration of a DMD.

11.1.9 DMD policy: A policy governing the operation of the DSAs inra DMD.
11.1.10 DMO policy: A policy defined by a DMO, expressed in tegms’of DMD and DIT Domain policies.

11.1.11 inner administrative area: A specific administratiye-area whose scope is wholly contained withih the scope
of another $pecific administrative area of the same type.

11.1.12 licy: An expression by an Administrative Authority of general goals and acceptable procedures.
11.1.13 licy attribute: A generic term for any Directory operational attribute which expresses policy.
11.1.14 licy object: An entity with which a(plicy is concerned.

11.1.15 licy procedure: A rule defining;how a set of policy objects should be considered and what actiorfs should be
taken as a fesult of this consideration.

11.1.16 policy parameter: A policy procedure is characterized by certain policy parameters which ard subject to
configuratipn (i.e. choice) by an Administrative Authority.

11.1.17 specific administrative area: A subset (in the form of a subtree) of an autonomous administrative grea defined
for a partiqular aspect,of~administration: access control, subschema or entry collection administration. When defined,
specific administrative\areas of a particular kind partition an autonomous administrative area.

11.1.18 specific administrative point: The root vertex of a specific administrative area.

11.2 Overview

A fundamental objective of the Directory information model is to consider well-defined collections of entries so that they
may be administered consistently as a unit. This clause clarifies the nature and scope of the authorities responsible for
that administration and the means by which their authority is exercised.

The concept of policy, defined in 11.3, provides the mechanism by which Administrative Authorities exercise control of
the Directory.

Some aspects of the Directory Administrative Model are supported by the Model of Directory Administrative and
Operational Information (see clause 12). This is to allow the modelling of information required for the regulation of
Directory user information and for other administrative purposes.

Other aspects of the Directory Administrative Model require support for the distribution of administrative and
operational information among the component parts of the Directory, i.e. DSAs. Clauses 22 through 24 describe a DSA
Information Model to support these requirements.
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11.3 Policy

A policy is an expression by an Administrative Authority, acting as an agent of the DMO, of general goals and
acceptable procedures. A policy is defined in terms of rules that are to be enforced (by the Directory, if appropriate) and
in terms of aspects within which an administrative user has some degree of freedom of action and specific
responsibilities.

An Administrative Authority expresses DMO policy in terms of:
—  DIT Domain Policy;
— DMD Policy.

These policies may be expressed as policy attributes. A model of DIT policies is defined in 11.6.

NOTE — Clause 14 defines the system schema necessary to support the administration of collective attributes. Clause 15 defines a
framework for supporting subschema administration policies. Clause 17 defines a framework supporting access control policies.

DMD polidies relate specifically to DSAs as components of the distributed Directory. These DMD policies atfe described
in 11.7 which defines a model for DSA administration.

Finally, th¢re are policies which relate to external matters (such as bilateral agreements between DMQs) and are
therefore npt further described here.

A policy object is an entity with which a policy is concerned (e.g. a subschema administrative area is a policy pbject).

A policy procedure is a rule defining how a set of policy objects should be consideséd and what actions shoyld be taken
(and under|what circumstances) as a result of this consideration (e.g. clause 15 defines subschema administrgtion policy
procedures).

A policy procedure is characterized by certain policy parameters which at@subject to configuration (i.e. chpice) by an
Administrative Authority.

Operationa] attributes are used to represent policy parameters. The values of such an attribute form an expression of
some or all{of the policy parameter it represents.

11.4 Specific administrative authorities

The administration of a DIT Domain involvessthe execution of five functions related to different |aspects of
administratjion:

- naming administration;

—  subschema administratiofi;

—  security administration;

- collective attribite/administration;

-|  service administration.

A specific Wdministiative Authority is an Administrative Authority in its role as the entity responsible for gne of these
specific asgects of:DIT Domain policy.

The term Ndniing Authority (see clause 9) identifies the role of the Administrative Authority as it pertains to the
allocation bftrames—and—admmistrattomr—of—the—structure—of—thesemames—A—rote—of—the—Subschermma—Aut lority is to

implement these naming structures in the subschema.

The term Subschema Authority identifies the role of the Administrative Authority as it pertains to the establishment,
administration and execution of the subschema policy controlling the naming and content of entries in a DIT Domain.
Clause 15 describes Directory support of Subschema Administration.

The term Security Authority (see ITU-T Rec. X.509 | ISO/IEC 9594-8) identifies the role of the Administrative Authority
as it pertains to the establishment, administration and execution of a security policy governing the behaviour of the
Directory with respect to entries in a DIT Domain.

The term Collective Attribute Authority identifies the role of the Administrative Authority as it pertains to the
establishment and administration of collective attributes (see 12.7) in a DIT Domain.

The term Service Authority identifies the role of the Administrative Authority as it pertains to the establishment and
administration of service constraints and adjustment.
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11.5 Administrative areas and administrative points

11.5.1 Autonomous administrative areas

Each entry in the DIT is administered by precisely one Administrative Authority (which may operate in different roles).
An autonomous administrative area is a subtree of the DIT whose entries are all administered by the same
Administrative Authority.

The DIT Domain may be partitioned into one or more non-overlapping autonomous administrative areas.

The set of one or more autonomous administrative areas for which a DMO has administrative authority is its DIT
Domain. This is represented in Figure 6.

11.5.2  Specific administrative areas

In the samg way that an Administrative Authority may operate in a specific role, entries in an administrative grea may be
considered|in terms of a specific administrative function. When viewed in this context, an administrative'atealis termed a
specific administrative area. There are five kinds of specific administrative area:

-{  subschema administrative areas;

—{  access control administrative areas;

-{  collective-attribute administrative areas;
-{  context default administrative areas;

-{  service administrative areas.

Autonomous
Area (AA)
\

DIT
Domain TISO3260-94

Figure 6 — A DIT Domain

An autonomous administrative area may be considered as implicitly defining a single specific administrative area for
each specific aspect of administration. In this case, there is a precise correspondence between each such specific
administrative area and the autonomous administrative area.

Alternatively, for each specific aspect of administration, the autonomous administrative area may be partitioned into non-
overlapping specific administrative areas.

If so partitioned for a particular aspect of administration, each entry of the autonomous administrative area is contained
in one and only one specific administrative area of that aspect.

A specific Administrative Authority is responsible for each specific administrative area. If, for a particular administrative
aspect, an autonomous administrative area is not partitioned, a specific Administrative Authority is responsible for that
administrative aspect for the entire autonomous administrative area.
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11.5.3 Inner administrative areas

For the purpose of security or collective attribute administration, inner (administrative) areas within these kinds of
specific administrative areas may be defined:

a) to represent a limited form of delegation; or

b) for administrative or operational convenience (e.g. where the administrative point of a subtree is in a DSA
other than the one holding the entries within the subtree, that subtree may be designated as an inner area to
allow administration via the local DSA).

An inner administrative area may be nested within another inner administrative area.

Inner areas represent areas of limited autonomy. Entries in inner areas are administered by the specific Administrative
Authorities of the specific administrative areas within which they are contained, and also by the Administrative
Authorities of the inner areas within which they are contained. The former authorities have overall control of the policies
regulating these entries while the latter authorities have (limited) control over those aspects of policy delegafed to them
by the former.

The rules for nested inner areas, should they be permitted, shall be defined as part of the defmition of fhe specific
administratjive aspect within which they are contained.

11.54  Administrative points

The specification of the extent of an autonomous administrative area is implicit and/consists of the identification of a
point in th¢ DIT (the root of the autonomous administrative area's subtree), an autonomous administrative point, from
which the pdministrative area proceeds downwards until another autonomousS-administrative point is encquntered, at
which another autonomous area begins.

NOTE 1]- The immediate subordinates of the root of the DIT are autonomous administrative points.

Where an|autonomous administrative area is not partitioned {orva specific aspect of administratior], then the
administraive area for that aspect coincides with the autonomous administrative area. In this case, the dutonomous
administratiive point is also the specific administrative point forthis aspect of administration.

Where an qutonomous administrative area is partitioned for a specific aspect of administration, then the spedification of
the extent pf each specific administrative area consists: of the identification of the root of the specific adiinistrative
area's subtfee, a specific administrative point, from&vhich the specific administrative area proceeds downpvards until
another specific administrative point (of the same administrative aspect) is encountered, at which another specific
administratiive area begins.

Specific administrative areas are always-bounded by the autonomous administrative area they partition.

A particular administrative point rhay‘be the root of an autonomous administrative area and may be the rogt of one or
more specific administrative argas:

The specification of the extent of an inner administrative area (within a specific administrative area) conists of the
identificatipn of the roghof the inner administrative area's subtree, an inner administrative point. An inner adiinistrative
area is boupded by thie'specific administrative area within which it is defined.

An adminiptrative) point corresponding to the root of an autonomous administrative area represents a DT Domain
(and DSA)| boundary. That is, its immediate superior in the DIT must be under the administrative authority of
another DMD?.

NOTE 2 — This implies that a DMO cannot arbitrarily partition a DIT Domain into autonomous administrative areas.

An administrative point is represented in the Directory information model by an entry holding an administrativeRole
attribute. The values of this attribute identify the type of administrative point. This attribute is defined in 14.3.

Clauses 22 through 24 describe how administrative areas are mapped onto DSAs and the DSA information model.

Figure 7 depicts an autonomous administrative area which has been partitioned into two specific administrative areas for
a specific aspect of administration (e.g. access control). In one specific administrative area, a nested inner administrative
area has been created (e.g. because the subtree is to be held in a different DSA from the remainder of the specific
administrative area).

Figure 7 uses the abbreviations AAP (Autonomous Administrative Point), SAP (Specific Administrative Point) and IAP
(Inner Administrative point).
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11.5.5 Administrative entries

An entry located at an administrative point is an administrative entry. Administrative entries may have special entries,
called subentries, as immediate subordinates. The administrative entry and its associated subentries are used to control

the entries encompassed by the associated administrative area.
Where inner administrative areas are used, the scopes of these areas may overlap.

Therefore, for each specific aspect of administrative authority, a definition is required of the method of combination of
administrative information when it is possible for entries to be included in more than one subtree or subtree refinement

associated with an inner area defined for that aspect.

NOTE - It is not necessary for an administrative point to represent each specific aspect of administrative authority. For example,
there might be an administrative point, subordinate to the root of the autonomous administrative area, which is used for access

control purposes only.
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Figure 7 —Administrative points and areas

11.6 DIT Domain policies

A DIT Domain policy has the-following components: DIT policy objects, DIT policy procedures, and PIT policy
parameters

An operational attribufe that represents a DIT policy parameter is termed a DIT policy attribute (e.g. [subschema
administration operational attributes defined in clause 14 are DIT Domain policy attributes).

For a partipuldr’DSA, the possible values of a policy parameter may not correspond to distinct, realisablel courses of
action for that component. 1his may be e case, 10T example, when the DSA lacks the technical capapility to perform all
aspects of the policy procedure (e.g. implement a particular access control scheme). To be well-defined, a policy
procedure shall take such circumstances into account as part of its definition.

Specific DIT Domain policy objects and attributes are defined in clause 15 to support subschema administration.

11.7 DMD policies

A DMD policy is a policy that pertains to the operation of one or more of the DSAs in the DMD. A DMD policy may
apply either to all the DSAs in the DMD in a uniform manner, to a subset of the DSAs in the DMD, or it may apply to

one specific DSA.

One sort of DMD policy is to restrict or otherwise control the Directory and DSA abstract service provided by one or
more DSAs.
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Examples of such restrictions are:

a)

b)

<)

d)

Limiting the basic service provided to Directory (i.e. non-administrative) users to interrogation operations
only, in accordance with CCITT Rec. F.500.

Limiting the service provided to users accessing the DSA indirectly, via chaining, including distinctions
based on whether the user request traversed a trusted path.

Limitations on requests accepted from users accessing the DSA directly when chaining is required to
DSAs in the DMD known to be subject to limitations of the kind indicated in the previous point.

Constraints on the kinds of searches certain users can perform, and on the characteristics of such searches
(e.g. relaxation policies).
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SECTION 5 — MODEL OF DIRECTORY ADMINISTRATIVE AND OPERATIONAL

INFORMATION

12 Model of Directory Administrative and Operational Information

12.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

12.1.1 base: The root vertex of the subtree or subtree refinement produced by the evaluation of a subtree
specification.

12.1.2 L lUlJ. A DCt Uf dbDCl_tiUllb \.«Ull\.«Clllillé t}lU IIalrrics Uf tllc oubuldiuatcb Ufa ‘Uabc.

12.1.3  directory operational attribute: An operational attribute defined and visible in the Directory;Adiinistrative

and Operatjonal information model.

12.14

12.1.5
applicatio

12.1.6
or subtree

12.1.7

12.1.8

at the verti¢es of a single subtree.

12.1.9
consists o

(in contrast to that of an administrative area) becausethe portion of the DIT subordinate to the base that is inc
subtree or qubtree refinement is explicitly specified.

12.2

From an administrative perspective, user information held in the DIB is supplemented by administrative and
information represented by:

This info

directory system schema: The set of rules and constraints concerning operational attributes and sulf

np or administration and operation of the Directory) in which the term is used.

spibentry: A special sort of entry, known by the Directory, used to hold-information associated wi
llfﬁnement.
s

spibtree refinement: An explicitly specified subset of the entries in a subtree, where the entries are

spibtree specification: The explicit specification ot a subtree or subtree refinement. A subtree s}
flzero or more of the specification elements base, chop and specification filter. The definition is tern

Overview

—  operational aftributes, which represent information used to control the operation of the Dir
access control information) or used by the Directory to represent some aspect of its operatio
stamp ifformation); and

- subentries, which associate the values of a set of attributes (e.g. collective attributes) with en
the scope of the subentry. The scope of a subentry is a subtree or subtree refinement.

entries.

eptry: A Directory entry or extended Directory entry, depending on the céntext (either usery and their

h a subtree

btree: A collection of object and alias entries situated at the veitices of a tree. The prefix "sub" pmphasizes
that the bage (or root) vertex of this tree is usually subordinate to the rogt{of the DIT.

not located

pecification
hed explicit
uded in the

operational

ectory (e.g.
h (e.g. time

fries within

ation, {Hustrated 1T FIgure §; Ay be praced 11 e DITeCtory by adImIiSTrative autiorties or by

used by the Directory in the course of its operation.

Two mechanisms in the Directory abstract service that relate to this view of Directory information are:

Access to

—  EntrylnformationSelection has been extended to permit the selection of operational attributes
and

As, and is

in an entry;

— the subentries service control has been added to permit the list and search operations to apply either to

object and alias entries or to subentries.

operational information, as for user information, may be limited by an access control mechanism.

Entries are made visible to Directory users via the Directory abstract service, but their relationships to the DSAs that
ultimately hold them are not. The DSA information model, described in clauses 22 through 24, expresses the mapping of

these entr

34

ies onto the information repositories of DSAs.
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12.3 Subtrees

1231

A subtree i
The prefix
the DIT.
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subtree is
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defining a {

12.3.2  Subtree specification

Subtree sp
subtree or §

The vertex
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Figure 8 — Model of Directory Administrative and Operational Information

pverview

s a collection of object and alias entries situated at the yertices of a tree. Subtrees do not contain
"sub", in subtree, emphasizes that the base (or root)\vertex of this tree is usually subordinate to

begins at some vertex and extends to someidentifiable lower boundary, possibly extending t
hlways defined within a context which implicitly bounds the subtree. For example, the vertex
of a subtree defining a replicated area-afe bounded by a naming context. Similarly, the scope ¢
pecific administrative area is limited to-the context of an enclosing autonomous administrative are

beification is the definition(ofia subset of the entries below a specified vertex which forms the
ubtree refinement.

and/or the lower botindary of the subtree may be implicitly specified, in which case they are det
within which the Subtree is used.

and/or the lower boundary may be explicitly specified using the mechanism specified in this d
may alsg’be'used to specify subtree refinements which are not true tree structures.

The topological concept of a (sub)tree is useful in considering such specifications, although a particular spect
e a,celléction of entries that are not located at the vertices of a single (sub)tree. The term subtree refinemen

subentries.
the root of

leaves. A
and lower
f a subtree
.

base of the

ermined by

lause. This

fication may
is preferred

entries of the collection are not so located.

Specification of a subtree consists of three optional elements of specification which identify the base of the subtree, and
then reduce the collection of subordinate entries. These elements of specification are:

a) Base — The root vertex of the subtree or subtree refinement produced by the evaluation of a subtree

specification;

b) Chop — A set of assertions concerning the names of the subordinate entries; and

<)

The specification of a subtree or subtree refinement may be represented by the following ASN.1 type:

SubtreeSpecification ::= SEQUENCE {

base

spec

[0] LocalName DEFAULT {},
COMPONENTS OF ChopSpecification,
ificationFilter [4] Refinement OPTIONAL }

-- empty sequence specifies whole administrative area

ITU-T Rec. X.501 (02/2001 E)
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The three components of this sequence correspond to the three specification elements identified above.

Where a value of SubtreeSpecification identifies a collection of entries that are located at the vertices
subtree, the collection is termed a subtree, otherwise the collection is termed a subtree refinement.

of a single

The SubtreeSpecification type provides a general purpose mechanism for the specification of subtrees and subtree
refinements. Any particular use of this mechanism defines the specific semantics of precisely what is specified and may

impose limitations or constraints on the components of SubtreeSpecification.

When each of the components of SubtreeSpecification is absent (i.e. a value of type SubtreeSpecification which is an

empty sequence, {}), the subtree so specified is implicitly determined by the context within
SubtreeSpecification is used.

which the

These terms are illustrated in Figure 9, for the case where subtrees are deployed within the context of administrative

areas.

12.3.3 ase

The base domponent of SubtreeSpecification represents the root vertex of the subtree or subtree refiiemen
be an entry which is subordinate to the root vertex of the identified scope or may be the root vertex of th
scope itself (the default).

AAdminiStrative
M\ Point (AP
Local 7”\ (AP)
Name A
Subtree
i AP
7
H Administrativezzi/
Subtree NI Avea (AA) T
Refinement é@ w‘\j L AA
TIS03290-94

Figure 9 — Specification of Subtrees and Subtree Refinements
within the context of Administrative Areas

The relative name of the root vertex of the subtree with respect to the root vertex of the identified scope is
typeLocalName:

LocalNamé ::= RDNSequence

t. This may
e identified

a value of

Note that the\foot vertex of the identified scope and the root vertex of the subtree coincide when LocalNamg

b 1S omitted

from SubtreeSpecification.

RDNSs used to name the root vertex of the subtree shall be primary RDNs.

12.3.4  Chop Specification

The ChopSpecification component consists of a set of assertions concerning the names of the subordinates of a base. It

consists of a value of type ChopSpecification:

ChopSpecification ::= SEQUENCE {
specificExclusions [11 SET SIZE (1..MAX) OF CHOICE {

chopBefore [0] LocalName,

chopAfter [11 LocalName } OPTIONAL,
minimum [2] BaseDistance DEFAULT 0,
maximum [3] BaseDistance OPTIONAL }
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This type is intended to permit the specification of a tree structure (or subset thereof) starting at the base by two methods,
specific exclusions and base distance.

Where any attribute in an RDN in chopBefore or chopAfter has multiple distinguished values differentiated by context,
the primary distinguished value shall be used as the value in the RDN in LocalName.

12.3.4.1 Specific Exclusions

The specificExclusions component has two forms, chopBefore and chopAfter, which may be used individually or in
combination.

The chopBefore component defines a list of exclusions, each in terms of some limit point which is to be excluded, along
with its subordinates, from the subtree or subtree refinement. The limit points are the entries identified by a LocalName,
relative to the base.

The chopAftertomporent defines o Histof eXCIuSIorS, Sacir T eSOt SOIe It point witose subordimatgs are to be
excluded fjom the subtree or subtree refinement. The limit points are the entries identified by a LocalName| relative to
the base.

12.3.4.2 Minimum and Maximum

These components allow exclusion of all entries that are superior to entries that are minimum)RDN arcs belgw the base
as well as fentries which are subordinate to entries that are maximum RDN arcs below the base. These distances are
expressed By values of the type BaseDistance:

BaseDistance ::= INTEGER (0..MAX)

For the pugpose of chop specifications, a compound entry is counted ds/a single entry. In a compound entry}, all family
members ate counted as having the same base distance as the ancestorysince they are all part of the same logidal entry.

A value ofminimum equal to zero (the default), corresponds to_the base. An absent maximum component indicates that
no lower limit should be imposed on the subtree or subtree refinement.

12.3.5  Specification Filter

The specificationFilter component consists of -a ‘proper subset of the assertive capability of a filter (see ITU-T
Rec. X.511]| ISO/IEC 9594-3) applied to the subordinates of a base. Only entries for which the filter evaluates to true are
included in|the resulting subtree refinementslt consists of a value of type Refinement:

Refinement ::= CHOICE {

item [0] OBJECI-CLASS.&id,
and [11 SET.OF)Refinement,
or [2] SET.OF Refinement,
not [3] ~ Refinement }

objectClass.only.

A Refineq:nt ¢valuates to TRUE as if it were a filter making an equality assertion regarding values of the atfribute type

If a family member is excluded from a subtree by this specification, all its subordinate family members are also
excluded.
12.4 Operational attributes

There are three varieties of operational attribute: Directory operational attributes, DSA-shared operational attributes, and
DSA-specific operational attributes.

Directory operational attributes occur in the Directory information model and are used to represent control information
(e.g. access control information) or other information provided by the Directory (e.g. an indication of whether an entry is
a leaf or non-leaf entry).

DSA-shared operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.
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DSA-specific operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

NOTE — These are described in clauses 23 through 24.

The definition and use of each operational attribute is a matter for specification in the appropriate Directory
Specification.

12.5 Entries

12.5.1  Overview

From an administrative perspective, user information held in an entry may be supplemented by administrative and
operational information represented by operational attributes.

The Directpry uses the object class attribute and DIT content rules applicable to an entry to control the usgr attributes
required and permitted in the entry. The operational attributes of an entry are governed by the Directory System schema
(see clause|14) applicable to the entry.

12.5.2  Access to operational attributes

Although 1jot normally visible, the directory operational attributes within entries may lbie\made visible to| authorized
(e.g. adminjistrative) users of the directory abstract service. Certain operational™ atfributes (e.g. engtryACl, or
modifyTimestamp) might also be available to ordinary users.

12.6 Subentries

12.6.1 Qverview

A subentry|is a special kind of entry immediately subordinate to an administrative point. It contains attributes [that pertain
to a subtreq (or subtree refinement) associated with its administrative point. The subentries and their administrative point
are part of the same naming context (see clause 21).

A single subentry may serve all or several aspects of“administrative authority. Alternatively, a specifi¢ aspect of

administratIlve authority may be handled through oneor more of its own subentries. At most one subentry is permitted
for a subschema administrative authority. Access control and collective attribute authorities may have several ubentries.

A subentry is not considered in list and search operations unless the subentries service control is incliided in the
request.

A subentry|shall not have subordinates.
The structure of a subentry cortesponding to an administrative point is depicted in Figure 10.

A subentry|consists of:

- a commonName attribute, specified in ITU-T Rec. X.520 | ISO/IEC 9594-6 which contains the RDN of
thesubentry;

— .<a subtreeSpecification attribute, specified in clause 14;

— an objectClass attribute, specified in clause 13, which indicates the purpose(s) of the subentry in the
operation of the Directory;

—  other attributes, depending on the values of the objectClass attribute.

Subentries may also contain operational attributes with appropriate semantics (see 12.6.4).

12.6.2  Subentry RDN attribute

The commonName attribute used as the subtree identifier serves to distinguish the various subentries that may be
defined as immediate subordinates of a specific administrative entry.

NOTE — The value of this attribute might be selected to serve as a mnemonic to representatives of the Administrative Authority.

The commonName attribute for a subentry may not contain multiple distinguished values differentiated by context; only
a single distinguished value is permitted.

38 ITU-T Rec. X.501 (02/2001 E)


https://iecnorm.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

ADMINISTRATIVE ENTRY
User Operational
Attributes Attributes
Subentry Subentry
SUBENTRY
su‘l.}l./lltly SU‘IJtl\(\( O‘I.Jj\./bt
RDN Specification Class Attribute Attribute
Attribute Attribute Attribute

TISO3300:94

Figure 10 — Structure of a Subentry

12.6.3 jubtree Specification attribute
r

The subtrgeSpecification attribute defines the collection of entries within thesadministrative area with which|the subtree
is concerned.

12.6.4  Use of the Object Class attribute
The contenf of a subentry is regulated by the values of the subentty's ‘objectClass attribute.

The objecfClass attribute of all subentries shall contain the value subentry. The subentry object class is p structural
object clasg, defined in clause 14, used to include the commonName, subtreeSpecification and objectClass attributes
in all subertries.

In order to| regulate the remaining attributes, the other values of the objectClass attribute, representing the auxiliary
object clasges allowed for the subentry, shall be used.

The definifion of the semantics of one of‘these values includes an identification and specification of zeyo or more
attribute types that shall or may appear-n.the subentry when the objectClass attribute assumes the value. The definition
of the semgntics of a value for the objectClass attribute shall include:

— an indication of whether an entry may be included in more than one subtree or subtree|refinement
associated with. the' particular purpose (e.g. it may not be permitted in the case of subschema, [but may be
permitted for access control); and if so

the effeets.of the combination of associated subentry attributes, if any.

A subentry| of a particular object class may only be subordinate to an administrative entry if the administrativeRole
attribute permits that class of subentry as a subordinate.

As for object ahd alias entries, information held in a subentry may be supplemented by administrative and [operational
information represented by operational attributes. For example, a subentry is permitted to contain entry ACI, provided
only that this ACI is permitted by and consistent with the value of the accessControlScheme attribute of the
corresponding access control specific point. Similarly, a subentry may contain a modifyTimestamp.

12.6.5  Other subentry attributes

The remaining attributes within a subentry depend on the values of the objectClass attribute. For example, a subschema
attribute may only be placed in a subentry if its objectClass attribute has subschema as one of its values.

12.7 Information model for collective attributes

An autonomous administrative area may be designated as a collective attribute specific administrative area in order
to deploy and administer collective attributes. This shall be indicated by the presence of the value
id-ar-collectiveAttributeSpecificArea in the associated administrative entry's administrativeRole attribute (in addition
to the presence of the value autonomousArea, and possibly other values).
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Such an autonomous administrative area may be partitioned in order to deploy and administer collective attributes in the
specific partitions. In this case, the administrative entries for each of the collective attribute specific administrative areas
are indicated by the presence of the value id-at-collectiveAttributeSpecificArea in these entries' administrativeRole
attributes.

If such an autonomous administrative area is not partitioned, there is a single specific administrative area for collective
attributes encompassing the entire autonomous administrative area.

Additionally, a specific administrative area defined for the purpose of collective attribute administration may be further
divided into nested inner areas for the same purpose. The administrativeRole attribute of the administrative entries for
each such inner administrative area shall indicate this by the presence of the value id-ar-collectiveAttributelnnerArea.

An entry collection and its associated collective attributes are represented in the Directory information model by a
subentry, termed a collective attribute  subentry, whose objectClass attribute has the value
id-sc-collecti i . T ; T T T
of an admifistrative entry whose administrativeRole attribute contains the value id-ar-collectiveAttributeS
or id-ar-collectiveAttributelnnerArea.

Where therg are different entry collections within a given collective attribute area, each shall have its’own subgntry.

The entry dollection itself is defined by the value of the subtreeSpecification operationalcattribute of the subbentry. This
value definks the scope of the collective attribute subentry. The user attributes of the subentry are the collective attributes
of the entry collection.

NOTE 1] — Because subtree refinement is based on object class, the association of colle¢tive attributes with object eptries can be
done in|a manner that naturally extends the schema for these entries. For examiple, the organizationalPerson g¢ntries of an
organiz:l:ion might be extended with a set of collective attributes appropriate forall persons affiliated with the organiration by the

creation |of a subentry whose associated subtree is refined to include only erganizationalPerson entries and which|contains the
organization's set of collective attributes. Additionally, a DIT Content Raulé, for such entries would need to be defined to allow
collectivie attributes to become visible in the entries.

Collective pttribute types and non-collective attribute types differ semantically. An attribute type capable of| expressing
collective semantics shall be designated as a collective attribute type at the time of its definition.

NOTE 2 — Merging procedures employed by the Directory in the case of independent sources of values of a collecfive attribute
type are |described in ITU-T Rec. X.511 | ISO/IEC 9594>3}

Collective fattributes may be excluded from appearing in a particular entry through use of the collectiveExclusions
attribute deffined in clause 14.

12.8 Information model for context defaults

An autonomous administrative—area may be designated as a context default specific administrative arga in order
to deploy | and administer.” context defaults. This shall be indicated by the presence of [the value
id-ar-cont¢xtDefaultSpecificArea in the associated administrative entry's administrativeRole attribute (in|addition to
the presenge of the valye id-ar-autonomousArea, and possibly other values).

Such an aytopomeus administrative area may be partitioned in order to deploy and administer context defhults in the
specific paftitions. In this case, the administrative entries for each of the context default specific areas are ipdicated by
the presence of the value id-ar-contextDefaultSpecificArea in these entries' administrativeRole attribute.

If an autonomous administrative area is not partitioned, there is a single specific administrative area for context defaults
encompassing the entire autonomous administrative area.

Context defaults are represented in the Directory Information model by a subentry, termed a context default subentry,
whose objectClass attribute has the value id-sc-contextAssertionSubentry as defined in 14.7. A subentry of this class
may be the immediate subordinate of an administrative entry whose administrativeRole attribute contains the value
id-ar-contextDefaultSpecificArea.

The context default subentry defines a set of context assertions, any one of which is applied whenever there is no context
assertion applicable to a given attribute type specified by the user when accessing the portion of the DIT defined by the
subtreeSpecification operational attribute of the subentry. Application of default context assertions is described
in 8.8.2.2, and in 7.6.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3.
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SECTION 6 — THE DIRECTORY SCHEMA

Directory Schema

Definitions

For the purposes of this Directory Specification, the following definitions apply:

13.1.1
13.1.2

subschemalspecific partition thereof). The Directory schema is concerned only with Directory User Informatig

13.1.3

and attribut

13.14

auxiliary obpject classes and additional attribute types permitted to appear, or excluded/from appearing, in e
indicated sfructural object class.

13.1.5

attribute types. It specifies the permitted and the mandatory context types for the-attribute type.

13.1.6

subordinat¢ entry relationship. A structure rule relates a name formgand therefore a structural object class,
structure ryles. This permits entries of the structural object class identified by the name form to exist in
subordinatgs to entries governed by the indicated superior structutre'rules.

13.1.7

applies to the entry. This rule is indicated by the governingStructureRule operational attribute.

13.1.8

name form| identifies a named object class and-onc or more attribute types to be used for naming (i.e. for
Name forngs are primitive pieces of specification used in the definition of DIT structure rules.

NOTE + Name forms are registered andshave global scope. DIT structure rules are not registered and have the
administrative area with which they aré,associated.

13.1.9
superior.

13.2

The Directpry Schema is a set of definitions and constraints concerning the structure of the DIT, the po
entries are hamed,/the information that can be held in an entry, the attributes used to represent that informati

organizatiop \into hierarchies to facilitate search and retrieval of the information and the ways in which values of

attribute syntax: The ASN.1 data type used to represent values of an attribute.

2:2001 (E)

directory schema: The set of rules and constraints concerning DIT structure, DIT content, DIT context use,
object classes, and attribute types, syntaxes and matching rules which characterize the DIB. The Directory Schema is
manifested as a set of non-overlapping subschemas each governing entries of an autonomous administrative area (or a

(dlirectory) subschema: The set of rules and constraints concerning DIT structure, DIT content, ob

DIT content rule: A rule governing the content of entries of a particular structural object class. It s

DIT context use: A rule governing the context types that may be asseciated with attribute values g

DIT structure rule: A rule governing the structure of the DIT by specifying a permitted

governing structure rule (of an entry): With gespect to a particular entry, the single DIT structy

nfame form: A name form specifies a permissible RDN for entries of a particular structural objg

spiperior structure rule;*With respect to a particular entry, the DIT structure rule governing

Overview

1.

ject classes

e types, syntaxes and matching rules which characterize the DIB entries within an autompmous adinistrative
area (or a sphbschema specific partition thereof).

pecifies the
tries of the

f particular

superior to
to superior
the DIT as

re rule that

ct class. A
the RDN).

scope of the

the entry's

sible ways
n and their

attributes may be matched in attribute value and matching rule assertions.

NOTE 1 — The schema enables the Directory system to, for example:

—  prevent the creation of subordinate entries of the wrong object-class (e.g. a country as a subordinate of a person);

—  prevent the addition of attribute-types to an entry inappropriate to the object-class (e.g. a serial number
entry);

to a person's

—  prevent the addition of an attribute value of a syntax not matching that defined for the attribute-type (e.g. a printable

string to a bit string).

Formally, the Directory Schema comprises a set of:

a) Name Form definitions that define primitive naming relations for structural object classes;

b) DIT Structure Rule definitions that define the names that entries may have and the ways in which the

entries may be related to one another in the DIT;
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<)

d)

f)
g)

DIT Content Rule definitions that extend the specification of allowable attributes for entries beyond those
indicated by the structural object classes of the entries;

Object Class definitions that define the basic set of mandatory and optional attributes that shall be present,
and may be present, respectively, in an entry of a given class, and which indicate the kind of object class
that is being defined (see 7.3);

Attribute Type definitions that identify the object identifier by which an attribute is known, its syntax,
associated matching rules, whether it is an operational attribute and if so its type, whether it is a collective
attribute, whether it is permitted to have multiple values and whether or not it is derived from another
attribute type;

Matching Rule definitions that define matching rules;

DIT Context Use definitions that govern the context types that may be associated with attribute values of
any particular attribute type.

Figure 11 iJlustrates the relationships between schema and subschema definitions on the one side, and the-DIT, directory

entries, attrijibutes, and attribute values on the other.

Figure 11 i} interpreted as follows:

the items listed vertically on the left represent elements of schema;

the items listed vertically on the right represent instances of corresponding schema items, jnstantiated
according to the rules defined by these schema items;

the relationship between items of schema is illustrated by the "uses! relationship;

the relationship between instances of different aspects of schema is illustrated using the
relationship.

belong to"

Directory rules for Directory
Schema Information Tree
uses belong to
Subschema rules for Subschema
DIT Structure Raile Administrative Areas
y
uses belong to
Name Form rules for
DIT Content Rule > Entries
Object Class /
A
belong to
Attribute Types N rules for R Attib
DIT Context Use v ttributes
J
v . Tbelong to
( ANS.1 type rules for Values
L Matching Rule J
TISO3310-94

Figure 11 — Overview of Directory Schema

The Directory Schema is distributed, like the DIB itself. It is manifested as a set of non-overlapping subschemas each
governing entries of an autonomous administrative area (or a subschema specific partition thereof). A subschema
administrative authority establishes the rules and constraints constituting the subschema.

The subschema administrative authority may elect to use individual elements of the Directory Schema having global
scope which are defined in these Directory Specifications: name forms, object classes and attributes (types and matching
rules). It may also choose to define alternatives to these elements more appropriate to its own environment or it may
choose some intermediate approach, using both standardized and proprietary schema elements.
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The subschema administrative authority defines those schema elements whose scope is limited to the subschema: DIT
structure rules, DIT content rules, and DIT context use. In addition, the subschema administrative authority may also
specify which matching rules are applicable to which attribute types.

The Directory Schema is concerned only with directory user information. Although some support for the specification of
operational information is provided in the notation defined in this clause, the regulation of Directory Administrative and
Operational Information is the concern of the Directory System Schema.

NOTE 2 — The Directory System Schema is described in clause 14.

13.3 Object class definition

The definition of an object class involves:

a) indicating which classes this object class is to be a subclass of;

b) indicating what kind of object class is being defined;

c) listing the mandatory attribute types that an entry of the object class shall contain_iiaddition to the
mandatory attribute types of all its superclasses;

d) listing the optional attribute types that an entry of the object class may contain iri\addition to the optional
attributes of all its superclasses;

e) assigning an object identifier for the object class.

NOTE - Collective attributes shall not appear in the attribute types of an objé€ct class definition.

13.3.1  Subclassing

There are rgstrictions on subclassing, namely:

- only abstract object classes shall be superclasses of othériabstract object classes.

There is one special object class, of which every structural objec¢t class is a subclass. This object class is called top. top
is an abstract object class.

13.3.2  The object class attribute

Every entry shall contain an attribute of type objectClass to identify the object classes and superclasses tq which the
entry belongs. The definition of this attribute is given in 13.4.7. This attribute is multi-valued.

There shall be one value of the objectClass-attribute for the entry's structural object class and a value for|each of its
superclassds. top may be omitted.

An entry's ptructural object classesyshall not be changed. The initial values of the objectClass attribute are provided by
the user when the entry is created.

Where aux|liary object clagses-are used, an entry may contain values of the objectClass attribute for the auxilliary object
classes and) their superclasses allowed by a DIT content rule. If a value for an allowed auxiliary object clasg is present,
then valueq for the supe¢tclasses of the auxiliary object class shall also be present.

Where the |objectClass attribute contains an object identifier value for an auxiliary object class, then the|entry shall
contain the|mandatory attributes indicated by that object class.

NOTE 1 =The requirement that the objectClass atiribute be present in every entry 1s reilected in the definition ol top.

NOTE 2 — Because an object class is considered to belong to all its superclasses, each member of the chain of superclasses up to
top is represented by a value in the objectClass attribute (and any value in the chain may be matched by a filter).

NOTE 3 — Access Control restrictions may be placed on modification of the objectClass attribute.

In conjunction with the applicable DIT content rules, the Directory enforces the defined object class for every entry in
the DIB. Any attempt to modify an entry that would violate the entry's object class definition that is not explicitly
allowed by the entry's DIT content rule shall fail.

NOTE 4 — In particular, the Directory will ordinarily prevent:

a) attribute types absent from an entry's structural object class definition and not permitted by the entry's DIT content
rule being added to an entry of that object class;

b) an entry being created with one or more absent mandatory attribute types for an object class of the entry;

¢) amandatory attribute type for the object class of the entry being deleted.
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13.3.3  Object class specification

Object classes may be defined as values of the OBJECT-CLASS information object class:

OBJECT-CLASS ::= CLASS{
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ SUBCLASS OF &Superclasses ]

[ KIND &kind ]

[ MUST CONTAIN &MandatoryAttributes ]

[ MAY CONTAIN &OptionalAttributes ]

ID &id }

ObjectClagsKind ::= ENUMERATED {
abstract  (0),
strugtural (1),
auxiliary (2)}

For an objgct class which is defined using this information object class:

a) &Superclasses is the set of object classes which are its direct supérclasses;

b) &kind is its kind;

&MandatoryAttributes is the set of attributes which entries of that class shall contain;

o o

&OptionalAttributes is the set of attributes which entries of that class may contain, excepf that if an
attribute appears in both the mandatory and optional $ets, it shall be considered mandatory;

e) &id is the object identifier assigned to it.

The object classes previously mentioned (top and alias) ate defined below:

top OBJECT-CLASS ::= {

KIND abstract
MUST CONTAIN { objectClass }
ID id-oc-top }

alias OBJECT-CLASS := {
SUBCLASS OF {top}
MUST CONTAIN { aliasedEntryName }
ID id-oc-alias }

NOTE 1 — The objeet class alias does not specify appropriate attribute types for the RDN of an alias entry. Adiministrative
Authoritjes may specify subclasses of the class alias which specify useful attribute types for RDNs of alias entries.

parent OBJECT-CLASS ::= {

KIN abstract

ID id-oc-parent }
child OBJECT-CLASS ::= {

KIND auxiliary

ID id-oc-child }

Neither the parent nor the child object classes shall be combined with the alias object class to form an alias entry.

The parent object class is derived by the presence of an immediately subordinate family member, marked by the
presence of a child object class value. It may not be directly administered. The child object class value may only be
added or removed when the result is consistent with the architecture of compound entries (e.g. the subordinates of family
members shall always have a child object class).

NOTE 2 — The object classes parent and child do not specify any appropriate attribute types for the RDNs of family members.
This will be done in the normal way via the appropriate structural object classes and name forms for these entries.
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134 Attribute type definition

The definition of an attribute type involves:

a) optionally indicating that the attribute type is a subtype of a previously defined attribute type, its direct
supertype;

b) specifying the attribute syntax for the attribute type;

c) optionally indicating the equality, ordering and/or substring matching rule(s) for the attribute type;
d) indicating whether an attribute of this type shall have only one or may have more than one value;
e) indicating whether the attribute type is operational or user;

optionally indicating that a user attribute type is collective;

for operational attributes, indicating the application;

i] assigning an object identifier to the attribute type.

13.4.1 Qperational attributes

Some operfitional attributes are under direct user control. In other cases the operational attribute's values arg¢ controlled
by the Dirdctory. In the latter case, the definition of the operational attribute shall indicate that no user modifications to
the attribute values are permitted.

The specification of an operational attribute type shall indicate its application, which shall be one of the following:

—  Directory operational attribute (e.g. access control attributes);

DSA-shared operational attribute (e.g. a master-access<point attribute);

DSA-specific operational attribute (e.g. a copy-status attribute).

13.4.2  Attribute hierarchies

An attribute hierarchy shall contain either user attributes or operational attributes but not both. It follows [that a user
attribute shall not be derived from an operational atfribute and that an operational attribute shall not be derfved from a
user attribute.

An operatignal attribute that is a subtype of ‘ahother operational attribute shall have the same application as its[supertype.

If an attrib];te type is not a subtype of ‘another attribute type, the attribute syntax and matching rules (if applicable) shall
be specifieql in the attribute type definition. Specifying an attribute syntax shall be done by directly specifying the ASN.1
data type.

If an attribiite type is a subtype’of an indicated type, the definition need not specify an attribute syntax, in whjich case its
attribute syjntax is that oftits'direct supertype. If the attribute syntax is indicated and the attribute has a direct supertype,
the indicat¢d syntax shall be compatible with the supertype's syntax, i.e. every possible value satisfying th¢ attribute's
syntax shall also satisfy the supertype's syntax.

If an attribiite type isa subtype of another attrlbute type the matchlng rules apphcable to the supertype are applicable to
d A pertype may

not be removed When deﬁmng a subtype

13.4.3  Collective attributes
An operational attribute shall not be defined to be collective.

A user attribute may be defined to be collective. This indicates that the same attribute values will appear in the entries of
an entry collection subject to the use of the collectiveExclusions attribute.

Collective attributes shall be multi-valued.

13.4.4 Derived attributes

A derived attribute is one that contains information using the syntax of attribute information, but where the values are
computed as returned rather than being held in the DIB.
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The family-information derived attribute is introduced for use in the Directory service for the containment of family
information. Its characteristics are defined in 7.7.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

DSAs may also use derived attribute technology to provide other attributes. For example, all operational attributes that
include the AccessPoint value of a specific DSA may (and probably should) derive the value from a single source of the
information, which may be suitably administered.

13.4.5 Attribute syntax

If an equality matching rule is specified for the attribute type, the Directory shall ensure that the correct attribute syntax
is used for every value of this attribute type.

13.4.6  Matching rules

Equality, ordering and substrings matching rules may be indicated in the attribute type definition. The same matching
I'ule may b ubcd fUl UIIC Ul IUICT Uf LIICDU ‘lyPCb Uf llldLbllUb lf i,llC bUllldllLibb Uf LIIC ll,llc dllUWb fUl ITIUIC ‘lllall Qne Of these

different types of matches.

NOTE 1| This fact should be reflected in the definition of the indicated matching rule.

If no equality matching rule is indicated, the Directory:

a) treats values of this attribute as having type ANY, i.e. the Directory may ©igt/check that those values
conform with the data type or any other rule indicated for the attribute;

b) does not permit the attribute to be used for naming;
c) does not allow individual values of multi-valued attributes to be added or removed;
d) does not perform comparisons of values of the attribute;

e) will not attempt to evaluate AVAs using values of such an attribute type.

If an equaljty matching rule is indicated, the Directory:

a) treats values of this attribute as having the type.defined in the &Type field in the attribute's d¢finition (or
that of the attribute from which the attribute is:derived);

b) will use the indicated equality matching rule for the purpose of evaluating attribute valug assertions
concerning the attribute;

c) will only match a presented value-of a suitable data type as specified in the attribute type definifion.

NOTE 2 — This subclause applies equally to an attribute whose equality matching rule uses an ass¢rtion syntax
different from the syntax of the attribute type.

If no orderjng matching rule is indicated, the Directory shall treat any assertion of an ordering match using the syntax
provided by the Directory Abstract'Service as undefined.

If no substfings matching rule iS"indicated, the Directory shall treat any assertion of a substring match using the syntax
provided by the Directory Abstract Service as undefined.

An attribute type shall'only specify matching rules whose definition apply to the attribute's attribute syntax.
13.4.7  Attribute definition

Attributes rmay-bedefrred-asvatues of the ATFRIBUTEmformatromrobyect class:

ATTRIBUTE ::= CLASS {

&derivation ATTRIBUTE OPTIONAL,

&Type OPTIONAL, -- either &Type or &derivation required --
&equality-match MATCHING-RULE OPTIONAL,
&ordering-match MATCHING-RULE OPTIONAL,
&substrings-match MATCHING-RULE OPTIONAL,
&single-valued BOOLEAN DEFAULT FALSE,

&collective BOOLEAN DEFAULT FALSE,

-- operational extensions --

&no-user-modification BOOLEAN DEFAULT FALSE,

&usage AttributeUsage DEFAULT userApplications,
&id OBJECT IDENTIFIER UNIQUE }
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WITH SYNTAX {
[ SUBTYPE OF &derivation ]

[ WITH

SYNTAX &Type ]

[ EQUALITY MATCHING RULE &equality-match ]
[ ORDERING MATCHING RULE &ordering-match ]
[ SUBSTRINGS MATCHING RULE &substrings-match ]

[ SINGLE VALUE &single-valued ]

[ COLLECTIVE &collective ]

[ NO USER MODIFICATION &no-user-modification ]
[ USAGE &usage ]

ID &id }

AttributeUsage ::= ENUMERATED {
userApplications (0),
directoryOperation (1),

2:2001 (E)

distnibutedOperatiomr——2);
dSAQperation 3)}
For an attripute which is defined using this information object class:

a) &derivation is the attribute, if any, of which it is a subtype;

b) &Type is its attribute syntax. This shall be an ASN.1 type, but not a type that’contains an EmbgddedPDV;

c) &equality-match is its equality matching rule (if any);

d) &ordering-match is its ordering matching rule (if any);

e) &substrings-match is its substrings matching rule (if any);

f) &single-valued is TRUE if it is single valued, and false othefwise;

g) &collective is TRUE if it is a collective attribute, and false otherwise;

h) &no-user-modification is TRUE if it is an operational attribute which cannot be modified by the user;

i] &usage indicates the operational usage of thé<attribute. userApplications means it is a us¢r attribute,
directoryOperation, distributedOperation, @nd dSAOperation mean it is a directory, disfributed, or
DSA-operational attribute respectively;

j]  &id is the object identifier assigned togit,

The attribyte types defined in the 1988 editionof this Directory Specification which are known to and used by the
Directory fpr its own purposes are defined as,foHows:
objectClags ATTRIBUTE ::= {
WITﬂiSYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
ID id-at-objectClass }
aliasedEntryName ATTRIBUTE ::={
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
ID id-at-aliasedEntryName }

NOTE - The matching rules referred to in these definitions are themselves defined in 13.5.2.

The objectClass and aliasedEntryName attributes are defined as user attributes even though they are used for Directory
operations and semantically should be defined as operational. This is because these attributes were defined as user
attributes before the operational attribute concept and must remain as user attributes to facilitate interworking between
systems implementing different editions of this Directory Specification.

13.5 Matching rule definition

13.5.1 Overview

The definition of a matching rule involves:

a)
b)

optionally defining the parent matching rules from which the present matching rule may be derived;

defining the syntax of an assertion of the matching rule;
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c) specifying the different types of matches supported by the rule;

d) defining the appropriate rules for evaluating a presented assertion with respect to target attribute values
held in the DIB;

e) assigning an object identifier to the matching rule.

A matching rule shall be used to evaluate attribute value assertions of attributes indicating the rule as their equality
matching rule. The syntax used in the attribute value assertion (i.e. the assertion component of the attribute value
assertion) is the matching rule's assertion syntax.

A matching rule may apply to many different types of attributes with different attribute syntaxes.

The definition of a matching rule shall include a specification of the syntax of an assertion of the matching rule and the
way in which values of this syntax are used to perform a match. This does not require a full specification of the attribute

syntax to which the matching rule may apply. A definition of a matching rule for use with attributes with different
ASN.1 syntaxes shall epp{‘if‘v hovwmatches shall be pprf‘nrrnprl

The applicgbility of defined matching rules to the attributes contained in a subschema specification (oyér'angl above the
matching fules used in the definition of these attribute types) is indicated through the subschemia specification
operational| attribute matchingRuleUse, defined in 15.7.7.

13.5.2  Mlatching rule definition

Matching rhiles may be defined as values of the MATCHING-RULE information object class:

MATCHING-RULE ::= CLASS {

&ParentMatchingRules MATCHING-RULE OPTIONAL;

&AsrertionType OPTIONAL;

&uniqueMatchindicator ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYN[TAX {

[ PARENT &ParentMatchingRules.]

[ SYNTAX &AssertionType ]

[ UNJQUE-MATCH-INDICATOR &uniqueMatchlndicator ]

ID &id }

For a matching rule which is defined using this informiation object class:

a) &ParentMatchingRules field is.used if the matching rule being defined combines the charagteristics of
two or more other matching-rules. It is given as a set of two or more object identifiers for the matching
rules that supply the basic characteristics of the matching rule being defined (e.g. matching alporithm)j; it
shall be omitted for a basi¢ matching rule.

b) &AssertionType_ is-the syntax for an assertion using this matching rule; if it is omitted, te assertion
syntax is the same/syntax as that of the attribute the rule is applied to unless the matching rulle specifies
otherwise. If it-is present, it may specify a restriction on the parent matching rule(s) if presentf but in this
case it shall*be compatible with the syntax for the parent matching rule(s) (i.e. a value complying with
&AssertionType shall also comply with &AssertionType for the parent matching rule(s)).

c) &uniqueMatchindicator is a notification attribute type. When present, unique matching is reqfired. For a
mapping-based matching rule (see 13.6) that means mapping against the mapping table shjll yield an
tnambiguous result. If there are multiple matches against the mapping table, the search requpst shall be
rejected with a serviceError with problem ambiguousKeyAttributes. In addition, a notification attribute
of the type specified by this field shall be placed in CommonResults of the error returned.

NOTE 1 — Such a situation can occur in geographical matching when, for example, an assertion can specify
"Newton" as a locality in the United Kingdom; there are many distinct towns with this name, which need to be
distinguished by a qualifier (e.g. "Newton, Cambs").

d) &id is the object identifier assigned to it.

If two or more matching rules are used for ParentMatchingRules, the result is a combined matching rule that returns a
result, for values that are compatible with AssertionType, as prescribed by the following rule:

a) if the result of any parent matching rule is TRUE, the combined matching rule shall return TRUE;

b) otherwise, if the result of any parent matching rule is FALSE, the combined matching rule shall return
FALSE; or

c) otherwise, the combined matching rule shall return undefined.
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The following table shows the rules of combination of two matching rules A and B; the table could in principle be
extended into multiple dimensions, with similar result patterns, to cover the case of three or more parent matching rules:

By combine—smatehinerules—as—specified-above—it—is—possible-to—obtain—valhdinatchinain-cases—where—t
HHE Fes—as—5 Hea—aBoV H—15 S5iore—t £ WHere—tt

would othefwise fail.

Rule A
TRUE FALSE UNDEFINED
TRUE TRUE TRUE TRUE
Rule B FALSE TRUE FALSE FALSE
UNDEFINED TRUE FALSE UNDEFINED

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

matching

NOTE 2 — A specific case of the use of a parent matching rule is with the combination of an arbitrary matching fule with the
special matching rule ignorelfAbsentMatch. The latter causes a filter-item to return TRUE if the attribute is afsent; if it is

present, the normal rules apply. This enables a search filter to examine entries when some attributes specified in the
are absept. See 6.7.1 of ITU-T Rec. X.520 | ISO/IEC 9594-6.

The object]dentifierMatch matching rule is defined as follows:

objectldentifierMatch MATCHING-RULE ::= {
SYN[TAX OBJECT IDENTIFIER

ID

A presente

id-mr-objectldentifierMatch }

search filter

l value of type object identifier matches a target value of type object identifier if and only if they both have

the same mumber of integral components and each integrals¢omponent of the first is equal to the cofresponding

component| of the second. This matching rule is inherent, in the definition of the ASN.1 type objec
objectldenIifierMatch is an equality matching rule.

The distin

distinguishedNameMatch MATCHING-RULE ‘:i= {
SYNFTAX DistinguishedName

ID

A presentefl distinguished name~value matches a target distinguished name value if and only if all of the fo

true:

uishedNameMatch is defined as follows;

id-mr-distinguishedNameMatch }

[N

the number-of RDNs in each is the same;
b) corresponding RDNs have the same number of AttributeTypeAndValue;

c) corresponding AttributeTypeAndValue (i.e. those in corresponding RDNs and with identid
types) have attribute values which match as described in 9.4.

identifier.

llowing are

al attribute

distinguishedNameMatch is an equality matching rule.

13.6

Relaxations and tightenings

Relaxation and tightening are functions that in a systematic way modify the matching of one or more filter items. If
relaxation is performed, the modification of the matching is done in such a way as to increase the likelihood of having
more matched entries. Relaxation is performed when the number of matched entries is below a certain minimum.
Tightening is performed in a similar way when the number of matched entries is above a certain maximum. There are
two modes of relaxation/tightening:

a) the matching rule applied for a particular attribute type can be replaced by matching rule substitution in a
stepwise fashion until the required effect is achieved or the possibilities have been exhausted as detailed in

13.6.1; and

b) the relaxation/tightening can be applied as part of a mapping-based matching as detailed in 13.6.2.
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13.6.1 Matching rule substitution

The matching rule substitution can be controlled by a governing-search-rule within a service specific administrative area
(see 16.10.7). It can also be controlled by the user in the search request (see 10.2.1 of ITU-T Rec. X.511 |
ISO/IEC 9594-3). In both cases, the RelaxationPolicy construct, as defined in 16.10, controls the substitution.

Relaxation/tightening by matching rule substitution modifies the action of a filter by systematically substituting the
previously applicable matching rules for selected attributes onto matching rules that provide looser (or tighter) matching.
Having relaxed, or tightened by matching rule substitution, the whole of the search process is re-evaluated on the same
set of entries within the scope of the search. Re-evaluation can continue until no more relaxations exist, or until a
satisfactory return (less than or equal to maximum, or more than minimum, by reference to the controlling
RelaxationPolicy elements) is made.

The result is that the filter remains the same for each re-evaluation, but the individual matching rules used to evaluate the
filter undergo a substitution as necessary (see Figure 12). Relaxation may either be evaluated on a DSA-by-DSA basis,
using no ¢oordinated relaxation between DSAsS, or may aliernatively use ihe chainedRelaxation component of
ChainingArguments to define what relaxation is to be used.

Filter
y
Search : .
relaxation ~———P Matching rule mapping
policy
Yy vV V V V V V. VWV Y

Filter evaluation on’local
part ofDIT

T0733220-00

Figure 12 — Matching rule substitution

When a relaxation policy is to be used, the DSA" before starting a local search makes a basic substituti¢n for each
attribute type for which a basic substitution is defined, as specified by the relaxation policy.
NOTE 1| - A particular useful application of-basic substitution is, as an example, for the localityName attribute type|to substitute

the caselgnoreSubstringMatch matchingjrule with the generalWordMatch matching rule in situations where this mafching rule is
more appropriate and the user is expected to formulate a substrings filter item accordingly.

If too few gntries result from thie §earch, as applied to this particular DSA, the first relaxation policy is applied; if too few
entries still|result, the next relaxation policy is applied; and so on.

Similarly, if too many €ntries result from the search, the first tightening policy is applied in a similar fashion. [There is no
reversal frqm a tighténing to a relaxation, or vice versa.

A relaxatign applied by one set of MRSubstitution for a particular attribute applies until countermanded [by another
MRMapping: Phe countermanding can be explicit by specifying the matching rule, or implicit by omitting the
oldMatchingRule identifier.

If a relaxed evaluation is performed due to too few results from the previous evaluation, and if too many results are
returned from the relaxed evaluation, some or all of the results from the relaxed evaluation shall be returned. If a
tightened evaluation is performed due to too many results from the previous evaluation, and if too few are returned from
the tightened evaluation, some or all of the results from the previous evaluation shall be returned. In either case, the
relaxation or tightening process stops.

An applicable relaxation policy applies both to filter or extendedFilter, as appropriate.

NOTE 2 — Because relaxation allows filter item evaluations to be relaxed or tightened for the ordinary filter, the need for extended
filters to achieve more complex filtering is diminished.

A DSA may supply the proposedRelaxation notification attribute (see 5.12.15 of ITU-T Rec. X.520 | ISO/IEC 9594-6)
in a search result within the notification subcomponent of the PartialOutcomeQualifier. The information here can then
in a subsequent search request be used as a user supplied relaxation policy.

50 ITU-T Rec. X.501 (02/2001 E)


https://iecnorm.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

As an ultimate case of relaxation, a policy can cause a particular filter item to be evaluated as TRUE (or FALSE, if the
filter-item is negated) in accordance with the nullMatch matching rule.

Within a service specific administrative area, validation against search-rules is performed after possible basic
substitutions have been made, as dictated by the search-rule against which the search request is being evaluated. A
governing-search-rule is selected prior to any subsequent matching rule substitution, including possible basic
substitutions specified in the search request.

13.6.2 Mapping-based matching

Mapping-based matching is relevant for the Search operation when the users' conception of the real world may in several
ways differ from the idealized model often used by the Directory. As an example, users' notions of locality names and
how localities relate to each other may be quite different from how localities are represented in the Directory. To bridge
that gap and to improve the rate of successful searches, it is essential to have a mapping between the users' conception of
some real Y jects; 1 i i i ips; i jecty. The same
mapping should also allow for "fuzzy" matching, i.e. allowing some attribute values to reflect more than“their precise
definition.

NOTE 1 — As an example, a user may specify a location name in the filter, but the object been looked for may bef close to the
border iy a neighbouring location.

The mappipg-based matching is applicable to geographical aspects of White Pages searches,business category aspects of
Yellow Pages searches, etc.

The mappihg-based matching employs some intermediate table, a mapping table, in order to control the mgpping. The
exact behayiour of a mapping-based matching and the structure of the mappuig table are local matters. Hpwever, the
basic princ]ple for the technique is common as illustrated in Figure 13.

Mapped

Mapping-based._matching filter it
ilter items

Mappable
filter items >
for specified »
attribute types List of possiblé >
matchable . >
> values Mappmg >
E (Intermediate algorithm Result
> table)

T0733230-00

Figure 13 — Mapping-based matching

Using this [technique, filter items for designated attribute types (mappable filter items) go through a mapping process
using a mapping table and some Kind ol mapping algorithm. [his mapping results in some new Tilter items called
mapped filter items as replacements for the mappable filter items. In exception cases, the mapping is not performed and
information is returned as to the exact nature of the exception.

The number of mapped filter items does not need to be the same as the number of mappable filter items, and will in
general be different.

A filter item of type extensibleMatch with the type specification absent cannot be a mappable filter item.

A mapping-based mapping may be local to a DSA. If the Search evaluation is distributed, other DSAs participating in the
evaluation phase of a Search may apply their own mapping-based mapping. However, the mapping used can be
conveyed to other DSAs in the chainedRelaxation component of the ChainedArguments.

NOTE 2 — To be able to provide a consistent service to users, administrators of DSAs potentially participating in a distributed
Search evaluation should consider harmonizing their mapping tables and functions.
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Figure 14 illustrates the principle behind the establishment of the mapping function between the real world and the
Directory model of that world. Users have some perception of the real world. This perception may not consider all
aspects of the real world. The aspects of the real world that have some importance for how a user formulates a Search
request constitute a model of the real world. This model then forms the basis for how the mapping is performed. The
precise model of the real world has to be based on experience and is likely to require regular updates based on observed
search behaviour by users.

list of

user possible mapping
perception matchable algorithm %_‘

values

entries
A
\» model of the real world A

RN R R ERRRRRR R /

the Real World

T07%33240-00

Figure 14 — Information derivation

This mode] of the real world may only involve a subset of the attribut€ types used by a user in a Search rpquest, and
possibly or]ly a single attribute type is relevant. As an example, in considering a model of the real world with respect to
localities, qnly locality related attribute types would be relevant to consider. Filter items not referring to sufh attribute
types are npt mapped, but are retained and used together with the mapped filter items for entry match.

A model qf the real world is used for establishing a mapping table of matchable values, i.c. a set of vplues to be
potentially |matched against the mappable filter items.How this mapping table of matchable values is established is a
local mattef. Matching against this mapping table cam;then result in zero or more matches. Each match resulfs in one or
more mapped filter items. The mapping algorithmidetermines how the mapped filter items are applied agajnst entries.
How this i§ done is a local matter. It could be*based on values of traditional attributes in the entries or it could be based
on values pllanted in the entries that have no'meaning outside the Directory, e.g. numeric identifiers.

The way miapping is employed and the\resulting mapped filter items are handled is conveniently specified by [referring to
subfilters ap defined in 16.5 and further detailed in Annex Q. The concept of subfilters is only used here as a|descriptive
tool. An implementation can use-any other algorithm giving the same result.

Each subfilter is evaluated, against the mapping table and the resulting mapped filter items are combined with the non-
mapped filfer items in a.way determined by the detailed mapping algorithm. The resulting matched entries afe the union
of the entrigs matched-by each of the subfilters.

NOTE 3|- In many»situations the mappable filter items will be replaced by a logical OR of the mapped filter items.

There are ip«principle two different modes of mapping. Each mappable filter item could be mapped one at the time, or
multiple combinabteTmappabtefiter termscoutd-beusedtosatisfy asmgic mmatchagamst the mappmgtable. Multiple
filter items are applicable to a single mapping-based match if and only if they are combinable filter items; that is to say,
contained as elements within a single subfilter.

NOTE 4 — For example, two separate geographical names ANDed together in a subfilter can be used to specify a single
geographical location of useful size, where the use of a single geographical name may specify an ambiguous or oversize
geographical location.

The matching of a filter item against the mapping table is performed using the matching rule implied or specified by that
filter item, possibly after a basic matching rule substitution either specified in the governing-search-rule (if any) and in
the search request.

NOTE 5 — This could involve a complex matching rule like generalWordMatch defined in ITU-T Rec. X.520 | ISO/IEC 9594-6
allowing word rotation, word truncation, approximate word match, etc.

NOTE 6 — These Directory Specifications do not specify how an implementation combines the relevant matching rules into a
combined matching. It is expected that implementation may restrict what combinations of filter items and matching rules that are
supported.
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If the matching attempted by a filter item or combinable filter items against the mapping table does not result in any
match for any subfilter, i.e. the match yields a FALSE or undefined result, it will result in zero mapped filter items. If
there are mappable filter items in every subfilter, the Search would yield no result. An error shall then be returned to the
user.

In some situations, e.g. in geographical zonal matching, it is a requirement that the matching against the mapping table
yields a single, unambiguous result. If a subfilter matches more than one entry in the mapping table or if different
subfilters match different entries in the mapping table, the search may return too many unwanted entries. Instead
information is returned to the user to allow a new and better targeted search request to be initiated.

NOTE 7 — In a simpler situation, the mappable filter items are just checked against the mapping table. If this match is successful,
the mappable filter items are used unchanged.

The mapping can be dynamic in the sense that the mapping can be adjusted (relaxed) if the search yields zero or too few
matched entries. The details on how such a relaxation is performed are outside the scope of these Directory
Specificatipns. These are determined by local requirements. The relaxation can be performed in steps, potentiglly causing
more entrigs to be found. The relaxation shall be done in such a way that when one additional step in relaxatipn is taken,
all entries returned from previous steps are returned together with potentially some new entries.

413(2| 1

T0733250-00

Figure 15> Search relaxation

The relaxation is performed in steps by.§pecifying different levels of relaxation. A level of zero corresponds to no
relaxation. |Level one corresponds to @ first level of relaxation, etc. Figure 15 is an abstract way of illustrating this
stepwise relaxation mechanism. What the different levels of relaxations exactly imply is not defined by thesg Directory
Specificatipns. The relaxation level'can be controlled by the RelaxationPolicy construct, which may be sypplied in a
search-rulef in a search request,/or both. This allows the relaxation of the mapping-based mapping and refaxation by
matching ryile substitutions, to-be synchronised with each other, as both can be determined from each step of r¢laxation as
specified by the RelaxationPolicy.

The extendedArea-s¢arch control is an integer that provides an alternative way of controlling the level of relakation for a
mapping-bgsed matching algorithm. It is part of the customization of a mapping-based mapping algorithm whether it can
be controll¢d by this search control.

If the extendedArea search control present in a search request and its use is allowed for a mapping-based algorithm,
any level specification in the RelaxationPolicy, whether included in the search or the governing-search-rule, is ignored.

The includeAllAreas search control option specifies the mode of relaxation when this is controlled by the extendedArea
search control. If this option is set, the relaxing is performed as described above, i.e. potentially more entries are returned
for higher levels of relaxation (inclusive relaxation). If this option is not set, the user is only interested in the result
corresponding to the incremental relaxation (exclusive relaxation). The latter could be interesting, if the user is stepwise
relaxing and is not interested in getting entries that were returned in previous results, but only additional entries resulting
from the latest step of relaxation.

NOTE 8 — There is no guarantee (particularly with a complex filter) that the user will not get some entries received previously, nor
that all entries that could be of interest will be returned. For example, looking for French restaurants in Winkfield could fail;
relaxing to look for all restaurants in the Winkfield area but excluding Winkfield would then cause the mixed-cuisine White Hart
Inn restaurant in Winkfield to be left out of the search results.
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Some mapping-based matching algorithms may not support exclusive relaxation or may be customized not to

allow it. In

this case, the includeAllAreas search control option shall be ignored for that mapping function and a possible relaxation

shall be performed as an inclusive relaxation.

In some environments, it may also be relevant to be able to specify negative level for relaxation, which corre

sponds to a

tightening of the matching. In this case, the includeAllAreas search control option has no significance and is ignored if

present. Tightening may not be relevant for all types of mapping-based matching.

A DSA may simultaneously support several mapping functions, i.e. hold multiple mapping tables with corresponding

mapping algorithms. Reason for multiple mapping functions could be:

a) The mapping function to be done is dependent on the type of application. Geographical zonal matching
(see 6.8 of ITU-T Rec. X.520 | ISO/IEC 9594-6) is a particular important application of mapping-based

matching. Other examples are mapping-based matching for Yellow Pages searches, bi
searches, etc.

bliographic

b) Within a particular application, the detailed specification for how the mapping is performe
dependent on specific conditions. As an example, the mapping for geographical zonal ma
depend on the geographical area (e.g. as reflected by the baseObject of the Search)yer by
search the user is attempting, i.c. based on information in the search filter. As another.€xampl
may depend on the language used in the request.

If multiple|mapping functions are simultaneously applicable and the execution of one of-these results in aj
condition that shall be reported to the user, an implementation is not required to check whether multiple excel
(but it may|do so).

A mapping-based mapping specification (see later) determines whether the.extendedArea search contr
applicable for the mapping function in question. If several mapping functions_are active for the same Searc
and some pf those can be controlled by extendedArea search control, they all perform simultaneous rd
tightening according to the extendedArea search control, and if applieable, also to the includeAllAreas se3
option.

NOTE 9 — The example give earlier shows that using includeAllAreas with more than one mapping-based mapp

rise to difficulties.

If the extendedArea search control specifies a level of relaxation or tightening not supported by the DSA for
mapping fynctions affected by that search control, then the DSA shall perform the mapping based on best o
extendedArea search control specifies a level of relaxation or tightening not supported by the DSA for
mapping fynctions affected by that search control,\a searchServiceProblem notification attribute with the
unavailablgRelaxationLevel shall be returned.i the notification parameter of CommonResults.

NOTE 10 — If the evaluation of a Search operation is distributed across multiple DSAs, such DSAs may employ diffet
functionp giving inconsistent result unless\seme coordination among the DSAs is established.

Although the details of mapping-based matching are local matters, it is possible to define the overall chara
mapping-based matching by defiiting a special type of matching rules called mapping-based matching ru
matching
traditional matching rules dn the sense that it does not specify matching in the traditional sense and therefo
specify syrftax for the matching. However, as part of its definition it gives specifications of its purpose, how
and how efxception Conditions are handled. The specific behaviour of a mapping-based matching rule ca
described by an <nstance of the ASN.l information object class derived from the below generic (par
MAPPING-BASED-MATCHING information object class. This information object class is only intended to s

| may vary
ching may
the type of
e, mapping

 exception
ptions exist

bl shall be
h operation
laxation or
rch control

ing can give

some of the
ffort. If the
any of the
yalue id-pr-

ent mapping

tteristics of
les. Such a

le is defined as am jnstance of the MATCHING-RULE information object class. However, it is diffferent from

re does not
t is applied
h partly be
hmeterized)
ecify those

are/potentially customizable. This Directory Specification does not dictate how and where an

instance of

such an information object class 1s stored, just that it 1s made available to the DSA In some way.

MAPPING-BASED-MATCHING
{ SelectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule } ::=

CLASS {
&selectBy SelectedBy OPTIONAL,
&ApplicableTo ATTRIBUTE,
&subtypesincluded BOOLEAN DEFAULT TRUE,
&combinable BOOLEAN (combinable),
&mappingResults MappingResult OPTIONAL,
&userControl BOOLEAN DEFAULT FALSE,
&exclusive BOOLEAN DEFAULT TRUE,
&matching-rule MATCHING-RULE (matchingRule),
&id OBJECT IDENTIFIER UNIQUE }
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WITH SYNTAX {

[ SELECT BY &selectBy ]
APPLICABLE TO &ApplicableTo

[ SUBTYPES INCLUDED &subtypesincluded ]
COMBINABLE &combinable

[ MAPPING RESULTS &mappingResults ]
[ USER CONTROL &userControl ]

[ EXCLUSIVE &exclusive ]
MATCHING RULE &matching-rule

ID &id }

The MAPPING-BASED-MATCHING information object class has the following field specifications:

4|

The &selectBy ficld is a dummy reference for a specification of how an instance of a specialization of the
information object class is selected for a mapping-based mapping. The specialized informgtion object
class shall, if applicable, specify an ASN.1 type determining together with a textual [descriptjon on how
the selection is to be performed. This component shall be ignored if the user in the seafch request
supplies a non-empty mapping component of the RelaxationPolicy construct.

NOTE 11 — In principle, several instances possibly of different derived informatien_object classes cap be selected
by the same search request.

The &ApplicableTo field specifies what filter items shall be considered mappable filtef items by
specifying the attribute types for such filter items. Any filter it€m\for an attribute type listed by this
subcomponent is subject to mapping-based matching. This coniponent shall always be preserft. Attribute
types listed by this component may not necessarily all be present in the filter. The value is determined by
the information object instance of a specialization of this information object class.

The &subtypesincluded ficld is a value of boolean type/which specifies whether an instance ¢f a derived
information object class can accept subtypes of &ApplicableTo attributes, in addition to the specified
attribute types. If absent, subtypes are permitted, provided that they are not turned off by other
mechanisms. The value is determined by the information object instance of the derived informfition object
class.

The &combinable field is a value of boolean type that, if TRUE, permits the mapping-based fnatching to
use multiple combinable filter items* in the satisfaction of the match against the mapping|table. The
combinable is a dummy reference) for the value of this component to be determined by a specialization of
this information object class.

The &mappingResults(Ti¢ld is dummy reference for a specification on how exception conditions are
reported. The deriyved information object class shall specify an ASN.1 type for reportifpg relevant
exception conditions,

The &userCantrol field is a value of boolean type which specifies whether an instance of a derived
information\'object class and its associated mapping-based matching rule can be controlled by the
extendedArea search control.

NOTE 12 — If several mapping-based matchings are simultaneously being applied, it may be appropriale to let only
ohe of these allow use of the extendedArea search control.

The &exclusive field is a value of boolean type which specifies whether an instance of a derived

h)

information object class and its associated mapping-based matching rule allows exclusive relaxation to be
performed. The value, if present, is determined by the information object instance of the derived
information object class. If the value is FALSE or if the DSA does not support exclusive matching for this
mapping-based matching, this particular mapping shall act as if the includeAllAreas search control option
were set.

NOTE 13 — If several mapping-based matchings are simultaneously being applied, it may be appropriate to let only
one of these allow exclusive relaxation.

The &matching-rule field is a value of object identifier type identifying the matching-based matching rule
for which this instance provides additional specification and which shall be applied for the mapping-based
matching. The matchingRule dummy reference for the value of this component is to be determined by a
specialization of this information object class. The matching rule specified shall be used for the particular
mapping-based matching.

The &id field is an object identifier allocated to the particular mapping-based mapping.
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13.7

13.7.1

DIT structure definition

Overview

A fundamental aspect of the Directory schema is the specification of where an entry of a particular class may be placed
in the DIT and how it should be named, considering:

13.7.2

—  the hierarchical relationship of entries in the DIT (DIT structure rules);
— the attribute or attributes used to form the RDN of the entry (name forms).

Name form definition

The definition of a name form involves:

If different|sets of naming attributes are required for entries of a given structural object class; then a name fo
specified fqr each distinct set of attributes to be used for naming.

Only structjural object classes are used in name forms.

For entries|of a particular structural object class to exist in a portion of the DIBJ at least one name form for
class shall be contained in the applicable part of the schema. The schema contains additional name forms as re

The RDN 3ttribute (or attributes) need not be chosen from the list of permitted attributes of the structural obj
specified i1 its structural or alias object class definition.

NOTE - Naming attributes are governed by DIT content rules and DFI* context use in the same way as other attributes|

A name form is only a primitive element of the full specification required to constrain the form of the

a) specifying the named object class;

name form applies;
c) indicating the optional attributes if any that may be used for the RDNs for entries of.this
where this name form applies;

d) assigning an object identifier for the name form.

where this

bject class

rm shall be

that object
quired.

ect class as

DIT to that

required by the administrative and naming authorities that\determine the naming policies of a given region
The remairfing aspects of the specification of DIT structure are discussed in 13.7.5.

13.7.3 Name form specification

Name fornfs may be defined as values of the NAME-FORM information object class:

NAME-FORM ::= CLASS {
&namedObjectClass
&MandatoryAttributes
&OptionalAttributes
&id

WITH SYN[TAX {

NAMES

WITH ATTRIBUTES
[ AND OPTIONALLY
ID

OBJECT-CLASS,

ATTRIBUTE,

ATTRIBUTE OPTIONAL,
OBJECT IDENTIFIER UNIQUE }

&namedObjectClass
&MandatoryAttributes
&OptionalAttributes ]
&id }

bf the DIT.

For a name form which is defined using this information object class:

a) &namedObjectClass is the structural object class it names;

b) &MandatoryAttributes is the set of attributes which shall be present in the RDN of the entry it governs;

c) &OptionalAttributes is the set of attributes which may be present in the RDN of the entry it governs;

d) &id is the object identifier assigned to it.

All attribute types in the mandatory and optional lists shall be different.

13.7.4  The structural object class of an entry

Some subschema specifications will include name forms for no more than one structural object class per structural object
class superclass chain represented in the subschema.
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Some subschema specifications may include name forms for more than one structural object class per structural object
class superclass chain represented in the subschema.

In either case, with respect to a particular entry, only the most subordinate structural object class in the structural
superclass chain present in the entry's objectClass attribute determines the DIT content rule and DIT structure rule
applying to the entry. This class is referred to as the structural object class of the entry and is indicated by the
structuralObjectClass operational attribute.

13.7.5 DIT structure rule definition

A DIT structure rule is a specification provided by the subschema administrative authority which the Directory uses to
control the placement and naming of entries within the scope of the subschema. Each object and alias entry is governed
by a single DIT structure rule. A subschema governing a subtree of the DIT will typically contain several DIT structure
rules permitting several types of entries within the subtree.

A DIT structure rule definition includes:

a) an integer identifier which is unique within the scope of the subschema;
b) an indication of the name form for entries governed by the DIT structure rule;

c) the set of allowed superior structure rules, if required.

The set of |DIT structure rules for a subschema specify the forms of distinguished names for)entries govetned by the
subschema

A DIT strycture rule allows entries in a given subschema to subscribe to a particular' name form. The form of the
last RDN ¢omponent of an entry's DistinguishedName is determined by the nam¢ form of the DIT stqucture rule
governing the entry.

The namedObjectClass component of the name form (the name form's object class) corresponds to the strugtural object
class of thejentry.

A DIT structure rule shall only permit entries belonging to the structural object class identified by its assodiated name
form. It do¢s not permit entries belonging to any of the subclasses of'the structural object class.

With respeft to a particular entry, the DIT structure rule goyerning the entry is termed the entry's governing structure
rule. This rule may be identified by examining the entry's governingStructureRule attribute.

With respect to a particular entry, the DIT structure:rule governing the entry's superior is termed the entry's superior
structure riyle.

An entry mjay only exist in the DIT as a subordinate to another entry (the superior) if a DIT structure rule gxists in the
governing $ubschema which:

— indicates a name form fér the structural object class of the entry; and

— either includes the entry's superior structure rule as a possible superior structure rule or does npt specify a
superior structuretule, in which case the entry shall be a subschema administrative point.

If an entry which is itself a subschema administrative point is not included for the purposes of subschema adininistration
in its subsdhema subentty;-then the subschema from the immediately superior subschema administrative are is used to
govern the fentry.

Entries which are administrative point entries but have no subschema subentry (e.g. newly created administfative point
entries) hayedio governing structure rule. The Directory shall not allow subordinates to be created below guch entries
until a subdchema subentry has been added

If an entry is converted to a new subschema administrative point, then the governing structure rule of all entries in the
new subschema administrative area is automatically changed to that implied by the new subschema.

13.7.6  DIT structure rule specification

The abstract syntax of a DIT structure rule is expressed by the following ASN.1 type:

DITStructureRule ::= SEQUENCE {

ruleldentifier Ruleldentifier ,

-- shall be unique within the scope of the subschema
nameForm NAME-FORM.&id,
superiorStructureRules SET SIZE (1..MAX) OF Ruleldentifier OPTIONAL }

Ruleldentifier ::= INTEGER

ITU-T Reec. X.501 (02/2001 E) 57


https://iecnorm.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

The correspondence between the parts of the definition, as listed in 13.7.5, and the various components of the ASN.1
type defined above, is as follows:

a) the ruleldentifier component identifies the DIT structure rule uniquely within a subschema;

b) the nameForm component of the DIT structure rule specifies the name form for entries governed by the
DIT structure rule;
¢) the superiorStructureRules component identifies permitted superior structure rules for entries governed

by the rule. If this component is omitted, then the DIT structure rule applies to a subschema administrative

point.

The STRUCTURE-RULE information object class is provided to facilitate the documentation of DIT structure rules:

STRUCTURE-RULE ::= CLASS {
&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE OPTIONAL,

&id Ruletdentifier}
WITH SYN[TAX {
NAME FORM &nameForm
[ SUPERIOR RULES &SuperiorStructureRules ]
ID &id }

13.8 DIT content rule definition

13.8.1  Qverview

A DIT con

of an optiohal set of auxiliary object classes, mandatory, optional and precluded attributes. Collective attriby

included in

A DIT con

4

For any val

Every entry in the DIT is govetnéd by at most one DIT content rule. This rule may be identified by examinin

of the entry

If no DIT
permitted b

The DIT cd
As a DIT d

ent rule specifies the permissible content of entries of a particular structural object class via the id

DIT Content rules if they are to be permitted in an entry.

ent rule definition includes:
an indication of the structural object class to which.it applies;

optionally, an indication of the auxiliary object classes allowed for entries governed by the rule

entification
tes shall be

optionally, an indication of the mandatory»attributes, over and above those called for by the stquctural and

auxiliary object classes, required for entfies governed by the DIT content rule;

optionally, an indication of the optignal attributes, over and above those called for by the sti
auxiliary object classes, permitted for entries governed by the DIT content rule;

optionally, an indication of -optional attribute(s) from the entry's structural and auxiliary ob
which are precluded from"appearing in entries governed by the rule.

id subschema specification, there is at most one DIT content rule for each structural object class.

's structuralObjectClass attribute.

ontent rule/is present for a structural object class, then entries of that class shall contain only th
y the structural object class definition.

ntenf ryles of superclasses of the structural object class for an entry do not apply to that entry.

uctural and

ect classes

g the value

e attributes

onteént rule is associated with a structural object class, it follows that all entries of the same strug

fural object

class will have the same DIT content rule regardless of the DIT structure rule governing their location in the DIT.

An entry governed by a DIT content rule may, in addition to the structural object class of the DIT structure rule, be
associated with a subset of the auxiliary object classes identified by the DIT content rule. This association is reflected in
the entry's objectClass attribute.

An entry's content shall be consistent with the object classes indicated by its objectClass attribute in the following way:

mandatory attributes of object classes indicated by the objectClass attribute shall a/lways be present in the

entry;

optional attributes (not indicated as additional optional or mandatory in the DIT content rule) of auxiliary
object classes indicated by the DIT content rule may only be present if the objectClass attribute indicates

these auxiliary object classes.

Mandatory attributes associated with the structural or indicated auxiliary object classes shall not be precluded in a DIT
content rule.
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13.8.2  DIT content rule specification
The abstract syntax of a DIT content rule is expressed by the following ASN.1 type:

DITContentRule ::= SEQUENCE {

structuralObjectClass OBJECT-CLASS.&id,

auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [11 SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optional [2] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
precluded [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

The correspondence between the parts of the definition, as listed in 13.8.1, and the various components of the ASN.1
type defined above, is as follows:

a) the structuralObjectClass component identifies the structural object class to which the DIT content rule
applies:

bl) the auxiliaries component identifies the auxiliary object classes allowed for an entry to-which the DIT
content rule applies;

c) the mandatory component specifies user attribute types which an entry to which the’DIT dontent rule
applies shall contain in addition to those which it shall contain according to its\structural arjd auxiliary
object classes;

d) the optional components specify user attribute types which an entry to which’the DIT content tule applies
may contain in addition to those which it may contain according torits_structural and auxiliary object
classes;

e) the precluded component specifies a subset of the optional pserattribute types of the strfictural and
auxiliary object classes which are precluded from an entry to which the DIT content rule applieg.

The CONTENT-RULE information object class is provided to facilitate the documentation of DIT content rule$:

CONTENT{RULE ::= CLASS {

&structuralClass OBJECT-CLASS UNIQUE,
&Aukiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }

WITH SYN[TAX {
STRUCTURAL OBJECT-CLASS &structuralClass
[ AUKILIARY OBJECT-CLASSES  &Auxiliaries ]

[ MUST CONTAIN &Mandatory ]
[ MAYY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ] }

13.9 (ontext type definjtion

The definitjon of a conteXt-type involves:
a) specifying the syntax of the context;
b) specifying the syntax of a context assertion;

c) ~defining the semantics of the context;

d) specifying how matches are done; and

e) assigning an object identifier to the context type.

13.9.1 Context Value matching

A presented context assertion matches a stored context value of the same context type according to the description of
matching which is part of the context definition.

13.9.2  Context definition

Contexts are defined using the CONTEXT information object class:

CONTEXT ::= CLASS ({

&Type,
&Assertion OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
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WITH SYNTAX {
WITH SYNTAX  &Type
[ ASSERTED AS &Assertion ]

ID

&id }

If the &Assertion is omitted, the context assertion syntax is the same as &Type.

When a context is defined, the specification shall include a description of the semantics of the context, and how a match
is evaluated.

ITU-T Rec. X.520 | ISO/IEC 9594-6 specifies selected Context Definitions.

13.10

13.10.1

DIT Context Use definition

)verview

A DIT Context Use is a specification provided by the subschema administrative authority to specifythe
context types that may be stored with an attribute, and the mandatory context types that shall be stored<with ar

A DIT Conftext Use definition includes:

If no DIT
no contex

a) an indication of the attribute type to which it applies;

optionally, an indication of the mandatory context types that shall be associated with va
attribute type whenever the attribute is stored;

c) optionally, an indication of the optional context types that may be-asseciated with values of
type whenever the attribute is stored.

Context Use definition is present for a given attribute type, then values of attributes of that type s
t [lists. For a given subschema administrative area, there can bé,only one DIT Context Use for a giv

type. A DIl Context Use may be defined to apply to all attribute types,*in which case it shall be the only D
Use in the §ubschema.

13.10.2

DIT Context Use specification

The abstradt syntax of a DIT Context Use is expressed by«the following ASN.1 type:

DITContextUse ::= SEQUENCE {

attributeType ATTRIBUTE:&id,
manflatoryContexts  [1] SET SIZE.(1..MAX) OF CONTEXT.&id OPTIONAL,
optignalContexts [2]1 SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }
The correspondence between the parts of the definition, as listed in 13.10.1, and the various components of]

type defined above, is as follows:

a) the attributeType“component identifies the attribute type to which the DIT Context Use app
attribute type (id-oa-allAttributeTypes);

b) the mandatoryContexts component specifies context types that shall be associated with an atti
of the\given type whenever the attribute is stored. If this is omitted, then attribute values may e
context lists;

c)) < ¢he optionalContexts component specifies context types that may be associated with an attriby

permissible
attribute.

ues of the

he attribute

hall contain
en attribute
IT Context

the ASN.1

ies, or any

ibute value
kist without

ite value of

The given type WIETEVeT e atlribute 15 Stored. 1T UTiS 1S Onited but MandatoryCOMeXTS 15 PIes

ent, then all

attribute values shall appear with the mandatory context types and no others. If this is omitted and
mandatoryContexts is also omitted, it is equivalent to having no DIT Context Use for the attribute type;

that is, attribute values of the given attribute type shall not have associated context lists.

The DIT-CONTEXT-USE-RULE information object class is provided to facilitate the documentation of the DIT Context

Use rules:

DIT-CONTEXT-USE-RULE ::= CLASS {

&attributeType ATTRIBUTE.&id UNIQUE,
&Mandatory CONTEXT OPTIONAL,
&Optional CONTEXT OPTIONAL }

WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[ MANDATORY CONTEXTS &Mandatory ]
[ OPTIONAL CONTEXTS &Optional ] }
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14 Directory System Schema

14.1 Overview

The Directory System Schema is a set of definitions and constraints concerning the information that the Directory itself
needs to know in order to operate correctly. This information is specified in terms of subentries and operational

attributes.

NOTE — The system schema enables the directory system to, for example:

subentry subordinate to an administrative entry defined only as a security administrative entry);

attribute to a person's entry).

Formally, the Directory System Schema comprises a set of:

q

The compl
appropriatd

The Direct
the system

The Direct
Each DSA]
Administral
Authority y

The Direct
defined, a {

Certain asp

The directd

14.2 S

prevent the association of subentries of the wrong type with administrative entries (e.g. the creation of a subschema

prevent the addition of inappropriate operational attributes to an entry or subentry (e.g. a subschema operational

Object class definitions that define the attributes that shall or may be present in a subentty
class;

Operational Attribute Type definitions that specify the characteristics of operational attributes
used by the Directory.

bte definition of an operational attribute includes a specification of the way in which the Directory
provides or manages, the attribute in the course of its operation.

bry System Schema is distributed, like the DIB itself. Each Administrative” Authority establishes
schema that will apply for those portions of the DIB administered by-the/authority.

bry System Schema defined in this Directory Specification is anfintegral part of the Directory Sy
participating in a directory system requires a full knowledge of the system schema establi

sing the notation defined in this clause.

ry System Schema is not regulated by DIT structure-or content rules. When an element of systen
pecification of how it is used and where it appears’in the DIT is provided.

ects of the directory system schema are spegified in the following subclauses.

ry system schema required to support ditectory distribution is specified in clauses 25 through 28.

ystem schema supporting-the administrative and operational information model

Although gubentry and subentryNameForm are specified using the notation of clause 13, subentries are n

by DIT stry

14.2.1 17

cture or DIT content tules.

he Subentry object class

The suben

ry object clags\is a structural object class and is defined as follows:

subentry PBJECT-CLASS ::={
SUBCLASS OF {top}

KIN

of a given

known and

hses and (if

the part of

stem itself.
hed by its

tive Authority. The system schema for an Administrative*Area may be defined by the Adininistrative

h schema is

t regulated

structural

MUS
ID

T CONTAIN { commonName | subtreeSpecification }
id-sc-subentry }

14.2.2  The Subentry name form

The subentryNameForm name form allows entries of class subentry to be named using the commonName attribute:

subentryNameForm NAME-FORM ::= {

NAM

ES subentry

WITH ATTRIBUTES { commonName }

ID

id-nf-subentryNameForm }

No other name form shall be used for subentries.
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14.2.3  The Subtree Specification operational attribute

The subtreeSpecification operational attribute, whose semantics are specified in clause 12, is defined as follows:

subtreeSpecification ATTRIBUTE ::= {
WITH SYNTAX  SubtreeSpecification

USA
ID

GE directoryOperation
id-oa-subtreeSpecification }

This attribute is present in all subentries; each value defines a set of entries (in terms of a portion of an administrative
area possibly with refinement by selection on an object class filter) which may be subject to the policies defined by the

subentry.

NOTE — This permits a single complex policy (e.g. a search-rule) to be directed at many object class combinations, in disjoint
regions of an administrative area, while being defined in a single subentry.

14.3 S

The Admit
attribute to

ystem schema supporting the administrative model

pistrative Model defined in clause 11 requires that administrative entries contain an adminis
indicate that the associated administrative area is concerned with one or more administrative roles.

The adminjstrativeRole operational attribute is specified as follows:
administrativeRole ATTRIBUTE ::= {
WITH SYNTAX OBJECT-CLASS.&id
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation
ID id-oa-administrativeRole }
The values|of this attribute defined by this Directory Specification are:
id-ar-autonomousArea
id-ar-accegsControlSpecificArea

id-ar-accegsControllnnerArea
id-ar-subschemaAdminSpecificArea
id-ar-colle¢tiveAttributeSpecificArea
id-ar-colleg¢tiveAttributelnnerArea

id-ar-cont
id-ar-servi

The seman

xtDefaultSpecificArea
ceSpecificArea

ics of these values are defined ih clause 12.

The admirIstrativeRole operational attribute is also used to regulate the subentries permitted to be subord

administra
the adminig

14.4 S

The follow]
held within

ive entry. A subentgy~not of a class permitted by the administrativeRole attribute may not be suff
trative entry.

ystem schema supporting general administrative and operational requirements

ing clauses describe subschema operational attributes which are not attributes in the usual sense
an’entry), but may be thought of as 'virtual' attributes, representing information which is derivabl

trativeRole

inate to an
ordinate to

i.e. are not
e (e.g. from

existing op

erational attributes, their values, and other information). Such virtual attributes are valid for all en|

tries within

an administrative area. This has the effect that these subschema operational attributes appear to be present in every entry.

14.4.1 Timestamps

The createTimestamp indicates the time that an entry was created:

createTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime
--as per41.3 b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-createTimestamp }
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The modifyTimestamp indicates the time that an entry was last modified:

modifyTimestamp ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
ORDERING MATCHING RULE

SINGLE VALUE

NO USER MODIFICATION

USAGE
ID

GeneralizedTime
--as per 41.3 b) or c) of ITU-T Rec. X.680 | ISO/IEC 8824-1
generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE
TRUE
directoryOperation
id-oa-modifyTimestamp }

ISO/IEC 9594-2:2001 (E)

The subschemaTimestamp indicates the time that the subschema subentry for the entry (see 15.3) was created or last
modified. It is available in every entry:

subschempTimestamp ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
ORDERING MATCHING RULE

SINGLE VALUE

NO USER MODIFICATION

USAGE
ID

GeneralizedTime
--as per41.3b) orc) of ITU-T Rec. X. 680 | ISO/IEC 8824-1
generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE
TRUE
directoryOperation
id-oa-subschemaTimestamp }

The generplizedTimeMatch and generalizedTimeOrderingMatch matching Gulés are defined in ITU-T Rec. X.520 |

ISO/IEC 9594-6.

14.4.2  Hntry Modifier operational attributes

The creatorsName operational attribute indicates the distinguished ame of the Directory user that created an|entry:

creatorsName ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

The modiffersName operational attribute indicates the distinguished name of the Directory user that last n

entry:

modifiersName ATTRIBUTE = {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MOBIFICATION
USAGE
ID

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-creatorsName }

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-modifiersName }

odified the

These operational attributes shall use the primary distinguished name.

14.4.3

Subentry identification operational attributes

The subschemaSubentryList operational attribute identifies the subschema subentry that governs the entry. It is

available in every entry:

subschemaSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-subschemaSubentryList }
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The accessControlSubentryList operational attribute identifies all access control subentries that affect the entry. It is

available in every entry.

accessControlSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-accessControlSubentryList }

The collectiveAttributeSubentryList operational attribute identifies all collective attribute subentries that affect the

entry. It is available in every entry:

collective Attri ist-ATFRIBUTE—=—
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION
USAGE
ID

The contextDefaultSubentryList operational attribute identifies all context default sibentries that affect thg

available in] every entry:

TRUE
directoryOperation
id-oa-collectiveAttributeSubentryList }

contextDefaultSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-contextDefaultSubentryList }

The serviceAdminSubentryList operational attribute didentifies all service administration subentries, if any
the entry. If is available in every entry affected by any’such subentry.

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

ServiceAdEinSubentryList ATTRIBUTE

=Y

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-serviceAdminSubentryList }

14.4.4  Has Subordinates operational attribute

The hasSubordinates operational attribute indicates whether any subordinate entries exist below the entry I
attribute. Al value-of TRUE indicates that subordinates may exist. A value of FALSE indicates that no subord

If this attribut¢ is absent, no information is provided about the existence of subordinate entries

entry. It is

that affect

lolding this
nates exist.

The at

ibute will

ordinarily disclose the existence of subordinates even if the immediate subordinates are hidden by access controls — to
prevent disclosure of the existence of subordinates the operational attribute itself shall be protected by access controls.

NOTE — A value of TRUE may be returned when no subordinates exist if all possible subordinates are available only through a
non-specific subordinate reference (see ITU-T Rec. X.518 | ISO/IEC 9594-4) or if the only subordinates are subentries or child

family members.

hasSubordinates ATTRIBUTE ::={
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID
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14.5 System schema supporting access control

If a subentry contains prescriptive access control information, then its objectClass attribute shall contain the value
accessControlSubentry:

accessControlSubentry OBJECT-CLASS := {

KIND auxiliary
ID id-sc-accessControlSubentry }

A subentry of this object class shall contain precisely one prescriptive ACI attribute of a type consistent with the value of
the id-sc-accessControlScheme attribute of the corresponding access control specific point.

14.6 System schema supporting the collective attribute model

Subentries pupporting collective attribute specific or inner administrative areas are defined as follows:

collectiveAttributeSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-collectiveAttributeSubentry }

A subentry|of this object class shall contain at least one collective attribute.

Collective fattributes contained within a subentry of this object class are conceptually available for interrggation and
filtering at|every entry within the scope of the subentry's subtreeSpecification attribute, but are administgred via the
subentry.

The collectiveExclusions operational attribute allows particular collective ‘attributes to be excluded from an gntry:

collectiveBxclusions ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-collectiveExclusions }

This attribyte is optional for every entry.

The OBJECT IDENTIFIER value id-oa-excludeAllCollectiveAttributes may be used, by its presence as a value of the
collectiveExclusions attribute, to excludeé-all collective attributes from an entry.

14.7 System schema supporting context assertion defaults

Subentries providing defaultfyalues for context assertions are defined as follows:

contextAssertionSubentry OBJECT-CLASS ::= {

KIND auxiliary
MUST CONTAIN {contextAssertionDefaults}
ID id-sc-contextAssertionSubentry }

A subentry of this object class shall contain a contextAssertionDefaults attribute:

contextAssertionDefaults ATTRIBUTE ::= {

WITH SYNTAX TypeAndContextAssertion
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-oa-contextAssertionDefault }

Whenever a context is evaluated and no context assertion is provided by the user, the Directory provides context
assertion defaults equal to the values of this attribute in the context assertion subentry controlling the entry being
accessed, as described in 8.8.2.2.

NOTE - TypeAndContextAssertion is defined in 7.6 of (and evaluation of it is defined in 7.6.3 of) ITU-T Rec. X.511 |
ISO/IEC 9594-3.
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14.8 System schema supporting the service administration model

serviceAdminSubentry OBJECT-CLASS ::= {
KIND auxiliary
MUST CONTAIN { searchRules }
ID id-sc-serviceAdminSubentry }

A subentry of this object class shall contain a searchRules operational attribute:

searchRules ATTRIBUTE ::= {

WITH SYNTAX SearchRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation

ID id-oa-searchRules }

SearchRuILDescription ::= SEQUENCE {

COMPONENTS OF SearchRule,
name [28] SET SIZE (1 .. MAX) OF DirectoryString { ub-search } OPTIONAL,
desdription [29] DirectoryString { ub-search } OPTIONAL }

A value of|the searchRules operational attribute is either a search-rule containing actuahsearch restrictionfs, or it is a
dummy segrch-rule that specifies no search restrictions at all. This dummy search-rulg7is identified by havipg an id of
zero and bl having no serviceType component (or any other components of SearchRule other than id ahd dmdid).
dmdld is ap identifier for the controlling DMD (see 6.4).

14.9 System schema supporting hierarchical groups

hierarchylevel ATTRIBUTE ::= {

WITH SYNTAX HierarchyLevel
EQL[JTALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-hierarchyLevel }
Hierarchyllevel ::= INTEGER
hierarchyBelow ATTRIBUTE ::= {
WITH SYNTAX HierarchyBelow
EQUALITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation

ID id-oa-hierarchyBelow }

HierarchyBelow «:=. BOOLEAN

hierarchyRarent ATTRIBUTE ::= {

WIT
EQUALITY MATCHING RULE

DistinguishedName
distinguishedNameMatch

SINGLE VALUE TRUE
USAGE directoryOperation
ID id-oa-hierarchyParent }

The hierarchyLevel operational attribute shall be present in any entry that is a member of a hierarchical group. The
Directory shall create and maintain this attribute. The Directory shall delete this attribute when the entry is no longer
member of a hierarchical group. This attribute shall take the value zero for the hierarchical top. This attribute shall not be
present in a child family member.

The hierarchyBelow operational attribute indicates whether the entry has any hierarchical children. A value of TRUE
indicates that hierarchical children exist. A value of FALSE or the absence of the attribute type indicates that no
hierarchical children exist. The Directory shall create and maintain this attribute. The Directory shall delete this attribute
when the entry is no longer member of a hierarchical group.
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The hierararchyParent attribute shall be present in an Add Entry or Modify Entry operation when a new entry or an
existing entry becomes a hierarchical child. The attribute value shall be the distinguished name of the immediately
hierarchical parent. If the immediately hierarchical parent is a compound entry, the value shall be the distinguished name
of the ancestor. Otherwise, the Directory shall return an Update Error with problem parentNotAncestor. This attribute
shall not be present in a child family member, in an entry that is not within a hierarchical group, nor an entry that is the
hierarchical top.

When an entry within a hierarchical group is deleted by a Remove Entry operation, all its hierarchical children are
removed from the hierarchical group.

14.10 Maintenance of system schema

It is the responsibility of DSAs to maintain consistency of subentries and operational attributes with the system schema.
Inconsistency between various aspects of system schema, and between system schema and subentries and operational
attributes, shall not occnr

The Directpry executes entry addition and modification procedures whenever a new subentry is added to\th¢ DIT or an
existing supentry is modified. The Directory shall determine whether the proposed operation would-violate|the system
schema; if |t does the modification shall fail.

In particular, the Directory ensures that subentries added to the DIT are consistentOwith the valpes of the
administrjtsiveRole attribute, that the attributes within the subentry are consistent with~the values of thq subentry's
objectClass attribute.

The value pf the administrativeRole attribute may be modified to permit classes of subentries to be subordinate to the
administrative entry that are not yet present. The value of the administrativeRolé attribute shall not be modifiied so as to
cause exist|ng subentries to become inconsistent.

The Directgry also ensures, where the values of operational attributes are provided by the Directory, that they pre correct.

14.11  System schema for first-level subordinates

The Directry enforces the following rules and constraints on €ntries created immediately subordinate to the DIT root:
- All such entries shall be created as administtative point entries.

— The object class and naming attributes: of such entries shall be as specified in CCITT Rgc. X.660 |
ISO/IEC 9834-1.

15 Directory schema administration

15.1 Overview

The overal| administration of the directory schema of the global DIT is realized through independent admirjistration of
the subschgmas of the autonemous administrative areas of the DIT Domains that constitute the global DIT.

Coordinati¢n of the administration of the directory schema at boundaries between DIT Domains is a subject for bilateral
agreement petweeirPMOs and is beyond the scope of this Directory Specification.

The subschemd administrative capabilities defined in this clause for the purpose of managing a DIT domain irjclude:

a) creation, deletion and modification of subschema subentries;

b) support of the publication mechanism for the purpose of permitting DSAs to include schema information
in operational binding protocol exchanges and DUAs to retrieve subschema information via DAP;

¢) subschema regulation for the purpose of ensuring that any modify operations will be performed in
accordance with the applicable subschema specification.

15.2 Policy objects
A subschema policy object may be one of the following:
—  asubschema administrative area;
— an object or alias entry within a subschema administrative area;

— auser attribute of such an object or alias entry.
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An autonomous administrative area may be designated as a subschema specific administrative area in order to administer
the subschema. This shall be indicated by the presence of the value id-oa-subschemaAdminSpecificArea in the
associated administrative entry's administrativeRole attribute (in addition to the presence of the value
id-oa-autonomousArea, and possibly other values).

Such an autonomous administrative area may be partitioned in order to deploy and administer the subschema of the
specific partitions. In this case, the administrative entries for each of the subschema specific administrative areas are
indicated by the presence of the value id-oa-subschemaAdminSpecificArea in these entries' administrativeRole
attributes.

15.3 Policy parameters

Subschema policy parameters are used to express the policies of the subschema Administrative Authority. These
parameters, and the operational attributes used to represent them, are:

a—PHF-stractre-parameter—used-to—define-the-—strueture-of-thesubschemaadministrattve-area—gnd to store
information about obsolete DIT structure rules which some entries may have identified as.theif governing
DIT structure rule. This parameter is represented by the dITStructureRules and nameForms [operational
attributes;

- a DIT content parameter: used to define the type of content of object and alias entries‘contained within the
subschema administrative area and to store information about obsolete DIT-content rules| which the
Directory may have used in determining the content of some entries. This parameter is represented by the
dITContentRules, objectClasses, attributeTypes, contextTypes, dand dITContextUse [operational
attributes;

- amatching capability parameter: used to define the matching capabilities supported by matchjng rules as
applied to the attribute types defined in a subschema administrative area. This parameter is repfesented by
the matchingRules and matchingRuleUse operational attributes.

A single spbschema subentry is used by the subschema authorityt0\administer the subschema for the [subschema
administrative area. For this purpose, the subschema subentry contains’the operational attributes representing the policy
parameters| used to express subschema policies. The subtreeSpecification attribute of a subschema sulblentry shall
specify the[whole subschema administrative area, i.e. it shall belan empty sequence.

The subschlema subentry is specified as follows:

subschemp OBJECT-CLASS ::= {

KIND auxiliary

MAY|CONTAIN {
dITStructureRules|
nameForms |
diTContentRules |
objectClasses |
attributeTypes |
contextTypes |
dITContextUse |
matchingRules |
matchingRuleUse }
ID id-soc-subschema }

The operatjonal attributes of the subschema subentry are defined in 15.7.

154 Policy procedures

There are two policy procedures associated with subschema administration:
—  asubschema modification procedure;

—  an entry modification procedure.

15.5 Subschema modification procedures

A subschema authority may administer a subschema in a dynamic fashion, including making restrictive subschema
modifications. This may be accomplished by modifying the values of the subschema operational attributes, using
Directory modify operations, effectively changing the subschema which is in force in the subschema administrative area.
A subschema authority may also create new subschema areas, or remove existing subschema areas by creating or
removing subschema subentries, respectively.
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Before the subschema authority extends the DIT structure or DIT content rules by adding a new rule, or by adding an
auxiliary object class, or a mandatory or an optional attribute to an existing rule, the referenced schema information shall
be described in the appropriate attribute in the subschema subentry. Name forms, object classes, attribute types and
matching rules that are referenced (directly or indirectly) by a dITStructureRule, dITContentRule or by a
matchingRuleUse attribute shall not be removed from the subschema subentry.

The definition of information objects such as object classes, attribute types, matching rules and name forms which have
been registered (i.e. assigned a name of type object identifier) are static and cannot be modified. Changes to the
semantics of such information objects require the assignment of new object identifiers.

DIT structure and DIT content rules may be active or obsolete. Only active rules are used to regulate the DIT. The
identification and preservation of obsolete rules is an administrative convenience allowing location (and possibly repair)
of entries added under old rules that have since changed.

This obsolete mechanism shall be used where restrictive changes are made to DIT structure or DIT content rules creating

inconsistengies T the DB otherwise; theappropriate active Tuic Ty be mmodified directly T e Directory permits

deletion ofjobsolete rules at any time.

NOTE - The obsolete mechanism provided in subschema operational attributes ensures that all entries with pbsoletd schema can
be identified and repaired before the obsolete subschema operational attribute is deleted.

It is the repponsibility of the Subschema Administrative Authority to maintain consistency(cof entries with the active
subschemal|by means of the Directory abstract service, or by other local means. This may bg”done at the conyenience of
the Subschema Administrative Authority. It is not defined when such an adjustment of inconsistent entrieg should be
done. Howgver, deletion of obsolete rules prior to the location and repair of inconsistént-entries will make thip task more
difficult.

15.6 Entry addition and modification procedures

The Directpry executes entry addition and modification procedures, whenever a new entry is added to the| DIT or an
existing enfry is modified. The Directory shall determine whethetr_the proposed operation would violate a|subschema
policy.

In particuldr, the Directory shall ensure that entries added togthe DIT are consistent with appropriate active DIT structure
and DIT cantent rules.

The Directgry shall allow interrogation of entries whieh are inconsistent with their active rules.

The Directpry enforces active rules when requested to modify the DIB. If an entry is inconsistent with its agtive rule, a
request to [modify the entry shall be permitted if it repairs an existing inconsistency, or does not introduce a new
inconsistency. A request which introduce$.a-hew inconsistency shall fail.

For any valid entry in a valid subschema administrative area, there can be only one most subordinate strucfural object
class in thg structural object class-superclass chain. When an entry is added to the DIT, the Directory detgrmines this
most subordinate structural object class from the objectClass attribute values provided and permanently gssociates it
with the enfry via the entry's structuralObjectClass attribute.

When an gntry is created, values of the objectClass attribute shall be provided so that the content of fe entry is
consistent with the, DIT content rule governing the entry. In particular, where a value of the objectClags attribute
identifies a| particular object class having superclasses other than top, then values for all of these superclassgs shall also
be provided. Qtherwise the Directory operation creating the entry shall fail.

Directory users may subsequently add or delete values of the objectClass attribute for the auxiliary object classes of an
entry. The content of an entry shall remain consistent with the DIT content rule governing the entry following a change
to the values of the objectClass attribute. In particular, where a value of the objectClass attribute identifies a particular
object class having superclasses other than top is added or deleted, then values for all of these superclasses shall also be
added or deleted, except where such superclasses are also present in the superclass chains associated with other values
not being added or deleted respectively.

15.7 Subschema policy attributes

The following subclauses specify the subschema policy operational attributes. These attributes are:

—  present in the subschema subentry. The values of these attributes are administered via Directory modify
operations using the distinguished name of the subschema subentry;

— available for interrogation in all entries governed by the subschema.
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The ASN.1 parameterized type DirectoryString { ub-schema }, used in the following definitions, is defined in ITU-T
Rec. X.520 | ISO/IEC 9594-6.

The integerFirstComponentMatch and objectldentifierFirstComponentMatch equality matching rules are also defined
in ITU-T Rec. X.520 | ISO/IEC 9594-6.

For management purposes, a number of human readable name components and a description component are optionally
allowed as components of a number of the subschema policy operational attributes defined in the following subclauses.

A number of subschema policy operational attributes defined in the following subclauses contain an obsolete
component. This component is used to indicate whether the definition is active or obsolete in the subschema
administrative area.

15.7.1  DIT Structure Rules operational attribute

The dITStructureRules operational attribute defines the DIT structure rules which are in force within a subschema:

dITStructureRules ATTRIBUTE ::= {
WITDESYNTAX DITStructureRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITStructureRule }

DITStructyreRuleDescription ::= SEQUENCE {
COMPONENTS OF DITStructureRule,

name [11  SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
desdription DirectoryString { ub-schema } OPTIONAL,
obsglete BOOLEAN DEFAULT FALSE }

The dITStrpctureRules operational attribute is multi-valued; each value defines one DIT structure rule.
The components of dITStructureRule have the same semanticsas'the corresponding ASN.1 definition in 13.7}6.

15.7.2  DIT Content Rules operational attribute

The dITCoptentRules operational attribute defines_the DIT content rules which are in force within a subschema. Each
value of th¢ operational attribute is tagged by the object identifier of the structural object class to which it pertpins:

diTContentRules ATTRIBUTE ::= {
WIT)E\SYNTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITContentRules }

DITContentRuleDescription’ ::= SEQUENCE {

COMPONENTSOF DITContentRule,

name [4] SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
desdription DirectoryString { ub-schema } OPTIONAL,

obsglete BOOLEAN DEFAULT FALSE }

The dITContentRules operational attribute is multi-valued; each value defines one DIT content rule.

The components of dITContentRule have the same semantics as the corresponding ASN.1 definition in 13.8.2.

15.7.3 Matching Rules operational attribute

The matchingRules operational attribute specifies the matching rules used within a subschema:

matchingRules ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-matchingRules }
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SEQUENCE {

MATCHING-RULE.&:id,

SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
DirectoryString { ub-schema } OPTIONAL,

BOOLEAN DEFAULT FALSE,
DirectoryString { ub-schema } OPTIONAL }

-- describes the ASN.1 syntax

The identifier component of a value of the matchingRules attribute is the object identifier identifying the matching rule.

The description component contains a natural language description of the algorithms associated with the rule.

The information component contains the ASN.1 definition of the assertion syntax of the rule.

Such an ASN.1 deﬁmtlon shall be glven as an optlonal ASNl Imports productlon followed by optlonal ASN.1

modules are
Lssignment,
the ASN.1
e an actual
constraint.

NOTE | — The ASN.1 productions Imports, Assignment, and Type are defined in ITU=T Rec. X.680 | ISO/[EC 8824-1.

UserDefjnedConstraintParameter is defined in ITU-T Rec. X.682 | ISO/IEC 8824-3.
NOTE 2| A typical ASN.1 definition is simply a Type name.

The matchjngRules operational attribute is multi-valued; each value describés one matching rule.

15.7.4  Attribute Types operational attribute

The attribyteTypes operational attribute specifies the attribute types‘used within a subschema:

attributeTypes ATTRIBUTE ::=

WITH SYNTAX

EQUALITY MATCHING RULE

USAGE
ID

AttributeTypeDescription ::=

identifier
name
desdription
obsglete
information [0]

{

SEQUENCE/{

ATTRIBUTE &id,

SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
DirectoryString { ub-schema } OPTIONAL,

BOOLEAN DEFAULT FALSE,
AttributeTypelnformation }

AttributeTypeDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-attributeTypes }

The identifier component-of a value of the attributeTypes attribute is the object identifier identifying the attripute type.

The attribyteTypes-operational attribute is multi-valued; each value describes one attribute type:

AttributeTypelnformation ::= SEQUENCE ({
derivation 10] ATTRIBUTE.&id OPTIONAL,
equalityMatch [11 MATCHING-RULE.&id OPTIONAL,
orderingMatch [2] MATCHING-RULE.&id OPTIONAL,
substringsMatch [31 MATCHING-RULE.&id OPTIONAL,
attributeSyntax [4] DirectoryString { ub-schema }JOPTIONAL,
multi-valued [5] BOOLEAN DEFAULT TRUE,
collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [71 BOOLEAN DEFAULT TRUE,
application AttributeUsage DEFAULT userApplications }

The derivation, equalityMatch, attributeSyntax, multi-valued, collective and application components have the same
semantic as the equivalent pieces of notation introduced by the corresponding information object class.

The attributeSyntax component contains a text string giving the ASN.1 definition of the attribute's syntax. Such an
ASN.1 definition shall be given as specified for the information component of the Matching Rules operational attribute.
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15.7.5 Object Classes operational attribute

The objectClasses operational attribute specifies the object classes used within a subschema.

objectClasses ATTRIBUTE ::= {

WITH SYNTAX ObjectClassDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-objectClasses }

ObjectClassDescription ::= SEQUENCE {

identifier OBJECT-CLASS.&id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema} OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,

obsqlete BOOLEAN DEFAULT FALSE,
infojmation [0] ObjectClassinformation }

The identifier component of a value of the objectClasses attribute is the object identifier identifying the objeft class.

The objectClasses operational attribute is multi-valued; each value describes one object class:

ObjectClagsinformation ::= SEQUENCE {

subglassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,

kind ObjectClassKind DEFAULT structural,
mangatories [31 SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optionals [4] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

The subclgssOf, kind, mandatories and optionals components.have the same semantics as the corresponding pieces of
notation infroduced by the corresponding information object class.

15.7.6 Name Forms operational attribute

The nameForms operational attribute specifies thesname forms used within a subschema.

nameForms ATTRIBUTE ::= {
WI1"’+ASYNTAX NameFormDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-nameForms }

NameFormDescription :=» SEQUENCE {

identifier NAME-FORM.&:id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
desdription DirectoryString { ub-schema } OPTIONAL,

obsglete BOOLEAN DEFAULT FALSE,

informmatiom—— {0 NameForminformmation}

The identifier component of a value of the nameForms attribute is the object identifier identifying the object class.

The nameForms operational attribute is multi-valued; each value describes one name form:

NameForminformation ::= SEQUENCE {

subordinate OBJECT-CLASS.&id,
namingMandatories SET OF ATTRIBUTE.&id,
namingOptionals SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

The subordinate, mandatoryNamingAttributes and optionalNamingAttributes components have the same semantics
as the corresponding pieces of notation introduced by the corresponding information object class.
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15.7.7 Matching Rule Use operational attribute

The matchingRuleUse operational attribute is used to indicate the attribute types to which a matching rule applies in a
subschema:

matchingRuleUse ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-matchingRuleUse }

MatchingRuleUseDescription ::= SEQUENCE {

identifier MATCHING-RULE.&:id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,

obs:rlala BOOLEAN DEFAULT FALSE,
information [0] SET OF ATTRIBUTE.&id }

The identifier component of a value of the matchingRulesUse attribute is the object identifier identifying tHe matching
rule.

The information component of a value identifies the set of attribute types to which the matching rule applies.

15.7.8  Structural Object Class operational attribute

Every entry in the DIT has a structuralObjectClass operational attribute which indicates the structural objgct class of
the entry:

structuralQbjectClass ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-structuralObjectClass }

15.7.9  (overning Structure Rule operational.attribute

Every entry in the DIT, with the exception of administrative point entries that have no subschema subgntry, has a
governingBtructureRule operational attribuife which indicates the governing structure rule of the entry:

governingptructureRule ATTRIBUTE T:= {

WITH SYNTAX INTEGER

EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-governingStructureRule }

15.7.10 ({ontextTypes operational attribute

The contextTypes operational attribute specifies the context types used within a subschema.

contextTypes ATTRIBUTE ::= {

WITH SYNTAX ContextDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-contextTypes }
ContextDescription ::= SEQUENCE {
identifier CONTEXT.&id,
name SET SIZE (1..MAX) OF DirectoryString {ub-schema} OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] Contextinformation }
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The identifier component of a value of the contextTypes operational attribute is the object identifier identifying the
context type.

The contextTypes operational attribute is multi-valued; each value describes one context type:

Contextinformation ::= SEQUENCE {
syntax DirectoryString { ub-schema } ,
assertionSyntax DirectoryString { ub-schema } OPTIONAL }

The syntax and assertionSyntax components have the same semantics as the corresponding pieces of notation
introduced in the corresponding information object class.

The syntax component and the assertionSyntax component each contain a text string giving the ASN.1 definition of the
context syiftax AT COTTtE Xt aSSTItToT SYItax 1cbpcuivc1_y. Suchrar ASN-defimitionrstatt-be givcu das alt UpLi nal ASN.1
Imports production, followed by optional ASN.1 Assignment productions, followed by an ASN.1 Typeproduction. All
type nameg defined in Directory modules are implicitly imported and do not require explicit import. All type names,
whether imported or defined via an Assignment, are local to the definition of this syntax. If the ASNA typg includes a
user-defingd constraint and is not one of the ASN.1 types defined in the Directory modules, thgn the last
UserDefingdConstraintParameter of the constraint shall be an actual parameter whese governing type is
SyntaxCorjstraint and whose value is the object identifier assigned to the constraint.

NOTE ] — The ASN.1 productions Imports, Assignment, and Type are defined in ITU-T Rec. X.680 | ISO/[EC 8824-1.
UserDefjnedConstraintParameter is defined in ITU-T Rec. X.682 | ISO/IEC 8824-3. SyntaxConstraint is defined in|15.7.3.

NOTE 2| A typical ASN.1 definition is simply a Type name.

15.7.11 DIT Context Use operational attribute

The dITContextUse operational attribute is used to indicate the contexts, which shall or may be used with an aftribute:

diTContextUse ATTRIBUTE ::= {

WITH SYNTAX DITContextUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-diTContextUse }

DITContextUseDescription ::= SEQUENCE. {

identifier ATTRIBUTE.&id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema} OPTIONAL,
desdription DirectoryString { ub-schema } OPTIONAL,

obsqlete BOOLEAN DEFAULT FALSE,
infofjmation [0] “~/DITContextUselnformation }

The identifier component of a value of the dITContextUse operational attribute is the object identifier of the attribute
type to whikch it@pplies. The value id-oa-allAttributeTypes indicates that it applies to all attribute types.

the attribute

The information—ce
type identified by id

entifier:
DITContextUselnformation ::= SEQUENCE {

mandatoryContexts [11 SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }
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SECTION 7 — DIRECTORY SERVICE ADMINISTRATION

16 Service Administration Model

This clause provides a model for how an administrative authority can control, constrain and adjust the service both with
respect to what a user can specify in a Search, a Read or Modify Entry request and what information is to be returned.

16.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

16.1.1 effectively present attribute type: An attribute type that is present in at least one non-negated filter item in
each subfilter of a search filter and which fulfils the requirements as specified for that attribute type in the relevant
search-rule, For definitions of negated and non-negated filter items, see 7.8 1 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

16.1.2  gpverning-search-rule: A search-rule with which a particular operation complies and which has bden selected
for governipg that operation.

16.1.3 named-service: A collection of service-types that together provide an overall service,e.g. a White Pages
service.

16.1.4  rpquest-attribute-profile: A specification of what is required for a filter item foythe correspondipg attribute
type to be gffectively present.

16.1.5  rpquest-attribute-type: An attribute type that according to a search-rul¢\specification may be refjresented in
the filter of{a search operation.

16.1.6  search-rule: The detailed specification of the service constraintsfenhancement aspects provided ffor a given
service-typg primarily intended for a given user-class and tailored to a pdrtictlar group of users.

16.1.7  service-type: A globally unique identification of a service“capability for a particular purpose within a well-
defined scqpe, e.g. a capability of search for a particular type ofientries within an area of the DIT. Not all gspects of a
service-typg may be available to all users.

16.1.8  spbfilter: A Boolean component of a filter that{Comprises only logical ANDs of non-negated filte items and
of negated| filter items, i.e. that can be expressed informally as NOT (filter-item). Any filter can be expfessed in a
canonical fprm comprising a logical OR of subfilters@s discussed in Annex Q.

16.1.9  user-class: An identified set of users(that due to their functions, position in an organization, etc.,|can invoke
certain aspgcts of the service-types within a named-service. Different groups of users identified by their namjes within a
user-class 1pay see variations in the service'provided. A user group can span user-classes.

16.2 Trvice-type/user-class model

The Direct¢ry Abstract Service as specified in ITU-T Rec. X.511 | ISO/IEC 9594-3 is the representation of all| the service
capabilitieq offered by thetDiréctory Specifications. A service-type is a subset of that service for performing ja particular
function, elg. searching-for a particular type of object within a defined scope.

A named-gervice_is a’collection of service-types for a particular purpose, e.g. to provide a White Paged service, a
particular type of Yellow Pages service, etc.

A service-type1s realised primarily through the Search operation, but also through other operations that can specify entry
information selection, i.e. Read and Modify Entry operations. For the purpose of service administration a read or a
modifyEntry request is considered in some respect equivalent to a search request with subset equal to baseObject and
filter equal to and : {}. Service administration does not affect what information can be modified by a Modify Entry
operation. This is solely governed by access control.

An object identifier identifies a service type thereby giving it a global unique identification. Different user-classes,
dependent on their role, position in the organization, etc., may have somewhat different perceptions of a service-type. A
user-class is identified by an integer that is only required to be unique with a DMD. Different DMDs could assign a
different identifier to what could be considered the same user-class. However, it is expected that administrative
authorities cooperating to provide a common named-service across several DMDs will coordinate the user-group
identifiers. Even for a particular user-class, there may be variations in the service available to users in the class. Such
variations are based on the distinguished names of the users. As an example, users of a particular user-class in one
country may not have exactly the same view of a service-type as the users of the same user-class in another country, e.g.
to reflect local privacy laws. The definition of a service-type for a user group is expressed by a search-rule specifying the
details as to how the operation is to be performed.

ITU-T Reec. X.501 (02/2001 E) 75


https://iecnorm.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)
The service-type and the user-class for which it is primarily intended are indicated in a search-rule.

A user group may span several user-classes. A user within a user-class could possibly also utilize search-rules that were
primarily intended for other user-classes, e.g. users in a user class with a greater capability would also be granted
permissions intended for user-classes that are generally offered lower service capabilities.

A user group is not directly identified by a search-rule, but is indirectly identified by having the invoke permission to that
search-rule. A user group can invoke any search-rule to which it has the invoke permission. If a particular user has the
invoke permission to several search-rules for the same service-type but for different user-groups, the procedures defined
in these Directory Specifications will, every thing else being equal, select the search-rule with the highest user-group
identifier. This allows the administrative authority by proper assignment of user-class identifiers to control this selection.

16.3 Service specific administrative areas

An autonanous administrative area may be designated as a service specific administrative area in order.to [deploy and
administer search-rules. This shall be indicated by the presence of the value id-ar-serviceSpecificArea inthg¢ associated
administrative entry's administrativeRole attribute (in addition to the presence of the value id-ar-autonomousArea, and
possibly other values).

Such an aytonomous administrative area may be partitioned in order to deploy and administer search-rules|in specific
partitions. In this case, the administrative entries for each of the service specific administrative areas are indidated by the
presence of the value id-ar-serviceSpecificArea in these entries' administrativeRole attributes. Service policies for
superior sefvice specific administrative areas are not relevant subordinate to such an‘administrative entry.

If such an Jautonomous administrative area is not partitioned, there is a single service specific administrative area for
search-rulep encompassing the entire autonomous administrative area.

One or mofe search-rules are represented in the Directory informafioiy'model by a subentry, termed a servide subentry,
whose objectClass attribute contains the value id-sc-serviceAdminSubentry, as defined in 14.8. A subehtry of this
class shall |be the immediate subordinate of an administrative eéntry whose administrativeRole attribute dontains the
value id-artserviceSpecificArea.

The evaludtion phase of an operation within a service'specific administrative area is among other dependgnt on what
base object is used for the operation, possibly after‘alias dereferencing. Search-rules are therefore tied to enfries. When
the base object for an operation has been determiined, the search-rules tied to that entry are candidates for gojverning the
search. Th¢ ties between search-rules within a“subentry and entries within the service specific administrative area are
established| by the subtreeSpecification opetational attribute of the subentry. The entries identified by the values of the
subtreeSpegcification operational attribute are in this way tied to the search-rules placed in the same subentry

A particulqr entry can be assogciated with search-rules from multiple subentries; these may have the same pr different
subtree spdcifications. Conversely, different parts of the administrative area can be targeted by the one sub¢ntry, using
multiple vallues of the subttee specification.

The argumgnts of an”operation can be validated against a search-rule by using an algorithm called the search-validation
function.

operation
arguments
cy . TRUE (OK)
searcfh-vz;!ldatlon or
unction FALSE (not OK)
search-rule

T0733260-00

Figure 16 — Search-validation function
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An operation is a valid and allowed to proceed if, and only if, the search-validation-function yields TRUE for at least one
of the available search-rules associated with the base object for the operation. For a search-rule to be available for an
operation, the requestor must have invoke permissions to the attribute value that holds the search-rule. If there is only one
available search-rule with which the operation complies, this search-rule is called the governing-search-rule for that
operation, i.e. the search-rule that is used when the operation is further progressed. If there are several such search-rules,
one of these is selected by local choice as the governing-search-rule. The procedure for selecting a governing-search-rule
is given in 19.3.2.2.1 of ITU-T Rec. X.518 | ISO/IEC 9594-4. The governing-search-rule is thereby permanently
associated with the operation for its evaluation within the service specific administrative area. This is also the case when
part of the operation is carried out by other DSAs holding parts of that service specific administrative area.

It is the choice of administrative authorities as to whether:

—  to collect several search-rules requiring different invoke permissions into a single subentry (thereby
requiring access control down to attribute value level if these invoke permissions vary from value to
value); or

—  to collect search-rules with the same access control permissions into distinct subentries, so [that access
control permissions can be granted on the basis of permissions to the complete attiibute; different
subentries can then hold different access control permissions.

If there is 1jo search-rule available for an operation specifying a base object entry within a serviee specific adininistrative
area, or if the search validation function returns FALSE for all available search-rules, the opetation is rejecfed with an
error.

If a service|specific administrative area has no subentries, there are no service constraifits-associated with that jarea.

There may|be users that should be not be limited by service restrictions, e.g. administrators, and there may| be entries,
when servipng as base object entries, for which restriction is not required, e.g.~etifries low in the DIT. The adiinistrative
authority can therefore include special search-rules, empty search-rules.

A hierarchical group within a service specific administrative area has to\be completely contained by that area.

The scope jof a Search operation cannot cross the border of a serviee specific administrative area. ITU-T Rec. X.518 |
ISO/IEC 9594-4 specifies procedures that do not allow a Search operation starting within a particular servjce specific
administratlve area to go outside that area even when aliases>are dereferenced during the search evaluation. Likewise, a
search starfing outside a service specific administrative asea cannot spread into that area.

16.4 Introduction to search-rules

Search-rulgs are expressions of policies that on one hand constrain and adjust operations that can be carried out in a
region of the DIT, and on the other hand assist in their execution by guiding the operation process. A search-fule has the
following thain characteristics:

- it gives requirement$.that an operation shall meet if the operation is to be carried out based on that search-
rule;

— it specifies adjustment of the operation request;

— it providesspecification for details of the evaluation of the operation, e.g. by specifying relaxatjon policies
if too(many or too few entries are found for Search operation; and

— it'provides entry information selection specifications.

When a pr 3 2 b subentries
whose subtree- spemﬁcatlon Values 1nclude that base entry. Thereby, potentially a number of candidate-search-rules are
identified. The details of the operation are evaluated against these candidate-search-rules. An operation can only be
executed if a compatible search-rule can be found.

16.5 Subfilters

If a search-rule is designed to control the Search operation, it may specify a set of attribute types that may be present in a
filter of a search request. These attribute types are called the request-attribute-types for the search-rule. Other attribute
types shall not be present in the filter in any form, negated or non-negated. This subclause further qualifies what it means
for an attribute type to be present in a search filter. A search-rule also specifies requirements on valid combinations of
request attribute types. It might be a requirement that certain attribute shall be present; it might be a requirement that at
least one out of two attribute types shall be present; it might be a requirement that one attribute type is not allowed
without another being present; etc. To further elaborate on how to express combinations, it is useful to introduce the
concept of subfilters.
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According to propositional calculus, any filter whatsoever can be written as a sequence of subfilters separated by OR
operators. This can be written as:

f:f|+f2+...+fr

where each subfilter, f;, is a sequence of filter items or negated filter items that are separated by AND operators, which
can be written as:

fi=fifip ... fis
where fj; is either a filter item or its negation.
The subfilter concept is further described in Annex Q.

For a filter to comply with a search-rule, each subfilter shall comply with the search-rule.

For a filterterrtoeffectivety representamattributetype tmasubfiiter; 1t s Tequiredtocompty withrthe reqojirements  of

the requestrattribute-profile for the attribute type. The request-attribute-profiles are part of the search-rule specification.
If at least ope filter-item for an attribute type in each subfilter complies with the request-attribute-profile for that attribute
type, the atfribute type is said to be an effectively-present-attribute-type.

16.6 Hilter requirements

For an attrjbute type to be effectively present in a filter, the attribute type or, if the includeSubtypes option of the
request-attjibute-profile is set, one of its subtypes shall be present in at least one non=negated filter item of ea¢h subfilter.
Such a nontnegated filter item shall comply with all of the following requirements:

— It shall be a non-negated filter item that is not one of the following types:
greaterOrEqual;

lessOrEqual;

present or contextPresence unless explicitly allowed by the request-attribute-profile.
— It shall comply with the request-attribute-profile specification for that attribute type.

— If it is an extensibleMatch filter item,_the attribute type shall be specified in the type compdnent of the
MatchingRuleAssertion.

NOTE - If this last restriction is net introduced, this filter item could implicitly include an unspecifidqd number of
attribute types into the search filter and thereby impair the search validation procedure.

If an attribyte type is represented in a filter; it shall be effectively present.

It is allow¢d to have extensibleMatch filter items without the type component in the filter. Their presen¢e does not
affect the dearch validation against search-rules. However, such a filter item shall only be applied to attributes whose
types are rdquest-attribute-types,i.e. represented in the governing-search-rule by a request-attribute-profile (sde 16.10.2).

16.7 Attribute-information selection based on search-rules

Outside a gervice specific administrative area, attribute information returned is selected by the selection component of
the operatipn‘e€quest possibly modified by the operationContext of the CommonArguments and any context defaults
established-etther—withtr—a—context—defanit oyu\.df;\, admintstrattve—arca—or u_y tocal—context—defautts—For a Search
operation, selection of information may also be modified by the matchedValuesOnly component in the
SearchArgument. However, when an operation is controlled by a governing-search-rule, this search-rule may specify
what information is to be returned. When this is the case, the user attribute information returned shall be the intersection
of what the governing-search-rule specifies and what would have been returned had there been no governing-search-rule.
If the entry information selection in the selection component specifies selection of operational attributes, the same rule
shall apply for operational attributes. If the entry information selection does not specify return of operational attribute
information, operational attribute information returned shall solely be determined by the governing-search-rule.

A governing-search-rule may specify what attribute information is to be returned completely independently of what
attribute types can be specified in a search filter.

When information is to be returned based on hierarchical groups, selection of attribute information from such entries is
based on the principle above, except that matchedValuesOnly specifications have no effect.

NOTE — Family member selection is not governed by the above principle (see 16.10.6).
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16.8 Access control aspects of search-rules

Search-rules provide some additional access control capabilities besides those capabilities described in clause 18. In a
service-minded approach, it is necessary to apply restrictions on how operations can be formulated and what information
can be returned. This should be based not only on the identity of the user, but also on the service-type and the user-class,
thereby allowing the administrative authorities to tailor the service based on quality of information, charging
considerations, etc.

The access control capabilities as defined in clause 18 are used for ensuring that only proper user groups can invoke
search-rules. These capabilities can also protect information never to be accessed by particular user groups.

A DSA that caches information originating from a service specific administrative area may not have search-rules for
controlling the restrictions on that information. As for access control (see 18.8.2), a Security Administrator should be
aware that a DSA with the capability of caching may impose a significant security risk to other DSAs.

16.9 (ontexts aspects of search-rules

As context|assertions can be part of a filter item for the Search operation, search-rule specifications need to take contexts
into accourjt. Inclusion of contexts into the search-rule brings new capabilities into the contexts feature'that mpy simplify
requirements on DUA and DSA implementations.

The basic dontext feature allows the user to specify contexts for the Search filter and for entr§)information selection; and
it allows the administrative authorities to establish context defaults within a context default-specific adminisfrative area.
These defaplts apply indiscriminately to all users and to all service-types. Howeverythe“context feature as provided by
the search-tules allows the user to specify a minimum of context information and.it\allows the administrative authorities
to make inglividual context specifications for each search-rule. In addition, it is-pessible, as indicated in 16.8{ to provide
access confrol like function through proper design of the search-rule context specification. Use of context spgcifications
in search-rjles could make establishment of context default specific administrative areas redundant.

16.10 Tarch-rule specification

The SearchRule ASN.1 data type gives the syntax of a searchérule.

SearchRule ::= SEQUENCE {

COMPONENTS OF SearchRuleld,

servjceType [11 OBJECT IDENHFIER OPTIONAL,
userClass [2] INTEGER OPTIONAL,
inpufAttributeTypes [31 SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
attriiuteCombination [4] AttributeCombination DEFAULT and : { },
outputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defapltControls [6]. ‘ControlOptions OPTIONAL,
mangatoryControls [7]-\* ControlOptions OPTIONAL,
searchRuleControls [8] ControlOptions OPTIONAL,
familyGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
relaxation [11] RelaxationPolicy OPTIONAL,
additionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,

allowedSubset [13] AllowedSubset DEFAULT "111'B,
impgsédSubset [14] ImposedSubset OPTIONAL,
ent i mitryimit OPTIONAL—

SearchRuleld ::= SEQUENCE {

id INTEGER,

dmdid [0] OBJECT IDENTIFIER }
AllowedSubset ::= BIT STRING { baseObject (0), oneLevel (1), wholeSubtree (2) }
ImposedSubset ::= ENUMERATED { baseObject (0), oneLevel (1), wholeSubtree (2) }

RequestAttribute ::= SEQUENCE {

attributeType ATTRIBUTE.&id ({ SupportedAttributes }),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [11 SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type

({ SupportedAttributes }{ @attributeType }) OPTIONAL,
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defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType })} OPTIONAL,
contexts [31 SEQUENCE SIZE (0..MAX) OF ContextProfile = OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and : {},
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL }

ContextProfile ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValue SEQUENCE SIZE (1..MAX) OF CONTEXT.&Assertion
({SupportedContexts}{@contextType}) OPTIONAL }

ContextCombination ::= CHOICE ({

context [0] CONTEXT.&id({SupportedContexts}),
and [11 SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
not [3] ContextCombination }

restrictionType MATCHING-RESTRICTION.&id ({SupportedMatchingRestrictions}),
restrlictionValue MATCHING-RESTRICTION.&Restriction
({SupportedMatchingRestrictions}{@restrictionType}) }

Matchingl]se ::= SEQUENCE {

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles oy to protocol implementation conformance statements. The set is required\te
-- specify a|table constraint on the components of SupportedMatchingRestrictions
SupportedMatchingRestrictions MATCHING-RESTRICTION ::= {...}

AttributeCpmbination ::= CHOICE {

attribute [0] AttributeType,

and [11 SEQUENCE OF AttributeCombination,
or [2] SEQUENCE OF AttributeCombination,
not [3] AttributeCombination;}

attributeType ATTRIBUTE.&id ({-SupportedAttributes }),
outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type

({ SupportedAttributes }{ @attributeType }),
matchedValuesOnly = NULLJ} OPTIONAL,

ResultAtt&ll)ute ::= SEQUENCE {

contpxts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL }
ControIOpEons ::= SEQUENCE<+{
servjceControls [0] ServiceControlOptions DEFAULT {},
searchOptions [11 SearchControlOptions DEFAULT { searchAliases },
hierarchyOptions [2] HierarchySelections  OPTIONAL }
EntryLimit| ::= SEQUENCE {
defapit INTEGER,
max INTEGER }
RelaxationPolicy ::= SEQUENCE {
basic [0] MRMapping DEFAULT {},
tightenings [11 SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
maximum [31 INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1}

MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,
substitution [11 SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL }

Mapping ::= SEQUENCE ({

mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY { -- shall be an
-- object identifier of a mapping-based matching algorithm --} ),
level INTEGER DEFAULT 0}
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MRSubstitution ::= SEQUENCE {
attribute AttributeType,
oldMatchingRule [0] MATCHING-RULE.&id OPTIONAL,
newMatchingRule [11 MATCHING-RULE.&id OPTIONAL }

16.10.1 Search-rule identification components

The id component allows for the unique identification of search-rules within a DMD. The value zero is reserved for the
empty search-rule. The purpose of an empty search rule is described in 16.3.

The dmdld component gives a unique identification of the DMD that has established the search-rule. This component
together with id permits the definition of a unique, global identification of a search-rule.

NOTE — How this uniqueness is to be policed is outside the scope of this specification.

The id conponent (with the value of zero) and the dmdld components are the only components relevant'for the empty

search-rule]

The serviceType component is an object identifier that identifies the service-type supported byf this search-rule. This

component|shall always be present except for an empty search-rule.

The userClass component indicates the user-class for which the search-rule is primarily Gatended. For a given service-
type there ¢an be several search-rules specifying the same user-class. This component shall always be present except for

an empty s¢arch-rule.

16.10.2 Request-attribute-profiles

The inputAttributeTypes component shall specify request-attribute-profil€s for all attribute types that shall or may be

represented

in a search filter. If a search filter includes a filter item.fof an attribute type not represented by a request-

attribute-profile, the search validation against this search-rule fails./The RequestAttribute data type specifies the
requirement on a filter item for the attribute type specified in the.filter item to be effectively present. If this cqmponent is
absent, the [search-rule does not put any restriction on the presence of attribute types, i.e. any operation complies with this

component|

The followjng subcomponents are relevant for all opération types controlled by search-rules:

a

The followjng subcomponents are only relevant for the Search operation:

C

If the component is present, but empty, only a read request, a modifyEntry request or a search rpquest with
default filt¢r (and : { }) complies with this component.

The attributeType subcomponentspecifies the attribute type for which this specification applies. It is the
only mandatory subcomponent.” There can only be one RequestAttribute specification for a given
attribute type within a.seatch-rule. If this is the only subcomponent, except possibly for the
includeSubtypes subcémponent, there are no restrictions on search filter items for this attfibute type,
except that if such filtér.items are in the filter, at least one of them shall be non-negated.

The includeSubtypes subcomponent specifies that this request-attribute-profile can be satisfiefl by a filter
item for a subtype of this attribute type.

The_selectedValues subcomponent provides a set of attribute values of the type given in attifibuteType.
If this attribute type is represented in the filter, there shall be at least one non-negated filter ifem for this
attribute type that matches at least one value of this subcomponent. Otherwise, this attribute|type is not

d)

cffcuivcly PITSCIIL ill LhC ﬁiLCI.

If this subcomponent is absent, the above matching evaluates to TRUE.
If an empty set of attribute values is given, this attribute type can only be effectively present in:
— apresent filter item if the Contexts subcomponent is not present; or

— acontextPresent filter item if the Contexts subcomponent is present.

The defaultValues subcomponent does not affect the evaluation of a search request against the search-
rule, but controls the Search operation when a search-rule has been selected as the governing-search-rule.
This component provides a set of attribute values of the type given in attributeType. If a filter item using
this attribute type is defined within the filter, but there is no attribute of this type present in an entry (or a
family grouping), then this filter item evaluates to TRUE (or to FALSE if negated) if the filter item
matches one of the values in this subcomponent. If this subcomponent is absent, there are no default
values.
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If this component is present, but empty, it indicates that this component takes all possible values, i.e. a
filter item for this attribute type always evaluates to TRUE (or to FALSE if negated) if the attribute type is
absent in an entry.

NOTE 1 — This reflects the situation where a filter item shall be ignored if an attribute of the type referenced is
absent.

If an entry holds an attribute of this type, normal matching against this attribute is done.

e) The contexts subcomponent specifies the context types that are allowed to be represented in a filter item
for this attribute type. A particular context type shall not be represented more than once in this
subcomponent.

—  If the subcomponent is absent, any context information may be present in a filter item for this
attribute type.

— If the subcomponent is present, only context types specified by this subcomponent may be present in
a filter item for this attribute type. If it is an empty sequence, no context information may be present
in a filter item for this attribute type.

— If only a context type is specified, any context value of that type may be present in the context
assertion.

—  If context values for a given context type are present in this subcomponeft,-only those values may be
present in a corresponding context assertion in a filter item.

If the context specification in the filter item does not comply with ¢lig¢ above, the filter item does not
comply with the request-attribute-profile for the attribute type.

f] The contextCombination subcomponent specifies the valid combination of the context types|as listed in
the contexts subcomponent within this request-attribute-prefile. If this subcomponent is abs¢nt, there is
no restriction on the combination of these context typeS. If an invalid combination of cont¢xt types is
present, the filter item does not comply with the réquest-attribute-profile for the attribute| type. This
component may specify that certain context types shall unconditionally be present.

g) The matchingUse subcomponent is used to specify possible constraints on the use of the applicable
matching rule, e.g. minimum lengths for substring matching. The applicable matching rule is fhe one that
actually is going to be used before any relaxation but after a possible basic substitution. The dgtails on the
restrictions and how they are evaluated' are described as part of the restriction specificatjon. If this
subcomponent specifies a matching testriction defined for the matching rule to be used, it|is checked
whether this matching restriction-is violated or whether unsupported aspects of the matching fule have to
be applied. If that is the case, then:

—  if the performExactlysearch control option is not set, the implementation may use a Iqcal rule on
how to apply the matching rule in a different way;

NOTE 2 —SSuch a local rule requires a customization capability to be applied for the matdhing rule in
question,

—  if the performExactly search control option is set or it is not possible to apply a locpl rule, the
search request does not comply with this search-rule.

16.10.3 Attribute-combinations

The attribyteCombination component specifies the valid combination of the request-attribute-types as ljsted in the
inputAttributeTypes component. If this component is absent or has the default value (and : {}), there is no restriction on
the combination of request-attribute-type and all relevant types of operations comply with this component. If an invalid
combination of request-attribute-types is present, the search validation against this search-rule fails. This component may
specify that certain attribute types shall unconditionally be effectively present in the filter. This component shall be
absent if inputAttributeTypes is absent or empty. If this component is present and has a non-default value, only a Search
operation with a non-default filter can potentially comply with this component.

16.10.4 Attributes in the result

The outputAttributeTypes component specifies what attribute types (or their subtypes if the noSubtypeSelection
service control option is not set) will potentially be present in the result, subject to access control (see 16.7). If a matched
entry or compound entry does not contain any of the attributes defined in this component, it is not included in the result.
A similar rule applies for individual family member marked as the result of the matching or through operations specified
by control attributes in the additionalControl component. If such a family member holds none of the attribute types
defined by this component, this corresponds to the family member and all its subordinates being explicitly unmarked.
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The ResultAttribute data type specifies the details about how such an attribute type shall be represented in the result.
This component does not affect search validation. If absent, the search-rule does not affect the entry information
selection except as possibly specified by the familyReturn and additionalControl components. This component has the
following subcomponents:

a) The attributeType subcomponent specifies the attribute type for which this specification applies. It is the
only mandatory subcomponent. There can only be one ResultAttribute specification for a given attribute
type within a search-rule.

b) The outputValues subcomponent specifies what attribute values of this attribute type are candidates for
being returned. The set of values may be further restricted by the context subcomponent, entry
information selection as provided by the requestor, access control, etc. If this subcomponent is absent, all
the attribute values are candidates. The selectedValues choice provides a set of attribute values of the
type given in attributeType. Only those values listed are candidates for attribute values to be returned.
The matchedValuesOnly choice specifies that only those attribute values of the attribute that contributed
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10.2.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3 for a definition of the term "contributed").

c) The context subcomponent holds a set of context profiles that specify what attribute value information is
returned for this attribute type.

— If this subcomponent is absent, the search-rule does not make any resttictions on what attribute
values can be returned based on contexts.

—  If a context type is not included in this subcomponent, no context information of this type is returned
with any returned attribute value of this attribute type.

—  If a context profile does not include the contextValue datatype’all context values of the dontext type
are returned with each attribute value.

— If one or more context profiles include the contextValue data type, each such context profile is
treated as a ContextAssertion to be applied agaifist the attribute values as specified in 8,8.2.4. Only
those attribute values for which this evaluation‘yields TRUE for all such context types afe returned.
If this selection results in no value being returited for this attribute type, the attribute is not included
in the result. Likewise, if this selection results in no information left for an entry, this ¢ntry is not
returned.

— If all returned attribute values of this attribute type have the same {context type, context[value} pair
to be returned, such a context value is removed from all the attribute values. If that leavgs a context
without any context value, itds completely removed.

NOTE — This will permit_a service to be tailored in such a way that a user with simple equipment in most
cases can receive inforimation without contexts.

16.10.5 S]ervice and search controls
u

The defaultControls component) if present, is used to specify setting of bits not explicitly set for an operation in the
ServiceCoptrolOptions within the service controls of the operation argument, and if the operation is a Search, the
SearchControlOptions_and ‘HierarchySelections. If any specific option is absent, the defaultControls |element, if
present, is yised.

If all the HierarehyOptions subcomponent is absent in defaultControls, or the defaultControls is absenf, hierarchy
selection shall’not’be used. If the hierarchySelection component is present in a search argument and specifips anything
than self, [th arch validation against thi h-rule fail i lements i ntrols and
searchRuleControls shall be omitted.

If the defaultControls component is completely absent, it shall be considered to take the standard default value
{ serviceControls { }, searchOptions {searchAliases} }.

The mandatoryControls component specifies, by setting specific bits, the bitstring options that shall be present as
specified in defaultControls; if any bit specified by mandatoryControls differs in the user-supplied options from
defaultControls, the search validation against this search-rule fails. Bits not specified by the mandatoryControls
component are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceControls
subcomponent is considered.

The searchRuleControls component specifies, by setting specific bits, the bitstring options that are to be taken from the
defaultControls rather than from the user-supplied options. Bits not specified by the searchRuleControls component
are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceControls subcomponent is
considered.
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NOTE - If the user supplies Uy, , in a search operation, and the default bits are Dy, x, the result of applying the defaultControls
component is a bit string C, , y Where bits 0 to p are taken from U and the remaining ones from D. The search validation against
this search-rule fails if the bitstring C&M is not equal to D&M, where C means Cy , n , '&' represents a bitwise-AND operation,
and M, , v is the bitstring specified by mandatoryControls. Otherwise, the value of options that is used is (C&~S | D&S) where S

is the bitstring specified by searchRuleControls, ~S is its bitwise negation, and

l‘l

represents a bitwise-OR operati

on. This last

manipulation has the effect of excising the bits indicated by searchRuleControls and replacing them with the default bit values.
The familyGrouping component specifies a family grouping specification that, if present, takes precedence over (i.e. substitutes
for) the familyGrouping in the CommonArguments of the search argument.

16.10.6 Family specifications

The familyGrouping component specifies a family grouping selection that, if present, takes precedence over (i.e.
substitutes for) the familyGrouping of the CommonArguments of the search argument.

The famllyReturn component spec1ﬁes famlly member return selection. It adjusts the spec1ﬁcat10n given by the

familyRetu

takes precedence with respect to the spemﬁcatlon in memberSeIect component wh11e the search argument s]
takes precgdence with respect to familySelect component, i.e. if the familySelect component is present-in

argument, §

16.10.7 (

possible familySelect component in the search-rule shall be ignored.

ontrol of relaxation

The relaxafion component defines the relaxation policy using the RelaxationPolicy construct. The same cof

be included

in a search request in the relaxation component. The procedure associated-with this construct i

here, covering both the case where it is included in a search-rule and the case wherg, it'is included in a search
RelaxationPolicy is included in both the search-rule and in the search request,.additional specifications a

10.2.2 of I

'U-T Rec. X.511 | ISO/IEC 9594-3.

The RelaxationPolicy has the following subcomponents:

Q|

The basic subcomponent, if present, defines MRMapping, i.e. a set of matching-rule substitu

becification
becification
the search

pstruct may
s described

request. If
re given in

ions and/or

mapping-based matching functions that are applied:to a search filter for the first evaluation (J.e. without
tightening or relaxation). This permits the selection of a more appropriate match than the original match.

Omission of the item or supplying it with~an’ empty set causes all the normal matching
applying any mapping-based matching to\be‘used for the first evaluation.

The tightenings subcomponent, if présent, comprises a sequence of substitutions and of map
defined by MRMapping, that are-to be applied in the order given, one at the time, if the matd
are too numerous (greater than maximum).

The relaxations subcomponent, if present, comprises a sequence of substitutions and map
defined by MRMapping, that are to be applied in the order given, one at the time, if the matd
are too few (less than'\minimum).

The maximum subcomponent shall always be present if tightenings is present, and then s
number of entries found above which a tightening is to be applied.

The minimum subcomponent specifies the number of entries found for which (or belov
relaxation is to be applied; if absent, it defaults to zero.

NOTE 1 — Relaxation/tightening is not affected by the performExactly search control option.

es without

pings, each
hed entries

bings, each
hed entries

pecifies the

V' which) a

Matching rule substitutions and mappings are defined by MRMapping elements, each of which consists of a sequence-of
Mapping clements and a sequence-of MRSubstitution elements. The sequence orders of these elements have no

significance.

A Mapping clement has the following components:

a)

b)

The mappingFunction component identifies a mapping-based mapping function with associated mapping

table to be applied.

The level component identifies the level of relaxation (or tightening if negative) to be applied for the
mapping-based matching. This component shall be ignored if the &userControl is set for the mapping-
based matching and the extendedArea search control is included in the search request, in which case the

value specified in extendedArea is applied.

NOTE 2 - For the basic substitution and mapping, the level should in many cases be set to zero.
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A MRSubstitution element has the following components:
a) attribute describes the attribute to which the substitution is to be applied.

b) oldMatchingRule is the matching rule that is to be substituted for. If absent, it applies to the previously
applicable matching rule of the specified type for the attribute, if there is one. For basic substitution, or if
basic substitution is not perform, for the first relaxation/tightening substitution, the applicable matching is
the one that would otherwise have been used. For subsequent substitutions, the applicable matching rule is
the one brought in by the previous substitution. If this subcomponent specifies a matching rule that is not
the previously applicable matching rule, then no substitution is performed.

NOTE 3 — As an example, if the filter item is of type equality and thereby selecting an equality matching rule, and
this subcomponent specifies a substring matching rule, then no substitution is performed.

¢) newMatchingRule is the object identifier for the substitute matching rule that is to be used in place of the
old matching rule. If absent, any corresponding filter-items are evaluated as TRUE for a non-negated
item, and FALSE for a negated item (i.e. in accordance with id-mr-nullMatch).

The following applies only for matching rule substitution specified in a search request. If-a mgtching rule
is specified for which there is a matching restriction for the attribute type (see 16.10.2,(item g)) that will
make the search request non-compliant with the governing-search-rule; or. an/ unsupported or
incompatible matching rule is specified, the substitution is abandoned and no further sulfstitution is
performed for the attribute type.

NOTE 4 — It is assumed that a DSA will not allow invalid substitutions to be present-in a search-rule.

One attribyte can have multiple MRSubstitution elements in an MRMapping providéd ‘that the combination |of attribute
and oldMatchingRule (if present) is unique. When oldMatchingRule is absent in-one MRSubstitution, but if present in
another MRSubstitution, the latter takes precedence in mapping the matching pule-defined by oldMatchingRule.

16.10.8 Additional control component

The additipnalControl component allows the effect of a governingésearch-rule to be adapted to specific epvironment
where addifional control of a Search operation is required. It specifies one or more control attribute types. Thg semantics,
syntax and [placement of such a control attribute type referenced by this component shall be defined as part of| the control
attribute dg¢finition. Such a specification may be made outside these Directory Specifications. A contrpl attribute
specified ificludes a part of its definition procedures to besexecuted based on the information provided by |the control
attribute.

This comp¢nent does not affect the search-validation function.

A control attribute could be placed in such way that it affects several entries, e.g. in a service specific adiinistrative
point or in p service administration subentry.,It can also be placed in individual entries. When a control attribute is placed
in individupl entries, it can only affect éntry information selection for those entries. A control attribute maiy result in
certain entties or family members being explicitly unmark, which will prevent their presence in the Search resglt.
NOTE | - By placing a controRattribute in the service specific administrative point, the control attribute can affect the way
matching is performed. As an 'example, an attribute type specified in a filter item can be mapped into or supplementdd by a set of

attribute|types ("friendly" attribute types) against which matching can be performed in some defined way, e.g. to obtpin the same
effect prpvided by attribute'subtyping. Similarly, a control attribute could adjust the entry information returned.

NOTE 2 - By placingfa control attribute in a given entry, it is possible to take individual requirements into account, fe.g. to cover
personall data protection requirements.

If compournd éntries are been marked or unmarked as the result of the processing of one or more control attfibutes, this
shall be {on& before applying the family return specification (as specified by the familyReturn in the
EntrylnformationSelection or as overridden by the familyReturn search-rule component). If the explicit unmarking
results in no member of a compound entry being returned, the compound entry is completely removed from the result.

16.10.9 Miscellaneous components

The allowedSubset component specifies the valid choices of the Search request subset specification. This search-rule
component is ignored if the imposedSubset search-rule component is present and the useSubset search control is not
set in a search request. As default, any subset choice is possible. If the subset parameter of a search request does not
specify a value compatible with this search-rule component, the search validation against this search-rule fails. For a
Read or Modify Entry operation to comply with this component, it must include the value baseObject.

The imposedSubset component specifies a subset that substitutes the subset specification in a search request. If this
component is not present or if the useSubset search control is set in the search request, no substitution is performed and
the restriction expressed by the allowedSubset is exercised. This component shall be ignored when evaluating a read or
modifyEntry request against a search-rule.
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The entryLimit component has two subcomponents. The default subcomponent indicates the size limit to be imposed by
the Directory if the sizeLimit service control is not set. The max subcomponent indicates the maximum allowable value
for the sizeLimit service control. If exceeded, the effective sizeLimit is reduced to this max value. This component shall
be ignored when evaluating a read or modifyEntry request against a search-rule.

16.10.10 ASN.1 information object classes

The SEARCH-RULE, REQUEST-ATTRIBUTE and RESULT-ATTRIBUTE information object classes are provided to
facilitate the documentation of search-rules:

SEARCH-RULE ::= CLASS {

&dmdid OBJECT IDENTIFIER,

&serviceType OBJECT IDENTIFIER OPTIONAL,

&userClass INTEGER OPTIONAL,

&lInputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
AttributeCombimration OPTIONAL;
RESULT-ATTRIBUTE OPTIONAL,
ControlOptions OPTIONAL;,
ControlOptions OPTIONAL,
ControlOptions OPTIONAL,
FamilyGrouping OPTIONAL,
FamilyReturn OPTIONAL,
AttributeType OPTIONAL,
RelaxationPolicy OPTIONAL,
AllowedSubset DEFAULT "11{'B,
ImposedSubset OPTIONAL,
EntryLimit OPTIONAL,
INTEGER UNIQUE }
&dmdlid

[ SERVICE-TYPE &serviceType ]

[ USER-CLASS &userClass ]

[ INAUT ATTRIBUTES &InputAttributeTypes ]

[ COMBINATION &combination ]

[ OU[TPUT ATTRIBUTES&OutputAttributeTypes |

[ DEFAULT CONTROL &defaultControls\]

[ MANDATORY CONTROL &mandatoryControls ]

[ SEARCH-RULE CONTROL &searchRuleControls ]

[ FAMILY-GROUPING &familyGrouping ]

[ FAMILY-RETURN &familyReturn ]

[ ADPDITIONAL CONTROL &additionalControl ]

[ RELAXATION &relaxation ]

[ ALLOWED SUBSET &allowedSubset ]

[ IMROSED SUBSET &imposedSubset ]

[ ENTRY LIMIT &entryLimit ]

ID &id }

REQUESTIATTRIBUTE. ::= CLASS {

&attyibuteType ATTRIBUTE.&id,

&SelectedValues ATTRIBUTE.&Type OPTIONAL,

&DefaultValues SEQUENCE {

entryFype—OBJECT-GCLEASS&id—————————————— OPHONAL,

values SEQUENCE OF ATTRIBUTE.&Type } OPTIONAL,

&contexts SEQUENCE OF ContextProfile OPTIONAL,
&contextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,
&includeSubtypes BOOLEAN DEFAULT FALSE

}
WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[ SELECTED VALUES &SelectedValues ]
[ DEFAULT VALUES &DefaultValues ]
[ CONTEXTS &contexts ]

[ CONTEXT COMBINATION &contextCombination ]
[ MATCHING USE &MatchingUse ]
[ INCLUDE SUBTYPES &includeSubtypes ] }
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RESULT-ATTRIBUTE ::= CLASS {

&attributeType ATTRIBUTE.&id,

&outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type,
matchedValuesOnly = NULL } OPTIONAL,

&contexts ContextProfile OPTIONAL }

WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[ OUTPUT VALUES &outputValues ]

[ CONTEXTS &contexts ] }

16.11 Matching restriction definition

An adminigtrative authority may want to put restrictions on how a matching rule is applied. As an exampley. 4 restriction
on a substfing matching rule may specify minimum lengths on substrings provided in a search filter’itgm. Such a
restriction {s of a permanent nature and has no dynamic characteristics, as it is the case for search relaxation.

Within a s¢rvice specific administrative area restrictions can be applied by the proper construction of searcl-rules, and
this is the qnly place where matching restrictions can be introduced.

Matching restrictions may be defined as values of the MATCHING-RESTRICTION inforfnation object class:

MATCHING-RESTRICTION ::= CLASS {

&Restriction,
&Rules MATCHING-RULE.&id,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYN[TAX {
RES[TRICTION &Restriction
RULES &Rules
ID &id }

For a matching rule restriction that is defined using-this information object class:
a) &Restriction is the syntax for the-matching restriction to be applied;

b) &Rules is the set of matching rules to which this restriction can be applied. The restrictions ¢an only be
specified for a basic matehing rule, i.e. a matching rule not parent matching rules in its definitign;

c) &id is the object identifier assigned to it.

Several mafching restrictions,can be defined for any one matching rule, but only one can be applied in a given|situation.

16.12  Search-validation function

The searchtvalidation function is an abstract function that is used to determine the compatibility of a search request with
a particulaj search*rule. The search-validation function yields TRUE if the search request complies with the $earch-rule.
Otherwise, |it\yi€lds FALSE. For a search request to comply with a search-rule:

—  attribute types other than those represented by the inputAttributeTypes shall not be present in any form in
the search filter, negated or non-negated;

— if an attribute type is present in a filter, it shall also be effectively present;

NOTE — This implies that an attribute type shall not be only represented by negated filter items.

— the condition for the effective presence of request attributes as specified by the search-rule
attributeCombination component shall be fulfilled;

— if there are request-attribute-profiles that include the selectedValues subcomponent, the corresponding
attributes shall only be represented by non-negated filter items;

—  the subset specification in the search argument shall comply with the search-rule subset specification;

— the mandatory control as specified by the mandatoryControls component shall be exactly as in
defaultControls for the search-rule.
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For an attribute type represented by one or more filter items in a subfilter to be effectively present in that subfilter, at
least one of the filter items shall comply with the RequestAttribute specification for that attribute type, i.e.:

the filter items shall be of type as specified in 16.6;

if the selectedValues subcomponent is present and non-empty in the request-attribute-profile, the filter
item shall match this subcomponent;

the context specification in the filter item shall comply with the context specifications in the request-
attribute-profile;

the matching rule specification in the filter item shall comply with the matching rule specifications in the
request-attribute-profile; and

any matching restriction shall be fulfilled.

The detailed search-validation procedure is specified in clause 13 of ITU-T Rec. X.511 | ISO/IEC 9594-3.
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SECTION 8 — SECURITY

Security model

Definitions

This Directory Specification makes use of the following terms defined in CCITT Rec. X.800 | ISO 7498-2:

The follow|ng terms are defined in this Directory Specification:

17.1.1

themselves|may be controlled.

17.1.2

protected items of the Directory are entries, attributes, attribute values and names.

17.2

The Direct
DIB. Suchl access is generally in conformance with some administration controlled security policy (
Rec. X.509|| ISO/IEC 9594-8).

Two aspects or components of the security policy which effect access to the Directory are the authentication
and the access control scheme.
NOTE - Clause 18 defines two access control schemes known as Basic Access Control and Simplified Access Contrg

19 defings Rule-based Access Control. These schemes may{be used in conjunction with local administrative contrg
since lodal administrative policy has no standardized representation, it cannot be communicated in shadowed informat

17.2.1

Authentication procedures and mechanisms in‘the context of the Directory include the methods to verify an
where necessary:

NOTE 1]— The administrative( authority may stipulate different provisions for the authentication of administrat]
compargd to provisions for thejauthentication of non-administrative users.

General-us¢ authentication® procedures are defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 and can }
conjunction with thesaeoess control schemes defined in this Directory Specification to enforce security policy.

NOTE 2{- Future-editions of the Directory Specifications may define other access control schemes.

NOTE 3[— Eocal administrative policy may stipulate that authentication taking place in certain other DSAs (e
other DMDs)is to be disregarded.

—  access control;
— authentication;
—  security policy;

—  confidentiality;

- integrity.

afccess control scheme: The means by which access to Directory information and potentially to a

protected item: An clement of Directory information to which access can be'-separately cont

Security policies

Authentication procedures and mechanisms

—  the identity of DSAs and Directory users;

— the identity of the ofiigini of information received at an access point.

bcess rights

rolled. The

bry exists in an environment where various administrative authorities control access to their portion of the

see ITU-T

procedures

[, and clause
Is; however,
on.

| propagate

V€ users as

e used in

g. DSAs in

In general, there will be a mapping function from the authenticated identity (e.g. human user identity as authenticated by
an authentication exchange) to the access control identity (e.g. the distinguished name of an entry, together with an
optional unique identifier, representing the user). A particular security policy may state that the authenticated identity
and the access control identity are the same.

For names in the access control identity, primary distinguished names shall be used. Similarly, where access control uses
names in its specification of grants and denial, primary distinguished names shall be used.

17.2.2

Access control scheme

The definition of an access control scheme in the context of the Directory includes methods to:

—  specify access control information (ACI);
—  enforce access rights defined by that access control information;

—  maintain access control information.

ITU-T Rec. X.501 (02/2001 E)
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The enforcement of access rights applies to controlling access to:
—  Directory information related to names;
—  Directory user information;

—  Directory operational information including access control information.

Administrative authorities may make use of all or parts of any standardized access control scheme in implementing their
security policies, or may freely define their own schemes at their discretion.

However, administrative authorities may stipulate separate provisions for the protection of some or all of the Directory
operational information. Administrative authorities are not required to provide ordinary users with the means to detect
provisions for the protection of operational information.

NOTE 1 — Administrative policy may grant or deny any form of access to particular attributes (e.g. operational attributes)
irrespective of access controls which may otherwise apply.

The Directpt
through the
Control Specific Area (ACSA), which is a specific administrative area that is the responsibility of.the cofresponding
Security Afithority. This attribute is placed in the Administrative Entry for the corresponding Administrative Point. Only
administratjive entries for Access Control Specific Points are allowed to contain an accessControlScheme atfribute.

NOTE 2| - If this operational attribute is missing with respect to access to a given entry, then the DSA shall behave gs for a 1988
edition IDSA (i.e. it is a local matter to determine an access control mechanism and its effect on operations, results and|errors).

accessControlScheme ATTRIBUTE ::= {
WITESYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
SINGLE VALUE TRUE
USAGE directoryOperation
ID id-aca-accessControlScheme }

Any subenfry or entry in an ACSA is permitted to contain entry ACI if and only if such ACI is permitted and consistent
with the vajue of the accessControlScheme attribute of the cortresponding ACSA.

17.3 Brotection of Directory operations

Warning —| Subclause 17.3.1 and 17.3.2 are knowwr to contain invalid specifications. These subclauses ane therefore
deprecated| A future edition will either remove.the deprecated specifications or provide updated text.

The followjng specifications are provided(to preserve the optionally signed capability provided by edition 2 of these
Directory Specifications and to allow that'capability to be extended to all operations and to errors:

OPTIONALLY-PROTECTED is a parameterized data type where the parameter is a data type whose values may, at the
option of the generator, be accompanied by their digital signature. This capability is specified by means of the following

type:

OPTIONALLY-PROTECTED { Type } ::= CHOICE {

unsigned Type,
signgd SIGNED {Type} }
The OPTIO - - T f - dta type is a

sequence data type that is not tagged.

OPTIONALLY-PROTECTED-SEQ { Type } ::= CHOICE {
unsigned Type,
signed [0] SIGNED { Type}}

The SIGNED parameterized data type, which describes the form of the signed form of the information, is specified in
ITU-T Rec. X.509 | ISO/IEC 9594-8.

17.3.1  Protection and Security Transformations

The directory operations (arguments, results and errors) can be protected using the PROTECTION, SECURITY-
TRANSFORMATION and PROTECTION-MAPPING notation based upon the Generic Upper Layers Security
specifications (as defined in ITU-T Rec. X.830 | ISO/IEC 11586-1).
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Depending on the protection requirements, a system may support one or more of the following:

a)

b)

genEncryptedTransform {KEY-INFORMATION: SupportedKiClasses } SECURITY-TRANSFORMATION ::

{

The signed PROTECTION-MAPPING as defined in (ITU-T Rec. X.830 | ISO/IEC 11586-1) to provide

integrity and data origin authentication using digital signature techniques. This maps onto the
dirSignedTransformation which results in encoding identical to the same data type used with the
SIGNED ASN.1 construct (as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8);

The encrypted PROTECTION-MAPPING to provide confidentiality (and under some algorithms and key

management schemes, integrity and data origin authentication) using encryption techniques. This uses the

following definitions:

IDENTIFIER

INITIAL-ENCODING-RULES

{ enhancedSecurity gen-encrypted(2) }
{ joint-iso-itu-t asn1(1) ber(1)}

XFO

Other det4
Encoding p
Encoding p
Decoding
Decoding 1
Decoding 1

Parameters

RMED-DATA-TYPE
initEncRules
encAlgorithm
keyInformation
kiClass
keylnfo

ils

rocess:

rocess local inputs:
rocess:

rocess local inputs:

rocess Outputs:

Transformd

tion’qualifiers:

== This deraaqlt for initial encoding rules may be overriaaen
-- using a static protected parameter (initEncRules).

SEQUENCE {

OBJECT IDENTIFIER DEFAULT { joint-iso-itu-t asn1(1) ber(1)},
Algorithmldentifier OPTIONAL, -- /dentifies the encryptior algorith
SEQUENCE {

KEY-INFORMATION.&kiClass ({SupportedKIClasses}),
KEY-INFORMATION.&KiType ({SupportedKIClasses} {@kiClass})

} OPTIONAL,

-- Key information may assume various formats, governed by supported members
-- of the KEY-INFORMATION information object class{(defined in ITU-T
-- Rec. X.830 | ISO/IEC 11586-1)

encData  BIT STRING ( CONSTRAINED BY {
-- the encData value shall be generated following
-- the procedure specified below --})

The input data is encrypted.

Identifier of encryption algorithm, (optional) algorithm parameters, key
The data is decrypted.

Algorithm and key identifier if they are not conveyed as protected paran
Decrypted data.

Optional static protected parameters are: initial encoding rules, id
encryption algorithm, parameters of encryption algorithm, key informati

n,

dentifier.

eters.

lentifier of
bn.

Key identifier.

Errors:

Security Services:

An error condition occurs if the encryption or decryption process fails.

Confidentiality.

encrypted PROTECTION-MAPPING ::= {
SECURITY-TRANSFORMATION {genEncryptedTransform} }

<)

above.

signedAndEncrypt PROTECTION-MAPPING ::= {
SECURITY-TRANSFORMATION {signedAndEncryptedTransform} }

ITU-T Rec. X.501 (02/2001 E)
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signedAndEncryptedTransform {KEY-INFORMATION: SupportedKIClasses}
SECURITY-TRANSFORMATION ::= {

}

17.3.2 Slelecting Protection to be Applied

The applicgtion of protection to directory operations is generally optional using the following notation:

OPTIONALLY-PROTECTED {ToBeProtected, PROTECTION-MAPPING:generalProtection} ::&
CHOIICE {

The specif]
following [

A manage

a

IDENTIFIER { enhancedSecurity dir-encrypt-sign (1) }

INITIAL-ENCODING-RULES ({ joint-iso-itu-t asn1 (1) ber-derived (2) distinguished-encoding (1) }

XFORMED-DATA-TYPE

PROTECTED
{
PROTECTED
{
unprotectedData ABSTRACT-SYNTAX.&Type,
signed
b
encrypted

toBeProtected ToBeProtected,
-- no DIRQOP specified for operation

signed PROTECTED {ToBeProtected, Signed},
-- DIRQORP is Signed
protected [APPLICATION 0]

PROTECTED { ToBeProtected, generalProtection } }
-- DIRQORP is other than Signed

¢ protection mappings to be applied to the operations £0x‘a particular open system is define
DIRQOP notation:

The protection required for all the operation argtument, results and errors (excluding results/
chained operations — see below) over a binding is indicated at bind establishment using
specification; if no DIRQOP is identified,af*bind establishment, then the operations on that
unprotected.

errors then this is unprotected.

The requestor may indicate\in a request alternative protection required on the result or
particular operation.

For chained operations;~“unless the requestor has indicated alternative protection requirg
protection required on the result/errors is indicated in the request to reflect the DIRQOP sele]
DUA to DSA bifding for the operation being chained.

If a DSA cannot’provide the required protection in a response or error, then it may return with |
informatioir-although this information may be rejected by the recipient.

I object.for' the DIRQOP is defined in ITU-T Rec. X.530 | ISO/IEC 9594-10. A default DIR

I using the

errors from
a DIRQOP
binding are

In a DIRQOP specification, if no protection is specified for a particular operation argument, result or

errors of a

ments, the
cted on the

inprotected

QOP for a

directory component can be made available using the following attribute in the entry for that directory component.
defaultDirQopATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectldentifierMatch

USAGE directoryOperation

ID id-at-defaultDirQop }

DIRQOP ::= CLASS

-- This information object class is used to define the quality of protection
-- required throughout directory operation.

-- The Quality Of Protection can be signed, encrypted, signedAndEncrypt

{
&dirqop-id OBJECT IDENTIFIER UNIQUE,
&dirBindError-QOP PROTECTION-MAPPING:protectionReqd,
&dirErrors-QOP PROTECTION-MAPPING:protectionReqd,
&dapReadArg-QOP PROTECTION-MAPPING:protectionReqd,
&dapReadRes-QOP PROTECTION-MAPPING:protectionReqd,
&dapCompareArg-QOP PROTECTION-MAPPING:protectionReqd,
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&dapCompareRes-QOP PROTECTION-MAPPING:protectionReqd,
&dapListArg-QOP PROTECTION-MAPPING:protectionReqd,
&dapListRes-QOP PROTECTION-MAPPING:protectionReqd,
&dapSearchArg-QOP PROTECTION-MAPPING:protectionReqd,
&dapSearchRes-QOP PROTECTION-MAPPING:protectionReqd,
&dapAbandonArg-QOP PROTECTION-MAPPING:protectionReqd,
&dapAbandonRes-QOP PROTECTION-MAPPING:protectionReqd,
&dapAddEntryArg-QOP PROTECTION-MAPPING:protectionReqd,
&dapAddEntryRes-QOP PROTECTION-MAPPING:protectionReqd,
&dapRemoveEntryArg-QOP PROTECTION-MAPPING:protectionReqd,
&dapRemoveEntryRes-QOP PROTECTION-MAPPING:protectionReqd,
&dapModifyEntryArg-QOP PROTECTION-MAPPING:protectionReqd,
&dapModifyEntryRes-QOP PROTECTION-MAPPING:protectionReqd,
&dapModifyDNArg-QOP PROTECTION-MAPPING:protectionReqd,
&dapModifyDNRes-QOP PROTECTION-MAPPING:protectionReqd,
&dspChainedOp-QOP PROTECTION-MAPPING:protectionReqd.
&dispShadowAgreelnfo-QOP PROTECTION-MAPPING:protectionReqd,

CoorShadowArg-QOP PROTECTION-MAPPING:protectionReqd,
CoorShadowRes-QOP PROTECTION-MAPPING:protectionReqd,
UpdateShadowArg-QOP PROTECTION-MAPPING:protectionReqd,
UpdateShadowRes-QOP PROTECTION-MAPPING:protectionReqd;
RequestShadowUpdateArg-QOP PROTECTION-MAPPING:protectionReqd,

&dispRequestShadowUpdateRes-QOP PROTECTION-MAPPING:protectionReqd,
&dopEstablishOpBindArg-QOP PROTECTION-MAPPING:protectionReqd,
&dopEstablishOpBindRes-QOP PROTECTION-MAPPING:protectionReqd,
&dopModifyOpBindArg-QOP PROTECTION-MAPPING:protectionReqd,
&dopModifyOpBindRes-QOP PROTECTION-MAPPING:protectionReqd,
&dopTermOpBindArg-QOP PROTECTION-MAPPRING:protectionReqd,
&dopTermOpBindRes-QOP PROTECTION-MAPPING:protectionReqd
}
WITH SYN[TAX
{
DIRQOP-ID &dirqop:ld
DIRECTORYBINDERROR-QOP &dirBindError-QOP
DIRERRORS-QOP &dirErrors-QOP
DAPREADARG-QOP &dapReadArg-QOP
DAPREADRES-QOP &dapReadRes-QOP

OMPAREARG-QOP &dapCompareArg-QOP

DAPCOMPARERES-QOP &dapCompareRes-QOP
DAPLISTARG-QOP &dapListArg-QOP
DAPLISTRES-QOP &dapListRes-QOP
DAPSEARCHARG-QOP &dapSearchArg-QOP
DAPSEARCHRES-QOP &dapSearchRes-QOP
DAPABANDONARG-QOP &dapAbandonArg-QOP
DAPABANDONRES-QOP &dapAbandonRes-QOP
DAPADDENTRYARG-QOP &dapAddEntryArg-QOP
DAPADDENTRYRES-QOP &dapAddEntryRes-QOP
DAPREMOVEENTRYARG-QOP &dapRemoveEntryArg-QOP
DAPREMOVEENTRYRES-QOP &dapRemoveEntryRes-QOP
DAPMODIFYENTRYARG-QOP &dapModifyEntryArg-QOP
DAPMODIFYENTRYRES-QOP &dapModifyEntryRes-QOP
DAPMODIEYDNARG-QOP &dapModifyDNArg-QOP
DAPMODIFYDNRES-QOP &dapModifyDNRes-QOP
DSPCHAINEDOP-QOP &dspChainedOp-QOP
DISPSHADOWAGREEINFO-QOP &dispShadowAgreeinfo-QOP
DISPCOORSHADOWARG-QOP &dispCoorShadowArg-QOP
DISPCOORSHADOWRES-QOP &dispCoorShadowRes-QOP
DISPUPDATESHADOWARG-QOP &dispUpdateShadowArg-QOP
DISPUPDATESHADOWRES-QOP &dispUpdateShadowRes-QOP

DISPREQUESTSHADOWUPDATEARG-QOP &dispRequestShadowUpdateArg-QOP
DISPREQUESTSHADOWUPDATERES-QOP &dispRequestShadowUpdateRes-QOP

DOPESTABLISHOPBINDARG-QOP &dopEstablishOpBindArg-QOP
DOPESTABLISHOPBINDRES-QOP &dopEstablishOpBindRes-QOP
DOPMODIFYOPBINDARG-QOP &dopModifyOpBindArg-QOP
DOPMODIFYOPBINDRES-QOP &dopModifyOpBindRes-QOP
DOPTERMINATEOPBINDARG-QOP &dopTermOpBindArg-QOP
DOPTERMINATEOPBINDRES-QOP &dopTermOpBindRes-QOP
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18 Basic Access Control

18.1 Scope and application

This clause defines one specific access control scheme (of possibly many) for the Directory. The access control scheme
defined herein is identified with the accessControlScheme operational attribute by giving it the value
basic-access-control. Subclause 17.2.2 describes which entries contain the accessControlScheme operational
attribute.
NOTE — An access control scheme known as "Simplified Access Control" is specified in 18.9. It is defined as a subset of the Basic
Access Control scheme. When Simplified Access Control is used, the accessControlScheme operational attribute shall have the

value simplified-access-control. Additional access control schemes known as "Rule-based Access Control" are specified in
clause 19.

The scheme defined here is only concerned with providing means of controlling access to the Directory information
within the DIB (potentially inclnding tree strmeture and access control information) It does not address controlling
access for the purpose of communication with a DSA application-entity. Control of access to information|means the
prevention jof unauthorized detection, disclosure, or modification of that information.

18.2 Basic Access Control model

The Basic Access Control model for the Directory defines, for every Directory operation,.one or more points at which
access confrol decisions take place. Each access control decision involves:

— that element of Directory information being accessed, called the proteétéd item;
— the user requesting the operation, called the requestor;
- aparticular right necessary to complete a portion of the operation, called the permission;

- one or more operational attributes that collectively contain“the security policy governing acgess to that
item, called ACI items.

Thus, the bpsic access control model defines:

— the protected items;

—{  the user classes;

—  the permission categories required to perform each Directory operation;
—  the scope of application and syntax of ACI items;

— the basic algorithm, called the Access Control Decision Function (ACDF), used to decidg whether a

particular requestor has a pasticular permission by virtue of applicable ACI items.

18.2.1 Protected items

A protecteql item is an element of Directory information to which access can be separately controlled. Th¢ protected
items of the Directory are entries, attributes, attribute values and names. For convenience in specifying accpss control
policies, Basic Access Centrol provides the means to identify collections of related items, such as attributes jn an entry
or all attribpte values of/a-given attribute, and to specify a common protection for them.

18.2.2  Access-control permissions and their scope

Access is cpntfolled by granting or denying permissions. The permission categories are described in 18.2.3 anfl 18.2.4.

The scope of access controls can be a single entry or a collection of entries that are logically related by being within the
scope of a subentry for a particular administrative point.

Permission categories are generally independent. Since all Directory entries have a relative position within the DIT,
access to user and operational information always involves some form of access to DIT related information. Thus, there
are two main forms of access control decision associated with a Directory operation: access to entries as named objects
(referred to as entry access); and access to attributes containing user and operational information (referred to as attribute
access). For many Directory operations, both forms of permission are required. In addition, where applicable, separate
permissions control the name or error type returned. Some important aspects of permissions categories, forms of access,
and access control decision making are as follows:

a) To perform Directory operations on entire entries (e.g. read an entry or add an entry), it is usually
necessary for permission to be granted with respect to the attributes and values contained within that
entry. Exceptions are permissions controlling entry renaming and removal: in neither case is attribute or
attribute value permissions taken into account.
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To perform Directory operations that require access to attributes or attribute values, it is necessary to have
entry access permission to the entry or entries that contain those attributes or values.

NOTE 1 — The removal of an entry or of an attribute does not require access to the contents of the entry or of the
attribute.

The decision whether or not to permit entry access is strictly determined by the position of the entry in the
DIT, in terms of its distinguished name, and is independent of how the Directory locates that entry.

A design principle of Basic Access Control is that access may be allowed only when there is an explicitly
provided grant present in the access control information used by the Directory to make the access control
decision. Granting one form of access (e.g. entry access) never automatically or implicitly grants the other
form (e.g. attribute access). In order to administer meaningful Directory access control policies, it is thus
usually necessary to explicitly set access policy for both forms of access.

NOTE 2 — Certain combinations of grants or denials are illogical, but it is the responsibility of users, rather than
the Directory, to ensure that such combinations are absent.

|

Permission categories for entry access

NOTE 3 — Consistent with the abhove deqign prinr‘iple gmnting or denvine ppr‘micqinﬂq for an attribute value does
not automatically control access to the related attribute. Moreover, in order to access an attributenvdlue(s) in the
course of a Directory interrogation operation, a user must be granted access to both the attribute [type and its
value(s).
The only default access decision provided in the model is to deny access in the absence of explicit access
control information that grants access.

A denial specified in access control information always overrides a grant, all-other factors being equal.

A particular DSA may not have the access control information governing the Directory dath it caches.
Security Administrators should be aware that a DSA with the capability of caching may pose 4 significant
security risk to other DSAs, in that it may reveal information to unguthorized users.

For the purposes of interrogation, collective attributes that ar€_associated with an entry arg protected
precisely as if they were attributes that form part of the entry;
NOTE 4 — For the purposes of modification, collective attributes are associated with the subentry tha{ holds them,

not with entries within the scope of the subentry. Modifytrelated access controls are therefore nof relevant to
collective attributes, except when they apply to the collective attribute and its values within the subentty.

ssion categories used to control entry acéess are Read, Browse, Add, Remove, Modif), Rename,
Error, Export, and Import and ReturnDN\Their use is described in more detail in ITU-T Rgc. X.511 |
h94-3. Annex L provides an overview ofitheir meaning in general situations. This subclause intfoduces the
by briefly indicating the intent associated with the granting of each. The actual influence of & particular
fmission on access control decisiofis-are, however, determined by the full context of the ACDF|and access
ision points for each Directory operation.

Read, if granted, permifs read access for Directory operations which specifically name an eptry (i.e. as
opposed to the List and Search operations) and provides visibility to the information contained fin the entry
to which it applies:

Browse, if granted, permits entries to be accessed using Directory operations which do ndt explicitly
provide the hame of the entry.

Add, if granted, permits creation of an entry in the DIT subject to controls on all attributes apd attribute
values.to be placed in the new entry at time of creation.
NOTE 1 — In order to add an entry, permission shall also be granted to add at least the mandatory afttributes and
their values.

NOTE_ 2

d)

e)

g)

Tl - s o dd 1 . 4 - - u_n - - 4+ . s - 11 d 1
NOTE Fhere—ts—no—speetfte—add—subordinate—permisston —Permisston—to—add—an—entry—ts—eontrolled using

prescriptiveACI operational attributes as described in 18.3.

Remove, if granted, permits the entry to be removed from the DIT regardless of controls on attributes or
attribute values within the entry.
Modify, if granted, permits the information contained within an entry to be modified.
NOTE 3 — In order to modify information contained within an entry other than the distinguished name attribute
values, appropriate attribute and value permissions shall also be granted.

Granting Rename is necessary for an entry to be renamed with a new RDN, taking into account the
consequential changes to the distinguished names of subordinate entries, if any; if the name of the superior
is unchanged, the grant is sufficient.

NOTE 4 — In order to rename an entry, there are no prerequisite permissions to contained attributes or values,
including the RDN attributes; this is true even when the operation causes new attribute values to be added or
removed as a result of the changes of RDN.

DiscloseOnError, if granted, permits the name of an entry to be disclosed in an error (or empty) result.
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h) Export, if granted, permits an entry and its subordinates (if any) to be exported; that is, removed from the
current location and placed in a new location subject to the granting of suitable permissions at the
destination. If the last RDN is changed, Rename is also required at the current location.

NOTE 5 — In order to export an entry or its subordinates, there are no prerequisite permissions to contained

attributes or values, including the RDN attributes; this is true even when the operation causes attribute values to be
added or removed as a result of the changes of RDN.

i) Import, if granted, permits an entry and its subordinates, if any, to be imported; that is, removed from
some other location and placed at the location to which the permission applies (subject to the granting of
suitable permissions at the source location).

NOTE 6 — In order to import an entry or its subordinates, there are no prerequisite permissions to contained

attributes or values, including the RDN attributes; this is true even when the operation causes attribute values to be
added or removed as a result of the changes of RDN.

J)  ReturnDN, if granted, allows the distinguished name of the entry to be disclosed in an operation result.

18.2.4  PHermission categories for attribute and attribute value access

The permigsion categories used to control attribute and attribute value access are Compare, Readq~FilterMatch, Add,
Remove, and DiscloseOnError. They are described in more detail in ITU-T Rec. X.511 | ISO/IEC'9594-3. Annex L
provides ap overview of their meaning in general situations. This subclause introduces thecategories|by briefly
indicating the intent associated with the granting of each. The actual influence of a particular granted pejmission on
access confrol decisions are, however, determined by the full context of the ACDF and access-control decisioh points for
each Direcfory operation.

Compare, if granted, permits attributes and values to be used in a compare operation.

b) Read, if granted, permits attributes and values to be returned @s,entry information in a reafl or search
access operation.

c) FilterMatch, if granted, permits evaluation of a filter within a’search criterion.

d) Add, if granted for an attribute, permits adding an attribute subject to being able to add all specified
attribute values. If granted for an attribute value, it)permits adding a value to an existing attribue.

e) Remove, if granted for an attribute, permits_reémoving an attribute complete with all of it§ values. If
granted for an attribute value, it permits the.atfribute value to be removed from an existing attripute.

f)  DiscloseOnError, if granted for an attribute, permits the presence of the attribute to be disclosed by an
attribute or security error. If grantedfor an attribute value, it permits the presence of the attribyite value to
be disclosed by an attribute or security error.

g) Invoke, if granted, the object/(always an operational attribute or a value of an operational gttribute) to
which the permission applies-can be invoked on behalf of the authenticated user by the DSA. The function
carried out by invocatiop is attribute-dependent. No other permissions are required for user for the
operational attributeior en the entry/subentry that holds it.

18.3 Access control administrative areas

The DIT is| partitioned{into subtrees termed autonomous administrative areas, each of which is under the administrative
authority of a singlé Domain Management Organization. It may be further partitioned into subtrees termgd specific
administrative areas for the purposes of specific aspects of administration; alternatively, the whole of an aptonomous
administrative’area may comprise a single specific administrative area. Each such specific administrative jarea is the
responsibil|ty\of a corresponding specific administrative authority. A particular administrative area may be shared by
several specific administrative authorities. See clause 11.

18.3.1  Access control areas and Directory Access Control Domains

In the case of access control, the specific administrative authority is a Security Authority, and the specific administrative
area is termed an Access Control Specific Area (ACSA). The root of the ACSA is termed an Access Control Specific
Point. Each Access Control Specific Point is represented in the DIT by an Administrative Entry which includes access-
control-specific-area as a value of its administrativeRole operational attribute; it has (potentially) one or more
subentries which contain access control information. Similarly, each Access Control Inner Point is represented in the
DIT by an Administrative Entry which contains access-control-inner-area as a value of its administrativeRole
operational attribute; it also has (potentially) one or more subentries which contain access control information. Each such
administrative entry which has a subentry containing prescriptive ACI information has basic-access-control,
simplified-access-control, or other relevant value as a value of its accessControlScheme operational attribute. Each
subentry that is an Access Control Specific Point and which contains access control information has
accessControlSubentry as a value of its object-class attribute. An administrative entry and its subentries may hold
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operational attributes (such as access control information) which relate, respectively, to the administrative point (and
possibly its subentries) and to collections of entries (within the administrative area) defined by the subentry
subtreeSpecification.

The accessControlScheme attribute shall be present if and only if the holding administrative entry is an access control
specific entry. An administrative entry can never be both an access control specific and an access control inner entry;
corresponding values can therefore never be present simultaneously in the administrativeRole attribute.

The scope of a subentry that contains access control information, as defined by its subtreeSpecification (which may
include subtree refinements), is termed a Directory Access Control Domain (DACD).

NOTE — A DACD can contain zero entries, and can encompass entries that have not yet been added to the DIT.

The Security Authority may permit an Access Control Specific Area to be partitioned into subtrees termed inner
(administrative) areas. Each such inner area is termed an Access Control Inner Area (ACIA) with access-control-inner-
area as the value of the administrativeRole operational attribute. Each subentry of the corresponding administrative
point that donfains prescriptive ACI has, as before, an accessConfrolSubentry value within 1ts object class aftribute.

The scope [(subtreeSpecification) specified in a subentry within an ACIA is also a DACD and contains’entries inside
the associajed Access Control Inner Area.

ACIAs allpw a degree of delegation of access control authority within the ACSA. The authopity for the ACSA still
retains authority within the ACIA since the ACI in the subentries of the ACSA's administrative point apply|as well as
the ACI in the subentries of the relevant ACIAs (18.6 explains how the ACSA controls authority).

In summary, in evaluating access controls, the type of access control scheme (e.g. Basie Access Control) is ipdicated by
the accesgControlScheme attribute value of the relevant access control speCitic entry; the role of eafh relevant
administrative entry within the ACSA is indicated by its administrativéRole attribute values; the presence of
prescriptivg¢ access control in a particular subentry is indicated by an accessControlSubentry value in its pbject class
attribute.

Subentries,|like other entries, can hold an entryACI attribute for protection of its own contents.

18.3.2  Associating controls with administrative areas

Access to a given entry is (potentially) controlled by the\totality of superior access control administrative ppints (both
inner and |specific) up to and including the first non=inner access control administrative point or Aptonomous
Administrative Point encountered moving up the DIF, from the entry towards the root. Access Control Spegific Points
superior to [this access control administrative point-have no effect on access control to the given entry.

NOTE 1]— An Autonomous Administrative Point js considered implicitly to be an Access Control Specific Point for tHe purpose of
this desqription, even if it is not associated with-any prescriptive controls.

Some impdrtant points regarding the association between access controls and administrative areas are:

a) Access controls for\Directory information may apply to only selected entries, or may have scope
extending throughout portions of the DIB that are logically related by a common security pplicy and a
common Acceéss/Control administration.

b) Access eontrol may be imposed on entries within ACSAs or within ACIAs by placing pres¢riptiveACl
attributes(see 18.5) within one or more subentries of the corresponding Access Control Adininistrative
Entryy with scope defined by an appropriate subtreeSpecification.

NOTE 2 — prescriptiveACI attributes are not collective attributes. There are a number of significant differences
between prescriptiveACl and collective attributes:

— although a prescriptiveAClI attribute may affect access control decisions for each entry within the scope of
the subentry that holds it, the prescriptiveACI attribute is not considered to supply accessible information
to any such entry or to be in any sense a part of such an entry;

— prescriptiveACl| attributes are associated with the access control aspects of administration, and are
associated with Access Control Specific and Inner Points, not with entry-collection administrative points;

— the purpose of a prescriptiveACl attribute is to express a policy that influences across a defined set of
entries, while the purpose of a collective attribute is to provide information that associates a user-accessible
set of attributes within a defined set of entries;

— prescriptiveAClI attributes represent policy information that will, in general, not be widely accessible by
ordinary users. Administrative users who need to access prescriptiveACI information can access them as
operational attributes within subentries.

c) A prescriptiveACl operational attribute contains AClitems (see 18.4.1) common to all entries within the
scope of the subentry, i.e. DACD, in which the prescriptiveACl occurs. A DACD normally contains
entries inside the associated Access Control Specific Area (but can contain no entries at all).
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d)

Although particular AClitems may specify attributes or values as protected items, AClitems are logically
associated with entries. The particular set of AClitems associated with an entry and with the contents of
that entry is a combination of:

—  AClitems that apply to that particular entry, specified as values of the entryACI operational attribute,
if present (see 18.5.2);

— AClltems from prescriptiveACI operational attributes applicable to the entry by virtue of being
placed in subentries of administrative entries whose scope includes the particular entry (see 18.5.1).

Each entry (controlled by entryACI and/or prescriptiveACI) necessarily falls within one and only one
ACSA. Each such entry may also fall within one or more ACIAs nested inside the ACSA containing the
entry. The prescriptiveACI that potentially affects the outcome of access control decisions for a given
entry are located within subentries (of the administrative entry) for the ACSA and for each ACIA
containing the entry. Other subentries cannot affect access control decisions regarding that entry.

If an entry is within the scope of more than one DACD, the complete set of AClitems that may| potentially
affect access control decisions regarding that entry includes all prescriptiveACI item attribufes of those
DACD:s, in addition to any entryACI attributes in the entry itself. An example is shown) in Figpre 17. The
effective access control at entry El is a combination of the prescriptiveACl for, DACD], DACD2,
DACD3, and entryACI (if present) in entry E1. The effective access control at entry E2 is a combination
of the prescriptiveACI for DACD1 and DACD3, and entryACI (if present) in¢eiitry E2.

NOTE 3 — Protection of access control information is described in 18.6.

The subtreeSpecification attribute in each subentry defines ‘a\ collection of entries | within an
administrative area. Since a subtreeSpecification may define_a subtree refinement, DACDs may
arbitrarily overlap within the intersection of their respective administrative areas. For simplicity, Figure 17
does not show administrative points, subentries, or administrative areas; however, it may be cgnsidered as
three DACDs in the same ACSA with each DACD. corresponding to a single subertry of the
administrative point for that ACSA (and there are no, ACIAs). Alternatively, Figure 17 may be{considered
in the context of a single ACSA containing a single ‘ACIA where DACDI is congruent to thelACSA and
DACD?3 is congruent to the ACIA (DACDI1 and\DACD2 would correspond to subentries off the ACSA
administrative point and DACD3 would correspond to a subentry of the ACIA administrative point). An
administrative area is congruent to a DACD(when the collection of entries in the DACD is the pame as the
collection of entries in the implicitly defined subtree corresponding to the administrative arpa. See the
example in Annex M for figures depicting the relationship between administrative entries, adninistrative
areas, subentries and DACDs.

7 DACD1

DACD2

——
(/ \D DACD3
El

E2

TISO3320-94

Figure 17 — Effective Access Control using DACDs
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18.4.1 ASN.1 for Access Control Information
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Access Control Information is represented as a set of AClitems, where each AClitem grants or denies permissions in

regard to certain specified users and protected items.

In ASN.1 the information is expressed as:

ACllitem ::= SEQUENCE ({
identificationTag DirectoryString { ub-tag },
precedence Precedence,
authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOICE {
itemFirst [0] SEQUENCE {

_ protecteditems =~ Protectedltems

itemPermissions SET OF IltemPermission },
userFirst [11 SEQUENCE {

userClasses UserClasses,

userPermissions

Precedencge ::= INTEGER (0..255)

Protectedltems ::= SEQUENCE {

[0] NULL

[11 NULL

[2] SET SIZE (1..
[31 SETSIZE (1..
[4] NULL

[51 SET SIZE (1..
[6] SET SIZE (1..

SET OF UserPermission } } }

MAX) OF AttributeType
MAX) OF AttributeType

MAX).OF AttributeTypeAndValue
MAX).OF AttributeType

MAX) OF MaxValueCount

OPTION
OPTION
OPTION
OPTION
OPTION
OPTION
OPTION
OPTION
OPTION
OPTION
OPTION

MAX) OF RestrictedValue
MAX) OF ContextAssertion

OPTION
OPTION

[7]1 Filter
[81 SET SIZE (4..
[91 INTEGER
[10] SET SIZE(1..
[11] SETSIZE (1..
classes [12] Refinement
MaxValueQount ::= SEQUENCE {
type AttributeType,
maxCount INTEGER }
RestrictedValue ::= SEQUENCE, {
type AttributeType,
valuesin AttributeType }

UserClassgs ::= SEQUENCE {

allUgers  [0]-."{ NULL OPTIONAL,
thiskntry _[1]~ NULL OPTIONAL,
name [2] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
userGroup [3] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
—=dn r‘nm,nnnnnf shall be the name of an
-- entry of GroupOfUniqueNames
subtree [4] SET SIZE (1..MAX) OF SubtreeSpecification OPTIONAL }

ItemPermission
precedence

::= SEQUENCE {
Precedence OPTIONAL,

-- defaults to precedence in AClltem
UserClasses,
GrantsAndDenials }

userClasses
grantsAndDenials

UserPermission
precedence

;= SEQUENCE {
Precedence OPTIONAL,

-- defaults to precedence in AClltem
Protecteditems,
GrantsAndDenials }

protecteditems
grantsAndDenials
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AuthenticationLevel ::= CHOICE {
basicLevelsSEQUENCE {

level ENUMERATED { none (0), simple (1), strong (2) },
localQualifier INTEGER OPTIONAL,
signed BOOLEAN DEFAULT FALSE },

other EXTERNAL }

GrantsAndDenials ::= BIT STRING {
-- permissions that may be used in conjunction
-- with any component of Protectedltems
grantAdd (0),
denyAdd (1),
grantDiscloseOnError (2),
denyDiscloseOnError (3),

grantRea (4),
den < 5%
grantRemove (6),

denyRemove (7),

the entry component

grangtBrowse
denyBrowse

(8),
(9),

grantExport (10),
denyExport (11),
grantimport (12),
denyimport (13),
grantModify (14),
denyModify (15),
grantRename (16),
denyRename (17),
grantReturnDN (18),
denyReturnDN (19),

-- pefmissions that may be used in conjunction

-- with any component, except entry, of Protectedltems
grantCompare (20),
denyCompare (21),
grangFilterMatch (22),
denyFilterMatch (23),
grantinvoke (24),
denylnvoke (25) }

AttributeTypeAndValue ::= SEQUENCE {

type

ATTRIBUTE.&id ({SupportedAttributes}),

valug ATTRIBUTE.&Type({SupportedAttributes}{@type}) }

18.4.2  Description of*\ACIItem Parameters

18.4.2.1 Igentification Tag

identificatijonTag/is used to identify a particular AClitem. This is used to discriminate among individual AClitems for
the purposer; ofprotection, management and administration.

18.4.2.2 Precedence

Precedence is used to control the relative order in which ACllitems are considered during the course of making an access
control decision in accordance with 18.8. AClltems having higher precedence values may prevail over others with lower
precedence values, other factors being equal. Precedence values are integers and are compared as such.

Precedence can be used by a superior authority within the Security Authority to permit partial delegation of access
control policy setting within an ACSA. This can be achieved by the superior authority setting a general policy at a high
precedence and authorizing users representing the subordinate authority (e.g. associated with an ACIA) to create and
modify ACI with a lower precedence, in order to tailor the general policy for specific purposes. The partial delegation
thus requires the means for the superior authority to limit the maximum precedence which the subordinate authority can
assign to ACI under its control.

Basic Access Control does not specify or describe how to limit the maximum precedence that can be used by a
subordinate authority. This is to be done by local means.
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18.4.2.3 Authentication Level

AuthenticationLevel defines the minimum requestor security level required for this AClitem. It has two forms:

— basicLevels which indicates the level of authentication, optionally qualified by positive or negative
integer localQualifier, and whether the request is required to be signed;

—  other: an externally defined measure.

When basicLevels is used, an AuthenticationLevel consisting of a level and optional localQualifier shall be assigned to
the requestor by the DSA according to local policy. For a requestor's authentication level to meet or exceed a minimum
requirement, the requestor's level shall meet or exceed that specified in the ACllitem, and in addition the requestor's
localQualifier shall be arithmetically greater than or equal to that of the AClitem. Strong authentication of the requestor
is considered to exceed a requirement for simple or no authentication, and simple authentication exceeds a requirement
for no authentication. For access control purposes, the "simple" authentication level requires a password; the case of
identification only, with no password supplled is con51dered none" If a IocaIQuaIIfler 1S not spemﬁed in the AClltem,

then the reque meeting or
exceeding bove requirements, the request shall be signed if the AClltem specifies S|gned equal TRUE.

When other is used, an appropriate AuthenticationLevel shall be assigned to the requestor by th¢ DSA afcording to
local poli¢y. The form of this AuthenticationLevel and the method by which it is®' compared with the
AuthenticgtionLevel in the ACI is a local matter.
NOTE 1 — An authentication level associated with an explicit denial indicates the minimum level to which a requgstor shall be
authenti¢ated in order not to be denied access. For example, an AClitem that denies access tp-a particular user class jand requires

strong afithentication will deny access to all requestors who cannot prove, by means of a strongly authenticated identjty, that they
are not ifi that user class.

NOTE 2|— The DSA may base authentication level on factors other than values received in protocol exchanges.

18.4.2.4 iImFirst and userFirst Parameters

Each AClitem contains a choice of itemFirst or userFirst. The choieg. allows grouping of permissions depending on
whether they are most conveniently grouped by user classes of) by protected items. itemFirst and userFirst are
equivalent [in the sense that they capture the same access controlhinformation; however, they organize that Information
differently.| The choice between them is based on administfative convenience. The parameters used in iemFirst or
userFirst dre described below.

a) Protectedlitems define the items to which the specified access controls apply. It is defingd as a set
selected from the following:

— entry means the entry contents as a whole. In case of a family member, it also means the entry
content of each subordinate’ family member within the same compound attribute. It does not
necessarily include the-information in these entries. This element shall be ignored if the classes
element is present,” since this latter element selects protected entries (and subordifate family
members) on the basis of their object class.

— allUserAttributeTypes means all user attribute type information associated with the enfry, but not
values associdted with those attributes.

— allUserAttributeTypesAndValues means all user attribute information associated with the entry,
including all values of all user attributes.

— «-attributeType means attribute type information pertaining to specific attributes but |not values
associated with the type.

¢ _ 1L attril e informati . ific attril

—  attributeValue means a specific value of specific attributes.

—  selfValue means the attribute value assertion corresponding to the current requestor. The protected
item selfValue applies only when the access controls are to be applied with respect to a specific
authenticated user. It can only apply in the specific case where the attribute specified is of
DistinguishedName or uniqueMember syntax and the attribute value within the specified attribute
matches the distinguished name of the originator of the operation.

NOTE 1 — allUserAttributeTypes and allUserAttributeTypesAndValues do not include operational attributes, which
should be specified on a per attribute basis, using attributeType, allAttributeValues or attributeValue.

— rangeOfValues means any attribute value which matches the specified filter, i.e. for which the
specified filter evaluated on that attribute value would return TRUE.

NOTE 2 — The filter is not evaluated on any entries in the DIB; it is evaluated using the semantics defined in
7.8 of ITU-T Rec. X.511 | ISO/IEC 9594-3, operating on a fictitious entry that contains only the single
attribute value which is the protected item.
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The following items provide constraints that may disable the granting of certain permissions to protected
items in the same SEQUENCE:

— maxValueCount restricts the maximum number of attribute values allowed for a specified attribute
type. It is examined if the protected item is an attribute value of the specified type and the permission
sought is add. Values of that attribute in the entry are counted without regard to context or access
control and as though the operation which adds the values were successful. If the number of values in
the attribute exceeds maxCount, the ACI item is treated as not granting add access.

—  maximmsSub restricts the maximum number of immediate subordinates of the superior entry to an
entry being added or imported. It is examined if the protected item is an entry, the permission sought
is add or import, and the immediate superior entry is in the same DSA as the entry being added or
imported. Immediate subordinates of the superior entry are counted without regard to context or
access control as though the entry addition or importing were successful. If the number of
subordinates exceeds maximmSub, the ACI item is treated as not granting add or import access.

—  restrictedBy restricts values added to the attribute type to being values that are alreadyrpresent in the
same entry as values of the attribute valuesin. It is examined if the protected item._is pan attribute
value of the specified type and the permission sought is add. Values of the valuesin attribute are
checked without regard to context or access control and as though the opetation whigh adds the
values were successful. If the value to be added is not present in valuesin-the ACI item is treated as
not granting add access.

—  contexts restricts values added to the entry to having context lists,that satisfy all of the context
assertions in contexts. It is examined if the protected item is andttribute value and the|permission
sought is add. If the value to be added does not satisfy the context assertions the ACI itefn is treated
as not granting add access; if it does satisfy all of them, the-ACI item is treated as not denying add
access.

NOTE 3 — This is only relevant when the permissioh sought is add, and all context assertipns shall be
satisfied. It does not provide for general use of conteXts to differentiate protected items for other permissions.

— classes means the contents of entries (possibly a family member) which are restricted tp those that
have object class values that satisfy the ptedicate defined by Refinement (see 12.3.5), {ogether (in
the case of an ancestor or other family, member) with the entry contents as a whdle of each
subordinate family member entry; it does not necessarily include the information in these ¢ntries.

NOTE 4 — By the rules for entry andiclasses, all family members inherit the access control of thg ancestor or
of superior family members within'the same family. This does not preclude family members being subject to
further policies from entryACI or prescriptiveACI that increase or decrease protection.

UserClasses defines a set 0f-zero or more users the permissions apply to. The set of users|is selected
from the following:

— allUsers means every directory user (with possible requirements for authenticationLevel).

—  thisEntry means the user with the same distinguished name as the entry being accessed, or if the
entry is aimember of a family, then additionally the user with the distinguished name of thg ancestor.

— nameis the user with the specified distinguished name (with an optional unique identifier).

— _‘userGroup is the set of users who are members of the groupOfUniqueNames entry, identified by
the specified distinguished name (with an optional unique identifier). Members of a group of unique

names are treated as individual object names, and not as the names of other groups of unique names.
19 4.0 5
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—  subtree is the set of users whose distinguished names fall within the definition of the (unrefined)
subtree.

Names used to specify a user, group or subtree shall be primary distinguished names. Context and
alternative distinguished values shall not be included. The access control decision function is not required
to determine the primary distinguished name for alternative names with which it is supplied.

NOTE 5 — This means that if a requestor has supplied an alternative name that has not been subsequently resolved
by the Directory to the primary distinguished name, access control based on primary distinguished names may fail
to recognize the requestor as belonging to the user class granted or denied access.

SubtreeSpecification is used to specify a subtree relative to the root entry named in base. The base
represents the distinguished name of the root of subtree. The subtree extends to the leaves of the DIT
unless otherwise specified in chop. The use of a specificationFilter component is not permitted; if
present, it shall be ignored.

ITU-T Rec. X.501 (02/2001 E)


https://iecnorm.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

NOTE 6 — SubtreeSpecification does not allow subtree refinement because a refinement might require a DSA to
use a distributed operation in order to determine if a given user is in a particular user class. Basic Access Control is
designed to avoid remote operations in the course of making an access control decision. Membership in a subtree
whose definition includes only base and chop can be evaluated locally, whereas membership in a subtree
definition using specificationFilter can only be evaluated by obtaining information from the user's entry which is
potentially in another DSA.

d) ItemPermission contains a collection of users and their permissions with respect to Protectedltems

within an itemFirst specification. The permissions are specified in grantsAndDenials as discussed in
item f) of this subclause. Each of the permissions specified in grantsAndDenials is considered to have the
precedence level specified in precedence for the purpose of evaluating access control information as
discussed in 18.8. If precedence is omitted within ltemPermission, then precedence is taken from the
precedence specified for the ACllitem (see 18.4.2.2).

e) UserPermission contains a collection of protected items and the associated permissions with respect to

userClasses within a userFirst specification. The protected items are specified in protecteditems as

18.4.25 T

Determinin
constrained
groups are

a

discussed 1n 18.4.2. The associated permissions are specified in grantsAndDenials as discussgd in item f)
of this subclause. Each of the permissions specified in grantsAndDenials is considefed ‘o have the
precedence level specified in precedence for the purpose of evaluating access controD infgrmation as
discussed in 18.8. If precedence is omitted within UserPermission, the precedence'is takgn from the
precedence specified for the AClitem (see 18.4.2.2).

GrantsAndDenials specify the access rights that are granted or denied in the”AClItem specification. The
precise semantics of these permissions with respect to each protected item is discussed in ITU-T
Rec. X.511 | ISO/IEC 9594-3.

Uniqueldentifier may be used by the authentication mechanism to distinguish between ipstances of
distinguished name reuse. The value of the unique identifier is7assigned by the authenticatign authority
according to its policy and is provided by the authenticating, DSA. If this field is present, then for an
accessing user to match the name user class of an ACHtem' that grants permissions, in addjtion to the
requirement that the user's distinguished name match the)specified distinguished name, the authentication
of the user shall yield an associated unique identifier, and that value shall match for equality with the
specified value.

NOTE 7 — When authentication is based on supplied SecurityParameters, the unique identifier associfted with the
user may be taken from the subjectUniqueldentifier field of the sender's Certificate in the optional
CertificationPath.

etermining group membership

2 whether a given requestor is a gtoup member requires checking two criteria. Also, the determinafion may be
if the group definition is netsknown locally. The criteria for membership and the treatment df non-local
Hiscussed below.

A DSA is not requited to perform a remote operation to determine whether the requestor bglongs to a
particular group..for the purposes of Basic Access Control. If membership in the group| cannot be
evaluated, the' DSA shall assume that the requestor does not belong to the group if the ACI iterp grants the
permissioitsought, and does belong to the group if it denies the permission sought.

NOTE 1 — Access control administrators should beware of basing access controls on membership of non-locally
ayailable groups or groups which are available only through replication (and which may, therefore, be put of date).

NOTE 2 — For performance reasons, it is usually impractical to retrieve group membership from remote DSAs as
part of the evaluation of access controls. However, in certain circumstances it may be practical,amd a DSA is

permitted, for example, to perform remote operations to obtain or refresh a local copy of a group entry or use the
Compare operation to check membership prior to applying this clause.

b) In order to determine whether the requestor is a member of a userGroup user class, the following criteria

apply:

— The entry named by the userGroup specification shall be an instance of the object class
groupOfNames or groupOfUniqueNames.

—  The name of the requestor shall be a value of the member or uniqueMember attribute of that entry.

NOTE 3 — Values of the member or uniqueMember attribute that do not match the name of the requestor are
ignored, even if they represent the names of groups of which the originator could be found to be a member.
Hence, nested groups are not supported when evaluating access controls.

NOTE 4 — Names used in member or uniqueMember shall be primary distinguished names. Context, and
alternative values with context, shall not be included.
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18.5 The ACI operational attributes

Access control information is stored in the Directory as an operational attribute of entries and subentries. The
operational attribute is multi-valued, which allows ACI to be represented as a set of AClitems (defined in 18.4).

18.5.1  Prescriptive access control information

A Prescriptive ACI attribute is defined as an operational attribute of a subentry. It contains access control information
applicable to entries within that subentry's scope:

prescriptiveACl ATTRIBUTE ::= {

WITH SYNTAX AClltem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-prescriptiveACl }

18.5.2  Hntry access control information

An Entry ACI attribute is defined as operational attributes of an entry. It contains access control infermation| applicable
to the entry| in which it appears, and that entry's contents:

entryACl ATTRIBUTE ::= {

WITH SYNTAX AClitem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-entryACl }

18.5.3  Subentry ACI

Subentry ACI attributes are defined as operational attributes «of administrative entries, and provide acc¢ss control
information that applies to each of the subentries of the corresponding administrative point. Prescriptive ACI| within the
subentries pf a particular administrative point never applies’to the same or any other subentry of that administrative
point, but dan be applicable to the subentries of subordinate administrative points. Subentry ACI attributes ar¢ contained
only in admpinistrative points and do not affect any eleinent of the DIT other than immediately subordinate subentries.

In evaluating access control for a specific subentry, the ACI that shall be considered is:
— the entryACI within the subentry itself (if any);

—  the subentryACI within(th¢-associated administrative entry (if any);

—  prescriptiveACl associated with other relevant administrative points within the same access control

specific area (if any).

subentryACl ATTRIBUTE\::= {

WITH SYNTAX AClitem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-subentryACl }

18.6 Protecting the ACI

ACI operational attributes may be subjected to the same protection mechanisms as ordinary attributes. Some important
related points are:

a) The identificationTag provides an identifier for each AClitem. This tag can be used to remove a specific
AClitem value, or to protect it by prescriptive or entry ACL

NOTE 1 — Directory rules ensure that only one ACllitem per access control attribute possesses any specific
identificationTag value.

b) The creation of subentries for an Administrative Entry may be access controlled by means of the
subentryACI operational attribute in the Administrative Entry.

NOTE 2 — The right to create prescriptive access controls may also be governed directly by security policy; this
provision is required to create access controls in new autonomous administrative areas.
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18.7 Access control and Directory operations

Each Directory operation involves making a series of access control decisions on the various protected items that the
operation accesses.

For some operations (e.g. Modify operations), each such access control decision must grant access for the operation to
succeed; if access is denied to any protected item, the whole operation fails. For other operations, protected items to
which access is denied are simply omitted from the operation result and processing continues.

If the requested access is denied, further access control decisions may be needed to determine if the user has
DiscloseOnError permissions to the protected item. Only if DiscloseOnError permission is granted may the Directory
respond with an error that reveals the existence of the protected item; in all other cases, the Directory acts so as to
conceal the existence of the protected item.

The access control requirements for each operation, i.e. the protected items and the access permission required to access
each protedredTtenT, are specificd IMI T U-1 ReC. X911 1 1SOTEC 9594-3"

The algorithm by which any particular access control decision is made is specified in 18.8.

18.8 Access Control Decision Function

This subclpause specifies how an access control decision is made for any particular ppotected item. It provides a
conceptual|description of the Access Control Decision Function (ACDF) for basic-access-control. It desgribes how
ACI items jare processed in order to decide whether to grant or deny a particular regaestor a specified pernjission to a
given protejcted item.

18.8.1 Ihputs and outputs

For each invocation of the ACDF, the inputs are:

a) the requestor's Distinguished Name (as defined in 73 of ITU-T Rec. X.511 | ISO/IEC 9594-3), unique
identifier, and authentication level, or as many of these as are available;

b) the protected item (an entry, an attribute, or(@n attribute value) being considered at the currgnt decision
point for which the ACDF was invoked;

c) the requested permission category specified for the current decision point;

d) the ACI items associated with the, entry containing (or which is) the protected item. Protected items are
described in 18.4.2.4. The .scope of influence for ACI items within a prescriptiveACI pttribute is
described in 18.3.2 and 1-8(5:1. The scope of influence for ACI items within an entryACl [attribute is
described in 18.3.2 and(18:5.2. The scope of influence for ACI items within a subentryACl|attribute is
described in 18.5.3.

When an entry i§ & family member, it also inherits the access control of the ancestor or of sup¢rior family
members withinjthe same family. This does not preclude family members being subject to further policies
from entryACI or prescriptiveACl that increase or decrease protection.

In addition] if the ACI)items include any of the protected item constraints described in 18.4.2.4, the whole entry and the
number of |mmediate subordinates of its superior entry may also be required as inputs.

The output|is\d.decision to grant or deny access to the protected item.

In any particular instance of making an access control decision, the outcome shall be the same as if the steps in 18.8.2
through 18.8.4 were performed.

18.8.2  Tuples

For each ACI value in the ACI items of 18.8.1 d), expand the value into a set of fuples, one tuple for each element of the
itemPermissions and userPermissions sets. Collect all tuples from all ACI values into a single set. Each tuple
contains the following items:

(userClasses, authenticationLevel, protecteditems, grantsAndDenials, precedence )

For any tuple whose grantsAndDenials specify both grants and denials, replace the tuple with two tuples — one
specifying only grants and the other specifying only denials.
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18.8.3  Discarding non-relevant tuples

Perform the following steps to discard all non-relevant tuples:
1) Discard all tuples that do not include the requestor in the tuple's userClass (18.4.2.4 b)) as follows:

—  For tuples that grant access, discard all tuples that do not include the requestor's identity in the
tuples's userClasses element taking into account uniqueldentifier elements if relevant. Where a
tuple specifies a uniqueldentifier, a matching value shall be present in the requestor's identity if the
tuple is not to be discarded. Discard tuples that specify an authentication level higher than that
associated with the requestor in accordance with 18.4.2.3.

—  For tuples that deny access, retain all tuples that include the requestor in the tuple's userClasses
element, taking into account uniqueldentifier elements if relevant. Also retain all tuples that deny
access and which specify an authentication level higher than that associated with the requestor in
accordance with 18.4.2.3. All other tuples that deny access are discarded.

NOFE+—Ttrescromdt requirermernt T the—secomt sub-ttenmabove (e to Tetaimammytupte-tiatdenies access
and also specifies an authentication level higher than that associated with the requestor) reflects| the fact that
the requestor has not adequately proved non-membership in the user class for which the denial is[specified.

2) Discard all tuples that do not include the protected item in protecteditems (18.4.2.4.a)).

Examine all tuples that include the maxValueCount, maxlmmSub, restrictedBy, of contexts.|Discard all
such tuples which grant access and which do not satisfy any of these constraints;(18.4.2.4 a)).

4) Discard all tuples that do not include the requested permission as one of the set bits in grantsAndDenials
(18.4.1, 18.4.2.4 f)).

NOTE 2 — The order in which discarding of non-relevant tuples is/performed does not change the output of
the ACDF.

18.8.4  Selecting highest precedence, most specific tuples

Perform th¢ following steps to select those tuples of highest preceden¢e and specificity:
1) Discard all tuples having a precedence less than the highest remaining precedence.

2) If more than one tuple remains, choose the tuples-with the most specific user class. If there ar¢ any tuples
matching the requestor with UserClasses clément name or thisEntry, discard all other tuplesf{ Otherwise
if there are any tuples matching UserGroup, discard all other tuples. Otherwise if there are| any tuples
matching subtree, discard all other tuples:

3) If more than one tuple remains, cheose the tuples with the most specific protected item. 1f the protected
item is an attribute and there are ‘tuples that specify the attribute type explicitly, discard all othpr tuples. If
the protected item is an attfibute value, and there are tuples that specify the attribute valug explicitly,
discard all other tuples Aprotected item which is a rangeOfValues is to be treated as spgcifying an
attribute value explicitly:

Grant accegs if and only if one orfmore tuples remain and all grant access. Otherwise deny access.

18.9 Simplified Access Control

18.9.1 Ihtroduction

This subclause describes the functionality of an access control scheme, known as Simplified Access Confrol, that is
designed tq preyide a subset of functionality found in Basic Access Control.

18.9.2  Definition of Simplified Access Control functionality

The functionality of Simplified Access Control is defined as follows:
a) access control decisions shall be made only on the basis of ACllitem values of prescriptiveACI and
subentryACI operational attributes.
NOTE 1 — entryACl, if present, shall not be used to make access control decisions.
b) access control specific administrative areas shall be supported. Access control inner administrative areas

shall not be used. Particular access decisions shall be made on the basis of ACllitem values obtained from
a single Administrative Point, or from subentries of that Administrative Point.

NOTE 2 — Values of prescriptiveAClI attributes appearing in subentries of Administrative Points containing no id-
ar-accessControlSpecificArea Administrative Role attribute value shall not be used to make access control
decisions.

¢) all other provisions shall be as defined for basic access control.
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19 Rule-based Access Control

19.1 Scope and application

This clause defines a specific access control scheme (of possibly many) for the Directory. The access control scheme
defined herein is identified with the accessControlScheme operational attribute by giving it the value rule-based-
access-control or if used in conjunction with the basic or simplified access control schemes defined in clause 18, rule-
and-basic-access-control or rule-and-simple-access-control. Subclause 17.2.2 describes which entries contain the
accessControlScheme operational attribute.

The scheme defined here is only concerned with controlling access to the Directory information within the DIB
(potentially including tree structure and access control information). It does not address controlling access for the
purpose of communication with a DSA application-entity. Control of access to information means the prevention of
unauthorized detection, disclosure, or modification of that information.

19.2 Rule-based Access Control model

There may|be environments where information relating to the clearance (instead of identity) of the réquestoy is used in
determining whether or not access to an attribute value is to be denied. This is defined as Rule-based Access ontrol and
uses adminjistratively imposed access control policy rules in determining when access is to be-denied to certdin contents
of the Directory. If access is denied under Rule-based Access Control, it cannot be allowed-under other acdess control
schemes. Tlhe Rule-based Access Control model identifies the information used in determining whether accpss is to be
denied. This is applied to every operation. Each access control decision involves:

a) Access control information associated with the attribute values-being accessed. This access control
information is called a security label.

b) Access control information associated with the user requesting the operation. This accpss control
information is called the clearance. The user requesting the operation is called the requestor.

c) Rules which define whether an access is authorized given a security label and a clearance, called security
policies.

See Figure|18.

‘Access Control Decision
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Figure 18 — Rule-based Access Control Decision Model

The security label(s) can be securely associated with attribute values by binding the label to the information through the
use of a digital signature or other integrity mechanism. A security label is a property of the attribute value and is
associated with the value as a context.

The clearance is needed to enable a comparison to be made against the security label. The clearance can be bound to the
Distinguished Name of the requestor through a certificate extension field (subject Directory attribute) or through an
attribute certificate. The means selected for providing the clearance is a matter for the security policy in effect.

NOTE — The use of other clearance information, (e.g. that associated with any intermediate DSAs which may have chained the
operation), is outside the scope of this Directory Specification.

The security rules to be applied in making an access control decision are defined as part of the security policy. The
security policy is either identified in the security label or defined for the environment containing the labelled object.
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19.3 Access control administrative areas

As for basic access control (see 18.3), the DIT is divided into administrative areas including Access Control Specific
Areas. The administrative entry for an ACSA identifies the labelling security policies (access rules) that are applicable
for that administrative area as well as the applicable access control scheme (rule-based-access-control or rule-and-
basic-access-control or rule-and-simple-access-control or some other access control scheme).

194 Security Label
19.4.1 Introduction
Security labels may be used to associate security-relevant information with attributes within the Directory.

Security labels may be assigned to an attribute value in line with the security policy in force for that attribute. The
security policy may also define how security labels are to be used to enforce that security policy.

A security [label comprises a set of elements optionally including a security policy identifier, a security classification, a
privacy mark, and a set of security categories. The security label is bound to the attribute value using a-digital signature
or other intpgrity mechanism.

19.4.2  Administration of Security Labels
A security label is assigned to an attribute value by an administrative function before beingplaced in the Diregtory.

This adminjistrative function is responsible for assigning security labels to attribute values’in line with the secprity policy
in force forjthe ACSA.

The bindihg of a security label is protected using a digital signature or other“integrity mechanism. This protection is
applied by the administrative function, or creator of the attribute value.

19.4.3 Ijabelled Attribute Values

A security [label context associates a security label with an attribute<value. Only a single label can be associated with an
attribute vglue. That is, the security label context is single-yalued. In addition, matching rules for the segurity label
context are|not supported.

NOTE - The concept of contexts is introduced in 8.7.

attributeValueSecurityLabelContext CONTEXT ::=c{

WITH SYNTAX  SignedSecurityLabel -2“Atf most one security label context can be assigned to an
-- attribute value
ID id-avc-attributeValueSecurityLabelContext }
SignedSedurityLabel ::= SIGNED {SEQUENCE {
attHash HASH {AttributeTypeAndValue},
issuer Name OPTIONAL, -- name of labelling authority

keyldentifier Keyldentifier OPTIONAL,
securityLabel SecurityLabel } }

SecurityLgbel ::= SET{

security-policy-identifier SecurityPolicyldentifier OPTIONAL,
secyrity-classification SecurityClassification OPTIONAL,
privacy~mark PrivacyMark OPTIONAL,
security-Categories SecurityCategories OPTIONAL }

(AL EXCEPT ( {-- none, af least one component shall be present -} ) )
SecurityPolicyldentifier ::= OBJECT IDENTIFIER

SecurityClassification ::= INTEGER {

unmarked (0),
unclassified (1),
restricted (2),
confidential (3),
secret (4),
top-secret (5) }

PrivacyMark ::= PrintableString (SIZE (1..ub-privacy-mark-length))

SecurityCategories ::= SET SIZE (1..MAX) OF SecurityCategory

108 ITU-T Rec. X.501 (02/2001 E)


https://iecnorm.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

This context is not used to filter or select particular attributes, as for other contexts, and the mechanisms associated with
contexts (fallback, default context values, etc.) are not used to apply rule-based access control.

The attHash component contains the resulting value of applying a cryptographic hashing procedure to DER-encoded
octets, as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8.

The issuer component conveys the name of the labelling authority.

The keyldentifier component may be the identifier of a certified public key as held in the Subject Public Key Identifier
extension field defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 or the identifier of a symmetric key and associated
security control information.

The securityLabel component is composed of a set of elements optionally including a security policy identifier, a
security classification, a privacy mark, and a set of security categories as defined in 8.5.9 of ITU-T Rec. X.411 |
ISO/IEC 10021-4.

19.5 (learance

A clearancg attribute associates a clearance with a named entity including DUAs.

clearance |ATTRIBUTE ::= {
WITH SYNTAX  Clearance
ID id-at-clearance }

Clearance|::= SEQUENCE {
poligyld OBJECT IDENTIFIER,
classList ClassList DEFAULT {unglassified},
securityCategories SET SIZE (1..MAX) OF SecurityCategory OPTIONAL }

ClassList [:= BIT STRING {

unmarked (0),
uncI’Fssified (1),
restificted (2),
confjdential (3),
secrgt (4),
top&cret (5) }
SecurityCategory ::= SEQUENCE {
type [0] SECURITY-CATEGORY.&id ({SecurityCategoriesTable}),
value [11 EXPLICIT SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {@type}) }

SECURITY|-CATEGORY ::= TYPE-IDENTIFIER

SecurityCategoriesTable SECURITY-CATEGORY ::={... }

The policyld component conveys an identifier that may be used to identify the security policy in force tq which the
clearance dlassList and'securityCategories relates.

The classLlist component includes a list of classifications that are associated with the named entity.

The securityCategories (see 8.5.9 of ITU-T Rec. X 411 | ISO/IEC 10021-4) component, if present, provides further
restrictions within the context of a classList.

NOTE — A clearance is securely bound to a named entity using an Attribute Certificate (ITU-T Rec. X.509 | ISO/IEC 9594-8), a
public key Certificate extension field (e.g. within the SubjectDirectoryAttribute extension) (ITU-T Rec. X.509 | ISO/IEC
9594-8), or means outside the scope of this Directory Specification.

19.6 Access Control and Directory operations

Each Directory operation involves making a series of access control decisions on the attribute values that the operation
accesses.

For some operations (e.g. the Remove Entry operation), even though the operation may appear to have succeeded if
access is denied to one or more attribute values, the hidden attributes would remain in the directory. For other operations,
protected items to which access is denied are simply omitted from the operation result and processing continues.

The access control requirements for each operation are specified in ITU-T Rec. X.511 | ISO/IEC 9594-3.
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The algorithm by which any particular access control decision is made is specified as:

— If access to all the attribute values of an entry is denied under rule-based-access-control, the access is
denied to that entry for all operations.

— If access to all the attribute values of an attribute is denied under rule-based-access-control, the access
is denied to that attribute for all operations.

—  Rule-based access control affects operations on reading attribute values (e.g. Read, Search) in that the
attribute value is not visible (the operation is carried out as though the attribute value is not present) if
access is denied to the attribute value.

—  Rule-based access control affects operations which involve removing an entry (e.g. Remove Entry) in that
they do not remove those attribute values to which access is denied.

—  Rule-based access control affects operations which involve removing an attribute type (e.g. Modify Entry

— Remove Attribute) in that thev do not remove those attribute values to which access is denie

—  Rule-based access control affects operations which involve removing an attribute value (e 2 \Mpdify Entry
— Remove Value) in that these operations fail if the access is denied to the attribute valpe:

19.7 Access Control Decision Function

This subclpause specifies how an access control decision is made for any particular. attribute value. It provides a
conceptual|description of the Access Control Decision Function (ACDF) for rule-based-access-control. It describes
how a clearance and a security label are processed in order to decide whether to_grant or deny a particular requestor a
specified pprmission to a given attribute value. The decision function applies the security policy rules which establish
whether an|access is authorized on an attribute value given its security label and-the requestor's clearance. Th¢ definition
of the secufity rules is outside the scope of the Directory Specifications. A~simplified example of security policy rules
for rule-based-access-control is given in M.10.

For each invocation of the ACDF, the inputs are:

a) the requestor's clearance (as defined in 19.5);

b) attribute value being considered at the currefit.decision point for which the ACDF was invoked
c) the security policy in force for the accessscontrol-specific area;

d) security label bound to the attribute value.

The output|is a decision whether to deny acoéss to the attribute value.
For any pafticular instance of making'an access control decision, the outcome shall be the same as if the steps in 19.6
were performed.

19.8 Use of Rule-based’and Basic Access Control

If both rulg-based and basic access control are in effect, the order in which they are applied is a local matter,|except that
if access is|denied to.the entry, an attribute type or an attribute value by either mechanism, it shall not be granted by the
other mecHanisnr. Nn' this respect, DiscloseOnError (see 18.2.3 and 18.2.4) permission of basic-access-gontrol is a
permission|that-shall not override a deny of rule-based-access-control.

20 Cryptographic Protection in Storage

20.1 Data Integrity in Storage

20.1.1 Introduction

In some situations, the Directory may not give sufficient assurance that data is unchanged in storage, regardless of access
controls. The integrity of data stored in the Directory may be validated using digital signatures held as part of the
Directory Information. Either the digital signature of an entry or selected attributes within an entry may be held as an
attribute (see 20.1.2), or the digital signature of a single attribute value may be held in a context (see 20.1.3).

NOTE — The DSA shall maintain the encoding of the attribute placed in the Directory to ensure that the signature calculated on the
returned result is correct.
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20.1.2  Protection of an Entry or Selected Attribute Types

Data integrity of attributes in storage is provided through use of digital signatures held alongside the attributes they are
protecting. The integrity of a whole entry, or of all attribute values for selected attributes in an entry, is protected by an
attribute holding a digital signature of all the attribute values being protected.

This digital signature is created by an authority or directory user responsible for placing the information in the directory
entry. The digital signature can be validated by any user reading the attribute values for the entry. The directory service
itself is not involved in the creation or validation of the digital signature held in this attribute.

This integrity mechanism protects the integrity of directory attributes both in storage and during transfer between
components of the Directory (DSAs and DUAs). This integrity mechanism does not depend on the security of the
directory service itself.

Digital signatures applied to the whole entry do not include operational, collective attributes or the attributelntegritylnfo
itself. Any attribute value contexts are included.

The followjing defines an attribute type to hold a digital signature, along with associated control information, which
provides infegrity of a whole entry or all values of selected attribute types.

attributelntegritylnfo ATTRIBUTE ::= {

WITH SYNTAX Attributelntegritylnfo
ID id-at-attributelntegritylnfo}
Attributelntegritylnfo ::= SIGNED { SEQUENCE {
scope Scope, -- Identifies the attributes protected
signer Signer OPTIONAL, -- Authority or data-etiginators name
attribsHash AttribsHash } } -- Hash value of protected attributes

Signer ::=| CHOICE {
thisgntry [0] EXPLICIT ThisEntry,
thirdParty [1] Specificallyldentified }

ThisEntry [::= CHOICE {
onlyDne  NULL,
spedific IssuerAndSerialNumber }

IssuerAndBerialNumber ::= SEQUENCE {
issuer Name,
serigl CertificateSerialNumber }

Specificallyldentified ::= SEQUENCE {

nam GeneralName,
issuer GeneralName OPTIONAL,
serigl CertificateSerialNumber OPTIONAL }

( WITH COMPONENTS {-.; issuer PRESENT, serial PRESENT } |
( WITH COMPONENTS {-~., issuer ABSENT, serial ABSENT }))

Scope ::=|CHOICE {
wholeEntry [0] NULL, -- Signature protects all attribute values in this entry
sele¢tedTypes— [1] SelectedTypes
-- Signature protects all attribute values of the selected attribute types
}

SelectedTypes ::= SEQUENCE SIZE (1..MAX) OF AttributeType

AttribsHash ::= HASH { SEQUENCE SIZE (1..MAX) OF Attribute }
-- Attribute type and values with associated context values for the selected Scope

An Attributelntegritylnfo value can be created in three different ways:

a) An administrative authority can create and sign the value, and the public key to verify the signature is
known by off-line means.

b) The owner of the entry, i.e. the object represented by the entry, can create and sign the value. If the owner
has several certificates, or expected to have that in the future, the certificate has to be identified by the CA
issuing the certificate together with the certificate serial number.

¢) A third party may create and sign the value. The name of the signer, the name of the CA issuing the
certificate and the certificate serial number is required.
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If the scope is wholeEntry, all the applicable attributes shall be ordered as specified for a set-of type in 6.1 of ITU-T
Rec. X.509 | ISO/IEC 9594-8. If scope is selectedTypes, the ordering shall be the same as the one given in the
SelectedTypes.

NOTE - If a user does not retrieve all the complete attributes that are defined within the Scope data type, it will not be possible
for the user to verify the integrity of the attributes.

20.1.3

Context for Protection of a Single Attribute Value

The following defines a context to hold a digital signature, along with associated control information, which provides
integrity for a single attribute value. Any attribute value contexts are included in the integrity check, excluding the
context used to hold signatures.

attributeValuelntegritylnfoContext CONTEXT ::= {
WITH SYNTAX  AttributeValuelntegrityinfo

ID

sign

id-avc-attributeValuelntegritylnfoContext }

r Signer OPTIONAL, -- Authority or data originators name

Attribute\:Euelntegritylnfo ::= SIGNED { SEQUENCE {

avl

sh AVIHash } } -- Hash value of protected attribute

AVIHash = HASH { AttributeTypeValueContexts }

-- Attribute type and value with associated context values

AttributeTypeValueContexts ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
value ATTRIBUTE.&Type ({SupportedAttributes}{@type});
contextList SET SIZE (1..MAX) OF Context OPTIONAL }

The contextList shall be ordered as specified for a set-of type in 6.1’ 0fTU-T Rec. X.509 | ISO/IEC 9594-8.

20.2

(onfidentiality of stored data

Warning —|This subclause is known to contain invalid spécifications. This subclause is therefore deprecatd
edition will either remove the deprecated specifications-or provide updated text.

20.2.1

Introduction

In some sitpations, the Directory may not giye sufficient assurance that data is kept confidential in storage, r¢
access confrols. Confidentiality of attributes in storage is provided through use of:

a) A template for the definition of an attribute type which is an encrypted variant of an existi
type.

b) An attribute for distributing confidentiality keys.

Once the irectory aeCepts a protected variant of an attribute value, the matching rules of the original
attribute capnot be ifvoked.

d. A future

gardless of

hg attribute

clear text)

NOTE —{ Any mechanism can be used to distribute the keys required to protect attributes defined using the "Confidentfal Attribute"
template. Eurther information on key management techniques can be found in ISO/IEC 11770: Information technolog
techniques's"Key Management.

20.2.2

y — Security

Encrypted Attribute Value Template

If an encrypted variant is required of an existing directory attribute type, the following syntax is used:

EncryptedAttributeSyntax {AttributeSyntax} ::= SEQUENCE {
keylnfo SEQUENCE OF KeyldOrProtectedKey,
encAlg Algorithmldentifier,

encValue ENCRYPTED { AttributeSyntax } }

KeyldOrProtectedKey ::= SEQUENCE {
keyldentifier [0] Keyldentifier OPTIONAL,
protectedKeys [1] ProtectedKey OPTIONAL }

112

-- At least one key identifier or protected key shall be present
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ProtectedKey ::= SEQUENCE {

authReaders AuthReaders, -- if absent, use attribute in authorized reader entry
keyEncAlg Algorithmldentifier OPTIONAL, -- algorithm to encrypt encAttrKey
encAttKey EncAttKey }

-- confidentiality key protected with authorized user's
-- protection mechanism

AuthReaders ::= SEQUENCE OF Name

EncAttKey ::= PROTECTED {SymmetricKey, keyProtection}

SymmetricKey ::= BIT STRING

keyProtection PROTECTION-MAPPING ::= {
SECURITY-TRANSFORMATION {genEncryption} }

NOTE 1f - It is not reasonable that ordering matching rules or substring matching rules be used for encrypted attribu
recommended that encrypted attributes are only defined for user attributes.

AttributeSyntax is the clear text syntax of the attribute and EncryptedAttributeSyntax the syntaxlof the
confidential attribute.

The keylde¢ntifier may be the identifier of a certified public key as held in the Subject K&y Identifier extq
defined in
control infgrmation.

The authReaders identifies those subjects who are permitted to retrieve the ProtectedKey.

tlause 8 of ITU-T Rec. X.509 | ISO/IEC 9594-8, or the identifier of a symmetri¢)key and associa

es. It is also

equivalent

nsion field
ed security

The keyEngAlg is the identifier for the algorithm used to encrypt the encAttKey,/which is the identifier for the key used

to apply th¢ confidentiality service.
The genEncryption SECURITY-TRANSFORMATION defines the transformation which is used for key distril

ution. This

is further defined in 17.3.1. This transformation may be used with@ny“encryption algorithm, including revergible public
key algorithms and symmetric key algorithms.
NOTE 2 - Key management, which includes key distribution, is"within the purview of some administratively contrdlled security

policy. Therefore, this specification does not constrain the genEncryption SECURITY-TRANSFORMATION in such a
preclude] the security manager of the DMD from specifyingithe precise details of key distribution. Furthermore, this
does nof require qualities of the genEncryption SECURITY-TRANSFORMATION such that these qualities preclud
particuldr key distribution mechanisms.

Support fof an attribute does not imply support, for the equivalent encrypted attribute.

manner as to
specification
e the use of

Where a uger attribute is defined in this.set of specifications, the object identifier for the encrypted equivalent of that

attribute is jallocated in ITU-T Rec. X.520'ISO/IEC 9594-6, Annex A.

20.2.3

If it is necgssary to distribute-infermation about the encryption that provides confidentiality of stored data, th|
attribute shpll be used:

confKeyinfo ATTRIBUTE ::= {

WITH SYNTAX ConfKeylinfo
EQUALITYY MATCHING RULE readerAndKeylDMatch
ID id-at-confKeylnfo }

Attribute for Confidentiality Key

ConfKeyinfo ::= SEQUENCE {
keyldentifier Keyldentifier,
protectedKey ProtectedKey }

20.2.4

Reader and Key Identifier Matching Rule

A matching rule for a list of authorized readers and their associated keys is as follows:

readerAndKeylDMatch MATCHING-RULE ::= {
SYNTAX ReaderAndKeylDAssertion

ID

id-mr-readerAndKeylDMatch }

ReaderAndKeylDAssertion ::= SEQUENCE {
keyldentifier Keyldentifier,
authReaders AuthReaders OPTIONAL }

ITU-T Rec. X.501 (02/2001 E)
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The matching rule returns a TRUE if all of the components that are present in the presented value match the
corresponding components of the attribute value, as follows:

a) keyldentifier matches if it is equal to the keyldentifier component of the ProtectedKey in the stored
attribute value;

b) if present the authReaders matches if it is equal to one of the names in the authReaders component of
the ProtectedKey in the stored attribute value.
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SECTION 9 — DSA MODELS

21 DSA Models

This clause is concerned with general models describing various aspects of the components comprising the Directory,
Directory System Agents (DSAs). Subsequent clauses treat additional DSA models.

21.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

21.1.1 DIB fragment: The portion of the DIB that is held by one master DSA, comprising one or more naming
contexts.

21.1.2  cpntext prefix: The sequence of RDNs leading from the Root of the DIT to the initial yértex of a naming
context; cofresponds to the distinguished name of that vertex.

21.1.3 njaming context: A subtree of entries held in a single master DSA.

21.2 Directory Functional Model

The Directpry is manifested as a set of one or more application-processes known)as Directory System Agepts (DSAs),
each of which provides zero, one or more of the access points. This is illustrated in Figure 19 where the Directory is
composed ¢f more than one DSA, it is said to be distributed. The procedures‘for the operation of the Directory when it is
distributed fare specified in ITU-T Rec. X.518 | ISO/IEC 9594-4.

The Ditectory

TISO3330-94

Figure 19 — The Directory Provided by Multiple DSAs

NOTE — A DSA will likely exhibit local behaviour and structure which is outside the scope of envisaged Directory Specifications.
For example, a DSA which is responsible for holding some or all of the information in the DIB will normally do so by means of a
database, the interface to which is a local matter.

A particular pair of application-processes which need to interact in the provision of directory services (either a DUA and
a DSA, or two DSAs) may be located in different open systems. Such an interaction is carried out by means of OSI
Directory protocols, as specified in ITU-T Rec. X.519 | ISO/IEC 9594-5.

Clause 23 specifies the models that are used as the basis for specifying the distributed aspects of the Directory. A

framework for the specification of operational models concerned with particular aspects of the operation of the
components of the Directory, DSAs, is provided in clauses 25 through 28.
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21.3 Directory Distribution Model
This subclause defines the principles according to which the DIB can be distributed.

Each entry within the DIB is administered by one, and only one, DSA's Administrator who is said to have administrative
authority for that entry. Maintenance and management of an entry shall take place in a DSA administered by the
administrative authority for the entry. This DSA is the master DSA for the entry.

Each master DSA within the Directory holds a fragment of the DIB. The DIB fragment held by a master DSA is
described in terms of the DIT and comprises one or more naming contexts. A naming context is a subtree of the DIT, all
entries of which have a common administrative authority and are held in the same master DSA. A naming context starts
at a vertex of the DIT (other than the root) and extends downwards to leaf and/or non-leaf vertices. Such vertices
constitute the border of the naming context. The superior of the starting vertex of a naming context is not held in that
master DSA. Subordinates of the non-leaf vertices belonging to the border denote the start of further naming contexts.

NOTE 1 — The DIT is therefore partitioned into disjoint naming contexts, each under the administrative authority of a single
master DSA.

NOTE 2 — A naming context in itself is not an administrative area having an administrative point_or|an exglicit subtree
specificdtion, but it may coincide with an administrative area.

A family of entries shall reside in a single naming context.

It is possible for a master DSA's administrator to have administrative authority for several disjoint naming cgntexts. For
every naming context for which a master DSA has administrative authority, it shall\legically hold the sequen¢e of RDNs
which lead|from the root of the DIT to the initial vertex of the subtree comprising the naming context. This §equence of
RDN:s is called the context prefix of the naming context.

NOTE 3 — The primary distinguished name of the naming context shall be used as the context prefix. Contexts and alternative
values With context may optionally be included in the RDNs.

A master IDSA's administrator may delegate administrative authority for any immediate subordinates of any entry held
locally to gnother master DSA. A master DSA that delegated authority is called a superior DSA and the ¢ontext that
holds the quperior entry of one for which the administrative authority was delegated, is called the superfor naming
context. Ddlegation of administrative authority begins with the root and proceeds downwards in the DIT; that is, it can
only occur [from an entry to its subordinates.

Figure 20 i]lustrates a hypothetical DIT logically. partitioned into five naming contexts (named A, B, C, D anfl E), which
are physically distributed over three DSAs (DSAT, DSA2, and DSA3).

From the example, it can be seen that/the-naming contexts held by particular master DSAs may be configuted so as to
meet a widle range of operational requirements. Certain master DSAs may be configured to hold those pntries that
represent higher level naming demains within some logical part(s) of the DIB, the organizational structurg¢ of a large
company sy, but not necessarily Jall the subordinate entries. Alternatively, master DSAs may be configured tp hold only
those naming contexts representing primarily leaf entries.

From the above definifions, the limiting case for a naming context can be either a single entry or the whole of the DIT.

Whilst the |logi¢al to physical mapping of the DIT onto master DSAs is potentially arbitrary, the task of {nformation
location anfl management is simplified if the master DSAs are configured to hold a small number of naming cpntexts.

DSAs may hold entry-copies as well as entries. Shadowed entries, the only sort of entry-copy considered in the Directory
Specifications, are maintained by means of the shadowing service described in ITU-T Rec. X.525 | ISO/IEC 9594-9. In
addition to this standardized sort of replicated information, two additional non-standardized sorts of entry-copy may be
encountered in the Directory.

—  Copies of an entry may be stored in other DSA(s) through bilateral agreement.

—  Copies of an entry may be acquired by storing (locally and dynamically) a cache-copy of an entry which
results from a request.

NOTE 4 — The means by which these copies are maintained and managed is not defined in these Directory
Specifications. Due to more precise handling of features like access control, it is recommended that the shadow
service be used instead of using cached-copies.
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Figure 20 — Hypothetical DIT

ding an entry-copy is a shadow DSA for that entry.cA shadow DSA may hold a copy of a naming

| model, and a specification mechanismis-provided. The shadowing mechanism in the Directory
on of the subset of the DIT that will be shadowed. This subset is called unit of replication.

be replicated within that scope; and the requirements for subordinate knowledge. The unit of repl

subentries (e.g. access, control information) which is to be used to correctly perform Directory

itor of a Dipectory request is informed (via fromEntry) as to whether information returned in re

r-copies-te satisfy the request (although copy information may be used in name resolution).

pre-1997
attribute

< Such name resolutlon W111 fall in some mstances for a valld altematlve name when resolved agamst a c(

type for whlch there are multlple dlstmgulshed Values dlfferentlated by context

ed in 9.2 of ITU-T Rec. X.525 | ISO/IEC*9594-9, a unit or replication is defined within th¢

ontext or a

reof. The specification of the portion of a naming context that is shadowed is termed a unit of repligation.

Directory
is based on

The unit of
comprises a three-part specification~which defines the scope of the portion of the DIT to be replicated, the

fcation also

auses the shadowed inforndation to include policy information in the form of operational attribytes held in

operations.

information to be included begins at an autonomous administrative point and extends to the replication base

sponse to a
prohibit the

py held in a
includes an

In order for a DUA to begin processing a request it shall hold some information, specifically the presentation address,
about at least one DSA that it can contact initially. How it acquires and holds this information is a local matter.

During the process of modification of entries it is possible that the Directory may become inconsistent. This will be
particularly likely if modification involves aliases or aliased objects which may be in different DSAs. The inconsistency
shall be corrected by specific administrator action, for example to delete aliases if the corresponding aliased objects have
been deleted. The Directory continues to operate during this period of inconsistency.
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SECTION 10 — DSA INFORMATION MODEL

22 Knowledge

221 Definitions
For the purposes of this Directory Specification, the following definitions apply:
22.1.1 category: A characteristic of a knowledge reference that qualifies it as identifying a master or a shadow DSA.

22.1.2 commonly usable: A characteristic of a replicated area that permits general distribution of the access point of
the DSA holding it; a commonly usable replicated area is normally a complete shadow copy of a naming context.

22.1.3  cfoss reference: A knowledge reference containing information about a DSA that holds an entfy or entry-
copy. This fis used for optimization. The entry need have no superior or subordinate relationship to any entry [in the DSA
holding the cross reference.

22.1.4 disjoint view (of the DIT): In the absence of a reference path, it may not be possible to resolve a distinguished
name (i.e.|find the location of a DSA holding a specific distinguished name) from the perspective of a DSA holding a
particular gortion of the DIT, because not all parts of the DIT may be reachable using chaingd’operations. Th¢ portion of
the DIT coptained in such a DSA is called a disjoint view and the DSA is said to hold™a, disjoint view. A disjoint view
occurs where the DSAs holding separate subtrees of the DIT do not interact in order €0 sipport accessibility of the entire
DIT.

22.1.5 immediate superior reference: A knowledge reference containing.information about a DSA thgt holds the
naming comtext (or a commonly usable replicated area derived from it) that'is immediately superior to one held by the
DSA for which the knowledge reference is relevant.

22.1.6  kinowledge (information): DSA operational informationvheld by a DSA that it uses to locate rem¢te entry or
entry-copy |information.

22.1.7 kinowledge reference: Knowledge which associates, either directly or indirectly, a DIT entry or|entry-copy
with the D$A in which it is located.

22.1.8 'rI-Laster knowledge: Knowledge of the master DSA for a naming context.

22.1.9 n-specific subordinate referencé:>A knowledge reference containing information about a DSA that holds
one or morg unspecified subordinate entries ot entry-copies.

22.1.10 rgference path: A continuous‘sequence of knowledge references.

22.1.11 shadow knowledge:-Knowledge of one or more shadow DSAs for a naming context (if the krjowledge is
specific) of contexts (if non-gpecific).

22.1.12 spibordinate meference: A knowledge reference containing information about a DSA that holdg a specific
subordinatg entry or €ntry-copy.

22.1.13 spiperior ‘reference: A knowledge reference containing information about a DSA considered |capable of
resolving (1.eMinding any entry within) the whole of the DIT.

22.2 Introduction

The DIB is distributed across a large number of master DSAs, each holding and having administrative authority for a
DIB fragment. The principles governing this distribution are specified in 21.3.

In addition, these and other DSAs may hold copies of portions of the DIB.

It is a requirement of the Directory that, for particular modes of user interaction, the distribution of the directory be
rendered transparent, thereby giving the effect that the whole of the DIB appears to be within each and every DSA.

In order to support this operational requirement, it is necessary that each DSA be able to gain access to the information
held in the DIB associated with any name (i.e. any object's distinguished or alias names). If the DSA does not itself hold
an object entry or object entry-copy associated with the name, it shall be able to interact with a DSA that does, either
directly or indirectly by means of direct and/or indirect interactions with other DSAs.
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When the Directory user indicates that entry-copy information shall not be used to satisfy his request, the DSA servicing
the request must be able to gain access, directly or indirectly, to the master DSA holding the entry information associated
with the name supplied in the user's request.

This clause defines knowledge as that DSA operational information required to achieve these technical objectives.
Subsequent clauses specify the representation of knowledge in the context of a general DSA information model.

NOTE - The preceding statements represent technical objectives of the Directory. Realization of these technical objectives
depends on other matters (e.g. policy matters) in addition to a consistent configuration of knowledge in DSAs. Clauses 25 through
28 establish a framework to address some of these matters.

Annex O contains an illustration of the modelling of knowledge. The illustration is based on the hypothetical DIT given
in Figure 20.

22.3 Knowledge References

Knowledge[1s That operational information neld by a DSA that represents a partial description of the distributjon of entry
and entry-¢opy information held in other DSAs. Knowledge is used by a DSA to determine an approprigte DSA to
contact when a request received from a DUA or another DSA cannot be satisfied with locally held inforfmatios).

Knowledgg consists of knowledge references. A knowledge reference associates, either directly or indirectly, the name of
a Directory| entry with a DSA holding the entry or a copy of the entry.

Names usdd in knowledge references, whether as context prefixes, DSA names or efifty’ names, shall pe primary
distinguishgd values. Context, and alternative values with context, may also be included(inyRDNs.
NOTE - Name resolution may fail for a valid alternative name when knowledge referengeS.dre held in pre-1997 DSAs which do

not recognize multiple distinguished values differentiated by context, or in DSAs notyholding all the alternative distinguished
names i} knowledge references or entry-copies.

22.3.1 Knowledge Categories
There are tvo categories of knowledge reference, master knowledge reférences and shadow knowledge references.
Master knowledge is knowledge of the access point of the master"\DSA for a naming context.

Shadow knpwledge is knowledge of DSAs holding replicated Directory information; it may be distributed [by shadow
suppliers tq shadow consumers by means of the replicatiottprocedures described in ITU-T Rec. X.525 | ISO/IEC 9594-9.
Shadow krjowledge is knowledge of the access pointvef a set of one or more shadow DSAs for a replicqted area (a
naming context or a portion thereof).

A DSA that is the object of shadow knowledge shall hold a commonly usable replicated area. One form of replicated
area that is|commonly usable is a completesshadow copy of a naming context. An incomplete shadow copy gf a naming
context held by a DSA may be commonly-tisable if it is sufficiently complete to satisfy the interrogation r¢quests that
users commonly make to the DSA. It is_the responsibility of the administrative authority who causes shadow|knowledge
of a DSA hpolding an incomplete copy of a naming context to be distributed that the replicated area be commonly usable.

A given DBA may hold both.master and shadow knowledge, the latter involving multiple shadow DSAs, fegarding a
particular faming context., The’specific knowledge used in the processing of a request received from a DUA or another
DSA, e.g. |in the name ‘tesolution process, is determined by a DSA-specific selection procedure whereby the DSA
computes, based on any.non-standardized criteria deemed appropriate by the administrative authority, an accgss point of
a DSA capable of progressing the request.

NOTE - The Digectory Specifications do not constrain how master and shadow knowledge is used by DSAs (other than indirectly

through [censtraints on DSA behaviour, for example, the dontUseCopy and copyShallDo service controls as specified in ITU-T
Rec. X. HH-HSOAEECH594-35-

22.3.2 Knowledge Reference Types

The knowledge possessed by a DSA is defined in terms of a set of one or more knowledge references where each
reference associates, either directly or indirectly, entries (or entry-copies) of the DIB with the DSA which holds those
entries (or entry-copies).
A DSA may hold the following types of knowledge reference:

—  superior references;

—  immediate superior references;

—  subordinate references;

—  non-specific subordinate references; and

— cross references.
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A knowledge reference of a particular type shall be either a master or shadow knowledge reference.

In addition, a DSA that participates in shadowing as a shadow supplier and/or consumer may hold one or more of the
following types of knowledge reference:

supplier references; and

consumer references.

These knowledge reference types are described below.

22.3.2.1 S

uperior References

A superior reference consists of:

the Access Point of a DSA.

Each non-first level DSA (see 22.5) shall maintain at least one superior reference. The superior reference shall form part

of a refere
DMD, this
prefix has {

22.3.2.2 1

An immed

Immediate
binding to
operationall

22.3.2.3 Subordinate References

A subordin

All naming
subordinatd

In the case
on the shad

22.3.24 N

A non-sped

TC palii 1o the Tool. UNIess Some method outside e standard S empioyed 10 ensure s, 10T eXaim
shall be accomplished by referring to a DSA which holds a naming context or replicated area-wh|
ewer RDNs than the context prefix with fewest RDNs held by the DSA holding the reference.

mmediate Superior References

ate superior reference consists of:

le within a
0se context

the context prefix of a naming context that is immediately superior to ong-held (as entries or entry-copies)

by the DSA holding the reference;

the Access Point of the DSA holding that naming context (as entrigs-0r entry-copies).

superior references are an optional reference type that only occur when there is a hierarchical
the referenced DSA (see clause 24 in ITU-T Rec. X.518 | ISOAEC 9594-4). In the absence of s
bindings, an immediate superior naming context may be referenced by means of a cross reference.

ate reference consists of:

a context prefix corresponding to a naming.éontext immediately subordinate to one held (a
entry-copies) by the DSA holding the reference;

the Access Point of the DSA holding.thiat naming context (as entries or entry-copies).

b

references (or non-specific suberdinate references as described in 22.3.2.4).

where a DSA holds entry-copies, the subordinate naming contexts may or may not be represented
owing agreement in effect.

on-Specific Subordinate References

ific subordinate.réference consists of:

the Access® Points of a DSA that holds the entries (or entry-copies) of one or more i
subordinate Naming Contexts.

This type of reference is optional, to allow for the case in which a DSA is known to contain some subordinatg
entry—copiqs) but the specific RDNs of those entries (or entry-copies) is not known.

operational
ich explicit

5 entries or

b contexts immediately subordinate to naming contexts held by a master DSA shall be repiesented by

depending

mmediately

entries (or

For each naming context that it holds, a master DSA may hold zero or more non-specific subordinate references. DSAs
accessed via a non-specific reference shall be able to resolve the request directly (either success or failure). In the event
of failure, a serviceError reporting a problem of unableToProceed is returned to the requestor.

In the case where a DSA holds entry-copies, the non-specific subordinate references may or may not be represented,
depending on the shadowing agreement in effect.

22.3.2.5 Cross References

A cross reference consists of:

a Context Prefix;

the Access Point of a DSA which holds the entries or entry-copies for that naming context.

This type of reference is optional and serves to optimize Name Resolution. A DSA may hold any number (including
zero) of cross references.
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22.3.2.6 Supplier References

A supplier reference held by a shadow consumer DSA consists of:

—  the context prefix of the naming context from which the replicated area received from the shadow supplier
is derived;

— the identifier of the shadowing agreement that the shadow consumer has established with a shadow
supplier;

—  the Access Point of the shadow supplier DSA;
— an indication of whether the shadow supplier of the replicated area is or is not the master; and

—  optionally, the access point of the master DSA if the supplier is not the master.

22.3.2.7 Consumer References

A consumeyr reference held by a shadow supplier DSA consists of:

— the context prefix of a naming context from which the replicated area provided by the shadow supplier is
derived;

- the identifier of the shadowing agreement that the shadow supplier has establisShed with a consymer; and

-{  the Access Point of the shadow consumer DSA.

22.4 Minimum Knowledge
It is a prop¢rty of the Directory that each entry can be accessed independently~of where a request is generated.

It is also a property of the Directory that, to achieve adequate levels©f)performance and availability, some rpquests can
be satisfied using a copy of an entry, while other requests may only‘be satisfied using the entry itself (i.e. the {nformation
held at the master DSA for the entry).

To realize these location independence properties of the Directory, each DSA shall maintain a minimum |quantity of
knowledge|which depends on the particular configuration“ef the DSA.

The objective of these minimum requirements is topérmit the distributed name resolution process to establish|a reference
path, as a cpntinuous sequence of master knowledge references, to all naming contexts within the Directory.

Beyond th¢se minimum requirements, additional knowledge may be employed to establish other referenge paths to
copies of rlaming contexts. Cross reference knowledge (master and shadow) may be employed to establish optimized
reference ppths to naming contexts and copies of naming contexts.

The minimpim knowledge requirements for DSAs are specified in 22.4.1-22.4.4.

22.4.1  Superior Knowledge

Each DSA [that is nof a)first level DSA shall maintain at least one superior reference. Additional superior references may
be held for|operational reasons as alternative paths to the root of the DIT.

22.4.2  Subordinate Knowledge

A DSA that is the master DSA of a naming context shall maintain subordinate or non-specific subordinate references of
category master knowledge to each master DSA holding (as master) an immediately subordinate naming context.

22.4.3  Supplier Knowledge

For each shadow supplier DSA that supplies it with a replicated area, a shadow consumer DSA shall maintain a supplier
reference. If the shadow consumer's subordinate knowledge for the copy of the naming context is incomplete, it shall use
its supplier reference to establish a reference path to subordinate information. This procedure is described in clause 20 of
ITU-T Rec. X.518 | ISO/IEC 9594-4.

2244  Consumer Knowledge

For each shadow consumer DSA that it supplies with a replicated area, a shadow supplier DSA shall maintain a
consumer reference.
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22.5 First Level DSAs

The DSA referenced by a superior reference assumes the burden of establishing a reference path to all of the DIT that is
unknown to the referring DSA. A DSA referenced by other DSAs may itself maintain one or more superior references.
This recursive superior referral process stops at a set of first level DSAs upon whom the ultimate responsibility for the
establishment of reference paths falls.

A first level DSA is characterized as follows:
a) it does not hold a superior reference;

b) it may hold one or more naming contexts immediately subordinate to the root of the DIT (as master or
shadow DSA for the naming context); and

c) it holds subordinate references (of category master and/or shadow) and non-specific subordinate
references (of category master and/or shadow) which account for all the naming contexts immediately

subordinate-ta-theroot-aofthe DIT ihich it doec naot 1tcalf hald
SHoofratate-to-tie-foot- ottt r—wiHent-aoeShHotitser11ora-

The adminjistrative authorities for first level DSAs are jointly responsible for the administration efithe|immediate
subordinatgs of the root of the DIT. The procedures governing this joint administration are determinied by multilateral
agreementy which are outside the scope of the Directory Specifications.

To limit the quantity of interrogation requests that might be directed to a master first level DSA (i.e. a DSA that is a
master for 2 naming context immediately subordinate to the root of the DIT), it is possible(te -establish shadoy first level
DSAs for that master first level DSA. Such shadow DSAs hold copies of the enfries and subordinate| references
immediatelly subordinate to the root held in its master (or supplier) first level DSX, They thercfore may|serve as a
superior reference for non-first level DSAs.

23 Basic Elements of the DSA Information Model

23.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
23.1.1 DSA information tree: The set of all DSEs held by a DSA when viewed from the perspective of their names.

23.1.2 DSA-shared attribute: An operational dttribute in the DSA information model associated with p particular
name whose value or values, if held by several DSAs, are identical (except during periods of transient inconsigtency).

23.1.3 DSA-specific attribute: An operational attribute in the DSA information model associated with p particular
name whose value or values, if held byseveral DSAs, need not be identical.

23.1.4 DSA-specific entry (DSE): ‘The information held by a DSA that is associated with a particular name; the DSE
may (but nged not) contain the fiformation associated with the corresponding Directory entry.

23.1.5 DSE type: An mdijcation of the particular purpose of a DSE; a DSE may serve multiple purposgs and thus
have multiple types.

23.2 Introduction

The Directprysinformation model describes how the Directory as a whole represents information about objedts having a
distinguished name and optionally alias names. In its description of the DIT, entries and attributes, the composition of the
Directory as a set of potentially cooperating DSAs is abstracted from the model.

The DSA information model, on the other hand, is especially concerned with DSAs and the information that must be
held by DSAs in order that the set of DSAs comprising the Directory may together realize the Directory information
model. It is concerned with:

—  how Directory information (object and alias entries and subentries) is mapped onto DSAs;
—  how copies of Directory information may be held by DSAs;
—  the operational information required by DSAs to perform name resolution and operation evaluation; and

—  the operational information required by DSAs to engage in shadowing and to use shadowed information.

The purpose for modelling a representation of DSA operational information such as knowledge is to establish the general
framework for management access to DSA operational information.
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23.3 DSA-Specific Entries and their Names

In the DSA information model, the information repositories holding the information associated with a particular name
are termed DSA-Specific Entries (DSEs). Directory entries exist in the DSA information model only as information
elements from which DSEs may be composed. Operational attributes specific to the DSA information model comprise
the other variety of information element from which DSEs may be composed.

If a DSA holds any information concerning a name directly (i.e. information held in a repository identified by the name),
it is said to know or have knowledge of that name.

For each name known by a DSA, all the information held by the DSA directly associated with the name other than the
name itself is represented by one DSE. This latter information (i.e. the RDN and its relationship to the DIT) is not
represented explicitly as attributes in the DSA information model; the set of names known by a DSA constitute an
implicit fabric on which the associated DSEs can be considered to be attached.

NOTE 1| — One consequence of the way the DSA information model handles names is that, for DSEs that are not df type entry,
alias or qubentry, the AVA(s) expressing the RDN of the DSE is not modelled as held in (an) attribute(s).

Where altdgrnative names exist because of naming attributes having multiple distinguished valyes”differpntiated by
context, a §ingle DSE represents all the information held by the DSA about all the alternative names” This is fnodelled in
the DSA information model as a single name with context-specific variants, rather than as separate names.

NOTE 2]— For consistent name resolution and interworking with pre-1997 DSAs, every DSA shall’have information gbout at least
the primary distinguished values of all attributes contributing to a name, and desirably asr many of the alternative distinguished
values a$ possible.

The set of all names known by a DSA, together with the information associatéd-with each name, when viewgd from the
perspective of these names, is termed the DSA information tree for that DSA. A DSA information tree is [depicted in
Figure 21.

Root DSE
Root .= @
DSA-Specific
~~~~~~~~~ Attributes
— ] .
Administrative - Directory DSA-Shared DSA-Specific
Point (AP)  TTHA= e Entry Attributes Attributes
DSE
Subentry . @
| | [ . Directory DSA-Shared DSA-Specific
\\\\\\\ Subentry Attributes Attributes
AP )
| ! DSE (e.g. for subordinate references)
| | | | | | DSA-Shared |  DSA-Specific
Attributes Attributes
TIS03350-94

Figure 21 — A DSA Information Tree

The minimum information that a DSA may associate with a name, and thus know the name, consists of an expression of
the purpose for which the name is known (i.e. the role played by the name in the operation of the DSA knowing it). This
purpose is represented in the DSA information model by the DSA-specific attribute, dseType.
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In addition, a DSE may hold other information associated with the name such as an entry or entry-copy, DSA-shared
attributes and DSA-specific attributes.

A DSE may represent a Directory entry directly, a portion of an entry or no Directory information. The information held
in a DSE varies, depending on its type or purpose. In general, the following sorts of DSEs may occur in DSAs.

234

A DSE is d
one of thes

23.4.1

A DSE directly representing a Directory entry contains the user and operational attributes corresponding
to that Directory entry (as depicted in DSE 2 in Figure 21). The DSE may also contain DSA-shared and

DSA-specific attributes.

A DSE representing a portion of an entry (as a result of shadowing) contains some of the user and
operational attributes corresponding to the Directory entry, DSA-specific attributes and may also contain

DSA-shared attributes.

A subentry DSE representing, for example prescriptive ACI or collective attributes, contains the relevant

user and operational attributes corresponding to a Directory subentry (as depicted in DSE 3 in
The DSE mav also contain DSA _shared and nQA_cpPr‘iﬁ'r‘ attributes.

Figure 21).

H

)

A DSE representing no Directory entry information contains only DSA-shared and/er\D
attributes (as depicted in DSEs 1 and 4 in Figure 21). For example, a DSE representing a
reference may have a DSA-shared attribute that indicates the master access pointyand a D
attribute to indicate that the DSE is a subordinate reference.

NOTE 3 — The DSE is a conceptual entity which facilitates the specification/and) modelling of

not intended to impose any particular constraints or data structure on implementations.

asic Elements

omprised of three basic elements: the DSE type, some number of.DSA operational attributes (the 1
b) and optionally an entry or entry-copy.

SA Operational Attributes

B A-specific
subordinate
B A-specific

information

components in a consistent and convenient way. Although DSEs are said to "hald!'-or "store" information, this is

DSE type is

Two varietiies of operational attribute occur in the DSA information model that do not correspond to inf¢prmation in

Directory ¢

A DSA-shd
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23.4.2

The type d
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ntries. Those are DSA-shared and DSA-specific attributes.

red attribute is an operational attribute in the*DSA information model associated with a parti
e or values, if held by several DSAs, are identical (except during periods of transient inconsistend
shadow-copy of a DSA-shared attribute,

cific attribute is an operational attribute in the DSA information model associated with a parti
e or values, if held by several PSAs, need not be identical. A DSA-specific attribute represents
| that is specific to the funetioning of the DSA holding it. A DSA cannot hold a shadow-copy
ibute.

While a shadow-supplier. DSA may provide a shadow-consumer DSA with a DSA-specific attribute, this is

hdow-copy of information held by the supplier but, rather, information produced by the supplier for the con
mer may then use and modify.

SE Types

f a DSE; represented in the DSA information model by the DSA-specific operational attributg
e pafticular purpose (or role) of a DSE. This purpose is indicated by the named bits of the single

cular name
y). A DSA

cular name
operational
of a DSA-

conceptually
umer which

b dseType,
alue of the

ftribute. As a DSE may serve several purposes, several named bits of the dseType attribute mg

y be set to

TST PUTPOSTS. A MUMDET Of COMDINALONS Of Named bits At are {Kety 10 OCCUT are specitied I AT

ex N.

The phrase "a DSE of type x" is used in the Directory Specifications to indicate that the named bit x of the DSE's
dseType attribute has been set. For a DSE of type x, other named bits may or may not be set, as required. The alternate
phrase "the DSE type includes x" may also be used.

The syntactic specification of the dseType operational attribute may be expressed using the attribute notation as follows:

dseType ATTRIBUTE ::= {
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WITH SYNTAX DSEType
EQUALITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-dseType }
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The ASN.1 type that represents the syntax of the possible values of the dseType attribute is DSEType. Its definition is:

t DSA as a
nce of zero

ct service is

£ Or a Cross
fix or cross

subordinate

\

DSEType ::= BIT STRING {
root (0), -- root DSE --
glue (1), -- represents knowledge of a name only --
cp (2), -- context prefix --
entry (3), -- object entry --
alias (4), -- alias entry --
subr (5), -- subordinate reference --
nssr (6), -- non-specific subordinate reference --
supr (7), -- superior reference --
xr (8), -- cross reference --
adm U:llt (g), aduu’lu’otlatl.vc IJUI.IIt
subgntry (10), -- subentry --
shadow (11), -- shadow copy --
immBupr (13), -- immediate superior reference --
rhob (14), -- rhob information --
sa (15), -- subordinate reference to alias entry --
dsSubentry (16), -- DSA Specific subentry --
familyMember  (17) } -- family member --
The values|of DSEType are:

a) root: The root DSE contains DSA-specific attributes, used By the DSA, that characterize thaj
whole. The name corresponding to the root DSE is the degenérate name consisting of a seque
RDNs.

NOTE — Information that characterizes a DSA that is\to be made available via the Directory abstrg
contained in the DSA's entry. A DSA may, but need.not, hold its own entry or a copy of its own entry.

b) glue: A glue DSE represents knowledge of amame only. A DSA holding a context prefix DS]
reference DSE may hold glue DSEs to represent the names of the superiors of the context pre
reference DSE if no other operational information (e.g. knowledge) is associated with those nagnes. This is
illustrated in Figure 22. A DSE of typ&glue shall not have any other DSEType bit set.

c) cp: The DSE representing the context prefix of a naming context.

d) entry: A DSE that holds an ebject entry.

e) alias: A DSE that holds'an alias entry.

f] subr: A DSE that holds a specific knowledge attribute to represent a subordinate reference.

g) nssr: A DSE~that holds a non-specific knowledge attribute to represent a non-specific
reference.

h) supr: ASDSE that holds a specific knowledge attribute to represent the DSAs superior referencq

i]  xr:<ADSE that holds a specific knowledge attribute to represent a cross reference.

] admPoint: A DSE corresponding to an administrative point.

k) subentry: A DSE thatf holds a subenfry.

1) shadow: A DSE that holds a shadow-copy of an entry (or part of an entry) or other information
(e.g. knowledge) received from a shadow-supplier; this named bit is set by the shadow consumer.

m) immSupr: A DSE that holds a specific knowledge attribute to represent a immediate superior reference.

n) rhob: A DSE that holds administrative point and subentry information received from a superior DSA in a
Relevant Hierarchical Operational Binding (i.e. in either a Hierarchical Operational Binding or a Non-
specific Hierarchical Binding as described in clauses 24 and 25 of ITU-T Rec. X.518 | ISO/IEC 9594-4).

0) sa: A qualifier of a subr DSE indicating that the subordinate naming context entry is an alias.

p) dsSubentry: A DSE that holds a DSA specific subentry.

q) familyMember: A DSE that holds a family member.

The use of this operational attribute to represent aspects of the DSA information model is described in clause 23.
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24 Representation of DSA Information

This clause treats the representation of DSA information. It describes the representation of DSA operational information
(knowledge), Directory user information and Directory operational information.

24.1 Representation of Directory User and Operational Information

This clause specifies the representation of Directory user and Directory operational information in the DSA information
model.

24.1.1  Object Entry

An object entry is represented by a DSE of type entry which contains the user and Directory operational attributes
associated with the Directory entry. The name of the DSE is the name of the object entry (i.e. the object's distinguished
name).

If the DSE |holds a copy of the entry, the DSE type includes shadow.

If the namg¢ of the object entry includes any alternative distinguished names differentiated by context,the jame of the
DSE may glso include those alternative distinguished names differentiated by context. In the case‘of a DSE that holds a
shadow of the entry, the name of the DSE may include a subset of the alternative distinguishednames. In the case of a
DSE that i§ not a copy, the name of the DSE shall include all distinguished names.

NOTE + For consistency and interworking with pre-1997 DSAs, the name of a DSE holding a’copy shall includg at least the

primary [distinguished value of any naming attribute. Thus the copy has at least the primary,distinguished name of the jobject entry.
Name resolution is enhanced if every distinguished value (and thus every alternative distingtished name) is present.

24.1.2  Alias Entry

An alias entry is represented by a DSE of type alias which contains the attributes associated with the alias erjtry (i.e. the
RDN attribptes and the aliased object name attribute). The name of the DSE is the name of the alias entry.

If the DSE |holds a copy of the alias entry, the DSE type includes shadow.

If the namg of the alias entry includes any alternative distinguished names differentiated by context, the name|of the DSE
may also ipclude those alternative distinguished names_differentiated by context. In the case of a DSE that holds a
shadow of the alias entry, the name of the DSE may include a subset of the alternative distinguished names.|In the case
of a DSE that is not a copy, the name of the DSE shallinclude all distinguished names.

NOTE + For consistency and interworking with pré-1997 DSAs, the name of a DSE holding a copy shall includg at least the

primary [distinguished value of any naming attribute. Thus the copy has at least the primary distinguished name of thg alias entry.
Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is present.

24.1.3 Administrative Point

An adminigtrative point is represented by a DSE of type admPoint which contains the attributes associatgd with the
administrative point. The name,of'the DSE is the name of the administrative point.

If the DSH represents an.entry, the DSE type includes entry. If the DSE holds a copy of the administfative point
information, the DSE type:includes shadow.

If the namg of the administrative point includes any alternative distinguished names differentiated by contextt, the name
of the DSH may-also include those alternative distinguished names differentiated by context. In the case of ja DSE that
holds a shgdotw of the administrative point, the name of the DSE may include a subset of the alternative distinguished
names. In the'ease of a DSE that is not a copy, the name of the DSE shall include all distinguished names

NOTE - For consistency and interworking with pre-1997 DSAs, the name of a DSE holding a copy shall include at least the
primary distinguished value of any naming attribute. Thus the copy has at least the primary distinguished name of the
administrative point. Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is
present.

24.1.4  Subentry

A subentry is represented by a DSE of type subentry which contains the operational and user information associated
with the subentry. The name of the DSE is the name of the subentry.

If the DSE holds a copy of the subentry, the DSE type is subentry and shadow.

24.1.5 Family member

A family member (including the ancestor) is represented by a DSE of type familyMember. The ancestor also is of DSE
type entry; it is the only family member that is permitted to have this DSE type.
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24.2 Representation of Knowledge References

A knowledge reference consists of a DSE of an appropriate type which holds a correspondingly appropriate DSA
operational attribute and which is identified by a name bearing a defined relationship to the naming context held by the
referenced DSA.

The name of this DSE shall be the primary distinguished name and may include alternative names and context
information if they are present in the context prefix of the naming context held by the referenced DSA. In the case of a
DSE that holds a shadow, the name of the DSE may include a subset of the alternative names. In the case of a DSE that
is not a copy, the name of the DSE shall include all distinguished names.

NOTE — Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is present.

24.2.1 Knowledge Attribute Types

DSA operational attributes are defined in the DSA information model to express a DSA's:

—  knowledge of its own access point;

- superior knowledge;

—  specific knowledge (its subordinate references);

- non-specific knowledge (its non-specific subordinate references);

- knowledge of its supplier(s), optionally including the master, if it is a shadow-consumer;
- knowledge of its consumer(s) if it is a shadow supplier; and

- knowledge of secondary shadows, if it is a shadow supplier.
Object Identifier values are assigned in Annex F for these operational attributes.

24.2.1.1 My Access Point

The myAcg¢essPoint operational attribute type is used by a DSA\to*represent its own access point. It is a DSA-specific
attribute. Alll DSAs shall hold this attribute in their root DSE. Itis'single-valued and managed by the DSA itsqlf.

myAccessPoint ATTRIBUTE ::= {

WITH SYNTAX AccessPoint

EQUIALITY MATCHING RULE accessPointMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-myAccessPoint }

The ASN.]| type AccessPoint(is defined in ITU-T Rec. X.518 | ISO/IEC 9594-4. Its ASN.1 specification is [reproduced
here for thq convenience of thereader.

AccessPoint ::= SET{

ae-title [0] Name,
address [11 PresentationAddress
prot?collnformation [2] SET SIZE (1..MAX) OF Protocolinformation OPTIONAL }

NOTE — The Name in the ae-title may be the primary distinguished name or an alternative distinguished name; however,
consistency and interworking with pre-1997 DSAs is enhanced if the primary distinguished name is used.

How a DSA obtains the information held in myAccessPoint is not described in the Directory Specifications.
The myAccessPoint attribute type is held in a DSE of type root.

The information held in myAccessPoint may be employed in the DOP when establishing or modifying an operational
binding.

24.2.1.2 Superior Knowledge

The superiorKnowledge operational attribute type is used by a non-first level DSA to represent its superior references.
It is a DSA-specific attribute. All non-first level DSAs shall hold this attribute in their root DSE. It is multi-valued and
managed by the DSA itself.
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superiorKnowledge ATTRIBUTE ::= {

WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-superiorKnowledge }

A DSA may acquire the information held in superiorKnowledge by means not described in the Directory Specifications.
It might also construct it from its immediate superior references, e.g. from its immediate superior reference whose
context prefix has the least number of RDNs in its name.

The superiorKnowledge attribute type is held in a DSE of type root.

tom reference

As for that
the access
[ is a DSA-

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-specificKnowledge }

The ASN.] type MasterAndShadowAccessPoints is defined in ITU-T Rec. X.518 | ISO/IEC 9594-4.|Its ASN.1
specificatidn is reproduced here for the convenience of-the reader.

MasterAndShadowAccessPoints ::= SET OF MasterOrShadowAccessPoint

MasterOrShadowAccessPoint ::= SET{

COMPONENTS OF AccessPoint,
category [3]«. ENUMERATED {

master (0),

shadow (1) } DEFAULT master,
chaihingRequired [5] BOOLEAN DEFAULT FALSE }

A DSA maly acquire.the information held in specificKnowledge by means not described in the Directory Spgcifications.
In the casp of(ajeross reference (DSE of type xr), it might also construct it from information received in the
crossReference component of ChainingResults of a DSP reply. In the case of a subordinate reference (OSE of type

b 't 1ot s VBV P ) e - - 41 ARYals) 1 balalsclas P Y IO
subr ) 1 m,,ulll CUIISUULL I ITUTIT IIITUTIIativir ICCUIvOoUua I UIv DU WIILIT bbLaUllDllllls Ul uluuu_y 1115 a1rvn.

The specificKnowledge attribute type is held in a DSE of type subr, immSupr, or xr. It is used by a DSA to represent
subordinate, immediate superior and cross references.

The information held in specificKknowledge may be employed by a DSA when constructing a continuation reference
returned in a DAP or DSP referral (or when performing chaining) and when constructing Shadowed DSA-Specific
Entries (SDSEs) of type subr, immSupr, or xr provided in the DISP.

24.2.1.4 Non-Specific Knowledge

Non-specific knowledge consists of the access points for the master DSA of one or more naming contexts and/or shadow
DSAs for the same one or more naming contexts. It is non-specific because the context prefixes of the naming context(s)
is (are) not known. The immediate superior of the naming context(s) is known, however, and the access point
information is associated with its name. Non-specific knowledge is represented by the nonSpecificKnowledge
operational attribute type. It is a DSA-shared attribute, is multi-valued and managed by the DSA itself.
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nonSpecificKnowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-nonSpecificKnowledge }

The MasterAndShadowAccessPoints value consists of an access point for a master DSA holding one or more
subordinate naming contexts, and zero or more access points of DSAs holding shadows of some or all of these naming
contexts.

A DSA may acquire the information held in nonSpecificKnowledge by means not described in the Directory
Specifications. In the case of a non-specific subordinate reference (DSE of type nssr), it might also construct it from

: . o e 4l NAD 1 tolaliclas 1.0 ALIOR
informationrecetved-mthe DOP-wienr CstaoTsmg or Moarrymga NrroD:

The nonSpecificKnowledge attribute type is held in a DSE of type nssr. It is used to represent non-specific fubordinate
references.

The information held in nonSpecificKnowledge may be employed by a DSA when constructing a continuation
reference rgturned in a DAP or DSP referral (or when performing chaining) and when constru¢ting SDSEs of type nssr
provided in| the DISP.

24.2.1.5 Supplier Knowledge

The supplier knowledge of a shadow consumer DSA consists of the acgess/point(s) and shadowing|agreement
identifier(s) for its supplier(s) of a copy (or copies) of a replicated area. Optiohally, if the supplier is not the mjaster of the
naming context from which a replicated area is derived, the access point\of the master may be included |in supplier
knowledge| Supplier knowledge is represented by the supplierKnowledge operational attribute type. It is DYA-specific,
multi-valugd and managed by the DSA itself.

The ASN.] syntax for a value of supplierKnowledge is Supplierlnformation. A value of this attribute is corhposed of a
shadow supplier DSA's access point and the agreement ID of‘the¢ shadowing agreement between the suppligr DSA and
the consumer DSA holding the DSA-specific attribute (expressed as a value of the type SupplierOrConsumer), an
indication pf whether the supplier of the replicated areais' or is not the master of the naming context from|which it is
derived, anfd, if not, optionally, the access point of the;master DSA.

SupplierOfrConsumer ::= SET {
COMPONENTS OF AccessPoint, -- supplier or consumer --
agrepmentID [3] OperationalBindingID }

Supplierinformation ::= SET {
COMPONENTS OF SupplierOrConsumer, -- supplier --
supplier-is-master [4] BOOLEAN DEFAULT TRUE,
non-supplying-master-[5] AccessPoint OPTIONAL }

supplierKnowledge~ATTRIBUTE ::= {

WITH SYNTAX Supplierinformation

EQUAALITY MATCHING RULE supplierOrConsumerinformationMatch
NO USER'MODIFICATION TRUE

USA dSAOperation

ID id-doa-supplierKnowledge }

A DSA may acquire the information held in supplierKnowledge by means not described in the Directory Specifications.
A shadow consumer DSA might also construct it from information received in the DOP when establishing or modifying
a shadowing agreement.

The supplierKnowledge attribute type is held in a DSE of type cp. It is used to represent one or more supplier
references. All shadow consumer DSAs shall hold a value of this attribute for each shadowing agreement they engage in
as a consumer.

The information held in supplierKnowledge may be employed by a DSA when constructing a continuation reference
returned in a DAP or DSP referral. The agreementID component (its type, OperationalBindingID, is defined in 28.2) of
supplierKnowledge is required in the operations of the DOP for managing a shadowing agreement and in all the DISP
operations.
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24.2.1.6 Consumer Knowledge

The consumer knowledge of a shadow supplier DSA consists of the access point(s) and shadowing agreement
identifier(s) for the consumer(s) of a copy (or copies) of a naming context provided to them by the supplier. Consumer
knowledge is represented by the consumerKnowledge operational attribute type. It is DSA-specific, multi-valued and
managed by the DSA itself.

The ASN.1 syntax for a value of consumerKnowledge is Consumerinformation (which has the same syntax as
SupplierOrConsumer, but refers to a consumer access point).

Consumerinformation ::= SupplierOrConsumer -- consumer --

consumerKnowledge ATTRIBUTE ::= {

WITH SYNTAX Consumerinformation

EQUALITY MATCHING RULE supplierOrConsumerinformationMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-consumerKnowledge }

A DSA muay acquire the information held in consumerKnowledge by means not described in thg Directory
Specificatipns. A shadow supplier DSA might also construct it from information received(n the DOP when ¢stablishing
or modifying shadowing agreements.

The consumerKnowledge attribute type is held in a DSE of type cp. It is used\to represent one or mor¢ consumer
references.|All shadow supplier DSAs shall hold a value of this attribute for eagh shadowing agreement they dngage in as
a supplier.

The agreementlD component of consumerKnowledge is required 4n the operations of the DOP for rpanaging a
shadowinglagreement and in all the DISP operations.

24.2.1.7 Secondary Shadow Knowledge

Secondary [shadow knowledge consists of information a sapplier DSA (e.g. a master DSA) may choose fo maintain
regarding donsumer DSAs that are engaged in secondary‘shadowing from its perspective. Secondary shadow|knowledge
is represenfed by the secondaryShadows operational-attribute type. It is DSA-specific, multiple-valued and managed by
the DSA ifself. The ASN.1 syntax for a value of\secondaryShadows is SupplierAndConsumers. It conkists of the
access point of a shadow supplier and a list of its~direct consumers.

SupplierAndConsumers ::= SET {
COMPONENTS OF AccessPoint, -- supplier --
congumers [3]«. SET OF AccessPoint }

secondaryShadows ATTRIBUTE ::= {

WITH SYNTAX SupplierAndConsumers
EQUALITY MATCHING RULE supplierAndConsumersMatch
NO YUSER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-secondaryShadows }

The consumers component of SuppliersAndConsumers contains only access points of DSAs that hold commonly
usable copies of a replicated area.

A supplier DSA may obtain the information required to construct values of this attribute from a consumer DSA by
following the procedure described in 23.1.1 of ITU-T Rec. X.518 | ISO/IEC 9594-4.

The secondaryShadows attribute type is held in a DSE of type cp.
Support for secondary shadow knowledge is optional.
24.2.1.8 Matching Rules

Four equality matching rules for the preceding knowledge attributes are specified below. They apply to attributes with
syntaxes of types AccessPoint, MasterAndShadowAccessPoints, Supplierinformation, Consumerinformation and
SuppliersAndConsumers.

130 ITU-T Rec. X.501 (02/2001 E)


https://iecnorm.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

24.2.1.8.1 Access Point Match

The Access Point Match rule is specified as:

accessPointMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-accessPointMatch }

The accessPointMatch matching rule applies to attribute values of type AccessPoint. A value of the assertion syntax is
derived from a value of the attribute syntax by using the value of the [0] context specific tag (Name) component. Two
values are considered to match for equality if the Name component of each match using the matching procedure for
DistinguishedName values.

24.2.1.8.2 Master And Shadow Access Points Match

The Mastert and Shadow Access Point Match equality matching rule is specified as:

masterAndShadowAccessPointsMatch MATCHING-RULE ::= {
SYN[TAX  SET OF Name
ID id-kmr-masterShadowMatch }

MasterAndShadowAccessPoints. A value of the assertion syntax is derived fron@ value of the attribut¢ syntax by
removing the category and address components of each SET in the SET OF (MasterOrShadowAccessPpints. Two
such value$ are considered to match for equality if both values have the saméntumber of SET OF elementy, and, after
ordering the SET OF elements of each in any convenient fashion, the ae-title component of each pair ¢f SET OF
elements mjatches using the matching procedure for distinguishedNameMatch.

The m iste rAndShadowAccessPointsMatch matching rule applies to attributes of type

24.2.1.8.3 |Supplier or Consumer Information Match

The Supplipr or Consumer Information Match rule is specified:as;

supplierOnConsumerinformationMatch MATCHING-RULE ::= {
SYNTAX SET{

ae-title [0] Name,
agreement-identifier [2] INTEGER}
ID id-kmr-supplierConsumerMatch }

The supplierOrConsumerinformationMatch matching rule applies to attribute values of type Supplierinfarmation or
Consumer|nformation (and other attributes having values compatible with Supplierinformation or
Consumer|nformation). A value'of the assertion syntax is derived from a value of the attribute syntax by selecting the
SET comp¢nents with tags that-match the SET components of the assertion syntax. Two such values are cqnsidered to
match for ¢quality if the ae-title component of each (after removing the explicit [0] tag information) matchgs using the
matching procedure for“DistinguishedName values and the identifier component contained in the fagreement
component| of each ((after removing the explicit [2] and SEQUENCE tag information) matches using thp matching
procedure for INTEGER values.

24.2.1.8.4 [Suppliers and Consumers Match

The Supplier and Consumers Match rule is specified as:

supplierAndConsumersMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-supplierConsumersMatch }

The Supplier and Consumers Match rule applies to attribute values of type SupplierAndConsumers (and other
attributes having values compatible with SupplierAndConsumers). Two such values are considered to match for
equality if the ae-title component of each (after removing the explicit [0] tag information) matches using the matching
procedure for DistinguishedName values.

24.2.2 Knowledge Reference Types

This subclause specifies the representation of knowledge in the DSA information model.
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24.2.2.1 Self Reference

A self reference represents a DSA's knowledge of its own access point. It is represented by a value of the attribute
myAccessPoint held in the DSA's root DSE, a DSE of type root.

24.2.2.2 Superior Reference

A superior reference is represented by a DSE of type supr and root which contains a superiorKnowledge attribute.
Since a superiorKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several superior references.

24.2.2.3 Immediate Superior Reference

An immediate superior reference is represented by a DSE of type immSupr which contains a specificKnowledge
attribute. The name of the DSE holding the attribute corresponds to the context prefix of the naming context held by the
referenced puperior DSA.

Since a sgecificKnowledge attribute value may contain access points of several DSAs, it may thepefore represent
several imthediate superior references, at most one of category master and zero or more of category,shadow.

If the DSE holding the immediate superior reference is received from a shadow supplier, the DSEtype includ¢s shadow.

24.2.2.4 Subordinate Reference

A subordinjate reference is represented by a DSE of type subr which contains a spécificKnowledge attributg. The name
of the DSH holding the attribute corresponds to the context prefix of the relevant.naming context held by thq referenced
subordinat¢ DSA.

Since a sgecificKnowledge attribute value may contain access points of several DSAs, it may thereforg represent
several subprdinate references, at most one of category master and zeto)or more of category shadow.

If the DSE|holding the subordinate reference is shadowed information, received from a shadow supplier, thg DSE type
includes sHadow.

The DSE inay also include immSupr in a DSA holding*two naming contexts, one superior to the other| which are
separated By a third single-entry naming context held*in another DSA. An example of this situation is fdepicted in
Annex O.

24.2.2.5 Non-Specific Subordinate Reference

A non-spegific subordinate reference (is,represented by a DSE of type nssr (and entry normally) which| contains a
nonSpeciflcKnowledge attribute. The name of the DSE holding the attribute corresponds to the name [formed by
eliminating the final RDN of the context prefixes of the naming context held by the referenced subordinate DSAs.

Since a nohSpecificKnowledde attribute value may contain access points of several DSAs, it may therefoge represent
several nor-specific suberdinate references, at most one of category master and zero or more of category shadow. Each
nonSpeciflcKnowledge-attribute value represents a related set of non-specific subordinate references — tHe DSAs of
category shadow hold one or more replicated areas derived from the naming context(s) held by the DSA pf category
master.

If the DSE holding the non-specific subordinate reference is shadowed information, received from a shadow-supplier, the
DSE type includes shadow.

The DSE includes shadow in the situation of a shadow DSA when the DSE corresponds to an entry for which the master
DSA has non-specific subordinate knowledge and for which only the nonSpecificKnowledge attribute for the non-
specific subordinate reference is shadowed.

The DSE includes cp and shadow in the situation of a shadow DSA whose replicated area does not include the context
prefix entry and the master DSA for the naming context has non-specific subordinate knowledge for the context prefix.

The DSE includes admPoint and shadow in the situation of a shadow DSA when the DSE corresponds to an
administrative point, the entry information for the administrative point is not shadowed, and the master DSA for the
naming context has non-specific subordinate knowledge for the administrative point.

When the administrative point coincides with a context prefix in the preceding two cases, the DSE may include
admPoint, cp and shadow.
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24.2.2.6 Cross Reference

A cross reference is represented by a DSE of type xr which contains a specificKnowledge attribute. The name of the
DSE holding the attribute corresponds to the context prefix of the naming context held by the referenced DSA.

Since a specificKnowledge attribute value may contain access points of several DSAs, it may therefore represent
several cross references, at most one of category master and zero or more of category shadow.

24.2.2.7 Supplier Reference

A supplier reference is represented by a DSE of type cp which contains a supplierKnowledge attribute. The name of the
DSE holding the attribute corresponds to the context prefix of the shadowed naming context.

Since a supplierKnowledge attribute may have several values, it may represent several supplier references. Each
attribute value represents one supplier reference.

24.2.2.8 (onsumer Reference

A consumgyr reference is represented by a DSE of type cp which contains a consumerKnowledge attribute. Tlhe name of
the DSE hqlding the attribute corresponds to the context prefix of the shadowed naming context.

Since a consumerKnowledge attribute may have several values, it may represent several consumer refergnces. Each
attribute value represents one consumer reference.

24.3 Representation of Names and Naming Contexts

24.3.1 Names and Glue DSEs

As describ¢d in 23.3, the minimum information that a DSA may associate with a name is the purpose for whiich it holds
the name, fepresented by a DSE holding a value of the attribute dséType. When a DSE contains only sucl a minimal
information, its DSE type shall be glue. In this case the DSE shall not hold an entry or subentry (or a shadow}copy of an
entry or subentry) or a DSA-shared attribute.

Glue DSE{ arise in the DSA information model to represént names that are known by a DSA as a consequence of
holding information associated with other names. For example, consider the cross reference depicted in Figphre 22. The
DSA holding this cross reference also "knows" (in the sense described in 23.3) the names that are superior to|the context
prefix namg associated with the cross reference. When no other information is associated with such superior fpames, they
are represefited in the DSA information model.by)glue DSEs.

24.3.2 Naming Contexts

A naming ¢ontext consists of a context prefix, a subtree of zero or more entries subordinate to the context prefix (the root
of the subtijee), and, if there are naming contexts subordinate to it, subordinate and/or non-specific subordinat¢ references
sufficient t¢ constitute full subordinate knowledge.

A context prefix is represented by a DSE of type cp. If the context prefix corresponds to an entry, the DSE type includes
entry. If it|corresponds¢to an alias, the DSE type includes alias. If the context prefix corresponds to an adininistrative
point, the DSE type.ncludes admPoint.

The subtreg of entries and subentries subordinate to the context prefix is represented by DSEs as describgd in 24.1.1
to 24.1.5.

The representation of the subordinate knowledge of the naming context is represented by DSEs as described in 24.2.2.

A replicated area (a shadow-copy of all or part of a naming context) is represented as above except that the DSE type
includes shadow in each DSE for which user or operational attributes are received from the shadow supplier. In the case
of incomplete replicated areas, DSEs of type glue may occur to represent a bridge between the separate pieces of the
shadowed information. No user or operational attributes are associated with these (or any) glue DSEs.

24.3.3 Example

Figure 22 illustrates an example of the mapping of a portion of the DIT (that corresponding to a naming context) onto the
information tree of a DSA. In addition to the naming context information itself, the DSA's root DSE containing its
superior reference (this is not the DSA information tree for a first level DSA), a glue DSE and a DSE representing a
reference (either a cross reference or an immediate superior reference) to an immediately superior naming context are
also depicted.
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Figure 22 — DSEs for a Naming Context
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SECTION 11 — DSA OPERATIONAL FRAMEWORK

25 Overview

25.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

25.1.1 cooperative state: With respect to a second DSA, the state of a DSA for which an operational binding instance
has been established and has not been terminated.

25.1.2  directory operational framework: Provides the framework from which specific operational models
concerned with particular aspects (e.g. shadow1ng or Creatlng a naming context) of the operatlon of the components of
the Directo e e : e-framme : elerne hieh are present
in all interactions between Directory components

25.1.3 on-cooperative state: With respect to a second DSA, the state of a DSA prior to the establishment|or after the

25.1.4 operational binding: A mutual understanding between two DSAs that, once esfablished, expresses their

25.1.7  operational binding management: The process of establishing,cterminating or modifying an insfance of an
operational| binding. This management may be achieved via information exXchianges defined by Directory Spgcifications,

25.1.10 operational binding type: A particular type of\Operational binding specified for some distinct piirpose, that
expresses the "agreement" of two DSAs to engage in specific types of interaction (e.g. shadowing).

25.2 Introduction

The Directory Specifications define application protocol information exchanges and associated DSA progedures that
define the [distributed operation of th¢ Directory. Clauses 25 through 28 define a DSA operational framework which
models cerfain common elements in these information exchanges and procedures.

Two DSAS interact in a cooperative manner because, in addition to their technical capacity to exchange infoymation and
perform prpcedures associatédywith these exchanges, each has been configured to accept certain interactiohs with the
other.

These claupes are coficerned with the expression of a common framework for the specification of the strug¢ture of the
elements of the coeperation between two DSAs.

One object|vé.of this framework is that it be sufficiently general to account for all of the forms of DSA coopefation to be
defined in Hhis—and—fature—editions—of—the—DPirectory—Specifications—rhe—framework—is—used—within—th DiI‘CCtOI’y

TS O et O OO T O S — Ot o OOy D P ot St O S RO S W O Io—ao ot HRHH—H

Specifications to define shadowing and hierarchical operational binding types.

26 Operational bindings

26.1 General

This clause is concerned with the definition of a general framework, the DSA operational framework, within which the
specification of the nature of the cooperative interactions of components of the Directory (DSAs) may be structured in
order to achieve a commonly agreed objective.

The general framework factors out common features which characterize all interactions between DSAs. By applying the
DSA operational framework to specific aspects of cooperative interaction between DSAs, the resulting specifications
will be both concise and consistent so that the overall number of mechanisms a DSA shall support will be reduced.
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The mutual understanding between two DSAs that, once established, expresses their "agreement”" subsequently to engage
in some sort of interaction is termed an operational binding. Two DSAs may share as many operational binding
instances of a specific type as are required.

The DSA operational framework provides a common approach to the definition of an operational binding type. An
operational binding type is a particular type of operational binding specified for some distinct purpose, that expresses the
"agreement” of two DSAs to engage in specific types of interaction (e.g. shadowing). This interaction allows operations
from a well-defined set to be invoked by one or the other party to the agreement.

Two particular DSAs that have reached such an "agreement" share an operational binding instance of a specific
operational binding type. They are said to be in the cooperative state of that instance of an operational binding type.

Prior to the establishment or after the termination of an operational binding instance, two DSAs are said to be in the non-
cooperative state.

Operationr] hinding management is the Process of PQfﬂh]ithng terminating or mndifving an instance of an operational
binding. This management may be achieved via information exchanges defined by Directory Specifigations, via
exchanges flefined in other Specifications, or by other means.

These gengral concepts are depicted in Figure 23.

i TIS03370-94
) Agreement

@ Operational binding
@ m Operations

— Initiation

Figure 23 — An operational binding

26.2 Applicationf the operational framework

The applicgtion of'the DSA operational framework to define an operational binding type is concerned with the following
basic elemgnts;

aJ WO DSAS;
b) an "agreement" of the service that one DSA will provide to another DSA;

c) aset of one or more operations, together with the accompanying procedures a DSA shall follow, through
which the service can be realized;

d) a specification of the DSA interactions needed to manage the agreement.

The relationship of these basic elements is expressed by an operational binding. An operational binding comprises the set
of these basic elements that are involved to represent the abstract agreement in technical terms. It represents the
environment, governed by an "agreement", in which one DSA provides a defined service to the other (and vice versa).

26.2.1 Two DSAs

The DSA operational framework provides a structure within which the interaction of one DSA with another and the
procedures they consequently execute may be specified.
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The two DSAs may each play an identical role in the operational binding, in which case both DSAs may manage the
operational binding, both DSAs may invoke the same operations on each other, and both DSAs are constrained to follow
the same set of procedures. This is termed a symmetric operational binding.

Alternatively, each DSA may play a different role in the operational binding, so that different sets of operations and
procedures apply to each DSA. Either or both of the DSAs may be involved in managing the operational binding. This is
termed an asymmetric operational binding.

26.2.2 The agreement

An "agreement" is a mutual understanding reached between the administrative authorities of two DSAs about a service
that shall be provided by one DSA to the other (and/or vice versa). The "agreement" is initially negotiated by the
administrative authorities of the DSAs by means outside of the scope of the Directory Specifications.

Parameters of this "agreement" can be formalized by the recording in a DSA of an ASN.1 data type for use in a protocol
exchange in the management of the operational binding. In this way both DSAs reach a mutual understanding of the
service tha{ each is providing to the other.

26.2.3  Qperations

Operations|are the basic medium that DSAs use to interact. A pair of DSAs will pass on one or more-operatigns between
themselves| in order to provide the agreed-to service.

Whilst a DEA may be technically capable of supporting a large number of operations, it may\only be willing tp cooperate
with anoth¢r DSA in the processing of a small number of these operations, or in the progessing of operations that only
have particplar values set for certain parameters.

The definition of an operational binding type requires the enumeration of the operations that can be exchaniged. It also
allows restfictions to be placed on the values of parameters defined within the opérations.

26.2.4 Management of the agreement

The framejork provides generic operations for managing an instaiice of an operational binding. These| operations
provide for|the establishment, modification and termination of ari\Operational binding.

The application of the framework to the specification of acparticular operational binding type requires the|initiator of
each of th¢ three management operations to be specified.and also requires the procedures to be defined for each of
establishm¢nt, modification and termination. Wheneveria management operation is applied to an operational binding of
the specifigd type, the DSA shall follow the corresponding procedure.

26.3 States of cooperation

The generi¢ operational model defines/two states of cooperation, as governed by an instance of a particular joperational
binding typle, between two DSAs as seen’ by one DSA with respect to the other DSA and three transitions befween these
states. Eaclp identified instance of.at.operational binding type shared by two DSAs has its own states of coopgration. The
states of copperation are:

a) Non-cooperativé state: A particular identified instance of an operational binding type hak not been
establishedor has been terminated between the two DSAs. The interaction between the two IDSAs (with
respeet~to the identified instance of an operational binding type) is not defined. A DSA c¢ntacted by
another'with whom it is in a non-cooperative state may, for example, refuse to engage in any irfteraction at
all, or it may be prepared to service the request.

b)_\Cooperative state: There is an instance of an operational binding of the type in question betwgen the two
DSAs. Their cooperative behaviour is governed by the definition of the operational binding type and its
specific parameters and associated procedures.

The transitions between these two states of cooperation may be invoked in two ways: by standardized protocol
interactions or by other means.

The interactions between two DSAs to manage an instance of an operational binding (e.g. to establish and terminate a
shadowing agreement) are distinct from their potential interactions as governed by the binding (e.g. the interaction to
update a unit of replication).

The state transitions are as follows:

a) The establishment transition creates an instance of an operational binding of a particular type between two
DSAs, resulting in the movement from the non-cooperative to the cooperative state.

b) The termination transition destroys an instance of an operational binding of a particular type between two
DSAs, resulting in the movement from the cooperative to the non-cooperative state.
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¢) The modification transition modifies the parameters of an instance of an operational binding between two
DSAs, resulting in the movement from the cooperative state to the cooperative state.

These generic states and transitions are illustrated in Figure 24.

Non-cooperative
state

Establishment Termination
|

Cooperative

state ‘\
Uodiﬁcation

TISO3380-94

Figure 24 — States of cooperation

27 (Dperational binding specification and management

271 (Dperational binding type specification

When applying the framework to define a specificitype of operational binding, the following characteristics|of the type
shall be spgcified:

a) Symmetry
A specification of the respective roles of the DSAs that are party to the operational binding.

Operational bindings\may be symmetric, in which case the role of one DSA is interchangealile with the
other and both DSAs exhibit the same external interactions. They may also be asymmetric, in|which case
each DSA playsja distinct role and both DSAs exhibit different external interactions. In this lat{er case, the
Directory @perational framework distinguishes the two abstract roles as "ROLE-A" and "ROLH-B".

Each ©f\ the abstract roles "ROLE-A" and "ROLE-B" have to be associated with a concretg role with
defined semantics (e.g. "ROLE-A" as shadow supplier, "ROLE-B" as shadow consumer).

bl) Agreement

A definition of the semantics and representation of the components of the "agreement". This information
parameterizes the specific instance of an operational binding between two DSAs.

¢) Initiator

A definition which of the two abstract roles "ROLE-A" and "ROLE-B" is allowed to initiate the
establishment, modification or termination of an operational binding of this type.

d) Management procedures

A set of procedures that a DSA shall follow when the operational binding of this type is established,
modified or terminated.

e) Type identification

This identifies the type of DSA interaction that is determined by the operational binding. These identifiers
are object identifier values.
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f)  Application-contexts, operations and procedures

This identifies the set of application-contexts whose operations (or a subset thereof) may be employed

during the cooperative phase of the operational binding.

For each operation referenced by the operational binding type, a description of the procedures to be
followed by a DSA if the operation is invoked is required (this may be done by reference to another part

of these Directory Specifications).

For those operational bindings that are to be managed using the generic operational binding management operations
provided in this clause, the binding type shall be specified using the three information object classes OPERATIONAL-
BINDING, OP-BINDING-COOP and OP-BIND-ROLE defined in this clause.

27.2 Operational binding management

In general,
instance. T|
agreement,
instance m
the specifig

a
b

C

During the
created. TH
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being modified or terminated.

The initiat
addition, tH
binding. If
parameters
return an §
Figure 25 i

the management of an operational binding requires initially the establishment of an operatio
his may optionally be followed by one or more modifications to some or all of the parameters of
and finally may involve the termination of the operational binding instance. The pregise 'details
hy be managed are defined during the definition of the operational binding type. This, type definiti
ation of:

the initiator of each of the management operations (this can be either, both; orneither of the tw
the parameters for each of the management operations; and

the procedures that each DSA shall follow for each of the management operations.

is identifier, when combined with the distinguished namtes:of the two DSAs involved in the
ill form a unique identifier for the binding instanég. “All management operations subseqy
nt of the operational binding instance will use the binding id to identify which operational binding

r of the establish operation always transfers-the parameters of the "agreement" to the secon
e initiator may also transfer some establishinent parameters which are specific to its role in the
the responding DSA is willing to enter into the operational binding, it may return in the result es

brror, which may optionally contain an agreement with a revised set of parameters. This is
h the case where Role A and in. Figure 26 in the case where Role B is the initiator of the establish of
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Figure 25 — DSA with Role A initiating establishment
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27.3
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Figure 26 — DSA with Role B initiating establishment

pperational binding specification templates

nition of a specific type of operational binding, the following three¢ASN.1 information object clagses may be

used as templates. They allow those parts of the operational binding type that'can be formalized to be specified by the

use of AS]
operational
manner sinj
Rec. X.51§]

27.3.1

OPER

WITH

g

ATIC
&Ag
&Co

&both OP-BIND-ROLE ORTIONAL,

&rol
&rol
&id

SYN

N.1. Other aspects of the operational binding type, such as-the’/procedures a DSA has to follow when an
binding is established or terminated, have to be specified\by some other means (this can bqd done in a
ilar to the informal description of the DSA procedures duting the name resolution process describgd in ITU-T
| ISO/IEC 9594-4).

Jperational binding information object class

NAL-BINDING ::= CLASS{
reement,
pperation OP-BINDING-COOP,

A OP-BIND-ROLE'OPTIONAL,

B OP-BIND-ROLE OPTIONAL,
OBJECT IDENTIFIER UNIQUE }

TAX {

AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[ SYMMETRIC &both ]

[ ASYMMETRIC

[ ROLE-A &roleA]
['ROLE-B &roleB 1]

ID

&}

The OPERATIONAL-BINDING information object class serves as a specification template for an operational binding
type. A variable notation is defined for this class to simplify its use as a template. The correspondence between the
definition of an operational binding type and the fields of the variable notation is as follows:

140

a) The ASN.1 type of the agreement parameter that is used for this type of operational binding is that

b

referenced by the AGREEMENT field.

) The application contexts and the operations of these application-contexts that are employed within the
cooperation phase of an operational binding instance of the defined type are those enumerated following
the APPLICATION-CONTEXTS field. All operations of a listed application-context are selected unless the
optional APPLIES TO field is present and followed by a list of references to operations that are selected
from the application context. This list is an object class set composed of instances of the OPERATION
information object class.
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The class of the operational binding is defined by the SYMMETRIC or ASYMMETRIC fields. In the case of
a symmetric operational binding, the term SYMMETRIC is followed by a single information object of class
OP-BIND-ROLE that is valid for both roles of the operational binding. In the case of an asymmetric
operational binding, the term ASYMMETRIC is followed by two information objects of class OP-BIND-

ROLE, one referenced by the subfield ROLE-A and the other by ROLE-B.

d)
27.3.2

OP-BINDING-COOP ::= CLASS {
&applContext
&Operations

WITH SYNTAX {
&applContext

[ APRLIESTO __&OQOperations ]}

Operational binding cooperation information object class

APPLICATION-CONTEXT,
OPERATION OPTIONAL }

The object identifier value that serves to identify this type of operational binding is defined by the ID field.

The OP-BINDING-COOP information object class serves as a specification template for the identifica

operations

bf a named application context, some aspect of which is determined by the operationalbinding. 4

of this clas$ is meaningful only within the context of a particular operational binding type. A variable notatio

for this cla

s to simplify its use as a template. The correspondence between the definition of anoperational bj

and the fields of the variable notation is as follows:

application-context.

a) The applContext field identifies an application context, some or all of-whase operations are i
determined by an operational binding.

b) The APPLIES TO field, if present, identifies the particular opetations to which the operatio
applies. If the field is absent, the operational binding “applies to all the operatig

27.3.3  QOperational binding role information object class

OP-BIND-ROLE ::= CLASS {
blish

&TefminateParam
WITH SYN[TAX {
[ ESTABLISHMENT-INITIATOR
[ ESTABLISHMENT-PARAMETER
[ MODIFICATION-INITIATOR
[ MODIFICATION-PARAMETER
[ TERMINATION-INITIATOR
[ TERMINATION-PARAMETER

BOOLEAN DEFAULT FALSE,
OPTIONAL,

BOOLEAN\DEFAULT FALSE,
OPTIONAL,

BOOLEAN DEFAULT FALSE,
OPTIONAL }

&establish ]
&EstablishParam ]
&modify ]
&ModifyParam ]
&terminate ]
&TerminateParam ] }

ion of the
An instance
h is defined
inding type

| some way

hal binding
ns of the

The OP-BIND-ROLE information object class serves as a specification template for roles of an operational binding type.

An instance of this~class is meaningful only within the context of a particular operational binding type.

A variable

notation is|defined for this class to simplify its use as a template. The correspondence between the defirfition of an

operational| binding role and the fields of the variable notation is as follows:

a)
b)
c)
d)

e)

The ESTABLISHMENT INITIATOR field indicates whether the DSA assuming the defined role may
initiate the establishment of an operational binding of a particular type.

The ESTABLISHMENT PARAMETER field defines the ASN.1 type exchanged by a DSA assuming the
defined role when an instance of the operational binding type is established.

The MODIFICATION INITIATOR field indicates whether the DSA assuming the defined role may initiate
the modification of an operational binding of a particular type.

The MODIFICATION PARAMETER ficld defines the ASN.1 type exchanged by a DSA assuming the
defined role when an instance of the operational binding type is modified.

The TERMINATION INITIATOR field indicates whether the DSA assuming the defined role may terminate
the establishment of an operational binding of a particular type.

The TERMINATION PARAMETER field defines the ASN.1 type exchanged by a DSA assuming the
defined role when an instance of the operational binding type is terminated.
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28 Operations for operational binding management

This clause defines a set of operations that can be used to establish, modify and terminate operational bindings of various
types. These operations are generic in the way that they can be used to manage operational bindings of any type. The
specification of these operations makes use of the definitions provided for a certain type of operational binding by
application of the OPERATIONAL-BINDING information object class template.

NOTE - By using this facility, arbitrary types of operational bindings may be managed. These operations (together with the

associated application-context) provide a means of extensibility concerning DSA interactions. New types of operational bindings
may be defined in the future which extend the functionality that is provided between DSAs.

28.1 Application-context definition

The set of operations for managing operational binding instances can be used for the definition of an application-context
in the following two ways:

1) An application-context may be constructed containing only the operations for operatiofal binding
management. An application-context for generic operational binding management(is *|defined in
ITU-T Rec. X.519 | ISO/IEC 9594-5.

The operations that may be exchanged during the cooperative phase of the operational bindinfg form one
or more separate application-contexts.

2) The set of operations can be imported into the module used to define a spegific application-cpntext. The
operational binding management operations can then be used together with the operatipns of the
cooperative phase within a single application-context.

NOTE - The first approach is useful in the case where a specialized)'component of a DSA wanfts to use an

association solely for managing the set of operational bindings of that-DSA, and it is not prepared to dccept any of
the operations defined for the co-operative phase (e.g. updateShadows).

28.2 Hstablish Operational Binding operation

The Establjsh Operational Binding operation allows establishnment of an operational binding instance of a|predefined
type, betwgen two DSAs. This is achieved through the transfer of the establishment parameters and the terms of
agreement which were defined in the definition of the operdtional binding type. The arguments of the operation may be
signed, endrypted, or signed and encrypted (see 17.3) by the requestor. If so requested, the responder may sign, encrypt,
or sign and|encrypt the results.

In the cas¢ of a symmetrical operational binding, either of the two DSAs may take the initiative to gstablish an
operational| binding instance of the predefined ‘type.

In the case|of an asymmetrical operational-binding, either the DSA assuming "ROLE-A" or "ROLE-B" establishes the
operational| binding, depending on the spécific definition of the operational binding type.

establishQperationalBinding /OPERATION ::= {
ARGUMENT EstablishOperationalBindingArgument

RESULT EstablishOperationalBindingResult
ERRPRS {\operationalBindingError | securityError | serviceError }
CODE id-op-establishOperationalBinding }
EstablishQperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindjngType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindinglD [TT  OperationalBindinglD OPTIONAL,
accessPoint [2] AccessPoint,
-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}),
valid [71 Validity DEFAULT {},

securityParameters [8] SecurityParameters OPTIONAL }}
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OpBindingSet OPERATIONAL-BINDING ::= {
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

OperationalBindingID ::= SEQUENCE {
identifier INTEGER,
version INTEGER }

The component bindingType states which type of operational binding is to be established. Operational binding types are
defined by the use of the OPERATIONAL-BINDING information object class template which assigns an object identifier
value to the operational binding type. The bindingType is taken from the ID field of one of the instances of an
operational  binding  type  referenced by  OpBindingSet. This set is a  parameter  of
EstablishOperationalBindingArgument, a parameterized type.

The initiating DSA may assign an identification to the operational binding instance via the bindinglD coxInponent. If
bindingID [is absent within the operation argument, the responding DSA shall assign an ID to the eperatiopal binding
instance ar]d return it in the bindinglD component of the establishOperationalBindingResultIn, '€ither case, when
establishing an operational binding, both the identifier and version components of the OperationalBindingID value
shall be asdigned and issued by the DSA making the assignment.

The component accessPoint specifies the access point of the initiator for subsequent inferactions.

The role that the DSA issuing the Establish Operational Binding operation assumes\i$ indicated by the CHOICE type
with the options symmetric, roleA-initiates, and roleB-initiates. The CHOICE option governs thd particular
establishm¢nt parameters employed by the initiating and responding DSAs. TheZsemantics of the roles are defjned as part
of the defirjition of the operational binding type. The ASN.1 type of the CHOICE is determined by the ESTABLISHMENT
PARAMETER of the initiator's OP-BIND-ROLE information object c¢lass“template. The CHOICE type is| omitted if
establishm¢nt of the operational binding type requires no establishment parameter from the initiator.

The comp¢nent agreement contains the terms of agreement geverning the operational binding instance] Its actual
content deplends on the type of operational binding to be established. The ASN.1 type for this parameter is defined by the
AGREEMENT field of the OPERATIONAL-BINDING information object class template of the operational binding type.

The duratiqn that the operational binding instance shallexist is defined in valid. The starting time of the exisfence of the
operational| binding instance is specified in validFrofwand the time that the operational binding instance is tgrminated is
given in validUntil.

Validity ::¥ SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [11 Time } DEFAULT now : NULL,
validuntil [1] CHOICE {
explicitTermination [0] NULL,
time [11 Time } DEFAULT explicitTermination : NULL }

Time ::= CHOICE\{
utcTjme UTCTime,
gengralizedTime GeneralizedTime }

Before a value of Time is used in any comparison operation and if the syntax of Time has been chosen as the UTCTime
type, the value of the two-digit year field shall be rationalized into a four-digit year value as follows:

—  If the 2-digit value is 00 through 49 inclusive, the value shall have 2000 added to it.
—  If the 2-digit value is 50 through 99 inclusive, the value shall have 1900 added to it.

The use of GeneralizedTime may prevent interworking with implementations unaware of the possibility of choosing
either UTCTime or GeneralizedTime. It is the responsibility of those specifying the domains in which this Directory
Specification will be used, e.g. profiling groups, as to when the GeneralizedTime may be used. In no case shall
UTCTime be used for representing dates beyond 2049.

If the Establish Operational Binding operation succeeds, the following result is returned and, may be signed, encrypted,
or signed and encrypted (see 17.3) by the responder.
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EstablishOperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindingID [11 OperationalBindinglD OPTIONAL,
accessPoint [2] AccessPoint,
-- symmetric, Role A replies , or Role B replies
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam

({OpBindingSet}{@bindingType}),
roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),
roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
COMPONENTS OF CommonResultsSeq } }

The bindingType-componentis-contained—withinthe result-to-indicate-the-type-ofoperational- bindinafor us
CHOICE element. Its value is the same as that provided by the establishment initiator and is taken from the
one of th¢ instances of an operational binding type referenced by OpBindingSet. This set is~a-p3
EstablishQperationalBindingResult, a parameterized type.

The identification of the established operational binding instance may be returned in bindinglD. It shall
identify this operational binding instance in any subsequent Modify or Terminate Operational Binding opg
may be usdd in any other operation that is executed within the cooperative phase of the dstablished operatio
instance.

The component accessPoint specifies the access point of the responder for subsequent interactions.

within the
ID field of
rameter of

be used to
ration, and
nal binding

The initiatijng DSA may assign an identification to the operational bindingifistance via the bindinglD cofponent. If

bindingID [is absent within the operation argument, the responding DSA shall assign an ID to the operatio
instance an(d return it in the bindinglD component of the establishOperationalBindingResult.

nhal binding

The role that the DSA replying to the Establish Operational Binding/operation assumes is indicated by the CHOICE type

with the options symmetric, roleA-initiates and roleB-initiates."The semantics of the roles are defined as
definition ¢f the operational binding type. The ASN.1 type ‘6f‘the CHOICE is determined by the ESTAB
PARAMETER of the responder's OP-BIND-ROLE information object class template. The CHOICE type is
establishm¢nt of the operational binding type requires no establishment parameter from the responder.

28.3 NModify Operational Binding operation

The Modify Operational Binding operation.is used to modify an established operational binding. The right t
indicated bly the MODIFICATION INITIATOR field(s) within the definition of the operational binding type us
BIND-ROLE and OPERATIONAL-BINDING information object class templates.

The compdnents of an operational\binding that can be modified are the content of the agreement for the
binding and its period of validity. Further, a modification parameter can be specified by the initiating
arguments |of the operation‘\may be signed, encrypted, or signed and encrypted (see 17.3) by the requ
requested, the responder may sign, encrypt, or sign and encrypt the result.

modifyOpeérationalBinding OPERATION ::= {
ARGUMENT ModifyOperationalBindingArgument
RESULT ModifyOperationalBindingResult

part of the
LISHMENT
omitted if

b modify is
ng the OP-

operational
role. The
estor. If so

CODE id-op-modifyOperationalBinding }

ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingIlD [11 OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
newBindingID [6] OperationalBindingID,
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newAgreement [7] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
valid [8] Validity OPTIONAL,
securityParameters
[9] SecurityParameters OPTIONAL } }

The component bindingType states which type of operational binding is to be modified. The bindingType is taken from
the ID field of one of the instances of an operational binding type referenced by OpBindingSet. This set is a parameter of
ModifyOperationalBindingArgument, a parameterized type.

The identification of the operational binding instance to be modified is given by bindingID. The revised identifier of the
operational binding instance is given by newBindingID. The version component of newBindingID shall be greater than
that of bindingID.

The optionat—comporent—accessPoint—Ts—present—f—the—mtrator's—access—pomt—forsubsequent—mteractrons is to be
changed.

The role thpt the DSA issuing the Modify Operational Binding operation assumes is indicated by thé CHOICE type with
the option§ symmetric, roleA-initiates and roleB-initiates. The semantics of the roles are defined as part of the
definition pf the operational binding type. The ASN.1 type of the CHOICE is determined \by the MODIFICATION
PARAMETER of the initiator's OP-BIND-ROLE information object class template. The €HOICE type is| omitted if
modificatign of the operational binding type requires no modification parameter from the initiator.

The compagnent newAgreement, if present, contains the modified terms of agreement{governing the operatiopal binding
instance. The ASN.1 type for this parameter is defined by the AGREEMENT (field of the OPERATIONA| -BINDING
information object class template of the operational binding type. If newAgreement is not present, the parameters of the
agreement pre not changed by the operation.

The optiongl valid component may be used to indicate a revised period df validity for the altered agreement. [If the valid
component| is absent, the validFrom component is presumed to hayethe value now and the validUntil component is
assumed to| be unchanged. If the validFrom component is presentand refers to an instant of time in the futurethe current
agreement femains in effect until that time.

If the Modify Operational Binding operation succeeds, the(following result is returned and, may be signed, encrypted, or
signed and [encrypted (see 17.3) by the responder:

ModifyOpgrationalBindingResult ::= CHOICE {

null [0] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
newBindingIlD OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}),
valid Validity OPTIONAL,

COMPONENTS OF CommonResultsSeq } }

It is not pqgssible-for* the responding DSA to return the modification parameter defined for its role to the njodification
initiator.

28.4 Terminate Operational Binding operation

The Terminate Operational Binding operation is used to request the termination of an established operational binding
instance. The right to request termination is indicated by the TERMINATION INITIATOR field(s) within the definition of
the operational binding type using the OP-BIND-ROLE and OPERATIONAL-BINDING information object class
templates. The arguments of the operation may be signed, encrypted, or signed and encrypted (see 17.3) by the requestor.
If so requested, the responder may sign, encrypt, or sign and encrypt the result.

terminateOperationalBinding OPERATION ::= {
ARGUMENT TerminateOperationalBindingArgument

RESULT TerminateOperationalBindingResult
ERRORS { operationalBindingError | securityError | serviceError }
CODE id-op-terminateOperationalBinding }
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TerminateOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindinglD [11 OperationalBindingID,
-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [2] OPERATIONAL-BINDING.&both.&TerminateParam
({OpBindingSet}{@bindingType}),
roleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet}{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{@bindingType})} OPTIONAL,
terminateAt [5] Time OPTIONAL,

securityParameters [6] SecurityParameters OPTIONAL }}

C e C ¢ fe C pe is taken
from the II) ﬁeld of one of the 1nstances of an operatlonal binding type referenced by OpBlndlngSet This set is a
parameter ¢f TerminateOperationalBindingArgument, a parameterized type.

The identiffication of the operational binding instance to be terminated is given by bindingID. The ‘version |component
present in the bindingID is ignored.

The role that the DSA issuing the Terminate Operational Binding operation assumes is indicated by the CHOICE type
with the options symmetric, roleA-initiates and roleB-initiates. The semantics of the-roles are defined as|part of the
definition pf the operational binding type. The ASN.1 type of the CHOICE is determined by the TERMINATION
PARAMETER of the initiator's OP-BIND-ROLE information object class template."The CHOICE type is| omitted if
termination] of the operational binding type requires no termination parameter from the initiator.

If the operdtional binding is not to be terminated immediately, a delayed termindtion time can defined in termjnateAt.

If the Ternfinate Operational Binding operation succeeds, the following result is returned and, may be signed) encrypted,
or signed and encrypted (see 17.3) by the responder:

TerminatePperationalBindingResult ::= CHOICE {

null [0] NULL,

protected [11 OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

COMPONENTS OF CommonResultsSeq } } }

It is not p¢ssible for the responding DSA to return the termination parameter defined for its role to the fermination
initiator.
28.5 (Operational Binding Error

An Operatjonal Binding“Error reports a problem related to the usage of operations for management of |operational
bindings. Tlhe parametet.of the error may be signed, encrypted, or signed and encrypted (see 17.3) by the resppnder.

operationTABindingError ERROR ::= {

PARAMETER OPTIONALLY PROTECTED-SEQ {
O i na-l
e ey
CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED {
invalidlD (0),
duplicatelD (1),
unsupportedBindingType (2),
notAllowedForRole (3),
parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),
currentlyNotDecidable (9),

modificationNotAllowed (10) },

146 ITU-T Rec. X.501 (02/2001 E)


https://iecnorm.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

bindingType [11 OPERATIONAL-BINDING.&id ({OpBindingSet}) OPTIONAL,

agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,

retryAt [3] Time OPTIONAL,

COMPONENTS OF CommonResultsSeq }

The values of problem have the following meanings:

a) invalidID: The operational binding ID given in the request is not known by the receiving DSA or is in the
wrong state for the requested operation.

b) duplicatelD: The operational binding ID given in the establishment request already exists at the
responder. This may be caused by a prior attempt to establish an operational binding instance when the
result was lost and initiator has repeated the establishment request.

c) unsupportedBindingType: The requested operational binding type is not supported by the DSA.

d) notAllowedForRole: A management operation on the operational binding instance has beep requested
which is not allowed for the role that the requestor plays (e.g. a Terminate Operational Bindinjg operation
has been issued by a DSA that takes a role which is not allowed to initiate thectermination of the
operational binding instance).

e) parametersMissing: Any required establishment or termination parameters that\dre defined for the type
of operational binding are missing.

f] roleAssignment: The requested role assignment for an asymmetric opefational binding instahce has not
been accepted.

g) invalidStartTime: The specified starting time for the operational binding instance has not beenj accepted.

h) invalidEndTime: The specified termination time for the operational binding instance hap not been
accepted.

i] invalidAgreement: The terms of agreement for the requésted operational binding instance haye not been
accepted. The terms of agreement that would be aceepted by the responding DSA can be [returned in
agreementProposal.

j]  currentlyNotDecidable: The DSA is not able to decide on-line about the establishment or niodification
of the requested operational binding instanee:A time when the request should be repeated can[be given in
retryAt.

k) modificationNotAllowed: The Modify Operational Binding operation is rejected since modification is
not permitted for this binding instance.

The bindingType component shall be thensame as that transmitted by the invoker of the failed operatiopal binding
manageme]: operation.

The agreementProposal component shall only be used in response to an EstablishOperationalBinding qperation to
propose a revised set of agreement-parameters as described in 28.2.

The retryAt component shall be used only in conjunction with the problem value currentlyNotDecidable tp indicate a
time when the EstablishOperationalBinding or ModifyOperationalBinding operation should be retried.

The ComnjonResultsSeq component (see 7.4 of ITU-T Rec. X.511 | ISO/IEC 9594-3) includes SecurityParameters.
The SeculgietyParameters component (see 7.10 of ITU-T Rec. X.511 | ISO/IEC 9594-3) shall be inclyded in the
CommonResultsSeq if the parameter of the error is to be signed by the responder.

28.6 Operational Binding Management Bind and Unbind

The DSAOperationalBindingManagementBind and DSAOperationalBindingManagementUnBind operations, defined
in 28.6.1 and 28.6.2, are used by a DSA at the beginning and end of a particular period of operational binding
management activity.

Protection for the dSAOperationalBindingManagementBind and dSAOperationalBindingManagementUnbind shall
be equivalent to the protection applied to the DSABind and DSAUnbind operations.

NOTE — The credentials required for authentication may be carried by the Security Exchange Service Element (see ITU-T
Rec. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

28.6.1 DSA Operational Binding Management Bind

A dSAOperationalBindingManagementBind operation is used to begin a period of operational binding management.

dSAOperationalBindingManagementBind OPERATION ::= directoryBind
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The components of the dSAOperationalManagementBind are identical to their counterparts in directoryBind
(see ITU-T Rec. X.511 | ISO/IEC 9594-3) with the following differences.

NOTE - The credentials required for authentication may be carried by the Security Exchange Service Element (see ITU-T
Rec. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

28.6.1.1 Initiator Credentials

The Credentials of the DirectoryBindArgument allows information identifying the AE-Title of the initiating DSA to be
sent to the responding DSA. The AE-title shall be in the form of a Directory Distinguished Name.

28.6.1.2 Responder Credentials

The Credentials of the DirectoryBindResult allows information identifying the AE-Title of the responding DSA to be
sent to the initiating DSA. The AE-title shall be in the form of a Distinguished Name.

28.6.2 DSA Operational Binding Management Unbind

A dSAOperationalManagementUnbind operation is used to end a period of providing operational binding'mgnagement.

dSAOperationalBindingManagementUnbind OPERATION = directoryUnbind

There are no arguments, results or errors.
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Annex A

ISO/IEC 9594-2:2001 (E)

(This annex forms an integral part of this Recommendation | International Standard)

This annex documents the upper reaches of the object identifier subtree in which all of the object identifiers assigned in
the Directory Specifications reside. It does so by providing an ASN.1 module called UsefulDefinitions in which all non-
leaf nodes in the subtree are assigned names.

UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4}

DEFINITIONS ::=

BEGIN

-- EXPORT
-- The type

S All -

5 and values defined in this module are exported for use in the other ASN.1 modules contained
Directory Specifications, and for the use of other applications which will use them to acceSs

{ds 36} -- None are currently defined by this specification

-- within the

-- Directory|services. Other applications may use them for their own purposes, but this will not.constrain
-- extensions and modifications needed to maintain or improve the Directory service.
ID := OBJECT IDENTIFIER

ds ID =  {joint-iso-itu-t ds(5)}

-- categorigs of information object --

module ID = {ds 1}
serviceElement ID =  {ds 2}
applicatiopnContext ID =  {ds 3}
attributeType ID = {ds 4}
attributeSyntax ID = {ds5}
objectCla ID =  {ds 6}
-- attributdSet ID =N {ds 7}
algorithm ID =" {ds 8}
abstractSyntax ID = {ds 9}
-- object ID = {ds 10}
-- port 1D = {ds 11}
dsaOperatjonalAttribute ID = {ds 12}
matchingRule ID =  {ds 13}
knowledggMatchingRule ID = {ds 14}
nameForm ID = {ds 15}
group ID = {ds 16}
subentry ID = {ds 17}
operationdlAttributeType ID = {ds 18}
operationgIBinding ID = {ds 19}
schemaOhjectClass ID = {ds 20}
schemaOgerationalAttribute ID = {ds 21}
administrati 1D n= {ds 23}
accessControlAttribute ID = {ds 24}
rosObject ID = {ds 25}
contract ID = {ds 26}
package ID = {ds 27}
accessControlSchemes ID = {ds 28}
certificateExtension ID = {ds 29}
managementObject ID = {ds 30}
attributeValueContext ID = {ds 31}
-- securityExchange ID ;= {ds 32}
idmProtocol ID = {ds 33}
problem ID = {ds 34}
notification ID = {ds 35}
matchingRestriction ID =
controlAttributeType ID = {ds 37}
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usefulDefinitions ID = {module usefulDefinitions(0) 4}
informationFramework ID = {module informationFramework(1) 4}
directoryAbstractService ID :=  {module directoryAbstractService(2) 4}
distributedOperations ID ;= {module distributedOperations(3) 4}
protocolObjectldentifiers ID :=  {module protocolObjectldentifiers(4) 4}
selectedAttributeTypes ID = {module selectedAttributeTypes(5) 4}
selectedObjectClasses ID = {module selectedObjectClasses(6) 4}
authenticationFramework ID :=  {module authenticationFramework(7) 4}
algorithmObjectldentifiers ID :=  {module algorithmObjectldentifiers(8) 4}
directoryObjectldentifiers ID ;= {module directoryObjectldentifiers(9) 4}
upperBounds ID = {module upperBounds(10) 4}

dap ID = {module dap(11) 4}

dsp ID = {module dsp(12) 4}
distributedDirectoryOIDs ID =  {module distributedDirectoryOIDs(13) 4}
directoryShadowOIDs ID = {module directoryShadowOIDs(14) 4}
directoryShadowAbstractService ID = {module directoryShadowAbstractService(15)4}
disp ID ;= {module disp(16) 4}

dop ID = {module dop(17) 4}
opBindingManagement ID :=  {module opBindingManagement(18) 4}
opBindingPIDs ID :=  {module opBindingOIDs(19) 4}
hierarchicalOperationalBindings ID :=  {module hierarchicalOperationalBindings(20) 4}
dsaOperatjonalAttributeTypes ID :=  {module dsaOperational AttributeTypes(22) 4}
schemaAdministration ID ;= {module schemaAdministration(23) 4}
basicAccegsControl ID = {module basicAccessControl(24) 4}
directoryOperationalBindingTypes ID :=  {module directoryOperationalBindingTypes(25) 4
certificatekExtensions ID = {module certificateExtensions(26) 4}
directoryManagement ID =  {module directoryManagement(27) 4}
enhanced$ecurity ID ;= {module enhancedSecurity (28) 4}

-- directoryBecurityExchanges ID ;= {module directorySecurityExchanges (29) 4}
iDMProtocolSpecification ID = {module iDMProtocolSpecification(30) 4 }
directoryl)MProtocols ID ;= {module directorylDMProtocols(31) 4 }
attributeCertificateDefinitions ID = {moduleattributeCertificateDefinitions(32) 4}
serviceAdministration ID = {module serviceAdministration(33) 4}

-- the following defintion is for a module that holds externally-déefined schema elements not defined

-- using fornal ASN.1 notation (see latest version of Implementor's Guide)

externalDdfinitions ID ;:=~1*{module externalDefinitions(34) }

-- synonymps --

id-oc ID :=  objectClass

id-at ID = attributeType

id-as ID :=  abstractSyntax

id-mr ID :=  matchingRule

id-nf ID = nameForm

id-sc ID :=  subentry

id-oa ID :=  operationalAttributeType

id-ob ID :=  operationalBinding

id-doa ID := dsaOperational Attribute

id-kmr ID = knowledgeMatchingRule

id-soc ID := schemaObjectClass

id-soa ID :=  schemaOperationalAttribute

id-ar ID := _administrativeRoles

id-aca ID := accessControlAttribute

id-ac ID :=  applicationContext

id-rosObject ID ;= rosObject

id-contract ID = contract

id-package ID :=  package

id-acScheme ID := accessControlSchemes

id-ce ID = certificateExtension

id-mgt ID :=  managementObject

id-avc ID ;=  attributeValueContext

-- id-se ID ;= securityExchange

id-idm ID :=  idmProtocol

id-pr ID :=  problem

id-not ID := notification

id-mre ID :=  matchingRestriction

id-cat ID :=  controlAttributeType
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-- obsolete module identifiers --

-- usefulDefinition ID = {module 0}
- informationFramework ID ;= {module 1}
-- directoryAbstractService ID = {module 2}
- distributedOperations ID = {module 3}
-- protocolObjectldentifiers ID = {module 4}
-- selectedAttribute Types ID ;= {module 5}
-- selectedObjectClasses ID ;= {module 6}
-- authenticationFramework ID ;= {module 7}
-- algorithmObjectldentifiers ID ;= {module 8}
-- directoryObjectidentifiers ID ;= {module 9}
- upperBounds ID = {module 10}
-- dap ID = {module 11}
- dsp 1D = {module 12}
-- distributedDirectoryObjectldentifiers ID = {module 13}

-- unused module identifiers --

- direcforyShadowOIDs ID = {module 14}
- direcforyShadowAbstractService ID = {module 15}
-- disp ID = {module 16}
-- dop ID = {module 17}
-- opBipdingManagement ID = {module 18}
-- opBihdingOIDs ID = {module 19}
-- hierdarchicalOperationalBindings ID = {module 20}
- dsaQperationalAttribute Types ID = {module 22}
-- schemaAdministration ID = {module23}
- basi¢AccessControl ID = {moddle )24}
-- operationalBindingOIDs ID = {module 25}

END -- UsgfulDefinitions
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Annex B

Information Framework in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of all of the ASN.1 type, value and macro definitions contained in this Directory
Specification. The definitions form the ASN.1 module InformationFramework.

InformationFramework {joint-iso-itu-t ds(5) module(1) informationFramework(1) 4}
DEFINITIONS ::=
BEGIN

-- EXPORT]S All --

-- The types and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to gccess

-- Directory|services. Other applications may use them for their own purposes, but this will not censtrain

-- extensions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU}T Rec. X.501 | ISO/IEC 9594-2
dire¢toryAbstractService, id-ar, id-at, id-mr, id-nf, id-oa, id-oc, id-sc,
sele¢tedAttributeTypes, serviceAdministration, upperBounds

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)-usefulDefinitions(0) 4}

SearchRule
FROM ServiceAdministration serviceAdministration

-- from ITUIT Rec. X.511 | ISO/IEC 9594-3

TypgAndContextAssertion
FROM DirectoryAbstractService directoryAbstractService

-- from ITU}T Rec. X.520 | ISO/IEC 9594-6
boolpanMatch, commonName, DirectoryString {}, generalizedTimeMatch,
gengralizedTimeOrderingMatch, integerFirstComponentMatch, integerMatch,
integerOrderingMatch, objectldentifierFirstComponentMatch

FROM SelectedAttributeTypes selectedAttributeTypes

ub-sparch
FROM UpperBounds upperBounds ;

-- attribute gata types --

Attribute L=—SEQUENCE-{

type ATTRIBUTE.&id ({SupportedAttributes}),
values SET SIZE (0 .. MAX) OF ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
valuesWithContext SET SIZE (1 .. MAX) OF SEQUENCE {

value ATTRIBUTE.&Type ({SupportedAttributes}{@type}),

contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

AttributeType ::= ATTRIBUTE.&id
AttributeValue ::= ATTRIBUTE.&Type
Context ::= SEQUENCE {
contextType CONTEXT.&id ({SupportedContexts}),

contextValues  SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE }
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AttributeValueAssertion ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes}{@type}),
assertedContexts CHOICE {
allContexts [0] NULL,
selectedContexts [1] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL }
ContextAssertion ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF

CONTEXT.&Assertion ({SupportedContexts}{@contextType})}

AttributeTypeAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
assertedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL }

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles oy to protocol implementation conformance statements. The set is required to
-- specify a|table constraint on the values component of Attribute, the value component
-- of Attribufe TypeAndValue, and the assertion component of AttributeValueAssertion.

SupportedAttributes ATTRIBUTE ::= { objectClass | aliasedEntryName, ... }

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles oy to protocol implementation conformance statements. The set is requirgd\to
-- specify a|table constraint on the context specifications

SupportedContexts CONTEXT ::= {...}

-- naming data types --

Name ::= [CHOICE { -- only one possibility for now -- rdnSequence RDNSequence }
RDNSequgnce ::= SEQUENCE OF RelativeDistinguishedName

DistinguishedName ::= RDNSequence

RelativeDistinguishedName ::= SET SIZE (1.-MAX) OF AttributeTypeAndDistinguishedValue

AttributeTypeAndDistinguishedValue~::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

valug ATTRIBUTE.&Type({SupportedAttributes}{@type}),

primaryDistinguished (BOOLEAN DEFAULT TRUE,

valugesWithContext SET SIZE (1..MAX) OF SEQUENCE {
distingAttrValue [0] ATTRIBUTE.&Type ({SupportedAttributes}{@type}) OPTIONA|
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

L

-- Subtree data types:--

SubtreeSpIecification ::= SEQUENCE {
base {0 —tocaitName DEFAULET LT,
COMPONENTS OF ChopSpecification,
specificationFilter [4] Refinement OPTIONAL }
-- empty sequence specifies whole administrative area

LocalName ::= RDNSequence

ChopSpecification ::= SEQUENCE {
specificExclusions [11 SET SIZE (1..MAX) OF CHOICE {

chopBefore [0] LocalName,

chopAfter [11 LocalName } OPTIONAL,
minimum [2] BaseDistance DEFAULT 0,
maximum [3] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)
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Refinement ::= CHOICE {
item [0]
and [1]
or [2]
not [3]

OBJECT-CLASS.&id,
SET OF Refinement,
SET OF Refinement,
Refinement }

-- OBJECT-CLASS information object class specification --

OBJECT-CLASS :=
&Superclasses

CLASS {

OBJECT-CLASS OPTIONAL,

&kind ObjectClassKind DEFAULT structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,

&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ SUBCLASS OF &Superclasses ]

[ KI?\E) &kind ]

[ MUST CONTAIN &MandatoryAttributes ]

[ MAlY CONTAIN &OptionalAttributes ]

ID &id }
ObjectClagsKind ::= ENUMERATED {

abstract  (0),

strugtural (1),

auxiliary (2)}

-- object clgsses --

top OBJECT-CLASS ::= {
KIND abstract
MUS[T CONTAIN { objectClass }
ID id-oc-top }

= {

{top}

{ aliasedEntryName }
id-oc-alias }

alias OBJECT-CLASS :
SUBCLASS OF
MUST CONTAIN
ID

parent OBJECT-CLASS ::= {

KINL abstract
ID id-oc-parent }
child OBJECT-CLASS ::= {
KIND auxiliary
ID id-oc-child }
-- ATTRIBUTE information object class specification --

ATTRIBUTE ::=~CLASS {
&derivation
&Type

ATTRIBUTE OPTIONAL,
OPTIONAL, -- either &Type or &derivation required --

MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,

&equality-match
&ordering-match
&substrings-match
&single-valued
&collective
-- operational extensions --
&no-user-modification
&usage
&id

WITH SYNTAX {
[ SUBTYPE OF
[ WITH SYNTAX

BOOLEAN DEFAULT FALSE,
AttributeUsage DEFAULT userApplications,
OBJECT IDENTIFIER UNIQUE }

&derivation ]
&Type ]

[ EQUALITY MATCHING RULE

[ ORDERING MATCHING RULE

[ SUBSTRINGS MATCHING RULE
[ SINGLE VALUE
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[ COLLECTIVE

[ NO USER MODIFICATION

[ USAGE
ID

&collective ]
&no-user-modification ]
&usage ]

&id }

AttributeUsage ::= ENUMERATED {

userApplications (0),
directoryOperation (1),
distributedOperation (2),
dSAOperation 3)}

-- attributes --

objectClass ATTRIBUTE ::= {
WITH SYNTAX

OBJECT IDENTIFIER

ISO/IEC 9594-2:2001 (E)

EQUIALITY MATCHING RULE

ID

WIT
EQU
SINGLE VALUE
ID

SYNTAX

aIiasedEnEName ATTRIBUTE ::={

LITY MATCHING RULE

objectldentifierMatch
id-at-objectClass }

DistinguishedName
distinguishedNameMatch
TRUE
id-at-aliasedEntryName }

-- MATCHING-RULE information object class specification --

MATCHING-RULE ::= CLASS {
&ParentMatchingRules
&AssertionType
&uniqueMatchindicator
&id

WITH SYN[TAX {
[ PARENT
[ SYNTAX

[ UNJQUE-MATCH-INDICATOR

ID

-- matching rules --

MATCHING-RULE OPTIONAL,
OPTIONAL,
ATTRIBUTE OPTIONAL,

OBJECT IDENTIFIER UNIQUE }

&ParentMatchingRules ]
&AssertionType ]
&uniqueMatchindicator ]
&id }

objectldentifierMatch MATCHING-RULE ::= {
SYN[TAX OBJECT IDENTIFIER
ID id-mr-objectldentifierMatch }

distinguishedNameMatch MATCHING-RULE ::= {

SYN[TAX

DistinguishedName

ID id-mr-distinguishedNameMatch }

MAPPING-BASED-MATCHING

{ SelectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule } ::=

CLASS {
&selectBy SelectedBy OPTIONAL,
&ApplicableTo ATTRIBUTE,
&subtypesincluded BOOLEAN DEFAULT TRUE,
&combinable BOOLEAN (combinable),
&mappingResults MappingResult OPTIONAL,
&userControl BOOLEAN DEFAULT FALSE,
&exclusive BOOLEAN DEFAULT TRUE,
&matching-rule MATCHING-RULE (matchingRule),
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
[ SELECT BY &selectBy ]

APPLICABLE TO

[ SUBTYPES INCLUDED
COMBINABLE

[ MAPPING RESULTS

[ USER CONTROL

&ApplicableTo
&subtypesincluded ]
&combinable
&mappingResults ]
&userControl ]
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[ EXCLUSIVE
MATCHING RULE
ID

&exclusive ]
&matching-rule
&id }

-- NAME-FORM information object class specification --

NAME-FORM ::= CLASS {

&namedObjectClass OBJECT-CLASS,
&MandatoryAttributes ATTRIBUTE,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {

NAMES &namedObjectClass
WITH ATTRIBUTES &MandatoryAttributes

[ AND OPTIONALLY  &OptionalAttributes ]

ID &id }

-- STRUCTIURE-RULE class and DIT structure rule data types --

STRUCTURE-RULE ::= CLASS {
&nameForm
&SuperiorStructureRules
&id

WITH SYN[TAX {

NAME FORM
[ SUPERIOR RULES
ID

DITStructyreRule ::= SEQUENCE {
ruleldentifier

namgeForm
supgriorStructureRules

Ruleldentifier ::= INTEGER

NAME-FORM,
STRUCTURE-RULE OPTIONAL,
Ruleldentifier }

&nameForm
&SuperiorStructureRules ]
&id }

Ruleldentifier ,

-- shall be unique within the scope of the subschema
NAME-FORM.&id,

SET SIZE (1..MAX) OF Ruleldentifier OPTIONAL }

-- CONTENT-RULE class and DIT content rule data\types --

CONTENT{RULE ::= CLASS {
&structuralClass
&Aukiliaries
&Mandatory
&Optional
&Prgcluded

WITH SYN[TAX {

OBJECT-CLASS UNIQUE,
OBJECT-CLASS OPTIONAL,
ATTRIBUTE OPTIONAL,
ATTRIBUTE OPTIONAL,
ATTRIBUTE OPTIONAL }

STRUCTURAL OBJECT-CLASS &structuralClass
[ AUKILIARY OBJECT-CLASSES  &Auxiliaries ]

[ MUST CONTAIN
[ MA)Y CONTAIN
[ MUST-NOT CONTAIN

&Mandatory ]
&Optional ]
&Precluded ] }

DITContentRule ::= SEQUENCE {

structuralObjectClass OBJECT-CLASS.&id,

auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,

mandatory [11 SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

optional [2] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

precluded [31 SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }
CONTEXT ::= CLASS {

&Type,

&Assertion OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
WITH SYNTAX  &Type

[ ASSERTED AS &Assertion ]

ID &id }
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DITContextUse ::= SEQUENCE {

attributeType ATTRIBUTE.&id,

mandatoryContexts [11 SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,

optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }
DIT-CONTEXT-USE-RULE ::= CLASS {

&attributeType ATTRIBUTE.&id UNIQUE,

&Mandatory CONTEXT OPTIONAL,

&Optional CONTEXT OPTIONAL }
WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[ MANDATORY CONTEXTS &Mandatory ]
[ OPTIONAL CONTEXTS &Optional ] }

-- system schema information objects --
-- object clgsses --

subentry PBJECT-CLASS ::={
SUBCLASS OF {top}

KIN structural

MUST CONTAIN { commonName | subtreeSpecification }

ID id-sc-subentry }
subentryNameForm NAME-FORM ::= {

NAMES subentry

WITH ATTRIBUTES { commonName }

ID id-nf-subentryNameForm }
accessControlSubentry OBJECT-CLASS ::= {

KIN auxiliary

ID id-sc-accessControlSubentry }

collectiveAttributeSubentry OBJECT-CLASS ::= {

KIN auxiliary

ID id-sc-collectiveAttributeSubentry }
contextAssertionSubentry OBJECT-CLASS ::= {

KIN auxiliary

MUST CONTAIN {contextAssertionDefaults}

ID id-sc-contextAssertionSubentry }
serviceAdminSubentry OBJECT-CLASS.:= {

KIND auxiliary

MUST CONTAIN { searchRules }

ID id-sc-serviceAdminSubentry }
-- attributeq --

subtreeSpecification/ATTRIBUTE ::= {
WITH SYNTAX  SubtreeSpecification
USAGE directoryOperation
ID id-oa-subtreeSpecification }

administrativeRole ATTRIBUTE ::= {

WITH SYNTAX OBJECT-CLASS.&id
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-administrativeRole }

createTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime
--as per41.3b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-createTimestamp }
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modifyTimestamp ATTRIBUTE ::= {
WITH SYNTAX

GeneralizedTime

--as per41.3b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-modifyTimestamp }

subschemaTimestamp ATTRIBUTE ::= {

WITH SYNTAX

GeneralizedTime

--as per41.3b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE
ORDERING MATCHING RULE

generalizedTimeMatch
generalizedTimeOrderingMatch

SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

creatorsName ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

modifiersName ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

subschemESubentwList ATTRIBUTE :=

accessControlSubentryList- ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID

TRUE

TRUE

directoryOperation
id-oa-subschemaTimestamp }

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-creatorsName }

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-modifiersName }

{

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-subschemaSubentryList }

= {

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-accessControlSubentryList }

collectiveAttributeSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

contextDefaultSubentryList ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID
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serviceAdminSubentryList ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID

hasSubordinates ATTRIBUTE ::={
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

collectiveExclusions ATTRIBUTE ::= {

ISO/IEC 9594-2:2001 (E)

=

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-serviceAdminSubentryList }

BOOLEAN
booleanMatch

TRUE

TRUE
directoryOperation
id-oa-hasSubordinates }

WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

contextAssertionDefaults ATTRIBUTE ::
WITH SYNTAX
EQUAALITY MATCHING RULE
USAGE
ID

searchRulgs ATTRIBUTE ::={
WITH SYNTAX

OBJECT IDENTIFIER
objectldentifierMatch
directoryOperation
id-oa-collectiveExclusions }

TypeAndContextAssertion
objectldentifierFirstComponentMatch
directoryOperation
id-oa-contextAssertionDefault }

SearchRuleDescription

EQUALITY MATCHING RULE integerFirstComponentMatch

USAGE directoryOperation
ID id-oa-searchRules }
SearchRuleDescription ::= SEQUENCE {
COMPONENTS OF SearchRule,
name [28] SET SIZE (1 .. MAX).OF DirectoryString { ub-search } OPTIONAL,

desdription [29]

hierarchylevel ATTRIBUTE ::= {
WITH SYNTAX

EQL}LITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE
ID

Hierarchyllevel ::= INTEGER

hierarchyBelow ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY-MATCHING RULE

DirectoryString {\ub-search } OPTIONAL }

HierarchyLevel
integerMatch
integerOrderingMatch
TRUE

TRUE
directoryOperation
id-oa-hierarchyLevel }

HierarchyBelow
booleanMatch

SINGLEWALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hierarchyBelow }

HierarchyBelow ::= BOOLEAN
hierarchyParent ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
USAGE
ID

-- object identifier assignments --

DistinguishedName
distinguishedNameMatch
TRUE

directoryOperation
id-oa-hierarchyParent }
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-- object classes --
id-oc-top
id-oc-alias
id-oc-parent
id-oc-child

-- attributes --

id-at-objectClass
id-at-aliasedEntryName

-- matching rules --

id-mr-objectldentifierMatch
id-mr-distinguishedNameMatch

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-oc 0}
{id-oc 1}
{id-oc 28}
{id-oc 29}

{id-at 0}
{id-at 1}

{id-mr 0}
{id-mr 1}

-- operational attributes --

id-oa-exclTdeAIICoIIectiveAttributes
id-oa-createTimestamp
id-oa-modifyTimestamp
id-oa-creatorsName
id-oa-modifiersName
id-oa-administrativeRole
id-oa-subtreeSpecification
id-oa-collectiveExclusions
id-oa-subschemaTimestamp
id-oa-hasSubordinates
id-oa-subschemaSubentryList
id-oa-accepsControlSubentryList
id-oa-collectiveAttributeSubentryList
id-oa-contextDefaultSubentryList
id-oa-contextAssertionDefault
id-oa-serviceAdminSubentryList
id-oa-sear¢hRules
id-oa-hiergrchyLevel
id-oa-hiergrchyBelow
id-oa-hiergrchyParent

-- subentry|classes --

id-sc-subentry
id-sc-accegsControlSubentry,
id-sc-collectiveAttributeSubentry
id-sc-conte¢xtAssertionSubentry
id-sc-serviceAdminSubentry

-- Name foyms --

id-nf-subentryNameForm

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIEIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT-IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER

{id-oa 0}
{id-oa 1}
{id-oa 2}
{id-oa 3}
{id-oa 4}
{id-oa 5}
{id-oa 6}
{idoa 7}
{id-oa 8}
{id-oa 9}
{id-oa 10}
{id-oa 11}
{id-oa 12}
{id-oa 13}
{id-oa 14}
{id-oa 15}
{id-oa 16}
{id-oa 17}
{id-oa 18}
{id-oa 19}

{id-sc 0}
{id-sc 1}
{id-sc 2}
{id-sc 3}
{id-sc 4}

{id-nf 16}

-- administrative roles --

id-ar-autonomousArea
id-ar-accessControlSpecificArea
id-ar-accessControlinnerArea
id-ar-subschemaAdminSpecificArea
id-ar-collectiveAttributeSpecificArea
id-ar-collectiveAttributelnnerArea
id-ar-contextDefaultSpecificArea
id-ar-serviceSpecificArea

END -- InformationFramework

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-ar 1}
{id-ar 2}
{id-ar 3}
{id-ar 4}
{id-ar 5}
{id-ar 6}
{id-ar 7}
{id-ar 8}
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Annex C

SubSchema Administration Schema in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined in
clause 15 in the form of an ASN.1 module, SchemaAdministration.

SchemaAdministration {joint-iso-itu-t ds(5) module(1) schemaAdministration(23) 4}
DEFINITIONS ::=

BEGIN

-- EXPORT|
-- The type
-- within thd
-- Directory
-- extensiol]
IMPORTS
-- from ITU

id-sd

ATT

S All --

5 and values defined in this module are exported for use in the other ASN.1 modules contained
Directory Specifications, and for the use of other applications which will use them to access
services. Other applications may use them for their own purposes, but this will not constrain

s and modifications needed to maintain or improve the Directory service.

T Rec. X.501 | ISO/IEC 9594-2

a, id-soc, informationFramework, selectedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4}

RIBUTE, AttributeUsage, CONTEXT, DITContentRule, DITStructureRule, MATCHING-RULE,

NAME-FORM, OBJECT-CLASS, ObjectClassKind, objectldentifierMatch

-- from ITU
Direg¢

obje

ub-s

-- types --

FROM InformationFramework informationFramework
T Rec. X.520 | ISO/IEC 9594-6
ttoryString {}, integerFirstComponentMatch, integerMatch,
ctidentifierFirstComponentMatch

FROM SelectedAttributeTypes selectedAttributeTypes

chema
FROM UpperBounds upperBounds;

DITStruct

reRuleDescription ::= SEQUENCE {

COMPONENTS OF DITStructureRule,

nam [11 SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
desdription DirectoryString { ub-schema } OPTIONAL,
obsal BOOLEAN DEFAULT FALSE }

DITContentRuleDescription ::= SEQUENCE {
COMPONENTS OF DITContentRule,
name [4] SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }

MatchingRuleDescription ::= SEQUENCE {
identifier MATCHING-RULE.&:id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] DirectoryString { ub-schema } OPTIONAL }

-- describes the ASN.1 syntax
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AttributeTypeDescription ::= SEQUENCE {

identifier ATTRIBUTE.&id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema} OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,
information [0] AttributeTypelnformation }

AttributeTypelnformation ::= SEQUENCE {

derivation [0] ATTRIBUTE.&id OPTIONAL,
equalityMatch [11 MATCHING-RULE.&id OPTIONAL,
orderingMatch [2] MATCHING-RULE.&id OPTIONAL,
substringsMatch [31 MATCHING-RULE.&id OPTIONAL,
attributeSyntax [4] DirectoryString { ub-schema }JOPTIONAL,
multi-valued [5] BOOLEAN DEFAULT TRUE,
collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [4—BOOLEAN DEFAULTTRUE,
appljcation AttributeUsage DEFAULT userApplications }
ObjectClagsDescription ::= SEQUENCE {
identifier OBJECT-CLASS.&id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
desgdription DirectoryString { ub-schema } OPTIONAL,
obsglete BOOLEAN DEFAULT FALSE,
infojmation [0] ObjectClassinformation }
ObjectCIa]sInformation ;= SEQUENCE ({
subglassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
kind ObjectClassKind DEFAULT structural,
manfatories [31 SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optionals [4] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }
NameFormDescription ::= SEQUENCE {
identifier NAME-FORM.&id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
desgdription DirectoryString { ub-schem@’} OPTIONAL,
obsaglete BOOLEAN DEFAULT FALSE,
infojmation [0] NameForminformation’}
NameForminformation ::= SEQUENCE {
subgrdinate OBJECT-CLASS.&id,
namjngMandatories SET OF ATTRIBUTE.&id,
namjngOptionals SET SIZE\(1..MAX) OF ATTRIBUTE.&id OPTIONAL }

MatchingRuleUseDescription ::=)\SEQUENCE {

identifier MATCHING-RULE.&:id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
desgdription DirectoryString { ub-schema } OPTIONAL,
obsqlete BOOLEAN DEFAULT FALSE,
information [0] SET OF ATTRIBUTE.&id }

ContextDesscription ::= SEQUENCE {
identifier CONTEXT.&id,
nam S P i i = ;
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] Contextinformation }

Contextinformation ::= SEQUENCE {

syntax DirectoryString { ub-schema },

assertionSyntax DirectoryString { ub-schema } OPTIONAL }
DITContextUseDescription ::= SEQUENCE {

identifier ATTRIBUTE.&id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,

description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [0] DITContextUselnformation }
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DITContextUselnformation
mandatoryContexts [1]
optionalContexts [2]

-- object classes --

subschema OBJECT-CLASS ::= {
KIND auxiliary
MAY CONTAIN {

ISO/IEC 9594-2:2001 (E)

::= SEQUENCE ({

SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }

dITStructureRules |

nameForms

diTContentRules |
objectClasses |
attributeTypes |

contextTypes |
diTContextUse |
matchingRules |
matchingRuleUse }

ID id-soc-subschema }

-- attributeq

WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

dITStructuERules ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

dITConten’ERules ATTRIBUTE ::= {

matchingRules ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

attributeTypes ATTRIBUTE ::= ¢
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

objectClagses ATTRIBUTE ::= {
WITH SYNTAX

nameForms ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

matchingRuleUse ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

DITStructureRuleDescription
integerFirstComponentMatch
directoryOperation
id-soa-dITStructureRule }

DITContentRuleDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-dITContentRules }

MatchingRuleDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-matchingRules }

AttributeTypeDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-attributeTypes }

ObjectClassDescription
objectldentifierFirs mponentMatch

directoryOperation
id-soa-objectClasses }

NameFormDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-nameForms }

MatchingRuleUseDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-matchingRuleUse }
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structuralObjectClass ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

OBJECT IDENTIFIER
objectldentifierMatch

TRUE

TRUE

directoryOperation
id-soa-structuralObjectClass }

governingStructureRule ATTRIBUTE ::= {

WITH SYNTAX INTEGER

EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID fd=soa-governingStructureRute}

WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

contextTyies ATTRIBUTE ::= {

diTContextUse ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

ContextDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-contextTypes }

DITContextUseDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-dITContextUse }

-- object idgntifier assignments --
-- schema ¢bject classes --
id-soc-subschema

-- schema ¢perational attributes --

id-soa-dIT$tructureRule
id-soa-dITContentRules
id-soa-mafchingRules
id-soa-attrjbuteTypes
id-soa-objectClasses
id-soa-nameForms
id-soa-mafchingRuleUse
id-soa-strycturalObjectClass
id-soa-governingStructureRule
id-soa-contextTypes
id-soa-dITContéextUse

OBJECT IDENTIFIER := {id-soc 1}
OBJECT IDENTIFIER := {id-soa 1}
OBJECT IDENTIFIER := {id-soa 2}
OBJECT IDENTIFIER := {id-soa 4}
OBJECT IDENTIFIER {id-soa 5}
OBJECT IDENTIFIER := {id-soa 6}
OBJECT IDENTIFIER {id-soa 7}
OBJECT IDENTIFIER := {id-soa 8}
OBJECT IDENTIFIER := {id-soa 9}
OBJECT IDENTIFIER := {id-soa 10}
OBJECT IDENTIFIER := {id-soa 11}
OBJECT IDENTIFIER := {id-soa 12}

END -- SchemaAdministration

164 ITU-T Rec. X.501 (02/2001 E)



https://iecnorm.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

Annex D

Service Administration in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined in
clause 16 in the form of an ASN.1 module, ServiceAdministration.

ServiceAdministration {joint-iso-itu-t ds(5) module(1) serviceAdministration(33) 4}
DEFINITIONS ::=
BEGIN

-- EXPORT]S All --

-- The type} and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to access

-- Directory|services. Other applications may use them for their own purposes, but this will not constrain

-- extensions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITUIT Rec. X.501 | ISO/IEC 9594-2

diregtoryAbstractService, informationFramework
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4}

ATTRIBUTE, AttributeType, CONTEXT, MATCHING-RULE, OBJECT-CLASS,
SupportedAttributes, SupportedContexts
FROM InformationFramework informationFramework

-- from ITUT Rec. X.511 | ISO/IEC 9594-3
Fam|lyGrouping, FamilyReturn, HierarchySelections, SearchControlOptions,

ServiceControlOptions
FROM DirectoryAbstractService directoryAbstractService ;

-- types --

SearchRule ::= SEQUENCE {
COMPONENTS OF SearchRuleld,
serviceType [11 OBJECT IDENTIFIER OPTIONAL,
userClass [2] INTEGER OPTIONAL,
inputAttributeTypes [31 SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
attributeCombihation [4] AttributeCombination DEFAULT and : { },
outputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defapltControls [6] ControlOptions OPTIONAL,
mangatoryControls [71 ControlOptions OPTIONAL,
searchRuleControls [8] ControlOptions OPTIONAL,
familyGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
relaxation [11] RelaxationPolicy OPTIONAL,
additionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
allowedSubset [13] AllowedSubset DEFAULT "111'B,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL }

SearchRuleld ::= SEQUENCE {
id INTEGER,
dmdid [0] OBJECT IDENTIFIER }

AllowedSubset ::= BIT STRING { baseObject (0), oneLevel (1), wholeSubtree (2) }

ImposedSubset ::= ENUMERATED { baseObject (0), oneLevel (1), wholeSubtree (2) }
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RequestAttribute ::= SEQUENCE {

attributeType ATTRIBUTE.&id ({ SupportedAttributes }),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [11 SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType })} OPTIONAL,
contexts [31 SEQUENCE SIZE (0..MAX) OF ContextProfile = OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and : {},
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL }

ContextProfile ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValue SEQUENCE SIZE (1..MAX) OF CONTEXT.&Assertion

({SupportedContexts}{@contextType}) OPTIONAL }

ContextCambination ::= CHOICE {
context [0] CONTEXT.&id({SupportedContexts}),

and
or
not

rest

[11 SEQUENCE OF ContextCombination,
[2] SEQUENCE OF ContextCombination,
[3] ContextCombination }

ictionType MATCHING-RESTRICTION.&id ({SupportedMatchingRestrictions}),

Matchingl.ise ::= SEQUENCE {

rest

ictionValue MATCHING-RESTRICTION.&Restriction
({SupportedMatchingRestrictions}{@restrictionType}) }

-- Definition] of the following information object set is deferred, perhaps tosstandardized
-- profiles oy to protocol implementation conformance statements. The sefNs required to

-- specify a

table constraint on the components of SupportedMatchingRestrictions

SupportedMatchingRestrictions MATCHING-RESTRICTION ;= {...}

AttributeCpmbination ::= CHOICE {
attribute [0] AttributeType,
and [11 SEQUENCE OF AttributeCombination,
or [2] SEQUENCE-OF AttributeCombination,
not [31 AttributeCombination }

attri

uteType ATTRIBUTE.&id ({ SupportedAttributes }),

ResultAtt&ll)ute ::= SEQUENCE {

out|

tValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type

({ SupportedAttributes }{ @attributeType }),
matchedValuesOnly = NULL } OPTIONAL,

contrxts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL }
ControlOptions ::= SEQUENCE {
servjceControls [0] ServiceControlOptions DEFAULT {},
searchOptions [11 SearchControlOptions DEFAULT { searchAliases },
hiergrchyOptions [2] HierarchySelections  OPTIONAL }
EntryLimit ::= SEQUENCE {
default INTEGER,
max INTEGER }

RelaxationPolicy ::= SEQUENCE {

basic [0] MRMapping DEFAULT {},

tightenings [11 SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
maximum [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1}

MRMapping ::= SEQUENCE {

map

ping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,

substitution [11 SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL }

166

ITU-T Rec. X.501 (02/2001 E)


https://iecnorm.com/api/?name=6610911e7e5471b5e854d886130e39db

ISO/IEC 9594-2:2001 (E)

Mapping ::= SEQUENCE {
mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY { -- shall be an
-- object identifier of a mapping-based matching algorithm -- } ),

level INTEGER DEFAULT 0}
MRSubstitution ::= SEQUENCE {
attribute AttributeType,
oldMatchingRule [0] MATCHING-RULE.&id OPTIONAL,
newMatchingRule [11 MATCHING-RULE.&id OPTIONAL }

-- ASN.1 information object classes --

SEARCH-RULE ::= CLASS {

&dmdid OBJECT IDENTIFIER,

&serviceType OBJECT IDENTIFIER OPTIONAL,

&use¢rClass INTEGER OPTIONAL,

&lInputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,

&combination AttributeCombination OPTIONAL,

&OutputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,

&defaultControls ControlOptions OPTIONAL,

&mandatoryControls ControlOptions OPTIONAL,

&sedrchRuleControls ControlOptions OPTIONAL,
FamilyGrouping OPTIONAL,
FamilyReturn OPTIONAL,
AttributeType OPTIONAL,
RelaxationPolicy OPTIONAL,
AllowedSubset DEFAULT "11{'B,
ImposedSubset OPTIONAL,
EntryLimit OPTIONAL,
INTEGER UNIQUE }
&dmdlid

[ SERVICE-TYPE &serviceType ]

[ USER-CLASS &userClass ]

[ INAUT ATTRIBUTES &InputAttributeTypes]

[ COMBINATION &combination ]

[ OU[TPUT ATTRIBUTES&OutputAttributeTypes']

[ DEFAULT CONTROL &defaultControls ]

[ MANDATORY CONTROL &mandatoryControls ]

[ SEARCH-RULE CONTROL &searchRuleControls ]

[ FAMILY-GROUPING &familyGrouping ]

[ FAMILY-RETURN &familyReturn ]

[ ADPITIONAL CONTROL &additionalControl ]

[ RELAXATION &relaxation ]

[ ALLOWED SUBSET &allowedSubset ]

[ IMROSED SUBSET &imposedSubset ]

[ ENTRY LIMIT &entryLimit ]

ID &id }

REQUESTI{ATTRIBUTE ::= CLASS {

&attyibuteType ATTRIBUTE.&id,

&SetctedValues ATTRIBUTE.&Type OPTIONAL,

&DefaultValues SEQUENCE {

entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type } OPTIONAL,

&contexts SEQUENCE OF ContextProfile OPTIONAL,

&contextCombination ContextCombination OPTIONAL,

&MatchingUse MatchingUse OPTIONAL,

&includeSubtypes BOOLEAN DEFAULT FALSE
}
WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[ SELECTED VALUES &SelectedValues ]

[ DEFAULT VALUES &DefaultValues ]

[ CONTEXTS &contexts ]

[ CONTEXT COMBINATION
[ MATCHING USE
[ INCLUDE SUBTYPES

&contextCombination ]
&MatchingUse ]
&includeSubtypes ] }
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RESULT-ATTRIBUTE ::= CLASS {

&attributeType ATTRIBUTE.&id,

&outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type,
matchedValuesOnly = NULL } OPTIONAL,

&contexts ContextProfile OPTIONAL }

WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[ OUTPUT VALUES &outputValues ]

[ CONTEXTS &contexts ]}

MATCHING-RESTRICTION ::= CLASS {
&Restriction,
&Rules MATCHING-RULE.&id,

&id OBJECT IDENTIFIER UNIQUE ;
WITH SYN[TAX {

RES[TRICTION &Restriction

RULES &Rules

ID &id }

END -- SefviceAdministration
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Annex E

Basic Access Control in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of all of the ASN.1 type and value definitions for Basic Access Control. The definitions
form the ASN.I module BasicAccessControl.

BasicAccessControl {joint-iso-itu-t ds(5) module(1) basicAccessControl(24) 4}
DEFINITIONS ::=
BEGIN

-- EXPORT]S All --

-- The type} and values defined in this module are exported for use in the other ASN.1 modules contaified
-- within the Directory Specifications, and for the use of other applications which will use them to access

-- Directory|services. Other applications may use them for their own purposes, but this will not constrain

-- extensions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITUT Rec. X.501 | ISO/IEC 9594-2

diregtoryAbstractService, id-aca, id-acScheme, informationFramework]
sele¢tedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4}

ATTRIBUTE, AttributeType, ContextAssertion, DistinguishedName, MATCHING-RULE,
objettidentifierMatch, Refinement, SubtreeSpecification; SupportedAttributes
FROM InformationFramework informationFramework

-- from ITUT Rec. X.511 | ISO/IEC 9594-3

Filtef
FROM DirectoryAbstractService directoryAbstractService

-- from ITUIT Rec. X.520 | ISO/IEC 9594-6
Dire¢toryString{}, directoryStringFirstComponentMatch, NameAndOptionalUID,

Uniqueldentifier
FROM SelectedAttributeTypes selectedAttributeTypes

ub-tag
FROM UpperBotinds upperBounds ;
-- types --
AClltem ::F SEQUENCE {
identificationTag DirectoryString { ub-tag },
precedence Precedence
authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOICE {
itemFirst [0] SEQUENCE {
protecteditems Protectedltems,
itemPermissions SET OF ItemPermission },
userFirst [11 SEQUENCE {
userClasses UserClasses,
userPermissions SET OF UserPermission } } }

Precedence ::= INTEGER (0..255)

Protecteditems ::= SEQUENCE {

entry [0] NULL OPTIONAL,
allUserAttributeTypes [11 NULL OPTIONAL,
attributeType [2] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allAttributeValues [31 SET SIZE (1..MAX) OF AttributeType OPTIONAL,
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allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributeValue [6] SET SIZE (1..MAX) OF AttributeTypeAndValue OPTIONAL,
selfValue [6] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
rangeOfValues [7]1 Filter OPTIONAL,
maxValueCount [81 SET SIZE (1..MAX) OF MaxValueCount OPTIONAL,
maximmSub [91 INTEGER OPTIONAL,
restrictedBy [10] SET SIZE (1..MAX) OF RestrictedValue OPTIONAL,
contexts [11] SET SIZE (1..MAX) OF ContextAssertion OPTIONAL,
classes [12] Refinement OPTIONAL }
MaxValueCount ::= SEQUENCE {
type AttributeType,
maxCount INTEGER }
RestrictedValue ::= SEQUENCE {
type AttributeType,
valuesin AttributeType }
UserClassgs ::= SEQUENCE {
allUgers [0] NULL OPTIONAL,
thisgntry [1] NULL OPTIONAL,
name [2] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
userGroup [3] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
-- dn component shall be the name of an
-- entry of GroupOfUniqueNames
subtree [4] SET SIZE (1..MAX) OF SubtreeSpecification OPTIONAL'}
ItemPermigsion ::= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in AClltem
userClasses UserClasses,
grantsAndDenials GrantsAndDenials }
UserPermission ::= SEQUENCE {
precpdence Precedence OPTIONAL,
-- defaults to precedence in ACliterm
protecteditems Protectedltems,
grantsAndDenials GrantsAndDenials }
AuthenticgtionLevel ::= CHOICE {
basigcLevelsSEQUENCE {
level ENUMERATED { none (0), simple (1), strong (2) },

localQualifier
signed
other EXTERNAL }

GrantsAndDenials ::= BIT'STRING {

INTEGER OPTIONAL,
BOOLEAN DEFAULT FALSE },

-- pefmissions thateniay be used in conjunction
-- with any companent of Protectedltems

grantAdd (0),
denyAdd (1),
grangDjscloseOnError (2),
denyDiscloseOnError (3),

grantRead (4),
denyRead (5),
grantRemove (6),
denyRemove (7),

-- permissions that may be used only in conjunction

-- with the entry component

grantBrowse (8),

denyBrowse (9),

grantExport (10),
denyExport (11),
grantimport (12),
denylmport (13),
grantModify (14),
denyModify (15),
grantRename (16),
denyRename (17),
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grantReturnDN (18),

denyReturnDN (19),

-- permissions that may be used in conjunction

-- with any component, except entry, of Protectedltems

grantCompare (20),

denyCompare (21),

grantFilterMatch (22),

denyFilterMatch (23),

grantinvoke (24),

denylnvoke (25) }
AttributeTypeAndValue ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type({SupportedAttributes}{@type}) }
-- attributeq --

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

USAGE

ID

accessCoErolScheme ATTRIBUTE ::= {

prescriptiieACl ATTRIBUTE ::= {

OBJECT IDENTIFIER
objectldentifierMatch

TRUE

directoryOperation
id-aca-accessControlScheme }

WITH SYNTAX AClitem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-prescriptiveACl }

entryACl ATTRIBUTE ::= {

WITH SYNTAX AClitem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-entryACI }

subentryACl ATTRIBUTE := {

WITH SYNTAX AClltem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-subentryACl }

-- object identifier assignments -

-- attributed --

id-aca-accessControlScheme OBJECT IDENTIFIER ::= ({id-aca1}
id-aca-prescriptiveACI OBJECT IDENTIFIER = {id-acad}
id-aca-ent]yACl OBJECT IDENTIFIER := {id-aca5}
id-aca-subentryACI OBJECT IDENTIFIER = {id-acaby

-- access control schemes —

basicAccessControlScheme OBJECT IDENTIFIER ::= {id-acScheme 1}
simplifiedAccessControlScheme OBJECT IDENTIFIER ::= {id-acScheme 2}
rule-based-access-control OBJECT IDENTIFIER ::= {id-acScheme 3}
rule-and-basic-access-control OBJECT IDENTIFIER ::= {id-acScheme 4}
rule-and-simple-access-control OBJECT IDENTIFIER ::= {id-acScheme 5}

END -- BasicAccessControl
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Annex F

DSA Operational Attribute Types in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type and value definitions contained in clauses 23 and 24 in the form of an ASN.1
module, DSAOperationalAttributeTypes.

DSAOperationalAttributeTypes {joint-iso-itu-t ds(5) module(1) dsaOperational AttributeTypes(22) 4}
DEFINITIONS ::=
BEGIN

-- EXPORT]S All --

-- The types and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to acgess

-- Directory|services. Other applications may use them for their own purposes, but this will not constrain

-- extensions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU}T Rec. X.501 | ISO/IEC 9594-2
distributedOperations, id-doa, id-kmr, informationFramework, opBindingManagement,
sele¢tedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4 }

ATTRIBUTE, MATCHING-RULE, Name
FROM InformationFramework informationFramework

OperationalBindingID
FROM OperationalBindingManagement opBindingManagement

-- from ITUIT Rec. X.518 | ISO/IEC 9594-4

Accé¢ssPoint, MasterAndShadowAccessPoints
FROM DistributedOperations-distributedOperations

-- from ITUIT Rec. X.520 | ISO/IEC 9594-6

bitSfringMatch
FROM SelectedAttributeTypes selectedAttributeTypes ;
-- data typgs --
DSEType [:= BIT.STRING {
root (0), -- root DSE --
glue (1), -- represents knowledge of a name only --
cp (2), context 154 efix
entry (3), -- object entry --
alias (4), -- alias entry --
subr (5), -- subordinate reference --
nssr (6), -- non-specific subordinate reference --
supr (7), -- superior reference --
Xr (8), -- cross reference --
admPoint (9), -- administrative point --
subentry (10), -- subentry --
shadow (11), -- shadow copy --
immSupr (13), -- immediate superior reference --
rhob (14), -- rhob information --
sa (15), -- subordinate reference to alias entry --
dsSubentry (16), -- DSA Specific subentry --
familyMember  (17) } -- family member --
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SupplierOrConsumer ::= SET {
COMPONENTS OF
agreementID [3]

Supplierinformation ::= SET {

COMPONENTS OF
supplier-is-master [4]
non-supplying-master [5]

Consumerinformation
SupplierAndConsumers

COMPONENTS OF
consumers [3]

= SET{

::= SupplierOrConsumer

ISO/IEC 9594-2:2001 (E)

AccessPoint, -- supplier or consumer --
OperationalBindingID }

SupplierOrConsumer, -- supplier --
BOOLEAN DEFAULT TRUE,
AccessPoint OPTIONAL }

-- consumer --

AccessPoint, -- supplier --
SET OF AccessPoint }

-- attribute fypes --

dseType ATTRIBUTE := {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO YUSER MODIFICATION
USAGE
ID

myAccessPoint ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

superiorKﬁowledge ATTRIBUTE ::

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

specificKrEwledge ATTRIBUTE ::=

DSEType
bitStringMatch
TRUE

TRUE
dSAOperation
id-doa-dseType }

AccessPoint
accessPointMatch
TRUE

TRUE

dSAOperation
id-doa-myAccessPoint.}

={

AccessPoint
accessPointMatch

TRUE

dSAOperation
id-doa-superiorKnowledge }

{

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch
TRUE

TRUE

distributedOperation
id-doa-specificKnowledge }

nonSpecificKnowledge ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch
TRUE

distributedOperation

ID

id-doa-nonSpecificKnowledge }

supplierKnowledge ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

consumerKnowledge ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID

Supplierinformation
supplierOrConsumerinformationMatch
TRUE

dSAOperation
id-doa-supplierKnowledge }

= {

Consumerinformation
supplierOrConsumerinformationMatch
TRUE

dSAOperation
id-doa-consumerKnowledge }
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secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE

SupplierAndConsumers
supplierAndConsumersMatch

NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-secondaryShadows }

-- matching rules --

accessPointMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-accessPointMatch }

masterAndShadowAccessPointsMatch MATCHING-RULCE ={
SYN[TAX SET OF Name
ID id-kmr-masterShadowMatch }

supplierOnConsumerinformationMatch MATCHING-RULE ::= {

SYNFTAX SET{
ae-title [0] Name,
agreement-identifier [2] INTEGER}
ID id-kmr-supplierConsumerMatch }

supplierAndConsumersMatch MATCHING-RULE ::= {
SYNFTAX Name
ID id-kmr-supplierConsumersMatch }

-- object idgntifier assignments --

-- dsa opergtional attributes --

id-doa-ds€Type OBJECTIDENTIFIER = {id-doa 0}
id-doa-myAccessPoint OBJECT IDENTIFIER ::= {id-doa 1}
id-doa-supgeriorKnowledge OBUECT IDENTIFIER ::= {id-doa 2}
id-doa-specificKnowledge OBJECT IDENTIFIER =  {id-doa 3}
id-doa-nonSpecificKnowledge OBJECT IDENTIFIER ::= {id-doa 4}
id-doa-suaplierKnowledge OBJECT IDENTIFIER := {id-doa 5}
id-doa-consumerKnowledge OBJECT IDENTIFIER = {id-doa 6}
id-doa-secondaryShadows OBJECT IDENTIFIER := {id-doa 7}
-- knowledge matching rules.-~

id-kmr-acgessPointMatch OBJECT IDENTIFIER = {id-kmr 0}
id-kmr-masterShadowMatch OBJECT IDENTIFIER = {id-kmr 1}
id-kmr-supplierConsumerMatch OBJECT IDENTIFIER ::=  {id-kmr 2}
id-kmr-supplierConsumersMatch OBJECT IDENTIFIER = {id-kmr 3}

END -- DSAOperationalAttribute Types
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Annex G

Operational Binding Management in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type, value and information object class definitions regarding Operational Bindings
relevant to this Directory Specification in the form of the ASN.1 module OperationalBindingManagement.

OperationalBindingManagement {joint-iso-itu-t ds(5) module(1) opBindingManagement(18) 4}
DEFINITIONS ::=
BEGIN

-- EXPORT]S All --

-- The types and values defined in this module are exported for use in the other ASN.1 modules containéd
-- within the Directory Specifications, and for the use of other applications which will use them to access

-- Directory|services. Other applications may use them for their own purposes, but this will not constrain

-- extensions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU}T Rec. X.501 | ISO/IEC 9594-2
diregtoryAbstractService, directoryShadowAbstractService, distributedOperations, dop,
enhancedSecurity, hierarchicalOperationalBindings

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4}

OPT|ONALLY-PROTECTED-SEQ
FROM EnhancedSecurity enhancedSecurity

hiergrchicalOperationalBinding, nonSpecificHierarchicalOperationalBinding
FROM HierarchicalOperationalBindings hierarchicalOperationalBindings

-- from ITUIT Rec. X.511 | ISO/IEC 9594-3

CommonResultsSeq, directoryBind, directoryUnbind, securityError, SecurityParameters
FROM DirectoryAbstractService‘directoryAbstractService

-- from ITUT Rec. X.518 | ISO/IEC 95944

AccégssPoint
FROM DistributedOperations distributedOperations

-- from ITUIT Rec. X.519 | ISOAEC 9594-5
id-err-operationalBindingError, id-op-establishOperationalBinding,

id-op-modifyOperationalBinding, id-op-terminateOperationalBinding
FROM DirectoryOperationalBindingManagementProtocol dop

-- from ITULT'Réc. X.525 | ISO/IEC 9594-9

shadowOperationalBinding
FROM DirectoryShadowAbstractService directoryShadowAbstractService

-- from ITU-T Rec. X.880 | ISO/IEC 13712-1

OPERATION, ERROR
FROM Remote-Operations-Information-Objects
{joint-iso-itu-t remote-operations(4) informationObjects(5) version1(0)}

-- from ITU-T Rec. X.881 | ISO/IEC 13712-2
APPLICATION-CONTEXT

FROM Remote-Operations-Information-Objects-extensions
{joint-iso-itu-t remote-operations(4) informationObjects-extensions(8) version1(0)} ;
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-- bind and unbind --

dSAOperationalBindingManagementBind OPERATION

directoryBind

dSAOperationalBindingManagementUnbind OPERATION

directoryUnbind
-- operations, arguments and results --

establishOperationalBinding OPERATION ::= {
ARGUMENT EstablishOperationalBindingArgument

RESULT EstablishOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-establishOperationalBinding }

EstablishOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bind = : 5,
bindjngID [11 OperationalBindinglD OPTIONAL,
accessPoint [2] AccessPoint,
-- symmetric, Role A initiates, or Role B initiates --
initigtor CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType});
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
agrepment [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}),
valid [71 Validity DEFAULT {},

securityParameters [8] SecurityParameters OPTIONAL.}}

OperationalBindingID ::= SEQUENCE {
identifier INTEGER,
versjon INTEGER }

Validity ::¥ SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [11 Time } DEFAULDnow : NULL,
validUntil [1] CHOICE {
explicitTermination [O}~-NULL,
time [1]) Time } DEFAULT explicitTermination : NULL }

Time ::= CHOICE {
utcTjme UTCTime,
gengralizedTime GeneralizedTime }

EstablishQperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
ngType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindjnglD [11 OperationalBindinglD OPTIONAL,

accessPoint [2] AccessPoint,

g

initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),
roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),
roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
COMPONENTS OF CommonResultsSeq } }

7

modifyOperationalBinding OPERATION ::= {
ARGUMENT ModifyOperationalBindingArgument

RESULT ModifyOperationalBindingResult
ERRORS { operationalBindingError | securityError }
CODE id-op-modifyOperationalBinding }
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ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [11 OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [31 OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
newBindingID [6] OperationalBindingID,
newAgreement [7] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
valid [8] Validity OPTIONAL,

securityParameters
[9] SecurityParameters OPTIONAL } }

ModifyOpgrationalBindingResult ::= CHOICE {

null [0] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
newBindingIlD OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}),
valid Validity OPTIONAL,

COMPONENTS OF CommonResultsSeq } } }

terminateQperationalBinding OPERATION ::= {
ARGUMENT TerminateOperationalBindingArgument

RESULT TerminateOperationalBindingResult

ERRDRS {operationalBindingError | securityError}

CODE id-op-terminateOperationalBinding, }
TerminateDperationalBindingArgument ::= OPTIONALLYZPROTECTED-SEQ { SEQUENCE {

bindjngType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindjngID [11 OperationalBindingID,

-- symmetric, Role A initiates, or Role B initiateS--
initigtor CHOICE {

symmetric [2] OPERATIONAL-BINDING.&both.&TerminateParam
({OpBindingSet}{@bindingType}),
roleA-initiates [3]\."OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet}{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{@bindingType})} OPTIONAL,
tern:rnateAt [5] Time OPTIONAL,
securityParameters [6] SecurityParameters OPTIONAL }}

TerminatePperationalBindingResult ::= CHOICE {

null [0] NULL,

protected [11 OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingIlD OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

COMPONENTS OF CommonResultsSeq } } }
-- errors and parameters --
operationalBindingError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED-SEQ {
OpBindingErrorParam }

CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED {
invalidiD (0),
duplicatelD 1),
unsupportedBindingType (2),
notAllowedForRole (3),
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parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),
currentlyNotDecidable (9),
modificationNotAllowed (10) },
bindingType [11 OPERATIONAL-BINDING.&id ({OpBindingSet}) OPTIONAL,

agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,

retryAt [31 Time OPTIONAL,
COMPONENTS OF CommonResultsSeq }
-- information_ohject classes --
OPERATIQNAL-BINDING ::= CLASS {
&Agreement,
&Copperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYN[TAX {
AGREEMENT &Agreement
APILIIICATION CONTEXTS  &Cooperation
[ SYMMETRIC &both ]
[ ASYMMETRIC
[ ROLE-A &roleA]
[ ROLE-B &roleB 1]
ID &id }

OP-BINDING-COOP ::= CLASS{
&applContext APPLICATION-CONTEXT,
&Optrations OPERATION OPTIONAL }
WITH SYN[TAX {
&applContext
[ APPLIES TO &Operations ] }

OP-BIND-ROLE ::= CLASS {

&establish BOOLEAN DEFAULT FALSE,
&EstablishParam OPTIONAL,
&madify BOOLEAN DEFAULT FALSE,
&ModifyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TermminateParam OPTIONAL }

WITH SYN[TAX {
[ ESTABLISHMENT-INITIATOR &establish ]
[ ESTABLISHMENT-PARAMETER &EstablishParam ]

[M TOR &modify ]
[ MODIFICATION-PARAMETER &ModifyParam ]
[ TERMINATION-INITIATOR &terminate ]

[ TERMINATION-PARAMETER &TerminateParam ] }

OpBindingSet = OPERATIONAL-BINDING ::= {
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

END -- OperationalBindingManagement
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Annex H

Enhanced security
(This annex forms an integral part of this Recommendation | International Standard)
This module is known to contain invalid specifications. Part of this module is therefore deprecated. The deprecated part

is indicated by ASN.1 comment items. A future edition will either remove the deprecated specifications or provide
updated specifications.

EnhancedSecurity { joint-iso-itu-t ds(5) modules(1) enhancedSecurity(28) 4 }
DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EXPORTS All --

IMPORTS

-- from ITUT Rec. X.501 | ISO/IEC 9594-2
authenticationFramework, basicAccessControl, certificateExtensions, id-at, id-av¢,id-mr,
infoymationFramework, upperBounds
FROM UsefulDefinitions { joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4 }
Attripute, ATTRIBUTE, AttributeType, Context, CONTEXT, MATCHING-RULE, Name,

objetrtidentifierMatch, SupportedAttributes
FROM InformationFramework informationFramework

AttriputeTypeAndValue
FROM BasicAccessControl basicAccessControl

-- from ITUIT Rec. X.509 | ISO/IEC 9594-8

Algarithmldentifier, CertificateSerialNumber, ENCRYPTED{}, HASH{}, SIGNED{}
FROM AuthenticationFramework authenticationFramework

GengralName, Keyldentifier
FROM CertificateExtensions certificateExtensions

ub-privacy-mark-length
FROM UpperBounds upperBounds ;

-- from GULS

-- SECURITY-TRANSFORMATION, PROTECTION-MAPPING, PROTECTED
-- FROM Notation { joint-iso-ccitt genericULS (20) modules (1) notation (1) }

--dirSignedTransformation, KEY-INFORMATION
- FROM GulsSecurityTransformations { joint-iso-ccitt genericULS (20) modules (1)
- gulsSecurityTransformations (3) }

-- signed
-- FROM GulsSecurityTransformations { joint-iso-ccitt genericULS (20) modules (1)
- dirProtectionMappings (4) };

-- The "signed" Protection Mapping and associated "dirSignedTransformations" imported

-- from the Generic Upper Layers Security specification (ITU-T Rec. X.830 | ISO/IEC 11586-1)
-- results in identical encoding as the same data type used with the SIGNED as defined in

-- ITU-T Rec. X.509 | ISO/IEC 9594-8

-- The three statements below are provided temporarily to allow signed operations to be supported as in edition 3.
OPTIONALLY-PROTECTED { Type } ::= CHOICE {

unsigned Type,
signed SIGNED {Type} }
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OPTIONALLY-PROTECTED-SEQ { Type } ::= CHOICE {
unsigned Type,
signed [0] SIGNED { Type}}

-- The following out-commented ASN.1 specification are known to be erroneous and are therefore deprecated.

-- genEncryptedTransform {KEY-INFORMATION: SupportedKIClasses } SECURITY-TRANSFORMATION ::=

{
- IDENTIFIER { enhancedSecurity gen-encrypted(2) }

- INITIAL-ENCODING-RULES { joint-iso-itu-t asn1(1) ber(1) }

-- This default for initial encoding rules may be overridden
-- using a static protected parameter (initEncRules).

- XFORMED-DATA-TYPE SEQUENCE {

initEncRules OBJECT IDENTIFIER DEFAULT { joint-iso-itu-t asn1(1) ber(1) },

encAlgorithm Algorithmldentifier OPTIONAL, -- -- [dentifies the encryption algorithm,

~ )

keylnformation  SEQUENCE {
kiClass KEY-INFORMATION.&kiClass ({SupportedKIClasses}),
keylnfo KEY-INFORMATION.&KiType ({SupportedKIClasses} {@kiClass})
} OPTIONAL,
-- Key information may assume various formats, governed by supported.members
-- of the KEY-INFORMATION information object class (defined in ITUET
-- Rec. X.830 | ISO/IEC 11586-1)
encData  BIT STRING ( CONSTRAINED BY {
-- the encData value shall be generated following
-- the procedure specified in 17.3.1-- -- })

-- encryptdd PROTECTION-MAPPING := {

- SEC

-- signedA
- SEC

-- signedA
- SEC

~ )

URITY-TRANSFORMATION { genEncryptedTransform }¢

ndEncrypt PROTECTION-MAPPING ::= {
URITY-TRANSFORMATION { signedAndEncryptedTransform }}

hdEncryptedTransform {KEY-INFORMATION:'SupportedKIClasses}
URITY-TRANSFORMATION ::= {
IDENTIFIER { enhancedSecurity dir-encrypt-sign (1) }
INITIAL-ENCODING-RULES ({ joint-iso-itu-t asn1 (1) ber-derived (2) distinguished-encodin
XFORMED-DATA-TYPE
PROTECTED

{
PROTECTED

{
ABSTRACT-SYNTAX.&Type,
sighed

b
encrypted

}

-- OPTIONj{

ALLY-PROTECTED {ToBeProtected, PROTECTION-MAPPING:generalProtection} ::=

b (1)}

- CHOICE {

-- defaultD

toBeProtected ToBeProtected,
--no DIRQOP specified for operation
signed PROTECTED {ToBeProtected, signed},
--DIRQOP is Signed
protected [APPLICATION 0]
PROTECTED { ToBeProtected, generalProtection } }
--DIRQOP is other than Signed

irQop ATTRIBUTE ::= {

- WITH SYNTAX OBJECT IDENTIFIER

- EQU

ALITY MATCHING RULE objectldentifierMatch

-- USAGE directoryOperation

- ID

180

id-at-defaultDirQop }

ITU-T Rec. X.501 (02/2001 E)
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