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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information

technology, |8G-ardHEGhave-established-ajeint-technical-commitieeSOHECITGC-

International [Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2
The main task of the joint technical committee is to prepare International Standards. Draft Interpational
Standards adopted by the joint technical committee are circulated to national bodies forvoting. Publication as
an Internatiopal Standard requires approval by at least 75 % of the national bodies castifig'a vote.

Attention is drawn to the possibility that some of the elements of this document/may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such.patent rights.

ISO/IEC 9594-1:2008 was prepared by Joint Technical Committee ISONEC JTC 1, Information technology,
Subcommittee SC 6, Telecommunications and information exchange between systems, in collaboratlon with
ITU-T. The identical text is published as ITU-T Rec. X.500 (11/2008).

This sixth edition cancels and replaces the fifth edition (ISOAEC 9594-1:2005), which has been teghnically
revised.

ISO/IEC 9594 consists of the following parts, under the<general title Information technology — Open Systems
Interconnectipn — The Directory:

— Part 1: Qverview of concepts, models and.services
— Part 2: Models

— Part 3: Abstract service definition

— Part 4: Rrocedures for distributed operation

— Part 5: Arotocol spegcifications

— Part 6: Selected-attribute types

— Part 7: Jeleeted object classes

— Part 8: Public-key and attribute certificate frameworks
— Part 9: Replication

— Part 10: Use of systems management for administration of the Directory

iv © ISO/IEC 2008 — All rights reserved
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Introduction

This Recommendation | International Standard together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals

and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

systenfs:
—  from different manufacturers;

— under different managements;

—  of different levels of complexity; and
—  of different ages.

This Recommendeation | International Standard introduces and models the conceptsof the Directory and pf the DIB and
overvipws the services and capabilities which they provide. Other Recommendations | International Stanglards make use

of these models in defining the abstract service provided by the Directory;~and in specifying the prg
which this service can be obtained or propagated.

This Recommendation | International Standard provides the foundation-frameworks upon which industry
definefl by other standards groups and industry forums. Many of the féatures defined as optional in thej
may be mandated for use in certain environments through profiles) This sixth edition technically revises
but dogs not replace, the fifth edition of this Recommendation jdnternational Standard. Implementations
conformance to the fifth edition. However, at some point,. the fifth edition will not be supported (i.e., r
will ng longer be resolved). It is recommended that implementations conform to this sixth edition as soon

This sixth edition specifies versions 1 and 2 of the Directory protocols.

The fifst and second editions specified only vergion 1. Most of the services and protocols specified in

tocols through

profiles can be
ke frameworks,
and enhances,
may still claim
pported defects
as possible.

his edition are

designed to function under version 1. However some enhanced services and protocols, e.g., signed ¢rrors, will not

function unless al Directory entities involved in the operation have negotiated version 2. Whichever ve
negotigted, differences between the services and between the protocols defined in the six editions, e
specifically assigned to version 2.-are accommodated using the rules of extensibility defined in ITU-
| SO/IEC 9594-5.

Annex A, which is an integral;part of this Recommendation | International Standard, describes the types
the Difectory can be applied:

Annex B, which is«agt ‘an integral part of this Recommendation | International Standard, lists the an
defect [reports that‘have been incorporated to form this edition of this Recommendation | International Stg

rsion has been
cept for those
I Rec. X.519 |

bf use to which

nendments and
ndard.
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| SO/IEC 9594-

INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems I nter connection — The Directory:
Overview of concepts, models and services

1 Scope

TheDlreC v C c .- S c c C of JCCSSCE ]
layer entit{es, and telecommunications services. Among the capabilities WhICh it prowd% are those of-."Us
naming"”, \hereby objects can be referred to by names which are suitable for citing by human userS\(tho
objects negd have user-friendly names); and "name-to-address mapping" which allows the binding between

their locatjons to be dynamic. The latter capability allows OSI networks, for example, to be ''self*configur
sense that pddition, removal and the changes of object location do not affect OSI network operation.

The Direcfory is not intended to be a general-purpose database system, although it may bebuilt on such sy
assumed, flor instance, that, as is typical with communications directories, there is a ¢onsiderably higher fr
"queries' than of updates. The rate of updates is expected to be governed by the dynamics of people and org
rather tha
updates; transient conditions, where both old and new versions of the same information are available
acceptable

It is a chafacteristic of the Directory that, except as a consequence of differing access rights or unpropagats
the resultq of directory queries will not be dependent on the identity or location of the inquirer. This ch
renders the Directory unsuitable for some telecommunications:applications, for example some types of r
cases whefe the results are dependent on the identity of the inguirer, access to directory information and upa
Directory may be denied.

2 INor mative refer ences

1:2008 (E)

other OSI
er-friendly
Ligh not all
bbjects and
ng" in the

stems. It is
pguency of
ani zations,

, for example, the dynamics of networks. There is also no need fof instantaneous global commitment of

are quite

bd updates,
practeristic
buting. For
ates of the

The following Recommendations and International Standards contain provisions which, through reference in this text,

congtitute provisions of this Recommendation | International Standard. At the time of publication, the edition
were valid. All Recommendations and\Standards are subject to revision, and parties to agreements bag
Recommendation | International Standard are encouraged to investigate the possibility of applying the n
edition of the Recommendations and ‘Standards listed below. Members of IEC and SO maintain registers g
valid Interhational Standards. The Telecommunication Standardization Bureau of the ITU maintains alist d
valid ITU-T Recommendations.

2.1 [[dentical-/Recommendations| Inter national Standards

4+  IFY=T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Op
I'nter connection — Basic Reference Model: The Basic Model.

s indicated
ed on this
nost recent
f currently
f currently

Interconnectlon The Dlrectory Models.

— ITU-T Recommendation X.509 (2008) | | SO/IEC 9594-8:2008, |nformation technology — Open Systems
Interconnection — The Directory: Public-key and attribute certificate frameworks.

— ITU-T Recommendation X.511 (2008) | I SO/IEC 9594-3:2008, Information technology — Open Systems

Interconnection — The Directory: Abstract service definition.

— ITU-T Recommendation X.518 (2008) | | SO/IEC 9594-4:2008, Information technology — Open Systems

Interconnection — The Directory: Procedures for distributed operation.

— ITU-T Recommendation X.519 (2008) | ISO/IEC 9594-5:2008, Information technology — Open Systems

Interconnection — The Directory: Protocol specifications.

— ITU-T Recommendation X.520 (2008) | | SO/IEC 9594-6:2008, |nformation technology — Open Systems

Interconnection — The Directory: Selected attribute types.

ITU-T Rec. X.500 (11/2008) 1
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— ITU-T Recommendation X.521 (2008) | |SO/IEC 9594-7:2008, Information technology — Open Systems
Interconnection — The Directory: Selected object classes.

— ITU-T Recommendation X.525 (2008) | | SO/IEC 9594-9:2008, Information technology — Open Systems
Interconnection — The Directory: Replication.

— ITU-T Recommendation X.530 (2008) | ISO/IEC 9594-10:2008, Information technology — Open Systems
Interconnection — The Directory: Use of systems management for administration of the Directory.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

31 Communication model definitions

The followiing terms are defined in ITU-T Rec. X.519 | ISO/IEC 9594-5:
@) application-entity;

lb) application layer;

¢) application process.

3.2 Directory model definitions

Thefollowing terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) accesscontrol;
) Administration Directory Management Domain;
dias;
ancestor;
atribute;
attribute type;
attribute value;
) authentication;
i)  compound entry;
i) context;
K) Directory Information Tree(DIT);
I Directory Management Domain (DMD);
m) Directory Systemn.Agent (DSA);
) Directory User Agent (DUA);
¢) distinguished name;
)
)

T = D
~

entry;

family (of entries);
hierarchical group;

s) LDAPCclient;

t) LDAPrequester;

u) LDAP responder;

v) LDAPserver;

w) hame;

X) object (of interest);

y) Private Directory Management Domain;
Z) related entries;

ad) relative distinguished name;
bb) root;

2 ITU-T Rec. X.500 (11/2008)


https://iecnorm.com/api/?name=5da3c0efb43a6abcec3f064f40c7c735

cc) schema;

dd) security policy;
ee) subordinate object;
ff) superior entry;
gg) superior object;
hh) tree.

3.3 Distributed Operation definitions
The following terms are defined in ITU-T Rec. X.518 | ISO/IEC 9594-4:
a) uni-chaining;
) multi-chaining;

I SO/IEC 9594-1:2008 (E)

¢) referral.

34 Replication definitions

Thefollowing terms are defined in ITU-T Rec. X.525 | ISO/IEC 9594-9:
a) caching;

b) cache-copy;
entry-copy;

master DSA;
replication;

shadow consumer;
shadow supplier;

) shadowed information;
i)  shadowing agreement.

o

T = D
~

35 Basic directory definitions

The following terms are defined in this Recommendation | International Standard:
351 the Directory: A collection of operrsystems cooperating to provide directory services.

352 directory information base(DIB): The set of information managed by the Directory.

353 directory) user: The endruser of the Directory, i.e., the entity or person which accesses the Directq
4 Abbreviations
For the purposes of. this Recommendation | International Standard, the following abbreviations apply:
Cl Access Control Information
DDMD Administration Directory Management Domain
DAP Directory Access Protocol
DIB Directory Information Base
DISP Directory Information Shadowing Protocol
DIT Directory Information Tree
DMD Directory Management Domain
DOP Directory Operational Binding Management Protocol
DSA Directory System Agent
DSP Directory System Protocol
DUA Directory User Agent
LDAP Lightweight Directory Access Protocol

ITU-T Rec. X.500 (11/2008)

3


https://iecnorm.com/api/?name=5da3c0efb43a6abcec3f064f40c7c735

| SO/IEC 9594-1:2008 (E)

osl Open Systems Interconnection
PRDMD Private Directory Management Domain
RDN Relative Distinguished Name
5 Conventions
The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean ITU-T Rec. X.500 |

ISO/IEC 9

594-1. The term "Directory Specifications' shall be taken to mean the X .500-series Recommendations and all

parts of 1SO/IEC 9594.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the

Directory
ISO/IEC 9

Specifications, i.e, the 1988 edition of the series of CCITT X.500 Recommendations and the
594:1990 edition.

X.525, and

This Direg
Directory
9594:2005

This Direg
Directory
9594:2008

6 (

The Direcl
objectsin
informatio
a Director
concepts a
NOTE -
unified,
systemg
intersed]
change.
Directol
of the [
may noj

ory Specification uses the term second edition systems to refer to systems conforming to the seepnd edition
ectory Specifications, i.e.,, the 1993 edition of the series of ITU-T X.500 Recommendations and the

ory Specification uses the term third edition systems to refer to systems conforming te,the third edition of the
ecifications, i.e., the 1997 edition of the series of ITU-T X.500 Recommendations and the 1SO/IEC

ory Specification uses the term fourth edition systems to refer to systemsonforming to the fourth edition of
ry Specifications, i.e., the 2001 editions of ITU-T Recs X.500, X.501,.X:511, X.518, X.519, X.520, X.521,
X.530, the 2000 edition of ITU-T Rec. X.509, and parts 1-10 of the4SO/IEC 9594:2001 edition.

tory Specification uses the term fifth edition systems to refer to systems conforming to the fifth ed|tion of the
Specifications, i.e., the 2005 editions of the series of ITU-TX.500 Recommendations and the 1SO/IEC
edition.

fory Specification uses the term sixth edition systems to.refer to systems conforming to the sixth edjtion of the
Specifications, i.e., the 2008 editions of the series of ITU-T X.500 Recommendations and the 1SO/IEC
edition.

Dverview of the Directory

ory is a collection of open systems.which cooperate to hold a logical database of information abgut a set of
he real world. The users of the-Birectory, including people and computer programs, can read or modify the
n, or parts of it, subject to havihg permission to do so. Each user is represented in accessing the Djrectory by
V User Agent (DUA) or an*EDAP client, each of which is considered to be an application-progess. These
reillustrated in Figure 1

- The Directory Specifications refer to the Directory in the singular, and reflects the intention to create, throygh a single,
name space, one logical directory composed of many systems and serving many applications. Whether pr not these
choose to interwork will depend on the needs of the applications they support. Applications dealing with non-

[ing worlds ef)objects may have no such need. The single name space facilitates later interworking should the needs
For a variety~of reasons, such as security, connectivity, or business decisions, it is likely that some portions of the
y may be:urreachable from other portions of the Directory using third edition operations. This results in differing views
irectory.*Such differing views may contain related entries about a given real world object. Such related enjries may or

acrossn
- D

hqve the_ same di_stinguished name. _Usi ng fourth or subsequent edition_ systems, it is possible to perforr_vl operations

MD administrators (see 9.2) may have a need to publish their own view (or views) of some specific real-world object; a

real-world object may thus be modelled by multiple independent entries in the directory. This may happen whether or not

th

ey need to interwork. Interworking using DSP may also be unsupported.

- Notwithstanding the last sentence of the Note, it is also possible that particular DMDs may choose to publish information
about real-world objects within their own distinct directory name-spaces (i.e., in one of multiple DITSs); in this case, it
would be possible to have a specific real-world object modelled by entries in the same or different DIT namespaces, with

th

e same or different distinguished names in each. Note that certain Directory facilities (e.g., the acquisition of certificates,

and related functions based on digital signatures) cannot be implemented when distinct objects are permitted to share

di

stinguished names.

- The objective of related entries is to provide a means whereby users can access such entries, bringing the resulting

in

4

formation together, if possible. This would apply to the situation described by both of the preceding bullet points.

ITU-T Rec. X.500 (11/2008)
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Access point

’ ,’——\\

(e / DUA/

,‘ Directory 1 LDAP \ The Directory
Voo USeT o client !

X.500_F01

Figure 1 — Accesstothe Directory

The infornpation held in the Directory is collectively known as the Directory Information Base (DIB). Clausd 7 gives an
overview ¢f its structure.

The Direclory provides a well-defined set of access capabilities, known as the abstract service of the’Diregtory, to its
users. Thig service, which is briefly described in clause 8, provides a simple modification and retrieval capapility. This
can be built on with local DUA functions to provide the capabilities required by the end-users!

The Direqtory is distributed, both along functional and organizationa lines. Clause ‘9 gives an overview of the
corresponding models of the Directory. These have been developed in order to provide:aframework for the gooperation
of the varipus components to provide an integrated whole.

The Direcfory exists in an environment where various administrative authorities control access to their portion of the
information. Clause 10 gives an overview of access control.

When the Directory is distributed, it may be desirable to replicate inforination to improve performance and gvailability.
Clause 11 pives an overview of the Directory replication mechanism.

The provision and consumption of the Directory services requires that the users (actualy the DUAs andg/or LDAP
clients) anfl the various functional components of the Directoryshould cooperate with one another. In many| cases, this
will require cooperation between application processes in-different open systems, which in turn requires standardized
application protocols, briefly described in clause 11, to govern this cooperation.

The Direcfory has been designed so as to support multiple applications, drawn from a wide range of possibjlities. The
nature of [the applications supported governs.which objects are listed in the Directory, which users jaccess the
information, and which kinds of access they‘carry out. Applications may be very specific, such as the pfovision of
distribution lists for electronic mail, or generic, such as the 'inter-personal communications directory' appli¢ation. The
Directory provides the opportunity to exploit commonness among the applications:

4+ A single object may .be relevant to more than one application: Perhaps even the same piece of
information aboutthe same object may be so relevant.

4+ To support this;a number of object classes and attribute types are defined, which are usefyl across a
range of _applications. These definitions are contained in ITU-T Rec. X.520 | ISO/IEC 9594-6 and
ITU-T Rec: X.521 | ISO/IEC 9594-7.

4+ Certair/patterns of use of the Directory are common across a range of applications: Annex A gives an
overview of thisarea

7 The Directory Information Base (DIB)
NOTE 1-—The DIB, and its structure, are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2.

The DIB is made up of information about objects. It is composed of (Directory) entries, each of which consists of a
collection of information on one object. An entry may be an aggregate of member entries each holding information
about a particular aspect of an object. Such an aggregate entry is called a compound entry. Each entry is made up of
attributes, each with a type and one or more values. The types of attribute which are present in a particular entry are
dependent on the class of object which the entry describes. Each value of an attribute may be tagged with one or more
contexts that specify information about a value that can be used to determine the applicability of the value.

The entries of the DIB are arranged in the form of a tree, the Directory Information Tree (DIT) where the vertices
represent the entries. Entries higher in the tree (nearer the root) will often represent objects such as countries or
organizations, while entries lower in the tree will represent people or application processes.

ITU-T Rec. X.500 (11/2008) 5
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NOTE 2—-The services defined in the Directory Specifications operate only on a tree-structured DIT. The Directory
Specifications do not preclude the existence in the future of other structures (as the need arises).

Every entry has a distinguished name, which uniquely and unambiguously identifies the entry. These properties of the
distinguished name are derived from the tree structure of the information. The distinguished name of an entry is made
up of the distinguished name of its superior entry, together with specially nominated attribute values (the distinguished
values) from the entry.

Some of the entries at the leaves of the tree are alias entries, while other entries are object entries and compound entries.
Alias entries point to object entries, and provide the basis for alternative names for the corresponding objects.

A compound entry is an entry representing a single object and it is an aggregate of member entries each representing a
part of the information about the object.

The Directory enforces a set of rulesto ensure that the DIB remains well-formed in the face of modifications over time.
These rules, known as the Directory schema, prevent entries having the wrong types of attri but% for its object class,
attribute v; ] the wrong
class.

Figure 2 iljustrates the above concepts of the DIT and its components.

Object entry

DIT

Alias entry

Entry DDD

%////////////////////////////////////%
At’m’bute Val ue(s)

/// 47 / 71 x50 Fo2

Figure2 — Structure of the DIT and of entries

Figure 3 glves a hypothetical-example of a DIT. The tree provides examples of some of the types of attributes used to
identify different objects. For-example the name;

{C=GB, L=Winslow, O=Graphic Services, CN=Laser Printer}

identifies the application entity, "Laser Printer", which has in its distinguished name the geographical attribute of
Locdlity.

The residenti
attribute in his dlsn ngwshed name.

geographical

The growth and form of the DIT, the definition of the Directory schema, and the selection of distinguished names for
entries as they are added, is the responsibility of various authorities, whose hierarchical relationship is reflected in the
shape of the tree. The authorities shall ensure, for example, that all of the entries in their jurisdiction have unambiguous
distinguished names, by carefully managing the attribute types and values which appear in those names. Responsibility
is passed down the tree from superior to subordinate authorities, with control being exercised by means of the schema.
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Root
.
cus C=GB
. 0
O:Micirotcch I_:Wi:nslow

,'/‘*\ /‘\
OU=l/{eséét[:h 6U=S\etles CN=Jo/h/an(3r1/es O=Gfapt1jc Services
¢ K, ¢ .

CN:FaxiMachine CN:Biil Smith CN:Las%:r Printer

. ‘ ‘ X.500_F03

Figure 3— A hypothetical Directory Information Tree

The hierafchical group function allows an alternative hierarchical relationship to be eStablished amdng entries
independeft of the hierarchical relationship reflected by the DIT structure. The Directory-Search operation |(see 8.3.4)
can return|not only information from matched entries, but also other members of the hierarchical group tof which the
matched dntry might belong. The hierarchical group function also has the advdntage that it allows Hierarchical
relationships to be changed without changing the DIT structure and thereby the distingdished names of the enfries.

8 The Directory service
NOTE + The definition of the abstract service of the Directory can be foundin ITU-T Rec. X.511 | ISO/IEC 9594-3.

8.1 I[ntroduction

This clausg provides an overview of the service provided to’users, as represented by their DUAs and/or LDAP clients,
by the Dirpctory. All services are provided by the Directory in response to requests from DUASs and/or LDAP clients.
There are|requests which allow interrogation of theiDirectory, as described in 8.3, and those for modification, as
described |n 8.4. In addition, requests for service can-be qualified, as described in 8.2. The Directory always|reports the
outcome of each request that is made of it. The,form of the normal outcome is specific to the request, and is evident
from the description of the request. Most. abnormal outcomes are common to several requests. The possibilities are
described |n 8.5.

The Direcfory ensures that changes to-the DIB, whether the result of a Directory service request, or by $ome other

use of resources that the Directory shaII not surpass but alsoto control the progress of the D| rectory operatron Controls
are provided on, among other things: the amount of time, the size of results, the scope of search, the interaction modes,
and the priority of the request.

8.2.2 Security parameters

Each request may be accompanied by information in support of security mechanisms for protecting the Directory
information. Such information may include the user's request for various kinds of protection; a digital signature of the
request, together with information to assist the correct party to verify the signature.

8.2.3 Filters

A number of requests, whose outcome involves information from or concerning a number of entries, may carry with
them one or more filters. A filter expresses one or more conditions that an entry or a compound entry shall satisfy in
order to be returned as part of the outcome. This allows the set of entries returned to be reduced to only those relevant.

ITU-T Rec. X.500 (11/2008) 7


https://iecnorm.com/api/?name=5da3c0efb43a6abcec3f064f40c7c735

| SO/IEC 9594-1:2008 (E)

8.3 Directory interrogation

8.3.1 Read

A read request is aimed at a particular entry, or a compound entry and causes the values of some or all of the attributes
of that entry to be returned. In the case of compound entries, family member information is contained in a package (of
syntax similar to that of an attribute) comprising the selected family information. Where only some attributes are to be
returned, the DUA supplies the list of attribute types of interest as part of the request. A DUA may also supply one or
more contexts for one or more attribute types of interest, in order to select only those values that apply in the specified
contexts.

NOTE — LDAP clients do not support the Read operation.

832 Compare

A compare request is almed ata partlcular attnbute of a partlcular entry or acompound entry, and causes the Directory
to check whe ) - . more-eontexts for
the attribute value of mterest to constrau n the compan son operatl on.

NOTE 1 For example, this can be used to carry out password checking, where the password, held in the-Dirgcto
inaccesgible for read, but accessible for compare.

, might be

833 List

A list request causes the Directory to return the list of immediate subordinates of a particular-named entry inthe DIT. A
DUA may|also supply one or more contexts to select which contexts are used in the retdrned RDNSs.

NOTE 1 LDAP clients do not support the List operation.

8.34 $earch

A search request causes the Directory to return information from all of the'entries or compound entries within one or
more portipns of the DIT that satisfy some filters. The information retdrned from each entry consists of some or all of
the attributes of that entry as with read. Information returned from €l ated entries may be combined according to some
join criterip

It is possiljle to put restrictions on the types of searches that can-be performed by use of search-rules. It is a0 possible,
as afacility of search-rules, to progressively relax or tightefup searches within a single Directory operation| if too few
or too marjy items of entry information would otherwise be returned.

8.35 Abandon
An abandgn request, as applied to an outstanding interrogation request, informs the Directory that the originator of the
request is po longer interested in the request-being carried out. The Directory may, for example, cease progessing the
reguest, arJd may discard any results so far.achieved.
84 Directory modification

84.1 Add entry
An add enfry request causes a new leaf entry to be added to the DIT. Contexts may be included with the attripute values

the DIT.

8.4.3 Modify entry

A modify entry request causes the Directory to execute a sequence of changes to a particular entry or family member.
Either al of the changes are made, or none of them, and the DIB is always left in a state consistent with the schema.
The changes alowed include the addition, removal, or replacement of attributes or attribute values. Contexts may be
included with attribute values that are added to the entry. This operation can only be used on a single family member,
but cannot manipulate a compound entry as awhole.

A Modify Entry operation can, if required, supply the information contained in the entry or compound entry after a
successful modification has taken place.
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844 Modify distinguished nhame

A modify distinguished name (DN) request is used to change the relative distinguished name of an entry (either an
object entry, an dlias, or afamily member) or to move an entry, if not afamily member, to anew superior in the DIT. If
an entry has subordinates, then all subordinates are renamed or moved accordingly. Contexts may be included in the
new RDN of the entry. In the case of family members, these can be moved to have new superiors, provided that they
remain within the same compound entry.

8.5 Other outcomes

85.1 Errors

Any service may fail, for example because of problems with the user supplied parameters, in which case an error is
reported. Information is returned with the error, where possible, to assist in correcting the problem. However, in
general, only the first error encountered by the Directory is reported. Besides the above-mentioned example of problems
with the pprameters supplied by the user (particularly invalid names for entries or invalid attribute types), prrors may
arise from|violations of security policy, schemarules, and service controls.

85.2 Referrals

A service |may fail because the particular access point to which the DUA or LDAP client-is’bound is ngt the most
suitable for carrying out the request, e.g., because the information affected by the request is\(togically) far pway from
the accesspoint. In this case, the Directory may return areferral, which suggests an alternative access point af which the
DUA or LDAP client can make its request.

NOTE 1 The Directory and the DUA may each have a preference as to whether referrals are used, or whether the frequests are

chained (see 9.3). The DUA can express its preference by means of service controls.The Directory makes the final decision asto
which goproach is used.

9 Thedistributed Directory

NOTE + The models of the Directory are defined in ITU-T Rec. X.501Y ISO/IEC 9594-2, while the procedures for the operation
of the d|stributed Directory are specified in ITU-T Rec. X.518 | ISOAEC 9594-4.

9.1 Functional model
The functipnal model of the Directory is shown in Figure 4.

A Directoly System Agent (DSA) is an application process which is part of the Directory and whose role is|to provide
access to the DIB to DUAS, LDAP clients.andfor other DSAs. A DSA may use information stored in its locpl database
or interact|with other DSAs or LDAP sefvers to carry out requests. Alternatively, the DSA may direct a requester to
another DISA which can help carryl out the request. A DSA that is capable of issuing an LDAP re¢gquest and
understanding the associated L DAP response is said to be an LDAP requester. A DSA that is capable of understanding
an LDAP fequest and responding:to that LDAP request is said to be an LDAP responder. Local databases gre entirely
implementiation dependent.

An LDAP|server is an<gpplication process which is part of the Directory, that responds to requests via|the LDAP
protocol, and whose rale-is to provide access to the DIB to LDAP clients and/or LDAP requesters. An LIDAP server
may use informatien.stored in its local database or may direct a requester to another LDAP responder or LIDAP server
which canjhelpcarry out the request. Aswith DSAS, local databases are entirely implementation dependent.

LDAP
server

X.500_F04

Figure 4 — Functional model of the Directory
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9.2 Organizational model

A set of one or more DSAs and/or LDAP servers and zero or more DUASs and/or LDAP clients managed by a single
organization may form a Directory Management Domain (DMD). The organization concerned may or may not elect to
make use of the Directory Specifications to govern the communications among the functional components within
the DMD.

The other Directory Specifications specify certain aspects of the behaviour of DSAs. For this purpose, a group of DSAs
within one DMD may, at the option of the organization which manages the DMD, behave asasingle DSA.

A DMD may be an Administration DMD (ADDMD), or a Private DMD (PRDMD), depending on whether or not it is
being operated by a public telecommunication organization.

9.3 Operation of the model

The DUA pr-BAP-ehentirteractswith-the Birectery-by-communteattrg-withr-encermere BSASandfer EBA P servers.
A DUA or| LDAP client need not be bound to any particular DSA or LDAP server. It may interact directlywlith various
DSAsandjor LDAP servers to make requests. For some administrative reasons, it may not always be possiblg to interact
directly with the DSA or LDAP server which needs to carry out the request, e.g., to return some directory information.
It is also ppssible that the DUA or LDAP client can access the Directory through a single DSA. Forthis purgose, DSAs

will need tp interact with each other.

The DSA |s concerned with carrying out the requests of DUAs and LDAP clients, and with“obtaining the ipformation
where it dpes not have the necessary information. It may take the responsibility to obtainsthe information by |interacting
with other [DSAs and/or LDAP servers on behalf of the DUA or LDAP client.

A number pf cases of request handling have been identified, asillustrated in Figures 5 through 7, and described below.

In Figure %a, DSA C receives areferral from DSA A and is responsible for‘either conveying the request to the DSA B
(named inthereferral from DSA A), or conveying the referral back to the originating DUA.

X.500_F05A

Figure5a—Referrals

NOTE 1 —If DSA C returnstheteferral to the DUA, the "request (to B)" will not occur. Similarly, if DSA C convey$ the request
to DSA|B, it will not return ateferral to the DUA.

In Figure %b, DSA C receives areferral from DSA A and is responsible for either conveying the request to the DSA B
(named inthe refercal from DSA A), or conveying the referral back to the originating LDAP client.

LDAP request &

li < -
chent referral (to B)

DSA
Z—

X.500_F05B

Figure5b — Referrals

NOTE 2 —In addition to any other X.500 protocolsit may support, DSA C in Figure 5b shall also be an LDAP responder.

NOTE 3—1If DSA C returns the referral to the LDAP client, the "request (to B)" will not occur. Similarly, if DSA C conveys the
request to DSA B, it will not return areferral to the LDAP client.
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NOTE 4 — If DSA C returns the referral to the LDAP client, the referral shall be in the form of an LDAP referral. If the referral
returned by DSA A isin the form of an LDAP referral, DSA C may return that referral directly to the LDAP client; otherwise,
DSA C shall either convey the request to DSA B or translate the referral into an LDAP referral. If DSA C returns the referral to
the LDAP client, the client will bind directly to DSA B, which shall also be an LDAP responder. It will also be necessary
for DSA B to be an LDAP responder if DSA A returns an LDAP referral and DSA C conveys the request directly to DSA B.

In Figure 5c, the DUA receives the referral from DSA C, and is responsible for reissuing the request directly to DSA A
(named in the referral from DSA C).

DSA

The Directory

In Figure bd, the LDAP client receives the referral from DSA C, and is responsible for reissuing the requ

X.500_F05C

request

Figure5c — Referrals

to DSA A [(named in thereferral from DSA C).

NOTE §

NOTE §

Figures 63
response i

DSA

e Directory

LDAP request

client

la

) referral (to A)

X.500_F05D
request

Figure5d — Referrals

pst directly

—Both DSA A and DSAC in Figure 5d shall be LDAP responders. Alternatively, either of these two DSAScould be an
LDAP gerver.

— Thereferralthat is returned to the LDAP client shall be in the form of an LDAP referral.

through 6c¢,'show DSA uni-chaining, whereby the request can be passed through several DSASs|before the

returned:

The Directory

X.500_F06A

Figure 6a— Uni-chaining
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The Directory

request request
]“IDAP > d A DSA
client result result

X.500_F06B

Figure 6b — Uni-chaining
NOTE 7 —In addition to any other X.500 protocols it may support, the DSA on the left in Figure 6b shall aso be an LDAP
respon

The Directory

LDAP request

client /< result

X.500_F06C

Figure 6¢c — Uni-chaining

NOTE 8 — In addition to any other X.500 protocols it may support, theétDSA in Figure 6¢ shall also be both an LDAJP responder

and an L DAP requester.

Figures 79 through 7c show multi-chaining, where the DSA)associated with the DUA or LDAP client carrjies out the
request by|forwarding it to two or more other DSAs andfor LDAP servers, the request to each DSA or LIDAP server

being idenfical.
(QO&QS}: == .H

The Directory

-~ - =S -7 - (<]
T Sty
1 - —-—""T"~T
N , ) response ~1s Leque "
~ ~ o
L - rESpaH; -
(&}
X.500_FO7A
Figure 7a—Multi-chaining
LDAP request

i <
client response

X.500_F07B

Figure 7b —Multi-chaining
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NOTE 9 —In addition to any other X.500 protocols it may support, the DSA on the left in Figure 7b shall aso be an LDAP

responder.

LDAP

request

client

response

X.500_F07C

NOTE 1
responder and an LDAP requester.

All of the
desirable t

and 8b.

client

0 —In addition to any other X.500 protocols it may support, the DSA on the left in Figure 7c shall also-be’bog

approaches have their merits. For example, the approaches in Figures 5b and 5d may be used
p offload the burden from the local DSA. In other circumstances, a hybrid approach that combi

elaborate $et of functional interactions may be needed to satisfy the initiator's request,yas' illustrated in

LPAP "\

Figure 7c—Motti=chammmg
th an LDAP

where it is
nes a more
Figures 8a

_ Subsequent X.500_FO8A
multi-chaining requests -

Figure 8a~ Mixed modes hybrid approach

request request

response response

A DSA
LDAP
LDAP
Subsequent X.500_FO8B

multi-chaining requests

Figure 8b —Mixed modes hybrid approach

10 Access control in the Directory
NOTE — The Directory access control model isdefined in ITU-T Rec. X.501 | ISO/IEC 9594-2.

Access to Directory information is determined by some administratively controlled security policy. Two aspects of the
security policy which affect access to the Directory are the authentication procedures and the access control scheme.

Authentication procedures and mechanisms to support the Directory include methods to verify and propagate, where
necessary, the identity of DSAs, Directory users, and the origin of information received at an access point. General

authentication procedures are defined in ITU-T Rec. X.509 | ISO/IEC 9594-8.
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The definition of an access control scheme to support the Directory includes methods to specify access control
information, enforce access rights defined by that access control information, and to maintain access control
information. The enforcement of access rights encompasses controlling access to Directory information related to DIT
structure, Directory user information, and Directory operational information including access control information.

ITU-T Rec. X.501 | ISO/IEC 9594-2 defines one specific access control scheme (of potentially many), referred to as
"basic access control" for the Directory. Administrative authorities may make use of al or parts of this scheme in
implementing their security policies, or may freely define their own schemes at their discretion. The basic access
control scheme provides a means of controlling access to the Directory information within the DIB (potentially
including structure and access control information). Control of access to information enables the prevention of
unauthorized detection, disclosure, or modification of that information.

Control of access to information enables the prevention of unauthorized detection, disclosure, or modification of that
information. ITU-T Rec. X.501 | ISO/IEC 9594-2 defines three specific access control schemes for the Directory,
referred to as "basic access control, "simplified access control”, and "rule-based access control”. Administrative
authoritiegmay T X rpar f Chemes 1M My ntng that (VA %5, or may iTeely define
their own schemes at their discretion. The basic access control scheme provides a means of controlling.agcess to the
Directory |nformation within the DIB (potentially including structure and access control information).\The simplified
access corntrol scheme provides a subset of the functionality of the basic access control scheme. Therule-based access
control schieme provides additional means of controlling access to the Directory information within the DIB (potentially
including ptructure and access control information), based on clearances and labels. Theule-based access control
scheme cah be used in conjunction with either the simplified or basic access control, or¢the’rule based access control
scheme cap be used alone.

TaaTal

The basic|access control model for the Directory defines, for every operation, ene/or more points at which access
control degisions may take place. Each access control decision involves:

4+ that component within the Directory being accessed, possibly a'complete compound entry;
4 theuser requesting the operation;

4+ aspecific right necessary to complete a portion of thefoperation; and

4 the security policy governing accessto that item.

The rule-bpsed access control model for the Directory defines,*for every operation, one or more points at wiich access
control degisions may take place. Each access control decision involves:

4+ aclearance associated with the user requesting an access,
+  security label(s) associated with the\information being accessed;

+ the security policy rules governing that access which defines whether access should be denigd, given a
relationship between the clearance and security label.

11 $ervice administration

The Directory Abstract Seryice as defined in ITU-T Rec. X.511 | ISO/IEC 9594-3 provides to the user popverful and
efficient means for browsing.and reading Directory information.

These Difectory Specifications provide extensive service administration capabilities that allow administrative
authoritied to administer and constrain the service to a user. There may be several reasons for an administrative
authority tp constrain and adjust the service given to a user:

1 “JAn administrative authority has knowledge about the quality of information it holds. To imprgve the rate
of successful Directory searches and to ensure that only quality information is returned, an administrative
authority can constrain what attribute types that are allowed in a search filter and what information can
be returned.

—  To protect investment in verified and cleaned-up information, an administrative authority may have quite
stringent restriction on what information can be returned as adopted to the type of user and the particular
type of service provided.

— Anadministrative authority may want to prevent misuse of information, for example for mass marketing
purposes, e.g., by picking up al people on a particular street, by picking up all people with a certain
profession, etc.

—  Protection of personal data beyond what is possible using access control. This includes returning fake
postal addresses, not allowing searches based on very short character strings, not allowing searches using
certain combinations of attributes, or requiring certain combinations, etc.
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—  What restriction and what adaptation that should be made on the provided service may depend on the
user group.

12 Replication in the Directory
NOTE — Directory replication isdefined in ITU-T Rec. X.525 | ISO/IEC 9594-9.

12.1 Introduction

Replication in the Directory refers to the existence of copies of Directory entry information and operational information
held by DSAs other than the DSA responsible for the creation and update of the information. This DSA, containing the
original information, is called the master DSA.

It is possible to construct Directory systems that make no use of replicated information.

Replicatior of Directory information serves to satisfy two general sorts of requirements, one related to {he generd
quality of the service provided by the Directory and the other related to the management of directory systems

The deployment of additional copies of Directory entry information may be of use in the improvement of the service
provided by the Directory by:

a4 improving the performance of Directory systems by moving Directory information "closer” t¢ particular
directory users;

D) improving the availability of the Directory service by introducing redundant Directory information and
Directory components so that an individual component failure.does not prevent al acdess to the
information in some portion of the DIT.

The deployment of additional copies of Directory entry information may*be of use in the management of Directory
systems:

4 by facilitating the distribution of certain operational jfformation (e.g., knowledge); and

o) by providing an opportunity to recover from severe system failures through the reconstruction of the
information to be held in a component of the Rirectory from a copy of that information held]in another
component of the Directory.

12.2 Formsof Directory replication

There are|three forms of replicated entry information that may be held by the components of the Direcfory, cache
copies, shagdowed information and multiple master implementations.

Cache coples are copies of entry informiation that a component of the Directory obtains and uses in ways nqt specified
in these Dilrectory Specifications.

Shadowed| copies are copies of Directory information that a component of the Directory obtains and uses in ways
specified if ITU-T Rec. X.5254/SO/IEC 9594-9.

Multiple rpaster implementations maintain more than one writeable instance of each entry within a given set of
directory éntries. Eachavriteable copy of a directory entry is complete (i.e., it holds all user attributes and QSA-shared
operationg attributes).) Exactly one of the instances is identified in a manner that permits the Directory to identify that
instance a$ the/primary master in order to support deployment scenarios in which it is necessary to perfofm updates
against a s ngle DSA (e g. when incrementing an attribute val ue used asa counter) The manner in which a Directory
componen into a state of
consistency following amodification is outside the scope of this Recommendation | International Standard.

DSAs may retain information obtained from another DSA only if permitted in the policy and agreement under which
the information was originally supplied. A DSA retaining such information may only supply it to DUAs and/or LDAP
clients in accordance with the access control policy pertaining to the information. If it is known that there are no read
access controls on the information, it may be supplied asif read permission were granted.

A DSA holding cached or shadowed information forwards all requests that would modify the copy information to a
master DSA holding the information. A DSA holding copied information forwards all requests that indicate that copy
information shall not be used, to the master DSA holding the information.

When responding to an interrogation with cached or shadowed copy information, a DSA holding that information
indicates that a copy was used to satisfy the request.
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The administrative authorities responsible for two DSAs may establish a shadowing agreement whereby one DSA, a
shadow supplier, contracts to provide another DSA, a shadow consumer, with shadowed information from an agreed
portion of the DIT. If permitted by the shadowing agreement under which shadowed information is obtained, a shadow
consumer may enter into agreements with other DSAsto be a shadow supplier for that information.

In addition to the provision of updates to copies of entry information held in the shadow consumer, operational
information (e.g., knowledge) may also be provided to the shadow consumer by the shadow supplier.

In any shadowing agreement, the information to be replicated will typically comprise three elements:
—  replicated entry information from within a subtree of the DIT;

— relevant operational information, including access control information, required to give full read access
to the replicated information;

— optionally, subordinate knowledge information.

4+ asdection of the entries may be made by specifying only those that meet certain criteriaenfheir object
classes,

within each entry, a selection of the attributes may be made in accordance with a specification of
attributes;

within each attribute, a selection of the attribute values may be made based entheir contexts.

123 Replication and consistency of Directory information

Consistengy in the Directory is achieved when al copies of a specific attribute-are'the same. At times consigtency may
be subject fo compromise because transient inconsistencies can exist withinthe Directory for shadowed information and
permanent|inconsistencies can exist for cached information.

Cached entry information may become and indefinitely remain incansistent with entry information maintaiped by that
componen of the Directory to which updates are directed. In‘contrast, shadowed information held by|a shadow
consumer fis brought into agreement with the corresponding infermation held by a shadow supplier accgrding to a
schedule cpntracted to as part of the shadowing agreement.

It is essenfia that the information contained within an istance of an individual object entry be internally |consistent.
Any mechpnism for replication shall be accompanied by mechanisms to maintain the internal consistency of replicated
information and the reliability of the service. Thé Directory defines schema procedures to ensure the internal
consistency of an entry.

It isalso epsential that the knowledge informiation which allows the DIT to be distributed across DSAs be acqurate. Any
mechanism for replication shall be accompanied by mechanisms to maintain the accuracy of knowledge ipformation
and the rfliability of the service. The Directory defines procedures for manipulating the minimum knowledge
information needed by a DSA to ensure the coherency of each view of the DIT.

In an envifonment where directory information is replicated, the Directory has no specific time constraints|to achieve
consistency. A user of shadowed information will have ahigh level of confidencein it because:

4+ the shadowed information isinternally consistent;
+ theknowledgerdating it toits view of the DIT is accurate; and
1 , theshadowed entry will ultimately become consistent with the entry in the master DSA.

124  Viewsof replication

This subclause describes the distinct ways in which the existence of replication of Directory information manifests itsel f
to:

a) Directory users;
b) administrative users; and
¢) theoperational components of the Directory (DSAS).

1241 Directory user view

Because of the nature of the operation of the Directory, replicated information will be generally consistent with
information held by the master DSA for that information. Therefore, in the genera case, requested information,
returned to the end user, will be of an acceptable nature and the fact that it is from a copy will not be important.
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The Directory user is always notified if a request has been satisfied from entry copy information. In the case when the
user has a critical need, or can detect an inconsistency, he has the option of requesting access to information held by the
master DSA.

The user of the Directory is therefore offered the choice between increased levels of performance and availability at the
cost of occasionally receiving information that is out of date and a maximum level of information timeliness at the cost
of potentially reduced levels of performance and availability.

12.4.2  Administrative user view

An administrative user is charged with the management of the information held in and the service provided by a DSA.
To perform this management function the administrative user requires tools to monitor, control and optimize the DSA's
service.

The standardized (and local) capability of a DSA to support replication is one of the principal tools available to the
administrative user to optimize the service provided by a DSA.

12.4.3 IPSA view

Although & DSA can detect the difference between replicated information and information which is.held by g master, it
generaly dises both in the same way, i.e., it satisfies user interrogation requests with either, depending on whjch is most
conveniently availableto it.

There are fwo exceptions to this equivalence of master and replicated information. A DSAYonly uses entry ipformation
uests to modify the DIB and interrogation requests that signal that replicatéd information is not acceptable.

In addition, since the information held locally may be known to be partial (see-12.2), a DSA may pass an inquiry to

NOTE 1+ A DSA may contain replicated information from several sources, and¢his information may overlap. If thigis the case,
shall separately maintain each such view of the information, as provided by replication.

eplication and Access Control

Control model allows access control information to.be specified for an area of the DIT. That areg may span
aries. If multiple DSAs are involved, each will hold the appropriate access control information.

Any time égntries are replicated to another DSA, the access'control information shall also be replicated.

13 Directory protocols

NOTE 1 The Directory protocols definedto-allow DUAs and DSAs in different open system to cooperate are |specified in
ITU-T RRec. X.519 | ISO/IEC 9594-5.

There are four Directory protocols:

1 the Directory Access Protocol (DAP), which defines the exchange of requests and outcomed between a
DUA and aDSA;

+ the Directory System Protocol (DSP), which defines the exchange of requests and outcomes bgtween two
DSAS;

4+ the-Birectory Information Shadowing Protocol (DISP), which defines the exchange of [replication
information between two DSASs that have established shadowing agreements

xchange of
administrative information between two DSAsto administer operational bindings between them.

Each protocol is defined as a set of protocol elements. For example, the DAP contains protocol elements associated
with interrogating and modifying the Directory.

14 Systems management of the Directory
NOTE — Directory systems management is defined in ITU-T Rec. X.530 | ISO/IEC 9594-10.
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14.1 I ntroduction

The purpose of Directory management is to assure that needed, accurate Directory information is available to users as
scheduled with the expected response time, integrity, security, and level of consistency. Furthermore, systems
management should be accomplished with the minimum burden on processing time and memory on platforms and the
communications system.

Management of the Directory is divided into four major segments:
a) management of the DIT Domain: Management of Directory information;
b) management of the operation of asingle DSA;
c) management of asingle DUA; and
d) management of the DMD — Integrated management of the functional components of the Directory.

The systems management specification addresses the first three segments. Management of the Directory Management
Domain isffor further study.

14.2 Management of the DIT domain

The user gtributes in the Directory are managed by the Directory Access Protocol. Operational, attributes nay also be
managed Ysing DAP. This includes attributes in the information framework, subschemaaitributes, acceéss control
attributes, pnd the attributes in the DSA information tree, including knowledge. Knowledge'may also be managed using
the Directpry Operational Binding Management Protocol, the Directory Information Shadowing Protocgl, and the
Directory Bystem Protocol.

14.3 Management of Directory components

The Systejn Management specification defines the OSI Systems Management managed objects used to manage the
Directory ¢omponents (DUAs and DSAS) within a Directory Domain=Management of these Directory comgonents can
be accomplished using the Common Management Information Services and protocol.

Some marfagement requirements are not fulfilled by the Directory or Management Services but are by locgly defined
services.
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