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Foreword

ISO (the International Organization for Standardization) is a worldwide
federaTon of national standards bodies (ISO member bodies). The work of
preparing International Standards is normally carried out through ISO
techni¢al committees. Each member body interested in a subject for which
a techijical committee has been established has the right to be represented
on thaf committee. International organizations, governmental and nopn-
governmental, in liaison with ISO, also take part in the work.
collabgrates closely with the International Electrotechnical Compai

(IEC) ¢n all matters of electrotechnical standardization.

Draft International Standards adopted by the technical cp
circulated to the member bodies for voting. Publication a< an

a vote.

Amendment 2 to International Standard ISO{IE
prepargd by Technical Committeé
syste and integration, Subcor

commynications.
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Introduction

C 9506-1 to sppport

anges, it is aspumed
change Sg¢rvice,
ieal corrig¢gndum

This amendment details the changes to ISO/

refer to~the \doctumént as amendeld and

ject, an Access Control List, fo the
D feferences one such objeft that
e successful access of any lobject
ient. In addition, each named [object

Access Control List object constrain the use
MS Client. The present MMS system fallows
poft or deny support for any MMS service| to an
all Jobject instances within its implementation]; this
i MMS Server to offer support for a MMS seryice to
some object instances but not for others. If support of
access control is negotiated in the Initiate dialogie, the
ay examine and manipulate the Access Control List jobject

attribute MMS Deletable is removed from the object descriptior] of all
MMS objects. In its place, a derivation rule is provided such that sdrvices
that report MMS Deletable can do so in a manner consisten{ with
implementations not employing this amendment.

There are seven classes of constraint, called Service Classes, thiat are
covered by this amendment. These classes are Read, Write, Load, [Store,
Execute, Delete, and Edit. Not all classes are applicable to all objects. The
Edit class describes the ability to change the Access Contro] List
characteristics of any object.

This amendment makes use of the Authentication Unit of the Assodiation

Control Service Element (ACSE) now available as an implementation
option. It does so by allowing the conditions expressed in the Access
Control List to depend on the Authentication Value present in the
A-ASSOCIATE service primitives. Such use of the Authentication Unit is
not required, however, to make use of the Access Control List mechanism.
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By using the mechanisms present in this amendment, an implementation
can restrict access to an object (for reading, writing, loading, storing,
execution, deletion, or other modification) to MMS Clients that either (1)
attempt access from known network nodes, (2) provide proper
authentication (passwords), (3) have synchronized their use with other
MMS Clients through use of the semaphores, or (4) an arbitrary
combination of these methods. The specification of passwords requires the

use of e Authenticatiom Bt of ACSE:

This gmendment also modifies the MMS Service model by adding an
explicjt Object Model for an Application Association. This model should
be prgsent in the basic MMS Object Model, independent of the use of
Accesy Control Lists. Its omission in the base document should be
considered an oversight, corrected by this amendment.

The introduction of an object model for the application association allows
one t¢ move the list of transactions objects from the VMD to the
applicption association, thereby allowing the invoke ID to be the sole |
attribdte of the transaction. The case of processing of Event Acti
howeer, requires us to introduce a new attribute to the VMD, 3
list off transactions associated with Event Action processing that afe)not
bound|(necessarily) to an association.

&

vi
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Industrial automation systems — Manufacturing Message
Specification

ﬂart 1:
ervice definition

A

2

IS

IMENDMENT 2: Conditioned service response

Scope

his amendment makes no changes to clause 1 of ISO/IEC

Normative references

etms - Open Systems Interconnection -
ociation Control Service Element

Industrial automation systems - Manufacturing Message
Specification - Part 1: Service definition
Amendment 1: Data exchange.

O/IEC 9506-1:1990/Cor.1:1995, Industrial Automation Systems - Manufacturing Message
Specification - Part 1: Service definition
Technical corrigendum 1.

3. Definitions

(This amendment makes no changes to clause 3 of ISO/IEC 9506-1.)

4. Abbreviations

(This amendment makes no changes to clause 4 of ISO/IEC 9506-1.)
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S. Conventions
(This amendment makes no changes to clause 5 of ISO/IEC 9506-1.)
6. MMS in the OSI Environment

(This amendment makes no changes to clause 6 of ISO/IEC 9506-1.)

7. The Virtual Manufacturing Device

In 7.2, page 19, in the VMD object model replace the line
Attribute: List of Transaction Objects

with
Attribute: List of Event Action Transaction Objects

Attribute: List of Application Associations

In 7.2, page 19, in the VMD object model, insert

Attribute: Reference to Access Control List
immediately before the line
Attribute: Additional Detail

In 7.2.6.2, page 20, insert

GetAccessControlL;j

This attribute identifies) those transaction objects (see 7.2.13) that do not explicitly depend on ah
application associationsSuch transactions occur through the processing of Event Actions (see 15.1.4.2.5).
In all otherrespects, they are normal transaction objects.

7.2.02)" Application Association

I'he Application Association 1dentifies a specific instance of communication of the VMD with an MMS
client.

Object: Application Association
Key Attribute: Application Association Identifier
Attribute: Application Reference of MMS Client
Attribute: AP Title of MMS Client
Attribute: AE Qualifier of MMS Client
Attribute: AP Invocation-identifier of MMS Client


https://iecnorm.com/api/?name=8947f298ff1b7212f7f62038c7abb114

© ISO/IEC ISO/IEC 9506-1:1990/Amd.2:1995(E)

Attribute: AE Invocation-identifier of MMS Client
Attribute: Authentication Employed (TRUE, FALSE)

Constraint: Authentication Employed TRUE

Attribute: Authentication Value
‘Aﬂ'ri]‘\l!“’ I |cf of AA_Sneacific Named nbjpcts

AluiaiUu 15U Vi SamaTIpuliliav iNauva

Attribute: List of Transaction Objects
Attribute: List of services supported

Atteilarata, ot ~AF smnsnan b < ad

Attribute: List of parameicr CBBs su uppo rtea

P2 Y N 1 1
ERN32Y lUul\/' A‘Uolllls I/ Vel

Application Association Identifier

This attribute identifies the annhrnhnn association. Since this attribute is neve

23> Al IVNNC IQCINRNICS U PAACALAEL QOSLILAIAUIUIN, D100 LS QUIIVAIT 1S5 A0V

a local matter.

e
2]

Application Reference of MMS Client

xhom the association has
cation-identifier, and the

This attribute, which serves to identify the AE within the
bgen established. It is composed of the AP Title, the AE Q
AE Invocation-identifier. (See 6.6.)

AP Title of MMS Client

This attribute, derived from application_associ e i ent information (See ISO/IEC 9506-2,

AE Qualifier of Mm@e

This attribute, derived{ic isationi assuciation establishment information (See ISO/IEC 9506-2,
clause 17), identifies ‘ be er

This attribute, derived
clause 17), identifies the3

application association establishment information (See ISO/IEC 9506-2,
MS client present on this association.

AE Invocation-identifier of MMS Client

This attribute, derived from application association establishment information (See ISO/IEC 9506-2,
clause 17), identifies the MMS client present on this association.
Authentication Employed

This attribute indicates whether (true) or not (false) authentication (See ISO/IEC 9506-2, clause 17) was
used in establishing this association. If this attribute is true, the following attribute also appears.
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Authentication Value
This attribute is the value of the Authentication Value as presented by the MMS Client at application

association establishment. This attribute may be either a character string (Graphic String), a bit string, or
an external. The choice "ANY DEFINED BY mechanism-name' shall not be used.

List of AA-Specific Named Objects

This attribute contains a list of all the named objects within the VMD that are declared to.(hav
AA-specific scope and identify this Application Association.

w

List of Transaction Objects

This attribute is the list of transaction objects (see 7.2.13) associated R_association.

List of services supported

This attribute contains a list of all the MMS services
(see 8.3.2 and 8.2.4).

v

List of parameter CBBs supported

This attribute contai
(see 8.2.1.2.4).

osting Level that was negotiated in the MMS Initiate procedur

\vd

In (old) 7.2.11, 89 age 22, in the Object Model, replace the line:

Key, Attribute: Application Association Identifier

Wwith:

Attribute: Application Association Identifier

In (old) 7.2.11, top of page 23, add the following sentence after the description of Application
Association Identifier:

If no such application association exists, this attribute shall have the value NONE.
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In (old) 7.2.11.2, replace the first paragraph with:

A transaction object shall be created either upon receipt of an indication service primitive for an MMS
confirmed service or as part of the processing of an event occurrence (see ). The transaction object shall
be deleted after the MMS-user issues a response service primitive for that service instance. The number
of transaction objects that may exist at any time is governed by the negotiated maximum number of
services outstanding (see 8.2).

Add a new subclause 7.2.16 as follows:

~J

2.16 Reference to Access Control List
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y the object of the service request. If no
gference 'M_NonDeletable' (see 18.3.1.5).

—

Renumber 7.2.14 and 7.2. 1510 be

7.3.2, page 25, ae

A\
Access Control Lis OBjects / | x ] | | 21 |

=

=

eplace the(sec ce of\7.3.5, page 26, with the following:

wn

fatic objects usualty may\not be deleted through the use of MMS services, and dynamic objects usually
ay be deleted, but the ay be exceptions to either rule.

=

=

eplaceythe first sentence of 7.3.6, page 26, with the following:

AII'MMS objects subordinaie to the VMD may be deleted from the VMD through appropriate MMS
service requests if such requests are permitted (see 7.3.8).

Replace the last sentence of 7.3.6, page 26, with the following:

This is true regardless of any conditions specified in the Access Control List object referenced by the
object subordinate to the Domain.
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Add the following new subclause after 7.3.7, page 26.
7.3.8 Control of Access to MMS Objects

MMS provides explicit control for the ability to access or alter MMS named objects. Each named object
within an MMS implementation contains a reference to an access control object that specifies the
conditions under which services directed at the named object may succeed. For the purposes of
specrfymg the control COHdlthI]S servrces are grouped into seven classes, read, wrlte load store,

S e r
(Appllcatlon Reference) and the submlssron of a password (which may be arbltrarlly complex). Thesg
conditions are necessary but not sufficient for the success of the service. If the conditions aré ndt

5

satisfied, the service is required to fail; the service may always fail for reasons be
standard. These conditions may be combined in arbitrary ways. Conditions
for individual objects and for all objects of the VMD. Conditions restricting
be specified for the entire VMD.

vand the scope of thi

Attribute: L1 f
Attribute: Se

VRITE, LOAD, STORE, EXECUTE, DELETE, EDIT)
(NEVER, SEMAPHORE, USER, PASSWORD, JOINT

ibutey Application Reference

Constraint: Actéss Condition = PASSWORD
Attribute: Password Value

Censtraint: Access Condition = JOINT
Attribute: List of Access Condition

Constraint: Access Condition = ALTERNATE
Attribute: List of Access Condition

List of References to Access Controlled Objects
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7.3.8.2 Access Control List Name

The Access Control List Name attribute uniquely identifies the Access Control List object within the
VMD. The name shall be a VMD-specific Object Name formed according to the rules for MMS Object
Names as specified in 7.4.

7.3.8.3 Reference to Access Control List

Hach Access Control List object is itself subject to access control. This reference identifies the Access
ontrol List object that governs access to this object.

o

7.3.8.4 List of Access Control Elements

O O N

=0 0O 90 Z

(oI =

i) InitiateUploadSequence
ii1) StoreDomainContent
c) Write - Services that change the individual value of an MMS object. These are:
1) Write
i1) Input

ii1) ExchangeData
d) Load - Services that change the values or other attributes of an MMS object. These are:

1) InitiateDownloadSequence*


https://iecnorm.com/api/?name=8947f298ff1b7212f7f62038c7abb114

ISO/IEC 9506-1:1990/Amd.2:1995(E) © ISO/IEC

it) LoadDomainContent*

1ii) CreateProgramInvocation*
iv) DefineNamedVariable*

V) DefineScatteredAccess*

vi) DefineNamedVariableList*

vii) DefineNamedType*

viil)  DefineSemaphore*

iX) TakeControl

Xi) DefineEventConditiont

xii) DefineEventAction*

xiii)  DefineEventEnrollment*

xiv)  TriggerEvent

XV) AlterEventConditionMonitoring
xvi)  AlterEventEnrollment

xvii)  AcknowledgeEventNotification
xviii) CreateJournal*

xix)  InitializeJournal

XX) WriteJournal

xxi)  DefineAccessControlList*

% Since these services create the respective objects, the services

the VMD.
e) Execute -
)
i)
) es that delete MMS objects. These are:

NeleteDomain
DeleteProgramlInvocation
1i1) DeleteVariableAccess

iv) DeleteNamedVariableList
V) DeleteNamedType

vi) DeleteSemaphore

2234) DalateEvantCond

Hron
Vi) PEICtCEvVeRTTCORaGoh

viii)  DeleteEventAction

1X) DeleteEventEnrollment
X) DeleteJournal
Xi) DeleteAccessControlList


https://iecnorm.com/api/?name=8947f298ff1b7212f7f62038c7abb114

© ISO/IEC ISO/IEC 9506-1:1990/Amd.2:1995(E)

g) Edit - Services that change the value of the Reference to Access Control List attribute
of the object or its attributes. These are:

1) ChangeAccessControl (New Service)
i1) Rename

7.3.8.4.2 Access Condition

Dl . W I +£s A B +lat +£ 4+ PSP A A | 11 - +lo AAAACQ - 4+ £odl I 1
1S attrivute Dk}b\/lllbb a CUIIUIUIVUIT tiat, I 11U 5atidiitlu, willl lcquu\/ LU IVIIVILD SUIVILUU U 1d4all. L.dll

dondition shall specify one of the following types:

a) NEVER - This condition indicates that the class of service spe
Class attribute shall always fail.

ified in the Service

b) SEMAPHORE -

c) USER -

d) PASSWORD -

e) JOINT -

T7.3.8.5 List of Refexences

esto named objects that reference this Access Control List object. The
following be governed by Access Control Lists. Following each object is 4
gpecification of\th€ Servi asses that may be applied to that object. An Access Control List object may
pecify a service.cla b does not apply to the object for which the Access Control List is an attribute
In such case$;-the conditions associated with that service class have no effect on that object. Note that
vhile Unnmamed Variables may have Access Control Lists as attributes, they are necessarily pre-defined
ince theronly services provided in Clause 21 assume that the objects to be modified have names.

a) Domain (LOAD. STORE. DEL ETE. EDIT)

b) Program Invocation (LOAD, EXECUTE, DELETE, EDIT)

¢) Named Variable (READ, WRITE, DELETE, EDIT)
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d) Unnamed Variable (READ, WRITE)

e) Named Variable List (READ, WRITE, DELETE, EDIT)

) Scattered Access (READ, WRITE, DELETE, EDIT)
g) Named Type (DELETE, EDIT)

h) Semaphore (LOAD, DELETE, EDIT)

1) Operator Station (READ, WRITE, EDIT)

J) Event Condition (LOAD, DELETE, EDIT)

k) Event Action (LOAD, DELETE, EDIT)

1) Event Enrollment (LOAD, DELETE, EDIT)

m) Journal (LOAD, STORE, DELE S

n) Data Exchange (WRITE, EDIT)

0) Access Control List (DELE

>

8. Environment And Services

in 8.1.2.4, on pag@n he

8 to 16 and 2Q

o

9. VMD._Support Services
Un 9.4, 1504.1, on the top of page 49, add the line:

Access Control List

In 9.6.1.1.1.1, on the bottom of page 52, add the line:

Access Control List

10
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In 9.6.2, page 53, insert a new sentence following the first sentence:
It shall verify that any conditions specified for Service Class = EDIT are satisfied in the Access Control

List object referenced by the VMD. It shall verify that any conditions specified for Service Class = EDIT
are satisfied in the Access Control List object referenced by this object.

10. Domain Management Services

I 1011 midditeof page 55, repiace the tine
Attribute: MMS Deletable (TRUE, FALSE)

in the Object Model with the following lines:

Attribute: Reference to Access Control List
In 10.1.1, on page 56, replace the description of MMS Deletable with:

Reference to Access Control List

The Reference to Access Control List is a reference to an Adcess Control object (see 7.3.8.1) that
o e(@elet, or have its access control or
1
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In 10.10.2, page 74, insert a new item b):

b) Verify that any conditions specified for Service Class = LOAD are satisfied in the Access
Control List object referenced by the VMD.

In 10.10.2, page 74, reletter items b) through e) as c) through f).

In 10.11.2, page 77, add a new first paragraph:

The responding MMS-user shall verify that any conditions specified for Service Class = STORE-afe
atisfied in the Access Control List object referenced by the VMD. It shall verify that any conditions
pecified for Service Class = STORE are satisfied in the Access Control List object referenced by this
Domain. Otherwise, a Result(-) response shall be returned.

b D

In 10.12.2, page 78, replace the first sentence with the following text:
The MMS server shall:

a) verify that specified Domain exists;

c) verify that all the conditions in the
Control List attribute of the Domain a

jeCts subordinate to the Domain regardless of the state of the
ese subordinate objects, and it shall set the reference attribute
linate to this Domain to UNDEFINED.

o)

S~
o
-~
= S
g
Q.
o3
Q
Be]

=

temove the reference t0'this Domain from the List of References to Access Controlled Objects attribute
gf the referenced Access Control List. For each element of the List of Subordinate Objects of this
Ipomain, remove the reference to that object from the List of References to Access Controlled Objects
alltribute of the referenced Access Control List.

In table 27, on page 78, add a new line immediately after Upload in Progress:

|Access Control List | | | C | C(=) | ACO l

12


https://iecnorm.com/api/?name=8947f298ff1b7212f7f62038c7abb114

© ISO/IEC ISO/IEC 9506-1:1990/Amd.2:1995(E)

In 10.13.1.2.3, page 79, add the following sentence after the present text:

Subclause 21.1.3 specifies the value to be returned by this parameter.

Add a new subclause 10.13.1.2.7 on page 79:

[y

0.13.1.2

Kokde

7 A

]

'his parameter, of type Identifier, shall indicate the name of the Access Control List object that controls

A A MM

gccess to this Domain. This parameter shail not appear unless the ACO parameter CBB has‘-béen
regotiated.

11. Program Invocation Management Services

In ii.1.1, middie of page 80, repiace the line

N

\ttribute: MMS Deletable (TRUE, FALSE)

i the Object Model with the following lines:

NG

Attribute: Reference to Access Control Lis
In 11.1.1, on page 81, replace the descriptio

Reference to Access Control

- |

'he Reference to Access
rovides conditions fder whiCh thi ogfam Inwocation may be executed, deleted, or have its access

o

ontrol changed, or

In11.1.1, on page 82 der Eve onditign Reference, change item g) to:

1) set the Reéference to Access Control List to reference an Access Control List object that will report the
value of MMS Deletable as true (see 21.1.3). The predefined symbol 'M_Deletable'
(bee 18/3.1.4) may be used for this purpose.

13
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In 11.1.1, on the top of page 83, under Event Enrollment Reference, change item b) to:

b) set the Reference to Access Control List to reference an Access Control List object that will report the
value of MMS Deletable as true (see 21.1.3). The predefined symbol 'M_Deletable'
(see 18.3.1.4) may be used for this purpose.

In 11.2.2, on page 87, replace item d) with:

2 AY sEvitloat o b . Q . Pall J—E-A-T LI O T 1 A ~
*y VO ytiatdiry COTTAIITOIR SPCTTITCU TOT ST VICT CIASS = LU arc SatTsITea TIT tTT ATTESS CONTo

List object referenced by the VMD. Otherwise, and error shall be returned.

A%
~"

create a Program Invocation object initialized as follows:

1) set its Program Invocation Name attribute equal to the Program Ingy &parameter;

2) set its State attribute equal to IDLE;

3) set its Reference to Access Control List to reference
report the value of MMS Deletable as true (see 21,
(see 18.3.1.4) may be used for this purpose.

s List object that wil
e predefined symbol 'M_Deletable

W

4) set the Reusable attribute to the

[n 11.2.2, on page 88, chany

i) set the Referen
alue of MMS Deletable

hsed for this purposer

In 11.2.2, oppage

alue of MMS Deletable as true (see 21.1.3). The predefined symbol 'M_Deletable' (see 18.3.1.4) may bd
used for this purpose.

{n 1182)2, on page 88, change item g) 3) ii) to:

ii) set the Reference to Access Control List to reference an Access Control List object that will report the
value of MMS Deletable as true (see 21.1.3). The predefined symbol 'M_Deletable' (see 18.3.1.4) may be
used for this purpose.

In 11.2.2, on page 88, reletter items e) through g) to be f) through h).

14
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In 11.3.2, page 90, change the first sentence to the following text:
The MMS server shall:
a) verify that specified Program Invocation exists;

b) verify that all the conditions in the Access Control List specified by the Reference to Access
Control List attribute of the VMD are satisfied for the service class DELETE (see 21.1.2);

c) verify that all the conditions in the Access Control List specified by the Reference to Accésy
Control List attribute of the Program Invocation are satisfied for the service class DEEETH
(see 21.1.2);

d) verify that the Program Invocation is in the IDLE, STOPPED or UX

In 11.3.2, page 90, insert the following sentence in the paragraph just
Jirst paragraph:

Remove the reference to this Program Invocation from the
Dbjects attribute of the referenced Access Control List.

In 11.4.2, page 91, change the first three sentences to

c) verify t
Control List “aftpi

(see 21.1.2);

If any of the
{n 11.5.2, page 93,

The MMS-sérver shall:

a) verify that specified Program Invocation exists;

b) verify that all the conditions in the Access Control List specified by the Reference to Access
Control List attribute of the VMD are satisfied for the service class EXECUTE (see 21.1.2);
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c) verify that all the conditions in the Access Control List specified by the Reference to Access

Control List attribute of the Program Invocation are satisfied for the service class EXECUTE
(see 21.1.2);

d) verify that the Program Invocation is in the RUNNING state;

If any of these conditions is not met, a Result(-) shall be returned.

{n 11.6.2, page 94, change the first three sentences to the following text:

The MMS server shall:

a) verify that specified Program Invocation exists;

b) verify that all the conditions in the Access Control Li
Control List attribute of the VMD are satisfied for the-s

c) verify that all the conditions in the Access
Control List attribute of the Progran
(see 21.1.2);

d) verify that the Program Invocatig

If any of these conditions is

In 11.7.2, page 95, @8

The MMS server shal\;
a) yérify t ified Program Invocation exists;

b) verify~that alN\the conditions in the Access Control List specified by the Reference to Access
Contral Listattribute of the VMD are satisfied for the service class EXECUTE (see 21.1.2);

c) verify that all the conditions in the Access Control List specified by the Reference to Access

Control List attribute of the Program Invocation are satisfied for the service class EXECUTE
(see 21.1.2);

d) verify that the Program Invocation is in the STOPPED state;

If any of these conditions is not met, a Result(-) shall be returned.
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In 11.8.2, page 97, change the first two sentences to the following text:
The MMS server shall:
a) verify that specified Program Invocation exists;

b) verify that all the conditions in the Access Control List specified by the Reference to Access
Control List attribute of the VMD are satisfied for the service class EXECUTE (see 21.1.2);

c) verify that all the conditions in the Access Control List specified by the Reference to Aecés
Control List attribute of the Program Invocation are satisfied for the service class EXECUTH
(see 21.1.2);

[f any of these conditions is not met, a Result(-) shall be returned.

fn table 35, on page 97, add a new line immediately after Execution Argumaat:

| Access Control List | ,l/\é\ \L\é( =\ | ~Aco |

fn 11.9.1.2.3, page 98, replace the sentence with:
Subclause 21.1.3 specifies the value to be returned b
Add a new subclause 11.9.1.2.7 on page 98:

11.9.1.2.7 Access Control

hceess to this Progr:
been negotiated. @

(n 12.1.1.2)2, page 100, add the following text at the end of the first paragraph:

Failure of the conditions specified in the Access Control List object(s) for service class = WRITE

M 4l £l AAAAQ L T D S |
CHUTIITS UTT aLT TS UT UTCTIVIIVES ~vdal TdUTC lU 14Tl

In 12.1.1.3, page 100, add a new second sentence.

These protection requirements are combined with the explicit protection requirements of the Access
Control List object for service class = READ or WRITE as appropriate.
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In 12.1.1.4.1, middle of page 101, replace the line

Attribute: MMS Deletable (FALSE)

in the Object Model with the following lines:

Attribute: Reference to Access Control list

In 12.1.1.4.1, on page 101, replace the text of MMS Deletable with:

Reference to Access Control List

o |

he Reference to Access Control List is a reference to an Access Control
provides conditions under which this Unnamed Variable may be read or wxi

~

n 12.1.1.5.1, middle of page 102, replace the line

>

ttribute: MMS Deletable (TRUE, FALSE)

~.

i the Object Model with the following lines:

>

[ttribute: Reference to Access Control List

—

he Reference to Ac
rovides condition
bntrol changed.

[ellse]

~

lace the line

>

E, FALSE)

in the Object Model with’the following lines:

Alttribute: Reference to Access Control List

In42A1.2.1.1, on page 104, replace the text of MMS Deletable with:

Reference to Access Control List

The Reference to Access Control List is a reference to an Access Control List object (see ) that provides
conditions under which this Scattered Access Object may be read, written, deleted, or have its access
control changed.

18


https://iecnorm.com/api/?name=8947f298ff1b7212f7f62038c7abb114

© ISO/IEC ISO/IEC 9506-1:1990/Amd.2:1995(E)

In 12.1.2.2.1, middle of page 106, replace the line

Attribute: MMS Deletable (TRUE, FALSE)

in the Object Model with the following lines:

Attribute: Reference to Access Control List

(n 12.1.2.2.1, on page 106, replace the description of MMS Deletable with:

Reference to Access Control List

The Reference to Access Control List is a reference to an Access Control
provides conditions under which this Named Variable List Object may be
ts access control changed.

ady written\deleted, or have

yn 12.1.3.1, bottom of page 107, replace the line

Attribute: MMS Deletable (TRUE, FALSE)

in the Object Model with the following linesx

Attribute: Reference to Access Control Lis

Reference to Access ifon
The Reference to Acee

|

The MMS server shya that all the conditions in the Access Control List object referenced by th¢
Reference to Adce jrol List attribute of the VMD are satisfied for the service class = READ. If th¢
Variable Aceess Specification parameter specifies a Named Variable List object, the MMS server shal|
verify that.dll the conditions in the Access Control List specified by the Reference to Access Control List
pttributecof the Named Variable List object are satisfied for the service class = READ (see ). If thes¢
conditions are not satisfied, the service request fails and a Result(-) shall be returned.

For each item of the Variable Specification (whether included in a Named Variable List object or
specified individually) the MMS server shall verify that all the conditions in the Access Control List
specified by the Reference to Access Control List attribute of that item are satisfied for the service class
= READ. Otherwise, the read operation fails for that component and the Data Access Error OBJECT-
ACCESS-DENIED shall be returned as the corresponding component of the Access Result Parameter.
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In 12.7.2, bottom of page 126, insert the following text after the second sentence:

The MMS server shall verify that all the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute of the VMD are satisfied for the service class = WRITE. If the
Variable Access Specification parameter specifies a Named Variable List object, the MMS server shall
verify that all the conditions in the Access Control List specified by the Reference to Access Control List
attribute of the Named Variable List object are satisfied for the service class = WRITE (see 21.1.2). If
these conditions are not satisfied, the service request fails and a Result(-) shall be returned.

In 12.7.2, bottom of page 126, insert the following text before the last sentence:

>

—

dicate the name of the Access Control List object that controls
eter shall not appear unless the ACO parameter CBB has been

=)
1%
(@]
(43
o«
72}
-
]
-
=
=.
»
<

egotiated.

In 12.10.2, page 130 add a new first paragraph:

The MMSserver shall verify that all the conditions in the Access Control List object referenced by the
Referenceto Access Control List attribute of the VMD are satisfied for the service class = LOAD. If this
cpndition is not satisfied, the service request fails and a Result(-) shall be returned.

In 12.10.2, page 130, replace item b) in the list with the following:

b) Initialize the Reference to Access Control List attribute to reference 'M_Deletable' (see 18.3.1 4).
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In 12.11.2, page 132, add a new first paragraph:

The MMS server shall verify that all the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute of the VMD are satisfied for the service class = LOAD. If this
condition is not satisfied, the service request fails and a Result(-) shall be returned.

In 12.11.2, page 132, replace item a) 3) ii) in the list with the following:

i1) initialize the Reference to Access Control List attribute to reference M_Deletable (see 18.3.1.4);

In 12.11.2, page 132, replace item a) 4) ii) in the list with the following:

11) initialize the Reference to Access Control List attribute to reference M_Deletable (see18.3.1.4);

In table 50, on page 133, add a new line immediately after Scattered Access

AN
| Access Control List | | | e N CeN acg |
N

In 12.12.1.2.1, page 133, add the following sentence to the end oft

Subclause 21.1.3 specifies the value to be returned by this parameter.
Add a new subclause 12.12.1.2.3 on the bottom of pag
12.12.1.2.3 Access Control List

This parameter, of type Identifier, shall indicatg-the nafueof the Access Control List object that control
access to this Scattered Acces j i$ a allMot appear unless the ACO parameter CB]

has been negotiated.

[72)

A

In 12.12.2, page 134, repl 2 % he first paragraph:

The MMS server sh; cattered Access object and shall return the MMS Deletable
parameter and the LiSt uponent pargmeter of the Scattered Access Description parameter. Sectiop
specifies the value %o b < MMS Deletable parameter. The List of Component attribute

In 12.13, battomQ )t, 134, Nveplace the sentence with:

The purpose for.theDelgteVariableAccess service is to allow a client MMS-user to request that a VMID
delete one of:iore Named Variable or Scattered Access objects for which deletion is permitted.

In 12:13.1.1.1, page 135, replace all of the text following the first sentence with:

SPECIFIC - Specifies that the specific Named Variable objects or Scattered Access objects (in anly
combination) having Variable Name or Scattered Access Name attributes (as applicable) equal to the
Name parameters of the List of Name parameter for which deletion is permitted are to be deleted.
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AA-SPECIFIC - Specifies that all Named Variable and Scattered Access objects within the scope of the
current application association for which deletion is permitted are to be deleted.

DOMAIN - Specifies that all Named Variable and Scattered Access objects within the scope of the
specified Domain for which deletion is permitted are to be deleted.

VMD - Specifies that all Named Variable and Scattered Access objects having VMD scope for which
deletion is permitted are to be deleted.

IJ1 12.13.1.1.3, bottom of page 135, replace the last sentence with the following:

I gives the name of the Domain for which all Named Variable and Scattered Acees
dgletion is permitted are to be deleted.

objects_for which

~

p 12.13.1.2.2, page 136, replace the note with the following:

Z

OTE — The difference between the Number Matched and Number Deleted pararheters indicate\the er of objects that
ere not deleted, either because the conditions specified in the referenced Acce ist Object(s) weére not satisfied for
ervice Class = DELETE, or for other reasons.

v =

~

n 12.13.2, page 136, replace the first paragraph with:

elete the object and
r¢definition.

In 12.13.2, page

Fhilure to d€lete.an object because the conditions specified in the referenced Access Control List object
wlere not satisfied sha ¢

In 12.14.2, page.l38, add’a new first paragraph:
The MMS . server shall verify that all the conditions in the Access Control List object referenced by the

Reference to Access Control List attribute of the VMD are satisfied for the service class = LOAD. If this
ccrndition is not satisfied, the service request fails and a Result(-) shall be returned.
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In 12.14.2, page 138, replace the third paragraph with the following:

Initialize the Reference to Access Control List attribute to reference an Access Control List object that
will report the value of MMS Deletable as true (see ). The predefined symbol 'M_Deletable' (see 21.1.3)
may be used for this purpose.

In 12.14.2, page 138, in item a) 3), hrase:

elete the p
r

its MMS Deletable attribute equal to true,

in the first sentence. Add a new sentence immediately following this sentence:

[ts Reference to Access Control List attribute shall be set to reference an Acg€ss ist object that
will report the value of MMS Deletable as true (see 21.1.3). The predefine ' M_Deletablq'
see 18.3.1.4) may be used for this purpose.

n 12.14.2, page 138, in item a) 4) ii), replace this line with:

| Access Control ListC | C= | aco |

12.15.1.2.3

This parameter; of type-Identifier, shall indicate the name of the Access Control List object that control§
access to-thts Named Variable List object. This parameter shall not appear unless the ACO paramete
CBB has-been negotiated.

a3

In 12.15.2, page 140, replace the first sentence of the first paragraph:

The MMS server shall locate the specified Named Variable List object and shall return the MMS
Deletable parameter and the List of Variable parameter as specified below. Section specifies the value to
be returned by the MMS Deletable parameter. The List of Variable attribute provides the value of the
List of Variable parameter.
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In 12.16.2, page 142, replace the first paragraph with:

The MMS server shall verify that all the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute of the VMD are satisfied for the service class = DELETE. If
this condition is not satisfied, the service request fails and a Result(-) shall be returned.

If the request is acceptable, the MMS server shall prepare a list of objects to be deleted. If SPECIFIC
was selected as the Scope of Delete parameter, the List of Name parameter identifies the objects to be
1:::!-: ., > FHed artable 1S ee v re—trdte ea—Sscope—are

opject on the list,

ed by the Reference to Access

if the conditions in the Access Control List specifi

object referenced by the
DELETE shall not be

cess Control List object referenced by the
satisfied for the service class = LOAD. If this

The MMS server st@ : 2 8 objeet and initialize its Type Name and Type Description
aftributes from the T e.and pecification parameter, respectively. Its Reference to Access
Cpntrol List attribute ’an Access Control List object that will report the value of
M redefined symbol 'M_Deletable' (see 18.3.1.4) may be used for

In table 56, on new line immediately after Type Specification:

LAccess ControlYist | i | C | C(=) I ACO ]

In12.18)1.2.1, top of page 145, add the following sentence to the end of the subclause:

Subclause 21.1.3 specifies the value to be returned by this parameter.
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Add a new subclause 12.18.1.2.3 on page 145:
12.18.1.2.3 Access Control List
This parameter, of type Identifier, shall indicate the name of the Access Control List object that controls

access to this Named Type. This parameter shall not appear unless the ACO parameter CBB has been
negotiated.

In 12.18.2, page 145, replace the paragraph with:

The VMD shall return the parameters associated with this Named Type object. Subclause.21.1.1B
specifies the value to be returned by the MMS Deletable parameter.

In 12.19.2, page 147, replace the first paragraph with:

of the Access Control Li
Named Type object.
In 12.19.2, page 147 /tpi : erlce the last sentence with:

Failure to delet€ an object:beécausethe conditions specified in the referenced Access Control List objeq
were not saisfie jovke deered an error.

—

13. Semaphore nagement Services
In 13.1.47top of page 152, replace the line

Attribute: MMS Deletable (TRUE, FALSE)

in the Object Model with the following lines:

Attribute: Reference to Access Control List
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In 13.1.1, on page 152, replace the description of MMS Deletable with:
Reference to Access Control List
The Reference to Access Control List is a reference to an Access Control List object (see ) that provides

conditions under which this Semaphore may be controlled by a Client, deleted, or have its access control
changed.

1 12 1 7 L fte vl LS o e ) +~ oo L1 . ) Py Al Tty R £ L Py L
ntJ.1.1, OULtuIIt UJ PUSC ITJ4, i iric LCALJULLUVVLILs LVETH CUNRWiiturt INTjerentc, LILMILSC e pnriasc.

whose MMS Deletable attribute value is false

tq:

whose Reference to Access Control List attribute references an Acce
specifies NEVER for service class = DELETE

In 13.2.2, page 160, add a new first paragraph:

= —
-
[¢]
195]
7]
(¢}
-
<
o
-
»
=
[
jomet
<
o
=}
=
«

(@B

Hese conditions are npot sa
bde = OBJECT—A@ i

I

~

D) Ats Reference to Access Control List attribute shall be initialized to reference an Access
Control List object that will report the value of MMS Deletable as false (see 21.1.3). The
predefined symbol 'M_NonDeletable’ (see 18.3.1.5) may be used for this purpose.

In 13.5, page 164 replace the sentence with:

The DeleteSemaphore service may be used by an MMS-user in order to delete a semaphore if such
deletion is permitted.
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In 13.5.2, bottom of page 164, replace the text with the following:

The MMS server shall verify that the semaphore exists and has no active owner. The MMS server shall
verify that all the conditions in the Access Control List object referenced by the Reference to Access
Control List attribute of the VMD are satisfied for the service class = DELETE. The MMS server shall
verify that all the conditions in the Access Control List object referenced by the Reference to Access
Control List attribute of the semaphore are satisfied for the service class = DELETE. If these conditions
are not satisfied, the service request fails and a Result(-) shall be returned.

The MMS server shall remove the reference to this semaphore from the List of References to Aceegs
Controlled Objects attribute of the Access Control List referenced by the Reference to Access Contr¢l
List attribute of the semaphore. Finally, it shall delete the specified semaphore and the Event-Conditign
Object referenced by the Event Condition Reference attribute of the semaphore. Returna Result(+).

In table 62, on page 165, add a new line immediately after Number Of Huyg

| Access Control List l ] I (C\I\\é@\l \/\CO |

=)

(@)

[t

c

14. Operator Communication Services

In 145 add thefollowing sentence to the end of the note:

The MMS Server mav reguire the use of a semanhore by snecifuine it as a condition in-an Acce S
y G P y—Sp HRE HHoR——an—#

Control List for accepting input and output to the Operator Station.
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In 14.1.1, page 174, in the object model, immediately after line

Key Attribute: Operator Station Name

insert a new line:

Attribute: Reference to Access Control List

In|l4.1.1, in the text following the object model, before the line

S

-+

dtion Type

insert the new text:
Reference to Access Control List

The Reference to Access Control List is a reference to an AgCess Contro hject (see ) that provides

In|14.2.2, page 178, insert new items b) ana 0 . . exrémaining items accordingly.

b) the conditions in the Access Control ki 2 S by the Reference to Access Control

c) the conditions in the Aecess\Contro eférenced by the Reference to Access Control
List attribute of the [Operator Statfons areinot satistied for the service class = WRITE,

14.3.2, page 179, a; g

In

Th he conditions in the Access Control List object referenced by the
Re ibute of the VMD are satisfied for the service class = READ. The
M] ‘ th€ conditions in the Access Control List object referenced by the
Re € i ist attribute of the semaphore are satisfied for Service Class = READ.
Ot 1 CRVICENS atl’and a Result(-) shall be returned.

15. Event Management Services

In 15.1.1.1, page 181, replace the line
Attribute: MMS Deletable (TRUE, FALSE)
in the Object Model with the following line:

Attribute: Reference to Access Control List
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In 15.1.1.1, on page 181, replace the description of MMS Deletable with:

Reference to Access Control List

The Reference to Access Control List is a reference to an Access Control List object (see ) that provides
conditions under which this Event Condition may have its monitoring attributes modified, may be
triggered (if a NETWORK-TRIGGERED Event Condition), have its access control changed, or be
deleted.

In 15.1.2.1, page 184, replace the line
Attribute: MMS Deletable (TRUE, FALSE)

in the Object Model with the following line:

Attribute: Reference to Access Control List

In 15.1.2.1, bottom of page 184, replace the description of ¥

Reference to Access Control List

w

Reference to Aécess Congrol List
The Referefice to Access Control List is a reference to an Access Control List object (see ) that provide
conditions under which this Event Enrollment object may have its attributes changed, may be deleted, g
have its access control changed.

-

In 15.1.4.2.4, page 194, item b) change the reference to 7.2.13.2.

In 15.1.4.2.5, page 194, first paragraph, change the reference to 7.2.13.
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In 15.1.4.2.5, page 194, item b), replace this line with:
b) the value NONE for the Application Association Identifier;
In 15.1.4.2.5, page 194, second paragraph, change the reference to 7.2.13.2.

In 15.2.2, page 199, add a new first paragraph:

e NN\

Reference to Access Control List attribute of the VMD are satisfied for the service class = LOAD-~JIf
these conditions are not satisfied, a Result(-) shall be returned with an error class = ACCESS and etror
code = OBJECT-ACCESS-DENIED. The remainder of this procedure shall be skip

In 15.2.2, page 199, in item b), replace this line with:

b) Reference to Access Control List - initialized to reference 4
will report the value of MMS Deletable as true (s predéfined symbol
'‘M_Deletable' (see 18.3.1.4) may be used for this purpose.

I1 15.3.1.2.1, page 201, replace the last phrase of this sente

or a value of false in the MMS Dele

in the Access Control List object referenced by the

The MMS server sh@ i g
Reference to Access he VMD are satisfied for the service class = DELETE. If

these conditions are ng

wiith:

of if thexcenditions in the Access Control List referenced by the Reference to Access Control List
atltribute of the Event Condition object were not satisfied for Service Class = DELETE,

In 15.3.2, page 202, add a new sentence following the second sentence of the first paragraph:
Remove the reference to this Event Condition object from the List of References to Access Controlled

Objects attribute of the Access Control List object referenced by the Reference to Access Control List
attribute of the Event Condition object.
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In 15.3.2, page 202, in the second paragraph, replace the last phrase of this sentence
or a value of FALSE in the MMS Deletable attribute.
with:

or if the conditions in the Access Control List referenced by the Reference to Access Control List
attribute of the Event Condition object were not satisfied for Service Class = DELETE.

In table 70, on page 202, add a new line immediately after Evaluation Interval:

| Access Control List l | | C 1 C(:) \I\ACO |
N

In 15.4.1.2.1, page 203, add the following sentence at the end of the pgrag

Section specifies the value to be returned by this parameter.

Add a new subclause 15.4.1.2.8 on the bottom of page 208

15.4.1.2.8 Access Control List

the Access Control List object that controls
Ot appear unless the ACO parameter CBB

access to this Event Condition object. This pa
has been negotiated.

%te

In 15.6.2, page 207, add

The MMS server sh:1 i 3 . ditions in the Access Control List object referenced by the
Reference to Access’ControNLi ¢ of the VMD are satisfied for the service class = LOAD. The
MMS server shall onditions in the Access Control List object referenced by the
Reference to A€ce st attribute of the Event Condition object are satisfied for the service clags

= LOAD. If«these conditiony are'not satisfied, the service shall fail and a Result(-) shall be returned.

In 15.7.2, page 208,add »n new first paragraph:

The MMS server shall verify that all the conditions in the Access Control List object referenced by th
Reference to Access Control List attribute of the VMD are satisfied for the service class = LOAD. Th
MMS/server shall verify that all the conditions in the Access Control List object referenced by thg
Reference to Access Control List attribute of the Event Condition object are satisfied for the service cla
= LOAD. If these conditions are not satisfied, the service shall fail and a Result(-) shall be returned.

oo

In 15.8.2, page 210, add a new first paragraph:

The MMS server shall verify that all the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute of the VMD are satisfied for the service class = LOAD. If
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these conditions are not satisfied, a Result(-) shall be returned with an error class = ACCESS and error
code = OBJECT-ACCESS-DENIED. The remainder of this procedure shall be skipped.
In 15.8.2, page 210, replace the line

MMS Deletable - Initialized to the value true

wiiths
WA

Reference to Access Control List - Initialized to refer to an Access Control List object that will repott'the
hlue of MMS Deletable as true (see 21.1.3). The predefined symbol 'M_Deletable' (see 18.3.1.4), may be
sed for this purpose.

<

=

In 15.9.1.1.1, page 211, replace all of the text following the first two sentencg

w2

PECIFIC - Designates the Event Action objects identified by Action Names

pprameters as candidates for deletion.

AA-SPECIFIC - Designates all Event Action objects whoge s¢op
a$ candidates for deletion.

DOMAIN - Designates all Event Action objects ¥

deletion.

@)

nly those candidate Even
bject referenced by the Rg
eleted.

[oNe]

In 15.9.1.2.1, page 21 ¢, replace the last phrase of this sentence

or a value of falsg eletable attribute.

With:

o

I because the conditions’in the Access Control List referenced by the Reference to Access Control List
tribute of the-Event Action object were not satisfied for Service Class = DELETE.

[

111 15.9.2, page 211, add a new first paragraph:

The MMS server shall verify that all the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute of the VMD are satisfied for the service class = DELETE. If
these conditions are not satisfied, a Result(-) shall be returned with an error class = ACCESS and error
code = OBJECT-ACCESS-DENIED. The remainder of this procedure shall be skipped.
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In 15.9.2, bottom of page 211, replace the second sentence with:

If not empty, or if the conditions in the Access Control List referenced by the Reference to Access
Control List attribute of the Event Action object are not satisfied for Service Class = DELETE, the MMS

server shall count the Event Action object as a Candidate Not Deleted, and shall not delete the Event
Action object.

In 15.9.2, bottom of page 211, add a new sentence to the end of the first paragraph:

Remove the reference to this Event Action object from the List of References to Access Controlle
Objects attribute of the Access Control List object referenced by the Reference to Access Control Lig
attribute of the Event Action object.

— el

In 15.9.2, in the second paragraph added by ISO/IEC 9506-1/Cor.1, replace

—
7]
4
o

&
[}
o
[y

ACO |

: dicate the name of the Access Control List object that control
his parameter shall not appear unless the ACO parameter CBB h3

«©v w»

e) Verify that all the conditions in the Access Control List object referenced by the Reference to
Access Control List attribute of the VMD are satisfied for the service class = LOAD. If thege
conditions are not satisfied, a Result(-) shall be returned with an error class = ACCESS and err¢r
code = OBJECT-ACCESS-DENIED. The remainder of this procedure shall be skipped.

In 15.12.2, page 217, item b), replace the line:

b) MMS Deletable - Initialized to the value true
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with:

b) Reference to Access Control List - Initialized to refer to an Access Control List object that will report
the value of MMS Deletable as true (see 21.1.3). The predefined symbol 'M_Deletable' (see 18.3.1.4)

may be used for this purpose

In15.13.1.2.1

due to a value of false in the MMS Deletable attribute

wlith:

Control List

b¢cause the conditions in the Access Control List referenced by the Referer

aftribute of the Event Enrollment o bjec re not satisfied for Serv1ce Class =’ DED

In 15.13.2, page 220, add a new first paragraph:

In 15.13.2.2, page 2@

b) satisfies the condifions\i

dfie to the presence of the’value FALSE in the MMS Deletable attribute.

In 15.43,2.3, page 220, in the second sentence, replace the phrase

for which the value of the MMS Deletable attribute is equal to true.

with.

for which the conditions in the Access Control List referenced by the Reference to Access Control List
attribute of the Event Enrollment object are satisfied for Service Class = DELETE.
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In 15.13.2.3, page 220, delete the last phrase in the last sentence of the first paragraph:

due to the presence of the value FALSE in the MMS Deletable attribute.

In 15.13.2.4, bottom of page 220, add a new sentence to the end of the first paragraph:

Remove the reference to this Event Enrollment object from the List of References to Access Controlled

tocte attebata ~F ¢bho A o-occ Control I ict obiactrafarancad by -tha Raf cataoAccacc Control L ic
UJL/\/LL’ AT TUOIU U IV TAUVO V00 CUUTIUO U 110U UUJ\/VL IVIVIVIIVUU UJ IV INVIVIVIIVU TU AU U o0 CUNIMT UL 10

attribute of the Event Enrollment object.

Un table 80, on page 221, add the following line immediately before More Follows:

| Access Control List | | | C /[\\ths)\ I\ACO |

In 15.14.1.2.1.5, bottom of page 223, add the following sentence at the gnd of t ragraph

Subclause 21.1.3 specifies the value to be returned by this paramete

Add a new subclause 15.14.1.2.1.11 on page 224:

15.14.1.2.1.11 Access Control List

The MMS server 3
Reference to AccessCo
MMS server shall yéx

Reference to Access
class = LOAD '

ute of the Event Enrollment object are satisfied for the servic
are not satisfied, the service shall fail and a Result(-) shall be returned.

In 15.18.2, page

The MMS server shall verify that all the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute of the VMD are satisfied for the service class = LOAD. The
MMSsserver shall verify that all the conditions in the Access Control List object referenced by the
Referénce to Access Control List attribute of the Event Enrollment object are satisfied for the service
class = LOAD. If these conditions are not satisfied, the service shall fail and a Result(-) shall be returned.

In 15.18.2, page 234, add the following phrase at the end of the second sentence:

provided that such triggering is allowed according to the service procedure of 15.7.2.
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In 15.21.2, page 243, item e), change the reference to the Transaction object:.
.... and reference a Transaction object (see ).

16. Journal Management Services

In 16.1.1.1, bottom of page 250, replace the line

Alttribute: MMS Deletable (IRUE, FALSE)

~.

n the Object Model with the following line:

Alttribute: Reference to Access Control List

In 16.1.1.1, bottom of page 250, replace the description of MMS Deletable
Reference to Access Control List

The Reference to Access Control List is a reference to an Acee
copnditions under which this Journal may be read, written, dé

ect’(see ) that provides
ess control changed.

In 16.2.2, page 257, add a new first paragraph;

The MMS server shall verify that all the conditi i ) oritrol List object referenced by the
Reference to Access Control List attribute of the V ¢-satisfied for the service class = STORE. The
MMS server shall verify that all the condition s" Control List object referenced by the
Reference to Access Control/L1 urna} object are satisfied for the service class
=|STORE. If these conditiqns a all fail and a Result(-) shall be returned.

In 16.3.2, page 263, a

The MMS server shall ongditions in the Access Control List object referenced by the
Rleference to Access of the VMD are satisfied for the service class = LOAD. The
MMS server sha)l vexify\th onditions in the Access Control List object referenced by the
Reference to Access gttribute of the Journal object are satisfied for the service class
=|LOAD. If, ditions’are not satisfied, the service shall fail and a Result(-) shall be returned.

=

16.4.2, page ard a new first paragraph:

he MMS server shall verify that all the conditions in the Access Control List object referenced by the
eference 19 ‘Access Control List attribute of the VMD are satisfied for the service class = LOAD. The
MS server shall verify that all the conditions in the Access Control List object referenced by the
eference to Access Control List attribute of the Journal object are satisfied for the service class

o< x -
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In table 91, on page 265, add a new line immediately after MMS Deletable:

[ Access Control List [ | | ¢ | c®» | Aaco |

In 16.5.1.2.2, page 266, add the following sentence at the end of the paragraph:

ubctause 2113 specifies the vatue to be Teturmed by this parammeter:

Add a new subclause 16.5.1.2.3 on page 266:

16.5.1.2.3 Access Control List
This parameter, of type Identifier, shall indicate the name of the Acce 5
access to this Journal object. This parameter shall not appear unless arame B has been
negotiated.

In 16.6.2, page 267, add a new first paragraph:

The MMS server shall verify that all the 1t atrol List object referenced by th
Reference to Access Control List attribute g S d isfied/ for the service class = LOAD. If

v

b) MMS Deletable —éiti

with:

b) Reference to Accg i nitialized to refer to an Access Control List object that will repoft
the value of M Deletable’s e (see 21.1.3). The predefined symbol 'M_Deletable' (see 18.3.1.4)
may be used i Pose

In 16.7.2, page 268add a new first paragraph:
The MMS 'server shall verify that all the conditions in the Access Control List object referenced by the
Referenee to Access Control List attribute of the VMD are satisfied for the service class = DELETE. The
MMS’ server shall verify that all the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute of the Journal are satisfied for the service class = DELETE. If
these conditions are not satisfied, a Result(-) shall be returned with an error class = ACCESS and error
code = OBJECT-ACCESS-DENIED. The remainder of this procedure shall be skipped.
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In 16.7.2, page 268, add a new sentence to the end of the paragraph:

Remove the reference to this Journal object from the List of References to Access Controlled Objects
attribute of the Access Control List object referenced by the Reference to Access Control List attribute of
the Journal object.

17, Errors

(This amendment makes no changes to clause 17 of ISO/IEC 9506-1.)

18. MMS Standardized Names

~

R 18.3.1.1 replace the line

Attribute: MMS Deletable = FALSE
in the object model with the lines:
A B Cd

ttribute: Reference to Access Control List =
In 18.3.1.2 replace the line

Attribute: MMS Deletablel

i the object model@th %

='M_ReadOnly'

in the object mode
Attribute: Reference to Access Control List = 'M_NonDeletable'

After8:3.1.3, page 278, add the following new subclauses:

0.5.1.4 VI_Deletable

This standardized Access Control List object may be used for objects that may be deleted by use of the
appropriate MMS Delete service.

Object: Access Control List

Key Attribute: Access Control List Name = 'M_Deletable’
Attribute: Reference to Access Control List = 'M_Never'
Attribute: List of Access Control Elements = empty
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Attribute: List of References to Access Controlled Objects =

18.3.1.5 M_NonDeletable

This standardized Access Control List object may be used for objects that may not be deleted by use of
the appropriate MMS Delete service.

Ubject: Access Control List
Key Attribute: Access Control List Name = 'M_NonDeletable'
Attribute: Reference to Access Control List = 'M_Never'
Attribute: List of Access Control Elements =

{ Attribute: Service Class = DELETE,

Attribute: Access Condition = NEVER }
Attribute: List of References to Access Controlled Objects =

[18.3.1.6 M_ReadOnly

M_ReadOnly is a predefined Access Control List object
pbjects.

e definition of Variabl¢

Object: Access Control List
Key Attribute: Access Control List
Attribute Reference to Access Co

Attribute: Aec
{ Attribu i€

Object: Access Control List
Key Attribute: Access Control List Name = 'M_Never'
Attribute: Reference to Access Control List = 'M_Never'

{ Attrlbute Service Class = DELETE,
Attribute: Access Condition = NEVER },
{ Attribute: Service Class = EDIT,
Attribute: Access Condition = NEVER }
Attribute: List of References to Access Controlled Objects =
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18.3.2 Event Condition Objects

M_Violation is a predefined Event Condition that occurs whenever a Client attempts an access to an
object for which it does not have access rights. Enrollments naming this Event Condition will be notified
when such attempts occur.

Object: Event Condition
Key Attribute: Event Condition Name = 'M_Violation'

—_Auribute; Reference 1o Access Control List = M_INever
Attribute: Event Condition Class = NETWORK-TRIGGERED
Attribute: State = ACTIVE

Attribute: Priority = normalPriority

Attribute: Severity = normalSeverity

Attribute: Additional Detail =

Attribute: List of Event Enrollment References =

19. Conformance

~

1 19.2.1.2, page 280, insert

DefineAccessControlList
GetAccessControlListAttributes
ReportAccessControlledObjects
Delete AccessControlList
ChangeAccessControl

~.

~

20. Data’Exchange Management Services

In 20°\L.2.1 replace the line

Attribute: MMS Deletable (FALSE)
in the Data Exchange Object Model with the following lines:

Attribute: Reference to Access Control List = 'M_NonDeletable'
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In 20.1.2.1 replace the description of MMS Deletable with:
Reference to Access Control List
The Reference to Access Control List is a reference to an Access Control List Object (see ) that provides

conditions under which this Data Exchange object may not be written, or have its access control
changed.

In 20.2.2, immediately after the first sentence, insert the following text:

| Access Control List

Add a new subclause 20.3.1.2.5:

20.3.1.2.5 Access Control List

access to this Data Excha

been negotiated. Q

21.1 General

21:1.1 Introduction

This clause provides facilities in MMS that allow the specification of conditions under which certain
MMS services are required to fail. Such facilities may be required, for example, to allow use of some
MMS services by one client to the exclusion of other clients. This clause is consistent with the general
MMS specification that does not require any MMS service request to succeed, but may require a service
request to fail. Success is always dependent on conditions beyond the scope of MMS; failure may be
required by the MMS service procedures.
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The facilities of the Access Control List have been designed to permit interoperation with
implementations conforming to earlier versions of this standard. The external manifestations of the
Access Control List objects is (1) the reporting of the name of the Access Control List object referenced
by a given object in its Get Attributes service, and (2) the use of the additional services specified in this
clause. The first manifestation is governed by the negotiation of the ACO parameter CBB; the second is
governed by the corresponding service CBBs.

2[1.1.2 MMS Access services

Fpr each of the affected services, the service procedure shall be modified to beg
steps:

vith the-following

a) If the Access Control List specified by the Reference to Access te of the
VMD contains an Access Control Element whose Service s the service
class of the requested service, the Access Condition of that ccess™Qentrol Element shall be

evaluated. If the Access Condition does not succeed, the tee\sh2 il, returning an error of
class ACCESS and an error code of OBJECT-ACCESS

ontrol List attribute of the

b) If the Access Control List specified by the F
% 2 whose Service Class attribute

object of the service (if any) contain

es—ndt succeed, the service shall fail,
OBJECT-ACCESS-DENIED.

T

EMAPHORE, the semaphore specified by the Semaphore Name
ion shall be examined. If the Application Reference of any owner
e Application Reference of the application association indicated by

shall suCceed} otherwise it shall fail. If the Application Association Identifier attribute of the
transaction-obje NONE, the Access Condition shall fail.

c)(If*the Access Condition = USER, the Application Reference attribute of the application
association indicated by the Application Association Identifier attribute of the transaction object
shall be compared to the Application Reference attribute of the Access Condition. If they match,

the Access Condition shall mmr\ppﬂ; otherwaseit shall fail The-Anplicat

ppheattonReferenee-attribute
of the application association indicated by the Application Association Identifier attribute of the
transaction object may contain the value NONE if the transaction object was created in response
to the processing of an Event Action (see 15.1.4.2.5). In this case, a match will only occur if the
Event Condition also specifies the value NONE for USER.
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d) If the Access Condition = PASSWORD, the Authentication Unit employed attribute of the
application association is TRUE, and the value of the Authentication Value attribute of the
application association matches the Password attribute of the Access Condition, the Access
Condition shall succeed; otherwise it shall fail. For the Authentication Value to match the
Password Value, both values shall represent the same choice in the Authentication-value type
(see ISO 8650/AM 1). If the charstring choice has been selected, a match condition shall mean
the equality of the character strings, both as to the length of the string and the identity of the
characters. If the bitstring choice has been selected, a match condition shall mean that both
brtstr iugb have-thesame lcusﬁl and-thesamepattern of H'sand-0's—H-theexternatchorce s mada,
the meaning of a match condition shall be specified by the agency specifying the form ofythe
external. If the application association attribute of the transaction object is NONE, the, A¢cesp
Condition fails.

Access Condition shall succeed; otherwise this Access Conditl
evaluation of the Access Conditions of the List of Access Conditi

For those services that return”a wahue of
FALSE' if the A @ hi
specifying Service Clas ; K

return a value of 'TRU

a)

b

9)

d) g

e) GetNamedVariableListAttributes
f) GetNamedTypeAttributes

2) ReportSemaphoreStatus

h) GetEventConditionAttributes
1) GetEventActionAttributes

1) GetEventEnrollmentAttributes
k) ReportJournalStatus

D) GetDataExchangeAttributes

m) GetAccessControl Attributes
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21.2 Access Condition parameter

The Access Condition parameter is a parameter common to several Access Control services. It expresses
a condition required to be satisfied if the service is to be allowed to proceed.

The structure of the component parameters is shown in table 97.

Table 97 — Access Condition parameter

Parameter Name Reqg/Rsp Ind/Cnf

Access Condition
Never
Semaphore
User
Password
Joint
List of Access Condition
Alternate
List of Access Condition

SuZvrunnunnl

21.2.1 Access Condition

—

condition \to

his parameter shall convey t
s¢lected.

1.2.1.1 Never Q

e of the following parameters shall be

()

hatthe service class identified in this Access Control Element

v
L
el 4

(o]
=

@]
f,:s
< o
(7 B Y
25
= o
=g
o 8

fo¥)
H‘
w

wn

plection of this parametep shall indicate that the service class identified in this Access Control Element
hall fail if the MMS Cli€nt requesting this service does not own the named semaphore. The value of this
pprameter is-the name of the semaphore so identified.

w1

2[1:24.3 User

Selection of this parameter shall indicate that the service class identified in the Access Control Element
shall fail unless the MMS Client requesting this service has the Application Reference identified in this
parameter. This parameter may also specify NONE in which case the service shall fail unless the
transaction was initiated as an Event Action, i.e. as the result of the occurrence of an event.
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21.2.1.4 Password

Selection of this parameter shall indicate that the service class identified in this Access Control Element
shall fail unless the MMS Client requesting this service has provided the ACSE Authentication value
identified in this parameter.

21.2.1.5 Joint

clection of this parameter shall indicate that this condition shall succeed if all of the Access Conditionp
in the List of Access Conditions that follow succeed. If this parameter is selected, the followin]
parameter shall appear.

A

21.2.1.5.1 List of Access Condition

This parameter shall contain one or more Access Conditions as described i
21.2.1.6 Alternate

Selection of this parameter shall indicate that this condition sha
in the List of Access Conditions that follow succeed. : eter 13, selected, the followin
parameter shall appear.

S

=

21.2.1.6.1 List of Access Condition

[This parameter shall contain one or more A
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Table 98 — DefineAccessControlList

Parameter Name Req Ind Rsp Cnf CBB
Argument M M(=)
Access Control List Name M M(=)
List of Access Control Element M M(=)
Service Class M M(=)
Access Condition M M(=)
Result(+) S /Tx
Result(-) )
Error Type =
2[1.3.1.1 Argument
This parameter shall convey the parameters of the DefineAg olISist serwice request.

2[1.3.1.1.1 Access Control List Name

This parameter, of type Identifier, shall speg
opjects always have VMD-specific scope.

aAccess Control List. Access Control List

This parameter shall“sontaj
ement shall consi
cpnstrains, and an Acces
the services identifieg

(¢

)
=
()
—
=
N

his parameter Sha
he possible values are

ate which service class shall be represented in this Access Control Element.
READ, WRITE, LOAD, STORE, EXECUTE, DELETE and EDIT.

=

[\°)

1.3.1.1.2.2 Access Condition

’1' M s baoll s d PR EREPA N e e 1 11 1 L LI 11 1 . +
TS pardimttic ST TaCUT y THCCOMUTHOTT At SiTall 0T SatTsIied (0 altlow tUIE SETVICE 10 proceed.

21.3.1.2 Result(+)

The Result(+) parameter shall indicate that the service request succeeded. When success is indicated, no
service specific parameter shall be returned.
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21.3.1.3 Result(-)

This parameter shall indicate that the service request failed. The Error Type parameter, which is defined
in detail in clause 17, provides the reason for the failure.

21.3.2 Service Procedure

The MMIS server shall verily that all the conditions in the Access Control List object referenced by fhe
Reference to Access Control List attribute of the VMD are satisfied for the service class = LOAD:If
hese conditions are not satisfied, the service shall fail and a Result(-) shall be returned.

[he responding MMS-user shall create an Access Control List object and assign fit attribuges as indicated

by the parameter list. The Reference to Access Control List attribute shall hé initiglized toxreference an

& to Access
@ name already

M-the Access Control List object
pither the object directly identified, or the object't & S€ the Reference to Access Contro
ist attribute of the identified object.

D1.4.1 Structure

The structure of thf@

O s shown in table 99.
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Table 99 — GetAccessControlListAttributes

Parameter Name Req Ind Rsp Cnf CBB
Argument M M(=)
Access Control IList Name S S(=)
VMD S S=)
Specific Object S S(=)
Object Class M M(=)
Object Name M M(=)
Result(+) S
Access Control List Name
List of Access Control Element
Service Class KM
Access Condition < \
VMD Use =
Counts of Controlled Objects \ C C(=
Object Class C(=)
Object Count C C(=)
Access Control List N 5 C C(=) ACO
Result(-) S S(=)
Error Type M M(=)
21.4.1.1 Argument
This parameter sha nve AT Y etAccessControlListAttributes service request. One
of the following par. ELS'S o ¢
e returned.
21.4.1.1.20VMD
This (parameter shall specify that the Access Control List object referenced by the Reference to Access
Centrol List attribute of the VMD is the Access Control List object whose attributes are to be returned.

21.4.1.1.3 Specific Object

This parameter shall specify that the Access Control List object referenced by the parameters that follow
is the Access Control List object whose attributes are to be returned. If this parameter is chosen, the
following parameters shall appear.
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