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ISO (the International Organization for Standardization) and IEC)(t
Electrotechnical Commission) together form a system for worldwide st
a whole. National bodies that are members of 1ISO or IEC/participate
ment of International Standards through technical committees est:
respective organization to deal with particular fields of\technical activ
technical committees collaborate in fields of mutual interest. Oth
organizations, governmental and non-governmental; in liaison with IS
take part in the work.

In the field of information technology,1SO’and IEC have established
committee, ISO/IEC JTC 1. Draft International Standards adopte
technical committee are circulated-te national bodies for approval bef
tance as International Standards. They are approved in accordance wit
quiring at least 75 % approval\by the national bodies voting.

International Standard\>ISO/IEC 9072-2 was prepared by J
Committee ISO/IEC JTC 1, Information technology.
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Information processing systems -Text communication -
Remote Operations - Part 2:
Protocol specification
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ISQ/IEC 7498 IQRA, Infnrmnfl'nn processing

s part of ISO/IEC 9072 specifies the protocol
tract syntax) and procedures for the Remote
ration Service Element (part 1 of this
rnational Standard). The ROSE services are
bided in conjunction with the Association

9) and the ACSE protocol (ISO 8650),

nally the Reliable Transfer Service Element
SE) services (ISO/IEC 9066-1) and the RTSE
ocol (ISO/IEC 9066-2), and the presentation-
ice (ISO 8822).

Co{rol Service Element (ACSE) services (ISO

ROSE procedures are defined in terms of

the interactions between peer ROSE
protocol machines through the usepof
RTSE services or the presentation-service,

a)

the interactions between the* ROSE
protocol machine and its serviee-user.

b)

b part of ISO/IEC 9072 specifies conformance
iirements for systems implementing these
edures.

Normativereferences

following standards contain provisions which,
bugh reference in this text, constitute
Fisions ‘of-this part of ISO/IEC 9072. At the
e of (publication, the editions were valid. All

ndards are subject to revision, and parties to

systems - Open Systems Intercon
Reference Model.

ISO/TR 8509: 1987, Informatio
systems - Open Systems)Interconneé
Conventions.

ISO 8649: 1988 Information proce
Open Systems{Interconnection - Se
for the Asspciation Control Service R

[SO 8650:-1988, Information proce
Open~Systems Interconnectio
specification for the Association C|
Element.

ISO 8822: 1988, Information proce
Open Systems Interconnection
oriented presentation service definit

ISO 8824: 1987, Information proce
Open Systems Interconnection - S

ction - Basic

n processing
ction - Service

sing systems -
rvice definition
[lement.

sing systems -
n - Protocol
ontrol Service

sing systems -
- Connection
jon.

sing systems -
pecification of

Abstract Syntax Notation One (ASN.1).

I[SO 8825: 1987, Information proce
Open Systems Interconnection - S

basic encoding rules for Abstract S
One(ASN.1).

sing systems -
pecification of
yntax Notation

I[SO/IEC 9066-1: 1989, Information processing

systems - Text communication - Re
- Part 1: Model and service definitio

liable Transfer
n. -

ISO/IEC 9066-2: 1989, Information processing

systems - Text communication - Re
- Part 2: Protocol specification.

liable Transfer

agreement based on this part of ISOAEC 9072 are
encouraged to investigate the possibility of
applying the most recent editions of the standards
listed below. Members of ISO and IEC maintain
Registers of currently valid International
Standards.

ISO/IEC 9072-1: 1989, Information processing
systems - Text communication - Remote
Operations - Part 1: Model, notation and service

definition.
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3 Definitions

3.1 Reference Model definitions

This part of ISO/IEC 9072 is based on the concepts
developed in ISO/IEC 7498 and makes use of the
following terms defined in it:

a) Application Layer;
b) application-process;

¢) application-entity,

3.4 Association control definitions

This part of ISO/IEC 9072 makes use of the
following terms defined in ISO 8649:

a) application-association; association;
b) application context;

¢) Association Control Service Element.

3.5 Reliable Transfer definitions

Thispact—of ISOAEC 9072 makes use of the

d) applicption-service-element,

e) applichtion-protocol-data-unit;

f)  applichtion-protocol-control-information;
g) presernjtation-service;

h) presentation-connection;

i)  sessiop-service;

j)  sessiop-connection;

k) transfer syntax;and

1)  user-dlement.

3.2 Service conventions definitions

This part of [ISO/IEC 9072 makes use of the
following terms defined in ISO/TR 8509:

a) servige-provider;

b) servide-user;

¢) confirmed service;

d) non-confirmed service;

e) provider-initiated service;
f)  primitive;

g) requept (primitive);

h) indicdtion (primitive);

i)  response (primitive); and

j)  confinm{primitive).

TPt

following terms defined in ISO/IEC 9066-1;

a) Reliable Transfer Service Elemernt.

3.6 ROSE service definitions

This part of ISO/IEC 9072-makes use of| the
following terms defined in ISO/IEC 9072-1:

a) association-initidting-application-entity;
association-ihitiator;

b) association-responding-applicatfion-
entity; Association-responder;

¢) invoking-application-entity; invoker;
d) “performing-application-entity; performer;
e) = requestor;

f)  acceptor;

g) linked-operations;

h) parent-operation;

i)  child-operation;

7))  RO-notation;

k) Remote Operation Service Element;
1) ROSE-provider;

m) ROSE-user;

n) RTSE-user;

o) Remote Operations.

3.3 Presentation service definitions

This part of ISO/IEC 9072 makes use of the
following terms defined in ISO 8822:

a) abstract syntax;
b) abstract syntax name;

c) presentation context.

3.7 Remote Operation protocol

specification definitions

For the purpose of this part of ISO/IEC 9072 the
following definitions apply:

3.7.1 remote-operation-protocol-machine:
The protocol machine for the Remote Operation
Service Element specified in this part of ISO/IEC
9072.
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372 requesting-remote-operation-
protocol-machine: The remote-operation-
protocol-machine whose service-user is the
requestor of a particular Remote Operation
Service Element service.

3.7.3

service.

ISO/IEC 9072-2: 1989 (E)

5 Conventions

This part of ISO/IEC 9072 employs a tabular
presentation of its APDU fields. In clause 7, tables
are presented for each ROSE APDU. Each field is
summarized using the following notation:

accepting-remote-operation-protocol- M .
. . presence is mandatory
machine: The remote-operation-protocol-
machine whose service-user is the acceptor for a U presence is a ROSE-user option
particular Remote Operation Service Element . e s
req source is related request primitive
ind sink is related indication primitive

4 Abbreviations

4.1 | Data units

APDU application-protocol-data-unit
4.2 | Types of application-protocol-data-
units

The [following abbreviations have been given to
the dpplication-protocol-data-units defined in this
partjof ISO/IEC 9072 .

ROIY RO-INVOKE application-protocol-
data-unit

RORS RO-RESULT application-protocok:
data-unit

ROHR RO-ERROR application-protocol-data-
unit

RORYJ RO-REJECT application-protocol-
data-unit

4.3 | Other abbreviations

The following abbreviatigns'are used in this part
of ISD/IEC 9072 .

resp  source is related response’pgimitive
conf  sink isrelated confirm primjtive
sp source or sink4s the ROPM
The structure of each ROSE APDU |is specified in

clause 9 usingithe abstract syntax notation of
ISO/IEC 8824,

6 Overview of the protogol

6-1% Service provision

The protocol specified in this part of [SO/IEC 9072
provides the ROSE services definefl in ISO/IEC
9072-1. These services are listed in table 1.

Table 1 - ROSE services summary

Service Type

RO-INVOKE Non-confirmed

RO-RESULT Non-corjfirmed
RO-ERROR Non-corffirmed
RO-REJECT-U Non-conffirmed
RO-REJECT-P Provider-initiated

6.2 Use of services

The ROSE protocol specified inlthis part of

AE Application Entity

ACSE Association Control Service
Element

ASE Application Service Element

RO (6r ROS—Remote Operations

ROPM Remote Operations Protocol
Machine

ROSE Remote Operations Service
Element

RT Reliable Transfer

RTSE Reliable Transfer Service Element

ISO/IEC 9072 needs a transfer service to pass
information in the form of ROSE APDUs between
peer application-entities (AEs).

Two transfer services may be used alternatively:

a) the RTSE services, if the RTSE is
included in the application-context, or

b) the presentation-service, if the RTSE is
not included in the application-context.
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In both cases

an existing application-association,

established and released by means of the ACSE
services, is assumed.

6.2.1

Use of the RTSE services

If the RTSE is included in the application-context,
this part of ISO/IEC 9072 assumes that the ROPM
is the sole user of the RT-TRANSFER service and
the RT-TURN-GIVE service.

the applicati

n-association by means of the RT-

CLOSE servige if it possesses the Turn. Therefore
the RTSE-usefr and the ROPM are the user of the
RT-TURN-PIEASE service.

The ROPM id the user of the RT-U-ABORT and
RT-P-ABORT]services.

6.2.2 Use of the presentation-service

If the RT}E is not included in the
application-cgntext, the ROPM is a user of the P-
DATA servicd.

6.3 Model

communicate

with its service-user by means of

The remote—oEeration-protocol-machine (ROPM)

primitives d
invocation ¢
application-as

The ROPM i

primitives fr(In
r

and confirm
the presenta

fined in ISO/IEC 9072-1. Each
f the ROPM controls a single
sociation.

driven by ROSE service request
its service-user, and by ‘indication
imitives of the RTSE services, or
tion-service. The ROPM, in turn,

issues indication primitives to its service-user,
and request primitives on the used RTSE services,
or the presentation-service. If the RTSE is

included in the application-context, the

RT-

TRANSFER indication, RT-TRANSFER request
and RT-TRANSFER confirm primitives are used.

In the case of an application-context exclu

ding

RTSE, the presentation-service P-DATA request,
and P-DATA indication primitives are used. In

this case the transfer is not confirmed.

The reception of a ROSE service primitive,-or
RTSE service or of a presentation<ger
primitive, and the generation of depen
actions are considered to be indivisible.

During the exchange of APDUs, \the existen
both, the association-inittating AE and
association-responding/AE is presumed.

these AEs are created\is'beyond the scope of]
part of ISO/IEC 9072.

of a
vice
lent

re of
the
How
this

During the execution of operations, the existience

of an application-association between the
AEs is_presumed. How this applicat
association is established and released is be
the ¢scope of this part of ISO/IEC 9072
ISO/IEC 9072-1, ISO 8649, ISO 8650, ISO
9066-1 and ISO/IEC 9066-2).

NOTE Each application-association may be identified
end system by an internal, implement
dependent mechanism so that the ROSE servic
and the ROPM can refer to it.

peer
ion-
yond
(see
IEC

inan
htion

-user
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7 Elements of procedure
The ROSE protocol consists of the following
elements of procedure:

a) invocation

b) return-result

ISO/IEC 9072-2: 1989 (E)

b) a ROIV APDU as user-data of a transfer
indication primitive.

7.1.3.1 RO-INVOKE request primitive

Table 2- ROIV APDU fields

¢) return-error
d) user-reject Field name Pre- fqource Sink
sence
) prrnn'ﬂnr rajnnf
[nvoke-ID M ; ind
In the following clauses, a summary of each of rvoke 1.eq n
. . Linked-ID U req ind
thes¢ elements of procedure is presented. This . I .
; Operation-value M req ind
cons]sts of a summary of the relevant APDUs, and Argument U feq ind
a high-level overview of the relationship between

the [ROSE service primitives, the APDUs
involved, and the transfer service that is used.

The |generic terms transfer service, transfer
service-provider, transfer request, and transfer
indidation are used in the context of clause 7.
Clayse 8 describes how these generic service
primfitives are mapped either on to the RTSE
services or the presentation-service.

In clause 9 a detailed specification of the ROSE
APD|Us is given using the notation defined indSO
8824

7.1 Invocation

7.1.1 Purpose

The fnvocation procedure is used by one AE (the
invoker) to request an operation to be performed
by the other AE (the performer).

7.1. APDUs uséd

The [invocation procedure uses the RO-INVOKE
(ROIV) APDU.

The fields-of the ROIV APDU are listed in table 2.

The requesting/ROPM forms a ROIV APDU from
the parametervalues of the RO-INVOKE request
primitive, It issues a transfer requlest primitive.
The user-data parameter of the trgnsfer request
primitive contains the ROIV APDU.

The requesting ROPM waits either[for a transfer
indication primitive from the tragsfer service-
provider or any other primitiye from the
requestor.

7.1.3.2 ROIV APDU

The accepting ROPM receives a ROIV APDU from
its peer as user-data on a transfpr indication
primitive. If any of the fields of thel ROIV APDU
are unacceptable to this ROPM, the provider-
reject procedure is performed, |and no RO-
INVOKE indication primitive is issued by the
ROPM.

If the ROIV APDU is acceptable to[the accepting
ROPM, it issues a RO-INVOKEKE indication
primitive to the acceptor. The RO-INVOKE
indication primitive parameters ard derived from
the ROIV APDU.

7.1.3
This procedure is driven by the following events:

a) a RO-INVOKE request primitive from the
requestor

Invocation procedure

The accepting ROPM waits either for a transfer
indication primitive from the transfer service-
provider or any other primitive from the acceptor.
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7.1.4 Use of the ROIV APDU fields
The ROIV fields are used as follows.

7.1.4.1 Invoke-ID

This is the invoke-ID parameter value of the RO-
INVOKE request primitive. It appears as the
invoke-ID parameter value of the RO-INVOKE

indication primitive.

The value of

this field is transparent to the

7.2.2 APDUs used

The return-result procedure uses the RO-
RESULT (RORS) APDU.
The fields of the RORS APDU are listed in table 3.

7.2.3 Return-result procedure
This procedure is driven by the following events:

a) a RO-RESULT request primitive from the

ROPM, howey
provider reject

7.1.4.2 Lin

er the value may be used in the
procedure.

ked-ID

This is the li

ked-ID parameter value of the RO-

INVOKE request primitive. It appears as the
linked-ID parpmeter value of the RO-INVOKE

indication pri

The value of]
ROPM.

7.1.4.3  Ope

This is the opd
RO-INVOKE
operation-val
INVOKE indi

The value of]
ROPM.

7.1.44 Arg

This is the arg
INVOKE req
argument parj

itive.

this field is transparent to the

pration-value

ration-value parameter value of the
request primitive. It appears as the
ue parameter value of the RO-
bation primitive.

this field is transparent to the

ument

rument parameter value of the RO-
uest primitive. It<appears as the
ameter value of (the RO-INVOKE

indication priitive.

The value of
ROPM.

this field<is transparent to the

7.2 Retur]

n-result

4
requestor;

b) a RORS APDU as user-data of a‘tpansfer
indication primitive.

7.2.3.1 RO-RESULT Request Primitive
Table 3 - RORS ABDU fields
. Pre- .
Field name Source | Sink
sence
InvokesID M req ind
Operation-value U req ind
Résult U req ind

The requesting ROPM forms a RORS APDU from
the parameter values of the RO-RESULT request
primitive. It issues a transfer request primitive.
The user-data parameter of the transfer request
primitive contains the RORS APDU.

The requesting ROPM waits either for a tragsfer
indication primitive from the transfer seryice-
provider or any other primitive from |the
requestor.

7.23.2 RORSAPDU

The accepting ROPM receives a RORS APDU
from its peer as user-data on a transfer indicqtion

7.2.1

Purpose

The return-result procedure is used by one AE
(the performer) to request the transfer of the
result of a successfully performed operation to the
other AE (the invoker).

primitive. If any of the fields of the RORS APDU
are unacceptable to this ROPM, the provider-
reject procedure is performed, and no RO-
RESULT indication primitive is issued by the
ROPM.
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If the RORS APDU is acceptable to the accepting
ROPM, it issues a RO-RESULT indication
primitive to the acceptor. The RO-RESULT
indication primitive parameters are derived from
the RORS APDU.

The accepting ROPM waits either for a transfer
primitive from the transfer service-provider or

any other primitive from the acceptor.

7.2.4

ISO/IEC 90

7.3.2 APDUs used

72-2: 1989 (E)

The return-error procedure uses the RO-ERROR

(ROER) APDU.

The fields of the ROER APDU are listed in table 4.

Table 4 - ROER APDU fields

7.24.1

inv

The

Use of the RORS APDU fields o
The [RORS fields are used as follows. Field name sence |Squrce | Sink
Invoke-1D Invoke-ID M req ind
Thiq is the invoke-ID parameter value of the RO- Error-value M req ind
RESULT request primitive. It appears as the Error-parameter U req ind
e-ID parameter value of the RO-RESULT
indigation primitive.
7.3.3 Return-error procedurg
value of this field is transparent to the This procedure is driven by the following events:

ROBM, however the value may be used in the
proviider-reject procedure.

7.2.4.2 Operation-value

Thid is the operation-value parameter value of the
RO-RESULT request primitive. It appears as the
operfation-value parameter of the RO-RESELT
indigation primitive.

The| value of this field is transparent to the
RORM.

Thiq field shall be present onlyifthe result field is
present.

7.2.4.3

Thig is the result parameter value of the RO-
RESJULT request' primitive. It appears as the
resylt parameter value of the RO-RESULT
indigationprimitive.

Result

The| value of this field is transparent to the

a)~a RO-ERROR request primiitive from the

requestor;
b) a ROER APDU as user-dat
indication primitive.
7.3.3.1 RO-ERROR request pr

The requesting ROPM forms a ROH
the parameter values of the RO-E
primitive. It issues a transfer reqy

h of a transfer

imitive

R APDU from
RROR request
est primitive.

The user-data parameter of the transfer request

primitive contains the ROER APDU.

The requesting ROPM waits either
primitive from the transfer servig
any other primitive from the reques

7.3.3.2 ROERAPDU

The accepting ROPM receives a
from its peer as user-data on a tran
primitive. If any of the fields of the|

for a transfer
e-provider or
tor.

ROER APDU
sfer indication
ROER APDU

atabla ¢ hiacROPM

ROPM.

7.3
7.3.1

The return-error procedure is used by one AE (the
performer) to request the transfer of the the error
information in the case of an unsuccessfully
performed operation to the other AE (the invoker).

Return-error

Purpose

o o—t
ArC aITat e pPTaoTC— U CITT S Tv O T IV

the provider-

reject procedure is performed, and no RO-ERROR

indication primitive is issued by the

ROPM.

If the ROER APDU is acceptable to the accepting
ROPM, it issues a RO-ERROR indication

primitive to the acceptor. The

RO-ERROR

indication primitive parameters are derived from

the ROER APDU.
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The accepting ROPM waits either for a transfer
indication primitive from the transfer service-
provider or any other primitive from the acceptor.

7.3.4 Use of the ROER APDU fields

The ROER fields are used as follows.

7.3.4.1 Invoke-ID

This is the invoke-ID parameter value of the RO-
ERROR request primitive. It appears as the

7.4.3
This procedure is driven by the following events:

a) a RO-REJECT-U request primitive from
the requestor

b) a RORJ APDU as user-data of a transfer
indication primitive.

User-reject procedure

7.4.3.1 RO-REJECT-U request primitive
The requesting ROPM forms a RORJ APDU from

invoke-ID pa'Lameter value of the RO-ERROR

indication pri

The value of
ROPM, howey
provider reject

7.3.4.2

This is the err
ERROR reque|
value paran]

Err

itive.

this field is transparent to the
er the value may be used in the
procedure.

or-value

br-value parameter value of the RO-
5t primitive. It appears as the error-
eter value of the RO-ERROR

indication primitive.

The value of]
ROPM.

7.3.4.3 Ern

This is the en
the RO-ERRO

the error-para
ERROR indic4

The value of]
ROPM.

this field is transparent to the

or-parameter

ror-parameter parameter value of
R request primitive. It appears as
meter parameter value of the RO-
tion primitive.

this field is transparent to the

7.4
7.4.1

User-r

ject

Puxypose

The user-reje¢t procedure is used by one AE to
reject the reqest {invocation) or reply (result or
error) of the oherAE .

the parameter values of the RO-REJEC[I-U
request primitive. It issues a transfer (Peqpuest
primitive. The user-data parameter of the-transfer
request primitive contains the RORJAPDU.

The requesting ROPM waits either for a trarsfer
indication primitive from _the transfer seryice-
provider or any other'\primitive from |the
requestor.

7.4.3.2 RORJ APDU

The accepting ‘ROPM receives a RORJ APDU
from its peéryas user-data on a transfer indicqtion
primitive/If any of the fields of the RORJ APDU
are unacceptable to this ROPM, no RO-REJECT-
U indication primitive is issued by the ROPM.

If the RORJ APDU is acceptable to the accepting
ROPM and the fields of the RORJ APDU indiqates
a user reject (i.e. invoke-problem, return-result-
problem, or return-error-problem), it issue$ an
RO-REJECT-U indication primitive to|the
acceptor. The RO-REJECT-U indication primjtive
parameters (invoke-ID and reject-reason)|are
derived from the RORJ APDU.

The accepting ROPM waits either for a tragsfer
indication primitive from the transfer seryice-
provider or any other primitive from the accegtor.
7.4.4 Use of the RORJ APDU fields
The ROR.I fields are used as follows

7.4.2

APDUs used

The user-reject procedure uses the RO-REJECT
(RORJ) APDU. This RORJ APDU is used in
addition by the provider-reject procedure.

The fields of the RORJ APDU used for the user-

reject procedu

re are listed in table 5.

7.4.4.1 Invoke-ID

This is the invoke-ID parameter value of the RO-
REJECT-U request primitive. It appears as the
invoke-ID parameter value of the RO-REJECT-U
indication primitive.

The value of this field is transparent to the
ROPM.
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Table 5 - RORJ APDU fields used for user-reject

Field name Presence | Source Sink
Invoke-ID M req ind
Problem (choice of): M req ind

Invoke-problem
Return-result-problem

Return-eorrar-nroblem

7.4.4
Thig

prob
indi

The

a)

e T T Er T O pProoTeTTr

.2

Problem

is the problem parameter value of the RO-
REJECT-U request primitive. It appears as the
lem parameter value of the RO-REJECT-U
tation primitive.

values used by the user-reject procedure are
nvoke-problem: user-reject of a RO-INVOKE

ndication primitive with values:

duplicate-invocation: signifies that the
invoke-ID parameter violates the
assignment rules of ISO/IEC 9072-1;

unrecognized-operation: signifies that'the
operation is not one of those agreed
between the ROSE-users;

mistyped-argument: signifies that the
type of the operation argument supplied is
not that agreed between'the ROSE-users;

resource-limitation: the performing
ROSE-user is not able to perform the
invoked opération due to resource
limitation,

initiator-releasing: the association-
initiator is not willing to perform the
invoked operation because it is about to
attempt to release the application-

association:
>

b)

c)

unexpected-child-operation:
the invoked child-opération

signifies that
is not one that

the invoked parent-operatigpn referred to

by the linked-ID allows.

Return-result-problem: use

r-reject of a

RO-RESUET indication primitive with
values:

unrecognized-invocation: si
operation with the specifie
in progress;

result-response-unexpected
the invoked operation doeg
result;

bnifies that no
1 invoke-ID is

signifies that
not report a

mistyped-result: signifies that the type of

the result parameter suppl
agreed between the ROSE-u

ed is not that
sers.

Return-error-problem: user-reject of a RO-

ERROR indication primitive with values:

unrecognized-invocation: si
operation with the specifie
in progress;

error-response-unexpected:

nifies that no
i invoke-ID is

signifies that

the invoked operation dog¢s not report

failure;

unrecognized-error: signi
reported error is not one o

fies that the
F those agreed

unrecognized-linked-ID: signifies that
there is no operation in progress with an
invoke-ID equal to the specified linked-ID;

linked-response-unexpected: signifies that
the invoked operation referred to by the
linked-ID is not a parent-operation,;

between the RUDL-users;

unexpected-error: signifies that the
reported error is not one that the invoked

operation may report;

mistyped-parameter: signifies that the
type of the error parameter supplied is not
that agreed between the ROSE-users.
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7.5 Provider-reject

7.5.1 Purpose

The provider-reject procedure is used to inform
the ROSE user and the peer ROPM, if an ROPM
detects a problem.

7.5.2 APDUs used

The provider-reject procedure uses the RO-
REJECT (RORJ) APDU. This RORJ APDU is

used in additioa-by-the-user—rejeet-procedure-

If the received unacceptable APDU is a RORJ
APDU no new RORJ APDU is formed and
transferred. In this case, or after the rejection of a
locally specified number of APDUs, the
application-association is released abnormally.

If the application-association is not released
abnormally, the receiving ROPM waits either for
a transfer indication primitive from the transfer
service-provider or any other primitive from the
requestor.

The fields off the RORJ APDU used for the
provider-reject procedure are listed in table 6.

Table 6 - ROR{J APDU fields used for provider-reject

Field name Pre- Source | Sink
sence
Invoke-ID M sp ind
Problem (chpice of): M sp ind
General-problem
7.5.3 Provider-reject procedure

This procedurg is driven by the following events:

a) an ungcceptable APDU as user-dataxof a
transfer indication primitive;

b) a RORJ APDU with the_problem
paranjeter choice general-problem as
user-data of a transfer indication
primitjve;

¢) unsudcessful ARDU transfer (e.g
associgtion abort).
7.5.3.1 Ungcceptable APDU
The receiving|ROPM receives an APDU from its

7.5.3.2 RORJAPDU

The receiving ROPM receives a RORJ APDU from
its peer as user-data on a transfer/indicafion
primitive. If any of the fields ofthe’RORJ ARDU
are unacceptable to this RORM, the provider-
reject procedure for an unacceptable APDU is
performed.

If the RORJ APDUds acceptable to the accepting
ROPM and the problem field of the RORJ ARDU
indicates a general-problem, it issues an RO-
REJECT-Prindication primitive to the acceptor.
The ROREJECT-P indication primifive
parameters (invoke-ID and reject-reason)|are
derived from the RORJ APDU.

The receiving ROPM waits either for a transfer
indication primitive from the transfer seryice-
provider or any other primitive from the acceptor.

7.5.3.3 Unsuccessful APDU transfer

If a sending ROPM is not able to transfer an
APDU by means of the transfer request primitive
(e.g in the case of abnormal association relegse),
the sending ROPM issues a RO-REJEC[T-P
indication primitive to the requestor for ¢ach
APDU not yet transferred.

The RO-REJECT-P indication primifive
parameter returned-parameters contains|the
parameters of the RO-INVOKE request, [RO-

peer as user data on a transfer indication
primitive. If any of the fields of the APDU (except
RORJ APDU) are unacceptable to this ROPM, it
forms a RORJ APDU with the problem field
choice general-problem and the invoke-ID of the
rejected APDU. The receiving ROPM issues a
transfer request primitive. The user-data
parameter of the transfer request primitive
contains the RORJ APDU.

10

RESULT request, RO-ERROR request or RO-
REJECT-U request primitives.

After all returned-parameters of the APDUs not
transferred have been issued to the requestor, the
application-association, if it still exists, is released
abnormally.
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7.5.4 Use of the RORJ APDU fields d) General-problem: provider-reject of an APDU
The RORJ fields are used as follows. with values:

- unrecognized-APDU: signifies that the
7.5.4.1 Invoke-ID type of the APDU, as evidenced by its type

This is the invoke-ID field of a rejected APDU and it‘}‘l?“tiﬁ‘;“’fi§sfg/tlgéeg°()f7tge four defined by
the invoke-ID parameter of the RO-REJECT-P 1S part o ;

indication service primitive. The type and value of - mistyped-APDU: signifies that the
this field may be NULL, if the invoke-ID field of structure of the APDU does not conform to
the rejected APDU is not detectable. In this case, this part of ISO/IEC 9072;

the invoke-ID parameter of the RO-REJECT-P n 1 ADALT

badly-steaetured-APRDU-signifies that the
structure of the APDU doges|not conform to
the standard notation”ahd encoding,
defined in ISO 8824 -and ISQ 8825.

indikcation primitive is omitted.

7.5.4.2 Problem: general-problem

Thig is the problem parameter value of the RO-
REJECT-P indication primitive. The values used
by the provider-reject procedure are

"
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8 Mapping to used services.

This clause defines how a ROPM transfers APDU's

by means of

a) the RTSE services, or

b) the presentation-service.

Subclause 8.1
services, and

presentation-service.

Identification
is assumed fo
onto used ser
and outside t

8.1

defines the mapping on the RTSE
8.2 defines the mapping on the

f the named abstract syntax in use
all ROSE services and is mapped
ices, however this is a local matter
scope of this part of ISO/IEC 9072.

Mapping on the RTSE services

This subclaude defines how the RTSE service
primitives described in ISO/IEC 9066-1 are used

by the ROPM.
ROSE service
service primit

8.1.1

A ROPM shal
the RT-TRAN
the Turn may
primitive the

Table 7 defines the mapping of the
primitives and APDUs to the RTSE
ves.

Managing the Turn

possess the Turn before it can use
SFER service. The ROPM without
issue a RT-TURN-PLEASE request
briority parameter of which reflects

the highest priority APDU awaiting transfer.

The ROPM which has the Turn, may issue;a RT-

TURN-GIVE
further APDU
TURN-GIVE
RT-TURN-PL

Fequest primitive when .it{has no
s to transfer. It shall issue a RT-
request primitive inresponse to an
EASE indicatiop~when it has no

Table 7 - RTSE mapping overview

further APDUs to transfer of priority equal to or
higher than that indicated in the RT-TURN-
PLEASE indication primitive. If it has APDUs of
lower priority still to transfer, it may issue a RT-
TURN-PLEASE request whose priority reflects
the highest priority APDU remaining to be
transferred.

8.1.1.1 Use of the RT-TURN-PLEASE
service

primitive to request the Turn. It may do soo
it does not already possess the Turn.(The
TURN-PLEASE service is a non-confirmed
service.

The use of the RT-TURN-RLEASE seryice
parameters is as follows:

Priority = This reflectsvthe highest priofity
APDU awaiting transfer
8.1.1.2 Use ofithe RT-TURN-GIVE service

The ROPM issues the RT-TURN-GIVE reqpest
primitivé.to relinquish the Turn to its peer. It may
do so only if it possess the Turn. The RT-TURN-
GIVE Service is a non-confirmed service with no
parameters.

8.1.2 APDU transfer

Each APDU is transferred as user-data of the|RT-
TRANSFER service. The ROPM only issues$ an
RT-TRANSFER request primitive, if the RQPM
possess the Turn, and if there is no outstanfling
RT-TRANSFER confirm primitive.

12

managing the Turn

ROSElservice APDU RTSE service

RO-INVOKE request / indication ROIV  |RT-TRANSFER request/indication/ confirm
RO-RESULT request / indication RORS |RT-TRANSFER request/indication/confirm
RO-ERROR request/ indication ROER |RT-TRANSFER request/indication/confirm
RO-REJECT-U request / indication RORJ |RT-TRANSFER request/indication/confirm
RO-REJECT-P indication RORJ |RT-TRANSFER request/indication/confirm

RT-TURN-PLEASE request/ indication
RT-TURN-GIVE request / indication
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8.1.2.1 Use of the RT-TRANSFER service
The RT-TRANSFER service is a confirmed

service.

The use of the RT-TRANSFER request primitive
parameters is as follows:

APDU The APDU is to be transferred. Its
maximum size is not restricted in
this mapping.

Tran 15— 3

the sending ROPM. It may be
related to the priority of the
APDU.

The [use of the RT-TRANSFER indication
prim|tive parameters is as follows:

APDU The APDU is transferred. Its
maximum size is not restricted in
this mapping.

The fise of the RT-TRANSFER confirm primitive
parafeters is as follows:

APDU The APDU is not transferred
within the transfer-time. This
parameter is only provided, if the
value of the result parameter.\is
?APDU-not-transferred”. In this
case the ROPM issues’a RO-
REJECT-P indication~primitive

Table 8 - Presentation-service mapping overview

ROSE service APDU

ISO/IEC 9072-2: 1989 (E)

with the parameter returned-
parameters.

The parameter value "APDU-
transferred” indicates a positive
confirm, the parameter value
”APDU-not-transferred” indicates
a negative confirm.

Result

8.2 Mapping on the Presentation-service

This subclause defines how the presentation-
service primitives described in [SO 8822 are used
by the ROPM. Table 8 defines theymapping of the
ROSE service primitives and APDUs to the
presentation-service primitiyes.

8.2.2 APDU transfer

Each APDU is transferred as user-data of the
P-DATA services

8.2.2.1 Use of the P-DATA service

The P-DATA service is an non-confirfned service.

The use of the P-DATA request 4nd P-DATA
indication primitive parameters is aq follows:

User Data The APDU |is to be
transferred. Its mlaximum size
is not restricted in this
mapping.

Presentation service

ROIV
RORS
ROER
RORJ
RORJ

RO-INVOKE request / indication
RO-RESULT request/indication
RO-ERROR request / indication
RO-REJECT-U request/ indication
RO-REJECT-P indication

P-DATA request/ indication
P-DATA request/indication
P-DATA request / indication
P-DATA request/ indication
P-DATA request/indication

13
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9 Abstract syntax definition of APDUs

The abstract syntax of each ROSE APDU is specified in this clause using the abstract syntax notation of
ISO 8824 and is shown in figure 1.

Remote-Operations-APDUs { joint-iso-ccitt remote-operations(4) apdus(1)}

DEFINITIONS :: =

BEGIN

EXPORTS rOSE, InvokelDType;

--the following macros are used as dejined in Figure 2 o] 150907271

IMPORTS | OPERATION, ERROR FROM Remote-Operation-Notation { joint-iso-ccitt remote-operations(4) notation(0)}

APPLICATION-SERVICE-ELEMENT FROM  Remote-Operations-Notation-extension { joint-iso-ccitt
remote-operations(4) notation-extension (2) };

rOSE APRLICATION-SERVICE-ELEMENT :: = {joint-iso-ccitt remote-operations(4) aselD (3)}
--APDUs
-- Typeg and values of operations and errors are defined in an ROSE -user. protocol

-- speciffication using the RO-notation. Operation values are either ofobject identifier type or
-- of intgger type. If integer types are used they shall be distinct within an abstract syntax.

-- Erronvalues are either of object identifier type or integer types. If integer types are used they
-- shalllbe distinct within an abstract syntax. There is no object identifier specified for the

-- abstract syntax name for ROSE. However all ASN {1 data types defined in this module
shalllbe included in the named abstract syntaxdefined in the ROSE -user protocol

-- speciffication.

ROSEapdds CHOICE {
roiv-apdu [1] IMPLICIT ROIVapdu,
rors-apdu [2] IMPLICIT RORSapdu,
roer-apdu [3] IMPLICIT ROERapdu,

rorj-apdu [4] IMPLICIT RORJapdu}

-- ROSH Protocol $pecification continued

F lgure T{Part I of 3)- Abstract syntax specnhcatlon of ROSE protocol

14
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-- ROSE Protocol specification continued
-- APDU types

ROIVapdu = SEQUENCE {

invokelD InvokelDType,

linked-ID [0] IMPLICIT InvokelDType OPTIONAL,
operation-value OPERATION,

argument ANY DEFINED BY operation-value OPTIONAL}
--ANY is filled by the single ASN.1 data type following the
--key word ARGUMENT in the type definition of @
-- particular operation.

nvokelDType = INTEGER

RORSapdu = SEQUENCE {

invokelD InvokelDType,

SEQUENCE{ operation-value OPERATION,
result ANY DEFINED BY operation-value
--ANY is filledby the single ASN.1 dafa type
-- following.the key word RESULT in the type
-- definition of a particular operation.

} OPTIONAL}

ROERapdu = SEQUENCE {

invokelD InvokelDType,

error-value ERROR,

parameter ANY DEFINED BY error-value OPTIONAL}

-- ANY is filled by the single ASN.I data type folloing the

-=key word PARAMETER in the type definition of|a

=< particular error.

RORJapdu = SEQUENCE {
invokelD CHOICE {InvokelDType, NULL},
problem CHOICE {
[0] IMPLICIT GeneralProblem,
[1] IMPLICIT InvokeProblem,
[2] IMPLICIT ReturnResultProblem,
[3] IMPLICIT ReturnErrorProblem}}

.- ROSE Protocol specification continued

Figure 1 (Part 2 of 3) - Abstract syntax specification of ROSE protocol

15
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-- ROSE Protocol specification continued

GeneralProblem INTEGER {

-- ROSE-provider detected

InvokeProblem

unrecognisedAPDU (0),
mistypedAPDU (1),
badlyStructuredAPDU (2)}

INTEGER { -- ROSE -user detected

duplicatelnvocation (0),

unrecagnisedOperation (1)

ReturnRepultProblem :: =

ReturnEry

END

orProblem

mistypedArgument (2),
resourcelimitation (3),
initiatorReleasing (4),
unrecognizedLinkedID (5),
linkedResponseUnexpected (6),
unexpectedChildOperation (7)}

INTEGER { -- ROSE-user detected

unrecognisedinvocation (0),
resultResponseUnexpected (1),
mistypedResult (2)}

INTEGER { -- ROSE -user detected

unrecognisedinvocation (0),
errorResponseUnexpected (1),
unrecognisedError (2);
unexpectedError(3),
mistypedParameter (4)}

--of ROSE Protocol specification

16

Figure 1 (Part 3 of 3)~'Abstract syntax specification of ROSE protocol
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Annex A
(normative)

ROPM state tables

A.1 General

This annex defines a single Remote Operations
Protocol Machine (ROPM) in terms of a state

table. The st

between the |state of an application-association,
the incoming|events that occur in the protocol, the

actions take

, and, finally the resultant state of

the applicati¢n-association.

The ROPM stjate table does not constitute a formal

definition of

he ROPM. It is included to provide a

more precis¢ specification of the elements of
procedure defined in clause 7 and 8.

This annex ¢

18

a)

b)

c)

d)

ntains the following tables:

Tablg A.1 specifies the abbreviated name,
sourde, and name / description of each
incomping event. The sources are

1) SE-user (ROSE-user);
2) pger ROPM (ROPM-peer);

3) flOPM excluding the transfer part
(ROPM);

4) tgansfer part of the ROPM (ROPM-
TR);

5) ejther Presentation serviee-provider
S-provider) and the ‘Association
ntrol Service Element (ACSE), or
the Reliable Transfer Service Element

(RTSE).

Tabld A.2 specifies the abbreviated name
of eadh state-of the ROPM.

Tabld A3 specifies the abbreviated name

RO T

~ @

4) transfer part of the ROPM (ROPM-

TR); and

5) either Presentation service-provider

the Reliable Transfer Service Elé
(RTSE).

e) Table A.5 specifies the predicates.

f) Table A.6 specifies the ROPM state
using the abbreviations of the 4
tables.

g) Table A.7 specifies the ROPM-TR
table using.the abbreviations of the
tables, df*the RTSE is included i
applicdtion context.

h) Table A.8 specifies the ROPM-TR
table using the abbreviations of the
tables, if the RTSE is not included i
application context.

A.2 Conventions

The intersection of an incoming event (row)
state (column) forms a cell.

In the state table, a blank cell represent
combination of an incoming event and a statg
is not defined for the ROPM. (See A.3.1)

A non-blank cell represents an incoming ¢
and a state that is defined for the ROPM. S
cell contains one or more action lists. An 4
list may be either mandatory or conditional
cell contains a mandatory action list, it is thg

(PS-provider) and the Association

table
bove

state
bove
the

state
bove
the

and a

5 the
that

bvent
ich a
ction
.Ifa
only

action list in the cell.

Lo abad £41.
of eachstate-of the ROPM-TR-

Table A.4 specifies the abbreviated name,
target, and name / description of each
outgoing event. The targets are

1) ROSE-user (ROSE-user);
2) peer ROPM (ROPM-peer);

3) ROPM excluding the transfer part
(ROPM);,

A mandatory action list contains:

a) optionally one or more outgoing events,

and

b) anresultant state.

A conditional action list contains:

a) a predicate expression comprising
predicates and Boolean operators (—
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b)

A3l

represents the Boolean NOT), and

a mandatory action list (this mandatory
action list is used only if the predicate
expression is true).

Actions to be taken by the
ROPM

The ROPM state table defines the action to be
taken by the ROPM in terms of an optional

outg

H 4 A L rocilbiant ctaota oFf th o
llls CVOILIILU Alilvu UIITU T T U OUITlaIIv grtave Ut UITC

b)

A3.2

ISO/IEC 9072-2: 1989 (E)

If the incoming event is related to a
received APDU, PS-provider, ACSE, or
RTSE; either the ROPM issues an AA-
ABreq event to the ROPM-TR, or the
ROPM-TR issues an ABORTreq to either
the RTSE or ACSE and an AA-ABind to

the ROPM.

Valid Intersections

If the intersection of the state and incoming event

1o valid aone of the pn”nun'ng actl

ns shall be

applig

A.3.1
Blan}

ation-association.

Invalid Intersections

 cells indicate an invalid intersection of an

inconjing event and state. If such an intersection

occur

a

5, one of the following actions shall be taken:

If the incoming event comes from the
ROSE-user, any action taken by the
ROPM is a local matter.

To—varrtr

taken:

a)

b)

3y

If the cell contains apmandptory action
list, the ROPM takes)the actigns specified.

If a cell containé one or morg conditional

action lists, for_each predica

e expression

that is true, the ROPM takep the actions
specifiéd,"If none of thg predicate
expressions are true, the ROPM takes one

of theactions defined in A.3.1|

19
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Table A.1 (Part 1 of 2) - Incoming event list

Abbreviated Source Name and description

name

AA-ESTAB RTSE positive RT-OPEN response primitive or positive RT-
OPEN confirm primitive

ACSE positive A-ASSOCIATE response primitive or positive

A-ASSOCIATE confirm primitive

RO-INVreq ROSE-user RO-INVOKE request primitive

RO-RHSreq ROSE-user RO-RESULT request primitive

RO-ERRreq ROSE-user RO-ERROR request primitive

RO-RJUreq ROSE-user RO-REJECT-U request primitive

ROIV ROPM-peer valid RO-INVOKE APDU as user'data on a TRANSind
event

RORS ROPM-peer valid RO-RESULT APDUcas user data on a TRANSind
event

ROER ROPM-peer valid RO-ERROR APDU as user data on a TRANSind
event

RORJY ROPM-peer valid RO-REJECT APDU (user-reject) as user dataona
TRANSindevent

RORJy ROPM-peer valid RO-REJECT APDU (provider-reject with
General-problem) as user data on a TRANSind event

APDUpa ROPM-peer Unacceptable APDU as user data on a TRANSind
event

TRANBind ROPM-TR transfer indication of an APDU

TRANBreq ROPM transfer request for an APDU

P-DAT|Aind PS-provider P-DATA indication primitive

RT-TRlind RTSE RT-TRANSFER indication primitive

RT-TRenf + RTSE positive RT-TRANSFER confirm primitive

RT-TRenf- RTSE negative RT-TRANSFER confirm primitive

RT-TPind RTSE RT-TURN-PLEASE indication primitive

RT-TGind RTSE RT-TURN-GIVE indication primitive

20
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Table A.1 (Part 2 of 2) - Incoming event list

Abbreviated Source Name and description
name
AA-REL RTSE RT-CLOSE response primitive or RT-CLOSE confirm
primitive .
ACSE positive A-RELEASE response primitive or
A-RELEASE confirm primitive
AA-ABreq ROPM abort application-association
AA-ABind ROPM-TR application-association aborted
ABORTind RTSE RT-P-ABORT indication primitive of the RT-U-
ABORT indication primitive
ACSE A-ABORT indication primitive o) A-P-ABORT
indication primitive
Table A.2 - ROPM states
Abbreviated Name and description
name
STAO1 idle; unassociated
STAO02 associated
Table A.3 - ROPM-TR states
Abbieytated Name and description
name
STA10 idle; unassociated
STA20 associated, token assigned, no transfer
STA21 associated, token assigned, transfer 1n progress
STA22 associated, token not assigned, no transfer
STA23 associated, token not assigned, transfer required
STA100 idle; unassociated
STA200 associated
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