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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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World Trade Organization (WTO) principles in the Technical Barriers to
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This {:cument was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatio
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with I[TU-T. The identical textis)published as ITU-T X.690 (02/2021).

This §ixth edition cancels and replaces the fifth edition (ISO/IEC 8825-1:2015), wh
technically revised.

A list ¢f all partsinthe ISO/IEC 8825 series can be found on the ISO and IEC websites.

Any fdedback or questions on this document should be directed to the user’s national stan

the subject of
Fights. Details
Iction and/or
list of patent

and does not

c terms and
brence to the
'rade (TBT)

n technology,
collaboration

ch has been

Hards body. A
'.ch /national-

compl|ete listing of these bodies can be found at www.iso.org/members.html and www.ie

committees.

© ISO/IEC 2021 - All rights reserved

iii


https://www.iso.org/directives-and-policies.html
http://www.iec.ch/members_experts/refdocs
https://www.iso.org/iso-standards-and-patents.html
https://patents.iec.ch/
https://www.iso.org/foreword-supplementary-information.html
https://www.iec.ch/understanding-standards
https://www.iso.org/members.html
http://www.iec.ch/national-committees
http://www.iec.ch/national-committees
https://iecnorm.com/api/?name=9867d7dcc312d3d7ca045ea8d9c7b1c7



https://iecnorm.com/api/?name=9867d7dcc312d3d7ca045ea8d9c7b1c7

ISO/IEC 8825-1:2021(E)

CONTENTS
Page
Lo oo (1T o] oS PPPTRTR %
1 {0l o1 T PO PO T PP OUP P OUPTTUPPTPPRO 1
2 NOPMALIVE TEIEIENCES. ... e viitieiieiee ettt s e et e et s et e s et bt e be e be e st e ebeeneenbeere e b e 1
2.1  Identical Recommendations | International Standards.............cccccoviiiiiieniienieiee e 1
2.2 AAAItIONAl FEFEIBINCES. ... ittt sttt sre ettt e nneas 1
3 (D) 101U To] o LT PP PO T TP P UPTPTRTRPRRPRUPON 2
4 ADDIEVIALIONS et h et b b et sae e beeEe e beabe et e nreereenre s 2
5 N0} 14T o PRSPPI 3
6 LO0o o\ 1 (T ] o NPT PO P PP PPTPP 3
7 (00 ]1 1 o] 1003 [of - TP OUURSTPPUPRURROL 1 O 3
8 BagiC BNCOAING FUIBS ... ..ottt sttt e e aeesbeesreesnneesnes (PR e fueen 3
8.1 General rules for eNCOTING ........cccueiiiiiriiiiiiie e B | 3
8.1.1  Structure of an eNCOiNG........cccerieriiiiiiiieiierie e (et [ 3
8.1.2  1deNtIfIEr OCLELS ...viiveeiiiciieiie e LD ee et sne e sne e | 4
8.1.3  Length OCIELS.....couiviiiiiiiieicieeicsee e s | 5
8.1.4  CoNteNtS OCLELS .. ..ceviiiiiiiiii e b e e 6
8.1.5  ENd-0f-CONENtS OCLELS........eeiveeiiiiiiiiieiieeriere e S N [ 6
8.2 Encoding of a b0olean ValUE ............coueiiiiiiiiiiii e S | 7
8.3] Encoding of an integer ValUe...........ccocveveririeiiiiei e e | 7
8.4] Encoding of an enumerated ValUE ...........cccoovieiiii e S | 7
8.5 ENcoding 0f @ real VAIUE .......c.ccoiiiiiiece et S e e s ae et e e e e s 7
8.6 Encoding of a bitString VAIUE .........oeiviiiieiie e et e e sne e e 9
8.7 Encoding of an oCtetString Value..............3i e e 10
8.8]  ENcoding Of @ NUITVAIUE .......coviiiiiiei et | 10
8.9] ENncoding of a SEQUENCE VAIUE ......... 0 et | 10
8.10 Encoding of a SeqUENCE-OF ValUB. e eiuviiie e s 11
8.11 ENCOdiNg Of @ SEL VAIUE .......otufee oot e e et e e sae e et esnneenne e e foaeas 11
8.12  Encoding 0f @ Set-0f ValUe sis. . oo e s 11
8.18 ENncoding 0f @ Ch0ICE VAIUE ..........cooiiiiiiiiiie e | 11
8.14 Encoding of a value'of @ prefixXed tYPe.......cooveiiiiiiiiee e | 11
8.15  ENCoding OF aN GPBN TYPE ..ovveieiiieie et | 12
8.16 Encoding of aninstance-0f VAIUE ............ccuveiiiieiiie s sne e snee e | 12
8.17 Encoding.efa value of the embedded-pdv tyPe........cccoveiiiieiciinceee e | 13
8.18 Encoding.of a value of the external tyPe ... e e 13
8.19 Encoding of an object identifier ValUe............cccooiiiiiiiiiiiieeceee e | 14
8.20 _Encoding of a relative object identifier value ...........ccccovevv i o 15
8.21 “\Enhcoding of an OID internationalized resource identifier value..............c...ccccccveevveiieiieiiieenenascfonn 15
8.22 Encoding of a relative OID internationalized resource identifier value............cccccevvieeiiieeviiee e 15
8.23 Encoding for values of the restricted character String tyPes.......ccooeiiiiieeiie i 15
8.24 Encoding for values of the unrestricted character String type........coccevevieienieniieneriee e 18
8.25 Encoding for values of the USETUl TYPES.......coiiiiiieiiiiee e 18
8.26 Encoding for values of the TIME type and the useful time types.......cccocvvvvieevie i 18
8.26.1 Encoding for values 0f the TIME TYPE ...ccveiieiieieeiie e 18
8.26.2 Encoding for values 0f the DATE TYPE ...ccveeiieiieieeie e 18
8.26.3 Encoding for values of the TIME-OF-DAY tYPE ..ccveeieeiieiieeiieesiresire e esieesrnesnve e snee s 18
8.26.4 Encoding for values of the DATE-TIME tYPE.....cccieeiiieiieiieeiteesieesireereesieesreesve e e 18
8.26.5 Encoding for values of the DURAT TON LYPE ..cuveiuieriieriieiieaiee et 18

© ISO/IEC 2021 - All rights reserved Rec. ITU-T X.690 (02/2021) i


https://iecnorm.com/api/?name=9867d7dcc312d3d7ca045ea8d9c7b1c7

ISO/IEC 8825-1:2021(E)

9 (OF: a0 T To: = Todo o [T a o I G =E P SSS
TN A =10 o i o] 12 LRSS
0.2 String eNCOAING FOMMS.....cuiiiiii ittt ettt et e e e e nbeebeeneeas
0.3 SBE COMPONENTS. ...ttt ettt e e b b e s e et s

10 Distinguished encoding rules
10.1 Length forms
10.2  String encoding forms
10.3  Set components

11 Restrictions on BER employed by both CER and DER

111 BOOIBAN VAIUES ...ttt b e b ettt sb et sb et e b be et e sbeereenbestee e

I O [ 11T o o] | £SO PR PRPRRORN

11,3 REAIVAIUBS ...ttt b e bbbttt eb e bbb e b e e b be et nean

11 GCIICIaiStI illg vaiuca ..................................................................................................................

11.%5 Set and sequence components With default Value ..o

116 Set-0f COMPONENTS ....ccviiciiiieiie et re e re e esae e teesreesneesnnes (T b nees

1LY GeneralizedTIME ....oieiiiiieieiiecie sttt e sne e sne e nnes Do it een e nes

I T U O I 13- SO USUTPRT ¢SO UR

11.8.4 Examples of valid representations ..........cccccoveeiieiiciieevneseesee s shabedeeesnesineesvnesnnens

11.8.5 Examples of invalid representations ...........ccocevevienienenienesohad e

11.9 The TIME type and the useful time tyPeS......cccovvvvieiiierecre e A Yo

12 Usq of BER, CER and DER in transfer syntax definition ...........cccccccoeeedGommonniin e
ANNEX A - EXAMPIE OF BNCOAINGS. . .vveiieeieiiieiie e pradas et esneeanbe e teesneeanteenseenneenneas
A.Yf  ASN.1 description of the record StrUCIUIE ..........cccvevieeieecotenr e

A2 ASN.1 description of @ reCOrd VAIUE ..........cccueiiiveeeisimbesdesinee e e re et e e e e

A.3  Representation of this reCord VAlUE ............couiiii et
Annex B - Identification of ENCOAING RUIES..........ccooiieiieeecs e
Annex C - Hlustration of real valug eNCOING .......ccuveiee e e e e nnes

iv

Rec. ITU-T X.690 (02/2021)

© ISO/IEC 2021 - All rights reserved

19
19
19
19

19
19
20
20

20
20
20
20
21
21
21
21
21

22
22
22
22

24
24
24
24

26
27


https://iecnorm.com/api/?name=9867d7dcc312d3d7ca045ea8d9c7b1c7

ISO/IEC 8825-1:2021(E)

Introduction

Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3, Rec.
ITU-T X.683 | ISO/IEC 8824-4 (Abstract Syntax Notation One or ASN.1) together specify a notation for the definition
of abstract syntaxes, enabling application standards to define the types of information they need to transfer. It also
specifies a notation for the specification of values of a defined type.

This Recommendation | International Standard defines encoding rules that may be applied to values of types defined using
the ASN.1 notation. Application of these encoding rules produces a transfer syntax for such values. It is implicit in the
specification of these encoding rules that they are also to be used for decoding.

There may be more than one set of encoding rules that can be applied to values of types that are defined using the ASN.1
notation. This Recommendation | International Standard defines three sets of encoding rules, called basic encoding rules,
canonical encoding rules and distinguished encoding rules. Whereas the basic encoding rules give the sender of an
encoding various choices as to how data values may be encoded, the canonical and distinguished encoding rules select
just one e r‘nriing from-those allowed hy the basic nnr‘nriing rules, nliminnfing all of the sender's npfinnc The canonical
and distinguished encoding rules differ from each other in the set of restrictions that they place on the basif encoding
rules.

The distinguished encoding rules is more suitable than the canonical encoding rules if the encoded walue is siall enough
to fit into the available memory and there is a need to rapidly skip over some nested values. The ¢arnonical encpding rules
is more suitable than the distinguished encoding rules if there is a need to encode values that are so large that they cannot
readily fit jnto the available memory or it is necessary to encode and transmit a part of a value before the ent|re value is
available. [The basic encoding rules is more suitable than the canonical or distinguished encoding rules if the encoding
contains a pet value or set-of value and there is no need for the restrictions that the cangnical and distinguishefl encoding
rules impope. This is due to the memory and CPU overhead that the latter encodingyrules exact in order to gudrantee that
set values @nd set-of values have just one possible encoding.

Annex A pives an example of the application of the basic encoding rules: It does not form an integral pgart of this
Recommendation | International Standard.

Annex B summarizes the assignment of object identifier and OID irternationalized resource identifier values njade in this
Recommendation | International Standard. It does not form ani~integral part of this Recommendation | Irjternational
Standard.

Annex C dives examples of applying the basic encoding ¥ules for encoding reals. It does not form an integral part of this
Recommendation | International Standard.

© ISO/IEC 2021 - All rights reserved Rec. ITU-T X.690 (02/2021) v
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — ASN.1 encoding rules:
Specification of Basic Encoding Rules (BER),
Canonical Encoding Rules (CER)
and Distinguished Encoding Rules (DER)

1 j:upt:
This Recommendation | International Standard specifies a set of basic encoding rules that may be used to

specificatio
ISO/IEC 8§
ISO/IEC 8§
be applied

canonical 4
basic encod

2 N

The follow
constitute p
valid. All R
| Internatid
Recommen|
Standards.
Recommen|

NOTE
this stan

2.1

h of a transfer syntax for values of types defined using the notation specified in Re¢,~1TU
24-1, Rec. ITU-T X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3, and“Rec. ITU
24-4, collectively referred to as Abstract Syntax Notation One or ASN.1. These basic.en¢oding ruleg
or decoding such a transfer syntax in order to identify the data values being transferred: It also speci
hd distinguished encoding rules that restrict the encoding of values to just one of the alternatives proy
ing rules.

ormative references

ing Recommendations and International Standards contain provisions which, through reference i
rovisions of this Recommendation | International Standard. At.the time of publication, the editions ind
ecommendations and Standards are subject to revision, and)parties to agreements based on this Recor]
nal Standard are encouraged to investigate the passibility of applying the most recent edi
fations and Standards listed below. Members of IEC.and 1SO maintain registers of currently valid |
The Telecommunication Standardization Bureaw,of the ITU maintains a list of currently v
Hations.

This Recommendation | International Standard is‘based on ISO/IEC 10646:2003. It cannot be applied using late
lard.

lentical Recommendations | International Standards

Recommendation 1TU-T_X:200 (1994) | ISO/IEC 7498-1: 1994, Information technology — Of
Interconnection — Basic Reference Model: The basic model.

Recommendation ITU-T X.680 (2021) | ISO/IEC 8824-1:2021, Information technology — Abst
Notation One (ASNy1): Specification of basic notation.

Recommendation ITU-T X.681 (2021) | ISO/IEC 8824-2:2021, Information technology — Abst
Notation One (ASN.1): Information object specification.

Recomimendation ITU-T X.682 (2021) | ISO/IEC 8824-3:2021, Information technology — Abst
Notation One (ASN.1): Constraint specification.

Recommendation ITU-T X.683 (2021) | ISO/IEC 8824-4:2021, Information technology — Abst]

derive the
T X.680 |
-T X.683 |
are also to
Fies a set of
ided by the

h this text,
icated were
hmendation
jon of the
ternational
hlid 1TU-T

I versions of

en Systems
Fact Syntax
Fact Syntax
Fact Syntax

Fact Syntax

Notation One (ASN.1): Parameterization of ASN.1 specifications.

NOTE — The references above shall be interpreted as references to the identified Recommendations | International Standards together
with all their published amendments and technical corrigenda.

2.2 Additional references

© 150/

I1SO International Register of Coded Character Sets to be used with Escape Sequences.

ISO/IEC 2022:1994, Information technology — Character code structure and extension techniques.

ISO/IEC 2375:2003, Information technology — Procedure for registration of escape sequences
character sets.

Rec. ITU-T X.690 (02/2021)
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— 1SO 6093:1985, Information processing — Representation of numerical values in character strings for
information interchange.
— ISO/IEC 6429:1992, Information technology — Control functions for coded character sets.
— ISO/IEC 10646:2003, Information technology — Universal Multiple-Octet Coded Character Set (UCS).

3 Definitions

For the purposes of this Recommendation | International Standard, the definitions of Rec. ITU-T X.200 | ISO/IEC 7498-1 and
Rec. ITU-T X.680 | ISO/IEC 8824-1 and the following definitions apply.

unique encpdings and values in the abstract syntax.

3.2 cpnstructed encoding: A data value encoding in which the contents octets are the completé encoding of one or
more data Values.

3.3 cpntents octets: That part of a data value encoding which represents a particular value;to distinguish if from other
values of the same type.

3.4 dpta value: Information specified as the value of a type; the type and the valuedare defined using ASN.[L.

35 dynamic conformance: A statement of the requirement for an implementation to adhere to the prescribefl behaviour
in an instanjce of communication.

3.6 efcoding (of a data value): The complete sequence of octets used te’represent the data value.

3.7 epd-of-contents octets: Part of a data value encoding, occufring at its end, which is used to determing the end of

the encoding.
NOTE —|Not all encodings require end-of-contents octets.

3.8

dentifier octets: Part of a data value encoding whicl’is used to identify the type of the value.

NOTE - Some ITU-T Recommendations use the term "data ‘element" for this sequence of octets, but the term is notfused in this
Recommlendation | International Standard, as other Recomimendations | International Standards use it to mean "data value].

3.9 Igngth octets: Part of a data value encoding*following the identifier octets which is used to determine thg end of the
encoding.

3.10 primitive encoding: A data valug'enhcoding in which the contents octets directly represent the value.

3.11 réceiver: An implementation decoding the octets produced by a sender, in order to identify the data Jalue which

was encoded.
3.12 seénder: An implementation encoding a data value for transfer.

3.13 static conformance: A statement of the requirement for support by an implementation of a valid set|of features
from among the defineddeatures.

3.14 trailing Q-bit: A 0 in the last position of a bitstring value.
NOTE —{The 0-in a bitstring value consisting of a single 0 bit is a trailing 0 bit. Its removal produces an empty bitstring.

4 Abbreviations
For the purposes of this Recommendation | International Standard, the following abbreviations apply:
ASN.1  Abstract Syntax Notation One
BER Basic Encoding Rules of ASN.1
CER Canonical Encoding Rules of ASN.1
DER Distinguished Encoding Rules of ASN.1
ULA Upper Layer Architecture

2 Rec. ITU-T X.690 (02/2021)
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UTF8  Universal Transformation Function 8-bit (see ISO/IEC 10646, Annex D)

5 Notation
This Recommendation | International Standard references the notation defined by Rec. ITU-T X.680 | ISO/IEC 8824-1.

6 Convention

6.1 This Recommendation | International Standard specifies the value of each octet in an encoding by use of the terms
"most significant bit" and "least significant bit".

NOTE
bits to p

6.2 F
1, where bi

6.3 F
string is eq
than anothg

rallel channels.

Dr the purposes of this Recommendation | International Standard only, the bits of an octet are'numberg
8 is the "most significant bit", and bit 1 is the "least significant bit".

br the purpose of this Recommendation | International Standard, two octet stringscan/be compared
lal to another if they are of the same length and are the same at each octet positiof-An octet string, §
r, Sy, if and only if either:

S; and Sy have identical octets in every position up to and including the\final octet in So, but Sy is
S1 and S, have different octets in one or more positions, and in the(irst such position, the octet in §
than that in Sy, considering the octets as unsigned binary numbefs whose bit n has weight 2n-1,
onformance
ynamic conformance is specified by clauses 8 to 12 ihclusive.

atic conformance is specified by those standards.\which specify the application of one or more of the

Iternative encodings are permitted by.the basic encoding rules as a sender's option. Receivers
e to the basic encoding rules shall support all alternatives.

Examples of such alternative encodings.appear in 8.1.3.2 b) and Table 3.

asic encoding rules

eneral rules for encoding

fructure:ofan encoding

he@ncoding of a data value shall consist of four components which shall appear in the following ordef:

Lower layer specifications use the same notation to define the order of bit transmission on a serial line, or the al;signment of

d from 8 to

. One octet
1, is greater

longer; or

b1 IS greater

e encoding

who claim

o alternative encodings are permiitted by the Canonical Encoding Rules or Distinguished Encoding Ruiles.

a
b
7 d
7.1 D
7.2 S
rules.
7.3 A
conforman
NOTE ]
7.4 N
8 B
8.1 €
8.1.1 S
8.1.11 T
a

A LY bt Q.4 o\
TUTTIUTICT ULLIELS (BT O.1.2),

b) length octets (see 8.1.3);
C) contents octets (see 8.1.4);

d) end-of-contents octets (see 8.1.5).

8.1.1.2 The end-of-contents octets shall not be present unless the value of the length octets requires them to be present (see

8.1.3).

© 150/

Rec. ITU-T X.690 (02/2021)

IEC 2021 - All rights reserved
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8.1.1.3 Figure 1 illustrates the structure of an encoding (primitive or constructed). Figure 2 illustrates an alternative
constructed encoding.
Identifier octets Length octets Contents octets
X.690(21)_F01
The number of octets
in the contents octets
(See 8.1.3.2)
Figure 1 — Structure of an encoding
Ifentifier octets Length octets Contents octets End-of-contents octet
Indicates that the contents Indicates that.there ar
octets are terminated by no further encodings
end of contents octets in the contents octets
(See 8.1.3.6) X.690(p1)_F02
Figure 2 — An alternative constructed encoding
8.1.1.4 HEncodings specified in this Recommendation | International Standard are-not affected by either the ASIN.1 subtype
notation or the ASN.1 type extensibility notation.
NOTE - This means that all constraint notation is ignored when determinihg encodings, and all extensibility markerg in CHOICE,
SEQUENQE and SET are ignored, with the extensions treated as if they were-in the extension root of the type.
8.1.1.5 There are no encoding instructions (see Rec. ITU-T X.680}.1SO/IEC 8824-1, 3.8.27) defined for the enqoding rules
specified i this Recommendation | International Standard.
8.1.2 Igentifier octets
8.1.2.1 The identifier octets shall encode the ASN,1ag (class and number) of the type of the data value.
8.1.2.2 Fprtags with a number ranging from zero,t0°30 (inclusive), the identifier octets shall comprise a single odtet encoded
as follows:
a) bits 8 and 7 shall be encoded to represent the class of the tag as specified in Table 1;
b) bit 6 shall be a zero or a one according to the rules of 8.1.2.5;
c] bits 5 to 1 shall encede the number of the tag as a binary integer with bit 5 as the most significant bit.
Table 1 — Encoding of class of tag
Class Bit 8 Bit 7
Universal 0 0
Application 0 1
Context-specific 1 0
Private 1 1
4 Rec. ITU-T X.690 (02/2021)

© ISO/IEC 2021 - All rights reserved
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8.1.2.3 Figure 3 illustrates the form of an identifier octet for a type with a tag whose number is in the range zero
to 30 (inclusive).

Identifier octet

\4

Bits 8 7 6 5 4 3 2 1
Class ‘ P/C | Tag number |

&0 = Primitive
1 = Constructed X.690(21)_F03

Figure 3 — Identifier octet (low tag number)

8.1.2.4 Fpr tags with a number greater than or equal to 31, the identifier shall comprise a leading octet followed by one or
more subsepuent octets.
8.1.2.4.1 The leading octet shall be encoded as follows:

a) bits 8 and 7 shall be encoded to represent the class of the tag as listed in Table 1;

b) it 6 shall be a zero or a one according to the rules of 8.1.2.5;

c] bits 5to 1 shall be encoded as 11111,.

8.1.2.4.2 The subsequent octets shall encode the number of the tag as follows:

a) bit 8 of each octet shall be set to one unless it is the last octet of the-identifier octets;

b) bits 7 to 1 of the first subsequent octet, followed by bits 7 to 1 ofithe second subsequent octet, follgwed in turn
by bits 7 to 1 of each further octet, up to and including the last subsequent octet in the identifier ocfets shall be
the encoding of an unsigned binary integer equal to the tag:iumber, with bit 7 of the first subsequent octet as
the most significant bit;

c] bits 7 to 1 of the first subsequent octet shall not all be:zero.

8.1.2.4.3 Fjgure 4 illustrates the form of the identifier octets for,a type with a tag whose number is greater than 3p.
P Subsequent octets o
P Leading octet g 2nd octet Last odet |
lctpss [pc] 1 1 1 1 1| ] RE | 0| | o] |
Lo e e ]
= Number of tag x.690(2])_Fo4
Figure 4 — Identifier octets (high tag number)
8.1.2.5 it 6 shall be set:to'zero if the encoding is primitive, and shall be set to one if the encoding is constructgd.
NOTE —{Subsequentsubclauses specify whether the encoding is primitive or constructed for each type.
8.1.2.6 c. IFU-T X.680 | ISO/IEC 8824-1 specifies that the tag of a type defined using the cHOICE keywofd takes the

value of the tag-0fthe type from which the chosen data value is taken.

8.1.2.7 Rec. TTU-T X681 [ ISO/TEC 8824-2, 14.2 and 14.4, specifies that the tag of a type defined using
"ObjectClassFieldType" is indeterminate if it is a type field, a variable-type value field, or a variable-type value set field. This
type is subsequently defined to be an ASN.1 type, and the complete encoding is then identical to that of a value of the assigned
type (including the identifier octets).

8.1.3 Length octets

8.1.3.1 Two forms of length octets are specified. These are:
a) the definite form (see 8.1.3.3); and
b) the indefinite form (see 8.1.3.6).

8.1.3.2 A sender shall:
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a) use the definite form (see 8.1.3.3) if the encoding is primitive;

b) use either the definite form (see 8.1.3.3) or the indefinite form (see 8.1.3.6), a sender's option, if the encoding
is constructed and all immediately available;
¢) use the indefinite form (see 8.1.3.6) if the encoding is constructed and is not all immediately available.

8.1.3.3 For the definite form, the length octets shall consist of one or more octets, and shall represent the number of octets
in the contents octets using either the short form (see 8.1.3.4) or the long form (see 8.1.3.5) as a sender's option.

NOTE
8.1.34

— The short form can only be used if the number of octets in the contents octets is less than or equal to 127.

In the short form, the length octets shall consist of a single octet in which bit 8 is zero and bits 7 to 1

encode the

number of octets in the contents octets (which may be zero), as an unsigned binary integer with bit 7 as the most significant

bit.

EXAMPLE

8.1.3.5
octet shall

Bits 8 to 1 pf the first subsequent octet, followed by bits 8 to 1 of the secand subsequent octet, followed in turn b

of each fu

to the numiper of octets in the contents octets, with bit 8 of the first.subsequent octet as the most significant bit.

EXAMPLE

NOTE
8.1.3.6

(see 8.1.5),land shall consist of a single ‘octet.

8.1.3.6.1 The single octet shall have bit 8 set to one, and bits 7 to 1 set to zero.

8.1.3.6.2

contents ocjets.

8.1.4

The conte
NOTE

types in ASN:1

8.1.5

c] thevalue 11111111, shall not be used.

LJ= 38 can be encoded as 00100110,

II the long form, the length octets shall consist of an initial octet and one or more subsequent octets
e encoded as follows:

bit 8 shall be one;

bits 7 to 1 shall encode the number of subsequent octets in the length octetS; as'an unsigned binary
bit 7 as the most significant bit;

NOTE 1 - This restriction is introduced for possible future extension.

rfher octet up to and including the last subsequent octet, shali*be the encoding of an unsigned binary i

L= 201 can be encoded as:
10000001,

11001001,
2|- In the long form, it is a sender's option'whether to use more length octets than the minimum necessary.

Fpr the indefinite form, the lengthtactets indicate that the contents octets are terminated by end-of-con

I this form of length is-Used, then end-of-contents octets (see 8.1.5) shall be present in the encoding fd

Jontents octets

nts octets:shall consist of zero, one or more octets, and shall encode the data value as specified in subsequ
—{ Thercontents octets depend on the type of the data value; subsequent clauses follow the same sequence as the

The initial

nteger with

bits 8 to 1
teger equal

tents octets

[lowing the

ent clauses.
definition of

End-of-contents octets

The end-of-contents octets shall be present if the length is encoded as specified in 8.1.3.6, otherwise they shall not be present.

The end-of-contents octets shall consist of two zero octets.
NOTE — The end-of-contents octets can be considered as the encoding of a value whose tag is universal class, whose form is primitive,

whose

number of the tag is zero, and whose contents are absent, thus:
End-of-contents Length Contents
0046 0046 Absent
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Encoding of a boolean value

The encoding of a boolean value shall be primitive. The contents octets shall consist of a single octet.

If the boolean value is:

FALSE

the octet shall be zero.

If the boolean value is

TRUE

the octet shall have any non-zero value, as a sender's option.

EXAMPL

If of type BpoLEAN, the value TRUE can be encoded as:
Boolean Length Contents
0146 0146 FFig

8.3
8.3.1
8.3.2

bit 8 of the [second octet:

8.3.3

8.4

The encodipg of an enumerated value shall be that of the integer value with which it is associated.
NOTE It is primitive,

8.5

8.5.1
8.5.2
8.5.3
8.5.4

The encoding of an integer value shall be primitive. The contents octets,shall consist of one or more oc

al shall not all be ones; and

The contents octets shall be a two's complement binary number equal to the integer value, and consisti
to 1 of the fjrst octet, followed by bits 8 to 1 of the second actet, followed by bits 8 to 1 of each octet in turn up to an
the last octgt of the contents octets.

NOTE —| The value of a two's complement binary number is derived by numbering the bits in the contents octets, starting
the last dctet as bit zero and ending the numbering With bit 8 of the first octet. Each bit is assigned a numerical value of 2
its positipn in the above numbering sequence.The Value of the two's complement binary number is obtained by summing t
values agsigned to each bit for those bits which are set to one, excluding bit 8 of the first octet, and then reducing this
numericgl value assigned to bit 8 of the first\octet if that bit is set to one.

Hncoding of an integer value

I the contents octets of an integer value encoding consist of more than one octet, then the bits of the fir

b) shall not all be zero.
NOTE — These rules ensure that an integer value is alway$.encoded in the smallest possible number of octets.

Hncoding of an enumerated value

Hncoding-of a real value

Theéencoding of a real value shall be primitive.

ets.

st octet and

ng of bits 8
d including

with bit 1 of

M where N is

he numerical
value by the

If the real value is the value plus zero, there shall be no contents octets in the encoding.
If the real value is the value minus zero, then it shall be encoded as specified in 8.5.9.

For a non-zero real value, if the base of the abstract value is 10, then the base of the encoded value shal

if the base of the abstract value is 2 the base of the encoded value shall be 2, 8 or 16 as a sender's option.

8.5.5

8.5.6

| be 10, and

If the real value is non-zero, then the base used for the encoding shall be B' as specified in 8.5.4. If B'is 2, 8 or 16,
a binary encoding, specified in 8.5.7, shall be used. If B' is 10, a character encoding, specified in 8.5.8, shall be used.

Bit 8 of the first contents octet shall be set as follows:
a) if bit8 =1, then the binary encoding specified in 8.5.7 applies;
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b) if bit8 =0and bit 7 = 0, then the decimal encoding specified in 8.5.8 applies;
c) if bit 8 =0 and bit 7 = 1, then either a "SpecialRealValue" (see Rec. ITU-T X.680 | ISO/IEC 8824-1) or the
value minus zero is encoded as specified in 8.5.9.

8.5.7 When binary encoding is used (bit 8 = 1), then if the mantissa M is non-zero, it shall be represented by a sign S, a
positive integer value N and a binary scaling factor F, such that:

M=SxNx2F
0<F<4
S=+1lor-1

NOTE — The binary scaling factor F is required under certain circumstances in order to align the implied point of the mantissa to the

gued-by-the-encodingrHesof thi B a—Fhisakg cannet-always-be-achieved-by-medification-ofthe exponent
E. If the pase B' used for encoding is 8 or 16, the implied point can only be moved in steps of 3 or 4 bits, respectively, by ghanging the
compongnt E. Therefore, values of the binary scaling factor F other than zero may be required in order to move the.implieql point to the

ts6tob Base

op base 2
0] base 8
base 16

Reserved for further editions of this Recommendatiofi)[‘International Standard.

8.5.7.3 HBlits 4 to 3 of the first contents octet shall encode the value ©f\the binary scaling factor F as an unsigned binary
integer.

8.5.7.4 Blits 2 to 1 of the first contents octet shall encode the format of the exponent as follows:

a) if bits 2 to 1 are 00, then the second contents.octet encodes the value of the exponent as a two's djomplement
binary number;

b) if bits 2 to 1 are 01, then the second and"third contents octets encode the value of the exponent as a two's
complement binary number;

c] if bits 2 to 1 are 10, then the secend, third and fourth contents octets encode the value of the exponent as a
two's complement binary number;

d) ifbits 2to 1 are 11, then theysecond contents octet encodes the number of octets, X say, (as an unsigned binary
number) used to encode.the value of the exponent, and the third up to the (X plus 3)t" (inclusiJe) contents
octets encode the value of the exponent as a two's complement binary number; the value of X shall be at least
one; the first nine.bits of the transmitted exponent shall not be all zeros or all ones.

8.5.7.5 The remaining contents octets encode the value of the integer N (see 8.5.7) as an unsigned binary numier.

NOTE 1| For non-canegnical BER there is no requirement for floating point normalization of the mantissa. This allows anfimplementer
to transmit octets.containing the mantissa without performing shift functions on the mantissa in memory. In the Canoni¢al Encoding
Rules and the Distirguished Encoding Rules normalization is specified and the mantissa (unless it is 0) needs to be repegtedly shifted
until the|least Sighificant bit is a 1.

NOTE 2|-"This representation of real numbers is very different from the formats normally used in floating point hardware,|but has been
designed o be easily converted to and from such formats (See Annex C).

8.5.8 When decimal encoding is used (bits 8 to 7 = 00), all the contents octets following the first contents octet form a
field, as the term is used in ISO 6093, of a length chosen by the sender, and encoded according to ISO 6093. The choice of
ISO 6093 number representation is specified by bits 6 to 1 of the first contents octet as follows:

Bits6to 1 Number representation

00 0001 ISO 6093 NR1 form
00 0010 I1SO 6093 NR2 form
00 0011 I1SO 6093 NR3 form

The remaining values of bits 6 to 1 are reserved for further editions of this Recommendation | International Standard.
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There shall be no use of scaling factors specified in accompanying documentation (see 1ISO 6093).

NOTE 1 — The recommendations in ISO 6093 concerning the use of at least one digit to the left of the decimal mark are also
recommended in this Recommendation | International Standard, but are not mandatory.

NOTE 2 — Use of the normalized form (see ISO 6093) is a sender's option, and has no significance.

8.5.9 When "SpecialRealValues" or minus zero are to be encoded (bits 8 to 7 = 01), there shall be only one contents octet,
with values as follows:

01000000 Value is PLUS-INFINITY
01000001 Value is MINUS-INFINITY
01000010 Value is NOT-A-NUMBER

Fa¥a¥aVaV ] AN | H H
G VUUULll1l v arutc 1S TS ZT1U

All other alues having bits 8 and 7 equal to 0 and 1 respectively are reserved for addenda to this RecomrLendation |
Internationgl Standard.

8.6 Hncoding of a bitstring value

8.6.1 The encoding of a bitstring value shall be either primitive or constructed at the optiémof the sender.
NOTE —|Where it is necessary to transfer part of a bit string before the entire bitstring is available, the constructed encodipg is used.

8.6.2 The contents octets for the primitive encoding shall contain an initial octet fellowed by zero, one or morefsubsequent
octets.

8.6.2.1 The bits in the bitstring value, commencing with the leading bit and proceeding to the trailing bit, shall be placed in
bits 8 to 1 gf the first subsequent octet, followed by bits 8 to 1 of the second, stibsequent octet, followed by bits 8 o 1 of each
octet in turm, followed by as many bits as are needed of the final subsequent octet, commencing with bit 8.

NOTE —{The terms "leading bit" and "trailing bit" are defined in Rec. ITU<T X.680 | ISO/IEC 8824-1, 22.2.

8.6.2.2 The initial octet shall encode, as an unsigned binary intéger with bit 1 as the least significant bit, thg number of
unused bits|in the final subsequent octet. The number shall be dn the range zero to seven.

8.6.2.3 1 the bitstring is empty, there shall be no subsequent octets, and the initial octet shall be zero.

8.6.2.4 \Where Rec. ITU-T X.680 | ISO/IEC 8824-1,22.7, applies a BER encoder/decoder can add or remove trpiling 0 bits
from the vdlue.

NOTE —{If a bitstring value has no 1 bits, then an‘encoder (as a sender's option) may encode the value with a length of 1} and with an
initial ogtet set to 0 or may encode it as a bit stfing with one or more 0 bits following the initial octet.

8.6.3 The contents octets for the constfucted encoding shall consist of zero, one, or more nested encodings.
NOTE —|Each such encoding includes identifier, length, and contents octets, and may include end-of-contents octets if it ig constructed.

8.6.4 Tp encode a bitstring \Value in this way, it is segmented. Each segment shall consist of a series of conspcutive bits
of the valug, and with the possible exception of the last, shall contain a number of bits which is a multiple of eight. Each bit
in the overll value shall bein precisely one segment, but there shall be no significance placed on the segment boundaries.

NOTE —|A segmentmay be of size zero, i.e. contain no bits.

8.6.4.1 Epch encading in the contents octets shall represent a segment of the overall bitstring, the encoding arising from a
recursive application of this subclause. In this recursive application, each segment is treated as if it were a bitstring value. The
encodings ¢f the segments shall appear in the contents octets in the order in which their bits appear in the overalljvalue.

NOTE 1 — As a consequence of this recursion, each encoding in the contents octets may itself be primitive or constructed. However,
such encodings will usually be primitive.

NOTE 2 — In particular, the tags in the contents octets are always universal class, number 3.

8.6.4.2 Example

If of type BIT STRING, the value '0A3B5F291CD'H can be encoded as shown below. In this example, the bit string is
represented as a primitive:

BitString Length Contents
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0315

0714

040A3B5F291CDO0;4

The value shown above can also be encoded as shown below. In this example, the bit string is represented as a constructor:

BitString Length Contents
2345 8045 BitString Length Contents
0346 0356 000A3B14
0346 0546 045F291CD0¢ EOC Length
0044 0046
8.7 Hncoding of an octetstring value

8.7.1 T

he encoding of an octetstring value shall be either primitive or constructed at the option of the'sender.

NOTE —{ Where it is necessary to transfer part of an octet string before the entire octetstring is available, the constructed encoding is

used.

8.7.2 The primitive encoding contains zero, one or more contents octets equal in valug'to the octets in the ddta value, in
the order tHey appear in the data value, and with the most significant bit of an octet of the data value aligned with the most
significant pit of an octet of the contents octets.

8.7.3 The contents octets for the constructed encoding shall consist of zero, eng) or more encodings.

NOTE —|Each such encoding includes identifier, length, and contents octets, and may~include end-of-contents octets if it ig constructed.
8.7.3.1 T encode an octetstring value in this way, it is segmented. Each segment shall consist of a series of gonsecutive
octets of the value. There shall be no significance placed on the segment'boundaries.

NOTE —|A segment may be of size zero, i.e. contain no octets.
8.7.3.2  Epch encoding in the contents octets shall represent a,segment of the overall octetstring, the encoding grising from
a recursive ppplication of this subclause. In this recursive application, each segment is treated as if it were an octetgtring value.
The encodipgs of the segments shall appear in the contents,ocCtets in the order in which their octets appear in the oyerall value.

NOTE 1|— As a consequence of this recursion, each endading in the contents octets may itself be primitive or constructdd. However,

such encpdings will usually be primitive.

NOTE 2|- In particular, the tags in the contents Octets are always universal class, number 4.
8.8 Hncoding of a null value
8.8.1 The encoding of a null value shall be primitive.
8.8.2 The contents octets shall/not contain any octets.

NOTE —|The length octet is zero.
EXAMPLIE
If of type NpLL, the-NULL value can be encoded as:

:{L:II Length

8.9 Encoding of a sequence value
8.9.1 The encoding of a sequence value shall be constructed.

8.9.2

The contents octets shall consist of the complete encoding of one data value from each of the types listed in the

ASN.1 definition of the sequence type, in the order of their appearance in the definition, unless the type was referenced with
the keyword oPTIONAL or the keyword DEFAULT.

10
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8.9.3 The encoding of a data value may, but need not, be present for a type which was referenced with the keyword
OPTIONAL or the keyword DEFAULT. If present, it shall appear in the encoding at the point corresponding to the appearance

of the type in the ASN.1 definition.

EXAMPLE

If of type:

SEQUENCE {name IA5String, ok BOOLEAN}
the value:

{name "Smith", ok TRUE}

can be encqdethas:
Spquence Length Contents
3P 0A;
IA5String Length Contents
1646 0546 "Smith"
Boolean Length Contents
0146 014 FFe
8.10 BHncoding of a sequence-of value
8.10.1 The encoding of a sequence-of value shall be constructed.
8.10.2  The contents octets shall consist of zero, one or more complete encodings of data values from the type
ASN.1 defipition.

8.10.3 T
value to be

8.11 =
8.11.1 T

8.11.2 T
definition @

keyword DEFAULT.

8.11.3 T
OPTIONAL

NOTE —

8.12
8.12.1

he order of the encodings of the data values shall be the Samg as the order of the data values in the
encoded.

ncoding of a set value
he encoding of a set value shall be constructed:

he contents octets shall consist of the complete encoding of a data value from each of the types listed i
f the set type, in an order chosen by the-sender, unless the type was referenced with the keyword opTI

Dr the keyword DEFAULT,
The order of data valugs-in'a set value is not significant, and places no constraints on the order during transfer.

ncoding of a.set-of value
he encodingyof a set-of value shall be constructed.

he text of 8.10.2 applies.

=
T
8.12.2 T
8.12.3 T

isted in the

equence-of

the ASN.1
DNAL Or the

he encoding of a data value.may, but need not, be present for a type which was referenced with tie keyword

he.order of data values need not be preserved by the encoding and subsequent decoding.

8.13 Encoding of a choice value

The encoding of a choice value shall be the same as the encoding of a value of the chosen type.

NOTE 1

— The encoding may be primitive or constructed depending on the chosen type.

NOTE 2 — The tag used in the identifier octets is the tag of the chosen type, as specified in the ASN.1 definition of the choice type.

8.14 Encoding of a value of a prefixed type

8.14.1 If the prefixed type is an "EncodingPrefixedType", then the encoding is that of the "Type" in the
"EncodingPrefixedType". If the prefixed type is a "TaggedType", then the following subclauses apply.

© 150/

Rec. ITU-T X.690 (02/2021)

IEC 2021 - All rights reserved

11


https://iecnorm.com/api/?name=9867d7dcc312d3d7ca045ea8d9c7b1c7

ISO/IEC 8825-1:2021 (E)

8.14.2  The encoding of a tagged value shall be derived from the complete encoding of the corresponding data value of the
type appearing in the "TaggedType" notation (called the base encoding) as specified in 8.14.3 and 8.14.4.

8.14.3  If implicit tagging (see Rec. ITU-T X.680 | ISO/IEC 8824-1, 31.2.7) was not used in the definition of the type, the
encoding shall be constructed and the contents octets shall be the complete base encoding.

8.14.4  If implicit tagging was used in the definition of the type, then:
a) the encoding shall be constructed if the base encoding is constructed, and shall be primitive otherwise; and
b) the contents octets shall be the same as the contents octets of the base encoding.

EXAMPLE
With ASN.1 type definitions (in an m{pli{‘i'r fngging nn\/imnmnn'r) of:
Typel ::§ VisibleString
Type2 ::¥ [APPLICATION 3] IMPLICIT Typel
Type3 ::F¥ [2] Type2
Typed ::¥ [APPLICATION 7] IMPLICIT Type3
Type5 ::¥ [2] IMPLICIT Type2
a value of:
"Jones"
is encoded ps follows:
Fpr Typel:
\fisibleString Length Contents
176 0545 4A6F6E65731¢
Fpr Type2:
[Application 3] Length Contents
4B16 0546 4ABFBEB573.5
Fpr Type3:
[2] Length Contents
A2 0745
[APPLICATION 3] Length Contents
4345 0545 4A6F6EB573:¢
Fpr Type4:
[Application 7] , Length Contents
6f 16 0716
[APPLICATION 3] Length Contents
4345 0546 4ABFBEB573,4
Fprdypes:
[4.] et |yth Contents
826 056 4ABF6EB573,¢

8.15 Encoding of an open type

The value of an open type is also a value of some (other) ASN.1 type. The encoding of such a value shall be the complete
encoding herein specified for the value considered as being of that other type.

8.16 Encoding of an instance-of value
8.16.1  The encoding of the instance-of type shall be the BER encoding of the following sequence type with the value as
specified in 8.16.2:
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[UNIVERSAL 8] IMPLICIT SEQUENCE ({
type-id <DefinedObjectClass>. &id,
value [0] EXPLICIT <DefinedObjectClass>.&Type
}

where "<DefinedObjectClass>" is replaced by the particular "DefinedObjectClass" used in the "InstanceOfType" notation.

NOTE — When the value is a value of a single ASN.1 type and BER encoding is used for it, the encoding of this type is identical to an
encoding of a corresponding value of the external type, where the syntax alternative is in use for representing the abstract value.

8.16.2  The value of the components of the sequence type in 8.16.1 shall be the same as the values of the corresponding
components of the associated type in Rec. ITU-T X.681 | ISO/IEC 8824-2, C.7.

8.17 ncoding-of avalue of the embedded-pdv-type
. ) g 2l

8.17.1  The encoding of a value of the embedded-pdv type shall be the BER encoding of the type as defined)in*$6.5 of Rec.
ITU-T X.640 | ISO/IEC 8824-1.

8.17.2  The contents of the data-value OCTET STRING shall be the encoding of the abstract data value of thelembedded-
pdv type [sqe 36.3 a) in Rec. ITU-T X.680 | ISO/IEC 8824-1] using the identified transfer syntax, and the'value of alljother fields
shall be the[same as the values appearing in the abstract value.

8.18 Hncoding of a value of the external type

8.18.1  The encoding of a value of the external type shall be the BER encoding of the\.following sequence type,|assumed to
be defined |n an environment of EXPLICIT TAGS, with a value as specified in the_subclauses below:

[UNIVERSAL 8] IMPLICIT SEQUENCE ({

direct-reference OBJECT IDENTIFIER OPTIONAL,
indirect-reference INTEGER OPTIONAL,
data-value-descriptor Objectbhescriptor OPTIONAL,
encoding CHOICE' {

single-ASN1-type [0] ABSTRACT-SYNTAX. &Type,
octet-aligned [1] IMPLICIT OCTET STRING,
arbitrary [2] IMPLICIT BIT STRING } }

NOTE —{This sequence type differs from that in Rec. ITU-T\X.680 | ISO/IEC 8824-1 for historical reasons.

8.18.2  The value of the fields depends on the abstract value being transmitted, which is a value of the type $pecified in
36.5 of Red. ITU-T X.680 | ISO/IEC 8824-1.

8.18.3 The data-value-descriptor apove shall be present if and only if the data-value-descriptor if present in
the abstracf value, and shall have the sameé\wvalue.

8.18.4 Malues of direct-refexence and indirect-reference above shall be present or absent in accofdance with
Table 2. Tdble 2 maps the externalitype alternatives of identification defined in Rec. ITU-T X.680 | ISO/IEC 8824-1,
36.5, to thelexternal type components direct-reference and indirect-reference defined in 8.18.1.

Table 2 — Alternative encodings for "identification®

identification direct-reference indirect-reference
syntaxes *** CANNOT OCCUR *** *** CANNOT OCCUR ***
syntax syntax ABSENT
presentation-context-id ABSENT presentation-context-id
context-negotiation transfer-syntax presentation-context-id
transfer-syntax **% CANNOT OCCUR **= ***% CANNOT OCCUR ***
fixed *** CANNOT OCCUR *** *** CANNOT OCCUR ***

8.18.5 The data value shall be encoded according to the transfer syntax identified by the encoding, and shall be placed in
an alternative of the encoding choice as specified below.

Rec. ITU-T X.690 (02/2021) 13
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8.18.6  If the data value is the value of a single ASN.1 data type, and if the encoding rules for this data value are one of
those specified in this Recommendation | International Standard, then the sending implementation shall use any of the
encoding choices:

- single-ASN1-type,
— octet-aligned,
— arbitrary.

as an implementation option.

8.18.7  If the encoding of the data value, using the agreed or negotiated encoding, is an integral number of octets, then the
sending implementation shall use any of the encoding choices:

—| octet-aligned,

— arbitrary.

as an implementation option.
NOTE —{ A data value which is a series of ASN.1 types, and for which the transfer syntax specifies simple_concatenation of the octet
strings pfoduced by applying the ASN.1 Basic Encoding Rules to each ASN.1 type, falls into this category; not that of 8.18.6.

8.18.8 1 the encoding of the data value, using the agreed or negotiated encoding, is not-an‘integral number of octets, the
encoding fhoice shall be:

—| arbitrary.

8.18.9  Ifthe encoding choice is chosen as single-ASN1-type, then the ASN-1 type shall replace the open fype, with a
value equal| to the data value to be encoded.

NOTE —[The range of values which might occur in the open type is determined.by the registration of the object identifier valfie associated
with the direct-reference, and/or the integer value associated with the-indirect-reference.

8.18.10 Ifthe encoding choice is chosen as octet-aligned, then.the data value shall be encoded according t¢ the agreed
or negotiated transfer syntax, and the resulting octets shall form the’value of the octetstring.

8.18.11 I1 the encoding choice is chosen as arbitrary,then the data value shall be encoded according to tHe agreed or
negotiated fransfer syntax, and the result shall form the value of the bitstring.

8.19 Hncoding of an object identifier value
8.19.1  The encoding of an object identifiervalue shall be primitive.

8.19.2  The contents octets shall be dn (ordered) list of encodings of subidentifiers (see 8.19.3 and 8.19.4) cpncatenated
together.

Each subidentifier is represented as'a series of (one or more) octets. Bit 8 of each octet indicates whether it is thp last in the
series: bit § of the last octet is zero; bit 8 of each preceding octet is one. Bits 7 to 1 of the octets in the series follectively
encode the pubidentifier. Conceptually, these groups of bits are concatenated to form an unsigned binary number vhose most
significant pit is bit 7 ¢f-the first octet and whose least significant bit is bit 1 of the last octet. The subidentiffier shall be
encoded in[the fewest possible octets, that is, the leading octet of the subidentifier shall not have the value 804.

8.19.3  The number of subidentifiers (N) shall be one less than the number of object identifier components in the object
identifier valug being encoded. T

8.19.4  The numerical value of the first subidentifier is derived from the values of the first two object identifier components
in the object identifier value being encoded, using the formula:

(X*40) + Y

where X is the value of the first object identifier component and Y is the value of the second object identifier component.

NOTE — This packing of the first two object identifier components recognizes that only three values are allocated from the root node,
and at most 39 subsequent values from nodes reached by X =0 and X = 1.

8.19.5  The numerical value of the ith subidentifier, (2 <i < N) is that of the (i + 1)th object identifier component.

EXAMPLE
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An OBJECT IDENTIFIER Value of:
{joint-iso-itu-t 999 3}

which is the same as:
{2 999 3}

has a first subidentifier of 1079 and a second subidentifier of 3. The resulting encoding is:

OBJECT
IDENTIFIER Length Contents
0616 0316 88370314
8.20 ncoding of a relative object identifier value

NOTE - The encoding of the object identifier components in a relative object identifier is the same as the encoding offcomponents
(after thg second) in an object identifier.

8.20.1 e encoding of a relative object identifier value shall be primitive.

8.20.2 e contents octets shall be an (ordered) list of encodings of sub-identifiers (see 8:20.8 and 8.20.4) cpncatenated
together. Efch sub-identifier is represented as a series of (one or more) octets. Bit 8 of each octet indicates whether it is the
last in the sgries: bit 8 of the last octet is zero; bit 8 of each preceding octet is one. Bits 7-1:0f the octets in the series follectively
encode the pub-identifier. Conceptually, these groups of bits are concatenated to form.anunsigned binary number ywhose most
significant it is bit 7 of the first octet and whose least significant bit is bit 1 of-the/last octet. The sub-identiflier shall be
encoded infthe fewest possible octets, that is, the leading octet of the sub-identifier-shall not have the value 801g.

8.20.3  The number of sub-identifiers (N) shall be equal to the number of object identifier arcs in the relative object identifier
value beingd encoded.

8.20.4  The numerical value of the ith sub-identifier (1 <i < N).is.that of the ith object identifier arc in the relative object
identifier value being encoded.

8.20.5 EXAMPLE — A relative object identifier value of:
{851 3 2}
has sub-ideptifiers of 8571, 3, and 2. The resulting encoding is:
RELATIVEOID Length Contents
0D14 0415  C27B030246

8.21 Hncoding of an OID dnternationalized resource identifier value
8.21.1  The encoding of anOlD internationalized resource identifier value shall be primitive.

8.21.2  The contents octets'shall be the UTF8 encoding (see ISO/IEC 10646, Annex D) of the characters in the I¢xical items
in the XML value notation (see Rec. ITU-T X.680 | ISO/IEC 8824-1, 34.3) for the OID internationalized resourge identifier
type, with rjo white-space between the encoding of lexical items. Announcers and escape sequences shall not be usgd, and each
character stall bg'encoded in the smallest number of octets available for that character.

8.22 ncoding of a relative OID internationalized resource 1dentifier value
8.22.1  The encoding of a relative OID internationalized resource identifier value shall be primitive.

8.22.2  The contents octets shall be the UTF8 encoding for the characters of the lexical items in the XML value notation
(see Rec. ITU-T X.680 | ISO/IEC 8824-1, 35.3) for the relative OID internationalized resource identifier type, with no white-
space between the encoding of lexical items.

8.23 Encoding for values of the restricted character string types
8.23.1  The data value consists of a string of characters from the character set specified in the ASN.1 type definition.

8.23.2  Each data value shall be encoded independently of other data values of the same type.

Rec. ITU-T X.690 (02/2021) 15
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8.23.3  Each character string type shall be encoded as if it had been declared:
[UNIVERSAL x] IMPLICIT OCTET STRING

where x is the number of the universal class tag assigned to the character string type in Rec. ITU-T X.680 | ISO/IEC 8824-1.
The value of the octet string is specified in 8.23.4 and 8.23.5.

8.23.4  Where a character string type is specified in Rec. ITU-T X.680 | ISO/IEC 8824-1 by direct reference to an
enumerating table (NumericString and PrintableString), the value of the octet string shall be that specified in 8.23.5
for avisiblestring type with the same character string value.

8.23.5  For restricted character strings apart from UniversalString, UTF8String and BMPString, the octet string shall
contain the octets specified in ISO/IEC 2022 for encodings in an 8-bit environment, using the escape sequence and character
codings registeredHmaccordance witttSOAEC2375:

8.23.5.1 An escape sequence shall not be used unless it is one of those specified by one of the registration numllers used to

define the gharacter string type in Rec. ITU-T X.680 | ISO/IEC 8824-1.
8.23.5.2 At the start of each string, certain registration numbers shall be assumed to be designated as GO and/of CO and/or
C1, and inyoked (using the terminology of ISO/IEC 2022). These are specified for each type in"TTable 3, together with the
assumed esfape sequence they imply.
Table 3 — Use of escape sequences
Assumed GO Assumed C0 & C1 Assumed escape Explicitlescape
Type (Registration (Registration séquence(s) P X P
number) number) and locking shift S:ﬁg\zegﬁs
(Where applicable) ’
NumericString 6 None ESC 2/8 4/2 LSO Np
PrintableString 6 None ESC 2/8 4/2 LSO Np
Telg¢texString 102 106 (C0) ESC 2/8 7/5 LSO Ygs
(Th1lString) 107.(C1) ESC 2/1 4/5
ESC 2/2 4/8
VidgotexString 102 1(C0) ESC 2/8 7/5 LSO Yds
73 (C1) ESC 2/1 4/0
ESC 2/2 4/1
VisjbleString 6 None ESC 2/8 4/2 LSO Np
(ISq646String)
IAS5String 6 1(C0) ESC 2/8 4/2 LSO Np
ESC 2/1 4/0
GraphicString 6 None ESC 2/8 4/2 LSO Ygs
GeneralString 6 1(Co) ESC 2/8 4/2 LSO Yds
ESC 2/1 4/0
NOTE —|Many of thexcommonly used characters (for example, A-Z) appear in a number of character repertoires with individual
registratipn numbersand escape sequences. Where ASN.1 types allow escape sequences, a number of encodings may be pdssible for
a particullar character string (see also 7.3).
8.23.5.3 QCertain character string types shall not contain explicit escape sequences in their encodings; in all othef cases, any

escape sequence allowed by 8.23.5.1 can appear at any time, including at the start of the encoding. Table 3 lists the types for
which explicit escape sequences are allowed.

8.23.5.4 Announcers shall not be used unless explicitly permitted by the user of ASN.1.

NOTE — The choice of ASN.1 type provides a limited form of announcer functionality. Specific application protocols may choose to
carry announcers in other protocol elements, or to specify in detail the manner of use of announcers.

EXAMPLE
With the ASN.1 type definition:

Name ::= VisibleString
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can be encoded (primitive form) as:

VisibleString Length Contents
1A 0516 4ABF6EB57314
or (constructor form, definite length) as:
VisibleString Length Contents
OctetString Length Contents
0446 0315 4ABF6E 14
OctetString Length Contents
0445 0214 657316
or (construgtor form, indefinite length) as:
\isibleString Length Contents
OctetString Length Contents
0446 0315 4A6F6E16
OctetString Length Contents
0446 0214 6573715
EOC Length
0016 0044
8.23.6  The above example illustrates three of the (many) possible) ferms available as a sender's option. R4

required to

8.23.7 K
octet canon

satisfy the ffestrictions imposed by 8.23.9.

8.23.8 F
form (see 1
restrictions

8.239 T

NOTE 1
escapes

NOTE 2
a)

b)

handle all permitted forms (see 7.3).

cal form (see 13.2 of ISO/IEC 10646). Signatures'shall not be used. Control functions may be used pr;

br the BMPString type, the octet string shalf-Contain the octets specified in ISO/IEC 10646, using the 2|
3.1 of ISO/IEC 10646). Signatures shall not be used. Control functions may be used provided they
imposed by 8.23.9.

he CO and C1 control functions.ef ISO/IEC 6429 may be used with the following exceptions.

— The effect of this subclause is*to allow the useful control functions such as LF, CR, TAB, etc., while forbiddi
0 other character sets.

— The C0 and C1 controlunctions are each encoded in two octets for BMPString and four for UniversalString.
Announcer escapé sequences defined in ISO/IEC 2022 shall not be used.
NOTE 3<\Fhe assumed character coding environment is ISO/IEC 10646.

sequences permitted by ISO/IEC 10646, 17.2 and 17.4.

NOTE 4 — ASN.1 allows the use of the PermittedAlphabet subtype notation to select the set of allowe
PermittedAlphabet is also used to select the level of implementation of ISO/IEC 10646. BMPString iS

ceivers are

Dr the UniversalString type, the octet string shall contain the octets specified in ISO/IEC 10646, Wising the 4-

pvided they

-octet BMP
satisfy the

Ng the use of

Designating<or identifying escape sequences defined in ISO/IEC 2022 shall not be used, including the identifying escape

d characters.
always used

for the two-octet form and Universalstring for the four-octet form.

c)

d)
e)

© 150/

Invoking escape sequence or control sequences of ISO/IEC 2022 shall not be used, such as SHIFT IN (SI), SHIFT OUT

(SO), or LOCKING SHIFT FOR G3 (SS3)
The coding shall conform to ISO/IEC 10646 and remain in that code set.
Control sequences for identifying subsets of graphic characters according to ISO/IEC 10646, 16.3, shall not be

used.

NOTE 5 — ASN.1 applications use subtyping to indicate subsets of the graphic characters of ISO/IEC 10646 and to

select the ISO/IEC 10646 cells that correspond to the control characters of ISO/IEC 6429.
The escape sequences of ISO/IEC 10646, 16.5, shall not be used to switch to ISO/IEC 2022 codes.

Rec. ITU-T X.690 (02/2021)
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8.23.10 For the uTF8string type, the octet string shall contain the octets specified in ISO/IEC 10646, Annex D. Announcers
and escape sequences shall not be used, and each character shall be encoded in the smallest number of octets available for that
character.

8.24 Encoding for values of the unrestricted character string type

8.24.1  The encoding of a value of the unrestricted character string type shall be the BER encoding of the type as defined in
44.5 of Rec. ITU-T X.680 | ISO/IEC 8824-1.

8.24.2  The contents of the string-value OCTET STRING shall be the encoding of the abstract character string value of the
unrestricted character string type [see 44.3 a) of Rec. ITU-T X.680 | ISO/IEC 8824-1] using the identified character transfer
syntax, and the value of all other fields shall be the same as the values appearing in the abstract value.

8.25 Hncoding for values of the useful types

The follow|ng "useful types" shall be encoded as if they had been replaced by their definitions given in clauses 44-48 of Rec.
ITU-T X.680 | ISO/IEC 8824-1:

generalized time;

—| universal time;

object descriptor.

8.26 Hncoding for values of the TIME type and the useful time types

8.26.1  Hncoding for values of the TIME type
NOTE —|The defined time types are subtypes of the TIME type, with the same€ag, and have the same encoding as the TIME type.

8.26.1.1 The encoding of the TIME type shall be primitive.

8.26.1.2 The contents octets shall be the UTF-8 encoding of the value notation, after the removal of initigl and final
QUOTATIPN MARK (34) characters.

8.26.2  Hncoding for values of the DATE type
8.26.2.1 The encoding of the DATE type shall be primitive.

8.26.2.2 The contents octets shall be the UTE-8 encoding of the value notation, after the removal of initigl and final
QUOTATIPN MARK (34) characters and alNHYPHEN-MINUS (45) characters.

8.26.3  Hncoding for values of the TIME-OF-DAY type
8.26.3.1 The encoding of the TIME~OF-DAY type shall be primitive.

8.26.3.2 The contents octets shall be the UTF-8 encoding of the value notation, after the removal of initigl and final
QUOTATIPN MARK (34)characters and all COLON (58) characters.

8.26.4  Hncoding for values of the DATE-TIME type
8.26.4.1 The encading of the bATE-TIME type shall be primitive.

8.26.4.2 The eontents octets shall be the UTF-8 encoding of the value notation, after the removal of initigl and final
QUOTATION MARK (34) characters, all HYPHEN-MINUS (45) characters, all COLON (58) characters, and the LATIN
CAPITAL LETTER T character.

8.26.5 Encoding for values of the DURATTION type
8.26.5.1 The encoding of the DURATION type shall be primitive.

8.26.5.2 The contents octets shall be the UTF-8 encoding of the value notation, after the removal of initial and final
QUOTATION MARK (34) characters and the LATIN CAPITAL LETTER P character.
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© ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=9867d7dcc312d3d7ca045ea8d9c7b1c7

9

ISO/IEC 8825-1:2021 (E)

Canonical encoding rules

The encoding of a data values employed by the canonical encoding rules is the basic encoding described in clause 8, together
with the following restrictions and those also listed in clause 11.

9.1

Length forms

If the encoding is constructed, it shall employ the indefinite length form. If the encoding is primitive, it shall include the
fewest length octets necessary. [Contrast with 8.1.3.2 b).]

9.2

String encoding forms

Bitstring, oftetstring, and restricted character string values shall be encoded with a primitive encoding if they jwq
no more thgn 1000 contents octets, and as a constructed encoding otherwise. The string fragments contained.in the
encoding stall be encoded with a primitive encoding. The encoding of each fragment, except possibly the’ last

1000 conte

9.3

ts octets. (Contrast with 8.23.6.) The last fragment shall have at least one, and no more thann1000, con

Set components

The encodipgs of the component values of a set value shall appear in an order determined(by; their tags as specif
Rec. ITU-T X.680 | ISO/IEC 8824-1. Additionally, for the purposes of determiningthe order in which com
encoded whjen one or more component is an untagged choice type, each untagged choice type is ordered as though
equal to thdt of the smallest tag in that choice type or any untagged choice types nested within.

Example

In the folloving which assumes a tagging environment of IMPLICIT TAGS:

A

.= SET
{
a [3] INTEGER,
b [1] CHOICE
{
c [2] INTEGER,
d [4] ‘INTEGER
}I
e CHOICE
{
£ CHOICE
{
g [5] INTEGER,
h [6] INTEGER
},
i CHOICE
{
j [0] INTEGER

}
}

the order infwihieh the components of the set are encoded will always be e, b, a, since the tag [0] sorts lowest, theg

[3].

10

uld require
constructed
shall have
fents octets.

ed in 8.6 of
honents are
ithasatag

n [1], then

Distinguished encoding rules

The encoding of a data values employed by the distinguished encoding rules is the basic encoding described in clause 8,
together with the following restrictions and those also listed in clause 11.

10.1

Length forms

The definite form of length encoding shall be used, encoded in the minimum number of octets. [Contrast with 8.1.3.2 b).]
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10.2

String encoding forms

For bitstring, octetstring and restricted character string types, the constructed form of encoding shall not be used. (Contrast
with 8.23.6.)

10.3

Set components

The encodings of the component values of a set value shall appear in an order determined by their tags as specified in 8.6 of
Rec. ITU-T X.680 | ISO/IEC 8824-1.

NOTE — Where a component of the set is an untagged choice type, the location of that component in the ordering will depend on the
tag of the choice component being encoded.

11

Restrictions on BER employed by both CER and DER

References|in clause 8 and its subclauses to "shall be the BER encoding" shall be interpreted as “shall -be‘the C
encoding, g appropriate”. (See 8.16.1, 8.17.1, 8.18.1 and 8.24.1.)

111 Boolean values

If the encoding represents the boolean value TRUE, its single contents octet shall have all_eight bits set to one. (C
8.2.2))

11.2 Unused bits

11.2.1  Epgch unused bit in the final octet of the encoding of a bit string value shall be set to zero.

_11_.2.2 dV‘dhere Rec. ITU-T X.680 | ISO/IEC 8824-1, 22.7, applies, the bitstring shall have all trailing 0 bits rem
it is encodefl.

NOTE 1] In the case where a size constraint has been applied, the abstract value delivered by a decoder to the applicatio
of those patisfying the size constraint and differing from the trapnsmitted value only in the number of trailing O bits.

NOTE 2

11.3
1131

Heal values

If the encoding represents a real value*whose base B is 2, then binary encoding employing base 2 sh

Before encgding, the mantissa M and exponent E are chosen so that M is either O or is odd.

NOTE —|This is necessary because the samé real value can be regarded as both {M, 2, E} and {M', 2, E'} with M = M' if, f
zero integer n:

M =M x 27"
E' =E+n

In encoding the value, the binary scaling factor F shall be zero, and M and E shall each be represented in the fq

necessary.

11.3.2

If the enceding represents a real value whose base B is 10, then decimal encoding shall be used. In 1

encoding, thedellowing applies:

11.3.21
11.3.2.2
11.3.2.3
11.3.2.4
11.3.25
11.3.2.6

20

ER or DER

pntrast with

pved before

h will be one

— If a bitstring value has no 1 bits, then an encoder shall encode the value with a length of 1 and an initial octet sgt to 0.

all be used.

pr some non-

west octets

orming the

The 1SO 6093 NR3 form shall be used (see 8.5.8).
SPACE shall not be used within the encoding.

If the real value is negative, then it shall begin with a MINUS SIGN (-), otherwise, it shall begin with a digit.

Neither the first nor the last digit of the mantissa may be a 0.

The last digit in the mantissa shall be immediately followed by FULL STOP (.), followed by the exponent-mark "E".

If the exponent has the value 0, it shall be written "+0", otherwise the exponent's first digit shall not be zero, and
PLUS SIGN shall not be used.
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11.4 GeneralString values

The encoding of values of the Generalstring type (and all other restricted character string types defined by reference to the
International Register of Coded Character Sets) shall generate escape sequences to designate and invoke a new register entry
only when the register entry for the character is not currently designated as the GO, G1, G2, G3, CO0, or C1 set. All designations
and invocations shall be into the smallest numbered G or C set for which there is an escape sequence defined in the entry of
the International Register of Coded Character Sets to be used with Escape Sequences.

NOTE 1 — For the purposes of the above clause, GO is the smallest numbered G set, followed by G1, G2, and G3 in order. CO is the

smallest

numbered C set, followed by C1.

NOTE 2 — Each character in a character string value is associated with a particular entry in the International Register of Coded Character

Sets.

115 S

The encodi
default valu

116 S

The encodi
octet string

NOTE

11.7 €
1171 T

Generaliz
11.7.2 T

11.7.3 T
be wholly g

Example
A seconds
1174 T
1175 WM

where "YY
Example

Examples g
11992052
119920621

et and sequence components with default value

ng of a set value or sequence value shall not include an encoding for any component value which is
e.

et-of components

ngs of the component values of a set-of value shall appear in ascending order,the encodings being cf
5 with the shorter components being padded at their trailing end with 0-octets,

The padding octets are for comparison purposes only and do not appear in the encodings.

eneralizedTime
he encoding shall terminate with a "Z", as described in the’Rec. ITU-T X.680 | ISO/IEC 8824-]

edTime.
he seconds element shall always be present.

he fractional-seconds elements, if present, shall omit all trailing zeros; if the elements correspond to
mitted, and the decimal point element also shall\be omitted.

tlement of "26.000" shall be represented as "26"; a seconds element of "26.5200" shall be represented
he decimal point element, if present;-shall be the point option ".".

idnight (GMT) shall be represented in the form:
Y YYYMMDDO000000Z"

Y YMMDD" represents'the day following the midnight in question.

f valid representations:
10000002
123421z"

equal to its

pmpared as

clause on

, they shall

as "26.52".

"19920722132100.32"

Examples of invalid representations:

"199205202400002" (midnight represented incorrectly)
"19920622123421.0zZ" (spurious trailing zeros)
"19920722132100.302" (spurious trailing zeros)

11.8 UTCTime
11.8.1  The encoding shall terminate with "Z", as described in the ITU-T X.680 | ISO/IEC 8824-1 clause on UTCTime.

© 150/
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11.8.2
11.8.3

T

he seconds element shall always be present.

Midnight (GMT) shall be represented in the form:
"YYMMDDO000000Z"

where "YYMMDD" represents the day following the midnight in question.

11.8.4 Examples of valid representations
"920521000000Z"
"9206221234212"
"9207221321002"
11.8.5 Bxamples of invalid representations
"D20520240000Z" (midnight represented incorrectly)
"B2072213212" (seconds of "00" omitted)
11.9 Tlhe TMe type and the useful time types
11.9.1  The value notation for abstract values of the TIME, TIME-OF-DAY, DATE, DATE~TIME, and DURATIONtypes shall
be convertgd to a canonical form by the following transformations:
a}  All commas used as decimal signs shall be converted to full stop.
b) The minutes digits for all time difference components that are an.integral number of hours shall bg removed.
c] If aninterval or recurring interval contains a start point and.an end point, and the end point contaips the same
time difference component as the start point, the time difference component of the end point shall §e removed.
d) For aduration, and for a duration in an interval (or ifraninterval in a recurring interval) expressed|with a start
point and a duration or with a duration and an ead.point, the value notation shall be modified tof remove all
zero time components except the least significant time component that is present in the instance ¢f the value
notation.
11.9.2  The resulting value notation shall then be used to encode the abstract value as specified in 8.26.
12 Use of BER, CER and DERin transfer syntax definition
12.1 The encoding rules specified in“this Recommendation | International Standard can be referenced and applied
whenever there is a need to specify,an unambiguous, undivided and self-delimiting octet string representation fr all of the
values of akingle ASN.1 type.
NOTE —|All such octet strings-are.unambiguous within the scope of the single ASN.1 type. They would not necessarily be ynambiguous
if mixed|with encodings of a different ASN.1 type.
12.2 The following bbject identifier, OID internationalized resource identifier (with assignment of Unicode|labels) and
object descriptor valQes are assigned to identify and describe the basic encoding rules specified in this Recomendation |

Internation

{joint-ij

| Standard:

to<itu-t asnl (1) basic-encoding (1)}

"/ASN.1l/Basic-Encoding"

and:

12.3

"Basic Encoding of a single ASN.1l type".

The following object identifier, OID internationalized resource identifier (with assignment of Unicode labels) and
object descriptor values are assigned to identify and describe the canonical encoding rules specified in this Recommendation
| International Standard:

{joint-iso-itu-t asnl (1) ber-derived(2) canonical-encoding(0) }

"/ASN.1/BER-Derived/Canonical-Encoding"
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