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Foreword

ISO (the

International El

International Organization for Standardization) and IEC (the

ectrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and n
technd

Internd

The ni

Standards adopted by the joint technical committee are circulated to national bodies for voting.

an Intg

Attenti
rights.

ISO/IB
Subco
ITU-T.

This fq
revise
ISO/IB

ISO/IE
encod

— P
E

P
P
P
P

n-governmental, in liaison with 1SO and IEC, also take part in the work. In the field
logy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

tional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

rnational Standard requires approval by at least 75 % of the national bodies casting a vot

pn is drawn to the possibility that some of the elements of this decument may be the su
ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

C 8825-1 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatio
mmittee SC 6, Telecommunications and information,eXchange between systems, in coll
The identical text is published as Rec. ITU-T X.690@ (14/2008).

urth edition cancels and replaces the third edition (ISO/IEC 8825-1:2002), which has be
. It also incorporates the Amendments ISO/IEC 8825-1:2002/Amd. 1
C 8825-1:2002/Amd.2:2007, and the Technical Corrigendum ISO/IEC 8825-1:2002/Cor.1

C 8825 consists of the following_parts, under the general title Information technolg
ng rules:

brt 1: Specification of Basic:Encoding Rules (BER), Canonical Encoding Rules (CER) anqg
ncoding Rules (DER)

art 2: Specification,ef\Packed Encoding Rules (PER)
hrt 3: Specification of Encoding Control Notation (ECN)
hrt 4: XML Encoding Rules (XER)

hrt/5 -Mapping W3C XML schema definitions into ASN.1

Part 6: Registration and application of PER encoding instructions

© ISO/IEC 2008 — All rights reserved
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I ntroduction

ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3,
ITU-T Rec. X.683 | ISO/IEC 8824-4 (Abstract Syntax Notation One or ASN.1) together specify a notation for the
definition of abstract syntaxes, enabling application standards to define the types of information they need to transfer.
It also specifies a notation for the specification of values of a defined type.

This Recommendation | International Standard defines encoding rules that may be applied to values of types defined
using the ASN.1 notation. Application of these encoding rules produces a transfer syntax for such values. It isimplicit
in the specification of these encoding rules that they are aso to be used for decoding.

There may be
ASN.1 notatio
encoding rules
sender of an en
rules select jus
The canonica

basic encoding

The distinguisied encoding rules is more suitable than the canonical encoding rules jf ‘the encoded value i

enough to fit i
encoding rules
that they cannd

Nnore Li Il Ur'e Sct Uf Ulbuulillg IUiUb Li Idl Call IUU dppiluu' [19) VdiuUb UIr LypSS lildl dt© UIU“IIUUI Ubi
. This Recommendation | International Standard defines three sets of encoding rules, called
canonical encoding rules and distinguished encoding rules. Whereas the basic encoding.rules g
coding various choices as to how data values may be encoded, the canonical and distinguished en

i
oding
one encoding from those allowed by the basic encoding rules, eliminating all of the.sénder's options.

bnd distinguished encoding rules differ from each other in the set of restrictions that-they place
rules.

nto the available memory and there is a need to rapidly skip over some néested values. The car
s more suitable than the distinguished encoding rulesiif there is a need to encode values that are &
t readily fit into the available memory or it is necessary to encode.and transmit a part of a value

the entire valu

rules if the encpding contains a set value or set-of value and there is no need for the restrictions that the canonig

distinguished

in order to guarantee that set values and set-of values have just one passible encoding.

Annex A givey
Recommendati

Annex B sumn
this Recomme
Standard.

Annex C giveq
this Recommer]

g the
basic
e the

bn the

small
onical
b large
before

is available. The basic encoding rules is more suitable than the canonical or distinguished en¢oding

coding rules impose. This is due to the memory and CPU, overhead that the latter encoding ruleg

5 an example of the application of the basic encoding rules. It does not form an integral part
DN | International Standard.

harizes the assignment of object identifier and OID internationalized resource identifier values m

examples of applying the basic\éncoding rules for encoding reals. It does not form an integral |
dation | International Standard;

al and
exact

bf this

ade in

dation | International Standard. It does nét/form an integral part of this Recommendation | Interngtional

part of

Vi
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

Information technology — ASN.1 encoding rules:
Specification of Basic Encoding Rules (BER),
Canonical Encoding Rules (CER)
and Distinguished Encoding Rules (DER)

1 AN
PrOpPT

This Recommendation | International Standard specifies a set of basic encoding rules that may be used)to| derive the
specificatipn of a transfer syntax for values of types defined using the notation specified in ITU-T Rdc. X.680 |
ISO/IEC 8824-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3, and\ TU-T Rgc. X.683 |
I SO/IEC 8824-4, collectively referred to as Abstract Syntax Notation One or ASN.1. These basic encoding rules are
also to be|applied for decoding such a transfer syntax in order to identify the data values,béing transferfed. It also
specifies g set of canonical and distinguished encoding rules that restrict the encodingof values to just jone of the
aternatives provided by the basic encoding rules.

2 INor mative references

The following Recommendations and International Standards contain provisions which, through reference ijn this text,
congtitute provisions of this Recommendation | International Standard.“At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject torevision, and parties to agreements baged on this
Recommendation | International Standard are encouraged to inwvestigate the possibility of applying the most recent
edition of fhe Recommendations and Standards listed below. Members of IEC and SO maintain registers gf currently
valid Interhational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list gf currently
valid ITU{T Recommendations.

2.1 [[dentical Recommendations | International Standards

4+ ITU-T Recommendation X.680 (2008) | ISO/IEC 8824-1:2008, Information technology { Abstract
Syntax Notation One (ASN.1): Specification of basic notation.

4+ ITU-T Recommendation’ X.681 (2008) | ISO/IEC 8824-2:2008, Information technology  Abstract
Syntax Notation Qne (ASN.1): Information object specification.

4+ ITU-T Recommendation X.682 (2008) | ISO/IEC 8824-3:2008, Information technology { Abstract
Syntax Notation One (ASN.1): Constraint specification.

4+ ITU-T (Recommendation X.683 (2008) | ISO/IEC 8824-4:2008, Information technology { Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

2.2 Additional references
— I1SO International Register of Coded Character Sets to be used with Escape Sequences.
— ISO/IEC 2022:1994, Information technology — Character code structure and extension techniques.

— ISO/IEC 2375:2003, Information technology — Procedure for registration of escape sequences and
coded character sets.

— 1S0 6093:1985, Information processing — Representation of numerical values in character strings for
information interchange.

—  ISO/EC 6429:1992, Information technology — Control functions for coded character sets.
—  ISO/EC 10646:2003, Information technology — Universal Multiple-Octet Coded Character Set (UCS).

ITU-T Rec. X.690 (11/2008) 1
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3 Definitions

For the purposes of this Recommendation | International Standard, the definitions of ITU-T Rec. X.200 | ISO/IEC
7498-1 and ITU-T Rec. X.680 | ISO/IEC 8824-1 and the following definitions apply.

31 canonical encoding: A complete encoding of an abstract value obtained by the application of encoding rules
that have no implementation-dependent options. Such rules result in the definition of a 1-1 mapping between
unambiguous and unique encodings and values in the abstract syntax.

3.2 constructed encoding: A data value encoding in which the contents octets are the complete encoding of one
or more data values.

33 contents octets: That part of a data value encoding which represents a particular value, to distinguish it from
other values of the same type.

34 data value: Information specified as the value of a type; the type and the value are defined using ASN.1.

35 dynamic conformance: A statement of the requirement for an implementation to adhere to-the|prescribed
behaviour jn an instance of communication.

3.6 encoding (of a data value): The complete sequence of octets used to represent the data val ue.

37 end-of-contents octets: Part of a data value encoding, occurring at its end, which is used to determjne the end

of the encgding.
NOTE + Not al encodings require end-of-contents octets.

3.8 identifier octets. Part of a data value encoding which is used to identify-the type of the value.

NOTE + Some ITU-T Recommendations use the term "data element” for this sequénce’of octets, but the term is not|used in this
Recommendation | International Standard, as other Recommendations | International “Standards use it to mean "data value".

39 length octets: Part of a data value encoding following the identifier octets which is used to determ|ne the end
of the encgding.

3.10 primitive encoding: A data value encoding in which the contents octets directly represent the valug.

311 feceiver: An implementation decoding the octets,produced by a sender, in order to identify the|data value
which wagencoded.

312 gender: An implementation encoding a datavalue for transfer.

3.13 gtatic conformance: A statement of.the requirement for support by an implementation of a valid set of
features frpm among the defined features.

3.14 ffrailing 0 bit: A 0inthelast position of a bitstring value.
NOTE + The 0 in a bitstring value cansisting of asingle 0 bit isatrailing O bit. Its removal produces an empty bitstring.

4 Abbreviations

For the pufposes of thiSRecommendation | International Standard, the following abbreviations apply:
ASN.1_sAbstract Syntax Notation One
ER Basic Encoding Rules of ASN.1
iER Canonical Encoding Rules of ASN.1
DER Distinguished Encoding Rules of ASN.1
ULA Upper Layer Architecture
UTF8  Universa Transformation Function 8-bit (see ISO/IEC 10646, Annex D)

5 Notation
This Recommendation | International Standard references the notation defined by ITU-T Rec. X.680 | ISO/IEC 8824-1.

2 ITU-T Rec. X.690 (11/2008)
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6 Convention

6.1 This Recommendation | International Standard specifies the value of each octet in an encoding by use of the
terms "most significant bit" and "least significant bit".
NOTE — Lower layer specifications use the same notation to define the order of bit transmission on a seria line, or the
assignment of bits to parallel channels.

6.2 For the purposes of this Recommendation | International Standard only, the bits of an octet are humbered
from 8 to 1, where hit 8 is the "most significant bit", and hit 1 isthe "least significant bit".

6.3 For the purpose of this Recommendation | International Standard, two octet strings can be compared. One
octet string is equal to another if they are of the same length and are the same at each octet position. An octet string, S,

is greater than another, Sy, if and only if either:
a) S and S, have identical octets in every position up to and including the fina octet in S,, but S is

]
TUIrycr, Ui

) S and S, have different octets in one or more positions, and in the first such position, the eqtet in S; is
greater than that in S,, considering the octets as unsigned binary numbers whose bit nfiasweight 201,

7 Conformance
7.1 [Dynamic conformance is specified by clauses 8 to 12 inclusive.
7.2 $tatic conformance is specified by those standards which specify the~application of one or mofe of these

encoding rules.

7.3 Alternative encodings are permitted by the basic encoding rulesyas a sender's option. Receivers jwho claim
conformarjce to the basic encoding rules shall support al aternatives.

NOTE — Bxamples of such alternative encodings appear in 8.1.3.2%) and Table 3.

7.4 INo alternative encodings are permitted by the Canonical Encoding Rules or Distinguished Encoding Rules.
8 Basic encoding rules
8.1 General rulesfor encoding

811 Sructureof an encoding

8.1.1.1 Theencoding of adatavalue shall consist of four components which shall appear in the following ¢rder:
4 identifier octets(see'8.1.2);

o) length octets(see 8.1.3);

¢) contentsoctets (see 8.1.4);

d) end-of-contents octets (see 8.1.5).

8.1.1.2 The énd-of-contents octets shall not be present unless the value of the length octets requires them to be
present (sge'8:1.3). ]

8.1.1.3 Figure 1 illustrates the structure of an encoding (primitive or constructed). Figure 2 illustrates an alternative
constructed encoding.

Identifier octets Length octets Contents octets

T

The number of octets
in the contents octets
(see8.1.32) X.690_F1

Figure 1 —Structure of an encoding

ITU-T Rec. X.690 (11/2008) 3
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Identifier octets Length octets Contents octets End-of -contents octets
Indicates that the contents Indicates that there are
octets are terminated by no further encodings
end of contents octets in the contents octets
(see8.1.3.6)

X.690_F2

Figure 2 — An alter native constructed encoding

8.1.1.4 Encodings specified in this Recommendation | International Standard are not affected by either the ASN.1
subtype notation or the ASN.1 type extensibility notation.

NOTE —Thismeans that all constraint notation is ignored when determining encodings, and all extensibility markersin CHO CE,
SEQUENCE and SET are ignored, with the extensions treated as if they were in the extension root of the type.

8.1.15 There are no encoding instructions (see ITU-T Rec. X.680 | ISO/IEC 8824-1, 3.8.27). defined for the
encoding rules specified in this Recommendation | International Standard.

8.1.2 ldentifier octets
8.1.2.1 Theidentifier octets shall encode the ASN.1 tag (class and number) of the type of the data value.

8.1.2.2 Kor tags with a number ranging from zero to 30 (inclusive), the identifier Octets shall comprise a gingle octet
encoded as follows:

@) bits8and 7 shall be encoded to represent the class of the tag as'specified in Table 1;
Io) bit 6 shall be azero or aone according to the rules of 8.1.2.5;
¢) bits5to 1 shall encode the number of the tag as a binaryinteger with bit 5 as the most significant bit.

Table 1 - Encoding of.¢class of tag

Class Bit 8 Bit 7
Universal 0 0
Application 0 1
Context-specific 1 0
Private 1 1

8.1.2.3 HKigure 3 illustrates the form-of an identifier octet for a type with a tag whose number is in the [range zero
to 30 (inclsive).

> Identifier octet R
Bits 8 7 6 5 4 3 2 1
Class PIC Tag number
E 0 = Primitive
1 = Congtructed X.690_F3

Figure 3 —Identifier octet (low tag number)

8.1.2.4 For tags with a number greater than or equal to 31, the identifier shall comprise a leading octet followed by
one or more subsequent octets.

8.1.2.4.1 The leading octet shall be encoded as follows:
a) bits8and 7 shall be encoded to represent the class of the tag aslisted in Table 1,
b) bit 6 shall be azero or aone according to the rules of 8.1.2.5;
c) bits5to 1 shall be encoded as 11111,.

4 ITU-T Rec. X.690 (11/2008)
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8.1.2.4.2 The subsequent octets shall encode the number of the tag as follows:

a) bit 8 of each octet shall be set to one unlessit isthe last octet of the identifier octets;
b) bits 7 to 1 of the first subsequent octet, followed by bits 7 to 1 of the second subsequent octet, followed

in turn by bits 7 to 1 of each further octet, up to and including the last subsequent octet in the identifier
octets shall be the encoding of an unsigned binary integer equal to the tag number, with bit 7 of the first
subsequent octet as the most significant bit;

c) hits7to1 of thefirst subsequent octet shall not all be zero.

8.1.2.4.3 Figure 4 illustrates the form of the identifier octets for atype with atag whose number is greater than 30.

P Subsequent octets -
Leading octet 2nd octet Last octet
< > ——> “—
Class (PCc| 1 1 1 1 1 1 1 1 0
+ + | | + +
= Number of tag X.690_F4
Figure 4 —Identifier octets (high tag number)
8.1.25 Bit 6 shal be set to zero if the encoding is primitive, and shall be setde,one if the encoding is constfucted.
NOTE + Subsequent subclauses specify whether the encoding is primitive or constructed for each type.
8.1.2.6 I[TU-T Rec. X.680 | ISO/IEC 8824-1 specifies that the tag of\d type defined using the CHO CE keyvord takes

the value qf the tag of the type from which the chosen data value istaken.

8.1.2.7

"ObjectCl
field. Thi
value of t

8.1.3
8131

8.1.3.2

8.1.33

I[TU-T Rec. X.681 | ISO/IEC 8824-2, 14.2 and 14.4, specifies that the tag of a type def|ned using
gssFieldType" is indeterminate if it is a type field, ‘a variable-type value field, or a variable-typg value set
type is subsequently defined to be an ASN.1\type, and the complete encoding is then identical {o that of a
e assigned type (including the identifier octets).

ength octets

wo forms of length octets are specified. These are:
) thedefinite form (see 8.1.3.3); and
) theindefinite form (see 871.3.6).

A sender shall:
q) usethe definite form (see 8.1.3.3) if the encoding is primitive;

) use eithefthe definite form (see 8.1.3.3) or the indefinite form (see 8.1.3.6), a sender's option, if the
encoding is constructed and all immediately available;

) usetheindefinite form (see 8.1.3.6) if the encoding is constructed and is not all immediately ayailable.

number of

octets in theomta ; - 's option.

8134

In the short form, the length octets shall consist of a single octet in which bit 8 is zero and bits 7 to 1 encode

the number of octets in the contents octets (which may be zero), as an unsigned binary integer with bit 7 as the most
significant bit.

EXAMPLE

8.1.35

L = 38 can be encoded as 00100110,

In the long form, the length octets shall consist of an initial octet and one or more subsequent octets. The

initial octet shall be encoded as follows:

a) hit 8 shal beone;
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b) bits 7 to 1 shall encode the number of subsequent octets in the length octets, as an unsigned binary
integer with bit 7 as the most significant bit;

c) thevalue 11111111, shall not be used.

NOTE 1 - Thisrestriction isintroduced for possible future extension.

Bits 8 to 1 of the first subsequent octet, followed by bits 8 to 1 of the second subsequent octet, followed in turn by bits
8 to 1 of each further octet up to and including the last subsequent octet, shall be the encoding of an unsigned binary
integer equal to the number of octets in the contents octets, with bit 8 of the first subsequent octet as the most
significant bit.

EXAMPLE

L = 201 can be encoded as:

10000001,

11001001,

NOTE 2 — Inthe long form, it is a sender's option whether to use more length octets than the minimum necessary:

8.1.3.6 [Kor the indefinite form, the length octets indicate that the contents octets are terminated by end-pf-contents
octets (se€]8.1.5), and shall consist of asingle octet.

8.1.3.6.1 The single octet shall have bit 8 set to one, and bits 7 to 1 set to zero.

8.1.3.6.2 Iff this form of length is used, then end-of-contents octets (see 8.1.5) sshall be present in the¢ encoding
following the contents octets.

8.14 Contentsoctets

The contents octets shall consist of zero, one or more octets, and shall encode the data value as specified in pubsequent
clauses.

NOTE + The contents octets depend on the type of the data value; subSgquent clauses follow the same sequence as the definition
of typeqin ASN.1.

8.15 [End-of-contents octets

The end-of-contents octets shall be present if the length'is encoded as specified in 8.1.3.6, otherwise they ghall not be
present.

The end-of-contents octets shall consist of two zero octets.

NOTE + The end-of-contents octets can be considered as the encoding of a value whose tag is universal class, whose form is
primitivie, whose number of the tag is zero,@nd whose contents are absent, thus:

End-of-contents Length Contents
0046 0046 Absent
8.2 Encoding of ‘aboolean value
8.21 The encading of a boolean value shall be primitive. The contents octets shall consist of a single octet.
8.2.2 1( thelboolean valueis:
ALSE

the octet shall be zero.

If the boolean valueis
TRUE

the octet shall have any non-zero value, as a sender's option.

EXAMPLE
If of type BOOLEAN, the value TRUE can be encoded as:

Boolean Length Contents

0146 0146 FFig
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8.3 Encoding of an integer value
831 The encoding of an integer value shall be primitive. The contents octets shall consist of one or more octets.

8.3.2 If the contents octets of an integer value encoding consist of more than one octet, then the bits of the first
octet and bit 8 of the second octet:

a) shall not al be ones; and

b) shal not al be zero.
NOTE — These rules ensure that an integer value is aways encoded in the smallest possible number of octets.

8.3.3 The contents octets shall be a two's complement binary number equal to the integer value, and consisting of
bits 8 to 1 of the first octet, followed by bits 8 to 1 of the second octet, followed by bits 8 to 1 of each octet in turn up to
and including the last octet of the contents octets.
NOTE — The value of atwo's compl ement bi nary number is derlved by numberl ng the bitsi in the contents octets, startl ng with bit
1 of th : value of 2N,
where Nl is |ts position in the above numberl ng sequence The value of the twos complement binary number I's)pbtained by
summiryg the numerical values assigned to each bit for those bits which are set to one, excluding bit 8 of the firstoctet, and then
reducing this value by the numerical value assigned to bit 8 of the first octet if that bit is set to one.

84 Encoding of an enumerated value

The encod|ng of an enumerated value shall be that of the integer value with which it is assaciated.
NOTE + It is primitive.

8.5 Encoding of areal value

851 he encoding of areal value shal be primitive.

8.5.2 Iff the real valueisthe value plus zero, there shall be no contents octets in the encoding.
8.5.3 Iff the real valueis the value minus zero, then it shall be.encoded as specified in 8.5.9.

854 ffor a non-zero real value, if the base of the abstract\walue is 10, then the base of the encoded valpe shall be
10, and if fhe base of the abstract value is 2 the base of the-ehcoded value shall be 2, 8 or 16 as a sender's option.

855 If the real value is non-zero, then the base used for the encoding shall be B' as specified in 8.5.4. |f B'is2, 8
or 16, a bihary encoding, specified in 8.5.7, shall be-used. If B' is 10, a character encoding, specified in 8.5(8, shall be
used.
85.6 Bit 8 of the first contents octet shall-be set as follows:

a) if bit 8 =1, then the binary*encoding specified in 8.5.7 applies;

lo) if bit 8=0and hit %= 0, then the decimal encoding specified in 8.5.8 applies;
¢) if bit8=0andbit 7 =1, then either a"SpeciaRealValue" (see ITU-T Rec. X.680 | ISO/IEC|8824-1) or
the value minusizero is encoded as specified in 8.5.9.
857 Vhen binary jencoding is used (bit 8 = 1), then if the mantissa M is non-zero, it shall be repregented by a
sign S, appsitive infeger value N and a binary scaling factor F, such that:
M=SxNx2F
0<F<4
S=+lor-1

NOTE — The binary scaling factor F is required under certain circumstances in order to align the implied point of the mantissato
the position required by the encoding rules of this subclause. This alignment cannot always be achieved by modification of the
exponent E. If the base B' used for encoding is 8 or 16, the implied point can only be moved in steps of 3 or 4 hits, respectively,
by changing the component E. Therefore, values of the binary scaling factor F other than zero may be required in order to move
the implied point to the required position.

8.5.7.1 Bit 7 of thefirst contents octets shall be 1 if Sis—1 and 0 otherwise.

8.5.7.2 Bits6to5 of thefirst contents octets shall encode the value of the base B' as follows:
Bits6to 5 Base
00 base 2
01 base 8
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10 base 16
11 Reserved for further editions of this Recommendation | International Standard.

8.5.7.3 Bits 4 to 3 of the first contents octet shall encode the value of the binary scaling factor F as an unsigned
binary integer.
8.5.7.4 Bits2to 1 of thefirst contents octet shall encode the format of the exponent as follows:

a) if bits 2 to 1 are 00, then the second contents octet encodes the value of the exponent as a two's
complement binary number;

b) if bits2to 1 are 01, then the second and third contents octets encode the value of the exponent as atwo's
complement binary number;

c) if bits2to 1 are 10, then the second, third and fourth contents octets encode the value of the exponent as
atwo's complement binary number;

) 1T bitsZ2to 1 are 171, then the second contents octet encodes the number of octets, X say, (as ah unsigned
binary number) used to encode the value of the exponent, and the third up to the (X plus3)®|(inclusive)
contents octets encode the value of the exponent as a two's complement binary number; the value of X
shall be at least one; the first nine bits of the transmitted exponent shall not be all zexros or al gnes.

8.5.7.5 Theremaining contents octets encode the value of the integer N (see 8.5.7) as an unsigned binary number.

NOTE [L — For non-canonical BER there is no requirement for floating point normalization of.'\the mantissa. This allows an
implemgntor to transmit octets containing the mantissa without performing shift functions-on the mantissa in merpory. In the
Canoni¢al Encoding Rules and the Distinguished Encoding Rules normalization is specified’and the mantissa (unjless it is 0)
needs tq be repeatedly shifted until the least significant bitisa 1.

NOTE 2 — This representation of real numbers is very different from the formats pormally used in floating point hardware, but
has been designed to be easily converted to and from such formats (see Annex C).

8.5.8 Vhen decimal encoding is used (bits 8 to 7 = 00), al the contents octets following the first contents octet
form afield, as the term is used in 1SO 6093, of a length chosen by-the sender, and encoded according to|I SO 6093.
The choicg of 1SO 6093 number representation is specified by bits©to’1 of the first contents octet as follows

its6tol  Number representation

0 0001 SO 6093 NR1 form
0 0010 SO 6093 NR2 form
0 0011 SO 6093 NR3 form

The remaiing values of bits 6 to 1 are reserved for further editions of this Recommendation | International Sfandard.

There shal| be no use of scaling factors specified in accompanying documentation (see SO 6093).

NOTE 1 — The recommendations in IS0 '6093 concerning the use of at least one digit to the left of the decimal njark are also
recomirlended in this Recommendation [International Standard, but are not mandatory.

NOTE 2 — Use of the normalized:farm (see | SO 6093) is a sender's option, and has no significance.

8.5.9 \Vhen "SpecialRedVValues' or minus zero are to be encoded (bits 8 to 7 = 01), there shall bg only one
contents ogtet, with valuesias follows:

(1000000 ValueisPLUS- | NFI NI TY
(100000% VaueisM NUS- I NFI NI TY
(01000010  Valueis NOT- A- NUVBER
1000011 Vauels minus zero

All other values having bits 8 and 7 equal to 0 and 1 respectively are reserved for addenda to this Recommendation |
International Standard.

8.6 Encoding of a bitstring value

8.6.1 The encoding of a bitstring value shall be either primitive or constructed at the option of the sender.

NOTE — Where it is necessary to transfer part of a bit string before the entire bitstring is available, the constructed encoding is
used.

8.6.2 The contents octets for the primitive encoding shall contain an initial octet followed by zero, one or more
subsequent octets.
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8.6.2.1 The bits in the bitstring value, commencing with the leading bit and proceeding to the trailing bit, shall be
placed in bits 8 to 1 of the first subsequent octet, followed by bits 8 to 1 of the second subsequent octet, followed by
bits 8 to 1 of each octet in turn, followed by as many bits as are needed of the final subsequent octet, commencing with
bit 8.

NOTE — The terms "leading bit" and "trailing bit" are defined in ITU-T Rec. X.680 | ISO/IEC 8824-1, 22.2.

8.6.2.2 Theinitia octet shall encode, as an unsigned binary integer with bit 1 as the least significant bit, the number
of unused bitsin the final subsequent octet. The number shall be in the range zero to seven.

8.6.2.3 If the bitstring is empty, there shall be no subsequent octets, and the initial octet shall be zero.

8.6.24 Where ITU-T Rec. X.680 | ISO/IEC 8824-1, 22.7, applies a BER encoder/decoder can add or remove trailing
0 bitsfrom the value.

NOTE - If abitstring value has no 1 bits, then an encoder (as a sender's option) may encode the value with alength of 1 and with
aninitial octet set to 0 or may encode it as a bit string with one or more 0 bits following the initial octet.

8.6.3 The contents octets for the constructed encoding shall consist of zero, one, or more nested encodings.

NOTE t Each such encoding includes identifier, length, and contents octets, and may include end-of-contents ogtets if it is
construgted.

8.6.4 To encode a hitstring value in this way, it is segmented. Each segment shall consist af-a series of donsecutive
bits of the|value, and with the possible exception of the last, shall contain a number of bits which is a multiple of eight.
Each bit ir) the overall value shall be in precisely one segment, but there shall be no signifieance placed on the segment
boundaries.

NOTE + A segment may be of size zero, i.e. contain no bits.

8.6.4.1 HKach encoding in the contents octets shall represent a segment of thereverall bitstring, the encoding arising
from a reqursive application of this subclause. In this recursive applicationy€ach segment is treated as if it were a
bitstring velue. The encodings of the segments shall appear in the contents octets in the order in which their pits appear
in the overjdl value.

NOTE [L — As a consequence of this recursion, each encoding in thie contents octets may itself be primitive or ponstructed.
Howevgr, such encodings will usually be primitive.

NOTE 2 — In particular, the tags in the contents octets are alwaySiniversal class, number 3.
8.6.42 [HKExample

If of type BI T STRI NG, the value' 0A3B5F291CD H:ean be encoded as shown below. In this example, the bit string is
representefl as a primitive:

BitString Length Contents

0316 0716 040A3B5F291CDO04

The valug| shown above can @'so be encoded as shown below. In this example, the hit string is repregented as a
constructof:

BitS{ring Length Contents
236 8046 BitString Length Contents
03¢ 03:¢ 000A3B ¢
0346 0546 045F291CDO0; g EOC Length
0016 0016

8.7 Encoding of an octetstring value

8.7.1 The encoding of an octetstring value shall be either primitive or constructed at the option of the sender.
NOTE — Where it is necessary to transfer part of an octet string before the entire octetstring is available, the constructed
encoding is used.

8.7.2 The primitive encoding contains zero, one or more contents octets equal in value to the octets in the data
value, in the order they appear in the data value, and with the most significant bit of an octet of the data value aligned
with the most significant bit of an octet of the contents octets.
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8.7.3 The contents octets for the constructed encoding shall consist of zero, one, or more encodings.

NOTE — Each such encoding includes identifier, length, and contents octets, and may include end-of-contents octets if it is
constructed.

8.7.3.1 To encode an octetstring value in this way, it is segmented. Each segment shall consist of a series of

consecutiv

e octets of the value. There shall be no significance placed on the segment boundaries.

NOTE — A segment may be of size zero, i.e. contain no octets.

8.7.3.2 Each encoding in the contents octets shall represent a segment of the overall octetstring, the encoding arising
from a recursive application of this subclause. In this recursive application, each segment is treated as if it were a
octetstring value. The encodings of the segments shall appear in the contents octets in the order in which their octets
appear in the overall value.
NOTE 1 — As a consequence of this recursion, each encoding in the contents octets may itself be primitive or constructed.
However, such encodings will usually be primitive.

NOTE 2 —In particular, the tags in the contents octets are always universal class, number 4

8.8 B
8.8.1

8.8.2 i
NOTE -

EXAMP
If of type )

)
(

8.9 E
891

8.9.2 T
the ASN.]
referenced

8.9.3 i
OPTI ONAL
appearanc

EXAMP
If of type:

g

the value:
{

Encoding of a null value

The encoding of anull value shall be primitive.

[he contents octets shall not contain any octets.
- The length octet is zero.

| E

WULL, the NULL value can be encoded as:
Null  Length
516 0016

Fncoding of a sequence value

The encoding of a sequence value shall be construeted.

[he contents octets shall consist of the complete encoding of one data value from each of the typ

with the keyword CGPTI ONAL or the keyiword DEFAULT.

[he encoding of a data value may, but need not, be present for a type which was referenced with th

b of the type in the ASN. 1 définition.
| E

EQUENCE {nanme |A5String, ok BOCOLEAN}

can be enc

Es listed in

definition of the sequence type, in the-order of their appearance in the definition, unless the¢ type was

e keyword

or the keyword DEFAULT. If (present, it shall appear in the encoding at the point corresponding to the

namé ;" Snith", ok TRUE}

nded as:

Sequence Length Contents

3045 0A 6
|A5String Length Contents
1646 0546 "Smith"
Boolean Length Contents
0146 0146 FFis

8.10 Encoding of a sequence-of value

8.10.1 Theencoding of a sequence-of value shall be constructed.

8.10.2 The contents octets shall consist of zero, one or more complete encodings of data values from the type listed
in the ASN.1 definition.

10
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8.10.3 The order of the encodings of the data values shall be the same as the order of the data values in the
sequence-of value to be encoded.

8.11 Encoding of a set value
8.11.1 Theencoding of aset value shall be constructed.

8.11.2 The contents octets shall consist of the complete encoding of a data value from each of the types listed in the
ASN.1 definition of the set type, in an order chosen by the sender, unless the type was referenced with the keyword
OPTI ONAL or the keyword DEFAULT.

8.11.3 Theencoding of a data value may, but need not, be present for a type which was referenced with the keyword
OPTI ONAL or the keyword DEFAULT.

NOTE — The order of datavaluesin a set value is not significant, and places no constraints on the order during transfer.

8.12 Encoding of a set-of value

8.12.1 Theencoding of a set-of value shall be constructed.

8.12.2 Thetext of 8.10.2 applies.

8.12.3 The order of datavalues need not be preserved by the encoding and subsequent decoding.

8.13 Encoding of a choice value

The encod|ng of a choice value shall be the same as the encoding of a value of the-chosen type.
NOTE 1 — The encoding may be primitive or constructed depending on the chosen type.

NOTE 2 — The tag used in the identifier octets is the tag of the chosen type, as specified in the ASN.1 definition df the choice
type.

8.14 Encoding of a value of a prefixed type

8.14.1 the prefixed type is an "EncodingPrefixedType", then the encoding is that of the "Type' in the
"EncodingPrefixedType". If the prefixed typeisa"TaggedType", then the following subclauses apply.
8.14.2 he encoding of atagged value shall be-derived from the complete encoding of the corresponding|data value

of the typd appearing in the "TaggedType" notation (called the base encoding) as specified in 8.14.3 and 8.14.4.
8.14.3 Iff implicit tagging (see ITU-T Rec. X.680 | ISO/IEC 8824-1, 31.2.7) was not used in the definition of the

8.14.4 Iff implicit tagging was used i the definition of the type, then:

the encoding shallibe constructed if the base encoding is constructed, and shall be primitive|otherwise;
and

the contents'octets shall be the same as the contents octets of the base encoding.

EXAMPLE
With ASN| 1 typedefinitions (in an explicit tagging environment) of:
ypel ::= VisibleString

Type2 ::= [APPLI CATION 3] IMPLICIT Typel
Type3 ::=[2] Type2
Typed ::= [APPLICATION 7] IMPLICT Type3
Type5 ::=[2] IMPLICT Type2

avalue of:
"Jones"

is encoded as follows:
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For Typel:
VisibleString Length Contents
1A 0545 4ABF6EB57346
For Type2:
[Application 3] Length Contents
4345 0546 4ABF6EB573 4
For Type3:
[2] Length Contents
A2 0746
[APPLICATION 3] Length Contents
4345 0546 AAB6F6EB57316
or Type4:
pplication 7]  Length Contents
716 0716
[APPLICATION 3] Length Contents
435 0546 AABFBEB573 4
or Type5:
] Length Contents
216 0546 4ABF6EB573 16
8.15 Encoding of an open type
The value|of an open type is adso a value of some (other) ASN.Ltype. The encoding of such a value shall be the
complete @ncoding herein specified for the value considered as beifig of that other type.
8.16 Encoding of an instance-of value
8.16.1 The encoding of the instance-of type shall be:the BER encoding of the following sequence type with the
value as syjecified in 8.16.2:
[JUNI VERSAL 8] | MPLI Ol T SEQUENCEY{
type-id <Def isnedoj ect G ass>. & d,
value [0] EXPLNEI T <Defi ned(bj ect d ass>. &Type
}
where "<DefinedObjectClass>" is replaced by the particular "DefinedObjectClass' used in the "InstanceOf Type'
notation.
NOTE + When the value isa yalue of asingle ASN.1 type and BER encoding is used for it, the encoding of this type isidentical
to an erfcoding of a corresponding value of the external type, where the synt ax alternative isin use for representing|the abstract
value.
8.16.2 The valué of the components of the sequence type in 8.16.1 shall be the same as the vallies of the
corresponding components of the associated type in ITU-T Rec. X.681 | ISO/IEC 8824-2, C.7.
8.17

8.17.1 The encoding of avaue of the embedded-pdv type shall be the BER encoding of the type as defined in 36.5 of
ITU-T Rec. X.680 | ISO/IEC 8824-1.

8.17.2 The contents of the dat a-val ue OCTET STRI NG shall be the encoding of the abstract data value of the
embedded-pdv type [see 36.3 @) in ITU-T Rec. X.680 | ISO/IEC 8824-1] using the identified transfer syntax, and the value

of all other

fields shall be the same as the values appearing in the abstract value.

8.18 Encoding of a value of the external type

8.18.1 The encoding of a value of the external type shall be the BER encoding of the following sequence type,
assumed to be defined in an environment of EXPLI CI T TAGS, with a value as specified in the subclauses below:

12
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[ UNI VERSAL 8] | MPLICI T SEQUENCE {

di rect-reference OBJECT | DENTI FI ER OPTI ONAL,

i ndi rect-reference | NTEGER OPTI ONAL,

dat a- val ue-descri pt or Ohj ect Descri ptor OPTI ONAL,

encodi ng CHO CE {

si ngl e- ASN1-t ype [ 0] ABSTRACT- SYNTAX. &Type,
octet-aligned [1] IMPLICIT COCTET STRI NG
arbitrary [2] IMPLICIT BIT STRRNG } }

NOTE — This sequence type differs from that in ITU-T Rec. X.680 | ISO/IEC 8824-1 for historical reasons.

8.18.2 The vaue of the fields depends on the abstract value being transmitted, which is a value of the type specified
in 36.5 of ITU-T Rec. X.680 | ISO/IEC 8824-1.

8.18.3 The dat a-val ue-descri ptor above shall be present if and only if the dat a- val ue- descriptor is
present in the abstract value, and shall have the same value.

8.18.4 VYauUssOf diTtect-rererence andindirect-T el er ence apove shat De present or absent i gccordance
with Tablg 2. Table 2 maps the external type alternatives of i denti fi cati on defined in ITU-T Rec. X:68( | ISO/IEC
8824-1, 34.5, to the externa type componentsdi r ect - r ef er ence andi ndi r ect - r ef er ence defiped’in 8/18.1.

Table 2 — Alternative encodings for " identification"

identification direct-reference indirect-reference
syntaxes *** CANNOT OCCUR *** *** CANNOT OCCUR ***
syntax syntax ABSENT
presentatipn-context-id ABSENT presentation-context-id
context-nggotiation transfer-syntax presentation-context-id
transfer-syntax *** CANNOT OCCUR *** *** CANNOT OCCUR ***
fixed *** CANNOT OCCUR *** *** CANNOT OCCUR ***

8.18.5 The data value shall be encoded according to the transfer syntax identified by the encoding, ad shall be
placed in gn aternative of the encodi ng choice as specifiedbelow.

8.18.6 Iff the datavalue isthe value of asingle ASN:1 data type, and if the encoding rules for this data value are one
of those specified in this Recommendation | Interfiational Standard, then the sending implementation shall fuse any of
the encodi ng choices:

+ singl e- ASN1-t ype;
+ octet-aligned;

+ arbitrary.
as an impleémentation option,

8.18.7 Iff the encoding.of ‘the data value, using the agreed or negotiated encoding, is an integral humbey of octets,
then the sgnding implémentation shall use any of the encodi ng choices:

+ octet-al i gned;

+ ZJarbitrary.

as an implementation option.

NOTE — A data value which is a series of ASN.1 types, and for which the transfer syntax specifies simple concatenation of the
octet strings produced by applying the ASN.1 Basic Encoding Rules to each ASN.1 type, falls into this category, not that of
8.18.6.

8.18.8 If the encoding of the data value, using the agreed or negotiated encoding, is not an integral number of octets,
the encodi ng choice shall be:

— arbitrary.
8.18.9 If the encodi ng choice is chosen as si ngl e- ASNL- t ype, then the ASN.1 type shall replace the open type,

with avalue equal to the data value to be encoded.

NOTE — The range of values which might occur in the open type is determined by the registration of the object identifier value
associated with thedi r ect - r ef er ence, and/or the integer value associated with thei ndi r ect - r ef er ence.
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8.18.10 If the encodi ng choice is chosen as oct et - al i gned, then the data value shall be encoded according to the
agreed or negotiated transfer syntax, and the resulting octets shall form the value of the octetstring.

8.18.11 If theencodi ng choiceischosen asar bi t rary, then the data value shall be encoded according to the agreed
or negotiated transfer syntax, and the result shall form the value of the bitstring.

8.19 Encoding of an object identifier value
8.19.1 Theencoding of an object identifier value shall be primitive.

8.19.2 The contents octets shall be an (ordered) list of encodings of subidentifiers (see 8.19.3 and 8.19.4)
concatenated together.

Each subidentifier is represented as a series of (one or more) octets. Bit 8 of each octet indicates whether it isthelast in
the series: bit 8 of the Iast octet |s zexo; b|t 8 of each precedmg octet is one. BItS 7 to 1 of the octets |n the series
collectivelyar Y X Y

ifiler shall be encoded in the fewest possible octets, that is, the leading octet of the subidentifies shgl not have
the value §04.

8.19.3 The number of subidentifiers (N) shall be one less than the number of object identifier components in the
object identifier value being encoded.

8.19.4  The numerical value of the first subidentifier is derived from the values of jthe first two objeqt identifier
componenis in the object identifier value being encoded, using the formula:

(X*40) + Y

where X 1s the value of the first object identifier component and Y isythe value of the second object identifier
component.

NOTE ¢ This packing of the first two object identifier components recognizes that only three values are allocated ffom the root
node, and at most 39 subsequent values from nodes reached by X =0.and X = 1.

8.19.5 Thenumerical value of theith subidentifier, (2 <i <'N) isthat of the (i + 1)th object identifier component.

EXAMPLE

An OBJECT | DENTI FI ERvalue of:
{ioint-iso-itu-t 100 3}
which isthe sameas:

{2 100 3}

has afirst pubidentifier of 180 ang-asecond subidentifier of 3. The resulting encoding is:

OBJIECT
IDENTIFIER Length Contents
1616 0316 81340314
8.20
NOTE

components (after the second) inan Obj ect identifier.
8.20.1 Theencoding of arelative object identifier value shall be primitive.

8.20.2 The contents octets shall be an (ordered) list of encodings of sub-identifiers (see 8.20.3 and 8.20.4)
concatenated together. Each sub-identifier is represented as a series of (one or more) octets. Bit 8 of each octet indicates
whether it isthe last in the series: hit 8 of the last octet is zero; bit 8 of each preceding octet is one. Bits 7-1 of the octets
in the series collectively encode the sub-identifier. Conceptually, these groups of bits are concatenated to form an
unsigned binary number whose most significant bit is bit 7 of the first octet and whose least significant bit is bit 1 of the
last octet. The sub-identifier shall be encoded in the fewest possible octets, that is, the leading octet of the sub-identifier
shall not have the value 801¢.

8.20.3 The number of sub-identifiers (N) shall be equal to the number of object identifier arcs in the relative object
identifier value being encoded.
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8.20.4 The numerica value of the ith sub-identifier (1 <i < N) isthat of the ith object identifier arc in the relative

object identifier value being encoded.

8.20.5 EXAMPLE - A relative object identifier value of:
{8571 3 2}

has sub-identifiers of 8571, 3, and 2. The resulting encoding is:
RELATIVE OID Length Contents
0D16 0416 C27B03021¢

8.21 Encoding of an OID internationalized resource identifier value

8.21.1 Theencoding of an OID internationalized resource identifier value shall be primitive.

8.21.2 he contents octets shall be the UTF8 encoding (see | SO/IEC 10646, Annex D) of the charactersin
itemsin the XML value notation (see ITU-T Rec. X.680 | ISO/IEC 8824-1, 34.3) for the OID internationaliz
identifier type, with no white-space between the encoding of lexical items. Announcers and escape'seguend|
be used, arld each character shall be encoded in the smallest number of octets available for that character.

8.22 ncoding of arelative OID internationalized resource identifier value

8.22.1 he encoding of ardative OID internationalized resource identifier value shaltbe primitive.

8.22.2 he contents octets shall be the UTF8 encoding for the characters of the lexical items in the
notation (3ee ITU-T Rec. X.680 | ISO/IEC 8824-1, 35.3) for the relative OID.jinternationalized resource ider

with no white-space between the encoding of lexical items.

the lexical
bd resource
bs shall not

ML value
tifier type,

8.23 ncoding for values of therestricted character string types
8.23.1 he data value consists of a string of characters from the'character set specified in the ASN.1 type glefinition.
8.23.2 ach data value shall be encoded independently of/other data values of the same type.
8.23.3 ach character string type shall be encoded asiif it had been declared:
[[TUNI VERSAL x] I MPLICIT OCTET STREING
where x is the number of the universa class tag assigned to the character string type in ITU-T Rec. X.680 |

ISO/IEC 8824-1. The value of the octet stringis specified in 8.23.4 and 8.23.5.

8.23.4 here a character string type’is specified in ITU-T Rec. X.680 | ISO/IEC 8824-1 by direct refey
enumerating table (Nureri cString and Print abl eStri ng), the value of the octet string shall be that g
8.23.5for pVi si bl eSt ri ng typewith the same character string value.

8.23.5 or restricted charaeter strings apart from Uni ver sal Stri ng and BVPSt ri ng, the octet string sh
the octets ppecified inASO/IEC 2022 for encodings in an 8-bit environment, using the escape sequence an
istered ipnaccordance with | SO/IEC 2375.

n escape sequence shall not be used unless it is one of those specified by one of the registratid
used to definéthe character string type in ITU-T Rec. X.680 | ISO/IEC 8824-1.

ence to an
pecified in

all contain
J character

n numbers

8.23.5.2 At the start of each string, certain registration numbers shall be assumed to be designated as GO
and/or C1, and invoked (using the terminology of 1SO/IEC 2022). These are specified for each typein Table
with the assumed escape segquence they imply.

and/or CO
3, together

ITU-T Rec. X.690 (11/2008) 15


https://iecnorm.com/api/?name=599109d4a0c582b625dcb26312719195

| SO/IEC 8825-1:2008 (E)

Table 3 — Use of escape sequences

Assumed GO Assumed CO& C1 Assumed escape -
Type (Registration (Registration sequence(s) Expllcl::;n&gcezpe
number) number) and locking shift Sgl]owed’>
(where applicable) ’

NunericString 6 None ESC 2/8 4/2 LSO No

PrintableString 6 None ESC 2/8 4/2 LSO No

Tel etexString 102 106 (CO) ESC 2/8 7/5LS0 Yes
(Télstring) 107 (C1) ESC 2/1 4/5
ESC 2/2 4/8

Vi deot exStri ng 102 1(CO) ESC 2/8 7/5 L0 Yes
73(C1) ESC 2/1 4/0
ESC 2/2 4/1

Vi si bl eString 6 None ESC 2/8 4/2 LSO No

(1SCg46St ri ng)

| ABString 6 1(C0) ESC 2/8 4/2 LSO No
ESC 2/1 4/0

G aphicString 6 None ESC 2/8 4/2 LSO es

CGenefal String 6 1(CO) ESC 2/8 4/2 LSO es
ESC 2/1 4/0

NOTE — Miany of the commonly used characters (for example, A-Z) appear in a number.af*character repertoires with individual
registratiofh numbers and escape sequences. Where ASN.1 types allow escape sequenees,.a number of encodings may pe possible

for apartid

ular character string (see also 7.3).

8.23.5.3 Certain character string types shall not contain explicit escape sequences in their encodings; in al gther cases,
any escape sequence allowed by 8.23.5.1 can appear at any time, including at the start of the encoding. Tabl¢ 3 lists the
types for which explicit escape sequences are allowed.
8.23.5.4 Announcers shall not be used unless explicitly permitted by the user of ASN.1.
NOTE t The choice of ASN.1 type provides a limited form-of announcer functionality. Specific application prgtocols may
choose {o carry announcersin other protocol elements, or tospecify in detail the manner of use of announcers.
EXAMPLE
With the ASN.1 type definition:
Name ::= VisibleString
avaue
"1Jones"
can be encpded (primitive form) as.
isibleString Length Contents
1A46 0516 4A6F6EB57314
or (constryctor form, definite length) as:
isibleString Length Contents
OctetString Length Contents
0446 0345 4A6F6E 6
OctetString Length Contents
0446 0216 657316
or (constructor form, indefinite length) as:
VisibleString Length Contents
3A16 8016
OctetString Length Contents
0446 0346 4AB6F6E 16
OctetString Length Contents
0446 0216 657316

16

ITU-T Rec. X.690 (11/2008)



https://iecnorm.com/api/?name=599109d4a0c582b625dcb26312719195

| SO/IEC 8825-1:2008 (E)

EOC Length
0016 001

8.23.6  The above example illustrates three of the (many) possible forms available as a sender's option. Receivers are
required to handle al permitted forms (see 7.3).

8.23.7  For the Uni ver sal Stri ng type, the octet string shall contain the octets specified in ISO/IEC 10646, using
the 4-octet canonical form (see 13.2 of ISO/IEC 10646). Signatures shall not be used. Control functions may be used
provided they satisfy the restrictions imposed by 8.23.9.

8.23.8 For the BWPSt ri ng type, the octet string shall contain the octets specified in ISO/IEC 10646, using the
2-octet BMP form (see 13.1 of ISO/IEC 10646). Signatures shall not be used. Control functions may be used provided
they satisfy the restrictions imposed by 8.23.9.

8.23.9 The C0O and C1 control functions of 1SO/IEC 6429 may be used with the following exceptions.
NOTE = T:IC E:l‘fu,t uf t: ﬁa aubb:au:r; iatu a”uvv t: T ua&fu: contt u: fw mﬁ\.n S Dub:l asS LF, CR, TAB, et\,., VV:I;:C fu blddlng the
use of escapes to other character sets.
NOTE 2 — The C0 and C1 control functions are each encoded in two octets for BMPString and four for UnivefsalString.

a) Announcer escape sequences defined in I1SO/IEC 2022 shall not be used.

NOTE 3 — The assumed character coding environment is | SO/IEC 10646.

b)) Designating or identifying escape sequences defined in ISO/IEC 2022 shall not be used, including thg identifying
escape sequences permitted by 1SO/IEC 10646, 17.2 and 17.4.

NOTE 4 — ASN.1 alows the use of the PermittedAlphabet subtype notation to select the set|of alowed
characters. PermittedAlphabet is also used to select the level of implementation of ISO/IEC 10646. [BMPSt ri ng
is always used for the two-octet form and Uni ver sal St ri ng for the four-octet form.

c) Invoking escape sequence or control sequences of ISO/IEC 2022 shallinot-be used, such as SHIFT IN [SI), SHIFT
OUT (S0), or LOCKING SHIFT FOR G3 (SS3)

The coding shall conform to ISO/IEC 10646 and remain in that codé Set.
e) Control sequences for identifying subsets of graphic characters-according to 1SO/IEC 10646, 16.3, shall ngt be used.

NOTE 5 — ASN.1 applications use subtyping to indicate sibsets of the graphic characters of |SO/IEE 10646 and
to select the ISO/IEC 10646 cells that correspond te'the control characters of 1SO/IEC 6429.

f)] The escape sequences of |SO/IEC 10646, 16.5, shall nat-be used to switch to ISO/IEC 2022 codes.

8.23.10 HKor the UTF8St ri ng type, the octet string shiallcontain the octets specified in 1SO/IEC 10646, Annex D.
Announceifs and escape sequences shall not be used, and each character shall be encoded in the smallest numbgr of octets
availablefr that character.

8.24 Encoding for values of the unrestricted character string type

8.24.1 Theencoding of avaue of theunrestricted character string type shall be the BER encoding of the typé as defined
in44.5 of ITU-T Rec. X.680 | ISO/IEC.8824-1.

8.24.2  The contents of the st ri.ng- val ue OCTET STRI NG shall be the encoding of the abstract character $tring value
of the unrgstricted character string type [see 44.3 @) of ITU-T Rec. X.680 | ISO/IEC 8824-1] using the identified character
transfer syintax, and the value of all other fields shall be the same as the values appearing in the abstract value.

8.25 Encodingfor values of the useful types

The following {useful types' shall be encoded as if they had been replaced by their definitions given in clduses 46-48
of ITU-T Re€ X680 | ISO/IEC 8824-1:

— generalized lime;

—  universa time;
—  Object descriptor.

8.26 Encoding for values of the TI ME type and the useful time types

8.26.1 Encoding for values of the TI ME type
NOTE — The defined time types are subtypes of the TI ME type, with the same tag, and have the same encoding as the TI ME type.

8.26.1.1 The encoding of the TI ME type shall be primitive.

8.26.1.2 The contents octets shall be the UTF-8 encoding of the value notation, after the removal of initia and final
QUOTATION MARK (34) characters.
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8.26.2 Encoding for values of the DATE type
8.26.2.1 The encoding of the DATE type shall be primitive.

8.26.2.2 The contents octets shall be the UTF-8 encoding of the value notation, after the removal of initia and final
QUOTATION MARK (34) characters and all HY PHEN-MINUS (45) characters.

8.26.3 Encoding for values of the TI ME-OF-DAY type
8.26.3.1 The encoding of the TI ME- OF- DAY type shall be primitive.

8.26.3.2 The contents octets shall be the UTF-8 encoding of the value notation, after the removal of initia and final
QUOTATION MARK (34) characters and all COLON (58) characters.

8.26.4 Encoding for values of the DATE-TI ME type

8264 1 Tl PUH £ 4l AT T Ak laall lo H ks
. B IMETIICUUIMTIY U UTC DATE TT IVE 1Ty T JldT VT Ui ve,

8.26.4.2 The contents octets shall be the UTF-8 encoding of the value notation, after the removal of-initigl and final
QUOTAT|ON MARK (34) characters, all HYPHEN-MINUS (45) characters, al COLON (58) charactefs, and the
LATIN CAPITAL LETTER T character.

8.26.5 Kncoding for values of the DURATI ONtype
8.26.5.1 The encoding of the DURATI ON type shall be primitive.

8.26.5.2 The contents octets shall be the UTF-8 encoding of the value notation, ‘after the removal of initigl and final
QUOTAT|ON MARK (34) charactersand the LATIN CAPITAL LETTER P character.

9 Canonical encoding rules

The encoding of a data values employed by the canonical encoding rules is the basic encoding described in clause 8,
together wjth the following restrictions and those also listed in clause 11.

9.1 [ ength forms

If the encading is constructed, it shall employ the indefinite length form. If the encoding is primitive, it shall |nclude the
fewest lengith octets necessary. [Contrast with 8.1:3.2 b).]

9.2 $iring encoding forms

Bitstring, pctetstring, and restricted character string values shall be encoded with a primitive encoding if they would
reguire no|more than 1000 contents octets, and as a constructed encoding otherwise. The string fragments cpntained in
the constryicted encoding shallbe encoded with a primitive encoding. The encoding of each fragment, except possibly
the last, shjall have 1000 contents octets. (Contrast with 8.23.6.) The last fragment shall have at least one, apd no more
than 1000,/ contents octets!

9.3 $et components

The encodings of the component values of a set value shall appear in an order determined by their tags & specified
in8.6 of IMU-T _Rec_X 680 ! LISQUEC 8824-1 Addifinnnlly) for the PLrpOSeS. aof rlnmrmining the ardefr in which

components are encoded when one or more component is an untagged choice type, each untagged choice type is
ordered as though it has a tag equal to that of the smallest tag in that choice type or any untagged choice types nested
within.

EXAMPLE

In the following which assumes a tagging environment of | MPLI I T TAGS:
A = SET

{
a [3] INTEGER
b [1] CHOCE

{
c [2] | NTEGER
d [4] | NTEGER
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e once
; CHOl CE
é [5] | NTEGER
h [6] | NTEGER
. Gu
ji [0] | NTEGER
}

}

the order in which the components of the set are encoded will always be e, b, a, since the tag [ 0] sorts lowest, then
[ 1], then [3T=

10 Distinguished encoding rules

The encoding of a data values employed by the distinguished encoding rules is the basic encoding described in clause
8, togetherf with the following restrictions and those also listed in clause 11.

10.1 [ ength forms

The definjte form of length encoding shall be used, encoded in the minimum number of octets| [Contrast
with 8.1.3P b).]

10.2 $ring encoding forms

For bitstring, octetstring and restricted character string types,the constructed form of encoding shall nqt be used.
(Contrast Wwith 8.23.6.)

10.3 $et components

The encodings of the component values of a set vallie shall appear in an order determined by their tags & specified
in 8.6 of I'TU-T Rec. X.680 | ISO/IEC 8824-1.

NOTE + Where a component of the set is an untagged choice type, the location of that component in the ordering will depend on
the tag ¢f the choice component being encaded.

1 estrictions on BER employed by both CER and DER

References in clause 8 and its'subclauses to "shall be the BER encoding” shall be interpreted as "shall be the CER or
DER encofling, as appropriate”. (See 8.16.1, 8.17.1, 8.18.1 and 8.24.1.)

1.1 oolean-values

If the encading represents the boolean value TRUE, its single contents octet shall have all eight bits set to ong. (Contrast
with 8.2.2

1.2 Unused bits
11.2.1  Each unused hit in the final octet of the encoding of a bit string value shall be set to zero.

11.2.2  Where ITU-T Rec. X.680 | ISO/IEC 8824-1, 22.7, applies, the bitstring shall have all trailing O bits removed
beforeit is encoded.

NOTE 1 — In the case where a size constraint has been applied, the abstract value delivered by a decoder to the application will
be one of those satisfying the size constraint and differing from the transmitted value only in the number of trailing O bits.

NOTE 2 — If ahitstring value has no 1 bits, then an encoder shall encode the value with alength of 1 and an initial octet set to 0.
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11.3 Real values

11.3.1 If the encoding represents a real value whose base B is 2, then binary encoding employing base 2 shall be
used. Before encoding, the mantissa M and exponent E are chosen so that M is either O or is odd.

NOTE — This is necessary because the same real value can be regarded as both {M, 2, E} and {M', 2, E'} with M = M" if, for
some non-zero integer n:

M'= M x 21
EE =E+n

In encoding the value, the binary scaling factor F shall be zero, and M and E shall each be represented in the fewest
octets necessary.

11.3.2 If the encoding represents a real value whose base B is 10, then decimal encoding shall be used. In forming
the encoding, the following applies:

11.3.2.1 ThelSO 6093 NR3 form shall be used (see 8.5.8).
11.3.2.2 $PACE shall not be used within the encoding.

11.3.2.3 |ff thereal valueis negative, then it shall begin with aMINUS SIGN (-), otherwise, it shall. begin wjth a digit.
11.324

11.3.25 The last digit in the mantissa shall be immediately followed by FULL STOP (.); followed by thg exponent-
mark "E".

either the first nor the last digit of the mantissa may be a0.

11.3.2.6 Iff the exponent has the value 0, it shall be written "+0", otherwise the(exponent's first digit shall not be zero,
and PLUS|SIGN shall not be used.

114

The encodjng of values of the Gener al Stri ng type (and all other'restricted character string types defined by reference
to the International Register of Coded Character Sets) shall generate escape sequences to designate and injoke a new
register entry only when the register entry for the character_js'not currently designated as the GO, G1, G2, [G3, CO, or
C1 set. All designations and invocations shall be into the-smallest numbered G or C set for which there ig an escape
sequence defined in the entry of the International Registerof Coded Character Sets to be used with Escape S¢quences.
NOTE 1 — For the purposes of the above clause, GO .i§the smallest numbered G set, followed by G1, G2, and G3 injorder. CO is
the sma|lest numbered C set, followed by C1.

— Each character in a character string«value is associated with a particular entry in the International Register of Coded
Sets.

(GeneralSring values

The encodjng of a set value or/sequence value shall not include an encoding for any component value which|is equal to

11.6 $et-of components
The encodings-of.the component values of a set-of value shall appear in ascending order, the encodjngs being
compared psoetet strings with the shorter components being padded at their trailing end with 0-octets.

NOT E +Jhepadding-octets-are-for-compar-son-purposes-only-and-do-not-appeari-the-enrcodigs

11.7 GeneralizedTime

11.7.1  The encoding shall terminate with a"Z", as described in the ITU-T Rec. X.680 | ISO/IEC 8824-1 clause on
Gener al i zedTi ne.

11.7.2  The seconds element shall always be present.

11.7.3  The fractional-seconds elements, if present, shall omit al trailing zeros; if the elements correspond to 0, they
shall be wholly omitted, and the decimal point element also shall be omitted.

EXAMPLE

A seconds element of "26.000" shall be represented as "26"; a seconds element of "26.5200" shall be represented
as'26.52".
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11.7.4  Thedecimal point element, if present, shall be the point option ". ".

11.7.5 Midnight (GMT) shall be represented in the form:

YYYYMMDDO000000Z"

where"YYYYMMDD" represents the day following the midnight in question.
EXAMPLE

Examples of valid representations:

19920521000000Z"
199206221234217"
19920722132100. 32"

Examples
11.8

11.8.1
UTCTime
11.8.2
11.8.3 |
where"Y'Y
11.84 |
11.85 |
11.9

1191 7
shall be co

g

'119920520240000Z" (midnight represented incorrectly)
'119920622123421. 0Z" (spurious trailing zeros)
'119920722132100. 302" (spurious trailing zeros)
UTCTime

Nidnight (GMT) shall be represented in the form:
Y'Y MM DDO000000Z"
MMDD" represents the day following the midnight.inquestion.
Fxamples of valid representations
9205210000002
"19206221234212"
"1920722132100Z"
Fxamples of invalid representations
'19205202400002" (midnight represented incorrectly)
'192072213212" (seconds of "00" omitted)

The TI Me typeand the useful time types

DI INvalld representations:

he encoding shall terminate with "Z", as described in the ITU-T X.680 | ISO/IEC 8824-1

[he seconds element shall always be present.

nvertedto a canonical form by the following transformations:

4 SCAll commas used as decimal signs shall be converted to full stop.

1:2008 (E)

clause on

"he valug notation for abstract values of the TI Mg, TI ME- OF- DAY, DATE, DATE- TI Mg, and DURATI ON types

b) The minutes digits for al time difference components that are an integral number of hours shall be
removed.

¢) If aninterval or recurring interval contains a start point and an end point, and the end point contains the
same time difference component as the start point, the time difference component of the end point shall
be removed.

d) For aduration, and for aduration in an interval (or in aninterval in arecurring interval) expressed with a

start point and a duration or with a duration and an end point, the value notation shall be modified to
remove al zero time components except the least significant time component that is present in the

instance of the value notation.

11.9.2 Theresulting value notation shall then be used to encode the abstract value as specified in 8.26.

ITU-T Rec. X.690 (11/2008)
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