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Introduction

ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3,
ITU-T Rec. X.683 | ISO/IEC 8824-4 (Abstract Syntax Notation One or ASN.1) together specify a notation for the
definition of abstract syntaxes, enabling application standards to define the types of information they need to transfer. It

also specifies a

notation for the specification of values of a defined type.

This Recommendation | International Standard defines encoding rules that may be applied to values of types defined
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1. This Recommendation | International Standard defines three sets of encoding rules, called
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t readily fit into the available memory or it is necessary to encode and transmit a part of a value
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bding contains a set value or set-of value and there isiio need for the restrictions that the canonic|
hcoding rules impose. This is due to the memory and“CPU overhead that the latter encoding ruleg
antee that set values and set-of values have just ,ene possible encoding.
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

1

Information technology — ASN.1 encoding rules:
Specification of Basic Encoding Rules (BER),
Canonical Encoding Rules (CER)
and Distinguished Encoding Rules (DER)
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nmendation | International Standard specifies a set of basic encoding rules that may be uséd, tg
n of a transfer syntax for values of types defined using the notation specified in ITU-T R{
24-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3, and ITU-T R
24-4, collectively referred to as Abstract Syntax Notation One or ASN.1. These basie-¢éncoding ry
bd for decoding such a transfer syntax in order to identify the data values being transferred. It alsg
nical and distinguished encoding rules that restrict the encoding of values tejust one of the
i the basic encoding rules.

lormative references

ing Recommendations and International Standards contain prowisions which, through reference
rovisions of this Recommendation | International Standard~At the time of publication, the editiox
All Recommendations and Standards are subject to{reVision, and parties to agreements ba

he Recommendations and Standards listed below."Members of IEC and ISO maintain registers
ational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list
[ Recommendations.

lentical Recommendations | International Standards

ITU-T Recommendation X.680 (2002) | ISO/IEC 8824-1:2002, Information technology — Abst
Notation One (ASN.1): Spedification of basic notation.

ITU-T Recommendation.X.681 (2002) | ISO/IEC 8824-2:2002, Information technology — Abst
Notation One (ASNAL): Information object specification.

ITU-T Recommengdation X.682 (2002) | ISO/IEC 8824-3:2002, Information technology — Absf
Notation One\(ASN.1): Constraint specification.

ITU-T Recommendation X.683 (2002) | ISO/IEC 8824-4:2002, Information technology — Abst
Notation'One (ASN.1): Parameterization of ASN.1 specifications.

Ldditional references

derive the
bc. X.680 |
ec. X.683 |
les are also
specifies a
alternatives

n this text,
1s indicated
ed on this

dation | International Standard are encouraged to investigate the possibility of applying the mnost recent

f currently
f currently

ract Syntax

ract Syntax

ract Syntax

ract Syntax

ISV [nternational Kegister o] Codea Character dets [0 be used with Lscape Sequences.

ISO/IEC 2022:1994, Information technology — Character code structure and extension techniques.

ISO 2375:1985, Data processing — Procedure for registration of escape sequences.

ISO 6093:1985, Information processing — Representation of numerical values in character
information interchange.

ISO/IEC 6429:1992, Information technology — Control functions for coded character sets.

strings for

ISO/IEC 10646-1:2000, Information technology — Universal Multiple-Octet Coded Character Set (UCS)

— Part 1: Architecture and Basic Multilingual Plane.
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3 Definitions

For the purposes of this Recommendation | International Standard, the definitions of ITU-T Rec. X.200 | ISO/IEC
7498-1 and ITU-T Rec. X.680 | ISO/IEC 8824-1 and the following definitions apply.

31 canonical encoding: A complete encoding of an abstract value obtained by the application of encoding rules
that have no implementation-dependent options. Such rules result in the definition of a 1-1 mapping between
unambiguous and unique encodings and values in the abstract syntax.

3.2 constructed encoding: A data value encoding in which the contents octets are the complete encoding of one
or more data values.

33 contents octets: That part of a data value encoding which represents a particular value, to distinguish it from
other values of the same type.

34 data value: Information specified as the value of a type; the type and the value are defined using ASN.1.

35 namic conformance: A statement of the requirement for an implementation to adhere to_thel prescribed
behaviour in an instance of communication.

3.6 epcoding (of a data value): The complete sequence of octets used to represent the data value.

3.7 epd-of-contents octets: Part of a data value encoding, occurring at its end, which isTused to deternfine the end
of the encoding.

NOTE —|Not all encodings require end-of-contents octets.

3.8 identifier octets: Part of a data value encoding which is used to identify the.type of the value.

NOTE - Some ITU-T Recommendations use the term "data element" for this sequense/of octets, but the term is nof used in this
Recomnjendation | International Standard, as other Recommendations | International Standards use it to mean "data vqlue".

3.9 I¢ngth octets: Part of a data value encoding following the identifier octets which is used to deternjine the end
of the encofding.

3.10 primitive encoding: A data value encoding in which the contents octets directly represent the value,

3.11 receiver: An implementation decoding the octets produced by a sender, in order to identify the| data value
which was jencoded.

3.12 sender: An implementation encoding a data-value for transfer.

3.13 sfatic conformance: A statement of the requirement for support by an implementation of a yalid set of
features frqm among the defined features.

3.14 trailing 0 bit: A 0 in the last pgsition of a bitstring value.
NOTE - The 0 in a bitstring value consisting of a single 0 bit is a trailing 0 bit. Its removal produces an empty bitstrin.

4 Abbreviations

For the purposes of this'Recommendatrion | International Standard, the following abbreviations apply:
ASN.1 <Abstract Syntax Notation One

BER Basic Encoding Rules of ASN.1

{ER Canonical Encoding Rules of ASN.1

DER Distinguished Encoding Rules of ASN.1

ULA Upper Layer Architecture

5 Notation
This Recommendation | International Standard references the notation defined by ITU-T Rec. X.680 | ISO/IEC 8824-1.

6 Convention

6.1 This Recommendation | International Standard specifies the value of each octet in an encoding by use of the
terms "most significant bit" and "least significant bit".

2 ITU-T Rec. X.690 (07/2002)
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NOTE — Lower layer specifications use the same notation to define the order of bit transmission on a serial line, or the assignment
of bits to parallel channels.

6.2 For the purposes of this Recommendation | International Standard only, the bits of an octet are numbered from
8 to 1, where bit 8 is the "most significant bit", and bit 1 is the "least significant bit".

6.3 For the purpose of this Recommendation | International Standard, two octet strings can be compared. One octet
string is equal to another if they are of the same length and are the same at each octet position. An octet string, Sy, is

greater than another, S,, if and only if either:

a) Sj and S have identical octets in every position up to and including the final octet in Sy, but Sy is longer;
or
b) S and S, have different octets in one or more positions, and in the first such position, the octet in Sy is
greater than that in S, considering the octets as unsigned binary numbers whose bit n has weight 271,
7 Conformance
71 Dynamic conformance is specified by clauses 8 to 12 inclusive.
7.2 Static conformance is specified by those standards which specify the applicationof’one or more of these
encoding riiles.
7.3 Alternative encodings are permitted by the basic encoding rules as a sender's option. Receivers|who claim
conformange to the basic encoding rules shall support all alternatives.
NOTE - Examples of such alternative encodings appear in 8.1.3.2 b) and Table 3.

7.4 No alternative encodings are permitted by the Canonical EncodingRules or Distinguished Encoding Rules.
8 Basic encoding rules
8.1 (reneral rules for encoding
8.1.1 Structure of an encoding
8.1.1.1 The encoding of a data value shall consist of four components which shall appear in the following order:

a) identifier octets (see 8.1.2);

b) length octets (see 8.1.3);

c) contents octets (see 8.1.4);

d) end-of-contents octets (see 8.1.5).
8.1.1.2 Tlhe end-of-contents gctets shall not be present unless the value of the length octets requires them t¢ be present
(see 8.1.3).
8.1.1.3 Higure | illustrates the structure of an encoding (primitive or constructed). Figure 2 illustrates an alternative
constructed encoding:

Identifier octets Length octets Contents octets

T

The number of octets
in the contents octets
(see 8.1.3.2) X.690_F1

Figure 1 — Structure of an encoding

ITU-T Rec. X.690 (07/2002)
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Identifier octets Length octets Contents octets End-of-contents octets
Indicates that the contents Indicates that there are
octets are terminated by no further encodings
end of contents octets in the contents octets
(see 8.1.3.6) X.690_F2

Figure 2 — An alternative constructed encoding

8.1.1.4 Encodings specified in this Recommendation | International Standard are not affected by either the ASN.1
subtype notation or the ASN.1 type extensibility notation.

NOTE — This means that all constraint notation is ignored when determining encodings, and all extensibility markers in CHO CE,
SEQUENCE and SET are ignored, with the extensions treated as if they were in the extension root of the type.

8.1.2 Identifier octets
8.1.2.1 The identifier octets shall encode the ASN.1 tag (class and number) of the type of the data\value.

8.1.2.2  FHor tags with a number ranging from zero to 30 (inclusive), the identifier octets shall comprise a pingle octet
encoded as|follows:

a) bits 8 and 7 shall be encoded to represent the class of the tag as specified\in’ Table 1;
b) bit 6 shall be a zero or a one according to the rules of 8.1.2.5;

c) bits 5 to 1 shall encode the number of the tag as a binary integer‘with bit 5 as the most significgnt bit.

Table 1 — Encoding of class.of tag

Class Bit 8 Bit 7
Universal 0 0
Application 0 1
Context-specific 1 0
Private 1 1

8.1.2.3 Higure 3 illustrates the form of an ‘identifier octet for a type with a tag whose number is in the|range zero
to 30 (inclysive).

Identifier octet

Bits 8 7 6 5 4 3 2 1
Class P/C Tag number
E 0 = Primitive
1 = Constructed X.690_F3

Figure 3 — Identifier octet (low tag number)

8.1.2.4 For tags with a number greater than or equal to 31, the identifier shall comprise a leading octet followed by
one or more subsequent octets.

8.1.2.4.1 The leading octet shall be encoded as follows:
a) Dbits 8 and 7 shall be encoded to represent the class of the tag as listed in Table 1;
b) Dbit 6 shall be a zero or a one according to the rules of 8.1.2.5;
c) bits 5to 1 shall be encoded as 111115.

8.1.2.4.2 The subsequent octets shall encode the number of the tag as follows:

a) bit 8 of each octet shall be set to one unless it is the last octet of the identifier octets;

4 ITU-T Rec. X.690 (07/2002)
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b) Dbits 7 to 1 of the first subsequent octet, followed by bits 7 to 1 of the second subsequent octet, followed in
turn by bits 7 to 1 of each further octet, up to and including the last subsequent octet in the identifier

octets shall be the encoding of an unsigned binary integer equal to the tag number, with bit 7
subsequent octet as the most significant bit;

c) Dbits 7 to 1 of the first subsequent octet shall not all be zero.

of the first

8.1.2.4.3 Figure 4 illustrates the form of the identifier octets for a type with a tag whose number is greater than 30.

Subsequent octets

<
<

»
»

Leading octet 2nd octet Last octet
< > —— >
Class |P/C| 1 1 1 1 1 1 1 1 0
+ + | | + +
= Number of tag X.690_F4
Figure 4 — Identifier octets (high tag number)

8.1.2.5 Bit 6 shall be set to zero if the encoding is primitive, and shall be set to onef the encoding is constructed.

NOTE - Subsequent subclauses specify whether the encoding is primitive or constructed for each type.
8.1.2.6 ITU-T Rec. X.680 | ISO/IEC 8824-1 specifies that the tag of a type defined using the CHO CE keyword takes
the value of the tag of the type from which the chosen data value is taken.
8.1.2.7 ITU-T Rec. X.681 | ISO/IEC 8824-2, 14.2 and 14.4, specifies that the tag of a type defined using
"ObjectClassFieldType" is indeterminate if it is a type field, a variabletype value field, or a variable-type valpe set field.
This type i§ subsequently defined to be an ASN.1 type, and the €amplete encoding is then identical to that of a value of
the assignef type (including the identifier octets).
8.1.3 Length octets
8.1.3.1 Two forms of length octets are specified.. These are:

a) the definite form (see 8.1.3.3); and

b) the indefinite form (see 8.1.3.6).
8.1.3.2 A sender shall:

a) use the definite form (see 8.1.3.3) if the encoding is primitive;

b) use either the définite form (see 8.1.3.3) or the indefinite form (see 8.1.3.6), a sender's option, if the

encoding is canstructed and all immediately available;

c) use the indefinite form (see 8.1.3.6) if the encoding is constructed and is not all immediately available.
8.1.3.3  Hor the definite form, the length octets shall consist of one or more octets, and shall represent thg number of
octets in the contents octets using either the short form (see 8.1.3.4) or the long form (see 8.1.3.5) as a sender' option.

NOTE - Thershort form can only be used if the number of octets in the contents octets is less than or equal to 127.

8.1.3.4 In the short form, the length octets shall consist of a single octet in which bit 8 is zero and bits 7 to 1 encode
the number of octets in the contents octets (which may be zero), as an unsigned binary integer with bit 7 as the most
significant bit.

EXAMPLE
L =38 can be encoded as 00100110,

8.1.3.5 In the long form, the length octets shall consist of an initial octet and one or more subsequent octets. The initial
octet shall be encoded as follows:

a) bit 8 shall be one;

b)

with bit 7 as the most significant bit;

c) thevalue 111111115 shall not be used.

ITU-T Rec. X.690 (07/2002)
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NOTE 1 — This restriction is introduced for possible future extension.

Bits 8 to 1 of the first subsequent octet, followed by bits 8 to 1 of the second subsequent octet, followed in turn by bits 8
to 1 of each further octet up to and including the last subsequent octet, shall be the encoding of an unsigned binary
integer equal to the number of octets in the contents octets, with bit 8 of the first subsequent octet as the most
significant bit.

EXAMPLE

L

NOTE 2

=201 can be encoded as:
10000001,

11001001,

— In the long form, it is a sender's option whether to use more length octets than the minimum necessary.

8.1.3.6 For the indefinite form, the length octets indicate that the contents octets are terminated by end-of-contents

octets (see
8.1.3.6.1 T

8.1.3.6.2 1
the content

8.1.5), and shall consist of a single octet.
he single octet shall have bit 8 set to one, and bits 7 to 1 set to zero.

 this form of length is used, then end-of-contents octets (see 8.1.5) shall be present in the, encodin
K octets.

b following

subsequent

he definition

hall not be

hose form is

—

8.14 (fontents octets
The contents octets shall consist of zero, one or more octets, and shall encode the ddta value as specified in
clauses.

NOTE - The contents octets depend on the type of the data value; subsequent clau$es, follow the same sequence as t

of types|in ASN.1.
8.1.5 HEnd-of-contents octets
The end-oftcontents octets shall be present if the length is encodéd’as specified in 8.1.3.6, otherwise they
present.
The end-off-contents octets shall consist of two zero octets.

NOTE - The end-of-contents octets can be considered as*the encoding of a value whose tag is universal class, w,

primitiv¢, whose number of the tag is zero, and whose contents are absent, thus:

End-of-contents Length Contents
0016 0016 Absent
8.2 Encoding of a boolean value
8.2.1 Tlhe encoding of a boblean value shall be primitive. The contents octets shall consist of a single octd
8.2.2 If the booleanyalue is:
HALSE
the octet shall be zero.
If the boolg anwalue 1g
TRUE

the octet shall have any non-zero value, as a sender's option.

EXAMPLE
If of type BOOLEAN, the value TRUE can be encoded as:

Boolean Length Contents

0116 0116 FF16

ITU-T Rec. X.690 (07/2002)
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8.3 Encoding of an integer value
8.3.1 The encoding of an integer value shall be primitive. The contents octets shall consist of one or more octets.
8.3.2 If the contents octets of an integer value encoding consist of more than one octet, then the bits of the first octet

and bit 8 of the second octet:
a) shall not all be ones; and

b) shall not all be zero.
NOTE — These rules ensure that an integer value is always encoded in the smallest possible number of octets.

8.3.3 The contents octets shall be a two's complement binary number equal to the integer value, and consisting of
bits 8 to 1 of the first octet, followed by bits 8 to 1 of the second octet, followed by bits 8 to 1 of each octet in turn up to
and including the last octet of the contents octets.
NOTE — The Value of a two's complement b1nary number is der1ved by number1ng the bits i in the contents octets, startmg with bit
1 of the last-oct 0 ngthe-numberin h 8 o h signed a-numerical value of 2N,
where N is 1ts pos1t1on in the above numbermg sequence The Value of the twos complement b1nary number is|obtained by
summing the numerical values assigned to each bit for those bits which are set to one, excluding bit 8 of the first)dqtet, and then
reducing this value by the numerical value assigned to bit 8 of the first octet if that bit is set to one.

8.4 Encoding of an enumerated value

The encoding of an enumerated value shall be that of the integer value with which it is assé¢iated.
NOTE 1t is primitive.

8.5 Hncoding of a real value
8.5.1 Tlhe encoding of a real value shall be primitive.
8.5.2 It the real value is the value zero, there shall be no contents ectets in the encoding.

8.5.3 For a non-zero real value, if the base of the abstract value'is 10, then the base of the encoded value shall be 10,
and if the Hase of the abstract value is 2 the base of the encoded.value shall be 2, 8 or 16 as a sender's option.

8.5.4 It the real value is non-zero, then the base used forthe encoding shall be B' as specified in 8.5.3. If B'is 2, 8 or
16, a binary encoding, specified in 8.5.6, shall be used. If B' is 10, a character encoding, specified in 8.5.7, shall be used.

8.5.5 Bit 8 of the first contents octet shall be set.as’ follows:
a) if bit 8 = 1, then the binary encoding specified in 8.5.6 applies;
b) ifbit 8 =0 and bit 7 = 0, then'the decimal encoding specified in 8.5.7 applies;

c) ifbit 8 =0 and bit 7 = 1{ then a "SpecialRealValue" (see ITU-T Rec. X.680 | ISO/IEC 8824-1) is encoded
as specified in 8.5.8,

8.5.6 When binary encoding)is used (bit 8 = 1), then if the mantissa M is non-zero, it shall be repregented by a
sign S, a pgsitive integer valGe N and a binary scaling factor F, such that:

=S xNx2F
0<F<4
S=+1or-1

NOTE The binary scaling factor F is required under certain circumstances in order to align the implied point of th¢ mantissa to
the positiefrreqtired-by-the—eneodingrles—ofthissubelause—Thisalisnmenteannot-alwaysbe-achteved-byrrodifitation of the
exponent E. If the base B' used for encoding is 8 or 16, the implied point can only be moved in steps of 3 or 4 bits, respectively,
by changing the component E. Therefore, values of the binary scaling factor F other than zero may be required in order to move
the implied point to the required position.

8.5.6.1 Bit 7 of the first contents octets shall be 1 if S is —1 and 0 otherwise.

8.5.6.2 Bits 6 to 5 of the first contents octets shall encode the value of the base B' as follows:
Bits6to 5 Base

00 base 2

01 base 8

10 base 16

11 Reserved for further editions of this Recommendation | International Standard.
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8.5.6.3 Bits 4 to 3 of the first contents octet shall encode the value of the binary scaling factor F as an unsigned binary
integer.

8.5.6.4 Bits 2 to 1 of the first contents octet shall encode the format of the exponent as follows:
a) if bits 2 to 1 are 00, then the second contents octet encodes the value of the exponent as a two's
complement binary number;
b) if bits 2 to 1 are 01, then the second and third contents octets encode the value of the exponent as a two's
complement binary number;
c) ifbits 2 to 1 are 10, then the second, third and fourth contents octets encode the value of the exponent as a
two's complement binary number;

d) if bits 2 to 1 are 11, then the second contents octet encodes the number of octets, X say, (as an unsigned
binary number) used to encode the value of the exponent, and the third up to the (X plus 3) (inclusive)
contents octets encode the value of the exponent as a two's complement binary number; the value of X
shall be at least one; the tirst nine bits ot the transmitted exponent shall not be all zeros or all opes.

8.5.6.5 Tlhe remaining contents octets encode the value of the integer N (see 8.5.6) as an unsigned binary ngmber.

NOTE 1 — For non-canonical BER there is no requirement for floating point normalization of the mantissa. Thiis allows an
implemdntor to transmit octets containing the mantissa without performing shift functions on the mantissa in memory. In the
Canonichl Encoding Rules and the Distinguished Encoding Rules normalization is specified and the jmdntissa (unless ft is 0) needs
to be regjeatedly shifted until the least significant bitis a 1.

NOTE 2 This representation of real numbers is very different from the formats normally used m.floating point hardyvare, but has
been degigned to be easily converted to and from such formats (see Annex C).

8.5.7 When decimal encoding is used (bits 8 to 7 = 00), all the contents octets-following the first contents octet form
a field, as fthe term is used in ISO 6093, of a length chosen by the sender, afid~¢éncoded according to ISQ| 6093. The
choice of IO 6093 number representation is specified by bits 6 to 1 of the first\Contents octet as follows:

Hits 6 to 1 Number representation

0p 0001 ISO 6093 NR1 form
0p 0010 ISO 6093 NR2 form
0p 0011 ISO 6093 NR3 form

The remairjing values of bits 6 to 1 are reserved for furthéredition of this Recommendation | International Stapdard.

There shall be no use of scaling factors specified in decompanying documentation (see ISO 6093).

NOTE 1 — The recommendations in ISO 6093 concerning the use of at least one digit to the left of the decimal npark are also
recommended in this Recommendation | International Standard, but are not mandatory.

NOTE 2]- Use of the normalized form (see ISO 6093) is a sender's option, and has no significance.

8.5.8 When "SpecialRealValues" are to be encoded (bits 8 to 7 = 01), there shall be only one contents|octet, with
values as follows:

0{1000000 Values PLUS- | NFI NI TY
0]1000001 Value’is M NUS- | NFI NI TY

All other values having bits 8 and 7 equal to 0 and 1 respectively are reserved for addenda to this Recommmendation |
Internationpl Standard-

8.6 Enceding of a bitstring value

8.6.1 The encoding of a bitstring value shall be either primitive or constructed at the option of the sender.
NOTE — Where it is necessary to transfer part of a bit string before the entire bitstring is available, the constructed encoding is
used.

8.6.2 The contents octets for the primitive encoding shall contain an initial octet followed by zero, one or more
subsequent octets.

8.6.2.1 The bits in the bitstring value, commencing with the leading bit and proceeding to the trailing bit, shall be
placed in bits 8 to 1 of the first subsequent octet, followed by bits 8 to 1 of the second subsequent octet, followed by bits
8 to 1 of each octet in turn, followed by as many bits as are needed of the final subsequent octet, commencing with bit 8.

NOTE — The terms "leading bit" and "trailing bit" are defined in ITU-T Rec. X.680 | ISO/IEC 8824-1, 21.2.

8.6.2.2 The initial octet shall encode, as an unsigned binary integer with bit 1 as the least significant bit, the number of
unused bits in the final subsequent octet. The number shall be in the range zero to seven.
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8.6.2.3 If the bitstring is empty, there shall be no subsequent octets, and the initial octet shall be zero.

8.6.2.4 Where ITU-T Rec. X.680 | ISO/IEC 8824-1, 21.7, applies a BER encoder/decoder can add or remove trailing 0
bits from the value.

NOTE — If a bitstring value has no 1 bits, then an encoder (as a sender's option) may encode the value with a length of 1 and with
an initial octet set to 0 or may encode it as a bit string with one or more 0 bits following the initial octet.

8.6.3 The contents octets for the constructed encoding shall consist of zero, one, or more nested encodings.

NOTE - Each such encoding includes identifier, length, and contents octets, and may include end-of-contents octets if it is
constructed.

8.6.4 To encode a bitstring value in this way, it is segmented. Each segment shall consist of a series of consecutive
bits of the value, and with the possible exception of the last, shall contain a number of bits which is a multiple of eight.
Each bit in the overall value shall be in precisely one segment, but there shall be no significance placed on the segment
boundaries.

NOTE beofst ercontatmmo-bit
] )’ UL UL SIZV ZUTU, 1. L. VUTILAIIT TIVU UILS.

8.6.4.1 Hach encoding in the contents octets shall represent a segment of the overall bitstring, the-éncoding arising
from a recprsive application of this subclause. In this recursive application, each segment is treated’as if it were a
bitstring vglue. The encodings of the segments shall appear in the contents octets in the order in Which their|bits appear
in the overall value.

NOTE 1 — As a consequence of this recursion, each encoding in the contents octets may itsélf\b€ primitive or|constructed.
Howevef, such encodings will usually be primitive.

NOTE 2|- In particular, the tags in the contents octets are always universal class, number 3,
8.6.4.2 Hxample

If of type BI T STRI NG the value ' 0A3B5F291CD H can be encoded as shown-below. In this example, the pit string is
represented as a primitive:

BitString Length Contents

0316 0716 040A3B5F291CDO0, ¢

The value [shown above can also be encoded as shown below. In this example, the bit string is repregented as a
constructor;

BitString Length Contents
2346 80v¢
BitString Length Contents
0316 0316 000A3B¢
0316 0514 045F291CDO0; 4
EOC Length
0016 0044
8.7 Encoding of an octetstring value
8.7.1 The encoding of an octetstring value shall be either primitive or constructed at the option of the sender.
NOTE — Where it is necessary to transfer part of an octet string before the entire octetstring is available, the constructed encoding
is used.
8.7.2 The primitive encoding contains zero, one or more contents octets equal in value to the octets in the data value,

in the order they appear in the data value, and with the most significant bit of an octet of the data value aligned with the
most significant bit of an octet of the contents octets.

8.7.3 The contents octets for the constructed encoding shall consist of zero, one, or more encodings.
NOTE - Each such encoding includes identifier, length, and contents octets, and may include end-of-contents octets if it is
constructed.

8.7.3.1 To encode an octetstring value in this way, it is segmented. Each segment shall consist of a series of
consecutive octets of the value. There shall be no significance placed on the segment boundaries.

NOTE — A segment may be of size zero, i.e. contain no octets.

ITU-T Rec. X.690 (07/2002) 9
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8.7.3.2 Each encoding in the contents octets shall represent a segment of the overall octetstring, the encoding arising
from a recursive application of this subclause. In this recursive application, each segment is treated as if it were a
octetstring value. The encodings of the segments shall appear in the contents octets in the order in which their octets
appear in the overall value.

NOTE 1 — As a consequence of this recursion, each encoding in the contents octets may itself be primitive or constructed.
However, such encodings will usually be primitive.

NOTE 2

— In particular, the tags in the contents octets are always universal class, number 4.

8.8 Encoding of a null value
8.8.1 The encoding of a null value shall be primitive.
8.8.2 The contents octets shall not contain any octets.
NOTE — The length octet is zero.
EXAMPLE
If of type NULL, the NULL value can be encoded as:
Null Length
0516 0016
8.9 Hncoding of a sequence value

8.9.1 T

8.9.2 T
ASN.1 defl
with the ke

8.9.3 Ti
CPTI ONAL
appearance

EXAMPI

If of type:
S

the value:

{
can be enc

S
3

he encoding of a sequence value shall be constructed.

he contents octets shall consist of the complete encoding of one data-value from each of the types
nition of the sequence type, in the order of their appearance inhe definition, unless the type was
yword OPTI ONAL or the keyword DEFAULT.

he encoding of a data value may, but need not, be present for a type which was referenced with t

or the keyword DEFAULT. If present, it shall appear in the encoding at the point correspon
of the type in the ASN.1 definition.

LE

EQUENCE {nane |A5String, w0k’ BOOLEAN}

hame "Smth", ok TRUE}

ded as:

lequence Length Contents

D16 0Ay6
[A5String Length Contents
1616 0516 "Smith"
Boolean Length Contents

isted in the
referenced

he keyword
ling to the

8.10 Encoding of a sequence-of value

8.10.1 The encoding of a sequence-of value shall be constructed.

8.10.2  The contents octets shall consist of zero, one or more complete encodings of data values from the type listed in

the ASN.1

definition.

8.10.3 The order of the encodings of the data values shall be the same as the order of the data values in the

sequence-o

f value to be encoded.

8.11 Encoding of a set value

8.11.1 The encoding of a set value shall be constructed.

10
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8.11.2

8.11.3

8.12

8.12.1
8.12.2
8.12.3

8.13

The encoding of a choice value shall be the same as the encoding of a value of the chosen type.
NOTE 1]- The encoding may be primitive or constructed depending on the chosen type.
NOTE 2 — The tag used in the identifier octets is the tag of the chosen type, as specified in the ASN.1 definition

type.

8.14
8.14.1

of the typejappearing in the "TaggedType" notation (called the base encoding) as specified in 8.14.2 and 8.14

8.14.2

the encoding shall be constructed and the contents octets shall be thescomplete base encoding.

8.14.3  If implicit tagging was used in the definition of the type;then:
a) the encoding shall be constructed if the basesencoding is constructed, and shall be primitivg
and
b) the contents octets shall be the same as:the contents octets of the base encoding.
EXAMPLE
With ASNJ1 type definitions (in an explicittagging environment) of:
Typel ::= VisibleString
Type2 ::= [ APPLI CAThON 3] IMPLICI T Typel
Type3 ::=[2] Type2
Typed ::= [APRLICATION 7] IMPLICIT Type3
Type5 ::=[K2] IMPLICIT Type2
a value of?:
"lones”

ISO/IEC 8825-1:2002 (E)

The contents octets shall consist of the complete encoding of a data value from each of the types listed in the
ASN.1 definition of the set type, in an order chosen by the sender, unless the type was referenced with the keyword
OPTI ONAL or the keyword DEFAULT.

The encoding of a data value may, but need not, be present for a type which was referenced with the keyword
OPTI ONAL or the keyword DEFAULT.

NOTE — The order of data values in a set value is not significant, and places no constraints on the order during transfer.

Encoding of a set-of value
The encoding of a set-of value shall be constructed.
The text of 8.10.2 applies.

The order of data values need not be preserved by the encoding and subsequent decoding.

Encoding of a choice value

HEncoding of a tagged value

Tlhe encoding of a tagged value shall be derived from the complete €ncoding of the corresponding

If implicit tagging (see ITU-T Rec. X.680 | ISO/IEC 8824-1£30.6) was not used in the definition

f the choice

data value
3.

bf the type,

otherwise;

is encoded as follows:

For Typel:

VisibleString Length Contents

1A16 0516 4A6F6E6573 ¢
For Type2:

[Application 3] Length Contents

4316 0516 4A6F6E6573 ¢
For Type3:

[2] Length Contents

A2 0716

[APPLICATION 3] Length Contents

ITU-T Rec. X.690 (07/2002)
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8.15

The value |of an open type is also a value of some (other) ASN.1 type. The encoding of such a value, §
complete epcoding herein specified for the value considered as being of that other type.

8.16
8.16.1

as specified in 8.16.2:

where "<DefinedObjectClass>" is replaced by the particular "DefinedObjectClass" used in the "Instar
notation.

NOTE - When the value is a value of a single ASN.1 type and BER éncoding is used for it, the encoding of this typ|
to an engoding of a corresponding value of the external type, wherg.the synt ax alternative is in use for representing
value.

8.16.2

corresponding components of the associated type in ITU-T Rec. X.681 | ISO/IEC 8824-2, C.7.

8.17
8.17.1

ITU-T Rec] X.680 | ISO/IEC 8824-1.

8.17.2

embedded-pdv type [see 33.3 a) inJFU-T Rec. X.680 | ISO/IEC 8824-1] using the identified transfer syntax, af
of all other [fields shall be the saime as the values appearing in the abstract value.

8.18
8.18.1

assumed to| be defined in an environment of EXPLI CI T TAGS, with a value as specified in the subclauses belo

436 0516 4A6F6E6573 ¢
For Type4:
[Application 7] Length Contents
6716 076

[APPLICATION 3] Length Contents

436 0516 4A6F6E6573 ¢
For TypeS5:
[2] Length Contents
8216 0516 4A6F6E6573 ¢

Encoding of an open type

Encoding of an instance-of value

Tlhe encoding of the instance-of type shall be the BER encoding of the following sequence type wi

[[UNI VERSAL 8] | MPLICI T SEQUENCE {

type-id <Def i nedObj ect C ass>. & d,

value [0] EXPLIC T <Defi nedObj ect d ass>. &Type
}

Tlhe value of the components of the sequence.type in 8.16.1 shall be the same as the val

HEncoding of a value of the embedded-pdv type
Tlhe encoding of a value of the embedded-pdv type shall be the BER encoding of the type as define

Tlhe contents of the data-val ue OCTET STRI NG shall be the encoding of the abstract data Vi

Encoding of:a-value of the external type

Tlhe encoding of a value of the external type shall be the BER encoding of the following seq

hall be the

h the value

ceOfType"

e is identical
the abstract

ues of the

 in 33.5 of

alue of the
1d the value

lence type,
W

[JUNCVERSAL 8] | MPLICI T SEQUENCE {

direct-reference OBJECT [ DENTI FI ER OPTI ONAL,

i ndirect-reference I NTEGER OPTI ONAL,

dat a- val ue- descri ptor bj ect Descri pt or OPTI ONAL,

encodi ng CHO CE {

si ngl e- ASN1-t ype [ 0] ABSTRACT- SYNTAX. &Type,
octet-aligned [1] IMPLIC T OCTET STRI NG
arbitrary [2] IMPLICIT BIT STRRNG } }

NOTE - This sequence type differs from that in ITU-T Rec. X.680 | ISO/IEC 8824-1 for historical reasons.

8.18.2

8.18.3

The value of the fields depends on the abstract value being transmitted, which is a value of the type specified
in 33.5 of ITU-T Rec. X.680 | ISO/IEC 8824-1.

The dat a- val ue- descri pt or above shall be present if and only if the dat a- val ue- descri pt o

in the abstract value, and shall have the same value.

12
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8.18.4  Values of direct-reference and i ndi rect-reference above shall be present or absent in accordance
with Table 2 . Table 2 maps the external type alternatives of i denti fi cati on defined in ITU-T Rec. X.680 | ISO/IEC
8824-1, 33.5, to the external type components di r ect - r ef er ence and i ndi r ect - r ef er ence defined in 8.18.1.

Table 2 — Alternative encodings for "identification"

identification direct-reference indirect-reference
syntaxes ***% CANNOT OCCUR *** **% CANNOT OCCUR ***
syntax syntax ABSENT
presentation-context-id ABSENT presentation-context-id

context-negotiation

transfer-syntax

presentation-context-id

transfer-syntax

*** CANNOT OCCUR ***

***¥ CANNOT OCCUR ***

fixed

*** CANNOT OCCUR ***

*#%¥ CANNOT OCCUR **

8.18.5  The data value shall be encoded according to the transfer syntax identified by the encoding; and shafl be placed
in an alternfative of the encodi ng choice as specified below.

8.18.6  If the data value is the value of a single ASN.1 data type, and if the encoding.rules for this data vdlue are one
of those spgcified in this Recommendation | International Standard, then the sending implementation shall us¢ any of the
encodi ng choices:

-{ singl e-ASN1-type;
-{ octet-aligned;

-{ arbitrary.
as an implgmentation option.

8.18.7  If the encoding of the data value, using the agreed orknheégotiated encoding, is an integral number of pctets, then
the sending implementation shall use any of the encodi ng choices:

-{ octet-aligned;

-{ arbitrary.

as an implgmentation option.

NOTE - A data value which is a series of ASN.1 types, and for which the transfer syntax specifies simple concatepation of the
octet strjngs produced by applying the~ASN.1 Basic Encoding Rules to each ASN.1 type, falls into this category}, not that of
8.18.6.

8.18.8  If the encoding of the data value, using the agreed or negotiated encoding, is not an integral numbg¢r of octets,
the encodi|ng choice shall be:
-{ arbitraryt

8.18.9  If the encpdi‘ng choice is chosen as si ngl e- ASN1- t ype, then the ASN.1 type shall replace the| open type,
with a valup equalto.the data value to be encoded.

NOTE - The'tange of values which might occur in the open type is determined by the registration of the object idgntifier value
associat¢dwith the di r ect - r ef er ence, and/or the integer value associated with the i ndi r ect - r ef er ence.

8.18.10 If the encodi ng choice is chosen as oct et - al i gned, then the data value shall be encoded according to the
agreed or negotiated transfer syntax, and the resulting octets shall form the value of the octetstring.

8.18.11 If the encodi ng choice is chosen as ar bi t r ary, then the data value shall be encoded according to the agreed
or negotiated transfer syntax, and the result shall form the value of the bitstring.

8.19 Encoding of an object identifier value
8.19.1 The encoding of an object identifier value shall be primitive.

8.19.2 The contents octets shall be an (ordered) list of encodings of subidentifiers (see 8.19.3 and 8.19.4)
concatenated together.

Each subidentifier is represented as a series of (one or more) octets. Bit 8 of each octet indicates whether it is the last in
the series: bit 8 of the last octet is zero; bit 8 of each preceding octet is one. Bits 7 to 1 of the octets in the series
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collectively encode the subidentifier. Conceptually, these groups of bits are concatenated to form an unsigned binary
number whose most significant bit is bit 7 of the first octet and whose least significant bit is bit 1 of the last octet. The
subidentifier shall be encoded in the fewest possible octets, that is, the leading octet of the subidentifier shall not have
the value 80.

8.19.3 The number of subidentifiers (N) shall be one less than the number of object identifier components in the
object identifier value being encoded.

8.19.4 The numerical value of the first subidentifier is derived from the values of the first rwo object identifier
components in the object identifier value being encoded, using the formula:

(X*40) +Y
where X is the value of the first object identifier component and Y is the value of the second object identifier
component.
NOTE - & 8 66 dentiier-eomponen 0 e edyom the root

node, and at most 39 ubsequent values from nodes reached by X =0 and X = 1.

8.19.5  The numerical value of the iz subidentifier, (2 < i < N) is that of the (i + 1)#k object identifier.component.
EXAMPLE

An OBJECT | DENTI FI ER value of:
{Jjoint-iso-itu-t 100 3}
which is the same as:

{R 100 3}

has a first qubidentifier of 180 and a second subidentifier of 3. The resultingencoding is:

QBJECT
IDENTIFIER Length Contents
0p16 0316 81340316

8.20 Encoding of a relative object identifier value

NOTE - The encoding of the object identifier componénts in a relative object identifier is the same as the encoding off components
(after th¢ second) in an object identifier.

8.20.1 The encoding of a relative object'identifier value shall be primitive.

8.20.2 The contents octets shallbe an (ordered) list of encodings of sub-identifiers (see 8.20.3 and 8.20.4)
concatenat¢d together. Each sub-identifier is represented as a series of (one or more) octets. Bit 8 of each octet indicates
whether it {s the last in the series:.bit 8 of the last octet is zero; bit 8 of each preceding octet is one. Bits 7-1 d¢f the octets
in the serigs collectively encade the sub-identifier. Conceptually, these groups of bits are concatenated o form an
unsigned bjnary number whose most significant bit is bit 7 of the first octet and whose least significant bit is|bit 1 of the
last octet. The sub-identifiershall be encoded in the fewest possible octets, that is, the leading octet of the sub-identifier
shall not hgve the value®0;¢.

8.20.3 Thesnumber of sub-identifiers (N) shall be equal to the number of object identifier arcs in he relative
object iden}ifi€r value being encoded.

8.20.4 The numerical value of the ith sub-identifier (I <1< N) is that of the ith object identifier arc in the relative
object identifier value being encoded.

8.20.5 EXAMPLE — A relative object identifier value of:
{8571 3 2}

has sub-identifiers of 8571, 3, and 2. The resulting encoding is:
RELATIVE OID Length Contents
0Dq¢ 0416 C27B0302¢

8.21 Encoding for values of the restricted character string types

8.21.1 The data value consists of a string of characters from the character set specified in the ASN.1 type definition.
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8.21.3  Each character string type shall be encoded as if it had been declared:

[ UNI VERSAL X]

I MPLI I T OCTET STRI NG

where x is the number of the universal class tag assigned to the character string type in ITU-T Rec. X.680 |
ISO/IEC 8824-1. The value of the octet string is specified in 8.21.4 and 8.21.5.

8.21.4 Where a character string type is specified in ITU-T Rec. X.680 | ISO/IEC 8824-1 by direct reference to an
enumerating table (Nureri cString and Pri nt abl eString), the value of the octet string shall be that specified in

8.21.5 for a Vi si bl eSt ri ng type with the same character string value.

8.21.5  For restricted character strings apart from Uni ver sal Stri ng and BMPSt ri ng, the octet string shall contain
the octets specified in ISO/IEC 2022 for encodings in an 8-bit environment, using the escape sequence and character

codings registered in accordance with ISO 2375.

8.21.5.1 An escape sequence shall not be used unless it is one of those specified by one of the registratipn numbers
used to defjne the character string type in ITU-T Rec. X.680 | ISO/IEC 8824-1.
8.21.5.2 At the start of each string, certain registration numbers shall be assumed to be designated”as G(] and/or CO
and/or C1, Jand invoked (using the terminology of ISO/IEC 2022). These are specified for eachtype in Tablel 3, together
with the assumed escape sequence they imply.
Table 3 — Use of escape sequences
Assumed G0 Assumed C0 & C1 Assumed escape Explickt
Type (Registration (Registration sequence(s) Xplic Escape
number) number) andJocking shift Sel(lll € f;f,s
(where applicable) atlowed:
NurericString 6 None ESC 2/8 4/2 LSO No
Printabl eString 6 None ESC 2/8 4/2 LSO No
Tel efexString 102 106 (C0) ESC 2/8 7/5 LSO Yes
(T6LSt ri ng) 107 (€1) ESC 2/1 4/5
ESC 2/2 4/8
Vi dedt exString 102 1 (C0) ESC 2/8 7/5 LSO Yes
73 (C1) ESC 2/1 4/0
ESC 2/2 4/1
Vi sibleString 6 None ESC 2/8 4/2 LSO No
(1S0g46String)
| AbString 6 1 (C0) ESC 2/8 4/2 LSO No
ESC 2/1 4/0
GraphicString 6 None ESC 2/8 4/2 LSO Yes
Genefal String 6 1 (C0) ESC 2/8 4/2 LSO Yes
ESC 2/1 4/0
NOTE — Many of the-edmmonly used characters (for example, A-Z) appear in a number of character repertoires with individual
registratiof) numbers.and escape sequences. Where ASN.1 types allow escape sequences, a number of encodings may pe possible
for a partidular character string (see also 7.3).

8.21.5.3 Certain character string types shall not contain explicit escape sequences in their encodings; in all other cases,
any escape sequence allowed by 8.21.5.1 can appear at any time, including at the start of the encoding. Table 3 lists the
types for which explicit escape sequences are allowed.

8.21.5.4 Announcers shall not be used unless explicitly permitted by the user of ASN.1.

NOTE — The choice of ASN.1 type provides a limited form of announcer functionality. Specific application protocols may choose

to carry announcers in other protocol elements, or to specify in detail the manner of use of announcers.

EXAMPLE

With the ASN.1 type definition:

Name ::= VisibleString

ITU-T Rec. X.690 (07/2002)
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a value:

"Jones"

can be encoded (primitive form) as:

VisibleString Length Contents
1A6 0516 4A6F6E6573 ¢
or (constructor form, definite length) as:
VisibleString Length Contents
3A16 0916
OctetString Length Contents
0416 0316 4A6F6E ¢
OctetString Length Contents
0416 0214 657316
or (construftor form, indefinite length) as:
VisibleString Length Contents
3A16 8016
OctetString Length Contents
0414 0316 4A6F6E ¢
OctetString Length Contents
0414 0216 657316
EOC Length
0014 0016
8.21.6  The above example illustrates three of the (many) possible formg-available as a sender's option. R¢

required to

8.21.7 H
the 4-octet
provided th

8.21.8 H
2-octet BM
they satisfy

8219 T

NOTE 1
of escap

NOTE 2}
a)

b)

<)

handle all permitted forms (see 7.3).

or the Uni ver sal Stri ng type, the octet string shall céntain the octets specified in ISO/IEC 106

ey satisfy the restrictions imposed by 8.21.9.

or the BMPSt ri ng type, the octet string shall\contain the octets specified in ISO/IEC 10646-1
P form (see 13.1 of ISO/IEC 10646-1). Sighatures shall not be used. Control functions may be us
the restrictions imposed by 8.21.9.

he CO and C1 control functions of ISO/IEC 6429 may be used with the following exceptions.

— The effect of this subclause is toallow the useful control functions such as LF, CR, TAB, etc., while forbi
Es to other character sets.

— The CO and C1 control functiohs are each encoded in two octets for BMPString and four for UniversalStrin
Announcer escape sequehces defined in ISO/IEC 2022 shall not be used.
NOTE 3 — The agsumed character coding environment is ISO/IEC 10646-1.

escape sequenees permitted by ISO/IEC 10646-1, 17.2 and 17.4.

NOTE, 4 — ASN.1 allows the use of the PermittedAlphabet subtype notation to select the set
characters. PermittedAlphabet is also used to select the level of implementation of ISO/IEC 10646-1.
is always used for the two-octet form and Uni ver sal Stri ng for the four-octet form.

Invoking escape sequence or control sequences of ISO/IEC 2022 shall not be used, such as SHIFT IN

Designating or,_identifying escape sequences defined in ISO/IEC 2022 shall not be used, including th¢

ceivers are

16-1, using

canonical form (see 13.2 of ISO/IEC 10646-1). Signatures shall not be used. Control functions njay be used

, using the
bd provided

ding the use

identifying

of allowed
BMPSt ri ng

(SI), SHIFT

OUT (SO) or TOCKING SHIFT FOR G3 (SS3)

d)

16

The coding shall conform to ISO/IEC 10646-1 and remain in that code set.

Control sequences for identifying subsets of graphic characters according to ISO/IEC 10646-1, 16.3, shall not be used.
NOTE 5 — ASN.1 applications use subtyping to indicate subsets of the graphic characters of ISO/IEC 10646-1

and to select the ISO/IEC 10646-1 cells that correspond to the control characters of ISO/IEC 6429.
The escape sequences of ISO/IEC 10646-1, 16.5, shall not be used to switch to ISO/IEC 2022 codes.
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8.21.10 For the UTF8Stri ng type, the octet string shall contain the octets specified in ISO/IEC 10646-1, Annex D.
Announcers and escape sequences shall not be used, and each character shall be encoded in the smallest number of octets
available for that character.

8.22 Encoding for values of the unrestricted character string type

8.22.1  The encoding of a value of the unrestricted character string type shall be the BER encoding of the type as defined
in 40.5 of ITU-T Rec. X.680 | ISO/IEC 8824-1.

8.22.2  The contents of the st ri ng- val ue OCTET STRI NG shall be the encoding of the abstract character string value
of the unrestricted character string type [see 40.3 a) of ITU-T Rec. X.680 | ISO/IEC 8824-1] using the identified character
transfer syntax, and the value of all other fields shall be the same as the values appearing in the abstract value.

8.23 The following "useful types" shall be encoded as if they had been replaced by their definitions given in
clauses 42-44 of ITU-T Rec. X.680 | ISO/IEC 8824-1:

1. dte
CITCT ATTZCT T T
i

-{  universal time;

object descriptor.

9 (Canonical encoding rules

The encoding of a data values employed by the canonical encoding rules is the basic.ehcoding described n clause 8,
together with the following restrictions and those also listed in clause 11.

9.1 Llength forms

If the encofling is constructed, it shall employ the indefinite length fornd, If the encoding is primitive, it shall|include the
fewest length octets necessary. [Contrast with 8.1.3.2 b).]

9.2 String encoding forms

Bitstring, qctetstring, and restricted character string valués-shall be encoded with a primitive encoding if fhey would
require no more than 1000 contents octets, and as a constructed encoding otherwise. The string fragments gontained in
the constructed encoding shall be encoded with a ptimitive encoding. The encoding of each fragment, excgpt possibly
the last, shall have 1000 contents octets. (Contrast-with 8.21.6.)

9.3 Set components

The encodings of the component values of a set value shall appear in an order determined by their tags gs specified
in 8.6 of ITU-T Rec. X.680 | ISQ/IEC 8824-1. Additionally, for the purposes of determining the ordgr in which
componentf are encoded when(one or more component is an untagged choice type, each untagged choice typ¢ is ordered
as though if has a tag equal to_that of the smallest tag in that choice type or any untagged choice types nested yithin.

EXAMPLE

In the following which assumes a tagging environment of | MPLI CI T TAGS:

A .= SET
{
a [3] | NTEGER,
b [1] CHO CE
{
c [2] I NTEGER
d [4] | NTEGER
}s
e CHO CE
{
f CHO CE
{
g [ 5] | NTEGER,
h [6] | NTEGER
},
i CHO CE
{
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j [0] | NTEGER

}

the order in which the components of the set are encoded will always be e, b, a, since the tag [ 0] sorts lowest, then [ 1] ,

then|[ 3] .

10

Distinguished encoding rules

The encoding of a data values employed by the distinguished encoding rules is the basic encoding described in clause 8,
together with the following restrictions and those also listed in clause 11.

10.1

1 pngfh forms

The definjte form of length encoding shall be used, encoded in the minimum number of oCtets
with 8.1.3.2 b).]

10.2

String encoding forms

For bitstring, octetstring and restricted character string types, the constructed form oflencoding shall n

(Contrast

10.3

with 8.21.6.)

Set components

The encodings of the component values of a set value shall appear in an‘order determined by their tags
in 8.6 of ITIU-T Rec. X.680 | ISO/IEC 8824-1.

NOTE

- Where a component of the set is an untagged choice type, the lgcation of that component in the ordering w

the tag of the choice component being encoded.

11

Restrictions on BER employed by bothh€ER and DER

References| in clause 8 and its subclauses to "shall beithe BER encoding" shall be interpreted as "shall be
DER encoding, as appropriate". (See 8.16.1, 8.17.15°8:18.1 and 8.22.1.)

111 Boolean values

If the encofling represents the boolean(value TRUE, its single contents octet shall have all eight bits set to on:
with 8.2.2.

11.2 Unused bits

11.2.1  Hach unusedbit\in the final octet of the encoding of a bit string value shall be set to zero.

11.2.2  Where ITU-T Rec. X.680 | ISO/IEC 8824-1, 21.7, applies, the bitstring shall have all trailing 0 b

before it is[encoded:

NOTE
one of

[Contrast

t be used.

s specified

11 depend on

he CER or

. (Contrast

ts removed

ation will be

1|=Jn the case where a size constraint has been applied, the abstract value delivered by a decoder to the applid
these-satisfying-thestzeconstramnt-and-differingfro c-transmitted-vatre-onty-tnrthe-number-oftrathng-0-bt

NOTE 2 — If a bitstring value has no 1 bits, then an encoder shall encode the value with a length of 1 and an initial octet set to 0.

11.3
11.3.1

Real values

If the encoding represents a real value whose base B is 2, then binary encoding employing base 2 shall be
used. Before encoding, the mantissa M and exponent E are chosen so that M is either 0 or is odd.

NOTE - This is necessary because the same real value can be regarded as both {M, 2, E} and {M', 2, E'} with M # M' if, for some
non-zero integer n:

M =M x 20
E =E+n

In encoding the value, the binary scaling factor F shall be zero, and M and E shall each be represented in the fewest
octets necessary.

18
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11.3.2  If the encoding represents a real value whose base B is 10, then decimal encoding shall be used. In forming the
encoding, the following applies:

11.3.2.1 The ISO 6093 NR3 form shall be used (see 8.5.7).

11.3.2.2 SPACE shall not be used within the encoding.

11.3.2.3 If the real value is negative, then it shall begin with a MINUS SIGN (-), otherwise, it shall begin with a digit.
11.3.2.4 Neither the first nor the last digit of the mantissa may be a 0.

11.3.2.5 The last digit in the mantissa shall be immediately followed by FULL STOP (.), followed by the exponent-
mark "E".

11.3.2.6 If the exponent has the value 0, it shall be written "+0", otherwise the exponent's first digit shall not be zero,
and PLUS SIGN shall not be used.

114 eneralString values

The encoding of values of the Gener al St ri ng type (and all other restricted character string types defined by reference
to the Intefnational Register of Coded Character Sets) shall generate escape sequences to designate’and inyoke a new
register entry only when the register entry for the character is not currently designated as the G0,.G1, G2, G3, C0, or C1
set. All dpsignations and invocations shall be into the smallest numbered G or C set forywhich there i an escape
sequence dpfined in the entry of the International Register of Coded Character Sets to be-used with Escape Seuences.

NOTE 1| - For the purposes of the above clause, GO is the smallest numbered G set, followed-by G1, G2, and G3 inforder. CO is
the smaljest numbered C set, followed by C1.

NOTE 2 — Each character in a character string value is associated with a particularentry in the International Regisfer of Coded
Charactgr Sets.
11.5 Set and sequence components with default value

The encoding of a set value or sequence value shall not include an‘éncoding for any component value whicl is equal to
its default yalue.

11.6 Set-of components

The encodings of the component values of a set-of yalue shall appear in ascending order, the encodings being compared
as octet strings with the shorter components being padded at their trailing end with 0-octets.

NOTE - The padding octets are for comparison pirrposes only and do not appear in the encodings.

11.7 (beneralizedTime

11.7.1  The encoding shall terminate with a "Z", as described in the ITU-T Rec. X.680 | ISO/IEC 8824-| clause on
Cener al i ZedTi re.

11.7.2  Tfhe seconds element shall always be present.

11.7.3  The fractional-seconds elements, if present, shall omit all trailing zeros; if the elements correspong to 0, they
shall be wHolly omutted, and the decimal point element also shall be omitted.

EXAMPLE

A seconds element of "26.000" shall be represented as "26"; a seconds element of "26.5200" shall be represented
as "26.52".

nn

11.7.4  The decimal point element, if present, shall be the point option

11.7.5  Midnight (GMT) shall be represented in the form:
"YYYYMMDDO000000Z"

where "YYYYMMDD" represents the day following the midnight in question.
EXAMPLE

Examples of valid representations:
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19920521000000Z"
199206221234217"
19920722132100. 3Z"

Examples of invalid representations:

ind applied
n for all of

cessarily be

e the basic

"19920520240000Z" (midnight represented incorrectly)
"19920622123421. 0Z" (spurious trailing zeros)
"19920722132100. 302" (spurious trailing zeros)
11.8 UTCTime
11.8.1 The encoding shall terminate with "Z", as described in the ITU-T X.680 | ISO/IEC 8824-1 clause on
UTCTime.
11.8.2  Tfhe seconds element shall always be present.
11.8.3  Mlidnight (GMT) shall be represented in the form:
"Y'YMMDDO000000Z"
where "YY|MMDD" represents the day following the midnight in question.
11.8.4  HExamples of valid representations
"1920521000000Z"
"9206221234217"
"920722132100Z"
11.8.5  HExamples of invalid representations
"0920520240000Z" (midnight represented:incorrectly)
"9207221321z" (seconds of "00'" omitted)
12 Use of BER, CER and DER in transfer syntax definition
12.1 Tlhe encoding rules specified in this;Récommendation | International Standard can be referenced
whenever there is a need to specify an unanibiguous, undivided and self-delimiting octet string representatid
the values ¢f a single ASN.1 type.
NOTE + All such octet strings are unambiguous within the scope of the single ASN.1 type. They would not nd
unambiguous if mixed with encodings of a different ASN.1 type.
12.2 Tlhe following object.identifier and object descriptor values are assigned to identify and describ)
encoding rfiles specified in this'Recommendation | International Standard:
{J oi nt-isafitu-t asnl (1) basic-encoding (1)}
and:
"Basi‘e/Encodi ng of a single ASN. 1 type".
12.3 fie folfowing object identifier and object descriptor values are assigned 1o identily and describe th

encoding rules specified in this Recommendation | International Standard:

and:

12.4

and

20

{joint-iso-itu-t asnl(1l) ber-derived(2) canonical-encodi ng(0)}

Canoni cal encoding of a single ASN. 1 type".

e canonical

The following object identifier and object descriptor values are assigned to identify and describe the
distinguished encoding rules specified in this Recommendation | International Standard:

{

joint-iso-itu-t asnl(1l) ber-derived(2) distinguished-encoding(l)}

Di stingui shed encodi ng of a single ASN. 1 type".
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12.5 Where an unambiguous specification defines an abstract syntax as a set of abstract values, each of which is a
value of some specifically named ASN.1 type, usually (but not necessarily) a choice type, then one of the object
identifier values specified in 12.2, 12.3 or 12.4 may be used with the abstract syntax name to identify the basic encoding
rules, canonical encoding rules or distinguished encoding rules, respectively, to the specifically named ASN.1 type used
in defining the abstract syntax.

12.6 The names specified in 12.2, 12.3 and 12.4 shall not be used with an abstract syntax name to identify a transfer
syntax unless the conditions of 12.5 for the definition of the abstract syntax are met.
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