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Foreword

0-1:1996(E)

ISO (the International Organization for Standardization) and IEC (the Inter-
national Electrotechnical Commission) form the specialized system for worldwide
standardization. National bodies that are members of ISO or IEC participate in the

ISO and IEC technical committees collaborate in fields of mutual in
international organizations, governmental and non-governmental, in
ISO and IEC, also take part in the work.

technical committee, ISO/IEC JTC 1. Draft Intefnational Standards ad
Joint technical committee are circulated to nétional bodies for voting
as an International Standard requires approval by at least 75 % of
bodies casting a vote.

International Standard ISO/IEC 8650-1 was prepared by Join
Committee ISO/IEC JTC 1, Iiformation technology, Subcommittee
Systems Interconnection, data management and open distributed p
collaboration with ITU-T\\The identical text is published as ITU-T
dation X.227.

This second edition cancels and replaces the first edition (ISO
which has been'technically revised. It also incorporates Amendmen
Technical €orrigendum 1:1990.

ISOAEC 8650 consists of the following parts, under the general title
technology — Open Systems Interconnection — Connection-oriented
the Association Control Service Element:

Part 1: Protocol specification

Part 2: Protocol Implementation Conformance Statement (PICS

Annexes A and B form an integral part of this part of ISO/IEC 8650.

—de*kmeﬁ*hmﬁmd—&mdmkmmugirmw established

by the respective organization to deal with particular fields of technical activity.

terest. Other
liaison with

In the field of information technology, ISO and)IEC have established a joint

opted by the
Publication
the national

t Technical
5C 21, Open
ocessing, in
Recommen-

8650:1988),
1:1990 and

Information
[protocol for

proforma
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Introduction

This Protocol Specification is one of a set of Recommendations and International Standards produced to facilitate the
interconnection of 1nf0rmat10n processmg systems It is related to other ITU-T Recommendatlons and International

Standards ip

ISO/IEC 7
layers of spg

The goal (
interconnec

This Protog
application-|
connectionl

This Recommendation | International Standard specifies the protocol for the application-service-element for a

association

releasing application-associations. The ACSE protocol sincludes two optional functional units. One func

supports th
functional
apply to a W

This Protoc

ec. X.200 |
98-1). The Refercnce Model subd1v1des the areas of standardization for interconnection into-& series of

cification, each of manageable size.

f Open Systems Interconnection is to allow, with a minimum of technical agreement outside the

ion standards, the interconnection of information processing systems:

from different manufacturers;
under different managements;
of different levels of complexity; and

of different technologies.

ol Specification specifies the connection-oriented mode protocol for the application-service-element for

pssociation control: the Association Control Service Element (ACSE). The protocol for the ACSE

pss mode service (A-UNIT-DATA) is specified in ITU-T Rec. X.237 | ISO/IEC 10035-1.

pplication-
control: the Application Control Service Element(ACSE). The ACSE provides services for establishing and
ional unit
he second
E services

e exchange of information in support ofi:authentication during association establishment. T
nit supports the negotiation of application context during association establishment. The ACS
ide range of application-process communications requirements.

bl Specification includes an annexithat describes the protocol machine of ACSE in terms of a state ftable. This

protocol m

The proto
Rec. X.216

Quality of S
treatment of
each layer s
to this Proto

CII defined in this Protacol Specification is also governed by the use of the presentation-servi

hine is referred to as the Association Control Protocol Machine (ACPM).

ce (ITU-T
ISO/EC 8822) and-the session-service (see ITU-T Rec. X.215 | ISO/IEC 8326).

ervice (QOS) is.a parameter of the A-ASSOCIATE service. Work is still in progress to provide an

QOS across, all of the layers of the OSI Reference Model and to ensure that the individual tre
ervice satisfy.overall QOS objectives in a consistent manner. As a consequence, an addendum ma;
col Specification at a later time which reflects further QOS developments and integration.

integrated
atments in
y be added

Vi
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INFORMATION TECHNOLOGY - OPEN SYSTEMS INTERCONNECTION -
CONNECTION-ORIENTED PROTOCOL FOR THE ASSOCIATION CONTROL

SERVICE ELEMENT: PROTOCOL SPECIFICATION

1

The AQ
definitio
provides
the conn

Seope-and-field-of application
SE supports two modes of communication: connection-oriented and connectionless. The A
h (ITU-T Rec. X.217 | ISO/IEC 8649) includes both modes of communication. This Protocol

the protocol specification for the connection-oriented mode of communication. The protocol sp
ectionless mode of communication is contained in ITU-T Rec. X.237 | ISO/IEC 1003551.

This Pro
wish to
Specific{
Authenti
during as
a limiteq
facility f]

This Pro|

ocol Specification defines procedures that are applicable to instances of communieation between §
interconnect in an Open Systems Interconnection environment in a connecCtion-oriented mode.
ition includes the Kernel functional unit that is used to establish and‘rélease application-assg
cation functional unit provides additional facilities for exchanging information in support of
sociation establishment without adding new services. The ACSE authentication facilities can be u

br the selection of the application context during association establishment.

focol Specification specifies:

a) procedures for the transfer of information for\application-association control and the aut

application-entities;

b) the interaction between an ACSE protoeol machine and the occurrence of external presen

and

c) the abstract syntax for the representation of the ACSE APDUs.
bE procedures are defined in terms of:

a)
b)

focol Specification alse.specifies conformance requirements for systems implementing these procg
in tests which can-be used to demonstrate conformance.

The ACH
the interactions between peer ACSE protocol machines through the use of presentation-servi
the interaction between an ACSE protocol machine and its service-user.

This Pro|
not contg

2

The follpwing” Recommendations and International Standards contain provisions which, through referend
constitute.provisions of this Recommendation | International Standard. At the time of publication, the edit
were vakd— Recommendations—and ermationa angards—a stbject-to-reviston;—and c—-parties
based on this Recommendation | International Standard are encouraged to investigate the po
recent edition of the Recommendations and Standards listed below. Members of IEC and ISO maintai

Normative references

ssibility of appl

\CSE service

Specification

ecification for

ystems which

The Protocol
ciations. The

huthentication
sed to support
| class of authentication methods. The Application Context Negotiation functional unit provides additional

hentication of

tation events;

ices; and

dures. It does

e in this text,
jons indicated
0 agreements
ying the most
n registers of

currently valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of

currently valid ITU-T Recommendations.

2.1 Identical Recommendations | International Standards

Interconnection — Basic Reference Model: The Basic Model.

Interconnection — Application layer structure.

Interconnection — Basic Reference Model: Conventions for the definition of OSI services.

ITU-T Rec. X.227 (1995 E)

ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
ITU-T Recommendation X.207 (1993) | ISO/IEC 9545:1994, Information technology — Open Systems

ITU-T Recommendation X.210 (1993) | ISO/IEC 10731:1994, Information technology — Open Systems
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ITU-T Recommendation X.215 (1995) | ISO/IEC 8326:1996, Information technology — Open Systems
Interconnection — Session service definition.

ITU-T Recommendation X.216 (1994) | ISO/IEC 8822:1994, Information technology — Open Systems
Interconnection — Presentation service definition.

ITU-T Recommendation X.217 (1995) | ISO/IEC 8649:1996, Information technology — Open Systems
Interconnection — Service definition for the Association Control Service Element.

ITU-T Recommendation X.225 (1995) | ISO/IEC 8327-1:1996, Information technology — Open Systems
Interconnection — Connection-oriented Session protocol: Protocol specification.

ITU-T Recommendation X.237 (1995) | ISO/IEC 10035-1:1995, Information technology — Open Systems
Interconnection — Connectionless protocol for the Association Control Service Element: Protocol
specification.

CCITT Recommendation X.660 (1992) | ISO/IEC 9834-1:1993, Information technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: General procedures.

2.2 Pajred Recommendations | International Standards equivalent in téchnical content

2.3 Additional references

3 leinitions

For the purpgses-of this Recommendation | International Standard, the following definitions apply:

CCITT Recommendation X.665 (1992) | ISO/IEC 9834-6:1993, Information technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: Application Processes
and Application Entities.

ITU-T Recommendation X.690 (1994) | ISO/IEC 8825-1:1995, Information technalogy — ASN.1|encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules.(CER) and Distjnguished
Encoding Rules (DER).

CCITT Recommendation X.208 (1988), Specification of Abstract Syntax Notation One (ASN.1).

ISO/IEC 8824:1990, Information technology — Open Systems Ihterconnection — Specification of Abstract
Syntax Notation One (ASN.1).

CCITT Recommendation X.650 (1992), Open Systems. Interconnection (OSI) — Reference model for
naming and addressing.

ISO 7498-3:1989, Information processing systems’— Open Systems Interconnection — Basic Reference
Model — Part 3: Naming and addressing.

CCITT Recommendation X.800 (1991),.\Security architecture for Open Systems Interconnéction for
CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture.

CCITT Recommendation X.410 (1984), Message Handling Systems: Remote operation and reliable
transfer server.

ISO 6523:1984,-Data interchange — Structures for the identification of organizations.

3.1 Reference Model definitions

3.1.1 Basic Reference Model definitions

This Protocol Specification is based on the concepts developed in ITU-T Rec. X.200 | ISO/IEC 7498-1 and makes use of
the following terms defined in it:

a)
b)
)
d)
e

Application Layer;
application-process;
application-entity;
application-service-element;

application-protocol-data-unit;

2 ITU-T Rec. X.227 (1995 E)
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f)  application-protocol-control-information;
g) presentation-service;

h) presentation-connection;

i)  session-service;

j)  session-protocol; and

k) session-connection.

Security architecture definitions

ISO/IEC 8650-1 : 1996 (E)

This Protocol Specification makes use of the following term defined in CCITT Rec. X.800 | ISO 7498-2:

3.1.3
This Prq

3.2
This Prq

33
This Pra

—  password.

Naming and addressing definitions

a) application-process title;

b) application-entity qualifier;

c) application-entity titleD;

d) application-process invocation-identifier;
e) application-entity invocation-identifier; and

f) presentation address.

Service conventions definitions

a) service-provider;

b) service-user;

¢) confirmed service;

d) non-confirmed service;
e) provider-initiated service;
f) primitive;

g) request (primitive);

h) indication (primitive);

i) response (primitiye); and

j)  confirm (primitive).

Presentation service definitions

a) (abstract syntax;

b)v" abstract syntax name;

tocol Specification makes use of the following terms defined in CCITT Rec. X.650 | ISO 7498-3:

tocol Specification makes use of the following terms definedin ITU-T Rec. X.210 | ISO/IEC 10731:

tocol Specification makes use of the following terms defined in ITU-T Rec. X.216 | ISO/IEC 8822

—

¢) default context;

d) defined context set;

e) functional unit (presentation);
f) normal mode (presentation);

g) presentation context;

D' As defined in CCITT Rec. X.650 | ISO 7498-3, an application-entity title is composed of an application-process title and an
application-entity qualifier. The ACSE protocol provides for the transfer of an application-entity title value by the transfer of its
component values.

ITU-T Rec. X.227 (1995 E) 3
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h)
i)

presentation data value; and
X.410-1984 mode (presentation).

34

Application Layer Structure definitions

This Protocol Specification makes use of the following terms defined in ISO/IEC 9545:
a) application-context;
b) application-entity invocation;
c) control function; and

d) application-service object.

3.5 ACSE service definitions

This Protoco] Specification makes use of the following terms defined in ITU-T Rec. X.217 | ISO/IEC 8649:
a) | application-association; association;
b) | Association Control Service Element;
c) | ACSE service-user;

d) | ACSE service-provider;
e) | requestor;

f) | acceptor;

g) | association-initiator;

h) | association-responder;
j) | authentication;

j) | authentication-function;
k) | authentication-value;

1) | authentication-mechanism;
m)| normal mode;

n) | X.410-1984 mode; and
0) | disrupt.

3.6 Aspkociation Control protocol specification definitions
The following terms are introdaced in this Protocol Specification:

3.6.1 Association Control Protocol Machine: The protocol machine for the Association Control Servic¢ Element
specified in -T Ree-X.227 | ISO/IEC 8650-1.

3.6.2 requesting: Association Control Protocol Machine: The Association Control Protocol Machipe whose
service-user is.thé requestor of a particular Association Control Service Element service.

3.6.3 accepting Association Control Protocol Machine: The Association Control Protocol Machine whose
service-user is the acceptor for a particular Association Control Service Element service.

3.64 external event (to an ASE): A service primitive that is not directly referenced by an ASE but that may disrupt
a service procedure of the ASE.

4 Abbreviations
For the purposes of this Recommendation | International Standard, the following abbreviations apply:

4.1 Data units
APDU  application-protocol-data-unit

4 ITU-T Rec. X.227 (1995 E)
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4.2 Types of application-protocol-data-units

The following abbreviations have been given to the application-protocol-data-units defined in this Protocol
Specification:

AARQ A-ASSOCIATE-REQUEST APDU
AARE A-ASSOCIATE-RESPONSE APDU
RLRQ A-RELEASE-REQUEST APDU
RLRE A-RELEASE-RESPONSE APDU
ABRT A-ABORT APDU

4.3 Other abbreviations

The follgwing abbreviations are used in this Protocol Specification:
ACPM Association Control Protocol Machine

ACSE Association Control Service Element

AE application-entity
AEI application-entity invocation
AP application-process

APCI  application-protocol-control-information
ASE application-service-element
ASO application-service-object

ASN.1  Abstract Syntax Notation One

CF Control Function

cnf confirm primitive

ind indication primitive

OSI Open Systems Interconnection
req request primitive

ROA recognized operating agency
QOS Quality of Seryice

5 Conventions

This Profocol Specification employs a tabular presentation of its APDU fields. In clause 7, tables are pres¢nted for each
ACSE APDU Each field is summarized using the following notation:

M Presence is mandatory

(0] Presence is ACPM option

U Presence is ACSE service-user option
req Source is related request primitive
ind Sink is related indication primitive
ISp Source is related response primitive
cnf Sink is related confirm primitive

ACPM Source or sink is the ACPM

The structure of each ACSE APDU is specified in clause 9 using the Abstract Syntax Notation of ASN.1 (see CCITT
Rec. X.208:1988 and ISO/IEC 8824:1990).

ITU-T Rec. X.227 (1995 E) 5


https://iecnorm.com/api/?name=77ed90303e7385e23045c078aa1bc9b7

ISO/IEC 8650-1 : 1996 (E)

6

6.1

Overview of the protocol

Service provision

The protocol in this Protocol Specification provides the connection-oriented services defined in ITU-T Rec. X.217 |
ISO/IEC 8649. Both the connection-oriented and connectionless services are listed in Table 1. The protocol for the
connectionless A-UNIT-DATA service is specified in ITU-T Rec. X.237 | ISO/IEC 10035-1.

For a particular association, the ACSE connection-oriented services operate either in the normal mode or in the
X.410-1984 mode. The mode of operation is determined by the Mode parameter on the A-ASSOCIATE request

primitive.
Table 1 - ACSE-services
Communication mode Service Type
Confpection-oriented A-ASSOCIATE Confirmed
A-RELEASE Confirmed
A-ABORT Non-confirmed
A-P-ABORT Provider-initiated
Connectionless A-UNIT-DATA Non-confinmed
6.2 Functional units

Functional units are used by this Protocol Specification to negotiate) ACSE user requirements during agsociation

establishment. Three functional units are defined:

a) | Kernel functional unit;
b) | Authentication functional unit; and

c) | Application Context Negotiation functionalPunit.

The ACSE Requirements fields on the AARQ and AARE APDUs are used to select the functional unifs for the

association.

The Kernel functional unit is always available. It is the default functional unit. To be included, the Authgntication
functional unjit and the Application Context Name functional unit shall be explicitly requested on the AARQ APDU and

accepted on

he AARE APDU.

The selection of the Authentication functional unit supports additional fields on the AARQ, AARE, ABRT apd RLRQ

APDUs. Thej
and the AA
and APDU fields associated with the ACSE functional units.

selection of the Application Context Negotiation functional unit supports an additional field on the AARQ
APDUs. Neither functional unit affects the elements of procedure. Table 2 shows the service§, APDUs

6.3 Use of the presentation-service
ACSE’s use of specified
below:

a) ACSE normal mode: The ACPM uses the normal mode of the presentation-service (see ITU-T Rec. X.216
| ISO/IEC 8822). The ACPM uses the presentation-service Kernel functional unit to exchange its APCI
and, optionally, ACSE service-user information (i.e. ACSE APDUs) with its peer. The use of additional
presentation-service functional units is an ACSE service-user choice. This choice does not affect the
operation of the ACPM.

b) ACSE X.410-1984 mode: The ACPM uses the X.410-1984 mode of the presentation-service. Only the
Kernel functional unit is available when using the presentation-service X.410-1984 mode. In this mode,
the ACPM does not exchange its own APCI with its peer. It simply passes through information supplied
to it by the ACSE service-user or by the presentation-service.

This Protocol Specification assumes that the ACPM is the sole user of the P-CONNECT, P-RELEASE, P-U-ABORT,
and P-P-ABORT services. The ACSE neither uses nor constrains the use of any other presentation service.

ITU-T Rec. X.227 (1995 E)
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Table 2 - Functional unit APDUs and their fields

Functional Unit

Service

APDU

Field Name

Kernel

A-ASSOCIATE

AARQ

Protocol Version

Application Context Name
Calling AP Title

Calling AE Qualifier

Calling AP Invocation-identifier
Calling AE Invocation-identifier
Called AP Title

Called AE Qualifier

Called AP Invocation-identifier
Called AE Invocation-identifier
Implementation Information
User Information

A-RELEASE

A-ABORT

AARE

RLRQ

RLRE

ABRT

Protocol Version

Application Context Name
Responding AP Title

Responding AE Qualifier
Responding AP Invocation-identifier
Responding AE Invocation-identifier
Result

Result Source-Diagnostie
Implementation Information

User Information

Reason
User Information

Redson
User Information

Abort Source
User Information

Authertication

A-ASSOCIATE

AARQ

AARE

ABRT

ACSE Requirements
Authentication-mechanism Name
Authentication-value

Ditto

Diagnostic

Applicption Context
Negotiation

A-ASSOCIATE

AARQ

AARE

Application Context Name List
ACSE Requirements

Ditto

The A(QPM ‘ddes not use the P-RESYNCHRONIZE, P-U-EXCEPTION-REPORT, or P-P-EXCEPTI
services| However, the A-RELEASE procedure is disrupted if a primitive of one of these presentation sery

ON-REPORT

ices occurs on

the association. The disruption is made visible to the ACPM by the occurrence of an external event.

When supported by Version 1 of the session-protocol (see ITU-T Rec. X.225 | ISO/IEC 8327-1), the presentation-
service is subject to length restrictions for its user-data parameters. This Protocol Specification assumes that a local
mechanism detects violations of these constraints and makes the ACSE service-user aware of them. An encoding
optimization is specified for A-ABORT to mitigate this problem (see 7.3.3.1).

6.4 Relationship to the session-service

The session functional units required for the session-connection that supports the presentation-connection (that in turn
supports the association) are determined by the A-ASSOCIATE service requestor and acceptor. They accomplish this
using the Session Requirements parameter on the A-ASSOCIATE primitives. The session functional units are described
in ITU-T Rec. X.215 | ISO/TEC 8326.
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The rules of the session-service affect the operation of the ACPM and its service-user. The ACSE service-user must be
aware of these constraints. This Protocol Specification assumes that a local mechanism enforces them. Some examples
of session-service constraints that affect the ACSE service-user are:

a) the availability of negotiated release; and

b) the possibility of release collisions.

6.5 Model

The Association Control Protocol Machine (ACPM) is modeled as a finite state machine whose specification is given in
this Protocol Specification. The ACPM communicates with its service-user by means of the ACSE service primitives

defined in ITU-T Rec. X.217 | ISO/IEC 8649. The ACPM communicates with its presentation service-provider by

VA CUIIIIIIWIIIVALUS  Vialil 2w

means of the presentation services defined in ITU-T Rec. X.216 | ISO/IEC 8822.

NOTE 1 — An application ASE specification that references ACSE need not specify the use of ACSE service primitive
parameters that are irrelevant to its operation. The Control Function (CF) that references ACSE can be modeled to pass such
parameters bet{een the € parameters arc relevant.

The ACPM ifs driven by the receipt of input events from its ACSE service-user and from its presentation service-
provider for the underlying presentation-connection that supports the association. The input events ‘from the ACSE
service-user are ACSE request and response primitives. The input events from its presentation service-proyider are

resentation ipdication and confirm primitives.

s)
preseanalion Catlon anc CONIITIL prifni

The ACPM 1esponds to input events by issuing output events to its presentation servicesprovider and to ifs ACSE
service-user. [The output events to its presentation service-provider are presentation request and response primitjves. The
output events|to its ACSE service-user are ACSE indication and confirm primitives.

The ACPM ig aware of external events that occur on the presentation-connection-that supports its association (see 6.2).
The occurrenge of these external events may cause the state of the ACPM to change.

The receipt of an input event, the generation of dependent actions, and the resultant output event are considered to be an
indivisible acfion. Likewise, the occurrence of an external event and thé resultant change of state is considered to be an
indivisible acfion.

During the egtablishment of an association between two AEs, the’existence of invocations of both the requegting and
responding AEs is presumed. How they are created is outside df the scope of this Protocol Specification.

A new invocgtion of an ACPM is employed upon the receipt of an A-ASSOCIATE request primitive or a P-CONNECT
indication primitive. Each such invocation controls exactly one association.

NOTE 2 - Each association may be identified in an end system by a local mechanism so that the ACSE servic¢-user and
the ACPM can|refer to the association.

The ACPM |{s modeled to operate in either-one of two modes for a given association: the normal mode] and the
X.410-1984 mode as specified below:

a) | When operating in the\normal mode, an ACPM communicates with its peer ACPM in suppprt of an
association by transferring ACSE Application Protocol Data Units (APDUs) defined in claus¢ 92). An
ACSE APDU is.transferred as a presentation data value in the User Data parameter of the presentation
primitive used'on the underlying presentation-connection.

b) | When opeérating in the X.410-1984 mode, an ACPM does not transfer ACSE APDUs with its pegr. In this
situation, the sending and receiving of presentation primitives are in themselves significant| protocol
events.

7 Elements of procedure

The ACSE protocol consists of the following procedures:
a) association establishment;
b) normal release of an association; and

¢) abnormal release of an association.

2) This is true with one exception. If the association is supported by Version 1 of the session-protocol (see ITU-T Rec. X.225 |
ISO/IEC 8327-1), the requesting ACPM does not pass ACSE APCI as user data on a P-U-ABORT request primitive. The absence
of ACSE APCI in this situation does not imply that the association is operating in the X.410-1984 mode (see 7.3.3.1).
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In this clause, a summary of each of these elements of procedure is presented. This consists of a summary of the relevant
APDUs, and a high-level overview of the relationship between the ACSE services, the APDUs involved, and the
presentation service that is used. Clause 8 describes how the parameters of the presentation primitives are used. In
clause 9, a detailed specification of the ACSE APDUs is given using the notation of ASN.1 (see CCITT Rec. X.208
(1988) and ISO/IEC 8824:1990). Annex A presents the state table for the ACPM.

71 Association establishment

7.1.1 Purpose

The association establishment procedure is used to establish an association between two AEs. It supports the
A-ASSOCIATE service.

7.1.2 APDUs used

The asgo A3ASSOCIATE-
RESPONSE (AARE) APDUs The ﬁelds of the AARQ APDU are hsted in Table 3. The ﬁelds of thec AARE APDU are
listed in Table 4.
Table 3 - AARQ APDU fields
Field name Presence Seurce Sink
Protocpl Version (0] ACPM ACPM
Applidation Context Name M req ind
Applij:tion Context Name List U req ind
Calling AP Title U req ind
Calling AE Qualifier {0) req ind
Calling AP Invocation-identifier 8] req ind
Calling AE Invocation-identifier U req ind
Called| AP Title U req ind
Called| AE Qualifier U req ind
Called| AP Invocation-identifier U req ind
Called| AE Invocation-identifier U req ind
ACSE}requirements 8) req ind
Authentication-mechanism Name 8] req ind
Authentication-value U req ind
Implementation Information (0] ACPM ACPM
User Ipformation 8) req ind
NOTES
1 The Authentication-mechanism Name and Authentication-value fields are only present if the ACSE-requjrements field
includgs the-Authentication functional unit.
2 The Apphcatlon Context Name List ﬁeld is only present if the ACSE-requlrements ﬁeld mcludes the Apph( ation Context
: e-diffe ; c names in the
Apphcatlon Context Name Llst parameter or 1t may be equal to one of the names in the hst

7.1.3 Association establishment procedure
This procedure is driven by the following events:
a) an A-ASSOCIATE request primitive from the requestor;
b) an AARQ APDU as user data on a P-CONNECT indication primitive;
¢) an A-ASSOCIATE response primitive from the acceptor; and
d) aP-CONNECT confirm primitive (that may or may not contain an AARE APDU).
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Table 4 - AARE APDU fields

Field name Presence Source Sink
Protocol Version (0] ACPM ACPM
Application Context Name M sp cnf
Application Context Name List U sp cnf
Responding AP title 8] Isp cnf
Responding AE Qualifier U sp cnf
Responding AP-Invocation-identifier U sp cnf
Responding AE-Invocation-identifier U Isp cnf
Result M rsp/ACPM cnf
Result Source — Diagnostic M rsp/ACPM cnf
ACSE-requirgments 8] Sp cnf
Authenticatign-mechanism Name U Isp enf
Authenticatign-value U sp cnf
Implementatipn Information (6] ACPM ACPM
User Information U Isp cnf

NOTES

1 The Authentication-mechanism Name and Authentication-value fields are only present.if the ACSE-requiremenits field
includes the Authentication functional unit.

2 The Application Context Name List field is only present if the ACSE-requirements field includes the Application {Context
Negotiation functional unit and the result = rejected. The value of the Application Context Name parameter may be differgnt from
any of the najnes in the Application Context Name List parameter or it may be.egtal to one of the names in the list.

7.1.3.1 A-ASSOCIATE request primitive

The requestilg ACPM forms an AARQ APDU from parameter values of the A-ASSOCIATE request primjtive and
optionally, th¢ Protocol Version and implementation information. It issues a P-CONNECT request primitive ajso using
information ffom the A-ASSOCIATE request primitive~The User Data parameter of the P-CONNECT request primitive
contains the AARQ APDU.

ing ACPM waits for a primitivé\from the presentation service-provider and does not accept any other
the requestor other than an-A=ABORT request primitive.

The accepting ACPM receives ann\ AARQ APDU from its peer as user data on a P-CONNECT indication primitiye.

The ACPM determines if the’\AARQ APDU is acceptable based on the rules for extensibility (see 7.4). If the AARQ
APDU is not [acceptable,@’protocol error results (see 7.3.3.4). The association establishment procedure is disrupted. An

The ACPM nxtinspects the value of the Protocol Version field®) of the AARQ APDU. If the ACPM does not jupport a
common protpcolversion, it forms an AARE APDU with the following assigned fields:

a) Protocol Version field (optional) with the value that indicates the protocol version(s) that it could support
(see 7.1.5.1);

b) Application Context Name field with the same value as on the AARQ APDU;

¢) Result field with the value “rejected (permanent)”; and source — Diagnostic field with the values “ACSE
service-provider” and “no common ACSE version”.

In this case, the ACPM sends the AARE APDU as user data on a P-CONNECT response primitive with a Result
parameter that has the value “user rejection”. The ACPM does not issue an A-ASSOCIATE indication primitive. The
association is not established.

3) If the Protocol Version field is not present in the AARQ APDU, Version 1 is assumed.
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If the P-CONNECT indication primitive and its AARQ APDU are acceptable, the ACPM inspects the ACSE
requirements field if it is present. It removes functional units that it does not support. The ACPM then issues an
A-ASSOCIATE indication primitive to the acceptor. The A-ASSOCIATE indication primitive parameters are derived
from the AARQ APDU and the P-CONNECT indication primitive. The ACPM waits for a primitive from the acceptor.

7.1.3.3 A-ASSOCIATE response primitive

When the accepting ACPM receives the A-ASSOCIATE response primitive, the Result parameter specifies whether the
service-user has accepted or rejected the association. The ACPM forms an AARE APDU using the A-ASSOCIATE
response primitive parameters. The ACPM sets the Result Source — Diagnostic field to “ACSE service-user” and the
value derived from the Diagnostic parameter of the response primitive. The AARE APDU is sent as the User Data
parameter on the P-CONNECT response primitive.

If the acceptor accepted the association request, the Result parameter on the related P-CONNECT response primitive
specifies “acceptance”, and the Result field of the outgoing AARE APDU specifies “accepted”. The association is
established.

If the
specifi
associa

ceptor rejected the association request, the Result parameter on the related P-CONNECT t€s
“user-rejection”, and the Result field of the AARE APDU contains the appropriate (rejecti
ion is not established.

onse primitive
on value. The

7.1.3.4| P-CONNECT confirm primitive

The requesting ACPM receives a P-CONNECT confirm primitive. The following situations are possible:

a) the association has been accepted;
b) the accepting ACPM or the acceptor has rejected the associationpor
c) the presentation service-provider has rejected the related preséntation connection.

If the agsociation was accepted, the P-CONNECT confirm primitive Result parameter specifies “accepta
Data pgrameter contains an AARE APDU. The Result field of thet AARE APDU specifies “accepted”.

ACPM |issues an A-ASSOCIATE confirm primitive to the requestor derived from parameters from the
confirm| primitive and the AARE APDU. The A-ASSOCIATE confirm primitive Result parameter specif]

nce”. The User
The requesting
P-CONNECT
es “accepted”.

The asIciation is established.
If the

primitiy

sociation was rejected by either the accepting*ACPM or by the acceptor, the related P-CONNECT confirm

¢ Result parameter specifies “user-rejection’, The User Data parameter contains an AARE APDU

eters from the
ult parameter
F service-user”

uesting ACPM issues an A-ASSOCIATE confirm primitive to the requestor derived from paran
CT confirm primitive and the, AARE APDU. The A-ASSOCIATE confirm primitive R
indicatgs “rejected (transient)” or “rejected (permanent)”. The Result Source parameter indicates “ACSH
or “ACBE service-provider”. The association is not established.

If the gresentation-connection was rejected by the presentation service-provider, the P-CONNECT confirm primitive
Result parameter specifies “proyider-rejection.” In this situation, the User Data field is not used. The reqpesting ACPM
issues gn A-ASSOCIATE. confirm primitive with the Result parameter indicating “rejected (permanent).” The Result
Source parameter indicates-“‘presentation service-provider”¥. The association is not established.

7.14
The AA

Use of the AARQ APDU fields
[RQ APRDU fields are used by the requesting and accepting ACPMs as specified below.

7.1.4.1 | “Protocol Version

For the requesting ACPM: The value assigned to this field is determined within the implementation of the
ACPM. It is a variable length bit string where each bit that is set to one indicates the version of ACSE
protocol that this ACPM supports. Bit 0 represents Version 1; bit 1 represents Version 2; etc. Multiple
bits may be set indicating support of multiple versions. No trailing bits higher than the highest version of
this Protocol Specification that the requesting ACPM supports are included. That is, the last bit of the
string is set to one.

4 The presentation-service (see ITU-T Rec. X.216 | ISO/IEC 8822) currently does not define a Diagnostic parameter on the
P-CONNECT response. However, work is still in progress to provide an integrated treatment of the “result” related parameters
across all layers of the OSI Reference Model. As a consequence, an addendum may be added to this Protocol Specification at a
later time that reflects further developments and integration.
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7.14.2

7.1.4.3

7.1.44

7.1.4.5

7.1.4.6

7.1.4.7

7.14.8

7.1.4.9

7.14.10

12

—  For the accepting ACPM: The ACPM ignores trailing bits of this field that are higher than the one
indicating the latest version of this Protocol Specification that it supports.
Application Context Name

—  For the requesting ACPM: This value is determined by the value of the Application Context Name
parameter of the A-ASSOCIATE request primitive.

—  For the accepting ACPM: This value is used to determine the value of the Application Context Name
parameter of the A-ASSOCIATE indication primitive, if issued.
Calling AP Title

—  For the requesting ACPM: This value is determined by the value of the Calling AP Title parameter of the
A-ASSOCIATE request primitive.

—  For the accepting ACPM: This value is used to determine the value of the Calling AP Title parameter of

ion-primitive —if issued
) g
Cal]ing AE Qualifier

— | For the requesting ACPM: This value is determined by the value of the Calling AE Qualifier parameter of
the A-ASSOCIATE request primitive.

— | For the accepting ACPM: This value is used to determine the value of the Calling-AE Qualifier parameter
of the A-ASSOCIATE indication primitive, if issued.

Calling AP Invocation-identifier

— | For the requesting ACPM: This value is determined by the value of'the Calling AP Invocation-identifier
parameter of the A-ASSOCIATE request primitive.

— | For the accepting ACPM: This value is used to derive the value of the Calling AP Invocation-identifier
parameter of the A-ASSOCIATE indication primitive, if issued.
Calling AE Invocation-identifier

— | For the requesting ACPM: This value is determined by the value of the Calling AE Invocation-jdentifier
parameter of the A-ASSOCIATE request primitive.

— | For the accepting ACPM: This value is used to derive the value of the Calling AE Invocation-{dentifier
parameter of the A-ASSOCIATE indication primitive, if issued.

Called AP Title

— | For the requesting ACPM: This’value is determined by the value of the Called AP Title paramefer of the
A-ASSOCIATE request primitive.

— | For the accepting AGPM: This value is used to determine the value of the Called AP Title pargmeter of
the A-ASSOCIATE indication primitive, if issued.

Called AE Qualifier

— | For the requesting ACPM: This value is determined by the value of the Called AE Qualifier pargmeter of
the A<sASSOCIATE request primitive.

— | For the accepting ACPM: This value is used to determine the value of the Called AE Qualifier ;1arameter
| ofthe A-ASSOCIATE indication primitive if issued

Called AP Invocation-identifier

—  For the requesting ACPM: This value is determined by the value of the Called AP Invocation-identifier
parameter of the A-ASSOCIATE request primitive.

—  For the accepting ACPM: This value is used to determine the value of the Called AP Invocation-identifier
parameter of the A-ASSOCIATE indication primitive, if issued.

Called AE Invocation-identifier

—  For the requesting ACPM: This value is determined by the value of the Called AE Invocation-identifier
parameter of the A-ASSOCIATE request primitive.

—  For the accepting ACPM: This value is used to determine the value of the Called AE Invocation-identifier
parameter of the A-ASSOCIATE indication primitive, if issued.
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7.1.4.11

7.1.4.12

7.1.4.13

7.1.4.14

7.1.4.15

7.1.4.16

7.1.5

The AA|

7.1.5.1
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ACSE-requirements

For the requesting ACPM: The value assigned to this field is determined by the value of the ACSE
Requirements parameter of the A-ASSOCIATE request primitive.

For the accepting ACPM: This value is used to determine the value of the ACSE Requirements parameter
of the A-ASSOCIATE indication primitive, if issued. The ACPM inspects the ACSE-requirements field
and removes any functional units not supported by the ACPM before issuing it to the service-user.

Authentication-mechanism Name

For the requesting ACPM: The value assigned to this field is determined by the value of the
Authentication-mechanism Name parameter of the A-ASSOCIATE request primitive.

For the accepting ACPM: This value is used to determine the value of the Authentication-mechanism
Name parameter of the A-ASSOCIATE indication primitive, if issued.

Authentication-value

Implementation Information

User Information

Application Context Name List

Use of the AARE APDU fields

RE APDU fields are used by the accepting and requesting ACPMs as specified below.

Protocol Version

For the requesting ACPM: The value assigned to this field is determined by the [value of the
Authentication-value parameter of the A-ASSOCIATE request primitive.

For the accepting ACPM: This value is used to determine the value of the Authentication-value parameter
of the A-ASSOCIATE indication primitive, if issued.

For the requesting ACPM: The value assigned to this field is determinied within the implemgntation of the
ACPM. It contains information specific to the individual implémentation of that ACPM. It|is not used in
negotiation.

For the accepting ACPM: This field does not affect the‘operation of the ACPM. Any use|depends on a
common understanding between the requesting and accepting ACPMs.

For the requesting ACPM: This value is determined by the value of the User Information pgrameter of the
A-ASSOCIATE request primitive.

For the accepting ACPM: This valuelis used to determine the value of the User Information parameter of
the A-ASSOCIATE indication primitive, if issued.

For the requesting ACPM: The values assigned to this field are determined by the |values of the
Application Context Name List parameter of the A-ASSOCIATE request primitive.

For the accepting’ACPM: The values are used to determine the values of the Application Context Name
List parameter on the A-ASSOCIATE indication primitive, if issued.

L L > ALDAL o al ) 1 £ tlas ol . . 4l ACDA 1 1 h th th
ToT theuccepting ACT M, Iirc—vame o —tims—Trera—assigned— oy the—zxCriviacpenas—on whether (S

association request is accepted or rejected by the ACPM and the acceptor, as specified below:

a) If the association is accepted, the value assigned by the ACPM is a variable length bit string that
indicates the protocol version selected by the ACPM from those proposed in the AARQ APDU.
Only the bit indicating the version selected is set to one. That bit is the last bit in the string.

b) If the association is rejected, the value assigned by the ACPM is a variable length bit string that
indicates the protocol version(s) of this Protocol Specification that could be supported by the ACPM.

For the requesting ACPM: The use of the value in this field depends on whether the association request is
accepted or rejected:

a) If the association is accepted, this value defines the protocol version of this Protocol Specification to
be used for this association.

b) If the association is rejected, the use of this value is a local option.
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7.1.5.2

7.1.5.3

7.1.54

7.1.5.5

7.1.5.6

7.1.5.7

7.1.5.8

This field confains both the Result Source value and the Diagnostic value.

Application Context Name

—  For the accepting ACPM: This value is determined by the value of the Application Context Name
parameter of the A-ASSOCIATE response primitive.

—  For the requesting ACPM: This value is used to determine the value of the Application Context Name
parameter of the A-ASSOCIATE confirm primitive.

Responding AP Title

R

e tlan mnnants ALDAA. Thi 3 i
- ror tne accepting ALTCM. This value is dete ned by th

the A-ASSOCIATE response primitive.

—  For the requesting ACPM: This value is used to determine the value of the Responding AP Title
parameter of the A-ASSOCIATE confirm primitive, if issued.

Responding AE Qualifier

— | For the accepting ACPM: This value is determined by the value of the Responding AE Qualifier
parameter of the A-ASSOCIATE response primitive.

— | For the requesting ACPM: This value is used to determine the value of the Responding "AE Qualifier
parameter of the A-ASSOCIATE confirm primitive, if issued.
Responding AP Invocation-identifier

— | For the accepting ACPM: This value is determined by the value of the"Responding AP Invyocation-
identifier parameter of the A-ASSOCIATE response primitive.

— | For the requesting ACPM: This value is used to determine the value of the Responding AP Inyocation-
identifier parameter of the A-ASSOCIATE confirm primitive, if issded.
Responding AE Invocation-identifier

— | For the accepting ACPM: This value is determined by\the value of the Responding AE Inyocation-
identifier parameter of the A-ASSOCIATE response.primitive.

— | For the requesting ACPM: This value is used to détermine the value of the Responding AE Inyocation-
identifier parameter of the A-ASSOCIATE confitm primitive, if issued.

Resplt
— | For the accepting ACPM: The value is-determined by the ACPM or by the acceptor as specified helow:

a) If the AARQ APDU is rejected by the ACPM (i.e. an A-ASSOCIATE indication primitiye is not
issued to the acceptor), -thie, value of “rejected (permanent)” or “rejected (transient)” is assjgned by
the ACPM.

b) Otherwise, the value is determined by the Result parameter of the A-ASSOCIATE fresponse
primitive.

— | For the requesting ACPM: This value is used to determine the value of the Result parameté¢r of the

A-ASSOCIATE confirm primitive.

Resplt Source ~ Diagnostic

7.1.5.8.1 Result Source value

7.1.5.8.2

14

—  For the accepting ACPM: This value is assigned by the ACPM as specified below:

a) If the AARQ APDU is rejected by the ACPM (i.e. an A-ASSOCIATE indication primitive is not
issued to the acceptor), it assigns the value “ACSE service-provider.”

b) Otherwise, the ACPM assigns the value “ACSE service-user.”
—  For the requesting ACPM: This value is used to determine the value of the Result Source parameter of the
A-ASSOCIATE confirm primitive.
Diagnostic value
—  For the accepting ACPM: This value is determined by the ACPM or by the acceptor as specified below:

a) If the AARQ APDU is rejected by the ACPM (i.e. an A-ASSOCIATE indication primitive is not
issued to the acceptor), the appropriate value is assigned by the ACPM.
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b) Otherwise, the value is determined by the value of the Diagnostic parameter of the A-ASSOCIATE
response primitive. If the Diagnostic parameter is not included on the response primitive, the ACPM
assigns the value of “null.”

For the requesting ACPM: This value is used to determine the value of the Diagnostic parameter of the
A-ASSOCIATE confirm primitive, unless it has the value of “null.”. In this case, a Diagnostic value is
not included.

ACSE-requirements

For the accepting ACPM: The value assigned to this field is determined by the value of the ACSE
Requirements parameter of the A-ASSOCIATE response primitive. This value shall only include
functional units that were on the indication primitive.

For the requesting ACPM: This value is used to determine the value of the ACSE Requirements
parameter of the A-ASSOCIATE confirm primitive.

7.1.5.1(L

7.1.5.1

7.1.5.1}

7.1.5.1]

7.1.5.1

J

Authentication-mechanism Name

Authentication-value

Implementation Information

User Information

Application Context Name List

For the accepting ACPM: The value assigned to this field is determined by’ the| value of the
Authentication-mechanism Name parameter of the A-ASSOCIATE response primitive.

For the requesting ACPM: This value is used to determine the value of the-Authenticatjon-mechanism
Name parameter of the A-ASSOCIATE confirm primitive.

For the accepting ACPM: The value assigned to this field' is determined by the| value of the
Authentication-value parameter of the A-ASSOCIATE response primitive.

For the requesting ACPM: This value is used to, determine the value of the Authdntication-value
parameter of the A-ASSOCIATE confirm primitive:

For the accepting ACPM: The value assigned to this field is determined within the implenjentation of the
ACPM. It contains information specific(to the individual implementation of that ACPM. It is not used in
negotiation.

For the requesting ACPM: This\field does not affect the operation of the ACPM. Any use depends on a
common understanding between the accepting and requesting ACPMs.

For the accepting ACPM: This value is determined by the value of the User Information pprameter of the
A-ASSOCIATE response primitive.

For the requesting ACPM: This value is used to determine the value of the User Informati¢n parameter of
the A-ASSOCIATE confirm primitive.

For the accepting ACPM: The values assigned to this field are determined by the values of the
Application Context Name List parameter on the A-ASSOCIATE response primitive.

7.1.6

7.1.6.1

For the requesting ACPM: The values are used to determine the values of the Application Context Name
List parameter on the A-ASSOCIATE confirm primitive.

Collisions and interactions

A-ASSOCIATE service

For a given ACPM, an A-ASSOCIATE collision cannot occur (see 6.5). For a given AE, two distinct ACPMs would be
involved that represent the processing for two distinct associations:

a)

b)

an ACPM that processes the initial A-ASSOCIATE request primitive that results in the sending of an
AARQ as user data on a P-CONNECT request primitive; and

an ACPM that processes the subsequently received AARQ APDU as user data on a P-CONNECT
indication primitive.
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7.1.6.2 A-ABORT, P-U-ABORT, or P-P-ABORT service
If an ACPM receives an A-ABORT request primitive, a P-U-ABORT indication primitive, or a P-P-ABORT indication

primitive, it discontinues the normal association establishment procedure, and instead follows the abnormal release
procedure.

7.2 Normal release of an association
721 Purpose

This procedure is used for the normal release of an association by an AE without loss of information in transit. It
supports the A-RELEASE service.

7.2.2 APDUs used

The normal release procedire uses the A-RELEASE-REQUEST (RLRQ) APDU and the A-RELEASE-RESPONSE
(RLRE) APDU. The fields of the RLRQ APDU are listed in Table 5. The fields of the RLRE APDU are, [listed in
Table 6

Table 5 - RLRQ APDU fields

Field name Presence Source Sink
Reason 8] req ind
Uper Information U req ind
Table 6 - RLRE APDU ficlds
Field name Presence Source Sink
Rpason U Isp cnf
Uker Information U Isp cnf

7.2.3 Normal release procedure

This procedurg is driven by the following events:
a) |A-RELEASE request’primitive from the requestor;
b) [RLRQ APDU as user data on a P-RELEASE indication primitive;
c) |A-RELEASE response primitive from the acceptor;
d) |RLREAPDU as user data on a P-RELEASE confirm primitive; or

e) |disfuption by an external event.

7.23.1 A-RELEASE request primitive

When an A-RELEASE request primitive is received, the ACPM sends an RLRQ APDU as user data on a P-RELEASE
request primitive using the parameters from the A-RELEASE request primitive.

NOTE - The requestor is required to meet the presentation (and session) requirements in order to issue an A-RELEASE
request primitive (see 6.3 and 6.4).

The requesting ACPM now waits for a primitive from the presentation service-provider. It does not accept any
primitives from the requestor other than an A-ABORT request primitive.

7.23.2 RLRQ APDU

When the accepting ACPM receives the RLRQ APDU as user data on a P-RELEASE indication primitive, it issues an
A-RELEASE indication primitive to the acceptor. It does not accept any ACSE primitives from its service-user other
than an A-RELEASE response primitive or an A-ABORT request primitive.
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7.2.3.3 A-RELEASE response primitive

The Result parameter on the A-RELEASE response primitive specifies whether the acceptor accepts or rejects the
release of the association. The accepting ACPM forms an RLRE APDU from the response primitive parameters. The
RLRE APDU is sent as user data on a P-RELEASE response primitive:

a) If the acceptor accepted the release, the Result parameter of the P-RELEASE response primitive has a
Result parameter value of “affirmative.” The association is released.

b) If the acceptor rejected the release, the Result parameter of the P-RELEASE response primitive has a
Result parameter value of “negative.” The association continues.

NOTE - To give a negative response, the acceptor is required to meet the related presentation (and session)
requirements (see 6.4).

7.234 RLRE APDU

esting A M receives 3 P- A onfirm primitive-containinga LRE-APDU from-its—pger. The Result
er on the P-RELEASE confirm primitive specifies either that the acceptor agrees or disagrees that|the association
released. The requesting ACPM forms an A-RELEASE confirm primitive from the RLRE APDU fields:

a) If the Result parameter on the P-RELEASE confirm primitive specifies “affirmative”, th¢ association is
released.

b) If the Result parameter on the P-RELEASE confirm primitive specifies~*negative”, the association

continues. The requesting ACPM again accepts primitives from its serviceluser.

7.2.3.5 | A-RELEASE service collision

An A-RELEASE service collision occurs when an ACPM has sent out-an RLRQ APDU as the dser data of a
P-RELHASE request primitive (as a result of receiving an A-RELEASE ‘request primitive from its servicg-user). Instead
of receiying the expected RLRE APDU as user data on a P-RELEASE confirm primitive from its peer] it receives an
RLRQ APDU as the user data of a P-RELEASE indication primitive,

The ACQPM issues an A-RELEASE indication primitive to its.service-user. The procedure then followed by an ACPM
dependq on whether its service-user was the association-initiator or the association-responder:

a) For the association-initiator:

1) The ACPM waits for an A-RELEASE response primitive from its service-user. When|it receives the
response primitive, it forms an’RLRE APDU from the response primitive’s parameters. The RLRE is
sent as user data on a P-RELCEASE response primitive. The association continues.

2) This ACPM now waits for an RLRE from its peer as user data on a P-RELEASE confirm primitive.
It does not accept-any primitive from its service-user other than an A-ABORT request primitive.

3) When the ACPM receives the RLRE, it forms an A-RELEASE confirm primitive fiom the RLRE
fields and isSues it to its service-user. The association is released.

In summary; the sequence of events that drive the ACPM of the association-initiator are:
—  A-RELEASE request primitive;

— ("RLRQ APDU (causing the collision);

= A-RELEASE response primitive; and finally,

— RLRE APDU.

b) For the association-responder:

1) The ACPM waits for an RLRE from its peer as user data on a P-RELEASE confirm primitive. It
does not accept a primitive from its service-user other than an A-ABORT request primitive.

2) When this ACPM receives the RLRE, it forms an A-RELEASE confirm primitive from the RLRE
fields. The association continues.

3) The ACPM now waits for an A-RELEASE response primitive from its service-user. When it
receives the response primitive, it forms a RLRE APDU from the response primitive’s parameters.
The RLRE is sent as user data on a P-RELEASE response primitive. The association is released.

In summary, the sequence of events that drive the ACPM of the association-responder are:
—  A-RELEASE request primitive;
— RLRQ APDU (causing the collision);
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—  RLRE APDU; and finally
—  A-RELEASE response primitive.

7.2.3.6 Disruption by external event

7.2.3.6.1 The normal release procedure is disrupted by the occurrence of an external event resulting from a service
primitive of one of the following services:

a) P-RESYNCHRONIZE; or
b) P-U-EXCEPTION-REPORT; or
c) P-P-EXCEPTION-REPORT.

7.2.3.6.2 When the normal release procedure is disrupted, the association is again available for use as though the
A-RELEASE procedure had not been invoked.

7.2.4  Use pf the RLRQ APDU fields

The RLRQ ARDU fields are used by the requesting and accepting ACPMs as specified below.

7.24.1 Reason

— |For the requesting ACPM: This value is determined by the value of the-Reason parametef of the
A-RELEASE request primitive.

— |For the accepting ACPM: This value is used to determine the value of/the Reason parametgr of the
A-RELEASE indication primitive.
7.2.4.2 User Information

— | For the requesting ACPM: This value is determined by the Value of the User Information paramefer of the

A-RELEASE request primitive.

S -

— | For the accepting ACPM: This value is used to determine the value of the User Information parameter of
the A-RELEASE indication primitive.

7.2.5  Usel|of the RLRE APDU fields
The RLRE APDU fields are used by the accepting and requesting ACPMs as specified below.

7.2.5.1 Reason

— | For the accepting ACPM:"This value is determined by the value of the Reason parameter of the
A-RELEASE response primitive.

— | For the requesting AGPM: This value is used to determine the value of the Reason paramet¢r of the
A-RELEASE confirm primitive.
7.2.5.2 User Information

— | For the.lacéepting ACPM: This value is determined by the value of the User Information paramefer of the
A-RELEASE response primitive.

— | Forthe requesting ACPM: This value is used to determine the value of the User Information pargmeter of
the A-RELEASE contirm primitive.

7.2.6 Collisions and disruptions

7.2.6.1 A-RELEASE service collision

For a given ACPM, an A-RELEASE service collision can occur. The processing for such a collision is described
in7.23.5.

NOTE - An A-RELEASE service collision can only occur if no session tokens were selected for the association.

7.2.6.2 A-RELEASE disruption

The normal release procedure is disrupted when the ACPM receives an A-ABORT request primitive, a P-U-ABORT
indication primitive, or a P-P-ABORT indication primitive. The processing for the ACPM follows the abnormal release
procedure (see 7.3).
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7.3 Abnormal release of an association

7.3.1 Purpose

The Abnormal Release procedure can be used at any time to force the abrupt release of the association by a requestor in
either AE, by either ACPM or by the presentation service-provider When the abnormal release procedure is applied

P . S PR, RS Py o s L1

during an atiempt to establish an association, the association is not established. The abnormal release procedare supports

the A-ABORT and A-P-ABORT services.

7.3.2 APDUs used
The abnormal release procedure uses the A-ABORT (ABRT) APDU. The fields of the ABRT APDU are listed in
Table 7.

NOTE - No APDUs are defined for the A-P-ABORT service since it is directly mapped from the P-P-ABORT service.

T,LI.. ~y ADDT ADNTT M.1A.
dRIC / — ADDL AL DL UCIUD

Field name Presence Source Sink
Abort Source M ACPM ind
Diagnostic U req ind
User Information U req ind

7.3.3 Abnormal release procedure

This procedure is driven by the following events:

a) an A-ABORT request primitive from the requestor;
b) aP-U-ABORT indication primitive;

¢) aP-P-ABORT indication primitive; or

d) aprotocol error detected by an ACPM.

7.3.3.1 | A-ABORT request primitive

When ap ACPM receives an A-ABORT request. primitive from its service-user, the processing that it performs depends
on the vprsion of the underlying session-protocol (see ITU-T Rec. X.225 | ISO/IEC 8327-1) that supports the association
as specified below:

a) For Version 1, the ACPM does not send any of its APCI to its peer. It simply issues 4 P-U-ABORT
request primitive. If user information is included on the A-ABORT request primitjve, that user
information is passéd as user data on the P-U-ABORT request primitive. The association is freleased.

b) For other versions, the ACPM sends an ABRT APDU as user data on a P-U-ABORT request primitive.
The Abort Source field is specified as “ACSE service-user.” If the User Information paramgter is included
on the ASYABORT request primitive, it is included in the ABRT APDU. The association is r¢leased.

7.3.3.2 | P-U-ABORT indication primitive

When ah ACPM receives a P-U-ABORT indication primitive, the User Data parameter may contain® an ABRT APDU:

a)”” If the indication primitive does not contain an ABRT APDU, the ACPM issues an A-ABOQRT indication
primitive with the Abort Source parameter specified as “ACSE service-user.” If user data is contained on
the P-U-ABORT indication primitive, it is included as the User Information parameter of the A-ABORT
indication primitive. The association is released.

b) If the indication primitive does contain an ABRT APDU, the ACPM issues an A-ABORT indication
primitive using the Abort Source field of the ABRT APDU. If a User Information field is contained in the
ABRT APDU, it is included on the A-ABORT indication primitive. The association is released.

5) If an association is supported by Version 1 of the session-protocol (see ITU-T Rec. X.225 | ISO/IEC 8327-1), the User Data
parameter does not contain an ABRT APDU (see 7.3.3.1). The absence of an APDU in this situation does not imply that the
application is operating in the X.410-1984 mode.
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7.3.3.3 P-P-ABORT indication primitive

When an ACPM receives a P-P-ABORT indication primitive, the ACPM issues an A-P-ABORT indication primitive to
the acceptor. The association is released.

7.3.3.4 Protocol errors

Two types of ACSE protocol errors are possible:
a) for a particular ACPM state, an unexpected APDU is received, or

b) an invalid field is encountered during the processing of an incoming APDU (see 7.4).

If an unexpected APDU is received, the abnormal release procedure is invoked. If an invalid field is detected by an
ACSE procedure, that procedure is disrupted and the abnormal release procedure is invoked.

As part of the abnormal release procedure, the ACPM issues an A-ABORT indication primitive to its service-user,
unless the error occurred during the association establishment procedure® as the result of receiving an invalid AARQ
(see 7.4). If &n indication primitive is issued, the value of the Abort Source is "ACSE service-provider’. The User
Information parameter is not used as specified below.

The subsequent ACPM processing performed depends on the version of the underlying session-protocol (sge ITU-T
Rec. X.225 | ISO/IEC 8327-1) that supports the association as specified below:

a) | For Version 1, the ACPM issues a P-U-ABORT request primitive. No user information is included.

b) | For other versions, the ACPM sends an ABRT APDU as user data on a P-UABORT request primitive.
The Abort Source field is specified as “ACSE service-provider”. The User Information field is nqt used.

In either case] the association is released.

7.3.4 Use of the ABRT APDU fields
The ABRT APDU fields are used by the requesting and accepting ACPMs as specified below.

7.3.4.1 Abort Source

— | For the requesting ACPM: This value is assigned by‘the ACPM as specified below:
a) If the ACPM initiated the abort procedure, the ACPM assigns the value of “ACSE service-pfovider”;
b) Otherwise, the ACPM assigns the value of “ACSE service-user”.

— | For the accepting ACPM: This value isused to determine the value of the Abort Source parameter of the
A-ABORT indication primitive.

7.3.4.2 Diagnostic

— | For the requesting ACPM: This value is determined by the value of the Diagnostic parameter of the
A-ABORT request primitive.

— | For the accepting ACPM: This value is used to determine the value of the Diagnostic paramefer of the
A-ABORT indication primitive.

7.3.4.3 Us¢r Information

— | For the'requesting ACPM: This value is determined by the value of the User Information parameter of the
A-ABORT request primitive.

— | Forthe accepting ACPM: This value is used to determine the value of the User Information parameter of
—the A=ABORT indication primitive:

7.3.5 Collisions and interactions

The abnormal release procedure may be used whenever an association is established, is in the process of being
established, or is being normally released. This procedure disrupts any other currently active procedure. A P-P-ABORT
indication primitive can disrupt the A-ABORT procedure with loss of the A-ABORT information. Collisions of ABRT
APDUs are governed by the P-U-ABORT services (see ITU-T Rec. X.216 | ISO/IEC 8822).

6) Since an A-ASSOCIATE indication primitive will not be issued, an A-ABORT indication primitive would have no meaning, and,
therefore, it is not issued.
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7.4 Rules for extensibility
When processing an incoming AARQ, the accepting ACPM shall:
a) ignore all tagged values that are not defined in the abstract syntax of this Protocol Specification; and

b) ignore all unknown bit name assignments within a bit string.

After the association has been established or during the establishment of an association, only those ACSE APDUs and
related APDU fields defined in the ASN.1 description of the negotiated version of this Protocol Specification shall be
issued.

A received APDU or field within an APDU which is not defined in the ASN.1 description of the negotiated version of
this Protocol Specification shall be treated as a protocol error.

8 -Mapping-to-the-presentation=service

This clayse specifies how the presentation service primitives are used by the ACPM. This usage depend§ on the mode
selected (see 6.3) for the association:

a) For the requesting ACPM: The mode for the association is determined by-the value [of the Mode
parameter of the invoking A-ASSOCIATE request primitive. If the Mode parameter is not ificiuded on the
request primitive, the default value of “normal” is used.

it s A — : M IS RPN [N
1

.. sl . - DAL, TL Ada 2o Aot d L s Mo -~
rorine accepiing ACrivi. 1110 1110UC 1> UCICIIINCU vy Ui vaiuc O,

P-CONNECT indication primitive.

Coale o WA T P R T SRR
¥ UIe”Iviouc pat 1

cr
~

Subclauges 8.1 to 8.3 specify the usage of the presentation services for the‘normal mode. Subclauses 8.4 [to 8.6 specify
the usage for the X.410-1984 mode. Table 8 summarizes the mapping of ACSE primitives and their relajfed APDUs to
the presgntation primitives used.

Table 8 — Mappingoverview

ACSE primitive ' APDU? Presentation primitive
A-ASSPCIATE request/indication AARQ P-CONNECT request/indication
A-ASSPCIATE response/confirm AARE P-CONNECT response/confirm
A-RELEASE request/indication RLRQ P-RELEASE request/indication
A-RELEASE response/confirm RLRE P-RELEASE response/confirm
A-ABQRT request/indication ABRT P-U-ABORT request/indication
A-P-ABORT indication - P-P-ABORT indication
2 AQSE APDUs are not used in the X.410-1984 mode.

8.1 Association establishment (normal mode)

The asspciation establishment procedure uses the P-CONNECT service. Association establishment takes place
concurrgntly.with the establishment of the underlying presentation-connection.

8.1.1 Directly mapped parameters

—  For the P-CONNECT primitives: The following parameters are not referenced by the ACPM and are
mapped directly onto the corresponding parameters of the A-ASSOCIATE primitives:

a) Calling Presentation Address;

b) Called Presentation Address;

c) Responding Presentation Address;

d) Presentation Context Definition List;

e) Presentation Context Definition Result List;
f) Default (Presentation) Context Name;

g) Default (Presentation) Context Result;
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h) Quality of Service;

i)  Presentation Requirements;

j)  Session Requirements;

k) Initial Synchronization Point Serial Number;
1) Initial Assignment of Tokens; and

m) Session-connection Identifier.

8.1.2 Use of other P-CONNECT request and indication parameters

The Mode and User Data parameters of the P-CONNECT request and indication primitives are referenced by the

ACPM.

8.1.2.1 Mode

8.1.2.2 Us¢dr Data

a)

b)

813 Use

The User Dafa and Result parameters of the ' P-CONNECT response and confirm primitive are referenced by the

8.1.3.1 Result”

the A-ASSOC

NModeDp

paramete;

TATE request primitive. For the normal mode of ACSE operation, this

meter of
r has the

value of “normal”. This indicates to the presentation-service that it is to operate in the nonmal mode for

this presentation-connection.

For the P-CONNECT indication primitive: This parameter has the value of “normal” for the non]:lal mode

of ACSE operation. The value indicates that the accepting ACPM is to operate‘in the normal
this association. The Mode parameter of the A-ASSOCIATE indication primitive is set to the
“normal”.

For both the P-CONNECT request and indication primitives: The User Data parameter is used
the AARQ APDU as specified below:

The APCI of the AARQ APDU is expressed using thie ACSE abstract syntax of this

ode for
value of

to carry

Protocol

Specification. This abstract syntax must be included as.the value of a presentation context definition

parameter specified by the requestor on the A-ASSOCIATE request primitive.

NOTE - The requesting and accepting ACPMs are dware of the presentation context that contains the
syntax by a local mechanism. ’

User information (if any) from the A-ASSOCIATE request primitive is included in the AARQ A
is expressed using one or more presentation contexts specified by the requestor on the A-ASS
request primitive.

of other P-CONNECT response and confirm parameters

r abstract

PDU and
OCIATE

ACPM.

For the P-CONNECT response primitive: The Result parameter is set by the accepting ACPM as

specified below:
a) If the'aceepting ACPM itself rejects the association, it is set as “user-rejection”.

b) If.the accepting ACPM accepts the request, the value is set as “acceptance”, or “user-reje
determined by the value of the corresponding Result parameter on the A-ASSOCIATE
primitive.

ction” as

response

For the P-CONNECT confirm primifive: '1he Kesult parameter 1S uscd Dy e Tequesting

CPM to

determine if the P-CONNECT confirm primitive User Data parameter contains an AARE APDU as

specified below:

a) If the Result parameter has the value “provider-rejection”, the request is rejected by the presentation
service-provider. The intended accepting ACPM never received the AARQ APDU. The User Data

parameter does not contain an AARE APDU.

b) Otherwise, the Result parameter has the value of “acceptance” or “user rejection.” The accepting

ACPM received the AARQ APDU and has returned an AARE APDU that is contained in
Data parameter.

the User

7) The AARE APDU also has a Result field that must correspond to the value of this presentation parameter. The Result parameter of
the A-ASSOCIATE confirm primitive is determined by the Result field of the AARE APDU.
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8.1.3.2 User Data

The User Data field only has relevance if the P-CONNECT request primitive was not rejected by the presentation
service-provider (see 8.1.3.1).

—  For both the P-CONNECT response and confirm primitives: The User Data parameter is used to carry the
AARE APDU as specified below:

a) The APCI of the AARE APDU is expressed using the ACSE abstract syntax of this Protocol
Specification. This abstract syntax must be included as the value of a presentation context definition
parameter selected by the acceptor on the A-ASSOCIATE response primitive.

b) User information (if any) from the A-ASSOCIATE response primitive is included in the AARE
APDU and is expressed using one or more presentation contexts selected by the acceptor on the
A-ASSOCIATE response primitive.

8.2 Normal release of an association (normal mode)

The normal release procedure uses the P-RELEASE service. The normal release of an jassociation takes place
simultaneously with the normal release of the underlying presentation-connection.

8.2.1 Use of P-RELEASE request and indication parameters

The User Data parameter of the P-RELEASE request and indication primitives is referenced by the ACPM

—  For both the P-RELEASE request and indication primitives: The-User Data parameter is us¢d to carry the
RLRQ APDU as specified below:

a) The APCI of the RLRQ APDU is expressed wsing the ACSE abstract syntax of|this Protocol
Specification. This abstract syntax must be one of the available presentation contexts.

b) User information (if any) from the A-RELEASE request primitive is included in the RLRQ APDU
and is expressed using one or more available presentation contexts.

8.2.2 Use of P-RELEASE response and confirm parameters

The Resplt and User Data parameters of the P-RELEASE response and confirm primitives are referenced by the ACPM.

8.2.2.1 | Result

—  For the P-RELEASE ‘response primitive: The Result parameter is set to the value of the Repult parameter
of the A-RELEASE: response primitive (i.e. “affirmative” or “negative”). This value indicates to the
presentation service-provider whether the underlying presentation-connection is to be released or if it is to
be continued.

—  For theP-RELEASE confirm primitive: The value of the Result parameter on the A{ASSOCIATE
confirm primitive is set to the value of the Result parameter. This value indicates to the reqyesting ACPM
whether the association is released or if it continues.

8.2.2.2 | User Data

—  For both the P-RELEASE response and confirm primitives: The User Data parameter is used to carry the
RLRE APDU as specified below:

a) The APCI of the RLRE APDU is expressed using the ACSE abstract syntax of this Protocol
Specification. This abstract syntax must be one of the available presentation contexts.

b) User information (if any) from the A-RELEASE response primitive is included in the RLRE APDU
and is expressed using one or more available presentation contexts.

8.3 Abnormal release of an association (normal mode)

The abnormal release procedure uses the P-U-ABORT and P-P-ABORT services. The abnormal release of an
association takes place simultaneously with the abnormal release of the underlying presentation-connection.
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8.3.1 Use of P-U-ABORT request and indication parameters

The User Data parameter of the P-U-ABORT request and indication primitives is referenced® by the ACPM.

—  For both the P-U-ABORT request and indication primitives: The User Data parameter is used to carry the
ABRT APDU as specified below:

a) The APCI of the ABRT APDU is expressed using the ACSE abstract syntax of this Protocol

Specification. This abstract syntax must be one of the available presentation contexts.

b) User information (if any) from the A-ABORT request primitive is expressed using one or more
available presentation contexts.
83.2  Use of P-P-ABORT indication parameter

The Reason parameter of the provider-initiated P-P-ABORT indication primitive is mapped directly to the corresponding
parameter of the A-P-ABORT indication.

8.4 Aslociation establishment (X.410-1984 mode)

The associatipn establishment procedure uses the P-CONNECT service.
84.1 Directly mapped parameters

The followinf parameters are not referenced by the ACPM and are mapped directly onto cprresponding parameters of
the A-ASSOCIATE primitives:

a) | User data®);

b) | Calling Presentation Address;

¢) | Called Presentation Address;

d) | Responding Presentation Address;

€) Qudllly Ul oerv'ice;

f) | Session Requirements;

g) | Initial Synchronization Point Serial Number;
h) | Initial Assignment of Tokens; and

i) | Session-connection identifier.

8.4.2 Use of other P-CONNECT request aridindication parameters

The Mode pgrameter of the P-CONNECT request and indication primitives is referenced by the ACPM.

— | For the P-CONNECT request primitive: The Mode parameter is set to the value of the Mode parameter of
the A-ASSOCIATE request primitive. For the X.410-1984 mode of ACSE operation, this parameter has
the value of “X410-1984”. This indicates to the presentation-service that it is to operate in the
X.410-1984 mode;for this presentation-connection.

— | For the P-€ONNECT indication primitive: This parameter has the value of “X.410-1984]" for the

X.410-1984 mode of ACSE operation. This value indicates that the accepting ACPM is to operate in the
X.410:1984 mode for this association. The Mode parameter of the A-ASSOCIATE indication pjimitive is
set to the value of “X.410-1984.”

8.4.3 Use-ef-other P-CONNECT-response-and-confirm-parameters

The Result parameter of the P-CONNECT response and confirm primitives is used by the ACPM when operating in the
X.410-1984 mode.

—  For the P-CONNECT response primitive: The value of the Result parameter is mapped from the Result
parameter of the A-ASSOCIATE Result parameter as shown in Table 9.

8) If an association is supported by Version 1 of the session-protocol (see ITU-T Rec. X.225 | ISO/IEC 8327-1), the User Data
parameter is not referenced by the ACPM (because of length constraints) and is mapped directly onto the User Information
parameter of the A-ABORT primitives (see 7.3.3.1).

9 User Data is mapped directly onto the A-ASSOCIATE User Information parameter. No explicit presentation context is available
for it.
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—  For the P-CONNECT confirm primitive: The Result and Result Source parameters of the A
confirm primitive are mapped from the Result parameter as shown in Table 10.

Table 9 — Mapping ACSE’s result (X.410-1984 mode)

A-ASSOCIATE rsp P-CONNECT rsp
[from] [to]

accepted acceptance

rejected (permanent) user-rejection

rejected (transient) user-rejection

0-1:1996 (E)

-ASSOCIATE

Table 10 — Mapping Presentation’s result (X.410-1984 mode)

P-CONNECTcnf A-ASSOCIATE cnf A-ASSOCIATE cnf
[from] [to] [to]

acceptance accepted ACSE service/user

user-rejection rejected (permanent) ACSE service-user

provider-rejection rejected (permanent) presentation service provider

85

Normal release of an association (X.410-1984 mode)

The nori;al release procedure uses the P-RELEASE service. The following parameters are not referenced

and are

8.6
The abn

8.6.1

8.6.2

9

9.1

apped directly onto corresponding parameters of the A-RELEASE primitives:
a) Result; and
b) User Data.

Abnormal release of an association (X.410-1984 mode)
brmal release procedure uses thé P-U-ABORT and P-P-ABORT services.

Use of P-U-ABORT request and indication parameters

—  For both the P~U-ABORT request and indication primitives: The User Data parameter is
by the ACPM and is mapped directly onto the User Information parameter of the
A-ABORT primitives.

Use of P-P-ABORT indication parameter

— ("For the P-P-ABORT indication primitive: The Reason parameter is not referenced by the

mapped directly onto the corresponding parameter of the A-P-ABORT indication primitive.

by the ACPM

hot referenced
corresponding

ACPM and is

Structure and encoding of ACSE APDUs

Abstract syntax of the ACSE APDUs

The abstract syntax of each of the ACSE APDUs is specified in this clause using ASN.1 (see CCITT Rec. X.208 and
ISO/IEC 8824:1990).

ACSE-1 { joint-iso-itu-t association-control(2) modules(0) apdus(0) versionl(1) }
-- ACSE-I refers to ACSE version 1

DEFINITIONS ::=
BEGIN
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EXPORTS
acse-as-id, ACSE-apdu,
aCSE-id, Application-context-name,
AP-title, AE-qualifier,
AE-title, AP-invocation-identifier
AE-invocation-identifier,

Mechanism-name, Authentication-value;

-- The data types Name and RelativeDistinguishedName are imported from ISO/IEC9594-2.
-- object identifier assignments.

IMPORTS Name, RelativeDistinguishedName
FROM InformationFramework
{ joint-iso-ccitt ds(5) modules(1) informationFramework(1)

}s

-- The following data type may be used to reference the abstract syniax of the ACSE APDUS.

acs¢-as-id OBJECT IDENTIFIER ::=
Joint-iso-itu-t association-control(2) abstract-syntax(1) apdus(0)
yersionl(1)

-

-- The following data type may be used to identify the Association Control ASE.

aC$E-id OBJECT IDENTIFIER ::=
{ joint-iso-itu-t association-control(2) as-id(3) acse-ase(1) version(1) }

-- top level CHOICE
AQSE-apdu ::= CHOICE

{ aary AARQ-apdu,

aar¢ AARE-apdu,
rirq RLRQ-apdu,
rirg RLRE-apdu,
abrf ABRT-apdu

}
AARQ-apdu ::= [ APPLICATION 0 ] IMPLICIT SEQUENCE
{ protocol-version [0] IMPLICIT BIT STRING
{ versionl (0) }
DEFAULT { versionl },
application-context-name [1] Application-context-name,
¢alled-AP-title [2] AP-title
OPTIONAL,
¢alled-AE-qualifier [3] AE-qualifier
OPTIONAL,
¢alled-AP-invocation-identifier [4] AP-invocation-identifier
OPTIONAL,
¢alled-AE-invocation-identifier [5]1 AE-invocation-identifier
OPTIONAL,
¢alling-AP-title [6] AP-title
OPTIONAL,
alling-AE-qualifier [7] AE-qualifier
OPTIONAL,
calling-AP-invocation-identifier [8] AP-invocation-identifier
OPTIONAL,
calling-AE-invocation-identifier [91 AE-invocation-identifier OPTIONAL,
-- The following field shall not be present if only the Kernel is used.
sender-acse-requirements [10] IMPLICIT ACSE-requirements
OPTIONAL,
-- The following field shall only be present if the Authentication functional unit is selected.
mechanism-name [11] IMPLICIT Mechanism-name
OPTIONAL,
-- The following field shall only be present if the Authentication functional unit is selected.
calling-authentication-value [12] EXPLICIT Authentication-value
OPTIONAL,

-- The following field shall only be present if the Application Context Negotiation functional unit is selected
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application-context-name-list [13] IMPLICIT Application-context-name-list
OPTIONAL,

implementation-information [29] IMPLICIT Implementation-data
QPTIONAL

user-information [30] IMPLICIT Association-information
OPTIONAL

!
y

AARE-apdu ::= [ APPLICATION 1] IMPLICIT SEQUENCE

{ protocol-version [0] IMPLICIT BIT STRING
{ versionl (0) }
DEFAULT { versionl },
application-context-name [1] Application-context-name,
result [2] Associate-result,
result-source-diagnostic [3] Associate-source-diagnostic,
responding-AP-title 4] AP-title
AL LINJINAL,
responding-AE-qualifier [5] AE-qualifier
OPTIONAL,
responding-AP-invocation-identifier {6} AP-invocation-identifier
OPTIONAL,
responding-AE-invocation-identifier 7 AE-invocation-identifier
OPTIONAL,
-- The following field shall not be present if only the Kernel is used.
responder-acse-requirements [8] IMPLICIT ACSE-requirements
OPTIONAL,
-- The following field shall only be present if the Authentication functional unit is selected.
mechanism-name [91 IMPLICIT'Mechanism-name
OPTIONAL,
-- The following field shall only be present if the Authentication-functional unit is selected.
responding-authentication-value [10] <EXPLICIT Authentication-value
OPTIONAL,
-- The following field shall only be present if the Application Context Negotiation functional unit is selected
application-context-name-list [11] IMPLICIT Application-context-name-list
OPTIONAL,
implementation-information [29] IMPLICIT Implementation-data
OPTIONAL,
user-information [30] IMPLICIT Association-information
OPTIONAL
}
RLRQ-apdu ::= [ APPLICATION.2 ] IMPLICIT SEQUENCE
{ reason [0] IMPLICIT Release-request-reason OPTIONAL,
user-information [30] IMPLICIT Association-information OPTIONAL
}
RLRE-apdu ::= [ APPLICATION 3 ] IMPLICIT SEQUENCE
{ reason [0] IMPLICIT Release-response-reason ()PTIONAL,
user-information [30] IMPLICIT Association-information QPTIONAL
}
ABRT-apdu ::= [ APPLICATION 4 ] IMPLICIT SEQUENCE
{ abort-source [0] IMPLICIT ABRT-source,
¢ The following field shall not be present if only the Kernel is used.
—abert-diagnostie ®3) PMPEICIHFABRT-diagnostic OPFHONAL,
user-information [30]1 IMPLICIT Association-information OPTIONAL
}

ABRT-diagnostic ::= ENUMERATED
{ no-reason-given (1),
protocol-error (2),
authentication-mechanism-name-not-recognized (3),
authentication-mechanism-name-required (4),
authentication-failure (5),
authentication-required (6)

}
ABRT-source ::= INTEGER
{ acse-service-user 0),
acse-service-provider 1)
}
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ACSE-requirements ::= BIT STRING
{ authentication (0), application-context-negotiation(1) }
Application-context-name-list ::= SEQUENCE OF Application-context-name
Application-context-name ::= OBJECT IDENTIFIER

- xxxx% Application-entity title productions follow (not in alphabetical order)*****
AP-title ::= CHOICE { AP-title-form1, AP-title-form2 }
AE-qualifier ::= CHOICE { AE-qualifier-form1, AE-qualifier-form2 }
-- When both AP-title and AE-qualifier data values are present in an AARQ or AARE APDU, both must have
-- the same form to allow the construction of an AE-title as discussed in CCITT Rec. X.665 | ISO/IEC 9834-6.

AP-title-form1 ::= Name

\s defined in CCITT Rec. X.650 | ISO 7498-3, an application-entity title is composed of an
application-process title and an application-entity qualifier. The ACSE protocol provides for the tfansfer of
gn application-entity title value by the transfer of its component valides; However, the following data type is

or access to The Directory (ITU-T Rec. X.500-Series| ISO/IEC 9594), an AE title
as AE-title-forml. This value can be constructedfrom AP-title-forml and AE-qualifier-forml valyes

ontained in an AARQ or AARE APDU. A discussion of forming an AE-title-form1 from AP-title-fgrml and
AE-qualifier-forml may be found in CCITE Rec. X.665 | ISO/IEC 9834-6.

AEttitle-form2 ::= OBJECT IDENTIFIER

-- M discussion of forming an AE-title-form2 from AP-title-form2 and AE-qualifier-form2 may be found in
-- [CCITT Rec. X.665 | ISO/IEC9834-6.

AFrinvocation-identifier ::=(INTEGER
APtinvocation-identifier ::= INTEGER

-- [**** End of Application-entity title productions*****

Associate-result ::= INTEGER
{ accepted-(0),
ejected’permanent (1),
ejectéd-transient (2)

}

Associate-source-diagnostic ::= CHOICE
{ acse-service-user [1] INTEGER
{ null (0),
no-reason-given (1),
application-context-name-not-supported (2),
calling-AP-title-not-recognized (3),
calling-AP-invocation-identifier-not-recognized (4),
calling-AE-qualifier-not-recognized (5),
calling-AE-invocation-identifier-not-recognized (6),
called-AP-title-not-recognized (7),
called-AP-invocation-identifier-not-recognized (8),
called-AE-qualifier-not-recognized (9),
called-AE-invocation-identifier-not-recognized (10),
authentication-mechanism-name-not-recognized (11),
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authentication-mechanism-name-required (12),
authentication-failure (13),
authentication-required (14)

}

acse-service-provider [2] INTEGER

{ null (0),
no-reason-given (1),
no-common-acse-version (2)

}

}

Association-information ::= SEQUENCE OF EXTERNAL
Authentication-value ::= CHOICE

{ charstring [0] IMPLICIT GraphicString,
bitstring [1] IMPLICIT BIT STRING,
external [2] IMPLICIT EXTERNAL,
other 13] IMPLICIT SEQUENCE {
other-mechanism-name Mechanism-name,
other-mechanism-value ANY DEFINED BY
other-mechanism-name
}
}

-- The abstract syntax of authentication-value is determined by the authenticatiénsmechanism usé
-- association establishment. The authentication-mechanism is either explicitly.denoted by the

-- communicating partners. If “other” is chosen, then “mechanism-name’must be present in acq
- with CCITT Rec. X.208 and ISO/IEC 8824:1990. If the value “mechanism-name” occurs in the
- or the AARE-apdu, then that value must be the same as the value for “other-mechanism-name

Implementation-data ::= GraphicString

-- The following field shall be present if authentication“yalue is of type ANY DEFINED BY.
Mechanism-name ::= OBJECT IDENTIFIER

Release-request-reason ::= INTEGER
{ normal ),
urgent 1),
user-defined (30)
}

Release-response-reason ::= INTEGER
{ normal 0),
not-finished (1),
user-defined (30)
}

END

Encoding rules used to reference the transfer syntax

f\encoding rules named

{ joint-iso-itu-t asn1(1) basic-encoding(1) }

d during

- OBJECT IDENTIFIER value for mechanism-name, or it is known implicitly by prior agreemeng between the

ordance
AARQ-apdu

and specified in ITU-T Rec. X.690 | ISO/IEC 8825-1 is used to reference the transfer syntax of the ACSE APDUs in the
context of the ACSE abstract syntax definition.

10

Conformance

A system claiming to implement the procedures specified in this Protocol Specification shall comply with the
requirements in 10.1 through 10.3.

Two modes of conformance are recognized:

a) normal mode; and
b) X.410-1984 mode.
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The X.410-1984 mode exists to allow claims of conformance to allow compatibility with message handling systems
implementing the protocol specified in Recommendation X.410-1984.

10.1 Statement requirements

The following shall be stated by the implementor:

a) whether the system is capable of acting in the role of association-initiator, or association-responder, or
both;

b) that the system supports Version 1 of this protocol; and
¢) whether the system implements:
1) the normal mode of ACSE protocol;
2) the X.410-1984 mode of ACSE protocol to support a message handling system; or

3) both the normal mode and the X.410-1984 mode for the reason given in item 2) above.

10.2 Static requirements

The use of [the Association Control Service Element is required for an application-entity to) meet the minimum
requirementlfor establishing and releasing communication with a peer entity.

10.2.1 Normal mode

If the normal mode is implemented, the system shall:

a) | act in the role of an association-initiator (by sending an AARQ APDU), or in the role of an aspociation-
acceptor (by responding properly to an AARQ APDU with afmappropriate AARE APDU), or act in both
roles; and

b)| support (as a minimum) that encoding which results from applying the basic ASN.1 encoding ryles to the
ASN.1 specified in clause 9 for the purpose of exchanging ACSE APCI.

10.2.2 X.#10-1984 mode

If the X.410{1984 mode is implemented, the system shallact in the role of an initiator, or acceptor, or both.

10.3 Dynamic requirements

10.3.1 Normal mode

If the norma] mode is implemented, the system shall:

a)| follow all the procedures specified in clause 7 (including the rules for extensibility) and Annex A; and

b)| support the mapping onto the Presentation Service defined in 8.1 to 8.3.

The requesting AE may Choose to send either form 1 or form 2 for AP title and AE qualifier. The accepting AE may
respond with either form. Thus, both the requesting and responding AE must be capable of receiving both forms.

10.3.2 X.410:1984 mode

If the X.410-1984 mode is implemented, the system shall support the direct mapping of parameters of presentation-
service primitives onto the ACSE primitives as specified in 8.4 to 8.6.

11 Precedence

The aspects of the protocol for ACSE are specified in several clauses in this Protocol Specification. This clause states the
rules of precedence for possible situations where the same aspect may be specified in more than one place in an
apparently inconsistent manner. The relevant aspects of protocol specification covered are:

a) sequencing rules;
b) mapping to the presentation-service; and

c) structure and encoding of ACSE APDUs.
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Annex A and clause 7 of this Recommendation | International Standard specify the elements of procedure which govern
the behaviour of the ACPM. Annex A takes precedence over any other clause in this Protocol Specification which may
state or imply apparently inconsistent sequencing rules.

How the presentation service primitives are used by the ACPM is specified in clause 8 which takes precedence over any
other part of this Protocol Specification which may state or imply mapping to the presentation-service.

The structure and encoding of ACSE APDUs are specified in clause 9 which takes precedence over any other part of this

PR AMQYY ADINT T,

Protocol bpecmcauon which may staie or 1mp1y structure and encoumg of ACSE APDUs.

NOTE - Any person encountering an inaccuracy or ambiguity in this Protocol Speciﬁcation is requested to notify their

Nationa!l Bﬁd_y' of ISO/IEC or the Telecommunication Standardization Bureau of the ITU without dnlqu in order that the matter may

be investigated and appropriate action taken.

12 Registration requirements

This Profocol Specification identifies the requirement to register three types of information objects:

— application contexts; and

— authentication-mechanisms.
Each is discussed below.

No Intemnational Registration Authority is currently planed for the registration of any of the above|objects. The
assignmgnt of a name to any of these objects shall be in accordance with the general provisions of ITU-T Rec. X.660 |
ISO/IEC(9834-1, except as specified below.

In accordance with CCITT Rec. X.660 | ISO/IEC 9834-1; an organization that wishes to assign names tq objects shall
find an appropriate superior of the naming tree. The superior assigns an arc of the naming tree to the orggnization. The
organization can then assign names below that arc.

NOTE - Appropriate superiors in the registration tree include ISO/IEC national bodies, organizations with International
Code Desjignators assigned in accordance with ISO/IEC 6523, as well as ITU-T network administrations, and recoghized operating
agencies (ROAs).

12.1 Application titles

The application titles requiring registration are application-process title, application-entity qualifier, and application-
entity title. The registration-fequirements for these information objects are contained in ISO/IEC 9545, clause 9. CCITT
Rec. X.465 | ISO/IEE 9834-6 specifies both the relationship between these information objects and the jprocedures to
register them.

12.2 Application context

The registration requirements for an application context is contained in ISO/IEC 9545, clause 9. CCITT Rec. X.660 |
ISO/IEC 9834-1 specifies the procedures to register it.

12.3 Authentication-mechanism

An authentication-mechanism may be specified as part of an ITU-T Recommendation or ISO/IEC International
Standard. For example, Annex B includes an authentication-mechanism based on AE title and password. Such an
authentication-mechanism is, in effect, specified and registered within this Protocol Specification.

An authentication-mechanism may also be specified outside of ITU-T Recommendations and ISO/IEC International

Standards. In this situation, CCITT Rec. X.660 | ISO/IEC 9834-1 specifies the procedures to register such an
authentication-mechanism.
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Annex A

ACPM state table

(This annex forms an integral part of this Recommendation | International Standard)

Al General

This annex defines a single Association Control Protocol Machine (ACPM) in terms of a state table. The state table
shows the interrelationship between the state of an ACPM, the incoming events that occur in the protocol, the actions
taken, and, finally, the resultant state of the ACPM.

The ACPM state table does not constitute a formal definition of the ACPM. It is included to provide a more precise
specification of the elements of procedure defined in clause 7.

This annex dontains the following tables:

a)| Table A.1 specifies the abbreviated name, source, and name/description of each_incoming dvent. The
sources are:

1) ACSE service-user (AC-user);

2) Peer ACPM (AC-peer); and

3) presentation service-provider (PS-provider).

b)| Table A.2 specifies the abbreviated name of each state.

c)| Table A.3 specifies the abbreviated name, target, and-name/description of each outgoing gvent. The
targets are:

1) ACSE service-user (AC-user); and
2) peer ACPM (AC-peer).
d)| Table A.4 specifies the predicates.

e)| Table A.S specifies the ACPM state table using the abbreviations of the above tables.

A2 Conventions
The intersection of an incoming event (row) and a state (column) forms a cell.

In the state ftable, a blank cell represents the combination of an incoming event and a state that is not defined for the
ACPM (see|A.3.1).

A non-blanK cell represénts an incoming event and state that is defined for the ACPM. Such a cell contains ofje or more

action lists. An action.list may be either mandatory or conditional. If a cell contains a mandatory action list, it Js the only
action list in[ the cell

A mandatory action list contains:

a) anoutgoing event; and

b) aresultant state.
A conditional action list contains:

a) apredicate expression comprising predicates and Boolean operators (* represents the Boolean NOT); and

b) amandatory action list (this mandatory action list is used only if the predicate expression is true).

A3 Actions to be taken by the ACPM

The ACPM state table defines the action to be taken by the ACPM in terms of an outgoing event and the resultant state
of the ACPM.
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