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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form
the specialized system for worldwide standardization. National bodies that are members of ISO or IEC patrticipate in the
development of International Standards through technical committees established by the respective organization to deal
with particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest.
Other international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

In the field of information technology, ISO and IEC have established a joint technical committeeg, IiO/IEC JTC 1. Draft
International Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication
as an Intefnational Standard requires approval by at least 75 % of the national bodies casting a vote,

International Standard ISO/IEC 8473-1 was prepared by Joint Technical Committee) ISO/IEC Idfa@riation
technology Subcommittee SC @,elecommunications and information exchange between systecadlabpration with
ITU-T. The identical text is published as ITU-T Recommendation X.233.

This second edition cancels and replaces the first edition (ISO/IEC 8473-1:1994), which has been fechnically revised. It
also incorporates Amendment 1:1995, Amendment 2:1996 and Amendmehnt.3:1996.

ISO/IEC 8473 consists of the following parts, under the generalnibemation technology — Protocol|for providing
the conneftionless-mode network service

— Part 1: Protocol specification

— Part 2: Provision of the underlying service by an ISO/IEC 8802 subnetwork
— Part 3: Provision of the underlying service by anX:25 subnetwork

— Part 4: Provision of the underlying service hy-a'subnetwork that provides the OSI data link serv|ce
— Part %: Provision of the underlying service-by ISDN circuit-switched B-channels

— Part §: Provision of the underlying.service assumed by ISO/IEC 8473 by subnetworks employing ISO/IEC 10028
CONS$ relay

— Part T: Provision of the underlying service assumed by ISO/IEC 8473 by frame relay subnetwoiks

Annex A forms an integral part)of this part of ISO/IEC 8473. Annexes B and C are for information only.
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This is one of a set of Recommendations and International Standards produced to facilitate the interconnection of open
systems. The set covers the services and protocols required to achieve such interconnection.

This Recommendation | International Standard is positioned with respect to other related Recommendations and
International Standards by the layers defined in ITU-T Rec. X.200 | ISO/IEC 7498-1. In particular, it is a protocol of the

Network layer. The protocol specified by this Recommendation | International Standard may be used between Network
entities in end systems, between Network entities in intermediate systems, or between a Network entity in an end system

and a Network entity in an intermediate system. In an end system, it provides the connectionless-:mode Network service

defined in]l

TU-T Rec. X.213 | ISO/IEC 8348.

The interr¢lationship of the protocol specification and the related service definitions is illustrated’in Fjgure Intro.1.

In order ta

OSI Network service

Protocol Reference to aims

specification )
Reference to assumptions

Underlying service

Figure Intro. 1 — Interrelationshiprof protocol and services

A4

T0718880-93/d01

evaluate the conformance of a particular implementation of this protocol, it is necessary to have a statement of
which of fthe protocol's capabilities and™“options have been implemented. Such a statement s called a Protocol
Implementation Conformance Statement{(PICS), as defined in ITU-T Rec. X.296 | ISO/IEC 9646-1. A PICS proforma,
from which a PICS may be prepared for a specific implementation, is included in this Recommenglation | International
Standard §s normative Annex A.
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY — PROTOCOL FOR PROVIDING
THE CONNECTIONLESS-MODE NETWORK SERVICE:
PROTOCOL SPECIFICATION

ant

1 JeoPpe

This Recommendation | International Standard specifies a protocol that is used to provideythe |connectionless-mode
Network dervice described in ITU-T Rec. X.213 | ISO/IEC 8348 and to perform certain Network|layer management
functions. | The protocol relies upon the provision of an underlying connectionless-mode™“service py real subnetworks
and/or dafa links. The underlying connectionless-mode service assumed by the protocobhmay be obptained either directly,
from a connectionless-mode real subnetwork, or indirectly, through the operation‘ of an apprppriate Subnetwork
Depender]t Convergence Function (SNDCF) or Protocol (SNDCP) over a connection-mode real subpetwork, as described
in ISO/IECQ 8648. This Recommendation | International Standard specifies the, operation of the protgcol with respect to a
uniform, apstract “underlying subnetwork service”. Other Recommendations.fnternational Standargs specify the way in
which this|“underlying subnetwork service” is obtained from real subnetwarks; such as those which conform to ISO/IEC
8802 or 1$O/IEC 8208. The “underlying subnetwork service” may be gbtained from real subnetwofks other than those
that are specifically covered by the other Recommendations | International Standards.

This Recommendation | International Standard specifies:

a) procedures for the connectionless transmission‘ef data and control information from ofe Network entity to
one or more peer Network entities;

k) the encoding of the Protocol Data Units (PDUs) used for the transmission of data and|control information,
comprising a variable-length protocol h€ader format;

procedures for the correct interpretation of protocol control information; and
the functional requirements for implementations claiming conformance to this Recommendation |
International Standard.

The procedures are defined in terms -oft
a) the interactions among-peer Network entities through the exchange of protocol data units;

b) the interactions-between a Network entity and a Network service user through the exchange of Network
service primitives; and

c) the interactions between a Network entity and an abstract underlying service prpvider through the
exchange-of service primitives.

This Recommengation | International Standard also provides the PICS proforma for this protocol, in| compliance with the
relevant requirements, and in accordance with the relevant guidance, given in ITU-T Re¢IXXI#DC 96{16-1.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent edition
of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently valid
International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of the currently valid
ITU-T Recommendations.

2.1 Identical Recommendations | International Standards
— ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:19@8#hrmation technology — Open Systems

Interconnection — Reference Model: The Basic Model.

ITU-T Rec. X.233 (1997 E) 1
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ITU-T Recommendation X.210 (1993) | ISO/IEC 10731:198fhrmation technology — Open Systems
Interconnection — Basic Reference Model: Conventions for the definition of OSI services.

ITU-T Recommendation X.213 (1995) | ISO/IEC 8348:1986yrmation technology — Open Systems

Interconnection — Network service definition.

ITU-T Recommendation X.224 (1995) | ISO/IEC 8073:198¥rmation technology — Open Systems

Interconnection — Protocol for providing the connection-mode transport service.

2.2 Paired Recommendations | International Standards equivalent in technical content

ITU-T Recommendation X.290 (1995PDSI conformance testing methodology and
protocol Recommendations for ITU-T applications — General concepts.

framework for

ISO/IEC 9646-1:1994Information technology — Open Systems Interconnection — Conformance testing

methodology and framework — Part 1: General concepts.

2.3 Additional references

3 Definitions

For the purposes of this Recommendatilmernational Standard, the following definitions apply.

3.1 Reference model definitions

This Recommendatiofintefnational Standard makes use of the following terms defined in ITU-T Reg

7498-1:

ITU-T Recommendation X.296 (1995PDSI conformance testing methodology and
protocol Recommendations for ITU-T applications — Implementation conformance,stat

ISO/IEC 9646-7:1995|nformation technology — Open Systems Interconnection = Co
methodology and framework — Part 7: Implementation Conformance Statements.

ITU-T Recommendation X.25 (1996terface between Data Terminal Equipment ([
Circuit-terminating Equipment (DCE) for terminals operating in\the packet mode and c
data networks by dedicated circuit.

ISO/IEC 8208:1995Information technology — Data communications — X.25 Packet La
Data Terminal Equipment.

ISO 8648:1988Information processing systems . ©pen Systems Interconnection — In
of the Network Layer.

ISO/IEC TR 8802-1:1997Information technology — Telecommunications and inforn
between systems — Local and metropaolitan area networks — Specific requirements —
Local Area Network Standards.

end system;
Network entity;
Network layer;

framework for
bments.

hformance testing

TE) and Data
bnnected to public

yer Protocol for

ernal organization

hation exchange
Part 1: Overview of

. KQOBIEC

Network protocol;

Network protocol data unit;

Network relay;

Network service;

Network service access point;
Network service access point address;
routeing;

service;

service data unit;

service primitive.

2 ITU-T Rec. X.233 (1997 E)
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3.2 Service conventions definitions

This Recommendation International Standard makes use of the following terms defined in ITU-T Rec. X.210 |
ISO/IEC 10731:

a) service provider;

b) service user.

3.3 Network layer architecture definitions

This Recommendation | International Standard makes use of the following terms defined in ISO 8648:
a) intermediate system;
b) relay system;

3

DUIUI ICtVVUI:’\,
subnetwork dependent convergence protocol;

subnetwork dependent convergence function;

- D Q9 O

subnetwork independent convergence protocol;

subnetwork independent convergence function;

= (o]

subnetwork access protocol.

3.4 Network layer addressing definitions

This Recommendation | International Standard makes use of the%following terms defined inRgtJ-X.213 |
ISO/IEC 8348:

a) Network addressing domain;

) Network protocol address information;
c) subnetwork point of attachment;
d

individual Network address.

3.5 llocal area network definitions

This Recommendation | International Standard makes use of the following term defined in ISO/IEC TR 8802-1:

local area network.

3.6 PICS definitions

This Recommendation | (nternational Standard makes use of the following terms defined in ITU-T Rec. X.296 |
ISO/IEC 9646-7:

a) PICSproforma;

k) protocol implementation conformance statement.

3.7 dditionatdefimitions

3.7.1 derived PDU A protocol data unit the fields of which are identical to those of an initial PDU, except that it
carries only a segment of the user data from an N-UNITDATA request.

3.7.2 initial PDU: A protocol data unit carrying the whole of the user data from an N-UNITDATA request.

3.7.3 local matter A decision made by a system concerning its behaviour in the Network layer that is not prescribed
or constrained by this Recommendation | International Standard.

3.74 Network entity title: An identifier for a Network entity which has the same abstract syntax as an NSAP
address, and which can be used to unambiguously identify a Network entity in an end or intermediate system.

3.75 reassemblyThe act of regenerating an initial PDU from two or more derived PDUs.

3.7.6 segmentA distinct unit of data consisting of part of the user data provided in the N-UNITDATA request and
delivered in the N-UNITDATA indication.

ITU-T Rec. X.233 (1997 E) 3


https://iecnorm.com/api/?name=0c6a431ec7b70cff9cb47666b81c2f28

ISO/IEC 8473-1: 1998 (E)

3.7.7 segmentationThe act of generating two or more derived PDUs from an initial or derived PDU. The derived
PDUs together carry the entire user data of the initial or derived PDU from which they were generated.

3.7.8 multicast Data transmission to one or more destinations in a selected group in a single service invocation.

3.7.9 multicast capable intermediate systemAn Intermediate System which incorporates the multicast features of
the Network layer.

3.7.10 “strong” forwarding : Forwarding only PDUs for which the QOS criteria can be satisfied.

3.7.11 “weak” forwarding: Forwarding PDUs even if the QOS criteria cannot be satisfied.

4 Abbreviations
For the purposes of this Recommendation | International Standard, the following abbreviations apply:
4.1 [Data units
NSDU Network Service Data Unit
ADU Protocol Data Unit
DU Service Data Unit
SNSDU Subnetwork Service Data Unit
4.2 fProtocol data units
OT PDU Data Protocol Data Unit
BR PDU Error Report Protocol Data Unit
BRP PDU Echo Reply Protocol Data Unit
HRQ PDU  Echo Request Protocol Data Unit
MD PDU Multicast Data Protocol Data Unit
4.3 fProtocol data unit fields
DA Destination Address
DAL Destination Address Length
QuUID Data Unit Identifier.
B/R Error Report flag
Ul Length Indicator
ur Lifetime
MS More Segments flag
NLPID Network Layer Protocol Identifier
A Source Address
SAL Source Address Length
gL Segment Length
SO SegmentOffset
SP Segmentation Permitted flag
4.4 Parameters
DA Destination Address
QOs Quality of Service
SA Source Address
4.5 Miscellaneous
CLNP Connectionless-mode Network Protocol (i.e. the protocol defined in this Recommendation |
International Standard)
NPAI Network Protocol Address Information

4 ITU-T Rec. X.233 (1997 E)
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NS Network Service
NSAP Network Service Access Point
PICS Protocol Implementation Conformance Statement
SN Subnetwork
SNAcP Subnetwork Access Protocol
SNDCF Subnetwork Dependent Convergence Function
SNDCP Subnetwork Dependent Convergence Protocol
SNICP Subnetwork Independent Convergence Protocol
SNPA Subnetwork Point of Attachment

5 OQverview of the protocol

5.1 Internal organization of the Network layer

The architectural organization of the Network layer is described in ISO 8648. 1ISQO 8648 identifies

way in wh
framework
to provide
approach

This proto
fulfills the
performing
service 0
accommo
provide al
from one ||

As descril
this proto
approach
therefore |

The operg
through th

for describing how protocols operating either individually or cooperatively in the Network
the OSI Network service. This protocol is designed to be used in*the context of the inte
fo the provision of the connectionless-mode Network service defined in 1ISO 8648.

col is intended for use in the Subnetwork Independent Convergence Protocol (SNICP) rg
SNICP role operates to construct the OSI Network, service over a defined set of (
functions which are necessary to support the uniformappearance of the OSI connectid
ver a homogeneous or heterogeneous set of interconnected subnetworks. This pH
ate variability where subnetwork dependent convergence protocols and/or subnetwork a
of the functions necessary to support the connectionless-mode Network service over 3
Network Service Access Point (NSAP) to another.

ed in ISO 8648, a protocol at the Network layer may fulfill different roles in different config
Lol is designed particularly to be suitable for a SNICP role in the context of the interr]
to the provision of the connectionless-mode Network service, it may also be used to fulfill
pe used in the context of other approaches to subnetwork interconnection.

tion of this protocol is specified with respect to an “underlying subnetwork service” whic
e operation of other Network layer protocols or through provision of the Data Link servig

subnetwotk service” assumed by, this protocol is described in 5.5.

qg

N

5.2

Two subd
configurat

The Inacti
and destin

bubsets of the protocol

ets of the Adll protocol are defined, which exploit the known subnetwork character
ons and'are therefore not subnetwork independent.

e Network Layer Protocol Subset is a null-function subset which can be used when it is K

and categorizes the

ch functions can be performed within the Network layer by Network layertprotocols, thus providing a uniform

layer can be used
networking protocol

le. A protocol which
nderlying services,
nless-mode Network
otocol is defined to
ccess protocols do not
Il or part of the path

urations. Although
etworking protocol
other roles, and may

h is made available
e. The “underlying

stics of particular

nown that the source

ation end systems are connected by a single subnetwork, and when none of the function

5 performed by the full

protocol is required to provide the connectionless-mode Network service between any pair of end systems.

The Non-segmenting Protocol Subset permits simplification of the header when it is known that the source and

destination end systems are connected by subnetworks whose individual service data unit sizes are greater than or equa
to a known bound which is large enough so that segmentation is not required. This subset is selected by setting the
segmentation permitted flag to zero (see 6.7).

5.3

Addresses and titles

The following subclauses describe the addresses and titles used by this protocol.

531

Addresses

The source address and destination address parameters referred to in 7.3 are NSAP addresses. The syntax and semanti
of an NSAP address are described in ITU-T Rec. X.213 | ISO/IEC 8348.

ITU-T Rec. X.233 (1997 E)
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The encoding used by this protocol to convey NSAP addresses is the “preferred encoding” specified in ITU-T
Rec. X.213 | ISO/IEC 8348. The NSAP address, encoded as a string of binary octets according to ITU-T Rec. X.213 |
ISO/IEC 8348, is conveyed in its entirety in the address fields described in 7.3.

A Network entity may send Multicast PDUs using the optional multicast capabilities incorporated into this
Recommendation | International Standard. The destination address parameter of a multicast PDU shall contain a group
Network address as described in ITU-T Rec. X.213 | ISO/IEC 8348. The source address parameter shall not be a group
Network address.

5.3.2 Network entity titles

A Network Entity Title (NET) is an identifier for a Network entity in an end system or intermediate system. Network
entity titles are allocated from the same name space as NSAP addresses, and the determination of whether a name is a
NSAP address or a Network entity title depends on the context in which the name is interpreted. The values of the source
route and[record route parameters defined I 7.5.4 and 7.5.5 respectively are Network entity uilgs. The values of the
source address and destination address parameters in the Error Report PDU defined in 7.9, dn‘the Echo Request PDU
defined in[7.10, and in the Echo Response PDU defined in 7.11 are also Network entity titles,

The encofling used by this protocol to convey Network entity titles is the “preferredhencoding” gpecified in ITU-T
Rec. X.21B | ISO/IEC 8348. The Network entity title, encoded as a string of binary octets-according o ITU-T Rec. X.213
| ISO/IEC B348, is conveyed in its entirety in the appropriate fields.

54 $ervice provided by the protocol

This protocol provides the connectionless-mode Network service deScribed in ITU-T Rec. X.213 ||/ISO/IEC 8348. The
relevant Network service primitive and its parameters are shown in Table 1.

NOTE + ITU-T Rec. X.213 | ISO/IEC 8348 states that the maximum size of a connectionless-mode Network Service Data
Unit (N$DU) is 64 512 octets.

Table 1 — Connectionless-mode Network service primitive

Primitive Parameters
N-UNITDATA Request NS-Source-Address,
Indication NS-Destination-Address,

NS-Qualiy-of-Service,
NS-Userdata

5.5 Wnderlying service assumed by the protocol

It is intended that this protocol be capable of operating over connectionless-mode services derived from a wide variety of
real subnetworks and data links. Therefore, in order to simplify the specification of the protocol, its operation is defined
(in clause 6) with respect to an abstract “underlying subnetwork service” rather than any particular real subnetwork
service. This underlying service consists of a single SN-UNITDATA primitive which conveys the source and destination
subnetwork point of attachment addresses, a subnetwork quality of service parameter, and a certain number of octets of
user data.

The SN-UNITDATA primitive is used to describe the abstract interface that exists between the CLNP protocol machine
and an underlying real subnetwork or a subnetwork dependent convergence function that operates over a real subnetwork
or real data link to provide the required underlying service.

The primitive provided and its parameters are shown in Table 2.

Provision of the “underlying subnetwork service” by real subnetworks and data links is described in clause 8 and in other
Recommendations | International Standards.
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Table 2 — Underlying service primitive

Primitive Parameters
SN-UNITDATA Reguest SN-Source-Address,
Indication SN-Destination-Address,

SN-Qualiy-of-Service,
SN-Userdata
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aced in the segment

length field of the PDU header. This field is not changed for the lifetime of the PDU. No data unit identification is

provided.

6.2

PDU decomposition function

This function is responsible for removing the protocol control information from the protocol data unit. During this
process, information pertinent to the generation of the N-UNITDATA indication is determined as follows. The NS-
Source-Address and NS-Destination-Address parameters of the N-UNITDATA indication are recovered from the NPAI

in the source address and destination address fields of the PDU header. The data part of the received PDU is retained
until all segments of the original service data unit have been received; collectively, these form the NS-Userdata parameter
of the N-UNITDATA indication. Information relating to the Quality of Service (QOS) provided during the transmission

of the PDU is determined from the quality of service and other information contained in the options part of the PDU
header. This information constitutes the NS-Quality-of-Service parameter of the N-UNITDATA indication.
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6.3 Header format analysis function

This function determines whether the full protocol or the inactive Network layer protocol is in use, and whether or not a
received PDU has reached its final destination. If the Network Layer Protocol Identifier (NLPID) field in a received PDU
contains a value that identifies the protocol defined by this Recommendation | International Standard, then either the full
protocol or the non-segmenting subset is in use; the header format analysis function determines whether or not the
received PDU has reached its destination, using the destination address in the PDU header. If multicast transfer is not
supported and if the destination address provided in the PDU identifies either a Network entity title of this Network entity
or an NSAP served by this Network entity, then the PDU has reached its destination; if not, it shall be forwarded.

If the NLPID field contains a value that identifies the inactive Network layer protocol, then no further analysis of the
PDU header is required. The Network entity in this case determines that either the Subnetwork Point of Attachment
(SNPA) address encoded as NPAI in the supporting subnetwork protocol (see 8.1) corresponds directly to an NSAP
address serviced by this Network entity, or that an error has occurred.

If a Netwark entity supports multicast transmission, then the header format analysis function shall
ensure that a PDU does not contain a group Network address in the source address field. Any)PL

provide checking to
U header analysed to

have a group address in the source address field shall be discarded.

6.3.1 Multicast transfer

The head¢r format analysis function optionally provides capabilities to Network entities which suppdrt multicast transfer
to supply applicable PDUs directly to end systems served by such a Network entity as well as to fgrward such PDUs to
other Netvork entities. This optional functionality is realized through a Network entity with mplticast capability
identifyingla PDU as using multicast transfer via the PDU type and the PDU's\destination address figld.

6.4 DU lifetime control function

This functjon is used to enforce the maximum PDU lifetime. It.determines whether a received PDU may be forwarded or
whether its assigned lifetime has expired, in which case it shall\be discarded.

The operation of the PDU lifetime control function dgpénds upon the lifetime field in the PDU |header. This field

contains, at any time, the remaining lifetime of the RBU(represented in units of 500 ms). The lifetim

is determi
is applied
PDUs.

The value
Network e
be decreni

a

o

exceeds d
500 ms of
ascertaing

When a N

ned by the originating Network entity and\placed in the lifetime field of the PDU. If the seq
to a PDU, the value of the lifetime.field of the Initial PDU is copied into all of the corre

of the lifetime field of a PDU.is decremented by every Network entity that processes
htity processes a PDU, it decréments the PDU lifetime by at least one. The value of the Pl
ented by more than one if the sum of:

the transit delay in\the underlying service from which the PDU was received; and

the delay within the system processing the PDU

r is estimated to exceed 500 ms. In this case, the lifiefunghall be decremented by one for
actual or estimated delay. The determination of delay need not be precise, but where a
d, the"value used shall be an overestimate, not an underestimate.

e of the Initial PDU
mentation function
sponding Derived

the PDU. When a
DU lifetime field shall

each additional
recise value cannot be

5 field if the current

etwork entity decrements the value of the lifetime field, it shall place a value of 0 into this

value is less than the amount it is to decrement by. If the lifetime field reaches a value of zero before the PDU is delivered
to its destination, the PDU shall be discarded. The error reporting function shall be invoked as described in 6.10. This
may result in the generation of an Error Report PDU.

It is a local matter whether or not the destination Network entity performs the lifetime control function.

6.5

Route PDU function

This function determines the Network entity or Network entities to which a PDU should be forwarded and the underlying
service that must be used to reach that Network entity or Network entities, using the destination address field and either
the segment length field (if present) or the total length field (if the segment length field is not present). Where
segmentation is required, the route PDU function further determines over which underlying service Derived PDUs shall
be sent in order to reach that Network entity or Network entities. The results of the route PDU function are passed to the
forward PDU function (along with the PDU itself) for further processing.
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Selection of the underlying service that shall be used to reach the “next” system in the route to the destination is initially
influenced by the NS-Quality-of-Service parameter of the N-UNITDATA request, which specifies the QOS requested by
the sending NS user. Whether this QOS is to be provided directly by the protocol, through the selection of the quality of
service maintenance parameter and other optional parameters, or through the QOS facilities offered by each of the
underlying services, or both, is determined prior to invocation of the forward PDU function. Route selection by
intermediate systems may subsequently be influenced by the values of the quality of service maintenance parameter (if

present), and other optional parameters (if present).

The route PDU function optionally provides capabilities to Network entities which support multicast transfer for
determining multiple Network entities to which a single PDU shall be forwarded to. This may result in multiple
invocations of the forward PDU function and hence the need to make multiple copies of the PDU. For PDUs that are
received from a different Network entity, the optional functionality for the route PDU function is realized as a result of
the header format analysis function’s recognition of the PDU as being a multicast PDU. A Network entity attached to
more than one subnetwork when originating a multicast PDU is permitted to originate the PDU on more than one
subnetwork.

NOTE -
support
visited.
multica

6.6 R

This funct
the route |
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PDU function with the protocol data unit as user data to be transmitted, the address infornj
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begmentation function

by the underlying service to be usedtatransmit the PDU.

e segmented. All of the header-information from the PDU to be segmented, with the excq
checksum fields of the fixed-part, and the segment offset field of the segmentation part,
PU, including all of the address part, the data unit identifier and total length of the segmg
rt (if present).
The rules for forwarding and segmentation guarantee that the header length is the same for all se

tial PDU, and is the)same as the header length of the Initial PDU. The size of a PDU header theref]
pberation of any_protocol function.

Hata field of the PDU to be segmented is divided and apportioned among the user datd
uch awway that the Derived PDUs satisfy the maximum-length requirements of the SN-U
IITDATA request primitive used to access the selected underlying service. The user data
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a multicast PDU has
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value of the segment
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in any PDU Is either zero or a non-zero multiple of 8. Only the last Derived PDU may

eight octets of user data.

Derived PDUs are identified as being from the same Initial PDU by means of:

a) the source address field;
b) the destination address field; and
¢) the data unit identifier field.

The following fields of the PDU header are used in conjunction with the segmentation function:

contain fewer than

a) Segment offset Identifies the octet at which the segment begins with respect to the start of the data part of

the Initial PDU;

b) Segment length Specifies the number of octets in the Derived PDU, including both header and data;
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c) More segments flag Set to one if this Derived PDU does not contain the final octet of the user data from

the Initial PDU as its final octet of user data; and

d) Total length— Specifies the number of octets in the Initial PDU, including both header and data.
Derived PDUs may be further segmented without constraining the routeing of the individual Derived PDUs.

The segmentation permitted flag is set to one to indicate that segmentation is permitted. If the Initial PDU is not to be
segmented at any point during its lifetime, the flag is set to zero by the source Network entity. The setting of the
segmentation permitted flag may not be changed by any other Network entity for the lifetime of the Initial PDU and any
Derived PDUs.

6.8 Reassembly function

The reassembly function reconstructs the Initial PDU from the Derived PDUs generated by the operation of the
segmentafforn fonction on the mitar PDU(and, Tecursively, on subsequent Derved PDUS).

A bound gn the time during which segments (Derived PDUSs) of an Initial PDU may be held at@\reassembly point before

being disa

segments
shall be in
of the Initi
at the rea
error repo

While the
shall pres
would oth

bl PDU are assumed to be lost. When this timer expires, all segments (Derived PDUSs) of
5sembly point shall be discarded, the resources allocated for those segments may be frg

prve the intent of the PDU lifetime. Consequently, the reassembly function shall discard
brwise have expired had they not been under the control ‘of the reassembly function; th

arded is provided, so that reassembly resources may be released when it is no'lenger
of the Initial PDU will arrive at the reassembly point. Upon reception of a Derived PDU,

expected that missing
a reassembly timer

tiated with a value that indicates the amount of time that shall elapse beforesany unreceived (missing) segments

t shall be generated (see 6.10).

exact relationship between reassembly lifetime and PDU lifetime‘is a local matter, the

the Initial PDU held
ed, and, if selected, a

reassembly function
PDUs whose lifetime
at is, the reassembly

lifetime for a given PDU shall be less than the PDU lifetime in all derived PDUs being held at the reagsembly point.
NOTE 1 — Methods of bounding reassembly lifetime are discussed‘in)Annex B.
NOTE 2 — The segmentation and reassembly functions are intended to be used in such a way that the fewgst possible segments are
generated at each segmentation point and reassembly takes.place at the final destination of a PDU. However, other schemes which:
a) | interact with the routeing algorithm to favor paths.on which fewer segments are generated; or
b) | generate more segments than absolutely required in order to avoid additional segmentation at sonje subsequent point,
are not| precluded. The information necessary‘t6/enable the use of one of these alternative strategies|may be made available
through|the operation of a Network layer management function or by other means.
NOTE 3 — The originator of the Initial PDU\determines the value of the segmentation permitted flag in the Initial PDU and all
Derived PDUs (if any). An intermediate system may not change this value in the Initial PDU or any PDU defived from it, and may
not therefore add or remove the segnientation part of the header.
6.9 [piscard PDU function
This functfon performs all 'ef’the actions necessary to free the resources reserved by the Network gntity when any of the
following gituations aresencountered.
NOTE 1 — The foltowing list is not exhaustive.

a) Acviolation of protocol procedure has occurred.

b))\ “A'PDU is received whose checksum is inconsistent with its contents.

c) A PDU isreceived, but due to local congestion, it cannot be processed.

d) A PDU is received whose header cannot be analysed.

e) A PDU is received which cannot be segmented and cannot be forwarded because its length exceeds the
maximum service data unit size supported by any underlying service available for transmission of the PDU
to the next Network entity on the chosen route.

f) A PDU is received whose destination address is unreachable or unknown.

g) Incorrect or invalid source routeing was specified. This may include a syntax error in the source routeing
field, an unknown or unreachable Network entity title in the source routeing field, or a path which is not
acceptable for other reasons.

h) A PDU is received whose PDU lifetime has expired or whose lifetime expires during reassembly.

i) A PDU is received which contains an unsupported option corresponding to a Type 2 function (see 6.21).
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A PDU is received with QOS maintenance parameter indicating “Globally unique with strong forwarding”

and the required QOS is not available.

k) A PDU is received with an unknown type code.

NOTE 2 — In general, it is not always possible to determine whether a destination NSAP address is invalid (does not follow ITU-T
Rec. X.213 | ISO/IEC 8348), unprocessable (in that there is no routeing table entry for the address), or incorrectly coded
(as NPAI). Therefore, with respect to generating an Error Report PDU, the situation described in f) may or may not be
distinguished from the situation described in d), and the “reason for discard” (see 6.10 and Table 8) may be “headesrSyntax err

or “desti

nation address unknown”.

NOTE 3 - In general, different implementations can analyse received PDUs in different ways and could therefore consider the
same PDU as giving rise to different situations from the list a) to k) above. For example, an implementation receivingta PDU wi

unknown PDU type code could consider that as an occurrence of situation a) or d) as well as situation k). When generating an
Error Report PDU, the implementation could use a “reason for discard” (see 6.10 and Table 8) chosen from (at least) “header
syntax error”, “protocol procedure error”, “unknown PDU type” and “reason not specified”.
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rce Network entity to indicate that an Error Report PDU is to be generated if the Initial
m it are discarded; if the flag is not set, error reports are not generated.

— The suppression of Error Report PDUs is controlled by the originating Network entity and not

— Non-receipt of an Error Report PDU does not imply correct delivery of a PDU issued by a source
— It is important to carefully control the use of the error reporting capability in the case of mulicast {
is to avoid the occurrence of broadcast storms and thus a multicast PDU may not cause thg
t PDU. This is the primary reason that the source address is not permitted to be a group address
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eport RDU shall not be generated to report the discard of an Error Report PDU.

eport’PDU shall not be generated to report the discard of a PDU unless that PDU has th
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If a PDU is discarded, and the error report flag in the discarded PDU is set to allow error reports, an Error Report PDU
shall be generated if the reason for discard is one of the reasons for discard enumerated in 6.9, subject to the conditions
described in 6.10.4. If a PDU with the E/R flag set to allow error reports is discarded for any other reason, an ER PDU
may be generated (as an implementation option).

Error reports may be suppressed in circumstances in which the validity of the information in the PDU that caused the
error condition is uncertain. These circumstances include, but are not limited to, those described in items b), ¢) and d)

of 6.9.

While error reports are permitted on multicast PDUs, a PDU with a group Network address in the source address field

shall not be responded to with an Error Report. This is to ensure that a multicast PDU does not generate another multicast
PDU. If the source address is identified as a group address, then an error report PDU shall not be generated and the
original PDU shall be discarded.
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6.10.3  Processing of error reports

An Error Report PDU is composed from information contained in the header of the discarded PDU to which the error
report refers. The contents of the source address field of the discarded PDU are used as the destination address of the
Error Report PDU. This value, which in the context of the discarded PDU was used as an NSAP address, is used in the
context of the Error Report PDU as the Network entity title of the Network entity that originated the discarded PDU. The
Network entity title of the originator of the Error Report PDU is conveyed in the source address field of the header of the
Error Report PDU. The value of the lifetime field is determined in accordance with 6.4. Optional parameters are selected
in accordance with 6.10.4.

The segmentation of Error Report PDUs is not permitted; hence, no segmentation part is present. The total length of the
ER PDU in octets is placed in the segment length field of the ER PDU header. This field is not changed during the
lifetime of the ER PDU. If the originator of the ER PDU determines that the size of the ER PDU exceeds the maximum
service data unit size of the underlying service, the ER PDU shall be truncated to the maximum service data unit size (see
8.3) and forwarded with no other change. Error Report PDUs are routed and forwarded by intermediate system Network
entities in fhe same way as Data PDUS.

NOTE - The requirement stated in 8.3 that the underlying service assumed by the protocol shall be capableé of supparéing a servi
data unjt size of 512 octets guarantees that at least the entire header of the discarded PDU can be _convelyed in tlieuwata part o
ER PDY.

When an ER PDU is decomposed upon reaching its destination, information that may, be used to interpret and act upon
the error report is obtained as follows. The Network entity title recovered from thesNPAI in the soyrce address field of

the ER PDDU header is used to identify the Network entity that generated the error Teport. The reagon for generating the
error repoft is extracted from the options part of the PDU header. The entire header of the discardel PDU, and part or all
of the origjnal user data (if present), are extracted from the data part of the-ER PDU to assist in asgertaining the nature of
the error.

6.10.4 Relationship of discarded PDU options to error reports

The generation of an error report is affected by options that\are present in the corresponding |discarded PDU. The
presence [of options in the discarded PDU that are not supported by the system that has discajded that PDU, or the
presence [of an unrecognized PDU type code parameter,"may cause the suppression of an efrror report even if the
discarded|PDU indicated that an error report should be generated in the event of a discard.

The processing of an error report is also affected, by options that are present in the corresponding discarded PDU. In
particular,| options selected in the discarded PDWU*affect which options are included in the corresgonding Error Report
PDU. The[selection of options for an Error Report PDU is governed by the following requirements:

a) If the priority, QOS maintenarce, or security option is selected in the discarded PIPU, and the system
generating the Error Report PDU supports the option, then the Error Report PDU shall specify the same
option, using the valugthat was specified in the discarded PDU.

k) If the system genérating the Error Report PDU does not support the security option, an error report shall
not be generated,for a discarded PDU that selected the security option.

c) If the complete source route option is selected in the discarded PDU, and the system|generating the Error
Report BBY supports the option, then the Error Report PDU shall specify the complete source route
option~The source route parameter value is obtained by extracting from the discarded|PDU that portion of
the_complete source route list that has already been processed, and reversing the orfer of Network entity
titles which comprise that portion of the list.

If the system generating the Error Report PDU does not support the complete source moute option, an Error
Report PDU shall not be generated for a discarded PDU that selects the complete source route option.

e) The padding, partial source route, and record route options, if supported, may be specified in the Error
Report PDU.

NOTE — The values of the optional parameters in e€) above may be derived as a local matter, or they may be based
upon the corresponding values in the discarded PDU.

6.11 PDU header error detection function

The PDU header error detection function protects against failure of intermediate or end system Network entities due to
the processing of erroneous information in the PDU header. The function is realized by a checksum computed on the
entire PDU header. The checksum is verified at each point at which the PDU header is processed. If the checksum
calculation fails, the PDU shall be discarded. If PDU header fields are modified (for example, due to the operation of the

lifetime function), then the checksum shall be modified so that the checksum remains valid.
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The use of the header error detection function is optional and is selected by the originating Network entity. If the function
is not used, the checksum field of the PDU header shall be set to zero.

If the function is selected by the originating Network entity, the value of the checksum field is calculated so as to cause
the following formulae to be satisfied:

L
Sy & (mod255 = 0
i=1

L
(L-i+2Da (mod255) = 0
i=1

in which L
PDU head

When the

To ensurd
example,
Network e

NOTE -
when th

6.12 f

The paddi
function. g

NOTE -
comput

q

N

6.13
The provig

connectiolless-mode NSDU) is performed by the security function.

The secur
T Rec. X.}
of the PDU

This Reco
it provides
systems 4
defined s§g

NOTE -
generaf]

is the number of octets in the PDU header, @nd the value of the octet at positionTheAirst
er is considered to occupy positiernL.

function is in use, neither octet of the checksum field may be set to zero.

that inadvertent modification of a header while a PDU is being processed by an inte
jue to a memory fault) may still be detected by the PDU header error detection function, a
htity shall not recompute the checksum for the entire header, even if fields are modified.

- Annex C contains descriptions of algorithms which may be used to calculate the correct value
e PDU is created, and to update the value of the checksum field when theé‘header is modified.

Padding function

Dctet alignment shall be maintained.

- An example of the use of this function is to causeithé data part of a PDU to begin on a convenig
br word boundary.

Becurity function

5ion of protection services (e.g. data origin authentication, data confidentiality, and data

ty function is related to the protection from unauthorized access quality of service parame
P13 | ISO/IEC 8348. The function is realizeduplothe selection of the security parameter in
U header.

mmendation | International Standard does not specify the way in which protection service

only for the 'encoding of security information in the PDU header. To facilitate interop
hd intermediate systems by avoiding different interpretations of the same encoding, a me3
curity encodings from standardized security encodings is described in 7.5.3.

L As animplementation consideration, data origin authentication may be provided through the use|
pd/or-enciphered checksum (distinct from the PDU header error detection mechanism); data

octet in the

rmediate system (for
N intermediate system

of the checksum field

hg function is provided to allow space to be reserved‘in'the PDU header which is not used to support any other

nt boundary, such as a

integrity of a single

ter described in ITU-
the options part

S are to be provided;
bration among end
Ins to distinguish user-

of a cryptographically
onfidentiality and data

integrity

may be provided via route control mechanisms.

6.14

Source routeing function

The source routeing function allows a Network entity to specify the path that a generated PDU shall take. Source routeing
may be selected only by the originator of a PDU.

No source routeing capability is provided for multicast PDU transfer. The NS provider shall not accept a multicast PDU

with sourc

6.14.1

€ route parameters.

Complete source routeing

Complete source routeing is accomplished using a list of Network entity titles held in a parameter within the options part
of the PDU header. The length of this parameter is determined by the originating Network entity, and does not change
during the lifetime of a PDU. Only the titles of intermediate system Network entities shall be included in the list; the

Network e

ntity titles of the source and destination of the PDU shall not be included in the list.
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Associated with the list of Network entity titles is an indicator that identifies the next entry in the list to be used; this
indicator is advanced by the receiver of a PDU when the next title in the list matches its own. The indicator is updated as
the PDU is forwarded so as to identify the appropriate next entry at each point along the route.

Complete source routeing requires that the specified path be taken; that is, only those systems identified in the list may be
visited by the PDU while en route to the destination, and each system shall be visited in the order specified. If the
specified path cannot be taken, the PDU shall be discarded. Subclause 6.10 describes the circumstances in which an
attempt shall be made to inform the PDU's originator of the discard using the error reporting function.

6.14.2  Partial source routeing

Partial source routeing is accomplished using a list of Network entity titles or Network entity title prefixes held in a
parameter within the options part of the PDU header. The length of this parameter is determined by the originating
Network entity, and does not change during the lifetime of a PDU.

Associatedl with the list is an indicator that identifies the next entry in the list to be used. When-an|intermediate System
receives g PDU containing partial source routeing, the PDU can be forwarded if the Route PDU\fungtion identifies a path
in which the next system is:

a) the destination End System; or

k) an Intermediate System such that the next entry in the list matches the NET of that qystem or a prefix of
the NET; or

c¢) an Intermediate System such that the entry immediately following the next entry in the list matches the
NET of that system or a prefix of the NET.

In case c)] the next entry indicator is updated in the forwarded PDU.

list; that is|, only systems whose NETs match those identified.in the list may be visited by the PDU While en route to the

destination, and each system shall be visited in the order‘specified. If the specified path cannot be tgken, the PDU shall be
discarded| Subclause 6.10 describes the circumstance§’in which an attempt shall be made to inform the PDU’s originator
of the disdard using the error reporting function.

Partial sos]:rce routeing requires that the forwarding process shall be towards the next entity identified by an entry in the

No sourcdg routeing capability is provided for multicast PDU transfer. The NS provider shall not accept a multicast PDU
with source route parameters.

6.15 Record route function

The record route function records the path taken by a PDU as it traverses a series of intermediate gystems, and optionally
also recorfls timing information.” A recorded route consists of a list of entries held in a parameter within the options part
of the PDY header. Each entry consists of either a Network entity title, or a timestamp followed by a|Network entity title:

in additior], the first entpain a timestamped list can consist of a timestamp without a Network entity fitle, inserted by the
originator pf the PDU¢The length of this parameter is determined by the originating Network entity, @and does not change
during thellifetime.ef.the PDU.

The list is| constructed as the PDU is forwarded along a path towards its destination. The originafor of the PDU shall
either initielize—the list-as nmrr_\hj/' or-insert an initial nnfr\}l Pnnfaining a fimn:fnmp and-no-Network enuty title: the
originator is not required to insert such an initial entry in a timestamped list. All octets in the list, other than an initial
timestamp entry when present, shall be initialized to zero. Subsequently, only entries corresponding to intermediate
system Network entities shall be included in the recorded route.

When an intermediate system Network entity processes a PDU containing the record route parameter, the Network entity
adds its own entry at the end of the list. An indicator is maintained to identify the next available octet to be used for
recording of route. This indicator is updated as entries are added to the list as follows. The length of the entry to be added
to the list is added to the value of the next available octet indicator, and this sum is compared with the length of the
record route parameter. If the addition of the entry to the list would exceed the size of the parameter, the next available
octet indicator is set to indicate that route recording has been terminated. The entry is not added to the list. The PDU may
still be forwarded to its final destination, without further addition of entries.

If the addition of the entry would not exceed the size of the route parameter, the next available octet indicator is updated
with the new value, and the entry is added to the end of the list.
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Two forms of the record route function are provided. The first form is referred to as complete route recording. It requires
that the list of Network entity titles (with or without associated timestamps) be a complete and accurate record of all
intermediate systems visited by a PDU (including Derived PDUSs), except when a shortage of space in the record route
option field causes termination of recording of route, as described above. When complete route recording is selected,
PDU reassembly at intermediate systems may be performed only when the Derived PDUs that are reassembled all took
the same route.

The second form is referred to as partial route recording. It also requires a record of intermediate systems visited by a
PDU. When partial route recording is selected, PDU reassembly at intermediate systems may be performed whether or
not the Derived PDUs that are reassembled all took the same route; the route recorded in any of the Derived PDUs may

be placed

in the PDU resulting from the reassembly.

NOTE — The record route function is intended to be used, for example, in the diagnosis of subnetwork problems, to provide a
return path that could be used as a source route in a subsequent PDU, or in monitoring and controlling transit delays within the
Network layer.
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Duality of service maintenance function

y of service maintenance function provides information to Network entities in intermediate
make routeing decisions where such decisions affect the overall QOS providedto NS u

stances in which the QOS requested cannot be maintained, intermediate-system Networ

hotification of failure to meet the requested quality of service.

Priority function

y function allows a PDU to be processed preferentiatly‘with respect to other PDUs. The
e selection of a parameter in the options part of the(PDU header.

t priority value is zero; numerically greater values signify successively higher priority. T
means whereby the resources of end and intermediate system Network entities, such ag
nd buffers, can be used preferentially to<process higher-priority PDUs ahead of lowel
tion taken by an individual Network entitysto support the priority function is a local matter.

Congestion notification functief

NS users to take appropriate’ action when congestion is experienced within the NS p
nay inform the destination_Network entity of congestion through the use of a flag in th
in the options part of.the PDU header. The value of this flag is initially set to zero (0) by
Imay be set to one~(%)*by any intermediate system which processes the PDU to indicate

- Congestion typically corresponds to the unavailability of buffer space to maintain output queues.
ating congestion may be based upon the depth of the output queue selected foraxdeilihg to
or otherrouteing information). When the depth of a particular output queue exceeds aapsttonpof
f that queue, an intermediate system may start to discard PDUs. The intermediate system may
hced(flag in the next PDU to be forwarded and may continue to do so until the congestion is alleviat

systems which may
sers. This information

d to intermediate system Network entities in a parameter in the options part’ofthe PDU he¢ader.

entities shall attempt

he PDU at a QOS different from the QOS requested. Intermediate system Network entiti¢s may, but need not,

function is realized

he priority function
outgoing transmissior
-priority PDUs. The

ovider, intermediate
b QOS maintenance
the originator of the
that it is experiencing

IAn appropriate policy

ts destination

he maximum

then set the congestion
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6.19

Echo request function

This function is invoked by Network layer management to obtain information about the dynamic state of the Network
layer with respect to a) the reachability of specific Network entities, and b) the characteristics of the path or paths that can
be created between Network entitites through the operation of Network layer routeing functions.

When invoked, the echo request function causes an Echo Request (ERQ) PDU to be created. The ERQ PDU shall be
constructed and processed by Network entities in end systems and in intermediate systems that support the echo reques

function in

a)

exactly the same way as the DT PDU, with the following exceptions:

Since the echo request function is invoked by Network layer management, rather than by an

N-UNITDATA request, the information available to the PDU composition function (see 6.1) consists of
current state, local information, and information supplied by Network layer management; the references in
6.1 to information obtained from parameters of the N-UNITDATA request do not apply to the

composition of an ERQ PDU.
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b)

The source address field of the ERQ PDU shall contain either the Network entity title of the originating
Network entity or the NSAP address of an NSAP within the originating end or intermediate system. The
destination address field of the ERQ PDU shall contain either the Network entity title of the destination
Network entity or the NSAP address of an NSAP within the destination end or intermediate system.

NOTE 1 — A Network entity title is syntactically indistinguishable from an NSAP address. The additional
information in an NSAP address, if any, beyond that which is present in a Network entity title, is relevant only to
the operation of the PDU decomposition function in a destination end system, and therefore is not needed for the
processing of an ERQ PDU (from which no N-UNITDATA indication is ever produced). The fact that the source
and destination address fields of the ERQ PDU may contain either NETs or NSAP addresses therefore does not
affect the processing of an ERQ PDU by any Network entity, and the information that is obtained through the
operation of the echo request function is the same in either case.

When an ERQ PDU has reached its destination, as determined by the header format analysis function, the
echo response function (see 6.20), rather than the PDU decomposition function, shall be invoked. It is a
local matter whether or not this involves an interaction with Network layer management.

6.20 Echo response function

This functjon is performed by a Network entity when it has received an ERQ PDU that has reach
determinefl by the header format analysis function — that is, an ERQ PDU that contains, in its destin
Network entity title or NSAP address that identifies the Network entity or any of its NSAPs.

When invoked, the echo résponse function causes an Echo Response (ERP) PDU to be created.
constructdd and processed by Network entities in end systems and in intermediate systems that sug
function in exactly the’same way as the DT PDU, with the following exceptions:

d

b)

d)

16

NOTE 2 — Since the echo response function is a Type 2 function (see 6.21), the destlnatloni\letwork entity may or

may not perform the echo response function upmeiving an ERQ PDU. Network layer,m
therefore consider, when the echo request function is invoked, that non-receipt of pocdlires 4
PDU may be due to non-support of the echo response function by the destination Network e

The maximum length of the ERQ PDU is equal to the maximum length ofthe Echo Rg

nagement must
cho response
ntity.

sponse PDU minus

the maximum length of the Echo Response PDU header. This ensures \that the entile ERQ PDU can be

contained within the data field of the Echo Response PDU (see 6.20)¢

The data part of the ERQ PDU may, as a local matter, contain z€ro-0r more octets wit
to the overall maximum length of the ERQ PDU specified in_d)\above. If the first oct
contains the binary value 1000 0001 (the NLPID for this protocol), then the firstets of
(wheren is the value of the second octet of the data part)-shall contain an entire E
header, in which every field in the fixed part and address part, except the segment |

h any values, subject
bt of the data part
the data part

tho Response PDU
bngth and checksum

fields, shall contain a valid value. The more segments flag shall have the value zerg. If and only if the

segmentation permitted flag is set to 1, the segméntation part shall be present. The of
may contain any of the options described in 7.5.

NOTE 3 — This Echo Response PDU header,>if present in the data part of an ERQ PD
required to be, used in whole or in part by the destination Network entity to compose an
[see 6.20 d)]. If this information isot present in the data part of the ERQ PDU, it may not b
echo response function of the destination Network entity to select an appropriate value for t
Echo Response PDU.

tions part, if present,

U, may be, but is not
Echo Response PDU
e possible for the

he lifetime field of the

bd its destination, as
ation address field, a

The ERP PDU shall be
port the echo respons

Since-the echo response function is not invoked by an N-UNITDATA request, the information available to
the,PDU composition function consists of current state, local information, and informatipn contained in the
parameters of the

The source address field of the ERP PDU shall contain the value of the destination address field of the
corresponding ERQ PDU. The destination address field of the ERP PDU shall contain the value of the
source address field of the corresponding ERQ PDU.

NOTE — The observation contained in Note 1 of 6.19 applies also to the ERP PDU.

The ERQ PDU, in its entirety, shall be placed into the data part of the ERP PDU. The data part of the ERP
PDU shall contaimnly the corresponding ERQ PDU.

If the data part of the ERQ PDU contains an ERP PDU header [see 6.19 e)], the PDU composition
function may, but is not required to, use some or all of the information contained therein to select values
for the fields of the ERP PDU header. In this case, however, the value of the lifetime field contained in the
ERP PDU header in the ERQ PDU data part shall be used as the value of the lifetime field in the ERP
PDU. The values of the segment length and checksum fields shall be computed by the Network entity
regardless of the contents of those fields in the ERP PDU header in the data part of the ERQ PDU.
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The options part of the ERP PDU may contain any (or none) of the options described in 7.5. The values
for these options, if present, are determined by the Network entity as a local matter. They may be, but are
not required to be, either identical to or derived from the corresponding options in the ERQ PDU and/or

the ERP PDU header contained in the data part of the ERQ PDU (if present). The source routeing option

Scana-contral funetion
pEOPEe-coHHOHHRGHOR

in the ERP PDU shall not be identical to (copied from) the source routeing option
header. If the recording of route option in the ERP PDU is identical to (copied from

in the ERQ PDU
) the recording of

route option in the ERQ PDU header, the second octet of the parameter value field shall be set to the value

3.

It is a local matter whether or not the destination Network entity performs the lifetime control function on

an ERQ PDU before performing the echo response function. The destination Networ

k entity shall make

the same decision in this regard that it would make, as a local matter, for a DT PDU in accordance

with 6.4.

q

Dverview

b control function is an option for multicast PDU forwarding only. The scope™control f
to limit the forwarding of the multicast PDU. The scope control function pravides the caj
a particular PDU based on the individual Network addressing hierarchy and/or limit the
which can take place. In cases where both forms of scope control are applied to the same
e either has reached its scope control limit.

Prefix based scope control

based scope control function allows the originator to specify a specific set of addres
orwarding of a PDU by an Intermediate System occurs ooheibf the prefixes matches the
) of the Intermediate System. Prefix based scope conttol may be selected only by the
pd scope control is accomplished using one or more address prefixes held in a parameter

lifetime of a PDU.

rmed if every octet of one of the prefixes, contained in the prefix based scope control pa
te System’s NET, starting from the;beginning of its NET. If no such prefix match exist
scards the PDU. The error reporting function shall not be invoked upon PDU discard.

Radius scope control

scope control function allows the originator to specify a maximum logical distance where
It is closely associated with the header format analysis function. Each IS receiving a md
expanding and which’ contains a Radius Scope Control parameter, decrements the Rad
) by an administfatively set amount between 0 and the maximum value of the field. An IS
5 Scope Contraol field, shall place a value of 0 into this field if its current value is less tha
by. This fanetion determines whether the PDU received may be forwarded or whethe
n which €ase it shall be discarded. An Intermediate System shall not forward a multical
ope Control parameter with a value of 0. The error reporting function shall not be invoked

unction allows the
bability to limit the
amount of multicast
PDU, forwarding will

5 prefixes where the
Network Entity
briginator of a PDU.
within the options part

) header. The length of this parameter is determined by the originating network entity, and does not change

rameter, forwarding is
rameter matches that
s, the Intermediate

multicast expansion
Iticast PDU which is
us Scope Control field
when it decrements
N the amount it is to
its Radius has been
st PDU containing a
upon PDU discard.
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Implementations of this Recommendation | International Standard are not required to support all of the functions
described in 6.1 through 6.21. Functions are divided into three categories:

Type 1- These functions shall be supported.

Type 2— These functions may or may not be supported. If an implementation does not support a Type 2
function and the function is selected in a PDU, then that PDU shall be discarded, and an Error

Report PDU shall be generated and forwarded to the originating Network en
the error report flag is set and the conditions of 6.10.4 are satisfied.

tity, providing that

Type 3— These functions may or may not be supported. If an implementation does not support a Type 3
function and the function is selected in a PDU, then the function is not performed, and the PDU

is processed exactly as though the function had not been selected. The
discarded for this reason.
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Table 3 shows how the functions are divided into these three categories.

Table 3 — Categorization of protocol functions

Function Full protocol Non-ssl?bnggtntlrg Inactive subset
PDU Conposition 1 1 1
PDU Deconposition 1 1 1
Header Format Angsis 1 1 1
PDU Lifetime Control 1 1 N/A
Route PDU 1 1 N/A
Forward PDU 1 1 N/A
SgymentPbY 4 A NA
Repssemble PDU 1 N/A N/A
Digcard PDU 1 1 N/A
Erfor Reporting 1 1 N/A
Hejpder Error Detection 1 1 N/A
Seturiy 2 2 N/A
Cojplete Source Routein 2 2 N/A
Cohplete Route Recordin 2 2 N/A
Echo reguest 2 2 N/A
Echo reponse 2 2 N/A
Paftial Source Routein 2 2 N/A
Paftial Route Recordin 3 3 N/A
Priprity 3 3 N/A
QOS Maintenance (format code 00) 2 2 N/A
Q@S Maintenance (other format codes) 3 3 N/A
Cojgestion Notification 3 3 N/A
Papdirg 3 3 N/A
Scppe Control 3 3 N/A
NQTE 1 — While the error reporting and header error detéction functions shall be provided, they are i
when selected by the originating Network entity.
NQTE 2 — The rationale for the definition of Type( 8 functions is that in the case of some functions
important to forward the PDUs between intermediate systems or deliver them to an end system than it
th{functions. Type 3 functions should be usedin those cases in which they are of an advisory nature
cayise a PDU to be discarded when they are'iot supported.

voked only

it Is more
is to support
thiey cannot

7.1 N

All protocg
and incred
one (1) to

btructure and encaoding of PDUs

btructure

| data unitS¢shall contain an integral number of octets. The octets in a PDU are numbered
sing in«the’order in which they are submitted to the underlying service. The bits in an octs
eight+(8), where bit one (1) is the low-order (least significant) bit.

starting from one (1)
bt are numbered from

When con

secutive octets are used to represent a binary number, the lower-numbered octet has the

nost significant value.

Any implementation supporting this protocol is required to state in its specification the way in which octets are
transferred, using the terms “most significant bit” and “least significant bit". The PDUs of this protocol are defined using
the terms “most significant bit” and “least significant bit”.

NOTE — When the encoding of a PDU is represented using a diagram in this clause, the following representation is used:

a)
b)

octets are shown with the lowest-numbered octet to the left, higher-numbered octets being further to the right; and

within an octet, bits are shown with bit eight (8) to the left and bit one (1) to the right.

With the exception of the inactive Network layer subset, PDUs shall contain, in the following order:

a) the fixed part;

b) the address part;

c) the segmentation part, if present;

18
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d) the options part, if present;
e) the reason for discard parameter (ER PDU only); and
f) the data part, if present.
Items a) through e) comprise the PDU header.

In the case of the inactive Network layer subset, only the elements identified in 7.8 are present. Subclauses 7.2
through 7.5 do not apply to the inactive Network layer subset.

The structure is illustrated in Figure 1. For the purposes of Figure 1 and subclause 7.5, the reason for discard parameter
contained in the ER PDU is considered to be the final element of the options part.

Rart Beseribed-h
| Fixed Part | Subclause 7.2
| Address Part | Subclause 7.3
| Segmentation Part | Subclause 7.4
| Options Part | Subclause 7.5
| Data | Subclauge 7.6

T0718890-93/d02

Figure 1 — PDU structure

7.2 frixed part

7.2.1 General

The fixed part has the format illustrated in Figure 2.

Octet
| Network Layer Protocol Identifier | 1
| Length Indicator | 2
| Version/Protocol Id Extension | 3
| Lifetime | 4
[ sp [ ms | FEr]] Type | 5
| Segment Length | 6, 7
| Checksum | 8, 9

T0718900-93/d03

Figure 2 — PDU header — Fixed part

7.2.2 Network layer protocol identifier

The value of this field is set to binary 1000 0001 to identify this Network layer protocol. The value of this field is set to
binary 0000 0000 to identify the inactive Network layer protocol subset.

ITU-T Rec. X.233 (1997 E) 19


https://iecnorm.com/api/?name=0c6a431ec7b70cff9cb47666b81c2f28

ISO/IEC 8473-1: 1998 (E)
7.2.3 Length indicator

The length is indicated by a binary number, with a maximum value of 254 (1111 1110). The length indicated is the length
in octets of the header, as described in 7.1. The value 255 (1111 1111) is reserved for possible future extensions.

NOTE — The rules for forwarding and segmentation guarantee that the header length is the same for all segments (Derived PDUS)
of an Initial PDU, and is the same as the header length of the Initial PDU. The size of a PDU header therefore will mhtechange
to the operation of any protocol function.

7.2.4 Version/protocol identifier extension
The value of this field is binary 0000 0001, which identifies the standard version 1 of this protocol.

7.25 PDU lifetime

The PDU lifetime field is encoded as a binary number representing the remaining lifetime of the PDU, in units of 500 ms.

7.2.6 fFlags

7.2.6.1 $Hegmentation permitted

The segmgntation permitted flag indicates whether segmentation is permitted. Its value,is determingd by the originator of
the PDU gnd cannot be changed by any other Network entity for the lifetime of the (pitial PDU and afy Derived PDUs.

A value of one (1) indicates that segmentation is permitted. A value of z€ro,(0) indicates that [segmentation is not

permitted.|When the value of zero is selected, the segmentation part of the \PDU header is not prgdsent, and the value of
the segmant length field gives the total length of the PDU (see 7.2.8 and 7.4:3).

7.2.6.2 IMore segments
The more|segments flag indicates whether or not the data pafb of this PDU contains (as its last octet) the last octet of the
user data jn the NSDU. When the more segments flag is set\to'one (1), segmentation has occurred and the last octet of the
NSDU is not contained in this PDU. The more segments flag shall not be set to one (1) if the segmejntation permitted flag

is not set fo one (1).

When the |more segments flag is set to zero (0), the\last octet of the data part of the PDU is the last ¢ctet of the NSDU.

7.2.6.3 Error report

When the|error report flag is set to one(1), the rules in 6.10 are used to determine whether or nof to generate an Error
Report POU if it is necessary to discard this PDU.

When the |error report flag is setito zero (0), discard of the PDU will not cause the generation of an Hrror Report PDU.

7.2.7 Type code

The type gode field identifies the type of the protocol data unit. Allowed values are given in Table 4.

Table 4 — PDU type codes

PDU type Type code
Bits 5 4 3 2 1
DT PDU 1 1 1 0 0
MD PDU 1 1 1 0 1
ER PDU 0 0 0 0 1
ERQ PDU 1 1 1 1 0
ERP PDU 1 1 1 1 1
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7.2.8 PDU segment length

The segment length field specifies the entire length of the PDU in octets, including both header and data (if present).
When the full protocol is employed and a PDU is not segmented, the value of this field is identical to the value of the
total length field located in the segmentation part of the header.

When the non-segmenting protocol subset is employed, no segmentation part is present in the header. In this case, the
segment length field specifies the entire length of the Initial PDU, including both header and data (if present).

The value of the segment length field shall not be changed for the lifetime of the PDU.
7.2.9 PDU checksum
The checksum is computed on the entire PDU header. For the Data, Echo Request, and Echo Reply PDUs, this includes

the segmentation and options parts (if present). For the Error Report PDU, this includes the reason for discard field as
well.

A checksym value of zero (0) is reserved to indicate that the checksum is to be ignored. The aperation of the PDU header
error deteftion function (see 6.11) ensures that the value zero does not represent a valid "checkqum. A non-zero value
indicates that the checksum shall be processed; if the checksum calculation fails, the PDU'shall be discarded.

7.3 Address part

7.3.1 General

The addregss part immediately follows the fixed part of the PDU header. The“address part is illustratgd in Figure 3.

Octet

Destination Address Length [hdicator 10

11

Destination, Address

m -1

Soufce Address Length Indicator m
m+1

Source Address

n-—1

T0718910-93/d04

Figure 3 — PDU header — Address part

7.3.2 Destination and source addresses

The source address used by this protocol is a Network Service Access Point address or a Network entity title as defined in
ITU-T Rec. X.213 | ISO/IEC 8348. In the case of the unicast PDUs: the DT, ER, ERQ and ERP PDUs, the destination
address used by this protocol is a Network Service Access Point address or a Network entity title as defined in ITU-T
Rec. X.213 | ISO/IEC 8348. In the case of a multicast PDU: the MD PDU, the destination address used by this protocol is
a group Network address as defined in ITU-T Rec. X.213 | ISO/IEC 8348.

The destination and source addresses are of variable length. The destination and source addresses are encoded e
Network protocol address information in the destination address and source address fields using the “preferred encoding”
defined in ITU-T Rec. X.213 | ISO/IEC 8348.

The destination address length indicator field specifies the length of the destination address in octets. The destination
address field follows the destination address length indicator field.
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The source address length indicator field specifies the length of the source address in octets. The source address lengtt
indicator field follows the destination address field. The source address field follows the source address length indicator
field.

Each address parameter is encoded as illustrated in Figure 4.

Octet Address Parameter Length Indicator
n (e.g. 'm)
Octets
n+1
to Address Parameter Value
n+m
T0718920-93/d05
Figure 4 — Address parameters
7.4 $egmentation part

7.4.1 General

If the segmentation permitted flag in the fixed part of the PDU header (see 7.2.6.1) is set to one (1), [the segmentation part
of the heafler, illustrated in Figure 5, shall be present.

If the segmentation permitted flag is set to zero (0), the-segmentation part shall not be present| (the non-segmenting
protocol stibset is in use).

Octet
| Data Unit Identifier | nn+1
| Segment Offset | n+2,n+3
| Total Length | n+4,n+5

T0718930-93/d06

Figure 5 — PDU header — Segmentation part

7.4.2 ata’ unit identifier

The data unit identifier identifies an Initial PDU (and hence, its Derived PDUs) so that a segmented data unit may be
correctly reassembled. The data unit identifier size is two (2) octets.

7.4.3 Segment offset

For each Derived PDU, the segment offset field specifies the relative position of the segment contained in the data part of
the Derived PDU with respect to the start of the data part of the Initial PDU. The offset is measured in units of octets. The
offset of the first segment (and hence, the Initial PDU) is zero (0); an unsegmented (Initial) PDU has a segment offset
value of zero (0). The value of this field shall be a multiple of eight (8).

7.4.4 PDU total length

The total length field specifies the entire length of the Initial PDU in octets, including both the header and data. The value
of this field shall not be changed for the lifetime of the Initial PDU (and hence, its Derived PDUS).
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7.5 Options part

75.1 General

The options part of the PDU header is illustrated in Figure 6.

If the optid
the option

Options part length = PDU header length — (length of fixed part + length of address part.+ length of g

and by thd

Paramete

described

The encoq

The paran
two bits of
respect tg
requireme
permitted,
and “shall

Octet

n+6

Options

T0718940-93/d07

Eigure 6 — PDIlJ header — QOpntions part
~J L L

5 part is constrained by the length of the options part, which is determined by thefollowing

length of the individual optional parameters.

in 6.10.

Octets
n Rarameter Code
n+1 Parameter Length (e.g. ‘m’)
n+2
to Parameter Value
n+m+1

T0718950-93/d08

Figure 7 — Encoding of option parameters

heter code field is“‘encoded in binary and provides for a maximum of 252 different param
the parameter code field contain a processing requirement code, which is used to class
whether-of. not it can be ignored, or must be processed, by end and intermediate sy
ht codes.are shown in Table 5, in which “may be ignored” means that the end system or i
but (s not required, to process the PDU containing the option exactly as though the opt

by the ren

béprocessed” means that the end system or intermediate system is required to process

Table 5 — Processing requirement codes

rquirroecrﬁziitgcod e Processing requirements
00 May be ignored by ESs and ISs
01 May be ignored by ESs
10 May be ignored by ISs
11 Shall be processed by ESs and ISs

ns part is present, it may contain one or more parameters. The number of parameters that may be contained in

formula:

egmentation part)

s defined in the options part may appear in any order. Duplication'of options is not permitted. Receipt of a PDU
with a duplicated option shall be treated as a protocol error. The rules-governing the treatment ¢

f protocol errors are

ing of parameters contained within the options part of the PDU header is illustrated in Figdire 7.

bters. The high-order
fy the parameter with
stems. The processing
ntermediate system is

on were not present,
he parameter identifiec
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NOTE — The purpose of the processing requirement code is to permit the future extension of this Recommendation | International
Standard by the definition of new option parameters, while permitting the continued use of implementations that pre-date the
extensions (by permitting them to ignore a new option parameter, when it is possible to do so, without knowing what the
option is).

An option identified by a processing requirement code of 00 represents information that is not essential for either the
relaying or the delivery of PDUs containing the option; end systems and intermediate systems are permitted to process the
PDU as if it did not contain the option.

An option identified by a processing requirement code of 01 represents information that is not essential for the delivery of

PDUs containing the option, but is essential for the relaying of those PDUs; end systems are permitted to process the
PDU as if it did not contain the option, but an intermediate system that cannot process an option with a processing

requirement code of 01 shall discard the PDU.

An option identified by a processing requirement code of 10 represents information that is not essential for the relaying of

PDUs conffaining the opfion, but 1S essential for the delivery of those PDUS; intermediate systems arg permitted to process
the PDU gs if it did not contain the option, but an end system that cannot process an option witha‘pfocessing requirement
code of 1Q shall discard the PDU.

An option [identified by a processing requirement code of 11 represents information that)jis essentiall for both the relaying
and the de¢livery of PDUs containing the option; an end system or intermediate system'that cannot grocess an option with
a processing requirement code of 11 shall discard the PDU.

The parameter length field indicates the length, in octets, of the parametefalue field. The length is indicated by a
positive binary numbem, with a minimum value of 1 and a theoretical maximum value of 254. The practical maximum

value ofmis lower. For example, in the case of a single parameter contained within the options |part, two octets are
required for the parameter code and the parameter length indicators. Thus, the waisiérofted to:
m = 252 — (length of fixed part + length of address{art + length of segmentation parf)
Accordingly, for each successive parameter, the maximum vataeletreases.

The parameter value field contains the value of the parameter identified in the parameter code field.

The followling parameters are permitted in the optigns part.

7.5.2 fPadding

The paddiphg parameter is used to lengthen the PDU header to a convenient size (see 6.12).
Harameter Code: 1100 1100
Harameter Length: ( variable

Harameter Value: any value is allowed.

Notwithstgnding the_requirement stated in 7.5.1 that the value of the parameter length field be no legs than 1, the receiver
of a PDU|containing a value of O for the parameter length field of the padding option (and containing, therefore, no
parametet| value‘field for the padding option) may, but is not required to, treat this as a protocol errof.

7.5.3 Security

This parameter allows a unique and unambiguous security level to be assigned to a protocol data unit (see 6.13).
Parameter Code: 1100 0101
Parameter Length:  variable

Parameter Value: The high order two bits of the first octet specify the security format code, as shown in
Table 6.

The rest of the first octet is reserved and shall be set to zero (0) when transmitted and ignored when received. The
remainder of the parameter value field specifies the security level as described in the following subclauses.
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Table 6 — Security format codes

Securi oo
format c;c;de Type of securi field
00 Reserved
01 Source address specific
10 Destination address specific
11 Globally unique

7.5.3.1 Source address specific

The secur;

it\jl format-code—value—of hinary 01 indicates-that-the ramaining octets—of-the par:matnr

security 1g
authority r

7.5.3.2

The securiity format code value of binary 10 indicates that the remaining octets ofithe parameter

security 1g
authority r

7533

The secuiiity format code value of binary 11 indicates that the remaining octets of the parameter

globally
Recommeg

7.5.4 R

The sourd
Network e

=
=
=

The first o

The second octet indicates the octet offset of the next entry to be processed in the list. It is relat

paramete

vel which is unique and unambiguous in the context of the security classification syste
psponsible for assigning the source NSAP address.

Destination address specific

vel which is unique and unambiguous in the context of the security classification syste
esponsible for assigning the destination NSAP address.

5lobally unique security

nigue and unambiguous security level. This security(Cclassification system is not
ndation | International Standard.

bource routeing

e routeing parameter specifies the route to bé taken from the originating Network enti
htity (see 6.14).

arameter Code: 1100 1000
arameter Length:  variable

arameter Value: see below:

Ctet of the parameter valu€ is'the type code, which has the following significance:

000 0000 reserved
000 0001 complete source routeing
000 0010 partial source routeing

<all other values reserved>

,.such that a value of three (3) indicates the next entry begins immediately after this con

value field specify a
m employed by the

value field specify a
m employed by the

value field specify a
specified by this

ty to the destination

ve to the start of the
trol octet. Successive

octets are

mdicatad hv caorrecsnondinabclaraer valuacs of thic indicatar
HeHeateaBY-coH-eSpeRaHgH - geiYatde SOt HSHeieato

The third octet begins the entries list. For complete source routeing the list consists of Network entity titles. For partial
source routeing the list consists of Network entity titles and/or Network entity title prefixes. All entries are variable
length. The first octet of each entry gives the length of the remainder of the entry (either the Network entity title or the

Network e

ntity title prefix).

7.5.5 Recording of route

The recording of route parameter identifies the intermediate systems traversed by the PDU (see 6.15).

Parameter Code: 1100 1011

Parameter Length:  variable

Parameter Value:

below.
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The first octet of the parameter value is the type code, which has the following significance:

0000 0000 partial recording of route in progress

0000 0001 complete recording of route in progress

0000 0010 partial recording of route in progress (with timestamps)
0000 0011 complete recording of route in progress (with timestamps)

<all other values reserved>

The second octet identifies the first octet not currently used for a recorded entry, and therefore also the current end of the
list. It is encoded relative to the start of the parameter value, such that a value of three (3) indicates that no entries have
yet been recorded. The value of 255 is used to indicate that route recording has been terminated.

The third octet begins the list of recorded route entries. Entries are always added to the end of the list. The first octet of
each entry gives the length in octets of the remainder of the entry. For type codes 0000 0000 and 0000 0001, the

remainde
each entry

The times
time is no
timestamp

For type @
32-bit timeg
such an e

NOTE -
lifetime

7.5.6 (

The quali
originating

Network e
a route wi
differ with

H
=
H

For QOS
as descril
remainder

Of €ach entry consists of a Network entity ttle. For type codes U000 0010 and U000 00
consists of a fixed-length 32-bit timestamp followed by a Network entity title.

famp value should be the time in milliseconds since midnight UT, represented as'a 32-b
available in milliseconds or cannot be provided with respect to midnight UT, the 'most s
value shall be set to “1”, and the remaining bits may take any time value.

odes 0000 0010 and 0000 0011, the first entry in the list may consist justyof a length oct
stamp. Such an entry shall be inserted only by the originator of the PDU; the originator is
htry.

- The length of the record route parameter is determined by the oridinator of the PDU and is n
of the PDU; hence, the operation of the record route function does notaffect the length of the heads

Duality of service maintenance

y of service maintenance parameter conveys infarmation about the quality of servig
NS user.

ntities in intermediate systems may, but are not.required to, make use of this information
nen more than one route satisfying other reuteing criteria is available and the available
respect to quality of service (see 6.16).

1100 0011
variable

The high\lorder two bits of the first octet specify the QOS format
Table 7.

arameter Code:
arameter Length:
arameter Value:

ormat codes 00 and 11, the remainder of the first octet is reserved for use by the globall
ed in 7.5.6.3. If any-other QOS format code is selected, bits 5-1 of the first octet sh
of the parameter.value field specifies the QOS as described in the following subclauses.

Table 7 — QOS format codes

QO0S

Format code Type of QOS field

11, the remainder of

t binary value. If the
ignificant bit of the

et with value 4 and a
not required to insert

bt changed during the
B,

e requested by the

as an aid in selecting
routes are known to

code, as shown in

unique QOS format,
all be zero (0). The

FaVa¥

Elalaall H bl " £ R
A G1iuually urimyut Wil otrutly 1orvwarairty

01 Source address specific
10 Destination address specific
11 Globally unique with weak forwarding

7.5.6.1 Source address specific

The QOS format code value of binary 01 indicates that the remaining octets of the parameter value field specify a QOS
which is unigue and unambiguous in the context of the QOS maintenance system employed by the authority responsible

for assigni

ng the source NSAP address.

A value of 1 in bit 6 of the QOS format code indicates that the PDU has at some point been forwarded on a path that did
not support the specified source address specific QOS parameter. If an IS does not support the specified source addres:

specific Q

26

OS parameter, it shall set the bit 6 to 1.
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7.5.6.2 Destination address specific

The QOS format code value of binary 10 indicates that the remaining octets of the parameter value field specify a QOS
which is unique and unambiguous in the context of the QOS maintenance system employed by the authority responsible
for assigning the destination NSAP address.

A value of 1 in bit 6 of the QOS format code indicates that the PDU has at some point been forwarded on a path that did
not support the specified destination address specific QOS parameter. If an IS does not support the specified destination
address specific QOS parameter, it shall set the bit 6 to 1.

7.5.6.3 Globally uniqgue QOS

The QOS format code value of binary 11 indicates that the remainder of the parameter value field specifies a globally
unique wifh weak forwarding QUS maintenance field, and that this parameter shall be treated. gs a Type 3 function
(see 6.21). The QOS format code value of binary 00 indicates that the remainder of the parametervalue field specifies a
globally upique with strong forwarding QOS maintenance field, and that this parameter shall)be freated as a Type 2
function ($ee 6.21). When the value of the QOS format code is 00 or 11, the parameter value figld shall have a total
length of gne octet, which is assigned the values shown in Table 8.

Table 8 — Globally uniqgue QOS parameter values

Bits Usage
8and7 QOS format codes of binary 00 or 11

6 QOS unavailable
5 Sequencing vs. transit delay
4 Congestion experienced
3 Transit delay vs. cost
2 Residual error probability vs. transit delay
1 Residual error probability vs. cost

When the|value of the QOS format code'is 11, bit 6 is set to one by an intermediate system if it qould not forward the
PDU in agcordance with the QOS maintenance field value contained in bits 5, 3, 2, and 1, but forwanded the PDU anyway
(as it is permitted to do in the case of Type 3 options, such as QOS maintenance). A value of 1 in[ bit 6 of QOS format
code indicates that the PDU has\at some point been forwarded on a path that could not respect the ROS maintenance fielc
value. When the value of the QOS format code is 00, bit 6 is reserved.

Bit 5 is set to one tonindicate that, where possible, routeing decisions should favor sending all PPUs to the specified
destination NSAP address over a single path (in order to maintain sequence) over minimizing trarsit delay. A value of
zero (0) indicates-that, where possible, routeing decisions should favor low transit delay over sequence preservation.

Bit 4 is set to.Zero by the Network entity which originates the protocol data unit. It is set to one by anfintermediate system
to indicate that this PDU has visited a congested intermediate system, and appropriate action should be taken by the
destination Network entity. Once the congestion experienced bit is set by an intermediate system, it may not be reset by
any intermediate system traversed by the PDU further along the path towards the destination.

Bit 3 is set to one to indicate that, where possible, routeing decisions should favor low transit delay over low cost. A
value of 0 indicates that routeing decisions should favor low cost over low transit delay.

Bit 2 is set to one to indicate that, where possible, routeing decisions should favor low residual error probability over low
transit delay. A value of zero indicates that routeing decisions should favor low transit delay over low residual error
probability.

Bit 1 is set to one to indicate that, where possible, routeing decisions should favor low residual error probability over low
cost. A value of 0 indicates that routeing decisions should favor low cost over low residual error probability.
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Priority

The value of the priority parameter indicates the relative priority of the protocol data unit. Intermediate systems that
support this option shall make use of this information in routeing and in ordering PDUs for transmission (see 6.17).

Parameter Code: 1100 1101

Parameter Length: 1 octet

Parameter Value: 0000 0000 — Normal (Default)
through

0000 1110 — Highest
<all other values reserved>

The values 0000 0001 thrgh0000 1110 are to be used for higher priority protocol data units. If an intermediate system
does not support this option, all PDUs shall be treated as if the field had the value 0000 0000.

7.5.8 B
The prefi
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Prefix based scope control

based scope control parameter specifies one or more address prefixes for .which
requires a match of one of the contained prefixes with the beginning of the Intermediate S

arameter Code: 1100 0100

arameter Length: variable

arameter Value: a concatenation of address prefix entries

neter value contains an address prefix list. The list consists, of variable length address p
ch entry gives the length of the address prefix denominated in bits that comprises the ren
field does not specify an integral number of octets, then the prefix entry is followed by er
e end of the entry fall on an octet boundary. The list, mdst contain at least one entry.

shall end on a boundary that is legal in the abstract syntax of the address family from wih
he encoding of a prefix whose DSP is expressed in decimal syntax must end on a semi
ng of a prefix whose DSP is expressed in‘binary syntax can end on an arbitrary bit boun
within the IDP, then the prefix mustiend on a semi-octet boundary and must not c

- The length of the prefix based scepe control parameter is determined by the originator of the PIl
he lifetime of the PDU.

Prefix matching

at extends into the-DSP shall be compared directly against the encoded NET address, i

that may be present. A prefix which does not extend into the DSP shall be compare
ET’, which is ebtained from the NET address by removing all padding characters (as d
process of JIU=T Rec. X.213 | ISO/IEC 8348).

nce of-axmatch shall be determined as follows:

If.the encoded NET (or NET’) contains fewer bits than the prefix, then there is no matc

Intermediate System
ystem’s NET.

refix entries. The first
hainder of the entry. If
ough trailing zeroes

ich it is derived. For
octet boundary, while
Hary. If the end of the
pntain any padding

DU and is not changed

hcluding any padding
d against the derived
efined by the binary

.

b

Otherwise

7.5.9

)

If the encoded NET (or NET’) contains at least as many bits as the prefix, and all bi

ts of the prefix are

identical to the corresponding leading bits of the encoded NET (or NET’), there is a match.

, there is no match.

Radius scope control

The radius scope control parameter specifies the logical distance that a multicast PDU can be forwarded.

Parameter Code:
Parameter Length:

Parameter Value:

28

1100 0110

two octets

administratively set units.
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7.6 Data part
The data part of the PDU header is illustrated in Figure 8.

Octet

p+l

Data

T0718960-93/d09

Figure 8 — PDU header — Data part

7.7 [bata PDU
7.7.1 $tructure
The Data PDU has the format illustrated in Figure 9.
Octet
| Network Layer Protocol Identifier | 4
| Length Indicator | 2
| Version/Protocol Id Extension | 3
| Lifetime | 4
[ sP [ mMs | ER | Typ€ | 5
| Segment Length | 6, 7
| Checksum | 8, 9
| Destination Address\Length Indicator | 10
11
Béstination Address
m-1
Source Address Length Indicator m
m+1
Source Address
n-1
| Data Unit Identifier | nn+1
| Segment Offset | n+2,n+3
! TotalLength ! n+d n+85

n+6
Options
p
p+1
Data
z

T0718970-93/d10

Figure 9 — Data PDU
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7.7.2 Fixed part

1) Network Layer Protocol Identifier (See 7.2.2)
2) Length Indicator (See 7.2.3)
3) Version/Protocol Id Extension (See 7.2.4)
4) Lifetime (See 7.2.5)
5) SP, MS, E/R (See 7.2.6)
6) Type Code (See 7.2.7)
7) Segment Length (See 7.2.8)
8) Checksum (See 7.2.9)

7.7.3 Addresses

See 7.3.

7.7.4 $egmentation

See 7.4.

7.7.5 Options
See 7.5.

7.7.6 [Data
See 7.6.

7.8 Inactive Network layer protocol

7.8.1 $tructure

The Inactiye Network Layer Protocol PDU has the format illustrated in Figure 10.

Octet

Network Layer Protocol Identifier 1

Data

T0718980-93/d11

Figure 10 — Inactive Network Layer Protocol PDU

7.8.2 fetrotiktayerprotocoHdentifier
The value of the Network layer protocol identifier field is binary zero (0000 0000).
7.8.3 Data part

The data part may contain any number of octets up to one less than the maximum number that can be placed in the
SN-Userdata parameter of the underlying SN-UNITDATA primitive. Therefore, the inactive Network layer protocol can

be used only when the length of the NS-Userdata parameter in the N-UNITDATA primitive is constrained to be less than
or equal to the value of the length of the SN-Userdata parameter minus one (see 7.6).

7.9 Error Report PDU

7.9.1 Structure
The format of the Error Report PDU is illustrated in Figure 11.
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Octet

| Network Layer Protocol Identifier | 1

| Length Indicator | 2

| Version/Protocol Id Extension | 3

| Lifetime | 4

Lsp [ ms | ER | Type | 5
| Segment Length | 6, 7
| Checksum | 8, 9

| Destination Address Length Indicator | 10

11

Destination Address

m-1

Source Address Length Indicator m
m+1

Source Address

n-1

n

Options

p-1

p

Reason for'Discard

qg-1

q

Data Part
z
T0718990-93/d12
Figure 11 — Error Report PDU
7.9.2 frixed part
The fixed ‘mmvﬁmmmﬁmSmmﬂmmemwmﬁanmmwmmst Data PDU.

1) Network Layer Protocol Identifier (See 7.2.2)
2) Length Indicator (See 7.2.3)
3) Version/Protocol Id Extension (See 7.2.4)
4) Lifetime (See 7.2.5)
5) SP, MS, E/RAlways set to zejo (See 6.10)

6) Type Code (See 7.2.7)
7) Segment Length (See 7.2.8)
8) Checksum (See 7.2.9)
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7.9.3 Addresses

The destination address specifies the Network entity title of the originator of the discarded PDU. The source address
specifies the title of the intermediate system or end system Network entity initiating the Error Report PDU (see 7.3).

79.4 Options
See 7.5.

795 Reason for discard

This parameter is valid only for the Error Report PDU.
Parameter Code: 1100 0001

Parameter Length:  two octets

arameter Value: type of error encoded in binary.
The parameter values are listed in Table 9.
The first octet of the parameter value contains an error type code. If the error in the discarded PDU| can be localized to a
particular field, the number of the first octet of that field is stored in the second octet of the reason for discard parameter
field. If the error cannot be localized to a particular field, or if the error is a checksum'error, then the value zero (0) is
stored in the second octet of the reason for discard parameter field.
Table 9 — Reason for discard parameter-values
Parameter value Class of error Meaning
0000 0000 Reason notpecified
0001 Protocalpreeedure error
0010 Incorrectchecksum
0011 General PDU.discarded due to cgestion
0100 Header gntax error (cannot bearsed)
0101 Segmentation needed but npermitted
0110 Incomplete PDU received
0111 Duplicate gtion
1000 Unknown PDU type
1000 0000 Addréss Destination address unreachable
0001 Destination address unknown
1001 0000 Ungpecified source routegerror
0001 Source Syntax error in source routejrfield
0010 routeing Unknown address in source rouigiield
0041 Path not acceptable
1010 0000 Lifetime Lifetime expired while data unit in transit
0001 Lifetime expired during reassembly
1011 0000 Unsupported gtion not gecified
0001 DU Unstpportedprotocol version
UU1LlU f UTISPPoreud seCuril Opuort
0011 discarded Unsipported source routegnoption
0100 Unsupported recordig of route gtion
0101 Unsupported or unavailable QOS
1100 0000 Reassembly Reassembly interference

7.9.6 Data part

This field contains the entire header of the discarded PDU, and may contain none, some, or all of the data part of the
discarded PDU.

7.10 Echo Request PDU
The ERQ PDU has the same format as the DT PDU (see 7.7).
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7.11 Echo Response PDU

The ERP PDU has the same format as the DT PDU (see 7.7).

7.12 Multicast Data PDU

The MD PDU has the same format as the DT PDU (see 7.7).

8

Subnetwork dependent convergence functions may be performed to provide an underlying connectionless-mode service
when a real subnetwork does not inherently provide the underlying connectionless-mode service assumed by the protocol.
If a subnetwork inherently provides a connection-mode service, a subnetwork dependent convergence function provides a

Provision of the underlying service

mapping i
also be re
this may 1
informatio

rto—theTequiredundertyingconmectiontess-modeservice: Subretwork deperndent tonve
fuired in those cases in which functions assumed from the underlying service are notperf
equire the operation of an explicit protocol (i.e. a protocol involving explicit exchanges
n between peer Network entities) in the Subnetwork Dependent Convergence™ Protd

gence functions may
ormed. In some cases
of protocol control

col (SNDCP) role.

However, there may also be cases in which the functionality required to fulfill the SNDCP role consigts simply of a set of
rules for manipulating the underlying service (without the exchange of PCI between peér Network entities).

8.1 $ubnetwork points of attachment

The source address and destination address parameters in the SN-UNITDATA primitive specify the| points of attachment
to a publig or private subnetwork(s). Subnetwork point of attachment addresses (SNPAs) are defingd by each individual
subnetworlk authority. The syntax and semantics of SNPAs are not défined by this Recommengation | International
Standard.

For a subnetwork that provides an inherent multicast capability) it is the functionality of the SNIDCF to provide the
mapping hetween group Network addresses and the corresponding addressing capability of the subpetwork.

8.2 $ubnetwork quality of service

Associate
SN-UNITL
a priori kn
typically o

ATA primitive action is initiated. These requested measures (or parameter values and 0
bwledge of the service available from'the subnetwork. Knowledge of the nature and type o
btained prior to an invocation of the underlying connectionless-mode service.

] with each connectionless-mode transmission, certain measures of quality of service afe requested when the

ptions) are based on
f service available is

The quality of service parameters idéntified for the underlying connectionless-mode service may inf some circumstances
be directly derivable from or mappable onto those identified in the connectionless-mode Network service. The following
parametetls as defined in ITU-TRec. X.213 | ISO/IEC 8348 may be employed:

a) transit delay;

b) protection against unauthorized access;

c) cost determinants;

d) priority; and

€)) Sdesidual error probability.

NOTE - For those real subnetworks which do not inherently provide quality of service as a parameter, it is a local matter as to
how the semantics of the service requested might be preserved. In particular, there may be instances in which the ryicgity of se
requested cannot be maintained. In such circumstances, an attempt shall be made to deliver the protocol data unit at whatever
quality of service is available.

In general, either the SNDCF or the subnetwork itself may perform functions associated with specific QOS requests.
These functions may be optionally selected by the CLNP. The relevant subnetwork QOS parameters are classified as

follows:
a) those QOS parameters for which the SNDCF or the subnetwork itself performs functions expressly
designed to provide information for the route PDU function of the CLNP;
b) those QOS parameters for which the SNDCF or the subnetwork itself performs functions expressly
designed to provide the desired QOS; and
c) those QOS parameters for which the SNDCF or the subnetwork itself may be called upon to perform either

of the functions a) or b) above.
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The determination of values for these QOS parameters is provided in the following subclauses.

8.2.1

Transit delay

Transit delay is the elapsed time between an SN-UNITDATA request and the corresponding SN-UNITDATA indication.
Elapsed time values are calculated on SNSDUs that are successfully transmitted. Successful transmission of an SNSDU is
defined to occur when an SNSDU transmitted by the sending SNDCF is delivered to the intended destination SNDCF-.

Transit de

lay is based on an SNSDU size of 512 octets, and is specified in units of 500 ms.

Transit delay is determined by the SNDCF prior to the processing of any user data by the subnetwork. The mechanism
whereby transit delay information is passed to the route PDU function of the CLNP is a local matter. Transit delay may

be either measured or estimated. The SNDCFs described herein do not provide any means for measuring or estimating
transit delay beyond any such means provided by the underlying subnetwork.

NOTE 1 — If transit delay is to be measured, an SNDCP designed to bound the transit time of SNSDUs that cross the subnetwork
should be used prior to the processing of any data requests to determine the actual delay.

NOTE 2
repeat {

entity.

NOTE §

protoco
corresp

operate
transit d

8.2.2

No recom
addition, g

8.2.3

Residual ¢

transmitte

the route |

Residual 4

result of t

obtained f
NOTE -

connec

8.2.4
This subc

The atten
performed

a per pac

accomplis
NOTE

a)

b)

c)

8.3

[

[

(

— Transit delay within a given subnetwork may vary. Where transit delay is measured, it eegskamy
he measurement process in order to maintain accurate measures in any routeing informationma

— If no better measures are available, transit delay may be estimated by sending an SNSDU (via {
data unit which prompts a response) and by measuring the elapsed time between the’ SN-UNITL
bnding SN-UNITDATA indications. This results in an overestimate of delay such’that the CLNP
correctly. If transit delay is estimated, it is preferred that estimates be high ratherthan low in ord
elay do not prevent the CLNP from discarding protocol data units whose intended-lifetime has expir

Protection from unauthorized access

mendation is made concerning how to provide protection against passive monitoring,
r deletion of SN-Userdata.

Residual error probability

rror probability is estimated as the ratio of lost, duplicated, or incorrectly delivered SNSD
I by the SNDCF during a measurement period.~The mechanism whereby residual error p
PDU function of the CLNP is a local matter.

rror probability is known by the SNDCF prior to the processing of any user data by the su
e SNDCF having maintained a history,0f measures of residual error probability, or as a
om the provider of the underlying sekvice.

- For subnetworks which provide a‘connection-mode service, residual error probability is determ
ion basis.

Cost determinants
lause is applicable only to ISO/IEC 8473.

pt to satisfy the\constraints imposed by the NS user via the cost determinants quality o
by the routesPDU function invoked by the CLNP. Where pertinent, information relating to

hed is alocal matter.
The route PDU function invoked by the CLNP may be required to perform the following cost asses

et or per-Gonnection basis is passed to the route PDU function of the CLNP. The mecha

o periodically
ntained by the Network

ome uniquely identified
DATA requests and the
may be expected to
er thatiesaertai

ed.

modification, replay,

Us to total SNSDUs
obability is passed to

bnetwork, either as a
result of information

ned on an individual

service parameter is
ariff(s) assessed on
inism by which this is

sments. If:
s a tariff assessed on a

there is to be no incremental cost incurred in the processing of the SNSDU submitted, and there

PEr packet basis,

there is to be no additional cost incurred, and no connection is currently available to the specified destinatiorff and a tari

is assessed on a per connection basis by the subnetwork (e.g. for virtual circuit set-up, holdi
circuit, etc.); or

ng time of the virtual

a maximum acceptable cost has been specified for the processing of the NSDU, and that cost is likely to be exceeded,
then the route PDU function should return a result indicating that the CLNP should attempt to deliver the NSDU via
some alternate route. If an alternate route cannot be found, a local function may be invoked to notify the NS user of the
inability of the NS provider to deliver this NSDU (and possibly subsequent NSDUSs) under the stated constraint.

Subnetwork user data

The SN-Userdata is an ordered multiple of octets, and is transferred transparently between the specified subnetwork
points of attachment.

The underlying service assumed by the CLNP is required to support a service data unit size of at least 512 octets.
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If the minimum service data unit sizes supported by all of the subnetworks involved in the transmission of a particular
PDU are known to be large enough that segmentation is not required, then either the full protocol or the non-segmenting
protocol subset may be used.

Data received from a subnetwork with protocol identification specifying this protocol (see 7.2.2) shall be processed
according to this Recommendation | International Standard.

NOTE - Data with other protocol identification should be ignored, since it may have been sent by an implementation supporting
additional protocols intended for use with this protocol.

8.4 Subnetwork dependent convergence functions

The general model for providing the underlying service assumed by the protocol in conjunction with a real subnetwork
that uses a connectionless subnetwork access protocol is as follows. The generation of an SN-UNITDATA request by the
CLNP reg i f i = ift y the subnetwork
dependent convergence function. The receipt of a subnetwork-specific UNITDATA indication associated with delivery of
a connectlonless data unit to its destination causes the SNDCF to generate an SN-UNITDATA(Rdication to the CLNP.

The genefal model for providing the underlying service assumed by the CLNP in conjunction with a real subnetwork that
uses a copnection-mode subnetwork access protocol is as follows. The generation ofian’ SN-UNITDATA request by the
CLNP cayses a connection (logical channel, logical link, or the equivalent) to be made available for the transmission of
SN-Userdgta. If a connection cannot be made available, the SN-UNITDATA-request is discarfled. The receipt of
subnetwork-specific PDUs containing SN-Userdata causes the SNDCF to gerierate an SN-UNITDATA indication to the
CLNP.

Where a feal subnetwork is designed to use either a connectionless:mode or a connection-mofle subnetwork access
protocol, the provision of the underlying service assumed by the CENP is achieved by using the fonnectionless-mode
alternativg.

The way i which the underlying service is provided by specific subnetwork types is defined in otherl Recommendations |
International Standards.

9 Conformance

9.1 $tatic conformance

9.1.1 fEnd systems

An implementation claiming cenformance to this Recommendation | International Standard as an end system shall:
a) support the trahsmission and reception of NPDUs using the full protocol;
) supportthe reception of NPDUs conveyed using the non-segmenting protocol subset;

c) support the protocol functions identified in Table 9 as mandatory for end systems; and

d) \.be capable of operating over one or more subnetworks, using the appropriate supnetwork dependent
convergence function(s) specified in other Recommendations | International Standards.

Such an end system may (as implementation options), but is not required to:
e) support the transmission of NPDUs using the non-segmenting protocol subset;
f)  support the transmission and reception of NPDUs using the inactive Network layer protocol subset; and

g) support any of the protocol functions identified in Table 10 as optional for end systems.

NOTE — Although item a) above requires end systems to support both the transmission amweptienrof

NPDUs, the requirements for transmission and reception are specified separately in Table 10. In general, the
procedures to be followed in order to support a given function are different for the sendiegevidg senses.

The separate specification (1) distinguishes between the requirements for two functions (PDU lifetime control and

padding) for which support is mandatory for one sense of PDU transfer and optional for the other; and (2)

clarifies the fact that support of several of the functions is applicable only for one sense of PDU transfer.
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Table 10 — Static conformance requirements

Protocol function Reference End system (Note 1) Intermediate
Sending Receiving system

PDU Conposition (Note 2) 6.1 M N/A N/A
PDU Deconpositon (Note 2) 6.2 N/A M N/A
Header Format Angsis 6.3 N/A M M
PDU Lifetime Control 6.4 M o M
Route PDU 6.5 M N/A M
Forward PDU 6.6 M N/A M
Seggmentation (Note 2) 6.7 M N/A Note 3
Reassempl (Note 2) 6.8 N/A M O (Note 4)
Discard PDU 6.9 N/A M M
Error Reporting 6.10 M M M
Headgr Error Detection 6.11 M M M
Securi 6.13 (0] O (Note 4) O (Notq 4)
Conpléte Source Routegn 6.14 (0] N/A QO.(Notqd 4)
Conplete Route Recordin 6.15 (0] O (Note 4) O (Notg 4)
Echo neuest 6.19 (0] O (Note 4) O (Notqd 4)
Echo reponse 6.20 N/A O (Note 4) O (Notqg 4)
Partiall Source Routegn 6.14 (0] N/A O (Notg 4)
Partiall Route Recordin 6.15 (0] O (Note-4) O (Notq 4)
Priority 6.17 (0] O (Note’4) O (Notqg 4)
QOS Maintenance 6.16 (0] O’ (Nate 4) O (Notq 4)
Congestion Notification 6.18 N/A O\(Note 4) O (Notqg 4)
Paddiy 6.12 (0] M M
Scope|Control 6.21 (0] N/A Note 5

M Mandatory function; this function shall be implemented.
O Implementation option, as described in the text.
N/A Nlot applicable.

NOTE|1 — The status in the “sending” column applies to the\support of the given function for DT, ER, HRQ, and ERP
PDUs |sent by the end system; similarly, the status in the ¢réceiving” column applies tippbet ®f the given function
for DT| ER, ERQ, and ERP PDUs received by the end system.

NOTE|2 — The PDU composition, PDU decompositian, segmentation, and reassembly functions are not relevant for
ERPDUs.

NOTE|3 — The segment PDU function is in genefal mandatory for an intermediate system. However, a system which is to
be cornected only to subnetworks that all offer'the same maximum SDU size (such as identical local arda networks) will
not negd to perform this function, and therefere does not need to implement it.

NOTE|4 — See 9.2 for related dynamic(€onformance requirements that apply when this option is not suppqrted.
NOTE|5 — The scope control funetion is mandatory for multicast capable intermediate systems and not relevant for

intermgdiate systems which ‘are* not multicast capable. See 9.1.3 for additional conformance requiremerjts if the
intermgdiate system is multieast capable.

9.1.2 Intermediate systems

An implementation claiming conformance to this Recommendation | International Standard as an|intermediate system
shall:

a) support the protocol functions identified in Table 9 as mandatory for intermediate systems; and

b) be capable of operating over one or more subnetworks, using the appropriate subnetwork dependent
convergence function(s) specified in other Recommendations | International Standards.

Such an intermediate system may (as an implementation option), but is not required to:

c) support any of the protocol functions identified in Table 9 as optional for intermediate systems.

9.1.3 Multicast Capability

All of the extensions provided to the functions within this Recommendation | International Standard to support multicast

capability are optional. For an End System or Intermediate System which is not multicast capable, these extensions are
not applicable. An implementation claiming conformance to this Recommendation | International Standard as a multicast
capable end system shall meet all of the requirements provided in 9.1.1, and also provide all of the multicast extensions
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provided to the protocol functions listed in Table 9 as mandatory for end systems. An implementation claiming
conformance to this Recommendation | International Standard as a multicast capable intermediate system shall meet all of
the requirements provided in 9.1.2, and also provide all of the multicast extensions provided to the protocol functions
listed in Table 9 as mandatory for intermediate systems which includes the scope control function.

9.2 Dynamic conformance

An implementation claiming conformance to this Recommendation | International Standard shall exhibit externally
observable behaviour consistent with its having implemented:

a) each protocol function that it supports in accordance with the function’s specification, as contained in the
subclause referenced from Table 9; and

b) the relevant subnetwork dependent convergence function(s) in accordance with the specification contained
in other Recommendations | International Standards.

All PDUeransmitted shall be structured as specified in clause 7.

An implementation that does not support a function identified in Table 9 as optional shall, upon feceiving a PDU in
which thaf function is selected, either discard the PDU and invoke the error reporting function, or [process the PDU as
though the function had not been selected, in accordance with the specification contained in'6.21.

9.3 PICS proforma

The suppljer of a protocol implementation that claims to conform to this Recommendation | International Standard shall
complete p copy of the PICS proforma provided in Annex A, including the\information necessary o identify both the
supplier apd the implementation.

NOTE + No PICS proforma is available for the multicast extensions provided in this Recommendation | Intefnational Standard.
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Annex AD

PICS proforma
(This annex forms an integral part of this Recommendation | International Standard)

A.l Introduction

The supplier of a protocol implementation which is claimed to conform to this Recommendation | International Standard
shall complete the following Protocol Implementation Conformance Statement (PICS) proforma.

A completed PICS proforma is the PICS for the implementation in question. The PICS is a statement of which
capabilities and options of the protocol have been implemented. The PICS can have a number of uses, including use:

— hy the Ir'\m’mr‘nl implnmpntnr, as a check-list ta reduce the risk of failure to confarm ta the standard through
oversight;

- by the supplier and acquirer — or potential acquirer — of the implementation, as a_detalled indication of the
capabilities of the implementation, stated relative to the common basis for understanding provided by the
standard PICS proforma;

— by the user — or potential user — of the implementation, as a basis forinitially checking the possibility of
interworking with another implementation (note that, while interworking,can never be guaranteed, failure
to interwork can often be predicted from incompatible PICSs);

- by a protocol tester, as the basis for selecting appropriate tests against which to pssess the claim for
conformance of the implementation.

A.2

by

bbreviations and special symbols

A2.1 tatus symbols

=

Mandatory
Optional

O 0O = o

n Optional, but support of at least*one of the group of options labelled by the $ame nurseral
required

Prohibited
red Conditional-item symbal{including predicate identification (see A.3.4)
~ Logical negation, applied to a conditional item’s predicate

0

A.2.2  OQther symbols
> Receive aspects of an item

A

A

s> Send aspects of an item

A3

nstructionsfor completing the PICS proforma

A.3.1  Generalstructure of the PICS proforma

The first part-of the PICS proforma — Implementation Identification and Protocol Summary — is {o be completed as

indicated with-the-information-necessanto-identiffullv both-the supplier and-the-implementation
P Y Y Lad g

The main part of the PICS proforma is a fixed-format questionnaire divided into a number of major subclauses; these can
be divided into further subclauses each containing a group of individual items. Answers to the questionnaire items are to
be provided in the rightmost column, either by simply marking an answer to indicate a restricted choice (usually Yes or
No), or by entering a value or a set or range of values.

NOTE 1 — There are some items for which two or more choices from a set of possible answers can apply. All relevant choices are
to be marked in these cases.

1) Copyright release for PICS proformas

Users of this Recommendation | International Standard may freely reproduce the PICS proforma in this annex so thatdtican be us
for its intended purpose and may further publish the completed PICS.
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Each item is identified by an item reference in the first column; the second column contains the question to be answered,;
and the third column contains the reference or references to the material that specifies the item in the main body of this
Recommendation | International Standard. The remaining columns record the status of the item — whether support is

mandatory, optional, prohibited, or conditional — and provide space for the answers (see also A.3.4).

A supplier may also provide further information, categorized as either Additional Information or Exception Information.
When present, each kind of further information is to be provided in a further subclause of items labeleXi,A
respectively, for cross-referencing purposes, whes@ny unambiguous identification for the item (e.g. a number); there

are no oth

er restrictions on its format or presentation.

A completed PICS proforma, including any Additional Information and Exception Information, is the Protocol
Implementation Conformance Statement for the implementation in question.

NOTE 2 — Where an implementation is capable of being configured in more than one way, a single PICS may be able to describe
all such configurations. However, the supplier has the choice of providing more than one PICS, each covering some subset of the

implem

ntation’s canfiquration capahilities in cases where this makes for easier and clearer nresentation o
=) 1 y 1

the information.

A.3.2 A
Iltems of A
the PICS.
without an
to operatg
needs — fq
this protod

Referencd
included in

A33 B

It may oc
conditions
in the sup
an X refg
Informatio

An impler
Recommg|
NOTE -
which ig

A.3.4

A.3.4.1 (

The PICS
or prohibi
supported

dditional information

It is not intended or expected that a large quantity will be supplied, and a/PI€S can be
y such information. Examples might be an outline of the ways in which a (single) impleme
in a variety of environments and configurations, or a brief rationale — based perhaps upd
r the exclusion of features which, although optional, are nonetheless.commonly present
ol.

s to items of Additional Information may be entered next to-any answer in the questic
items of Exception Information.

Fxception information

asionally happen that a supplier will wish to answer an item with mandatory or prohibit
have been applied) in a way that conflicts with*the indicated requirement. No pre-printed
bort column for this; instead, the supplier shalbwrite the missing answer into the Support g
rence to an item of Exception Information, and shall provide the appropriate rational
N item itself.

hentation for which an Exception Information item is required in this way does no
ndation | International Standard.

- A possible reason for the sitGation described above is that a defect in the standard has been rg
expected to change the requirement not met by the implementation.

Londitional status
Conditional items
proforma contains a number of conditional items. These are items for which the status —

ed — that applies is dependent upon whether or not certain other items are supporteq
for other items.

dditional Information allow a supplier to provide further information intended to assist in the interpretation of

considered complete
htation can be set up

n specific application
n implementations of

nnaire, and may be

ed status (after any
answer will be found
olumn, together with
e in the Exception

conform to this

bported, a correction for

mandatory, optional,
, or upon the values

In many ¢
apply.

ases, wnether or not the 1item applies at all 1Is conditonal In this way, as well as the statu

s when the item does

Where a group of items is subject to the same condition for applicability, a separate preliminary question about the
condition appears at the head of the group, with an instruction to skip to a later point in the questionnaire if the “Not
Applicable” answer is selected. Otherwise, individual conditional items are indicated by one or more conditional symbols
(on separate lines) in the status column.

A conditional symbol is of the formred:x wherepredis a predicate as described in A.3.4.2, &ansl one of the status
symbols M, O, O, or X.

If the value of the predicate in any line of a conditional item is true (see A.3.4.2), then the conditional item is applicable,

and its status is that indicated by the status symbol following the predicate; the answer column is to be marked in the
usual way. If the value of a predicate is false, the Not Applicable (N/A) answer is to be marked in the relevant line. Each
line in a multi-line conditional item should be marked: at most one line will require an answer other than N/A.
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A.3.4.2 Predicates

A predicate is one of the following:

a) an item-reference for an item in the PICS proforma: the value of the predicate is true if the item is marked

as supported, and is false otherwise;

b) a predicate name, for a predicate defined elsewhere in the PICS proforma (usually in the Major

Capabilities section or at the end of the section containing the conditional item) (see below); or

c) the logical negation symbol “-” prefixed to an item-reference or predicate name: the value of the predicate

is true if the value of the predicate formed by omitting the “-" is false, and vice versa.

The definition for a predicate name is one of the following:

a) an item-reference, evaluated as at a) above;

AN

referred to; or

lats ool H + L o) skl +1 + £ 4 ~ 1 1
areratotcotttammg—a—compariSotrropetrator—{=; T eteT Wit arreastone—or1tS—opet nds belng an item-
reference for an item taking numerical values as its answer; the predicate is true if-the| relation holds when
each item-reference is replaced by the value entered in the Support column @s~ar] answer to the item

c¢) a boolean expression constructed by combining simple predicates, as(n’a) and b), using the boolean
operators AND, OR, and NOT, and parentheses, in the usual way; the.value of such fa predicate is true if
the boolean expression evaluates to true when the simple predicates(@ié interpreted a$ described above.

Each item|whose reference is used in a predicate or predicate definition is indicated by an asterisk in the Item column.

A4

jentification

A.4.1  Implementation identification

Supplier

Contact point for queries about the PICS

Implemernjtation name(s) and version(s)

Other infgrmation necessafor full identification
[e.g. nam¢(s) and version(s) of machines
and/or opgrating systems, system name(s)]

meeting the requirement for full identification.

(e.g. Type, Series, Model).

NOTE 1 + Only the first three items are required for all implementations; other information may be completed as appn

opriate in

NOTE 2 |- The terms Name._and Version should be interpreted appropriately to correspond with a supplier’'s tefminology

A.4.2  Rrotocohsummary

Identification of protocol specification ITU-T Recommendation X.233 (1997) | ISO/IEC 8473-1:1998

Identification of corrgenda and amendments tp
the PICS proforma

Protocol version(s) supported

Have any Exception Information items been required (see A.3.3)? YES * NO ¢

(The answer YES means that the implementation does not conform to this Recommendation | International Standard)

Date of statement
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A5 Major capabilities

Iltem Capability Reference Status Support
*ES End gstem 0.1 YES ° NO
*1S Intermediate system 0.1 YES * NO
FL-r <r> Full protocol 6 M YES °
FL-s <s> Full protocol 6 M YES *
NSS-r <r> Non-sgmentirg subset 5.2 M YES °
* NSS-s <s> Non-segmenting subset 5.2 IS:M N/A * YES *
-1S:0 N/A e YES ¢ NO e
* |AS-r <r> Inactive subset 5.2 ES:O N/A YES * NO
*|AS-s <s> Inactive subset 5.2 IAS-r:M N/A YES °
=IAS-r:X N/A e NO

A.6 Bnd systems

A.6.1  Applicability

The PICS|proforma items in A.6 are applicable only to end system implementations, i.e. those in which item ES in A.5 is
supported} The items in A.6.4.4 are applicable only to end system implementations that support the £cho request function,
i.e. those| in which item eEreq in A.6.2 is supported. The items in A.6.4.5 are applicable gnly to end system
implementations that support the echo response function, i.e. those in which item eErsp in A.6.2 is shipported.
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A.6.2  Supported functions
Item Function Reference Status Support
ePDUC PDU composition 6.1 M YES *
ePDUD PDU decomposition 6.2 M YES *
eHFA Header format analysis 6.3 M YES °
ePDUL-s <s> PDU lifetime control 6.4 M YES
ePDUL-r <r> PDU lifetime control 6.4 (0] YES ° NO e
eRout Route PDU 6.5 M YES
eForw Forward PDU 6.6 M YES ¢
eSegm Segment PDU 6.7 M YES ¢
eReas Reassemble PDUI 68 8 M YES e
eDisc Discard PDU 6.9 M YES *
eErep Error reporting 6.10 M YES ¢
eEdec-4 <s> Header error detection 6.11 M YES
eEdec- <r> Header error detection 6.11 M YES *
* eSecu-9 <s> Security 6.13 M YES ¢ NO e
* eSecu-r <r> Securtiy 6.13 (0] YES » NO
* eCRR-s <s> Complete route recording 6.15 (0] YESe NO e
* eCRR-r <r> Complete route recording 6.15 (0] YES * NO e
* ePRR-s <s> Partial route recording 6.15 (0] YES NO e
* ePRR-r <r> Partial route recording 6.15 (0] YES ° NO
*eCSR Complete source routeing 6.14 (0] YESe NO e
* ePSR Partial source routeing 6.14 Q] YES ° NO e
* ePri-s <s> Priority 6.17 O YES ° NO e
* ePri-s <r> Priority 6.17 o YES * NO
*eQOSMrs | <s> QOS maintenance 6.16 (e} YES ° NO e
*eQOSMr | <r> QOS maintenance 6.16 (6] YES * NO e
* eCong-4 <s> Congestion notification 6:18 eQOSM-s:M  N/A * YES ¢
* eCong-1f <r> Congestion notification 6.18 (@) YES * NO e
* ePadd-4 <s> Padding 6.12 (0] YES ¢ NO e
ePadd-1 <r> Padding 6.12 M YES *
eEreq Echo request 6.19 (0] YES ° NO e
eErsp Echo response 6.20 (0] YES ¢ NO e
eSegS Create gmentsrsmaller 6.8 (0] YES * NO e
than necessary
A.6.3  Supported PDUs
ltem NPDU Reference Status Support
eDT-t DT (full protocol) transmit 7.7 M YES °
eDT-r DT (full protocol) receive 7.7 M YES ¢
eDTNS-t | DT (non-segmenting) transmit 7.7 NSS-s:M N/A ® YES ¢
eDTNS-r | DT (non-segmenting ) receive 7.7 M YES ¢
eER-t ER transmit 7.9 M YES °
eER-r ER receive 7.9 M YES ¢
elIN-t Inactive PDU transmit 7.8 IAS-s:M N/A YES °
eIN-r Inactive PDU receive 7.8 IAS-r:M N/A * YES ¢
eERQ-t ERQ transmit 7.10 eEreq:M N/A e YES °
eERQ-r ERQ receive 7.10 M YES ¢
eERP-t ERP transmit 7.11 eErsp:M N/A o YES ¢
eERP-r ERP receive 7.11 M YES °
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A.6.4  Supported parameters

A.6.4.1 DT parameters

Item Parameter Reference Status Support
edFxPt-s <s> Fixed part 7.2 M YES *
edFxPt-r <r> Fixed part 7.2 M YES ¢
edAddr-s <s> Addresses 7.3 M YES ¢
edAddr-r <r> Addresses 7.3 M YES ¢
edSeg-s <s> Segmentation part 7.4 M YES e
edSeg-r <r> Segmentation part 7.4 M YES ¢
edPadd-s <s> Padding 7.5.2 ePadd-s:M N/Ae YES ¢
edPadd-r <r> Padding 7.5.2 M YES °
edSecu-g <s> Security 7.5.3 eSecu-s:M N/Ae YES ¢
edSecu-r <r> Security 7.5.3 eSecu-r:M N/Ae YES ¢
edCRR-s <s> Complete route recording 7.5.5 eCRR-s:M N/Ae YES ¢
edCRR-r <r> Complete route recording 755 eCRR-r:M N/Ae YES ¢
edPRR-s <s> Partial route recording 755 ePRR-s:M N/Ae YES ¢
edPRR-r <r> Partial route recording 7.55 ePRR-r:M N/Ae YES ¢
edCSR-s <s> Complete source routeing 75.4 eCSR:M N/Ae YES ¢
edPSR-s <s> Partial source routeing 75.4 ePSR:M N/Ae YES ¢
edQOSMts <s> QOS maintenance 7.5.6 cl:M N/A * YES °
edQOSM}r <r> QOS maintenance 7.5.6 c2:M N/A o YES °
edPri-s <s> Priority 7.5.7 ePri-s:M N/A e YES ¢
edPri-r <r> Priority, 7.5.7 ePri-r:-M N/A e YES ¢
edData-s <s> Pata 7.6 M YES *
edData-r <r> Data 7.6 M YES ¢
edUnSup Are received PDUs contamin 621 M YFS ¢

parameters selectjrunsypported
Type 2 functions discarded and where
appropriate an Error Rgort PDU
generated?
edUnSup3 Argarameters selectjrunsipported 6.21 M YES *
Type 3 functions ignored?
Definition of conditional status entries:
cl: eQOSM-s OR eCong-s
c2: eQOSM-r OR eCong-r
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A.6.4.2 ER parameters

ltem Parameter Reference Status Support
eeFxPt-s <s> Fixed part 7.2 M YES ¢
eeFxPt-r <r> Fixed part 7.2 M YES °
eeAddr-s <s> Addresses 7.3 M YES *
eeAddr-r <r> Addresses 7.3 M YES °
eePadd-s <s> Padding 7.5.2 ePadd-s:M N/Ae YES ¢
eePadd-r <r> Padding 7.5.2 M YES *
eeSecu-s <s> Security 7.5.3 eSecu-s:M N/Ae YES °
eeSecu-r <> Security 7.5.3 €Secu-IM N/A® YES *
eeCRR-s <s> Complete route recording 755 eCRR-s:M N/Ae YES ¢
eeCRR-r <r> Complete route recording 755 eCRR-r:M N/Ae® YES ¢
eePRR-s <s> Partial route recording 7.5.5 ePRR-s:M N/Ae YES ¢
eePRR-r <r> Partial route recording 755 ePRR-r:M N/A® YES ¢
eeCSR-s <s> Complete source routeing 75.4 eCSR:M N/A® YES ¢
eePSR-r <r> Partial source routeing 75.4 ePSR:M N/Ae YES ¢
eeQOSMts <s> QOS maintenance 7.5.6 cl:M N/A * YES ¢
eeQOSM}r <r> QOS maintenance 7.5.6 c2:M N/A e YES °
eePri-s <s> Priority 7.5.7 ePri-s:M N/A e YES ¢
eePri-r <r> Priority 7.5.7 eRrirr:M N/A e YES ¢
eeDisc-s <s> Reason for discard 7.9.5 M YES »
eeDisc-r <r> Reason for discard 795 M YES ¢
eeData-s <s> Data 7.9.6 M YES °
eeData-r <r> Data 7.9.6 M YES °
eeUnSupp Are received PDUs contagin 6:21 M YES °
parameters selectjunsypported
Type 2 functions discarded?
edUnSupB Argarameters selectjunsipported 6.21 YES °
Type 3 functions ignored?
Definition|of conditional status entries:
cl: eQOSM-s OR eCong-s
c2: eQOSM-r OR eCong-r
A.6.4.3 Ipactive netwerk layer protocol PDU parameters
ltem Parameter Reference Status Support
eiNLP'-S o> Inactivia nabhwark r 7.Q_’) IAS. c:l\ll N/A e VES °
protocol identifier
eiNLPI-r <r> Inactive network hger 7.8.2 IAS-r:M N/A o YES °
protocol identifier
eiData-s <s> Data 7.8.3 IAS-s:M N/A ® YES °
eiData-r <r> Data 7.8.3 IAS-r:M N/A o YES ¢
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Iltem Parameter Reference Status Support
eqFxPt-s <s> Fixed part 7.2 M YES ¢
eqFxPt-r <r> Fixed part 7.2 M YES ¢
egAddr-s <s> Addresses 7.3 M YES ¢
eqgAddr-r <r> Addresses 7.3 M YES ¢
egSeg-s <s> Segmentation part 7.4 M YES °
eqSeg-r <r> Segmentation part 7.4 M YES ¢
egPadd-s <s> Padding 7.5.2 ePadd-s:M N/Ae YES ¢
eqgPadd-r <r> Padding 7.5.2 M YES ¢
eqSecu-g <s> Security 7.5.3 eSecu-s:M N/Ae YES ¢
eqSecu-r <r> Security 7.5.3 eSecu-r:M N/Ae YES ¢
eqCRR-s <s> Complete route recording 7.5.5 eCRR-s:M N/Ae YES ¢
eqCRR-r <r> Complete route recording 755 eCRR-r:M N/Ae YES ¢
egPRR-s <s> Partial route recording 755 ePRR-s:M N/Ae YES ¢
egPRR-r <r> Partial route recording 755 ePRR-r:M N/Ae YES ¢
eqCSR-s <s> Complete source routeing 7.54 eCSR:M N/Ae YES ¢
egPSR-s <s> Partial source routeing 75.4 ePSR:M N/Ae YES ¢
egQOSMts <s> QOS maintenance 7.5.6 cl:M N/A * YES ¢
eqQOSMtr <r> QOS maintenance 7.5.6 c2:M N/A o YES °
eqPri-s <s> Priority 7.5.7 ePri-s:M N/A e YES ¢
eqPri-r <r> Priority 7.5.7 ePri-r:-M N/A e YES ¢
egData-s <s> Data 7.6 M YES °
egData-r <r> Data 7.6 M YES ¢
equnSupp Are received PDUs contapnin 6.21 M YES

parameters selectjrunsipported
Type 2 functions discarded and where
appropriate an Error Reort PDU
generated?
equnSup3 Argarameters selectijunsipported 6.21 M YES *
Type 3 functions ignored?
Definition of conditional status entries:
cl: eQOSM-s OR eCong-s
c2: eQOSM-r OR eCong-r
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