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Foreword

ISO (the International Organization for Standardization) and IEC (the Inter-
national Elgctrotechnical Commission) form the specialized system for worldwide
standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established
by the respgctive organization to deal with particular fields of technical activity.
ISO and IE[C technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with
ISO and IEC, also take part in the work.

In the field of information technology, ISO and IEC have established a joint
technical cdgmmittee, ISO/IEC JTC 1. Draft International Standards adopted by the
joint techni¢al committee are circulated to national bodies for voting. Publication
as an Interpational Standard requires approval by at least 75 % of the national
bodies castiTlg a vote.

Internationdl Standard ISO/IEC 8473-1 was prepared by Joint Technical
Committee | ISO/IEC JTC 1, Information technology, Subcommitiee SC 6,
Telecommunications and information exchange between systems, in collaboration
with ITU-T) The identical text is published as CCITT Recommendation X.233.

ISO/IEC 84[73 consists of the following parts, under.the general title Information
technology 1— Protocol for providing the connectionless-mode network service:

— Part 1. Protocol specification

Annex A fdrms an integral part of this part of ISO/IEC 8473. Annexes B and C
are for information only.

iv
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Introduction

This is one of a set of Recommendations and International Standards produced to facilitate the intercontiection of open
systemd. The set covers the services and protocols required to achieve such interconnection.

This Recommendation ! International Standard is positioned with respect to other related Recommendations and
International Standards by the layers defined in ITU-T Rec. X.200 | ISO/IEC 7498-1. In partticular, it is a jprotocol of the
Network layer. The protocol specified by this Recommendation | International Standard may be used befween Network
entities|in end systems, between Network entities in intermediate systems, or betweén a Network entity inf an end system
and a Network entity in an intermediate system. In an end system, it provides the Connectionless-mode Network service
defined|in CCITT Rec. X.213 | ISO/IEC 8348.

The intgrrelationship of the protocol specification and the related service-definitions is illustrated in Figurg Intro.1.

OSI Network service ——————
Protocol Reference to aims
specificati
pacification Reference to assumptions —~———
Underlying service y
T07 18880-93/d0 1

Figure Intro. 1 - Interrelationship of protocol and services

In order to evaluate the conformance of a particular implementation of this protocol, it is necessary to have a statement
of which of the protocol’s capabilities and options have been implemented. Such a statement is called a Protocol
Implementation Conformance Statement (PICS), as defined in CCITT Rec. X.290 | ISO/IEC 9646-1. A PICS proforma,
from which a PICS may be prepared for a specific implementation, is included in this Recommendation | International
Standard as normative Annex A.
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INTERNATIONAL STANDARD

CCITT RECOMMENDATION

INFORMATION TECHNOLOGY - PROTOCOL FOR PROVIDING
THE CONNECTIONLESS-MODE NETWORK SERVICE:
PROTOCOL SPECIFICATION

1 cope

This Recommendation | International Standard specifies a protocol that is used to provide the connectiopless-mode
Network s¢rvice described in CCITT Rec. X.213 | ISO/IEC 8348 and to perform certain Network layer management
functions. [The protocol relies upon the provision of an underlying connectionless-mode servic¢ by real shibnetworks
‘knd/or datq links. The underlying connectionless-mode service assumed by the protocol may.be obtained either directly,

om a copnectionless-mode real subnetwork, or indirectly, through the operation of(an appropriate §ubnetwork
Dependent| Convergence Function (SNDCF) or Protocol (SNDCP) over a connection-mode real subnetwork, as
described in ISO/IEC 8648. This Recommendation | International Standard specifies the operation of the prptocol with
respect to|a uniform, abstract “underlying subnetwork service”. Other Recammendations | Internationall Standards
specify thel way in which this “underlying subnetwork service” is obtained fromvreal subnetworks, such as those which
conform tp ISO/IEC 8802 or ISO/IEC 8208. The “underlying subnetwork service” may be obtained| from real
subnetworks other than those that are specifically covered by the other Recommendations | International Standards.

This Recompmendation | International Standard specifies

procedures for the connectionless transmission.ef)data and control information from one Network entity
to a peer Network entity;

i H) . the encoding of the protocol data units (PDUs) used for the transmission of data and control ipformation,
comprising a variable-length protocolcheader format;

d procedures for the correct interpretation of protocol control information; and

d) the functional requirementsfor implementations claiming conformance to this Recommendation |
International Standard.

.The procedures are defined in terms of
4) the interactions among peer Network entities through the exchange of protocol data units;

B) the interactions between a Network entity and a Network service user through the exchange pf Network
service primitives; and

d) the-interactions between a Network entity and an abstract underlying service provider through the
exchange of service primitives.

This RecommemdationHintermatiomat-Standard-atso-providesthe- PI€Sproformafor-thisprotocolimcompitance with the
relevant requirements, and in accordance with the relevant guidance, given in CCITT Rec. X.290 | ISO/IEC 9646-1.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
editions of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of the
currently valid ITU-T Recommendations.

ITU-T Rec. X.233 (1993 E) 1
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2.1

22

2.3

3

For the purposes of this Recommendation | International Standard, the following definitions apply.

31

This

ISONEC 7498-1:

2

Identical Recommendations | International Standards

ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
Interconnection — Reference Model: Basic Reference Model. ' ‘

ITU-T Recommendation X.210 (1993) | ISO/IEC 10731:1993, Information technology — Open Systems
Interconnection — Conventions for the definition of OSI services.

CCITT Recommendation X.213 (1992) I ISO/IEC 8348:1992, Information technology — Network service
definition for Open Systems Interconnection.

Paired Recommendations | International Standards identical in technical content

ITU-T Recommendation X.224 (1993), Protocol for providing the OSI connection-mode Transport
service.

Additional references

Definitions

Reference.model definitions

. methodology and framework: General concepts.

ISO/IEC 8073:1992, Information technology — Telecommunications and information \exchange between
systems — Open Systems Interconnection — Protocol for providing the connection-modé)trgnsport service.

CCITT Recommendation X.290 (1992), OSI conformance testing methodology and| framework for
protocol Recommendations for CCITT applications — General concepts.

ISO/IEC 9646-1:1991, Information. technology —~ Open Systems Interconnection — Confprmance tesiiri.

ITU-T Recommendation X.25 (1993), Interface between data terminal equipment (DTE) and data
circuit-terminating equipment (DCE) for terminals Operating in the packet mode and conpected to public
data networks by dedicated circuit.

ISO/IEC 8208:1990, Information technology= Data communications — X.25 Packet La) er Protocol for
Data Terminal Equipment. o

ISO/MIEC 8648:1988, Information “processing systems — Open . Systems Interconngction — Internal
organization of the network layer,

ISO/IEC 8802:1990, Information processing systems — Data communications — Local areq networks.

ecommendatlonIInternatlonal Standard makes use of the following terms defined in ITU-T' Rec. X.200'I

Network entity;

Network layer;

Network protocol;

Network protocol data unit;
Network relay;

Network service;

Network service access point;
Network service access point address;
routeing;

service;

service data unit;

service primitive.

ITU-T Rec. X.233 (1993 E)
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3.2 Service conventions definitions

This Recommendation | International Standard makes use of the following terms defined in ITU-T Rec. X.2101
ISO/IEC 10731 ' ‘ ' '

a) service provider;
b) service user.

33 Network layer architecture definitions

This Recommendation | International Standard makes use of the following terms defined in ISO/IEC 8648: -

a) intermediate system;

b) relay system;

¢) subnetwork;

d) subnetwork dependent convergence protocol;
1 subnetwork dependent convergence Tunction,

subnetwork independent convergence protocol;
subnetwork independent convergence function;
l) subnetwork access protocol.

‘3.4 Network layer addressing definitions

This Recommendation | International Standard makes use of the following terms defined in CCITT Rpc. X.2131
ISO/IEC 8p48:

a) Network addressing domain;
) Network protocol address information;
d) subnetwork point of attachment.

T

35 ILocal area network definitions

This Recothmendation | International Standard makes use of the following term defined in ISO/IEC 8802:

lpcal area network

3.6

This Recommendation | International Standard makes use of the following terms deﬁned in CCITT Rec. X.2901
ISO/IEC 9p46-1:

ICS definitions

PICS proforma;

)  protocol implementation conformance statement.

3.7

371 erived PDU: A protocol data unit the fields of which are identical to those of an initial PDU, ekcept that it
carries onlly a segment of the user data from an N-UNITDATA request.

dditional definitions

3.7.2 initial PDU: A protocol data unit carrying the whole of the user data from an N-UNITDATA requegst.

3.7.3 local matter: A decision made by a system concerning its behaviour in the Network layer that is not
prescribed or constrained by this Recommendation | International Standard.

3.74 Network entity title: An identifier for a Network entity which has the same abstract syntax as an NSAP
address, and which can be used to unambiguously identify a Network entity in an end or intermediate system,

3.7.5 reassembly: The act of regenerating an initial PDU from two or more derived PDUs.

3.7.6 segment: A distinct unit of data consisting of part of the user déta provided in the N-UNITDATA request and
delivered in the N-UNITDATA indication. . '

3.7.7 segmentation: The act of generating two or more derived PDUs from an initial or derived PDU. The derived
PDUs together carry the entire user data of the initial or derived PDU from which they were generated.

ITU-T Rec. X.233 (1993 E) 3
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4 Abbreviations

For the purposes of this Recommendation | International Standard, the foIloWing abbreviations apply:

4.1 Data units

NSDU Network service data unit
PDU protocol data unit
SDU service data unit
SNSDU subnetwork service data unit
4.2 Protocol data units
DT PDU data protocol data unit
ER PDU error report protocol data unit
ERP PDU  echo reply protocol data unit
ERQ PDU  echo request protocol data unit
43 Protocol data unit fields
DA destination address
DAL destination address length
DUID data unit identifier
E/R error report flag
LI length indicator
LT lifetime
MS more segments flag
NLPID Network layer protocol identifier
SA source address ‘
SAL source address length
SL segment length
SO segment offset
Sp segmentation permitted flag
4.4 Parameters
DA destination address
QOS quality of service
SA source address
}
4.5 Miscellaneous
—CLENP COMMectioniess-mode network protocdl (i.e. the protocol defined in this Recommehdation I

International Standard)

NPAI Network protocol address information

NS Network service

NSAP Network service access point

PICS protocol implementation conformance statement
SN “subnetwork

SNAcP subnetwork access protocol

SNDCF subnetwork dependent convergence function
SNDCP subnetwork dependent convergence protocol
SNICP subnetwork independent convergence protocol
SNPA subnetwork point of attachment

4 ITU-T Rec. X.233 (1993 E)
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Overview of the protocol

5.1 Internal organization of the Network layer

The architectural organization of the Network layer is described in ISO/IEC 8648. ISO/IEC 8648 identifies and
categorizes the way in which functions can be performed within the Network layer by Network layer protocols,
thus providing a uniform framework for describing how protocols operating either individually or cooperatively in
the Network layer can be used to provide the OST Network service. This protocol is designed to be used in the context of
the internetworking protocol approach to the provision of the connectionless-mode Network service defined in
ISOMEC 8648.

This protocol is intended for use in the Subnetwork Independent Convergence Protocol (SNICP) role. A protocol which
fulfills the SNICP role operates to construct the OSI Network service over. a defined set of underlying services,
performing functions which are necessary to support the uniform appearance of the OSI connectionless-mode Network
service over a homogeneous or heterogeneous set of interconnected subnetworks. This protocol is defined to
accommodate variability where subnetwork dependent convergence protocols and/or subnetwork access protpcols do not
provide al| of the functions necessary to support the connectionless-mode Network service over all or(part| of the path
from one Wetwork Service Access Point (NSAP) to another.

ed in ISO/IEC 8648, a protocol at the Network layer may fulfill different roles in-different cor
this protocol is designed particularly to be suitable for a SNICP role in the contéxt’of the inte
pproach to the provision of the connectionless-mode Network service, it may also.be used to fulfill
erefore be used in the context of other approaches to subnetwork interconnection.

As descril]
Although
protocol aj
and may t

figurations.
rnetworking
other roles,

The operafion of this protocol is specified with respect to an “underlying subnetwork service” which is magle available
through t operatlon of other Network layer protocols or through provision of the Data Link service. The [‘underlying
subnetwork service” assumed by this protocol is described in 5.5.

5.2 ubsets of the protocol

Two sub

ts of the full protocol are defined, which exploit:the known subnetwork characteristics of particular
configurat ‘

ons and are therefore not subnetwork independent.

The Inacti 'wn that the

source ang

ve Network Layer Protocol Subset is a null*function subset which can be used when it is kng

destination end systems are connected by a:single subnetwork, and when none of the functions p

the full protocol is required to provide the connectionless-mode Network service between any pair of end sys

The Non-

segmenting Protocol Subset permits’simplification of the header when it is known that the

erformed by
tems.

source and

destinatiof]
to a know
segmentat

end systems are connected by subnetworks whose individual service data unit sizes are greater than or equal
n bound which is large enough so that segmentation is not required. This subset is selected by setting the
on permitted flag to zero (see’6.7). -

5.3
The follow

A ddresses and titles

4

ing clauses deseribe the addresses and titles used by this protocol.

53.1 A ddresses

The source d semantics

of an NSA

P address and destmatron address parameters referred to in 7.3 are NSAP addresses: The syntax af]

The encoding used by this protocol to convey NSAP addresses is the “preferred encoding” specified in CCITT
Rec. X.213 | ISO/IEC 8348. The NSAP address, encoded as a string of binary octets according to CCITT Rec. X.213 |
ISO/IEC 8348, is conveyed in its entirety in the address fields described in 7.3.

53.2 Network entity titles

A Network Entity Title (NET) is an identifier for a Network entity in an end system or intermediate system. Network
entity titles are allocated from the same name space as NSAP addresses, and the determination of whether a name is an
NSAP address or a Network entity title depends on the context in which the name is interpreted. The values of the source
route and record route parameters defined in 7.5.4 and 7.5.5 respectively are Network entity titles. The values of the
source address and destination address parameters in the Error Report PDU defined in 7.9, in the Echo Request PDU
defined in 7.10, and in the Echo Response PDU.defined in.7.11 are also Network entity titles.
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The encoding used by this protocol to convey Network entity titles is the “preferred encoding” specified in CCITT
Rec. X.213 1 ISOMIEC 8348. The Network entity title, encoded as a string of binary octets according to CCITT

Rec. X.

54

213 | ISO/IEC 8348, is conveyed in its entirety in the appropriate fields.

Service provided by the protocol

This protocol provides the connectionless-mode Network service described in CCITT Rec. X.213 | ISO/IEC 8348. The
relevant Network service primitive and its parameters are shown in Table 1.

NOTE ~ CCITT Rec. X.213 | ISO/IEC 8348 states that the maximum size of a connectionless-mode Network service data
unit (NSDU) is 64 512 octets.

Table 1 - Connectionless-mode Network service primitive

5.5

It is int
real sub
(in clay
service

Primitive ‘ Parameters
N-UNITDATA Request NS-Source-Address,
Indication NS-Destination-Address,

NS-Quality-of-Service,
NS-Userdata -

Underlying service assumed by the protocol

ended that this protocol be capable of operating over connectionless-mode services derived from a
networks and data links. Therefore, in order to simplify the specification of the protocol, its opet:
se 6) with respect to an abstract “underlying subnetwork.service” rather than any particular rg
This underlying service consists of a-single SN-UNITDATA primitive which conveys the source

wide variety of
tion is defined
al subnetwork
hind destination

subnetwork point of attachment addresses, a subnetwork quality of service parameter, and a certain number of octets of

user daf

The SN
and an

subnetwork or real data link to provide the required underlying service.

The pri

Provisipn of the “underlying subnetwork service” by real subnetworks and data links is described in g

other R

a.
underlying real subnetwork or a subnétwork dependent convergence function that operat
mitive provided and its parameters-are shown in Table 2. -

ecommendations | International Standards.

Table 2 — Underlying service primitive

-UNITDATA primitive is used to describe the abstract interface that exists between the CLNP prItocol machine

s over a real

fause 8 and in

6

Primitive Parameters
SN-UNITDATA Request ’ SN-Source- Address,
Indication SN-

SN-Quality- of-Serv1ce
SN-Userdata

Protocol functions

This clause describes the functions performed as - part of the protocol.

Not all of the functions must be performed by every implementation. Subclause 6.21 specifies which functlons may be
omitted, and the correct behavior when requested functions are not implemented.

6
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. PDU composition function

This function is responsible for the construction of a protocol data unit according to the rules gdverning the encodihg of
PDUs given in clause 7. The Protocol Control Information (PCI) required is determined from current state and local
information and from the parameters associated with the N-UNITDATA request.

Network Protocol Address Information (NPAI) for the source address and destination address fields of the PDU header
is derived from the NS-Source-Address and NS-Destination-Address parameters. The NS-Destination-Address and NS-
Quality-of-Service parameters, together with current state and local information, are used to determine which optional
functions are to be selected. User data passed from the Network service user (NS-Userdata) form the data part of the
protocol data unit.

During the composition of the protocol data unit, a Data Unit Identifier (DUID) is assigned to distinguish this request to
transmit NS-Userdata to a particular destination Network service user from other such requests. The originator of the
PDU shali choose the DUID so that it remains unique (for this source and destination address pair) for the maximum
lifetime of the Initial PDU in the network; this rule applies for any PDUs derived from the Initial PDU as a result of the

applicatio
and hence
identifier.

The DUID

‘The total

header. Th
in each of

When the
present. T
of the pro
length fiel
provided.

6.2

This func

h of the segmentation function (see 6.7). Derived PDUs are considered to correspond to the same

is also available for ancillary functions such as error reporting (see 6.10).

ength of the PDU in octets is determined by the originator and placed in theltotal length field
is field is not changed for the lifetime of the protocol data unit, and has the §ame value in the Init
any Derived PDUs that may be created from the Initial PDU.

ne rules governing the PDU composition function are modified in this"case as follows. During the
ocol data unit, the total length of the PDU in octets is determinéd by the originator and placed in

PDU decomposition function

ion is responsible for removing the protocol control information from the protocol data unit.

process, i

formation pertinent to the generation of>the N-UNITDATA indication is determined as follo

Source-Address and NS-Destination-Address parameters of the N-UNITDATA indication are recovered fro
in the soufce address and destination address: fields of the PDU header. The data part of the received PD

until all
parameter
transmissi

'the PDU K

6.3

gments of the original servicé!data unit have been received; collectively, these form the
of the N-UNITDATA indication. Information relating to the Quality of Service (QOS) provide

Header format analysis function

This function determities whether the full protocol or the inactive Network layer protocol is in use, and whe

received H
contains a

valuge that identifies the protocol defined by this Recommendation | International Standard, then e

protocol
received

r-thie non-segmenting subset is in use;

to the same N-UNITDATA request, if they have the same source address, destination address; a

bn of the PDU is determined-from the quality of service and other information contained in the op
eader. This information\constitutes the NS-Quality-of-Service parameter of the N-UNITDATA ind

DU has reached its final destination. If the Network layer protocol identifier (NLPID) field in a re

the header format analysis function determines whethg

nitial PDU,

of the PDU
al PDU and

non-segmenting protocol subset is employed, neither the total length-field nor the data unit identifier field is

Composition
the segment

d of the PDU header. This field is not changed for the lifetime of the PDU. No data unit identification is

During this
s. The NS-
the NPAI
is retained
S-Userdata
during the
tions part of
ication.

ther or not a
ceived PDU
ther the full
r or not the
tion address

provided in the PDU identifies either a Network entity title of this Network entity or an NSAP served by this Network
entity, then the PDU has reached its destination; if not, it shall be forwarded.

If the NLPID field contains a value that identifies the inactive Network layer protocol, then no further analysis of the
PDU header is required. The Network entity in this case determines that either the Subnetwork Point of Attachment
(SNPA) address encoded as NPAI in the supporting subnetwork protocol (see 8.1) corresponds directly to an NSAP

address se;

6.4

rviced by this Network entity, or that an error has occurred.

PDU lifetime control function

This function is used to enforce the maximum PDU lifetime. It determines whether a received PDU may be forwarded or
whether its assigned lifetime has expired, in which case it shall be discarded.

ITU-T Rec. X.233 (1993 E)
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The operation of the PDU lifetime control function depends upon the lifetime field in the PDU header. This field
contains, at any time, the remaining lifetime of the PDU (represented in units of 500 ms). The lifetime of the Initial PDU
is determined by the originating Network entity and placed in the lifetime field of the PDU. I and when the
segmentation. function is applied to a PDU the value of the lifetime field of the Inmal PDU is copred mto all of the
corresponding Derived PDUs.

The value of the lifetime field of a PDU is decremented by every Network entity that processes the PDU. When a
Network entity processes a PDU, it decrements the PDU lifetime by at least one. The value of the PDU lifetime field
shall be decremented by more than one if the sum of :

a) the transit delay in the underlying service from which the PDU was received, and

b) * the delay within the system processing the PDU

exceeds or is estimated to exceed 500 ms. In this case, the lifetime field shall be decremented by one. for each additional
500 ms of actual or estimated delay. The determination of delay need not be precise, but where a precise value cannot be
ascertained, the value used shall be an overestimate, not an underestimate.

If the lifetime field reaches a value of zero before the PDU is delivered to its deétination, the PDU, shalk be discarded.
The eror reporting function shall be invoked as described in 6.10. This may result in the generatign of an Error
Report PDU.

It is a Iqcal matter whether or not the destination Network entity performs the lifetime control function.

This fupction determines the Network entity to which a PDU should be forwarded and the underlying service that must
be used|to reach that Network entity, using the destination address field and either the segment length field (if present) or
the tota] length field (if the segment length field is not present). Where segmentation is required, the route PDU function
further fletermines over which underlying service Derived PDUs shall bi¢)sent in order to reach that Netwprk entity, The
results pf the route PDU function are passed to the forward PDU/ function (along with the PDU its¢lf) for further
processjng.

6.5 Route PDU function

Selectign of the underlying service that shall be used to reach the “next” system in the route to the destination is initially
influenged by the NS-Quality-of-Service parameter of the N\UNITDATA request, which specifies the QOS requested by
the sending NS user. Whether this QOS is to be provided directly by the protocol, through the selection of the quality of
service [maintenance parameter and other optional. parameters; or through the QOS facilities offered By each of ‘the
underlyjng services, or both, is determined prior to invocation of the forward PDU function. Route selection by
intermefliate systems may subsequently be influenced by the values of the quality of service mamtenanc e parameter (if
present), and other optional parameters (if present). ‘ ‘

6.6 Forward PDU function

This fugction issues an SN-UNITDATA request primitive (see 5.5), supplying the subnétwork or SNDCF identified 'by.
the route PDU function with the protocol data unit as user data to be transmitted, the address informatipn required by
that subpetwork or SNDCF to identify the “next” system within the subnetwork-specific addressing domain (this may be
an intermediate system.or the destmatron end system), and quality of service constraints (if any) to be copsidered in the
processing of the userdata. ’

When the PDUto be forwarded is longer than the maximum service data \'mit‘ size pm\}ided by the underlying service,
the segmentation function is applied (see 6.7). ,

6.7 Segmentation function

Segmentation is performed when the length of a protocol data umt is greater than the maximum service data unit size
supported by the underlying service to be used to transmit the PDU.

Segmentation consists of composing two or more new PDUs (Derived PDUs) from the too-long Initial or Derived PDU
that is to be segmented. All of the header information from the PDU to be segmented, with the exception of the segment
length and checksum fields of the fixed part, and the segment offset field of the segmentation part, is duplicated in each
Derived PDU, including all of the address part, the data unit identifier and total length of the segmentatron part, and the
options part (if present).

NOTE - The rules for forwarding and segmentation guarantee that the header length is the same for all segments (Derived

PDUs) of an Initial PDU, and is the same as the header length of the Imtlal PDU. The size of a PDU header therefore will not change
due to the operation of any protocol function.
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The user data field of the PDU to be segmented is divided and apportioned among the user data fields.of the Derived
PDUs in such a way that the Derived PDUs satisfy the maximum-length requirements of the SN-Userdata parameter of
the SN-UNITDATA request primitive used to access the selected underlying service. The user data field of each derived
PDU, except for the last, shall contain a number of octets that is a non-zero multiple of 8. Thus, the value of the segment
offset field in any PDU is either zero or a non-zero multiple of 8. Segmentation shall not resuit in the generation of a
Derived PDU containing fewer than eight octets of user data.

Derived PDUs are identified as being from the same Initial PDU by means of

a) the source address field;
b) the destination address field; and
c) the data unit identifier field.

The following fields of the PDU header are used in conjunction with the segmentation function:

)

Segment offset — Identifies the octet at which the segment begins with respect to the start of the data part
of the Initial PDU;

b)  Segment length — Specifies the number of octets in the Derived PDU, including both header ard data;

More segments flag — Set to one if this Derived PDU does not contain the finalioctet of the usgr data from

the Initial PDU as its final octet of user data; and

N

d) Total length — Specifies the number of octets in the Initial PDU, including both header and data.

Derived PDUs may be further segmented without constraining the routeing of theindividual Derived PDUs.
is not to be
tting of the
DU and any

The segm
segmented
segmentat
Derived P

ntation permitted flag is set to one to indicate that segmentation is-permitted. If the Initial PDU
at any point during its lifetime, the flag is set to zero by the source Network entity. The sg
on permitted flag may not be changed by any other Networkentity for the lifetime of the Initial P
DUs.

6.8 Reassembly function

The reass
segmental

mbly function reconstructs the Initial PDU from the Derived PDUs generated by the operation of the
on function on the Initial PDU (and, recutsively, on subsequent Derived PDUs).

A bound ¢

being disa

segments

shall be i

segments

PDU held|
selected, qn error report shall be generated (see 6.10).

While the

lifetime f

n the time during which segments (Derived PDUs) of an Initial PDU may be held at a reassembly
arded is provided, so that reassembly resources may be released when it is no longer expected
bf the Initial PDU will arrive at-the reassembly point. Upon reception of a Derived PDU, a reass
pitiated with a value that indicates the amount of time that shall elapse before any unreceivg
bf the Initial PDU are assumed to be lost. When this timer expires, all segments (Derived PDUs)
at the reassembly point shall be discarded, the resources allocated for those segments may be f

exact relationship between reassembly lifetime and PDU lifetime is a local matter, the reassem
rve the intent of the PDU lifetime. Consequently, the reassembly function shall discatd PDUs wh
rwisethave expired had they not been under the control of the reassembly function; that is, the
r a-givén PDU shall be less than the PDU lifetime in all derived PDUs being held at the reassembly

point before
that missing

embly timer

d (missing)
bf the Initial
reed, and, if

bly function

ose lifetime
reassembly
point.

1

Methods of bounding reassembly lifetime are discussed in Annex B.

2 The segmentation and reassembly functions are intended to be used in such a way that the fewest possible segments

are generated at each segmentation point and reassembly takes place at the final destination of a PDU. However, other schemes which
a)  interact with the routeing algorithm to favor paths on which fewer segments are generated, or

b) generate more segments than absolutely required in order to avoid additional segmentation at some subsequent

point

are not precluded. The information necessary to enable the use of one of these alternative strategies may be made available through
the operation of a Network layer management function or by other means.

3 . The originator of the Initial PDU determines the value of the segmentation permitted flag in the Initial PDU and all
Derlved PDUs (if any). An intermediate system may not change this value in the Initial PDU or any PDU derived from it, and may
not therefore add or remove the segmentation part of the header.
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6.9

Discard PDU function

This function performs all of the actions necessary to free the resources reserved by the Network entlty when any of the
following situations are encountered.

CqarTr

(as NPA
from the|
address

6.10
6.10.1

NOTE 1 - The following list is not exhaustive.

a) A violation of protocol procedure has occurred.

b) A PDU is received whose checksum is inconsistent with its contents.

¢) A PDU is received, but due to local congestion, it cannot be processed.

d) A PDU is received whose header cannot be analyzed.

e) A PDU is received which cannot be segmented and cannot be forwarded because its length exceeds the

maximum service data unit size supported by any underlying service available for tr
the PDU to the next Network entity on the chosen route.

g) Incorrect or invalid source routeing was specified. This may include a syntax error in the s|
field, an unknown or unreachable Network entity title in the source routeing field, jor-a pat
acceptable for other reasons.

h) A PDU is received whose PDU lifetime has expired or whose lifetime ex'pires during reasse

i) APDU is received which contains an unsupported option correspondingt0,a Type 2 functio

NOTE 2 - In general, it is not always possible to determine whether a destinationr NSAP address is invalid
Rec. X.213 |1 ISO/IEC 8348), unprocessable (in that there is no routeing table €ntry for the address), or in
). Therefore, with respect to generating an Error Report PDU, the situation déscribed int f) may or may not
situation described in d), and the “reason for discard” (see 6.10 and Table€.8) may be *header syntax error’
nknown”.’

Error reporting function

Overview

This fu

by that Network entity is discarded in accordance with'6:9.

The E;

the header of the discarded PDU at which the error was detected. At least the entire header of the discarde]

ction attempts to return an Error Report PDU to(the source Network entity when a protocol data

r Report PDU identifies the discarded: PDU, specifies the type of error detected, and identifies

ansmission of

purce routeing
which is not

mbly.

n (see 6.21). .

does not follow
correctly coded
be distinguished
or “destination

nit originatéd

he location in
d PDU and, at

the discyetion of the originator of the Error Report PDU, none, all, or part of the data part of the discarded PDU are

placed ih the data part of the Error Report PDU.

The orif
flagint

should bg

generate

he original PDU is set by. the source Network entity to indicate that an Error Report PDU is to be g

NOTES

I - The suppression of Error Report PDUs is controlled by the originating Network entity and not by th
exercised by the originator with regard to suppressing ER PDUs so that error reporting is not suppressed
. «

2 (" Non-receipt of an Error Report PDU does not imply correct delivery of a PDU issued by a source Net

inator of a PDU controls the subsequent generation of Error Report PDUs that refer to it. The errgr report (E/R)
enerated if the .
Initial PDU or any PDUs derived from it are discarded; if the flag is not set, error reports are not generated.

e NS user. Care
for every PDU

vork entity.

6.10.2

|_Requirements

An Error Report PDU shali not be generated to report the discard of an Error Report PDU.

An Error Report PDU shall not be generated to report the discard of a PDU unless that PDU has the error report flag set

to allow

€rror reports.

If a PDU is discarded, and the error report flag in the discarded PDU is set to allow error reports, an Error Report PDU
shall be generated if the reason for discard is one of the reasons for discard enumerated in 6.9, subject to the conditions
described in 6.10.4. If a PDU with the E/R flag set to allow error reports is discarded for any other reason, an ER PDU
may be generated (as an implementation option).

Error reports may be suppressed in circumstances in which the validity of the information in the PDU that caused
the error condition is uncertain. These circumstances include, but are not limited to, those described in items b), ) and d)

of 6.9.

10
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6.10.3  Processing of error reports

An Error Report PDU is composed from information contained in the header of the discarded PDU to which the error
report refers. The contents of the source address field of the discarded PDU are used as the destination address of the
Error Report PDU. This value, which in the context of the discarded PDU was used as an NSAP address, is used in the
context of the Error Report PDU as the Network entity title of the Network entity that originated the discarded PDU. The
Network entity title of the originator of the Error Report PDU is conveyed in the source address field of the header of the
Error Report PDU. The value of the lifetime field is determined in accordance with 6.4. Optional parameters are selected
in accordance with 6.10.4.

The segmentation of Error Report PDUs is not permitted; hence, no segmentation part is present. The total length of the
ER PDU in octets is placed in the segment length field of the ER PDU header. This field is not changed during the
lifetime of the ER PDU., If the originator of the ER PDU determines that the size of the ER PDU exceeds the maximum
service data unit size of the underlying service, the ER PDU shall be truncated to the maximum service data unit size
(see 8.3) and forwarded with no other change. Error Report PDUs are routed and forwarded by intermediate system
Network dntities in the same way as Data PDUs.

, OTE -~ The requirement stated in 8.3 that the underlying service assumed by the protocol shall be capable of supporting a
service datg unit size of 512 octets guarantees that at least the entire header of the discarded PDU can be conyeyed in the data part of
an ER PDU.

When an ER PDU is decomposed upon reaching its destination, information that may be used to interpret gnd act upon
the error feport is obtained as follows. The Network entity title recovered from the NPAI in the source addyess field of
the ER PDU header is used to identify the Network entity that generated the error-feport. The reason for gdnerating the
error repoft is extracted from the options part of the PDU header. The entire header of the discarded PDU| and part or
all of the loriginal user data (if present), are extracted from the data part ofthe 'ER PDU to assist in ascgrtaining the
nature of the error.

6.10.4  Relationship of discarded PDU options to error reports

The genefation of an error report is affected by options thatiare present in the corresponding discarded PDU. The
presence of options in the discarded PDU that are not supported by the system that has discarded that PDU, or the
presence pf an unrecognized PDU type code parameter, may cause the suppression of an error reportfeven if the
discarded [PDU indicated that an error report should be generated in the event of a discard.

The procgssing of an error report is also affected by options that are present in the corresponding disgarded PDU.
In particular, options selected in the discarded PDU affect which options are included in the correspdnding Error
Report PIYU. The selection of options for an Error Report PDU is governed by the following requirements:

p) If the priority, QOS ‘maintenance, or security option is selected in the discarded PDU, and the system
generating the Error Report PDU supports the option, then the Error Report PDU shall specjfy the same
option, usingthe-value that was specified in the discarded PDU.

b) If the system generating the Error Report PDU does not support the security option, an errof report shall
not be generated for a discarded PDU that selected the security option.

Report PDU supports the option, then the Error Report PDU shall specify the complete $ource route
option. The source route parameter value 1s obtained by extracting from the discarded that portion of
the complete source route list that has already been processed, and reversing the order of Network entity
titles which comprise that portion of the list.

) » If the complete source route option is selected in the discarded PDU, and the system generatr’ g the Error

d) If the system generating the Error Report PDU does not support the complete source route option, an
Error Report PDU shall not be generated for a discarded PDU that selects the complete source route
option,

e) The padding, partial source route, and record route options, if supported, may be specified in the Error
Report PDU.

NOTE - The values of the optional parameters in e) above may be derived as a local matter, or they may be based upon the
corresponding values in the discarded PDU.
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6.11 PDU header error detection function

The PDU header error detection:function protects against failure of intermediate or end system Network entities due to
the processing of erroneous information in the PDU header. The function is realized by a checksum computed on the
entire PDU header. The checksum is verified at each point at which the PDU header is processed. If the checksum
calculation fails, the PDU shall be discarded. If PDU header fields are modified (for example, due to the opération of the
lifetime function), then the checksum shall be modified so that the checksum remains valid.

The use of the header error detection function is optional and is selected by the originating Network entity. If the
function is not used, the checksum field of the PDU header shall be set to zero.

If the function is selected by the originating Network entity, the value of the checksum field is calculated $O as to cause
the following formulae to be satisfied:

a;

(mod 255) =

e

-
1t
—

™M=~

(L - i+ 1)a; (mod255) =

-~
1l
—

in which L is the number of octets in the PDU header, and g; is the value of the octet at position i. The first octet in the
PDU header is considered to occupy position i = 1. :

When the function is in use, neither octet of the checksum field may be set to zero.

To ensyre that inadvertent modification of a header while a PDU is being processed by an intermediie system (for
example, due to a memory fault) may still be detected by the PDU header error detection function, ah intermediate
system Network entity shall not recompute the checksum for the entire header, even if fields are modified.

NOTE - Annex C contains descriptions of algorithms which may be used to calculate the correct value ¢f the checksum
field when the PDU is created, and to update the value of the checksum field when the header is modified.

6.12 | Padding function

The padding function is provided toallow space to be reserved in the PDU header which is not used to sugport any other
function}. Octet alignment shall be-maintained. ~

NOTE - An example of-the use of this function is to cause the data part of a PDU to begin on a convenient boundary, such
as a computer word boundary.

6.13 Security\function

The projvision-of protection services (e.g. data origin authentication; data confidentiality, and data integrity of a single
connectjonless-mode NSDU) is performed by the security function. ’ T

The security function is related to the protection from unauthorized access quality of service parameter described in
Rec. X.213 1 ISO/MEC 8348. The function is realized through the selection of the security parameter in the options part of
the PDU header. ’

This Recommendation | International Standard does not specify the way in which protection services are to be provided;
it provides only for the encoding of security information in the PDU header. To facilitate interoperation among end
systems and intermediate systems by avoiding different interpretations of the same encoding, a means to distinguish
user-defined security encodings from standardized security encodings is described in 7.5.3.

NOTE - As an implementation consideration, data origin authentication may be provided through the use of a

cryptographically generated or encnphered checksum (distinct from the PDU header error detection mechamsm), data conﬁdentlahty
and data integrity may be provided via route control mechanisms.

12 ITU-T Rec. X.233 (1993 E)



https://iecnorm.com/api/?name=71de3830cc94ea4e6b4d81a3b7bda862

ISO/IEC 8473-1 : 1994 (E)

6.14 Source routeing function

The source routeing function allows a Network entity to specify the path that a generated PDU shall take. Source
routeing may be selected only by the originator of a PDU. Source routeing is accomplished using a list of Network entity
titles held in a parameter within the options part of the PDU header. The length of this parameter is determined by the
originating Network entity, and does not change during the lifetime of a PDU. Only the titles of intermediate system
Network entities shall be included in the list; the Network entity titles of the source and destination of the PDU shall not
be included in the list.

Associated with the list of Network entity titles is an indicator that identifies the next entry in the list to be used; this
indicator is advanced by the receiver of a PDU when the next title in the list matches its own. The indicator is updated as
the PDU is forwarded so as to identify the appropriate next entry at each point along the route.

Two forms of the source routemg functlon are provided. The ﬁrst form referred to as complete source routeing, requires
ecifie : ¢ PDU while

the PDU

reasons) upless one of the systems specified cannot be reached by any available route.

6.15 ecord route function

The recorql route function records the path taken by a PDU as it fraverses a series of intermediate systems] A recorded
route congists of a list of Network entity titles held in a parameter within the options part of the PDU header|. The length
of this parameter is determined by the originating Network entity, and does not change during the lifetime of|the PDU.

The list i§ constructed as the PDU is forwarded along.a path towards its destination. Only the titles of
system Négtwork entities shall be included in the recorded route. The Network entity title of the originator
shall not He recorded in the ist.

When an intermediate system Network entity processes a PDU containing the record route parameter, the Ne
adds its ovn Network entity title at the €nd of the list of recorded Network entity titles. An indicator is ]
identify the next available octet to be used for recording of route. This indicator is updated as entries are add
as followq. The length of the entry to be added to the list is added to the value of the next available octet i
this sum i compared with the 1€ngth of the record route parameter. If the addition of the entry to the list W
the size of the parameter, the-next available octet indicator is set to indicate that route recording has been terr

ntermediate
of the PDU

twork entity
aintained to
ed to the list
dicator, and
ould exceed
ninated. The

Network entity title is not added to the list. The PDU may still be forwarded to its final destination, without further
addition of Network entity titles.

If the addjtion ofithe entry would not exceed the size of the record route parameter, the next available octef indicator is
updated with.the hew value, and the Network entity title is added to the end of the list.

Two forms of the record route function are provided. The first form is referred to as complete route recording. It requires
that the list of Network entity titles be a complete and accurate record of all intermediate systems visited by a PDU
(including Derived PDUs), except when a shortage of space in the record route option field causes termination of
recording of route, as described above. When complete route recording is selected, PDU reassembly at intermediate
systems may be performed only when the Derived PDUs that are reassembled all took the same route.

The second form is referred to as partial route recording. It also requires a record of intermediate systems visited by
a PDU. When partial route recording is selected, PDU reassembly at intermediate systems may be performed whether or
not the Derived PDUs that are reassembled all took the same route; the route recorded in any of the Derived PDUs may
be placed in the PDU resulting from the reassembly.

NOTE ~The record route function is intended to be used in the diagnosis of subnetwork problems and/or to provide a
return path that could be used as a source route in a subsequent PDU.

ITU-T Rec. X.233 (1993 E) 13
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6.16  Quality of service maintenance function ;

The quality of service maintenance function provides information to Network entities in intermediate systems which
may be used to make routeing decisions where such decisions affect the overall QOS provided to NS users. This
information is conveyed to intermediate system Network entities ;in a parameter in the options part of the PDU header.

In those instances in which the QOS requested cannot be maintained, intermediate system Network entities shall attempt
to deliver the PDU at a QOS different from the QOS requested. Intermedlate system Network entities may, but need not,
provide a notification of failure to meet the requested quality of serv1ce

|
‘\

6.17 Priority function

The priority function allows a PDU to be processed preferentially with respect to other PDUs. The function is realized
through the selection of a parameter in the options part of the PDU header.

' ahtre ‘ ; p : Orior priority function
provideg a means whereby the resources of end and mtermedlate $ystem Network entmes such as outgom b transmission
queues pnd buffers, can be used preferentially to process higher-priority PDUs ahead of lowerépriority PDUs. The
specific faction taken by an individual Network entity to support tﬁe priotity function is a local matter.

6.18 | Congestion notification function E

To alloyw NS users to take appropriate action when congestion| rlS experienced within the NS provider, intermediate
systems|may inform the destination Network -entity of congestlon through the use-of a flag in the QO$ maintenance
parametgr in the options part of the PDU header. The value of this flag is initially set to zero (0) by the orjginator of the
PDU anfl may be set to one (1) by any intermediate system which processés‘the PDU to indicate that it i§ experiencing
congestipn. The criteria for determining when this action is to be taken aré.a local matter. v
NOTE - Congestion typically corresponds to the unavailabiliti' ot buffer space to maintain output queues.|An appropriate
policy for indicating congestion may be based upon the depth of the output queue selected for a PDU (according t¢ its destination
address dr other routeing information). When the depth of a particularQutput queue exceeds a certain proportion of the maximum

depth of|that queue, an intermediate system may start to discard\PDUs. The intermediate system may then set|the congestion
experiended flag in the next PDU to be forwarded and may continte\to do|so until the congestion is alleviated.

6.19 Echo request function

This furlction is invoked by Network layer management to obtain information about the dynamic state of the Network
layer with respect to (a) the reachability of specific Network entities, and (b) the characteristics of the path or paths that
can be cteated between Network entitites-through the operation of Network layer routeing functions.

When ifjvoked, the echo request function causes an Echo Requesﬁ (ERQ) PDU to be created. The ERQ |PDU shall be
construdted and processed by Network entities in end systems and |in intermediate systems that support the echo request
function|in exactly the same way‘as the DT PDU, with the followiﬁg exceptions:

a) Since the ‘echo request function is invoked by\ Network layer management, rather| than by an
N-UNITDATA request, the information available to the PDU composition function (see 6{1) consists of
current state, local information, and information supplled by Network layer management; fhe references
in 641 to information obtained .from parameters of the N-UNITDATA request do not|apply to the
composition of an ERQ PDU. T :

b)¥" The source address field of the ERQ PDU shall contain either the Network entity title of the originating
Network entity or the NSAP address of an NSAP within the originating end or intermediate system. The
destination address field of the ERQ PDU shall contain either the Network entity title of the destination
Network entity or the NSAP address of an NSAP wit:hin the destination end or intermediate system.

NOTE 1 - A Network entity title is syntactically indistinguishable from an NSAP address. The additional information
in an NSAP address, if any, beyond that which is present in a Network entity title, is relevant only to the operation of
the PDU decomposition function in a destination end system, and therefore is not needed for the processing of an
ERQ PDU (from which no N-UNITDATA indication is |ever produced). The fact that the source and destination
address fields of the ERQ PDU may contain either NETs or NSAP addresses therefore does not affect the processing
of an ERQ PDU by any Network entity, and the information that is obtained through the operation of the echo
request function is the same in either case.

¢) When an ERQ PDU has reached its destinafion, as determmed by the header format analysis function, the
echo response function (see 6.20), rather than the PDU decomposition function, shall be invoked. It is a
local matter whether or not this involves an interaction with Network layer management.
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https://iecnorm.com/api/?name=71de3830cc94ea4e6b4d81a3b7bda862

d)
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'6.20 Echo response function

This functig
determined
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NOTE 2 - Since the echo response function is a Type 2 function (see 6.21), the destination Network entity may or
may not perform the echo response function upon receiving an ERQ PDU. Network layer management must
therefore consider, when the echo request function is invoked, that non-receipt of a corresponding echo response PDU
may be due to non-support of the echo response function by the destination Network entity.

The maximum length of the ERQ PDU is equal to the maximum length of the Echo Response PDU
minus the maximum length of the Echo Response PDU header. This ensures that the entire ERQ PDU
can be contained within the data field of the Echo Response PDU (see 6.20).

The data part of the ERQ PDU may, as a local matter, contain zero or more octets with any values
(subject to the overall maximum length of the ERQ PDU specified in (d) above). If the first octet of the
data part contains the binary value 1000 0001 (the NLPID for this protocol), then the first n octets of the
data part (where » is the value of the second octet of the data part) shall contain an entire Echo Response
PDU header, in which every field in the fixed part and address part, except the segment length and
checksum fields, shall contain a valid value. The more segments flag shall have the value zero. If and only
if the segmentatnon permitted flag i is set to 1, the segmentatlon part shall be present. The options part, if

NOTE 3 - This Echo Response PDU header, if present in the data part of an ERQ PDU, may be, but\is hot required
to be, used in whole or in part by the destination Network entity to compose an Echo Response PDU)[see (6.20 (d}]. If
this information is nor present in the data part of the ERQ PDU, it may not be possible for the echo response function
of the destination Network entity to select an appropriate value for the lifetime field of the Echo'Response{PDU.

n is performed by a Network entity when it has received an ERQ PDU. that has reached its destination, as
by the header format analysis function — that is, an ERQ PDU that coftains, in its destination addzess field, a
Network entity title or NSAP address that identifies the Network entity or any of’its NSAPs.

When invoked, the echo response function causes an Echo Response (ERP)-PDU to be created. The ERP PD)U shall be

constructed|

a

and processed by Network entities in end systems and in intermediate systems that support the echo response
function in pxactly the same way as the DT PDU, with the following/exceptions:

Since the echo response function is not invoked by an N-UNITDATA request, the informatiop available
to the PDU composition function consists of current state, local information, and information cpntained in
the corresponding ERQ PDU; the references in 6.1 to information obtained from parameters of the
N-UNITDATA request do not apply to the composition of an ERP PDU.

The source address field of the ERP\ PDU shall contain the value of the destination address field of the
corresponding ERQ PDU. The:destination address field of the ERP PDU shall contain the value of the
source address field of the corresponding ERQ PDU.

NOTE - The observation contained in NOTE 1 of 6.19 applies also to the ERP PDU.

The ERQ PDU, in its éntirety, shall be placed into the data part of the ERP PDU. The data [part of the
ERP PDU shall €ontain only the corresponding ERQ PDU.

If the data part’of the ERQ PDU contains an ERP PDU header [see 6.19 e)], the PDU cpmposition
function/may, but is not required to, use some or all of the information contained therein to sglect values
for the fields of the ERP PDU header. In this case, however, the value of the lifetime field cpntained in
the<ERP PDU header in the ERQ PDU data part shall be used as the value of the lifetime field in the
ERP PDU. The values of the segment length and checksum fields shall be computed by the Network
entity regardless of the contents of those fields in the ERP PDU header in the data part of the HRQ PDU.

e)

The options part of the ERP PDU may contain any (or none) of the options described in 7.5. The values
for these options, if present, are determined by the Network entity as a local matter. They may be, but are
not required to be, either identical to or derived from the corresponding options in the ERQ PDU and/or
the ERP PDU header contained in the data part of the ERQ PDU (if present). The source routeing.option
in the ERP PDU shall not be identical to (copied from) the source routeing option in the ERQ PDU
header. If the recording of route option in the ERP PDU is identical to (copied from) the recording of
route option in the ERQ PDU header, the second octet of the parameter value field shall be set to the
value 3.

It is a local matter whether or not the destination Network entity performs the lifetime control function on
an ERQ PDU before performing the echo response function. The destination Network entity shall make
the same decision in this regard that it would make, as a local matter, for a DT PDU in accordance
with 6.4.
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6.21 Classification of functions

Implementations of this Recommendation | International Standard are not required to support all of the functions
described in 6.1 through 6.20. Functions are divided into three categories:

Type 1 — These functions shall be supported.

Type 2 — These functions may or may not be supported. If an implementation does not support.a Type 2
function and the function is selected in a PDU, then that PDU shall be discarded, and an Error Report
PDU shall be generated and forwarded to the originating Network entlty, providing that the error
report flag is set and the conditions of 6.10.4 are satisfied.

Type 3 — These functions may or may not be supported. If an implementatiorf does not support a Type 3
function and the Tunction is selected in a PDU, then the function is not performed, arld the PDU is
processed exactly as though the function had net been selected The PDU shall nepbe|discarded for
this reason. :

Table 3 ghows how the functions are divided into these three categories.

Table 3 — Categorization of protocol functions

Function Full Protocol Non-glelgb;rgntmg . Inactive Subsét

EDU Composition 1 1 1
BDU Decomposition 1 1 -1
Header Format Analysis 1 - 1 1-
BDU Lifetime Control 1 1 N/A
Route PDU 1 1 N/A
Horward PDU 1 1. N/A
Segment PDU 1 N/A N/A
Reassemble PDU 1 N/A N/A
IDiscard PDU 1 1 N/A
Brror Reporting 1 1 N/A
Header Error Detection 1 1 N/A
Security 2 2 . N/A
(omplete Source Routeing 2 2 N/A
(omplete Route Recording 2 2 N/A
Hcho request 2 2 N/A
Hcho response 2 2 N/A

rtial Source Routeing 3 3 N/A

rtial Route-Recording 3 -3 N/A

iority 3 3 N/A

OS Maintenance 3 3 N/A

ongestion Notification 3 3 N/A

dding 3 3 N/A
NOTES
1 While the error reporting and header error detection functions shall be provided, they are mvoked only
when selected by the originating Network entity.
2 The rationale for the definition of Type 3 functions is that in the case of some functions it is more important
to forward the PDUs between intermediate systems or deliver them to an end system than it is to support the
functions. Type 3 functions should be used in those cases in which they are of an advisory nature; they cannot
cause a PDU to be discarded when they are not supported.
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7 Structure and encoding of PDUs

7.1 Structure

All protocol data units shall contain an integral number of octets. The octets in a PDU are numbered starting from
one (1) and increasing in the order in which they are submitted to the underlying service. The bits in an octet are
numbered from one (1) to eight (8), where bit one (1) is the low-order (least significant) bit.

When consecutive octets are used to represent a binary number, the lower-numbered octet has the most significant value.

Any implementation supporting this protocol is required to state in its specification the way in which octets are
transferred, using the terms “most significant bit” and “least significant bit”. The PDUs of this protocol are defined using
the terms “most significant bit” and “least significant bit”.

NOTE ~ When the encoding of a PDU is represented using a diagram in this clause, the following representation is used:

e-ight; and
Y)  within an octet, bits are shown with bit eight (8) to the left and bit one (1) to the right.

With the ekception of the inactive Network layer subset, PDUs shall contain, in the following order:

4) the fixed part;

) the address part;

d) the segmentation part, if present;

d) the options part, if present;

¢) the reason for discard parameter (ER PDU only); and

f) the data part, if present.
Items a) through e) comprise the PDU header.

In the casg of the inactive Network layer subset, only the elemeénts identified in 7.8 are present. Subclauses [7.2 through
7.5 do not [-npply to the inactive Network layer subset.

The structyire is illustrated in Figure 1. For the purposes of Figure 1 and subclause 7.5, the reason for discard parameter
contained |n the ER PDU is considered to be the final element of the options part.

Part Described in
| Fixed Part | subclause72
I Address Part J Subclause 7.3
| SegmentationPart |  Subclause 7.4
| Opfions Part I Subclause 7.5
[ Data | subclause 76

T0718890-93/d02

Figure 1 - PDU structure
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7.2

7.2.1

Fixed part

General

The fixed part has the format illustrated in Figure 2.

Octet
| Network Layer Protocol Identifier | 1
|  Length Indiicator | 2
| Version/Protocol Id Extension ] 3
| Lifetime [ 4
[FIwI[ErI___we ] -
| Segment Length R 6 7
{ Checksum —— | 8 9

TO718900-93/d03

Figure 2 — PDU header - Fixed part

field is set to

dicated is the
extensions.

ments (Derived

vill not change

7.2.2 Network layer protocol identifier

The value of this field is set to binary: 1000 0001 to identify this Network layer protocol. The value.of this

binary 0D00 0000 to identify the inactive Networkdayer protocol subset. ’

7.2.3 Length indicator

The lengdth is indicated by a binary number, with a maximum value of 254 (1111 1110). The length in

length inf octets of the header, as described in 7.1. The value 255 (1111 1111) is reserved for possible future
NOTE - The rules for forwarding and segmentation guarantee that the header length is the same for all seg

PDUs) of|an Initial PDU, and is'thé-same as the header length of the Initial PDU. The size of a PDU header therefore

due to the operation of any protocol function.

7.24 Version/protocol identifier extension

The value of this field is binary 0000 0001, which identifies the standard version 1 of this protocol.

7.2.5 PDU lifetime

The PDU lifetime field is encoded as a binary number representing the remaining lifetime of the PDU, in units

of 500 ms. o

7.2.6 Flags

7.2.6.1 Segmentation permitted

The segmentation permitted flag indicates whether segmentation is permitted. Its value is determined by the originator of
the PDU and cannot be changed by any other Network entity for the lifetime of the Initial PDU and any Derived PDUs.

A value of one (1) indicates that segmentation is permitted. A value of zero (0) indicates that segmentation is not
permitted. When the value of zero is selected, the segmentation part of the PDU header is not present, and the value of
the segment length field gives the total length of the PDU (see 7.2.8 and 7.4.3).

18
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7.2.6.2 More segments
The more segments flag indicates whether or not the data part of this PDU contains (as its last octet) the last octet of the
user data in the NSDU. When the more segments flag is set to one (1), segmentation has occurred and the last octet of
the NSDU is not contained in this PDU. The more segments flag shall not be set to one (1) if the segmentation permitted

flag is not set to one (1).

When the more segments flag is set to zero (0), the last octet of the data part of the PDU is the last octet of the NSDU.

7.2.6.3 Error report

When the error report flag is set to one (1), the rules in 6.10 are used to determine whether or not to generate an Error
Report PDU if it is necessary to discard this PDU.

When the g pert PDU.

7.2.7 Type code

The type cpde field identifies the type of the protocol data unit. Allowed values are given in Table4.

Table 4 — PDU type codes

PDU Type Type.Code
Bits 5 4 3 2 1
DT PDU . 1 1 1 0 0
ER PDU 0 0 0 0 1
ERQ PDU 1 1 1 1 0
ERP PDU g 1 1 1 1 1

. 7.2.8 PDU segment length

The segmént length field-specifies the entire length of the PDU in octets, including both header and data (if present).
When the [full protocol(is employed and a PDU is not segmented, the value of this field is identical to the yalue of the
total length field located in the segmentation part of the header.

When the non‘segmenting protocol subset is employed, no segmentation part is present in the header. In tlis case, the
segment length-fietd-speeifies-the-entiretength-of the-tnitia reluding-both-header-and-data-Gf preser

viw DO ad ang-aatad- P

The value of the segment length field shall not be changed for the lifetime of the PDU.

7.2.9 PDU checksum

The checksum is computed on the entire PDU header. For the Data, Echo Request, and Echo Reply PDUs, this includes
the segmentation and options parts (if present). For the Error Report PDU, this includes the reason for discard field
as well.

A checksum value of zero (0) is reserved to indicate that the checksum is to be ignored. The operation of the PDU

header error detection function (see 6.11) ensures that the'value zero does not represent a valid checksum. A non-zero
value indicates that the checksum shall be processed; if the checksum calculation fails, the PDU shall be discarded.
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7.3 Address part

7.3.1 General
The address part immediately follows the fixed part of the PDU header. The address part is illustrated in Figure 3.

Octet
Destination Address Length Indicator 10
"
Destination Address
m-1
L Source Address Length Indicator ] m
m+1
Source Address
nm1

T0718910-93/d04

Figure 3 - PDU header — Address’part

73.2 r)estination and source addresses
al

The destination and source addresses used by this protocol are.Network service access point addresses or Network entity
titles as defined in CCITT Rec. X.213 | ISO/IEC 8348.

The destination and source addresses are of variable length. The destination and source addresses are] encoded as
Network [protocol address information in the destination address and source address fields using thg “preferred
encoding’ defined in CCITT Rec. X.213 | ISQOAEC 8348.

The destipation address length indicator field specifies the length of the destination address in octets. The destination
address fipld follows the destination address length indicator field.

The sourde address length indicator field specifies the length of the source address in octets. The source address length
indicator |field follows the deStination address field. The source address field follows the source adfress length .
indicator field. '

Each addiess parameteris encoded as illustrated in Figure 4.

Octet Address Parameter Length Indicator
n (e.g. ‘m)
Octets
n+1
to Address Parameter Value
n+m

TQ718920-93/d0S
Figure 4 — Address parameters
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7.4 Segmentation part
7.4.1 General
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If the segmentation permitted flag in the fixed part of the PDU header (see 7.2.6.1) is set to one (1), the segmentation

part of the header, illustrated in Figure 5, shall be present.

If the segmentation permitted flag is set to zero (0), the segmentation part shall not be present (the non-segmenting

protocol subset is in use).

Octet
[ Data Unit Identifier | e
l Segment Offset | n+2,n+3
| Total Length ‘ | n+4,n+5

7.4.2 Data unit identifier

T0718930-93/d06

Figure 5 — PDU header ~ Segmentation part

The data ynit identifier identifies an Initial PDU (and hence, its Defived PDUs) so that a segmented data yinit may be

correctly reassembled. The data unit identifier size is two (2) octets./

74.3 $egment offset

For each Derived PDU, the segment offset field specifies'the relative position of the segment contained in the data part

of the Derf{ved PDU with respect to the start of the data\part of the Initial PDU. The offset is measured in un

ts of octets.

The offset] of the first segment (and hence, the Inifial PDU) is zero (0); an unsegmented (Inmal) PDU haj a segment
offset value of zero (0). The value of this field shall be a multiple of elght (®).

7.4.3 PDU total length

The total length field specifies the eritire length of the Initial PDU in octets, including both the header arld data. The

value of tHis field shall not be changed for the lifetime of the Initial PDU (and hence, its Derived PDUs).

7.5 Options part

7.5.1 General

The options part of\the PDU header is illustrated in Figure 6.

Oectet

Options

n+6

T0718940-93/d07

Figure 6 - PDU header — Options part
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If the options part is present, it may contain one or more parameters. The number of parameters that may be contained in
the options part is constrained by the length of the options part, which is determined by the following formula:

Options part length = PDU header length — (length of fixed part + length of address part + length of segmentation part)
and by the length of the individual optional parameters.

Parameters defined in the options part may appear in any order. Duplication of options is not permitted. Receipt of a
PDU with a duplicated option shall be treated as a protocol error. The rules governing the treatment of protocol errors
are described in 6.10.

The encoding of parameters contained within the options part of the PDU header is illustrated in Figure 7.

Octets
7 Parameter-Code
n+1 Parameter Length (e.g. ‘m’)
n+2
to Parameter Value
n+m+1

T0718950-93/d08

Figure 7 - Encoding of option parameters

The parameter code field is encoded in binary and provides for a maximum of 255 different parameters. No parameter
code uses bits 8 and 7 with the value 00, so the actual maximuh, number of parameters is lower. A parameter code
of 255 (Hinary 1111 1111) is reserved for possible future extensions. o

The parameter length field indicates the length, in octets, ‘of the parameter value field. The length is indicated by a
positive binary number, m, with a minimum value of 1 and-a theoretical maximum value of 254. The practigal maximum
value of |m is lower. For example, in the case of a single parameter contained within the options part, tyo octets are
required for the parameter code and the parameter Jength indicators. Thus, the value of m is limited to:

m =252 — (length of fixed part + length of address part + length of segmentation part)
Accordirlily, for each successive parameter the maximum value of m decreases. "

The parameter value field contains the value of the parameter identified in the parameter code field.

The folidwing parameters are permitted in the options part.

7.5.2 Padding

The padding parameter-is used to lengthen the PDU header to a convenient size (see 6.12).
Parameter Code: 1100 1100

Parameter Length:  variable

“Parameter Vatue—any vatue isattowed:

Notwithstanding the requirement stated in 7.5.1 that the value of the parameter length field be no less than 1, the receiver

of a PDU containing a value of 0 for the parameter length field of the padding option (and containing, therefore, no
parameter value field for the padding option) may, but is not required to, treat this as a protocol error.

7.5.3 Security

This parameter allows a unique and unambiguous security level to be assigned to a protocol data unit (see 6.13).
Parameter Code: 1100 0101
Parameter Length:  variable

Parameter Value:  The high order two bits of the first octet specify the security format code, as shown in
Table 5.
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The rest of the first octet is reserved and shall be set to zero (0) when transmitted and ignored when received. The
remainder of the parameter value field specifies the security level as described in the following clauses.

7.5.3.1

Table 5 - Security format codes

Securit -
Format Cz de Type of Security Field
00 Reserved
01 Source Address Specific
10 Destination Address Specific
i1 Globally Unique

ource address specific

The securfty format code value of binary 01 indicates that the remaining octets of the parameter.yalue field specify a

security lgvel which is unique and unambiguous in the context of the security classification/system empl
authority

7.5.3.2

sponsible for assigning the source NSAP address.

estination address specific

pyed by the

The security format code value of binary 10 indicates that the remaining octets-of the parameter value field specify a

security lgvel which is unique and unambiguous in the context of the security elassification system empl
authority

7.5.3.3

sponsible for assigning the destination NSAP address.

lobally unique security

byed by the

The security format code value of binary 11 indicates that the rémaining octets of the parameter value fiejd specify a

globally

7.5.4

Source routeing

nique and unambiguous security level. This security classification system is not specified by this
Recommepdation | International Standard.

The source routeing parameter specifies, either completely or partially, the route to be taken from the| originating

Network entity to the destination Network entity. (See 6.14).

The first octet of the parameter value is the type code, which has the following significance:

The second octét indicates the octet offset of the next Network entity title entry to be processed in the list. It

Parameter Code: 1100 1000

Parameter Length:  variable

entries ordered from source to destination.

000 0000 partial source routeing

000 0001 complete source routeing
<all other values reserved>

Parameter Value: 2 octets of control information followed by a concatenation of Network entity title

s relative to

the start of the parameter, such that a value of three (3) indicates that the next Network entity title entry begins
immediately after this control octet. Successive octets are indicated by correspondingly larger values of this indicator.

The third octet begins the Network entity title list. The list consists of variable length Network entity title entries. The
first octet of each entry gives the length of the Network entity title that comprises the remainder of the entry.

7.5.5

Recording of route

The recording of route parameter identifies the intermediate systems traversed by the PDU (see 6.15).

Parameter Code: 1100 1011
Parameter Length:  variable

Parameter Value: 2 octets of control information followed by a concatenation of Network entity title

entries ordered from source to destination.

ITU-T Rec. X.233 (1993 E) 23


https://iecnorm.com/api/?name=71de3830cc94ea4e6b4d81a3b7bda862

ISO/IEC 8473-1 : 1994 (E)

The first octet of the parameter value is the type code, which has the following significance:
0000 0000 partial récording of route in progress

0000 0001 complete recording of route in progress
<all other values reserved>

The second octet identifies the first octet not currently used for a recorded Network entity title, and therefore also the
current end of the list. It is encoded relative to the start of the parameter value, such that a value of three (3) indicates
that no Network entity titles have yet been recorded. The value of 255 is used to indicate that route recording has been
terminated.

The third octet begins the Network entity title list. The list consists of variable length Network entity title entries. The
first octet of each entry gives the length of the Network entity title comprising the remainder of the entry. Network entity
title entries are always added to the end of the list.

NOTE ~ The length of the record route parameter is determined by the originator of the PDU and is not changed during the
lifetime of the PDU: hence, the operation of the record route function does not affect the length of the header.

7.5.6 Quality of service maintenance

The quality of service maintenance parameter conveys information about the quality of service requested by the
originating NS user.

Network [entities in intermediate systems may, but are not required to, make use of this information as an aifl in selecting
a route \]rhen more than one route satisfying other routeing criteria is available and the available routes are known to
differ with respect to quality of service (see 6.16).

Parameter Code: 1100 0011
Parameter Length:  variable

Parameter Value: ~ The high order two bits of the first octet specify the QOS format code,|as shown in

Table 6.
Table 6 — QOS format codes
0S .
Fom?at Code Type of QOS Field
00 “Reserved
0t Source Address Specific
10 Destination Address Specific
11 Globally Unique

The rest pf the first octet is_teserved for use by the globally unique QOS format, as described in 7.5.6.3] If any other
QOS forat code is selected, bits 6-1 of the first octet shall be zero (0). The remainder of the parametgr value field
specifies the QOS as'described in the following clauses.

7.5.6.1 |Sourceaddress specific

The QOY format code value of binary 01 indicates that the remaining octets of the parameter value field specify a QOS
which is umque and unambiguous in the context of the QOS maintenance system employed by the authorlty responsible
for assigning the source NSAP address.

7.5.6.2 Destination address specific

The QOS format code value of binary 10 indicates that the remaining octets of the parameter value field specify a QOS
which is unique and unambiguous in the context of the QOS maintenance system employed by the authority responsible
for assigning the destination NSAP address.

7.5.6.3 Globally unique QOS

The QOS format code value of binary 11 indicates that the remainder of the parameter value field specifies a globally
unique QOS maintenance field. When the globally unique QOS maintenance function is employed, the parameter value
field shall have a total length of one octet, which is assigned the values shown in Table 7.
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Table 7

ISO/IEC 8473-1 : 1994 (E)

— Globally unique QOS parameter values

Bits

Usage

8and 7
6

5
4
3
2

QOS format code of binary 11

Reserved

Sequencing vs. transit delay

Congestion experienced

Transit delay vs. cost

Residual error probability vs.
transit delay

Residual error probability vs. cost

e specified
A value of

zero (0) inglicates that, where possible, routeing decisions should favor low transit delay over sequénce preservation.

Bit 4 is set to zero by the Network entity which originates the protocol data unit. It is set’to-one by an intermediate

be taken by
not be reset

oW cost. A

ty over low

ty over low

The value|of the priority parameter indicates the relative priority of the protocol data unit. Intermediate dystems that

Parameter Code: 1100 1101
Parameter Length: 1 octet

Parameter Value: 0000 0000 ~ Normal (Default)
through
0000 1110 - Highest
<all other values reserved>

6.17).

The valueg 0000 0001<through 0000 1110 are to be used for higher priority protoéol data units. If an intermediate system
does not sypport this option, all PDUs shall be treated as if the field had the value 0000 0000.

7.6 Data part

The data part of the PDU header is illustrated in Figure 8.

QOctet

p+1
Data

T0718960-93/d09

Figure 8 - PDU header — Data part
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7.7 Data PDU

771 Structure

The Data PDU has the format illustrated in Figure 9.

Octet
[ Network Layer Protocol Identifier | 1
f Tength Indicator =] )
| Version/Protocol Id Extension | 3
| Lifetime ] 4
| SP | MS | ER T Type ] 5
| Segmeht Length | 6 7
| Checksum | 8,9
[ Destination Address Length Indicator ] 10
' 11
Destination Address
m~-1
[ Source Address Length Indicator ] m
‘ m+1
Source ’Address
n-1
| : Data Unit Identifier | n,n+1
[ Sagment Offset | n+2,n+3
[ Total Length ] n+4,n+5
n+6
Options
p
p+1
Data
z

T0718970-93/d10

Figure 9 - Data PDU
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7.7.2
1) Network Layer Protocol Identifier (See 7.2.2)
2) Length Indicator (See 7.2.3)
3) Version/Protocol Id Extension (See 7.2.4)
4) Lifetime (See 7.2.5)
5) SP, MS, ERR (See 7.2.6)
6) Type Code (See 7.2.7)
7) Segment Length (See 7.2.8)
8) Checksum (See 7.2.9)

7.1.3 Addresses

See 7.3.

1.7.4 Segmentation

See 7.4.

7.1.5 Options

See 7.5.

‘ 7.7.6 Diata

See 7.6.

7.8 Inactive Network layer protocol

7.8.1 Structure

The Inactive Network Layer Protocol PDU has the format illustrated in Figure 10.

7.8.2

The value of the Network layer protocol identifier field is binary zero (0000 0000).

7.8.3

Fixed part

ISO/IEC 8473-1 : 1994 (E)

[ Network Layer Protocot identifier

Data

Figure 10 - Inactive Network Layer Protocal PDU

T0718980-93/d11

Octet

Network layer protocol identifier

Data part

The data part may contain any number of octets up to one less than the maximum number that can be placed in the
SN-Userdata parameter of the underlying SN-UNITDATA primitive. Therefore, the inactive Network layer protocol can
be used only when the length of the NS-Userdata parameter in the N-UNITDATA primitive is constrained to be less
than or equal to the value of the length of the SN-Userdata parameter minus one (see 7.6).
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7.9 Error Report PDU

79.1 Structure

The format of the Error Report PDU is illustrated in Figure 11.

Qctet
{ Network Layer Protocol Identifier ] 1
L Length Indicator - 2
[ Version/Protocol Id Extension ] 3
L Lifetime ] 4
[ sP T Ms [ ER | Type ] 5
| Segment Length ] 7,
( Checksum ] 819
( Destination Address Length Indicator I 10
11
Destination Address
m=1
[ Source Address Length Indicator ] m
m+1
Source Address
n-=1
n
Options
p-1
p
Reason for Discard
g-1
q
Data Part
z

T0718990-93/d12

Figure 11 - Error Report PDU
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79.2  Fixed part

ISO/IEC 8473-1: 1994 (E)

The fixed part of the Error Report PDU is composed in the same way as a new (Initial) Data PDU.

1)
2)
3)
4)
5)
6)
7)
8)

Network Layer Protocol Identifier
Length Indicator
Version/Protocol Id Extension

Lifetime

SP, MS, E/R (Always set to zero)
Type Code
Segment Length
Checksum

7.9.3 Addresses

(See 7.2.2)
(See 7.2.3)
(See 7.2.4)
(See 7.2.5)
(See 6.10)
(See 7.2.7)
(See 7.2.8)
(See 7.2.9)

The destination address specifies the Network entity title of the originator of the discarded PDU. The source address
specifies the title of the intermediate system or end system Network entity initiating the Error Report PDU (see 7.3).

794 O
See 7.5.

7.9.5 Reason for discard

. This parame
P

Pa

al

tions

er is valid only for the Error Report PDU.

rameter Code:

ameter Length:

Pafameter Value:

The parame

The first oct
particular fig
field. If the
stored in the

1100 0001

two octets

type of error encoded in binary.

r values are listed in Table 8.

second octet of the reason for discard parameter field.

Table 8 — Reason for discard parameter values

bt of the parameter value contains an error type code. If the érror in the discarded PDU can be locglized to a
1d, the number of the first octet of that field is stored in the second octet of the reason for discard parameter
brror cannot be localized to a particular field, or if the-error is a checksum error, then the value Zero (0) is

Parameter value Class of error Meanirig
0000 0000 Reason not specified
0001 Protocol procedure error
0010 Incorrect checksum
0011 General PDU discarded due to congestion
0100 er Header syntax error (cannot be parsed)
0101 Segmentation needed but not permitted
0110 Incomplete PDU received
0411 Duplicate option
1000 0000 Add Destination address unreachable
0001 ress Destination address unknown
1001 0000 Unspecified source routeing error
0001 Source Syftax eiror in source routeing ficid
0010 Routeing Unknown address in source routeing field
0011 Path not acceptable
1010 0000 Lifetim Lifetime expired while data unit in transit
0001 © Lifetime expired during reassembly
1011 0000 Unsupported option not specified
0001 PDU Unsupported protocol version
0010 Discarded Unsupported security option
0011 r Unsupported source routeing option
0100 Unsupported recording of route option
1100 0000 Reassembly Reassembly interference
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7.9.6 Data part

This field contains the entire header of the discarded PDU, and may contain none, some, or all of the data part-of the

discarded PDU.

7.10 Echo Request PDU
The ERQ PDU has the same format as the DT PDU (see 7.7).

7.11 Echo Response PDU
The ERP PDU has the same format as the DT PDU (see 7.7).

protocel. If a subnetwork inherently provides a connection-mode service, a subnetwork dependent conve
providps a mapping into the required underlying connectionless-mode service. Subnetwork depende
functigns may also be required in those cases in which functions assumed from the undeslying service are
In sonje cases, this may require the operation of an explicit protocol (i.e. a protocol.involving explic

(SND(CP) role. However, there may also be cases in which the functionality required to fulfill the SND

els-mode service

sumed by the
rgence function
ht convergence

P role consists

protocpl control information between peer Network entities) in the subnetwork’ dependent conveﬁfence protocol

simply| of a set of rules for manipulating the underlying service (without the exchange of PCI betwee
entities).

8.1 Subnetwork points of attachment

peer Network

The sofurce address and destination address parameters in the:SN-UNITDATA primitive specify the points of attachment

to a public or private subnetwork(s). Subnetwork point oftattachment addresses (SNPAs) are defined by

8.2 Subnetwork quality of service

Assoched with each connectionless-mode transmission, certain measures of quality of service are requ
SN-U
a priofi knowledge of the service available from the subnetwork. Knowledge of the nature and type of s
is typidally obtained prior to an invocation of the underlying connectionless-mode service.

be directly derivable from or mappable onto those identified in the connectionless-mode Network service

The q%ality of service parameters identified for the underlying connectionless-mode service may in somg
paramgters as definetin' CCITT Rec. X.213 | ISO/IEC 8348 may be employed:

a) transit delay;

b) )protection against unauthorized access;

ach individual

ested when the

TDATA primitive action is.initiated. These requested measures {(or parameter values and options) are based on

ervice available

b circumstances
The following

¢) - cost determinants;

d) priority; and‘
e) residual error probability.

NOTE - For those real subnetworks which do not inherently provide quality of service as a parameter, it

is a local matter

as to how the semantics of the service requested might be preserved. In particular, there may be instances in which the quality of
service requested cannot be maintained. In such circumstances, an attempt shall be made to deliver the protocol data unit at whatever

quality of service is available.

In general, either the SNDCF or the subnetwork itself may perform functions associated with specific

QOS requests.

These functions may be optionally selected by the CLNP. The relevant subnetwork QOS parameters are classified as

follows:

a) those QOS parameters for which the SNDCF or the subnetwork itself performs functions expressly

designed to provide information for the route PDU function of the CLNP;
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b)

)

ISO/IEC 8473-1 : 1994 (E)
those QOS parameters for which the SNDCF or the subnetwork itself performs functions expressly
designed to provide the desired QOS; and *

those QOS parameters for which the SNDCF or the subnetwork itself may be called upon to perform
either of the functions (a) or (b) above. '

The determination of values for these QOS parameters is provided in the following clauses.

8.2.1  Transit delay

Transit delay is the elapsed time between an SN-UNITDATA request and the corresponding SN-UNITDATA
indication. Elapsed time values are calculated on SNSDUs that are successfully transmitted. Successful transmission of
an SNSDU is defined to occur when an SNSDU transmitted by the sending. SNDCF is delivered to the intended
destination SNDCF. Transit delay is based on an SNSDU size of 512 octets, and is specified in units of 500 ms.

Transit delay is determined by the SNDCEF prior to the processing of any user data by the subnetwork. The mechanism
whereby transit delay information is passed to the route PDU function of the CLNP is a local matter. Transit delay may

be either. m
transit delay

IN(

i
should be usd

d prior to the processing of any data requests to determine the actual delay.

basured or estimated. The SNDCFs described herein do not provide any means for measuring or pstimating
beyond any such means provided by the underlying subnetwork.

DTES

If transit delay is to be measured, an SNDCP designed to bound the transit time of SNSDUs that cross the pubnetwork

Transit delay within a given subnetwork may vary. Where transit delay is measured, it may be ngcessary to

2
‘periodically fepeat the measurement process in order to maintain accurate measures in any routeing'information maintajned by the

Network entify.

3
identified prg

the correspo

If no better measures are available, transit delay may be estimated by sending an SNSDU (via sonje uniquely

tocol data unit which prompts a response) and by measuring the elapsed time'between the SN-UNITDATA rpquests and
ding SN-UNITDATA indications. This results in an overestimate of delay)such that the CLNP may be gxpected to

operate correftly. If transit delay is estimated, it is preferred that estimates be high rather 'than low in order that uncertaintigs in transit

delay do not prevent the CLNP from discarding protocol data units whose intended lifétime has expired.

8.2.2 Protection from unauthorized access

No recomniendation is made concerning how to provide protection against passive monitoring, modificatipn, replay,

addition, or|deletion of SN-Userdata.

8.2.3 Regsidual error probability

Residual erfor probability is estimated as the ratio of{ost, duplicated, or incorrectly delivered SNSDUs to tota} SNSDUs
transmitted py the SNDCF during a measurement period. The mechanism whereby residual error probability i passed to

the route PIDU function of the CLNP is a local matter.

Residual erfor pfobability is known by thie'SNDCEF prior to the processing of any user data by the subnetwork, |either as a
result of thg SNDCF having maintained a history of measures of residual etror probability, or as a result of ipformation

obtained frgm the provider of the underlying service.

NDTE - For subnetworks’/which provide a connection-mode service, residual error probability is determined on an

individual connection basis.

8.24

This subclajise is-applicable only to ISO/IEC 8473,

st determinants

The attempf tosatisfy the constraints imposed by the NS user via the cost determinants quality of service parameter is

performed by the route PDU function invoked by the CLNP. Where pertinent, information relating 1o tariti(s) assessed
on a per packet or per connection basis is passed to the route PDU function of the CLNP. The mechanism by which this
is accomplished is a local matter.

NOTE - The route PDU function invoked by the CLNP may be required to perform the following cost assessments. If:

a)

b)

©)

there is to be no incremental cost incurred in the processing of the SNSDU submitted, and there is a tariff assessed on
a per packet basis;

there is to be no additional cost incurred, and no connection is currently available to the specified destination, and a
tariff is assessed on a per connection basis by the subnetwork (e.g. for virtual circuit setup, holding time of the virtual
circuit, etc.); or

a maximum acceptable cost has been specified for the processing of the NSDU, and that cost is likely to be exceeded,

then the route PDU function should return a result indicating that the CLNP should attempt to deliver the NSDU via some alternate
route. If an alternate route cannot be found, a local function may be invoked to notify the NS user of the inability of the NS provider
to deliver this NSDU (and possibly subsequent NSDUs) under the stated constraint.
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8.3 Subnetwork user data -

The SN-Userdata is an ordered multiple of octets, and is transferred transparently between the specified subnetwork
points of attachment.

The underlying service assumed by the CLNP is required to support a service data unit size of at least 512 octets.
If the minimum service data unit sizes supported by all of the subnetworks involved in the transmission of a particular
PDU are known to be large enough that segmentation is not required, then either the full protocol or the non-segmenting

protocol subset may be used.

Data received from a subnetwork with protocol identification specifying this protocol (see 7.2.2) shall be processed
according to this Recommendation | International Standard.

NOTE - Data with other protocol identification should be ignored, since it-may have been sent by an implementation

supporfing additionat protocois imemnded-foruse withrthisprotocot:

8.4 Subnetwork dependent convergence functions

The general model for providing the underlying service assumed by the protocol in conjunction with a feal subnetwork
that uges a connectionless subnetwork access protocol is as follows. The generationcof’an SN-UNITDATA request by.
the CLNP results in the generation of a corrésponding subnetwork-specific UNITDATA request by [the subnetwork
depenglent convergence function. The receipt of a subnetwork-specific UNITDATA indication associatgd with delivery
of a ¢onnectionless data unit to its destination causes the SNDCF to generate an SN-UNITDATA indication to
the CIINP.

The general model for providing the underlying service assumed by ‘the CLNP in conjunction with a feal subnetwork
that uges a connection-mode subnetwork access protocol is as follows, The generation of an SN-UNITDATA request by
the CIINP causes a connection (logical channel, logical link, or the’equivalent) to be made available for the transmission
of SN|Userdata. If a connection cannot be made available, the SN-UNITDATA request is discarded{ The receipt of
subnetwork-specific PDUs containing SN-Userdata cauées’the SNDCF to generate an SN-UNITDATIA indication to
the CLINP.

Wherq a real subnetwork is designed to use eitheér a connectionless-mode or a connection-mode subjnetwork access
protocpl, the provision of the underlymg service assumed by the CLNP is achieved by using the conngctionless-mode
alterngtive. :

The way in which the underlying’ service is prov1ded by specific subnetwork types is defined in other
Recommendations | International Standards.

9 Conformance

9.1 Static conformance

9.1.1 End systemis

An implementation claiming conformance to this Recommendation | International Standard as an end system shall
a) support the transmission and reception of NPDUs using the full protocol;
b)  support the reception of NPDUs conveyed using the non-segmenting protocol subset;
¢) support the protocol functions identified in Table 9 as mandatory for end systéms; and

d) be capable of operating over one or more subnetworks, using the appropriate subnetwork dependent
convergence function(s) specified in other Recommendations | International Standards.

32 ITU-T Rec. X.233 (1993 E)


https://iecnorm.com/api/?name=71de3830cc94ea4e6b4d81a3b7bda862

ISO/IEC 8473-1: 1994 (E)

Such an end system may (as implementation options), but is not required to
e) support the transmission of NPDUs using the non-segmenting protocol subset;
f)  support the transmission and reception of NPDUs using the inactive Network layer protocol subset; and

g) support any of the protocol functions identified in Table 9 as optional for end systems.

NOTE - Although item (a) above requires end systems to support both the transmission and the reception of NPDUs,
the requirements for transmission and reception are specified separately in Table 9. In general, the procedures to be followed in order
to support a given function are different for the sending and receiving senses. The separate specification (1) distinguishes between the
requirements for two functions (PDU lifetime control and padding) for which support is mandatory for one sense of PDU transfer and
optional for the other; and (2) clarifies the fact that support of several of the functions is applicable only for one sense of PDU
transfer.

Table 9 — Static conformance requirements
' Protocol function Reference End system (Note 1) Intermedidte

Sending Receiving system
PDU Composition (Note 2) 6.1 M N/A N/A
PDU D¢compositon (Note 2) 6.2 N/A M N/A
Header Format Analysis 6.3 N/A M M
PDU Lifetime Control 6.4 M o] M
Route PDU 6.5 M N/A M
Forward PDU 6.6 M N/A M
Segmentation (Note 2) 6.7 M N/A (Note 3)
Reassembly (Note 2) 6.8 N/A M O (Note 4)
Discard PDU 6.9 N/A M M
Error Rgporting 6.10 M M M
Header Error Detection 6.11 M M M
Securit 6.13 0 O (Note 4) O (Note 4
Complefe Source Routeing 6.14 (0] N/A O (Note 4
Complefe Route Recording 645 (0] O (Note 4) O (Note 4
Echo request 6.19 (0] O (Note 4) O (Note 4
Echo regponse 6.20 N/A O (Note 4) O (Note 4
Partial Jource Routeing 6.14 0 N/A O (Note 4
Partial Route Recording 6.15 (¢ O (Note 4) O (Note 4)
Priority 6.17 0] O (Note 4) O (Note 4)
QOS Miintenance 6.16 0] O (Note 4) O (Note 4)
Congestion Notification 6.18 N/A O (Note 4) O (Note 4)
Paddin 6.12 o M M
M Mandatory function; this function shall be implemented.
O  Implementation-Option, as described in the text.
N/A - Not applicable.
NOTES
1 The status in the “sending” column applies to the support of the given function for DT, ER, ERQ, and ERP HDUs
sent by [he.ed system; similarly, the status in the “receiving” column applies to the support of the given function fog DT,

ER, ERQ, and ERP PDUs received by the end system.
2 The PDU composition, PDU decomposition, segmentation, and reassembly functions are not relevant for ER PDUs.

3 The segment PDU function is in general mandatory for an intermediate system. However, a system which is to be
connected only to subnetworks that all offer the same maximum SDU size (such as identical local area networks) will not
need to perform this function, and therefore does not need to implement it.

4 See 9.2 for related dynamic conformance requirements that apply when this option is not supported.
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9.1.2 Intermediate systems

An implementation clalmmg conformance to this Recommendation ! International Standard as an intermediate system
shall

a) support the protocol functions identified in Table 9 as mandatory for intermediate systems; and

b) be capable of operating over one or more subnetworks, using the appropriate subnetwork dependent
convergence function(s) specified in other Recommendations | International Standards.

Such an intermediate system may (as an implementation option), but is not required to

¢) support any of the protocol functions identified in Table 9 as optional for intermediate systems.

9.2 Dynamic conformance

An implementation claiming conformance to this Recommendation | International Standard shall '€xhibit externally
obseryable behaviour consistent with its having implemented:

a) each protocol function that it supports in accordance with the function’s spec1ﬁcat10n as|contained in the
subclause referenced from Table 9; and

b) the relevant subnetwork dependent convergence function(s) in.accordance with the speciﬁcatior.
contained in other Recommendations | International Standards.

All PDUs transmitted shall be structured as specified in clause 7.
An inmjplementation that does not support a function identified in Table 9 as optional shall, upon recgiving a PDU in

which| that function is selected, either discard the PDU and invoké the error reporting function, or prog¢ess the PDU as
though the function had not been selected, in accordance with the specification contained in 6.21.

9.3 PICS proforma

complete a copy of the PICS proforma provided in Annex A, including the information necessary to identify both the

The sEpplier of a protocol implementation that claims to conform to this Recommendation | International Standard shall
supplier and the implementation.
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Annex AD
PICS proforma

(This annex forms an integral part of this Recommendation | Ihtcrhational Standard)

Al Introduction

The supplier of a protocol implementation which is claimed to conform to this Recommendation | International Standard
shall complete the following Protocol Implementation Conformance Statement (PICS) proforma.

A completed PICS proforma is the PICS for the implementation in question. The PICS is a statement of which
capabilities and options of the protocol have been implemented. The PICS can have a number of uses, including use

— by the protocol implementor, as a check-list to reduce the risk of failure to conform to the standard
through oversight; ’ ‘ '

— | by the supplier and acquirer — or potential acquirer — of the implementation, as a detailed indicafion of the
capabilities of the implementation, stated relative to the common basis for understanding provided by the
standard PICS proforma;

—| by the user — or potential user — of the implementation, as a basis for initially checking the possibility of
interworking with another implementation (note that, while interworking can never be guarantepd, failure
‘ to interwork can often be predicted from incompatibie PICSs);

~| bya protocol tester, as the basis for selecting appropriate tests against which to assess the|claim for
conformance of the implementation.

A2 bbreviations and special symbols

A
A2.1 STtus symbols
M mandatory

0] optional ;

Okn>  optional, but support of at least one of the group of options labelled by the same numeral <n> is
required

X prohibited

<gred>  conditional-item symbol, including predicate identification (see A34)

A logical negation, applied to.a-conditional item’s predicate

A.2.2  Other symbols
<ip receive aspects of ani item

‘, <{> send aspects-of‘an item

A3 Instructions for .completing the PICS proforma

A.3.1  Ggneral structure of the PICS proforma

The first part of the PICS proforma — Implementation Identification and Protocol Summary —is to be completed as
indicated w1th the information necessary to identify fully both the supplier and the implementation.

D Copyright release for PICS proformas.

Users of this Recommendation | International Standard may freely reproducé the PICS proforma in this annex so that it can be used
for its intended purpose and may further publish the compieted PICS.
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The main part of the PICS proforma is a fixed-format questionnaire divided into a number of major subclauses; these
can be divided into further subclauses each containing a group of individual items. Answers to the questionnaire items
are to be provided in the rightmost column, either by simply marking an answer to indicate a restricted choice (usually
Yes or No), or by entering a value or a set or range of values.

NOTE - There are some items for which two or more choices from a set of possible answers can apply. All relevant
choices are to be marked in these cases.

Each item is identified by an item reference in the first column; the second column contains the question to be answered;
and the third column contains the reference or references to the material that specifies the item in the main body of this
Recommendation | International Standard. The remaining columns record the status of the item — whether support is
mandatory, optional, prohibited, or conditional — and provide space for the answers (see also A.3.4).

A supplier may also provide further information, categorized as either Additional Information or Exception Information.
When present each kmd of funher information is to be prov1ded ina further subclause of items labelled A<i> or X<i>,;
respeg ; pUFp ; ; ous-iden ation—for-the-item(e.g. a number);
there

ure no other restrictions on ltS format or presentatlon.

A completed PICS proforma, including any Additional Information and Exception Information, |is the Protocol
Implenentation Conformance Statement for the implementation in question.

NOTE - Where an implementation is capable of being configured in more than one\way, a single PICS may be able t
describe all such configurations. However, the supplier has the choice of providing more than one PICS, each covering some subset o
the implementation’s configuration capabilities, in cases where this makes for easier and cléarér presentation of the §nformation.

A.3.2| Additional information

Items|of Additional Information allow a supplier to provide further information intended to assist in the [interpretation of
the PICS. It is not intended or expected that a large quantity will‘be supplied, and a PICS can be congidered complete
withopit any such information. Examples might be an outline of the ways in which a (single) implemet&ation can be set
up to| operate in a variety of environments and configurations, or a brief rationale — based perhags upon specific
applidation needs — for the exclusion of features whigh,)although optional, are nonetheless commonly present in
implementations of this protocol.

Refergnces to items of Additional Information may be entered next to any answer in the questionnajre, and may be
included in items of Exception Information.

A.3.3| Exception information

It may occasionally happen that a_supplier will wish to answer an item with mandatory or prohibited ktatus (after any
condifions have been applied) in a way that conflicts with the indicated requirement. No pre-printed answer will b
found| in the support column for this; instead, the supplier shall write the missing answer into the $upport column,
together with an X<i> reference to an item of Exception Information, and shall provide the appropriatg rationale in the
Exception Information.item itseif.

An implementation for which an Exception Information item is required in- this way does not g¢onform to this
Recompmendation | International Standard.

NOTE - A possible reason for the situation described above is that a defect in the standard has been repprted, a correction

for which 1s EXﬁRtEa 0 cliange the requ1remenf not met By ihe 1mplemeniabon.

A34 Conditional status

A.3.4.1 Conditional items

The PICS proforma contains a number of conditional items. These are items for which the status — mandatory, optional,
or prohibited — that applies is dependent upon whether or not certain other items are supported, or upon the values
supported for other items.

In many cases, whether or not the item applies at all is conditional in this way, as well as the status when the item
does apply.

36 ITU-T Rec. X.233 (1993 E)


https://iecnorm.com/api/?name=71de3830cc94ea4e6b4d81a3b7bda862

ISO/IEC 8473-1 : 1994 (E)

Where a group of items is subject to the same condition for applicability, a separate preliminary question about the
condition appears at the head of the group, with an instruction to skip to a later point in the questionnaire if the “Not
Applicable” answer is selected. Otherwise, individual conditional items are indicated by one or more conditional
symbols (on separate lines) in the status column.

A conditional symbol is of the form “<pred>:<x>" where “<pred>” is a predicate as described in A.3.4.2, and “<x>” is
one of the status symbols M, O, O.<n>, or X.

If the value of the predicate in any line of a conditional item is true (see A.3.4.2), then the conditional item is applicable,
and its status is that indicated by the status symbol following the predicate; the answer column is to be marked in the
usual way. If the value of a predicate is false, the Not Applicable (N/A) answer is to be marked in the relevant line. Each
line in a multi-line conditional item should be marked: at most one line will require an answer other than N/A.

A.3.4.2 Predicates

A predicate is one of the following:

a)| an item-reference for an item in the PICS proforma: the value of the predicate is-true-if>the item is
marked as supported, and is false otherwise;

b)| a predicate name, for a predicate defined elsewhere in the PICS proforma (usually in the Major
Capabilities section or at the end of the section containing the conditional item) (sée-below); or

‘ ¢c)| the logical negation symbol “A” prefixed to an item-reference or predicate*name: the value of the
predicate is true if the value of the predicate formed by omitting the “/” is fals€, and vice versa.

The definitipn for a predicate name is one of the following:
a)| an item-reference, evaluated as at (a) above;

b)| a relation containing a comparison operator (=, < , etc.) with at least one of its operands being an item-
reference for an item taking numerical values as its answer{ the predicate is true if the relation holds when
each item-reference is replaced by the value entered)in/the Support column as an answer ¢ the item
referred to; or ‘

c)| a boolean expression constructed by combining simple predicates, as in (a) and (b), using the boolean
| operators AND, OR, and NOT, and parentheses, in the usual way; the value of such a predicatg is true if
the boolean expression evaluates to true when the simple predicates are interpreted as describedabove.

Each item whose reference is used in a predicate or.predicate definition is indicated by an asterisk in the Item golumn.

Ad Identification

A4.1 Implementation identification

Supplier

Contact poipt for\queries about the PICS

Implementatiof-namets-and-versionts)

Other information necessary for full identification
[e.g. name(s) and version(s) of machines
and/or operating systems, system name(s)]

NOTES

1 Only the first three items are required for all implementations; other information may be completed as approprlate in
meeting the requirement for full identification.

2 The terms Name and Version should be mterpretcd appropriately to correspond with a supplier’s terminology (e.g. Type,
Series, Model).
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A4.2  Protocol summary

Identification of protocol specification ITU-T Recommendation X.233 (1994) | ISO/IEC 8473-1:1994

Identification of corrigenda and amendments to
the PICS proforma

Protocol version(s) supported

Have any Exception Information items been required (see A.3.3)? yes b No OO

(The answer YES means that the implementation does not conform to this Recommendation | International Standard)

Date pf-statement

AS Major capabilities

Item Capability Reference Status Support
*ES End system 01 YES No [
*1IS Intermediate system 0.1 YES No O
FLir <r> Full protocol 6 M vEs O
FL{s <s> Full protocol 6 M YEs L]
NSB-r <r> Non-segmenting subset 5.2 M YES O
* NSB-s <s> Non-segmenting subset 52 IS:M NA [ YES
AIS:0 na O YES J No O
*JA$-r <r> Inactive subset 5.2 ES:O Nnva O YES O No O
* IA$-s <s> Inactive-subset 5.2 IAS-r:M NAa O YES [J
NAS-r:X NA O No U

A6 End systems

A.6.1  Applicability

The PICS proforma items in A.6 are applicable only to end system implementations; i.e. those in which item ES in A.5 is
supported. The items in A.6.4.4 are applicable only to end system implementations that support the echo request
function; i.e., those in which item eEreq in A.6.2 is supported. The items in A.6.4.5 are applicable only to end system
implementations that support the echo response function; i.e. those in which item eErsp in A.6.2 is supported. :
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Item Function Reference Status Support
ePDUC PDU composition 6.1 M YES [J
ePDUD PDU decomposition 6.2 M YES [
eHFA Header format analysis 6.3 M YES [
ePDUL-s | <s>PDU lifetime control 6.4 M YEs (I
ePDUL-r | <r>PDU lifetime control 6.4 (o} YES No [
eRout Route PDU 6.5 M YEs [
" eForw Forward PDU 6.6 M YES [
eSegm Segment PDU 6.7 M YES O
eReas Reassemble PDU 6.8 M YEs [J
eDisc | Discard PDU 69 M YEs [
eErep Error reporting 6.10 M YES [J
eEdec-s <s> Header error detection 6.11 M YES {1
eEdec-r <r> Header error detection 6.11 M YES [
* eSecu-s <s> Security 6.13 M YES, [ NO O
* eSecu-r <r> Securtiy 6.13 0 YEs O No O
q * eCRR-s <s> Complete route recording 6.15 o YES (1 No O
*eCRR-r || <r> Complete route recording 6.15 o YES [ No O
* ePRR-s <s> Partial route recording 6.15 (0] YES O No O
* ePRR-1 <r> Partial route recording 6.15 0 YES [ NG [
*eCSR Complete source routeing 6.14 o ~YEs O No O
* ePSR Partial source routeing 6.14 (o} YES [ No O
* ePri-s <s> Priority 6.17 o YES O NO O
* ePri-s <r> Priority 6.17 0 YES [ NO [
* eQOSM-s [| <s>QOS maintenance 6.16 o YEs [J No O
* eQOSM-r [i <r>QOS maintenance 6.16 o YES O No O
* eCong-s <s> Congestion notification 6.18 eQOSM-s:M NA O YES [0
* eCong-r <r> Congestion notification 6.18 o YES [ NO [
* ¢Padd-s || <s> Padding 6.12 o} YES J NGO U
ePadd-r <r> Padding 6.12 M YEs [
eEreq Echo request 6.19 o) YEs (O No O
eErsp Echo response 6.20 0 YES [ NG [
eSegS Create segments smaller 6.8 o YES [ No O
¢ than necessary
A.6.3 Supported PDUs
Item NPDU Reference Status Support
eDT-t DT (full protocol) transmit 1.7 M YES|O
eDT-r PT(fuitprotocot) Teceive FF M YES [
eDTNS-t | DT (non-segmenting) transmit 7.7 NSS-s:M NA O YEs O
eDTNS-r | DT (non-segmenting ) receive 7.7 M YES O
eER-t ER transmit 7.9 M YEs O
eER-r ER receive 7.9 M ~ YES (1
eIN-t Inactive PDU transmit 7.8 IAS-s:M NA O ves O
eIN-r Inactive PDU receive 7.8 IAS-r:M Na O YES [
eBRQ-t ERQ transmit 7.10 eEreq:M NA O YES O
eERQ-r | ERQ receive 7.10 M YES []
eERP-t ERP transmit 7.11 eErsp:M N/A O YES L]
eERP-r ERP receive 7.11 M YES [
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A.6.4

Supported parameters

A.6.4.1 DT parameters

Item Parameter Reference Status Support
edFxPt.s | <s> Fixed part 72 M ves [
edFxPt-r <r> Fixed part 7.2 M ves [
edAddr-s | <s> Addresses 7.3 M Yes [J
edAddrr | <r> Addresses 7.3 M ves [
edSe <S> SCEMENTaTion Part 72 M ves [
edSeI_ <r> Segmentation part 7.4 M yes [
edPadd-s | <s>Padding 75.2 ePadd-s:M na 0 ves O
edPaddr | <r> Padding 7.5.2 M ves [
edSech-s | <s> Security 753 eSecu-s:M ~na O ves (0
edSecp-r <r> Security 753 eSecu-f:M Nna O ves [J
edCRR-s <s> Complete route recording 7.5.5 eCRR-s:M Na O ves [
edCRR-r <r> Complete route recording 75.5 e¢CRR-r:M Na O yes [
edPRR-s <s> Partial route recording 75.5 e¢PRR-s:M Nna [ ves [J
edPRR-r <r> Partial route recording 155 ePRR-r'M nva O yes OJ
edCSR-s <s> Complete source routeing 7.5.4 eCSR:M ~Na O ves [J
edPSR-s <s> Partial source routeing 75.4 ¢PSR:M nva O YES El
edQOFM-s | <s> QOS maintenance 7.5.6 cl:M na O yEs [J
edQOSM-r | <r> QOS maintenance 7.5.6 c2M ~a O YEs []
edPri-b <s> Priority 757 ePri-s:M na O yes [
edPri-t <r> Priority 7.5.7 ePri-r-M Na O YES D
edDaty-s | <s>Data 7.6 M ves [
edDaig-r  |-«¢5 Data 7.6 M ves [
edUnYup2 Are received PDUs containing . 6.21 M ves [J
Type 2 functions discarded and ;/here
appropriate an Error Report PDU
generated?
edUnSup3 Are parameters selecting unsupported 6.21 M YEs [J
Type 3 functions ignored?
Definition of conditional status entries:
cl: ¢QOSM-s OR eCong-s
c2: €¢QOSM-r OR eCong-r
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A.6.4.2 ER parameters

Item Parameter Reference Status Support
eeFxPt-s <s> Fixed part ‘ 7.2 M YES J
eeFxPt-r <r> Fixed part 7.2 M YEs [1
eeAddr-s <s> Addresses 73 M : YES (I
eeAddr-r <r> Addresses 7.3 M YES O
eePadd-s <s> Padding ; 75.2 ePadd-s:M N/A (O YES [
ecPadd-r <r> Padding 752 M YEs [1
eeSecu-s <s> Security 753 eSecu-s:M Na O YES O
eeSecu-r <r> Security 753 eSecu-r:M A O YES O
eeCRR-s <s> Complete route recording 75.5 e¢CRR-s:M - NA U YEs O
eeCRR-r > COMpIEIE TOWE TECording 7575 eCRRTM A YES]
eePRR-s <s> Partial route recording 15.5 ¢PRR-s:M N/A O YES“[]
eePRR-1 <r> Partial route recording 7.5.5 ePRR-r:M NvA O YES [
eeCSR-s <s> Complete source routeing 75.4 eCSR:M NA O YES [1
eePSR-r <r> Partial source routeing 754 ePSR:M Nva O YEs [d
e¢eQOSM-s <s> QOS maintenance 7.5.6 ci:M N/A 1 YESs [d
. eeQOSM-r | <r> QOS maintenance : 756 c2:M nA El YES [0
eePri-s <s> Priority 7.5.7 ePri-s:M N/A O YES [d
eePri-r <r> Priority 7.5.7 ePri-r:M N/A [ YEs O
eeDisc-s <s> Reason for discard 7.9.5 M ~ YES [
eeDisc-r <r> Reason for discard 79.5 M YES I
eeData-s <s> Data 79.6 M YES [0
eeData-r <r> Data 7.9.6 M YES [
eeUnSup2 Are received PDUs containing 6.21 M YES [
parameters selecting unsupported
Type 2 functions discarded?
edUnSup3 Are parameters selecting unsupported 6.21 YES [1
Type 3 functions ignored?
Definition of ¢onditional status entries:
cl: eQPSM-s OR eCong-s
c2: eQPSM-r OR eCong-r
@
A.6.4.3 Inagtive network layer protocol PDU parameters
Item Parameter Reference Status Support
eiNLPI-s . | <s>Inactive network layer 7.8.2 IAS-s:M - N/A [ YES [
protocol identifier
eiNLPL-r <r> Inactive network layer 7.8.2 IAS-r:M NA O YES [
protocol identifier o
eiData-~s <s> Data 7.8.3 IAS-s:M NA O YES [
eiData-r <r> Data 7.8.3 IAS-:M Nna O ves O
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A.6.4.4 ERQ parameters

Item Parameter Reference Status Support
eqFxPt-s <s> Fixed part 7.2 M YES D
eqFxPt-r <r> Fixed part 72 M ves O
.eqAddr-s <s> Addresses 73 M ves []
‘quddr-r <r> Addresses 7.3 M vEs [
eqSeg-s <s> Segmentation part 74 M yes [J
eqSeg-r <r> Segmentation part 7.4 M vEs [J
eqPafid-s <s> Padding 7.5.2 ePadd-ssM Na [ ves [
eqPadd-r | <> Padding’ 752 M : vEs
‘eqSefu-s | <s> Security 7.5.3 eSecu-s:M na [ ves [J
eqSefu-r <r> Security 753 eSecu-r:M Na O ves OJ
eqCRR-s | <s> Complete route recording 71.5.5 eCRR-s"M Na O yes [
¢qCRR-r <r> Complete route recording 71.5.5 ¢CRR-rM nva O ves [J
eqPRR-s <s> Partial route recording 7.5.5 e¢PRR-s:M Na O ves [
eqPRR-r | <> Partial route recording 755 ePRR-:M Na O ves (O
eqCYR-s <s> Complete source routeing 7.5.4 ~ eCSR:M - N/A O ves [
<s> Partial source routeing 754 ePSR:M Nna O ves OJ
<s> QOS maintenance 7.5.6 cl:M - wva U ves [J
<r> QOS maintenance 7.5.6 c2:M na [ ves [
<s> Priority 7.5.7 ePri-s:M wa O ves [
<r> Priority 757 ePri-tM Na O ves [
<s> Data 7.6 M ves [J
<r>Data 7.6 M vEs [J
Are received PDUs containing 6.21 M ves [
parameters selecting unsupported ‘
| Type 2 functions discarded and where
appropriate an Error Report PDU
generated?
eqUnSup3 Are parameters selecting unsupported | 6.21 M yes [
Type 3 functions ignored?

Definition of conditional status entries:

cl:  eQOSM-s OR eCong-s
c2:  eQOSM-r OR eCong-r
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A.6.4.5 ERP parameters

Item Parameter Reference Status Support
epFxPt-s <s> Fixed part 7.2 M YES [
epFxPt-r <r> Fixed part 7.2 M YES OO
epAddr-s <s> Addresses 73 M YES O
epAddr-r <r> Addresses 13 M YES (I
epSeg-s <s> Segmentation part 7.4 M YES [
epSeg-r <r> Segmentation part 7.4 M YEs [
epPadd-s <s> Padding 7.5.2 ePadd-s:M N/A O YES [
epPadd-r <r> Padding 752 M YES [
epSecu-s <s> Security 7.5.3 eSecu-s:M N/A O - yes O
epSecu-r <r> Security 753 eSecu-r:M N/A [ YES |[]
epCRR-s <s> Complete route recording 75.5 eCRR-s:M N/A [ YES (]
epCRR-r <r> Complete route recording 75.5 e¢CRR-rM NA O YES |0
epPRR-s <s> Partial route recording 7.55 ePRR-s:M Na O YES (O
epPRR-r <r> Partial route recording 755 ePRR-r:M NA [ YES |[]
. epCSR-s <s> Complete source routeing 754 eCSR:M N/AHT YES |(]

epPSR-s <s> Partial source routeing 754 ePSR:M NA [ YES |OJ
epQOSM-s || <s> QOS maintenance 756 cl:M N/A O YES |U]
epQOSM-r [ <r> QOS maintenance 7.5.6 c2M N/A [ YES |1
epPri-s <s> Priority 7.5.7 ePri-s:M N/A O - YEs|O
epPri-r <r> Priority 7.5.7 ePri-r:M N/A O YES |
epData-s <s> Data 76 M YES |[]
epData-r <r> Data ‘ 7.6 M YES (]
epUnSup2 || Are received PDUs containing 6.21 M YEs |O

parameters selecting unsupported

Type 2 functions discarded and where

appropriate an Error Report PDU

generated?
epUnSup3 Are parameters selecting unsupported 6.21 M ‘ ~ YES|O

Type 3 functions ignored? ’
Definition of [conditional status entries:
cl:  eQOSNi-s OR eCong-s

. ¢2:  eQOSNI-r OR eCong-r
A.6.5 Timers
Item Timer Reference Status Values Support Values supported
cLifReas Is reassembly timer <= received 6.8 M ves [
derived PDU lifetime?
eReasLim | What values of the reassembly 6.8 500 ms
timer are supported? : , to
127.5s
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A7 Intermediate systems

AJ7.1  Applicability

The PICS proforma items in A.7 are applicable only to intermediate system implementations; i.e. those in which item IS
in A5 is supported. The items in A.7.4.3 are applicable only to intermediate system implementations that support the
echo request function; i.e. those in which item eEreq in A.7.2 is supported. The items in A.7.4.4 are applicable only to
intermediate system implementations that support the echo response function; i.e. those in which item eErsp in A.7.2 is
supported.

A.7.2  Supported functions

Item : Function Reference Status Support
iPDUC PDU composition _ 6.1 M YES []
iHDUD PDU decomposition ‘ 6.2 M YES |
iHFA Header format analysis 6.3 M YES [J
iHDUL <s>PDU lifetime control . 6.4 M YES [
iRout Route PDU , 6.5 M YES [
iHorw Forward PDU 6.6 M YES [J
iSegm Segment PDU 6.7 iDSNS:M WA O YES[
iReas Reassemble PDU 6.8 iErsp:M NnA D YES O ,
AiErspQ NnNAO YEsd No[
iisc Discard PDU : 6.9 M YES [
iBrep Error reporting 6.10 M YES [J
iHdec <s> Header error detection 6.11 M YES 1
* iSecu <s> Security 6.13 o) YES[O n~No[O
*iJRR <s> Complete route recording 6.15 0 YES 1 nNo ([
* ifRR <s> Partial route recording 6.15 o} YES [ No[J
* iSR Complete source routeing 6/14 o CYESP NoO
* ifSR Partial source routeing 6.14 o YyEsI nwNo(
* iBri <s> Priority 6.17 o} YES O n~No [
* iQOSM <s> QOS maintenance 6.16 0 YES [ No [
* iJong <s> Congestion notification 6.18 0 YES [ No [
iHadd <s> Padding 6.12 M YES [
iBreq Echo request 6.19 o YES [J No [J
* iBrsp Echo response 6.20 (o} YES{J] nNo O
iSegS Create segments smaller than necessary 6.8 (8] YES [J No O
iDSNS Simuitanepus support of subnetworks Table 9 (0] YEs 0 No O
with different SN-Userdata sizes Note 3
A.7.3| Supported PDUs
Trem NPDU Reference Status Support
iDT-t DT (full protocol) transmit 7.7 M YES [J
iDT-r DT (full protocol) receive 7.7 M YES O
iDTNS-t DT (non-segmenting) transmit 7.7 M YES [
iDTNS-r DT (non-segmenting) receive 7. M YES
iER-t ER transmit 7.9 M YES []
iER-r ER receive 79 M YES OO
iERQ-t ERQ transmit 7.10 iEreq:M Na O YES [
iERQ-r ERQ receive 7.10 M v YES J
iERP-t ERP transmit 7.11 iErsp:M N/A [ YES [J]
iERP-r ERP receive 7.11 M . YES O
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ISO/IEC 84731 : 1994.(E)
A.74  Supported parameters

A.7.4.1 DT parameters

Item - Parameter : Reference Status Support
idFxPt-s <s> Fixed part 72 M ves [l
idFxPt-t <r> Fixed part 72 M ves [
idAddr-s <s> Addresses 73 M ves L]
idAddr-r <r> Addresses 7.3 M ves O
idSeg-s ZT>-Segmentationpart 24 M YES
idSeg-r <r> Segmentation part 74 M | ves ]
idPadd-s | <s> Padding 752 M | | YES g
idPadd-r Nl Padding 752 M | ~yes [[1
‘ idSecu-s <s> Security 753 iSecwM | wa O yes [
idSecu-r <r> Security 7.5.3 iSecu:M na O ves [
{dCRR-s <s> Complete route recording 755 iCRR:M Na-U ves. [J
idCRR-r <r> Complete route recording | 755 iCRR:M na O ves [
idPRR-s <s> Partial route recording 7.5.5 M ves [
idPRR-r <r> Partial route recording 755 PRRM i O ves [J
idCSR-s <s> Complete source routeing 7,54 iCSR:M wva O ves [J
idCSR-1 <r> Complete source routeing | 154 iCSR:M | waO ves I
idPSR-s <s> Partial source routeing 7.54 M YES ]
idPSR-r <r> Partial source routeing 754 iPSR:M ~na O " yEs [
. ionéM-s <s> QOS maintenance 756 M YES [

idQOSM-r | <r> QOS maintenance 756 cl:M na o yEs [
idPri-s <s> Priority 75.7 M | vEs [
idPri-r <r> Priority 75.7 iPri:M A O ves [
idData-s <s>Data 7.6 M . YES D
idData-r <r> Data 7.6 M YES [l
idUnSup2 Are received PDUs containing 6.21 M vEs J

parameters selecting unsupported

Type 2 functions discarded and where

appropriate an Error Report PDU

generated?
idUnSup3 Are parametérs selecting unsupported 6.21 M ves L1

Type 3 functions ignored?
Definition of conditional status entry:
cl:  iQOSM OR iCong
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