INTERNATIONAL ISO/IEC
STANDARD 7816-9

Third edition
2017-12

Y E—

Identification cards — Integrated
circuit cards —

Part 9:
Commands for card management

Cartes d'identification — Eartes a circuit intégré —

Partie 9: Commandespour la gestion des cartes

Reference number
ISO/IEC 7816-9:2017(E)

© ISO/IEC 2017


https://iecnorm.com/api/?name=8269fe9b1f055488f9225d9aae4cc109

ISO/IEC 7816-9:2017(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2017, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

www.iso.org

ii © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=8269fe9b1f055488f9225d9aae4cc109

ISO/IEC 7816-9:2017(E)

Contents Page
FOT@WONM ... oottt iv
00T 00 X0 ) ot o (0) o VOSSOSO \ 14
1 S0P ... 1
2 NOIFINATIVE TEECI@INCES .........ooooooooeeeeeeeeeoeeeeeeeeeeeeeee oottt ettt ettt e eeeeeese e 1
3 R @ T Y o Lo B0 = 0 0 o (0] o KOOSO 1
4 Symbols and abbreviated terms... w2
5 L@ CYCL@ ...t )
51 GENETAl PLOPEITIES ..o P e
5.2 Generic life cycle status
5.3 Command-dependent life cycle status transition ... S5
5.4 Life cycle status inheritance and evaluation ... Kb
54.1 O 0 T=) ir= 1
5.4.2  General rules for life cycle status evaluation.
5.4.3 Behaviour for effective LCS.......ooooi.
6 Commands for card management............... oy e
6.1 LTS 0 U= o= oL & N
6.2 CREATE FILE COMMANd.......ccccooooooooioioioiiiiieieoeieeieercores,
6.3 DELETE COMMAN ....ooooooooeoccocceceeeoeoeoeeoeeeeeeeeeeeeeeeeeoon
6.4 DEACTIVATE COMMANM .......oooooooovvnrceere )
6.5 ACTIVATE cOmMMaN ... o
6.6 TERMINATE COMMANd.oooooooooee e S
6.7 29 200% 00N 0 20 260) 401 0 0 21 6 Lo [N
6.8 MANAGE DATA COMMANA ... NN e soeeeossses e eesssseseess e
6.9 CREATE command
6.10  TERMINATE CARD USAGE COMMAN......ooooooioiooiiioeeecooeeeeeeesesececeoooeseseseeeess st sssssssssssseeeess s
6.11  IMPORT CARD SECRET COIMHNAN ........oooooooiioioooieooeeeeeeeeeeeees e sooeeeseseeee e seeeoeoosssseeeeess e
Anne;
Anne;
Biblid

© ISO/IEC 2017 - All rights reserved iii


https://iecnorm.com/api/?name=8269fe9b1f055488f9225d9aae4cc109

ISO/IEC 7816-9:2017(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.
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ht was prepared by ISO/IEC JTC 1, Information technology, Subcommittee SC 17, Car
es for personal identification.

lition cancels and replaces the-seécond edition (ISO/IEC 7816-9:2004), which has
vised.

nges compared to the previous edition are as follows:

te ‘AE’ has been proposed for the configuration of command-dependent LCS trans
\TE command);

(generic LCS transition diagram) has been modified;

ACTIVATE,) DEACTIVATE, TERMINATE commands have been redesigned with a co

nre are

{

the [SO/IEC Directives, Part 1. In particular the different approval criteria needed for the

h the

rawn to the possibility that some of the elements of this document may be the subject of

hils of
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itions

mMmon

RB1 parameter, and existing commands have remained unchanged for legacy reasofps; 6.1
describe$ generic or legacy command options and Table 3 describes the bitmap of P1 and P2 for
legacy cdmniands and extended command (generic ones);

MANAGE DATA and DELETE DATA commands have been reserved for DO only; enquiry on DELETE DATA

usefulness has been confirmed and the command maintained but declared as likely to be deprecated

in future

revisions of this document;

dedicated subclauses have been provided addressing LCS inheritance and LCS evaluation;

with addition of a recursive table for effective LCS allotment to the child object;

generic commands for the sake of harmonization.

Alist of all parts in the ISO/IEC 7816 series can be found on the ISO website.

new terminology and rules for evaluated LCS category have been provided: directly assigned or
effective,

the command CREATE DATA has been renamed CREATE and assigned a P1 parameter borrowed from
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oduction

ISO/IEC 7816 is a series of International Standards specifying integrated circuit cards and the use of
such cards for interchange. These cards are identification cards intended for information exchange
negotiated between the outside world and the integrated circuitin the card. As a result of an information
exchange, the card delivers information (computation result, stored data) and/or modifies its content
(data storage, event memorization).

— Five parts in the series are specific to cards with galvanic contacts and three of them specify

el

ectrical interfaces.

— A
tg

1S0/11
1S0/I1
conta

I5SO/IEC /ol6-1 speciliies physical characteristics for cards with contacts.

ISO/IEC 7816-2 specifies dimensions and location of the contacts.

cards accessed by contacts and/or by radio frequency.
ISO/IEC 7816-4 specifies organization, security and‘commands for interchange.
ISO/IEC 7816-5 specifies registration of application providers.
ISO/IEC 7816-6 specifies interindustry data-elements for interchange.
ISO/IEC 7816-7 specifies commands forstructured card query language.
ISO/IEC 7816-8 specifies commands for security operations.
ISO/IEC 7816-9 specifies comimands for card management.
ISO/IEC 7816-11 specifi€s/personal verification through biometric methods.

ISO/IEC 7816-13 specifies commands for application management in a mul
environment.

ISO/IEC 7816-15 specifies cryptographic information application.
EC 10536%/all parts) specifies access by close coupling. ISO/IEC 14443 (al

Ctless cards.

ISO/IEC 7816-3 specifies electrical interface and transmission protocols forasynchjronous cards.
ISO/IEC 7816-10 specifies electrical interface and answer to reset,foy synchronous cards.
ISO/IEC 7816-12 specifies electrical interface and operating prodedures for USB dards.

1 the other parts in the series are independent from the physical interface technology. They apply

ki-application

parts) and

EC 15693/ (all parts) specify access by radio frequency. Such cards are aldo known as
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INTERNATIONAL STANDARD

ISO/IEC 7816-9:2017(E)

Identification cards — Integrated circuit cards —

Part 9:
Commands for card management

1 Sc

Cope

This d
data @
some

expire

Itisn

bject and security object. These commands cover the entire life cycle of thecard
commands are used before the card has been issued to the cardholderCor after
d. For details on record life cycle status, refer to ISO/IEC 7816-4.

t applicable to the internal implementation within the card and/orthe’outside worl

2 Normative references

The fq

llowing documents are referred to in the text in such a-way that some or all of

ocument specifies interindustry commands for card, file and other structure ma:Ilagement, ie.

ind therefore
the card has

their content

constitutes requirements of this document. For dated refeténces, only the edition cited applies. For

undat

1SO/IH
comm

3 T

bd references, the latest edition of the referenced decument (including any amendm

C 7816-4:2013, Identification cards — Integrated circuit cards — Part 4: Organizatior
nnds for interchange

brms and definitions

For the purposes of this document, the following terms and definitions apply.

[SO ar
— IH
— IS
3.1

objec

struct

3.2
secur

d IEC maintain terminological databases for use in standardization at the following]

C Electropedia: availableat http://www.electropedia.org/

0 Online browsingplatform: available at https://www.iso.org/obp

[
ure (according to ISO/IEC 7816-4) or security object (3.3)

ents) applies.

, security and

addresses:

enessaging

set of

€ans for cryptograpiic protection of (parts of j command-TeSponse pairs

[SOURCE: ISO/IEC 7816-4:2013, 3.50]

3.3
secur

ity object

standalone object (3.1) nested in an EF, a record, a data object, a DataString or a combination thereof
that endorses security handling according to ISO/IEC 7816-4
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4 Symbols and abbreviated terms

AID
AMF
AT
CCT
CLA

application identifier

access mode field

control reference template for authentication

control reference template for cryptographic checksum

class byte

CP
CPDO
CRT
DF

DO
DST
EF
EF.ATR/INFQ
FCP
FID
GAKP
ICC
IFD
INS

L. field
Le field
LCS
MF

control parameter

control parameter data object (bearing the tag ‘62’)

control reference template

dedicated file

BER-TLV data object

control reference template for digital signature

elementary file

Answer-to-Reset file or Information file

file control parameter

file identifier

GENERATE ASYMMETRIC KEY-PAIR command

integrated circuit card

interface device

instruction byte

length fieldfor coding the number of bytes in the command data field
length'field for coding maximum number of bytes expected in the response dat
lifeCycle status

master file

a field

RFU
SE

SEID

number of bytes in the command data field

maximum number of bytes expected in the response data field
object identifier

parameter bytes

reserved for future use by ISO/IEC JTC 1/SC 17

security environment

security environment identifier

© ISO/IEC 2017 - All rights reserved
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SCB security condition byte

SM secure messaging

SPT security parameter template (using DO‘AD’ under DO‘62’)

SW1-SW2 status bytes

TLV tag, length, value

VA validity area

5 Life cycle

5.1 [General properties

A life gycle status (see coding in ISO/IEC 7816-4:2013, 7.4.10) may be asso¢jated with any
card gnd with the card itself. The card shall use the life cycle status in combination w

secur]Ly attributes when present and applicable, unless defined gtherwise by the a

deter
status
attrib

of

In add
cycle

Cr

(e
it

ine whether an operation on an object is in accordance withva security policy.
determines the use of objects when the card supports life cycle status depen
ites according to the following rules.

an object is in creation state, then no security attribute shall apply unless otherwisg
an object is in initialization state, then any secuFrity attribute specific to this state m

an object is in operational state, then any\associated security attribute specific
all apply.

An objectis in termination state, thenthe value of the object shall notbe accessed unles
herwise by its associated security attributes, e.g. it can be deleted.

ition to the behaviour described above, distinguishing characteristics for primary
re defined as follows.

eation state — an object’is newly created (e.g. by CREATE or CREATE FILE command]
g. UPDATE DATA, PUT\DATA commands) to an existing object. These operations may f
bm with its controlparameters and may provision it with data elements.

itialization state — a newly created object or an existing objectin creation state may
e objectisifiot active but selectable and may be provisioned with data.

berational state comprisestwosecondarystates: operationalactivatedand operationa

object in the
th additional
bplication, to
[he life cycle
lent security

e specified.

ay apply.
to this state

sdetermined

states of life

or appended
it the created

be initialized.

I deactivated.

hén actlvated the ob]ect and its contents may be accessed according to 1ts securi

y attributes.
tionality but

selectable and the access to its Content depends on the appllcatlon From these states, the object can
be terminated.

Termination state — the object is logically reduced with restricted capabilities or functionality but

selectable. The only applicable command is for object deletion unless determined otherwise by the
application. Upon selection of a selectable terminated object, the warning status SW1-SW2 = ‘6285’
shall be returned; otherwise, i.e. not selectable object, an error code shall be returned. Further
possible actions are not defined in ISO/IEC 7816 (all parts).

the card shall reject the SELECT command.

Card Termination state — after a successful completion of the TERMINATE CARD USAGE command,

After creation, the object is either in creation state or in initialization state or operational (activated
or deactivated) state. Transitions between primary life cycle statuses are irreversible and occur only
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from creation to termination. In addition, the application may define secondary life cycle status: each
primary state may have reversible secondary states. Changes are controlled by the card and may be
performed in a pre-defined order, reflecting reversible or irreversible changes in states. Commands
that may be used for initiating a life cycle status transition for either card and file management or for
data object or further object management are listed in Table 1.

Commands may set the value of the life cycle status when they execute. However, the card shall maintain
the integrity of this value in accordance with this document.

For all the life cycle status above, their supported transitions are described in a generic diagram
applying to all objects (see Figure 1). For further transition alternatives that may be applied to all
objects, see 5.3 for command-dependent LCS transitions. Other commands applicable to the objects in
these states, [ncluding for the discoverability of their related state, are determined by the applicaltion.

Examples of life cycle status handling are provided for information on Annex B.

5.2 Generjc life cycle status

Figure 1 proyides a generic representation of life cycle status and transitions applying to fileg, data
objects or anmy further object of which the card management is according-to this document. The
transitions o Figure 1 are performed upon successful completion of card ntanagement commands that
are listed in Table 1. The condition of execution of those commands is according to ISO/IEC 7816-4.

Generi¢ diagram for life cycle management = Diagram 1

Creation
with ]
LCS='05' or '07f Deletio

Creation Generic diagfam for life

‘Terminatic
State cycle state -
i . ) Diagram 2
Activation i Deletio

Termination:

Creation
with
LCS='01" Any sthte o

Diagrpm 1

L

. i ——Deactivation oo .
Oh]?‘:t_ not Initialization Deactivation Activation Termination Deletion—>i Ob]gct_ not
existing P ] State existing I
| -Activatio l Card terrpination

Creation
with
LCS='03"

Operational
State Termination

Deactivation (deactivated)
Deletio
Initialization Terminatio
\ Deletio
Creation
with

LCS="04" or '06’

ination|

:
3
5

Figure 1 — Generic diagram for life cycle status

NOTE ISO/IEC 7816-4 allows proprietary values for life cycle status that are addressed by this document.
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Table 1 — Commands entailing explicit life cycle status transition

Transition Object
From To File Other objects
Creation state CREATE FILE CREATE
Initialization state |CREATE FILE CREATE
Proprietary commanda Proprietary commanda
Object not Ope_ratlonal state |CREATE FILE CREATE
existing (activated)
Operational state |CREATE FILE CREATE
(deactivated)
Card termination |TERMINATE CARD USAGE TERMINATE CARD USA(GE
state
Operational state |ACTIVATE (FILE) ACTIVATED
(activated) MANAGE DATA
Operational state |DEACTIVATE (FILE) DEACTIVATED
(deactivated) MANAGE DATA
Initialization state |Proprietary commanda MANAGE DATA
. Rroprietary commanda
Creafion state —
Termination state |TERMINATE EF TERMINATED
TERMINATE (DF) MANAGE DATA
Object not existing |DELETE (FILE) DELETEDb
DELETE DATA
Card termination |TERMINATE CARD‘USAGE TERMINATE CARD USA(GE
state
Operational state  |ACTIVATE (FILE) ACTIVATED
(activated) MANAGE DATA
Operational state  |DEACTIVATE (FILE) DEACTIVATED
(deactivated) MANAGE DATA
Initiplization |Termination state |TERMINATE EF TERMINATED
State TERMINATE (DF) MANAGE DATA
Object not existing” | DELETE (FILE) DELETED
DELETE DATA
Card termination |TERMINATE CARD USAGE TERMINATE CARD USA(GE
state
Operational state |DEACTIVATE (FILE) MANAGE DATA
(deactivated) DEACTIVATED
. Termination state |TERMINATE EF TERMINATED
Opertattlonal TERMINATE (DF) MANAGE DATA
state
(activated) Object not existing |DELETE (FILE) DELETEDb
DELETE DATA
Card termination |TERMINATE CARD USAGE TERMINATE CARD USAGE
state

a  Forlegacy reasons, proprietary commands can be used for this transition.

b Transition applicable to objects other than files referenced as described in 6.1.

© ISO/IEC 2017 - All rights reserved
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Table 1 (continued)

Transition Object
From To File Other objects
Operational state  |ACTIVATE (FILE) MANAGE DATA
(activated) ACTIVATED
. Termination state |TERMINATE EF TERMINATED
Opertattlonal TERMINATE (DF) MANAGE DATA
state - —
(deactivated) Object not existing |DELETE( FILE) DELETED
DELETE DATA
Card termination [ TERMINATE CARD USAGE TERMINATE CARD USAGE
state
Object not existing |DELETE (FILE) DELETED
Terminatioh DELETE DATA
state Card termination |TERMINATE CARD USAGE TERMINATE CARD USAGE
state
a  Forlegacy feasons, proprietary commands can be used for this transition.
b Transitionfpplicable to objects other than files referenced as described in 6.1.
5.3 Commland-dependent life cycle status transition

A command-
according to

The security
PAIR, RESET §

LCS transitia
other comm4
functionality

In the last st¢
to check for t

To be applica

for an ex
transitio

the comn

dependent LCS transition for an object is an LCS, transition triggered by a con
the execution rules applicable for the object.

PETRY COUNTER and CHANGE REFERENCE DATAjyand commands initiating the modifi
of the current template contents as PUT/PUT NEXT/UPDATE DATA may have a command-depg

handling or operation commands GENERAL AUTHENTICATE, GENERATE ASYMMETR

n effect of initiating an LCS transition: Unlike the rest of the transitions initiat
nds and that are said explicit (see .Table 1), these transitions are provided as of

p of command processing onte:an object featuring CP, the assigned CP shall be eva
he requirement to perform@,command-dependent LCS transition.

ble, command-dependent’L.CS transition functionality shall conform to the following

sting object, all transitions from Figure 1 could be triggered by a command-depende
1,

hand-dependent LCS transition applicable for the object shall be executed after sucd

executio

4:2013, Table 59;

ofthe dommand, i.e. the response trailer indicates “normal processing” (see ISO/IEC

mand

C KEY
cation
ndent
ed by
tional

uated

rules:

ht LCS

essful
7816-

mand

such a trphsition shall be declared during object creation phase with the use of CREATE con

only; the use of any other command to achieve the same goal is out of scope of this document;

the payload of CREATE shall contain within CP template (DO‘62’) a data object ‘AE’ nesting one

or more context-specific configuration DO‘A1’, each of which features a value field describing the
conditions for a command-dependent LCS transition and is comprised of:

— an LCS DO‘8A’ according to ISO/IEC 7816-4:2013, Table 14 denoting the starting LCS for the
transition;

one or more access mode DO from ‘81" to ‘8F’ according to ISO/IEC 7816-4:2013, Tables 31 and

32, optionally followed by security condition data objects according to ISO/IEC 7816-4:2013,
Table 33; access mode and security condition compose an access rule; the LCS transition occurs
if and only if this access rule is fulfilled;

— an LCS DO‘BA’ denoting the targeted LCS for the transition.

© ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=8269fe9b1f055488f9225d9aae4cc109

ISO/IEC 7816-9:2017(E)

Whenever it occurs under CREATE (INS code ‘E1’), the template ‘AE’ nested in CP DO‘62’ is meant for
command-dependent transition configuration. See DO‘AE’ application examples in Annex A.

5.4 Life cycle status inheritance and evaluation

5.4.1 General

This subclause describes the general rules for life cycle status inheritance and evaluation applicable to
objects.

Life cycle status are defined herein either as directly assigned LCS or effective LCS.

The li
— di

e cycle status of a file, a data object or a further object is said to be

rectly assigned LCS when it is configured in the object’s CP as the explicit value of DI0‘8A’, or

— efffective LCS when it results from the evaluation rules set in Table 2 (see 54.2) and ifjderives from

th

The ef
those

e effective life cycle status of its parent structure.

fective LCS of an object shall match one among the LCSs of LCS-dependent security pttributes for
attributes to be applicable; as a general rule, for LCS-dependentisecurity attributes

the effective

LCS shall apply (see ISO/IEC 7816-4:2013, 7.4.12.2). As a general pule, a command can lpe performed

only if

5.4.2

Table
itisa
of tim
effect

General rules for life cycle status evaluation

Table 2 — Evaluation matrix for effective LCS of Child in a hierarchy

the security status satisfies the security attributes defined’for the function.

2 reads as follows: when a child’s directly assigned LCS valuates to a row’s value
signed the effective LCS as read at the intersection with its parent’s effective LCS
e, before an evaluation is made, the child &:CS subject to evaluation is either directly assigned or
ve, i.e. resulting from a previous evaluation.

from Table 2,
At any point

Effective LCS of Parent structure

Creationstate |Initialization |Operational Operational Té¢rmination
state state state stfate
(activated) (deactivated)

Creation state|Creation state |Creation state |Creation state |Operational Te¢rmination
state stfate
deactivated

Initialization |Creation state |Initialization Initialization Operational Términation

state or state state state stfate

Initialization (deactivated)
state
Direetly—Operational—Creationstate—Initializatien—Operational Operational Termination
assigned |state or Operational |state or state state state
LCS of |(activated) state Operational (activated) (deactivated)
Child (activated) state
object (activated)

Operational |Creation state [Initialization |Operational Operational Termination

state or Operational |state or state state state

(deactivated) |state Operational (deactivated) |(deactivated)

(deactivated) |state
(deactivated)
Termination [Out of scope Out of scope Termination Termination Termination
state state state state
© ISO/IEC 2017 - All rights reserved 7
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The following principles are consistent with evaluation rules from Table 2.

5.4.3 Behaviour for effective LCS

When derived effective LCS, i.e.resulting from the evaluation according to Table 2 matrix, is different
from directly assigned LCS, the updating of directly assigned LCS is not required.

When requested, the LCS DO‘8A’ (included in CP DO) that is returned shall be the directly
assigned one.

As LCSDO‘8A’ (included in CP DO) is optional, if an object does not have a directly assigned LCS, then
the default value Operational state (activated) is used during the calculation of the effective LCS; see
ISO/IEC 7816-4:2013, 7.4.10.

If a Chlld oDIe 5 e
with its ¢ffective LCS in
either refurn

CTr 0y d ) Cio. ougIT SELECT, GET DATA O GET ATTRIBUTE and,
Operational state (deactivated) or terminated state, the applicatiofn shall

— checking or execution error status bytes, or

— awafning processing, for example, SW1-SW2=6200’ or ‘6283’ or ‘6285’ 016287’, even though
the spcurity attributes of the object aforementioned are assigned an ALWAYS security congdition.

Once its effedtive LCS is evaluated, a child object is allowed the entire set of transitions determirled for
this resulting LCS as described in Figure 1; if the CP of this child objéct includes command-depgndent
LCS transitiop indicator DO‘AE’ (see 5.3), some transition(s) may be forbidden for its effective LCS or

controlled by|security rules.

6

6.1 General

Commdnds for card management

It shall not bg mandatory for all cards complying with this document to support all those commahds or

all the optionfs of a supported command.

The commands can be performed only if the security status satisfies the security attributes for the

command.
For each command, a non-exhaustive list of status bytes is provided (see also ISO/IEC 7816-4).

When using 1 parameters from Table 3:

bit b5 ang bit b6.set to 0, the commands for deletion, activation, deactivation and termination work
on files;

bit b5 setltoI’and bith6 setto 0, the commands for deletion, activation, deactivation and termihation
work on passwords;

bit b5 setto 0 and bitb6 set to 1, the commands for deletion, activation, deactivation and termination
work on keys;

bit b5 and bit b6 set to 1, the commands for deletion, activation, deactivation and termination work
on any other structure.

For parameter P2 values, see Table 3.

© ISO/IEC 2017 - All rights reserved
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Table 3 — Coding of P1 in DELETE, ACTIVATE, DEACTIVATE, TERMINATE commands

b8 | b7 | b6 | b5 (b4 | b3 | b2 | bl Meaning Command data field
0] 0|0]O0]| x| x| x| x |Fileoperations (EF or DF) P2=00"
olololololololo Ezlazr)get file is the most recently selected file (EF or |Absent
0|0]0[0)]0|O0]| 0] 1 |TargetDFunderthecurrentDF FID indicating DF
0[0]0[0]0|O0]| 1] 0 |TargetEF under the current DF FID indicating EF
0[0|0|0f|O0]| 1|0/ 0 [TargetDFbyDFname Full DF name
olololol1lololo Target file indicated with path from the MF E’ath }A/lthqut the MF
fitetdemtifier
Target file indicated with path from the current DF | Pathwithout the cur-
ofpjojoj1(0j0{|1 o o
rentDF flile identifier
0 0 x | x | x | x |Password operations
0 0 0| 0| 0| O [Password reference in P2 Absent
olblol1lololol1 Further DO in command data field, P2='00 Further DO with pass-
word reference
0 10| x| x| x| x |Keyoperations
0 1101 0]| 0| 0] 0 [Keyreferencein P2 Absent
olblilolololol1 Further DO in command data.field, P2='00 Further PO with key
reference
0| P|1|]1|x| x| x| x |[Otherstructure operations
0 ol11110lololo Stru(ftul:e reference 14 P2, or current structure Absent
(P2=00")
olbli1l1lololol1 Further DO incommand data field, P2="00 Further PO with other
structur reference
a  PZ='0C’ may be used for legacy reasons.

6.2 |CREATE FILE command

The CREATE FILE command (seéTable 4) initiates the creation of a file (DF or EF) placed
under|the current DF. The command may allocate memory to the file it creates. The create
set aslthe current file, unless otherwise specified. MF generation is out of scope of this con

When|a short EF identifier is given that already exists in the current DF, the behaviour of t

defindd in this document.

immediately
d file shall be
hmand.

he card is not

The cpmmand-can be performed only if the security status satisfies the security attriputes for the
current DF.

The filedescriptor byte is mandatory. It indicates whether a DF or an EF is to be created.

— Ifa DF is created, then a DF name and/or a file identifier shall be specified.

— Ifan EF is created, then a file identifier and/or a short EF identifier shall be specified.
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Table 4 — CREATE FILE command-response pair

CLA As defined in ISO/IEC 7816-4:2013, 5.4.1

INS ‘E0’

P1-P2 ‘0000’ File identifier and file parameters, i.e. file descriptor byte, encoded in the command data
field
P1 not equal to ‘00: File descriptor byte as defined in ISO/IEC 7816-4:2013, Table 11
P2 short EF identifier on bits b8 to b4; bits b3 to b1l proprietary

L field Absent for encoding N.2 = 0, present for encoding N¢ > 0

Data field FCP template (DO‘62") and possible further DO, or absent

Le field Ahsent for encoding N = 0

Data field Absent

SW1-SW2 See ISO/IEC 7816-4:2013, Tables 5 and 6 where relevant, e.g. ‘6982’, ‘6A84’, ‘6A86Y6A89’, ‘pABA’

a  Ifnumber N, is zero, then the file control parameters of the created file are out of scope of this dectment.

6.3 DELETE command

The DELETE ¢
object is a DK
deleted objec
following rul
is deleted wh
without pare

The deletion
of this docum

NOTE1 DE]
functionality i

ommand (see Table 5) initiates the deletion of a referencedrobject. In case the refer

it is deleted with its complete sub-tree. After successful ¢omipletion of this comma
t can no longer be selected, referenced or used. If a file is referenced by this comma
b applies in general: if the current file is deleted, its parent becomes the current file.
lich is not the current file, the current file may remain the same. Current DF deletion
ht is out of scope of this document.

bf the object may additionally depend on thelebject LCS. The deletion of MF is out of]
ent.

ETE DATA command with INS="EE’ was*reserved by ISO/IEC 7816-4; however, the co
5 fulfilled by generic DELETE command.,

}f afile

enced
d, the
d, the

for DF

scope

mplete

NOTE 2  Sed6.1 for generic or legacy command-options.
Table 5(— ' DELETE command-response pair
CLA As defined in ISO/IEC\7816-4:2013, 5.4.1
INS ‘E4
P1-P2 See Table 3,.other value is RFU
L. field Absent for€ncoding N = 0, present for encoding N¢ > 0
Data field See Table'3
Le field Absent for encoding Ne = 0
Data field Absent
SW1-SW2 See ISO/IEC 7816-4:2013, Tables 5 and 6 where relevant, e.g. ‘9000’, ‘6982’, ‘6985’

6.4 DEACTIVATE command

The DEACTIVATE command (see Table 6) initiates the transition to the Operational state (deactivated)
of an object referenced by P1, P2 or by further information in command data field, according to Table 3.
When applied to a deactivated file, the SELECT command will select the file and return SW1-SW2 = ‘6283’

as a warning

processing status for selected file deactivated.

The command shall only apply to the referenced object (see Table 3).

10
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The successful execution of the command shall not change the VA.

NOTE See 6.1 for generic or legacy command options.
Table 6 — DEACTIVATE command-response pair
CLA As defined in ISO/IEC 7816-4:2013, 5.4.1
INS ‘04’
P1-P2 See Table 3, other value is RFU
L. field Absent for encoding N¢ = 0, present for encoding N¢ > 0
Data field See Tahle 3
Le field Absent for encoding Ne = 0
Data fiield Absent
SW1-§W2 See ISO/IEC 7816-4:2013, Tables 5 and 6 where relevant, e.g. ‘6982’, {6A80’

6.5
The A

ACTIVATE command

CTIVATE command (see Table 7) initiates the transition to the,Operational state (ac

objectreferenced by P1, P2 or by further information in command data field, according to

The syccessful execution of the command shall not change the VA.

fivated) of an
Table 3.

NOTE See 6.1 for generic or legacy command options.
Table 7 — ACTIVATE command-response pair
CLA As defined in ISO/IEC 7816-4:2013,5.4.1
INS ‘44
P1-P2 See Table 3, other value is REU
L. field Absent for encoding N =\0; present for encoding N¢ > 0
Data fiield See Table 3
L field Absent for encoding Ne =0
Data flield Absent
SW1-§W2 See ISO/IEC 7816-4:2013, Tables 5 and 6 where relevant, e.g. ‘6400’, ‘6982’
6.6 |TERMINATE command
The TERMINATE command (see Table 8) initiates the irreversible transition to the terminfation state of
an objeetreferenced-by PP 2-or-byfurtherinformationin-datafieldaccordingtoTableB. In case of a

terminated DF, the DF shall be selectable and if selected, the warning status SW1-SW2 = ‘6285’ (selected
file in termination state) shall be returned. Further possible actions are not defined in ISO/IEC 7816
(all parts).

The successful execution of the command shall not change the VA.

NOTE 1

NOTE 2  See 6.1 for generic or legacy command options.

© ISO/IEC 2017 - All rights reserved

The intent of DF termination is generally to make the application unusable by the cardholder.

11


https://iecnorm.com/api/?name=8269fe9b1f055488f9225d9aae4cc109

ISO/IEC 7816-9:2017(E)

Table 8 — TERMINATE command-response pair

CLA As defined in ISO/IEC 7816-4:2013, 5.4.1

INS ‘E6’

P1-P2 See Table 3, other value is RFU

L. field Absent for encoding N = 0, present for encoding N¢ > 0

Data field See Table 3

Le field Absent for encoding Ne =0

Data field Absent

SW1-SW2 See ISO/IEC 7816-4:2013, Tables 5 and 6 where relevant, e.g. ‘6982’, ‘6985’

6.7 TERMINATE EF command

The TERMINATE EF command (see Table 9) initiates the irreversible transition to thé.termination state

of an EF referfenced by P1, P2 or by further information in command data field, according to Tablg 3.
The successfiil execution of the command shall not change the VA.
Table 9 — TERMINATE EF command-response)pair

CLA As defined in ISO/IEC 7816-4:2013, 5.4.1

INS ‘E8’

P1-P2 See Table 3, other value is RFU

L. field Absent for encoding N¢ = 0, present for encoding\N¢ > 0

Data field See Table 3

Le field Absent for encoding Ne = 0

Data field Absent

SW1-SW2 See ISO/IEC 7816-4:2013, Tables 5 and 6 where relevant, e.g. ‘6982’, ‘6985’

6.8 MANAGE DATA command

The MANAGE|DATA command. (sée Table 10) initiates LCS transition of the indicated DO according to
direction indjcated in Figure.1. P2 indicates the target LCS for the transition. Coding of P1 is thd same
as that of SELECT DATA command (see ISO/IEC 7816-4). Command data field is either absent or feftures
the general r¢ference DO60’ (see ISO/IEC 7816-4). For MANAGE DATA command, DO‘60’ includes dne DO
only such as fag list:DO‘5C’, extended header DO4D’ or DO‘5F61’. If several DOs correspond to general
reference DO[s indication, P1="01" to ‘EF’ denotes occurrence number of target DO.
— If severaHmnstancesofa BO-fitthetat sct dcﬂuitiuu, Pi=——00—to-EF—denotesoccturrercenumber of

instance and allows for successive management of all instances.

— When executed with empty command data field, MANAGE DATA does not select the DO to be managed,
i.e. it does not modify the current VA; when selecting the DO, the effect of this command on the
current VA is according to ISO/IEC 7816-4.

12
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Table 10 — MANAGE DATA command-response pair

CLA As defined in ISO/IEC 7816-4:2013, 5.4.1
INS ‘CF
‘00’ to ‘EF’ for occurrence number of instance (numbered in Data Field)
P1 ‘FO’ parent of curConstructedDO if it exists.
>‘F0’ RFU
P2 See Table 11
L field Absent for encoding N = 0, present for encoding N¢ > 0
Data field [Ahsent or general reference DQ'6Q" (see ISQ/IEC 7816-4:2013, Tahle 86)
Le field Absent for encoding Ne = 0
Data flield |Absent
SW1-9W2 See ISO/IEC 7816-4:2013, Table 5 and Table 6 where relevant, e.g. ‘620206280, ‘6281’, ‘6700’,

‘6987’, '6982’, ‘6985, ‘6A81’, ‘6A88’ (DOs not found, i.e. referenced datatiot found)

6.9 |CREATE command

Table 11 — Coding of P2 in MANAGE DATA command

Value Meaning
‘03’ Initialize DQ
‘04’ Deactivate-DO
‘05’ Activate’'DO
‘oc’ Tetrtinate DO

The CREATE command (see Table 12) genérates a new object in the logical context d¢fined by the
objectrelated VA references. The command data field may comprise a CP DO‘62’ including a command-
dependent LCS transition indicator RO'AE’ (see 5.3), along with further DO. The created gbject shall be

set as[the current object unless otherwise specified.

Table 12 — CREATE command-response pair

CLA As defined i ISO/IEC 7816-4:2013, 5.4.1

INS ‘E1a

P1-P2 See Table 13

L field Present for coding N¢ > 0

Data fiield CP DO‘62’ when needed, optionally including command-dependent LCS management template
DO‘AE’ (see 5.3) and/or further DO

Le field Absent

Data field |Absent

SW1-SW2 |See ISO/IEC 7816-4:2013, Table 5 and Table 6 where relevant, e.g. ‘69871’, ‘6982’, ‘6986’, ‘6A82’, ‘6A83’

a  The INS code of this command is not defined in ISO/IEC 7816-4.
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Table 13 — Coding of P1 for generic CREATE command

b8 | b7 (b6 | b5 | b4 | b3 | b2 | bl Meaning
olololololololo E?;;%?é;gg;?;%zmation given, creation of an object
0| 0 | 0| x |Creation of a password
0|{0[0|1|O0] 0] O/ O |PasswordreferenceinP2
0| 0| 0|1 |P2=00,further DO in command data field
0| 0| 0| x |Creation ofakey
00|10 |0] 0] O0/|O0 |KeyreferenceinP2
0| 0| 0|1 |P2=00,further DO in command data field
0l|0[1|1|0] 0] 0| x |Creation of other structures
0| 0| 0 | O |Structure reference in P2
0| 0| 0|1 |P2=00 further reference DO in command data.field
Anly other value is RFU.

6.10 TERMI

The TERMINA

NATE CARD USAGE command

TE CARD USAGE command (see Table 14) initiates the iryeversible transition of th

into the termjination state. Use of this command gives an implicit selection of the MF.

For cards sup

NOTE Thsg

porting this command, the termination state should/be indicated in the Answer-to-I

intent of terminating card usage is to make the carddinusable by the cardholder.

Table 14 — TERMINATE CARD USAGE command-response pair

b card

Reset.

CLA As defined in ISO/IEC 7816-4:2013, 5.4.1

INS ‘FE’

P1-P2 ‘0000’

L field Absent for encoding N = 0

Data field Absent

Le field Absent for encoding Ne = 0

Data field Absent

SW1-SW2 See ISO/IE€7816-4:2013, Tables 5 and 6 where relevant, e.g. ‘6982’, ‘6985’

6.11 IMPORT CARD SECRET command

The IMPORT ¢ARD SECRET command (see Table 15) initiates the import of card secret data relatéd to a

key or password or biometric reference object placed under the current DF.

The relevant security object is referred by P1, P2 or by further information in the data field, according
Table 3. The card secret data are transmitted using a DO or template depending on the type of the card

secret data.

The command can be performed only if the security status satisfies the security attributes for the
security object.

14
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Table 15 — IMPORT CARD SECRET command-response pair

CLA As defined in ISO/IEC 7816-4:2013, 5.4.1
INS ‘48'a

P1-P2 See Table 3, other value is RFU

L field Present for encoding N¢ > 0

Data field DO with reference to the security object according Table 3 (conditional), followed by a data
object transmitting the secret data.

‘5F48’ or ‘7F48’: private key
‘5F49’ or ‘7F49’: public key
‘53’ or ‘73" secret key

‘53": password reference data
‘5F2E’ or ‘7F2E’: biometric reference data

‘7F61 or ‘7F60": biometric information template(s)
Le field Absent for encoding Ne = 0

Data flield Absent

SW1-§W2 See ISO/IEC 7816-4:2013, Table 5 and Table 6 where releyant, e.g. ‘6982, ‘6A80’, ‘6488’
a2 THe INS code of this command is not defined in ISO/IEC 7816-4.
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Annex A
(informative)

Command-dependent LCS transition examples

A.1 General

The combina
examples.

A.2 Exam
The newly ¢

Operational s

GENERAL AUT
renewed thrq

the activation of this key object with ACTIVATE command to allow its,use-by the cardholder.

A.3 Exam

Once an obje
by provisioni
successful ex

A.4 Exam

Every time th
REFERENCE D
itself, is dead
employed to1
an ACTIVATE

A.5 Exam

Once an obje
Operational
ASYMMETRIC

Lion allowed by DO‘AE’ may achieve a variety of use cases as described in the foll

ple of key generation or update

reated object’s LCS may be respectively changed into Operational\ state (activat

HENTICATE command, e.g. an object hosting a key is deactivated’every time its con
ugh GENERATE ASYMMETRIC KEY PAIR command, then an.administrator has to aut

ple of provision of content

Ct is created with its LCS set at Creation statejthis LCS may transit to initializatio
Ing its content, e.g. by nesting further data orby generating DO of further generatior
bcution of PUT DATA, PUT NEXT DATA Or UPDATE DATA command.

ple of a password administration

e value of a password/PIN oy it$ attribute of authorized tries is changed (e.g. with cI
ATA Or RESET RETRY COUNTER), the object hosting this password/PIN, or the passwor
tivated, i.e. its LCS becomes Operational state (deactivated), e.g. this process 1
equire from an administrator to confirm the authorization of use to the cardholder,
fommand.

ple of key initialization

ct is ereated and its LCS set at either Creation state, Operational state (activat
taté (deactivated), this LCS may transit upon successful execution of either GEN

KEYPAIR Oor GENERAL AUTHENTICATE command, e.g. an object intended to host a ke

tate (deactivated) upon successful execution of either GENERATE ASYMMETRIC KEY H

pwing

pd) or
AIR OT
fent is
horize

state
| upon

HANGE
d/PIN
ay be
e.g. by

bd) or
ERATE
y pair

is created as an empty container, and once provisioned with keys through GENERATE ASYMMETRIC KEY
PAIR, its LCS moves from its Creation state to its Initialization state.

A.6 Example of digital signature control

An ICC featuring digital signature functionality may be set up by an administrator with a password
object and assigned attributes but no content (i.e. no password value set) and LCS state Operational
state (deactivated). A user applies the CHANGE REFERENCE DATA command according to the access rules
to set an initial password value. The command triggers the LCS transition of the password object into

Operational s
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tate (activated), which saves the user one command.
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