INTERNATIONAL ISO/IEC
STANDARD 7816-9

First edition
2000-09-01

Identification cards — Integrated cirncuit(s)
cards with contacts —

Part 9:
Additional interindustry commands|and
security attributes

Cartes d'identification <~ Cartes a circuit(s) intégré(s) a contagts —

Partie 9: Commandes'intersectorielles additionnelles et attriblits de
sécurité

Reference number
ISO/IEC 7816-9:2000(E)

SRR\
i ° © ISO/IEC 2000



https://iecnorm.com/api/?name=a06c489cdd0588c867704fd73cc14ad0

ISO/IEC 7816-9:2000(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but shall not
be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In downloading this
file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat accepts no liability in this
area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation parameters
were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In the unlikely event
that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© |ISO/IEC 2000

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means, electronic
or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or ISO's member body
in the country of the requester.

1SO copyright office

Case postale 56 « CH-1211 Geneva 20

Tel. +412274901 11

Fax +41 22 749 09 47

E-mail copyright@iso.ch

Web www.iso.ch
Printed in Switzerland

ii © ISO/IEC 2000 — All rights reserved


https://iecnorm.com/api/?name=a06c489cdd0588c867704fd73cc14ad0

ISO/IEC 7816-9:2000(E)

Contents Page
o 1= 1o oo S %
1 1Yo 0] o1 TS USSP 1
2 o] 0= LA I =] =T = o = OSSR 1
3 IC=TST= g o B0 1= 11 o LT oY o =PSRRI 1
4 SyDOTS (@Nd @abDDTeVIATEA TEIMIS) ... i i i iieeeee i e s nrnreereeesaasenrnneeereeesesaannnneeeeeeesenaennnegmne eeersreeeeeeesnnnnns 2
5 Filg CONLrol PAramMeters .. ...ooo it e (e 3
6 Lif@ CYCIE STALUS ..iiieiiii ettt e e e e s enbee e e Te s fenree e 4
6.1 DefiNition @nd PUIPOSE ....eiiiiiiiiiie ittt e e snnee e s pnde s neeeenreee s 4
6.2 PriNCIPIES Of USE oottty s s e rnnteeeeeeeeeesaherererere e e e e e 4
6.3 [N onY o 1= U =P NSRRI B 4
6.4 LCE Integer encodinNg .....cccooviiiiiiiiiiiieveeeveeveeeeeeeeeeeeeeeeeeeeeeeee Lo e b 5
7 Segurity attributes - general PrinCiPles ......oovvviiiiiiiiiieieiieeeee s O b 5
7.1 Definition and PUrPOSE ..o Sasd e b 5
7.2 PriNCIPIES Of USE oottt wfe e v tesssssssnseessnrnnneeeeseseeesahererereeeeeeeeeeeees 5
7.3 Segurity environments used for aCCess CONrOl........ooocemmheriiiiieiiieee e 6
7.4 Acg¢ess authorisation coded in certificates......cccoocvvee et b 7
8 Sequrity attributes - mechanisms and coding ... e 7
8.1 (7o) [T o Yo [ O PO PPPOUPRRRPUPN SEPTPPPPTPPR 7
8.2 RETEIENCING .oiiiiiiiiiii e O et e e s e s h e 7
8.2.1 Referencing in the FCl......coooiiiiiiiiiend@h e b 7
S S U= (ST = o T Lo T g T TG O ! S 7
8.2.3 Reflerencing fOr data ODJECLS .....oviviiiiiee i ittt e e s enen b e rnennnenrnrnnnrnne 7
8.3 Segurity attributes for different interfaCe modes ... b 7
8.4 (070 |4 F = T3 A {0 12 = L SR SR 8
S o R | 01 41 0T 1¥ (o3 { [0 o EP PP O O PP PP PPPPPTRTPPOTN! DUUPTT PR 8
8.4.2  CONAItIONS OF USE ..iiiiiiiiii it ittt ettt e e e e e e s e nibn e e e e e e s e s snnnnneeesssnnnnnneeshesesesnbbnneeeeens 8
8.4.3  ACEESS MOUE DYoo ettt ibe et e snbneennn e e e s bt e 8
8.4.4  Sequrity CONAItION DYTE .. . e e s b e e 10
8.5 EXPANded fOrMaAL...... e e ettt e et r e e e e e e ettt e e e e e e e s s sbebaeeeeeaeessassnnbeneeeaeeessanneeeeeeesshernrnneaeeeenaanns 11
LSS T A | 141 (o Yo LW (o] f o o I PSP PPRRUR SUPPRRRT 11
8.5.2 Ac¢ess Mode dataobjeCt (AM_DO)........uuiiiiiiieiiiiee ettt 11
8.5.3 Segurity condition data 0bjects (SC_DO)......ccouiuiiiiiiiiiiieiiiiie et 12
8.5.4  ACEESS FUIBALEIEIENCES ..ottt e e e e e rbb e e e e e e s e s snnnneeeessennnnnab e e e e e e 12
9 (070] | o114 F=T o 1o 1 TP TP PP PRUUPPPRTRTPOUPPPN! SUTRPTOTPPPIN 13
9.1 DefiNitlon @nd SCOPE...ccce ittt rrrrteraeeeesahere e 13
9.2 CREATE FILE COMMANG. .. ittt i ittt ittt e e s e s sttt eteaessssasbebreeeaeesssaannrnnneeaasessssnnesneafansannnnnneeeeens 13
S I R T T o o =T [0 T 0 Y L= S 13
0.2.2 Conditional USAQE AN SECUIILY ...eiiiiiiiiiiiiiiiiiiieieeeeeeeeeteeseeaeeeeeerere e raearaearassaasasasanannnannnsrsrsrnrsrnrsrnrnrnnns 14
9.2.3  COMMEANT MESSAQE ..o iuttetieiitttee e aittee e e sttt e s atae et e s sttt e e e s be e e e s bbbt e e sas b bt e e e aa bt et e e e abe e e e e nbbeeesaeeeeansbeeeeansbeeeeannnns 14
0.2.4  RESPONSE MESSATE .. tttieeiiiiittetittteets e ittt tee e s s s are ettt e e e s et s e e e e ettt e e e e e 1a s R e e e e et e e e e e s e s b e e e et e s b e e e e e e e e e aannn e 14
LS I8 S T - 1 U F= o ] o L4 To ] o 3RS 15
9.3 [ = I I I o ] o = o o SR OPPESRR 15
9.3.1  DefiNItION ANU SCOPE ...ttt ettt e e e bt e e s e bt e e e e b b et e e e st bt eas b e e e e aanb e e e e enbeeeeennee 15
9.3.2 ConditioNal USAQE @NA SECUTITY ....uiiiiiiiiiie ittt e st e e s st b e e e e s be e e ebb e e e enbeeeeenees 15
0.3.3  COMIMANU MESSAQJE ..evvvrvrrrrrunrnerinreenennennnrnrnrnrnrarererarar.....—.——...............nn.n.n.nnnaoooooooooo oo —————rarerarererrrnrnrnnns 15
o T IR A S =Y o Lo I 0 4 =2 ToT= T PP PPUPPPPRPTT 16
O.3.5  SEALUS COMAITIONS .eeiiiieiii ittt e oottt et e e e s e ok e bbbt e e e e e e e e e s s e bebe e et e e e e e e s nnbbbe e e e e aanbbbseeeeeeeesannnnrenes 16
9.4 DEACTIVATE FILE COMMEANG ...iiiiiiiiieiiiiiee sttt e e e e e et e e e e st e e e e antbe e e e asbee e e e nnteeeanteeeeenees 16
LS It R T T o o 1=V [0 o 0 Y L S 16

© ISO/IEC 2000 — All rights reserved ili


https://iecnorm.com/api/?name=a06c489cdd0588c867704fd73cc14ad0

ISO/IEC 7816-9:2000(E)

9.4.2  ConditioNal USAQE NG SECUTITY ..eiiiiiiiiiiiiiiie ittt ettt e st et e e s bbb e e e s aabe e e s bbbeaesanbneee s 16
9.4.3  COMMEANT MESSAGE ...eeeiiiiutiieeeittetee ettt e e rb ittt e e s bee e e e s ahte et e s aabee e e e 1 be et e e abeb et e s abeee e e aabeee e e aasbeeaasbaeeesbbbeeesanbneeenn 16
0.4.4  RESPONSE MESSAUE ... uuutteiiitteet ittt tttee et s st e e et eees s e s e r e e ettt e e e s s 1 e b e e ettt e e e s e sa s b b e be et e e e e e s s s e et e e e e e aannrrnreeeeeeenas 17
LS T - 1 1 o0 o o L 7o ] = PRER 17
9.5 ACTIVATE FILE COMIMANG ...oiiiiiiiiiie e ettt s ettt te e e e e e e s e sttt e e e e e e s e s mneaaaeeeaeeees s nsesseeeeesnnnsnneeeeaaenean 17
9.5.1  Definition @nd SCOPE .cocii oo 17
9.5.2 Conditional usage and SECUIILY ....cccieie i 17
9.5.3  COMMANG MESSATE .. cco e e e ettt ettt a e e e e e e e e e e e e aaaaaa s 18
I RN N S =LY o Yo L [T 0 L= ToT= Lo PSPPI 18
O0.5.5  SEALUS CONAITIONS ...ttt e oottt et e e e e e e e a bbb bttt e e e e e e o e a bbb bt et e e e e eababb e e e e e e e e aannbbbeeeaaeeaean 18
9.6 TERMINATE DF COMIMEANG ..ottt ettt e e e e ettt et e e e e e s o sttt e e e e e e e e e s anbbbbe e e e e ennbnbneeeaaeaean 18
9.6.1  DEfiNItION BN SCOPE .ooiiiiiiiieiitiie ettt ettt e e s b b et e e skt a e e e e eabe e s bt et e e s bbae e e s anbneee s 18
9.6.2 Cond[tioNal USAgE @Nd SECUTITY ....iiiiiii e e iieeeeestieeeessteeeessnteeeeeannsneeesaneeeesannseeeesannseeesannesprmgheeessssneees 19
9.6.3  COMMANGT MESSAGE ...eeeiiiiuiiiiieitiiiee ettt e ettt e e abbe e e e s stbeeeessbeeeessbeeeeesnsbseeessnbseeessnnneeessnnnseenn oM Tabeeesnnnneeens 19
9.6.4 RESPONSE MESSAGE......uuuiiiiiiieeiiiiiirireeetee e s et e tee e s s s snrrrerereesssssnrnnerereeesssnsnnnneeeeessssnnef@ e b 19
9.6.5  StatuP CONAITIONS .. e e st e e e e e e s e s snnneneeeaeeesssnnsnsnneeeees s Shannbenensennsheneneeeeeens 19
9.7 TERMINATE EF COMMANG.....coiiiiiiiiiiiee e e e e e e s snenenneeae e e s s nnnnnnneee s e depndenssnnneeneennnhennneneansens 19
9.7.1 Definftion and SCOPE ...cocovieiiiiii e e 19
9.7.2 Cond|tional usage and SECUTtY .......cccceeeieieiieeeeeeeeeee A S 19
9.7.3 Command MeSSAgE ........ceeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeieeeeeneeeieeeneneeee e 20
0.7.4  RESPPNSE MEBSSAGER . iuuuuuiiieeiiiieiiiiieteeeteeiiiiarsaeeerearriaeaeereanrreeeseessnsni oferrrrnnnnneeereesreesrsnsnnsesshereeniinnnnn 20
9.7.5  Statu$ CONAITIONS .. o ettt e e sbnne e e e e e e s s s b 20
9.8 TERMINATE CARD USAGE command.........ccccceeeeiiiiiiiiineeeeee Gm e i 20
9.8.1 Definftion and SCOPE .....cocuviiiiiiiiiiiiiiiiiee e S et ab e 20
9.8.2 Cond|tional usage and SECUNItY ......ccccveirireieiiiiieeeniieee e Sadi b 20
9.8.3  COMMANGT MESSAGE ...eeeiieiiiiiieiiiiiieiaitieeeesteeeeesteeeeesaseeeee s @ s beeeeesbteeeesanbseeessnsneeeesseeeennnneeesnsabeeesanneeens 21
9.8.4 RESPONSE MESSAGE.....c.uvvriiiiieeiiiiiirrrieeieeennninrrreeeeee s oMt e e b 21
0.8.5  StatuP CONAITIONS i e e e b e e e e e e e e s snntbeneeeaeeessssnnsnsnneeeeessnnnnneerenesssnnshuneeeneeenns 21
9.9 SEARCH BINARY COMMANG ...ouviiiiieeiiiiiiiieinneee e O e e e ssinieene e e e e e e e 21
9.9.1 Definftion and SCOPE ....ccoovvvvveiiiiiiii @i b 21
9.9.2 Cond|tional usage and SECUTIItY .......ccceeveee e BN e 21
9.9.3  CommMand MESSATE ......cceeeeeeiie e e e e 22
0.9.4  RESPPNSE MEBSSAGEC . iuuuuuiieiieiiiiiiiinreeetees I e e e tteeaestanaeeeattastennreaeteestssnteaeeeessstnereeeseesreesrssonnsesshersnniinnnn 22
0.9.5  SHALUS CONAITIONS ...ttt ittt e e e e e e sttt e e e e e e e s s ssbbe b e e e aeeesesannbbnbeeeeeeesnbnbneeeeeesssnnheneeneeeesnns 22
9.10 SEARCH RECORD COMMANT ...t ettt e e e e e e s e e e e e e e s e snnnnneeeeee e s s b aneeeneeeeeas 22
9.10.1 Definftion @Nd SCOPE ...ooeiieiiieeer i ettt ettt ettt ettt ettt et b e e s sabb e e e sbbee e e s sibneeeeseeesnnneeesnnabeeesnbneees 22
9.10.2 Cond|tional USAge Aand SECUITY M i uuiiie ittt ettt e s e e e s ebre e e s sneeesnsab e e e snbaeee s 23
9.10.3 COMMANT MESSAGE ...eeeeee st fereeititieeiaiteeeeerteeeeesatteeeesatbeeeeaasbeeeeeabbeeeesabbseeesanbseeesansnneeessnsesnsnneeesnnabeeesanneeens 23
9.10.4 RESPONSE MESSAGE .. .. Sk eeeeiseunrreretttesssa sttt rrreresasaassrrrrteteeesaaasrrrrreeaeessasnrrenreesesssassnnneeresessnnshunneeneesnnns 25
9.10.5 Statup CONAITIONS ... i e a e e e s s s sntbs e eeeeeesnnnrneeeeeesssnsheneeeneeenas 25
10 Card Priginated MESSAQGES . ..uuueeiiiieeeiiiiiiiiiiiee e e s s esetttieeeee e e s s ssntrtrreeeeessssasrsneeeeaeesssnnssssseeneeessssnsessheresesnnnines 25
O R B T 1o ] | {0 o g BT PO PP PPPTRTRRPPPUPUPPPPTTPIN! DUPTUPPIIN 25
10.2  Triggering BY(TRE Card .......oooiiiiiiieie et e et e e s srreeeerneeessnee b e s e 25
10.3  Messfage retrieval and FePIY .. e e e s e e e s esnnnrra b e e e e e e nannes 26
10.4  Messfge.and reply formatS.......cccooeiiiii e 26
10.5 CONAITOIS OF USE.uiiiiiiiiiiiieieiiiie ettt e e st ee e e st eeessnteeeessnteeeeessseeeeessnneessnseeeessnseedhesninennines 26
Annex A (Normative) File [ife CYCIE STALES .....oeiiiiiiiiii e e e e e ar e 27
Al (070 201 121> 0 o 10RO URRRP 27
Annex B (informative) Usage example of security attributes for download..........cccccvvieiieiiiiiiiii e, 28
B.1 T o Yo [ T3 4o o SRS 28
B.2 ] 012 0T o) 410 Y 1= PSPPSR 28
B.3 SECUTIE AOWNIOAAING .ttt e ettt e e e et e e e et bt e e et b et e e s anbe e e aabe e e e e anbe e e e enneas 28
B.4 Compact format coding for security attributes of EF L.........oocciiiiiiiiii e 29
B.5 Expanded format coding for security attributes Of EF L...........cuuiiiiiiiiiiiiiiiiiiisssss s 30
B.6 Coding of the corresponding Secure EnViroNmMents (SES) ....uuuuiiiiiiiiiiiiiiiiiiiii e 31
iv © ISO/IEC 2000 — All rights reserved


https://iecnorm.com/api/?name=a06c489cdd0588c867704fd73cc14ad0

ISO/IEC 7816-9:2000(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in

liaison with
Internationg
In the field
Draft Intern

Publication

Attention is
patent right

Internationg
technology,

ISO/IEC 78
cards with g

Part 1:
Part 2:
Part 3:
Part 4:
Part 5:
Part 6:
Part 7:

Part 8:

SO and IEC, alSo take part in the work.
| Standards are drafted in accordance with the rules given in the ISO/IEC Directives;. Part
of information technology, ISO and IEC have established a joint technical committee, |
hational Standards adopted by the joint technical committee are circulated-to.national bog

as an International Standard requires approval by at least 75 % of the national bodies cas

drawn to the possibility that some of the elements of this part of JSO/IEC 7816 may be
5. ISO and IEC shall not be held responsible for identifying any orall' such patent rights.

| Standard ISO/IEC 7816-9 was prepared by Joint Technical Committee ISO/IEC JTC
Subcommittee SC 17, Identification cards and related devices.

16 consists of the following parts, under the gengral title Identification cards — Integ
ontacts:

Physical characteristics

Dimensions and location of the contacts

Electronic signals and transmission protocols

Interindustry commands for.interchange

Numbering system and registration procedure for application identifiers
Interindustry data elements

Interindustry €ommands for Structured Card Query Language (SCQL)

Securityrrelated interindustry commands

3.

BO/IEC JTC 1.
ies for voting.
ting a vote.

the subject of

1, Information

ated circuit(s)

Part 9:

Additional interindustry commands and security attributes

Part 10: Electronic signals and answer to reset for synchronous cards

Annex A forms a normative part of this part of ISO/IEC 7816. Annex B is for information only.
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Identification cards — Integrated circuit(s) cards with contacts —

Part 9:

Additional interindustry commands and security attributes

1 Scop
This part of

O adesc

0 adesc

O functio

O data el

O amech

This part of

2 Norm

The followir
this part o
publications
investigate

undated references, the latest edition\of'the normative document referred to applies. Members of

maintain re

ISO/IEC 78

Part 4: Intefindustry commands for interchange.

ISO/IEC 78

Part 7: Intefindustry(commands for Structured Card Query Language (SCQL).

ISO/IEC 78

1y’

ISO/IEC 7816 specifies

iption and coding of the life cycle of cards and related objects;
iption and coding of security attributes of card related objects;
s and syntax of additional interindustry commands;

ements associated with these commands;

anism for initiating card-originated messages.

ISO/IEC 7816 does not cover the internal implementation within the card and / or the outs

ative references

g normative documents contain provisions which, through reference in this text, constitut
ISO/IEC 7816. For dated references, subsequent amendments to, or revisions of,
do not apply. However, parties«to’ agreements based on this part of ISO/IEC 7816 are

jisters of currently valid International Standards.

16-4:1995, Information technology — Identification cards — Integrated circuit(s) cards w

16-7:1999Information technology — Identification cards — Integrated circuit(s) cards w

16-8:1999, Information technology — Identification cards — Integrated circuit(s) cards w

ide world.

b provisions of
any of these
bncouraged to

the possibility of applying thelmost recent editions of the normative documents indicated below. For

ISO and IEC

th contacts —

th contacts —

th contacts —

Part 8: Sec

irityfelated interindustry commands.

ISO/IEC TR 9577:1996, Information technology — Protocol identification in the network layer.

3 Terms and definitions

For the purposes of this part of ISO/IEC 78186, the following terms and definitions apply.

3.1
AND Temp

late

template containing security conditions of which all have to be fulfilled
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3.2
access rule

a data element containing an access mode (a reference to an action) and security conditions (to be fulfilled before
an action is allowed)

3.3
application

the data structure, data elements and program modules needed for a specific functionality to be satisfied

3.4
OR Template

template containing security conditions of which at least one has to be fulfilled

3.5

conditions of
as a data ele

security attr:-Iutes

4 Symbol

For the purpog

AM
AM_DO
APDU
ARR
AT
BER
CRT
DE
DF
DO
EF
FCP
File ID
IFD
LCS
LCSI

se of various resources in the card including stored data and data processing functions| expressed

ent containing one or several access rules

s (and abbreviated terms)

es of this part of ISO/IEC 7816, the following abbreviations apply:

access mode

access mode data object
application protocol data unit
access rule references
authentication template
basic encoding rules (of ASN.1)
control reference template
data element

dedicated file

data object

elementary file

file control parameters

file identifier

interface device

lifeeycle status

life cycle status integer

MF
RF

RFU

sc
SC_DO
SE

SE #

SM
SW1-SW2
TLV

master fiie
radio frequency

reserved for future use
security condition

security condition data object
security environment
security environment number
secure messaging

status words

tag, length, value
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Table 1 gives the file control parameters (FCP, tag ‘62’) as used in this part of ISO/IEC 7816.

Table 1 - File control parameters

7816 | Tag L Value Applies to
Part-
4 ‘80’ 2 Number of data bytes in the file, excluding structural information Transparent EFs
4 ‘81 2 Number of tata bytes T the fite, netoding stroctarat mformrator famny: ANy fite
4 ‘82 1 File descriptor byte Any file
2 File descriptor byte followed by data coding byte Any file
3 File descriptor byte followed by data coding byte and maximum record length, EFs with rec¢rd structure
coded on 1 byte
4 File descriptor byte followed by data coding byte and maximum record lehgth; EFs with recrd structure
coded on 2 bytes
9 5or6 | File descriptor byte followed by data coding byte and maximum,reeord length, EFs with recrd structure
coded on 2 bytes, and number of records coded on 1 or 2 bytes
4 ‘83" 2 File identifier Any file
4 ‘84’ 1to 16 | DF name DFs
4 ‘85' var Proprietary information Any file
4 ‘86' var Security attributes, proprietary format Any file
4 ‘87" 2 Identifier of an EF containing an extension of the FCI Any file
9 ‘88' Oorl [ Short EF identifier, coded from-bits b8 to b4. Bits b3, b2, b1 = 000 EFs
9 ‘8A' 1 Life Cycle Status Integer(LCSI) Any file
9 ‘8B’ var Security attributes, reference to expanded format Any file
9 ‘8C’ var Security-attributes, compact format Any file
9 ‘8D’ 2 Filesidentifier of file containing SE templates DFs
9 ‘A0’ var Security attribute template for DOs Any file
9 ‘Al var Security attribute template for interface mode (see 8.3) Any file
9 ‘A2’ var Short EF identifier / path mapping template, i.e. short EF identifier (tag ‘88’) || path DFs
(tag ‘'51’) see ISO/IEC 7816-6 || ... See note 2
9 ‘A5’ var Proprietary information, constructed Any file
9 '‘AB' var Security attributes, expanded format Any file

NOTE 1 O The meaning of tag ‘82" has been extended in this part of ISO/IEC 7816. Further DOs have been defined.

NOTE 2 O The path to the EF, which can be selected with the short EF identifier, may be an absolute or a relative path.

If selection by short EF identifier is supported but tag ‘88’ is not present, then the 5 least significant bits of the file
identifier (tag ‘83’) shall code the short file identifier. If the card supports the short EF identifier mechanism, an
empty DO with tag '88' in the FCP indicates that the corresponding EF has no short EF identifier.

© ISO/IEC 2000 — All rights reserved
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6 Life cycle status

6.1 Definitio

The card, files

n and purpose

and other objects in the card each have a life cycle, in principle as shown in Annex A.

States in the life cycle may be manipulated by commands. This part of ISO/IEC 7816 defines such commands.
Annex A gives a list of these commands.

A life cycle status (LCS) may be associated with files as one of the attributes. It may also be associated with other
resources in the card.

To support fle
which are defi

This clause d

application to
pre-defined or

6.2 Principlg

A card may s
different logica

Commands 1
integrity of thig

If supported,
combination v
accordance w

This standard

0 creation g
O initialisati
O operation
0 terminatig

Transitions be

Each primary

Xible management of the life cycle as an attribute, a number of life cycle states have be#
nhed in this clause. This clause also defines an encoding of the states in the life cycle:

efines a coding of the LCS that allows the card to identify the states. In_addition it

define additional life cycle states. Changes are controlled by the card and may be pe
der, reflecting reversible or irreversible changes in state.

s of use

Lpport a LCS attribute associated with files and, possibly, other objects in the card to
|| security states of the use of these objects.

ay set the value of the LCS attribute when they execure. However the card shall n

value in accordance with this part of ISO/IEC 7816,
the current LCS of an object, as expressed by its value, shall be used by the card,
ith additional security attributes, to determiné whether a requested operation with the
th the specified security policy.

defines 4 primary states of the life cycle (see 6.3 and Annex A) in the following order:
tate;
bn state;
il state;

n state.

tween the_primary states of the life cycle are irreversible and occur in only a top-to-bottom|

State may have reversible secondary states.

n identified,

allows the
formed in a

ndicate the

naintain the

possibly in
object is in

direction.

6.3 Life cycle rules

The use of objects is governed by the current LCS according to the following rules:

g

g

when an object is in the creation state, any security attributes for that object shall not apply;
when an object is in the initialisation state, then security attributes specific to this state may apply;

when an object is in the operational state, then the associated security attributes shall apply;

as specified by its associated security attributes e.g. it may be deleted.

when an object is in the termination state, then it shall not allow a modification of its value but it may be used
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See Annex A for an example of the transitions between file life cycle states and associated commands.

The card life cycle status (as defined in ISO/IEC 7816-4) may be present in the historical bytes, in which case the
coding shown in Table 2 shall be used.

When the card has a Master file (MF, see ISO/IEC 7816-4), then it is in, at least, the creation state.

6.4 LCS Integer encoding

The LCS Integer (LCSI - tag ‘8A") encodes the current LCS over one byte. The coding is shown in Table 2.

Table 2 - Coding of the LCSI - tag '8A'

b8..b5 | b4 | b3 | b2 b1 Meaning
‘0’ 0 0 0 0 | no information given
‘0’ 0 0 0 1 | creation state
‘0’ 0 0 1 1 | initialisation state
‘o 0 1 - 1 | operational state — activated
‘o 0 1 - 0 | operational state — deaCtivated
‘0’ 1 1 - - | termination state
z'0 X X X X | proprietary

7 Security attributes - general principles

7.1 Definifion and purpose

The security attributes define the allowed actions;and procedures to be performed to complete such actions (see
ISO/IEC 78[L6-4). In particular, security attributes-may:

O specify|the security status of the card to be in force before access to data is allowed;
O restrictjaccess to data to certain‘fuhctions if the card has a particular status;

O define Which security funetions shall be performed to obtain a specific security status.
Card resouices that may be-protected with security attributes include:

O files;

O commands;

0O tables and views;

0 data objects.

7.2 Principles of use

This part of the standard describes the possible content of security attributes as data elements and objects, and the
means to retrieve them from the card.

Security attribute definitions may be expressed in a collection of data elements.

A specific resource may be associated with more than one security attribute definition.

© ISO/IEC 2000 — All rights reserved 5
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A card resource such as an EF or DF may contain in its descriptive data a reference to the security attribute
definitions pertaining to it.
Other card resources (e.g. commands and data objects) may be associated with a security attribute definition by a
reference contained in the security attribute definition data.

The definition

of security attributes shall be specified by use of the following descriptive data elements:

access rules bound explicitly or implicitly to a resource;

an access rule combining access modes with security conditions;

Al

0 the set of

0

0 an acces
Optionally
definition;

0 a securit
definition,

See clause 8 1

7.3 Security

Security envir
Template DO

The SE templ
corresponding
access contro
SE is valid for

If several DOs
the DOs has' t

The default SH

For specifying
usage qualifie

e [P2PH Has ABEaH A —R—a HFieatian £t . £ fo. aBeratien PPN
OO TTogicany— cutaimiT g A SPTLmTatorT UT e~y pPC— U AaCCTSS OpPtTatur, g~ Tay

it specifies the internal function or external command that invokes the appropriate

>

condition specifying which security mechanisms are necessary to conform-~to the

or the encoding of these data elements.
environments used for access control
bnments (SEs, see ISO/IEC 7816-8) used for access control\may be stored in the card

tag ‘7B’) or in afile (or both).

CRTs. The value of the LCSI indicates for whickilife cycle state the SE is valid. If the SH
e.g. to a file, then the LCSI of the file and of‘the SE have to match. If the LCSI is not
the operational activated state.

with the same tag are present inside &i€CRT (e.g. DOs specifying a key reference) then
b be fulfilled (OR condition).

E is always available and is coded-under a reserved SE# (#1).

the usage of a CRT in campliance with the MANAGE SECURITY ENVIRONMENT comm
[ (tag ‘95’) may be contained in the CRT, see table 3.

Table 3- Coding of the value of the CRT usage qualifier DO
b6 | b5 b3 | b2 | bl

b8 | b7 b4 Meaning

- verification (DST, CCT)

- encipherment (CT)

or update.
access rule

hccess rule

within a SE

hte DO contains, for every included SE, a SE# DO((tag ‘80’), an optional LCSI DO (tag ‘$A’) and the

F is used for
bresent, the

only one of

and, a CRT

- external authentication (AT)

- computation (DST, CCT)
- decipherment (CT)

- internal authentication (AT)

- SM response (CCT, CT, DST)

- SM command (CCT, CT, DST)

- User authentication, knowledge based (AT)

- User authentication, biometric based (AT)

- RFU (default = 00)
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7.4 Access authorisation coded in certificates

In public key based authentication procedures, card verifiable certificates may be applied. In such a certificate, a
certificate holder authorisation (e.g. a role identifier) may be contained coded in a DE or DO with tag ‘5F4B’. If this
certificate holder authorisation is used in the security conditions to be fulfilled for access to data or functions, then
the DO, tag ‘5F4B’, shall be present in the related authentication template (AT) describing the public key oriented
authentication procedure.

8 Security attributes - mechanisms and coding

8.1 Codin

The coding| structure presented here aims to provide a tiered approach to binding objects~and their respective
security attifibutes. Two codings are defined:

O acomgpact coding based on bitmaps (see 8.4);

0 an exppnded coding which is an extension of the compact coding with intertnediate scope contgaining bitmaps
and TLV list management (see 8.5).

8.2 Refergncing

8.2.1 Refgrencing in the FCI
The File Cdntrol Information (FCI, see ISO/IEC 7816-4) may.gontain security attributes.

Relevant data objects are listed in table 1.

8.2.2 Refg¢rencing in SCQL

In an SCQL environment (see ISO/IEC 7816-7), security attributes can be specified in SCQL dperations e.g.
CREATE TABLE and CREATE VIEW.

If security gttributes based on this part of ISO/IEC 7816 are used, then they shall be conveyed in p DO with tag
‘8C', ‘8B’ or|'AB' in the security attribute parameters of an SCQL operation.

8.2.3 Refegrencing for data0bjects

Security attfibutes for<{data objects may be stored in the FCI of the corresponding DF (see table 1)] The security
attribute template for DOs, tag ‘AQ’, is the concatenation of a security attribute DO and a taglist DO (giving the
relevant DQs).

8 3 S ottt o £y AL ffa it sty f N Al Ao
. ecurn.y AT TOUTCS TUT UTirTeT Tt IrteTTac e 1ImToucT S

If the security attribute template for interface mode (tag ‘Al’) is present, it is used for indicating access conditions
for radio frequency (RF) interface and / or contact interface.

The template contains one or more pairs consisting of an interface mode DO (see tables 4 and 5) followed by any
of the DOs ‘86’, ‘8B’, ‘8C’, ‘A0’ or ‘AB’, containing the corresponding security attributes.

Table 4 — Interface mode DO

Tag | L |value

‘91’ 1 |Interface mode DE

© ISO/IEC 2000 — All rights reserved 7


https://iecnorm.com/api/?name=a06c489cdd0588c867704fd73cc14ad0

ISO/IEC 781

8.4 Compac

8.4.1 Introd

Access contro

An access rul¢ is encoded with:

g
g

an Acces

8.4.2 Condi

The AM byte
b8). Each SC
AM byte.

When several
condition.

8.4.3 Acces

Table 6 to tab

U DekFs;
0 EFs;
O Tables arn
0 DOs.
If, in an AM by

one or m@re Security Condition (SC) bytes, as defined in table 10’

6-9:2000(E)

Table 5 — Interface mode DE

b8..b3 b2..b1 [Meaning
000000 RFU (0 is default value)
Access is restricted to interface mode:
00 RFU
01 contacts (default in ICC with contact interface)
10 RF (default in ICC with RF interface)
11 contacts and RF (default in ICC with dual interface)

format

iction

to an object in this coding is managed by binding the access rules to,the ‘related object.

5 Mode (AM) byte, as defined in table 6 to table 9;

ions of use

s followed by a number of SC bytes equal te,the number of bits set to 1 in the AM byt¢
byte codes the conditions relevant to a (sét*of) command(s), in the same order (b7 to b

access rules are present in the valuefield of the DO, tag ‘8C' (see table 1), they repre

5 mode byte

e 9 define an AM byte for:

d views;

rte,d ‘1’ is set within the range b7..b1, then an SC byte applies. If a ‘0’ is set within the s

e (excluding
1) as in the

sent an OR

ame range,

then no SC byte applies.
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Table 6 - AM byte for DFs
b8 b7 b6 b5 b4|b3 b2 bl |Meaning

0O - - - ~-|- - - |b7.blaccording to this table
1 - - - -]- - - [b3.blaccording to this table;

b7..b4 proprietary

-1 - - -]|- - - |DELETE FILE (self)

- -1 - -]- - - |TERMINATE CARD USAGE (MF), TERMINATE DF

- - -1 -1|- - - |ACTIVATE FILE

- - - - 1|- - - |DEACTIVATEFILE

- - - - -11 - - |CREATE FILE — DF creation

- - - - =-]- 1 - |CREATE FILE - EF creation

- - - - =-|- - 1 |DELETE FILE (child)

Table 7 - AM byte for EFs
b8 b7 b6 b5 b4|b3 b2 bl|Meaning

0O - - - =-]- - - |b7.blaccording to this table
1 - - - -1]- - - [b3.blaccording to this table;

b7..b4 proprietary

-1 - - -|- - - |DELETEFILE

- -1 - -|- - - |TERMINATE EF

- - -1 -|- - - |ACTIVATEFILE

- - - - 1|- - - |DEACTIVATE FILE

- - - - -11 - - |WRITEBINARY, WRITE RECORD, APPEND RECORD

- - - - -]- 1 -1{UPDATE BINARY, UPDATE RECORD, ERASE BINARY

- - - - ~-|- .-°1|READBINARY, READ RECORD, SEARCH BINARY, SEARCH RECORD

Table 8 - AM byte for Tables & Views
b8 b7+ b6 b5 b4 |b3 b2 bl |Meaning

o\./ - - =-]- - - |b7..blaccording to this table

1 - - - -1]- - - [b3.blaccording to this table;

h7 b4 Ir'\mlr'\ript::ry

-1 - - -]- - - |CREATE USER, DELETE USER

- -1 - -]- - - |GRANT, REVOKE

- - - 1 -]- - - |CREATE TABLE, CREATE VIEW, CREATE DICTIONARY

- - - - 1]- - - |DROP TABLE, DROP VIEW

- - - - -|1 - -|INSERT

- - - - -1]- 1 - |UPDATE, DELETE

- - - - |- - 1|FETCH
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Table 9 - AM byte for DOs

b8 b7 b6 b5 b4

b3 b2 bl |Meaning

- [b7..b1 according to this table
- [b3..b1 according to this table;

b7..b4 proprietary

- |0 (1 =RFU)

- |0 (1 =RFU)

- |0 (1 =RFU)

- |0 (1 =RFU)

- IMANAGE SECURITY ENVIRONMENT

1 - |PUT DATA

- 1 |GET DATA

Additional co

presented in tables 6 to 9.

8.4.4 Security condition byte

The SC byte gpecifies which security mechanisms are necessary,tg\conform to the access rules.

mands e.g. application specific commands may be added te\the grouping of the

The 4 most significant bits indicate the required security conditions.

commands

A SE may be|specified in bits b4..b1. If a SE is specified, the mechanisms that may be defined in it [for external

authentication

user authentication and command protection shall be used, if indicated by bits b8..b5.

The coding of|the SC byte is given in table 10.

Table 10 - Security condition byte

b8 b7 b6 b5 b4..bl Meaning
0 0 0 0 0000 No condition
1 1 7 1 1111 Never
0000 No reference to SE
0001..1110 SE#
1111 RFU
) Atteastome condition
1 All conditions
1 Secure messaging
1 External authentication
1 User authentication (e.g. password presentation)

If bit b8 = 1, all conditions set in bits b7..b5 shall be satisfied.

If bit b8 = 0, at least one of the conditions set in bits b7..b5 shall be satisfied.

10
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If b7 =1, the CRT of the SE indicated in bits b4..b1 describes whether SM shall apply to the command APDU, the
response APDU or both (see table 3).

8.5 Expanded format

8.5.1

Introduction

Access control to an object in this format is managed by referencing the access rules from the related object.

An access rule consists of:

0 anAM]
O SC_DQ
Access rule
8.5.2 Acc
An AM_DO
0 anAM

O alist of

| DO, as detined In table 11, Tollowed DYy a sequence of

s, as defined in table 13.

ess Mode data object (AM_DO)
contains either:
byte (see table 6 to table ) or

command descriptions or

O a propiietary state machine description.

s with this encoding may be present in the value field of the DO with tag ‘AB’ (se€ table 1)

Subsequent SC_DOs are relevant for all commands indieated in the AM_DO. Table 11 shows the coding of
AM_DOs.
Table 11 - AM_DOs
Tag L Value Meaning
'80' 1 | AM byte See table 6 to table 9
'81'.."8F' X | Command description‘(e.g. INS-P2 || INS-P2) List of CLA-INS-P1-P2, the existence of which in thq list is
determined by the bits b4..b1 of the tag byte according to table 12
'9C' X Proprietary state machine description
If the tag rgnges from)‘81' to ‘8F' then the value field of the AM_DO represents a list of possible combinations of
CLA-INS-P1-P2.t0-be compared to the command header. Depending on b4..b1 of the tag the list contains only the
indicated rgferenee values as described in table 12. The existing byte groups may appear repeatedly in order to
define a sef of.commands being protected.
Table 12 - Coding of b4..b1 of the AM_DO tag byte
b4 | b3 | b2 | bl | Meaning
1 X X x | CLA exists in definition list
X 1 X X | INS exists in definition list
X X 1 x | P1 exists in definition list
X X X 1 | P2 exists in definition list
© ISO/IEC 2000 — All rights reserved 11
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In the CLA byte, if used in the command description, the logical channel number shall be set to 0 with the meaning
that the description is independent from the particular logical channel being applied.

8.5.3 Security condition data objects (SC_DO)

The SC_DO defines the required security actions in order to access an object being protected through the
particular AM_DO:

0 to be performed before accessing an object (e.g. authentication);

O to protect commands or responses by secure messaging.

Table 13 shows the coding of SC_DOs.

Table 13 - SC_DOs

Tag L Value Description of access condition
Tsc po

‘90 ‘00’ - Always

97" ‘00" - Never

‘A4 X CRT value Authentication (external

authentication or user
authentication) depending on the

CRIT usage

‘B4 X CRT value CRTs for command and/or

‘B6’ response with SM depending on
CRT usage

‘B8’

'OE' X SC byte according'to table 10 Security Condition byte

‘A0’ X SC_DOs OR template

‘AF’ X SC_DOs AND template

Several SC_DOs may be attachedto a particular operation;

0 if the SC[DOs are encapsulated in an OR template, then only one of the security conditions has t¢ be fulfilled
for the opgration to be_allowed;

O if the SC|DOs-are not to be encapsulated in an OR template or if the SC_DOs are encapsulated in an AND
template, [then-all security conditions shall be fulfilled before the operation is allowed.

8.5.4 Access rule references

Access rules in expanded format (AM_DOs and SC_DOs) may be stored in a linear variable EF, each record
containing one or more rules (see table 14). The access rule file may be an internal file, referenced implicitly, or
may be referenced explicitly, e.g. by a File ID (File Identifier, see ISO/IEC 7816-4).

In the FCP an access rule stored in a file may be referenced in a DO with tag ‘8B’ (See table 1). The value of this
DO contains at least one record number, called Access Rule Reference (ARR). It may be:

0 three bytes containing two bytes with the File ID of the access rule file followed by one byte with the record
number for the access rule or

O asingle byte containing the record number of the rule, valid if the access rule file is (implicitly) known.

12 © ISO/IEC 2000 — Al rights reserved
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NOTE O The access rule file may be known after a reference in the FCP (in DO tag ‘8B’) of a DF, e.g. an application DF.

Table 14 - Layout of EF,grg Showing access rules

Record Number Record Content
(ARR) (Access Rules)
‘01’ AM_DO || SC_DO; || SC_DOz|| AM_DO || ...
'02' AM_DO || SC_DO; ...

The ARR rd

If the value

If the value
denotes theg

If the value
SEID codeq

The ARR o

NOTE O if n
current SE.

9 Comrn

9.1 Definit

It shall not

presents the value of the Security atnbutes (tag 8B, see table 1).

Table 15— Security attribute DO referencing expanded format

Tag Length Value
‘8B’ ‘0 <ARR>
‘03’ <File ID><ARR>

‘02’ + nx ‘02 | <File ID><SEID ><ARR >..<SEID)><ARR >

field is coded with a length ‘01" it represents the ARR«

field is coded with a length ‘03" it represents the. File ID together with an ARR, where
file containing the access rules referenced by the ARR.

field is coded with a length ‘02’ + n x ‘02’,\for n>1, it contains one or more SEID/ARR pé
the SE# on one byte. For each SE, thevaccess rules indicated in the ARR following its S

the current SE indicates the access rules, valid for the current access to the file.

0 SE# is set in a former MANAGE SECURITY ENVIRONMENT command, then the SEID = ‘01’ (d

nands

ion and scope

be,‘mandatory for all cards complying to this part of ISO/IEC 7816 to support all

by the File ID

iirs, where the
—# are valid.

pfault SE) is the

the described

commands

orall the options of a supported command.

Unless specifically stated, status conditions are as defined in ISO/IEC 7816-4.

Transitions between the file life cycle states defined in clause 6 may be achieved using dedicated commands.

9.2 CREATE FILE command

9.2.1 Defi

nition and Scope

The CREATE FILE command initiates the creation of a file (DF or EF) placed immediately under the current DF.
Upon successful completion of the command the created file shall be set as the current file, unless otherwise
specified by e.g. proprietary options of the CREATE FILE command.

© ISO/IEC 2000 — All rights reserved

13


https://iecnorm.com/api/?name=a06c489cdd0588c867704fd73cc14ad0

ISO/IEC 7816-9:2000(E)

This command may allocate memory to the file it creates.

The behaviour of a card if more than one EF with a given short EF identifier exists in the same DF is not defined in
this part of ISO/IEC 7816.

9.2.2 Conditional usage and security
The command can be performed only if the security status satisfies the security attributes for the current DF.

If a DF is created, a filename and / or a file identifier shall be specified. If an EF is created, a file identifier and / or a
short EF identifier shall be specified.

The file descriptor byte is mandatory.

NOTE O This byte indicates whether a DF or an EF is to be created.

9.2.3 Command message

Table 16 - CREATE FILE command APDU

CLA] As defined in ISO/IEC 7816-4
INS 'EQ
P1-g2 P1-P2 ='0000": File ID and file parameters encoded in data field

P1 #'00" File descriptor

P2

- 5 most significant bits = short EF identifier
- 3 least significant bits = proprietary

Lc field Empty or length of the subsequent datafield

Dat{ field FCP template, tag ‘62" with DOs.according to table 1, and possible further templates (see ISO/IEC
7816-4, file control information)

Le fip

o

Empty

NOTE O When|Lc is empty the created file has default file control parameters.

9.2.4 Respagnse message

Table 17 - CREATE FILE response APDU
Data field Empty

SW1-SW2 Status bytes

14 © ISO/IEC 2000 — Al rights reserved
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9.2.5 Status conditions

The following specific error conditions may occur:

0 Swil=

‘82" Security status not satisfied

0o Swili=

« ‘84'": not enough memory space;

‘69" with SW2 =

‘6A" with SW2 =

ISO/IEC 7816-9:2000(E)

* ‘89" file al

* ‘8A": DF name already exists.

9.3 DELETE FILE command

9.3.1 Defi

This comm

eady exists;

nition and Scope

nd initiates the deletion of a referenced EF immediately under_the current DF, or a DF with its complete
subtree. Alfter successful completion of this command, the deleted file can no longer be selected. [The resources
held by the ffile shall be released and the memory used by this file shallhe set to the logical erased sthte.

The current file after deletion of an EF is the current DF. The cdrrent DF after deletion of a DF is thg parent DF, if
not otherwige defined.

9.3.2 Conditional usage and security

The command can be performed only if the security, status satisfies the security attributes for the command. The
he file may additionally depend on thédile life status.

deletion of

If P1-P2 = |
command g

Other mearn

command in ISO/IEC 7816-4.

The comma3

The MF sh4

9.3.3 Con

1l not be deleted.

mahd message

nd shall not be executed if there is more than one logical channel open.

000" and if the data field is empty, then the command applies to the file that has been selected by the
xecuted directly before.

ings of P1-P2 including the rules defining the uniqueness of File IDs, are defined in the [SELECT FILE

Table 18 - DELETE FILE command APDU

CLA

INS
P1-P2

Lc field
Data field

Le field

As defined in ISO/IEC 7816-4

B

as defined for the SELECT FILE command (see ISO/IEC 7816-4)
Empty or length of subsequent data

as defined for the SELECT FILE command (see ISO/IEC 7816-4)

Empty

© ISO/IEC 2000 — All rights reserved
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9.3.4 Respo

9.3.5 Status

nse message

Table 19 - DELETE FILE response APDU
Data field

Empty

SW1-SW2 Status bytes

conditions

The following specific error conditions may occur:

0 Swi='6
« ‘82" Security

9.4 DEACTI

9.4.1 Defini
This comman
SELECT FILE
commands sh

The SELECT
='6283' (seleq

If an EF is sel

9.4.2 Condi

The comman
command.

If P1-P2 = ‘00
command exe

Other meanin
command in |

The command
the way to chq

For security re

D' with SW2 =

status not satisfied

ATE FILE command

ion and Scope
| initiates a reversible deactivation of a file. After a successful completion of the comma|
, ACTIVATE FILE, DELETE FILE, TERMINATE EF and, in_the case of a DF, TERN
all be allowed.

FILE command selecting a deactivated file will selectihe file and return the warning statug
ted file invalidated i.e. deactivated) according to IS@/IEC 7816-4.

pcted then the command shall only be applied,to the EF and not to the parent DF.

ional usage and security
l can be performed only if the-security status satisfies the security attributes defin
DO’ and if the data field is'empty, then the command applies to the file that has been sele
cuted directly before.

hs of P1-P2 including the rules defining the uniqueness of File IDs, are defined in the SE
BO/IEC 7816-4.

APDU shodld be protected by secure messaging (SM). If the response APDU is not pro
ck that'the function has been properly executed is not defined within the scope of ISO/IE(

asans, the same functionality may be achieved by proprietary means.

hd, only the
IINATE DF

SW1-SW2

ed for this

cted by the

LECT FILE

fected, then
[ 7816.

9.4.3 Command message

16

Table 20 - DEACTIVATE FILE command APDU

CLA As defined in ISO/IEC 7816-4

INS ‘04

P1-P2 as defined for the SELECT FILE command (see ISO/IEC 7816-4)
Lc field Empty or length of subsequent data field

Data field as defined for the SELECT FILE command (see ISO/IEC 7816-4)
Le field Empty
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9.4.4 Response message

9.45 Stat

Table 21 - DEACTIVATE FILE response APDU
Data field

Empty

SW1-Sw2 Status bytes

us conditions

The following specific error conditions may occur:

O Swil-=
¢ ‘82" Secu
O Swil=

« ‘80" Incor

9.5 ACTIV|

9.5.1 Defi

This command initiates the transition of a file from

O thecre
O the init
O the opd

to the operg

9.5.2 Con

Activating §
security sta

If the respo
defined with

If P1-P2 =

lus satisfies the seedrity attributes defined for this file for the activation function.

‘69" with SW2 =
ity status not satisfied
‘6A" with SW2 =

ect parameters in data field (e.g. selected file and file specified in the command don't mat

ATE FILE command

nition and Scope

ation state or

alisation state or

rational state (deactivated)
itional state (activated).
ditional usage and security

correctly created-file is always allowed. Activating a deactivated file can only be p4q

hse APDU/is\not protected, then the way to check that the function has been properly €
in the scope of ISO/IEC 7816.

P0O0._and if the data field is empty, then the command applies to the file that has been s

rformed if the

xecuted is not

elected by the

command g

xecuted directly before.

Other meanings of P1-P2 including the rules defining the uniqueness of File IDs, are defined in the SELECT FILE
command in ISO/IEC 7816-4.

© ISO/IEC 2000 — All rights reserved
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9.5.3 Command message

Table 22 - ACTIVATE FILE command APDU

CLA As defined in ISO/IEC 7816-4

INS ‘44’

P1-P2 as defined for the SELECT FILE command (see ISO/IEC 7816-4)
Lc field Empty or length of subsequent data

Data field as defined for the SELECT FILE command (see ISO/IEC 7816-4)

Te fierd Empty

9.5.4 Respgnse message

Table 23 - ACTIVATE FILE response APDU
Data field Empty

SW1-SW2 Status bytes

9.5.5 Statug conditions

The following ppecific error conditions may occur:

O SW1="64 with SW2 =

« ‘00" Execution error (e.g. created file could not be activated);
0 SW1="69" with SW2 =

« ‘82": Security status not satisfied.

9.6 TERMINATE DF command

9.6.1 Definition and Scope

The TERMINATE DF command initiates the irreversible transition of the currently selected DF into the|termination
state.

Following a suiccessful completion of the command, the DF is in a terminated state and the functionallty available
from the DF apdhits subtree is reduced. The DF shall be selectable and if selected the warning status $W1-SW2 =

6285' (selectedite-rtermination-state)-shat-bereturned:

Further possible actions are not defined in ISO/IEC 7816.
For security reasons, the same functionality may be achieved by proprietary means.

If P1-P2 = '0000' and if the data field is empty, then the command applies to the file that has been selected by the
command executed directly before.

Other meanings of P1-P2 including the rules defining the uniqueness of File IDs, are defined in the SELECT FILE
command in ISO/IEC 7816-4.

NOTE O the intent of DF termination is generally to make the application unusable by the cardholder.

18 © ISO/IEC 2000 — Al rights reserved
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9.6.2 Conditional usage and security

The command APDU should be protected by secure messaging (SM). If the response APDU is not protected, then
the way to check that the function has been properly executed is not defined within the scope of ISO/IEC 7816.

9.6.3 Command message

Table 24 - TERMINATE DF command APDU

CLA As defined in ISO/IEC 7816-4

INS 'E6'

P1-P2 as defined for the SELECT FILE command (see ISO/IEC 7816-4)
Lc field Empty or length of subsequent data

Data field as defined for the SELECT FILE command (see ISO/IEC 7816-4)

Le field Empty

9.6.4 Response message

Table 25 - TERMINATE DF response*APDU
Data field Empty

SW1-Sw2 Status bytes

9.6.5 Stafus conditions
The followinjg specific error conditions may occur.
0 SW1=['69' with SW2 =

‘82" Secufity status not satisfied

9.7 TERMINATE EF command

9.7.1 Definition and,Scoepe

The TERMINATE.EE-Command initiates the irreversible transition of the specified EF into the terminafion state.

9.7.2 Conditional usage and security

The EF to be terminated shall be in an activated or deactivated state.

The command can be performed only if the security status satisfies the security attributes defined for this
command.

For security reasons, the same functionality may be achieved by proprietary means.

If P1-P2 = '0000' and if the data field is empty, then the command applies to the file that has been selected by the
command executed directly before.

Other meanings of P1-P2 including the rules defining the uniqueness of File IDs, are defined in the SELECT FILE
command in ISO/IEC 7816-4.
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9.7.3 Command message

9.7.4 Respo

9.7.5 Status
The following
0O SW1='6

‘82" Security

9.8 TERMIN

9.8.1 Defini

The TERMINA

6-9:2000(E)

Table 26 - TERMINATE EF command APDU

CLA As defined in ISO/IEC 7816-4

INS 'E8'

P1-P2 as defined for the SELECT FILE command (see ISO/IEC 7816-4)
Lc field Empty or length of subsequent data

Data field as defined for the SELECT FILE command (see ISO/IEC 7816-4)
Le-field Erpty

nse message

conditions

D' with SW2 =

Table 27 - TERMINATE EF response APDU

Data field Empty

SW1-SwW2

Status bytes

ion and Scope

specific error conditions may occur:

status not satisfied

\TE CARD USAGE command

Use of this cojnmand gives an implicit selection of the MF.

For cards sup
using the codi

Following a s
card.

For security r

borting this command, the termination state should be indicated in the ATR (see ISO/IEC
hg shown in table 2.

asons, the same functionality may be achieved by proprietary means

TE CARD USAGE command initiates the irreversible transition of the card into the termipation state.

7816-4)

iccessful_completion of the command, the SELECT FILE command shall not be suppgrted by the

NOTE O The intent of terminating card usage is to make the card unusable by the cardholder.

9.8.2 Conditional usage and security

The command APDU should be protected by secure messaging (SM). If the response APDU is not protected, then
the way to check that the function has been properly executed is not defined within ISO/IEC 7816.
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9.8.3 Command message

Table 28 - TERMINATE CARD USAGE command APDU

ISO/IEC 7816-9:2000(E)

Data field Empty

CLA As defined in ISO/IEC 7816-4
INS 'FE'

P1-P2 ‘0000’

Lc field Empty

9.8.4 Res

Te fierd Empty

ponse message

Table 29 - TERMINATE CARD USAGE response APDU

Data field

SW1-Sw2

Empty

Status bytes

9.8.5 Stafus conditions

The followin

0 Swil=

¢ ‘82" Secu

9.9 SEAR

‘69" with SW2 =

ity status not satisfied

CH BINARY command

9.9.1 Definition and Scope

The SEAR(C

The SEARC
in the EF af
the offset g

When the d
of the first d

ven in P1-P2.

ata unit-in a logically erased state.

9.9.2 Co

ditional usage and security

g specific error conditions may occur:

CH BINARY command initiates a search within transparent files.

CH BINARY response:message gives the offset in a transparent EF of a data unit. The value of the byte
the offset returped-shall be identical to the data field in the command message. The sedrch starts with

ata field ©fythe command message is empty the SEARCH BINARY response message dives the offset

The command can be performed only if the security status satisfies the security attributes defined for this

command.

When the command contains a valid short EF identifier, it sets the file as the current EF.
The command is processed on the currently selected EF.

The command shall be aborted if it is applied to a non-transparent EF.

© ISO/IEC 2000 — All rights reserved
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9.9.3 Command message

Table 30 - SEARCH BINARY command APDU

CLA As defined in ISO/IEC 7816-4

INS ‘A0

P1-P2 See text below

Lc field Empty or length of the subsequent data field
Data field Empty or search string

Le-field Ermpty-er—02-

If b8 = 1 in P1fthen:

0 b7 and bg of P1 are set to 0 (RFU bits);
0 b5to bl gre a short EF identifier;

0 P2is the pffset of the first byte from which to start searching, in data unitsfrom the beginning of the|file.

If b8 = 0 in B1 then P1-P2 is the offset of the first byte from which te_start searching, in data units from the
beginning of the file.

9.9.4 Respagnse message

Table 31 - SEARCH BINARY response APDU

Data field offset of the data unit, the contents of which match the command data field, in units from the beginning of the file

SW1-SW4 Status bytes

NOTE O the ddta field is empty either if the Le field is empty or if no match is found.

9.9.5 Statug conditions

The following gpecific warning conditions may occur:

0 SW1="6p" with SW2 =

« ‘82" End of f|le reached) before finding matching string

0O SW1="'69 with"'SW2 =

« ‘82" Security status not satisfied
9.10 SEARCH RECORD command

9.10.1 Definition and Scope

The SEARCH RECORD command initiates a simple search, an enhanced search or a proprietary search on stored
data within a linear or a cyclic EF.

The search can be limited to records with a given identifier or to those having a higher / lower record number than a
given value. It can be executed in increasing / decreasing order of record numbers.
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The search

O atthef

O froma

O fromth

ISO/IEC 7816-9:2000(E)

starts either:
irst byte of the record(s) (simple search) or
given offset in the record(s) (enhanced search) or

e first occurrence of a given byte in the record(s) (enhanced search).

The SEARCH RECORD response message gives the record number(s) which match the search criteria, within a
linear or cyclic EF.

NOTE O Re

9.10.2 Con

The comm
command.

In variable
be included

If the length
with an appj

If one or m
found.

9.10.3 Con

cord identifier(s) are nat given in a response message since they may not he unique

ditional usage and security

and can be performed only if the security status satisfies the security attributes de

ecord length files, if the search pattern is longer than the record length, the appropriate r¢
in the search.

of the search pattern exceeds the record length of a linear fixed-file, the card shall abor
yopriate error code.

bre matches are found the record pointer shall be sett0 the first record where the searq

mand message

Table 32 - SEARCH RECORD command APDU

CLA As defined in ISOHEC 7816-4

INS 'A2'

P1 Record number or record identifier (‘00" indicates the current record
P2 See table 33

Lc Length of subsequent data field

Data field If P2 is not equal to ‘xxxxx11x' (simple search): search string

If P2 equals ‘xxxxx110' (enhanced search): search indication (2 bytes)
followed by search string

If P2 equals ‘xxxxx111’ (proprietary search): data field is proprietary

bfined for this

pcord shall not

the operation

h pattern was

Le Empty or maximum length of response data
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Table 33 - Coding of P2

b8..b4 b3..b1l Description
00000 - - - - Currently selected EF
XX X X X - - - - Short EF Identifier

(not all equal)

11111 RFU

Simple Search

0 X X Use of P1 as a record identifier

000 Search forward from first occurrence

001 Search backward from last occurrence
010 Search forward from next occurrence

011 Search backward from previous occurrence
10 x Use of P1 as record number

100 Search forward from record indicated in.R1
101 Search backward from record indicated in P1

Other search modes

110 Enhanced search (See table'34 for search indication)

111 Proprietary search

fable 34 — Coding of first byte of the search indication for enhanced search mode

b8..b5 b4 b3..b1 Description
00000 0 X X X The search starts in the record from the offset (absolute position) given in
the'second byte of the search indication
1 X X X The search starts in the record after the first occurrence of the value
contained in the second byte of the search indication
(0D’ Use of PI as a record identifier
000 Search forward from first occurrence
001 Search backward from last occurrence
010 Search forward from next occurrence
011 Search backward from previous occurrence
1xx Use of P1 as a record number
100 Search forward from record indicated in P1
101 Search backward from record indicated in P1
110 Search forward from next record
111 Search backward from previous record
All other values are RFU
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