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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are
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nges compared to the previous edition are as follows:

ing of P1 in Pso command (even INS) has been improved by defining it as output data
pperation, which(was originally defined as expected response data;

ing of P2 in.p$0 command (even INS) has been improved by defining it as input data
pperationfwhich was originally defined as command data;

D' Has-been marked as to be used only for legacy reasons;
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ere isachoice from several values for P1 or P2 in PSO command (even INS), the meaning of

been corrected;

in Annex

in Annex D

in Table A.10, P1P2 value of Pso command has been corrected;

D, the tag value of file reference DO has been corrected;

D, the value of extended header list has been corrected.

Alist of all parts in the ISO/IEC 7816 series can be found on the ISO website.

in Table A.10, the format of the certificate content template DO’7F4E’ conveyed by PSO command has

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

ISO/IEC 7816 is a series of standards specifying integrated circuit cards and the use of such cards
for interchange. These cards are identification cards intended for information exchange negotiated
between the outside world and the integrated circuit in the card. As a result of an information exchange,
the card delivers information (computation result, stored data) and/or modifies its content (data
storage, event memorization).

— Five partsare specific to cards with galvanic contacts and three of them specify electrical interfaces:

ISO/IEC 7816-1 specifies physical characteristics for cards with contacts;

— A
aq

ISO/IEC 7816-2 specifies dimensions and location of the contacts;
ISO/IEC 7816-3 specifies electrical interface and transmission protocols for.asynch
ISO/IEC 7816-10 specifies electrical interface and answer to reset for sgnchronou

ISO/IEC 7816-12 specifies electrical interface and operating procedures for USB ¢

| the other parts are independent from the physical interfacectechnology. They a
cessed by contacts and/or by radio frequency:

ISO/IEC 7816-4 specifies organization, security and éommands for interchange;
ISO/IEC 7816-5 specifies registration of applicatioh providers;

ISO/IEC 7816-6 specifies interindustry data.elements for interchange;

ISO/IEC 7816-7 specifies commands forstructured card query language;
ISO/IEC 7816-8 specifies commands for security operations;

ISO/IEC 7816-9 specifies commands for card management;

ISO/IEC 7816-11 specifies personal verification through biometric methods;
ISO/IEC 7816-13 specifies commands for handling the life cycle of applications;
ISO/IEC 7816-15.specifies cryptographic information application.

ISO/IEC 10536 (all(parts) specifies access by close coupling. ISO/IEC 14443 (al
ISO/IEC 15693 (all‘parts) specify access by radio frequency. Such cards are alg
contagtless cards:

Fonous cards;
s cards;
ards.

pply to cards

parts) and
o known as
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INTERNATIONAL STANDARD

ISO/IEC 7816-8:2019(E)

Identification cards — Integrated circuit cards —

Part 8:
Commands and mechanisms for security operations

1 Scope

docu

commfands defined in ISO/IEC 7816-4.

The ¢
expor

This yiocument specifies interindustry commands which can be used for security "ep4

ent also provides informative directives on how to construct security)mech

noice and conditions of use of cryptographic mechanism in securityoperations cg
Lability. The evaluation of the suitability of algorithms and protocols'is outside the

rations. This
anisms with

n affect card
scope of this

document. It does not cover the internal implementation within the card and/or the outsidle world.

2 Npormative references

The fi

llowing documents are referred to in the text in suéh a way that some or all of

their content

constitutes requirements of this document. For dated.réferences, only the edition cited applies. For

undat

ISO/IEC 7816-4:—1), Identification cards — Integrated circuit cards — Part 4: Organization

comm

3 T

For th

SO and [EC maintain terminological databases for use in standardization at the following]
— [0 Online browsing platform: available at http://www.iso.org/obp

— IHC Electropediasavailable at http://www.electropedia.org/

3.1
asym

pair df elements belonging to cryptographic techniques that use two related operati

opera
numb

bd references, the latest edition of the referenced’document (including any amendm

inds for interchange

brms and definitions

e purposes of this document, the'following terms and definitions apply.

metric key pair

fion'défined by public numbers or by a public key (3.4) and a private operation defin

ents) applies.

, security and

addresses:

pns: a public
ed by private

bi's ot by a private key

Note 1 to entry: The two operations have the property that, given the public operation, it is computationally
infeasible to derive the private operation.

3.2

certificate
digital signature (3.3) binding a particular person or object and its associated public key (3.4) (the entity
issuing the certificate also acts as tag allocation authority with respect to the data elements in the
certificate)

[SOURCE: ISO/IEC 7816-4:—, 3.11]

1) Under preparation. Stage at the time of publication: ISO/IEC DIS 7816-4:2019.
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3.3

digital signature
data appended to, or cryptographic transformation of, a data string that proves the origin and the
integrity of the data string and protects against forgery, e.g. by the recipient of the data string

[SOURCE: ISO/IEC 7816-4:—, 3.20]

34
key
sequence of s

ymbols controlling a cryptographic operation (e.g. encipherment, decipherment, a private

or a public operation in a dynamic authentication, signature production, signature verification)

[SOURCE: IS

3.5

non-self-des
certificate (3|
header list, d

3.6
self-descript
certificate (3.

3.7
secure mess
set of means

[SOURCE: IS

4 Abbreviiated terms

BCD
BER
CA
CCT
CRT
CT
CVCA
DG3

/1EC 7616-4:—, 3.51]

criptive certificate
2) consisting of a concatenation of data elements associated to a header list or extended
escribing the structure of the certificate

ive certificate
2) consisting of a concatenation of data objects

aging
For cryptographic protection of (parts of) command<response pairs

/IEC 7816-4:—, 3.50]

binary-coded decimal

basic encoding rules of ASN.1(see ISO/IEC 8825-1)
certification authority

control reference template for cryptographic checksum
control referénce template

control reference template for confidentiality

coufitry verifying CA

data group 3

DO

DO"..

DSA
DST
DV

ECC

BER-TLV data object

BER-TLV data object, the tag of which is a hexadecimal value given between single quo-
tation marks

digital signature algorithm
control reference template for digital signature
document verifier

elliptic curve cryptography

© ISO/IEC 2019 - All rights reserved
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ECDH elliptic curve Diffie-Hellman key exchange

ECDSA elliptic curve digital signature algorithm

EF elementary file

GQ2 modified Guillou-Quisquater protocol for zero knowledge proof
HT control reference template for hash-code

ICAO international civil aviation organization

ICC integrated circuit card

IS inspection system

KAT control reference template for key agreement

LDS logical data structure

MRTD machine readable travel document

MSE MANAGE SECURITY ENVIRONMENT command

OID object identifier, as defined by ISO/IEC 8825-1

PSO PERFORM SECURITY OPERATION command

RFU reserved for future use for ISO/IEC JT€ 1/SC 17

RSA Rivest, Shamir, Adleman

SE security environment

SEID security environmentddentifier

TLV tag, length, value

5 Interindustry commands for security operations

5.1 [General

An ICC compliant with this document may support any of the commands and/or options pt
following elauses and subclauses.

NOTE In addition to the use of logical channels, there are other alternatives that can be useq

the security context. Annex D provides information about this functionality.

5.2

GENERATE ASYMMETRIC KEY PAIR command

ovided in the

for switching

The GENERATE ASYMMETRIC KEY PAIR command, which shall be as specified in Table 1, initiates either

— the generation and storing of an asymmetric key pair, i.e. a public key and a private key, in the card,

— the generation, storing of an asymmetric key pair and extracting generated public key, or

— the extracting previously generated public key.

The command may be preceded by a MANAGE SECURITY ENVIRONMENT command in order to set key
generation related parameters (e.g. algorithm reference). The command may be performed in one or
several steps, possibly using command chaining (see ISO/IEC 7816-4).

© ISO/IEC 2019 - All rights reserved
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Table 1 — GENERATE ASYMMETRIC KEY PAIR command-response pair

CLA As defined in ISO/IEC 7816-4

INS '46' or '47'

P1 See Table 2

P2 '00' (no information provided) or reference of the private key to be generated coded according
to ISO/IEC 7816-4:—, Table 102

L.field |Absentfor encoding N, = 0, present for encoding N, >0

Data field |Absent, or
Proprietary data if P1-P2 set to '0000’, or

ne or more CRTs assaciated to the key generation if P1-P2 different from '0000" (QPP nnfpc)

A CRT may include an extended header list

L. field |Absentfor encoding N, = 0, present for encoding N, > 0
Data field |Absent, or
Public key as a sequence of data elements (INS = '46'), or
Public key as a sequence of data objects (INS = '47"), or
Public key as a sequence of data objects according to an extended headeglist (INS = '47")
SW1-SW2 |§ee ISO/IEC 7816-4:—, Tables 6 and 7 where relevant, e.g. 6985
NOTE1  Several CRTs are present when the key pair is generated for severalilses. In the command datalfield, a
CRT possibly Has a zero length.
Table 2 — P1 coding
b8 | b7 | b6|| b5 | b4 | b3 | b2 | bl |Value
00| 0]l 0] 0] 0] 0] 0 |Noinformationgiven
1 |—|—||l—|— | x| x | x |Additional information given
1 |—|—|| —1|—1|—|— | x |Keygeneration
1 |—|—||l—|—|—|— 1| 0 |— Generate asymmetric key pair
1 |—|—||—|—|—]|— | 1 |— Accesstoan existing public key
1 |—|—|| —|—|—| x | — |Format of returned public key data
1 |—|—||—|—1]—1] 0| —(~= Proprietary format
1| —|—||l—1|—|—1| 1 |t |— Outputformataccording to extended header list
1| —|—|l —|— | x | £)"— |[Outputindicator
1| —|—||—1|— | O [~ | — |— Publickeydatainresponse data field
1 | —|—|| —| —4Hr | — | — |— NoresponsedataifLe field absent or proprietary if Le field present
— | x X X X/ — | — | — |0000, other values are RFU
NOTE 2  Thg private key can be stored in an internal EF the reference of which is known before issulng the

command or ip 2D0'7F48" as cardholder private key template.

NOTE 3  The public part can be stored for example in a DO'7F49' as cardholder public key template.

For extracting a previously generated public key (i.e. no generation), the command data field shall be
empty or shall contain a CRT, possibly including an extended header list.

NOTE 4 In those cases when only access to a previously generated public key is requested, P2 is either '00' or

references the

private key.

The response data field shall be either

— absent,

— apublic key as a sequence of data elements (INS = '46"),

— apublic key as a sequence of data objects (INS ='47") from Table 3, or

4
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— apublickey as a DO'7F49' (INS = '47") nesting data objects from Table 3.

If the command data field does not indicate any format of public key data, it shall be implicitly known
before issuing the command (e.g. as part of the security environment). When the command data field
indicates an extended header list within a CRT, it covers public key data objects and other requested
data object.

EXAMPLE Annex E provides a set of examples on the use of this command.

If the algorithm is not indicated in the command, then the algorithm is known before issuing the
command. In the public key template, the context-specific class (first byte from '80' to 'BF") is reserved
for public key data objects.

Table 3 — Public key data objects

Tag Value

'"7F49 Interindustry template for nesting one set of public key data objects with the following|tags

'06' |Object identifier of any further information, optional
'§0" |Algorithm reference as used in control reference data objects for sécure messaging, optional
Set of public key data objects for RSA

‘81" |Modulus (a number denoted as n coded on x bytes)

'§2' |Public exponent (a number denoted as v, e.g. 65 537)

Set of public key data objects for DSA

'§1" |First prime (a number denoted as p coded on y bytes)

'§2' |Second prime (a number denoted as q dividing\p-1, e.g. 20 bytes)
'43" |Basis (a number denoted as g of order q coded’on y bytes)

Public key (a number denoted as y equalto’g to the power x mod p where x is the private key coded
ony bytes)

Set of public key data objects forECC

'§1" |Prime (a number denoted as p-€oded on z bytes)

IE 4!

'§2" |First coefficient (a number/denoted as a coded on z bytes)

'43" |Second coefficient (a pumber denoted as b coded on z bytes)

'84' |Generator (a point denoted as PB on the curve, coded on 2z + 1 or 2z or z + 1 bytes)
'§5' |Order (a prime-number denoted as g, order of the generator PB, coded on z bytes)

Public key (a4 point denoted as PP on the curve, equal to x times PB where x is the private key, coded
on 2z + 1LOr2z or z + 1 bytes)

'§7' |Co-factor
Setof public key data objects for GQ2
'81'/}Modulus (a number denoted as n coded on x bytes)

Numberofbasicnumbers{anumberdenotedasmcodedonl byte ftaas'83" isnrasent then tag
B0 BaSic R b eSSt B e aehoteaaS-coae a0l yte—+ 3515 PpPFresSen ,

'83" |'A3' shall be absent and the m basic numbers denoted as g, g,..g,, are the first m prime numbers
2,3,5,7,11..)

'84' |Verification parameter (a number denoted as k coded on 1 byte)

Set of m basic numbers denoted as g, g,..g,,, each one coded on 1 byte with tag '80" (If tag 'A3" is

A3 present, then tag '83' shall be absent)

Set of public key data objects for RSA Okamoto-Schnorr signature scheme?

NOTE In this context, ISO/IEC JTC 1/SC 17 reserves any other data object of the context-specific class (first byte in the
range '80' to 'BF").

a2 The RSA Okamoto-Schnorr signature scheme, is considered a blind signature process, which is an interactive procedure
between a signer and a recipient. It allows a recipient to obtain a signature of a message of the recipient's choice without
giving the signer any information about the actual message or the resulting signaturel8][211101[11], DO'73' may be used in the
data field for returning a multi-part digital signature response comprised of concatenation of context-specific data objects
defined by the application.

© ISO/IEC 2019 - All rights reserved 5
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Table 3 (continued)

Tag Value
'81' |p the firstlarge prime number
'82' |qthe second large prime number such that q|(p - 1), with q a divisor of (p - 1)
‘83" Zp* the set of integers U modulo p such as 0 < U < p and gcd (U,p) = 1, gcd() being the greatest
common divisor
'84' |Zqg* the set of integers U' modulo q suchas 0 <U'<qandged (U',q) =1
g5t |8 the first element of Zp* of order q such as g is a generator of Gq and Gq a cyclic group of prime
order q
'86" |h thyesecomdetementof Zp*of ordergdifferentfrom 4
g7 Y tHe public key, an integer denoted as y=g* h*S mod p where (s,r) is the secret key, and s and.r alre
twd elements of (Zq*), and h of (Zp*)
NOTE In thig context, ISO/IEC JTC 1/SC 17 reserves any other data object of the context-specific clas§ (first bytd in the
range '80' to 'BF").
a2 The RSA Ofamoto-Schnorr signature scheme, is considered a blind signature process, which is ahjinteractive profedure
between a signer and a recipient. It allows a recipient to obtain a signature of a message of the recipient’s choice without
giving the sign¢r any information about the actual message or the resulting signaturel81[211101l1]; DO'73"' may be used in the
data field for rqturning a multi-part digital signature response comprised of concatenation‘ef.context-specific data pbjects
defined by the gpplication.
NOTE5  Forlother Blind Signature schemes, e.g. Blind RSA signature (with\data objects related to RSA], Blind
Schnorr signal]iure (with data objects related to DSA and/or ECDSA), Okamoto-Guillou-Quisquater blind sighature
scheme (with ¢lata objects related to GQ2), the OID under template '7F49' determines the nature and meahing of

any further or

blind sign
cryptogrd
generic dg
attributes

type of ca
mechanis
explicit ix
signature
signature
certain ry

For the codinjg of the DQ.stating information about the private part of the key pair, Table 4 applies.

different data objects, i.e. the following indications are.possibly denoted by the OID
ture type, e.g. RSA, Schnorr, Okamoto-Schnorr, Okamoto-Guillou-Quisquater),
phic Hash function,

scription of the token/credential (message) to be signed,

generic structure, and/or

ntrol upon signed message, i.e/partially blind, fully blind or restrictive blind signature (i
ns, the signer does not totally’lose control over the signed message since the signer can
formation in the resulting)signature based on some agreement with the recipient. Suc
5 are called partiallyyblind signatures. Other mechanisms allow a recipient to receive

on a message not knoewn to the signer but the choice of the message is restricted and confg

les. Such schemes are called restrictive blind signature mechanisms).

some
Include

blind
W blind
rms to

Table 4 — Private key data objects

Tag Value

'7F48' |Interindustry template for nesting one set of private key data object with the following tags
'82' |public exponent (optional)
'92" |parameter p
'93" |parameter q
'94' |parameter 1/q mod p
'95" |parameter d mod (p - 1)
'96' |parameter d mod (q-1)

748" Interir}dustry template for nesting one set of ECDSA/ECDH private key data object with the

following tags
NOTE In this context, ISO/IEC JTC 1/SC 17 reserves any other data object of the context-specific class (first byte in the

range '80' to 'BF').
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Table 4 (continued)

Tag Value
'92"  |Private key

'06' |objectidentifier of related curve (optional)

or

curve information (optional):

'93'" |— pisthe prime specifying the base field;

'94' | — A 1stcoefficient of the equation y*2 = x"*3 + A*x + B mod p defining the elliptic curve;

'95" | — B 2nd coefficient of the equation y*2 = x"3 + A*x + B mod p;

'9¢' |— G=(xy)base point,i.e., a pointin E of prime order, with x and y being its x- and ycedordinates;
'9T" |— qprime order of the group generated by G;

'98' |— hcofactor of GinE, i.e. #E[GF(p)]/q.

NOTE | In this context, ISO/IEC JTC 1/SC 17 reserves any other data object of the context-specific class (first byte in the
range [80' to 'BF").

Anney C provides examples of exporting a public key and importing a private key.
5.3 |PERFORM SECURITY OPERATION command

5.3.1| General

The PERFORM SECURITY OPERATION command, whichy'shall be as specified in Table 5, initiates the
follow{ing security operations:

— camputations, such as

— computation of a cryptographic checkSum,
— computation of a digital signature, or

— computation of a hash-code;

— vgrifications, such as

— verification of a eryptographic checksum,
—t verification 6f a digital signature, or

— verificatien of a certificate;

— de¢cipherment.

— eIcipherment; or

P1 defines output data of the security operation (see Table 6). P2 defines input data to the security
operation (see Table 7). Values of tag of SM data object defined in ISO/IEC 7816-4 are used for P1 and P2.

P1 and P2 also define operation of this command. It depends on each operation defined in subsequent
subclauses which value is used for P1 and P2. If the security operation requires several commands to
complete, then command chaining may apply (see ISO/IEC 7816-4).

The PERFORM SECURITY OPERATION command may be preceded by a MANAGE SECURITY ENVIRONMENT
command.

© ISO/IEC 2019 - All rights reserved 7
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For example, the security object reference as well as the cryptographic mechanism reference shall be
either implicitly known or specified in a CRT in a MANAGE SECURITY ENVIRONMENT command.

NOTE A security object reference is a reference of a secret key, a reference of a public key, a reference data, a
reference for computing a session key or a reference of a private key. See ISO/IEC 7816-4.

Such a command can be performed only if the security status satisfies the security attributes for the
operation. The successful execution of the command may be subject to successful completion of prior
commands (e.g. VERIFY before the computation of a digital signature).

If present (e.g. implicitly known by the card or because it is part of the command data field), a header
list or an extended header list defines the order and the data items that form the input for the security
operation.

For this command, when a verification related operation is considered, SW1-SW2 set to '6300, or [63CX'
indicates that a verification failed, 'X' = '0' encodes the number of further allowed retries.

Tablp 5 — PERFORM SECURITY OPERATION command-response pair with INS = '2A’

CLA As defined in ISO/IEC 7816-4

INS 2A
P1 See Table 6
P2 See Table 7

L.field |Absentfor encoding N, = 0, present for encoding N, > 0

Data field [Absent or value of the data object specified in P2

L. field |Absent for encoding N, = 0, present for encoding No.> 0

Data field [Absent or value of the data object specified in®1
SW1-SW2 |Bee ISO/IEC 7816-4:—, Tables 6 and 7 whererelevant, e.g. 6985

Table 6 — P1 coding for output data of the security operation

Value |Medning

‘002 |No qutput data
'80" |Plaip value not encoded in BER-TLV
'82" |Cryptogram (plain valpeencoded in BER-TLV DO and including SM DOs)
'84' |Cryptogram (plain value encoded in BER-TLV DO, but not including SM DOs)
'86' |Padfling-contentindicator byte followed by cryptogram (plain value not encoded in BER-TLV D)

'8E' |Cryptographicchecksum
'90" |Hash-code
'OE' |Digitalsignature
1
NOTE Any other value is reserved for future use by ISO/TEC]TC I/SCI7.

a2 P1 ="00" may be used for legacy reasons to indicate that output data is stored in the card and not returned in the
response, i.e. output data is not present in the response data field.

Table 7 — P2 coding for input data to the security operation

Value |Meaning
‘00" |No input data
'80" |Plain value not encoded in BER-TLV
NOTE Any other value is reserved for future use by ISO/IEC]JTC 1 SC 17.

a P2 ="00" may be used for legacy reasons to indicate that input data is already stored in the card and therefore not
present in the command data field.
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Table 7 (continued)

'82" |Cryptogram (plain value encoded in BER-TLV DO and including SM DOs)

'84' |Cryptogram (plain value encoded in BER-TLV DO, but not including SM DOs)

'86' |Padding-content indicator byte followed by cryptogram (plain value not encoded in BER-TLV DO)

'92"  |Certificate (data not encoded in BER-TLV DO)

'9A"  |Input data element for the computation of a digital signature

'A0"  |Input template for the computation of a hash-code (the template is hashed)

'A2' |Input template for the verification of a cryptographic checksum (the template is integrated)

'A8" |Input template for the verification of a digital signature (the template is signed)

'AC Input template for the computation of a digital signature (the concatenated value fields, pre signed)

'AE Input template for the verification of a certificate (the concatenated value fields afe\certified)

'BC Input template for the computation of a digital signature (the template is signed)

'BE Input template for the verification of a certificate (the template is certified)
NOTE Any other value is reserved for future use by ISO/IECJTC 1 SC 17.
a P2 ="00" may be used for legacy reasons to indicate that input data is already/Stored in the card anfd therefore not
present in the command data field.
The PSO command with INS = '2B', which shall be as specified-in/Table 8, allows securjity operation
commlands with extensions. The functions are distinguished by function numbers in H1, defined in

Table

Optionally, the last DO is an extended header list describing the output.

D. Input DOs are conveyed in the command data field.

Table 8 — PERFORM SECURITY OPERATION command-response pair with INS 3 '2B'
CLA  |Asdefined in ISO/IEC 7816-4:—, 5.4.%
INB 2B’
P 'XX' |function number, to distinguish the different variants of pPso, see Tahle 9
P '00', output DO defined in command data field
L.fipld |present for encoding N,&,0
Data field Either inpqt DQ(S) (se¢ Table 7) or DO'73", and optionally an extended header list descfibing the
output (primitive or constructed) (see Table 6)
L. fipld |Absent for encoding N, = 0, present for encoding N, > 0
Data field | Absent«oroutput either according to the extended header list or DO'73'
SW1-§W2 |SeedSO/IEC 7816-4:—, Tables 6 and 7 where relevant, e.g. 6985

Table 9 — Function numbers for PSO command

Value Meaning
'01' Compute cryptographic checksum
'02' Compute digital signature
'03' Hash operation

'04' Verify cryptographic checksum

'05' Verify digital signature

'06' Verify certificate

'07' Encipher

'08' Decipher

NOTE Any other value is RFU.

5.3.2 through 5.3.9 provide further specifications for the case of the even INS code.
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5.3.2 COMPUTE CRYPTOGRAPHIC CHECKSUM operation

The COMPUTE CRYPTOGRAPHIC CHECKSUM operation, which shall be as specified in Table 10, initiates the
computation of a cryptographic checksum.

Table 10 — Parameters and data fields for COMPUTE CRYPTOGRAPHIC CHECKSUM operation

P1 '8E'
P2 '80'
Command data field |Data for which the cryptographic checksum is computed

Response daffa field iLryptographlc checksum

5.3.3 COMPUTE DIGITAL SIGNATURE operation

The COMPUTE DIGITAL SIGNATURE operation, which shall be as specified in Table1, initiates the
computation|of a digital signature. The algorithm may be either a digital signature algorithm or
a combinatiop of a hash algorithm and a digital signature algorithm. Annex A provides examjples of

digital signatjure operations.

For the compjitation of a digital signature, the data to be signed or integrated in the signing procdss are
transmitted |n the command data field or submitted in a previous ceidimand, e.g. PSO commang with
hash operatign. In P2, the digital signature is specified with tag values of SM data object '9A’, 'AC’ pr 'BC’

according to [fable 6.

Table¢ 11 — Parameters and data fields for COMPUTE DIGITAL SIGNATURE operation

P1 '9E' 2
p2 '9A','AC' or 'BC' b
Command dafa field |Absent (data already in the card)yor

If P2 ="'9A', data to be signed-or integrated in the signature process, or

If P2 ="AC', data objects, the concatenated value fields of which are signed or integrpted
in the signature process, or

If P2 = 'BC', data objects to be signed or integrated in the signature process

Response data field |Absent (digital signature stored in the card), or digital signature

a2 P1="00"may be used for legady reasons to indicate that output data will be stored in the card and not
returned in tHe response, ike\output data is not present in the response data field.

b P2 ="00" may be usedfor legacy reasons to indicate that input data is already stored in the card and
therefore not presentinthe command data field.

5.3.4 HASH operation

The HASH operation, which shall be as specified in Table 12, initiates the computation of a hash-code by
performing either

— the complete computation inside the card, or
— apartial computation inside the card.

The HT (i.e. DO'AA" or DO'AB') indicates the algorithm by a cryptographic mechanism reference for
computing a hash-code (see ISO/IEC 7816-4).

The input data shall be presented to the card in successive input blocks (one or more at a time), the
length of which is algorithm dependent. Depending on the hash algorithm, the last input data have a
length equal or shorter than the block length. The padding mechanism, if appropriate, is part of the
definition of the hash algorithm.
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Even if no data are transmitted (i.e. empty command data when P2 ='00'2) or '80"), P1 shall be set to
'90". This is applicable, for example, when data is already in the card.

For the resulting hash-code, the following two cases shall be distinguished either
— the card stores the hash-code for a subsequent command; then the L, field is not present, or

— the card delivers the hash-code in the response; then the L, field shall be set to the appropriate length.

Table 12 — Parameters and data fields for HASH operation

P1 '90'a
P2 '80' or 'AQ' b
Command data field |If P2 = '80", data to hash, or absent (e.g. for initialization or data alreadyin the card), or

If P2 ='A0’, data objects relevant for hashing (e.g. ‘90" for intermediate-hashfcode, '80'
for data to hash)

Resppnse data field |Absent (hash-code stored in the card), or hash-code

a P11 ="00"may be used for legacy reasons to indicate that output data will be stored in the card and notreturned in the
respot|se, i.e. output data is not present in the response data field.

b PZ ='00' may be used for legacy reasons to indicate that input data is already stored in the card anf therefore not
present in the command data field.

5.3.5| VERIFY CRYPTOGRAPHIC CHECKSUM operation

The VERIFY CRYPTOGRAPHIC CHECKSUM operation, whi¢h’shall be as specified in Table 13} initiates the
verifi¢ation of a cryptographic checksum.

Tjable 13 — Parameters and data fields(for VERIFY CRYPTOGRAPHIC CHECKSUM operation

P1 '00'
P2 'A2'
Cominand data field |Data objects relevant to the operation (e.g. plain value DO'80' and / or crygtographic
checksum DO'S8E")

Resplonse data field |Absent

NOTE The value field Jof DO'80" contains data or data elements covered by the value fielgl of DO'8E' as
cryptdgraphic checksum/

5.3.6 | VERIFY'DIGITAL SIGNATURE operation

The VERIFY DIGITAL SIGNATURE operation, which shall be as specified in Table 14, initiates tHe verification
of a digital signature delivered as a data object in the command data field. Other verificgtion relevant
data are efther transmitted I a command cnaining process or present in the card. 1ne algorithm may
be either a digital signature algorithm or a combination of a hash algorithm and a digital signature
algorithm. Annex A provides examples of digital signature operations.

The public key as well as the algorithm may be either

— implicitly known,

— referenced in a DST (DO'B6') of a MANAGE SECURITY ENVIRONMENT command, or
— available as a result from a previous VERIFY CERTIFICATE operation.

If the algorithm reference in the card declares a signature only algorithm, then the data consists of
a hash-code, or the signature is of message recovery type [see ISO/IEC 9796 (all parts)]. Otherwise,

2) P2="00"may be used for legacy reasons.
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the hash-code calculation is performed in the card and the algorithm reference additionally contains a
reference to a hash algorithm.

Table 14 — Parameters and data fields for VERIFY DIGITAL SIGNATURE operation

P1
P2

1001
1A8v

Command data field

Data objects relevant to the operation (e.g. either '9A', 'AC' or 'BC', and '9E")

Response dat

a field |Absent

If the commd
relevant for v

5.3.7

The VERIFY (

VERIFY CERTIFICATE operation

nd data field contains an empty data object, then the card Is expected to Know.a
erification.

ERTIFICATE operation, which shall be as specified in Table 15, verifies-a certificat

the verificati
data object i
operation, w

The public k{
selected or 1
algorithm to
used in the v
shall be trans

[t is recommg
The following

if the cer
tag in thg

if the ce
certificat
content @

If the retriev
operation (e.f

Practical img

contained templates/DOs of the card verifiable certificates. The next edition of this document

possibly depr]

¥n of a certificate, the digital signature of a certificate to be verified is delivere
i

the command data field. Annex B provides relevant examples of how to impleme
ch may help to better understand this subclause.

y of the certification authority to be used in the verification process is either imy
hay be referenced in a DST using the MANAGE SECURITY ENVIRONMENT comman
apply is implicitly known or may be referenced in/a DST. If other data objects are
erification process (e.g. hash-code), then these data)objects shall be present in the ¢
mitted using the command chaining process.

nded for the public key of the certification duthority to be on the card.
F two cases shall be distinguished:

tificate is self-descriptive (P2 = 'BE!Y, then the card retrieves a public key identified
(recovered) certificate content;

rtificate is not self-descriptive (P2 = 'AE'), then the card retrieves a public key
e either implicitly or explicitly by using the public key tag in a header list describi
f the certificate.

ed public key is Stored in the card, that key may be the default key for the subsg
b VERIFY DIGITAL SIGNATURE).

lementatiohs recommend that tag '7F21" is not used in the data field, on behalf

ecate the use of '7F21' in this operation.

| data

e. For
1 as a
nt this

licitly
1. The
to be
ard or
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hg the

quent
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Table 15— Parameters and data fields for VERTFY CERTIFICATE operation

P1
P2

'OO’
'92",'AE' or 'BE'

Command data field

Data elements or data objects relevant to the operation.

If P2 ='92', data element to be used in the certificate verification process, (see
ISO/IEC 7816-4:—, Table 50)

allowed DOs may be those of a Card Verifiable Certificate (see ISO/IEC 7816-4:—,
Table 50)

If P2 ='AE' or 'BE’, data objects to be used in the certificate verification process. The

Response da

ta field |Absent
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If a partial message recovery scheme is used and part of the information is already stored in the card,
then the data object for auxiliary data is expected to be sent empty, with the data to be inserted later by

the card.

5.3.8

ENCIPHER operation

The ENCIPHER operation, which shall be as specified in Table 16, enciphers data transmitted in the
command data field or data in a card. The usage of this operation may be restricted.

NOTE The operation can be used for generating diversified keys.
Fabte-+6—P H fretdsf .
P1 '82','84",'86' (cryptogram according to ISO/IEC 7816-4:—, Tahte 50)
P2 '80'a
Cqmmand data field Absent (data already in the card) or data to be encipheréd
Response data field |Enciphered data as mandated by the P1 value
a P2 ="'00" may be used for legacy reasons to indicate that input data is alpeady stored in the card and therefore
not pr¢sent in the command data field.
5.3.9| DECIPHER operation

The DECIPHER operation, which shall be as specified in<fable 17, deciphers data trans
commiand data field. The usage of this operation may becestricted.

Table 17 — Parameters and data fields for DECIPHER operation

mitted in the

P1 '80'a
P2 '82','84",'86' (cryptogram according to ISO/IEC 7816-4:—, Table 50)

Command data field |Data to be deciphered as mandated by the P2 value

Res

ponse data field |Absent (deciphered data remains in the card) or deciphered data

a P] = '00' may be used for degacy reasons to indicate that output data will be stored in the]
returnjed in the response, i.e. output-data is not present in the response data field.

card and not

© ISO/IEC 2019 - All rights reserved
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Annex A
(informative)

Examples of operations related to digital signature

A.1 General

This annex p1

A.2 Seque

Table A.1 rep‘E

components

ovides examples of how to operate with digital signatures.

nces of commands for managing a security environment

esents a sequence of MANAGE SECURITY ENVIRONMENT commands t@SET DST, CCT §
fthe current SE and finally, to STORE the current SE under a SEID indicated in P2.

Table A.1 — Setting of security environment components

ind CT

Command Operation P1-P2 Command-data field
MSE SET DST '41B6' |{'84' - L - <Key reference>} {{91 00'}
MSE SET CCT '41B4' |{'83' - L - <Key references} {'87"' - L - <Initialization value>]}
MSE SET CT '41B8' [{'83' - L - <Key reference>}
MSE STORE (SEID = 1) 'F201" |Absent
The SET DST [operation references the private key to use in the signature computation and spgcifies

the integrati
a secret key
operation ref

A.3 Seque

Table A.2 sho
The input is

digital signat
delivered to t

n of a random number in the digitalisignature input. The SET cCT operation refe
ind an initial value to use for the;domputation of a cryptographic checksum. The ¢
erences a secret session key to usé'for confidentiality.

nces of commandsfor digital signature computation

ws the syntax for préducing a digital signature by using a signature scheme with app
h hash-code completed with padding bytes. This example illustrates the calculatic

he card.

Table*A:2 — First example of digital signature scheme with appendix

ences
ET CT

endix.
n of a

ure with combined algorithm including a hash operation. In this example, the hash ipput is

Command Operation P1-P2 Command data field Response datalfield
MSE RESTORE 'F301" |Absent Absent '
PSO COMPUTE DIGITAL | 1gpgar | Hash-code with padding bytes Digital signature
SIGNATURE
NOTE1 This example is purely illustrative and its value is limited in terms of implementation as a result of

possible export controls that can apply and indeed for general security reasons (avoidance of repeat signatures is
desirable in some circumstances).

Table A.3 shows the syntax for producing a digital signature by using a signature scheme with appendix.
The digital signature input consists of the hash-code without padding bytes.

14
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Table A.3 — Second example of digital signature scheme with appendix

Command Operation P1-P2 Command data field Response data field
MSE RESTORE 'F301" [Absent Absent
COMPUTE DIGITAL | , . . . . :
PSO SIGNATURE 9E9A' |Hash-code without padding bytes Digital signature
NOTE 2 Inorder to avoid export restrictions, a combined signature and hash algorithm can be used.
NOTE 3 In some circumstances, avoidance of repeat signatures, although desirable, cannot be achieved.

Table A.4 shows a signature scheme with appendix. The digital signature input contains a hash-code

with(zl,\t padding bytes delivered to the card and the card is requested to generate a rarfjJdom number
as required in the extended header list of the DST in the command data field of the- MSE' fommand. As
speciffied by tag 'BC' in P2, a concatenation of data objects (hash-code provided to the-cardl and random
number provided by the card) is signed.

Table A.4 — Third example of digital signature scheme with appendix

Command Operation P1-P2 Command data field Response data field
MSE SET 4186 |L4D'—L - (90"~ L-"91" - L=0RH{'84' - L— | \p ooy
<Key reference>}
PRO COMPUTE DIGITAL | 1gpp {'90" - L - <Hash-code>} Digital sjgnature
SIGNATURE

Table |A.5 shows the syntax for digital signature withdimited message recovery. The datg to be signed
are cqnfigured in accordance with a signature schieme giving limited message recovery using data
objectls presented in the command data field, whéteby the digital signature counter is us¢d as internal

messdge provided by the card.

Table A.5 — Fourth example'of digital signature scheme with appendix]

Command Operation P1-P2 Command data field Responise data field
MSE RESTORE 'F302"' |Absent Absent
PEO COMPUTE DIGITAI(| yigp pcr {'90" - L - <Hash-code>} Digital signature
SIGNATURE

NOTE #

Padding for camputing the hash-code as well as the digital signature are according to I$O/IEC 9796-2.

In Tahjle A.6, the cdrd performs the hashing (or the last round of the hash computatior]). The digital
signatiure inputds-empty in the COMPUTE DIGITAL SIGNATURE operation, since all input datjia are present

in the|card.
Table A.6 — Fifth example of digital signature scheme with appendix
Command Operation P1-P2 Command data field Response data field
MSE RESTORE 'F301' |Absent Absent
PSO HASH '9080" |Datato hash Absent
PSO COMPUTE DIGITAL '9E9A' |Absent Digital signature
SIGNATURE

In Table A.7, the card performs partly the hashing. The digital signature input is empty in the COMPUTE
DIGITAL SIGNATURE operation since the intermediate hash is conveyed in the HASH operation.

© ISO/IEC 2019 - All rights reserved
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Table A.7 — Sixth example of digital signature scheme with appendix

SIGNATURE

Command Operation P1-P2 Command data field Response data field
MSE SET '41B6' |{'84' - L - <Key reference>} Absent
{'90' - L - <intermediate hash followed by a
PSO HASH '90A0" |bit counter> } {'80' - L - <data to be hashed |Absent
(limited to one block)>}
PSO COMPUTE DIGITAL | 1gpgar | Apsent Digital signature

In Table A.8, the hashing is completely worked out outside the card. The dlgltal signature input conveys

the hash val

Table A.8 — Seventh example of digital signature scheme with appendix

Command Operation P1-P2 Command data field Response datalfield
MSE SET '41B6' |{'84' - L - <Key reference>} Absent
PSO COMPUTE DIGITAL | gpga' | Hash value computed off-card Digital signature
SIGNATURE

A.4 Seque

In Table A.9, an extended header list specifies the construction of a non-self-descriptive certifica
digital signature input consists of data elements{The VERIFY CERTIFICATE operatio

Annex B): thd

command chaining.

Table A.9 — First example of digital signature verification

nces of commands for digital signature verification

e (see
h uses

Command Operation P1-P2 Command data field
MSE SET DST a1pe | (4D’ ~BE(42' -~ L~ '5F20' - L - '5F49' - L)} {'83' ~ L - <Key
reference>}
VERIFY
PSO CERTIFICATE '00AEYJ{/5F4E' - L - <Certificate content>}
(CLA ='1X")
VERIFY
PSO CERTIFICATE '00AE" [{'5F37' - L - <Digital signature of certificate>}
(CLA = '0X")
PSO HASH '9080" |Hash input
VERIFY DIGITAL . B [P . .
PSO SIGNEIRE 00A8" |{'9E' - L - <Digital signature>}
— Asthe finst Step, the cert1f1cate content data ob]ect is presented [concatenatlon of the data ele ments:
issuer idén 20)-and-cardholde by (tag

'5F49")]. The card performs the hashlng usmg the certlflcate content as hash 1nput

As a second step, the digital signature belonging to the certificate is re-transformed and the

result is compared with the hash-code computed before. Then, the HASH operation is performed.
For verifying the digital signature, the public key has been retrieved and verified by the previous
VERIFY CERTIFICATE operation. The hash input is dependent on the hash algorithm, either the plain
value, possibly presented in chained commands, or a pre-processed hash-code if the card performs
only the last round of hash-code computation.

— As the final step, the VERIFY DIGITAL SIGNATURE operation is performed.

Table A.10 shows the verification of a self-descriptive certificate (see Annex B): the digital signature
input consists of data objects. The VERIFY CERTIFICATE operation uses command chaining. In the
first step, the data objects integrated in the certificate are presented (e.g. a concatenation of the data

16
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objects: certification authority reference, cardholder name and cardholder public key). The card uses
this concatenation as hash input. Further steps are identical to those of the previous example.

Table A.10 — Second example of digital signature verification

Command Operation P1-P2 Command data field
MSE SET DST '41B6" |{'83' - L — <Key reference>}
{'7F4E' - L - <Certificate content template>
VERIFY {'5F29' - L - <Certificate profile identifier>}
PSO CERTIFICATE '00BE' {'42' - L - <Issuer identification number>}
(CLA='1X") {'5F20' - L. - <Cardholder name>}
= {5F49 =T —=<cardhotder pubtic key>y
}
VERIFY
P$0O CERTIFICATE '00BE" [{'5F37'- L - <Digital signature of certificatez}
(CLA="0X")
P$0O HASH '9080"' |Hash input
P$O VE;:}TAPF?;;AL '00A8" |[{'9E' - L - <Digital signature>}

Table A.11 shows the usage of a public key previously installed in the card.

Table A.11 — Third example of digital Signature verification

Command Operation P1-P2 Command data field
MSE SET DST '41B6" |{'83' - L — <Key reference>}
P50 HASH '90A8" |Hash input
| VERIFY DIGITAL | , v prorr RO i .
P50 SIGNATURE 00A8' |{'9E' =L - <Digital signature>}

A.5 [CHA-Certificate Holder Authorization Data Object (CHA-DO)

Table A.12"— Certification Holder Authorization Data Object

Tag '5F4C!

Encades the role of the holder (i.e. CVCA, DV, IS) and assigns read/write accefs rights to
data groups storing sensitive data

Purpé¢se

Formht Refer to below

The "[ertificate Holder Authorization" (CHA) shown in Table A.12 describes access [rights of the
certificate.holder. It is a general DO in a CV certificate, which is used to identify (i.e. access) rights of the
certificate’holder. The meaning of CHA can be compared with a role based key identifier.

The CHA consists of the application reference/ID for which the authorization is valid, and the role
identifier.

The CHA is formatted as shown in Table A.13.

Table A.13 — CHA format

Prefix Value
AID of related DF (6 most significant bytes) Role Identifier

— AID of the related DF (6 most significant bytes) specifies the AID of the DF where the authorization
is valid.

— Role Identifier indicates the privileges granted within the application whose AID was specified before.
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Table A.14 shows a coding example of the role identifier implemented by CEN TC 224.

Table A.14 — Coding example of the role identifier for non-self-descriptive certificates by

CENTC 224
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
0 x | x | x | x | x |Bitsb7tobl code the value as described
00| 0] 0] 0 |—|— |Roleldentifier coded in two bytes

— | — | —|—1|—1|—1 0| 0 |Roleldentifier coded as number in the subsequent byte
Role Identifier coded as bit map in the subsequent byte; the

— | — | — 0——1—effectiveRole-identifierisecaletlated by-atogical AND-efthe
Role-ID of CA public key and the Role-ID given in the certificate
Role Identifier coded as bit map in the subsequent byte; the bits fet

— | — | —||—1|— 11— 1] 1| 0 |inthesubsequentbyte are correlated to order furtherData Elenjents
with 'FF' separator

Dther values Assigned by CEN TC 224

Table A.15 sh

ows a coding example of the role identifier implemented by CEN"TC 224 if two byt
indicated thrpugh the first byte value '82".

S are

Table A.15 — Coding Example of role identifier with two-byte’header by CEN TC 224
Byte 2 .
Byte 1 Meaning
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl
10000010 |[— | — | — | — | — | — | — | 1 |Community ID verification
— | — | — | — | — | — | 1 | — |Age verification with finite value
— | — | — | — | — | 1 | — | — |Ageerification with inclusive range

Other values

Assigned by CEN TC 224

Table A.16 shpws an example of the coding of the payload if bits b3 to b1 in Table A.15 are all set t

Table A.16 — Role Identifier's further data elements (example with inclusive range)
Data Element Separator Data Element separator Data Element
Community ID verification value 'FF' Age lower limit 'FF' Age upper lirhit

In this case, the role ID forpublic key of CA should be set to '00'.

When the cey
as described

A.6 COMP!

tificate jsdSed in a certificate verification chain to certify a public key of a CA4, it is
n the folowing paragraph.

coded

Table A.17 shows the syntax for producing a digital signature by using two commands. The final
signature, e.g. a DSA- or a EC-DSA-Signature (r,s), consists of two parts which are computed separately
by the two signature commands.

Table A.17 — Example of signature creation by two subsequent signature commands

Command Operation P1-P2 Command data field Response data field
MSE SET DST '41B6' [{'84' - L - <Key reference>}-{'9100'} |Absent
COMPUTE
PSO DIGITAL '9E9A" |Absent Pre-signature, e.g. partr
SIGNATURE
18 © ISO/IEC 2019 - All rights reserved
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Table A.17 (continued)

Command Operation P1-P2 Command data field Response data field
COMPUTE
PSO DIGITAL '9E9A" |Randomized hash-code value Digital signature, e.g. parts
SIGNATURE

This is applicable, e.g. for randomized hashing according to NIST/SP 800-106; if the rand
signature is used in the computation of the hash value of the message.

A.7 Sequence of commands for self-descriptive card verifiable certifica

omizer of the

te

veriffcation

The nmjost common use case of the VERIFY CERTIFICATE operation is using it together v
AUTHENTICATE or EXTERNAL AUTHENTICATE, as indicated in ISO/IEC 7816-4.

The verification of a card verifiable certificate requires two steps: selection of the ve
and verification of the certificate together with the import of the public Key-Generally, th
certificate chain available in the ICC is the public key of the root CA. The)two steps shall |

/ith GENERAL

rification key
e top key of a
pe performed

repeafedly until the correct terminal public key is available in the IC€,/The ICC verifies this certificate

with the public key set in the previous step. If the verification fails,the ICC responds with a
statud word. When successful, the ICC stores the public key contained in the certificate
furthgr import of certificates along the certificate chain. This:process is called multi-stagg

The r¢le of the certificate holder should comply with its-signer. The selection of root CA g

h appropriate
and allows a
verification.

ublic key can

be accepted to verify a chained certificate. Ay other key that was imported with a certificate

may bk applied only if the role of its certificate matches the purpose of verification of the rjext incoming
certificate.
The MSE command selects the key to be used for verification of the certificate to be received in the
consefutive PSO command as shown in Table A.18.
Table A.18 = Example for certificate verification
Command | Operation P1-P2 Command data field Response
data field
{'83" - L - <Issuer identification number>}
MSE SET DST, '81B6' Absent
Key reference of root CA public key or other key in chain
ko VERIEY '00BE" { 7F4_¥E_ -L - <certificate content template>} - {'5F37' - L Absent
CERTIFICATE - <digital signature>}
The k¢y reference of root CA public key or any other key in the chain that is temporarily inpported is the

ificate.atithority reference CAR coded in the certificate.

in B.5. The transmlssmn of the self-descriptive certificate is done without the tag '7F21',
relevant data objects from the value field of the certificate will be transmitted.

The response data field is absent.

© ISO/IEC 2019 - All rights reserved
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Annex B
(informative)

Examples of certificates interpreted by the card

B.1 General

This annex d¢fines examples of how certificates can be interpreted by the card.

B.2 Data ¢bjects for card-verifiable certificates

Table B.1 shows data objects relevant for card-verifiable certificates. These data objects are extfacted
from ISO/IE( 7816-6, which supersedes their definition in the following table\ The definitiops are
copied in thiqg table just for improving the readability.

Table B.1 — Interindustry data objects relevant for card-verifiable certificates (non
exhaustive list)

Tag Data element
'06' Object identifier
'42' Issjuer identification number

'5F20" |Cafdholder name
'5F24' |Ceftificate expiration date
'5F25' | Certificate effective date
'5F29" | Certificate profile indicator
'5F37' |Stdtic internal authentication (signatiire of a certificate, produced by the issuer)
'5F49' |Cardholder public key
'5F4C' | Certificate holder authorization
'5F4E' | Certificate content
'65' Cardholder related data (e.g. certificate extensions)
'7F21" |Catrdholder certificate
'7F49' | Puplic key terhplate
'7F4C" |Certificatetholder authorization template (CHAT)
'"7F4E' | Certificate content template

NOTE In order to provide certificate extension, the DO73™ (i.e. Discretionary Data Template] can be used
directly without being encapsulated into the DO'65". See Table B.7.

The issuer may specify further data objects such as certificate serial number, version number, expiration
date, etc.

Two different structures of card-verifiable certificates shall be distinguished:
— aself-descriptive card-verifiable certificate consists of a concatenation of BER-TLV data objects;

— anon-self-descriptive card-verifiable certificate consists of a concatenation of data elements.
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B.3 Self-descriptive card-verifiable certificates

For the signature creation of a certificate, a digital signature scheme with or without message recovery
is used. Table B.2 shows an example of a self-descriptive card-verifiable certificate with a digital
signature scheme without message recovery.

Table B.2 — Construction for self-descriptive card-verifiable certificate of a cardholder

"7F21' Length Value of subsequent data objects

{'7F4E' - L - <Certificate content template> [{'5F37' - L - <Digital signature>}
{'5F29' - L - <Certificate profile identifier>}

L1490 1 1 CA | deides 4o 1 hl
1 T L ISSUCTT TUTIILITICAUIUIT ITUITIUTT I

{'5F20' - L - <Cardholder name>} -
{'5F49' - L - <Cardholder public key>}

}
Tag of the Length |DO certificate content template DO'7F4E' (includingjtag-field and
certificate of the length=field of DO'7H4E") is signed
(congtructed) | certificate

NOTE[L  The identification data of the certification authority can referenee this public key.

NOTEPR  The identification data of the cardholder can be used for controlling access rights to|data stored in
the card.

NOTEB  The public key of the cardholder can be used in a subsequent VERIFY DIGITAL SIGNATURE operation.

B.4 Non-self-descriptive card-verifiable certificates

An exttended header list data object may be ppesent in the card to verify this type ¢f certificate;
otheryvise, it should be protected when delivered to the card. An extended header list dla object (tag
'4D', see ISO/IEC 7816-4) describes the concatenation of data elements by tag/length paiis in the same
order s in the digital signature (See TahleB.3).

Table B.3 — Construction for'nien-self-descriptive card-verifiable certificate of a dardholder

"TF21' Length Value of subsequent data objects
{4D'-L-(42'-L- {'5F4E' - L - <Issuer {'5F37' - L - gDigital
'5F20' - L -'5F49' - L)} |identification number - signature>}

Cardholder name -
Cardholder public key>}

Tag of the Length |Extended header list Certificate content data The data elenpents are
certificate of the (present only if the object integrated in the signed:
(condtructed) | certificate |certificate structureis |signature (presentonly . e
. L . — Issuer iddntification
not implicitly known) in the absence of message
. . number;

recovery, it contains the

data elements according |— Cardholder name;

to the extended header .

list) — Cardholder public key.

B.5 Self-descriptive card verifiable certificates

B.5.1 General

This subclause provides an example of a self-descriptive certificate as it is typically used in the protocol
Extended Access Control (EAC), see ISO/IEC 7816-4. The certificate is card verifiable and is delivered
as a certificate content template followed by a signature data object. Only the shaded parts shown in
Table B.4 are transmitted to the ICC. The transmission of the certificate is done without the tag '7F21".

© ISO/IEC 2019 - All rights reserved 21


https://iecnorm.com/api/?name=725249666a6a6b01321e05b310928f00

ISO/IEC 7816-8:2019(E)

Table B.4 — Structure and content of a self-descriptive CV certificate (example)

'"7F21' | '82 01 BA' |CV certificate
'7F4AE' | '82 01 7A'
'5F29' '01' ['00' Certificate Profile
Identifier
'42' '0E" |'44 4543 .. Certificate Authority
Reference
'"7F49' | '81 FD' |See Table B.5 Public key
'5F20' 'OE' |'646563... Certificate Holder
Reference
'"7F4C' '0OE' |See Table B.6 Certificate Holde (b
Authorization ‘})late
(CHAT) .
'5F25' | '06' |'00 07000400 01" |Certificate Effective
Date: 2007-APR-01
'5F24' | '06' ['00 0900040001 |Cerfificate Expiration
|Date: 2009-APR-01
'65' '2F'  |See Table B.7 (op’ti\eQ&(data object)
| '5SF37' | '38'  [See B.5.10 - |Digital Signature: EC)SA

B.5.2 Certi

For self-desc}
construct the

B.5.3 Certi

The "Certific
in such a way

ficate profile identifier

iptive certificates, the certificate profile identifiervdefines the list of data objects ulsed to

data to be signed and the order of the data objects, but not their length.

fication authority reference

hition Authority Reference" (CAR) has‘the purpose of identifying the certificate issujng CA

that the DO can be used at the sami¢’time as an authority key identifier.

B.5.4 Publjc key
The encoding of the public key and the domain parameters contained in the certificate is explaiped in
Table B.5.
Table B(5,— Structure and content the public key template
'"7F49' | '81|FD’' |Publickey template
'06_/ '0A" |'04 00 7F 00 07 02 02 02 02 02" |Object Identifier:
Terminal Auth. with ECDSA-SHA-224
'81' | '1C' |'D7 C1 34...C8 CO FF' Prime modulus p
'82" | "1C" |'68 A5 E6... D2 9F 43’ First coefficient a
'83"' | '1C' |'2580F6...6C 40 0B’ Second coefficient b
'84' | '39' |'04 0D 90...14 02 CD' Base point G (uncompressed format)
'85' | '"1C' |'D7 C1 34 ... A7 93 9F' Order of the base pointr
'86' | '39' |'04 39 3E... 13 9E 14 Public point Y
'87' | '01' |'01' Cofactor f

B.5.5 Certificate holder reference

This data object provides a unique name for the public key nested within the certificate.

22

© ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=725249666a6a6b01321e05b310928f00

B.5.6

ISO/IEC 7816

Certificate holder authorization template

-8:2019(E)

In the example, the discretionary data object contained in the CHAT identifies a CVCA that allows read
access to DG3 according to the ICAO LDS (See Table B.6).

Table B.6 — Structure and content of certificate holder authorization templ

ate

"7F4C' | 'OE' |Certificate holder authorization template

'06' | '09' |'04007F000703010201" |Objectidentifier:
Inspection system to access MRTDs

'53" | '01" |'CT’ Role and access rights:

CveA with right Kead DGs

B.5.7

The cq
in 6 by

B.5.8

The ¢
coded

B.5.9

Optio}rally, a certificate may contain certificate exterisions (see Table B.7). This gives the

to im
in the
proto

rtes using unpacked BCD as follows: 0Y 0Y OM OM 0D 0D. Other formats'are out of thg

brtificate expiration date CXD defines the date after which the certificate expires

fol steps that are out of scope of this document.

Certificate effective date

rtificate effective date (CED) defines the date from which the certificate is.valid. The|date is coded

Certificate expiration date

in 6 bytes using unpacked BCD as follows: 0Y 0Y OM OM Q0B-0D.

Certificate extension

scope of B.5.

. The date is

opportunity

ort arbitrary data in an authentic way. In thesexample, the discretionary data object contained
certificate extension authenticates auxiliary data by its hash value to be used ih subsequent

Table B.7 — Structuré’and content of the certificate extension

'65'| | '2F" | Certificate extension
'73" | '2D' |Discretiohary data template
'06'{_'09' |Object identifier
'80'°| '20" |HASH value (SHA-256)
B.5.1 Digital signature (ECDSA)

For se

|f-descriptive certificates, the data to be signed is the complete data object denoted

includ

A signatures in plain format are given as a direct concatenation of two byte stri
A . . . .

ing this'tag and the corresponding length field.

© ISO/IEC 2019 - All rights reserved
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Annex C

(informative)

Examples of asymmetric key transfer

C.1 Usage of the GET DATA command for public key export

It is assumej that the data objects describing a public key are present in the card coded in &fdrm as
shown in Tablfe C.1.
Table C.1 — Coding for public key data objects present in the card
'A8' | L |T-L pair to indicate a template for digital signature verification
B6' | L |DsT
'83' | L |Key reference of public key
| '"7F49' | L |Public key data object
'81' L |Modulus
'82' L |Public exponent
'9E' L  |Digital signature (all bytes of the digital signature verification template
preceding tag '9E' are signed)
With the MSE command, the public key to be retrieved.is'selected. Then the GET DATA commangl (odd
INS, P1-P2 = 'BFFF') is used in three steps, whereby the.data fields shown in Table C.2 to Table C.7]occur
at the card inferface.
Table C.2 — Data field of the GET DATA command, step 1 of 3
'4D" | 'OB' |Extended header list
‘A8’ | '09" | T-L pair to indicate a template for digital signature verification
'B6! | '02" |T-L pair that indicates a DST data object
'83' | '00' |T—L pair that indicates a public key referepce
| 7TF49' | '02" |T-L pair that indicates the public key data object
'81' | '00' |T—L pair that indicates the modulus
Table C.3 — Data field of the GET DATA response, step 1 of 3
A8’ | L
'B6' | L |DST
'83' | L |Key reference of exported public key
| '7F49' | L |Publickey
'81' | L |M0dulus
Table C.4 — Data field of the GET DATA command, step 2 of 3
'4D' | '07" |Extended header list
'A8' '05" |T-L pair to indicate a template for digital signature verification
'"7F49' | '02" |T-L pair that indicates the public key data object
'82' | '00' |T—L pair that indicates the public exponent
24 © ISO/IEC 2019 - All rights reserved
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Table C.5 — Data field of the GET DATA response, step 2 of 3

'A8' L
'7F49' L |Public key
'82' | L |Public exponent
Table C.6 — Data field of the GET DATA command, step 3 of 3
'4D' | '04' |Extended header list
'A8' '02" |T-L pair to indicate a template for digital signature verification
'qQE’ !'ﬂﬂ' !'T‘_I p:\ir thatindicates Higifn] cignahn‘p data nh}'nr‘r
Table C.7 — Data field of the GET DATA response, step 3 of 3
8’| | L
'9E' | L |Digital signature
C.2 |[Usage of the PUT DATA command for private key import

C.2.1

Initially, an MSE command should be sent in order to referené¢e the corresponding privat

Example for referencing the corresponding private key

e key (i.e. the

key rdference is already known to the ICC). Then the PUT'DATA command (odd INS, P1-PR = '3FFF') is
sent fgr import of a private key with a command data field shown in Table C.8 or Table C.9. Both Table C.8
and Table C.9 show data formats that convey an extended header list followed by key parpmeters with
a digifal signature.
Table C.8 — Data field of the PUT DATA command for RSA private key object import
‘4D’ L |Extended header list
'A8' | L |T-L pair to-indicate a template for digital signature verification
‘B | L |T-L pair to indicate a DST
'84' | L |T—L pair to indicate a key reference to S.CH.DS
| "7F48' | L |T-L pair to indicate a private key data object
'92"' | L |T-L pair for parameter p
'93" | L |T-L pair for parameter q
'94' | L |T-L pair for parameter 1/q mod p
'95' | L |T-L pair for parameter d mod (p-1)
'96' | L |T-L pair for parameter d mod (g-1)
! '9E' ! L |T-L pair to indicate a digital signature
5F48' | L Concatenation of the key parameter data elemgnts according to the ex‘Fended header li'st. Data
elements that are associated to filler tags '00" in the extended header list are read but ignored.
'OE' L |Digital signature

© ISO/IEC 2019 - All rights reserved
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Table C.9 — Data field of the PuT DATA command for ECDSA private key object import

'4D' L |Extended header list

A8 | L

T-L pair to indicate a template for digital signature verification

'B6' | L |T-L pairto indicate a DST

'84' | L |T—L pair to indicate a key reference of private key

| '"7F48' | L |T-L pair to indicate a private key data object

'92"' | L |T-L pair to indicate a private key

'06' L |T-L pair to indicate an OID (optional)

| '9E' | L |T-L pair to indicate a digital signature

'5F48' | L

Concatenation of the key parameter data elements according to the extended header list. D3ta
elements that are associated to filler tags '00" in the extended header list are read but ignorgd.

'9E' L |[Digital signature

C.2.2 Example of private key import under secure conditions

Alternative tp the private key import where the empty DO structure of the key is delivered to the ICC
along with k¢y value and related signed data elements, this subclausé¢Zdescribes a data field example

incorporating the key parameters values directly within their DO structure (see Table C.10).

Table C.1Q0 — Data field of the PUT DATA command for RSA private key import under secyire

conditions

'A4' or 'B6' | '03" |Key usage: Authentication template ((A%4') or Digital Signature template ('B6")

'84' | '01' |KeyID

'7F48' | L RSA private key data objects
'92' L |parameterp
'93' L  |parameter q
'94' L  |parameter 1/q mod p
'95' L “|parameterd mod (p-1)
'96' I |parameter d mod (q-1)
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Annex D
(informative)

Alternatives to achieve the reversible change of security context

In addition to the use of logical channels to switch reversely the security context, further alternatives
may be used as follows.

a) D
C
th

Once

incomling command from a second off-card entity that isassumed to initiate a secure chan|

to the

Once 1
its for

Upon
the fir
dynan

incomfing command is received, itshould be processed by the ICC application with the ¢

secret
the tr
MSE S

DO'EQ
the id

b)
C(

T¢ achieve~the same goal as described in alternative a), this document can rely on

iring a secured session, the ICC receives from a first off-card entity an MSE SET compmand with a

RT containing a further DO'EQ' or 'E1' which is a private class tag intended respective
e ICC application about

the references of the dynamic data generated during the running coursejof the tra
the current security environment, e.g. session keys, send sequencéeounter and t
saved i.e. maintained by the ICC in volatile or non-volatile memory: so that to be 1
re-used later (template 'EQ");

the security context that should be established next through the references pr
CRT, e.g. Algorithm identifier (DO'80"), key identifier as DO'83" or '84" (template '}

uch MSE SET with a CRT containing 'EQ' is received’by-the ICC, the ICC turns ready

security context established by the previous MSE SET.

he transaction is ended with the second off-¢ard entity and the secure context needg
mer situation, the second off-card entityseédds an MSE SET command containing the

Feception of such an MSE SET command containing the template 'E1', the ICC shoulc
st off-card entity to resume the secure transaction that was temporarily held on, v
hic data, e.g. session keys, send sequence counter, etc. Accordingly, from now on,

s shared/involved with_the/first off-card entity, thus assuming this off-card entity
hnsaction. To this end, the ICC should recover the dynamic data stored at the first g
ET with CRT nesting®DO'EQ" was performed.

'and DO'E1' may nest context-specific DO for which the interpretation is applicatior
entifier of theysession context assigned by the local terminal.

mmands (refer to ISO [EC 7816-4) as follows:

ly to instruct

hsaction with
hat should be
pcovered and

bvided in the
£1').

to expect an

el according

to reverse to
femplate 'E1".

expect from
yith the same
S soon as an
ryptographic
 is resuming
tep, i.e. when

-specific, e.g.

existing ISO

rence>} {'4D’

d SELECT DATA command with a data field as {'4F' - L - <AID>} {'51' - L - <file ref¢

L1rzl 1aAniny

occurs in the

current SE followed with a PUT DATA command initiating a security context shift with a data field
of this kind: {CRT-CC} {CRT-CCT} setting as example the CRT for integrity and confidentiality in

the current SE;

once such PUT DATA is received by the ICC application, it should behave as
alternative a);

indicated in

once the transaction is ended with the second off-card entity, a PUT DATA command may reverse

the security context with a data field of this kind: {CRT-CC initial} {CRT-CCT initial} setting as

example the CRTs involved with the second off-card entity to their initial value.
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