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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. 1ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in

liaison with IS

and IFC _also take part in the waork

In the field of
Draft Internati
Publication as

International §

information technology, ISO and IEC have established a joint technical committee; 4SO
bnal Standards adopted by the joint technical committee are circulated to nationakbodie
an International Standard requires approval by at least 75 % of the national bodies casting

btandard ISO/IEC 7816-7 was prepared by Joint Technical Committee  ISO/IEC JTC 1,

technology, Sibcommitte SC 17, Identification cards and related devices.

ISO/IEC 7816
with contacts:

— Part 1: PH
— Part 2: Di
— Part 3: El
— Part4:In
— Part 5: N{
— Part6:In
— Part7:In
— Part 8: Se

Annex A of thi

consists of the following parts, under the general title /dentification:cards — Integrated cir

ysical characteristics

mensions and location of the contacts

pctronic signals and transmission protocols

erindustry commands for interchange

mbering system and registration procedure-for application identifiers
erindustry data elements

erindustry commands for Structured Card Query Language (SCQL)

curity related interindustry commands

5 part of ISO/IEC 7816 is forinformation only.

/IEC JTC 1.
5 for voting.
a vote.

Information

Cuit(s) cards
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Introducti
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on

This part of ISO/IEC 7816 is one of a series of standards describing the parameters for integrated circuit(s) cards
with contacts and the use of such cards for international interchange.

These cards are identification cards intended for information exchange negotiated between the outside and the
integrated circuit in the card. As a result of an information exchange, the card delivers information (computation
results, stored data), and/or maodifies its content (data storage, event memorization)

During the
which appli

preparation of this part of ISO/IEC 7816, information was gathered concerning relevanf patents upon
cation of this part of ISO/IEC 7816 might depend. Relevant patents were identifiedhin-France, the patent

holder is Geémplus. However, ISO cannot give authoritative or comprehensive information about evidepce, validity or

scope of patents or like rights.

The patent

ISO/IEC 78]16, provided that those who seek licenses agree to reciprocate.
Further infoymation is available from

GEMPLUS

B.P

1381 GEMENOS CEDEX
FRANCE

holder has stated that licenses will be granted in appropriate terms to énable application| of this part of

100
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Identification cards — Integrated circuit(s) cards with contacts —

Part 7:

Interindustry commands for Structured Card Query Language (SCQL)

1 Scope

This part of

O
and

O the reld

2 Norma

The followin
this part o
publicationg
investigate
undated ref
maintain re

ISO/IEC 90

ISO/IEC 78
Part 4: Inte

ISO/IEC 78
elements.

3 Terms

the concept of a SCQL database (SCQL = Structured Card Query Language based on SQL,

ISO/IEC 7816 specifies

ited interindustry enhanced commands.

ive references

g normative documents contain provisions whichy through reference in this text, constitut
ISO/IEC 7816. For dated references, subsequent amendments to, or revisions of,
do not apply. However, parties to agreements based on this part of ISO/IEC 7816 are

erences, the latest edition of the normative document referred to applies. Members of
jisters of currently valid International: Standards.

75:1992, Information technology~= Database languages — SQL2.

16-4:1995, Information techrology — Identification cards — Integrated circuit(s) cards wi
industry commands for interchange.

16-6:1996, /dentifieation cards — Integrated circuit(s) cards with contacts — Part 6: Intd

and definitions

For the pur;l)oses of this part of ISO/IEC 78186, the following definitions apply.

see 1SO 9075)

b provisions of
any of these
encouraged to

the possibility of applying the most recent. editions of the normative documents indicated below. For

ISO and IEC

th contacts —

rindustry data

3.1

database basic user

SCQL user

3.2
database fil

with no inherent rights

e

structured set of database objects (tables, views, dictionaries) representing the content of a database

3.3

database object owner
SCQL user with the special right to create and drop objects and to manage privileges on these objects

3.4

database owner
initial SCQL user which manages objects and users of the database
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35
dictionary
view on a system table

3.6
system table
table maintained by the card for managing the database structure and database access

3.7
table
database object with a unique name and structured in columns and rows

3.8
view
logical subset|of a table

4 Symbols|(and abbreviated terms)

For the purpoges of this part of ISO/IEC 7816, the following abbreviations apply:

APDU Applidation protocol data unit

API Applidation programming interface
DB Databfse

DB_O Databpse owner

DBBU Databjase basic user

DBF Databgse file

DBOO Databjase object owner

DF Dedichted file

DO Data ¢bject

ICC Integrpted circuit(s) card
IFD Interfgce device

MF Master file

SCQL Structpred card query language
SQL Structpred query language
TLV Tag, length, value

5 SCQL database concept

5.1 SCQL database

A database in a card according to this part of ISO/IEC 7816 is called a SCQL database (SCQL = Structured Card
Query Language), since the commands for accessing are based on SQL-functionality (see ISO 9075) and coded
according to the principles of interindustry commands as defined in ISO/IEC 7816-4. The database itself is a
structured set of database objects called a database file DBF. Under a DF there shall be not more than one DBF
which is accessible after selection of the respective DF. A database may be also directly attached to the MF.

Fig.1 shows an example for the embedding of a database in the card.
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MF
"Application —— ~ " "
'with a DF1 ' | DF2
! database ! |
| |
| l | 1 Any
| DBFE| . application
! ) Database '
| Internal elementary files file |
anaror |
’_wo_rkigg _eleine_nta_ry ﬂleg L
Figure 1 — Application with a database in a multi-application card (example)
An application system may interwork with a SQL database as well as with a SCQL database using the same SQL-
API (API = Application Programming Interface). Thus, a card carrying a SCQL{atabase may appear as a part of a
distributed SQL database environment. Fig. 2 shows a typical SQL configuration with a card intggrated in the
system desjgn.
Application
System
L _ _ SQLAPI_ _ _ |
SQL- SQL- SQL- SCOoL
data-  |commands [ commands QL-
base data-
, base
I
scQL™% IcC
commands] '
|
IFD/ICC
interface
Higure 2 — SCQL.database as part of a distributed SQL database environment (example)
5.2 SCQU tables
A SCQL database contains objects called tables, views and dictionaries. Each object can be referencéed by a unique
identifier.

A table is a structured data object with a unigue name within a database. It consists of named columns and a
sequence of rows. The number of rows may be conceptually unlimited (i.e., only restricted by the available memory

space in the card), or limited. The table and the main characteristics are shown in fig. 3.
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After creation
can be inserte

O read (selq
O insert

O update

O delete.
5.3 SCQLvV

A view is a lo
distinguished:

O aview (s

O aview (s
rows the

Table name
Column Column Column
name 1 name 2 name 3
Row 1
Row 2
Row 3
Characteristics:

- Table name: unique, max. 8 characters
- No. of tables: not regulated by this standard

© ISO/IEC

ct)

ews

= bUiuIIIII narrie ill ldbic. L.IIIIbIUU, ITIaA. 8 biloll.
- No. of columns within a table: 1 - 15

- Max. no. of rows: not determined or fixed
- Column size: 0 - 254 bytes, if not specified
- Column data type: string

Figure 3 — SCQL table (example) and its main characteristics

the table structure is persistent, i.e. neither an existing column can-be withdrawn nor a
d. On a table the following actions can be performed:

e fig. 4), which by definition fixes the accessible columns, is called in this context a static

e fig. 5), which testricts the access to those rows whose contents matches defined condit
alue of which isgreater '20", is called in this context a dynamic view.

Table name

Column |\ Column
name 1 ame 2

Column
name 3

new column

pical subset of a table, which-defines the part of the table accessible. Two types of views are to be

view and

ons (e.g. to

A\

A\

\

Static view

with access
restricted to the
2nd and 3rd column

AN

View name

Column
name 2

Column
name 3

Figure 4 — SCQL static view (example)


https://iecnorm.com/api/?name=5160ae21ed1f84fa113ded896b1ffdb8

© ISO/IEC ISO/IEC 7816-7:1999(E)

Table name

Column| Column | Column
namel| name 2 | name 3

View name

Column| Column | Column
namel| name 2 | name 3

Dynamic view
At

restricted to rows where the content of the
row matches one or more defined conditions

Figure 5 — SCQL dynamic view (example)

A combinatfon of static view and dynamic view in the same view definition is also passible.
A view has |ike a table a uniqgue name in a SCQL database. Several views may be defined on the samje table.
On a view the following actions can be performed:
O read (select)

O update

5.4 SCQU system tables and dictionaries

A system tgble is maintained by the card and contains information necessary to manage the database structure and
access. There are three system tables:

O the object description table (name *©)

O the usgr description table (name *U)

O the priyilege description table (name *P)

The object flescriptiondable contains information about the tables and views stored in the database.

The user descriptiontable contains information about the users which have access to the database.

The privilegendescription table contains_information _about the privileges onto the database tabl¢s and views.
Privileges describe which tables and views can be accessed by which users, and which actions can be performed
by those users on the respective table or view.

The figures 6 - 8 show the system tables with their mandatory columns.
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*O
Object description table)

OBJINAMOBJOWN| OBJTYP| OBJDES|OBJOPT

[ [ [ [ [
Object Object  Object Object Object

name owner type  descriptor options
(table (userid) (T =table, (column (secu-
name or V =view) namesin rity re-
view case of lated
RarRe; table—data:
unique) view de- objects,

finition in e.g. for
case of authenti-
view) cation)

Note: This system table may contain

additional implementation specific columns.

Figure 6 — Object description table

*U
(User description table)

USERID |USRPRO | USROWN'|USROPT

User  User profile: Userid User
iden- DB _O = of user options
tifier DB owrer owner  (security
(unique) DBOO = (person related
DB object owner who data
DBBU = assigns objects)
DB basic user the
user id)

Note: This system table may contain
additional implementation specific columns.

Figure 7 — User description table

P

(Privileae descrintion-table)
\ ~ L 7

OBJNAM [ OBJUSR | USRPRI | OBJOWN

Table name, Userid Privileges User id

view name of the of the
or object user object
dictionary (grantee) owner
name (grantor)

Note: This system table may contain
additional implementation specific columns.

Figure 8 — Privilege description table

© ISO/IEC
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For access to the information contained in the system tables, views on these system tables can be created. A view
on a system table is called a SCQL dictionary. The only action which a user can perform on a dictionary is reading

(select).

5.5 SCQL user profiles

SCQL user profiles are characterized by special permissions. A user profile is attached to a user identifier stored in

ISO/IEC 7816-7:1999(E)

the user description table. Table 1 shows the profiles and the attached permissions.

Table 1 — SCQL user profiles and attached permissions

Profile

User

Permission

DB_O

Database owner

- Adding/dropping of users with profile
DBOO or DBBU

- Creation/deletion of objects
(tables/views)

- Granting/revoking of privleges for objects
owned

- Creation/deletion of dietionaries with
access to all rows in:the system tables

- Access to objects not owned according
to the privileges-granted

DBOO

Database object
owner

- Adding/dropping of users with profile
DBBU,

- Creation/deletion of objects
(tables/views)

- ‘Granting/revoking of privileges for
objects owned

- Creation/deletion of dictionaries with
access to rows where the DBOO is
registered as OBJOWN in *O, USROWN
in *U or OBJOWN in *P

- Access to objects not owned according
to the privileges granted

DBBU

Database basic
user with specific
user id or the
general user id
PUBLIC

- Access to objects according to the
privileges granted

NOTE A-TSErWwiththeprofite DB O —Tarm oy be imserted— 1 the USer descriptom tapfegurngthe—SCQL  database

installation.

6 SCOQL related commands

6.1 General aspects

The 'Structured Card Query Language (SCQL)' is based on the functionality of the standardized 'Structured Query
Language (SQL)'. SQL statements are mapped onto SCQL operations within the PERFORM SCQL OPERATION

command (see fig. 9 and table 2).
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The mandato

SQL statement —® SCQL operation

SQL [SQL |SQL |SQL [sQL
state- |attri- |word | attri- (word
ment | bute bute

dwmy v

Para- Para-
CLA|INS [P1 |P2 |Lc [Lp |meter|Lp | meter|...

! R N—
'10'= PERFORM Lp Lp
SCOL OPERATION [ Ll

© ISO/IEC

LC

NOTES -

1. The coding schemafor the datafieldis a sim-
plified TLV structure. Since meaning and posi-
tion of the data objects are fixed, tags are not
needed and therefore not present in the coding.

2. SQL words are not encoded in the data field.

3. If several items are grouped, then the dimension
has to be present before the grouped items.

Figure 9 — Mapping principle of a SQL statement onto a SCQL operation

y parameters of a command occur always in the sequence defined in the related com

mand table.

Their tag is therefore not present. The optional parameters are -_if/not indicated otherwise - presenmted in TLV

format.

As well as thg
but may be us

0 the PERRH
0O the PERR

6.2 Groupin

PERFORM SCQL OPERATION command two“other commands belong to the SCQL ¢
ed also outside an SCQL environment:

ORM TRANSACTION OPERATION comimand (see fig. 10) and
ORM USER OPERATION command (see fig. 10).

g and encoding of commands

The SCQL related commands can be greuped as shown in fig. 10.

SCQL Related Commands

perrORM | | PEREORM [ perFoRM
TRANS-
ScaL ACTION USER
OPERATION | | iAo || OPERATION
CREATE TABLE BEGIN PRESENT USER

nvironment,

CREATE VIEW  COMMIT CREATE USER
DROP TABLE ROLLBACK DELETE USER
DROP VIEW

CREATE DICTIONARY

GRANT

REVOKE

DECLARE CURSOR

OPEN

NEXT

FETCH

FETCH NEXT

INSERT

UPDATE

DELETE

Figure 10 — SCQL related commands
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For the commands defined in this part of the standard the instruction codes and the coding of the respective

operations are shown in table 2.

Table 2 — Instruction codes and operations

INS-code

Meaning

10'

PERFORM SCQL OPERATION
P2 coding and meaning:
'80' = CREATE TABLE
'81' = CREATE VIEW
'82' = CREATE DICTIONARY
'83' = DROP TABLE
'84' = DROP VIEW

85 = GRANT

'86' = REVOKE

'87' = DECLARE CURSOR
'88' = OPEN

'89' = NEXT

'8A' = FETCH

'8B' = FETCH NEXT

'8C' = INSERT

'8D' = UPDATE

'8E' = DELETE

12"

PERFORM TRANSACTION OPERATION
P2 coding and meaning:
'80' = BEGIN
'81' = COMMIT
'82' = ROLLBACK

14'

PERFORM USER OPERATION
P2 coding and meaning:
'80' = PRESENT USER
'81' = CREATE.USER
'82' = DELEFE USER

The usage pf these commands and encoding examffes are shown in annex A.

6.3 Notation and special codings

In subsequént chapters the following netation is used for describing SQL statements:

O words |n capital letters are SQL words (fixed expressions of the SQL language)

[ ] meahs optional
<...> means attribute ‘string
::= means consists{of

| meang or

O 0O oo g

* means.all

For encoding of parameters, the following notation is used:

O Lp = Length (coded in one byte) of the subsequent parameter

0 <..>=parameter string of bytes with the length Lp and the meaning given in <...>

For encoding of a dimension D (e.g. no. of columns or no. of conditions), the following rule applies:

D:=N

with N = no. of subsequent items, coded on one byte
or

D ;== Ln<N>

with Ln ='01' (N coded in one byte).
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An item consists of one or several consecutive parameters. The null dimension is coded on one byte set at '00'. The

meaning of a null dimension is either 'all columns' or 'no conditions' according to the command.

For the comparison operators which occur in search conditions, the coding according table 3 is used.

Table 3 — Coding of comparison operators

6.4 Status b
The status by
operation, an

The meaning
usage of this

Comparison | Coding |Meaning
operator
= '3D" | equal to
< '3C' | less than
> '3E' | greater than
< '‘4C" | less than or equal to
> ‘47" | greater than or equal to
% '23' not equal to

ytes

art of the standard.

tes SW1-SW2 of a response denote the processing state in the card. Table 4 shows
meaning of the values of SW1-SW2 defined in this part of ISO/IEC 7816. Fer.each command o
hppropriate clause provides more detailed meanings.

of status bytes defined in part 4 of this standard and listed.here are defined more prec

Table 4 — Status bytes

the general
performed

sely for the

10

SW1-SW2 | Defined |Meaning
in part

Norival processing

'9000' 4 Command successful

'61xx' 4 Command successful, xx codes the
humber of data bytes to be fetched
by GET RESPONSE
Warning processing

'6282' 4 End of table reached
Execution errors

'6500! 4 No information given

'6581' 4 Memory failure (e.g. info corrupted)
Checking errors

'6700' 4 Wrong length
Command not allowed

'6900 4 No information given

6982 4 Seeutty-Statushotsatisted

'6985' 4 Necessary commands or operations
not performed before
Wrong parameters

'6A00' 4 No information given

'6A80' 4 Incorrect parameter in data field

'6A81' 4 Operation not supported

'6A84' 4 Not enough memory space

'6A88' 4 Referenced object not found

'6A89' 7 Object exists already

'B6CxX' 4 Wrong length Le: SW2 indicates the
exact length

'6D00 4 Instruction code not supported
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6.5 Coding of identifiers

The following conventions for identifiers are defined :

<identifier> ::= <capital letter> [<capital letter> | <digit> | <_>]

<capital letter> ::= A|B|C|D|E|F|G|H|I|J|K|LIM|N|O|P|QIR|S|T|U|VIW|X|Y|Z
<digit> ::= 0|1]2|3|4/5|6|7|8|9

<table name> ::= <identifier, max. 8 bytes>

<view name> ::= <identifier, max. 8 bytes>

<dictionary name> ::= <specifiable part of dictionary name><_><O|U|P>
<column name> ::= <identifier, max. 8 bytes>

<specifiable part of dictionary name> ::= <identifier, max. 6 bytes> | SYSTAB

ISO/IEC 7816-7:1999(E)

<user id> ::
<indivi
<group
<group

ual id> |
id> <delimiter> <individual id> |
id> <delimiter> <subgroup id>

<delimiter> <individual id> |

<group|
<group|

id> <delimiter> <asterisk> |
id> <delimiter> <subgroup id>

<delimiter> <asterisk> |

<group|

id> <delimiter> <asterisk>

<delimiter> <asterisk>

<group id> |:= <identifier, max. 8 bytes>

<subgroup (d> ::= <identifier, max. 8 bytes>

<individual |d> ::= <identifier, max. 8 bytes> | <special user id>
<delimiter>|::=

<asterisk> = *

<special usgr id> ::= <cardholder> | <public user>

<cardholde

> 1= CHOLDER

<public usef> ::= PUBLIC

CHOLDER|is the general user id for the cardholder, PUBLIC is the general user id for a database basic user, see
table 1.

The meanirjg of an asterisk is 'don't care’, i.e. the coding of this part is not compared.
For checking a user id, the followihg cases have to be distinguished:
If the user id is an individuahid, then the user id has to be identical with the registered user id.

If the user|id consists¢of a group id in combination with an individual id, then the following steps have to be
performed:

1) checkwhether the full user id is registered

2) if not, check, whether <group id>.* is registered

If the user id consists of a group id in combination with subgroup id and individual id, then the following steps have
to be performed:

a) check whether the full user id is registered
b) if not, check,whether <group id>.<subgroup id>.* is registered
c) if not, check, whether <group id>.*.* is registered

The user id verification is performed, if a PRESENT USER operation is performed, but also in situations where
access control to tables, views and dictionaries is required (see DECLARE CURSOR and INSERT).

NOTE The user group construction mechanism is not part of SQL.

11
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6.6 Security

The following c

6-7:1999(E)

attributes of tables, views and users

onventions for security attributes are defined :

© ISO/IEC

<security attribute> ::= <security related data object as defined in other parts of this standard, e.g. for authentication

or access cont

rol>

Security attributes associated to tables and views may be related to authentication procedures to be performed
before access or describe secure messaging mechanisms to be applied, if data manipulation operations are
performed (e.g. reading and writing in a confidential mode).

A security attri

6.7 Linking

If the last coly
modification t
USER operati
operation, the

7 Databasd

7.1 CREATH
7.1.1 Definitiq

The SCQL op
table definition

7.1.2 Conditi
A table can on
7.1.3 Comma
The SCQL op

CREATE TAB|
<table name>
<table elemen
<security attrik

<column defin
[<delimiter><uy
[<delimiter><d

bute attached to a user is related to user authentication.

Iser ids to INSERT and UPDATE operations

mn of a table has the name USER, then the card will maintain a record of thequser mak
b the table. The linking operation consists of inserting the current user id, (set with the
on, in the column USER when performing the INSERT operation. When "performing th
N the card overwrites the existing user id in the column USER with the curtent user id.

b operations

- TABLE
n and scope

eration CREATE TABLE defines a table with itsicolumns and possibly with security att
is added in the object description table.

bnal usage and security

ly be created by users with the profile ®B_O and DBOO.

nd message

bration is related to the following SQL statement:

LE <table name> <table element list> [<security attribute>, ...]

;.= <identifier, see 6.5>

L list> ::= (<column definition> [, <column definition> ...] [<columnUSER>])

ute> ::= <security’related DO, see 6.6>

tion> ::=<column name>
nique constraint definition>]
ata type>]

a-L

<column name

anbifior o
TOCTTOmC T, SCT U0

<columnUSER, see 6.7> ::= USER

<unigue const

<delimiter> ::=

raint definition> ::= U

<data type> ::= <variable character (length)>

<variable character (length)> ::= V<length>

<length> ::=<b

inary coded length on 1 byte>

ing the last
PRESENT
e UPDATE

ibutes. The

If the unique constraint definition is used and supported, then the card has to ensure that all values in the related

column are un

ique.

If the variable length indication (i.e. maximum length) is present and supported, then the card has to check that the
presented length of the column does not exceed the specified maximum length.

12
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7.1.4 Resy

7.1.5 Staty
The followin
0O Swil-=
® '82" 54
0O Swil-=
® '80"1In
® '84" Ng

Table 5 — PERFORM SCQL OPERATION command

APDU for CREATE TABLE

ISO/IEC 7816-7:1999(E)

CLA As defined in ISO/IEC 7816-4
INS '10' (= PERFORM SCQL OPERATION)
P1 '00', other values RFU
P2 '80' = CREATE TABLE
Lc field | Length of subsequent data field
Data Lp <table name, see 6.5>
field D, fixing N (columns)
N items:
Lp <column definition>
Optional parameters:
Lp <max. no. of rows, binary coded on 1
byte>
Lp <security attribute> [<security
attribute>, ...]
Le field | Empty

onse message

Table 6 — PERFORM SCQL OPERATI®N'response

APDU for CREATE TABLE

Data field
SW1-SW2 | Status bytes

Empty

s conditions

'69' with SW2 =

curity status not satisfied

'6A" with SW2 =

t enough memory’space

* '89" Object existsalready

7.2 CREA

TE VIEW

g specific error conditions may occur:

correct parameter(s).in*data field

7.2.1 Defir

ftiormard-scope

The SCQL operation CREATE VIEW defines a view on a table. The view definition is added in the object description

table.

7.2.2 Conditional usage and security

A view can only be created by the owner of the referenced table.

7.2.3 Command message

The SCQL operation is related to the following SQL statement:

CREATE VIEW <view name> AS <view definition> [<security attribute>, ...]
<view name> = <identifier, see 6.5>

13
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<view d

<comparison operator> ::==|<|>|<|=2]| #

<string>

© ISO/IEC

efinition> ;= SELECT <select list> FROM <object name> [WHERE <search condition> [AND <search
condition>, ...]]
<security attribute>::= <security related DO, see 6.6>
<select list> ::= * | <column name> [, <column name>]
<object name> ::= <table name>
<search condition> ::= <column name> <comparison operator> <string>

::='<sequence of bytes>"'

* = all columns

NOTE

Table 7 — PERFORM SCQL OPERATION command

APDU for CREATE VIEW

CLA As defined in ISO/IEC 7816-4

INS '10' (= PERFORM SCQL OPERATION)
P1 '00', other values RFU
P2 '81' = CREATE VIEW

Lc field | Length of subsequent data field
Data Lp <view name, see 6.5>
field Lp <table name>
D, fixing N (columns)
N items:
Lp <column name>
D, fixing N (conditions)
N items consisting of 3 parameters:
Lp <column name>
Lp <comparison operator>
Lp <string>

Optional parameters:

Lp <security attribute> [<security
attribute>, ...]

Le field | Empty

If seiveral conditions are present, they.are implicitly combined with a logical AND.

7.2.4 Resporlse message

Table 8 — PERFORM SCQL OPERATION response

APDU for CREATE VIEW

Data field
SW1-SW2

Empty
Status bytes

7.2.5 Status conditions

The following specific error conditions may occur:

O SW1="69 with SW2 =

e '82

: Security status not satisfied

O SW1="6A"with SW2 =

* '80
° 84
* 88
* '89

14

. Incorrect parameter(s) in data field
: Not enough memory space
: Referenced object not found

: Object exists already
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7.3 CREATE DICTIONARY

7.3.1 Definition and scope

The SCQL operation CREATE DICTIONARY defines a view on the system tables *O, *U and *P. The fixed view
definitions are added by the card in the object description table, see tables 11 and 12. The rows of the system

tables which can be read, are dependent of the user's profile.

NOTE This command has no equivalence in SQL.

7.3.2 Conditional usage and security

A dictionary can only be created by the DB_O or a DBOO.

7.3.3 Command message

The SCQL pperation is related to the following SQL extension statement:

CREATE D|CTIONARY <specifiable part of the dictionary name>

<specifiablg part of the dictionary name> ::= <identifier, max. 6 bytes, see 6.53 \SYSTAB

NOTE The specifiable part of the dictionary name is completed by the card by adding _O for the viejv of the object
description tpble, _U for the view of the user description table and _P for-the view of the privilege description table. As a
general dictipnary name, if needed, SYSTAB shall be used.

Table 9 — PERFORM SCQL OPERATION command APDU for CREATE DICTIONARY

CLA As defined in/SO/IEC 7816-4

INS '10' (= PERFORM SCQL OPERATION)
P1 '00', other values RFU
P2 '82' =.CREATE DICTIONARY

Lc field | Length of subsequent data field
Data Lip <specifiable part of the dictionary
field name, see 6.5>

Le field | Empty

Table 10 — Rows inserted, if user is DB_O

*O
(Object description table)

OBJNAM OBJOWN OBJTYP [OBJDES
<specifiable <user id of \ ALL or name of
dictionary DB_O> columns
name>_0O

<specifiable <user id of \% ALL or name of
dictionary DB_O> columns
name>_U

<specifiable <user id of \Y, ALL or name of
dictionary DB_O> columns
name>_P

NOTE In table 10 the column OBJOPT is empty and not shown.

15
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Table 11 — Rows inserted, if user is DBOO

*O
(Object description table)
OBJNAM OBJOWN OBJTYP |OBJDES
<specifiable <user id of \% ALL or name of
dictionary DBOO> columns; condition:
name>_0O OBJOWN = <user id
of DBOO>
<specifiable <user id of \% ALL or name of
dictionary DBOO> columns; condition:
name> U USROWN = <user id
of DBOO>
<specifiable <user id of \% ALL or name of
dictionary DBOO> columns; condition:
name>_P OBJOWN = <user id
of DBOO>

NOTE In taple 11 the column OBJOPT is empty and not shown.

7.3.4 Resporlse message

Table 12 — PERFORM SCQL OPERATION
response APDU for CREATE DICTIONARY

Data field | Empty
SW1-SW2 | Status bytes

7.3.5 Status ¢onditions
The following specific error conditions may occur:

O SW1="69 with SW2 =

® '82" Secuprity status not satisfied

O SWI1="6/"with SW2 =
® '80" Incorrect parameter(s) in data field
® '84": Not gnough memory Space

® '89" Objeft exists already

7.4 DROP TABLE

7.4.1 Definition and scope
With the SCQL operation DROP TABLE a table can be dropped.

7.4.2 Conditional usage and security

© ISO/IEC

A table can only be dropped by its owner. The privileges associated to the table should be automatically dropped.

7.4.3 Command message
The SCQL operation is related to the following SQL statement:

DROP TABLE <table name>

16
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Table 13 — PERFORM SCQL OPERATION command

APDU for DROP TABLE
CLA As defined in ISO/IEC 7816-4
INS '10' (= PERFORM SCQL OPERATION)
P1 '00', other values RFU
P2 '83' = DROP TABLE
Lc field | Length of subsequent data field
Data Lp <table name>
field
Le field | Empty

7.4.4 Respgonse message

Table 14 — PERFORM SCQL OPERATION
response APDU for DROP TABLE

Data field | Empty
SW1-SW2 | Status bytes

7.4.5 Statys conditions
The following specific error conditions may occur:

0 SW1=['69 with SW2 =

®  '82" Sqcurity status not satisfied

0 SWI1 =|'6A" with SW2 =
® '80" Ingorrect parameter(s) in data field

* '88" Referenced object not found

7.5 DROR VIEW

7.5.1 Defirjition and scope

With the SQQL operation DROP VIEW a view can be dropped.
7.5.2 Conditional usage and 'security

A view can pnly be dropped by its owner. The privileges associated to the view should be automatically dropped.
7.5.3 Command message

The SCQL pperation is related to the following SQL statement:

DROP VIEW <view name or dictionary name >

Table 15 — PERFORM SCQL OPERATION command
APDU for DROP VIEW

CLA As defined in ISO/IEC 7816-4

INS '10' (= PERFORM SCQL OPERATION)
P1 '00', other values RFU

P2 '84' = DROP VIEW

Lc field | Length of subsequent data field

Data Lp <view name or dictionary hame>
field

Le field | Empty

17
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7.5.4 Response message

Table 16 — PERFORM SCQL OPERATION response
APDU for DROP VIEW

Data field | Empty
SW1-SW2 | Status bytes

7.5.5 Status conditions

The following specific error conditions may occur:

O SWI1="69"with SW2 =

® '82" Secyrity status not satisfied

0 SWI1="6/"with SW2 =
® 80" Incorrect parameter(s) in data field

* '88" Refefenced object not found
7.6 GRANT
7.6.1 Definition and scope

The SCQL operation GRANT allows to grant privileges to a single usef, toa user group or to all users.
The following privileges may be granted:

a) Privileged for table access
SELECT
INSERT
UPDATE
DELETE

b) Privilegeq for view access
SELECT
UPDATE

c) Privileged for dictionary-access
0 SELECT.

NOTE If in jaddition to a privilege an access authorization by the cardholder shall be required (i.e. password presentation)

before the respkctive action can he performed then this has to he defined in the security attributes defined for the respective

table or view.

7.6.2 Conditional usage and security

Only the owner of the table or view can grant or revoke privileges.
7.6.3 Command message

The SCQL operation is related to the following SQL statement:
GRANT <privileges> ON <object name> TO <grantee>

<privileges> ::= <action> [,<action> ...] | ALL
<action> ::= SELECT | INSERT | UPDATE | DELETE

18
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<object name> ::= <table name> | <view name> | <dictionary hame>

<grantee> ::= <user id, see 6.5> | *
* = all users

Table 17 — PERFORM SCQL OPERATION command

APDU for GRANT

CLA As defined in ISO/IEC 7816-4

INS '10' (= PERFORM SCQL OPERATION)
P1 '00', other values RFU
P2 '85' = GRANT

ISO/IEC 7816-7:1999(E)

Lc field | Length of subsequent data field
Data Lp <privileges, coding see table 18>

field Lp <table name, view name or dictionary
name>
Lp <user id (see 6.5) or *>

Le field | Empty

Table 18 — Coding of privileges

Privilege

Coding in SCQL

INSERT
SELECT
UPDATE
DELETE
all

a1
2
g
e
e

7.6.4 Respgonse message

Table 19 — PERFORM SCQL OPERATION response

APDU for GRANT

Datafield
SW1-Sw2

Empty
Status bytes

7.6.5 Statys conditions

The following specific €fror conditions may occur:

O SW1=['69 with"'SW2 =

® '82" Sgcurity status not satisfied

O SW1="6A"with SW2 =

® '80" Incorrect parameter(s) in data field

® '84" Not enough memory space

* '88" Referenced object not found
7.7 REVOKE

7.7.1 Definition and scope

The SCQL operation REVOKE allows to revoke privileges granted before (see 7.6).

19
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7.7.2 Conditional usage and security

Only the owner of the table or view can revoke privileges.

7.7.3 Command message

The SCQL operation is related to the following SQL statement:

REVOKE <privileges> ON <object name> FROM <grantee>

<privileges> ::= <action> [,<action> ...] | ALL
<action> ::= SELECT | INSERT | UPDATE | DELETE

<object name3

<grantee> ::=
* = all users

<user id> | *

> = <table name> | <view name> | <dictionary nhame>

Table 20 — PERFORM SCQL OPERATION command

APDU for REVOKE

CLA
INS

P1

P2

Lc field
Data
field

Le field

As defined in ISO/IEC 7816-4

'10' (= PERFORM SCQL OPERATION)
'00', other values RFU

'86' = REVOKE

Length of subsequent data-field

Lp <privileges, coding seetable 18>

Lp <table name, view-name or dictionary
name>

Lp <user id or *>

Empty

7.7.4 Resporjse message

7.7.5 Status
The following

O SwWi='6

Table 21 —RERFORM SCQL OPERATION response

APDU for REVOKE

Data.field
SW1-SW2 | Status bytes

Empty

onditions

Specificrerror conditions may occur:

......

® '82" Security status not satisfied

0O SW1="6A"with SW2 =

® '80" Incorrect parameter(s) in data field

* '88" Referenced object not found

7.8 DECLARE CURSOR

7.8.1 Definition and scope

© ISO/IEC

A cursor is used for pointing to a row in a table, view or dictionary. The SCQL operation DECLARE CURSOR is
used for the declaration of a cursor.

20
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7.8.2 Conditional usage and security

ISO/IEC 7816-7:1999(E)

The declaration of the cursor is only accepted, if the actual user is authorized to access the referenced table, view
or dictionary. The user has to be the owner of the referenced object or at least one privilege for access to the
referenced object (for comparison of the current user id with the user id stored in the system table *P see 6.5).

Only one cursor can exist at a given time, i.e. if a new cursor is declared then the previous is no longer valid.

7.8.3 Command message

The SCQL operation is related to the following SQL statement:

DECLARE CURSOR EQR <selection>

<selection>|

]

<select list

<object nar]:

<search co

.= SELECT <select list> FROM <object name> [WHERE <search condition> [AND,<sea

= * | <column name> [, <column name>]

e> 1= <table name> | <view name> | <dictionary name>

dition> ::= <column name> <comparison operator> <string>

<comparisgn operator> == | <|>|<| 2| #

<string> ::=

'<sequence of bytes>'

* = all columns

NOTE S

nce only one cursor at a time is possible, no cursor name is used.

Table 22 — PERFORMSCQL OPERATION command

APDU for\DECLARE CURSOR

ch condition>,

CLA As defined in ISO/IEC 7816-4
INS '10'{= PERFORM SCQL OPERATION)
P1 '00', other values RFU
P2 '‘87' = DECLARE CURSOR
Lc field’ | Length of subsequent data field
Data Lp <table name, view name or dictionary
field name>
D, fixing N (columns)
N items:
Lp <column name>
If conditions are present:
D, fixing N (conditions)
N items consisting of 3 parameters:
Lp <column name>
Lp <comparison operator>
Lp <string>
Le field | Empty
NOTE If several conditions are present, they are implicitly combined with a logical AND.

7.8.4 Response message

Table 23 — PERFORM SCQL OPERATION response

APDU for DECLARE CURSOR

Data field
SW1-Sw2

Empty
Status bytes
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7.8.5 Status conditions

The following specific error conditions may occur:

0

0

7.9 OPEN

SW1 ='69" with SW2 =

'82": Security status not satisfied

SW1 ="6A" with SW2 =

'‘80": Incorrect parameter(s) in data field

'88'": Referenced object not found

© ISO/IEC

7.9.1 Definitipn and scope

The SCQL operation OPEN opens a cursor, i.e. the cursor is positioned on the first row whichy satisfies t
previously defined with the DECLARE CURSOR operation.

7.9.2 Conditipnal usage and security

A cursor must|be declared before.

7.9.3 Command message

The SCQL operation is related to the following SQL statement:

OPEN

Table 24 — PERFORM SCQL,OPERATION command
APDU for OPEN

CLA As defineddn ISO/IEC 7816-4

INS '10' (= PERFORM SCQL OPERATION)
P1 '00'", other values RFU
P2 '88'= OPEN

Lc field /f Empty
Data Empty
field
Le)field | Empty

7.9.4 Resporjse message

Table 25 — PERFORM SCQL OPERATION response
APDU for OPEN

he selection

Data field | Empty
SW1-SW?2 | Status bytes

7.9.5 Status conditions

The following specific error conditions may occur:

d

22

SW1 ='62" with SW2 =
‘82" End of table reached

SW1 ='69" with SW2 =

'85": Necessary commands or operations not performed before (no cursor defined)
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7.10 NEXT

7.10.1 Definition and scope

The SCQL operation NEXT sets the cursor on the next row satisfying the cursor specification.
7.10.2 Conditional usage and security

A cursor must be opened before.

7.10.3 Command message

The SCQL operation is related to the following SQL statement:

NEXT

Table 26 — PERFORM SCQL OPERATION command
APDU for NEXT

CLA As defined in ISO/IEC 7816-4

INS '10' (= PERFORM SCQL OPERATION)
P1 '00', other values RFU

P2 '89' = NEXT

Lc field | Empty

Data Empty

field

Le field | Empty

7.10.4 Regponse message

Table 27 — PERFORM SCQL OPERATION response
APDU for NEXT

Data field | Empty
SW1-SW2 | Status bytes

7.10.5 Stafus conditions
The following specific error conditions may occur:

O SWI1 =|'62" with SW2 =
® '82" End of table reached

O SW1=['69 with(SW2 =

® '85" Ngcessary commands or operations not performed before (no cursor defined)

7.11 FETCEH

7.11.1 Definition and scope
The SCQL operation FETCH allows to fetch a row or part of it. The cursor has to point on the row to be fetched.
7.11.2 Conditional usage and security

The operation can only be executed by the object owner or a user with the SELECT privilege. A cursor must be
opened before.

7.11.3 Command message
The SCQL operation is related to the following SQL statement:

FETCH

23
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Table 28 — PERFORM SCQL OPERATION command
APDU for FETCH
CLA As defined in ISO/IEC 7816-4
INS '10' (= PERFORM SCQL OPERATION)
P1 '00', other values RFU
P2 '8A' = FETCH
Lc field | Empty
Data Empty
field
Le field | Max. length of expected data
7.11.4 Respdnse message

NOTE In th
(SW1-SW2 ='6
command with

In the case the
7.11.5 Statug

The following

O SW1='6
‘82" Secu
‘85" NecH

7.12 FETCH
7.12.1 Definif

The SCQL op
cursor is set t(

Table 29 — PERFORM SCQL OPERATION response
APDU for FETCH

Data field | D, fixing N (columns)
SW1-SW2 | N items:

Lp <string>

Status bytes

e case the T=0 transmission protocol is used, the length of the data selected is indicated in the
Cxx', where xx indicates the number of data bytes available). /The“data shall be retrieved by re-issu
he value of Le indicated in SW2.

T=1 transmission protocol is used, the data are transmitted in the FETCH response APDU.
conditions
Specific error conditions may occur:

D' with SW2 =
rity status not satisfied

ssary commands or operations not performed before (no cursor defined)

NEXT
ion and scope

eration . EETCH NEXT has to be used for reading the logical next row from the cursor p
the(row fetched.

status bytes
ng the same

psition. The

7.12.2 Conditional usage and security

The operation can only be executed by the object owner or a user with the SELECT privilege. A cursor must be
opened before.

7.12.3 Command message

The SCQL operation is related to the following SQL statement:

FETCH NEXT

24
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Table 30 — PERFORM SCQL OPERATION command
APDU for FETCH NEXT

CLA As defined in ISO/IEC 7816-4

INS '10' (= PERFORM SCQL OPERATION)
P1 '00', other values RFU

P2 '8B' = FETCH NEXT

Lc field | Empty

Data Empty

field

Le field | Max. length of expected data

ISO/IEC 7816-7:1999(E)

7.12.4 Reqg

See note b

7.12.5 Sta

The followin

O

7.13 INSE

SW1 =
'82": EnN
SW1 =
'82": Se
'85": N6

7.13.1 Def]

The SCQL
The cursor

ponse message

low table 29.

us conditions
g specific error co

'62' with SW2 =

d of table reached

'69' with SW2 =

RT

nition and.scope

Table 31 — PERFORM SCQL OPERATION response
APDU for FETCH NEXT

Data field | D, fixing N (columns)
SW1-SW2 | N items:

Lp <string>

Status bytes

nditions may occur:

curity status not satisfied

cessary commands or operations not performed before (no cursor defined)

operation INSERT is used to insert a row in a table. A new row is always added at the ¢nd of a table.
remains at its position.

7.13.2 Conditional usage and security

The command can only be executed by the table owner or a user with the INSERT privilege.

The value for the special coulmn USER - if present — is inserted by the card, see 6.7.

7.13.3 Command message

The SCQL operation is related to the following SQL statement:

INSERT [INTO] <table name> VALUES (<string> [,<string> ...])

<string> ::= '<sequence of bytes>'
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Table 32 — PERFORM SCQL OPERATION command
APDU for INSERT

CLA As defined in ISO/IEC 7816-4
INS '10' (= PERFORM SCQL OPERATION)
P1 '00', other values RFU
P2 '‘8C' = INSERT
Lc field | Length of subsequent data field
Data Lp <table name>
field D, fixing N (columns)
N items:
Lp <string>
CefretdTEmpty

7.13.4 Respdnse message

Table 33 — PERFORM SCQL OPERATION response
APDU for INSERT

Data field | Empty
SW1-SW?2 | Status bytes

7.13.5 Statug conditions
The following gpecific error conditions may occur:

O SWwW1="62" with SW2 =
* '82" End of table reached

0O SW1="67" with SW2 =
®* '00": Wrorg length

0O SW1="69 with SW2 =

® '82" Secyrity status not satisfied

O SWI1="6/"with SW2 =

® '80" Incorrect parameter(s) in-the data field
® '84" Not @nough memary.space

* '88" Refefenced object not found

®* '89": Objert exists already (column value not unique)

7.14 UPDATE

7.14.1 Definition and scope

The SCQL operation UPDATE updates one or more fields of a row in a table or view to which the cursor points.
7.14.2 Conditional usage and security

The command can only be executed by the table owner or a user with the UPDATE privilege. A cursor must be
opened before.

The value for the special column USER - if present — is modified by the card, see 6.7.
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7.14.3 Command message

The SCQL operation is related to the following SQL statement:

UPDATE SET <set clause list>

<set clause list> ::= <column name> = <string> [,<column name> = <string>...]

<string> ::= '<sequence of bytes>'

Table 34 — PERFORM SCQL OPERATION command
APDU for UPDATE

CLA As defined in ISO/IEC 7816-4

INS '10' (= PERFORM SCQL OPERATION)
P1 '00', other values RFU
P2 '8D' = UPDATE

Lc field | Length of subsequent data field
Data D, fixing N (columns)

field N items consisting of 2 parameters:
Lp <column name>
Lp <string>

Le field | Empty

7.14.4 Regponse message

Table 35 — PERFORM SCQL\©PERATION response
APDU for UPDATE

Data field | Empty
SW1-SW2 | Status‘bytes

7.14.5 Stafus conditions

The following specific error conditions may occur:
0 SW1=|'67" with SW2 =

® '00": Wrong length

O SW1 =['69" with SW2.=
® '82" Sgcurity status not satisfied

® '85" Ngcessary commands or operations not performed before (no cursor defined)

0 SWI1="6A"with SW2 =
® '80" Incorrect parameter(s) in the data field
® '84": Not enough memory space

® '89" Object exists already (column value not unique)

7.15 DELETE
7.15.1 Definition and scope

With the SCQL operation DELETE a row in a table to which the cursor points, can be deleted. The cursor is moved
to the logical next row.
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The command can only be executed by the table owner or a user with the DELETE privilege for the referenced
table.

7.15.3 Command message

The SCQL operation is related to the following SQL statement:

DELETE

Table 36 — PERFORM SCQOL OPERATION command

APDU for DELETE

CLA As defined in ISO/IEC 7816-4

INS '10' (= PERFORM SCQL OPERATION)
P1 '00", other values RFU
P2 '8E' = DELETE

Lc field | Empty
Data Empty
field
Le field | Empty

7.15.4 Respdgnse message

Table 37 — PERFORM SCQLOPERATION
response APDU for DELETE

Data field | Empty
SW1-SW?2 | Status bytes

7.15.5 Statud conditions

The following

d

specific error conditions may Occur:

SW1 ='62" with SW2 =

‘82" End
SW1="6
‘82" Secu
‘85" NecH

pf table reached

' with SW2 =
rity status-not satisfied

ssary.€commands or operations not performed before (no cursor defined)

8 Transaction management

8.1 General concept

A transaction in this context is the process of a modification in the database. A modification can be an update or an
insertion of one or more rows.

The PERFORM TRANSACTION OPERATION command provides the operations needed for confirmation or
cancellation of transactions.

If this command is not used or not supported, an SCQL operation is always executed in the sense of commit, i.e. a
modification caused by the operation becomes immediately valid.
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8.2 Transaction operations
8.2.1 BEGIN
8.2.1.1 Definition and scope

The transaction operation BEGIN allocates space for a memory image, e.g. a row.

8.2.1.2 Conditional usage and security

The memory space which is provided is implementation dependent. It is recommended that enough memory space
for the buffering of at least one row is allocated

8.2.1.3 Command message

Table 38 — PERFORM TRANSACTION OPERATION
command APDU for BEGIN

CLA As defined in ISO/IEC 7816-4

INS '12' (= PERFORM TRANSACTION
OPERATION)

P1 '00', other values RFU

P2 ‘80" = BEGIN

Lc field | Empty

Data Empty

field

Le field | Empty

8.2.1.4 Repponse message

Table 39 — PERFORM TRANSACTION OPERATION
résponse APDU for BEGIN

Data field” | Empty
SWI1:SW?2 | Status bytes

8.2.1.5 Stdtus conditions
The following specific efror conditions may occur:

O SW1=['6A"with.SW2 =

® '84': Npt€neugh memory space

8.2.2 COMMIT
8.2.2.1 Definition and scope

The transaction operation COMMIT validates all the modifications made since the transaction operation BEGIN has
been executed.

8.2.2.2 Conditional usage and security

The transaction operation BEGIN has to be previously performed.
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