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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National

bodies that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take part in the work.

The procedures used to develop this document and those intended for its further maintenance are

described in the ISO/IEC Directives, Part 1. In particular, the different approval criter
the different types of document should be noted. This document was drafted in accordz
editorfial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this docuthént may b
of patent rights. ISO and IEC shall not be held responsible for identifying any or all

a needed for
nce with the

e the subject
such patent

rights| Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see Www.iso.org/paterts) or the IEC

list of patent declarations received (see http://patents.iec.ch).

Any tfade name used in this document is information given forfthe convenience of users
constitute an endorsement.

For ap explanation of the voluntary nature of standards, the meaning of ISO specif

and does not

¢ terms and

expressions related to conformity assessment, as well*as information about ISO's adh¢rence to the

World| Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see y
iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatidg
Subcommittee SC 17, Cards and security devices for personal identification.

vww.iso.org/

n technology,

This fourth edition cancels and replaces the third edition (ISO/IEC 7816-4:2013), whiich has been

technjcally revised. It also incorporates the Amendments ISO/IEC 7816-4:2013/Am
ISO/IHC 7816-4:2013/Amd.2:2018,and the Corrigendum ISO/IEC 7816-4:2013/Cor.1:2014,

The main changes compared t6 the previous edition are as follows:

— incorporation with the amendments and the corrigendum;

— rdgvision of unclear portions and correction of editorial mistakes.

Alist pf all parts in the ISO/IEC 7816 series can be found on the ISO website.

Any fdedback or questions on this document should be directed to the user’s national stan

1.1:2018 and

Hards body. A

completeédisting of these bodies can be found at www.iso.org/members.html.

© ISO/IEC 2020 - All rights reserved
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Introduction

ISO/IEC 7816 (all parts)[4] is a series of standards specifying integrated circuit cards and the use of
such cards for interchange. These cards are identification cards intended for information exchange
negotiated between the outside world and the integrated circuitin the card. As a result of an information
exchange, the card delivers information (computation result, stored data) and/or modifies its content
(data storage, event memorization).

— Five parts are specific to cards with galvanic contacts and three of them specify electrical interfaces.

— ISO/IEC 7816-1 specifies physical characteristics for cards with contacts.

— ISO/IEC 7816-2 specifies dimensions and location of the contacts.
— ISO/]EC 7816-3 specifies electrical interface and transmission protocols for asynchronousjcards.
— ISO/]EC 7816-10 specifies electrical interface and answer to reset for synchrenous cardg.
— ISO/]EC 7816-12 specifies electrical interface and operating proceduresfor"USB cards.

— All the ofther parts are independent from the physical interface technolegy. They apply to|cards
accessed|by contacts and/or by radio frequency.

— ISO/IEC 7816-4 specifies organization, security and commands for interchange.
— ISO/]EC 7816-5 specifies registration of application providers.

— ISO/IEC 7816-6 specifies interindustry data elements‘for interchange.

— ISO/]EC 7816-7 specifies commands for structured card query language.

— ISO/]EC 7816-8 specifies commands for security operations.

— ISO/IEC 7816-9 specifies commands for'‘card management.

— ISO/]EC 7816-11 specifies personal verification through biometric methods.

— ISO/IEC 7816-13 specifies cammands for handling the life cycle of applications.
— ISO/]EC 7816-15 specifies'cryptographic information application.

ISO/IEC 10536 (all parts)iidl specifies access by close coupling. ISO/IEC 14443 (all parts)[1] and
ISO/IEC 156P3 (all parts)iel specify access by radio frequency. Such cards are also known as
contactless cprds.

The Internafional¥ Organization for Standardization (ISO) and International Electrotechnical
Commission (IEG)-draw attention to the fact that it is claimed that compliance with this documetrt may
involve the utewfa patent

ISO and IEC take no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured ISO and IEC that he/she is willing to negotiate licences —
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this
respect, the statement of the holder of this patent right is registered with ISO and IEC. Information may
be obtained from the patent database available at www.iso.org/patents.

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights other than those in the patent database. ISO and IEC shall not be held responsible for
identifying any or all such patent rights.

viii © ISO/IEC 2020 - All rights reserved
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Identification cards — Integrated circuit cards —

Part 4:
Organization, security and commands for interchange

1 Scope

This Jocument is intended to be used in any sector of activity. It specifies:
— cdntents of command-response pairs exchanged at the interface,

— mleans of retrieval of data elements and data objects in the card,

— stfructures and contents of historical bytes to describe operating characteristics of the card,

— stfructures for applications and data in the card, as seen at the interface when processirlg commands,
— adcess methods to files and data in the card,

— apecurity architecture defining access rights to files and-data in the card,

— means and mechanisms for identifying and addressirig applications in the card,
:]ethods for secure messaging,

— adcess methods to the algorithms processed by the card. It does not describe these algorithms.
It doe§ not cover the internal implementation within the card or the outside world.

This document is independent from:the physical interface technology. It applies to card$ accessed by
one o1l more of the following methods: contacts, close coupling and radio frequency. If the ¢ard supports
simultaneous use of more thanvone physical interface, the relationship between what happens on
different physical interfaces.is-out of the scope of this document.

2 Normative references

The fgllowing documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undatpd references, the latest edition of the referenced document (including any amendmgpnts) applies.

ISO/1§C7816-3, Identification cards — Integrated circuit cards — Part 3: Cards with contacty — Electrical
interface and transmission protocols

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for
interchange

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER) — Part 1:

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

© ISO/IEC 2020 - All rights reserved 1
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ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31

accessrule

data element (3.15) containing an access mode referring to an action and security conditions to fulfil
before acting

3.2
Answer-to-Resetfite
information/file
EF.ATR/INFQ
optional EF (B.22) indicating operating characteristics of the card

3.3

application
structures (3.55), data elements (3.15) and program modules needed for-performing a specific
functionality

3.4
application DF
dedicated filg (DF (3.18)) hosting an application (3.3) in a card

3.5
application {dentifier
AID
data element [3.15) (up to sixteen bytes) that identifies@n application (3.3)

3.6
application label
data element [3.15) for use at the man-machinéinterface

3.7
application provider
entity providing the components thatmake up an application (3.3) in the card

3.8
application emplate
set of applicafion-relevant data objects (3.16) including one application identifier (3.5) data object|(3.16)

3.9
asymmetric|cryptographic technique

cryptographic téchnique that uses two related operations: a public operation defined by public nu
or by a publiclke 41) and a private operation defined by private numbers or by a private ke

mmbers
39)

Note 1 to entry: The two operations have the property that, given the public operation, it is computationally
infeasible to derive the private operation.

3.10

base template

value field of constructed data object (3.16) excluding DOs resulting from resolution of indirect
referencing

3.11
certificate
digital signature (3.20) binding a particular person or object (3.32) and its associated public key (3.41)

Note 1 to entry: The entity issuing the certificate also acts as tag allocation authority with respect to the data
elements in the certificate.

2 © ISO/IEC 2020 - All rights reserved
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3.12

command-response pair

C-RP

set of two messages at the interface: a command APDU followed by a response APDU in the opposite
direction

3.13

command chaining

means used by the outside world to tell the card that the command data of a sequence of successive
command-response pairs (3.12) shall be processed together

3.14
contekt-specific class
class ¢f a tag with its first or only byte from '80' to 'BF"

3.15
data ¢lement
item df information seen at the interface for which are specified a name, a description of logical content,
a format and a coding

3.16
data gbject
information seen at the interface consisting of the concatenatiofrof a mandatory tag field)a mandatory
lengtH field and a conditional value field

3.17
data ynit
smallgst set of bits that can be unambiguously referenced within an EF (3.22) supporting flata units

3.18
dedicpted file
DF
structpre (3.55) containing file control information and, optionally, memory available for allocation

3.19
DF name
data efement (3.15) (up to sixteen bytes) that uniquely identifies a DF (3.18) in the card

3.20
digitdl signature
data gppended to, or-cryptographic transformation of, a data string that proves the origin and the
integifity of the data string and protects against forgery, e.g. by the recipient of the data stfing

3.21
directoryfile
EF.DIR
optional EF (3-22Z) contaiming a iistof appiications (3-3) supported by tie card and optional related data
elements (3.15)

3.22

elementary file

EF

set of data units (3.17) or records (3.42) or data objects (3.16) sharing the same file identifier (3.26)

3.23
extended header
data element (3.15) referencing one or several DOs in a constructed DO

3.24
extended header list
concatenation of extended headers (3.23)

© ISO/IEC 2020 - All rights reserved 3
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3.25

file

structure (3.55) for application (3.3) and/or data in the card, as seen at the interface when processing
commands

3.26
file identifier
data element (3.15) (two bytes) used to address a file (3.25)

3.27
header list
concatenation of pairs of tag field and length field without delimiter

3.28
interindustiy
items specifi¢d in the ISO/IEC 78164] series

3.29
internal EF
EF (3.22) for ptoring data interpreted by the card

3.30
key
sequence of symbols controlling a cryptographic operation

EXAMPLE Encipherment, decipherment, a private or a public@peration in a dynamic authentication,
signature gendration, signature verification.

3.31
master file
MF

unique DF (3118) representing the root in a card using a hierarchy of DFs (3.18)

3.32
object
structure (3.95) plus security object (3.52)

3.33

offset
number sequpntially referencifga data unit (3.17) in an EF (3.22) supporting data units (3.17), orfa byte
in a record (3|42)

3.34
oversize payload
payload (3.34) whiclrexceeds the current size constraints of the APDU

3.35
parent file
DF (3.18) immediately preceding a given file (3.25) within a hierarchy of DFs (3.18)

3.36

password

data that may be required by the application (3.3) to be presented to the card by its user (3.63) for
authentication purpose

3.37
path
concatenation of file identifiers (3.26) without delimiter

3.38
payload
data of arbitrary length, to be sent to the card or by the card, in order to be processed together

4 © ISO/IEC 2020 - All rights reserved
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3.39
private key
key (3.30) of an entity's asymmetric key pair which should only be used by that entity

3.40
provider
authority who has or who obtained the right to create a DF (3.18) in the card

3.41
public key
key (3.30) of an entity's asymmetric key pair that can be made public

3.42
recorfd
string|of bytes referenced and handled by the card within an EF (3.22) supporting record

3.43
recorf identifier
numbgr used to reference one or more records (3.42) within an EF (3.22) supporting recoids

3.44
recorfl number
sequeptial number that uniquely identifies each records (3.42) within an EF (3.22) supporting records

3.45
registered application provider identifier
RID
data element (3.15) (five bytes) that uniquely identifies‘an application provider (3.7)

3.46
resetting code
data tp be presented to a card in order to modify the value of a counter

3.47
response chaining
mean$ used by the card to tell the/outside world that the response data of any command{response pair
(3.12)|followed by the responge data of a sequence of GET RESPONSE command-response pgirs should be
procegsed together

3.48
secretf key
key (3130) used with'Ssymmetric cryptographic techniques (3.56) by a set of specified entitigs

3.49
secure messaging
SM

t f aanc for cruntagranhic mpataction Af (iante A0 ~opmand yocpnanco pajpre (2 121
set of lreansforer yptographicprotecton-of{partsecommandresponsepairs {312}
3.50

security attribute
condition of use of objects (3.32) in the card including stored data and data processing functions,
expressed as a data element (3.15) containing one or more access rules (3.1)

3.51

security environment

SE

set of components required by an application (3.3) in the card for secure messaging (3.49) or for security
operations
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3.52

security object

standalone object nested in an EF (3.22), a record (3.42), a data object (3.16), a DataString or a
combination thereof that endorses security handling according to this document

EXAMPLE Password, password type, reference data including biometric, reference data type, certificate
(3.11), certificate type or key (3.30).

3.53
self-controlled DO
constructed DO which nests atleast a DO'62' nesting security attributes (3.50)

3.54
short EF identifier
data element [3.15) (five bits) used to address an elementary file

3.55
structure
DF (3.18), EF|(3.22), record (3.42), DataString or DO

3.56
symmetric dgryptographic technique
cryptographic technique using the same secret key (3.48) for both the-originator's and the recipient's
operation (wlthout the secret key, it is computationally infeasible to contpute either operation)

3.57
tag list
concatenation of tag fields without delimiter

3.58
tagged wrapper
wrapper (3.67) which provides a tag for local addressing of the DO it references

3.59

template
concatenatioh of BER-TLV data objects (3:16), forming the value field of a constructed BER-TLY data
object (3.16)

3.60
template exfension
part of the value field of a constructed DO resulting from automatic resolution of indirect referenicing

3.61
transient selection
structure (3.5) selection needed when performing a C-RP (3.12), the success of which will not mhodify
the current validity’area (3.64)

3.62
transient VA
validity area (3.64) set transiently during execution of a command which handles DOs

3.63
user
user of the card, also known as cardholder

3.64

validity area

VA

result of all successful selections performed on a logical channel
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3.65

virtual root DO

virtual constructed DO'7F70' made current by the selection of a file (3.25), a record (3.42) or a
DataString supporting DO handling

3.66

working EF

EF (3.22) for storing data not interpreted by the card

3.67

wrapper

concatenation of DOs referencing a DO

4 Symbols and abbreviated terms

AID application identifier

AMB access mode byte

AMF access mode field

APDU application protocol data unit

ARR access rule reference

ASN.1 abstract syntax notation one (see ISO/IEC 8825-1)

AT control reference template for authentication

ATR Answer-to-Reset

BER basic encoding rules of ASN.1 (see ISO/IEC 8825-1)

cC cryptographic checksum

CCT control reference template forcryptographic checksum
CG cryptogram

CLA class byte

CLA* CLA with SM indication (bits b8, b7 and b6 set to 000 and bits b4 and b3 Jet to 11)
CRT control referencetemplate

CT control reference template for confidentiality

CP controlparameter (file control parameter or data object control parametegr)
CP D( conttol parameter BER-TLV data object

C-RP command-response pair

DF dedicated file

DIR directory

DO BER-TLV data object

DO".. BER-TLV data object, the tag of which is a hexadecimal value given between simple quotes
DS digital signature

DST control reference template for digital signature

EF elementary file

EF.ARR access rule reference file

EF.ATR/INFO [Answer-to-Reset file or Information file

EF.DIR directory file

FCI file control information

FCP file control parameter

FMD file management data
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HT control reference template for hash-code

ICC integrated circuit card

INS instruction byte

KAT control reference template for key agreement

L. field length field for coding the number N,

LCS Life cycle status

L, field length field for coding the number N,

MF master file

MSE manage securitv environment

N, number of bytes in the command data field

N, maximum number of bytes expected in the response data field

N, number of bytes in the response data field

OID object identifier, as defined by ISO/IEC 8825-1

PCI padding-content indicator byte

PIX proprietary application identifier extension

PSO perform security operation

P1-P2 parameter bytes (inserted for clarity, the dash is not significant)

RFU reserved for future use by ISO/IECJTC 1/SC 17

RID registered application provider identifier

SC security condition

SCB security condition byte

SCQL structured card query language

SE security environment

SEID security environment identifier

SM secure messaging

SMC security module card

SPT security parameter template

SW1-SW2 status bytes (inserted for clarity, the dash is not significant)

TLV tag, length, value

{T-L-V} data object (inserted for clarity, the dashes and curly brackets are not significant)

usc user card

VA validity area
nofation where any upper case letter from G to Z stands for a hexadecimal digit from '0’

'XY' £0 '9' or 'A' to 'F', equal to XY to the base 16. Identical letters do not state that theg most
and least significant quartets are identical.

5 Command-response pairs

5.1 Conditions of operation

A physical interface between the card and the outside world shall be enabled to support processing of
command-response pairs. The enabling process is defined by interface-specific protocols. With their
own words (between double quotes), the following standards define enabling procedures:

— ISO/IEC 7816-3 defines "activation of contacts”, "cold reset"” or "warm reset", and possible "Protocol
and Parameter Selection".
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— ISO/IEC 7816-12 defines "electrical connection" of contacts with reference to the USB specification,
the "Configured" and "Initial" state of the device, and "ATR".

— ISO/IEC 14443[14] (all parts) defines how to set a proximity card to an "ACTIVE" state.

Those standards also define procedures and situations which disable the physical interface. A disabled
physical interface shall not support processing of command-response pairs.

5.2 Syntax

Syntax of APDU shall comply with ISO/IEC 7816-3. Table 1 shows a command-response pair (C-RP),
namely a command APDU followed by a response APDU in the opposite direction (see [SO/IEC 7816-3).
There|shall be no interleaving of C-RPs across the interface, i.e. the response APDU shall be received
beforg initiating another C-RP.

In any]command APDU comprising both L. and L, fields (see ISO/IEC 7816-3), shoff.and exfended length
fields ghall not be combined: either both of them are short, or both of them ar€extended.

If the [card explicitly states its capability of handling "extended L. and L\ fields" (see Taple 127, third
software function table) in the historical bytes (see 12.2.2) or in EEATR/INFO (see 12.8.3), then the
card Handles short and extended length fields. Otherwise (default value), the card handles only short
lengtH fields. In a command APDU longer than 5 bytes, the use of €xtended length fields ig indicated by
the firjst byte after P2 equal to '00".

N_ denjotes the number of bytes in the command data field: The L field encodes N..
— If|the L, field is absent, then N, is zero.
— AphortL_field consists of one byte not set to '00%From '01' to 'FF', the by te encodes N, fr¢m one to 255.
— Ap extended L. field consists of three bytes: one byte set to '00' followed by two byftes not set to
'0000". From '0001' to 'FFFF’, the two bytes encode N, from one to 65 535.
Table 1= Command-response pair (C-RP)
Field Description Number of bytes | Direction
Class byte denoted CLA 1
Command header Instruction byte denoted INS 1
Parameter bytes denoted P1-P2 2 To the
L, field Absent for encoding N, = 0, present for encoding N> 0 0,1or3 card
Command dataffield |Absentif N, =0, present as a string of N_ bytesif N> 0 N,
L, field Absent for encoding N, = 0, present for encoding N, > 0 0,1,20r3
Response data field | Absentif N.= 0, presentas a string of N.bytesif N.>0| N, (at mostN,) From the
Response trailer Status bytes denoted SWI-SWZ Z card

N, denotes the maximum number of bytes expected in the response data field, regardless of any
structure of the data within this field. The L, field encodes N,.

— Ifthe L, field is absent, then N, is zero.
— AshortL, field consists of one byte with any value.

— From '01' to 'FF', the byte encodes N, from one to 255.
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— If the byte is set to '00', then N, is 256.

— An extended L, field consists of either three bytes (one byte set to '00' followed by two bytes with
any value) if the L_ field is absent, or two bytes (with any value) if an extended L. field is present.

— From '0001' to 'FFFF', the two bytes encode N, from one to 65 535.
— Ifthe two bytes are set to '0000’, then N, is 65 536.

N, denotes the number of bytes in the response data field. N, shall be less than or equal to N,. Therefore
in any C-RP, the absence of L, field is the standard way for receiving no response data field. If the L, field
contains only bytes set to '00', then N, is maximum, i.e. within the limit of 256 for a short L, field, or

65 536 for anj

If the proces{
then the resp|

P1-P2 indicat
'00" generally
parameter by

General cony
instruction b
the RFU bits

5.3 Chaini

5.3.1 Gend

Chaining prg
several consg

b o | a4 - A | 11l 4l - I P | 1 b 1 111 de |
CALCIIUCU Le HTIU, dIl LT dvVdlldUIT Uy LTS SHHUUIU DT TTLULIITU.

is aborted, then the card may become unresponsive. However, if a response APDU g
onse data field shall be absent and SW1-SW2 shall indicate an error.

es controls and options for processing the command. A parameter byt&P1 or P2
provides no further qualification. There is no other general convention for encodi
tes.

entions are specified hereafter for encoding the class byteidenoted CLA (see 5.
yte denoted INS (see 5.5) and the status bytes denoted SW1-SW?2 (see 5.6). In those
bhall be set to 0 unless otherwise specified.

ng procedures

ral

cedures are used either to support paylead fragmentation or for a process invj
cutive C-RPs.

5.3.2 Payl¢ad fragmentation

A command
A response p
oversize if its
payload:

Chaining
payload i

Chaining
payload i

The receiver

ayload is data of arbitrary length to be sent to the card in order to be processed tog
hyload is data of arbitrary:length to be received from the card as requested. A pay
length is larger than available in a data field; chaining is needed to transmit an ov

s fragmented;each fragment is a command data field which complies with size limit:

of resporises supports the recovery from the card of an oversize response payloa
s fragmented; each fragment is a response data field which complies with size limit3

ccurs,

set to
hg the

), the
bytes,

plving

ether.
oad is
ersize

of commands supports the transmission to the card of an oversize command payload. The

itions.

1. The
tions.

shall concatenate the successively transmitted fragments to recover the payload.

APDU syntax limits the size of data fields. More size limitations may be stated (see 12.8.1); if an L, field
('0000' or '000000") indicates N,='010000", then all the required information should be returned, up to
65 536 bytes. Fragmentation will occur with the short format of length fields if the command payload
exceeds 255 bytes and/or the response payload exceeds 256 bytes. Fragmentation should not occur
with the extended format of length fields if payloads comply with stated size limitations (see 12.8.1).

5.3.3 Command chaining

This clause specifies a mechanism whereby in the interindustry class (CLA < '80', see Table 2 and
Table 3) consecutive C-RPs can be chained. If the card supports the mechanism, then it shall indicate it
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(see Table 127, third software function table) in the historical bytes (see 12.2.2) or in EF.ATR/INFO (see
12.3.3).

NOTE The contents of this clause do not depend on the transmission protocol. ISO/IEC 7816-3 describes
chaining when using protocol T=0.

For chaining in the interindustry class, bit b5 of CLA shall be used while the other seven bits are
constant.

— Ifbitb5is set to 0, then the command is the only or last command of a chain.

— Ifbitb5is setto 1, then the command is not the last command of a chain.

The njechanism may be used:
— T¢ transmit an oversize command payload:
— All CLA bytes of the commands shall be the same, except for bit b5 (see-above).
— Ifbitb5 is set to 1, then the L, field shall be absent.
— If bit b5 is set to 0, then an L, field may be present.
— AIIINS P1 P2 bytes of the commands shall be the same.
— Ag specified elsewhere in this document (see example in-Annex C).
— For any application-defined process involving severalyconsecutive C-RPs.
— Bit b5 of CLA shall be used as defined abové.
— The logical channel indicated by CLA shall be the same.
— There is no constraint on the values‘of INS P1 P2 bytes of the commands.

This document specifies the card behaviour only in the case where, once initiated, a chajin of C-RPs is
succe§sfully processed before initiating a C-RP not part of the chain. If this condition is rlot respected,
the cajrd behaviour is out of scope-of this document, but may be described in a specificatiofn.

In response to a command that'is not the last command of a chain, SW1-SW2 set to '9000' means that
the prjocess has been completed so far; the use of warning indications is defined in 5.6; the following
speciffic error conditions may occur.

— If[SW1-SW2 isset to '6883', then the last command of the chain is expected.

— If[SW1-SW2)is set to '6884', then command chaining is not supported.

5.3.4 | Response chaining

SW1 ='61"and GET RESPONSE support the transmission of an oversized response payload:

— All CLA bytes of the commands involved in response chaining shall be the same. By definition
response chaining starts with that C-RP where SW1 is set to '61".

— With the exception of the first command APDU of the sequence, all INS P1-P2 bytes of the command
APDUs shall be 'C0 00 00" (GET RESPONSE).

— Asin command chaining, payload transmission shall be interrupted by any C-RP different from GET
RESPONSE, or by any C-RP on another logical channel.

— Contrarytocommand chaining, this possible termination is normal when the outside world considers
that it has received enough data: the exchange should continue normally with an arbitrary C-RP.
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— However, this document does not define the behaviour of the card if the outside world tries to
resume response chaining after e.g. the execution of a command on another logical channel. The
behaviour may be defined by the application.

If defined by the application, response chaining may be used for checking the availability of data, which
are not necessarily required. The card may indicate availability by SW1-SW2 ="'61XY", without sending
any response data; the outside world will or will not send one or more GET RESPONSE commands.

In Figure 1, c= 0 and c=1 indicates the value of bit b5 of CLA. L, indicates the maximum value of short
or extended L, field the ICC supports.

| Header | Le > Lomax | Command payload (N. bytes) | L.= undefined |
GET GET GHT
Header| L. = | Data | |Header| L. = | Data Header| L. < | Data | Le=
c=1 |L Cield c=1 |L Field c=0 | L Field | '00’ RESPONSE RESPONSE RESPONSE
cmax cmax cmax Le= lPPl Le= IQQI e= IZZI
Status Status [ Data Status Data | Status Data | Status Data | ptatus
'90 00' '90 00' Field '61 PP' Field |'61 QQ' Field ['61 RR' Field | XYZT'
\\\ \\\ L L7 ’,,’ ’,,’ L L A
S S ’ ’ -~ -~ e e 1
Command APDU :
S S 2 - - Pag R L’ ,
Response APDU | Response payload | Status 'XYZT' |

WARNING — This is an example where the interface device chooses to send the longest command
data fields the card supports, and to recover all data made available by the card. None of|those
choices is mandated.

Figure 1 — Transmission to the card of an oversize eommand payload using command ch:Lning,
followed|by the transmission by the card of an‘oversize response payload using responise
chaining

5.4 C(Class byte

5.4.1 Coding

CLA indicate$ the class of the,eommand. Bit b8 of CLA distinguishes between the interindustry class
and the propfietary class.

— Bitb8 sef to 0 indicates the interindustry class.

— Bit b8 sqt to 1.indicates the proprietary class, except for the value 'FF' which is invalid ¢lue to
specifications jn ISO/IEC 7816-3. The application-context defines the other bits of QLA in
proprie‘?ﬁry class.

The values 000x xxxx and 01xx xxxx are specified hereafter. The values 001x xxxx are RFU.

Table 2 specifies 000x xxxx as the first interindustry values.
— Bits b8, b7 and b6 are set to 000.

— Bit b5 controls command chaining (see 5.3.3).

— Bits b4 and b3 indicate secure messaging (see Clause 10).

— Bits b2 and b1 encode a logical channel number from zero to three (see 5.4.2).
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Table 2 — First interindustry values of CLA

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning

0|0 |O0]|x]| - - - - |Command chaining control (see 5.3.3)
oOojof|o0foO0]| - - - - |— The command is the last or only command of a chain
oo |o0f|1]|- - - - |— The command is not the last command of a chain
00| O -l x| x| - - |Secure messaging indication
00| O - 010 - - |— No SM or no indication
00O - 0|1 - - |— Proprietary SM format
0 o o 4 o — SM according to Clause 10, _

command header not processed according to 10.33.2
0 0 0 i 1 1 i _|— SMaccording to Clause 10., '

command header authenticated according to‘10:3.3.2
0 f(fo] o0 - - - | x | x |Logical channel number from zero to three (see 5.4.2)

Table 3 — Further interindustry values of CLA
b8 | p7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning

0 X - - - - - |Secure messaging indication
0 0 - - - - - |— No SM or no indication
0 1 1 i ) ) i _|— SMaccording to Clause 10, _

command headeryiot processed according to 10.3.3.2
o1 -|x| - - - - |Command chaining'control (see 5.3.3)
o1 f{-1of - - - - |— The command is the last or only command of a chain
0 |1 - 1 - - - - |— The command is not the last command of a chain
o111 - - | x| x| x| x |Logical channel number from four to nineteen (see 5.4.2)

Table B specifies 01xx xxxx as further intérindustry values.

— Bits b8 and b7 are set to 01.

— Bit b6 indicates secure messaging (see Clause 10).

— Bit b5 controls command chaining (see 5.3.3).

Bits bt to b1 encode anumber from zero to fifteen; this number plus four is the logical ch3

from four to nineteen-(see 5.4.2).

5.4.2

Logicalchannels

This ¢laGise” specifies a mechanism whereby in the interindustry class, C-RPs can re

channels Each logical channel has its own security status (see 9 3) and validity area (seel

to share a security status is out of scope of this document.

innel number

fer to logical

7.2). The way

If the card supports the mechanism, then it shall indicate the maximum number of available logical
channels (see Table 127, third software function table) in the historical bytes (see 12.2.2) or in EF.ATR/

INFO (see 12.3.3).

— Ifthe indicated number is four or less, then only Table 2 applies.

— Ifthe indicated number is five or more, then Table 3 also applies.

For referring to logical channels in the interindustry class, the following rules apply.

— CLA encodes the number of the logical channel of the C-RP.

© ISO/IEC 2020 - All rights reserved
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5.5

Enabling the physical interface (see 5.1) opens the basic logical channel, which shall remain open
until disabling of the physical interface. It may be reset (see below). The number of the basic logical
channel is zero.

Cards not supporting additional logical channel(s) (default value) shall use only the basic logical

channel.

Any additional logical channel shall be opened by completion of either a SELECT or a SELECT DATA
command (see 11.2.2 and 11.5.2) where CLA encodes the number of a logical channel not yet in use,

or a MAN

AGE CHANNEL command with open function (see 11.2.3).

Any additional logical channel can be closed by the completion of a MANAGE CHANNEL command

with clode Tunction (see 11.2.5). Arter closing, the logical channel shall be avallable tor re-usg.

Even if more than one logical channel is opened there shall be no interleaving of C-RPs-(se€ 5

If share
than one
applicati

ility is not explicitly excluded by the file descriptor byte (see bit b7 in Table 12)

bn DF, and also possibly to an EF.

If shareapility is not explicitly excluded by the data descriptor byte (see bit b7 in Table 14])

than one

Any logi
function

logical channel may be opened to the same DO.

fal channel can be reset by the completion of a MANAGE GHANNEL command with
(see 11.2.3).

Instruction byte

INS indicates
are invalid.

2).

more

logical channel may be opened to the same structure (see clause 7), i.e.ito-a DF, possibly an

more

reset

the command to process. Due to specifications in ISO/IEC 7816-3, the values '6X" and '9X'

Table 4 andl Table 5 list all the commands\ specified in ISO/IEC 7816 (all parts)[4 and
ISO/IEC 18328 (all parts)[22] at the time of publication.

Table 4 lists the command names in thé&alphabetic order.

Table 5 lists the INS codes in the numeric order.

ISO/IEC 7814 (all parts)[4] and ISQ/IEC 18328 (all parts)[20] specify the use of those commands
interindustryf class.

This doc

hment specifies.commands for interchange (see Clause 11).

ISO/IEC 7816-7 spegtifies commands for structured card query language (SCQL).

ISO/IEC 7816-8'specifies commands for security operations.

ISO/IEC 1816-O specifiescommandsforcard management—— |

ISO/IEC 7816-11 specifies commands for personal verification through biometric methods.

in the

ISO/IEC 7816-13 specifies commands for application management in a multi-application
environment.

specifies

commands for ICC-managed devices.

In the interindustry class, bit b1 of INS indicates a data field format as follows.

14

If bitbl i
If bit bl i

s set to 0 (even INS code), then no indication is provided.

s set to 1 (odd INS code), payloads (if any) shall be encoded in BER-TLV (see 8.1).
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Table 4 — Commands in the alphabetic order

Command name INS See Command name INS See
aA ISO/IEC v
ACTIVATE (FILE) 44 7816-9 | MANAGE CHANNEL 70 11.2.3
ACTIVATE RECORD (S) '08' 11.49 |MANAGE DATA 'CF' ISO/IEC
7816-9
a1 140 | ISO/IEC .
ADITIONAL DEVICE MANAGEMENT 16','17 18328-3 MANAGE SECURITY ENVIRONMENT 22 11.6.11
APPEND RECORD 'E2' 11.4.6 |PERFORM BIOMETRIC OPERATION| '2E', '2F' 17%2/61]51:5
APPLICATION MANAGEMENT o g | ISO/IEC Q) ISO/IEC
REQUEST 40','41 7816-13 PERFORM SCQL OPERATION 10 7816-7
L} LI L} v T T ISO/IEC
CHANGE REFERENCE DATA 24','25 11.6.7 |PERFORM SECURITY OPERATION 2A',"2B 7816-8
COMPARE '33' 11.7.1 |PERFORM TRANSACTION OPERATION 12’ I7Sg1/ éE7C
- ISO/IEC " q ISO/IEC
CREATE E1l 7816-9 PERFORM USER OPERATPION 14 7816-7
oA ISO/IEC MAT TR
CREATE FILE EO 7816-9 PUT DATA DA', 'DB 11.5.6
DEACTIVATE (FILE) '04' I7S§)1/éE;J PUT NEXT-DATA 'D8', 'DP’ 11.5.7
DEACTIVATE RECORD (S) '06' 11.4.10 |READ“BINARY 'BO', ‘Bl 11.3.3
B ISO/IEC Y
DELET|E DATA EE 7816.-9READ RECORD (s) B2','BB 11.4.3
o ISO7IEC oo ok | ISO/IEC
DELET|E (FILE) E4 7816-9 |REMOVE APPLICATION EC','ED 7816-13
1]\)41}:;511\?? -E VERIFICATION REQUIRE- '26' 11.6.9 |RESET RETRY COUNTER '2C, 2" | 11.6.10
ENABIIE VERIFICATION REQUIRE- g 11.6.8 |SEARCH BINARY 'A0",'A]" 11.3.6
MENT 0 —
ENVEIOPE 'C2','C3' 11.8.2 |SEARCH RECORD 'A2' 11.4.7
ERASH BINARY 'OE", 'OF' 11.3.7 |SELECT 'A4’ 11.2.2
ERASH RECORD (S) '0C' 11.4 SELECT DATA ‘A5’ 11.5.2
EXTERNAL (/MUTUAL) AUTHEN- oo - ISO/IEC
T1cATE 82 11.6.4 |TERMINATE CARD USAGE FE 7816-9
GENEHAL AUTHENTICATE '86','87"' | 11.6.5 |TERMINATE (DF) 'E6' I7Sé)1/éE§
o4 | ISO/IEC oot ISO/IEC
GENERATE/ASYMMETRIC KEY PAIR | '46','47 ~a1¢. q | TERMINATE EF E8 7816-9
GET ATTRIBUTE '34','35' 11.7.2 |UPDATE BINARY 'D6','D7’ 11.3.5
GET CHALLENGE '84' 11.6.3 |UPDATE DATA 'DE', 'DF’ 11.5.8
GET DATA/GET NEXT DATA 'CA'/'CC' | 11.5.3 |UPDATE RECORD 'DC', 'DD’ 11.4.5
GET DATA/GET NEXT DATA 'CB'/'CD' | 11.5.4 |VERIFY '20%,'21 11.6.6
GET RESPONSE 'Cco’ 11.8.1 |WRITE BINARY 'DO’, 'D1' 11.3.4
IMPORT CARD SECRET '48' ISO/IEC WRITE RECORD 'D2’ 11.4.4
7816-9
INTERNAL AUTHENTICATE '88' 11.6.2 | — In the interindustry class, any valid INS code
v i o | ISO/IEC not defined in ISO/IEC 7816 (all parts)i] or
LOAD APPLICATION EALEB' | 501613 ISO/IEC 18328 (all parts)[20] is RFU.

© ISO/IEC 2020 - All rights reserved
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Table 5 — Commands in the numeric order

INS Command name See INS Command name See
v ISO/IEC Ao
04 DEACTIVATE (FILE) 7816-9 A2 SEARCH RECORD 11.4.7
'06' DEACTIVATE RECORD (S) 11.4.10 ‘A4’ SELECT 11.2.2
'08' ACTIVATE RECORD (S) 11.4.9 ‘A5’ SELECT DATA 11.5.2
'‘oC’ ERASE RECORD (S) 11.4.8 | 'BO','B1' |READ BINARY 11.3.3
'0E’,'OF" |ERASE BINARY 11.3.7 | 'B2','B3' |READ RECORD (S) 11.4.3
10" PERFORM SCQL OPERATION I/S((;)l/(I)E/C 'co’ GET RESPONSE 11.8.1
12! PHRFORM TRANSACTION OPERATION I%)l/éE;Z 'C2','C3" |ENVELOPE 11.8.2
o ISO/IEC | 1 yijippn
14 PHRFORM USER OPERATION 7816-7 CA'/'CC' |GET DATA/GET NEXT DATA 11.5.3
Ll L L} ISO/IEC T LAl L
16','17' |ADITIONAL DEVICE MANAGEMENT 18328-3 CB'/'CD' |GET DATA/GET NEXT DATA 11.5.4
o0 194 - ISQ/1EC
20','21" |VHRIFY 11.6.6 CF MANAGE DATA 78l16-9
'22' MANAGE SECURITY ENVIRONMENT | 11.6.11 | 'D0','D1'" |WRITE BINARY 11.3.4
'24''25' |CHANGE REFERENCE DATA 11.6.7 'D2' WRITE.RECORD 11.4.4
96’ II\J/II];;I\IT;LE VERIFICATION REQUIRE- 1169 | 'D6''D7' |GPDATE BINARY 113.5
g l1::/[1; ?\II?FLE VERIFICATION REQUIRE- 11.6.8 | 'D8",'DO" | PUT NEXT DATA 115.7
'2A','2B' |PHRFORM SECURITY OPERATION 17531/61']35 ‘DA','DB' |PUT DATA 11.5.6
'2C",'2D" |RHSET RETRY COUNTER 11.6.10, | 'DC’, 'DD' |UPDATE RECORD 11.4.5
'2E','2F' |PHRFORM BIOMETRIC OPERATION '17582/6152 'DE', 'DF' |UPDATE DATA 11.5.8
1yt oA ISA/IEC
33 COMPARE 11.71 EO CREATE FILE 78l16-9
[P . ISA/1EC
34','35" |GHT ATTRIBUTE 11.7.2 E1l CREATE 78l16-9
40" 41" AHPLICATION MANAGEMENT ISO/IEC B! APPEND RECORD 114.6
RHQUEST 7816-13
Al ISO/IEC oA ISQ/1EC
44 AQTIVATE (FILE) 7816-9 E4 DELETE (FILE) 28l6-9
. ISO/IEC . ISA/1EC
46','47" |GHNERATE ASYMMETRIC KEY PAIR 7816-8 E6 TERMINATE (DF) 78l16-9
ar ISO/IEC mar ISO/IEC
48 IMPORT CARD SECRET 7816-9 E8 TERMINATE EF 7816-9
' ' 1 T T ISO/IEC
70 MANAGE CHANNEL 11.2.3 EA','EB' |LOAD APPLICATION 7816-13
‘g2 EXTERNAL (/MUTUAL) AUTHEN- 11.6.4 ‘BE' DELETE DATA ISO/IEC
TICATE 0 7816-9
' U T T 1 ISO/IEC
84 GET CHALLENGE 11.6.3 EC','ED' |REMOVE APPLICATION 7816-13
'86','87"' |GENERAL AUTHENTICATE 11.6.5 'FE' TERMINATE CARD USAGE I7S§)1/éE(§J
'88' INTERNAL AUTHENTICATE 11.6.2 |— In the interindustry class, any valid INS code
N not defined in ISO/IEC 7816 (all parts)4l or
AQ’,’A1" |SEARCH BINARY 11.3.6 1SO/IEC 18328 (all parts)I20] is RFU.
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5.6 Status bytes

SW1-SW2 indicates the processing state. Due to specifications in ISO/IEC 7816-3, any value different
from '6XXX' and '9XXX' is invalid; any value '60XX’ is also invalid.

The values '61XX', '62XX', '63XX', '64XX', '65XX', '66XX', '68XX', '69XX', '6AXX' and '6CXX' are
interindustry. Due to specifications in ISO/IEC 7816-3, the values '67XX’, '6BXX’, '6DXX’, '6EXX’, '6FXX'
and '9XXX' are proprietary, except the values '6700', '6701', '6702', '6B00', '6D00', '6E00', '6F00" and
'9000' that are interindustry.

Figure 2 shows the structural scheme of the values '9000" and '61XX' to '6FXX' for SW1-SW2.

SW1-SW2
I I
Processlcompleted Processlaborted
brmal processing Warning processing Execution error Checking error
'9000' and '61XX' '62XX" and '63XX' '64XX' to '66XX! '67XX| to '6F XX’

Figure 2 — Structural scheme of values of SW1-SW2

All interindustry values of SW1-SW2 are independent from ahy transmission protocol. Tdble 6 lists all
the interindustry values of SW1-SW2 and shows their general meaning. ISO/IEC JTC 1/S{ 17 reserves
for fufure use any interindustry value of SW1-SW2 nof defined in ISO/IEC 7816 (all parts)[4]. Table 7
lists a]l the specific interindustry warning and error.conditions used in ISO/IEC 7816 (all garts)[4] at the
time df publication.

Table 6 — General meaningof the interindustry values of SW1-SW2

SW1-SW2 Meaning
Normal '9000" [No further qualification
processing | '61XX' |SW2 encodes the number of data bytes still available (see text below)

'62XX’ |State ofnien-volatile memory is unchanged (further qualification in SWR, see Table 7)

Waining

processing | '63xX’ State of non-volatile memory may have changed (further qualification in SW2, see

Table 7)

'64XX'~ \|State of non-volatile memory is unchanged (further qualification in SW, see Table 7)

Exedution State of non-volatile memory may have changed (further qualification in SW2, see

erfor o a Table 7)
'66XX" [Security-related issues (further qualification in SW2 is RFU)
'67XX" |Wronglength (further qualification in SW2, see Table 7)
'68XX"' |Functions in CLA not supported (further qualification in SW2, see Table 7)
'69XX" [Command not allowed (further qualification in SW2, see Table 7)
) '6AXX' [Wrong parameters P1-P2 (further qualification in SW2, see Table 7)
Cl::i‘crl;lrng '6B00" [Wrong parameters P1-P2

'6CXX' |Wrong L, field; SW2 encodes the exact number of available data bytes (see text below)

'6D00" [Instruction code not supported or invalid

'6E00" |Class not supported

'6F00" |No precise diagnosis

[f SW1issetto '61', then the processis completed and before issuing any other command, a GET RESPONSE
command may be issued with the same CLA and using SW2 (number of data bytes still available) as
short L, field. If the C-RP which returned '61XY" used the extended length fields, the GET RESPONSE may
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also use an extended L, field according to the buffer sizes stated in DO'7F66' (see 12.8.1). This feature is
used for response chaining (see 5.3.4).

If SW1 is set to '6C’, then the process is aborted and before issuing any other command, the same
command may be re-issued using SW2 (exact number of available data bytes) as short L, field.

If the process is aborted with a value of SW1 from '64' to '6F', then the response data field shall be absent.

If SW1 is set to '63" or '65', then the state of the non-volatile memory may have changed. If SW1 is set to
'6X" except for '63' and '65/, then the state of the non-volatile memory is unchanged.

When command chaining is used for payload fragmentation (see 5.3.3), in response to a command that

is not the lastcommmandofa—chain (m:c &), iter iudubtl_y war uiug imdications—are 328 ohibit (see
also ISO/IEC [816-3), i.e. SW1 shall be set to neither '62' nor '63".
Table 7 — Specific interindustry warning and error conditions
SwW1 SW2 Meaning
'00' No information given
'02'to '80" |Triggering by the card (see 12.6.2)
'81' Part of returned data may be corrupted
62" '82' End of file, record or DO reached before reading N, bytes, or unsuccessful search.
'83' Selected file deactivated
(V;I?g;l_ '84' File or data control information not formatted according to 7.4
'85' Selected file or DO in termination state
'86' No input data available from a sensor on'the card
'g7" At lea_st one of the_ referenced reco.rd§ is not prolcgsswd for some reason, e.g. tecord
deactivated, security status not'satisfied or conditions of use not satisfied
. '00' No information given
63 '40' Unsuccessful comparison
(Vivr?;)n- '81' File or DO filled up by the last write
'CX' Counter from 0 to(15 encoded by 'X' (exact meaning depends on the command)
'00' No information given
‘6 '01' Immediateresponse required by the card
'02'to '80" |Triggeking by the card (see 12.6.2)
(error) '81' Logical channel shared access denied
'82' Logical channel opening denied
'65' '00' No information given
(error) ‘81 Memory failure
(e’r6r6o’r) 00 No Informatton given, any other vaiue 15 RFU
‘67 '00' No information given
'01' Command APDU format not compliant with this standard (see 5.1)
(error) — X
02 The value of L. is not the one expected.
'00' No information given
68" '81' Logical channel not supported
'82' Secure messaging not supported
(error) — -
83 Last command of the chain expected
'84' Command chaining not supported

NOTE Any other value of SW2 is RFU.

18
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Table 7 (continued)

Sw1 Sw2 Meaning
'00' No information given
'81' Command incompatible with file structure
'82' Security status not satisfied

69" '83' Authentication method blocked
'84' Reference data not usable

(error) '85' Conditions of use not satisfied

'86' Command not allowed (curEF not set)
'87' Expected secure messaging DOs missing
'88' Incorrect secure messaging DOs
'00' No information given
'80' Incorrect parameters in the command data field
'81' Function not supported
'82' File or application not found
'83' Record not found

‘6 A '84' Not enough memory space in the file

(errdn) '85' N, inconsistent with TLV structure
'86' Incorrect parameters P1-P2
‘87" N_inconsistent with parameters P1-P2
‘88" Referenced data, reference data or DO not found (exact meaning depgnding on the
command)

'89' File already exists
'8A' DF name already exists

NOTE | Any other value of SW2 is RFU.

6 Data objects

6.1 |[GENERAL

This dlause specifies two’ categories of data objects: SIMPLE-TLV data objects and BER-TLV|data objects,
the lafter abbreviated-by DOs in this document.

6.2 [SIMPLE-TLV data objects

Each $IMPLE-TLV data object shall consist of two or three consecutive fields: a mandatory tag field, a
mandgtery length field and a conditional value field. A record (see 11.4.1) may be a SIMPLE-TIV data object.

— The tag field consists of a single byte encoding a tag number from 1 to 254. The values '00' and 'FF'
are invalid for tag fields. If a record is a SIMPLE-TLV data object, then the tag may be used as record

identifier.

— The length field consists of one or three consecutive bytes.

— Ifthe first byte is not set to 'FF', then the length field consists of a single byte encoding a number

from zero to 254 and denoted N.

— If the first byte is set to 'FF’, then the length field continues on the subsequent two bytes with any
value encoding a number from zero to 65 535 and denoted N.

— If N is zero, there is no value field, i.e. the data object is empty. Otherwise (N > 0), the value field
consists of N consecutive bytes.

© ISO/IEC 2020 - All rights reserved
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NOTE This document defines neither tag values nor value fields of SIMPLE-TLV data objects. Hence, SIMPLE-
TLV data objects addressing cannot be used for interchange.

6.3 BER-TLV data objects

Each BER-TLV data object (DO) consists of two or three consecutive fields (see the basic encoding rules
of ASN.1 in ISO/IEC 8825-1): a mandatory tag field a mandatory length field and a conditional value
field. Any non-empty DO is denoted {T-L-V}.

The tag field consists of one or more consecutive bytes. It indicates a class and an encoding and it
encodes a tag number. The value '00' is invalid for the first byte of tag fields. ISO/IEC 7816 (all parts)[4]

supports tag fields of one two and three bhvtes: lnngpr tag fields are RFII

The length file encodes a length, i.e. a number denoted N, according to ISO/IEC 8825-1. If Ni$ zero,

there is no vdlue field, i.e. the DO is empty, and noted {T-'00'}. Otherwise (N > 0), the valuefield cdnsists

of N consecufjive bytes, and the DO is noted {T-L-V}. ISO/IEC 7816 (all parts)[4l.

a) precludep the use of the “indefinite length” (coded '80"), according to the DER enceding rules

b) recommgnds to use the shortest possible coding of the length field, acconding to DER engoding
rules (se¢ ISO/IEC 8825-1);

c) uses length fields consisting of one to five bytes, longer length fieldS-are RFU.

NOTE1 Inqrdertoascertain the length of the length field, b) is provided)i.e. the use of shortest length fleld for

the coding of g given length.

NOTE2  ISOYIEC 7816-4 uses '80' with a specific meaning in thelength field of an extended header DO (seg 8.4.5).

NOTE3  AnpexE provides the detailed coding of tag and length fields.

6.4 Constiucted DOs versus primitive DOs

A constructgd, non-empty DO is denoted {T=L-{T1-L1-V1} ... - {Tn-Ln-Vn}}. Its tag T indicatgs the

structure of its value field (see Annex E). This'value field is called a template, which may either:

— consist of one DO, called "nested~ithe constructed DO, or

— consist of a concatenation ofiseveral nested DOs, (n DOs in the example above), without p3adding
(see 8.1.3).

Unless otherise specified [€.g. wrapper (see 8.4.8) or tagged wrapper (see 8.4.9), ISO/IEC 78[16-15,

ISO/IEC 24727 (all parts)[21]], the order of DOs within a template is not defined in this document.

See Annex E for theddéntification of a primitive or constructed data object by the first byte of its|tag. A

possible strugture of the value field of a primitive data object is to be defined elsewhere.

7 Structures for applications and data

7.1 Available structures

This clause specifies structures for applications and data, as seen at the interface when processing
commands in the interindustry class. The actual storage location of data and structural information

20
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beyond what is described in this clause is out of scope of ISO/IEC 7816 (all parts)l4l. The following
structures are supported:

— Dedicated file (DF):

The DFs host applications and/or group files and/or store DOs. An application DF is a DF hosting an
application. A DF may be the parent of other structures, whose types shall belong to the following

set {DF, EF, DO}. These other structures are said to be immediately under the DF.

— Elementary file (EF):

The EFs store data. An EF may be the parent of other structures, whose types shall belong to the

f
th
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D
b
st

— D

T
fo

Two t}

— Filgure 3 illustrates a hierarchy of DFs with its corresponding security architecture (|
such a card organization, the DF at the root is called the master file (MF); any I
application DF, wiith or without its own hierarchy of DFs.
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An internal EF stores data interpreted by the card, i.e. data used by the card for
and control purposes.

A working EF stores data not interpreted by the card, i.e. dataused by the d
exclusively.

he records store data. A record may be the parent of other'structures, whose types s
e following set {DO}. These other structures are said tocbe immediately under the r¢

htaStrings store data. A DataString is a sequenice of bytes in a transparent EF. A D3
e the parent of other structures, whose types-shall belong to the following set {DO]
ructures are said to be immediately undef’the DataString.

he DOs store data. A DO may be the parent of other structures, whose types shall
llowing set {DO}. These other Structures are said to be immediately under the DO.
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Figure 3 — Example of hierarchy of DFs

— Figure 4 illustrates application DFs in parallel, with no MF seen at the interface, i.e. without any
apparent hierarchy of DFs. Such an organization supports independent applications in the card
where any application DF may have its own hierarchy of DFs with its corresponding security
architecture.
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Application

DF

DF application DF

Application Files of an Application

Figure 4 — Example of independent application DFs

7.2 Validity area

7.2.1 Definitions and attributes

The validity
logical chann|

curAppDF: a reference either to a DF or an application DF. It is always set.
curDF: a feference to a DF, which may be an application DF. It is always set.

curEF: a reference to an EF belonging to the DF referenced by curDF. It is not always set.

curFile: 4
and idenf

curRecor
is not alw

curData§
Itis not 3

curConst
is not alw

curPrimitiveDO: a reference to a primitive DO whose parent is referenced by curConstructed

is not alw

curDO: I
identical

el. The VA determines the resolution of DO tags and file identifiers. The VA consists

ical to curEF if curEF is set.

d: a reference to a record, belonging to an EF referenced by curEF structured in recq
rays set.

tring: a reference to a sequence of bytes being part of a transparent EF referenced by
lways set.

ructedDO: it shall be set for DO handlingrWhen set, it is a reference to a constructed
rays set.

rays set.

[ shall be set for DO handling. When set, it is a reference to a DO, its value sh
to curConstructedDO ‘if)curPrimitiveDO is not set, and identical to curPrimitiv

curPrim

NOTE 1 cu

curDF and curfF are dispensable. The reason for redundancy is that some functions are easier to descrih

curFile (e.g. A

NOTE 2

NOTE 3

curDO cansbe’calculated from curConstructedDO and curPrimitiveDO and vice versa. Thus
curDO is dispgnsablevor curConstructedDO and curPrimitiveDO are dispensable. The reason for redu
is that some funetions are easier to describe with curDO and other functions are easier to describ
curConstructedDQ and curPrimitiveDQ

tiveDO is set.
ile can be calculated from curDF and curEF and vice versa. Thus either curFile is dispens

IVATE (FILE).DEACTIVATE (FILE)) and other functions are easier to describe with curDF and

hirea (VA) on a logical channel is the result of all successful selections performed an that

f

reference to a file, it is always set. Its value shall be identical\te’curDF if curEF is njot set,

rds. It

curEF.

DO. It

|IDO. It

all be
DO if

hble or
e with
curEF.

either

dancy
.F with

The current SE (see 10.3.3) does not belong to the current VA.

7.2.2 Basic rules for VA handling and use

The following is a non-exhaustive list of rules describing the use of the VA. More rules are given in
clauses containing command descriptions:

a)

b)

22

Enabling a physical interface (see 5.1), which opens the basic logical channel, sets the values of
curAppDF and curDF to identical values, i.e. they reference either the MF or the implicitly selected
application.

Resetting a logical channel resets the VA to the same value set when opening that logical channel.

See 11.2.

3 for other consequences of resetting.
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c) Opening alogical channel sets the values of curAppDF and curDF to identical values (see 11.2.2 and
11.2.3).

d) Selecting an application DF sets curDF and curAppDF so that they reference the selected
application DF.

e) Selecting a DF which is not an application DF sets curDF so that it references the selected DF. It sets
or confirms curAppDF so that curAppDF references either the nearest application DF (if any) in the
ancestors (parent, grandparent...) of the selected DF, or the MF if no application DF exists in the
ancestors.

f) Selecting an EF sets curEF so that it references the selected EF, and curDF so that it references the
pdyirent of the selected EF [see rule e)]. When EF selection occurs as a side-etfect of]a C-RP using
rdferencing by short EF identifier, curEF may change, while curDF does not change)

g) Sélecting a record sets curRecord so that it references the selected record,‘and curEF so that it
rdferences the parent of the selected record [see rule f)].

h) Sg¢lecting a DataString within a transparent EF sets curDataString so that it referencef the selected
DataString and curEF so that it references the parent of the selected DataString [see rjle f)].

i) Seglecting a structure containing DOs sets curConstructedDO\50" that it references| the selected
DD according to the specified structure. If the selected structure is a constructgd DO, it sets
curConstructedDO so that it references the selected DO. If the specified structure is 4 {Application
DF, DF, EF, record or DataString}, structure selection setS)curConstructedDO so that if references a
virtual root DO'7F70". This DO shall be associated with the last encountered structufe supporting
DPs in the list above.

j) Selecting a primitive DO sets curPrimitiveDO so that it references the specified DO, and
cyrConstructedDO so that it references the parent of the selected primitive DO.

An explicit selection may modify elements afithe VA beyond the explicit selection due to recursion. Such

implidit selections shall have the same outtome as an explicit selection.

EXAMPLE The selection of a constricted DO in a record will set curConstructedDO [rule i)] explicitly. It will

implic]tly set or confirm curRecord [ruile g)], curEF [rule f)], curDF [rule e)] and curAppDF [rule d)].

7.3 PBtructure selection

7.3.1| Structure selection methods

Selectling a structiire allows access to its data and to structures below, if any. Structures may be selected

impliditly, i.e. automatically [see 7.2.2, rules a), g)] after enabling a physical interface (sed 5.1). When a

structure cannot be implicitly selected, it shall be selected explicitly, i.e. by at least one of|the following

four metheds

Selectior 2 — A DF mame may Teference any DF aString of up to sixteen bytes. Any

application identifier (AID, see 12.3.4) may be used as DF name. In order to select unambiguously by

DF name, e.g. when selecting by means of application identifiers, each DF name shall be unique within a
given card.

Selection by file identifier — A file identifier may reference any file. It consists of two bytes. The value
'3F00' is reserved for referencing the MF. The value 'FFFF' is reserved (see 11.5.1.2). The value "3FFF'
is reserved (see below and 11.5.1.2). The value '0000' is reserved (see 11.3.2 and 11.5.1.2). The values
‘2F00’ and ‘2F01’ are reserved immediately under MF (see 12.3.2 and 12.3.3). In order to unambiguously
select any file by its identifier, all EFs and DFs immediately under a given DF shall have different file
identifiers.

Selection by path — A path may reference any file. It is a concatenation of file identifiers. The path
begins with the identifier of a DF (the MF for an absolute path or the DF referenced by curDF for a
relative path) and ends with the identifier of the file itself. Between those two identifiers, the path
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consists of the identifiers of the successive parent DFs, if any. The order of the file identifiers is always
in the direction parent to child. If the identifier of the DF referenced by curDF is not known, then the
value '3FFF' (reserved value) can be used at the beginning of the path. The path allows an unambiguous
selection of any file from the MF or from the DF referenced by curDF (see 12.4).

Selection by short EF identifier — A short EF identifier may reference any EF. It consists of five bits
not all equal, i.e. any number from one to thirty. When used as short EF identifier, the number zero, i.e.
00000 in binary, references the EF referenced by curEF. At MF level, the number thirty, i.e. 11110 in
binary, is reserved (see 12.3.2). Short EF identifiers cannot be used in a path or as a file identifier (e.g.
in a SELECT command). All short EF identifiers of EF immediately under a given DF plus all short EF
identifiers indicated in FCP DO'A2' associated with this DF shall be unique.

If supported,

If the firs
EF.ATR/I

Ifashort
isvalid a

Selection by
only if it belo

Selection by
identifier pro

Selection by
references a s

Selection by
beginning of

7.3.2 File]
This interind

An empt}
Ifthe len

to 000, then bits b8 to b4 encode a number from one to thirty that is a short EF identifier.

If the len
If the len

If thd
elem|

selection by short EF identifier shall be indicated.

t software function table (see Table 125) is present in the historical bytes (see2.2.2
NFO (see 12.3.3), then the indication is valid at card level.

EF identifier DO'88' (see 7.4.4 and Table 11) is present in the CPs of an EE, then the indi
[ EF level.

tag — A DO may be selected by its sole tag, without further infermation on the VA,
hgs to the base template of the DO referenced by curConstruetedDO.

record identifier — If the EF referenced by curEE supports records then a 1
vided by an application may reference a specific record’in that EF.

record number — If the EF referenced by curEEsupports records then a record n
pecific record in that EF. A record number is a\po0sitive integer.

offset — If the EF referenced by curEE, i$ transparent, then an offset referenc
h sequence of bytes in that EF. An offsetiis\an integer = 0.

eference data element and DO
pstry DO'51' (see Table 8) references a file. It may have any length.
DO references the MF.

bth is one and if bits b8 to b4 of the data element are not all equal and if bits b3 to b1 3

bth is two, then.the data element is a file identifier.

bth is morethan two, then the data element is a path.

entlis a concatenation of at least two file identifiers starting with the MF identifier.

) orin

cation

if and

ecord

mber

bs the

\re set

length'is even and if the first two bytes are set to '3F00’, then the path is absolute. The data

If the length is even and if the first two bytes are not set to '3F00’, then the path is relative. The

data element is a concatenation of at least two file identifiers starting with the identifier of the
DF referenced by curDF.

Ifthe length is odd, then the path is qualified. The data element is either an absolute path without

'3F00', or a relative path without the identifier of the DF referenced by curDF, followed by a byte

to us

24

e as P1in one or more SELECT commands (see 11.2.2 and 12.4).
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Table 8 — Coding of the file reference DO'51'

Tag Length Value
0 The empty data object references the MF
1 Short EF identifier (bits b8 to b4 encode a number from one to thirty; bits b3 to bl are set to 000)
1 2 File identifier
. 5 Absolute path (the first two bytes are set to '3F00")
ven, >
Relative path (the first two bytes are not set to '3F00")
0dd, > 2 [Qualified path (the last byte shall be used as P1 in one or more SELECT commands)
7.3.3 | General reference data element and DO
This ipterindustry DO'60' (see Table 94) and DO'7F72' (see Table 38) can reference any 4tructure in a

card.

7.3.4
1)

[he value of DO'60" is used in the command data field of many C-RPs handling DOs (3

Data referencing methods in elementary files

ee 11.5.2).

]

2) 3) : 4) 5 []

— — [

Key
1) tr

hinsparent structure

2) li:[ear structure with records of fixed size

3) li

4) o
5) sI

Data 1
struct

ear structure with records of variable size
clic structure with records of fixed size (the arrow references the most recently written recor
MPLE-TLV Or BER-TLV structure

Figure 5 — EF structures

eferencing method is an-EF-dependent feature. An EF shall support at least one of
ures:

ransparent structure — The EF is seen at the interface as a single continuot

EF-dependent feature.

)

the following

s, numbered

quence of data units accessible by commands for handling data units (see 11.3). Dafa unit size is

f individually
d numbering

are defined: record size, record organization and record LCS.

— The size of the records is either fixed, or variable.

ree attributes

— Theorganization of therecordsis either a sequence (linear structure), oraring (cyclic structure).

— A record may have a record life cycle. When it does, the record LCS distinguishes at least the
following states: ACTIVATED and DEACTIVATED. The coding of a record LCS is out of scope for
this document. Within a given EF, either all records have a record life cycle or no record has a
record life cycle. The presence of record life cycle is indicated by the CP (see Table 11).

— SIMPLE-TLV structure — The EF is seen at the interface as a set of SIMPLE-TLV data objects accessible
by commands for handling data objects (see 11.5). This structure precludes BER-TLV structure

© ISO/IEC 2020 - All rights reserved
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— BER-TLV structure — The EF is seen at the interface as a set of DOs accessible by commands for
handling DOs (see 11.5). This structure precludes SIMPLE-TLV structure.

In DFs or applications, data may be referenced as DOs (see 6.3), the same way as in EFs. If the EF, DF or
application supports this referencing, its selection sets curConstructedDO (see 7.2.2 and 8.2.1).

7.4 File and data control information

7.4.1 File control information retrieval

By definition, the file control information is the byte string available in response to the SELECT command
(see 11.2.2); itmay be present for any tite, I.€. any DF and any EF-

— If the firpt byte is valued from '00' to 'BF’, then the byte string shall be BER-TLV encoded. ISO/
IECJTC 1|/SC 17 reserves for future use all the values in the range '00' to 'BF' that are not defined in
this docyment.

— If the firft byte is valued from 'CO' to 'FF', then the byte string is not encoded according to this
documert.

Table 9 shows three interindustry templates:

— The FCP femplate is a set of CP DOs eligible for files, i.e. logical, striictural and security attrjibutes
as listed|in Table 11 and defined hereafter. Within the FCP template, the context-specific class is
reserved|for FCPs; tags '85' and 'A5' reference proprietary infermation.

— The FMQ template is a set of file management data, i.e.“interindustry DOs such as an application
identifier as defined in 12.3.4, an application label as defined in 12.3.5 and an application expifration
date as defined in ISO/IEC 7816-6, possibly nested within an application template as defiped in
12.3.5. Within the FMD template, tags '53' and '73"reference discretionary data.

— The FCI template is a set of file CPs and file. management data.

Table 9 — Interindustry.templates for file control information

Tag Value

'62" |Set of file control parameters (FCP template)

'64" |Set of file'management data (FMD template)

'6F' |Set of file'control parameters and file management data (FCI template)

The three templates may-be retrieved according to selection options of the SELECT commanyd (see
Table 63).

— If the FC| option is set, then the FCI tag is optional for introducing the template in the regponse
data field.

— Ifthe CP or FMD option is set, then the corresponding tag is mandatory for introducing the template.

Part of the control information of a DF may additionally be present in an EF under the control of an
application and referenced by tag '87" in the file CPs. If present within such an EF, file control information
shall be introduced by the appropriate tag, either a CP tag, or a FCI tag.

7.4.2 Data control information retrieval

By definition, the data control information is the byte string available in response to a SELECT command
with P1="10" or P1="13" (see 11.2.2) or a SELECT DATA command if bit b3 of P2 is set to 1 (see 11.5.2); it
may be present for any DO. Table 10 shows interindustry template for data control information.
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Table 10 — Interindustry template for data control information

Tag Value

'62'

Set of data control parameters (CP DOs, possibly includinga D0O'62")

DO'62"' nests CP DOs.

[t may be present in the data control information of any structure (files or applications supporting

a BER-TLV structure, constructed DO). It belongs and applies to the template referenced by
curConstructedDO after structure selection.

When present within the current base template (see 8.2.2) it applies to, it may be retrieved by GET

DATA Or GET NEXT DATA.
— When itis present in another template, it may be indirectly referenced by a tagged.wrapper (see 8.4.9).
7.4.3| Control parameters
Table [11 lists CP DOs for files and data objects, all in the context-specific\class. When a P is present,
the taple states whether it occurs at most once (explicit indication), or,fhay be repeated (np indication).
Table 11 — Control parameter data objects
Tag |Length Value Applies to
'80' || Var. [Number of data bytes in the file, excluding structural information Any EF?2
'81' || Var. [Number of databytesin the file or DO, includingstructural information if any Fil¢2 or DO?
1 File descriptor byte (see 7.4.5 and Table 12) Filea
ile
2 File descriptor byte and data coding hyte (see Table 126)
'82' |13 or 4 File descriptor byte, data coding bjte and maximum record size on one or
two bytes EFa qupporting
File descriptor byte, data coding byte, maximum record size on two bytes records
Soré6
and number of records onone or two bytes
'83' 2 File identifier File2
o || Up to
84 16 DF name DF
'85' || Var. |Proprietaryinformation not encoded in BER-TLV File
'86' || Var. |[Securityattribute in proprietary format File
'87' 2 Identiffer of an EF containing an extension of the file control information DF2
'88" ||0 or 1 |ShottEF identifier (see 7.4.4) EFa
'8A' 1 _«thife cycle status (LCS, see 7.4.10 and Table 15) Fil¢2 or DO?
g8 || Vv Security attribute referencing the expanded format (see 9.3.4 and Filea
Table 39)
'8C'| Var. |Security attribute in compact format, SE oriented (see Table 31) Filed
'8D’ 2 Identifier of an EF containing security environment templates (see 10.4.4) DF
'SE' 1 |Logical channel security attribute (see 9.3.8 and Table 48) File2 or DO?
o e EF supporting
8F 1 [Profile indicator (see Table 13) recordsa
a a i
'92' 1 Data descriptor byte (see 7.4.7) DO? or EF* supporting
BER-TLV structure
'96' | Var. [Verification information data object (VIDO) as defined in ISO/IEC 7816-11| see ISO/IEC 7816-11
a2 The DO shall appear at most once under DO'62".
NOTE In the response to a SELECT and under tags '62' and '6F', ISO/IEC JTC 1/SC 17 reserves any other DO of the context-
specific class.
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Table 11 (continued)

Tag |Length Value Applies to

'97' | Var. |DFlist (see 7.4.8) DFa

'98' | Var. |Instance number (binary coding) D02

09 | var [Niher o0 the et efrenced by parComstrutedDOafer e i orpor

'9A' | Var. [Number of EFs within a DF (binary coding) DFa

'9B'| Var. |EF list(see 7.4.8) DFa

9¢' | var. §'icr|9£it'¥_attri_b1‘1tg iLn cJonJl[[)acrt\rf\olrmzi'E: SPT oriented (see Table 31). File2 or DOA
NOTFE—tismrainty-intendedfor-Bo-handting:

'9D"| Var. [Tagofthe DO(s) to which DO'62" applies. DO

'A0' | Var. [Security attribute template for DOs (see 9.3.6) File3 or DQ

'A1' | Var. [Security attribute template in proprietary format File

a2 | Var. Template_cons.is.ting of one or more pairs of DOs: DF
Short EF identifier (D0'88") - File reference (DO'51', L > 2, see 7.3.2)

'A3"| Var. [Interface and LCS dependent security attribute template (see 7.4.12) File or DO

'A5'| Var. [Proprietary information encoded in BER-TLV File

'A6' | Var. [Verification information template (VIT) as defined in ISO/IEC 7816-11 see ISO/IEC 7816-11

'AB'| Var. [Security attribute template in expanded format (see 9.3.4) Filed

'AC' | Var. [Cryptographic mechanism identifier template (see 9.2) DF

'AD' [ Var. [Security parameters template (see 9.3.7.1) DO

AR | Var. ;l;ir:_plate encapsulating one or more DO'06' (OID):xelevant to the applica- DFa

a2 The DO shdll appear at most once under DO'62".

NOTE In the rpsponse to a SELECT and under tags '62' and '6F', ISO/IEC JTC 1/SC 17 reserves any other DO of the cpntext-

specific class.

7.4.4 Shor
The following

— If the ca

[ EF identifier

F rules apply for the useof'D0'88" in the CPs of any EF.

d supports selectioh. by short EF identifiers (see 7Z.3.1) and if DO'88' is absent, then in

the second byte of the fil¢ identifier (the value field of DO'83"), bits b5 to b1l encode the shprt EF

identifier.

— IfD0'88’

— 1fD0'88'
if bits b3

is presentwith a length set to zero, then the EF supports no short EF identifier.

is present with a length set to one and if bits b8 to b4 of the value field are not all equal and
to’bl-are set to 000, then bits b8 to b4 encode the short EF identifier (a number frolm one
to thirty].

7.4.5 File descriptor byte

DO0'82' may b
— The first

e present in the CPs of any file (see Table 11).

byte of the value is the file descriptor byte (see Table 12).

— Ifthevalue consists of two or more bytes, then the second byte is the data coding byte (see Table 126).
If the card provides data coding bytes in several places, then the indication valid for a given file is in
the closest position to that file within the path to that file from:

1) The MF if present.

2) The DF referred to by curAppDF, if the MF is absent.

28
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3) In the absence of indication in the path, the data unit size is set to the default value (see

Table 126).
Table 12 — Coding of the file descriptor byte
b8 [ b7 [b6 | b5 | b4 | b3 | b2 | bl Meaning
ol x| -1 - - - - - |File accessibility
010 - - - - - - |— File non-shareable
o1l -1 - - - - - |— File shareable
of-11]1 1 0| 0| O [DF
0 | [ [NotallsettoI| - - - |EF category
0O]]-10]O0 0 - - - |— EF for storing data not interpreted by the card (Working EF)
Off-O0]O 1 - | - | - |— EFforstoring data interpreted by the card (Internal|EF)
01| Any other - - - |— Proprietary categories of EFs
value
0 - EF structure
0 [ | [Notallsettol| O | 0 | 0 |— Noinformation given
0 | |- [Notallsettol| 0 | 0 | 1 |— Transparentstructure
0 - [Notallsettol| 0 1 0 |— Linear structure, fixed.size, no further information
0 - |Notallsettol| O | 1 | 1 |— Linear structure, fixed.size, TLV structure
0 - |Notallsettol| 1 | O | O |[— Linear structurevariable size, no further informati¢n
0 - |Notallsettol| 1 0 1 |— Linear structQire;variable size, TLV structure
0 - |Notallsettol| 1 1 0 |— Cyclicstructure, fixed size, no further information
0 - | Notallsettol| 1 1 1 |— Cyclic structure, fixed size, TLV structure
O1-11]1 1 0| 0| 1 |— BER4LV structure
O]-|11]1 1 0| 1| 0 |—. (SIMPLE-TLV structure
NOTE [L Any other value is RFU.
NOTE p “Shareable” means that the file supports concurrent access on different logical channels.

7.4.6 | Profile indicator
The fdllowing rules applyfor the use of DO'8F' in the file CPs of any EF supporting recordg:
— If|IDO'8F' is present, then the value field contains a profile indicator according to Tablg 13;

— If|IDO'8F' is-absent, then all records in the EF are implicitly in the unchangeable state ACTIVATED.

Table 13 — Coding of the profile indicator

b8 | b7 7675 b2 Tb3Tb2 bt Meaming
0Ol x| x| x| x| x| x| x |Coding of profile indicator defined by ISO/IEC JTC 1/SC 17
O|-1|-1-1|-1]-1-1x|RecordLCS
0)-1|-1]-1-1]-1~-10/ [— Alrecordsin thisfile are in the unchangeable state ACTIVATED
ol -l - -1 -1-|-11l" Each record in this EF has its own record LCS, changeable by the

commands ACTIVATE RECORD, DEACTIVATE RECORD and ACTIVATE FILE

Olx | x| x| x| x| x| - 000000 (any other value is RFU)
1| x| x| x| x| x| x| x |Proprietary coding of profile indicator

NOTE1 Any value is allowed but meaning is RFU.
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7.4.7 Data descriptor byte

Referenced by tag '92', this interindustry data element is a CP DO, which contains information relevant
to DO handling (see Table 14). The information is valid for all instances (if more than 1) of a DO in the
relevant template. If a DO is declared "non-shareable”, only one instance of this DO is accessible on one
logical channel.

Table 14 — Coding of the data descriptor byte

=N
=<}

b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
- |- - -] - - |Data accessibility

- - |— DO non-shareable
- - - - - - |— Shareable DO

- - - - |structuring of the DOs in the template

— o]
1
1
1

- | -1 - - |— Noinformation given (default).

- | -1 -1 - |— Cyclicmanagement of instances (see 11.5.7)
-|-1]-1-|— RFU

X
0
1|-1]-1]-1] - |— Linear management (see 11.5.7)
0
1

- - - |Instances

X
- -1 -10] - - - |— Atagshall occur at most once in the’template.
1

- - - |— Tags may occur more than oncg)in the template (default).

DO properties

— No information given

1

1
O | M
o | M
k=

— Taglist presence

o|lo|lOo|Oo|O|CO|O|O|OC|O|OC|OC|OC OO
i

[UnN
1

— Base template extendable by wrappers

o

- - - - | 1| 1] - |— Automaticresolution of wrappers
NOTE 1 Any other value is RFU.

NOTE 2 “Sharg¢able” means that the DO supports coneurrent access on different logical channels.

7.4.8 DF and EF list data elements

Referenced by tag '97', the DF listdnterindustry data element is a file CP which shows the DFs contained
in a DF or application DF. It is a-eoncatenation of 2-byte file identifiers.

Referenced by tag '9B’, theEFist interindustry data element is a file CP, which contains the identiffiers of
the elementaty files contained in the DF or application DF, and their short EF identifier. The inforrhation
of each file is|coded anthree consecutive bytes. The first two bytes contain the file identifier ofjan EF.
The third byfe is either the short EF identifier of the EF coded according to 7.4.4 or a byte coded|'00" if
that elementdry file has no short EF identifier.

7.4.9 Instance number data element

Referenced by tag '98', this interindustry data element is a CP DO, which may be present only if
there are several instances of the DO within its template. Its value shall be a binary coded positive
sequence number, as defined by ISO/IEC 8825-1 for the INTEGER type. The numbering scheme for cyclic
management of instances is the same as for the management of record numbers (see 11.4.6). See 11.5.7
for further information of numbering schemes.

7.4.10 Life cycle status

The card, files and other objects, each have a life cycle; the life cycle status (LCS) allows the card and
the interface device to identify the different logical security states of the use of the card, files and other
objects in the card.
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To support flexible management of the life cycle of a file, a record or a DO as an attribute (see
ISO/IEC 7816-9), this clause defines four primary states of the life cycle in the following order.

1) Creation state

2) Initialisation state

3) Operational state: activated or deactivated
4) Termination state

LCS (1 byte) shall be interpreted according to Table 15.

— The values '00' to 'OF' are interindustry.
— The values '10' to 'FF' are proprietary.

The default state shall be Operational state (activated).

Table 15 — Coding of the file or data LCS byte

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
00| 0| 00| O0]|O0]| 0 [Noinformation given
00| O0[O0]0] 0| 0] 1 |Creationstdte
0[0]0]00]O0]| 1] 1 [Initialisation state
00| 0|0[O0O] 1] -1 |Gperationalstate (activated)
00|00 O0O] 1] - | O |Operationalstate
(deactivated)
00|00 1]| 1] 4| - |Termination state
Not all zero X | x [¥x | x [Proprietary
NOTE Any other value i&’RFU.

Under| tag '8A’, an LCS may be preseht in the CPs of any file or DO (see Table 11). A cardl LCS may be
present in the historical bytes (see12.2.2.11). Under tag '48’, a card LCS may be present in EF.ATR/INFO
(see 1R.3.3). When it has an ME,the card is in, at least, the creation state.

NOTE Unless otherwisetspecified, the security attributes are valid if the LCS of:
— files are in Operatjenal state (activated) or Operational state (deactivated),

— DOs are in Operational state (activated) or Operational state (deactivated).

7.4.11 Indirect referencing by short EF identifier using DO'A2’

A DO'B8<under DO'A2" in the FCP of a DF indicates that the nested short EF identifier |s valid when
the DF S current. A command USINg it Shall transiently Select the Er referenced by the path which is
nested in DO'51" after that DO'88". Its success has no impact on curDF and curAppDF [see 7.2.2 rule f)].
The impact on curEF is described in sections dealing with commands using short EF identifier (see e.g.
11.3.2 or 11.4.2).

7.4.12 Interface and life cycle status dependent security attribute template

7.4.12.1 General

DO'A3' may be present in the CPs of any file or DO and in such templates it may occur more than once
(see Table 11).
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DO'A3' shall contain at most one DO'91" (see 7.4.12.2). If DO'91' is absent then the security attributes
contained in DO'A3" apply to all interfaces. If DO'A3" contains a DO'91' it shall be the first DO in the

template.

DO'A3' shall contain at most one DO'8A’ (see 7.4.12.3). If DO'8A' is absent then the security attributes
contained in DO'A3’" apply to all life cycle status. If DO'A3' contains a DO'8A' then it shall be

— the first DO in the template if DO'91' is absent, or

— the second DO in the template if DO'91' is present.

DO'A3' may contain any number of DO'8B’, DO'8C’, DO'9C’, DO'A0', DO'AB' in any order having the same

meaning and

7.4.12.2 Trd

Referenced b
attributes co

- o g1 La n IV W | 1.4
Luu1115 dS UCIIIITU U_y 1dUIC 11.
nsport type descriptor

y tag '91" under DO'A3’, this data element indicates for which interfaces the se
ntained in the same DO'A3" apply. See Table 16.

Table 16 — Coding of transport type descriptor (DO'91' underDO'A3")

b8

7 |b6 | b5 |b4|b3|b2| bl Meaning

0 (any other value is RFU &)

X

00 (any other value is RFU)

Communication by contact\Cé (see ISO/IEC 7816-3)

Near-field communication (see ISO/IEC 18092[19])

USB interface (see\[SO/IEC 7816-12)

Contactless intevface for proximity cards (see the
ISO/IEC 14443 series!14])

1 |Contactinterface (see ISO/IEC 7816-3)

a

TH
future

is edition defines the case where one“byte is sufficient to reference relevant interfaces. In the
more than one byte may be necessary.

If in this data

1 then fo

0 then fo

7.4.12.3 Ind

Referenced b
attributes co

element a bit is set to
I the correspondinginterface the security attributes shall apply.

I the corresponding interface the DO'A3' is irrelevant.

ication oflife cycle status

y tag ‘8A under DO'A3’, this data element indicates for which life cycle status the se
ntaihed in the same DO'A3" apply. This data element shall contain one or more byt

curity

curity
bs and

each byte shz

1Ilbé coded and interpreted according to 7.4.10 and Table 15, i.e. each byte encode

b a life

cycle status and all bytes of the data element build a set of life cycle status. If the life cycle of the file or
DO, being given within a DO'8A' in the control parameter template (i.e. the template with tag '62")

— is element of this set then the security attributes shall apply for the file or DO.

32

is not element of this set then the DO'A3' is irrelevant for the file or DO.
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8 Specific use of DOs and related concepts

8.1

8.1.1

BER-TLV payloads and padding

General

A BER-TLV-encoded data field or payload is a concatenation of DOs, with possible padding before or after
any of those DOs.

There are two standard ways of stating BER-TLV-encoding of a command or response data field or
payload:

C

B
Comn
Withi
respo

prese

Becaul
length

total length may also occur if several DOs are to be transmitted and the last DO cre

problg
may s
conclu
respo

8.1.2
The p

LA indicates secure messaging (see Clause 10).
t bl of INS is set to 1 (odd INS code).
ands with an even INS code may specify BER-TLV-encoding of data fields‘and payloa

nse payload, the order of DOs is either not defined, or is inheritéd from the ordg
nt in the card.

s.

n a command payload, this document may define the order of DOs (see e.g. Tdble 95). In a

er of the DOs

se of the coding of BER-TLV length fields (see E.2) a DO with a tag of n bytes cann
of e.g. (n+1+128) bytes or of (n+2+256) bytes or of (n+3+65536) bytes etc. The situ

m. In all these cases if receiving a command with IV, set to such an invalid total le
pnd within a response data field containing DO(s)the first N, bytes requested by the ¢
de with an SW1-SW2 set to '61XY', where 'XY‘codes the number of remaining byte
nse chaining (see 5.3.4) applies.

Padding conditions

pssibility of padding in a data field depends on the command. The terminology "con

DOs"

rgsponse data field due to €rasure or modification of DOs within an EF supporting daf

rgsponse data fiéld due to the fixed format of records within an EF supporting record

If BER[TLV<encoding is explicitly stated, the data payload(s) shall be BER-TLV encoded, wit

recludes padding. Padding is allowed:

en handling data structures through data units; e.g. padding may be present in a R

en handling data'structures through records; e.g. padding may be present in a R

en explicitly allowed by a standard C-RP (CLA<'80");

en explicitly allowed by a specification of a C-RP (CLA>'7F").

have a total

:;]Eon of invalid

es the same
hgth the card
ommand and
. Afterwards

catenation of

EAD BINARY
a units;

EAD RECORD

)

nout padding.

BER-TLV-encoding shall not apply to the individual data fields (a.k.a. payload fragments) of the
commands into which the payload is fragmented, because payload fragmentation is entitled to split
DOs. Padding is still precluded in payload fragments.

NOTE

8.1.3

Secure messaging can require BER-TLV-encoding of payload fragments (see 10.2).

Padding procedure

When padding is allowed in BER-TLV payloads, bytes set to '00' may be present before, between or
after DOs.

© ISO/IEC 2020 - All rights reserved

33


https://iecnorm.com/api/?name=9edac6a1c0ba6e43131675bc38584d5a

ISO/IEC 7816-4:2020(E)

When present in the historical bytes (see 12.2.2) or in EF.ATR/INFO (see 12.3.3) or in the control
information of any file (see tag '82' in Table 11), the data coding byte (see Table 126) indicates whether
the value 'FF' is

— valid for the first byte of long tag fields of the private class, constructed encoding (explicit
statement), or

— invalid for the first byte of tag fields (default value), i.e. used for the same purpose (padding) and

under the same conditions as the value '00".

8.2 Templ

ate referenced by curConstructedDO and data object generations

8.2.1 TemJ)late referenced by curConstructedDO and DO referenced by curDO

Any DO with

If any of thos
any nested D

The virtual

n the template referenced by curConstructedDO can be directly referenced by’its s¢le tag
in a commangd for interchange which does not provide any information on the VA togethet with th

e DOs is also constructed, the template referenced by curConstructedDO does not i
Ds within this constructed DO.

root DO'7F70" belongs to the 0 generation, and is the only"DO in that generat

curConstruc
curConstruc
curConstruc
examples.

curDO (see 7
11.5.2). DO s
the relevant ¢

|

edDO references an nth generation constructed DO'XY-\the template referend
edDO is a sequence of (n+1)th generation DOs nested in DO'XY". The template referen
edDO does not include DOs possibly nested in any (n+1)th generation DO. Annex F

is tag.

hclude

jon. If
ed by
ced by
shows

2.1 dash 9) is set by a SELECT command (see 11.2.2) or a SELECT DATA comman(d (see

blection also occurs as a side effect of other.DO-handling commands, and is descri
lauses, e.g. 11.5.3 and 11.5.4 for the GET DATA command.

In order to stipport referencing methods defined in this document, the card should be able to 1|

tag '7F70".

Immediately

after enabling of an interface ($ee 5.1), thus before any selection, the template refe

by curConstr
contain spe

Many comm
of the comma

ictedDO depends on the implicitly selected application or DF (curAppDF in the VA).

caiLic DOs to support e.g. dis¢overy mechanisms defined in Reference [1].

ds which handle D@s imply one or several transient selections. In some cases, a side
nd success may validate those transient selections, thus set the transient VA as currg

8.2.2 Template extension

The templatg

bed in

psolve

enced
[t may

effect
nt VA.

extension is that part of a template which is accessible only by automatic resolutions of

are partoft

base template.

DO'63'

tagged wrapqeers, whereby extending the base template (see Annex G or examples). All wrapper

If automatic resolution of tagged wrappers is not supported, the template extension is empty. The
indirect references are only informative. If needed, the outside world may perform a two-stage

procedure:

structure;

— then handling of the DO within the selected structure.

34

selection of the structure where the DO is stored, when this structure is different from the current
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8.2.3 Data object pruned-tree

A constructed DO has a tree structure. A pruned-tree of this tree structure is obtained by removing
nested DOs from the tree. An extended header associated with a constructed DO refers a pruned-tree of
the DO (see 8.4.6 and 8.4.7).

EXAMPLE A given nth generation DO is denoted {T-L- {T1-L1-{T2-L2-V2}-{T3-L3-V3}}-{T4-L4-V4}-{T5-
L5-V5}}. Removing the (n+2)th generation DO T2 and the (n+1)th generation DO T4 yields the pruned-tree: {T-
L- {T1-L1'-{T3-L3-V3}}-{T5-L5-V5}}. L and L1 are replaced by L' and L1' because removing a DO from a template
impacts its length.

8.2.4 Data object life cycle

Any DIO stored in the card may have a DO life cycle. When it does, the LCS shall distinguish at least two
statest Operational state (activated) and Operational state (deactivated). The coding.of a|DO's L.CS and
the cading of a file's LCS are analogous (see Table 15). The presence of DO's LCSyis.indicdted in the CP
template DO'62' (see Table 11).

8.3 [dentification of data elements and data objects

8.3.1| Principles

At the|interface between the card and the interface device, a data element is generally prgsented in the
value field of a DO. The data element is said to be "under" thetag of the DO.

If the humber of bits representing a data element is notja.multiple of eight, one may use the BITSTRING
univeysal DO, as e.g. in ISO/IEC 7816-15. If not, the. mapping into a byte or a string of|bytes should
be sp¢cified together with the respective data élement. Unless otherwise specified, th¢ appropriate
number of bits shall be set to 1 in the last byte starting from bit b1.

For pyrposes of retrieval and referencing iniinterchange, a data element shall be associategl with the tag
of a BER-TLV data object and the data elemént may be encapsulated in this data object.

A datd element may be referenced directly by its associated BER-TLV tag. It may be as§ociated with
anothgr data element that sets the context to which it belongs.

One of more command-to-perferm data objects may indirectly reference a data element.

The irfterindustry commaiids support multiple instances of the same DO within a templatg, thus within
an application and within a card.

A starjdard or amapplication may limit or prohibit multiple instances of the same DO withjn a template,
within a strucfuye or within the application.

8.3.2 | daginterpretation in command and response data fields or payloads

DOs of the universal class (first byte from '01' to '3F', see Annex E) always have their general meaning.

The meaning of DOs of the application class (first byte from '40' to '7F', see Annex E) is defined by
standards. The default is the ISO/IEC 7816 seriesl4l and the ISO/IEC JTC 1/SC 17 standards (see 8.3.3).
The meanings of those DOs are always the same, though their function is defined by the command
where they are used.

The way to interpret DOs of the context-specific class (first byte from '80' to 'BF’, see Annex E) is
defined:

— generally by its nesting within a constructed DO defined by the standard, e.g. DOs nested in DO'62’
(see Table 11). This rule is recursive, and applies e.g. to DOs nested in a DO'AQ0" nested in a DO'62".

— by CLA: secure messaging indication (see 5.4 and 10.2).
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— by INS: commands may define such DOs of the context-specific class for a specific use.

8.3.3 Taga

In other cases, the interpretation of those DOs is defined by the application.

llocation

This document specifies many interindustry DOs, and allocates tags for the BER-TLV-encoding of those
DOs. In addition to defining further interindustry DOs, ISO/IEC 7816-6 maintains an exhaustive list of
the tuples (name of the interindustry DO, allocated tag) specified in ISO/IEC 7816 (all parts)[4] at the

time of public

— totheap

ation. The tags allocated in ISO/IEC JTC 1/SC 17 standards belong either:

plication class, or

to the co
tag of wh

When a tag i
advice of ISO
to add this on

[Mlustrated by
data fields. W
notifying an ;

htext-specific class, when the corresponding DOs may be nested in a constructed-l

5 defined by another standard, the national body responsible for the standard sha

wuthority responsible for tag allocation.

ich has been allocated by the standard.

IEC JTC 1/SC 17/WG 4 for the tag or tags needed, and shall in due time‘comment in
those tags in ISO/IEC 7816-6.

Annex A, 8.3.4 to 8.3.7 specify tag allocation schemes for identifying interindustry
hen needed, those tag allocation schemes use the interindugtry*DOs shown in Table

Table 17 — Interindustry data objects for tag:allocation authority

O the

| seek
order

DOs in
17 for

Tag Value
'06" |Objectidentifier (OID), encoding specified in ISO/IEC 8825-1), see examples in Annex A
'41' |Country code (encoding specified in ISO 3166-1[2]) and optional national data
"y yssuer identification number (encoding and registration specified in ISO/IEC 7812-1[3]) and opftional
issuerldata
'4F' |Appligation identifier (AID, encoding specified in 12.3.4)
'5F29' | Interdhange profile

8.3.4 Stanglard tag allocation scheme

In the applic

numbers in the range 0-127 prigreater than 511 (decimal).

Application ¢
specification

In order to id
DO shall nest|

htion class, ISO/IEEJTC1/SC17 allocates or reserves the use of any application cla

lass tag numbers in the range 128 to 511 (decimal) may be allocated by any stand
referencedby an OID, or by an application referenced by an AID.

entify the tag allocation authority in this range, a constructed DO'78" shall be useq
anempty DO'80' followed by either a DO'06' or a DO'4F". If DO'78' is present

ss tag

hrd or

|. This

— intheinitial data string (see 12.2.3) orin EF.ATR/INFO (see 12.3.3), then the authority shall be valid
for the entire card, except if overruled by another DO'78' in a file or a constructed DO.

in the management data of an EF or DF, possibly supporting an application (see 7.4), or in the

template made current by the selection of any file, then the authority shall be valid within that file
or application, except if it is overruled by another DO'78" in a constructed DO.

in a template, it shall be valid for all DOs in the template, and all objects contained in the constructed

DOs, (thus irrespective of their generation), except if it is overruled by another DO'78' in a template.

8.3.5 Compatible tag allocation scheme

These tag allocation schemes use interindustry DOs and further DOs.
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These further DOs shall be nested within interindustry DOs referenced by tags '70" to '72', or tags '74' to
'77". In those DOs, the meaning of the application class tags is not defined in ISO/IEC 7816 (all parts)[4]
except for tags '41', '42' and '4F" for identifying tag allocation authorities (see Table 17).

When further DOs use tags of the context-specific class and belong to the interindustry templates
defined above, their meaning is defined by the tag allocation authority.

The use of the context-specific class within interindustry templates with tags '65' (cardholder-related
data), '66' (card data), '67' (authentication data) and '6E' (application-related data) is deprecated.

In order to identify a compatible tag allocation scheme and the authority responsible for the scheme,
the interindustry DO'78' may be used. Possible occurrence and overruling are the same as in 8.3.4.

If pres
allocal

8.3.6

In suc

ent, its value shall contain one of the interindustry DOs shown in Table 17, for ide
Fion authority.

Coexistent tag allocation scheme

h a scheme, all the interindustry DOs shall be nested within interindustry DOs'7E". M

'79" and '7E' shall not be given another interpretation, as well as tags '62),'64', '6F' (CP,

templ

These
In ord
interi

If
1]

If
by

8.3.7

htes, see 7.4) and '7D' (SM template, see 10.2).

tagallocationschemes mayusetagswithaninterpretationngtdefined inISO/IEC 781

htifying a tag

oreover, tags
FMD and FCI

b (all parts)4l.

er to identify a coexistent tag allocation scheme and the authority responsible for tle scheme, an

ndustry DO'79' shall be used. This DO shall nest one of the interindustry DOs shown

an authority is valid for the entire card, then DO'79{'shall be present in the initial dg

2.2.3) or in EF.ATR/INFO (see 12.3.3).

an authority is valid within a file or applieation, then DO'79' shall be present in

application DF management data (see 7.4),-6v in the template referenced by curConst

" any file selection.

Avoidance of independent tag-allocation schemes

An
ISO/I1
compl

Besid¢
applic

T
pI

T

independent
q;: 7816 (all parts)4], butswhich does not comply with 8.3.6. Such tag allocation sc

tag allocation scheme uses tags with another interpre

with this document and’do not allow interchange.

s a consistent use.af compatible and coexistent allocation schemes, there are thre
ation to avoid stch’a situation and remain compliant with this document:

he use of interindustry discretionary DOs'53' to present discretionary DOs, and D
oprietary)DOs in discretionary templates.

he use)of 3-byte tags reserved for this purpose (see 8.3.4).

in Table 17.

ta string (see

the EF, DF or
ructedDO set

tation than
nemes do not

b ways for an

Ds'73" to nest

T

£ Fa £l + £ +£3 1 L Q.2 D)
TCTUST U DUS UTTIT TUINTTAT S PTLITTIU LIAS S (SCT 0. J5. 4 7.

8.4 Referencing and retrieval of DOs and data elements

8.4.1

General

A tag 'XY' directly references a data element, which is the value of DO'XY". For retrieval of DOs before
selection of an application see 12.5.

Control parameters and file management data may be retrieved in the response to a SELECT or SELECT
DATA command (see 11.2.2, 11.5.2.1 and Table 95).
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Once an application is selected, any DO should be retrieved directly or indirectly:

— in the file management data (see 7.4) of the application DF and from specific EFs within the DF
referenced by curDF;

in the template referenced by curConstructedDO (see 8.2) after application selection, using GET

DATA or GET NEXT DATA commands (see 11.5.3 and 11.5.4). File management data and/or DO'62'
(nesting CPs) should be included in this template, to ensure that those particular DOs are relevant

to the app

lication.

Element lists, tag lists, header lists, extended headers and extended header lists, are interindustry
DOs which reference indirectly data elements, thus reference DOs within any template. Such a data

element insty
Computing th
(or resolutiof]

The interpret
the template
template), all
the result of {

The comman|
DOs, which nf

8.4.2 Elem

Under tag '5
presented as
structure an(

8.4.3 Tagl

Referenced b
It references

8.4.4 Head

Under tag '5
without deli

ucts the card how to interpret a command data field or to construct a response dat
e concatenation of data elements or the DOs from the indirect reference is calledres
of) the indirect reference.

ation of a tag list, a header list, an extended header or an extended header-list depel
in which they are defined. Nesting one of those DOs within a wrapper, (which defin
bws referencing wherever in a card. An optional tag within the wrappéer'allows refer
he resolution of the indirect reference by this tag.

d data field syntax in the SELECT DATA, GET DATA, GET NEXT-DATA shows the use of
ay be close to the syntax of a wrapper.

ent list

[F41', this interindustry data element denotesithat the information to retrieve
DOs, but under application control. It shall bexuased only within the wrapper templs
| the returned information are out of scope 6f1SO/IEC 7816 (all parts)[4l.

ist

y tag '5C’, this interindustry data element is a concatenation of tag fields without del
h concatenation of DOs with the-respective tags, in the same order as in the tag list.

er list

', this interindustry\data element is a concatenation of tuples (tag field T, length f
iter. The byte string is as defined as in the tag list except for possible truncation

values. When L = '00', no truncation occurs. When L > '00', the value shall be right truncated to L
except when |t is already'shorter or equal to L bytes. The coding of L is a BER length.

WARNING

because a truncated constructed DO is not a DO. For extraction of parts of a constructed

Within/a header list, all referenced DOs to be truncated should be pri

extended hepder should be used.

b

h field.
plving

nds on
bs this
bncing

those

is not
te. Its

miter.

eld L)
of the
bytes,

itive,
0, an

8.4.5 Extended header and extended header list

Under tags '4D’, '5F60' or '5F61' (see 8.4.8 for the differences between different tags), this interindustry

data element

An extended

38

is an extended header list.

header list is either

an extended header, or

a concatenation of extended headers.

© ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=9edac6a1c0ba6e43131675bc38584d5a

ISO/IEC 7816-4:2020(E)

An extended header is a concatenation of tuples (tag field T, length field L) without delimiter. An
extended header references information within a target DO. A complete extended header shall be
derived from the target DO by the following procedure:

a)

b)

f)

primitive DO not to be referenced:

If the extended header is to be tagged by

1) '4D’, delete the tag, length and value field.

2) '5F60' or '5F61', delete the value field and replace the length field by '00'.

p imitive DO to be referenced without truncation:

Delete the value field. If the extended header is to be tagged by
1) '4D’, replace the length field by '00'.

2] '5F60' or '5F61', replace the length field by '80".

primitive DO to be referenced with truncation:

Delete the value field and replace the length field by a truncation‘indication (see 8.4.6)
cgnstructed DO not to be referenced at all

Delete the value field and replace the length field by '00'.
constructed DO to be referenced entirely:

Delete the value field and replace the length field by '80'.
cgnstructed DO where part of the information is to be referenced:

Adljust the value of the length field aceording to the outcome of applying the procedurgs above.

As shown in F.2, the explicit referencing of DOs where nothing is referenced is not alwalys necessary,
even when several instances of stich a DO exist in a given template. Removing useless teferencing is
entitléd by this document. AnnexH describes an example procedure of parsing an extend¢d header.

8.4.6 | Resolving an extended header

To resplve an extended’header, one shall build the referenced byte string as follows.

If]a tag indicates a primitive encoding, then the pair of tag field and length field i$ replaced by
data referenced by the tag. If the extended header is tagged by '4D’, a length of '00' means that the
complete DO/element is included in the byte string. If the extended header is tagged by '5F60' or
61',a length of '80' means that the complete DO/element is included in the byte string. A length
feir i pvivan 4B gl eader tagged
by '5F60' or '5F61', indicates the maximum number of data bytes to be retrieved and consequently
may require truncation as defined in 8.4.4. If the truncation indication indicates more bytes than
available in the DO, the behaviour depends on the tagging:

— Under tag '4D’, it is out of the scope of this document.

— Under tag '5F60' and '5F61' the extended header is invalid. If used in a command APDU, the
command shall be rejected by SW1-SW2 ='6985'.

A tag indicating a constructed encoding followed by a non-zero length, except '80', introduces a
subsequent value field that is an extended header list. A tag indicating a constructed encoding
followed by a zero length is ignored. A tag indicating a constructed encoding followed by '80' means
that the complete constructed DO/complete template is included in the byte string.
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— The card shall ignore the elements of the extended header that do not match the target structure.

For security reasons, a card may reject a command with SW1-SW2 = '6985' because of the lack of
consistency between the structure used in the command data field and the contents of the card. This

may override

security attributes.

The byte string consists of either

— the value fields of the primitive DOs, possibly truncated according to the indicated lengths, or

— theprimitive DOs, possibly truncated according to the indicated lengths, and nested in the respective

template,

the length of which complies with the BER-TLV rules.

If present, the
template is i

The encoding
of (possibly t

— byanap

— byanap
(either cq

— by taggir
SECURIT

8.4.7 Resolving an extended header list

The byte stri
by the exteng
header list:

The reso

The ordsd
extended
the folloy
(extende

8.4.8 Wrapper

Under tag '63

a) The first
wrapper.

I

e length '80' shall be replaced by the actual length. The complete constructed DO/€oy
cluded in the byte string.

of the referenced byte string, namely, a (possibly constructed) DO(s) or a’concate
Funcated) data elements, is indicated:

ropriate INS code (odd/even), or

ropriate parameter of the command, e.g., either an appropriatelencoding of the dat]
nstructed for those containing DOs or primitive for those containing data elements

g the extended header list by another tag than '4D’, as¢shown in 8.4.8 and the PER
Y OPERATION command (see ISO/IEC 7816-8).

ng referenced by an extended header list is the concatenation of the byte strings refer
led headers, in the same order as in theextended header list. When parsing an ext

r within the byte string is therefore defined by the order of extended headers
header list, which should.match the order within the target (template) in order to
ving problem: As in the resolution of an extended header, the card shall ignore the ele
 headers) of the extended header list that do not match the target (template) struct

', this intefindustry DO shall nest two or more DOs.

DO is-a mandatory indirect reference. Only one indirect reference shall be give
Itis\a/choice between:

hplete

hation

b field
,or

FORM

enced
ended

ution of one extended header shall'be followed by the resolution of the next one if any.

in the

avoid
ments
ure.

n in a

anel

1
2) anel
3)
4)
5)
6)
7)

8)
DO),

40

ement list (tag 5F41 or '557);

ement list nesting DOs (tag '73");

a tag list (tag '5C")

a header list (tag '5D");

an extended header list (tag '4D");

an extended header list referencing a byte string with no stated structure (tag '5F60");

an extended header list referencing one DO or a concatenation of DOs (tag '5F61);

see below.

a byte string identical to the response data of the last command to perform (tag '80', empty
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possibly followed by a filter DO'7F71' (see 11.5.2.3) in the case of tag list or extended header list. The
use of DO'5F60' or the use of DO'5F61' entitle skipping indication of primitive DOs according to 8.4.5.

The remainder of the wrapper value field shall be:

1) an application identifier DO'4F' (see 12.3.4); the indirect reference shall be valid within the

template referenced by curConstructedDO after application selection; or

a file reference DO'51' (see 7.3.2 and Table 8); the indirect reference shall be valid within the

template referenced by curConstructedDO; or

a DO'4F' followed by a non-empty DO'51' referencing a file which shall exist in th

e application;

=l - - b= £ 1 111 1.l L - delas £l
LIIC ITIUITCTULLU I TICI TIILT SlidIl UT vdllUu VVIUIIIT UIIIS 111, Ul

one DO'52' (command to perform); the indirect reference shall be valid within
payload of this command; or

several DO'52"; the commands to perform shall be processed in tlie presentg
indirect reference shall be valid within the response payload of, the last comm
transient VA set by this command.

solution of a wrapper:

starts with the resolution of the second part of the wrapper) which is either a standg
aresponse APDU. It ends there if the indirect referencetis'a DO'80'.

the indirect reference is not a DO'80’, it ends withthe resolution of the indirect ref
defined in 8.4.3, 8.4.4, 8.4.5.

PLE The following wrapper DO nests a tag list/and one command-to-perform.
{'63'-L-{'5C'-L-(Tagl-Tag2-Tag3)}-{'52*L-Command APDU}}
Tagged wrapper

tag '63', this DO extends a temptate in a card which supports automatic resolution d

b)
2)
3)
4)
5]
The rq
— It
ol
— If
is
EXAM
8.4.9
Unden
The fi

be valid in GET DATA or GET NEXT DATA C-RPs when the extended template is the templal
by cugConstructedDO; 'XY.' shall respect the current tag allocation scheme. The remainde
shall e the value of a wiapper DO (see 8.4.8). The outcome of resolving the indirect refet
the value of DO'XY' when'addressed within the template it extends (see 8.2.2):

If

far examptes). The wrapper shall reference only one DO, possibly constructed.

st DO in the value filed of @tagged wrapper DO'63' shall be an empty DO'XY". The

the wrappeireferences a DO'ZT', the value of DO'XY' shall be the value of this DO'ZT

the response

d order; the
hnd or in the

rd structure,

brence, which

f wrappers.

tag 'XY' shall
ke referenced
r of the value
ence shall be

(see Annex G

byte.

— Iffthe wrapper references a byte string, the value of DO'XY' shall be that byte string.
NOTE L Neitherthe notation 'XY' nor 'ZT" prnr‘]nr‘]pc the use of f:\gc r‘nncicfing ofmorethan one
NOTE 2 The automatic resolution of the tagged wrapper creates within the template

referenced by

curConstructedDO a virtual DO. The tag of this virtual DO is taken from the first DO in the tagged wrapper.
The length field of this DO codes the length of the content of the resolved indirection. The value of the DO is the

conten

titself (see examples in Annex G).

9 Security architecture

9.1

General

This clause describes security status, security attributes and security mechanisms.
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Security status — The security status represents the current state possibly achieved on a logical
channel after physical interface enabling (see 5.1) or resetting a logical channel and/or execution of
one or several C-RP(s) on this logical channel possibly performing authentication procedures. The
security status may also result from completion of a security procedure related to the identification
of the involved entities, if any, e.g. by proving knowledge of a password (e.g. using a VERIFY command)
or knowledge of a key (e.g. using a GET CHALLENGE command followed by an EXTERNAL AUTHENTICATE
command, or using a sequence of GENERAL AUTHENTICATE commands), or by secure messaging (e.g.
message authentication). Five security statuses are considered.

Global security status — In a card using a hierarchy of DFs, it may be modified by completion of an
MF-related authentication procedure (e.g. entity authentication by a password or a key attached to

the MF).

Applicatiion-specific security status — It may be modified by completion of an applid
related guthentication procedure (e.g. entity authentication by a password or a key)attacl
the applifation); it may be maintained, recovered or lost by application selection; this modifi
may be relevant only for the application to which the authentication procedure belongs. If

channels|apply, then the application-specific security status may depend on theogical chann

File-spegific security status — It may be modified by completion of a,DFrelated authenti
proceduife (e.g. entity authentication by a password or by a key attachedo6 the specific DF);
ined, recovered or lost by file selection; this modification{may be relevant only fd
within tHe application to which the authentication procedure belongs’ If logical channels appl
the file-specific security status may depend on the logical chanpel.

DO-speciific security status — It may be modified by cofmpletion of a DO-related authenti
procedure; it may be maintained, recovered or lost by selections; this modification may be re
only for [)O within the application to which the authentication procedure belongs. Iflogical ch
apply, theén the DO-specific security status may depend on the logical channel.

Commarnd-specific security status — It only exists while processing a command using ¢
inig and involving authentication; su¢h a command may leave the other security
unchanged.

Security attributes — The security attributes, when they exist, define which actions are allowe
under which fonditions. The security attributes of a structure depends on:

its categgry (DF, EF or DO);

optional CPs in its CP template DO'62' and/or in that of its parent structure(s);

Security attrfibutes maysalso be associated with commands, DOs and tables & views. In part
security attributes may

specify the security status of the card to be in force before accessing data;

ation-
ned to
cation
ogical
el.

cation
It may
r files
7, then

cation
levant
hnnels

ecure
Status

d, and

icular,

restrict g

define which security functions shall be performed to obtain a specific security status.

Security mechanisms — This clause considers the following security mechanisms.

42

Entity authentication with password — The card compares data received from the outside
with secret internal data. This mechanism may be used for protecting the rights of the user.

Entity authentication with key — The entity to authenticate shall prove the knowledge

world

of the

relevant secret or private key in an authentication procedure (e.g. a GET CHALLENGE command
followed by an EXTERNAL AUTHENTICATE command, a sequence of GENERAL AUTHENTICATE

commands).

Data authentication — Using internal data, either a secret key or a public key, the card checks
redundant data received from the outside world. Alternatively, using secret internal data, either a
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secret key or a private key, the card computes a data element (cryptographic checksum or digital
signature) and inserts it in the data sent to the outside world. This mechanism may be used for
protecting the rights of a provider.

— Data encipherment — Using secret internal data, either a secret key or a private key, the card
deciphers a cryptogram received in a data field. Alternatively, using internal data, either a secret key
or a public key, the card computes a cryptogram and inserts it in a data field, possibly together with
other data. This mechanism may be used to provide a confidentiality service, e.g. key management
and conditional access. In addition to the cryptogram mechanism, data confidentiality can be
achieved by data concealment. In this case, the card computes a string of concealing bytes and adds

it by exclusive-or to bytes received from or sent to the outside world. This mechanism may be used
for prnfnrfing pri\m(‘y and as a countermeasure qgnincf pattern rprngnifinn

The r¢sult of an authentication may be logged internally according to application reguitéments.

9.2 [Lryptographic mechanism identifier template

One o more cryptographic mechanism identifier DO'AC' may be present(in the CPs of any DF (see
Table [11). Each one explicitly indicates the meaning of a cryptographicimechanism refergnce in the DF
and it hierarchy. The template shall consist of two or more DOs.

— The first DO shall be a cryptographic mechanism reference, DO’80' (see Table 56).

— ThesecondDOshallbeanobjectidentifier,D0'06',asdefinedinISO/IEC8825-1.Theidentifiedobjectshall
b¢ acryptographicmechanism defined inastandard, e/g. an ISO standard. Examples of dryptographic
mlechanisms are encryption algorithms [e.g. ISO/IEC 18033 (all parts)[18]], message ajithentication
cqdes [e.g. ISO/IEC 9797 (all parts)[Z]], authenticdtion protocols [e.g. ISO/IEC 9798 [all parts)[8l],
digital signatures [e.g. ISO/IEC 9796 (all parts)€tor ISO/IEC 14888 (all parts)[121], and so on.

— If|present, one or more subsequent DOs (D0'06' or DO'0D') shall either identify a me¢hanism used
by the previous mechanism [i.e. a mode,of operation, e.g. ISO/IEC 10116[2], or a hash{function, e.g.
I90/1EC 10118 (all parts)[0]], or indigate parameters (tag dependent on the previous mechanism).

DO'0D’ gives a relative-OID rooted atthe nearest preceding DO'06' as defined in ISO/IEC §825-1.

EXAMPLE (see explanations in Annex A and Annex B)

{'AC'-|0B'-{'80'-'01'-'01'} - {'06'-'06'-'28818C710201'}}
The template associates thglocal reference '01' to the first encryption algorithm in in ISO/IEC 180B33-2[18].
{'/AC"-|11"- {'80'-'01'402"} - {'06'-'05'-'28CC460502'} - {'06'-'05"-'28CF060303'}}

The filfst object/idéntifier refers to the second authentication mechanism in ISO/IEC 9798-5[8], Th¢ second object
identiffier refers—to the third dedicated hash-function in ISO/IEC 10118-3[10l, Therefore the temp|ate associates
the lodal reference '02' to GQ2 using SHA-1.

9.3 Security attributes

9.3.1 General

This subclause defines the coding of data relevant to the security attributes, and two formats for
binding objects and security attributes: a compact format based on bitmaps and an expanded format
that extends the compact format by TLv list management. The expanded format may use the codings
defined for the compact format under different encapsulations.

9.3.2 Security attributes targets

Referenced by tags '86', '8B’, '8C', '8E', '9C’, 'A0', 'A1', 'A3’, 'AB’, security attributes may be present in the
CPs of any file or DO (see Table 11). Any object in the card (e.g., command, file, DO, table & view) may
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be associated with more than one security attribute and/or with a reference contained in a security
attribute.

In SCQL environment (see ISO/IEC 7816-7, commands for structured card query language), security
attributes can be specified in SCQL operations, e.g. CREATE TABLE and CREATE VIEW commands. If
security attributes based on this clause are used, then they shall be conveyed in a DO with tags '8B’, '8C’
or 'AB' in the security attribute parameters of an SCQL operation.

Security attributes for DOs are defined in 9.3.6. Security attributes for logical channels are defined
in 9.3.8.

9.3.3 Compactformat

In compact fprmat, an access rule consists of an access mode field followed by one or mote,security

condition by

If several acc
OR condition

Access mods

NOTE Furn
this document

Table 18 to T4

Ifthe acc
conditior
to b1) wh
applicati

If the acq
to'00. T
Each AM
AMB. Bit
conditior
to b1l) wh
used for

J>es. The security attribute contains one or several concatenated access rules.

field — An access mode field consists of either one or more bytes.

byte when set to 0, or the presence of a security condition‘byte in the same order (

bn-specific commands.

e second and possibly further bytes (see NOTE below) in the access mode field are

b8 shall be set to 1 in all other AMBs. Bits b6 to bl indicate either the absence of a s
byte when set to 0, or the presence of a'security condition byte in the same order (

hdditional commands, e.g. application-specific commands.

ible 30 define access mode bytes respectively for DFs, EFs, DOs and tables & views.

Table 18 —Coding of the sole byte in an access mode field for DFs

en set to 1. When bit b8 is set to 1, bits b7 to b4 may be uised for additional comman

B indicates in bit b8 whether or not it is the\ast AMB. Bit b8 shall be set to 0 in t%]Le last

bss rules are present in the value field of a DO'8C' or '9C' (see Table 11), they represgent an

bss mode field consists of one byte, then bit b7 to b1 indicates either the absence of a selcurity

Eits b7
S, e.g.

ess mode field consists of more bytes, the firsttbyte of the access mode field shall |be set

AMBs.

urity
its b6

en set to 1 and in the same order asthe AMBs. When bit b7 is set to 1, bits b6 to b1 may be

ther AMBs are not defined in this'document and can be defined in future editions or other pgarts of

b8 | b7 | b6 ||b5 | b4 | b3 b2 | bl Meaning
O -1-1-1-.03%" - | - |Bitsb7tobl according to this table
1(-1]-1- 1~ -1 -1 - [Bitsb3toblaccording to this table (bits b7 to b4 proprietary)
Of1 |- |- - 1| - | - |DELETE (FILE) (self)
Of-1(1]-1]-1-1-1] - |TERMINATE CARD USAGE (MF), TERMINATE (DF)
O-1|-1]21)|-1]-1-1] - |ACTIVATE (FILE)
Of-|-|-1121]|-1|-| - |DEACTIVATE (FILE)
- -1]-1-1-11] -1 - |cREATE (FILE) (DF creation)
- -1-1-1-1-111] - |crREATE (FILE) (EF creation)
-1 -1-1-1-1-=-1-11 DELETE (FILE) (child)
Table 19 — Coding of the sole byte in an access mode field for EFs
b8 | b7 | b6 | b5 | b4 (b3 | b2 | bl Meaning
Of-|-1|-1-1=-1~-1- |Bitsb7toblaccording to this table
11 -1-1]-1-1-1]-1 - [Bitsb3toblaccording to this table (bits b7 to b4 proprietary)
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Table 19 (continued)
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning

1| -1]-1-1-1-1 - |DELETE (FILE)

- 1 - - - - - |TERMINATE EF

0

0

0)-1|-1]21|-1|-1]-1] - [ACTIVATE (FILE), ACTIVATE RECORD (S)
0)-1|-1]-1211|-1] -] - |DEACTIVATE (FILE), DEACTIVATE RECORD (S)

- - - - - 1 - - |WRITE BINARY, WRITE RECORD, APPEND RECORD

- - - - - - 1 - |UPDATE BINARY, UPDATE RECORD, ERASE BINARY, ERASE RECORD (S)

-l -1]-1-1=-1¢=-1]-1]1 |READBINARY/RECORD (S), SEARCH BINARY/RECORD, COMPARE BINARY/RECORD

Table 20 — Coding of the sole byte in an access mode field for DOs

b8 | b7 | b6 | b5 | b4 b3 | b2 | bl Meaning
- | - | - | - - | - | - |Bitsb7tobl according to this table

- | - | - | -] - - | - |Bitsb3toblaccording to this table (bits b7\te’b4 proprietarjy)
1 | - | -|-1]-1-| - |DELETE DATA

MANAGE DATA Terminate

- - 1 - - - - |[MANAGE DATA Activate

olo|lo|o|r|o
T
[
:
1
1
:
1

- - - 1 - - - |MANAGE DATA Deactivate

- - - - - 1 - - |MANAGE SECURITY ENVIRONMENT

-|F | -1-1-1-11] - |PUTDATA/PUT NEXT DATA/UPDATE DATA

-l F I -1-1-1-1-1]1|GETDATA/GET NEXT.DATA/COMPARE DATA

Table 21 — Coding of the sole byte(in an access mode field for security objdcts

b8 | B7 | b6 | b5 |b4 (b3 | b2 | bl Meaning
- | - | - | -] -1 - | - |Bitsb?tobl according to this table

- | - | - | -] - - | - |Bitsb3toblaccording to this table (bits b7 to b4 proprietarjy)
K | - | - | -] - | - =40 (any other value is RFU)

TERMINATE?

- - 1 - - % - |ACTIVATE?

olo|lo|o|r|o
:
—_
.
]
]
.
)

- - - 1 s - - |DEACTIVATE?

-l F -] - e\ x| - | - |0(any other value is RFU)

-lF Il -1~~~ |-1|1]| - |PUT/UPDATE?
-l Rl - - - - |1 |GET®

a  Dgscription in italic format means an operation and not a command.

Table 22 — Coding of the sole byte in an access mode field for tables & views

b8 | b7 | b6 | b5 |b4 (b3 | b2 | bl Meaning
Of-1|-1]-1-1-1=-1- [Bitsb7toblaccording to this table
1|1 -1]-1-1-1-1-1 - [Bitsb3toblaccording to this table (bits b7 to b4 proprietary)
0 1 - - - - - - |CREATE USER, DELETE USER
01l - 1 - - - - - |GRANT, REVOKE
O -1-1]1]|-1]-1-1] - |CREATE TABLE, CREATE VIEW, CREATE DICTIONARY
O|-1|-1|-11]-1] -] - |DROPTABLE, DROP VIEW
-l --1-1-|1] -] - |[INSERT
- - - - - - 1 - |UPDATE, DELETE
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Table 22 (continued)

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
-|-1-1-1-1-1-1|1|FETCH

Table 23 — Coding of the 21d byte in an access mode field (15t AMB) for DFs

b8

=2
~

b6 | b5 | b4 | b3 | b2 | bl Meaning

- | - | -1-1-1 - |Lastbyte of access mode field

el =
1
1

- | - | -1 - | - |Another byte follows in this access mode field

- - - - - - _|Bits b6 to bl according to this document

- -1 -1-1-1 - |Bitsb6tobl proprietary

14-1]-1-1-| - |TERMINATE CARD USAGE (MF), TERMINATE (DF)

- 1] -1 -1 -1 - |ACTIVATE (FILE)
DEACTIVATE (FILE)
-l-1-11211 -1 - |CREATE (FILE) (DF creation)

-l-1-1-111] - |crREATE (FILE) (EF creation)

.
olo|o|lo|o|o|r]|o

.

1

=N

1

.

1

-l-1-1-1-11 |bELETE (FILE) (child)

Table 24 — Coding of the 3T byte in an access mode field (2"d AMB) for DFs

b8 | b7 [ b6 ||b5 | b4 | b3 | b2 | b1 Meaning

- -1 -1|-1 -1 - |Same coding and meaning asiin Table 23

1-1-1]-1-| - |DELETE (FILE) (self)

- - |APPLICATION MANAGEMENT REQUEST

- - 1 - - - |REMOVE APPLICATION

'
S |Oo (OO X
1
[UnN
1
1

- l-1 -1 x| x| x |000 (any other yalue is RFU)

Thble 25 — Coding of the 4th byte in an access mode field (374 AMB) for DFs

b8 | b7 | b6 ||b5 | b4 | b3 | b2 | b1 Meaning
-l-1-1-1-1 -.Samecoding and meaning as in Table 23

X [|x | x| x| - |~%P0000 (any other value is RFU)

1( |y~ |command creating data objects (see ISO/IEC 7816-9)
- l- |- -8\ | 1 |[DELETE DATA

'
SO |O| ™
'
1
'
1

Table 26:— Coding of the 2nd byte in an access mode field (15t AMB) for EFs

b8 | b7 | b6 ||b5{/b4 | b3 | b2 | bl Meaning

- | -1-1-1|-1 - |Same coding and meaning as in Table 23

1 - - - - - |TERMINATE EF

- | 1| -1 -1 -1 - |ACTIVATE (FILE), ACTIVATE RECORD(S)

DEACTIVATE (FILE), DEACTIVATE RECORD(S)

- | -1 -111 -1 - |APPEND RECORD

- - - - 1 - |UPDATE BINARY, UPDATE RECORD

'
SO ||| || X
1
Ll
_

Ll
'

Ll

- | - -1-1-1]1 |READ BINARY/RECORD (S), SEARCH BINARY/RECORD

Table 27 — Coding of the 374 byte in an access mode field (24 AMB) for EFs

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
x| x| -1-1-1-1-1- |Samecodingand meaningas in Table 23
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Table 27 (continued)
b8 | b7 [ b6 | b5 | b4 | b3 | b2 | b1 Meaning
- 1|-1]-1]-1+-1| - |DELETEEF
- - | x| x| -] - - |00(any other value is RFU)

WRITE BINARY, WRITE RECORD

- | -1 -1-1|1/| - |ERASE BINARY, ERASE RECORD (S)

1
(== e e )y el e
1
'
1
[EnN
1
'

- - - - - 1 [COMPARE BINARY/RECORD

Table 28 — Coding of the 4th byte in an access mode field (34 AMB) for EFs

b8 | h7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
x| kK|-1-1-1-1]-1- |Samecodingand meaningasin Table 23
- Pl x| x| x| x| -] - |0000(anyother value is RFU)
- Pf-1]-1]-1-11] - [command creating data objects (see ISO/IEC 7816-9)
-|P|-1-1]-1-1|-1]1 |DELETEDATA

Table 29 — Coding of the 214 byte in an access mode figld (15t AMB) for D()s

b8 | K7 [ b6 | b5 | b4 | b3 | b2 | b1 Meaning
- | -1-1-1-1 - |Samecoding and meaning as-in Table 23
1| -1]-1-1-1| - |MANAGE DATA Terminate

- 1 - - - - |MANAGE DATA Activate

MANAGE DATA Deactivate

- - - 1 - - |MANAGE SECURITY ENVIRONMENT

- | -1-1-1]11] - [PUT DATA/URDATE DATA
- | -1 -1-1|-1]1 |GET DATA/GET NEXT DATA

'
OO OO O] N
'

1
[u=y
1
'

1

Table 30 — Coding of thie-3rd byte in an access mode field (274 AMB) for DQs

b8 | h7 [ b6 | b5 | b4 | b3 | b2 |-b1 Meaning
x| K|-1-1-1~-1.-] - [Samecodingand meaning as in Table 23
- P[1] -] - ~§K-| - |DELETE DATA
- P|-11|-457] - | - |[command creating data objects (see ISO/IEC 7816-9)
- P -] - sxx* x| - | - |00(any other value is RFU)
- P -1/~ -1|-|1]| - |PUTNEXT DATA
- P AN~ | -| - -] 1 |COMPARE DATA

Securfity“Condition byte — Each security condition byte specifies which security mefhanisms are
necessary to conform to the access rule. Table 31 shows the security condition byte. Bits b8 to b5
indicate the required security conditions. If not all equal, bits b4 to b1 identify either:

— asecurity environment (see 10.4.4, SEID from '01' to '0E"), or

— aDO'AD’ (see 9.3.7) by its number from '01' to 'OE". The DO'AD" is a CP under the same DO'62' as this
security attribute.
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Table 31 — Coding of the security condition byte

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
All equal Constant security condition
0|0 0|0]O0]| 0] O |Always
1|1]1|1] 1 [Never
Not all equal

x| -|-1]-1|-1-1-1- |Indication oflogical operation for conditions indicated in bits b7, b6, b5

Of-1]-1-1-1-=-1~-1]- |Atleastone condition

1| -1]-1]-1-1-1-1- [Allconditions

- | x| x|x]|-1]-1|-1 - |Indication of security condition

-1 -] - Secure messaging

-0 -1 - External authentication

- - ] -1 User authentication (e.g. password)

-1 -] -1-1x] x| x| x |[Reference to an SE or a sequence number of an SPDDO'AD'

-1 -] -1-10]07] 0] 0 [Noreference toasecurity environment nor to aDQ'AD’

-l -l --l1]1]1]1]|RFU

0|0/ 0|O Use Boolean expression in DO’AD’ identified.in bits b4, b3, b2, b1 (see elow)

Noall Not all equal Under tag '8C'2 or '9E'P |SEID identifiéd in bits b4 to b1 (see 10.4.4)
otall zer Under tag '9C'a or '9D'b gli%ugg?AeSltrsrg;eﬁglﬁed in bits b4 to b1 of an

a2 For use in dompact format (under tag '62', see Table 11).
b Foruse in ¢xpanded format (see Table 34).

The mechanisms defined in the security environmeént, or in the DO'AD’, shall be used accordjing to
the indicatiops in bits b7 to b5 for secure messaging and/or external authentication and/of user
authentication.

— Ifbit b8 ik set to 1, then all the conditions’set in bits b7 to b5 shall be satisfied.
— Ifbitb8 ik set to 0, then at least oneof the conditions set in bits b7 to b5 shall be satisfied.

— Ifbitb7 i§ setto 1, in a security condition which references a security environment, then the control
referenc¢ template (see 10:4:2) of the security environment describes whether SM shall agply to
the command data field and/or to the response data field (see usage qualifier byte, Table [58). If
the secufity condition‘indicates a DO'AD' number, the relevant SEID shall be available either|in the
DO'AD’ of in a secutity attributes extension nested in the DO'AD'.

— Ifb8 =b7=b6.=b5 =0, and if b4 b3 b2 bl indicates a valid DO'AD' number, a Boolean expression DO
shall be present in the DO'AD’ (see 9.3.7.11).

9.3.4 Expanded format

9.3.4.1 General

In expanded format, an access rule consists of an access mode DO followed by one or more security
condition DOs. Access control to an object is managed by referencing access rules from the related
object. A DO'AB' may be present in the CPs of any file (see Table 11) for such access rules.

Access mode DOs — An access mode DO contains either an access mode field (see Table 18 to Table 30
and Table 42 to Table 45), or a list of command descriptions or a proprietary state machine description;
subsequent security condition DOs are relevant for all the indicated commands. Table 32 shows access
mode DOs.
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Table 32 — Coding of access mode DOs

Tag Length Value Meaning

'80' Var. Access mode field See Table 18 to Table 30 and Table 42 to Table 45
'81' to '8F' Var. Command header description | List of (part of) command headers (see Table 33)

'9C’ Var. Proprietary state machine description

If the tagis from '81' to '8F', then the access mode data element represents a list of possible combinations
of values of the four bytes CLA, INS, P1 and P2 in the command header. Depending on bits b4 to b1 of the
tag, the list contains only values as described in Table 33. Several groups may appear in order to define
a set of commands, e.g. values of INS P1 P2, INS P1 P2, ... for tag '87".

Table 33 — Coding of tags '81' to '8F' for access mode DOs

b8 | h7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
1| pP|0| 0] x| x| x| x |Thecommand description includes
1|1p|ofO0]|1]|-1|-1]-]— (CLA),i.e.thevalueofCLA?
1 D | 0|0} -1|1] - - |— INS),i.e. the value of INS
1{pjlojyof-1|-1]1]-]|— (P1,ie. thevalueofP1
1|1p|oOofO0O]|-1]-1|-1]1]— (P2),ie.thevalueofP2
a2 THe value of CLA shall encode zero as the number for a logical channel with the meaning that th¢ description is
indepgndent from logical channels.
Securjity condition data objects — According to Table-34,/the security condition DOs defin the security
actionfs required for accessing an object protected through the particular access mode D(. If used as a

security condition, a control reference template (see 10.4.2) referenced by tag 'A4' (AT), 'H
or 'B8' (CT) shall contain a usage qualifientDO (see Table 58) indicating the security ¢

(DST)

Table 34 — Coding of security condition DOs

4' (CCT), 'B6'
ction.

Tlag Length Value, Meaning
'90' 0 - Always
'97' 0 - Never
'9D|,'9E' 1 Security condition byte See Table 31

‘A4’ Var. |Centrol reference template |External or user authentication depending on thefusage qualifier
4B’ Var. &lec;:tatus condition| g, 9342

'B4','B6', 'B8'| (Var. |Control reference template (S]Il\l/laliinficegmmand and/or response depending on the usage
‘A0’ Var. |Security condition DOs Atleast one security condition shall be fulfilled|(OR template)
V. YA Var. |Security condition DOs Inversion of the security condition (NOT temjplate)
'‘AF' Var. |Security condition DOs Every security condition shall be fulfilled (AND template)
'BE' Var. |Security condition template | Boolean which refers to the values of items present in the card

Several security condition DOs may be attached to the same operation.

shall be fulfilled before acting.

If security condition DOs are nested in an OR template (tag 'A0"), then at least one security condition

If security condition DOs are not nested in an OR template (tag 'A0") or if they are nested in an AND

template (tag 'AF"), then every security condition shall be fulfilled before acting.

condition it nests.
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9.3.4.2 Object status condition template
The template provides the possibility to make a security condition depending on the:
— current value of an object (EF, DO), referenced in the object status condition template;

— current value of an attribute related to the object (EF, DF, DO, key or password), referenced in the
object status condition template;

— current value of OS internal data (e.g. system clock);

— current value of (parts of) the command message.

The template|is composed by four different parts:

— a mandatory condition data object that defines the operation to be performed to@ompafe the
referenced value with the comparison data given in the template;

— amandatory object locator DO; the object locator identifies unambiguously the'data to be uded for
comparigon;

— amandafory comparison data to be compared with the value of the reférenced object or the value
of an attiibute related to the referenced object;

— an optional binary filter to be applied to the data to be compared. (logical AND) before compdrison.
Table 35 shows an object status condition template.

Table 36 together with Table 37 shows a condition data objects

Table 35|— SC-DO for the description of access conditions depending on object attributes

Tag | Length Value Meaning

condition DO'9E’

object locator according to Table38 (tag '7F72")
'AB' Var. Object status condition
binary filter DO'5F71' (optional)

comparison data (tag '53’)

Tahle 36 — Coding of the condition data object

Tag | Length Value
'9E' '01' | |Rule to-vérity the object attribute (see Table 37)

Table 37 — Coding of the value field in condition DO’9E’

Value Meaning
‘01" |<3, the value of the referenced object/attribute is lower than the given comparison data

'02' |<?, the value of the referenced object/attribute is lower than or equal to the given comparison data

'03" |=3, the value of the referenced object/attribute is equal to the given comparison data
'04' |=3, the value of the referenced object/attribute is higher than or equal to the given comparison data

'05' |>3, the value of the referenced object/attribute is higher than the given comparison data

'06" |#3, the value of the referenced object/attribute is not equal to the given comparison data

a By equal length of the objects.

The security condition described by the object status condition template is not fulfilled if the referenced
object/attribute value does not fulfil the condition defined by the condition DO.
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9.3.4.3 Objectlocator

The object locator provides a reference to an object stored in the card. The following object types may
be referenced:

— MF or DF specific key;
— MF or DF specific password;
— adiscretionary data object;

— an EF or DF;

— special system data managed by the card;
— afata element of a command message.

The opject locator is represented by DO'7F72'. The value field of DO’7F72’ is-composed| by an object
reference DO (mandatory) followed by an attribute reference DO (conditional). The type of the object
reference DO depends on the object to be referenced (EF, DF, DO, key, password). Tablg 38 lists the
objectreference DOs depending on the referenced object type.

A control reference template (CRT) is used to refer to a key or a password (see 10.4.2). The CRT shall
contaln at least a key reference data object (DO'83" or '84"). Further data objects from Talple 56 may be
used (e.g. usage qualifier) if required for further qualification‘ef the reference. A mandatory DO (empty)
followfing refers by its tag to the intended key attribute from‘FPable 41.

An object locator according to Table 38 is used to refer’toeither:
— acfontrol parameter of a DF, an EF, or a DO, or

— apPataString in a transparent EF, or

— (part of) the data content in a record®f a structured EF, or
— tHe value field of a DO.

If a rgference to a DF is given;.d-second DO shall follow, indicating a control parametel object from
Table [11. If an EF or DO is referenced, the second DO is optional. If present it shall indi¢ate a control
paranjeter of the EF or DO in the same way as for a DF. If absent the object locator [refers to the
DataSfring, the record er the value field of the DO.

To refer to OS internal’'system data the empty DO'80' shall be used. The following attribute reference
DO indlicates by ts\tag the relevant system information. The definition of the relevant tagfs is out of the
scope|of this document.

To refer to_parts of the command message, the empty DO'81" shall be used. The followilg mandatory
DO inglicates which part of the command APDU is addressed. This following DO shall be dhosen from a
command header DO'89’,an Le Tield DO’96  or a command data DO’AT. The DOAT is used to address either

— (apart of) the data field, defined by an offset and a length, or
— (apart of) the value field of a data object contained in the data field.

The intended data object in the data field is defined by the tag list. If no tag list is given, the command
data field is in the focus scope of the object locator. Using the offset DO and/or the length DO the relevant
area of the command data field or the value field of the data object can be restricted. If the offset DO is
missing, the offset value zero is implicitly used. If the length DO is missing, the object locator refers to
the complete range starting from the position indicated by the offset up to the end of the command data
field or the value field of the data object.
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Table 38 — Coding of the object locator DO'7F72'

Object Type

Object reference DO

Attribute reference DO

CRT containing at least a key reference

Empty DO (mandatory), tag refers to the relevant key at-

Key DO [D0'83"' or DO'84' (see Table 56)] |tribute (see Table 41)
Password CRT containing atleast a password refer-| Empty DO (mandatory), tag refers to the relevant password
ence DO'83' and a usage qualifier DO'95'|attribute (see Table 41)
CP of DF General reference template '60' (see|Empty DO (mandatory), tag refers to the relevant control
Table 94) indicating a DF parameter object (see Table 11)
CP of EF or |General reference template '60' (see|Empty DO (mandatory), tag refers to the relevant control
DO Table 94) indicating an EF or DO parameter object (see Table 11)
Record, |General reference template '60' (see[None
DataString [Table 94) indicating a record or Data-
ordata |Stringorthe value filed of a data object
element |(possibly located in an EF)

System data

DO0'80' (empty) indicating the internal
system data area

Data object (empty) thatindicates the intended systein data

element (proprietary)

Command
message

DO'81' (empty) indicating
the command APDU

One of the following data objects (mandatory):
D0'89' (empty): Refers to the'command header

D0'96' (empty): Refers tothe N, value of the commd
APDU

DO'A1": Command data DO; may contain following [j
the given order:

tag list'RO’5C’ indicating a DO of the comman
field-(optional)

awoffset DO'54' (optional)

alength DO'02' (optional)

An empty DO'A1’ refers to the complete data field o
command APDU

nd

Osin

1 data

the

9.3.4.4 Binary filter value (optional)

The binary fi
be compared

before comparisen,

9.3.4.5 Comparison data

lter DO'5F71' provides a binary mask to be used in a logical AND operation to the d

ata to

The comparigon data'\are encapsulated in a discretionary DO'53" and provide the binary representation

of the value t

9.3.5 Acce

b be,compared with the data specified by the object locator.

SsTuleTeferences

Access rules in expanded format may be stored in an EF supporting a linear structure with records
of variable size. Such an EF is named EF.ARR. One or more access rules may be stored in each record
referenced by a record number. Such a record number is named ARR byte. Table 39 illustrates the layout

of an EF.ARR
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Table 39 — EF.ARR layout

Record number (ARR byte) Record content (one or more access rules)
1 Access mode DO, one or more security condition DOs, access mode DO, ...
2 Access mode DO, one or more security condition DOs, ...
N Access mode DO, one or more security condition DOs, ...

Security attributes DO'8B' referencing expanded format (see Table 40) may be present in the CPs of any
file or DO (see Table 11).

— If[the Tength is one, then the value field is an ARR byte that references a record in]an implicitly
known EF.ARR.

— Iffthe length is three, then the value field is a file identifier followed by an ARRbyté; the|file identifier
rdferences EF.ARR and the ARR byte is the record number in EF.ARR.

— If]the length is even and at least four, then the value field is a file.identifier followed by one or
mpore pairs of bytes. Each pair consists of an SEID followed by an ARR byte; the SEID [identifies the
sgcurity environment where the access rules referenced by the ARRbyte apply.

Table 40 — Security attribute DOs referencing expanded format

Tag|| Length Value
1 ARR byte (one byte)
'8B' 3 File identifier (two bytes) - ARR byte\(one byte)
Even, > 3 |File identifier (two bytes) - SEID (otie’byte) - ARR byte (one byte) — (SEID byte {ARR byte) - ...

The ARR byte of the current SE (see 10.3.3) indicates the access rules valid for the currenfaccess to the
applicption DF.

NOTE If no SE is set in a former MANAGE SECURITY ENVIRONMENT command, then the default SE is the
current SE.

9.3.6 | Security attributes forydata objects

The granularity of security-related properties is the DO, identified by its tag within [the template
referenced by curConstructedDO associated with the VA. Any DO may have control parameters seen at
the card interface as DO'62' nesting security attributes for that DO. When a DO does not feature control
paranjeters, the security attributes of the parent template will be inherited.

When|it belongs to a template extension, the security attributes of a DO shall not be irfherited from
parent of the tagged wrapper. Its security attributes are those defined where the indirfect reference
pointq £0«

Under tag 'AQ', a security attribute template for DOs may be present in the CPs of any file or DO (see
Table 11). Such a template:

— starts with a security attribute DO (tags '86', '8B’,'8C’, '8E', '9C’, 'A0", 'A1', 'AB");
— ends with a possibly empty tag list DO'5C'.

The tag list should contain only tags belonging to the base template to which DO'62' nesting DO'A0’
belongs, or tags of DOs expected to be added to this template. When the tag list is empty, the security
attribute template is valid for the whole base template to which the DO'62' belongs.
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9.3.7 Security parameters template

9.3.7.1 General properties

An SPT DO'AD' under DO'62' provides an extension of security attributes associated with a security
object (e.g. a key, password...) or a DO which endorses security handling (see 9.3.7.2). Any DO'AD' which
supports this function shall contain either a wrapper or a tagged wrapper DO'63" (see 8.4.9 and 9.3.7.2)
giving an indirect reference to the security object or DO. It may give data usage parameters describing

the propertie

s and conditions of use of this DO.

A DO'AD' nested in a DO'AD' has the same coding as a DO'AD' nested in a DO'62".

As any templ
meaning defi
coding of the

EXAMPLE

ADO {A0
which corj

ADO {8CY
Table 21).

A DO'AD' ma
DO'AD' is attd

If a Boolean ¢
Boolean expr

9.3.7.2 Extensions of the security attribute

All DOs with|
access mode

Any DO with

aDO'8C'
aDO'9C'

a DO'AB’
byte DO'

ate, the SPT may nest a DO'62'. Within this DO, the security attributes for DOs h
hed in 9.3.6. All other security attributes apply to the security object (see Table 21
access mode byte).

Within a DO'62" under a DO'AD’, the following DOs can be both present:

D6 {8CXYZT}{5C01B3}} has its normal meaning, i.e. the security attributes'for access to the
tains DOs specified by an OID.

YZT} or {ABXY...} codes the security attributes for access to the DO.nesting the security objd

y also be referenced by any command using this DO pt.the security object to whi
ched.

xpression is to be evaluated as TRUE to allow the execution of a C-RP, a DO definir
ession shall be present in a DO'AD’ (see 9.3.7.11).

tags from 'AQ' to 'A5' identify the@ype of the security object. Each type has a sj

tag from 'A0' to 'A4' shall'nest either:
nesting a security attribute in compact format (see 9.3.3), referencing SEs; or

nesting a security-attribute in compact format (see 9.3.3), referencing SPTs; or

nesting a seécurity attribute in expanded format (see 9.3.4), where the security con
DD' maybe‘used to reference SPTs.

ave the

j(,)r the

DO'B3'

ct (see

ch the

g this

pecific

byte (see Table 42 to Table 45). The security attribute for Diffie-Hellman keys is irrelevant,
so DO'A5' is always empty.

dition
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Table 41 — Data usage parameters in an SPT (tag 'AD' under tag '62')

Tag | Length Value Occurrence
'06' Var. |OID of a document describing e.g. an algorithm and/or the use of DO'B3’ At most once
'63' Var. |Wrapper At most once
'"7B' Var. |Security environment DO (see Table 60) Once
'80' 1 Sequence number (mandatory) Once
'82' Var. |Security object (password/reference data type) number (binary coding) At most once
'83' Var. |Security object (key/certificate type) number (binary coding) At most once
'84' 1 SEID Any
'86' 1 Key usage constraints indicator (see 9.3.7.4) At most once
'8A' 1 LCS byte of the security object At most once
90 Maximum number of tries of an au- Volatile

Var. s . . At most once
91 thentication procedure (binary coding) | Non-volatile
'92' Remaining number of tries of an au- Volatile

Var. C . . At most once
'93' thentication procedure (binary coding) | Non-volatile
'94' i i Volatile

Var. Maglmum usage counter (binary . At most once
'95 coding) Non-volatile
'96' ini i Volatile

Var. Rerr_lalnmg usage counter (binary : At most once
'97 coding) Nongvolatile
'98' Maximum number of signature crea- | Yolatile

Var. . . . - At most once
'99 tions (binary coding) Non-volatile
"9A' ini i .~ | Volatile

Var. Remalmng numb(_ar of signature crea . At most once
'9B tions (binary coding) Non-volatile
'9C' 1 Non-repudiation flag (non-endorsed if value = '00") At most once
‘9D’ Var. [Maximum number of key generations (binary coding) At most once
'9E' Var. [Remaining number of.key generations (binary coding) At most once
‘A0’ Var. |Security attributecextension for authentication objects
‘Al Var. [Security attribute extension for private keys
'A2' Var. |Security attribute extension for public keys Atmost
— - - - — one choice
A3 Var. [Security attribute extension for certificates among those
‘A4’ Var. [Security attribute extension for secret keys
‘A5 0 Seeurity attribute extension for private Diffie-Hellman keys?
'‘AD’ Var\_|Security parameters template Any
'‘AF' Var. |Password properties template (see 9.3.7.12) Any
‘B3’ Var. |DOs specified by the DO'06' Any
'BE' Var. |Boolean expression At most once

NOTE 1 Other tags in the context-specific class are RFU.
NOTE 2 The value of a non-volatile counter is not related to physical channel enabling and disabling.

NOTE 3 The value of a volatile counter is impacted by physical channel enabling and disabling.

a  The use of such a key is not subject to usage conditions, because it belongs to public domain parameters.

When a DO'AD' is referenced in a DO'9C' or a DO'9D’, this DO'AD' or a tagged wrapper referencing it
shall belong to the same template as the security attribute extension.

The access mode byte in the security attribute extension indicates which functions or commands are
supported by the security object. When it is not used in a DO'AD’, the access mode byte may also indicate
which operations can be performed on the security object.
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If no SEID is provided in the security attribute referencing a DO'AD’, this extension of the security
attribute may provide an SEID if necessary.

Table 42 — Coding of the access mode byte for authentication objects

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
Of-|-1|-1-1-1-1 - |Bitsb7tobl according to this table
1(-1]-1]-1-=-1~-1]-1 - [Bitsb3toblaccording to this table (bits b7 to b4 proprietary)
Ol1|-1]-1|-1-1-1] - |ENABLE VERIFICATION REQUIREMENT
Of-1{1]-1|-1|-1-1] - |DISABLE VERIFICATION REQUIREMENT
O - | -TTT-1T-71-71- [Proprietary use
O -1|--12121]-1-1| - [Proprietaryuse
- -|-1-1-111| -1 - |RESETRETRY COUNTER
- -|-1-1-1-111] - |CHANGE REFERENCE DATA
- -1--1-1-1-1]1|VERIFY

Table 43 — Coding of the access mode byte for private asymmetric keys

b8 [ b7 | b6 ||b5 | b4 | b3 | b2 | b1 Meaning
Of-1|-1-1-1~=-1]-1] - |Bitsb7toblaccording to this table
1) -|-1-1-1|-1-1 - |Bitb5proprietary,all other bits according to this table
-1 -1)-1|-1-1-1] - |psoComputedigital signature
- |-t 1)-1-1-1]-1 - [|psoDecipher
Of-|-1|x]|-1]-1|-1 - |0(anyothervalueis RFU)
-] -1-1-121]-1] -] - |GENERAL AUTHENTICATE
- -1-14-1-1]111] -] - |INTERNAL AUTHENTICATE
-] -1 -1-1-1-11] - |GENERATE ASYMMETRIC KEY PAIR

-1 -1 -1l-1-1-1-11 |proprietarywhen used in the SPT, GET ATTRIBUTE when used elsewhere

]

Table 44 — Coding of the access-mode byte for public asymmetric keys and certificate

b8 | b7 | b6 ||b5 | b4 | b3 | b2 | bl Meaning
Of-1-1-1-1~-1 -.C-"Bitsb7 tobl according to this table

- -l -1 -] - |« - |Bitb5 proprietary, all other bits according to this table

-l - -1 - | €- | - |psoVerify digital signature, Verify certificate

- -1 1 -1] -~ | - | - |PsoEncipher
Of -1 - |Ix,|C9" - | - | - |0(any other value is RFU)
-l - - IxY1]| - | - | - |GENERAL AUTHENTICATE

- - - - - 1 - - |EXTERNAL AUTHENTICATE

- - - - - - 1 - |GENERATE ASYMMETRIC KEY PAIR

- -1-1-1=-1-1-11 |proprietary when used in the SPT, GET ATTRIBUTE when used elsewhere

Table 45 — Coding of the access mode byte for secret keys

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
Of-1|-1]-1-1~-1~=-1] - |Bitsb7tobl according to this table
1|(-1]-1-1-1-1-1 - |Bitb4proprietary,all other bits according to this table
-1 -1-1-1=-1|-1 - |Psoencipher,compute cryptographic checksum
-l -11|-1-1=-1-1 - |psodecipher, verify cryptographic checksum
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Table 45 (continued)

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
-l -1-1]1|-1|-1=-1] - |MUTUALAUTHENTICATE/GENERAL AUTHENTICATE
Of-1-1]-1x1]-1|-1- |0(anyothervalueis RFU)
-|-1-1]1-1-111] -] - |EXTERNAL AUTHENTICATE/MUTUAL AUTHENTICATE
- -1|1-1-1-1-1]1] - |INTERNAL AUTHENTICATE
-l -1-1-1-1-1-11 |proprietary when used in the SPT, GET ATTRIBUTE when used elsewhere

9.3.7.3 Sequence number

The 51lccessive instances of a DO'AD' shall correspond to increasing values of the sequencg number. The
value pf DO'80’ is coded in binary, on one byte. The DOs'AD' referenced in a security. condifion byte (see
Table B1) shall have a number in the range '01' to 'OE".

9.3.7.4 Key usage constraints indicator

The data elementin DO'86' indicates certain constraints to the usage ofia key (see Table 46). Within this
clausd the following definitions are used:

— Preparation phase: the preparation phase consists of a C-RE-¢r' a sequence of C-RPs. The nature of
cgmmands sent in the preparation phase is out of scope of this document.

— Usgage phase: the usage phase consists of a C-RP or,a)sequence of C-RPs. The nature pf commands
s¢nt in the usage phase is out of scope of this documnent.

Table 46 — Coding of the key usage constraints

b8 | h7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
T F | -1-1|-1-1-1]- |Atmostone usage
-l -1-1-1-1-1 - |lmmediate usage
-l F 1] -1-1-=-1]-1] - {Details are provided in the OID reference
-l F -] x| x| x| x [x00000 (any other value is RFU)

If bit b8 is set to
— 1fhis indicates thatfor each key usage the preparation phase shall be performed.
— Ofhis indicates‘that the key is usable more than once per preparation phase.

If bit B7 is setto

— 1jthis indicates that the interface device is not allowed to send a C-RP between th¢ preparation
ph;\cn and the usage phncp on the ]ngirq] channel used for l(py usage

— 0 this indicates that the interface device may send one or several C-RP(s) between the preparation
phase and the usage phase, on arbitrary logical channels.

If bit b6 is set to

— 1 then the SPT containing the DO'86' shall contain a DO'06' and the OID reference shall provide
details for key usage constraints.

— 0 then the SPT containing the DO'86' may or may not contain a DO'06".

© ISO/IEC 2020 - All rights reserved 57


https://iecnorm.com/api/?name=9edac6a1c0ba6e43131675bc38584d5a

ISO/IEC 7816-4:2020(E)

Bits b5 to b1 of the key usage constraints indicator are RFU.

EXAMPLE1 For signature keys granting non-repudiation the preparation phase typically consists of user
authentication (e.g. a VERIFY command) and the usage phase typically contains e.g. zero, one or more PSO HASH
commands followed by e.g. a PSO COMPUTE DIGITAL SIGNATURE command.

EXAMPLE 2  For keys used in authentication procedures proving the authenticity of an external entity the
preparation phase typically contains the retrieval of a challenge from the card (e.g. by means of a GET CHALLENGE
command) and the usage phase typically contains an authentication procedure (e.g. EXTERNAL AUTHENTICATE
command).

9.3.7.5 Number of tries

When the sedurity object is used for authentication, the number of tries is limited to the value-afilib0'90’
or '91' in the|data usage parameters nested in DO'AD". The number of allowed remaining tfies’ig given
by the value ¢f DO'92' or '93". The values of D0'90','91, '92" and '93" are coded in binary.

9.3.7.6 Number of uses

The number [of uses of the security object is limited to the value of DO'94' ¢r,'95' in the data|usage
parameters rlested in DO'AD'. The number of allowed remaining uses is givén by the value of DO[96' or
'97'. The valules of DO'94','95', 96" and '97" are coded in binary.

9.3.7.7 Nonh-repudiation

When granting non-repudiation, a function can rely on a security object DO with this flag set in }O'9C’,
i.e. to a valuef> 0. If this value is '00', the DO ('9C 01 00") cannat endorse non-repudiation.

9.3.7.8 Sedurity object numbering

If needed, s¢curity objects (reference data/passwords or keys/certificates) may have a nyimber
contained in[DO'82" (respectively '83"). The valtes of DO'82' and '83"' are coded in binary, on ¢ne or
several byte(f). The first byte of the value may be used as object reference in commands handling basic
security (see|11.6 and Table 102). The valué.field may also be used when referencing the security data
object by a CRT (see DO'83’, '84" in Table/56).

NOTE The constrains from Table 102“limit the range of possible values for the first byte of the value|field if
that byte is inended to be used as gbject reference in a command handling basic security.

9.3.7.9 Sigphature creation

If needed, thg number-0f signature creations with the security object is limited to the value of DO|98' or
'99' in the data usage:parameters nested in DO'AD'. The number of allowed remaining creations i given
by the value ¢f D@"9A' or '9B'". The values of DO'98','99', '9A" and '9B' are coded in binary.

9.3.7.10 Key generation

If needed, the number of key generations with the security object is limited to the value of DO'9D" in the
data usage parameters nested in DO'AD'. The number of allowed remaining creations is given by the
value of DO'9E". The values of DO'9D' and '9E' are coded in binary.

9.3.7.11 Boolean expression
The Boolean expression DO'BE' under DO'AD' contains:

— a mandatory object identifier DO'06', which defines how to use the DOs which follow to build the
Boolean expression;

— one or several DOs of the context-specific class, referencing data or DOs with the same syntax as the
general reference DO'60' (see 11.5.2.1) or object locator DO'7F72' (see 9.3.4.3).
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NOTE In 9.3.3, the last dash contains a requirement for the presence of a DO'BE'.

9.3.7.12 Password properties template

The password properties template DO'AF' under DO'AD' contains password properties. A DO'06"' may
be present in the password properties template.

If the password properties template

— contains an OID in a DO'06', that DO'06' shall be the first DO in the password template; the standard
or specification referenced by this OID shall specify further data objects enclosed in the password
properties template;

— dtLes not contain a DO'06' then the template is in conformance to ISO/IEC 7816-15:2(')16, 8.9.2 and
mjay contain any DO from Table 47 in any order with the meaning and coding specifiefl in Table 47.

Table 47 — Password properties template (DO'AF' under; tag 'AD")

Tag| | Length Description

Verification data history length: the maximum number,ofwerification data VeiLues that shall
o be recorded and maintained. When the verification data“is set, it shall be different from all
81 1 values in the verification data history.

The value of verification data history length shall\be in the closed interval [0, 8].

[

Transport format for verification data and newreference data

— '00’, direct: data transferred to the.JCC is taken as it is (binary coding).

— '071', numeric: each character isséencoded according to ISO/IEC 1064614 (UTF-8) and
shall be element of the closéd-interval ['30', '39']. Data transferred to|the ICC shall
padded with 'FF' until maximum length characters are available.

82 1 — '03', alphanumeric, i.efdigit, upper and lower case ASCII: each character is encoded
according to ISO/IE€’10646[12] (UTF-8) and shall be element of the closed interval
['30%,'39'] or ['41, "'5SA'] or ['61', '7A"]. Data transferred to the ICC shall padlded with 'FF'
until maximumlength characters are available.

— any othervalue is RFU.

'83' 1 Minimum length: minimum number of characters in verification data.

'84' 1 Maximtim length: maximum number of characters in verification data.

NOTE | Other tags in the Context specific class are RFU.

9.3.8 | Securityattributes for logical channels

Alogigal channel security attribute DO'8E' (at most one) may be present in the CPs of any file or DO (see
Table [L1)and in any appropriate security environment (SE, see 10.4.4). It shall be interprefed according
to Table 4.8 wwhere:

"Non-shareable" means that at most one logical channel shall be available. The physical technology
of the logical channel may be limited.

— "Secured" means that SM keys (see Clause 10) shall be available (e.g. established by a previous
authentication).

— "User authenticated" means that the user shall be authenticated (e.g. a successful password
verification).

© ISO/IEC 2020 - All rights reserved 59


https://iecnorm.com/api/?name=9edac6a1c0ba6e43131675bc38584d5a

ISO/IEC 7816-4:2020(E)

Table 48 — Coding of the logical channel security attribute

b8 | b7 | b6 | b5 |[b4 | b3 | b2 | bl Meaning

0 0| 0]0]| -1 -1 1 [Non-shareable

0 0]0]|0]-1]1] - |Secured

0 0| 0]|0] 1] -] - |Userauthenticated
NOTE Any other value is RFU.

9.4 Security support data elements

This subclauge-speeifies-a—ecoHeetionof-securitysupport-data—elements—with-relesgoverningthe way

their values are handled. The security support data elements extend and refine the controlref¢rence

DOs. The cafd may provide them as generic support to security mechanisms perforithed by an

application. Applications may reference them for secure messaging and for security operatior]s (see

ISO/IEC 7816-8). This subclause specifies neither some characteristics of the security supporjt data

elements, e.g| their lengths, nor the algorithms that alter their value.

Table 49 — Security support DOs
Tag Value
"7A' Set of security support DOs with the following tags
'80' Card session counter
'81' Card session identifier
'82' to '8E'|| File selection counter
'93' Digital signature counter
'9F2X" | Internal progression value (‘X' is a specific index, e.g. an index referencing a counter of filg
selections)
'9F3Y" | External progression value ('Y'is a spegific index, e.g. an index referencing an external timje
stamp)
NOTE Under tag '7A", ISO/IECJTC 1/SC 17 reserves,dny other DO of the context-specific class.

Principles — The card shall maintain.aid use the value of security support data elements as follpws.

— Update i§ done with new values.either computed by the card, or provided by the outside wdrld, in
accordarfce with the specifi¢irule for a specific type of security support data element.

— Update if performed before any output is produced for the command causing an update. The ypdate
is indepepdent of the'completion status of the command. If the value is to be used by the application
in an opgration that\causes an update, the update is performed before the value is used.

— Access td application-specific security support data elements is restricted to functions perfprmed
by the splecific application.

NOTE

by the application; the card only provides support with these data elements and associated usage rules.

The actual security achieved in a C-RP ultimately depends on the algorithms and protocols specified

Data elements — The card may support C-RP security with data elements called progression values.
Increased at specific events throughout the life of the card, these values are different each time the card
is activated. Two progression values are specified: a card session counter and a session identifier.

— The card session counter is incremented once during card activation.

— The session identifier is computed from the card session counter and from data provided by the
outside world.

60 © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=9edac6a1c0ba6e43131675bc38584d5a

ISO/IEC 7816-4:2020(E)

Two types of progression values are specified.

Internal progression values, if so specified for an application, register the number of times specific

events are performed. The data element shall be incremented after the event; the card may provide
a reset function for these counters which if so specified for an application sets its value to zero.
Internal progression values cannot be controlled by the outside world and are suitable for use as
secured in-card approximate representations of real time. Their values can be used in cryptographic
computations.

External progression values, if so specified for an application, shall only be updated by a data value

from the outside world. The new value shall be numerically larger than the current value stored in
the card.

Refer
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application-specific progression values.

pnces — The card may provide access to the value of security support data elentent

h EF may be present in the MF, e.g. for a card session counter, or in an applicatic

ixiliary DOs, with tags '88', '92' and '93' (see Table 56) may be present in a cont
mplate. These DOs can be used if the SE supports unambiguous use of these data elg

ithin the interindustry DO'7A, the context-specific class is reserved for security sy
ted in Table 49.

bcure messaging

General

e messaging (SM) protects all or part ofca C-RP, or a concatenation of consecutiy
ad fragmentation, see 5.3), by ensurirng two basic security functions: data confid
juthentication. Secure messaging is-achieved by applying one or more security
ly explicitly identified by a cryptegraphic mechanism identifier template (see 9.2)
[ (see 7.4), each security mechanism involves a cryptographic algorithm, a mode o
1 argument (input data) and.often, initial data.

5 as follows.

n DF, e.g. for

rol reference
ments.

pport DOs as

e data fields
entiality and
mechanisms.
in the CPs of

f operation, a

e transmission and re€eption of data fields may be interleaved with the processi
echanisms. This specification does not preclude the determination by sequential ana

T
0

10.2

10.2.

echanisms and whi€h'security items shall be used for processing the remaining part of]

0 or more security mechanisms may use the same cryptographic algorithm with dif
operation~TFhe hereafter specified padding rules do not preclude such a feature.

M fields and SM DOs

g of security
ysis of which
the data field.

ferent modes

An SM payload is an SM command or response SM field, irrespective of its length. If protection of the
payload by secure messaging takes place before possible fragmentation, an oversize SM payload is a
particular case of oversize BER-TLV coded payload, to which the rules given in 5.3 apply.

The format of the payload shall be as defined below (see 10.5), except that its length is not limited by
the length formats and constraints which mandated chaining (see 5.3).

10.2.2 SM protection of chained commands and responses

If there is a need to protect chained SM command or response data fields individually, fragmentation
according to 5.3 shall take place before C-RP protection. Each of the C-RPs shall then be protected (see
10.5) according to the requirements of the security environment.
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Fragmentation will yield a sequence of command or response data fields with no ascertained structure.
The CLA INS P1 P2 bytes shall comply with the chaining rules used for fragmentation (see 5.3).

10.2.3 SM DOs

Table 50 shows the SM DOs specified in this document, all in the context-specific class. Some SM DOs

(SM tags '82',

'83", 'B0’, 'B1') are recursive, i.e. the plain value field is an SM field.

In each SM field, bit b1 of the last byte of the tag field (tag parity) of each SM DO (context-specific class)
indicates whether the SM DO shall be included (bit b1 set to 1, odd tag number) or not (bit bl set to 0,
even tag number) in the computation of a data element for authentication: cryptographic checksum (see

10.3.3.2), or

igital signature (see 10 3 3 3) If nresent the DOs of the other classes (e.g infnrinﬂustry
o (=] C —_— ) r 4 O

DOs) shall be
value field of

There are tw

Each bas

identifiet

NOTE Ba{
also used to n
shares several
illustrates the

included in the computation. If such a computation occurs, the data element shall
an SM DO for authentication (SM tags '8E', '9E") at the end of the SM field.

h categories of SM DOs.

¢ SM DO (see 10.3) conveys a plain value, or an input or result of a security mechani

Each auxiliary SM DO (see 10.4) conveys a control reference template, or a security enviro

, or a response descriptor template.

ic SM DOs are also used to control security operations (see I[SO/IEC 7816-8). Auxiliary SM [}
anage security environment (see 11.6.11). The global appreach to security by secure meg
security-related issues with the security operations, i.e. theé atomic approach to security. A
synergy between the two approaches.

Table 50 — SM data objects

be the

Sm.
hment
Os are

saging
hnex B

Tag Value
'80','81" |Hlain value not encoded in BER-TLV
'82','83" |({ryptogram (plain value encoded in BER?TLV and including SM DOs i.e. an SM field)
'84','85' |({ryptogram (plain value encoded ipn-BER-TLV, but not including SM DOs)
'86','87" |Hadding-content indicator byte\followed by cryptogram (plain value not encoded in BER-TLV]
'89' Jommand header (CLA INSPL P2, four bytes)
'8E' (ryptographic checksum-(atleast four bytes)
'90','91" |Hash-code
'92','93" | (ertificate (data not éncoded in BER-TLV)
'94','95" | Security envireiiment identifier (SEID)
'96','97" |(Qne or twobytes encoding L, in the unsecured C-RP (possibly empty, see 10.5)
'99' Hrocessing status (SW1-SW2, two bytes; possibly empty)
'9A','9B" |Ihplt data element for the computation of a digital signature (the value field is signed)
'9C','9D' UblT Rey
'9E' Digital signature
'A0",'A1" |Input template for the computation of a hash-code (the template is hashed)
‘A2’ Input template for the verification of a cryptographic checksum (the template is included)
'A4','A5" |Control reference template for authentication (AT)
'A6','A7" |Control reference template for key agreement (KAT)
'A8' Input template for the verification of a digital signature (the template is signed)
'‘AA','AB' |Control reference template for hash-code (HT)
'AC','AD" |Input template for the computation of a digital signature (the concatenated value fields are signed)

In order to use those SM DOs out of SM C-RPs, one shall encapsulate them in a DO'7D".
NOTE In SM fields, ISO/IEC]JTC 1/SC 17 reserves any other DO of the context-specific class.
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Table 50 (continued)

Tag Value

'AE','AF' |Input template for the verification of a certificate (the concatenated value fields are certified)

'BO’,'B1" |Plain value encoded in BER-TLV and including SM DOs, i.e. an SM field

'B2','B3" |Plain value encoded in BER-TLV, but not including SM DOs

'B4','B5' |Control reference template for cryptographic checksum (CCT)

'B6','B7" |Control reference template for digital signature (DST)

'B8','B9" |Control reference template for confidentiality (CT)

'BA','BB' |Response descriptor template

'BC','BD" |Input template for the computation of a digital signature (the template is signed)

'BE' Input template for the verification of a certificate (the template is certified)

In ord¢r to use those SM DOs out of SM C-RPs, one shall encapsulate them ina DO'7D".
NOTE | In SM fields, ISO/IEC JTC 1/SC 17 reserves any other DO of the context-specific class.

10.3 Basic SM DOs

10.3.1 SM DOs for encapsulating plain values

Encapsulation is mandatory for SM fields and for data not encoded in BER-TLV. It is optiongl for BER-TLV,
not influding SM, DOs. Table 51 shows SM DOs for encapsulating plain values.

Table 51 — SM DOs for encapsulating plain values

Tag Value

'BOJ, 'B1' |Plain value encoded in BER-TLV andincluding SM DOs (i.e. an SM field)

'B2[, 'B3' Plain value encoded in BER-TLV;but not including SM DOs

'80[, '81' |Plain value not encoded in BER-TLV
'89' Command header (CLA INS' P1 P2, four bytes)
'96|,'97"  |One or two bytes encoding L, in the unsecured C-RP (possibly empty, see 10.5)

99’ Processing status (SW1-SW2, two bytes; possibly empty)

10.3.2 SM DOs for confidentiality

Table [52 shows SMiDOs for confidentiality. A security mechanism for confidentiality donsists of an
appr(zfriate cryptographic algorithm in an appropriate mode of operation. In the abserjce of explicit
indicgtion and_when no mechanism is implicitly selected for confidentiality, a default mechanism
shall apply:

— For computing a cryptogram to be preceded by a padding indication, the default m¢chanism is a

block cipher in “electronic code book” mode, which may involve padding. Padding for confidentiality
may have an influence on transmission: the cryptogram (one or more blocks) may be longer than
the plain value.

— For computing a cryptogram not to be preceded by a padding indication, the default mechanism is a
stream cipher. In this case, the cryptogram is the exclusive-or of the string of data bytes to conceal
with a concealing string of the same length. Concealment thus requires no padding and the string of
data bytes is recovered by the same operation.

Padding and/or content shall be indicated when the plain value is not encoded in BER-TLv. If padding
applies but is not indicated, the rules specified in 10.3.3.2 apply.

Table 53 shows the padding-content indicator byte.
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Table 52 — SM DOs for confidentiality

Tag Value

'82','83" |Cryptogram (plain value encoded in BER-TLV and including SM DOs, i.e. an SM field)

'84','85" |Cryptogram (plain value encoded in BER-TLV, but not including SM DOs)

'86','87" |Padding-content indicator byte (see Table 53) followed by cryptogram (plain value not encoded in
BER-TLV)

Table 53 — Padding-content indicator byte

Value Meaning
'00' N
'01' Padding as specified in 10.3.3.2
'02' Np padding
"1X' 0

b further indication

he to four secret keys for enciphering information, not keys (‘X' is a bitmap with‘any value ffom
'0f to 'F")

'11" indicates the first key (e.g. an “even” control word in a pay TV system)
'12" indicates the second key (e.g. an “odd” control word in a pay TV-system)
13" indicates the first key followed by the second key (e.g. a pairof control words in a pay
TV system) II’

2X' Secret key for enciphering keys, not information (‘X' is a reference'with any value from '0' to [F")

(e.g.in a pay TV system, either an operational key for enciphering control words, or a mapage-
ment key for enciphering operational keys)

'3X' Private key of an asymmetric key pair (‘X' is a referenceé with any value from '0' to 'F")

'4X' Password ('X' is a reference with any value from 0.t0 'F')
'80" to '8E' | Pfoprietary
NOTE Any othpr value is RFU.

10.3.3 SM D|Os for authentication

10.3.3.1 General

Table 54 shows SM DOs for authentication.

Table 54 — SM DOs for authentication

Tag Value

'8E' Cryptographic checksum (at least four bytes)
'90','91' Hash-code
'92','93" || €ettificate (data not encoded in BER-TLV)
'9C','9D"  |Public key
'9E' Digital signature
Input DOs (see also ISO/IEC 7816-8)

'9A', '9B"  |Input data element for the computation of a digital signature (the value field is signed)

'A0','A1" |Input template for the computation of a hash-code (the template is hashed)

'‘A2' Input template for the verification of a cryptographic checksum (the template is included)

'‘A8' Input template for the verification of a digital signature (the template is signed)

'AC','AD" |Inputtemplate for the computation of a digital signature (the concatenated value fields are signed)

'AE','AF' |Input template for the verification of a certificate (the concatenated value fields are certified)

'BC','BD" |Input template for the computation of a digital signature (the template is signed)

'BE' Input template for the verification of a certificate (the template is certified)
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10.3.3.2 Cryptographic checksum data element

The computation of a cryptographic checksum involves an initial check block, a secret key
and either a block cipher algorithm [see ISO/IEC 18033 (all parts)[18l], or a hash-function [see
ISO/IEC 10118 (all parts)[10]].

The computation method may be part of the system specifications. Alternatively, a cryptographic
mechanism identifier template (see 9.2) may identify a standard (e.g. ISO/IEC 9797-1) fixing a
computation method.

Unless otherwise specified, the following computation method shall be used. The parameters used in
this computation method may be defined in the relevant CRT (see Table 56). This document does not
defind a default CRT.

Undern
8, 16 ¢
conse

the control of the key, the algorithm basically converts a current input block-of k'byftes (typically
r 20) into a current output block of the same size. The computation is perfermeéd in|the following
Cutive stages.

Initial stage — The initial stage shall set either one of the following blocks as the initial check block:

tHe null block, i.e. k bytes set to '00’,

tHe chaining block, i.e. a result from former computations, namely for a command, the final check
bllock of the previous command and for a response, the final eheck block of the previoyis response,

tHe initial value block provided e.g. by the outside world,

tHe auxiliary block resulting from converting auxiliary data under the control of the key. If the
ayxiliary data is less than k bytes, then bits set £ta:0 head it up to the block size.

Sequéntial stage(s) — The command header, (GI:A INS P1 P2) may be encapsulated for protection (SM

tag '89'). However, if bits b8 to b6 of CLA are,set to 000 and bits b4 and b3 to 11 (see 5.4.1),[then the first
data hlock consists of the command header (CLA INS P1 P2) followed by one byte set tq '80" and k-5
bytesket to '00".

The cfyptographic checksum shall include any secure messaging DO having an odd tag number and any
DO with the first byte not from:'80’' to 'BF'. Those DOs shall be included data block by datp block in the
current check block. The splitting into data blocks shall be performed as follows.

— The blocking shall béseontinuous at the border between adjacent DOs included in the gryptographic
checksum.

The paddingSshall apply at the end of each block followed by either a DO not in
cifyptographiic checksum, or no further DO. The padding consists of one mandatory b
followed,nif'needed, by 0 to k-1 bytes set to '00’, until the respective data block is
bytes{Padding for authentication has no influence on transmission as the padding b
b¢ transmitted.

fluded in the
yte set to '80'
filled up to k
ytes shall not

Figure 6 shows two examples of deriving data from C-APDU for computation of the cryptographic
checksum. In these examples, candidate data consists of command header and DOs in command data
field as same order. DOs not to include are removed and paddings are added.
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Candidate data

| Command

Header || DOtoinclude #1 || DO toinclude #2 || DOnottoinclude #3 || DO toinclude #4 |

\ 4

\4

| Command

Header | |

Padding || DO toinclude #1 || DO toinclude #2 || Padding || DO to inciude #2 || Padding |

80 ...00 80 ...00 80 ...

Candidate data

00

| Command Header ” DO not to include #1 ” DO to include #2 ” DO to include #3 ” DO not to include #4 |
| / /
[ commandHeader || Padding || DO toinclude #2 || DO toinciude #3 || Padding |
80 ... 00 80 ... 00
Figure 6 — Examples of deriving data from C-APDU for computaion of cryptégraphic checksum
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10.4 Auxiliary SM DOs

10.4.1 Gense
Table 55 shoy

nism, the mode of operation is “cipher block chaining” (see ISO/IEC 10116[2]). Th|
kclusive-or of the initial check block with the first data blocK. The first output result
L. The current input is the exclusive-or of the previous output with the current data
utput results from the current input.

— The final check block is the last output. The\final stage extracts a cryptog
st m bytes, at least four) from the final check bleck.

ital signature data element
signature schemes rely on .\ asymmetric cryptographic techniques
(all parts)lel, ISO/IEC 14888 (all parts)[12]]. The computation implies a hash-functig
8 (all parts)[10]]. The data input censists of the value field of a digital signature inp

y the mechanism specifiedin10.3.3.2.

ral

vs auxiliag®.SM DOs.

Table 55 — Auxiliary SM DOs

e first
5 from
block.

Faphic

[see
n [see
ut DO,

fatenation of the value fields of-DOs forming a digital signature input template. It shay be

Tag Value
'94','95"  |Security environment identifier (SEID)
'A4',"'A5" |Control reference template for authentication (AT)
'A6','A7" |Control reference template for key agreement (KAT)
'‘AA','AB' |Control reference template for hash-code (HT)
'B4','B5" |Control reference template for cryptographic checksum (CCT)
'B6','B7' |Control reference template for digital signature (DST)
'B8','B9" |[Control reference template for confidentiality (CT)
'BA','BB' [Response descriptor template
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10.4.2 Control reference templates

Six control reference templates are defined for the purpose of authentication (AT), key agreement
(KAT), hash-code (HT), cryptographic checksum (CCT), digital signature (DST) and confidentiality
(CT) using either symmetric or asymmetric cryptographic techniques (CT-sym and CT-asym).

Each security mechanism involves a cryptographic algorithm in a mode of operation and uses a key and,
possibly, initial data. Such items are selected either implicitly, i.e. known before issuing the command,
or explicitly, i.e. by control reference DOs nested in control reference templates. Within the control
reference templates, the context-specific class is reserved for control reference DOs.

In an SM field, the last possible position of a control reference template is just before the first DO to

which
the fir

Each (

For example, a command may provide control references for the next commangd.

10.4.3

Each
refere
refere

T
T
te

T
fi

T

application DF. The key reference unambiguously identifies the key to use.

the mechanism indicated in the CRT applies. For example, the last position of a CCT
st DO to include in the computation.

ontrol reference remains valid until a new control reference is provided forthe'sam

Control reference DOs in control reference templates

is just before

b mechanism.

rontrol reference template (CRT) is a set of control reference.B@s: a cryptographic mechanism

nce, a file and key reference, an initial data reference, a Usage qualifier and, only
nce template for confidentiality, a cryptogram content refefence.

he cryptographic mechanism reference denotes a cryptegraphic algorithm in a mode
he CPs of any DF (see tag 'AC' in Table 11) may ¢ontain cryptographic mechani
mplates (see 9.2). Each one indicates the meanifg of a cryptographic mechanism re

he file reference (same encoding as in 7.3.2) denotes the file where the key reference
e reference is present, then the key referétice is valid in the DF referenced by curD

he initial data reference, when applied to cryptographic checksums, indicates the

b
n

th

Table
All th{

A CRT
AT, he
refere
key us

1
cilEher, a template for confidéntiality shall provide auxiliary data for initializing the cq

ck. If no initial data referenceris present and no initial check block implicitly sele
1 block applies. Moreover, before transmitting the first DO for confidentiality us

e string of concealing bytes.

b6 lists control reférence DOs and indicates to which control reference template they
 control reference-DOs are in the context-specific class.

may containtinterindustry DOs, e.g. certificate holder authorization (tag '5F4C’,

r in a control

of operation.
sm identifier
erence.

is valid. If no
F, possibly an

initial check
ted, then the
ing a stream
mputation of

are relevant.

see 10.4.4) in

ader list-orextended header list (tags '5D' and '4D', see 8.4.4 to 8.4.7) in HT or DST. ]n any control
nce template, a key usage template under tag 'A3' may associate a file and key ref¢rence with a

age(counter and/or a key retry counter. The key usage template contains a set of

(see T;

hb1E57).

y usage DOs
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Table 56 — Control reference DOs in control reference templates

Tag Value AT | KAT | HT | CCT | DST | CT-asym | CT-sym
'80" |Cryptographic mechanism reference X X X X X X X
File and security object references
'81' |— Filereference (for encoding, see 7.3.2) X X X X X X X
'82' |— DF name (see 7.3.1) X X X X X X
— Reference of a secret key (for direct use) X X X X X
'83" |— Reference of a public key X X X X X
— Reference data X
ar | = Reference for computing a session key X X X X
— Reference of a private key X
'A3" |Key ulsage template (see text below) X X X X X X X
Initial data reference: Initial check block
'85'" |— [L=0, null block X X X
'86' |— 1=0, chaining block X X X
g7 | }=0, previous initial value block plus one X X
.=k, initial value block X
Initial data rpference: Auxiliary data elements (see also 10.3.3.2)
— 1}=0, previous exchanged challenge plus X X X X
'88' dne
>0, no further indication
'89"to |— 11=0, index of a proprietary data element X X
'8D' >0, value of a proprietary data element X
'90" |— 1i=0, hash-code provided by the card X X
91 | }=0, random number provided by the card X X X X
,.>0, random number X X
9 | }=0, time stamp provided by the card X X X
>0, time stamp X X
— L}=0, previous digital signature-¢ounter X X X X
'93' plus one X X X
>0, digital signature ¢ounter
'94' |Challgnge or data element\for deriving a key X X X
'95" |Usage qualifier byte. (see text below) X X X X X
'8E' |Cryptogram centent reference (see text X
below)
NOTE In a confrolreference template, ISO/IECJTC 1/SC 17 reserves any other DO of the context-specific class.

Table 57 — Key usage DOs

Tag Value

'80' to '84" |File and key references as specified in Table 56
'90' Key usage counter
'91' Key retry counter

NOTE In this context, ISO/IEC JTC 1/SC 17 reserves any other DO of the context-
specific class.

In any control reference template for authentication (AT), for key agreement (KAT), for cryptographic
checksum (CCT), for confidentiality (CT) or for digital signature (DST), a usage qualifier byte (tag
'95") may specify the usage of the template either as a security condition (see 9.3.4 and Table 34), or
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in compliance with the MANAGE SECURITY ENVIRONMENT command (see 11.6.11). Table 58 shows the
usage qualifier byte.

Table 58 — Coding of the usage qualifier byte

b8 | b7 | b6 | b5 (b4 | b3 | b2 | bl Meaning

Verification (DST, CCT), Encipherment (CT),
External authentication (AT), Key agreement (KAT)

Computation (DST, CCT), Decipherment (CT),
Internal authentication (AT), Key agreement (KAT)

- - 1 - - - - - |Secure messaging in response data fields (CCT, CT, DST)

-k -121]|-1]-1|-1 - |Secure messagingin command data fields (CCT, CT, DST)

- |k -1-111]-1-1 - |Userauthentication, password based (AT)

-l F|-1-1-11]-| - [Userauthentication, biometry based (AT)

-l F1|-1|-1-1-1]x/| x |00(anyother value is RFU)

In any control reference template for confidentiality (CT), a cryptogram'content reference (tag 'S8E')
may specify the content of the cryptogram. The first byte of the value field is mandatory; ifs name is the
cryptogram descriptor byte. Table 59 shows the cryptogram descriptor byte.

Table 59 — Cryptogram descriptor byte

Vallue Meaning

'qo’ No further indication

One to four secret keys for enciphering information, not keys (‘X' is a bitmap with afy value from
'0"to 'F")

'11" indicates the first key (e.g. an “eyen’ control word in a pay TV system)
'12" indicates the second key (e.g. an-‘odd” control word in a pay TV system)
'13" indicates the first key followed by the second key (e.g. a pair of control words in|a pay TV
system)

Secret key for enciphering keys, not information ('X' is a reference with any value from '0' to 'F')
)8 (e.g.ina pay TV system/either an operational key for enciphering control words, or 4 management
key for enciphering.operational keys)

"IX' Private key of an asymmetric key pair (‘X' is a reference with any value from '0' to 'f")

'4X' Password ('X.is'a reference with any value from '0' to 'F")

'80" o 'FF' [Proprietary
NOTE | Any other valueis RFU.

10.4.4 Security environments

This dladse”specifies security environments (SE) for referencing cryptographic algorithms, modes of
operation,protocols, procedures, keys and any additional data needed for secure messaging and for
security operations (see ISO/IEC 7816-8). An SE consists of data elements stored in the card or resulting
from some computation, to be processed by the specified algorithms. An SE may contain a mechanism
to initialise non-persistent data to be used in the environment, e.g. a session key. An SE may provide
directions for handling computation results, e.g. storage in the card. An interindustry SE template (tag

'7B') describes an SE.

SE identifier — An SE identifier (SEID) may reference any security environment, e.g. for secure
messaging and for storing and restoring by a MANAGE SECURITY ENVIRONMENT command (see 11.6.11).

— Unless otherwise specified by the application, the value '00' denotes an empty environment where
no secure messaging and no authentication are defined.

— The value 'FF' denotes that no operation can be performed in this environment.
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Unless otherwise specified by the application, the value '01' is reserved for the default SE, always
available. This subclause does not specify the content of the default SE; it may be empty.

The value 'EF' is RFU.

Components — Control reference templates (CRT) may describe various components of an SE. Any
relative control reference (files, keys or data) specified with a mechanism in the environment definition
shall be resolved with respect to curDF selected before using the mechanism. There is no need to resolve
absolute control references (e.g. absolute path). Within an SE, components may have two aspects: one
being valid for SM in command data fields and the other for SM in response data fields.

At any time during card operation, a current SE shall be active, either by default or as a result of
commands performed by the card. The current SE contains one or more components amonhg the
following components.

Some components belong to the default SE associated with curDF.

Some components are transmitted in commands using secure messaging.

Some commponents are transmitted in MANAGE SECURITY ENVIRONMENT commands.

Some cor

hponents are invoked by an SEID in a MANAGE SECURITY ENVIR@NMENT command.
The current §E is valid until

disabling a physical interface (see 5.1), or

resetting a logical channel (see 11.2.3), or

a changelof VA (e.g. a change of curDF), or

a MANAG

E SECURITY ENVIRONMENT command (se€ 11.6.11) setting or replacing the current SK.

In SM, contro
reference DO

Certificate h
i.e. templates
a public key
identifier) mz

reference DOs transmitted in a CRT’shall take precedence over any corresponding ¢
present in the current SE.

older authorization — Authentication procedures may use card-verifiable certif
that can be interpreted and’verified by the card by a VERIFY CERTIFICATE operation
(see ISO/IEC 7816-8). In-such a certificate, a certificate holder authorization (e.g.
1y be conveyed in antinterindustry DO'5F4C". If such a data element is used in the se

ontrol

cates,
using
a role
curity

conditions tq fulfil for accessing data or functions, then DO'5F4C' shall be present in the control

reference template for authentication (AT) describing the authentication procedure.

NOTE In 4
element of fiv|
an integrated
ISO/IEC 7816

he first edifion of ISO/IEC 7816-9, tag '5F4B' references a certificate holder authorizatiop (data

b or morfe bytes). In amendment 1 to the first edition of ISO/IEC 7816-6, tag '5F4B' refdrences
circuittmanufacturer identifier (1-byte data element). Consequently, tag '5F4B' is deprecgted in
allparts)4l,

Access contr \ \Y
tag '8D" in Table 11) containing interindustry SE templates (tag '7B'). An application may store DOs'7B'
in the VA set by application selection (e.g. 15t generation DOs). Within the interindustry SE template (tag
'7B"), the context-specific class is reserved for security environment DOs. As listed in Table 60 for every
included SE, the security environment template contains an SEID D0O'80’, an optional LCS DO'8A’, one
or more optional cryptographic mechanism identifier template(s) (tag 'AC') and one or more CRTs (tags
'A4','A6', 'AA', 'B4', 'B6', 'B8', as SM tags).
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Table 60 — Security environment DOs

Tag Value
'80' SEID (1byte, mandatory)
'8A' LCS (1 byte, see 7.4.10 and Table 15), optional
AC Cryptographic mechanism identifier template (see 9.2),
optional
'A4','A6','AA','B4', B6', 'B8" |CRTs (see 10.4.2)

NOTE Under tag'7B',ISO/IEC]JTC 1/SC 17 reserves any other DO of the context-specific class.

es the LCS of the structure (e.g. see DO'8A" in Table 11). If no DO'8A' is present inc
hat SE template is valid only for the Operational state (activated).

SE template, if a CRT carries several DOs with the same tag (e.g. DOs specifying a k

set to '004D’ (extended header, see 8.4.5) and a command data field consisting of a
B') containing one or more pairs, each one consisting of a CRT.tag followed by '80'
e of a length set to '80' in an extended header). One may also use the GET option o
ITY ENVIRONMENT command.

Response descriptor template

ommand data field may contain a response descriptor template. If present in the ¢
he response descriptor template shall indicate the SM DOs required in the respon
the response descriptor template, the security mechanisms are not yet applied;

shall apply them for constructing the résponse data field. The security items (algor
ration, keys and initial data) used forprocessing the command data field may be d
used for producing the response datd field. The following rules apply.

ne card shall fill each empty primitive basic SM DO.

ich CRT present in the response descriptor template shall be present in the respong
ace with the same contrel reference DOs for security mechanisms, files and keys.

If the response~descriptor template provides auxiliary data, then the respectiv
empty in the(response.

If an empty reference DO for auxiliary data is present in the response descriptor t
it shall be full in the response.

t SE template
SE template,

by reference),

rieval — Any CRT in the current SE may be retrieved by a GET DATA’Command with NS set to 'CA’,

1 SE template
(see 8.4.1 for

f the MANAGE

mmand data
se data field.
the receiving
ithms, modes
ifferent from

e at the same

b DO shall be

emplate, then

I/ the velevant security mechanisms, with the selected security items, the card sh

th

evequested basic SM DOs.

1 produce all

10.5

SM impact on command-response pairs

Figure 7 illustrates a C-RP.

Command header Command body

CLA INS P1 P2

(L. field Data field) (L. field)

Response body

Response trailer

(Data field)

SW1-SwW2

Figure 7 — Command-response pair
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The following rules apply for securing a C-RP of the interindustry class (see 5.4.1), i.e. when switching
either bit b4 from 0 to 1 in CLA where bits b8, b7 and b6 are set to 000, or bit b6 from 0 to 1 in CLA
where bits b8 and b7 are set to 01. The notation CLA* means that secure messaging is indicated in CLA.

— The secured command data field is an SM field; it shall be formed as follows.

— If a command data field is present (N, > 0), then either a plain value DO (SM tags '80', '81', 'B2’,
'B3"), or a DO for confidentiality (SM tags '84', '85/, '86, '87') shall convey the N, bytes.

— The command header (four bytes) may be encapsulated for protection (SM tag '89").

— Ifan
(SM
the
655
fort

WARNING — Some implementations encode a three byte L, fiéld into an L, DO with a 3

value field.

— The secu

— Ifpr¢sent, a plain value DO (SM tags '80', '81', 'B2%*B3") or a DO for confidentiality (SM taf

shall become the value field of the L, DO.

L, field is present, then a new L, field (containing only bytes set to '00") and an

)

. ; S
nprotected response. An empty L, DO ('9600' or '9700') means the maximum, de.
6 depending upon whether the new L, field is short or extended. Otherwise, ifthe L
e unprotected response consists of:

ne byte, this byte shall become the value field of the L, DO;
wo bytes, these two bytes shall become the value field of the L, DO;

hree bytes, i.e. one byte set to '00' followed by two bytes witlivany value, the two

red response data field is an SM field; it shall be‘intérpreted as follows.

L. DO
L, for

P56 or

. field

bytes

-byte

s '84,

'85', 186/, '87") conveys the response data bytest
— If pr¢sent, a processing status DO (SM tag$99') conveys SW1-SW2 encapsulated for prot¢ction.
The ¢mpty processing status DO meanssSW1-SW2 set to '9000'.
Figure 8 shows the corresponding secured €:RP.
Command|header Command body
| CLA* INJP1 P2 | (New L. field“{Secured data field = (T-N.-Data bytes) - (T-'01' or '02'-L.)}) - (New L field) |
Response body Response trailer
| Secured data field" =-{T-N,-Data bytes) - (T-'02'-SW1-SW2) | SW1-SW2 |

When bit bl
and SM tags

Figure 8 — Secured command-response pair

pf INS-is set to 1 (odd INS code, see 5.5), the unsecured data fields are encoded in BER-TLV

'B25"B3','84' and '85' shall be used for their encapsulation; unless the use of tags '8

v’ '81',

'86' and '87" is specified at application level.

Otherwise (even INS code, see 5.5), as the format of the data fields to protect is not always apparent, SM

tags '80', '81'

,'86"and '87' are recommended.

— The secured data fields are SM fields; they may contain further or other SM DOs, e.g. a cryptographic
checksum (SM tag '8E') or a digital signature (SM tag '9E') at the end.

— The new L. field encodes the number of bytes in the secured command data field.

— The new L, field shall be absent when no data field is expected in the secured response data field;
otherwise, it shall contain only bytes set to '00".
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— The response trailer indicates the status of the receiving entity after processing the secured
command. The following specific error conditions may occur.

If SW1-SW2 is set to '6987', then expected secure messaging DOs are missing.

If SW1-SW2 is set to '6988', then secure messaging DOs are incorrect.

Annex B provides illustrative examples of secure messaging.

11 Commands for interchange

11.1

This ¢
with {
interc
optior

11.2

11.2.1

After
histor

applic
11.2.2

in11.5.2

NOTE
of DFs
during

11.2.2

Table
numb
Subse

The s¢
e)]. Th
select

The sq

General

lause specifies commands for interchange. It shall not be mandatory for all.car

hange is required, a set of application-independent card services and xelated co
s shall be used as specified in Clause 12.

Selection

General

bnabling a physical interface (see 5.1), the VA on the basielogical channel is as define
ical bytes (see 12.2.2) or the initial data string (se€ 12.2.3) may indicate an impli
ation.

2.
Because itis impossible to use a short\EF identifier in a SELECT/SELECT DATA command,

the processing of a SELECT/SELECT DATA command.

SELECT command

61 shows the SELECT €-RP. When completed, the command opens the logical chany
bred in CLA (see 5.4.1), if not yet opened, and sets a current structure within that lo
Huent commands.may implicitly refer to the current structure through that logical g

lected DF (MF; application DF, DF) becomes current in the logical channel [see 7.2.2
e previously selected DF, if any, is no longer referred to through that logical channe
on, an implicit EF referenced by curEF may be referred to through that logical chan

lection of an EF sets a pair of current files: the EF and its parent DF [see 7.2.2 rule f)

his document to support all those commands or all the options of a suppaoxted con

covers the selection of files, applications and.DOs. Additional DO selection function

are irrelevant for a SELECT/SELECT DATAcommand. Thus indirect file referencing (see 7.4.11%

s complying
mand. When
Immands and

lin 7.2.2. The
citly selected

S are covered

he FCP DO'A2’
) never occurs

el (see 5.4.2)
bical channel.
hannel.

 rules d) and
. After such a
hel.

1.
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Table 61 — SELECT command-response pair

CLA As defined in 5.4.1
INS ‘A4’
P1 See Table 62
P2 See Table 63
L.field [Absentfor encoding N, =0, present for encoding N.> 0
Data field [Absent or file identifier or path or DF name or tag (according to P1)
L. field [Absent for encoding N, = 0, present for encoding N, > 0
Data field [Afsent or control information (according to PZ]
SW1-SW2 |See Table 6 and Table 7 when relevant, e.g. '6283’, '6284', '6A80', '6A81', '6A82', '6A86', '6A87),"'pA88'
Table 62 — Coding of P1 in the SELECT command
b8 | b7 | b6 ||b5 | b4 | b3 [ b2 | b1 Meaning Commgdnd data field
0 ojfojo|0f|x Selection by file identifier
0 Offojojo0|O0 Select MF, DF or EF File identifier or absent
0 0JjJo|o0O|0OfO Select child DF File identifier referencing a DF
ojofjoffojfojof1|0 [S)}e,lgﬁigg under the DF referenced File identifier referencing an EF
ololollololol1l]1 iﬁlceecc; t;));:rceur;tD]%F of the DF refer- Absent
00|00 0] 1| x| x |Selection by DF name
0[O0 |O0|ffO0O|O0O] 1|0/ O |SelectbyDFname e.g. (truncated) application idenftifier
0[O0 |00 1] 0] x| x |Selection by path
O[O0 |[O(O] 1] 0] 0| O [SelectfromtheME Path without the MF identifier
ololollol1lolol1 Select from the DF referenced by  |Path without the file identifier |of the
curDF DF referenced by curDF
0[0[O0O(1]0]| 0] x| x [Selectionmof DO
olololli1lolololo Select'a DO in the template refer- |Tagbelonging to the template refefenced
enced by curConstructedDO by curConstructedDO
Select parent DO of the construct-
0[O0 [O0O(1] 0] 0] 1, [ed DO setting the template refer- |Absent
enced by curConstructedDO
NOTE 1 Any other value isREU.
NOTE 2 When|present'in-the historical bytes (see 12.2.2) or in EF.ATR/INFO (see 12.3.3), the first software functiop table
(see Table 125)|indigates selection methods supported by the card.
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Table 63 — Coding of P2 in the SELECT command

b8 | b7 | b6 | b5 | b4 | b3 b2 | b1 Meaning
01000 -] -] x| x |Fileor DO occurrence
00|00 -1]-10]|0|[— Firstoronlyoccurrence
0[0]0]O0|-1]-]0]|1]— Lastoccurrence
0[0|0|O0]-|-11]|0|[— Nextoccurrence
0[0|0|O0O]|-|-1]11|1]|— Previousoccurrence
010|010 - | - |Response data field requirements (see 7.4.2 and Table 9)
0|]0]O0]JO0O]O|O] - - |— Return FCI template, optional use of FCI tag and length
0O|plO|jOfO]|1])-|-[— ReturnCPtemplate, mandatory use of CP tag and length

— Return FMD template, mandatory use of FMD tag andlehgth

— Return the tags belonging to the template set by the |selection of a
constructed DO as a tag list

O pjoO|jO0O]1]|1]|-]|-]|— NoresponsedataifL,fieldabsent, or praoprietary if L, fjeld present
NOTE | Any other value is RFU.

Unless otherwise specified, the following rules apply to each openrlogical channel within & hierarchy of
DFs.

— IfjcurEF is changed, or when curEF is not set, then the secupity status, if any, specific to the previously
sdlected EF shall be revoked.

— Iffthe DF referenced by curDF is a descendant ofjoridentical to the previously selectedl DF, then the
sgcurity status specific to the previously selectéd DF shall be maintained.

— Iffthe DF referenced by curDF is neither aidescendant of, nor identical to the previously selected DF,
tHen the security status specific to the previously selected DF shall be revoked. The s¢curity status
cgmmon to all common ancestors of the previously selected DF and the new DF referenjced by curDF
shall be maintained.

If P1 if set to '00', then the card knows whether the file to select is the MF, a DF or an EF, ejther because
of a specific encoding of the file\identifier, or because of the command processing context. If P2 is also
set to[00' and the command. data field

— provides afile identifier, then that file identifier shall be unique in the following three epvironments:
tHe immediate children of the DF referenced by curDF, the parent DF and the immediate children of
tHe parent DF;

— is|labsent. érset to '3F00', then the MF shall be selected.

If P1 is set.to '04', then the command data field is a DF name, which may be an applicatiion identifier
(see 1P.34), possibly right truncated. If supported, successive such commands with the sgme data field
shall select DFs whose names match with the data field, i.e. start with the command data field. If the
card accepts the SELECT command without data field, then all or a subset of the DFs can be successively
selected.

If P1 is set to '10', then the command data field is a tag belonging to the template referenced by
curConstructedDO. The selected DO becomes the DO referenced by curDO. If the selected DO is
constructed, curConstructedDO is set to the selected DO. For handling multiple instances of DOs, the
use of bits bl b2 in P2 (see Table 63) is mandatory.

If the L, field contains only bytes set to '00', then all the bytes corresponding to the selection option
should be returned within the limit of 256 for a short L, field, or 65 536 for an extended L, field. If the
L, field is absent, the available control information (CPs and/or FMDs) of the selected structure may be
recovered through DO handling (see 11.5.3 and 11.5.4).
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11.2.3 MANAGE CHANNEL command

Table 64 shows the MANAGE CHANNEL C-RP. When completed, the command opens or closes a logical
channel (see 5.4.2) other than the basic one, i.e. a logical channel numbered from one to nineteen (the
greater numbers are RFU). The reset function may apply to any logical channel.

The open function opens an additional logical channel other than the basic logical channel. Options are
provided for the card to assign a channel number, or for a channel number to be supplied to the card.

MANAGE CHANNEL shall open a logical channel numbered from one to nineteen as follows.

If bits b8 and b7 of P1 are set to 00 (i.e. P1 set to '00' because the other six bits are RFU), then

If P2
Zero

IfP2
the L

After an
number)
curDF on

issetto 00, themr theTespomnse data field shattcomsist of asingle by te forencoding
channel number assigned by the card from '01' to '13".

is set from '01' to '13', then it encodes an externally assigned non-zero channel numb
. field shall be absent.

the MF or a default application DF shall be implicitly selected as the DF referen
the new logical channel.

A non-

er and

open function performed from the basic logical channel (CLA encoding zero as channel

ed by

— Afteran ¢pen function performed from a non-basiclogical channel (CLl!A’encoding a non-zero channel

number)
accordin

the DF referenced by curDF on the logical channel numbered in CLA shall be s¢
b to 7.2.2 rule e) on the new logical channel.

The close fupction explicitly closes a logical channel other than the basic one. The L, field sh

absent. After
10 (i.e. P1 se
channel num

IfP2iss
be closed

If P2 is sq

WARNING —
nor the logi
deprecated i

closing, the logical channel shall be available fof. re-use. If bits b8 and b7 of P1 are

bered from 1 to nineteen as follows.

et to '00’, then the logical channel numbered in CLA (a non-zero channel number’
.

t from '01' to '13’, then the logi€al channel numbered in P2 shall be closed.

The close function may be aborted if CLA indicates neither the basic logical ch

ral channel numbered_in P2. P1-P2 codings in the range '8001' to '8013" w

n the future.

shall be abse

t. After resetting, the VA on the logical channel is defined by 7.2.2. The security staf

The reset fu;%ction explicitly-closes and opens again any logical channel defined by CLA. The L

on this logic

The comman
sent on the b

channel shall be revoked.

sic logical channel.

lected

all be
set to

[ to '80" because the other six bits are RFU),"then MANAGE CHANNEL shall close a logical

shall

annel

ill be

. field
us set

d which.résets the basic logical channel and closes all additional logical channels shall be

NOTE
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At
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Table 64 — MANAGE CHANNEL command-response pair

CLA |Asdefinedin 5.4.1
INS 70"
'0000' Open alogical channel to be numbered in the response data field
'0001" to '0013" | Open the logical channel numbered in P2
'8000' Close the logical channel numbered in CLA (other than the basic logical channel)
P1-P2 |'8001' to '8013' |Close the logical channel numbered in P2
'4000' Reset the logical channel numbered in CLA
'4001' Reset the basic logical channel and closes all additional logical channels
other values RFU
L.field |Absent for encoding N.=0
Data field |Absent
L. field |Absent for encoding N, = 0, present for encoding N, > 0
Data field [Absent (P1-P2 not set to '0000'), or '01' to '13' (P1-P2 set to '0000")
SW1-§W2 [See Table 6 and Table 7 when relevant, e.g. '6200', '6482', '68815 6A81'
11.3 Pata unit handling
11.3.1 Data units

Within each EF supporting data units, an offset shall feference each data unit. From zer
data ynit of the EF, the offset is incremented by .one for each subsequent data unit. THh
elemept is binary encoded on the minimum numbeér of bytes. Reference to a data unit not
the EH is an error.

The card can provide a data coding byte. (See Table 126) in the historical bytes (see 12.2.2
INFO
byte fijxes a data unit size. If the card-provides data coding bytes in several places, then ]
which|data coding byte shall be taken into account.

11.3.2

Any cpmmand of this.group shall be aborted if applied to an EF not supporting data ur
perfomed on an EF only if the security status satisfies the security attributes defined for
namely, read, wrife;update, erase, search or compare.

Each
referenced by curEF at the time of issuing the command, then the process may be comp
EF by|just setting all the corresponding bits to 0. If the process is completed, then the
becor

[see 12.3.3) and in the control information of any file (see DO'82' in Table 11). Th

General

ommand-of this group may use either a short EF identifier or a file identifier. If t

b for the first
e offset data
contained in

), in EF.ATR/
e data coding
.4.5 specifies

its. It can be
the function,

here is an EF
leted on that
identified EF

€5 CUrrcIit.

INS P1 P2 — All the commands of this group shall use bit bl of INS and bit b8 of P1 as follows.

If bit bl of INS is set to 0 and bit b8 of P1 to 1, then bits b7 and b6 of P1 are set to 00 (any other value

is RFU), bits b5 to b1 of P1 encode a short EF identifier and P2 (eight bits) encodes an offset from 0

to 2

55 in the EF referenced by the command.

— If bit b1 of INS is set to 0 and bit b8 of P1 to 0, then P1-P2 (fifteen bits) encodes an offset in the EF
referenced by curEF from 0 to 32 767.

— Ifbit bl of INS is set to 1, then P1-P2 shall identify an EF. If the first eleven bits of P1-P2 are set to 0
and if bits b5 to bl of P2 are not all equal and if the card and/or the EF supports selection by short
EF identifier, then bits b5 to bl of P2 encode a short EF identifier (a number from one to thirty).
Otherwise, P1-P2 is a file identifier. P1-P2 set to '0000' identifies the EF referenced by curEF. At least
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one offset DO'54' shall be present in the command data field. When present in a command or response
data field, data shall be encapsulated in a discretionary DO'53" ('73" is deprecated for this use).

In this group

routine; '

of commands:

X'>"'0" encodes the number of retries; 'X' = '0' means that no counter is provided.

SW1-SW2 set to '6B00' should be used to indicate that the offset points outside of EF.

11.3.3 READ BINARY command

SW1-SW2 set to '63CX' indicates a successful change of memory state, but after an internal retry

Table 65 shofvs the READ BINARY C-RP. The response data field gives (part of) the content offan EF
supporting djta units. If the L, field contains only bytes set to '00’, then all the bytes until the/@nd]of the
file should bgread within the limit of 256 for a short L, field, or 65 536 for an extended L, field.
Table 65 — READ BINARY command-response pair
CLA As defined in 5.4.1
INS 'BO" or 'B1'
INS ="'B0’ Mandatory offset, possible short EF identifier
P1-P2 See 11.3.2
INS ='B1' EF identifier, or short EF identifier
L.field |Absent for encoding N, = 0, present for encoding N, > 0
) INS ="'B0’ Absent
Data field
INS="B1' Offset DO
L. field |Presentfor encoding N, >0
INS ="'B0' Data read
Data field - - -
INS ='BT' Discretionary DO for encapsulating data read
SW1-SW2 [Sge Table 6 and Table 7 whenrelevant, e.g6281','6282','6700','6981, '6982','6986','6A81','6A82',|6B00’
11.3.4 WRITE BINARY command
Table 66 shoys the WRITE BINARY C-RP. The command initiates one of the following operations ipto an
EF according|to the file attributes
1) the logical-OR of the bits-already present in the card with the bits given in the command datp field
(the logidal erased state of the bits of the file is zero);
2) the writg-once of the bits given in the command data field (the command shall be aborted| if the
string of data units is not in the logical erased state);
3) thelogicalckAND of the bits already present in the card with the bits given in the command datfa field

(the logical erased state of the bits of the f1le 1S onejJ.

By default, i.e. when a data coding byte is not available (see 11.3.1), operation 1) shall apply in that EF.
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Table 66 — WRITE BINARY command-response pair

CLA |Asdefined in 5.4.1
INS 'DO’ or 'DT"
INS ='D0’ Mandatory offset, possible short EF identifier
P1-P2 - — - — See 11.3.2
INS ='D1' EF identifier, or short EF identifier
L.field [Presentfor encoding N.> 0
Data field INS="D0' |String of data units to be written
INS="'D1" |offset DO and discretionary DO for encapsulating the string of data units to be written
L. field [Absent for encoding N, =0
Data field |Absent
SW1-§W2 |See Table 6 and Table 7 when relevant, e.g. '63CX' (see 11.3.2), '6581', '6700', '6981", '6982', '6B00’
11.3.3 UPDATE BINARY command

Table b7 shows the UTDATE BINARY C-RP. The command initiates the update of bits already present in

an EF

with the bits given in the command data field. When the progess’is completed, eath bit of each
speciffied data unit will have the value specified in the command datafield.

Table 67 — UPDATE BINARY command-response pair

CLA As defined in 5.4.1
INF 'D6' or 'D7’
INS ='Dé6' Mandatory offset, possible short EF identifier
P1-p2 See 11.3.2
INS='D7' EF identifier, or short.EP identifier
L.field |Present for encoding N.> 0
Data held INS ='D6' String of data ufits to be updated
INS='D7' Offset DO and discretionary DO for encapsulating the string of updaging data units
L. fipld [Absent for encoding N, =0
Data flield [Absent
SW1-YW2 |See Table 6 and.Table 7 when relevant, e.g. '63CX' (see 11.3.2), '6581', '6700', '6981', '6982', '6B00’
11.3.6 SEARCH BINARY command

Table b8 shows-theé SEARCH BINARY C-RP. The command initiates a search within an EF supporting data

units.

The response data field gives the offset of a data unit: the byte string at the returned

offset within

the El shallyhave the same value as the search string in the command data field. The response data

field i

b abisent either because the L, field is absent, or because no match is found. If the seprch string is

absen [, then the response data 1ield gives the otfset o1 the 1irst data unitin a logically erased state.

Table 68 — SEARCH BINARY command-response pair

CLA As defined in 5.4.1
INS 'A0" or 'AT'
A Mandatory offset, possible short EF iden-
INS ="A0 o
P1-P2 tifier See 11.3.2
INS ="'A1' EF identifier, or short EF identifier
L.field |Absent for encoding N, = 0, present for encoding N> 0
) INS ="A0’ Absent or search string
Data field X X . :
INS ="A1' Offset DO and discretionary DO for encapsulating the search string
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Table 68 (continued)

L, field [Absent for encoding N, = 0, present for encoding N, > 0

Data field INS ="A0’ Absent or offset of the first data unit matching the command data field
ata fie

INS ="AT’ Offset DO indicating the first data unit matching the search string
SW1-SW2 [See Table 6 and Table 7 when relevant, e.g. '6282','6982', '6B00’

11.3.7 ERASE BINARY command

Table 69 shows the ERASE BINARY C-RP. The command sets (part of) the content of an EF to its logical

erased state,

sequentially, starting Irom a given oifset.

— IfINS ="QE’, then, if present, the command data field encodes the offset of the first data utitnot to
be erasedl. This offset shall be higher than the one encoded in P1-P2. If the data field.is absent, then
the comrmand erases up to the end of the file.

— If INS = 'pF’, then, if present, the command data field shall consist of zero, oneor two offset DOs.
If there if no offset, then the command erases all the data units in the file: If there is one offset, it
indicateq the first data unit to be erased; then the command erases up{tothe end of the file. Two
offsets define a sequence of data units: the second offsetindicates the first data unit not to be efased;
it shall b¢ higher than the first offset.

Table 69 — ERASE BINARY command-response pair
CLA Ad defined in 5.4.1
INS '0E' or 'OF'
INS ='0E’ Mandatory offset, possible short EF identifier
P1-P2 See 11.3.2
INIS = '0F' EF identifier, or short EF identifier
L. field [ARBsentfor encoding N, =0, present for encoding N, > 0
INIS ="'0E' Absent or offset of thefirst data unit not to be erased
Data field
INS = 'OF' Absent or one or,two offset DOs
L. field |Absent for encoding N, =0
Data field |Ahjsent
SW1-SW2 |See Table 6 and Table¢"7ywhen relevant, e.g. '63CX' (see 11.3.2), '6581', '6700', '6981", '6982', '6B)0’

11.3.8 com

This function

11.4 Recort

PARE BINARY-fuinction

is supported by the COMPARE command (see 11.7.1).

I'liandling

11.4.1 Records

Within each EF supporting records, a record number and/or a record identifier shall reference each
record. Reference to a record not contained in the EF is an error.

Referencing

by record number — Each record number is unique and sequential.

— Within each EF supporting a linear structure, the record numbers shall be sequentially assigned
when writing or appending, i.e. in the order of creation; the first record (number one) is the first
created record.

— Within each EF supporting a cyclic structure, the record numbers shall be sequentially assigned in
the opposite order, i.e. the first record (number one) is the most recently created record.
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The following rule is defined for linear structures and for cyclic structures.
— Zero shall refer to the record referenced by curRecord.

Referencing by record identifier — Each record identifier is provided by an application. Several
records may have the same record identifier, in which case data contained in the records may be used
for discriminating between them. If a record is a SIMPLE-TLV data object in a data field, then the record
identifier is the first byte of the data object, i.e. the SIMPLE-TLV tag.

Referencing by record identifier shall induce the management of curRecord. Enabling a physical
interface, resetting a logical channel, a SELECT and any command using a valid short EF identifier for
accessing an EF may affect curRecord. Referencing by record number shall not affect curRecord.

!

ithin each EF supporting a linear structure, the logical positions shall be'sequenti
hen writing or appending, i.e. in the order of creation. The first created reeord is in t}
psition.

Each
indic

me a reference is made with a record identifier, the logical position of the target.r¢cord shall be
ed: the first or last occurrence, the next or previous occurrence relative to cutRecoyrd.

ally assigned
e firstlogical

ithin each EF supporting a cyclic structure, the logical positions,shall be sequential
e opposite order, i.e. the most recently created record is in the first logical position.

y assigned in

llowing rules are defined for linear structures and for cyelie structures.

If
th

pI
p

If
p1
Z¢
fr

11.4.2

Any ¢
perfor
namel

The reg

he first occurrence shall be the record with the specified identifier and in the first log
e last occurrence shall be the record with the specified identifier and in the last log

thereisarecord referenced by curRecord, thenthe next occurrence shall be the closes
e specified identifier butin a greater logical position than the record referenced by c
evious occurrence shall be the closest record with the specified identifier butinas
sition than the record referenced by gurRecord.

curRecord is not set, then the next occurrence shall be equivalent to the first oc
evious occurrence shall be equivalent to the last occurrence.

bro shall refer to the first,ldst, next or previous record in the numbering sequence, i
om the record identifief,

General

pmmand of _this group shall be aborted if applied to an EF not supporting recof
med on ar EF only if the security status satisfies the security attributes defined for
y, read, fviite, append, update, search, erase, activate or deactivate.

cords’/in an EF may supportrecord life cycle. If so, in general deactivated records are

rical position;
cal position.

trecord with
irRecord; the
maller logical

rurrence; the

hdependently

ds. It can be
the function,

hot accessible

by the

cormmmands READ RECORD, WRITE RECORD, UPDATE RECORD, ERASE RECORD, APPENI]

RECORD and

COMPARE (RECORD). If such a command is used, the respective command returns with the status bytes
'6287' (at least one of the referenced records is not processed). Furthermore, deactivated records shall
be ignored, when executing a SEARCH RECORD command. Further details and exceptions to the general
rules stated above are given below.

Two commands of this group (READ, UPDATE) may use an odd INS code (data fields encoded in BER-TLV)
for initiating an action on a part of a given record (partial read, partial update). Then an offset shall
reference each byte inside a record: from 0 for the first byte of the record, the offset is incremented
by one for each subsequent byte of the record. Reference to a byte not contained in the record is an
error. As needed, the offset data element is binary encoded and referenced by tag '54'. When present
in a command or response data field, data shall be encapsulated in a discretionary DO'53" ('73' is
deprecated for this use).
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Each command of this group may use a short EF identifier. If the process is completed, then the
identified EF becomes current and curRecord is reset. If there is an EF referenced by curEF at the time
of issuing the command, then the process may be completed without indicating the EF (by just setting
the corresponding five bits to 0).

P1 — Each record number or identifier is a number from one to 254, encoded by a value of P1 from '01'
to 'FE". 0 (encoded '00") is reserved for special purposes. 255 (encoded 'FF') is RFU.

NOTE If the number of records exceeds the numbering range ('01' to 'FE') of the record handling command,
records can be handled e.g. by using next occurrence option of the record identifier, or by using multiple record
handling with record number DO’02’. Next occurrence means the closest record with the specified identifier.

P2 — If bits

end upon the command. If bits b8 to bl are set to 11111000 (i.e. P2 =
d handling (for details, see 11.4.3 to 11.4.10).

‘F8), P2-ing

Table 70 — Coding of P2

70 and

icates

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
O(0]O0}| OO - - |Current EF
Not all efjual - - |Short EF identifier (a number from one to.thirty)
1111|107 0| 0 |Multiplerecordhandling (for details, see11.4.3 to 11.4.10)
1| 1] 1] 1| Notallzero |RFU

In this group
after an inter]
provided.

of commands, SW1-SW2 set to '63CX' indicates assuecessful change of memory sta
nal retry routine; 'X' > '0" encodes the number ofrétries; 'X' = '0' means that no cou

In the multiple record handling option of this commafd group, SW1-SW2 set to ‘6287 indicatsg

some comma
are not). SW1
reasons (e.g.

nd processes are done and others are not'(e.g. some addressed records are read but

Fecord deactivated, security statusnot satisfied).

11.4.3 READ RECORD (S) command

Table 71 shoy
addressed re

If any record
warning '628

If INS = 'B2'
response dat
(read one rec

vs the READ RECORD (S)~€-RP. The response data field gives the (partial) contents
Cord(s) (or the beginhing part of one record) within an EF.

referenced by P1land P2 is in record LCS DEACTIVATED, the command is processe
7' and the response data field shall be empty.

and if the‘records are SIMPLE-TLV data objects (see 6.2), then Figure 9 illustrat
h fieldsFhe comparison of N, with the TLV structure indicates whether the unique }
prd)or the last record (read all records) is incomplete, complete or padded.

Le, but
hter is

s that
bthers

-SW2 set to ‘6F00‘ indicates that all-command processes are not completed for diffferent

of the

] with

bs the
ecord

NOTE If t

e records are not data objects, then the read-all-records function results in receiving r

without delimiter.

ecords

If INS = 'B3’, then the command does not support the "read all records” options in P2. It partially reads
the record referenced by P1. The command data field shall contain an offset DO'54' indicating the first
byte to be read in the record. The response data field shall contain a discretionary DO'53" encapsulating
the data read.

If INS = ‘B2‘ and bits b8 to bl of P2 are set to 11111000 (i.e. P2 = ‘F8°), then this command may read
multiple records in different EFs. The command data field contains one or more record handling
DO'7F76‘ each containing one file reference DO‘51‘ and one or more integer DO‘02". The value field of
DO‘51‘ contains a file identifier or a short EF identifier indicating the record structure EF under the
DF referenced by curDF. This field may also contain a relative path or an absolute path. The value field
of DO‘02‘ is a record number to be read from the file referenced by DO‘51‘. DO‘02‘ may indicate record
number over 254. For each DO‘02‘ under DO‘7F76 in the command data field, the response data field
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contains a corresponding DO‘53‘ or DO‘04". If the addressed record is readable (i.e. record exists, record
is activated and security status satisfies the security attributes) then the corresponding DO‘53° contains
the entire record. When present, a DO‘53‘ denotes an implicit normal processing without corresponding
status bytes, i.e. ‘9000". Otherwise the corresponding DO‘04‘ contains value of status bytes defined in
Table 5 and 6 indicating why the record data is not read. If at least one addressed record is not read, the
status bytes ‘6287 shall be returned. The VA shall not be changed in case P2 = ‘F8'.

If INS='B2" and P2 = 'F8' and the command data references missing files or files with incompatible file
structure or missing record(s), the command shall be aborted with the respective return code from
Table 5 or 6 (e.g. command incompatible with file structure '6981), file not found '6A82', record not
found '6A83’, etc.).

Table 71 — READ RECORD (S) command-response pair

CLA As defined in 5.4.1

INP 'B2' or 'B3’

P] Record number or record identifier or '00' referencing the record refereneed by curRecord
P See Table 72

L.fipld [Absent for encoding N, = 0, present for encoding N.> 0

INS = ‘B2* and bits b8 to bl of P2 setto 11111000 |One or more record handling DO‘YF76°

. INS = 'B2" and bits b8 to b1 of P2 not set to
Data field 11111000 Absent

INS ="B3’ offset DO
L. fipld [Present for encoding N, >0

One or more discretionary data PO‘53‘ and/or
DO‘04‘ containing value of status pytes.

INS ="'B2'and bits b8 to b1 of P2 not setto 11111000 |Data read
INS ='B3' Discretionary DO for encapsulating the data read
SW1-§W2 |See Table 6 and Table 7 whenrelevant, e.g. '6281, '6282','6700', '6981', '6982', '6A81, '6jA82', '6A83'

INS = ‘B2‘ and bits b8 to b1 of P2 set to 11111000

Data field

Table 72 - Coding of P2 in the READ RECORD (S) command

b8 | K7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
X | K| x| x|X
(Not all one)

4 - | - |ShortEF identifier according to Table 70

Record identifier in P1

— Read first occurrence

— Read last occurrence

— Read next occurrence

Not all one — Read previous occurrence

Record number in P1

— Readrecord P1

— Read all records from P1 up to the last (for INS = 'B2' only)
— Read all records from the last up to P1 (for INS = 'B2' only)

INS = ‘B2’ P1 setto ‘00’ and one or more record handling DO‘7F76’ in
the command data field

OlRr|kPr|R|R|OJCc|OC|O|O
OlRr|C|O | X |R||FrPr|O|O|X
ClIOCO R || X RSP |O|X

NOTE Any other value is RFU.

If the L, field contains only bytes set to '00’, then the command should read completely either the single
requested record, or the requested sequence of records, depending on bits 3, 2 and 1 of P2 and within
the limit of 256 for a short L, field, or 65 536 for an extended L, field.
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Case a — Partial read of one record (the L. field does not contain only bytes set to '00")

| T, (one byte)

| L. (one or three bytes) I First bytes of V,,

<

N, bytes

Case b — Complete read of one record (the L. field contains only bytes set to '00")

I

T, (one byte)

I L, (one or three bytes) | All the bytes of V,,

Case ¢ — Partial read of a sequence of records (the L. field does not contain only bytes set to '00")

Ty-Ly-Vy

Tn+m - Ln+m'

| I

Vim (First bytes of the record)

N, bytes

oo £:1 dlilhal o1 LfaValhl

Fal < R <l 1 =i
casttr Cat-Stvetrartreecorasup to-the-the-ene e TreTtr cofrtatsot _y u_y tes-setto—8o )

Ty -1

-V, | | Tem - Lo Voo

n

Figure 9

11.4.4 WRI]

Table 73 shoy
EF according

1) the writg
record is
2) the logic
record gi
3) thelogic
record gi

By default, i.g.

If the record
with warning

When P1 set

If applied to 3
2and 1 of P2

If bits b8 to bl

different EFs
one file refer
value field of

— Response data fields with INS = 'B2’' when records are SIMPLE-TLV.data obje«

[E RECORD command

vs the WRITE RECORD C-RP. The command initiates one of the following operations i
to the file attributes:

-once of a record given in the command data field (the\command shall be aborted
not in the logical erased state);

h1-OR of the data bytes of a record already present in the card with the data bytes
ven in the command data field;

h1-AND of the data bytes of a record already present in the card with the data bytes
ven in the command data field.

when a data coding byte is not available (see 11.3.1), operation 1) shall apply in th4

referenced by P1 and P2 is inthe record LCS DEACTIVATED, the command is pro
'6287' without changingthe'record content.

hs ‘00’, the command shall set curRecord on the successfully written record.

n EF supporting @ ¢yclic structure with records of fixed size, the “previous” option
set to 011) behaves as APPEND RECORD.

of P2 arefsetto 11111000 (i.e. P2 = ‘F8), then this command may write multiple recd
The command data field contains one or more record handling DO*7F76‘ each cont

ts

nto an

if the

of the

of the

t EF.

ressed

bits 3,

rdsin
hining
B‘. The

ence’DO'51° and one or more sets of an integer DO‘02 and a discretionary data DO‘5

EF under thelB

DO’51’ contains a file 1dent1f1er or a short EF 1dent1f1er 1nd1cat1ng the record str

cture

¢ path.

The value field of DO02‘ is a target record number in the f11e referenced by DO 51 The value field of
D053 is the record to be written. DO‘02‘ may indicate record number over 254. This command can
be performed only when all addressed records are stored in record structure EF(s), addressed records
are present and activated, and when the security status satisfies the security attributes. If at least one
addressed record is not written, any of addressed record is not written. The VA shall not be changed in
case P2 = ‘F8".
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Table 73 — WRITE RECORD command-response pair

CLA |Asdefined in 5.4.1
INS 'D2'
P1 Record number or '00' referencing the record referenced by curRecord
P2 See Table 74
L.field [Presentfor encoding N.> 0
Bits b8 to bl of P2 setto 11111000 One or more record handling DO‘7F76°

Data field [Bits b8 to b1 of P2 not set to
11111000

L. fipld [Absent for encoding N, =0

€

Record to be written

Data field |Absent

See Table 6 and Table 7 when relevant, e.g. '63CX' (see 11.4.2), '6581', '6700% "6981',/6982", '6986",
'6A81','6A82','6A83, '6A84", '6A85'

SW1-§w2

Tabldq 74 — Coding of P2 in the WRITE RECORD command and the UPDATE RECORD conmand with
even INS code

b8 | h7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning

X X X X X
(Notall one)

- | - | - [ShortEF identifier accordingto Table 70

0| x| x |[P1setto'00’
0| 0| 0 |— Firstrecord
Not all one 0| 0| 1 |— Lastrecord
0| 1| 0 |— Nextrecord
01| 1]|— Previousrecord
Not all one 1| 0| 0 [RecordnumberinP1

P%set to ‘00‘ and one or more record handling DO‘7F76’ in [the command

IR0 1010 asiafield

NOTE | Any other value is RFU.

If the fecords are SIMPLE-TLV data objects (see 6.2), then Figure 10 illustrates the commar}d data field.

| T, [one byte) | L{ (ofie or three bytes) | All the bytes of V,, |

Figure 20— APDU data field (one complete record nesting a SIMPLE-TLV data ¢bject)

11.4.5 “ UPDATE RECORD command

Table 75 shows the UPDATE RECORD C-RP. The command initiates the update of a specific record with
the bytes given in the command data field. When P1 set as ‘00’, the command shall set curRecord on the
successfully updated record.

If applied to an EF supporting a linear or cyclic structure with records of fixed size, then the command
shall be aborted if the record size after updating would be different from the size of the existing record.

If applied to an EF supporting a linear structure with records of variable size, then the command may
be carried out when the record size after updating is different from the size of the existing record.

If applied to an EF supporting a cyclic structure with records of fixed size, the “previous” option (bits 3,
2 and 1 of P2 set to 011) behaves as APPEND RECORD.
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If the record referenced by P1 and P2 is in the record LCS DEACTIVATED, the command is processed
with warning '6287' without changing the record content.

If INS = 'DC' and if the records are SIMPLE-TLV data objects (see 6.2), then Figure 10 illustrates the
command data field.

If INS = 'DD’, then the command partially updates the record referenced by P1. The command data field
shall contain an offset DO'54' for indicating the first byte to be updated in the record and a DO'53" ('73'
is deprecated for this use) for encapsulating the updating data.

If INS = ‘DC* and bits b8 to bl of P2 are set to 11111000 (i.e. P2 = ‘F8), then this command may update
multiple recordsin different EFs. The command data field contains one or more record handling DO‘7F76°

each containi
data DO‘53"

record struct
absolute path
value field in
254. This con
EF(s), addres
attributes. If
VA shall not h

ng one file reference DO 51 and one or more sets of an integer DO UZ" and a discret
The value field of DO‘51‘ contains a file identifier or a short EF identifier indicati
ure EF under the DF referenced by curDF. This field also may contain a relative.path
. The value field of DO‘02° is a target record number in the file referenced,by DO‘S
D053 is the updating data for the target record. DO‘02‘ may indicate recetrd numbse

onary
g the

or an
1'The
r over

hmand can be performed only when all addressed records are storedyin record strificture

sed records are present and activated, and when the security status\satisfies the se
At least one addressed record is not updated, any of addressed récord is not update
e changed in case P2 = ‘F8".

Table 75 — UPDATE RECORD command-response pair

curity
d. The

CLA Ajg

defined in 5.4.1

INS 'D

C' or 'DD'

P1 R4

cord number or '00' referencing the record referenced by curRecord

P2 Sq

e Table 74 (INS ='DC") or Table 76 (INS ='DD")

L, field [P

esent for encoding N, > 0

IN

S =‘DC‘ and bits b8 to b1 of P2 set to 11111000 One or more record handling DO‘7F76°

IN
Data field |11

S = 'DC' and bits b8 to b1 of P2 not setito

111000 Updating data

IN

S ="DD'

lating the updating data

Offset DO and discretionary DO for encapsu-

L. field |Absent for encoding N, =0

Data field |Alpsent

SW1-SW2 Sde Table 6 and Table 7 when relevant, e.g. '63CX' (see 11.4.2), '6581', '6700', '6981', '6982', 16986',
'6/A81", '6A82/16A83, '6A84', '6A85'
Table 76 — Coding of P2 in the UPDATE RECORD command with INS = 'DD’

b8 | b7 | b6 ||b5{b4 [ b3 | b2 | bl Meaning

x | x| x| x| x| -] - | - [ShortEF identifier according to Table 70

-|-1-1]1-1-111| x| x |Record number inP1

-l -1-1-1-11]10]0|— Replace

- -1]--]1-1110]1]|— Logical AND

- -!1-|1--11]1]0]|— Logical OR

-|-1-]1-1-1111]1]— LogicalXOR

NOTE Any other value is RFU.
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11.4.6 APPEND RECORD command

Table 77 shows the APPEND RECORD C-RP. The command initiates either the writing of a new record at
the end of a linear structure, or at the beginning of a cyclic structure. The command shall set curRecord
on the successfully appended record.

If the command applies to a linear structure full of records, then the command is aborted because there
is not enough memory space in the file.

If the command applies to a cyclic structure full of records, then the record with the highest record
number is deleted. All other record numbers are incremented by one. The appended record becomes
record number one. If the record with the highest record number is in the record LCS DEACTIVATED the

commjand 1s processed with warning '6287" without changing any record content or recoy

If the fecords in the EF have record life cycle, the LCS of the appended record shall be)set

unlesg otherwise specified.

If the fecords are SIMPLE-TLV data objects (see 6.2), then Figure 10 illustratesithe commarn

d number.

to ACTIVATED

d data field.

If bits|pb8 to b1 of P2 are set to 11111000 (i.e. P2 = ‘F8‘), then this command may append mulltiple records

to different EFs. The command data field contains one or more recorddandling DO‘7F76 ¢
file reference DO‘51‘ and one or more discretionary data DO‘53". The value field of DO‘51° ¢
identifier or a short EF identifier indicating the record structure EF under the DF referen
This fleld also may contain a relative path or an absolute path. The value field of DO‘53" is
be appended. This command can be performed only when alb addressed EFs are record 5
have gnough space for appending record, and when the security status satisfies the secur
If at ldast one of the records is not appended, any of records is not appended to the addre

VA shall not be changed in case P2 = ‘F8".

Table 77 — APPEND RECORD command-response pair

bntaining one
ontains a file
ced by curDF.
the record to
tructure and
ty attributes.
ksed EFs. The

CLA As defined in 5.4.1

INP 'E2'

P] '00' (any other value is invalid)

P2 See Table 78 with bits3to'1 set to 000 (any other value is RFU)

L.field [Present for encoding.N,> 0

Bits b8 to bl of.P2.set to 11111000 One or more record handling DO*7F76°

Data field [Bits b8 to b1 'efP2 not set to
11111000

Record to be appended

L. field |[Absentfor encoding N, =0

Data field |Absent

SW1-$g See Table 6 and Table 7 when relevant, e.g. '63CX’ (see 11.4.2),'6287' 6581','6700','6981' '6982",'6986,
i '6A81", '6A82" '6A83, '6A84" '6A85"
Table 78 — Coding of P2 in the APPEND RECORD command with INS = 'DD’
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
X | X | x| x|x
- | - | - [ShortEF identifier according to Table 70
(Notall one)
Not all one 0 Command data field containing record to be appended
1 | 1 | 1 | 1 | 110 One or more record handling DO’7F76’

NOTE Any other value is RFU.
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11.4.7 SEARCH RECORD command

Table 79 shows the SEARCH RECORD C-RP. If bits b8 to bl of P2 are not set to 11111000 (i.e. P2 = ‘F8),
this command initiates a simple or enhanced or proprietary search on records stored within one
addressed EF. The search can be limited to records with a given identifier or to records with a number
greater or smaller than a given number. It can be performed in increasing or in decreasing order of
record numbers. The search starts either from the first byte of the records (simple search), or from a
given offset within the records (enhanced search), or from the first occurrence of a given byte within
the records (enhanced search). The response data field gives the numbers of the records matching the
search criteria within an EF supporting records. The command shall set curEF and curRecord on the
first record matching the search criteria even if the record number is used in P1.

pcords
ed for
mand
in all
hdling
es file
ecord
I over
status

If bits b8 to bl of P2 are set to 11111000 (i.e. P2 = ‘F8), this command initiates a search on g
stored within one or more addressed EFs (search through multiple EFs). Two options are proyid
search through multiple EFs such as simple and enhanced search through multiple EFs. The con
data field cqgntains one record handling DO‘7F76‘. The search covers all activated \records
the EFs addrgssed by file reference DOs. The response data field gives one or moreCrecord ha
DO‘7F76' each containing one file reference DO‘51° with one or more integer DQ®2". DO‘51‘ giv
reference to ain EF storing the record matching the search criteria. Value field of DO‘02° is the 1
number indidating the record matching the search criteria. DO‘02‘ may indicate record numbe
254. This copmmand can be performed on each activated record in each-EF-When the security

satisfies the s

file structursg,

command ind

For simple se
DO‘51 and o
identifier or 4
This field als
string. The se

For enhanced
DO‘51f, one o
DO’A3 (see T

The record s{
range DO’BO
two DO‘02°. 1T
the number

indicates the
record numb

ecurity attribute. If the command data references missing:files or files with incomp
the command shall be aborted with the respective return code from Table 5 or
ompatible with file structure '6981', file not found '6A82", etc.).

arch through multiple EFs, record handling DOZE76‘ contains one or more file refg
e discretionary data DO‘53 (see Table 82). The'value field of each DO‘51‘ contains
i short EF identifier indicating the record structure EF under the DF referenced by
0 may contain a relative path or an absalute path. The value field of DO‘53" is a
arch covers all activated records in all the EFs addressed by file reference DOs.

search through multiple EFs, recordhandling DO‘7F76‘ contains one or more file ref{
ptional record selection DO’AQ’, ohe search configuration DO’A1’, and one search
hble 83).

tlection DO’AQ‘ in a record:lrandling DO‘7F76 contains either one or more record nj
or one record number.list DO’B1’ (see Table 84). One record number range DO’B0‘ co
he first DO‘02‘ encodes the start record number to search and the second DO‘02° ey
bf records to search from the start record number. The value 0 of the first data
last record. Thevalue O of the second data object indicates that all records from th
br are searched. The search order ascending or descending from the start record nj

atible
6 (e.g.

brence
a file
curDF.

$earch

Prence
string

imber
htains
codes
object
b start
imber

is indicated in a search¢onfiguration parameter DO‘80‘ (see Table 86) in a search configuration PO’A1’

(see Table 83). The'absence of a record selection indicates that all records in all addressed EFs are
searched.
The SeaI‘Ch C hnfiguration NOVATC3n o vocned o Al g MOVTER7L containe ann oo figiinati gy o meter

UTITIrg T oottt DU i a 1 cCOTO IIatorTT

DO‘80° and one optional search window DO’B0‘ (see Table 85). A search configuration parameter
indicates search order, step-width for searching, and search termination (see Table 86). A search
window contains two DO‘02". The first DO‘02‘ encodes the offset indicating the search starting position
in the records. The second DO‘02‘ encodes the number of bytes for searching from the offset in the
records. The value 0 of this data object indicates all bytes from the offset in the records are searched.
If the first DO‘02‘ is empty, it indicates the number of bytes indicated by the second DO‘02‘ at the end
of the records are searched, e.g. ‘B0 05 02 00 02 01 03‘ encodes the last 3 bytes of the records are
searched. The length of a search window shall be equal or longer than a search string. The search starts
from the beginning of a search window and ends when the end of a search string reaches to the end of a
search window.

TS DO 71 70 COntarts UTIc LUIIAIEML IOt pot

The search string DO’A3‘in arecord handling DO*7F76‘ contains either one search string interval DO’B0’
or one search string set DO’B1‘ (see Table 87). A search string interval contains one search string lower
bound DO‘81‘ and one search string upper bound D0O’82’. The value field of these DOs are interpreted
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as a binary representation of the lower/upper bound value. A search string set contains one or more
sets of one single search string DO‘81‘ and one optional binary filter DO‘5F71". The single search string
in a DO’81" and the corresponding binary filter in a DO’5F71" shall have the same length. If present,
the binary filter DO'5F71' follows immediately subsequent to the related single search string DO'81". If
more than one DO'81' is present, the search is successful, if at least one match is found (logical OR).

In an EF supporting records of variable size with linear structure, the search shall not take into account
the records shorter than the search string. In an EF supporting records of fixed size with linear or cyclic
structure, if the search string is longer than the records, then the card shall abort the command.

Records with a record LCS set to DEACTIVATED shall be ignored during the search.

Table 79 — SEARCH RECORD command-response pair
CLA As defined in 5.4.1
INS '‘A2'
P1 Record number or record identifier or '00' referencing the record referenced by curRgcord
P2 See Table 80
L.field |Present for encoding N.>0

Bits b8 to b4 of P2 not setto 11111 and bitsb3 and Search sE)
b2 of P2 not set to 11, simple search

Data field Bits b8 to b4 of P2 not set to 11111 and bits b3 to|Search indica_tion (2 bytes, see Tablk 81) followed
bl of P2 set to 110, enhanced search by search string
E}igigglf%?}lt?;lﬁ?;;t to 11111000, search One record handling DO‘7F76°
Bits b8 to b4 of P2 not set to 11111 and bits b3 to Proprietary
bl of P2 set to 111, proprietary search

L. field |Absent for encoding N, = 0, present fér’encoding N, > 0
Bits b8 to bl of P2 set to 11111000, search Absent, or one or more record handling
Data field |through multiple EF DO‘7F76'

Others Absent or record number(s)

SW1-§W2 [See Table 6 and Table 7*when relevant, e.g. '6282", '6982'

NOTE [l The response data field isabsent either because the L, field is absent, or because no match is found.

NOTE R The response datd field does not give record identifiers because it is possible that they are not unique.

In an pnhanced search (bits 3, 2 and 1 of P2 set to 110), the command data field consists of a search

indicdtion on twg@-bytes followed by a search string. Table 81 specifies the first search inglication byte.

Accorfling to.the first byte of the search indication, the second byte is either an offset ¢

r a value, i.e.

the seprchrin.the records shall start either from this offset (see 11.4.2) or after the first ¢ccurrence of

this valde.
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Table 80 — Coding of P2 in the SEARCH RECORD command

b8 | b7 |b6 | b5 | b4 | b3 | b2 | bl Meaning

X X X X X
(Notall one)

- | - | - [ShortEF identifier according to Table 70

Simple search with record identifier in P1

— Forward from first occurrence

— Backward from last occurrence

— Forward from next occurrence

Not all one — Backward from previous occurrence

Simple search with record number in P1

— Forward from P1

— Backward from P1

Enhanced search

=l Ll el =R =R =R =R k=]
RlRr|lo|lc|lollrRr|r|Oo|O| X
=l =l =R =R =N k=R ]

Proprietary search

Search through multiple EFs
P1 setto ‘00’

11111 |1/f0

o
o

NOTE Any othpr value is RFU.

Table 81 — Coding of the first byte of the search indication

b8 | b7 | b6 ||b5 | b4 | b3 | b2 | bl Meaning
0] - | - | - |Thesubsequent byte is an offset (start from that position)

The subsequent byte is-a value (start after the first occurrence)

Record identifier in'P1

— Forward frem first occurrence

— Backward from last occurrence

— Forward from next occurrence

— Backward from previous occurrence

Record number in P1

~— Forward from P1

— Backward from P1

— Forward from next record

R |IOC|OCO X |IRPr|IR|IOIO|X
R OO (X IR |IO(FR[O]|X

.
:
:
'
1
AR Rk, |lojlojlo|o|o

— Backward from previous record

NOTE Any othpr value is RFU.

Table 82 — Record handling for simple search through multiple EFs

Tag Value Occurrence
‘7F76'  |Record handling DOs
‘51 |File reference DO Atleast once
‘53‘ |Discretionary DO Once, mandatory
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Table 83 — Record handling for enhanced search through multiple EFs

Tag Value Occurrence Note
‘7F76'  |Record handling DOs
‘51 |File reference DO Atleast once
‘A0‘ |Record selection DOs Once, optional See Table 84
‘A1° |Search configuration DOs Once, mandatory See Table 85
‘A3‘ |Search string DOs Once, mandatory See Table 87

Table 84 — Record selection for enhanced search through multiple EFs

Tag Value Occurrence
‘A0 Record selection DOs
‘BO* Record number range DOs At least once
Choice ‘02° Start record number Once
between o
those 02 Number of records to search Once
‘B1° Record number list DOs Once
‘02° |Record number At least once

Table 85 — Search configuration for enhancedsearch through multiple Efs

Tag Value Occurrence Note
‘A1’ Search configuration DOs
‘80° Search configuration parameter | Once, mandatory |See Table 86
‘BO* Search window DOs Once, optional
‘021 Offset Once
‘02° Number of bytes Once
Table 86 —[Coding of search configuration parameter
b8 | b7 | b6 | b5 | b4 )b3 | b2 | bl Meaning
X - - - - - - - |Search order
0 - - < - - - - |Search in record number ascending order
1 - - - - - - - |Search in record number descending order
- X - - - - - - |Step-width for search
- - - - - - - |Byte-wise

Search string-wise, i.e. the length of search str||ng

is the step-wise

Configuration for search termination

Search all addressed records in all addressed EFs

Terminate search for one EF after first matching

RFU

1
1
== OO | X

1
'
1
'

Terminate search for all EFs after first matching

0000 (any other value is RFU)
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Table 87 — Search string for enhanced search through multiple EFs

Tag Value Occurrence
‘A3’ Search string DOs
‘BO* Search string interval DOs Once
‘81 |Search string lower bound Once, mandatory
‘82 |Search string upper bound Once, mandatory
Choice
between ‘B1* Search string set DOs Once
those
‘8t—Simglesearchstring Atteastormnce
Binary filter providing a binary
) . |mask to be used in a logical AND . AN
SF71 operation onto the data to be Optional for each RU"4}
compared

11.4.8 ERAS

Table 88 sho
sets one or m
sequence of 1
and may still

If bits b8 to

different EFs
contains one
more integer
the record st
an absolute p|
254, This con
EF(s), addreg
attributes. If
missing recoj
command ing
at least one

d
set. The VA siall not be changed.in case P2 = ‘F8".

If any record

command is processed with-warning, SW1-SW2 as '6287' without changing any record content.

The VA shall

E RECORD (S) command

vs the ERASE RECORD (S) C-RP. If bits b8 to b4 of P2 are notsét'to 11111, the com
ore records of an EF to the logical erased state, either the record referenced by P1,

be accessible by WRITE RECORD and UPDATE RECORD commands.

mand
or the

ecords from P1, sequentially, up to the end of the file. Erased records shall not be deleted

b1 of P2 are set to 11111000 (i.e. P2 = ‘F8‘), the/command sets one or more rec

hmand can be performed only whewall addressed records are stored in record str
sed records are present and activated, and when security status satisfies the se
the command data references<missing file(s) or file(s) with incompatible file struct
d(s), the command shall be-aborted with the respective return code from Table 5 or
ompatible with file structure '6981), file not found '6A82', record not found ‘6A83", ¢

dressed record is not set to the logical erase state, any of addressed record may

referenced by(P1 and P2, or the command data field is in record LCS DEACTIVATE

not be changed by this command.

ds in

referenced by the command data field to the logical erase state. The command datp field
or more record handling DO‘7F76 each containing one file reference DO‘51 and pne or
DO‘02". The value field of DO‘51° contains a file identifier or a short EF identifier indicating
ucture EF under the DF referenced by curDF. This field may also contain a relative gath or
ath. The value field of DO‘02° is a recard humber. DO‘02‘ may indicate record numbdr over

cture
curity
ure or
6 (e.g.
tc). If
hot be

D, the

92
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Table 88 — ERASE RECORD (S) command-response pair

CLA |Asdefinedin 5.4.1
INS '0cC’
P1 Record number
P2 See Table 89
L.field [Absentfor encoding N, =0, present for encoding N.> 0
Bits b8 to b4 of P2 notsetto 11111 Absent
Bits b8 to bl of P2 setto 11111000 One or more record handling DO‘7F76°
L. field [Absent for encoding N, =0

Data field

Data field |Absent

SW1-§W2 |See Table 6 and Table 7 when relevant, e.g. '6287", '63CX" (see 11.4.2), '6581), 16700',|'6981', '6982’,
'6986', '6A81', '6A82', '6A83, '6A84', '6A85'

Table 89 — Coding of P2 in the ERASE RECORD (S) comimand

b8 | B7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
x | k| x| x]|x
(Not all one)

- | - | - |ShortEF identifier according tofable 70

x | x |Record number in P1

Not all one 1] 0| 0 |— EraserecordP1

1 |— Eraseall recordsdrom P1 up to the last

P1 set to ‘00‘ and.ohe or more record handling DO‘7F76’ in the command

TIfpfrprptyogo 0datafield

NOTE | Any other value is RFU.

11.4.9 ACTIVATE RECORD (S) command

Table 90 shows the ACTIVATE REGORD (S) C-RP. The command sets the record(s) referended by P1 and
P2, or|the command data field te‘the record LCS ACTIVATED. If at least one addressed recqrd that is not
already in the state activated.is not activated, any of addressed records is not activated| The VA shall
not bg changed by this command.

If bits| b8 to b1l of P2-are set to 11111000 (i.e. P2 = ‘F8‘), the command indicates file re¢ferences and
recordl numbers for records to be activated. The command data field contains one or|{more record
handling DO*7F76%each containing one file reference DO‘51‘ and one or more integer DO‘(Q2‘. The value
field gf DO‘51‘Contains a file identifier or a short EF identifier indicating the record structure EF under
the DI referenced by curDF. This field may also contain a relative path or an absolute pTh. The value

field df DO02* is a record number. DO‘02‘ may indicate record number over 254. If the command data
referejnces missing file(s) or file(s) with incompatible file structure or missing record(s), the command
shall be aborted with the respective return code from Table 5 or 6 (e.g. command incompatible with file
structure '6981), file not found '6A82", record not found ‘6A83’, etc.).

If at least one EF referenced by P2 or the command data field does not havet record life cycle, the
command shall be aborted with SW1-SW2 as '6981'.

If some of addressed records are already activated and the rest of addressed records are transited
successfully, the status bytes '9000' is returned.

For the activation of all records in the record LCS DEACTIVATED, the ACTIVATE (FILE) command may be
used. Independent from the modification of an optionally present file LCS (see 7.4.10), all records will be
activated.
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Table 90 — ACTIVATE RECORD (s) command-response pair

CLA As defined in 5.4.1

INS '08'

P1 Record number

p2 See Table 91

L. field |Absent for encoding N, = 0, present for encoding N.> 0

Bits b8 to b4 of P2 notsetto 11111 Absent
Data field

Bits b8 to bl of P2 setto 11111000 One or more record handling DO*7F76°

L, field |Absent

Data field |Asent

SW1-SW2 |Sele Table 6 and Table 7 when relevant, e.g. '6981', '6982', '6986', '6A82', '6A83'

Table 91 — Coding of P2 in ACTIVATE RECORD (S) or DEACTIVATE RECORD (S)\cOmmands§

b8 | b7 | b6 ||b5 | b4 | b3 | b2 | bl Meaning

X X X X X
(Notall dne)

- | = | - [ShortEF identifier according to Table 70

- -1-1l-1-111] x| x |Record numberin P1

- =-1-/1-1-111]01] 0 |— Activate or deactivate record.P1

- -1-=-1-1-111]01]1]|— Activate or deactivate all records from P1 to the last

P1 set to ‘00‘ and one or mere record handling DO*7F76’ in the con

LI 100000 04:0 feld

mand

NOTE Any othpr value is RFU.

11.4.10 DEACTIVATE RECORD (S) command

Table 92 shows the DIACTIVATE RECORD (S) CcRP. The command sets the record(s) referenced by B1 and

P2, or the command data field to the record’LCS DEACTIVATED. If at least one addressed record
not already in the state deactivated is netactivated, any of addressed records is not deactivated. 1
shall not be changed by this command.

If bits b8 to b1 of P2 are set tof11111000 (i.e. P2 = ‘F8‘), the command indicates file reference
record numbgrs for records-to-be deactivated. The command data field contains one or more 1
handling DO‘fF76‘ each containing one file reference DO‘51‘ and one or more integer DO‘02°. The
field of DO‘51 contains.a file identifier or a short EF identifier indicating the record structure EF
the DF refergnced by(curDF. This field may also contain a relative path or an absolute path. The
field of DO‘03‘ is axreeord number. DO‘02‘ may indicate record number over 254. If the comman
references m|ssingfile(s) or file(s) with incompatible file structure or missing record(s), the con

Chat is
'he VA

5 with
ecord
value
under
value
] data
mand

shall be aborted with the respective return code from Table 5 or 6 (e.g. command incompatible w
structure '6981', file not found '6A82', record not found ‘6A83’, etc.).

th file

If at least one EF referenced by P2 or the command data field does not have record life cycle, the

command shall be aborted with SW1-SW2 as '6981".

If some of addressed record are already deactivated and the rest of addressed records are transited

successfully, the status bytes ‘9000’ is returned.
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Table 92 — DEACTIVATE RECORD command-response pair

CLA |Asdefinedin5.4.1

INS '06'

P1 Record number

P2 See Table 91
L.field [Absent for encoding N, =0, present for encoding N.> 0
Bits b8 to b4 of P2 not setto 11111 Absent
Bits b8 to bl of P2 setto 11111000 One or more record handling DO*7F76°
L, field |Absent

Data field

Data field |Absent
SW1-$W2 |See Table 6 and Table 7 when relevant, e.g. '6981', '6982', '6986', '6A82', '6A83'

11.4.11 COMPARE RECORD function

This flinction is supported by the cCOMPARE command (see 11.7.1).
11.5 Pata object handling

11.5.1 General

In thi§ group of commands, SW1-SW2 set to '63CX' indicates a successful change of mempry state, but
after gn internal retry routine; 'X' > '0' encodes the aumber of retries; 'X' = '0' means that|no counter is
provided.

11.5.1.1 Coding of P1-P2 for even INS codes

Table 93 — Coding of P1-P2 for handling data objects with even INS codes

Value of P1-P2 Meaning
0000" Dump-afile (e.g. see 12)
Retrieve a card-originated query from a card or send a reply to the card (see 12.6)
'0001' to 'O0FE' BER-TLV tag (one byte) in P2
'00FF" Special function (see Table 97, Table 99, Table 100 and Table 101)
'0100' to '01FE: Proprietary
'0200" RFU
'0201 te;"02FE’ SIMPLE-TLV tag in P2
“02FF' Special function (see text below)
'TFIF 1o FFFT BER-TLV tag (tWo bytes)im P 1-P2
NOTE 1 Invalid BER-TLV tags in the range '01' to 'FE' and '1F1F"' to 'FFFF' are RFU.
NOTE 2 Any other value is RFU.

If P1is setto '00', then P2 from '01' to 'FE' shall be a BER-TLV tag on a single byte.

If P1issetto'01', then P2 from '00' to 'FF' shall be an identifier for card internal tests and for proprietary
services meaningful within a given application.

If P1 is set to '02', then P2 from '01' to 'FE' shall be a SIMPLE-TLV tag. The value '0200" is RFU. The value
'02FF' is used either for obtaining all SIMPLE-TLV data objects readable in the context or for indicating
that the command data field is encoded in SIMPLE-TLV.
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If P1-P2 lies from "1F1F' to 'FFFF', then they shall only encode a valid BER-TLV tag on two bytes.

NOTE

Many values in the range '1F1F' to 'FFFF' are not valid BER-TLV tags (see Annex E).

11.5.1.2 Coding of P1-P2 for odd INS codes

If bit b1 of INS is set to 1, then, except for the SELECT DATA command, P1-P2 not set to '0000' or 'FFFF'

shall identify

a file:

If the first eleven bits of P1-P2 are set to 0 and if bits b5 to b1 of P2 are not all equal and if the card

and/or the file supports selection by short EF identifier, then bits b5 to b1 of P2 encode a short EF
identifier (a number from one to thirty). Otherwise, P1-P2 is a 2-byte file identifier.

— P1-P2 sef to '3FFF' identifies the DF referenced by curDF.

P1-P2 set to 'P000’ identifies the EF referenced by curEF, unless the command data field.provides a file
reference DO[51' for identifying a file.

P1-P2 set to 'FFFF' identifies the template referenced by curConstructedDO, unlessithe commanf data
field provide§ referencing of another template (see arguments 1, 2 and 3 in Table 94).

11.5.1.3 Data fields

If bit bl of NS is set to 0, if a DO is requested or provided within the template referended by
curConstructedDO, then the payload shall contain the value field-of the data object, i.e., either the
referred datd element in the case of a SIMPLE-TLV data object ora‘primitive BER-TLV data object, [or the
referred template in the case of a constructed DO.

Irrespective pf bit b1 in INS, if a set of DOs is provided or.if the content of an EF is requested, then the
appropriate data field shall contain the DO(s).

11.5.1.4 Acqess to the extension of the template'referenced by curConstructedDO

When a template is extended by tagged wrdppers (see 8.4.9), this extension is only valid for GET DATA
and GET NEX[I DATA commands. All other.commands handling DOs by their tag only are limited to
the base template. Automatic resolution-of tagged wrappers (see 8.4.9) shall not modify the terpplate
referenced by curConstructedDO.

If the template contains one or-several wrapper(s), 8.4.8 describes how to recover DOs expected to be
relevant to tHe template.

11.5.1.5 Exgcution orrejection conditions

Any commanyd of this group shall be aborted if the parameters which select a DO to be accessed fo not
match the acfudl structures within the card, e.g.:

— if applied to a structure (DF or EF) not supporting data objects;

— if the parameters do not match the actual data object structure.

It can be performed only if the security status satisfies the security conditions defined by the application

within the co

11.5.2 SELE

ntext for the function.

CT DATA command

11.5.2.1 General

Table 95 shows the SELECT DATA C-RP. Provided that it does not modify the LCS of a DO, the SELECT DATA
is always granted.
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— tosetaselected DO, i.e. the target of the command, as curDO;

(see 11.7.1);

referenced by curConstructedDO. If the command transmits

to set reference data to be compared e.g. with comparison data by a subsequent COMPARE command

to modify the VA (see 7.2.1) if the DO to be selected does not belong to the current VA of a template

an application identifier DO'4F', and no file reference DO'51, it selects an application DF [see
7.2.2 rule d)];

— no DO'4F', buta DO'51), it selects a file [see 7.2.2 rule €) or f)];
— a DO'4F' and a DO'51), it selects an application DF, [see 7Z.2.2 rule d)], anhd a flile [see 7.2.2
rule e) or f)];
— arecord number (see argument 3 in Table 94) it modifies curRecord.[see 7.2.2 rule g)];
— an offset (see argument 3 in Table 94), it modifies curDataString [see 7.2.2 rule h)|.
Table 94 — Value of the general reference DO'60' (Géneral reference template)
Arg. Nested DOs Comment
1 application identifier DO'4F" Optional
Optionaly)even number of bytes. Valid if the path matches the
2 file reference DO'51' (see Table 8) file structure of the current application, or of the application
referenced by a DO'4F".
Record number DO'02’ Optional. References a record or a virtual DO'7F70' the value
3 Choice followed by Length DO'02' of which is arecord in an EF
between Offset DO'54" followed by* | Optional. References a DataString or a virtual PO'7F70' the
Length DO'02' value of which is a DataString in a transpgrent EF.
. 1 ST Nests one tag present in the template
tag list DQ'5€ referenced by curConstructedDO. | Argumerft 4, mandato-
S The value of the extended header | I'Vin DOreferencing.
ex'tend?d Gtader DO'4D starts with a tag present in the | ApPlies tg the template
) or '5F61' (see 8.4.5 for the refererlced by cur-
Choice . . template referenced by curCon- y
4 rationale of a choice) ConstruftedDO or to
between structedDO. .
5d'5r8400° — the valug field of the
F K cgntalnmg a References a DO by a masked tag. | transiently selected
masked tag DO set byf the previous
filter DO'7F71" References a constructed DO by its argluments
content
arbitrary number of masked tag
DO'5F8400' and/or filter DO'7F71"'inany | - .or oo o NS N
X DO5F8400 Teferencesa DO by a | Optiomat if the DO ref-
5,6,7, order; the result of applying a mask or . ,
: : ) masked tag; DO'7F71' references a | erenced by argument 4
filter to a set of DO is a subset; the result . .
; ; . constructed DO by its content. is constructed.
of applying all masks and all filters is the
intersection of all of those subsets

© ISO/IEC 2020 - All rights reserved

97


https://iecnorm.com/api/?name=9edac6a1c0ba6e43131675bc38584d5a

ISO/IEC 7816-4:2020(E)

Table 95 — SELECT DATA command-response pair

CLA As defined in 5.4.1
INS ‘A5’
<'FO" |Occurrence number of an instance.
P1 'FO’ Select the parent of the DO referenced by curConstructedDO
>'FO' |RFU
p2 See Table 96
L.field [Absent for encoding N, =0, present for encoding N.> 0
May be empty if P1="FQ'". If P1 is not ‘FO’ at least argument 4 of a general reference DO'60' (see
Data field T%[ble 94). Other arguments are optional.
Al] arguments shall be in the same order as in the general reference template.
L. field |ABsentforencoding N, =0, present for encoding N, > 0 if response data are required by P2 (sge Talple 96)
Data field [ABsent or information according to P2.
SW1-SW2 See Table 6 and Table 7 when relevant, e.g., '6202" to '6280",'6281', '6700", '698(1"%.6982','6985', [pA81',
'6A88' (DOs not found, i.e., referenced data not found)
Table 96 — Coding of P2 in SELECT DATA comuiand
b8 | b7 | b6 ||b5 | b4 | b3 | b2 | bl Meaning
Next occurrence in the template referenced by curConstructedDO in
ojlo(O0|f-|-|-|x]|x . . N
search direction after skipping\P1 occurrences
0|0 |O0]|-|-1]-10]|0]|— Searchforward from firstDO
0[O0 |OYf-1]-1-10]|1][— Searchbackward fremlast DO
00 0]|-|-1]-11]|0]|— Searchforwardfrem curDO
00 |O0]|-|-]|-11]|1]|— SearchbackwardfromcurDO
01010 X | - | - |Response data'field requirements (see 7.4.2 and Table 9)
0[0]O0(f0O] 0| 1] - | - |Returnthedata control information (DO'62")
Return the taglist of the template referenced by curConstructedDO (DjO'5C")
ojojoyyoj1|09]-/|- :
(DIR function)
Retufn the taglist of the template referenced by curConstructedDO (DjO'5C")
ojojoyyrjo|o0|-|- .
(viEw function)
Return the taglist of the template referenced by curConstructedDO (DjO'5C")
0O(0]O{(f1]|1]0].-\- [(DIRfunction) followed by the taglist of the template referenced by cyrCon-
structedDO (DO'5C") (vIEw function)
NOTE Any othpr value ig'RFU.
Except when|P1 {s Set to 'F0O', processing this command involves a sequence of searches for a match
within value fiéld-of the transiently selected DOs. The search for the last match will take place:

— inthelasttransiently selected constructed DO (highest generation) defined by the arguments, when
the last tag references either a primitive DO, or a constructed DO with the options "first" or "last". If
a match is found, the selected DO is a child of the last transient constructed DO;

in the parent DO of the last transiently selected constructed DO (highest but one generation), when
the last tag references a constructed DO with the options "next" or "previous". If a match is found,
the selected DO is a sibling of the last transient constructed DO;

In the following examples, the value field of the transiently selected constructed DO in which the last
match will take place:

P1-P2="0000" selects the first occurrence of a DO within the value field of the transiently selected DO.

P1-P2='0100" selects the second occurrence of a DO within the value field of the transiently selected DO.
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P1-P2="0101" selects the penultimate occurrence of a DO within the value field of the transiently
selected DO.

P1-P2="0001" selects the last occurrence of a DO within the value field of the transiently selected DO.

P1-P2="0102" selects either the second next occurrence of a primitive DO within the value field of the
transiently selected DO or the second next sibling of the DO referenced by curConstructedDO.

A failed SELECT DATA C-RP (SW1 in interval [‘64’, ‘6F’], see Table 7) does not modify the current VA.

11.5.2.2 Basic target definition

Basic farget definition uses arguments 1, 2 and 4. If the target, 1.e. the DO to be selected:
— is|not contained in the current application, the data field shall include an applicationidentifier DO'4F";

— is|not contained in the current file after possible transient application selection, the dpta field shall
include a file reference DO'51" when file referencing applies in the application.

The tdg of the target shall be either:

— etjcapsulated in a tag list DO'5C', or
— dé¢fined by an extender header list DO'4D' or '5F61' (see 8.4.5for the reasons for a choice), or
— defined by a masked tag DO'5F8400’, or

— dé¢fined by the content of a constructed DO by a filferrDO'7F71".

Condifional argument 3 references a virtual DOY%E70' the value of which is either a re¢ord in an EF
structjured in records, or a DataString in a transparent EF. The transiently selected DO'7F70"' shall
beconje the DO referenced bycurConstructedDO if the mandatory argument does nof reference a
constructed DO.

11.5.2.3 Referencing by masked tag)DO and filter DO

If the command references one ¢onstructed DO, setting curConstructedDO, a conditional] argument 5,
maske¢d tag DO'5F8400' or filter DO'7F71' may be present.

If the|masked tag DO'5F8400' is present, the command should return a tag list DO'5(' nesting the
concafenation of all tags of the template matching the masked tag. A masked tag nests two data
elemepts of the same tength, i.e. <mask value> followed by <target tag>. A match with tag <matching
tag> happens when:

<mask value> AND <matching tag> = <mask value> AND <target tag>

If the [iltep DO'7F71' is present, the command shall succeed if and only if the value of the f1lter DO'7F71'
is either:

— a constructed DO belonging to the value field of the transiently selected DO; this DO becomes
current; or

— apruned-tree (see 8.2.3) of a constructed DO belonging to the value field of the transiently selected
DO; this DO becomes current.

11.5.2.4 GET DATA CONTROL PARAMETERS function

When required by bit b3 set to 1 in P2, the response payload is a DO'62' (see Table 11) relevant to the
(transiently or finally) DO referenced by curDO, after possible modification of the data LCS. If DO'62' is
not available, CP DOs may be present under a tag reserved for the tag allocation authority (see 8.3.4).
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11.5.2.5 DIR function

When required by bit b4 set to 1 in P2, the command should return a tag list DO'5C' nesting the
concatenation of all tags of the template referenced by curConstructedDO (possibly including a template
extension) set by the command.

An actual tag list DO may either be present in the template, or dynamically generated by the
implementation. In both cases,

— the tags shall be present irrespective of the security attributes or value of data LCS of the
corresponding DO;

— if severalrimstances of thesame DOare present; the tag shattbetepeated;
— if present, wrapper DOs shall always appear.

If the implementation resolves the indirections, the local tags of the DOs defined in the\wrappeis may
appear in the tag list (which displays the extended template). If not, they shall not (thétag list displays
the base template).

11.5.2.6 VIEW function

When requirgd by bit b5 set to 1 in P2, the command should return a taglist DO'5C' nesting thq same
concatenatioh of tags as in the DIR function, but, according to its needs;an application may exclulde the
tags of e.g.:

— DOs not feadable under the current security status;
— DOs not in activated state;

— tagged wrappers when automatic resolving of these’is granted (see 8.4.9).

11.5.2.7 Fil¢-related functions

When argument 4 is absent in the command:data field, and argument 3 is present, a successful §ELECT
DATA commafd shall

— set curRgcord in case argument 3-contains a record number, or

— set the DataString referenced by argument 3 as curDataString in case argument 3 contajns an
offset DQ.

When argumgnts 3 and4 atre absent in the command data field, arguments 1 and 2 support the selection
of an applicatlion, of a(file in the current application, or file within a given application.

11.5.3 GET PATA/GET NEXT DATA commands — even INS codes

11.5.3.1 General

Table 97 shows the GET DATA/NEXT GET DATA - even INS codes C-RP. The main function of those
commands with even INS code is the retrieval of the value field of a DO within the current context (e.g.
DF referenced by curDF). It may be the content of an EF supporting DOs.

If there are several occurrences of a tag in the template referenced by curConstructedDO, this clause
does not define which DO is returned by a successful GET DATA except cyclic management applying
because that depends on the definition or the nature or the content of the DO. GET NEXT DATA has a
precise behaviour (see 11.5.3.4).

A required DO or data element shall be absent from the response when the security status does not
match its security attributes.
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Table 97 — GET DATA/GET NEXT DATA command-response pair (even INS codes)

CLA As defined in 5.4.1
'CA’' GET DATA
INS
'CC’ GET NEXT DATA
See Table 93, if the special value '00FF" is used the command obtains all DOs from the template ref-
P1-P2
erenced by curConstructedDO
L.field [Absentfor encoding N.=0
Data field |Absent
L. field [Present for encoding N, > 0,
Data field [0, 1 or more data bytes according to P1-P2.
SW1-$W?2 See Table 6 and Table 7 when relevant, e.g., '6202" to '6280','6281','6700', '6981(16982')'6985', '6A81’,
i '6A88' (data objects not found, i.e., referenced data not found)
11.5.3.2 SELECT function

After
curCo

A suc
templ

11.5.3

When
paylodd is a concatenation of CP DOs (see Table A1) attached to the DOs in the same temp
isnot

11.5.3

When
commfands shall return their valdes sequentially. The order in which the values are recoy
the sa

Contr
multiple instances implies the following.

A
T

th

A
is

b successful GET DATA command of a constructed DO, this DO ‘bécomes the DO 1
hstructedDO.

hte referenced by curConstructedDO.

.3 GET DATA CONTROL PARAMETERS function

the argument of an even INS GET DATA/GET-NEXT DATA is the CP template tag '62’,
hvailable, CP DOs may be present undera tag reserved for the tag allocation authori
.4 Specific functions of GET NEXT.DATA and pointer handling

there are several occurrences of the same tag in the template, successive GE

me as the order of thos€ tags recovered by a DIR or VIEW function (see 11.5.2.5 or 11

eferenced by

ressful GET NEXT DATA command shall impact neitherthe DO referenced by curDO, nor the

the response
late. If DO'62'
'y (see 8.4.4).

I NEXT DATA
ered shall be
.5.2.6).

template isseen as an ordered list of DOs at the interface between a card and an int
ne term "ordered list" implies that this list has a first and a last element. Each list el
e last, has'a next element. Each list element, except the first, has a previous element

painter is attached to a logical channel. The default value of this pointer is to be unse

sat hu a CET NEYT DATA _DPIHT DATA _PIT NEXYT DATA Or HPDATE DATA command (CDD
oo Er TN e D T Tt T—NErrr T Ot B fx <

iry to GET DATA, asuccessful GET NEXT DATA command shall not impact the VA. Thle handling of

brface device.
bment, except

L. The pointer
11.5.6,11.5.7

Sty N BT O i T o T Dty T O T e T DT OOt DirrEr D rif - cothretro (o

and 11.5.8). This pointer shall be unset if any command different from a command setting it (see
previous sentence) is transmitted on the same logical channel. The transmission of a command on a
logical channel should not impact the pointer on another logical channel.

When a sequence of DOs supports cyclic management, a GET DATA or GET NEXT DATA command shall
recover first the most recent instance. A further GET NEXT DATA shall recover the remaining most recent
instance, etc...

When all data elements or DOs have been transmitted by the card in successive GET NEXT DATA
responses, a further GET NEXT DATA shall be rejected by SW1-SW2 ='6A88".
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11.5.4 GET DATA/GET NEXT DATA commands — odd INS codes

11.5.4.1 General

Table 98 shows the GET DATA/NEXT GET DATA - odd INS codes C-RP. The main function of those commands
with odd INS code is the retrieval of the value field of one or several DOs according to the arguments of
the command. The target selection is very close to the SELECT DATA selection, except that:

the command may return several DOs, whereas a SELECT DATA selects a single DO;

argument 2 of the SELECT DATA may be replaced by a file identifier in P1-P2, functionally equivalent

to a file reference DO containing one file identifier. If this option is used, the command data field
shall notffeature argument 1 (DO'4F").
When a GET PATA/GET NEXT DATA requires one (or several) constructed DO(s), all DOs nested yithin
shall be pres¢nt in the response, except:
1) when no|DO with the required tag is available in the template;
2) when thq security status does not match its security attributes;
3) if not explicitly required when the argument of the command is an extended header list.
A GET DATA/GET NEXT DATA command may not be rejected if one or seyeral required DOs are unavailable
for one of those reasons. It shall be rejected only if no DO is available:
If there are several occurrences of a tag in the template referenced by curConstructedDO, this flause
does not define which DO is returned by a successful GET DATA except cyclic management applying
because that|depends on the definition or the nature or.the content of the DO. GET NEXT DATA| has a
precise behayiour (see 11.5.3.4).
Table 98 — GET DATA/GET NEXT DATA command-response pair (odd INS codes)
CLA Aq defined in 5.4.1
'CB’ GET DATA
INS
'CD’ GET NEXT DATA
'0900' Current file, exceptif the data field references a file.
FFFF' template referenced by curConstructedDO or value field of the transiently selected [DO
P1-P2 possibly,set by the data field
o k h e r|File identifier or short EF identifier (see 11.5.1.2)
values |Thedata field contains neither an application identifier DO'4F' nor a file reference JO'51".
L.field [Presentfortencoding N,.> 0
Data field A tag listydata object (tag’5C’), or a header list data object (tag’5D’), or an extended header lidt data
objett (tag'4D’, tag’5f61’), or a masked tag data object (tag’5F8400’), or a filter data object (tag’yF71")
L, field |Presentfor encoding IV, >0
Data field |0, 1 or more data bytes
SW1-SW2 See Table 6 and Table 7 when relevant, e.g., '6202' to '6280', '6281','6700', '6981', '6982', '6985', '6A81’,
'6A88' (data objects not found, i.e., referenced data not found)

11.5.4.2 Mandatory argument

The command data field shall end with either a tag list DO'5C’' (see 8.4.3) or an extended header list

DO'4D' or DO

'5F61' (see 8.4.5), a masked DO'5F8400' or a filter DO'7F71" (see 11.5.2.3).

In the taglist case, the response data field shall be the concatenation of the DOs referenced in the tag

list, in the same order. The order may be different from the order of the DOs in the template. When
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several DOs within the template have the same tag, all those DOs shall be returned. One or more DOs
may be absent for security status reasons. An empty tag list requires all the available DOs.

— Inthe extended header list case, the response data field shall be the concatenation of the DOs derived
from the extended header list according to 8.4.6 and 8.4.7.

— In the masked tag case or in the filter case, the response data field shall be the concatenation of the
matching DOs.

11.5.4.3 SELECT function

If a GET DATA command with P1-P2 not equal to 'FFFF' references a file, the side effect of its success shall
be to get this file as the file referenced by curFile and the value field of the root DO'7F70* referenced by
curCopstructedDO.

A sucdessful GET DATA shall not impact the VA, if
— P1-P2 setto 'FFFF',
— aggument 1 and/or argument 3 present,

— aggument 4 different from DO'4D' or DO'5C".

11.5.4.4 DIR and VIEW functions
The DIR/VIEW function is supported by an odd INS GET DATA/GET NEXT DATA when its arg@iment is:

— '5[C 01 5C' (tag '5C" nested in a tag list DO); the response payload should be a tag list DO'5C' nesting
tHe response payload defined in 11.5.2.5 or 11:5:2.6;

— '5(C 01 5D' (tag'5D' nested in a tag list DOQ); the response payload should be a headgr list DO'5D’
ngsting the response payload defined in\11.5.2.5 or 11.5.2.6.

The choice between the DIR and VIEW function is out of scope of this document.

11.5.4.5 GET DATA CONTROL PARAMETERS function

When|the argument of an odd INS GET DATA is '5C 01 62' (tag '62' (CP template tag) nestdd in a tag list
DO0), the response payload.should be a DO'62".

11.5.4.6 Specific functions of GET NEXT DATA (INS = 'CD")

The ptroperties of GET NEXT DATA (INS='CD') with respect to GET DATA (INS='CB') are identical to those
of GET NEXTE-DATA (INS='CC' ) with respect to GET DATA (INS='CA', see 11.5.3.4), except that the C-RPs
with qdd INS codes return DOs, the C-RPs with even INS codes return data elements (valugs of DOs).

11.5.5 General properties of PUT DATA/PUT NEXT DATA/UPDATE DATA commands

Those commands initiate the modification of the DO referenced by curConstructedDO, by transmitting
one or several DO(s), possibly constructed. PUT/PUT NEXT/UPDATE DATA with bit b1 of INS:

— setto 0 shall only operate in the template referenced by curConstructedDO;

— set to 1 sets the transient template as the value of the virtual root DO'7F70', selected according to
P1-P2 not equal to 'FFFF', before the actual handling of the DO(s). The value field of the transiently
selected DO shall become the template referenced by curConstructedDO if the command succeeds.

If the pointer is set by a successful GET NEXT DATA or PUT NEXT DATA C-RP (see 11.5.3.4) it defines which
instance shall be affected by an UPDATE DATA or PUT DATA C-RP.
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If the pointer is unset (see 11.5.3.4) curDO (see 7.2.1) defines which DO is affected by an UPDATE DATA or
PUT DATA C-RP.

Whereas PUT DATA and UPDATE DATA commands may include several DOs in the command data field, a
PUT NEXT DATA command shall feature one and only one DO in the command data field.

11.5.6 PUT DATA command

Table 99 shows the PuT DATA C-RP. The PUT DATA command may have the behaviour and codings
defined for UPDATE DATA (resp PUT NEXT DATA). If INS is set to 'DB' and P1-P2 is set to 'FFFF', the
following rules apply:

— If PUT NHXT DATA is supported, a PUT DATA of a DO the tag of which already exists in the temnplate
shall replace an existing DO by a new one.

— If UPDATE DATA is supported, a PUT DATA shall ensure that the whole transmitted DOpis-added|to the
template} This may result in a duplication of instances within the template.

When the L [field is absent, the even INS PUT DATA command shall add an emipty DO or replace an
existing DO by an empty DO of the same tag as indicated by P1-P2.

Table 99 — PUT DATA command-response_pair

CLA Ad defined in 5.4.1
INS 'DA' or 'DB'

See Table 93, if the special value '00FF" isused the command data field containg a
INS ='DA' concatenation of DOs to be added to ot*replaced in the template referenced by cjur-
P1-P2 ConstructedDO

INF ='DB’ File identifier or short EF identifiet/(see 11.5.1.2)

L.field [Prpsentfor encoding N, > 0, absent for encoding N.=0

INP ='DA' Data bytes according to R1-P2, or absent to delete the value of a DO.
INS ='DB’ Concatenation of DQs

L. field |AHsent for encoding N, =0

Data field

Data field [AHsent

Sep Table 6 and Table Z when relevant, e.g., '63CX' (see 11.5.1), '6581', '6700', '6981', '6982', [6985’,
'6A80', '6A81', '6A84'('6A85'

SW1-SW2

11.5.7 PUT NEXT DATA-Command

Table 100 shpws the.PUT NEXT DATA C-RP. The command initiates the addition of one DO withfin the
template refgren€ed by curConstructedDO. If a DO with the same tag as a DO to be inserted already
exists in the [template, it shall add this new instance of the DO within the template. If the numer of
instances hammmam—mﬂo the
template referenced by curConstructedDO, and set the pointer on the DO which has been put. The

outcome of this command depends on the structure of the DO as given by the data descriptor byte (see
Table 14). If the structure is of type

— "no information given" and the number of instances has reached its maximum value, PUT NEXT DATA
shall be rejected with SW1-SW2="6A84"; otherwise the new DO is inserted at an arbitrary position
in the ordered list of DO;

— "linear management" and the number of instances has reached its maximum value, PUT NEXT DATA
shall be rejected with SW1-SW2="6A84"; otherwise if the pointer is

— unset, then the new DO shall be appended after the last element of the list;
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— set, then the new DO shall be inserted such that it becomes the previous list element with

respect to the pointed DO;

— "cyclic management" and the pointer is

— unset, then the new DO shall become the first element of the list;

— set, then the new DO shall be inserted such that it becomes the next list element with respect to

the pointed DO.

Furthermore, if the structure is of type "cyclic management" and after inserting the new DO into the
ordered list the number of instances is greater than the maximum value then the DO nearest to the end

of the

NOTE
insertq

NOTE

| R R R | - =l b el - DA | 1 111 P [ IR |
UTUTTTU IS IIdVIITG LIIT 54T Ldg d5 LITT TISTTLTU UIIT 51141l UT UTITLCU.

I  The rules for insertion of a new DO are such that with linear and cyclic managementa
d at any position in the ordered list.

b If the pointer is unset then the cyclic management behaves as the APPEND\RECORD for

structyre.

NOTE
of inst
ordere

NOTE
dynan

NOTE
the caj

If sevq
anyth

hnces has reached its maximum value then the rules imply that insefting a new DO has n
d list.

1 If the instances are explicitly numbered, the handling ‘of the instance number (se
ic.

b This version of the standard does not define how.the maximum number of instances c
d's interface.

ral DOs are transmitted, the command shall be aborted (SW1-SW2 = '6A80"), with
ng in the template referenced by curConstructedDO.

Table 100 — PUT'NEXT DATA command-response pair

hew DO can be

EFs with cyclic

B If the structure is of cyclic management and the pointer points to the last element apd the number

o effect to the

e Table 11) is

uld be seen at

out changing

A As defined in 5.4.1

S 'D8' or 'D9’

INS = D8’ See Tahlé 93, if the special value '00FF' is used the command data field c
%) - to be'added to the template referenced by curConstructedDO

ntains a DO

INS="'D9" |Fileidentifier or short EF identifier (see 11.5.1.2)

eld  [Present forencoding N, > 0

INS=/D8" |Data bytes according to P1-P2

ield

INS=)D9" |[One DO

ipld (Absent for encoding N, =0

Data Held

jald I Abhcant

TS CIe

SW1-Sw2

See Table 6 and Table 7 when relevant, e.g., '63CX' (see 11.5.1), '6581', '6700"', '6981/,
'6A80','6A81', '6A84', '6A85'

'6982', '6985/,

11.5.8 UPDATE DATA command

Table

101 shows the UPDATE DATA C-RP.
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Table 101 — UPDATE DATA command-response pair

CLA As defined in 5.4.1
INS 'DE' or 'DF'
See Table 93, if the special value '00FF' is used the command data field contains a
INS="DE" |concatenation of DOs to be processed within the template referenced by curCon-
P1-P2 structedDO
INS="DF' |File identifier or short EF identifier (see 11.5.1.2)
L.field [Presentfor encoding N, > 0, absent for encoding N, = 0 (see below)
INS = 'DE' Data bytes according to P1-P2,
Data field _ or ahsent to delete the value of 2 DO
INS ='DF'" |One DO
L. field |Absent for encoding N, =0
Data field [Absent
SW1-SW2 Jee Table 6 and Table 7 when relevant, e.g., '63CX' (see 11.5.1), '6581', '6700:)6981', '6982', [6985',
'6AB0', '6A81', '6A84', '6A85'

For each DO indicated in the data field, the command shall perform either:

the modi
ofaDOe

a)

1) one

if the
instg

2)

the delet
updating

b)

the creat
tag alrea

<)

Updating a p

To update a ¢
successively,
be modified,
DOs to be mo

NOTE Thi

11.5.9 com

fication of a DO, within the template referenced by curCornstructedDO; if several ins
Kist, and:

f them is the DO referenced by curDO, it shall be updated;

DO referenced by curDO is not one of the instances, this document does not define
nce of the DO is updated; or

jon of a DO's value field, with the samex¢onditions as above when several instances
a non-empty DO with an empty DO replaces the existing DO by an empty one; or

ion of a DO, within the template referenced by curConstructedDO, if no DO with the
ly exists.

imitive DO replaces the.existing DO by the transmitted DO.

onstructed DO (seeiF.3), all templates present in the transmitted DO shall be pro
starting with thedowest generation number. The DOs already present in the templat
hnd the DOs naof present in the template shall be created in the template. If one or s
dified are constructed, the procedure shall be repeated at the next generation, and 5

s update§ DOs within a constructed DO without the need to retransmit the whole construct

PARE DATA function

ances

which

exist;

same

ressed
b shall
everal
o on.

ed DO.

This function is supported by the COMPARE command (see 11.7.1).

11.6 Basic security handling

11.6.1 General

The security-related procedures, supported by the commands described in this clause, often involve an
ordered sequence including those commands, and commands described in ISO/IEC 7816-8. The use of
security attribute extensions (see 9.3.7.2) supports the description of such sequences at the interface.

The commands of this group reserve P1-P2 for referencing an algorithm and some related reference data
(e.g. akey). If there is a current key and a current algorithm, then the command may implicitly use them.
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P1 — Unless otherwise specified, P1 references the algorithm to use: either a cryptographic algorithm
or a biometric algorithm (see ISO/IEC 7816-11). P1 set to '00' means that no information is given, i.e.
either the reference is known before issuing the command, or the command data field provides it.

P2 — Unless otherwise specified, P2 qualifies reference data according to Table 102. P2 set to '00'
means that no information is given, i.e. either the qualifier is known before issuing the command, or the
command data field provides it. The qualifier may be for example a password number or a key number

or a short EF identifier.

Table 102 — Coding of the reference data qualifier in P2

b8 | hZ!lha!hS5 [b4 [b3 | b2 | bl Mpaning
O|PplO]JO]O0O]| 0|0/ O |Noinformationgiven
OV F|-1|-1-1-=-1~-1- |Globalreferencedata (e.g. MF specific password or key)
TV F | -1|-1-1-=-1-1 - |Specificreference data (e.g. DF specific password opkey)

-l kK| x| -1|-1-1-=-1- 100/(any other value is RFU)

-l F | - | x| x| x| x| x |Qualifier, i.e. number of the reference data-0r rumber of the §

ecret

NOTE A MANAGE SECURITY ENVIRONMENT command can set an algofithim reference and/o
reference data qualifier (see Table 52).

r a multi-byte

In thip group of commands, SW1-SW2 set to '6300' or '63CX -indicates that the verification failed,

'X'>=['0" encodes the number of further allowed retries. SWasSW2 set to '6A88' means “r
not fopind”.

11.6.2 INTERNAL AUTHENTICATE command

Table |103 shows the INTERNAL AUTHENTICATE C-RP. The command initiates the co
authentication data by the card using the chiallenge data sent by the interface device a
secret| (e.g. a key) stored in the card.

— Iffthe relevant secret is attached te the MF, then the command may be used to authent
ag a whole.

bference data

mputation of
hd a relevant

cate the card

— Iffthe relevant secret is attached to another DF, then the command may be used to authenlticate that DF.

Any syiccessful authentication may be subject to completion of prior commands (e.g. VERII
selectjons (e.g. the relevant secret).

The c3rd may record.the number of times the command is issued, in order to limit the num
uses df the relevant secret or the algorithm.

NOTE Theresponse data field can include data useful for further security functions (e.g. rand

'Y, SELECT) or

ber of further

om number).

Table 103 — INTERNAL AUTHENTICATE rnmmnnd-rncpnncn pair

CLA As defined in 5.4.1

INS '88'

P1-P2 |[See 11.6.1 and Table 102

L.field [Presentfor encoding N.> 0

Data field [Authentication-related data (e.g. challenge)

L. field [Presentfor encoding N,>0

Data field [Authentication-related data (e.g. response to a challenge)

SW1-SW2 See Table 6 and Table 7 when relevant, e.g. '6300' (see 11.6.1), '63CX' (see 11.6.1),'6581",'6700', '6982",
'6983’,'6984', '6A81', '6A82",'6A86', '6A88' (see 11.6.1)
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11.6.3 GET CHALLENGE command

Table 104 shows the GET CHALLENGE C-RP. The command requires the issuing of a challenge (e.g. arandom

number for a
voiceprints)

cryptographic authentication or a sentence to prompt for a biometric authentication using
for use in a security-related procedure (e.g. EXTERNAL AUTHENTICATE command). The

challenge is valid at least for the next command; this clause specifies no further condition.

Table 104 — GET CHALLENGE command-response pair

CLA As defined in 5.4.1
INS '84'
P1 Sele 11.6.1
p2 '09' (any other value is RFU)
L.field [ARBsentfor encoding N.=0
Data field |Afsent
L, field |Present for encoding N, >0
Data field [CHallenge
SW1-SW2 |Sele Table 6 and Table 7 when relevant, e.g. '6700', '6A86' (see 11.6.1)

11.6.4 EXTHRNAL AUTHENTICATE command

The function
attributes fof

This commal
Table 106 shq
the security
previously is

card and authentication data transmitted by the.interface device.

Any successf
may record u

The absence
retries (SW14
to '9000").

MUTUAL AUT
as EXTERNAL
command an
authenticati
interface de

NOTE
ISO/IEC 9798-

108

VICE¢

1

The command can be used for implementing authentication as specified in ISO/IEC 9798-2 and

s of this command can be performed only if the.security status satisfies the se
this operation.

curity

hd has several flavours. Table 105 shows¢the EXTERNAL AUTHENTICATE C-RP w
ws the C-RP of the MUTUAL AUTHENTICATE function. The command conditionally updates
status using the result (yes or no) of the computation by the card based on a challlenge
sued by the card (e.g. by a GET CHALLENGE command), a key possibly secret stored|in the

1l authentication requires the*use of the last challenge obtained from the card. Thg card
nsuccessful authentications (€.g. to limit the number of further uses of the reference|data).

of command data field may be used either to retrieve the number 'X' of further allowed
SW2 set to '63CX"),.0r to check whether the verification is required or not (SW1-S\W2 set

HENTICATE function — The MUTUAL AUTHENTICATE function uses the same functio
and INTERNAL AUTHENTICATE commands. It is based upon a previous GET CHALLENGE
d a key,possibly secret, stored in the card. The card and the interface device|share
-refated data, including two challenges: one issued by the card, another one issued py the

3.
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Table 105 — EXTERNAL AUTHENTICATE command-response pair

CLA As defined in 5.4.1
INS '82'
P1-P2 [See 11.6.1 and Table 102
L.field [Absent for encoding N, =0, present for encoding N.> 0
Data field |Absent or authentication-related data (e.g. response to a challenge)
L. field [Absent for encoding N,=0
Data field [Absent
SW1-sw2 See Table 6 and Table 7 when relevant, €.g. 6300 (see 11.6.1J, 63CX (see 11.6.1J, 65817]'6700','6982",
i '6983",'6984', '6A81', '6A82', '6A86, '6A88' (see 11.6.1)
Table 106 — Command-response pair for MUTUAL AUTHENTICATE function
CLA As defined in 5.4.1
INB '82'
P1-P2 [See 11.6.1 and Table 102
L.fipld [Present for encoding N.> 0
Data field [Authentication-related data
L. fipld [Present for encoding N, >0
Data field [Authentication-related data
SW1-$W2 See Table 6 and Table 7 when relevant, e.g. '6300" (see 11.6.1), '63CX' (see 11.6.1),'6581'1'6700", '6982",
i '6983','6984', '6A81','6A82', '6A86', '6A88"(see 11.6.1)
11.6.3 GENERAL AUTHENTICATE command

Table [L107 shows the GENERAL AUTHENTICATE C-RP. The command refines the EXTERNAL, I

MUTU
in the
outsid

While|

\L. AUTHENTICATE functions; namely, either an entity in the outside world authentic
card (INTERNAL AUTHENTIGATE function), or an entity in the card authenticates an
e world (EXTERNAL AUTHENTICATE function), or both (MUTUAL AUTHENTICATE funct

appropriate for authentication mechanisms involving challenge-response pairs, the E

INTERNAL AUTHENTICAFPE commands preclude authentication mechanisms involving witne

respo
Those|

The fu

1se triples [see fSO7IEC 9798 (all parts)[8]] and more generally multi-step authenticat
require two dr more GENERAL AUTHENTICATE C-RPs: such C-RPs may be chained (see

nction (€ither INTERNAL, or EXTERNAL, or MUTUAL AUTHENTICATE) can be perfor

NTERNAL and
htes an entity
entity in the
on).

XTERNAL and
ss-challenge-
on protocols.
5.3.3).

d only if the

security status satisfies the security attributes for this operation. Any successful authenptication may

be sulj
The rg

jeet'td completion of prior commands (e.g. VERIFY, SELECT) or selections (e.g. the relpvant secret).
sult’'(yes or no) of a control performed by the card may conditionally update the sefurity status.

The card may record the number of times the function is issued, in order to limit the number of further
uses of the relevant secret or the algorithm. The card may record unsuccessful authentications, e.g. to
limit the number of further uses of the reference data.
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Table 107 — GENERAL AUTHENTICATE command-response pair

CLA |Asdefinedin 5.4.1
INS '86' or '87'
P1-P2 |[See 11.6.1 and Table 102
L.field [Presentforencoding N.>0
Data field [Authentication-related data

L. field [Absentfor encoding N, = 0, present for encoding N, > 0

Absent (either due to the absence of L, field, e.g. the last command of an EXTERNAL AUTHENTICATE

fu ction oriftha nrocaccic abhortad) oy atbhantication volatad oo
HeHHoH- 0 Htre-pPrecessisasorteanorattiehtcatoh-Ferateatata

Sele Table 6 and Table 7 when relevant, e.g.'6300' (see 11.6.1), '63CX' (see 11.6.1),'6581','670016982',
'6983",'6984', '6A81','6A82', '6A86', '6A88' (see 11.6.1)

Data field

SW1-SW2

Table 108 — Dynamic authentication DOs for witness-challenge-response triples

Tag Value

'"7C' Sqt of dynamic authentication DOs with the following tags

'80" |Wiitness (e.g. one or more positive numbers less than the public modulus‘in use)

'81' |CHallenge (e.g. one or more numbers, possibly 0 less than the publiejexponent in use)

'82" |Rgsponse (e.g. one or more positive numbers less than the public modulus in use)

'83" |Cqmmitted challenge (e.g. the hash-code of a large random fiumber including one or more challg¢nges)

'84" |Aythentication code (e.g. the hash-code of one or more/data fields and a witness DO)

'85' |A public key for key agreement
'86" |Enjciphered data

'06" |OID (see text below)

'A0" |Idpntification data template

NOTE Undertgg'7C', ISO/IEC]JTC 1/SC 17 reserves any-ether DO of the context-specific class, if no OID specifies the dontext
otherwise.

When present, each data field shall contain an interindustry template referenced by tag '7C".

The default context of the GENERAL AUTHENTICATE command(s) regarding the cryptographic prptocol
in use is regyerved for witness=challenge-response triples (see C.2). In this case in the dypnamic
authentication template, the context-specific class is reserved for dynamic authentication DOs as|listed
in Table 108.

In this case respective-context specific DOs shall be sent in the C-RPs, embedded in a template with Tag
'"7C" (see Table 108).

If the GENERALAUTHENTICATE COMMAND(s) are used for a multi-step authentication protocol (see C.3),
the respectiveprotocot-OtBoratgorithmreference beingassociated-withan 61b-shaltbe-included in a
preceded MANAGE SECURITY ENVIRONMENT command (see 11.6.11) in the AT and/or shall be contained in
the template with Tag '7C' indicating the protocol specific interpretation of the additionally embedded
context specific DOs sent in the C-RPs.

For the default context, the following rules apply within the interindustry template for dynamic
authentication.

— Ifa DO is empty in a template, then it shall be complete in the template in the next data field.

— In the first command data field, the template indicates the dynamic authentication function as
follows.

— A witness request, e.g. an empty witness, denotes an INTERNAL AUTHENTICATE function.
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— A challenge request, e.g. an empty challenge, denotes an EXTERNAL AUTHENTICATE function.

— The absence of empty DO denotes a MUTUAL AUTHENTICATE function. Then unless the card
aborts the process, the template in the response data field shall contain the same DOs as the
template in the command data field. The MUTUAL AUTHENTICATE function allows two entities
to agree on a session key using a pair of “exponential” data elements referenced by tag '85' (see
key agreement techniques in ISO/IEC 11770-3[13]),

The dynamic authentication may protect data fields exchanged during a session. Both entities maintain
a current hash-code, updated by including one command or response data field at a time. The DO'84'
conveys an authentication code resulting from updating the current code by including a witness DO'80".
The verifier successively reconstructs a witness and an authentication code: if the reconstructed
witnegs is not 0 and if the two codes are identical, then the authentication is successful.

For the default context, C.2 illustrates GENERAL AUTHENTICATE C-RPs for implementifng INTERNAL,
EXTERNAL and MUTUAL AUTHENTICATE functions, with extensions to data field authientication and key
agreement.

11.6.6 VERIFY command

Table 109 — VERIFY command-respense pair

CLA As defined in 5.4.1
IN§ '20"or 21"

'00' Normal operation

P1 'FF' set verification status to “not verified”, see last paragraph of this clapise

any other value |RFU
P72 See Table 102
L.figld [Absent for encoding N, =0, presentfor encoding N.> 0
INS ='20' Verification datad-or absent
INS ='21" Verification'data DO, and, conditionally, extended header list
L. field [Absent for encoding N, =20

€

Data flield

Data flield |Absent

See Table 6 andIable 7 when relevant, e.g. '6286','6300' (see 11.6.1), '63CX' (see 11.6.1)} '6581','6700",
'6982','69831.'6984", '6A81', '6A82', '6A86', '6A88' (see 11.6.1)

SW1-§w2

Table [109 shows the VERIFY C-RP. The command initiates the comparison in the card of stofed reference
data with verification data sent from the interface device (e.g. password) or from a sensdr on the card
(e.g. fingerprint). The security status may be modified as a result of a comparison. The canjd may record
unsucfessful*comparisons (e.g. to limit the number of further uses of the reference data).

If INS E20° the command data field isnormally present for conveying verification data e absence of
command data field is used to check whether the verification is required (SW1-SW2 = '63CX"' where 'X'
encodes the number of further allowed retries), or not (SW1-SW2 ='9000").

If INS = '21', the command data field shall convey a verification data DO (e.g. tag '5F2E', see
ISO/IEC 7816-11), normally not empty. The presence of an empty verification data DO and an extended

header list (tag '4D’, see 8.4.5) expresses that the verification data come from a sensor on the card. The
extended header list references the verification data DO.

With both INS values, P1="FF' shall only be used with L_.and command data field absent. The command
shall set the verification status of the relevant reference data as "not verified".
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11.6.7 CHANGE REFERENCE DATA command

Table 110 shows the CHANGE REFERENCE DATA C-RP. The command either replaces reference data
stored in the card with new reference data sent from the interface device, or initiates their comparison
with verification data sent from the interface device and then conditionally replaces them with new
reference data sent from the interface device. It can be performed only if the security status satisfies
the security attributes for this command.

Table 110 — CHANGE REFERENCE DATA command-response pair

CLA |Asdefinedin5.4.1

INS "24or 25"

P1 ‘00" or '01' (any other value is RFU)
p2 Sefe Table 102

L.field [Present for encoding N,.> 0

INK = 124" P1="00" |Verification data followed without delimiter by new reference data
- P1="01 New reference data
Data field
INK = 25" P1="00" |Verification data DO followed by new reference data’DO
B P1="01" |New reference data DO

L. field [Absent for encoding N, =0

Data field |AQjsent

SW1-SW2 Sefe Table 6 and Table 7 when relevant, e.g. '6300' (see 11.6.1), '63CX' (see 11.6.1),'6581','6700', 16982,
'6983','6984', '6A81','6A82', '6A86', '6A88' (see 11.6.1)

11.6.8 ENAILE VERIFICATION REQUIREMENT command
Table 111 slhows the ENABLE VERIFICATION REQUIREMENT C-RP. The command switches dn the

requirement fo compare reference data with verification data. It can be performed only if the security
status satisfig¢s the security attributes for this command.

Table 111 — ENABLE VERIFICATION REQUIREMENT command-response pair

CLA [Aqdefinedin 5.4.1
INS 28’
P1 ‘00" or '01' (any othep value is RFU)
P2 Seje Table 102
L.field [ABsent for éncoding N, =0, present for encoding N.> 0
P1="00" Verification data
Pl =01’ Absent
L. field |Absent for encoding N, =0

Data field

Data field |Absent

SW1-SW2 See Table 6 and Table 7 when relevant, e.g. '6300' (see 11.6.1), '63CX' (see 11.6.1),'6581', '6700", '6982",
'6983','6984', '6A81', '6A82', '6A86', '6A88' (see 11.6.1)

11.6.9 DISABLE VERIFICATION REQUIREMENT command
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Table 112 — DISABLE VERIFICATION REQUIREMENT command-response pair

CLA As defined in 5.4.1
INS '26'
P1 ‘00", '01" or 100xxxxx where xxxxx is a reference data number (any other value is RFU)
P2 See Table 102
L.field [Absent for encoding N, = 0, present for encoding N> 0
P1="00"or P1=100x xxxx |Verification data
Data field
P1="01 Absent
L, field |Absent for encoding N, =0
Dataffield [Absent
SW1kw2 See Table 6 and Table 7 when relevant, e.g. '6300' (see 11.6.1), '63CX' (see 11.6.1),/'6581'] '6700','6982',
'6983','6984', '6A81', '6A82', '6A86', '6A88" (see 11.6.1)
Table |112 shows the DISABLE VERIFICATION REQUIREMENT C-RP. The ,omimand swifches off the
requifement to compare reference data with verification data, and possibly switches on thq requirement

to compare other reference data with verification data. It can be performed only if the sgcurity status

satisfies the security attributes for this command.

11.6.10 RESET RETRY COUNTER command

Table [113 shows the RESET RETRY COUNTER C-RP. The cofimand either resets the referernce data retry
counter to its initial value, or changes reference datayon completion of a reset of the re¢ference data
retry pounter to its initial value. It can be performed only if the security status satisfieg the security

attribpites for this command.

Table 113 — RESET RETRY COUNTER command-response pair

CH{A As defined in 5.4.1
INS '2C" or 2D’
PiL '00','01",'02" or '03' (any,other value is RFU)
Pp See Table 102
L.fleld |Absent for encoding N, = 0, present for encoding N> 0
Bl ='03" |Absent
INS < 2C P1="00" |Resetting code followed without delimiter by new reference ¢lata
P1="01" |Resetting code
Datalfield P1="02" |New reference data
P1="03" |Absent
e e |P1="00" [Resetting code DO followed by a new reference data DO
ST Ip1=ror Resetting code DO
P1="02" |New reference data DO
L. field |Absent for encoding N,=0
Data field [Absent
SW1-SW2 See Table 6 and Table 7 when relevant, e.g. '6300' (see 11.6.1), '63CX' (see 11.6.1),'6581','6700",'6982',
'6983','6984", '6A81', '6A82', '6A86', '6A88' (see 11.6.1)

© ISO/IEC 2020 - All rights reserved 113


https://iecnorm.com/api/?name=9edac6a1c0ba6e43131675bc38584d5a

ISO/IEC 7816-4:2020(E)

11.6.11 MANAGE SECURITY ENVIRONMENT command

Table 114 shows the MANAGE SECURITY ENVIRONMENT C-RP. The command prepares secure messaging
(see Clause 10) and security commands (e.g. EXTERNAL, INTERNAL and GENERAL AUTHENTICATE, see also
PERFORM SECURITY OPERATION in ISO/IEC 7816-8). The command supports the following functions:

— SET, i.e. setting or replacing one component of the current SE (see 10.3.3);

— STORE, i.e. saving the current SE under the SEID given in P2;

— RESTORE, i.e. replacing the current SE by an SE stored in the card and identified by the SEID
given in P2;

— ERASE, i.¢. erasing an SE stored in the card and identified by the SEID given in P2;

— RESET, i.€

— GET SE, i.g. retrieving all control reference DOs pertaining to the current SE;

— GET CRT,

KEY DERIVAT|

the card contjaining the master key. Table 117 shows the usage of the MANAGE SECURITY ENVIRON

command for

in the card (otherwise, the MANAGE SECURITY ENVIRONMENT command can additionally select a k
an algorithm).

NOTE Depending on the algorithm reference, the data for deriving a key from a master key can be

the input data
SECURITY ENV

.restoring the default SE after DF or application DF selection;

.e. retrieving one control reference template pertaining to the curréntSE.

10N function — The usage of a master key concept may require’the derivation of a

deriving a key. It is assumed that the master key and the algorithm are implicitly se

of the subsequent command (e.g. EXTERNAL AUTHENTICATE). In this case the usage of the M
RONMENT command for deriving the key is not aecessary.

Table 114 — MANAGE SECURITY ENVIRONMENT command-response pair

key in
MENT
lected
by and

part of
ANAGE

CLA Ap defined in 5.4.1

INS "2’
P1 S¢e Table 115
P2 S¢e Table 116
L.field |Apsent for encoding N, 5 0,-present for encoding N, > 0
Data field GET, STORE, RESTORE, BRASE, RESET |Absent
SET Control reference DOs
) SET, STORE, RESTORE, ERASE, RESET  |Absent for encoding N, =0
L field GET Present for encoding N, > 0
GETSE Concatenation of control reference DOs
Data field |GET€RT Onre-controtreferencetemptate
other Absent

SW1-SW2 |See Table 6 and Table 7 when relevant, e.g. '6600', '6987','6988, '6A88' (see 11.6.1)

114
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Table 115 — Coding of P1 in the MANAGE SECURITY ENVIRONMENT command

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
- -1 -11|-1=-1-1] - |Secure messagingin command data field
- -1 -1|-1~=-1~-1]- |Secure messaginginresponse data field
-1 |-|-1-1-1]-1] - |Computation, decipherment, internal authentication and key agreement
1| - - - - - - - |Verification, encipherment, external authentication and key agreement
- - - -10}10]0]|1]|SsET
1|1|1|1|0|0|1]| 0 |STORE
1| 1] 1]1]0]0] 1] 1 |RESTORE
1(p|1(1])0|1|1]|1 [RESET
1 |L|{1]1]0|1]| 0] 0 |ERASE
O|p|O|JO0O|1|0|O0]|O0 |GETCRT
O[pjO|O|O0O]|O0O]|O0]|O [GETSE
NOTE | Any other value is RFU.

Table 116 — Coding of P2 in the MANAGE SECURITY ENVAIRONMENT commarnd

Valpe Meaning
'XX' SEID with from interval ['01'.. 'FE'] without 'EF' (see 10:4.4) if P1 indicates STORE, RESTORE or ERASE
ﬁ‘: gi Tag of CRT with the meaning from Table 55 presenttin the command data field
ot . |if P1 indicates SET or GET CRT
B6', |B8
‘09’ if P1 indicates GET SE or RESET

NOTE | Any other value is RFU.

Table 117 — Command-response pair for KEY DERIVATION function

CLA As defined in 5.4.1
IN§ '22'
P1 'X1' (SET, see Table 115)

CRT tag (e.g. 'A4' if an EXTERNAL AUTHENTICATE follows, or 'B4' if a VERIFY CRYPTOGRAPHIC CHECKSUM
follows)

P

L.field [Presentfor(encoding N.> 0

Data flield [{'94' - L~=Data for deriving a key (mandatory)}; SM DOs may be present
L, figld |Absentfor encoding N,=0

Data flield {Absent
SW1-§W.21|See Table 6 and Table 7 when relevant, e.g. '6600','6987", '6988, '6A88' (reference datanot found)

11.7 Miscellaneous

11.7.1 COMPARE command

Table 118 shows the cOMPARE C-RP. The command initiates a comparison of comparison data with
reference data, which will be either the value of a primitive DO, or the contents of a record, or the
contents of a DataString. The reference data may be set by execution of SELECT DATA command with a
general reference template or addressed by cOMPARE command with a general reference template (see
Table 94). The card shall interpret any individual element relevant for the comparison as a binary coded
number. When an interval is provided in the command or response data, the endpoints of that interval
shall have the same type as the data to which they are compared.
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Table 118 — COMPARE command-response pair

CLA As defined in 5.4.1
INS '33'
'00' COMPARE BINARY function, reference value is located in an EF supporting data units
P1 '01' COMPARE RECORD function, reference value is located in an EF supporting record
'02 COMPARE DATA function, reference value is located ina DO
other RFU
Operation qualifier (for details see below)
'00' comparison defined by OID
'01' equal
'02' greater than
'03' less than
'04' not equal
Pz '05' element of interval [lowerEndpoint, upperEndpoint]
'06' not element of interval [lowerEndpoint, upperEndpoint]
'07' the reference value shall belong to the set of finite values'defined by the commarld
'08' the reference value shall not belong to the set of finite values defined by the command
[109'.."7F"] |RFU
['BO"..'FF'] |Proprietary
L.field |Presentfor encoding N.>0
DP'06' OID conditional, present if and only if P2="00:
General reference template DO'60' as'déefined in Table 94.
Cbndition- |DO'78' followed by a DO with a’tag '70' to '72' or tags '74' to '77' (see 8.3.5), npsting
Data field |alchoice |application defined DOs for referéncing the target of the command.
bgtween  |QObject locator DO'7F72' ag-defined Table 38
Wrapper DO'63' (see 8.4:8).
The data field optionally ends with comparison data encapsulated in DO'53' or DO'73'
L. field |Apsent for encoding N, = 0, or,present for encoding N, > 0
Data field |Apsent or present (see:helow)
SW1-SW2 |S¢e Table 6 and Table.7 when relevant, e.g. '6282','6340', '6982'

The comparig
— either trg

— or know1|1 by the card.

on data shall-be:

nsmittedin the command data field,

By definition the reference value is the number coded in the reference data and the comparison value is
the number coded in the comparison data.

The function of the command (COMPARE BINARY or COMPARE RECORD or COMPARE DATA) shall be coded
in P1 set to the values '00', '01', '02' respectively.

The type of the operation is defined by P2 (operation qualifier):

— P2 ="00" the comparison function is defined by an OID DO'06' in the data field.

— P2 ="01" the comparison is successful if the reference value is equal to the comparison value.

— P2 ="02" the comparison is successful if the reference value is greater than the comparison value.

— P2 ="03": the comparison is successful if the reference value is less than the comparison value.

116
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— P2 ="04": the comparison is successful if the reference value is not equal to the comparison value.

— P2 ="05"the comparison is successful if the reference value is within the closed interval defined by
the command.

— P2="06"the comparison is successful if the reference value is not within the closed interval defined
by the command.

— P2 ="07": the comparison is successful if the reference value is element of the finite set of values
defined by the command.

— P2 ="08"the comparison is successful if the reference value is not element of the finite set of values

d f fillCd by t}lﬁ LUlllllldlld.
— P2 values from interval ['09' .. '7F'] are RFU.
— P2 values from interval ['80' .. 'FF'] are proprietary.

The r¢sult is indicated by the status bytes in the command response. SW1<SW?2 set to '63
that the comparison is unsuccessful.

If the
— 0

— 0
sh

— 0
b

When
'06". V]
intervj
compz

11.7.2

Table
of the
respe
If an H

locator template:The respective attribute may be related to a dedicated security enviro

dedic{
BER-T

interval; the second DO'80' shall contain the uppefendpoint of the interval;

Comparison data is given in the command data field, then for R2@€quals
1' or '02' or '03' or '04' the value shall be given in the valu€field of DO'53";

5' or '06' the closed interval shall be provided in the value field of DO'73’; in this cal
all contain nothing but two DOs'80"; the first DO'80' shall contain the lower en

7 or '08' the set shall be provided in the valuefield of DO'73"; in this case each value g
 given in the value field of a DO'53".

the command is successful, an optienal response data field may be present wh
Vhen present, it shall be the concatenation of two DO'80" defining the endpoints
al within which one element matches (P2="05") or within which no element matches
irison data.

GET ATTRIBUTE cominand

referenced security object, if the access conditions for the respective operations are
‘tive security.object shall be referenced by a data object locator in the data field of
F or a DO is referenced by the command an empty attribute reference is mandatory

ited service provided by the referenced security object. The relevant attribute is j
v object in the data field of the response APDU.

40' indicates

se the DO'73'
dpoint of the

fthe set shall

en P2="05" or
of the closed
(P2='06") the

119 shows the GETSATTRIBUTE C-RP. The command GET ATTRIBUTE retrieves one object attribute

satisfied. The
he command.
in the object
hment or to a
etrieved as a
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Table 119 — GET ATTRIBUTE command-response pair

CLA  [Asdefinedin 5.4.1
INS '34' or '35'
P1-P2 |'0000'
L.field |Presentfor encoding N.>0
Data field INS ='34" |Value field of object locator DO’7F72’ (see Table 38)
INS='35 |Objectlocator DO'7F72' (see Table 38)
L. field |Present for encoding N, >0
Data field | Aftribute coded in BER-TLV
SW1-SW2 [Sde Table 6 and Table 7 when relevant

11.8 Transmission handling

11.8.1 GET
Table 120 shd

RESPONSE command

ws the GET RESPONSE C-RP. The command transmits (part of) feSponse APDUs (see

Table 120 — GET RESPONSE command-response pair

5.3.4).

CLA |Aqdefinedin5.4.1
INS 'c’
P1-P2 ['0p00' (any other value is RFU)
L field [ARBsentfor encoding N.=0
Data field |Ahsent
L, field [Present for encoding N, >0
Data field [ABsent in any error case, or (part of).a response APDU according to N,
SW1-SW?2 See Table 6 and Table 7 when relevant; e.g. '61XX' ("XX' encodes the number of extra bytes still avgilable
by a subsequent GET RESPONSE){'6281','6700', '6A81', '6A82', '6A86', '6CXX'
11.8.2 ENVELOPE command

Table 121 sh|

transmits a payload whichishall be a command APDU.

NOTE 1

With INS=
Particular us

Thd

description from ISO/IEC 7816-4:1995 is moved to ISO/IEC 7816-3.

'C
Ps.are:

B', the)command, or a chain of such commands transmits a payload which shall be

ows the ENVELOPE C-RP. With INS = 'C2', the command, or a chain of such comimands

a DO.

— When the DO is DO'52' (command to perform), it has the same functionality as 'C2', except that the
response shall be a concatenation of DOs. If the response specified by the nested command is not, it
shall be nested in DO'53".

When the DO is DO'06' (object identifier), the success of the command (SW1-SW2 ='9000") means

that the card is ready to start a procedure defined by the document referenced by this object
identifier. This procedure, or script, shall comply with the standard APDU syntax. The end of the
procedure shall be defined in the procedure.

EXAMPLE 1

118

In order to use IP datagrams at the interface, the specification referred to by the OID defines the
encapsulation of those datagrams in command and response payloads.
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EXAMPLE 2 In order to use at the interface the command syntax derived from the API defined by [1], the BER-
TLV marshalled requests and confirmations (payloads), also defined in [1], are encapsulated in the command
data fields of ENVELOPE C-RPs with INS="C3".

NOTE 2  Annex B shows the usage of the ENVELOPE command for secure messaging.

Table 121 — ENVELOPE command-response pair

CLA As defined in 5.4.1
INS 'C2'or 'C3'
P1-P2  |'0000' (any other value is RFU)
L. ffeld[PresentTfor encoding N, > U
INS ='C2' (Part of) a command APDU
INS="C3' DO or DO fragment
L. fleld [Absent for encoding N, = 0, present for encoding N, > 0

e

Data ffield

Dataffield |(Part of) aresponse APDU (INS ='C2"), or (parts of) DO'53" (INS = '€8*with DO'52"), qr absent
SW1-SW2 |See Table 6 and Table 7 when relevant, e.g. '6700'

12 Application-independent card services

12.1 [General

The pprpose of card services is to provide interchange mechanisms between a card and an interface
devicg¢ knowing nothing about each other except'‘that they both comply with this do¢gument. Card
servides result from any combination of historical bytes (see 12.2.2), the contents of EF.DIR and EF.ATR/
INFO (see 12.3.2 and 12.3.3) and sequences of'‘commands. Unless otherwise specified, ev¢ry command
APDU|uses CLA set to '00’, i.e. no command.ghaining, no secure messaging and the basic logical channel.

There|is no need for an application to comply with this clause once it has been identified and selected
in the| card. An application may usé&ether mechanisms compatible with this document [for achieving
similalr functions. Therefore such-solutions may not guarantee interchange.

Interipdustry information may-also be recovered by the commands sent on additional logical channels
than the basic logical chafinel. Furthermore in such commands any N, may be used. Thiq statement is
relatefl to the paragraphybefore as well as the information retrieval in 12.2.2.1, 12.2.3, 12.3.2, 12.3.3
and 12.5.

12.2 [Card identification

12.2.1 General

This service allows the interface device to identify the card and to deal with it. The historical bytes (see
12.2.2) provide a generic support to card identification. The card provides information to the outside
world on its logical content directly, e.g. through the card service data byte (see Table 124), and/or
indirectly, e.g. through the initial access data (see 12.2.2.6) indicating an access to a file implicitly
selected immediately after enabling a physical interface (see 5.1). Consequently, the data available at
this point, i.e. the initial data string (see 12.2.3), may not be subsequently retrievable. The waiting time
management provides the information regarding application waiting time to the outside world (see
12.2.4).
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12.2.2 Historical bytes

12.2.2.1 Purpose and retrieval

The historical bytes (string of up to 15 bytes, as defined in ISO/IEC 7816-3) indicate operating
characteristics of the card. When a card answers to reset, the Answer-to-Reset may contain
historical bytes.

When the physical interface does not allow a card to answer to reset, e.g. if it is accessed by Universal
Serial Bus or by radio frequency, the GET DATA command (see 11.5.3) may retrieve:

— historical bytes as the value of DO'5F52". The command APDU js: '00CA 5F52 OF'. For practical use,
DO'5F52] should belong to the template referenced by curConstructedDO after enabling a(pljysical
interface|(see 5.1).

— the Answer-To-Reset as the value of DO'5F51". The command APDU is: '00CA 5F51 20 For practical
use, DO'SF51' should belong to the template referenced by curConstructedDOcdfter enalling a
physical |nterface (see 5.1).

12.2.2.2 Strpcture and COMPACT-TLV data objects

The first hist
or '8X’, then
proprietary fi

If the first hi{

'00' the q
followed

orical byte is the “category indicator byte”. If the category indicator byte is set
Table 122 summarizes the format of the historical bytes. Any other value indic
pbrmat.

torical byte is set to:

emaining historical bytes shall consist of optional consecutive COMPACT-TLV data g
by a mandatory status indicator (see 12.2,2.11);

'80' the 1
the last

n
Any interind(]lstry DO consisting of a tag field, set to '4X’, a length field set to '0Y' and a value fie

bytes can be
header” and 4

Any interindyistry data element defined hereafter (see 12.2.2.3 to 12.2.2.10) may be present in EF

INFO (see 12
field set to 'O

emaining historical bytes shall consist of optional consecutive COMPACT-TLV data o
e may carry a status indicator in, COMPACT-TLV format (see 12.2.2.11).

converted into a COMPACT-TLV data object consisting of a byte set to 'XY' called “co
| value field of Y bytes.

3.3). If present in.ERATR/INFO, it shall appear in a DO, i.e. a tag field set to '4X’, a
(' and a value field-of Y bytes.

Table 122 — Category indicator byte

o '00’

ates a

bjects

hjects;

dofY

mpact

.ATR/
ength

Value Meaning

'00' A dtatusindicator shall be present as the last three historical bytes (see 12.2.2.11)

'80' A statusinmdicatormmay be presentimracomeac T=Trvdataobject{one; twoorthreebytes;seet2:2.2.11)
'81'to [RFU

'SF'

this document.

NOTE 1 Any other value indicates a proprietary format.
NOTE 2 ISO/IEC 7816-4:2005 defined another category indicator byte ‘01’ with a coding and meaning outside the scope of

In this document this value is part of the proprietary format.

12.2.2.3 Country or issuer indicator

Referenced by a compact header set to either '1Y' or '2Y", this interindustry data element is a country or
issuer indicator (see also tags '41' and '42' in Table 17). Table 123 shows the country or issuer indicator.

120
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Table 123 — Country or issuer indicator

Compact header Value
"1y’ Country code (see ISO 3166-1[21) and optional national data
2Y' Issuer identification number (see ISO/IEC 7812-1[3]) and optional issuer data

A country indicator consists of a country code (three quartets with values from '0' to '9', see
1SO 3166-1[2]) followed by subsequent data (at least one quartet). The relevant national standardization

body

shall choose those subsequent data (odd number of quartets).

An issuer indicator consists of an issuer identification number (see ISO/IEC 7812 1[31) possibly followed

12.2

2.4 Application identifier

encoding, e.g. a

Refergnced by a compact header set to 'FY’, this interindustry data element is an applicafiion identifier

(AID,

12.2

.3.5 Card service data

cee 12.3.4, see also tag '4F' in Table 17). If present in the historical bytes or in tHe initial data
string| (see 12.2.3), an AID denotes an implicitly selected application (see 12.3.6.2).

Refer¢nced by a compact header set to ‘31, this interindustry data element indicates methods available
in the[card for supporting services described in thisclause. Table 124 shows the card servjice data byte.
If present in the historical bytes or in the initiakdata string (see 12.2.3), the card servjice data byte

indicates whether EF.DIR and/or EF.ATR/INFO{see 12.3.2 and 12.3.3) are present or no,
4 them. The absence of card service data-byte in the historical bytes and in the initipl data string
indicaltes that the card supports only the implicit application selection (default value).

acces

Table 124:-- Coding of the card service data byte

k, and how to

b8 | h7 | b6 | b5 | b4 | b3 | b2 | b Meaning

x| kK| -1-1|-1-1-[1" |Application selection
1| F | -1-1-1] -] - |— byfullDFname
-\l -1-1-4%-1-|— bypartial DF name
-l F | x| x |«aN - | - | - |DOsavailable
-l Fl1|,~4-]|-]-1]-|— InEFDIR(see12.3.2)
- F | eI - | -] - | - |— inEF.ATR/INFO (see 12.3.3)
- b4~ - | x| x| x| - |EF.DIRand EF.ATR/INFO access services
- 1——0—+0 by-theREAD-BINARY-contnand-(transparent-structure}
- -|-1]1-10]01] 0] - [— bytheREADRECORD (S) command (record structure)
-|-1-1-10|1]0] - |— bytheGETDATA command (BER-TLV structure)
BB
- -1-1|1-1-1-1-10 |Cardwith MF
-l -1-1-1-1-1-11 |Cardwithout MF

12.2.2.6 Initial access data

Referenced by a compact header set to '4Y', this interindustry data element indicates a command APDU
assumed to be the first command after enabling a physical interface (see 5.1). The command APDU is

speci

fied in 12.2.3.
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12.2.2.7 Card issuer's data

Referenced by a compact header set to '5Y', this interindustry data element is not defined in
ISO/IEC 7816 (all parts)[4]. The card issuer defines a length, a structure and a coding.

12.2.2.8 Pre-issuing data

Referenced by a compact header set to '6Y', this interindustry data element is not defined in
ISO/IEC 7816[4l. The card manufacturer defines a length, a structure and a coding for a card
manufacturer, an integrated circuit name, an integrated circuit manufacturer, a ROM mask version,
an operating system version, etc. This interindustry data element may contain an integrated circuit

manufacturepidentifier{seelSOHEC7816-63-

12.2.2.9 Carnd capabilities

Referenced bl a compact header set to '71','72" or '73’, this interindustry data element consists of up to
three softwafe function tables. If the length of the data element is

— one byte) then the data element shall consist of the first software functiontable (see Table 125);

— two bytes, then the data element shall consist of the first software function table as first byte (see
Table 125) and the second software function table as second byte (seeTable 126);

— three byfes, then the data element shall consist of the first software function table as firgt byte
(see Table 125), the second software function table as secofid byte (see Table 126) and thq third
software| function table as third byte (see Table 127).

Content of th¢ software function tables:
— The first[software function table indicates selectiefi‘methods supported by the card.

— The second software function table is the “data coding byte”. The data coding byte may also be
present ds the second byte in the file CP reférenced by tag '82' (see Table 11).

— The third software function table indicates the ability to chain commands, to handle extenfled L,
and L, figlds and to manage logical ¢hannels.

Table 125 — Coding of the first software function table (selection methods)

b8 | b7 | b6 ||b5 | b4 | b3 | b2-'b1 Meaning
x| x| x|[x | x| -J%- - |DFselection (see 7.3)
1| -1-1-1-|7T-|-|— Dbyfull DF name

11 --| =1 -| - |— bypartial DF name

-l - 1|2 -] - | - |— Dbypath

- - - 1 - - - - 1 hy file identifier

-l -1 -1-111]-1-1 - |lmplicit DF selection

- | -1]-1-1-11211] -1 - |ShortEF identifier supported

- -1]-1-1=-1-111] - |Record number supported

- | -1-1-1=-1-1-11|Recordidentifier supported
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Table 126 — Coding of the second software function table (data coding byte)

b8 b7 | b6 | b5 (b4 | b3 | b2 | bl Meaning

1) -1]-1|-1-1-1-=-1- |EFsof BER-TLV structure supported

- - - - - |Behaviour of write functions

- - - - - |— One-time write

— Proprietary
-1 -1-1-1-]— WriteOR
-1 -1-1-1-|— WriteAND

Data unit size in quartets (from one to 32 768 quartets, i.e. 16 384 bytes)
(power of 2, e.g. 0001 = 2 quartets = one byte, default value)

-l F |- x| -1]-1 -1 - |Value 'FF' for the first byte of BER-TLV tag fields (see8.1n.2)
-k -1O0f-1]-1|-1-[— Invalid (used for padding, default value)

= OO X
'
'
'
'
1

-kl -21]|-1]-1|-1-|— Valid(longprivate tags, constructed encoding)

Table 127 — Coding of the third software function table
(command chaining, length fields and logical channels)

b8 | B7 [ b6 [ b5 | b4 | b3 | b2 | bl Meaning
1(F|-1-1-1|-1-1|- |Commandchaining (see 5.3.3)
-k -|-1]-1]-]|-] - |ExtendedL. andL,fields (See 5.1)
-|F|l2|-1]-1]-1|-1|- |ExtendedLength Information in EF.ATR/INFO
-|F ] -|x|x]|-|-| - |Logical channel number assignment (see 5.4.2 and 11.2)
-l -1 - | -1| - |— bythecard

-l F |- 1| -] - | - |— bytheinterface device

-lF|-10] 0] - |- - |Onlybasiclogical channel available

Maximiim number of logical channels (see 5.4.1)

- - - - - |y |z |t |—=Cyzandtnotallsetto 1l means4y+2z+t+l,i.e. from one tp seven

7 y=z=t=1means eight or more

12.2.2.10 Application Family Identifier

Refer¢nced by a compact’header set to '91', this interindustry data element consists of ong byte defined
in ISOJIEC 14443-34k;

12.2.2.11 Status indicator

If the ¢ategery indicator byte is set to '00’, then the last three historical bytes shall be a stdtus indicator,
namely acard LCS (1 byte) followed by two processing status bytes denoted SW1-SW2.

If the category indicator byte is set to '80', then an interindustry data element referenced by a compact
header set to '81, '82' or '83' may be present as a status indicator on one, two or three bytes (any other
length is RFU) at the end of the historical bytes.

— Ifthe length is one, then the data element is a card LCS.
— Ifthe length is two, then the data element is SW1-SW2.
— Ifthe length is three, then the data element is LCS followed by SW1-SW2.

LCS shall be interpreted according to 7.4.10 and Table 15; the value '00' indicates that the status is not
reported. SW1-SW?2 shall be interpreted according to 5.6, Table 6 and Table 7; the value ‘0000’ indicates
that the status is not reported.
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12.2.3 Initial data string recovery

Referenced by a compact header set to '4Y' in the historical bytes (see 12.2.2) or by tag '44' in EF.ATR/
INFO (see 12.3.3), the interindustry data element called “initial access data” indicates a command APDU.

— Ifthelengthis one, then the command APDU is a READ BINARY command (see 11.3.3) as follows: CLA
INS P1 P2 set to '00B0 0000' and an L, field set to the first and only byte of initial access data.

— Ifthe length is two, then the first byte of initial access data indicates the structure (bit b8) and the
short EF identifier (bits b5 to b1) of the EF to read, according to Table 128.

— If bit b8 of the first byte is set to 1, then the command APDU is a READ BINARY command (see
11.3 Byasfoltows€EAINS setto 00BO I the bits b5 tobtareset to 00000 then Ptshathbe set
to '0D' otherwise P1 shall be set to the first byte of initial access data, P2 set to '00'-ang an L,
field[set to the second byte of initial access data.

— Ifbit|b8 of the first byte is set to 0, then the command APDU is a READ RECORD/(s)'Commarld (see
11.43) as follows: CLAINS P1 setto '00B2 01', P2 consisting of bits b8 to b4 set'to bits b5 tp bl of
the first byte of initial access data (indicating an EF referenced by curEF ot ashort EF ideritifier)
and bits b3 to bl set to 110, and an L, field set to the second byte of initial access data.

— Ifthe lenpth is five or more, then the command APDU consists of the Y.bytes of initial access flata.

The commanfl APDU shall be submitted to the card. If the process is completed, then the responsfe data
field is a stripg of interindustry DOs every application might be interested in, called the “initigl data
string”.

Table 128 — Coding of the first byte of initial aceess data when the length is two

b8 (b7 |b6 | b5 | b4 | b3 | b2 | bl Meaning
x| -1|-11-1-1-1-1 - |EFstructure
Of-1]1-1-1-1-1-4¢ |Recordstructure
1(-1{-1-1-1+-1~4T- |Transparentstructure
X | x| -1]-1<|™ | - |00 (any other value is RFU)
0| OO | O O |CurrentEF
not'all equal Short EF identifier

12.2.4 Waitjng time management

12.2.4.1 General

The waiting fime-management service provides the information regarding application waiting time
depending o1} respeéctive cases, e.g. each command, each operation, and each amount of data. Byl using
this informatlionyan application on an IFD detects an unresponsive ICC without any negotiation] as an
alternative to using a single waiting time defined on a transmission protocol (See ISO/IEC 7816-3 and
ISO/IEC 14443-4).

The application waiting time is the maximum delay between the leading edge of a character transmitted
by an ICC and the leading edge of the previous character transmitted by an IFD.

This information is available under application waiting time management information DO‘7F75‘ in
the EF .ATR/INFO and/or in the FCI of any application DF. Table 129 indicates four formats for this
information.

The rationale for handling the waiting time defined in ISO/IEC 7816-3 in correlation with the execution
time information by an application on an IFD is out of the scope of this document. Annex I shows an
example of waiting time extension procedure defined in ISO/IEC 7816-3 and application waiting time
procedure defined in 12.2.4.
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Table 129 — Application waiting time data objects under application waiting time management

information DO‘7F75¢

Tag | Length Value

‘811 Var. |Application waiting time management information in compact format

‘Al Var. |Application waiting time management data elements in expanded format
‘82° Var. |Application waiting time management information in proprietary format
‘A2 Var. |Application waiting time management data elements in proprietary format

12.2.4.2 Compact format

In cofpact format, an application waiting time management information consists(0f a command
indicaftor field followed by a concatenation of 2-byte application waiting time management factors. Each

bit of
is pre

indicaftor. Subsequent bytes of command indicator are RFU.

An ap
maxin

its b7 to b1 indicates whether the application waiting time management factorfor each command
bent, i.e. a bit as 1 means present and a bit as 0 means absent. shows the first bytd of command

plication waiting time management factor consists of 1-byte base-tithe and 1-byte ynit time. The
hum application waiting time is derived from base time plus result of multiplying unit time by

data length of command processing (see arithmetic expression below]. A base time is th¢ part of each
commiand execution time independent from data length of command processing. A unit §ime is 1 byte
data grocessing time for each command, e.g. reading 1 byte data, updating 1 byte data, ¢r verifying 1
byte data.
Trrax: Tb+(Tude)
wheré€
T}.x  is maximum application waiting time [ms];
Ti is base time [ms];
T, is unit time [ms/B]J;
L is data length [B]:
Table'130 — Coding of the first byte of command indicator
b8 | b7 | b6 | b5.['b4 | b3 | b2 | bl Meaning
X - - . - - - - |Presence of next command indicator
0 - - - - - - - |Last command indicator byte
1 - - - - - - - |Next command indicator byte available
- — T 1< = Lresence sfannlcationwaiting time managementfactadfor each
command
- 1 - - - - - - |READ BINARY
- - 1 - - - - - |UPDATE BINARY
- - - 1 - - - - |READ RECORD (S)
- - - - 1 - - - |UPDATE RECORD
- - - - - X X x |RFU

12.2.4.3 Expanded format

In expanded format, an application waiting time management information consists of a concatenation
of a command header description DO‘81‘ followed by an application waiting time management factor
DO’A0’. A value field of a command header description DO‘81‘ is composed of a mandatory command
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header description byte followed by an optional CLA byte, INS byte, P1 byte and P2 byte depending on
the value of the command header description byte. Table 131 shows the command header description
byte (the first byte of the value field of DO‘81").

Table 131 — Coding of command header description byte

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
0] 0| 0| 0] x| x| x| x |Thecommand header description includes
0|00 O0]1 - — (CLA), i.e. the value of CLA
OO0 | 0] O - 1 - — (INS), i.e. the value of INS
0 0 0 8 + tPH;ethevatteof P+
0] 0] O0]lO - - 1 |— (P2),i.e.the value of P2
The value of ClA shall encode zero as the number for logical channel with the meaning that the description(is indeppndent
from logical chfnnels.
NOTE Any othpr value is RFU.

Table 132 lis
application W

s application waiting time management factor DOs with context-specific class tag. Each
raiting time management factor is associated to the specific arithmetic expression. Two

application waiting management factor DOs associated to one arithmetic expression (see 12.2.4J2) are
provided.
Table 132 — Waiting time management factor DOs

Tag | Length Value

‘80° Var.| |Basetime

‘81° Var.| |Unittime
12.3 Applidation identification and selection
12.3.1 Gengqral
This service allows the interface device fo'know what applications are supported by the card, if gny, as
well as how tp identify and select them
Two specific [EFs provide a generic support to application identification and selection, namely EF.DIR

and EF.ATR/INFO. They contain/a set of DOs. In these EFs, erased or modified DOs may induce pddding
before, betwgen and after 'POs (see 8.1.2) in the response data fields of READ BINARY/RECPRD(S)
commands.

12.3.2 EFDIR

This EF indicptes‘a list of applications supported by the card. It contains a set of application temlplates
(see 12.3.5) and/or application identifier DOs (see 12.3.4), in any order. It determines which commands
shall be performed in order to select the indicated applications.

If an MF and an EF.DIR are present, EF.DIR shall have the MF as parent file and its path shall be
'3F002F00". At MF level, the short EF identifier 30, i.e. 11110 in binary, references EF.DIR.

If an MF is not present, EF.DIR may be present and should be addressable by file identifier '2F00" after
enabling a physical interface (see 5.1).

NOTE The command (sequence) for retrieving the content depends on the structure of EF.DIR (e.g. see
Table 124) and can be known implicitly by an application in the outside world.

If EE.DIR supports DO handling, or if its contents are not stored in a file, a card may provide its contents
by the GET DATA command (see 11.5.3) The response data to the command '00CB 2F00 02 5C00 00" is the
concatenation of all DOs which are present in EE.DIR, or would be present if EF.DIR does not actually exist.
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If the card provides this service, the command should be successful at least immediately after enabling
a physical interface (see 5.1).

12.3.3 EFATR/INFO

This EF indicates operating characteristics of the card. It contains a set of interindustry DOs which cannot
be nested in EE.DIR, either because not relevant to application selection, or because there is no EF.DIR.

NOTE 1

EF.ATR/INFO was called EF.ATR in the 2nd edition of this document. As some contactless cards do not

provide an ATR, this terminology was misleading in the contactless card world. The new terminology EF.ATR/
INFO is recommended. It can still be called EF.ATR in contact card standards or specifications, and can now be
called EF.INFO in contactless card standards and specifications.

If an |
shall |

If an MF is not present, an EF.ATR/INFO may be located within an application with'its app

paren

NOTE
see Tal

If EF.
provig
'00CB

present if EF.ATR/INFO does not actually exist.

If the
a phys

NOTE
if pres

12.3.4

Referd
initial

7.4), this interindustry data element identifies an application.

An ap
categg

IF and an EF.ATR/INFO are present, EF.ATR/INFO shall have the MF as parentfilg
e '3F002F01".

. Its file identifier shall be "2F01', unless defined otherwise by the application.

P The command (sequence) for retrieving the content depends on the structure of EF./
ble 124) and can be known implicitly by an application in the outsideqvorld.

ATR/INFO supports DO handling, or if its contents are_not stored in a file,
le its contents by the GET DATA command (see 11.5.3).-The response data to
2F01 02 5C00 00' is the concatenation of all DOs whichyare present in EF.ATR/INFC

rard provides this service, the command should be successful at least immediately 3
ical interface (see 5.1).

B
ent.

Information presented in an ATR at interface enabling can supersede information from

. Application identifier

nced by a compact header,set to 'FY' in the historical bytes (see 12.2.2.4), or by t
data string (see 12.2.3);ih EF.ATR/INFO, in EF.DIR and in the management data g

plication identifier(AID) consists of up to sixteen bytes. Bits b8 to b5 of the first b
ry according t6 Table 133.

Table 133 — Categories of application identifiers

and its path

lication DF as

ATR/INFO (e.g.

a card may
he command
, or would be

fter enabling

EF.ATR/INFO,

ag '4F' in the

f any DF (see

te indicate a

Value Category Meaning
0" to[9! - Reserved for backward compatibility with ISO/IEC 7812-1[3] (see Annlex D)
‘Al International |International registration of application providers according to ISO/IEC 7816-5
‘B, 'C’' - RFU
'D' National National (ISO 3166-1[2]) registration of application providers according to
ISO/IEC 7816-5
'E' Standard Identification of a standard by an object identifier according to ISO/IEC 8825-1
'F' Proprietary |No registration of application providers

Figure 11 shows an international AID. It consists of a registered application provider identifier
(international RID) on five bytes and optionally, a proprietary application identifier extension (PIX) on
up to eleven bytes.

— The international RID shall uniquely identify an application provider (see ISO/IEC 7816-5).

— Bits b8 to b5 of the first byte shall be set to 1010, i.e. the first quartet shall be set to 'A".
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Each

one of the subsequent nine quartets shall be set from '0" to '9".

— The extension has a free encoding. It allows the application provider to identify its different
applications.

Registered application provider identifier
(International RID, five bytes, first byte set to 'AX'")

(PIX, up to eleven bytes)

Proprietary application identifier extension

Figure 11 — International AID

Figure 12 shows a national AID. It consists of a registered application provider identifier (national RID)

on five bytes

The natig

Bits

The
The

The exte
applicati

and optionally, a proprietary application identifier extension (PIX) on up to eleven.
nal RID shall uniquely identify an application provider (see ISO/IEC 7816-5),

b8 to b5 of the first byte shall be set to 1101, i.e. the first quartet shall be-set to 'D'.
ubsequent three quartets (from '0' to '9") shall form a country codeqsée ISO 3166-1

recommended value of each one of the last six quartets is from 0/'te '9".

DI1S.

ytes.

21).

nsion has a free encoding. It allows the application provider to identify its different

(N

Prdpriétary application identifier extensio
(PIX, up to eleven bytes)

Registered application provider identifier
htional RID, five bytes, first byte set to 'DX")

Figure 13 sh
1000, i.e.to '}

shall follow
ISO/IEC 7816
information
standard) m3

Figure 12 — National AID

ws a standard AID. It consists of up.to sixteen bytes. The first byte shall be set tq
8'. The values 'E0Q' to 'E7' and 'E9' to’EF' are RFU. An object identifier (see ISO/IEC 8
for identifying a standard specifying an application (see examples in Annex

-11, personal verification through biometric methods, ISO/IEC 7816-15, cryptog

y follow for identifyingdifferent implementations.

1110
B25-1)
A, e.g.
Faphic

hpplication). An applicationidentifier extension (specified according to the identified

'E8' Object]

identifier (see Annex A) Application-specific application identifier extension

Figure 14 sh
shall be set t

Figure 13 — Standard AID

pws asproprietary AID. It consists of up to sixteen bytes. Bits b8 to b5 of the firg
b 1117, i.e. to 'F". In the proprietary category, as application providers are not regis

t byte
tered,

different app

ication providers may use the same AID.

Proprietary application identifier (Proprietary AID, up to sixteen bytes, first byte set to 'FX')

Figure 14 — Proprietary AID

WARNING — An AID being shorter than five bytes conforms to this document. Some
implementations may require AIDs to be at least five bytes long. This should be taken into
account when assigning an AID.
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12.3.5 Application template and related data elements

Referenced by tag '61), this interindustry template may be present in EF.ATR/INFO (see 12.3.3), in
EF.DIR (see 12.3.2) and in the management data of any DF (see 7.4).

— Such atemplate shall contain one and only one application identifier. If several application identifiers
are valid names for the same DF, then each one should be present in a different application template.

— Such a template may optionally contain other interindustry DOs relating to the application as listed
in Table 134 and defined hereafter.

Table 134 — Interindustry DOs for application identification and selection

Tag Value

'4F'| |Application identifier

‘50" |Application label

'51'| |File reference
'521 |Command APDU
'53','"13'|Discretionary data, discretionary template
'5F5(" |Uniform resource locator (see IETF RFC 1738[23] and IETF RFG2896[241)
'61'| |Set of application-related DOs

'79' | This DO indicates a coexistent tag allocation scheme

The fdllowing interindustry data elements provide a géneric support to application idenfification and
selectjon.

Application label — Referenced by tag '50', this interindustry data element is nqt defined in
ISO/IHC 7816 (all parts)[4l. The application previder defines it for use at the man-machine [interface, e.g.
a trademark to display.

File reference — Referenced by tag '51'\(see 7.3.2)

Discretionary data (or template) — Referenced by tag '53' (or '73"), this interindustry|data element
(or template) consists of relevant'data elements (or nests DOs) defined by the application provider.

Uniform resource locator ‘— Referenced by tag '5F50', this interindustry data elemen{ is a uniform
resoufce locator (URL) ds-defined in IETF RFC 1738[23] and IETF RFC 239624l It points fo part of the
softwire required intheinterface device to communicate with the application in the card

12.3.6 Application selection

12.3.6.1 General

The cardshall sunnort at least one of the following annlication selection methods
Aa-sha-SHPpPoIrtat1edsStoh +—-the1eoWARIapPpHEcAHOR recHion-metnogs:

1) Implicit application selection
2) Application selection using an application identifier (AID, see 12.3.4) as DF name

3) Application selection using EF.DIR or EF.ATR/INFO

12.3.6.2 Implicit application selection

If an application is implicitly selected as a consequence of enabling a physical interface, then an
application identifier should be present in the historical bytes (see 12.2.2) or in the initial data string
(see 12.2.3). Such a presence denotes an implicitly selected application. If an application is implicitly
selected with no application identifier in the historical bytes and in the initial data string, then an
application identifier shall be present in EF.ATR/INFO (see 12.3.3).
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12.3.6.3 Application selection using AID as DF name

A multi-application card shall support the SELECT command with P1='04', P2='00" and a data field
containing 5 to 16 bytes with the AID of an application that may reside on the card. The command shall
complete successfully if the AID of an application the card holds matches the data field.

If the card capabilities (see 12.2.2.9 and Table 125) specify the card supports selection by truncated
AID it shall support the SELECT command with P1="04', P2="00" or '02". In this case the command shall
complete successfully if the first part of the AID of any application it holds matches the data field. If
multiple AIDs in the card match the input data, the order in which each of these applications is actually
selected after completion of the command is implementation-dependent. If the command completes
successfully with a partial match of the AID it shall return the full AID of the selected application in the
file control of management data (as DO'84' or DO'4F").

The card may support a mechanism for an application to specify a requirement for a fullmatch|of the
AID in order to be successfully selected. The SELECT command shall fail if the application’AID matjches a
truncated AID as the only selectable application in the card, or ignore the application ifother application
AIDs match ajnd can be selected.

NOTE Thé¢ order in which applications in the card are selected by consecutive jSELECT commandjs with
P1='02' can be|static or dynamic, e.g. based on which application was selected mosti€cently in a previous sgssion.

In a multi-application card an application in the card shall be identifiedby
— asingle AID in the proprietary, national or international category, and/or
— one or mpre AlIDs in the standard category.

If the application is selected by specifying an AID in the standard category, the AID returned py the
SELECT commnpand is the AID in the proprietary, national* or international category, if such an AID is
specified for the application.

12.3.6.4 Application selection using EE.DIR 0r<EF.ATR/INFO

For a multi-application interface device, thé.xuse of EF.DIR or EF.ATR/INFO may be more efficient than
the previous method.

— If an application identifier DO is not part of an application template and not accompanied by a file
referenc¢ or command-to-perform DO, then the selection shall use AID as DF name.

— If an application identifiey DO is part of an application template together with a file refererice DO
(see 7.3.2), the value field of which consists of two or more bytes, then the selection by path shall be
performg¢d accordifig-to 12.4.

— Ifanapplicatienidentifier DO is part of an application template together with one or more command-
to-perfojm/DOs, then the application selection is done by the indicated command(s). If severall, they
shall be performed in the order presented in the template

12.4 Selection by path

This service allows selection of EFs and DFs having file identifiers by using a path, i.e. a file reference
DO (see 7.3.2) consisting of three or more bytes.

— When the length is even, the path is either absolute or relative depending on whether the first two
bytes are set to '3F00' or not. The last two bytes identify either a DF or an EF.

— For apath to a DF, the selection should be done by one or more SELECT commands, with CLA INS
P1 P2 L, setto '00A4 0100 02".

— For a path to an EF if the length is four or more, the selection should be done by one or more
SELECT commands, with CLA INS P1 P2 L. set to '00A4 0100 02'. The last and possibly only
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selection uses the last two bytes of the path (an EF identifier) with CLAINS P1 P2 L_set to '00A4

0200 02".

— When the length is odd, the path is qualified. It consists of either an absolute path without '3F00’, or

a relative path without the identifier of the DF referenced by curDF, followed by a byt
in one or more SELECT commands. The value of P1 fixes the selection method.

path specifies P1, L, and the data field and where P2 is set to '00".

— In the other cases, the card shall support one or more SELECT commands with

etouseas P1

[fthe value of P1is'08' or '09’, then the card shall supporta SELECT command where the qualified

P1 set to the

last byte of the qualified path and P2 L_set to '0002". Every file along the path shall be selected

sequentially.

12.5 Data retrieval

This service allows the interface device to retrieve interindustry data elemefts used for
Interipdustry DOs should be retrieved directly or indirectly from the Answe;To-Reset or
bytes|(see 12.2.2), the initial data string (see 12.2.3), EF.ATR/INFO (see 1213.3) and EF.D

interchange.
the historical
(see 12.3.2),

I
in thaf order, when present. These interindustry DOs shall be interpreted according tojag allocation

schenles (see 8.3). Standards are entitled to recommend or mandate.rétrieval of interin
GET DATA (see 11.5.3).

12.6 Card-originated byte string

12.6.1 General

This dervice allows the card to originate byte strings. For clarity, this clause defines a q
of) a dard-originated byte string and a reply as\(part of) a response byte string sent by af
outside world; for example, a complete set of queries may form a command APDU and a cqd
replief a response APDU, thus allowing .communication service from card to interface de
from ¢ard to card, possibly through a network.

This clause specifies the followingthree features.

Hpw the card shall use SWiI-SW2 as a trigger indicating that the card wants to issuy|
ich the card possibly expects a reply.

Hpw the interface\device shall use the GET DATA command with even INS code (s{
rgtrieving a query’from the card and the PUT DATA command with even INS code (s

ustry DOs by

pery as (part

entity in the
mplete set of
yice and also,

E a query, for

be 11.5.3) for
e 11.5.6) for

transmitting,aireply, if any, to the card. Such GET DATA and PUT DATA commands shalll set P1-P2 to

'0000' (see Table 93).

Hpw,queries and replies shall be formatted.

12.6.2 Triggering by the card

SW1-SW2 set to '62XX" with the value of 'XX' from '02' to '80" means that the card has a
bytes that the interface device should retrieve and for which the card possibly expectsar

query of 'XX'
eply.
SW1-SW2 set to '64XX" with the value of 'XX' from '02' to '80' means that the card aborted t

a possible completion of the command is conditioned by the recovery of a query of 'XX' by
the card possibly expects a reply.

he command;
tes, for which

If present in the historical bytes with a value such as above, SW1-SW2 shall be interpreted as above.

If a PUT DATA command (see 12.6.2, dash 2) for transmitting a reply is aborted with SW1-SW2 set to

'64XX', then

— with '64XX' from '6402' to '6480', the card wants to send at least one more query of 'XX' bytes;
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— with '64XX' set to '6401', the card is expecting an immediate reply.

12.6.3 Queries and replies

For retrieving a query of 'XX' bytes available in the card, the interface device shall send a GET DATA
command with INS set to 'CA', P1-P2 set to '0000" and an L, field set to 'XX'".

SW1-SW2 setto '62XX" with the value of 'XX' from '02' to '80' means that the interface device should

retrieve a further query of 'XX' bytes and concatenate it to the already retrieved query before
processing the card-originated byte string in the outside world.

SW1-SW2 setto '9000' means that the card-originated byte string is complete; it may be processed

in the ou

For transmit
to 'DA', and P
PUT DATA col
concatenatio

12.6.4 Forn
The value of 1

If the fir
accordin

Otherwis
together

All condition
use of GET D|
assumption (
response.

12.7 Gener:

12.7.1 Gense

This service
generic way. |
templates is1

Fside world.

ing a reply to the card, the interface device shall send a PUT DATA command-with |
[-P2 setto '0000". If the response byte string is too long for a single command,-then s
hmands shall be chained (see 5.3.3). Each PUT DATA command transmifsya reply a
1 of the replies is the response byte string.

ats
he first byte of the card-originated byte string indicates aformat as follows.

it byte is set to 'FF', then the subsequent bytes shall eticode an initial protocol ide
b to ISO/IEC TR 9577(2]; the byte strings shall comply with the indicated protocol.

e (i.e.when the firstbyte is not setto 'FF'), the card-originated byte string and the res
shall form a C-RP.

ATA command, PUT DATA command and status bytes SW1-SW2. This clause mal
n the need for a response and on the entity responsible for the contents of the p¢

hl feature management

ral

allows the card ‘to’ inform the external world about existing features on the car
\ template (DO'#F74") which is possibly extendable in the future by adding addition:
pcated in theweard, e.g. in the EF.ATR/INFO (see 12.3.3) and/or in the FCI of any appli

DF. In gener
to that appli

| the infoxmation may apply to all applications. Values specified in application FCI
tionenly, possibly superseding values specified in the EF.ATR/INFO. EF.ATR/INFC

application F{I shall not contain more than one instance of DO'7F74". The information may be ret
by reading EF.ATR/INFO or in the response data field of a command selecting an application.

NS set
everal
nd the

ntifier

ponse

5 are relevant to the transmission protoéol indicated by the card, except for the proper

Fes no
ssible

d in a
1] sub-
cation
apply
or an
Fieved

This service supports the retrieval of condensed information about installed features and applications.
An interface device may retrieve additional information about installed features and applications as
defined by other standards.

12.7.2 On-card services

This service allows the card to inform the external world about existing on-card features. Nested in the
feature management template this sub-template consists of a sequence of consecutive octets of bits.
Each bit indicates an on-card feature/mechanism. A set bit indicates the existence of this feature on the
card. Table 135 shows already predefined on-card services.
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12.7.3 Interface services

International standards define a great variety of interfaces which might be active in parallel. The
communication mechanisms of each protocol do not offer any possibilities to indicate the existence and
the parallel usage of multi interfaces. This sub-template in the feature management template offers the
information about existing protocols and the way of communication handling (see Table 135).

Table 135 — Template for general features management DO'7F74'

Tag | Length Meaning

'81' Var. |Sub-template identifier for on-card services

Feature-list [0..n[|, expandable
b8 | b7 (b6 | b5 | b4 | b3 | b2 | bl Meaning of bits in the first byfe
1|(-1|-1{-1-1-1+-1 - |Display

-1 f(-1]-1-1]-1]-1| - |BiometriclnputSensor
-l - x| x| x| x| x| x |000000 (any other value is REU)

'82' | Var. |Sub-template identifier for interface services

Communication feature-list [0..n], expandable
b8 | b7 (b6 | b5 | b4 | b3 | b2 | b1 Meaning of bits in the first byfe

-l -1-1-1+-1-1 - |simultaneous uses of indicated interfaces passible

Of-|-1]-1-1-1]~=-1 - [activationofatmostone of the indicated inteffaces possible
-l -f-1-1-1-1-1]1|T=0aceordingto ISO/IEC 7816-3

-l -f-1-1-1-11] - [T=1according toISO/IEC 7816-3

-l -1-1-1]-1]11]-1] - |contactlessaccording to ISO/IEC 14443[14]
-l - -1 -117]-1-|.2~4USBaccordingtoISO/IEC 7816-12

- - - 1 - - - = |SWP according to ETSI TS 102 613, TS 102 62

- -1 - - - £ - |Application waiting time management information

-l x| -1-1-1~1 -1 - |0(anyother value is RFU)

12.7.4 Profile services

This document defines shert cut services for applications, e.g. application selection by AIID or path (see
12.3.4.3 and 12.4). Many applications, especially supporting legacy versions, are requesfed to supply
differ¢nt hardware chips'with a variety of features. Terminals of these applications need t identify the
applicption and the'possible feature set of the card in a very fast way.

This iglentification is provided by the profile service (see Table 136), e.g. in an EF.DIR.

Tabl¢ 136— Application profile indicators encapsulated in a discretionary data obrects DO’73’

Tag Value

'73' Application profile indicators

12.7.5 Provision of additional information

Detailed information on e.g. peripherals or protocols may be present in the general feature management
template. This information shall be provided in a constructed DO having a tag within the context
specific class. Tag and content of which may be defined in other standards or specifications.
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12.8 APDU

management

12.8.1 Extended length information

The presence of extended length information (DO'7F66') is indicated in the third software function
table of the card capabilities (see Table 127).

DO'7F66' may be present in EF.ATR/INFO (see 12.3.3) and/or in the FMD of any Application DF. In the
former case, the information applies to all applications. Values specified in the application FMD only

apply to that

application, possibly superseding values specified in the EF.ATR/INFO.

most

EF.ATR/INFQ
one instance

The comman
Under tag '7K

The first
exceed t

for a part
APDU do

12.8.2 List ¢f supported INS codes

An INS list D
DF. In the fon

only apply to
If DO'5F63' i
The INS list D

lLis number.
The secopd DO'02' shall contain a positive integer. If the card does notsupport response ch

shall contain at most one instance of DO'7E66'; an application FMD shall contain a
of DO'7F66'. All DOs nested in DO'7F66' have a variable length.

- and response-APDU size limitations are defined by two integers, each nested'in a I
66"

DO0'02' shall contain a positive integer. The number of bytes in a command APDU sh

icular C-RP then in such a C-RP N, shall be set such that themumber of bytes in a reg
ps not exceed this number.

D'5F63" may be present in EF.ATR/INFO (see 1253.3) and/or in the FMD of any Appli

that application, possibly superseding values specified in the EF.ATR/INFO.
present then EF.ATR/INFO or any application FMD shall contain at most one instan

0'5F63' nests a concatenation of INS'codes supported by the card or application.

0'02'".
b1l not
hining

ponse

cation

mer case, the information applies to all applications. Values specified in application FMD
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Annex A
(informative)

Examples of object identifiers and tag allocation schemes

A.1 Object identifiers

For ISP standards, the first byte is '28', i.e. 40 in decimal (see ISO/IEC 8825-1). One of ‘more series of
bytes [follow; bit b8 is set to 0 in the last byte of a series and to 1 in the previous bytes}if fhere is more
than gne byte. The concatenation of bits b7 to b1 of the bytes of a series encodes a number.[Each number
shall be encoded on the fewest possible bytes, that is, the value '80' is invalid,'for the flrst byte of a

series| The first number is the number of the standard; the second number,if-present, is
multi{part standard.

As a filrst example, {iso(1) standard(0) ic-cards(7816)} references ISQ/IE€ 7816 (all parts)

the partin a

4],

— 7816 is equal to '1E88’,i.e. 0001 1110 1000 1000, i.e. two blocks of seven bits: 011110{ 0001000.

— After insertion of the appropriate value of bit b8 in each byte, the encoding of the first series is

tHerefore 1011 1101 0000 1000, equal to 'BD08".
The dfita element '28 BD08' may be used in AIDs of stardard category (see 12.3.4).

AID 5'E8 28 BD08 0B XX ... XX' (ISO/IEC 7816-11 specifies the application identifier extepsion 'XX ...

XX".
AID H'E8 28 BD08 OF XX ... XX' (ISO/IEC 781615 specifies the application identifier exter
XX".

sion 'XX ...

As a decond example, {iso(1) standard(0} e-auth(9798) part(5)} references ISO/IEC 979B-5. The first

series|is obtained as follows.

— 9798 is equal to '2646',i.e.00:10 0110 0100 0110, i.e. two blocks of seven bits: 100110¢ 1000110.

— After insertion of the appropriate value of bit b8 in each byte, the encoding of the first series is

tHerefore 11001100 61000110, equal to 'CC46'".

The data element '28'C€46 05 02' references the second mechanism in ISO/IEC 9798-5, i.e.
identifier may be eenveyed in a DO (tag '06', universal class, see ISO/IEC 8825-1).

DP ={'06105 28 CC 46 05 02"}

As a third‘example, {iso(1) standard(0) country-codes(3166) part(1)} references ISO 314
serieslissobtained as follows

GQ2. Such an

6-1. The first

— 3166 is equal to 'C5E', i.e. 1100 0101 1110, i.e. two blocks of seven bits: 0011000 1011110.

— After insertion of the appropriate value of bit b8 in each byte, the encoding of the first series is

therefore 1001 1000 0101 1110, equal to '985E".
The data element is '28 985E 01' (the first series is '01"). It may be conveyed in a DO.
DO ={'06 04 28 98 5E 01'}
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A.2 Tagal

location schemes

A.2.1 Example of standard tag allocation scheme

DO1 = {'59 02 95 02"}
DO2 = {'5F 24 03 97 03 31'}

DO1 (tag'59', card expiration date) encodes February 1995 as card expiration date (see ISO/IEC 7816-6).

D02 (tag '5F24', application expiration date) encodes March 315t 1997 as application expiration date.

A.2.2 Example of compatible tag allocation scheme

D01 ={"18 06' {'06 05 28 81 8C 5D 03'}}

D02 ={"4F 24 03 97 03 31"}

D03 ={"10 04' {"42 02 XX XX"}}

D04 = {'§7 06' {'5F 29 03 XX XX XX'}}
DO1 (tag '78'| compatible tag allocation authority) indicates a compatible tag allocation scheme f¢r DOs
defined in ISQ/IEC 18013-3[17] referenced by its object identifier (it is '818C5D’). If DO1 appears[either
in the initial dlata string (see 12.2.3), or in EF.ATR/INFO (see 12.3.3), then the‘tag allocation authdrity is
valid for the ¢ntire card. If DO1 appears in the management data of a DF (§eé'7.4), then the tag allofation
authority is vfalid within that DF.
DO2 (tag '5Fp4', interindustry application expiration date) encodes March 315t 1997 as applifation
expiration date.
DO3 (tag '70') interindustry template according to the included tag allocation authority) containg a DO,
tag '42', defined in ISO/IEC 18013-3[17],
DO4 (tag '67'|authentication data template) contains‘the interchange profile DO, tag '5F29".
A.2.3 Another example of compatible tag-allocation scheme

DO1 ={'§F 24 03 97 03 31'}

D02 ={"10 0C' {"06 05 28 81 8C 5D:03"} {'42 04 XX XX XX XX'}}

DO3={'6f 06' {'5F 29 03 XX XX XX'}}
DO1 (tag '5F44', application expiration date) encodes March 315t 1997 as application expiration date.
DO2 (tag '70'finterindustry template defined according to the included object identifier) containg a DO,
tag '06', which specifiesthat the subsequent DO, tag '42', is defined in ISO/IEC 18013-3[17],
DO3 (tag '67|, interindustry authentication data template) contains the interchange profile DO, tag
'5F29'. Note fhat(it;cannot contain DOs defined in ISO/IEC 18013-3[1Z], because of the choice ot to
transmit the |nterindustry DO with tag '78".

A.2.4 Example of coexistent tag allocation scheme

D01 ={'79 05' {'06 03 28 XX XX'}}
D02 ={'7E 06' {'5F 24 03 97 03 31'}}
D03 ={'70 06' {'XX XX XX XX XX XX'}}

DO1 (tag'79’', coexistent tag allocation authority) indicates a coexistent tag allocation scheme defined in
a standard referenced by an object identifier starting with '28’, therefore an ISO standard. Mandatory
in such a scheme, DO1 shall appear either

— inthe initial data string (see 12.2.3) or in EF.ATR/INFO (see 12.3.3) if the tag allocation authority is
valid for the entire card, or

— in the management data of a DF (see 7.4) if the tag allocation authority is valid within that DF.
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DO2 (tag '7E'") is an interindustry template for nesting interindustry DOs. Note that the interindustry
DO “application expiration date”, tag '5F24', is present, encoding March 31st 1997 as application
expiration date.

DO3 (tag '70', interindustry template to be interpreted according to the tag allocation authority
indicated in template '79') can only be interpreted according to the standard indicated in the object
identifier.
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Annex B
(informative)

Examples of secure messaging

B.1 Cryptographic checksum

This annex ghows the use of secure messaging (see Clause 10) and cryptographic checksim
10.3.3.2) for ¢ach of the four cases of C-RPs defined in ISO/IEC 7816-3.

In the examp
number), i.e.

In the examplles, the notation CLA* means the use of secure messaging in the data fields: in CL

5.4.1), either

In the examp
and b3 to 11

authentication.

Alternatively|
computation

Figure B.1 sh
mandates thd

is optionally
course applie
the exampleg

es, the notation T* means that bit b1 of the last byte of the tag field is set to:1 (an o
fhat the SM DO shall be included in the computation of a data element for@uthentica

bits b8, b7 and b6 set to 000 and bit b4 set to 1, or bits b8, b7 and b6 set to 011.

les, the notation CLA** means that bits b8, b7 and b6 of CLA‘are set to 000 and H
i.e. that the command header shall be included in the coniputation of a data elemg

the header may be encapsulated in a DO with tag*89', i.e. an SM DO to be included
of a data element for authentication.

pws Case 1 unsecured C-RP. Case 1 shows how-bit b3 in the first coding of CLA (see T3

protection of the command header by a€ryptographic checksum, and how the fu
supported when using the second coding of CLA (see Table 3). In Case 1, protect
s. The use of bit b3 in the first coding of CLA it is not shown in other cases, to si

s (see

dd tag

kion.

A (see

its b4
ent for

in the

ible 2)
hction
ion of
mplify

and because the outcome is always the same: add one block at the beginning of thee data

covered by the cryptographic checksum of acommand APDU.
Corhmand header Command body
| CLA INS P1 P2 | Absent |
Response body Response trailer
| Absent | SW1-SW2 |

Higure B.1¢-Case 1 unsecured C-RP - No command data, noresponse data

Figure B.2 shows\Case 1 secure command APDU in case of status bytes not protected. The assumption
is made that fhe‘e¢ommand header is to be protected, as it is the only item to protect in this C-RP.
Command b7 in
header Command body CLA*
CLA* INS New L. field - New data field = {T- L - Cryptographic checksum} 0
P1P2 New L. field - New data field= {T* - L - Command header} {T- L - Cryptographic checksum} 1

Figure B.2 — Case 1 secured command APDU in case of status bytes not protected

If the length of the cryptographic checksum is four bytes, then the new L. field is set to '06' (top line) or
'0C' (bottom line).

New data field = One or two DOs = conditional {T* - L - Command header} then {T - L - Cryptographic

checksum}
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overed by the cryptographic checksum:

— first coding of CLA, one block = [CLA** INS P1 P2 Padding]

— Se

cond coding of CLA, one block = [{T* - L. - Command header} - Padding]

Figure B.3 shows Case 1 secured response APDU in case of status bytes not protected.

Response body Response trai

ler

Absent ‘ SW1-SW2

Figur¢ B.4 shows Case 1 secured command APDU in case of status bytes protected

Corpmand b7 in
hdader Command body CLA*
cLAk NS P1 New L. field - New data field = {T- L - Cryptographic checksum} -New L.field = '00’ 1
P2 New L. field - New data field = {T - L - Command header} {T - L - Cryptographic checksum} - Ngw 0
L. field ='00’

New d
condit

The d
respo
check

Figur¢

Figure B.4 — Case 1 secured command APDU in case of status bytes protec

ata field = One or two DOs =

fference with case 1.a is the New L, field =¢Q%', because the cryptographic checksu
nse data which shall be required by the presence of L. The data covered by the ¢
tum are the same as in case 1.a.

B.5 shows Case 1 secured respons@APDU in case of status bytes protected.

Response body Response

ional {T - L - Command header} always ending with’/{T - L - Cryptographic checksum}

ted

m belongs to
ryptographic

[railer

New data field = {T* - L - SW1:SW2} - {T- L - Cryptographic checksum}) SW1-S)

V2

New d

Data @

Figur¢

Figure B.5 — Case 1 secured response APDU in case of status bytes protec

ata field = Two'\DOs = {T* - L - SW1-SW2} - {T - L - Cryptographic checksum}
overed by‘the cryptographic checksum = One block = [{T* - L - SW1-SW2} - Padding

B.6.shows Case 2 unsecured C-RP.

fed

—

Command header Command body

CLAINS P1 P2 L. field

Response body Response trailer

Data field SW1-SW2 ‘

Figure B.6 — Case 2 unsecured C-RP - No command data, response data

Figure B.7 shows Case 2 secured command APDU.
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Command header Command body

CLA* INS P1 P2 New L. field - New data field - New L. field (one or two bytes set to '00")

Figure B.7 — Case 2 secured command APDU

New data field = Two DOs = {T*-L - N} - {T - L - Cryptographic checksum}
Data covered by the cryptographic checksum = One block = [{T*- L - N} - Padding].

NOTE If the original L, field is '00" or '000000’, the value field may be absent, i.e. the respective DO will be
'97 00' (see 10,5)

Figure B.8 shpws Case 2 secured response APDU.

Response body Responsétrailer

New data field SWIrSW2

Figure B.8 — Case 2 secured response APDU
New data field = Three DOs =

{T* - L - Plain value} - {T* - L - SW1-SW2} - {T - L. - Cryptographic checksum}
Data covered|by the cryptographic checksum = one or more blocks, depending on the plain value)e.g.:
— One block = [{T*- L - Plain value} {T* - L - SW1-SW2} - Radding]

— Two blocks = [{T* - L - Plain value, start] - [Plain value, end} - {T* - L - SW1-SW2} - Padding]

Figure B.9 shpws Case 3 unsecured C-RP.

Corpmand header Command body

LA INS P1 P2 | L. field - Data field ‘

(@)

Response body. Response trailer

’ Absent SW1-SW2 ‘

Figure B.9 — Case 3 unsecured C-RP - Command data, no response data

Figure B.10 shows Case3 secured command APDU in case of status bytes not protected.

Corhmand header Command body

CIIAXINS P1 P2 New L. field - New data field

Figure B.10 — Case 3 secured command APDU in case of status bytes not protected
New data field or new command payload = Two DOs
={T*-L - Plain value} - {T - L - Cryptographic checksum}
Data covered by the cryptographic checksum = one or more blocks, depending on the plain value:
1. [{T*-L - Plain value} - Padding]
2. [{T*-L - Plain value}] - [Padding]
3. [{T*-L-Plain value, start] - [Plain value, end} - Padding]
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