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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and npn-governmental, in liaison with ISO and IEC, also take part in the work. In the iield Jof information
technglogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,|Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. [Publication as
an Intgrnational Standard requires approval by at least 75 % of the national bodies casting a vote.

Attentipn is drawn to the possibility that some of the elements of this decument may be the supject of patent
rights.|ISO and IEC shall not be held responsible for identifying any ¢r-all such patent rights.

ISO/IHC 7816-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatiop technology,
Subcommittee SC 17, Cards and personal identification.

This third edition cancels and replaces the second :edition (ISO/IEC 7816-4:2005), and ingorporates the
Amendment ISO/IEC 7816-4:2005/Amd.1:2008.

ISO/IHC 7816 consists of the following parts, under the general title /dentification cards — Integrated circuit
cards:

brt 1: Cards with contacts — Physical characteristics

brt 2: Cards with contacts — Dimensions and location of the contacts

brt 3: Cards with contacts == Electrical interface and transmission protocols
brt 4. Organizationysecurity and commands for interchange

bt 5: Registration-of application providers

brt 6. Interindustry data elements for interchange

brt 7 -Interindustry commands for Structured Card Query Language (SCQL)

U U U T U U U U

brt.87 Commands for security operations

— Part 9: Commands for card management

— Part 10: Electronic signals and answer to reset for synchronous cards

— Part 11: Personal verification through biometric methods

— Part 12: Cards with contacts — USB electrical interface and operating procedures
— Part 13: Commands for application management in a multi-application environment

— Part 15: Cryptographic information application
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Introduction

ISO/IEC 7816 is a series of standards specifying integrated circuit cards and the use of such cards for
interchange. These cards are identification cards intended for information exchange negotiated between the
outside world and the integrated circuit in the card. As a result of an information exchange, the card delivers
information (computation result, stored data), and/or modifies its content (data storage, event memorization).

ISO/IEC 1053p"* specifies access by close coupling. ISO/IEC 14443 "® and ISO/IEC 15693 *°

Five partd are specific to cards with galvanic contacts and three of them specify electrical interfaces.

ISO/IEC 7816-1 specifies physical characteristics for cards with contacts.

ISO/IEC 7816-2 specifies dimensions and location of the contacts.
ISO/IEC 7816-3 specifies electrical interface and transmission protocols for asynehronous card
ISO/IEC 7816-10 specifies electrical interface and answer to reset for synehronous cards.

ISO/IEC 7816-12 specifies electrical interface and operating procedures for USB cards.

ISO/IEC 7816-4 specifies organization, security and commands for interchange.
ISO/IEC 7816-5 specifies registration of application providers.

ISO/IEC 7816-6 specifies interindustry data elements for interchange.

ISO/IEC 7816-7 specifies commands for structured card query language.
ISO/IEC 7816-8 specifies commands for security operations.

ISO/IEC 7816-9 specifies commands for card management.

ISO/IEC 7816-11 specifies personal verification through biometric methods.
ISO/IEC 7816-13,specifies commands for handling the life cycle of applications.

ISO/IEC 7846-15 specifies cryptographic information application.

»

tessed

specify

access by radio frequency. Such cards are also known as contactless cards.

ISO and IEC draw attention to the fact that it is claimed that compliance with this document may involve the
use of the following patents and the foreign counterparts.

viii

JPN 2033906, Portable electronic device

JPN 2557838, Integrated circuit card

JPN 2537199, Integrated circuit card

JPN 2856393, Portable electronic device
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— JPN 2137026, Portable electronic device

— JPN 2831660, Portable electronic device

— DE 198 55 596, Portable microprocessor-assisted data carrier that can be used with or without contacts
ISO and IEC take no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured ISO and IEC that they are willing to negotiate licences under
reasonable and non-discriminatory terms and conditions with applications throughout the world. In this respect,

the statements of the holders of these patent rights are registered with ISO and IEC. Information may be
obtained from:

Contact Patent details
Toshipa Corporation JPN 2033906 (priority date: 1986-02-18; publication date: 1996-03-19),
Intellgctual Property Division FRA 8614996, KOR 44664
1-1, Shibaura 1-Chome
Minatp-ku, Tokyo JPN 2557838 (priority date: 1986-02-18; publication date: 1996-09-05),
105-8001, Japan FRA 8700343, GER 3700504, KOR 42243, USA 4841131

JPN 2537199 (priority date: 1986-06-20j ‘publication date: 1996-07-08),
FRA 8708646, FRA 8717770, USA4833595, USA 4901276

JPN 2856393 (priority date: 1987-02-17; publication date: 1998-11-27),
FRA 8801887, KOR 43929,"USA 4847803

JPN 2137026 (priority date: 1987-02-20; publication date: 1998-06-26),
JPN 3054119, FRA 8802046, KOR 44393, USA 4891506

JPN 2831660, (priority date: 1988-08-26; publication date: 1998-09-25),
FRA 8911249,;KOR 106290, USA 4988855

Orga Kartensysteme Gmbh DE 19855 596 (priority date: 1998-12-02; publication date: 2000-(6-29)

Am Hpppenhof 33 N\ o ) ) )
D-33104 Paderborn Applications pending in Europe, Russia, Japan, China, USA, Braz{l, Australia
Germpny
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INTERNATIONAL STANDARD

ISO/IEC 7816-4:2013(E)

Identification cards — Integrated circuit cards —

Part 4.
Organization, security and commands for interchange

1 S
This p
— c(
— m
— st
— st
— aq
— a
— m
— m
— ad
It does

This p
by ong

cope

brt of ISO/IEC 7816 is intended to be used in any sector of activity. It specifies:

ntents of command-response pairs exchanged at the interface,

eans of retrieval of data elements and data objects in the card,

ructures and contents of historical bytes to describe operating. characteristics of the card,

ructures for applications and data in the card, as seen at the interface when processing cg
cess methods to files and data in the card,

security architecture defining access rights to files and data in the card,

pans and mechanisms for identifying and addressing applications in the card,

ethods for secure messaging,

cess methods to the algorithms processed by the card. It does not describe these algorith
not cover the internal implementation within the card or the outside world.

art of ISO/IEC 7816¢is\independent from the physical interface technology. It applies to ¢
or more of the following methods: contacts, close coupling and radio frequency. If the

mmands,

ms.

ards accessed
card supports

simult@aneous use of more than one physical interface, the relationship between what happens on different

physic

pl interfaces isiout of the scope of this edition of ISO/IEC 7816-4.

2 Nlormative references

The following referenced documents are indispensable for the application of this document. For dated refer-
ences, only the edition cited applies. For undated references, the latest edition of the referenced document
(including any amendments) applies.

ISO/IEC 7816-3, Identification cards — Integrated circuit cards — Part 3: Cards with contacts: Electrical
interface and transmission protocols

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for
interchange

ISO/IEC 8825-1:2002, Information technology — ASN.1 encoding rules: Specification of Basic Encoding

Rules

(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1
access rule

data element containing an access mode referring to an action and security conditions to fulfil before acting

3.2

Answer-to-Reset file
optional EF indicating operating characteristics of the card, also known as Information file

3.3
application

structures, data elements and program modules needed for performing a specific functionality

3.4

application DF

dedicated file

3.5
application id

data element {up to sixteen bytes) that identifies an application

3.6

application Igbel

data element {

3.7
application p
entity providin

3.8

application template

set of applicat

3.9
asymmetric @
cryptographic
a public key a
the property th

3.10
base templat
value field of d

DF) hosting an application in a card

entifier

or use at the man-machine interface

rovider
h the components that make up an application in the card

on-relevant data objects including one application identifier data object

ryptographic technique

technique that usestwo related operations: a public operation defined by public numbers
nd a private opefation defined by private numbers or by a private key (the two operations
at, given the public operation, it is computationally infeasible to derive the private operatid

=

onstructed data object excluding DOs resulting from resolution of indirect referencing

Dr by
have
n)

3.1
certificate

digital signature binding a particular person or object and its associated public key (the entity issuing the
certificate also acts as tag allocation authority with respect to the data elements in the certificate)

3.12

command-response pair
set of two messages at the interface: a command APDU followed by a response APDU in the opposite

direction
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3.13

command chaining

means used by the outside world to tell the card that the command data of a sequence of successive
command-response pairs must be processed together

3.14
context-specific class
class of a tag with its first or only byte from '80' to 'BF'

3.15

current template
sequence of data objects which can be directly referenced by their sole tag in a command for interchange, i.e.
the value field of the current constructed DO (which may be virtual)

3.16

data element
item of information seen at the interface for which are specified a name, a description of log|cal content, a
formatiand a coding

3.17

data gbject
informption seen at the interface consisting of the concatenation of a mandatory tag field, a mapdatory length
field and a conditional value field

3.18
data unit
smallest set of bits that can be unambiguously referencedwithin an EF supporting data units

3.19
dedicated file
structyre containing file control information and, optionally, memory available for allocation

3.20
DF name
data eJement (up to sixteen bytes) that uniquely identifies a DF in the card

3.21
digital signature
data appended to, or cryptographic transformation of, a data string that proves the origin and the integrity of
the dala string and protects against forgery, e.g. by the recipient of the data string

3.22
directpry file
optiongl EF eontaining a list of applications supported by the card and optional related data elenments

3.23
elementary file
set of data units or records or data objects sharing the same file identifier

3.24
extended header
data element referencing one or several DOs in a constructed DO

3.25

extended header list
concatenation of extended headers
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3.26
file
structure for a

3.27
file identifier

6-4:2013(E)

pplication and/or data in the card, as seen at the interface when processing commands

data element (two bytes) used to address a file

3.28
header list
concatenation

3.29
information f
optional EF in

3.30
interindustry
standardized i

3.31
internal EF
EF for storing

3.32
key

sequence of {
public operatig

3.33
master file

unique DF rep

3.34
offset

number sequg

3.35

of pairs of tag field and length field without delimitation

le
licating operating characteristics of the card, also known as Answer-to-Reset file

h the ISO/IEC 7816 series of standards

data interpreted by the card

ymbols controlling a cryptographic operation (e.g<enCipherment, decipherment, a priva
n in a dynamic authentication, signature generation, signature verification)

resenting the root in a card using a hiefarchy of DFs

ntially referencing a data unitin an EF supporting data units, or a byte in a record

oversize payload

payload which

3.36
parent file
DF immediate|

3.37
password

exceeds the current size constraints of the APDU

y preceding a given file within a hierarchy of DFs

e ora

data that may be required by the application to be presented to the card by its user for authentication purpose

3.38
path
concatenation

3.39
payload
data of arbitra

of file identifiers without delimitation

ry length, to be sent to the card or by the card, in order to be processed together

© ISO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=2dc83fe2c24d31131afb6dc1e7c86965

ISO/IEC 7816-4:2013(E)

3.40
private key
that key of an entity's asymmetric key pair that should only be used by that entity

[ISO/IEC 9798-1 "%

3.41
provider
authority who has or who obtained the right to create a DF in the card

3.42
public key
that kgy of an entity's asymmetric key pair that can be made public

[ISO/IEC 9798-11"%

3.43
recorg
string pf bytes referenced and handled by the card within an EF supporting records

3.44
record identifier
number used to reference one or more records within an EF supporting records

3.45
record number
sequeptial number that uniquely identifies each record within“an EF supporting records

3.46
registered application provider identifier
data e|lement (five bytes) that uniquely identifies an application provider

3.47
resetting code
data tq be presented to a card in order. to modify the value of a counter

3.48
respofse chaining
meang used by the card-{o' tell the outside world that the response data of any command{response pair
followed by the response’ data of a sequence of GET RESPONSE command-response pdirs should be
procegsed together

3.49
secref key
key usedwith symmetric cryptographic techniques by a set of specified entities

[ISO/IEC 11770-3"""]

3.50
secure messaging
set of means for cryptographic protection of (parts of) command-response pairs

3.51

security attribute

condition of use of objects in the card including stored data and data processing functions, expressed as a
data element containing one or more access rules

© ISO/IEC 2013 — All rights reserved 5


https://iecnorm.com/api/?name=2dc83fe2c24d31131afb6dc1e7c86965

ISO/IEC 7816-4:2013(E)

3.51

security environment
set of components required by an application in the card for secure messaging or for security operations

3.52

self-controlled DO
constructed DO which nests at least a DO'62' nesting security attributes

3.53

short EF identifier
data element (five bits) used to address an elementary file

3.54
structure

DF, EF, record, DataString or DO

3.55

symmetric cr
cryptographic
(without the sg

3.56
tag list
concatenation

3.57
tagged wrapy
wrapper which

3.58

template
concatenation

3.59

yptographic technique
technique using the same secret key for both the originator's and the frecipient's op
cret key, it is computationally infeasible to compute either operation)

of tag fields without delimitation

er

provides a tag for local addressing of the DO it references

of BER-TLV data objects, forming the value field of a constructed BER-TLV data object

template extgnsion

part of the val

3.60

he field of a constructed DO resulting from automatic resolution of indirect referencing

transient selgction

structure sele
area

3.61
transient VA
validity area (

Ction needed when-performing a C-RP, the success of which will not modify the current

Ay sef transiently during execution of a command which handles DOs

Eration

validity

3.62
user

user of the card, also known as cardholder

3.63
validity area

result of all successful selections performed on a logical channel

3.64

virtual root DO
virtual constructed DO'7F70' made current by the selection of a file, a record or a DataString supporting DO

handling
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3.65
wrapper
concatenation of DOs referencing a DO

3.66

working EF
EF for storing data not interpreted by the card

4 Symbols and abbreviated terms

AID application ideTntifier

AMB access mode byte

AMF access mode field

APDU application protocol data unit

ARR access rule reference

ASN 1 abstract syntax notation one (see ISO/IEC 8825-1)
AT control reference template for authentication

ATR Answer-to-Reset

BER basic encoding rules of ASN.1 (see ISO/IEC’8825-1)
CCT control reference template for cryptographic’checksum
CLA class byte

CRT control reference template

CT control reference template for.confidentiality

CP control parameter (file control parameter or data object control parameter)
CP DO control parameter BER-TLV data object

C-RH command-response pair

DF dedicated file

DIR directory.

DO BER-TLY data object

DO | BER-TLV data object, the tag of which is a hexadecimal value given between simple quotes
DST control reference template for digital signature

EF elementary file

EF.ARR gccess rate reference file

EF.ATR/INFO | Answer-to-Reset file, or Information file

EF.DIR directory file

FCI file control information

FCP file control parameter

FMD file management data

HT control reference template for hash-code

INS instruction byte

KAT control reference template for key agreement
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L. field length field for coding the number N,

LCS Life cycle status

L. field length field for coding the number N,

MF master file

N, number of bytes in the command data field

Ne maximum number of bytes expected in the response data field

N, number of bytes in the response data field

oD object identifier, as defined by ISO/IEC 8825-1

PIX proprietary application identifier extension

P1-P2 parameter bytes (inserted for clarity, the dash is not significant)

RFU reserved for future use by ISO/IEC JTC 1/SC 17

RID registered application provider identifier

SC security condition

SCB security condition byte

SCQL structured card query language

SE security environment

SEID security environment identifier

SM secure messaging

SPT security parameter template

SW1-SW2 status bytes (inserted for clarity, the dashis not significant)

TLV tag, length, value

{T-L-V} data object (inserted for clarity;\the dashes and curly brackets are not significant)

VA validity area
notation where any upper case letter from G to Z stands for a hexadecimal digit from|'0' to

XY’ '9' or 'A' to 'F', equal to XY to the base 16. Identical letters do not state that the most and
least significant-Guartets are identical.

5 Commdgnd-Response pairs

5.1 Conditjons of operation

A physical interface between the card and the ouiside world shall be enabled to support processing of
command-response pairs. The enabling process is defined by interface-specific protocols. With their own
words (between double quotes), the following standards define enabling procedures:

— ISO/IEC 7816-3 defines "activation of contacts", "cold reset" or "warm reset", and possible "Protocol and
Parameter Selection".

— ISO/IEC 7816-12 defines "electrical connection" of contacts with reference to the USB specification, the
"Configured" and "Initial" state of the device, and "ATR".

— ISO/IEC 14443 "8 (all parts) defines how to set a proximity card to an "ACTIVE" state.

Those standards also define procedures and situations which disable the physical interface. A disabled
physical interface shall not support processing of command-response pairs.

8 © ISO/IEC 2013 — All rights reserved
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5.2 Syntax

Table 1 shows a command-response pair (abbreviated in this document by C-RP), namely a command APDU
followed by a response APDU in the opposite direction (see ISO/IEC 7816-3). There shall be no interleaving
of C-RPs across the interface, i.e. the response APDU shall be received before initiating another C-RP.

In any command APDU comprising both L, and L, fields (see ISO/IEC 7816-3), short and extended length
fields shall not be combined: either both of them are short, or both of them are extended.

If the card explicitly states its capability of handling "extended L. and L, fields" (see Table 119, third software
function table) in the historical bytes (see 12.1.1) or in EF.ATR/INFO (see 12.2.2), then the card handles short
and extended length fields. Otherwise (default value), the card handles only short length fields. In a command
APDUllonger than 5 bytes, the use of extended L fields is indicated by the first byte after P2 equpl to '00'.

N, derjotes the number of bytes in the command data field. The L, field encodes N..

— Ifthe L, field is absent, then N, is zero.
— Alshort L. field consists of one byte not set to '00'. From '01' to 'FF', the byte encodes N, from one to 255.

— An extended L, field consists of three bytes: one byte set to '00' followed by two bytes nof set to '0000'".
Fqom '0001' to 'FFFF', the two bytes encode N, from one to 65 535.

Table 1 — Command-response‘pair (C-RP)

Field Description Number of bytes | Direction
Class byte denoted CLA 1
Command header Instruction byte denoted INS 1
Parameter bytes deneted P1-P2 2 To the
L. field Absent for encoding N; = 0,cpresent for encoding N; > 0 0,1or3 card
Command data field Absent if N; = 0, presentas ‘a string of N¢ bytes if Nc > 0 Nc
L, field Absent for encoding Ng= 0, present for encoding Ne > 0 0,1,20r3
Respponse data field Absent if N, = 0, present as a string of N, bytes if N, > 0 N (at most Ne) From the
Reésponse trailer Status bytes denoted SW1-SW2 2 card

N, denotes the maximum number of bytes expected in the response data field, regardless of any structure of
the data within this field. The\L. field encodes Ne.

— Ifthe L, field is absent, then N is zero.

— Alshort L, field-consists of one byte with any value.

—t Fromx01' to 'FF', the byte encodes N, from one to 255.

—t \lfthe byte is set to '00', then N, is 256.

— An extended L, field consists of either three bytes (one byte set to '00' followed by two bytes with any
value) if the L. field is absent, or two bytes (with any value) if an extended L. field is present.

— From '0001' to 'FFFF', the two bytes encode N, from one to 65 535.

— If the two bytes are set to '0000', then N is 65 536.
N, denotes the number of bytes in the response data field. N, shall be less than or equal to N.. Therefore in
any C-RP, the absence of L, field is the standard way for receiving no response data field. If the L. field

contains only bytes set to '00', then N, is maximum, i.e. within the limit of 256 for a short L, field, or 65 536 for
an extended L, field, all the available bytes should be returned.
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If the process is aborted, then the card may become unresponsive. However, if a response APDU occurs,

then the respo

nse data field shall be absent and SW1-SW2 shall indicate an error.

P1-P2 indicates controls and options for processing the command. A parameter byte P1 or P2 set to '00'
generally provides no further qualification. There is no other general convention for encoding the parameter

bytes.

General conventions are specified hereafter for encoding the class byte denoted CLA (see 5.4), the instruction
byte denoted INS (see 5.5) and the status bytes denoted SW1-SW2 (see 5.6). In those bytes, the RFU bits

shall be set to
5.3 Chainil

5.3.1 Gener]

Chaining prog
consecutive C

5.3.2 Payload fragmentation

A command ¢
response payl
its length is la

Chaining
payload is
Chaining
is fragme

The receiver s

NOTE AP[
('0000' or '000d
Fragmentation

response paylo@ad exceeds 256 bytes. Fragmentation should not occur with the extended format of length fields if p.

comply with sta

5.3.3 Comni

This clause specifies a mechanism whereby in the interindustry class (CLA < '80', see Table 2 and T

consecutive C

Table 119, thifd software function table) in the historical bytes (see 12.1.1) or in EF.ATR/INFO (see 12.2

hg procedures.

0 unless otherwise specified.

al

edures are used either to support payload fragmentation or for a process. involving 9
-RPs.

ayload is data of arbitrary length to be sent to the card in order\to be processed toge
pad is data of arbitrary length to be received from the card as reguested. A payload is ove
ger than available in a data field (see NOTE); chaining is néeded to transmit such a payl9

of commands supports the transmission to the card\of an oversize command payloa
fragmented; each fragment is a command data field which complies with size limitations.

Df responses supports the recovery from the card)of an oversize response payload. The p
hted; each fragment is a response data field which complies with size limitations.

hall concatenate the successively transmitted fragments to recover the payload.

DU syntax limits the size of data fields."More size limitations may be stated (see 12.7.1); if an
00" indicates Ne = '010000', then*all the required information should be returned, up to 65 534
Will occur with the short format-of-length fields if the command payload exceeds 255 bytes ang

ed size limitations (see 12.7%1).

and chaining

-RPs can_be-chained. If the card supports the mechanism, then it shall indicate it (see

NOTE The

when using protocol T=0.

everal

her. A
rsize if
ad:

d. The

ayload

| e field

bytes.
/or the
hyloads

bble 3)

2).

chaining

For chaining in the interindustry class, bit b5 of CLA shall be used while the other seven bits are constant.

If bit b5 is
If bit b5 is

The mechanis

set to 0, then the command is the only or last command of a chain.

set to 1, then the command is not the last command of a chain.

m may be used:

— to transmit an oversize command payload:

10

all CLA bytes of the commands shall be the same, except for bit b5 (see above).

f bit b5 is set to 1, then the L, field shall be absent.
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— If bit b5 is set to 0, then an L, field may be present.

— all INS P1 P2 bytes of the commands shall be the same.

As specified elsewhere in this document (see example in Annex C).

For any application-defined process involving several consecutive C-RPs

— Dbit b5 of CLA shall be used as defined above.

— the logical channel indicated by CLA shall be the same.

— there is no constraint on the values of INS P1 P2 bytes of the commands.

This document specifies the card behaviour only in the case where, once initiated, a chai
successfully processed before initiating a C-RP not part of the chain. If this condition is notrespected, the card
behavlour is out of scope of this document, but may be described in a specification.

In res
proces
error ¢

5.3.4

SW1 5

al
ch

w
A

ag
RH

cq
it
hq

re
bé

If defin
not nsg
respor

onse to a command that is not the last command of a chain, SW1-SW2 set-to '9000' n
s has been completed so far; the use of warning indications is defined in‘see 5.6; the fol
onditions may occur.

SW1-SW2 is set to '6883', then the last command of the chain is-expéected.
SW1-SW2 is set to '6884', then command chaining is not supported.

Response chaining

'61' and GET RESPONSE support the transmission-of‘an oversized response payload:

CLA bytes of the commands involved in response chaining shall be the same. By defin
aining starts with that C-RP where SW1 is.set'to '61'".

th the exception of the first command-APDU of the sequence, all INS P1-P2 bytes of
PDUs shall be 'C0O 00 00" (GET RESPONSE).

in command chaining, payload-transmission shall be interrupted by any C-RP diffe
SPONSE, or by any C-RP on_another logical channel.

ntrary to command chaining, this possible termination is normal when the outside world
has received enough data: the exchange should continue normally with an arbitrary C-RP

wever, this dogument does not define the behaviour of the card if the outside world t
sponse chaining. after e.g. the execution of a command on another logical channel. The
defined bythe application.

ed bysthe application, response chaining may be used for checking the availability of d
cessarily required. The card may indicate availability by SW1-SW2 = '61XY', withou

h of C-RPs is

heans that the
owing specific

ition response

the command

rent from GET

considers that

ies to resume
ehaviour may

ata, which are
sending any

se data; the outside world will or will not send (a) GET RESPONSE (S).

In Figure 1, c= 0 and c=1 indicates the value of bit b5 of CLA. Lcmax indicates the maximum value of short or
extended Lc field the ICC supports.

© ISO/IEC 2013 — All rights reserved
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Header | L¢ > Lemax Command payload (N bytes) Le = undefined

\
\
’
’

GET GET GET
Header| L. = | Data | [Header| L. = [ Data Header| L. < | Data | L=
c=1 | Lomax | Field | | c=1 | Lomax | Field [ =0 | Lomex | Field |'00"| | RESPONSE | | RESPONSE RESPONSE
cma cma; L. = 'PP' L. ='QQ’ Le="2Z'

Status Status [ Data Status Data | Status Data | Status Data | Status

'90 00' '90 00' Field '61 PP' Field ['61 QQ' Field |'61 RR' Field [ 'XYZT'
\\\ \\\ ,I ,I ’,,’ ’,f’ // // |
S S ’ ’ _-" T e e 1
Command APDU YRR . It Rt |
oo N e A -
Response APDU | Response payload Status 'XYZT' |

WARNING —| This is an example where the interface device chooses to send the longest conlmand
data fields the card supports, and to recover all data made available by the card. None of|those
choices is mandated.

Figure 1 < Transmission to the card of an oversize command payload using command chaining,
followed by|the transmission by the card of an oversize response payload using response chaihing.

5.4 Class byte

5.4.1 Coding

CLA indicates|the class of the command. Bit b8 of CLA distinguishes between the interindustry class gnd the
proprietary clgss.
— Bit b8 set|to 0 indicates the interindustry class.

— Bit b8 s¢t to 1 indicates the proprietary classy éxcept for the value 'FF' which is invalid due to
specificatlons in ISO/IEC 7816-3. The application-context defines the other bits of CLA in progrietary
class.

The values 000x xxxx and 01xx xxxx are specified hereafter. The values 001x xxxx are RFU.

Table 2 speciffes 000x xxxx as the first interindustry values.

— Bits b8, by and b6 are set t0.000:

— Bit b5 controls command chaining (see 5.3.3).

— Bits b4 and b3 indicate secure messaging (see clause 10).

— Bits b2 and b1 encede a logical channel number from zero to three (see 5.4.2).

Table 2 — First interindustry values of CLA

b8 | b7 | b6 ] b5 ] b4 | b3 | b2 | b1 Meaning
OjlolOo]x] - - - | - JCommand chaining control (see 5.3.3)
ojojlojo]-]- - | - 1— The command is the last or only command of a chain
0Oj|o0]lO]1 - - - - |— The command is not the last command of a chain
0]0]0]-]x|x] - |- |Secure messaging indication
ofofoO 0O(0] - - |— No SM or no indication
oOojojlo-1071]1 - - |— Proprietary SM format
0 0 0 ) 1 0 _ = SM according to clause 10, .

command header not processed according to 10.2.3.1
0 0 0 ) 1 1 ) N SM according to clause 1Q, .

command header authenticated according to 10.2.3.1

0] - - - I x| x Logical channel number from zero to three (see 5.4.2)

12 © ISO/IEC 2013 — All rights reserved
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Table 3 — Further interindustry values of CLA

b8 [ b7 ] b6 ] b5 ] b4 | b3 | b2 | b1 Meaning
Of(1§x)-1-1]-1]-1- ISecuremessaging indication
O|1Q10] - - - - - |— No SM or no indication
0 1 1 ) } ) ) N SM according to clause 10, .
command header not processed according to 10.2.3.1
0|1 -1 x] - - - - | Command chaining control (see 5.3.3)
0] 1 - 0 - - - - |— The command is the last or only command of a chain
0] 1 - 1 - - - - |— The command is not the last command of a chain
0|1 - - I x| x| x| x Log_]ical channel number from four to nineteen (see 5.4.2)

e B specifies 01xx xxxx as further interindustry values.

Bits b8 and b7 are set to 01.
Bit b6 indicates secure messaging (see clause 10).

Bit b5 controls command chaining (see 5.3.3).

b4 to b1 encode a number from zero to fifteen; this number plus fourds the logical channel number from
to[nineteen (see 5.4.2).

clause specifies a mechanism whereby in the interindustry class, C-RPs can refer to logical channels.

Each logical channel has its own security status (see.9:8) and validity area (see 7.2). The way to share a

securify status is out of scope of this document.

If the ¢ard supports the mechanism, then it shallindicate the maximum number of available lopical channels

(see

Tabl

For referring to logical channels in the interindustry class, the following rules apply.

e [119, third software function table) in.the historical bytes (see 12.1.1) or in EF.ATR/INFO (s¢e 12.2.2).
If the indicated number is four ar less, then only Table 2 applies.

If the indicated number is five or more, then Table 3 also applies.

CLA encodes the humber of the logical channel of the C-RP.

Epabling the-physical interface (see 5.1) opens the basic logical channel, which shall remain open until
disabling ofthe physical interface. It may be reset (see below). The number of the basic logical channel is
zgro.

Cards not supporting additional logical channel(s) (default value) shall use only the basic Iog};ical channel.

Any additional logical channel shall be opened by completion of either a SELECT or a SELECT DATA
command (see 11.1.1 and 11.4.2) where CLA encodes the number of a logical channel not yet in use, or
a MANAGE CHANNEL command with open function (see 11.1.2).

Any additional logical channel can be closed by the completion of a MANAGE CHANNEL command with
close function. (see 11.1.2). After closing, the logical channel shall be available for re-use.

Even if more than one logical channel is opened there shall be no interleaving of C-RPs (see 5.2).

If sharability is not explicitly excluded by the file descriptor byte (see bit b7 in Table 11), more than one
logical channel may be opened to the same structure (see clause 7), i.e. to a DF, possibly an application
DF, and also possibly to an EF.

If sharability is not explicitly excluded by the data descriptor byte (see bit b7 in Table 13) more than one
logical channel may be opened to the same DO.

© ISO/IEC 2013 — All rights reserved 13
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— Any logical channel can be reset by the completion of a MANAGE CHANNEL command with reset function
(see 11.1.2).

5.5 Instruction byte

INS indicates the command to process. Due to specifications in ISO/IEC 7816-3, the values '6X' and '9X' are
invalid.

Table 4 lists all the commands specified in ISO/IEC 7816 at the time of publication.

— Table 4.1, i.e. the left side, lists the command names in the alphabetic order.

— Table 4.2e—therightsidetiststhe-INS—eedes-irthe-numeric-order

ISO/IEC 7816 specifies the use of those commands in the interindustry class.

— This docyment specifies commands for interchange (see clause 11).

— ISO/IEC 1816-7 specifies commands for structured card query language (SCQL).
— ISO/IEC 1816-8 specifies commands for security operations.

— ISO/IEC 1816-9 specifies commands for card management.

— ISO/IEC 1816-13 specifies commands for application management in a multi-application environmgnt.

In the interindyistry class, bit b1 of INS indicates a data field format as/follows.
— Ifbit b1 igset to 0 (even INS code), then no indication is provided.

— Ifbitb1igsetto 1 (odd INS code), payloads (if any) shalkbe encoded in BER-TLV (see 8.1).

5.6 Status|bytes

SW1-SW?2 indicates the processing state. Due te\specifications in ISO/IEC 7816-3, any value different from
'6XXX" and '9XXX' is invalid; any value '60XX' is_also invalid.

The values '61XX', '62XX", '63XX'", '64XX\65XX", '66XX', '68XX', '69XX', '6AXX" and '6CXX'" are interindustry.
Due to specifications in ISO/IEC 7816-3/ the values '67XX', '6BXX', '6DXX', '6EXX'", '6FXX"' and '9XXX' are
proprietary, except the values '6700% '6701', '6702', '6B00', '6D00', '6E0Q', '6F00' and '9000' that are
interindustry.

Figure 2 shows the structurahscheme of the values '9000' and '61XX' to '6FXX' for SW1-SW2.

SW1-SW2
T T
ProcessI completed Process aborted
I I
Normal Lrocessing Warning proclssing '62XX Execution error Checking error
'9000' and '61XX' and '63XX' '64XX" to '66XX" '67XX" to '6FXX'

Figure 2 — Structural scheme of values of SW1-SW2

All interindustry values of SW1-SW2 are independent from any transmission protocol. Table 5 lists all the
interindustry values of SW1-SW2 and shows their general meaning. ISO/IEC JTC 1/SC 17 reserves for future
use any interindustry value of SW1-SW2 not defined in ISO/IEC 7816, Table 6 lists all the specific
interindustry warning and error conditions used in ISO/IEC 7816 ® at the time of publication.
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Table 4.1 — Commands in the alphabetic order  Table 4.2 — Commands in the numeric order

Command name INS See INS Command name See
ACTIVATE FILE '44' Part 9 '04' DEACTIVATE FILE Part 9
ACTIVATE RECORD '08' 11.3.9 '06' DEACTIVATE RECORD 11.3.10
APPEND RECORD 'E2' 11.3.6 '08' ACTIVATE RECORD 11.3.9
APPLICATION MANAGEMENT REQUEST| '40','41' | Part 13 '0C' ERASE RECORD (S) 11.3.8
CHANGE REFERENCE DATA| '24','25' 11.5.7 '0OE', 'OF' |ERASE BINARY 11.2.7
COMPARE '33' 11.6.1 '10' PERFORM SCQL OPERATION Part 7
CREATE FILE 'EQ’ Part 9 '12' PERFORM TRANSACTION OPERATION Part 7
DEACTIVATE FILE '04' Part 9 '14' PERFORM USER OPERATION Part 7
DEACTIVATE RECORD '06' 11.3.10 '20', '21" |VERIFY 11.5.6
DELETE DATA 'EE' Part 9 '22' MANAGE SECURITY ENVIRONMENT 11.5.11
DELETE FILE 'E4' Part 9 '24' '25' |CHANGE REFERENCE DATA 11.5.7
DISABJLE VERIFICATION REQUIREMENT '26' 11.5.9 '26' DISABLE VERIFICATION REQUIREMENT 11.5.9
ENABLE VERIFICATION REQUIREMENT '28' 0 '28' ENABLE VERIFICATION'REQUIREMENT 0
ENVELOPE| 'C2','C3' | 11.7.2 '2A", '2B' |PERFORM SECURITY4OPERATION Part 8
ERASE BINARY| 'OE', 'OF' 11.2.7 '2C', '2D" |RESET RETRY(@OUNTER 11.5.10
ERASE RECORD (S) '0C' 11.3.8 '2E', '2F' |PERFORM BIOMETRIC OPERATION Part 8
EXTERNAL (/MUTUAL) AUTHENTICATE '82' 11.54 '33' COMPARE 11.6.1
GENERAL AUTHENTICATE| '86', '87' 11.5.5 '34''35' |GETATTRIBUTE 11.6.2
GHENERATE ASYMMETRIC KEY PAIR| '46', '47' Part 8 '40', '41"' |APPLICATION MANAGEMENT REQUEST Part 13
GET ATTRIBUTE| '34','35' 11.6.2 '44' ACTIVATE FILE Part 9
GET CHALLENGE '84' 11.5.3 '46', '4T". | GENERATE ASYMMETRIC KEY PAIR Part 8
GET DATA/GET NEXT DATA| 'CA'/'CC' | 11.4.3 "70' MANAGE CHANNEL 11.1.2
GET DATA/GET NEXT DATA| 'CB'/'CD' | 11.4.4 182’ EXTERNAL (/MUTUAL) AUTHENTICATE 11.54
GET RESPONSE 'CO’ 11.7.1 '84' GET CHALLENGE 11.5.3
INTERNAL AUTHENTICATE '88' 11.5.2 '86', '87' |GENERAL AUTHENTICATE 11.5.5
LOAD APPLICATION| 'EA', 'EB' | Part 13 '88' INTERNAL AUTHENTICATE 11.5.2
MANAGE CHANNEL '70' 11.1:2 'A0', 'A1" |SEARCH BINARY 11.2.6
MANAGE DATA 'CF' Part 9 '‘A2' SEARCH RECORD 11.3.7
MANAGE SECURITY ENVIRONMENT '22' 11.5.11 ‘A4’ SELECT 11.1.1
PERFORM BIOMETRIC OPERATION| '2E', '2F' Part 8 'A5' SELECT DATA 11.4.2
PERFORM SCQL OPERATION 10! Part 7 'BO', 'B1' |READ BINARY 11.2.3
PERFORM SECURITY OPERATION| '2A%"2B' Part 8 'B2', 'B3' |READ RECORD (S) 11.3.3
PERFORM TRANSACTION OPERATION 12' Part 7 'CO’ GET RESPONSE 11.7.1
PERFORM USER OPERATION '14' Part 7 'C2','C3' |ENVELOPE 11.7.2
PUL.DATA| 'DA'",'DB' | 11.4.6 'CA'/'CC' |GET DATA/GET NEXT DATA 11.4.3
PUT NEXT DATA| 'D8','D9' | 11.4.7 'CB'/'CD' |GET DATA/GET NEXT DATA 11.4.4
READ BINARY| 'BO','B1' | 11.2.3 'CF' MANAGE DATA Part 9
READ'RECORD (S)| 'B2', 'B3' 11.3.3 'DO', 'D1" |WRITE BINARY 0
REMOVE APPLICATION| 'EC', 'ED' | Part 13 'D2' WRITE RECORD 11.34
RESET RETRY COUNTER| '2C', '2D' | 11.5.10 'D6', 'D7' |UPDATE BINARY 11.2.5
SEARCH BINARY| 'AQ', 'A1' 11.2.6 'D8', 'D9" |PUT NEXT DATA 11.4.7
SEARCH RECORD '‘A2' 11.3.7 'DA', 'DB' |PUT DATA 11.4.6
SCLCUT |A4l 1111 'DC', lDD' UFUATE RECURU 1135
SELECT DATA 'A5' 11.4.2 'DE', 'DF' |UPDATE DATA 11.4.8
TERMINATE CARD USAGE 'FE' Part 9 'EQ’ CREATE FILE Part 9
TERMINATE DF 'E6' Part 9 'E2' APPEND RECORD 11.3.6
TERMINATE EF 'E8' Part 9 'E4' DELETE FILE Part 9
UPDATE BINARY| 'D6', 'D7' | 11.2.5 'E6' TERMINATE DF Part 9
UPDATE DATA| 'DE', 'DF' | 11.4.8 'E8' TERMINATE EF Part 9
UPDATE RECORD| 'DC', 'DD' | 11.3.5 'EA', 'EB' [LOAD APPLICATION Part 13
VERIFY| '20','21' 11.5.6 'EE' DELETE DATA Part 9
WRITE BINARY| 'DO', 'D1' 0 'EC', 'ED' |REMOVE APPLICATION Part 13
WRITE RECORD 'D2' 11.34 'FE' TERMINATE CARD USAGE Part 9
— In the interindustry class, any valid INS code not defined in ISO/IEC 7816 ® is RFU.
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Table 5 — General meaning of the interindustry values of SW1-SW2

SW1-sw2 Meaning
Normal '9000' No further qualification
processing '61XX' SW2 encodes the number of data bytes still available (see text below)

Warning '62XX State of non-volatile memory is unchanged (further qualification in SW2, see Table 6)
processing '63XX' State of non-volatile memory may have changed (further qualification in SW2, see Table 6)
Execution '64XX"' [ State of non-volatile memory is unchanged (further qualification in SW2, see Table 6)

error '65XX' State of non-volatile memory may have changed (further qualification in SW2, see Table 6)
'66XX' Security-related issues (further qualification in SW2 is RFU)
'67XX"' | Wrong length (further qualification in SW2, see Table 6)
'68XX' Functions in CLA not supported (further qualification in SW2, see Table 6)
B9XX Commmand ot attowed ({fortherquatificatiom imSW2see Tabie q)

Checking '6AXX' | Wrong parameters P1-P2 (further qualification in SW2, see Table §)

error '6B00’ Wrong parameters P1-P2
'6CXX"  [Wrong L. field; SW2 encodes the exact number of available data bytes (see text below)
'6D00’ Instruction code not supported or invalid
'6E0Q Class not supported
'6F00' No precise diagnosis
If SW1 is set fo '61', then the process is completed and before issuing any other~command, a GET REJPONSE
command may be issued with the same CLA and using SW2 (number of data-bytes still available) as short L,
field. If the C-RP which returned '61XY' used the extended length fields, the’GET RESPONSE may also yise an

extended L. field according to the buffer sizes stated in DO'7F66' (see 12.7.1). This feature is uged for

response chaiping (see 5.3.4).

If SW1 is set
may be re-iss

If the process

'6C', then the process is aborted and before issuing any other command, the same commmand

ed using SW2 (exact number of available data.bytes) as short L, field.

s aborted with a value of SW1 from '64' to'6F', then the response data field shall be absent.

If SW1 is set fo '63' or '65', then the state of the non<volatilie memory may have changed. If SW1 is set|to '6X'

except for '63'

and '65', then the state of the non-volatile memory is unchanged.

When commapd chaining is used for payload fragmentation (see 5.3.3), in response to a command that is not
the last command of a chain (see(5:3.3), interindustry warning indications are prohibited (seg¢ also

ISO/IEC 7816}3), i.e. SW1 shall be set t6 neither '62' nor '63'.

16
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Table 6 — Specific interindustry warning and error conditions

SW1 SW2 Meaning
'00' No information given
'02'to '80"' | Triggering by the card (see 12.5.1)
'81' Part of returned data may be corrupted
. '82' End of file or record reached before reading Ne bytes, or unsuccessful search.
(wa?rﬁng) '83' Selected file deactivated
'84' File or data control information not formatted according to 7.4
'85' Selected file in termination state
'86' No input data available from a sensor on the card
'87' At least one of the referenced records is deactivated
'00' No information given
'63 '40' Unsuccessful comparison (exact meaning depends on the command)
(warnipg) '81' File filled up by the last write
'CX' Counter from 0 to 15 encoded by 'X' (exact meaning depends on the ggmmangl)
'00' No information given
, '01' Immediate response required by the card
(e?:nr) '02' to '80' | Triggering by the card (see 12.5.1)
'81' Logical channel shared access denied
'82' Logical channel opening denied
'65 '00' No information given
(errdr) '81' Memory failure
66 '00' No information given, other values are RFU
(errdr)
67 '00' No information given
(errdr) '01' Command APDU format not compliant with this standard (see 5.1)
'02' The value of L; is not the one expected.
'00' No information given
. '81' Logical channel not supported
68 ey ;
(errdr) '82' Secure messaging not supported
83 Last command of the chain-expected
'84' Command chaining not supported
'00' No information given
‘81" Command incompatible with file structure
'82' Security status pot satisfied
, '83' Authentication method blocked
(e?r%r) '84' Reference(data not usable
'85' Conditions of use not satisfied
'86' Command not allowed (no current EF)
‘87" Expected secure messaging DOs missing
'88' Incorrect secure messaging DOs
'00' No information given
'80: Incorrect parameters in the command data field
'‘81° Function not supported
'82' File or application not found
'83' Record not found
'6A '84' Not enough memory space in the file
(errofr) '85' N. inconsistent with TLV structure
'86' Incorrect parameters P1-P2
'87' N. inconsistent with parameters P1-P2
'88' Referenced data or reference data not found (exact meaning depending on the command)
'89' File already exists
'‘8A' DF name already exists

— Any other value of SW2 is RFU.

6 Data objects

This clause specifies two categories of data objects: SIMPLE-TLV data objects and BER-TLV data objects, the

latter abbreviated by DOs in this document.

© ISO/IEC 2013 — All rights reserved
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6.1

SIMPLE-TLV data objects

Each sIMPLE-TLV data object shall consist of two or three consecutive fields: a mandatory tag field, a
mandatory length field and a conditional value field. A record (see 11.3.1) may be a SIMPLE-TLV data object.

The tag field consists of a single byte encoding a tag number from 1 to 254. The values '00' and 'FF' are

invalid for tag fields. If a record is a SIMPLE-TLV data object, then the tag may be used as record identifier.

from

The length field consists of one or three consecutive bytes.

zero to 254 and denoted N.

If the first byte is not set to 'FF', then the length field consists of a single byte encoding a number

If the
valusg

If N is zer
of N cons

NOTE Thi
objects address

6.2 BER-T

Each BER-TLV
ASN.1 in ISO
non empty DQ

The tag field g
tag number. T
two and three

The length fie
no value field
consecutive b

first byte is set to 'FF', then the length field continues on the subsequent two bytes’w
encoding a number from zero to 65 535 and denoted N.

p, there is no value field, i.e. the data object is empty. Otherwise (N > 0), the value field ¢
pcutive bytes.

standard defines neither tag values nor value fields of simple-tlv data objects. Hence, simple-
ng cannot be used for interchange.

|V data objects

data object (DO) consists of two or three consecutive, fields (see the basic encoding r
IEC 8825-1): a mandatory tag field a mandatory length!field and a conditional value fiel
is denoted {T-L-V}.

onsists of one or more consecutive bytes. It indicates a class and an encoding and it enc
he value '00' is invalid for the first byte of tagfields. ISO/IEC 7816 supports tag fields
bytes; longer tag fields are RFU.

d encodes a length, i.e. a number denoted N, according to ISO/IEC 8825-1. If N is zero, t
, i.e. the DO is empty, and noted {T-'00"}. Otherwise (N > 0Q), the value field consist
tes, and the DO is noted {T-L-V}*1SO/IEC 7816

a) precludes|the use of the “indefinite [ength” (coded '80'), according to the DER encoding rules;
b) recommends to use the shortest.possible coding of the length field, according to DER encoding rule
(see ISO/NEC 8825-1);

c) uses length fields consisting’of one to five bytes, longer length fields are RFU.

NOTE 1 In g
use of shortest

NOTE2 ISO

rder to aseetfain the length of the length field, a specification may mandate recommendation b),
ength field-for the coding of a given length.

IEC(7816-4 uses '80' with a specific meaning in the value field of an extended header DO (see 8.4.

NOTE3  Ann

th any

bnsists

v data

les of
d. Any

bdes a
bf one,

here is
of N

D

o

i.e. the

5).

ex.E provides the detailed coding of tag and length fields.

6.3 Constr

ucted DOs versus primitive DOs

A constructed, non empty DO is denoted {T-L-{T1-L1-V1} ... - {Tn-Ln-Vn}}. Its tag T indicates the structure of
its value field (see Annex E). This value field is called a template, which may:

8.1.1).

either consist of one DO, called "nested" in the constructed DO.

or consist of a concatenation of several nested DOs, (n DOs in the example above), without padding (see

Unless otherwise specified (e.g. wrapper (see 8.4.8) or tagged wrapper (see 8.4.9), ISO/IEC 7816-15,
ISO/IEC 24727 ?¥)), the order of DOs within a template is not defined in this document.

18
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See Annex E for the identification of a primitive or constructed data object by the first byte of its tag. A

possible structure of the value field of a primitive data object is to be defined elsewhere.

7 Structures for applications and data

7.1 Available structures

This clause specifies structures for applications and data, as seen at the interface when processing
commands in the interindustry class. The actual storage location of data and structural information beyond
what is described in this clause is out of scope of ISO/IEC 7816 © The following structures are supported:

— D’Edicated file (DF):

The DFs host applications and/or group files and/or store DOs. An application DFis ‘a
application. A DF may be the parent of other structures, whose types shall belong t6 the fol
EF, DO}. These other structures are said to be immediately under the DF.

— Elementary file (EF):
The EFs store data. An EF may be the parent of other structures, whose types shall
following set {DO, Record, DataString}. These other structures are said to be immediately
Two categories of EFs are specified.

—t An internal EF stores data interpreted by the card, i.e. data‘\used by the card for ma
control purposes.

—t A working EF stores data not interpreted by the card,i.e-data used by the outside worl

— Record:
The records store data. A record may be the parent of other structures, whose types shal
following set {DO}. These other structures are said 1o be immediately under the record.

DataString:

DataStrings store data. A DataString is a sequence of bytes in a transparent EF. A DataStri
parent of other structures, whose types shall belong to the following set {DO}. These other
sgid to be immediately under the DataString.

— Data object (DO):
The DOs store data. A DO.may be the parent of other structures, whose types shall
following set {DO}. These other structures are said to be immediately under the DO.

Two types of logical organization are provided.

— Figure 3 illustrates™ahierarchy of DFs with its corresponding security architecture (see clay
a |card organization, the DF at the root is called the master file (MF); any DF may be an &
with or withodt.its own hierarchy of DFs.

CPy T D

DF hosting an
owing set {DF,

belong to the
under the EF.

hagement and

1 exclusively.

belong to the

ng may be the
structures are

belong to the

se 9). In such
pplication DF,

/ EF ——
DF DF Application DF

V

Files of an application

DF / DF /\
Files of an application C@/\/ @

Figure 3 — Example of hierarchy of DFs

— Figure 4 illustrates application DFs in parallel, with no MF seen at the interface, i.e. without any apparent
hierarchy of DFs. Such an organization supports independent applications in the card where any
application DF may have its own hierarchy of DFs with its corresponding security architecture.
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DF

Application

Files of an
application

Application
DF

Applicat
DF

ion

Figure 4 — Example of independent application DFs

7.2 Validity area

7.21

The validity a

Definitions and attributes

ea (\/A) an-a Ingir*gl channel is the result of all successful selections Im:ur'l’nrmnd on-that

logical

channel. It ge
determines thg

curAppD-H

curDF: a

curFile: a
identical {

curRecor

curDataS
set.

not alway

curPrimiti
always se

curDO: It

neralizes the concept of current file defined in the previous version of ISO/IEC 7816-4]
e resolution of DO tags and file identifiers. The VA consists of:

: a reference either to a DF or an application DF. It is always set.

eference to a DF, which may be an application DF. It is always set.

curEF: a feference to an EF belonging to the current DF. It is not always set.

reference to a file, it is always set. Its value shall be identical to.curDF if curEF is not s¢
b curEF if curEF is set.

I: a reference to a record, belonging to a current EF structured in records. It is not always

ring: a reference to a sequence of bytes being part af ‘a‘transparent current EF. It is not

curConstrjuctedDO: it shall be set for DO handling. Whén-$et, it is a reference to a constructed D

5 set.

veDO: a reference to a primitive DO whese parent is referenced by curConstructedDO. |
t.

shall be set for DO handling. Wheh set, it is a reference to a DO, its value shall be iden

curConstjuctedDO if curPrimitiveDO is net set, and identical to curPrimitiveDO if curPrimitiveDO is

NOTE 1 curl
and curEF are
ACTIVATE, DE

NOTE 2 curl
dispensable or
are easier to de

NOTE3  The

7.2.2 Basic

File can be calculated from curDF and curEF and vice versa. Thus either curFile is dispensable o
dispensable. The reasaon for redundancy is that some functions are easier to describe with curF
ACTIVATE) and otherfunctions are easier to describe with curDF and curEF.

curConstructedBO.and curPrimitiveDO are dispensable. The reason for redundancy is that some fu
scribe with curRO and other functions are easier to describe with curConstructedDO and curPrimitiv

current.SE does not belong to the current VA.

rules for VA handling and use

he VA

bt, and

set.

blways
D. It is

is not
tical to

set.

curDF
le (e.q.

DO can be calculated”from curConstructedDO and curPrimitiveDO and vice versa. Thus either cyirDO is

nctions
eDO.

The following list contains a non exhaustive list of rules describing the use of the VA. More rules are given in
clauses containing command descriptions:

Enabling a physical interface (see 5.1), which opens the basic logical channel, sets the values of

curAppDF and curDF to identical values, i.e. they reference either the MF or the implicitly selected

a)

applicatio
b)

11.1.2 for
c)

11.1.2).
d)
20

n.

other consequences of resetting.

Resetting a logical channel resets the VA to the same value set when opening that logical channel. See

Opening a logical channel sets the values of curAppDF and curDF to identical values (see 11.1.1 and

Selecting an application DF sets curDF and curAppDF so that they reference the selected application DF.
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Selecting a DF which is not an application DF sets curDF so that it references the selected DF. It sets or
confirms curAppDF so that curAppDF references either the nearest application DF (if any) in the
ancestors (parent, grandparent...) of the selected DF, or the MF if no application DF exists in the
ancestors.

e)

Selecting an EF sets curEF so that it references the selected EF, and curDF so that it references the
parent of the selected EF (see rule e)). When EF selection occurs as a side-effect of a C-RP using
referencing by short EF identifier, curEF may change, while curDF does not change.

Selecting a record sets curRecord so that it references the selected record as current record, and curEF
so that it references the parent of the selected record (see rule f)).

¢)]

h) Selecting a DataString within a transparent EF sets curDataString so that it references the selected

DataString and curEF so that it references the parent of the selected DataString (see rule+)).

S
ad

lecting a structure containing DOs sets the curConstructedDO so that it references th¢ selected DO
cording to the specified structure. If the selected structure is a constructed DQ, it sets the

CU

DF,

Vi
st|

S
ar

)
k) Fdg

An ex
implici

EXAMH
set or g

7.3

7.31

Select
implici
structu

rConstructedDO so that it references the selected DO. If the specified structure is a {A
EF, record or DataString}, structure selection sets the curConstructedDO so that i
tual root DO'7F70' as current Constructed DO. This DO shall be associated with the las
ructure supporting DOs in the list above.

lecting a primitive DO sets curPrimitiveDO so that it references the specified DO as curre
d curConstructedDO so that it references the parent of the selected primitive DO.

r DO handling, the current template is the value of the DO referenced by curConstructedD

blicit selection may modify elements of the VA beyond the explicit selection due to rg
selections shall have the same outcome as an explicit selection.

PLE
onfirm curRecord (rule g)), curEF (rule f)), curDE. (rule e)) and curAppDF (rule d)).

Structure selection

Structure selection methods

ng a structure allows access to its data and to structures below, if any. Structures mg
ly, i.e. automatically (see”7.2.2, rules a), g)) after enabling a physical interface (see
re cannot be implicitlysselected, it shall be selected explicitly, i.e. by at least one of the

The selection of a constructed DO in a record will set curConstructedDO (rule i) explicitly.

pplication DF,
references a
t encountered

ht PrimitiveDO,

O (seerulei).

cursion. Such

It will implicitly

y be selected
5.1). When a
following four

methofs.
Selecfion by DF name — A DF name may reference any DF. It is a string of up to sixteen byfes. Any appli-
cation|identifier (AID, see 12.2.3) may be used as DF name. In order to select unambiguously| by DF name,
e.g. when selecting by means of application identifiers, each DF name shall be unique within a diven card.

e value '3F00'
! FF' is reserved
(see beIow and 11 4 1) The value '0000' is reserved (see 11 2.2 and 11 4 1) In order to unambiguously
select any file by its identifier, all EFs and DFs immediately under a given DF shall have different file identifiers.

Selecfiotrby file |dent|f|er — A file identifier may reference any file. It consrsts of two bytes TH

Selection by path — A path may reference any file. It is a concatenation of file identifiers. The path begins
with the identifier of a DF (the MF for an absolute path or the current DF for a relative path) and ends with the
identifier of the file itself. Between those two identifiers, the path consists of the identifiers of the successive
parent DFs, if any. The order of the file identifiers is always in the direction parent to child. If the identifier of
the current DF is not known, then the value '3FFF' (reserved value) can be used at the beginning of the path.
The values '3F002F00' and '3F002F01' are reserved (see 12.2.1 and 12.2.2). The path allows an
unambiguous selection of any file from the MF or from the current DF (see 12.3).

Selection by short EF identifier — A short EF identifier may reference any EF. It consists of five bits not all
equal, i.e. any number from one to thirty. When used as short EF identifier, the number zero, i.e. 00000 in
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binary, references the current EF. At MF level, the number thirty, i.e. 11110 in binary, is reserved (see 12.2.1).
Short EF identifiers cannot be used in a path or as an EF identifier (e.g. in a SELECT command). All short EF
identifiers of EF immediately under a given DF plus all short EF identifiers indicated in FCP DO'A2' associated
with this DF shall be unique.

If supported, selection by short EF identifier shall be indicated.

— If the first software function table (see Table 117) is present in the historical bytes (see 12.1.1) or in
EF.ATR/INFO (see 12.2.2), then the indication is valid at card level.

— If a short EF identifier DO'88' (see 10.2.3.1 and Table 10) is present in the CPs of an EF, then the
indication is valid at EF level.

Selection by tag — A DO may be selected by its sole tag, without further information on the VA, if and|only if
it belongs to the base template of the current template i.e. the value of the current constructed DO.
Selection by fecord number — If the EF pointed to by curEF supports records then alrecord rjumber
references a gpecific record in that EF. A record number is a positive integer.
Selection by pffset — If the EF pointed to by curEF is transparent, then an offset references the beginping of
a sequence ofl bytes in that EF. An offset is an integer = 0.
7.3.2 File reference data element and DO
This interindugtry DO'51'(see Table 7) references a file. It may have any tength.
— An empty|DO references the MF.
— If the length is one and if bits b8 to b4 of the data elementiare not all equal and if bits b3 to b1 arg set to
000, then|bits b8 to b4 encode a number from one to thirty that is a short EF identifier.
— If the lendth is two, then the data element is a file identifier.
— Ifthe length is more than two, then the data element is a path.
— If the length is even and if the first two, bytes are set to '3F00', then the path is absolute. The data
element is a concatenation of at least two file identifiers starting with the MF identifier.
— If theflength is even and if the(first two bytes are not set to '3F00', then the path is relative. THe data
elemgnt is a concatenation, of at least two file identifiers starting with the identifier of the current{ DF.
— If th length is odd, ther’'the path is qualified. The data element is either an absolute path yithout
'3F0Q', or a relative.path without the identifier of the current DF, followed by a byte to use ag P1 in

one (

r more SELECT*commands (see 11.1.1 and 12.3).

Table 7 — Coding of the file reference DO'51'

Tag Length Value
0 The empty data object references the MF
1 Short EF identifier (bits b8 to b4 encode a number from one to thirty; bits b3 to b1 are set to 000)
51" 2 File identifier
Even, > 2 Absolute path (the first two bytes are set to '3F00")
Relative path (the first two bytes are not set to '3F00')
Odd, > 2 | Qualified path (the last byte shall be used as P1 in one or more SELECT commands)

22
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7.3.3 General reference data element and DO

This interindustry DO'60' (see Table 86) and DO'7F72' (see Table 37) can reference any structure in a card.
The value of DO'60' is used in the command data field of many CR-Ps handling DOs (see 11.4.2). In some
cases, those commands temporarily transiently impact the VA, in other cases, they modify the VA.

7.3.4 Data referencing methods in elementary files

1)

structd

Data feferencing method is an EF-dependent feature. An EF-shall support at least one of
res:
ansparent structure — The EF is seen at the interface as a single continuous, numbere]

2) 3) 4) ) [ ]
— —

T
d4
fe|

R
id
sl
re

SIMPLE-TLV structure — The EF is seen at the interface as a set of SIMPLE-TLV data objects

Cdq

ature.

bcord structure — The EF is seen at.the interface as a single continuous sequence
bntifiable records accessible by commands for handling records (see 11.3). Record numk
MPLE-TLV or BER-TLV structure of the“records are EF-dependent features. Three attribute
cord size, record organization and-record LCS.

Transparent structure

Linear structure with records of fixed size

Linear structure with records of variable size

Cyclic structure with records of fixed size (the arrow references the most recently written record)
SIMPLE-TLV Or BER-TLV structure

Figure 5 — EF structures

ta units accessible by commands for handling data units (see 11.2). Data unit size is an

The size of the records is-gither fixed, or variable.
The organization of therecords is either a sequence (linear structure), or a ring (cyclic s

A record may have a record life cycle. When it does, the record LCS distinguishe
following states:“ACTIVATED and DEACTIVATED. The coding of a record LCS is oy
this part of 1ISO/IEC 7816 ®.. Within a given EF, either all records have a record life cyc
has a record life cycle. The presence of record life cycle is indicated by the CP (see Ta

mmands for handling data objects (see 11.4). This structure precludes BER-TLV structure

= === <=  Jd____1

the following

d sequence of
EF-dependent

of individually
ering method,
s are defined:

tructure).

s at least the
t of scope for
e or no record
ble 10).

accessible by

BER-TLV structure — The EF is seen at the interface as a set of DOs accessible by commands for
handling DOs (see 11.4). This structure precludes SIMPLE-TLV structure.

In DFs or applications, data may be referenced as DOs (see 6.2), the same way as in EFs. If the EF, DF or
application supports this referencing, its selection sets the curConstructedDO (see 7.2.2 and 8.2.1).

7.4 File and data control information

7.41

File control information retrieval

By definition, the file control information is the byte string available in response to the SELECT command (see
11.1.1); it may be present for any file, i.e. any DF and any EF.
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If the first byte is valued from '00' to 'BF', then the byte string shall be BER-TLV encoded.
ISO/IEC JTC 1/SC 17 reserves for future use all the values in the range '00' to 'BF' that are not defined in
this document.

Table 8 shows three interindustry templates:

If the first byte is valued from 'C0' to 'FF', then the byte string is not encoded according to this document.

The FCP template is a set of CP DOs eligible for files, i.e. logical, structural and security attributes as

listed in Table 10 and defined hereafter. Within the FCP template, the context-specific class is reserved

for FCPs;

tags '85' and 'A5' reference proprietary information.

The FMD template is a set of f|Ie management data i.e. mtenndustry DOs such as an appllcatlon

identifier & n date
as definegl in ISO/IEC 7816 6 p033|bly nested W|th|n an appllcatlon template as deflned in 12 2 4){Within
the FMD femplate, tags '53' and '73' reference discretionary data.

— The FCI template is a set of file CPs and file management data.

The three tem

If the FCI
If the CP

Table 8 — Interindustry templates for file control information

Value
Set of file control parameters (FCP template)
Set of file management data (FMD template)
Set of file control parameters and file management data/(E€l template)

Tag
62"
I64I
I6FI

plates may be retrieved according to selection options of the SELECT command (see Table

option is set, then the FCI tag is optional for introduCing the template in the response datg

Part of the control information of a DF may additionally bé present in an EF under the control of an app

and referencd
introduced by

the appropriate tag, either a CP tag,-ora FCI tag.

br FMD option is set, then the corresponding tagis' mandatory for introducing the templatg.

62).

field.

ication

d by tag '87' in the file CPs. If present within such an EF, file control information shall be

7.4.2 Data gontrol information retrieval
By definition, the data control informationis the byte string available in response to a SELECT command with
P1="10" or P1£'13' (see 11.1.1) or a SELECT DATA command if bit b3 of P2 is set to 1 (see 11.4.2); it may be

present for an

y DO.

Table 9 — Interindustry templates for data control information

Value
Set of data control parameters (CP DOs, possibly including a DO'62")

Tag
I62l

DO'62' nests (

LR.DOs.

It may be present in the data control information of any structure (files or applications supporting a BER-

TLV structure, constructed DO). It belongs and applies to the current template after structure selection.

GET NEXT DATA.

7.4.3 Control parameters

When present within the current base template (see 8.2.2) it applies to, it may be retrieved by GET DATA or

When it is present in another template, it may be indirectly referenced by a tagged wrapper (see 8.4.8).

Table 10 lists CP DOs for files and data objects, all in the context-specific class. When a CP is present, the
table states whether it occurs at most once (explicit indication), or may be repeated (no indication).

24
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Table 10 — Control parameter data objects

Tag | Length Value Applies to
'80' [ Var. [Number of data bytes in the file, excluding structural information Any EF*
'81' | Var. |Number of data bytes in the file or DO, including structural information if any File* or DO*
1 File descriptor byte (see 7.4.5 and Table 11)
9 File descriptor byte and data coding byte (see File*
Table 118)
82 3ord File descriptor byte, data coding byte and maximum record size on one or two
bytes EF* supporting
5 or 6 || 6 JeSCTIptor byte, data coding byte, maximum Tecord siZe on two bytes and records
number of records on one or two bytes (see NOTE)
'83' 2 File identifier File*
'84' | bp to 16 | DF name DF
'85' || Var. [Proprietary information not encoded in BER-TLV File
'86' | | Var. |Security attribute in proprietary format File
‘87" 2 Identifier of an EF containing an extension of the file control information DF*
'88' | |0 or 1 | Short EF identifier (see 7.4.4) EF*
'8A 1 Life cycle status (LCS, see 7.4.10 and Table 14) Filg* or DO*
'8B' | | Var. |Security attribute referencing the expanded format (see 9:3.3 and Table 38) File*
'‘8C' | | Var. |Security attribute in compact format, SE oriented (se€ Table 30) File*
‘8D’ 2 Identifier of an EF containing security environmenttemplates (see 0) DF
'8E' Logical channel security attribute (see 9.3.7 and Table 47) Filg* or DO*
'8F' 1 Profile indicator (see Table 12) EF supp¢rting records*
'92' 1 Data descriptor byte (see 7.4.7) DO;ECF){[TE _S*S?r":ﬁfg ng
'96' | | Var. |as defined in ISO/IEC 7816-11 see ISQYIEC 7816-11
'97' || Var. |DF list (see 7.4.8) DF*
'98' || Var. |Instance number (binary.coding) DO*
99' || var. ls\léjem?gzoiul?g;in the eurrent template after file or DO selection (binary coding, Fild* or DO*
'9A' || Var. |Number of EEs'Wwithin a DF (binary coding) DF*
'9B' | | Var. |EF list (see\7.4.8) DF*
90" || Var. | \OTEc s mainly inended for DO handiing. Filg" or DO"
'9D' | | Var. [Tag of the DO(s) to which DO'62" applies. DO
'AQ" | | Var~ \Security attribute template for DOs (see 9.3.5) Filg* or DO
'A1' || Vs | Security attribute template in proprietary format File
A2 | Var. Template.cons.igting of one or more pairs of DOs: DE
Short EF identifier (DO'88') - File reference (DO'51', L > 2, see 7.3.2)
'A3' | Var. |[Interface and LCS dependent security attribute template (see 7.4.12) File or DO
'A5' | Var. |Proprietary information encoded in BER-TLV File
'A6' | Var. |as definedin ISO/IEC 7816-11 see ISO/IEC 7816-11
'AB' | Var. |Security attribute template in expanded format (see 9.3.3) File*
'AC'| Var. |Cryptographic mechanism identifier template (see 9.2) DF
'AD'| Var. |Security parameters template (see 9.3.6.1) DO
'AF' | Var. |Template encapsulating one or more DO'06' (OID) relevant to the application. DF*

*

indicates that the DO shall appear at most once under DO'62'.

In the response to a SELECT and under tags '62' and '6F', ISO/IEC JTC 1/SC 17 reserves any other DO of the context-specific class.
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7.4.4 Short EF identifier

The following rules apply for the use of DO'88' in the CPs of any EF.

— If the card supports selection by short EF identifiers (see 7.3.1) and if DO'88' is absent, then in the
second byte of the file identifier (tag '83"), bits b5 to b1 encode the short EF identifier.

— If DO'88' is present with a length set to zero, then the EF supports no short identifier.
— If DO'88' is present with a length set to one and if bits b8 to b4 of the data element are not all equal and if
bits b3 to b1 are set to 000, then bits b8 to b4 encode the short EF identifier (a number from one to thirty).

7.4.5 File descriptor byte

DO'82' may bl present in the CPs of any file (see Table 10).
— The first hyte of the value is the file descriptor byte (see Table 11).
— If the valye consists of two or more bytes, then the second byte is the data coding byte(see

— Table 118). If the card provides data coding bytes in several places, then the indication valid for g given
file is in the closest position to that file within the path to that file from:
1) The MF, if present.
2) The DF referred to by curAppDF, if the MF is absent.

3) Inthe absence of indication in the path, the data unit size is-Set to the default value (see

4) Tablg 118).

Table 11 — Coding of the'file descriptor byte

b8 | b7 § b6 | b5 | b4 | b3 | b2 | b1 Meaning
0] x - - - - - - | File accessibility
0]JO0 - - - - - - | — Not shareable file
0 1 - - - - - - |— Shareable file
0 - 1 1 1 0| 0| O ]|DF
0 - | Not @ll setto 1 - - - | EEcategory
0 - 0jJ0] O - - -] — EF for storing data not interpreted by the card (Working EF)
0 - 010 1 - - < | — EF for storing data interpreted by the card (Internal EF)
0 - | Any ¢ther value | - £ - | — Proprietary categories of EFs
0 - EF structure
0 - | Notglisetto1 | ON"0 | 0 J— No information given
O § - | Notplisetto1(|N\0 | 0 | 1 |— Transparent structure
0 - || Not gll settedn]" 0 1 0 |— Linear structure, fixed size, no further information
0 - | Notgllsetto)t | 0O 1 1 | — Linear structure, fixed size, TLV structure
0 - | Not glksetto 1 1 0 0 |— Linear structure, variable size, no further information
0 - | Notarsetwo 1T 1 0 T~ [— LCinear structure, variable size, TLV structure
O J - | Notallsetto1 | 1 1 | 0 ]— Cyclic structure, fixed size, no further information
O J - | Notallsetto1 | 1 1 1 | — Cyclic structure, fixed size, TLV structure
0 - 1 1 1 0 0 1 | — BER-TLV structure
0 - 1 1 1 0 1 0 J|— SIMPLE-TLV structure
— Any other value is RFU.
— “Shareable” means that the file supports at least concurrent access on different logical channels.
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7.4.6 Profile indicator
The following rules apply for the use of DO'8F' in the file CPs of any EF supporting records:

— If DO'8F' is present, then the value field contains a profile indicator according to Table 12;

— If DO'8F' is absent, then all records in the EF are implicitly in the unchangeable state ACTIVATED.

Table 12 — Coding of the profile indicator

b8 ] b7 | b6 | b5 | b4 [ b3 | b2 | b1 Meaning

0] x| x| x| x| x| x| x JCoding of profile indicator defined by ISO/IEC JTC 1/SC 17

O+ |l -1-1-1-1-1x JRecord LCS

O+ [ -1 -=1-=1-=1=10 JAllrecords in this file are in the unchangeable state ACTIVATED

0 I U R AU I (N I Each record in this EF has its own record LCS, changeable‘by thg commands
ACTIVATE RECORD, DEACTIVATE RECORD and ACTIVATE FILE

1 kK | x | x | x | x | x | x JProprietary coding of profile indicator

— Any|other value is RFU.

7.4.7 | Data descriptor byte

Refergnced by tag '92', this interindustry data element is a CP DO, whieh contains information felevant to DO
handling (see Table 13). The information is valid for all instances\(if more than 1) of a DO in the relevant
templdte. If a DO is declared "non shareable", only one instahce of this DO is accessible ¢n one logical
channel.

Table 13 — Coding of the\data descriptor byte

o
=]

b6 | b5 | b4 | b3 | b2 | b1 Meaning

_ - - - - - | — Not shareable DO

B7
k1l -1-1-1-1-1]- IDataaccessibility
D
[

_ - - - - - | — Shareable DO

- - - - | structuring of the DOs in the template

- - - - | —Noinformation given (default).

- - - { I— Cyclic management of instances (see 11.4.7)

X
0
1 - - - - . | —=Linear management (see 11.4.7)
0
1

- - - - |—RFU
- - - ] Instances

X
- - - 0 - - - |— A tag shall occur at most once in the template.

1 - - - | — Tags may occur more than once in the template (default).
DO properties

x | x | x
- - - -1 0 | 0 | O ]— Noinformation given
- - 1 |— Tag list present (Constructed DO) or present in the tag list (Pfimitive DO)

— Base template extendable by wrappers (Constructed DO)
or part of the template extension (Primitive DO)

O| O |[O|O|O |Oo|o|o |o|o|o|o|o |o|o|o
T
1

- - - - 1 1 - | — Automatic resolution of wrappers
— Any other value 1s RFU.

— “Shareable” means that the DO supports at least concurrent access on different logical channels.

7.4.8 DF and EF list data elements

Referenced by tag '97', the DF list interindustry data element is a file CP which shows the DFs contained in a
DF or application DF. It is a concatenation of 2-byte file identifiers.

Referenced by tag '9B', the EF list interindustry data element is a file CP, which contains the identifiers of the
elementary files contained in the DF or application DF, and their short EF identifier. The information of each
file is coded on three consecutive bytes. The first two bytes contain the file identifier of an EF. The third byte is
either the short EF identifier of the EF coded according to 7.4.4 or a byte coded '00' if that elementary file has
no short EF identifier.

© ISO/IEC 2013 — All rights reserved 27


https://iecnorm.com/api/?name=2dc83fe2c24d31131afb6dc1e7c86965

ISO/IEC 7816-4:2013(E)

7.4.9 Instance number data element

Referenced by tag '98', this interindustry data element is a CP DO, which may be present only if there are
several instances of the DO within its template. Its value shall be a binary coded positive sequence number,
as defined by ISO/IEC 8825-1 for the INTEGER type. The numbering scheme for cyclic management of
instances is the same as for the management of record numbers (see 11.3.6). See 11.4.7 for further
information of numbering schemes.

7.4.10 Life cycle status
The card, files and other objects, each have a life cycle; the life cycle status (LCS) allows the card and the

interface devige to identify the different logical security states of the use of the card, files and other ebjects in
the card.

To support flekible management of the life cycle of a file, record or DO as an attribute (see ISO/IEC 7$16-9),
this clause defines four primary states of the life cycle in the following order.

—_

Creation state

N

Initialisation state

w

)
)
) Operptional state: activated or deactivated.
)

N

Termjination state
LCS (1 byte) ghall be interpreted according to Table 14.

— The valugs '00' to 'OF" are interindustry.

— The valugs '"10' to 'FF' are proprietary.

The default state shall be Operational state (activated).

Table 14 — Coding of the file or data LCS byte

b8 | b7 | b6 | b5 | b4-1°b3 | b2 | b1 Meaning
0]0|/0]|O0OqO | 0] 0| 0 fNoinformation given
0O[O0[O0O[OFO0 [0/ 0] 1 JCreation state
0O]J]O0]O0OJNOFJO]O]1 1 | Initialisation state
OO0 |Oyojof(H1 - | 1 | Operational state (activated)
0O|l0jogol1 - | 0 JOperational state (deactivated)
0 {O010([O0]1 1 - | - ] Termination state

Not all zero x | x | x | x JProprietary

Under tag '8A5 i i d may be
present in the h|stor|cal bytes (see 12.1.1. 11) Under tag '48‘ a card LCS may be present in EF ATR/INFO
(see 12.2.2). When it has an MF, the card is in, at least, the creation state.

NOTE Unless otherwise specified, the security attributes are valid for the operational state of files and ACTIVATED
state of DOs.

7.4.11 Indirect referencing by short EF identifier using DO'A2'

A DO'88' under DO'A2' in the FCP of a DF indicates that the nested short EF identifier is valid when the DF is
current. A command using it shall transiently select the EF referenced by the path which is nested in DO'51"
after that DO'88'. Its success has no impact on curDF and curAppDF (see 7.2.2 rule f)). The impact on curEF
is described in sections dealing with commands using short EF identifier (see e.g. 11.2.2 or 11.3.2).
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7.4.12 Interface and life cycle status dependent security attribute template

DO'A3' may be present in the CPs of any file or DO and in such templates it may occur more than once (see
Table 10).

DO'A3' shall contain at most one DO'91' (see 7.4.12.1). If DO'91' is absent then the security attributes
contained in DO'A3' apply to all interfaces. If DO'A3' contains a DO'91' it shall be the first DO in the template.

DO'A3' shall contain at most one DO'8A' (see 7.4.12.2). If DO'8A' is absent then the security attributes
contained in DO'A3' apply to all life cycle status. If DO'A3' contains a DO'8A' then it shall be

— the first DO in the template if DO'91' is absent, or

— the second DO in the template if DO'91' is present.

DO'AY may contain any number of DO'8B', DO'8C', DO'9C', DO'AQ', DO'AB' in any\oerder haying the same
meanipg and coding as defined by Table 10.

7.412|1 Transport type descriptor

Refergnced by tag '91' under DO'A3', this data element indicates for which interfaces the secprity attributes
contained in the same DO'A3' apply.

Table 15 — Coding of transport type desgcriptor (DO'91' under DO'A3')

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
X - - - - - - - 10, other values are RFU 2@
- I x| x| - - - - | - 100, other values are RFU
-1 -1 -11 - | - | - | - JCommunication by contact C6 (see ISO/IEC 7816-3)
-1 -1 -1-117]-7-T71- INearfield communication (see ISO/IEC 18092 )
- - - - - 1 - - JJSB interface (see ISO/IEC 7816-12)
-] -1 -01-1-1-117 -_YContactless interface for proximity cards (see ISO/IEC 14443 ')
-1 -1 -1-1-1-1-.ct |Contactinterface (see ISO/IEC 7816-3)
@  This edition defines the case-Where one byte is sufficient to reference relevant interfaces. In the futurg, more
than one byte may be necessary:

If in this data element a bit«is set to
— 1 hen for the corresponding interface the security attributes shall apply.

— 0 then for the-gorresponding interface the DO'A3' is irrelevant.

7.4.12|2 Indication of life cycle status

Refergnced by tag '8A' under DO'A3', this data element indicates for which life cycle status the security
attributes contained in the same DO'A3" apply. This data element shall contain one or more bytes and each
byte shall be coded and interpreted according to 7.4.10 and Table 14, i.e. each byte encodes a life cycle
status and all bytes of the data element build a set of life cycle status. If the life cycle of the file or DO, being
given within a DO'8A" in the control parameter template (i.e. the template with tag '62")

— is element of this set then the security attributes shall apply for the file or DO.

— is not element of this set then the DO'A3' is irrelevant for the file or DO.
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8 Specific use of DOs and related concepts

8.1

BER-TLV payloads and padding

A BER-TLV-encoded data field or payload is a concatenation of BER-TLV DOs, with possible padding before or
after any of those DOs.

There are two standard ways of stating BER-TLV-encoding of a command or response data field or payload:

CLA indicates secure messaging (see clause 10).

Bit b1 of INS is set to 1 (odd INS code).

Commands with an even INS code may specify BER-TLV-encoding of data fields and payloads.

Within a command payload, this document may define the order of DOs (see e.g. Table 87)xIn a reg
payload, the order of DOs is either not defined, or is inherited from the order of the DOs preSsent in the ¢

Because of thg coding of BER-TLV length fields (see E.2) a DO with a tag of n bytes cannot have a total
of e.g. (n+1+1R8) bytes or of (n+2+256) bytes or of (n+3+65536) bytes etc. The situation of invalid total
may also occlr if several DOs are to be transmitted and the last DO creates thesame problem. In al
cases if receijing a command with N, set to such an invalid total length the card may send within a req

data field con
'61XY"', where

8.1.1

The possibility
precludes pad

response

response
when exp

when exp|

If BER-TLV-eng
TLV-encoding
which the pay
precluded in p|

NOTE Sed

Padding conditions

when handling data structures through data units; e.g. padding may be present in a READ B

when handling data structures through «écords; e.g. padding may be present in a READ RE

ining DO(s) the first N bytes requested by the command and-€onclude with a SW1-SW2
'XY' codes the number of remaining bytes. Afterwards response chaining (see 5.3.4) appl

of padding in a data field depends on the command. The terminology "concatenation o
ding. Padding is allowed:

data field due to erasure or modification of DOs within an EF supporting data units.

data field due to the fixed format of records within an EF supporting records.
icitly allowed by a standard C-RP (CLA<'80").
icitly allowed by a specification of a C-RP (CLA>'7F').

shall not apply*to the individual data fields (a.k.a. payload fragments) of the comman
load is fragmented, because payload fragmentation is entitled to split DOs. Padding
ayload fragments.

ure/messaging may require BER-TLV-encoding of payload fragments (see 10.1).

ponse
ard.

length
length
these
ponse
set to
es.

f DOs"

NARY

CORD

oding is explicith.stated, the data payload(s) shall be BER-TLV encoded, without padding. BER-

s into
is still

8.1.2 Padding procedure

When padding is allowed in BER-TLV payloads, bytes set to '00' may be present before, between or after DOs.

When present in the historical bytes (see 12.1.1) or in EF.ATR/INFO (see 12.2.2) or in the control information
of any file (see tag '82' in Table 10), the data coding byte (see Table 118) indicates whether the value 'FF' is

the same

30

conditions as the value '00".

valid for the first byte of long tag fields of the private class, constructed encoding (explicit statement), or

invalid for the first byte of tag fields (default value), i.e. used for the same purpose (padding) and under
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8.2 Current template and data object generations

8.2.1

Current template and current DO

If set, the curConstructedDO references a constructed DO. lts value field, as defined in 7.2.2 rule k), is called
the current template.

Any DO within the current template can be directly referenced by its sole tag in a command for interchange
which does not provide any information on the VA together with this tag.

If any of those DOs is also constructed, the current template does not include any nested DOs within this

constr

soted-DO-

The W
curC?h
(n+1)

(n+1 )th

The clirDO (see 7.2.1 dash 9) is set by a SELECT command (see 11.1.1) or a SELECT DATA g

11.4.2
releva

In ord¢r to support referencing methods defined in this edition of ISO/IEC 7816-4, the card shg

resolv

Immed

irtual root DO'7F70"' belongs to the 0 generation, and is the only DO in cthat

generation DOs nested in DO'XY". The current template does not include DOs/possibly
generation DO. Annex F shows examples.

. DO selection also occurs as a side effect of other DO-handling.ommands, and is de
nt clauses, e.g. 11.4.3 and 11.4.4 for the GET DATA command.

b tag '7F70'.

iately after enabling of an interface (see 5.1), thusbefore any selection, the current tem

generation. |If

wstructedDO references an n™ generation constructed DO'XY", the current template is @& sequence of

nested in any

ommand (see
scribed in the

uld be able to

plate depends

on the|implicitly selected application or DF (curAppDF .in the VA). It may contain specific DOs {o support e.g.
discovery mechanisms defined in ISO/IEC 24727-2 %,

Many fommands which handle DOs imply one or.several internal selections. Those selections [are said to be
"transient”, and set a "transient current file" or\a "transient current template", thus a "transient| VA". In some
cases,| a side effect of the command success)may validate those internal selections, thus set the transient VA
as curfent VA.

8.2.2 | Template extension

The tgmplate extension is that part of a template which is accessible only by automatic resolutjons of tagged
wrappers, whereby extending the base template (see Annex G or examples). All wrapper DO'63' are part of
the bape template.

If autd

referepces are only informative. If needed, the outside world may perform a two-stage procedurg:

S€

matic resolution of tagged wrappers is not supported, the template extension is empty

lection "of the structure where the DO is stored, when this structure is different fro

st

. The indirect

m the current

ructure;

8.23

then handling of the DO within the selected structure.

Data object sub-tree

A constructed DO has a tree structure. A sub-tree of this tree structure is obtained by removing nested DOs
from the tree. An extended header associated with a constructed DO refers a sub-tree of the DO (see 8.4.6
and 8.4.7).

EXAMPLE A %iven n" generation DO is denoted {T-L- {T1-L1-{T2-L2-V2}-{T3-L3-V3}}-{T4-L4-V4}-{T5-L5-V5}}.
Removing the (n+2)" generation DO T2 and the (n+1)th generation DO T4 vyields the sub-tree: {T-L'- {T1-L1'-{T3-L3-V3}}-
{T5-L5-V5}}. L and L1 are replaced by L' and L1' because removing a DO from a template impacts its length.
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8.2.4 Data object life cycle

Any DO stored in the card may have a DO life cycle. When it does, the LCS shall distinguish at least two
states: ACTIVATED and DEACTIVATED. The coding of a DO's LCS and the coding of a file's LCS are
analogous (see Table 14). The presence of DO's LCS is indicated in the CP template DO'62' (see Table 10).

8.3 Identifi

8.3.1

cation of data elements and data objects

Principles

At the interface between the card and the interface device, a data element is generally presented in the value

field of a DO.

If the number
universal DO,
specified toge

bits shall be s¢t to 1 in the last byte starting from bit b1.

For purposes
BER-TLV data ¢

A data eleme

data element fhat sets the context to which it belongs.

One or more ¢

The interindus
application an

A standard or
structure or wi

8.3.2 Tagin
DOs of the un
The meaning
The default is
those DOs arg

The way to inf

generally
Table 10)

8.3.3 Tagal

In other ca

Fedataefermentissaidto be " under the tagof the DO
of bits representing a data element is not a multiple of eight, one may use thgBITS]

as e.g. in ISO/IEC 7816-15. If not, the mapping into a byte or a string of bytes sho
ther with the respective data element. Unless otherwise specified, the appropfiate nun

bject and the data element may be encapsulated in this data object.

nt may be referenced directly by its associated BER-TLV tag. lt.may be associated with g
ommand-to-perform data objects may indirectly reference a data element.

d within a card.

an application may limit or prohibit multiplé.instances of the same DO within a template, W
thin the application.

kerpretation in command and response data fields or payloads

versal class (first byte from:'04" to '3F', see Annex E) always have their general meaning.

bf DOs of the application-class (first byte from '40' to '7F', see Annex E) is defined by star
the ISO/IEC 7816 % and the ISO/IEC JTC 1/SC 17 standards (see 8.3.3). The mean
always the same, though their function is defined by the command where they are used.

erpret DOs of the context-specific class (first byte from '80' to 'BF', see Annex E) is define

by itsnesting within a constructed DO defined by the standard, e.g. DOs nested in DO'6
This-rule is recursive, and applies e.g. to DOs nested in a DO'AQ' nested in a DO'62'.

IRING
uld be
ber of

pof retrieval and referencing in interchange, a data element shall be associated with the tag of a

nother

try commands support multiple instances of thé.same DO within a template, thus within an

ithin a

dards.
ngs of

D' (see

by CLA: secure messaging indication (se€ 5.4 and 10.7T)

by INS: commands may define such DOs of the context-specific class for a specific use.

ses, the interpretation of those DOs is defined by the application.

location

This document specifies many interindustry DOs, and allocates tags for the BER-TLV-encoding of those DOs.
In addition to defining further interindustry DOs, ISO/IEC 7816-6 maintains an exhaustive list of the tuples
(name of the interindustry DO, allocated tag) specified in ISO/IEC 7816 at the time of publication. The tags

allocated in IS

either to t

32

O/IEC JTC 1/SC 17 standards belong:

he application class;
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— or to the context-specific class, when the corresponding DOs may be nested in a constructed DO the tag
of which has been allocated by the standard.

When a tag is defined by another standard, the national body responsible for the standard shall seek advice of
ISO/IEC JTC 1/SC 17/WG 4 for the tag or tags needed, and shall in due time comment in order to add this or
those tags in ISO/IEC 7816-6.

lllustrated by Annex A, the subsequent clauses specify tag allocation schemes for identifying interindustry
DOs in data fields. When needed, those tag allocation schemes use the interindustry DOs shown in Table 16
for notifying an authority responsible for tag allocation.

Fabte46—tnterimd , bi £ Hocatt hort

Tag Value

'06' Object identifier (OID), encoding specified in ISO/IEC 8825-1), see examples in Annex A.
41" Country code (encoding specified in 1ISO 3166-1")) and optional national data

'42' Issuer identification number (encoding and registration specified in ISO/IEC 781244 [5]) and optiorjal issuer data
'4F' Application identifier (AID, encoding specified in 12.2.3)
'5F29] | Interchange profile.

8.3.4 | Standard tag allocation scheme

In the| application class, ISO/IEC JTC1/SC17 allocates or resérves the use of any applicafion class tag
numbeérs in the range 0-127 or greater than 511 (decimal).

Applicgtion class tag numbers in the range 128 to 514 (decimal) may be allocated by any standard or
specification referenced by an OID, or by an applicationteferenced by an AID.

In ord¢r to identify the tag allocation authority in this’range, a constructed DO'78' shall be used.| This DO shall
nest ap empty DO'80' followed by either a DO'06"or a DO'4F'. If DO'78' is present

— in|the initial data string (see 12.1.2) enin EF.ATR/INFO (see 12.2.2), then the authority shpll be valid for
the entire card, except if overruled.by another DO'78' in a file or a constructed DO.

— in[the management data of an(EF or DF, possibly supporting an application (see 7.4), or ip the template
mpde current by the selection of any file, then the authority shall be valid within that file por application,
except if it is overruled by another DO'78' in a constructed DO.

— inja template, it shall be valid for all DOs in the template, and all objects contained in the copstructed DOs,
(thus irrespective of their generation), except if it is overruled by another DO'78' in a templafe.

8.3.5 | Compatible tag allocation scheme

These|tag allocation schemes use interindustry DOs and further DOs.

These Turther DOUS shall be nested within interindusiry DOS referenced by tags 70 10 72, or tags '74' to '77".
In those DOs, the meaning of the application class tags is not defined in ISO/IEC 7816 except for tags '41',
'42" and '4F' for identifying tag allocation authorities (see Table 16).

When further DOs use tags of the context-specific class, and belong to the interindustry templates defined
above, their meaning is defined by the tag allocation authority.

The use of the context-specific class within interindustry templates with tags '65' (cardholder-related data), '66'
(card data), '67' (authentication data) and '6E' (application-related data) is deprecated.

In order to identify a compatible tag allocation scheme and the authority responsible for the scheme, the

interindustry DO'78' may be used. Possible occurrence and overruling are the same as in 8.3.4. If present, its
value shall contain one of the interindustry DOs shown in Table 16, for identifying a tag allocation authority.
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8.3.6 Coexistent tag allocation scheme

In such a scheme, all the interindustry DOs shall be nested within interindustry DOs'7E'. Moreover, tags '79'
and '7E' shall not be given another interpretation, as well as tags '62', '64', '6F' (CP, FMD and FCI templates,
see 7.4) and '7D' (SM template, see 10.1).

These tag allocation schemes may use tags with an interpretation not defined in ISO/IEC 7816 . In order to
identify a coexistent tag allocation scheme and the authority responsible for the scheme, an interindustry
DO'79' shall be used. This DO shall nest one of the interindustry DOs shown in Table 16.

— If an authority is valid for the entire card, then DO'79' shall be present in the initial data string (see 12.1.2)
or in EF.ATR/INFO (see 12.2.2).

— Ifan auth ication

DF mana

Drity is valid within a file or application, then DO'79' shall be present in the EF, DF or app
jement data (see 7.4), or in the current template set by any file selection.

8.3.7 Avoidance of independent tag allocation schemes

An independe]
does not com
interchange.

Besides a co
application to

nt tag allocation scheme uses tags with another interpretation than ISGIEC 7816, but
ply with 8.3.6. Such tag allocation schemes do not comply with this,dogument and do ng

hsistent use of compatible and coexistent allocation schemes, there are three ways
Avoid such a situation, and remain compliant with this document:

which
t allow

for an

The use D nest

proprietarn

of interindustry discretionary DOs'53" to present discretionary DOs, and DOs'73" t
y DOs in discretionary templates.

The use qf 3-byte tags reserved for this purpose (see 8.3:4).

The use gf DOs of the context-specific class (see 8.3:2).

8.4 Referepcing and retrieval of DOs and data elements

8.4.1 Generpl

A tag 'XY' difectly references a data (element, which is the value of DO'XY'. For retrieval of DOs |before
selection of ar) application see 12.4,

Control parameters and file management data may be retrieved in the answer to a SELECT or SELEC[T DATA
command (se¢ 11.1.1, 11.4.2.7-and Table 87).

Once an applifation is selected, any DO should be retrieved directly or indirectly:

In the file

management data (see 7.4) of the application DF and from specific EFs within the current

DA e

mands

In the current-template—{see-8- GO
included in this

(see 11.4.3 and 11.4.4). File man and/or D (nesting CPs) should be
template, to ensure that those particular DOs are relevant to the application.

Element lists, tag lists, header lists, extended headers and extended header lists, are interindustry DOs which
reference indirectly data elements, thus reference DOs within any template. Such a data element instructs the
card how to interpret a command data field or to construct a response data field. Computing the concatenation
of data elements or the DOs from the indirect reference is called resolving (or resolution of) the indirect
reference.

The interpretation of a tag list, a header list, an extended header or an extended header list depends on the
template in which they are defined. Nesting one of those DOs within a wrapper (which defines this template),
allows referencing wherever in a card. An optional tag within the wrapper allows referencing the result of the
resolution of the indirect reference by this tag.
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The command data field syntax in the SELECT DATA, GET DATA, GET NEXT DATA shows the use of those DOs,

which

8.4.2

may be close to the syntax of a wrapper.

Element list

Under tag '5F41', this interindustry data element denotes that the information to retrieve is not presented as
DOs, but under application control. It shall be used only within the wrapper template. Its structure and the
returned information are out of scope of ISO/IEC 7816 ..

8.4.3

Refer
refere

8.44

Under

L ='0d
alread

WARN

trunc
exten

8.4.5

Under
eleme

An extended header list is

— ei

— Of

An extended header is a concatenation of tuples (tag field T, length field L) without delimitation
headef

followi

a) pn
If

1

Tag list

ces a concatenation of DOs with the respective tags, in the same order as in the tag list.

Header list

', no truncation occurs. When L > '00', the value shall be right truncated to L bytes, exd
y shorter or equal to L bytes. The coding of L is a BER length.

ING — Within a header list, all referenced DOs to be truncated should be primitiy

ed header.

Extended header and extended header list

tags '4D’, '5F60' or '5F61' (see 8.4.8 for the differences between different tags), this inte
Nt is an extended header list.

her an extended header
a concatenation of extended headers.

references information within a target DO. A complete extended header shall be d
hg procedure:

mitive DO‘net to be referenced:
the extended header is to be tagged by

'4D') delete the tag, length and value field.

delimitation. It

tag '5D', this interindustry data element is a concatenation of tuples (tagfield T, length field L) without
delimitation. The byte string is as defined as in the tag list except for possible“truncation of the

values. When
ept when it is

e, because a

ted constructed DO is not a DO. For extraction of parts of a constructed DO, one should use an

rindustry data

. An extended
erived by the

2

'5EBQ' or '5ER1'_delete the value field and mplnr‘n the Ipngfh field hy '0Q'

b) primitive DO to be referenced without truncation:
Delete the value field. If the extended header is to be tagged by

1)
2)

'4D', replace the length field by '00'".
'5F60' or '5F61', replace the length field by '80'".

c) primitive DO to be referenced with truncation:
Delete the value field and replace the length field by a truncation indication (see 8.4.6)

d) constructed DO not to be referenced at all:
Delete the value field and replace the length field by '00'.
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e) constructed DO to be referenced entirely:
Delete the value field and replace the length field by '80".

f)  constructed DO where part of the information is to be referenced:
Adjust the value of the length field according to the outcome of applying the procedures above.

As shown in F.2, the explicit referencing of DOs where nothing is referenced is not always necessary, even
when several instances of such a DO exist in a given template. Removing useless referencing is entitled by

this standard.

8.4.6 Resolving an extended header

To resolve an

— Ifatagi
reference
DO/elemd
'80' mean
extended
maximum
8.4.4. If th
the taggin

— Und€

— Und€g
comr

— A tag in
subseque
by a zerq
complete

— The card

For security
consistency b

override seculity attributes.

The byte strin

— the value

extended header, one shall build the referenced byte string as follows.

ndicates a primitive encoding, then the pair of tag field and length field is replaced b
d by the tag. If the extended header is tagged by '4D', a length of '00" means that'the co
nt is included in the byte string. If the extended header is tagged by '5F60' or(5F61', a le
s that the complete DO/element is included in the byte string. A length which is neither '0(
header tagged by '4D', nor '80' in an extended header tagged by '5F60' or '5F61', indica
number of data bytes to be retrieved and consequently may require/truncation as def
e truncation indication indicates more bytes than available in the DOy the behaviour depe
g:

rtag '4D', it is out of the scope of this document.

r tag '5F60' and '5F61' the extended header is invalid. If used in a command APD
nand shall be rejected by SW1-SW2 ='6985'".

licating a constructed encoding followed by\a non-zero length, except '80', introdu
nt value field that is an extended header list’A tag indicating a constructed encoding fq

length is ignored. A tag indicating a constructed encoding followed by '80' means tf
constructed DO/complete template is included in the byte string.

shall ignore the elements of the extended header that do not match the target structure.

easons, a card may reject-a command with SW1-SW2 = '6985' because of the |
btween the structure used jn the command data field and the contents of the card. Th

) consists of either:

fields of the primitive DOs, possibly truncated according to the indicated lengths (Case 1)

— the primitive DOs|_possibly truncated according to the indicated lengths, and nested in the resj
template, [the length of which complies with the BER-TLV rules (Case 2).

— If present] theslength '80' shall be replaced by the actual length. The complete constructed DO/co

y data
mplete
hgth of
"in an
es the
ned in
nds on

U, the

ces a
llowed
at the

ack of
s may

or

bective

mplete

template iSTNcIUded i the byte String:

The encoding of the referenced byte string, namely, a (possibly constructed) DO(s) or a concatenation of
(possibly truncated) data elements, is indicated:

— by an appropriate INS code (odd/even)

— or by an appropriate parameter of the command, e.g., either an appropriate encoding of the data field
(either constructed for those containing DOs or primitive for those containing data elements).

— or by tagging the extended header list by another tag than '4D', as shown in 8.4.8 and the PERFORM
SECURITY OPERATION command (see ISO/IEC 7816-8).

36
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8.4.7 Resolving an extended header list

The byte string referenced by an extended header list is the concatenation of the byte strings referenced by
the extended headers, in the same order as in the extended header list. When parsing an extended header
list:

the resolution of one extended header shall be followed by the resolution of the next one if any.

the order within the byte string is therefore defined by the order of extended headers in the extended
header list, which should match the order within the target (template) in order to avoid the following
problem: As in the resolution of an extended header, the card shall ignore the elements (extended

headers) of the extended header list that do not match the target (template) structure.

8.4.8 | Wrapper

Underltag '63', this interindustry DOs shall nest two or more DOs.

a) The first DO is a mandatory indirect reference. Only one indirect reference shallbe given i

is|a choice between:

0 N O O B O N -

pOS

an element list (tag '5F41' or '53');

an element list nesting DOs (tag '73");

a tag list (tag '5C')

a header list (tag '5D");

an extended header list (tag '4D");

an extended header list referencing a byte string with no stated structure (tag '5F60'");
an extended header list referencing one DO"er’a concatenation of DOs (tag '5F61);

a byte string identical to the response data of the last command to perform (tag '80', e
below.

h a wrapper. It

mpty DO), see

sibly followed by a filter DO'7F71' (see 11.4.2.3) in the case of tag list or extended headgr list. The use

of DO'5F60' or the use of DO'5F61"entitle skipping indication of primitive DOs according to 8(4.5.
b) The remainder of the wrapperwvalue field shall be:
1) either an applicatien identifier DO'4F' (see 12.2.3). The indirect reference shall be vplid within the
current template-after application selection.
2) or a file reference DO'51' (see 7.3.2 and Table 7). The indirect reference shall be vglid within the
selected fileyif it is empty, it shall be valid in the current template.
3) or a DO%F' followed by a non-empty DO'51' referencing a file which shall exist in the application. The
indirect reference shall be valid within this file.
4) <or,one DO'52' (command to perform). The indirect reference shall be valid within|the response
naviaoad of thic caommand
ayload fthis-command-
5) or several DO'52'. The commands to perform shall be processed in the presented order. The indirect

reference shall be valid within the response payload of the last command or in the transient VA set

by this command.

The resolution of a wrapper:

starts with the resolution of the second part of the wrapper, which is either a standard structure, or a
response APDU. It ends there if the indirect reference is a DO'80'.

if the indirect reference is not a DO'80', it ends with the resolution of the indirect reference, which is
defined in 8.4.3, 8.4.4, 8.4.5.

© ISO/IEC 2013 — All rights reserved
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EXAMPLE

The following wrapper DO nests a tag list and one command-to-perform.
{63"-L-{'5C'-L-(Tag1-Tag2-Tag3)}-{'52"-L-Command APDU}}

8.4.9 Tagged wrapper

Under tag '63',

this DO extends a template in a card which supports automatic resolution of wrappers.

The first DO in the value filed of a tagged wrapper DO'63' shall be an empty DO'XY". The tag 'XY" shall be
valid in GET DATA or GET NEXT DATA C-RPs when the extended template is the current template; 'XY' shall
respect the current tag allocation scheme. The remainder of the value shall be the value of a wrapper DO (see
8.4.8). The outcome of resolving the indirect reference shall be the value of DO'XY' when addressed within

the template it

extends (see 8.2.2):

If the wraj
for examp

If the wra

NOTE 1 Nei

NOTE 2 Thdg
this virtual DO i
of the resolved

9 Securit

9.1 Gener§

This clause dg

pper references a DO'ZT', the value of DO'XY' shall be the value of this DO'ZT' (seg Af
les). The wrapper shall reference only one DO, possibly constructed.

pper references a byte string, the value of DO'XY' shall be that byte string.
her the notation 'XY' nor 'ZT' precludes the use of tags consisting of more than onébyte.

automatic resolution of the tagged wrapper creates within the current template a virtual DO. Thd
5 taken from the first DO in the tagged wrapper. The length field of this D@ 'Codes the length of the
ndirection. The value of the DO is the content itself (see examples in Annex G).

y architecture

scribes security status, security attributes and security mechanisms.

Security statiis — The security status represents the current state possibly achieved on a logical ¢

after physical

interface enabling (see 5.1) or resetting a logical channel and/or execution on this

channel a single C-RP or a sequence of C-RPs possibly performing authentication procedures. The s

status may al
entities, if any
(e.g. using a
sequence of g
security status

50 result from completion of assecurity procedure related to the identification of the in)
e.g. by proving knowledge of\a-password (e.g. using a VERIFY command) or knowledge o
GET CHALLENGE command:followed by an EXTERNAL AUTHENTICATE command, or u
ENERAL AUTHENTICATE commands), or by secure messaging (e.g. message authentication
es are considered.

Global s
related au

Applicati
authentic
may be
the appli
applicatio

hentication procedure (e.g. entity authentication by a password or a key attached to the M

n-specific'security status — It may be modified by completion of an application-
tion procedure (e.g. entity authentication by a password or a key attached to the applica
aintained, recovered or lost by application selection; this modification may be relevant g

nex G

tag of
content

hannel
logical
ecurity
volved
f a key
5ing a
). Five

urity status —£ In"a card using a hierarchy of DFs, it may be modified by completion of an MF-

1F).

related
ion); it
nly for

ation to which the authentication procedure belongs. If logical channels apply, the

en  the

File-specific security status — It may be modified by completion of a DF-related authentication
procedure (e.g. entity authentication by a password or by a key attached to the specific DF); it may be
maintained, recovered or lost by file selection; this modification may be relevant only for files within the
application to which the authentication procedure belongs. If logical channels apply, then the file-specific
security status may depend on the logical channel.

DO-specific security status — It may be modified by completion of a DO-related authentication
procedure; it may be maintained, recovered or lost by selections; this modification may be relevant only
for DO within the application to which the authentication procedure belongs. If logical channels apply, then
the DO-specific security status may depend on the logical channel.

Command-specific security status — It only exists while processing a command using secure
messaging and involving authentication; such a command may leave the other security status unchanged.
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Security attributes — The security attributes, when they exist, define which actions are allowed, and under

which conditions. The security attributes of a structure depends on:
its category (DF, EF or DO);
optional CPs in its CP template DO'62' and/or in that of its parent structure(s);

Security attributes may also be associated with commands, DOs and tables & views. In parti
attributes may

specify the security status of the card to be in force before accessing data;

restrict access to data to certain functions (e.g. read only) if the card has a particular status;

cular, security

define which security functions shall be performed to obtain a specific security status.

Securjty mechanisms — This clause considers the following security mechanisms.
En
se

En
se
EX

Data authentication — Using internal data, either a secret keyZor a public key, the card
dant data received from the outside world. Alternatively, using‘secret internal data, either a s
private key, the card computes a data element (cryptographic’checksum or digital signature|
in the data sent to the outside world. This mechanism may be used for protecting the rights

tity authentication with password — The card compares data received from the outs
cret internal data. This mechanism may be used for protecting the rights ofithe user.

tity authentication with key — The entity to authenticate has to prove the knowledge
cret or private key in an authentication procedure (e.g. a GET CHALLENGE command f
TERNAL AUTHENTICATE command, a sequence of GENERAL AUTHENTICATE commands).

D3ta encipherment — Using secret internal data, €ither a secret key or a private key, the (

The result of an authentication may be logged internally according to application requirements.

9.2 Cryptographic mechanism identifier template

One of more cryptographic mechanism identifier DO'AC' may be present in the CPs of any DF (
Each ¢ne explicitly.indicates the meaning of a cryptographic mechanism reference in the DF an
The template shall consist of two or more DOs.

The first/shall be a cryptographic mechanism reference, DO'80' (see Table 55).

de world with

bf the relevant
bllowed by an

checks redun-
ecret key or a
and inserts it
bf a provider.

ard deciphers
r a public key,
her data. This
hd conditional
data conceal-
ve-or to bytes
vacy and as a

see Table 10).
i its hierarchy.

shall be a cryptographic mechanism specified or registered within a standard, e.g. an
Examples of cryptographic mechanisms are encryption algorithms (e.g. ISO/IEC 18033

fdentified object

ISO standard.
1) message

authentication codes (e.g. ISO/IEC 9797"), authentication protocols (e.g. ISO/IEC 9798!"%), digital

signatures (e

ISO/IEC 9979 ), and so on.

t%'])

ISO/IEC 10118, or indicate parameters (tag dependent on the previous mechanism).

ISO/IEC 9796® or ISO/IEC 14888!"%), registered cryptographic algorithms (e.g.

If present, one or more subsequent DOs (DO'06' or DO'13') shall either identify a mechanism used by the
previous mechanism (i.e. a mode of operation, e.g. ISO/IEC 10116 or a hash-

function, e.g.

DO'13' gives a relative-OID rooted at the nearest preceding DO'06' as defined in ISO/IEC 8825-1.
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EXAMPLE

(see explanations in Annex A and Annex B)

{AC'-'0B'- {'80'-'01'-'01"} - {'06'-'06'-'28818C710201'}}
The template associates the local reference '01' to the first encryption algorithm in ISO/IEC 18033-2 2",

{AC'-"11'- {80

'-'01'-'02'} - {'06'-'05'-'28CC460502'} - {'06'-'05'-'28CF060303'}}

The first object identifier refers to the second authentication mechanlsm in ISO/IEC 9798, The second object identifier

refers to the third dedicated hash-function in ISO/IEC 18033-3 2"

'02' to GQ2 using SHA-1.

9.3 Security attributes

. Therefore the template associates the local reference

This clause defines the coding of data relevant to the security attributes, and two formats for binding objects

and security

attributes: a compact format based on bitmaps and an expanded format that exten

ds the

compact form
format under ¢

9.3.1

Referenced by
of any file or
associated wit

In SCQL en
attributes can

attributes based on this clause are used, then they shall be conveyed in@ DO with tags '8B', '8C' or 'AB

security attriby

Security attrib
9.3.7.

9.3.2 Compact format

In compact fofmat, an access rule consists of an access mode field followed by one or more security co

bytes. The se

If several accgss rules are present in the value field of a DO'8C' or '9C' (see Table 10), they represent

condition.

Access modg field — An accessmode field consists of either one or more bytes. If the access mog

consists of

one AMB
presence
1, bits b7

Security attributes targets

bt by TLV list management. The expanded format may use the codings defined for theeg
ifferent encapsulations.

tags '86', '8B', '8C', '8E', '9C', 'AQ', 'A1", 'A3', 'AB', security attributes maybe present in th
h more than one security attribute and/or with a reference contained’in-a security attribute

ironment (see ISO/IEC 7816-7, commands for structured~card query language), s
be specified in SCQL operations, e.g. CREATE TABLE and,CREATE VIEW commands. If s

te parameters of an SCQL operation.

Lites for BER-TLV DOs are defined in 9.3.5. Security attributes for logical channels are def

urity attribute contains one or several concatenated access rules.

then bit b7 to\b1 indicates either the absence of a security condition byte when set to 0,
of a security condition byte in the same order (bits b7 to b1) when set to 1. When bit b8 is
to b4 may-be used for additional commands, e.g. application-specific commands.

more byté

mpact

e CPs

DO (see Table 10). Any object in the card (e.g., command, file, DO, table & view) may be

ecurity
ecurity
in the

ned in

ndition

an OR

e field

or the
set to

S, the first byte of the access mode field shall be set to '00' The second and p033|bly

further
or not

it is the last AMB. Bit b8 shall be set to 0 in the last AMB. B|t b8 shall be set to 1in aII other AMBs. Bit b6
to b1 indicates either the absence of a security condition byte when set to 0, or the presence of a security
condition byte in the same order (bits b6 to b1) when set to 1 and in the same order as the AMBs. When
bit b7 is set to 1, bits b6 to b1 may be used for additional commands, e.g. application-specific commands.

NOTE

parts of this standard.

Table 17 to Table 29 define access mode bytes respectively for DFs, EFs, DOs and tables & views.

40

Further AMBs are not defined in this edition of ISO/IEC 7816-4, and may be defined in future editions or other
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Table 17 — Coding of the sole byte in an access mode field for DFs

b8 ] b7 | b6 | b5 | b4 ] b3 | b2 | b1 Meaning

0] - - - - - - - |Bits b7 to b1 according to this table

1 - - - - - - - |Bits b3 to b1 according to this table (bits b7 to b4 proprietary)
011 - - - - - | - |DELETEFILE (self)

0] - 1 - - - - - ITERMINATE CARD USAGE (MF), TERMINATE DF

0

0

- - [ 1 - - - - JACTIVATE FILE

-l -1 - 11 - | - | - ]DEACTIVATE FILE

- - - - - 11 - - ICREATE FILE (DF creation)
- - - - - - 11 - JCREATE FILE (EF creation)
- - - - - - - | 1 JDELETEFILE (child)

Table 18 — Coding of the sole byte in an access mode field for EFs

b8 1 7 | b6 | bS5 [ b4 ] b3 | b2 | b1 Meaning

- - - - - - | Bits b7 to b1 according to this table
- - - - - - | Bits b3 to b1 according to this table (bits b7 to’b4 proprietary)

0

1

0 - - - - - - | DELETE FILE
0 1 - - - - - | TERMINATE EF
0

0

- 1 - - - - | ACTIVATE FILE, ACTIVATE RECORD(s)

- - 1 - - - | DEACTIVATE FILE, DEACTIVATE RECORD(S)

- - - - 1 - - | WRITE BINARY, WRITE RECORD, APPEND RECORD

- - - - - 1 - | UPDATE BINARY, UPDATE RECORD,*ERASE BINARY, ERASE RECORD (S)
- - - - - - 1 | READ BINARY/RECORD (S), SEARCH BINARY/RECORD, COMPARE BINARY/RECORD

Table 19 — Coding of the solefbyte in an access mode field for DOs

b8 ] b7 [ b6 | b5 | b4 | b3 | b2 | b1 Meaning

0Ol F - - - - - - [Bits b7 10’b1 according to this table

1 - - - - - - - [Bits b3'0 b1 according to this table (bits b7 to b4 proprietary)
oqq - | - [ -1 -1 -1 - IDELETEDATA

oq I 1 - - - - - AMANAGE DATA Terminate

0

0

_ - 1 - - - ~\JMANAGE DATA Activate

- - - 1 - - - IMANAGE DATA Deactivate

- R - - - 1 - - IMANAGE SECURITY ENVIRONMENT

N B - - - < 1 - JPUT DATA/PUT NEXT DATA/UPDATE DATA

_ _ - - - + - 1 |GET DATA/GET NEXT DATA/COMPARE DATA

TFable 20 — Coding of the sole byte in an access mode field for security objects

b8 | B74b6 [ b5 | b4 | b3 | b2 | b1 Meaning

0 = = = = = = —Bits b7 tobtaccordingtothistabte

1 - - - - - - - |Bits b3 to b1 according_; to this table (bits b7 to b4 proprietary)
0 x| - - - - - - 10 (any other value is RFU)

o] - 1 - - - - - |TERMINATE®
0

0

- -1 11 -1-1-1- JAcTivaTeE®

- -1 -11 - | - | - |DEACTIVATE?®

- - - - - x| - - |0 (any other value is RFU)
- -l-1-1-1-111 - YpurlurpATE?

- - [ -f{-1-1-1-11]Jcer?

a

Description in italic format means an operation and not a command.
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Table 21 — Coding of the sole byte in an access mode field for tables & views

b8 ] b7 [ b6 | b5 | b4 | b3 [ b2 | b1 Meaning
0] - - - - - - - |Bits b7 to b1 according to this table
1 - - - - - - - |Bits b3 to b1 according_; to this table (bits b7 to b4 proprietary)
0oq1 - - - - - - JCREATE USER, DELETE USER
0 - 1 - - - - - JGRANT, REVOKE
oyl -1-11 - 1 - | - | - JCREATE TABLE, CREATE VIEW, CREATE DICTIONARY
0 - - - 1 - - - JDROP TABLE, DROP VIEW
- - - - - 1 - - JINSERT
- -1-1-1-1-11 - JUPDATE, DELETE
- - - - - - - 1 JFETCH
Table 22 — Coding of the 2" byte in an access mode field (1** AMB) for DFs
b8 | b7 ] b6 ||b5 | b4 | b3 | b2 | b1 Meaning
0] - - - - - - - | Last byte of access mode field
1 - - - - - - - J Another byte follows in this access mode field
-10] - - - - - - | Bits b6 to b1 according to this document
- 1 - - - - - - ] Bits b6 to b1 proprietary
-J011 - - - - - | TERMINATE CARD USAGE (MF), TERMINATE DF
- 0 - 1 - - - - | ACTIVATE FILE
- 0 - - 1 - - - | DEACTIVATE FILE
-10] - - - 1 - - | CREATE FILE (DF creation)
-101] - - - - 11 - | CREATE FILE (EF creation)
-1 0] - - - - - | 1 | DELETE FILE (child)
Table 23 — Coding of the 3" byte in an-access mode field (2" AMB) for DFs
b8 | b7 ] b6 [|b5 | b4 | b3 | b2 | b1 Meaning
X | x| - - - - - - ] Same coding and meaning as in Table 22
-]1011 - - - - - | DELETE FILE (s€elf)
- 0 - 1 - - - - | APPLICATION MANAGEMENT REQUEST
- 0 - - 1 - - - | REMOVEAPPLICATION
-1 0] - - - | x [ x | x J000-(any other value is RFU)
Table 24 — Goding of the 4" byte in an access mode field (3rd AMB) for DFs
b8 | b7 | b6 |[b5 | b4 [ b3 ['b2 | b1 Meaning
x| x| - - z < - - | Same coding and meaning as in Table 22
- 10 x [Ix ix] x| - - 10000 (any other value is RFU)
- 10 1 - | command creating data objects (see ISO/IEC 7816-9)
- O - = = = = 1 UELETE DATA
Table 25 — Coding of the 2" byte in an access mode field (15 AMB) for EFs
b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
x| x4y -1 -1-1-1-1- ]Samecodingandmeaning as in Table 22
- o1 - - - - - | TERMINATE EF
-log)-11 - - |- - | ACTIVATE FILE, ACTIVATE RECORD(S)
- oy -1-1[1 - |- - | DEACTIVATE FILE, DEACTIVATE RECORD(s)
- 0 - - - 1 - - | APPEND RECORD
- 0 - - - - 1 - | UPDATE BINARY, UPDATE RECORD
- 10 - - - - - 1 ] READ BINARY/RECORD(S), SEARCH BINARY/RECORD
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Table 26 — Coding of the 3" byte in an access mode field (2nd AMB) for EFs

b8 | b7 | b6 [ b5 | b4 | b3 | b2 | b1 Meaning
x | - - - - - - | Same coding and meaning as in Table 22
0 1 - - - - - | DELETE EF
O - | x| x| - - - 100 (any other value is RFU)
- 0 - - - 1 - - | WRITE BINARY, WRITE RECORD
0
0

- - - - 11 - | ERASE BINARY, ERASE RECORD(S)
- | -] -1-1]-11 JCOMPARE BINARY/RECORD

Table 27 — Codi f £} Ithl te | le fi ||(3ranB)E EEs
b8 [ 7 | b6 | b5 | b4 [ b3 | b2 | b1 Meaning

X - - - - - - | Same coding and meaning as in Table 22

- D | x [ x | x| x| - - 10000 (any other value is RFU)

- ) | - - - - 11 - | command creating data objects (see ISO/IEC 781649)

- ) | - - - - - 1 ] DELETE DATA

Table 28 — Coding of the 2" byte in an access mode-field (1°* AMB) for DOs

b8 |7 | b6 [ b5 | b4 | b3 | b2 | b1 Meaning
X - - - - - - | Same coding and meaning as imyTable 22

1 - - - - - | MANAGE DATA Terminate

- 1 - - - - | MANAGE DATA Activate

- - 1 - - - | MANAGE DATA Deactivate

MANAGE SECURITY ENVJRONMENT

- - - - 1 - | PUT DATA/UPDATE-DATA

- - - - - 1 | GET DATA/GET.NEXT DATA

1
OTOTOSTOSTOTS

1

]

1

—_
1
]

Table 29 — Coding of the 3™ byte in an access mode field (2" AMB) for DOs

b8 | 7 | b6 [ b5 | b4 | b3 | b2 | b1 Meaning

X - - - - - 5" ] Same coding and meaning as in Table 22

- D | 1 - | - | - |e-"| - |DELETEDATA

- D | - | 1 - - - - | command creating data objects (see ISO/IEC 7816-9)
- ) | - - x x| - - ] 00 (any other value is RFU)

- D | - - e o - | PUT NEXT DATA

- D1 - [ - =\ - - | 1 J COMPARE DATA

Securjty condition byte — Each security condition byte specifies which security mechanisms jare necessary
to conformto the access rule. Table 30 shows the security condition byte. Bits b8 to b5 indicaile the required
security conditions. 1f not all equal, bits b4 1o b1 1dentiy:

— either a security environment (see 0, SEID from '01' to '0E").

— ora DO'AD' (see 9.3.6) by its number from '01' to 'OE'. The DO'AD' is a CP under the same DO'62' as the
security attribute.
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Table 30 — Coding of the security condition byte

b8 ] b7 | b6

b5 b2 | b1 Meaning

Always

Never

(o) B (]
(e} B (@]
(o) B (@]

No reference to a security environment nor to a DO'AD'

Under tag '8C' " or '9E' * | SEID (see 0)

Not all equal

Under tag '9C' " or '9D' *

Sequence number of a SPT DO'AD' (see Table 38)

At least one condition

All conditions

Secure messaging

External authentication

User authentication (e.g. password)

! for use in comp)

het format (under tag '62', see Table 10). 2 for use in expanded format (see Table 33).

The mechanis
indications in

If bit b8 i

If bit b8 i

If bit b7

reference
commang
condition

ms defined in the security environment, or in the DO'AD', shall be used-according
its b7 to b5 for command protection and/or external authentication and/er user authentica

set to 1, then all the conditions set in bits b7 to b5 shall be satisfied:.

set to 0, then at least one of the conditions set in bits b7 to b5-shall be satisfied.

s set to 1, in a security condition which references a security environment, then the
template (see 0) of the security environment, describes whether SM shall apply
data field and/or to the response data field (see usagé.qualifier byte, Table 57). If the s
indicates a DO'AD' number, the relevant SEID shall*be available either in the DO'AD'

security aftributes extension nested in the DO'AD".

If b8 = b7
shall be p

= b6 = b5 =0, and if b4 b3 b2 b1 indicates a valid DO'AD' nhumber, a boolean expressi
resent in the DO'AD’ (see 9.3.6.11).

9.3.3 Expanded format

9.3.3.1

In expanded
condition DOg
DO'AB' may b

Access mode
and Table 41
subsequent s¢
DOs.

General

format, an access rule ‘consists of an access mode DO followed by one or more s
. Access control to an.object is managed by referencing access rules from the related ob
e present in the CRs of any file (see Table 10) for such access rules.

DOs — An access mode DO contains either an access mode field (see Table 17 to T4
to Table 44);-or a list of command descriptions or a proprietary state machine desc
curity condition DOs are relevant for all the indicated commands. Table 31 shows access

to the
tion.

control
to the
ecurity
br in a

on DO

ecurity
ject. A

ble 29
ription;
mode

Table 31 — Codi ¢ le DO
Tag Length Value Meaning
'80' Var. Access mode field See Table 17 to Table 29 and Table 41 to
Table 44
'81' to '8F' Var. Command header description | List of (part of) command headers (see Table 32)
'9C' Var. Proprietary state machine description

If the tag is from '81' to '8F', then the access mode data element represents a list of possible combinations of
values of the four bytes CLA, INS, P1 and P2 in the command header. Depending on bits b4 to b1 of the tag,
the list contains only values as described in Table 32. Several groups may appear in order to define a set of
commands, e.g. values of INS P1 P2, INS P1 P2, ... for tag '87".
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Table 32 — Coding of tags '81' to '8F' for access mode DOs

b8 | b7 [ b6 | b5 ] b4 | b3 | b2 | b1 Meaning
1 0] 0] 0] x| x| x [ x ]|The command description includes
1/]0]0f0]1 - — (CLA), i.e. the value of CLA
11000} -1[1 - - |—(INS), i.e. the value of INS
1/]o0jofO}-{[-1]1 - |—(P1), i.e. the value of P1

1 00| O0] - - - 1 |— (P2), i.e. the value of P2

logical channels..

— The value of CLA shall encode zero as the number for a logical channel with the meaning that the description is independent from

Secur iti j —

securify condition, a control reference template (see 0) referenced by tag 'A4' (AT), 'B4_(CCT)
'B8' (JT) shall contain a usage qualifier DO (see Table 57) indicating the security action:

Table 33 — Coding of security condition DOs

; me the security
action$ required for accessing an object protected through the particular access mode DO

If used as a
'B6' (DST) or

Tlag Length Value Meaning
'00' 0 - Always
97" 0 - Never

'ofy,'9E' 1 Security condition byte See Table 30

‘£ Var. [Control reference template External orduser authentication depending on the usage qualifier
AB' Var. Object status condition See 9332
template

'‘B4','B6','B8' | Var.

Control reference template

SM“in command and/or response depending
qualifier

on the usage

‘A0’ Var. [Security condition DOs At least one security condition shall be fulfilled (OR template)
‘AT Var. [Security condition DOs Inversion of the security condition (NOT template

'"AF' Var. |Security condition.DOs Every security condition shall be fulfilled (AND template)

'BE' Var. |Security condition template  |Boolean. Refers to the values of items present in the card

Several security condition BOs may be attached to the same operation.

— If pecurity condition-DOs are nested in an OR template (tag 'A0’), then at least one security

be fulfilled before acting.

— If[security\condition DOs are not nested in an OR template (tag 'AQ') or if they are nest
template\(tag 'AF'), then every security condition shall be fulfilled before acting.

condition shall

ed in an AND

urity condition

— The.value of the NOT security condition (tag 'A7’) is logical inversion of the value of the seg

it nests.

9.3.3.2

Object status condition template

The template provides the possibility to make a security condition depending to the:

— Current value of an object (EF, DO), referenced in the object status condition template

— Current value of an attribute related to the object (EF, DF, DO, key or password) referenced in the object

status condition template

— Current value of OS internal data (e.g. system clock)

— Current value of (parts of) the command message
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The template is composed by four different parts:

— A mandatory condition data object that defines the operation to be performed to compare the referenced
value with the comparison data given in the template

— A mandatory object locator DO; the object locator identifies unambiguously the data to be used for
comparison

— A mandatory comparison data to be compared with the value of the referenced object or the value of an
attribute related to the referenced object.

— An optional binary filter to be applied to the data to be compared (logical AND) before comparison.

Table 34 shows an abject status condition template

Table 35 together with Table 36 shows a condition data object.

Table 34 — SC-DO for the description of access conditions depending on object attributes

Tag | Length Value Meaning
condition DO'9E’
object locator according to Table 37 (tag '7F72')

AB Var. binary filter DO'SF71' (optional) Object status condition
comparison data (tag '53')
Table 35 — Coding of the condition-data object
Tag | Length Value
'OF' '01' Rule to verify the object attribute (see Table 36)
Table 36 — Values for coding the conditions
Value Condition fulfilled if

'01" |<*, the yalue of the referenced object/attribute-is lower than the given

'02' |<*, the yalue of the referenced object/attribute is lower than or equal to the given

'03' |=*, the Yalue of the referenced object/attribute is equal to the given comparison data

'04' |=*, the yalue of the referenced abject/attribute is higher than or equal to the given comparison data
'05' |>*, the yalue of the referencéd)object/attribute is higher than the given comparison data

'06" |#*, the yalue of the referenced object/attribute is not equal to the given comparison data
* by gqual length of the-objects

The security pondition* described by the object status condition template is not fulfilled if the refefenced
object/attributT value does not fulfil the condition defined by the condition DO.

9.3.3.3  Object locator

The object locator provides a reference to an object stored in the card. The following object types may be
referenced:

— MF or DF specific key

— MF or DF specific password

— An application specific data object

— An EF or DF

— Special system data managed by the card
— A data element of a command message
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The object locator is represented by a template '7F72'. The template is composed by an object reference DO
(mandatory) followed by an attribute reference DO (conditional). The type of the object reference DO depends
on the object to be referenced (EF, DF, DO, key, password). Table 37 lists the object reference DOs

depen

ding on the referenced object type.

A cryptographic reference template (CRT) according to O is used to refer to a key or a password. The CRT
must contain at least a key reference data object (DO'83' or '84"). Further data objects from Table 51 may be
used (e. g. usage qualifier) if required for further qualification of the reference. A mandatory DO (empty)

followi

An obj

a

(P

(s
th

If are
Table
param
of the

To ref
indicat

this standard.

£

To re
indica

The in
field ig
the co
implici
positig
object

ng refers by its tag to the intended key attribute from Table 40.

ect locator according to Table 37 is used to refer either to

Ul ItIU: palalllctcl Uf [=] Dr, dall Er, vl da DC

art of) the data content in a transparent EF

art of) the data content in a record of a structured EF
e value field of a DO

erence to a DF is given a second data object must follow, indicating. a ‘control paramet
10. If an EF or DO is referenced the second DO is optional. If-present it must indi

pter of the EF or DO in the same way as for a DF. If absent the objeet locator refers to th
EF (transparent EF), the data content of the record inside the EE_or the value field of the [}

br to OS internal system data the empty DO'80' shall be-used. The following attribute
es by its tag the relevant system information. The defifition of the relevant tags is out 0

r parts of the command message, the empty\PO'81' shall be used. The following 1
s which part of the command APDU is addressed. The DO'A1' is used to address either

part of) the data field, defined by an offset and a length

part of) the value field of a data objectcontained in the data field.

tended data object in the data/field is defined by the tag list. If no tag list is given, the g
in the focus scope of the object locator. Using the offset DO and/or the length DO the rg
mmand data field/the DOlvalue field can be restricted. If the offset DO is missing the offse
ly used. If the length, DO is missing the object locator refers to the complete range sta
n indicated by the offset up to the end of the data field of the command APDU/the value fi

er object from
cate a control
e data content
0.

reference DO
f the scope of

handatory DO

ommand data
levant area of
t value zero is
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Table 37 — Coding of the object locator DO'7F72'

Object Type

Object reference DO

Attribute reference DO

CRT containing at least a key reference

Empty DO (mandatory), tag refers to the relevant key attribute

Key DO ('83' or '84') (see Table 40)
CRT containing at least a password | Empty DO (mandatory), tag refers to the relevant key attribute
Password |reference DO'83' and a usage qualifier | (see Table 40)
DO'95'
DF General reference template '60' (see|Empty DO (mandatory), tag refers to the relevant control
Table 86) indicating a DF parameter object (see Table 10)
CP of an EF | General reference template '60' (see|Empty DO (mandatory), tag refers to the relevant control
or DO Table 86) indicating an EF or DO parameter object (see Table 10)
Record, General reference template '60' (see|None
DataString |Table 86) indicatihng a record or
or data DataString n an EF or the value filed of a
element data object (possibly located in an EF)

System data

DO'80" (empty) indicating the internal
system data area

Data object (empty) that indicates thetintended syster
element (proprietary)

n data

One of the following data objects (mandatory):
'89": Refers to the command header (empty DO)

'96": Refers to the Ng.value of the command APDU
DO)

'‘A1": Command{data DO; may contain following DOs in

empty

Command [|DO'81' (empty) indicating given order:
message  Jthe command APDU - taglist indicating a DO of the command data field
(optional)
—(an offset DO'54' (optional)
< a length DO'02' (optional)
An empty DO'A1' refers to the complete data field
of the command APDU
9.3.3.4 Binary Filter value (optional)
The binary filter DO'5F71' provides\a binary mask to be used in a logical AND operation to the datg to be
compared befpre comparison.
9.3.3.5 Commparison data
The comparispn data~DO'53' provides the binary representation of the value to be compared with the data

specified by tH

e object locator.

9.3.4 Access rule references

Access rules in expanded format may be stored in an EF supporting a linear structure with records of variable
size. Such an EF is named EF.ARR. One or more access rules may be stored in each record referenced by a

record number. Such a record number is named ARR byte. Table 38 illustrates the layout of an EF.ARR.

Table 38 — EF.ARR layout

Record number (ARR byte)

Record content (one or more access rules)

1

Access mode DO, one or more security condition DOs, access mode DO, ...

2

Access mode DO, one or more security condition DOs, ...

N

Access mode DO, one or more security condition DOs, ...
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Security attributes DO'8B' referencing expanded format (see Table 38) may be present in the CPs of any file
or DO (see Table 10).

— If the length is one, then the value field is an ARR byte that references a record in an implicitly known
EF.ARR.

If the length is three, then the value field is a file identifier followed by an ARR byte; the file identifier
references EF.ARR and the ARR byte is the record number in EF.ARR.

If the length is even and at least four, then the value field is a file identifier followed by one or more pairs
of bytes. Each pair consists of an SEID followed by an ARR byte; the SEID identifies the security
environment where the access rules referenced by the ARR byte apply.

Table 39 — Security attribute DOs referencing expanded format

Tag Length Value
1
3

Even, > 3

ARR byte (one byte)
File identifier (two bytes) - ARR byte (one byte)
File identifier (two bytes) - SEID (one byte) - ARR byte (one byte) <(SEID byte - ARE

'8B'

R byte) - ...

The A
NOTE

RR byte of the current SE indicates the access rules valid for the currént access to the application DF.

If no SE is set in a former MANAGE SECURITY ENVIRONMENT command,.then the default SE is the ¢urrent SE.

9.3.5 | Security attributes for data objects

The g
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the tag
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Table
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ef
The ta

or tag
templz

9.3.6

ranularity of security-related properties is the DO, déentified by its tag within the cu
pted with the VA. Any DO may have control parameters seen at the card interface as |
y attributes for that DO. When a DO does not feature control parameters, the security a
template will be inherited.

it belongs to a template extension, the security attributes of a DO shall not be inherited
ged wrapper. Its security attributes are-those defined where the indirect reference points 1

tag 'AQ', a security attribute template for DOs may be present in the CPs of any fil
10). Such a template:

Arts with a security attribute)DO (tags '86', '8B', '8C', '8E', '9C', 'AQ', 'A1', 'AB');
ds with a possibly empty tag list DO'5C'.
g list should contain only tags belonging to the base template to which DO'62' nesting D

5 of DOs expected to be added to this template. When the tag list is empty, the se
te is valid ferthe whole base template to which the DO'62' belongs.

Security parameters template

rrent template
DO'62' nesting
tributes of the

from parent of
0.

e or DO (see

D'AQ' belongs,
curity attribute

9.3.6.

General properties

A security parameters template, DO'AD' under DO'62', provides an extension of security attributes associated
with a security object (e.g. a key, password...) or a DO which endorses security handling (see 9.3.6.2). Any
DO'AD' which supports this function shall contain either a wrapper or a tagged wrapper DO'63' (see 8.4.9 and
9.3.6.2) giving an indirect reference to the security object or DO. It may give data usage parameters
describing the properties and conditions of use of this DO.

A DO'AD' nested in a DO'AD' has the same coding as a DO'AD' nested in a DO'62".
As any template, the security parameters template may nest a DO'62'. Within this DO, the security attributes

for DOs have the meaning defined in 9.3.5. All other security attributes apply to the security object (see
Table 20 for the coding of the access mode byte).
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EXAMPLE Within a DO'62' under a DO'AD', the following DOs may be both present:
— A DO {A0 06 {8CXYZT}5C01B3}} has its normal meaning, i.e. the security attributes for access to the
DO'B3' which contains DOs specified by an OID.
— A DO {8CXYZT} or {ABXY ...} codes the security attributes for access to the DO nesting the security
object (see Table 20).

A DO'AD' may also be referenced by any command using this DO or the security object to which the DO'AD'
is attached.

If a Boolean expression is to be evaluated as TRUE to allow the execution of a C-RP, a DO defining this
Boolean expression shall be present in a DO'AD’ (see 9.3.6.11).

9.3.6.2 Extlensions of the security attribute

All DOs with lags from 'AQ' to 'A5' identify the type of the security object. Each type has a specific Access
Mode Byte (sg¢eTable 41 to Table 44). The security attribute for Diffie-Hellman keys is irrelevant,'so DQ'AS' is
always empty

Any DO with tag from 'AQ' to 'A4' shall nest:

— Either a QO'8C' nesting a security attribute in compact format (see 9.3.2), refefencing SEs.
— OraDO'9YC' nesting a security attribute in compact format (see 9.3.2), referencing SPTs.

— Or a DO'AB' nesting a security attribute in expanded format (see 9.3.3),'Where the security conditign byte
DO'9D' may be used to reference SPTs.

50 © ISO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=2dc83fe2c24d31131afb6dc1e7c86965

ISO/IEC 7816-4:2013(E)

Table 40 — Data usage parameters in a security parameters template (tag 'AD' under tag '62')

Tag | Length Value Occurrence
'06' Var. [OID of a document describing e.g. an algorithm and/or the use of DO'B3' at most once
'63' Var. |Wrapper at most once
'7B' Var. |security environment DO (see Table 59) once
'80' 1 Sequence number (mandatory) once
'‘82' Var. | Security object(password/reference data type) number (binary coding) at most once
'83' Var. | Security object (key/certificate type) number (binary coding) at most once
'84' 1 SEID any
'86' 1 key usage constraints indicator (see 9.3.6.4) at most once
'8A 1 LCS byte of the security object at most once
'90' Var. | Maximum number of tries of an volatile at most once
91 " |authentication procedure (binary coding) | non volatile
'92' ini i volatile
e P s L e o a mostonce
94 Var. | Maximum usage counter (binary coding) volatile - at most once
'95 non volatile
'96' . . . volatile
97 Var. [Remaining usage counter (binary coding) on volatile at most once
'98' v Maximum number of signature creations | volatile
ar. . . - at most once
'99 (binary coding) non volatile
'O9A' v Remaining number of signature creations | volatile
ar. . . - at most once
'9B (binary coding) fonwolatile
'9C' 1 Non-repudiation flag (non endorsed if value\='00") at most once
‘oD’ Var. | Maximum number of key generations (binary coding) at most once
'OE' Var. | Remaining number of key generations“(binary coding) at most once
‘A0’ Var. | Security attribute extension for authentication objects
‘A1’ Var. | Security attribute extension far'private keys
'A2' Var. | Security attribute extensionfor public keys at most one
‘A3’ Var. | Security attribute extension for certificates amg:gl(t:ﬁ ose
‘A4’ Var. | Security attribute extension for secret keys
‘A5’ 0 Security attribute extension for private Diffie-Hellman keys?
'‘AD' Var. |Security parameters template any
'‘AF' Var. [Password properties template (see 9.3.6.12) any
'‘B3' Var. |DOs §pecified by the DO'06' any
'‘BE' Var. |[Boaclean expression at most once
— Othgr tags in the tontext-specific class are RFU.
— The|value of a non volatile counter is not related to physical channel enabling and disabling.
— The|value/of a volatile counter is impacted by physical channel enabling and disabling.
@8  THe.@s&,of such a key is not subject to usage conditions, because it belongs to public domain parameters.

When a DO'AD' is referenced in a DO'9C' or a DO'9D', this DO'AD’' or a tagged wrapper referencing it shall
belong to the same template as the security attribute extension.

The access mode byte in the security attribute extension indicates which functions or commands are
supported by the security object. When it is not used in a DO'AD’, the access mode byte may also indicate
which operations can be performed on the security object.

If no SEID is provided in the security attribute referencing a DO'AD', this extension of the security attribute
may provide an SEID if necessary.
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Table 41 — Coding of the access mode byte for authentication objects

b3 | b2 | b1 Meaning

- - - |Bits b7 to b1 according to this table

- - | - IBits b3 to b1 according to this table (bits b7 to b4 proprietary)

- - - J ENABLE VERIFICATION REQUIREMENT

- - - | DISABLE VERIFICATION REQUIREMENT

- - - | Proprietary use

- - - | Proprietary use

1 - - | RESET RETRY COUNTER

- 1 - | CHANGE REFERENCE DATA

- - 1 | VERIFY

Table 42 — Coding of the access mode byte for private asymmetric keys

b8

b7 | b6 [|bS

b3 | b2 | b1 Meaning

- - - |Bits b7 to b1 according to this table

—_

- - - |Bit b5 proprietary, all other bits according to this table

-] - - | pso Compute digital signature

- - - | Pso Decipher

- | - | - 10(any other value is RFU)

- - - | GENERAL AUTHENTICATE

1 - - JINTERNAL AUTHENTICATE

- 1 - | GENERATE ASYMMETRIC KEY PAIR

- - 1 | proprietary when used in the SPT,GET ATTRIBUTE when used elsewhere

Table[43 — Coding of the access mode byte forpublic asymmetric keys and certificates

b8

b3 | b2 | b1 Meaning

- - - | Bits b7 to b1 accerding to this table

—_

- - - | Bit b5 proprietary, all other bits according to this table

-] - - | pso Verify.digital signature, Verify certificate

- - - | Pso Encipher

- | - | - 10 (anyother value is RFU)

- - - | GENERAL AUTHENTICATE

1 - - {.EXTERNAL AUTHENTICATE

- 1 = \J'GENERATE ASYMMETRIC KEY PAIR

- - 1 | proprietary when used in the SPT, GET ATTRIBUTE when used elsewhere

Table 44 — Coding of the access mode byte for secret keys

b8

b3 | b2 | b1 Meaning

= - | - IBits b7 to b1 according to this table

—_

- - - | Bit b4 proprietary, all other bits according to this table

- - - | Pso encipher, compute cryptographic checksum

- - - | Pso decipher, verify cryptographic checksum

- - - | MUTUAL AUTHENTICATE/GENERAL AUTHENTICATE

-] - - |0 (any other value is RFU)

1 - - | EXTERNAL AUTHENTICATE/MUTUAL AUTHENTICATE/EXTERNAL AUTHENTICATE for Role?

- 1 - JINTERNAL AUTHENTICATE

- - 1 | proprietary when used in the SPT, GET ATTRIBUTE when used elsewhere

a

more information about 'EXTERNAL AUTHENTICATE for Role' can be found in EN 14890-2 @ clauses 7.3 and 7.4
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9.3.6.3 Sequence number
The successive instances of a DO'AD' shall correspond to increasing values of the sequence number. The

value of DO'80' is coded in binary, on one byte. The DOs'AD' referenced in a security condition byte (see
Table 30), shall have a number in the range '01' to 'OE".

9.3.6.4 Key usage constraints indicator

The data element in DO'86' indicates certain constraints to the usage of a key (see Table 45). Within this
clause the following definitions are used:

— P npgrgfir\n phaen' the prnpgrnﬁnn phnen consists of 2 C.RP aor o sequencse of C-RPs._The nature of
cammands sent in the preparation phase is out of scope of this document.

— Uspage phase: the usage phase consists of a C-RP or a sequence of C-RPs. The nature|of commands
sgnt in the usage phase is out of scope of this document.

Table 45 — Coding of the key usage constraints

b8 [ B7 [ b6 ] b5 | b4 [ b3 | b2 | b1 Meaning
1 - - - - - - | - JAt most one usage

- ( - - - - - - |Immediate usage

- F |1 - | - - - | - ]Details are provided in the OID refefence

- |k - I x [ x| x [ x| x J00000 (any other value is REU)

If bit bg is set to
— 1 this indicates that for each key usage the preparation phase shall be performed.

— O this indicates that the key is usable more thian once per preparation phase.

If bit by is set to

—_

this indicates that the interface*device is not allowed to send a C-RP between the pregaration phase
and the usage phase on the logical channel used for key usage.

— O this indicates that the interface device may send one or several C-RP(s) between the preparation phase
and the usage phase, on arbitrary logical channels.

If bit b is set to

—_

then the SPI"containing the DO'86' shall contain a DO'06' and the OID reference shall provide details
fof key usage constraints.

— O thenl(the SPT containing the DO'86' may or may not contain a DO'06'".

Bits b510 b1 of the Key Usage constraints indicator are Rru.

EXAMPLE 1 For signature keys granting non repudiation the preparation phase typically consists of user
authentication (e.g. a VERIFY command) and the usage phase typically contains e.g. zero, one or more PSO HASH
commands followed by e.g. a PSO COMPUTE DIGITAL SIGNATURE COMMAND.

EXAMPLE 2 For keys used in authentication procedures proving the authenticity of an external entity the preparation
phase typically contains the retrieval of a challenge from the card (e.g. by means of a GET CHALLENGE command) and the
usage phase typically contains an authentication procedure (e.g. EXTERNAL AUTHENTICATE command).
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9.3.6.5 Number of tries

When the security object is used for authentication, the number of tries is limited to the value of DO'90' or '91'
in the data usage parameters nested in DO'AD'. The number of allowed remaining tries is given by the value
of DO'92' or '93". The values of DO'90', '91, '92' and '93' are coded in binary.

9.3.6.6 Number of uses

The number of uses of the security object is limited to the value of DO'94" or '95' in the data usage parameters
nested in DO'AD'. The number of allowed remaining uses is given by the value of DO'96' or '97'. The values of

DQO'94','95', 96' and '97' are coded in binary.

9.3.6.7 Nop-repudiation

When granting non-repudiation, a function can rely on a security object DO with this flag set in DO'9C'| i.e. to
a value > 0. [fthis value is '00', the DO ('9C 01 00') cannot endorse non-repudiation.

9.3.6.8  Segurity object numbering

If needed, segurity objects (reference data/passwords or keys/certificates) may fiaye a number contajned in
DQO'82' (respertively '83"). The values of DO'82' and '83' are coded in binary,-on“one or several byte(s). The
first byte of the value may be used as object reference in commands handlinhg basic security (see 11.5 and
Table 94). The value field may also be used when referencing the security data object by a CRT (see DO'83/,
'84' in Table 5p).

NOTE Thg constrains from Table 94 limits the range of possible values/for the first byte of the value field if that byte
is intended to b used as object reference in a command handling basic security.

9.3.6.9  Sigphature creation

If needed, the|number of signature creations with the Security object is limited to the value of DO'98' 011 '99' in
the data usage parameters nested in DO'AD'. The“humber of allowed remaining creations is given |py the
value of DO'9A\' or '9B'. The values of DO'98', '99!, '9A" and '9B' are coded in binary

9.3.6.10 Key generation

If needed, the|number of key generations with the security object is limited to the value of DO'9D' in tHe data
usage parameters nested in DO'AD". The number of allowed remaining creations is given by the value of
DO'9E'". The vhlues of DO'9D' and”'9E' are coded in binary.

9.3.6.11 Boolean expression

The boolean gxpression DO'BE' under DO'AD' contains:

expression.

general reference DO'60' (see 11.4.2.1) or object locator DO'7F72' (see 9.3.3.3).

NOTE

In 9.3.2, the last dash contains a requirement for the presence of a DO'BE'.

9.3.6.12 Password properties template

One or several DOs of the context-specific class, referencing data or DOs with the same syntax as the

The password properties template DO'AF' under DO'AD' contains password properties. A DO'06' may be

present in the
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— contains an OID in a DO'06' that DO'06' shall be the first DO in the password template. The standard or
specification referenced by this OID shall specify further data objects enclosed in the password properties
template.

— does not contain a DO'06' then the template is in conformance to ISO/IEC 7816-15 and may contain any
DO from Table 46 in any order with the meaning and coding specified in Table 46.

Table 46 — Password properties template (DO'AF' under tag 'AD')

Ta

'l bl
L=\ | IHI.II

n g
Description

l81|

Verification data history length: the maximum number of verification. datg
shall be recorded and maintained. When the verification data is set;)it-shall
from all values in the verification data history.

The value of verification data history length shall be in the closed’interval [0

values that
be different

8.

'82'

transport format for verification data and new reference data
— '00', direct: data transferred to the ICC is taken asit'is (binary coding)

— '01', numeric: each character is encoded aceording to ISO/IEC 1064p"® (UTF-8)
and shall be element of the closed interval{30', '39']. Data transferred to the ICC

shall padded with 'FF' until maximum leqgth characters are available.

— '03', alphanumeric, i.e. digit, upper and lower case ASCII: each |character is
encoded according to ISO/IEC 10646 "% (UTF-8) and shall be element of the
closed interval ['30', '39'] or [[41", '5A"] or ['61', '7A']. Data transferred to the ICC shall

padded with 'FF' until maximum length characters are available.

— other values are RFU

l83|

1

Minimum length: minimum number of characters in verification data

l84|

1

Maximum length> maximum number of characters in verification data

- othgr tags in the context specific class are RFU

9.3.7

A logi

Security attributes for logical channels

al chanpel'security attribute DO'SE' (at most one) may be present in the CPs of any fi|

e or DO (see
according to

Table [10) andsin any appropriate security environment (SE, see 0). It shall be interpreted
Table #7, where:
— "Not shareable” means that at most one logical channel shall be available. The physical technology of the

logical channel may be limited.

— "Secured" means that SM keys (see clause 10) shall be available (e.g. established by a previous

authentication).

— "User authenticated" means that the user shall be authenticated (e.g. a successful password verification).
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Table 47 — Coding of the logical channel security attribute

b8 [ b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
0O|O0O|[O0O]O0(O - - 1 | Not shareable
0O|O0O|[O0O]O0(O - 1 - | Secured
00|00 O 1 - - | User authenticated
— Any other value is RFU.

9.4 Security support data elements

This clause specifies a collection of security support data elements with rules governing the way their values
are handled. The security support data elements extend and refine the control reference DOs. The ‘cafd may
provide them|as generic support to security mechanisms performed by an application. Applications may
reference them for secure messaging and for security operations (see ISO/IEC 7816-8). This clause specifies
neither some fharacteristics of the security support data elements, e.g. their lengths, nor the algorithms that
alter their value.
Table 48 — Security support DOs
Tag Value
TA' Set of security support DOs with the following tags
'80' Card session counter
‘81" Card session identifier
'82' to '8E' | File selection counter
'93' Digital signature counter
'9F2X' Internal progression value ('X' is a specific index, e.g.;an index referencing a counter of file selectigns)
'OF3Y' External progression value ("Y' is a specific index, é.g.7an index referencing an external time stamp

— Under tag '7A", ISO/IEC JTC 1/SC 17 reserves any other DO-gf’'the context-specific class.

Principles —|The card shall maintain and use the-value of security support data elements as follows.

— Update ig done with new values either-computed by the card, or provided by the outside wgrld, in
accordange with the specific rule for-a specific type of security support data element.

— Update i performed before any output is produced for the command causing an update. The upfate is
independgnt of the completjon:status of the command. If the value is to be used by the applicatiop in an
operation|that causes an ypdate, the update is performed before the value is used.

— Access tq application<specific security support data elements is restricted to functions performed [by the
specific application.

NOTE Theg actual security achieved in a C-RP ultimately depends on the algorithms and protocols specified by the

application; the [cafd only provides support with these data elements and associated usage rules.

Data elements — The card may support C-RP security with data elements called progression values.
Increased at specific events throughout the life of the card, these values are different each time the card is
activated. Two progression values are specified: a card session counter and a session identifier.

The card

world.

session counter is incremented once during card activation.

Two types of progression values are specified.

The session identifier is computed from the card session counter and from data provided by the outside

Internal progression values, if so specified for an application, register the number of times specific events

are performed. The data element shall be incremented after the event; the card may provide a reset
function for these counters which if so specified for an application sets its value to zero. Internal
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progression values cannot be controlled by the outside world and are suitable for use as secured in-card
approximate representations of real time. Their values can be used in cryptographic computations.

External progression values, if so specified for an application, shall only be updated by a data value from

the outside world. The new value shall be numerically larger than the current value stored in the card.

References — The card may provide access to the value of security support data elements as follows.

application-specific progression values.

An EF may be present in the MF, e.g. for a card session counter, or in an application DF, e.g. for

— Auxiliary DOs, with tags '88', '92' and '93' (see Table 54) may be present in a control reference template.
These DOs can be used if the SE supports unambiguous use of these data elements.

T

10 Secure messaging

Secu

a cryp
mechsz
often,

r
frag m{
Secur

ithin the interindustry DO'7A', the context-specific class is reserved for security support’D
ble 48.

messaging (SM) protects all or part of a C-RP, or a concatenation of consecutive data
ntation, see 5.3), by ensuring two basic security functions: data confidéntiality and data
messaging is achieved by applying one or more security mechahisms. Possibly explicit
tographic mechanism identifier template (see 9.2) in the CRs)of any DF (see 7.4),
nism involves a cryptographic algorithm, a mode of operation, a key, an argument (in
nitial data.

T

mechanisms. This specification does not preclude ‘the determination by sequential ana
mechanisms and which security items shall be used-for processing the remaining part of thg

0
10.1

10.1.1
An SM
by sed
of ove

The fq
length

10.1.2

Tyo or more security mechanisms may use. the same cryptographic algorithm with diffe

e transmission and reception of data fields mayi be interleaved with the processi

eration. The hereafter specified padding, rules do not preclude such a feature.
SM fields and SM DOs

SM protection of command payloads

payload is an SM command or response SM field, irrespective of its length. If protection
ure messaging takes place before possible fragmentation, an oversize SM payload is a
size BER-TLV coded payload, to which the rules given in 5.3 apply.

rmat of the payload shall be as defined below (see 10.4), except that its length is not
formats and-constraints which mandated chaining (see 5.3).

SM protection of chained commands and responses

Os as listed in

ields (payload
huthentication.
y identified by
each security
put data) and

g of security
ysis of which
data field.

rent modes of

of the payload
barticular case

limited by the

If ther

s~ need—toprotect chaimed—Sh—tommand—or Tesponse datafiefds—imdividuatty;

fragmentation

according to 5.3 shall take place before C-RP protection. Each of the C-RPs shall then be protected (see
10.4) according to the requirements of the security environment.

Fragmentation will yield a sequence of command or response data fields with no ascertained structure. The
CLA INS P1 P2 bytes shall comply with the chaining rules used for fragmentation (see 5.3).

10.1.3

SM DOs

Table 49 shows the SM DOs specified in this document, all in the context-specific class. Some SM DOs (SM
tags '82', '83', 'B0O', 'B1") are recursive, i.e. the plain value field is an SM field.
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In each SM field, bit b1 of the last byte of the tag field (tag parity) of each SM DO (context-specific class)
indicates whether the SM DO shall be included (bit b1 set to 1, odd tag number) or not (bit b1 set to 0, even
tag number) in the computation of a data element for authentication: cryptographic checksum (see 10.2.3.1),
or digital signature (see 10.2.3.2). If present, the DOs of the other classes (e.g. interindustry DOs) shall be
included in the computation. If such a computation occurs, the data element shall be the value field of an SM
DO for authentication (SM tags '8E', '9E') at the end of the SM field.

There are two categories of SM DOs.

— Each basic SM DO (see 10.2) conveys a plain value, or an input or result of a security mechanism.

— Each auxiliary SM DO (see 10.3) conveys a control reference template, or a security environment

identifier, pra TESPUITST u'c:buipiUl iclllpiaic.
NOTE Badgic SM DOs are also used to control security operations (see ISO/IEC 7816-8). Auxiliary SM(DOs gre also
used to manage security environment (see 11.5.11). The global approach to security by secure messaging shares [several
security-related|issues with the security operations, i.e. the atomic approach to security. Annex B illustrates the $ynergy
between the twp approaches.
Table 49 — SM data objects
Tag Value
'80', '81" | Hlain value not encoded in BER-TLV
'82', '83' | Gryptogram (plain value encoded in BER-TLV and including SM DOs i‘e.-an SM field)
'84','85' | Qryptogram (plain value encoded in BER-TLV, but not including SM/BOs)
'86", '87' | Hadding-content indicator byte followed by cryptogram (plain value not encoded in BER-TLV)
'89' (Gommand header (CLA INS P1 P2, four bytes)
'8E' Gryptographic checksum (at least four bytes)
'90', '91" | Hash-code
'92','93" | Qertificate (data not encoded in BER-TLV)
'94', '95' | Yecurity environment identifier (SEID)
'96', '97" | Qne or two bytes encoding L. in the unsecured C:RP (possibly empty)
'99' Hrocessing status (SW1-SW2, two bytes; possibly empty)
'9A', '9B' | Ipput data element for the computation of adigital signature (the value field is signed)
'9C', '9D' | Hublic key
'OF' Digital signature
‘A0, 'A1" | Ipput template for the computation of a hash-code (the template is hashed)
'‘A2' Ihput template for the verification'of a cryptographic checksum (the template is included)
'A4','A5" | Gontrol reference template for-authentication (AT)
'A6', 'A7' | Qontrol reference template.for key agreement (KAT)
'A8' Ipput template for the'Verification of a digital signature (the template is signed)
'AA', 'AB' | dontrol reference témplate for hash-code (HT)
'AC', 'AD' [ Ifhput template forthe computation of a digital signature (the concatenated value fields are signed)
'AE', 'AF' | Ihput templaté)for the verification of a certificate (the concatenated value fields are certified)
'B0', 'B1"' | Hlain value’encoded in BER-TLV and including SM DOs, i.e. an SM field
'B2', 'B3' [Hlain value.encoded in BER-TLV, but not including SM DOs
'B4', 'B5' | Qontral reference template for cryptographic checksum (CCT)
'B6', 'B7' | Gontrol reference template for digital signature (DST)
‘B8, 'BY' ontrof reference temptate for confidentiatity {CT)
'BA', 'BB' [Response descriptor template
'BC', 'BD' | Input template for the computation of a digital signature (the template is signed)
'‘BE' Input template for the verification of a certificate (the template is certified)

—In SM fields, ISO/IEC JTC 1/SC 17 reserves any other DO of the context-specific class.
— In order to use those SM DOs out of SM C-RPs, one shall encapsulate them in a DO'7D'.

10.2 Basic SM DOs

10.2.1 SM DOs for encapsulating plain values

Encapsulation is mandatory for SM fields and for data not encoded in BER-TLV. It is optional for BER-TLV, not
including SM, DOs. Table 50 shows SM DOs for encapsulating plain values.
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Table 50 — SM DOs for encapsulating plain values
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Tag Value

'B0', 'B1' Plain value encoded in BER-TLV and including SM DOs (i.e. an SM field)

'B2', 'B3' Plain value encoded in BER-TLV, but not including SM DOs

‘80", '81' Plain value not encoded in BER-TLV
'89' Command header (CLA INS P1 P2, four bytes)

'96', '97" One or two bytes encoding L in the unsecured C-RP (possibly empty)
'99' Processing status (SW1-SW2, two bytes; possibly empty)

10.2.2 SM DOs for confidentiality

Table p1 shows SM DOs for confidentiality. A security mechanism for confidentiality consists ofhain appropriate
cryptographic algorithm in an appropriate mode of operation. In the absence of explicit indicatiop and when no

mechgnism is implicitly selected for confidentiality, a default mechanism shall apply.

— For computing a cryptogram to be preceded by a padding indication, the defadlt mechanjsm is a block
cipher in “electronic code book” mode, which may involve padding. Padding_for confidentiality may have

an influence on transmission: the cryptogram (one or more blocks) maybe longer than the

lain value.

— For computing a cryptogram not to be preceded by a padding indi¢ation, the default mechanism is a

cgncealing string of the same length. Concealment thus requires)no padding and the string
is|recovered by the same operation.

Padding and/or content shall be indicated when the plain value is not encoded in BER-TLV. If p
but is not indicated, the rules specified in 10.2.3.1 apply.

Table p2 shows the padding-content indicator byte.

Table 51 —SM DOs for confidentiality

stream cipher. In this case, the cryptogram is the exclusive-or of the string of data bytes to ponceal with a

of data bytes

hdding applies

Tag Value

'82', 183" | Cryptogram (plain value encoded in BER-TLV and including SM DOs, i.e. an SM field)

'84', 185" | Cryptogram (plain value encoded in BER-TLV, but not including SM DOs)

'86', [87' | Padding-content indicator.byte (see Table 52) followed by cryptogram (plain value not encodg

d in BER-TLV)

Table 52 — Padding-content indicator byte

Valpe Meaning
'0¢ No fiarther indication
‘01’ Padding as specified in 10.2.3.1
‘02 No padding
"1X' One to four secret keys for enmphenng |nformat|on not keys (‘X' is a bitmap with any value fl]om '0'to 'F")
11" indicate rd in a pay TV system)

12" indicates the second key (e.g. an “odd” control word in a pay TV system)

'13" indicates the first key followed by the second key (e.g. a pair of control words in a pay TV system)

'2X' Secret key for enciphering keys, not information ('X' is a reference with any value from '0' to '

for enciphering operational keys)

F)

(e.g. in a pay TV system, either an operational key for enciphering control words, or a management key

'3X' Private key of an asymmetric key pair (‘X' is a reference with any value from '0' to 'F'")

'4X Password (X' is a reference with any value from '0' to 'F")

‘80" to '8E' | Proprietary

— Any other value is RFU.
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10.2.3 SM DOs for authentication
Table 53 shows SM DOs for authentication.

Table 53 — SM DOs for authentication

Tag Value
'8E' Cryptographic checksum (at least four bytes)
'90", '91' Hash-code
'92', '93' Certificate (data not encoded in BER-TLV)
'9C', '9D' Public key
'OE' Digital signature
Input DOs (sep-also ISQUEC 7816-8)
'9A', '9B' Input data element for the computation of a digital signature (the value field is signed)
‘A0, ‘A1 Input template for the computation of a hash-code (the template is hashed)
'A2' Input template for the verification of a cryptographic checksum (the template is included)
'A8' Input template for the verification of a digital signature (the template is signed)
'AC', 'AD' Input template for the computation of a digital signature (the concatenated value fields-are signed)
'AE', 'AF' Input template for the verification of a certificate (the concatenated value fields are certified)
'BC', 'BD' Input template for the computation of a digital signature (the template is signed)
'BE' Input template for the verification of a certificate (the template is certified)

10.2.3.1 Cryptographic checksum data element

The computatjon of a cryptographic checksum involves an initial check block, a secret key and either a block
cipher algorithm (see ISO/IEC 18033 ")), or a hash-function (see ISO/IEC 10118 '4).

The computatfon method may be part of the system specifications. Alternatively, a cryptographic mechanism
identifier template (see 9.2) may identify a standard (e.g. ISOHEC 9797-1) fixing a computation method.

Unless otherwise specified, the following computation method shall be used. The parameters used |in this
computation method may be defined in the relevant*CRT (see Table 55). This standard does not défine a
default CRT.

Under the conftrol of the key, the algorithm basically converts a current input block of k bytes (typically §, 16 or
20) into a curfent output block of the same’size. The computation is performed in the following consécutive
stages.

Initial stage + The initial stage shall set either one of the following blocks as the initial check block:

— the null block, i.e. k bytes, set to '00',

— the chaining blocks+-e. a result from former computations, namely for a command, the final check block of
the previqus command and for a response, the final check block of the previous response,

— the initial palue-block provided e.g. by the outside world,

— the auxiliary blocK resulting from converting auxiliary data under the control of the Key. If the auxilary data
is less than k bytes, then bits set to 0 head it up to the block size.

Sequential stage(s) — The command header (CLA INS P1 P2) may be encapsulated for protection (SM tag
'89"). However, if bits b8 to b6 of CLA are set to 000 and bits b4 and b3 to 11 (see 5.1), then the first data
block consists of the command header (CLA INS P1 P2) followed by one byte set to '80' and k-5 bytes set to
'00'.

The cryptographic checksum shall include any secure messaging DO having an odd tag number and any DO
with the first byte not from '80' to 'BF'. Those DOs shall be included data block by data block in the current
check block. The splitting into data blocks shall be performed as follows.

— The blocking shall be continuous at the border between adjacent DOs to include.
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— The padding shall apply at the end of each DO to include followed either by a DO not to include, or by no
further DO. The padding consists of one mandatory byte set to '80' followed, if needed, by 0 to k—1 bytes
set to '00", until the respective data block is filled up to k bytes. Padding for authentication has no
influence on transmission as the padding bytes shall not be transmitted.

In this mechanism, the mode of operation is “cipher block chaining” (see ISO/IEC 10116 "®)). The first input is
the exclusive-or of the initial check block with the first data block. The first output results from the first input.
The current input is the exclusive-or of the previous output with the current data block. The current output
results from the current input.

Final stage — The final check block is the last output. The final stage extracts a cryptographic checksum (first
m bytes, at least four) from the final check block.

10.2.3|2 Digital signature data element

The digital sig[;nature schemes rely on asymmetric cryptographic techniques \(see IS|O/IEC 9796
ISO/IEC 14888""%)). The computation implies a hash-function (see ISO/IEC 10118"™). The data|input consists
of the |value field of a digital signature input DO, or of the concatenation of the alue fields of DOs forming a
digital [signature input template. It may be determined by the mechanism specified in 10.2.3.1.

10.3 | Auxiliary SM DOs

Table p4 shows auxiliary SM DOs.

Table 54 — Auxiliary:SM DOs

Tlag Value

'94], '95' Security environment identifier (SEID)

'Ad|, ‘A5’ Control reference template valid for authentieation (AT)

'AG|, ‘A7’ Control reference template valid for key @greement (KAT)

'AA|, 'AB' Control reference template valid for hash-code (HT)

'B4|, 'BS' Control reference template valid for-cryptographic checksum (CCT)
'B6|, 'B7" Control reference template valid for digital signature (DST)

'B8|, 'BY' Control reference template valid for confidentiality (CT)

'BA|, 'BB' Response descriptor template

10.3.1| Control reference templates

Six control reference templates are defined, valid for authentication (AT), key agreement (KAT), hash-code
(HT), ¢ryptographic chiecksum (CCT), digital signature (DST) and confidentiality (CT) using either symmetric
or asymmetric cryptographic techniques (CT-sym and CT-asym).

Each security,. mechanism involves a cryptographic algorithm in a mode of operation and usges a key and,
possibly, inifial*data. Such items are selected either implicitly, i.e. known before issuing the|command, or

explicifly¢ i;.e? by control reference DOs nested in control reference templates. Within the control reference
templdtes’the context-specific class is reserved for control reference DOs. |

In an SM field, the last possible position of a control reference template is just before the first DO to which the
referred mechanism applies. For example, the last possible position of a template valid for cryptographic
checksum (CCT) is just before the first DO to include in the computation.

Each control reference remains valid until a new control reference is provided for the same mechanism. For
example, a command may provide control references for the next command.

10.3.2 Control reference DOs in control reference templates
Each control reference template (CRT) is a set of control reference DOs: a cryptographic mechanism

reference, a file and key reference, an initial data reference, a usage qualifier and, only in a control reference
template for confidentiality, a cryptogram content reference.
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— The cryptographic mechanism reference denotes a cryptographic algorithm in a mode of operation. The
CPs of any DF (see tag 'AC' in Table 10) may contain cryptographic mechanism identifier templates (see

9.2). Each one indicates the meaning of a cryptographic mechanism reference.

— The file reference (same encoding as in 7.3.2) denotes the file where the key reference is valid. If no file
reference is present, then the key reference is valid in the current DF, possibly an application DF. The key

reference unambiguously identifies the key to use.

— The initial data reference, when applied to cryptographic checksums, indicates the initial check block. If
no initial data reference is present and no initial check block implicitly selected, then the null block applies.
Moreover, before transmitting the first DO for confidentiality using a stream cipher, a template for
confidentiality shall provide auxiliary data for initializing the computation of the string of concealing bytes.

Table 55 lists [control reference DOs and indicates to which control reference template they are relevant. All
the control reference DOs are in the context-specific class.

A CRT may cgntain interindustry DOs, e.g. certificate holder authorization (tag '5F4C', see 0) inAT, header list
or extended header list (tags '5D' and '4D', see 8.4.4 t0 8.4.7) in HT or DST. In any control feference template,
a key usage t¢mplate under tag 'A3' may associate a file and key reference with a key usage counter and/or a
key retry counter. The key usage template contains a set of key usage DOs (see Tablé 96).
Table 55 — Control reference DOs in control reference-templates
Tag Value AT KAT HT CCT | DST | CT-asym [-sym
'80' | Cryptpgraphic mechanism reference X X X X X X X
File and secullity object references
'81' | — Filg reference (for encoding, see 7.3.2) X X X X X X X
'82' |— DF|name (see 7.3.1) X X X X X X X
— Reference of a secret key (for direct use) X X X X X
'83' |— Reference of a public key X X X X X
— Reference data X
8 | — Reference for computing a session key X X X X
— Reference of a private key X X X X
'A3'" | Key upage template (see text below) X X X X X X X
Initial data reference: Initial check block
'85' |— L=0, null block X X X
'86' | — L=0, chaining block X X X
87 | L=0, previous initial value blockplus one X X
L=k, initial value block X X
Initial data reference: Auxiliary data elements (see also 10.2.3.1)
8 | L=1)J, previous exchangéd'challenge plus one X X X X
L>P, no further indication
'89'to | — L=% index of a proprietary data element X X
'8D' L>P, value of a’proprietary data element X
'90' | — L=0, hash-cade provided by the card X X
91 | L=T), randennumber provided by the card X X X X
L>p, randdm number X X
9 | L=Q, {fimé stamp provided by the card X X X
L>0; timestamp X X
93 | L=0, previous digital signature counter plus one X X X X
L>0, digital signature counter X X X
'94' | Challenge or data element for deriving a key X X X
'95' [Usage qualifier byte (see text below) X X X X X X
'8E’_| Cryptogram content reference (see text below) X X
— In a control reference template, ISO/IEC JTC 1/SC 17 reserves any other DO of the context-specific class.
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Table 56 — Key usage DOs

Tag Value
'80' to '84' | File and key references as specified in Table 55
'90' Key usage counter
'91' Key retry counter
— In this context, ISO/IEC JTC 1/SC 17 reserves any other DO of the context-specific class.

In any control reference template for authentication (AT), for key agreement (KAT), for cryptographic
checksum (CCT), for confidentiality (CT) or for digital signature (DST), a usage qualifier byte (tag '95') may
specify the usage of the template either as a security condition (see 9.3.3 and Table 33), or in compliance with
the MANAGE SECURITY ENVIRONMENT command (see 11.5.11). Table 57 shows the usage qualifier|byte.

Table 57 — Coding of the usage qualifier byte

b8 [ B7 | b6 [ b5 ] b4 | b3 | b2 | b1 Meaning
Verification (DST, CCT), Encipherment (CT),
External authentication (AT), Key agreement (KAT)
Computation (DST, CCT), Decipherment (CT))

Internal authentication (AT), Key agreemett (KAT)

Secure messaging in response data fields (CCT, CT, DST)
Secure messaging in command datafields (CCT, CT, DST)
User authentication, password based (AT)

User authentication, biometry based (AT)

00 (any other value is RFU)

1 1Eb-1-01-1-1-1-

In any
specify
descri

control reference template for confidentiality:(CT), a cryptogram content reference (tag '8E') may
the content of the cryptogram. The first byte/of the value field is mandatory; its name is the cryptogram
btor byte. Table 58 shows the cryptogram descriptor byte.

Table 58'— Cryptogram descriptor byte

Vallue Meaning

'go’ No further indication
One to four secret Keys for enciphering information, not keys (‘X' is a bitmap with any value|from '0' to 'F')

i 11" indicates the first key (e.g. an “even” control word in a pay TV system)
12" indicates the'second key (e.g. an “odd” control word in a pay TV system)
'13' indicates the first key followed by the second key (e.g. a pair of control words in a pay TV system)
Secret key for enciphering keys, not information (‘X' is a reference with any value from '0' tq 'F')

X (e.g. in‘a.pay TV system, either an operational key for enciphering control words, or a management key
for€nciphering operational keys)

‘X' Rrivate key of an asymmetric key pair (‘X' is a reference with any value from '0' to 'F'")

'4X' Rassword ('X' is a reference with any value from '0' to 'F'")

'80" tp 'EF'._J)| Proprietary
— Anyother value is RFU.

10.3.3 Security environments

This clause specifies security environments (SE) for referencing cryptographic algorithms, modes of operation,
protocols, procedures, keys and any additional data needed for secure messaging and for security operations
(see ISO/IEC 7816-8). An SE consists of data elements stored in the card or resulting from some computation,
to be processed by the specified algorithms. An SE may contain a mechanism to initialise non-persistent data
to be used in the environment, e.g. a session key. An SE may provide directions for handling computation
results, e.g. storage in the card. An interindustry SE template (tag '7B') describes an SE.

SE identifier— An SE identifier (SEID) may reference any security environment, e.g. for secure messaging
and for storing and restoring by a MANAGE SECURITY ENVIRONMENT command (see 11.5.11).
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— Unless otherwise specified by the application, the value '00' denotes an empty environment where no

secure messaging and no authentication are defined.

— The value 'FF' denotes that no operation can be performed in this environment.

— Unless otherwise specified by the application, the value '01' is reserved for the default SE, always

available. This clause does not specify the content of the default SE; it may be empty.
— The value 'EF' is RFU.

Components — Control reference templates (CRT) may describe various components of an SE. Any relative
control reference (files, keys or data) specified with a mechanism in the environment definition shall be
resolved with respect to the curDF selected before using the mechanism. Absolute control references (e.g.

— Some components belong to the default SE associated with the curDF.

— Some components are transmitted in commands using secure messaging.

— Some comnponents are transmitted in MANAGE SECURITY ENVIRONMENT commands.

— Some components are invoked by an SEID in a MANAGE SECURITY ENVIRONMENT command.

The current SE is valid until

— disabling p physical interface (see 5.1), or

— resetting @ logical channel (see 11.1.2), or

— achangelof VA (e.g. a change of curDF), or

— a MANAGESECURITY ENVIRONMENT command (see 11.5.11) setting or replacing the current SE.

In SM, contrg] reference DOs transmitted in a CR¥ shall take precedence over any corresponding
reference DO jpresent in the current SE.

hlid for

mands
nts.

control

Certificate hdlder authorization — Authenfication procedures may use card-verifiable certificates, i.¢. tem-
plates that cap be interpreted and verified by the card by a VERIFY CERTIFICATE operation using a public key

(see ISO/IEC|7816-8). In such a certificate, a certificate holder authorization (e.g. a role identifier)
conveyed in gn interindustry DO'5F4C'. If such a data element is used in the security conditions to fi

may be

Lifil for

accessing dafa or functions,-'then DO'5F4C' shall be present in the control reference templgte for

authentication| (AT) describing'the authentication procedure.

NOTE In the first edition of ISO/IEC 7816-9, tag '5F4B' references a certificate holder authorization (data ele

ment of

five or more bytes). In ‘amendment 1 to the first edition of ISO/IEC 7816-6, tag '5F4B' references an |ntegratec circuit

manufacturer identifier (4-byte data element). Consequently, tag '5F4B' is deprecated in ISO/IEC 7816

Access cont H EORRRER

ag '8D'

in Table 10) containing mtermdustry SE templates (tag '7B"). An appl|cat|on may store DOs 7B' in the VA set
by application selection (e.g. 1% generation DOs). Within the interindustry SE template (tag '7B'), the context-
specific class is reserved for security environment DOs. As listed in Table 59 for every included SE, the

security environment template contains an SEID DQO'80', an optional LCS DO'8A', one or more o
cryptographic mechanism identifier template(s) (tag 'AC') and one or more CRTs (tags 'A4', 'A6', 'AA’, 'B
'B8', as SM tags).

ptional
4|, 'BG|,
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Table 59 — Security environment DOs

Tag Value

'80' SEID (1byte, mandatory)

'8A' LCS (1 byte, see 7.4.10 and Table 14), optional

'‘AC' Cryptographic mechanism identifier template (see 9.2), optional
'Ad', 'A6', 'AA', 'B4', B6', 'B8' CRTs (see 0)

— Under tag '7B', ISO/IEC JTC 1/SC 17 reserves any other DO of the context-specific class.

If present in the SE template, the LCS DO'8A' indicates for which LCS the SE is valid. If the SE is used for
access control, e.g. to a file, then the LCS of the file and the LCS of the SE have to match. If no LCS DO'8A' is

presen

In the
then a

SE refrieval — Any CRT in the current SE may be retrieved by a GET DATA command with INS s

P2 sef
'7B") c
a leng
ENVIRQ

10.3.4

Each

the re
respor
them f

initial data) used for processing the command dat&’field may be different from those used for

respor

w

TIe card shall fill each empty primitive\basic SM DO.
E

i-thenthe SE isvalid fortheactivated operationalstate———————

SE template, if a CRT carries several DOs with the same tag (e.g. DOs specifying, a K
least one of the DOs has to be fulfilled (OR condition).

to '004D' (extended header, see 8.4.5) and a command data field consisting of an SE
bntaining one or more pairs, each one consisting of a CRT tag followed by '80' (see 8.4.1
th set to '80' in an extended header). One may also use the GET-option of the MAN
NMENT command.

Response descriptor template
ommand data field may contain a response descriptortemplate. If present in the comm
Eponse descriptor template shall indicate the SM DOs required in the response data fi
se descriptor template, the security mechanisms.are not yet applied; the receiving en
or constructing the response data field. The security items (algorithms, modes of opera

se data field. The following rules apply.

ch CRT present in the response.descriptor template shall be present in the response at t
th the same control reference-DOs for security mechanisms, files and keys.

the response.

shall be fulltin.the response.

the relevant security mechanisms, with the selected security items, the card shall p
quested-basic SM DOs.

10.4

Figure

Command header

ey reference),

et to 'CA', P1-
template (tag
for the use of
AGE SECURITY

and data field,
eld. Inside the

Tty shall apply

ion, keys and
producing the

he same place

If the response descriptor template provides auxiliary data, then the respective DO shall be empty in

If an empty reference DO for auxiliary data is present in the response descriptor template, then it

roduce all the

SNLi | L .
6 illustrates a C-RP.

Command body

CLA INS P1 P2 (L. field Data field) (Le field)

Response body Response

trailer

(Data field)

SW1-SW2

Figure 6 — Command-response pair
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The following rules apply for securing a C-RP of the interindustry class (see 5.4.1), i.e. when switching either
bit b4 from 0 to 1 in CLA where bits b8, b7 and b6 are set to 000, or bit b6 from 0 to 1 in CLA where bits b8
and b7 are set to 01. The notation CLA* means that secure messaging is indicated in CLA.

The secured command data field is an SM field; it shall be formed as follows.

If a command data field is present (N > 0), then either a plain value DO (SM tags '80', '81', 'B2', 'B3'),

or a DO for confidentiality (SM tags '84', '85', '86', '87') shall convey the N, bytes.

WARNING —

The secu

If pre
|86” 1

If pre

emptly processing status DO means SW1-SW2-sef-to '9000'.

Figure 7 show

Command

The command header (four bytes) may be encapsulated for protection (SM tag '89').

ree bytes, i.e. one byte set to '00' followed by two bytes with any value, the two byte
become the value field of the L, DO.

Some implementations encode a three byte L, field into an'L/DO with a 3-byte valu

ed response data field is an SM field; it shall be interpreted-as follows.

sent, a plain value DO (SM tags '80', '81', 'B2', 'B3')or.a DO for confidentiality (SM tags '§
87') conveys the response data bytes.

sent, a processing status DO (SM tag '99') conveys SW1-SW2 encapsulated for protectio

s the corresponding secured C-RP.

header Command body

If an L, field is present, then a new L, field (containing only bytes set to '00') and an L, DO (SM tags
'96', '97) shall be present If present the value of an L, DO shaII prowde the L for the unprotected

s shall

le field

4','85',

n. The

CLA* INS

P1 P2 | (New L. field - {Secured data field = (T-Nc-Data bytes) - (T-'01' or '02'-L¢)}) - (New Le

field) |

Response body Response trailer

Secured data field = (TeN-Data bytes) - (T-'02'-SW1-SW2) SW1-SW2

When bit b1 g
SM tags 'B2',
'87' is specifie

Figure 7 — Secured command-response pair

f INS is set@o 1 (odd INS code, see 5.5), the unsecured data fields are encoded in BER-T]
B3', '84.and '85' shall be used for their encapsulation; unless the use of tags '80', '81', '8
1 at application level.

LV and
6' and

Otherwise (ev

e INSTode, see5.5), a5 the formatof the data fietdstoprotectis ot atwaysapparent, S

'80', '81', '86' and '87' are recommended.

checksum (SM tag '8E') or a digital signature (SM tag '9E') at the end.

The new L, field encodes the number of bytes in the secured command data field.

it shall contain only bytes set to '00'.

The following specific error conditions may occur.

66

If SW1-SW2 is set to '6987', then expected secure messaging DOs are missing.

M tags

The secured data fields are SM fields; they may contain further or other SM DOs, e.g. a cryptographic

The new L, field shall be absent when no data field is expected in the secured response data field;
otherwise,

The response trailer indicates the status of the receiving entity after processing the secured command.

© ISO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=2dc83fe2c24d31131afb6dc1e7c86965

ISO/IEC 7816-4:2013(E)

— If SW1-SW2 is set to '6988', then secure messaging DOs are incorrect.

Annex

B provides illustrative examples of secure messaging.

11 Commands for interchange

This clause specifies commands for interchange. It shall not be mandatory for all cards complying with this
document to support all those commands or all the options of a supported command. When interchange is
required, a set of application-independent card services and related commands and options shall be used as
specified in clause 12.

11.1

After 6
histori

Subclg
coverg

NOTE

DFs ar
proces

11.1.1
When
opene
the cu

The s¢

The previously selected DF, if any, is no longer referred to through that logical channel. After su

an img

The sq

cal bytes (see 12.1.1) or the initial data string (see 12.1.2) may indicate an implicitly selec

Selection

nabling a physical interface (see 5.1), the VA on the basic logical channel is as defineq
use 11.1.1 covers the selection of files, applications and DOs. Additienal’DO selection
din11.4.2.

Because it is impossible to use a short EF identifier in a SELECT/SELECT DATA command, the
b irrelevant for a SELECT/SELECT DATA command. Thus indirect file reférericing (see 7.4.11) never o
5ing of a SELECT/SELECT DATA command.

SELECT command
completed, the command opens the logical channel (see 5.4.2) numbered in CLA (see 5
H, and sets a current structure within that logical’¢hannel. Subsequent commands may im
rent structure through that logical channel.
lected DF (MF, application DF, DF) beeomes current in the logical channel (see 7.2.2 ry

licit current EF may be referred tethrough that logical channel.

lection of an EF sets a pair-of.current files: the EF and its parent DF (see 7.2.2 rule f)).

Table 60 — SELECT command-response pair

in 7.2.2. The
ed application.

functions are

FCP DO'A2' of
ccurs during the

4.1), if not yet
plicitly refer to

les d) and e)).
ch a selection,

CLA As defined i 5:4.1
IN§ ‘A4’
See
Pl  |Tablesd
P2 Sée-Table 62
L field (| Absent for encoding N, = 0, present for encoding N; > 0

Data

ield” } Absent or file identifier or path or DF name or tag (according to P1)

Le fi

1ol a

Al + £ o H kJ_ =_0 + £ P H | NI
U I STTTCTOTCTICOUTTTY NG U5 PTreStrtTor ChCOTTy Ve A

Data field [ Absent or control information (according to P2)

SW1-SW2

See Table 5 and Table 6 when relevant, e.g. '6283', '6284', '6A80', '6A81', '6A82', '6A86', '6A87', '6A88'
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Table 61 — Coding of P1 in the SELECT command

— When presen|
indicates selecti

t in the historical bytes (see 12.1.1) or in EF.ATR/INFO (see 12.2.2), the first softwaré function table (see Tab

n methods supported by the card.

b8 | b7 | b6 | b5 | b4 | b3 ] b2 | b1 Meaning | Command data field
0] 0[O0JO([O0] 0] x| x ]Selection by file identifier
0O[O0O[O0O]JO|O]|]O})O]| O |SelectMF,DForEF File identifier or absent
0O]J]O0O[O0OJO[O] 0] 0] 1]SelectchildDF file identifier referencing a DF
0O[O0O[O0OJO]| O] O] 1] O |SelectEFunderthecurrent DF file identifier referencing an EF
ojlofOoOjJoOofOfO]1 1 | Select parent DF of the current DF Absent
O[O0 [O0O]JO[O[ 1] x| x |Selection by DF name
0OjJ]o0ofO0OgO0fO]1 0 | O ]JSelect by DF name e.g. (truncated) application identifier
0] 0| 0]o 1T 0 | X [ X |Selection by path
O]J]O0O[OHO[1] 0] 0O/ O ]Selectfromthe MF Path without the MF identifier
O]JO[OHO([ 1] 0] 0| 1]Selectfromthe current DF Path without the current DE identifier
O[O0O[OQ1]O0O] O] x| x |Selectionof DO
O]JO0O[ON1T[O] 0] O | O]SelectaDO inthe currenttemplate Tag belonging to the eurrent template

Select parent DO of the constructed

00|01 |00} ! DO set?ing the current template Absent

— Any other valfie is RFU.

e 117)

Table 62 — Coding of P2 in the SELECT command

b8 | b7 | b6 ||[b5 ] b4 | b3 ] b2 | b1 Meaning
0J]0]O0JO - - x | x |File or DO occurrence
OO0 f[OfO] - - | 0 | O J—Firstoronly occurrence
oOojJ]ofojo]q - - 1 0| 1 ]— Lastoccurrence
0]J]0]O0]O - - 1 0 J— Next occurrence
0Ol 0]O0JO - - 1 1 |— Previous occurrence
O[O [OfOf x| x| - - | Response data field requirements (see 7.4.2 and Table 8)
ojofojjogojo] - — Return FCI template, optional use of FCI tag and length
oOJlOoO|JOfjojoOof|1 - - |— Return CP template, mandatory use of CP tag and length
— Return EMD template, mandatory use of FMD tag and length
ofofoffofg1|07]- - |— Retum-the tags belonging to the template set by the selection of a
constructed DO as a tag list
OlO0O[OfO]1 1 - - |—No response data if L, field absent, or proprietary if L, field present
— Any other valfie is RFU.

Unless otherw

If the curn]
previously

If the cur

ise specified,the following rules apply to each open logical channel within a hierarchy of [

ent ERsis.changed, or when there is no current EF, then the security status, if any, specifig

selected EF shall be revoked.

DFs.

to the

status

ant DE ic 9 dascendant of or identical to-the-nreviaushs csalected DE _than tha csacuribyv
546 Reait—o+H—oa8htea—6tRe-—pPFreVHOUSH 56186t 6 ——tHeh—h Hty

specific to the previously selected DF shall be maintained.

If the current DF is neither a descendant of, nor identical to the previously selected DF, then the security
status specific to the previously selected DF shall be revoked. The security status common to all common
ancestors of the previously selected DF and the new current DF shall be maintained.

If P1 is set to '00', then the card knows whether the file to select is the MF, a DF or an EF, either because of a
specific encoding of the file identifier, or because of the command processing context. If P2 is also set to '00'

and the command data field

68

provides a file identifier, then that file identifier shall be unique in the following three environments: the
immediate children of the current DF, the parent DF and the immediate children of the parent DF.

is absent or set to '3F00', then the MF shall be selected.
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If P1 is set to '04', then the command data field is a DF name, which may be an application identifier (see
12.2.3), possibly right truncated. If supported, successive such commands with the same data field shall
select DFs whose names match with the data field, i.e. start with the command data field. If the card accepts
the seELECT command without data field, then all or a subset of the DFs can be successively selected.

If P1 is set to "10', then the command data field is a tag belonging to the current template. The selected DO
becomes the current DO. If the selected DO is constructed, it sets its template as current template. For
handling multiple instances of DOs, the use of bits b1 b2 in P2 (see Table 62) is mandatory.

If the L, field contains only bytes set to '00', then all the bytes corresponding to the selection option should be
returned within the limit of 256 for a short L, field, or 65 536 for an extended L, field. If the L, field is absent,
the available control information (CPs and/or FMDs) of the selected structure may be recovered through DO
handling (see 11.4.3 and 11.4.4).

11.1.2] MANAGE CHANNEL command

When [completed, the command opens or closes a logical channel (see 5.4.2) other-than the basic one, i.e. a
logicall channel numbered from one to nineteen (the greater numbers are RFU)."The reset funcfion may apply
to anyllogical channel.

The open function opens an additional logical channel other than the“basic logical channe|. Options are
provided for the card to assign a channel number, or for a channel number to be supplied to the [card.

— If|bits b8 and b7 of P1 are set to 00 (i.e. P1 set to '00' because the other six bits aje RFU), then
MANAGE CHANNEL shall open a logical channel numbered from’one to nineteen as follows.

—t If P2 is set to '00', then the L, field shall be '01' (short format) or '000001' (expanded fgrmat), and the
response data field shall consist of a single byte for encoding a non-zero channel number assigned
by the card from '01' to '13".

—t If P2 is set from '01' to 13", then it encodes’an externally assigned non-zero channel nbimber and the
L. field shall be absent.

— After an open function performed fromthe basic logical channel (CLA encoding zero as chgnnel number),
the MF or a default application DF, shall be implicitly selected as the current DF on thHe new logical
channel.

— A']Iter an open function performed from a non-basic logical channel (CLA encoding a norf-zero channel
ndimber), the current DF .on-the logical channel numbered in CLA shall be selected accgrding to 7.2.2
rdle e) on the new logijcal channel.

The clpse function explicitly closes a logical channel other than the basic one. The L, field shall be absent.
After dlosing, the lagical channel shall be available for re-use. If bits b8 and b7 of P1 are set to[10 (i.e. P1 set
to '80' pecause the-other six bits are RFU), then MANAGE CHANNEL shall close a logical channel qumbered from
1 to nipeteen as follows.

==

P2is set to '00', then the logical channel numbered in CLA (a non-zero channel number) ghall be closed.

— If PZisseffrom 0T to 13", then the Togical channel numbered in P2 shall be closed.

WARNING — The close function may be aborted if CLA indicates neither the basic logical channel nor
the logical channel numbered in P2. P1-P2 codings in the range '8001' to '8013' will be deprecated in
the future.

The reset function explicitly closes and opens again any logical channel defined by CLA. The L. field shall be
absent. After resetting, the VA on the logical channel is defined by 7.2.2. The security status set on this logical
channel shall be revoked.

The command which resets the basic logical channel and closes all additional logical channels shall be sent
on the basic logical channel.

NOTE At APDU level, this function (P1-P2='4001") is equivalent to enabling a physical interface (see 5.1).
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Table 63 — MANAGE CHANNEL command-response pair

CLA As

defined in 5.4.1

INS '70

'00

00' opens a logical channel to be numbered in the response data field

'00

01't0 '0013" | opens the logical channel numbered in P2

'80

00' closes the logical channel numbered in CLA (other than the basic logical channel)

P1-P2 |'80

01'to '8013' | closes the logical channel numbered in P2

'40

00' resets the logical channel numbered in CLA

40

01' resets the basic logical channel and closes all additional logical channels

other values

RFU

Data field | Ab

sent

L, field

Absent for encading Ns = 0, present for encoding No = 1

Data field | Al

sent (P1-P2 not set to '0000"), or '01' to '13' (P1-P2 set to '0000")

SW1-SW2 | S¢

e Table 5 and Table 6 when relevant, e.g. '6200', '6482', '6881', '6A81'

11.2 Data

11.2.1 Data units

Within each E
of the EF, the
encoded on th

The card can

Table 118) in
any file (see [
bytes in sever|

11.2.2 Gene

Any commang
on an EF only
update, erase

Each commar
the time of is
corresponding

INS P1 P2 —
— If bit b1 0
RFU), bits
in the EF

Lnit handling

F supporting data units, an offset shall reference each data unit. From' zero for the first da
offset is incremented by one for each subsequent data unit. Theé ‘offset data element is
e minimum number of bytes. Reference to a data unit not contained in the EF is an error.

brovide a data coding byte (see
the historical bytes (see 12.1.1), in EF.ATR/INFO {see 12.2.2) and in the control informs

0'82' in Table 10). The data coding byte fixes a.data unit size. If the card provides data
bl places, then 7.4.5 specifies which data coding byte has to be taken into account.

al

of this group shall be aborted if applied to an EF not supporting data units. It can be pert
if the security status satisfies the security attributes defined for the function, namely, read
search or compare.

d of this group may use either a short EF identifier or a file identifier. If there is a curren
suing the command, \then the process may be completed on that EF by just setting
bits to 0. If the process is completed, then the identified EF becomes current.

All the commands of this group shall use bit b1 of INS and bit b8 of P1 as follows.

f INS is\set to 0 and bit b8 of P1 to 1, then bits b7 and b6 of P1 are set to 00 (other valu
b5 t0.b1 of P1 encode a short EF identifier and P2 (eight bits) encodes an offset from 0

referenced by the command.

EF from O to 32 767.

ta unit
binary

tion of

coding

ormed
write,

EF at
all the

es are
to 255

If bit b1 of INS is set to 0 and bit b8 of P1 to 0, then P1-P2 (fifteen bits) encodes an offset in the current

If bit b1 of INS is set to 1, then P1-P2 shall identify an EF. If the first eleven bits of P1-P2 are set to 0 and

if bits b5 to b1 of P2 are not all equal and if the card and/or the EF supports selection by short EF
identifier, then bits b5 to b1 of P2 encode a short EF identifier (a number from one to thirty). Otherwise,
P1-P2 is a file identifier. P1-P2 set to '0000' identifies the current EF. At least one offset DO'54' shall be
present in the command data field. When present in a command or response data field, data shall be
encapsulated in a discretionary DO'53' ('73' is deprecated for this use).

70
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In this group of commands:

— SW1-SW2 set to '63CX' indicates a successful change of memory state, but after an internal retry routine;
X' >"'0" encodes the number of retries; 'X' = '0' means that no counter is provided.

— SW1-SW2 set to '6B00' should be used to indicate that the offset points outside of EF.
11.2.3 READ BINARY command
The response data field gives (part of) the content of an EF supporting data units. If the L, field contains only

bytes set to '00', then all the bytes until the end of the file should be read within the limit of 256 for a short L,
field, or 65 536 for an extended |, field

Table 64 — READ BINARY command-response pair

CLUA As defined in 5.4.1
INB 'BO' or 'B1'
INS ="'B0' Mandatory offset, possible short EF identifier
PIT? [ins=wmr EF ideniifie, or short EF identifr Sq 922
L. field Absent for encoding N. = 0, present for encoding Nc > 0
Data field INS ='B0' Absent
INS ="'B1' Offset DO
L. field Present for encoding Ne > 0
Datalfield NS = BO Data read .
INS = 'B1' Discretionary DO for encapsulating data read
swik See Table 5 and Table 6 when relevant, e.g. '6281%,'6282', '6700', '6981', '6982', '6986', '6A8[l', '6A82',
PW2 | '6go0

11.2.4| WRITE BINARY command

The cgmmand initiates one of the following operations into an EF according to the file attributes:

1) the logical-OR of the bits already present in the card with the bits given in the command [data field (the
logical erased state of the bits af the file is zero);

2) the write-once of the bits given in the command data field (the command shall be aborted|if the string of
data units is not in thesogical erased state);

3) the logical-AND of the bits already present in the card with the bits given in the command|data field (the
lopical erased state of the bits of the file is one).

By default, i.e. when a data coding byte is not available (see 11.2.1), operation 1) shall apply in that EF.

Table 65 — WRITE BINARY command-response pair

CLA As defined in 5.4.1

INS 'DO’ or 'D1'
P1-P2 INS ='D0' Mandatory offset, possible short EF identifier
INS ='D1' EF identifier, or short EF identifier
L. field | Present for encoding N; > 0
INS ='DQ" | String of data units to be written
INS ='D1" |offset DO and discretionary DO for encapsulating the string of data units to be written
L. field | Absent for encoding Ne = 0

See 11.2.2

Data field

Data field | Absent
SW1-SW?2 | See Table 5 and Table 6 when relevant, e.g. '63CX' (see 11.2.2), '6581', '6700', '6981', '6982', '6B00'
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11.2.5 UPDATE BINARY command
The command initiates the update of bits already present in an EF with the bits given in the command data

field. When the process is completed, each bit of each specified data unit will have the value specified in the
command data field.

Table 66 — UPDATE BINARY command-response pair

CLA As defined in 5.4.1
INS 'D6' or 'D7'

INS ="'D6' Mandatory offset, possible short EF identifier
P1P2 Tins=D7 EF identi;iyer, o short EF identier See 11.2.2
L. field | Present for encoding N. > 0
Data field INB = 'D6' String of data units to be updated
INB ='D7" Offset DO and discretionary DO for encapsulating the string of updating data‘units

L. field [ Ahsent for encoding Ne = 0

Data field | Absent
SW1-SW2 | Seg Table 5 and Table 6 when relevant, e.g. '63CX' (see 11.2.2), '6581', '6700', '6981%.6982', '6B00'

11.2.6 SEARCH BINARY command

The commanq initiates a search within an EF supporting data units. The fesponse data field gives the offset of
a data unit: thp byte string at the returned offset within the EF shall have‘the same value as the search string
in the command data field. The response data field is absent eitherbecause the L, field is absent, or because
no match is fqund. If the search string is absent, then the resporise*data field gives the offset of the first data
unit in a logicdlly erased state.

Table 67 — SEARCH BINARY:¢ommand-response pair

CLA Ad defined in 5.4.1
INS '‘AQ' or ‘A1’
INB ="'A0' Mandatory offset, possible short EF identifier
P1P2 IINE=AT EF identh[iyer, or short EF identifier See 11.2.2
L. field | Algsent for encoding N = 0, present for encoding N. > 0
Data field INB ="A0' Absent or search string
INB ="A1' Offset DO*and discretionary DO for encapsulating the search string
L field | Alsent for encoding Ne =20, ‘present for encoding Ne > 0
Data field INB ="A0' Absent or offset of the first data unit matching the command data field
INB ="A1' Offset DO indicating the first data unit matching the search string
SW1-SW2 | Sqe Table 5 and.Table 6 when relevant, e.g. '6282', '6982', '6B00'

11.2.7 ERASE |BINARY command

The command sets (part of) the content of an EF to its logical erased state, sequentially, starting from a given
offset.

— If INS ="0E/, then, if present, the command data field encodes the offset of the first data unit not to be
erased. This offset shall be higher than the one encoded in P1-P2. If the data field is absent, then the
command erases up to the end of the file.

— If INS ="'0F', then, if present, the command data field shall consist of zero, one or two offset DOs. If there
is no offset, then the command erases all the data units in the file. If there is one offset, it indicates the
first data unit to be erased; then the command erases up to the end of the file. Two offsets define a
sequence of data units: the second offset indicates the first data unit not to be erased; it shall be higher
than the first offset.
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Table 68 — ERASE BINARY command-response pair

CLA As defined in 5.4.1

INS '0E' or 'OF'

INS ="'0E' Mandatory offset, possible short EF identifier
P1-P2 NS = 0F EF identifiyer, or shrc))rt EF identifier See 11.2.2
L. field | Absent for encoding N = 0, present for encoding N > 0
Data field INS = '0F' Absent or offset of the first data unit not to be erased
INS ='0OF' Absent or one or two offset DOs

L. field | Absent for encoding Ne = 0

Data field | Absent

SW1-SW?2 | See Table 5 and Table 6 when relevant, e.g. '63CX' (see 11.2.2), '6581', '6700', '6981', '6982',

'6B00'

11.2.8
This fy

11.3

11.3.1

Within
Referg

Referencing by record number — Each record number S tnique and sequential.

— W
w

— W
Of

The fo

— Zegro shall refer to the current.record, i.e. that record referenced by the record pointer.

Referencing by record identifier — Each record identifier is provided by an application. Sever:

have t
betwe
the da

Refere
interfa
access

pointef.

COMPARE BINARY function
nction is supported by the COMPARE command (see 11.6.1).

Record handling

Records

nce to a record not contained in the EF is an error.

ithin each EF supporting a linear structure, thesrecord numbers shall be sequentially 3
iting or appending, i.e. in the order of creation; the first record (number one) is the first crg

posite order, i.e. the first record (number‘one) is the most recently created record.

lowing rule is defined for linear structures and for cyclic structures.

he same record identifier, in which case data contained in the records may be used for
en them. If a record is'a SIMPLE-TLV data object in a data field, then the record identifier is
a object, i.e. the.sSIMPLE-TLV tag.

ncing by-récord identifier shall induce the management of a record pointer. Enabli

ing @n~EF may affect the record pointer. Referencing by record number shall not aff

Ce, resefting a logical channel, a SELECT and any command using a valid short EF

each EF supporting records, a record number and/or a record identifier shall reference each record.

ssigned when
ated record.

ithin each EF supporting a cyclic structure; the record numbers shall be sequentially agsigned in the

discriminating
he first byte of

II records may

ng a physical
identifier for
bct the record

Each time a reference is made with a record identifier, the logical position of the target record shall be
indicated: the first or last occurrence, the next or previous occurrence relative to the record pointer.

— Within each EF supporting a linear structure, the logical positions shall be sequentially assigned when
writing or appending, i.e. in the order of creation. The first created record is in the first logical position.

— Within each EF supporting a cyclic structure, the logical positions shall be sequentially assigned in the
opposite order, i.e. the most recently created record is in the first logical position.

The fo

llowing rules are defined for linear structures and for cyclic structures.

— The first occurrence shall be the record with the specified identifier and in the first logical position; the last
occurrence shall be the record with the specified identifier and in the last logical position.
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If there is a current record, then the next occurrence shall be the closest record with the specified

identifier but in a greater logical position than the current record; the previous occurrence shall be the

closest re

cord with the specified identifier but in a smaller logical position than the current record.

previous occurrence shall be equivalent to the last occurrence.

the record identifier.

11.3.2 General

Any command_of this group shall be aborted if a

an EF only if
append, upda

The records in
the command
If such a com
referenced re
SEARCH RECOR

Two comman
initiating an ag
byte inside a
subsequent b
offset data elg

data field, datg shall be encapsulated in a discretionary DO'53' ("73!is' deprecated for this use).

Each commari
becomes curr
then the proce

P1— Each rg
'FE'. 0 (encod

NOTE If th
can be handled

P2 — Bits b8

orting records. It can be perforn
he security status satisfies the security attributes defined for the function, namely, read
e, search, erase, activate or deactivate.

an EF may support record life cycle. If so, in general deactivated records are nef access
5 READ RECORD, WRITE RECORD, UPDATE RECORD, ERASE RECORD, APPEND RECORD and COMPARE (RE
mand is used, the respective command returns with the status bytes '6287' (at least one]
D command. Further details and exceptions to the general rules stated above are given b
tion on a part of a given record (partial read, partial update). Then an offset shall referenc

record: from O for the first byte of the record, the offset™is incremented by one fo

ment is binary encoded and referenced by tag '54'. When present in a command or reg

bnt and the record pointer is reset. If there is»a current EF at the time of issuing the com
ss may be completed without indicating the \EF (by just setting the corresponding five bits

cord number or identifier is a numbetfrom one to 254, encoded by a value of P1 from
bd '00') is reserved for special purposes. 255 (encoded 'FF') is RFU.

e number of records exceeds the!numbering range ('01' to 'FE') of the record handling command,
e.g. by using next occurrenceoption of the record identifier.

0 b4 are a short EF identifier according to Table 69. Bits 3 to 1 depend upon the comman

Table' 69 — Coding of the short EF identifier in P2

If there is no current record, then the next occurrence shall be equivalent to the first occurrence; the

Zero shall refer to the first, last, next or previous record in the numbering sequence, independently from

ned on
write,

ible by
CORD).
of the

cords is deactivated). Furthermore, deactivated records shall be ignored, when executing a

Blow.

is of this group (READ, UPDATE) may use an odd INS code (data~fields encoded in BER-T|LV) for

e each
 each

te of the record. Reference to a byte not contained in the record is an error. As need¢d, the

ponse

d of this group may use a short EF identifier. Ifthe process is completed, then the identifjed EF

mand,
to 0).

'01' to

records

b8 | b7 | b6 | b5 | b4 | b3:{\b2 | b1 Meaning
0 0 0 0 0 < - - | Current EF
Not all equal - - - | Short EF identifier (a number from one to thirty)
11 1] 1] -1-1-1[RrRPU
In this group of commands, SWT-SWZ Set to 63CX Indicates a successiul change of memory state, but after

an internal retry routine; 'X' > '0' encodes the number of retries; 'X'

11.3.3 READ RECORD (S) command

'0' means that no counter is provided.

The response data field gives the (partial) contents of the addressed record(s) (or the beginning part of one

record) within

an EF.

If any record referenced by P1 and P2 is in record LCS DEACTIVATED, the command is processed with warning

'6287' and the

response data field shall be empty.

If INS = 'B2' and if the records are SIMPLE-TLV data objects (see 6.1), then Figure 8 illustrates the response
data field. The comparison of N, with the TLv structure indicates whether the unique record (read one record)
or the last record (read all records) is incomplete, complete or padded.
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NOTE If the records are not data objects, then the read-all-records function results in receiving records without
delimitation.

If INS = 'B3', then the command does not support the "read all records" options in P2. It partially reads the

record referenced by P1. The command data field shall contain an offset DO'54' indicating the first byte to be
read in the record. The response data field shall contain a discretionary DO'53' encapsulating the data read.

Table 70 — READ RECORD (S) command-response pair

CLA As defined in 5.4.1
INS 'B2' or 'B3'

P1 Record number or record identifier ('00' references the current record)
P2 See Taple 71
L. field | Absent for encoding N = 0, present for encoding N¢ > 0
Data feld INS ='B2' Absent
INS = 'B3' offset DO

Le figld | Present for encoding Ne > 0

Data field INS ='B2' Data read
INS = 'B3' Discretionary DO for encapsulating the data read
SW1-$W2 | See Table 5 and Table 6 when relevant, e.g. '6281, '6282', '6700', '6981,’6982', '6A81, '6A82], '6A83'

Table 71 — Coding of P2 in the READ RECORD (S) command

o
[+
(=
o
o
o
a
=2
=N
o
w

b2 | b1 Meaning

Short EF identifier accordinigyto Table 69

Record identifier in P1

— Read first occurrence

— Read last occurrence

— Read next oeclirence

— Read previous occurrence

Record ndmber in P1

— Read,record P1

— Read all records from P1 up to the last (for INS = 'B2' only)

—+ Read all records from the last up to P1 (for INS = 'B2' only)

1

]

1

1

]
aAalalalalajo|o|o|o|oh
2= |0O0O(X == |0|0o]|X
SO |OIX [ |O|—=|O|X

RFU

If the L. field contains only\bytes set to '00', then the command should read completely either the single
requegted record, or the . requested sequence of records, depending on bits 3, 2 and 1 of P2 gnd within the
limit off 256 for a short L /field, or 65 536 for an extended L, field.

€ase a — Partial read of one record (the L, field does not contain only bytes set to '00')

| Tn |(one byte) | L, (one or three bytes) | First bytes of V, |
< N: bytes >

Caseb—Comptete Tead-of oreTecord tthe s field contaims omy bytesset to—06Y)

| Tn (one byte) | L, (one or three bytes) | All the bytes of V, |

Case ¢ — Partial read of a sequence of records (the L. field does not contain only bytes set to '00")
| Tn-Ln-Vn | | Tnem - Lnem - Vaem  (First bytes of the record) |
< N; bytes >

Case d — Read several records up to the file end (the L. field contains only bytes set to '00")
| Th-Ln-Vn | | Toem = Lotm = Viem |

Figure 8 — Response data fields with INS = 'B2' when records are SIMPLE-TLV data objects
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11.3.4 WRITE RECORD command

The
1)

2)

3)

By default, i.e rwhen-adatacordit ) bytc ishotavaitabte (occ

command initiates one of the following operations into an EF according to the file attributes:

the write-once of a record given in the command data field (the command shall be aborted if the record is
not in the logical erased state);

the logical-OR of the data bytes of a record already present in the card with the data bytes of the record
given in the command data field;

the logical-AND of the data bytes of a record already present in the card with the data bytes of the record
given in the command data field.

2.4\ ' 4\ ball 1 + toot
<. 1), UPJCTaAtult 1) oridir dpypiy T uiat i .

4.4
LI

If the record feferenced by P1 and P2 is in the record LCS DEACTIVATED, the command is processad with

warning '6287| without changing the record content.

When using clurrent record addressing, the command shall set the record pointer on thersuccessfully written

record.

If applied to am EF supporting a cyclic structure with records of fixed size, the “previous” option (bits 3, 4 and 1

of P2 set to 011) behaves as APPEND RECORD.

Table 72 — WRITE RECORD command-response pair

CLA Aqg defined in 5.4.1

INS ‘DY’

P1 Rgcord number ('00' references the current record)

P2 Sde Table 73

L. field | Present for encoding N > 0

Data field | Rgcord to be written

L field | Alsent for encoding Ne = 0

Data field | Asent

Sqe Table 5 and Table 6 when relevant;.e.g. '63CX' (see 11.3.2), '6581", '6700', '6981', '6982', '6986', '6A81’,

SW1-SW2 '6A82', '6A83, '6A84', '6A85'
Table 73 +- Coding of P2 in the WRITE RECORD command
b8 | b7 | b6 [|b5 | b4 | b3 | b2-{ b1 Meaning
x | x [ x I x| x - - | Short EF identifier according to Table 69
- - - - - P1 set to '00’

— First record

— Last record

— Next record

— Previous record

(= | B B [e] [a] bs
(e | B (o) o [e) P Y

Record number in P1

— Any other value is RFU.

If the records are SIMPLE-TLV data objects (see 6.1), then Figure 9 illustrates the command data field.

| Tn (one byte) | L, (one or three bytes) | All the bytes of V,,

76

Figure 9 — APDU data field (one complete record nesting a SIMPLE-TLV data object)
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11.3.5 UPDATE RECORD command

The command initiates the update of a specific record with the bytes given in the command data field. When
using current record addressing, the command shall set the record pointer on the updated record.

If applied to an EF supporting a linear or cyclic structure with records of fixed size, then the command shall be
aborted if the record size after updating would be different from the size of the existing record.

If applied to an EF supporting a linear structure with records of variable size, then the command may be
carried out when the record size after updating is different from the size of the existing record.

If applied to an EF supporting a cyclic structure with records of fixed size, the “previous” option (bits 3, 2 and 1
of P2 get to 011) behaves as APPEND RECORD.

If the fecord referenced by P1 and P2 is in the record LCS DEACTIVATED, the command’is grocessed with
warning '6287' without changing the record content.

If INS |= 'DC' and if the records are SIMPLE-TLV data objects (see 6.1), then Figure"9 illustrates|the command
data field.

If INS F 'DD', then the command partially updates the record referenced:by/P1. The command gata field shall
contain an offset DO'54' for indicating the first byte to be updated jin the record and a DO'53' ('73' is
depregated for this use) for encapsulating the updating data.

Table 74 — UPDATE RECORD command-response pair

CLA As defined in 5.4.1
IN$ 'DC' or 'DD'
P1 Record number ('00' references the current record)
P2 See Table 73 (INS ='DC'") or Table 75 (INS\="'DD')
L. figld | Present for encoding N; > 0
INS ='DC' Updating data
INS ='DD' Offset DO and-discretionary DO for encapsulating the updating data
L. figld Absent for encoding Ne = 0

Data field

Data field | Absent
See Table 5 and Table 6 when relevant, e.g. '63CX' (see 11.3.2), '6581', '6700', '6981', '6982'[ '6986",

SW1-$W2 '6A81', '6A82', '6A83, '6A84', '6A85'
Table, 75— Coding of P2 in the UPDATE RECORD command with INS = 'DD’
b8 | B7 | b6 | b5 (b4 b3 | b2 | b1 Meaning

- - | Short EF identifier according to Table 69
x JRecord number in P1

0 |— Replace

1 |— Logical AND
Q

1

|l oaical ﬁID‘

1

1

]

1

1
—_—dd | |
albk|olofx

.
— Logical XOR

— Any other value is RFU.

11.3.6 APPEND RECORD command

The command initiates either the writing of a new record at the end of a linear structure, or at the beginning of
a cyclic structure. When using current record addressing, the command shall set the record pointer on the
successfully appended record.

If the command applies to a linear structure full of records, then the command is aborted because there is not
enough memory space in the file.
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If the command applies to a cyclic structure full of records, then the record with the highest record number is
deleted. All other record numbers are incremented by one. The appended record becomes record number one.
If the record with the highest record number is in the record LCS DEACTIVATED the command is processed with
warning '6287' without changing any record content or record number.

If the records in the EF have record life cycle, the LCS of the appended record shall be set to ACTIVATED
unless otherwise specified.

If the records are SIMPLE-TLV data objects (see 6.1), then Figure 9 illustrates the command data field.

Table 76 — APPEND RECORD command-response pair

CLA Aqd defined in 5.4.1
INS 'EP
P1 '00' (any other value is invalid)
P2 Sde Table 73 with bits 3 to 1 set to 000 (any other value is RFU)
L. field | Present for encoding N. > 0
Data field | Rgcord to be appended
L. field | Ahsent for encoding Ne = 0

Data field | Asent

SW1-SW2 Sge Table 5 and Table 6 when relevant, e.g. '63CX' (see 11.3.2), '6287' 6581, '6700', '6981', '6982', '6986',
'6A\81', '6A82', '6A83, '6A84', '6A85'

11.3.7 SEARJH RECORD command

The command initiates a simple or enhanced or proprietary .search on records stored within an EF. The
search can bgq limited to records with a given identifier or to, records with a number greater or smaller than a
given number] It can be performed in increasing or in decreasing order of record numbers. The search starts
either from the¢ first byte of the records (simple search);or-from a given offset within the records (enhanced
search), or from the first occurrence of a given byte within the records (enhanced search). The responde data
field gives thg numbers of the records matching. the' search criteria within an EF supporting records. The
command shall set the record pointer on the first record matching the search criteria.

In an EF supporting records of variable size-with linear structure, the search shall not take into accoyint the
records shortgr than the search string. Innan’EF supporting records of fixed size with linear or cyclic stryicture,
if the search s}ring is longer than the records, then the card shall abort the command.

Records with @ record LCS set to"DEACTIVATED shall be ignored during the search.

Table 77 — SEARCH RECORD command-response pair

CLA Ag defined.in 5.4.1
INS '‘Ap'
P1 Ré¢cordsnumber or record identifier ('00' references the current record)
P2 Sge\Table 78
L. field | Present for encoding N > 0
bits 3 and 2 of P2 not set to 11, simple search Search string
Data field |bits 3, 2 and 1 of P2 set to 110, enhanced search Search mcﬁcahon (2 bytes, see Table 79) followed by
search string
bits 3, 2 and 1 of P2 set to 111, proprietary search Proprietary
L field | Absent for encoding Ne = 0, present for encoding Ne > 0

Data field | Absent or record number(s)
SW1-SW2 [ See Table 5 and Table 6 when relevant, e.g. '6282', '6982'

— The response data field is absent either because the L. field is absent, or because no match is found.

— The response data field does not give record identifiers because they may not be unique.
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In an enhanced search (bits 3, 2 and 1 of P2 set to 110), the command data field consists of a search indica-
tion on two bytes followed by a search string. Table 79 specifies the first search indication byte. According to
the first byte of the search indication, the second byte is either an offset or a value, i.e. the search in the

records shall start either from this offset (see 11.3.2) or after the first occurrence of this value.

Table 78 — Coding of P2 in the SEARCH RECORD command

b8 | b7 | b6 | b5 [ b4 | b3 | b2 | b1 Meaning
X | x| x| x| x - - - | Short EF identifier according_; to Table 69
- - - - - ] 0 | x [ x |Simple search with record identifier in P1
- - - - - 0 | 0 [ O J— Forward from first occurrence
- - - - - 0 | 0 | 1 |— Backward from last occurrence
- - - - - 0 1 0 |— Forward from next occurrence
- - - - -J0 1|1 1 |— Backward from previous occurrence
- - - - - 1 [ 0 [ x | Simple search with record number in P1
- - - - - 1 0 | O |— Forward from P1
- - - - - 1 0 1 |— Backward from P1
- - - - - 1 1 0 JEnhanced search
- - - - - 1 1 1 | Proprietary search

Table 79 — Coding of the first byte of the search indication

b8 | b7 [ b6 | b5 | b4

b3 [ b2 | b1 Meaning_:j

- | - ] The subsequent byte is an offset,(start from that position)

o
=)
o
o
-

The subsequent byte is a value (start after the first occurrence)

Record identifier in P1

— Forward from first-occurrence

— Backward from¢lastoccurrence

— Forward from-next occurrence

— Backward ffom previous occurrence

Record number in P1

— Forward from P1

— Backward from P1

—Forward from next record

Alalalalajo|o|o|o|of
= |2 OO |IX = |=|Oo|Oo|X
2 O(=|OIX = [O|—=|O|X

+ Backward from previous record

— Anylother value is RFU.

11.3.8] ERASE RECORD (S) command

The command sets.oné or more records of an EF to the logical erased state, either the record
P1, or[the sequence of records from P1, sequentially, up to the end of the file. Erased record
deleteql, and may' still be accessible by WRITE RECORD and UPDATE RECORD commands.

If any fecord referenced by P1 and P2 is in record LCS DEACTIVATED, the command is processe

'6287' without changing-anyrecord-content:

referenced by
s shall not be

d with warning

Table 80 — ERASE RECORD (S) command-response pair

CLA As defined in 5.4.1

INS '0C'

P1 Record number ('00' references the current record)

P2 See Table 81

L. field | Absent for encoding N = 0

Data field | Absent

L. field | Absent for encoding Ne = 0

Data field | Absent

SW1-SW2 | See Table 5 and Table 6 when relevant, e.g. '6287', '63CX' (see 11.3.2), '6581', '6700', '6981', '6982', '6986',
'6A81', '6A82', '6A83, '6A84', '6A85'
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Table 81 — Coding of P2 in the ERASE RECORD (S) command

b8 [ b7 | b6 | b5 | b4 ] b3 | b2 | b1 Meaning
- - | Short EF identifier according to Table 69

Record number in P1
— Erase record P1
— Erase all records from P1 up to the last

]

]

]

]

]
Al
OO |X
= O|X

— Any other value is RFU.

11.3.9 ACTIVATE RECORD (s) command

The commanc] sets the record(s) referenced by P1 and P2 to the record LCS ACTIVATED. The command shall
not affect the fecord pointer.

If the EF refefenced by P2 does not support record life cycle, the command shall be aborted\with the|status
bytes '6981".

If an addressegd record is already activated, the command shall return the status bytes”9000'.

For the activation of all records in the record LCS DEACTIVATED, the ACTIVATERILE command may be used.
Independent ffom the modification of an optionally present file LCS (see 7.4.10) all records will be activgted.

Table 82 — ACTIVATE RECORD (s) command-reSponse pair

CLA Ad defined in 5.4.1
INS '0§'
P1 Rgcord number ('00' references the current record)
P2 Sde Table 83
L. field |Alsent
Data field | Aldsent
L. field |Alsent

Data field | Aldsent
SW1-SW2 | Sge Table 5 and Table 6 when relevant; e.g. '6981', '6982', '6986', '6A82', '6A83'

Table 83 — Coding of P2 in ACTIVATE RECORD(S) or DEACTIVATE RECORD(s) commands

b8 | b7 | b6 ||b5 | b4 | b3 | b2 b1 Meaning

x | x| x || x| x| -4 %=+ — |Short EF identifier according to Table 69

- =1-1-1- B3 x | x JRecord number in P1

- =1 = l- | =\ 0 | O |- Activate or deactivate record P1

- =1 === 1 0 | 1 |- Activate or deactivate all records from P1 to the last
— Any other valjie‘is\RFU.

11.3.10 DEACTIVATE RECORD (s) command

The command sets the record(s) referenced by P1 and P2 to the record LCS DEACTIVATED. The command
shall not affect the record pointer.

If the EF referenced by P2 does not support record life cycle, the command shall be aborted with the status
bytes '6981".

If an addressed record is already deactivated, the command shall return the status bytes '9000'.
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Table 84 — DEACTIVATE RECORD command-response pair

CLA As defined in 5.4.1

INS '06'
P1 Record number ('00' references the current record)
P2 See

Table 83

L. field |Absent
Data field | Absent
L, field [|Absent

Data field | Absent
SW1-SW2 | See Table 5 and Table 6 when relevant, e.g. '6981', '6982', '6986', '6A82', '6A83'

11.3.11 CcOMPARE RECORD function

This function is supported by the COMPARE command (see 11.6.1).
11.4 Data object handling

11.4.1| General

In this|group of commands, SW1-SW2 set to '63CX' indicates a suecessful change of memory state, but after
an intgrnal retry routine; 'X' > '0' encodes the number of retries; "X\= '0' means that no counter is| provided.

11.4.111 Coding of P1-P2 for even INS codes

Table 85 — Coding of P1-P2 for handling data objects with even INS codes

Yalue of P1-P2 Meaning
000" Dump a file (see 12(4)
Retrieve a card-originated query from a card or send a reply to the card (see [12.5)
‘D001 to '00FE' BER-TLV tag (one’byte) in P2
'00FF' Special funetion (see Table 89, Table 91, Table 92 and Table 93)
'0100' to '01FF' Proprietary
'0200' RFU
'0201' to '02FE' SIMPLE-TLV tag in P2
'02FF' Special function (see 11.4.1.1)
'NF1F' to 'FFFF' BER-TLV tag (two bytes) in P1-P2
— Invalid BER-TLV tags.inithe range '01' to 'FE' and '"1F1F' to 'FFFF' are RFU.
— Anyother value.is\RFU.

If P1 ig set(to'00', then P2 from '01' to 'FE' shall be a BER-TLV tag on a single byte.

If P1 isSet 1o 0T, then PZ from 00 10 FF shall be an identifier for card iniernal 1ests and for proprietary
services meaningful within a given application.

If P1 is set to '02', then P2 from '01' to 'FE' shall be a SIMPLE-TLV tag. The value '0200' is RFU. The value
'02FF" is used either for obtaining all the common SIMPLE-TLV data objects readable in the context or for
indicating that the command data field is encoded in SIMPLE-TLV.

If P1-P2 lies from "1F1F' to 'FFFF', then they shall only encode a valid BER-TLV tag on two bytes.

NOTE Many values in the range '"1F1F' to 'FFFF' are not valid BER-TLV tags (see Annex E).
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11.4.1.2 Coding of P1-P2 for odd INS codes

If bit b1 of INS is set to 1, then, except for the SELECT DATA command, P1-P2 not set to '0000' or 'FFFF' shall

identify a file:

If the first eleven bits of P1-P2 are set to 0 and if bits b5 to b1 of P2 are not all equal and if the card

and/or the file supports selection by short EF identifier, then bits b5 to b1 of P2 encode a short EF
identifier (a number from one to thirty). Otherwise, P1-P2 is a 2-byte file identifier.

P1-P2 set to '3FFF' identifies the current DF.

P1-P2 set to '0000' identifies the current EF, unless the command data field provides a file reference DO'51'

for identifying

P1-P2 set to
another templ

11.4.1.3 Data fields

If bit b1 of INS
contain the va

object or a prifitive BER-TLV data object, or the referred template in the case of g'constructed DO.

Irrespective o
appropriate dg

11.4.1.4 Acq

When a temp
GET NEXT DAT]
template. Autg

If the templat
relevant to the

11.4.1.5 Exgcution or rejection conditions

Any command
the actual stru

if applied

if the parg

It can be perfq

prfite:

FFFF' identifies the current template, unless the command data field provides réferen
bte (see arguments 1, 2 and 3 in Table 86).

is set to 0, if a DO is requested or provided within the current template, then the payloa
ue field of the data object, i.e., either the referred data element inthe-case of a SIMPLE-TL

bit b1 in INS, if a set of DOs is provided or if the content' of an EF is requested, th
ta field shall contain the DO(s).

tess to the extension of the current template

ate is extended by tagged wrappers (see 8.4.8), this extension is only valid for GET DA
A commands. All other commands handling DOs by their tag only are limited to thg
matic resolution of tagged wrappers (seg 874.8) shall not modify the current template.

a)

e contains one or several wrapper(s), 8.4.8 describes how to recover DOs expected
template.

of this group shall be\aborted if the parameters which select a DO to be accessed do not
ctures within the card, e.g.:

to a structure(DF or EF) not supporting data objects.

meters.do)not match the actual data object structure

rmed-only if the security status satisfies the security conditions defined by the application

cing of

d shall
V data

en the

A and
base

to be

match

within

the context for

the’function.

11.4.2 SELECT DATA command

11.4.21

General

Provided that it does not modify the LCS of a DO, the SELECT DATA is always granted.

The functions

of this command are

— to set a unique selected DO, i.e. the target of the command, as current DO;

— to set a current template as the value field of the selected DO if this DO is constructed;
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— to set reference data to be compared e.g. with comparison data by a subsequent COMPARE command
(see 11.6.1);

— to modify the VA (see 7.2.1) if the DO to be selected does not belong to the current VA of a current
template. If the command transmits

— an application identifier DO'4F', and no file reference DO'51', it selects an application DF (see 7.2.2
rule d)).

— no DO'4F', but a DO'51', it selects a file (see 7.2.2 rule €) or f)).

— aDO'4F" and a DO'51', it selects an application DF, (see 7.2.2 rule d)), and a file (see 7.2.2 rule €) or
f)).

o rd-peabari{a arcHtrent-2-dn-Tahbla Oa\ it o lfinc aeD) (o Z2 D ela o)
aToCoOTUTTarmioCT (ST argurmieTco T rag CHToOUmT S CUTrM\C UG (ST CT~Z-ZT0aT

arcTyg7y

—t an offset (see argument 3 in Table 86), it modifies curDataString (see 7.2.2 rule h)

Table 86 — Value of the general reference DO'60' (General reference templateq)

Arg. Nested DOs Comment
1 application identifier DO'4F' Optional
Optional, even number of bytes. Valid if the path mpatches the file
2 file reference DO'51' (see Table 7) structure of the current application, or of the application referenced
by a DO'4F".
Record number DO'02' Optional. References-a record or a virtual DO'7F7(' the value of
3 Choice followed by Length DO'02' which is a record in an EF
between Offset DO'54' followed by Optional. References a DataString or a virtual DO'7[F70' the value
Leng_;th DO'02' of which is a DataString in a transparent |EF.
tag list DO'5C' Nests one tagiepr;epslstr: in the current
extended header DO'4D' or | The value of the extended header starts AB%JE?Q:;EC?\?%S%?
. Choice 5F?1 (slee ?.4.5hfqr the with a tag p[eser;ttln the current to the currént template or
between rationale of a choice) emplate to the trapsient current
masked tag DO'5F8400: References a DO by partial tag. template set by the
evioug arguments
filter DO'7E 74" References a constructed DO by its previotiy argu
content
arbitrary number of maskedtag-DO'5F8400'
and/or filter DO'7F71" in any order; the result | DO'5F8400' references a DO by partial Optional if the DO
5 ... Jof applying a mask or filter,to a set of DO is a | tag; DO'7F71' references a constructed |referenced|by argument 4
subset; the result of applying all masks and all DO by its content. is constructed.
filters is the intersection of all of those subsets

Table 87 — SELECT DATA command-response pair

CLA As defined in 5.4.1

IN$ ‘A5'
<'FO' | Occurrence number of an instance.

P1 'FO' | Select the parent of the DO referenced by curConstructedDO
>'F0' |RFU

P2 See Table 88
L. field | Absent for encoding N; = 0, present for encoding N; > 0
May be empty if P1="F0'. In other cases at least argument 4 of a general reference DO'60' (see Table 86).

Data field | Other arguments are optional.
All arguments shall be in the same order as in the general reference template.

Le field | Absent for encoding Ne = 0, present for encoding Ne > 0 if response data are required by P2 (see Table 88)

Data field [ Absent or information according to P2.
SW1-SW2 See Table 5 and Table 6 when relevant, e.g., '6202' to '6280', '6281', '6700', '6981', '6982', '6985', '6A81',
'6A88' (DOs not found, i.e., referenced data not found)
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Table 88 — Coding of P2 in SELECT DATA command

o
©o
(=2
~
o
(=]
o
a
o
D
o
w
o
N

b1 Meaning
File or DO occurrence in the current template
— First or only occurrence of a DO after skipping P1 occurrences
— Last occurrence of a DO after skipping P1 occurrences

— Next occurrence of a DO after skipping P1 occurrences

— Previous occurrence of a DO after skipping P1 occurrences

X Response data field requirements (see 7.4.2 and Table 8)

1 - | - ] Return the data control information (DO'62')

0 | - | - |Return the tag list of the current template (DO'5C') (DIR function)
0

0

1
1
1
el el k=l (=1 k.
O~ |O|X

- | - I Return the tag list of the current template (DO'5C") (VIEW function)

Raotien tho tan Lot ~Af tha ~lerant tomanlata (MAVECN (o £ tH )
TCto T tHetag ot ot iec-Curr it terproatC (o o oo =41}

rorctroT

O |O|o|o|o |o|o|o|jo|o
O ([O|0|o|o |[o|o|o|o|o
O |O|o|o|o |o|o|lo|jo|o
e B =l (=1 ]
= [O—=]|O]|X

followed by the tag list of the current template (DO'5C') (viEw function)

— Any other valye is RFU.

Except when P1 is set to 'F0', processing this command involves a sequence of searches for a match| within
transient currgnt templates. The search for the last match will take place:

— in the las{ transient current constructed DO (highest generation) defined by the arguments, when the last
tag refergnces either a primitive DO, or a constructed DO with the options, *first" or "last". If a match is
found, thg selected DO is a child of the last transient constructed DO;

— in the panent DO of the last transient current constructed DO (highest but one generation), when the last
tag referdnces a constructed DO with the options "next" or "previous". If a match is found, the se¢lected
DO is a sjbling of the last transient constructed DO;

In the following examples, "transient current template” denotes the value field of the transient ¢urrent
constructed DD in which the last match will take place:

P1-P2='0000" s¢lects the first occurrence of a DO within the transient current template.
P1-P2="0100" s¢lects the second occurrence of a DO within the transient current template.
P1-P2="0101" s¢lects the penultimate occurrence of a DOwithin the transient current template.
P1-P2="0001" s¢lects the last occurrence of a DO within the transient current template.
P1-P2='0102" sglects either the second next occurrence of a primitive DO within the transient current templatd or the
second next sibjing of the current constructed DO,

A failed SELEC]r DATA C-RP (SW1>'62"; see Table 6) does not modify the current VA.

11.4.2.2 Bagsic target definition

Basic target dgfinition usé€s.arguments 1, 2 and 4. If the target, i.e. the DO to be selected:

— s not conftained in the current application, the data field shall include an application identifier DO'4H,

— is not contained in the current file after possible transient application selection, the data field shall include
a file refefenmce BO'5t-whenfitereferer |L,i||g appiica rthe app“batiun.

The tag of the target shall be:

— either encapsulated in a tag list DO'5C'

— or defined by an extender header list DO'4D' or '5F61' (see 8.4.5 for the reasons for a choice)

— or defined by a masked tag DO'5F8400

— or defined by the content of a constructed DO by a filter DO'7F71'

Conditional argument 3 references a virtual DO'7F70' the value of which is either a record in an EF structured

in records, or a DataString in a transparent EF. The transient current DO'7F70' shall become the current
constructed DO if the mandatory argument does not reference a constructed DO.
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11.4.2.3 Referencing by masked tag DO and filter DO

If the command references one constructed DO, setting a current template, a conditional argument 5, masked
tag DO'5F8400' or filter DO'7F71' may be present.

If the masked tag DO'S5F8400' is present, the command should return a tag list DO'SC' nesting the
concatenation of all tags of the template matching the masked tag. A masked tag nests two data elements of
the same length, i.e. <mask value> followed by <target tag>. A match with tag <matching tag> happens when:

<mask value> AND <matching tag> = <mask value> AND <target tag>

If the filter DO'7F71'" is present, the command shall succeed if and only if the value of the filter DO'7F71' is:

— ei

— oI
bd

11.4.2

When
(transi

DOs may be present under a tag reserved for the tag allocation authority (see 8.3.4).

11.4.2

When

of all tags of the current template (possibly including a template extension) set by the command.

her a constructed DO belonging to the transient current template; this DO becomes_ curre

a sub-tree (see 8.2.3) of a constructed DO belonging to the transient current temj
comes current.

4 GET DATA CONTROL PARAMETERS function

required by bit b3 set to 1 in P2, the response payload is a DO!62' (see Table 10) 1
ently or finally) current DO, after possible modification of the data LCS. If DO'62' is not

5 DIR function

required by bit b4 set to 1 in P2, the command should return a tag list DO'5C' nesting the

ht
blate; this DO

elevant to the
available, CP

concatenation

An actual tag list DO may either be present in the~template, or dynamically generated by the iniplementation.

In both

— The tags shall be present irrespective-of the security attributes or value of data LCS of the

D
— if
— if
If the i

in the
templz

11.4.2

When

cases,

D.

several instances of the same DO are present, the tag shall be repeated.

bresent, wrapper DOs shallbalways appear.

mplementation reselves the indirections, the local tags of the DOs defined in the wrappe

tag list (which displays the extended template). If not, they shall not (the tag list disp
te).

6 VIEW function

concafenation of tags as in the DIR function, but, according to its needs, an application may ex

of e.g.

corresponding

'S may appear
lays the base

ing the same

required by bit b5 set to 1 in P2, the command should return a tag list DO'5C' nes

— DOs not readable under the current security status ;

— DOs not in activated state ;

— tagged wrappers when automatic resolving of those is granted (see 8.4.8 and 11.4.2.6).
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11.4.2.7 File-related functions

When argument 4 is absent in the command data field, and argument 3 is present, a successful SELECT DATA

command sha

set curRe

cord in case argument 3 contains a record number, or

set the DataString referenced by argument 3 as curDataString in case argument 3 contains an offset DO.

When arguments 3 and 4 are absent in the command data field, arguments 1 and 2 support the selection of

an application

, of a file in the current application, or file within a given application.

11.4.3 GET DAITA/GET NEXT DATA commands - even INS code

Table 89 — GET DATA/GET NEXT DATA command-response pair (even INS codeés)

CLA Aqd defined in 5.4.1
INS ‘C 5 GET DATA
CcC GET NEXT DATA
P1-P2 | Sge Table 85, if the special value '00FF' is used the command obtains all DOs from the current templdte
L. field [ AlRsent for encoding N; = 0
Data field | Agsent
L. field Present for encoding Ne > 0,
Data field |0, [1 or more data bytes according to P1-P2.
SW1-SW2 Sge Table 5 and Table 6 when relevant, e.g., '6202' to '6280', '6281', '6700', '6981', '6982', '6985', '6Ag1',
'6A88' (data objects not found, i.e., referenced data not\found)
11.4.3.1 General

The main fund
to the current

If there are s
returned by a
DO. GET NEXT

A required DQ
security attriby

11.4.3.2 SEL

tion of those commands with evenyINS code is the retrieval of the value field of a DO bel
emplate. It may be the content of‘an EF supporting DOs.

pveral occurrences of a tag in the current template, this clause does not define which
successful GET DATA because that depends on the definition or the nature or the content
DATA has a precise-behaviour (see 11.4.3.4).

tes.

ECT function

bnging

DO is
of the

or data element shall be absent from the response when the security status does not match its

After a succe

sful’GET DATA command of a constructed DO, this DO becomes the current constructed D

A successful GET NEXT DATA command shall impact neither the current DO, nor the current template.

11.4.3.3 GET DATA CONTROL PARAMETERS function

When the argument of an even INS GET DATA/GET NEXT DATA is the CP template tag '62', the response payload
is a concatenation of CP DOs (see Table 10) attached to the DOs in the same template. If DO'62' is not
available, CP DOs may be present under a tag reserved for the tag allocation authority (see 8.4.4).
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11.4.3.4 Specific functions of GET NEXT DATA and pointer handling

When there are several occurrences of the same tag in the template, successive GET NEXT DATA commands
shall return their values sequentially. The order in which the values are recovered shall be the same as the
order of those tags recovered by a DIR or VIEW function (see 11.4.2.5 or 11.4.2.6).

Contrary to GET DATA, a successful GET NEXT DATA command shall not impact the VA. The handling of multiple
instances implies that

— atemplate is seen as an ordered list of DOs at the interface between a card and an interface device. The
term "ordered list" implies that this list has a first and a last element. Each list element, except the last,
has a next element. Each list element, except the first, has a previous element.

— a|pointer is attached to a logical channel. The default value of this pointer is to be unset. [The pointer is
sgt by a GET NEXT DATA, PUT DATA, PUT NEXT DATA or UPDATE DATA command (see 11.4]6, 11.4.7 and
11.4.8). This pointer shall be unset if any command different from GET NEXT DATA* or PUT NEXT DATA is
transmitted on the same logical channel. The transmission of a command on allogical channel should not
impact the pointer on another logical channel.

When ja sequence of DOs supports cyclic management, a GET DATA or GET NEXT DATA commandl shall recover
first the most recent instance. A further GET NEXT DATA shall recover the remaining most recent instance, etc...

When [all data elements or DOs have been transmitted by the card\risuccessive GET NEXT DATA responses, a
furthe GET NEXT DATA shall be rejected by SW1-SW2 = '6A88'.

11.4.4| GET DATA/GET NEXT DATA command - odd INS codes

11.4.4/1 General
The main function of those commands with odd\INS code is the retrieval of the value field of pne or several
DOs 4gccording to the arguments of the conmimand. The target selection is very close to the SELECT DATA
selectipn, except that:

— the command may return several DOs, whereas a SELECT DATA selects a single DO.
— Argument 2 of the SELECT DATA may be replaced by a file identifier in P1-P2, functionally gquivalent to a
file reference DO containing one file identifier. If this option is used, the command data(field shall not
fepture argument 1 (DO4F).

When [a GET DATA/GET NEXT DATA requires one (or several) constructed DO(s), all DOs nested ithin shall be
present in the response, except:

1) whepno DO with the required tag is available in the template,

2) “\when the security status does not match its security attributes,

3) if not explicitly required when the argument of the command is an extended header list

A GET DATA/GET NEXT DATA command may not be rejected if one or several required DOs are unavailable for
one of those reasons. It shall be rejected only if no DO is available.

If there are several occurrences of a tag in the current template, this clause does not define which DO is

returned by a successful GET DATA because that depends on the definition or the nature or the content of the
DO. GET NEXT DATA has a precise behaviour (see 11.4.3.4).
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Table 90 — GET DATA/GET NEXT DATA command-response pair (odd INS codes)

CLA As defined in 5.4.1
INS :CB‘l GET DATA
CD GET NEXT DATA
'0000' Current file, except if the data field references a file.
P1-P2 'FFFF' Current template or transient current template possibly set by the data field
other File identifier or short EF identifier (see 11.4.1.2)
values The data field contains neither an application identifier DO'4F' nor a file reference DO'51".
L. field | Present for encoding N¢ > 0
Data field [Identical to data field of SELECT DATA, (see Table 86 and Table 87) except that it may reference several DOs
Le field | Present for encoding Ne > 0
Data field |0, [1 or more data bytes
SW1-SW2 Sge Table 5 an.d Table 6 when .relevant, e.g., '6202' to '6280', '6281', '6700', '6981", '6982', '6985',"'6Ag1’,
'6A\88' (data objects not found, i.e., referenced data not found)
11.4.4.2 Mandatory argument

The command
or DO'5F61' (s

In the tag
in the sar
DOs with
absent fo

from the €

In the m3
matching

11.4.4.3 SEL

If a GET DATA
to set this file

A successful
i.e.:

— P1-P2se

— Argument

— Argument

he order. The order may be different from the order of the<DOs in the template. When s

In the extended header list case, the response data field.shall be the concatenation of the DOs ¢

data field shall end with either a tag list DO'5C' (see 8.4.3) or an extended header list
ee 8.4.5), a masked DO'5F8400' or a filter DO'7F71' (see 11.4.2.3),

list case, the response data field shall be the concatenation ofthe DOs referenced in the

n the template have the same tag, all those DOs shall’be-returned. One or more DOs n
security status reasons. An empty tag list requires all'the available DOs.

xtended header list according to 8.4.6 and 8.4¢Z.

sked tag case or in the filter case, the response data field shall be the concatenation
DOs.

ECT function

ommand with P1-P2 not equal-to 'FFFF' references a file, the side effect of its success s
bs current and the current-template as value field of the root DO'7F70'.

SET DATA With a syntax_riot defined in the 2™ edition of this document shall not impact t

to 'FFFF'
1 and/or-argument 3 present,
4 different from DO'4D' or DO'5C'.

DO'4D'

tag list,
everal
hay be

erived

of the

hall be

he VA,

11.4.4.4 DR

and-viEw functions

The DIR/VIEW function is supported by an odd INS GET DATA/GET NEXT DATA when its argument is:

response

the respo

payload defined in 11.4.2.5 or 11.4.2.6.

nse payload defined in 11.4.2.5 or 11.4.2.6.

The choice between the DIR and VIEW function is out of scope of this document.
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5 GET DATA CONTROL PARAMETERS function

When the argument of an odd INS GET DATA is '5C 01 62' (tag '62' (CP template tag) nested in a tag list DO),
the response payload should be a DO'62'.

11.4.4.

6 Specific functions of GET NEXT DATA (INS ='CD’)

The properties of GET NEXT DATA (INS='CD') with respect to GET DATA (INS='CB') are identical to those of GET
NEXT DATA (INS='CC'" ) with respect to GET DATA (INS='CA', see 11.4.3.4), except that the C-RPs with odd INS

codes

11.4.5

Those
DO(s)

S§

sS4
ng
th

If the
instan

If the
DATA (

Wherg
NEXT D

11.4.6

PUT DA
with th
impact

If
re

If
te)

When

return DOs, the C-RPs with even INS codes return data elements (values of DOs).

-Generalpropertiesof PUT/PUT NEXT/UPDATE DATACOMMands

commands initiate the modification of the current template contents, by transmitting g
possibly constructed. PUT/PUT NEXT/UPDATE DATA with bit b1 of INS:

t to 0 shall only operate in the current template.

t to 1 sets the transient template as the value of the virtual root DO'7E70!, selected acco
t equal to 'FFFF', before the actual handling of the DO(s). The transjent current templatg
e current template if the command succeeds.

bointer is set by a successful GET NEXT DATA or PUT NEXT DATA C-RP (see 11.4.3.4) it
ce shall be affected by an UPDATE DATA or PUT DATA C-RP.

ointer is unset (see 11.4.3.4) curDO (see 7.2.1) defines which DO is affected by an UPDA
-RP.

as PUT DATA and UPDATE DATA commands may*include several DOs in the command d3
IATA command shall feature one and only orie DO in the command data field.

PUT DATA command

TA may have the behaviour and.codings defined for UPDATE DATA (resp PUT NEXT DATA
e 2" edition of this document; the definition or the nature or the content of the DOs sH
on the template content.Af INS is set to 'DB' and P1-P2 is set to 'FFFF', the following rule

PUT NEXT DATA is supported, a PUT DATA of a DO the tag of which already exists in the
place an existing.DO by a new one.

UPDATE DATA tis.supported, a PUT DATA shall ensure that the whole transmitted DO is
mplate. This may result in a duplication of instances within the template.

the Lsfield is absent, the even INS PUT DATA command shall add an empty DO or repla

ne or several

rding to P1-P2
shall become

defines which

TE DATA or PUT

ta field, a PUT

. Consistently
all induce the
5 apply:

template shall

added to the

ce an existing

DO by|anrempty DO of the same tag as indicated by P1-P2.
Table 91 — PUT DATA command-response pair
CLA As defined in 5.4.1
INS 'DA' or 'DB'
INS = DA’ See Table §35, if the special value '00FF' is used the command data field contains a
P1-P2 concatenation of DOs to be added to or replaced in the current template
INS ='DB' | File identifier or short EF identifier (see 11.4.1.2)
L. field | Present for encoding N¢ > 0, absent for encoding N¢ = 0
Data field INS = DA Data bytes according to P1-P2, or absent to delete the value of a DO.
INS ='DB' Concatenation of DOs
L. field | Absent for encoding Ne = 0
Data field | Absent
See Table 5 and Table 6 when relevant, e.g., '63CX (see 11.4.1),'6581', '6700', '6981', '6982', '6985', '6A80", '6A81",
SW1-SW2 '6AB4', 'GABS
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11.4.7 PUT NE

XT DATA command

The command initiates the addition of one DO within the current template. If a DO with the same tag as a DO
to be inserted already exists in the template, it shall add this new instance of the DO within the template. If the
number of instances has not reached its maximum value, PUT NEXT DATA shall add the transmitted DO to the
current template, and set the pointer on the DO which has been put. The outcome of this command depends
on the structure of the DO as given by the data descriptor byte (see Table 13). If the structure is of type

"no information given" and the number of instances has reached its maximum value, PUT NEXT DATA shall
be rejected with SW1-SW2='6A84". Otherwise the new DO is inserted at an arbitrary position in the
ordered list of DO.

— "linear m ; A shall
be rejectdd with SW1-SW2="6A84". Otherwise if the pointer is
— unse}, then the new DO shall be appended after the last element of the list.
— set, then the new DO shall be inserted such that it becomes the previous list element with respect to
the ppinted DO.
— "cyclic mgnagement” and the pointer is
— unse}, then the new DO shall become the first element of the list.
— set, then the new DO shall be inserted such that it becomes the next.list element with respeci to the
pointed DO.
Furthermore, (f the structure is of type "cyclic management" and aftéer inserting the new DO into the ordered
list the number of instances is greater than the maximum value then the DO nearest to the end of the ordered
list having the|same tag as the inserted one shall be deleted.
NOTE 1  Thd rules for insertion of a new DO are such that with linear and cyclic management a new DO [can be
inserted at any position in the ordered list.
NOTE 2 If thg pointer is unset then the cyclic management behaves as the APPEND RECORD for EFs with cyclic stfucture.
NOTE 3  If tHe structure is of cyclic management.and the pointer points to the last element and the number of ingtances
has reached its[maximum value then the rules imply that inserting a new DO has no effect to the ordered list.
NOTE 4 If the instances are explicitly ‘numbered, the handling of the instance number (see Table 10) has to be
dynamic.
NOTE 5  Thig version of the standard does not define how the maximum number of instances could be seen at the
card's interface
If several Dds are tramsmitted, the command shall be aborted (SW1-SW2 = '6A80'), without chgnging
anything in thg current{template.
Table 92 — PUT NEXT DATA command-response pair
CLA As defined in 5.4.1
INS 'D8' or 'D9'
INS = 'D8' See Table 85, if the special value '00FF' is used the command data field contains a DO to be
P1-P2 added to the current template
INS ='D9' File identifier or short EF identifier (see 11.4.1.2)
L field Present for encoding N; > 0
) INS ='D8' Data bytes according to P1-P2
Datafield '\Ns="bg" [One DO
L. field | Absent for encoding Ne = 0
Data field | Absent
See Table 5 and Table 6 when relevant, e.g., '63CX (see 11.4.1),'6581', '6700', '6981', '6982', '6985', '6A80, '6A81',
SW1-SW2 'BAB4" 'BASS
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UPDATE DATA command

Table 93 — UPDATE DATA command-response pair

CLA As defined in 5.4.1

INS 'DE' or 'DF

P1-

P2 INS ="DE concatenation of DOs to be processed within the current template

See Table 85, if the special value '00FF' is used the command data field contains a

INS ='DF' | File identifier or short EF identifier (see 11.4.1.2)

L. field Present for encoding N > 0, absent for encoding N¢ = 0 (see below)

Data

INS = DE' Data bytes according to P1-P2,
field or absent to delete the value of a DO

TP = P e
NS— D1 Ome DO(pUsSSIoty Corstructet)

Le fi

pld | Absent for encoding Ne = 0

Data

field | Absent

SW1-

SW2 See Table 5 and Table 6 when relevant, e.g., '63CX (see 11.4.1),'6581','6700, '6981', '6982','6985', '
'6A81', '6A84', '6A85'

A8,

For ea

a) ei

—_

b) or
u

c) ofn
Updat
To up
succeq
modifi

modifi

NOTE

11.4.9

This fy

ch DO indicated in the data field, the command shall perform:
her the modification of a DO, within the current template. If several instances of a DO exig
one of them is the current DO, it shall be updated.

if the current DO is not one of the instances, this decidment does not define which instg
is updated.

the deletion of a DO's value field, with the same conditions as above when several in
bdating a non-empty DO with an empty DO réplaces the existing DO by an empty one.

the creation of a DO, within the currenttemplate, if no DO with the same tag already exis
ng a primitive DO replaces the existing DO by the transmitted DO.
Hate a constructed DO (se€ F.3), all templates present in the transmitted DO shall

bd, and the DOs not present in the template shall be created in the template. If one or sev
bd are constructed, the procedure shall be repeated at the next generation, and so on.

This updates'POs within a constructed DO without the need to retransmit the whole constructe
COMPARE'DATA function

nction)is supported by the COMPARE command (see 11.6.1).

t, and:

nce of the DO

stances exist.

be processed

sively, starting with the lowest generation number. The DOs already present in the template shall be

eral DOs to be

d DO.

11.5

11.5.1

Basic security handling

General

The security-related procedures, supported by the commands described in this clause, often involve an
ordered sequence including those commands, and commands described in ISO/IEC 7816-8. The use of
security attribute extensions (see 9.3.6.2) supports the description of such sequences at the interface.

The commands of this group reserve P1-P2 for referencing an algorithm and some related reference data (e.g.
a key). If there is a current key and a current algorithm, then the command may implicitly use them.

© ISO/IEC 2013 — All rights reserved
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P1— Unless otherwise specified, P1 references the algorithm to use: either a cryptographic algorithm or a
biometric algorithm (see ISO/IEC 7816-11). P1 set to '00' means that no information is given, i.e. either the
reference is known before issuing the command, or the command data field provides it.

P2 — Unless otherwise specified, P2 qualifies reference data according to Table 94. P2 set to '00' means that

no information is given, i.e. either the qualifier is known before issuing the command, or the command data
field provides it. The qualifier may be for example a password number or a key number or a short EF identifier.

Table 94 — Coding of the reference data qualifier in P2

b8 | b7 | b6 | b5 [ b4 | b3 | b2 | b1 Meaning

0 0 0 Q0 Q Q Q Q0 No-information gi\lnh

oy-(-W"-1-1- - | - IGlobal reference data (e.g. MF specific password or key)

1 -l -M-1-1- - | - ] Specific reference data (e.g. DF specific password or key)

- P x| x) - - - - - ] 00 (any other value is RFU)

- - - x | x | x | x | x JQualifier, i.e. number of the reference data or number of the secret

NOTE A MANAGE SECURITY ENVIRONMENT command may set an algorithm reference and/or d\multi-byte reference data
qualifier (see Tgble 51).

In this group pf commands, SW1-SW2 set to '6300' or '63CX' indicates that-the verification failed, ' >="'0'
encodes the number of further allowed retries. SW1-SW2 set to '6A88' means-‘reference data not foundy’.

11.5.2 INTERNAL AUTHENTICATE command

The command initiates the computation of authentication data by’'the card using the challenge data gent by
the interface device and a relevant secret (e.g. a key) stored in:the card.

— If the relejant secret is attached to the MF, then the cammand may be used to authenticate the cafd as a
whole.

— If the relejant secret is attached to another DF, then the command may be used to authenticate that DF.

Any successflil authentication may be subject)to completion of prior commands (e.g. VERIFY, SELHCT) or
selections (e.gd. the relevant secret).

The card may|record the number of times the command is issued, in order to limit the number of furthgr uses
of the relevan{ secret or the algorithm.

NOTE Theg response data field‘'may include data useful for further security functions (e.g. random number).

Table 95 — INTERNAL AUTHENTICATE command-response pair

CLA Ad defined-in5.4.1
INS '89'
P1-P2 |Sdqe.14./5.1 and Table 94
L. field Presentforencoding Nz =10
Data field | Authentication-related data (e.g. challenge)
Le field [ Present for encoding Ne > 0

Data field [ Authentication-related data (e.g. response to a challenge)
SW1-SW2 See Table 5 and Table 6 when relevant, e.g. '6300' (see 11.5.1), '63CX' (see 11.5.1), '6581', '6700', '6982',
'6983', '6984', '6A81', '6A82', '6A86', '6A88' (see 11.5.1)

11.5.3 GET CHALLENGE command

The command requires the issuing of a challenge (e.g. a random number for a cryptographic authentication or
a sentence to prompt for a biometric authentication using voiceprints) for use in a security-related procedure
(e.g. EXTERNAL AUTHENTICATE command). The challenge is valid at least for the next command; this clause
specifies no further condition.
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Table 96 — GET CHALLENGE command-response pair

CLA As defined in 5.4.1

INS '84'

P1 See 11.5.1

P2 '00' (any other value is RFU)

L;field | Absent for encoding N = 0

Data field | Absent

L field Present for encoding Ne > 0

Data field [ Challenge

SW1-SW2 | See Table 5 and Table 6 when relevant, e.g. '6700', '6A86' (see 11.5.1)

11.5.4| EXTERNAL AUTHENTICATE command

The functions of this command can be performed only if the security status satisfies the securit
this operation.

y attributes for

The cgmmand conditionally updates the security status using the result (yes or 'mo) of the computation by the

card bpsed on a challenge previously issued by the card (e.g. by a GET CHAELENGE command),
secret|stored in the card and authentication data transmitted by the interface device.

Any suliccessful authentication requires the use of the last challenge‘obtained from the card.
record|unsuccessful authentications (e.g. to limit the number of further'uses of the reference dat

A key possibly

The card may

).

The absence of command data field may be used either to.rétrieve the number 'X' of further allowed retries

(SW1-8W2 set to '63CX'), or to check whether the verification/is required or not (SW1-SW2 set {
MUTUAL AUTHENTICATE function — The MUTUAL AUTHENTICATE function uses the same fun
EXTERINAL and INTERNAL AUTHENTICATE commands. (t,is based upon a previous GET CHALLENGE
a key, [possibly secret, stored in the card. The card*and the interface device share authenticatio
includipg two challenges: one issued by the card, another one issued by the interface device.

NOTE The command may be used for implementing authentication as specified in parts 2 and 3 of IS

Table 97 —EXTERNAL AUTHENTICATE command-response pair

0 '9000").
ctionalities as

command and
n-related data,

D/IEC 979811%.

CLA As defined in 5.4.1
INE '82'
P1-P2 See 11.5.1 and-Fable 94

L. figld | Absent for encoding N; = 0, present for encoding N > 0

Data jield | Absent orauthentication-related data (e.g. response to a challenge)

L. figld | Absentiforencoding Ne = 0

Data field | Absent

SW1-$W2 See Table 5 and Table 6 when relevant, e.g. '6300' (see 11.5.1), '63CX' (see 11.5.1), '6581","
i '6983', '6984', '6A81', '6A82', '6A86', '6A88' (see 11.5.1)

5700, '6982',

Table 98 — Command-response pair for MUTUAL AUTHENTICATE function

CLA As defined in 5.4.1

INS '82'

P1-P2 See 11.5.1 and Table 94

L. field | Present for encoding N > 0

Data field | Authentication-related data

L. field | Present for encoding Ne > 0

Data field | Authentication-related data

SW1-SW2

'6983', '6984', '6A81', '6A82', '6A86', '6A88' (see 11.5.1)

See Table 5 and Table 6 when relevant, e.g. '6300' (see 11.5.1), '63CX’ (see 11.5.1), '6581', '6700', '6982',
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11.5.5 GENERAL AUTHENTICATE command

The command refines the EXTERNAL, INTERNAL and MUTUAL AUTHENTICATE functions; namely, either an entity in
the outside world authenticates an entity in the card (INTERNAL AUTHENTICATE function), or an entity in the card
authenticates an entity in the outside world (EXTERNAL AUTHENTICATE function), or both (MUTUAL AUTHENTICATE
function).

While appropriate for authentication mechanisms involving challenge-response pairs, the EXTERNAL and
INTERNAL AUTHENTICATE commands preclude authentication mechanisms involving witness-challenge-
response triples (see ISO/IEC 9798"%) and more generally multi-step authentication protocols. Those require
two or more GENERAL AUTHENTICATE C-RPs: such C-RPs may be chained (see 5.3.3).

The function (either INTERNAL, or EXTERNAL, or MUTUAL AUTHENTICATE) can be performed only if the,skecurity
status satisfies the security attributes for this operation. Any successful authentication may be 'subject to
completion of [prior commands (e.g. VERIFY, SELECT) or selections (e.g. the relevant secret). Theresult (yes or
no) of a contrpl performed by the card may conditionally update the security status. The cardymay record the
number of times the function is issued, in order to limit the number of further uses of the relevant secref or the
algorithm. Theg card may record unsuccessful authentications, e.g. to limit the numberof further uses| of the
reference datg.

Table 99 — GENERAL AUTHENTICATE command-response-pair

CLA Aq defined in 5.4.1
INS '86' or '87"
P1-P2 Sqe 11.5.1 and Table 94
L. field Present for encoding N > 0
Data field | Adthentication-related data
L. field | Algsent for encoding Ne = 0, present for encoding Ne > 0

Absent (either due to the absence of L. field, e.g. theslast command of an EXTERNAL AUTHENTICATE fungtion,
or|if the process is aborted), or authentication-related data

Sge Table 5 and Table 6 when relevant, e.g. '6300' (see 11.5.1), '63CX' (see 11.5.1), '6581', '6700', '6982',

Data field

SW1-SW2 | gdas ‘6084 '6AB1", '6A82', '6ABE', '6ABS. (s68 11.5.1)
Tdble 100 — Dynamic authentication DOs for witness-challenge-response triples
Tag Value
'7C' Sgt of dynamic authenticatioh,DOs with the following tags

'80" | W]tness (e.g. one or more-positive numbers less than the public modulus in use)

'81' | Challenge (e.g. one orimore numbers, possibly 0 less than the public exponent in use)

'82' | Regsponse (e.g. one ‘ermore positive numbers less than the public modulus in use)

'83' | Committed challenge (e.g. the hash-code of a large random number including one or more challenges
'84' | Adthentication«code (e.g. the hash-code of one or more data fields and a witness DO)

'85' | An ephemeral/public key for key agreement technique.

'86' | Enciphered data

'06" | OID (see‘text below)

'AQ' | Identification data template

— Under tag '7C', ISO/IEC JTC 1/SC 17 reserves any other DO of the context-specific class, if no OID specifies the context otherwise.

When present, each data field shall contain an interindustry template referenced by tag '7C'".
The default context of the GENERAL AUTHENTICATE command(s) regarding the cryptographic protocol in use is
reserved for witness-challenge-response triples (see C.1). In this case in the dynamic authentication template,
the context-specific class is reserved for dynamic authentication DOs as listed in Table 100.

In this case respective context specific DOs shall be sent in the C-RPs, embedded in a template with Tag '7C'
(see Table 100).
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If the GENERAL AUTHENTICATE COMMAND(S) are used for a multi-step authentication protocol (see C.2), the
respective protocol OID or algorithm reference being associated with an OID shall be included in a preceded
MANAGE SECURITY ENVIRONMENT command (see 11.5.11) in the CRT AT for Authentication and/or shall be
contained in the template with Tag '7C' indicating the protocol specific interpretation of the additionally
embedded context specific DOs sent in the C-RPs.

For the default context, the following rules apply within the interindustry template for dynamic authentication.
— IfaDO is empty in a template, then it shall be complete in the template in the next data field.

— In the first command data field, the template indicates the dynamic authentication function as follows.

— A witness request, e.g. an empty witness, denotes an INTERNAL AUTHENTICATE function.

—t A challenge request, e.g. an empty challenge, denotes an EXTERNAL AUTHENTICATE fungtion.

—t The absence of empty DO denotes a MUTUAL AUTHENTICATE function. Then unless.the gard aborts the
process, the template in the response data field shall contain the same DO s ‘as’the template in the
command data field. The MUTUAL AUTHENTICATE function allows two entities-to‘agree on| a session key
using a pair of “exponential” data elements referenced by tag '85' (see key agreemen{ techniques in
ISO/IEC 11770-30'7),

The dynamic authentication may protect data fields exchanged during.@’session. Both entities maintain a
currenf hash-code, updated by including one command or response data field at a time. The DO'84' conveys
an authentication code resulting from updating the current code by including a witness DO'8('. The verifier
successively reconstructs a witness and an authentication code: if.the reconstructed witness is not 0 and if the
two codes are identical, then the authentication is successful.

For the default context, C.1 illustrates GENERAL AUTHENTICATE C-RPs for implementing INTERNAL, EXTERNAL
and MUTUAL AUTHENTICATE functions, with extensions to data field authentication and key agreenment.

11.5.6] VERIFY command

Table 101 —VERIFY command-response pair

CLA As defined in 5.4.1

IN$ '20' or '21'
'00' Normal gperation

P1 'FF' set'verification status to “not verified”, see last paragraph of this clause
any other value | RFU

P3 See Table 94
L. figld | Absent for en¢oding N = 0, present for encoding N; > 0
Data tield INS ='20' Ver?ﬁcat!on data or absent _ .
INS ='21! Verification data DO, and, conditionally, extended header list
L. figld | Absent’for encoding Ne = 0

Data field [Absent
SW1-$W2 See Table 5 and Table 6 when relevant, e.g. '6286', '6300' (see 11.5.1), '63CX’ (see 11.5.1), '$581", '6700',
i '6982', '6983', '6984", '6A81', '6A82', '6A86', '6A88' (see 11.5.1)

The command initiates the comparison in the card of stored reference data with verification data sent from the
interface device (e.g. password) or from a sensor on the card (e.g. fingerprint). The security status may be
modified as a result of a comparison. The card may record unsuccessful comparisons (e.g. to limit the number
of further uses of the reference data).

If INS = '20', the command data field is normally present for conveying verification data. The absence of
command data field is used to check whether the verification is required (SW1-SW2 = '63CX' where X'
encodes the number of further allowed retries), or not (SW1-SW2 ='9000").

If INS ='21", the command data field shall convey a verification data DO (e.g. tag '5F2E’, see ISO/IEC 7816-
11), normally not empty. The presence of an empty verification data DO and an extended header list (tag '4D’,
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see 8.4.5) expresses that the verification data come from a sensor on the card. The extended header list
references the verification data DO.

With both INS values, P1="FF' shall only be used with L, and command data field absent. The command shall
set the verification status of the relevant reference data as "not verified".

11.5.7 CHANGE REFERENCE DATA command

The command either replaces reference data stored in the card with new reference data sent from the
interface device, or initiates their comparison with verification data sent from the interface device and then
conditionally replaces them with new reference data sent from the interface device. It can be performed only if

the security st

htus satisfies the security attributes for this command.

Table 102 — CHANGE REFERENCE DATA command-response pair

CLA Ad defined in 5.4.1
INS '24' or '25'
P1 '00' or '01' (any other value is RFU)
P2 Sqge Table 94
L. field | Present for encoding N. > 0
..., |P1="00 Verification data followed without delimitation by, new'reference data
INB =24 —
i P1="01 New reference data
Data field INE = 25 P1="00' Verification data DO followed by new reference data DO
D =
P1="01 New reference data DO
L. field | Alsent for encoding Ne = 0
Data field | Ahsent
SW1-SW2 Sge Table 5 and Table 6 when relevant, e.g. '6300' (see’11.5.1), '63CX' (see 11.5.1), '6581', '6700', [6982',
'6983', '6984', '6A81', '6A82', '6A86', '6A88' (see 11.51)
11.5.8 ENABLE VERIFICATION REQUIREMENT command
The commangl switches on the requirement to compare reference data with verification data. It ¢an be

performed onl

y if the security status satisfies the security attributes for this command.

Table 103 — ENABLE VERIFICATION REQUIREMENT command-response pair

CLA Ad defined in 5.4.1
INS 28’
P1 '00' or '01' (any.other value is RFU)
P2 Sge Table .94
L. field | Algsent for.encoding N, = 0, present for encoding N > 0
Data field P1 =/00" Verification data
P1=201" Absent
L. field | Absent for encoding Ne = 0
Data field | Absent
SW1-SW2 See Table 5 and Table 6 when relevant, e.g. '6300' (see 11.5.1), '63CX' (see 11.5.1), '6581', '6700', '6982',

'6983', '6984', '6A81', '6A82', '6A86', '6A88' (see 11.5.1)
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11.5.9 DISABLE VERIFICATION REQUIREMENT command

Table 104 — DISABLE VERIFICATION REQUIREMENT command-response pair

CLA As defined in 5.4.1
INS '26'
P1 '00', '01' or 100xxxxx where xxxxx is a reference data number (any other value is RFU)
P2 See Table 94
L. field | Absent for encoding N; = 0, present for encoding N, > 0
Data field P1 ="00"or P1 = 100x xxxx Verification data
P1="01" Absent
L field | Absent for encoding Ne = 0
Dataffield | Absent
SW1-kw2 See Table 5 and Table 6 when relevant, e.g. '6300' (see 11.5.1), '63CX' (see 11.5.1),6581'|'6700', '6982',
'6983', '6984', '6A81', '6A82', '6A86', '6A88' (see 11.5.1)
The cpmmand switches off the requirement to compare reference data with verification dataj and possibly

switch
the se

11.5.1

The cq
compl

bs on the requirement to compare other reference data with verification data. It can be pe
curity status satisfies the security attributes for this command.

D RESET RETRY COUNTER command

mmand either resets the reference data retry counter to jtS.initial value, or changes refg
btion of a reset of the reference data retry counter to(its initial value. It can be perfornped only if the

securify status satisfies the security attributes for this command.

Table 105 — RESET RETRY COUNTER command-response pair

rformed only if

rence data on

CUA As defined in 5.4.1
INB '2C' or '2D'
P '00', '01', '02' or '03' (any other valugris RFU)
PP See Table 94
L; field | Absent for encoding N¢ = 0, present for encoding N, > 0
P1="03" | Absent
. P1 ='00%4'Resetting code followed without delimitation by new reference data
INS ="2C — -
P1="01") | Resetting code
Data field P1,="02" | New reference data
P1="03" | Absent
INS = 2D' P1 ='00" | Resetting code DO followed by a new reference data DO
P1="01" | Resetting code DO
P1="02" | New reference data DO
L. fipld Absent for encoding Ne = 0
Data ffield (] Absent
W1 B | T e, 0.0 0 (s0¢ 11:5:1), 630X (see 11.51), GpaT, ‘6700,
0JO0Z 0IJ0O,; OIJOH,; ORO T, OROZ; OROU,; OAOC (SEE T 1.0.1)
11.5.11 MANAGE SECURITY ENVIRONMENT command

The command prepares secure messaging (see clause 10) and security commands (e.g. EXTERNAL, INTERNAL
and GENERAL AUTHENTICATE, see also PERFORM SECURITY OPERATION in ISO/IEC 7816-8). The command
supports the following functions:

SET, i.e. setting or replacing one component of the current SE;

STORE, i.e. saving the current SE under the SEID given in P2;

© ISO/IEC 2013 — All rights reserved
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— RESTORE, i.e. replacing the current SE by an SE stored in the card and identified by the SEID given in P2;

— ERASE, i.e. erasing an SE stored in the card and identified by the SEID given in P2.

— RESET, i.e. restoring the default SE after DF or application DF selection ;

— GET SE, i.e. retrieving all control reference DOs pertaining to the current SE

— GETCRT, i.e. retrieving one control reference template pertaining to the current SE

KEY DERIVATION function — The usage of a master key concept may require the derivation of a key in the
card containing the master key. Table 109 shows the usage of the MANAGE SECURITY ENVIRONMENT command

for deriving
(otherwise, th

NOTE

data of the sy
ENVIRONMENT cd

a .

l MANAGE SECURITY ENVIRONMENT command can additionally select a key and an algorithm)).

Depending on the algorithm reference, the data for deriving a key from a master key may be ‘paft of th
bsequent command (e.g. EXTERNAL AUTHENTICATE). In this case the usage of the MANAGE s
mmand for deriving the key is not necessary.

Table 106 — MANAGE SECURITY ENVIRONMENT command-response pair

e card

e input
ECURITY

CLA A§ defined in 5.4.1
INS '2p'
P1 See Table 107
P2 See Table 108
L. field [ Apsent for encoding N = 0, present for encoding N; > 0
Data field GET, STORE, RESTORE, ERASE, RESET Absent
SET Control referencelDO s (SET)
) SHET, STORE, RESTORE, ERASE, RESET Absent for encoding Ne = 0
L. field - -
GET Present for encoding Ne > 0
GET SE Concatenation of control reference DOs
Data field | GET CRT One control reference template
other Absent
SW1-SW2 [ See Table 5 and Table 6 when relevant;.e.g. '6600', '6987', '6988, '6A88' (see 11.5.1)

Table 107 — Coding of P1 in the MANAGE SECURITY ENVIRONMENT command

b8 | b7 | b6 ||[b5 | b4 | b3 | b2 | b1 Meaning

- - - 1 - - - - 1\Secure messaging in command data field

- - 1 - - =\ Secure messaging in response data field

- 1 - - - - =~ | Computation, decipherment, internal authentication and key agreement
1 - - - - - < - | Verification, encipherment, external authentication and key agreement
- - - -1 0| 0[N0 | 1 [sET

1 1 1 110 0" 1| 0O |STORE

1 1 1 1] 60 | 1 1 | RESTORE

1 1 1 1 o1 1 1 [RESET

1 1 1 1 0|1 0 | 0 |ERASE

00| 0[O t 0T 0T O [GETCRI

0| 0|]O0O|O0Of[O]O0O] O] O |GETSE

— Any other value is RFU.

Table 108 — Coding of P2 in the MANAGE SECURITY ENVIRONMENT command

Value Meaning
XX SEID with from interval ['01' .. 'FE] without 'EF' (see 0) if P1 indicates STORE, RESTORE Or ERASE
Qj\ ';\3 Tag of CRT with the meaning from Table 54 present in the command data field
oa mar | If P1indicates SET or GET CRT
B6', 'B8
‘00! if P1 indicates GET SE or RESET

— Any other value is RFU
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Table 109 — Command-response pair for KEY DERIVATION function

CLA As defined in 5.4.1
INS '22'
P1 'X1' (SET, see Table 107)
P2 CRT tag (e.g. 'A4' if an EXTERNAL AUTHENTICATE follows, or 'B4' if a VERIFY CRYPTOGRAPHIC CHECKSUM follows)
L. field | Present for encoding N > 0
Data field | {'94' - L - Data for deriving a key (mandatory)}; SM DOs may be present
Le field | Absent for encoding Ne = 0
Data field | Absent
SS\\//VV12- See Table 5 and Table 6 when relevant, e.g. '6600', '6987', '6988, '6A88' (reference data not found)

11.6 Miscellaneous

11.6.1| COMPARE command

The cgmmand initiates a comparison of comparison data with reference data, which will be eith

er the value of

a primjtive DO, or the contents of a record, or the contents of a DataString./The reference data are defined

according to Table 86. The card shall interpret any individual element relevant for the comparis
coded|number. When an interval is provided in the command or response data, the endpoints
shall have the same type as the data to which they are compared,

Table 110 — COMPARE command-response pair

bn as a binary

of that interval

CLA As defined in 5.4.1
INS '33'
'00' COMPARE BINARY function, reference value is located in a transparent EF
'01' COMPARE RECORD function; reference value is located in a structured EF
P1 ; - - -
02 COMPARE DATA function; reference value is located in a DO
other RFU
Operation qualifier (for details.se€ below)
'00' comparison defined by OID
'01' equal
'02' greater.than
'03' less than
'04' not equal
P2 '05' element of interval [lowerEndpoint, upperEndpoint]
'06' not element of interval [lowerEndpoint, upperEndpoint]
‘07 the comparison data shall belong to the set of finite values defined by the copmand
108’ the comparison data shall not belong to the set of finite values defined by the[command
[09'..'7F] |RFU
['80" .. 'FF" | Proprietary
L, field~ | Present for encoding N > 0
DO'0A' OID conditional present if and only if P2="00Q"
General reference template DO'60' as defined in Table 86.
Mandatory | DO'78' followed by a DO with a tag '70' to '72' or tags '74' to '77' (see 8.3.5), nesting
Data field | choice application defined DOs for referencing the target of the command.
between Object locator DO'7F72' as defined Table 37
Wrapper DO'63' (see 8.4.8).
The data field optionally ends with comparison data encapsulated under DO'53' or DO'73'
Le field [ Absent for encoding Ne = 0, or present for encoding Ne > 0
Data field | Absent or present (see below)
SW1-SW2 | See Table 5 and Table 6 when relevant, e.g. '6282', '6340', '6982'
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The comparison data shall be:

— either transmitted in the command data field,

— or known

by the card.

By definition the reference value is the number coded in the reference data and the comparison value is the
number coded in the comparison data.

The function of the command (COMPARE BINARY or COMPARE RECORD Or COMPARE DATA) shall be coded in P1

set to the valu

es '00', '01', '02' respectively.

The type of th

— P2="00"
— P2="01"
— P2="02"
— P2="03"
— P2="04"
— P2="05"

the commj
— P2="06"

b operation is defined by P2 (operation qualifier):

the comparison function is defined by an OID DO'06' in the data field.

the comparison is successful if the reference value is equal to the comparisen_value,,
the comparison is successful if the reference value is greater than the-comparison value,
the comparison is successful if the reference value is less than the eomparison value,
the comparison is successful if the reference value is not equalto the comparison value,

the comparison is successful if the reference value is-glement of the closed interval defi
and.

the comparison is successful if the reference valle is not element of the closed interval g

by the conmand.

— P2="07"

the comparison is successful if the reference value is element of the finite set of values g

by the conmand.

— P2 ="'08'
defined b

— P2 values
— P2 values

The result is i
comparison d

If the compari

the comparison is successful if'the reference value is not element of the finite set of
the command.

from interval ['09' .. "ZF']-are RFU.
from interval ['80'-"FF'] are proprietary.

dicated bythe status word in the command response. SW1-SW2 set to '6340' indicates t
ta do nat match the reference data.

son data is given in the command data field, then for P2 equals

ned by

efined

efined

values

hat the

— '01"or'02

"or '03' or '04' the value shall be given in the value field of DO'53'.

— '05' or '06' the closed interval shall be provided in the value field of DO'73". In this case the DO'73' shall
contain nothing but two DOs'80". The first DO'80" shall contain the lower endpoint of the interval. The
second DO'80' shall contain the upper endpoint of the interval.

— '07 or '08' the set shall be provided in the value field of DO'73". In this case each value of the set shall be
given in the value field of a DO'53".

When the command is successful, an optional response data field may be present when P2='01 or '04' or '05'
or '06'. When present, it shall be the concatenation of two DO'80' defining the endpoints of the closed interval
within which one element matches (P2='01" or '05') or within which no element matches (P2='04' or '06') the
comparison data.
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11.6.2 GET ATTRIBUTE command

The command GET ATTRIBUTE retrieves one object attribute of the referenced security object, if the access
conditions for the respective operations are satisfied. The respective security object shall be referenced by a
data object locator in the data field of the command. If an EF or a DO is referenced by the command an empty
attribute reference is mandatory in the object locator template. The respective attribute may be related to a
dedicated security environment or to a dedicated service provided by the referenced security object. The
relevant attribute is retrieved as a BER-TLV object in the data field of the response APDU.

Table 111 — GET ATTRIBUTE command-response pair

CLA As defined in 5.4.1
ING '34' or '35'
P1-P2 |'0000'
L. field | Present for encoding N > 0
Data field INS ='34" | Object locator template (see Table 37)
INS ='35 | Object locator DO'7F72' (see Table 37)
Le fi Present for encoding Ne > 0

o
o

Data field | Attributes coded in BER-TLV
SW1-$W2 | See Table 5 and Table 6 when relevant

11.7 Transmission handling

11.7.1| GET RESPONSE command

The cgmmand transmits (part of) response APDUs (se&\5.3.4).

Table 112 — GET RESRONSE command-response pair

CLA As defined in 5.4.1
IN$ 'CO’
P1-P2 ]'0000' (any other value is RFU)
L. figld | Absent for encoding N; = O
Data field | Absent
L figld Present for encoding Ne > 0

Data field | Absent in any errotcase, or (part of) a response APDU according to Ne
SW1-§W2 See Table 5 and)Table 6 when relevant, e.g. '61XX' ('XX' encodes the number of extra bytes still available
i by a subsedquent GET RESPONSE), '6281', '6700', '6A81', '6A82', '6A86', '6CXX'

11.7.2| ENVELORPE'command

With INS_=,"C2', the command, or a chain of such commands transmits a payload which shall he a command
APDU

With INS= 'C3', the command, or a chain of such commands transmits a payload which shall be a DO.
Particular uses are:

— When the DO is DO'52' (command to perform), it has the same functionality as 'C2', except that the
response shall be a concatenation of DOs. If the response specified by the nested command is not, it
shall be nested in DO'53".

— When the DO is DO'06' (object identifier), the success of the command (SW1-SW2 = '9000') means that
the card is ready to start a procedure defined by the document referenced by this object identifier. This
procedure, or script, shall comply with the standard APDU syntax. The end of the procedure shall be
defined in the procedure.

© ISO/IEC 2013 — All rights reserved 101


https://iecnorm.com/api/?name=2dc83fe2c24d31131afb6dc1e7c86965

ISO/IEC 7816-4:2013(E)

EXAMPLE 1

In order to use IP datagrams at the interface, the specification referred to by the OID shall def

encapsulation of those datagrams in command and response payloads.

EXAMPLE 2

the BER-TLV marshalled requests and confirmations (payloads), also defined in ISO/IEC 24727-3

In order to use at the interface the command syntax derived from the API defined BX ISO/IEC 2472

1 are encapsul

the command data fields of ENVELOPE C-RTs with INS="'C3".

ine the

7_3 [25]
ated in

NOTE Annex B shows the usage of the ENVELOPE command for secure messaging.
Table 113 — ENVELOPE command-response pair
CLA As defined in 5.4.1
INS 'C2'or'C3'
P1-P2 '0800—(any-othervalueis-REL
L field Pfesent for encoding N > 0
Data field INS ='C2' (Part of) a command APDU
INS ='C3' DO or DO fragment
L. field | Apsent for encoding Ne = 0, present for encoding Ne > 0
Data field | (Rart of) a response APDU (INS ='C2"), or (parts of) DO'53' (INS = 'C3' with DO'52")0rabsent
SW1-SW2 | Sge Table 5 and Table 6 when relevant, e.g. '6700'
12 Application-independent card services

The purpose

knowing nothipg about each other except that they both comply with4his'document. Card services resu
any combinatipn of historical bytes (see 12.1.1), the contents of EF)DIR and EF.ATR/INFO (see 12.2
12.2.2) and sgquences of commands. Unless otherwise specified;every command APDU uses CLA setf
i.e. no command chaining, no secure messaging and the basic-egical channel.

There is no n
card. An appli
Therefore suc

Interindustry information may also be recovered.by the commands sent on additional logical channels th

basic logical d
paragraph bef

121 Card
This service a
provide a ger
logical conten
the initial acg
enabling a ph
(see 12.1.2), 1

f card services is to provide interchange mechanisms between a card and an interface

ed for an application to comply with this glatise once it has been identified and selected
cation may use other mechanisms compatible with this document for achieving similar fun)
n solutions may not guarantee interchange.

hannel. Furthermore in such:*cemmands any N may be used. This statement is related
bre as well as the informatien-retrieval in 12.1.1.1, 12.1.2, 12.2.1, 12.2.2 and 12.4.

identification

lows the interface’/device to identify the card and to deal with it. The historical bytes (see
eric support:io* card identification. The card provides information to the outside world
directly,.e:g-through the card service data byte (see Table 116), and/or indirectly, e.g. t
ess data—(see 12.1.1.6) indicating an access to a file implicitly selected immediatel
sical"interface (see 5.1). Consequently, the data available at this point, i.e. the initial datz
nay/not be subsequently retrievable.

device
It from
.1 and
to '00',

in the
ictions.

an the
to the

21.1)
on its
hrough
y after
string

12.1.1 Histor

12111

ical bytes

Purpose and retrieval

The historical bytes (string of up to 15 bytes, as defined in ISO/IEC 7816-3) indicate operating characteristics

of the card. W

102

hen a card answers to reset, the Answer-to-Reset may contain historical bytes.
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When the physical interface does not allow a card to answer to reset, e.g. if it is accessed by Universal Serial
Bus or by radio frequency, the GET DATA command (see 11.4.3) may retrieve:

— historical bytes as the value of DO'5F52'. The command APDU is: '00CA 5F52 OF'. For practical use,
DO'5F52' should belong to the current template after enabling a physical interface (see 5.1).

— the Answer-To-Reset as the value of DO'5F51'. The command APDU is; '00CA 5F51 20'. For practical
use, DO'5F51' should belong to the current template after enabling a physical interface (see 5.1).

12.1.1.2 Structure and COMPACT-TLV data objects

The first historical byte is the “category indicator byte”. If the category indicator byte is set to '00' or '8X’, then

Table H4-summarizes-theformatof the historical bytes—Any othervalue-indicates-aproprietaryformat.

If the flrst historical byte is set to:

— '0pP' the remaining historical bytes shall consist of optional consecutive COMPACT-TLV data objects followed
by a mandatory status indicator (see 12.1.1.11).

— '8P the remaining historical bytes shall consist of optional consecutive COMPACT-TLV data opjects; the last
onie may carry a status indicator in COMPACT-TLV format (see 12.1.1.11)!

Any inferindustry DO consisting of a tag field set to '4X', a length field set to '0Y" and a value fleld of Y bytes
can bg converted into a COMPACT-TLV data object consisting of a byte set to 'XY' called “compa¢t header” and
a valug field of Y bytes.

Any interindustry data element defined hereafter (see 12.1¢<1°3'to 12.1.1.10) may be present in[EF.ATR/INFO

(see 1R.2.2). If present in EF.ATR/INFO, it shall appear ifa DO, i.e. a tag field set to '4X', a length field set to
'0Y" arld a value field of Y bytes.

Table 114 —Category indicator byte

Valye Meaning
'00 A status indicator shall be present.as the last three historical bytes (see 12.1.1.11)
'80) A status indicator may be present in a COMPACT-TLV data object (one, two or three bytes, see 12.1.1.11)
'81' to['8F' | RFU

— Any lother value indicates a proprietary.fermat.

12.1.113 Country or issuerindicator

Refergnced by a compact header set to either '"1Y' or '2Y", this interindustry data element is a country or issuer
indicafor (see alsotags '41' and '42' in Table 16). Table 115 shows the country or issuer indicatqr.

Table 115 — Country or issuer indicator

Conipact header Value
| PRV o n Ao/ o naco 4 B ol 4 1 £ Lalat
LI \Juulllly CUUT \OUU U OTUUTT , aryu UFLIUIIGI nmatvrialr Uudala
2Y' Issuer identification number (see ISO/IEC 7812-1"1) and optional issuer data

A country indicator consists of a country code (three quartets with values from '0' to '9', see ISO 3166-15)
followed by subsequent data (at least one quartet). The relevant national standardization body shall choose
those subsequent data (odd number of quartets).

An issuer indicator consists of an issuer identification number (see ISO/IEC 7812-1"!) possibly followed by
subsequent data. The card issuer shall choose those subsequent bytes if any (for encoding, e.g. a Primary
Account Number).

NOTE In ISO/IEC 7812-1:1993, an issuer identification number might consist of an odd number of quartets with a
value from '0' to '9". Then it was mapped into a byte string by setting bits b4 to b1 of the last byte to 1111.
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12.1.1.4 Application identifier
Referenced by a compact header set to 'FY', this interindustry data element is an application identifier (AID,

see 12.2.3, see also tag '4F' in Table 16). If present in the historical bytes or in the initial data string (see
12.1.2), an AID denotes an implicitly selected application (see 12.2.5.1).

12.1.1.5 Card service data
Referenced by a compact header set to '31', this interindustry data element indicates methods available in the

card for supporting services described in the present clause 12. Table 116 shows the card service data byte. If
present in the historical bytes or in the initial data string (see 12.1.2), the card service data byte indicates

whether EF.DWMM&WWthem.
The absence pf card service data byte in the historical bytes and in the initial data string indicatesithat the

card supports [only the implicit application selection (default value).

12.1.1.6 Initjal access data
Referenced by a compact header set to '4Y’, this interindustry data element indicates)a command |APDU

assumed to ke the first command after enabling a physical interface (see 5.1)~The command ARDU is
specified in 14.1.2.

12.1.1.7 Caid issuer's data

Referenced by a compact header set to '5Y", this interindustry data element is not defined in ISO/IEC 7816 e,
The card issugr defines a length, a structure and a coding.

Table 116 — Coding of the card'service data byte

b8 | b7 | b6 [ b5] b4 | b3 | b2 | b1 Meaning
X | x - - - - - - | Application selection

1 - -1 - - - | - 1 - |—Dbyfull DF name

- 11 - | - - - | - ] - |— by partial DE'name

- - | -1 - 1—inERDIR (see 12.2.1)

- - | - ] - |—inEF/ATR/INFO (see 12.2.2)

- JEF:DIR and EF.ATR/INFO access services

— by the READ BINARY command (transparent structure)
<] — by the READ RECORD (S) command (record structure)
1 | 0]~ |— by the GET DATA command (BER-TLV structure)

- - - - Jany other value] - |RFU

- - - - - < - | 0 ]Card with MF

Card without MF

X - - - - | DOs available
1

(@] [e]) b
(@] [a] P4
1

1

1

1

1
olo|=]x

—

12.1.1.8 Pre-issuing-data

Referenced by a compact header set to '6Y", this interindustry data element is not defined in ISO/IEC 7816 1°..
The card manufacturer defines a length, a structure and a coding for a card manufacturer, an integrated circuit
name, an integrated circuit manufacturer, a ROM mask version, an operating system version, etc. This
interindustry data element may contain an integrated circuit manufacturer identifier (see ISO/IEC 7816-6).

12.1.1.9 Card capabilities

Referenced by a compact header set to '71', '72' or '73', this interindustry data element consists of up to three
software function tables. If the length of the data element is

— one byte, then the data element shall consist of the first software function table (see Table 117).
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— two bytes, then the data element shall consist of the first software function table as first byte (see
Table 117) and the second software function table as second byte (see Table 118).

— three bytes, then the data element shall consist of the first software function table as first byte (see
Table 117), the second software function table as second byte (see Table 118) and the third software
function table as third byte (see Table 119).

Content of the software function tables:

— The first software function table indicates selection methods supported by the card.

— The second software function table is the “data coding byte”. The data coding byte may also be present

aW.
— The third software function table indicates the ability to chain commands, to handle exten

figlds and to manage logical channels.

Table 117 — Coding of the first software function table (selection-methods)

ded L. and L,

b8 | b7 | b6 | bS

b4

b3 | b2 | b1 Meaning

X X

- | - | - |DF selection (see 7.3)

- - - |— by full DF name

- - - |— by partial DF nhame

- | - | - l—bypath

- | - | - |— by file identifier

- - - | Implicit DF selection

1 - - | Short EF identifier suppotted

- 1 - | Record number supported

- - 1 ] Record identifier supported

Table 118 — Coding of the second software function table (data coding byte

b3 | b2 | b1 Meaning

- - - | EFsof BER-TLV structure supported

- - - 4 Behaviour of write functions

_ - - \J— One-time write

- - +* | — Proprietary

- - - |— Write OR

-S| - |— Write AND

Data unit size in quartets (from one to 32 768 quartets, i.e. 16 384 bytes)
(power of 2, e.g. 0001 = 2 quartets = one byte, default value)

-] - - | Value 'FF' for the first byte of BER-TLV tag fields (see 8.1.1)

- - | - ]—Invalid (used for padding, default value)

- - - |— Valid (long private tags, constructed encoding)

Table 719 — Coding of the third software function table
(command chaining, length fields and logical channels)

b3 | b2 | b1 Meaning

- | - - | Command chaining (see 5.3.3)

-] - - |Extended L. and L, fields (see 5.1)

- - - | Extended Length Information in EF.ATR/INFO

- | - - ] Logical channel number assignment (see 5.4.2 and 11.1)

- - - |— by the card

- - - |— by the interface device

- - - OnbeasicIogicaIchanneI available

Maximum number of logical channels (see 5.4.1)
y | z | t |—y,zandtnotall set to 1 means 4y+2z+t+1, i.e. from one to seven
— vy =z =1t=1 means eight or more
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12.1.1.10 Application Family Identifier

Referenced by a compact header set to '91', this interindustry data element consists of one byte defined in
ISO/IEC 14443-31"%,

12.1.1.11 Status indicator

If the category indicator byte is set to '00", then the last three historical bytes shall be a status indicator,

namely a card

LCS (1 byte) followed by two processing status bytes denoted SW1-SW2.

If the category indicator byte is set to '80', then an interindustry data element referenced by a compact header

set to '81', '8

If the leng

If the lend

If the lend

LCS shall be
reported. SW1
the status is n

12.1.2 Initial
Referenced by
(see 12.2.2), t

INS P1P

If the leng
identifier

If bit
as fo
other
seco

If bit
11.3.
the fi
to 11

If the leng

The commang

If the length is one, then the command APDU is a READ-BINARY command (see 11.2.3) as follow

;l; ,

RFU) at the end of the historical bytes.

th is one, then the data element is a card LCS.
th is two, then the data element is SW1-SW2.
th is three, then the data element is LCS followed by SW1-SW2.

interpreted according to 7.4.10 and Table 14; the value '00' indicates that the status
-SW2 shall be interpreted according to 5.6, Table 5 and Table 6; the value '0000' indicat
bt reported.

data string recovery

a compact header set to '4Y" in the historical bytes {See 12.1.1) or by tag '44' in EF.ATH
he interindustry data element called “initial access data” indicates a command APDU.

P set to '00B0 0000' and an L, field set to thefirst and only byte of initial access data.

th is two, then the first byte of initial access data indicates the structure (bit b8) and the sH
bits b5 to b1) of the EF to read, accarding to Table 120.

b8 of the first byte is set to 1, then-the command APDU is a READ BINARY command (see
lows: CLA INS set to '00B0'-the bits b5 to b1 are set to 00000 then P1 shall be set
wise P1 shall be set to thefirst byte of initial access data, P2 set to '00' and an L, field se
nd byte of initial access data.

b8 of the first byte is-set to 0, then the command APDU is a READ RECORD (S) comman
3) as follows: CLAUNS P1 set to '00B2 01', P2 consisting of bits b8 to b4 set to bits b5 t
rst byte of initial‘access data (indicating current EF or a short EF identifier) and bits b3 to
D, and an L field set to the second byte of initial access data.

th is five.or more, then the command APDU consists of the Y bytes of initial access data.

gth is

is not
s that

/INFO

5: CLA

ort EF

1.2.3)
to '00'
to the

d (see
b b1 of
b1 set

APDU shall be submitted to the card. If the process is completed, then the response da

is a string of in

Table 120 — Coding of the first byte of initial access data when the length is two

106

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning

x| -1-1-1-1]-1-1] - |EFstructure

Oy -1-0-1-1-1-1- IRecordstructure

1 - -1 - - - | - [ - ]Transparent structure

- I x| x)-1-1-1-1- J00(anyothervalue is RFU)

a field
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oJolo]o]lo
not all equal

Current EF
Short EF identifier

12.2 Application identification and selection

This service allows the interface device to know what applications are supported by the card, if any, as well as
how to identify and select them.

Two specific EFs provide a generic support to application identification and selection, namely EF.DIR and
EF.ATR/INFO. They contain a set of DOs. In these EFs, erased or modified DOs may induce padding before,

betweerand-afterBOs (occ 84 1) irthe FeSpPponrse tata-fietdsof READBHNARY IIREUURD(O) commands.
12.2.1| EF.DIR
This HF indicates a list of applications supported by the card. It contains a set of @pplication templates (see

12.2.4

and/or application identifier DOs (see 12.2.3), in any order. It determines which comn

performed in order to select the indicated applications.

If an M
At MF

If an |
enabli

NOTE
and mg

If EF.O
the GH

level, the short EF identifier 30, i.e. 11110 in binary, references ER\DIR.

VF is not present, EF.DIR may be present and should be addressable by file identifi
g a physical interface (see 5.1).

The command (sequence) for retrieving the content_ depends on the structure of EF.DIR (e.g.
y be known implicitly by an application in the outside world.

IR supports DO handling, or if its contents are not stored in a file, a card may provide i
T DATA command (see 11.4.3) The response data to the command '00CB 2F00 02 5

concalenation of all DOs which are present in.EF.DIR, or would be present if EF.DIR does not a

ands shall be

F and an EF.DIR are present, EF.DIR shall have the MF as parentfile and its path shall ihe '3F002F00'.

br '2F00' after

see Table 116)

ts contents by
C00 00' is the
Ctually exist.

If the fard provides this service, the command should be successful at least immediately affer enabling a
physical interface (see 5.1).

12.2.2| EF.ATR/INFO

This BF indicates operating.characteristics of the card. It contains a set of interindustry DOs which cannot be

nested

NOTE
provide
recomr

in EF.DIR, either because not relevant to application selection, or because there is no ER

EF.ATR/ANFO was called EF.ATR in the previous edition of this document. As some contactle
an ATR/this terminology was misleading in the contactless card world. The new terminology H
nended.lt may still be called EF.ATR in contact card standards or specifications, and may now be

in contactless card standards and specifications.

.DIR.

ss cards do not
FF.ATR/INFO is
called EF.INFO

If an N

e !
I ara arl

be '3F002F01'.

FO-statttave-thetf—as parent fite—amd its path shall

If an MF is not present, an EF.ATR/INFO may be located within an application with its application DF as

parent

NOTE
Table 1

. Its file identifier shall be '2F01', unless defined otherwise by the application.

The command (sequence) for retrieving the content depends on the structure of EF.ATR/INFO (e.g. see

16) and may be known implicitly by an application in the outside world.

If EF.ATR/INFO supports DO handling, or if its contents are not stored in a file, a card may provide its

contents

the GET DATA command (see 11.4.3). The response data to

by

the command

'00CB 2F01 02 5C00 00' is the concatenation of all DOs which are present in EF.ATR/INFO, or would be
present if EF.ATR/INFO does not actually exist.
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If the card provides this service, the command should be successful at least immediately after enabling a
physical interface (see 5.1).

NOTE
present.

12.2.3 Application identifier

Information presented in an ATR at interface enabling may supersede information form EF.ATR/INFO, if

Referenced by a compact header set to 'FY' in the historical bytes (see 12.1.1.4), or by tag '4F' in the initial
data string (see 12.1.2), in EF.ATR/INFO, in EF.DIR and in the management data of any DF (see 7.4), this

interindustry d

ata element identifies an application.

An application| identifier (AID) consists of up to sixteen bytes. Bits b8 to b5 of the first byte indicate arcgdtegory
according to Tlable 121.
Table 121 — Categories of application identifiers
Value Category Meaning
'0'to '9" - Reserved for backward compatibility with ISO/IEC 7812-1"' (see Annéx D)
‘A Intgrnational | International registration of application providers according to ISO/IEC 7816-5
'B,'C' - RFU
'D' National National (ISO 3166-1") registration of application providers according to ISO/IEC 781645
'E' Sfandard [ ldentification of a standard by an object identifier according {0 ISO/IEC 8825-1
'F' Proprietary | No registration of application providers
Figure 10 shows an international AID. It consists of a registered-application provider identifier (internptional

RID) on five b

The intern

Bits {

Each

The exter

tes and optionally, a proprietary application identifier extension (PI1X) on up to eleven byte
ational RID shall uniquely identify an application provider (see ISO/IEC 7816-5).
8 to b5 of the first byte shall be set to 18410, i.e. the first quartet shall be set to 'A'.
one of the subsequent nine quartets'shall be set from '0' to '9'.

sion has a free encoding. It.allows the application provider to identify its different applicati

bS.

pns.

H
(Intern

Proprietary application identifier extensid

egistered application provider identifier
(PIX, up to eleven bytes)

ational RID, five bytesfirst byte set to 'AX')

=]

Figure 11 sho

bytes and opt

Figure 10 — International AID

vs a national AID. It consists of a registered application provider identifier (national RID)

ibnally,,a proprietary application identifier extension (PIX) on up to eleven bytes.

on five

Bits
— The
The

The natio

hal RID shall uniquely identify an application provider (see ISO/IEC 7816-5).

b8 to b5 of the first byte shall be set to 1101, i.e. the first quartet shall be set to 'D'".
subsequent three quartets (from '0' to '9") shall form a country code (see 1SO 3166-15).

recommended value of each one of the last six quartets is from '0' to '9".

The extension has a free encoding. It allows the application provider to identify its different applications.

(Na

Registered application provider identifier

tional RID, five bytes, first byte set to 'DX") (PIX, up to eleven bytes)

Proprietary application identifier extension

108

Figure 11 — National AID
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Figure 12 shows a standard AID. It consists of up to sixteen bytes. The first byte shall be setto 1110 1000, i.e.
to 'E8'. The values 'EQ' to 'E7' and 'E9Q' to 'EF' are RFU. An object identifier (see ISO/IEC 8825-1) shall follow
for identifying a standard specifying an application (see examples in Annex A, e.g. ISO/IEC 7816-11, personal
verification through biometric methods, ISO/IEC 7816-15, cryptographic information ap
application identifier extension (specified according to the identified standard) may follow for identifying

plication). An

different implementations.
'E8' | Object identifier (see Annex A) Application-specific application identifier extension
Figure 12 — Standard AID
Figurel 13 shows a proprietary AID. It consists of up to sixteen bytes. Bits b8 to b5 of the first/byte shall be set
to 1111, i.e. to 'F'. In the proprietary category, as application providers are not registered, different application
providers may use the same AID.
Proprietary application identifier (Proprietary AID, up to sixteen bytes, first byte set to 'FX')
Figure 13 — Proprietary AID
CAUT|ON —An AID being shorter than five bytes conforms to this)document. Some impglementations
may require AlDs to be at least five bytes long. This should be*taken into account when|assigning an
AID.
12.2.4| Application template and related data elements
Refergnced by tag '61', this interindustry template may-‘be present in EF.ATR/INFO (see 12.2.2), in EF.DIR
(see 1P.2.1) and in the management data of any DF>(see 7.4).
— Suich a template shall contain one and only one application identifier. If several application|identifiers are
vglid names for the same DF, then eachone should be present in a different application tenpplate.
— Siich a template may optionally contain other interindustry DOs relating to the application as listed in
Table 122 and defined hereafter,
Table 122 — Interindustry DOs for application identification and selection
Tag| Value
'4F'| | Application identifier
'50' Application label
'51' File reference
'52' Command APDU
'563', '73' | Discretionary data, discretionary template
'5F5(" | Uniform resource locator (see IETF RFC 1738 and IETF RFC 2396 ")
'61' Set of application-related DOs
- I trder-BO6this-BO-ndieates-acoexistenttag-alloeation-seheme

The following interindustry data elements provide a generic support to application identification and selection.

Application label — Referenced by tag '50', this interindustry data element is not defined in ISO/IEC 7816,
The application provider defines it for use at the man-machine interface, e.g. a trademark to display.

File reference — Referenced by tag '51' (see 7.3.2)

Discretionary data (or template) — Referenced by tag '53' (or '73"), this interindustry data element (or

templa

te) consists of relevant data elements (or nests DOs) defined by the application provider.
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Uniform resource locator — Referenced by ta

locator (URL)

'5F50', this interindustry
and IETF RFC 2396 1"

g

as defined in IETF RFC 1738%

required in the interface device to communicate with the application in the card.

12.2.5 Application selection

The card shall

1)
2)

support at least one of the following application selection methods.

Implicit application selection

Application selection using an application identifier (AID, see 12.2.3) as DF name

data element is a uniform resource
. It points to part of the software

3) Appli

12.2.5.1 Imy
If an applicati
identifier shou
presence den
identifier in th
EF.ATR/INFO

12.2.52 Ap

A multi-application card shall support the SELECT command with P1='04', P2='00' and a data field conta

to 16 bytes
successfully if

If the card ca
shall support
successfully if
card match th{
the command
the AID it sha
or DO'4F").

The card may
order to be su
AID as the on
can be selects

NOTE Thd

be static or dyngamic, e.gxbased on which application was selected most recently in a previous session.

cation selection using EF.DIR or EF.ATR/INFO

licit application selection

bn is implicitly selected as a consequence of enabling a physical interface/\then an app
d be present in the historical bytes (see 12.1.1) or in the initial data string-(see 12.1.2).

btes an implicitly selected application. If an application is implicitly setected with no app
b historical bytes and in the initial data string, then an applicationddentifier shall be pre
(see 12.2.2).

blication selection using AID as DF name

vith the AID of an application that may reside en the card. The command shall co
the AID of an application the card holds matches the data field.

pabilities (see 12.1.1.9 and Table 117) specify the card supports selection by truncated
the SELECT command with P1="04", P2='00' or '02". In this case the command shall co
the first part of the AID of any application it holds matches the data field. If multiple AlDg
e input data, the order in which each'0fthese applications is actually selected after complg
is implementation-dependent. Ifthe command completes successfully with a partial m
return the full AID of the selected application in the file control or management data (as

support a mechanism for an application to specify a requirement for a full match of the
ccessfully selected.The SELECT command shall fail if the application AID matches a tru
y selectable application in the card, or ignore the application if other application AIDs mat
d.

order in vhich applications in the card are selected by consecutive SELECT commands with P1='(

ication
Buch a
ication
sent in

ning 5
mplete

AID it
mplete
in the
tion of
htch of
DO'84'

AID in
hcated
ch and

2' may

In a multi-appl

cation card an application in the card shall be identified by

a single AID in the proprietary, national or international category, and/or

one or more AlDs in the standard category.

If the application is selected by specifying an AID in the standard category, the AID returned by the SELECT
command is the AID in the proprietary, national or international category, if such an AID is specified for the

application.

12.2.5.3 Application selection using EF.DIR or EF.ATR/INFO

For a multi-application interface device, the use of EF.DIR or EF.ATR/INFO may be more efficient than the

previous meth

110

od.
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reference or command-to-perform DO, then the selection shall use AID as DF name.

If an application identifier DO is not part of an application template and not accompanied by a file

If an application identifier DO is part of an application template together with a file reference DO (see

7.3.2), the value field of which consists of two or more bytes, then the selection by path shall be
performed according to 12.3.

If an application identifier DO is part of an application template together with one or more command-to-

perform DOs, then the application selection is done by the indicated command(s). If several, they shall be
performed in the order presented in the template.

12.3

Sa na‘:m

This s
(see 7

W

W

SH

12.4

This s
selecti
(see 1
order,
8.3). S

arle set to '3F00' or not. The last two bytes identify either a DF or an EF.

laoction- b

woeilvuLilivid ”’ PGI. L]

brvice allows selection of EFs and DFs having file identifiers by using a path, i.e.(afile
3.2) consisting of three or more bytes.

hen the length is even, the path is either absolute or relative depending ornwhether the

For a path to a DF, the selection should be done by one or more’ SELECT commands,
P1 P2 L, set to '00A4 0100 02'.

For a path to an EF, if the length is four or more, the selection should be done by one o
commands, with CLA INS P1 P2 L, set to '00A4 0100 02". The last and possibly only
the last two bytes of the path (an EF identifier) with-€LA INS P1 P2 L, set to '00A4 020

hen the length is odd, the path is qualified. It censists of either an absolute path witho
lative path without the identifier of the current:DF, followed by a byte to use as P1 ir
LECT commands. The value of P1 fixes the selection method.

If the value of P1 is '08' or '09', thenithe card shall support a SELECT command wher|
path specifies P1, L. and the data\field and where P2 is set to '00".

In the other cases, the card shall support one or more SELECT commands with P1 set 1
of the qualified path and.R2)L, set to '0002'. Every file along the path shall be selected

Data retrieval

brvice allows the interface device to retrieve interindustry data elements used for interg
ng an application. Interindustry DOs should be retrieved directly or indirectly from the
2.1.1), thedinitial data string (see 12.1.2), EF.ATR/INFO (see 12.2.2) and EF.DIR (see 1
when present. These interindustry DOs shall be interpreted according to tag allocation
tandards are entitled to recommend or mandate retrieval of interindustry DOs by GET DATA

reference DO

first two bytes

with CLA INS

r more SELECT
selection uses
D 02'.

ut '3F00', or a
one or more

e the qualified

o the last byte
bequentially.

hange, before
istorical bytes
2.2.1), in that
schemes (see
(see 11.4.3).

12.5

A deoricinatedt .

This service allows the card to originate byte strings. For clarity, this clause defines a query as (part of) a card-
originated byte string and a reply as (part of) a response byte string sent by an entity in the outside world; for
example, a complete set of queries may form a command APDU and a complete set of replies a response
APDU, thus allowing communication service from card to interface device and also, from card to card,
possibly through a network.

This clause specifies the following three features.

How the card shall use SW1-SW2 as a trigger indicating that the card wants to issue a query, for which
the card possibly expects a reply.
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How the interface device shall use the GET DATA command with even INS code (see 11.4.3) for retrieving

a query from the card and the PUT DATA command with even INS code (see 11.4.6) for transmitting a reply,
if any, to the card. Such GET DATA and PUT DATA commands shall set P1-P2 to '0000' (see Table 85).

How quer

ies and replies shall be formatted.

12.5.1 Triggering by the card

SW1-SW2 set to '62XX" with the value of 'XX' from '02' to '80' means that the card has a query of 'XX' bytes
that the interface device should retrieve and for which the card possibly expects a reply.

SW1-SW2 set to '64XX" with the value of 'XX' from '02' to '80' means that the card aborted the command; a

possible com(
possibly expe

If present in th

If a PUT DATA
then

with '64X
with '64X

12.5.2 Queri

For retrieving
with INS set tq

SW1-SW
retrieve a
the card-g

SW1-SW
outside w

For transmittir]
and P1-P2 se|
commands sh
the replies is t

12.5.3 Formats

The value of |

If the first

s and replies

letion of the command is conditioned by the recovery of a query of 'XX' bytes, for which.th
Cts a reply.

e historical bytes with a value such as above, SW1-SW2 shall be interpreted as above.

command (see 12.5.1, dash 2) for transmitting a reply is aborted with SWW1-SW2 set to '

' from '6402' to '6480', the card wants to send at least one more quéry-of 'XX' bytes;

K' set to '6401', the card is expecting an immediate reply.

B query of 'XX' bytes available in the card, the interface device shall send a GET DATA cor
'CA', P1-P2 set to '0000' and an L, field set to 'XX".

P set to '62XX" with the value of 'XX' from 82" to '80' means that the interface device
further query of 'XX' bytes and concatenate it to the already retrieved query before prog
riginated byte string in the outside world.

P set to '9000' means that the card-originated byte string is complete; it may be processeq
prid.

g a reply to the card, the interface device shall send a PUT DATA command with INS set {
I to '0000'. If the response byte string is too long for a single command, then several Py
all be chained (see 5¢3.3). Each PUT DATA command transmits a reply and the concatens
ne response byte string.

ne first byte of the card-originated byte string indicates a format as follows.

byle’is set to 'FF', then the subsequent bytes shall encode an initial protocol identifier acg

e card

BG4XX',

hmand

should
essing

in the

o 'DA’,
T DATA
tion of

ording

to ISO/IE

C TR 9577 the hyh:\ Q’rringq shall r‘nmply with the indicated prnfnrnl

together shall form a C-RP.

Otherwise (i.e. when the first byte is not set to 'FF'), the card-originated byte string and the response

All conditions are relevant to the transmission protocol indicated by the card, except for the proper use of GET
DATA command, PUT DATA command and status bytes SW1-SW2. This clause makes no assumption on the
need for a response and on the entity responsible for the contents of the possible response.

12.6 General feature management

This service allows the card to inform the external world about existing features on the card in a generic way.
A template (DO'7F64') which is possibly extendable in the future by adding additional sub-templates is located
in the card, e.g. in the EF.ATR/INFO (see 12.2.2) and/or in the FCI of any application DF. In general the

112
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information may apply to all applications. Values specified in application FCI apply to that application only,
possibly superseding values specified in the EF.ATR/INFO. EF.ATR/INFO or an application FCI shall not
contain more than one instance of DO'7F64'. The information may be retrieved by reading EF.ATR/INFO or in
the response data field of a command selecting an application.

This service supports the retrieval of condensed information about installed features and applications. An
interface device may retrieve additional information about installed features and applications as defined by

other standards.

12.6.1 On-card services

12.6.2

Internd
comm
parallg
inform

s an on-card feature/mechanism. A set bit indicates the existence of this feature
123 shows already predefined on-card services.

Interface services

tional standards define a great variety of interfaces which might' be active in
inication mechanisms of each protocol do not offer any possibiliti€s to indicate the exis
| usage of multi interfaces. This sub-template in the feature“management templa
htion about existing protocols and the way of communication handling (see Table 123).

Table 123 — Template for Features/Management DO'7F64'

| in the feature
bits. Each bit
on the card.

parallel. The
tence and the
ite offers the

Tag| | Length Meaning
'81' Var. [ Sub-Template Identifier for On-Card Services
Feature-List [0..n], expandable
b8 | b7 | b6 | b5 | b4 | b3 | b2} b1 Meaning of bits in the first byte
1 - - - - - - - | Display
- 1 - - - < - - | Biometric Input Sensor
- -] x| xaj X | x | x [ x J0O00000 (any other value is RFU)
'82' Var. | Sub-Template‘ldentifier for Interface Services
Commupnication Feature-List [0..n], expandable
b8 § b7/| b6 | b5 | b4 | b3 | b2 | b1 Meaning of bits in the first byte
1 - - - - - - - | simultaneous uses of indicated interfaces possiple
0 - - - - - - | activation of at most one of the indicated interfages possible
- - - - - - - 1 ] T=0 according to ISO/IEC 7816-3
4 F=4-accordingtotSOHECF846-3
- -1 -1 - -1 - - ] contactless according to ISO/IEC 14443
- - -1-11 -] - - JUSB according to ISO/IEC 7816-12
-b-1-0111-1-1-1- ISWPaccordingto ETSI TS 102613, TS 102 622
- x [ x| - - -] - - 100 (any other value is RFU)

12.6.3 Profile services

This standard defines short cut services for applications, e.g. application selection by AID or path (see
12.2.5.2 and 12.3) Many applications, especially supporting legacy versions, have to supply different
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hardware chips with a variety of features. Terminals of these applications need to identify the application and
the possible feature set of the card in a very fast way.

This identification is provided by the profile service, e.g. in an EF.DIR.

Table 124 — Interindustry DO for application profile identification

Tag Value

|73|

Application Profile Indicator

12.6.4 ProviJion of additional information

Detailed infor!
template. This
Tag and contg

12.7 APDU

12.7.1 Extendled length information

The presence
card capabiliti

Table 119).
DO'7F66' may
former case, {

that applicatio

EF.ATR/INFO
instance of D(

The commang

Under tag '7F¢6":

The first
exceed th

The seco
particular
does not

mation on e.g. peripherals or protocols may be present in the general feature’ manag
information shall be provided in a constructed DO having a tag within the context specifig
nt of which may be defined in other standards or specifications.

management

of extended length information (DO'7F66') is indicated in the third software function tablg
s (see

be present in EF.ATR/INFO (see 12.2.2) and/or in the FMD of any Application DF.
he information applies to all applications. \faldes specified in the application FMD only a
N, possibly superseding values specified in'the EF.ATR/INFO.

shall contain at most one instance-.of DO'7F66'; an application FMD shall contain at mg
D'7F66'. All DOs nested in DO'7E66' have a variable length.

- and response-APDU sjze limitations are defined by two integers, each nested in a [

PO'02" shall contain®a positive integer. The number of bytes in a command APDU sh
is number.

hd DO'02' shall ‘contain a positive integer. If the card does not support response chainin
C-RP thentin such a C-RP N, shall be set such that the number of bytes in a response
pxceed-this number.

ement
class.

of the

In the

Oply to

st one

DO'02".

all not

g for a
APDU

12.7.2 List of

supported INS codes

An INS list DO'5F63' may be present in EF.ATR/INFO (see 12.2.2) and/or in the FMD of any Application DF.
In the former case, the information applies to all applications. Values specified in application FMD only apply
to that application, possibly superseding values specified in the EF.ATR/INFO.

If DO'5F63' is

present then EF.ATR/INFO or any application FMD shall contain at most one instance.

The INS list DO'5F63' nests a concatenation of INS bytes supported by the card or application.
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Annex A
(informative)

Examples of object identifiers and tag allocation schemes

A.1 Object identifiers

For IS
follow;
The cq
on the
the nu

As a fi

78

— Af
10

The d4
AID =
AID =

Asas
obtain

97

— Af
11

The data element '28 CC46 05,02 references the second mechanism in ISO/IEC 97981 ie.

identifi
DO

As a
obtain

99
— Af]

D standards, the first byte Is 2o, 1.e. 40 In decimal (see ISO/IEC 8625-T). One or more

ncatenation of bits b7 to b1 of the bytes of a series encodes a number. Each number sh
fewest possible bytes, that is, the value '80' is invalid for the first byte of a series” The
Mber of the standard; the second number, if present, is the part in a multi-partstandard.

st example, {iso(1) standard(0) ic-cards(7816)} references ISO/IEC 7816\°L

16 is equal to '1E88', i.e. 0001 1110 1000 1000, i.e. two blocks of seyen bits: 0111101 00

er insertion of the appropriate value of bit b8 in each byte, the{encoding of the first seri
11 1101 0000 1000, equal to 'BD08'.

ta element '28 BDO8' may be used in AIDs of standard«Category (see 12.2.3).
'E8 28 BD08 0B XX ... XX' (ISO/IEC 7816-11 specifies‘the application identifier extensiq
'E8 28 BDO08 OF XX ... XX' (ISO/IEC 7816-15 specifies the application identifier extension

bcond example, {iso(1) standard(0) e-auth(9798) part(5)} references ISO/IEC 9798 Th
bd as follows.

98 is equal to '2646', i.e. 0010 0110 0400 0110, i.e. two blocks of seven bits: 1001100 10

er insertion of the appropriate value*of bit b8 in each byte, the encoding of the first seri
[001100 01000110, equal to 'CC48".

er may be conveyed in a DO (tag '06', universal class, see ISO/IEC 8825-1).
= {'06 05 28 CC 46 05:02"}

hird example, {iso(1) standard(0) mess(9992) part(2)} references 1SO 9992-21"%. The
bd as follows:

92 is equal to '2708', i.e. 0010 0111 0000 1000, i.e. two blocks of seven bits: 1001110 00
er insertion of the appropriate value of bit b8 in each byte, the encoding of the first seri

11

|

eries of bytes

bit b8 is set to 0 in the last byte of a series and to 1 in the previous bytes, if there is more|than one byte.

Il be encoded
first number is

D1000.
bs is therefore

n ‘XX ... XX').
XX ... XX").

e first series is

D0110.
bs is therefore

(5Q2. Such an

first series is

D1000.
es is therefore

|00 1110 0000 1000, equal to 'CE08'.

The data element is '28 CEO8 02' (the second series is '02'). It may be conveyed in a DO.

DO

= {'06 04 28 CE 08 021}

A.2 Tag allocation schemes

Example of default tag allocation scheme

DO1 = {59 02 95 021}
DO2 = {'5F 24 03 97 03 31

DO1 (tag '59', card expiration date) encodes February 1995 as card expiration date (see ISO/IEC 7816-6).
DO2 (tag '5F24', application expiration date) encodes March 31% 1997 as application expiration date.
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Example of compatible tag allocation scheme

DO1 = {78 06' {06 04 28 CE 08 02'}}
DO2 = {'5F 24 03 97 03 31}

DO3 = {'70 04' {!80 02 XX XX}}

DO4 = {'67 06' {’5F 29 03 XX XX XX}}

DO1 (tag '78', compatible tag allocation authority) indicates a compatible tag allocation scheme defined in
1ISO 9992-2 "% referenced by its object identifier. If DO1 appears either in the initial data string (see 12.1.2), or
in EF.ATR/INFO (see 12.2.2), then the tag allocation authority is valid for the entire card. If DO1 appears in
the management data of a DF (see 7.4), then the tag allocation authority is valid within that DF.

DO2 (tag '5F2

DO3 (tag '70',
defined in 1ISO

DO4 (tag '67,,

Another example of compatible tag allocation scheme

DO1 = {’5F
DO2 = {70
DO3= {67 (

DO1 (tag '5F2)

DO2 (tag '70',
which specifie
defined in ISO

DO3 (tag '67',
that it cannot
DO with tag '7

Example of

DO1 = {79
DO2 = {'7E
DO3 = {70

DO1 (tag '79'
standard refer]

4, application expiration date) encodes March 31 1997 as application expiration date.

9992-2 "% the meaning of tag '70' is also defined in 1ISO 9992-2 1'%,

authentication data template) contains the interchange profile DO, tag '5F29'".

P4 03 97 03 31}
DC' {06 04 28 CE 08 027} {'80 04 XX XX XX XX'}}
6' {'5F 29 03 XX XX XX'}}

', application expiration date) encodes March 3114997 as application expiration date.

s that the subsequent DO, tag '80', is defined’in 1SO 9992-2"2. The meaning of tag '70'
9992-21%,

interindustry authentication data template) contains the interchange profile DO, tag '5F29
contain DOs defined in 1SO 999252, because of the choice not to transmit the interir
B'.

coexistent tag allocation scheme
D5' {'06 03 28 XX XX'}}

06' {'5F 24 03,9703 31'}}

DB {' XX XX-XX XX XX XX'}}

coexistent tag allocation authority) indicates a coexistent tag allocation scheme defing
encéed )by an object identifier starting with '28', therefore an ISO standard. Mandatory in

interindustry template according to the included tag allocation authority) contains a)DO, tag '80',

interindustry template defined according to the‘included object identifier) contains a DO, fag '06',

is also

. Note
dustry

d in a
such a

scheme, DO1

shall appear either

— in the initial data string (see 12.1.2) or in EF.ATR/INFO (see 12.2.2) if the tag allocation authority is valid
for the entire card, or

— in the management data of a DF (see 7.4) if the tag allocation authority is valid within that DF.

DO2 (tag '7E') is an interindustry template for nesting interindustry DOs. Note that the interindustry DO
“application expiration date”, tag '5F24", is present, encoding March 31 1997 as application expiration date.

DO3 (tag '70', interindustry template to be interpreted according to the tag allocation authority indicated in
template '79') can only be interpreted according to the standard indicated in the object identifier.
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Annex B
(informative)

Examples of secure messaging

B.1 Cryptographic checksum

This ¢
for ead

In the
numbe

In the
either

In the
11, i.e

Alternatively the header may be encapsulated in a DO with tag '89', i.e. an SM DO to be i

compu

Case

heade
coding
CLA it
add or

Case

ause shows the use of secure messaging (see clause 10) and cryptographic checksums
h of the four cases of C-RPs defined in ISO/IEC 7816-3.

examples, the notation T* means that bit b1 of the last byte of the tag field iis set to
r), i.e. that the SM DO shall be included in the computation of a data elementfor authenti

examples, the notation CLA* means the use of secure messaging in the'data fields: in Cl
bits b8, b7 and b6 set to 000 and bit b4 set to 1, or bits b8, b7 and b6 set to 011.

bxamples, the notation CLA** means that bits b8, b7 and b6 of CLA ‘are set to 000 and bit
that the command header shall be included in the computation-0f a data element for auth

tation of a data element for authentication.

| shows how bit b3 in the first coding of CLA (see Table 2) mandates the protection of
by a cryptographic checksum, and how the*function is optionally supported when usi
of CLA (see Table 3). In Case 1, protectionZof course applies. The use of bit b3 in the
is not shown in other cases, to simplify the examples, and because the outcome is alw
e block at the beginning of the data covered by the cryptographic checksum of a commar

— No command data, no response data

Command header Command body

(see 10.2.3.1)

1 (an odd tag

cation.

LA (see 5.4.1),

s b4 and b3 to
entication.

hcluded in the

the command
ng the second
first coding of
ays the same:
d APDU.

CLAINS P1 P2 | Absent

Response body Response tr

Biler

Absent | SW1-SW|

P |

Case

.a = Status not protected

Th crtmntinn o mada that tha cammand handar 1o tn bhAa neratantad oo it 1o tha Aanhvy o 0 N
e assumption-s-nade-thatthe-command-header as--s-the-orh-iter-to-pr

RP.

Command

hea

T rrooS O tOT T PTOTT CtT O

der Command body

btect in this C-

b7 in
CLA*

CLA* INS

P1

New L. field — New data field = {T - L - Cryptographic checksum}

P2

New L field - New data field= {T* - L - Command header} {T - L - Cryptographic checksum}

If the length of the cryptographic checksum is four bytes, then the new L. field is set to '06' (top line) or '0C'
(bottom line).

New data field = One or two DOs = conditional {T* - L - Command header} then {T - L - Cryptographic
checksum}
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Data covered

— first coding of CLA, one block = [CLA*™ INS P1

by the cryptographic checksum:

P2 Padding]

— second coding of CLA, one block = [{T* - L - Command header} - Padding]

The secured response APDU is as follows.

Response body

Response trailer

Absent

SW1-SW2

Case 1.b — Jlatus protected

The secured g

ommand APDU is as follows.

Command b7 in
header Command body CLAY
CLA* INS P1 New L; field - New data field = {T - L - Cryptographic checksum} -New’Ls-field = '00' 1
New L. field - New data field = {T - L - Command header} {T - L - Cryptographic checksum} -
P2 i 0
New L, field = '00
New data field = One or two DOs =

conditional {T
The differenc
response dat
checksum are

The secured r

the same as in case 1.a.

bsponse APDU is as follows.

Response body

- L - Command header} always ending with {T - L - Cryptographic checksum}

with case 1.a is the New L, field = '00', because the cryptographic checksum belo|
which must be required by the presencecoefyL.. The data covered by the cryptog

Response trailer

ngs to
raphic

New da|

fa field = {T* - L - SW1-SW2} - {T"<L - Cryptographic checksumy}) ‘

SW1-SW2

New data field

Data covered

Case2—No

The unsecure

command data, response data

] C-RP is as follows.

= Two DOs = {T* - L= SW1-SW2} - {T - L - Cryptographic checksum}

<l

by the cryptographic’checksum = One block = [{T* - L - SW1-SW2} — Padding]

Com

o= &
e rreater

Fal -l
U Taooay

CLAINS P1 P2

L. field

Response body

Response trailer

Data field

SW1-SW2

The secured command APDU is as follows.

Command header

Command body

CLA* INS P1 P2

New L. field - New data field - New L. field (one or two bytes set to '00")
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New data field = Two DOs = {T* - L - N¢} - {T - L - Cryptographic checksum}
Data covered by the cryptographic checksum = One block = [{T* - L - Ng} - Padding].

NOTE If the original L. field is '00' or '000000', the value field may be absent, i.e. the respective DO will be '97 00’
(see 10.4).

The secured response APDU is as follows.

Response body Response trailer

New data field ‘ SW1-SW2

New dpta field = Three DOs =
{T* 1 L- Plain value} - {T* - L - SW1-SW2} - {T - L - Cryptographic checksum}

Data govered by the cryptographic checksum = one or more blocks, depending on,the plain valug, e.g.:

— Ope block = [{T* - L - Plain value} {T* - L - SW1-SW2} - Padding]
— Tyo blocks = [{T* - L - Plain value, start] - [Plain value, end} - {T* - L &8W1-SW2} - Padding]

Case 3 — Command data, no response data

The unsecured C-RP is as follows.

Command header Command body

CLA INS P1 P2 L. field - Data field ‘

Response body Response trailer

Absent SW1-SW2 ‘

Case 3.a — Status not protected

The sacured command APDU'is as follows.

Command header Command body

CLA* INSR1P2 New L. field - New data field

New dpta field or new command payload = Two DOs
= {T* -|lb=Plain value} - {T - L - Cryptographic checksum}

Data covered by the cryptographic checksum = one or more blocks, depending on the plain value:
1. [{T*-L- Plain value} - Padding]

2. [{T*-L - Plain value}] - [Padding]

3. [{T*-L - Plain value, start] - [Plain value, end} - Padding]

In example 1, with 8-byte blocks, the maximum L in the plain value DO is 5, in which case the block ends with
one byte of padding.

In example 2, with 8-byte blocks, L in the plain value DO is 6. The DO fills the block, which must be followed
by a full block of padding.
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