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Foreword

ISO (the International Organization for Standardization) and IEC (the Intefnatidnal
Electrotechnical Commission) form the specialized system for 'worldwfide
standardization. National bodies that are members o or IEC participate in the
development  of teéchnical/ committ¢es

ith. barticular fields| of

and” IEC\ have established a jgint
sationgl Standards adopted|by

tional bodies for votipg.

reqtices approval by at least 75 % of the

8O/IEC 7816-4:1995 was prepared|by
'C 1, Information technology, Subcqm-
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Introduction

The|integrated circuit(s) cards with contacts are identification cards intended for
infofmation exchange negotiated between the outside and the integrated circuit
in the card. As a result of an information exchange, the card delivers information
(computation results, stored data), and/or modifies its content (data storage,
event memorization).

Part|4 of ISO/IEC 7816 is one of a series of standards describing the parameters
for guch cards and the use of such cards for international interchange.

Thig amendment fixes the impact of secure messaging on the structu

=
o
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Information technology — Identification cards —

Part 4:
Interindustry commands for interchang

AMENDMENT 1: Impact of sect
structures of APDU messag

ging on the

Status information (e.g., SW1 SW2)

In table‘21, replace the value 'BA' by the following two values.

'AC', 'BC'
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Insert the following subclause.

5.7 Impact of secure messaging on the
structures of APDU messages

© ISO/IEC

Similarly, the response APDU shall be encapsulated as
follows.

— If there is a data field, the L, data bytes shall be

carried

The structures of APDII messages are specified in 5 3
According to 5.3.1, the command APDU consists of a
mandatory command header of four bytes conditionally
followed by a command body (see figures 3 and 4); the
decoding of the command body is specified in 5.3.2 (see
figurg 5 and table 5). According to 5.3.3, the response
APDU consists of a conditional response body followed by
a mandatory response trailer of two bytes (see figure 6).
Figurg¢ 8 shows the structures of APDU messages.

and header

INS P1 P2
ur bytes)

Comn

CLA
(fd

Command body

(L. field] [Data field] [L, field]
(L bytes, denotedas B;toB))

Response body Response trailer

SW1 SW2
(two bytes)

[Data field]

(L, data bytes)

Figure 8 — Structures of APDU message

Clause 6 specifies APDU commands and responses\for
basic|interindustry commands. Clause 7 specifies
commands and responses for Issi

the |
struct
sema
clausg
syntap

Mpact of secure messaging
ures of APDU messag

This
as sq
as sf
possi

ecified in 53 SO as
ble misunderstangi

For s¢
priate
or 'A
indicg
command body shall be de
encapsulated as follews.

- If there(1s),'a data field, the L. data bytes shall be
brried

e either by a plain value data object ('80',
‘B2 'B3’, see table 19),

ted as CLA* in figu e9 an
s0ds

§ annex F; if present, the
d according to 5.3.2 and

‘81",

® either by a plain value data object ('80%\ 181,

‘B2', 'B3’, see table 19),

* or by a data object for confidentiality (from '84' to
'87', see table 22).
— If needed, the respons e trailer’shall be carried by a
status information dg see table 19){ the

Figure 9 sho secured APDU

messages.

— Eve eld may carry additional SM flata
checksum ('8E') at| the
provides Hlustratlve examples
es the length of the new gata
ed command APDU
feld shall be empty when no data ffield
in  the ' secured response ARDU;

the

eC
7

ving entity after processing the secured ¢
nd. It may be encapsulated for protection.

ommand header Command body

[New L. field]
{ [New data field] =
[T L. Databytes] [T '01'or'02' L] }
[New L, field]

CLA* INSP1 P2
(four bytes)

Response body Response frailer

[New data field] =
[T L, Databytes] [T '02" New SW1 SW2]

New SW1 §W2
(two bytek)

Figure 9 — Structures of secured APDU messagep

NOTES

1 The lengths from 1 to 127 are coded in the same way in BER-TLV

length fields as in APDU length fields. The codings differ for 1284 and
more. |
2 As stated above, further or other SM data objects may be

present in the new data fields.

e or by a data object for confidentiality (from '84' to
'87', see table 22).

— If there is an L, field, the value of L, shall be
carried by a L, data object (either '96' or '97', see
table 19); the value field codes an unsigned positive
integer on one or two bytes; both the null value and
the empty data object mean the maximum.

3 When securing messages, it is not always apparent whether the
data to be protected have a BER-TLV structure. Then the tags ‘80°, ‘81",
‘86" and ‘87" are recommended.
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Replace the existing annex F (two pages) by the following revision (three pages).

Annex F

(informative)

Use of secure messaging

F.1 Abbreviations
For|the purposes of this annex, the following abbrevia-
tior|s apply.
CC| cryptographic checksum
CG| cryptogram
CH| command header (CLA INS P1 P2)
CR| control reference
FR| file reference
KR| key reference
L | length
LE| value of L, in the unsecured command {on
bytes coding an unsigned pogsiti
value means the maximum)
PB| padding bytes (‘80" followed b
where k is the block leng
Pl | padding indicator b
PV| plain value
RD| response descriptor
T tag
il concatenation
F.2 Cryptogr um
Actording to 5.75the u cryptographic checksums

e 5.6.3.1) issshown for the four cases defined in table
nd figure-4.XIn the examples, the value of Lqc is four.
A* indicates the use of secure messaging, i.e., the bit
is eqguakto 1 in CLA which is equal to '0X’, "8X’, '9X" or
' gecording to table 9.

(s8
4 g
Cu
b4
‘A

The sec

ured co
Commanrd hea

\ Wield one byte = '06') |l

New data field  (six bytes)

ured response APDU is as follows.

trailer
ISW2

Response body
Empty

Responss
| New SW1

— Case 1.b — Status to be protected

The secured command APDU is as follows.
Command header Command body

New L, field (one byte ='06) Il

CLA* INS P1 P2 New data field (six bytes) |l
New L, field (one byte = 00)

New data field = One data object =

Data covered by CC (b3=1 in CLA¥) =

One block =
CHIIPB \

The secured response APDU is as follows.

— Case 1 — No data, no data

The unsecured command-response pair is as follows.

Command header Command body

Resporse trailer
New SW1 SW2

Response body
New data field

New data field = Two data objects =
Tsw (b1=1) Il Lew Il SW (= New SW1 SW2) I

rCLA INS P1 P2

Empty Tee L 1CC

Response body

Response trailer Data covered by CC = One block =

Empty

SW1 SW2

Tew (b1=1) Il Lew Il SW Il PB
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— Case 2 — No data, data

The unsecured command-response pair is as follows.

Command header Command body

CLA INS P1 P2

L, field

Response body Response trailer

Data field

L

SW1 SW2

The secured command APDU is as follows.
Comm

() 3
o rreacer

© ISO/IEC

The secured response APDU is as follows.
Response body

Response trailer
I Empty

[ New sw1 sw2 B

— Case 3.b — Status to be protected

The secured command APDU is as follows.

Command header Command body

boay

CLA*[INS P1 P2 New L. field Il New data field |l

New L, field (one or two bytes = '00")

New dgta field = Two data objects =
Tie 1= I L HLE N
Tec Il Lee 1 CC

Data c¢vered by CC =

® (ne block if b3=0 in CLA* =
Teb1=1) 1L IILENIPB
wo blocks if b3=1 in CLA* =
CHIIPBII
Tebl=1)1IILIILEIPB

—

The segured response APDU is as follows.
Response body
New data field

Response trailer

New SW1 @’wzﬂ

New d3ta field = Three data objects =
Tey (b1=1) Il Lpy Il PV I

[Tow (B1=1) Il Lgyy II SW (= New SW1 SW2)]
Tee ll Lecll CC

Data cqvered by CC = One or more bld
Thy (b1=1) Il Lpy Il PV 1l [Ty

— Casg 3 — Data, no dato

The ungecured command-respofise pair |

Commahd header /C\\m andQod
ie i

CLA INS P1 P2 Lo Ié\ll DataYield

Respop\sequy \ \Be)sponse trailer
& \ N\ swiswe ]
N

3.a — Status no

— Casq be protected

The sequred command\APDU is”as follows.
Commahd header

CLA* INS P1 R2

Command body
New L. field I

New data field

New dgta‘field = Two data objects =
To bl=1) I 1 . PV

CLA* INS P1 P2 New L. field I New data field |

New L, field (one or two bytes = '00))

New data field = Two data objects =
Tey (b1=1) Il Lpy Il PV
Tee llLee 1CC

Data covered by CC =

TPV (b1 :1

The sécured response
57 Response bod Response trailer

(A\\/ / _N&W datadield New sw1 swz| |

N I ,
datafeld = Two data objects =
Tew ) Il Lsw Il SW (= New SW1 SW2) ||

— Case 4 — Data, data

The unsecured command-response pair is as follows.
Command header

CLA INS P1 P2

L

The secured command APDU is as follows.
Command header

Command body
Lcfield Il Datafield Il L, field

Response body
Data field

Response trailg¢
SW1 SW2

=

Command body

CLA* INS P1 P2 New L, field Il New data field |l

New L, field (one or two bytes = '00")

New data field = Three data objects =
Tey (b1=1) Il Lpy I PV I

Tee IlLee 1 CC

Data covered by CC =
® One or more blocks if b3=0 in CLA*
Tey (b1=1) I Lpy Il PV Il PB

e Two or more blocks if b3=1 in CLA*
CHIPBI

Tey (b1=1) Il Lpy Il PV 1| PB

Il

T VN D AT ol oo
L SRS AL A L = I = | =y e

Data covered by CC =
® One or more blocks if b3=0 in CLA* =
Toy 01=1) 1l Ley 1PV T (b1=1) 11 Lg 1 LE Il PB
* Two or more blocks if b3=1 in CLA* =
CHuPBI
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The secured response APDU is as follows.

Response body Response trailer

Naws dAats fiald

NEW Gata 1ieiG = New SW1 SW2

SW OvVvi Ovve

New data field = Three data objects =
Ty (b1=1) Il Lpy Il PV I
[Tsw (b1=1) Il Lgw I SW (= New SW1 SW2)] Il

ISO/IEC 7816-4:1995/Amd.1:1997(E)

F.4 Control references
The use of control references (see 5.6.5.1) is shown.

Command data field =
Ter Il Leg ITCR

where CR =T Il NFRIUT. L.l KR
wnere Ln YER M R gy hKR

(- )
=FR “KR

Tee Il Lee Il CC
[ P -~ . T MNenn ~Ar mamen balaal o
dld Ccoveieu Dy LL = Ulie Ul 1Tore DIVLRS = -
Taulbl=1) I 1o, I PV I [Tep (b1=T) Il Lo, Il SWI LI PB F.5 Response descriptor

F.3 Cryptograms

The usp of cryptograms with and without padding (see
5.6.4) it shown in data fields (command APDU as well as
responge APDU). Instead of the plain value data objects

in the previous examples, data objects for confidentiality
shall bg¢ used as follows.

— Cas¢ a — Plain data not coded in BER-TLV

Data figld =
Teicg ! Lprcg T PHITCG

Data carried by CG = One or more blocks =
Non BER-TLV coded data
and padding bytes according to Pl

— Casg¢ b — Plain data coded in BER-TLV

Data figld =
Teg Il Leg 11 CG

Data ¢
BER-TLV data objectg’ (paddi
algorithm and its me

The use of response descriptors (see 5.6.5.2) is shown

Command data field =
Tro Il Lgp I RD

where RD O\l Tl 00!

Response data field =
Tey Il Lpy 1 PV

APDU (starting by CH)
% padding bytes according to PI

Torco Il Lpicg 1 PLICG

Data carried by CG =
Response APDU
and padding bytes according to Pl
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