INTERNATIONAL ISO/IEC
STANDARD 7816-3

Third edition
2006-11-01

Identification cards — Integrated circuit
cards —

Part 3:
Cards with contacts — Electrical
interface and transmission protocgols

Cartes d'identification ~— Cartes a circuit intégré —

Partie 3: Cartes-aycontacts — Interface électrique et protogoles
de transmission

Reference number
ISO/IEC 7816-3:2006(E)

ISO|IEC
pzg . © ISO/IEC 2006



https://iecnorm.com/api/?name=3e3ee9873783cc63b5dc227054d5a95e

ISO/IEC 7816-3:2006(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© ISO/IEC 2006

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20

Tel. +412274901 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2006 — All rights reserved


https://iecnorm.com/api/?name=3e3ee9873783cc63b5dc227054d5a95e

ISO/IEC 7816-3:2006(E)

Contents Page
[0 T =312 oY (o iv
0 o 11 e 4 oY v
1 T o - ST PRR 1
2 NOIMATIVE TETEIENCES .. ..o oo cieremerreeennserennsssrennsseeeenassrennssrerennsseeennsseeennsseeennsmneohusssssrennnssrrnnes 1
3 Terms and definitioNsS........ceeeciiiiiiiiie s sssa e ssssassssssrees s ibvben e ererensnnnnssnnens 1
4 Symbols and abbreviated terms ............cccciiiiiiiccccsr e e s nmn e b e s 3
5 [ =] [=Yo2 g To=1 I o3  P=1 = o3 =] o =3 4 L3S ) S SO 5
5.1 L€T=Y 1= - N . Y SO 5
5.2 {00 01 = (o = N 6
6 Card operating ProCedure.........cireirre e K afe e s e smmnne e s e e ssns s smnnah e s e s snsmnnnneneeas 9
6.1 T T3 1 o =P v S K 9
6.2 Activation, resets and class selection............ e i b 9
6.3 Information exchange.........cccccviiciinnini e S b —— 1
6.4 0= Lo (Y- U1 oY o ! 12
7 AsyNChronous Character ........... et ssssssssssssssssssssprssssssnnnnnnnnns 13
71 Elementary time UNit..........cccooiiicccr st S s s s s s s s s s s s s s s s s e e s s s nn e e s b ensnsnsnn s s 13
7.2 (031 F=1 = To3 €= g -1 1 1 (= O S 13
7.3 Error signal and character repetition...........o.ccccooirriiirirrrrirrrrrrrrrrrrrrrrrrrrrr s e 14
8 N 0 1= g o T (=Y - Y ESO 15
8.1 Characters and coding conventionsi............ccoccccermirrerinnsccssnmere e ss s s ssssmsereesssssssssssmsessshessssssssmnenenas 15
8.2 ANSWET-10-RESEL ....cceiiiieeiiiiic T i ieeet i ires s it rses s rsssss s rranssssrenssssrannsssrennsssssansssssennsssrennsshssennssnsnnnnnns 16
8.3 Global interface bytes ............i i ———— 18
9 Protocol and parameters Selection............. i b e, 20
9.1 [ SRS o T= g T [ e SR 20
9.2 PPS request and reSPORSE ........cccceiiiieiriininns s snn s ssss s s sssh s 20
9.3 Successful PPS @XEhange ... s aba s s e 21
10 Protocol T=0, half-duplex transmission of characters .............ccccoverrirrrricccsicrrrennne s, 22
0.1 | SCOPE oot i eriiiiisccsssmnrer e s e s ss s s s s ssmsre e e e e sas s s s ms e s e e eesas s s s smne e e e e eesans s snnnneeenesanssssnnnnneenessnsnnnnnsshassssannnnneneran 22
L0072 B 04 1 T 1= 1 1= o == O S 22
10.3 | Structure.and processing of COMMANAS..........cccccceriiiiiiiccciserrrre e sssne e e e b e s s s nmnne e 22
1 Protocol T=1, half-duplex transmission of bIOCKS .........cccccccmrriicccicmrrinninsccceeerereees b, 24
1.1 ST edT o L= T Lo 0] 14 Lod | o] L= P SSRRPIN SRR 24
11.2 ChHaracter frame ...........cociiieceiiiiessiiieessiiieesssiiesssiiesssssereassseeensssteesssssrenssseesnssstsznsssseennsssesashasssrennssssennns 24
11.3 2] Lo T 1 1 =1 1 1= 24
T S o o1 o YooY o T= 1= 14 T=T =Y P 27
11.5 Character component operation at data link layer ... 28
11.6  Block component operation at data link layer............coo e 28
12 Transmission of commMand-reSPONSe PAIIS .......ccceeiiiiiiiiiiiiiiii s r e e s e e eeeeneeen 32
121 Application protocol data UNItS.........ceceeeeemimemimmmemeeeeneeeenennnnsn s smmmnmnnes 32
12.2 Command-response pair transmission by T=0 .......ccccccoveciiiimiiiin s sse e mnneeees 34
12.3 Command-response pair transmission by T=1 .......cccccoiiciiiimriii s mnnee s 40
Annex A (informative) Scenarios fOr T=1.......cccocciiiiiiiicccierrirr s sssssr e s s ssss e e e s e s s s ssnn e s e e s ee s e nnmennnees 42
L= 0] [T'e o - o] 172 50

© ISO/IEC 2006 — All rights reserved iii


https://iecnorm.com/api/?name=3e3ee9873783cc63b5dc227054d5a95e

ISO/IEC 7816-3:2006(E)

Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gove
technology, I

International

The main tas
Standards ad(
an Internation

ISO/IEC 7816
Subcommitted

This third edit
revised. It alsq

In addition, it
transmission (]

ISO/IEC 7816
cards:

Part 1: Ca

Part 2: Ca
Part 3: Ca
Part 4:
Part 5: Re
Part 6: In

Part 7: In

Ornganization, security and commands for interchange

rAmental, in liaison with 1SO and IEC, also take part in the work. In the field of infor
O and IEC have established a joint technical committee, ISO/IEC JTC 1.

tandards are drafted in accordance with the rules given in the ISO/IEC Directives; Part 2.
k of the joint technical committee is to prepare International Standards:\Draft Intern
b| Standard requires approval by at least 75 % of the national bodies ¢asting a vote.

L3 was prepared by Joint Technical Committee ISO/IEC JTC™, Information techi
SC 17, Cards and personal identification.

on cancels and replaces the second edition (ISO/IEC 7816-3:1997), which has been tech
incorporates the Amendment ISO/IEC 7816-3:1997/Amd.1:2002.

ncorporates material extracted from the first edition of Part 4 (ISO/IEC 7816-4:1995), so t
rotocols are no longer present in the second edition of Part 4 (ISO/IEC 7816-4:2005).

consists of the following parts, under the\general title Identification cards — Integrated|

rds with contacts — Physical characteristics
rds with contacts — Dimensions and location of the contacts

rds with contacts — Electrical interface and transmission protocols

bgistration of<application providers
erindustrydata elements for interchange

erindustry commands for Structured Card Query Language (SCQL)

mation

ational

pted by the joint technical committee are circulated to national bodies for voting. Publicaion as

ology,

nically

hat the

circuit

Part 8:

Part 9:

Commands for security operations

Commands for card management

Part 10: Cards with contacts — Electronic signals and answer to reset for synchronous cards
Part 11: Personal verification through biometric methods

Part 12: Cards with contacts — USB electrical interface and operating procedures

Part 13: Commands for application management in multi-application environment

Part 15: Cryptographic information application
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Introduction

ISO/IEC 7816 is a series of standards specifying integrated circuit cards and the use of such cards for
interchange. These cards are identification cards intended for information exchange negotiated between the
outside world and the integrated circuit in the card. As a result of an information exchange, the card delivers
information (computation result, stored data), and/or modifies its content (data storage, event memorization).

Five p

BrtS are speciiic o cards with galvanic contacts and three of them specity electrical Intefia
O/IEC 7816-1 specifies physical characteristics for cards with contacts.
O/IEC 7816-2 specifies dimensions and location of the contacts.

O/IEC 7816-3 specifies electrical interface and transmission protocols forasynchronous ¢

DTE The first and second editions of ISO/IEC 7816-3 specified an optional use of contact C

simce 1990 internally generates programming power, this third edition~-deprecates this use, as wel

All the
or mof

— 1S

lications in the Answer-to-Reset and the related controls in each transmission protocol.
O/IEC 7816-10 specifies electrical interface and answel<to reset for synchronous cards.
O/IEC 7816-12 specifies electrical interface and gperating procedures for USB cards.

other parts are independent of the physical.interface technology. They apply to cards ac
e of the following methods: contacts, close\¢coupling and radio frequency.

O/IEC 7816-4 specifies organization) security and commands for interchange.
O/IEC 7816-5 specifies registration of application providers.

O/IEC 7816-6 specifies interindustry data elements for interchange.

O/IEC 7816-7 specifies commands for structured card query language.

O/IEC 7816-8'specifies commands for security operations.

O/IEC 7816-9 specifies commands for card management.

OQ/EC 7816-11 specifies personal verification through biometric methods.

Ces.

ards.

b to provide the

rd with programming power required to write or to erase internal non-volatile memory. As every caid manufactured

as the related

cessed by one

— ISO/IEC 7816-13 specifies commands for application management in multi-application environment.

— IS

O/IEC 7816-15 specifies cryptographic information application.

ISO/IEC 10536 specifies access by close coupling. ISO/IEC 14443" and ISO/IEC 15693 specify access by
radio frequency. Such cards are also known as contactless cards.

© ISO/IEC 2006 — All rights reserved
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ISO and IEC draw attention to the fact that it is claimed that compliance with this document may involve the

use of patents.

ISO and IEC take no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured ISO and IEC that they are willing to negotiate licences under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect,
the statements of the holders of these patent rights are registered with 1ISO and IEC. Information may be
obtained from the following companies.

Patent holder

Toshiba Corporation
Intellectual Property Division
1-1, Shibaura 1-Chome
Minato-ku, Toklyo

105-8001, Japan

Patent number Details Foreign equivalents
Integrated circuit card, EEQ g;??%g
JPN 2537199 (priority date: 1986-06-20; ’
ublication date: 1996-07-08) USA 4833595,
P ' USA-4901276
Processing system which
transmits a predetermined
Sonstezst |omrementonaneotn® (1) erncriaane
FRA 9209880

code,
(priority date: 1991-03/12;
publication date: 1992-11-03)

Attention is drawn to the possibility that some of the elements of thiS document may be the subject of
rights other than those identified above. ISO and IEC shall not\be held responsible for identifying any

such patent rights.

Vi

patent
or all
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Identification cards — Integrated circuit cards —

e between an

, transmission

, services and

nt. For dated

Part 3:

Cards with contacts — Electrical interface and transmission
protocols

1 Scope

This pgrt of ISO/IEC 7816 specifies the power and signal structures, and information exchang
integrated circuit card and an interface device such as a terminal.

It also|covers signal rates, voltage levels, current values, parity convention, operating procedurg
mechgnisms and communication with the card.

It doeg not cover information and instruction content, such as identification of issuers and users
limits, security features, journaling and instruction definitions.

2 Normative references

The following referenced documents are indispensable for the application of this docume

referemces, only the edition cited applies.-For undated references, the latest edition of t

docum

ISO/IH
and lo

ISO/IH
comm

3

For the purposes’of this document, the following terms and definitions apply.

31

ent (including any amendments) applies.

C 7816-2, Identification cards —-Integrated circuit cards — Part 2: Cards with contacts -
Cation of the contacts

C 7816-4, Identification “eards — Integrated circuit cards — Part 4: Organization,
hnds for interchange

Terms and-definitions

he referenced

— Dimensions

security and

block

byte string comprising two or three fields defined as prologue field, information field and epilogue field

3.2

class of operating conditions
set of values for voltage and current

3.3

cold reset
first reset occurring after activation

34

destination node address
portion of the node address byte, identifying the intended receiver of the block

© ISO/IEC 2006 — All rights reserved
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3.5
elementary time unit
nominal duration of a moment within an asynchronous character

3.6
epilogue field
final field of a block, conveying the error detection code

3.7

identification card

card identifying its holder and issuer, which may carry data required as input for the intended use of the card
and for transactions based thereon

[ISO/IEC 781Q%

3.8
information hlock
block whose pgrimary purpose is to convey application layer information

3.9
information fleld
field of a block, conveying data, generally application data

3.10
interface devjce
terminal, communication device or machine to which the card is electrically connected during operation

3.1
length byte
portion of the prologue field, encoding the number of bytes in the information field of the block

3.12
node addresg byte
portion of the prologue field, indicating both destination and source addresses of the block

3.13
operating carnd
card that can ¢orrectly carry out all its functions

3.14
procedure byte
byte transmitted by the card:for indicating the progression of a T=0 command and controlling the exchgnge of
data bytes

3.15

prologue fieItE

first field of a block, consisting of three bytes defined as node address, protocol control and leng
3.16

protocol control byte
portion of the prologue field, encoding transmission control information

3.17

receive ready block

block conveying the send-sequence number of the expected I|-block, used as a positive or negative
acknowledgment

3.18

redundancy code
content of the epilogue field, computed from all the bytes in the prologue field and in the information field

2 © ISO/IEC 2006 — All rights reserved
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3.19
source node address
portion of the node address byte, identifying the transmitter of the block

3.20
supervisory block
block conveying transmission control information

3.21

transmission control

function used to control the data transmission between the interface device and the card, including block
transmission with sequence control, synchronization and recovery of transmission errors

3.22

warm reset

any reget that is not a cold reset

4 Symbols and abbreviated terms
For the¢ purposes of this document, the following symbols and abbreviated terms apply.
A B¢ classes of operating conditions
APDU application protocol data unit

BGT block guard time

BwWI block waiting time integer

BWT block waiting time

CGT character guard time

CiN input capacitance

CLA class byte

CLK clock contact

Cout output capacitance

CRC cyclic redundancy code

cwi character waiting time integer
Ccwr character waiting time

(C(6) €(7)) value of the concatenation of bytes C(6) and C(7) (the first byte is the most significgnt byte)
D baud rate adjustment integer

DAD destination node address

Dd, Di, Dn  default values, indicated values and negotiated values of D

etu elementary time unit
F clock rate conversion integer
f frequency value of the clock signal provided to the card by the interface device

Fd, Fi, Fn  default values, indicated values and negotiated values of F
GND ground contact
GT guard time

© ISO/IEC 2006 — All rights reserved 3
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INS
Ion

IoL

I/0

L

L. field
L. field
LEN
LRC
N
NAD
Na

Ne

Ne

Nm

N

Ny

(O8]
PCB
PPS
P1 P2
R-block
RFU
RST
SAD
S-block
SPU

high state

information block

current at VCC

maximum information field size
IFS for the card

IFS for the interface device

high level input current

W level Input current

nformation field

nstruction byte

high level output current

qw level output current

nput/output contact

Iqw state

lgength field for coding number N,
Igngth field for coding number N,

angth byte

gngitudinal redundancy code

D

ktra guard time integer
npde address byte

ekact number of available data bytes

=)

umber of bytes in the command data field
nmaximum number of bytes expected in the response data field

number of remaining data bytes

=)

umber of bytestin the response data field
number of éxtra data bytes still available

open systems interconnection

p ofacal caontrol hyh:\

protocol and parameters selection
parameter bytes

receive ready block

reserved for future use

reset contact

source node address

supervisory block

standard or proprietary use contact

© ISO/IEC 2006 — All rights reserved
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state H high electrical level
state L low electrical level

SW1 SW2 status bytes

T type
T=0 half duplex transmission of characters
T=1 half duplex transmission of blocks

TA, TB, ... interface bytes

TCK check character

tr fall time, from 90 % to 10 % of signal amplitude
TPDU transmission protocol data unit

R rise time, from 10 % to 90 % of signal amplitude
TS initial character

TO format byte

T, T,|.. historical bytes

Ucc voltage at VCC

Un high level input voltage

UL low level input voltage

UoH high level output voltage

UoL low level output voltage

NOTE In accordance with 1ISO 31[”, the symbols Ucc, Un, Ui, Uon and Uo. replace the former symb
Von andl VoL.

VCC supply power contact

wi waiting time integer

wT waiting time

WTX waiting time)extension

X clocK’stop indicator

Y class indicator

XY notation using the hexadecimal digits '0' to '9' and 'A' to 'F', equal to XY to the base

bls Vee, Vin, VL,

5 Electrical characteristics
5.1 General

51.1 Contact assignment

The dimensions and location of the contacts shall be as specified in ISO/IEC 7816-2.

© ISO/IEC 2006 — All rights reserved


https://iecnorm.com/api/?name=3e3ee9873783cc63b5dc227054d5a95e

ISO/IEC 7816-3:2006(E)

This part of ISO/IEC 7816 supports at least the following contacts.

C2: reset

C3: clock
C5:
C6: stand

C7:

C1: supply power input (VCC, see 5.2.1).

signal input (RST, see 5.2.2).

signal input (CLK, see 5.2.3).

ground (GND, reference voltage).

ard or proprietary use (SPU, see 5.2.4).

$ orcaraldata (1O can B 2 B
AT T4

NOTE Thi
card manufactu

5.1.2

By definition,
the correspon

All measurem|
range 0° C to
with respect tq

By definition,
and 0,4 V for

5.1.3

This documen
the card by thg

5V for cla

3V for cla

1,8 V for

The card shal
the card shall

If the card

If the intg

input/et

+

Hout f o
oot O SCrartota (1 o5, ot

document deprecates the use of contact C6 to provide the card with programming power becaus
red since 1990 internally generates programming power.

Medsurement conventions

when a card and an interface device are mechanically connected, each contact of the ca
ling contact of the interface device together form an “electrical circuit’.

50° C. All currents flowing into the card are considered pasitivé. All timings shall be me
the appropriate threshold levels.

AN electrical circuit is “not active” when the voltage-with respect to GND remains betwe
urrents less than 1 mA flowing into the interface device.

Clagses of operating conditions

t defines three classes of operating conditions, based on the nominal supply voltage prov
b interface device through VCC.

ss A.
ss B.

class C.

support one or more classes. If the interface device applies a class supported by the car
pperate as specified.

supports_.more than one class, those classes shall be consecutive.

rface-device offers more than one class, the order in which those classes are applied

e every

rd and

ents on an electrical circuit are defined with respect to GND ‘and in an ambient tempgrature

Asured

en 0V

ded to

i, then

is not

within the

scope of this document

No card shall be damaged when the interface device applies a class not supported by the card (by definition,

a damaged ca
5.2

5.21

rd no longer operates as specified or contains corrupt data).

Contacts

VCC (C1)

This contact is used to supply the card with power.

© ISO/IEC 2006 — All rights reserved
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Table 1 — Electrical characteristics of VCC under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Class A 4,5 5,5
Ucc Class B 2,7 3,3 \Y
Class C 1,62 1,98
Class A, at maximum allowed frequency 60
Icc Class B, at maximum allowed frequency 50 mA
Class C, at maximum allowed frequency 30
When the clock is stopped, see 6.3.2 0,5

The current value is averaged over 1 ms.

The maximum current is defined for the card. The interface device shall be able to deliver’this
the ramge specified for the voltage value and may deliver more. The supply power shall.maintg
value within the specified range despite transient power consumption as defined in Table 2.

Table 2 — Spikes on I¢c

current within
in the voltage

Qlass Maximum charge 2 Maximum duration Maximum variatjon P of Icc
A 20 nAss 400 ns 100 mA
B 10 nAs 400 ns 50 mA
C 6 nA.s 400 ns 30 mA

@ Thg maximum charge is half the product of the maximum duration and.the& maximum variation.
b Thg maximum variation is the difference in supply current with respett to’the average value.

522 | RST(C2)

This cpntact is used to provide the card withreset signal. See 6.2.2 (cold reset) and 6.2.3 (warm

Table 3 — Electrical characteristics of RST under normal operating conditions

reset).

Symbol Conditiohs Minimum Maximum Unit
Ul 0,8 Ucc Ucc \
L Umn -20 +150 MA
Ul 0 0,12 Ucc \
I Ur -200 +20 MA
R |tF Cin =30 pF 1 us
The voltage shall remain between — 0,3 V and Ugc + 0,3 V.

5.2.3 | “CLK (C3)

This contact is used to provide the card with clock signal. The actual value of the frequency of the clock signal
is denoted f. The minimum value shall be 1 MHz. At least during activation (see 6.2.1) and cold reset (see
6.2.2), the maximum value shall be 5 MHz. For the maximum value supported by the card, see Table 7.

Unless otherwise specified, the duty cycle of the clock signal shall be between 40 % and 60 % of the cycle
during stable operation. When switching the frequency from one value to another, care should be taken to
ensure that no pulse is shorter than 40 % of the shortest cycle allowed by the card (see maximum frequency
in Table 7). No information shall be exchanged when switching the frequency value. Two different times are
recommended for switching the frequency value, either

— after completion of an answer to reset, see 8.1, while the card is waiting for a character, or

— after completion of a successful PPS exchange, see 9.3, while the card is waiting for a character.

© ISO/IEC 2006 — All rights reserved
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Table 4 — Electrical characteristics of CLK under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Un 0,7 Ucc Ucc \Y
In Umn -20 +100 MA
UL Class A and class B 0 0,5 \Y,
UL Class C 0 0,2 Ucc \Y
I UL -100 +20 MA
iR tF Ci =30 pF 9 % of cycle
The voltage shall remain between — 0,3 V and Ugc + 0,3 V.

5.2.4 SPU

This contact is

Depending up
Answer-to-Re
ISO/IEC JTC

When the car
shall remain b|

No card shall
interface deviq

5.2.5

This contact is
two states of t

state H if

When both th
When the car
nate. During o

The interface
within the allo
keep the outp

Table 5 — Electrical characteristics of /O under normal operating conditions

/0 (C7)

state L if {he transmitter imposes this state.

(C6)
available for either standard or proprietary use, as input and/or output.

on whether the card uses SPU or not, the first TB for T=15 shall be presentyor absent
set: this global interface byte (see 8.3) indicates whether the use is standard or prop
/SC 17 reserves the standard use for future use.

J is powered through VCC, if contact C6 is connected in the interface device, then the
petween — 0,3 Vand Ucc + 0,3 V.

be damaged by an interface device where contact C6 is connected to VCC or GND as s
e complies with the previous edition (ISO/IEC 7816-3:199%).

used as input (reception mode) or output (trafsmission mode). The information exchang
he electrical circuit as follows:

the card and the interface device are in.feception mode or if the transmitter imposes this §

b card and the interface deviee-are in reception mode, the electrical circuit shall be at s
j and the interface device-are in non-matched transmission mode, the state may be ind
peration, the interface device and the card shall not be simultaneously in transmission mo

device shall be ableyto support the defined range of input currents when the input voltag
ved range. The(impedance presented by the interface device to the card shall allow the
it voltages within the defined range.

in the
ietary.

oltage

lich an

e uses

tate;

ate H.
btermi-
de.

es are
card to

Symbol Conditions Minimum Maximum Unit
Umn 0.7 Ucc Ucc \Yi
In Un -300 +20 MA
UL 0 0,15 Ucc \Y,
I UL —-1000 +20 MA
UoH External pull-up resistor: 20 kQ to Ucc 0,7 Ucc Ucc \%
IoH Uon and external pull-up resistor: 20 kQ to Ucc +20 MA
UoL IoL =1 mA for class A @ and class B @ 0 0,15 Ucc \Y,
IoL =500 A for class C @
R tF Cin = 30 pF; Cout = 30 pF 1 us
The voltage shall remain between — 0,3 V and Ugc + 0,3 V.
a Interface device implementations should not require the card to sink more than 500 pA.
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6.1

ISO/IEC 781

Card operating procedure

Principles

6-3:2006(E)

The electrical circuits shall remain not active until the contacts of the card are mechanically connected to the
contacts of the interface device. The interaction between the interface device and the card shall be conducted
through the following sequence of operations.

— The interface device shall apply a class of operating conditions to the electrical circuits, i.e., activation,
cold reset and possibly one or more warm resets. If the card supports the class, it shall answer to reset
according to clause 8. The interface device ends up with a complete and valid Answer-to-Reset and a
class of operating conditions. The interface device shall be able to repeat the entire operation.

— F

— T
The d

6.2

6.2.1

In ord
electri

— RPBT shall be put to state L, see 5.2.2.
— VCEC shall be powered, see 5.2.1.

— I/

— ClK shall be provided with,a clock signal, see 5.2.3.

NOTE [ The delays betwéehpowering VCC, setting I/0O in reception mode and providing the clock signal
defined.
NOTE 2 The interface device may perform a deactivation due to short circuits.

Figure| 1 summarizes activation (before time 7T,) and cold reset (after time T3,).

© IS0/

values of transmission parameters. Clause 10 specifies T=0, the half-duplex transmission
with the interface device as the master. Clause 11 specifies T=1, the half-duplex_transmission of blocks.
Clause 12 specifies the transmission of command-response pairs by T=0 and by TF1. When no
transmission is expected from the card (e.g., after processing a command-rfesponse pair and before
inftiating the next one), the interface device may stop the clock signal if thes¢ard supports clpck stop.

Ie interface device shall perform a deactivation.

Activation, resets and class selection

Activation

er to initiate an interaction with a mechanically.eonnected card, the interface device sha
Cal circuits according to a class of operating.¢conditions: A, B or C, see 5.1.3, in the followir

br exchanging information, the card and the interface device shall agree on a transmissiop protocol and

of characters

activation should be completed before the mechanical disconngction between the contagts of the card
and the contacts of the interface device.

Il activate the
g order.

O in the interface device shall-be put in reception mode, see 5.2.5. The interface device shall ignore the
state on 1/O during activation.

on CLK are not

vce "
H
LK
S
H i
RST i 1o
L
fe— fa —— lo i
H p
110 | | “Undefned L
f f=—— Answer
T, Tp
< 200 400 < 400 < 4 < 40000
1y <5 TSty 7 St S8
Figure 1 — Activation and cold reset
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6.2.2

6-3:2006(E)

Cold reset

By the end of activation (RST in state L, VCC powered, /O in reception mode in the interface device, CLK
provided with a suitable and stable clock signal), the card is ready for a cold reset. The internal state of the
card is not defined before a cold reset.

According to Figure 1, the clock signal is applied to CLK at time T,. The card shall set 1/O to state H within
200 clock cycles (delay ¢,) after the clock signal is applied to CLK (at time T, + ;). The cold reset results from
maintaining RST at state L for at least 400 clock cycles (delay #,) after the clock signal is applied to CLK (at
time T, + #,). The interface device shall ignore the state on I/O while RST is at state L.

At time T, RST is put to state H. The answer on I/O shall begin between 400 and 40 000 clock cycles (delay

t.) after the rig
cycles with RY
6.2.3 War
As the answe
warm reset th

characters TS
after the leadi

WARNING 4
(ISO/IEC 7816-

According to |
least 400 clod
clock signal. T
(at time T + ¢4

At time Ty, RS

t;) after the ris
cycles with RY

RST H
L

I/o M
L

6.2.4

Clags selection

T at state H, the interface device shall perform a deactivation.
m reset

I to a warm reset may differ from the answer to the previous reset, the.interface deviq
e card at any time, even during the answer to reset, but not before recéption of the marj
and TO (see 8.1). The warm reset shall not be initiated less than 4 464 (= 12 x 372) clock
g edge of character TO.

\ warm reset initiated during the answer to reset may damage a card.eompliant with the previous
B3:1997).

Figure 2, the interface device initiates a warm reset (attime T¢) by putting RST to state |
k cycles (delay ¢,) while VCC remains powered and, CLK provided with a suitable and
he card shall set I/0O to state H within 200 clock cycles (delay ¢4) after state L is applied f
. The interface device shall ignore the state on I/O while RST is at state L.

T is put to state H. The answer on I/O shalkbegin between 400 and 40 000 clock cycles
ng edge of the signal on RST (at time T + ). If the answer does not begin within 40 00
T at state H, the interface device shalbperform a deactivation.

Mg edge of the sigmatom RST (attime T, + o). 1 theanmswer does ot begim witim 20009

clock

e may
datory
cycles

edition

| for at
stable
o RST

(delay
) clock

te

fe— U —_—

tf

%

i Undefined 7 L

i
Tc

f<— Answer
Tq

00

<
/

<t,

200 40
S S

Figure 2 — Warm reset

Figure 3 illust

dles he principles or selection or the Class Ol operating conditions. Tne tigure IS not exnau

tive.

If the Answer-to-Reset carries a class indicator indicating the class being applied (see the first TA for

T=15 in 8.2), then normal operation may continue. Alternatively, the interface device may perform a
deactivation and after a delay of at least 10 ms, apply another class supported by the card.

If the Answer-to-Reset carries no class indicator, then the interface device shall maintain the current class.

If, after completion of the answer to reset, the card does not operate, then the interface device shall

perform a

e abort

deactivation and after a delay of at least 10 ms, may apply another class.

the selection process.

After abortion of a selection process, the interface device may initiate another selection process.

10

If the card does not answer to reset, then the interface device shall perform a deactivation and either
after a delay of at least 10 ms, apply another class, if any, or
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( stat )

Error handling Apply a class Delay

A

Select another
class

Card answer
to reset?

Answer is valid?

Take
further action?

NO
»( Abort )

Once
shall p

6.3

6.3.1

After (
transni
(see 9

— If
st

— O
to|

YES Maintain NO Y -

Card indicates D .
current class? > eactivate

class ?

Y

NO

Continue normal
operation

Y

Figure 3 — Class selection by the interface device

selected, the class shall not be changed during normal operation. For changing it, the interface device
erform a deactivation and after a delay of at least 10 ms, apply another class.

Information exchange

Selection of transmission parameters and-protocol

device: their
by a protocol
protocol.

ompletion of the answer to reset, the card<shall wait for characters from the interfac
ission is governed by transmission parameters (see 7.1); their interpretation is governe
10 and 11). Figure 4 illustrates the principles of selection of transmission parameters an

TA, (see 8.3) is present in the Answer-to-Reset (card in specific mode), then the interfage device shall
art the specific transmission protecol using the specific values of the transmission parameters.

herwise (card in negotiable tnode), for the transmission parameters, the values used during the answer
reset (i.e., the default values of the transmission parameters, see 8.1) shall continue to apply as follows.

If the value of thefirst character received by the card is 'FF', then the interface dev|ce shall have
started a PPS eXxchange (see 9); the default values of the transmission parameters shpll continue to
apply until completion of a successful PPS exchange (see 9.3), after what the interfage device shall
start the negatiated transmission protocol using the negotiated values of the transmissiop parameters.

Otherwise, the interface device shall have started the “first offered transmission protocol” (see TD; in
8.2.3)The interface device shall do so when the card offers only one transmission protocol and only
thedefault values of the transmission parameters. Such a card need not support PPS ejchange.

Warm reset —_—

Specific transmission protocol
(specific values)

Card in
specific mode

TA; present

Answer to reset PPS exchange Negotiated transmission protocol
(default values) (default values) (negotiated values)

TA, absent

Warm reset — ——————""

Card in

’ First offered transmission protocol
negotiable mode

(default values)

Figure 4 — Selection of transmission parameters and protocol
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NOTE 1  The value of PPSS ('FF', see 9.2) is invalid for CLA (T=0, see 10.3.2) and for NAD (T=1, see 11.3.2.1).
NOTE 2  In a multi-protocol card offering T=0 in negotiable mode, only T=0 can be “implicitly” selected.

NOTE 3 An interface device facing a card in negotiable mode and supporting neither PPS exchange nor the “first
offered transmission protocol” can perform either a warm reset or a deactivation.

NOTE 4 A card transmitting character TA; to an interface device not aware of the existence of specific mode cannot rely
on a warm reset to switch the mode.

NOTE 5 An interface device having detected character TAz should not initiate a warm reset before it detects either an
unsupported value in the received characters, or an overrun of WT (see 7.2).

6.3.2 Clock stap

For cards supporting clock stop, when the interface device expects no transmission from the card:and when
I/0 has remaiped at state H for at least 1 860 clock cycles (delay 1,), then according to Figure 5, the interface
device may stpp the clock on CLK (at time T;) while VCC remains powered and RST at state H.

Hi
CLK L Clock stop
— fg —i — h —i
Hi
1/0
i _ | L
Previous i fe——— Next
character Te T character
1860 700
=2 < tg T < th

Figure 5 — Clock.stop

When the clogk is stopped (from time T, to time 73), CLK\shall be maintained either at state H or at gtate L
according to the clock stop indicator X defined in 8.3.

At time T3, the interface device restarts the clock™and the information exchange on 1/O may continue after at
least 700 clock cycles (at time Tt + #,).

6.4 Deactivation

When information exchange is completed or aborted (e.g., unresponsive card, detection of card removal), the
interface devige shall deactivate'the electrical circuits in the following order (see Figure 6).

— RST shall be put to state L.
— CLK shallbe put to-state L (unless the clock is already stopped at state L).

— 1/O shall heputto state L.

— VCC shall be deactivated.

vee [
CLK |
RST ||

Figure 6 — Deactivation
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Asynchronous character

Elementary time unit

The nominal duration of one moment on the electrical circuit I/O is named “elementary time unit” and denoted
etu. The etu shall be equal to F/D clock cycles on the electrical circuit CLK where F and D are the
transmission parameters: F'is the clock rate conversion integer and D the baud rate adjustment integer.

F
letu=—x—
D

The values of the transmission parameters shall be as specified in 6.3.1.

7.2 Character frame

Accorq ch moment is

either

ing to Figure 7, a character consists of ten consecutive moments numbered 1to-10. Ez
bt state H or at state L.

Before moment 1, the electrical circuit 1/0 shall be at state H.

Mpment 1 shall be at state L. It is the character start.

Mpments 2 to 9 shall encode a byte according to a coding convention (see TS in 8.1).

Mpment 10 shall encode the character parity (see TS in 8.1),

After moment 10, both the card and the interface deyicé shall remain in reception modg (in error-free

operation) for a certain time of “pause”, so that the elegtrical circuit I/O remains at state H.
H Start Byte Parit Start
1 2 3 4 5 6 7 8 9 10 Pause
L

i —=— Delay between consécutive characters

Pigure 7 — Character frame

Figure| 8 illustrates character timings: even with a maximum shift between the receiver time prigin and the
transnjitter time origin, the reception windows shall be all distinct from the transition windows.
Transmitter _ i i i i i i i i i E
Distorted (H) ‘ L H H L H L L H L H (H)
character .
Start Parity
gecetver L1 [1 [1 [1 [1 [1 [1 [1[1[]
\o\),s 15 25 35 45 55 65 7.5 85 95 etu

"\ first observation of state L Window for a transition on I/O

last observation of state H I:l Window for a reception on 1/0

Figure 8 — Character timings

Within every character, if the state changes at the end of moment » for any » from 1 to 10, then the delay from
the character leading edge to the trailing edge of moment » shall be (n+0,2) etu.

When searching for a character, the receiver periodically samples the electrical circuit I/O. While the
transmitter time origin is the character leading edge, the receiver time origin is the mean between the last
observation of state H and the first observation of state L: the shift between time origins is at most half the
sampling time. The sampling time shall be less than 0,2 etu.
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The receiver shall confirm the start moment before 0,7 etu (in receiver time). The receiver shall read the
second moment at (1,510,2) etu, the third moment at (2,5+0,2) etu, ... the ninth moment at (8,5+0,2) etu and
the parity moment at (9,5+0,2) etu. Character parity is checked on the fly.

The minimum delay between the leading edges of two consecutive characters is named “guard time” and
denoted GT.

The maximum delay between the leading edge of a character transmitted by the card and the leading edge of
the previous character (transmitted by the card or the interface device) is named “waiting time” and denoted
WT. It allows detecting, e.g., an unresponsive card.

NOTE Throughout this document, the guard/waiting times are minimum/maximum delays between the leading edges
of consecutive characters.

7.3 Error|signal and character repetition

The use of thg error signal and character repetition is protocol dependent; see 8.1, 9.1, 10.2 and 11.2.

As shown in Figure 9, when character parity is incorrect, the receiver shall transmit an ‘error signal pn the
electrical circdit I/0. Then the receiver shall expect a repetition of the character.

1 1 I 1 1 1 I 1 1 1 1
Start Bytei ok Pause Start Byte,-+1
A
Character+par|ty Repetition

1 1 1 T 1 1 1 Error 1 1 T
Start Byte,- b( Signal |— Start Bytei

Figure 9 — Character transmission.and repetition diagram

Figure 10 illusfrates error signal timings.

. 0 1 2 3 4 5 6 7 8 9 10 11
Transmittgr __ ; ; : ; ; : ; ; : : o t»
u

! FRR] FRR FHE FRE EERE] S FRR] FRR 3.0a
Pl $0d PR Zeied ; §ird e $iid PR geied g
Sdesid ehea eheed Ydeeds CILTYL ehea Tdeeid T ehaed dvedd
Check

Pause (H) or
Error signal (L)

geeeny gheeen seeeny sereen pesen geeee " seeeen seeeen sy

Receiver

:‘ : et J L ; Sl : T U 1 Seep i e —— - ----- -
1,5 2',5 35 4,5 55 65 75 8,5 95 10,5 115 ptu
first observation of state L Window for a transition on I/
last observation of state H I:l Window for a reception on /0

Figure 10 — Error signal timings

— To signal an error, the receiver shall put I/O to state L at (10,50,2) etu in receiver time for one etu
minimum, two etu maximum.

— To detect an error signal, the transmitter shall read 1/O at (11£0,2) etu after the character leading edge.
e The correct reception is assumed if the state is H.

e The incorrect reception is assumed if the state is L. After a delay of at least two etu from the
detection of the error signal, the transmitter shall repeat the character.

If either the card or the interface device provides no character repetition, it ignores and shall not suffer
damage from the incoming error signal.
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8 Answer to reset

8.1 Characters and coding conventions

The etu initially used by the card shall be equal to 372 clock cycles (i.e., during the answer to reset, the values
of the transmission parameters are the default values Fd = 372 and Dd = 1). See TS below for an alternate
measurement of this etu. The character frame shall be as specified in 7.2 with GT'= 12 etu and WT =9 600 etu.
The error signal and character repetition according to 7.3 is mandatory for the cards offering T=0; it is optional
for the interface devices and for other cards.

Figure 11 shows the first character named “initial character” and denoted TS, and the beginning of the second

h 4 al _feL N 1o 4 99 P | N =T O
charagreramea— rormat cnaractetr—andaaenoted—1U:

H 1 2 3 4 5 l 6 i 7 8 9 10
| l 1
H |L|H H|L]|LLorHHH [ L L [H (H) by { Chafacter TO

L

12 etu < <9600 etu

Figure 11 — Initial character TS

The injtial character TS shall be as follows.

— Tipe pattern of moments 1 to 4 shall be LHHL. The sequence (H) LHHL is a synchronization pattern.
When taking one third of the delay between the two falling edges as an alternate measurement of the etu
injtially used by the card, the transmission and receptionjmechanisms in the card shall be ¢onsistent with
thee timings specified in 7.2 and 7.3.

— Tlipe pattern of moments 5 to 7 shall be either LEL’or HHH. It indicates a convention to enpode or to de-
cqde a byte (i.e., eight bits from the most significant bit (msb) to the least significant bit (Isb) with values 0
amd 1) in every subsequent character (i.e., ten*consecutive moments numbered 1 to 10 at states L and H).

— Tlpe pattern of moments 8 to 10 shall be‘ELH.
The inftial character TS has two possible-patterns.

— (H) LHHL LLL LLH sets up-the inverse convention: state L encodes value 1 and moment 2 conveys the
mpst significant bit (msb first). When decoded by inverse convention, the conveyed byte is ¢qual to '3F'.

— (H) LHHL HHH LLHrsets up the direct convention: state H encodes value 1 and moment P conveys the
lepst significant bit(Isb first). When decoded by direct convention, the conveyed byte is equal to '3B'.

Charagter parity isycorrect when there is an even number of bits set to 1 in the nine moments 2 tp 10.
The card uses either coding convention. The interface device shall support both coding conventipns.

The inftial.character TS is followed by a sequence of at most 32 characters.

— Denoted T0, the format character is mandatory.

— Denoted TA TB TC TD, the interface characters are optional. The presence of interface characters is
indicated by a bitmap technique initiated by the format character TO.

— Denoted T, T, ... Tx, the historical characters are optional. The presence of historical characters depends
upon a number K encoded in the format character TO.

— Denoted TCK, the check character is conditional. The presence of the check character depends upon the
types T encoded in some interface characters TD.

By definition, the answer to reset is completed 12 etu after the leading edge of the last character of the

sequence. By definition, the Answer-to-Reset is the value of the byte string (at most 32 bytes) encoded in that
sequence of characters.
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8.2
8.2.1

Answer-to-Reset

General configuration

Figure 12 shows the byte frame as used hereafter. The byte consists of eight bits numbered 8 to 1 with values
0 or 1; bit 8 is the most significant bit (msb) and bit 1 the least significant bit (Isb).

Bit 8

msb

Bit7 | Bit6 | Bit5

Bit4 | Bit3 | Bit2 | Bit1

Isb

Figure 12 — Byte frame

Table 6 illustrates the Answer-to-Reset (a string of at most 32 bytes). For notation simplicity, each-ong of TO
TATBTCTD|... T, T, ... Tx and TCK hereafter also denotes the byte conveyed in the respective-charadter.
Table 6 — Answer-to-Reset
Ta Format byte T0 (mandatory) Encedes Y, and K
] Interface bytes (optional)
TAL
TA, Global, encodes Fi and Di
i
TBL TB, Global;deprecated
i TC, Global, encodes N
TG
—1- TD, Structural, encodes Y, and T
TDu TA, Global, specific mode byte
B C S TB, Global, deprecated
TAL
— T TC, Specific to T=0, see 10.2
TBe 1D, Structural, encodes Y;and T
RS B R
10, Fori> 2,
T TD;, Structural, encodes Y;and T
TD
i TA; — Specificto T after T from 0 to 14 in TD,_,
HERE [ R R
TB; — Global after T=15in TD,_4
TC;
TD; Structural, encodes Y iand T
""""""""" Historical bytes (optional)
T T
RRE T2
T See ISO/IEC 7816-4
K
Tk
TCK Check byte TCK (conditional)

16
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8.2.2 Format byte TO
Figure 13 shows the format byte TO.
— Bits 8 to 5 form an indicator Y.

— Bits 4 to 1 encode a number K from 0 to 15.

Bit8 | Bit7 | Bit6 | BitS | Bit4 | Bit3 | Bit2 | Bit1

msb Isb

a Y; 3 K

Figure 13 — Coding of TO

8.2.3 Interface bytes TATB TC TD

Figure| 14 shows the interface byte TD,. Each interface byte TD is structural.

— Bits 8 to 5 form an indicator Y.

— Bits 4 to 1 encode a type T from 0 to 15.

Bit8 | Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bit1

msb Isb

; Y,‘+1 ; T

Figure 14 — Coding of TD;

Therefore TO conveys Y,4; TD4 conveys Y,; TD, conveys Y3, and so on. In the byte conveying the indicator Y,
bits 8 fo 5 state whether TA, for bit 5, TB; for bit 6,.TC; for bit 7, TD, for bit 8 are present or absgnt (depending
on whether the relevant bit is set to 1 or 0) in this‘order after the byte conveying Y.

If TD; is absent, then TA+1, TB;+1, TC;+1 and~FD;,; are also absent.

The type T refers to a transmission protocol and/or qualifies interface bytes.
F0 refers to the half-duplextransmission of characters specified in clause 10.

F1 refers to the half-duplex transmission of blocks specified in clause 11.

2 and T=3 are reserved for future full-duplex operations.

F5 to T=13<are reserved for future use by ISO/IEC JTC 1/SC 17.
F14 refers to transmission protocols not standardized by ISO/IEC JTC 1/SC 17.

T
T
T

— T#4 is reservedfor-an enhanced half-duplex transmission of characters.
T
T
T

£16/d0oes not refer to a transmission protocol, but only qualifies global interface bytes.

NOTE In TA, (see 8.2) and PPSO (see 9.2), bits 4 to 1 also encode a type T.

If TD4, TD, and so on are present, the encoded types T shall be in ascending numerical order. If present, T=0
shall be first, T=15 shall be last. T=15 is invalid in TD;.

The “first offered transmission protocol” is defined as follows.
— If TD, is present, then it encodes the first offered protocol T.

— If TD, is absent, then the only offer is T=0.

Each interface byte TA, TB or TC is either global or specific.
— Global interface bytes refer to parameters of the integrated circuit within the card, see 8.3.

— Specific interface bytes refer to parameters of a transmission protocol offered by the card.
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TA4, TBy, TCy4

The interpreta

After T=1

6-3:2006(E)

, TA; and TB, are global. TC; is specific to T=0, see 10.2.

tion of TA; TB, TC, for i > 2 depends on the type T encoded in TD,_;.

After T from 0 to 14, TA,; TB; and TC, are specific to the transmission protocol T.

5, TA, TB; and TC,; are global.

If more than three interface bytes TA; TB; TC; TA;.1 TB;+1 TC;4 ... are defined for the same type T, then each
one is unambiguously identified by its position after the first, the second ... occurrence of T in TD,_4 for i > 2.

Consequently

NOTE
when needed, t

For example,
T=1. If neede
Depending on

8.24

The historical
specified in IS

If K is not zerd
8.2.5
If only T=0 is
the other case

shall give '00'.

8.3

, for each type T, the first TATB TC, the second TA TB TC, and so on, are available.

o use-default values for narameters correspondina-toabsent interface bvtes
g g ) 4

The combination of the type T with the bitmap technique allows transmitting only useful interface bytes and

clause 11.4 specifies three interface bytes specific to T=1, namely the first TA, TB~and
1, such a byte shall be transmitted respectively as TA; TB; and TC; after TD, ihdicatin
whether the card also offers T=0 or not, TD4 shall indicate either T=0 or T=1.

Historical bytes T, T, ... T¢

bytes describe operating characteristics of the card. Their structdre and content shall
O/IEC 7816-4.

, then the Answer-to-Reset continues on K (at most 15) historical bytes T T, ... Tk.

Chelck byte TCK

ndicated, possibly by default, then TCK shall betabsent. If T=0 and T=15 are present an
s, TCK shall be present. When TCK is present;\exclusive-oring all the bytes T0 to TCK in
Any other value is invalid.

Global interface bytes

This clause specifies the content of the global'interface bytes TA4, TB4, TC4, TA,, TB,, the first TA fo

and the first T

If present

If such a

ISO/IEC JTC
the unused v4

TA, encodes

B for T=15.
such a byte shall be interpreted in order to process correctly any transmission protocol.

pyte is absent, then when needed, default values shall be used for the relevant parameter:

1/SC 17 reserves for future use all the global interface bytes not defined in this clause
ues of the glebal interface bytes defined in this clause.

adjustment integen(Di) and the maximum value of the frequency supported by the card (f (max.)). The

TC for
g T=1.

be as

d in all
clusive

r T=15

5.

and all

he indicated value of the clock rate conversion integer (Fi), the indicated value of the balid rate

default

values are Fi +372, Di =1 and f(max.) = 5 MHz. For the use of Fi and Di, see 7.1, TC4 and TA; below, 9.2 and
10.2. For the use of f(max.), see 5.2.3.
— According to Table 7, bits 8 to 5 encode Fi and f (max.).
Table 7 — Fi and f (max.)
Bits 8to 5 0000 0001 0010 0011 0100 0101 0110 0111
Fi 372 372 558 744 1116 1488 1860 RFU
f(max.) MHz 4 5 6 8 12 16 20 —
Bits 8to 5 1000 1001 1010 1011 1100 1101 1110 1111
Fi RFU 512 768 1024 1536 2048 RFU RFU
f(max.) MHz — 5 7,5 10 15 20 — —

18
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According to Table 8, bits 4 to 1 encode Di.

ISO/IEC 7816-3:2006(E)

Table 8 — Di
Bits 4 to 1 0000 0001 0010 0011 0100 0101 0110 0111
Di RFU 1 2 4 8 16 32 64
Bits 4 to 1 1000 1001 1010 1011 1100 1101 1110 1111
Di 12 20 RFU RFU RFU RFU RFU RFU

TB, and TB, are deprecated. The card should not transmit them. The interface device shall ignore them.

NOTE

circuit for the deprecated use of contact C6 (see 5.1.1).

TC, encodes the extra guard time integer (V) from 0 to 255 over the eight bits. The default value

— If[N=0 to 254, then before being ready to receive the next character, the cardrequires the f

The first two editions of ISO/IEC 7816-3 specified TB1 and TB; to fix electrical parameters_d

from the leading edge of the previous character (transmitted by the card-or the interface dey

GT= 12etu+R><%

If T=15 is present in the Answer-to-Reset, then R =-£3/ Di, i.e., the integers defined abg

Np extra guard time is used to transmit characters from the card: GT= 12 etu.

— The use of N=255 is protocol dependent: GT =12 etu in PPS (see 9) and in T=0 (see 10).

NE255in T=1, see 11.2.

TA,; is|the specific mode byte as shown in Eigure 15. For the use of TA,, see 6.3.1 and 7.1.

— Bit 8 indicates the ability for changing the negotiable/specific mode:

capable to change if bit 8-is’set to 0;
unable to change if bit 8-is set to 1.

— Bits 7 and 6 are resérved for future use (set to 0 when not used).

— Bit 5 indicatesthe definition of the parameters F and D.

If bit 57s,'set to 0, then the integers Fi and Di defined above by TA; shall apply.
If bit\5'is set to 1, then implicit values (not defined by the interface bytes) shall apply.

— Bits4-to-1-encode-a-type T
J

NOTE

Bit 8

msb

Bit 7

Bit 6

Bit 5

Bit 4

Bit 3

Bit 2

Bit 1

Isb

Figure 15 — Coding of TA,

f the integrated

is N=0.

ollowing delay

ice).

If T=15 is absent in the Answer-to-Reset, then R = F / D,i:e., the integers used for computing the etu.

ve by TA;.

For the use of

An interface device supporting the three values F, D and T referenced by TA> should initiate the transmission

protocol T with 7 and D. Otherwise, it should perform either a warm reset (bit 8 set to 0) or a deactivation (bit 8 set to 1).
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The first TA for T=15 encodes the clock stop indicator (X) and the class indicator (Y). The default values are
X = “clock stop not supported” and Y = “only class A supported”. For the use of clock stop, see 6.3.2. For the
use of the classes of operating conditions, see 6.2.1 and 6.2.4.

— According to Table 9, bits 8 and 7 indicate whether the card supports clock stop (# 00) or not (= 00) and,
when supported, which state is preferred on the electrical circuit CLK when the clock is stopped.

Table 9 — X
Bits 8 and 7 00 01 10 11
X Clock stop not supported State L State H No preference

— AccordingtoTabte—t6; bits 6to—t+mdicate thectasses of operatingconditionsacceptedby thetard, Each
bit represgnts a class: bit 1 for class A, bit 2 for class B and bit 3 for class C (see 5.1.3).

Table 10 — Y
Bits 6 to 1 00 0001 00 0010 00 0100 00 0011 000110 00 0111 Any other yalue
Y A only B only C only Aand B Band C A, BandC RFU

The first TB fpr T=15 indicates the use of SPU by the card (see 5.2.4). The defaulivalue is “SPU not used”.
Coded over bits 7 to 1, the use is either standard (bit 8 set to 0), or proprietary (bit 8 set to 1). The value '00'

indicates that the card does not use SPU. ISO/IEC JTC 1/SC 17 reservesifor future use any other value|where
bit 8 is set to Q.

9 Proto¢ol and parameters selection

9.1 PPS éxchange

The PPS exchange shall start as specified in 6.3.1.he character frame shall be as specified in 7.1 and 7.2,
using the coding convention fixed by TS (see 8.1), with GT as specified in 8.3 and WT =9 600 etu. The error
signal and character repetition according to 7.3"is mandatory for the cards offering T=0; it is optional for the
interface deviges and for other cards.

Only the interface device is permitted tostart the PPS exchange.
— The interface device shall transmit a PPS request to the card.

— If the card receives an.erroneous PPS request, it shall not transmit any response.

— If the card receives acorrect PPS request, it shall transmit a PPS response, if implemented, or WT|will be
exceeded.

— In the follpwing three cases: overrun of WT, erroneous PPS response, unsuccessful PPS exchange, the
interface device shall perform a deactivation.

9.2 PPS request and response

The PPS request and PPS response each consist of an initial byte PPSS, followed by a format byte PPSO,
three optional parameter bytes PPS,, PPS,, PPS; and a check byte PCK as the last byte.

— PPSS identifies the PPS request or response and is set to 'FF'.
— In PPSO0, each bit 5, 6 or 7 set to 1 indicates the presence of an optional byte PPS,, PPS,, PPS;,

respectively. Bits 4 to 1 encode a type T to propose a transmission protocol. Bit 8 is reserved for future
use and shall be set to 0.
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Figure| 16 shows the structure of the PPS request and response.

ISO/IEC 7816-3:2006(E)

PPS, allows the interface device to propose values of F and D to the card. Encoded in the same way as
in TA4, these values shall be from Fd to Fi and from Dd to Di respectively. If an interface device does not
transmit PPS,, it proposes to continue with Fd and Dd. The card either acknowledges both values by
echoing PPS; (then these values become Frn and Dn) or does not transmit PPS, to continue with Fd and
Dd (then Frn =372 and Dn = 1).

PPS, allows the interface device to propose a use of SPU. PPS,; shall be encoded in the same way as
the first TB for T=15. If an interface device does not transmit PPS,, or if it transmits PPS, = '00', it
proposes not to use SPU.

PPS; is reserved for future use.

PPSS

I
PPSO

Figure 16 — Structure of PPS request and response

By definition, the PPS request or .response is completed 12 etu after the leading edge of|the character

conveying PCK.

9.3

Successful PPS exchange

A PPS§ exchange is successful if and only if the PPS response is in the following conditions with|respect to the

PPS re¢quest.

Bits 1 to 4(0f)PPS0_Response shall be identical to bits 1 to 4 of PPS0_Request.

Bit 50f-PPS0_Response shall be either identical to bit 5 of PPS0_Request or set to 0.

° it B o o
LLEN ] L Sy [~ are ) v

o Ifbit5is setto 0, PPS;_Response shall be absent, meaning that Fd and Dd shall be used.

t i 4 _DDC Raocponaonae-aball-baeidanticaltia-RRO _ _Doo oot
O T T O G SPUTNTSTSTIamT v TuTTaCartOT T O TYCHUT ST

Bit 6 of PPS0_Response shall be either identical to bit 6 of PPS0_Request or set to 0.
e Ifbit6is setto 1, PPS,_Response shall be identical to PPS,_Request.
o Ifbit6is setto 0, PPS,_Response shall be absent, meaning that the card does not use SPU.

Bit 7 of PPS0_Response shall be either identical to bit 7 of PPS0_Request or set to 0.
e Ifbit7is setto 1, PPS;_Response shall be identical to PPS, Request.
o Ifbit7is setto 0, PPS;_Response shall be absent (the exact meaning is reserved for future use).

In the most common case, the PPS response is identical to the PPS request.
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10 Protocol T=0, half-duplex transmission of characters

10.1

Scope

This clause defines the structure and processing of commands in a half-duplex transmission of characters.
The interface device initiates these commands. This clause covers transmission control.

10.2 Character level

The transmission protocol shall start as specified in 6.3.1. The character frame shall be as specified in 7.1 and
7.2, using the coding convention fixed by TS (see 8.1), with GT as specified in 8.3. Both the card and the

interface deviq

When using [
the last receiv

If present in t
bits, except th

The “waiting ti

10.3 Strud

10.3.1
The interface
The commang
the control of

It is assumed
distinguish

command

commang

10.3.2

The header cq
be as specifie

CLA deng

Principles

Command header

e shall use the error signal and character repetition according to 7.3.

=64, the interface device shall ensure a delay of at least 16 etu between the leading €
ed character and the leading edge of the character transmitted for initiating a command.

ne Answer-to-Reset, the interface byte TC, encodes the waiting time integer WI over th
B value '00' reserved for future use. If TC, is absent, then the default valde is W7 = 10.

me” (see 7.2) shall be: WT = W1x960x?

ture and processing of commands

Hevice initiates every command by transmitting a five-byte header that tells the card what
processing continues with the transfer of a~variable number of data bytes in one direction
brocedure bytes transmitted by the card.

s for incoming data transfer:where the data bytes enter the card while processing, and

s for outgoing data transfer where the data bytes leave the card while processing.

nsists of five"bytes denoted CLA, INS, P1, P2 and P3. The values of CLA, INS, P1 and P
J in ISO/AEC 7816-4.

dge of

b eight

to do.
under

that the card and the interface -device know a priori the direction of transfer, in ofder to

2 shall

te's‘a class of commands. The value 'FF' is invalid (reserved for PPSS, see 6.3.1 and 9.2).

NOTE

NOTE

In an

22

ISO/IEC 7816-4 enforces 'FF' as invalid value of CLA.

INS denotes an instruction code. The values '6X' and '9X' are invalid.

ISO/IEC 7816-4 enforces '6X' and '9X' as invalid values of INS.

P1 P2 denotes an instruction parameter, e.g., a reference completing the instruction code.

P3 encodes the number of data bytes denoted D, to D, to be transferred during the command.

incoming data transfer command, P3="00" introduces no data transfer.

In an outgoing data transfer command, P3='00" introduces a 256-byte data transfer from the card.
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10.3.3
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Procedure bytes

After transmitting the header as a string of five characters, the interface device shall wait for a character
conveying a procedure byte. There are three types of procedure bytes, see Table 11.

fo

r a character conveying a procedure byte.

If the value is '60', it is a NULL byte. It requests no action on data transfer. The interface device shall wait

If the value is '6X' or '9X’, except for '60', it is a SW1 byte. It requests no action on data transfer. The

interface device shall wait for a character conveying a SW2 byte. There is no restriction on SW2 value.

NOTE

If
by
sH

If

A
sh

A

the value is the value of INS, apart from the values '6X' and '9X', it is an ACK byte. Allr
tes if any bytes remain, denoted D, to D,, shall be transferred subsequently. Thenthe in
all wait for a character conveying a procedure byte.

the value is the exclusive-or of 'FF' with the value of INS, apart from the Values '6X' an
CK byte. Only the next data byte if it exists, denoted D,, shall be transfefréd. Then the in
all wait for a character conveying a procedure byte.

ny other value is invalid.

Table 11 — Procedure bytes

ISO/IEC 7816-4 enforces '60' as invalid value of SW1, as well as any value different from '9X' and '6X".

emaining data
terface device

d '9X', it is an
terface device

Byte Value Action on data transfer Then reception of
NULL '60' No action A procedlure byte
S\VA1 '6X' (#'60"), 'OX' No.action A SW2 byte
ACK INS All remaining data,bytes (if any bytes remain) A procedlure byte
INS @ 'FF' The next data byte (if it exists) A procedlure byte
The fifst two editions of ISO/IEC 7816-3 specified theZuse of two values of ACK (namely, the exclusive-or of the value of INS with '01'
and 'HE') to control the deprecated use of contact C6 (see 5.1.1). These two values are deprecated.
At each procedure byte, the card can-proceed with the command by NULL or ACK, or finish thg command by
SW1 $W2, or show its disapprovalby becoming unresponsive (WT will be exceeded).
10.3.4| Status bytes
The sfatus bytes SW1._SW2 indicate the card status at the end of the command. Their valugs shall be as

revious editions

specified in ISO/IE€.7816-4.
NOTE ISO/EC 7816-4 enforces the meaning of six values of SW1 SW2, specified for T=0 by the p
(ISO/IHC 7846~3:1989 and 1997).

'9000' " eommand normally completed

'6E00" CLA not supported

'6D00" CLA supported, but INS not programmed or invalid

'6B00" CLA INS supported, but P1 P2 incorrect

'6700" CLA INS P1 P2 supported, but P3 incorrect

'6F00' command not supported and no precise diagnosis given

By definition, the command is completed 12 etu after the leading edge of the character conveying SW2.
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11 Protocol T=1, half-duplex transmission of blocks

11.1  Scope and principles

This clause defines the structure and processing of commands in a half-duplex transmission of blocks. A block
is a byte string conveyed in asynchronous characters. The interface device and the card may initiate these
commands. This clause covers data transmission control such as flow control, block chaining and error
correction.

The main characteristics of the transmission protocol are the following.

— The transmission protocol starts with a first block transmitted by the interface device; it continues with
alternating the right to transmit a block.

— Ablock ig the smallest data unit that can be exchanged. A block may be used to convey
e application data transparent to the transmission protocol,
e transmission control data including transmission error handling.

— The blocH structure allows checking the received block before processing the conveyed data.

The transmissjion protocol applies the principle of the OSI reference model. Three layers are defined.
— The physical layer transmits moments organized in asynchronous characters according to 11.2.

— The data |ink layer includes a character component and a block component.
e The ¢haracter component recognizes the beginning and the end-of a block according to 11.5.
e The block component exchanges blocks according to 11.6,

— The appligation layer processes commands, which involves the éxchange of at least one block or chain of
blocks in pach direction.

11.2 Character frame

The transmissjon protocol shall start as specified in 6,3.1. The character frame shall be as specified in 7.1 and
7.2, using the|coding convention fixed by TS (see-8.1). The error signal and character repetition accorging to
7.3 shall not be used. There are two guard times:

— Denoted [CGT, the “character guard.time” is the minimum delay between the leading edges pf two
consecutive characters in the samé direction of transmission. If N=0 to 254, CGT = GT as specified|in 8.3.
If N=255{ CGT= 11 etu in both directions of transmission.

— Denoted BGT, the “block guard‘time” is the minimum delay between the leading edges of two consécutive
characterp in opposite directions. BGT =22 etu.

Character parity allows_checking a block in addition to the error detection code (see 11.3.4 and 11.4.4).

11.3 BIocT frame

11.3.1 General

As shown in Figure 17, a block consists of two or three fields.
— The prologue field consists of a node address byte, a protocol control byte and a length byte.
— The information field consists of zero to 254 bytes.

— The epilogue field consists of one or two bytes.

Prologue field (mandatory) Information field (optional) Epilogue field (mandatory)
NAD (1 byte) PCB (1 byte) LEN (1 byte) INF (0 to 254 bytes) LRC (1 byte) or CRC (2 bytes)

Figure 17 — Block frame
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The transmission protocol defines three types of blocks.

— An information block (I-block) is used to convey information for use by the application layer. In addition, it
conveys a positive or negative acknowledgment.

— A receive ready block (R-block) is used to convey a positive or negative acknowledgment. Its information
field shall be absent.

— A supervisory block (S-block) is used to exchange control information between the interface device and
the card. Its information field may be present depending on its controlling function.

NOTE This separation allows the design of the protocol control and the application portions of the device micro code to
be relatively independent of each other.

11.3.2] Prologue field

11.3.21 Node address byte

The node address byte (NAD) allows identifying the source and the intended destination of the block; it may
be usgd to distinguish between multiple logical connections when they coexist\ The value 'FF'|is invalid. It is
reserved for PPSS (see 6.3.1 and 9.2). Bits 1 to 3 are the source node address denoted SAD and bits 5 to 7
the degtination node address denoted DAD. Bits 4 and 8 are deprecated.\J'he card should set tHem to 00. The
interfage device shall ignore them.

NOTE The first two editions of ISO/IEC 7816-3 specified bits 4 and. 8°to control the deprecated usg¢ of contact C6
(see 5.[1.1).

When [the addressing is not used, the values of SAD andDAD shall be set to 000. Any other|value of NAD
where|SAD and DAD are identical is reserved for future.use.

In the ffirst block transmitted by the interface device, NAD shall set up a logical connection by gssociating the
addregses SAD and DAD. Subsequent blocks in-which NAD contains the same pair of addregsses SAD and
DAD gre associated with the same logical conneetion. During information exchange, other pairg of addresses
SAD and DAD may set up other logical connections.

NOTE For example, blocks transmitted by the interface device with the values x for SAD and y for DAD and blocks
transmftted by the card with the values y for"SAD and x for DAD belong to a logical connection denoted (x, y), whereas
blocks fransmitted by the interface device:with the values v for SAD and w for DAD and blocks transmitted py the card with
the vallies w for SAD and v for DAD-belong to another logical connection (v, w).

11.3.2|2 Protocol control byte

The protocol control byté (PCB) conveys information required to control transmission. PCB dgfines whether
the bldck is an I-bloek; an R-block or an S-block.

In every I-block, bit 8 of PCB is set to 0 as shown in Figure 18.

— Bi{ 7 ehcodes the send-sequence number denoted N(S).

— Bit&alis the more-data hit denoted M-hit

— Bits 5 to 1 are reserved for future use and shall be set to 0.

0 Bit7 | Bit6é | Bit5 | Bit4 | Bit3 | Bit2 | Bit1

msb Isb

Figure 18 — Coding of I-block PCB

In every R-block, bits 8 and 7 of PCB are set to 10 as shown in Figure 19. Bits 6 to 1 are used as follows.
— 0-N(R)-0000 denotes an error-free acknowledgement.

— 0-N(R)-0001 indicates a redundancy code error or a character parity error.
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— 0-N(R)-0010 indicates other errors.
— Any other value is reserved for future use.

NOTE The value N(R) states whether the R-block indicates an error or not. Bits 4 to 1 may be ignored.

1 0 Bit6 | BitS5 | Bit4 | Bit3 | Bit2 | Bit1

msb Isb

Figure 19 — Coding of R-block PCB

In every S-block, bits 8 and 7 of PCB are set to 11 as shown in Figure 20. Bits 6 to 1 are used as follows.

— 000000 inficates a RESYNCH request and 100000 a RESYNCH response.
— 000001 inficates an IFS request and 100001 an IFS response.

— 000010 inficates an ABORT request and 100010 an ABORT response.

— 000011 indicates a WTX request and 100011 a WTX response.

— 100100 is|deprecated.

— Any other(value is reserved for future use.

NOTE Bit 6 fs the response bit.

1 1 Bit6 | Bit5 | Bit4 |»Bit3 | Bit2 | Bit1

msb Isb

Figure 20 — Coding of ‘S-block PCB

11.3.2.3 Length byte
The length byle (LEN) encodes the number of bytes-in the information field of the block (see also 11.4.2).
— The value|'00' encodes zero: INF is absent:

— The valuep from '01' to 'FE' encode /thenumbers 1 to 254: INF is present.

— The value|'FF' is reserved for future use.

11.3.3  Information field
The use of thg information‘field (INF) depends upon the block type.

— When pregent insah I-block, INF conveys application information.

— INF shall tPe dbsent in an R-block.

— When present in an S-block, INF conveys non-application information.
¢ INF shall be present with a single byte in an S-block adjusting IFS and WTX.
¢ INF shall be absent in an S-block managing chain abortion or resynchronization.

11.3.4  Epilogue field

The epilogue field conveys the error detection code of the block, either a longitudinal redundancy code (LRC),
or a cyclic redundancy code (CRC).

— LRC consists of one byte. When LRC is used, exclusive-oring all the bytes of the block from NAD to LRC
inclusive shall give '00'. Any other value is invalid.

— CRC consists of two bytes. For its value, see ISO/IEC 13239,
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11.4.1
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Protocol parameters

Specific interface bytes for T=1

Three specific interface bytes are specified: the first TA for T=1, the first TB for T=1 and the first TC for T=1

(see 8

11.4.2

.2.3). They are used to set up protocol parameters at non-default values.

Information field sizes

IFSC is the maximum size of information field of blocks that can be received by the card. If present, the first

TA for

T=1 sets up the initial value of IFSC. The default value is 32.

IFSD i
value

At the
and IF
In any

— TH
— TH
NOTE
NOTE

F The maximum size of information field of bIOCKS that can be received by the interface de
bf IFSD is 32.

start of the transmission protocol, IFSC and IFSD are initialized. During the transmission
SD may be adjusted by S(IFS request) and S(IFS response) where INF consists-of one b
case, the first TA for T=1 and each byte IFS shall be encoded as follows.

e values '00' and 'FF' are reserved for future use.
e values '01' to 'FE' encode the numbers 1 to 254.
I This document recommends an IFS value of at least '20'.

P The block size is the total number of bytes present in the prologue, information and epilo

maximyim block size is set to IFS plus four or five, depending upon the sjZe of the epilogue field.

11.4.3

By def
block

NOTE

Bits 4
calcul3

Waiting times
inition, CWT is the maximum delay between the‘leading edges of two consecutive cha
see Figure 21). The minimum delay is CGT (see 11.2).

When there is a potential error in the lengthi\ €T may be used to detect the end of a block.

Character of a block Next character of the same block

b= (CGT<t<CWT —=—1}

Figure 21 — Character timings within the block

to 1 of the first TB)for T=1 encode CWI from zero to fifteen. The default value is CW]
ted from CWI by the following formula. Therefore the minimum value is CWT = 12 etu.

CWT =(11+2)etu

By definitions=BWT is the maximum delay between the leading edge of the last character of the

by the

card.and the leading edge of the first character of the next block transmitted by the card (

BWTis

ice. The initial

brotocol, IFSC
ite named IFS.

gue fields. The

racters in the

=13. CWT is

block received
see Figure 22).

uSed to detect an unresponsive card. The minimum delay is BGT (see 11.2).
Last character of a block First character of the next block
sent by the interface device sent by the card

b= BGT<t<BWI ——i

Figure 22 — Block timings

Bits 8 to 5 of the first TB for T=1 encode BWI from zero to nine. The values 'A' to 'F' are reserved for future use.
The default value is BWI= 4. BWT is calculated from BWI by the following formula.

BWT =11etu + 25" ><960><F—d
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11.44 Red

undancy code

Bit 1 of the first TC for T=1 indicates the error detection code to be used:

— CRC if bit

1is setto 1;

— LRC (default value) if bit 1 is set to 0.

Bits 8 to 2 of the first TC for T=1 are reserved for future use and shall be set to 0.

11.5 Character component operation at data link layer

At the start
characters are

When either t

either the carg
length byte, it

11.6 Bloch

11.6.1  Blog

The following

I-blocks are dg¢noted as follows.

I(N(S), M)
Na(S), Ny(S)

R-blocks are d

R(N(R))

S-blocks are d

pf the transmission protocol, the interface device has the right to transmit. Asynech
always grouped in blocks.

he card or the interface device has transmitted a block, it switches to reception .mode.

or the interface device has received a block according to the number of bytes ‘encoded
passumes that it has the right to transmit.

( component operation at data link layer

tk notation

blocks are used in the descriptions of the transmission protocol.

send-sequence numbers of I-blocks where'indices a and b distinguish sources A and B

enoted as follows.

R-block where N(R) is the send-sequence number of the expected I-block

enoted as follows.

I-block where N(S) is the send-sequence number and M is the more-data bit (see 11.6.2.

S(RESYNCH fequest) S-block requesting a resynchronization

S(RESYNCH fesponse) S-block acknowledging the resynchronization

S(IFS request S=block offering a maximum size of the information field
S(IFS respongde) S-block acknowledging IFS

S(ABORT reqpest) S-block requesting a chain abortion

S(ABORT resporise) S-block acknowledging the chain abortion

S(WTX request) S-block requesting a waiting time extension

S(WTX response) S-block acknowledging the waiting time extension

In S(IFS...) and S(WTX...), INF is present according to rules 3 and 4 in 11.6.2.3.

11.6.2

11.6.2.1 G

Error-free operation

eneral procedures

onous

When
in the

2)

At the start of the transmission protocol, the first block transmitted by the interface device to the card shall be
either an I-block or an S-block.
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After a block (I-, R- or S-block) has been transmitted, an acknowledgment shall be received before starting the
transmission of the next block, as described hereafter.

Every |-block carries its send-sequence number N(S). The I-blocks transmitted by the interface device and
those transmitted by the card are counted independently from each other. N(S) is counted modulo 2 and
encoded by one bit. At the start of the transmission protocol or after resynchronization, the initial value is N(S)
= 0; then the value alternates after transmitting each I-block.

Every R-block carries N(R) which is the send-sequence number N(S) of the expected I-block. In error-free
operation, R-blocks are used for chaining I-blocks (see 11.6.2.2).

An I-block is acknowledged by receiving either

— an| I-block where N(S) is different from N(S) of the previously received I-block, or
— an|R-block where N(R) is different from N(S) of the transmitted I-block (see rule 2.2 jn|11.6.2.3).

An S-plock carries no send-sequence number. S(...request) carries no acknowledgment. 5(...response)
acknoyledges S(...request).

11.6.2(2 Chaining

The chaining function allows the interface device or the card to transmit information (application data) longer
than IFSC or IFSD. If the interface device or the card has to transmit information longer than|IFSC or IFSD
respedtively, it should divide the information into pieces, each with*length less than or equal to |FSC or IFSD,
and it|should transmit each piece in a block using the chaining function. Figure 23 illustrates the chaining
functign.

| Appli cation Data | is transmitted by
[ P] Appii [ P cation] E | [ P| Data] E |
——y MY 0o _ ___ Interface
P: Prologue
E: Epilogue .i .i El:lz
R(1) R(0) 1(0, 0)

Figure 23 — Chaining function

The Mpbit in PCB controls the chaining of I-blocks. The value of the M-bit indicates the state of the I-block.
— If M =1, then the I-blogkis chained to the next block, which shall be an I-block.
— If M =0, then the I~block is not chained to the next block.

If the eceiver carrectly receives a more-data I-block, then it shall transmit R(N(R)), where N(R] is set to N(S)
of the pxpected.I-block.

NOTE I-blacks with LEN = '00"' may be used within a chain (see scenario 7 in annex A).

11.6.2.3 Protocol rules for error-free operation

Rule 1 — The interface device transmits the first block, either an I-block with N(S) = 0 denoted 1(0, M), or an
S-block.

Rule 2.1 — [(N4(S), 0) transmitted by A is acknowledged by I(Ny(S), M) transmitted by B to transfer
application data and to indicate readiness to receive the next |-block from A.

Rule 2.2 — I(N,(S), 1) transmitted by A is acknowledged by R(N,(R)) transmitted by B [Ny(R) is not set to
N,(S)] to indicate that the received block was correct and the readiness to receive the next I-block from A.

NOTE Chaining is only possible in one direction at a time.
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Rule 3 — If the card requires more than BWT to process the previously received I-block, it transmits S(WTX
request) where INF conveys one byte encoding an integer multiplier of the BWT value. The interface device
shall acknowledge by S(WTX response) with the same INF.

The time allocated starts at the leading edge of the last character of S(WTX response).

Rule 4 — The card transmits S(IFS request) to indicate a new IFSC it can support. The interface device shall
acknowledge by S(IFS response) with the same INF. The interface device assumes the new IFSC is valid as
long as no other IFSC is indicated by another S(IFS request).

The interface device transmits S(IFS request) to indicate a new IFSD it can support. The card shall
acknowledge by S(IFS response) with the same INF. The card assumes the new IFSD is valid as long as no
other IFSD is indicated by another S(IES request).

For the encod|ng of IFSC and IFSD in INF, see 11.4.2.

Rule 5 — Chaining is indicated by the M-bit, where I(N(S), 0) is a non-chained block or the last blo¢k of a
chain. I(N(S), /1) is a part of a chain and shall be followed by at least one chained block.

R(N(R)) requgsts transmission of the next chained I-block I(N(S) = N(R), ...) and acknowledges the received
chained I-block I(NOT N(R), 1).
11.6.3  Errgr-handling

11.6.3.1 Hrrors detected by the receiver

The tasks of the block layer are to transmit blocks, to detect transmission and sequence errors, to handle such
errors and to fesynchronize the transmission protocol. Therefore¢the block component of the data link layer
should be ablg to handle the following errors.

— BWT time+out — The card did not transmit any charagter'within the specified delay.

— Reception of an invalid block — Examples are
e character parity error(s),
e redumdancy code error,
e invalid PCB (due to unknown encoding),
e invalid LEN (transmission.error or incompatibility with the block type or with IFSC or IFSD),
e loss ¢f synchronization bécause the block size and the number encoded by LEN are inconsistant,
o failure to receive.the relevant S(... response) after having transmitted S(... request).

Resynchronizgtion of ‘the transmission protocol may be attempted at three consecutive levels. If one level is
unsuccessful, then'the next level is tried.

— For the interfacedevite, thethrec fevelsare
e retransmission of blocks,
e use of S(RESYNCH request),

e warm reset or deactivation.

— For the card, the three levels are
e retransmission of blocks,
e use of S(RESYNCH response),

e without action by the interface device, the card becomes unresponsive.
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11.6.3.2 Protocol rules for error-handling

Rule 6 — S(RESYNCH request) may be transmitted only by the interface device to reach resynchronization
and to initiate resetting the communication parameters of the transmission protocol to its initial values.

Rule 6.1 — If the receiver detects a loss of synchronization, it gets back the right to transmit after a silence on
the electrical circuit I/O greater than the larger of CWT or BGT.

Rule 6.2 — S(RESYNCH request) shall be responded to by S(RESYNCH response) from the card.

Rule 6.3 — After the interface device has received S(RESYNCH response), the transmission protocol is
initiated.

Rule §.4 — After the interface device has failed a maximum of three times in succession toreagh the intended
resyndhronization by transmitting S(RESYNCH request), it performs either a warm reset©r:a deactivation.

Rule 6.5 — When S(RESYNCH request) is received, the previously transmitted blo¢K is assumgd not to have
been received.

Rule 7.1 — When an I-block was transmitted and an invalid block is received or a BWT time-out (with the
interfage device) occurs, an R-block is transmitted, which requests with.its N(R) for the expected I-block with
N(S) 3 N(R).

Rule 7.2 — When an R-block was transmitted and an invalid block is received or a BWT timg-out (with the
interfage device) occurs, this R-block is retransmitted.

Rule 7.3 — When §(... request) was transmitted and thedreceived response is not S(... respopse) or a BWT
time-olt occurs (only with the interface device), S(... request) is retransmitted.

When [S(... response) was transmitted and an invalid block is received or a BWT time-out occurg (only with the
interfage device), an R-block is transmitted.

Rule 71.4.1 — After failing to receive an error-free block at the start of the transmission protoco|, the interface
devicel makes a maximum of two further, attempts in succession before performing either a warm reset or a
deactiyation.

Rule 7.4.2 — During the transmission protocol, if the interface device fails to receive an error-free block, it
makeg a maximum of two further attempts in succession before transmitting S(RESYNCH request).

Rule 71.4.3 — If the card\fails to receive an error-free block after a second attempt in succession, it remains in
recept/on mode.

Rule 7.5 — Onrreceiving an invalid first block, the card reacts by transmitting R(0).

Rule 7.6, If the first block transmitted by the interface device is not responded to within BT, the interface
device transmits R(0).

Rule 8 — When the card transmits S(IFS request) and receives an invalid block, it retransmits a maximum of
one more S(IFS request) in order to elicit an S(IFS response). After the second failure, it remains in reception
mode.

Rule 9 — The abortion of a chain can be initiated by either the transmitter or receiver of a chain transmitting
S(ABORT request) which shall be answered by S(ABORT response), after what an R-block may be
transmitted depending on whether it is necessary to give back the right to transmit.

NOTE Abortion of chaining may be due to physical errors in the card, such as memory error.
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12 Transmission of command-response pairs

121

12.1.1

Application protocol data units

Command-response pairs

An application protocol data unit is either a command APDU or a response APDU. A step in application
protocol consists of transmitting a command APDU, processing it in the receiving entity and returning the
response APDU. This pair of APDUs is called a command-response pair.

lllustrated by Figure 24, each command APDU defined in this document consists of

— a mandatg

— a conditio

Comma3

ry header of four bytes denoted CLA INS P1 P2,

hal body of variable length.

nd header Command body

CLA IN

S P1 P2 [Lcfield] [Data field] [Le field]

Illustrated by H
— aconditio

— a mandat
processin

Figure 24 — Command APDU structure

Figure 25, each response APDU defined in this document consists, 'of
nal body of variable length,

bry trailer of two bytes denoted SW1 SW2 and encoding the status of the receiving entif
h the command.

Response body Response trailer

y after

[Data field] SW1 SW2

The values of
process is ab(
response bod

12.1.2

Each commari

N, denotg
encoding
field and t

N, denote
present fg

Data fields within command-response pairs

Figure 25 — Response APDU structure

the command header and the respofise trailer shall be as specified in ISO/IEC 7816-4
brted, then the card may become unresponsive. However if a response APDU occurs, th
shall be absent and SW1 SW2-shall indicate an error.

d-response pair may-carry a command data field and/or a response data field.

s the number of bytes in the command data field. If N, = 0, then the L field is pres
V. and the command data field consists of the subsequent N, bytes. If N, = 0, then both
he command-data field are absent.

5 the maximum number of bytes expected in the response data field. If N, # 0, then the L,
I encoding N.. If N, = 0, then the L, field is absent.

If the
en the

ent for
the L.

field is

If N.=0Q ¢

en the

N, denote

5 the number of bytes in the response data field. N, shall be from zero to N,

response data field is absent.

In case 1, N, = N,= 0. The command APDU consists of the header; the L. field, the command data field and
the L, field are absent. The response APDU consists of the trailer; the response data field is absent.

In case 2, N, =0 and N, = 0. The command APDU consists of the header and the L. field; the L, field and the
command data field are absent. The response APDU consists of the response data field and the trailer.

In case 3, N; # 0 and N; = 0. The command APDU consists of the header, the L, field and the command data

field; the L, fie

Id is absent. The response APDU consists of the trailer; the response data field is absent.

In case 4, N, # 0 and N, = 0. The command APDU consists of the header, the L. field, the command data field
and the L, field. The response APDU consists of the response data field and the trailer.
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Table 12 summarizes the four possible cases of command-response pairs.

Table 12 — Data fields within command-response pairs

Case 1 No command data field No response data field
Case 2 No command data field Response data field
Case 3 Command data field No response data field
Case 4 Command data field Response data field

Figure 26 shows the four structures of command APDUs according to the previous four cases.

A command APDU of case 1 consists of a header.

A aonmaraand ADNIIL ~f ~oca D naictc-aof o haosdaorand ol fiald
POTTITITaTIC 7\ DO UT CaO9CZ- CUTISTStS UT o ricautrarid o g CTuT

A command APDU of case 3 consists of a header, a L., field and a data field.

A command APDU of case 4 consists of a header, a L. field, a data field and a L. field.

Case|1 | Command header |

Case|2 ‘ Command header L. field ‘

Case|3 Command header | L. field | Data field

Casel4 Command header | L, field | Pata field | L, field

Figure 26 — The four structures of command APDUs

Conseguently, within any command-response pair, the absénce of L, field in the command| APDU is the

standdrd way for receiving no response data field in the respense APDU.

12.1.3] Decoding conventions for command APDUs

Figure| 27 illustrates a command APDU as a string of n bytes. The header consists of the fifst four bytes,

namely CLA INS P1 P2. The body consists of all the subsequent bytes, namely C(5) to C(n) if any.

{C(1)=CLA} {C(2).£INS} {C(3)=P1} {C(4)=P2} [C(5) ... C(n)] ‘

Figure 27 — Command APDU as a byte string

Inicase 1, the body is absentConsequently, n = 4.

Incase 2, the L, field-isteither short (case 2S) or extended (case 2E).

Case 2S — The short L, field consists of C(5) encoding N, from 1 to 256 ('00' means the maximum, 256).
Cansequently, u.=.5.

Case 2E = The extended L. field consists of C(5) = '00' and C(6) C(7) encoding N, from 1 to 65 536
('0000' means the maximum, 65 536). Consequently, n=17.

Inicase’3, the L. field is either short (case 3S) or extended (case 3E).

Case 3S — The short L. field consists of C(5) = '00', encoding N, from 1 to 255. The data field consists of
C(B) to C(5+N,;). Consequently, n =5 + (C(5)).

Case 3E — The extended L. field consists of C(5) = '00' and C(6) C(7) = '0000', encoding N, from 1 to
65 535. The data field consists of C(8) to C(7+N.). Consequently, n =7 + (C(6) C(7)).

In case 4, both length fields are either short (case 4S) or extended (case 4E).

Case 4S — The short L. field consists of C(5) = '00", encoding N, from 1 to 255. The data field consists of
C(6) to C(5+N;). The short L, field consists of C(6+N;) encoding N, from 1 to 256 (‘00" means the
maximum, 256). Consequently, n = 6 + (C(5)).

Case 4E — The extended L. field consists of C(5) = '00' and C(6) C(7) # '0000', encoding N, from 1 to
65 535. The data field consists of C(8) to C(7+N;). The extended L, field consists of C(8+N;) C(9+N;)
encoding N, from 1 to 65 536 ('0000' means the maximum, 65 536). Consequently, n = 9 + (C(6) C(7)).
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Table 13 summarizes the command APDU decoding according to the seven cases.

Table 13 — Command APDU decoding

Condition on C(5) Condition on C(6) C(7) Number of bytes Case
Absent Absent 4 1
Present, any value Absent 5 2S
Present, = '00' C(6) and possibly C(7) present 5+ (C(5)) 3S
Present, = '00' Present, any value 6 + (C(5)) 4S
Present, = '00' Present, any value 7 2E
Present, = '00' Present, = '0000' 7 + (C(6) C(7)) 3E
Presept, = '00' Present, = '0000' 9 + (C(6) C(7)) 4F
Any other command APDU is invalid.

Cases 1, 2S,
capability of h

12.2 Command-response pair transmission by T=0

3S and 4S apply to all cards. Cases 2E, 3E and 4E also apply to cards explicitly statin
andling extended length fields (card capabilities shall be as specified in ISOMEE 7816-4).

g their

12.21  General
This clause defines the mapping of application protocol data units{(APDU) into transmission protocol data
units (TPDU) by T=0 using GET RESPONSE and ENVELOPE commands (see ISO/IEC 7816-4) as needed. For
example, a cpmmand-response pair of case 4S is processed as two consecutive pairs of command and
response TPDUs: the second command TPDU is a GET RESPONSE command. Table 14 summarizes fertain
response trailer values (see ISO/IEC 7816-4) used hereafter for the mapping.
Tahle 14 — Response trailer values used hereafter for the mapping by protocol T=0
SW1 sw2 Meaning
'9000" Progess completed normally. In cases 1, 2 ahd-3, no further action. In case 4, after receiving N. command data byte, the
card shall be ready to receive at least one'GET RESPONSE command for transferring at most N, response data bytes.
'61XY" Progess completed normally (SW2 encodes Ny, i.e., the number of extra data bytes still available). In cases 1 and 3,|the
card should not use such a value. In cases 2 and 4, for transferring response data bytes, the card shall be ready to feceive
a GET RESPONSE command, with*P3 set to the minimum of Ny and Ne.
62XY" Progess completed withiwarning. In case 1, no further action. In cases 2, 3 and 4, if the warning indication appears efore
"63XY" transferring all the comntand and/or response data bytes, then either the process continues (e.g., GET RESPONSE conmand
for fransferring résponse data bytes), or the warning indication induces another command (e.g., '6202' to '6280', GET|DATA
conjmand for{ransferring a card-originated byte string, see ISO/IEC 7816-4). Hence, the card should not use such g value
unti| the last response TPDU (see text below).
'6700' Progess.dborted due to a wrong length. No further action.
6CXY" Process aborted due to a wrong L. field (SW2 encodes N,, i.e., the exact number of available data bytes). In cases 1 and 3,
the card should not use such a value. In cases 2 and 4, the card shall be ready to receive the same command with P3 =
SW2.
'6D00’ Process aborted due to an invalid or not supported instruction code. No further action.

Consecutive interindustry command-response pairs may be chained: CLA = 0xx1 xxxx in the first command
APDU up to the penultimate one and CLA = 0xx0 xxxx in the last one; the other six bits remain constant within

the chain (cha

ining shall be as specified in ISO/IEC 7816-4).

— When an interindustry command-response pair within a chain (CLA = 0xx1 xxxx) is processed as two or
more consecutive pairs of command and response TPDUs, then in the command TPDUs, all the CLAs
shall be set to the same value, i.e., 0xx1 xXxxx.
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— When the last interindustry command-response pair of a chain (bit 5 of CLA switched from 1to 0, i.e., CLA
= 0xx0 xxxx) is processed as two or more consecutive pairs of command and response TPDUs, then the
chain really ends up at the last pair of command and response TPDUs. Consequently, for providing the
right indication in the command TPDUSs, the first CLA up to the penultimate one shall be set to Oxx1 xxxx
and the last CLA to 0xx0 xxxx.

In cases 4S, 2E, 3E and 4E, if the card supports command chaining (see ISO/IEC 7816-4), then for any
interindustry command-response pair with CLA = 0xx0 xxxx, whatever bit 5 is in the previous CLA, the above
rule shall apply where appropriate. Hence command chaining allows the card to know whether a command
TPDU is the last one or not, so as not to use warning indications until the last response TPDU.

12.2.2

Case 1

The cd

g

mmand APDU is mapped onto the command TPDU with P3

ommand APDU

ommand TPDU

='00".

CLA INS P1 P2

CLA INS P1 P2 {P3='00}

The response TPDU is mapped onto the response APDU without any change:

R

)

12.2.3

The short L, field consists of one byte: C(5) with ahy-value for encoding N, from 1 to 256 ('
um, 256). The command APDU is mapped onto the command TPDU without any change

maxim
g
g

The reg
the prq

esponse TPDU

esponse APDU

Case 2S

ommand APDU

ommand TPDU

sponse TPDU is mapped onto the response APDU according to the acceptance of N, an

SW1 SW2

SWq_sw2

D0' means the

CLA INS P1 P2

{Le field = C(5)}

CLA INS P1 P2 {P3=C(5)

cessing of the command(

Case 2S.1 — Process completed; N, accepted

The response TPDU is.mapped onto the response APDU without any change.

Response TRDY N data bytes SW1 BW2
Respaofise APDU N. data bytes SW1 BW2
Case 2S5.2— Process aborted; V., definitety not accepted

d according to

The card does not accept N, and does not support the service of providing data if the length is wrong. The
response TPDU from the card indicates that the process is aborted due to a wrong length: SW1 SW2 ='6700".
The response TPDU is mapped onto the response APDU without any change.

Response TPDU

Response APDU

{SW1SW2

='6700'}

{SW1 SW2 ='67007}
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Case 2S.3 — Process aborted; NV, not accepted, /V, indicated

The card does not accept N, and the response TPDU from the card indicates that the process is aborted:
SW1 ='6C' (wrong length) and SW2 with any value for encoding N, from 1 to 256 ('00' means 256), namely,
the exact number of available data bytes.

Response TPDU

The card shall be read

Command TPDU

{SW1 = '6C'} SW2

y to receive the same command TPDU with P3 = SW2.

CLA INS P1 P2 {P3=SW2}

4 _CI\ALD

The responseft

Response

Y
L =A%)

TPDU

|

— If N.< Ng, then the

Response

— IfN,> N,,
of the resy

Response

Case 2S5.4 —

The response

12.2.4

mapped onto

Commanq

Command

The response

Response

Response

Casr
The short L. {i

he command TPDU without any change.

APDU

TPDU

TPDU

APDU

12.2.5

CasP 4S

s AT ol ko 3T () Q\AL
UTTSIo1S Ul [Vg Udld UylTo TUNTUWEU DYy OVV

A
movva.,

N, data bytes

SW1 SW2

response TPDU is mapped onto the response APDU without any change

APDU N, (£ Ng) data bytes SW1 SW2
then the response TPDU is mapped onto the response APDU by keeping only the first N} bytes
onse APDU and the two status bytes SW1 SW2.
APDU Ne (< N,) data bytes SW1 SW2
SW1 SW2 ="9XYZ', except for ‘9000’
TPDU is mapped onto the response APDU without any change.
3s
eld consists of one byte: C(5) # '00'for encoding N, from 1 to 255. The command AFPDU is

CLA INS P1 P2

{Le field = C(5)}

N, data bytes

CLA INS

P1 P2 {P3=C(5)}

N, data bytes

TPDU is mapped onte the response APDU without any change.

SW1 SW2

SW1 Sw2

The short L, field consists of one byte: C(5) = '00' for encoding N, from 1 to 255. The short L, field consists of
one byte: C(n) with any value for encoding N, from 1 to 256 ('00' means the maximum, 256). The command
APDU is mapped onto the command TPDU by cutting off the L, field, i.e., C(n).

Command APDU

Command TPDU

36

CLA INS P1 P2

{L, field = C(5)}

N, data bytes

{Le field = C(n)}

CLA INS

P1 P2 {P3=C(5)

N, data bytes
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Case 4S.1 — Process aborted

The first response TPDU from the card indicates that the process is aborted: SW1 = '6X', except for '61', '62'
and '63'. The response TPDU is mapped onto the response APDU without any change.

Response TPDU | {SW1 ="'6X" except for '61', '62' and '63'} SW2 ‘

Response APDU | {SW1 ="'6X" except for '61', '62' and '63"} SW2 ‘

Case 4S.2 — Process completed

The first response TPDU from the card indicates that the process is completed: SW1 SW2 ='9000'. The card

1 [ : - TVl PR V- oL
Sha” Icaly W TelCIVEe d GET RESFUNSE CUTTITIANU TrUU WILUTTo = Ul7).

Jommand TPDU CLA {INS = GeTRESPONSE} P1 P2 {P3=C(n)}

Depending on the second response TPDU from the card, the process shall continue according {o cases 2S.1,
28.2, 2S.3 and 2S.4 above.

Case 4S.3 — Process completed with information added

The first response TPDU from the card indicates that the process is completed and the card givegs information:
SW1 3 '61' and SW2 with any value for encoding N, from 1 to 256 ('00{\means 256), namely, the number of
extra data bytes still available. The card shall be ready to receive &GET RESPONSE command [TPDU with P3
set to the minimum of N, and N..

CJommand TPDU | CLA {INS = GETRESPONSE} P1 P2 {P3 = min(Ng, Ny)} ‘

The sgcond response TPDU is mapped onto the response APDU without any change.

Response TPDU | P3 data bytes ‘ SW1 §w2 ‘

esponse APDU | R3 data bytes ‘ SW1 §w2 ‘

)

Case 4S.4 — SW1 SW2 = either '62XY"or '63XY" or '9XYZ', except for ‘9000’
The regsponse TPDU is mapped onto.the response APDU without any change.
NOTE In case 4S, the use of '62XY"and '63XY" is not recommended in the first response TPDU.

12.2.6)| Case 2E

The extended L, field consists of three bytes: C(5) C(6) C(7); C(5) = '00" and C(6) C(7) has|any value for
encod|ng N, from1.to 65 536 ('0000' means the maximum, 65 536).

dommand*APDU CLA INS P1 P2 {L field = C(5) C(6) C(7

Case ] < =

As N, is from 1 to 256, the command APDU shall be mapped onto the command TPDU with P3 = C(7). The
process shall continue according to case 2S.

Command TPDU | CLA INS P1 P2 {P3=C(7)} |

Case 2E.2 — N, > 256, C(5) = '00', C(6) C(7) = either '0000' or from '0101' to 'FFFF'
As N, > 256, the command APDU shall be mapped onto the command TPDU with P3 ="'00".

Command TPDU | CLA INS P1 P2 {P3='00}
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a)

b)

d)

12.2.7 Casp 3E

If the first response TPDU from the card indicates that the process is aborted due to a wrong length (SW1
SW2 ='6700"), then the response TPDU shall be mapped onto the response APDU without any change.

Response TPDU | (SW1 SW2 = '67007) |

Response APDU | (SW1 SW2 = '67007) |

If the first response TPDU from the card indicates that the process is aborted due to a wrong length and
the card gives information: SW1 ='6C' and SW2 with any value for encoding N, from 1 to 256 ('00' means
256), namely, the exact number of available data bytes, then the process shall be completed as described
in case 2S.3.

rd has
TPDU

If the first S
no more than 256 data bytes, and/or does not support the GET RESPONS
shall then[be mapped onto the response APDU without any change.
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Responsg TPDU 256 data bytes {SW1 SW2'='9000"

Responsg APDU 256 data bytes {SW1.8W2 ='9000}

If the firstor subsequent response TPDU from the card is SW1 ='61', then S¥W2 with any value encodes
N, from 1]to 256 ('00' means 256), namely, the number of extra data bytes,still available. The number of
remaining|data bytes to be retrieved from the card is N,, = N, minus thé-number of data bytes recejved in
the previolis response TPDUs.

If Ny, = 0, then the response APDU shall be the concatenation-of the data bytes of all received regponse
TPDUs|together with the trailer of the last received response TPDU.

If N, >|0, then the card shall be ready receive a GET. RESPONSE command TPDU with P3 set|to the
minimum of N, and N,,,. The corresponding response-~IPDU from the card shall be processed
—+ according to case d), if SW1 ='61",

-I- as above when N, is zero, if SW1 SW2 ='9000'".

The extended|L, field consists of three byt€s: C(5) C(6) C(7); C(5) = '00" and C(6) C(7) = '0000' for encoding

N, from 1 to 65 535.

Case 3E.1 — [N, from 1 to 255, C(5) C(6) = '0000', C(7) = '00'
As N, is from 1 to 255, the.command APDU is mapped onto the command TPDU with P3 = C(7).

The response TPDU is mapped onto the response APDU without any change.

Commang APDU CLA INSw-P1 P2 {L; field = C(5) C(6) C(7)} N, data bytes

Command TPDU CLA INS P1 P2 {P3=C(7)} N, data bytes

Response TPDU SW1 SW2

Response APDU SW1 SW2

Case 3E.2 — N, > 255, C(5) = '00", C(6) = '00", C(7) any value

The command APDU shall be split into consecutive segments of less than 256 bytes transmitted into the data
bytes of consecutive ENVELOPE command TPDUs. The absence of data bytes means “end of data string”.

38

Command TPDU CLA {INS =EeNvELOPE} P1 P2 P3 P3 bytes
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— If the first response TPDU from the card indicates that the card does not support the ENVELOPE command
(SW1 SW2 ='6D00"), the TPDU shall be mapped onto the response APDU without any change.

Response TPDU {SW1 SW2 ='6D00"}

Response APDU {SW1 SW2 ='6D00"}

— If the first response TPDU from the card indicates that the card does support the ENVELOPE command
(SW1 SW2 ='9000"), then the card shall be ready to receive further ENVELOPE commands as needed.

Response TPDU {Sw1 Sw2 ='9000'}

CJommand TPDU CLA {INS = ENvELOPE} P1 P2 P3 P3 bytes

— THe response TPDU corresponding to the last ENVELOPE command is mapped onto jthe response APDU
without any change.

)

esponse TPDU SW1 Sw2

)

esponse APDU SW1 Sw2

12.2.8) Case 4E

The extended L, field consists of three bytes: C(5) C(6) C(7);.C(5) = '00" and C(6) C(7) = '0000' for encoding
N, fromn 1 to 65 535. The extended L, field consists of twobytes: C(n—1) C(r) with any value fgr encoding N,
from 1|to 65 536 ('0000' means the maximum, 65 536).

dJommand APDU | CLA INS P1 P2 |{L.field= C(5) C(6) C(7)} | N.databytes | {Le field = Q(n—1) C(n)}

Case 4E.1 — N, < 256, C(5) C(6) = '0000", C(7)'= '00'

As Nlis from 1 to 255, the command APDU is mapped onto the command TPDU with P3 # C(7) and by
appengding the N, data bytes. The L, field; i.e., C(n—1) C(n), is cut off.

dommand TPDU | CLA INSP1 P2 {P3=C(7)} N, data bytes

a) If W1 ='6X" except for'61’, '62' or '63' in the first response TPDU from the card, then the rgsponse TPDU
is mapped onto the response APDU without any change.

Response TPDU {SW1 ='6X" except for '61', '62' or '63"} SW2

Response APDU {SW1 ="'6X" except for '61', '62' or '63"} SW2

b) If WA SW2 ='9000' in the first response TPDU from the card, then

o If Ny < 256, i.e.,, C(n—1) C(n) from '0001' to '0100', then the card shall be ready to receive a
GET RESPONSE command TPDU with P3 = C(n). The subsequent process shall be according to cases
2S.1,28.2, 25.3 and 2S.4 above.

o If N, > 256, i.e., C(n—1) C(n) = either '0000' or > '0100', then the card shall be ready to receive a
GET RESPONSE command TPDU with P3 = '00'. The subsequent process shall be according to case
2E.2 above.

c) If SW1 ="'61"in the first response TPDU from the card, then the process shall continue according to case
2E.2 d) above.

d) If SW1 SW2 ='62XY" or '63XY" or '9XYZ', except for '9000', in the first response TPDU from the card, then
the response TPDU is mapped onto the response APDU without any change.

NOTE In case 4E, the use of '62XY' and '63XY" is not recommended until the last response TPDU.
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Case 4E.2 — N, > 255, C(5) ='00", C(6) = '00', C(7) any value
As N, > 256, the process shall continue according to case 3E.2 described above, until the command APDU

has been completely transmitted to the card. It shall then continue as described above in case 4E.1 a), b), c)
and d).

12.3 Command-response pair transmission by T=1

12.3.1 General

This clause defines the mapping of application protocol data units (APDU) into information fields of
transmission preteceldata—units{FRBU-by—T+—=14-

12.3.2 Caspe 1

The command APDU is mapped onto the information field of an I-block without any change,

Commandg APDU CLA INS P1 P2

Informatipn field CLA INS PNP2

The informatign field of the I-block in response is mapped onto the response APDU without any change

Informatipn field SW1 SwW2

Responsg APDU SW4 Sw2

12.3.3 Casps 2S and 2E

The command APDU is mapped onto the informatiof’field of an I-block without any change.

Commandg APDU CLA INS P1 P2 L, field

Informatipn field CLA INS P1 P2 L, field

The response|APDU consists of either
— the information field of the |-block in response, or
— the congatenation ofsthe information fields of successive I-blocks in response. These blocks shall be

chained.
Either information field Data field SW1 SW2
Or concatenation of information fields Data

field SW1 SW2
Response APDU Data field SW1 SW2
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