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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
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— Part 10: Electronic signals and answer to reset for synchronous cards

— Part 11: Personal verification through biometric methods

— Part 12: Cards with contacts — USB electrical interface and operating procedures
— Part 13: Commands for application management in a multi-application environment

— Part 15: Cryptographic information application
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Introduction

Integrated circuit cards with cryptographic functions can be used for secure identification of users of
information systems, as well as for other core security services such as non-repudiation with digital signatures
and distribution of enciphering keys for confidentiality. The objective of this part of ISO/IEC 7816 is to provide
a framework for such services based on available International Standards. A main goal has been to provide a
solution that may be used in large-scale systems with several issuers of compatible cards, providing for
international interchange. It is flexible enough to allow for many different environments while still preserving
the requirements for interoperability.

A number of|data structures have been provided to manage private keys and key fragmentscto-support a
public key ceftificate infrastructure and flexible management of user and entity authentication.

This part of ISO/IEC 7816 is based on PKCS #15 v1.1 (see Reference [9]). The relationship between [these
documents is|as follows:

— acommgqn core is identical in both documents;
— those conponents of PKCS #15 which do not relate to IC cards have heer’removed.

This part of ISO/IEC 7816 includes enhancements to meet specific IC card requirements.

Vi © ISO/IEC 2016 - All rights reserved
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Identification cards — Integrated circuit cards — Part 15:
Cryptographic information application

1 Scope

This part of ISO/IEC 7816 specifies an application in a card. This application contains.-iffformation on
cryptqgraphic functionality. This part of ISO/IEC 7816 defines a common syntax and\ format for the
cryptqgraphic information and mechanisms to share this information whenever appropriate,
The dbjectives of this part of ISO/IEC 7816 are to

— facilitate interoperability among components running on various platforms (platform neutral),

|
(1)

nable applications in the outside world to take advantage of products and components [from multiple
anufacturers (vendor neutral),

— ¢nable the use of advances in technology without rewriting application-level software (application neutral),
nd

— nmpaintain consistency with existing, related standards)while expanding upon them only whegre necessary
nd practical.

It supports the following capabilities:
— storage of multiple instances of cryptographic information in a card;
— e of the cryptographic information;

— retrieval of the cryptographicfinformation, a key factor for this is the notion of “Directory|Files”, which
rovides a layer of indirection*between objects on the card and the actual format of these objects;

— cfoss-referencing of-the cryptographic information with DOs defined in other parts of ISO/IEC 7816 when
ppropriate;

— different authentication mechanisms;

— ultiples-eryptographic algorithms (the suitability of these is outside the scope of |this part of
ISO/IEC 7816).

This part of ISO/IEC 7816 does not cover the internal implementation within the card and/or the outside world.
It is not mandatory for implementations complying with this International Standard to support all options
described.

In case of discrepancies between ASN.1 definitions in the body of the text and the module in Annex A,
Annex A takes precedence.

© ISO/IEC 2016 - All rights reserved 1
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2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO 9564-1, Final services — Personal Identification Number (PIN) management and security — Part 1: Basic
principles and requirements for PINs in card-based system

ISO/IEC 7816

ISO/IEC 882
notation

ISO/IEC 8824
specification

ISO/IEC 8824

ISO/IEC 8824
specificationd

ISO/IEC 882

(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

ISO/IEC 9594
key and attrib

ANSI X9.62,
Algorithm (E(

3 Terms
For the purpg

3.1
absolute pat
path that star

3.2
application
data structure

(all parts), Identification cards — Integrated circuit cards with contacts

-1, Information technology — Abstract Syntax Notation One (ASN.1): Specification of

|

2, Information technology — Abstract Syntax Notation One (ASN.1):\lnformation

-3, Information technology — Abstract Syntax Notation One (ASN.1);'‘€onstraint specificati

-4, Information technology — Abstract Syntax Notation One (ASN.1): Parameterization of A

-1, Information technology — ASN.1 encoding rulesi/Specification of Basic Encoding

-8, Information technology — Open Systems Interconnection — The Directory — Part 8: F
ute certificate frameworks

basic

bbject

pNn

ASN.1

Rules

ublic-

Public Key Cryptography for the Financial Services Industry: The Elliptic Curve Digital Sigpature

DSA)

and definitions

ses of this document, the following terms and definitions apply.

h
s with the file identifier '3F00’

s, data ‘elements and program modules needed for performing a specific functionality

[SOURCE: ISOMTET 7816-4-2013, 3.3, modified]

3.3

application identifier

data element
Note 1 to entry

3.4

that identifies an application in a card

: Adapted from ISO/IEC 7816-4.

application provider
entity providing the components required for performing an application in the card

[SOURCE: ISO/IEC 7816-4:2013, 3.7, modified]

© ISO/IEC 2016 - All rights reserved
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35
authentication information object
cryptographic information object that provides information about authentication related data

EXAMPLE A password.
3.6
authentication object directory file

elementary file containing authentication information objects

3.7
binary_coded decimal

numbger representation where a number is expressed as a sequence of decimal digits and each

is endoded as a four bit binary number

3.8
cardHolder
person to whom the card was issued

3.9
card |ssuer
organfization or entity that issues cards

3.10
certif|cate directory file
elemgntary file containing certificate information objects

3.11
certif|cate information object
cryptqgraphic information object that provides information about a certificate

3.12
command
messpage that initiates an action and solicits a response from the card

3.13
cryptpgraphic information application

applidation in a card that_contains information on cryptographic information objects, other

elements and their intended\use
3.14
cryptpgraphic information object

structpred information contained in a CIA, which describes a cryptographic data element

EXAMPLE A public key or a certificate.

3.15

decimal digit

security data

data container information object
cryptographic information object that provides information about a data container

EXAMPLE A file.

3.16

data container object directory file

elementary file containing data container information objects
3.17

dedicated file
structure containing file control information, and, optionally, memory available for allocation
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[SOURCE: ISO/IEC 7816-4:2013, 3.19]

3.18
Directory
DIR file

optional elementary file containing a list of applications supported by the card and optional related data

elements

[SOURCE: ISO/IEC 7816-4:2013, 3.22, modified]

3.19

o

elementary f
set of data ur

[SOURCE: IS
3.20

file identifier|
data element

[SOURCE: IS

3.21
function
process acco|

3.22
master file

unique dedicated file representing the root in a card using a‘hierarchy of dedicated files

[SOURCE: IS
Note 1 to entry]

3.23
message
string of byte|
characters

3.24
object direct]
mandatory el

3.25
password
data that may|

its or records or data objects sharing the same file identifier and the same security attribate

O/IEC 7816-4:2013, 3.23, modified]

(two bytes) used to address a file

O/IEC 7816-4:2013, 3.27]

mplished by one or more commands and resultant actions

O/IEC 7816-4:2013, 3.33, modified]

The MF has file identifier ‘3F00".

5 transmitted by the inteffacé device to the card or vice versa, excluding transmission-or

ory file
bmentary file'containing information about other CIA directory files

belrequired by the application to be presented to the card by its user for authentication pur

s)

ented

pose

[SOURCE: ISO/IEC 7816-4:2013, 3.37]

3.26
path

concatenation of file identifiers without delimitation

[SOURCE: ISO/IEC 7816-4:2013, 3.38]

3.27

private key directory file

elementary fil

e containing private key information objects

© ISO/IEC 2016 - All rights re
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3.28
private key information object
cryptographic information object that provides information about a private key

3.29
provider
authority who has or who obtained the right to create a dedicated file in the card

[SOURCE: ISO/IEC 7816-4:2013, 3.41]
3.30

publickey directary file
elementary file containing public key information objects

3.31
publi¢ key information object
cryptagraphic information object that provides information about a public key

3.32
record
string|of bytes referenced and handled by the card within an elementary file of record structure

[SOURCE: ISO/IEC 7816-4:20183, 3.43]

3.33
relatiye path
path that starts with the file identifier of the current DF

3.34
secrgt key directory file
elemgntary file containing secret key information.objects

3.35
secrdt key information object
cryptagraphic information object that, provides information about a secret key

3.36
template
set of|data objects forming:the value field of a constructed data object

Note 1 to entry: Adapted-from ISO/IEC 7816-6.

4 Symbolsand abbreviated terms

4.1 |Symbols

DF.x dedicated file x, where x is the acronym of the file
EF.x elementary file x, where x is the acronym of the file

‘0'to'9’and ‘A'to ‘F hexadecimal digits

4.2 Abbreviated terms
For the purposes of this part of ISO/IEC 7816, the following abbreviated terms apply.

AID application identifier

© ISO/IEC 2016 - All rights reserved 5
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AOD authentication object directory

BCD binary-coded decimal

CD certificate directory

CDE cryptographic data element

CIA cryptographic information application

ClO cryptographic information object

C-RP command —response pair

Cv card-verifiable

DCOD |[data container object directory
DDO discretionary data object

DF dedicated file

DH Diffie-Hellman

DSA digital signature algorithm

EC elliptic curve

EF elementary file

IDO interindustry data object, as defined in ISOHEC 7816-6
IFD interface device

KEA key exchange algorithm

MF master file

oD object directory

PKCS public-key cryptography standard
PrkbD private Key directory

PuKD publickey directory

RSA Rivest-Shamir-Adleman

SKD secret key directory

SPKI simple public key infrastructure

ucs universal multiple-octet coded character set (see ISO/IEC 10646)
URL uniform resource locator

uTC coordinated universal time

UTF-8 UCS transformation format 8

6 © ISO/IEC 2016 - All rights reserved
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WTLS  wireless application protocol transport layer security

5 Conventions

15:2016(E)

This part of ISO/IEC 7816 presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and
values are referenced in normal text, they are differentiated from normal text by presenting them in the bold
Helvetica typeface. The names of commands, typically referenced when specifying information exchanges
between cards and IFDs, are differentiated from normal text by displaying them in Courier.

If the

items in a list are numbered (as opposed to using “—" or letters), then the items shall be considered steps
in a procedure.

6
6.1

This
— d

— d

|
Q

The in
6.2

This

|
o

— 4

The |
objec

Lryptographic information objects

General

art of ISO/IEC 7816 provides

escriptions of objects describing cryptographic information contained jn the card,
escriptions of the intended use of this information,

ays to retrieve this information (when appropriate),

n abstract syntax for the information which provides the basis for encodings, and
n object model for the information.

formation, which also may include access.coftrol information, is described in the form of C
CIO classes

art of ISO/IEC 7816 defines four. Classes of CIOs as follows:

ryptographic key information-objects;

ertificate information @hjects;

ata container information objects;

uthentication-information objects.

pgical” structure of these ClOs is shown in Figure 1. The object class of cryptographic ke
s<has three subclasses: private key, secret key, and public key information objects.

attribd

tes from highnr-ln\lnl classes and may he instantiated on cards
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Cryptographic
Information Object

Cryptographic Certificate Data Container Authentication
Key Information Information Information Information
Object Object Object Object
AN X\ /4 A Fy \ / L\
Priyate || secret Public Ccv X.SQQ Other Data Data Pass- | |Biometric| | External
K Key Key Certificate | | Certificate | | Certificate File Object word Data Authent.
Irffo Info Info Info Info Info Info Info Info Info Info
Object || Object Object Object Object Object Object | | Object Object || Object Object

6.3 Attribuyites

All CIOs hav
and attributed

Figure 1 — CIO class hierarchy

b a number of attributes. Type-specific attributes are always preseht. Group-specific attr
common to all ClOs may be inherited as shown in Figure 2. Attributes are defined in Claus

butes
e 8.

Corhmon CIO - Class-specific - Sub-clags-specific - Type-specific
Altributes v CIO Attributes e CIO\Atltributes v CIO Adtributes
Figure 2 — Attribute inheritance concept

6.4 Accesp restrictions
CDEs can bqg private, meaning that they are protected against unauthorized access, or public. Access [read,
write, etc.) {o private CDEs is described by\authentication information objects (which also ingludes
authentication procedures). Conditional access~(from a cardholder’'s perspective) is achieved with knowledge-
based user ipformation, biometric user inforniation, or cryptographic means. Public CDEs are not profected
from read-acg¢ess.
7 CIOfilgs
7.1 Overv]ew
A CIO is contained in an’elementary file, and refers, in general, to a CDE; a CIO may in some cases contain

the CDE dire
under other d

ttly. A dedicated file (DF.CIA) contains CIO elementary files. Certain CIO files may be prese
edicated files, in which case, they are referenced to from the DF.CIA.

nt

7.2 ICcar

requirements

Cards shall comply with the appropriate parts of ISO/IEC 7816, when using

direct or

access Cc

hierarchic logical file systems,

indirect application selection,

ontrol mechanisms,

read operations, and

cryptographic operations.
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7.3 Card file structure

A typical card supporting this part of ISO/IEC 7816 will have the following layout:

EF.CIAInfo

EF.QD

EF.PrkD

NOTE|1  For the purpose of this part of ISO/IEC 7816, EF.DIR is only.needed on cards that do not support application
selection using AID as DF name as defined in ISO/IEC 7816-4 or when multiple CIAs reside on a single cargl.

NOTE|2  Square element files are mandatory for this part of ISOAEC 7816 (see Table 1). MF may not pe seen at the
interface (see ISO/IEC 7816-4).

Figure 3 — Examplecontents of DF.CIA

Other| possible topologies are discussed in Annex.€. The contents and purpose of each file and| directory are
descr|bed below.

7.4 (EF.DIR

This file (file identifier: ‘2F00’) shallj-if present, contain one or several application templates ps defined in
ISO/IEC 7816-4. The application\template (tag ‘61’) for a CIA shall at least contain the following I[POs:

|
Q

pplication identifier (tag. ‘4F’), value defined in 7.5.5;

— path (tag '51"), value supplied by application provider; if Path is missing, it denotes a virtual DF.CIA the
QIO files of which are hosted by an application, either implicitly known or defined by the £IODDO (tag
13).

— {10ODDO (tag ‘73") conditional, with odfPath and cialnfoPath reference CIOs; it shall be pregent if Path is
nrissing.

Other IDOs from ISO/IEC 7816-4 may, at the application provider’s discretion, be present as well. In particular,
it is recommended that application providers include both the “Discretionary data objects” data object (tag ‘73")
and the “Application label” data object (tag ‘50’). The application label shall contain a UTF-8 encoded label for
the application, chosen by the application provider. The “Discretionary data objects” data object shall, if
present, contain a DER-encoded (ISO/IEC 8825-1:1998) value of the ASN.1 type CIODDO:

CIODDO ::= SEQUENCE {

providerld OBJECT IDENTIFIER OPTIONAL,

odfPath Path OPTIONAL,

cialnfoPath [0] Path OPTIONAL,

aid [APPLICATION 15] OCTET STRING (SIZE(1..16)),
(CONSTRAINED BY {-- Must be an AID in accordance with ISO/IEC 7816-4--})
OPTIONAL,

© ISO/IEC 2016 - All rights reserved 9


https://iecnorm.com/api/?name=f5e40b46e73835a96828df69ab633ff7

ISO/IEC 7816-15:2016(E)

securityFileOrObject

SET OF SecurityFileOrObject OPTIONAL,

... -- For future extensions
} -- Context tag 1 is historical and shall not be used

NOTE1l PK

NOTE 2

CS #15 uses this tag.

('73") replaces the CIODDO SEQUENCE ('30') tag, due to implicit tagging. See D.8 for an example.

NOTE 3

In accordance with ISO/IEC 7816-4, and when present in an application template, the tag [APPLICATION 19]

When located under a DF or an ADF other than DF.CIA, the by-default FilelD and Short EF Identifier of EF.OD

and EF.CIAInfo are respectively as defined in Table 1 unless specified otherwise by the discretionary data object CIODDO
or explicit file ID definition is preferred.

Secu

}

The providerl
The odfPath
EF.CIAInfo re
way for issue
sacrificing int|
template (se
between CIA
application tg
to security pr
be ordered a

fileO
paral
inde
prec
exeqg
label
com

fileO
SecU

ityFileOrObject ::= SEQUENCE {
label
communicationMode
fileOrObjectPath
cioSecurityld
protocol
index
precondition

Label OPTIONAL,

CommunicationMode OPTIONAL,

Path,

INTEGER OPTIONAL,

OBJECT IDENTIFIER OPTIONAL,

[O] INTEGER (0..cia-ub-index) OPTIONAL,
[1]INTEGER (0..cia-ub-index) OPTIONAL,

or future extensions

d component, if present, shall contain an object identifier uniquely identifying the CIA prg
and cialnfoPath components shall, if present, contain paths to elementary files EF.OL
spectively or to constructed data objects nesting‘these files' respective contents. This prov
rs to use non-standard file identifiers for these files or, alternatively, data objects tags w
properability. If data objects are employed( they shall be constructed without control para
b |SO/IEC 7816-4). It also provides card issuers with the opportunity to share CIAInfq
5, when several ClAs reside on oné’card. The aid component shall, if present, indica
which this CIA applies. The securityFileOrObject optional extension of CIODDO container
ptocol descriptors, i.e. OIDs nested’in a logical data structure, of which the execution priority
cording the index value of the\precondition attribute. securityFileOrObject components are

fObjectPath: path to the file or data object nesting a set of OIDs and further protocol re
meter denoting security. protocols,

: attribute index aSsigned to SecurityFileOrObject,

bndition: cross-reference to the index of the SecurityFileOrObject protocol(s) of whic
ution is mandated prior to the current SecurityFileOrObject ones,

. attribute-that may serve to identify the security file or object,

nunicationMode: physical interface as defined in 8.2.8 and to which the protocols listed in
FObjéctPath apply. If the required communication mode cannot be fulfilled by the IFD, the
rifyFileOrObject may be not accessible by the IFD,

vider.
D and
des a
ithout
meter
files
e the
refers
shall

evant

h the

cioS

EPUET T | e ! £ ) 41 4 4 Lo " H (4 41
CCUTTLYTU. TUTTIUITTT USTU A4S LTUSS=TTCICTETILT U U dUllieTiutaturt UDJELL Tequircu TOT U1

preleminary protocol to be executed by the IFD, and

structures is to be used.

protocol: determines which of the possibly multiple protocols defined in fileOrObjectPath referenced

In case the ICC wants to enforce a high level of privacy, CIODDO may only contain SecurityFileOrObject
structure to indicate to the IFD the preliminary protocol(s) to perform. If multiple SecurityFileOrObject
containers are present, which do not refer to each other as precondition, they are meant as alternatives. For
examples of EF.DIR content with privacy-enabling features, see Table C.1; the table provides EF.DIR
description for the file system topology on Figure C.5 and shows how securityFileOrObject component is

implemented

10

to ensure data minimization principle through access control according to ISO/IEC 7816-4.
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The use of a EF.DIR file will simplify application selection when several CIAs reside on one card. Its use is
described in ISO/IEC 7816-4.

If within the application template for a CIA, one or more nested application templates (tag '61") are present,
they may contain the application identifier (tag '4F'). Each application template corresponds to an application
to which this CIA applies.

7.5 Contents of DF.CIA

7.5.1 Overview

T bln 1 licte aloamantan, (aandatarm, anA At filae 1n tha ME CIA Alana aanth thatle o d iI d tf
ablerHisis-elementary-(randatory-and-eptional-fles-in-the-B—CHA—aleng-with-theirreservedile identifiers.

File types (linear record or transparent) are indicated in the last column.

Table 1 — Elementary files in DF.CIA

Flle Mandatory | (Default) File identifier | Short EF identifier File type

ClAIpfo X 5032 12 Transparent

oD X 5031 1 Linear record or trgnsparent
AODs Linear record or trgnsparent
PrKDs Linear record or trgnsparent
PuKps Linear record or trgnsparent
SKDis Linear record or trgnsparent
CDs Linear record or trgnsparent
DCQDs Linear record or trgnsparent
— $033 Reserved for historjical reasons

7.5.2( ClAInfo EF

The GlAInfo EF shall contain information about the card and its capabilities, pertaining to the use|of CIOs. The
following informatien‘shall always be present:

— version number;

— cqrtcharacteristics (e.g. read only).

The following information may be found:
— CIA serial number;

— manufacturer identification;

— card label;

— allocated security environments;

— file structures;

© ISO/IEC 2016 - All rights reserved 11
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— supported algorithms;

— issuer identification;

— holder authentication;

— time of last update.

7.5.3 EF.OD

The object directory file (EF.OD) is an elementary file, unless specified otherwise by CIODDO, which may
contain refergrcestootier CtOEFs Figure 4 stows the Tefationship betweerm EF-ODandother CtOEfs (for

a reason of dimplicity, only one referenced file of each type is shown). The ASN.1 syntax for the contents of
EF.OD is described in 8.3.

PuKD reference N/

Prkp reference /'

SKI reference EF.SKD
AOD reference

DCQD reference

Figure 4 — Indirect retrieval of ClOs using EF.OD
7.5.4 CIO dfirectory files

Each CIO dirgctory file contains CIOs of a certain kind:

— private key directory files contain private key information objects;

— public ke directory files contain publie key information objects;

— secret kgy directory files contain. secret key information objects;

— certificatg directory files ¢ontain certificate information objects;

— data container object directory files contain data container information objects;

— authentigation gbject directory files contain authentication information objects.

Multiple CIO directory-fitesof the—samekind-may-bepresentinaBFCtA:

The object directory file EF.OD is unique and contains references to CIO directory files.
NOTE 1 If a CIO directory file of a certain kind exists in a DF.CIA, it will usually not be empty.
NOTE 2  CIO directory files may also be found in other DFs in the card.

NOTE 3 CIlOs can be stored directly in an EF.OD (without any indirection) or in CIO directory files. CDEs can likewise
be stored directly in CIOs or be referenced by them.

The use of indirection simplifies personalization, allows for more flexible access rules, and is recommended.

When CIOs reference CDEs that are logically linked (e.g. a private key CIO and a corresponding public key
CIO), the CDEs shall have the same CIO identifier.

12 © ISO/IEC 2016 - All rights reserved
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Figure 5 describes the general structure of these files.

CIO[x] #1

CIO[x] #2

CIOIX] #n

NOTE]

7.5.5

The A
follow

|
Q

|
QD

The Iq

Letter x stands for the kind of the information object which holds the information.
Figure 5 — Indirect retrieval of CDEs using,ClOs
DF.CIA selection

ID of a DF.CIA consists of two fields, the standard identifier E8 28 BD 08 OF (mandato
ed by either

I

15:2016(E)

'y), optionally

one-byte index in the range ‘00’ to ‘7F’, followed.by a proprietary application identifier extension (PIX),

Figure 6 — AID formats

(possibly right-truncated) AID (e.g. of an application using this CIA) using a registerdd application
rovider identifier from registration categety ‘A’ or 'D' (see ISO/IEC 7816-4).
ength of the AID shall not exceed 16 bytes. The format of the AID is therefore:
< Application Identifier (AID) >
E8 | 28BDO80OE Index (00-7F) | Proprietary application identifier extension (P1X)
or
E8 ¢| .28BD0O80F | Ax/Dx | Remainder of category 'A' or 'D' AID
<SS 5 bytes >< up to 11 bytes >

DF.C

A-may be selected using-its- AlD by cards-supporting-direct application-selection

NOTE

falal
bt ol o

For historical reasons, DF.CIA may be selected using the AID: A0 00 00 00 63 50 4B 43 53 2D 31 35.

If direct application selection is not possible, an EF.DIR file with contents as specified in 7.4 shall be used.

When several DF.CIAs reside on one card, they may be distinguished by information in the application
template in EF.DIR. It is recommended that the application label (tag ‘50’) also be present to simplify the man-

mach

ine interface (e.g. vendor name in short form).

© ISO/IEC 2016 - All rights reserved
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8

8.1 Guide

Information syntax in ASN.1

lines and encoding conventions

This part of ISO/IEC 7816 uses ASN.1 [see ISO/IEC 8824 (all parts)] to describe CIOs. When stored in a card,
DER-encoding of CIO values are assumed. Annex A contains a complete specification in ASN.1 of all CIOs;
the text of this clause is explanatory only.

The contents of a CIO directory file is the concatenation of 0, 1 or more DER-encoded values of the same

vided

e the

eding

type; see, e.g. Annex D.
NOTE In mmmwmmmmw
related list is @lways numbered with consecutive numbers and it is recommended accordingly to enforce conSgcutive
positions of exiended bits.
8.2 Basic|ASN.1 defined types
8.2.1 Identifier
Identifier ::= QCTET STRING (SIZE (0..cia-ub-identifier))
The Identifier|type is used as a CIO identifier. For cross-reference purposes, twe.'or more CIOs may ha
same Identifi¢r value. One example of this is a private key and one or more, corresponding certificates.
8.2.2 Referpnce
Reference ::= CHOICE {
uniqueByteRef INTEGER (0..cia-ub-reference),
multiBytelRef [1] OCTET STRING(SIZE(4..20))

}
This type is used for generic reference purposes; for @ multiple-byte reference or a reference value exce
255, multiByteRef may be used.
8.2.3 Label
Label ::= UTF8String (SIZE(O..cia-ub-label))
This type is uped for all labels (i.e. user assigned object names).
8.2.4 Credgntialldentifier
Credentialldentifier {KEY-IDENTIFIER : IdentifierSet} ::= SEQUENCE {

idTyple KEY-IDENTIFIER.&id ({IdentifierSet}),

idVallie KEY-IDENTIFIER.&Value ({IdentifierSet}{@idType})

}
Keyldentifiers|KEYADENTIFIER ::={

issuerATTdSeriatiNuTTeT {

issuerAndSerialNumberHash |

subjectKeyld |

subjectKeyHash |

issuerKeyHash |

issuerNameHash |

subjectNameHash |

pgp2Keyld |

openPGPKeyld |

certificateHolderReference,

... -- For future extensions

}

KEY-IDENTIFIER ::= CLASS {
&id INTEGER UNIQUE,

14
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&Value
} WITH SYNTAX {
SYNTAX &Value IDENTIFIED BY &id

}

The Credentialldentifier type is used to identify a particular key or certificate. There are currently nine
members in the set of identifiers for private keys and certificates, Keyldentifiers.

— issuerAndSerialNumber: The value of this type shall be a SEQUENCE consisting of the issuer’s
distinguished name and the serial number of a certificate which contains the public key associated with
the private key.

19
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D W »
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|
o

|
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8.2.5

suerAndSerialNumberHash: As for issuerAndSerialNumber but the value is an OCTETS
pntains a SHA-1 hash value of this information in order to preserve space.

ubjectkeyld: The value of this type shall be an OCTET STRING with thé~same
ubjectKeyldentifier certificate extension in an ISO/IEC 9594-8 certificate which tontains t
ssociated with the private key. This identifier can be used for certificate chain traversals.

ubjectKeyHash: An OCTET STRING which contains the SHA-1 hash of-the'public key assoc
rivate key.

suerKeyHash: An OCTET STRING which contains the SHA-1.hash of the public key use
pquested certificate.

igsuerNameHash: An OCTET STRING that contains a SHAZ1 hash of the issuer's name as it g

ertificate.

DTE  This identifier can, in conjunction with the subjectNameHash identifier, also be used for ¢
nstruction.

ubjectNameHash: An OCTET STRING that contains a SHA-1 hash of the subject’'s name as

Ine certificate.

gp2Keyld: An OCTET STRING (SIZE(8)) that contains a PGP2 key identifier.
OTE PGP 2 key identifiers are-defined in IETF RFC 4880 (see Reference [4]).

penPGPKeyld: An OCTET-STRING (SIZE (8)) that contains an OpenPGP key identifier.

DTE  OpenPGE-key/identifiers are defined in IETF RFC 4880 (see Reference [4]).
ertificateHolderReference: An OCTET STRING that denotes the holder of an ISO/IEC
erifiable certificate and that is used as subject key identifier to reference the public key of
older.

ReferencedValue and Path

TRING which

alue as the
he public key

ated with the

d to sign the

ppears in the

ertificate chain

it appears in

7816-8 card
the certificate

ReferencedValue ::= CHOICE {

URL ::

Path :

path Path,
url URL
} -- The syntax of the object is determined by the context

= CHOICE {
url CHOICE {printable PrintableString, ia5 IA5String},
urlWithDigest [3] SEQUENCE {
url IA5String,
digest DigestinfoWithDefault
}
}

:= SEQUENCE {

efidOrTagChoice CHOICE {

© ISO/IEC 2016 - All rights reserved
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efidOrPath OCTET STRING,

tagRef [0] SEQUENCE {

tag OCTET STRING,

efidOrPath OCTET STRING OPTIONAL
appFileRef [1] SEQUENCE {

h

aid [APPLICATION 15] OCTET STRING,
efidOrpath OCTET STRING

appTagRef [2] SEQUENCE{

aid [APPLICATION 15] OCTET STRING,
tag OCTET STRING,
efidOrPath OCTET STRING OPTIONAL

}

index INTEGER (0..cia-ub-index) OPTIONAL,

lengtip [0] INTEGER (0..cia-ub-index) OPTIONAL

} WITH COMPONENTS {..., index PRESENT, length PRESENT}|

WIT

A Referenced
(captured by
determined b

In the path c4
record file, in
can be set t
command). |
transparent f
segment (ind
command). B
tag are used

NOTE Fr
When efidOrH

empty, n

one byte
be set to

two byte

longer th
or relativi

longer th

[H COMPONENTS {..., index ABSENT, length ABSENT})

\Value is a reference to a CIO value of some kind. This can either be same external refe
the url choice) or a reference to a file on the card (the path identifier). The syntax of the v3
y the context.

se, identifiers index and length may specify a specific location within the file. If the file is a
Hex, when present, shall specify the record number (in the ISO/IEC 7816-4 definition) and

0 (if the card’'s operating system allows an L. parametér. equal to ‘00’ in a ‘READ RE
engths of fixed records may be found in the ClAInfg, file as well (see 8.10). If the filg
le, index, when present, shall specify an offset within the file, and length, the length
bx would then become parameter P1 and/or P2 anddength the parameter L. in a ‘READ Bl
y using index and length, several objects may be stored within the same transparent file. ai
or referencing from CIA of logical data structures located in application context.

m the above follows that a length of 0 indicates that the file pointed to by efidOrPath is a linear record
ath is
D file is referenced by it,

long, it references a short’EF identifier in the most significant five bits (bits b3, b2 and bl
0),

5 long, it references a file by its file identifier,

an two byteS-and consists of an even number of bytes, it references a file either by an ab
b path (i.e/concatenation of file identifiers), and

an/two bytes and consists of an odd number of bytes, it references a qualified path

ISO/IEC

rence
lue is

linear
ength
CORD’
2 is a
bf the
NARY’
d and

file.

shall

5olute

(see

701 44\

TOLTU™)

In the url case, the URL may either be a simple URL or a URL in combination with a cryptographic hash of the
object stored at the given location. In the urlWithDigest case, assuming that the CIO card is protected against
unauthorized data modifications, the digest component will protect the externally protected object against

unauthorized

NOTE

modifications too.

The URL syntax is defined in IETF RFC 3986 (see Reference [3]).

8.2.6 ObjectValue

ObjectValue { Type } ::= CHOICE {

indire
direct

16

ct ReferencedValue,
[0] Type,
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... == For future extensions

}

An object value of type ObjectValue type shall, unless otherwise mentioned, be stored by indirect reference
(i.e. by pointing to another location where the actual value resides).

8.2.7

PathOrObjects

PathOrObjects {ObjectType} ::= CHOICE {

The A
file. If
encod

value

path Path,

objects [0] SEQUENCE OF ObjectType,
... -- For future extensions

}

strongly recommended (see Note 4 in 7.5.4).

8.2.8

NOTE

Comm

Comn

Acces

CommonObjectAttributes

This type is a container for attributes common to all CIOs.

onObjectAttributes ::= SEQUENCE {
label Label OPTIONAL,
flags CommonObjectFlags OPTIONAL,
authld Identifier OPTIONAL,

userConsent INTEGER (1..cia-ub-userConsent) OPTIONAL,
accessControlRules SEQUENCE SIZE (1..MAX) OF AccessControlRule OPTIONAL,
currentLCS LifeCycleStatus OPTIONAL;

} (CONSTRAINED BY {-- authld should he present if flags.private is set.
-- It shall equal an authID in one authentication object in the AOD --})

onObjectFlags ::= BIT STRING {

private 0),
modifiable ),
internal )

} -- Bit (2) is present for historical reasons and shall not be used

sControlRule ::= SEQUENCE {

accessMode AccessMode,

securityCondition~  SecurityCondition,
communicatienMode CommunicationMode OPTIONAL,
lifeCycleStatus LifeCycleStatus OPTIONAL,
verifLimitDates RangeOfDate OPTIONAL,

«.==JFor future extensions

!

athOrObjects type is used to reference sequences of objects residing either within the ,OD
the path alternative is used, the referenced file shall contain the concatenation of 0 1 qr more DER-
ed values of the given type. Any number of 'FF' or '00' octets may occur before,-betwee
5 without any meaning (i.e. as padding for unused space or deleted values)r The path

or in another

n or after the
alternative is

AccessMode ::= BIT STRING {

© 150/

read (0),
update (1),
execute (2),
delete (3),
attribute (4),
pso_cds (5),
pso_verif (6),
pso_dec (7),
pso_enc (8),
int_auth (9),
ext_auth (10)

}

IEC 2016 - All rights reserved
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CommunicationMode::= BIT STRING {
contact (0),
contactLess (1),
usb (2),
nfc (3),
contactC6 (4)

}

LifeCycleStatt

ENUMERATED terminat

N

{rrnatinn(ﬂ) init(1\ np-nrtivatnd(?) np-dnar‘ti\mmd(’h

on(4),

proprietary(5)}...}
RangeOfDate|.:= SEQUENCE {
startDate GeneralizedTime OPTIONAL,
endDate [0] GeneralizedTime  OPTIONAL

}
SecurityCondition ::= CHOICE {

alwayls NULL,

authld Identifier,

authReference AuthReference,

not [0] SecurityCondition,

and [1] SEQUENCE SIZE (2..cia-ub-securityConditions) OF SecurityCondition,

or [2] SEQUENCE SIZE (2..cia-ub-securityConditions) OF SecurityCondition,

... -- For future extensions

}
AuthReference ::= SEQUENCE {

authMlethod  AuthMethod,

seldeptifier Reference OPTIONAL

}
AuthMethod :J= BIT STRING {secureMessaging(0), extAuthentication(1), userAuthentication(2), always(3)}
The label is |purely for display purposes (man*machine interface), for example, when a user has several
certificates fof one key pair (e.g. “bank certificate”, “e-mail certificate”).
The flags component indicates whether’'the particular object is private or not and whether it is of type|read-
only or not. A private object may_only be accessed after proper authentication (e.g. password verificatipn). If
an object is marked as modifiable, it should be possible to update the value of the object. If an object i$ both
private and mlodifiable, updatihgis only allowed after successful authentication, however.
The authld cpmponent gives, in the case of a private object, a cross-reference back to the authentitation

object used t¢ protect'this object (for a description of authentication objects, see 8.9).

The userCongerdt component gives, in the case of a private object (or an object for which access conditions
has been specified) the number of times an application may access the ohject without explicit consent from
the user (e.g. a value of 3 indicates that a new authentication will be required before the first, the 4th, the 7th,
etc. access). The card may enforce this value, e.g. through the use of “counter objects” (see ISO/IEC 7816-8).
A value of 1 means that a new authentication is required before each access.

The accessControlRules component gives an alternative, and more fine-grained, way to inform a host-side
application about security conditions for various methods of accessing the object in question. Any Boolean
expression in available authentication methods is allowed. If a certain access mode is not allowed, there shall
be no access control rule for it (i.e. it is implicit). If this component is not present, access control rules will have
to be deduced by other means. The authReference option allows for a closer coupling with other parts of
ISO/IEC 7816, through the reference to Security Environments and identification of the class of authentication
method (authMethod).

18 © ISO/IEC 2016 - All rights reserved
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The AccessMode component gives information of access mode to the object or its attribute. read, update,
execute, and delete are access mode for the object itself and attribute is for its attribute change, for example,
resetting key retry counter.

Other access mode attributes are intended for the completion of the execute access mode meaning. Those
further attributes are to be set along with execute attribute to describe the action. pso_cds is for PERFORM
SECURITY OPERATION (PSO) COMPUTE DIGITAL SIGNATURE command, pso_verify for PSO VERIFY
CERTIFICATE command, pso_dec for PSO DECIPHER command, pso_enc for PSO ENCIPHER command,

int_auth for INTERNAL AUTHENTICATE command, and ext _auth for EXTERNAL AUTHENTICATE
command.

The Camm
The n
Universal Serial Bus protocol (see ISO/IEC 7816-12); the contactC6 option is provided fordegac
conta
ISO/IEC 7816-3); the contactLess option relates to proximity cards supporting ISO/IEC 14443,;
option relates to cards with contacts (see ISO/IEC 7816-3). These options are according the transport type
descr

The U
file or

The verifLimitDates component is optional and provides the time interval during which the Acce
to wh
startD
betwg
atime
exam
dates

can

lifesp
period afterscard issuance is elapsed, the cryptographic object is locked and may require a sped
to resumer.Each time this object is requested by the outside world, a timestamp may be present

fc option relates to Near F|eld Commumcauon protocol (see ISO/IEC 18092) the usb opt

ct C6 for programming power required to write or to erase the internal non-volatile

ptor as per ISO/IEC 7816-4:2012, 7.4.12.1.

ifeCycleStatus component indicates the life cycle status to which the AccessControlRule a
data object (see ISO/IEC 7816-4:2012, 7.4.12 for definitions).

creation: Creation state

init: Initialisation state

op-activated: Operational (activated)
op-deactivated: Operational (deactivated)
termination: Termination state

proprietary: Proprietary state

ich it is attached is allowed.for verification; outside the limit dates indicated by either b
ate and endDate attributes, the AccessControlRule cannot be verified anymore. To a
en verifLimitDates and the actual date, i.e. date of the day, when AccessControlRule verifi
-stamped token may, as example, be delivered to the card to check the date of the day. 4
ples: (1) an IFD(presents its certificate with extension denoting a range of dates; if the ve
indicated in_Agccess Control rules (startDate, endDate) fit the range presented in the certif
uthenticate)to the card and access the authorized services accordingly; (2) A cryptod
n can be set to a determined interval of time, between startDate and endDate, so that, on

g

Rule applies.
ion relates to
y cards using
memory (see
the contact

pplies for any

sControlRule
bth or one of
chieve the fit
ation occurs,
\s application
rification limit
cate, the IFD
raphic object
ce the validity
ific activation

Td to the ICC;

(3) A jguality control procedure on batches of cards protected by a password based mechanism|(of which the
password should only be known to the card owner) may resort to a temporary password for quality control
purposes; such a password can be valid only during the interval between startDate and endDate.

NOTE 1

startDate and endDate components shall be encoded as a DO with a tag of [UNIVERSAL 24] class

(ASN.1 encoding rules, ISO/IEC 8825-1), i.e. DO’18’, and nested within a SEQUENCE.
GeneralizedTime encoding guidelines conformant to ISO/IEC 8825-1.

accessControlRule component takes precedence. This can occur for backwards-compatibility reasons.

NOTE 2

Since properties related to access control can be deduced, e.g. by studying EFs FCI, such

optional and not necessary when these circumstances applies (see also ISO/IEC 7816-4).

© ISO/IEC 2016 - All rights reserved
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When the accessControlRules component and the authID component both are present, information in the
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NOTE 3  The access control information represented in these structures reflects access control rules in the card but is
not necessarily used as such by the card.

NOTE 4  When present, currentLCS component may reflect the LifeCycleStatus of the CIO.
NOTE 5 If implemented by the card, verifLimitDates attribute may require recording by the card of the first trusted

time reference delived to the card, i.e. timestamp for the current date from a trusted party, which may be updated each
time a more recent subsequent timestamp is presented to the card, or rejected otherwise.
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8.2.9

CommonKeyAttributes

CommonKeyAttributes ::= SEQUENCE {

iD Identifier,
usage KeyUsageFlags,
native BOOLEAN DEFAULT TRUE,

accessFlags KeyAccessFlags OPTIONAL,
keyReference KeyReference OPTIONAL,

startDate GeneralizedTime OPTIONAL,

endDate [0] GeneralizedTime OPTIONAL,
algReference [1] SEQUENCE OF Reference OPTIONAL,

ISO/IEC 7816-15:2016(E)

KeyUq

KeyAd

= £ +
T UT TOCOTC CTATCTTISTUTTS

}

ageFlags ::= BIT STRING {
encipher (0),
decipher 2),
sign (2),
signRecover 3),
keyEncipher (4),
keyDecipher (5),
verify (6),
verifyRecover @),
derive (8),
nonRepudiation 9)
}

cessFlags ::= BIT STRING {
sensitive (0),
extractable 1),
alwaysSensitive 2),
neverExtractable 3),
cardGenerated 4)
}

KeyReference ::= INTEGER

The ip component shall be unique for.each key information object, except when a public key information
and its corresponding private key information object are stored on the same card. In this case, the
ation objects shall share the same identifier (which may also be shared with one or several certificate

objec

infor
infor:n

ation objects; see 8.2.15).

The usage component (engipher, decipher, sign, signRecover, keyEncipher, keyDecipher, verify, yerifyRecover,
and nonRepudiation) signals the possible usage of the key. Actual algorithms and methods used for
operations arg ‘implicit and not defined in this part of ISO/IEC 7816. To map between ISP/IEC 9594-8
keyUdage flags farspublic keys, CIO flags for public keys, and CIO flags for private keys, use Table 2.

derivdg
these

© ISO/IEC 2016 - All rights reserved
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Tab

le 2 — Mapping between CIO key usage flags and ISO/IEC 9594-8 key usage flags

recovery)

Key usage flags for public keys in Corresponding CIO key Corresponding CIO key usage
ISO/IEC 9594-8 public key certificates | usage flags for public keys flags for private keys
DataEncipherment Encipher Decipher
DigitalSignature, keyCertSign, cRLSign
(signature algorithms without message Verify Sign

DigitalSignature, keyCertSign, cRLSign
(signature algarithms with message

VerifyRecaover SignRecaover

recovery)

KeyAgreement Derive Derive

KeyEncipherment KeyEncipher KeyDecipher

NonRepudiatipn NonRepudiation NonRepudiation

NOTE 1 Implementations should verify that all key usage flags for a particular key pair is consistent.

NOTE 2 Only those ISO/IEC 9594-8 key usage flags that are relevant for this part of ISO/IEC 7816-have been given a mappiig.
The native fomponent identifies whether the cryptographic algorithms) associated with the key are
implemented|in the card hardware.

The interpretation of the KeyAccessFlags bits shall be as follows:

sensitive
if extract

alwaysS

cardGen

The accessFlg

The keyRefer
a card-speci
ISO/IEC 7814

NOTE Th
values, also ng

neverEx{ractable indicates that the key has never been extractable;

indicates that the key material cannot be revealéd.in plaintext outside the card,;
Able is not set, the key material cannot be extracted from the card, even in encrypted form;

bnsitive indicates that the key has always been sensitive;

brated indicates that the keywas randomly generated on the card.

gs component may be absent in cases where its value can be deduced by other means.

bnce component is only applicable for cards with cryptographic capabilities. If present, it co
fic reference to)the key in question (for further information, see ISO/IEC 7816-4
-8).

e value ofithe keyReference component is intended for use in key reference DOs (ISO/IEC 7816-4) al
gative values, are conceivable.

htains
and

nd any

e.

The startDate]

and endDate components, if present, indicate the period during which the key is valid for ug

The algRefe

rence component identifies algorithms the key may be used with by

supportedAlgorithm values from the EF.CIAInfo file.

8.2.10 CommonPrivateKeyAttributes

CommonPrivateKeyAttributes ::= SEQUENCE {

name

Name OPTIONAL,

keyldentifiers [0] SEQUENCE OF Credentialldentifier {{Keyldentifiers}} OPTIONAL,

generalName

22

[1] GeneralNames OPTIONAL,
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keyUsageConstraints [2] KeyUsageConstraints OPTIONAL,
... -- For future extensions

}
(CONSTRAINED BY {-- if keyUsageConstraints present, CommonObjectAttributes.userConsent should be set--})

The name component, when present, names the owner of the key, as specified in a corresponding certificate’s
subject component.

Values of the keyldentifiers component can be matched to identifiers from external messages or protocols to
select the appropriate key to a given operation. The values can also be transmitted to a receiving party to
indicate which key was used. A number of mechanisms for identifying a key are supported (see 8.2.4).

The gleneraIName component, when present, provides other ways to identify the owner of the Key

KeyUsageConstraints ::= SEQUENCE {
keyUsageConstraintsFlag BIT STRING {
immediateUsage (0)

}
refOID OBJECT IDENTIFIER OPTIONAL,
...-- For future extensions

}

ComnfonPrivateKeyAttributes.keyUsageConstraintsFlag: this compenent indicates whether
— the interface device is not allowed to send a C-RP between the preparation phase and the usage phase
n the logical channel used for key usage, i.e immediateUsage set to 1, or

— tlpat the interface device may send one or several C-RP(s) between the preparation phase and the usage
phase, on arbitrary logical channels, i.e. immediateUsage not set.

The QID reference refOID, if present, shall provide details for key usage constraints. If bothl userConsent
attribyte (see 8.2.8) and keyUsageConstraifits component are implemented, userConsent shall pe correlated
with KeyUsageConstraints to set the number of times an application may access the key object without explicit
consgnt from the user.

8.2.11 CommonPublicKeyAttributes

CommonPublicKeyAttributes ::= SEQUENCE {

name Name OPTIONAL,

trustedUsage [0] Usage OPTIONAL,

generalName ( [1] GeneralNames OPTIONAL,

keyldentifiers, -[2] SEQUENCE OF Credentialldentifier {{Keyldentifiers}} OPTIONAL,
... -- For future extensions

}

The | interpretation of the name, generalName and keyldentifiers components of the

CommorPublicKeyAttributes type shall be the same as for the corresponding components of the
CommanPrivateKeyAttrihutes

The trustedUsage component indicates one or more purposes for which the public key is trusted by the
cardholder (see 8.2.15).

NOTE The exact semantics of “trust” is outside the scope of this part of ISO/IEC 7816.
8.2.12 CommonSecretKeyAttributes

CommonSecretKeyAttributes ::= SEQUENCE {
keyLen INTEGER OPTIONAL, -- keylength (in bits)
... -- For future extensions

}
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The optional keyLen component signals the key length used, in those cases where a particular algorithm can
have a varying key length.

8.2.13 GenericKeyAttributes

GenericKeyAttributes ::= SEQUENCE {
keyType CIO-ALGORITHM.&objectldentifier ({AllowedAlgorithms}),
keyAttr CIO-ALGORITHM.&Parameters ({AllowedAlgorithms}{@keyType})

}
AllowedAlgorithms CIO-ALGORITHM ::={...}

This type is intended to contain information specific to a key of a given kind. The definition of the

AllowedAlgor[thms ™ Information object set Is deferred, perhaps to standardized profiles or to jprptocol
implementatipn conformance statements. The set is required to specify a table constraint on the compdnents
of GenericKeyAttributes.

8.2.14 KeylInfo

Keylnfo {Para
paral

p4

of

b

referd

eterType, OperationsType} ::= CHOICE {
sAndOps SEQUENCE {
rameters ParameterType,
erations OperationsType OPTIONAL

nce Reference -- Historical, not to be used

NOTE PKCS #15 uses the reference option.

This type, which is an optional part of each private and public-key type, contains either algorithm-specific

details about
information.
CommonKeyA

8.2.15 Comn

CommoncCerti
iD
authg
identi
certH
trustg
identi
validi
.. = H
} - Cq

NOTE PK

Usage ::= SEQ
keyU
extKe

fier

fiers

the parameters of the key and operations supported by the card or a reference to
If present, algorithm-specific values coverride any values referenced by
ttributes.algReference component.

honCertificateAttributes

icateAttributes ::= SEQUENCE {

Identifier,

BOOLEAN DEFAULT'FALSE,

Credentialldentifier {{Keyldentifiers}} OPTIONAL,
[0] CertHash OPTIONAL,

[1] Usage OPTIONAL,

[2] SEQUENCE OF Credentialldentifier {{Keyldentifiers}} OPTIONAL,
y [4] Validity OPTIONAL,

pr future extensions

ntext tag [3] is.reserved for historical reasons

CS #15 uses‘eontext tag [3].

rity

hsh
dUsage

UENCE{
age KeyUsage OPTIONAL,
yusage SEQUENCE SIZE (1..MAX) OF OBJECT IDENTIFIER OPTIONAL,

such
the

... — For future extensions
} (WITH COMPONENTS {..., keyUsage PRESENT} | WITH COMPONENTS {..., extKeyUsage PRESENT})

When a public key in a certificate referenced by a certificate information object corresponds to a private key
referenced by a private key information object, then the information objects shall share the same value for the
iD component. This requirement simplifies searches for a private key corresponding to a particular certificate
and vice versa. Multiple certificates for the same key shall share the same value for the iD component.

The authority component indicates whether the certificate is for an authority (e.g. certification authority) or not.

The identifier component is present for historical reasons only and the identifiers component shall be used
instead.
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The certHash component is useful from a security perspective when a certificate is stored externally to the
card (the url choice of ReferencedValue) since it enables a user to verify that no one has tampered with the
certificate.

The trustedUsage component indicates one or more purposes for which the certified public key is trusted by
the cardholder. Object identifiers for the extkeyUsage component may be defined by any organization with a
need. For actual usage, the intersection of the indicated usage in this component and the keyUsage extension
(if present) in the certificate itself should be taken. If the trustedUsage component is absent, all usage is
possible.

NOTE 1  The exact semantics of “trust” is outside the scope of this part of ISO/IEC 7816.

NOTE|2 To find a cardholder certificate for a specific usage, use the commonKeyAttributes.usage-gomponent and
follow fthe cross-reference (commonKeyAttributes.iD) to an appropriate certificate.

The ifentifiers component simplifies the search of a particular certificate when the<requester knows (and
convdys) some distinguishing information about the requested certificate. This can“be used,|for example,
when|a user certificate has to be chosen and sent to a server as part of a user authentication, and the server
provides the client with distinguishing information for a particular certificate. Use of the subjectNameHash and
issuefNameHash alternatives may also facilitate fast chain building.

The vhlidity component provides information about the certificate's validity. period.
8.2.16 GenericCertificateAttributes

GenerjicCertificateAttributes ::= SEQUENCE {
certType CIO-OPAQUE.&id ({AllowedCertificates}),
certAttr CIO-OPAQUE.&Type ({AllowedCertificatesi{@certType})

}
AllowedCertificates CIO-OPAQUE ::={...}

This fype is intended to contain information ‘specific to a certificate of any kind. The defjnition of the
AllowgdCertificates information object setsis’ deferred, perhaps to standardized profiles of to protocol
implementation conformance statements. \The set is required to specify a table constraint on thg components
of GenericCertificateAttributes.

8.2.17 CommonDataContainerQbjectAttributes

ComnjonDataContainerObjectAttributes ::= SEQUENCE {
applicationName Label OPTIONAL,

applicationOID OBJECT IDENTIFIER OPTIONAL,
iD Identifier OPTIONAL,

... - For future extensions

} (WITH. COMPONENTS{..., applicationName PRESENT}
| WITHCOMPONENTS {..., applicationOID PRESENT})

The applicationName component is intended to contain the name or the application to which the data
conta|ner ebject in question “belongs”.

The applicationOID component is intended to contain the registered object identifier for the application to
which the data container object in question ‘belongs’.

In order to avoid application name collisions, at least the applicationOID alternative is recommended. As

indicated in ASN.1, at least one of the components has to be present in a value of type
CommonDataContainerObjectAttributes.

The iD component may be used to associate a certain data container object with some other CIO, e.g. a
private key information object.

8.2.18 CommonAuthenticationObjectAttributes

CommonAuthenticationObjectAttributes ::= SEQUENCE {
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authld Identifier OPTIONAL,
authReference Reference OPTIONAL,
seldentifier [0] Reference OPTIONAL,
... -- For future extensions

}

The authld shall be a unique identifier. It is used for cross-reference purposes from private CIOs.

The authReference component, when present, shall contain a value of a “key reference” object (see
ISO/IEC 7816-4), which is the way to reference these keys in Security Environments.

The seldentifier component, when present, identifies the security environment to which the authentication
object belongs

8.2.19 CIO type

This type is a template for all kinds of ClOs. It is parameterized with object class attributes; object sulpclass
attributes and object type attributes.

CIO {ClassAttlibutes, SubClassAttributes, TypeAttributes} ::= SEQUENCE {
comnonObjectAttributes CommonObjectAttributes,

classAttributes ClassAttributes,
subClassAttributes [0] SubClassAttributes OPTIONAL,
typeAttributes [1] TypeAttributes

}

8.3 CIOCHhoice type

CIOChoice ::=|CHOICE {

privateKeys [0] PrivateKeys,
publi¢Keys [1] PublicKeys,
trustgdPublicKeys [2] PublicKeys,
secretKeys [3] SecretKeys,
certificates [4] Certificates,
trustgdCertificates [5] Certificates,
usefullCertificates [6] Certificates,
datadontainerObjects [7] DataContainerObjects,
authQ@bjects [8] AuthObjects,

... - Hor future extensions

}

PrivateKeys ::

PathOrObjects {PtivateKeyChoice}

PublicKeys ::F PathOrObjects {PublicKeyChoice}
SecretKeys ::F PathOrObjects {SecretKeyChoice}
Certificates ::3 PathOrObjects {CertificateChoice}

DataContainellObjects=:= PathOrObjects {DataContainerObjectChoice}
AuthObjects :]= ¢/, PathOrObjects {AuthenticationObjectChoice}

EF.OD shall contaimrtheconcateration of O, T ormore DER=encodedCtochoite vatues: Any Tomber of “FF’ or
'00" octets may occur before, between, or after the values without any meaning (i.e. as padding for unused
space or delete values). A specific choice may appear more than once in the file (which may be done, for
example, to apply different access control rules to separate collections of objects of the same type).

It is expected that an EF.OD entry will usually reference a separate file (the path choice of PathOrObjects)
containing CIOs of the indicated type. An entry may, however, hold ClOs directly (the objects choice of
PathOrObjects).

The trustedPublickeys component references public key information objects describing public keys that are
trusted by the cardholder for some purpose, such as being the trust point (root) for certificate path processing.

The certificates choice references certificate information objects describing certificates issued to the card or
the cardholder.
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The trustedCertificates component references certificate information objects describing certificates trusted by
the cardholder for their indicated purposes. For instance, CA certificates referenced by this component may
be used as trust points (roots) during certificate path processing.

To maintain the desired trust in given certificates and/or public keys, their associated CIOs within trustedCertificates and/or
trustedPublickeys components need appropriate protection against modification (i.e. appropriate access control). This
protection shall apply to the EF.OD file, any CIO file referenced by the trustedCertificates or trustedPublicKeys components,
and any actual key or certificate file referenced from the individual ClOs.

A usefulCertificates component references certificate information objects describing certificates that do not
belong in either a trustedCertificates or certificates component. It may be used to store either end-entity or CA
certificates that may be useful, e.g. a certificate for a colleague’s encryption key or intermediate CA
certificates to simplify certificate path processing.

8.4 [Private key information objects
8.4.1| PrivateKeyChoice

PrivateKeyChoice ::= CHOICE {

privateRSAKey PrivateKeyObject {PrivateRSAKeyAttributes},
privateECKey [0] PrivateKeyObject {PrivateECKeyAttributes},
privateDHKey [1] PrivateKeyObject {PrivateDHKeyAttributes},
privateDSAKey [2] PrivateKeyObject {PrivateDSAKeyAttributes},
privateKEAKey [3] PrivateKeyObject {PrivateKEAKeyAttributes},

genericPrivateKey [4] PrivateKeyObject {GenericKeyAttributesy,
... -- For future extensions

}

PrivateKeyObject {KeyAttributes} ::= CIO {
CommonKeyAttributes, CommonPrivateKeyAttributes, KeyAttributes}

This type contains information pertaining to a private“key. Each value consists of attributes common to any
object, any key, any private key and attributes particular to the key.

8.4.2| Private RSA key attributes

PrivateRSAKeyAttributes ::= SEQUENCE {

value Path,
modulusLength INTEGER, -- modulus length in bits, e.g. 1024
keyInfo Keylnfe{NULL, PublicKeyOperations} OPTIONAL,

... -- For future extensions

}
The interpretation of theecomponents shall be as follows.

o)

rivateRSAKeyAttributes.value: The value shall be a path to a file containing a private RSA Key. If there is
0 need to specify a path to a file, the path value may be set to the empty path.

=

o)

rivateRSAKeyAttributes.modulusLength: On many cards, one needs to format data to be sjgned prior to

ending the data to the card. In order to be able to format the data in a correct manner, thel length of the
\ shall be known. The Inngth shall be nyprnc:nd inhits e g 1024

~

— PrivateRSAKeyAttributes.keyInfo: Information about parameters that applies to this key and operations the
card can carry out with it. The values override any ClAInfo.supportedAlgorithms value referenced by the
CommonKeyAttributes.algReference component. The component is not needed if the information is
available through other means.

8.4.3 Private elliptic curve key attributes

PrivateECKeyAttributes ::= SEQUENCE {
value Path,
keylnfo Keylnfo {Parameters, PublicKeyOperations} OPTIONAL,
... -- For future extensions

}
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The interpretation of the components shall be as follows.

— PrivateECKeyAttributes.value: The value shall be a path to a file containing a private elliptic-curve key. If
there is no need to specify a path to a file, the path value may be set to the empty path.

— PrivateECKeyAttributes.keylnfo: See corresponding component in 8.4.2.
NOTE 1  For Parameters definition, this part of ISO/IEC 7816 references the module from ANSI X9.68:1998.

NOTE 2  The OID referencing ANSI X9.62 is updated in this part of ISO/IEC 7816 (see Annex A) to solve the conflict
identified on {iso(1) member-body(2) us(840) ansi-x962(10045) module(4) 1} that incidentally referred to both ECDSA
signatures with SHA1 and to ANSI X9.62 module

8.4.4 Private Diffie-Hellman key attributes

PrivateDHKeyAttributes ::= SEQUENCE {
value) Path,
keylnfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
... - Hor future extensions

}

The interpretation of the components shall be as follows.

— PrivateDiKeyAttributes.value: The value shall be a path to a file a private Biffie-Hellman key. If therg is no
need to gpecify a path to a file, the path value may be set to the empty path.

— PrivateDiHKeyAttributes.keyInfo: See corresponding component-in. 8.4.2.
8.4.5 Privale DSA key attributes

PrivateDSAKegyAttributes ::= SEQUENCE {
value) Path,
keylnfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
... — Kor future extensions

}

The interpretation of the components shall be as follows.

— PrivateD$AKeyAttributes.value: The yalue shall be a path to a file containing a private DSA key. If thHere is
no need fo specify a path to a file, the path value may be set to the empty path.

— PrivateD$AKeyAttributes keyinfo: See corresponding component in 8.4.2.
8.4.6 Privale KEA key-attributes

PrivateKEAKgyAttributes ::= SEQUENCE {
value Path,
keylnfo\¢KeyInfo {DomainParameters, PublicKeyOperations} OPTIONAL,

}
The interpretation of the components shall be as follows.

— PrivateKEAKeyAttributes.value: The value shall be a path to a file containing a private KEA key. If there is
no need to specify a path to a file, the path value may be set to the empty path.

— PrivateKEAKeyAttributes.keyInfo: See corresponding component in 8.4.2.
8.4.7 Generic private key information objects

This type is intended to contain information specific to a private key of any kind. See 8.2.13.
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8.5 Public key information objects
8.5.1 PublicKeyChoice

PublicKeyChoice ::= CHOICE {

publicRSAKey PublicKeyObject {PublicRSAKeyAttributes},
publicECKey [0] PublicKeyObject {PublicECKeyAttributes},
publicDHKey [1] PublicKeyObject {PublicDHKeyAttributes},
publicDSAKey [2] PublicKeyObject {PublicDSAKeyAttributes},
publicKEAKey [3] PublickeyObject {PublicKEAKeyAttributes},

genericPublicKey [4] PublicKeyObject{GenericKeyAttributes},
... -- For future extensions

|

J

PubligkeyObject {KeyAttributes} ::= CIO {

CommonKeyAttributes, CommonPublicKeyAttributes, KeyAttributes}

This {ype contains information pertaining to a public key. Each value consists of attfibutes common to any
object, any key, any public key and attributes particular to the key.

8.5.2| Public RSA key attributes

PubligRSAKeyAttributes ::= SEQUENCE {

value ObjectValue {RSAPublicKeyChoice},
modulusLength INTEGER, -- modulus length in bits, e.g. 1024
keyInfo KeylInfo {NULL, PublicKeyOperations} OPTIONAL,
... - For future extensions

}

RSAPUblicKeyChoice ::= CHOICE {

raw RSAPublicKey,

spki [1] SubjectPublicKeyinfo, -- See ISO/IEC,9594-8. Must contain a public RSA key.
... — For future extensions

}

RSAPUblicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER

}

The interpretation of the components shall be as follows.

)

ublicRSAKeyAttributes.value: The value shall be a path to a file containing either an
SAPublickeyChoicewalue or (some card-specific representation of) a public RSA key.

Pyl

ublicRSAKeyAttributes.modulusLength: On many cards, one shall format data to be encrypted prior to
ending the data to the card. In order to be able to format the data in a correct manner, the length of the
ey shall be'’known. The length shall be expressed in bits, e.g. 1 024.

X 0 T

— HublicRSAKeyAttributes.keyInfo: See corresponding component in 8.4.2.

8.5.3 —Public elliptlic curve Key attributes

PublicECKeyAttributes ::= SEQUENCE {
value ObjectValue {ECPublicKeyChoice},
keylnfo KeyInfo {Parameters, PublicKeyOperations} OPTIONAL,
... -- For future extensions

}
ECPublicKeyChoice ::= CHOICE {
raw ECPoint, -- See ANSI X9.62,
spki SubjectPublicKeyinfo, -- See ISO/IEC 9594-8. Must contain a public elliptic-curve key
... — For future extensions
}

The interpretation of the components shall be as follows.
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— PublicECKeyAttributes.value: The value shall be a path to a file containing either an ECPublicKeyChoice
value or (some card-specific representation of) a public elliptic curve key.

— PublicECKeyAttributes.keyInfo: See corresponding component in 8.4.2.

8.5.4 Public Diffie-Hellman key attributes

PublicDHKeyAttributes ::= SEQUENCE {
value ObjectValue {DHPublicKeyChoice},
keylnfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
... - For future extensions

}

DHPublicKeyChoice ::= CHOICE {
raw DHPublicNumber,
spki SubjectPublicKeylnfo, -- See ISO/IEC 9594-8. Must contain a public D-H key.
... — Fpr future extensions

}
DHPublicNumper ::= INTEGER

The interpretation of the components shall be as follows.

— PublicDHKeyAttributes.value: The value shall be a path to a file containing. €ither a DHPublicKeyGhoice
value or [some card-specific representation of) a public D-H key.

— PublicDHKeyAttributes.keyInfo: See corresponding component in 8.4.2.

8.5.5 Publi¢ DSA key attributes

PublicDSAKeyAttributes ::= SEQUENCE {
value ObjectValue {DSAPublicKeyChoice},
keylnfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
... == Hor future extensions

}

DSAPublicKeyChoice ::= CHOICE {
raw DSAPublicKey,
spki SubjectPublicKeylnfo, -- SeelISO/IEC 9594-8. Must contain a public DSA key.
... — Fpr future extensions

}
DSAPublicKey ::= INTEGER

The interpretation of the compenents shall be as follows.

— PublicDJAKeyAttributes value: The value shall be a path to a file containing either a DSAPublicKeyGhoice
value or [some card-=specific representation of) a public DSA key.

— PublicDJAKeyAttributes.keyInfo: See corresponding component in 8.4.2.

8.5.6 Public KEA key attributes

PublicKEAKeyAttributes ::= SEQUENCE {
value ObjectValue {KEAPublicKeyChoice},
keylnfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
... -- For future extensions

}

KEAPublicKeyChoice ::= CHOICE {
raw KEAPublicKey,
spki SubjectPublicKeylnfo, -- See ISO/IEC 9594-8. Must contain a public KEA key.
... — For future extensions

}
KEAPublicKey ::= INTEGER
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The interpretation of the components shall be as follows.

— PublicKEAKeyAttributes.value: The value shall be a path to a file containing either a KEAPublicKeyChoice
value or (some card-specific representation of) a public KEA key.

— PublicKEAKeyAttributes.keyInfo: See corresponding component in 8.4.2.
8.5.7 Generic public key information objects

This type is intended to contain information specific to a public key of any kind. See 8.2.13.

8.6 Secret kpy information nhjprtq

8.6.1| SecretKeyChoice

SecrefKeyChoice ::= CHOICE {

algindependentKey SecretKeyObject {SecretKeyAttributes},
genericSecretKey  [15] SecretKeyObject {GenericKeyAttributes},
... -- For future extensions

} -- Note: Context tags [0] — [14] are historical and not to be used

NOTE] PKCS #15 uses these tags.

SecrefKeyObject {KeyAttributes} ::= CIO {
CommonKeyAttributes, CommonSecretKeyAttributes, KeyAttributes}

This fype contains information pertaining to a secret key. Each”’value consists of attributes common to any
object, any key, any secret key and attributes particular to the key.

8.6.2| Algorithm independent key attributes

Thesg objects represent secret keys available fercdse in various algorithms or for derivation of other secret
keys.

SecrejKeyAttributes ::= SEQUENCE {
value ObjectValue { OCTET STRING },
... - For future extensions

}
The interpretation of the component shall be as follows.

— YecretKeyAttributes:value: The value shall be a path to a file either containing an OCTET STRING or (in the
ase of a card, capable of performing secret-key operations) some card-specific representatjon of the key.

Q

8.6.3| GenericSecretKey type

This type is tended to contain information specific to a secret key of any kind. See 8.2.13.

8.7 I|Certificate information nhjpr‘fq

8.7.1 CertificateChoice

CertificateChoice ::= CHOICE {

x509Certificate CertificateObject {X509CertificateAttributes},
x509AttributeCertificate [0] CertificateObject {X509AttributeCertificateAttributes},
spkiCertificate [1] CertificateObject {SPKICertificateAttributes},
pgpCertificate [2] CertificateObject {PGPCertificateAttributes},
wtlsCertificate [3] CertificateObject {WTLSCertificateAttributes},
x9-68Certificate [4] CertificateObject {X9-68CertificateAttributes},
cvCertificate [5] CertificateObject {CVCertificateAttributes},

genericCertificateObject  [6] CertificateObject {GenericCertificateAttributes},
... -- For future extensions

}
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CertificateObject {CertAttributes} ::= CIO {
CommonCertificateAttributes, NULL, CertAttributes}

This type contains information pertaining to a certificate. Each value consists of attributes common to any
object, any certificate and attributes particular to the certificate.

8.7.2 X.509 certificate attributes

X509CertificateAttributes ::= SEQUENCE {

value ObjectValue { Certificate },
subject Name OPTIONAL,
issuer [0] Name OPTIONAL,

serialNumber__CertificateSerialNumber OPTIONAL,
... - Hor future extensions

}

The interpretation of the components shall be as follows.

— X509CertfficateAttributes.value: The value shall be a ReferencedValue either identifying-a file containing a
DER endoded certificate at the given location or a URL pointing to some location where the certificate can
be found

— X509CertjficateAttributes.subject, X509CertificateAttributes.issuer and
X509CertfficateAttributes.serialNumber: The semantics of these components\is the same as for the
correspohding components in ISO/IEC 9594. The values of these compenents shall be exactly the same
as for the corresponding components in the certificate itself. The reason for making them optional is [to
provide Jome space-efficiency since they already are present in the-certificate itself.

8.7.3 X.509attribute certificate attributes

X509AttributeCertificateAttributes ::= SEQUENCE {

value ObjectValue { AttributeCertificate },

issue GeneralNames OPTIONAL,

serialNumber CertificateSerialNumber OPTIONAL,

attrTypes [0] SEQUENCE OF OBJECT IDENTIFIER OPTIONAL,

... -- Hor future extensions

}
The interpretation of the components shalltbe as follows.

— X509AttributeCertificateAttributes.value: The value shall be a ReferencedValue identifying either |a file
containirlg a DER encoded_attribute certificate at the given location or a URL pointing to some lofation
where thg attribute certificate/can be found.

— X509AttripbuteCertificateAttributes.issuer and X509AttributeCertificateAttributes.serialNumber: The valties of
these cgmponentsyshall be exactly the same as for the corresponding components in the atfribute
certificatg itself—They may be stored explicitly for easier lookup.

— X509AttributeCertificateAttributes.attrTypes: This optional component shall, when present, contain allist of
object identifiers Tor the attributes that are present in this attribute certificate. This offers an opportunity for
applications to search for a particular attribute certificate without reading and parsing the certificate itself.

8.7.4 SPKI certificate attributes
NOTE SPKI certificates are defined in IETF RFC 2693 (see Reference [5]).

SPKICertificateAttributes ::= SEQUENCE {
value ObjectValue { CIO-OPAQUE.&Type },
... -- For future extensions

}
The interpretation of the component shall be as follows.
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— SPKICertificateAttributes.value: The value shall be a ReferencedValue identifying either a file containing a
SPKI certificate at the given location or a URL pointing to some location where the certificate can be
found.

8.7.5

NOTE

PGP (Pretty Good Privacy) certificate attributes

PGP certificates are defined in IETF RFC 4880 (see Reference [4]).

PGPCertificateAttributes ::= SEQUENCE {

value ObjectValue { CIO-OPAQUE.&Type },
... == For future extensions

}

o)

=

8.7.6

NOTE]
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from tihe ANSI catalog, and may become obsolete in the future.

X9-68
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8.7.8

aA-aaa-n

GPCertificateAttributes.value: The value shall be a ReferencedValue identifying either-a*filg
GP certificate at the given location or a URL pointing to some location where the cettificate

WTLS certificate attributes

WTLS certificates are defined in the “Wireless Transport Layer Seclrity Protocol” spe
nce [10]).

CertificateAttributes ::= SEQUENCE {
value ObjectValue { CIO-OPAQUE.&Type },
... -- For future extensions

}
terpretation of the component shall be as follows.

TLSCertificateAttributes.value: The value shall be a“ReferencedValue identifying either a file
VTLS encoded certificate at the given location ot:a URL pointing to some location where
an be found.

ANSI X9.68 ldomain certificate attributes

X9.68 domain certificates are definéd in ANSI X9.68:2-2001 (see Reference [12]) but not ava

CertificateAttributes ::= SEQUENCE-{
value ObjectValue { CIO-OPAQUE.&Type },
... -- For future extensions

}
terpretation of the.camponent shall be as follows.

0-68CertificateAttributes.value: The value shall be a ReferencedValue identifying either a filg
ER or PER)(see ISO/IEC 8825-2) encoded domain certificate at the given location or a UH
ome location where the certificate can be found.

Card verifiable certificate attributes

containing a
can be found.

cification (see

containing a
he certificate

lable anymore

containing a
RL pointing to

NOTE!

Card—varifiahla cartificatac ava dafinad n ICANEC 7010 O  Thaly wmaain 1
coro—y et —Cctrtmtate St = cCo—T—o ot T oo HC Tt

authentication methods.
CVCertificateAttributes ::= SEQUENCE {

value ObjectValue { CIO-OPAQUE.&Type},
certificationAuthorityReference OCTET STRING OPTIONAL
... -- For future extensions

}

The interpretation of the component shall be as follows.

1 ANSI X9.68 is not available in the ANSI catalog. This data type is only for backward compatibility and may become
obsolete in a future edition.
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CVCertificateAttributes.value: The value shall be a ReferencedValue identifying either a file containing an

ISO/IEC 7816-8 Card verifiable certificate at the given location or a URL pointing to some location where

the certifi

same as

cate can be found.

for the corresponding component in the card verifiable certificate.

8.7.9 Generic certificate attributes

This type is intended to contain information specific to a certificate of any kind. See 8.2.16.

8.8 Data
8.8.1 Data(
DataContainef
opaq
iso78
oidD(
... - H
}
DataContainef
Comij

This type con
to any object,

8.8.2 Opaq
Interpretation

OpaqueDOALtt
8.8.3 IS0/

EF.DCOD m
allocation sch

ISO7816DOAt{ributes ::= ObjectValue {€CIO-OPAQUE.&Type}

(CONSTH

Each iso7816
By using thes

When the CL
choice of Obj

8.8.4 Data

ontainerObjectChoice

ObjectChoice ::= CHOICE {

eDO DataContainerObject {OpaqueDOAttributes},
6DO [0] DataContainerObject {ISO7816DOALttributes},
[1] DataContainerObject {OidDOAttributes},
or future extensions

Object {DataObjectAttributes} ::= CIO {
honDataContainerObjectAttributes, NULL, DataObjectAttributes}

any data container object and attributes particular to thé data container object.
Lie data container object attributes
of these objects is left to applications accessing them.

ibutes ::= ObjectValue {CIO-OPAQUE.&Type}
-C 7816 data object attributes

hy contain information about one-or several IDOs. These objects shall follow a compatib
eme as defined in ISO/IEC.7816-4.

AINED BY {-- All such. data container objects shall be defined in accordance with ISO/IEC 7816-4

e data container.objects, applications enhance interoperability.

E being(referenced is a data object to be retrieved, e.g. in a >GET DATA” command, the
bctValue-shall be used and the CIO-OPAQUE.&Type value shall be the data object’s tag.

container information objects identified by OBJECT IDENTIFIERS

CVCertificateAttributes.certificationAuthorityReference: The value of this component shall be exactly the

tains information pertaining to a data container object. Eachivalue consists of attributes common

e tag

-}

DO entry in an EF;DCOD will therefore reference a file, which shall conform to ISO/IEC 7816-4.

direct

This type provides a way to store, search, and retrieve data container objects with assigned object identifiers.
An example of this type of information is any ASN.1 ATTRIBUTE (see ISO/IEC 9594-6).

OidDOALttribut
id
value

}

es ;= SEQUENCE {
CIO-OPAQUE.&id ({AllowedOidDOs}),
CIO-OPAQUE.&Type ({AllowedOidDOsH @id})

AllowedOidDOs CIO-OPAQUE ::={...}

34
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Authentication information objects

AuthenticationObjectChoice

AuthenticationObjectChoice ::= CHOICE {
pwd AuthenticationObject { PasswordAttributes },
biometricTemplate [0] AuthenticationObject{ BiometricAttributes},
authKey [1] AuthenticationObject {AuthKeyAttributes},
external [2] AuthenticationObject {ExternalAuthObjectAttributes},
internal [3] AuthenticationObject{InternalAuthObjectAttributes},

... -- For future extensions

}

Authe

hticationObject {AuthObjectAttributes} ::= CIO {
CommonAuthenticationObjectAttributes, NULL, AuthObjectAttributes}

This type contains information about a particular authentication method. Each authentication obj¢ct shall have
a disfinct CommonAuthenticationObjectAttributes.authlD, enabling unambiguous authefitication pbject lookup
for private objects.
8.9.2| Password attributes
8.9.2[l General
PasswordAttributes ::= SEQUENCE {

pwdFlags PasswordFlags,

pwdType PasswordType,

minLength INTEGER (cia-lb-minPasswordLength..cia-ub-minPasswordLength),

storedLength INTEGER (0..cia-ub-storedPasswordLength),

maxLength INTEGER OPTIONAL,

pwdReference [0] Reference DEFAULT O,

padChar OCTET STRING (SIZE(1)) OPTIONAL,

lastPasswordChange GeneralizedTime'OPTIONAL,

path Path OPTIONAL;

verifDataHistoryLength [1] INTEGER (0..cia-ub-storedVerifDataValueNumber) OPTIONAL,

cioSecurityld [2] INTEGER OPTIONAL,

... -- For future extensions

}
PasswordFlags ::= BIT STRING {

case-sensitive (0),

local 1),

change-disabled ),

unblock-disabled ),

initialized (4),

needs-padding 5),

unblackingPassword (6),

soPassword ),

disable-allowed (8),

(ntegrity-protected 9),

confidentiality-protected  (10),

exchangeRefData (1),

resetRetryCounterl (12),

resetRetryCounter2 (13),

context-dependent (14),

multiStepProtocol (15)

} (CONSTRAINED BY { -- ‘unblockingPassword’ and ‘soPassword’ cannot both be set, and ‘context-
dependent’ supersedes both ‘integrity-protected’ and ‘confidentiality-protected’ when set--})

PasswordType ::= ENUMERATED {bcd, ascii-numeric, utf8, half-nibble-bcd, is09564-1, ...}

The interpretation of these types shall be as follows.

— PasswordAttributes.pwdFlags: This component signals whether the password
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36

is case-sensitive, meaning that a user-given password shall not be converted to all-uppercase before
presented to the card (see below),

is local, meaning that the password is local to the application to which it belongs,

can be reset by means of a RESET RETRY COUNTER command with P1 = '00’
(resetRetryCounterl and resetRetryCounter2 are not set), P1 = ‘01’ (only resetRetryCounter2 is set),
P1 ='02' (only resetRetryCounterl is set) or P1 = ‘03’ (both bits are set), with (resetRetryCounterl,
resetRetryCounter?2),

NOTE A pwd, which is not “local”, is considered “global”. A local password may only be used to protect data
withip-a-given-application—For-a-local-password the lifetime-of verification-is-not-guaranteed-and-itmav-have to
3. X Lol o Ld : 7 i . 9 24
be re-verified on each use. In contrast to this, a successful verification of a global password means-that the
verification remains in effect until the card has been removed or reset or until a new verification of ‘thel same
password fails. An application, which has verified a global password, can assume that the passwerd rgmains
valid} even if other applications verify their own, local passwords, select other DFs, etc.

is chlange-disabled, meaning that it is not possible to change the password,
is unblock-disabled, meaning that it is not possible to unblock the password,
is initialized, meaning that the password has been initialized,

needs-padding, meaning that, depending on the length of the giveémpassword and the stored Igngth,
the password may need to be padded before being presented té.the card,

is an) unblockingPassword (see ISO/IEC 7816-4, resettingcode), meaning that this password may be
used for unblocking purposes, i.e. to reset the retry codnter of the related authentication objec{ to its
initigl value,

is a soPassword, meaning that the password is.a.sécurity officer (administrator) password,

NOTH Since passwords are described by CIOs, other authentication objects may protect them. This gives a
way tp specify the password that can be used\to unblock (i.e. reset retry counter for) another password §nd let
the aythlD of a password information object\point to an unblocking password authentication object.

is disable-allowed, meaning that the password might be disabled,

shall be presented to the .card with secure messaging (integrity-protected) except if cgntext-
depgndent attribute is sefiwhich overrides both integrity-protected and confidentiality-protected,

shal| be presented to the card encrypted (confidentiality-protected) except if context-depenpdent
attripute is set which overrides both integrity-protected and confidentiality-protected,

is cqntext-dependent, meaning it may be presented either secured (confidentiality and/or integrty) or
in plaip text depending on the context, e.g. physical interface, trusted or non-trusted environment,
reader.or PinPad capabilities; if set, this attributes supersedes both integrity-protected and
confidentiality-protected,

can be changed by just presenting new reference data to the card or if both old and new reference
data needs to be presented. If the bit is set, both old and new reference data shall be presented;
otherwise, only new reference data needs to be presented (exchangeRefData), and

is multiStepProtocol enabled when to be implicitly verified by a multi-step authentication protocol. The
protocol parameters are determined by an optional OID given in SecurityFileOrObject.protocol and/or
may be either obtained with GET DATA command after activation of the ICC or with READ BINARY
command from a file specified in SecurityFileOrObject.fileOrObjectPath.

PasswordAttributes.pwdType: This component determines the type of password:
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utf8 (each character is encoded in accordance with UTF-8);

half-nibble-bcd (lower nibble of a byte shall contain one digit of the password; uppe
contain ‘F’);

is09564-1 (encoding in accordance with ISO 9564-1).

asswordAttributes.storedLength: Stored length on card (in bytes). Used to deduce th
dding characters needed. Value can be set to 0 and disregarded if pwdFlags indicate th
t needed (i.e. no padding characters are sent to the card).

asswordAttributes.maxLength: On some cards, passwords are not paddedland there is the
to know the maximum password length (in characters) allowed.

asswordAttributes.pwdReference: This component is a card-specific reference to the p4
nticipated that it can be used as a ‘P2’ parameter in the ISO/EC 7816-4 ‘'VERIFY’ con
pplicable. If not present, it defaults to the value 0.

asswordAttributes.padChar: Padding character to usé¢(usually ‘FF* or ‘00’). Not needed
indicates that padding is not needed for this card. If.the/PasswordAttributes.pwdType is of t
padChar should consist of two nibbles of the same: value, any nibble could be used as
ibble”. E.g. ‘55’ is allowed, meaning padding with %0101’ but ‘34’ is illegal.

asswordAttributes.lastPasswordChange: ThiS component is intended to be used in apg
require knowledge of the date the password last was changed (e.g. to enforce passwd
licies). When the password is not set{(or never has been changed), the value shall be (us
tation defined in ISO/IEC 8824-1) ‘000000000000Z’. As another example, a password
January 6, 1999 at 1934 (7 34 PM)UTC would have a lastPasswordChange value of ‘199901

asswordAttributes.path: Path'to the DF in which the password resides. The path shall be
st application before doing a password operation, in order to enable a suitable authentig
for the password operation. If not present, a card-holder verification shall always be possik
ithout a prior ‘SELEECT’ operation.

asswordAttributes.verifDataHistoryLength: Maximum number of verification data values
recorded and maintained; its range is within the closed interval [0, 8].

asswordAttributes.cioSecurityld: identifier used as cross-reference back to the Securif

15:2016(E)

bed (binary coded decimal, each nibble of a byte shall contain one digit of the password);

ascii-numeric {each byte of the password contains an ASCII (see Reference [2]) encoded digit};

r nibble shall

to change).

e number of
at padding is

refore a need

\ssword. It is
nmand, when

if pwdFlags
ype bed, then
the “padding

lications that
rd expiration
ng the value-
changed on
D6193400Z".

elected by a
ation context
le to perform

that shall be

yFileOrObject

cpntaining a protocol descriptor verifying and requiring this password for the execution of

a preliminary

Protocor by the 1TFD.

8.9.2.2 Encoding a supplied password
The steps taken by a host-side application to encode a user-supplied password to something presented to the
card shall be as follows.

a) Convert the password in accordance with the password type.

1) If the password is a utf8 password, transform it to UTF-8: x = UTF8(password). Then, if the case-
sensitive bit is off, convert x to uppercase: x = NLSUPPERCASE(x) (NLSUPPERCASE = locale
dependent uppercase).
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2) If the password is a bcd password, verify that each character is a digit and encode the characters as
BCD digits: x = BCD(password).

3) If the password is an ascii-numeric or is09564-1 password, verify that each character is a digit in the
current code-page and, if needed, encode the characters as ASCII digits: x = ASCIlI(password).

4) If the password is a half-nibble-bcd password, verify that each character is a digit and encode the
characters as BCD in the lower half of each byte, setting each upper nibble to ‘Fie": x = Half-
BCD(password).

b) If indicated in the pwdFlags component, pad x to the right with the padding character, padChar, to stored
length stpredlengthx—=PADOGpadChar-storedlength)-

c) If the pwpFlags.integrity-protected or pwdFlags.confidentiality-protected bits are set, apply the @ppragpriate
algorithnms and keys to the converted and formatted password.

d) Present the password to the card.

EXAMPLE (ascii-) Numeric password 1234, stored length 8 bytes, and padding charactér “FF’ gives that thd value
presented to tHe card will be ‘31323334FFFFFFFF.

8.9.3 Biometric reference data attributes
This type, oply relevant to cards capable of performing authentications by comparing stored bioetric
reference daja with presented biometric verification data, contains information about the stored biometric

reference datp ("template™).

BiometricAttriputes ::= CHOICE {

biometricTemplateAttributes BiometricTemplateAttributes,

bit [APPLICATION 96] BiometricInformationTemplate,
bitGroup [APPLICATION 97] ‘BiometricInformationTemplateGroup
}

BiometriclnfofmationTemplate ::= CHOICE {
biometricInfprmationTemplate OCTET STRING;
-- Shall confain an ISO/IEC 7816-11 Biometric Information Template value
SEQUENCE {
maxBITlength INTEGER OPTIONAL,
biometricinformationTemplate OCTET STRING,
-- Shall dontain an ISO/IEC 7816-11 BiometricInformationTemplate value

}

BiometricinfofmationFemplateGroup ::= OCTET STRING
-- Shall contain an ISO/IEC 7816-11 Biometric Information Template group template value

BiometricTemplateAttributes ::= SEQUENCE {

bioFlags BiometricFlags,
templateld BiometricTemplateldentifier,
bioType BiometricType,

bioReference Reference DEFAULT 0,
lastChange GeneralizedTime OPTIONAL,
path Path OPTIONAL,

... - For future extensions

}
BiometricTemplateldentifier ::= CHOICE {
oid OBJECT IDENTIFIER,

issuerld OCTET STRING,
... -- For future extensions

}
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BiometricFlags ::= BIT STRING {

local Q),
change-disabled ),
unblock-disabled 3),
initialized 4),
disable-allowed (8),
integrity-protected 9),
confidentiality-protected  (10)
}

BiometricType ::= CHOICE {
fingerPrint FingerPrintinformation,
iris [0] IrisInformation,

FingefPrintinformation ::= SEQUENCE {

Irisinformation ::= SEQUENCE {

If pregent along with a biometricinformationTemplate value, the BiometricInformationTemplate.maxBI]
te determines the maximum size in byte unit allocated to a further Biometric Information Template for
enrollment during post-issuance, i.e. size of DO'7F60' (see ISO/IEC 7816-11).

attriby

The BlometricAttributes type provides for two distinct ways.to present information about stored biometr
data &fs follows:

The semantics of the components of the BiometricTemplateAttributes type is as follows.

NOTE

2% by : . . ’

... -- For future extensions

}

hand ENUMERATED {left, right},
finger ENUMERATED {thumb, pointerFinger, middleFinger, ringFinger, littleFinger},
}

eye ENUMERATED ({left, right},
... -- For future extensions

}

through information specific to this part of ISO/HEC 7816 (the biometricTemplateAttributes com

—

hrough information defined in ISO/IEC 7816-11 (the bit and bitGroup components) which m
BO/IEC 19785-3 TLV-encoded CBERE Patron Format for use with smartcards or othe
BO/IEC 19785-3) and for which the”ASN.1 object identifier is {iso registration-authority
iometric-organization(0) jtc1-s€37(257) patron-format(1) tlv-encoded(5)}.

O - =

NOTE BiometricTemplateAttributes attributes list is not defined according to ISO/IEC 7816
tp be deprecated in future revisions of this part of ISO/IEC 7816.

BiometricAttributes.bioFlags: Same as for PasswordAttributes.pwdFlags but replace “pa
biometrical xeference data”.

BiométricAttributes.templateld: This component identifies the data structure that has to be se

Length

c reference

ponent);

ny conform to
tokens (see
cbeff(19785)

11 and likely

ssword” with

nt to the card.

TOMETTICATTIDUTES. DIO Type. TS COMpPONENt Uetermmnes the type of tiometricat information

stored in the

card, e.g. the right pointer finger. The "chained" component means that more than one biometric feature
has to be presented within the same verification process, possibly by using chained commands, in order

for authentication to succeed.

BiometricAttributes.bioReference, BiometricAttributes.lastChange, and BiometricAttributes.

path: As for

corresponding components in PasswordAttributes, but replace “password” with “biometrical reference

data”.

reference data of the CIO.
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8.9.4 Authentication objects for external and internal authentication

NOTE

including internal authentication implicitly specified by external authentication.
ExternalAuthObjectAttributes ::= CHOICE {

authKeyAttributes

certB

AuthKeyAttributes,
asedAttributes [0] CertBasedAuthenticationAttributes,

... -- For future extensions

}

InternalAuthO

cioSecurityld

authK

bjectAttributes ::= SEQUENCE {
INTEGER OPTIONAL,

This subclause describes ways to authenticate to the card or to perform internal or mutual authentication

... -- For futurg|

}

AuthKeyAttrib

derivg
authK
... - H

}

CertBasedAut
cha
cioSe
...—H

}

The interpretation of these types shall be as follows.

AuthKey
is a deri\

AuthKey
authentig

CertBase¢

reference to the authentication objectito be verified and required for the preleminary protocol

executed

CertBase
certificat
in a card
verified

completd
holder’s

For symmetrig

A Atteilh it Apthli o Atteihiitac
Py7 vt rioutesS 7Yt Cy 7 et rioerte Sy

extensions

utes ::= SEQUENCE {

pdKey BOOLEAN DEFAULT TRUE,
eyld Identifier,

or future extensions

henticationAttributes ::= SEQUENCE {
OCTET STRING,

curityld INTEGER OPTIONAL,
or future extensions

\ttributes.derivedKey: This component specifies‘whether the authentication key stored in thg
ed key (i.e. an individual key), a group key;(or‘a master key, used for deriving individual key

\ttributes.authKeyld: This component:specifies the identifier (CommonKeyAttribute.iD)
ation key as, for instance, describediinan EF.SKD.

dAuthenticationAttributes.cioSecurityld: This component specifies an identifier used as
by the IFD.

dAuthenticationAttributes.cha: This component specifies the certificate holder authorizat
b holder authorization'template coding information on the basis of object identifiers as pres
-verifiable certificate (see ISO/IEC 7816-6). If a card-verifiable certificate containing this v3
and the authentication procedure with the corresponding key pair has been succe
d, then the‘cha is set as valid and access to private objects protected within this certi
huthorization granted.

role -authentication, the authKeyAttributes choice should be selected, whereas for asymmetr

e card
S.

pf the

Cross-
to be

on or
ented
lue is
ssfully
icate-

c role

authentication,[the CertBasedAttributes choice should be selected
8.10 Cryptographic information file, EF.CIAInfo
This type contains general information about DF.CIA and the card.
ClAlnfo ::= SEQUENCE {
version INTEGER {v1(0),v2(1)} (V1|v2,...),
serialNumber OCTET STRING OPTIONAL,
manufacturerID Label OPTIONAL,
label [0] Label OPTIONAL,
cardflags CardFlags,
selnfo SEQUENCE OF SecurityEnvironmentinfo OPTIONAL,
recordinfo [1] Recordinfo OPTIONAL,
supportedAlgorithms [2] SEQUENCE OF Algorithminfo OPTIONAL,
issuerld [3] Label OPTIONAL,
40 © ISO/IEC 2016 - All rights res
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holderld [4] Label OPTIONAL,

lastUpdate [5] LastUpdate OPTIONAL,

preferredLanguage PrintableString OPTIONAL, -- In accordance with IETF RFC 5646
profilelndication [6] SEQUENCE OF ProfileIndication OPTIONAL,

... -- For future extensions
} (CONSTRAINED BY { -- Each AlgorithmInfo.reference value shall be unique --})

CardFlags ::= BIT STRING {
readonly 0),
authRequired (1),
prnGeneration (2)
} -- Bit (3) is reserved for historical reasons

SecurityEnvironmentinfo ::= SEQUENCE {

se INTEGER,
owner OBJECT IDENTIFIER OPTIONAL,
aid OCTET STRING

(CONSTRAINED BY {-- Must be encoded in accordance with ISO/IEC 7816-4 ~-}) OPTIONAL,
... -- For future extensions

}

Recorgdinfo ::= SEQUENCE {

oDRecordLength [0] INTEGER (0..cia-ub-recordLength) OPTIONAL,
prKDRecordLength [1] INTEGER (O..cia-ub-recordLength) OPTIONAL |
puKDRecordLength [2] INTEGER (0..cia-ub-recordLength) OPTIONAL,
sKDRecordLength  [3] INTEGER (0..cia-ub-recordLength) OPTIONAL,
cDRecordLength [4] INTEGER (0..cia-ub-recordLength) OPTIONAL,
dCODRecordLength [5] INTEGER (0..cia-ub-recordLength) OPTIONAL,
aODRecordLength  [6] INTEGER (0..cia-ub-recordLength)(@PTIONAL

}
Algorithminfo ::= SEQUENCE {
reference Reference,
algorithm CIO-ALGORITHM.&id(fAlgorithmSet}),
parameters CIO-ALGORITHM:& Parameters({AlgorithmSet}{@algorithm}),
supportedOperations CIO-ALGORITHM.&Operations({AlgorithmSet}{ @algorithm}),
objld CIO-ALGORITHM.&objectldentifier ({AlgorithmSet}{@algorithm}),
algRef Reference-OPTIONAL
}
LastUpdate ::= CHOICE {
generalizedTime GeneralizedTime,
referencedTime ReferencedValue,

... - For future extensions
}(CONSTRAINED BY.{---The referencedValue shall be of type GeneralizedTime --})

ProfilgIndication ::= CHOICE{

profileOID OBJECT IDENTIFIER,
profileName'\\ -UTF8String,

... -- For fature extensions

}
EF.ClAInfgrshall contain one DER-encoded value of type ClAlnfo.

The interpretation-of the Clalnfo tvne shall be as follows
Lad PA

— ClAInfo.version: This component shall be set to v2 for this edition of this part of ISO/IEC 7816. Future
editions may use other values. A ClAInfo value shall not be rejected solely because it has an unknown
version number.

NOTE  The version number v1 is used in the equivalent structure in PKCS #15.

— ClAInfo.serialNumber: This component shall contain the CIA's unique serial number, as chosen by the
application provider.

— ClAInfo.manufacturerID: This optional component shall, when present, contain identifying information
about the card manufacturer, UTF-8 encoded.
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ClAInfo.label: This optional component shall, when present, contain identifying information about the
application.

ClAInfo.cardflags: This component contains information about the card per se. Flags include: If the card is
read-only, if there are cryptographic functions that require a user to be authenticated, and if the card
supports pseudo-random number generation.

ClAInfo.selnfo: This optional component is intended to convey information about pre-set security
environments on the card and the owner of these environments. The definition of these environments is
currently out of scope for this part of ISO/IEC 7816; see further ISO/IEC 7816-4. The aid component
indicates the (card) application for which the security environment is applicable.

ClAInfo.recordinfo: This optional component has two purposes:

— to indicate whether the elementary files EF.OD, EF.PrkKD, EF.PuKD, EF.SKD, EF.CD,ER/DCOPD and
EF.AQOD are linear record files or transparent files (if the component is present, they -shall be [linear
record files; otherwise, they shall be transparent files);

— if they are linear record files, whether they are of fixed-length or not (if they are of fixed length,
corresponding values in RecordInfo are present and not equal to zero and.indicates the record length.
If sgme files are linear record files but not of fixed length, then corresponding values in RecofdInfo
shalf be set to zero).

ClAInfo.slupportedAlgorithms: The intent of this optional component.is.to indicate cryptographic algofithms,
associated parameters, operations and algorithm input formats supported by the card. The refdarence
compongnt of Algorithminfo is a unique reference that is used for cross-reference purposes from PrkKDs
s. Values for the algorithm component are for private use. Values of the supportedOperhtions
compongnt (compute-checksum, compute-signature, verify~checksum, verify-signature, encipher, dedipher,
derive-key) identifies operations the card can”perform with a particular algorithm. The| objld
compongnt indicates the object identifier for the algerithm. The algRef component indicates the idgntifier
used by the card for denoting this algorithm (and which occurs at the card interface as a parameter ¢f, e.g.
an “EXTHRNAL AUTHENTICATE” command).,

NOTE alues for the algorithm component may be chosen from, and interpreted as, mechanism numiers in
PKCS #11 (see Reference [8]).

ClAInfo.igsuerld: This optional component shall, when present, contain identifying information abopt the
card issuer (e.g. the card issuer).

ClAInfo.Holderld: This optional component shall, when present, contain identifying information about the
cardholdgr (e.g. the cardholder).

ClAInfo.l@stUpdate: JThis optional component shall, when present, contain (or refer to) the date of thHe last
update of files<in the CIA. The presence of this component, together with the ClAinfo.serialNymber
compongnty will enable host-side applications to quickly find out whether they have to read EF.OD,
EF.CD, pte.”or if they can use cached copies (if available). The referencedTime alternative ¢f the
LastUpdate type is intended for those cases when EF.CIAInfo needs to be write-protected.

ClAInfo.preferredLanguage: The preferred language of the cardholder, encoded in accordance with
IETF RFC 5646.

ClAlInfo.profilelndication: This optional component shall, when present, indicate profiles of this part of
ISO/IEC 7816, which the card has been issued in conformance with.

NOTE ltis left to other specifications to define standardized profiles of this part of ISO/IEC 7816.
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Annex A
(normative)

ASN.1 module

This Annex includes all ASN.1 type, value and information object class definitions contained in this part of
ISO/IEC 7816, in the form of the ASN.1 module CryptographicinformationFramework.
CryptographiclnformationFramework {iso(1) standard(0) 7816 15 1}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN
IMPORTS

informationFramework, authenticationFramework, certificateExtensions, attributeCertificateDefinitiong
FROM UsefulDefinitions {joint-iso-itu-t(2) ds(5) module(1) usefulDefinitions(0) 7}

AttribliteCertificate
FROM AttributeCertificateDefinitions attributeCertificateDefinitions

Name
FROM InformationFramework informationFramework

Certificate, CertificateSerialNumber, SubjectPublicKeyInfo, Algorithmldentifier, Validity
FROM AuthenticationFramework authenticationFramework

GenernalName, GeneralNames, KeyUsage
FROM CertificateExtensions certificateExtensions

BiomgtricInformationTemplate , BiometriciInformationTemplateGroup
FROM CBEFF-SMARTCARD-BIDO{iso standard’19785 modules(0) types-for-smartcard(8)}

ALGORITHM-IDENTIFIER
HROM PKCS-5 {iso(1) member-body(2)us(840) rsadsi(113549) pkcs(1) pkcs-5(5) modules(16) pKcs-5(1)}

ECPoint, Parameters
FROM ANSI-X9-62 {iso(l)member-body(2) us(840) ansi-x962(10045) module(5) 1}

DomalnParameters
FROM ANSI-X9-424is0(1) member-body(2) us(840) ansi-x942(10046) module(5) 1};

-- A.1 Upper and lewer bounds

cia-ub-identifier, INTEGER ::= 255
cia-ub-reference INTEGER ::= 255
cia-ub-index INTEGER ::= 65535
cia-ub-label INTEGER ::= cia-ub-identifier
cia-lb-mmPasswordLengih INTEGER =4
cia-ub-minPasswordLength INTEGER ::=8
cia-ub-storedPasswordLength INTEGER ::= 64
cia-ub-recordLength INTEGER ::= 16383
cia-ub-userConsent INTEGER ::= 32767
cia-ub-securityConditions INTEGER ::= 255
cia-ub-biometricTypes INTEGER ::= 127
cia-ub-storedVerifDataValueNumber INTEGER ::=

-- A.2 Basic types

-A21

Identifier ::= OCTET STRING (SIZE (0..cia-ub-identifier))
-A.22
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Reference ::= CHOICE {

uniqueByteRef
multiByteRef

}
~A23

INTEGER(O..cia-ub-reference),
[1] OCTET STRING(SIZE(4..20))

Label ::= UTF8String (SIZE(0..cia-ub-label))

-A24

Credentialldentifier {KEY-IDENTIFIER : IdentifierSet} ::= SEQUENCE {

idTyp

e KEY-IDENTIFIER.&id ({IdentifierSet}),

idValue KEY-IDENTIFIER.&Value ({IdentifierSet}{@idType})

}

Keyldentifiers
issue
issue
subje
subje
issue
issue
subje
pgp2
open
certif
..—F
}

KEY-IDENTIFI
&id |
&Valy
} WIT
SYNT]

}

IssuerAndSeri
issue
serial

}

issuerAndSeri
{SYN

issuerAndSeri
{SYN
-- Asq

subjectKeyld
{SYN
- Fro

KEY-IDENTIFIER ::={
AndSerialNumber
AndSerialNumberHash
ctKeyld

ctKeyHash

KeyHash

NameHash
ctNameHash

eyld

PGPKeyld
cateHolderReference,
Dr future extensions

ER ;= CLASS{

NTEGER UNIQUE,

e

H SYNTAX {

IAX &Value IDENTIFIED BY &id

alNumber ::= SEQUENCE {
Name,
Number CertificateSerialNumber

alNumber KEY-IDENTIFIER: =
[AX IssuerAndSerialNumber IDENTIFIED BY 1}

aINumberHash KEY-IDENTIFIER ::=
[AX OCTET STRING IDENTIFIED BY 3}
umes SHA-1hash of DER encoding of IssuerAndSerialNumber

EY-IDENTIFIER ::=
[AX QE€TET STRING IDENTIFIED BY 2}
M ISO/IEC 9594-8 certificate extension

subjectKeyHa

Eh KEY-IDENTIFIER ::=

{SYNTAX OCTET STRING IDENTIFIED BY 4}

issuerKeyHas

h KEY-IDENTIFIER ::=

{SYNTAX OCTET STRING IDENTIFIED BY 5}

issuerNameHash KEY-IDENTIFIER ::=
{SYNTAX OCTET STRING IDENTIFIED BY 6}
-- SHA-1 hash of DER-encoded issuer name

subjectNameHash KEY-IDENTIFIER ::=
{SYNTAX OCTET STRING IDENTIFIED BY 7}
-- SHA-1 hash of DER-encoded subject name

pgp2Keyld KEY-IDENTIFIER ::=
{SYNTAX OCTET STRING (SIZE(8)) IDENTIFIED BY 8}

openPGPKeyl

44

d KEY-IDENTIFIER ::=
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{SYNTAX OCTET STRING (SIZE(8)) IDENTIFIED BY 9}

certificateHolderReference KEY-IDENTIFIER ::=

{SYNTAX OCTET STRING IDENTIFIED BY 10}

-A25
ReferencedValue ::= CHOICE {
path Path,
url URL
} -- The syntax of the object is determined by the context
URL ::= CHOICE {
url CHOICE {printable PrintableString, ia5 IA5String},
uli‘\l‘v’il;lDingL [3] SEKJUEN\,E{
url IA5String,
digest DigestinfoWithDefault
}
}
alg-idyshal Algorithmlidentifier {{DigestAlgorithms}} ::={
algorithm id-shal,
parameters SHA1Parameters : NULL
}
id-shgl OBJECT IDENTIFIER ::= {iso(1) identified-organization(3) oiw(14) se¢sig(3) algorithms(2) 26 }
SHAl1Parameters ::= NULL
DigestIinfoWithDefault ::= SEQUENCE {
digestAlg Algorithmldentifier {{DigestAlgorithms}} DEFAULT alg-id-shal,
digest OCTET STRING (SIZE(8..128))
}
DigestAlgorithms ALGORITHM-IDENTIFIER ::={
{NULL IDENTIFIED BY sha-1},
... -- For future extensions
}
--NOTE  DigestAlgorithms is defined*as’ an open type that is constrained in this part of ISO/IH

--unigyie identifier, i.e. sha-1 valuating-to the default value NULL, but it may be extended to fu

tC 7816 to a
ther algorithm

--idenffiers,for sha-2.
Path :}= SEQUENCE {
efidOrTagChoice-CHOICE {
efidOrPath ©CTET STRING,
tagRef [0] SEQUENCE {
tag OCTET STRING,
efidOrPath OCTET STRING OPTIONAL
13
appFileRef [1] SEQUENCE ({
aid [APPLICATION 15] OCTET STRING,
efidOrpath OCTET STRING
3
appTagRef [2] SEQUENCE({
aid [APPLICATION 15] OCTET STRING,
tag OCTET STRING,
efidOrPath OCTET STRING OPTIONAL
}
|3
index INTEGER (0..cia-ub-index) OPTIONAL,
length [0] INTEGER (0..cia-ub-index) OPTIONAL
} WITH COMPONENTS {..., index PRESENT, length PRESENT}|
WITH COMPONENTS{..., index ABSENT, length ABSENT})
-A26

ObjectValue { Type } ::= CHOICE {

indirect ReferencedValue,
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direct [0] Type

}

-A27

PathOrObjects {ObjectType} ::= CHOICE {
path Path,

objects [0] SEQUENCE OF ObjectType,
... - For future extensions

}
-A28
CommonObjectAttributes ::= SEQUENCE {
label Label OPTIONAL
flags CommonObjectFlags OPTIONAL,
authl Identifier OPTIONAL,
userdonsent INTEGER (1..cia-ub-userConsent) OPTIONAL,

accegsControlRules SEQUENCE SIZE (1..MAX) OF AccessControlRule OPTIONAL,
... -- Hor future extensions

} (CONSTRAINED BY {-- authld should be present if flags.private is set.

-- It shall equal an authlD in one authentication object in the AOD --})

CommonObjettFlags ::= BIT STRING {

private (0),
modifiable 1),
interrjal 2

} - Bif (2) is present for historical reasons and shall not be used

AccessControlRule ::= SEQUENCE {
acceqsMode AccessMode,
securiityCondition  SecurityCondition,
comnpunicationMode CommunicationMode OPTIONAL,
lifeCyfcleStatus LifeCycleStatus OPTIONAL,
verifl{imitDates RangeOfDate OPTIONAL,

... -- Hor future extensions

}

AccessMode = BIT STRING {
read 0),
update (1),
execlte (2),
deletd 3),
attribyite (4),
pso_¢ds (5),
pso_\erif (6),
pso_%ec ),

pso_gnc (8),
int_adith (9),

ext_apth (10)
}

SecurityCondition ::= CHOICE {

always NULL,

authld Identifier,

authReference AuthReference,

not [0] SecurityCondition,

and [1] SEQUENCE SIZE (2..cia-ub-securityConditions) OF SecurityCondition,
or [2] SEQUENCE SIZE (2..cia-ub-securityConditions) OF SecurityCondition,

... - For future extensions

}

AuthReference ::= SEQUENCE {
authMethod  AuthMethod,
seldentifier INTEGER OPTIONAL

}

46 © ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=f5e40b46e73835a96828df69ab633ff7

ISO/IEC 7816-15:2016(E)

AuthMethod ::= BIT STRING {secureMessaging(0), extAuthentication(1), userAuthentication(2), always(3)}

CommunicationMode::= BIT STRING {

contact 0),
contactLess (1),
usb 2),
nfc ),
contactCé6 4)
}
LifeCycleStatus::= ENUMERATED {creation(0), init(1), op-activated(2), op-deactivated(3), termination(4),

proprietary(5),...}

Rang¢OfDate ::= SEQUENCE {
startDate GeneralizedTime OPTIONAL,
endDate [0] GeneralizedTime  OPTIONAL,
}
-A2P
CommonKeyAttributes ::= SEQUENCE {
iD Identifier,
usage KeyUsageFlags,
native BOOLEAN DEFAULT TRUE,
accessFlags KeyAccessFlags OPTIONAL,
keyReference KeyReference OPTIONAL,
startDate GeneralizedTime OPTIONAL,
endDate [0] GeneralizedTime OPTIONAL,
algReference [1] SEQUENCE OF Reference OPTIONAL,
... -- For future extensions
}
KeyUgageFlags ::= BIT STRING {
encipher (0),
decipher Q),
sign 2),
signRecover ),
keyEncipher (4),
keyDecipher 5),
verify (6),
verifyRecover ),
derive (8),
nonRepudiation 9)
}
KeyAgcessFlags ::= BITSTRING {
sensitive 0),
extractable Q),
alwaysSensitive 2),
neverExtractable 3),
cardGenerated ()]
3

F

KeyReference ::= INTEGER
-A.2.10

CommonPrivateKeyAttributes ::= SEQUENCE {
name Name OPTIONAL,
keyldentifiers [0] SEQUENCE OF Credentialldentifier {{Keyldentifiers}} OPTIONAL,
generalName [1] GeneralNames OPTIONAL,
keyUsageConstraints [2] KeyUsageConstraints OPTIONAL,
... -- For future extensions

(CONSTRAINED BY {-- if keyUsageConstraints present, CommonObjectAttributes.userConsent should be set--})

KeyUsageConstraints ::= SEQUENCE {

keyUsageConstraintsFlag BIT STRING {
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immediateUsage (0)

h
refOID OBJECT IDENTIFIER OPTIONAL,
...-- For future extensions

}

-A211

CommonPublicKeyAttributes ::= SEQUENCE {
name Name OPTIONAL,

trustedUsage [0] Usage OPTIONAL,

generalName [1] GeneralNames OPTIONAL,

keyldentlflers [2] SEQUENCE OF Credentialldentifier {{Keyldentifiers}} OPTIONAL,
or future extensions

}
~-A212

CommonsSecré¢tKeyAttributes ::= SEQUENCE {
keyLean INTEGER OPTIONAL, -- keylength (in bits)
... -- For future extensions
}

-A.2.13

GenericKeyAtfributes ::= SEQUENCE {
keyType CIO-ALGORITHM.&objectldentifier ({AllowedAlgorithms}),
keyAftr CIO-ALGORITHM.&Parameters ({AllowedAlgorithms}{ @keyType})
}

AllowedAlgorithms CIO-ALGORITHM ::={...}
-A.2.14

Keylnfo {ParameterType, OperationsType} ::= CHOICE {
parampsAndOps SEQUENCE {
pdrameters ParameterType,
operations OperationsType OPTIONAL

h
refergnce Reference -- Historical;'ot to be used
}
-A.2.15
CommonCertificateAttributes ::= SEQUENCE {
iD Identifier,
authgrity BOOLEAN DEFAULT FALSE,
identiffier Credentiattdentifier {{Keyldentifiers}} OPTIONAL,
certHpsh [O] CertHash OPTIONAL,

trustgdUsage [1] Usage OPTIONAL,
identifiers [2\SSEQUENCE OF Credentialldentifier {{Keyldentifiers}} OPTIONAL,
validity {4} Validity OPTIONAL,

} -- Context'tag [3] is reserved for historical reasons

Usage ::= SEQUENCE {
keyUsage ReyUsage OPTIONAL,
extKeyUsage SEQUENCE SIZE (1..MAX) OF OBJECT IDENTIFIER OPTIONAL,

} (WITH COMPONENTS {..., keyUsage PRESENT} | WITH COMPONENTS {..., extKeyUsage PRESENT})

CertHash ::= SEQUENCE {
hashAlg [0] EXPLICIT Algorithmldentifier OPTIONAL,
certld [1] EXPLICIT Certld OPTIONAL,
hashVal BIT STRING
}(CONSTRAINED BY {-- hashVal is calculated over the whole DER-encoded certificate --})

Certld ::= SEQUENCE {

issuer GeneralName,
serialNumber CertificateSerialNumber
}
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-A.2.16

Gener

icCertificateAttributes ::= SEQUENCE {
certType CIO-OPAQUE.&id ({AllowedCertificates}),
certAttr CIO-OPAQUE.&Type ({AllowedCertificates}{@certType})

}

AllowedCertificates CIO-OPAQUE ::={...}
-A217
CommonDataContainerObjectAttributes ::= SEQUENCE {

applicationName Label OPTIONAL,
applicationOID OBJECT IDENTIFIER OPTIONAL,
iD Identifier OPTIONAL

... -- For future extensions
} (WITH COMPONENTS {..., applicationName PRESENT}} WITH COMPONENTS {3

pplicationOID

PRESENT})
- A28
CommonAuthenticationObjectAttributes ::= SEQUENCE {
authld Identifier OPTIONAL,
authReference Reference OPTIONAL,
seldentifier [0] Reference OPTIONAL,
... -- For future extensions
}
- A.2.19
CIO {ClassAttributes, SubClassAttributes, TypeAttributes} ::= SEQUENCE {
commonObjectAttributes CommonObjectAttributes,
classAttributes ClassAttributes,
subClassAttributes [0] SubClassAttributes OPTIONAL,
typeAttributes [1] TypeAttributes
}
--A.3 CIOs
ClOChoice ::= CHOICE {
privateKeys [0] PrivateKeys,
publicKeys [1] PublicKeys,
trustedPublicKeys [2] PublicKeys,
secretKeys [3]-SecretKeys,
certificates [4] Certificates,
trustedCertificates [5] Certificates,
usefulCertificates [6] Certificates,
dataContainerObjects [7] DataContainerObjects,
authObjects [8] AuthObjects,
... -- For future'extensions
}
PrivateKeys ::= PathOrObjects {PrivateKeyChoice}
PubligKeys~i= PathOrObjects {PublicKeyChoice}
SecrefKeys ::= PathOrObjects {SecretKeyChoice}
Certificates ::= PathOrObjects {CertificateChoice}
DataContainerObjects ::= PathOrObjects {DataContainerObjectChoice}

AuthObjects ::=  PathOrObjects {AuthenticationObjectChoice}

-- A.4 Private key information objects
-A4.1
PrivateKeyChoice ::= CHOICE {

privateRSAKey PrivateKeyObject {PrivateRSAKeyAttributes},
privateECKey [0] PrivateKeyObject {PrivateECKeyAttributes},
privateDHKey [1] PrivateKeyObject {PrivateDHKeyAttributes},
privateDSAKey [2] PrivateKeyObject {PrivateDSAKeyAttributes},
privateKEAKey [3] PrivateKeyObject {PrivateKEAKeyAttributes},

genericPrivateKey [4] PrivateKeyObject {GenericKeyAttributes},
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... - For future extensions

}
PrivateKeyObj

ect {KeyAttributes} ::= CIO {

CommonKeyAttributes, CommonPrivateKeyAttributes, KeyAttributes}

-A42

PrivateRSAKeyAttributes ::= SEQUENCE {

value
modu

Path,
lusLength INTEGER, -- modulus length in bits, e.g. 1024

keyInfo KeylInfo {NULL, PublicKkeyOperations} OPTIONAL,
... - For future extensions

}

-A43

PrivateECKeyAttributes ::= SEQUENCE {

value
keyln

Path,
o Keylinfo {Parameters, PublicKeyOperations} OPTIONAL,

... - Hor future extensions

}
~A44

PrivateDHKeyAttributes ::= SEQUENCE {

value
keyln

Path,
o KeylInfo {DomainParameters, PublicKeyOperations} OPTIONAL(

... - Hor future extensions

}
~A45

PrivateDSAKegyAttributes ::= SEQUENCE {

value
keyln
. —H
}

-A.4.6

PrivateKEAK¢
value
keyln
...—H
}

Path,
o KeylInfo {DomainParameters, PublicKeyOperatiofis} OPTIONAL,
or future extensions

yAttributes ::= SEQUENCE {

Path,
o Keyinfo {DomainParameters; PublicKeyOperations} OPTIONAL,
or future extensions

50
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-- A.5 Public key information objects

-A5.1

PublicKeyChoice ::= CHOICE {
publicRSAKey PublicKeyObject {PublicRSAKeyAttributes},
publicECKey [0] PublicKkeyObject {PublicECKeyAttributes},
publicDHKey [1] PublicKeyObject {PublicDHKeyAttributes},
publicDSAKey [2] PublickeyObject {PublicDSAKeyAttributes},
publicKEAKey [3] PublickeyObject {PublicKEAKeyAttributes},

genericPublicKey [4] PublicKeyObject{GenericKeyAttributes},
... -- For future extensions

¥
PubligKeyObject {KeyAttributes} ::= CIO {
CommonKeyAttributes, CommonPublicKeyAttributes, KeyAttributes}

-A5p

PubligRSAKeyAttributes ::= SEQUENCE {
value ObjectValue {RSAPublicKeyChoice},
modulusLength INTEGER, -- modulus length in bits, e,g. 1024
keyInfo KeyInfo {NULL, PublicKeyOperations}-OPTIONAL,
... -- For future extensions
}

RSAPUblicKeyChoice ::= CHOICE {
raw RSAPublicKey,
spki [1] SubjectPublicKeyinfo, -- See ISO/IEC 9594-8. Must contain a public RSA key.
}

RSAPblicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER
}

- A58

PubligECKeyAttributes ::= SEQUENCE {

value ObjectYalue {ECPublicKeyChoice},

keyinfo Keylhfo {Parameters, PublicKeyOperations} OPTIONAL,
... -- For future extensions

}

ECPublicKeyCheice ::= CHOICE {
raw ECPoint, -- See ANSI X9.62,
Spki SubjectPublicKeyinfo, -- See ISO/IEC 9594-8. Must contain a public elliptic curve key

)

-AS54

PublicDHKeyAttributes ::= SEQUENCE {
value ObjectValue {DHPublicKeyChoice},
keyInfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
... -- For future extensions

}
DHPublicKeyChoice ::= CHOICE {
raw DHPublicNumber,
spki SubjectPublicKeyinfo, -- See ISO/IEC 9594-8. Must contain a public D-H key.
}
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DHPublicNumber ::= INTEGER

-AS55

PublicDSAKeyAttributes ::= SEQUENCE {

value

ObjectValue {DSAPublicKeyChoice},

keylnfo Keylnfo {DomainParameters, PublicKeyOperations} OPTIONAL,
... - For future extensions

}

DSAPublicKeyChoice ::= CHOICE {

raw
spki

DSAPublicKey,
SubjectPublicKeylnfo, -- See ISO/IEC 9594-8. Must contain a public DSA key.

)
DSAPublicKey

-Ab5.6

PublicKEAK ey
value
keyln
... - H

}

KEAPublicKey
raw
spki
}

KEAPublicKey

-- A.6 Secret k

-A6.1

SecretKeyChd
alging

genetlicSecretKey

... - H
} -- Ng

SecretKeyObj
Com

-A.6.2

SecretKeyAttr
value
.. = H

= INTEGER

Attributes ::= SEQUENCE {

ObjectValue {KEAPublicKeyChoice},
o Keyinfo {DomainParameters, PublicKeyOperations} OPTIONAL,
or future extensions

Choice ::= CHOICE {
KEAPublicKey,
SubjectPublicKeylnfo, -- See ISO/IEC 9594-8. Must contain a public KEA key.

= INTEGER

by information objects

ice ::= CHOICE {

ependentKey SecretKey@bject {SecretKeyAttributes},

[15] SecretkeyObject {GenericKeyAttributes},
por future extensions

te: Context tags [0}=[14] historical and not to be used

pct {KeyAttributes} i:= CIO {
monKeyAttributes, CommonSecretKeyAttributes, KeyAttributes}

butes “="SEQUENCE {
ObjectValue { OCTET STRING },
prfuture extensions

}
-- A.7 Certifica

-AT7.1
CertificateCho

x509Certificate
x509AttributeCertificate

te information objects

ice ::= CHOICE {
CertificateObject {X509CertificateAttributes},
[0] CertificateObject {X509AttributeCertificateAttributes},

spkiCertificate
pgpCertificate
wtlsCertificate
x9-68Certificate
cvCertificate
genericCertificateObject
... -- For future extensions

[1] CertificateObject {SPKICertificateAttributes},
[2] CertificateObject {PGPCertificateAttributes},

[3] CertificateObject {WTLSCertificateAttributes},
[4] CertificateObject {X9-68CertificateAttributes},
[5] CertificateObject {CVCertificateAttributes},

[6] CertificateObject {GenericCertificateAttributes},
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}

CertificateObject {CertAttributes} ::= CIO {
CommonCertificateAttributes, NULL, CertAttributes}

-A7.2

X509CertificateAttributes ::= SEQUENCE {
value ObjectValue { Certificate },
subject Name OPTIONAL,
issuer [0] Name OPTIONAL,

serialNumber CertificateSerialNumber OPTIONAL,
... -- For future extensions

}

ISO/IEC 7816-15:2016(E)

-A78

X509AttributeCertificateAttributes ::= SEQUENCE {

value ObjectValue { AttributeCertificate },

issuer GeneralNames OPTIONAL,

serialNumber CertificateSerialNumber OPTIONAL,

attrTypes [0] SEQUENCE OF OBJECT IDENTIFIER OPTIONAL,
... -- For future extensions

}
~ATH

SPKI(ertificateAttributes ::= SEQUENCE {
value ObjectValue { CIO-OPAQUE.&Type },
... -- For future extensions

}
~ATp

PGPCertificateAttributes ::= SEQUENCE {
value ObjectValue { CIO-OPAQUE.&Type },
... -- For future extensions

}
~AT7p

WTLS[CertificateAttributes ::= SEQUENCE.{
value ObjectValue { CIO-OPAQUE.&Type },
... -- For future extensions

}
~ AT

X9-68CertificateAttributes--="SEQUENCE {
value ObjectValue { CIO-OPAQUE.&Type },
... -- For future'extensions

}
~AT7B

CVCettificateAttributes ::= SEQUENCE {
value ObjectValue { CIO-OPAQUE.&Type},
certificationAuthorityReference  OCTET STRING OPTIONAL,

... - For future extensions

}

-- A.8 Data container information objects
-AB81

DataContainerObjectChoice ::= CHOICE {
opaqueDO DataContainerObject {OpaqueDOAttributes},
iso7816DO [0] DataContainerObject {ISO7816DOAttributes},
0idDO [1] DataContainerObject {OidDOAttributes},
... -- For future extensions

}

DataContainerObject {DataObjectAttributes} ::= CIO {
CommonDataContainerObjectAttributes, NULL, DataObjectAttributes}
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-A8.2
OpaqueDOAttributes ::= ObjectValue {CIO-OPAQUE.&Type}
--A.83

ISO7816DOAttributes ::= ObjectValue {CIO-OPAQUE.&Type}
(CONSTRAINED BY {-- All such data container objects shall be defined in accordance with ISO/IEC 7816-4 --})

-A84

OidDOAttributes ::= SEQUENCE {
id CIO-OPAQUE.&id ({Allowed0idDOs}),
value  CIO-OPAQUE.&Type ({AllowedOidDOsH@id})

AllowedOid DQ@s-cto-0RAQUE—=={=}

-- A.9 Authentication information objects

-A91

AuthenticationObjectChoice ::= CHOICE {
pwd AuthenticationObject { PasswordAttributes },
biometricTemplate [0] AuthenticationObject{ BiometricAttributes},
authKey [1] AuthenticationObject {AuthKeyAttributes},
extermal [2] AuthenticationObject {ExternalAuthObjectAttributes},
interrjal [3] AuthenticationObject{InternalAuthObjectAttributes}

... - Hor future extensions

}

AuthenticationfObject {AuthObjectAttributes} ::= CIO {
CommonAuthenticationObjectAttributes, NULL, AuthObjectAttributes}

-A9.2
PasswordAttributes ::= SEQUENCE {
pwdHags PasswordFlags,
pwdTlype PasswordType,
minLgngth INTEGER (cia-lb-minPasswordLength..cia-ub-minPasswordLength),
storeflLength INTEGER (0..cia-ub-storedPasswordLength),
maxLlength INTEGER OPTIONAL,
pwdReference [0] Reference DEFAULT O,
padChar OCTET STRING (SIZE(1)) OPTIONAL,
lastP@asswordChange GeneralizedTime OPTIONAL,
path Path OPFIONAL,
verifQataHistoryLength [1] INTEGER (0..cia-ub-storedVerifDataValueNumber) OPTIONAL,
cioSecurityld [2] INFEGER OPTIONAL,
... -- Hor future extensions
}
PasswordFlags ::= BIT STRING{
case-gensitive 0),
local 1),
change-disabléd (2),
unblgck-disabled 3),
initialjzed (4),
need$-padding (5),
unblockmgPassword (6);
soPassword ),
disable-allowed (8),
integrity-protected 9),
confidentiality-protected  (10),
exchangeRefData (11),
resetRetryCounterl (12),
resetRetryCounter2 (13),
context-dependent (14),
multiStepProtocol (15)

} (CONSTRAINED BY { -- ‘unblockingPassword’ and ‘soPassword’ cannot both be set, and ‘context-
dependent’ supersedes both ‘integrity-protected’ and ‘confidentiality-protected’ when set-- })

PasswordType ::= ENUMERATED {bcd, ascii-numeric, utf8, half-nibble-bcd, is09564-1, ...}
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-A93

BiometricAttributes ::= CHOICE {
biometricTemplateAttributes BiometricTemplateAttributes,
bit [APPLICATION 96] BiometricInformationTemplate,
bitGroup [APPLICATION 97] BiometricInformationTemplateGroup
}

BiometricInformationTemplate ::= CHOICE {

biometricinformationTemplate OCTET STRING,
--Shall contain an ISO/IEC 7816-11 Biometric Information Template value

Biomg
-- Sha

Biomg

Biomg

Biom¢

Biom¢d

SEQUENCE {
maxBITLength INTEGER OPTIONAL,
biometricinformationTemplate OCTET STRING,
--Shall contain an ISO/IEC 7816-11 BiometricinformationTemplate vatu
}

}

tricinformationTemplateGroup ::= OCTET STRING
| contain an ISO/IEC 7816-11 Biometric Information Template group template value

tricTemplateAttributes ::= SEQUENCE {
bioFlags BiometricFlags,
templateld BiometricTemplateldentifier,
bioType BiometricType,

bioReference Reference DEFAULT 0,
lastChange GeneralizedTime OPTIONAL,
path Path OPTIONAL,

... -- For future extensions

}

tricTemplateldentifier ::= CHOICE {
oid OBJECT IDENTIFIER,
issuerld OCTET STRING,
... == For future extensions

}

tricFlags ::= BIT STRING {
local (1),
change-disabled (2),
unblock-disabled 3),
initialized 4),
disable-allowed (8),
integrity-protected 9),
confidentiality:protected  (10)
}

tricType #=CHOICE {
fingerPrint FingerPrintinformation,
iris [0] IrisInformation,

Chained [1] SEQUENCE SIZE (2..cia-ub-biometricTypes) OF BiometricType,
w7 -- For future extensions

D

}

FingerPrintinformation ::= SEQUENCE {

hand ENUMERATED {left, right},
finger ~ ENUMERATED {thumb, pointerFinger, middleFinger, ringFinger, littleFinger}
}

Irisinformation ::= SEQUENCE {

eye ENUMERATED {left, right},
... == For future extensions

}

-A94
ExternalAuthObjectAttributes ::= CHOICE {

authKeyAttributes  AuthKeyAttributes,
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certBasedAttributes [0] CertBasedAuthenticationAttributes,
... - For future extensions

}

InternalAuthObjectAttributes ::= SEQUENCE {
cioSecurityld INTEGER OPTIONAL,
authKeyAttributes AuthKeyAttributes,

... - For future extensions
} (CONSTRAINED BY {-- at least one out of protocol and description attributes shall be present --})

AuthKeyAttributes ::= SEQUENCE {
derivedKey BOOLEAN DEFAULT TRUE,
authkeytd ldentifier
... -- Hor future extensions

}

CertBasedAuthenticationAttributes ::= SEQUENCE {
cha OCTET STRING,
cioSecurityld INTEGER OPTIONAL,
... - For future extensions

}
-- A.10 Cryptographic and card information

ClAInfo ::= SEQUENCE {

versign INTEGER {v1(0),v2(1)} (V1|v2,...),

serialNumber OCTET STRING OPTIONAL,

manulfactureriD Label OPTIONAL,

label [0] Label OPTIONAL,

cardflags CardFlags,

selnfq SEQUENCE OF SecurityEnvironmentinfo OPTIONAL,
recorgInfo [1] Recordinfo OPTIONAL,

supp¢rtedAlgorithms [2] SEQUENCE OF Algorithmlnfo OPTIONAL,
issuefld [3] Label OPTIONAL,

holderid [4] Label OPTIONAL,

lastUpdate [5] LastUpdate OPTIONAL,

prefefredLanguage PrintableString ORTIONAL, -- In accordance with IETF RFC 5646
profilelndication [6] SEQUENCE.QF Profilelndication OPTIONAL,

... -- Hor future extensions
} (CONSTRAINED BY { -- Each Algorithminfo.reference value shall be unique --})

CardFlags ::=BIT STRING {
readdnly (0),
authRequired (1),
prnGeneration (2)
} -- Bit (3) is reserved for ‘historical reasons

SecurityEnvirgnmentinfo ::= SEQUENCE {

se INTEGER,
owne| OBJECT'IDENTIFIER OPTIONAL,
aid OGTET STRING

(CONSTRAINED BY {-- Must be encoded in accordance with ISO/IEC 7816-4 --}) OPTIONAL,
.. - For'fature extensions

}
RecordInfo ::= SEQUENCE {
oDRecordLength [0] INTEGER (0..cia-ub-recordLength) OPTIONAL,
prKDRecordLength [1] INTEGER (0..cia-ub-recordLength) OPTIONAL,
puKDRecordLength [2] INTEGER (0..cia-ub-recordLength) OPTIONAL,
sKDRecordLength  [3] INTEGER (0..cia-ub-recordLength) OPTIONAL,
cDRecordLength [4] INTEGER (0..cia-ub-recordLength) OPTIONAL,
dCODRecordLength [5] INTEGER (0..cia-ub-recordLength) OPTIONAL,
aODRecordLength  [6] INTEGER (0..cia-ub-recordLength) OPTIONAL

}
Algorithminfo ::= SEQUENCE {
reference Reference,
algorithm CIO-ALGORITHM.&id({AlgorithmSet}),
parameters CIO-ALGORITHM.&Parameters({AlgorithmSet}{ @algorithm}),
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supportedOperations CIO-ALGORITHM.&Operations({AlgorithmSet}{ @algorithm}),
objld CIO-ALGORITHM.&objectldentifier ({AlgorithmSet}{ @algorithm}),
algRef Reference OPTIONAL

}

CIO-ALGORITHM ::= CLASS {

&id INTEGER UNIQUE,

&Parameters,

&Operations Operations,

&objectldentifier OBJECT IDENTIFIER OPTIONAL

} WITH SYNTAX {

PARAMETERS &Parameters OPERATIONS &Operations ID &id [OID &objectldentifier]
}

CIO-OPAQUE ::= TYPE-IDENTIFIER

Publid

KeyOperations ::= Operations

Operations ::= BIT STRING {

cia-alg

compute-checksum (0), -- H/W computation of checksum
compute-signature (1), -- H/W computation of signature

verify-checksum (2), -- H/W verification of checksum
verify-signature (3), -- H/W verification of signature
encipher (4), -- H/W encryption of data
decipher (5), -- H/W decryption of data

hash (6), -- H/W hashing

generate-key (7), -- H/W key generation
derive-key (8) -- H/W key derivation

}

-null CIO-ALGORITHM ::= {
PARAMETERS NULL OPERATIONS {{generate-key}}D 1}

AlgorithmSet CIO-ALGORITHM ::= {

LastU

Profilg

cia-alg-null,
... - See PKCS #11 for possible values for thez&id component (and parameters)
}
bdate ::= CHOICE {
generalizedTime GeneralizedTime,
referencedTime ReferencedValue ,

... -- For future extensions
}(CONSTRAINED BY {--The value for referencedTime shall be of type GeneralizedTime --})

Indication ::= CHOICE %
profileOID OBJECT IDENTIFIER,
profileName (UFF8String,
... - For future extensions

}
--A.11 CIO DDO
CIODIPO ;:& SEQUENCE {
providerld OBJECT IDENTIFIER OPTIONAL,
dfPath Path QOPTIONAL
cialnfoPath [0] Path OPTIONAL,
aid [APPLICATION 15] OCTET STRING

(CONSTRAINED BY {-- Must be an AID in accordance with ISO/IEC 7816-4--}) OPTIONAL,

securityFileOrObject SET OF SecurityFileOrObject OPTIONAL,

... -- For future extensions
} -- Context tag 1 is historical and shall not be used

SecurityFileOrObject ::= SEQUENCE {

label Label OPTIONAL,
communicationMode CommunicationMode OPTIONAL,
fileOrObjectPath Path,

protocol OBJECT IDENTIFIER OPTIONAL,
cioSecurityld INTEGER OPTIONAL,
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index [0] INTEGER (0..cia-ub-index) OPTIONAL,
precondition [1] INTEGER (0..cia-ub-index) OPTIONAL,
... -- For future extensions

}

END
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ISO/IEC 7816-

Annex B
(informative)

15:2016(E)

CIA example for cards with digital signature and authentication

functionality

General

This Annex describes an example of the CIA suitable for electronic identification purposes and requirements

for it.

B.2

The examnle includes reqguirements both for cards and for host-side anplications makina v
T | Ll } ~

ClOs

rivate keys: A CIO card should contain at least two private keys, of which one should be u
gnature purposes only (key usage flags: any combination of sign, signRecover, and nonRe
bast one of the other keys should be possible to use for client/server authentication and h
gn and/or decipher set in its key usage flags. Authentication CDEs_or\encipherment sh

o 0 T

QT »

DE used only for this key. The key length shall be sufficient for intefidéd purposes.

-

rivate key types for this example are RSA keys, elliptic curvekeys (this example places 1
n the domain parameters other than the ones mentioned above) and DSA keys.

Qo

n

ecret keys: CDEs of this type may or may not be_present on the card, depending on th

ublic keys: CDEs of this type may or may not be present on the card, depending on th

Q

ertificates: For each private key, at least one corresponding certificate should be stored in
ertificates shall be of type X509Certificate. If an application provider stores CA certificat]
hich supports the ISO/IEC 7816-4 logical file organization, and which has suitablg
echanisms, then it is recommended that they are stored in a protected file. This file shall
hy a CD file which is only modifiable by the card issuer or the application provider (or not mg
his implies usage of the trustedCertificates choice in the CIOChoice type.

= 0

ata container objects: CDEs of this type may or may not be present on the card, depe
application provider’s discretion. There is no requirement for host-side applications to
objects.

Authentication objects: At least one authentication CDE shall be present on the card, control
protected CDEs. A separate authentication CDE should be used for the signature-only key,
existe Any use of the S|gnature onIy private key should require a new user authent|cat|on [

rovider’s discretion. There is no requirement for host-side applications to handle these keys.

rovider’s discretion. There is no requirement\for host-side applications to handle these keys.

e of cards.

sed for digital
pudiation). At
bve the value
all protect all

rivate keys. Usage of the signature-only key should require cardholder verification with an authentication

o restrictions

e application

e application

the card. The
es on a card

file access
be pointed to
difiable at all).

nding on the
handle these

ing access to
if such a key
n the case of

associated W|th another password.

Passwords shall be at least four characters (BCD, UTF-8 or ASCII) long.

eclirity services

When a password is blocked after consecutive incorrect password verifications, the password may only
be unblocked through a resetting code or a special unblocking procedure, defined by the card issuer.
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AOD —\
PrkD >
- Password 1 info
cD R
- _+_,-P® Password 2 info
> Key 1 info ’
EF.OD -~ : EF.AOD
J/_ 1y Key 2 info :
LT EF.PrkD .
e I Private key 1
; ‘\ x \
‘\\ ik Cert 1 info Private key 2
Certificatp 1 ) N > Cert 2 info — N
———————— Certificpte 2
EF.CD

Note: Dashed arrows indicate cross-references.

B.3 Access control

Figure B.1 — File relationships in DF.CIA

Private keys [shall be private objects and should be marked as_sensitive. Files, which contain private|keys,
should be protected against removal and/or overwriting. The “following access conditions shall be det for

DF.CIA and glementary files in it.
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Table B.1 — Recommended file access conditions

File Access conditions

DF.CIA Create: User authentication or External authentication
Delete: External authentication

EF.CIAInfo Read: Always
Update: User authentication or External authentication or Never
Append: Never

EF.OD Read: Always

| Ilndntn' External authentication

Append: External authentication

EF.ADD Read: Always
Update: Never
Append: User authentication or External authentication

EF.PIKD, EF.PuKD, EF.SKD, EF.CD and Read: Always or User authentication
EF.DCOD

Update: User authentication or External authentication or Never
Append: User authentication or External authentication or Never

EF.CD containing references to trusted Read: Always

certificates Update: External authentication or Never

Append: External authentication or Never

Othen EFs in DF.CIA Read: Always op-tJSer authentication
Update: Useruthentication or External authentication or Never
Append: User authentication or External authentication or Never

NOTH|1 External authentication is described in ISO/IEC 7816-4.
NOTE| 2 External authentication should include secureimessaging as described in ISO/IEC 7816-4.

If an application provider wants to protect~a CIO directory file with an authentication object, then by default, the first
authentication object in EF.AOD shall be used. For further protection measures, see CIODDO extensions in|7.4.
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Annex C
(informative)

Example topologies

SN

EF.DIR

EF.O[> EF.PrkD

Py e

CDEs

Figure C.1— Example with three applications (cryptegraphic data elements are stored outside the

CIA)
MF
Y
| )
N N

m

F.AOCD

EF.OD} EF.CIAInfo EF.irKy EF._CD/ EF.A_\y @9 EF.CD
‘ 1

‘ |

Figure C.2 — Example with three applications (only EF.OD and EF.CIAInfo in DF.CIA)
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A 4

EF.DIR DF.CIA; DF.1

EF.DIR contains

Hafa. fioan oot
oot oT T aoout

relationships between
DF.CIAx and DF.x

Figure C.3 — Example of usage of EF.DIR

EF.DIR
with
CIODDO(s;

N
>

terface

Figure C.5 — Application DF hosting DF.CIA files

© ISO/IEC 2016 - All rights reserved

63


https://iecnorm.com/api/?name=f5e40b46e73835a96828df69ab633ff7

ISO/IEC 7816-15:2016(E)

Table C.1 — EF.DIR description with privacy enabling features (see topology on Figure C.5)

1st 2nd
generation generation

3rd
generation

4th 5th 6th
generation | generation | generation

Description

61-L

4F-L-E8 28 BD
08 OF
(mandatory)

Standard identifier of a
DF.CIA denoting the
presence of a DF.CIA

application.

The PIX is not,encoded to
prevent traceability or
identification 'of the begrer

through{Some AID spe¢ifics.

The DF.CIA is virtual with its
€I0O files hosted in an
application, i.e. the SELECT
on DF.CIA is executed|on
this application; the regponse
to this SELECT is out of
scope of this part of
ISO/IEC 7816.

51-L-Path
(conditional)

At application providers
discretion, Path is misging if
selection by DF name Is
employed.
Not recommended because
the Path may deliver
identifiable card topology.

50-L-label
(optional)

At application providers
discretion, the label is
intended for IFD display and
not for implementation [or
interpretation purposesq. If
used, label shall be neutral
and specific to a group|of
cards, e.g. national cards.

73] -

C1ODDO discretiona ry data

object.

30-L

CIODDO SEQUENCE.

4F-L (conditional)

AID of the application to
which the CIA referenced
under this template applies.
Its use is constrained by:
either DO'4F’ or DO'5F50’
should be present in
CIODDO. DO'4F’ may allow
for traceability or group
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identification; accordingly, it
is preferable to use

DO’5F50'.

30-L

SET of

SecurityFileOrObject

30-L

SecurityFileOrObject

SEQUENCE

0C-L (optional)

UTF8String coded label

denoting as-e
SecurityFileQ
purposes-e.g. |

ample the
rObject
CardAccess”.

03-L (optional)

BIT'STRING @
communicati
describing the
interface whic|
listed in

SecurityFileQ

apply.

oded
bnMode
physical

h the protocols

rObject

30-L (mandatory)

Path SEQUEN
the file or obje
security protod
access to CIA

ICE pointing to
ct hosting the
ols opening
contents.

02-L (optional)

INTEGER cod
cioSecurityld
reference to th
authentication
required for th
protocol to be
the IFD.

ed

cross-

e

object

P preliminary
executed by

06-L (optional)

May be emplo
determine whi

yed to
Ch of the

possibly multigle protocols

defined in file
referenced str
used.

DrObjectPath
Ictures is to be

AO-L (optional)

Recommende

i attribute

IR .
IMTTUTA AdSolyIT

to

SecurityFileOrObject. May
be skipped if implicitly

known.

Al-L (optional)

Recommended cross-
reference to the index of the
SecurityFileOrObject
protocol(s) of which the
execution is mandated prior

to the current

SecurityFileOrObject ones.
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5F50-L (optional)

interindustry data element
nested under ‘61’ template
and serving as uniform
resource locator (URL) as
defined in IETF RFC 1738
and IETF RFC 2396 (see
ISO/IEC 7816-4, 12.2.4,
Table 122). It points to part
of the software required in
the interface device to
communicate with the

apphicafion in the card.]lt can
lead the terminal to.loeok up
the AID of the applicatipn to
which the CIA referenced
under this'template applies.
This DO’5F50’ may be|used
to prevent exposing to the
outside world any application
AID likely to allow for
traceability or group
identification. DO’5F50
should be mutually exdlusive
with DO’4F".

NOTE 1 The
are hosted in
SecurityFileO

NOTE 2 DO1

Object components are met.

3’ may contain cialnfoPath and efodPath in caseexplicit file ID definition is preferred.

main attention is brought on data minimization principle. Theumost important information for discoverapility
IODDO component. The IFD can access DF.CIA contents only once the security measures required py
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Annex D
(informative)

Examples of CIO values and their encodings

D.1 General

15:2016(E)

Each subclause of this Annex, e.g. D.x refers to one of the EFs defined in the card file structure. Each
subclause comprises three sections as follows.

— T

A
— T

S|
— T
The t
could
In the
IHI'W

"CIA
ISO/I}

In the
Ox3Ff
isad
betwsd
the c(
the adg

In the
inden
the in
temp

In ord

D.2

D.2.1

he first one, e.g. D.x.1, gives the names and sample values of DEs relevant to a DER cons
SN.1 value notation defined in ISO/IEC 8824-1.

he second one, e.g. D.x.2, merges the ASN.1 syntax with the indication constructed
ample values and length thereof.

he third one, e.g. D.x.3, gives the actual hexadecimal DER-coding as read{rom the file.

hree sections display the values in different formats in order to show the various ways
appear in specifications based on this part of ISO/IEC 7816.

first section, simple quotes denote a hexadecimal string, thexusual 7816 notation. They af
hich is also a common notation, e.g. 70202 H. Double (quotes denote UTF-8 strings (p
application’. Braces denote an object identifier~8.9. {1 2 840 113549 1 15 4 1}; see,
FC 7816-4, Annex B for transcoding into a hexadecimal string.

second section, the prefix Ox denotes a héxadecimal string, a usual programming
DO5015 is equivalent to “3F005015” in thewsual 7816 notation. A number without this p
ecimal, e.g. a value of 12 is equivalent to'its hexadecimal coding OxOc or “0C”. Tags
en brackets []. The tag number is givensin decimal. The tag class is indicated in the brack
ntext-specific class, which is the default. The information primitive/constructed gives the
tual tag used in the third section.Each level of indentation indicates a level of encapsulatio

third section, hexadecimal.coeded bytes are separated by spaces and no quotes are used.
ation starts with a DO header (Tag-length), except the last level, which is the value of a

hte appear at the same level of indentation.

er to improve understanding, line numbering is added in D.2.

EF.OD

ASN.1 value notation

fruction in the

primitive, the

n which they

e followed by
rintable), e.g.
for instance,

notation, e.g.
refix means it
are indicated
et, except for
alue of b6 in
.

Each level of
primitive DO:

dentation rules are the same as in the second section. Thus, all headers of DOs belonging to the same

1
2
3

[o2 ¢ E N

w0

10

privateKeys :
path : {
efidOrPath '4401'H
h
certificates :
path : {
efidOrPath '4402'H
h
dataContainerObjects :
path : {
efidOrPath '4403'H

h
authObjects :
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11 path : {
12 efidOrPath '4404'H
}

D.2.2 ASN.1 description, tags, lengths and values

ClOChoice CHOICE
1 privateKeys : tag = [0] constructed; length = 6
PrivateKeys CHOICE

2 path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 4

3 efidOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 2
0x4401

ClOChdice CHOICE
4 certlificates : tag = [4] constructed; length = 6
Cdrtificates CHOICE

5 path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length’= 4

6 efidOrPath OCTET STRING: tag = [UNIVERSAL 4] primitivey_ length = P
0x4402

ClOChgice CHOICE
7 datgContainerObjects : tag = [7] constructed; length =/6
DgtaContainerObjects CHOICE
path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 4
efidOrPath OCTET STRING: tag = [UNIVERSAL (4} primitive; length = P
0x4403

© 0

ClOChdice CHOICE
10 authObjects : tag = [8] constructed; length = 6
AdthObjects CHOICE

11 path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 4
12 efidOrPath OCTET STRING: tag ‘= [UNIVERSAL 4] primitive; length = P
0x4404

D.2.3 Hexaflecimal DER-encoding

1 A0 06
2 30 (04
3 04 02
44 01
4 A4 06
5 30 (04
6 04 02
44 02
7 A7 06
8 30 (04
9 0402
4403
10 A8 06
11 30 04
12 04 02
44 04

D.3 EF.CIAInfo

D.3.1 ASN.1 value notation

cialnfoExample ClAInfo ::={
version V2,
serialNumber '159752222515401240'H,
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manufacturer|D "Acme, Inc.",
cardflags {

prnGeneration

}
}

D.3.2 ASN.1 description, tags, lengths and values

CIAInfo SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 30
version INTEGER: tag = [UNIVERSAL 2] primitive; length = 1
1
serialNumber OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 9
0x159752222515401240

mahufacturerlD Label UTF8String: tag = [UNIVERSAL 12] primitive; length = 10
Dx41636d652c20496e€632e
cajdflags CardFlags BIT STRING: tag = [UNIVERSAL 3] primitive; length|= 2
Dx0520

D.3.3 Hexadecimal DER-encoding

30 1F
02 01
01
04 09
15 97 52 22 25 15 40 12 40
0C OA
41 63 6D 65 2C 20 49 6E 63 2E
03 02
05 20
D.4 EF.PrKD

In thig example, two private keys are referredito. Other key-related files, i.e. EF.PuKD and EF.SKD, have the
same|structure. It is expected that the relevant public keys will also be referenced in EF.PuKD with the same
labelq.

D.4.)] ASN.1 value notation

privateRSAKey : {
commonObjectAttributes {
label "KEY1!§
flags { private },
authld ‘O1'H
¥
classAttributes {
iD"45'H,
usage { decipher, sign, keyDecipher }
SUDCIaSSATITDUTES {
keyldentifiers {

idType 4,
idValue ParameterString : '4321567890ABCDEF'H
}

}
|3
typeAttributes {
value {
efidOrPath '4B0O1'H

h
modulusLength 1024
}
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privateRSAKey : {
commonObjectAttributes {
label "KEY2",
flags { private },
authld '02'H
h
classAttributes {
iD '46'H,
usage { sign, nonRepudiation }

subCIa’ssAttributes {
keyldentifiers {

1dType 4,
idValue ParameterString : '1234567890ABCDEF'H

}

}
h
typeAttrjbutes {
vdlue {
efidOrPath '4B02'H

b
mpdulusLength 1024

}
}

D.4.2 ASN.[L description, tags, lengths and values

PrivateKeyChoice CHOICE
privatleRSAKey SEQUENCE: tag = [UNIVERSAL 16]-‘constructed; length = 59
comnonObjectAttributes CommonObjectAttributes SEQUENCE:
tag |- [UNIVERSAL 16] constructed; length, = 13
Igbel Label UTF8String: tag = [UNIVERSAL 12] primitive; length = 4
)

0x4b455931
fllags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3] primitive;
lgngth=2
0x0780
authld Identifier OCTET STRING: tag = [UNIVERSAL 4] primitive; lengthl = 1
0x01
clagsAttributes CommonKeyAttributes SEQUENCE: tag = [UNIVERSAL 16] con-
structed; length =7
i0 ldentifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 1
0x45
udage KeyUsageFlags BIT STRING: tag = [UNIVERSAL 3] primitive; lengthl = 2
0x0264
sub(lassAttributes : tag = [0] constructed; length = 19
CagmmonPriavateKeyAttributes SEQUENCE: tag = [UNIVERSAL 16] constructed[;
lgngth<=17
keyldentifiers SEQUENCE OF: tag = [0] constructed; length = 15
SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 13
idType INTEGER: tag = [UNIVERSAL 2] primitive; length
4
idvalue OpenType
0x4321567890abcdef
typeAttributes : tag = [1] constructed; length = 12
PrivateRSAKeyAttributes SEQUENCE: tag = [UNIVERSAL 16] constructed;
length = 10
value Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 4
efidOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 2
0x4b01
modulusLength INTEGER: tag = [UNIVERSAL 2] primitive; length = 2
1024
PrivateKeyChoice CHOICE

1
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privateRSAKey SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 60
commonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 13
label Label UTF8String: tag = [UNIVERSAL 12] primitive; length = 4

0x4b455932
flags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3] primitive;
length=2
0x0780
authld ldentifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 1
0x02
classAttributes CommonKeyAttributes SEQUENCE: tag = [UNIVERSAL 16] con-
structed: length = 8
iD Identifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 1
0x46
usage KeyUsageFlags BIT STRING: tag = [UNIVERSAL 3] primitive; length = 3
0x062040

subClassAttributes : tag = [0] constructed; length = 19
CommonPrivateKeyAttributes SEQUENCE: tag = [UNIVERSAL%16] constructed;
length = 17

keyldentifiers SEQUENCE OF: tag = [0] constructed; length = 1%
SEQUENCE: tag = [UNIVERSAL 16] constructed;, ‘fength = 13
idType INTEGER: tag = [UNIVERSAL 2] primitive; length = 1
4
idvalue OpenType
0x1234567890abcdef

typeAttributes : tag = [1] constructedis/length = 12
PrivateRSAKeyAttributes SEQUENCE: tag = [UNIVERSAL 16] constructed;
length = 10

value Path SEQUENCE: tag = [UNITVERSAL 16] constructed; length|= 4
efidOrPath OCTET STRING: “tag = [UNIVERSAL 4] primitive; length = 2
0x4b02
modulusLength INTEGER: tag = [UNIVERSAL 2] primitive; length :
1024

D.4.3 Hexadecimal DER-encoding

L)
N

30 3B
30 0D
0C 04
4B 45.59 31
03 02
07./80
04 0%

30 Q7

02 64
AO 13

AO OF
30 OD
02 01
04
04 08
43 21 56 78 90 AB CD EF
Al OC
30 OA
30 04
04 02
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4B 01
02 02
04 00
30 3C
30 0D
0C 04
4B 45 59 32
03 02
07 80
04 01
02
30 08

04 01
46
03 03
06 20 40

A0 13
30 11
AO OF
30 0D
02 01
04
04 08
12 34 56 78 90 AB CD EFK
Al 0OdQ
30 OA
30 04
04 02
4B 02
02 02
04 00

D.5 EF. CD

D.5.1 ASN.[L value notation

x509Certificate : {
commomObjectAttributes {
label "CERT1",
flggs { }
b
classAttfributes {
iD|'45'H
h
typeAttrjbutes {
vdluelindirect :
patm—{
efidOrPath '4331'H

}

}

h
x509Certificate : {
commonObjectAttributes {
label "CERT2",

flags { }

classAttributes {
iD '46'H
13
typeAttributes {
value indirect :
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path : {
efidOrPath '4332'H

}
}
}

D.5.2 ASN.1 description, tags, lengths and values

CertificateChoice CHOICE
x509Certificate SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 27
commonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 10
label Label UTF8String: tag = [UNIVERSAL 127 primitive; length = 5
0x4345525431
flags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3] primitiye;
length=1
0x00
classAttributes CommonCertificateAttributes SEQUENCE: tag = [UNIVERSAL 16]
constructed; length = 3
iD ldentifier OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 1
0x45
typeAttributes : tag = [1] constructed; length =8
X509CertificateAttributes SEQUENCE: tag = [UNWERSAL 16] construycted;
length = 6
value CHOICE
indirect ReferencedValue CHOICE
path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 4
efidOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive;

length = 2
0x4331
CertificateChoice CHOICE
x509Certificate SEQUENCE: tag =)UNIVERSAL 16] constructed; length F 27
commonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constpucted; length = 10
label Label UTF8Strings=itag = [UNIVERSAL 12] primitive; length ¥ 5
0x4345525432
flags CommonObjectRlags BIT STRING: tag = [UNIVERSAL 3] primitiye;
length=1
0x00

classAttributes_CommonCertificateAttributes SEQUENCE: tag = [UNIVERSAL 16]
constructedy~kength = 3
iD ldentifiier OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 1
0x46
typeAttributes : tag = [1] constructed; length = 8
X509CertificateAttributes SEQUENCE: tag = [UNIVERSAL 16] constriicted;
length = 6
value CHOICE
indirect ReferencedValue CHOICE
path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 4
efidOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive;
length = 2
0x4332

D.5.3 Hexadecimal DER-encoding

30 1B
30 OA
0C 05
43 45 52 54 31
03 01
00
30 03
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04 01
45
Al 08
30 06
30 04
04 02
43 31
30 1B
30 OA
0C 05
43 45 52 54 32
03 01
00

30 03
04 01
46
Al 08
30 06
30 04
04 02 43 32

D.6 EF.AQD

D.6.1 ASN.[L value notation

pwd : {
commomnObjectAttributes {
label "PIN1",
flggs { private }
b
classAttfributes {
aythld '01'H
h

typeAttrjbutes {
pwdFlags { change-disabled, initialized, needs-padding },
pwdType bcd,
m|nLength 4,
stpredLength 8,
padChar 'FF'H

}
b
pwd : {
commomnObjectAttributes {
label "PIN2",
flags { private}
h
classAttfributes,{
althid J02'H
13

typeAttributes {
pwdFlags { change-disabled, initialized, needs-padding },
pwdType bcd,
minLength 4,
storedLength 8,
padChar 'FF'H,
path {
efidOrPath '3F0050150100'H
}
}
}

D.6.2 ASN.1 description, tags, lengths and values

AuthenticationObjectChoice CHOICE
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pwd SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 37

commonObjectAttributes CommonObjectAttributes SEQUENCE:

tag = [UNIVERSAL 16] constructed; length = 10

label Label UTF8String: tag = [UNIVERSAL 12] primitive; length =

0x50494e31

flags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3] primitive;

length=2
0x0780
classAttributes CommonAuthenticationObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 3
authld ldentifier OCTET STRING: tag = [UNIVERSAL 4] primitive;
0x01

Au

typeAttributes : tag = [1] constructed; length = 18
PasswordAttributes SEQUENCE: tag = [UNIVERSAL 16] constructed;

length

length = 16
pwdFlags PasswordFlags BIT STRING: tag = [UNIVERSAL 3]¢primitfve;
length = 2
0x022c
pwdType PasswordType ENUMERATED: tag = [UNIVERSAL{10] primitivye;
length=1
0
minLength INTEGER: tag = [UNIVERSAL 2] primitive; length = 1
4
storedLength INTEGER: tag = [UNIVERSAL 2} primitive; length =|1
8
padChar OCTET STRING: tag = [UNIVERSAL 4] primitive; length =|1
Oxff
thenticationObjectChoice CHOICE
pwd SEQUENCE: tag = [UNIVERSAL 16] (constructed; length = 47
commonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 10
label Label UTF8String: tag = [UNIVERSAL 12] primitive; length ¥ 4
0x50494e32
flags CommonObjectFlags*BIT STRING: tag = [UNIVERSAL 3] primitiye;
length=2
0x0780
classAttributes CoemmonAuthenticationObjectAttributes SEQUENCE:
tag = [UNIVERSAL '#6] constructed; length = 3
authld ldenti¥fier OCTET STRING: tag = [UNIVERSAL 4] primitive; [ength
0x02
typeAttributes : tag = [1] constructed; length = 28
PasswardAttributes SEQUENCE: tag = [UNIVERSAL 16] constructed;
length = 26
pwdFlags PasswordFlags BIT STRING: tag = [UNIVERSAL 3] primitjve;
length = 2
0x022c
pwdType PasswordType ENUMERATED: tag = [UNIVERSAL 10] primitive;
length=1
0
minLength INTEGER: tag = [UNIVERSAL 2] primitive; length = 1
4
storedLength INTEGER: tag = [UNIVERSAL 2] primitive; length = 1
8
padChar OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 1
Oxff

path Path SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 8

efidOrPath OCTET STRING: tag = [UNIVERSAL 4] primitive; length = 6

0x31t0050150100
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D.6.3 Hexadecimal DER-encoding

30 25
30 OA
0C 04
50 49 4E 31
03 02
07 80
30 03
04 01
01
Al 12

30 10
03 02
02 2C
0A 01
00
02 01
04
02 01
08
04 01
FF
30 2F
30 0A
0C 04
50 49 4E 32
03 02
07 80
30 03
04 01
02
Al 10
30 1A
03 02
02 2C
0A 01
00
02 01
04
02 01
08
04 01
FF
30 08
04 06
3F 00 50 15 01 00

D.7 EF.DCOD

D.7.1 ASN.1 value notation

opaqueDO : {

commonObjectAttributes {
label "OBJECTL1",
flags { private, modifiable },
authld '02'H
h

classAttributes {
applicationName "APP"
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I3

typeAttributes indirect :

}
D.7.2

path : {
efidOrPath '4431'H,
index 64,
length 48

}

ASN.1 description, tags, lengths and values

DataContainerObjectChoice CHOICE

opaqueDO SEQUENCE: tag = [UNIVERSAL 16] constructed; length = 39
commonObjectAttributes CommonObjectAttributes SEQUENCE:
tag = [UNIVERSAL 16] constructed; length = 16
label Label UTF8String: tag = [UNIVERSAL 12] primitive; length F
0x4f424a45435431
flags CommonObjectFlags BIT STRING: tag = [UNIVERSAL 3] ‘primiti
length=2
0x06c0

D.7.3

30 2y

authld ldentifier OCTET STRING: tag = [UNIVERSAL-.4] primitive;

0x02

classAttributes CommonDataContainerObjectAttributés SEQUENCE:

tag = [UNIVERSAL 16] constructed; length = 5

applicationName Label UTF8String: tag = [UNAVERSAL 12] primitivg

length= 3
0x415050
typeAttributes : tag = [1] constructed;
OpaqueDOAttributes CHOICE
indirect ReferencedValue CHOICE
path Path SEQUENCE: tag =, [UNIVERSAL 16] constructed;

length = 12

efidOrPath OCTET STRING:” tag = [UNIVERSAL 4] primitive; l¢

0x4431

index INTEGER: taggs [UNIVERSAL 2] primitive;
64

length INTEGER:Utag = [0] primitive;
48

Hexadecimal DER-encoding of DCOD

length = 1

30 10
0oC 07
4F 42 4A 45 43 54 31
03\02
06 CO
04 01

02
30° 05

length = 1

\1%4
wa

length

0C 03

41
Al OC
30 OA
04

02

80

50 50

02

44 31
01

40
01

30
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D.8 Application template (within the EF.DIR)
In this example, only one application template IDO (i.e. an ApplicationTemplate) is shown.
D.8.1 ASN.1 value notation

applicationTemplateExample ApplicationTemplate ::={
aid 'A000000063504B43532D3135'H,
label "RSA DSI",
path '3F005015'H,
ddo {
providerld {12 8401135491154 1},
aifl 'FAB123456789'H

}

}
D.8.2 ASN.[L description, tags, lengths and values in ApplicationTemplate

ApplicatiionTemplate SET: tag = [APPLICATION 1] constructed; length
aid OJTET STRING: tag = [APPLICATION 15] primitive; length =12
0xad00000063504b43532d3135
label |UTF8String: tag = [APPLICATION 16] primitive; length’'= 7
0x52534120445349
path QCTET STRING: tag = [APPLICATION 17] primitive;_length = 4
0x31j005015
ddo : [tag = [APPLICATION 19] constructed; length &"12
DDOTlemplate OpenType
prioviderld OBJECT IDENTIFIER: tag = [UNWERSAL 6] primitive; length = 10
{1 2 840 113549 1 15 4 1 }
ailld OCTET STRING: tag = [APPLICATION¢15] primitive; length = 6
D.8.3 Hexafdecimal DER-encoding of ApplicationTemplate

53

61 33
4F QC
AO 00 00 00 63 50 4B 43.53 2D 31 35
50 Q7
52 53 41 20 44 53 49
51 04
3F 00 50 15
73 14
06 OA
2A,86)48 86 F7 OD 01 OF 04 01

4F 06

FA B1 23 45 67 89

D.9 GeneralizedTime encoding guidelines

The following rules are given as guidelines conformant to ISO 8825-1 and applying to GeneralizedTime Type
encoding.

a) The value of type GeneralizedTime is a character string of type VisibleString with lexical restrictions as a
string of the form "YYYYMMDDhh[mm[ss[(.|,)ffff]]]" standing for a local time, with four digits for the year
(YYYY), two for the month (MM), two for the day (DD) and two for the hour (hh), followed by two digits for
the minutes (mm) and two for the seconds (ss) if required, then a dot or a comma, and a number
indicating the fractions of second, the maximum precision depending on the application (see ISO/IEC
8601), e.g. if the expiration date is August 10th 2011 at 7:30PM, the value field of GeneralizedTime DO is
"201108101930".
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b) A string conforming to (a) and followed by the letter "Z" would denote a UTC time (Greenwich meridian
time or Greenwich Main Time), e.g. if expiration date according to Greenwich Main Time is 8AM on
August 10th 2011, the value field of GeneralizedTime DO is "201108100800Z".

c) A string conforming to (a) and followed by a string "(+|-)hh[mm]" entails that the GeneralizedTime is the
difference between the string of (a) and the second string, whereby giving the time lag if required, e.g. if
expiration date local time is 8AM on August 10th 2011 and co-ordinated universal time is 12 noon on
August 10th 2011, the value field of GeneralizedTime DO is "201108100600-0400".

The following range of values is valid for (a) : YYYY (0000 to 9999), MM (01 to 12), DD (01 to 31), hh (00 to
23), mm (00 to 59), ss (00 to 59).

The sftring value "YYYYMMDDhhh[mm([ss][(.|)ffff]]]" shall be encoded as ASCII to Hex then encapsulated in DO
'18' fgr GeneralizedTime.
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Annex E
(informative)

Examples of the use of the cryptographic information application

E.1 Gener

al

programmatiq
thus, create n

Each clause i
1) Des

2) A sj
cons

3) Ann
accq

4) BER
incly

5) The

pard
A transcriptio

for all exampl
decoders fror

E.2 Encod
E.2.1 Crypt
This is an exd
E.2.2 ASN.

privateKeys

80

The purpose _of this informative Annex is to provide practical examples of the use of the cryptographic
information dpplication. By providing sample program code for each example, programmers cansge the
connection between high-level ASN.1 representations and low-level BER representations$, and
nore efficient and more compact software that uses the cryptographic information applieatiop.
n the Annex is a free-standing example and consists of four paragraphs.
Cription of the example.
ecification of the example described in paragraph (1) in commented”ISO/IEC 7816-15 ASN.1
tructs, using the formal value notation defined in ISO/IEC 8824-1.
ptated code in the ISO/IEC 9899 TC2 C programming language for BER encoding and dedoding
rding to the ASN.1 specification of paragraph (2).
encoding of the example as produced by the epcoder of paragraph (3). Two examples also
de graphic representations of the BER at the end of'the Annex.
source code provided in paragraph (3) wasccompiled and run to generate the output shdwn in
graph (4).
h of the ASN.1 encoding of the cryptographic information application listed in Annex A was ised
es. A free, publically-available ASN.T compiler was used to generate the BER encoders angl
n this ASN.1.
ing of a private key
ographic information application example description
imple of an ISQ/IEC 7816-15 RSA private key.
1 encoding of an RSA private key
bbjects { -- SEQUENCE OF --
brivateRSAKey { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label "4b455931°"H -- “KEY1" --
flags "80°H,
authld "41444d"H -- "ADM" --
userConsent 1
3.
classAttributes { -- SEQUENCE --
iD "9b"H,
usage "2040°H,
native TRUE,
accessFlags "98°H,
keyReference 10
3.
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subClassAttributes { -- SEQUENCE --
keyldentifiers { -- SEQUENCE OF --
{ -- SEQUENCE --
idType 5,
idvalue "3132333435363738"H -- "12345678"

}
}.
typeAttributes { -- SEQUENCE --
value indirect path { -- SEQUENCE --
efidOrPath "3f0040417H
3

ISO/IEC 7816-15:2016(E)

}

}

modulusLength 1024

E.2.3 Code encoding and decoding from the ASN.1

/*
** Engoding of a Private Key as a Data Object in EF.OD
*/
void Partl5PrivateKey(const char *label,
unsigned char objectFlags,
unsigned char *authld,
unsigned int authldLength,
unsigned int userConsent,
unsigned char native,
unsigned char *iD, unsigned, int iDLength,
unsigned short usageFlags,
unsigned char accessElags,
unsigned int keyReference,
unsigned int identifierType,
unsigned char *external ldentifier,
unsigned char *path, unsigned int pathLength,
unsigned int modulusLength
D)
{

ungigned int I;

ClIpChoice *cio;

PrivateKeyChoice *pck, **prkp;
Credential ldentifier *crid, **cridp;

PrivateKey@Object PrivateRSAKeyAttributes pattr =
CopmonObjectAttributes commonObjAttr =
CopmonKeyAttributes commonKeyAttr =
CopmonPrivateKeyAttributes commonPrivateKeyAttr =

PrivateRSAKeyAttributes privateRSAKeyAttT =
Path pathOctets =
issuerHash =

AsnOcts

ocoggoooo
S R

s Nl

char commonObjectFlags[1] = { O };
AsnBits commonFlagsAsnBits = { 3, commonObjectFlags };

char keyUsage[2] = { 0 };
AsnBits keyUsageAsnBits = { 10, keyUsage };

char keyAccessFlags[1] = { 0 };
AsnBits keyAccessFlagsAsnBits = { 5, keyAccessFlags };

/*

© ISO/IEC 2016 - All rights reserved
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** Section 8.3 The CIOChoice type

*x

** "EF_.OD shall contain the concatenation of 0, 1, or more DER-encoded CIOChoice values."
*/

cio = (ClIOChoice *)calloc(l, sizeof(PrivateKeyChoice));

cio->choiceld = CIOCHOICE_PRIVATEKEYS;

/*

** "]t is expected that an EF.OD entry will usually reference a separate file (the path

** choice of PathOrObjects) containing CIOs of the indicated type. An entry may, however,
** hold Cl0s directly (the objects choice of PathOrObjects), if the objects and the FF.OD
**  file have the same access control requirements."

*x
** PathOrPbjects{PrivateKeyChoice}
*/
cio->a.prjvateKeys = (PrivateKeys *)calloc(l, sizeof(PrivateKeys));
cio->a.prjvateKeys->choiceld = PATHOROBJECTS_PRIVATEKEYCHOICE_OBJECTS;
cio->a.prjvateKeys->a.objects = AsnListNew(sizeof (void*));

/*
** Section 8.4.1 PrivateKeyChoice

*k

** "“This type contains information pertaining to a private key. Each value
** consi$ts of attributes common to any object, any key, any private key,
** and attributes particular to the key."

*/
prkp = (PrivateKeyChoice **)AsnListAppend(cio->a.privateKeys->a.objects);
*prkp = prk = calloc(l, sizeof(PrivateKeyChoice));

prk->choigeld = PRIVATEKEYCHOICE_PRIVATERSAKEYs

prk->a._prjvateRSAKey = &pattr;

pattr.componObjectAttributes = &commenObjAttr;

pattr.clagsAttributes = &commonKeyAttr;
pattr._subflassAttributes = &commonPrivateKeyAttr;
pattr.typgAttributes \&privateRSAKeyAttr;

/*
** Sectioh 8.2.8 Common®bjectAttributes
-
** "“This type is.a container for attributes common to all CIOs."
4
commonObjAttr.-Fabel .octs = _strdup(label);

commonObjAttr. label .octetlen = strien(label):

commonObjectFlags[0] = objectFlags;
commonObjAttr.flags = commonFlagsAsnBits;

commonObjAttr.authld.octetLen=authldLength;
commonObjAttr.authld.octs = authld;

commonObjAttr._userConsent = &userConsent;
/*

** Section 8.2.9 CommonKeyAttributes

*k

** “The 1D field shall be unique for each key information object, except when a public

82 © ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=f5e40b46e73835a96828df69ab633ff7

**

**

**

ISO/IEC 7816-15:2016(E)

key information object and its corresponding private key object are stored on
the same card. In this case, the information objects shall share the same

identifier (which may also be shared with one or several certificate information

** objects ..."

*/

commonKeyAttr._iD.octs = iD;
commonKeyAttr.iD.octetLen = iDLength;

keyUsage[0] = (unsigned char)(usageFlags>>8);
keyUsage[1] = (unsigned char)(usageFlags);
commonKeyAttr.usage = keyUsageAsnBits;

ke
co

Co

Co

/*
**
**
**k
**k
**
**
**
*/
COl

cr

n _un

cr
cr
Se

/*
**x
**x
**x
**
**x
=/
pr
pr
pr

pr

yAccessFlags[0] = accessFlags;
hmonKeyAttr._accessFlags= keyAccessFlagsAsnBits;

hmonKeyAttr._native = &native;

nmonKeyAttr._keyReference = &keyReference;

Section 8.2.10 CommonPrivateKeyAttributes

"The name field, when present, names the owner of the key,“as specified in a
corresponding certificate®s subject field.

Values of the keyldentifiers field can be matchedvto identifiers from external
messages or protocols to select the appropriate“key to a given operation."

nmonPrivateKeyAttr.keyldentifiers =
(CommonPrivateKeyAttributesSeqOf *)AsnListNew(sizeof (void*));

idp = (Credentialldentifier **)AsnListAppend(commonPrivateKeyAttr.keyldentifiers);
Fidp = crid = (Credentialldentifier *)calloc(l, sizeof(Credentialldentifier));

suerHash.octs = _strdup(external ldentifier);
suerHash.octetLen = strlen(externalldentifier);

jd->idType = identifierType;
id->idValue.valuel =) &issuerHash;
FAnyTypeBy Int(&(crid->idvalue), identifierType);

Section\8.4.2 Private RSA Key Attributes

"PrivateRSAKeyAttributes.value: The value shall be a path to a file containing

a private RSA key. If there is no need to specify a path to a file. the path

value may be set to the empty path."

ivateRSAKeyAttr.value = (ObjectValue *)calloc(l, sizeof(ObjectValue));
ivateRSAKeyAttr.value->choiceld = OBJECTVALUE_INDIRECT;
ivateRSAKeyAttr._value->a.indirect =

(ReferencedValue *)calloc(l, sizeof(ReferencedValue));

ivateRSAKeyAttr._value->a.indirect->choiceld = REFERENCEDVALUE_PATH;

pathOctets.efidOrPath.octs = (char *)calloc(l, pathLength);
memcpy(pathOctets.efidOrPath.octs, path, pathLength);
pathOctets.efidOrPath.octetlLen = pathLength;

pr

ivateRSAKeyAttr._value->a.indirect->a.path = &pathOctets;
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privateRSAKeyAttr _modulusLength = modulusLength;

/-k

** Print the Private Key Data Object
*/

PrintClOChoice(stdout, cio, 3);

/*
** BER Encode the Private Key Data Object
*/
BERLength = BEncClOChoiceContent(gb, cio);
3
/-k
** Decoding ¢f a Private Key as a Data Object in EF.OD
*/
PrivateKeyObject PrivateRSAKeyAttributes *PrivateRSAKey(unsigned char *BER, unsigned-int BERLenggth)
{
SBuf b;
GenBuf *gb;
unsigned jnt bytesDecoded = O;
ENV_TYPE énv;
ClIOChoice| *cio;
AsnTag tagldoO;
AsnLen elptLenO;
if(setjmp{env) = 0) exit(0);
cio = calloc(l, sizeof(ClOChoice));
SBufinstajlData(&b, BER, BERLength);
SBuftoGenBuf(&b, &gb);
tagldo E BDecTag(gb, &bytesDecoded, env);
elmtLen0 ¥ BDecLen(gb, &bytesDecodeds;“env);
/*
** Decode|the RSA Private Key\Data Object
*/
BDecClOChpiceContent(gb,| tagld0, elmtLenO, cio, &bytesDecoded, env);
return ((PrivateKeyCheice *)(cio->a.privateKeys->a.objects->first->data))->a.privateRSAKey;
3
E.2.4 BER pricoding

<EF_OD>
Oxa0,0x51,0xa0,0x4f,0x30,0x4d,0x30,0x12,0x0c,0x04,0x4b,0x45,0x59,0x31,0x03,0x02,
0x05,0x80,0x04,0x03,0x41,0x44,0x4d,0x02,0x01,0x01,0x30,0x12,0x04,0x01,0x9b,0x03,
0x03,0x06,0x20,0x40,0x01,0x01,0xff,0x03,0x02,0x03,0x98,0x02,0x01,0x0a,0xa0,0x13,
0x30,0x11,0xa0,0x0f,0x30,0x0d,0x02,0x01,0x05,0x04,0x08,0x31,0x32,0x33,0x34,0x35,
0x36,0x37,0x38,0xal,0x0e,0x30,0x0c,0x30,0x06,0x04,0x04,0x3f,0x00,0x40,0x41,0x02,
0x02,0x04,0x00

</EF_0OD>

Table E.1 is a diagrammatic representation of this BER encoding.
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Table E.1 — EF.PrKD of RSA private key

ISO/IEC 7816-15:2016(E)

Data type
AO | 51 | CIOChoice: Private key data object
AO | 4F | PrivateKeyChoice: Private RSA Key
30 | 4D | Private RSA Key object
30 | 12 | Common object Attribute
0C | 04 | label 4B, 45, 59, 31 UTF8String
03 | 02 | flags 05, 80 BIT STRING
04 | 03 | auth Id 41, 44, 44 OCTET
STRING
02 | 01 | userConsent | 01 INTEGER
30 | 12 | Common Key Attrribute
04|01 ]|iD 9B OCTET
STRING
03 | 03 | usage 06, 20, 40 BIT STRING
01 | 01 | native FF BOOLEAN
03]\ 02 | accessFlags 03, 98 BIT STRING
02 | 01 | keyReference | OA INTEGER

© ISO/IEC 2016 - All rights reserved
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Table E.1 (continued)

AO | 13 | Common Private Key Attribute

30 | 11 | Sequence

AO | OF | keyldentifier

30 | OD | Sequence

02 | 01 | idType 05 INTEGER

60 | 08 | idVvalue 31, 32, 33, 34, 35,/36,”| OpenType

37,38
Al | Oe | Private RSA key attribute
30 | OC | Sequence
30 | 06 | Path
04 | 04 | efidOrPath 3F, 00, 40, 41 OCTET
STRING
02 | 02 | modulusLength 04, 00 INTEGER

E.3 Encoding of a protected data container

E.3.1 Cryplographic information application example description

A data contaiper object with two security.conditions, one for READ and one for UPDATE. The data in th¢ data
container is @ BER-TLV. The secret key $K-1 shall be verified in order to change password AO-1.

E.3.2 ASN|1 encoding of the:protected data container object

dataContainefObjects objetts { -- SEQUENCE OF --
isoy816D0 { -~)SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
labels"444¥2d31*H -- "DO-1" --,
flags "40°H,
accessControlRules { -- SEQUENCE OF --
{ —— SEQUENCE —-—
accessMode "80°H,
securityCondition or { -- SEQUENCE OF --
authld "414f2d31*H -- "AO-1" --,
authld "414f2d32"H -- "A0-2" --

}

3.
{ -- SEQUENCE --
accessMode "40°H,
securityCondition and { -- SEQUENCE OF --
authld "414f2d31*H -- "AO-1" --,
authld "414f2d32"H -- "A0-2" --

}
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}

}
3
classAttributes { -- SEQUENCE --

1.
typeAttributes direct "80020102°H

authObjects objects { -- SEQUENCE OF --

secre

E.3.3 Code from the ASN.1 for encoding and decoding BER

/*

pwd

{ -- SEQUENCE --

commonObjectAttributes { -- SEQUENCE --

ISO/IEC 7816-15:2016(E)

}

rapel 21212031/ —— A0-1 " —-
flags "40"H

1.

classAttributes { -- SEQUENCE --
authld "414f2d31°H
authReference 1,
seldentifier 2

1.

typeAttributes { -- SEQUENCE --
pwdFlags "0400°H,
pwdType 1,
minLength 4,
storedLength 12,
maxLength 8,
padChar “"ff*H - " " ——,
path { -- SEQUENCE --

efidOrPath "3f004045°H

}

fKeys objects { -- SEQUENCE OF --

genericSecretkey { -- SEQUENCE --

commonObjectAttributes *{ -- SEQUENCE --

label "534b2d31*H ,-- "'SK-1" --
flags "40°H,

authld "414f2d31°H - "AO-1" --
3.
classAttributes { -- SEQUENCE --
iD "584b2d31"H -- "'SK-1" --,

usage ‘' "0200"H,
native TRUE,
accessFlags "10"H,
keyReference 10

}.

subClassAttributes { -- SEQUENCE --

— “AO-1"" —-

}

}

keyLen 64

}.

typeAttributes { -- SEQUENCE --
keyType {2 8%,
keyAttr "58"H

}

** Encoding of a Protected Data Object

*/

© ISO/IEC 2016 - All rights reserved

87


https://iecnorm.com/api/?name=f5e40b46e73835a96828df69ab633ff7

ISO/IEC 7816-15:2016(E)

void DataObject(unsigned char *label,
unsigned char objectFlags,
unsigned char *passwordl,
unsigned char *password2

))

Cl0Choice *cio;
DataContainerObjectChoice *dco, **dcop;
AccessControlRule *acr, **acrp;
SecurityCondition *sc, **scp;

SecurityCondition securityConditionl;
SecurityCopndition securityCondition2;
AsnOcts apthidl;
AsnOcts apthld2;

CommonObjéctAttributes commonObjectAttr ={
CommonDat@ContainerObjectAttributes commonDataContainerObjectAttributes ={
1S07816DOAttributes 1s07816DOAttributes =4

DataContajnerObject 1S07816DOAttributes pattr ={0};
Credentialldentifier credentialldentifier

:{O
Path path{Qctets ={O0
AsnOcts dataObjectValuel ={s

3
}:
izeof(dovaluel), dovValuel };

char commonObjectFlags[1] ={03};
AsnBits cpmmonFlagsAsnBits = {2, commonObjectFlags };

char acesgControlRuleFlagsl[1] ={ 0 };
AsnBits agessControlRuleAsnBitsl = { 4, acessControlRuleFlagsl };
char acessControlRuleFlags2[1] ={0};
AsnBits agessControlRuleAsnBits2 = { 4, acessControlRuleFlags2 };

char usagg¢FlagBits[2] ={0};
AsnBits usageFlagsAsnBits = { 10, usageFlagBits };

authldl.o¢tetlLen = strlen(passwordl);
authldl.o¢ts = strdup(passwordl);

authld2.o¢tetlLen = strilen(password?);
authld2.o¢ts = strdup(password?2);

/*
** Data Object-Choice
*/
cio = (CIQChoice *)calloc(l. sizeof(DataContainerObjectChoice)):
cio->choiceld = CIOCHOICE_DATACONTAINEROBJECTS;
cio->a.dataContainerObjects = (DataContainerObjects *)calloc(l, sizeof(DataContainerObjects));
cio->a.dataContainerObjects->a.objects = AsnListNew(sizeof (void*));
cio->a.dataContainerObjects->choiceld = PATHOROBJECTS_DATACONTAINEROBJECTCHOICE_OBJECTS;

dcop = (DataContainerObjectChoice **)AsnListAppend(cio->a.dataContainerObjects->a.objects);
*dcop = dco = calloc(l, sizeof(DataContainerObjectChoice));
dco->choiceld = DATACONTAINEROBJECTCHOICE_1S07816D0;

dco->a.is07816D0 = &pattr;
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pattr._commonObjectAttributes = &commonObjectAttr;
pattr._classAttributes &commonDataContainerObjectAttributes;

pattr._subClassAttributes = NULL;
pattr._typeAttributes = &is07816DOAttributes;
/*

** Common Object Attributes

*/

commonObjectAttr.label .octetLen = strlen(label);
commonObjectAttr.label.octs = label;

commonObjectFlags[0] = objectFlags:

copmonObjectAttr.flags = commonFlagsAsnBits;
copmonObjectAttr._accessControlRules = AsnListNew(sizeof (void*));

acrp = (AccessControlRule **)AsnListAppend(commonObjectAttr.accessControlRules);
*acrp = acr = calloc(l, sizeof(AccessControlRule));

acessControlRuleFlags1[0] = (unsigned char)(READ_FLAG);

acf->accessMode = acessControlRuleAsnBitsl;

segurityConditionl.choiceld = SECURITYCONDITION_SEACOS_OR;
segurityConditionl.a.seacos_or = AsnListNew(sizeof (void*));

scp = (SecurityCondition **)AsnListAppend(securityConditiont.a~-seacos_or);

*sep = sc = calloc(l, sizeof(SecurityCondition));

sct+>choiceld = SECURITYCONDITION_AUTHID;

sct>a.authld = &authldl;

[}

scp =| (SecurityCondition **)AsnListAppend(securityConditionl.a.seacos_or);

*sep = sc = calloc(l, sizeof(SecurityCondition)),
sct+>choiceld = SECURITYCONDITION_AUTHID;
scr>a.authld = &authld2;

acy->securityCondition = &securityConditiont;

acyrp = (AccessControlRule **)AsnListAppend(commonObjectAttr.accessControlRules);
*acrp = acr = calloc(l, sizeof(AccessControlRule));
acessControlRuleFlags2[0] = (unsigned char)(UPDATE_FLAG);

acy->accessMode = acessControlRuleAsnBits2;

securityCondition2.choiceld = SECURITYCONDITION_SEACOS_AND;
securityCondition2.a.seacos”’and = AsnListNew(sizeof (void¥*));

scp = (SecurityCondition **)AsnListAppend(securityCondition2.a.seacos_and);
*sep = sc = calloc(@,) sizeof(SecurityCondition));

sct+>choiceld = SECURITYCONDITION_AUTHID;

scr>a.authld = &authldl;

scp = (SecurityCondition **)AsnListAppend(securityCondition2.a.seacos_and);
*sep = sc. = _calloc(l, sizeof(SecurityCondition));

sct>cheiceld = SECURITYCONDITION_AUTHID;

sct>d . authld = &authld2;

acr=>securityCondition = &securityCondition2:

/*
** Common Data Container Object Attributes
*/

/*

** ]SO/IEC 7816 Data Object Attributes

*/

is07816D0OAttributes.choiceld = OBJECTVALUE DIRECT;

iso7816DOAttributes.a.direct.value = &dataObjectValuel;
SetAnyTypeByInt(&(iso7816DOAttributes.a.direct), issuerKeyHash);
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/*

** Print the Data Object

*/

PrintCl0Choice(stdout, cio, 3);

/-k
** BER Encode the Data Object
*/
BERLength += BEncClOChoiceContent(gb,cio);
¥
void Password(const char *label
unsigned char objectFlags,
unsigned char *authld,
unsigned int authReference,
unsigned int seReference,
unsigned char *iD,
unsigned char *path, unsigned int pathLength,
unsigned short pwdFlags,
unsigned int pwdType,
unsigned int minimumLength,
unsigned int storedLength,
unsigned int maximumLength,
unsigned char paddingCharacter
)
{
Cl0Choice *cjo;
AuthenticgqtionObjectChoice *auth, **authp;
AuthenticationObject_PasswordAttributes pattr ={0}
CommonObjectAttributes commonObjAttr ={0};
CommonAuthenticationObjectAttributes commonAuthenticationObjectAttr = { 0 };
PasswordAttributes passwordAttributes ={0};
Path path{Qctets ={0};
AsnOcts padChar ={0};
char commpnObjectFlags[1] ={0};
AsnBits cpmmonFlagsAsnBits = { 2, commonObjectFlags };
char passyordFlags[2] ={0};
AsnBits passwordFlagsBits = { 12, passwordFlags };
/*
** Authentication Object Choice
*/
cio = (CIQChoice *)calloc(l. sizeof(AuthenticationObjectChoice)):
cio->choiceld = CIOCHOICE_AUTHOBJECTS;
cio->a.authObjects = (AuthObjects *)calloc(l, sizeof(AuthObjects));
cio->a.authObjects->choiceld = PATHOROBJECTS_ AUTHENTICATIONOBJECTCHOICE_OBJECTS;
cio->a.authObjects->a.objects = AsnListNew(sizeof (void*));
authp = (AuthenticationObjectChoice **)AsnListAppend(cio->a.authObjects->a.objects);
*authp = auth = calloc(l, sizeof(AuthenticationObjectChoice));
auth->choiceld = AUTHENTICATIONOBJECTCHOICE_PWD;
auth->a.pwd = &pattr;
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pattr.commonObjectAttributes = &commonObjAttr;
pattr._classAttributes &commonAuthenticationObjectAttr;
pattr._subClassAttributes = (AsnNull *)NULL;
pattr._typeAttributes &passwordAttributes;

/*

** Common Object Attributes

*/

commonObjAttr.label.octs = _strdup(label);
commonObjAttr.label .octetLen = strlen(label);

commonObjectFlags[0] = objectFlags:

ISO/IEC 7816-15:2016(E)

copmonObjAttr._flags = commonFlagsAsnBits;

/*
**| Common Authentication Object Attributes
*/
copmonAuthenticationObjectAttr._authld.octs = iD;

comhmonAuthenticationObjectAttr.authld.octetlLen = strlen(iD);

commonAuthenticationObjectAttr.authReference = &authReference;
compmonAuthenticationObjectAttr.seldentifier = &seReference;

/*
**| Password Attributes
*/
passwprdFlags[0] = (unsigned char)(pwdFlags>>8);
pagswordFlags[1] = (unsigned char)(pwdFlags);
pagswordAttributes._pwdFlags = passwordFlagsBits;

pagswordAttributes.pwdType pwdType;
pagswordAttributes.minLength minimumLength;
pagswordAttributes.storedLength = storedlLength;
pagswordAttributes.maxLength (Asnint *)calloc(l, sizeof(Asnint));
*passwordAttributes.maxLength ‘s-maximumLength;

pafiChar.octetlLen = 1;

pafilChar.octs = (char *)caltoc(1,1);
pafiChar.octs[0] = paddingCharacter;
pagswordAttributes _padChar = padChar;

paghOctets.efidOrPath.octs = path;
paghOctets.efidOrPath._octetLen = pathLength;
pagswordAttributes.path = &pathOctets;

/*
**| Print the Authentication Data Object

*/
fprintf(stdout, "\n\n"");
PrintCl0Choice(stdout, cio, 3);

/*
** BER Encode the Authentication Data Object
*/
BERLength += BEncCl0ChoiceContent(gb,cio);
}
void SecretKey(const char *label,
unsigned char objectFlags,
unsigned char *authld,
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SecretKeyChoice *sk, **skp;

unsigned short usageFlags,
unsigned int keyReference,
unsigned char *iD,
unsigned int keyLength
)
{
Cl0Choice *cio;

SecretKeyObject GenericKeyAttributes pattr ={0};
CommonObjectAttributes commonObjAttr ={0}
CommonKeyfttributes commonKeyAttr {0}
CommonSecfetKeyAttributes commonSecretkKeyAttr = { 0 }
GenericKeyAttributes genericKeyAttr ={0}

Path path{ctets ={0};

AsnOcts keyOidOcts ={0};

AsnOcts keyAttrOcts ={0};

AsnOid keyOid ={0};

char commpnObjectFlags[1] ={0};

AsnBits cpmmonFlagsAsnBits = { 2, commonObjectFlags };
char keyUsage[2] ={0};

AsnBits keyUsageAsnBits = { 9, keyUsage };

char keyNativeAsnBool = FALSE;

char keyAg¢cessFlags[1] ={0};

AsnBits keyAccessFlagsAsnBits = { 4, keyAccessFlags };
/-k

** Secret|Key Choice

*/

cio = (CI{PChoice *)calloc(l, sizeof(SecretKeyChoice));

cio->choi¢eld = CIOCHOICE_SECRETKEYS;

cio->a.se¢retkKeys = (SecretKeys *)calloc(1,.8¥zeof(SecretKeys));
cio->a.se¢retKeys->choiceld = PATHOROBJECTS® SECRETKEYCHOICE_OBJECTS;
cio->a.se¢retKeys->a.objects = AsnListNew(sizeof (void*));

skp = (Se¢retKeyChoice **)AsnListAppend(cio->a.secretKeys->a.objects);
*skp = sk|= calloc(l, sizeof(SecretKeyChoice));

sk->choiceld = SECRETKEYCHOICE_GENERICSECRETKEY;

sk->a.gengricSecretkKey' = &pattr;

pattr.componObjectAttributes = &commonObjAttr;
pattr.clagsAttributes = &commonKeyAttr;
pattr.subClassAttributes = &commonSecretKeyAttr:
pattr.typeAttributes = &genericKeyAttr;

/*

** Common Object Attributes

*/

commonObjAttr.label._octs = label;
commonObjAttr.label .octetLen = strilen(label);

commonObjAttr.authld.octetLen = strlen(authld);
commonObjAttr.authld.octs = authld;

commonObjectFlags[0] =
commonObjAttr.flags =

objectFlags;
commonFlagsAsnBits;
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