INTERNATIONAL ISO/IEC
STANDARD 7816-12

First edition
2005-10-01

Identification cards — Integrated gircuit
cards —

Part 12:
Cards with contacts — USB electrjcal
interface and operating procedures

Cartes d'identification— Cartes a circuit intégré —

Partie 12: Cartes a contacts — Interface électrique USB ef|procédures
de fonctionnement

Reference number
ISO/IEC 7816-12:2005(E)

ISO|IEC
ptzg . © ISO/IEC 2005



https://iecnorm.com/api/?name=3a94bbe4bda4aa9a425f92f1b344b0d2

ISO/IEC 7816-12:2005(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© ISO/IEC 2005

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20

Tel. +412274901 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2005 — Al rights reserved


https://iecnorm.com/api/?name=3a94bbe4bda4aa9a425f92f1b344b0d2

ISO/IEC 7816-12:2005(E)

Contents Page
oY =X VoY o S iv
11 o Yo 11T 1o o N v
1 T o - OSSPSR 1
2 [\ oY 4 = LAY =Y = = = o o - S 2
3 B =3 4 E3= T Lo e =Y T 4 T 1o N G b SRS 2
31 I LY T o PSPPI Y NN DU 2
3.2 Terms and definitions used in other specifications............cccoccmvrmrrriiccccccc b e 2
4 Abbreviations and notation ... B E s b e 2
5 Electrical characteristics of the contacts............ccceceeiiiiiiiniccci e S he e e fessss e e e eees 3
6 USB-ICC operated by an interface device.........ccoomiiriiiicciiccceedli e fe e 3
7 LU EST 0 L= TSy o 4 o o Y A SR SO 4
71 Standard DeSCIIPLOrS .......ooiccciiiiiiriiiricccrmmrr e s b etk e s mne e e s e e e s s s ssmmnne e s eessnsssnnmnnns fensssssnnnnnnnses 4
7.1.1| The Standard Device DeSCriptor .........cooiiccoiirmiiriiiiccesa e ersssssssmnne s e s s e s ss s ssmmmne s s s s sssssssnsfussesssssssnnnenes 4
7.1.2| The Standard Configuration DeScCriptor ...........ccccoorn i b, 5
7.1.3| The Standard Interface DescCriptor..........ccccoicccee i hemiiri s rssrrr e e e s s s smere e e esssssssnms feessesssssnnnnnes 6
7.1.4| The Standard Endpoint DeSCriptors ........cccccee S i ccrscrrrr s ssmsee e e e e s s s s msfre s s e s sssssnnnnnes 7
7.2 The Class Specific DeSCHIPLOr ... i crrer e ssesrre e e rs s s s sssmes e s s sessssssssmnsenesessnssssfunenssnssssnnnnes 8
8 Data transfer between host and USB-ICEC..............rrrrrrrrrrrrrrrrrrrrrsrssssssssssssssssssssssssheeseesesereeeens 10
8.1 =TT €= o3 = . (S 10
= e e N = 10 | 4 1= =77 Vo 1= R SRR 10
8.1.2| ATR and transmission of data..;.lii....cccceeeiiiiiiiricrrr s s re e s e s e ssmsssss s s e e essmnnshesssssasseenenns 13
8.1.3| Status and error CONitioNS......o ... oot r e e s s e e s renasssssseressmsssssssersesnnnsfanssssssreenenns 15
8.2 (080T 11 oY I8 = T 1= =] oY PN 16
8.2.1| VEISION A .....eeeiiiiiiieceee e moie e s nemsssssseersanassssssererennnssssssssersnnnnssssssserssnnnnnssssnsessnnnnnnssnnssnsserensfunssssssseennnnn 16
8.2.2| VErSIiON B ... @0 e et eteeemnsesssessssnessssssssserssnnssssssssessssnnsssssssersssnnnsssssssessnnnnnnsssnssnssersnsfunssssnseeennnn 23
8.3 Interrupt tranS ers ...t e e e 29
8.3.1| Virtual insertion/removal @Vent ..........cccceeeeeeiieieiiee e e s e s s se e s es s s e seseseseeesesssssssssssssssses|ererereeneenene 29
Annekx A (informative)- Notation for the state diagrams...........cccoocoeiiricceciirrcccccrcrerrre e 30
Anneix B (informative) Scenarios for USB transfers .........cccccciiiiccciieemrininnsccccsseces s ssssssseeeese s b ssssnenenens 31
Annekx C (informative) Terms and definitions in the USB specification .......ccccccoeevecccccernne e, 45
Annekx D (informative) Class specific descriptor Smart Card device class......ccccccceecccvceeeeenenfeccccncennnnnn, 46
(=11 o1 Te T T o )V SO PSUPRRRRY BRI 50
© ISO/IEC 2005 — Al rights reserved iii


https://iecnorm.com/api/?name=3a94bbe4bda4aa9a425f92f1b344b0d2

ISO/IEC 7816-12:2005(E)

Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
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ernmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inforn
b0 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives) Part 2.
5k of the joint technical committee is to prepare International Standards.‘Draft Interns
opted by the joint technical committee are circulated to national bodies for voting. Publicat

al Standard requires approval by at least 75 % of the national bodies gasting a vote.

rawn to the possibility that some of the elements of this document'may be the subject of
d IEC shall not be held responsible for identifying any or all suech-patent rights.

-12 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information techn
e SC 17, Cards and personal identification.

consists of the following parts, under the general‘title Identification cards — Integrated

ards with contacts — Physical characteristies

ards with contacts — Dimensions anddocation of the contacts

ards with contacts — Electrical interface and transmission protocols
rganization, security andcammands for interchange

egistration of application providers

terindustry data‘elements for interchange

terindustrycommands for Structured Card Query Language (SCQL)

ommarnds for security operations

hation

tional

on as

patent

blogy,

circuit

Part 9:

ormrmarnds for card rmarragernert

Part 10: Cards with contacts — Electronic signals and answer to reset for synchronous cards
Part 11: Personal verification through biometric methods
Part 12: Cards with contacts — USB electrical interface and operating procedures

Part 15: Cryptographic information application

ISO/IEC 105362l specifies access by close coupling. ISO/IEC 14443031 and 15693[4] specify access by radio
frequency. Such cards are also known as contactless cards.
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Introduction

ISO/IEC 7816 is a series of documents specifying integrated circuit cards and the use of such cards for
interchange. These cards are identification cards intended for information exchange negotiated between the
outside world and the integrated circuit in the card. As a result of an information exchange, the card delivers
information (computation result, stored data), and / or modifies its content (data storage, event memorization).
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ISO/IEC 7816-1 specifies physical characteristics for cards with contacts.

ISO/IEC 7816-2 specifies dimensions and location of the contacts.

ISO/IEC 7816-3 specifies electrical interface and transmission protocols for-asynchrono
ISO/IEC 7816-10 specifies electrical interface and answer to resetfor Ssynchronous card

ISO/IEC 7816-12 specifies electrical interface and operating procédures for USB cards.

Il the other parts are independent from the physical interfacé.technology. They apply to ca
y contacts and / or by radio frequency.

ISO/IEC 7816-4 specifies organization, security afd)commands for interchange.
ISO/IEC 7816-5 specifies registration of application providers.

ISO/IEC 7816-6 specifies interindustry data elements for interchange.

ISO/IEC 7816-7 specifies commands:for structured card query language.
ISO/IEC 7816-8 specifies commands for security operations.

ISO/IEC 7816-9 specifies(commands for card management.

ISO/IEC 7816-11 specifies personal verification through biometric methods.

ISO/IEC 7816-15 specifies cryptographic information application.

hternational @rganization for Standardization (ISO) and International Electrotechnical Com
attention_to the fact that it is claimed that compliance with this document may involve tihe use of the
ing patents:

0/46255, Data transmission method and card therefor, 23 March 2000

prfaces.

Is cards.

S.

rds accessed

mission (IEC)

Declared for ISO/IEC 7816-2

WO 01/69881, A method of communication between a smart card and a host station, 20 September 2001

WO 01/57684 A1, Conveying protocol units for portable electronic objects via a protocol for microcomputer
peripherals, 9 August 2001

0001399 / France,

péripheriques de micro-ordinateur

Transport d'unités de protocole d'objet électronique portable par protocole pour

09/775668 / USA, Conveying protocol units for portable electronic objects via a protocol for microcomputer
peripherals
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1904043 / Europe, Transport d'unités de protocole d'objet électronique portable par protocole pour
péripheriques de micro-ordinateur

1804474 / China, Conveying protocol units for portable electronic objects via a protocol for microcomputer
peripherals

PCT /FRO01 /00326, Transport d'unités de protocole d'objet électronique portable par protocole pour
péripheriques de micro-ordinateur

US 6148354, Architecture for a universal serial bus-based PC flash disk

US 6763399, USB key apparatus for interacting with a USB host via a USB port

ISO and IEC fake no position concerning the evidence, validity and scope of these patent rights.

The holders ¢f these patent rights have assured the ISO and IEC that they are willing to negotiate licences
under reasonjable and non-discriminatory terms and conditions with applicants throughout the world. In this
respect, the gtatements of the holders of these patent rights are registered with the ISO'and IEC. Information
may be obtaiped from:

Contact Patent number
Schlumperger Systémes, France WO 00/16255
WO 01/69881

GEMPLUS, France WO 01/57684 A1

0001399 / France / Granted
09/775668 / USA / Pending
1904043 / Europe / Pending
1804474 / China / Pending
PCT / FRO1 / 00326 / Pending

M-Systems, Israel US 6148354

Aladdin|Knowledge Systems, \WSA US 6763399

Infineon Technologies has not-identified any patents but confirms that it is prepared to license its patents, both
granted and |pending, which may be deemed necessary to manufacture, use, and sell implementatigns of
ISO/IEC 7816-12 on rgasonable and non-discretionary terms and conditions.

The following companies may hold patents relating to this part of ISO/IEC 7816 but have not provided details

of the patentd_or Qgrnnd to prn\/idn licenses:

Orga Kartensysteme GmbH, Germany AU 752627
Renesas, Japan US 20050052924
US 20040070952
ST Microelectronics US 6769622
WO 02/317161

Attention is drawn to the possibility that some elements of the document may be the subject of patent rights
other than those identified above. ISO and IEC shall not be held responsible for identifying any or all such
patent rights.
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Identification cards — Integrated circuit cards —

Part 12:

Cards with contacts — USB electrical interface and operating

procedures

1

[da)

jcope

This part of ISO/IEC 7816 specifies the operating conditions of an integrated.¢ifcuit card that prpvides a USB
interface. Figure 1 shows the assignment of the contact fields for a USB interface and + to illustrate
interoperability — the assignment as used in ISO/IEC 7816-3.
Interface Device IC Card
4
-
UsB GND
interface VBUS
D+ ¢ h
1 C5
VCC | GMD
AL | ALX2
4 C8
A
Figure 1 — Assignment of contacts for a USB integrated circuit card
© ISO/IEC 2005 — All rights reserved 1
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 7816-2:1999/Amd.1:2004, Identification cards — Integrated circuit cards — Part 2: Cards with
contacts — Dimensions and location of the contacts — Amendment 1: Assignment of contacts C4 and C8

ISO/IEC 7816-3, Identification cards — Integrated circuit cards — Part 3: Cards with contacts — Electrical
interface and transmission protocols

Universal Seijal Bus Specification Revision 2.0, April 27, 2000
USB Implementers Forum
Available at 4http://www.usb.org/developers/docs>

USB Chip/Smart Card Interface Devices , Revision 1.00, March 20, 2001
USB Implemegnters Forum, Device Working Group: Smart Card
Available at qhttp://www.usb.org/developers/devclass docs>

Universal Se{al Bus, Device Class Specification for

3 Terms jand definitions

For the purpgses of this document, the following terms and definitions-apply.

3.1 Device¢

3.141
interface deyice
terminal communication device or machine to which the card is electrically connected during opdration
[ISO/IEC 781B-3]

3.1.2

USB connection device
device providjng an electrical connection,path between a USB-ICC and a USB host or hub

3.2 Termg and definitions-used in other specifications

For the purppses of this document, the terms and definitions given in the USB specification and the |CCID
specification (see Clausg)d) apply.

NOTE ThE relevantterms used in this document are listed in informative Annexes C and D.

4 Abbreviations and notation
For the purposes of this document, the following abbreviations apply.

Protocol T=0, Protocol T=1 [ISO/IEC 7816-3]
D+, D- [Universal Serial Bus Specification Revision 2.0]

USB specification
Referencing to Universal Serial Bus Specification Revision 2.0 (see clause 2).

CCID
Chip Card Interface Device. Designates an interface device controlled via USB.

2 © ISO/IEC 2005 — All rights reserved
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specification

Reference to the Device Class Specification for USB Chip/Smart Card Interface Devices (see clause 2).

USB-I

ccC

USB Integrated Circuit Card. An integrated circuit card providing a USB interface.

5 Electrical characteristics of the contacts

The assignment of the contacts for USB operating conditions is given in ISO/IEC 7816-2:1999 and
ISO/IEC 7816-2:1999/Amd.1:2004.

An interface device will provide a USB connection to a USB-ICC through VCC, GND, AUX
respegtively VBUS, GND, D+ and D- defined by the USB specification.

Cardd
condi

designed for ISO/IEC 7816-3 operating conditions shall not be damaged when"activate
ions. Conversely, cards designed for USB operation shall not be damaged when ac

ISO/IEC 7816-3 operating conditions (by definition, a damaged card no longer operates as

conta

ns corrupt data).

6 USB-ICC operated by an interface device

A USB-ICC that only provides a USB interface shall have electrically connected C1, C5, C4 and
contaft fields shall be electrically isolated. This type of USB-ICC can be operated by a USB conn

The {
electr|

An inferface device that does not support a USB interface shall have AUX1 and AUX2 electrica

SB connection device shall establish an electrical conhection to C1, C5, C4 and C8 only,
cal characteristics and protocol given in the USB_specification.

ensure that the voltage applied at these contact.fields shall remain between —0,3V and Vcc + 0,3

1 and AUX2

d under USB
ivated under
specified or

C8. All other
ection device.
following the

ly isolated or
V.
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7 USB Descriptors

7.1 Standard Descriptors

The standard descriptors described in the USB specification constitute a way for the host software to identify a
new USB device attached, and to load one or more appropriate drivers for this new USB device. The standard
descriptors are read by the host software during the enumeration process. In addition, the descriptors can also
be retrieved by the host software using standard USB requests.

NOTE This document uses for hexadecimal values the notation xxh as used in the USB specification. This is different
from the notation 'xx' which is used in other parts of this standard series. The notation xxh is used here to
avpid-possible-confusion-whenreading-thisdecumentand-therelated HSB-decuments:

In the following tables of standard descriptors the character asteriks (*) in the column Value indicates that this
value(s) is defined by ISO/IEC, taken from the set of possible values given in the USB specification. Al other
values are standard USB entries.

The transmission direction from the host to the USB-ICC is designated as OUT. The transmission difection
from the USB-ICC to the host is designated as IN.

7.1.1 The Standard Device Descriptor

Table 1 — Standard device descriptor for a USB-ICC

Offset |Fie|d Size |Value Description

0 bLgngth 1 12h Size of thisdéscriptor in bytes.

1 bDescriptorType 1 01h DEVICE Descriptor Type.

2 bcdqUSB 2 0200h USB ‘Specification Release Number.

4 bDeviceClass 1 00h* Indicates that the device class is specified in the
interface descriptor of the device.

5 bD¢viceSubClass 1 00h Reset to zero as bDeviceClass is reset to zero.

6 bDe¢viceProtocol 1 00hX The device does not use class-specific protocols ¢n
the device basis. Instead, it uses class-specific
protocols on the interface level.

7 bMaxPacketSize0 1 Maximum packet size for endpoint zero. The size may
be 8,16,32,64.

For low speed functions the value shall be 8.

8 idVendor 2 Vendor ID, (assigned by the USB-IF).

10 idPYoduct 2 Product ID, (assigned by the manufacturer).

Definition of the value of this field is out of the scope of|this
document.

12 bcdDevice 2 Device release number in binary coded decimal.
Definition of the value of this field is out of the scope of this
document.

14 iManufacturer 1 Index of string descriptor describing manufacturer.
Definition of the content of this string is out of the scope of
this document.

15 iProduct 1 Index of string descriptor describing the product.
Definition of the content of this string is out of the scope of
this document.

16 iSerialNumber 1 Index of string descriptor describing the devices serial
number.

17 bNumConfigurations |1 Number of possible configurations.

4 © ISO/IEC 2005 — All rights reserved
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7.1.2 The Standard Configuration Descriptor

Table 2 — Standard configuration descriptor for a USB-ICC

Offset |Field Size |Value Description

0 bLength 1 09h Size of this descriptor in bytes.

1 bDescriptorType 1 02h CONFIGURATION Descriptor Type.

2 wTotalLength 2 Total length of data returned for this configuration.

nctudes the combimed fengthrof attadescriptors
(configuration, interface, endpoint, and-¢lass-specific)
returned by this configuration.

4 bNuminterfaces 1 The number of interfaces supperted by this
configuration.
5 bConfigurationValue |1 Value to use as an argdment to the SetCdnfiguration()

request to select this"configuration.

This value shall be 'non-zero.

6 iConfiguration 1 Index of string“descriptor describing this cpnfiguration.

Definition of the content of this string is out of the scope of
thissdocument.

7 bmAttributes 1 Configuration characteristics for the USB-|CC:
Bit 4...0: Reserved (reset to zero)
Bit 5 Remote Wakeup
Bit 6. Self-powered
Bit 7 Reserved (set to one)

For a bus-powered USB-ICC that does noft support
remote wake-up, bmAttributes shall have the value
80h

8 MaxPower 1 Maximum power consumption of the USB1ICC from
the bus when the device is fully operational.

Expressed in 2mA units.

© ISO/IEC 2005 — All rights reserved 5
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7.1.3 The Standard Interface Descriptor

Table 3 — Standard interface descriptor for a USB-ICC

Offset

Field

Size

Value

Description

bLength

1

09h

Size of this descriptor in bytes.

bDescriptorType

1

04h

INTERFACE Descriptor Type.

binterfaceNumber

1

Number of the interface. Zero-based value identifying

the index in the array of concurrent interfaces
oL o v thic £i

noartad-b caonficnration
SUPPOtC OOyt oM guTrator

bAlternateSetting

00h*

Value used to select alternate setting for the (intefface
identified in the prior field.

Alternate settings are not supported.

bNumEndpoints

00h*
01h*
02h*
03h*

Number of endpoints for a USB-IEC-used by this
interface (excluding endpoint z€ro).

00h does not use further,endpoints

01h uses interrupt-IN
02h uses bulk-IN and_bulk-OUT
03h uses bulk-IN)bulk-OUT and interrupt-IN

NOTE 01h indicates that the control endpoinfs are
used for data\transmission and interrupt-IN for notifigation
of card specific events sent from the USB-ICC to the hpst.

b

o

nterfaceClass

0Bh
FFh

Class code for the Smart Card device class (0Bh|) or
the.interface class is vendor specific (FFh).

NOTE A product not using a class specific drivgr can
be ISO 7816-12 compliant. In this case, the driver Will be
chosen using the information given by the vendof, the
manufacturer and the product ID (see Table 1).

b

o

nterfaceSubClass

00h

Subclass code.

b

=

nterfaceProtocol

00h
01h
02h

Protocol code.

The Smart Card device class offers the following
interface protocols for a USB-ICC:

- 00h USB-ICC messages using bulk (optional
interrupt)

-01h USB-ICC specific requests using control
transfer Version A (no interrupt)

-02h USB-ICC specific requests using control
transfer Version B (optional interrupt)

The given value indicates the transfer mode which is used
for the communication between host and USB-ICC

ilnterface

Index of string descriptor describing this interface.

Definition of the content of this string is out of the scope of
this document.

© ISO/IEC 2005 — All rights reserved
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7.1.4 The Standard Endpoint Descriptors

A USB-ICC may either communicate with the host using the default control pipe only or it may communicate
over message pipes using bulk-IN and bulk-OUT. Optionally, a USB-ICC may provide an interrupt-IN endpoint
which allows the USB-ICC to indicate specific events to the host. A USB-ICC may have one of the following
configurations:

Table 4 — Configuration of endpoints for a USB-ICC

Endpoints for data Using control transfers Using bulk transfers
transmission Version A \Version B

Default control pipe yes yes yes

Blulk-IN no no yes
Bulk-OUT no no yes
Interrupt-IN no optional optional

The fpllowing tables describe the endpoint descriptors:

Table 5 — Endpoint descriptor bulk-OUT

Offse¢t |Field Size |Value Description
0 bLength 1 07h Size.ofthis descriptor in bytes.
1 bDescriptorType 1 05h ENDPOINT descriptor type.
2 bEndpointAddress |1 01-0Fh ("The address of this endpoint on the USB-ICC.|This
address is an endpoint number between 1 and 15.
Bit 3...0 Endpoint number
Bit6...4 Reserved, must be 0
Bit 7 0=0uUT
bmAttributes 1 02h This is a bulk endpoint.
4 wMaxPacketSize 2 00xxh Maximum data transfer size. May be 8, 16, 32] 64.
binterval 1 00h Does not apply to bulk endpoints.
Table 6 — Endpoint descriptor bulk-IN
Offot Field Size |Value Description
0 I brength f o7h Size of this descriptor in bytes.
1 bDescriptorType 1 05h ENDPOINT descriptor type.
2 bEndpointAddress |1 81-8Fh | The address of this endpoint on the USB-ICC. This
address is an endpoint number between 1 and 15.
Bit 3...0 Endpoint number
Bit6...4 Reserved, must be 0
Bit 7 1=IN
bmAttributes 1 02h This is a bulk endpoint.
4 wMaxPacketSize 2 00xxh Maximum data transfer size. May be 8, 16, 32, 64.
binterval 1 00h Does not apply to bulk endpoints.

© ISO/IEC 2005 — All rights reserved 7
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Table 7 — Endpoint descriptor interrupt-IN

Offset |Field

Size

Value

Description

0 bLength

1

07h

Size of this descriptor in bytes.

1 bDescriptorType

1

05h

ENDPOINT descriptor type.

2 bEndpointAddress

1

81-8Fh

The address of this endpoint on the USB-ICC. This
address is an endpoint number between 1 and 15.

It shall be different from the bulk-IN endpoint address.
Bit 3...0 Endpoint number

Bit6...4 Reserved, must be 0
Bit 7 1=IN

bmAttributes

03h

This is an interrupt endpoint.

4 wMphxPacketSize

00xyh

Packet size for USB-ICC. The minimum ‘value shs
02h.

Il be

6 binterval

xyh

Interval for polling endpoint data tkansfers. Express
milliseconds. The value shall be(injthe range from 1 tg
In order to save bandwidth;the recommended val

2d in
255.
e is

255.

7.2 The Class Specific Descriptor

The Smart Clrd device class uses the class specific descriptor as described in the CCID specification (see
Annex D (infgrmative)). In the context of a chip card interface device, a USB-ICC represents a configurail)ion of

a single slot|interface device with a permanently inserted card. The possible values for the class s

ecific

descriptor reflect this device configuration. Fields containing bReserved or dwReserved signify parameters
that are not r¢levant for a USB-ICC. Although not relevant, it is mandatory that a USB-ICC uses exactly|these

values for bReserved and dwReserved in order tognaintain compatibility with the CCID specification.

Table 8 — Class specific descriptor for a USB-ICC

Offset |Field Size |Value Description
0 bLength 1 36h Size of this descriptor, in bytes.
1 bDescriptorType 1 21h CCID Functional Descriptor type.
2 bcdCCID 2 CCID Specification Release Number in binary
coded decimal. The current version 1.0 is 01Q0h.
CCID Specification Release Number 1.0 will pe
updated by the USB-DWG Smart Card.
4 bMaxSlotindex 1 Q0h Index of the highest available slot. A | JISB-ICC is
regarded as single slot.
bReserved 01h This value shall be 01h.
dwProtocols 4 0000 Indicates the supported protocol types:
0001h  160000001h = Protocol T=0
0000 00000002h = Protocol T=1
0002h  INOTE  The USB-ICC supports APDU level
exchanges for T=1 or character level exchanges for
T=0. Other combinations of dwProtocols and
dwFeatures are not supported by the USB-ICC. This
applies for bulk transfer mode and for control transfer
mode.
8 © ISO/IEC 2005 — All rights reserved
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Offset |Field Size |Value Description

10 dwReserved 4 0000 This value shall be 0000 ODFCh.
ODFCh

14 dwReserved 4 0000 This value shall be 0000 ODFCh.
ODFCh

18 bReserved 1 00h This value shall be 00h.

19 dwReserved 4 0000 This value shall be 0000 2580h.
2580h

23 dwResenrrod 4 0000 Fhis-valde-shall-be-0000-2680h——
2580h

27 bReserved 1 00h This value shall be 00h.

28 dwMaxIFSD 4 Indicates the maximum IFSD/supported by the

USB-ICC for protocol TEY. For T=0 apy value
may be given.

For T=1: 000000FEhR
For T=0: any value

32 dwReserved 4 0000 This value'shall be 0000 0000h
0000h

36 dwMechanical 4 0000 Indicates that a USB-ICC has no spegial
0000h characteristics.

40 dwFeatures 4 0000 The value of the lower word (=0840) |ndicates

0840h that the host will only send requests that are valid
for the USB-ICC.

0002 The value of the upper word is the leyel of data
0840h exchange with the USB-ICC:

0004 0000h Character level exchanges
0840h 0002h Short APDU level exchanges
0004h Short and extended APDU lIgvel

exchanges
NOTE see also dwProtocols
44 dwMaxCCIDMessagelLength |4 For bulk transfers, the value shall be petween:

261 + 10 and 65544 +10.
NOTE The value 10 is the size of th¢ header
For control transfers, the vlue shall bg between:

261 and 65544.

48 bReserved 1 EEh This value shall be FFh
49 bReserved 1 FFh This value shall be FFh.

50 wRFU 2 0000h All other values are reserved for future use
52 bRFU 1 00h All other values are reserved for future use.
53 bMaxCCIDBusySlots 1 01h The USB-ICC is regarded as a single slot.

© ISO/IEC 2005 — All rights reserved 9
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8 Data transfer between host and USB-ICC

The exchange of data between host and USB-ICC may be done using bulk transfers or control transfers. For
control transfer, two implementations are possible. They are named Version A and Version B. Bulk transfer
mode is compliant to the CCID specification, e.g. it uses a subset of the messages/requests as defined in this
specification.

The notation for the state diagrams is given in the (informative) Annex A.

8.1 Bulk transfers

To transmit [commands, responses and corresponding data between host and USB-ICC, the following
messages shgll apply:

Table 9 — Bulk-IN and bulk-OUT messages

Bulk-OUT message name |Bulk-IN response message name |Description

PC_to RDR| IccPowerOn RDR_to_PC_DataBlock Exits the initial.state of a USB-ICC and
returns the ATR in the response
message.

PC_to RDR| IccPowerOff RDR _to PC_SlotStatus Sets.the USB-ICC to initial conditiops.

PC_to RDR| XfrBlock RDR _to PC_DataBlock Messages to transmit data between
host and USB-ICC.

8.1.1 Bulk messages
All messagesg transmitted over bulk endpoints start with a 10 byte header, optionally followed by data.
The purpose|of the header is to exchange confrol and status information between host and USB-IGC. In

addition, seqguence numbering assigns command messages with their corresponding response mesgages.
The USB-ICQ returns its status and error information in the fields bStatus and bError.

8.1.1.1 PQ_to_RDR_lccPowerOn and RDR_to_PC_DataBlock

Table 10 — PC_to_RDR_lccPowerOn message

Offset |Field Size |Value Description

0 bMpgssageType 1 62h Indicates PC_to RDR_IccPowerOn.

1 dwlength 4 00000000h There are no extra bytes of this message.
5 bSlet 4 06k Stet-rumberforthe- USB-GG

6 bSeq 1 00h — FFh Sequence number for the command.

7 bReserved 1 01h This value shall be 01h.

8 abRFU 2 0000h All other values are reserved for future use.

The response to this message is the RDR_to PC_DataBlock message.

10 © ISO/IEC 2005 — All rights reserved


https://iecnorm.com/api/?name=3a94bbe4bda4aa9a425f92f1b344b0d2

ISO/IEC 7816-12:2005(E)

Table 11 — RDR_to_PC_DataBlock message containing the ATR

Offset |Field Size |Value Description
0 bMessageType 1 80h Indicates RDR_to PC_DataBlock.
1 dwlLength 4 Size of bytes for the ATR.
5 bSlot 1 00h Slot number for a USB-ICC.
6 bSeq 1 Same value as | Sequence number for the corresponding command
corresponding message.
bulk-OUT
essage
7 bStatus 1 USB-ICC status information.
8 bError 1 Error code in case of failure.
9 bChainParameter |1 00h Indicates that this message contains th¢ complete

ATR.

10 abData ATR.
8.1.12 PC_to_RDR_IlccPowerOff and RDR_to_PC_SlotStatus
Table 12 — PC_to_RDR_IlccPowerOff message
Offs¢t |Field Size |Value Description
0 bMessageType 1 63h Indicates PC_to_RDR_IccPowerOff.
1 dwlLength 4 000000QQh There are no extra bytes of this message.
5 bSlot 1 00h Slot number for a USB-ICC.
6 bSeq 1 00h — FFh Sequence number for command.
7 abRFU 3 000000h All other values are reserved for futurg use.

The résponse to this message’is the RDR_to PC_SlotStatus message.

Table 13 — RDR_to_PC_SlotStatus message

Offs¢t |Field Size |Value Description
0 bMessageType 1 81h Indicates RDR_to PC_SlotStatus.
1 dwLength 4 00000000h There are no extra bytes of this message.
5 bSlot 1 00h Slot number for a USB-ICC.
6 bSeq 1 Same value as Sequence number for the corresponding
corresponding command message.
bulk-OUT
message
7 bStatus 1 USB-ICC status information.
8 bError 1 Error code in case of failure.
9 bReserved 1 00h This value shall be 00h

© ISO/IEC 2005 — All rights reserved
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8.1.1.3

PC_to_RDR_XfrBlock and RDR_to_PC_DataBlock

The PC_to_RDR_XfrBlock command is used to transmit command APDUs.

Table 14 — PC_to_RDR_XfrBlock message

Offset

Field

Size

Value

Description

bMessageType

6Fh

Indicates PC_to_RDR_XfrBlock message.

dwlLength

Size of abData field of this message.

bSlot

00h

Slot number for a USB-ICC

bSe¢q

00h — FFh

Sequence number for command.

bRéserved

00h

Shall be set to 00h

O N~ ]|O

wLevelParameter

N~ R, D]

Depends on the exchange level reported by the
class specific descriptor in the dwFeatures fie|d:

- Character level:
size of expected data to be returned by the
bulk-IN endpoint,

- Short APDU level00h

- Extended APDU level:
Indicates-if APDU begins or ends in this
command:
0000 the command APDU begins and
ends with this command,
the command APDU begins with
this command, and continues in
next PC_to_RDR_XfrBlock,
this abData field continues a
command APDU and ends the
command APDU,
the abData field continues a
command APDU and another
block is to follow,
empty abData field, continuatior
of response APDU is expected
in the next RDR_to_PC_DataBlpck

0001h:

0002h:

0003h:

0010h:

10

ablData

Data block sent from host to the USB-ICC.

The response

to, this'message is the RDR_to_PC_DataBlock message.

Table 15 — RDR_to_PC_DataBlock message containing a data block

Offset |Field Size |Value Description
0 bMessageType 1 80h Indicates RDR_to_PC_DataBlock.
1 dwlLength 4 Size of bytes for the received data block.
5 bSlot 1 00h Slot number for a USB-ICC.
6 bSeq 1 Same value as|Sequence number for the corresponding
bulk-OUT command message.
message
12 © ISO/IEC 2005 — Al rights reserved
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Offset |Field Size |Value Description
7 bStatus 1 USB-ICC status information.
8 bError 1 Error code in case of failure.
9 bChainParameter |1 Depends on the exchange level reported by the
class specific descriptor in the dwFeatures field:
- Character level: 00h
- Short APDU:  00h
- Extended APDU level:
Indicates if the response is complete, to be
continued or if the command ARQU can
continue:
00h: the response”APDU begjins and
ends in this'command,
01h: the response APDU begjns with
this. command and is to ¢ontinue,
02h: this_abData field continugs the
response APDU and endls the
response APDU,
03h: this abData field continugs the
response APDU and angther block
is to follow,
10h: empty abData field, continuation of
the command APDU is gxpected in
the next PC_to_ RDR_Xi{rBlock
command.
10 abData Data sent from USB-ICC to the host.
8.1.2| ATR and transmission of data
When a USB device is attached\to'the bus and thereafter has obtained a state where the hosfl may use the
functipns provided by the device;the device is designated as "Configured". The messages to be fransmitted in
order|to set the USB-ICC tauinitial state, to obtain the ATR and to transmit data are given in the gtate diagram
Figure 2. The transmission~uses APDU level exchanges. Figure 2 comprises the transmission of|short APDUs
and extended APDUS
For the correct transmission of data, the following general rules shall apply:
— I the JSB-ICC receives a PC_to RDR_PowerOn when it is not in the state "Initial", the USB-ICC shall
respond with a STALL. The USB-ICC shall remain in its current state.

— If the USB-ICC requests a time extention (see Table 16), the value of bSeq (see clause 8.1.1) shall
remain unchanged.

— If the USB-ICC returns RDR_to_PC_DataBlock indicating the errors ICC_MUTE or HW_ERROR, the host
should preferably submit a PC_to_RDR_lccPowerOff message.

IMPORTANT — The state of the current execution shall not be affected by the state of the USB
interface engine. For example, a bus enumeration shall not cause any transitions.

© ISO/IEC 2005 — All rights reserved
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USB-ICC is USB-ICC is
configured virtually not present ‘

USB-ICC is
present

I Overnn detected PC_to_RDR_IccPowerOff
exeeded abData: empty

RDR_to_PC_DataBlock
bmiccStatus: 0
bmCommandstatus: 1
bError. XFR_OVERRUN

PC_to_RDR_lccPowerOn
abData: empty

RDR_to_PC_DataBlock
bmiccStatus: 0
bmCommandStatus: 2

RDR_to_PC_SlotStatus
bmlccStatus : 2
bmCommandStatus: 0

bSeq: remains unchanged abData:: empty
abData: empty abData: empty
End of Process I Waiting for
command Ipitial
APDU
RDR_to_PC_DataBlock
bChainParameter. 00h
abData: ATR
USB-ICC is
activated
; / \ / Waiting for
command [«
APDU
v v
PC_to_RDR_XfrBlock PC_to_RDR_XfrBlock RDR_to_PCu.DataBlock RDR_to_PC_DataBlock
wlLevelP: 0001h wlLevelParameter. 0000h bChainRarameter. 00h bChainParameter. 02h
abData: part of APDU abData: command APDU abData: résponse APDU abData: last part of response APDU
i A
no
Chained
Busy2 response
Busy4 APDU?
End of Pfocess yes
¢ End of Fs* RDR_to_PC_DataBlock
RDR_to_PC. bChainParameter. 01h
bChainParampter. 10h abData: part of response APDU
abData: empty

Response
APDU
partially sent

yes

PC_to_RDR_XfrBlock
PC_to_RDR_Xfriflock PC_to_RDR_XfiBlgtk wLevelParameter = 0010h
WL 003h wlLevelParameter.0002h abData: empty
abData: part of cgmmand APDU abData: Jast part.of command APDU
Busy3

End of Process

ast part ol
response
APDU?

End of Pfocess

RDR_to_PC_DataBlock
bChainParameter. 03h
abData: part of response APDU

.

RDR_to_PC_DataBlock
bChainParameter: 10h
abData: empty

dwFeatures: 0002 0840h (short APDU) and
0004 0840h (extended APDU)
dwProtocol: 0000 0002h (T=1)

Figure 2 — State diagram of the USB-ICC using bulk transfer
APDU level transfer for short APDU and extended APDU
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8.1.3 Status and error conditions

The bulk-IN messages RDR_to PC_SlotStatus and RDR_to_PC_DataBlock contain status information about
the USB-ICC and if the processed commands completed successfully. In case of a failure, an error code will
be returned.

The bStatus field consists of two bitmap fields that contain information about the USB-ICC status

(bmICCStatus) and the processed command (bmCommandStatus). The following two tables give the values
for the status and the error codes.

Table 16 — Bitmap for bStatus field

Offsjzt Field Size Value Description
0 bmlccStatus 1 0,1,2 0 = The USB-ICC is present and aclivated.
(2 bits) 1= The USB-ICC is present but nof activated
2 = The USB-ICC is virtually not prgsent
3= RFU
(2 bits) (4 bits) RFU
(6 bits) bmCommandStatus (2 bits) |0, 1, 2 0 = Processed without error.

1 = Failed;error condition given by pError.
2 = Timeextention is requested
3=RFU

1 bError 1 Error codes

Table 17 — Error codes for bError

Errofr name Error code Possible causes
ICC_MUTE -2 (FEh) The applications of the USB-ICC did not respond or tHe ATR could
not be sent by the USB-ICC.
XFR]|OVERRUN -4 (FCh) The USB-ICC detected a buffer overflow when recgiving a data
block.
HW_ERROR -5 (RBh) The USB-ICC detected an hardware error.
64 to —127 User defined
(COh —81h)
-3 (FDh) These values shall not be used by the USB-ICC
-8to-14
(F8h —F2h)
-16 (FOh)
-17 (EFh)
-32 (EOR)
all others Reserved for future use
(80h and those
filling the gaps)
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For the usage of error codes, the following rules shall apply:
— if the value of bmCommandStatus equals 0 or RFU, the value of bError shall be 0.
— if the value of bmCommandStatus equals 1, the value of bError shall be:
— error code = error conditions as described in Table 17.
— offset = if the USB-ICC can not parse one field in the (10 byte) header or is not supporting one
of these fields, then bError contains the offset of the first bad value as a positive
number (e.g. if the host sets bSlot to 01h, the USB-ICC will return bError = 05h). A

USB-ICC receiving a command that is not supported, shall set the offset value to
zero.

8.2 Control transfers

This transfer mode can be employed for USB-ICCs that offer low speed functions. The default control gipe is
used to exchange data between host and USB-ICC.

This paragraph defines the class specific requests for control transfer. These requests provide the [same
services to the application layer as for bulk transfers.

There are twg implementations for control transfers, named hereafter as Vefsion A and Version B.
8.21 Versipn A

8.2.1.1  Specific requests

The following|table defines valid values of bRequest:

Table 18 — Class specific requests, Version A

bRequest Value Direction Description
data stage
ICC_POWER _ON 62h IN Exits the initial state of a USB-ICC. Returns the ATR in
the data stage.
ICC_POWER_OFF 63h ouT Sets the USB-ICC to initial conditions.
XFR_BLOCK 65h ouT Data transfer from the host to the USB-ICC
DATA BLOCK 6kh IN Data transfer from the USB-ICC to the host
GET _ICC_SJTATUS AOh IN Returns the status of the command execution.

8.21.2 Setup Stage

The setup stage contains the class specific request and corresponding parameters. The following tables give
the values and the parameters for each of the class specific requests and describe the data that is transferred
between host and USB-ICC.

For the parameters, the following general rules shall apply:

— The value of binterface is the same value as binterfaceNumber given in Table 3.

— Reserved parameter values for class specific requests used in the fields wValue and windex are

designated as bRFU and wRFU. The value of bRFU shall be set to 00h and the value of wRFU shall be
set to 0000h.
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— If the USB-ICC receives an invalid request or if a valid request contains an invalid parameter value
(wValue, windex,wLength), the USB-ICC shall respond with a STALL.

— On an input request, the USB-ICC shall not return more data than is indicated by wLength value. It may
return less. On an output request, wLength shall always indicate the exact amount of data to be sent by
the host. The USB-ICC shall return a STALL if the host should not send the amount of data than is
specified in wLength.

— For ICC_POWER_OFF and GET_ICC_STATUS, the host shall send the values for wLength as specified
in the corresponding tables. If not, the USB-ICC shall respond with STALL

Table 19 — ICC_POWER_ON request, Version A

bmRequestType |bRequest wValue windex wLength Data
10100001B ICC_POWER_ON |wRFU bRFU Length of ATR” |ATR
binterface

The windex field specifies bRFU in the high byte and binterface in the low byte,

Table 20 — ICC_POWER_OFF request, Vérsion A

bmRequestType |bRequest wValue windex wLength |Data
0010p001B ICC_POWER_OFF |wRFU bRFU 0000h Empty
binterface

The windex field specifies bRFU in the high byte and bintérface in the low byte.

Table 21 — XFR_BLOCK request, Version A

bmRequestType |bRequest wValue windex wLength Data
001000001B XFR_BLOCK |bLevelParameter |bRFU Length of data |Command APDU.
bRFU binterface

The windex field specifies bRFU inlthe high byte and binterface in the low byte. The wValue field specifies
bLevelParameter in the high byte:and bRFU in the low byte.

Table 22 — DATA_BLOCK request, Version A

bmRequestType |bRequest wValue |windex wLength Data
101000001B DATA_BLOCK wRFU bRFU Length of data |Response APQU
binterface

The windex field specifies bRFU in the high byte and binterface in the low byte.

Table 23 — GET_ICC_STATUS request

bmRequestType |bRequest wValue |windex wLength |Data
10100001B GET_ICC_STATUS |wRFU bRFU 0001h Polls the status of the USB-
binterface ICC

The windex field specifies bRFU in the high byte and binterface in the low byte.

NOTE A product not using a class specific driver can be 7816-12 compliant. In this case, the coding of bit 5,6
of bmRequestType changes from 01B to 10B; for example bmRequestType for GET_ICC_STATUS will be
11000001B
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8.2.1.3 ATR and data transmission

When a USB device is attached to the bus and thereafter has obtained a state where the host may use the
functions provided by the device, the device is designated as "Configured". The messages to be transmitted in
order to set the USB-ICC to initial state, to obtain the ATR and to transmit data are given in the following state
diagrams (Figure 3,4,5).

For the correct transmission of data, the following general rules shall apply:

— If the USB-ICC receives a request that is not assigned to the current state as defined in the state diagram,
the USB-ICC shall return a STALL and remain in its current state.

— If the StptusByte indicates that the card is not responsive (see Table 24), the host should preferably
submit IC_POWER_OFF.

IMPORTANT| — The state of the current execution shall not be affected by the state’ of the| USB
interface engine. For example, a bus enumeration shall not cause any transitions.

18 © ISO/IEC 2005 — All rights reserved


https://iecnorm.com/api/?name=3a94bbe4bda4aa9a425f92f1b344b0d2

ISO/IEC 7816-12:2005(E)

v

Internal Reset ‘ ‘

Busy1
StatusByte =

4xh

> End of proccess ‘ ‘

ICC_POWER_OFF |

Any state
StatusByte =
xyh

ATR

tatusByte = 10

] Icc_POWER_ON

v

| AR

Wait for
C-APDU

) GET_IcC_STATUS \

v
[ e

o

A

StatusByte =
00h

XFR_BLOCK
bLevelParameter = 00h
Data = 5 first bytes of

C-APDU

Busy2
StatusByte =

4xh

End of proccess ‘ ‘

s C-APD
data field
expected ?

ait for data
field

StatusByte =

10h

XFR_BLOCK
bLevelParameter = 00h
Data = C-APDU

data field

SW1-SW2
available
StatusByte =
20h

data field
available ?

DATA_BLOCK

v

SW1-SW2 >

[

Data field
available
StatusByte =
10h

DATA_BLOCK

v

R-APDU data field

dwFeatures = 0000 0840h
dwProtocols = 0000 0001h (T=0)

Busy3
StatusByte =

4xh

End of proccess ‘ ‘

Abbreviations:
C-APDU... Command APDU
R-APDU... Response APDU

Figure 3 — State diagram of the USB-ICC for control transfer (Version A) using character level transfer
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Figure 4 — State diagram of the USB-ICC for control transfer (Version A) using short APDUs
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The request GET_ICC_STATUS polls the status of execution of a command APDU. Upon this request, the
USB-ICC returns the StatusByte to indicate the status of execution. It may have the following values:

Table 24 — Description of the StatusByte

StatusByte |Description

4xh busy  where x shall be cyclically incremented.

When receiving a busy indication, the host shall subsequently submit GET _ICC_STATUS
until the USB-ICC indicates another value. The time interval is driver dependent. In order to
save bandwidth, the time interval should not be less than 10ms.

NOTE When the host detects that the four least significant bits did not change after_a-dertain
period, the host might time-out the device. The period, which is considered as time-out;_is |driver
dependent and should not be less than 1 second.

20h ready to send status words only
Indicates that the data stage of the subsequent DATA_ BLOCK will convey SW1-SW2 only.
1yh if dwProtocols=00000001h and dwFeatures=00000840h
10h: ready to send data
or

10h: ready to receive data

The status words are not returned when the value is 10.
When GET_ICC_STATUS returns StatusByte=20h;,a'subsequent DATA_BLOCK request
shall be submitted to obtain the status words.

if dwProtocols=00000002h and dwFeatures=000z0840h (with z=2 or z=4) the StatusByte
has two different functions.

When bLevelParameter is 01h or 03h in.the' previous XFR_BLOCK request (chained
command APDU), the StatusByte is used to acknowledge the chaining of the command
(respectively 11h or 13h) and to regufate the data flow (StatusByte = 4xh).

When bLevelParameter in the prévious XFR_BLOCK request is 00h or 02h (end of command
APDVU), the StatusByte is used:to indicate the chaining of the response APDU and to redulate
the data flow (StatusByte =4xh):

10h the APDU _response begins and ends with the next DATA_BLOCK request

11h the APDU response begins with the next DATA_BLOCK request and is to
continue

12h the-APDU response continues and ends with the next DATA_BLOCK requést

13h the APDU response continues with the next DATA_BLOCK request and
another block is to follow

20h the APDU response contains only the status word and ends with the next
DATA_BLOCK request.

14

80h mute the card is not responsive

00h The USB-ICC is ready to receive a command APDU

8.2.1.4 APDU level message exchange
In case that the length of the response APDU exceeds the value of wLength in the status stage of the

DATA_BLOCK request, the response APDU has to be transmitted in subsequent blocks. In this case, the
USB-ICC shall use the same mechanism as for an extended response APDU.

8.2.1.5 Error conditions

Error conditions are returned in the StatusByte. If the card is not responsive, the value 80h will be returned.
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6 Interrupt Transfers

Version A does not use interrupt transfers.

8.2.2

Version B

Control requests under Version B are similar to the exchange of information when using message pipes in
bulk mode. This is achieved by the fact that each OUT-requests are to be followed by IN-requests. This pair
wise use of requests reflects the structure of OUT-messages and IN-messages for bulk mode.

8.2.2.

1  Specific requests

The f

bllowing table defines valid values of bRequest:

Table 25 — Class specific requests, Version B

bRequest Value Direction Description
data stage

ICC_POWER_ON 62h ouT Exits the initial state of\a)USB-ICC. The ATR is returned
in the data stage~of” the subsequent DATA BLOCK
request.

ICC_POWER_OFF 63h ouT Sets the USB-IC€E to initial conditions.

XFR|BLOCK 65h ouT Data transferred from the host to the USB-ICC

DATA BLOCK 6Fh IN Data transferred from the USB-ICC to the host. Also
returns information created by the preceding fequest.

SLOT_STATUS 81h IN The data stage of this command contains bStatus, bError
and bReserved.
The value for bReserved shall be 00h.

8.22pP  Setup Stage

The setup stage contains the class specific request and corresponding parameters. The following clauses give

the v4
betwsd

The p
1

F
d
W

lues and the parameters for each of the class specific requests and describe the data that
en host and USB-ICC.

arameters of theclass specific request shall be set as follows:
he value of binterface is the same value as binterfaceNumber given in Table 3.

eserved| parameter values for class specific requests used in the fields wValue ang
esignated as bRFU, wRFU and bReserved. The value of bRFU shall be set to 00h and
RFU-shall be set to 0000h. The value for bReserved is given in the tables.

is transferred

windex are
the value of

4l LIQRD 1o - - ool n - 1ol e b - - bl
Uic Uobh=1UL TELEIVES dIT Mivdilu TEYUCSU Ul 1T a vdllu TEUUCsl CUTT IS diT TThivdaiiu pdl

(wValue, windex,wLength), the USB-ICC shall respond with a STALL.

return less.

ameter value

On an input request, the USB-ICC shall not return more data than is indicated by wLength value. It may

On an output request, wLength shall always indicate the exact amount of data to be sent from the host to

the USB-ICC. When the USB-ICC receives more data as indicated in the setup stage, it shall respond
with STALL. The host may abort any transfer by sending an IN-token prematurely. In this case the USB-
ICC shall confirm the IN-token with ACK. If the number of received data is not equal to wLength, the USB-
ICC shall discard these data.

For ICC_POWER_ON, ICC_POWER_OFF and SLOT_STATUS, the host shall send the values for

wLength as specified in the corresponding tables. If not, the USB-ICC shall respond with STALL

© ISO/IEC 2005 — All rights reserved
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Table 26 — ICC_POWER_ON request, Version B

bmRequestType |bRequest wValue windex wLength |Data

00100001B ICC_POWER_ON |bRFU bRFU 0000h Empty
bReserved=01h |blinterface

The windex field specifies bRFU in the high byte and binterface in the low byte. The wValue field specifies
bRFU in the high byte and bReserved in the low byte.

Table 27 — ICC_POWER_OFF request, Version B

bmRequestFype—TbhRequest——————wVatue——Twindex—wktength—Data

00100001B ICC_POWER_OFF wRFU bRFU 0000h Empty
binterface

The windex field specifies bRFU in the high byte and binterface in the low byte.

Table 28 — XFR_BLOCK request, Version B

bmRequestfype |bRequest wValue windex wLength Data

00100001B XFR_BLOCK |bLevelParameterb |bRFU Length data | Command APDU
Reserved=00h binterface

The windex field specifies bRFU in the high byte and binterface in theylow byte. The wValue field spécifies
bLevelParamgter in the high byte and bReserved in the low byte.

The use of bllevelParameter is explained in Table 14.

Table 29 — DATA_BLOCK-request, Version B

bmRequestType |bRequest wValue |windex wlLength Data
10100001B DATA _BLOCK [wRFU bRFU Length of data + 1 | Response APDU or
binterface information created by

The value of wLength
shall be greater than ICC_POWER_ON.
or equal to 4. This NOTE The DATA_BLOCK
allows the USB-ICC | request always returns in it$ data
to return at minimum | stage first one byte
the complete status | (bResponseType, see Table 31)
information (see also followed by the data being
Table 31). processed.

The windex field specifies bRFU in the high byte and binterface in the low byte.

Table 30 — SLOT_STATUS request

bmRequestType |bRequest wValue |windex wlLength |Data
10100001B SLOT_STATUS |wRFU bRFU 0003h Contains status/error information:
binterface bStatus, bError, bReserved

The value for bReserved shall be
00h

The windex field specifies bRFU in the high byte and binterface in the low byte.

NOTE A product not using a class specific driver can be 7816-12 compliant. In this case, the coding of bit 5,6 of
bmRequestType changes from 01B to 10B; for example bmRequestType for SLOT_STATUS will be 11000001B
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8.2.2.3 ATR and data transmission

When a USB device is attached to the bus and thereafter has obtained a state where the host may use the
functions provided by the device, the device is designated as "Configured". The messages to be transmitted in
order to set the USB-ICC to initial state, to obtain the ATR and to transmit data are given in the state diagram
Figure 6. The transmission uses APDU level exchanges. Figure 6 comprises the transmission of short APDUs
and extended APDUs.

For the correct transmission of data, the following general rules shall apply to the state diagram:

— If the USB-ICC receives a request that is not assigned to the current state as defined in the state diagram,
the USB-ICC shallreturna STALL andremaininitscurentstate————————

i the interface device sends DATA BLOCK and the USB-ICC returns in the data\stage the errors
ICC_MUTE or HW_ERROR, the host should preferably submit ICC_POWER_OFF.

IMPORTANT — The state of the current execution shall not be affected by the state| of the USB
interface engine. For example, a bus enumeration shall not cause any transitions.
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N I

USB-ICC is USB-ICC is
configured virtually not present
- IcC_POWER_OFF SLOT_STATUS ‘ DATA_BLOCK ‘ > End of Process ‘ > Overrun detected ‘
USB-ICC is abData: empty
A
present ICC_POWER_ON ¢
abData: empty Data stage:
bResponseType: 40h Data stage:
Waiting for abData: bResponseType: 80h Ready o Aﬂi\mﬁgx
SLOT_STATUS bStatus, bError, abData: dwDelayTime =
_ bReserved.
BUsyT 7
DATA_BLOCK
SLOT_STATUS
Data stage:
bResponseType: 40h
Data stage: abData::
bResponseType: 40h bmliccStatus: 0
abData:: bmCommandStatus: 1
DATA_BLOCK bStatus, bError, bReserved bError: XFR_OVERRUN
bReserved
DATA_BLOCK
bResponseType: 00h »
abData: ATR Waiting for
command
APDU
USB-ICC is
activated

Waiting for
command

A

APDU

XFR_BLOCK XFR_BLOCK
bLevelParametef. 01h bLevelParameter. 00h
abData: part of APDU Data: command APDU
Bug$y2
DATA_BLOGK ‘
Data stage: DATA_BLOCK
bResponseTfpe: 10h
abData: emp
Chained
response
ready to APDU?
receivp next
command
APDUY part no

Data stage:

h 4 bResponseType: 00h

XFR_BLOCK
bL 03h

abData: part of cpmmand APDU

XFR_BLOCK
bLevelParameter. 02h
abData: last part of command APDU

abData: response APDU

L |

yes

Data stage:
bResponseType: 01h
abData: part of response APDU

response
APDU
partially sent

XFR_BLOCK
bLevelParameter = 10h
abData: empty

DATA_BLOCK

Data stage:
bResponseType: 10h
abData: empty

Figure 6 — State diagram of the USB-ICC for control transfer (Version B)

NOTE

dwFeatures: 0002 0840h (short APDU) and
0004 0840h (extended APDU)

dwProtocol: 0000 0002h (T=1)

of interrupt-IN messages for this case is described in clause 9.3

26

DATA_BLOCK

ast part of
response
APDU?

no

Data stage:
bResponseType: 03h
abData: part of response APDU

Data stage:
bResponseType: 02h
abData: last part of response APDU

L

When the host has sent ICC_POWER_OFF, the USB-ICC enters the state "virtually not present". The use
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The USB-ICC returns on the DATA_BLOCK request the following values in the data stage:

Table 31 — Data stage of DATA_BLOCK

Offset Field Description
0 bResponseType Indicates the type of information abData field contain:
00h: the abData field contains the information created by the preceding
request.
40h: Status information
thae ahData fisld cantains th::fuo’ bError-and-bReserved=00h.
80h: Polling
the abData field contains the delay time (wDelay Fime) uptil the host
waits to send out the next request. The value is\given in pnits
of 10ms (e.g. 0078h = 1,2s). If wDelay Time equals 0000, the
host shall set the polling interval at its own'discretion. Fof all other
values, the host shall use the given valde,at best effort.
For extended response APDUs:
00h: the response APDU begins and ends in this command,
01h: the response APDU begins with this command and is to continue,
02h: this abData field continues.the response APDU and ends$ the
response APDU,
03h: this abData field continues the response APDU and another block is
to follow.
10h: empty abData field, continuation of the command APDU|is expected
in the next XFR.*"BLOCK.
See also the state diagram in Figure 6.
1 abData Data sent from the USB-ICC to the host

The information that is transmitted in abData field of DATA_BLOCK, depends on the preceding request.

8.2.24

Coding of bLevelParameter for XFR_BLOCK

The yalue of bLevelParameter designates the position (first block, middle, last) of the
transmitted blocks of a command APDU. The following values are assigned:

00h
01h
02h
03h
10h

the command APDU begins and ends with this command

the command APDU begins with this command and is to continue

the command APDU continues and ends the command APDU

the’command APDU continues and another block is to follow

the' data stage is empty, continuation of response APDU is expected in the next

request

subsequently

DATA_BOCK

See also the state diagram in Figure 6.

8.2.2.5

APDU level message exchange

In case that the length of the response APDU exceeds the value of wLength in the setup stage of the
DATA BLOCK request, the response APDU has to be transmitted in subsequent blocks. For this block wise
transmission, the USB-ICC shall use the same mechanism as for extended response APDUs.

© ISO/IEC 2005 — All rights reserved
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8.2.2.6  Status and error conditions reported by USB requests

Version B returns status and error conditions in the data stage of DATA_BLOCK. This condition is indicated
by bResponseType=40h. In addition, the USB-ICC will respond with a STALL handshake when it receives an
invalid request or if a valid request contains an invalid parameter value (wValue, windex, wLength).

If bResponse Type=40h, abData field contains status and error information.
The bStatus field consists of two bitmap fields that contain information about the USB-ICC status

(bmICCStatus) and the processed command (bmCommandStatus). The following two tables give the values
for the status and the error codes.

Table 32 — Bitmap for bStatus field

Offset Field Size Value Description
0 bmlccStatus 1 0,1,2 0 = The USB-ICC is present and activated.
(2 bits) 1= The USB-ICC is presenthut not activateéd

2 = The USB-ICC is virtually not present
3= RFU

(2 bits) (4 bits) RFU

(6 bits) bmCommandStatus (2 bits) |0, 1 0 = Processed-without error.
1 = Failed, error condition given by bError.
2= RFU
3= RFU

1 bError 1 Ercor.codes

Table 33 — Error codes for bError

Error name Error code Possible causes
ICC_MUTE -2 (FEh) Thevapplications of the USB-ICC did not respond or the ATR gould
not be sent by the USB-ICC.
XFR_OVERIRUN |-4 (FCh) The USB-ICC detected a buffer overflow when receiving a|data
block.
HW_ERROR -5 (FBh) The USB-ICC detected an hardware error.
-64 te.5127 User defined
(COh— 81h)
-3 (FDh) These values shall not be used by the USB-ICC
-8to-14
(F8h —F2h)
-16 (FOh)
-17 (EFh)
-32 (EOh)
all others Reserved for future use
(80h and those
filling the gaps)

If the value of bmCommandStatus equals 0 or RFU, the value of bError shall be 0.
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8.3 Interrupt transfers

Bulk transfer mode and control transfer mode (Version B) optionally provide an interrupt-IN endpoint. This
endpoint is used to notify the host of events that may occur asynchronously to the command/response

exchange between host and USB-ICC.

The USB-ICC may notify to the host its virtual insertion/removal.

8.3.1 Virtual insertion/removal event

The term "virtual" is used to express that the USB-ICC may be envisaged as removed from the interface

devic§ dlthougn It Is stll powered.

Table 34 — Interrupt-IN message

reports:

1bz The USB-ICC is present.

0b= no change
1b= change

All other bits shall be set to zero.

Thelother bit reports whether the virtua
the’USB-ICC has changed since the la
NotifySlotChange message was sent:

Offse¢t |Field Size |Value Description

0 bMessageType 1 50h Indicates NotifySlotChange:

1 bmSilotlccState 1 000000xyB | The USB-ICC indicates the status (removed or inserted)
in two least significant bits. The least significant bit

Ob= TheUSB-ICC is virtually not present,

| presence of

5t

For correct operation of the interruptrequest, the following conditions shall apply:

|
cC <

SB-ICC shall send a NotifySlotChange message with bmSloticcState=00000011B.

1
NotifySlotChange- message with bmSloticcState=00000010B. The USB-ICC shall
N

NOTE] The*first condition allows the host to detect an unresponsive card. The second condition

messdgde ‘of request received from the host.

he USB-ICC may enter “virtually not present” at any point in time. The host will

otifySlotChiange message after it has received a PC_to_ RDR_IccPowerOff (ICC_POWER |

Vhen the USB-ICC exits\from the state "Initial" by PC_to RDR_lccPowerOn (ICC_POWER_ON), the

receive the

npt send the

OFF).
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Annex A
(informative)

Notation for the state diagrams

Initial state in the state diagram

o/

W aiting for
command
APDU

PC_to_RDR_XfrBlock
wLevelParameter. 0000h
abData: command APDU

RDR_to_PC_DataBlock
bChainParameter: 00h
abData: response APDU

> End of proecess

State in the state diagram

The USB-ICC receives data.

For bulk transfers:

The message type and relevant’parameters/values are given.
For control transfers:

The control request and relevant parameters/values are given

The USB-ICC,sends data.

For bulk transfers:
The message type and relevant parameters/values are given. The
USB;ICC always initiates the transmission of this message.

For control transfers:

The control request and relevant parameters/values are given. The
host always initiates the transmission of this data by sending the
DATA_BLOCK or SLOT_STATUS. Therefore, these two requests are
always represented by two arrowed boxes: a box with an IN-arrow
(request) and a box with an OUT-arrow (data).

The USB-ICC receives data. from an (USB-ICC) internal
process

Waiting time
exceeded?

yes

30

Decision branch
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Scenarios for USB transfers

The sequences described in here are not exhaustive of all possible cases. They are meant as examples of
possible sequences the USB-ICC must be able to handle. The examples do neither handle error cases
(STALL on USB transactions), nor conditions that are handled on the ISO protocol level (for example T=0,

case P, short APDU, N, not accepted).

BulK transfer:

APDU level message exchange, case 3 command, short APDU

PC_to_RDR_XfrBlock

dwLehgth = Lc + 00000005h

bSlot = 00h, bSeq = 00h, bReserved = 00h,
wLevelParameter = 0000h

abDaga = CLA, INS, P1, P2, Lc, Data(Lc)

(1) message 2>

(2) message €

RDR_to_PC_DataBlock

dwLength = 00000002h
bSlot = 00h, bSeq = 00h
bStatus = 00h, bError =
bChainParameter = 00h
abData = SW1, SW2

DOh

© ISO/IEC 2005 — All rights reserved
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Bulk transfer:
APDU level message exchange, case 3 command, extended APDU

PC_to_RDR_XfrBlock (1) message 2>
dwLength = BufferLength
bSlot = 00h, bSeq = 00h, bReserved = 00h,
wlLevelParameter = 0001h
abData = CLA, INS, P1, P2, Lc,
Data(BufferLength — 7)

(2) message € RDR_to_PC_DataBlock
dwtengtir="00000000h
bSlot = 00h, bSeq = 00h
bStatus = 00h, bError = 00h
bChainParameter = 10h
abData = empty

PC_to_RDR | XfrBlock (3) message >
dwLength = BufferLength

bSlot = 00h, hSeq = 01h, bReserved = 00h,

wlLevelParameter = 0003h

abData = Data(BufferLength)

(4) message € RDR_to_PC_DataBlock
dwLength = 00000000h
bSlot = 00h, bSeq = 01h
bStatus = 00h, bError = 00h
bChainParameter = 10h
abData = empty

PC_to_RDR | XfrBlock (5) message >
dwLength = remaining part of data

bSlot = 00h, hSeq = 00h, bReserved = 00h,

wLevelParameter = 0002h

abData = Data(<buffer length)

(5) message € RDR_to_PC_DataBlock
dwLength = 00000002h
bSlot = 00h, bSeq = 02h
bStatus = 00h, bError = 00h
bChainParameter = 00h
abData = SW1, SW2
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Control transfer, Version A:
Case 1 command

dwFeatures = 0000 0840h
dwProtocols= 0000 0001h

XFR_BLOCK
wValue: bLevelParameter = 00h; bRFU = 00h
windex: bRFU = 00h; binterface = 00h

ISO/IEC 7816-12:2005(E)

(1) request ->

wlLength=0005h
abData = CLA, INS, P1, P2, P3=00h

GET _[ICC_STATUS

wValyge: wRFU = 0000h

windgx: bRFU = 00h; binterface = 00h,
wLength = 0001h

if (StgtusByte=20h)
if (StgtusByte=4xh)

DATA _BLOCK

wValyge: wRFU = 0000h

windgx: bRFU = 00h; binterface = 00h
wLength = 0002h

(1) data >

(2) request >

(2) data < StatusByte: 4xh
StatusByte: 20h

Break

(2) Repeat

ready to send status words only

(3) request ->

(3) data € SW1, SW2

End

© ISO/IEC 2005 — All rights reserved
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Control transfer, Version A:
Case 2 command, short APDU

dwFeatures = 0000 0840h
dwProtocols= 0000 0001h

XFR_BLOCK (1) request ->
wValue:bLevelParameter = 00h, bRFU = 00h
windex: bRFU = 00h, binterface = 00h

wlLength = 005N
abData = CLA\, INS, P1, P2, Le (1) data >
GET_ICC_STATUS (2) request ->
wValue: wRFU = 0000h
windex: bRFWU = 00h, binterface = 00h
wLength = 0001h (2) data < StatusByte;., 4xh
StatusByte:” 10h
if (StatusByte=10h) Break
if (StatusByte~4xh) (2) Repeat
ready to send data
DATA_BLOGK (3) request{ »
wValue: wRFU = 0000h
windex: bRFWU = 00h, binterface = 00h
wLength = Lg (3) data < Data(Le)
GET_ICC_STATUS (4)~ request >
wValue: wRFU = 0000h
windex: bRFWU = 00h, binterface = 00h

wLength = 0001h (4) data < StatusByte: 4xh

StatusByte: 20h
if (StatusByte=20h) Break
if (StatusByte~4xh) (4) Repeat

ready to send status words only

DATA_BLOGK (5) request ->
wValue: wRFU = 0000h
windex: bRFWU = Q0h;-binterface = 00h

wLength = 00

02h

(5) data <

SW1, SW2

34

End

© ISO/IEC 2005 — All rights reserved



https://iecnorm.com/api/?name=3a94bbe4bda4aa9a425f92f1b344b0d2

Control transfer, Version A:
Case 3 command, short APDU

dwFeatures = 0000 0840h
dwProtocols= 0000 0001h

XFR_BLOCK

wValue: bLevelParameter = 00h, bRFU = 00h

windex: bRFU = 00h, binterface = 00h

ISO/IEC 7816-12:2005(E)

(1) request ->

wlLength=0005h
abData = CLA, INS, P1, P2, Lc

GET _[ICC_STATUS

wValyge: wRFU = 0000h

windgx: bRFU = 00h, binterface = 00h
wLength = 0001h

if (StgtusByte=10h)
if (StgtusByte=4xh)

XFR_BLOCK

wValde: bLevelParameter = 00h, bRFU = 00h

windgx: bRFU = 00h, binterface = 00h
wLength = Lc
abData = Data(Lc)

GET _[ICC_STATUS

wValye: wRFU = 0000h

winddgx: bRFU = 00h, binterface = 00h
wlLength = 0001h

if (StgtusByte=20h)
if (StgtusByte=4xh)

DATA _BLOCK

wValyge: wREU = 0000h
windgx:.bRFU = 00h, binterface = 00h
wLength.= 0002h

(1) data >

(2) request >

(2) data < StatusByte: 4xh

StatusByte: 10h

Break
(2) Repeat

ready to receive data

(3) request ->

(3) data >

(4) request >

(4) data < StatusByte: 4xh

StatusByte: 20h

Break
(4) Repeat

ready to send status words only

(5) request ->

(5) data < SW1, Sw2

© ISO/IEC 2005 — All rights reserved
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Control transfer, Version A:

APDU level message exchange, case 1 command

dwFeatures = 0002 0840h
dwProtocols= 0000 0002h

XFR_BLOCK

wValue: bLevelParameter = 00h, bRFU = 00h
windex: bRFU = 00h, binterface = 00h
wLength = 0004h

(1) request ->

abData = CLA,INS, PT, P2

GET_ICC_STATUS

wValue: wRF|
windex: bRFL
wLength = 00

if (StatusByte
if (StatusByte

DATA_BLOC
wValue: wRF|
windex: bRF
wLength = 0(

Control tre
APDU leve

dwFeatures 3
dwProtocols3

XFR_BLOCHK
wValue: bLey
windex: bRF
wlLength = 0(
abData = CL4

GET_ICC_S1

U = 0000h
) = 00h, binterface = 00h
01h

=20h)
=4xh)

K

U = 0000h

) = 00h, binterface = 00h
02h

nsfer, Version A:

0002 0840h
0000 0002h

elParameter = 00h, bRFU = 00h
) = 00h, binterface = 00h

05h

\, INS, P1,'P2, Le

[ATUS

I message exchange, case 2.command, short APDU

wValue: wRFU.=’0000h

(1) data >

(2) request >

(2) data < StatusByte:, 4xh

StatusByte;., 20h

Break
(2) Repeat

(3) request >

(3) data & SW1, SW2

End

(1) request ->

(1) data >

(2) request >

windex: bRFU—= CGh, binterface—=-06h

wLength = 0001h

if (StatusByte=10h)
if (StatusByte=4xh)

DATA_BLOCK

wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 00h
wLength = Le+02h

36

(2) data < StatusByte: 4xh
StatusByte: 10h

Break

(2) Repeat

(3) request >

(3) data < Data(Le), SW1, SW2

End
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Control transfer, Version A:
APDU level message exchange, case 3 command, short APDU

dwFeatures = 0002 0840h
dwProtocols= 0000 0002h

XFR_

BLOCK

wValue: bLevelParameter = 00h, bRFU = 00h
windex: bRFU = 00h, binterface = 00h
wlLength = Lc + 0005h

ISO/IEC 7816-12:2005(E)

(1) request ->

abDa

GET |
wValu
winde
wlLen

if (St
if (St

DATA
wValy
winds
wlLen

Con

APDU level message exchange, case 4 command, short APDU

dwFe

d = CLA,INS, F1, FZ, LC, Dala(LC)

ICC_STATUS

e: WRFU = 0000h

x: bRFU = 00h, binterface = 00h
jth = 0001h

tusByte=20h)
tusByte=4xh)

\ BLOCK

e: wRFU = 0000h

x: bRFU = 00h, binterface = 00h
hjth = 0002h

rol transfer, Version A:

htures = 0002 0840h

dwPrgtocols= 0000 0002h

XFR |
wValu
winde
wlLen
abDa

BLOCK

e: bLevelParameter)= 00h, bRFU = 00h
x: bRFU = 00h, ‘b/hterface = 00h

gth = Lc + 0006h

a = CLAAINS, P1, P2, Lc, Data(Lc), Le

GET |
wVald

ICC(STATUS
e{WRFU = 0000h

(1) data >

(2) request >

(2) data < StatusByte: 4xh
StatusByte: 20h

Break

(2) Repeat

(3) request. 2

(3) data € SW1, SW2

End

(1) request ->

(1) data >

(2) request ->

RN Y e B BV VoV N A PRU SR> — ANk
windexbRFI—= oo orhterrace—=-uoun

wLength = 0001h

if (StatusByte=10h)
if (StatusByte=4xh)

DATA_BLOCK

wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 00h
wlLength = Le + 02h

© IS0/

IEC 2005 — All rights reserved

(2) data < StatusByte: 4xh
StatusByte: 10h

Break

(2) Repeat

(3) request >

(3) data < Data(Le), SW1, SW2

End

37
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Control transfer, Version A:

APDU level message exchange, case 2 command, extended APDU

dwFeatures = 0004 0840h
dwProtocols= 0000 0002h

XFR_BLOCK
wValue: bLevelParameter = 00h, bRFU = 00h
windex: bRFU = 00h, binterface = 00h

wLength = 0007h

(1) request ->

abData = CLAINS, PT, P2, P3=00n, Le (T)_data >
GET_ICC_STATUS (2) request >
wValue: wRFU = 0000h
windex: bRFWU = 00h, binterface = 00h
wLength = 0Q01h (2) data < StatusByte:, 4xh
StatusByte;., 10h
StatusByte:” 11h
if (StatusByte=10h OR StatusByte=11h) Break
if (StatusByte~4xh) (2) Repeat
if (10h) Execute the next request
DATA_BLOGK (3) request{>»
wValue: wRFU = 0000h
windex: bRFWU = 00h, binterface = 00h
wlLength = BufferLength
() data < Data(<=BufferLength-2),
SW1, SW2
End
if (11h) Loop the next two requests
DATA_BLOGK (n) request ->
wValue: wRFU = 0000h
windex: bRFU = 00h, binterface-="00h
wlLength = BufferLength
(n) data < Data(BufferLength)
GET_ICC_STATUS (n+1) request >
wValue: wRFU = 0000h
windex: bRFY = 00h, binterface = 00h
wlLength = 0001h (n+1) data & StatusByte: 4xh
StatusByte: 12h
StatusByte: 13h
if (StatusByte=12h) Break
if (StatusByte=4xh) (n+1) Repeat
if (StatusByte=13h) (n) Repeat
38 © ISO/IEC 2005 — All rights reserved
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DATA_BLOCK

wValue: wRFU = 0000h

windex: bRFU = 00h, binterface = 00h
wlLength = BufferLength

(m) request ->

(m) data <

End

ISO/IEC 7816-12:2005(E)

Data(<=BufferLength-2),
SW1, SW2

© ISO/IEC 2005 — All rights reserved
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Control transfer, Version A:
APDU level message exchange, case 3 command, extended APDU

dwFeatures = 0004 0840h
dwProtocols= 0000 0002h

XFR_BLOCK (1) request ->

wValue: bLevelParameter = 00h/01h, bRFU = 00h

windex: bRFU = 00h, binterface = 00h

wlLength = Byffercength

abData = CLA\, INS, P1, P2, P3=00h, Lc, (1) data >
D4ta(BufferLength-7)

GET_ICC_STATUS (2) request ->

wValue: wRFU = 0000h

windex: bRFWU = 00h, binterface = 00h

wLength = 0001h (2) data < StatusByte:” 4xh
StatusByte: 20h
StatusByte: 11h

if (StatusByteg=20h OR StatusByte=11h) Break

if (StatusByte~4xh) (2) Repeat

if (StatusByte=10h): execute the néxtrequest
DATA_BLOGK (3) request ->

wValue: wRFU = 0000h
windex: bRFU = 00h, binterface = 00h

wLength = 0J02h (3)“'data < SW1, SW2
End

if (StatusByte=11h) Loop the next two requests

XFR_BLOC (n) request ->

wValue: bLevelParameter = 03h/02h, bRFU = 00h

windex: bRFU = 00h, binterface-="00h

wlLength = BufferLength

abData = Data(BufferLength) (n) data >

GET_ICC_STATUS (n+1) request >

wValue: wRFU = 0000h

windex: bRFWU =00h, binterface = 00h

wLength = 0q01h data < StatusByte: 4xh
StatusByte: 20h
StatusByte: 13h

if (StatusByte=20h) Break

if (StatusByte=13h) Repeat(n)

if (StatusByte=4xh) (n+1) Repeat
DATA_BLOCK (m) request >

wValue: wRFU = 0000h
windex: bRFU = 00h, binterface = 00h
wLength = 0002h (m) data < SW1, SW2

End

40 © ISO/IEC 2005 — All rights reserved


https://iecnorm.com/api/?name=3a94bbe4bda4aa9a425f92f1b344b0d2

