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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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BIOMETRIC OPERATION command:

RETRIEVE BIOMETRIC REFERENCE operation (to be deprecated)

RETRIEVE BIOMETRIC REFERENCE INFORMATION operation (assigned)

STORE BIOMETRIC INFORMATION operation (to be deprecated)

STORE BRT CERTIFICATE operation (assigned).

operation has been added.

the default tag allocation authority.

In Table 4, according to ISO/IEC 24787:2018, the parameters to be used by SET BIOMETRIC PARAMETER

In Table 8, the presence condition of tag allocation authority DOs has been clarified for the case of
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— In Table 9, the format of a biometric information template has been modified and clarified for the
following use cases:

— The template conveys multiple sets of DOs defined by more than one compatible tag allocation

authority.

— Anindividual standard becomes a tag allocation authority within the template.

— In Table 10, the format of a biometric information template group template has been modified for
explicit tag allocation coding, keeping backward compatibility to implicit tag allocation coding.

— In Table 11, biometric modality specific additional data DOs have been added as optional into a

H

o]

d
— A
Alist]
Any

body.
WWW

lometric data template to support existing biometric data format standards.

h Figure 1, a use case has been copied from the first edition of ISO/IEC 7816-115 whi
ifferent formats of biometric probes at the same time.

nnex C has been deleted.
of all parts in the ISO/IEC 7816 series can be found on the ISO and IEC-websites.

feedback or questions on this document should be directed{tothe user’s nation
A complete listing of these bodies can be found .at\‘www.iso.org/membe

h sends two

h] standards
rs.html and

dec.ch/national-committees.
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Introduction

The ISO/IEC 7816 series of standards specifies integrated circuit cards and the use of such cards for
interchange. These cards are identification cards intended for information exchange negotiated between
the outside world and the integrated circuit in the card. As a result of an information exchange, the card
delivers information (computation result, stored data) and/or modifies its content (data storage, event
memorization).

Five parts in the ISO/IEC 7816 series are specific to cards with galvanic contacts and three of them
specify electrical interfaces.

— ISO/IEC|7816-1 specifies physical characteristics for cards with contacts.
— ISO/IEC|7816-2 specifies dimensions and location of the contacts.

— ISO/IEC|7816-3 specifies electrical interface and transmission protocols for asynchronous cafds.
— ISO/IEC|7816-10 specifies electrical interface and answer to reset for synchrenous cards.
— ISO/IEC|7816-12 specifies electrical interface and operation procedures for,USB cards.

All of the otHer parts in the ISO/IEC 7816 series are independent from the-physical interface technglogy.
They apply tp cards accessed by contacts and/or by radio frequency.

— ISO/IEC|7816-4 specifies organization, security and commands for interchange.

— ISO/IEC|7816-5 specifies registration of application providers.

— ISO/IEC|7816-6 specifies interindustry data elements‘for interchange.

— ISO/IEC|7816-7 specifies commands for structured-card query language.

— ISO/IEC|7816-8 specifies commands for security operations.

— ISO/IEC|7816-9 specifies commands forcard management.

— ISO/IEC|7816-11 (this document) specifies personal verification through biometric methods.
— ISO/IEC|7816-13 specifies comntands for handling the life cycle of applications.

— ISO/IEC|7816-15 specifieseryptographic information application.

The ISO/IE(G 10536 series.Specifies access by close coupling. The ISO/IEC 14443 series and the
ISO/IEC 15693 seriesSpecify access by radio frequency. Such cards are also known as "contagtless
cards".

vi © ISO/IEC 2022 - All rights reserved
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Identification cards — Integrated circuit cards —

Part 11:
Personal verification through biometric methods

1 Scope

This [document specifies security-related interindustry commands that are intended/to
persdnal verification through biometric methods in integrated circuit cards. It alspdefi
strucfure and data access methods for use of the card as a carrier of the bigmetric ref
or as|the device to perform the verification of the cardholder's biometric probe (on-ca
comparison). Identification of persons using biometric methods is outside the.scope of thig

ormative references

The following documents are referred to in the text in such away that some or all of t
constfitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced doctument (including any amendme

ISO/IEC 2382-37, Information technology — Vocabularpy,>* Part 37: Biometrics

ISO/IEC 7816-4, Identification cards — Integratedycircuit cards — Part 4: Organization,
commands for interchange

ISO/IEC 24761, Information technology — Security techniques — Authentication context for K

ISO/IEC 24787, Information technology-== Identification cards — On-card biometric compari

erms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37, ISO
ISO/IEC 24761, and the-fellowing apply.

ISO apd [EC maintainterminology databases for use in standardization at the following ad

— IFO Onlinebrowsing platform: available at https://www.iso.org/obp

]

LC Electropedia: available at https://www.electropedia.org/

be used for
nes the data
erence and/
rd biometric
document.

heir content
applies. For
nts) applies.

security and

iometrics

bon

IEC 7816-4,

dresses:

3.1

biometric information
information needed by the outside world to construct the biometric probe

3.2
data acquisition

collection or attempt for collection of a signal(s) from a biometric characteristics(s), or a representation
of a biometric characteristic(s), and conversion of the signal(s) to an acquired biometric sample set

© ISO/IEC 2022 - All rights reserved
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3.3

biometric dynamic verification

verification process where the challenge from the integrated circuit card (ICC) is random and might not
correspond to a biometric reference

Note 1 to entry: Actions taken by biometric dynamic verification are, e.g. speech, sign time series data, with
dynamically changed patterns. These actions can be used for biometric static verification (3.9) with fixed patterns.

3.4

enrolment processing
act of creating and storing a biometric reference in accordance with an enrolment policy

3.5
externally-q
captured ou

3.6
feedback m
mechanism
progress me|

[SOURCE: IS
the definitio

3.7
internally-g
captured ing

3.8
sensor
device to acd

3.9
biometric s
verification
challenge frg

Note 1 to enty

Note 2 to enti
data with fixe

3.10
template
concatenatid

Note 1 to entr

captured, adj.
side the integrated circuit card (ICC) through data acquisition (3.2)

pchanism

bf informing devices outside of a Biometric System-on-Card of detailed error, warning or

ssage complementing the status bytes by using card-originated byte strings

D/IEC 17839-3:2016, 3.2, modified — Removed "defined in ISO/EC 7816-4" at the €
h. Replaced "BSoC" with "Biometric System-on-Card".]

aptured, adj.
ide the integrated circuit card (ICC) through datatacquisition (3.2)

uire a biometric characteristic(s) and tocconvert it (them) to the signal(s)

fatic verification
brocess that requires the presefitation of a biometric sample without the need of a ra
m the integrated circuit card-(ICC)

y: Examples of biometric type used in the process are, e.g. face, fingerprint, iris, vein.

y: Examples of performances of enrolled, pre-determined actions are gait, speech, sign time
d patterns.

n of BER-TLV data objects, forming the value field of a constructed BER-TLV data obje

y:<Pheterm “template” means the value field of a constructed data object. It should not be con

nd of

hdom

series

ct

fused

with a proces

sed biometric data camp]p

[SOURCE: ISO/IEC 7816-4:2020, 3.59, modified — Note 1 to entry has been added.]

4 Symbols and abbreviated terms

For the purposes of this document, the symbols and abbreviated terms given in ISO/IEC 7816-4 and the

following apply.

ACBio Authentication Context for Biometrics (see [SO/IEC 24761)

AID Application Identifier

2 © ISO/IEC 2022 - All rights reserved
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AT Control Reference Template for Authentication
BER Basic Encoding Rules of ASN.1 (see ISO/IEC 8825-1)
BHT Biometric Header Template

BPU Biometric Processing Unit (see ISO/IEC 24761)

BRT certificate Biometric Reference Template certificate (see ISO/IEC 24761)

CBEFF Common Biometric Exchange Formats Framework

DF Dedicated File

DO BER-TLV data object

FCI File Control Information

ICC Integrated Circuit Card

I/0 Input/Output

L Length field of TLV DO

MSE MANAGE SECURITY ENVIRONMENT

OID Object identifier

PBO PERFORM BIOMETRIC OPERATION

RFU Reserved for Future Use by JSO/IEC]JTC 1/SC 17

SE Security Environment

TLV Tag, Length, Value

VIDO Verification riformation Data Object

VIT Verification Information Template

5 (ommands fer-biometric verification and its related processes

5.1 (General

PERFQRM BIOMETRIC OPERATION (PBO) command defined in 5.4 describes biometric operations for
enrolmént-(storage of biometric data in an ICC) and verification (comparison of biometiic data with
reference da oredin the 2 arison of biometric d nalsd be achieved

by use of commands defined in ISO/IEC 7816-4 (e.g. PUT DATA, UPDATE BINARY for storage, VERIFY for
comparison).

pBO command also supports ACBio defined in ISO/IEC 24761 (see 6.2).

5.2 Commands for a biometric static verification process

The commands to be used for a static verification process (see an example shown in Annex A) shall
be vErIFY command as specified in ISO/IEC 7816-4 or PERFORM BIOMETRIC OPERATION (PBO) command
with relevant operations, e.g. comparison of biometric probe as specified in 5.4. When vErRTFY command
is used and the biometric data is externally-captured, the command shall contain the biometric data

© ISO/IEC 2022 - All rights reserved 3


https://iecnorm.com/api/?name=a60b36dd7e8c3ba5448ef7989c2f2da7

ISO/IEC 78

16-11:2022(E)

as biometric probe to be compared in its data field, encoded as defined in 7.1 and 7.2. The biometric

algorithm id

defined
— defined
The biometr
— defined
defined
defined
defined
defined

The biomett
biometric in
template (se

Biometric dg
captured big

in 5.4.6 shoulld be implemented.

5.3 Commands for a biometric dynamic verification process

To geta chal
command dg

The type of
keystroke, d

If the challefpge is requested using GET cHALLENGE command, the P1 of the command shall identif

biometric al
given, i.e. thg

If the challer
— implicitl

defined

entifier shall be either

implicitly known,

in a command data within a biometric information template (see ISO/IEC 24787), or
in a command data within a control reference template for authentication.

ic reference qualifier can be either

defined in a security environment (SE) within a control reference template for authentication (AT),

n a SE within control reference template for authentication,

n parameter P2 of vERIFY or PBO command,

n a command data within a biometric information template (see 7.1),

n a command data within a biometric data template (see 7.2), or

n a command data within a control reference template for authentication.

ic probe can be encoded as BER-TLV data object (see Tabley11). It can be recordeq
fformation template (see Table 8 and Table 9) or a biométric information template §
e Table 10).

ta captured either in ICC or out of ICC can be compared. In the case of comparing inter
metric probe, feedback mechanism specified indSO/IEC 17839-3 with the PrO oper3

enge to which a user response is required (see examples shown in Annex A), GET CHAL
fined in ISO/IEC 7816-4 or pro command defined in 5.4 shall be used.

challenge in a biometric verification process, e.g. a phrase for voiceprint or a phra
epends on the biometricalgorithm.

borithm. As specified in ISO/IEC 7816-4, the P1 set to '00" means that no informat
t biometric alggrithm is known before issuing the command.

ge is requested using pEo command, the biometric algorithm shall be either

y known; or

|l in a
rroup

hally-
tions

LENGE

te for

y the
on is

n‘a SE within control reference template for authentication.

Alternatively, the respective algorithm can be selected using Mse command (e.g. seT option with AT,
usage qualifier DO and algorithm reference DO in the command data field).

After receiving a biometric challenge, ExTERNAL AUTHENTICATE command or pBo command shall be sent
to the ICC. The command data field conveys the relevant biometric probe.

5.4 PERFORM BIOMETRIC OPERATION command

5.4.1 Gen

eral definition of PBo command

One or more pBO command(s) can be used for biometric verification and its related processes. It initiates
various kinds of biometric operations and other relevant operations, in accordance with the value

indicated in

4

P1.

© ISO/IEC 2022 - All rights reserved
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Table 1 — PERFORM BIOMETRIC OPERATION command-response pair

CLA As defined in ISO/IEC 7816-4

INS "2E'

P1 Function number and use case variant (see Table 5)
P2 See Table 2

L.field Absent for encoding N, = 0, present for encoding N, > 0

Command data field

Absent or present in accordance with P1 (see Table 4)

L, field

Absent for encoding N, = 0, present for encoding N, > 0

Resppnse data field

Absent or present in accordance with P1 (see Table 4)

SW1wW2

As defined in ISO/IEC 7816-4:2020, Table 6 and Table 7 when relevant;e.g. "'
'6700','6981','6982', '6A81', '6A82', '6A83".

b281','6282",

NOTEH ISO/IEC 7816-4 defines INS = '2E' and '2F' for PBO command but this document.defines '2E' of
reseryed for future extension.

1ly, and "2F' is

In Taple 1, P1 indicates single operation related to biometrics. In Table 2, P2 qualifies t

he biometric

refergnce in the same manner as for basic security handling command‘specified in ISO/IE( 7816-4.
Table 2 — P2 of pRo command
P2 ]
Meaning

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1

0 0 0 0 0 0 0 0 |No information given

0 - — | — — — — — |Global bipmetric reference (e.g. MF specific)

1 - — | — — — — — |Specific biometric reference (e.g. application DF spdcific)

— X X — — — — — |00-/(any other value is RFU)

—_ | - — X X X X X7/ Qualifier, i.e. number of the biometric reference

pBO cpmmand can be preceded by M§E command in order to set appropriate parameters.
vsE cpmmand set a control referenee template valid for authentication (AT) to a SE. When p
executes, this SE can convey anindication of biometric user authentication with qualifier of

reference.

— (4]
> »
> N

Operations of PBo command

3 explains the'functionalities of Peo operations outlined in Table 4 and Table 5.

Table 3 — pBo operation and functionality

For example,
B0 command
its biometric

Operation

Functionality

SET INITIAL VALUES

Setting initial values for biometrics

STORE BIOMETRIC REFERENCE

UPDATE BIOMETRIC REFERENCE

Enrolment of externally-captured biometric data

CAPTURE AND STORE
BIOMETRIC REFERENCE

CAPTURE AND UPDATE
BIOMETRIC REFERENCE

Enrolment of internally-captured biometric data

COMPARE BIOMETRIC PROBE

ence

Comparison of externally-captured biometric probe with biometric refer-

CAPTURE AND COMPARE
BIOMETRIC PROBE

Comparison of internally-captured biometric probe with biometric reference

© ISO/IEC 2022 - All rights reserved
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Table 3 (continued)

Operation Functionality

RETRIEVE BIOMETRIC
REFERENCE (to be deprecated)

RETRIEVE BIOMETRIC
REFERENCE INFORMATION

GENERATE BIOMETRIC
VALIDATION CERTIFICATE

Retrieval of biometric reference information from the ICC

Generating ACBio instance

GENERATE CONTROL VALUE Generating control value for biometrics

STORE BIOMETRIC

INFORMATION ) . . .

(to be depregated) Storing externally generated certificate for a biometric reference

STORE BRT (¢ERTIFICATE

Getting biometric challenge before COMPARE BIOMETRIC PROBE Or CAPTURE
GET BIOMETRIC CHALLENGE AND COMPARE BIOMETRIC PROBE operation in case of biometric dynam
verification process.

(@]

Setting parameters such as card-specific biometric fdnetionality informfation
or application-specific biometric comparison parameters, and also applica-
tion level timeout for the feedback mechanism @fBiometric System-on-(ard
(see ISO/IEC 17839-3).

Indicating to the ICC that the ongoing bioretric sample acquisition prodess,
which has reached its application level timeout, is to be continued.

SET BIOMETRIC PARAMETER

CONTINUE CAPTURE

Indicating to the ICC that the ongoirig biometric sample acquisition prodess,
which has reached its applicationlevel timeout, is to be aborted.

NOTE SE[l BIOMETRIC PARAMETER, CONTINUE CAPTURE and ABORT CAPTURE operations of PBO commaid are
provided for the feedback mechanism.

ABORT CAPTUYRE

6 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=a60b36dd7e8c3ba5448ef7989c2f2da7

Table 4 — Command and response data field of pBo command

ISO/IEC 7816-11:2022(E)

Operation Command data field Response data field

SET INITIAL
VADUES Biometric initial value template
(see 6.2.2.1,6.2.2.2, DO'73' ( ) p Absent
6.2.3,6.2.4.1 and see Table 7
6.2.4.2)

Biometric reference as:
STORE BIOMETRIC DO'7F2E' |Biometric data template
REFERENCE . . o ) Absent
(see 531 and DO'7F60" | Biometric information template sen
6.2.211 i ici i
6.2.211) DO'7F61" Biometric information template

group template

Biometric reference as:
UPDAFE BIOMETRIC DO'7F2E" |Biometric data template
REFERENCE i o )
(see $.4.3.1 and DO'7F60" |Biometric information template Absent
6.2.2]1 i ici i

) DO'7F61" Biometric information template

group template
CAPTPRE AND STORE
BIOMETRIC
REFERENCE — Absent Absent
(see $.4.3.2 and
6.2.212)
CAPTPRE AND
UPDA['E BIOMETRIC
REFERENCE — Absent Absent
(see $.4.3.2 and
6.2.212)

Biometric probe as:
coMPRRE BIOMETRIC | DO'7F2E' |Biometrio data template
PROB[34 c 1 DO'7F60' |Biometric information template Absent
see $.4.5.
(see ) . ., pBiometric information template

DO'7F61

group template
CAPTPRE AND
COMPRRE BIOMETRIC — Absent Absent
PROBE (see 5.4.5.2)
RETR{[EVE Biometric reference infor-
BIOMETRIC mation as:
REFERENCE Bi inf :
(to b¢ deprecated) DO'7F6o’ | Blometric infprmation
or template
RETR[[EVE o Absent
BIOMETRIC Bi icinf .
REFERENYE na'req | Biometric infpbrmation
INFORMATION template group template
(see 5.4.4 and 6.2.3)

ISO/IEC 24787.

NOTE 1 Biometric data template DO'7F2E' is defined in Table 11.
NOTE 2 Biometric information template DO'7F60' is defined in Table 8 and Table 9.

NOTE 3 Biometric information template group template is defined in Table 10.

NOTE 4 Biometric comparison parameters DO'B1' and biometric functionality information DO'B2' are defined in

© ISO/IEC 2022 - All rights reserved
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Table 4 (continued)

Operation

Command data field

Response data field

GENERATE
BIOMETRIC
VALIDATION

6.2.3,6.2.4.1
6.2.4.2)

CERTIFICATE
(see 6.2.2.1,6.2.2.2,

D0'53"/
DO'73//—

Reference data qualifier, reference
data qualifier template or absent

and

D0'73'

Biometric certificate
template

GENERATE CONTROL
VALUE (see 6.2.2.1,

ni

Caontral

6.2.2.2,6.2.2
6.2.4.1 and 6|

Abca
3 YOSt

2.4.2)

aliia ool
coORtFor-vartecempra

STORE BIOMJ

(to be depred
or

STORE BRT
CERTIFICATH

(see 6.2.2.3)

INFORMATION

TRIC

ated)

DO'A5’ Biometric information

Absent

GET BIOMETH
CHALLENGE
(see5.4.5.1a
5.4.5.2)

IC

Absent

D53/
D073’

Biometric challenge
(primitive/construct

ed)

SET BIOMETE
PARAMETER
(see NOTE 4)

IC

DO'B1' |Biometric comparison parameters

Absent

SET BIOMETH
PARAMETER
(see NOTE 4)

IC . . . P
Biometric functionality.informa-

DO'B2' .
tion

Absent

SET BIOMET}
PARAMETER
(see 5.4.6)

IC

DO0'89" |Application leveltimeout

Absent

CONTINUE C}
(see 5.4.6)

PTURE
" Absent

Absent

5.4.6)

ABORT CAPTURE (see

Absent

Absent

NOTE 1 Biom|
NOTE 2 Biom
NOTE 3 Biom

NOTE 4 Biom
ISO/IEC 24787

ptric data template DOY/F2E' is defined in Table 11.

ptric information template DO'7F60' is defined in Table 8 and Table 9.

etric information template group template is defined in Table 10.

ptric comparison parameters DO'B1' and biometric functionality information DO'B2' are defin

ed in

Bit b8 of P1

setto 0 is meant for general use case operations. Bit b8 of P1 set to 1 is meant for sp

ecific

use case operations (see Table 5). This edition covers ACBio defined in ISO/IEC 24761 as specific use

case (see 6.2

). P1as'00" and 'FF' are RFU.
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Table 5 — Coding of P1 for pRo command

Operations
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl
0 X X X X X X x |General use case
1 X X X X X X x |Specific use case
X 0 0 0 0 0 0 1 |SET INITIAL VALUES
X 0 0 0 0 0 1 0 |STORE BIOMETRIC REFERENCE
X 0 0 0 0 0 1 1 |UPDATE BIOMETRIC REFERENCE
X Q Q Q Q 1 Q Q _CAPTIIRE AND STORE RTIQMETRIC REFERENCE
X 0 0 0 0 1 0 1 |CAPTURE AND UPDATE BIOMETRIC REFERENCE
X 0 0 0 0 1 1 0 |COMPARE BIOMETRIC PROBE
X 0 0 0 0 1 1 1 |CAPTURE AND COMPARE BIOMETRIC PROBE
RETRIEVE BIOMETRIC REFERENCE (t0-De deprecatqd) or
X 0 0 0 1 0 0 0
RETRIEVE BIOMETRIC REFERENCEC(ENFORMATION
X 0 0 0 0 0 GENERATE BIOMETRIC VALIDATION CERTIFICATE
0 0 0 0 1 0 |GENERATE CONTROL VALUE
STORE BIOMETRIC INEORMATION (to be deprecated) or
X 0 0 0 1 0 1 1
STORE BRT CERTIFICATE
X 0 0 0 1 1 0 0 |GET BIOMETRIC, CHALLENGE
X 0 0 0 1 1 0 1 |SET BIOMETRIC) ‘PARAMETER
X 0 0 0 1 1 1 0 |[CONTINUE\ CAPTURE
X 0 0 0 1 1 1 1 |ABORT ‘CAPTURE
X X X X X X X x |Othervalues are RFU.

5.4.3] Enrolment of biometric reference

5.4.3]1 Enrolment of externally-captured biometric data

STORY BIOMETRIC REFERENCE(alld UPDATE BIOMETRIC REFERENCE operations of pBo command defined in
Tablgl 4 and Table 5 are provided for enrolment of externally-captured biometric data an
the r¢sulting biometric-feférence together with related biometric information in the ICC.

5.4.3|2 Enrolmént of internally-captured biometric data

CAPTYRE AND(STORE BIOMETRIC REFERENCE and CAPTURE AND UPDATE BIOMETRIC REFERENQ
of pBp contimand defined in Table 4 and Table 5 are provided for enrolment of interng
biomgtric-data and for storing the resulting biometric reference together with relatg

information in the ICC.

d for storing

E operations
Ily-captured
d biometric

5.4.4 Retrieval of biometric reference information

RETRIEVE BIOMETRIC REFERENCE operation (to be deprecated) and RETRIEVE BIOMETRIC REFERENCE
INFORMATION operation of pBo command defined in Table 4 and Table 5 is provided for retrieval of
biometric reference or its associated public data encoded either within biometric information template
or biometric information template group template from the ICC.
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5.4.5 Comparison of biometric probe

5.4.5.1 Comparison of externally-captured biometric probe

COMPARE BIOMETRIC PROBE operation of pBo command defined in Table 4 and Table 5 is provided for
comparison of externally-captured biometric probe with biometric reference. In case of biometric
dynamic verification process, GET BIOMETRIC CHALLENGE operation of pBo command defined in Table 4

and Table 5 is provided for getting biometric challenge before coMpARE BIOMETRIC PROBE operation.

5.4.5.2 Comparison of internally-captured biometric probe

CAPTURE ANI
provided foq
biometric dy
Table 4 and

[able 5 is provided for getting biometric challenge before cAPTURE AND COMPARE BIOM

COMPARE BIOMETRIC PROBE operation of pBo command defined in Table 4 and Tabl

e 5is

comparison of internally-captured biometric probe with biometric reference,.In 3
namic verification process, GET BIOMETRIC CHALLENGE operation of RO command de

PROBE operat

5.4.6 Feedback mechanism during biometric acquisition process

The acquisit]
and the tinm
ISO/IEC 178

Table 6 indi
timeout marn

Table ¢

jion of the biometric data during the enrolment or comparison‘requires a user intera

39-3 should be used. SET BIOMETRIC PARAMETER, CONTINUE CAPTURE and ABORT CA
operations of pBo command defined in Table 4 and Table 5 are provided for the feedback mechanig

ion.

ing behaviour cannot be predicted. Therefore, the feedback mechanism specifi

ates details of SET BIOMETRIC PARAMETER operatieil.of pBo command for application
agement defined in ISO/IEC 17839-3.

) — Set application level timeout using SET BIOMETRIC PARAMETER operation of peQ
command

1se of

fined

FTRIC

ction

ed in
bTURE

m.

level

Opes

ation P1 Command data field Response data field

SET BIOMETH
PARAMETER (9
level timeouf]

An application level timeout
specified in [SO/IEC 17839-3.

If empty data object, the
application level timeout is
implicitly known.

IC

et application | '0D' | DO'89' Absent

6 Comm
processes

6.1 Genel

ands for specific use cases of biometric verification and its related

ral

This clause

provides commands of biometric verification and its related processes for specifi

C use

cases depending on other standards. The current edition provides only ACBio use case defined in
ISO/IEC 24761 (see 6.2).

6.2 Use case for ISO/IEC 24761

6.2.1 Operations of PBo command

The operations of pBo command defined in Table 4 and Table 5 are employed for ACBio defined in
ISO/IEC 24761 use case.

10

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=a60b36dd7e8c3ba5448ef7989c2f2da7

ISO/IEC 7816-11:2022(E)

6.2.2 Enrolment of biometric reference

6.2.2.1 Enrolment of externally-captured biometric data

The main purpose of enrolment of externally-captured biometric data for ACBio is to store a biometric
reference in an ICC. A typical sequence of pBo commands for this enrolment procedure is provided
below:

— SET INITIAL VALUES operation to set a control value, input index and/or output index of BPU
[/0, where BPU 1/0 is input/output communication lines of biometric processing unit defined in
ISO/IEC 24761,

— JrOoRE BIOMETRIC REFERENCE operation to store a biometric reference,
— dENERATE CONTROL VALUE operation to calculate the hash value of biometric reférence, pnd
— JENERATE BIOMETRIC VALIDATION CERTIFICATE operation to generate ACBio,instance.

The Jommand data field of seT 1NITIAL VALUES operation of pBo commandds specified in Table 7.

Table 7 — Data object of seT INITIAL VALUES operation of pBo commiand in case of ACBio use case

Tag L Value Presenjce
'73' Var. —
Tag L Value
'80' Var. |Control value Mandatory
'81' Var. |InputindexefBPUI/0 Optional
'82' Var. |Outputindex of BPU I/0 Mandatjory

6.2.212 Enrolment of internally-captured biometric data

The rhain purpose of enrolment of internally-captured biometric data for ACBio is to store the biometric
data |n an ICC. A typical sequence of 280 commands for this enrolment procedure is provided below:

— gET INITIAL VALUES operdtion to seta control value, inputindex and/or outputindex of|[BPU I/0 (see
able 7),

=]

— JAPTURE AND STORENBIOMETRIC REFERENCE operation to capture and to store a biometrijic reference,
— JENERATE CONTROT VALUE operation to calculate the hash value of biometric reference, pnd

— JENERATE-RETOMETRIC VALIDATION CERTIFICATE operation to generate ACBio instance.

6.2.2|3/,"Enrolment of BRT certificate

After the procedure of enrolment of a biometric data (see 6.2.2.1 and 6.2.2.2) is executed, enrolment of
BRT certificate is required. STORE BIOMETRIC INFORMATION operation (to be deprecated) or STORE BRT
CERTIFICATE operation of pBo command defined in Table 4 and Table 5 is provided.

6.2.3 Retrieval of biometric reference information

The main purpose of retrieval of a biometric reference information for ACBio is to retrieve the biometric
reference information from an ICC. A typical sequence of pBo commands for this retrieval procedure is
provided below:

— SET INITIAL VALUES operation to seta control value, inputindex and/or outputindex of BPU I/O (see
Table 7),
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— RETRIEVE BIOMETRIC REFERENCE operation (to be deprecated) or RETRIEVE BIOMETRIC REFERENCE
INFORMATION Ooperation to retrieve a biometric reference information, and

— GENERATE BIOMETRIC VALIDATION CERTIFICATE operation to generate ACBio instance.
6.2.4 Comparison of biometric probe

6.2.4.1 Comparison of externally-captured biometric probe

The main purpose of the comparison of externally-captured biometric probe for ACBio is to compare
the biometric probe with a biometric reference in an ICC. A typical sequence of pBo commands for this
comparison procedure is provided below:

— SET INITIAL VALUES operation to seta control value, inputindex and/or outputindex of BRU'1/0 (see
Table 7)

— COMPARE| BIOMETRIC PROBE operation,

— GENERATE CONTROL VALUE operation to calculate the hash value of the result of biemetric compatison,
and

— GENERATE BIOMETRIC VALIDATION CERTIFICATE operation to generate ACBio instance.

6.2.4.2 Comparison of internally-captured biometric probe

The main pyrpose of the comparison of internally-captured bigmetric probe for ACBio is to compare
the biometric probe with a biometric reference in an ICC. A4ypical sequence of pBo commands fofr this
comparison procedure is provided below:

— SET INITIAL VALUES operation to seta control value€;inputindex and/or outputindex of BPU I/ (see
Table 7)

— CAPTURE| AND COMPARE BIOMETRIC PROBE operation,

— GENERATE CONTROL VALUE operation to calculate the hash value of the result of biometric compatison,
and

— GENERATE BIOMETRIC VALIDATION CERTIFICATE operation to generate ACBio instance.

7 Data elements

7.1 Biometric information

The biometfic, information template provides descriptive information regarding the assodiated
biometric dqta<lt is provided by the card in response to a retrieval command prior to a verifidation
process. Table 8 and Table 9 define biometric information DUS. This doCUmMent speciiies two different
formats for specifying biometric information. The difference is stated on

— the entity specifying the coding is implicitly defined by a specific application profile (known as
implicit tag allocation coding), or

— the entity defining the coding is explicitly contained into the biometric information template
(known as explicit tag allocation coding).

Table 8is called an implicit tag allocation coding which is dedicated to importing legacy data formats (e.g.
according to ISO/IEC 19785-3, Clause 11) into the biometric information template DO'7F60". Table 9 is
called an explicit tag allocation coding which enables the import of data objects from other tag allocation
authorities according to the compatible tag allocation scheme specified in ISO/IEC 7816-4:2020, 8.3.5.

A biometric information template can include biometric data (see 7.2).
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In case of off-card comparison, a biometric reference as biometric data should be included in a biometric
information template because off-card verification needs both biometric reference and its information.

In case of on-card comparison and if the off-card system needs information regarding a biometric
reference, a biometric information template without biometric data and a biometric data as a biometric
reference should be stored separately in an ICC because this biometric reference should be protected
against retrieving.
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Table 8 — Biometric information DOs in biometric information template (implicit tag allocation

coding)
Tag L Value Presence
'"7F60' | Var. |Biometric information template —
Tag L Value
'80' 1 |Algorithm reference of biometric verification Optional
'83' 1 |Reference data qualifier of biometric verification Optional
A RFU for biometric information DOs to be defined in this .
A0 Var. d Optional
ocument
Tag allocation authority (see ISO/IEC 7816-6) of
biometric information DOs located under DO'A1' (By In case that
default, the tag allocation authority is ISO/IEC 19785-3, |DO'Alis)present,
Clause 11).
'06' Var. |— Object identifier
(OID, encoding specified in ISO/IEC 8825-1) 2 If the tag alloca-
. . e 1 tion authority is
41 Var. |— Country code (encoding specified in ISO 3166-1) 1SO/IEC 19745-3,
and optional national data Clause 11, theén
'42' Var. |— Issuer identification number (encoding'and these tags need
. . T not be present. b
registration specified in ISO/IE€7812-1) and
. . Otherwise, a
optional issuer data L
most one chajce is
'4F' Var. |— Application identifier mandatory
(AID, encoding specified in ISO/IEC 7816-4)
Biometric information DQs specified by the tag alloca- |Mandatory, i
AL v tion authority (see abovg). DO'A0Q' is not|pres-
ar.
TLV-encoded patronformat is applied if the default tag ent
allocation authorityis specified.
Tag L Value
'8x'/'AX' Var. i i
/ DOs defmed l?y t-h.e tag allocation DO dependerlt
'9x'/'Bx’ Var. |authority (primitive/constructed)
'5F2E'
/ Var. |Biometric data (see 7.2)
"7F2E'
a  Ifthe OID [refers to NISTIR 6529;then the OID of the Computer Security Objects Register (CSOR) at NIST {joint-is¢-itu-t
(2) country (1¢) us (840) organization (1) gov (101) csor (3)} is used (hexadecimal coding of the OID is '6086480165(3").
b IfISO/IEC[19785-3, Clduse 11 is specified by an OID DO'06' as the tag allocation authority, the OID is 1.1.19785.0.2$7.1.5,
i.e. {iso(1) registration-authority(1) cbeff(19785) biometric-organization(0) jtcl-sc37(257) patron-format(1) tlv-
encoded(5)} (lexadeeimal coding of the OID is '29819A490082010105").

14
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Table 9 — Biometric information DOs in biometric information template (explicit tag allocation

coding)
Tag L Value Presence
'"7F60' | Var. |Biometric information template —
Tag L Value
'80" 1 |Algorithm reference of biometric verification Optional
'83' 1 |Reference data qualifier of biometric verification Optional
‘A0’ Var. |RFU for biometric information DOs defined in this document Optional
At least
gqne DO'AX'
'‘AX' 2 Biometric information DOs specified by other than this docu-() {[X=1 to 4) is
(X=1 to 4) Var. .
ment handatory, if
IDO'A0'is not
present
Tag L Value
Mandatory,
if explicit tag
'78' | Var. |Compatible tag allocation adathority P Jllocation
doding is
Jpplied

Tag L Value

@bject identifier (OID, encoding
specified in ISO/IEC 8825-1)

Country code (encoding specified
‘41" (. Var. |inISO 3166-1) and optional nation-
al data At most, one

Issuer identification number (en- ~|¢hoice among
coding and registration specified |these

'06' | Var.

42" | Var. 15 150/1EC 7812-1) and optional
issuer data
4E' | Var. Application identifier (AID, encod-

ing specified in ISO/IEC 7816-4)

Template for non-interindustry data objects, Mandator
which is defined by the authority specified by iFD0'78" iZ’

70" | Var. DO0'78' responsible for compatible tag allocation
scheme. ¢ present
'SF2E'
A Var. |Biometric data (fee 7.2)
"7TF2E'

NOTEH The default tag allocation authority is ISO/IEC 7816-6 managed by ISO/IEC JTC 1/SC 17.

a  Application specific profiles can require multiple occurrences of the same DO'AX' within DO'7F60'.

b When an individual standard becomes a compatible tag allocation authority, the object identifier DO'06' within the
DO0'78' is chosen for indication of the standard number. For example, in case ISO/IEC 24787:2018 becomes a compatible tag
allocation authority, the value field of DO'06' under Biometric information DO'A2" indicates its OID as {iso(1) standard(0)
24787 2018},i.e.'2881 C1 53 8F 62"

¢ Forexample, in case [SO/IEC 24787:2018 is specified as the compatible tag allocation authority in DO'78', the biometric
information DOs defined by ISO/IEC 24787:2018 are stored under DO'70'

EXAMPLE In the context of an ISO/IEC 19785-3, Clause 19 based product, DO'A1' is used for the CBEFF
related information and DO'A2' is used for ISO/IEC 24787 related information. ISO/IEC 19785-3, Clause 19 allows
only single occurrence of DO'A1" and DO'A2".

If several biometric information templates are present within the same application, then they shall be
grouped as shown in Table 10.

Further examples of biometric information template are shown in Annex B.
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Table 10 — Biometric information template group template

Tag L Value Presence
'"7F61' Var. |Biometric information template group template —
Tag L Value
Mandatory if all of the biometric
02" Var Number of biometric information information template 1..n are for-
" |templates in the group matted by implicit tag allocation
coding (see Table 8)
'"7F60' | Var. |Biometric information template 12 Conditional
'"7F60' | Var. |Biometric information template n 2 Conditional

a A biometific information template is formatted by either implicit tag allocation coding (see Table 8) ©or expli¢it tag
allocation coding (see Table 9). These two different tag allocation codings shall not be present together in a'single biothetric
information tgmplate group template.

7.2 Biometric data

Biometric ddta are not always present, but it is mandatory in the following €ases:

— When sgnding a biometric probe to ICC (in case of on-card biometric.comparison),
— When rdtrieving a biometric reference (in case of off-card biometric comparison), or
— When stjoring a biometric reference.

Biometric d3ta are encoded in DO'5F2E' or DO'7F2E'. Table\11 indicates biometric data DOs whidh are
included in 4 biometric data template. See 7.1.

Table 11 — Biometric data template

Tag L Value Presence
'7F2E' | Va}f. |Biometric data template —
Tag L Value
'80'/'A0" Var Challenge for cardholder prompting Optional, for biometric dyham-
}See Table 12 for DO'A0’ ic verification
191195 Var Biometric modality specific additional Optional, to be defined else-
" |data where (e.g. ISO/IEC 19794}2)
'SF2E) Var. |Biometric data At least one of these DOs i
gLPAL Var Biometric data in standardized format present, if the template is fised.
" |(primitive/constructed) The same tag number can
sy | var [Bmetic e o propetan et gy P T
'83' 1 |Biometric reference qualifier Optional 2
a This DO is used to reference biometric data within the biometric data template when the biometric data
template is not stored in a biometric information template.

If DO'7F2E' is used for coding of biometric data, it is recommended to use DO'A1’, and including the
explicit tag allocation authority by adding DO'78" inside DO'A1".

As shown in Table 11, biometric data can be split up in one part in standardized format and in one part
in proprietary format, whereby the partin the proprietary format can be used, e.g. for achieving a better
performance and/or employing intrinsic knowledge. The usage of biometric data in standardized and
proprietary formats is shown in Figure 1. This example describes two kinds of algorithm references
embedded on cards, indicated as X and Y, respectively. Both algorithms X and Y belong to the same
biometric type, e.g. fingerprint, but can compute verification results by using different proprietary
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format of biometric data as well as standardized format of biometric data. When an interface device
supports only algorithm X, it can determine a format of biometric probe for the command data field of
VERIFY command in accordance with an algorithm reference returned from an ICC.

X, Y = Algorithm reference
Interface devi ith ICC with L = Length
nter i i . .
feeatj:(S exet‘;:cetivc\),n VERIEY? D blometr-lc A feature extraction algorithm X outputs a
. comparison i : i X

algorithm X algorithm X biometric probe in both standardized format and
proprietary format, and biometric comparison
algorithm X compares at least one of them with a

biometricreforence

* Command data field of VERLEY

, , e Biometric probe in o Biometric probe in
F2E" | L| "AT"| L) standardized format | A2 | L proprietary format of X
1CC with A feature extraction,oft@lgorithm X outputs a
wi ; i i i
Interface device with |:| bi i b}ometr}c probe in proprletzjlry format|and .
feature extraction VERIFY* lometric biometric comparison algorithm X conjpares it
leorithm X comparison with a biométric reference.
algorithm algorithm X

* Cgmmand data field of VERIFY

Biometric probe in
proprietary format of X

'7F2E'" | L | 'A2" | L

- The biometric comparison algorithms K and Y
Interface device with I(_:C Wlth_ belong to the same biometric type, butfuse
feature extraction VERIFY* I:l blometr'lc different proprietary format of biomettic probe
; : cemparison e.g., for performance reason.
algorithm X algorithm Y However, both are capable of computing the
verification result using only the biom¢tric probe

in standardized format.
* Cgmmand data field of VERIFY

) ' TAqt Biometrie probe in
7F2E L Al L standardized format

Figure 1 — Example use of biometric data in standardized and proprietary formats

Strudture and coding of cardholder biometric reference and biometric probe in standardizgd format are
biometric type(e.g. facial features, fingerprint) dependent, and it is out of the scope of this|document.

Biomgtric-ehallenge for cardholder prompting should be encoded under DO'A0Q' or DO'80' for biometric
dynaEic verification (see 5.3). A sample of biometric challenge template is shown in Table [12.

Table 12 — Biometric challenge prompting template

Tag L Value
‘A0’ Var. |Challenge template
Tag L Value
Challenge qualifier
'00": No information given (unspecified)
'90' Var.
'01": UTF8 coding (default)
Any other value is RFU
'80' Var. [Challenge
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7.3 Verifi
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cation information

7.3.1 Purpose

The current

verification information can be provided either by

— the verification information data object (VIDO) (tag '96', primitive), or

— the verification information template (VIT) (tag 'A6', constructed).

VIDO or VIT
ISO/IEC 781
as identifier
DO'62' for D
disable verif

state, ENABLE

ISO/IEC 781
attempts of
verification
maximum, t
RETRY COUNT

NOTE P2

indicates a qualifier, i.e. number of the reference data or number of theiseeret. A usage qualifier in a c

reference ten
password-bas
handled by us

7.3.2 Veri

The first by
biometric rg
verification
the VIDO. E{
reference re

The second |
Bit b8 of this
value field i
by each byte

Biometric re
reference qu

can be contained in the file control information (FCI) of the respective DF as defined in
. . : . 0'87"

of an EF containing an extension of the FCI under file control parameter (FCP) tenjplate
F is defined in ISO/IEC 7816-4. VIDO and VIT contain information which indicates.enable/
cation requirement using a biometric reference. For switching this verification'infornfation
VERIFICATION REQUIREMENT/DISABLE VERIFICATION REQUIREMENT command defirled in
b-4 can be used. VIDO and VIT also contain information which indicates.whether further
verification are allowed (usable) or not (unusable). When maximum“tries of biometric
are set and the number of consecutive biometric verification failure is reached t¢ this
he biometric reference is unusable. For switching unusable state into usable state, RESET
R can be used if the security attribute allows this.

I

mand
bntrol
ion is
an be

field of ENABLE VERIFICATION REQUIREMENT Or DISABLE VERLFICATION REQUIREMENT COm

plate valid for authentication (AT) in the current SE can indicate whether user authenticaf
ed (secret) or biometric-based (biometric reference). Fliis usage qualifier in the current SE
ing MANAGE SECURITY ENVIRONMENT (MSE)command.

fication information data object (VIDO)

te of the value field in a VIDO indicates enabled/disabled verification informatipn of
ferences (see Table 13 and Table:14). Bit b8 of this byte indicates enabled/dispbled
nformation of the biometric reference referred to by the third byte of the value field in
ich bit following b8 indicates, enabled/disabled verification information of the bionpetric

ferred to by each byte following the third byte.

yte of the value field in & VIDO indicates the usability of biometric references (see Table 15).
byte indicates the ysability of the biometric reference referred to by the third byte of the
a VIDO. Each bit follewing b8 indicates the usability of the biometric reference referged to
following the third byte.

ference qualifiers are at most eight in value field of a VIDO. When the number of biometric
alifiers jsess than eight, the number of bits from b8 in first and second byte is valid.

Table 13 — Coding of verification information DO

Value
Tag L
1st byte 2nd byte 3rd byte
e e . . . Biometric reference qualifier
'96' | 3to0 10 Xer;flcatlon information gsi\:le biometric reference corresponding to bit b8 in Tst
y y and 2nd bytes
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Table 14 — Coding of verification information byte

b8

b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning

referred to by the 3rd byte if present

Enabled verification information using biometric reference

1 — — — — — — |The same as above for the 4th byte

— 1 — — — — — |The same as above for the 5th byte

— — 1 — — — — |The same as above for the 6th byte

— — — 1 — — — | The same as above for the 7th byte

— — — — 1 — — |The same as above for the 8th byte

— — — — — 1 — |The same as above for the 9th byte

— — — — — — 1 |The same as above for the 10th byte

Table 15 — Coding of usable biometric reference byte

b8

b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning

present

Usable biometric referenee referred to by the 3rd byte if

1 — — — — — — |The same as above/for the 4th byte

— 1 — — — — — |The same as abevéfor the 5th byte

— — 1 — — — — |The same as above for the 6th byte

— — — 1 — — — | The sameds above for the 7th byte

— — — — 1 — — |The same as above for the 8th byte

— — — — — 1 — | Thesame as above for the 9th byte

— — — — — — 1 (The same as above for the 10th byte

7.3.3
AVIT

Verification information template (VIT)

is provided for supporting morethan eight biometric reference qualifiers (see Table 16). It consists

of onle or more biometric-based @uthentication templates DO'A4". A biometric-based aythentication

temp
quali
and [}

fier data object DO'82" and biometric reference qualifier data object DO'83". Each of D
0'83' exists in DO'A4' at most once. Other DOs can exist in DO'A4".

ate DO'A4' consists of vetification requirement data object DO'81', usable biometric reference

[0'81', DO'82'

© ISO/IEC 2022 - All rights reserved
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