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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

The ISO/IEC 7816 series of standards specifies integrated circuit cards and the use of such cards for
interchange. These cards are identification cards intended for information exchange negotiated between
the outside world and the integrated circuit in the card. As a result of an information exchange, the card
delivers information (computation result, stored data) and/or modifies its content (data storage, event
memorization).

Five parts in the ISO/IEC 7816 series are specific to cards with galvanic contacts and three of them
specify electrical interfaces.

et

50/IEC 7816-1 specifies physical characteristics for cards with contacts.
— IPO/IEC 7816-2 specifies dimensions and location of the contacts.
— IPO/IEC 7816-3 specifies electrical interface and transmission protocols for'asynchronous cards.
— IBO/IEC 7816-10 specifies electrical interface and answer to reset for syrnechronous cards.
— IBO/IEC 7816-12 specifies electrical interface and operation procedures for USB cards

All of{the other parts in the ISO/IEC 7816 series are independent frem the physical interfac¢ technology.
They|apply to cards accessed by contacts and/or by radio frequency.

— IPO/IEC 7816-4 specifies organization, security and comimands for interchange.

]

50/1EC 7816-5 specifies registration of applicatieh providers.

— IPO/IEC 7816-6 specifies interindustry data glements for interchange.
— IPO/IEC 7816-7 specifies commands for strictured card query language.
— IPO/IEC 7816-8 specifies commands, fer*security operations.

— IPO/IEC 7816-9 specifies commands for card management.

]

50/1EC 7816-11 specifies personal verification through biometric methods.
— IPO/IEC 7816-13 specifies‘commands for handling the life cycle of applications.
— IPO/IEC 7816-15 specifies cryptographic information application.

ISO/IEC 10536 (allparts) specifies access by close coupling. ISO/IEC 14443 (all parts) and ISO/IEC 15693
(all pprts) specify access by radio frequency. Such cards are also known as contactless cards.

The |International Organization for Standardization (ISO) and International Eledtrotechnical
Comipission (IEC) draw attention to the fact that it is claimed that compliance with this ddcument may
involye.the use of a patent concerning Authentication Context for Biometrics (ACBio) instance specified
in ISO/IEC 24761, given in 6.2.

[SO and IEC take no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured the ISO and IEC that he/she is willing to negotiate licences
under reasonable and non-discriminatory terms and conditions with applicants throughout the
world. In this respect, the statement of the holder of this patent right is registered with ISO and IEC.
Information may be obtained from:

Toshiba Corporation, Toshiba Solutions Corporation, 1-1, Shibaura 1-chome, Minato-ku, Tokyo 105-
8001, Japan.
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INTERNATIONAL STANDARD ISO/IEC 7816-11:2017(E)

Identification cards — Integrated circuit cards —

Part 11:
Personal verification through biometric methods

1 Scope

This locument specifies security-related interindustry commands to be used for persona
throygh biometric methods in integrated circuit cards. It also defines the data strucfure an
methpds for use of the card as a carrier of the biometric reference and/or as)the’devicq
the verification of the cardholder’s biometric probe (on-card biometric comparison). Ide]
persdns using biometric methods is outside the scope of this document.

2 ormative references

The following documents are referred to in the text in such away that some or all of t
constfitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced doctument (including any amendme

ISO/IEC 2382-37:2017, Information technology — Vocabulary — Part 37: Biometrics

[SO/IEC 7816-4:2013, Identification cards — Integrated circuit cards — Part 4: Organization
commands for interchange

3 erms and definitions

For the purposes of this document, thieterms and definitions given in ISO/IEC 2382-37 and I
4 and the following apply.

ISO apd IEC maintain terminelégical databases for use in standardization at the following

— IEC Electropedia: available at http://www.electropedia.org/

— IFO Online browsing platform: available at http://www.iso.or

3.1

biological and behavioural characteristic of an individual from which distinguishing

verification
1 data access
b to perform
htification of

heir content
applies. For
nts) applies.

security and

0/1EC 7816-

hddresses:

, repeatable

bim}etric characteristic

biomg¢ttiCfeatures (3.5) can be extracted for the purpose of biometric verification (3.11)

3.2
biometric comparison

estimation, calculation or measurement of similarity or dissimilarity between biometric probe (3.8)

and biometric reference (3.9)

3.3
biometric data
biometric sample (3.10) or aggregation of biometric samples at any stage of processing

EXAMPLE Biometric reference (3.9), biometric probe (3.8), biometric feature (3.5).
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3.4
biometric data subject
individual whose individualized biometric data (3.3) is within the biometric system

[SOURCE: ISO/IEC 2382-37:2017, 3.7.5, modified — Note 1 to entry has not been included.]

3.5
biometric feature
numbers or labels extracted from biometric samples (3.10) and used for biometric comparison (3.2)

3.6

biometric feature extraction

process applied to a biometric sample (3.10) with the intent of isolating and outputting repeatable and
distinctive numbers or labels which can be compared to those extracted from other biometric samples

[SOURCE: ISD/IEC 2382-37:2017, 3.5.4, modified — Notes to entry have not been included]

3.7
biometric information
information [needed by the outside world to construct the biometric probe (3.8)

3.8
biometric probe
data acquired during a biometric verification (3.11) in the course of the biometric comparison (3.2) with
the biometrig reference (3.9)

Note 1 to entify: The term “biometric verification data” was used in {SQ/IEC 7816-11:2004.

3.9
biometric reference
one or morg data objects, stored on ICC during enrolinent, representing biometric data (3.3) ¢f the
person to belauthenticated, of any biometric characteristic (3.1)

Note 1 to entify: The term “biometric reference data®was used in ISO/IEC 7816-11:2004.

3.10
biometric sample
analogue or digital representation yof biometric characteristics (3.1) prior to biometric feature
extraction (3.6)

3.11
biometric verification
process of verifying by“a ‘one-to-one biometric comparison (3.2) of the biometric probe (3.8)| with
biometric reference (3:9)

3.12
data acquisjtien
collection or—attemptforcottectiomrof asigmut(s} 320} fromra biometric charucteristics(s) {31, or a
representation of a biometric characteristic(s), and conversion of the signal(s) to an acquired biometric
sample (3.10) set

3.13
dynamic biometric verification
biometric verification (3.11) that requires a dynamic action from the person to be authenticated

Note 1 to entry: Examples of dynamic actions are speech, sign time series data, etc. with dynamically changed
patterns. These actions may be used for static biometric verification (3.21) with fixed patterns.

3.14
enrolment processing
act of creating and storing a biometric reference (3.9) in accordance with an enrolment policy

2 © ISO/IEC 2017 - All rights reserved
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3.15
externally-captured, adj.
which is captured outside ICC through data acquisition (3.12)

3.16

feedback mechanism

mechanism of informing devices outside of a biometric system on card of detailed error, warning or
progress message complementing the status bytes by using card-originated byte strings

[SOURCE: ISO/IEC 17839-3:2016, 3.2, modified — The definition has been revised.]

3.17
intelrally-captured, adj.
which is captured in ICC through data acquisition (3.12)

3.18
raw dlata
samplle acquired by data acquisition (3.12)

3.19
sensQr
devide to acquire a biometric characteristic(s) (3.1) and to convertit\(tHem) to the signal(s) (

o8]
N
(e
—

3.20
signgl
sequégnce of analogue or digital output whose variations £epresent coded information
3.21
stati¢ biometric verification

biomé¢tric verification (3.11) that requires the presentation of a physiological (i.e. static) f¢ature of the
persdn to be authenticated or performance of@am enrolled, pre-determined action

Note ] to entry: Examples of physiological features are face, fingerprint, iris, vein, etc.

Note ? to entry: Examples of performances of enrolled, pre-determined actions are gait, speech, sign time series
data, gtc. with fixed patterns.

3.22
template
concdtenation of BER-TI{data objects, forming the value field of a constructed BER-TLV djta object

Note ] to entry: The term “template” means the value field of a constructed data object. It should nqt be confused
with 3 processed biemetric data (3.3) sample.

[SOURCE: ISQ/IEC 7816-4:2013, 3.58, modified — Note 1 to entry has been added.]

4 Symbols and abbreviated terms

For the purposes of this document, the symbols and abbreviated terms given in ISO/IEC 7816-4 and the
following apply.

ACBio Authentication Context for Biometrics (see ISO/IEC 24761)
AID Application Identifier

ASN.1 Abstract Syntax Notation One (see ISO/IEC 8825-1)

AT Control Reference Template for Authentication

BDB Biometric Data Block

© ISO/IEC 2017 - All rights reserved 3
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BER Basic Encoding Rules of ASN.1 (see ISO/IEC 8825-1)
BHT Biometric Header Template
BPU Biometric Processing Unit (see ISO/IEC 24761)

BRT certificate Biometric Reference Template certificate (see ISO/IEC 24761)

CBEFF Common Biometric Exchange Formats Framework
CCT Control Reference Template for Cryptographic Checksum
CT Control Reference Template for Confidentiality
DF Dedicated File

DO BER-TLV data object

DST Control Reference Template for Digital Signature
FCI File Control Information

ICC Integrated Circuit Card

ID Identifier

I/0 Input/Output

L Length field of TLV DO

MAC Message Authentication Code

MSE MANAGE SECURITY ENVIRONMENT

OoID Object identifier

PBO PERFORM BIOMETRIC OPERATION

RFU Reserved for Future Use by ISO/IEC JTC 1/SC 17
SM Secure Messaging

SMT Secure-Messaging Template

TLV Tag, Length, Value

VIDO Verification requirement Information Data Object
VIT Verification requirement Information Template

5 Commands for biometric verification and its related processes

5.1 General

PERFORM BIOMETRIC OPERATION (PBO) command defined in 5.4 describes biometric operations for
enrolment (storage of biometric data in an ICC) and verification (comparison of biometric data with
reference data stored in the ICC). Both storage and comparison of biometric data may also be achieved
by use of commands defined in ISO/IEC 7816-4 (e.g. PUT DATA, UPDATE BINARY for storage, VERIFY for
comparison).

4 © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=89be60e648a3caf13539dd6516fb0a7c

ISO/IEC 7816-11:2017(E)

ACBio may be used by a validator to validate the authenticity of the biometric verification process (see
ISO/IEC 24761). This is an alternative use case to validate the authenticity of the verification process
(see 6.2).

5.2 Commands for a static biometric verification process

The commands to be used for a static verification process (see Annex A) shall be VERIFY command
as specified in ISO/IEC 7816-4 or PERFORM BIOMETRIC OPERATION (PBO) command with relevant
operations, e.g. comparison of biometric probe as specified in 5.4. When VERIFY command is used and
the biometric data is externally captured, the command shall contain the biometric data as biometric
probe to be compared in its data field, encoded as defined in 7.1 and 7.2. The biometric algorithm
identjfier shall be either

—n

mplicitly known,
defined in a security environment (SE) within a control reference template for authentication (AT),
— defined in a command data within a biometric information template (see\SO/IEC 247§7), or
defined in a command data within a control reference template forauthentication.

The Hiometric reference qualifier may be either

efined in a security environment (SE) within control reféxence template for authentigation,

efined in a command data within a biometric infermation template (see 7.1),

d

— defined in parameter P2 of VERIFY or PBO command,
d
d

efined in a command data within a biometric:data template (see 7.2), or
— defined in a command data within a conttoel reference template for authentication.

The hiometric probe may be encoded asBER-TLV data object (see Table 10). It may be recorded in a
biometric information template (see-Iable 7 and Table 8) or a biometric information temiplate group
temp|ate (Table 9).

Biomgptric data captured eitherin ICC or out of ICC can be compared. In the case of comparirlg internally-
captyred biometric probe, feedback mechanism specified in ISO/IEC 17839-3 with the PBD operations
in 5.4.6 should be implemeénted.

5.3 |Commands.for a dynamic biometric verification process

To gef a challenge to which a user response is required (see Annex A), GET CHALLENGE command defined
in ISQ/IEC #816-4 or PBO command defined in 5.4 shall be used.

As specified in ISO/IEC 7816-4, the P1 set to ‘00’ means that no information is given, i.e. the biometric
algorithm IS kKmown before 1SsUing the command. ANy other vatues of the Pt are Rt U.

The type of challenge in a biometric verification process, e.g. a phrase for voiceprint or a phrase for
keystroke, depends on the biometric algorithm. If the challenge is requested using GET CHALLENGE
command, parameter P1 of GET CHALLENGE command shall identify the biometric algorithm. If the
challenge is requested using PBO command, the biometric algorithm shall be either

— implicitly known, or
— defined in a security environment (SE) within control reference template for authentication.

The respective algorithm may be selected alternatively by using MSE command (e.g. SET option with
AT, usage qualifier DO and algorithm reference DO in the command data field).

© ISO/IEC 2017 - All rights reserved 5
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After receiving a biometric challenge, EXTERNAL AUTHENTICATE command or PBO command shall be
sent to the ICC. The command data field conveys the relevant biometric probe.

5.4 Perform biometric operation command

5.4.1 General definition of PBO command

One or more PBO command(s) may be used for biometric verification and its related processes. It
initiates various kinds of biometric operations and other relevant operations, in accordance with the
value indicated in P1.

Table 1 — PERFORM BIOMETRIC OPERATION command-response pair

CLA As defined in ISO/IEC 7816-4:2013, 5.4.1

INS 2F’

P1 Function number and use case variant (see Table 4)

P2 See Table 2

L. field Absent for encoding N¢ = 0, present for encoding N¢ > 0

Data field Absent or present in accordance with P1

L field Absent for encoding N = 0, present for encoding Ne >0

Data field Absent or present in accordance with P1

SW1-SW2 As defined in ISO/IEC 7816-4:2013, Table 5 and Table 6 when relevant, e.g. ‘6281’, ‘6282,
‘6700’,'69871’, ‘6982, ‘6A87’, ‘6A82’, ‘6A83’

In Table 1, P1 indicates single operation related to-biometrics. In Table 2, P2 qualifies bionpetric
reference in|the same manner as for basic security handling command specified in ISO/IEC 7816-4.

Table 2 — R2 of PBO command

P2 Meaning
b8 | b7 | b6 | b5 | b4 | b3 | b2 |- b1
0 0 0 0 0 0 0 0 |Noinformation given
0 — | — — —«\— — |Global biometricreference (e.g. MF specific)
1 — 1| — — ,~/ — — |Specific biometric reference (e.g. application DF specific)
— X X — —W..— — — |00 (any other value is RFU)
— | - X X X X x |Qualifier, i.e. number of the biometric reference

PBO commarid maybe preceded by MSE command in order to set appropriate parameters. For exajmple,

MSE commaid¢seta control reference template valid for authentication (AT) to a security environment
(SE). When MWMEMQWMWMM ation

with qualifier of its biometric reference.

5.4.2 Operations of PBOo command

The following list explains functionalities of PBO operations outlined in Table 3 and Table 4.
— SET INITIAL VALUES

— SET INITIAL VALUES operation of PBO command is provided for setting initial values for
biometrics.

6 © ISO/IEC 2017 - All rights reserved
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— STORE BIOMETRIC REFERENCE
— UPDATE BIOMETRIC REFERENCE

— STORE BIOMETRIC REFERENCE and UPDATE BIOMETRIC REFERENCE operations of PBO command
are provided for enrolment of externally-captured biometric data.

— CAPTURE AND STORE BIOMETRIC REFERENCE
— CAPTURE AND UPDATE BIOMETRIC REFERENCE

— CAPTURE AND STORE BIOMETRIC REFERENCE and CAPTURE AND STORE BIOMETRIC Operations of
PBU COMMIand are provided forenrotment of imtermatty-captured biometricdata;

— (JOMPARE BIOMETRIC PROBE

- COMPARE BIOMETRIC PROBE operation of PBO command is provided for comparison ¢f externally-
captured biometric probe with biometric reference.

— JAPTURE AND COMPARE BIOMETRIC PROBE

— CAPTURE AND COMPARE BIOMETRIC PROBE operation of PBO command is provided fof comparison
of internally-captured biometric probe with biometric reference.

— HRETRIEVE BIOMETRIC REFERENCE

- RETRIEVE BIOMETRIC REFERENCE operation of/PBO command is provided for|retrieval of
biometric reference from the ICC.

— GENERATE BIOMETRIC VALIDATION CERTIFICATE

~ GENERATE BIOMETRIC VALIDATION CERJIFICATE operation of PBO command is provided for
generating biometric certificate validated.

— GENERATE CONTROL VALUE

- GENERATE CONTROL VALUE operation of PBO command is provided for generating ¢ontrol value
for biometrics.

— S|TORE BIOMETRIC INFORMATION

- STORE BIOMETRIE INFORMATION operation of PBO command is provided for storinjg externally
generated cértificate for a biometric reference.

— GET BIOMETRIE CHALLENGE

- GET-BIOMETRIC CHALLENGE operation of PBO command is provided for getting biometfric challenge
before COMPARE BIOMETRIC PROBE Oor CAPTURE AND COMPARE BIOMETRIC PROBE joperation in
ease of dynamic biometric verification process.

— SET BIOMETRIC PARAMETER
— CONTINUE CAPTURE
— ABORT CAPTURE

— SET BIOMETRIC PARAMETER, CONTINUE CAPTURE and ABORT CAPTURE operations of PBO
command are provided for the feedback mechanism.

© ISO/IEC 2017 - All rights reserved 7


https://iecnorm.com/api/?name=89be60e648a3caf13539dd6516fb0a7c

ISO/IEC 7816-11:2017(E)

Table 3 — Command and response data field of PBo command

Operation Command data field Response data field
SET INITIAL
VALUES (see
6.2.2.1,6.2.2.2, D073’ Biometric initial value template — Absent
6.2.3,6.2.4.1 and
6.2.4.2)
Biometric reference as:
STORE
BIOMETRIC DO‘7F2E’ |biometric data template
REFERENCE DO‘7F60" |biometricinformation template — Absent
(see 5.4.3.1 ahd bi tricinf tion t lat
6.2.2.1) D076 |Piometricinformation template
group template
Biometric reference as:
UPDATE
BIOMETRIC DO‘7F2E’ |biometric data template
REFERENCE DO‘7F60’ |biometric information template - Absent
(see 5.4.3.1 ahd bi tricinf tion t lat
6.2.2.1) DO7F61’ iometric information template
group template
CAPTURE ANI
STORE
BIOMETRIC — Absent — Absent
REFERENCE
(see 5.4.3.2 and
6.2.2.2)
CAPTURE ANID
UPDATE
BIOMETRIC — Absent — Absent
REFERENCE
(see 5.4.3.2 apd
6.2.2.2)
Biometric probe as:
COMPARE DO‘7F2E’ |biometric datatemplate
BIOMETRIC , . L ) . Absent
PROBE (see DO‘7F60’ |biometri¢:information template
5.4.5.1) DO'7F61’ biometric information template
group template
CAPTURE ANID
COMPARE
BIOMETRIC — Absent — Absent
PROBE (see
5.4.5.2)
RETRIEVE Biometric reference as:
BIOMETRIC T DO‘7F60’ |biometric information tenjplate
REFERENCE (see | [ biometric information
5.4.4and 6.2.3) DO7F61 template group template

NOTE 1 Biometric data template DO‘7F2E’ is defined in Table 10.
NOTE 2 Biometric information template DO‘7F60’ is defined in Table 7 and Table 8.

NOTE 3 Biometric information template group template is defined in Table 9.

NOTE 4 DO‘BY encapsulated in a biometric information template DO‘7F60’ as data objects for configuration data elements
is defined in ISO/IEC 24787.

© ISO/IEC 2017 - All rights reserved
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Operation

Command data field

Response data field

GENERATE
BIOMETRIC
VALIDATION
CERTIFICATE (see
6.2.2.1,6.2.2.2,
6.2.3,6.2.4.1 and
6.2.4.2)

D053’/
DO'73//—

Reference data qualifier, reference
data qualifier template or Absent

D073’

Biometric certificate template

GENERATE
CONTROL

VALUE (see
6.2.2|1,6.2.2.2,
6.2.2|3,6.2.4.1
and §.2.4.2)

Absent

D073’

Control value gemplate

STORE
BIOMETRIC
INFORMATION
(see $.2.2.3)

DOAY’

Biometric information

Absent

GET HIOMETRIC
CHALJLENGE
(see $.4.5.1 and
5.4.5|2)

Absent

D053’/
p0‘73’

Biometric challenge template
(primitive/constrjicted)

SET HIOMETRIC
PARAMETER (see
5.4.6

DO‘BYT’

Data objects for configuratipn
data elements

Absent

CONT]INUE
CAPT[URE
(see $.4.6)

Absent

Absent

ABORT CAPTURE
(see $.4.6)

Absent

Absent

NOTH1 Biometric data template DO‘7F2E’is defined in Table 10.

NOTH2 Biometric information templaté.DO‘7F60’ is defined in Table 7 and Table 8.

NOTH3 Biometric information template group template is defined in Table 9.

NOTH4 DO‘BY’ encapsulated in‘a,biometric information template DO‘7F60’ as data objects for configuration/data elements
is def]ned in ISO/IEC 24787.

Bit 8 of P1 set to 0 isunieant for general use case operations. Bit 8 of P1 set to 1 is meant for specific use
case pperations_(see Table 4). This edition covers ACBio defined in ISO/IEC 24761 as spedific use case
(see 6.2). P1 as00’ and ‘FF’ are RFU.
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Table 4 — Coding of P1 for PBOo command

Operations

=2
(2]
=3
N |
=2
(=)
=2
2]
=3
..[;
=2
w
=2
N
=
=

General use case

Specific use case

SET INITIAL VALUES

STORE BIOMETRIC REFERENCE

UPDATE BIOMETRIC REFERENCE

R | O || O | X | X

CAPTURE ANDSTORE BIOMETRICREEERENCE

CAPTURE AND UPDATE BIOMETRIC REFERENCE

COMPARE BIOMETRIC PROBE

CAPTURE AND COMPARE BIOMETRIC PROBE

RETRIEVE BIOMETRIC REFERENCE

GENERATE BIOMETRIC VALIDATION CERTIFICAEE

GENERATE CONTROL VALUE

STORE BIOMETRIC INFORMATION

GET BIOMETRIC CHALLENGE

SET BIOMETRIC PARAMETER

CONTINUE CAPTURE

ABORT CAPTURE
Other values are RFU.

I T T T T T T T I I I I IS I S S I )
x|lolo|lo|lo|o|o|o|o|o|o|oc|lo|lo|lo|o]|x |
X olololooooloooolb|lolololx|x
x|lo|lo|lo|lo|o|o|o|o|o|o|o|lb|lo|lo|o|x |
X RrlRrRr[Rr[Rr[RrRr|Rr|lo|lo|o|blo|lo|lo]x |
X |k lr|lolo|lr|r|lo|lo|lr|r|lolb|lr|r|o]x |
X |rlolr|lolr|lo|lr|lo|lr|lolr|lr|lo|r]|x|x

MR k| R |[r|lololojlo|r|kRr|kF

5.4.3 Enr¢lment of biometric reference

5.4.3.1 Enfrolment of externally-captured biemetric data

STORE BIOMETRIC REFERENCE and UPDATE,BIOMETRIC REFERENCE operations of PBO command ddfined
in Table 3 anld Table 4 are provided for enrolment of externally-captured biometric data and for stjoring
the resulting biometric reference together with related biometric information in the ICC.

5.4.3.2 Enfrolment of internally-captured biometric data

CAPTURE AND STORE BIOMETRIC REFERENCE and CAPTURE AND UPDATE BIOMETRIC REFERENCE opergtions
of PBO comipand defined\in Table 3 and Table 4 are provided for enrolment of internally-captured
biometric data and for—storing the resulting biometric reference together with related biometric
informationfin the ICC«

5.4.4 Retrlieval of biometric reference

RETRIEVE BIOMETRIC REFERENCE operation of PBO command defined in Table 3 and Table 4 is provided
for retrieval of biometric reference from the ICC.

5.4.5 Comparison of biometric probe

5.4.5.1 Comparison of externally-captured biometric probe

COMPARE BIOMETRIC PROBE operation of PBO command defined in Table 3 and Table 4 is provided for
comparison of externally-captured biometric probe with biometric reference. In case of dynamic
biometric verification process, GET BIOMETRIC CHALLENGE operation of PBO command defined in Table 3
and Table 4 is provided for getting biometric challenge before COMPARE BIOMETRIC PROBE operation.
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5.4.5.2 Comparison of internally-captured biometric probe

CAPTURE AND COMPARE BIOMETRIC PROBE operation of PBO command defined in Table 3 and Table 4 is
provided for comparison of internally-captured biometric probe with biometric reference. In case of
dynamic biometric verification process, GET BIOMETRIC CHALLENGE operation of PBO command defined
Table 3 and Table 4 is provided for getting biometric challenge before CAPTURE AND COMPARE BIOMETRIC
PROBE operation.

5.4.6 Feedback mechanism during biometric acquisition process

The acquisition of the biometric data during the enrolment or comparison requires a user interaction
and fhe timing behaviour cannot be predicted. Therefore, the feedback mechanisnt |specified in
ISO/IEC 17839-3 should be used. SET BIOMETRIC PARAMETER, CONTINUE CAPTURE and ABQRT CAPTURE
opergtions of PBO command defined in Table 3 and Table 4 are provided for the feedbagk njechanism.

Tablg 5 indicates details of SET BIOMETRIC PARAMETER operation of PBO command ‘for application level
timegut management defined in ISO/IEC 17839-3.

Thble 5 — Set application level timeout using SET BIOMETRIC PARAMETER operatign of PBO

command
Operation P1 Command data field Response data field
An application level timeout,
SET HIOMETRIC specified in ISO/IEC(7839-3.
PARAMETER (set ‘0D | DO'8Y" |1f empty data objéct, the — |Absent
appliration level timeout) application léyeltimeout is

implicitly known.

6 (ommands for specific use cases.of biometric verification and its relgted
progesses

6.1 |General

This clause provides commands of biometric verification and its related processes for|specific use
caseq depending on other .standards. The current edition provides only ACBio use case defined in
ISO/IEC 24761 (see 6.2).

6.2 |Use case for ISO/IEC 24761

6.2.1] Operations of PBO command

The ¢perations of PBO command defined in Table 3 and Table 4 are employed for ACBio defined in
ISO/IEC.24761 use case. II

6.2.2 Enrolment of biometric reference

6.2.2.1 Enrolment of externally-captured biometric data

The main purpose of enrolment of externally-captured biometric data for ACBio is to store a biometric
reference in an ICC. The procedure of this enrolment with related processes may consist of four
consecutive PBO commands with operations defined in Table 3 and Table 4 as below:

— to execute PBO command with SET INITIAL VALUES operation to set a control value, input index
and/or output index of BPU 1/0, where BPU I/0 is input/output communication lines of biometric
processing unit defined in ISO/IEC 24761,

— toexecute PBO command with STORE BIOMETRIC REFERENCE operation to store a biometric reference,
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— to execute PBO command with GENERATE CONTROL VALUE operation to calculate its hash value, and

— to execute PBO command with GENERATE BIOMETRIC VALIDATION CERTIFICATE operation to generate
ACBio instance.

The command data field of SET INITIAL VALUES operation of PBO command is specified in Table 6.

Table 6 — Data object of SET INITIAL VALUES operation of PBO command in case of ACBio use case

Tag L Value Presence
73’ Var.
Tag L Value
‘80’ Var. |Control value Mandatory
‘81’ Var. |Inputindex of BPUI/O Optional
‘82’ Var. |Outputindex of BPUI/0 Mandatery

6.2.2.2 ETolment of internally-captured biometric data

The main pu|

— to execyte PBO command with SET INITIAL VALUES operation-te set a control value, input
and/or qutput index of BPU I/0 (see Table 6),

— to execute PBO command with CAPTURE AND STORE BIOMETRIC REFERENCE operation to captur

to store

— to exec:]:e PBO command with GENERATE CONTROLVALUE operation to calculate its hash value

— toexec

ACBio irstance.

6.2.2.3 Enrolment of BRT certificate

After the pr
of BRT certi

Table 3 and Table 4 is provided:

h biometric reference,

e PBO command with GENERATE BIOMETRIC VALIDATION CERTIFICATE operation to gen

bcedure of enrolment of-d biometric data (see 6.2.2.1 and 6.2.2.2) is executed, enro
fficate is required. STORE BIOMETRIC INFORMATION operation of PBO command defin

6.2.3 Retyieval of biometric reference

The main purpose of-retrieval of a biometric reference for ACBio is to retrieve the biometric refe

from an ICC.

PBO commandsdvith operations defined in Table 3 and Table 4 as below:

Theprocedure of this retrieval with its related processes may consist of three conse

pose of enrolment of internally-captured biometric data for ACBie-is to store the biometric
data in an IQC. The procedure of this enrolment with related processes may-consist of four conseq
PBO commarjds with operations defined in Table 3 and Table 4 as below:

utive

index

e and

, and

erate

ment
ed in

rence
utive

— to execute PBO command with SET INITIAL VALUES operation to set a control value, input index
and/or output index of BPU /O (see Table 6);

— to execute PBO command with RETRIEVE BIOMETRIC REFERENCE operation to retrieve a biometric
reference;

— to execute PBO command with GENERATE BIOMETRIC VALIDATION CERTIFICATE operation to generate
ACBio instance.

12
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6.2.4 Comparison of biometric probe

6.2.4.1 Comparison of externally-captured biometric probe

The main purpose of the comparison of externally-captured biometric probe for ACBio is to compare
the biometric probe with a biometric reference in an ICC. The procedure of this comparison with its
related processes may consist of four consecutive PBO commands with operations defined in Table 3
and Table 4 as below:

— to execute PBO command with SET INITIAL VALUES operation to set a control value, input index
and/or output index of BPU I/0 (see Table 6);

— tp execute PBO command with COMPARE BIOMETRIC PROBE operation;

— tp execute PBO command with GENERATE CONTROL VALUE operation to calculate the Qash value of
the result of biometric comparison;

tp execute PBO command with GENERATE BIOMETRIC VALIDATION CERTIFIEATE operation to generate
ACBio instance.

6.2.4{2 Comparison of internally-captured biometric probe

The thain purpose of the comparison of internally-captured bieinetric probe for ACBio i to compare
the bjiometric probe with a biometric reference in an ICC. The' procedure of this comparjson with its
relat¢d processes may consist of four consecutive PBO comiands with operations defingd in Table 3
and Table 4 as below:

— tp execute PBO command with SET INITIAL VALUES operation to set a control value) input index
nd/or output index of BPU /0 (see Table 6);

— tp execute PBO command with CAPTURE*AND COMPARE BIOMETRIC PROBE operation;

— tp execute PBO command with GENERATE CONTROL VALUE operation to calculate the Qash value of
the result of biometric comparison;

b execute PBO command with:GENERATE BIOMETRIC VALIDATION CERTIFICATE operatioh to generate
CBio instance.

N ot

7 IDData elements

7.1 |Biometriciinformation

The piometrie’ information template provides descriptive information regarding th¢ associated
biomgtric data. It is provided by the card in response to a retrieval command prior to g verification
procgssi<Fable 7 and Table 8 define biometric information DOs.

A biometric information template may include biometric data (see 7.2). In case of off-card comparison,
a biometric reference as biometric data should be included in a biometric information template because
off-card verification needs both biometric reference and its information. In case of on-card comparison
and if the off-card system needs information regarding a biometric reference, a biometric information
template without biometric data and a biometric data as a biometric reference should be stored
separately in an ICC because this biometric reference should be protected against retrieving.

© ISO/IEC 2017 - All rights reserved 13
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Table 7 — Biometric information DOs in biometric information template (implicit tag
allocation coding)

Tag L Value Presence
‘7F60’ | Var. |Biometric information template
Tag L Value
‘80’ 1 |Algorithm reference of biometric verification Optional
‘83’ 1 Reference data qualifier of biometric verification Optional
An RFU for biometric information DOs to be defined in this .
A0 Var. d Optional
ocument
Tag allocation authority (see ISO/IEC 7816-6):
‘06’ var. | Object identifier (OID, encoding specified in ISO/
" |IEC 8825-1)
ha — Country code (encoding specified in ISO 3166-1) and Qe rr_los_t, pne
41 Var. | optional national data choice isman-
P datory if/A1l’
4 Var. |~ Issuer identification number (encoding and registration |is presenit
" |specified in ISO/IEC 7812-1) and optional issuer data
Y4F Var. | = Application identifier (AID, encoding specified-in ISO/
" |IEC7816-4
The default tag allocation authority is ISQZEC JTC 1/SC 37.
Biometric information DOs specified by.the tag allocation Mandatofy,
‘ATl Var. |authority (mandatory indication, see above). if ‘A0’ is ot
See TLV-encoded patron formatspecified in ISO/IEC 19785-3. present
Tag L Value
DOs defined by the tag allocation
authority
‘8x’/'AX’ Var. ... (primitive/constructed) DO dependent
‘9x’/‘Bx’ Var® |... (primitive/constructed)
Mandatofy
as biomefric
probe, o]
. ) retrieved
,57222%{ Var. |Biometric data (see 7.2) biometrif ref-
erence in case
of off-card
biometrif
comparigon
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Table 8 — Biometric information DOs in biometric information template (explicit tag
allocation coding)

Tag L Value Presence
‘7F60’ | Var. |Biometric information template
Tag L Value
‘80’ 1 |Algorithm reference of biometric verification Optional
‘83’ 1 |Reference data qualifier of biometric verification Optional
‘A0’ | Var. |RFU for biometric information DOs defined in this document Optional
Mandatory,
‘A1 | Var. |Biometricinformation DOs specified by other than this documentyif ‘A0’ is not
present
Tag L Value
‘78’ | Var. |Compatible tag allocation authorit Mandatory, if
' P & y ‘A1 is present
Tag L Value
06 | Var Object identifiep(OID, encoding
" |specified in ISO/HEC 8825-1)
Country code (encoding speci-
41’ | Var. [fied in 1§03166-1) and optional
nationakdata At most, one
Issuer identification number (en-  |choice among
42" | Var coding and registration specified |tpese
/|ih ISO/IEC 7816-1) and optional
issuer data
4F ol Var Application identifier (AID, encod-
" |ing specified in ISO/IEC 7816-4)
0" | Var. Blomet_rlc 1nf0rm_at10n DOs specified by the tag Qptional
allocation authority
‘B’ |Var Biometric information DOs speci-
" |fied in ISO/IEC 24787
Mandatory
als biometric
grobe, or
'5F2E’) retrieved
TR Var. |Biometric data (see 7.2) hiometric ref-
erence in case
of off-card
hiometric
comparison
NOTH Jf compatible tag allocation authority DO‘78’ under DO‘A1’ does not exist, the default tag allocati¢gn authority is
1SO/IECITC1/SC 17.

The tags shown in Annex C may exist in the biometric information template in the case of explicit tag
allocation coding (see Table 8).

If several biometric information templates are present within the same application, then they shall be

grouped as shown in Table 9.

Further examples of biometric information template are shown in Annex B.

© ISO/IEC 2017 - All rights reserved
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Table 9 — Biometric information template group template

Tag L Value Presence

‘7F61 Var. |Biometric information template group template
Tag L Value

‘02’ Var. |Number of biometric information templates in the |Mandatory

group
‘7F60’ | Var. |biometricinformation template 1 Conditional
‘7F60’ | Var. |biometricinformation template n Conditional
7.2 Biometric data

Biometric d4

biometric dgta DOs which may be included in a biometric information template. See %1«

ta are encoded in DO‘5F2E’ or DO‘7F2E’ as defined in ISO/IEC 7816-6. Table 10 ind

Table 10 — Biometric data DOs

cates

Tag L Value Presence
‘7F2E’ | Vaf. |Biometric data template
Tag L Value
807A0" | Var Challenge for cardholder prompting Optional, for dynamic
" |See Table 11 for DO'AQ’ biometric verification
‘5F2F’ Var. |Biometric data At least one of these DOs i
‘81/'AT’ Var Biometric data in standardized format present, if the template is fised.
" | (primitive/constructéd) The same tag number may
: : . . i Itiple times under|the
(O A Biometric data inproprietary format exist multip
827/°A2 Var. (primitive/constructed) template.
If a biometric data template is
‘83’ 1 |Biometricreference qualifier not in a biometric informalion
template, this DO may exigt.
As shown in|Table 10, biometric data-may be split up in one part in standardized format and in ong part
in proprietafy format, whereby‘the part in the proprietary format may be used, e.g. for achieying a
better perfoymance and/or eniploying intrinsic knowledge. The usage of biometric data in standardized
and proprietary formats is jshown in Figure 1. This example describes two kinds of algorithm
references embedded on.cards, respectively. Both algorithms belong to the same biometric typg, e.g.
fingerprint, put can compute verification results by using different proprietary biometric data a$ well
as standardized biometric data. When an interface device supports only algorithm A, it can detefmine
a biometric probe for the command data field of VERIFY command in accordance with an algorithm
reference retutned from an ICC.
16 © ISO/IEC 2017 - All rights reserved
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A, B = Algorithm reference
. face devi ith ICC with L = Length
interface ev1§e wit VERIFY* I:' biometric
feature extrgctlon part comparison A feature extr.action.of algorithm
of algorithm A part of A outputs a biometric probe and
. biometric comparison algorithm
algorithm A A .
may compare the proprietary

format of A with a biometric
reference, e.g. for performance
Biometric probe in reason.

proprietary format of A

* = command data field of VERIFY

DO'7F2E'| L |DO'A2] L

The biometric comparison

ICC with parts of algorithmS)A-and B

VERIFY* I:l biometric belong to the sdme-biometfic

comparison type, but use different

part of proprietary.biometric probe, e.g.

algorithm B for performance reason.

However, both are capablelof

computing the verification

fesult using only the biomégtric

probe in the standardized
format.

interface device with
feature extraction part
of algorithm A

* = command data field of VERIFY

) ) ) Biometric probe in
DO'7F2E' L |DO'A1] L standardized format

Figure 1 — Example use of biometric data in standardized and proprietary formats

Strugture and coding of cardholder biometric referenhce and biometric probe in standardizgd format are
biomegtric type (e.g. facial features, fingerprint) dependent, and it is out of the scope of this|document.

Biomgtric challenge for cardholder prompting should be encoded under DO‘A0’ or DO‘80’|for dynamic
biomegtric verification (see 5.3). A samplezof biometric challenge template is shown in Tabld 11.

Table*l1 — Biometric challenge template

Tag L Value
Al Var. [Challenge template
Tag L Value
Challenge qualifier
‘90’ Var ‘00’ = No information given (unspecified)
" 1017’ =UTF8 coding (default)
Other values are RFU
‘80’ Var. [Challenge

7.3 Verilication information

7.3.1 Purpose

The current verification information may be provided either by

— the verification information data object (VIDO) (tag ‘96, primitive), or
— the verification information template (VIT) (tag ‘A6’, constructed).

VIDO or VIT may be contained in the file control information of the respective DF as defined in
ISO/IEC 7816-4 or may be stored in an EF containing an extension of the file control information. For
this purpose, DO‘87’ as identifier of an EF containing an extension of the file control information under
file control parameter (FCP) template DO‘62’ for DF is defined in ISO/IEC 7816-4. VIDO and VIT contain
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information, which indicates enable/disable verification requirement using a biometric reference.
For switching this verification information state, ENABLE VERIFICATION REQUIREMENT/DISABLE
VERIFICATION REQUIREMENT command defined in ISO/IEC 7816-4 may be used. VIDO and VIT also
contain information which indicates whether further attempts of verification are allowed (usable) or
not (unusable). When maximum tries of biometric verification are set and the number of consecutive
biometric verification failure is reached to this maximum, the biometric reference is unusable. For
switching unusable state into usable state, RESET RETRY COUNTER may be used if the security attribute
allows this.

NOTE P2 field of ENABLE VERIFICATION REQUIREMENT oOr DISABLE VERIFICATION REQUIREMENT command
indicates a qualifier, i.e. number of the reference data or number of the secret. A usage qualifier in a control
reference tem p]'ﬂ-n Vq]id for qufhanfianinn (AT) mtha current cnnurify nh"n'rnhmanf (QD) canindicata sz ether
user authentifation is password-based (secret) or biometric-based (biometric reference). This usage qualifier in
the current SE can be handled by using MANAGE SECURITY ENVIRONMENT (MSE) command.

7.3.2 Verification information data object (VIDO)

The first byjte of value field in a verification information data object (VIDO) indicates verifiqation
information| of biometric references (see Table 12 and Table 13). Bit b8 “0f“this byte indicates
enabled/disgbled verification information of biometric references (see Table 14)yreferred to by the[third
byte of valud field in a VIDO, if it is present. Each bit followed by b8 indicates¥erification informatjon of
a biometric geference referred to by each byte followed by the third byté.

The second byte of value field in a VIDO indicates usable biometricireferences (see Table 14). Bit|b8 of
this byte indicates usable/unusable of a biometric reference referred to by the third byte of valug field
in a VIDO, if]it is present. Each bit followed by b8 indicates usable of a biometric reference referred by
each byte followed by the third byte.

Biometric refference qualifiers are at most eight in valuefield of a VIDO. When the number of bionpetric
reference qualifiers is less than eight, the number of bits from b8 in first and second byte is valid.

Table 12 — Coding ofverification information DO

Value
1st byte 2nd byte 3rd byte

Biometric reference qualifier

Tag L

s Verification information Usable biometric refer-
96" | 3to 10 byte ence byte Corresponding to b8 in 1st and

2nd bytes

Table 13 — Coding of verification information byte

b8 | b7 (|[b6 | b5) b4 | b3 | b2 | bl Meaning

Enabled verification information using biometric reference
referred to by the 3rd byte if present

— 1 — — — — — — I'ne same as above 1or the 4th byte

— | — 1 — — — — — |The same as above for the 5th byte

— | — — 1 — — — — |The same as above for the 6th byte

— | — — — 1 — — — |The same as above for the 7th byte

— | - = | — — 1 — — | The same as above for the 8th byte

— | — — — — — 1 — |The same as above for the 9th byte

_ — — — — — — 1 |The same as above for the 10th byte
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Table 14 — Coding of usable biometric reference byte

b8

b7

b6

b5

b4

b3

b2 | bl Meaning

present

Usable biometric reference referred to by the 3rd byte if

— — |The same as above for the 4th byte

— — |The same as above for the 5th byte

— — |The same as above for the 6th byte

— — | The same as above for the 7th byte

— — |The same as above for the 8th byte

1 — |The same as above for the 9th byte

— 1 |The same as above for the 10th byte

7.3.3

A ver

Verification information template (VIT)

ification information template is provided for supporting more than, eight biomet

ric reference

qualifiers (see Table 15). It consists of one or more biometric-based authentication templates DO'A4’. A

biomgtric-based authentication template DO‘A4’ consists of verification-requirement data dbject DO‘87’,
usable biometric reference qualifier data object DO‘82’ and biometric reference qualifief data object
DO‘8B’. Each of DO‘81’, DO‘82’ and DO‘83’ exists in DO‘A4’ at most.once. Other DOs may exigt in DO‘A4’".
Table 15 — Coding of verification information template (VIT)
Tag|| L Value
‘A6’|| Var. |Verification information template (VIT)
Tag | L Value
‘A4’ | Var. |Biometric based authentication template
Tag | L Value
‘81 1 |Verification requirement data object
— ‘00" disabled verification requirement
— ‘01" enabled verification requirement
— any other value is RFU
(82’ 1 |Usable biometric reference qualifier data object
— ‘00’: unusable biometric reference qualifier
— ‘01": usable biometric reference qualifier
— any other value is RFU
‘83’ 1 |Biometric reference qualifier data object
‘A4’ | Var. |Biometric based authentication template
© ISO/IEC 2017 - All rights reserved 19
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Annex A
(informative)

Biometric verification process

A.1 Enrolment process and verification process

The general [simplified) schemes for enrolment processes are shown in Figure A.1 and Figure,A.2

Raw Biometric
1
data reference . .
S i Data S FeaFure d | Biometric
ensor 1 s »| extraction an >
! acquisition . reference
! formatting

interface device (enrolment system) —>1<«— ICG

Figure A.1 — General scheme of an enrolment process of extérnally-captured biometric data

Raw Biometric
1
' Data data Feature reference Biometric
Sensor i - > extractiofand |—>
! acquisition f ; reference
! ormatting

>
»

P
<4

[CC with al} functions including sensor

Figure A.2 — General scheme of an enrolment process of internally-captured biometric data

In case of erfrolment of extérnally-captured biometric data (Figure A.1), a biometric sample is u
processed o

ually

tside the card.due to the considerable size of the biometric sample. During this procegsing,

the biometric features/are extracted and formatted for later use. In the enrolment processing oy at a
later stage, the biometric reference is sent in a secure way to the card for storage and subsequent pise.

There are 1(JCs’centaining the sensor and data acquisition module that can enrol internally-cap
biometric dqta.(Figure A.2). In this case, they capture the biometric sample
biometric reference data internally.

For both schemes, parameters related to biometric verification may be stored during enrol
processing.

Biometric reference may be stored in the card
— during a card personalization phase, or
— after issuing the card to the cardholder.

ISO/IEC 24787 shows simplified schemes for verification.
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ISO/IEC 7816-11:2017(E)

A.2 C(Classification of biometric verification methods

Biometric modalities can be categorized into two types.

The main characteristics of the first biometric type (type A) features are

— unique, not modifiable,

— selectable, if several instances of the same kind exist (e.g. thumb, pointer finger), and

— public, if the respective feature (e.g. face, ear, fingerprint) should be captured or measured by
everybody, i.e. the respective biometric probe should be presented to the card in an authentic way.

The main characteristics of the second biometric type (type B) features are
— Uynique, but modifiable, and

— dhallenge dependent, if dynamic verification is used.
Exanjples of biometric type A:

— qar shape;

— fhcial features;

— flnger geometry;

— fingerprint;

— Hand geometry;

— ifis;

— falm geometry;

— rgtina;

— Vein pattern.

Exanjples of biometric type B:

— Keystroke dynamics;

— llp movements;

— sjignature ifmage;

|
%]

peech™pattern (voiceprint);

<

hrite’dynamics (signature dynamics).

Taking into account the different message exchanges between the card and the interface device, the
following classification is used.

— Static biometric verification: biometric types A and B are used.
— Dynamic biometric verification: biometric type B is used.

Figures A.3 and A.4 illustrate the differences between static and dynamic biometric verification at the
card interface in case of biometric comparison and decision processing on the card.
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