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d

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

The need for a secure working environment is increasing with the progress and spread of information and
communications technology.

In particular, there are high security needs in the office environment where company information and
customer information are handled.

With hard copy device (HCD) office equipment, it is common practice for many manufacturers to acquire
common criteria (CC) certification and demonstrate to customers that they meet the Protection Profile,
which defines the security requirements, environment, and so on required for HCD product areas.

While CC certification is a standard that guarantees relatively high security functionality, there is no

s. This causes

indicator tha
confusion wh
and not inten|

If HCDs are u

[t is necessar
satisfied as o

Among them,
for small offi

tchaowcthoalaual af ety fon ottty for v dale athorthan CC ~aveifind mnadal
SHOWStHETE Ve o 5Seediey Ty oaeS ottt o et eaoats

TICTIOT

en selecting a model that has appropriate security functionality for use as offi
ded for home use.

ced in the office without proper model selection, security risks are intreduced.

fice equipment.

this time, as office equipment, an index was created that defifiés the basic security
'e, home office users.

Ce equipment

y to establish an index that can judge whether or not the appropriate security functionality is

rfequirements
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Office equipment — Security requirements for hard copy
devices (HCDs) — Part 1: Definition of the basic requirements

1 Scope

This document defines basic security requirements for the protection of hard copy devices (HCDs) including
identification and authentication, security management, software update, field-replaceable nonvolatile

storage data
network sepd

It can be app
digital copier

This docume|

protection, NETWOTK data protection and pubiic Switchied Tetephione Networt
ration.

lied to office equipment with network functions including printers, scanners, f
5, and digital multi-function machines, specifically for small office and®ome offic

nt assumes a small, private information processing environment in which mos

security are provided by the physical environment. In such an environmentds assumed to be p

logically prot
access to the
home office W

Please note

ected from threats originating from outside of that environment, typically by lim
HCD and connecting it to a LAN that is protected from the-public Internet. A s
fould be a typical example of this environment.

hat the requirements outlined in this documentfare not intended to replace

Common Cri
enterprise e

eria Certification for hardcopy devices which ensure the minimum-security reqy
ironment. For example, aspects being required in Common Criteria Certification

data generatipn, self-test capabilities, and protection of key)material are not adequately addres

2 Normative references

There are no normative references in this document.

3 Terms and definitions

For the purpc
[SO and [EC n
— ISO Onlix
IEC Elect

3.1

ses of this document, the following terms and definitions apply.
naintain terminolegy databases for use in standardization at the following addres

e browsing platform: available at https://www.iso.org/obp

ropediaravailable at https://www.electropedia.org/

(PSTN) fax-

ax machines,
e users.

t elements of
hysically and
iting physical
mall office or

the existing
hlirements for
such as audit
sed.

SES:

ZiC

hard copy de

HCD

printer, scanner, fax machine, digital copier, or digital multifunction device

3.2

security setting
setting that is designed to affect device security functionality

Note 1 to entry: Security settings include settings related to network connection and time.

3.3
user identifi

er

character string or pattern that is used by a data processing system to identify a user

Note 1 to entry: Some devices support different categories of user including administrator (3.5) and normal user (3.6).
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[SOURCE: ISO/IEC 20944-1:2013, 3.11.4.17, modified — Note 1 to entry was added.]

3.4

authentication
action to prove the identity of the administrator (3.5) or normal user (3.6)

3.5

administrator
user with authority to manage some portion or all of the hard copy device (HCD) (3.1) and whose actions may
affect the HCD security policy

3.6
normal user
user with aut

hority to use a device but not to configure or change security settings (3.2)

3.7
data integrit
property that

[SOURCE: ISQ

3.8
digital sign

digest generj:ed from data using a hash function and encrypted with a private key

Note 1 to entr)

39
field-replace
nonvolatile st

3.10

wear levelling

distribution
life

Note 1 to enti
of rewrites. T
concentrated

deleted logicallly, it would be difficult to restore data because the write positions are distributed by the

3.11
vulnerabilit
weaknesses t

Note 1 to entr
Besides softw

y
signifies that data has not been altered or destroyed in an unauthorized manner

7498-2:1989, 3.3.21]

ure

. Data integrity (3.7) can be verified with digital signatures-by applying public key crypt

able nonvolatile storage device
orage device that can be swapped in the fieldto repair a malfunction

f the writing locations of memory storage with a limited number of write cycles t

y: Storage element of flash memory such as solid-state drives generally have a limit
b maximize the life of these(devices, the writing positions are dispersed so that the
n a specific storage element: This distributed technology is called wear levelling. Once

4
hat compromise security or operation of a system

r: There could be a case that security flaws in design or implementation are referred as ¥

to as being VulInerable.

re vualnerabilities in some cases an incomplete state of setting security options sometim

bgraphy.

0 increase its

fo the number
writing is not
data would be
controller.

rulnerabilities.
bs are referred

3.12
threat

factors that pose a security risk

Note 1 to entry: Security risks arise when threats and vulnerabilities combine.

3.13
firmware

hardware that contains a computer program or data that cannot be changed in its user environment

Note 1 to entry: The computer program and data contained in firmware are classified as software; the circuitry

containing the

computer program and data is classified as hardware.

[SOURCE: ISO 10795:2019, 3.105]
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3.14
firewall
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type of security barrier placed between network environments — consisting of a dedicated device or a
composite of several components and techniques — through which all traffic from one network environment
traverses to another, and vice versa, and only authorized traffic, as defined by the local security policy, is
allowed to pass

[SOURCE: ISO/IEC 27033-1:2015, 3.12]

3.15

configuration management system
system for configuring electronic device software, firmware (3.13) and hardware including version control
of each component part

3.16

security fun
functions wH
important as

Note 1 to entr

with security nanagement function.

3.17
administrat

authority to modify device settings including security settings (3.2)

Note 1 to entry
depending on

3.18

ction
ich are implemented in the hard copy device (HCD) (3.1) as countermeasires
sets residing in the HCD

y: The security functions should be enabled or configured according to seturity settings

br rights

he product specification.

network fu
network se
protocol (TC

Note 1 to entr
LAN need not

3.19
image overw
function to w

Note 1 to entr
disk driver (H

3.20
logical delet
technique for

:fice function using Internet protocol (#P) for the internet layer and transmi

tion

) and / or user datagram protocol (URP]J for the transport layer

be considered.

rrite function
rite some meaningless data onto a medium so that residual data cannot be retriey

DD).

jon function
clearing data stored in a logical file system

to risks for

(3.2) specified

r: Administrator rights may require a user identifier (3.3¥.and password or may require only a password

ssion control

y: In this document, the network intérface layer such as a wired local area network (LAN) or wireless

red

/: This technique-is.often used for clearing residual image data stored in electron mediujn such as hard

Note 1 to entr

- The function erasesindicestothe data stored and removed from the file cycfpm sothat

data cannot be accessed through the file system.

3.21

credential stuffing

type of cyber
3.22

attack in which the attacker collects stolen account credentials

resource exhaustion
computer security exploits that crash, hang, or otherwise interfere with the targeted program or system
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solid state drive
storage device that uses integrated circuit assemblies, typically flash memory, to store data persistently

Note 1 to entry

: In general, solid state drive uses wear levelling (3.10) technique when rewriting data.

4 Requirements

4.1 Security functional requirements

4.1.1 Overview

The security

functianal raquniramante cnacifiad 1n thic dacymant avrg ¢ follavse Sama ra
TR —Fe gyt tS5—Specie e h—+eHS—aoedme FEea5—+o10WS—0 ¥

irements are

mandatory o
— identificz
security
software

field-repl

internet

4.1.2 Iden

4.1.2.1 Aut

41.2.11 B

A security ri
settings and {

4.1.2.1.2 R

HCDs shall h
Depending o
identifier an
required.

J

4.1.2.2 ChT

Fahl
CIITeTT TIT™ T e s |

1ly where the applicable function is included in the HCD:

tion and authentication,

management,

update,

aceable nonvolatile storage data protection,
Communication data protection, and

PSTN angl network separation.

ification and authentication

hentication of administrator

ackground

k for an HCD is that there is a'possibility that an unauthorized third party accg
ake control of the system or,otherwise tamper with it.

equirements

ave a function-torequire administrator rights when accessing security setti

the implementation of the function, there could be cases that the function requi
password,of only a password; the capability to uniquely identify the admini

nge-of default password

sses security

gs remotely.
es both user
strator is not

4.1.2.2.1 Background

A security risk for an HCD is that unauthorized third parties easily estimate the administrator ID (where
used) and password to access and change the security settings and take control of the system or otherwise
tamper with it.

4.1.2.2.2 Requirements

HCDs that support modification of security settings remotely shall have a function that allows an
administrator to change the passcode used to gain administrator rights.

© ISO/IEC 2024 - All rights reserved
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HCDs shall have a function that prompts the user to change the default passcode when using the device for

the first time

, or something equivalent to this, for example:

— user guidance states that the passcode should be changed from the initial value;

— different

passcodes are assigned for each individual device.

The passcode may be just password, or user identifier and password depending on the authentication

method used

to gain administrator rights.

This requirement is applied only for the HCD which manages passcodes in itself. If the HCD does not manage
the passcodes and if the HCD uses authentication means other than a passcode which is entered manually

(digital signa

tures, etc.), or an external authentication server, this requirement is not applied.

4.1.2.3 Au

41.231 B

The security
trial and errag

4.1.2.3.2 R

If the HCD ha
makes brute

EXAMPLE

also uses

EXAMPLE

number g

[wmication fatiures

ckground

risk for an HCD is that the administrator ID (if used) and password wiillbe discov
r.

equirements

5 authentication capabilities via a network interface, it shallhave a mechanism ay
force attacks on authentication mechanisms via network interface impracticable.

1  HCD has a limitation on the number of authentication attempts within a certain t
increasing time intervals between attempts.

2 HCD is able to lock an account or to delay additional authentication attempts §
f failed authentication attempts after a limited'number of failed authentication attempts

This requirefnent addresses attacks that perforprcredential stuffing or exhaust an entire kg

important th
arelated thre

4.1.3 Secu

at of resource exhaustion and.dénial of service attacks.

Fity management

4.1.3.1 Sedurity settings management

41311 B

A security ri
settings of th
with it.

ackground

bk for HCDS is that there is a possibility that unauthorized third parties change
ke HCDsand eliminate the normal security feature and leak or modify data or othe

ered through

ailable which

me interval. It

Wfter a limited

by-space. It is

it these types of attacks are detected by the HCD and defended against, whilst gualrding against

the security
rwise tamper

4.1.3.1.2 Requirements

Remote setting and changing of security settings shall be restricted to authorized administrators.

4.1.3.2

41321 B

Initialization of security settings

ackground

A security risk for HCDs is that when returning, transferring or disposing of a device, attackers might read
the security configuration information and carry out unauthorized access to the user's network based on
this information. This could cause leakage of or tampering with user information.

© ISO/IEC 2024 - All rights reserved
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equirements

HCDs shall have a function to restore security settings to factory defaults or purge security settings values
when returning, transferring, or disposing of an HCD. Where this initialization operation is performed via

the network,

it shall require administrator rights.

If initialization via the network is realized by a management tool on a PC, the management tool should have

a function to

prompt information, e.g. passcode to authenticate as an administrator.

4.1.4 Software update

4.1.4.1 Background

A security ri

Lk for HCDs isthat o vn]nprahi]ify in the software is discovered bv an attacker wh

exploits this

to take contr
current versi

If the currer]
vulnerabilitie

Without the 5

If a software

the data in the HCD or the network environment in where the HCD is déployed.

4.1.4.2 Requirements

HCDs shall h{
HCDs shall h

administrat(;r;

service, upd

HCDs shall h
verification ¢

provide feedlpack to the user.

A digital sign

updates.
4.1.5 Field
4.1.5.1 Bag

A security ris
device from t

bl of the device or tamper with it. It is therefore, important that the user is abléxt
bn of the software.

s inherent in the device.
oftware update function, if a vulnerability is discovered, it cannot be fixed.

ipdate is tampered by a malicious attacker, it could cause a risk of attack such as c

ve the ability to show the current version of the'software.

ve the ability to update the device software:Update operation via the network
rights. The manufacturer may provide~an update service such as automated r¢
e service by a service person on behalf of an administrator.

hve the ability to verify the integrity of the software to be installed before up
f the integrity of the softwaré)fails, the device shall stop updating and whert

ature may be used as 4 means of verifying the integrity and the authenticity of

-replaceable nonvolatile storage data protection

kground

k for HCDs is the possibility that an attacker removes the field-replaceable nonvg

p identify the

t version of the software cannot be confirmed, the administrator cannot understand the

ompromising

shall require
bmote update

dating. If the
b appropriate

the software

latile storage

hetHCD and reads the data in the field-replaceable nonvolatile storage device using

1O

, for example,

a PC when th

H 4 a s £ | +la H A d o€
C IITUL IS TULULTICTY, LI AllSICTITTU UL ULHITT VWIST UIDPUDCU Ul.

4.1.5.2 Requirements

If the HCD has a field-replaceable nonvolatile storage device, it shall have a function to make the user-
supplied data in the device unavailable by setting or operation. If the setting or operation is performed via
the network, it shall be restricted to the administrator only.

This requirement applies to hard disk drives (HDDs) and solid state drives (SSDs) and does not apply to
recording media connected via an external interface such as a USB memory or SD memory card. This
requirement is not applied to any nonvolatile storage device which is not field replaceable.

© ISO/IEC 2024 - All rights reserved
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Techniques to make the user data unavailable include:

— encryption of data on the storage device, or

— purging the data from the storage device.

For HDDs, an image overwrite function may be used as the technique to purge the data and for SSDs which
have a wear levelling function, a logical deletion function may be used as the technique of purging the data.

The setting or operation for making user data unavailable may be done by a service person who has obtained
the permission from the administrator.

4.1.6

Internet communication data protection

4.1.6.1 Bag

A security ris
data in the ex

kground

k for HCDs is that there is a possibility that a malicious user eavesdrops orgmodify
ternal communication path.

4.1.6.2 Requirement

HCDs with a
communicati
with the serv

NOTE Thi
require the pr

The manufac

network communication function that operates via the Intérnet shall have :
bn function. If the device doesn’t implement any protocols which are expected to
er on the Internet, this encrypted communication functionis not required.

s requirement mentions an encrypted communication/function at the internet layer,
ptocol used for wireless LAN.

furer shall publish details of the encrypted communication method (including its

in the encrypted communication function.

4.1.7 PSTN

4.1.7.1 Bag
If the fax and

and network separation

kground

network are not separated;an attacker could break into a protected network eny

a PSTN fax mjodem. An attacker could obtain or modify user’s data with unauthorized access {

such firewall

5 or other external protections.

4.1.7.2 Requirements

If the HCD ha

5 a PSTN fagsfunction, the HCD shall not have PSTN fax and network relay functio

4.2 Security assurance requirement

' the network

in encrypted
communicate

and does not

version) used

ironment via
hat bypasses

o

I A

4.2.1 Ove

TCVY

This document defines the security assurance requirements as follows:

— configuration management,

— operational environment, and

flaw rem

ediation.

© ISO/IEC 2024 - All rights reserved

7


https://iecnorm.com/api/?name=15843fb80980382dec1cbd95c391a5df

ISO/IEC 7184:2024(en)

4.2.2 Configuration management

4.2.2.1 Background

If the software components of an HCD are not configured by the appropriate version control, there is a
concern that sufficient countermeasures against vulnerabilities will not be taken.

4.2.2.2 Requirements

HCDs shall be developed under a configuration management system, and an HCD and parts thereof shall be
identified uniquely by configuration management.

4.2.3 Operational environment

4.2.3.1 Bag¢kground

If the HCD is directly connected to the internet, the HCD is exposed to the threat of unauthoriged access by
an external attacker. In order to remove such threats, it is important to use it in axietwork prjotected from
the outside, such as installing a firewall.

4.2.3.2 Rettuirements

The HCD infoymation which is provided to the customer shall encourage-the customer to use the HCD within
a network that is protected from external attacks, for example by a suitably configured firewall.

4.2.4 Flaw|remediation
4.2.4.1 Inquiry window

4.2.4.1.1 Bpckground

If there is nd vulnerability report and inquiry*window, there is a concern that countermeagures against
vulnerabilitigs will be delayed.

4.2.4.1.2 Requirements

The manufadturer of the HCD shall provide a means that users can report and inquire about suspicious
vulnerabilitigs.

4.2.4.2 Prqviding software

4.2.4.2.1 Bpckground

If there is no kystem to provide amended software when vulnerabilities are identified, the customer cannot
take countermeasures. There is a possibility that using the HCD in an insecure state leads to leakage of
information.

If the customer does not use the HCD with the amended software, there is a possibility that using the HCD in
an insecure state leads to such leakage of information.

4.2.4.2.2 Requirements

The manufacturer of the HCD shall have a system to provide amended software when a vulnerability is
found.

The manufacturer of the HCD shall make an announcement encouraging the use of the secure version of the
software to the customer.
© ISO/IEC 2024 - All rights reserved
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