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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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1 Abstract

The Swordfish Scalable Storage Management API (“Swordfish”) defines a RESTful interface and a standardized data
model to provide a scalable, customer-centric interface for managing storage and related data services. It extends the
Redfish Scalable Platforms Management API Specification (DSP0266) from the DMTF.

Swordfish SSM PO -
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2 Scope

Swordfish extends the Redfish Scalable Platforms Management API Specification, as defined by ISO 30115 It defines
a comprehensive, RESTful API for storage management that addresses block storage, file systems, object storage, and

storage network infrastructure. It is centered around common operational and business concerns of storage

management, including:

¢ Configuration and provisioning

e Monitoring

¢ Event and log management

¢ Performarfce assessment N

e Diagnostias Q‘L

e Fault dete¢tion and remediation Q;l/

e Security Q,)O')%

¢ Accounting and resource consumption O
Swordfish’s storage model is built around well-defined classes of service, whic \Vide a means to m4
business goals find objectives to specific, storage-based actions and requirezggks, in a clear and consis
can be applied juniformly across a broad spectrum of storage confi and storage types (e.g., blq

systems, object

replication, mapping and masking, and provisioning.

The Redfish spgcification provides the protocols and a corg et of data models and behaviors for the nj

systems. It de

defines additio|
specifications 4
implementatio
such as Redfis}

indicate what 3

The Swordfish

guratiofis
stores). Common storage management functionalit\Qr&red by class of service include
N\
O

es the elements and behaviors that arw}ndatory for all Redfish implementations. Ad
hal elements and behaviors that can&gthosen by system vendors or manufacturers. Th

h. The specifications speciﬁe\@brmative requirements for Redfish Services and associa
| Schema files. The Redﬁﬁ)speciﬁcations does not set requirements for Redfish clients
Redfish client shou@do‘ in order to access and utilize a Redfish Service successfully a

O

specification E:.Hes additional data models and behaviors for the management of storj

and storage inffastructur ordfish implementation shall conform to all requirements specified in
specifications. %C-)
Swordfish is suf for a wide range of storage, from small-scale object drives, integrated RAID cards

Iso defines points at which OEM\'@ystem vendor) extensions can be provided by a givel

1p high-level
tent way that
ck storage, file
s snapshots,

lanagement of
|ditionally it

c

ted materials,
but will
1d effectively.

hge systems
the Redfish

or RBODs

providing storage services, to external disk arrays or file servers, to infrastructure providing storage services for

converged, hyperscale and large scale cloud environments.

This document defines the Swordfish Scalable Storage Management API.

Swordfish SSM
API Specification
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2.1 Audience Assumptions

As Swordfish is designed as an extension of the Redfish specification, this document is written with the presumption
that the reader has a detailed understanding of ISO 30115 and any updates or clarifications introduced by the DMTF.

This document cannot be fully understood without that context.

Swordfish SSM PO -
© ISO/IEC 2021 - All right: d
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3 Normative References

3.1 Overview

The documents listed in Table 3 is indispensable for the application of this document. For dated references, only the
edition cited applies. For undated references, the latest edition of the referenced document (including any

amendments) applies.

3.2 Approved references

Table 3: Approved normative references

Tag Title (Version) Author URL

ISO- Data elements and ISO/IEC | http://www.iso.org/iso/tidihe/store/catalogue_ics
8601 interchange formats catalogue_ detail_ics.Jitth?csnumber=70907
— Ihformation
interchange —
Representation of
dafes and times —

Part 1: Basic rules

Swordfish SSM e
© ISO/IEC 2021 - All right: d
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Table 3: Approved normative references, cont.

Tag Title (Version) Author URL

ISO- ISO/IEC ISO/IEC http://isotc.iso.org/livelink/livelink/

Direct Directives, Part fetch/2000/2122/4230450/4230456/
2 ISO_IEC_Directives Part_2
Principles and Principles_and_rules_for_the
rules for the structure_and_drafting_of ISO_and_IEC
structure and documents
drafting of ISO -2016%287th_edition%29-_PDF.pdf?
and IEC nodeid=17667902&vernum=-2
documents
(Seventh
Edition, 2016)

OData Open Data OASIS https://www.oasis-
Protocol (v. 4.0) open.org/standards#odatav4.0,

RFC3986 Uniform The Internet http://www.rfc-base.org/txt/rfc-3986.txt
Resource Society
Identifier (URI):
Generic Syntax
(2005)

CSDL Common OASIS http: /#docs.oasis-open.org/odata/
Schema odata/v4.0/odata-v4.0-part3-csdl.html
Definition
Language (4.0)

ITIL ITIL Glossary ITIL https: //www.axelos.com/Corporate/media/
(2011) Files/Glossaries/

ITIL,_2011_Glossary_GB-vi-0.pdf

Units The Unified Regenstrief http://unitsofmeasure.org/trac
Code for Units Institute,
of Measure Inc. and the
(v2,0:3) UCUM

Organization

SPC-4 SCSI Primary T10 http://www.techstreet.com/cgi-
Commands - 4 bin/joint.cgi/incits
(SPC-4) INCITS
513-2015

Features Swordfish SNIA https://redfish.dmtf.org/registries/swordfish/v1/
Features SwordfishFeatureRegistry.1.0.1.json
Registry, version
1.0.1

Swordfish SSM A e
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Table 3: Approved normative references, cont.

Tag

Title (Version)

Author

URL

Messages

Swordfish
Message
Registry, version
1.0.2

SNIA

https://redfish.dmtf.org/registries/swordfish/v1/
Swordfish.1.0.2.json

EnergyStar

ENERGY STAR
Data Center
Storage Version
1.1 Updated

EPA

https://www.energystar.gov/sites/default/files/ ENERGY
STAR Data Center Storage Final Version 1.1 Specification
Rev. April 2019.pdf

Program
Requirements —
April 1, 2019

ISO-20648

Information
technology —
TLS
specification for

storage systemsi

ISO/IEC

https: //www.iso.org/standard/68622:html

ISO-30115

ISO/IEC
30115(en)
Information
technology —
Redfish scalable
platforms
management
API specification

ISO/IEC

https: //www.is0.erg/standard/53235.html

3.3 References'under development

None defined i

h this document.

3.4 Other references

None defined in this document.
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4 Terms and Detfinitions

4.1 Overview

In this document, some terms have a specific meaning beyond the normal English meaning. Those terms are defined

in this clause. New terms, frequently used Redfish terms.

4.2 SWC

4.2.1 Defii

Table 4 summ4

rdfish-specific Terms

11tions

rizes the terms are used in this document.

Table 4: Swordfish terms

Term Definition

Entity An instance of a schema element.

Model A set of entities and the relationships betw€en them that define the semantics,
behavior and state of that set.

OData A REST-based service that allows.xesources, identified using Uniform Resource

service Locators (URLs) and defined f11-a model, to be published and edited by Web clients
using simple HTTP messages.

Resource A central element in a model, which represents a physical construct or a logical
service, and is further defined by other model entities.

Schema A formal langlrdge representation of a model that conforms to a metamodel.

Service A partietdar resource that is directly accessed via an OData service entry point. This

Document | resource serves as a starting point for locating and accessing the other resources and
associated metadata that together make up an instance of a Swordfish service.

Swordfish An extension to the Redfish Service that conforms to the Swordfish specification, and

service provides REST-ful storage management functionality.

4.2.2 Symbols and abbreviated terms

None in this document.

Swordfish SSM
API Specification
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4.3 Reference to Redfish terms

Many terms in this document were originally defined in the Redfish Specification. Some of the more common terms

and definitions are reproduced in Table 5, as an aid to the reader.

Table 5: Redfish terms

Term Definition (as of 16 August 2019)

OData The Open Data Protocol, as defined in OData-Protocol.

OData Resource that provides information about the service root for generic OData clients.

Service

Document

Redfish Defines Redfish Resources according to OData schema representation. You ca

Schema directly translate a Redfish Schema to a JSON Schema representation.

Redfish Implementation of the protocols, resources, and functions that delivefhie interface

service that this specification defines and its associated behaviors for one’er+nore managed
systems.

Request A message from a client to a service.

Service Resource that serves as the starting point for locating.and accessing the other

Root resources and associated metadata that together{make up an instance of a Redfish
Service.

Swordfish SSM R e

API Specification
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4.4 Keywords (normative language terms)

This document conforms to ISO/IEC Directives, Part 2 for keyword usage. The most common terms and their

intended meanings are summarized in Table 6.

Table 6: Normative language terms

Term(s) Meaning

shall / Used to identify objectively verifiable criteria to be fulfilled and from which no

shall not deviation is permitted if compliance with the document is to be claimed

should / Used to identify a suggested possible choice or course of action deemed to be

should particularly suitable without necessarily mentioning or excluding others

not

may / Used to convey consent or liberty (or opportunity) to do something

need not

can / Expected or conceivable material, physical or causal outcome

cannot

must Identifies a constraint or obligation on the user of the documeént, typically due to one
or more legal requirements or laws of nature, that is not stated as a provision of the
standard
NB: “must” is not an alternative for “shall”, and:should only be used for constraints
that arise from outside this standard

Swordfish SSM © ISO/IEC 2021 - All rights reserved Page 19 0f 205
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5.1 Introduction

The Swordfish Scalable Storage Management API (“Swordfish”) defines a RESTful interface and a standardized data
model to provide a scalable, customer-centric interface for managing storage and related data services. It extends the
Redfish Scalable Platforms Management API Specification (DSP0266) from the DMTF.

5.2 Relation to Redfish

o
SMIA

Swordfish’

o

Chassis

Chassis

5 by

ndpoint -

Consistency Group .

ConsistencyGroups

[

: Logical Storage Controller @C) :
i 1
» ComputerSystem \\ i
: @) |
| &) |
' l
[ R T E——
: Storage i
i

' l
: 1
I <> |
: M 1
: \\ StorageControllers |
1 x‘ :
l\ @_ S R 4

FileSystems

StorageGroup ﬁi‘,m, e
IndpointGroup ClientEndpointG roups

ndpointGroup rvérEndpointGroups— |

Volumes

Volume
|‘

A

FileSystem

FileSharas

e )

Figure 1: Extension Overview
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The Swordfish service interface extends the Redfish service interface, as illustrated in Figure 1. As such, a Swordfish
service is a Redfish service and includes all required elements of the Redfish model.

Storage systems managed by the Swordfish service are located in the ServiceRoot via the StorageSystems
resource collection. They are modeled using Redfish ComputerSystems. The physical infrastructure is modeled

using Redfish Chassis.

As modeling for storage systems may cover both logical and physical constructs, Swordfish management clients that
are focused on logical storage management use cases may choose to manage functionality entirely by way of logical
resources.

Each Swordfish service is accessed via well known URLs on the system supporting the Swordfish Service. Since

Swordfish is ar] extension of Redfish, these URLs are the same as for accessing the Redfish defined.aspects of the
service.

5.3 Storage System Models

Swordfish has been designed to support a broad range of configurations, requirements, size and comp|exity, as well
as logical and ghysical architectures. As a result, there are two primaryémethods of modelling the storgge system for
a Swordfish implementation:

1. Swordfish|Integrated Configuration
The SIC uses the same ComputerSystem model instantiation as the server where the physical element [resides.

The logical stotage controller is modeled usingithe Redfish Storage and StorageController resources. The
Storage resoyree is located in the Redfish hierarchy contained by Computersystems, typically run]jirng as
ApplicationSerpers. The physical infrastru¢ture is modeled using Redfish Chassis. Managed resourcgs are
connected to the storage resource;ihcluding volumes the StoragePools. These relationships are i|lustrated in

Figure 2.

Swordfish SSM s
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Chassis
Chassis

StorageControllers

Swordfish’

Figure 2: Integrated Configuration Overview \\Q/

This configuration works well when the storage system can be modeled by. mc':Bly instantiating a new $torage object
within an existing computer system. An example of a Storage System fQ' 4 integrated configuration i shown in

Figure 3.
Y

B

o B,
e e
' k_

Swordfish : S
% AllocatedVolumes.
\@ StoragePool I‘ismrgers
E—

Drives.
. H Links.Drives
Drive

Figure 3: Integrated Configuration Example
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2. Swordfish Standalone Configuration

The SSC uses separate ComputerSystem/StorageSystem model instantiation(s) to represent/model the logical

controller(s) for the system.

The logical storage controller is modeled using Redfish a ComputersSystems with properties set as a
StorageSystem. The physical infrastructure is modeled using Redfish chassis. Managed resources are then
connected to the Storage resource, including volumes, StoragePools, ConsistencyGroups, and

StorageGroups. These relationships are illustrated in Figure 4.

StorageSystems

| )
3 L
! Tredfesh/vl — | |
| | | |
| i L
} Chassis : Storage i i
| Chassis | [ !
| [ ) |
1 | ]
i i StorageControllers } :
I [ | d
| R s W v )
| :
O I [ |
L |
= o |
! | SNIA 6\ ! !
1 e &
. S
! | |
| .
¥ NS . .
|| ! :
I !
il Q 1 l
il 1 l
: \‘- ___________________________________________ ;\.& _______________ " i

Figure 4: Sfandalone Configuration Overview

This configuration works well when the stotage system needs a new ComputerSystem instance to moflel the logical

controller. An ¢xample of a Storage System for a hosted service configuration is shown in Figure 5.
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ServiceRoot and ServiceContainer entities

7

5.4.1 Overview

A GET of /redfish/v1 will return the ServiceRoot entity. A GET of /redfish/v1/odata will return the

ServiceContainer instances that represents the OData service document. Each of these instances provides links to

the remainder of the system.

The following are the elements utilized for Swordfish management.

e Systems: Areference to a Systems resource collection;

e Chassis: Areference to a Chassis resource collection;

Swordfish SSM
API Specification

© ISO/IEC 2021 - All rights reserved

Page 24 0205


https://iecnorm.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

e StorageSystems: A reference to a StorageSystems resource collection.

5.4.2 The Systems resource collection

A resource collection that references a set of ComputerSystem resources that each represents a general purpose
application server. Each ComputerSystem resource will have an entry with the value of “ApplicationServer” in its
HostingRoles property. A particular ComputerSystem resource can be in both the StorageSystems collection and

the Systems collection.

5.4.3 The [Chassis resource collection

A resource collection that references a set of Chassis resources. Each Chassis resource repréesents phjsical
containers, (i.e| sheet-metal confined spaces and logical zones like racks, enclosures, chdssis and all other
containers). Supsystems (like sensors), which operate outside of a system’s data plane_(imeaning the resources are not

accessible to sdftware running on the system) are linked either directly or indirectly through this resoyrce.

5.4.4 The StorageSystems resource collection

A reference to § ComputerSystemCollection with members.of type ComputersSystem that support storage
services. These|ComputerSystem resources represent systefis that support Swordfish storage managg¢ment services.
They will have jan entry with the value of “StorageServex’ in their HostingRoles property.A resource collection that
references a sef of ComputerSystem resources thatieach represents a storage server. Each Computerpystem
resource will have an entry with the value of “StorageServer” in its Host ingRoles property. A particylar
ComputerSystem resource can be a member of both the StorageSystems resource collection and the Systems

resource collection.

5.5 Swardfish model overview

5.5.1 The Storage resource

The storage system exposes logical storage, associated resources and related functionality. Storage service resources
can be found in the service root or service container via the StorageSystem resource collection, and are attached to

the storage object within the StorageSystem (ComputerSystem).

The following are the principal properties of Storage that point to resources managed or defined by the storage

system:

e Drives: Areference to a collection that collects Drive resources used for storage.
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e Enclosures: A reference to a resource collection that collects Chassis resources that contain storage related
resources.

e Endpoints: A reference to a resource collection that collects Endpoint resources used to access storage.

e EndpointGroups: Areference to a resource collection that collects EndpointGroups resources.

e FileSystems: Areference to a resource collection that collects FileSystem resources.

e StorageGroups: A reference to a resource collection that collects StorageGroup resources.

e ConsistencyGroups: Areference to a resource collection that collects ConsistencyGroup resources.

e StoragePools: Areference to a resource collection that collects St orageGroup resources.

e Volumes: Areference to a resource collection that collects volume resources.

5.5.1.1 The Endpoint resource

Endpoints repiesent one end of a protocol specific connection that supports sending or recefiang mesgages according

to a particular protocol.

5.5.1.2 The Endpoint Collection resource

The Endpoint|Group is resource collection that references a set of Endp¢iht resources.

5.5.1.3 The (onsistencyGroup resource

ConsistencyGrups represent a set of volumes that are managed consistently and collectively as a gronf, to allow
system and application level activities to be performed;on a set of data that spans volumes. This activitfies include

device-level replication activities as well as system Iével functions, such as reset.

When ConsistencyGroups are implemented{iliey are attached to a Storage resource and its internal yolumes

collection is copstructed from a subset ofthe volumes collection of the Storage resource.

5.5.1.4 The (onsistencyGroup Collection resource

The ConsistehcyGrdoupCollection is a resource collection that references a set of ConsistencyGloup

resources.

5.5.1.5 The StorageGroup resource

StorageGroups represent a set of volumes that are managed as a group in order to facilitate mapping and masking, in

which the volumes of a storage group are collectively exposed or hidden to a set of clients.

The set of volumes is specified by the Mapped Volumes attribute. Mappedvolumes is a resource collection of the
Mapped Volume construct (a tuple of a pointer to a volume and a corresponding Logical Unit Number for that

volume).
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The set of client endpoints to which the volumes can be exposed is specified by the
ClientEndpointGroupsattribute. The ClientEndpointGroup resource specifies a collection of EndpointGroup

resources.

The set of server endpoints to which the volumes can be exposed is specified by the
ServerEndpointGroupsattribute. The ServerEndpointGroup resource speciﬁes a collection of EndpointGroup

resources.

5.5.1.6 The StoragePool resource

The storagePool resource represents unassigned storage capacity that can be used to produce storage volumes or

other storage pools.

The following gre the principal properties of StoragePool that are used to identify resourcés provisipned or

supported by the storage pool:

e Allocatedvolumes: A reference to a resource collection that collects volunérgSources that have been
provisioned from the storage pool.
e AllocatedPools: Areference to a resource collection that collects s¢ oxagePool resources thatl have been

provisioned from the storage pool.

5.5.1.7 The olume resource

Volume resourge represents a block-addressable container of storage, sometimes referred to as a “Logjical Unit”,

“LU”, “LUN”, or “StorageVolume” in the storage industry.

5.5.1.8 The HileSystem resource

This FileSystlem resource represénts a file system. Each FileSystem may contain a collection of FifleShares that

can be present¢d to hosts.
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6 Features and Profiles

6.1 Overview

Features are high-level descriptions of functionality which an implementation uses to advertise what functionality it

currently supports, and for some features, is capable of supporting.

The detailed definitions required to describe to implementers how to implement a feature are written in profile

e Ao, - 1l I Val h | hY £l -l £ o £
deﬁnltlon ﬁleS A ICdUlC 1S gClICTdlly ITPITSCIIted 11 OIIC (DUl 1lidy DE I1OI'C) PIOIC UCHIIUOIL HIE, O 10ﬁle.

Profiles are defailed descriptions that describe down to the individual property level what funetienality is required in
order to advertise features. Different profile definitions can exist for the same feature typebib for various types of

storage configyrations: Swordfish.Block.Provisioning, Swordfish.File.Provisioning

The Swordfish [Features Registry shall be used to advertise what standard and OeniFeatures an implementation
supports.

6.2 Requirement for SupportedFeatures

SupportedFegtures entries in the Features registry represent the client’s primary initial runtime yiew of the
capabilities of 4 Swordfish implementation. Without properly formed entries in this registry, there is ro visibility to

an implementaftion’s functionality.

Swordfish implementations shall implement the Features registry and advertise at least the

SNIA.Swordf]sh.Discoveryshipported feature in order to be considered a Swordfish implementatjon.

Features defing coarse-gramed sets of functionality. In order to advertise a feature (using the SupportedFeature
mechanism in the SupportedFeatures Registry), the implementation must support the complete set of{functionality

as defined in the ¢otresponding profile.

The Swordfish Features Registry publishes the official list of supported SNIA Features, and provides a high-level
description of their functionality. Many of those features are self-explanatory (e.g., local replication, remote
replication), but there are some features where additional context is appropriate:

e Class of Service
¢ Energy Star for Storage

6.3 EnergyStar for Storage Feature
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The EnergyStar for Storage Feature and profile has been created to formalize the requirements from the ENERGY

STAR Data Center Storage Program Requirements on storage products. The profile indicates what properties

Swordfish implementations need to support in order to properly instrument EnergyStar reporting capability. This

functionality is intended to support EnergyStar data gathering requirements as part of the EnergyStar certification

process.

6.4 Class of Service Feature

6.4.1 Over

Swordfish supf
capable of proy

direction rathe

The Class of Se
sets of availabl

When Class of $ervice functionality is implemented, the Swordfish fun¢tionality may be entirely expos

StorageService

StorageService

6.4.2 Clas

For Swordfish
same storage sq

1. Integrated

The storage sys

StorageCont

view

orts a ClassOfService feature. The ClassOfService functionality suppofts system
[iding a greater level of management automation, where a higher-level set'ef goals is pr

I than requiring parameterized inputs for all configuration actions.

rvice feature uses a combination of device-defined capabilitiestQ structure LinesOfSery

e functionality in a given system, that can then be grouped together to provide classes o

5 resource collection.

5 of Service Model

vith a class of servicednterface, the following two models apply. Either model choice re

rvice, regardless éf the storage system model.
Service Configuration

tems-fianaged by the Swordfish storage service are modeled using the Redfish Storag

Feller resource collections. The storage resource is located in the Redfish hierarchy

s that are

bvided as

ice, which are

[ service.

bd through the

resource. Each Swordfish StorageService is located in the ServiceRoot (and ServiceConftainer) via the

sults in the

e resource and

contained by

ComputerSystems, typically running as ApplicationServers. The physical infrastructure is modeled using Redfish

Chassis. These relationships are shown in Figure 6.
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Figure 6: Integrated Service Overview \\Q/

This conflgurajion works well when the storage service is hosted by a stor: Ncgsource within a computer system. An

example of a S{orage Service for an integrated service configuration ith@zn in Figure 7.

Note: This diagram and the discussion of the conﬁguratigl%escription have been simplified slightly to avoid
confusjon. A full implementation would likely includ itional links to the logical storage coptroller

resourges. \\9@
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Figure 7: Ijtegrated Service Exampla-)\\o
2. Hosted Setvice Configuration @ ’

The storage sydtems manage tg)[he Swordfish storage service are located in the ServiceRoot (and
ServiceContdine r@« StorageSystems resource collection. They are modeled using Redfish

ComputerSystems. physical infrastructure is modeled using Redfish Chassis. These relationships are shown

in Figure 8. \Q/Q
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Figure 9: Hosted Service Exampie

6.4.3 ServiceRoot Additions

When the StorageService feature is implemented, the following is added to the serviceRoot:

e StorageServices: Aresource collection that references a set of StorageService resources. Each

StorageService resource represents the resources and behaviors supported by that storage service.
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6.4.4 The StorageService resource

6.4.4.1 Principal Properties

The storage service is hosted on a storage system and exposes logical storage, associated resources and related
functionality. Storage service resources can be found in the service root or service container via the

StorageServices resource collection.

The following are the principal properties of StorageService that point to resources managed or defined by the

storage service:

e Classes(fService: Areference to a resource collection that specifies the supported ClassOfSgrvice
resources.

e Drives: Areference to a resource collection that collects Drive resources used for storage.

e Enclosurfes: A reference to a resource collection that collects Chassis resources thatéontain storjage related
resources.

e Endpointls: A reference to a resource collection that collectsEndpoint resurces used to access $torage.

e FileSystlems: Areference to a resource collection that collects FileSy/sBem resources.

e EndpointlGroups: Areference to a resource collection that collects EndpointGroups resources

e StorageQ@roups: A reference to a resource collection that colle€ts'st orageGroup resources.

e StoragePools: Areference to a resource collection that celleets St orageGroup resources.

e Volumes: A reference to a resource collection that collects Volume resources.

e HostingSlystem: A reference to the ComputerSystem instance that hosts this StorageServicg.

6.4.4.2 Capapilities and Lines of ServiceRoot

The following properties each define a s€t of attributes, which describe capabilities that the storage sefvice may
support:

e DataProtlectionLoSCapaPilities: Replicas that protects data from loss.

e DataSecurityLoSCapabilities: Data security service level requirements. The data security characteristics
enable the|storage.system to be used in an environment where compliance with an externally-spegified security
standard dr standards is required. Examples of such standards include FIPS-140, HIPAA and PCI

e DataStoradeloSCarabilities: Provisioning and access characteristics for starage of the data
= iy (=] (=)

e TOConnectivityLoSCapabilities: IO connectivity requirements for access to the data.

e TOPerformancelLoSCapabilities: IO performance requirements for access to the data.

In each of the above, not all combinations of attribute values defined within a capability are likely to be supported by

the storage service.

Known, supported combinations of attribute values are used to construct entries in the LinesOfService array
property. Not all attributes of a line of service entry need be specified (i.e. some may be Null). If an attribute has no
value, the storage service may choose any supported values when provisioning for that entry. Otherwise, the line of
service attribute values specifies the kind or level of service to be provided.

Swordfish SSM e
© ISO/IEC 2021 - All right: d
API Specification / rights reserve Page 34 0f205


https://iecnorm.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

6.4.4.3 The ClassOfService resource

A class of service represents a choice of utility or warranty offered to customers by a service. (ITIL uses the term

service option. See the Normative References.)

Each ClassOfService resource is a uniquely named description of the characteristics of one choice of utility or

warranty for a service. Each ClassoOfService is a description of the kind and quality of service to provide and is

not intended to

describe how the service provides that service.

Each c1assofservice is defined by an aggregation of lines of service. Supported lines of service are listed in the

corresponding capabilities attributes of the storage service, (see above).

Currently defir]
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ed lines of service are:
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d ClassOfService resources are created by thexservice implementation. These are gd
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ptoragePool resource

fish implementationadvertises support for the Class of Service feature, the StoragePo
new method to the client to allocate unassigned storage capacity. This is automated by
one or momneclasses of service. Requests to StoragePool shall automatically allocate

rairits,

enable the
ity standard or

ular workload.

nerally not

with the

b1 resource
the system as
capacity based

h to the class

The following are the principal properties of StoragePool that are used to identify resources provisioned or

supported by the storage pool related to Class of Storage:

e ClassesOfService: Areference to a resource collection that specifies the set C1assOfService resources that

can be specified when provisioning resources from the storage pool.

e DefaultClassOfService: Areference to the default cClassofService resources used for provisioning from

the storage pool.

6.4.4.5 The Volume resource
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Volume resource represents a block-addressable container of storage, sometimes referred to as a “Logical Unit”,

“LU”, “LUN”, or “StorageVolume” in the storage industry. Volumes optionally adhere to a C1assOfService, which
defines added functionality. Examples include:

e Access capabilities

Capacity and capacity sources
Consumption tracking (e.g., LowSpaceWarningThresholdPercents)
Replication details

StorageGroup Information

6.4.4.6 The

In a Swordfish
addressable ca]

ﬂnchfpm resource

implementation that advertises support for the Class of Service feature, File systems re

pacity that are conformant to a ClassOfService.

bresent file-
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7 Schema Considerations

7.1 Schema Introduction

7.1.1 Overview

A Swordfish implementation is a Redfish implementation, and as such it minimally includes support for some

Redfish-defined schema, including ServiceRoot and ComputerSystem. Swordfish implementations indlude support

for Swordfish-dlefined schema. The Swordfish model focuses primarily on the logical model of astorage system and

does not requi
available Redfj

Swordfish sche
the Common S
CSDL elementd

7.1.2 SwoI|

The Redfish s4

The first is Sto

support Sword]
with the value

For implement]
collection of st
efficient means

supporting the

5h schema models.

ma is conformant with the rules used to define Redfish schema. Redfish schema is co
thema Definition Language, see CSDL. This section provides additional definition and ¢
used to define Swordfish schema.

dfish Extension of the Redfish ServiceRoot

rviceRoot has properties that provide a¢éess to Swordfish resources.

rageSystems. This property references a collection of ComputerSystem resources th
fish functionality. Each such computerSystem shall have an entry in its Host ingRole

bf StorageServer.

ptions that advertise support for the C1ass0fService feature, the implementation shi
orageServicesat the ServiceRoot with at least one member. The collection provid
to search acrass all storageService resources, regardless of which ComputerSyste

service.

e full representation of a physical instantiation. This is left to the implementet-to’complete from

ormant with
ontext for the

at each

s property

1] instantiate a
bs the client an

m 1is

7.2 Default values and NULLABLE attributes

The interaction of Nullable and Defaultvalue needs to be clearly understood by both implementers and client

developers. The possible combinations of are summarized in Table 7. The table contains:

e Nullable:

True, if a given property may be NULL

o DefaultValue: True, if a default value is provided for a given property

e Client: True, if a client value is supplied for a given property in a query or response

¢ Result: The resultant value of the given property. One of:
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o

o

o

Null: Null

o

Error: Error state

o

C: The client-provided value
D: The default value

I: Implementation defined

Table 7: Default and Nullable Interaction

Nullable

DefaultValue

Client

Value

¢

D

s

—

C

I or Null

C

D

L

el S R s R R e R

eI s I I s T e |

e I s I e I e |

I or Error

7.3 Commmon schema annotations

Table 8 lists cojmmon annotation used in the definition @f Swordfish, for details see OData Capabilities
OData Core Vogabulary, OData Measures Vocabularysand Redfish Extensions,

Table 8; Sechema annotations

Vocabulary,

Nalrle Appliesto Description
AllowableValues Pararheter The set of allowable values for a parameter
AutoExpand NavigationProperty If true, return expand the target element
AutoExpandReferences NavigationProperty If true, return references to the target element
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Table 8: Schema annotations, cont.

Name Applies to Description
Conformancelevel | EntityContainer Specifies OData conformance level
Deprecated All Specifies that the element may be removed in

future major revisions, but shall continue to be
supported as specified in the current revision.
Description All A brief description of a model element
LongDescription All A normative description of a model element
Maximum Parameter, Maximum value that an integer property or
Do b oz L
Py LULI\IL L)’ t}ul ALIICTCL lll(l.y IIAVUC
Minimum Parameter, Minimum value that an integer property or
Property parameter may have
Pattern Parameter, Specifies a pattern that the value shalldhatch
Property
Permissions NavigationProperty, Access permission for the preperty.
Property
Required NavigationProperty, If true, property is required to be supported by the
Property service. The defaflbis optional. See Required
Properties
RequiredOn{Create | NavigationProperty, If true, prgperty is required on creation. See
Property Requited Properties
Unit Property The unit of measure for the value.

7.4 Property implementation requirements

The client and the implementer should understand that, regardless of the schema declaration, an implementer may
choose to not implement&property. If not implemented, a representation of the property will not be present in a

reply. This shofild notbe confused with a response that indicates that a property has been implementdd, but has no
value (i.e. propertyName = null).

There are several factors that could affect the implementation choice. Implementation requirements can be defined
in many documents. At a minimum, a developer should review, in order: 1. the Redfish specification, 2. this

document, and 3. associated profile specifications.
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7.5 Schema repository

The primary online source for the Swordfish schema shall be co-located on the DMTF schema site with the Redfish
schema: http://redfish.dmtf.org/schemas/swordfish Developers may also download the schema as part of the

Swordfish bundle from snia.org (refer to snia.org/swordfish for pointers to the bundle locations).

Implementations should refer either to the versions available on the dmtf.org site or to locally provided instances of

the schema.

7.6 Ref¢rencing other schemas

Swordfish diregtly references many Redfish schemas when functionality is already defined-and ‘can be|leveraged.
Other Redfish $chema may be added by inference or directly to implementations. Exaniples are availaple in the

Swordfish mockups.
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8 Implementation requirements

8.1 Security

This document generally adheres to the security requirements defined in the Redfish Specification. It extends the

Redfish security model in one important way:

e Swordfish implementations shall implement TLS as per the guidance in ISO/TEC 20648 and the TLS

Specificati

8.2 Ger

8.2.1 Redfiish elements

The Swordfish

service and all

Swordfish fundg
extend it, and 1

Additionally, a

requirements g

8.2.2 Stor

8.2.2.1 Overy

A Swordfish i

£ Fal Fal
PIT 10T Storage SySters.

eral constraints

service interface extends the Redfish service interfac€. As such, a Swordfish service is a|
Fequired elements of the Redfish model shall be present in a Swordfish model.

tionality shall not conflict with any previousl¥Zdefined Redfish functionality but it may
I may add additional constraints on Redfish functionality.

ny functionality desired in a Swordfish implementation that is specified in Redfish shall
s specified in the Redfish spegification.

nge Events

riew

plémentation should implement an event service. Redfish defines the Event Service frg

Redfish

hdd to or

follow the

mework,

client subscrip

10N TMOdEL, event delivery Mecnanisim, as well as standard MESSage TegiSIries. SWordtist

1 extends the

standard message registries to provide additional message registries that correspond to Swordfish-specific services

and properties.

The Redfish event service publishes a list of event types supported, and maintains a list of clients that have

subscribed. Each subscription maps clients, subscribed events, and the resources that generate them.
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8.2.2.2 Mess

age Registry Selection and Management

Swordfish constrains the existing event model to provide a more consistent handling of event notifications and the

related messages, in order to assure that client systems can easily and consistently parse and respond to system-level

events.

8.2.2.3 Required Usage

messages t

o resources for storage implementations.

The Resource Event Message Registry defines the underlying messaging model, and shall be used to map

general er

the messages defined in the Task Event Message Registry to report status.

8.2.2.4 Recommended Usage

e Standard 1
e OEM mes;

encourage

8.3 Disg

Each Swordfislh implementation supports the following well-known URLs, as defined in Redfish. Spec|

e /Redfish
implemen
e /Redfishl
informatiqg
shall retrie

The Swordfish Message Registry shall be used as a supplement for the resource event message reg

Or'S.

Jlessages should be used, wherever possible.
ages should be avoided. Suggestions for clarificatiomor’expansion of the existing regist
. (submissions should be sent to the SNIA Feedbaek Portal)

rovering Swordfish resources

| which contains onéer*more version properties for the integrated Swordfish and Redfi
fation, starting wWith vi.
/v1, which-dddresses a ServiceRoot instance, which defines the Redfish default prin
n for version 1 implementation of an integrated Redfish and Swordfish service. A GET
ve thejvalue of an instance of a ServiceRoot EntityType as defined in the ServiceRq

e /Redfish

The Redfish Base Message Registry shall be used to s ipport HTTP nnnnnr-h'nn,/nrrnrl/prnfnr-n] issues, and

ristry.

If the Swordfish service implements Redfish tasks (i.e., long-running operations), the itaplementation shall use

Fies are

ifically:

sh

bipal starting
bperation to it
ot_vixml file.

hformant

W/ odata, which addresses a ServiceContainer instance, which defines OData co

principal starting information for the same version 1 implementation of an integrated Redfish and Swordfish

service. A GET operation shall retrieve the value of an instance of a ServiceContainer EntityContainer as

defined in

the ServiceRoot_vi1.xml file.

Note: Since the serviceContainer is required to return an @odata.context value of /redfish/v1, all

other elements accessed via it will be the same elements found via the ServiceRoot.

Note: A Swordfish service is a Redfish service with extensions to support storage management. No additional

service

entry-points are necessary.
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Both the ServiceRoot and ServiceContainer contain a resource collection named Systems that lists

ComputerSystem instances. A ComputerSystem instance that supports Swordfish defined services will have a

value of “StorageServer” in an entry of its Host ingRoles property.

The serviceContainer additionally has a Service attribute that references the ServiceRoot resource.

Regardless of starting point, the property values of the serviceRoot instance enable navigation to all other

resources exposed by the Swordfish service.

[ ]
1ram i N

8.4 Clas

Each classof

service values ¢f a ClassOfService collectively represent a supported choice of service,

8.5 Stoz

For Hosted Sef
resources that

entry in the Se

e an entry in

e atleast on

For Integrated

resource. Each|

e atleast on

StorageS

ecan an
LI TIIIe Ity

Service shall include at least one line of service. The providing server shall assupe tha;

rageSystems requirements

vice Configurations, this property of the ServiceRept/references a collection of Compi
pach support Swordfish functionality. Each CompiterSystem included in the Storags

viceRoot shall have:

its HostingRoles property with the value of sStoragesServer

E entry in its StorageServices . Mémbers property.

Service Configurations, the-StorageSystems concept is realized through the storageCa
StorageController instantiated as a Swordfish StorageSystem shall have:

b entry in its StorGgeController.Links property StorageServices collection ide

ervices

8.6 Ent

t the line of

hterSystem

Systems

ntroller

htifying related

o
=7 Qatc
C | @A) W)

The Swordfish model does not currently expose any explicitly defined entity sets. OData specifies that an entity set is

defined for each NavigationProperty that is defined as a collection and that has the ContainsTarget attribute set to

true. In all other cases, Swordfish assumes that an entity set is defined globally within the implementation for each

entity type. This is effectively the same as if the entity sets were explicitly defined in the ServiceRoot entity container.

8.7 Addressing entities within a collection
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An instance (entity) of an EntityType is uniquely identified within its entity set by its key. The URI for the reference
may specify the key using one of two general strategies

1. OData recommends specifying the key value within parenthesis following the path segment that identifies the
referencing entity set. (See clause “Canonical URL” in in OData)

2. Redfish common practice is to use an alternative form that adds a path segment having the value of the key
following the path segment that identifies the referencing collection. (See clause “Alternate Key-as-Segment
Syntax” in OData.)

A Swordfish implementation shall support both strategies.

8.8 Addressing members of a ResourceCollection

Redfish specifips that subclasses of ResourceCollection shall include a Members colléction property (See clause
“Collection respurce response” in DSP0266)

Redfish allowsfa POST request to a ResourceCollection to be equivalent todhe$same POST request to the Members
property of that ResourceCollection. For a particular ResourceCollection,'if a Swordfish implementatipn supports
either form, it $hall support both.

It is common pyactice in Redfish to also eliminate the Membek$property from any request URI that navigates
through a type |hierarchy that includes a Member within a®ResourceCollection. Care should be taken when defining
and using a RegourceCollection subclass to not introduge ambiguities when an explicit reference to a Nlembers
property is dropped from a request URL.

8.9 HTTP status codes

8.9.1 Overnview

Status codes are.generally defined as part of the general HTTP protocol definition. In addition, the Reflfish

specification calls out general usage for HTTP status codes. This section provides additional usage guidance and

constraints for Swordfish implementations.

In some instances, Redfish and Swordfish expand the standard use of HTTP status codes by associating additional
system status with specific status codes. In addition, error response data may be included via standardized message

registry entries. The specific messaging requirements will be defined in the following sections.

In cases where Swordfish adds additional constraints or expands on the Redfish handling of a given issue, this
document will include both a clause reference (relative to the 1.7.0 version of the Redfish specification), and a small

wording extract for additional context. For example:

Swordfish SSM e
© ISO/IEC 2021 - All right: d
API Specification / rights reserve Page 44 0f205


https://iecnorm.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

Swordfish refines the requirements in x.y.z of the Redfish Specification: Redfish has no constraint on

external storage functionality torequire that all references to external storage functionality shall be

compliant with

the current release of Swordfish.

8.9.2 Create

If a request to create a resource can be completed successfully without additional time, the Redfish service shall

return a status code of 201, and the body of the response shall contain the JSON representation of the newly created

resource.

If the create refource request has been accepted, but no information about the resource can be returngd at this point,

the Redfish ser
header shall co
when and if th{

Swordfish refir

If a request to ¢reate a resource cannot be completed without additional ﬁn@g implementation shall:
e Populate a]: initial object. It shall contain, at a minimum, a valid ;Tequired properties (e.g., IL),
Status.State;

e Set Status.
e Return the

o IfaT4
Locati
client
compl
shall
Mana;

o If a'T{
body

vice shall return a status code of 204. The payload of the response shall be emp%(@]ﬁ i
ntain the resource URI. The client will be required to poll the appropriate res%l e to ¢

<003

es the requirements in clauses 7.5.1 and 12.2 of the Redfish Speci@i)on.

operation is complete.

State of the partially populated resource to * Cr%b)lng ;
appropriate status code, based on the gﬁ)wing guidance:

sk Service has been implemented tl% Redfish service shall return a status code of 202
on header set to the URI of the Thsk Monitor. Once the provider has returned a Task M
the Client can then que rovided task URI to track the task completion status. Uj
etion, a GET against the task monitor may return a status code of 201, and the body of {
ontain the create(éurce, provided the task monitor URI remains valid . Refer to thq

ber documen&i@d for the lifecycle of the task monitor URI.

sk Servigeyhas not been implemented, the Redfish service shall return a status code of

f th @ponse shall contain the URI of the skeletal resource created as part of acceptin

The c‘m@mﬂl be required to poll the URI provided to determine when the operation is comy

he Location
etermine both

name), and

with the
[onitor to the
bon task

the message
b Redfish Task

bo1, and the
g the request.
lete.

o Update Status.State for the object, once the create operation completes.

8.9.3 Upd

ate, Replace, Delete

If a request to modify or delete a resource can be completed without additional time, the Redfish service shall return

a status code of 200, and the body of the response shall contain the JSON representation of the modified (or deleted)

resource.

If the resource modification or deletion request has been accepted, but no information about the resource can be
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returned at this point, the Redfish service shall return a status code of 204. The payload of the response shall be
empty. The client will be required to poll the appropriate collection to determine both when and if the operation is

complete.

If a request to modify a resource cannot be completed without additional time, the implementation shall:
e Set Status.State of the partially populated resource to “Updating” or “Deleting”, as appropriate;
e Return the appropriate status code, based on the following guidance:

e If a Task Service has been implemented, the Redfish service shall return a status code of 202, with the Location
header set to the URI of the Task Monitor. Once the provider has returned a Task Monitor to the client, the
Client can fthen query the provided task URT to track the task completion status. Upon task corrRl btion, a GET

against theq task monitor may return a status code of 201, and the body of the message shall @at the created
resource, Pprovided the task monitor URI remains valid . Refer to the Redfish Task Man. ocuinentation for

the lifecycle of the task monitor URIL. @Q)%

e If a Task Service has not been implemented, the Redfish service shall return aé?ﬁs code of 200,[and the body
of the response shall contain the URI of the skeletal resource created as pe@}f accepting the reqyest. The client
will be required to poll the URI provided to determine when the oper?{i% is complete.

O

e For an update or replace request, the implementation shall update(Status.State for the resource, dnce the modify
operation fompletes. Q
A\
QO
%
. N
8.9.4 Actipns $\
N
Swordfish supports the approach to Actions in 5\@.3 of the Redfish Specification: Actions are Redffish
operations fthat do not easily map\@% RESTful interface semantics. These types|of

operations thay not directly afétt properties in the Redfish Resources.

Swordfish refirjes the requiremer@§ 7.10 of the Redfish Specification: Services shall support|the POST
method to s¢nd action@t‘ Resources.

If a Task Servide has b @1mplemented, the Redfish service shall return a status code of 202, with the|Location
header set to the f the Task Monitor. Once the provider has returned a Task Monitor to the client, the Client
can then query] rovided task URI to track the task completion status. Once the task has completed successfully, a

GET against the task monitor shall return the created object.

If a Task Service has not been implemented, the Redfish service shall return a status code of 200, and the body of the
response shall contain the URI of the skeletal resource created as part of accepting the request. The client will be
required to poll the URI provided to determine when the operation is complete. When processing ACTIONS, the
handling of HTTP status codes is slightly different than that seen when processing CREATE or MODIFY requests.
The HTTP status code is used to reflect the acceptance and formatting of the request. The outcome of any requested
processing is reflected in the body of the returned message and its associated Error response structure. For example,
a properly formatted request to execute a system reset may return an HTTP status code of 200 (OK), to reflect that

the request has been received, was validly formatted, and has been accepted for processing, while the reset of the
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system may not complete successfully. The Error response structure would contain further detail of the success of
failure of the system reset. The implementation must check both the HTTP status code and the underlying Error
response message structure to confirm the successful execution of the ACTTON.

Swordfish SSM e
© ISO/IEC 2021 - All right: d
API Specification / rights reserve Page 47 0f205


https://iecnorm.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

9 Swordfish type definitions

9.1 Overview

The following sections define the schema and type definitions that make up a Swordfish implementation. Each data
type or entity within the schema includes a description that defines its implementation requirements and their

interaction

9.2 Common properties

9.2.1 Properties defined for all Redfish schemas

The properties|summarized in Table 9 are included in every Redfish scherha,and therefore may be encountered in

any Response payload. They are documented here to avoid repetition iia the Resource Guide tables for each schema.

Table 9: Common Properties

Propertly Datatype | Attributes Notes
@odata.context | string read-only The @odata.context property is a URL to a

metadata document with a fragment
describing the data (typically rooted at the
top-level singleton or collection). Technically]
the metadata document only has to define, of
reference, any of the types that it directly
uses, and different payloads could reference
different metadata documents. However,
since the @odata.context provides a root URL
for resolving relative references (such as

@odata.id’s), we return the canonical

Metadata dOCUITeIt.

@odata.id string read-only The @odata.id property is a string that

indicates the unique identifier of a resource.

Swordfish SSM e
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Table 9: Common Properties, cont.

Property

Datatype

Attributes

Notes

@odata.type

string

read-only

The @odata.type property is a URL fragment that

indicates the type of the resource.

Description

string

read-write

The Description property is used to convey a

human-readable description of the resource.

Id

string

read-write

The Id property of a resource uniquely identifies
the resource within the Resource Collection that
contains it. The value of Id is unique within a
Resource Collection.

Name

string

read-write

The Name property is used to convey a humai-
readable moniker for a resource. The typefthe
Name property is a string. The value gf:Name is
NOT necessarily unique across resoyrce instances

within a Resource Collection,

Oem{ }

object

read-write

This is the manufacturer/provider specific

extension moniker used\to divide the Oem object
into sections. Seethe-Resource schema for detailg
on this property,

9.2.2 LinKs

The Links property represents the links associated with the resource, as defined by that resource’s sch
All associated 1eference properties defined fer aresource are nested under the Links property. All dirg
referenced (subpordinate) properties defined for a resource can be found from the root of the resource

9.2.3 Actipns

The Actions prpperty ednfains the actions supported by a resource.

9.2.4 OEM

The OEM property is used for OEM extensions.

9.2.5 RelatedItem

rma definition.

petly

The RelatedItem property is represented as a set of links. The links point to a resource, or part of a resource, as

defined by that resource’s schema definition.
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This representation is not intended to be a strong linking methodology like other references. Instead it is used to
show a relationship between elements or sub-elements in disparate parts of the service. For example, Fans may be in
one area of the system and Processors in another area of the system. It could be that the relationship between the
two is not obvious. The RelatedItem property can be used to show that one is related to the other. In this example, it

might indicate that a specific fan is cooling a specific processor.

0.2.6 Status

9.2.6.1 Overview

The status pijoperty is common to many Redfish schema. Its attributes are summarized in Table10.

Table 10: Status property attributes

Health string read- | This represents the health state of this resgatee in the
(enum) only absence of its dependent resources. See‘Health in
Property Details, below, for the possible values of this
property.

HealthRollup string read- | This represents the overall Health state from the view of
(enum) | only this resource. See HealthRollup in Property Details,
below, for the possible ‘values of this property.

Oem¢{ } object read- Oem extensiongbject.
write
State string read- This indidates the known state of the resource, such as if it

(enum) only isefabled. See State in Property Details, below, for the

possible values of this property.

9.2.6.2 Property details

Health:

This represents the h&alth state of this resource in the absence of its dependent resources. Its possible [values are
summarized in|Table 11.

Table 11: Health ENUM values, cont.

string Description
Critical A critical condition exists that requires immediate attention.
OK Normal.
Warning A condition exists that requires attention.
HealthRollup:
Swordfish SSM TR 9091 - Al vichte roacon
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This represents the overall health state from the view of this resource. Its possible values are summarized in Table

12.
Table 12: HealthRollup ENUM values
string Description
Critical A critical condition exists that requires immediate attention.
OK Normal.
Warning A condition exists that requires attention.
State:

This indicates fhe known state of the resource, such as if it is enabled. Its possible values are‘§iiinmariz

Table 13: State ENUM values, cont.

ed in Table 13.

string Description
Absent This function or resource is not present or not deteeted.
Disabled This function or resource has been disabled.
Enabled This function or resource has been enabled.
InTest This function or resource is undergping testing.
Quiesced The element is enabled but onlyprécesses a restricted set of commands.
StandbyOfflipe This function or resource is.ehabled, but awaiting an external action to
activate it.
StandbySpare This function or respurce is part of a redundancy set and is awaiting a
failover or other'external action to activate it.
Starting This function or resource is starting.
Unavailable(Qffline | This funetion or resource is present but cannot be used.
Updating The'element is updating and may be unavailable or degraded.
Swordfish SSM TEC 9091 — Al riahie racar
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9.2.7 Location

9.2.7.1 Location properties overview

The properties of a Location object are summarized in Table 14.

Table 14: Location Properties

Property Type Notes
AltitudeMeters number | read- The altitude of the resource in meters.
(m) only
trrath
Info string read- This indicates the location of the resource.
only
(null)
InfoFormat string read- This represents the format of the Info property.
only
(null)
Latitude number | read- The latitude resource)
(deg) only
(null)
Longitude number | read- The longitude resource in degrees.
(deg) only
(null)
Oem { } object read- Oem extension object. See the Resource schema
write for details on this property.
PartLocatior] { object read- Postal address of the addressed resource.
write
LocationOrdjinalValue ndmber | read- The number that represents the location of the
only part. If LocationType is slot and this unit is in slof
(null) 2 then the LocationOrdinalValue will be 2.
LocationTypg string read- The type of location of the part, such as slot, bay,
(enum) only socket and slat_See T ocationType in Property
Details, below, for the possible values of this
property.
Orientation string read- The orientation for the ordering of the slot
(enum) only enumeration used by the LocationOrdinalValue
property. See Orientation in Property Details,
below, for the possible values of this property.
Swordfish SSM TEC 9091 - Al okt racen
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Property Type Notes
Reference string (enum) read-only
ServiceLabel string read-only (null)
¥
Placement { object read-write
Rack string read-write (null)
RackOffset number read-write (null)
RackOffsetUnits string (enum) read-write
Row string read-write (null)
¥
PostalAddress { object read-write
AdditionalCgde string read-write (1iall)
Building string read-write (null)
City string readswrite (null)
Community string read-write (null)
Country string read-write (null)
District string read-write (null)
Division string read-write (null)
Floor string read-write (null)
GPSCoords string read-write (null)
HouseNumber number read-write (null)
HouseNumberSuffix string read-write (null)
Landmark string read-write (null)
LeadingStre¢tDirection string read-write (null)
Location string read-write (null)
Swordfish SSM TEC 9091 - Al okt racen
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Table 14: Location properties, cont.

Property Type Notes

Name string read-write (null)
Neighborhood string read-write (null)
POBox string read-write (null)
PlaceType string read-write (null)
PostalCode string read-write (null)
Road string read-write (null)
RoadBranch string read-write (null)
RoadPostMqdifier string read-write (null)
RoadPreModlifier string read-write (null)
RoadSection| string read-write (null)
RoadSubBrapnch string read-write (null)
Room string read-write (null)
Seat string read-writé{null)
Street string read-write (null)
StreetSuffix string read-write (null)
Territory string read-write (null)
TrailingStregtSuffix string read-write (null)
Unit string read-write (null)
b

9.2.7.2 Propgrty details

LocationTypé¢:

The type of locption of thepart, such as slot, bay, socket and slot. The enum’s potential values are sumpmrized in

Table 15.

Table 15: LocationType ENUM values
string Description
Bay Defines a bay as the type of location.
Connector Defines a connector as the type of location.
Slot Defines a slot as the type of location.
Socket Defines a socket as the type of location.
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Orientation:

The orientation for the ordering of the slot enumeration used by the LocationOrdinalValue property. The enum’s

potential values are sumamrized in Table 16.

Table 16: LocationType ENUM values

string Description
BackToFront Defines the ordering for the LocationOrdinalValue is back to front.
BottomToTop Defines the ordering for the LocationOrdinalValue is bottom to top.
FrontToBack Defines the ordering for the LocationOrdinalValue is front to back.
LeftToRight Befines-the-orderingfor-the FoeatonOrdinal Valueistefttoricht
RightToleft Defines the ordering for the LocationOrdinalValue is right to left.
TopToBottoin Defines the ordering for the LocationOrdinalValue is top to bottom.
RackOffsetUnits:

The type of Ra¢k Units in use. The enum’s potential values are sumamrized i Fable 17.

Table 17: LocationType ENUM values

string Description
EIA_ 310 Defines a rack unit as being equal to 1.75 inX{44.45 mm).
OpenU Defines a rack unit as being equal to48nm (1.89 in).
Reference:

The reference point for the part location. This\is used to give guidance as to the general location of the|part. The
enum’s potentipl values are sumamrized\in Table 18.

Table 18: LocationType ENUM values

string Description
Bottom Defittes the part as being in the bottom of the unit.
Front Defines the part as being in the front of the unit.
Left Defines the part as being in the left of the unit
Middle Defines the part as being in the middle of the unit.
Rear Defines the part as being in the rear of the unit.
Right Defines the part as being in the right of the unit.
Top Defines the part as being in the top of the unit.

9.3 Complex Types
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The Table 19 defines a number of complex types that are used frequently in Swordfish schema. Multiple references

to each complex type may be seen in later sections. For detailed definitions and properties contained in each

complex type, refer to the schema definitions as referenced in the table.

Table 19: Common complex types

;ayzfe Notes
Capacity {} This composition may be used to represent storage capacity. The sum of the values
in Data, Metadata,and Snapshot shall be equal to the total capacity for the
datastore. See the Capacity.vi_1_o0 schema for details.

CapacityInfi This compositionmay be used-torepresent the utilization of storage capaciti- See

{ the Capacity.vi_1_o0 schema for details.

IOStatistics See the IOStatistics.vi_0_ 1 schema for details on this property.

it
Table 19: Common complex types, cont.

Type [Name Notes

IOWorkload|{} This structure may be used to describe awIO Workload. See the
IOPerformanceloSCapabilities.vi_©)0 schema for details.

IOWorkload{Component{} | This structure may be used to describe a component of an 10
workload. See the IOPerfopmanceLoSCapabilities.vi_1_1 schema for
details.

Replicalnfo {} The value shall defifieé the characteristics of a replica. See the
StorageReplicalnfo.vi_1_0 schema for details.

ReplicaRequest {} See the DataProtectionLineOfService.vi_1_0 schema for details.

Schedule {} Schedule’a series of occurrences. See the Schedule.vi_1_0 schema fofr
détails.

9.4 CapacitySource 1.1.2

9.4.1 Decription

This composition may be used to represent the source and type of storage capacity. At most one of the

ProvidingDrives, ProvidingVolumes, ProvidingMemoryChunks, ProvidingMemory or ProvidingPools properties may

have a value. If any of ProvidingDrives, ProvidingVolumes, ProvidingMemory or ProvidingPools reference more

than one resource, allocation of capacity across those resources is implementation dependent.
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The properties defined for the CapacitySource 1.1.2 object are summarized in Table 20.

Table 20: CapacitySource 1.1.2 properties

Property Type Notes
@odata.etag | string The value of this property shall be a string that is defined by the
ETag HTTP header definition in RFC7232.
read-
only
Actions objeet The-AcHons-properbrshall-contain-the-available-acHonsforthis
(vi.1.2+) {} resource.
Description string This object represents the description of this resource. The resource
values shall comply with the Redfish Specification-deseribed
read- requirements.
only
(null)
Id string This property represents an identifier fdr; the resource. The
resource values shall comply with th¢ Redfish Specification-
read- described requirements.
only
required
Name string This object represents the name of this resource or array member.
The resource valiles shall comply with the Redfish Specification-
read- described regtiirements. This string value shall be of the ‘Name’
only reserved word format.
required
Oem {} object This property shall contain the OEM extensions. All values for
properties that this object contains shall conform to the Redfish
Specification-described requirements. See the Resource schema for
details on this property.
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Table 20: CapacitySource 1.1.2 properties, cont.

Property Type Notes
ProvidedCapacity { object The value shall be the amount of space that has been
provided from the ProvidingDrives, ProvidingVolumes,
ProvidingMemory or ProvidingPools.
Data { object The value shall be capacity information relating to
provisioned user data.

AllocatedBytes integer The value shall be the number of bytes currently
(By) allocated by the storage system in this data store for this

data type.
read-
write
(null)

ConspimedBytes integer The value shall be the number of logical bytes currently
(By) consumed in this data store for this data’type.
read-
only
(null)

GuarpnteedBytes integer The value shall be:the number of bytes the storage
(By) system guarantees can be allocated in this data store fo

this data type.
read-
write
(null)

ProvisionedBytes | integef The value shall be the maximum number of bytes that
(B can be allocated in this data store for this data type.
read-
write
(null)

)
IsThinProvisioned boolean | If the value is false, the capacity shall be fully allocated.
The default value shall be false.
read-
only
(null)
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Table 20: CapacitySource 1.1.2 properties, cont.

Property Type Notes
Metadata { object The value shall be capacity information relating to
provisioned system (non-user accessible) data.

AllocatedBytes integer | The value shall be the number of bytes currently
(By) allocated by the storage system in this data store for this

data type.
read-
write
(null)

ConshmedBytes integer | The value shall be the number of logical bytes currently
(By) consumed in this data store for this data type.
read-
only
(null)

GuarpanteedBytes integer | The value shall be the number.ofbytes the storage
(By) system guarantees can be allocated in this data store for

this data type.
read-
write
(null)

ProvisionedBytes | integer | The valug'shall be the maximum number of bytes that
(By) can.pe allocated in this data store for this data type.
read-
write
(mull)

¥
Snapshet { object The value shall be capacity information relating to
provisioned snapshot or backup data.
Swordfish SSM TEC 9091 - Al okt racen

API Specification

© ISO/IEC 2021 - All rights reserved

Page 59 o205


https://iecnorm.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

Table 20: CapacitySource 1.1.2 properties, cont.

Property Type Notes
AllocatedBytes integer | The value shall be the number of bytes currently
(By) allocated by the storage system in this data store for this
data type.
read-
write
(null)
ConsumedBytes integer | The value shall be the number of logical bytes currently
(By) consumed in this data store for this data type.
read-
only
(null)
GuarpnteedBytes integer | The value shall be the number of byte§ the storage
(By) system guarantees can be allocated iit'this data store for
this data type.
read-
write
(null)
ProvisionedBytes integer | The value shall'he’the maximum number of bytes that
(By) can be allagated in this data store for this data type.
read-
write
(null)
b
¥
ProvidedClassOfService object The value shall reference the provided ClassOfService
{ from the ProvidingDrives, ProvidingVolumes,
ProvidingMemoryChunks, ProvidingMemory or
ProvidingPools.
@odata.id string The value of this property shall be the unique identifier
for the resource and it shall be of the form defined in
read- the Redfish specification.
only
b
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Table 20: CapacitySource 1.1.2 properties, cont.

Property Type Notes

ProvidingDrives { object | If present, the value shall be a reference to a
contributing drive or drives. Contains a link to a
resource.

@odata.id string Link to Collection of Drive. See the Drive schema for
details.
read-
only

b

ProvidingMemory (v1.1+) { object If present, the value shall be a reference to the
contributing memory.

@odatalid string The value of this property shall be the unigyeg-identifier
for the resource and it shall be of the form defined in
read- the Redfish specification.
only

b

ProvidingMemoryChunks | object | If present, the value shdll be a reference to the

(v1.1+){ contributing mem®ory chunks.

@odatalid string The value of this’property shall be the unique identifier
for the resgurce and it shall be of the form defined in
read- the Redfish specification.
only

}

ProvidingHools { objecty' | If present, the value shall be a reference to a
contributing storage pool or storage pools. Contains a
link to a resource.

@odatalid string Link to Collection of StoragePool. See the StoragePool
schema for details.
read-
only
b
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Table 20: CapacitySource 1.1.2 properties, cont.

Property Type Notes
ProvidingVolumes | object | If present, the value shall be a reference to a contributing
{ volume or volumes. Contains a link to a resource.
@odata.id string Link to Collection of Volume. See the Volume schema for
details.
read-
only
b
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9.5 ClassOfServiceCollection

9.5.1 URIs

/redfish/v1/StorageServices/{StorageServiceld}/ClassesOfService
/redfish/v1/StorageServices/{StorageServiceld}/StoragePools/{StoragePoolld}/ClassesOfService

9.5.2 Properties

The properties|defined for the ClassOfServiceCollection object are summarized in Table 21.
Table 21: ClassOfServiceCollection properties
Property Type Notes
@odata.etdg string | The value of this property shall be string that is
defined by the ETag HTTP header definition in
read- RFC7232.
only
Description string | This object represeitts’the description of this resourcel
The resource valuies shall comply with the Redfish
read- Specificatiop-described requirements.
only
(null)
Members [[{ array The value of each member entry shall reference a
ClassOfService or LineOfService resource.
@odatalid sttimg | Link to a LineOfService resource. See the Links
section and the LineOfService schema for details.
read-
only
1
Members@odata.nextLink | string | The value of this property shall be a URI to a resourcg
wath the came @adata tme. econtaining the next sat of
MM AN ) ) S B O e AT *
read- partial members.
only
Name string | This object represents the name of this resource or
array member. The resource values shall comply with
read- the Redfish Specification-described requirements.
only This string value shall be of the ‘Name’ reserved word
format.
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Table 21: ClassOfServiceCollection properties, cont.

Property Type Notes

Oem {} object | This property shall contain the OEM extensions. All values for properties
contained in this object shall conform to the Redfish Specification-
described requirements. See the Resource schema for details on this

property.

9.6 ConsistencyGroup 1.0.1

9.6.1 Decrjiption

A collection of polumes grouped together to ensure write order consistency across all thg3€ volumes. A management
operation on aconsistency group, such as configuring replication properties, appli€s to all the volume$ within the

consistency grqup.

Ul

9.6.2 URI

/redfish/v1/StqrageServices/{StorageServiceld}/ConsistencyGroups/{ConsistencyGroupld}
/redfish/v1/StqrageServices/{StorageServiceld}/Volumes{{Volumeld}/ConsistencyGroups/{ConsistencyGroupld}
/redfish/v1/Systems/{ComputerSystemld}/Storage/{Storageld}/ConsistencyGroups/{ConsistencyGrdqupld}

9.6.3 Properties

The properties|defined for the ConsistencyGroup 1.0.1 object are summarized in Table 22.

Table 22: ConsistencyGroup 1.0.1 properties

Property Typé Notes

@odata.etdg |~ string The value of this property shall be a string that is defined by the ETag
HTTP header definition in RFC7232.

read-

only

Actions { object | The Actions property shall contain the available actions for this

resource.
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Table 22: ConsistencyGroup 1.0.1 properties, cont.

Property

Type

Notes

#ConsistencyGroup.AssignReplicaTarget {} object

This action shall be used
to establish a replication
relationship by assigning
an existing consistency
group to serve as a target
replica for an existing
source consistency

group. For more

l.lyrUI IIl(lliUIl, S€C Ll'le

Actions section beloly,

#ConsistencyGroup.CreateReplicaTarget {} object

This action shall bé used
to create a figw
consistency group
resQutce to provide
expanded data
protection through a
replica relationship with
the specified source
consistency group. For
more information, see
the Actions section

below.

b

#ConsistencyGroup.RemoveReplicaRelationship object

This action shall be used
to disable data
synchronization between
a source and target
consistency group,
remove the replication
relationship, and
optionally delete the

target consistency group.

For more information,
see the Actions section

below.
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Table 22: ConsistencyGroup 1.0.1 properties, cont.

Property Type Notes
#ConsistencyGroup.ResumeReplication {} object This action shall be
used to resume the
active data
synchronization

between a source
and target
consistency group,
without otherwise

d.chl illg L}lt!
replication
relationship. For
more information,
seg-the’Actions

Séction below.

b

#ConsistencyGroup.ReverseReplicationRelationship object

This action shall be
used to reverse the
replication
relationship
between a source
and target
consistency group.
For more
information, see thd
Actions section

below.

#ConsistencyGroup.SplitReplication {} object

This action shall be
used to split the
replication
relationship and
suspend data

synchronization

between a source
and target
consistency group.
For more
information, see the
Actions section

below.
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Table 22: ConsistencyGroup 1.0.1 properties, cont.

Property Type Notes
#ConsistencyGroup.SuspendReplication | object This action shall be used to
{ suspend active data
synchronization between a
source and target consistency
group, without otherwise
altering the replication
relationship. For more
information, see the Actions
Sectior betot:
b
ConsistengyMethod string The property shall setthe
(enum) consistency methodused by
this group. Edr the possible
read- property.palties, see
write ConsistericyMethod in Propert
(null) details.
ConsistenqgyType string The property shall set the
(enum) consistency type used by this
group. For the possible
fead- property values, see
write ConsistencyType in Property
(null) details.
Description string This object represents the
description of this resource.
read- The resource values shall
only comply with the Redfish
(null) Specification-described
requirements.
Id string This property represents an
identifier for the resource. The
Tead- TESOUTCE values shall Compiy
only with the Redfish Specification-
required | described requirements.
Swordfish SSM TEC 9091 - Al okt racen

API Specification

© ISO/IEC 2021 - All rights reserved

Page 67 0f205


https://iecnorm.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

Table 22: ConsistencyGroup 1.0.1 properties, cont.

Property Type Notes
IsConsistent | boolean The value of this property shall be set to true when the consistency
group is in a consistent state.
read-
only
(null)
Links { object This property shall contain links to other resources that are related
to this resource.
Oem {} object This property shall contain the OEM extensions. All values for
properties contained in this object shall conform to the Redfish
Specification-described requirements. See the Resource schefua'for
details on this property.
}
Name string This object represents the name of this resourc€orarray member.
The resource values shall comply with the Redfish Specification-
read- described requirements. This string valuéshall be of the ‘Name’
only reserved word format.
required
Oem {} object This property shall contain the\OEM extensions. All values for
properties that this objeepcontains shall conform to the Redfish
Specification-described-requirements. See the Resource schema for
details on this property.
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Table 22: ConsistencyGroup 1.0.1 properties, cont.

Property Type Notes
Replicalnfo { object | This property shall describe the replication relationship between
this storage group and a corresponding source storage group. See
the StorageReplicalnfo schema for details on this property.
@odata.id string Link to a Replicalnfo resource. See the Links section and the
StorageReplicalnfo schema for details.
read-
only
b
ReplicaTargets | array The value shall reference the target replicas that are sourced by-thi
[{ replica.
@odatalid string The value of this property shall be the unique identifier{for'the
resource and it shall be of the form defined in the Redfish
read- specification.
only
1
Status {} object | The property shall contain the statis of the ConsistencyGroup. See
the Resource schema for detailS11 this property.
Volumes | ; array An array of references to velames managed by this storage group.
@odatalid string Link to a Volume resotixce. See the Links section and the Volume
schema for details:
read-
only
1]
9.6.4 Actipns
9.6.4.1 AssignReplicaTarget

This action shall be used to establish a replication relationship by assigning an existing consistency group to serve as

a target replica for an existing source consistency group.

URls:

/redfish/v1/StorageServices/{StorageServiceld}/ConsistencyGroups/{ConsistencyGroupld}/Actions/ConsistencyGr
oup.AssignReplicaTarget
/redfish/v1/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/ConsistencyGroups/{ConsistencyGroupld}/
Actions/ConsistencyGroup.AssignReplicaTarget
/redfish/v1/Systems/{ComputerSystemlId}/Storage/{Storageld}/ConsistencyGroups/{ConsistencyGroupld}/Actions
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/ConsistencyGroup.AssignReplicaTarget

Parameters

The parameters for the action (which can be included in the POST body to the URI shown in the ‘target’ property of

the action) are

summarized in Table 23.

Table 23: #ConsistencyGroup.AssignReplicaTarget action parameters

Parameter Type Notes
ReplicaType string This parameter shall contain the type of replica
(enum) relationship to be created. For the possible

property values, see ReplicaType in Property

required | details.

Replical/pdateMode string This parameter shall specify the replica update
(enum) mode. For the possible property valués; See
ReplicaUpdateMode in Property.détails.
required
TargetCpnsistencyGroup | string This parameter shall contain' the Uri to the
existing consistency gioup.
required
9.6.4.2 CreateReplicaTarget

This action shal be used to create a new consistency group resource to provide expanded data protect

replica relation
URIs:

/redfish/v1/Stq
oup.CreateRep)|
/redfish/v1/Stq
Actions/Consig
/redfish/v1/Sy
/ConsistencyGi

ship with the specified source consistency group.

rageServices/{StorageServiceld}/ConsistencyGroups/{ConsistencyGroupld}/Actions/
licaTarget

rageServices/{StorageServiceld}/Volumes/{Volumeld}/ConsistencyGroups/{Consistef
tencyGroupCreateReplicaTarget
stems,/ {CarhputerSystemld}/Storage/{Storageld}/ConsistencyGroups/{ConsistencyGrd
ouplCreateReplicaTarget

jon through a

ConsistencyGr

hcyGroupld}/

upld}/Actions

Parameters

The parameters for the action (which can be included in the POST body to the URI shown in the ‘target’ property of

the action) are

summarized in Table 24.
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Table 24: ConsistencyGroup.CreateReplicaTarget action parameters, cont.

Parameter Type Notes
ConsistencyGroupName | string This parameter shall contain the Name for the
target consistency group.
required
ReplicaType string This parameter shall contain the type of replica
(enum) relationship to be created. For the possible
property values, see ReplicaType in Property
required | details.
ReplicaUpdateMode string This parameter shall specify the replica update
(enum) mode. For the possible property values, see
ReplicaUpdateMode in Property details.
required
TargetStoragePool string This parameter shall contain the Uri-to’the existing
StoragePool in which to create thetarget
required consistency group.

9.6.4.3 RemgpveReplicaRelationship

This action shall be used to disable data synchronization betweetia source and target consistency group, remove the

replication relqtionship, and optionally delete the target consistency group.

URlIs:

/redfish/v1/StqrageServices/{StorageServiceld}{ConsistencyGroups/{ConsistencyGroupld}/Actions/{onsistencyGr

oup.RemoveRgplicaRelationship

/redfish/v1/StqrageServices/{StorageServiceld}/Volumes/{Volumeld}/ConsistencyGroups/{ConsisteficyGroupld}/

Actions/ConsistencyGroup.RemoveReplicaRelationship

/redfish/v1/Sygtems/{ComputerSystemld}/Storage/{Storageld}/ConsistencyGroups/{ConsistencyGrdupld}/Actions

/ConsistencyGroup.RemoveReplicaRelationship

Parameters

The parameterg f0tthe action (which can be included in the POST body to the URI shown in the ‘targdt’ property of

the action) are summarized in Table 25.

Swordfish SSM
API Specification

© ISO/IEC 2021 - All rights reserved Page 71 0of205


https://iecnorm.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

Table 25: #ConsistencyGroup.RemoveReplicaRelationship action parameters

Parameter Type Notes

DeleteTargetConsistencyGroup | boolean This parameter shall indicate whether or
not to delete the target consistency group
optional as part of the operation. If not specified,

the system should use its default behavior.

TargetConsistencyGroup string This parameter shall contain the Uri to the
existing target consistency group.

required

9.6.4.4 ResuImeReplication

This action shal be used to resume the active data synchronization between a source and target consistency group,
without otherwise altering the replication relationship.

URls:

/redfish/v1/StqrageServices/{StorageSeruviceld}/ConsistencyGroups/{ConsistencyGroupld}/Actions/ConsistencyGr
oup.ResumeRgplication
/redfish/v1/StqrageServices/{StorageServiceld}/Volumes/{Volumeld})ConsistencyGroups/{ConsisteficyGroupld}/
Actions/ConsistencyGroup.ResumeReplication
/redfish/v1/Sy$tems/{ComputerSystemld}/Storage/{Storageld}/ConsistencyGroups/{ConsistencyGrdupld}/Actions

/ConsistencyGroup.ResumeReplication
Parameters

The parameterp for the action (which can bedficluded in the POST body to the URI shown in the ‘targgt’ property of

the action) are [summarized in Table 26.

Table 26: #ConsistencyGroup.ResumeReplication action parameters

Parameter Type Notes

TargetCpnsisten€yGroup string This parameter shall contain the Uri to the

existing target consistency group.

required

9.6.4.5 ReverseReplicationRelationship

This action shall be used to reverse the replication relationship between a source and target consistency group.
URIs:

/redfish/v1/StorageServices/{StorageServiceld}/ConsistencyGroups/{ConsistencyGroupld}/Actions/ConsistencyGr
oup.ReverseReplicationRelationship
/redfish/v1/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/ConsistencyGroups/{ConsistencyGroupld}/
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Actions/ConsistencyGroup.ReverseReplicationRelationship
/redfish/v1/Systems/{ComputerSystemlId}/Storage/{Storageld}/ConsistencyGroups/{ConsistencyGroupld}/Actions
/ConsistencyGroup.ReverseReplicationRelationship

Parameters

The parameters for the action (which can be included in the POST body to the URI shown in the ‘target’ property of
the action) are summarized in Table 27.

Table 27: ConsistencyGroup.ReverseReplicationRelationship action parameters

Parameter Type Notes

TargetConsistencyGroup string This parameter shall contain the Urj to the
existing target consistency group.

required

9.6.4.6 SplitReplication

This action shaIll be used to split the replication relationship and suspend data synchronization betwegn a source and

target consistemcy group.

URlIs:

/redfish/v1/StqrageServices/{StorageServiceld}/ConsistencyGraups/{ConsistencyGroupld}/Actions/{onsistencyGr
oup.SplitRepli¢ation
/redfish/v1/StqrageServices/{StorageServiceld}/Volumes/{Volumeld}/ConsistencyGroups/{ConsisteficyGroupld}/
Actions/ConsigtencyGroup.SplitReplication
/redfish/v1/Sygtems/{ComputerSystemld}/Stoxage/{Storageld}/ConsistencyGroups/{ConsistencyGrdupld}/Actions
/ConsistencyGroup.SplitReplication

Parameters

The parameterf for the action (@Whith can be included in the POST body to the URI shown in the ‘targdt’ property of
the action) are summarizedsin Table 28.

Table 28: #ConsistencyGroup.SplitReplication action parameters

Parameter Type Notes
TargetConsistencyGroup | string This parameter shall contain the Uri to the
existing target consistency group.
required
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9.6.4.7 SuspendReplication

This action shall be used to suspend active data synchronization between a source and target consistency group,
without otherwise altering the replication relationship.

URIs:

/redfish/v1/StorageServices/{StorageServiceld}/ConsistencyGroups/{ConsistencyGroupld}/Actions/ConsistencyGr
oup.SuspendReplication
/redfish/v1/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/ConsistencyGroups/{ConsistencyGroupld}/
Actions/ConsistencyGroup.SuspendReplication

/redfish/v1/Systems/{ComputerSystemId}/Starage /{Storageld}/ConsistencyGroups/{ConsistencyGrqupld}/Actions

/ConsistencyGroup.SuspendReplication
Parameters

The parameterf for the action (which can be included in the POST body to the URI showai in the ‘targdt’ property of

the action) are [summarized in Table 29.

Table 29: #ConsistencyGroup.SuspendReplication action parameters

Pdarameter Type Notes

TargetCpnsistencyGroup | string This parameter‘shall contain the Uri to the
existing target consistency group.
required

9.6.5 Property details

9.6.5.1 Cons]stencyMethod

The property shall set the consistency method used by this group.
The values defined for the"ConsistencyMethod ENUM are summarized in Table 30.

Table 30: ConsistencyMethod ENUM values

string Description
HotStandby | Supports consistency method commonly orchestrated using application-specific
code.
Other Supports consistency method orchestrated using vendor-specific code.
VASA Supports VMware consistency requirements, such as for VASA and VVOLs.
VDI Supports Microsoft virtual backup device interface (VDI).
VSS Supports Microsoft VSS.
9.6.5.2 ConsistencyType
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The property shall set the consistency type used by this group.

The values defined for the ConsistencyType ENUM are summarized in Table 31.

Table 31: ConsistencyType ENUM values

string

Description

ApplicationConsistent | Orchestration exists to either flush or halt pending IO to ensure

operations occur in a transactionally consistent manner.

CrashConsistent

Requested operations are either triggered or instituted without regard to

pending IO.

9.6.5.3 RelecaType

This parametey shall contain the type of replica relationship to be created.

The values defined for the ReplicaType ENUM are summarized in Table 32.

Table 32: ReplicaType ENUM values

string Description

Clone This enumeration literal shall indicate that replication shall create a point in
time, full copy the source.

Mirror This enumeration literal shall indicate*thét replication shall create and
maintain a copy of the source.

Snapshot This enumeration literal shallindicate that replication shall create a point in
time, virtual copy of the sotirce.

TokenizedClpne | This enumeration litgxal shall indicate that replication shall create a token
based clone.

9.6.5.4 ReplicaUpdateMode

This parametey shall spécify the replica update mode.

The values def1ned for the ReplicaUpdateMode ENUM are summarized in Table 33.
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Table 33: ReplicaUpdateMode ENUM values

string Description
Active This enumeration literal shall indicate Active-Active (i.e. bidirectional)
synchronous updates.
Adaptive This enumeration literal shall indicate that an implementation may switch
between synchronous and asynchronous modes.
Asynchronous | This enumeration literal shall indicate Asynchronous updates.
Synchronous This enumeration literal shall indicate Synchronous updates.

9.7 CongsistencyGroupCollection

9.7.1 URIS

/redfish/v1/StgrageServices/{StorageServiceld}/ConsistencyGroups
/redfish/v1/StqrageServices/{StorageServiceld}/Volumes/{Volumeld}/GonsistencyGroups
/redfish/v1/Systems/{ComputerSystemlId}/Storage/{Storageld}/CansistencyGroups

9.7.2 Properties

The properties|defined for the ConsistencyGroupColection object are summarized in Table 34.
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Table 34: ConsistencyGroupCollection properties, cont.

Property Type Notes

@odata.etag string The value of this property shall be a string that is

defined by the ETag HTTP header definition in
read- RFCy232.
only

Description string This object represents the description of this resource.
The resource values shall comply with the Redfish

read- Specification-described requirements.
only
(null)

Members [[{ array The value of each member entry shall referengé\a

ConsistencyGroup resource.
@odatalid string Link to a ConsistencyGroup resource. See-the Links
section and the ConsistencyGroup/sehema for details
read-
only

+]

Members@odata.nextLink | string The value of this ppoperty shall be a URI to a
resource, with the same @odata.type, containing the

read- next set of partial members.
only

Name string This‘object represents the name of this resource or
array member. The resource values shall comply with

read- the Redfish Specification-described requirements.
only This string value shall be of the ‘Name’ reserved word
format.

Oem {} object | This property shall contain the OEM extensions. All
values for properties contained in this object shall
conform to the Redfish Specification-described
requirements. See the Resource schema for details on
this property.
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9.8 DataProtectionLoSCapabilities 1.1.3

9.8.1 Decription

The capabilities to protect data from loss by the use of a replica. The requirements shall be met collectively by the

communication path and the replica. There should be one instance associated to a class of service for each replica.

Each replica independently should have a class of service that describes its characteristics.

2

9.8.2 URI

/redfish/v1/StgrageServices/{StorageServiceld}/DataProtectionLoSCapabilities

9.8.3 Properties

The properties|defined for the DataProtectionLoSCapabilities 1.1.3 object are’simmarized in Table 35,

Table 35: DataProtectionLoSCapabilities 1.1.3%properties

Property Type Notes
@odata.etdg | string The value of this property Shall be a string that is defined by the
ETag HTTP header definition in RFCy232.
read-
only
Actions object The Actions property shall contain the available actions for this
(vr.1+) {} resOuree)
Description string This ebject represents the description of this resource. The resourc¢
values shall comply with the Redfish Specification-described
read- requirements.
only
aurll)
Id string This property represents an identifier for the resource. The
resource values shall comply with the Redfish Specification-
read- described requirements.
only
required
Identifier {} object The value shall be unique within the managed ecosystem. See the
vi_9 1.v1_g_1schema for details on this property.
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Table 35: DataProtectionLoSCapabilities 1.1.3 properties, cont

Property Type Notes
Links { object The value of this property shall
contains links to other resources
that are not contained in this
resource.

Oem {} object This property shall contain the
OEM extensions. All values for
properties contained in this
object shall conform to the
Redfish Specification-describe
requirements. See the Resouwce
schema for details on ¢his
property.

SupportedReplicaOptions [ { array The collection(shall contain
known and\supported replica
Classes-of Service.

@odgjta.id string Thé€walue of this property shall
Pe the unique identifier for the
read- resource and it shall be of the
only form defined in the Redfish
specification.

]

SupportedReplicaOptions@odata.count integer The value of this property shall
be an integer representing the

read- number of items in a collection.
only
b
Name string This object represents the namq
of this resource or array
read- member. The resource values
only shall comply with the Redfish
required | Specification-described
requirements. This string value
shall be of the ‘Name’ reserved
word format.
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Table 35: DataProtectionLoSCapabilities 1.1.3 properties, cont

Property Type Notes

Oem {} object This property shall contain the OEM
extensions. All values for properties that
this object contains shall conform to the
Redfish Specification-described
requirements. See the Resource schema
for details on this property.

SupportedLinesOfService [ { array The collection shall contain known and
supported DataProtectionLinesOfService.
@odataJid string The value of this property shallNo¢ the
unique identifier for the regourceland it
read- shall be of the form defirted in the
only Redfish specification:
11
SupportedMinLifetimes [ ] array The value (©fjeach entry shall be ap ISO
(string, 8601 duration that specifies the minimum
null) lifetiwie required for the replica.
read-
write
SupportedRecoveryGeographicObjectives | array The value of each entry shall spedify a
[] (string supported failure domain. The

(enum)) enumeration literals of this enumeration

shall represent a geographic scopg in

read- which all components within that|scope
write have similar vulnerabilities. For the
(null) possible property values, see

SupportedRecoveryGeographicObjectives
in Property details.
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Table 35: DataProtectionLoSCapabilities 1.1.3 properties, cont.

Property Type Notes
SupportedRecoveryPointObjectiveTimes | array The value of each entry shall
[] (string, specify a supported ISO 8601 time
null) interval defining the maximum
source information that may be lost
read- on failure. In the case that
write IsIsolated = false, failure of the
domain is not a consideration.
SupportedRecoverylimeObjectives [ | array The value of each entry shall
(string specify an enumerated value that
(enum)) indicates a supported expectation
for the time required to actess an
read- alternate replica. In the ease that
write IsIsolated = falsesfailure of the
(null) domain is not:a‘eénsideration. The
enumeratiopditerals shall
represeént the relative time
redquired to make a replica
available as a source. For the
possible property values, see
SupportedRecoveryTimeObjectives
in Property details.
SupportedReplicaTypes [ ] array The value of each entry shall
(string specify a supported replica type.
(enum)) The enumeration literals may be
used to specify the intended
read- outcome of the replication. For thg
write possible property values, see
(null) SupportedReplicaTypes in
Property details.
SupportsIgolated boolean A value of true shall indicate that
allocating a replica in a separate
read- fault domain is supported. The
write default value for this property is
(null) false.
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9.8.4 Property details

9.8.4.1 SupportedRecoveryGeographicObjectives

The value of each entry shall specify a supported failure domain. The enumeration literals of this enumeration shall

represent a geographic scope in which all components within that scope have similar vulnerabilities.
The values defined for the SupportedRecoveryGeographicObjectives ENUM are summarized in Table 36.

Table 36: SupportedRecoveryGeographicObjectives ENUM values

string Description

Datacenter A facility that provides communication, power, or cooling infrastructure to a co-

located set of servers, networking and storage.

Rack A container within a datacenter that provides communication, power, or(epoling to &

set of components.

RackGroup || A set of racks that may share common communication, power, d&cooling.

Region A set of resources that are required to be either geographieally’or politically isolated

from resources not in the resources.

Row A set of adjacent racks or rackgroups that may shar€‘common communication,

power, or cooling.

Server Components of a CPU/memory complex that'share the same infrastructure.

9.8.4.2 SupportedRecoveryTimeObjectives

The value of egch entry shall specify an enumerated value that indicates a supported expectation for the time
required to access an alternate replica. Ifi the case that IsIsolated = false, failure of the domain is not ajconsideration.

The enumeratipn literals shall represent the relative time required to make a replica available as a soufrce.

The values defined for the SuppoitedRecoveryTimeObjectives ENUM are summarized in Table 37.
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Table 37: SupportedRecoveryTimeObjectives ENUM values

string Description
Nearline Access to a replica shall be consistent with switching access to a different path

through a different front-end interconnection infrastructure. Some inconsistency

may occur. A restore step may be required before recovery can commence.

Offline Access to a replica may take a significant amount of time. No direct connection to
the replica is assumed. Some inconsistency loss may occur. A restore step is likely

to be required.

OnlineActive Access to synchronous replicas shall be instantaneous.

OnlinePassive Access to a svnchronous replica shall be consistent with switching accessto a

different path the same front-end interconnect. A restore step shall not be

required.

9.8.4.3 SupportedReplicaTypes

The value of eqch entry shall specify a supported replica type. The enumeration literals may be used t¢ specify the

intended outcome of the replication.
The values defined for the SupportedReplicaTypes ENUM are sumndayized in Table 38.

Table 38: SupportedReplicaTypes ENYM values, cont.

string Deséription
Clone This enumeration literal shall isiglicate that replication shall create a point in

time, full copy the source.

Mirror This enumeration litegal shall indicate that replication shall create and

maintain a copy of the source.

Snapshot This enumeration literal shall indicate that replication shall create a point in

time, virtdal copy of the source.

TokenizedClpne Thisehumeration literal shall indicate that replication shall create a token

based clone.

9.9 DataSecurityLoSCapabilities 1.1.3

9.9.1 Decription

This resource may be used to describe data security capabilities.

0.9.2 URIs
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/redfish/v1/StorageServices/{StorageServiceld}/DataSecurityLoSCapabilities

9.9.3 Properties

The properties defined for the DataSecurityLoSCapabilities 1.1.3 object are summarized in Table 39.

Table 39: DataSecurityLoSCapabilities 1.1.3 properties

Property Type Notes
@odata.etag | string The value of this property shall be a string that is defined by the
ETag HTTP header definition in RFC7232.
read-
only
Actions object The Actions property shall contain the available actions fof-this
(v1.1+) {3 resource.
Description string This object represents the description of this resource. The resourcy
values shall comply with the Redfish Specifiation-described
read- requirements.
only
(null)
Id string This property represents an identifier for the resource. The
resource values shall comply with the Redfish Specification-
read- described requirements:
only
required
Identifier {} object The valueidentifies this resource. The value shall be unique within
the maraged ecosystem. See the v1_9 1.v1_9 1 schema for details
Qu this property.
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Table 39: DataSecurityLoSCapabilities 1.1.3 properties, cont.

Property Type Notes
Name string This object represents the name of this
resource or array member. The
read- resource values shall comply with the
only Redfish Specification-described
required | requirements. This string value shall be
of the ‘Name’ reserved word format.
Oem {} object This property shall contain the OEM
extensions. All values for properties
that this object contains shall conform
to the Redfish Specification-described
requirements. See the Resource.schemp
for details on this property»
SupportedAntivirusEngineProviders | array The entry values shall specify
[] (string, supported AntiVirus'providers.
null)
read-
write
SupportedAntivirusScanPolicies [ ] array ‘Phe enumeration literal shall specify
(string supported policies that trigger an
(enn)) AntiVirus scan. The enumberation
literals shall specify types of antivirus
read- scan triggers. For the possible property
write values, see
(null) SupportedAntivirusScanPolicies in

Property details.
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Table 39: DataSecurityLoSCapabilities 1.1.3 properties, cont.
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Property Type Notes
SupportedChannelEncryptionStrengths array The enumeration literal shall specify supported
[] (string key sizes in a symmetric encryption algorithm

(enum)) (AES) for transport channel encryption. The
enumeration literals shall specify Key sizes in a
read- symmetric encryption algorithm, (see NIST SP
write 800-57 part 1
(null) (http: /csrc.nist.gov/publications/nistpubs/800-
57/sp800-57_part1_rev3_general.pdf). For the
POSSTbte property vatues,; See
SupportedChannel EncryptionStrengths in
Property details.
SupportedDataSanitizationPolicies [ ] array The enumeration literal\shall specifly supported
(string data sanitization policies. The enunpberation
(enum)) literals shall spe¢ify types of data sjlnitization
policies. Forthe possible property talues, see
read- SupportedDataSanitizationPolicied in Property
write detéyls.
(null)
SupportedHostAuthenticationTypes [ ] array The enumeration literal shall specifly supported
(string authentication types for hosts (servers) or
(ehum)) initiator endpoints. The enumeratign literals
shall specify authentication algorithms. For the
read- possible property values, see
write SupportedHostAuthenticationTypep in
(null) Property details.
SupportedLinesOfService |4 array The collection shall contain supporfed
DataSecurity service options.
@odatalid string The value of this property shall be the unique
identifier for the resource and it shall be of the
read- form defined in the Redfish specifi¢ation.
orly
1
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Table 39: DataSecurityLoSCapabilities 1.1.3 properties, cont.

Property Type Notes
SupportedMediaEncryptionStrengths array The enumeration literal shall specify supported
[] (string key sizes in a symmetric encryption algorithm

(enum)) (AES) for media encryption.
read-
write
(null)
The enumeration literals shall specify Key sizes
in a symmetric encryption algorithm, [see NIST
SP 800-57 part 1
(http:/csre.nist.gov/publications/nistpubs/800-
57/sp800-57_part1_rey3xgeneral.pdf). For the
possible property values, see
SupportedMediakneiryptionStrengthq in
Property details:
SupportedSecureChannelProtocols [ ] array The enurperation literal shall specify qupported
(string protecéls that provide encrypted
(enum)) comimunication. The enumeration literals shall
specify types of Secure channel protogols. For
read- the possible property values, see
write SupportedSecureChannelProtocols in|Property
(null) details.
SupportedUserAuthenticationTypes |, array The enumeration literal shall specify Jupported
1 (string authentication types for users (or programs).
(enum)) The enumeration literals shall specify
authentication algorithms. For the pogsible
read- property values, see
write SupportedUserAuthenticationTypes if
(null) Property details.
9.9.4 Property details

9.9.4.1 SupportedAntivirusScanPolicies

The enumeration literal shall specify supported policies that trigger an AntiVirus scan. The enumberation literals

shall specify types of antivirus scan triggers.

The values defined for the SupportedAntivirusScanPolicies ENUM are summarized in Table 40.
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Table 40: SupportedAntivirusScanPolicies ENUM values

string Description
None This enumeration literal specifies No trigger.
OnFirstRead This enumeration literal specifies to trigger on first read.
OnPatternUpdate This enumeration literal specifies to trigger on antivirus pattern file update.
OnRename This enumeration literal specifies to trigger on object rename.
OnUpdate This enumeration literal specifies to trigger on object update.

9.9.4.2 SupportedChannelEncryptionStrengths

The enumeratipn literal shall specify supported key sizes in a symmetric encryption algorithm (AES) fpr transport
channel encryyjtion. The enumeration literals shall specify Key sizes in a symmetric.éngryption algorithm, (see NIST
SP 800-57 part 1 (http:/csre.nist.gov/publications/nistpubs/800-57/sp800-57 _parti_rev3_general.pdlf).

The values defined for the SupportedChannel EncryptionStrengths ENUM¢are summarized in Table 41.

Table 41: SupportedChannelEncryptionStrengtisyENUM values

string Description
Bits_o This enumeration literal specifies thatthere is no key.
Bits_112 This enumeration literal specifies\a 3DES 112 bit key.
Bits_128 This enumeration literal specifies an AES 128 bit key.
Bits_192 This enumeration literal specifies an AES 192 bit key.
Bits_256 This enumerationditeral specifies an AES 256 bit key.

9.9.4.3 SupportedDataSanitizationPolicies

The enumeratipn literakskfall specify supported data sanitization policies. The enumberation literals shall specify
types of data sgnitization policies.
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Table 42: SupportedDataSanitizationPolicies ENUM values

Description

Clear

This enumeration literal specifies to sanitize data in all user-addressable
storage locations for protection against simple non-invasive data recovery
techniques.

CryptographicErase | This enumeration literal specifies to leverages the encryption of target data

by enabling sanitization of the target data’s encryption key. This leaves only
the ciphertext remaining on the media, effectively sanitizing the data by
preventing read-access. For more information, see NIST800-88 and
ISO/IEC 27040.

None

This enumeration literal specifies no sanitization.

9.9.4.4 SupportedHostAuthenticationTypes

The enumeratipn literal shall specify supported authentication types for hosts (ser¥ers) or initiator en
enumeration liferals shall specify authentication algorithms.

The values defined for the SupportedHostAuthenticationTypes ENUM are\summarized in Table 43.

Table 43: SupportedHostAuthenticationTypes ENYM values, cont.

string

Description

None

This enumeration literal specifies No authentication.

Password

This enumeration literal specifies Password/shared-secret: Absent an distributed

authentication infrastructure, thisds'what is typically done.

PKI

This enumeration literal spegifiés a Public Key Infrastructure. Customers with the

highest assurance requireéments roll PKI out to hosts and users (it is more common foy

hosts than users. User'PKI-based authentication has significant operational
complications andadministrative overheads, e.g., smart cards may be involved.

Ticket

This enumeration literal specifies Ticket-based (e.g., Kerberos): This is the most
common‘efass of authentication infrastructure used in enterprises. Kerberos is the
best known example, and Windows usage of that via Active Directory is so widely
deployed as to be a de facto standard. In other areas (e.g., academia) there are

Tomparabie ticket-based SySters.

9.9.4.5 SupportedMediaEncryptionStrengths

points. The

The enumeration literal shall specify supported key sizes in a symmetric encryption algorithm (AES) for media

encryption. The enumeration literals shall specify Key sizes in a symmetric encryption algorithm, (see NIST SP 800-

57 part 1 (http: /csrc.nist.gov/publications/nistpubs/800-57/sp800-57_part1_rev3_general.pdf).

The values defined for the SupportedMediaEncryptionStrengths ENUM are summarized in Table 44.
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Table 44: SupportedMediaEncryptionStrengths ENUM values

string Description
Bits_o This enumeration literal specifies that there is no key.
Bits_112 This enumeration literal specifies a 3DES 112 bit key.
Bits_128 This enumeration literal specifies an AES 128 bit key.
Bits_192 This enumeration literal specifies an AES 192 bit key.
Bits_256 This enumeration literal specifies an AES 256 bit key.

9.9.4.6 SupportedSecureChannelProtocols

The enumeratipn literal shall specify supported protocols that provide encrypted communicatiofiyPhe enumeration
literals shall specify types of Secure channel protocols.

The values defined for the SupportedSecureChannelProtocols ENUM are summarized imTable 45.

Table 45: SupportedSecureChannelProtocols ENUM values,-¢orit.

string Description

IPsec This enumeration literal specifies Internet Protocel Sécurity (IPsec), as defined
by IETF RFC 2401

None This enumeration literal specifies no encryption.

RPCSEC_GSS | This enumeration literal specifies RPC@dccess to the Generic Security Services
Application Programming Interface (GSS-API), as defined by IETF RPC 2203.

TLS This enumeration literal specifies Transport Layer Security (TLS), as defined by
ISO/IEC 20648

9.9.4.7 SupportedUserAuthenticationTypes

The enumeratipn literal shallspecify supported authentication types for users (or programs). The enu

literals shall specify autheitication algorithms.

The values defined forthe SupportedUserAuthenticationTypes ENUM are summarized in Table 46.

meration
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Table 46: SupportedUserAuthenticationTypes ENUM values

string

Description

None

This enumeration literal specifies No authentication.

Password

This enumeration literal specifies Password/shared-secret: Absent an distributed
authentication infrastructure, this is what is typically done.

PKI

This enumeration literal specifies a Public Key Infrastructure. Customers with the
highest assurance requirements roll PKI out to hosts and users (it is more common for
hosts than users. User PKI-based authentication has significant operational

complications and administrative overheads, e.g., smart cards may be involved.

Ticket

This enumeration literal specifies Ticket-based (e.g.. Kerberos): This is the most

common class of authentication infrastructure used in enterprises. Kerberos is the
best known example, and Windows usage of that via Active Directory is so widely
deployed as to be a de facto standard. In other areas (e.g., academia) there;are

comparable ticket-based systems.

0.10 Da

0.10.1 Dec

taStorageL.oSCapabilities 1.2

ription

Each instance ¢f DataStorageL.oSCapabilities describeseapabilities of the system to support various dgta storage

service options

9.10.2 UR

/redfish/v1/Stq

0.10.3 Pro

[s

rageServices/{StorageServiceld}/DataStoragel.oSCapabilities

perties

The properties

defined tor the DataStoragelLoSCapabilities 1.2.1 object are summarized 1n Lable 47.
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Table 47: DataStoragel.oSCapabilities 1.2.1 properties

Property Type Notes
@odata.etag string The value of this property
shall be a string that is defined
read- by the ETag HTTP header
only definition in RFC7232.
Actions (v1.1+) {} object The Actions property shall
contain the available actions
for this resource.
Description string This object represents the
description of this resource!
read- The resource values shall
only comply with the Redfish
(null) Specification-deseribed
requirements.
Id string This property represents an
identifier for the resource. Th¢
read- résource values shall comply
only with the Redfish Specificationt
required> | described requirements.
Identifier {} objeet The value shall be unique
within the managed
ecosystem. See the
v1_9 1.vi_ 9 1schema for
details on this property.
MaximumRecoverableCapacitySourceCount | integer The maximum number of
(v1.2+) capacity source resources that
read- can be supported for the
write purpose of recovery when in
(null) the event that an equivalent
capacity source resource fails.
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Table 47: DataStorageLoSCapabilities 1.2.1 properties

Property Type Notes
Name string This object represents the name of this
resource or array member. The resource
read- values shall comply with the Redfish
only Specification-described requirements. This

required | string value shall be of the ‘Name’ reserved

word format.

Oem {} object This property shall contain the OEM
extensions. All values for properties that this
object contains shall conform to the Redfish
Specification-described requirements. Seelthg

Resource schema for details on thisgroperty.

SupportedAccessCapabilities [ array Each entry specifies a storage aceess
] (string capability. StorageAccessCapability
(enum)) enumeration literals may b& used to describe

abilities to read or wiite storage. For the

read- possible property-palues, see
write SupportedAec¢éssCapabilities in Property
(null) details.
SupportedLinesOfService [ { array The celtection shall contain known and
supported DataStorageLinesOfService.
@odatalid string The value of this property shall be the unique
identifier for the resource and it shall be of
read- the form defined in the Redfish specification.
only
11
SupportedProvisioningPolieies array This collection specifies supported storage
[] (string allocation policies. The enumeration literals

(enum)) may be used to specify space provisioning

policy. For the possible property values, see

read- SupportedProvisioningPolicies in Property
write details.
(null)
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Table 47: DataStorageLoSCapabilities 1.2.1 properties, cont.

Property Type Notes
SupportedRecoveryTimeObjectives array This collection specifies supported
[ (string expectations for time to access the
(enum)) primary store after recovery. The
enumeration literals shall represent the
read- relative time required to make a replica
write available as a source. For the possible
(null) property values, see
SupportedRecoveryTimeObjectives in
Property detaits:
SupportsSpaceEfficiency boolean The value specifies whether storage
compression or deduplication ig
read- supported. The default valuefer this
write property is false.
(null)

9.10.4 Prgperty details

9.10.4.1 SupportedAccessCapabilities

Each entry spefifies a storage access capability. StorageAccessCapability enumeration literals may be 1

describe abilitigs to read or write storage.

The values defined for the SupportedAccessCapabilities ENUM are summarized in Table 48.

Table 48: SupportedAccessCapabilities ENUM values

1sed to

string Description

Append This enumération literal shall indicate that the storage may be written only to
appends

Execute ThisValue shall indicate that Execute access is allowed by the file share.

Read This enumeration literal shall indicate that the storage may be read.

Streaming This enumeration literal shall indicate that the storage may be read sequentially.

Write This enumeration literal shall indicate that the storage may be written multiple
times.

WriteOnce | This enumeration literal shall indicate that the storage may be written only once.
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9.10.4.2 SupportedProvisioningPolicies

This collection specifies supported storage allocation policies. The enumeration literals may be used to specify space

provisioning policy.
The values defined for the SupportedProvisioningPolicies ENUM are summarized in Table 49.

Table 49: SupportedProvisioningPolicies ENUM values

string Description
Fixed This enumeration literal specifies storage shall be fully allocated.
Thin This enumeration literal specifies storage may be over allocated.

9.10.4.3 SupportedRecoveryTimeObjectives

This collection [specifies supported expectations for time to access the primary store aftéryrecovery. The enumeration

literals shall represent the relative time required to make a replica available as a sQuree.
The values defined for the SupportedRecoveryTimeObjectives ENUM are sumnarized in Table 50.

Table 50: SupportedRecoveryTimeObjectives ENUM ‘values, cont.

string Description

Nearline Access to a replica shall be consistent with switching access to a different path
through a different front-end interconfiection infrastructure. Some inconsistency

may occur. A restore step may be required before recovery can commence.

Offline Access to a replica may take a significant amount of time. No direct connection td
the replica is assumed. Somye'inconsistency loss may occur. A restore step is likely

to be required.

OnlineActivg Access to synchronots replicas shall be instantaneous.

OnlinePassije | Access to a gynhehronous replica shall be consistent with switching access to a
differeng path the same front-end interconnect. A restore step shall not be

required.

9.11 DriveCollection

0.11.1 URIs

/redfish/v1/StorageServices/{StorageServiceld}/Drives
/redfish/v1/StorageServices/{StorageSeruviceld}/FileSystems/{FileSystemlId}/CapacitySources/{CapacitySourceld}/
ProvidingDrives
/redfish/v1/StorageServices/{StorageSeruviceld}/StoragePools/{StoragePoolld}/CapacitySources/{CapacitySourcel
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d}/ProvidingDrives

/redfish/v1/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/CapacitySources/{CapacitySourceld}/Provid

ingDrives

9.11.2 Properties

The properties defined for the DriveCollection object are summarized in Table 51.

Table 51: DriveCollection properties

Property Type Notes
@odata.etdg string | The value of this property shall be a string that is
defined by the ETag HTTP header definition in
read- RFC7232.
only
Description string | This object represents the description of this resource,
The resource values shall comply\with the Redfish
read- Specification-described requfirements.
only
(null)
Members [[{ array The value of each entry of this property shall
reference a DivVe resource.
@odatalid string | The valueof this property shall be the unique
identifier for the resource and it shall be of the form
read- defined in the Redfish specification.
only
1]
Members@odata.nextLink «.\string | The value of this property shall be a URI to a resourcg
with the same @odata.type, containing the next set of]
read- partial members.
only
Name string | This object represents the name of this resource or
array member. The resource values shall comply with|
read- the Redfish Specification-described requirements.
only This string value shall be of the ‘Name’ reserved word
format.
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Table 51: DriveCollection properties, cont.

Property Type Notes

Oem {} object | This property shall contain the OEM extensions. All values for properties
contained in this object shall conform to the Redfish Specification-
described requirements. See the Resource schema for details on this

property.

9.12 EndpointGroup 1.2.0

9.12.1 Decription

An EndpointGgoup represents a collection of endpoints that are managed as a unit. By gtouping togetlper a collection
of Endpoints, the EndpointGroup allows a collection of entities from differing sourCesor hosts to be njanipulated

uniformly and pfficiently.

For any given EndpointGroup, all of its endpoints act exclusively as eithep-server endpoints or client ehdpoints, as
indicated by thE value of the EndpointType property. Similarly, each-Efidpoint within a group has the same

AccessState.

A server or clignt may define multiple EndpointGroup entities that access the same set of resources or]functionality.
A group may b¢ designated as preferred, which signifies that access should be directed through its members in

preference to the Endpoints listed in other Endpoint@roups. If the value of EndpointType is Server, ah
EndpointGroup entity can be used to represent target port group as defined by SCSI. In that mode, thg value of the
TargetEndpointGroupldentifier should corrgspond to the target port group number. (See clause “Device
Identification YPD page” as defined in tlie SCSI Primary Commands specification.)

9.12.2 URI[s

/redfish/v1/StqrageServiees/{StorageServiceld}/EndpointGroups/{EndpointGroupld}
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9.12.3 Properties

The properties defined for the EndpointGroup 1.2.0 object are summarized in Table 52.

Table 52: EndpointGroup 1.2.0 properties

Property Type Notes
@odata.etag string The value of this property shall be a string that is defined by the
ETag HTTP header definition in RFC7232.
read-
only
AccessStatge SHRE Aceess-to-all-assoeiatedresources-through-all-asaregated-endpoints
(enum) shall share this access state. For the possible property values, see
AccessState in Property details.
read-
write
(null)
Actions object The Actions property shall contain the available actions for this
(v1.1+) {3 resource.
Description string This object represents the descriptign of this resource. The
resource values shall comply with'the Redfish Specification-
read- described requirements.
only
(null)
Endpoints| { array The value of eaclrentry shall reference an Endpoint resource.
@odatalid | string The value of'this property shall be the unique identifier for the
resoureg-and it shall be of the form defined in the Redfish
read- specification.
only
11
GroupType StFlg The group contains only endpoints of a given type Client/Initiator
fénum) or Server/Target. If this endpoint group represents a SCSI target
group, the value of GroupType shall be Server. For the possible
read- property values, see Grouplype in Property details.
write
(null)
Id string This property represents an identifier for the resource. The
resource values shall comply with the Redfish Specification-
read- described requirements.
only
required
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Table 52: EndpointGroup 1.2.0 properties, cont.

Property Type Notes
Identifier object The value shall be unique within the managed ecosystem. See the
{ vi_9_1.vi_9_1schema for details on this property.
Links { object This structure shall contain references to resources that are not
contained within this resource.
Oem {} object This property shall contain the OEM extensions. All values for
properties contained in this object shall conform to the Redfish
Specification-described requirements. See the Resource schema for
details on this property.
b
Name string This object represents the name of this resource or array member. The
resource values shall comply with the Redfish Specificatipisdescribed
read- requirements. This string value shall be of the ‘Name’ reserved word
only format.
required
Oem {} object This property shall contain the OEM extensions. All values for
properties that this object contains shall conform to the Redfish
Specification-described requiremeritsySee the Resource schema for
details on this property.
Preferred || boolean A value of True in this propétty shall indicate that access to the
associated resource threugh the endpoints in this endpoint group is
read- preferred over accessthrough other endpoints. The default value for
write this property is\false.
(null)
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Table 52: EndpointGroup 1.2.0 properties, cont.

Property

Type

Notes

TargetEndpointGroupldentifier | integer

read-
write

(nulD)

If this endpoint group represents a SCSI target
group, the value of this property shall contain
a SCSI defined identifier for this group, which
corresponds to the TARGET PORT GROUP
field in the REPORT TARGET PORT GROUPS
response and the TARGET PORT GROUP field
in an INQUIRY VPD page 85 response, type 5h
identifier. See the INCITS SAM-5 specification.

9.12.4 Property details

0.12.4.1 Acce

Access to all as

The values defined for the AccessState ENUM are summarized in Table, 53!

ssState

sociated resources through all aggregated endpoints shall share-this access state.

Table 53: AccessState ENUM values, cont.

string Description

NonOptimized | Inthe context of this enumeration hteral, each endpoint shall be in an
Active/NonOptimized state.

Optimized In the context of this enumeration literal, each endpoint shall be in an
Active/Optimized statg

Standby In the context of this’enumeration literal, each endpoint shall be in a Standby
state.

Transitioning In the cofiteXt of this enumeration literal, at least one endpoint shall be
transitioning to a new AccesState.

Unavailable Fathe context of this enumeration literal, each endpoint shall be in an
unavailable state.

9.12.4.2 GroupType

The group contains only endpoints of a given type Client/Initiator or Server/Target. If this endpoint group

represents a SCSI target group, the value of GroupType shall be Server.

The values defined for the GroupType ENUM are summarized in Table 54.
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Table 54: GroupType ENUM values

string Description
Client The group contains the client (initiator) endpoints.
Server The group contains the server (target) endpoints.

9.13 EndpointGroupCollection

9.13.1 URIS

/redfish/v1/StqrageServices/{StorageServiceld}/EndpointGroups

9.13.2 Properties

The properties|defined for the EndpointGroupCollection object are summarized in Table 55.

Table 55: EndpointGroupCollection prepérties

Property Type Notes
@odata.etdg string | The value of this property shall be a string that is
defined by:the ETag HTTP header definition in
read- RFCz232.
only
Description string N\~ This object represents the description of this resource,
The resource values shall comply with the Redfish
read- Specification-described requirements.
only
(null)
Members [[{ array The value of each member entry shall reference an
endpoint group resource.
@odatalid string Link to a EndpointGroup resource. See the Links
section and the EndpointGroup schema for details.
read-
only
1
Members@odata.nextLink | string | The value of this property shall be a URI to a resource,
with the same @odata.type, containing the next set of
read- partial members.
only
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Table 55: EndpointGroupCollection properties, cont.

Property Type Notes

Name string This object represents the name of this resource or array member. The
resource values shall comply with the Redfish Specification-described

read- requirements. This string value shall be of the ‘Name’ reserved word
only format.

Oem {} object | This property shall contain the OEM extensions. All values for properties
contained in this object shall conform to the Redfish Specification-
described requirements. See the Resource schema for details on this
property.

9.14 FeaturesRegistry 1.0.0

9.14.1 Decfription

This resource ghall be used to represent a Feature registry for a Redfish iniplementation.

9.14.2 Properties

The properties|defined for the FeaturesRegistry 1.0.q:6bject are summarized in Table 56.

Table 56: FeaturesRegistry 1.0.0 properties

Property Type Notes
@odata.etdg | string The yalue of this property shall be a string that is defined by the ETag
HTFP header definition in RFC7232.
read-
only
Actions {} ebject | The Actions property shall contain the available actions for this
resource.
Description string This object represents the description of this resource. The resource
values shall comply with the Redfish Specification-described
read- requirements.
only
(null)
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Table 56: FeaturesRegistry 1.0.0 properties, cont.

Property Type Notes
Features { object The pattern property shall represent
the suffix to be used in the Featureld
* and shall be unique within this
required”® message registry.
(pattern) { object Property names follow regular
expression pattern “[A-Za-z0-9]+”
CorrespondingProfileDefinition | string If present, the value shall define a
profile definition that contains the
read- named profile declaration.
only
required
(null)
Description string The value shall bg adetailed
description ofthe'feature.
read-
only
required
(null)
FeatyureName string The value shall be the unique name
of the feature prefixed by the
read- defining organization separated by a
only period (e.g. ‘vendor.feature’).
required
(null)
Version string The value shall uniquely identify the
version of the feature, using the
read- major.minor.errata format.
only
required
(null)
¥
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Table 56: FeaturesRegistry 1.0.0 properties, cont.

Property Type Notes
(pattern) {} [ array, Property names follow regular expression pattern “*([a-zA-
1 boolean, 7 1[a-zA-Zo-9_1*)?@(odata| Redfish| Message)\.[a-zA-Z_][a-
integer, zA-7Z0-9_1*$”
number,
object,
string
(it
b
Id string This property represents an identifier for the resoufce: The
resource values shall comply with the Redfish Specification-
read-only described requirements.
required
Language string The value of this property shall be astring consisting of an
RFC 5646 language code.
read-only
required
Name string This object represents‘the name of this resource or array
member. The resqurce values shall comply with the Redfish
read-only Specificationsdescribed requirements. This string value shall
required be of the. Name’ reserved word format.
Oem {} object Thisproperty shall contain the OEM extensions. All values fof
properties that this object contains shall conform to the
Redfish Specification-described requirements. See the
Resource schema for details on this property.
OwningEntity steing The value of this property shall be a string that represents the
publisher of this registry.
read-only
required
RegistryPrefix string The value of this property shall be the prefix used in IDs
which uniquely identifies all of the Features in this registry as
read-only belonging to this registry.
required
RegistryVersion | string The value of this property shall be the version of this message
registry. The format of this string shall be of the format
read-only majorversion.minorversion.errata.
required
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This resource shall be used to represent a shared set of files with a common directory structure.

9.15.2 Properties
The properties defined for the FileShare 1.1 3 n}‘\jnn'l' are summarizedin Tahle 57
Table 57: FileShare 1.1.3 properties
Property Type Notes
@odata.etdg string The value of this property shall be a string that is
defined by the ETag HTTP headey definition in
read- RFC7232.
only
Actions (vi{1+) {} object The Actions property, shall contain the available
actions for this regeurce.
CASupported boolean The value of this property shall indicate that
Continuous Availability is supported. Client/Server
read- mediated recovery from network and server failure
write witl’application transparency. This property shall bg
(nulD) NULL unless the FileSharingProtocols property
includes SMB. The default value for this property is
false.
DefaultAcgessCapabilities array The value of this property shall be an array
[] (string containing entries for the default access capabilities
(enum)) for the file share. Each entry shall specify a defaul
access privilege. The types of default access can
read- include Read, Write, and/or Execute.
only StorageAccessCapability enumeration literals may bg
(null) used to describe abilities to read or write storage.
For the possible property values, see
DefaultAccessCapabilities in Property details.
Swordfish SSM CEC 9091 - ATl iohte o,

API Specification

© ISO/IEC 2021 - All rights reserved

Page 105 0f 205


https://iecnorm.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

Table 57: FileShare 1.1.3 properties, cont.

Property Type Notes

Description string This object represents the description of this

resource. The resource values shall comply
read- with the Redfish Specification-described
only requirements.
(null)

EthernetInterfaces { object The value shall be a link to an
EthernetInterfaceCollection with members
that provide access to the file share.

@odataJid string The value of this property shall be the unidug
identifier for the resource and it shall beof
read- the form defined in the Redfish spéeification
only

by

ExecuteSupport boolean | The value of this property shall indicate
whether Execute aceess is supported by the

read- file share. The default value for this property
only is false.
(null)
FileSharePjath string Theyalue of this property shall be a path
(relative to the file system root) to the
read- exported file or directory on the file system
only where this file share is hosted.
{rull)
FileShareQuotaType string If FileShareQuotaType is present, a value of
(enum) Soft shall specify that quotas are not enforced,
and a value of Hard shall specify that writes
read- shall fail if the space consumed would exceed
write the value of the FileShareTotalQuotaBytes
(null) property. For the possible property values,
see FileShareQuotaType in Property details.

FileShareRemainingQuotaBytes | integer If present, the value of this property shall

(By) indicate the remaining number of bytes that
may be consumed by this file share.

read-

only

(null)
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Table 57: FileShare 1.1.3 properties, cont.

Property Type Notes
FileShareTotalQuotaBytes | integer If present, the value of this property shall indicate
(By) the maximum number of bytes that may be
consumed by this file share.
read-
write
(null)
FileSharingProtocols [ ] array This property shall be an array containing entries
(string for the file sharing protocols supported by this file
(enum)) share. Each entry shall specify a file sharing
protocol supported by the file system. The values
read- shall indicate the file sharing protocols suppotted
only by the file system. At least one value shal¥’be
(null) present. For the possible propertyvaltes, see
FileSharingProtocols in Propertiydetails.
Id string This property represents dmjidentifier for the
resource. The resourcevalues shall comply with th¢
read- Redfish Specificatiofi-described requirements.
only
required
Links { object The LiRs property, as described by the Redfish
Spedification, shall contain references to resources
that are related to, but not contained by
(subordinate to), this resource.
ClassOf$ervice { object This value shall be a link to the ClassOfService for
this file share.
@odata.id string The value of this property shall be the unique
identifier for the resource and it shall be of the forrh
read- defined in the Redfish specification.
only
b
FileSystem { object The value shall be a link to the file system
containing the file share. See the FileSystem schema
for details on this property.
@odata.id string Link to a FileSystem resource. See the Links section
and the FileSystem schema for details.
read-
only
¥
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Table 57: FileShare 1.1.3 properties, cont.
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Property Type Notes
Oem {} object This property shall contain the OEM
extensions. All values for properties contained
in this object shall conform to the Redfish
Specification-described requirements. See the
Resource schema for details on this property.
by

LowSpaceWarningThresholdPercents array This property shall be an array containing

[1] (%) entries for the percentages of file share

(integer, capacity at which low space warning gvents are

null) be issued. A
LOW_SPACE_THRESHOLD) WARNING

read- event shall be triggered each time the

write remaining file share{capacity value becomes
less than one of the*values in the array. The
following shélhbe true: Across all
CapacitySources entries, percent =
(SUM(AllocatedBytes) -
SUM(ConsumedBytes))/SUM(AllocatedBytes).

Name string This object represents the name of this

resource or array member. The resoufce
read® values shall comply with the Redfish
only Specification-described requirements| This
required | string value shall be of the ‘Name’ resgrved
word format.

Oem {} object This property shall contain the OEM
extensions. All values for properties that this
object contains shall conform to the Redfish
Specification-described requirements} See the
Resource schema for details on this pfoperty.

RemainingCapacityPercent (vi.1+) integer If present, this value shall return
([(SUM(AllocatedBytes) -

read- SUM(ConsumedBytes)]/SUM(AllocatedBytes))
only * 100 represented as an integer value.
(null)
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Table 57: FileShare 1.1.3 properties, cont.

Property Type Notes

RootAccess boolean | The value of this property shall indicate whether Root access is
allowed by the file share. The default value for this property is false.
read-
only
(null)

Status {} object This value of this property shall indicate the status of the file share.

See the Resource schema for details on this property.

WritePolicy | string The value of this property shall define how writes are replicated to

(enum) the shared source. For the possible property values, see WritePolicy,
in Property details.

read-
only
(null)

9.15.3 Property details

9.15.3.1 DefqultAccessCapabilities

The value of thiis property shall be an array containing entties for the default access capabilities for the file share.
Each entry shall specify a defaul access privilege. Thetypes of default access can include Read, Write, pand/or
Execute. StorageAccessCapability enumeration literals may be used to describe abilities to read or write storage.

The values defined for the DefaultAccessCapabilities ENUM are summarized in Table 58.

Table 58:DefaultAccessCapabilities ENUM values

string Description

Append This enumaeration literal shall indicate that the storage may be written only to
append:

Execute Thiswalue shall indicate that Execute access is allowed by the file share.

Read This ennmeration literal shall indicate that the storage may he read

Streaming This enumeration literal shall indicate that the storage may be read sequentially.

Write This enumeration literal shall indicate that the storage may be written multiple
times.

WriteOnce | This enumeration literal shall indicate that the storage may be written only once.
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9.15.3.2 FileShareQuotaType

If FileShareQuotaType is present, a value of Soft shall specify that quotas are not enforced, and a value of Hard shall
specify that writes shall fail if the space consumed would exceed the value of the FileShareTotalQuotaBytes property.

The values defined for the FileShareQuotaType ENUM are summarized in Table 59.

Table 59: FileShareQuotaType ENUM values

string Description
Hard This value shall indicate that quotas are enabled and enforced.
Soft This value shall indicate that quotas are enabled but not enforced.

9.15.3.3 FileSharingProtocols

This property ghall be an array containing entries for the file sharing protocols supportédyby this file sl

entry shall spe
protocols supp!

The values defined for the FileSharingProtocols ENUM are summarized inTable 60.

ify a file sharing protocol supported by the file system. The values shallindicate the fil¢
brted by the file system. At least one value shall be present.

Table 60: FileSharingProtocols ENUMwalues

hare. Each

b sharing

string Description

NFSv3 This value shall indicate that NFSv3, as.defined in RFC 1813, is supported by the
file system.

NFSv4_o0 This value shall indicate that NESv4, as defined in RFC 7530, is supported by the
file system.

NFSv4_1 This value shall indicatethat NFSv4.1, as defined in RFC 5661, is supported by the
file system.

SMBv2_0 This value shallindicate that Server Message Block version 2.0 is supported by the
file system.

SMBv2_ 1 This~Zalue shall indicate that Server Message Block version 2.1 is supported by the
fitesystem.

SMBv3_0 This value shall indicate that Server Message Block version 3.0 is supported by the
file system.

SMBv3_o_2 | This value shall indicate that Server Message Block version 3.0.2 is supported by
the file system.

SMBv3_1_1 This value shall indicate that Server Message Block version 3.1.1 is supported by
the file system.
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The value of this property shall define how writes are replicated to the shared source.

The values defined for the WritePolicy ENUM are summarized in Table 61.

Table 61: WritePolicy ENUM values

string Description
Active This enumeration literal shall indicate Active-Active (i.e. bidirectional)
synchronous updates.
Adaptive This enumeration literal shall indicate that an implementation may switch
between synchronous and asynchronous modes.
Asynchronoys | This enumeration literal shall indicate Asynchronous updates.
Synchronoug This enumeration literal shall indicate Synchronous updates.

9.16 FileShareCollection

9.16.1 URIs

/redfish/v1/Stqrage/{Storageld}/FileSystems/{FileSystepesfd}/ExportedShares
/redfish/v1/StqrageServices/{StorageServiceld}/FileSystems/{FileSystemsId}/ExportedShares

9.16.2 Properties

The properties|defined for the FileShareCollection object are summarized in Table 62.

Table 62: FileShareCollection properties

Property Type Notes
@odata.etdg |~String | The value of this property shall be a string that is defined by the ETag
HTTP header definition in RFC7232.
read-
only
Description string | This object represents the description of this resource. The resource
values shall comply with the Redfish Specification-described
read- requirements.
only
(null)
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Table 62: FileShareCollection properties, cont.

Property Type Notes
Members [ { array This property shall contain references to the members
of this FileSystem collection.
@odata.id string Link to a FileShare resource. See the Links section
and the FileShare schema for details.
read-
only

]

Members@odata.nextlink | string

The value of this property shall be a URIto a

resource, with the same @odata.type, containing tie

read- next set of partial members.
only
Name string This object represents the name of this'tésource or
array member. The resource valués'shall comply with
read- the Redfish Specification-desdfibed requirements.
only This string value shall be pf‘the ‘Name’ reserved word
format.
Oem {} object | This property shalbcentain the OEM extensions. All

values for propérties contained in this object shall
conform togthe Redfish Specification-described

requirements. See the Resource schema for details on

this property.

9.17 Fil

9.17.1 Dec

This resource

eSystem 1.2.2

ription

hall be' used to represent an instance of a hierarchical namespace of files.

9.17.2 URIs

/redfish/v1/Storage/{Storageld}/FileSystems/{FileSystemld}
/redfish/v1/StorageServices/{StorageServiceld}/FileSystems/{FileSystemlId}
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The properties defined for the FileSystem 1.2.2 object are summarized in Table 63.

Table 63: FileSystem 1.2.2 properties, cont

Property Type Notes
@odata.etag string The value of this property shall be a string that is defined by
the ETag HTTP header definition in RFC7232.
read-
only
AccessCapabilities——array This-property-shall-be-an-array-containing-entriesforthe
[] (string supported IO access capabilities. Each entry shall specifya
(enum)) current storage access capability. StorageAccessCapability
enumeration literals may be used to describe abilities to read
read- or write storage. For the possible property valtes, see
write AccessCapabilities in Property details.
(null)

Actions (vi{1+) {} object The Actions property shall contain the available actions for
this resource.

BlockSizeBytes integer The value of this propert§/shall be the block size of the file

(By) system in bytes.
read-

only

(null)

Capacity {} object Thievalue of this property shall be the capacity allocated to
the file system in bytes. See the CapacitySource.vi_o_o
schema for details on this property.

CapacitySqurces [ array This property shall be an array containing entries for all the

{ capacity sources for the file system. Each entry shall provide
capacity allocation information from a named resource.

@odata1id string Link to a CapacitySource resource. See the Links section and
I Ya) el 1L £, datasl
uIc WIJULLLHUUUJ CC SUILIUIIIA 1TUL UTLAlls.
read-
only
11
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Table 63: FileSystem 1.2.2 properties, cont

Property Type Notes

CasePreserved boolean This property shall indicate that the case of file names is

preserved by the file system. A value of True shall indicate
read- that case of file names shall be preserved.
write
(null)

CaseSensitive boolean This property shall indicate that case sensitive file names are

supported by the file system. A value of True shall indicate
read- that file names are case sensitive.
write
(null)
Character(odeSet array This property shall be an array containing entries forythe
[] (string character sets or encodings supported by the file-System.
(enum)) Each entry shall specify a character set encéding supported
by the file system. The values shall indicate’the character
read- code standards supported by the filésystem. For the possible
write property values, see CharacterGedeSet in Property details.
(null)
ClusterSiz¢Bytes integer This value shall specify:the minimum file allocation size
(By) imposed by the file system. This minimum allocation size
shall be the smallest amount of storage allocated to a file by
read- the file systep®*Under stress conditions, the file system may
write allocate storage in amounts smaller than this value.
(null)

Description string THis object represents the description of this resource. The

resource values shall comply with the Redfish Specification-
readf described requirements.
ouly
(null)

ExportedSharés £ object This property shall be an array of exported file shares of this
file system. Each entry shall define an exported file share of
this file system. Contains a link to a resource.
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Table 63: FileSystem 1.2.2 properties, cont
Property Type Notes
@odata.id string Link to Collection of FileShare. See the FileShare schema for
details.
read-
only
b
Id string This property represents an identifier for the resource. The
resource values shall comply with the Redfish Specification-
read- described requirements.
only
required
Identifiers|(vi1.1.1+) array This property shall contain a list of all known durable names
[{}] (object) for this file system. This type shall contain any-additional
identifiers for a resource. See the vi_9 1419 1 schema for
details on this property.
ImportedShares array The value shall be an array of importéd file shares.
(vi.o.1+) [ {
Importe¢dShare
read-
write
1
IOStatisticp (v1.2+) object The valde shall represent IO statistics for this FileSystem. Sef
{ the1OStatistics schema for details on this property.
Links { object This property shall contain links to other resources that are
related to this resource.
ClassOf$ervice abject This value shall be a link to the ClassOfService for this file
{ System.
@oddta.id string The value of this property shall be the unique identifier for
the resource and it shall be of the form defined in the
read- Redfish specification.
only
by
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Table 63: FileSystem 1.2.2 properties, cont

Property Type Notes
Oem {} object This property shall contain the OEM
extensions. All values for properties
contained in this object shall conform to
the Redfish Specification-described
requirements. See the Resource schema
for details on this property.
ReplicaCollection [ { array This property shall be an array of links to
replicas for this file system. Each entry
shall be a link to a replica for this file
system.
@odata.id string Link to another FileSystem reséurce.
read-
only
;1]
ReplicaCollection @odata.count integer | The valugrof'this property shall be an
integeirgpresenting the number of itemg
read- in alollection.
only
SpareR¢sourceSets (vi.2+) [ { array Each referenced SpareResourceSet shall
contain resources that may be utilized to
replace the capacity provided by a failed
resource having a compatible type.
@odata.id string Link to a SpareResourceSet resource. Seg
the Links section and the
read- SpareResourceSet schema for details.
only
1
SpareR¢sourg¢eSets@odata.count | integer | The value of this property shall be an
integer representing the number of items
read- in a collection.
only
by
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Table 63: FileSystem 1.2.2 properties, cont

Property Type Notes

LowSpaceWarningThresholdPercents array This property shall be an array containing

[] (%) entries for the percentages of file system
(integer, capacity at which low space warning events
null) are be issued. A

LOW_SPACE_THRESHOLD_WARNING

read- event shall be triggered each time the
write remaining file system capacity value becomes

less than one of the values in the array. The

£ . 1111 A 11
T0HHOWIIIG Slldll De thuc. ACLIOSS dll

CapacitySources entries, percent=

(SUM(AllocatedBytes) -
SUM(ConsumedBytes)) /SUM(AllocatedBytes).
MaxFileNameLengthBytes integer If specified, this valye shall specify the
(By) maximum length ¢t/ file name within the file
system.
read-
write
(null)
Name string fThis object represents the name of this
resource or array member. The resoufce
read values shall comply with the Redfish
only Specification-described requirements This

required | stringvalue shall be of the ‘Name’ reserved

word format.

Oem {} object This property shall contain the OEM
extensions. All values for properties that this
object contains shall conform to the Redfish
Specification-described requirements See the

Resource schema for details on this property.

RecoverableCapacitySourceCount integer The value is the number of available dapacity

(v1.2+) N
read- event that an equivalent capacity source
write resource fails.
(null)

RemainingCapacity {} object The value of this property shall be the

remaining capacity allocated to the file system
in bytes. See the CapacitySource.vi_o_o
schema for details on this property.
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Table 63: FileSystem 1.2.2 properties, cont

Property Type Notes
RemainingCapacityPercent | integer | If present, this value shall return
(v1.1+) {[(SUM(AllocatedBytes) -
read- SUM(ConsumedBytes)]/SUM(AllocatedBytes)} *
only 100 represented as an integer value.
(null)
Replicalnfo { object If this file system is a replica, this value shall
describe its replication attributes. This value shall
not be present if this file system is not a replica. A
file system may be both a source and a replica. See
the StorageReplicalnfo schema for details onchis
property.
@odatalid string Link to a ReplicaInfo resource. See the-Dinks section
and the StorageReplicalnfo schemafor details.
read-
only
b
ReplicaTargets (v1.2.1+) [ { array The value shall réference the target replicas that ar¢
sourced by thiswréplica.
@odatalid string The valueyof this property shall be the unique
identifter for the resource and it shall be of the formp
read- defined in the Redfish specification.
only
1
9.17.4 Property details
9.17.4.1 AccgssCapabilities
This property ghallbe an array containing entries for the supported IO access capabilities. Each entry

shall specify a

current storage access capability. StorageAccessCapability enumeration literals may be used to describe abilities to

read or write storage.

The values defined for the AccessCapabilities ENUM are summarized in Table 64.
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Table 64: AccessCapabilities ENUM values

code standards

The values defined for the CharacterCodeSet ENUM are summarized ifx Table 65.

supported by the file system.

string Description
Append This enumeration literal shall indicate that the storage may be written only to
append.
Execute This value shall indicate that Execute access is allowed by the file share.
Read This enumeration literal shall indicate that the storage may be read.
Streaming This enumeration literal shall indicate that the storage may be read sequentially.
Write This enumeration literal shall indicate that the storage may be written multiple
times.
WriteOnce This enumeration literal shall indicate that the storage may be written only once.
9.17.4.2 CharacterCodeSet
This property ghall be an array containing entries for the character sets or encodings'supported by the
Each entry shall specify a character set encoding supported by the file system. The'values shall indicat

Table 65: CharacterCodeSet ENUM values

file system.
e the character

API Specification

string Deseription

ASCII This value shall indicate that the ASCII character encoding is supported by
the file system.

ExtendedUNIXCode | This value shall indidate that Extended Unix Code character encoding is
supported by the-file system.

ISO2022 This value shall indicate that ISO-2022 character encoding is supported by
the file system.

ISO8859_1 Thisvalue shall indicate that ISO-8859-1 character encoding is supported
by*the file system.

UCS_2 This value shall indicate that the UCS-2 character encoding is supported by
the file system.

Unicode ‘This value shall indicate that Unicode characer encoding 1s supported by
the file system.

UTF_16 This value shall indicate that the UTF-16 character encoding is supported
by the file system.

UTF_8 This value shall indicate that the UTF-8 character encoding is supported by
the file system.
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9.18 FileSystemCollection

0.18.1 URIs

/redfish/v1/Storage/{Storageld}/FileSystems/{FileSystemsId}/ExportedShares/{FileShareld}
/redfish/v1/StorageServices/{StorageServiceld}/FileSystems/{FileSystemsId}/ExportedShares/{FileShareld}

9.18.2 Properties
The properties|defined for the FileSystemCollection object are summarized in Table 66.
Table 66: FileSystemCollection properties
Property Type Notes
@odata.etdg string | The value of this property shall be/ string that is
defined by the ETag HTTP header definition in
read- RFC7232.
only
Description string | This object represeitts'the description of this resourcel
The resource valuies shall comply with the Redfish
read- Specificatiop-described requirements.
only
(null)
Members [[{ array This property shall contain references to the members
of this FileSystem collection.
@odatalid stting | Link to a FileSystem resource. See the Links section
and the FileSystem schema for details.
read-
only
11
Members@odata.nextLink | string | The value of this property shall be a URI to a resourcs,
wath the came @adata tme. econtaining the next sat of
MM S N P O Traw REITLRATTOTT *
read- partial members.
only
Name string | This object represents the name of this resource or
array member. The resource values shall comply with
read- the Redfish Specification-described requirements.
only This string value shall be of the ‘Name’ reserved word
format.
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Table 66: FileSystemCollection properties, cont.

Property Type

Notes

Oem {} object

This property shall contain the OEM extensions. All values for properties
contained in this object shall conform to the Redfish Specification-
described requirements. See the Resource schema for details on this

property.

9.19 HostedStorageServices

0.19.1 URlIs

/redfish/v1/Systems/{ComputerSystemlId}/HostedServices/StorageServices

9.19.2 Properties

The properties|defined for the HostedStorageServices object are sumirparized in Table 67.

Table 67: HostedStorageServices properties

Property Type Notes
@odata.etdg string | The value of this propérty shall be a string that is defined by the ETag
HTTP header defimition in RFC7232.
read-
only
Description string | Thisobject represents the description of this resource. The resource
yahies shall comply with the Redfish Specification-described
read- requirements.
only
(@udl)
Members [|{ array The value of each member entry shall reference a StorageService
TESOUTTE.
@odata.id | string | Link to a StorageService resource. See the Links section and the
StorageService schema for details.
read-
only
11
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Table 67: HostedStorageServices properties, cont.
Property Type Notes
Members@odata.nextLink | string The value of this property shall be a URI to a
resource, with the same @odata.type, containing the
read- next set of partial members.
only
Name string This object represents the name of this resource or
array member. The resource values shall comply with
read- the Redfish Specification-described requirements.
only This string value shall be of the ‘Name’ reserved word
format.
Oem {} object | This property shall contain the OEM extensions. All

values for properties contained in this objeét-shall
conform to the Redfish Specification-deseribed
requirements. See the Resource schéma for details on

this property.

9.20 IQConnectivityLoSCapabilities 1.1.3

9.20.1 Deg¢ription

Each instance ¢f IOConnectivityLoSCapabilities.describes capabilities of the system to support various

Connectivity service options.

0.20.2 URIs

/redfish/v1/StqrageServiées/{StorageServiceld}/I0ConnectivityLoSCapabilities
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9.20.3 Properties

The properties defined for the IOConnectivityLoSCapabilities 1.1.3 object are summarized in Table 68.

ISO/IEC 5965:2021(E)

Table 68: IOConnectivityLoSCapabilities 1.1.3 properties

Property Type Notes
@odata.etag string The value of this property shall be a string
that is defined by the ETag HTTP header
read- definition in RFC7232.
only
Actions (vig+-5 — The-Actons-properbshall-contain-the
available actions for this resource.
Description string This object represents the description of this
resource. The resource values shall-comply
read- with the Redfish Specificatipn-described
only requirements.
(null)
Id string This property represents an identifier for the
resource. Thédesource values shall comply
read- with the Rédfish Specification-described
only requiréments.
required
Identifier {} object The value identifies this resource. The value
shall be unique within the managed
ecosystem. See the vi_9 1.v1_9 1 schema for
details on this property.
MaxSuppofrtedBytesPerSecend | integer The value shall be the maximum bytes per
(By/s) second that a connection can support.
read-
write
(null)
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Table 68: I0ConnectivityLoSCapabilities 1.1.3 properties, cont.

Property Type Notes

MaxSupportedIOPS (v1.1+) integer The value shall be the maximum IOPS that a

([101/s) connection can support.
read-
write
(null)

Name string This object represents the name of this resource or

array member. The resource values shall comply
read- with the Redfish Specification-described
only requirements. This string value shall be of the
required | ‘Name’ reserved word format.

Oem {} object This property shall contain the OEM extensions.
All values for properties that this(object contains
shall conform to the Redfish.Specification-
described requirements. Seg the Resource schema
for details on this property.

SupportedAccessProtocols | array Access protocols@upported by this service option.

[ (string NOTE: SMB#NFS* requires that SMB and at least

(enum)) one of NFSv3 or NFXv4 are also selected,

(i.e. {SMB’, ‘NFSv4’,'SMB+NFS’}). For the possibl¢
read- property values, see SupportedAccessProtocols in
write Property details.*

(null)
SupportedLinesOfService array. The collection shall contain known and supported
[{ IO0ConnectivityLinesOfService.
@odatalid string The value of this property shall be the unique
identifier for the resource and it shall be of the
read- form defined in the Redfish specification.
only
1
9.20.4 Property details

9.20.4.1 SupportedAccessProtocols

Access protocols supported by this service option. NOTE: SMB+NFS* requires that SMB and at least one of NFSv3 or
NFXv4 are also selected, (i.e. {'SMB’, ‘NFSv4’, ‘SMB+NFS*’}).

The values defined for the SupportedAccessProtocols ENUM are summarized in Table 69.
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Table 69: SupportedAccessProtocols ENUM values

string Description

AHCI This value shall indicate conformance to the Intel Advanced Host Controller
Interface (AHCI) Specification.

FC This value shall indicate conformance to the T11 Fibre Channel Physical and
Signaling Interface Specification.

FCoE This value shall indicate conformance to the T11 FC-BB-5 Specification.

FCP This value shall indicate conformance to the INCITS 481: Information
Technology - Fibre Channel Protocol for SCSI.

FICON This-ratue-shatlHndieate-eonformanee-tothe ANSHE-SB-3-Single-Byte
Command Code Sets-3 Mapping Protocol for the Fibre Channel (FC)
protocol. Fibre Connection (FICON) is the IBM-proprietary name for' this
protocol.

FTP This value shall indicate conformance to the RFC114-defined File Transfer
Protocol (FTP).

GenZ This value shall indicate conformance to the Gen-Z«Core Specification.

HTTP This value shall indicate conformance to the Hypertext Transport Protocol
(HTTP) as defined by RFC3010 or RFC566T1:

HTTPS This value shall indicate conformance te the Hypertext Transfer Protocol
Secure (HTTPS) as defined by RFC2068 or RFC2616, which uses Transport
Layer Security (TLS) as defineddby RFC5246 or RFC6176.

I2C This value shall indicate coiformance to the NXP Semiconductors 12C-bus
Specification.

iSCSI This value shall indi€¢ate conformance to the IETF Internet Small Computer
Systems Interface (iSCSI) Specification.

iWARP This valueshall indicate conformance to the RFC5042-defined Internet Widg
Area RIDNIA Protocol iWARP) that uses the transport layer mechanisms as
defined by RFC5043 or RFC5044.

MultiProtocgl This value shall indicate conformance to multiple protocols.

NFSv3 This value shall indicate conformance to the RFC1813-defined Network File
Syster-(NES)-preteesck

NFSv4

NVMe This value shall indicate conformance to the Non-Volatile Memory Host
Controller Interface Specification.

NVMeOverFabrics | This value shall indicate conformance to the NVM Express over Fabrics
Specification.
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Table 69: SupportedAccessProtocols ENUM values, cont.

string Description

OEM This value shall indicate conformance to an OEM-specific architecture and additional
information may be included in the OEM section.

PCle This value shall indicate conformance to the PCI-SIG PCI Express Base Specification.

RoCE This value shall indicate conformance to the Infiniband Architecture Specification-
defined RDMA over Converged Ethernet Protocol.

RoCEv2 | This value shall indicate conformance to the Infiniband Architecture Specification-
defined RDMA over Converged Ethernet Protocol version 2.

SATA This value shall indicate conformance to the Serial ATA International Organization
Serial ATA Specification.

SFTP This value shall indicate conformance to the RFC114-defined SSH File Trdusfer
Protocol (SFTP) that uses Transport Layer Security (TLS) as defined iy RFC5246 or
RFC6176.

SMB This value shall indicate conformance to the Server Message Bltock (SMB), or Common
[nternet File System (CIFS), protocol.

TCP This value shall indicate conformance to the IETF-detined Tranmission Control
Protocol (TCP). For example, RFC7414 defines the.roadmap of the TCP specification.

TFTP This value shall indicate conformance to the FETF-defined Trivial File Transfer
Protocol (TFTP). For example, RFC1350 defines the core TFTP version 2 specification.

UDP This value shall indicate conformancée$o the IETF-defined User Datagram Protocol

UDP). For example, RFC768 defines the core UDP specification.
UHCI This value shall indicate conformance to the Intel Universal Host Controller Interface
UHCI) Specification, Enhanced Host Controller Interface Specification, or the

Extensible Host Comtroller Interface Specification.

USB This value shall indicate conformance to the USB Implementers Forum Universal Seridl
Bus Specification.

9.21 IOPerformanceLoSCapabilities 1.1.3

9.21.1 Decription

Each instance of IOPerformanceLoSCapabilities shall describe the capabilities of the system to support various IO

performance service options.
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0.21.2 URIs

/redfish/v1/StorageServices/{StorageServiceld}/IOPerformanceLoSCapabilities

9.21.3 Properties

The properties defined for the IOPerformanceLoSCapabilities 1.1.3 object are summarized in Table 70.

Table 70: I0Performancel.oSCapabilities 1.1.3 properties

Property Type Notes
@odata.etdg string The value of this property shall be a string that is
defined by the ETag HTTP header definition in
read- RFC7232.
only
Actions (v1j1+) {} object The Actions property shall containthe-available
actions for this resource.
Description string This object represents the desetiption of this resource
The resource values shall‘eomply with the Redfish
read- Specification-described requirements.
only
(null)
Id string This property represents an identifier for the resource}
The tfésource values shall comply with the Redfish
read- Specification-described requirements.
only
requited
Identifier {} abject The value shall be unique within the managed

ecosystem. See the vi_9 1.v1_9 1 schema for details
on this property.

IOLimitingIsSupponted | boolean If true, the system should limit IOPS to
MaxIOOperationsPerSecondPerTerabyte * (Volume

read- Size in Terabytes). Otherwise, the system shall not
write inforce a limit. The default value for this property is
(null) false.

MaxSamplePeriod string The value shall be an ISO 8601 duration specifying the
(s) maximum sampling period over which average values

are calculated.
read-
write

(nul)
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Table 70: IOPerformancelLoSCapabilities 1.1.3 properties, cont.

Property Type Notes

MinSamplePeriod string The value shall be an ISO

(s) 8601 duration specifying
the minimum sampling

read- period over which

write average values are

(null) calculated.

MinSupportedloOperationLatencyMicroseconds | integer The value shall be the

(us) minimum supported
average IO latency in

read- microseconds calcutated

write over the SamplePefiod.

(null)

Name string This gbjegt represents the

name\of this resource or

read- ayay member. The

only resource values shall

requiréd | comply with the Redfish
Specification-described
requirements. This string
value shall be of the
‘Name’ reserved word
format.

Oem {} object This property shall
contain the OEM
extensions. All values for]
properties that this objedt
contains shall conform tq
the Redfish Specification-
described requirements.
See the Resource schemd
for details on this
property.

SupportedlOWorkloads [ { array The value shall be a
collection of supported
workloads.
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Table 70: IOPerformanceLoSCapabilities 1.1.3 properties, cont.

Property Type Notes
Components [ { array The value shall be an array of I0 workload component
descriptions.

AveragelOBytes integer The value shall be the expected average I/O size.

(By)

read-
write
(null)

Duration string The value of each entry shall be an ISO 8601 duration

(s) that shall specify the expected length of time that this
component is applied to the workload. This attvibute

read- shall be specified if a schedule is specifiediand otherwise

write shall not be specified.

(null)

IOAdcessPattern | string The enumeration literal shall be¢the expected access

(enum) pattern. For the possible préperty values, see
IOAccessPattern in Prdperty details.

read-

write

(null)

Perc¢ntOfData integer The valge'shall be the expected percent of the data

(%) referenced by the workload that is covered by this
component.

read-

write

(i)

Perc¢ntOfIOPS integer The value shall be the expected percent of the total IOPS
(%) for this workload that is covered by this component.
read-
write
(null)

Schedule {} object The value shall specifies when this workload component
is applied to the overall workload. See the vi_2 1.v1 2 1
schema for details on this property.

’1]
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Table 70: IOPerformanceLoSCapabilities 1.1.3 properties, cont.

Property Type Notes
Name string | The value shall be a name of the workload. It should be
constructed as OrgID:WorkloadID. Examples:
read- ACME.:DSS, ACME:DSS-REP, ACME: Exchange,
write ACME:OLTP, ACME:OLTP-REPA. An organization
(null) may define a set of well known workloads.
11
SupportedLinesOfService array The value shall be a collection supported I0
[{ performance service options.
@odataJid string | The value of this property shall be the unique identiftef
for the resource and it shall be of the form defingd’in
read- the Redfish specification.
only
11
9.21.4 Property details

9.21.4.1 IOA¢cessPattern

The enumeratipn literal shall be the expected access pattern.

The values defined for the IOAccessPattern ENUM-are summarized in Table 71.

Table 71: JJAccessPattern ENUM values

string

LAy

Description

RandomReaflAgain | Use of this'enumeration literal shall indicate an access pattern of random
reads.df cached data.

RandomReafiNew Bse of this enumeration literal shall indicate an access pattern of random

reads of uncached data.

ReadWrite Use of this enumeration literal shall indicate a Uniform distribution of read
and writes.

SequentialRead Use of this enumeration literal shall indicate a sequential read pattern of
access.

Sequential Write Use of this enumeration literal shall indicate a sequential write pattern of
access.

9.22 LineOfService 1.0.0
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This service option is the abstract base class for other ClassOfService and concrete lines of service.

9.22.2 Properties

The properties defined for the LineOfService 1.0.0 object are summarized in Table 72.

Table 72: LineOfService 1.0.0 properties, cont.

Property Type Notes
@odata.etdg | string The value of this property shall be a string that is defined by the
ETag HTTP header definition in RFC7232.
read-
only
Description string This object represents the description of this resotée. The resourcg
values shall comply with the Redfish Specifieation-described
read- requirements.
only
(null)
Id string This property represents an identifier for the resource. The
resource values shall comply with the Redfish Specification-
read- described requirements)
only
required
Name string This objectirepresents the name of this resource or array member.
The résgurce values shall comply with the Redfish Specification-
read- déscribed requirements. This string value shall be of the ‘Name’
only veserved word format.
required
Oem {} object This property shall contain the OEM extensions. All values for
properties that this object contains shall conform to the Redfish
Specification-described requirements. See the Resource schema for
details on this property.
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9.23 LineOfServiceCollection

0.23.1 URIs

/redfish/v1/StorageServices/{StorageServiceld}/ClassesOfService/{ClassOfServiceld}/DataProtectionLinesOfServic
e /redfish/v1/StorageServices/{StorageServiceld}/ClassesOfService/{ClassOfServiceld}/DataSecurityLinesOfService
/redfish/v1/StorageServices/{StorageServiceld}/ClassesOfService/{ClassOfServiceld}/DataStorageLinesOfService

/redfish/v1/StorageServices/{StorageServiceld}/ClassesOfService/{ClassOfServiceld}/I0ConnectivityLinesOfServic

€

/redfish/v1/StqrageServices/{StorageServicetd ChassesOfService /A CtassOf Servicefd AOPerformmare LinesOf Servic
e /redfish/v1/StorageServices/{StorageServiceld}/LinesOfService/DataProtectionLinesOfService
/redfish/v1/StqrageServices/{StorageServiceld}/LinesOfService/DataSecurityLinesOfService
/redfish/v1/StqrageServices/{StorageServiceld}/LinesOfService/DataStorageLinesOfSeryice
/redfish/v1/StqrageServices/{StorageServiceld}/LinesOfService/I0OConnectivity LinesOfService
/redfish/v1/StqrageServices/{StorageServiceld}/LinesOfService/IOPerformanceldngsOfService

9.23.2 Prgperties

The properties|defined for the LineOfServiceCollection object axg.simmarized in Table 73.

Table 73: LineOfServiceColle¢tion properties

Property Type Notes

@odata.etdg | string | The value of this préperty shall be a string that is defined by the ETag
HTTP header definition in RFC7232.

read-
only
Description string | This'object represents the description of this resource. The resource
values shall comply with the Redfish Specification-described
reads requirements.
onhy
(null)
Members [ { array The value ot each member entry shall reterence a LineOtService
resource.
Swordfish SSM © ISO/IEC 2021 - All rights reserved Page 132 0f 205

API Specification


https://iecnorm.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

Table 73: LineOfServiceCollection properties, cont.

Property Type Notes
@odata.id string Link to a LineOfService resource. See the Links
section and the LineOfService schema for details.
read-
only

+]

Members@odata.nextLink | string The value of this property shall be a URI to a

resource, with the same @odata.type, containing the

read- next set of partial members.
only
Name string This object represents the name of this resouncger

array member. The resource values shall eptaply with

read- the Redfish Specification-described requirements.
only This string value shall be of the ‘Naihe’ reserved word
format.
Oem {} object | This property shall contain'theé OEM extensions. All

values for properties gontained in this object shall
conform to the Redfish Specification-described
requirements. See the Resource schema for details on

this property.

9.24 SpareResourceSet 1.0.1

9.24.1 Degription

The values define a set of spares of a particular type.
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9.24.2 Properties

The properties defined for the SpareResourceSet 1.0.1 object are summarized in Table 74.

Table 74: SpareResourceSet 1.0.1 properties

Property Type Notes
@odata.etag string The value of this property shall be a string that is defined by
the ETag HTTP header definition in RFC7232.
read-
only
Actions (v1e+--5- objeet The-Actons-properbrshall-contain-the-available-acHonsfor
this resource.
Description string This object represents the description of this resource!/The
resource values shall comply with the Redfish Spécification-
read- described requirements.
only
(null)
Id string This property represents an identifier for the resource. The
resource values shall complytvith the Redfish Specification-
read- described requirements:
only
required
Links { object This structureshall contain references to resources that are
not containied within this resource.
Oem {} object This property shall contain the OEM extensions. All values
for-properties contained in this object shall conform to the
Redfish Specification-described requirements. See the
Resource schema for details on this property.
OnHandSpares | array The type of resources in the set.
[{
@odata.id string The value of this property shall be the unique identifier for
the resource and it shall be of the form defined in the
read- Redfish specification.
only
1
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Table 74: SpareResourceSet 1.0.1 properties, cont.

Property Type Notes
OnHandSpares@odata.count integer The value of this property shall be
an integer representing the number
read- of items in a collection.
only
ReplacementSpareSets [ { array Other spare sets that can be utilized
to replenish this spare set.
@odata.id string Link to another SpareResourceSet
resource.
read-
only
;1
ReplacementSpareSets@odata.count | integer The value of this property shall be
an integer représernting the number
read- of items in 4 cpllection.
only

¥

Name string A'his object represents the name of
this resource or array member. Thg

read- resource values shall comply with

only the Redfish Specification-described

required | requirements. This string value
shall be of the ‘Name’ reserved
word format.

Oem {} object This property shall contain the
OEM extensions. All values for
properties that this object contains
shall conform to the Redfish
Specification-described
requirements. See the Resource
schema for details on this property

OnHandLocation {} object The location where this set of
spares is kept. See the
vl 5 o.w1_5_o0 schema for details
on this property.
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Table 74: SpareResourceSet 1.0.1 properties, cont.

Property

Type

Notes

OnLine

boolean

read-
write

(null)

This set shall be available online.

ResourceType

string

read-

The type of resources in the set.

write

(nulD)

TimeToPrdvision

string

read-
write

(nulD)

Amount of time needed to make an on-hand resouréeavailabl
as a spare. Pattern: -?P(D)?(T(H)?(M)?((.)?S)?)?

()

TimeToReplenish

string

read-
write

(null)

Amount of time to needed replenish consumed on-hand
resources. Pattern: -?P(D)?¢T(H)?(M)?((.)?S)?)?

9.25 StorageGroup 1.2:1

9.25.1 Dedription

The primary pirposes df the collection shall be to govern access to the storage by clients or to add serv

requirements fpr the tmembers of the collection. Access to the collected storage by a specified set of ho

made available] oxwhavailable atomically. Requirements specified by the class of service shall be satisfi

ice
sts shall be

ed by each

collected element to which they apply. The storage group may contain: block, file, or object storage; local storage

system access points through which the collection is made available; and hosts, or host access points to which the

collection is made available.

9.25.2 URIs

/redfish/v1/Storage/{Storageld}/StorageGroups/{StorageGroupld}
/redfish/v1/Storage/{Storageld}/Volumes/{Volumeld}/StorageGroups/{StorageGroupld}
/redfish/v1/StorageServices/{StorageServiceld}/StorageGroups/{StorageGroupld}
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/redfish/v1/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/StorageGroups/{StorageGroupld}

9.25.3 Properties

The properties defined for the StorageGroup 1.2.1 object are summarized in Table 75.

Table 75: StorageGroup 1.2.1 properties

Property Type Notes
@odata.etag string The value of this property shall be a string
that is defined by the ETag HTTP header
read- definition in RFC7232.
only
AccessStatg string The value of this property shall;describe

(enum) the access characteristics ofithis storage

group. All associated logieal units through
read- all aggregated portg-shall share this access
write state. For the posSible property values, sed
(null) AccessState iR’ Property details.

Actions { object The Actions property shall contain the
available actions for this resource.

#StorageGroup.ExposeVolumes | object Exposes the storage of this group via the
{ target endpoints named in the
ServerEndpointGroups to the initiator
endpoints named in the
ClientEndpointGroups. The property
VolumesAreExposed shall be set to true
when this action is completed. For more
information, see the Actions section below

#StorageGroup.HideVolumes {} object Hide the storage of this group from the
initiator endpoints named in the
ClientEndpointGroups. The property
VolumesAreExposed shall be set to false
when this action is completed. For more

information, see the Actions section below.
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Table 75: StorageGroup 1.2.1 properties, cont.

Property Type Notes
AuthenticationMethod string The value of this property must be what kind of
(v1.2+) (enum) authentication that the endpoints in this

StorageGroup understands. For the possible

read- property values, see AuthenticationMethod in
write Property details.
(null)

ChaplInfo (vi.2+) [ { array The value of this property must reflect the

authentication used by this specific endpoint. For

example, if this endpoint represents an initiator,
and AuthenticationMethod is CHAP or

Mutual CHAP, the Credentials fields
CHAPUsername and CHAPSecret musbbe used. If
this endpoint represents a target endpoint and
AuthenticationMethod is MutualCHAP, then
Mutual CHAPUsername and - Mutual CHAPSecret
must be used.

InitiatorCHAPPassword | string The value of this prgperty shall be the shared secref

for CHAP authéxtication.
read-
write
(null)
InitiatorCHAPUser string I present, this property is the initiator CHAP
username for authentication. For example, with an
read- 1SCSI scenario, use the initiator iQN.
write
(nulD)
TargetCHAPUser string The value of this property shall be the CHAP
Username for 2-way CHAP authentication. For
read- example, with an iSCSI scenario, use the target iQN|
write In a FC with DHCHAP, this value will be a FC
{rull)  —
TargetPassword string The value of this property shall be the CHAP Secret
for 2-way CHAP authentication.
read-
write
(null)
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Table 75: StorageGroup 1.2.1 properties, cont.

Property Type Notes
11
ClientEndpointGroups array An array of references to groups of client-side
[ endpoints that may be used to make requests to the
storage exposed by this StorageGroup. If null, the
implementation may allow access to the storage via any
client-side endpoint. If empty, the implementation shall
not allow access to the storage via any client-side
endpoint.
@odataJid string Link to a EndpointGroup resource. See the Links
section and the EndpointGroup schema for details:
read-
only
iy
Description string This object represents the description of this resource.
The resource values shall comply with the Redfish
read- Specification-described requiirements.
only
(null)
Id string This propertyrepresents an identifier for the resource.
The resouree values shall comply with the Redfish
read- Specifitation-described requirements.
only
required
Identifier {} object The value shall be unique within the managed
ecosystem. See the vi_9_1.v1_9 1 schema for details oh
this property.
Swordfish SSM CEC 9091 - ATl iohte o,

API Specification

© ISO/IEC 2021 - All rights reserved

Page 139 0f 205


https://iecnorm.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

Table 75: StorageGroup 1.2.1 properties, cont.

Property Type Notes
Links { object This property shall contain links to other
resources that are related to this
resource.
ChildStorageGroups [ { array An array of references to StorageGroups
are incorporated into this StorageGroup.
@odata.id string Link to another StorageGroup resource.
read-
only

1
ChildSt¢rageGroups@odata.count | integer | The value of this property shialbe an

integer representing the nfumber of

read- items in a collections
only
ClassOf$ervice { object The ClassOfService that all storage in

this StorageGroup conforms to.

@odata.id string The%alte of this property shall be the

unique identifier for the resource and it
read- shall be of the form defined in the

only Redfish specification.
¥
Oem {} object This property shall contain the OEM
extensions. All values for properties
contained in this object shall conform to
the Redfish Specification-described
requirements. See the Resource schema
for details on this property.
ParentStorageGroups [ { array An array of references to StorageGroupg
that incorporate this StorageGroup.
@odata.id string Link to another StorageGroup resource.
read-
only
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Table 75: StorageGroup 1.2.1 properties, cont.

Property Type Notes

1]

ParentStorageGroups@odata.count | integer The value of this property shall be an
integer representing the number of

read- items in a collection.
only
b
MappedVolumes (v1.1+) [ { array An array of mapped volumes
: managed by this storage group

LogicalljlnitNumber string If present, the value is a SCSI Logicdl
Unit Number for the Volume!

read-
write
(null)

Volume|{ object The value shallLreference a mapped
Volume. See the Volume schema for
details on this property.

@odata.id string Eink to a Volume resource. See the
Links section and the Volume schemp
read- for details.
only

¥

1

MembersAreConsistent boolean The value of this property shall be set
to true if all members are in a

read- consistent state. The default value fof
write this property is false.
(null)

Name string This object represents the name of
f]’\;c resollrce Oor arrass mam]’\ar T}\D
this resource-or-array-memberTh

read- resource values shall comply with the
only Redfish Specification-described
required requirements. This string value shall
be of the ‘Name’ reserved word
format.
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Table 75: StorageGroup 1.2.1 properties, cont.

Property Type Notes

Oem {} object | This property shall contain the OEM extensions. All
values for properties that this object contains shall
conform to the Redfish Specification-described
requirements. See the Resource schema for details on this
property.

Replicalnfo { object | This property shall describe the replication relationship
between this storage group and a corresponding source
storage group. See the StorageReplicalnfo schema for
details on this property.

@odatalid string Link to a ReplicaInfo resource. See the Links sectigh’ahd
the StorageReplicalnfo schema for details.
read-
only

¥

ReplicaTargets (v1.1.1+) array The value shall reference the target replicas that are

[{ sourced by this replica.

@odatalid string The value of this property shall be the unique identifier
for the resource andit shall be of the form defined in the
read- Redfish specification.
only

1

ServerEndpointGroups array Artarray of references to groups of server-side endpoints

[{ that may be used to make requests to the storage exposed
by this storage group. If null, the implementation may
allow access to the storage via any server-side endpoint. If
empty, the implementation shall not allow access to the
storage via any server-side endpoint.

@odatalid string Link to a EndpointGroup resource. See the Links section
and the EndpointGroup schema for details.
read-
only
11
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Table 75: StorageGroup 1.2.1 properties, cont.

Property Type Notes
Status {} object The property shall contain the status of the StorageGroup.
See the Resource schema for details on this property.
Volumes [ { array An array of references to volumes managed by this storage
group.
@odata.id string Link to a Volume resource. See the Links section and the
Volume schema for details.
read-
only
1
VolumesAtteExposed | boolean | The value of this property shall be set to true if storage

volumes are exposed to the paths defined by theclient and

read- server endpoints. The default value for this property is
write false.
(null)

9.25.4 Actiions

9.25.4.1 Exp

Exposes the st
endpoints nam|

action is compl|
URlIs:

/redfish/v1/Stq
/redfish/v1/Stq
xposeVolumes
/redfish/v1/Stq

olumes

pseVolumes

rage of this group via the target endpgihts named in the ServerEndpointGroups to the
ed in the ClientEndpointGroups, The property VolumesAreExposed shall be set to true
eted.

rage/{Storageld}/StorageGroups/{StorageGroupld}/Actions/StorageGroup.ExposeVd
rage/{Storageld}/Volumes/{Volumeld}/StorageGroups/{StorageGroupld}/Actions/S

rageServices/{StorageServiceld}/StorageGroups/{StorageGroupld}/Actions/Storage(

initiator

when this

lumes

forageGroup.E

iroup.ExposeV

/redfish/v1/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/StorageGroups/{StorageGroupld}/Actions/S
torageGroup.ExposeVolumes

Parameters

(This action takes no parameters.)
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9.25.4.2 HideVolumes

Hide the storage of this group from the initiator endpoints named in the ClientEndpointGroups. The property
VolumesAreExposed shall be set to false when this action is completed.

URIs:

/redfish/v1/Storage/{Storageld}/StorageGroups/{StorageGroupld}/Actions/StorageGroup.HideVolumes
/redfish/v1/Storage/{Storageld}/Volumes/{Volumeld}/StorageGroups/{StorageGroupld}/Actions/StorageGroup.H

ideVolumes

/redfish/v1/StorageServices/{StorageServiceld}/StorageGroups/{StorageGroupld}/Actions/StorageGroup.HideVol

umes

/redfish/v1/StqrageServices/{StorageServiceld}/Volumes/{Volumeld}/StorageGroups/{StorageGyou

torageGroup.HjideVolumes

Parameters

(This action talfes no parameters.)

9.25.5 Prgperty details

9.25.5.1 AccgssState

The value of thiis property shall describe the access characteristics of this storage group. All associated

pId}/Actions/S

logical units

API Specification

through all aggregated ports shall share this access state.
The values defined for the AccessState ENUM are summarized in Table 76.
Table 76:. AccessState ENUM values, cont.
string Description
NonOptimiz¢d | Inthe cofitext of this enumeration literal, each endpoint shall be in an
ActivefNonOptimized state.
Optimized hirthe context of this enumeration literal, each endpoint shall be in an
’Active/Optimized state.
Standby T the context of this enumeration [iteral, each endpoint Snatt be i a Standby
state.
Transitioning In the context of this enumeration literal, at least one endpoint shall be
transitioning to a new AccesState.
Unavailable In the context of this enumeration literal, each endpoint shall be in an
unavailable state.
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9.25.5.2 AuthenticationMethod
The value of this property must be what kind of authentication that the endpoints in this StorageGroup understands.

The values defined for the AuthenticationMethod ENUM are summarized in Table 77.

Table 77: AuthenticationMethod ENUM values

string Description
CHAP iSCSI Challenge Handshake Authentication Protocol (CHAP) authentication is
used.
DHCHAP Diffie-Hellman Challenge Handshake Authentication Protocol (DHCHAP) is an

authentication protocol used in Fibre Channel. DHCHAP implies that only
properties ‘TargetCHAPUser’ and ‘TargetPassword’ need to be present.

Mutual CHAP iSCSI Mutual Challenge Handshake Authentication Protocol (CHAP)
authentication is used.

None No authentication is used.

9.26 StprageGroupCollection

9.26.1 UR[s

/redfish/v1/Stqrage/{Storageld}/StorageGroups
/redfish/v1/Stqrage/{Storageld}/Volumes/{Volurneld}/StorageGroups
/redfish/v1/StqrageServices/{StorageServiceld}/StorageGroups
/redfish/v1/StqrageServices/{StorageServiceld}/Volumes/{Volumeld}/StorageGroups
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9.26.2 Properties

The properties defined for the StorageGroupCollection object are summarized in Table 78.

Table 78: StorageGroupCollection properties, cont.

Property Type Notes

@odata.etag string The value of this property shall be a string that is

defined by the ETag HTTP header definition in
read- RFC7232.
only

Description SHRE This-objeetrepresents-the-deseripton-of-thisresoureq.
The resource values shall comply with the Redfish

read- Specification-described requirements.
only
(null)

Members [[{ array The value of each member entry.sh@all reference a

StorageGroup resource.
@odatalid string Link to a StorageGroup resource. See the Links
section and the StorageGroup schema for details.
read-
only

+]

Members@odata.nextLink | string The yaltie of this property shall be a URI to a
resource, with the same @odata.type, containing the

read- next set of partial members.
only

Name string This object represents the name of this resource or
array member. The resource values shall comply with

read- the Redfish Specification-described requirements.
only This string value shall be of the ‘Name’ reserved word
format.

Oem {} object | This property shall contain the OEM extensions. All
values tor properties contained 1n this object shall
conform to the Redfish Specification-described
requirements. See the Resource schema for details on
this property.
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9.27 StoragePool 1.3.1

9.27.1 Decription

A container of data storage capable of providing capacity conforming to one of its supported classes of service. The

storage pool does not support IO to its data storage.

0.27.2 URIs

/redfish/v1/St
/{StoragePooll
/redfish/v1/Stq
/redfish/v1/Stq

rage/{Storageld}/FileSystems/{FileSystemlId}/CapacitySources/{CapacitySourceld}/}
d} /redfish/v1/Storage/{Storageld}/StoragePools/{StoragePoolld}
rage/{Storageld}/StoragePools/{StoragePoolld}/AllocatedPools/{Allocate@Peolld}
rage/{Storageld}/StoragePools/{StoragePoolld}/CapacitySources/{CapacitySourceld

ols/{Providing|Poolld} /redfish/v1/Storage/{Storageld}/Volumes/{Volumeld}/AllgeatedPools/{Stora

/redfish/v1/Stq
agePoolld}

/redfish/v1/Stq
ProvidingPools
/redfish/v1/Stq
/redfish/v1/Stq
d}/ProvidingP
/redfish/v1/Stq
/redfish/v1/Stq
ingPools/{Stor]

0.27.3 Pra

The properties

rage/{Storageld}/Volumes/{Volumeld}/CapacitySources/{Cap@uitySourceld}/Provid]

rageServices/{StorageServiceld}/FileSystems/{FileSysternld}/CapacitySources/{Capqj
/{StoragePoolld} /redfish/v1/StorageServices/{StorfigeServiceld}/StoragePools/{Ston
rageServices/{StorageServiceld}/StoragePools/{StoragePoolld}/AllocatedPools/{Allo

ProvidingPools

!/ ProvidingPo
gePoolld}
IngPools/{Stor

citySourceld}/
agePoolld}
catedPoolld}

rageServices/{StorageServiceld}/StoragePools/{StoragePoolld}/CapacitySources/{CdpacitySourcel

ols/{ProvidingPoolld}

rageServices/{StorageServiceld}/Volames/{Volumeld}/AllocatedPools/{StoragePoolld}

rageServices/{StorageServiceld}/Volumes/{Volumeld}/CapacitySources/{CapacitySo
ngePoolld}

perties

defined fopthe StoragePool 1.3.1 object are summarized in Table 79.

Table 79: StoragePool 1.3.1 properties

Lirceld}/Provid

Property

Type Notes

@odata.etag

The value of this property shall be a string that is defined by the ETag
HTTP header definition in RFC7232.

string

read-
only

Actions

(v1.3+) {}

object | The Actions property shall contain the available actions for this

resource.
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Table 79: StoragePool 1.3.1 properties, cont.

Property Type Notes
AllocatedPools { object The value of this property shall contain a reference to the
collection of storage pools allocated from this storage pool.
Contains a link to a resource.
@odata.id string Link to Collection of StoragePool. See the StoragePool schema
for details.
read-
only
b
AllocatedVplumes | object The value of this property shall contain a reference to the
{ collection of volumes allocated from this storage pool.
Contains a link to a resource.
@odatalid string Link to Collection of Volume. See the Volume_ schema for
details.
read-
only
}
BlockSizeBytes integer | Maximum size in bytes of thle blocks which form this Volume.
(By) If the block size is variable, then the maximum block size in
bytes should be speéified. If the block size is unknown or if a
read- block concept is\not valid (for example, with Memory), enter 4
only 1.
(null)
Capacity {} object The'value of this property shall provide an information about
the actual utilization of the capacity within this storage pool.
See the CapacitySource.vi_o_o0 schema for details on this
property.
CapacitySqurces [ array Fully or partially consumed storage from a source resource.
{ Each entry shall provide capacity allocation data from a nameg
source resource.
@odata.id string tHimktoa€apacitySource resource—See-the tirtkssectiomrand
the CapacitySource schema for details.
read-
only
11
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Table 79: StoragePool 1.3.1 properties, cont.

Property Type Notes
ClassesOfService { object This property shall contain references to all classes of
service supported by this storage pool. Capacity allocated
from this storage pool shall conform to one of the
referenced classes of service. Contains a link to a
resource.
@odata.id string Link to Collection of LineOfService. See the
LineOfService schema for details.
read-
only
b
Compressead (v1.3+) boolean | This property shall contain a boolean indicatgrif the
StoragePool is currently utilizing compression or not.
read-
write
(null)
Deduplicated (v1.3+) boolean | This property shall contain aboolean indicator if the
StoragePool is currenthy utilizing deduplication or not.
read-
write
(null)
DefaultClassOfService object If presét, this property shall reference the default class
(v1.2+) { of service for entities allocated from this storage pool. If
the ClassesOfService collection is not empty, then the
value of this property shall be one of its entries. If not
present, the default class of service of the containing
StorageService entity shall be used.
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Table 79: StoragePool 1.3.1 properties, cont.

Property Type Notes
@odata.id | string The value of this property shall be the unique identifier for the
resource and it shall be of the form defined in the Redfish
read- specification.
only

b

Description string This object represents the description of this resource. The
resource values shall comply with the Redfish Specification-

read- described requirements.

only

(null)
Encrypted boolean This property shall contain a boolean indicator if the StoragePool if
(v1.3+) currently utilizing encryption or not.

read-

write

(null)

Id string This property represents an identifier'for the resource. The
resource values shall comply with the Redfish Specification-

read- described requirements.
only
required

Identifier {} object The value identifi€s this resource. The value shall be unique within
the managedcecosystem. See the vi_9g 1.v1_9_1schema for details
on this praperty.

IOStatisticp object The value shall represent IO statistics for this StoragePool. See the

(vi.2+) {3 JOStatistics schema for details on this property.

Links { object The Links property, as described by the Redfish Specification, shall
contain references to resources that are related to, but not
contained by (subordinate to), this resource.
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Table 79: StoragePool 1.3.1 properties, cont.

Property

Type

Notes

DedicatedSpareDrives (vi.2+) [ {

array

The value of this property shall be a
reference to the resources that this
StoragePool is associated with and
shall reference resources of type
Drive. This property shall only contain
references to Drive entities which are
currently assigned as a dedicated

spare and are able to support this

ral Y h |
[s1E0) ¥2i24S) golo)

@od4ta.id

string

read-
only

The value of this property shall be ithe
unique identifier for the resource and
it shall be of the form defined in the
Redfish specification:

3]

Dedicat

bdSpareDrives@odata.count

integer

read-

only

The value of this property shall be an
integer répresenting the number of

itendsyn a collection.

Default¢

ClassOfService {

object

If present, this property shall
reference the default class of service
for entities allocated from this storagg
pool. If the ClassesOfService
collection is not empty, then the valug
of this property shall be one of its
entries. If not present, the default
class of service of the containing

StorageService entity shall be used.

@od4ta.id

string

read-

The value of this property shall be the
unique identifier for the resource and
it shall be of the form defined in the

only

Redfish specification.
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Table 79: StoragePool 1.3.1 properties, cont.

Property Type Notes
Oem {} object This property shall contain the OEM
extensions. All values for properties contained
in this object shall conform to the Redfish
Specification-described requirements. See the
Resource schema for details on this property.
SpareResourceSets (vi.2+) [ { array Each referenced SpareResourceSet shall
contain resources that may be utilized to
replace the capacity provided by a failed
resource having a compatible type.
@odqta.id string Link to a SpareResourceSet respurce.|See the
Links section and the SparéResource$et
read- schema for details.
only
1
SpareR¢sourceSets@odata.count integer The value ofithis property shall be anlinteger
representing the number of items in g
read- collection.
only
by
LowSpaceWarningThresholdPercents array; Each time the following value is less than one
[1 (%) of the values in the array the
(integer, LOW_SPACE_THRESHOLD_WARNING
null) event shall be triggered: Across all
CapacitySources entries, percent =
read- (SUM(AllocatedBytes) -
write SUM(ConsumedBytes))/SUM(AllocatedBytes).
MaxBlockSizeBytes (ifi.3.7+) integer If present, the value is the maximum plock
(By) size of an allocated resource. If the blpck size
is unknown or if a block concept is nat valid
read- (for example, with Memory), this property
only shall be NULL.
(null)
Name string This object represents the name of this
resource or array member. The resource
read- values shall comply with the Redfish
only Specification-described requirements. This
required | string value shall be of the ‘Name’ reserved
word format.
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Table 79: StoragePool 1.3.1 properties, cont.
Property Type Notes

Oem {} object This property shall contain the OEM
extensions. All values for properties that this
object contains shall conform to the Redfish
Specification-described requirements. See the

Resource schema for details on this property.

RecoverableCapacitySourceCount | integer The value is the number of available capacity
(v1.2+) source resources currently available in the
read- event that an equivalent capacity source
write resource fails.
(null)
RemainingCapacityPercent * integer If present, this value shall returt
(vi1+)* {[(SUM(AllocatedBytes) -
read- SUM(ConsumedBytes)]/SUM(AllocatedByjtes)}
only * 100 represented as aninteger value.
(null)

Status {} object The propertyShall contain the status of th¢:
StorageRowt. See the Resource schema for
details on this property.

SupportedProvisioningPolicies array This collection shall specify all supported

(v1.3+)[ ] (string storage allocation policies for the Storage Pool.

(enum)) The enumeration literals may be used to
specify space provisioning policy. For the

read- possible property values, see
write SupportedProuvisioningPolicies in Property
(null) details.

SupportedRAIDTypes (v.d+) [ ] array This collection shall contain all the RAIDTjype

(string values supported by the storage pool. For the
(enum)) | possible property values, see

SupportedRAIDTypes in Property details.
read-

onty
(null)

9.27.4 Property details

9.27.4.1 SupportedProvisioningPolicies

This collection shall specify all supported storage allocation policies for the Storage Pool. The enumeration literals
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may be used to specify space provisioning policy.

The values defined for the SupportedProvisioningPolicies ENUM are summarized in Table 80.

Table 80: SupportedProvisioningPolicies ENUM values

string Description
Fixed This enumeration literal specifies storage shall be fully allocated.
Thin This enumeration literal specifies storage may be over allocated.
9.27.4.2 SupportedRAIDTypes

This collection

The values defined for the SupportedRAIDTypes ENUM are summarized in Table 81.

shall contain all the RAIDType values supported by the storage pool.

Table 81: SupportedRAIDTypes ENUM values

string

Description

RAIDoO

A placement policy where consecutive logical blocks of data are'wniformly distributed
across a set of independent storage devices without offering.any form of redundancy.
This is commonly referred to as data striping. This forfrof RAID will encounter data

loss with the failure of any storage device in the set,

RAIDoO

A placement policy that creates a RAID o stripe set over two or more RAID 0 sets. This
is commonly referred to as RAID 0+o0. This{fetm of data layout is not fault tolerant; if
any storage device fails there will be data loss.

RAIDO1

A data placement policy that creates\a mirrored device (RAID 1) over a set of striped
devices (RAID 0). This is commonly referred to as RAID 0+1 or RAID 0/1. Data stored
using this form of RAID is'gble to survive a single RAID 0 data set failure without data
loss.

RAID1

A placement poli¢y'yhere each logical block of data is stored on more than one
independent storage device. This is commonly referred to as mirroring. Data stored
using this€drm of RAID is able to survive a single storage device failure without data
loss.

RAID10

Aplacement policy that creates a striped device (RAID 0) over a set of mirrored

devices (RAID 1). This is commonly referred 1o as RAID 1/0. Data stored using thiis
form of RAID is able to survive storage device failures in each RAID 1 set without data
loss.
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Table 81: SupportedRAIDTypes ENUM values, cont.

string

Description

RAID10E

A placement policy that uses a RAID o0 stripe set over two or more RAID 10 sets.
This is commonly referred to as Enhanced RAID 10. Data stored using this form
of RAID is able to survive a single device failure within each nested RAID 1 set
without data loss.

RAID10Triple

A placement policy that uses a striped device (RAID 0) over a set of triple
mirrored devices (RAID 1Triple). This form of RAID can survive up to two

failures in each triple mirror set without data loss.

RAID1E

A placement policy that uses a form of mirroring implemented over a set of

independent storage devices where logical blocks are duplicated on a pair of
independent storage devices so that data is uniformly distributed across thé
storage devices. This is commonly referred to as RAID 1 Enhanced. Datastored
using this form of RAID is able to survive a single storage device failure without

data loss.

RAID1Triplg

A placement policy where each logical block of data is migrered three times
across a set of three independent storage devices. Thisis@ommonly referred to ap
three-way mirroring. This form of RAID can survive@wo device failures without

data loss.

RAID3

A placement policy using parity-based proteetion where logical bytes of data are
uniformly distributed across a set of independent storage devices and where the
parity is stored on a dedicated independent storage device. Data stored using this
form of RAID is able to survive a$ingle storage device failure without data loss. If

the storage devices use rotating media, they are assumed to be rotationally

N

synchronized, and the datastripe size should be no larger than the exported bloc

size.

RAID4

A placement policy using parity-based protection where logical blocks of data arg
uniformly distributed across a set of independent storage devices and where the
parity isistored on a dedicated independent storage device. Data stored using this
forndof RAID is able to survive a single storage device failure without data loss.

RAID5

K placement policy using parity-based protection for storing stripes of ‘n’ logical

blocks of data and one logical block of parity across a set of ‘n+1" independent

storage devices where the parity and data blocks are interleaved across the
storage devices. Data stored using this form of RAID is able to survive a single
storage device failure without data loss.

RAID50

A placement policy that uses a RAID o stripe set over two or more RAID 5 sets of
independent storage devices. Data stored using this form of RAID is able to

survive a single storage device failure within each RAID 5 set without data loss.
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Table 81: SupportedRAIDTypes ENUM values, cont.

string Description
RAID6 A placement policy using parity-based protection for storing stripes of ‘n’ logical

blocks of data and two logical blocks of independent parity across a set of ‘n+2’
independent storage devices where the parity and data blocks are interleaved across
the storage devices. Data stored using this form of RAID is able to survive any two

independent storage device failures without data loss.

RAID60 A placement policy that uses a RAID o stripe set over two or more RAID 6 sets of
independent storage devices. Data stored using this form of RAID is able to survive
two device failures within each RAID 6 set without data loss.

RAID6TP || A placement policy that uses parity-based protection for storing stripes of ‘n’ logical
blocks of data and three logical blocks of independent parity across a set of ‘n+3:
independent storage devices where the parity and data blocks are interleavédacross
the storage devices. This is commonly referred to as Triple Parity RAID,Pata stored
using this form of RAID is able to survive any three independent stdrage device
failures without data loss.

9.28 StpragePoolCollection

0.28.1 URI[s

/redfish/v1/Stqrage/{Storageld}/FileSystems/{FileSystemlId}/CapacitySources/{CapacitySourceld}/RrovidingPools
/redfish/v1/Stqrage/{Storageld}/StoragePRools
/redfish/v1/Stqrage/{Storageld}/StoragePools/{StoragePoolld}/AllocatedPools
/redfish/v1/Stqrage/{Storageld}/StoragePools/{StoragePoolld}/CapacitySources/{CapacitySourceld}/ProvidingPo
ols /redfish/v1)Storage/{Storageld}/Volumes/{Volumeld}/AllocatedPools
/redfish/v1/Stqrage/{Storageld}/Volumes/{Volumeld}/CapacitySources/{CapacitySourceld}/ProvidingPools
/redfish/v1/StqrageSeryiegs/{StorageServiceld}/FileSystems/{FileSystemlId}/CapacitySources/{CapakitySourceld}/
ProvidingPoold /redfishy/v1/StorageServices/{StorageServiceld}/StoragePools
/redfish/v1/StqrdgeServices/{StorageServiceld}/StoragePools/{StoragePoolld}/AllocatedPools
/redfish/v1/StorageServices/{StorageServiceld}/StoragePools/{StoragePoolld}/CapacitySources/{CapacitySourcel
d}/ProvidingPools /redfish/v1/StorageServices/{StorageSeruviceld}/Volumes/{Volumeld}/AllocatedPools
/redfish/v1/StorageServices/{StorageServiceld}/Volumes/{Volumeld}/CapacitySources/{CapacitySourceld}/Provid
ingPools

9.28.2 Properties

The properties defined for the StoragePoolCollection object are summarized in Table 82.
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Table 82: StoragePoolCollection properties

Property Type Notes

@odata.etag string The value of this property shall be a string that is
defined by the ETag HTTP header definition in

read- RFCy232.
only

Description string This object represents the description of this resource.

The resource values shall comply with the Redfish
read- Specification-described requirements.
only
(null)

Members [[{ array The value of each member entry shall referengé\a
StoragePool resource.

@odatalid string Link to a StoragePool resource. See th&hinks section
and the StoragePool schema for defails.
read-
only

+]

Members@odata.nextLink | string The value of this ppoperty shall be a URI to a
resource, with the same @odata.type, containing the

read- next set of partial members.
only

Name string This‘object represents the name of this resource or
array member. The resource values shall comply with

read- the Redfish Specification-described requirements.
only This string value shall be of the ‘Name’ reserved word
format.

Oem {} object | This property shall contain the OEM extensions. All
values for properties contained in this object shall
conform to the Redfish Specification-described
requirements. See the Resource schema for details on
this property.

9.29 StorageReplicalnfo 1.3.0

9.29.1 Decription

This entity shall define the characteristics of a replica.
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9.29.2 Properties

The properties defined for the StorageReplicalnfo 1.3.0 object are summarized in Table 83.

Table 83: StorageReplicalnfo 1.3.0 properties

Property Type Notes
@odata.etag | string The value of this property shall be a string that is defined by the
ETag HTTP header definition in RFC7232.
read-
only
Actions objeet The-AcHons-properbrshall-contain-the-available-acHonsforthis
(vi.2+) {¢ resource.
Description string This object represents the description of this resource. The resource
values shall comply with the Redfish Specification-deseribed
read- requirements.
only
(null)
Id string This property represents an identifier fdr the resource. The
resource values shall comply with th¢ Redfish Specification-
read- described requirements.
only
required
Name string This object represents the name of this resource or array member.
The resource valiies shall comply with the Redfish Specification-
read- described regiirements. This string value shall be of the ‘Name’
only reserved word format.
required
Oem {} object This property shall contain the OEM extensions. All values for
properties that this object contains shall conform to the Redfish
Specification-described requirements. See the Resource schema for
details on this property.
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9.30.1 Decription

ISO/IEC 5965:2021(E)

Collection of resources that the system can make available to one or more host systems. The collection can contain:

block, file, or object storage; local system access points through which the collection is made available; hosts, or host

access points to which the collection is made available.

9.30.2 URds

/redfish/v1/StqrageServices/{StorageServiceld}

9.30.3 Prgperties

The properties|defined for the StorageService 1.4.0 object are summarized it*Table 84.

Table 84: StorageService 1.4.0 properties

Property Type Notes
@odata.etdg string THe value of this property shall be a
string that is defined by the ETag HTTP
redad- header definition in RFC7232.
only
Actions { object | The Actions property shall contain the
available actions for this resource.
#StorageService.SetEncryptionKey | object | This defines the name of the custom
& action supported on this resource. For
more information, see the Actions
section below.
}
ClassesOfSeryice { object | The value of each entry in the array shall
reference a ClassOfService supported by
this service. Contains a link to a
resource.
@odata.id string Link to Collection of LineOfService. See
the LineOfService schema for details.
read-
only
b
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Table 84: StorageService 1.4.0 properties, cont.

Property Type Notes
ClientEndpointGroups { object | The value of each entry in the array shall
reference an EndpointGroup. Contains a link to a
resource.
@odata.id string Link to Collection of EndpointGroup. See the
EndpointGroup schema for details.
read-
only
by
ConsistengyGroups (v1.3+) { object The value of each entry in the array shall
reference a ConsistencyGroup. Contains alisk td
a resource.
@odatalid string Link to Collection of ConsistencyGroup. See the
ConsistencyGroup schema fotdetails.
read-
only
}
DataProte¢tionLoSCapabilities | object | The value shall feference the data protection
(v1.2+){ capabilities of this service. See the
DatgProtectionLoSCapabilities schema for
details on this property.
@odatalid string Link to a DataProtectionLoSCapabilities
resource. See the Links section and the
read- DataProtectionLoSCapadbilities schema for
only details.
b
DataSecurityLoSCapabilities object | The value shall reference the data security
(v1.2+){ capabilities of this service. See the
DataSecurityLoSCapabilities schema for details
on this property.
@odata.id string Link to a DataSecurityLoSCapabilities resource.
See the Links section and the
read- DataSecurityLoSCapabilities schema for details.
only
b
Swordfish SSM EC 9091 AT ot o

API Specification

© ISO/IEC 2021 - All rights reserved

Page 160 0f 205


https://iecnorm.com/api/?name=f024faff0c78c33a2d69c00dca1f6bbd

ISO/IEC 5965:2021(E)

Table 84: StorageService 1.4.0 properties, cont.
Property Type Notes
DataStorageLoSCapabilities | object | The value shall reference the data storage
(v1.2+){ capabilities of this service. See the
DataStorageLoSCapabilities schema for details on
this property.
@odata.id string Link to a DataStorageLoSCapabilities resource. See
the Links section and the
read- DataStorageLoSCapabilities schema for details.
only
¥
DefaultClassOfService object | If present, this property shall reference the default
(v1.2+){ class of service for entities allocated by thi$-storage
service. This default may be overriddenby the
DefaultClassOfService property yalues within
contained StoragePools.
@odatalid string The value of this property'shall be the unique
identifier for the resouree and it shall be of the forn
read- defined in the Redfish specification.
only
b
Description string This@bject represents the description of this
resource. The resource values shall comply with the
read- Redfish Specification-described requirements.
only
Gaalll)
Drives { object | A collection that indicates all the drives managed by
this storage service. Contains a link to a resource.
@odatalid string Link to Collection of Drive. See the Drive schema fof
details.
read-
only
}
EndpointGroups { object | The value of each entry in the array shall reference
an EndpointGroup. Contains a link to a resource.
b
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Table 84: StorageService 1.4.0 properties, cont.

Property Type Notes
@odata.id string Link to Collection of EndpointGroup. See the
EndpointGroup schema for details.
read-
only
Endpoints { object The value of each entry in the array shall
reference an Endpoint managed by this
service.
@odata.id string The value of this property shall be the unique
identifier for the resource and it shall be of the
read- form defined in the Redfish specificatiof,
only
¥
FileSystems { object An array of references to FileSystems managefl
by this storage service.(Contains a link to a
resource.
@odatalid string Link to Collection of FileSystem. See the
FileSystengsechema for details.
read-
only
b
Id string This property represents an identifier for the
resource. The resource values shall comply
read- with the Redfish Specification-described
only requirements.
required
Identifier {} object The value identifies this resource. The value
shall be unique within the managed
ecosystem. See the v1_9 1.v1_9 1 schema for
details on this property.
I0ConnectivityloS€apabilities object Fhevatue statt referercethe O commectivity
(v1.2+){ capabilities of this service. See the
I0ConnectivityLoSCapabilities schema for
details on this property.
@odata.id string Link to a IOConnectivityLoSCapabilities
resource. See the Links section and the
read- I0ConnectivityLoSCapabilities schema for
only details.
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Table 84: StorageService 1.4.0 properties, cont.

Property Type Notes

by

IOPerformanceLoSCapabilities object | The value shall reference the IO performance

(v1.2+){ capabilities of this service. See the
IOPerformanceLoSCapadbilities schema for
details on this property.

@odata.id string Link to a IOPerformanceLoSCapabilities
resource. See the Links section and the
read- IOPerformanceLoSCapabilities schema for
only details.

}

IOStatisticp (vi.2+) {} object The value shall represent IO stati§tics for this
StorageService. See the IOStatistics schema
for details on this property

LinesOfSexvice (vi.4+) [ { array The value of each entry.shall reference a
LineOfService collection defined for this
service.

@odatalid string Link to Cellection of LineOfService. See the
LineQfService schema for details.
read-
only

1]

Links { object | This property shall contain links to other
resources that are related to this resource.

DataPrqgtectionLoSCapabilities | object | The value shall reference the data protection|

{ capabilities of this service. See the
DataProtectionLoSCapabilities schema for
details on this property.

@odata.id string Link to a DataProtectionLoSCapabilities
resource. See the Links section and the
read- DataProtectionLoSCapabilities schema for
only details.
¥
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Table 84: StorageService 1.4.0 properties, cont.

Property Type Notes
DataSecurityL.oSCapabilities { object | The value shall reference the data security
capabilities of this service. See the
DataSecurityLoSCapabilities schema for
details on this property.
@odata.id string Link to a DataSecurityLoSCapabilities
resource. See the Links section and the
read- DataSecurityLoSCapabilities schema for
only details.
¥
DataStorageLoSCapabilities { object | The value shall reference the data storage
capabilities of this service. See the
DataStorageLoSCapadbilities sthema for
details on this property.
@odata.id string Link to a DataStoragelLoSCapabilities
resource. See the LinKks section and the
read- DataStorageloS€apadbilities schema for
only details.
¥
Default{lassOfService { object | Ifptesent, this property shall reference the
default class of service for entities allocated
by this storage service. This default may be
overridden by the DefaultClassOfService
property values within contained
StoragePools.
@odata.id string The value of this property shall be the unique
identifier for the resource and it shall be of
read- the form defined in the Redfish specification
only
¥
HostingSystent Fhevatue shattreference-the
ComputerSystem or StorageController that
read- hosts this service.
write
IOConnectivityLoSCapabilities | object | The value shall reference the IO connectivity
{ capabilities of this service. See the
I0ConnectivityLoSCapabilities schema for
details on this property.
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Table 84: StorageService 1.4.0 properties, cont.

Property Type Notes
@odata.id string Link to a IOConnectivityLoSCapabilities
resource. See the Links section and the
read- IOConnectivityLoSCapabilities schema for
only details.
¥
IOPerformanceLoSCapabilities | object The value shall reference the 10

{ performance capabilities of this service.
See the IOPerformanceLoSCapabilities
schema for details on this property.

@odata.id string Link to a IOPerformanceLoSCapabilities
resource. See the Links sectionahd the
read- IOPerformanceLoSCapabilities schema for
only details.
¥
Oem {} object This property shall contain the OEM
extensions_All values for properties
contairfed/in this object shall conform to
the Redfish Specification-described
requirements. See the Resource schema
for details on this property.

}

Name string This object represents the name of this
resource or array member. The resource

read- values shall comply with the Redfish

only Specification-described requirements. This

required | string value shall be of the ‘Name’ reserved
word format.

Oem {} object This property shall contain the OEM
extensions. All values for properties that
this object contains shall conform to the
Redfish Specification-described
requirements. See the Resource schema
for details on this property.

Table 84: StorageService 1.4.0 properties, cont.
Property ‘ Type ‘ Notes
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