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d

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

Artificial intelligence (AI) systems have the potential to create incremental changes and achieve new levels
of performance and capability in domains such as agriculture, transportation, fintech, education, energy,
healthcare and manufacturing. However, the potential risks related to lack of trustworthiness can impact Al
implementations and their acceptance. Al applications can involve and impact many stakeholders, including
individuals, organizations and society as a whole. The impact of Al applications can evolve over time, in
some cases due to the nature of the underlying data or legal environment. The stakeholders should be made
aware of their roles and responsibilities in their engagement. While detailed Al-related standards can serve
the interest of technical experts involved in engineering and development, this document provides a macro-
level context of the Al application life cycle, to facilitate multi-stakeholder communication, engagement and

acceptance.

This documeht contains guidance for Al applications based on a common framework, to pro

macro-level

incorporates| Al characteristics and non-functional characteristics such as trustworthin
management| The guidance can be used by standards developers, application @develope
interested pdrties to provide answers to the question: “What are the characteristics’and con

an Al applica
their roles aj
stakeholder ¢
and knowled
evolving nat
characteristi

This docume
this docu

an appro
functiond

an Al apy
consider

guidance

» oo«

erspectives. The framework incorporates “make”, “use” and “impact” perSpec

)

ion?”. The stakeholders are mapped to various stages of the Al system life cycle|
1d responsibilities and making them aware of the processes to. follow to enab
ngagement for the Al application. These stakeholders can hawé+arious levels of
be. Since Al applications can differ from non-Al software applications due to their
ire and aspects of trustworthiness, all stakeholders, stiould be made aware
CS.

t provides:
ment’s motivation and objectives (Clause 4);

nch to identifying an Al application’s stakéholders, context, functional characteris
1l characteristics (Clause 5);

lication framework that can be used*to answer the question: “What are the chara
itions of an Al application?” (Clause 6);

for Al applications based.on;the make, use and impact perspectives (Clause 7).

vide multiple
tives. It also
ess and risk
's and other
tiderations of
highlighting
e a coherent
Al expertise
continuously
bf Al-specific

tics and non-

rteristics and
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International Standard ISO/IEC 5339:2024(en)

Information technology — Artificial intelligence — Guidance
for Al applications

1 Scope

This document provides guidance for identifying the context, opportunities and processes for developing
and applying Al applications. The guidance provides a macro-level view of the Al application context,

the stakeholdersand their Toles, Telationship to the 1ife cycie of the System, and common Al application
characteristi¢s and considerations.
2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirement§ of this document. For dated references, only the edition cited dpplies. For undatg¢d references,
the latest edifion of the referenced document (including any amendments).applies.

ISO/IEC 22989:2022, Information technology — Artificial intelligence“<~ Artificial intelligence|concepts and
terminology

3 Terms and definitions

For the purpgses of this document, the terms and definjtions given in ISO/IEC 22989:2022 and|the following
apply.

[SO and [EC maintain terminology databases for gse in standardization at the following addregses:

— ISO Onlinje browsing platform: available@t https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1
Al applicatign
use of Al with functional characteristics that operates in stakeholder contexts to deliver an intpnded result

3.2
cloud service
one or more ¢apabilities offered via cloud computing (3.6) invoked using a defined interface

[SOURCE: ISQ/1EC22123-1:2023, 3.1.2]

3.3

private cloud

cloud deployment model (3.5) where cloud services (3.2) are used exclusively by a single cloud service customer
(3.4) and resources are controlled by that cloud service customer

[SOURCE: ISO/IEC 22123-1:2023, 3.2.4]

3.4
cloud service customer
party that is in a business relationship for the purpose of using cloud services (3.2)

Note 1 to entry: A business relationship does not necessarily imply financial agreements.

© ISO/IEC 2024 - All rights reserved
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[SOURCE: ISO/IEC 22123-1:2023, 3.3.2, modified —"acting in a cloud service customer role" changed to "in a

business rela

3.5

tionship for the purpose of using cloud services", Note 1 to entry added]

cloud deployment model
way in which cloud computing (3.6) can be organized based on the control and sharing of physical or virtual

resources

Note 1 to entry: The cloud deployment models include community cloud, hybrid cloud, private cloud and public cloud.

[SOURCE: ISO/IEC 22123-1:2023, 3.2.1]

3.6

cloud computing

B

paradigm for
with self-sery

Note 1 to enti
storage equipr

[SOURCE: ISQ

4 Motivaf

This docume
of an Al app
communicati

The formulat

the conte
and How|

the stake
subject, ¢

common

5 Alappl

anabling pnatyuarly accncc o o coalabhla A d alactis
oo R e eWorKkatees5+toa-Staraoreaiaeaste

-

rice provisioning and administration on-demand

y: Examples of resources include servers, operating systems, networks, softwarg, ap
hent.

/IEC 22123-1:2023, 3.1.1, modified — Note 2 to entry deleted]

rions and objectives

1t establishes guidance based on the question: “What aré the characteristics and c
ication?” It provides a basis for a common understanding among stakeholder
bn, engagement and acceptance of an Al application:

jon of this document is as follows:

xt of an Al application described with respect to Who (stakeholders), What, When|
at various stages of an Al system life cycle;

holders - Al stakeholder roles suclyas Al provider, Al producer, Al customer, A
onsumers, community and relevant authorities;

Al application functional andnon-functional characteristics and considerations.

jication context and characteristics

5.1 Establ

This clause
system life cy
the stages, va

What: Ac

Who: Thé-sta old e-g: e
values can be served, and whose co

shing approach for Al application context

escribes-thé approach for establishing the Al application context. This documer
cle stages in accordance with ISO/IEC 22989:2022, Clause 6 and ISO/IEC 5338
rious stakeholders, processes and relationships are defined and mapped thus:

al resources

blications, and

bnsiderations
5 to promote

Where, Why

\[ partner, Al

t uses the Al
1. For each of

addressed.

ncerns can b

tivities associated with the context, such as

— Al system and application capabilities

— types of decisions being supported by the Al application.

How: Specific methods associated with the context, such as

interests and

degree of human involvement in decision-making (e.g. autonomous or semi-autonomous)

— Al system in an augmentation role (e.g. decision support, human-system collaboration)

© ISO/IEC 2024 - All rights reserved
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— algorithmic processes
— sources, collection and provision of data
— deployment as a product or service

— When: Associated with the temporal context, i.e. a process in a particular stage of the Al system life
cycle, or a temporal activation of a process, such as the frequency of an application. This depends on the
context established in “What”.

— Where: Location associated with the context, i.e. where the Al application is used; internal to the
organization (e.g. for operations) or external to the organization (e.g. with customers); the deployment
mode of the application (e.g. on-premise, as a cloud service or through third parties).

— Why: Thwmwmmmm&mﬁf of the value
proposition to the “Who” such as the customers, users and community, shows the applicati¢n’s rationale,

objectives, benefits, considerations and impacts including economic, social, societal, etc.

5.2 Al application context

Figure 1 showvs a typical Al application context with its stakeholders, processes and relationships together
with the diffgrent stages of an Al system life cycle.

© ISO/IEC 2024 - All rights reserved
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”= | Al system life cycle
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When (in stage)
Who/what
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providers

What/how | I
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Figure 1 — Typical Al application context

Other stakeholders are those in the community who are not involved with the development or use of the
Al application but are still impacted or regulators and policy makers who have impact on the deployment
The
organizational boundary is used to delineate what is inside or outside of the producer’s organization
(e.g. pre-deployment vs. post-deployment). In certain cases, the Al application provider can be part of the
producer’s organization but have an external role. The three Al application characteristics (see 5.4) are also
reflected in Figure 1.

of the application. The relationships between stakeholders include communication and exchanges.

© ISO/IEC 2024 - All rights reserved

4

Al model S 2 | O A _———
development |1 ® WhatZhow/
: | Who/what/ What/how/ whéré/when
What/how ® I how where l Whlz_at " ftemporal)  {Vho/why
a 1cation
Al Sy§t.e.m Internal or ca;l));bilities Al- Internal or
Al capabilities | external Al Al augmented external Al
system |1 application application decision- customers,
: | providers making Al users
Who/what | IWho/whyI Who /why1
Al | | Regulators
| and policy Jommunity
developers I makers


https://iecnorm.com/api/?name=b7fc59d94a4644e721082d0772383331

ISO/IEC 5339:2024(en)

5.3 Stakeholders and processes

5.3.1 Gene

ral

Figure 1 shows the relationship among the stakeholders (Who), their roles (What), (Where) and (When) the
processes (What) are employed (How).

Figure 1 also shows that the producer, customer, regulators and community (Who) also have value
considerations (Why) at stake in this context.

5.3.2 Al stakeholders

5.3.2.1 General

The Al stake
Al system liff
ISO/IEC 2298

5.3.2.2 Al producer

An Al produ
services that
objective (W
life cycle (W]

the Al systen].

5.3.2.3 Al developer

An Al develo
and services

verification 4
individual Al

5.3.2.4 Al

An Al custom
provision to |
an Al custom
system life cy
product (Wh,
and participd
of the Al syst

An Al custom|

holders described here play one or more different roles and sub-roles in various
b cycle. The name of the stakeholder is also indicative of its role or sub-role“as
9:2022, 5.19.

er (Who) is an organization or entity that designs, develops,fests and deploy:
use one or more Al systems. The Al producer takes on these roles as part of its g
hy, e.g. profit as well as value creation for its customers).Ihese roles span the wh
nen) and include management decisions about the inception and termination or

for the producer. The roles can include niodel and system design, development, imj
nd validation (What) in the pre-deployment stages of the Al system life cyclg
developer can be a member of the;producer’s organization or a contractor or part

fustomer

er (Who) is an organization or entity that uses an Al product or service either dir
A\l users. There is a business relationship between an Al application provider (se
br, e.g. engagementiproduct purchase or service subscription. The customers’ rolg
fcle (When) sinee-they create the demand, realize the value and sustain the viab
V). They are oftenf consulted by the Al producer during the inception to determine
te in the verification and validation, deployment, operation and monitoring, retiy
em life ayacle.

er ot Al user (see 5.3.2.5) can be part of the Al application provider’s organization

stages of the
described in

products or
rganization’s
ple Al system
retirement of

ber (Who) is an organization or entity that is concerned with the development of Al products

blementation,
b (When). An
ner.

ectly or by its
p 5.3.2.6) and
spans the Al

ility of the Al

rfequirements
ement stages

(internal, e.g.

a business fu

hetion department) or have an arms-length relationship (external, e.g. the application provider

is a third-par

y service provider) (Where).

5.3.2.5 Aluser

An Al user (Who) is an organization or entity that uses Al products or services. An Al user can be an
individual from the community (Who) or a member of the customer organization or entity. A customer can
also be a user. An Al user does not have to be an Al customer [i.e. has a business relationship with the Al
application provider (see 5.3.2.6)]. An Al user’s role is usually centred around the operation and monitoring
stage of the Al system life cycle (When) to realize value from use of the Al product or service (Why).

© ISO/IEC 2024 - All rights reserved
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5.3.2.6 Al application provider

In general, an Al application provider is an organization or entity that provides products or services that uses
one or more Al systems. In the Al application context, an Al application provider (Who) is an organization or
entity that provides the capabilities from an Al system (such as reasoning and decision-making) in the form
of an Al application (What) as a product or service (How) to internal or external customers as described in
ISO/IEC 22989:2022.

NOTE An Al application provider in this document is analogous to an Al product or service provider in
ISO/IEC 22989:2022.

An Al application provider can be internal (part of the Al producer’s organization) or external (such as
a third-party product or service provider). An Al application provider’s role is usually centred around
the deployment stage in the Al system life cycle (When). They can also participate in earlier stages by
contributing pbout potential-apptication donaiTs, Tocations, TUStomers arnd USers, decision gypes and the
particularitigs of the deployment environment.

5.3.2.7 Al partner

r is an organization or entity that provides services to the Al producer and A
art of a business relationship.

An Al partne L[ application

provider as p

5.3.2.8 Data provider

A data provider (Who) is an organization or entity that is concerned with providing data used by Al products

or services. A
model. The d

The role of
circumstancg
involved in th

5.3.3 Othe

5.3.3.1 General

Other stakeh
application b

data provider either collects or prepares data (What), or both for use by the Al
ita provider can be a partner of the Al producer.

s, such as where the Al system employs machine learning models, the data provid
e post-deployment stages to collect and\ptepare data for continuous validation ({

r stakeholders

plders include those in the'community that are not involved in the production or
it are still impacted,.e:g. consumers. Regulators and policy makers whose mandat

a data provider is usually centred around pre-deployment stages (When).

producer’s Al

In certain
er can also be
Vhen).

use of the Al
e can have an

impact in the|Al application context are also in this category.

5.3.3.2 Community

affect other
affiliates).

The use of Al technology can have impacts beyond the individual customer and user and
community miembérs(Who) (e.g. consumers, family, neighbours, work colleagues, social circle

5.3.3.3 Regulatorsandpolicymakers

A regulator (Who) is an authority in the locality where the Al application is deployed and operated, and
which has jurisdiction governing the use of Al technology based on existing legal requirements. Even though
compliance to legal requirements is assessed by regulators in the deployment, operation and monitoring
stages, the Al provider and other early stage stakeholders should identify applicable risks and regulation
and provide solutions to avoid barriers to achieve original objectives.

Al applications can be deployed in jurisdictions that have different regulations related to the collection and
use of data, as well as their operations.

A policy maker (Who) is an authority in the locality where the Al application is deployed and operated that
sets the legal requirements governing the use of Al technology.

© ISO/IEC 2024 - All rights reserved
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5.3.4 Processes

5.3.4.1 General

A process is a function or activity that transforms a specified input into a desired output. In the context of an
Al application, the processes described in this clause are related to input data (What) that are transformed
(How) by the Al system into its capabilities (What). These capabilities are to be deployed (How, Where) in an
Al application (What) to augment a user’s decision-making (What, How, When).

5.3.4.2 Al system

An Al system is an engineered system that is designed, developed, verified and validated by the Al producer
to perform certain functions such as reasoning and decision-making, as described in ISO/IEC 22989:2022.

These functig
are produced
involved, e.g.

synthesis, daf

5.3.4.3 Al model and development

An Al model
5.3.4.2). The
trees, Bayesi
compute deci

Information
prepared daf]
and decision
derived from|

logic programhming and rule-based systems for makinginferences (How) (see ISO/IEC 23053:2

msproduce“Wihat the At systemrcamrdo’ te-the At systenrcapabitittes—How thes

depends on the configuration and construction of the Al model (see 5.3.4.3)
computer vision, image recognition, natural language processing, machine.transl
a mining and planning.

s a mathematical representation of a process (What) that forih§the core of an A
Al model can be developed from different technologies, stuch as neural netwd
in networks, logic sentences and ontologies. These models-are used to make pre
sions to support the functions of the Al system as described in ISO/IEC 22989:20]

required for the model’s development can be derivVed from machine learning hy

a with an algorithm (How). The data are prepared from sources appropriate fo
tmaking environment of the Al application J(see 5.3.4.4). Alternatively, inform
human-engineered declarative or procedural’knowledge and human expertise c

5.3.4.4 Al

The Al syste
including ag

others. This “p

meet system
Al system ca

application cp

system that p

application

capabilities (see 5.3.4.2) are applied to a decision-making environment in a parti
iculture, transportation, fintech, education, energy, healthcare, manufacturiy
pplication” can includeincorporating other non-Al capabilities, features and cust
pecifications as well as‘the needs of customers or users. The Al application prov
pabilities into a depleyable Al application (What), which in turn performs its oy
pabilities. An Al application can be deployed as a product or service by the A

e capabilities
and the field
ation, speech

[ system (see
rks, decision
dictions or to
b2, 8.3.

processing
r the domain
ation can be
an be used in
022, 7.1113]),

rular domain,
1lg and many
bmizations to
der packages
vn unique Al
.1 application
nation can be

il{ties that are

mple is an Al
i¢al diagnostic

environment as an anomaly detectlng AI appllcatlon for blomedlcal 1mag1ng The AI appllcatlon uses
visualization of the training and evaluation data built around the Al system capabilities and interfaces for
pathologists in evaluating images(3l.

5.3.4.5 Al service

An Al service is an activity performed for the Al customer or user (How) that is based on an Al application’s
capabilities. The deployment of the service can be on-premise (e.g. Clause A.2) or as a cloud service (Where)

(e.g. Clause A.

3).
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5.3.4.6 Al-augmented decision-making

In a typical decision-making scenario, the decision maker is faced with the following: a set of uncertain
events each with a probability of happening; a set of actions that can be taken in response to the events; a
set of outcomes based on actions taken and certain events actually happening. To reduce the uncertainty
of predicting events, the decision maker can seek to gain a more accurate estimate of the probability of
events happening. This can be done by collecting pertinent data about the decision environment and process
them within the context of the decision into information to form predictions. Given these predictions and
the decision criteria such as to maximize the expected value of the decision, the decision maker’s expertise
can then be used to determine which action to take based on the expected value of each outcome and take
the best course of action. In some cases, external intelligence is also consulted in making the decision.

In the context of an Al application, it is the tool that a decision maker uses to perform some of these tasks. As
shown in Figure 1, the collection and preparation of data to be processed by the Al model (see 5.3.4.3) are

done for the 4
and courses (

The Al applic
action are ta
of the Al app
makes the d
Sensor or eve

5.4 Alapp

An Al applic3
following fun|
a) An Al ap
informat|
model c4
program

related t¢ how the information is used.

b) An Al aj
predictio
features
decision
inferencs
intelliger

react ang

An Al af
evaluatid

A\l system (see 5.3.4.2). The Al model makes predictions that can contribute to ded
faction.

htion is designed for a certain level of automation. On one end of the spectrum, the
ken by the Al application without human intervention. On the other end, the rec
ication is used to augment the knowledge and expertise of the decision maker w|
pcision and takes the action. The decision-making can occur Mhen scheduled,
nt when needed (When).

lication functional characteristics

ition can be distinguished from a non-Al application by its possession of one o
ctional characteristics:

plication is built with the capabilities of an“Al system that implements a mod
jon and processes with or without human ‘intervention by algorithm or progr
n be implemented with supervised, semi-supervised, or unsupervised machin
med rules. The acquisition of information to build the model can also include t

plication applies optimizatiods’ or inferences made with the model to augme
ns or recommendations in“a-timely manner to meet specific objectives. Other
and customization are-usually added to uniquely fit the needs of the specifig
environment as well as*that of the Al customers and Al users. The form of opti
output to be applied depends on the model being built. The output is used to
ce of the user in making decisions, predictions and recommendations. The ap
respond in a dyfiamic environment, including in real-time.

plication 4s-updated in some cases and the model, system or application are
n of interaction outcomes. The outcomes from interaction with users are evalug

the perfo

The relation

an Al application are reflected in Figure 1.

rmance metrics of the model and used for continuous learning and improvement.

ision-making

decision and
mmendation
ho ultimately
triggered by

" more of the

el to acquire
hmming. The
e learning or
he processes

nt decisions,
capabilities,
domain and

Imization and

augment the
plication can

improved by
ted based on

5.5 Al application non-functional characteristics and considerations

5.5.1 General

he context of

The Al application functional characteristics are described in 5.4. The non-functional characteristics of an Al
application should also be considered by the stakeholders when making decisions about the Al application.
This clause introduces Al application-specific non-functional requirements.
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5.5.2 Trustworthiness

5.5.2.1 General

Trustworthiness is a non-functional and essential characteristic of an Al system. It refers to the
characteristic that signifies that the system meets the expectation of its stakeholders in a verifiable way as
described in ISO/IEC 22989:2022, 5.15; as well as expressing its quality as being dependable and reliablel2l.
The trustworthiness of an Al application is based on the trustworthiness of its Al system and any additional
incorporated capabilities, features and customization. The different trustworthiness perspectives of
stakeholders (make, use, impact) are discussed in Clause 7.

The elements of trustworthiness are briefly introduced in this clause (from ISO/IEC TR 24028:2020[2]).
Further development of trustworthiness has been undertaken in other International Standards such as
ISO/IEC 2505914

5.5.2.2 Al robustness

Al robustnes$ is the ability of an Al system to maintain its level of performance, as interided by its developers,
and required by its customers and users, under any circumstances (see ISO/IEC 22989:2022, 5.15.2 and
ISO/IEC TR 2§029-1 [3], ISO/IEC 24029-2 [6] for robustness of neural networks):

5.5.2.3 Al reliability

Al reliability|is the ability of an Al system or any of its subcomponents to perform its requifed functions
under stated [conditions for a specific period of time (see [SO/IEC,22989:2022, 5.15.3).

5.5.2.4 Al resilience

Al resilience|is the ability of an Al system to recover operational condition quickly follow]ng a fault or
disruptive ingident. Some fault tolerant systems can gpétate continuously after such an incident, albeit with
degraded capabilities (see ISO/IEC 22989:2022, 5.15.4).

5.5.2.5 Al ¢ontrollability

Al controllabjlity is the characteristic of-an Al system whose functioning can be intervened bly an external
agent (see ISQ/IEC 22989:2022, 5.15.5):

5.5.2.6 Al ¢xplainability

Al explainabllity is the characteristic of an Al system which can express important factors finfluencing a
decision, prefliction or recommendation in a way that humans can understand (see ISO/IE( 22989:2022
5.15.6).

5.5.2.7 Al predictability

Al predictability is the characteristic of an AT system that enables reliable assumptions by stakeholders of its
behaviour and the output as described in ISO/IEC 22989:2022, 5.15.7. ISO/IEC TR 24028:2020[2] discusses
this from the perspective of unpredictability.

5.5.2.8 Al transparency

Al transparency enables the stakeholders to be informed of the purpose of the Al system, how it was
developed and deployed (see ISO/IEC 22989:2022, 5.15.8). This involves communicating information such
as goals, limitations, definitions, assumptions, algorithms, data sources and collection, security, privacy and
confidentiality protection and level of automation. A discussion of traceability, an element of transparency,
as a potential source of ethical concern can be found in ISO/IEC TR 24368:2022[7l.
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5.5.2.9 Al verification and validation

Al verification is the confirmation that an Al system was built right and fulfils specified requirements. Al
validation is the confirmation with objective evidence that the requirements for a specific intended use of
the Al application have been fulfilled (see ISO/IEC 22989:2022, 5.16). ISO/IEC 25059[4] describes software
engineering validation and verification methods that are applicable to an Al system.

5.5.2.10 Al bias and fairness

A biased Al system can behave unfairly to humans (or certain subgroups). Fairness is a human perception
and is based on personal and societal norms and beliefs. Unfair behaviour of Al systems can have negative,
even harmful and devastative, impact on individuals or groups (see ISO/IEC 22989:2022, 5.15.9, see also
discussion in ISO/IEC TR 24027:2021[81),

5.5.3 Risks$ and risk management

5.5.3.1 Gemneral

hs traditional
the potential
Risks can be
organization
ran become a
s of risks and

 trustworthiness, are non-functional property of Al systems. Al systems, such
ems, operate within a spectrum of risk [2], which is determined by the severity of
ailure or unexpected behaviour and the impacted individudl§ or societies.[2]
risk management practices. The extent of risk management‘undertaken by an
s “risk appetite”. In some cases where the adversity levelis high the “concern”
hent “objective” at all stages of the Al system life cycle, Jn this clause, the element]
hent are introduced (see ISO/IEC 23894[9]).

Risks, as wit
software sys
impact of a

mitigated by
depends on i
risk manager
risk manager

5.5.3.2 Risk management framework and processing

A risk management framework “to assist the organization in integrating risk management
activities and functions” that are specific to the development, provision or offering, or use
is introduced in ISO/IEC 23894:2023, Clause 5[9..The processes associated with the Al-sped
and functionf include systematic application of’policies, processing and practices in assess
reporting andl mitigating the risks are detailedtn ISO/IEC 23894:2023, Clause 6[2],

into specific
f Al systems
ific activities
ing, treating,

5.5.4 Ethids and societal concerns

5.5.4.1 Gemneral

On the one hpnd, Al technology has the potential to provide huge benefits to societies, organizations and

individuals. (n the other hiand, the application of Al technology also gives rise to potential and
ethical and spcietal conicerns. Common ethical concerns relate to the means of collecting, pr
disclosing of personal data, conceivably with biased opinions, that feed opaque machine learr

wide-ranging
ocessing and
ing decision-

making algorjithms“which are not explainable (see ISO/IEC TR 24368:2022, 6, 8[Z]).

5 5 4 2 Et 3eal fon i ararols
. ] L TICUI TTAIIICVYWUIL I

An Al ethical framework can be built on existing ethical frameworks such as virtual ethics, utilitarianism,
deontology and others (see considerations in ISO/IEC TR 24368:2022[7]). This clause describes the approach
for establishing an Al application context as described in ISO/IEC TR 24368:2022, 7.2[71). Organizations
contemplating the development and use of Al in responsible ways can consider adoption of various Al
principles (ISO/IEC TR 24368:2022, 6.2[7] and further discussed in Clause 8). Key themes associated with
the Al principles include accountability, safety and security, transparency and explainability, fairness and
non-discrimination, human control of technology, professional responsibility, promotion of human values,
international human rights, respect for international norms of behaviour, community involvement and
development, respect for the rule of law, sustainable environment and labour practices (see also examples of
how to build socially acceptable Al in ISO/IEC TR 24368:2022, Clause 8 [7]).

© ISO/IEC 2024 - All rights reserved

10


https://iecnorm.com/api/?name=b7fc59d94a4644e721082d0772383331

ISO/IEC 5339:2024(en)

5.5.4.3 Societal concerns

The use of Al technology has the potential to impact a wide range of societal stakeholders beyond the
customers and users. These stakeholders can be members of the community where the Al technology is
deployed or even future generations who will live with the impact of the technology on the quality-of-
life of the physical and work environment. It is the responsibility of the organization contemplating the
development and use of Al technology to recognize its social responsibility and undertake stakeholder
identification and engagement to address the impact of the technology (see ISO 26000:2010[101),

5.5.4.4 Legal requirements and issues

Al technology is new and the legal requirements associated with its development, deployment and use are
not yet widely defmed Some reglons have 1nst1tuted legal requlrements governmg certain aspects of Al
technology and a e of proposals has
been made and debated Currently there are no coordmated and cohesive legal requlrements 4t the domain,
regional, national or international levels concerning Al technology.

6 Stakeholders’ perspectives and Al application framework

6.1 General

The Al applic
this clause. T
and consider

ption context described in 5.2 forms the foundation of theAlapplication framewadrk defined in
he Al application framework can be used to answer the quéstion: “What are the characteristics
hitions of an Al application?”

6.2 Stakeholders’ perspectives

The Al appl
stakeholders

ob]ectlves They are "make",

used in Figut
on the Al app

jcation framework described here incorporates the perspectives of differe
These groups have dissimilar perspectiyes on the Al application based on their ij
", "use" and "impact" and‘are shown in Figure 2. An organizationa
ulle 2 as a demarcation between the different groups of stakeholders. These persp
lication and its functional characteristics, non-functional characteristics and con:

ht groups of
ntentions and
| boundary is
ectives focus
iderations.
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Al Data R
developers providers ‘/‘
e Al
Al ya customers,
producer ya Al users
Make A
. Use
-
Al
application Al
providers Al characteristics
application and considerations
Regulators
and policy Impact CommuTity
makers
Key
I:I Allstakeholder
I:l other stakeholder
D prpcess
I:> difection of view
—_ — organizational boundary
Figure 2 — Al application - stakeholders’ perspectives
The "make" perspective emanates from the Al producers, Al developers and data providers

the AI applicption. The Al provider shares some of this perspective since they can have a rol
production aphd deployment of the Al application. The Al customer and Al user have the "use

since they arg the ones who'employ the Al application to augment their decision-making. The

perspective is from thesview of how it is being impacted by the deployment of the Al apy

regulator’s pgrspectiyeiison whether the deployment of the Al application complies with legal
(promulgated by poliey makers) of the locality and jurisdictional impact on the product or s

compliant.

who produce
e in both the
' perspective
community’s
lication. The
rfequirements
brvice if non-

6.3 Al application framework

The Al application framework is represented in Figure 3. Table 1 establishes the relationship between the
stakeholders (rows) and their make and use perspectives (columns). Table 2 establishes the relationship
between the stakeholders (rows) and their impact perspective (column). Table 3 expands on the Al
characteristics of the processes (How) and the context of the stakeholders’ involvement. The Al application

framework as a combined view from

Tables 1, 2 and 3 is shown in Figure 3.
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Perspectives Make Use Impact
Stakeholders
Who
What
How
Context When
Where
Tahle 1 Table 2
Why
Subclause
references
Characteristics
Al non-functional
Considerations
Subclause references
. Subclduse
Al|characteristics Processes What How
referepces

Table 3

Figure 3 — Al application framework as combined view with Table 1, Table 2 and Table 3
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Table 1 — Al application framework — Make and use perspectives

Perspectives Make Use
Stakeholders Al produc- | Data provid- | Al develop- | Al appl_lcatlon Al cus- Al users
ers ers ers providers tomers
WhO . ° ° ° ° .
What (see Al
characteristics in . . . . . .
Table 3)
How (see Al Build. appl
characteristics in » APPLY) Build Build Build Apply Apply
update
Table 3)
C Designand | Designand
ontext
development; |development;| Deployment, All stag- Deployment,
When All stages | Verification | Verification | operation and os 8 bperation and
and valida- | and valida- monitoring monitoring
tion tion
Where ° ° ° ° ° °
Why ° ° ° ° ° °
Subclause refer-|, | , 7.1.3 7.1.4 7.1.5 7.2.2 2.2
ences
Al non- Characteristics Trustworthiness, risks-and management
functional ||Considerations Ethics, societal concerns, lggal requirements and issues
Subclause references 5.5.2,5.5.3,5.5.4

e = Stakeholder

s role(s) in context.

Table 2 — Al application frameweork — Impact perspective

Perspectives Impact
Stakeholders Community |Regulators and
policy makers
Context Who . .
What . .
How o .
When Deployment, Deployment,
operation and | operation and
monitoring monitoring
Where o o
Why ° .
Subclause refer- |7.3.2 7.3.3
ences
Characteristies Trastworthinessrisks-and
Al non-func- management
tional Considerations Ethics, societal concerns, legal
requirements and issues
Subclause references 5.5.2,5.5.3,5.5.4
» = Stakeholder’s role(s) in context.
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Table 3 — Al application framework — Al characteristics

Al Characteristics Processes What How Subclause ref-
erences
Built with the capabilities of an Al
system t.hat 1mpl§ments amodel to Al model develop-
acquire information and processes ] [ ]
. . . . ment, Al system
with or without human intervention by
algorithm or programming
Applies optimizations or inferences
made with the model to augment deci- Al application, 5.4
sions, predictions or recommendations | Al-augmented [ | |
in a timely manner to meet specific decision-making
objectives
Updates and improvements made to the . .
o Continuous vali-
model, systenp or application by evalua- : [ [ ]
. . . dation
tion of ipteraction outcomes
m = Al charactdristics in context.

7 Guidanke for Al applications

7.1 Gener

This clause p
well as be m43
The function
considered in

The guidance
their roles a
these questi
such as appli

use cases where answers to some of the questions recommended here are used to fill in the 4

framework ir

7.1.1 Gene

The stakehollﬂ

design, deve
application.

7.1.2 Al py

AN

hl

de aware of opportunities in making, using or responding to the impact of the A
1l characteristics (see 5.4) and non-functional characteristics (see 5.5) of the Al aj
this guidance.

is formulated as a set of questions that each type of stakeholder should be ask
responsibilities based on the perspectives in Figure 2 and the framework in Tal
s can lead to opportunities for the stakeholders to explore further aspects of an 4
Cability of relevant International Standards for the specific application. Annex A

Table 3.

ral

ers with the make perspective are those that work for or partner with the A
p, verify, validate and provide data for the Al system, which in turn is deplo

oducer perspective

The Al produr:er should at least address the following considerations:

rovides recommendations for the stakeholders to recagnize their roles and resp¢nsibilities as

[ application.
bplication are

ng as part of
ble 3. Some of
\[ application
provides two
A\l application

producer to
yed as an Al

Who are

Who are
Who are

Whatist

the Al customers and Al users?
the Al developers? Are they qualified and skilled employees or contractors?

the Al application providers and their relationship with the Al producer?

he Al system and its capabilities? What algorithm is the Al model based on?

What are the Al characteristics of the Al application?

and their partners?

© ISO/IEC 2024 - All rights reserved

15

Who are the stakeholders in each stage of the Al system life cycle (see ISO/IEC 22989:2022, Clause 6)?

What data are used to create the Al model? What is the source of these data? Who are the data providers


https://iecnorm.com/api/?name=b7fc59d94a4644e721082d0772383331

ISO/IEC 5339:2024(en)

What are the trustworthiness and risk concerns of the Al application? What is being done to assess and

mitigate these concerns? [s a risk management system in place for the organization? ([21.2])

What are the ethics, societal concerns, security, confidentiality, privacy and other legal requirement

considerations in producing and deploying the Al application? How are they being addressed[Z1?

What is the technological ecosystem for the accessible deployment of the Al application?

What is the overall quality of the Al system?[4].[5]

How is the Al application built, applied and updated? How is the Al model trained or programmed? How

robust is the Al modellel.lZ]? When (in which stage of Al system life cycle) the model building, application
and updates will be reviewed? Where is the model built, applied and updated, on site or using a cloud
service? When (in which stage of Al system life cycle) should the Al producer be involved to reassess Al

+ +£2

characte

Whereis
be devel
terms of,

Al produ

7.1.3 Data

The data proy

What da
provisioy
adatam

What is

applicable boundary conditions of the Al model developed from these data?

What arg

ISO/IEC
done to 4

How are
maintena
with inte

When (in

Why is the Al application being developed into a product or service? What is'the potential

Who is the Al producer? Employer, partner or customer?

How is the quality of the collectéd,data measured and validated (for machine learning ap

cichioc 1 AN
TS TICo I CoTIreC ™

the Al application to be deployed, on-premise or as a cloud service? Where wilkthe 4
ped? Where are the Al developers located? Where are the data source$ locatd
geographical location will the Al application be deployed?

cer and Al customer? What are the opportunities and courses of action?

provider perspective

Fider should at least address the following considerations:

a are being collected and what is the source’ How are the data collected, store
led and fed into the Al model (for machine learning applications, see ISO/IEC 5259-
inagement system employed (for machinelearning applications, see ISO/IEC 5259

the domain, geographical and other*providence of the data being collected? \
the sources and nature restrictions for gathering the required training data?

5259-2:—3) [11])? What .are the trustworthiness and bias concerns of the data? \
ssess and mitigatetthése concerns (see ISO/IEC TR 24028:2020,[21 ISO/IEC TR 24(

data being collected, validated and used to update the Al model during the g
nce stage?How are collected data secured, protected and used appropriately i
rnal policies and data sovereignty requirements?

which'stages of Al system life cycle) the data availability and quality need to be 1

\[ application
d? Where, in

value for the

d, processed,
4:—1) [141)? [s
-3:—2) [15])?

What are the

plications see
Vhat is being
27:2021181))?

peration and
n compliance

eassessed?

Where is

the saurcelacationofthe data?2 Where arethe datatohe prnrnccnr‘) nn_prnmicn fa¥a

service? In which geographic location?

Why specific data are needed in the context of the Al application?

7.1.4 Al developer perspective

The Al developer should at least address the following considerations:

Who is the Al user, data provider and Al producer?

1y
2)
3)

Under pre
Under pre
Under pre

paration. Stage at the time of publication: ISO/IEC DIS 5259-4:2023.
paration. Stage at the time of publication: ISO/IEC DIS 5259-3:2023.
paration. Stage at the time of publication: ISO/IEC DIS 5259-2:2023.
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What is the relationship between the Al developer and Al producer? Employee or contractor?

What are

the qualifications and skills required of the Al developers?

What Al model is employed, trained or programmed? How is the Al model being designed, developed,
validated and verified into the functional characteristics of the Al system? What processes are involved?

What are the technological and ecosystem requirements needed to deploy the Al system as an accessible
Al application?

What are the algorithms used for data processing? What are the criteria for data quality? What are the
criteria for output quality? What are criteria for validation and verification? What are the criteria for

model up

How are

date?

hm selection

done? How are the model requirements adapted?

When (in
Where tH
Why is th

Who arefthe Al customers and Al users and how do they employ the Al application?

What is the relationship between the Al producer and the Al application provider? Employsg

What ard

well as constraints and limitations?

What are
use the A

What are
What are

How is th
robustis
and upds
services?
characte

How are

htion provider should at least address the following corfsiderations:

data pre-processed? How is the quality of data determined? How is the algori

which stage of Al system life cycle) are the context and requirements asse§sed?

e Al application can be deployed, locally or as a cloud service?

plication provider perspective

the Al characteristics of the application? What are its capabilities, capacity and 4

the technological and ecosystem reguirements for the Al customers and Al users
[ application? What are the failure‘recovery provisions?

the operational analytics oflthe Al application and how are they monitored?
the impacts of the Al application on its customers, users and community?

e Al application built, applied and updated? How is the Al model trained or progr
tes are to bewreviewed? Where is the model built, applied and updated, on site

ristics i context?

risks managed in the deployment of the Al application?

e Al application being developed into a product or service? Why the Specific modgl is used?

br or partner?

hroughput as

to access and

ammed? How

the Al modell] f}2When (in which stages of Al system life cycle) the model buildinjg, application

or as a cloud

When (inrwhich stages of Al system life cycle) should the producer be involved o reassess Al

When (ir

witichrstage of At systenrtife tycle)are the contextanmd TequiTements assessed?

Are there any applicable boundaries for the recommended, acceptable or responsible use of the Al
application? Are these part of the legal requirements in the software license?

Where is the Al application being deployed? What legal requirements apply to the functional and non-
functional characteristics of the Al application’s domain? Who are the regulators?

Why is the Al application being developed into a product or service?

© ISO/IEC 2024 - All rights reserved

17


https://iecnorm.com/api/?name=b7fc59d94a4644e721082d0772383331

ISO/IEC 5339:2024(en)

7.2 Use perspective

7.2.1 General

The stakeholders with the use perspective are those Al customers and Al users that employ the Al application
to augment their decision-making (see 5.3.4.6).

7.2.2 Al customer and Al user perspective

The Al customer and Al user should at least address the following considerations:

Whatist

What ar
Al applid
applicati

What dat
applicati
back into

What arg
done to 4

What arq
What are

What deq
going to

How do t
making?

When (in]
Al applic

Why is th

7.3 Impac

7.3.1 Gene

The commun
use. Example
information

regulator wh
on legal requ

he relationship between the Al application provider and Al customer or Al user?

the Al customers” and Al users’ (and as community members) considerations in using the

ation? What are some of the governance implications involved in organizations
bn is employed (see ISO/IEC 38507:2022[121)?

a are collected in using the Al application and how are they being used(for mac
bns, see Reference [11])? What are the data governance policies in place?’Are the g
the Al model for continuous learning and improvement?

the trustworthiness and risk considerations of the Al application being used? \
ssess and mitigate these concernslz]?

the transparency and explainability aspects of the Al d@pplication supplied by the
the ethical and societal concerns in using the Al application? How are they addré

ision-making will be augmented by the Al application? What is the level of autom
bvaluate the effectiveness of the Al applicationrand what metrics are being used?

he Al customers and Al users access theQutput of the Al application to augment t
How are the performance and effectiveness of the Al application being measured

which stage of Al system life cycle) are the context and requirements assessed?
htion deployed and accessed? WHat are the legal requirements for deployment?

e Al application being employed? What are the potential values in employing the Al
t perspective

ral

ity in which the AI application is deployed and its consumers in it can be im
s include the use of Al applications in surveillance, loan application, delivery o

where the Al

hine learning
ata being fed

\Vhat is being

Al provider?
ssed?

htion? Who is

heir decision-

Where is the

[ application?

pacted by its
[ health care,

lisseniination in social media. The deployment of an Al application can be imp

acted by the

pS-an authority in the locality and has jurisdiction governing the use of Al techinology based

irements promulgated by policy makers.

7.3.2 Community perspective

The community in which the Al application is deployed should at least address the following considerations:

concerns

?

Who are the consumers? What are their particular concerns as a member of the community?

What data are collected in using the Al application and how are they being used? What are the privacy

How is the community and consumers in it being impacted by the employment of the Al application? How

is this impact being measured, how often and by whom? What are the community’s recourses for adverse

impacts?
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— When (in which stage of Al system life cycle) the Al customer feedback or requirements are to be assessed
and reassessed?

7.3.3 Regulator and policy maker perspective

Regulators and policy makers should at least address the following considerations:

Who are the consumers? What are their particular concerns as a member of the community?

What is the mechanism through which legal requirements are made for the deployment of the Al
application (e.g. top-down or bottom-up)? How is the Al application being used and how does the
employment impact the community? Who is the responsible party (e.g. Al provider, Al customer, Al

user)?

When (i

Where if
deploym

Why is tH
What are

which stage oI Al system life cycCle) are the legal requirements assessed Or reassq

the Al application being deployed? What are the applicable legal requirement

e Al application being employed? What are the potential values in employing the Al
potential, positive or adverse impacts on the community?

ssed?

5?7 How is the

ent going to be monitored for compliance? Who is the responding party for a/violation?

[ application?
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Annex A
(informative)

Use cases

A.1 General

Two use cases are presented to illustrate the applicability of this document based on the context (see 5.2),

stakeholders

and processes (see 5.3), Al characteristics (see 5.4) captured in the Al applicati

n framework

(see Clause 6

Clause 7.

A2 Fujits

The use case
to detect de
The stakehol

Table 2 and Table 3). Some of the cells are filled in with answers from questions

™ 4) Limited - detecting defects in wind turbine blades

from Fujitsu Limited deals with an Al application that uses deep learning to train
ects in a wind turbine blade to augment quality control and inspection dec
ders, context and Al characteristics of this application are(shown in Table A.1, ]

suggested in

an algorithm
sion-making.

[able A.2 and

Table A.3 based on the Al application framework (see 6.3) (refer to\Figure 3 for a combined view of the
framework).
Table|A.1 — Al application framework — Make perspective for Fujitsu Limited use case
Perspectives Make
Stakeholdersg Al producers Data provid-| | developers Al apylication pro-
ers viders
Ultrasonic
Who Fujitsu Limited scanner Fujitsu Limited Fujitisu Limited
vendor
What Provides | Develops the Al Takef the devel-
(see Al char- Respounsible for the entire data from | system includ- | oped Al system and
acteristics in system ultrasonic | ingthe trained | provides itasan Al
Table A.3) scanners model apjplication
How
(see AI Fha.r- Build, apply, update Build Build Build
acteristics in
Context Table A.3)
Design, de- .
When All stages velop, verify, De51_gn, deyelop, Deplpy, operate,
: verify, validate monitor
validate
Where Producer Producer Customer premises
The producer is expected to
provide a good Al application
for the customer because of
Why a good understanding of the
objective and requirements
of the Al application through
dialogues with the customer
Empty cells denote no information was provided.

4) Fujitsu™ is a trademark of Fujitsu Limited. This information is given for the convenience of users of this document
and does not constitute an endorsement by ISO or IEC of this product.
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Table A.2 — Al application framework — Use and impact perspectives
for Fujitsu Limited use case

Perspectives Use Impact
Stakeholders Al customers Al users Community | Regulators and policy
makers
For example, for the EU
. Utility com- | market: the European
Professional : L T
uality controller. panies, users | Commission’s Direc-
Who Wind turbine manufacturer | I | and neigh- tor-General (DG) for
inspector of man- . . .
bours of wind | internal market, indus-
ufacturer . :
turbine try, entrepreneurship
and SMEs
What
How Apply Apply
When Deploy, operate, monitor Deploy, operate, Deploy, oper- Deploy, qperate, mon-
monitor ate, monitor itor
Where . Customer prem-
Customer premises :
ises
Any defects when a blade is in
operation cannot only prove
Context catastrophic but also inflict
major damage to the manufac-
turer’s reputation. The manu- | Professional qual-
fact_urer prqduces over 5000 1ty_controllers Neighbours | The regufator ensures
wind turbine blades every and inspectors of .
. of the wind the safety of prod-
year for use in on and offshore | the manufacturer . . . .
: . : turbine sites | ucts with applicable
wind farms. Each blade can | are ihterested in .
b : O are appre- requirements for the
eup to 75 min length and their increased : .
Why . . L ... | hensive about | manufacturing process
takes a highly skilled profes- | productivity with
; ! . any damage | of huge groducts such
sional quality controller up to "+ the Al applica- . .
; . caused by | as wind turbine blades
6 h to evaluate the scanning tion as well as ; I
: . a defective and liab{lity of defec-
data in the quality assuratice | the performance wind turbine tive broducts
process. With the Al system | (accuracy) of the P
the evaluation time issteduced | Al application
by 80 %, which translates into
cost savings, reduced produc-
tion lead times;and increased
productivity
Empty cells defjoted no information\was provided.
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