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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

Artificial intelligence (AI) systems in the fields of computer vision and image recognition, natural
language processing, fraud detection, automated vehicles, predictive maintenance and planning have
achieved remarkable successes. To build and maintain an Al system, it is an efficient approach to extend
the life cycle processes for a traditional software system to include Al-specific life cycle characteristics.

An example of such a specific characteristic of an Al system life cycle is where a system employs
machine learning (ML) using training data and it becomes necessary to retrain the ML model using new
training data that is more representative of current production data.

ISO/IEC/]EEE 12207 describes software life r‘yr‘lp processes and IQO/IF‘(‘I/IF‘F’F‘ 15288 describes system
life cycle proctsses. While these life cycle processes are broadly applicable to Al systems, théyrequire
the introductipn of new processes and the modification of existing processes to accommodate the
characteristic$ of Al systems. This document extends the current generic life cycle process Interrational
Standards to make them applicable for Al systems so that the Al system life cyclescan benefit from
established mpdels and existing practices. Some Al systems are in use in areas awhich are related to
safety, such as|health care or traffic control. Such safety critical Al systems need special attentjon and
considerationg as described in ISO/IEC TR 5469 21,

Integrating the Al system life cycle into existing processes delivers efficiency gains, better agoption
of Al and mutfyial understanding among Al system stakeholders as defined in ISO/IEC 22989. $uch an
integrated lifg cycle approach embraces the fact that Al systems typically are a combination of Al-
specific elements and traditional elements such as source code and/databases.

This document provides further details on Al system_ Tlife cycle processes as discugsed in
ISO/IEC 42001]18],
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Information technology — Artificial intelligence — Al
system life cycle processes

1 Scope

This document defines a set of processes and associated concepts for describing the life cycle of Al
systems based on machine learning and heuristic systems. It is based on ISO/IEC/IEEE 15288 and
ISO/IEG/TEEE 12207 with modifications and additions of Al-specific processes from ISO/IEC 22989 and
ISO/IEC 23053.

This dgcument provides processes that support the definition, control, management, [execution and
improvement of the Al system in its life cycle stages. These processes camalso be used within an
organization or a project when developing or acquiring Al systems. Whenzan’element of an Al system
is tradifional software or a traditional system, the software life cycle processes in ISO/I§C/IEEE 12207
and thg system life cycle processes in ISO/IEC/IEEE 15288 can be usedto implement thaf element.

2 Ndarmative references

The following documents are referred to in the text in such a way that some or all of their content
constitites requirements of this document. For dated-references, only the edition cit¢d applies. For
undatefl references, the latest edition of the referenced document (including any amendrpents) applies.

ISO/IEC/IEEE 15288:2023, Systems and software gngineering — System life cycle processe§
ISO/IEQ/IEEE 12207:2017, Systems and software engineering — Software life cycle processes

ISO/IEQ 22989:2022, Information technelogy — Artificial intelligence — Artificial intellijence concepts
and terminology

[SO/IEC 23053, Framework for Axtificial Intelligence (Al) Systems Using Machine Learning (ML)

3 Terms and definitions

For thel purposes of this' document, the terms and definitions given in ISO/IEC 22989, ISO/IEC 23053,
ISO/IEQ/IEEE 15288;1SO/IEC/IEEE 12207 and the following apply.

[SO and IEC maintain terminology databases for use in standardization at the following 4ddresses:

— 1SQ Omnline browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31

knowledge acquisition

process of locating, collecting, and refining knowledge and converting it into a form that can be further
processed by a knowledge-based system

Note 1 to entry: Knowledge acquisition normally implies the intervention of a knowledge engineer, but it is also
an important component of machine learning.

[SOURCE: ISO/IEC 2382:2015, 2123777, modified — Notes 2 to entry 3 to entry have been deleted.]
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4 Abbrevi

Al artifi

ated terms

cial intelligence

ML machine learning

5 Key concepts

5.1 General

Al system life

— Generic pr

ISO/IEC/I

— Modified
ISO/IEC/I

NOTE1 The
that provide gu

— Al-specifi

cvcle consists of three tvpes of processes:

EEE 12207.

processes: Processes where elements are modified, added or rémoved fr
FEE 15288 and ISO/IEC/IEEE 12207 definition.

Clause for each of these “Modified processes” contains a subclause 6f’Al-specific partic
dance to adapt the process to Al systems.

directly o any processes in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207.

Al system life

shows the life ¢ycle processes of Al system, grouped by type, and'compared to ISO/IEC/IEEE 1528

Figure 4.

ocesses: Processes that are identical to the processes defined in ISO/IEC/IEEE 15488 and

m the

hlarities

processes: Processes that are specific to characteristics'ef’Al systems but are not based

cycle processes in Clause 6 are presented as geheric, modified or Al-specific. Figure 1

8:2023,
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Agreement processes Technical management Technical processes
processes

- Business or mission
Acquisition process (6.1.1) Project planning process analysis process (6.4.1) - A
- Modified (6.3.1) - Modified Modified - Generic

Integration process (6.4.10)

Stakeholder needs and

Supply process (6.1.2) - f;‘gii(cj ?)iitécissr;l?gt3a;1)cl- requirements definition Verification process
Modified Modifiod -3 process (6.4.2) - Modified (6.4.11) - Modified
System requirements »
Organizational project- Decision management definition process (6.4.3) - | | Transition process (6.4.12)
process (6.3.3) - Modified Modified - Modified

enabling processes

Life cycle model System architecture

rhanagement process Risk Igagnzger;l/ler:it.fprgcess definition process (6.4.4) - Valldatlo_nlvf)ordo cffs(si (6.4.13)
(6.2.1) - Generic (6.3.4) - Modifie Generic
Infrdstructure management Configuration management Design definition process Corrlzlcr:;slgz XallgatAuI)n
prpcess (6.2.2) - Generic process (6.3.5) - Modified (6.4.5) - Generic g p spe iflic
Pgrtfolio management Information management System analysis proCess Operation process (6.4.15)
prdcess (6.2.3) - Modified process (6.3.6) - Modified (64.6) - Generic - Modjfied
Human resource Knowledge acquisition

Measurement process Maintenange process

H,?E?Zgzgn_el\r;t()};li‘gcegss (6.3.7) - Generic process (6.4.7) - Al-specific (6.4.16) - Modified
Quality management Quality assurance process N Al data engineering process Disposal procgss (6.4.17) -
prqcess (6.2.5) - Modified (6.3.8) - Modified i (6.4.8) - Al-specific Modjfied
@ .
Knpwledge management \\g\ Implementation process
prdcess (6.2.6) - Modified $ (6.4.9) - Modified
.\@

Figure 1 — Al system life cycle processes relative to ISO/IEC/IEEE 15288:2023| Figure 4

The following aspects of Al systems are key factors that differentiate the life cycle processes from those
that ar¢ traditional systems:

— Mefsurable potential decay: Since Al models aim to model a desired behaviour which can change
over time, measuring and monitoring any deviations of the production data (data drift) or deviations
towards the desired output (concept drift) can be required. The changing of desireld behaviour is
nof restricted to Al systems only, but for Al models this is uniquely measurable by validating input
angl output.

— Potentially autonomous: Al system’s ability to make automated, complex and fast decisions creates
the potential to replace actions or processes otherwise executed by humans. Consequently,
Al systems can require extra attention to ensure fairness, security, safety, privacy, reliability,
transparency and explainability, accountability, availability, integrity and maintainability. The
more likely an Al system is able to do harm, the more important this extra attention becomes.
See ISO/IEC TR 24368[14] for an overview of ethical and societal concerns in the development and
deployment of Al systems. See ISO/IEC 23894[11] for more information of risk management of Al
systems.

— Iterative requirements and behaviour specification: Al systems can be based on iterative and agile
requirements specification, knowledge specification, behaviour modelling and usability design.
Al system development can take place through cycles of requirements specification, prototype
demonstration and requirements refinement. This aspect differs from traditional software
applications based on fixed, well-defined requirements. Further, as Al systems are used, the
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requirements can also evolve as unseen situations arise and refined requirements, specifications
and gaps are identified.

Probabilistic: Decisions made by Al systems based on machine learning are inherently probabilistic.
Therefore, it is important for stakeholders to recognize that decisions made by Al systems are not
always correct. Formally testing the correctness of modelshasinherentlimitationsand uncertainties
when it comes to guarantees.

Reliant on data: Al systems based on machine learning rely on sufficient, representative data to
train, test and validate models. The behaviour of machine learning models is not programmed but is
instead learned from the data. Because of this, it is important that particular consideration be given
to the data (e.g. data quality) that are required for an Al system for training, testing, verification and
validation

Knowledgp intensive: For heuristic models, knowledge acquisition is of relatively high‘inypa
since the fnowledge is coded explicitly in the model and determines its correctness.

rtance,

Novel: Ney knowledge and skills can be required for organizations designing, developing a
Al systemg. Other stakeholders, such as Al system users, can be unfamiliar with Al. This cah cause
trust and fadoption challenges. The novelty of Al can cause overconfidence and enthusiasm yvithout
fully accoynting for Al system risks. The perception that Al systems can'eévéntually replace humans
or demongtrate intelligence can also impact how stakeholders view Alsystems.

r using

Incomprelensible: In case of heuristic models or machine learnitig, model behaviour is emergent
in the senise that it is not explicitly programmed but is instéad the indirect result of kngwledge
engineeringorderived fromthe training data. Stakeholderscanfind Al systems to beless predfictable,

explainab
reduce try

NOTE2 A hig
information on

5.2 Al syste¢

A model can bq
a heuristic mo
engineered ex

In the case of 1
primary input
needed to test
to understand

e, transparent, robust and understandable than éxplicitly programmed systems. ]
stin Al systems.

th-level overview of Al ethical and societal ¢onicerns can be found in ISO/IEC TR 24368.[
hddressing ethical concerns during system design can be found in IEEE 7000-2021[291,

m concepts

b a machine learning modelwhich has learned how to compute based on data, or if
del engineered based on human knowledge. In a heuristic model, the computati
plicitly (procedural), implicitly by specifying rules or probabilities (declarative), d

nachine learning( the data are the primary input for the model. For a heuristic mo
is knowledge. Regardless, both data and knowledge are required in either case. [}
heuristic medels and to perform analysis to build the knowledge. Knowledge is r¢

his can

4] More

can be
bns are
r both.

del, the
ata are
bquired

the contextiin which a machine learning model operates and to help select and prepare

data for training and testing.
For traditionall systems, both knowledge and data are often important as well. Knowledge [can be
required to implerren businessloale Data tunieally plave an loapgetant naet by any data segleessing

system and can be required for func

tional testing.

The differentiation between an Al system and an Al application is provided in ISO/IEC 5339[3]. The
distinguishing characteristics of Al applications are also defined in ISO/IEC 5339(3],

5.3 Al system life cycle model

The Al system life cycle model describes the evolution of an Al system from inception through
retirement. This document does not prescribe a specific life cycle. Instead, it concentrates on Al-specific
processes that can occur during the system life cycle. Al-specific processes can occur during one or
more of the life cycle stages and individual stages of the life cycle can be repeated during the system’s
existence. For example, during the re-evaluation stage development and deployment can be repeated
multiple times to implement bug fixes and system updates.

© ISO/IEC 2023 - All rights reserved
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A system life cycle model helps stakeholders build Al systems more effectively and efficiently.
International Standards are useful in developing the life cycle model, including ISO/IEC/IEEE 15288
for systems as a whole, ISO/IEC/IEEE 12207 for software and ISO/IEC/IEEE 1528910 for system
documentation. These International Standards describe life cycle processes for traditional systems.
Figure 2 is based on ISO/IEC 22989:2022, Figure 3. It provides an example of the stages and high-
level processes that can be applied to the development and life cycle of Al systems. For details, see
ISO/IEC 22989:2022, 6.1.

The Al system life cycle or any subset of its stages can be owned and managed by separate organizations
or entities (e.g. acquisition and provision of data, ML model or the code for other components used
for the Al system development or deployment). Additionally, an organization can depend on other
organizations to establish the infrastructure or to provide the necessary capability of the Al system
life cycfe (e.g. infrastructure setup cutting across on-premise, cloud-based or hybrid), This document
takes ipto account the implications, specifics and associated risks of the Al systefn stipply chain to
proposg new processes, adapt and tailor existing processes to build an Al system across prganizational
bounddries.

In addifion, certain domains have specific life cycle International Standards-such as mgdical devices,
where [EC 62304:2006+A1:2015[12] applies. Organizations should consider the Al specifics described
in this focument together with IEC 62304:2006+A1:2015[12] when implementing such dpmain specific
standards.

e N O N [ N N \rs\./\r N O D
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= S = 5 =
o = © > ] —
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Transparency and explainability

Security and privacy

Risk Management

Governance
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| Figure 2 — Example of Al system life cycle model stages and high-level processes

The stages in Figure 3 are based on the stages described in ISO/IEC 22989 together with grouping of
technical processes described in this document. The stage “continuous validation” is not marked as
“in case of continuous learning”, in contrast with the example life cycle model in ISO/IEC 22989:2022,
Figure 4. The continuous validation stage is also applicable in situations without continuous learning,
for example, to detect data drift, concept drift or to detect any technical malfunctions.
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Inception

¢ 6.4.1 Business or mission
analysis

¢ 6.4.2 Stakeholder needs and
requirements definition

e 6.4.3 System requirement
definition

Design and Development

e A4 4 System architecture

definition

» 6.4.5 Design definition

¢ 6.4.6 System analysis

» 6.4.7 Knowledge acquisition
* 6.4.8 Al data engineering
6.4.9 Implementation

e 6.4.10 Integration

Verification and
Validation

e 6.4.11 Verification
e 6.4.13 Validation

Deployment

e 6,412 Transition

Re-evaluation

rg

6.3.8 Quality assurance
6.4.2 Stakeholder neéds and
quirements definition
6.4.13 Validatien

Operation and

Monitoring

e 6.4.15 Operation

Continuous
Validation

e 6.4.16 Maintenance

Retirement

e 6.4.17 Disposal

e 6.4.14 Continuous
validation

The concept of stages is meant to group activities that have a certain chronological order, to illustrate
their dependency, but it does not suggest complete separation of activities in time or in the organization.
For example, in agile software development, development and operation are distinct stages which are
performed concurrently. Nevertheless, a piece of functionality first should be implemented before it

Figure 3 — Al system life cycle stages with technical processes

can be verified and then deployed.
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Furthermore, the sequence of stages can take place counter to the direction of arrows, for example
when after the verification and validation stage it is decided to perform some activities as part of the
design and development stage again.

NOTE1  Stages in the life cycle in Figure 3 can have entry and exit criteria based on the specific requirements
of the system in question (see [SO/IEC/IEEE 24748-1[13]),

An Al model can be either a machine learning model or a heuristic model.

The key technical processes for developing ML models are integrated into the life cycle processes as
follows:

— system requirements definition process: set model requirements;

— A

(=

Hata engineering process: acquire and update data;

— A

(=]

Hata engineering process: prepare data;

— implementation process and maintenance process: (re)train and tune modél;
— velfification process: test model before deployment;

— transition process: deploy model;

— conjtinuous validation process: test model after deploymerit.

For heyristic models, the key steps are integrated as follows:

— sydtem requirements definition process: set model requirements;

— kn¢wledge acquisition process: acquire knowledge;

— implementation process and maintenancg process: create and update model;
— vetlification process: test model before deployment;

— trapnsition process : deploy model.

NOTE 2| The final decision whether to develop an Al system or a traditional system is the resultjof the inception
stage, where requirements, risks, business and stakeholder needs are taken into account.

Annex fA provides an andlysis of the results of applying the traditional system life cycle processes to the
use cases of Al systems.from ISO/IEC TR 240301131,

5.4 Processconcepts

5.4.1 |Criteria for processes

The life cycle processes in this document are based on the same principles of ISO/IEC/IEEE 15288
and ISO/IEC/IEEE 12207. The processes in this document exhibit a strong relationship between their
outcomes, activities and tasks. In addition, their description minimizes dependencies amongst the
processes and ensures that a process can be executed by a single organization or across multiple
organizations. This is particularly critical as Al systems can be developed across or require capability
or support from a supply chain of organizations.

5.4.2 Description of processes

The purpose describes the goal of the process and is unchanged if the named process is from
ISO/IEC/IEEE 15288 or ISO/IEC/IEEE 12207. The outcome describes the result of the successful
implementation of the process. The activities and tasks describe the implements of the process in
accordance with applicable organization policies and procedures. The Al-specific particularities for
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https://iecnorm.com/api/?name=f1fbd1043bcd3400c092820b3044ef44

ISO/IEC 5338:2023(E)

processes from ISO/IEC/IEEE 15288 or ISO/IEC/IEEE 12207 are described in the subclause called “Al-
specific particularities”.

5.4.3 Conformance

Conformance with this document is defined as implementing all of the processes, activities and
tasks identified in this document. If a process, activity or a task is not relevant to an Al system, the
absence of that process, activity or task shall be justified and documented. The requirements in
ISO/IEC/IEEE 15288:2023, 4.2 and 4.3 and ISO/IEC/IEEE 12207:2017, 4.2 and 4.3 shall also apply.

6 Al System life cycle processes

6.1 Agreenjent processes
6.1.1 Acquifition process

6.1.1.1 Purpose

The purpose of the acquisition process is to obtain a product or service in accordance with the acquirer's
requirements.

NOTE The pcquirer refers to the stakeholder's role "Al customer” and-the supplier refers to "Al prjoducer”
and "Al providef" as defined in ISO/IEC 22989.

6.1.1.2 Outdomes, activities and tasks

The outcomgs, activities and tasks provided.~in ISO/IEC/IEEE 15288:2023, 6.1Jl and
ISO/IEC/IEEE [12207:2017, 6.1.1 shall apply.

6.1.1.3 Al-specific particularities

The acquisition process described in ISO/IEE/IEEE 15288 and ISO/IEC/IEEE 12207 should be extended
beyond the acquisition of products or sétvices to include the possible acquisition of data for the Al data
engineering pfocess (see 6.4.8). This'mew kind of acquisition activity can introduce new acqfisition
issues such a$ costs, dependencies, ‘continuity, availability and issues with data rights, rules and
legal requirenjents regarding the'use of the acquired data. For example, contracting and acc¢ptance
of training dafja is an important issue because contracting and acceptance of datasets is very difficult
to formalize. In addition,sthe acceptance activities can be followed by iterations of developrnent or
retraining actjvities in-parallel of operations in order to make the accepted dataset remaining in line
with the operdtional ahd business requirements.

6.1.2 Supplyprocess

6.1.2.1 Purpose

The purpose of the supply process is to provide an acquirer with a product or service that meets agreed
requirements in the agreement.

NOTE The acquirer refers to the stakeholder's role "Al customer"” and the supplier refers to "Al producer”
and "Al provider" as described in ISO/IEC 22989.

6.1.2.2 Outcomes, activities and tasks

The outcomes, activities and tasks provided in ISO/IEC/IEEE 15288:2023, 6.1.2 and
ISO/IEC/IEEE 12207:2017, 6.1.2 shall apply.
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Al-specific particularities

338:2023(E)

There are no additional activities or tasks defined in the supply process. When implementing the
activities and tasks in 6.1.2.2, the supplier should consider the following Al-specific particularities to
propose, negotiate and agree with the acquirer of the Al system.

— conduct of proof-of-concept to initiate Al system development before deployment;

— provision, collection or acquisition of sufficient datasets for machine learning;

— monitoring or intervention of Al system during the operation in case its performance varies
depending on machine learning production data;

— ang

6.2 (

6.2.1

The pyrpose, outcomes, activities and tasks provided in ISO/IEG/IEEE 15288:20

1SO/1E(

NOTE

6.2.2

The purpose, outcomes, activities and tasks prowided in ISO/IEC/IEEE 15288:20

ISO/IE
6.2.3

6.2.3.1

The pu
suitabl
investn
establis
justify,

6.2.3.2

The ¢
ISO/IE

1lysis and improvement of the Al system to address any deviations from required
rganizational project-enabling processes

Life cycle model management process

[ /IEEE 12207:2017, 6.2.1 shall apply.

A typical life cycle model of Al systems is described in 5.3,

Infrastructure management process

[/IEEE 12207:2017, 6.2.2 shall apply.
Portfolio management process

Purpose

'pose of the portfolio management process is to initiate and sustain necessary,
e projects in order to meetthe strategic objectives of the organization. This proce

h selected projects. Continued assessments are performed in this process to con
or can be rediredted to justify, continued investment.

Outcomes;activities and tasks

utcomes;” activities and tasks provided in ISO/IEC/IEEE 15288:2023
[/IEEE12207:2017, 6.2.3 shall apply.

performance.

23, 6.2.1 and

23, 6.2.2 and

sufficient and
bS commits the

ient of adequate organization funding and resources and sanctions the authorifties needed to

firm that they

, 6.2.3 and

6.2.3.3

Al-specific particularities

There are no additional activities or tasks defined in the portfolio management process. When
implementing the activities and tasks in 6.2.3.2, organizations should consider the following Al-specific
particularities:

— Inthe definition and authorization of projects, Al can provide a potential new capability or business
opportunity to innovate through a new project.

— In the identification and allocation of resources to new projects, take into account that Al requires
specific expertise (see 6.2.4).

— Especially when Al is a new capability in an organization, it can be beneficial to identify any multi-
project aspects, so a typical approach can be achieved through the reuse of common Al system
elements or platforms and the exchange of knowledge between projects.
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— When evaluating projects in the portfolio, specific Al risks should be taken into account (see 6.3.4),
as well as Al-specific aspects regarding project planning. For example, experimentation can require
long periods for training of acceptable ML models.

6.2.4 Human resource management process

6.2.4.1 Purpose

The purpose of the human resource management process is to provide the organization with necessary
human resources and to maintain their competencies, consistent with business needs.

This process provides a supply of skilled and experienced personnel gualified to perform life cycle
processes to aghieve organization, project and stakeholder objectives.

6.2.4.2 Outdomes, activities and tasks

The outcomgs, activities and tasks provided in ISO/IEC/IEEE 15288:2023, 6.2.4 and
ISO/IEC/IEEE [12207:2017, 6.2.4 shall apply.

6.2.4.3 Al-specific particularities
There are no additional activities or tasks defined in the human resource‘management process.

The use of Al techniques brings new Al stakeholder roles into the life cycle. For example, data scientists,
data engineerg play additional roles as Al developers in machinelearning. Knowledge engineers(play an
additional rolg as Al developers in knowledge engineering. When implementing the activities and tasks
in 6.2.4.2, orgdnizations should consider the skills of these:additional roles.

Additionally, qrganizations new to Al should review{existing human resources and determfine the
appropriateneps of their competencies.

See ISO/IEC 22989:2022, 5.17 for more details of Al stakeholder roles (e.g. Al developers, Al prgviders,
data providery).

6.2.5 Quality management process

6.2.5.1 Purpose

The purpose of the quality management process is to ensure that products, services and implementations
meet both reldvant orgamizational and project quality objectives as well as meeting relevant cystomer
requirements.

6.2.5.2 Out(lomes, activities and tasks

The outcomes, activities and tasks provided in ISO/IEC/IEEE 15288:2023, 6.2.5 and
ISO/IEC/IEEE 12207:2017, 6.2.5 shall apply.

6.2.5.3 Al-specific particularities

There are no additional activities or tasks defined in the quality management process. When
implementing the activities and tasks in 6.2.5.2, organizations should consider the following Al-specific
particularities.

Organizations should consider implementation of the Al-specific particularities laid down in their
quality management processes, including but not limited to their policies, objectives and procedures.
Quality assurance as part of the quality management process and the evaluation thereof can take a
more prominent role in organizations developing, deploying and monitoring Al systems.
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The continuous quality management activities support the systematic assessment of the performance
of an Al system throughout its life cycle, including its continued quality once it has been deployed.

6.2.6 Knowledge management process

6.2.6.1 Purpose

The purpose of the knowledge management process is to create the capabilities and assets that enable
the organization to exploit opportunities to reapply existing knowledge.

This encompasses knowledge, skills and knowledge assets, including system elements.

The kn

6.2.6.2

The
ISO/IE

6.2.6.3

There
implem
particularities:

6.3
6.3.1

6.3.1.1

The pu

(e

Elg

management, just like any other system element:

Ex

experimentsisimportantto preventhavingtorepeatpreviousexperimentsinthe futuj

say
pr

Se¢

Seg

Technical management processes

bwledge that is used to create the Al models is discussed in 6.4.7 and 6.4.9.

Outcomes, activities and tasks

utcomes, activities and tasks provided in ISO/IEC/IEEE  ¢15288:2023
[/IEEE 12207:2017, 6.2.6 shall apply.

Al-specific particularities

enting the activities and tasks in 6.2.6.2, organizationsshould consider the follow

ments ofan Al system (e.g. datasets, data preparation scripts) should be considered

perimentation is an important aspect in“the implementation of an Al system

ne stakeholder or by another stakeholder. Furthermore, artefacts documenting ex
vides important insights and lessons learned that can be used for further improv

6.2.4 for more details of thethuman resource regarding data science expertise.

6.4.8 for more details of data lineage and data provenance.

Project planning process

Purpose

, 6.2.6 and

hre no additional activities or tasks defined in the knowledge management process. When

ing Al-specific

for knowledge

Documenting
e; eitherbythe
perimentation
ement.

'pose of the project planning process is to produce and coordinate effective and W

rorkable plans.

This process:

determines the scope of the project management and technical activities;

ide
est

est

ntifies process outputs, tasks and deliverables;
ablishes schedules for conducting tasks, including achievement criteria;

imates the required resources to accomplish tasks.

This is an ongoing process that continues throughout a project, with regular revisions to plans.
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6.3.1.2 Outcomes, activities and tasks

The

outcomes,

activities and tasks provided in ISO/IEC/IEEE 15288:2023,

ISO/IEC/IEEE 12207:2017, 6.3.1 shall apply.

6.3.1.3 Al-specific particularities

6.3.1

and

There are no additional activities or tasks defined in the project planning process. When implementing
the activities and tasks in 6.3.1.2, either projects or organizations, or both should consider the following
Al-specific particularities.

In implementing the activity “plan project and technical management”, it is important to allow

some flexibili
ISO/IEC/IEEE
for model cre
as data gathe
system, creati

1528872023, 631
12207:2017, 6.3.1.3). Predictability of software development is already challeng
tion, this is even more the case. Creating a model can require Al data engineerin
ing, data labelling and data pre-processing (see 6.4.8). For a machine learning-b

g a model can require iterations of experiments and experimentation with d

.3 and
ng and
g, such
hsed Al
ifferent

strategies and tactics to achieve the desired model performance and qualitiésy;“For a kngdwledge

engineering-based Al system, creating a model can involve knowledge acquisition and eli¢itation

efforts.

Furthermore, |project planning should take into account the various_other Al particularitieq of the

processes invdlved, such as establishing continuous validation (see 6.4.1%).

6.3.2 Projeg¢t assessment and control process

6.3.2.1 Purpose

The purpose of the project assessment and control pree€ess is:

— to assess if the plans are aligned and feasible;

— to determ]ne the status of the project, technical and process performance;

— todirect ekecution to help ensure that:the performance is according to plans and schedules|within
projected pudgets and satisfies technical objectives.

This process periodically and at miajor events evaluates the project’s progress and achievements pgainst

requirements,|plans and the joverall business objectives. Information is provided for manageinent to

act upon when significant wariances are detected. This process can include redirecting the |project

activities and fasks to correct deviations and variations from other technical management or technical

processes. Redirection can include replanning as appropriate.

6.3.2.2 Outtlomes, activities and tasks

The
ISO/IEC/IEEE

outcomes,

activities and tasks in

12207:2017, 6.3.2 shall apply.

provided ISO/IEC/IEEE 15288:2023,

6.3.2.3 Al-specific particularities

6.3.2

and

There are no additional activities or tasks defined in the project assessment and control process.
When implementing the activities and tasks in 6.3.2.2, either projects or organizations, or both should
consider the following Al-specific particularities.

In implementing the activity “plan for project assessment and control”, intervals can be determined
(as defined in the quality management process) whether to update the Al system or the model (see
ISO/IEC/IEEE 15288:2023, 6.3.2.3 and ISO/IEC/IEEE 12207:2017, 6.3.2.3).

The implementation of an Al system is less predictable as a result of its iterative and experimental
nature. For example, its progress cannot be reliably measured by counting the produced lines of code.
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Decision management process

Purpose

338:2023(E)

The purpose of the decision management process is to provide a structured, analytical framework for
objectively identifying, characterizing and evaluating a set of alternatives for a decision at any point in

6.3.3 and

the life cycle and selecting the most beneficial course of action.

6.3.3.2 Outcomes, activities and tasks

The outcomes, activities and tasks provided in ISO/IEC/IEEE 15288:2023,
ISO/IEC/LEEE 12207:2017, 6.3.3 shall apply

6.3.3.3| Al-specific particularities

There pre no additional activities or tasks defined in the decision management f

implem
conside

The us¢
of deci
system|
The nejy
de

de

r the following Al-specific particularities.

of Al adds more uncertainty and complexity to a system through the introductio|
fions (see ISO/IEC 25059:2023[16] and ISO/IEC TS 2505818l for the details of th
and machine learning models).

v types of decisions include, but not limited to:
isions toretire the Al system when effective belHaviour is no longer in line with the

ision to “refactor” the Al system when the fiodel training makes effective behay

in line with the requirements (i.e. the systenids reset and a new trained model is cre

de
suj

de
tha

For exa|
when i
6.3.3.3

ision to update the specification(s):and the contract(s) between the acquirer, t
plier in order to reflect the learned‘behaviour;

ision to update the documentation in order to reflect the learned behaviour (co
t evolution remains in line with the requirements and the contract).

Imple, the organization-shiould determine how the quality of machine learning modsg
mplementing the activity “Analyse the decision information” (see ISO/IEC/IEE
and ISO/IEC/IEEE)12207:2017, 6.3.3.3). These aspects make it even more impor

pre-deflined decision-making process.

NOTE
both th
body (s4

6.3.4

6.3.4.1

Once afiorganization has decided on its use of Al, this can assist governing bodies ¥
e points\or/‘gates” at which key governance questions can arise and can be addressed b
e ISO/IEC 38507:2022, 5.317]).

rocess. When

enting the activities and tasks in 6.3.3.2, either projects or orgdniZations, or both should

In of new types

b quality of Al

requirements;

iour no longer
hted);

he user or the

hsidering here

Isis measured
E 15288:2023,
tant to have a

vith identifying
y the governing

Riskmamagenmrent process

Purpose

The risk management process is an ongoing process that systematically and continuously identifies,
analyses, treats and monitors risk throughout the life cycle of a system product or service. It can be
applied to risks related to the acquisition, development, maintenance or operation of a system.

6.3.4.2 Outcomes, activities and tasks

The outcomes, activities and tasks provided in ISO/IEC/IEEE 15288:2023, 6.3.4 and
ISO/IEC/IEEE 12207:2017, 6.3.4 shall apply.
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6.3.4.3 Al-specific particularities

There are no additional activities or tasks defined in the risk management process. When implementing
the activities and tasks in 6.3.4.2, either projects or organizations, or both should consider the
following Al-specific particularities as well as should refer to ISO/IEC 23894[11] for the details of risk
management of Al systems. The objectives for risk management as defined in ISO/IEC 23894[11] include
fairness, privacy, reliability, transparency, explainability, accountability, availability, integrity and
maintainability.

The risk assessment activities should include all risks associated with the Al system and the
implementation of appropriate risk treatment measures through a risk treatment plan and relevant
risk management records as defined in ISO/IEC 23894.[11] ISO/IEC 23894 provides risk management

guidance to o
that utilize Al
for objectives
services with
Standards in
Consideration
example, deve
line with Inter]

In addition to
6.3.4, Al syste
systems. Thes

Another Al-sp
on-going decis
be verified by
by on-going ri
in which the s
heating above
not open the t

most advancedl type of on-going risk management is when an Al system actively performs a d

risk analysis t
management,
decisions are 1
to include risH
retrospective
quality.

See also 6.4.3 ¢
In addition to {
plan should alj

Organizations

gamnizations wiich devetop, produce, deploy amd use products, SyStenms and 3
It is not intended for the specific risk management of products and services
such as safety and security. Therefore, organizations that apply Al in produ
afety and security objectives should consider applicable risk managemernt, Intern
addition to the Al specifics around processes as described in ISOy/IEC 23
b regarding the functional safety of Al systems can be found in ISGAEC TR 5464
opers of Al systems considered as medical devices, should addréss risk manage
national Standards, such as I1SO 14971[9].

guidance provided in ISO/IEC/IEEE 15288:2023, 6.3.4_and’ISO/IEC/IEEE 122(
ms have additional areas of opportunity or concern compared to traditional s¢
b areas are highlighted and explained in more detailinUSO/IEC 23894I11],

ions that involve risk of harm and where suchidecisions, due to time constraints,
a human being (e.g. some self-driving vehitles decisions). These risks can be m
sk management by the system itself. A sitaple form of this is setting specific bou
ystem can operate. For example, an automated climate control system should nc
dangerous temperature ranges. Certain rules can also help to manage risks, sud
runk automatically at high speeds,even if the driver seems to have requested

nrough reasoning, based onamodel of the world and rules. Apart from autonomc
risk of harm can be mitigated by sufficient test case coverage, to verify that |
lot made in riskful situations. Additionally, for machine learning, extra care can b,
ful situations and their correct decisions as cases in the training data as well.
hnalysis of automated risk management can also be performed at a later stage to

lbout the system requirements definition process for important properties of Al s
he typica) risks considered for a system, such as security and privacy, the risk treg
o address risks related to the objectives as identified by the organization.

ervices
sing Al
rts and
ational
894 [11]
) [5] For
ment in

7:2017,
ftware

pcific consideration applies when Al systems are programmed to compute autopomous

cannot
tigated
ndaries
t allow
h as do
it. The
ecision
us risk
armful
e taken
Human
ensure

ystems.
atment

shotld identify potential risks and opportunities related to the Al system in

cluding

conferring with representative users and other stakeholders to ascertain their needs and requirements
(6.4.2).

Additional risk management requirements can apply based on the purpose of the Al system and the
applicable regulatory environment in which the Al system is intended to be used.

If the Al system is related to safety, in order to establish accountability, the organization shall have
an audit trail, including elements such as data provenance, data source validation, risk analysis and
mitigation and decisions. This can be recommended to other Al systems, too. Therefore, development
of an Al system shall include an audit strategy. For example, storing past decisions together with
a reference to the model used including a trail on how that model was created. This can include
documenting key decisions in the development process itself and their rationale (e.g. why a certain
model was preferred).
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Configuration management process

Purpose

338:2023(E)

The purpose of the configuration management (CM) process is to manage and control system elements
and configurations over the life cycle. CM also manages consistency between a product and its
associated configuration definition.

NOTE

6.3.5.2

See ISO 1000771 for more details of configuration management.

Outcomes, activities and tasks

The
ISO/IE

q

The pr
and prg

An
pet

6.3.5.3

There ¢
implem
considg

Apartf
that alj
parame
benefid
trained

Compa
of Al s)
from cq
intact f
typical

A typic
runtim
configy
details
and teq

utcomes, activities or tasks provided in ISO/IEC/IEEE 15288:2023
[/IEEE 12207:2017, 6.3.5 shall apply, with the following addition.

ject shall implement the following activities in accordance with applicablé organi
cedures with respect to the configuration management process:

automated process for model rollback can be used to quickly Tesolve sub
formance.

Al-specific particularities
re no additional activities and tasks defined in the configuration management

r the following Al-specific particularities.

rom traditional software components and configuration, Al systems contain Al-sp
o require configuration management: the’data that represents the model (e.g.
ters), documentation of Al elements, data and metadata. If machine learning is
ial to apply configuration management on the model combined with the data wit
. This allows for traceability (e.g.for auditing and compliance) and for reproducin

ed to the artefacts of traditional software (e.g. source code, test cases, test data
Fstems, especially datasets$,’can be large in size and are typically stored in sy
de and configuration files. In some cases of Al systems, the older data repository
br the possible need ef application version rollback. This can lead to choices that c3
practice for traditional software, such as shorter retention periods of versions.

hl application.of configuration management for Al system is rollback to a previo
e model whei'a new model turns out to have quality issues. Information that is
ration management process includes the data that are used to build and test the 4
specifieto those data can be found in 6.4.7 and 6.4.8. Additionally, the data that ar
t the-Al model are placed under configuration management where Al system p

6.3.5 and

zation policies

ptimal model

brocess. When

enting the activities and tasks in 6.3.5.2, eitheT\projects or organizations, or both should

bcific artefacts
rules, weights,
used, it can be
h which it was
b experiments.

, the artefacts
tems separate
should be kept
n compromise

s version of a
dealt with in a
A\l model. More
e used to build
erformance in

service

isscontinuously monitored and maintained (see 6.4.14, 6.4.15 and 6.4.16).

Additionally, the version management of an Al system is no longer sufficient to provide a clear status
of a configuration since the development and logistics versions of the configuration items no longer
reflect the guaranteed behaviour associated to the operational configuration. In particular, if several
instances of the same configuration are deployed, their behaviours can be different.

In the design and development stages, the organization should consider Al-specific source code
management controls associated with Al-specific particularities (e.g. Al data engineering, model
training).
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6.3.6 Information management process

6.3.6.1 Purpose

The purpose of the information management process is to generate, obtain, confirm, transform, retain,
retrieve, disseminate and dispose of information, to designated stakeholders.

An information management process plans, executes and controls the provision of unambiguous,
complete, verifiable, consistent, modifiable, traceable and presentable information to designated
stakeholders. Information includes technical, project, organizational, agreement and user information.
Information is often derived from data records of the organization, system, process or project.

6.3.6.2 Outdomes, activities and tasks

s, activities and tasks in 6.3. and

12207:2017, 6.3.6 shall apply.

The outcomse
ISO/IEC/IEEE

provided ISO/IEC/IEEE 15288:2023;

6.3.6.3 Al-specific particularities

When
should

additional activities or tasks defined in the information management process
the activities and tasks in 6.3.6.2, either projects or organizations, or both
llowing Al-specific particularities.

There are no
implementing
consider the fd

Al systems arg typically very data intensive and involve dataset$ for testing and in case of machine

learning datasets for training. These datasets are part of the information that should be managed (see
6.4.8).
6.3.7 Measyrement process

outcomes, activities and tasks previded in ISO/IEC/IEEE 15288:2023, 6.3.7 and

12207:2017, 6.3.7 shall apply.

The purpose,
ISO/IEC/IEEE

oneous

In addition, pr
output) if the
Specifically, th

ocesses for Al-specific measurements shall be considered (e.g. probability of err
Al system is related to safety but they are recommended to other Al syster
e drift in Al models dueto-environment changes and due to autonomous changes

ns, too.
can be

measured for ¢orrections.

6.3.8 Qualitly assurance proeess

6.3.8.1 Purpose

The purpose of the

organization’s

of th& quality assurance process is to help ensure the effective application
quality management process to the project.

Quality assurance focuses on providing confidence that quality requirements are fulfilled. Proactive
analysis of the project life cycle processes and their outputs is performed to ensure that the product
under development will be of the desired quality and that organization and project policies and
procedures are followed.

6.3.8.2 Outcomes, activities and tasks

The outcomes, activities and tasks in 6.3.8 and

ISO/IEC/IEEE 12207:2017, 6.3.8 shall apply.

provided ISO/IEC/IEEE 15288:2023,

Quality assurance as part of the quality management process and the evaluation thereof can take a
more prominent role in organizations developing, deploying and monitoring Al systems.
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6.3.8.3 Al-specific particularities

There are no additional activities or tasks defined in the quality assurance process. When implementing
the activities and tasks in 6.3.8.2, either projects or organizations, or both should consider the following
Al-specific particularities.

In addition to the guidance provided in ISO/IEC/IEEE 15288:2023, 6.3.8 and ISO/IEC/IEEE 12207:2017,
6.3.8, quality assurance can take a more prominent role in Al systems compared to traditional software
systems. Al systems can evolve over time, e.g. in continuous learning systems. Such evolution requires
close quality monitoring and assurance activities to detect possible deteriorating effectiveness caused

by, e.g. low quality of input data to the model, concept drift or data drift.

In the guali > Urahce-Broce 0 h 3 2a¥a ored-an
systemp, algorithms and data fo red as products to be evaluated.Tn
of thede products, the quality characteristics specific to Al systems (e.g. transpar
accounfability, robustness) should be additionally included. Further information onrthe ¢
of Al sylstems can be found in ISO/IEC 25059[16] and ISO/IEC TS 25058lel.

In add
the prg
probler
trainin

ion, the processes to be evaluated should include activities for eonducting a
of-of-concept, tasks for analysing requirements and risks to ehsure adequate c
n domain of interest, iterative tasks for conducting machine learting, or procedur
b data (collection, selection, generation, validation and modification or addition).

More dgtails specific to these data, processes and their quality-evaluations for ML can be
6.4.8 and 6.4.14.

Examples of effects that should be monitored by means'of quality assurance include:

dat

a offered to the model is of low quality;

dat

a evaluated by the model is subject to change (data drift);
dey

riations towards the desired output{concept drift).

Quality
ofthe e
influen
there c
affectt
organiz

assurance activities should béappropriate to the use of the Al system. Typically,
nvironment, the level of autonomy exercised, as well as the impact of the output o
ces the level to which grganizations should implement quality assurance activif

he type and extentofiquality assurance activities. Especially for continuous learni
ations should censider appropriate revalidation activities.

See 6.2/5, 6.4.11, 6.4:13, 6.4.14 and the description of data quality analysis in 6.4.8 for det

6.4 Technieal processes

evaluated. In Al

the evaluation
bncy, fairness,
juality aspects

nalysis during
pverage of the
es for creating

found in 6.4.7,

'he complexity
Fthe Al system
ies. Moreover,

hn be external factors such as regulatory requirements and quality system reqiiirements that

ng Al systems,

ails.

6.4.1

Business ormission analvsis nrocess
4 r

6.4.1.1 Purpose

The purpose of the business or mission analysis process is to define the business or mission problem or
opportunity, characterize the solution space and determine potential solution class or solution classes

that can address a problem or take advantage of an opportunity.

6.4.1.2 Outcomes, activities and tasks

The outcomes, activities and tasks in

ISO/IEC/IEEE 12207:2017, 6.4.1 shall apply.

provided
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6.4.1.3 Al-specific particularities

There are no additional activities or tasks defined in the business or mission analysis process. When
implementing the activities and tasks in 6.4.1.2, either projects or organizations, or both should
consider the following Al-specific particularities.

Al systems involve specific risks (see 6.3.4) that can influence or even prohibit the realization of
certain business goals. For example, when implementing the “Define the problem or opportunity space”
activities, the organization shall consider that privacy regulations can prevent the use of personal data
for a use case that differs from its original collection intent (see ISO/IEC/IEEE 15288:2023, 6.4.1.3 and
ISO/IEC/IEEE 12207:2017, 6.4.1.3). In case of making decisions that can affect individuals negatively,
legal requirements can require explanation of what data were used and how data were used.

Other exampldgs of risks are the degree of data accessibility and data quality.

6.4.2 Stakeholder needs and requirements definition process

6.4.2.1 Purpose

cholder
ders in

The purpose o
requirements
a defined envi

[ the stakeholder needs and requirements definition process isit@.capture the stak
for a system so it can provide the capabilities needed by usérs‘and other stakeho
fonment.

It identifies stakeholders, stakeholder classes and their needs throughout the life cycle of the Al $ystem.

[t analyses ang
intended inter
against which|

defined considering the context of the system-of-interest with the interoperating systems and e

systems.

6.4.2.2 Out¢omes, activities and tasks

The outcoms
ISO/IEC/IEEE

6.4.2.3 Al-s

There are no a
process. Wher
should conside

Due to the indu
the stakeholdd

transforms these needs into a common set of stakeholder requirements that expi
pction the system will have with its operationalenvironment and that are the re
each resulting operational capability is validated. The stakeholder requireme

s, activities and tasks in 6.4.

12207:2017, 6.4.2 shall apply:

provided ISO/IEC/IEEE 15288:2023,

becific particularities

Hditional activities or tasks defined in the stakeholder needs and requirements de
implementing the activities and tasks in 6.4.2.2, either projects or organizations,
r the following Al-specific particularities.

r requirements”; including critical performance measures that enables the assess

technical achie

ess the
ference
nts are
nabling

and

finition
or both

ctive nature of Al systems, itis crucial to execute the task to “obtain explicit agreeinent on

ment of

vement as a target (see ISO/IEC/IEEE 15288:2023, 6.4.2.3 and ISO/IEC/IEEE 122(

7:2017,

6.4.2.3). Orgar
stakeholders.
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Such a technical achievement should be specified by the organization to allow for monitoring of the
targets through the quality assurance process (see 6.3.8).

The use of the Al system can define particular stakeholder types that should be considered. Particular
types of stakeholders to consider include:

providers

18

of Al platforms, products or services;

Al developers;
customers and users;

partners involved in system integration, data provision and auditing;
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— regulatory and policy-making authorities, data subjects;

— others impacted by the development and use of the Al system.

338:2023(E)

The stakeholder identification process can yield a set of values that can guide development of parts of
the system including features such as the user interface, documentation and use cases. Organizations
should further study and refine the values to the extent they can become part of the system
requirements. Regulation, human rights, social responsibilities and environmental frameworks can
help in refining and describing the values. See ISO/IEC 22989:2022, 5.17 for more details of possible Al
stakeholder types.

NOTE
are use

The quality characteristics of the quality model of Al systems that are available in IS

0/IEC 25059116]

ful to elicit and identify quality requirements of non-functional requirements, which are often implicit

stakeho

6.4.3

6.4.3.1

The pu

requirg
process

[der needs. Also see ISO/IEC TS 25058[¢] for more information on the quality evaluation.g
System requirements definition process

Purpose

'pose of the system requirements definition process is to considerand transform
ments into a technical view of a solution that still meets the~operational needs g
factors in outputs from the risk management and governan¢e process in particul

by Figulre 2.
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f Al producer, Al partner or Al provider) persgective, the system’s characterist

ments should not imply any specific implen¥éntation.

Outcomes, activities and tasks

utcomes, activities and tasks in

[ /IEEE 12207:2017, 6.4.3 shall.apply.

provided ISO/IEC/IEEE  15288:2023

Al-specific particularities

mplementing the(activities and tasks in 6.4.3.2, either projects or organizations,
r the following for Al systems:

e desired performance (level of correctness) of the model or models. Setting theseg
uires careful selection of the right metrics (e.g. minimal precision and minimal g

uited’ boundaries. For example, the model is able to distinguish a cat from a dog

f Al systems.

h11 stakeholder
f the user. The
hr, as indicated

lier's (who has
ics, attributes,

hal and performance requirements, in order. to satisfy the stakeholder requlirements. The
requirg

6.4.3 and

’

hire no additional activities or tasks defined in the system requirements defiition process.

pr both should
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ccuracy). Such

uirements can include the range of input data for which the model is to perform within the

in 90 % of the

esMrom phnfngraphc taken dnring dayfimn where the entire animalis visible
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Requirements on the level of autonomy exercised by the Al system. These include considerations
regarding the level of autonomy exercised by the Al system, e.g. whether there is a human-in-
the-loop. If so, a definition of which decisions the human can take with regards to the Al system
behaviour, such as setting or adjusting thresholds configuring the desired performance level of the
Al system.

Requirements on how to deal with unexpected behaviour of the system. For example, by establishing
and applying additional deterministic rules to ensure safety.

System performance requirements: such as the desired execution time, which often depends on the
type of model used, should be defined.

Requirements on transparency and explainability. Machine learning models can be highly complex
and, as a result difficult to understand. Depending on the situation, individuals can be entitled to an
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explanation as to how a model decision was made particularly when they are affected significantly
(e.g.legally or financially). For example, in some countries an explanation is necessary when a credit
application is denied. Explanations can vary from detailed to a high-level description of what data
and what type of machine learning algorithm were used. Explanations can help acceptance of Al
decisions but also to raise issues when the explanation indicates an error.

— The organization informs individuals that they are interacting with an Al system in accordance
with applicable legal requirements.

— Continuou

s validation requirements: See the continuous validation process (6.4.14).

— Fairness requirements: It is important to set requirements for the fairness and inclusiveness of

uld be

the a]gori thm and data for certain groups-in society. Furthermore, Al system decisions sh

based on ¢
be defined

— Privacy r¢
them with
be influen,

— Security 1
Typically,

— secur
“poisd
— prote

— prote
datat

— prote
thatis

6.4.4 Syster

The purpose,
ISO/IEC/IEEE

NOTE  The
ISO/IEC/IEEE 1

6.4.5 Design definition process

lear and interpretable features so that fairness can be verified. Fairness metries
in order to set these requirements.

quirements: In cases where personal data are used. Informing indigiduals, pr
control and protection of personal data are important. Also, the choi¢e-of algorit
ced by privacy considerations (e.g. differentially privacy algorithmstZ2]).

equirements: In case there is an additional attack surface restilting from the ug
this includes:

ng data that are used for either training or testing, or both, including protection

ting against input manipulation (e.g. a spam é-mail being classified as not spam);

ting against “model inversion” when a mdlicious actor manages to deconstruct sg
hat are used for training a model;

ting against “model theft” when ainalicious actor aims to copy the behaviour of §
intellectual property.

h architecture definition process

12207:2017, 6.4.4.shall apply.

system architecture definition process is named as “architecture definition pro
P207:2017, 6,4:4.

The purpose,

outcomes, activities .and tasks provided in ISO/IEC/IEEE 15288:2023, 6.4

should

bviding
hm can

e of Al.

against

ning attacks” when malicious actors inject data to’influence the behaviour of machine
learning models;

pnsitive

h model

4 and

ress” in

olitcomes, activities and tasks provided in ISO/IEC/IEEE 15288:2023, 6.4

.5 and

ISO/IEC/IEEE

12207:2017, 6.4.5 shall apply.

6.4.6 System analysis process

The purpose, outcomes, activities and tasks provided in ISO/IEC/IEEE 15288:2023, 6.4.6 and

ISO/IEC/IEEE

12207:2017, 6.4.6 shall apply.

6.4.7 Knowledge acquisition process

6.4.7.1 Purpose

The purpose of the knowledge acquisition process is to provide the knowledge necessary to create the

Al models.
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Knowledge about the domain and the problem is central to many Al systems.

For a machine learning-based Al system, knowledge is used to guide the tasks of data selection, data
preparation and model engineering. A knowledge acquisition process can be performed either by doing
research or by involving subject matter experts, or both.

For a knowledge-based Al system, the knowledge should be coded explicitly in the model.
Data analysis (see 6.4.8) can play a part in gathering and refining knowledge.

NOTE Knowledge in the knowledge acquisition process is the knowledge necessary to create the Al models.

6.4.7.2___Qutcomes

As aresult of the successful performance of the knowledge acquisition process:
a) Knpwledge necessary to create the Al models is identified.
b) Gathered knowledge is stored.

c) Trdceability of knowledge acquisition is established.

6.4.7.3| Activities and tasks

The prg¢ject shall implement the following activities in accordance with applicable organization policies
and prgcedures with respect to the knowledge acquisitionprocess:

a) Define scope and criteria for knowledge acquisition. As a first step, the scope and|criteria of the
knpwledge are defined: What domain and what-aspect is the knowledge about? Hoy recent is the
knpwledge?

b) Segk and gather sources of knowledgeiKnowledge can be extracted from publications, data or
experts.

c) Perform knowledge acquisition to-extract knowledge. In order to utilize the knowledge, publications
can be studied, data can be analysed and experts interviewed or observed. In casg of knowledge
engineering, the extracted knowledge should be formalized in such a way that the algorithms
involved can utilize it. This is part of the implementation process (see 6.4.9).

d) Knpwledge about the domain and the problem is gathered through studying, interviewing or other
knpwledge elicitation, data analysis, acquiring documented knowledge or involving stakeholders
with the required knowledge.

ring and their
o204,

NOTE 2 Knowledge collected for a project can also be shared between projects via repositories (areas storing
knowledge sets) and registries (entities recording the usages of knowledge sets). Reuse of knowledge can be
considered during the knowledge collection process with regards to proven patterns which can apply in the
model development activities (see 6.4.9.3).

6.4.8 Al data engineering process

6.4.8.1 Purpose

The purpose of Al data engineering process is to make sure data can be used to create Al models and
verify Al models. Data are central in engineering machine learning models, as it is used to train them.
For heuristic models, the purpose of data in model creation is more secondary, as it can be used to
support knowledge engineering (see 6.4.9).
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6.4.8.2 Outcomes
As aresult of the successful performance of the Al data engineering process:
a) Required data and datasets are identified, sampled and obtained.

b) Training data and, if necessary, validation data are prepared, formatted and made available to
machine learning models.

c) Testdata is prepared for testing or validation (see 6.4.11).

d) Data for manual analysis to gain more understanding in order to support the Al data engineering
and model engineering processes are prepared.

e) Automatedl processes, if any, to extract, transform and load the data are identified.

f) Any recorfling and use of personal information in the data are in compliance with,applicahle laws
and legal tequirements.

g) Artefacts |(e.g. metadata) for traceability, documentation, maintenance~of-the data and the
automated process, including configuration management are prepared.

h) Dataare retired in a timely manner.
i) Multi-modal data are managed.

NOTE Because the use of multi-modal type of data (e.g. voice, imagesysensors) within Al systems is growing,
best practices chn be employed to handle, engineer and deploy multizmodal Al systems.

6.4.8.3 Actiyities and tasks

The project shpll implement the following activities in accordance with applicable organization policies
and procedurds with respect to the Al data engineering process.

a) Acquire off select data

The purpose ¢f an Al model is to createran output based on an input, for example, classifying an
animal based ¢n an input image and therefore data should be gathered to constitute such inputtoutput
combinations.|Typical forms of data are structured data, text, sound, image and other sensory dpta.

Examples of whys to gather data are:
— collecting|from an existing data store (e.g. customer data);
— recordinglfrom aprocess (e.g. from industrial sensors);

— recording|from-an orchestrated process (e.g. acting scenes to create video examples for dgtecting
certain events)

In order to test the ability of a machine learning model to generalize beyond the training data, it is
helpful for test data to be from a different source or process. A famous example is where a machine
learning model learned to recognize wolves from labelled training data. It turned out the model was
able to perform well because all wolf training pictures were taken in winter and can be identified easily
by detecting snow. In order to prevent such generalization issues, test data should have been collected
from a different source.

Data acquisition and selection should be an ongoing or recurring process in situations where the
relation between the input and output variables changes over time. For example, in order to predict
the selling price for a piece of land, it is important to keep up to date with changes in the economy and
the market, which are reflected in new data. This new data can be used to test the model regularly and
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when necessary to retrain, or re-engineer the model (see 6.4.14). Older data that represents outdated
relations should be retired for the same reasons.

b) Conduct data labelling

Data labelling is a special form of data acquisition in which cases are assigned the value of the desired
output, e.g. labelling images of animals with either “cat” or “dog”. This is typically done manually and
therefore a strictly controlled process can help to prevent unwanted bias or noise from subjective
elements.

Persons performing the labelling should be competent in the domain of what is being labelled and
trained on the use of the labelling tool. Depending on the risk of the application, labelling results can be

subjec

toreview and r‘nrw:-r‘finn’ if necessary

When making use of tools to support the labelling of data, organizations should conside
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e needed or what processing of the data is required, or both. For knowledge er
alysis can be beneficial in further shaping existing knowledge.

hlyse data quality
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ntly complete (broad and varied) to be tepresentative of the expected production|
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r specific edge cases.

g. from subjective decisions) can be verified by checking if desired behaviour is
espect to social attributesCfor which discrimination is prohibited (e.g. gender
ng such attributes is often not sufficient to deal with bias, as the input data can

al aspect of data.quality is the risk of the data being poisoned: A malicious act
or add data to influence the model behaviours in an undesired way.

lality analysts is typically an ongoing process, as new quality issues can occur ov
it is advisable to automate quality checks and verification. Such automation
entation of what checks are required.
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Additional informaation vwoagarding doto oo lidy

J/IEC 5259-2,[24]

NOTE
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ISO/IEC 5259-3,[25] ISO/IEC 5259-4, [26] on data quality for analytics and ML Additional mformatlon regarding
different forms of bias in data used in Al systems is available in ISO/IEC TR 24027[12],

e) Document data lineage and data provenance

Since training data can determine the behaviour of an Al system, it is important to understand its
source, how it was processed, its owner and its rationale, in case there are any issues with the data or
its need to be renewed.

Metadata on data lineage documents the data origin, what happens to it and where it moves over time.
Data lineage gives visibility while greatly simplifying the ability to trace errors back to the root cause
in a data analytics process as well as to trace errors forward into product versions when a problem has
been found with the source data.
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Metadata on data provenance documents the inputs, entities, systems and processes of the data of
interest, in effect providing a historical record of the data and its origins.

See 6.2.6 for more information on knowledge management and 6.3.6 on information management.
f) Clean, merge and prepare data

Data preparation is the collection of operations on data that lead to the desired outcome, including
extraction, merging, cleaning, filtering, correcting, augmenting, conversion, encoding and dealing with
missing values.

The goal of data preparation is to produce features for the data that are used as input for the Al model.
Feature engineering is the process of selecting, characterizing and optimizing features for use in
an Al model. In this process, selecting appropriate input can be done using domain knowledge, data
analysis or experimenting with different selections of features. Some model types include optjmising
the selection df features. In general, the fewer features that are used, the easier it is to tfain a machine
learning mode]l and the fewer risks of data errors and the less effort in Al data engineening.

Filtering remojes unwanted data that is:

not useful

to create or verify the model (e.g. outliers in some situation);

unnecessdry in volume, so a sample can suffice;

harmful b
ethnicity)

bcause it introduces unwanted bias or unwanted discrimination (e.g. related to gender or

against prjivacy legal requirements, requiring removal or de-identification of personal data;

sensitive (

ata that should be protected from unautherized internal or external access.

In some situat " model

or to perform

ons, data augmentation can help to increase the volume of data to create a bette
more testing (e.g. rotating images).

Data conversid
model has tow]

n and feature encoding are usedto transform data so as to satisfy the criteria that the Al
ards input data (e.g. strictly.yes or no variables).

Generative Al
identifying paf
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steps or code 1
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methods can be adopted ‘to automatically generate metadata to support Al m
terns in production.data.

on is often an exploratory and therefore less structured process, consisting of
hat is created ad hoc. This ad hoc nature can make repeated preparation more ¢
t is benefieial*to aim for reusable automated preparation.

bdel by
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lifficult

Given the typ
testing of the j

cal high-complexity and exploratory character of the data preparation, (autgmated)
repardtion is important.
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g) Protectse

Some aspects of Al systems rely on sensitive data and when it does, the Al data engineering process
increases the attack surface of an Al system. This means that apart from the Al system itself, elements
of Al data engineering can be subjected to an attack, such as a data store. Especially when data about
individuals are gathered from different sources, security and privacy risks occur. In such cases, careful
handling and privacy-preserving techniques are necessary.

6.4.9 Implementation process

6.4.9.1 Purpose

The purpose of the implementation process is to realize a specified system element.
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This process transforms requirements, architecture and design - including interfaces - into actions
that create a system element according to the practices of the selected implementation technology,
using appropriate technical specialties or disciplines. This process results in a system element that
satisfies specified system requirements (including allocated and derived requirements), architecture
and design.

6.4.9.2 Outcomes

The outcomes provided in ISO/IEC/IEEE 15288:2023, 6.4.7 and ISO/IEC/IEEE 12207:2017, 6.4.7 shall
apply.

As a result of the successful implementation of the Al model engineering part of the implementation
procesg:

a) Aworking Al model is produced.

b) Dofumentation of the modelling process is produced.

6.4.9.3| Activities and tasks

The ac
6.4.7 sh

ivities and tasks provided in ISO/IEC/IEEE 15288:2023, 6:4:7 and ISO/IEC/IEH
all apply, with the following addition.

E 12207:2017,

The pr
and prg

ject shall implement the following activities in accordance with applicable organi
cedures with respect to the Al model engineering-pdrt of the implementation prg

zation policies
cess.
For mathine learning-based Al systems, the following.additional activities are included:

a) Algorithm selection: Selecting an appropriate machine learning algorithm taking into account the

type of model task (e.g. clustering, time $éries prediction, classification) and the
wolks best for the task at hand, which cah also be determined by experimentation.

e aspect to take into account when selecting (and tuning) algorithms is how
explainable the model can be;Typically, the more difficult to interpret model
forming models. On the other-hand, interpretable models help build trust and tran
ajnsparency can be beneficial for accountability and assists Al developers to bett
d problem domain and the’data.

rechnique that

interpretable
s are the best
sparency. This
er understand

h an internal
] is to use the
to the desired
" the model to
when a model

at provide the

For knowledge engineering-based Al systems, the following additional activities are included:

d) Knowledge programming: After knowledge has been acquired (see 6.4.7) it should
in a heuristic model where the computations are either engineered explicitly

be formalized
(procedural -

more according to traditional software programming) or implicitly by either specifying rules or

probabilities (declarative), or both.

Define and prescribe the combined architecture considering cloud and edge computing
emerging behaviour of Al systems especially in industrial applications.
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6.4.9.4 Al-specific particularities

When implementing the activities and tasks of this process, organizations should consider the following
Al-specific particularities.

Al systems can be seen as traditional software systems that apply one or more Al models and therefore
their implementation involves the same practices, with some particularities that also introduce new
elements. An example is the general best-practice of working with an actively maintained list of agreed-
upon work items (backlog). Involving the Al work in such a backlog facilitates cross-disciplinary
coordination, planning and evaluation.

The Al model is typlcally part of an appllcatlon that apart from the model, is developed w1th0ut any

machine learn
in Al, this doc
introduces a s
and many imp
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machine learning, Al model engineering requires training a model (ising trainir
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bering process typically interacts with Al model engineering and often strongl
of the experts involved. Automated machine learning (AutoML) is an approach t
of these processes are automated, to reduce this relianee’and to make the wor
ency can also be gained by, where possible, distributing the work between expe
urces to experiment in parallel. Depending on the dlgorithms used and the app

performs in line with either exceptions or predefined specifications, or both, it
ising validation data and then tested using test data (see 6.4.11).

of model engineering is transfer learning, in which an existing machine learning n
ing point to further train for a slightly different use case. By building on previou
ccess, efficiency gains can be made.

ation, existing softwareframeworks can be built upon. These frameworks typica
n Al models and solutions’for data processing, model training, testing and orchest

nowledge engineering, model engineering is the specification of knowledge in dec
form. The knowledge is acquired from either experts (knowledge elicitation) or
see 6.4.8), or both.
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6.4.11 Verification process

6.4.11.1 Purpose

The purpose of the verification process is to provide objective evidence that a system or system element
fulfils its specified requirements and characteristics.

The verification process identifies the anomalies (errors, defects or faults) in any information item
(e.g. system requirements or architecture description), implemented system elements, or life cycle
processes using appropriate methods, techniques, standards or rules. This process provides the
necessary information to determine resolution of identified anomalies.
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6.4.11.2 Outcomes, activities and tasks

The

outcomes,

activities and tasks provided in

ISO/IEC/IEEE 12207:2017, 6.4.9 shall apply.

6.4.11.3 Al-specific particularities

ISO/IEC/IEEE 15288:2023,

338:2023(E)

6.49 and

There are no additional activities defined in the verification process. When implementing the activities
and tasks in 6.4.11.2, this process should be extended beyond the verification of systems to include the
following Al-specific particularities.

The first Al-specific particularity that should be considered in the verification process is the verification
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6.4.12

6.4.12.

[14.for more details of the continuous validation process
Transition process

1 Purpose

The purpose of the transition process is to establish a capability for a system to provide the services as
specified by stakeholder requirements in the operational environment.

This process moves the system in an orderly and planned manner into its operational status, such that
it is functional, operable and compatible with other operational systems. The process installs a verified
system, together with relevant enabling systems, for example, planning system, support system,
support staff, training system, user training system, as defined in agreements. The transition process
is used at each level in the system structure and in each stage to complete the criteria established for
exiting the stage. It includes preparing applicable storage, handling and shipping enabling systems.
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6.4.12.2 Outcomes, activities and tasks

The
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12207:2017, 6.4.10 shall apply.

ISO/IEC/IEEE 15288:2023,

6.4.12.3 Al-specific particularities

0 and

There are no additional activities and tasks defined in the transition process. When implementing the
activities and tasks in 6.4.12.2, either projects or organizations, or both should consider the following
Al-specific particularities.

There is often a difference between the actual Al system that runs the model and the model itself -
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The purpose of the validation process is to provide objective evidence that the system, when in use,
fulfils its business or mission objectives and stakeholder requirements, and achieves its intended use in
its intended operational environment.

The objective of validating a system or system element is to acquire confidence in its ability to achieve its
intended mission (or use) under specific operational conditions. Validation is ratified by stakeholders.
The validation process provides the necessary information so that identified anomalies can be resolved
by the appropriate technical process where the anomaly was created.

6.4.13.2 Outcomes, activities and tasks

The outcomes, activities and tasks provided in 6.4.11 and

ISO/IEC/IEEE 12207:2017, 6.4.11 shall apply.

ISO/IEC/IEEE 15288:2023,
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6.4.13.3 Al-specific particularities

There are no additional activities defined in the validation process. When implementing the activities
and tasks in 6.4.13.2, this process should be extended beyond the validation of systems to include the
following Al-specific particularities.

In order to gain experience with Al systems, organizations can perform a proof-of-concept project. In
such a case, validation also includes the validation of Al itself and its value and risks for the organization
in general.

The organization should aim to support model updates (retraining or knowledge engineering) and the

execution of continuous monitoring of established metrics associated with the use of the Al system.
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Continuous validation process

1 Purpose

rpose of the c¢ontinuous validation process is to monitor that Al models ke
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hs\an extension of the quality assurance process (see 6.3.8).

If deviations are substantial, a machine learning requires retraining or continuous learning, as part of
the maintenance process (see 6.4.16). Deviations can also point to other issues, for example data quality
problems, or a system malfunctioning. If the Al system applies automated continuous learning without
human interaction, an automated rollback process, at defined thresholds, should be included to prevent
undesired model changes.

6.4.14.2 Outcomes
As aresult of the successful performance of the continuous validation process:
a) Validation results are recorded in a validation log.

b) A decision can be made to perform maintenance on the Al model (retraining).
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6.4.14.3 Activities and tasks

The project shall implement the following activities in accordance with applicable organization policies
and procedures with respect to the continuous validation process:

a) Monitor for data drift by applying checks on the model input data to see if it deviates from what the
model was trained with.

b) Monitor for concept drift by measuring model performance using test data that has been updated,
or by detecting any anomalies in the output value or the distribution of output values, for example,
by comparing recent output to previous output.

c) Monitor any other requirements thatare expected to change over time (see 6.4.3) such as execution
time, tranfparency and fairness.

d) In case of fleviations, decide whether to perform maintenance on the Al model.

e) Apply gudrd rails if they have been defined by applying boundaries on the gutput datg, or by
defaulting/to an alternative safe model in case of deviations.

f) Determing the frequency at which validation should occur.

6.4.15 Operation process

6.4.15.1 Purpose
The purpose of the operation process is to use the system to deliver its services.

This process establishes requirements for and allocates the'personnel to operate the system. It monitors
the services and evaluates operator-system performance. In order to sustain the operational services,
it identifies arld analyses operational anomalies in relation to agreements, stakeholder requirements
and organizational constraints.

6.4.15.2 Outd¢omes, activities and tasks

The outcomds, activities and tasks provided in ISO/IEC/IEEE 15288:2023, 6.4.12 and
ISO/IEC/IEEE [12207:2017, 6.4.12 shall apply.

6.4.15.3 Al-specific particularities

There are no gdditional activities defined in the operation process. When implementing the adtivities
and tasks in 6}4.15.2, this process should be extended beyond the operation of systems to inclpde the
following Al-specifieparticularities.

The first Al-specific particularity that is considered in the operation process is computer resoufce and
power usage.

Al systems can consume considerable computing power and memory usage, particularly the training
of machine learning models (depending on the type of algorithm). Sometimes, dedicated hardware
is used to speed up processing, for example, by employing graphics processing units (GPUs) for their
massive parallel processing capability. The resultant extra cost and carbon footprint can become a
consideration in decisions concerning the frequency of training, the choice of algorithm or the choice to
employ machine learning altogether.

Models are deployed either in batch mode or in continuous mode, depending on whether the Al
system has a direct need for the model results. Models in continuous mode typically have more strict
performance efficiency requirements.

The second Al-specific particularity is that the organization should consider early in the life cycle the
production data which the Al system will operate on. Considerations can include availability, fit for
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