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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC;.also take part in the
work.

The
are |described in the ISO/IEC Directives, Part 1. In particular, the, different appro
needed for the different types of document should be noted. This document was

aintenance
al criteria
drafted in

accofdance with the editorial rules of the ISO/IEC Directives, Part2 (see www.iso!érg/directives or

ISO and IEC draw attention to the possibility that the implementation of this.document may
use of (a) patent(s). ISO and IEC take no position concerning the evidencé, ‘\’/alidity or apy

involve the
licability of

ISO and IEC

had pot received notice of (a) patent(s) which may be required to ifhptément this document. However,
implementers are cautioned that this may not represent the latestinformation, which may})e obtained

the patent database available at www.iso.org/patents angd:hétps: //patents.iec.ch. ISO and IEC shall

terms and
lherence to
orld Trade Organization (WTO) printiples in the Technical Barriers to Trade| (TBT) see

.iso.org/iso/foreword.litml. In the IEC see www.iec.ch/understanding-standards.

document was/prepared by ]oiﬁt\"[‘echnical Committee ISO/IEC JTC 1, Information
ommittee SC 42, Artificial intelligence.
~

technology,

N

Any |feedback or” questions .on*this document should be directed to the user’s national standards
body. A -complete listingsef these bodies can be found at www.iso.org/members.html and
ww.iec.chi/national-comifittees.
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Introduction

Artificial intelligence (AI) systems in the fields of computer vision and image recognition, natural
language processing, fraud detection, automated vehicles, predictive maintenance and planning have
achieved remarkable successes. To build and maintain an Al system, it is an efficient approach to extend
the life cycle processes for a traditional software system to include Al-specific life cycle characteristics.

An example of such a specific characteristic of an Al system life cycle is where a system employs
machine learning (ML) using training data and it becomes necessary to retrain the ML model using new

training data that is more representative of current production data.

ISO/IEC/IEEE 12207 describes software life cycle processes and ISO/IEC/IEEE 15288 describes/System
life cycle prpcesses. While these life cycle processes are broadly applicable to Al'systems, they require

the introdition of new processes and the modification of existing processes to accommodatg the

characteristics of Al systems. This document extends the current generic life cycle processInternatjonal
Standards o make them applicable for Al systems so that the Al system life cycle“can benefit from
established|models and existing practices. Some Al systems are in use in areas syhich are related to
safety, such|as health care or traffic control. Such safety criticalAl systems need ‘sp‘)ec1al attentior] and

consideratipns as described in ISO/IEC TR 5469 [21,

\l

Integrating|the Al system life cycle into existing processes delivers efflc\éncy gains, better adoption
of Al and mlutual understanding among Al system stakeholders as defuyed in ISO/IEC 22989. Sudh an
integrated life cycle approach embraces the fact that Al systems typﬁcally are a combination of Al-

specific elefnents and traditional elements such as source code and databases.

This docutpent provides further details (on Al system llfe cycle processes as discussefl in

ISO/IEC 42(j01[18],

LN

Vi
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Information technology — Artificial intelligence — Al
system life cycle processes

1 Scope

This document defines a set of processes and associated concepts for describing the life cycle of Al

systfms based on machine learning and heuristic systems. It 1s based.on 1SO/IEC/TEEE
ISO/[EC/IEEE 12207 with modifications and additions of Al-specific processes from ISO/IEC
ISO/IEC 23053.

This| document provides processes that support the definition; control, management, ex
impijovement of the Al system in its life cycle stages. Thesé processes can also be use
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Termis and definigio\lis

ization or a project when developing or acquiring ALSystems. Whenrafrelement of a
iditional software or a traditional system, the software life cycle pro,cesses in ISO/IEC
the system life cycle processes in ISO/IEC/IEEE 15288 can be used to 1mp1ement thate

. \.
Normative references

titutes requirements of this document. For dated peferences, only the edition cited

[EC/IEEE 15288:2023, Systems and software engineering — System life cycle processes
[EC/IEEE 12207:2017, Systems and soft\/(are engineering — Software life cycle processes

[EC 22989:2022, Information technoIBgy — Artificial intelligence — Artificial intelliger

ferminology 3

N

he.purposes of thi\s: document, the terms and definitions given in ISO/IEC 22989, I1SO
JEC/IEEE 15288/1SO/IEC/IEEE 12207 and the following apply.

Ind IEC maintain terminology databases for use in standardization at the following add

SO @nline browsing platform: available at https://www.iso.org/obp

[EC 23053, Framework for Argif;tial Intelligence (Al) Systems Using Machine Learning (ML
>

15288 and
22989 and

bcution and
1 within an
nh Al system
IEEE 12207
ement.

following documents are referred to(in the text in such*a way that some or all of their content

applies. For

ted references, the latest edition of the referenced\document (including any amendments) applies.

ce concepts

IEC 23053,

resses:

E€Electropedia: available at https://www.electropedia.org/

3.1

knowledge acquisition
process of locating, collecting, and refining knowledge and converting it into a form that can be further

proc

essed by a knowledge-based system

Note 1 to entry: Knowledge acquisition normally implies the intervention of a knowledge engineer, but it is also
an important component of machine learning.

[SOURCE: ISO/IEC 2382:2015, 2123777, modified — Notes 2 to entry 3 to entry have been deleted.]
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4 Abbreviated terms

Al artificial intelligence

ML machine learning

5 Key concepts

5.1 General

Al system liffe cycle consists of three types of processes:

— Generid processes: Processes that are identical to the processes defined in 1SO/IEC/IEEE 15288

ISO/IE({/IEEE 12207.

— Modifidd processes:
ISO/IE(/IEEE 15288 and ISO/IEC/IEEE 12207 definition.

NOTE1 The Clause for each of these “Modified processes” contains a subclause of A‘f specific particula

that provide jguidance to adapt the process to Al systems.

— Al-spedific processes: Processes that are specific to characteristigs of Al systems but are not b

0’

QX

directlyf on any processes in ISO/IEC/IEEE 15288.and ISO/IEC/IE-EE 12207.

Al system ljfe cycle processes in Clause 6 are presented as efieric, modified or Al-specific. Figy

Figure 4.

LN

Processes where elements are modified, added or removed from

o-

WS

and

the

rities
hsed

rel

shows the life cycle processes of Al system, grauped by type, afdicompared to ISO/IEC/IEEE 15288:4023,
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Maintenance p|
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\
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are traditional systems:

Measurable potential decay: Since Al models aim to model a desired behaviour which
pver time, meastiring and monitoring any deviations of the production data (data drift) ofr deviations
fowards the desired output (concept drift) can be required. The changing of desired
hot restricted to Al systems only, but for Al models this is uniquely measurable by vali

Potentially autonomous: Al system’s ability to make automated, complex and fast decis

Quality management Quality assurance process ™ Aljdata engineering process Disposal process [6.4.17) -
process (6.2.5) - Modified (6.3:8)= Modified {4 (6.4.8) - Al-specific Modified
S\ N
Knowledge management @ Implementation process
process (6.2.6) - Modified S\'\(\ (6,4.9) ~Modified
N
X
N
Figure 1 — Al system life cycle processes relative to ISO/1IEC/IEEE 15288:2023, Figure 4
AL~
o . 3 \ 0 . =
ollowing aspects of Al systems are key factors that differentiate the life cycle processes from those

can change

ehaviour is
Hating input

ons creates

the potential to replace actions or processes otherwise executed by humans. Consequently,

Al systems can require extra attention to ensure fairness, security, safety, privacy, reliability,
transparency and explainability, accountability, availability, integrity and maintainability. The
more likely an Al system is able to do harm, the more important this extra attention becomes.
See ISO/IEC TR 24368[14] for an overview of ethical and societal concerns in the development and
deployment of Al systems. See ISO/IEC 23894[11] for more information of risk management of Al

systems.

[terative requirements and behaviour specification: Al systems can be based on iterative and agile
requirements specification, knowledge specification, behaviour modelling and usability design.
Al system development can take place through cycles of requirements specification, prototype
demonstration and requirements refinement. This aspect differs from traditional software
applications based on fixed, well-defined requirements. Further, as Al systems are used, the
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requirements can also evolve as unseen situations arise and refined requirements, specifications
and gaps are identified.

Probabilistic: Decisions made by Al systems based on machine learning are inherently probabilistic.
Therefore, it is important for stakeholders to recognize that decisions made by Al systems are not
always correct. Formally testing the correctness of modelshasinherentlimitationsand uncertainties
when it comes to guarantees.

Reliant on data: Al systems based on machine learning rely on sufficient, representative data to
train, test and validate models. The behaviour of machine learning models is not programmed but is
instead learned from the data. Because of this, it is important that particular consideration be given

to the dptafegdataquatity) thatare required foram AT systenT for traiming, testing, verificatior
validatijon.

— Knowlégdge intensive: For heuristic models, knowledge acquisition is of relatively high import
since the knowledge is coded explicitly in the model and determines its correctness:

— Novel: New knowledge and skills can be required for organizations designing, @eveloping or
Al syst¢ms. Other stakeholders, such as Al system users, can-be unfamiliar Wl-tH Al This can ¢
trust and adoption challenges. The novelty of Al can causé‘overconfidence 400 enthusiasm wit
fully acfounting for Al system risks. The perception that Al systems can eventually replace hu
or dem¢nstrate intelligence can also impact how stakeholders view A“I\ ’Stems.

— Incompyehensible: In case of heuristic models or\machine learnirig, model behaviour is eme

and

hnce,

sing
ause
hout
nans

gent

in the dense that it is not explicitly programmed but is instedd.the indirect result of knowledge

enginegring or derived from the training data.Stakeholders canfind Al systemstobeless predict]
explainpble, transparent, robust and undérstandable tha(l explicitly programmed systems. Thiy
reduce frustin Al systems. g

.
\

NOTE 2  Alhigh-level overview of Al ethical and societal concerns can be found in ISO/IEC TR 24368.[14]
information pn addressing ethical concerns during syste\m.design can be found in IEEE 7000-2021[201.

5.2 Al syptem concepts 2K

A model car] be a machine learning model¥hich has learned'how to compute based on data, or it c
a heuristic jnodel engineered based on-fluman knowledge..In a heuristic model, the computation
engineered |explicitly{procedural),implicitly by specifying rules or probabilities (declarative), or i

In the case ¢f machine learningL thedata are the primary input for the model. For a heuristic mode
primary ingut.is knowledge. Regardless both data and knowledge are required in either case. Dat
needed to/t¢st heuristic m&iels and to perform analysis to build the knowledge. Knowledge is reqy
to understajnd the contextin which a machine learning model operates and to help select and pre|
datafor trajning and-testing.

able,
5 can

More

n be
5 are
oth.

, the
h are
lired
pare

For traditignal systems, both knowledge and data are often important as well. Knowledge can be

required to|implément business logic. Data typically plays an important part in any data proces

sing

System and can he rnqnirnr‘] for functional fncfing

The differentiation between an Al system and an Al application is provided in 1SO/IEC 533913l
distinguishing characteristics of Al applications are also defined in ISO/IEC 5339[3],

5.3 Al system life cycle model

The

The Al system life cycle model describes the evolution of an Al system from inception through
retirement. This document does not prescribe a specific life cycle. Instead, it concentrates on Al-specific
processes that can occur during the system life cycle. Al-specific processes can occur during one or
more of the life cycle stages and individual stages of the life cycle can be repeated during the system’s
existence. For example, during the re-evaluation stage development and deployment can be repeated

multiple times to implement bug fixes and system updates.
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A system life cycle model helps stakeholders build Al systems more effectively and efficiently.
International Standards are useful in developing the life cycle model, including ISO/IEC/IEEE 15288
for systems as a whole, ISO/IEC/IEEE 12207 for software and ISO/IEC/IEEE 1528910 for system
documentation. These International Standards describe life cycle processes for traditional systems.
Figure 2 is based on ISO/IEC 22989:2022, Figure 3. It provides an example of the stages and high-
level processes that can be applied to the development and life cycle of Al systems. For details, see
ISO/IEC 22989:2022, 6.1.

The Al system life cycle or any subset of its stages can be owned and managed by separate organizations
or entities (e.g. acquisition and provision of data, ML model or the code for other components used
for the Al system development or deployment). Additionally, an organization can depend on other
organizations to establish the infrastructure or to provide the necessary capability of thp Al system
life qycle (e.g. infrastructure setup cutting across on-premise, cloud-based or hybrid)f This document
takep into account the implications, specifics and associated risks-of-the Al systent-supply chain to
proplose new processes, adapt and tailor existing processes to build an Al system @eross organizational
boundaries.

In addition, certain domains have specific life cycle International Standard§~such as medijcal devices,
whete IEC 62304:2006+A1:2015[19] applies. Organizations should considet.the Al specifids described
in thiis document together with IEC 62304:2006+A1:2015[1°] when inplefenting such donjain specific

A S S
stanfards. !
p N [ N W N ~ > p N ~
+© = » o) \% (=l
= S ﬁ‘: = S oo 2 o =
g s g clis 3 G- MR- = 5
=4 gm S E, % = 5 = &
g || 28 || B8 g | |E&E|| &S g £
[5) ~ = B
= | |88 ||g5|| B |REE || 58| ¢ 3
— [ GJ> q"E = [} (2%
a5 = D:‘ 8‘ ) &
<
\ _ 3, y 28\ y S A\ p ¢ Y

., N

W N DevOps

N[
N

;\ 3 . 1
(Transparency and-explainability

3 Security and privacy

< A\ Risk Management

Governance

NN NN

Figure 2 — Example of Al system life cycle model stages and high-level procegses

The stages in Figure 3 are based on the stages described in ISO/IEC 22989 together with grouping of
technical processes described in this document. The stage “continuous validation” is not marked as
“in case of continuous learning”, in contrast with the example life cycle model in ISO/IEC 22989:2022,
Figure 4. The continuous validation stage is also applicable in situations without continuous learning,
for example, to detect data drift, concept drift or to detect any technical malfunctions.

© ISO/IEC 2023 - All rights reserved 5
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Inception

¢ 6.4.1 Business or mission
analysis

¢ 6.4.2 Stakeholder needs and
requirements definition

e 6.4.3 System requirement
definition

Design and Development

¢ 6.4.4 System architecture
definition

» 6.4.5 Design definition

* 6.4.6 System analysis

* 6.4.7 Knowledge acquisition
* 6.4.8 Al data engineering
6.4.9 Implementation o)
e 6.4.10 Integration ~

Verification.and .
Validation /

e 6.4.11 Verification
e 6.4.13 Validation £

N
WX
S

.

\,
Deployinent

N X

N\ .
. 6\4.12 Transition
L \'
~

Re-evaluation n ;,{‘ Operation.and Continuous
Monitoring Validation

)
)

¢ 6.3:8 Quality assurance
o 6:4.2 Stakeholder needs.and ¢ 6.4.15 Operation ¢ 6.4.14 Continuous
requirements definitiq;n ¢ 6.4.16 Maintenance validation

* 6.4.13 Validatidn |

Retirement

¢ 6.4.17 Disposal

Figure 3 — Al system life cycle stages with technical processes

The concept of stages is meant to group activities that have a certain chronological order, to illustrate
their dependency, but it does not suggest complete separation of activities in time or in the organization.
For example, in agile software development, development and operation are distinct stages which are
performed concurrently. Nevertheless, a piece of functionality first should be implemented before it
can be verified and then deployed.

6 © ISO/IEC 2023 - All rights reserved
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Furthermore, the sequence of stages can take place counter to the direction of arrows, for example
when after the verification and validation stage it is decided to perform some activities as part of the
design and development stage again.

NOTE1  Stages in the life cycle in Figure 3 can have entry and exit criteria based on the specific requirements
of the system in question (see [SO/IEC/IEEE 24748-1[13]),

An Al model can be either a machine learning model or a heuristic model.

The key technical processes for developing ML models are integrated into the-life cycle processes as
follows:

— pystem requirements definition process: set model requirements;
— Al data engineering process: acquire and update data;
— Al data engineering process: prepare data;

— |mplementation process and maintenance process: (re)train and tune mgdel;

!

— Verification process: test model before deployment; Q

|
¢"\

X

A

— fransition process: deploy model; ~
— tontinuous validation process: test model after deployment;” \

For heuristic models, the key steps are integrated as followss:

— $ystem requirements definition process: set modehrequirements;

>

— knowledge acquisition process:acquire knowl¢dge;
— |mplementation process.and maintenan&&process: create and update model;

— yerification process: test model befo,ré"deployment;
.\‘

-
— fransition process': deploy model.

NOTE 2  The final decision whetlier to develop an Al system or a traditional system is the result of the inception
stagd, where'requirements, risks}})usiness and stakeholder needs are taken into account.

Anng¢x-A'provides an anglysis of the results of applying the traditional system life cycle prodesses to the
use ¢ases of Al systt}ms\.from ISO/IEC TR 240301131,

-

5.4 | Process conéepts

5.4.1 Criteria for processes

The [life“cycle processes in this document are based on the same principles of ISO/IEC/IEEE 15288
and ISO/IEC/IEEE 12207. The processes in this document exhibit a strong relationship between their
outcomes, activities and tasks. In addition, their description minimizes dependencies amongst the
processes and ensures that a process can be executed by a single organization or across multiple
organizations. This is particularly critical as Al systems can be developed across or require capability
or support from a supply chain of organizations.

5.4.2 Description of processes

The purpose describes the goal of the process and is unchanged if the named process is from
ISO/IEC/IEEE 15288 or ISO/IEC/IEEE 12207. The outcome describes the result of the successful
implementation of the process. The activities and tasks describe the implements of the process in
accordance with applicable organization policies and procedures. The Al-specific particularities for

© ISO/IEC 2023 - All rights reserved 7
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processes from ISO/IEC/IEEE 15288 or ISO/IEC/IEEE 12207 are described in the subclause called “Al-
specific particularities”.

5.4.3 Conformance

Conformance with this document is defined as implementing all of the processes, activities and
tasks identified in this document. If a process, activity or a task is not relevant to an Al system, the
absence of that process, activity or task shall be justified and documented. The requirements in

ISO/IEC/IEEE 15288:2023, 4.2 and 4.3 and ISO/IEC/IEEE 12207:2017, 4.2 and 4.3 shall also apply.

6 Al Sys
6.1 Agre
6.1.1 Acq
6.1.1.1 Py

The purpos

NOTE T
and "Al prov

6.1.1.2 O

em Iife cycle processes
Pment processes
uisition process

irpose

/

P
he acquirer refers to the stakeholder's role"Al customer” and‘tf{e supplier refers to "Al prod
der" as defined in ISO/IEC 22989. . &
O

ntcomes, activities and tasks

The outcogmes, activities and tasks provided < ISO/IEC/IEEE 15288:2023, 6.1.1

ISO/IEC/IE}

6.1.1.3 A

The acquisi
beyond the

engineering
issues such
legal requip
of training

to formaliz
retraining 4
with'thé op

6.1.2 Sup

tE 12207:2017, 6.1.1 shall.apply. R

\,‘

¥
-

N\
-

ion process described in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 should be exte
hcquisition-of products or sewiées to include the possible acquisition of data for the Al
process([see 6.4.8). Thisnréw kind of acquisition activity can introduce new acquis
as costs, dependencies,'\continuity, availability and issues with data rights, rules
ements regarding the use of the acquired data. For example, contracting and accept]
lata'is an importglit issue because contracting and acceptance of datasets is very diff
b-In addition,£he acceptance activities can be followed by iterations of developmel
ctivities in+parallel of operations in order to make the accepted dataset remaining in
brational-ad business requirements.

-specific particularities

ply process

p of the acquisition process is to obtain a product or service in acedrdance with the acquifrer's
requirements.

hcer"”

and

nded
data
ition
and
ance
icult
1t or
line

6.1.2.1 Purpose

The purpose of the supply process is to provide an acquirer with a product or service that meets agreed

requiremen

NOTE

ts in the agreement.

and "Al provider" as described in ISO/IEC 22989.

6.1.2.2 Outcomes, activities and tasks

The outco

mes, activities and tasks provided in ISO/IEC/IEEE 15288:2023, 6.1.2

ISO/IEC/IEEE 12207:2017, 6.1.2 shall apply.

The acquirer refers to the stakeholder's role "Al customer"” and the supplier refers to "Al producer”

and
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6.1.2.3 Al-specific particularities

8:2023(E)

There are no additional activities or tasks defined in the supply process. When implementing the
activities and tasks in 6.1.2.2, the supplier should consider the following Al-specific particularities to
propose, negotiate and agree with the acquirer of the Al system.

— conduct of proof-of-concept to initiate Al system development before deployment;

— provision, collection or acquisition of sufficient datasets for machine learning;

— monitoring or intervention of Al system during the operation in caselits performance varies

6.2

6.2.1 Life cycle model management process X

The
1SO/

NOT

6.2.2 Infrastructure management process .

The
1SO/

6.2.3 Portfolio management process

6.2.3.1 Purpose &
-
The purpose of the portfolio manageément process.i§ to initiate and sustain necessary, sy

suitgble projectsiin order to meetithe strategic objectives of the organization. This process (

inve
esta

justify; or can be redireg,ted‘to justify, continued investment.

6.2.3.2 Outcomés;activities and tasks

The
1S0/

6.2.3.3 Al-specific particularities

epending on machine learning production data;

hnalysis and improvement of the Al system to address any deviations from required|pe

Organizational project-enabling processes

o-

purpose, outcomes, activities and tasks proyided in ISO/IEC/I‘EEE 15288:2023
[EC/IEEE 12207:2017, 6.2.1 shall apply. ; \.

) A typical life cycle model of Al systems is'described in i&.’ O,
o

#

purpose, outcomes, activities~and tasks preyided in ISO/IEC/IEEE 15288:2023
[EC/IEEE 12207:2017, 6.2.2 shall'apply. )

.
\

LN

<
™

stment.of adequate organ\&étmn funding and resources and sanctions the authoritie
blish selected projects..Continued assessments are performed in this process to confix

@

outcomes,” activities and tasks provided in ISO/IEC/IEEE 15288:2023,
[EC/IEEE-12207:2017, 6.2.3 shall apply.

rformance.

6.2.1 and

6.2.2 and

fficient and
ommits the
s needed to
m that they

6.2.3 and

There are no additional activities or tasks defined in the portfolio management process. When
implementing the activities and tasks in 6.2.3.2, organizations should consider the following Al-specific

part

icularities:

In the definition and authorization of projects, Al can provide a potential new capability or business

opportunity to innovate through a new project.

In the identification and allocation of resources to new projects, take into account that
specific expertise (see 6.2.4).

Al requires

Especially when Al is a new capability in an organization, it can be beneficial to identify any multi-
project aspects, so a typical approach can be achieved through the reuse of common Al system

elements or platforms and the exchange of knowledge between projects.
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— When evaluating projects in the portfolio, specific Al risks should be taken into account (see 6.3.4),
as well as Al-specific aspects regarding project planning. For example, experimentation can require
long periods for training of acceptable ML models.

6.2.4 Human resource management process

6.2.4.1 Purpose

The purpose of the human resource management process is to provide the organization‘with necessary
human resources and to maintain their competencies, consistent with business needs.

This proceis provides a supply of skilled and experienced personnel qualified to perform life-¢ycle
processes t¢ achieve organization, project and stakeholder objectives.

6.2.4.2 Optcomes, activities and tasks

The outcgmes, activities and tasks provided in ISO/IEC/IEEE 15288:2023, 6.2.4 |and
ISO/IEC/IEEE 12207:2017, 6.2.4 shall apply. <

6.2.4.3 Al-specific particularities ; \v

A
There are np additional activities or tasks defined in the human resour,ce/management process.

The use of Al techniques brings new Al stakeholderroles into the life-cycle. For example, data scientists,
data engineprs play additional roles as Al developers in machinédearning. Knowledge engineers play an
additional rple as Al developers in knowledge engineering. When implementing the activities and tfasks
in 6.2.4.2, ofganizations should consider the:skills of these additional roles.

Additionally, organizations new to Al should review ex1st1ng human resources and determing the
appropriatgness of their competenciés. ’\ >

See ISO/IE( 22989:2022, 5.17.for more details of AI stakeholderroles (e.g. Al developers, Al proviflers,
data providprs). -
6.2.5 Quglity management procesg\'}‘

)

.

6.2.5.1 Puyrpose &

The purpos¢ ofthe quality management process is to ensure that products, services and implementations
meet both relevant organizational and project quality objectives as well as meeting relevant custpmer
requiremenyts.

6.2.5.2 Onutcomes, activities and tasks

The outcomes, activities and tasks provided in ISO/IEC/IEEE 15288:2023, 6.2.5 |and
ISO/IEC/IEEE 12207:2017, 6.2.5 shall apply.

6.2.5.3 Al-specific particularities

There are no additional activities or tasks defined in the quality management process. When
implementing the activities and tasks in 6.2.5.2, organizations should consider the following Al-specific
particularities.

Organizations should consider implementation of the Al-specific particularities laid down in their
quality management processes, including but not limited to their policies, objectives and procedures.
Quality assurance as part of the quality management process and the evaluation thereof can take a
more prominent role in organizations developing, deploying and monitoring Al systems.
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The continuous quality management activities support the systematic assessment of the performance
of an Al system throughout its life cycle, including its continued quality once it has been deployed.

6.2.6 Knowledge management process

6.2.6.1 Purpose

The purpose of the knowledge management process is to create the capabilities and assets that enable
the organization to exploit opportunities to reapply existing knowledge.

This
The

6.2.6.2 Outcomes, activities and tasks

The | outcomes, activities and tasks provided in _ISO/IEC/IEEE C15288:2023,
ISO/[EC/IEEE 12207:2017, 6.2.6 shall apply. .."J

P

d
6.2.6.3 Al-specific particularities ot

Therle are no additional activities or tasks defined in the kdowledge management prq
implementing the activities and tasks in 6.2.6:2, organizationssiould consider the followin
part

6.3
6.3.1 ' Project planhing process

6.3.1.1 Purpose
The

encompasses knowledge, skills and knowledge assets, including system elements

knowledge that is used to create the Al models is discussed in 6.4.7and 6.4.9.

QX

cularities: .

Elements of an Al system (e.g. datasets, data prepar@ation scripts) should be considered fo
management, just like any other'system element:{"

.
\

Fxperimentation is an important aspect ifi"the implementation of an Al system. D

bxperimentsisimportanttopreventhavingtorepeatpreviousexperimentsinthe future;

tame stakeholder or by another stake p}der. Furthermore, artefacts documenting expe

provides importantinsights and lessons learned thatcan be used for further improven;
-

bee 6.2.4 for more details of thelhuman resource regarding data science expertise.

~
bee 6.4.8 for-more details p\ﬁd’ata lineage and data provenance.
)

.

Technical management processes

@

pburpose of the project planning process is to produce and coordinate effective and wor

6.2.6 and

cess. When
v Al-specific

"knowledge

pcumenting
bither by the
rimentation
ent.

lkable plans.

This process:

determines the scope of the project management and technical activities;
identifies process outputs, tasks and deliverables;
establishes schedules for conducting tasks, including achievement criteria;

estimates the required resources to accomplish tasks.

This is an ongoing process that continues throughout a project, with regular revisions to plans.

© ISO/IEC 2023 - All rights reserved
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6.3.1.2 Outcomes, activities and tasks

The outcomes, activities and tasks in 6.3.1 and

ISO/IEC/IEEE 12207:2017, 6.3.1 shall apply.

provided ISO/IEC/IEEE  15288:2023,

6.3.1.3 Al-specific particularities

There are no additional activities or tasks defined in the project planning process. When implementing
the activities and tasks in 6.3.1.2, either projects or organizations, or both should consider.the following
Al-specific particularities.

d HOW
and
and

such

d Al

In implemdnting the activity  plan project and technical management, It 15 gmportant to

some flexibility with regards to model creation (see ISO/IEC/IEEE 15288:2023, 6.3¢1.3
ISO/IEC/IEEE 12207:2017, 6.3.1.3). Predictability of software development.s.already challenging
for model cfeation, this is even more the case. Creating a model can require Al data engineering,
as data gathering, data labelling and data pre-processing (see 6.4.8). For a machine leaxning-base

system, cre
strategies ¢
engineering
efforts.

Furthermor

ating a model can require iterations of experiments and experimentation with diffe
nd tactics to achieve the desired model performarce and qualitié$;"For a knowl

-based Al system, creating a model can involve knowledge acquisition and elicit
'y\'

e, project planning should take into account)the various other Al particularities o

processes ifvolved, such as establishing continuous validation (see 6.41&1

6.3.2 Project assessment and control process

6.3.2.1 Py

The purpos

to asseq

to detet

to dired
project

This proces

irpose
e of the project assessment-and control procég's is:

s if the plans are aligned and feasible;{"\ ’

mine the status.of.the project, tech‘fiical and process performance;

\
t execution.to help ensure that:the performance,is'according to plans and schedules, w
bd budgets and satisfies thEvhical objectives.
)

5 periodically and at ma,jbf* events evaluates the project’s progress and achievements ag

requiremenits,‘plans and the o\ve\rall business objectives. Information is provided for manageme

act upon wj
activities ay
processes. |

6322 O

hen significant-variances are detected. This process can include redirecting the pr
dtasks to correct deviations and variations from other technical management or tech
Ledirectiomcan include replanning as appropriate.

itconie€s, activities and tasks

rent

pdge

ition

[ the

thin

hinst
nt to
bject
nhical

The

outcomes,

activities and tasks provided in ISO/IEC/IEEE 15288:2023, 6.3.2

and

ISO/IEC/IEEE 12207:2017, 6.3.2 shall apply.

6.3.2.3 Al-specific particularities

There are no additional activities or tasks defined in the project assessment and control process.
When implementing the activities and tasks in 6.3.2.2, either projects or organizations, or both should
consider the following Al-specific particularities.

In implementing the activity “plan for project assessment and control”, intervals can be determined
(as defined in the quality management process) whether to update the Al system or the model (see
ISO/IEC/IEEE 15288:2023, 6.3.2.3 and ISO/IEC/IEEE 12207:2017, 6.3.2.3).

The implementation of an Al system is less predictable as a result of its iterative and experimental
nature. For example, its progress cannot be reliably measured by counting the produced lines of code.
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Decision management process

6.3.3.1 Purpose

8:2023(E)

The purpose of the decision management process is to provide a structured, analytical framework for
objectively identifying, characterizing and evaluating a set of alternatives for a decision at any point in
the life cycle and selecting the most beneficial course of action.

6.3.3.2 Outcomes, activities and tasks

The

outcomes_ activities and tasks prnvidpd in IQOI/IF‘(‘I/IF‘FF‘ 15288:2023

6.3.3 and

1S0/

6.3.3

Ther
impl
cons
The

of d¢
syst

The

Fore
whe
6.3.3

pre-

NOTE

both
bodyj

6.3.4

[EC/IEEE 12207:2017, 6.3.3 shall apply.

.3 Al-specific particularities
e are no additional activities or tasks defined in the“decision management pro

%
o5

J
ise of Al adds more uncertainty and complexity.to a system thremgh'the introduction g
cisions (see ISO/IEC 25059:2023[16] and ISOAEC TS 25058 [6]\‘f0r the details of the g

tm and machine learning models). P )
e’

ider the following Al-specific particularities.

hew types of decisions include, but notlimited to:

LS
=4

ecisions to retire the Al system when effective bg‘hayiour isnolongerinline with there

n line with the requirements (i.e. the systemyis reset and a new trained model is creats

ecision to update thespecification(s) eand the contract(s) between the acquirer, the
supplier in order to reflect the learnedbehaviour;

A\ &

hat evolution remains in llne Wwith the requirements and the contract).

xample, the organization should determine how the quality of machine learning models
1 implementing the actiyity “Analyse the decision information” (see ISO/IEC/IEEE ]

.3 and ISO/IEC/IEE£\12207 2017, 6.3.3.3). These aspects make it even more importa
Hefined dec151op makmg process.

Once an organlzatlon has decided on its use of Al, this can assist governing bodies wit
the pointsfor-“gates” at which key governance questions can arise and can be addressed by t
(see ISQYIEC 38507:2022, 5.3[L7]).

| . SRisk management process

cess. When

pmenting the activities and tasks in 6.3.3.2, either projects or orgqyzations, or both should

fnew types
uality of Al

uirements;

Hecision to “refactor” the AL system when themodel training makes effective behavioyir no longer

d);

user or the

N
Hecision to update the documentation in order toreflect the learned behaviour (considering here

smeasured
15288:2023,
nt to have a

h identifying
he governing

6.3.4.1 Purpose

The risk management process is an ongoing process that systematically and continuously identifies,
analyses, treats and monitors risk throughout the life cycle of a system product or service. It can be
applied to risks related to the acquisition, development, maintenance or operation of a system.

6.3.4.2 Outcomes, activities and tasks

The
1S0/

outcomes, activities and tasks provided in ISO/IEC/IEEE 15288:2023,

IEC/IEEE 12207:2017, 6.3.4 shall apply.
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6.3.4.3 Al-specific particularities

There are no additional activities or tasks defined in the risk management process. When implementing
the activities and tasks in 6.3.4.2, either projects or organizations, or both should consider the
following Al-specific particularities as well as should refer to ISO/IEC 23894[11] for the details of risk
management of Al systems. The objectives for risk management as defined in ISO/IEC 23894[11] include
fairness, privacy, reliability, transparency, explainability, accountability, availability, integrity and
maintainability.

The risk assessment activities should include all risks associated with the Al system and the
implementation of appropriate risk treatment measures through a risk treatment plan and relevant

risk manag
guidance tg
that utilize
for objectiv
services wit
Standards

Considerati
example, de
line with In

In addition
6.3.4, Al sy

systems. These areas are highlighted and explained(in more detail in

Another Al
on-going de
be verified

by on-going
in which th
heating abo
not open th
most advan
risk analysi
managemer
decisions ar
to include 1
retrospecti
quality.

See also 6.4
In addition

FTTIENT TEeCordsS as defined 1M 1SO/TEC 23894 1SO/1EC 23894 provides risk manage

organizations which develop, produce, deploy and use products, systems and (sery
Al It is not intended for the specific risk management of produects and services usir
es such as safety and security. Therefore, organizations that apply Al inproducts
h safety and security objectives should consider applicablerisk managementinternat
n addition to the Al specifics around processes as described in ISO /IEC 2389
bns regarding the functional safety of Al systems canibe found in ISQH4EC TR 5469.[3
velopers of Al systems considered as medical devices, should addr%js'risk manageme
fernational Standards, such as 1SO 14971[9].

v
Yo

to guidance provided in ISO/IEC/IEEE 15288:2023, 6.3.4 an\(\i\
ttems have additional areas of opportunity or concern cc;xpﬁared to traditional softy
1SO/1EC 23894[11],

LS
=4

specific consideration applies when Al systems aréprogrammed to compute autonor

by a human being (e.g. some self-driving vehicles decisions). These risks can be mitig
risk management by the system itself. A simple form of this is setting specific bound
e system can operate. Forrexample, an automated climatejcontrol system should not g
ve dangerous temperature ranges. Certain rules can also help to manage risks, such 4
e trunk automatically at high speed§; even if the driver’'seems to have requested it|
ced type of on-going risk managggﬁent is when an Al system actively performs a dec
5 through reasoening, based on aymodel of the world-and rules. Apart from autonomous
t, risk of harm can be mitigated by sufficient test case coverage, to verify that har
e not madein riskful situa(\ie)ns. Additionally, for machine learning, extra care can be t
iskful situations and their correct decisions as cases in the training data as well. Hu
fe analysis of automated risk management can also be performed at a later stage to en

\N

.
3 about the system requirements definition process for important properties of Al syst
fo the typicalrisks considered for a system, such as security and privacy, the risk treati

ISO/IEC/IEEE 12207:2

ent
yices
g Al
and
onal
. [11]
For
nt in

017,
vare

nous

cisions that involve risk of harm-and where suclpydecisions, due to time constraints, cannot

ated
hries
llow
s do
The
sion
risk
mful
hken
man
sure

ems.
nent

plan should|also address risks related to the objectives as identified by the organization.
Organizations,should identify potential risks and opportunities related to the Al system inclyding
conferring with/representative users and other stakeholders to ascertain their needs and requiremnjents

(6.4.2).

Additional risk management requirements can apply based on the purpose of the Al system and the
applicable regulatory environment in which the Al system is intended to be used.

If the Al system is related to safety, in order to establish accountability, the organization shall have
an audit trail, including elements such as data provenance, data source validation, risk analysis and
mitigation and decisions. This can be recommended to other Al systems, too. Therefore, development
of an Al system shall include an audit strategy. For example, storing past decisions together with
a reference to the model used including a trail on how that model was created. This can include
documenting key decisions in the development process itself and their rationale (e.g. why a certain
model was preferred).
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6.3.5 Configuration management process

6.3.5.1 Purpose

8:2023(E)

The purpose of the configuration management (CM) process is to manage and control system elements
and configurations over the life cycle. CM also manages consistency between a product and its
associated configuration definition.

NOTE

See ISO 1000771 for more details of configuration management.

6.3.5.2 Qutcomes, activities and tasks

The | outcomes, activities or tasks provided in ISO/IEC/IEEE" 15288:2023,7(6.3.5 and
ISO/JEC/IEEE 12207:2017, 6.3.5 shall apply, with the following addition:
The project shall implement the following activities in accordance with applicable organization policies
and procedures with respect to the configuration management process:

S
o
An automated process for model rollback can belused to qulckly iresolve subopt
berformance.

imal model

&
6.3.3.3 Al-specific particularities )
P
N .
Theile are no additional activities and tasks.defined in the‘configuration management prdgcess. When
implementing the activities and tasks in“6.3.5.2, eitherprojects or organizations, or poth should

cons

Apa
that

bend
trairg

Com|
of A
from
intac

typi

Aty
runt
conf]
deta
and

serv

’

ider the following Al-specific particularities.

tfrom traditional software components and c@nfiguration, Al systems contain Al-speci

ficial to apply configuration managemé\qt on the model‘combined with the data with v
ed. This allows for traceability (e.g.4 for auditing and.compliance) and for reproducing e
\

pared to the artefacts of traditional software (e.g.'source code, test cases, test data), t

code and configuration fil€s:In some cases of Al systems, the older data repository sh
t for thé possible need df.application version rollback. This can lead to choices that can ¢
al practice for tradlt@nal software, such as shorter retention periods of versions.

\N
bical applicatiop ef'configuration management for Al system is rollback to a previous
fme model when’a new model turns out to have quality issues. Information that is de

Is specificto those data can be found in 6.4.7 and 6.4.8. Additionally, the data that are u
test thesAl model are placed under configuration management where Al system per
cesis.continuously monitored and maintained (see 6.4.14, 6.4.15 and 6.4.16).

ic artefacts

i
also require configuration'management: the’data that represents the model (e.g. rullizs, weights,
parameters), documentation (©f Al elementsdata’and metadata, If machine learning is us¢

d, it can be
vhich it was
Kperiments.

he artefacts

systems, especially dataseL s, tan be large in size and are typically stored in systems separate

buld be kept
ompromise

version of a
h1t with in a

guration management process includes the data that are used to build and test the Al fnodel. More

sed to build
formance in

Additionally, the version management of an Al system 1s N0 longer sulficient to provide a clear status
of a configuration since the development and logistics versions of the configuration items no longer
reflect the guaranteed behaviour associated to the operational configuration. In particular, if several
instances of the same configuration are deployed, their behaviours can be different.

In the design and development stages, the organization should consider Al-specific source code
management controls associated with Al-specific particularities (e.g. Al data engineering, model
training).
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6.3.6 Information management process

6.3.6.1 Purpose

The purpose of the information management process is to generate, obtain, confirm, transform, retain,
retrieve, disseminate and dispose of information, to designated stakeholders.

An information management process plans, executes and controls the provision of unambiguous,
complete, verifiable, consistent, modifiable, traceable and presentable information to designated
stakeholders. Information includes technical, project, organizational, agreement and user information.
Information is often derived from data records of the organization, system, process or project.

6.3.6.2 Optcomes, activities and tasks

The outcogmes, activities and tasks provided in ISO/IEC/IEEE » 15288:2023;46.3.6 |and
ISO/IEC/IEEE 12207:2017, 6.3.6 shall apply.

6.3.6.3 Al-specific particularities 1§

There are o additional activities or tasks defined in the 'information management process. When
implementipg the activities and tasks in 6.3.6.2, either.projects or ofgahizations, or both should
consider the¢ following Al-specific particularities. -\ D)
e’

Al systems |are typically very data intensive and-involve datasetsifor testing and in case of madhine
learning datasets for training. These datasets are part of the information that should be managed| (see
6.4.8). 8

N
WX
>

.
\

6.3.7 Measurement process N\

The purpofe, outcomes, activities-and tasks p(o\?ided in ISO/IEC/IEEE 15288:2023, 6.3.7|and
ISO/IEC/IEEE 12207:2017, 6.3.7 shall apply. W

In addition,|processes for. Al*specific measurements shall beiconsidered (e.g. probability of erroneous
output) if the Al system(is related to safety but they are recommended to other Al systems,| too.
Specifically] the drift in Al models due E{}“environment changes and due to autonomous changes cgn be
measured f¢r corrections. N

)

.

6.3.8 Quaglity assurance prgcés;
.
6.3.8.1 ~Purpose N

The purpoge of thé quality assurance process is to help ensure the effective application of the
organizatiop’s quality management process to the project.

Quality asspirance focuses on providing confidence that quality requirements are fulfilled. Proagtive
analysis of the project Tife cycle processes and their outputs is performed to ensure that the product
under development will be of the desired quality and that organization and project policies and
procedures are followed.

6.3.8.2 Outcomes, activities and tasks

The outcomes, activities and tasks provided in ISO/IEC/IEEE 15288:2023, 6.3.8 and
ISO/IEC/IEEE 12207:2017, 6.3.8 shall apply.

Quality assurance as part of the quality management process and the evaluation thereof can take a
more prominent role in organizations developing, deploying and monitoring Al systems.
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6.3.8.3 Al-specific particularities

There are no additional activities or tasks defined in the quality assurance process. When implementing
the activities and tasks in 6.3.8.2, either projects or organizations, or both should consider the following
Al-specific particularities.

In addition to the guidance provided in ISO/IEC/IEEE 15288:2023, 6.3.8 and ISO/IEC/IEEE 12207:2017,
6.3.8, quality assurance can take a more prominent role in Al systems compared to traditional software
systems. Al systems can evolve over time, e.g. in continuous learning systems. Such evolution requires
close quality monitoring and assurance activities to detect possible deteriorating effectiveness caused
by, e.g. low quality of input data to the model, concept drift or data drift.

In the quality assurance process, both the product and the process are monitored and evaiuated. In Al
syst¢ms, algorithms and data for ML are also considered as products.to be evaluated.(In'th¢ evaluation
of these products, the quality characteristics specific to Al systems (e.g. transparengy, fairness,
accopntability, robustness) should be additionally included. Furtherinformation\on/the qudlity aspects
of Al systems can be found in ISO/IEC 25059[16] and ISO/IEC TS 25058!el.

~
In agldition, the processes to be evaluated should include-activities for«ggnducting analysis during
the proof-of-concept, tasks for analysing requirements. and risks to en§ure adequate coverage of the
problem domain of interest, iterative tasks for conducting machine Jeasning, or proceduresifor creating
trairjing data (collection, selection, generation, validation and modi\f\l‘cétion or addition).

Mor¢ details specific to these data, processes-and their quality &valuations for ML can be fopnd in 6.4.7,
6.4.4 and 6.4.14.

LS
=4

Examples of effects that should be monitored by meanSof quality assurance include:

— (lata offered to the model is of low quality; =

X
LN

— ({lata evaluated by the model is subject to.¢hiange (data drift);

\
— (leviations towards the desired output{concept drift).

of the environment, the level of autenomy exercised;aswell as the impact of the output of the Al system
influences the level to which organizations should implement quality assurance activities. Moreover,
therg can be external factors such as regulatory requirements and quality system requirpments that
affedt the type and extent of quality assurance activities. Especially for continuous learning|Al systems,
orgajnizations should cqnsﬁder appropriate revalidation activities.

Qua‘]iety assurance actiyities should be‘éb‘propriate to the use of the Al system. Typically, thg complexity

2

See $.2.5,6.4.11, 6.(,1’3, 6.4.14 and the description of data quality analysis in 6.4.8 for detaill

6.4 | Technical processes

6.4.1 ({ Business or mission analysis process

6.4.1.1 Purpose

The purpose of the business or mission analysis process is to define the business or mission problem or
opportunity, characterize the solution space and determine potential solution class or solution classes
that can address a problem or take advantage of an opportunity.

6.4.1.2 Outcomes, activities and tasks

The outcomes, activities and tasks provided in ISO/IEC/IEEE 15288:2023, 6.4.1 and
ISO/IEC/IEEE 12207:2017, 6.4.1 shall apply.
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6.4.1.3 Al-specific particularities

There are no additional activities or tasks defined in the business or mission analysis process. When
implementing the activities and tasks in 6.4.1.2, either projects or organizations, or both should
consider the following Al-specific particularities.

Al systems involve specific risks (see 6.3.4) that can influence or even prohibit the realization of
certain business goals. For example, when implementing the “Define the problem or opportunity space”
activities, the organization shall consider that privacy regulations can prevent the use of personal data
for a use case that differs from its original collection intent (see ISO/IEC/IEEE 15288;2023, 6.4.1.3 and
ISO/IEC/IEEE 12207:2017, 6.4.1.3). In case of making decisions that can affect individuals negatively,
legal requirfTients can require expianation of what data were Used and ow data Were used.

Other examples of risks are the degree of data accessibility and data quality.

6.4.2 Stakeholder needs and requirements definition process
6.4.2.1 Puirpose Ros
-~
"
The purposg of the stakeholder needs and requirements definition process istogcapture the stakeh¢lder

requiremenits for a system so it can provide the capabilities needed by use¥S-and other stakeholdegrs in

a defined erjvironment. N

stakeholders, stakeholder classes and their needs througﬁo{lt the life cycle of the Al sys

It identifies tem.

[t analyses ¢
intended in
against wh
defined con
systems.

6422 O

The outco
ISO/IEC/IE]

6423 A

There are n
process. W}
should cons

nd transforms these needs into a common set of stakehoélder requirements that expres
feraction the system will have with, its operational:énvironment and that are the refer
ch each resulting operational Capability is Valiaat'ed. The stakeholder requirement
Kidering the context of the system-of-interestwith the interoperating systems and ena

LN

\

\,\

mes, activities™ and tasks pﬁ)‘vided in ISO/IEC/IEEE 15288:2023, 6.4.2

LE 12207:2017, 6.4.2 shall apply:
&

itcomes, activities and tasks

>
R\4
-specifi¢particularities

s the
ence

are
bling

and

h additional activitigs\)i‘ tasks defined in the stakeholder needs and requirements definjition

en implementipg.t]\ae activities and tasks in 6.4.2.2, either projects or organizations, or
ider the following Al-specific particularities.

Due to thei

ductive nature of Al systems, itis crucial to execute the task to “obtain explicit agreeme

the stakeho]der requirements”; including critical performance measures that enables the assessmd

technical a

ievément as a target (see ISO/IEC/IEEE 15288:2023, 6.4.2.3 and ISO/IEC/IEEE 12207:]

6.4.2.3). Organizations should consider the possibility of introduction of biases by narrow viev

both

t on
nt of
0017,
Vs of

stakeholder's:

Such a technical achievement should be specified by the organization to allow for monitoring of the
targets through the quality assurance process (see 6.3.8).

The use of the Al system can define particular stakeholder types that should be considered. Particular
types of stakeholders to consider include:

18

providers of Al platforms, products or services;
Al developers;
customers and users;

partners involved in system integration, data provision and auditing;
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regulatory and policy-making authorities, data subjects;
others impacted by the development and use of the Al system.

stakeholder identification process can yield a set of values that can guide development of parts of

the system including features such as the user interface, documentation and use cases. Organizations
should further study and refine the values to the extent they can become part of the system
requirements. Regulation, human rights, social responsibilities and environmental frameworks can
help in refining and describing the values. See ISO/IEC 22989:2022, 5.17 for more details of possible Al
stakeholder types.

NOT

[ The qua]if}y r‘]'\:\v'ar‘tnricti/‘c oftho qua]if}r Y\’\f\dﬂl of Al cycfnmc t]’\')f are avai]ab]n n ]Qn/ EC 25059[&]

are yseful to elicit and identify quality requirements of non-functional requirements, which are-aften implicit
stakgholder needs. Also see ISO/IEC TS 25058[¢] for more information on the/quality evaluation of All systems.

6.4.3 System requirements definition process

6.4.3.1 Purpose Vs

The

-

o~
burpose of the system requirements definition process is to consider and transform all ktakeholder

requlirements into a technical view of a solution that still meets the;\o,bérational needs of the user. The
process factors in outputs from the risk management and governalgce process in particular, ps indicated

by Figure 2. o)

This|process creates a set of measurable system requirements that specify, from the supplief's (who has

funcfional and performance requirements, in ord€rito satisfy the stakeholder requirgments. The

req

6.4.3.2 Outcomes, activities’and tasks ~\ A<

The

ISO/[EC/IEEE 12207:2017, 6.4.3 shall apply.

6.4.3.3 Al-specific particulaxgeie's
N\

a rc:}s of Al producer, Al partner or Al.provider) perspettive, the system’s characteristicg, attributes,

irements should not imply any specific implementation.

LN

outcomes, activities and tasl;s" provided in\ ISO/IEC/IEEE 15288:2023, (6.4.3 and

R

Therle are mo-additional activities or tasks defined in the system requirements definitjon process.
When imiplementing the ‘activities and tasks in 6.4.3.2, either projects or organizations, or poth should

consjider the followingfor Al systems:
C)

[he desired performance (level of correctness) of the model or models. Setting these rdquirements
requires careful selection of the right metrics (e.g. minimal precision and minimal accfiracy). Such
requirements can include the range of input data for which the model is to perforn] within the
requited boundaries. For example, the model is able to distinguish a cat from a dog in[90 % of the
tagesfrom photographs taken during daytime where the entire animal is visible.

Requirements on the level of autonomy exercised by the Al system. These include considerations
regarding the level of autonomy exercised by the Al system, e.g. whether there is a human-in-
the-loop. If so, a definition of which decisions the human can take with regards to the Al system
behaviour, such as setting or adjusting thresholds configuring the desired performance level of the
Al system.

Requirements on how to deal with unexpected behaviour of the system. For example, by establishing
and applying additional deterministic rules to ensure safety.

System performance requirements: such as the desired execution time, which often depends on the
type of model used, should be defined.

Requirements on transparency and explainability. Machine learning models can be highly complex
and, as a result difficult to understand. Depending on the situation, individuals can be entitled to an
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explanation as to how a model decision was made particularly when they are affected significantly
(e.g.legally or financially). For example, in some countries an explanation is necessary when a credit
application is denied. Explanations can vary from detailed to a high-level description of what data
and what type of machine learning algorithm were used. Explanations can help acceptance of Al
decisions but also to raise issues when the explanation indicates an error.

— The organization informs individuals that they are interacting with an Al system in accordance
with applicable legal requirements.

— Continuous validation requirements: See the continuous validation process (6.4.14).

— Fairness—requirements: m o men he ness-and in
prithm and data for certain groups in soc1ety Furthermore, AI system dec151ons shou

the alg
based d

be defifjed in order to set these requirements.

— Privacy

them wjith control and protection of personal data are important.Also, the chpige of algorithn

be influ

— Security requirements: In case there is an additional attack surface regltlng from the use (

Typical

— securing data that are used for either training or testing, or: bqfh including protection ag
“poisoning attacks” when malicious actors.inject data to inifluence the behaviour of maq

lea

datp that are used for training a model;

— pr
th

\
6.4.4 System architecture definitionprocess

The purpo
ISO/IEC/IEE

NOTE T
ISO/IEC/IEEE

6.4.5-"Des

The purpo

ISO/IEC/IEK

n clear and interpretable features so that fairness can be verified. Fairness metrics/sh

requirements: In cases where personal data are used. Informing individuals, prov

enced by privacy considerations (e.g. differentially privacy algorithms{i@]).

y, this includes:

‘\

LS

'ning models; £ X

#
’

tecting against input manipulation-(e.g. a spam€mail being classified as not spam);

tecting against “model inversion” when a mialicious actor manages to deconstruct seng
NN

\o
tecting against “model theft” when awmialicious actor aims'to copy the behaviour of a 1]

is intellectual property. A&
-

u
be, outcomes, activities \and tasks provided in ISO/IEC/IEEE 15288:2023, 6.4.4

E 12207:2017, 644 shall apply.

he ‘system arch}tecture definition process is named as “architecture definition procesp”

£ 12207:2017, 6:44.

ign definiition process

be,, Qutcomes, activities and tasks provided in ISO/IEC/IEEE 15288:2023, 6.4.5

pess of

d be
ould

ding
| can

f AL

hinst
hine

itive

odel

and

and

E12207:2017, 6.4.5 shall apply.

6.4.6 System analysis process

The purpose, outcomes, activities and tasks provided in ISO/IEC/IEEE 15288:2023, 6.4.6 and
ISO/IEC/IEEE 12207:2017, 6.4.6 shall apply.

6.4.7 Knowledge acquisition process

6.4.7.1 Purpose

The purpose of the knowledge acquisition process is to provide the knowledge necessary to create the

Al models.

20

© ISO/IEC 2023 - All rights res

erved


https://iecnorm.com/api/?name=3b31fafe54ac359816e26f3350d30b00

ISO/IEC 5338:2023(E)

Knowledge about the domain and the problem is central to many Al systems.

For a machine learning-based Al system, knowledge is used to guide the tasks of data selection, data
preparation and model engineering. A knowledge acquisition process can be performed either by doing
research or by involving subject matter experts, or both.

For a knowledge-based Al system, the knowledge should be coded explicitly in the model.
Data analysis (see 6.4.8) can play a part in gathering and refining knowledge.

NOTE Knowledge in the knowledge acquisition process is the knowledge necessary to create the Al models.

6.4.7.2 Outcomes
As afresult of the successful performance of the knowledge acquisition process:

a) Knowledge necessary to create the Al models is identified,

b) (athered knowledge is stored. ‘Y
‘, -
c) Traceability of knowledge acquisition is established: d
'y\'
&
6.4.7.3 Activities and tasks N
o

The project shall implement the following activities in accordance with applicable organization policies
and procedures with respect to the knowledge acquisition/process:

’

a) Define scope and criteria for knewledge acquisition. As a first step, the scope and crjteria of the
knowledge are defined: What domain and wh.at aspect is the knowledge about? How fecent is the
knowledge? QD

b) Peek and gather sources. of knowledgeklfnowledge cam\be extracted from publicatigns, data or
pxperts. A\

¥

c) Perform knowledge acquisition toextract knowledge. In order to utilize the knowledge, publications
can be studied, data can be analysed and experts’interviewed or observed. In case of knowledge
bngineering, the extractedskhowledge should be formalized in such a way that the| algorithms
nvolved can utilize it. Thi"s\is part of the implementation process (see 6.4.9).

d) Knowledge about tl},erlémain and the problem is gathered through studying, interviewjing or other
knowledge elicitdtipn, data analysis, acquiring documented knowledge or involving stakeholders
ith the requilfed knowledge.

e) Manage thie’result of knowledge acquisition.

NOTE1 ,The roles, activities, constructional layers, components of knowledge engineering and their
relatjonships, as well as a common knowledge engineering vocabulary are provided in ISO/IEC 5392[41.

NOTE 2  Knowledge collected for a project can also be shared between projects via repositories (areas storing
knowledge sets) and registries (entities recording the usages of knowledge sets). Reuse of knowledge can be
considered during the knowledge collection process with regards to proven patterns which can apply in the
model development activities (see 6.4.9.3).

6.4.8 Al data engineering process

6.4.8.1 Purpose

The purpose of Al data engineering process is to make sure data can be used to create Al models and
verify Al models. Data are central in engineering machine learning models, as it is used to train them.
For heuristic models, the purpose of data in model creation is more secondary, as it can be used to
support knowledge engineering (see 6.4.9).
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6.4.8.2 Outcomes
As aresult of the successful performance of the Al data engineering process:
a) Required data and datasets are identified, sampled and obtained.

b) Training data and, if necessary, validation data are prepared, formatted and made available to
machine learning models.

c) Testdata is prepared for testing or validation (see 6.4.11).

d) Data for manual analysis to gain more understanding in order to support the Al data engineering
and mogel engineering processes are prepared.

e) Automdted processes, if any, to extract, transform and load the data areidentified.

f) Any redording and use of personal information in the data are in compliance with applicable laws
and legpl requirements.

S
g) Artefacks (e.g. metadata) for traceability, documentation, maintenance,qf"the data and| the
automafted process, including configuration management are prepared. 4

h) Dataarg retired in a timely manner. N
i) Multi-njodal data are managed. 0

NOTE Bgcause the use of multi-modal type of data‘(€.g. voice, imageS;sensors) within Al systems is groyving,
best practices can be employed to handle, engineerand deploy multi=thodal Al systems.
AN

)
>

6.4.8.3 Activities and tasks "N\

LN

The project|shall implement the following activitiesdnédccordance with applicable organization policies
and procedfires with respect to the Al data engin\e‘é*ing process.

¥

a) Acquirg or select data K\

The purpode of an Al.model is to cre tesan output based-on an input, for example, classifyinlg an
animal bas¢d on an input image and thérefore data should-be gathered to constitute such input-oytput
combinations. Typic¢alforms of datd are structured data, text, sound, image and other sensory datg.

Examples of ways to gather data are:

-
— collectipg from an exi{ting data store (e.g. customer data);
— recordipg from arocess (e.g. from industrial sensors);

— recordipg froman orchestrated process (e.g. acting scenes to create video examples for dete¢ting
certainfevents).

In order to test the ability of a machine learning model to generalize beyond the training data, it is
helpful for test data to be from a different source or process. A famous example is where a machine
learning model learned to recognize wolves from labelled training data. It turned out the model was
able to perform well because all wolf training pictures were taken in winter and can be identified easily
by detecting snow. In order to prevent such generalization issues, test data should have been collected
from a different source.

Data acquisition and selection should be an ongoing or recurring process in situations where the
relation between the input and output variables changes over time. For example, in order to predict
the selling price for a piece of land, it is important to keep up to date with changes in the economy and
the market, which are reflected in new data. This new data can be used to test the model regularly and
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when necessary to retrain, or re-engineer the model (see 6.4.14). Older data that represents outdated
relations should be retired for the same reasons.

b) Conduct data labelling

Data labelling is a special form of data acquisition in which cases are assigned the value of the desired
output, e.g. labelling images of animals with either “cat” or “dog”. This is typically done manually and
therefore a strictly controlled process can help to prevent unwanted bias or noise from subjective
elements.

Persons performing the labelling should be competent in the domain of what is being labelled and

ults can be

cIrCToro ST

ect to review and correction, if necessary.

\A-a~e o TTCITTT TTCOrCroTh;, Toro-CTrItr

subj

Whe
the t
and
qual

c)

Gathered data can be analysed and explored to help.the understand'{f% of the domain, the
datalissues. For machine learning, this understanding can lead to,new insights into either
datalare needed or what processing of the data-is required, 6f)both. For knowledge engi
datalanalysis can be beneficial in further shaping existing khowledge.

d)

n making use of tools to support the labelling of data, organizations should consider t
pols used for the labelling process. Such considerations should'include an evaluation of

ty of labelled data (reference is made to 6.4.8.3, €) and f)). e
Y34
o4

Analyse and explore data for understanding 9]

=4
#
’

D

Analyse data quality

can have many quality issues, which require agséSSment to guide selection, cleaning an
of d4ta. Data should be of sufficient quantity arid.bias should be within acceptable limits.

sufficiently complete (broad and varied) to be#epresentative of the expected production d3
data[preferably has the samie'balance (distrikution) as the model can expect to see, yet it is 1
consfider specific edge cases. \ )

¥
-

Bias|(e.g. from subjective decisionsg ¢an be verified by.checking if desired behaviour is w
with| respect to. social attributes-for which discrimination is prohibited (e.g. gender ol

Data

he status of
the features

functionalities of such annotation tools and the proper validation of such-toels to ensyire the high

roblem and
what other
heering, the

1 correction
[t should be
ta. Training
lecessary to

bll balanced
" ethnicity).

Rempving such'attributes is oftén not sufficient to-deal with bias, as the input data can still have data

elements thatare proxies to(those attributes.

A special aspect of data. (}u‘ality is the risk of the data being poisoned: A malicious actor
remgve.or add data/tqimfluence the model behaviours in an undesired way.

quality analysis is typically an ongoing process, as new quality issues can occur over
hy it is adyvisable to automate quality checks and verification. Such automation als
mentation of what checks are required.

Data
is w
docy

NOTE Additional information regarding data quality is available in ISO/IEC 5259-1,[2] ISO/IH

can change,

time, which
0 serves as

C 5259-2,[24]

ISO/ EC.5259-3 [25] anl/TF(‘ 5259-4.126] on data q112|it\7 for analvtics and MI. Additional informati

bn regarding

different forms of bias in data used in Al systems is available in ISO/IEC TR 24027121,

e) Document data lineage and data provenance

Since training data can determine the behaviour of an Al system, it is important to understand its
source, how it was processed, its owner and its rationale, in case there are any issues with the data or
its need to be renewed.

Metadata on data lineage documents the data origin, what happens to it and where it moves over time.
Data lineage gives visibility while greatly simplifying the ability to trace errors back to the root cause
in a data analytics process as well as to trace errors forward into product versions when a problem has
been found with the source data.
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Metadata on data provenance documents the inputs, entities, systems and processes of the data of
interest, in effect providing a historical record of the data and its origins.

See 6.2.6 for more information on knowledge management and 6.3.6 on information management.
f) Clean, merge and prepare data

Data preparation is the collection of operations on data that lead to the desired outcome, including
extraction, merging, cleaning, filtering, correcting, augmenting, conversion, encoding and dealing with
missing values.

odel.
e in
data
sing
hine

The goal of data preparation is to produce features for the data that are used as input for the Al m
Feature engineering is the process of selecting, characterizing and optimizing features forrus
an Al modé€|l. In this process, selecting appropriate input can be done using-domain knowledge,
analysis or experimenting with different selections of features. Some model types include pptim
the selectioh of features. In general, the fewer features that are used, the ‘easier it is to tfain a mag
learning mddel and the fewer risks of data errors and the less effort in-Al data engineering.

Filtering removes unwanted data that is: o)

not useful to create or verify the model (e.g. outliers in sgme situation);
unnecepsary in volume, so a sample can suffice;

P
harmfull because it introduces unwanted bias orunwanted discrimtination (e.g. related to gender or

ethnicity);

LS
=4

against|privacy legal requirements, requiring removal mgae-identification of personal data;

sensitiye data that should be protected from unauthotized internal or external access.

In some situ odel

or to perfor

ations, data augmentationican help to incféase the volume of data to create a better m
In more testing (e.g. rotating images).\‘\

Data conve ne Al

model has t

sion and feature.encoding are usq@xﬁo transform data so as to satisfy the criteria that t}
bwards input data (e.g. strictly yes-or no variables).
Generative el by
identifying

Al methods_can be adopted‘to automatically-generate metadata to support Al mod
batterns.in production data

nual
icult

ation’is often an expioratory and therefore less structured process, consisting of mg
e that is creat ad hoc. This ad hoc nature can make repeated preparation more diff

Data prepal
steps or cog

and therefo

Given. the t
testing of th

g) Protect]

Fe'it is beneficialto aim for reusable automated preparation.

ypical high complexity and exploratory character of the data preparation, (automz
e preparation is important.

seénsitive data

ited)

Some aspects of Al systems rely on sensitive data and when it does, the Al data engineering process
increases the attack surface of an Al system. This means that apart from the Al system itself, elements
of Al data engineering can be subjected to an attack, such as a data store. Especially when data about
individuals are gathered from different sources, security and privacy risks occur. In such cases, careful
handling and privacy-preserving techniques are necessary.

6.4.9 Implementation process

6.4.9.1 Purpose

The purpose of the implementation process is to realize a specified system element.
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This process transforms requirements, architecture and design - including interfaces - into actions
that create a system element according to the practices of the selected implementation technology,
using appropriate technical specialties or disciplines. This process results in a system element that
satisfies specified system requirements (including allocated and derived requirements), architecture
and design.

6.4.9.2 Outcomes
The outcomes provided in ISO/IEC/IEEE 15288:2023, 6.4.7 and ISO/IEC/IEEE 12207:2017, 6.4.7 shall

apply.

As a

result of the successful implementation of the AI model engineering part of the imp

ementation

procgss:
a) A working Al model is produced.
b) Documentation of the modelling process is produced.

%S
6.4.9.3 Activities and tasks O:"J
The factivities and tasks provided in ISO/IEC/IEEE 15288:2023, 6\5\137‘ and ISO/IEC/IEEE [12207:2017,
6.4.7 shall apply, with the following addition. N\

The
and

'®
project shall implement the following activities in accordante with applicable organiza
procedures with respect to the Al model engineering part of the implementation proce

For fnachine learning-based Al systems, the following\édditional activities are included:

a)

b)

)

Algorithm selection: Selecting an appropr1ate~mach1ne learning algorithm taking into
fype of model task (e.g. cliistering, time series prediction, classification) and the ted
vorks best for the taskat’hand, which ch‘ ‘also be determined by experimentation.

Dne aspect to take.into account when selecting (and tuning) algorithms is how iy
br explainable the-model can be\Typically, the more difficult to interpret models
performing models. On the otherhand, interpretable models help build trust and transp
ransparency. can be beneficial for accountability and assists Al developers to better
'he problem domain and thata

Model, training: Run\the algorithm iteratively over the training data to establish

"epresentation (e By “Weights in a neural network). For supervised learning, the goal i
bxamples in the’tralnlng data for estimating the underlying function that maps input toj
butput (e.g..theclassification of cat or dog based on an image). It is important for t}
beneralizewell on these examples by preventing overfitting, which is what happens w
berforms well on the training data and poorly on production data.

~

q

Model tuning: Employing optimization techniques to find the hyperparameters that

Fion policies
S,

account the
hnique that

terpretable
re the best
hrency. This
understand

an internal
5 to use the
the desired
he model to
hen a model

provide the

est performance, using validation data

For knowledge engineering-based Al systems, the following additional activities are included:

d)

Knowledge programming: After knowledge has been acquired (see 6.4.7) it should be formalized
in a heuristic model where the computations are either engineered explicitly (procedural -
more according to traditional software programming) or implicitly by either specifying rules or

probabilities (declarative), or both.

Define and prescribe the combined architecture considering cloud and edge computing to manage the
emerging behaviour of Al systems especially in industrial applications.

© ISO/IEC 2023 - All rights reserved

25


https://iecnorm.com/api/?name=3b31fafe54ac359816e26f3350d30b00

ISO/IEC 5338:2023(E)

6.4.9.4 Al-specific particularities

When implementing the activities and tasks of this process, organizations should consider the following
Al-specific particularities.

Al systems can be seen as traditional software systems that apply one or more Al models and therefore
their implementation involves the same practices, with some particularities that also introduce new
elements. An example is the general best-practice of working with an actively maintained list of agreed-
upon work items (backlog). Involving the Al work in such a backlog facilitates cross-disciplinary

coordination, planning and evaluation.
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6.4.11 Verification process

6.4.11.1 Purpose

The purpose of the verification process is to provide objective evidence that a system or system element
fulfils its specified requirements and characteristics.

The verification process identifies the anomalies (errors, defects or faults) in any information item
(e.g. system requirements or architecture description), implemented system elements, or life cycle
processes using appropriate methods, techniques, standards or rules. This process provides the
necessary information to determine resolution of identified anomalies.
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6.4.11.2 Outcomes, activities and tasks

The

outcomes, activities and tasks provided in ISO/IEC/IEEE 15288:2023,

ISO/IEC/IEEE 12207:2017, 6.4.9 shall apply.

6.4.11.3 Al-specific particularities

6.49 and

There are no additional activities defined in the verification process. When implementing the activities
and tasks in 6.4.11.2, this process should be extended beyond the verification of systems to include the
following Al-specific particularities.
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See 12.4.14 for more details of the continuous validation process.

6.4.12 Transition process

6.4.12.1 Purpose

The purpose of the transition process is to establish a capability for a system to provide the services as
specified by stakeholder requirements in the operational environment.

This process moves the system in an orderly and planned manner into its operational status, such that
it is functional, operable and compatible with other operational systems. The process installs a verified
system, together with relevant enabling systems, for example, planning system, support system,
support staff, training system, user training system, as defined in agreements. The transition process
is used at each level in the system structure and in each stage to complete the criteria established for
exiting the stage. It includes preparing applicable storage, handling and shipping enabling systems.

© ISO/IEC 2023 - All rights reserved 27


https://iecnorm.com/api/?name=3b31fafe54ac359816e26f3350d30b00

ISO/IEC 5338:2023(E)

6.4.12.2 Outcomes, activities and tasks

The outco

mes, activities and tasks provided in ISO/IEC/IEEE 15288:2023, 6.4.10

ISO/IEC/IEEE 12207:2017, 6.4.10 shall apply.

6.4.12.3 Al-specific particularities

and

There are no additional activities and tasks defined in the transition process. When implementing the
activities and tasks in 6.4.12.2, either projects or organizations, or both should consider.the following
Al-specific particularities.
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e of the validation process is to provide objective evidence that the system, when in

use,

fulfils its business or mission objectives and stakeholder requirements, and achieves its intended use in
its intended operational environment.

The objective of validating a system or system element is to acquire confidence in its ability to achieve its
intended mission (or use) under specific operational conditions. Validation is ratified by stakeholders.
The validation process provides the necessary information so that identified anomalies can be resolved
by the appropriate technical process where the anomaly was created.

6.4.13.2 Outcomes, activities and tasks

The outcomes, activities and tasks provided in 6.4.11 and

ISO/IEC/IEEE 12207:2017, 6.4.11 shall apply.

ISO/IEC/IEEE 15288:2023,
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6.4.13.3 Al-specific particularities

There are no additional activities defined in the validation process. When implementing the activities
and tasks in 6.4.13.2, this process should be extended beyond the validation of systems to include the
following Al-specific particularities.

In order to gain experience with Al systems, organizations can perform a proof-of-concept project. In
such a case, validation also includes the validation of Al itself and its value and risks for the organization
in general.

The organization should aim to support model updates (retraining or knowledge engineering) and the
exec of ackta fricc accaciatad b ab oo of v o AL System.
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|4 Continuousvalidation p{()\cess
:\Q\

)

.

4.1 .Purpose

\ .
purpose of the eentinuous validation process is to monitor that Al models keep
factorily, or to demonstrate performance of the Al model over time.

odels aimtomodel a desired behaviour and this desired behaviour can change. Also
can change over time. Therefore, it is important to measure and monitor deviations
(datasdrift) or deviations towards the desired output (concept drift) using test data. 'l
bs as.an extension of the quality assurance process (see 6.3.8).

ition should
hlanagement
can support

performing

production
of the input
his process

viations are substantial, a machine learning requires retraining or continuous learnin

g, as part of

the maintenance process (see 6.4.16). Deviations can also point to other issues, for example data quality
problems, or a system malfunctioning. If the Al system applies automated continuous learning without
human interaction, an automated rollback process, at defined thresholds, should be included to prevent
undesired model changes.

6.4.14.2 Outcomes
As aresult of the successful performance of the continuous validation process:
a) Validation results are recorded in a validation log.

b) A decision can be made to perform maintenance on the Al model (retraining).
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6.4.14.3 Activities and tasks

The project shall implement the following activities in accordance with applicable organization policies
and procedures with respect to the continuous validation process:

a) Monitor for data drift by applying checks on the model input data to see if it deviates from what the
model was trained with.

b) Monitor for concept drift by measuring model performance using test data that has been updated,
or by detecting any anomalies in the output value or the distribution of output values; for example,
by comparing recent output to previous output.

c) Monitor any other requirements that are expected to change over time (see 6.4.3) such as execqition
time, trpnsparency and fairness.

d) In case pf deviations, decide whether to perform maintenance on the Al model.

e) Apply guard rails if they have been defined by applying boundaries on the @utput data, dqr by

defaulting to an alternative safe model in case of deviations. ‘Y
‘, -
f) Determfine the frequency at which validation should occur. {
&
6.4.15 Opération process N

6.4.15.1 Pyrpose
The purposg of the operation process is to use the system to,‘d'e],iver its services.

This procesp establishes requirements for and allocates the pérsonnel to operate the system. [t monjtors
the serviceg and evaluates operator-systém performancé. In order to sustain the operational seryices,
it identifies|and analyses operational anomalies irirelation to agreements, stakeholder requirenients

and organiZzational constraints. Q&

¥
-

6.4.15.2 Ontcomes, activities and tasks )

R

The outcomes, activities and tas\l)és'provided in_ ISO/IEC/IEEE 15288:2023, 6.4.12 |and
ISO/IEC/IEKE 12207:2017, 6.4.12 shallapply.

6.4.15.3 Al-specific particula\xriliés
There are(njo additional ac@i\}ities defined in the operation process. When implementing the actiyities
and tasksifh 6.4.15.2, this process should be extended beyond the operation of systems to include¢ the
following Al-specifieparticularities.

The first Alispecific particularity that is considered in the operation process is computer resourcg¢ and
power usage:

Al systems can consume considerable computing power and memory usage, particularly the training
of machine learning models (depending on the type of algorithm). Sometimes, dedicated hardware
is used to speed up processing, for example, by employing graphics processing units (GPUs) for their
massive parallel processing capability. The resultant extra cost and carbon footprint can become a
consideration in decisions concerning the frequency of training, the choice of algorithm or the choice to
employ machine learning altogether.

Models are deployed either in batch mode or in continuous mode, depending on whether the Al
system has a direct need for the model results. Models in continuous mode typically have more strict
performance efficiency requirements.

The second Al-specific particularity is that the organization should consider early in the life cycle the
production data which the Al system will operate on. Considerations can include availability, fit for
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