International

Standard
ISO/IEC>5259-3
Artificial intelligence — Data First-edition
quality for analytics and machine 2024-07
learning|(ML) —
Part 3:
Data quality management
requirements and guidelines

Intelligence art
de données et I'

Partie 3: Exigern
qualité des don

ficielle — Qualité des données pour les\analyses
ipprentissage automatique —

ces et lignes directrices pour la*gestion de la
nées

Reference num

ber

ISO/IEC 5259-3:2024(en)

© ISO/IEC 2024


https://iecnorm.com/api/?name=df87de9b40a88a8a188b5f9879828ff3

ISO/IEC 5259-3:2024(en)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2024

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

© ISO/IEC 2024 - All rights reserved
ii


https://www.iso.org
https://iecnorm.com/api/?name=df87de9b40a88a8a188b5f9879828ff3

ISO/IEC 5259-3:2024(en)

Contents Page
Foreword
Introduction
1
2
3
4 Symbols and abbreviated TEITIIS. ... 2
5 INEEIIAEA USAZE ... 2
6 Overall data quality management. ...
6.1 Objective
6.2 GeNeral. ..
6.3 | Requirements and recommendations
6.3. 1 GENETAL ..o
6.3.2  Data qUAlity CULTUIE. ..o Cb e
6.3.3 Management of data quality issues....
6.3.4 Competence management..................
6.3.5 Resource management....................
6.3.6 Management system integration...
6.3.7 Documentation.........
6.3.8 Data quality audit and asSESSMENT..........ccc.u Mmoo
6.3.9 Confirmation review and data quality MEASUTES ... 5
6.3.10 Project-specific data quality management
6.4 | WOTK PIOAUCES ..o ettt
7 Life tycle-specific data quality management. . i
7.1 Objective
7.2 GeNEIAl. .o e
7.2.1 Data quality managementdife cycle.....
7.2.2  Data quality management'life cycle stages
7.2.3 Project-independenttailoring of the data quality management life cycle....f......ccoccce. 8
7.2.4 Horizontal aspectsiof the data quality management life cycle
7.3 Requirements and recOmMMmMeNdations. ...
7.3.1  Data motivation and conceptualization..............n.
7.3.2  Data SpeCification ...
7.3.3  Data PIANIIIG .o
7.3.4 DAt QCQUISTTION. ..o
7.3.5  DAEAPIEPIOCESSINEG ....ooooiiorieciiisriseieesie oot
7.3.6 ,Data augmentation
7.3.750Data PrOVISIOMINE ...ooooiiiiiiiieiee et
7,3.8" Data deCOMMUISSIONINE ..o
7.4 WWOTK PIOAUCES ...oooovssses s
741 Work products of data motivation and ConCeptuaiZatiom STaBE e
7.4.2  Work products of data specification stage
7.4.3  Work products of data planning stage......
744  Work products of data acquisition stage.......
7.4.5 Work products of data preprocessing STAZE ...
7.4.6  Work products of data augmentation StAZE ...
7.4.7  Work products of data provisioning stage................
7.4.8 Work products of data decommissioning stage
8 HOTIZONEAL PIOCESSES ...
8.1 DD @ CEIVE. ..
8.2 GEBIITAL .
8.3  Requirements and recommendations
8.3.1  Verification and vValidation ...

© ISO/IEC 2024 - All rights reserved
iii


https://iecnorm.com/api/?name=df87de9b40a88a8a188b5f9879828ff3

ISO/IEC 5259-3:2024(en)

8.3.2  Configuration MaNAZEIMENT. ... oo 19
8.3.3  Change MAaNa@EIMIEIIT. ... 19
8.3.4 Risk management
8.4 WOOTK PIOAUCES .ot
8.4.1 Work products of verification and validation ...
8.4.2 Work products of configuration management...
8.4.3 Work products of change management.......
8.4.4 Work products for risSk Management ...
9 Management of data quality in SUpPply Chains ... 22
9.1 ODJ@CEIV. ...
9.2 Requirements and recommendations
0.3 WOTK PIOAUCES ..o
10 Manhgement of data processing T00Is . e 23
R0 €] o) [T of OSSOSO 4 .40 HSS 23
10.2] Requirements and recomMmendations. ... ... ) e e 23
10.3] WOTK PIrOAUCES ...ooocccoceeeeesssssssssssssssssesssssssesssssssesssssssssssssssssssssesssssssssssssssssssssesssosbo g oo 23
11 Manhgement of data quality dependencies..........epmirtene e 23
11.1 ] ODbDJECHIVE. ..o
11.2| Requirements and recommendations
11.3] WOIK PIrOQUCES ..o oot
12 Project-specific data quality management...........oold
12.1] ODbDJECtIVE. .o
12.2|] Requirements and recommendations......
12.2.1 Contextand intended use.......
12.2.2 ODJECHIVE oo
12.2.3 Requirements and recommendations
12.3]| Specification and management of data quality requirements..............ccocssen 24
12,301 ODJECTIVE e et
12.3.2 Requirements and recommendations
12.4] Roles and responsibilities in data quality management ...,
12,41 ODJECTIVE .o At
12.4.2 Requirements and recommendations...
12.4.3 Work products..... ... s
12.5| Tailoring of the data quality activities....
12.6| Planning and coordination of the data quality activities
12.6. 1 GENETAL ...
12.6.2 Data QUABEY PLAT oo
12.6.3  PlanniIrOf PIrOCESSES. ...
12.7| Progression of the data quality life cycle...
12.8| Data quality justification................
12.9] DecommnliSSiONINg ...
L1210 WOFRKIPTOAUCES ..o
Bibliograpiy ........................................................................................................................................................................................................................................ 28

© ISO/IEC 2024 - All rights reserved
iv


https://iecnorm.com/api/?name=df87de9b40a88a8a188b5f9879828ff3

ISO/IEC 5259-3:2024(en)

Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

government

al and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/

IEC Directives
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Introduction

The quality of analytics and machine learning (ML) based products and services depends on the quality of
data used to train ML models. Hence, data quality management is essential as it often helps to ensure the
success of analytics and ML technology.

The adoption of a data quality management system facilitates managing the quality of products and services
that employ analytics and ML technologies. This document defines vocabulary, requirements and guidelines
for communication, alignment and agreement for managing data quality. The data quality management
system provides transparency and auditability, either through self-assessment or third party assessment.
It facilitates achieving relevant stakeholder satisfaction and managing quality, performance and self-
declaration requ1rements Spec1f1cally, thls document defines requ1rements for a data quallty management

and ML tec

Asdata qua
of requirem
tightly integ
document d|
allow users
processes ¢4

ISO/IEC 525

ISO/IEC 52509

ISO/IEC 525
ISO/IEC 525

ISO/IEC TR b

nologies.

ity requirements vary with context and application domain, this document proyvides
ents and recommendations relating to common data life cycle stages. A datallife cycl
rated with the accompanying Al system life cycle and therefore has several depend

pf this document the flexibility to interface with several life cycle,models as long as
in be mapped.

0-1 describes the data quality terminology and concepts used)in this document.

-21) describes the data quality model and data quality-measures used in this docun
9-4 describes the data quality process frameworkused in this document.

0-52) provides a data quality governance framework as guidance for governing bodi

h259-63) describes a visualization framework for data quality in analytics and ML.

used analytics

A generic set
b is typically
encies. This

oes not prescribe what Al system life cycle to use. Instead, it provides generic intlerfaces that

he life cycle

hent.

1) Under pr
2) Under pr
3) Under pr

eparation. Stage at the time of publication: ISO/IEC FDIS 5259-2:2024.
eparation. Stage at the time of publication: ISO/IEC DIS 5259-5:2023.
eparation. Stage at the time of publication: ISO/IEC CD TR 5259-6:2023.
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Artificial intelligence — Data quality for analytics and
machine learning (ML) —

Part 3:

Data quality management requirements and guidelines

1 Scope

This docum
and continu

This docum
and guidan
tailored to 1

The requirg

ent specifies requirements and provides guidance for establishing, implementing,
hlly improving the quality of data used in the areas of analytics and machine’learnir

ent does not define a detailed process, methods or metrics. Rather,it defines the rg
e for a quality management process along with a reference proeess and methods
heet the requirements in this document.

ments and recommendations set out in this document-are generic and are int

applicable t¢ all organizations, regardless of type, size or nature.

2 Normative references

The followiy
requiremen
the latest ed

ISO/IEC 525
Overview, te

ISO/IEC 525
quality meas

ISO/IEC 22
terminology
3 Terms

For the pury
following ag

g documents are referred to in the text in such'a way that some or all of their conten
s of this document. For dated references, gnly the edition cited applies. For undated
ition of the referenced document (including any amendments) applies.

maintaining
g.

pquirements
that can be

ended to be

constitutes
| references,

0-1:2024, Artificial intelligence — Data quality for analytics and machine learning (ML) — Part 1:

'minology, and examples

0-24, Artificial Intelligence ~.Data quality for analytics and machine learning (ML) —
ures

D89, Information technology — Artificial intelligence — Artificial intelligence c

and definiitions

oses ofithis document, the terms and definitions given in ISO/IEC 22989, ISO/IEC 52
ply.

[SO and [EC

Part 2: Data

bncepts and

b9-1 and the

31

-V S rs 4 ] datals £, 4 i = mH 3 £l €11 3 4
IIIaIrritalilr tct llllllUlUsy UdldidotTo 1UL USUT IIT StalludlUlZatlUll dt LT TUIIU VY llls dUuluIrtos

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

data quality claim
statement to what degree data satisfy a data quality requirement

4) Under preparation. Stage at the time of publication: ISO/IEC FDIS 5259-2:2024.
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data quality plan
specification of practices, processes and allocation of resources to achieve data quality objectives as the
outcome of data quality planning

3.3

data quality planning
part of data quality management focused on setting data quality objectives and specifying necessary

operational
[SOURCE: IS

3.4
developme

processes and related resources to achieve the quality objectives

08000-2:2022, modified — example removed]

tinterface agreement

DIA

agreement
evidence to
items or ele

Note 1 to ent

[SOURCE: IS

4 Symbg

DQMLC  dj

5 Intend

This docum

analytig

by a daf]
to ensu

NOTE

6 Overa

6.1 Objec

by an organization to establish and tailor-atdata quality management process for the ug

by an ML project to define, trace and;evaluate data quality requirements;

The organization can request assurances of confidentiality and proper use for supporting evi

between customer and supplier in which the responsibilities for activities &Q |be
be reviewed, or work products to be exchanged by each party related to the dey
ments are specified

'y: While DIA applies to the development phase, supply agreement applies to)production.

0 26262-1:2018]

)ls and abbreviated terms

ita quality management life cycle

ed usage

ent may be used in one or more of the follewing modes:

s and ML, and continually improve'processes;

a user and data holder t0 establish a common understanding of data quality charact]
‘e that agreed requirements have been met, facilitating an agreement for transactin

1 data qrality management

tive

performed,
elopment of

e of data in

eristics, and
g data.

ence.

The objectiv

£0f adata quality Management process 15 to estabiisirappropriate (€. Tepeatabie a

d auditable)

processes to manage the quality of data and reliably meet a given set of requirements set by the organization.

6.2 General

Data quality impacts outcomes of analytics and ML algorithms. Data quality has an inherent constituent and
a system-dependent constituent. Data can be suitable for one application but not suitable for another. This
document helps to establish and maintain data quality for each analytics and ML application.

© ISO/IEC 2024 - All rights reserved
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6.3 Requirements and recommendations

6.3.1 General

The following requirements and recommendations apply to the whole organization.

6.3.2 Dat

a quality culture

The organization should sustain a data quality culture.

The organization shall:

a) have rules and processes to achieve quality (according to this document) taking into account the data
quality pmodetasapptiedto theappticabte productsamdservices;

b) define and implement data quality management processes, and perform related data quality activities;

c) integrate the data quality management processes and activities, to the extent appropriatg, into other
management processes and activities, such as general quality management and risk manag¢ment;

d) documednt the performed activities;

e) provide|resources sufficient to perform data quality management;

f) monitoy, and to the extent necessary, review and improve the data-quality management progesses;

g) provide|the required authority to involved personnel;

h) communicate data quality policies within the organization.

6.3.3 Management of data quality issues

The organizgation shall meet data quality requirements by:

a) having processes for communicating, analysing, evaluating, resolving and closing data qualjty issues;

b) documgnting closed issues;

c) escalatipg or delegating issues thatcannot be closed.

NOTE1 R¢solving and closing issues of data quality can include limiting or adjusting the scope of the ML project.

NOTE 2 Aldata quality issue~ean be closed by implementing a resolution or determining a resolutfon based on

defined acceptance criterias

6.3.4 Competence management

The organiz
a)
b)
)
d)

maintai

The organiz

ption.shall manage competence by:

documentmg required skills and tools to process the data;

ning records of persons and their proficiency on the required skills and tools;

ation can use external sources of competencies.

© ISO/IEC 2024 - All rights reserved
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6.3.5 Resource management

The organization shall provide the resources required for data quality management, including:

a)
b)

networking);

9

personnel with the skills required to perform data quality management.

6.3.6 Management system integration

software applications, training and support necessary to perform data quality management;

IT infrastructure or services necessary to perform data quality management (e.g. compute, storage,

The organization should integrate its data quality management activities into its existing management

system, including its management systems for product or service quality, and for the developn|
of Al systen}s. Implications from dual roles of stakeholders should be managed by the quality 1
system, inclpding mitigation of any conflicts of interest.

NOTE 1

and ML base
NOTE2 O
systems.
NOTE3 Of

quality management system.

6.3.7 Dod

Documentatf
Resources i
summary in

The docum

overhead shjould be minimized.

Documentatf
stakeholder
a dataset fol

Stpkeholder management can consider the potential of multiple roles for an indi¥idual. A use

products or services can also be an owner or contributor of data.

ganizations can use ISO/IEC 42001 to define a management system for the development

ganizations can use ISO 9001 or other sector-specific qualitysxmanagement systems to

umentation

ion shall be intelligible to relevant stakeholders of the project in accordance wit
h a language that is not understood by a‘televant stakeholder should be accom
a language that the stakeholder can undefstand.

bntation shall be accessible to relevant stakeholders as appropriate and author

ion should include the context.or references necessary to make it intelligible to fut
5 who are not part of the current project. This practice can enable these stakeholder
potential reuse, partially;or in total.

h quality audit and:assessment

quality,plan against organizational rules and processes;

nts and justifications detailing how the requirements of the data quality mode

ent and use
hanagement

r of analytics

or use of Al

define their

h their role.
panied by a

zed. Access

ire relevant
b to evaluate

ented processes-shall be audited when appropriate, which shall be based on an evalyiation of:

| have been

6.3.8 Dat
The implem
a) the datg
b) argume

applied
c) argume
d)

this doc
e)

nts detailing how the objectives of data quality plan have been achieved;

ument;

recommendations for improvement of data quality.

whether the data quality plan and all work products are complete, consistent and correct according to

The data shall be assessed using a data quality assessment, which shall be based on an evaluation of
whether the data achieve the objectives of this document, the current state-of-the-art in technology and the
applicable engineering domain knowledge.

© ISO/IEC 2024 - All rights reserved
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The data quality assessment plan shall be included in the specification stage. The data quality assessment
shall be performed before data provisioning (see Figure 1, Stage 7: Data provisioning) or at an appropriate
interval when using continuous learning or when using streaming data.

The data quality assessment may be performed on a subset of the data when it can be demonstrated that the

quality of th

6.3.9 Con

e subset is representative of the quality of the complete dataset.

firmation review and data quality measures

Data quality shall be confirmed by appropriate data quality measures in accordance with ISO/IEC 5259-2. A

review shall at least cover:

confirmation reviews of key work products. Every confirmation review:

data quality
a)
1) sha
2) sho
b) quality
¢) quality
All work prg

| be finalized before data provisioning;

uld be based on whether the objectives of this document are achieved;
hudits of the implemented processes;

hssessment of the data.

ducts shall undergo confirmation reviews.

The personipel performing these reviews shall have access to the invelved personnel, relevant

and require

NOTE Cq
designated p

6.3.10 Pro

The organiz

H resources.

nfirmation reviews of key work products can be delegated, but the responsibility st
Erson.

ect-specific data quality management

ation shall manage project-specific data'by:

ific ML project;

maintaining a list of relevant datd-quality claims. Where applicable, quantitative and

arks for data quality measures shall be documented;

adopting appropriate processes to identify and manage all data quality measures relej

specific dataquality management process shall fulfil the requirements of Clause 12

products

cts ofthe data quality management process shall include:

information

hys with the

hing a suitable project-specific dataiquality management process that meets all reqyiirements of

qualitative

rant for the

a) establis
the spe
b)
benchm
9
project.
The project
6.4 Work
Work produl
a)
b) evidenc
¢) evidenc
d)
e)
£)

e of competence management;

e of a data quality management system;

identification of the used data quality measures;
documentation of applicable data quality measure benchmarks;

identified quality anomaly reports.

© ISO/IEC 2024 - All rights reserved
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cle-specific data quality management

7.1 Objective

The objective of a data quality management life cycle (DQMLC) is to establish and maintain data quality
throughout the data life cycle. An example of a data life cycle model is described in ISO/IEC 5259-1:2024,

Figure 3.

7.2 General

7.2.1 Data quality management life cycle

Data quality
(DQMLC) m
use in an an
quality and
data quality
the DQMLC

hre described in 7.2.2.

alytics and ML context. It derives discrete stages that are relevant for the mdanage
facilitates grouping and organizing of requirements and guidelines to censider fd
The DQMLC model is not prescriptive of the temporal ordering of stages./The varig

A

Iteration

|

pdel shown in Figure 1 provides guidance towards meetlng the quality requiremerits of data for

ent of data
r managing
us stages of

Data Data Data Data Data Datj decom-
requlrement planmng acqulsmo preparatlon provisioning mi§sioning
I I
Data life cyfle model I I | | | |
— — — — |— -
=T — - - ~— -1
Data qualitly I | | I | |
managemejt life cycle I I { | I I
1. Dat. i .
? a . 2. Data 3. Data 4. Data > Data preprocessing % 7. Data 8. Pata .
motivatiop and > tication | planni > isiti .. . [~| dgcommis-
conceptudlization specitication planning atquisition 6. Data augmentation [j" provisioning| 1 ; ning

Validation and verification

Change management

Configuration management

Risk management

Primary development pathway

Feedback pathway

NI

Instantiation of DLC model for 5259 series (see ISO/IEC 5259-1:2024, Figure 3)
Data quality management life cycle stage

Horizontal processes of the data quality management life cycle

Indicating iteration within the life cycle

Grouping of data quality management life cycle stages to clarify mapping to DCL model

Figure 1 — Data quality management life cycle

© ISO/IEC 2024 - All rights reserved
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I[ssues in data quality can originate at any stage throughout the data life cycle. Data quality management
shall establish and maintain data quality processes at the beginning of the data life cycle. If the organization
delegates the responsibility for a process, that delegation shall be documented and be traceable.

NOTE It is generally more difficult to detect and correct data quality issues after the fact than to manage data

quality risks when they first occur. For example, errors introduced while collecting data are more easily avoided by
appropriate quality management rather than attempting to detect and correct errors later in the data life cycle.

7.2.2 Data quality management life cycle stages

7.2.2.1 Data motivation and conceptualization

Data quality management begins with the motivation and conceptualization stage. Potential issues with
data qualit:lljsnould be 1dentified and managed when the I1rst need for data for an analytics and ML context

becomes apparent. Among others, the motivation and intended use for the data are validated)and verified to
manage quality characteristics such as conformity and relevance.

7.2.2.2 Data specification

In the data|specification stage, data quality management imposes requirements on the creption of the
data specififation, including data formats, statistical properties and divisibility. Data quality thanagement
guidelines facilitate identification of erroneous, incomplete, or confli¢ting requirements|and plans.
For exampl¢, given an analytics and ML context, quality management _c¢onfirms that the dath match the
requirements of that context.

7.2.2.3 Data planning

In the data jplanning stage, a plan is formulated to meet:the data specification. This includes|planning of
specific tasks and resources to acquire and process datathroughout the data life cycle, as well ajs evaluation
methods anfl acceptance criteria.

7.2.2.4 Data acquisition

In terms of| data quality management, data acquisition can refer to collecting data, generatiing data, or
acquiring and combining existing datasets."The choice of method of data collection has implicatjons on data
quality management. Regardless of thé_method of obtaining data, the result of this stage is copsidered the
raw input for subsequent stages of the data life cycle, even if an already managed dataset is impprted.

7.2.2.5 Data preprocessing

The data preprocessing stage organizes all data quality management requirements and guidelines that are
related to pfocessing the raw input data obtained during the data acquisition stage. Activities |n this stage
tend to remgve dataitems, for example by filtering and cleaning raw data.

7.2.2.6 Dataaugmentation

Data augmentation takes the input from the data preprocessing stage and organizes it according to all
quality management requirements and guidelines related to adding to the dataset. This includes associating
metadata, adding data labels or other transformations.

7.2.2.7 Data provisioning

The goal of data provisioning is to provide the dataset where it is needed. Data quality management
requirements in this stage include, among others, maintaining integrity of datasets during delivery, access
control, documentation and verification that context of use matches the dataset’s intended use.

© ISO/IEC 2024 - All rights reserved
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7.2.2.8 Data decommissioning

Data quality management closes with data deletion or data transfer in the data decommissioning stage. In
each of these mutually exclusive cases, the responsibility for the data is released. The appropriate handling
of data released is a major factor of trust in the organization and can contribute to data misuse prevention.

7.2.3 Project-independent tailoring of the data quality management life cycle

The organiz

ation should tailor the life cycle if it:

splits the stages;

performs required processes in different or added stages (see ISO/IEC 5259-4);

a) joinsor

b)

c) iterates

d) perforn

e) omits s

f) includeg
configu

stages;
s activities concurrently if they do not depend on each other;
ages that do not apply, given a rationale;

data quality management provisions for validation and verification,/change mana
Fation management as shown in Figure 1.

7.2.4 Hoifizontal aspects of the data quality management life cycle

7.2.4.1 Gg¢

Figure 1 shg

a) validati
b) change
¢) configu
d) riskma

These procsg

7.2.4.2 Vg

Validation a
quality man|

tneral

ws four processes that cover all stages of the datd quality management life cycle ing
bn and verification;

management;

ration management;

hagement.

sses shall also be carried outiin the case of project-independent tailoring.

lidation and verification

gement life cycle.

7.2.4.3 Change management

Change management ensures that any alteration to the data or processes does not adversely

quality.

gement and

luding:

nd verification of the data quality should be done at all relevant stages through¢ut the data

affect data

7.2.4.4 Configuration management

Configuration management helps to ensure that data and processes are uniquely referenceable, and that
data quality is not adversely affected by any configuration management changes.

7.2.4.5 Risk management

Risk management should be done at all relevant steps throughout the data quality management life cycle.
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7.3 Requirements and recommendations

7.3.1 Data motivation and conceptualization

7.3.1.1 General

The organiz

ation shall:

a) document motivation and origin of the data need;

b) specify

scope, purpose and intended use of data;

¢) document data quality requirements.

NOTE Fg

7.3.1.2 St
The organiz

a) perforn
quality

b)

NOTE

identify

A

7.3.1.3 Feg

The organij
assesses thg
throughout

NOTE Py
evidence sup

7.3.2 Dat

7.3.2.1 Gg¢

The organiz
are consiste

The data sp
the intended

r more information on societal and ethical concerns see ISO/IEC TR 24368.

hkeholder analysis
ption shall:

| a stakeholder analysis to identify all relevant stakeholders of the-data and implicat
nanagement;

potentially conflicting data quality requirements.

description of potential Al stakeholder roles and sub-roles isjprovided by ISO/IEC 22989:20

asibility analysis

ation should maintain a feasibility analysis\based on its available skills and res
organization's ability to meet its data quality goals. A feasibility analysis should
the data life cycle.

ior ML projects and openly available @atasets that have achieved target quality goals are
porting feasibility.

h specification

tneral

htion shall specify.data requirements in a data specification and validate that these r¢
nt and completefor the intended use.

| use by~the Al system.

ation should cover:

ons for data

22,5.19.

ources that
be updated

examples of

pquirements

pcificatipn'shall include which aspects are minimally required, and which are optional based on

The specifid
a) adescri
b)
)
d) safetya
e)
f) privacy
g) domain

ption of the nature of the data;

the intended goal of the analytics and ML project using the data;

legal requirements;

nd security considerations;

potential of unwanted bias;

considerations;

and project-specific data requirements;
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h) data quality model and required quality level to achieve intended use of data.

NOTE1 Data specification can be based on the ISO/IEC TR 24027 description of treatment of unwanted bias
throughout an Al system life cycle.

NOTE 2  Data specification includes the various interfaces with an ML project (e.g. data for training, data for testing
or ongoing data management).

NOTE3 Some ML algorithms require specific statistical properties of the training data.

NOTE 4  Privacy considerations can include the principle of data minimization (also-known-as data avoidance).
Data minimization means that only the minimum data necessary for the function of the system are collected or used.

7.3.2.2 Data format

The organization shall determine which information is to be included in the data format inforthation. Such
information{can include, but is not limited to:

a) encoding;

b) frequency (time);
c) resolutipn (space);
d) syntax;
e) semantics;

f) structure of associated metadata;

g) expected value ranges;

h) optiona] and mandatory elements;

i) optionally allowable property formats and valid-alternatives (e.g. image sizes);
j)  links and cross-references.

NOTE Sdmantics refers to interpretation and use of the data, which includes allowable operations o1 the data.

7.3.2.3 Statistical properties and-divisibility

The data specification shall inelude specification of valid divisions into subsets (e.g. training, validation and
test data). The subsets shotldnot intersect except when used in conjunction with scientificallyjappropriate
methods su¢h as baggingbootstrapping and k-fold validation.

The organizption shall determine and maintain for each of these subsets:

a) relevang statistical properties;

b) representativeness;

c) appropriate size.

7.3.2.4 Supporting resources and tools

The data specification should include all relevant requirements on data handling and at least cover:
a) supporting tools specifications;

b) minimal hardware specification to process data and operate tools;

¢) necessary resolutions for visualization;
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d) storage requirements;
e) network requirements;

f) accessibility requirements.
7.3.3 Data planning

7.3.3.1 General

The organization shall establish a data quality plan that covers processes, activities and resources to meet
the data specification throughout the data life cycle.

The data quptityptanshatHnetude:

a) data quplity goals in alignment with the data specification;

b) committed resource allocation;

c) provisigns to meet legal;

d) processes to manage and update the data quality plan when needed;

e) provisigns to ensure that processes are traceable and reproducible,

7.3.3.2 Data life cycle specific plans

The data quplity plan shall include process specifications, including description, related activities, intended
outcomes With an assignment to a responsible person foréach process, covering the follow|ng data life
cycle stages

a) data acquisition plan;
b) data pr¢processing plan;

c¢) dataaugmentation plan;

d) data pr¢visioning plan;

The data quality plan corresponding to the data life cycle stages shall meet the requirements|as stated in

7.3.4 Dath acquisition

7.3.4.1 Gé¢neral

The organiz ude them in

the data quality plan.

Appropriate aspects of the data specification (see 7.3.2) should be completed prior to data preprocessing.
Risks that arise from incompleteness of the data shall be documented and mitigated. The organization shall
monitor data acquisition processes and document deviations from expected outputs or deviations from
planned processes.

The organization acquiring the data shall take responsibility for the data, including their quality
management.

NOTE Data acquisition processes can be applicable independent of data source.
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7.3.4.2 Data source

When establishing the method of data acquisition, the organization should consider whether:

a)
b)
9
d)
e)

The organi
organizatio
taken into a

NOTE Ay
Existing datd
7.3.4.3 Dz

In case the ¢

required data already exist and directly are available for reuse;
existing data can be transformed to meet requirements;

data can be purchased or licensed;

new data need to be collected;

data can be generated (e.g. through simulation or other computational means).

’s data quality requirements. Documented conditions of the reuse or license of a dat|
Cccount.

railable open data are a viable option for a growing number of applications andypromot
sets already owned by the organization can also be considered for reuse.

ita collection
rganization needs to collect new data, the organization shall provide:
for collection of new data;

of data collection (e.g. through sensors, manual, data entry, derivative value,
ic data);

data colllection specification, including:

vant configuration and parameter settingsof data collection methods;
rational conditions;
br detection and mitigations;

hired skills and resources;

if applicable, specification and mounting location of sensors;

 resources and skills*for data collection and handling;
5 for anonymization or pseudonymization if applicable;

ntation ~-0fi~ data measurement scales (e.g. nominal, ordinal, interval and
Ement units;

d deyiations from target data quality.

meeting the
nset shall be

e data reuse.

simulation,

ratio) and

a) reasong
b) method
synthet
9
1) relq
2) ope
3) err
4) req
5)
d) require
e) method
f) documsg
measur
g) expecte
NOTE

The data collection method can introduce systematic errors to the collected data, especially if the data

collection setup differs from the intended setup in use. One possible mitigation is the use of dissimilar methods of
collection to provide redundancies.

7.3.4.4 Datahandling

The organization shall establish appropriate processes and tools to manage, visualize and review the
acquired data. Acquired data shall meet the data specification.

The organiz

ation shall specify processes to manage acquired data including:

a) quality review;
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access control;

traceability of data origin and modifications;

version

control;

data storage, location and backup;

dataset operations such as update, merge, sort and slice;

processes to detect, minimize and mitigate data corruption;

assignment of a responsible person for the data.

7.3.5.1 G

The organiz
in the data g

I preprocessing

tneral

uality plan.

7.3.5.2 Data cleaning

The organiz

a) detectig
b) detectid
c) detectid
d) detectig
e) detectig
f) detectig
g) datatrg
h) method
i) ifapplig
NOTE Sq
7.3.6 Dat
7.3.6.1 G

n and mitigation of missing data;

n and mitigation of data duplication;

n and mitigation of outliers and other issues;
n and mitigation of bias, drift and scaling;

n and handling of non-standard values;

n and removal of not needed data;
nsformations, including data-normalization;
5 of verifying data cleaning results;

able, data de-identification.

me data transformations are not reversible.
h augmentation

néeral

ntion shall specify data preprocessing processes to meet the data specification and i

ption shall at least specify which data quality measures have been applied for the fo

hclude them

lowing:

The organization shall specify data augmentation processes to meet the data specification and include them
in the data quality plan.

7.3.6.2 Datalabelling and annotation

The organization should specify data labelling, including:

a)
b)
)
d)

data labelling specification;

required skills and resources;

selection of data for labelling;

monitoring and quality management of labelling processes;
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e) potential physical and psychological impact on data labeller, including mitigation strategies.

7.3.6.3 Computed augmentation

If computed

augmentation is used, the organization should specify:

a) tools and methods used for computed augmentation;

b)
9

created

selected features;

logs and metadata.

7.3.7 Data provisioning

7.3.7.1 Gg¢

The organiz

a) specify
b) provide
c¢) implem
d) ensure
e) implem
f) version
g) packagg

data is g

1) det

2) use
NOTE Fd
higher than 9

tneral

ation shall:

lata provisioning processes to meet the data specification and include thefiin the data
auditable evidence that the provisioned data and metadata meet,all'specified requi
ent appropriate processes to ensure that items and versions déseribed in 7.3.7.2 are
he provisioning does not alter the data;

bnt appropriate authentication and data access processes;

control all provisioned items;

and deliver the data including documentationrand other associated items so that th
ble to:

ermine if the data meet usage requirernents;
the data according to their intended use.

r example, data representation/that stores a large number of decimals can be misleading by
chieved accuracy and hence €ah cause unintended usage or assumptions for use.

7.3.7.2

i
The following items should(beincluded in the data provision description:

ta provision items

includingany splits, if appropriate, to produce training, testing and validation data

ntation(sSee 7.3.7.3);

data sallnple representative of data syntax and format;

quality plan;
Fements;

provided;

e user of the

suggesting a

a) the datg
b) docums
)
d)

quality measures and the results of the data quality assessment.

7.3.7.3 Documentation

The following documentation shall be provisioned with the data:

instructions for use;

a) scope of use;
b)
9]

statistical properties of the data;
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item and metadata descriptions;

relevant stakeholders of the data;

roles and duties for the recipient, including legal requirements and contractual obligations;

ments (see Stage 8 in [SO/IEC 5259-1:2024, Figure 3);

factors that can impact quality measures negatively;

e acceptance test methods and their expected results;

requirements for use environments; typically covering testing, development and system operation

communication strategy with the data user, including how updates occur and how users are notified.

d) alldata

e)

£)

g) :
environ

h)

i) availabl

j)

7.3.74 Ti

The organiz
In case such
implement g

In case datal

a) update
b) improvg
c) update

The organiZ
data and es
quality man|

7.3.7.5 Dx

The organiz

a) storage
b) accessd
¢) networl

d) dataha

7.3.7.6 Sy

The level o
requiremen

acking and improvement

ation shall evaluate if there is a requirement to track usage and results_ of wsage
requirements exist or the organization decides to implement tracking; the organ
ppropriate processes to meet tracking and improvement requirements:

usage tracking is implemented, the organization shall evaluate the need to:
Hocumented scope and intended use of the data;
 the data;

lata quality management system.

fablish processes to evaluate the feedback foreontinual improvement of the data 3
agement system.

hta optimization

ation shall document applied data‘optimizations:
space optimizations;

ptimizations;

kKing resource requirement optimizations;

hdling optimizations (e.g. buffering, caching).

pport commitment

of the data.
1zation shall

ation shall establish a channel to collect voluntary feedback from relevant stakehg¢lders of the

nd the data

[ support provided to relevant stakeholders shall be sufficient to achieve the
Fs.ifithe context of the intended use of the data. The following items shall be docum

inted:

ata quality

a)

required skills or trainings to use data;

b) documentation of support provided, including scope, period and availability;

¢) maintenance plan and commitment to continuously improve data;

d) availabl

e communication channel with relevant data stakeholders.
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7.3.8 Data decommissioning

7.3.8.1 General

The organization shall choose an appropriate method to decommission the data either through data deletion
or through data transfer.

The organization shall specify the data decommissioning processes to meet all relevant requirements (see
7.3.8.2-7.3.8.4) and include them in the data quality plan.

7.3.8.2 Data transfer

In case of data transfer, the organization shall identify a recipient of the data that is qualified to take over

the data and
The organiz

The organiZ
associated d

The organiz

7.3.8.3 Dj

The organiz
legal requir

The organiz
include syst

In case of d
deletion me

The organiz
that have bd
decommissi

The organiz

The organiz
are of signi
maintain all

The organiz
NOTE1 Sy

NOTE2 It

all associated legal requirements.
ption shall document that data transfer is not violating any obligations.

ation shall document an expressed agreement from the recipient to take over the
bligations.

ation shall generate and independently validate a data transfer report.

ita deletion

ation shall document that data deletion is not violating obligations, including, but n
ements and data retention obligations.

data and all

t limited to,

ation shall ensure that there is no data user that-still requires access to the data. Dafta users can

ems that require access to the data for maintenahce and re-training.

eletion, the organization shall delete the,data from all storage locations and dog
thods and their security (e.g. overwriting disk with random data).

ption shall review if there is potentialto restore the data either partially or fully fron
en trained with the data. The organization shall consider such cases in its obligatig

pning plan.

ation shall generate and.indeépendently validate a data deletion report.

ption should review df the data are of cultural, historical or societal significance. In g
ficance, the organization should document efforts to transfer the data to a recipi
data obligations and their significance.

ation shouldreview if it is possible and there is value to donate the data into the puh

prage logations of data include backups that can be automatically generated by the IT infras

ument data

n ML models
ns and data

ase the data

bnt that can

lic domain.

tructure.

is‘good practice for the organization to provide an argument why a data transfer harms

support the org

ilts interest to

NOTE 3
organization

THZAoerO5-cHoTree- oot e c1ro1-

itself.

7.3.8.4 Partial data deletion on request

Donating data to the public domain potentially benefits research and education and indirectly the

The organization shall have appropriate processes in place to handle partial data deletion requests, if
applicable.

In case parts of the data are deleted, the organization shall evaluate if the data that remain still meet their
specifications. In case the data do not meet their specifications, the organization shall notify relevant
stakeholders of the risks and issues in quality and provide appropriate mitigation if possible. In case no
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appropriate mitigation can be implemented, the organization shall decommission all of the data, which can

include transfer of the remaining data.

In case of partial data deletion, the organization shall delete the partial data from all storage locations.

The organization shall generate and independently validate a partial data deletion report.

NOTE Data regulations such as privacy protection laws can compel the organization to delete parts of a dataset.

7.4 Work products

7.4.1 Work products of data motivation and conceptualization stage
Work prod of thedatamotivatiomrandconceptuatizationstage-inchude:
a) documentation of intended use of data;

b) feasibility review;

c¢) stakehdlder analysis;

d) evidence that verification and validation of data motivation and concéptualization stag
completed successfully.

7.4.2 Work products of data specification stage

Work prodults of the data specification stage include:

a) data format and use specification;

b) specificption of supporting tools and associated requirements;

¢) evidenck that verification and validation of dataspecification stage have been completed sy

7.4.3 Work products of data planning stage
Work produlcts of the data planning stage iriclude:
a) data quality plan;

b) evidence that verification and validation of data planning stage have been completed succeg

7.4.4 Work products of data acquisition stage
Work prodults of the-data acquisition stage include:

a) collected datajand associated documentation;

b have been

ccessfully.

sfully.

b) specification-ofmethodsof dataacquisitionand related configurations;
c) infrastructure to manage data;

d) data quality review;

e) evidence that verification and validation of data acquisition stage have been completed successfully.

7.4.5 Work products of data preprocessing stage
Work products of the data preprocessing stage include:

a) cleaned data;
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ality review;

c) descriptive statistics describing properties of the data;

d) evidence that verification and validation of data preprocessing stage have been completed successfully.

7.4.6 Work products of data augmentation stage

Work products of the data augmentation stage include:

a) augmented data, including metadata and labels;

b) feature descriptions;

c) specifichtion of applied augmentation tools and methods,

d) evidenck that verification and validation of data augmentation stage have been compléted spccessfully.
7.4.7 Work products of data provisioning stage

Work produlcts of the data provisioning stage include:

a) provisig
b) evideng
7.4.8 Wol
Work produ|

a)
b)

data de

evidenc
success

8 Horizc

8.1 Obje

The objectiy
to each stag

8.2 Gene

The organiz

8.3 Requ

ned items, including data, data sample and documentation;

e that verification and validation of data provisioning stage have been completed sul

'k products of data decommissioning stage

cts of the data decommissioning stage include:

fommissioning report;

e that verification and validation of{data decommissioning stage have been

Fully.

)ntal processes
tive
e of data quality management horizontal processes is to consolidate activities that a1

e of the data quality management life cycle.

ral

ccessfully.

completed

e applicable

ation shall apply and document horizontal processes with process-specific inputs apd outputs.

A , 1 lati

8.3.1 Verification and validation

8.3.1.1 General

Verification and validation processes monitor and assess data quality throughout all stages of the data
quality management life cycle. Verification establishes objective evidence that data quality requirements
have been met. Validation establishes that the data meet intended objectives.

The constraints and limitations of verification and validation processes shall be documented and the
potential impact on data quality shall be evaluated.
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8.3.1.2 Data life cycle quality gates

Each data quality life cycle stage shall specify objectively assessable quality targets of its work products.
Verification and validation shall confirm that all requirements in each stage of the data quality life cycle
have been met. A data life cycle stage shall only be entered with verified and validated input. The results of

verification

8.3.1.3

and validation shall be documented.

Improvement

After successful passing verification and validation of a work product, available feedback from the work
products in its intended use shall be documented and evaluated. A failure of a work product to meet intended
use specification can result in an update of verification and validation processes.

The results ¢

manageme

8.3.2 Co

Configuratig
life cycle.

Work produ
which defin

Configurati

Configurati
quality reqy

8.3.3

8.3.3.1 Gg

Change of d
Al systems

metadata af
to a lesser ¢
occur by rey

8.3.3.2 Planning change management

Change marj
a) beplan

b) include

I

Change management

t processes.

figuration management

bn management shall be planned and maintained throughout the entire data quality 1

cts defined by the data quality plan shall be based on the configiiration managem
bs requirements and purposes for uniquely identified and reproducible items.

n management shall establish applicable data quality requirements for each valid cg

n management shall establish that all valid configurations are meeting all app
irements.

tneral

hta quality requirements and proegesses is expected to occur frequently during dey
ind is supported in the data quality management life cycle using iterations. Data an
e a frequent target for changes, mostly during the specification and implementatior
xtent as a result during the-validation and verification processes. Changes to the d
isiting data acquisition'as a result of activities in data provisioning.

agement shall:
ned and (initiated before any changes;

a plan/that identifies items subject to change and defines a change schedule;

ofidata quality

nanagement

ent strategy,

nfiguration.

licable data

elopment of
1 associated
stages, and
ata can also

c¢) define aprocess that includes:

1y

change request specification (see 8.3.3.3);

2) change request analysis (see 8.3.3.4);

3) change request evaluation (see 8.3.3.5);

4) doc

umentation (see 8.3.3.6).
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8.3.3.3 Change request specification

Change requests shall have:

a)
b) adate;
c) reason,
d)

a unique identifier;

description and configuration of the requested change;

decisions and a rationale for the requested change.

8.3.3.4 Change request analysis

The impact
a) itstype
b) affected
c) affecteg
d) effecto
e) effecto
f) the schg

hT the change request shall be analysed, considering:
(error, adaptation, addition to data or labels, etc.);
items (data, labels, requirements, etc.);
parties, including responsibilities;
h quality;
 pre-existing data or labels;

dule.

8.3.3.5 Change request evaluation

The change
a)

its staty

request and its impact analysis shall be evaluated to decide on:

s (accept, reject, etc.) by an authorized pe¥son;

b) apersonnel to carry out the changes;

its time

9
8.3.3.6
Changes shg
Changes to g
Documentat
a)
b) details

ine.

Implementing and documenting change

1l be implemented and verified as planned.
lata, its quality, usage or verification shall trigger an update to affected assessments

ion for changes'shall include:

list of clhanged.items, including configuration and versions;

f theperformed changes;

ind reviews.

c¢) date for

changes to take effect.

8.3.4 Risk management

8.3.4.1 General

The objective of risk management is to ensure that all risks to data quality are accounted for, assessed and,
if necessary, mitigated.
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8.3.4.2 Requirements and recommendations

The organization shall conduct a risk assessment and maintain documentation with respect to risks
associated to data quality. The risk assessment should consider reasonably expectable uses out of the
intended use of data and their risk consequences. The organization shall manage and maintain appropriate
processes to minimize identified risks.

Risks of the intended use of data shall be specified, justified and documented as part of actions taken by the
organization to assess and treat their risk. The selection of relevant data quality measures shall be updated
and managed by the data quality management system based on the associated risk. The organization shall

communicate risks associated with the data to relevant stakeholders.

NOTE

To define risk management processes appropriate for Al, organizations can consider ISO/IEC 23894.

8.4 Work

8.4.1 Wol
Work produ|
a) documsg
b) docums
c) improvg
8.4.2 Wol
Work produy

a) docums

b) docums

products

'k products of verification and validation

cts of verification and validation include:

ntation of verification and validation results in all life cycle stages;
ntation of constraints and limitations of verification and validation;

bment suggestions.

'k products of configuration management
cts of configuration management include:
nted configuration management plan;

nted configuration strategy;

c¢) documgdntation of valid configurations andassociated quality requirements.
8.4.3 Work products of change management

Work prodults of change management include:

a) change management plan;

b) change requests;

c¢) change mpact andlysis;

d) change reparts.

8.4.4 Work products for risk management

Work produ

cts of a risk assessment include:

a) documentation on data quality risks;

b)

risk treatment plan.
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9 Management of data quality in supply chains

9.1 Objective

The objective of supply chain management requirements is to ensure that any selected suppliers provide
data that meet the requirements of the organization.

9.2 Requirements and recommendations

Supplier selection should consider supplier capabilities to produce quality data according to Clauses 6-8 of
this document.

Requirements to the request for quotation include:

a) The request for quotation to the supplier should contain:
1) regpirements to comply with this document;
2) thejrelevant specifications for the data;
3) relgvant quality requirements.
b) User anf supplier should specify a development interface agreement with:
1) applointment of user, supplier and quality managers;
2) all gctivities in the data quality management life cycle to be'performed by each party;
3) shafed information and work products;
4) the|responsibilities assigned to each party for éach activity;
5) thelqualitative and quantitative benchmarkrequirements (see 6.3.10 item b) );
6) thelinterface-related processes, methads and tools;
7) thelquality assessment activities;
8) thelplanning of the supplier’s.quality assessment report;

9) thelagreement that allows a user assigned auditor to access all required resources for fthe purpose
of the quality audits;

10) the|responsibilities/and activities during operation and decommissioning (see Stages 8-10 in
ISOJIEC 5259-1:2024, Figure 3);

11) regpirements’to communicate information and issues, which have an impact to data qpality or the
risi of violating the development interface agreement;

12) datialifetime rnqnirnmnnfc for data avai]nhi]ify and use

9.3 Work products

Work products of data quality management in supply chains include:
a) supplier selection report;

b) development interface agreement;

¢) quality assessment report.
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