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Forewor

ISO/IEC 5207:2024(en)

d

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

The purpose of this document is to provide terminology and use cases in order to support organizations
during the decision-making processes that occur throughout the use, sharing and exchange of data.

Given the breadth of data use, exchange and sharing activities, these use cases are presented with a
description of the data usage activity including an overview of the data project, objectives, relevant entities
involved, and the processes and interventions used in each case.

The use cases are structured to assist users in identifying the decision-making processes within data related
activities, irrespective of the business or industry sector context. These use cases can provide users with
guidance in considering where control measures can be applied to manage risks within the data process, the
data lifecycle or the data environment.

This documgnt can be used in the development of other International Standards andpip support of
communicatipns among diverse stakeholders and other interested parties.

ISO/IEC 5207 was developed in collaboration with ISO/IEC 5212. Users of this document|can refer to
ISO/IEC 5212(for additional guidance for the decision-making process for the use, shdring and exchange of data.

© ISO/IEC 2024 - All rights reserved
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International Standard

ISO/IEC 5207:2024(en)

Information technology — Data usage — Terminology and
use cases

1 Scope

This document sets out terminology and use cases for data use, sharing and exchange. This document
provides use cases detailing various types of data usage from both historical and hypothetical perspectives.

This docume

2 Normat

There are no

3 Terms,
For the purpq
[SO and IEC n
[SO Onliy

IEC Elect

3.1

information
<information
including con

[SOURCE: ISQ

3.2
data

ht is applicable to all types of organizations.

[ive references

normative references in this document.

definitions and abbreviated terms
ses of this document, the following terms and definitiohs apply.
naintain terminological databases for use in standaxdization at the following addr

e browsing platform: available at https://www.iSo.org/obp

ropedia: available at https://www.electropedia.org/.

processing> knowledge concerning objects, such as facts, events, things, proceg
cepts, that within a certain context has a particular meaning

/1EC 2382:2015, 2121271y modified — Notes to entry deleted]

esses:

ses, or ideas,

re-interpretaple representation of information (3.1) in a formalized manner suitable for communication,

interpretatio
Note 1 to entry)

Note 2 to entr

N, Or processing
r: Data cdn be used for communication, interpretation or processing by humans or autom

y: Communication, interpretation or processing can include the exchange or sharing of

more entities.

Atic means.

data by one or

[SOURCE: ISO/IEC 2382:2015, 2121272, modified — Note 1 to entry modified, Note 2 to entry replaced and
Note 3 deleted]

3.3
metadata

data (3.2) that defines and describes other data

[SOURCE: ISO/IEC 11179-3:2023, 3.2.30]

© ISO/IEC 2024 - All rights reserved
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3.4
data element
unit of data (3.2) thatis considered in context to be indivisible

Note 1 to entry: The definition states that a data element is “indivisible” in some contexts. This means that it is possible
that a data element considered indivisible in one context (e.g. telephone number) can be divisible in another context,

(e.g. country code, area code, local number).

EXAMPLE

The data element “age of a person” with values consisting of all combinations of 3 decimal digits.

[SOURCE: ISO/IEC 11179-31:2023, 3.23, modified — domain “<organization of data>" deleted]

3.5
data object
collection of

ata (3.2) that have a natural grouping and may be identified collectively

[SOURCE: ISQ

3.6

data type
datatype
named set of

Note 1 to entry)

[SOURCE: IS(Q
used “named

3.7

data set
dataset
identifiable c

Note 1 to entr)
extent or featu
feature or feat|

Note 2 to entr
documents, sp
including AVR!

[SOURCE: ISQ

3.8
data set coll
curated colle

[SOURCE: ISQ

/TS 27790:2009, 3.20, modified — “as a complete entity” replaced by “collectively

distinct values, characterized by properties of those values, and Byjoperations on
- Images, audio files and video files are considered complex data types.

/IEC 11404:2007, 3.12, modified — used “data type” instead of “datatype” as pr
set” instead of “set” in definition and added Note 1 to €ntry]

bllection of data (3.2) available for access or download in one or more formats

r: A data set can be a smaller grouping ofidata which, though limited by some constraint
re attribute contained within a larger data set.

: A data set can be presentedih.a tabular form and stored and distributed in tables in w
read sheets or databases, It.eould also be presented in any one of a number of alterr]

D, JSON, RDF and XML.

/IEC 11179-33:2028,:3.5]

pction
Ction of pné or more data sets (3.7)

/IEC11179-33:2023, 3.6]

39

<

those values

eferred term,

such as spatial

re type, is located physically within alabger data set. Theoretically, a data set can be as sinall as a single

ord processed
ative formats,

data set distribution
specific available form of a data set (3.7) or data set collection (3.8)

Note 1 to entry: Each data set might be available in different forms and each of these forms represents a different
format of the data set or a different endpoint.

Note 2 to entry: Examples of distributions include a downloadable CSV file, an API or an RSS feed. This represents a
general availability of a data set.

[SOURCE: ISO/IEC 11179-33:2023, 3.7]

© ISO/IEC 2024 - All rights reserved
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data representation
format, data type (3.6), character set and other characteristics used to represent data (3.2)

Note 1 to entry: Data types apply to individual data elements (3.4). Formats can apply to sets of data elements, such as
records, tables or messages.

3.11

data transformation

conversion fr

om one form of data representation (3.10) to another

Note 1 to entry: Transformation of a single data element (3.4) can involve a change of character set, data type (3.6) or both.

Note 2 to entry: Transformation of a data set (3.7) can involve a change of format, such as from XML to JSON, or from a

table to a data

matrix

Note 3 to entr)
when the lette
encoding.

Note 4 to entry)

Note 5 to entry
to reflect the d

3.12
data transla
conversion of

EXAMPLE 1
EXAMPLE 2
Note 1 to entry

3.13
data produc

collection of gne or more data objects (3.5) that are packaged for or by a specific application

Note 1 to entr)
prevent accesg

Note 2 to entr
noted as such

[SOURCE: IS
entry added]

3.14

‘A’ is transformed from ASCII to EBCDIC, it is still the letter ‘A’, just represented inya-diffe

r: Data transformation does not change the semantics of the data.

i Where the metadata (3.3) for the data includes data provenance, then the metadata sho
ata transformation.

fion

a data (3.2) value from one code set to another

Conversion of codes representing human sexes from{M’ or ‘F’ to ‘0’ or ‘1’, or vice versa.
Conversion of country codes from 2-alpha code‘te 3-alpha code or 3-numeric code.

: Translation is typically used to convert data from different sources into a standard set

!

y: A data product may stillprovide access to the underlying data (3.2) or alternatively be
to the underlying data from which the data product was created.

: A data product thathas been specifically created to prevent access to the underlying
ind recorded in thedata set (3.7) records.

D 21961:2003; 1.5.2, modified — “data items” changed to “data objects”. Notg

data project

- Data transformation does not change the data (3.2) value, just the way it is representerll. For example,

rent character

1ld be updated

bf values.

engineered to

ata should be

s 1and 2 to

programme of work that involves the use, sharing or exchange of data (3.2)

3.15

data process
steps involved in the creation, analysis, or alteration of a specific set of data (3.2)

3.16

data processing
systematic performance of operations upon data (3.2)

[SOURCE: ISO/IEC 23751:2022, 3.8]

© ISO/IEC 2024 - All rights reserved
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data processing system
computer system
computing system

one or more computers, peripheral equipment, software, human operations, physical processes and
information (3.1) transfer means that perform data processing (3.16)

[SOURCE: ISO/IEC 2382:2015, 2121290, modified — added “human operations and physical processes and
information transfer means” and notes 1 and 2 to entry deleted.]

3.18

data environment
set of conditions under which data processing (3.16) or the data process (3.15) occurs

Note 1 to entr
which may aff

3.19
lifecycle
stages involvi

Note 1 to entry
[SOURCE: ISQ

3.20
data lifecycl
stages in the

Note 1 to entr)
[SOURCE: ISQ

3.21

party
natural persd

[SOURCE: ISQ
3.22

organization

unique framg
some purpos

Note 1 to entr)

T The data environment can include the physical, operational, benavioural and organiz
bct data process outcomes.

bd in the management of an asset
r: The target of lifecycle in this document is data (3.2).

55000:2014, 3.2.3, modified — ‘life cycle’ changed to ‘lifecycle’, and Note 1 to en]

J
management of data (3.2)

r: The target of lifecycle (3.19) in this document is data.

/IEC 20547-3:2020, 3.16, modified — “a” déleted from definition, Note 1 to entry

n or legal person, whether or net incorporated, or a group of either

27729:2012, 3.1]

bwork of authorify)within which a person or persons act, or are designated tq

h

r: The kind§6f'organizations covered by this document include the following examples:
ation incorporated under law;

'potated organization or activity providing goods and/or services including:

htional factors

ry replaced]

‘eworded]

act towards

partnerships;

individuals;

a) an organis
b) anuninco
1
2)

3)

4)

c)

sole proprietorships;

governmental bodies.

[SOURCE: ISO/IEC 6523-1:2023, 3.1]

© ISO/IEC 2024 - All rights reserved
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entity
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party (3.21) or data processing system (3.17) with distinct and independent existence from a data (3.2)

perspective

3.24

data originator

party (3.21) t

hat created the data (3.2) and that can have rights

Note 1 to entry: A data originator can be an individual person.

Note 2 to entry: Rights can include the right to publicity, right to display name, right to identity, right to prohibit data
use (3.30) in a way that offends honourable mention.

numbered as

[SOURCE: IS
Note 2.]

3.25
data holder
party (3.21) t

Note 1 to entry

[SOURCE: 1S(
“control over

3.26
data user
party (3.21) t

[SOURCE: ISQ

3.27
ratio scale
continuous s

[SOURCE: ISC

3.28
data level oh
DLO

commitment
a data set (3.]

Note 1 to entr)
[SOURCE: ISQ
3.29

I/IF'(' 23751 2022 32 modified — Note 2 to entry ﬂp]pfpd’ and Note 3 to entry re

hat has legal control over data (3.2) to authorize data processing (3.16),0fithe data by
. A data originator (3.24) can be a data holder.

/1IEC 23751:2022, 3.4, modified — “control to authorize data\processing of datj
data to authorize data processing of data”.]

hat is authorized to perform processing of data (3(2)"ander the legal control of a datg

/IEC 23751:2022, 3.5]

ale with equal sized scale values and an absolute or natural zero point

/IEC 23751:2022, 3.11]

jective

that a data holder (3:25) or a data user (3.26) makes for a specific, quantitative ch3
), where the value follows the interval scale or ratio scale (3.27)

r: A data level-objective commitment may be expressed as a range.

/IEC.23751:2022, 3.12]

other parties

1” changed to

holder (3.25)

iracteristic of

data qualita
DQO

tive objective

commitment that a data holder (3.25) or a data user (3.26) makes for a specific, qualitative characteristic of

a dataset (3.7

), where the value follows the nominal scale or ordinal scale

Note 1 to entry: A data qualitative objective can be expressed as an enumerated list.

Note 2 to entry: Qualitative characteristics typically require human interpretation.

Note 3 to entry: The ordinal scale allows for existence/non-existence.

[SOURCE: ISO/IEC 23751:2022, 3.13]

© ISO/IEC 2024 - All rights reserved
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3.30
data use
handling or dealing with data (3.2) for a specific purpose

Note 1 to entry: This includes reproducing the data but does not include disclosing the data.

[SOURCE: ISO/TS 14265:2011, 2.11, modified — ‘information’ has been changed to ‘data’ in both the
definition and Note 1 to entry.]

3.31
data exchange
concerning the representation, transmission, reception, storage, and retrieval of data (3.2)

[SOURCE: ISO/IEC 20944-1:2013, 3.21.13.1, modified — Note 1 to entry deleted]

3.32
data sharing
access to or grocessing of the same data (3.2) by more than one authorized entity (3.23)

Note 1 to entry: Access to or processing of the data can be synchronous or asynchronous,

Note 2 to entry: In this document, data sharing refers to allowing access to, or the,execution of operations over, the
original data st (3.7).

Note 3 to entry: The way in which data are shared fundamentally influences theavailable controls and the statements
needed in a dafa sharing agreement (3.35).

[SOURCE: ISQ/IEC 23751:2022, 3.7, modified — ‘use of’ changed\to ‘access to’ in Note 1 to enfry, Note 2 to
entry replace(d]

3.33
data usage
any activity ihvolving data (3.2)

Note 1 to entry: Data usage includes data use (3.30); data sharing (3.32) and data exchange (3.31).

3.34
data usage framework
framework that sets out the characteristics which should be assessed by the entity (3.23) in possession of
the data (3.2) and captured within the/metadata (3.3) description

3.35
data sharing agreement
DSA
documented pgreement that defines, guides and protects data sharing (3.32)

Note 1 to entry: A datasharing agreement generally includes a description of data (3.2), data sharing sfcenarios, roles
and participar]ts,platforms, processes, requirements and controls, rights, obligations and responsibilit{es etc.

3.36
data recipient
entity (3.23) that receives data (3.2) via data sharing (3.32) or data exchange (3.31)

3.37
data accountability
accountability for data (3.2) and its usage

Note 1 to entry: Data usage (3.33) includes data use (3.30), data sharing (3.32) and data exchange (3.31).
[SOURCE: ISO/IEC 38505-1:2017, 3.4, modified — “use” replaced by “usage” and Note 1 to entry replaced.]

© ISO/IEC 2024 - All rights reserved
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3.38
competent p

ISO/IEC 5207:2024(en)

erson

person who has acquired, through training, qualification, experience or a combination of these, the
knowledge and skill enabling that person to correctly perform the required tasks

[SOURCE: ISO 11525-1:2020, 3.4]

3.39

responsible data officer
officially nominated individual with data accountability (3.37)

Note 1 to entry: Responsibility should include enterprise-wide governance and utilization of information (3.1) as an

asset, via data

Note 2 to entr

processing (3.16), analysis, data (3.2) mining, information trading and other means.

7: The rpcpnncﬂ'\]p data officer can be an individual which r'ppnrfc toa gnvprning hnr‘y 3

rhich oversees

data related a
responsibility
Government O
(CIOs), or Chie

Note 3 to entr)

3.40
chain of cust
demonstrablg

[SOURCE: ISQ

3.41
access level

level of authgrity required from a resource owner to accessia protected resource

Note 1 to entr
set (3.7), adat

Note 2 to entry)
EXAMPLE
[SOURCE: ISQ

3.42

confidential
information (
(3.23) or datd

[SOURCE: ISQ
3.43

Ctivities, can be a delegated position for a specific task such as a major financial proje
under a permanent role within an organization (3.22) such as Chief Executive Offigers/(
rganizations, Chief Financial Officers (CFOs), Chief Operating Officers (COOs), Chiéfi[nforn
F Data Officers (CDOs), and similar roles.

r: The delegated data authority should be recognized as a competent person(3.38).

ody
b possession, movement, handling, and location of materialfrom one point in time

/IEC 27050-1:2019, 3.1]

1 set collection (3.9) and a data set distribution (3.8).
r: For the public, the level of authority\might describe the degree of public availability of 3
Public, restricted public and nen-public.

/1IEC 11179-33:2023, 3.3]

information
B.1) that is not intended to be made available or disclosed to unauthorized indivi
processes(3:15)

/1EC 27002:2022, 3.1.7, modified — “processes” replaced by “data processes”]

ct or can be a
EOs), Heads of
hation Officers

until another

V: In the context of this document, items to.which an access level may be specified are limited to a data

data set.

Huals, entities

sensitive infl

rmation

information (3.1) that needs to be protected from unavailability, unauthorized access, modification or public
disclosure because of potential adverse effects on an individual, organization (3.22), national security or

public safety.

[SOURCE: ISO/IEC 27002:2022, 3.1.33]

3.44

identifiable natural person
individual who can be identified, directly or indirectly, in particular by reference to an identification number
or one or more factors specific to their physical, physiological, mental, economic, cultural or social identity

[SOURCE: ISO 22857:2013, 3.7, modified — term changed from “identifiable person”, “one” changed to
individual”, “his” changed to “their”.]
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personal information
personal data

any information (3.1) on or about an identifiable individual that is recorded in any form, including
electronically or on paper

EXAMPLE

Information about a person’s religion, age, financial transactions, medical history, address or blood type.

[SOURCE: ISO/IEC 15944-5:2008, 3.103, modified — added “personal data” as an admitted term. Changed
Note 1 to entry to EXAMPLES.]

3.46
data subject

individual about whom personal data (3.45) are recorded

[SOURCE: 1SQ 5127:2017, 3.13.4.01, modified - Note 1 to entry deleted]

3.47

personally identifiable information

PII

any informatipn (3.1) that (a) can be used to establish a link between the informatien and the n

to whom suc
Note 1 to entr
is identifiable,
holding the da
[SOURCE: ISQ

3.48
PII principal
natural persd

Note 1 to entry
data subject (3|

[SOURCE: IS
3.49

information relates, or (b) is or can be directly or indirectly linked to a natural g

i: The “natural person” in the definition is the PII principal (3.48). To determine whether
account should be taken of all the means which can reasonablybie’'used by the privacy sta
Fa (3.2), or by any other party (3.21), to establish the link between the set of PIl and the n

/IEC 29100:2011/Amd1:2018, 2.9, modified — “NOTE” replaced by “Note 1 to ent

n to whom the personally identifiable information (PII) (3.47) relates

146) can also be used instead of the texry “PII principal”.

/1EC 29100:2011, 2.11]

privacy stakieholder

natural or leg

al person, public authority, agency or any other body that can affect, be affected b

themselves t¢ be affected by & decision or activity related to personally identifiable informatia

processing
[SOURCE: ISQ

3.50
PII controlle

/IEC 29100:2011, 2.22]

I

htural person
erson

a PII principal

keholder (3.49)
htural person.

r_}7"]

i: Depending on the jurisdiction and the particular data protection and privacy legislation, the synonym

y, or perceive
n (PIl) (3.47)

holder (3.49) (or privacy stakeholders) that determines the purposes and means f

privacy stake

r processing

personally identifiable information (PIl) (3.47) other than natural persons who use data (3.2) for personal

purposes

Note 1 to entry: A PII controller sometimes instructs others, e.g. PII processors (3.51) to process PII on its behalf while
the responsibility for the processing remains with the PII controller.

[SOURCE: ISO/IEC 29100:2011, 2.10]

3.51

PII processor
privacy stakeholder (3.49) that processes personally identifiable information (PII) (3.47) on behalf of and in
accordance with the instructions of a PII controller (3.50)

[SOURCE: ISO/IEC 29100:2011, 2.12]

© ISO/IEC 2024 - All rights reserved
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de-identification
general term for any process of reducing the association between a set of identifying data (3.2) and other

data about the

data subject (3.46)

[SOURCE: ISO 25237:2017, 3.20, modified - inserted “other data about”]

3.53
pseudonymiz

ation

process applied to personally identifiable information (PII) (3.47) which replaces identifying information (3.1)

with an alias

Note 1 to entry: Pseudonymization can be performed either by the PII principals (3.48) themselves or by PII controllers

(3.50). Pseudon
their identity

Note 2 to ent
stakeholders (3
principals idenjt
[SOURCE: ISQ

3.54

ymization can be used by PII principals to consistently use a resource or service wit

5 W

y: Pseudonymization does not rule out the possibility of there being (a restricted s
.49) other than the PII controller of the pseudonymized data (3.2) which are able|fo det

ity based on the alias and the data linked to it.

/IEC 29100:2011, 2.24, modified - Notes to entry have been revisedy]

data publication

form of data S

Note 1 to entr)
publication on

'
i

Note 2 to entr
tracking, user

y

Note 3 to entry
(3.53) ortheu

Note 4 to entry:

perpetuity.

3.55

haring (3.32) that makes data (3.2) discoverable by any ehtity (3.23)

Data publication may involve an authorized entity who miakes the data available for ex
ne.

: Data access may still be controlled via mechanisms such as registration and access

identification etc.

Data publication may involve security mechanisms such as de-identification (3.52) or pse

Ke of a data product (3.13) which prevents\access to the underlying data.

Data publication may be entirely unrestricted creating public domain data (3.55) whicH

public domajn data

class of data

Note 1 to entry:
Note 2 to entr
varies betwee]
apply to them.

n

[SOURCE: ISQ

y

bbjects (3.5) over which nobody holds or can hold copyright or other intellectual g

Data (3.2) can be.n the public domain in some jurisdictions, while not in others.

The conceptiof public domain and the difference between this and “publicly availablg
jurisdictions. Readers should make themselves aware of the specific legal requiremn

/IEC19944-1:2020, 3.4.4]

hout disclosing

it use.

et of) privacy
ermine the PII

hmple through

ystems, log in

udonymization

can persistin

roperty

" is subtle and
ents that may

3.56
likelihood

probability of something happening

[SOURCE: ISO/IEC/IEEE 15026-3:2015, 3.13]

3.57
consequence
outcome of an

[SOURCE: ISO/

event affecting objectives

[EC/IEEE 15026-1:2019, 3.4.1]
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data storage
data store

ISO/IEC 5207:2024(en)

persistent repository for digital data (2)

Note 1 to entry: A data store can be accessed by a single entity (3.23) or shared by multiple entities via a network or

other connecti

on.

[SOURCE: ISO/IEC 20924:2021, 3.1.14]

3.59
non-volatile

storage

storage that retains its contents after power is removed

[SOURCE: IS

I/IF‘F 27040:2024.3.2 11]

3.60

storage medjium

storage medi
material on W

[SOURCE: ISQ
3.61

storage device

any compong
(3.60), desigr

[SOURCE: ISQ

3.62
big data
extensive da

variability - that require a scalable technology forefficient storage, manipulation, management

Note 1 to entry
used to handle

[SOURCE: IS

3.63
cloud compy
paradigm for
with self-sery

Note 1 to ent
storage equipi|

Note 2 to entr

h
Fhich digital data (3.2) are, or can be, recorded or retrieved

/1IEC 27040:2024, 3.2.16]

nt or aggregation of components made up of one or more devices containing
ed and built primarily for the purpose of accessing non=volatile storage (3.59)

/IEC 27040:2024, 3.2.14]

fasets (3.7) - primarily in the data (3:2) characteristics of volume, variety, vel

r: Big data is commonly used in many different ways, for example as the name of the scala
big data extensive data sets.

/1IEC 20546:2019, 3.1.2]

ting
enabling netwark access to a scalable and elastic pool of shareable physical or virt
fice provisiening and administration on-demand

'y: Examiples of resources include servers, operating systems, networks, software, ap
hent,

y*S€lf-service provisioning refers to the provisioning of resources provided to cloud s

torage media

ocity, and/or
and analysis

ple technology

ual resources

plications and

ervices (3.1.2)

performed by cloud service customers (3.3.2) through automated means.

[SOURCE: ISO/IEC 22123-1:2023, 3.1.1]

3.64

cloud service agreement
documented agreement between the cloud service provider and cloud service customer that governs the
covered service(s)

Note 1 to entry: A cloud service agreement can consist of one or more parts recorded in one or more documents.

[SOURCE: ISO/IEC 19086-1:2016, 3.3]
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data broker

ISO/IEC 5207:2024(en)

party (3.21) that collects data (3.2) from one or more sources and sells the data to one or more data users (3.26)

Note 1 to entry: In the context of data broker, sell means to provide data in exchange for money or other item of value.

[SOURCE: ISO/IEC 23751:2022, 3.3]

3.66

machine learning

ML

process of optimizing model parameters through computational techniques, such that the model’s behaviour
reflects the data (3.2) or experience

1IEC 22000Q.2N0272 2 2 €1

[SOURCE: ISQ/

3.67
artificial int
Al system
engineered s
given set of h

Note 1 to entry
develop a mod|

Note 2 to entry)
[SOURCE: ISQ

3.68
label
target variab

[SOURCE: ISQ

3.69
training dat
data (3.2) us{

[SOURCE: IS

3.70

natural lang
NLP
<system> inf
generation

[SOURCE: ISQ

TG 22 70 7 onm;, o097

plligence system

ystem that generates outputs such as content, forecasts, recommendations, or d
liman-defined objectives

/- The engineered system can use various techniques and approaches.rélated to artificial
el to represent data (3.2), knowledge, processes, etc. which can bé used to conduct tasks.

: Al systems are designed to operate with varying levels of automation.

/IEC 22989:2022, 3.1.4]

e assigned to a sample

/1EC 22989:2022, 3.2.10]

3
d to train a machine learning-(3.66) model

/1EC 22989:2022, 3.3.16}

uage processifg

pbrmation {3-1) processing based upon natural language understanding or natt

/1EC-22989:2022, 3.6.9]

pcisions for a

intelligence to

ral language

3.71
stakeholder

any individual, group, or organization (3.22) that can affect, be affected by, or perceive itself to be affected

by a decision

or an activity

[SOURCE: ISO/IEC 38500:2015, 2.24]
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4 Abbreviated terms:

API
ASCII
CDO
CEO
CFO
CIO
C00
CSV
EBCDIC
JSON
RDF
RSS

Application Programming Interfaces

American Standard Code for Information Interchange
Chief Data Officer

Chief Executive Officer

Chief Financial Officer

Chief Information Officer

Chief Operating Officer

Comma-separated Values

Extended Binary Coded Decimal Interchange Code
JavaScript Object Notation

Resource Description Framework (W3C)

Really Simple Syndication
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Annex A
(informative)

Use case template

A.1 Introduction to use case template

A.1.1 General

Use cases wj|
perspective (
data project,

were put in place. The focus within these use cases is to examine what measures can be used

projects, part
The following
A.1.2 Use(

The use case
they pertain

A.1.3 Domfin areas

Domain or ar

A.1.4 Obje

Each use case

A.1.5 Narr

This section
and recommsg

A.1.6 Data

This section
organization

ere structured using the template described in A.2, however, each case 0ff]
n a particular data usage process. For example, use cases can relate to thecom
the sensitivity of the data involved or the specific process managementr mec

icularly in relation to data sharing, to address data privacy, security birintegrity
Fare the descriptors for each of the sections presented in the use eases.

ase name and overview

hame and overview provide high level context, with focus more on the data relate
[0 the data project itself rather than any industry s€etor specific praxis.

ea to which the use case pertains.
ctives
provides context on the objectives of the data project.

ative

brovides a more detailed description of the use case, how it was structured, and
ndations that weresidentified within the use case.

lifecycle stages

provides~Context on the data project in terms of the data lifecycle which can
b in identifying vulnerabilities within their own data processes.

A.1.7 Figu

Prs a unique
plexity of the
hanisms that
in data usage
ssues.

] decisions as

the decisions

be useful for

€S

This section can assist users of this document in understanding the use case as it is shown diagrammatically.
These figures can provide context for the use case, at a high level, as an overview or can reference specific
elements within the use case.

A.1.8 Stakeholders and stakeholder considerations

This section can assist users of this document in identifying stakeholders in a data project.

A.1.9 Data

characteristics

This section describes the data characteristics within the case study and can include reference to the data
type, data representation and data systems.

© ISO/IEC 2024 - All rights reserved
13


https://iecnorm.com/api/?name=7e764a4f40535e0289510699e02ab9f4

ISO/IEC 5207:2024(en)

A.1.10 Key performance indicators

The key performance indicators (KPIs) are described as those elements used for evaluating the performance
or outcomes of the data project.

A.1.11 Challenges and issues

The challenges and issues identified within the case study can vary and can include technical data
management issues, privacy and security concerns or stakeholder management.

A.1.12 Societal concerns

This section provides commentary on issues that are not commonly considered in scoping a data project as
they can relate to issues such as unintended consequences related to how the data outputs are understood,
interpreted ar applied.

A.1.13 Data|security, privacy and trustworthiness

This section provides context as to how security, privacy and trust issues can arise, be identified, and be
managed within the data project. The management of data security, privacy and.trustworthiness can involve
the implemerjtation of levels of control as outlined in Annex C.

A.1.14 Key Insights

This section provides context on the insights and learnings from the-data project.

A.2 Use case template

The template|used for the collation of use cases is provided’in Table A.1 and is based on:
— [EC 6255Pp-2

— ISO/IEC TR 24030:2021

— ISO/IEC TR 30176:2021

— ISO/IEC TR 20547-2
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Table A.1 — Use case template

Field Description
1. Use case name and overview |Name of the use case and short overview.
2. Domain areas Domain or area to which the use case pertains.
Objectives of the data usage defined by the use case can include the following:
L — Whatis to be accomplished.
3. Objectives i P
— Intended benefits.
— Scope, boundaries and limitations.
. Description, decisions, predictions, recommendations; capabilities and features
4. Narrative . : 1
tidi d1rcc ulllLluC LU LIIT UST LAdST.
5. Data lifedycle stage(s) Description of the data lifecycle stages related to the use case,"d¢cisions made
and outcomes.
Diagrams related to the data usage use case. Diagrams_can include:
) — Drawing of a use case.
6. Figures :
— Data flow diagram of use case.
— Sequence diagram of data actions in use case:
7 Stakgholfﬂe_rs and stakeholder Key stakeholders and any considerations,.expectations related to the use case.
considerdtions
8. Data characteristics Describes the characteristics of the data.
9. Key perfqrmance indicators |Describes the KPIs for evaluating¢he performance or outcome of the data usage.
10. Challenggs and issues Descriptions of challenges andijissues of the use case.
Describe how societal concérns related to the data use are understdod, identified,
controlled and mitigated\Entries in this field can include key considerations of
11. Societal doncerns Sustainable Development Goals in relation to the use case context; approach taken
to digital inclusion censiderations; particular attention given to patential harms
and sensitivities,
12. Data secyrity, privacy and Describe the seecurity, privacy and trust aspects of the use case pnd how they
trustworthiness identified, controlled and mitigated.
Brief deseription of key lessons and insights to be learnt from thisfuse case. This
13. Key insights fieldiswrseful both for overall analysis of the use cases and for general application

of the use cases.
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Annex B
(informative)

Use cases

B.1 Use case 1: Online education analytics

B.1.1 General

This use case|
online learni
education sy

B.1.2 Use ¢

This use casg
sensitive asp

— students
data collg
data ana

automate

B.1.3 Dom|

This use case

B.1.4 Obje

This use cas{
ethical practi
It introduces
and automat
framework fa

The premise
management
data analytig

describes a commercially developed analytics environment that used proprietaiy
g platform to assess online learning activity and outcomes, and the performarc
tem.

ase name and overview

p provides an overview of a data use project from inception to ‘operation whicl
ects, including the following:

and minors as data subjects;
pcted direct from data subjects;
ysis provided back to data subjects and education institutions;

d online interventions based on data analysis:

@in areas

describes online education reporting and learning analytics (LA).
ctives

describes the mechanisins for integrating learning analytics, data privacy tech
a new standardizeéd measurement of privacy risk as a key mechanism for opg

ng data privacy ;controls within the traditional data pipeline. It also describes
r conducting'ethical learning analytics.

of the project described in this use case is that the existing body of work on the
privacy enhancing technology and ethical analytics can be harnessed to systen

data from an
b of an online

1 had several

nologies and

ces into a unified operational framework for ethical and privacy-preserving learnjing analytics.

brationalising
a repeatable

bthics of data
hatize ethical

s and-reporting. The approach consists in equal parts of education and metho

collaboration

Figure B.1 a)].

and analytics capabilities, and privacy enhancing technolo

B.1.5 Narrative

ology, secure

This use case describes the use of data by an online education service provider wherein the data source is
the service provider’s online learning platform (OLP). These data include information about participating
students, their online activities and learning outcomes such as:

— engagem
engagem

engagem

ent with the learning platform and material;
ent with other students (in team-based projects);

ent with teachers or facilitators;

assessment details and results.
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Many of the programmes involve experiential project-based learning with a real-world client and industry
mentor. Feedback and normative grading from these are also included.

The data are put to two uses:

a) Providing experimental data for collaborative learning analytics (LA) research programmes with
research collaboration partners. Experimental data include information about participating students,

their onli

1y

ne activities and learning outcomes and the following:

“time on task” (time spent on each activity);

2) details of the frequency and sequence of discrete engagements with the learning materials.

These are only accessible to a small and vetted research team after de-identification (details below).

b) Creating|dashboards and reports on student activity and outcomes for internal, exterr
public consumption.
This is mostly summarized information, however, some drill-down data is available'to cu
includes:
1) Internal performance reporting: Platform and program usage, student engageme
related ratings, billing-related data.
2) Internal product reporting: Feature usage and engagement.
3) Custpmer reporting (mainly teaching institutions): Usage~and engagement for thei
student performance.
4) Whitlepapers for general publication: Studies of studetit engagement, completion rates g
The key interjded outcomes include the following:
— improved understanding of behaviours conducive to experiential learning and ability
learning data as a proxy;
— understand engagement with the learning platform and student outcomes to improve plat
and learnjing programme design;
— develop public domain whitepapérs on student outcomes and other benefits of the platforr
— standard business metrics reporting.
B.1.6 Datallifecycle stages
B.1.6.1 Gerneral
The data lifegyele-stages for this use case are described against a four-tiered data managem
[Figure B.1 b]].

al client and

stomers. This

nt, program-

r institution,

nd outcomes.

[0 use online

form features

=)

ent structure

B.1.6.2 Extraction and de-identification

This stage maps to “2. Extraction and De-identification” in Figure B.1 b).

See also the data management quadrant in Figure B.1 a).

Data were not collected from the end user for this use case. Semi-structured data were extracted from the
source learning platform by an internal API. Basic de-identification was performed as part of this process.
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Direct identifiers, such as student name and ID, phone numbers, etc. were replaced by non-reversible unique
identifiers (UIDs) or removed altogether. The resulting de-identified data were stored in a data lake.

a)

b)

Control environment level: High control.

Data extraction for analytics was done in accordance with the organization’s data privacy and data
use policies, and approval was provided via client agreements. The purpose of collection and use was
clearly stated.

Principles:

1) Separation of uses (a key principle). Source system data was not available in its “raw” form for
anything other than the learning platform’s primary use. That is, the development, management
and support of a learning programme and enrolled participants. Roles authorized to access the

o
CTO.

Souree-svstem Aota vazarn i d
L O J]JLblll Uudidad vvwieI LU I11I11itcu

i) quthorized learning platform users (within the scope of their role);
i) 4

iii) dlevOps technical support personnel (when required to support a customer or the [platform).

uthorized customer support personnel;

Othefr uses of the data were designated “downstream”. Downstreamtusers did not have access to the

learnjing platform database or “raw” data.

Analysts working on dashboards and reporting, or learning.analytics research were able to access
extracted and de-identified copies of the data from the datalake. Further user segmentation existed
basef on the user’s role.

2) Privdcy by design (PbD). The separation of uses and de-identification of data for downstream use
was key to PbD. Automated de-identification begins-to build privacy principles into the|data pipeline

infrastructure.

B.1.6.3 Pri
This stage m
See also quad

The data wen

Privacy 1
risk asse
of the ris

The PRE
prelimin
tool uses

pacy risk assessment

\ps to “3. Privacy risk assessment” in the data management structure (Figure B.1
rants 2 and 3 in Figure B.1@).

t through two more preparation steps before they were used:

isk assessment. This was an automated procedure in which data were passed thro
ssment tool which derived a privacy risk evaluation (PRE) metric. PRE is a statis
k that an individual can be re-identified from the data.

calculates a numerical measure of the risk of re-identification of a dataset w
hry de-identification already applied (removal of names and other direct identifi
a<€ombination of statistical and Artificial Intelligence techniques to arrive at this

b)).

ugh a privacy
fical measure

hich has had
brs). The PRE
measurel37],

Metadata enhancement. The source extract process populated basic metadatavalues such as datasources,
and date and time data. More metadata were added to provide a minimum level of information about the
collected data (including source details and timing, completeness, treatment or transformations applied,
fitness), depending on context.

Control environment level: High control.

Authority to store was controlled by the organization’s data management policies and procedure
which dictated the PRE levels required. Metadata included PRE and data provenance and completeness
information.
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b) Decisions:

PRE threshold failure. An automated threshold was set at this point to highlight data that had a

higher-than-desired PRE (i.e. above the set re-identifiability threshold). There needed to be a
decision at this point to:

apply additional privacy enhancing techniques to the data;

ii) remove the data; or

iii) store the data without change.

Data characteristics. Analysts were able to decide how to treat data to the extent that there was

the possibility of the analysis results being skewed or being considered not-representative. There

d to be a decision at this point to:

1y
i)
2)
nee
i)
ii) 1
iii) 3
c) Principle
1) Priv3
auto
nece
met3
2) Ethic
data
part
repo
B.1.6.4 Ang

This stage m:

The approac

components @lepicted in Figure B.1 a).

withhold access until problems were able to be rectified;

emove the data; or

tore the data without change (but include metadata information aboutfitness).
S:

icy by design (PbD) and default. Inclusion of PRE measures with all data wa
mated data storage process. Application of additional-privacy enhancing t
csary was either manual or automated. All uses of the data were informed by
data.

al data usage. Metadata and PRE helped inform analysts on the ethical implic
projects. For example, the PRE assisted with decisions about the release of
es [Figure B.1 d)]. Metadata assisted in appropriate selection and use of data for
Fting.

lysis and Reporting
\ps to “4. Analysis and Reporting” in Figure B.1 b).

h to learning analytics  and general reporting was similar, governed by thg

nvironment level: High control.

uthority to.use-and release outputs was required. PRE measures were consulted
n data shdring. Expertise and experience of analysis and data scientists was ensu

P«

a) Control ¢
Explicit
making ¢

b) Decisions:
1) Ethic

5 part of the
bchniques as
its PRE and

ions of their
ata to other
analytics and

operational

for decision-
red.

alplrpose. This primarily pertained to predictive analytics and profiling or ¢

ategorization

projects. It required the project to be justified based on its beneficial purpose and theoretical
underpinnings. This was supported with an experimental design framework to prompt analysts to
think about their decision making around data selection, treatments and the application of results,
and an open peer review process.
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2) Reports and dashboards. This included the PRE metric for the underlying data to inform the
recipient on their decisions to share reports or to copy or reuse data.

¢) Principles:

1) Privacy by design. Continued reference to and re-use of PRE brought privacy considerations to the
fore in the preparation and distribution of reports. Report recipients were reminded of data privacy
with the inclusion of PRE measures in dashboards and reports.

Collaborative projects were required to work inside the secure collaboration environment to

protect data and intellectual property [Figure B.1 d)].

2) Ethical decision making. A supporting experimental design framework ensured consideration and
documentation of the impacts of algorithm and data selection as well as treatments and omissions.

NOTE Ma

rshall et all3Z] pp 748-751 contains a detailed example of the methodological componént

decision makipg framework including details of an experimental design framework.

s of an ethical

B.1.7 Figures

1 | Trust and capability Data management 2
Agreements Data hygiene
Security, hardening and encryption Metadata
Traceability Privacy by design
Monitoring and testing Risk management
Background checks Data lifecycle management
Skills and awareness
Peer review

Evidentiary
@f;a(:y

Security monitoring and control
Privacy risk'measurement Information security
De-identification Information management
Privacy-aware analytics Privacy policy
EXperimental design approacn EXperimental design [ramework
Record keeping Data sharing
Ethical decisions Privacy risk assessment approach

3 Tools and techniques Policies and procedures 4

a) Key components of an operational framework for ethical data analytics
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/ Dev-ops and \ / Data science and \

engineering analytics
1 /Creation - learning \ Privacy risk assessment :;)
platform use — PRE assessment
— Learning platform use _» — Metadata enhancement

— Platform and user
support

J

J N
l N\ ya ¢

~
-

2 ( Extraction and ) Analysis and reporting 4
y de-identification — Analysis N

— De-identification
— Data lake population

\> NS =/
b) Four-tiered data management structure
[~ Purpose

Scope — Education|and skills

1. Clarify project +-< Intent
nten

 Outcomes and benefits -

— o

Fitness

2. Source and clear data+" Provenance — Policy guidlelines
Permissible use

— -

[~ Identification risks

acceptable Impacts

Likelihood

 Subjects at risk _
; tinacceptable
@t pr@ re-test 7

—

3. Privacy risk test +-< — Policy guiglelines

Perturbation and obfuscation
4. Mitigation test +‘ Removal of high risk records — Tools
Change scope or outcomes

mitigated

Stop or

escalate

c) Privacy risk assessment decision flow, part of a wider methodological framework
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/Partner 2 - research organizati&

/Partner 3 -research organizati&

Proprietary tools/

API API
Developer \ [ | |8ateway gateway| [
portal T T
[
\Proprletary tools / Secure collaboration environment \
% 5
[
API
gateway
]
Partner 1 - learning platform provider
8 Sy
Datalake  Proprietary tools
d) Secure collaboration, experiment working scenario
- sEToToc Privacy risk evaluation Analvtics
Dafa de-identification i (PRE) @ y @<>
! - -»i ﬂg —————— N

B.1.8 Stak
The key stakd

O
)

________ o #

X

7
+ — — Reject

e) Example experimental pipeline

Figure B.1 — Use Case 1

bholders\and stakeholder considerations

tholders included the following:

Analytics rep|
Meta-data + an|

results

A\ R R RN/

psitory
alytics +

— Corpora

] H 1oL, A | H A | A A H H iall H 1oL
cdal llllls }JlaLlUl IIIdiifu STIr vitto l.ll UVIUCL. Al UVIIIIIICT CA}JCI ICIILIAI IT Al llllls }JlaLlUl I1

and services

provider, providing skills development programmes to adults and university students. Over fifty percent
of Australian universities contemporaneously engaged the services of this organization, with many
thousands of students enrolled.

— Corporate clients. Higher education institutions, mainly universities, which used the learning platform
and services to provide skills development programmes to their student cohorts.

— Students. Higher education students who engaged with the learning platform as part of in-curriculum
and extra-curricular skills development programmes at their university.

— Research collaborators. Industry partners and research institutions who worked with the corporate
learning platform provider to conduct research into learning analytics and privacy enhancing
technologies for the online learning industry.
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— Government sponsors. Financial support was provided for a major collaborative research project by the
Australian Department of Industry, Science and Resources.

Stakeholder considerations included the following:

— Student data privacy and protection. This was a key consideration for all stakeholders, and in particular
the learning platform service provider which was the main source of data. The analytics conducted
with student learning data offered significant potential benefits to the business and to future students
via targeted interventions and other platform improvements. Both legally and ethically, these benefits
cannot be achieved at the expense of a breach of student privacy.

— Data and intellectual property protection. Data sharing between stakeholders during research
collaborations and report distribution was a key part of the programme. Management of data and
insights, including physical and logical separation between collaborators as well as client organizations

was a keyconsideration.

— Avoidande of adverse impacts. Validation and monitoring of insights and interventions basgd on learning

analyticd was used in order to avoid adverse or negative impacts. Risk management plans
unintended adverse impacts was key to this consideration.

B.1.9 Datajcharacteristics
Data charactgristics for this use case included the following:

a) Student dlata. Un-summarised, time series data describing student-dctivities and engagen
material fon the learning platform included:

to respond to

hent with the

1) Enrdlmentinformation included basic studentidentification, university or other learning institution,
and §tart and end dates.
2) Reading and engaging with instructions and teaching content.
3) Progfress against tasks and assessments.
4) Engagement and discussion with other\students, mentors, and student supervisors.
5) Studgnt submissions included written material, video submissions and online assessmjents.
6) Normative and informative feedback from mentors and supervisors in the form [of grades or
cominents.
7) Studgnt ratings of thé learning experience, platform, and the performance of mentgrs and other
coorflinators.
b) Course dpta. Course’design information included structure and learning outcomes goals.
c¢) Metadatgd. At aTainimum the following:
1) Contextual information about the data including date of collection, some programme and institution

information, relevant fitness information (such as completeness).

2) Privacy risk evaluation metric associated with the data.

As described in this use case, data were subjected to rigorous privacy enhancing techniques from the start
and individual student identifiers were removed or replaced. The nature of much of the analytics required
that pseudo-identifiers were used so that it was possible to analyse discrete student journeys.

B.1.10 Key performance indicators

Key performance indicators for this use case included the following:

— Standardization of data privacy management for all application data, without significant impact on
productivity or ethical use.
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Systematic application of a high standard of care and responsibility in data analytics and reporting

activities that were verified via documented decision making at key ethical decision points (project

justificat

ion, data selection, treatment, verification, etc.) and peer review.

identification and separation of duties.

B.1.11 Challenges and issues

Challenges and issues for this use case included the following:

Built-in mechanisms to support data privacy by design and default with the automation of key initial de-

— Up-front establishment of infrastructure and procedures. There was some front-loading of project costs
to establish the security and privacy by design infrastructure. Although there was a good business
case for doing so, with the downstream, efficiencies from a semi-automated process, it was a difficult

investme

Establish
techniqu
different

nt case to make, especially as this was not standard practice at the time.

ment of a harmonized PRE. There was continued active research to develop th
bs to measure privacy risk. With a number of approaches used, each *having
areas, the harmonization of these approaches into a single mechanisf)for measg

challenging.

Developr]
the PRE

relations
term, ing
agreeme

B.1.12 Socié¢

Societal conc

Represer
extra-cul
students
importar
be mana
experime
revalidat

Learning
program
Outcome|
sponsor.
more dir

Student 4
was to ba

rhresholds for different levels of data access. Every organization had different ci
hips with their customers, and risk appetite, and needed ta'gothrough a similar pr
ustry standardization made this process more efficient'and facilitated better
ts and procedures.

rtal concerns
erns for this use case included the following:

tational qualities of the data. Most programmes which provided data for this
ricular skills development programimes targeting undergraduate and gradu
Participation was voluntary and the€refore the student cohort was self-selected. It
t to understand how the resulting analytics can and cannot be used (how generj
bed for example). It was alsg important to make use of a detailed experimental d
ntal pipeline [Figure B.1.e}pwhich preserved data and experiments for future re
ion.

outcomes. ManySef* the learning programmes were project based experien

e underlying
strengths in
urement was

hent of PRE thresholds. Trial and error and a high volume of testing were required to assess

rcumstances,
pcess. Longer
data sharing

se case were
ate overseas
ivas therefore
1lizations can
lesign and an
plication and

tial learning

mes where student teams conducted short real-world projects for an industry
5 were often based on the success of the project and feedback of the business me

bct data((Spich as a learning assessment component).

organization.
or or project

twas impertant to ensure that this was not used as a proxy of student learning outfome without

gency:'An ethical consideration when using analytics to optimize the online learning process
lanee improved student outcomes with student agency. Student agency, as defined by the OECD

is “...the capacity to set a goal, reflect and act responsibly to elfect change , making students more able
to “learn how to learn”[28], This was a consideration when experimenting with automated interventions
based on analytics insights. It was important to ensure that all such research was supported by learning
theory and student’s agency was not removed. In most cases, the team leaned towards using insights
to alert student supervisors or coordinators to suggest an intervention in preference to automating the
intervention directly.

Data privacy and security. As discussed in

B.

1.14, data privacy was particularly important when analytics

created new insights about individual student performance. The default position was not to surface
insights about individual students.
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B.1.13 Data security, privacy and trustworthiness

Data privacy, security and trustworthiness were key components of the project, its goal being to develop
actionable and practical privacy enhancing learning analytics for the education industry.

Results for this use case included the following:

a) Privacy by design. As illustrated in Figure B.1 b), data privacy was built into the fabric of the end-to-end

b)

data pipeline to enable privacy by design and default:

1) Separation of duties. A key part of this was to support the separation of duties so th

supporting the platform and its primary uses had access to the raw, identifiable, data.
other down-stream users of the data only saw de-identified information.

2)

3)

Privacy risk evaluation (PRE). A mathematical measure of the risk of re-identificatio
with|the data at all times to inform users and recipients of the data on their-freatment
PRE [measured the residual risk of re-identification once privacy enhan€ing techniq
applied. Figure B.1 e) shows a simplified example of the automated use 6f PRE in the
pipeline established for collaborative research. Because this was/a-€ollaboration Y
reseqrch partners, the data were not made available to researchers.if they failed to meet a pre-set

threghold at step 3 of Figure B.1 e). Further privacy risk reduction treatments had
before the data were available to the project.
4) Privacy awareness and literacy. Corporate data management procedures and educd
analyst and report recipients to make sound decisions.about sharing and use of the g
the FRE. Report recipients, including professionals, were visually reminded of the p
the data and residual privacy risk by attaching the \PRE to reports and dashboards.

b-based solution and regular user reviews. Movement of data in and out of con
d. Secure API connections enabled collaboration between participant organiz
areas, as well as'common areas which were accessible by all participants. All
data in apd out of the environment, and between secure areas, was logged, enabling a “tru
approacH to bolster eentractual collaboration and data sharing agreements.

The working scenario in Figure B.1 d) gives an illustration of how a collaborative grogﬁ

three different erganizations engaged in a collaborative research project to develop priv
learning pn@lytics tools, which is documented in Marshall, et al. (2022)[37],

at only those
Analysts and

nt with non-

n was stored
and sharing.
les had been
experimental
vith external

to be applied

tion assisted
ata based on
eople behind

ronment was
orts securely
d for project

ation using a
trolled areas
ations across
movement of
st but verify”

comprising
y enhancing

Background police checks were also mandatory for all employees and contractors with access to the data
or application back end, without which there was a risk of other security measures being invalidated.

Trustworthiness. Secure environments and a privacy by design approach both served to
trust (trust but verify). These supported basic trust structures, such as legally binding
agreements and terms of use.

contribute to
collaboration

The addition of PRE metrics to all externally reported data was a measure to deepen a sense of
trustworthiness with the customer base.

B.1.14 Key insights

This use case was an experiment in merging existing tools and methodologies to “bake in” the ethical
treatment of data across the entire data lifecycle. Sufficient progress has been made in key areas of data
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privacy, security, metadata management, experimental design and ethical considerations around the
appropriate use of data that a more ethical, wholistic approach to ethical data management and use is
possible today. This will improve over time as more tools become available.

To a great extent, the process can be systematized to remove, where appropriate, the friction that privacy
and ethics processes can introduce and to give analysts and users more freedom to innovate. This does
not simply mean the mechanization or automation of processes, but having associated methodologies and
decision-making frameworks and broader education around ethical data use.

This approach can be particularly applicable to the small to medium enterprise and start-up business
communities, which have more limited focus, budget and expertise for managing their data responsibly.
Shared tool sets and standardization on PRE thresholds can pave the way for more effective data
management for these organizations.

B.2 Use cgse 2: Government led COVID-19 case data publication

B.2.1 Gengral

Use case 2 wjis a government data publication programme that included sensitive,data, de-idgntification of
data and stafistical analysis to provide a level of assurance around the risk ©fjre-identification. Data was
published dajly and made publicly available in a highly sensitive environmént commencing with the first
major wave of COVID-19 infections.

B.2.2 Overnview

Use case nar

This use case
data (COVID-
used to analyj
possible. Thig

B.2.3 Domfin areas

Government
daily by post

B.2.4 Obje

The objectivd
by releasing

ne: Release of COVID-19 confirmed cases as open data in New South Wales (NSW

provides an overview of a data project which published current de-identified sen;
19 cases) taken from government health sefvices information. A mathematical ti
se the data prior to publication to determine whether re-identification of the data
mathematical treatment was referred te as a personal identification factor (PIF)

data and the public domaini{-Release of COVID-19 confirmed cases information
fode in NSW, Australia from-March 2020 to August 2022.

ctives

was to increase situational awareness of the developing COVID-19 situation in N
data at a fine\grained spatial (postcode) and temporal (daily) level of confirmec

, Australia

itive medical
eatment was
subjects was

as open data

SW Australia
cases, likely

source of infdction, agel@finfected individuals, as well as records of COVID-19 testing.

B.2.5 Narrptive

In March 20 ing number of
confirmed COVID-19 cases on a daily basis at postcode level. Issues of the level of personal information
and the sensitivity of the data were of foremost concern. This was balanced with the strong desire of the
public to be informed about the developing COVID-19 situation. A complete set of possible fields for release
was collated from NSW Health sources, and then tested for the total amount of information that would be
revealed about individuals if released (and the individual was identified).

A series of consultations were undertaken regarding the balance of data being released “in the public
interest” versus data which were merely “of interest to the public”. The risks associated with re-identification
of individuals was also considered and how much information could be associated with an individual who
was identified.

A personal information factor (PIF) tool had been developed and tested some time earlier. The PIF tool was
used to develop an upper limit measure of the worst-case (greatest amount of) information that would be
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released if an individual were identified. This tool and measurement process was used to design in additional
protections (disconnecting features, aggregation, obfuscation) for the data before they were released as
open data. The data in the reduced feature tables were analysed each day to ensure the PIF was reduced to
an agreed level before release. The data set was assumed to be in the form of rows (unique individual) and
columns (features related to that individual). The data released were also used to create spatial maps for
those who did not want to access the data directly.

For more information, see the NSW Government case study “Case Study: Personal Information Factor (PIF)
Tool”[39],

For a description of the PIF tool, see the CSIRO and Data61 web pagel£9].

B.2.6 Data lifecycle stages

onment. The
bss limited to
to the wider
control in the

data productf created from analysis are released into a high control environment, with accg
authorized i
public as ope
environment

Data travers}s through the stages ot collect, transmit, store, analyse 1n a high control enyii

dividuals for respective environments, or a no control environment released
h data. Figure B.2 a) shows the data lifecycle stages in relation to variousilevels of
Within this control environment, two data product sets were createds

High con
accessed

[rol environment: Raw data with personal information and sensitive location infa
by data custodians.

rmation only

No contr]
postcode

pl environment: Raw data reduced levels of personal information and spatial ipformation at
level.

A very high c
instrument. ']

Control level

purpose. Doing so required an objective, repeatable, standardized assessment of:

— capabilit
governal
purpose;
data qua
sensitivif

degree o

A no control
data. A high ¢
clearly autho
lifecycle: dat4

pntrol environment was not required as data colleCtion and use did not require 3
'he path of these two data products through the/data lifecycle stages is shown in |

s were calculated based on (proven) capability, (assessable) governance an

Y

ce;

ity and provenance;
y of data;
f personal information contained in datasets.

environment requires no assessments nor any restriction on people accessin
ontrol.environment involves skilled people working in a strong governance envi
Fized purpose. It is also important to note that capability included skill in all stag
| analysis, data provenance, governance and security.

special legal

‘igure B.2 b).
H (verifiable)

o or utilising
onment with
es of the data

Figure B.2 a) illustrates how different levels of control in the environment will have different requirements
in relation to the authority to collect, use or share data, metadata about data quality and provenance, and
expertise relevant to the data, project and data lifecycle stage.

A very high control environment has:

high quality data and metadata;

specific purpose and authority to access and use data;

expert analytical capability and domain expertise;
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strong governance and security at each stage of the lifecycle;

estrictions on release of data and insights, or secondary use of data and insights;

nd by limitations on data access and use.

people that have met general expertise requirements as well as project specific requirements and agree

Data in this environment is very high sensitivity with a very high PIF. This level of control is suitable for:

data which is reasonably personally identifiable;

data which contains sensitive subject matter;

data which can only be accessed under an external instrument such as a Public Interest Direction (PID);

data whi

A high contrd

requiren

expertus
data qua

very skil
strong g¢
explicit r

people W
limitatio

In such an en
is moderately

— data whi
data whi

— data whi
A moderate ¢
general g

experien
quality a

explicit purpose and authority to access and use data (although it might net have pr

Ch has a well quantified quality (need not be high quality).

] environment has:

ents);

ers that are experienced with data of the quality provided, and with associated m
ity and provenance;

ed analytical capability and domain expertise;
vernance and security at each stage of the lifecycle;
estrictions on release of data and insights, or se€ondary use of data and insights;

ith access that have met general expertise.requirements and have agreed to
s on data access and use.

Fironment, there can be broad authority to collect, store, and use data. Data in this
sensitive with a moderate PIF. Thisdevel of control is suitable for:

Ch is not reasonably personallyidentifiable;
Ch contains sensitive subject matter;

Ch has a well quantified quality.

pntrol environment has:

urpose andauthority to access and use data (such as an authorizing regulatory fi

Ced users-dealing with data of the quality provided and with associated metada
hd provenance;

bject specific

btadata about

be bound by

environment

amework);

ta about data

TorTy croo Co pPorioTITey T T oo I e P e tro ey

strong governance and security at each stage of the lifecycle;

access and use.

general restrictions on the release of data and insights, or secondary use of data and insights;

people with access that have met general requirements and have agreed to general conditions on data

In such an environment, there would also be a broad authority to collect, store and use data. Data in this

environment

is moderately sensitive with a moderate PIF. This level of control is suitable for:

— data which are not reasonably personally identifiable;

— data which contain some sensitive subject matter;
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— data which areof sufficiently high quality for the intended use.

A low control environment can have:

— no explicit authority to collect and use data, but no known restrictions to use data;
— users with some experience dealing with data of the quality provided;

— users with some analytical capability and domain expertise;

— appropriate governance and security at each stage of the lifecycle.

Alow control environment can have assumed authority to collect, store, and use data and can have metadata
on data provenance and quality. In this use case, such an environment did not have restrictions on release of
data and insights, or secondary use of data and insights. In this environment, data has a low PIF. This level of
control is suitable for:

— data whigh are not reasonably personally identifiable;

— data doe$ not contain sensitive subject matter;

— data whigh are of sufficiently high quality for general use.

A no control ¢nvironment can have no controls in place. It is suitable for:
— data whigh have been approved for release as open data;

— data whith are of sufficiently high quality for general use.
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B.2.8 Stakeholders and stakeholder considerations

The key stakeholders include the following:

data custodians at Ministry of Health, Premier and Cabinet and Customer Service;
domain experts from contributing agencies;

data analysis team at NSW Data Analytics Centre (DAC);

NSW Chief Data Scientist;

cyber security and governance teams at NSW DAC;

NSW Privacy Commissioner;

The stakeho
identification

B.2.9 Data
The data cha

unit recq
informat

NSW Ompudsman.

der considerations related almost exclusively to the reliability of the data an
(privacy and security).

characteristics
racteristics included the following:

rd level, de-identified data containing sensitive health\information and sensi
jon;

— data proglucts at aggregate (insights level).

B.2.10 Key ]

Data of this {

previously bg
from the NSV

B.2.11 Chall

The data set

pberformance indicators

ype (unit record health data released.dt*fine grained temporal and spatial leve
en released to the public. KPI's wereshased on NSW customer feedback, complai
/ Privacy Commissioner and the NSW Ombudsman.

lenges and issues

was updated daily for @pproximately 2.5 years. Based on NSW customer feedb

were used fo
that were re

a range of local reporting applications. Very few complaints were received. Th
ived were addressed by developing guidance for use of the data released to the g

B.2.12 Soci¢tal concerns

The data used to createthe COVID-19 confirmed cases data asset are protected by NSW state 1
government policiesxThe declaration of a health emergency enabled unusual levels of data sharing within
NSW governiment arid with the public. Normal measures were applied to data use that ensur

of privacy a

d risk of re-

tive personal

Is) had never
nts and input

ack, the data
e complaints
ublic.

gislation and

bd protection
controls and

that data were kept secure, including a comprehensive framework of securityj

standards.

B.2.13 Data

security, privacy and trustworthiness

The data used to create the COVID confirmed cases data asset are protected by NSW State legislation and
government policies. The declaration of a Health Emergency enabled unusual levels of data sharing within
NSW Government and with the public. Normal measures were applied to data use that ensured the protection
of privacy and that data was kept secure, including a comprehensive framework of security controls and

standards.

B.2.14 Key insights

Given the nature and granularity of the dataset created for situational awareness for COVID-19 case

development

in NSW, each sensitivity identified was “high”.
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Aspects of sensitivity of use of data included:

— sensitive

subjects recorded in data (health data);

— fine grained temporal reporting (daily);

— fine grained spatial reporting (postcode).

When data were released each day, the entire data asset (back to March 2020) was reviewed for its PIF,
ensuring that the concerns of re-identification addressed every element of data which had been released
back to first release.

B.3 Use case 3: Cross government agency data sharing to support human services

system refprm
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areas included in this use case came<from 11 government agencies, includin
bervices, Child Services, Health Services, and Justice. However, this use case
ny data sharing project, particularly’ones involving services for children and yoy
jects with sensitive personal information or personally identifiable information.

ctives

tem reform is the underpinning data set, now known as the Human Services Data
pther data collected-by individual NSW government agencies to take a unique

Ce usage and effectiveness to improve outcomes. It links administrative data acrg
e, Industry, Transport, and other agencies. The data set consists of linked long
individualtchildren and their families. Concerns about increased numbers of dat

Cribedtin this use case. See the concept diagram shown in Figure B.3 a) for an illug

The separatg
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5k of créating Personally Identifiable Information (PII) motivated the design ¢f the shared

tration.

data were de-identified and linked by a specialist data linkage centre, meanir

g all records

were anonymous.

The data wer

e, nonetheless, personal in nature and sensitive from many perspectives.

B.3.5 Narrative

B.3.5.1 Overview

In 2015, an independent review of OOHC examined the state of the system in NSW. The review found
the system to be ineffective and unsustainable, failing to improve long-term outcomes for children or to
arrest the devastating cycles of intergenerational abuse and neglect. Outcomes were particularly poor for
Aboriginal children, young people, and families.
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The review outlined a vision for whole-of-system reform to deliver improved outcomes for vulnerable
children, young people, and families. This recommendation was approved by NSW cabinet in August 2016
and led to the establishment of the Their Futures Matter (TFM) programme.

In the first three years of reform, NSW progressed each of the following recommendations of the 2015 review:

developed and implemented an investment and commissioning approach to direct funding, effort, and

resources to those with the greatest needs;

established a cross-agency dataset and investment model which provided a full picture of total system

expenditure for vulnerable children and families;

developed a framework to monitor and evaluate outcomes for vulnerable children and families across

government;

expandedl investment in intensive family preservation and restoration services using the gv
models:

- Child Welfare (FFT-CW);

developed a trauma treatment service for children in OOHC, and new investment in sust
placements to improve stability for children;

introduced personalized support packages for identified cohorts of\ulnerable childn
families;

improved planning and support for young people transitioning te adulthood from the OOH

increasedl the evidence base for interventions that work for-Aboriginal children, young pe

and communities;

redesign

Key to the su
together datd
usage and eff]

The separate
were anonyn
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records from|
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a) Child prd

bd the intake, assessment, and referral ‘accesssystem’.

Fcess of the investment approach was thé.underpinning data set, known as the HS
collected by individual governmentragencies to take a unique and powerful vi
pctiveness to improve outcomes.

data were de-identified and‘linked by a specialist data linkage centre, meanir
ous.

ut the data

was unprecederted in scale in NSW, bringing together 27 years of data, over
over 60 frontlin€e data sets in 11 government agencies.

freams, olitcomes and life events included in the data model were as follows:

tection:

Conga

ernreports.

idence-based

ultisystemic Therapy for Child Abuse and Neglect (MST-CAN) and Functional Family Therapy

aining OOHC

en and their

C system;

bple, families,

DS. It brought
bw of service

g all records

beven million

1)
2) Risk
3)
4)
5)
6)
7)

of Significant Harm (ROSH) reports.

Safety Assessment, Risk Assessment and Risk Reassessment (SARA).
OOHC episodes (own and next generation).

Number of placements in OOHC.

OOHC placement type.

Primary issue given as reason for concern report and SARA.
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8) Restoration.

Housing:

1) Social housing tenancies.

2) Private rental assistance.

3) Homelessness services.

Justice:

1) Custody.

2) Community supervision.

3) Court finalizations.

4) Cautjons.

5) Youth conferences.

6) Legal aid.

Health:

1) Publ]c hospital admissions.

2) Private hospital admissions.

3) Emergency department presentations.
4) Ambplance patient contact events.

5) Childbirth.

6) Opiafe treatment programme.
Educatioh:

1) Natignal Assessment Program = Literacy and Numeracy (NAPLAN) year 3 results.
2) NAPLAN year 7 results.

3) HSC fompletion.

4) Unexpected government school moves.
5) Resource Allocation Model (RAM) equity loadings.
Mental health:

1) Hospital admission for mental health.
2) NSW ambulatory mental health.

Alcohol and other drugs (AOD):

1y
2)

Hospital admission for AOD.

Proven AOD offences.

Parental risk indicators:

iy

Parent in custody.
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2) Parentinteraction with justice.
3) Proven AOD related offence or AOD hospital admission.
4) Proven domestic violence related offence or victim of domestic violence.
5) Treatment for mental health in NSW hospital or ambulatory services.
i) Commonwealth services:
1) Welfare.
2) Medical Benefits Scheme (MBS).
3) Pharmaceutical Benefits Scheme (PBS).
This HSDS, with integrated, de-identified data from across six NSW clusters (Health, Edue

Family and Jommunity Services (FACS), Industry and Treasury) will enable detailed planni
investment ahd resources are needed in the future, and where effort should be prioritized. C
data set reqyired extensive coordination between policy, legal and data stakeholders in hu

htion, Justice,
ng into what
reation of the
man services

agencies and|input from the NSW DAC. The data set provides a rich linked history, of each child and related

persons.

B.3.5.3 Crepting the HSDS

The individugl agency datasets used to create the HSDS were linked using a master linkage key
the Centre fof Health Records Linkage (CheReL).

Record linkage brought together information that related to the'same individual, family, place,

r approach by

br event from

different datg sources. In this way, it was possible to construct chronological sequences of health events for

individuals. (ombined, these individual ‘stories’ created‘a’larger story about the health of p
and the Austfalian Capital Territory (ACT).

Once the rel¢vant government agencies and a himan research ethics committee approved
project, the data were then able to be securely linked by the CheReL and made available to the

The techniqye used to create the HSDS was a Master Linkage Key system of continuously t
within and between core de-identified liealth-related datasets. Both person and family-base
were available, as were tailored linkdge services using additional datasets.

Quality assut

quality checKs and procedures, see the TFM Quality Assurance web pages.

B.3.5.4 Governance

data secure, including a comprehensive framework of security controls and standards.

bople in NSW

the research
researcher.

Ipdated links
d extractions

ance checks were«egularly carried out on the Master Linkage Key. For more infformation on

and keep the

The data use;Flto create the HSDS are protected by laws and other measures that guard privacy

B.3.5.5 Privacy

The NSW HSDS was created by de-identifying and combining data collected through the administration

of different NSW Government services and some Commonwealth Government supports (i.e.

medical benefits). Information like names, dates of birth and addresses were removed to en

welfare and
sure that the

data did not identify individuals and privacy was protected. Therefore, the integrated data set contained

completely anonymous records.

The data are protected by laws, controls, and standards which ensure that data are held securely, that only
approved people have access, and that information is used specifically for the work. Data was securely

stored with NSW in the Data Linkage Centre and was inaccessible to other teams and people.
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B.3.5.6 Public interest directions

In order to build and operate the NSW HSDS, a request was made to the NSW Privacy Commissioner by the
Minister for Family and Community Services, for the making of two public interest directions (PIDs).

Under section 41(1) of the Privacy and Personal Information Protection (PPIP) Act and section 62(1) of
the Health Records and Information Privacy (HRIP) Act, the NSW Privacy Commissioner can make a
public interest direction that exempts a public sector agency from the requirement to comply with one, or
more information protection principles (IPPs), or health privacy principles (HPPs), or which modifies the
application of an IPP or HPP.

Section 41(3) of the PPIP Act and section 62(3) of the HRIP Act provide that the Privacy Commissioner can
only make a public interest direction where satisfied that the public interest in requiring the agency to
comply with the IPPs or HPPs, is outweighed by the public interest in making the direction.

B.3.5.7 Their futures matter — Public interest directions
The NSW Priyacy Commissioner issued two PIDs which allowed for the creation of thé, HSDS.

rney-General
ed the Their

They were signed by the NSW Privacy Commissioner after approval was given bydthe' NSW Atto
and NSW Minister for Health. The Information and Privacy Commission NSW has publish
Futures Matter PID (PIP Act) and Their Futures Matter PID (HRIP Act) on theirwebsite.

the IPPs and
r which data
this purpose
NSW Privacy

The Directiops govern the extent to which TFM and participating agencies can depart from
HPPs for the|purposes of the project. They contain a clear and defined approved purpose fg
can be disclgsed, collected, and used. TFM and participating agencies cannot depart from
and maintaip the modifications and exemptions granted. TEM reports annually to the

Commissiondr on compliance with the Privacy Directions.

Only one copy of the HSDS is permitted to exist at any tire.

B.3.5.8 Futpre plans for the data

Their Future
This will cred

5 Matter will conduct an annual process to integrate new data sets and update
te an increasingly powerful toghwith clearer and more in-depth insights.

bxisting data.

A baseline h{
effectiveness
gained, analyj

hsure service
hsights to be

1s been created, with data(added each year, providing the unique ability to me
and population outcomes. Added data allow for more specific and detailed i
sing deeper into specific sub-population features and characteristics.

B.3.6 Datallifecycle stages

Data traverse

Figure B.3 b)
data access a

s throughthe'stages of collect, transmit, store, and analyse in a Very High Control
provides a'simplified view of the data lifecycle. Figure B.3 c) illustrates the layers
hd use;-as well as data product on-sharing.

environment.
of control for

The data pro

Hucts created from analysis are released into a very high control or a high control

environment

with access Iimited to authorized individuals for each respective environment. This process through the
layers of control, as introduced in Figure B.3 c), is illustrated in Figure B.3 d).

— Very high control environment: Raw data with personal information and sensitive information. Data
and data products only accessed by those credentialled to operate in this environment. Subject to PID
restrictions.

High control environment: No access to raw data. Access only to data products which contain some
personal information and sensitive location information. Only accessed by individuals independently
credentialled.

Currently there is no moderate control, low control, or no control access.
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Figure B.3 c) illustrates how different levels of control in the environment will have different requirements
in relation to the authority to collect, use or share data, metadata about data quality and provenance, and
expertise relevant to the data, project and data lifecycle stage.

A very high control environment has:

high quality data and metadata;

specific purpose and authority to access and use data;

expert analytical capability and domain expertise;

strong governance and security at each stage of the lifecycle;

expert users experienced with the quality of the data provided and with associated metadata;

specific 1

people h
agreed t(

Data in this ¢
data whi
data whi
data whi
data whi

A high contrd

explicit
requiren

expert ug
quality a

very skil
strong g¢
explicitr]

people w
limitatio

In such an en

estrictions on release of data and insights, or secondary use of data and insights;

nve met general expertise requirements as well as project specific requireme
be bound by limitations on data access and use.

hvironment are very high sensitivity with a very high PIF. This level of control is 3
Ch can only be accessed under an external instrument such as‘aPublic Interest Di
Ch are reasonably personally identifiable;

Ch contain sensitive subject matter;

Ch have a well quantified quality (need not be high'quality).

| environment has:

burpose and authority to access and<use data (although might not have pr
ents);

ers experienced with the data of the quality provided, and with associated metada
hd provenance;

ed analytical capabilityand’domain expertise;
vernance and security at each stage of the lifecycle;
estrictions on peledse of data and insights, or secondary use of data and insights;

ith access~that have met general expertise requirements and have agreed to
s on datajaccess and use.

yirohnient there can be broad authority to collect, store, and use data. Data in this
sensitive with a moderate PIF. This level of control is suitable for:

nts and have

uitable for:

rection (PID);

bject specific

taaboutdata

be bound by

environment

is moderately

— data which are not reasonably personally identifiable;

data which contain sensitive subject matter;

— data which have a well quantified quality.
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14 PII
C
a) Conce¢pt diagram: Linked increased numbers of data sets leads to-greater risk of ¢reating
Personally Identifiable Information (Data)
D,M, Pandl I are
potentially modified at
o> each stagd of the data
s lifecycle
.
Transmit Analyse / use SN

D D \ — Ds remove
— Dy — D3 _
—M, — D, — M, M,M, LDy M, M;M;3M,M;
—Py — MM, —P,P,P, T bl By

—P,P, — PP3P3P,
- =
Create/dollect Ozt =
store>;
\

Metadatd can track / capture: Metadata can be used to assess: When data / data products are relegsed they

— Chain fof governance —MPata quality should come with:

— Authofising framework ~\Fitness for intended purpose — Guidance on use

— Data grovenance — Restrictions on use

| Data and data product

N

Raw data >
|

Linked / organised data

>

b) Simplified data lifecycle
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Control level No control No control No control No control
A - not explicit A - not explicit A - not explicit A - not explicit
Low M - not specified M - not specified M - not specified M - not specified
control E - not specified E - not specified E - not specified E - not specified
A- ceneral A - guidance as
A - general A - general M -%imi - to suitability
Moderate M -not speciiied M - Iimited : forgse
T o E - appropriate to .
control E - not specified E - not specified . ited
interpret data %’1/ specified
(\\’ .
High
control
A - specific to A - specific to A - specific to A - restricted for
purpose purpose purpose other uses
Verv hi M - appropriate forfiM - appropriate for| M - appropriate forj] M - purpose, use,
y high -
control approval approval approval limitations and
E - domain E - domain E - domain and restrictions
expertise expertise analytics E - not specified

Raw data

O

éretate Organise Analyse, use and Share
O apture Store release outputs Re-Use
Collect

@.

y\@]&‘s of Control for data access and use, as well as data product on-sharir1g

Data uses / activities
(map to data lifecycle)

(o]

© ISO/IEC 2024 - All rights reserved
40


https://iecnorm.com/api/?name=7e764a4f40535e0289510699e02ab9f4

Control level

ISO/IEC 5207:2024(en)

No control

No control

No control

No control

A - not explicit

A - not explicit

A - not explicit

A - not explicit
M - not specified
E - not specified

A - guidance as
to suitability

Low M - not specified M - not specified M - not specified
control E - not specified E - not specified E - not specified
A - general
A - general A - general gene
Moderat M -0t fied M - Timited e
e g e |- appropriate
contro p p interpret data .
High
control
A - specific to A - specific to vecific to
purpose purpose rpose
Very high M-a
control E - domain E - domain E - domain and
expertise expertise analytics

forgse
bﬁkited
1%_1/ ecified

A - restricted for
other uses

Aurpose, use,

Jtations and
restrictions

E - not specified

O
&
%O

Raw data

éi‘eate
O apture

Collect

Organise
Store

Analyse, use and
release outputs

Data uses / activities
(map to data lifecycle)

Shafe
Re-yse

d) OOHC Ita\?/g‘hd data product access with arrows overlaying table depicted in Figure B.3 c) to

A

ey

z > o< X

number of data sets

personal information factor (PIF)

authority
metadata

expertise
data

— T O m™

Figure B.3 — Use case 3

provenance
data product
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B.3.8 Stakeholders and stakeholder considerations

The stakeholders identified in this project included:

Domain expert from contributing agencies.
Data analysis team at NSW Data Analytics Centre (DAC).
Cyber security and governance teams at NSW DAC.

Policy owner at TFM responsible for outcomes.

Data custodians at Ministry of Health, Education, Justice, Transport and contributing agencies.

The use case enabled agencies to make better informed decisions within their areas of responsibility.

Therefore, a
vital for decis

B.3.9 Data
The data cha

fnajor aspect of stakeholder considerations related to data integrity and reliabillity as it was

ion making within each of the relevant agencies outlined in B.3.5.

characteristics

racteristics included:

unit reco

d level, de-identified data with fields of varying data quality;

— data prodlucts at aggregate (insights level).

B.3.10 Key performance indicators

KPI's came ffom the NSW Human Services Outcomes Framework, a set of principles-base
outcomes, dgscribed in terms of key performance indicators. Analysis of the dataset allg

to be genera
performance

B.3.11 Chall

The data set ¢
research que
them to act @
with limited
improve serv|
increase in a
assessment p|

B.3.12 Socic

This data ass
well-being fo

ed to understand barriers to achievement oéf indicators, or measures to posi
indicators.

lenges and issues

bxists and is being used for analysis. The challenge is increasing the scope of acces
stions) as well as appropriately sharing data products created with those who n
n the insights generatedsWhile the data set remains within a highly controlled
access, the level of riskicemains well managed. However, as the objective of the
ice outcomes for out«of-home-care children, the project will need to consider how f{
ccessibility against the privacy, safety and security of the data. This will involve
rocess of the data;control environment and the appropriateness of each level of c

btal concerns

bt supports United Nations Sustainable Development Goal 3 to ensure healthy lives
- adl at'all ages through reform of existing systems considered to be under perforr

d, real-world
wed insights
tively impact

s (people and
eed to access
environment
project is to
o balance the
a continuous
bntrol.

and promote
ning.

The major concerns are balancing release of personal and sensitive data against the Public Interest.
Assessment performed by NSW Privacy Commissioner.

B.3.13 Data

security, privacy and trustworthiness

The data used to create the HSDS are protected by laws and other measures that guard privacy and keep the

data secure, i

ncluding a comprehensive framework of security controls and standards.

B.3.14 Key insights

Given the nature and richness of the dataset created for OOHC reform, sensitivities on creation, use and

analysis of th

e dataset are extremely high.
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