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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

government

al and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/

IEC Directives

ISO and IEQ
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responsible
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constitute a

draw attention to the possibility that the implementation of this document-mayj
htent(s). ISO and IEC take no position concerning the evidence, validity or applica
ent rights in respect thereof. As of the date of publication of this document,"ISO and
ice of (a) patent(s) which may be required to implement this document,.However, in
bd that this may not represent the latest information, which may be“obtained fron
railable at www.iso.org/patents and https://patents.iec.ch. IS@ and IEC shall
for identifying any or all such patent rights.

ame used in this document is information given for the ‘convenience of users a
h endorsement.

involve the
pility of any
IEC had not
plementers
n the patent
hot be held

hd does not

For an expldnation of the voluntary nature of standards, the meaning of ISO specific terms and|expressions
related to ¢onformity assessment, as well as information{about ISO's adherence to the World Trade
Organizatioh (WTO) principles in the Technical Barriers to.Trade (TBT) see www.iso.org/iso/forpword.html.
In the IEC, spe www.iec.ch/understanding-standards.

This documgnt was prepared by Joint Technical Commiittee ISO/IEC JTC 1, Information technolody.

Alist of all garts in the ISO/IEC 5153 series can be found on the ISO and [EC websites.

Any feedback or questions on this document should be directed to the user’s national standards
body. A domplete listing of these; bodies can be found at www.iso.org/members.html and
www.iec.chfnational-committees.
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Introduction

Public health emergencies, particularly those caused by infectious diseases such as the COVID-19 pandemic,
have unprecedented impacts on the social and economic aspect of many cities. A Public Health Emergency
of International Concern (PHEIC) is a formal declaration by the World Health Organization (WHO) of "an
extraordinary event which is determined to constitute a public health risk to other States through the
international spread of disease and to potentially require a coordinated international response".[6]

Information technology can provide significant supportin expanding city capacities to respond to such public
health emergencies, in particular by providing capabilities to coordinate data, services and applications
across operational domains for multiple stakeholders in smart cities.

Smart city applications can be classified into two groups: domain-specific applications and cross-domain
applicationg. In a public health emergency scenario, various information and services are.grovided via
different channels from different sources. It would be more convenient and simpler for users to lhave a single
hub which cpn provide all necessary services at the application layer.

This documgnt introduces a city service platform as a single hub for public health emefgencies.

© ISO/IEC 2024 - All rights reserved
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Information technology — City service platform for public

health

Part 1:

emergencies —

Overview and general requirements

1 Scope
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2 Norm:

The followiy
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city service
service rend

Note 1 to ent

bnt specifies the general requirements for a city service platform for public health g
fies the requirements in terms of data, functions, security and privacy protection.

itive references

g documents are referred to in the text in such a way that some or all of their conten
s of this document. For dated references, only the edition<ited applies. For undatec
ition of the referenced document (including any amendments) applies.

01, Security techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy
I — Requirements and guidelines

and definitions
oses of this document, the following terms and definitions apply.

maintain terminology databases for use in standardization at the following address

ne browsing platform: available at https://www.iso.org/obp

tropedia: available at https://www.electropedia.org/

ered in the publi¢ interest

Fy: This is.alse known as "public service" and "service of general interest".

mergencies.

constitutes
| references,

information

4 Abbreyiated terms

DDoS distributed denial-of-service
PHE public health emergency
SCDP smart city digital platform

5 Public health emergency scenario

A public health emergency (PHE) is a typical smart city scenario which requires cross-sector and cross-
department cooperation and collaboration. Controlling a public health emergency and allocating necessary
emergency resources requires professional authority and enforceability, such as disease control and
prevention, emergency response and management, and healthcare. Information technologies also
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enable accurate information collection and analysis, quick community reactions, enhancement of society
cooperation and support in decision-making, thus improving city sustainability and resilience under a PHE

scenario.

According to a study taken by the World Summit on the Information Society (WSIS), the main stakeholders
for a PHE include academia, civil society, the government, international organizations, the private sector and
others (individuals and organizations).[4] These stakeholders can be further categorized into three roles, as

follows.

1)
scale to

2)
on user

3) User:fo

to publi

PHEs have
phases of e

vulnera
these a
reduce {

NOTE

Prepare
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City service
data and se
city service
emergency

throughout
shown in Fij

User

reduce both PHE spread and economic, public and social impacts.

lows official guidance and uses services provided to protect themselves and others
interest.

ide impact on all aspects of city operation and public daily life. In general, the fo
ergency management are widely applied:

bilities, threats, potential severity, likelihood, consequences and’impact of a PHE for
tivities or precautions, it can be ensured that cities have taken adequate steps to
he likelihood of occurrence or mitigate the damaging effects:

It is necessary to consider and plan prevention and mitigation in advance of an actual em|

dness: covers the planning that needs to be incorporated or decided actions that ¥
Fully dealing with an emergency.

be: covers the reality of how to respond toan‘emergency scenario.
y: takes place after the emergency is pver and the immediate danger has subsided.

5 are located at the smart applications layer as described in ISO/IEC 30145-3. With
rvice capabilities provided by @ smart city digital platform as described in ISO/I
platform for PHE focuses oh providing scenario-specific and integrated services
response efficiency, enstire city operation, protect public safety and
the emergency prevention and mitigation, preparedness, response and
rure 1.

recover
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Figure 1 — City service platform for public health emergency (PHE)
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6 General requirements

6.1 Accessibility requirements

A PHE can have global impact for everyone, including people living in situations of poverty, older people,

people with

disabilities, young people and indigenous peoples.

Thus, a city service platform for PHE shall provide the necessary accessibility supports for people with
difficulties in vision, physical ability, hearing or mobility, and people with cognitive impairments or learning
disabilities. A city service platform for PHE should support and meet corresponding requirements for digital
inclusion solutions and initiatives provided by government, civil society and international organizations,
taking into consideration the unbalanced development of information infrastructure that can present

startling di

ital inequalities between and within countries.

6.2 Inter

A PHE cani
via various
Thus, a city
terminals.

For examplg

organizatiops can use client web programs to confirm reported information and executivg

Coordinator
perform deg

Technical r{
provided in

pperability requirements

mpact all aspects of daily life and social activities. PHE-related digital serviees can
Channels, such as sensors, cameras, mobile devices, tablets, smart terminals, smart
cervice platform for PHE should enable data and system interoperability for various

, individuals can use mobile apps to report relevant information. Professional of

s and management departments can use smart screens\te visualize the overall s
ision-making.

bquirements for a city service platform for PHE in terms of data, service and i
Clause 7 and Clause 8.

6.3 Privacy protection requirements

To control t
travel histol
complete pr
business asj
delivered, ef
Clause 10.

7 Datar

7.1 Data

Data tracea
following pq

he spread of a PHE, the collection of personal information, such as health-related
jvacy protection policy according to municipal policy and regulations, taking both t

bects into consideration, such as the location of the platform, where and to whom t
c. Technical privacy protection requirements for a city service platform for PHE ar¢

equirements

traceability

pility requirements and recommendations of a city service platform for PHE shall
ints:

be delivered
screens, etc.
devices and

authorized
responses.
tuation and

nterface are

nformation,

y and medical records can be necessary. Thus, a city service platform for PHE shall establish a

pchnical and
he service is
provided in

include the

a)

Within the specified data retention period, the data should be clear, readable, understandable and

traceable, ensuring that the steps and the sequence of data generation can be completely reproduced.

b)
shall be

9

recorded through the audit trail function to ensure the traceability.

Operations such as data extraction, cleaning, loading, fusion and conversion during data processing

Alternative methods should be used for situations that do not have the audit trail function, such as log,

change control, record version control or original electronic records, supplemented with paper records
to ensure the data traceability.

d)

The audit trail function of the platform shall not be closed and the data generated by the audit trail

function shall not be modified. The frequency and the content of the audit trail review should be
determined based on task risk level.
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spread of unauthorized data.

)

legal requirements.

7.2 Data exchange and sharing

Data traceability analysis, auditing and tracking should be supported to improve supervision for the

The record storage duration should be determined by fully considering the municipal regulations and

The data exchange and sharing requirements and recommendations of a city service platform for PHE shall:

provide a variety of data sharing and exchange methods to realize data sharing and business

collaboration between provincial, prefectural, county and district levels of commissions, bureaus and
related organizations, and provide support for cross-departmental applications;

be able [to exchange data across domains and network segments, access across network|sg
firewalls, and provide data exchange and data forwarding functions between the same

realize the exchange and sharing of a variety of information resources, including file exchan
data ex¢hange, and event-driven, request/response, and publish/subscribe;

supporf the convenient and rapid packaging of various databases and application systems i
and andlyze the data in various service interfaces provided by various\nstitutions;

data exchange logs to ensure that all data exchange tasksvecord detailed log infor
a exchange tasks can be tracked and audited afterwards,

Security
urity requirements and recommendations of‘a‘city service platform for PHE shall:
lata security protection throughout the:data lifecycle;

secured information inquiry, copy ahd share methods to ensure data security, and
F municipal policies.

the complete destruction of corresponding data as local laws and regulations requi
storage space to be reledased, medium to be redistributed, replaced or eliminated;
tion methods should be\sélected for different types of data and medium to ensure t
royed and cannot be.restored.

quality
hlity requirements and recommendations of a city service platform for PHE shall:

ely reflect the reality (authenticity);

gments and
or different

be, database

hto services,

mation, and

comply with

e data to be
appropriate
hat the data

he'actual situation in the process of time change (timeliness);

take into account compliance with data standards, data models and data rules (normative);

ensure the completeness of data field information and metadata (integrity);

establish a data management mechanism from data collection, data transmission, data processing, data

exchange to data destruction throughout both the data lifecycle and emergency management lifecycle;

a)

b)
networks;

9

d)

e) provide
that dat

7.3 Data

The data se

a) enable g

b) provide
relevan

c) support
deleted
destruc
are desf

7.4 Data

The data qu

a) objectiy

b) reflectt

9

d)

e)

f)
storage,

g)

interfac

processing and external data provided;

e meets system requirements.
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8 Functional requirements for platform services
8.1 Prevention and mitigation

8.1.1 Emergency planning

A city service platform for PHE should be able to identify application and technical requirements based on
emergency plan, including related stakeholder responsibility, data collection and processing management,
data quality measurement, task handling procedure flow, access control strategy, etc.

NOTE

The emergency plan at city level includes emergency management activities and responses. It identifies the

objectives of emergency response and provides guidance, explaining the key issues for effective decision-making.

8.1.2 Emg¢

A city serv
awareness f]
the vigilanc

8.2 Prep:s

8.2.1 Infdq

A city servi
professiona
county, city
timeline. It

8.2.2 Wai

Prgency exercises

ce platform for PHE should have the ability to carry out emergency exercises

e of emergency risk sources.
iredness

rmation release

ce platform for PHE should support live information release from authority orga

organizations. It should also provide an interactive map that allows users to sele
or area to see the number of total new confirmed<cases, suspected cases and cured
hould also provide tools to predict the trend of the possible spread rate.

ning distribution

A city service platform for PHE should supportisending emergency warnings to decision m

necessary 1
descriptions
information|
urgency of t

8.3 Resp

elevant stakeholders and the public. It should provide warning information with
, emergency categorization, level of risk, name of sending authority and ot

Warnings should be able to‘\be distributed in various ways, depending on use
he emergency information,@nd the available distribution channels.

Dnse

8.3.1 Sel

quarantine monitoring

Under certajin PHE situations caused by infectious diseases, self-quarantine helps to prevent t
the disease jas it minimizes the connections of potential confirmed cases with the public. The
platform for] PHE-should be able to support or connect with self-quarantine systems to collect a
related infofmiation and support performing data processes and analysis.

to improve

pr all stakeholders, to intuitively understand and summarize emergency events, and to improve

hizations or
ct a specific
rases with a

hkers, other
emergency
her related
" needs, the

he spread of
city service
nd exchange

NOTE

their jurisdictions.

8.3.2 Self-check and reporting

Local government and public health authorities determine and establish the self-quarantine options for

Self-check and reporting services enable individuals to record and report emergency-related symptoms.
The city service platform for PHE should support or connect with self-check and reporting services with
the permission of the individual or after an anonymization process. Reported information can be used to
help local government, authorities, and public health providers to gain better understanding of current
conditions, enabling them to prepare or respond to the situation. An example of a self-check and reporting
service is provided in Annex B.
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8.3.3 Graphic code

The city service platform for PHE should support health information generation and checking with a graphic
code. A graphic code uses different code indicators, such as colours, to indicate the exposure risks based
on factors such as travel history, duration of time spent in high-risk areas, and relationships to potential
carriers. A graphic code is generated with health information which can only be accessed with user
confirmation for usage permission. A graphic code can be printed or encoded as a two-dimensional graphic
code, such as a QR code. An example of graphic code management is provided in Annex C.

NOTE

Countries and regions can establish emergency health information authorized notarization services within

their own regions. When the health information is used for cross-regional services, the service provider needs to
register their service and usage via the registration framework.

8.3.4 Tra

dagcl

zal claxats o
Cididalivil

The city ser
check travel
public healt
support pre

TTracT

vice platform for PHE should support the provision of necessary information-toe’ g
certification. A travel certificate can be used during the public health emergeney wh
h and safety corresponding to local emergency control actions. The city service plat
-declaration for people planning to have cross-regional travel. Declated informat|

vehicle infgrmation, passenger information and journey information. An example of a cr

certificate c

NOTE "C
and county.

heck is provided in Annex A.

ross-regional” refers to crossing the boundary between different\authorized areas, such

8.3.5 Conftact tracing

Contacttrad
solutions ar
route or any
support con
information

8.3.6 Pub

A city servi
such as me
other to m3
usage and st
information

8.4 Reco

After the e
evaluation f
follow-up p

ing is based on interviews of confirmed cases. Toensure the accuracy of contact traci
e recommended to compensate for omission oxr_errors caused by incomplete recoll
possible intent for hiding the route of the patient or contacts. The city service plat]
tact tracing with additional collected infermation, such as location information
with the permission or confirmation frem the individual or authority.

lic health resources management

e platform for PHE should support collaboration and interaction among different s
Hical facilities, manufactiters and governments, who work together and interag
nage the public health\résources. Medical facilities provide the current informaf

governments cairplan for production and distribution of emergency resources.

ery

hergency-situation is lifted, a city service platform for PHE should support inves
pr PHE-events, including impact and loss assessment, event response, on-site analy
ocessing, etc. Problem analysis and suggestions for improvement should also be pra

enerate and
ile ensuring
form should
jon includes
bss-regional

as city, state

g, technical
pction of the
form should
and visitor

Fakeholders,
t with each
ion such as

ock status. Manufacturers provide stock status and production capacity. Based on the collected

Figation and
sis, incident
vided.

9 Security requirements

9.1 Access security

Within the context of access security, city service platforms for PHE shall:

a)

mechanism;

b)
login co

nnection excesses time limitation;
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enable a centralized and unified identity management mechanism with multiple dimensions, establish

corresponding identity management specifications, and provide an account validation management
mechanism for different user systems;

management;

audit logs, data access audit logs, system event audit logs and policy denied audit logs.

9.2 Operation security

enable user authority management mechanisms with authority classification and hierarchical

support security monitoring based on audit logs, including but not limited to administrative activity

Within the context of operational security, city service platforms for public health emergencies shall:

hecessary measures and have the ability to identify security risks and vulnerdh
1

he minimal installation principle and shut down unnecessary systemsérvices and p

a) enable
platforn
b) ensure
c) followt
d) enable
e) enable
f) beable
10 Privag

A city servi
health emern
a) ensure
the con

b)
includin
providi

elimina

apply dg
data an

ensure
unless 1
informd

meetre

trusion detection capabilities at network boundaries and key nades;

i
[[;16 ability to detect and prevent DDoS attacks;

fo identify, alarm and analyze various security attacks.
y protection

cency shall (when necessary):

personal information is collected directly from the individual only when it is needs
ent of the individual and in accordance with relevant municipal policies;

clearly provide a statement to declare.the purpose of collection and use of information befor

g the usage scope, identity and contact information of the platform, and the conseqy
g information; the platform’shall not collect personal information beyond the usagg

fe information which can directly disclose or imply personal identities during prd
-identification op-anonymization techniques to avoid disclosure of personal inform
hlysis;

that the colleéction and use of personal information is limited only to public healt
equired/by*local regulations or laws with the consent of the individual from whom {
tion is:collected;

lities of the

imely vulnerability repairment and risk mitigation after sufficient testing and evalgation;

orts;

fe platform for the collection and processing of personal information in the context of a public

bd, and with

e collecting,
ences of not
P SCOpe;

cessing and
htion during

h purposes,
he personal

ated requirements identified in ISO/IEC 27701 concerning personal information.
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Annex A
(informative)

Certificate check

This annex provides an example of a cross-regional certificate check under PHE which functions in the public
interest by checking related health certification information via information code.

The verification client displays the local information code of user A in the information code display interface.

NOTE 1

identification

Figure A.1).
NOTE 2

The backgrg
local inform|
a request wj

platform A i

The feedbad

platform, is

certificatior]

NOTE 3
platforms.

TlIle local information code of user A indicates the local user identification of user A.\T
of user A is used for the registration of the local information platform (see local informatig

The local information platform collects and stores local user information withjd the manage
local user inf]

brmation of one user can be different for different local regions.

ation code of user A. Then, the background server correspondingto the verification
ith the local user identification provided by the local infoymation platform (local
h Figure A.1), which does not include health-related infortaation.

k information, such as health certification informatioh’provided by the integrated
sent to the verification client to display in the-ihformation checking interface.
information includes the health certification information of user A.

Cllent 9. Request

\ 8 Scan}
7. Dlsplay AN

\

~

Integrated
information
platform

und server corresponding to the verification client sends an info¥mation query requ

he local user
n platform in

d region. The

est with the
client sends
information

information
The health

The health certification information is based on l6c¢al user information provided by other locall information

— P ]
Qee \ 1
\\ O - Local information /
2. Request \ platform B !
\\ Client I 1. Request ( q GE //
N = /
AN [ ) 7/ 3. Feedback: AN Local information i

user information N

platform A
(exclude health information)' ~ -

Server B

Figure A.1 — Certificate check

The certification client is deployed on code scanner. The registration interface of the certification client
includes information required for the code scan control function.

© ISO/IEC 2024 - All rights reserved
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User B activates the scan action by sending a trigger signal to the code scanner, then the code displayed by
user A with a generic information code or a local information code is scanned.

NOTE4  The generic information code of user A indicates the generic user identification of user A. The generic
user identification of user A is used for the registration of the integrated information platform, which provides user
information in at least one local managed region.

NOTE 5  For scenarios of PHE, the user information includes health-related information.

Then, the request of information query is sent to the integrated information platform with the generic
user identification or local user identification of user A. The request is sent to the background server
corresponding to the client that has scanned code displayed by user A, i.e server A in Figure A.1.

Feedback of the lnformatlon query request is prov1ded by the lntegrated lnformatlon platform to server
A. The feedpa elof the local
information| platforms which have a connectlon with the 1ntegrated information platform Then| the queried
user informjation of user A, such as whether user A has exposure risks, is forwarded to.the tertification
client for th¢ information checking interface to display.
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Annex B
(informative)

Self-check and reporting

A self-checking and reporting mobile application has at least two types of functional user interfaces for the
client, and a management platform for management and control:

— aclient user functional interface for an individual to fill in required information and get graphic code;

— auser information management platform to store and process information.

The process

1y

2)

3)

4)
5)

6)
7)

a client

The clig]
their re

The fillg
manage

The majnagement platform processes the received user information and acquires the hisf

informd

user functional interface for an information manager to record the information ofiw

occurs as follows.

nt displays the self-checking and information reporting functional ifiterface for the {
quired information.

d-in information is uploaded to the management platform with'the instruction to s
ment platform.

tion of the user to verify the uploaded information and generate verified user

sitors;

1ser to fill-in

ibmit to the

ory storage
nformation.

The graphic code for the submitted user information i génerated based on the code genjeration rule

and ver
informd

NOTE 1
epidemi

NOTE 2
instruct

The use

The ma
displayg¢

The infq

Arespo
platfor

ified user information. Then, the graphic code will be sent back to the client fron
tion is uploaded.

The management platform updates the>information code generation rule according
statistical data.

The management platform generates the statistic information of the user, which is usg
on of the statistic result of the useinformation for the user.

r triggers the signal from'the user interface of the mobile application to display the g

hager triggers the signal from the information management user functional interfac
bd graphic code fromthe user.

rmation recording interface is displayed with decoded user information from the g

hse is provided to the submission instruction to submit the user information to the 1
.

h where the

to obtained

bd to provide

raphic code.

b to scan the

faphic code.

nanagement
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Figure B.1 — Self-check and reporting

hger to show the personal information of the person is displayed. Then, a selection
ion for submission of user information<ef the managed person to the management
he management platform stores the received user information of the managed pers¢

© ISO/IEC 2024 - All rights reserved

11

pr the information manager also supports another user functional interface to manage and

interface of

signal with
platform is
n.


https://iecnorm.com/api/?name=56e567a7bf06771eb25090fabee5b8fd

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms and definitions 
	4 Abbreviated terms 
	5 Public health emergency scenario 
	6 General requirements 
	6.1 Accessibility requirements 
	6.2 Interoperability requirements 
	6.3 Privacy protection requirements 

	7 Data requirements 
	7.1 Data traceability 
	7.2 Data exchange and sharing 
	7.3 Data security 
	7.4 Data quality 

	8 Functional requirements for platform services 
	8.1 Prevention and mitigation 
	8.1.1 Emergency planning 
	8.1.2 Emergency exercises 

	8.2 Preparedness 
	8.2.1 Information release 
	8.2.2 Warning distribution 

	8.3 Response 
	8.3.1 Self-quarantine monitoring 
	8.3.2 Self-check and reporting 
	8.3.3 Graphic code 
	8.3.4 Travel declaration 
	8.3.5 Contact tracing 
	8.3.6 Public health resources management 

	8.4 Recovery 

	9 Security requirements 
	9.1 Access security 
	9.2 Operation security 

	10 Privacy protection 
	Annex A (informative)  Certificate check 
	Annex B (informative)  Self-check and reporting 
	Annex C (informative)  Graphic code management system 
	Bibliography 

