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d

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

This document provides a methodology for measuring the accuracy of biometric verification systems based
on the statistics categorized as the extreme value theory.lll The methodology is particularly useful when
estimating the false match rate with a relatively small sample set. The methodology is an alternative to
empirical accuracy measurement.

In order to measure the false match rate of biometric verification systems, evaluators need to prepare a
dataset with a sufficiently large number of non-mated attempts in order to observe a sufficient number
of false match cases for a reliable estimation of the false match rate. For highly accurate systems the
quantity of attempts required to test the false match rate is likely to be extremely large. As performance of
biometric verification systems improves dramatically, acquiring representative data of non-mated attempts
in sufficient quantity becomes increasingly difficult in terms of the time, cost and practicality of creating

datasets. Policy considerations that apply to biometric data collection and use can pose furthe;

If no false m
of three” (as
3 is only app
indication of
if at least 30
confidence w

I

ch case is found within the evaluation samples, metrics based on statistics,knowj
s defined in ISO/IEC 19795-1) are widely used in the biometric industry,” Howev
icable when no false match case is observed within the tested samplevset and dd
the accuracy and confidence levels expected if more than zero falselmatches wer
false matches were observed, the “rule of thirty” applies, i.e. the true error rate
ithin = 30 % of the observed error rate.

In this docu
a relatively

ent, two major statistical methods are introduced to estimate the false mat
all number of samples. Both methods are widely used*in a variety of industi

constraints.

n as “the rule
br, the rule of
not give any
b tested. Only
is with 90 %

ch rate with
ies including

civil engineering, meteorology, hydrology and financial engineering/Both methods are provemn to be highly
reliable techijiques to estimate the probability of the occurrenceof rare, extreme events such
wind velocity or tsunami heights. These statistical methods/are applied to similarly rare e
match cases |n biometrics and used to estimate the probability of occurrence of such cases if|
mated sample set is not available. The estimated false miatch rate is available in the form ¢f cumulative

distribution

This docume
procedures d
are obtained,
match rate in|
does not addi

unction (CDF) and its interval of confiden¢é.

t defines procedures for extrapolating performance metrics in technology evalu
an also be applied in scenario evaluations and operational evaluations if comp

case of a limited number of\false match cases or even no false match case atall. T
ess certification or conforinance.

as maximum
rents of false
a larger non-

ations. These
arison scores

This document defines the methodology to be used by evaluators to reliably estimate the false

his document
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Information technology — Biometric performance estimation
methodologies using statistical models

1 Scope

This document provides statistical methodologies to estimate false match rates (FMRs) from small biometric

sample sets.

This docume

lay outa
statistica

provide s
be applic
NOTE

specify t

introduc

The following

ht intends to:

mnethodology for biometric performance estimation based on extrapolation‘using e
I models;

tatistical methodologies to estimate FMRs of biometric verification'Systems;

hble to systems thatinclude algorithms that produce likelihood.di§similarity or sim
Throughout the document, if not otherwise specified, scores refer to similarity scores.

e methodology for data recording and result reporting;

e metrics for the estimated biometric performanee.

F are not within the scope of this document.

Estimati

Estimati

2 Normatf

The following
requirementy
the latest edi

ISO/IEC 1974
Principles and

ISO/IEC 2382

!

n of false positive identification rates for-one-to-many implementations.

n of false accept rates for verificatien‘transactions.

[ive references

documents are referred to in the text in such a way that some or all of their conte}
of this document. For dated references, only the edition cited applies. For undatg
fion of the referenced document (including any amendments) applies.

5-1:2021, Information technology — Biometric performance testing and reporti
| framework

-37, Information technology — Vocabulary — Part 37: Biometrics

xtreme value

larity scores;

nt constitutes
d references,

ng — Part 1:

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the following apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

IEC Elect

31

[SO Online browsing platform: available at https://www.iso.org/obp

ropedia: available at https://www.electropedia.org/

extrapolated false match rate
extrapolated FMR
false match rate (FMR) that is estimated by using any statistical models such as those used in extreme

value theory

© ISO/IEC 2024 - All rights reserved
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quantile-quantile plot

Q-Q plot

quantile-quantile comparison of two distributions, either or both of which may be empirical or theoreticall2l

s and abbreviated terms

cumulative distribution function
false match rate

false non-match rate

4 Symbol
CDF

FMR

FNMR

GEV gene
GP gene
MLE max|
PDF proH
(o] scalg
1 shap
5 Conforl

To conform t|
with the reqy

6 Details

6.1 Estimd

Extreme valy
different dat:
possibletoe
empirical sc

The method
extreme valy
limiting joint

distribution modél.;More details on these models can be found in 6.3, 6.4 and Annex A.

&

ralized extreme value

ralized Pareto

imum likelihood estimation
abilistic distribution function
b parameter

e parameter

nance

p this document, a biometric performance test'shall be executed and reported i
irements contained in Clauses 6 through 9,

of estimation

ition of biometric performance based on extreme value theory

| subjects. By appropriately capturing the tail of the comparison score distributig
rapolate scores outside the observed score range, i.e. the score range larger than {
e.

pf extracting-the tail of the comparison score distribution differs depending on
e distribution model applied is a generalized extreme value distribution mod
generalized extreme value distribution for the r largest-order statistic) or gener

In accordance

e theory is used to properly estimate the tails of the distribution of comparison scores from

n, it becomes
he maximum

whether the
el (rGEV; the
alized Pareto

alua thoaoryvy ic annlind 0 tha avtractad conra cat 0 actiaqatn tha andiraiig naea

The extremels

T et e Oy T O P P I O o T e Ot o C e e o S T o T T o C Tt o O ot t et C O perro i por o

distribution, and the comparison score distribution is approximated.

eters of the

The result approximated by the extreme value statistic is compared with the original comparison score
distribution using the diagnostic diagram. By extrapolating the estimated comparison score distribution, a
distribution can be obtained for a section having no score value. Finally, the extrapolated FMR is obtained
by setting a threshold value from the comparison score distribution.

This methodology can be applied if comparison scores are obtained. It can be applied not only in technology
evaluations, but also in scenario evaluations and operation evaluations as long as the comparison scores are

obtained.

If the scores are produced from a population where some subjects are genetically related, e.g. identical twins
or siblings, the probability distribution at the extreme value domain can be higher than that without such

© ISO/IEC 2024 - All rights reserved
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related scores, which typically results in a small secondary peak. The extrapolated FMR methodology still
works for such score distributions reflecting the increase of the probability. The evaluator shall report the
estimated results together with the demographic information of the population.

[f the dataset has an unintended peak(s) in the extreme value domain, and if these counts are not within an
ignorable error range, it can be appropriate to introduce stratified analysis. A single dataset consists of n
different subject groups. The distribution of the dataset will have synthesized characteristics of each group,
reflecting each statistical parameter (e.g. mean, variance and the number of samples). If the differences
between the groups are found to be statistically significant and the proportion of such groups cannot be
ignored, these groups may be separated into up to n sub-datasets and evaluated independently. While these
sub-datasets are dependent on the biometric modalities, they are typically characterized by the test crew
properties such as:

a) kinship,

b) human rqces and genders,

c) occupatipns,

d) health cgnditions,

e) other facfors that reduce the uniqueness of the biometric features of interest.

The extrapolpted FMR for each sub-dataset shall be computed in the (same manner as described in 6.3
and 6.4. The details of the sub-datasets shall be reported in accordance with the requirements defined in
ISO/IEC 19795-1:2021, 12.1.

6.2 Estimajtion design

The sample sfize is determined considering the target FMRyto measure and the accuracy of the estimation.
Measuring arf FMR of 0,000 1 % * 30 % with 90 % confidence takes 30 false matches in 30 millipn non-mated
comparisons|(“rule of 30”; see ISO/IEC 19795-1). This typically means several thousand test subjects are
necessary to[calculate the FMR. This number cantbe reduced by using appropriate statistical estimations,
and by accepting some errors.

Since the extrapolated FMR is estimated by'using extreme values, it is always preferred to havd a reasonably
large number of samples for better accuracy, with accuracy being quantified by a confidence inpterval giving
the best and [the worst case FMR vatues for a certain confidence level. If the extrapolated FMR values are
obtained at mnultiple thresholds, the extrapolated FMR value with the narrower confidenge interval is
regarded as rhore reliable.

As the confidence interval and the confidence level shall be reported, it is the evaluator who decides which
threshold scqre and its_earresponding extrapolated FMR value to report. If FNMR is reported, the same
score threshgld shall be@pplied.

6.3 Generalized extreme value distribution

The rGEV estimation 1s based on the generalized extreme value distribution model as described in Clause A.2.
The validation processes are as follows:

1) Determine n, the number of samples in a block.

n needs to be large enough for each block to contain some extreme values, i.e. large non-mated scores.
On the other hand, when choosing m, the number of blocks, the trade-off between m and n needs to be
considered, as the number of extreme samples per block decreases as m increases.

2) Specify the number of extreme values per block, r.

The r value determines the number of extreme samples extracted from each block and hence the
number of samples used for the estimation. For similarity scores, the largest r scores within the block
are used for estimation. For dis-similarity scores, the smallest r scores are used. The larger the value

© ISO/IEC 2024 - All rights reserved
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for r, the more samples for estimation, which contributes to obtaining better fitness. On the other hand,
if r is too large, non-mated scores that cannot be regarded as extreme values can be included in the
samples for estimation, which deteriorate the fitness of the resulting estimated cumulative distribution
function (CDF). The typical r range to estimate extreme natural phenomena is from 1 to 5, which is also

e to extrapolated FMR estimation.

from steps 1) and 2) using the maximum likelihood estimation (MLE) algorithm.

Calculate the estimated parameter set (/ﬁt,é,if) (refer to Clause A.2) by the extreme samples obtained

Based on the hypothesis that the true probability distribution function (PDF) belongs to the generalized
extreme value (GEV) distribution family, apply a maximum likelihood estimation algorithm to obtain

the parameter set (/l,é,f ).

Q-Q plot and validate the fitness of the estimation

bt is a graphical method of statistics that compares two probability distributior

them agdinst each other. First, a set of quantile intervals is selected. A point (x, y) on the’plof

applicabl

3)

4) Draw th
AQ-Qpl
to one ()
the first
quantiles
y = x. Figi

5) Observe
extreme

Key

X  quantile g

Y quantile g

6) Compare

coordinate) of the quantiles of the second distribution plotted against)the sanj
Histribution (x coordinate). Thus, the line is a parametric curve withjparameters
. If the two distributions being compared are similar, the point in the Q-Q plot is
ire 1 shows an example of a Q-Q plot.

the quantile-quantile plot to evaluate the fitness of the éstimated model, esp
value domain (the top-right corner of the plot).

Y 45 — L/
35 —
25 —
15 T T T 1
15 20 25 30 35 40 X
f rGEV distribution
f empirical data

Figure 1 — Example of Q-Q plot of rGEV distribution and empirical data

s by plotting
corresponds
e quantile of
that connect
near the line

bcially at the

the‘estimated model and the empirical samples.

Draw the estimated CDF curve by using the GEV model and the parameters obtained in step 3) with 95 %
interval of confidence on both sides. Plot the empirical samples on the same plane and compare the fitness
of the model, especially the feasibility of the model in the domain where no empirical samples are available.

7) Check the feasibility of the model.

If the fitness of the estimation is good enough (refer to 6.5), go to step 8). Otherwise, go back to step 2) with
a different r value. If no r value gives a good estimation, go back to step 1) and try with a different number of
samples in a block, n.

8) Obtain the extrapolated FMR from the estimated 1-CDF curve. See Figure 2 and Annex B.

© ISO/IEC 2024 - All rights reserved
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Choose a point of interest in the estimated 1-CDF curve and report the extrapolated FMR with m, n, r and the
interval of confidence at the extrapolated FMR level.

Y

1,5 2,0 2,5 3,0
X
Key
X  score
Y  log(extrapolated FMR)
1  empiricalldata (all)
2  empiricalldata (estimation)
3 rGEV estimation
4 max estimation sample

Figure 2 — Comparison of the empirical 1-CDF and the extrapolated false match|rate

6.4 Generalized.Pareto distribution

The GP estinration is based on the GP model as described in Clause A.3. The validation progesses are as
follows.

1) Determine u, the location parameter for the GP.

Upon applying the GP model], it is necessary to find an appropriate threshold value u to extract the extreme
scores from the entire score set. The appropriate y can be obtained by observing the stability of the scale
parameter o and the shape parameter & Figure 3 shows the optimum shape parameters ¢ obtained by MLE
for corresponding threshold values, plotted in y and x axis, respectively. The shape parameter ¢ is regarded
as stable in the circled range and the appropriate threshold p can be selected from the values close to the
lower end of the range. It is also possible to use the scale parameter o vs threshold graph to find the optimum
u in the same manner.

© ISO/IEC 2024 - All rights reserved
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_0’2 —
-0,3+H
I I I I I |
10 15 20 25 30 35 40
X
Key
X  threshold
Y shape parpmeter
a  The valuep of shape parameter ¢ are stable.

2) Estimate

The GP distri
parameter o
algorithm.

3) Diagnosi

To diagnose

extreme value theory. A diagnostic example using the Q-Q plot is shown in the Figure 4. Figur

example of th

Figure 3 — Example of plot of the shape parameter &

parameters (o, £) of GP.

5 of GP model.

whether parameters. of an estimated GP are appropriate, Q-Q plots are comm

pution is fitted to the data exceedingjthe threshold p, which is selected in the steq
and the shape parameter ¢ are then estimated by using the maximum likelihod

1). The scale
d estimation

bnly used for
e 4 shows an

e Q-Q plot betwegn the empirical data and GP distribution.
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y 30

15—

10 — W

Key
X  quantile df GP distribution
Y quantile df empirical data

Figure 4 — Example of Q-Q plot of GP distribution and)empirical data

4) Determine parameters of GP model.

If there is a groblem with the diagnosis using Q-Q plot, the threshold u is reselected. For example, in some
cases where there is a problem with the Q-Q plot, there cantbe'a clear separation relative to y qx.

5) Obtain CDF of comparison scores.

The CDF of the non-mated comparison score is obtained as follows. A value less than the threshold u is a
distribution ¢btained from the empirical valuesgand a value more than the threshold u is a |GP. The GP is
extrapolated|to the extent that there are no_actual measurements. Each is rescaled based oh the ratio of
the number qf scores in the measured value;“and the CDF is combined to obtain the CDF of tlhe non-mated
comparison gcores.

Calculate the|PDF using these parameters and extrapolate a range with no score.

6) Obtain the extrapolated FMR from the estimated 1-CDF curve. See Annex B.

Choose a point of interest in the graph drawn in the step 5) and report the extrapolated FMR with y, o and ¢&.
Similarly, report an upper95 % confidence interval of extrapolated FMR.

6.5 Evalugtiom of the fitness of the model

comparison
between two distributions, i.e. the estimated data versus the empirical data in this context, and, therefore,
the plotted values always increase monotonically. If the two distributions are identical, the Q-Q plot follows
the 45 degrees line y = x. Since the fluctuations of the top few scores are essentially large, the plots for
those scores tend to deviate from the line y = x. Therefore, it is important to observe the deviation between
the estimation model and the empirical data carefully, especially at the top-right corner of the Q-Q plot.
Figure 5 illustrates two Q-Q plot examples, one for a model with good fitness and the other for bad fitness.
The horizontal and the vertical axes are for the estimation result and the empirical scores, respectively. If
the Q-Q plot is almost on the line y = x throughout the score range [Figure 5 a)], the fitness of the estimation
model is regarded as adequate, and the estimation results can be adopted. On the other hand, if the Q-Q plot
is not on the line y = x as illustrated on Figure 5 b), the fitness of the model is not good enough and thus the
estimation results shall not be adopted. If the Q-Q plot indicates the fitness is poor, the parameters of the
estimation models should be reviewed, or otherwise, the evaluator should reconfirm that the dataset is free
from errors such as wrong labels.

© ISO/IEC 2024 - All rights reserved
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Y Y
2,4 2,4+
2,2 2,2
2’04 ftﬁn uf 2’0 | ‘c“r‘.‘ 00
1’8_ 1,8 |
1,6 1,6
1’44 1,4 |
\ { | | | | \ \ | T w |
¢4 1,6 1,8 2,0 2,2 2,4 1,4 1,6 1,8 2,0 2,2 2,4
X X
a) Good example b) Bad example
Key
X model
Y empirical
Figure 5 — Q-Q plot comparison: a good example and a bad example
6.6 Selectjon of rGEV and GP
6.6.1 Differences between the two methodolagies

It is known that both rGEV and GP estimatioh methodologies perform well in the extreme valy
in general. Apart from thelmathematical models, the major difference betw
ethods is the score sampling policy for estimation. The rGEV model utilizes thg

applications
estimation mj
of each block
is determine
threshold val

Figure 6 a) ar

and does not have any.explicit lower limit for the scores to be used. The numb

d Figure 6 b)wiSualize the samples used by rGEV and GP, respectively.

1 by the parameters.r and m. The GP model, however, utilizes all samples aboy
jue p and thus thenuimber of samples depends on the dataset.

le estimation
een the two
top r scores
er of samples
e the chosen
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Key
X  index
Y score

6.6.2 Features of the two methodologies

Since the rGE
trend. For ex
themselves w
in each block]
the same eve
on all scores
population d
times, e.g. 1s
extreme valu
in such datas

Except for th
do not have ¢
either or bot
the Clause 8.

a) rGEV samples

b) GP samples

Figure 6 — Samples used for estimation

V estimation is based on the order statistics, it is more robust against the gradual
hmple, some biometric modalities tend to*produce higher similarity scores as use

rather than thresholding. This means that the number of scores used for estime

above a fixed threshold and the'number of scores used for estimation will be d
stribution is different. If the‘dataset is a concatenation of subsets that are creatg
[ visit + 2nd visit + 3rdvisit, then the rGEV model is more suitable as it will kee
es of each subset. Note that this feature will be eliminated if the order of samples i
Pt

e above-mentioned influence originating from the sampling policy, the two n
ny significant difference in the context of extrapolated FMR estimation. Evalua
L rGEV and GP estimations and report the results together with other informati

change of the
s familiarise

ith the biometric system. rGEV estimation is based on the extreme scores selected by the order

tion remains

h if the score distributions become'different in the future visits. On the other hand, GP depends

fferent if the
d at different
b up with the
s randomized

lethodologies
fors shall use
on defined in

7 Perforn

ance metrics

The extrapolated FMR shall be prepared in the following manner.

a) Plotthe extrapolated FMR on the graph with the likelihood score along the x-axis in the linear scale and
the extrapolated FMR along the y-axis in the logarithmic scale.

b) Plot the 95 % confidence interval lines on both sides of the extrapolated FMR plot.

© ISO/IEC 2024 - All rights reserved
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c¢) The 95 % confidence interval shall be obtained by using a Monte Carlo approach. Prepare at least 100
models by applying randomly generated model parameters to the chosen extreme value model or models,
i.e. y,0 and & for rGEV and o and ¢ for GP models. The random numbers shall be generated by algorithms
designed to reflect the distribution of the profile likelihood of each parameter. Plot the upper and lower
2,5 % percentile points on both side of each extrapolated FMR.

NOTE 1
d)

Reporting the worst value in the confidence interval is in line with the idea o

following formats.

fthe rule of 3.

If extrapolated FMR is to be reported in a single metrics manner, it shall be described in either of the

1) Reportthe upper 2,5 % percentile value of the extrapolated FMR at the threshold score of evaluator’s
choice.

Exam

Extrapolated FMR = 2,4 x 107 or less with 95 % confidence level

2) Repo

inter

Exam

ple:

't the extrapolated FMR at the threshold score of evaluator’s choice with the 95
al on both sides.

ple:

Extr
Extr
e) If confide

NOTE 2

8 Record

Records regarding the methods used to derive‘*performance measures shall be retained, incl

limited to st4
the evaluatio

9 Report

9.1 Repor;

The performs:

]polated FMR=2,1x10"0+0,3 x107¢at 95 % c.i.

polated FMR = 2,1 x 1076 [1,9 x 1076, 2,2 x 107¢] at 95 % c.i.
bnce levels other than 95 % is selected, the confidence level shall be clearly stated

One of such algorithms can be implemented’by using revdbayes package of R.
Kkeeping

tistical models, parameters, diagnostic diagrams. Enough information shall be Kk
h to be repeated under congditions as close as possible to the original.

ng estimation résults

ting one-to-one comparison performance

ince metri€s in Table 1 shall be reported.

Table 1 — One-to-one comparison performance metrics

Do confidence

1ding but not
ept to enable

Metric Threshold Reporting Details of report
Extrapolated FMR Corresponding threshold Mandatory See Clause 7.
FNMR Corresponding threshold Optional See ISO/IEC 19795-1
NOTE FNMR reporting is optional because this document is concerned with application of extreme value

techniques to FMR.

9.2 Reporting estimation results

The estimation results in Table 2 shall be reported.

© ISO/IEC 2024 - All rights reserved
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Table 2 — Estimation results

Estimation details

Reporting

Details of report

Statistical model

Mandatory

Including the statistical model (rGEV,
GP etc.) used for estimations.

Parameters

Mandatory

Including the parameters of the
statistical model.

In the case of rGEV: fi,6,&, block

number n
In the case of GP: threshold u , scale

parameter o , shape parameter &.

Diagnostic graphs

Mandatory

Include Q-Q plots and other relevant
graphs to show the validity of the

estimation results. Examples of such
graphs are shown in-Figlire 7.

9.3 Repor

The evaluatid

fing form

n results shall be reported according to the reporting form in Table\3,

Table 3 — Reporting form

Value Threshold Reporting
Extrapolated FMR Corresponding threshold Mandatory
Empirical FMR Corresponding threshold Mandatory
Empirical FNMIR Correspondingthreshold Optional
Maximum obderved non-mated score - Optional
Maximum scofe with 30 + false match cases - Optional

© ISO/IEC 2024 - All rights reserved
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_ 4 B
205 — 0,10 —
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empirical
model
return pefiod
v/
model
empirical
return leviel
f(z)

Figure 7 — Example of diagnostic graphs
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A.1 Fundamental premises

Extreme value theory
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Annex A
(informative)

The extreme value theory is based on the following three fundamental premises.

a) The probjability distribution function (PDF) F(x) of the target population is non-degenerate

In the conte

Extreme val
extrapolated

of extrapolated FMR estimation, biometric systems that always return a,const
regarded as fegenerated and the score distribution of such systems is called a degenerate
e theory requires the target population to have a non-degeneraté”distribut

FMR can be calculated only for non-degenerate biometric systems.

Degenerate diistribution in an n-dimensional Euclidean space is any probability distribution hg
ar) manifold of dimension smaller than n. Otherwise the distribution is called non-

on some (line|

An example g

funivariate degenerative distribution is shown in Figure*A71.

1,2

0,8

0,6

0,4

0,2

0

=0,2
-4

(S

4

Figure A.1 — An example of univariate degenerate distribution

distribution.

ant score are
distribution.
on and thus

lving support
legenerate.[3]

b) The PDF F(x) belongs to the domain of attraction of an extreme value distribution G(z), i.e. F € D(G).

In the context of extrapolated FMR estimation, if the right-hand tail of the likelihood score histogram
asymptotically approaches to zero, the probability distribution function the histogram follows is practically
considered to belong to the domain of attraction. Figure A.2 is an example of PDF that belongs to the domain

of attraction.

© ISO/IEC 2024 - All rights reserved
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LetX;, X,,... X, beindependent identically distributed random variables. Let P be probability distribution. Let
F(x) =P(X;<x),i=1,2,.. beits identical distribution and Z, be extreme statistic defined as in Formula (A.1).

Z,:=max{X{,X,,...X,, } =max X; (A.1)

1<i<n

Suppose that a random variable Z follows a non-degenerative distribution G and that there exist constants
a,>0and b, € R such that Formula (A.2) and Formula (A.3) are satisfied.

Z,-b, 4

N 7 ,n—>oo (A.2)
an

and

Z,-b

P( n —SXJ%P(ZSX):G(X) (A.3)

an

d

where — denotes convergence in distribution.
Here, G(x) is ¢alled an extreme value distribution.

Since X; and Z have distribution functions F and G, respectively, F is said to-be-attracted to G. Al$o, F is said to
belong to the|domain of attraction of G, which is denoted as Fe D(G).

c) Each attgmptis regarded as independent and identically distributed (i.i.d.).

Thus i.i.d. rafldom variables are independent variables all hayingthe same distribution. The mhost common
situation invplving i.i.d. random variables arises when a random sample of observations is faken from a
single population(3].

If the score distribution of the target biometric systemrdoes not satisfy the above fundamental premises, the
methodologyldefined in this document shall not be used.

F(x)

o ——
}/’—
-
~

a2 F converges to G in the extreme value domain.

Figure A.2 — An example PDF that belongs to the domain of attraction

© ISO/IEC 2024 - All rights reserved
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A.2 Generalized extreme value distribution

A.2.1 Prep

aration

Generalized extreme value distribution, also known as GEV, is an extreme value distribution model widely
used to estimate the maximum value expected in a certain period of time in the future. The statistical
estimation of FMR is made by using the top largest r values in a unit period (or a “block”) as extreme values.

This statistic

model is called rGEV model.

Suppose each of non-mated attempts is independent and identically distributed (i.i.d.), and let x4, x,, ... x,
denote the scores for attempt #1 to #n. Then, x; for positive integer i(1 < i < n) can be considered as a
probabilistic variable and, therefore, the identical distribution F(x) is defined according to Formula (A.4):

F(x)=P(

where P() is {

Sort the non-

Formula (A.5).

X(1:n) SX

The extreme

Zn =2,
Also, the ordd
Loy = {z(
Note that the

A.2.2 The

Suppose n, n
that mn = n,

Here, considd

Formula (A.8):

i
nr’

Z={Z

i .
where Z,, is

The block siz

x;<z),i=1,2,...,n

(A4)

he probabilistic distribution function (PDF) of the non-mated score distribuition.

mated score series x; in the ascending order and prepare the order statistics ser

2:n) <...< X(n:n)

Value set, or extreme statistics, Z, is called a block maxima Set, which is defined as H

y =max{xy,Xp,...,X, } = max x;
1<i<n

r statistics consisting of the top largest r values%,, is defined as Formula (A.7):

n) 1 Z(n-1:n) »Z(n-2:n) 1 -+ ’Z(n—r+1:n)}
block maxima Z, is a special case ofZ,. when r = 1, namely, Z,,;.
‘GEV Model

pn-mated scores are available for the FMR estimation. Choose positive integers
where m is the number of blocks and n is the number of samples in each block.

r a non-mated sample set Z, which consists of the top r scores from each block,
1 ZZ

1<i<m,r&n}={Z,. ,Z;,,.

., Zm)

apon‘mated score set Z,, created from the i-th block.

es X using
(A.5)

ormula (A.6):
(A.6)

(A7)

m and n such

namely, as in

(A.8)

e m shall be chosen to be large enough so that some extreme values are included

n each block.

The r value shall be chosen to be much smaller number than n as the top r similarity scores in the block are
regarded as extreme values. Both m and r (and consequently n), shall be carefully selected by observing the
diagnostic graphs described in 6.3. Figure A.3 shows an example of blocks for rGEV estimation.

© ISO/IEC 2024 - All rights reserved
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The rGEV model is fitted to the scores z€Z extreme values and the model parameters are typically estimated
by using maximum likelihood estimation. Generalized extreme value distribution GEV(y,0,6): = G(2) is
mathematically described as in Formula (A.9):

G(Z):exp{—[1+§[

z—l
(e}

L

z—l
()

<

where Gg is defined by Formula (A.10)

Ge (z)= exp[—(1+§z);1/5 ]

and (a), is defined by Formula (A.11)

J

(A9)

(A.10)

(a), =m:

The paramet

u =location
o = scale
& =shape

These paramgters determine the estimated PDF G(z), which is usedto obtain the extrapolate
e domain. In other words, finding G(z) that best describes the real PDF in the e
ves itself into an estimation of the optimized parameters y, 0 and ¢ for given n anc

extreme valu
domain resol

In the contex
non-mated p
number of ng
mated scores|

1x{a,0}

brs are defined as follows:

t of extrapolation-based FMR estimation, biometric scores that are extraording
hirs are regarded as extreme values and the’above-mentioned “block” is regar
n-mated attempts, which are mutually.exclusive subsets sampled from the enti

(A11)

d FMR in the
xtreme value
| r.

rily large for
ded as a unit
re set of non-

S |

a The size of each block: n.

b The set consists of the top r scores of each block: Z.

¢ The number of blocks: m.

Figure A.3 — Blocks for rGEV estimation
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A.3 Generalized Pareto distribution

The appearance of large data depends on the right tail of the population distribution. Therefore, the peak
over threshold method is used to estimate the right tail of the population distribution using data exceeding a
sufficiently large threshold. A statistical model and analysis method for threshold excess data are described.

The threshold excess data {xq,x,,...
generalized Pareto distribution independently and identically. The generalized pareto distribution4] has

,X,} are measured values of random variables which follow the

cumulative distribution function as indicated by Formula (A.12):

1
1—(1+§ﬂj £, E20
F(x)= ok (A.12)
1—expL—X_‘u J £-0
o
where:
0 s thp scale parameter for generalized Pareto distribution;
¢ is thp shape parameter for generalized Pareto distribution;
K is thE location parameter for generalized Pareto distribution;
These paramegters can be obtained by using the maximum likelihood thethod. Generally, maximyim likelihood

estimates arg

Here, in ordd
necessary to

easily obtained by using software R[2].

r to perform data analysis with high accuracy/in the generalized Pareto dist
select the optimum threshold 6. The smaller the threshold, the more data

threshold, bul
becomes sm

but the bette
but the varial
generalized K
and errors du

Some thresh|
distributions

For u<x_ .

maximum liK

¢ =6, - &

assumed to b

the fit of the generalized Pareto distributionis poor. Therefore, the variance of t
11, but the bias becomes large. On the othef-hand, the larger the threshold, the sm
- the fit of the generalized Pareto distribution. The deviation of the estimate bec
ice becomes larger. In this method, there are two types of errors: errors due to th
areto distribution is an approximate distribution to be applied to the threshold
e to estimation. The thresholdis'selected taking these factors into consideration,

old selection methods_are’based on the properties of the following gener:
Let x denote data exceeding the value u and let x, ~ denote the maximum valy

, a generalized Pareto distribution is fitted to the data {x# - ,u}r,l“l exceeding|
1=
elihood estimates o and &. By changing the value u, (u,é*) and (,u,f) are

K
is an'estimate of the correction factor. When the estimated values 6 and

e constant to the right of a certain value in these two plots, the minimum of thesg

determined 4

ribution, it is

exceeds the
he estimation
hller the data,
bmes smaller,
b fact that the
excess data,

lized Pareto
e of the data.

[ to obtain
plotted. Here

f are both

e values u is

s'thé threshold.
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Annex B
(informative)

Examples applied to multiple modality datasets to demonstrate the

validity of the methodology

B.1 Overview

This annex p
purpose of t

estimation
comparison s

In ISO/IEC 14
or the rule of
desired thref
FNMR and re
all available

On the other
is too small tg
on the compd
confidence le

B.2 Datas

Table B.1. shg
methodologyy
or 20 %) fron
evaluated by
The extrapol
using rGEV o
number of sc

core data of various modalities, and does not show characteristics of each nrodali

quires a perfect match in the test. These accuracy metrics are\statistical estimat
omparison scores with pre-determined confidence levels:

hand, extrapolated FMR is aimed to estimate the false@atch rate even if the avai

Vel of the estimation is to be reported togethet:with the corresponding confidenc

ets and test protocol

ws the details of the non-mated comyparison score data used in the application of t

hted FMR was compared to the FMR measured from all score data. When the a
- GP was not appropriate for 10 % of the test data, the evaluation was made by i
pres to 20 %.

.V.‘ mDle DT d T ry .

is annex is to provide basic information for developing an understanding of\ho
ethodology with extreme value theory. This annex only shows application

795-1, accuracy metrics such as FMR or FNMR are calculated based*on either {
3. The rule of 30 requires the test size to be sufficiently large so thie number of]
hold exceeds 30. The rule of 3 gives the minimum test size fieeded for the de

satisfy the above-mentioned rules. The extrapolated FMR is a statistical estimati
rison scores beyond a certain threshold value, or‘those within the top r scores p

As a protocol, the test data was created by randomly extracting a small number
all score data. rGEV and GP were applied to these test data, and the fitness of rGEY
the Q-Q plot. If there were ho problems in the fitness, the extrapolated FMR w

Table B.1 — Score dataset

dalities. The
w to use this
examples in

Ly.

he rule of 30
errors at the
sired FMR or
ons based on

able test size
bn based only
er block. The
b intervals.

he estimation
of data (10 %
 and GP were
hs calculated.
bproximation
hcreasing the

Biometrics Comparison score dataset Number of comparisons
Fade Idiap BIOSCOTE 2014, Face Recognition Grand 4 million
Challenge (FRGC) v2.0lZl
Gaik OsakaUniversityGait Energy-hmage{GENEIOL 11373 million

B.3 Application examples

Figure B.1 through B.5 shows the rGEV and GP results for FRGC. Figure B.1 shows a histogram of the
comparison score of the FRGC. Twenty percent of the comparison scores (approximately 800 000 scores)
were randomly extracted from all score data and applied to the rGEV and GP. Figure B.2 shows the Q-Q
plot when approximated by the rGEV, while Figure B.3 shows the comparison between extrapolated FMR
estimated with rGEV and measured FMR. Figure B.4 and B.5 show similar results for GP. Table B.2 shows
rGEV and GP parameters for FRGC. The Q-Q plots are located near y = x, and the right tail of the comparison
score distribution can be well approximated by the rGEV and GP. With the FRGC score, the FMR for all scores
can be estimated from 20 % of the scores.
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Y 10¢ -
104} i
10?2 i
[
0 n n 1
10 1 2 3 4 X
x10°

frequency

rGEV
measured

Figure B.1 — FRGC example: histogram of non-mated comparison'scores

Y o
1,6 ==
1,4
1,2
1,0
1,6 1,7
X

score quantiles

Figure/B,2 — FRGC example: Q-Q plot of rGEV
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