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d

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

Cloud service customers (CSCs) create cloud solutions that satisfy their requirements and benefit from the
use of cloud computing. In creating these cloud solutions, CSCs sometimes use cloud services from multiple
cloud service providers (CSPs). The use of multiple CSPs gives rise to cloud deployment models (CDM) such
as hybrid cloud, multi-cloud and hybrid multi-cloud. Similarly, the CSPs themselves sometimes utilize cloud
services from other CSPs resulting in CDMs such as inter-cloud and federated cloud.

The use of cloud services from multiple CSPs, either through CSC cloud solutions or by CSPs utilizing cloud
services from other CSPs, can potentially enhance availability, resilience, fault-tolerance, latency, flexibility,
business continuity, cost optimization, the ability to operate in multiple geographies or jurisdictions, and
the ability to meet compliance requirements. On the other hand, use of multiple cloud services in general
and multiple cloud services from multiple CSPs can result in increased complexity and other operational
and adminierative challenges. These challenges, which can manifest in various ways, are [addressed in
order to credte a cloud solution. Examples of such challenges include the necessary integrdtions and data
transformatipns; additional burdens on management such as logging, monitoring and error resolution; the
reconciliation of the cloud service agreements and cloud SLAs from multiple CSPs; the-complexity of total
cost estimatipn; identity management and access control across multiple CSPs; and\privacy.

cloud servicg providers (CSPs). This document establishes a common understanding of clpud solutions
that use cloyd services from multiple CSPs by building on the cloud computing concepts defined in the
ISO/IEC 22143 series. It also provides characteristics, benefits and challenges relating to mylti-cloud and
other cloud deployment models involving multiple CSPs.

This documept provides an overview of, and foundational concepts for, cloud Computing invoj£ing multiple
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Vi


https://iecnorm.com/api/?name=b018747e34db5eb1c37cbea68251fb37

International Standard ISO/IEC 5140:2024(en)

Information technology — Cloud computing — Concep
multi-cloud and the use of multiple cloud services

1 Scope

ts for

This document specifies foundational concepts for multiple cloud services including multi-cloud, hybrid

cloud, inter-cloud and federated cloud.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their contel
requirement$ of this document. For dated references, only the edition cited applies:For undatg
the latest edition of the referenced document (including any amendments) applies:

ISO/IEC 22123-1, Information technology — Cloud computing — Part 1: Vocabulary

3 Terms and definitions
For the purpgses of this document, the terms and definitions given in ISO/IEC 22123-1 apply.
ISO and IEC maintain terminology databases for use in standardization at the following addreg

— ISO Onlinje browsing platform: available at https://#ww.iso.org/obp

— IEC Electiropedia: available at https://www.eleetropedia.org/

4 Symbols and abbreviated terms

API application programming interface

ChM cloud deployment model

ht constitutes
d references,

SES:

CSA cloud service agreement
CSc cloud servicé€ustomer
CSF cloud seryice federation
CSN cloudService partner
CSP cloud service provider
CSU cloud service user

[Daa$S identity as a service

PII personally identifiable information
SLA service level agreement
SO service objective

© ISO/IEC 2024 - All rights reserved
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5 Notational conventions

This document follows the same notational conventions and language used in the ISO/IEC 22123 series when
it refers to parties, roles and sub-roles. The major parties of cloud computing are cloud service customer
(CSC), cloud service partner (CSN), and cloud service provider (CSP). These parties are entities that play roles
(and sub-roles). The major roles of cloud computing are cloud service customer role (CSC role), cloud service
partner role (CSN role), and cloud service provider role (CSP role). These roles can be further organized into
sub-roles. It is important to note that a party can play more than one role at any given point in time and may
only engage in a specific subset of activities of that role. As an example, “CSC” refers to the cloud service
customer party and “CSC role” refers to the cloud service customer role.

Within this document, the name of a sub-role has the prefix of “CSC:” for CSC sub-roles, “CSN:” for CSN sub-
roles, or “CSP:” for CSP sub-role and then the sub-role name. Table 1 shows the prefix for each of the three
cloud computing roles.

Table 1 — Cloud computing sub-roles

Role Sub-role prefix |Example

CSCrole |“CSC” CSC:cloud service user
CSNrole |“CSN:” CSN:cloud auditor
CSProle |“CSP” CSP:network provider

6 Cloud domputing using multiple CSPs

6.1 General

It is sometimes challenging to find an appropriate completé)cloud solution from a single CSP that fully meets
the organizafion’s requisite needs. A strategy that includes cloud services from multiple CSPs gnables cloud
solutions thaf go beyond the capabilities of any single'CSP.

There are seyeral cloud deployment models (CBMs)[1] that involve multiple CSPs. These include, but are not
limited to:

— multi-clpud (see Clause 7)

— federated cloud (see Clause 8)
— hybrid cJoud (see Clause 9)
— hybrid npulti-cloud (see-subclause 9.6)

— inter-cldud (see Elause 10).

— The CSC tonfro nd manages the cloud services th e being deli SPs including

the orchestration of the cloud solution; one example is a multi-cloud.

— One CSP combines the cloud services from multiple CSPs with varying degrees of orchestration, control
and management activities; one example of this is an inter-cloud in which the CSC interacts with only one
CSP.

— Multiple CSPs form a partnership through out-of-band collaboration and share their resources via cloud
services; one example of this is a federated cloud.

These approaches are not mutually exclusive and it is possible to combine them.

The presence of multiple CSPs, and consequently of multiple cloud services, creates additional challenges for
governance, access control, sharing of resources, trust, security and privacy that should be addressed.

© ISO/IEC 2024 - All rights reserved
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The implementation of a CDM that involves multiple CSPs should take into consideration the location of
data centres, connectivity among them, data locality, management of instances, failure models, and error
propagation. For example, appropriate cloud service agreements, cloud SLAs and interoperable single sign-
on are implemented by co-operating CSPs.

6.2 Interactions among parties

In a single CSP cloud solution, most interactions are between the CSC and the CSP. For the multiple CSP
environment, the nature of the interactions depends on the CDMs being used for the cloud solution. The
choice of CDM affects the responsibilities of each party within the cloud solution, the cloud SLAs between

the parties, the cooperation required from the parties involved and the data path/flow among the parties.

Interactions among parties involved in cloud solutions consisting of multiple CSPs include:

Interact
involved
CSC inter
services

cloud cas
necessar

Interact
cloud ser

with each other, or they can be unaware of each other’s involvementin the CSC’s cloud solu

result in
CSC that
to create

ons between the CSC and the CSPs: Interactions between the CSC and the multiple CSPs

in the cloud solution depend on the CDM being used. For example, in the inter-cl
acts only with a single primary CSP and it is that primary CSP's responsibility to
pf the secondary CSPs to provide cloud services that the CSC needs. This‘is unli
e, where the CSPs involved are potentially unaware of each other, and the CSC
y orchestration activities required to create the cloud solution.

ons among CSPs: Each CSP offers cloud services that can be\Sinilar to or diffe
vices offered by the other CSPs that are part of the cloud solution. The CSPs can be

different CDMs being used in the cloud solution. For example, in the multi-cloud
is responsible for the orchestration and the data transformations/translations th
the cloud solution, with the CSPs not necessarily Jaware of each other. Whered

oud case, the
use the cloud
ke the multi-
provides the

rent from the
collaborating
tion. This can
case, it is the
ht are needed
s in the case

of federafted cloud, the multiple CSPs are aware of each 6ther and cooperate with each other to share

resource

Each of these

5 and data within a CSF domain.

interactions among the parties can be further classified as:

a) Operatignal interaction, which is used for delivering the services that are required.

b) Management and administration inteyaction, which are used to manage, administer|the services,
and supplort security and privacy capabilities.

7 Multi-cJoud

7.1 General

In a multi-clo
functions for
their activiti
management

id CDM, the-CSC is responsible for providing cloud service administrator and busi
a definéd)set of cloud service users (CSUs) (i.e. domain of control over a set of €
s). The operational interactions between the CSC and the CSP(s) are for the C§
ard administration interactions support the administrator and manager activitig

hess manager
nd users and
Us while the
S.

Multi-cloud C

DMs can be divided into two sub-types:

See subclause 7.2.1.

CSC-mediated multi-cloud: Multi-clouds in which all interactions are between the CSC and the CSPs.

CSP-connected multi-cloud: Multi-clouds in which some or all interactions are between the CSPs’

data centres but are initiated, controlled and managed by the CSC or code under CSC’s control. See
subclause 7.2.2.

In multi-cloud solutions, the CSC has a cloud service agreement (CSA), which includes a cloud SLA, with each
of the CSPs separately. Each cloud SLA may be different in terms of capabilities being provided, the qualities
of the services, the period and locations of service delivery, and the costs associated with the services.

© ISO/IEC 2024 - All rights reserved
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7.2.1 CSC-mediated multi-cloud

In a CSC-mediated multi-cloud solution the CSC selects cloud services offered by two or more CSPs. Multi-
cloud is the term used to describe the situation where one CSC uses public cloud services from two or more
CSPs. This is shown in Figure 1, in which a CSC uses one cloud service from CSP1 and another cloud service
from CSP2. The essence of multi-cloud, which differentiates it from other forms of interoperation of multiple
cloud services, is that decision-making and control of the use of the multiple cloud services lies with the
CSC. In a CSC-mediated multi-cloud solution, the CSPs involved are possibly but not necessarily aware of the
multiple cloud services being used.

CSP1

creates a cloud solution by combining the clotid services offered by multiple CSPs. Itis the CSC’s 1

While the m‘{ltiple cloud services can be used\independently by the CSC, for the multi-cloud
ecessary data translation, data transformations and integration functions.

to apply any

One example| is when the output oftohe cloud service is used to create input for a second (
organized by|the CSC, such that the two cloud services involved are unaware of each other’s ex

Public cloud

0
0 oo

0

- -
CSCs/CSUs

CSP2

Public clou
0

R ]
CSCs/CSUs

Figure 1 — Basic multi-cloud example

7.2.2 CSP-¢onnected multiscloud

The different|cloud serviees can be used together more directly as shown in Figure 2. For examg
service from CSP1 cah use a storage service from CSP2. In this case, the compute service uses t
storage servige to-store or read data from the storage service. It is the CSC that organizes the g
the API used [nthecode deployed in the cloud service at CSP1 or the configuration at CSP1 to us

service at CSR2

case the CSC
esponsibility

loud service,
istence.

le, a compute
he APIs of the
nablement of
e the storage

In Figure 2, where the data is processed (CSP1) and stored (CSP2) by different CSPs, the CSC has a cloud
SLA with CSP1 to address compute-related service objectives (SOs) and another SLA with CSP 2 to address
storage related SOs such as data storage locations and controls. Additionally, in this example the CSC
requires that the compute service used at CSP1 has connectivity to access the storage service at CSP2.

© ISO/IEC 2024 - All rights reserved
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CSP1

Public cloud

0 0a

0

- -
CSCs/CSUs

CSP2

Public cloud

In the case of
serves up the
a database ca

Figure 3 sho
business logi

configuring
from a differg

s that the user interface service (CSP1) uses the Business logic service (CSP

71 -
CSCs/CSUs

Figure 2 — Example of a multi-cloud with an inter-CSP connection

a web application, typically there is a user interface compongnt that consists of
web pages, a business logic component that has the code toperform business trat
mponent that holds the data used within the application.

c service (CSP2) uses the database service (CSP3J.{The solution is organized b
he relevant cloud services. In this case each component is implemented using a
ent CSP.

CSP1

Public cloud
Ooo
0

- - -
CSCs/CSUs
CSP2

Public cloud

@, o re

CSCs/CSU
(~ CSP3 )

Public cloud
0 le®

)

CSCs/CSUs

the code that
nsactions and

2), while the

ly the CSC by
cloud service

Figure 3 — Example of a more complex multi-cloud

In Figure 3, it can be the case that the use of the business logic service by the user interface service is
arranged by the CSC through configuration of the code in the user interface service. The same pattern
applies to the use of the database service by the business logic service.

7.3 Characteristics

Since multi-cloud is a CSC-driven CDM, the participating CSPs are not necessarily aware of each other. The
requirements of the CSC provide the reasons for choosing multi-cloud.

© ISO/IEC 2024 - All rights reserved
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Multi-cloud can be used for the following cloud capabilities types for the reasons listed:

Application: Some applications are only available from specific CSPs, potentially leading to a mix of
CSPs. The CSC may require integration of cloud services offered by different CSPs.

Platform: CSPs may specialize in the business or technical platforms that are required for specific
applications.

Infrastructure: Different CSPs can provide customized or specialized resources or offer infrastructure
services in different cloud regions or availability zones.

In addition, a multi-cloud can be a mix of CSPs that offer different application, platform and infrastructure
capabilities types.

Atits most fu

ervices from

more than onje CSP. Multi- cloud inherits all the standard benefits of a public cloud. The keyl¢lharacteristics
of multi-cloudl are derived directly from those of cloud computing as described in the ISQAEC 22123 series.

These are:

Additional characteristics that apply to multi-cloud include:

Broad n¢twork access: Network accessibility is a key characteristic for all cloud services infa multi-cloud
environnent. CSCs benefit from a wider selection of cloud access points. Broad’accessibility can improve
resilienc¢ and minimize single points of failure. Access to inter-CSP networks can also be required.

Measurdd service: Services that are measured and pay-as-you-go pefmit multiple CSP costjoptimization
and workload distribution including across jurisdictions.

Multi-tehancy: Extensions across CSP boundaries provide, additional opportunities fgr the CSC to
partition| its CSUs into tenancies that use cloud services ffom different CSPs. For example, a CSC can
choose tq partition its CSUs into different tenancies based’on which CSP services they access.

On-demand self-service: Self-service operations and’management automation become [more critical
when mpltiple CSPs are involved. Multi-cloud-¥equires integrated multiple CSP opgrations and
management.

Rapid elpsticity and scalability: Multi-cloud provides additional options for elasticity and scalability
such as Bhalancing workloads across multiple CSPs and global optimization of cost, perfoprmance, and
functionality.

Resourcp pooling: A CSP typicallyjaggregates or pools resources in order to serve multi-tgnant CSCs. In
the case pf multi-cloud, the CSC can use a service-based approach to optimize the use of the underlying
resourcep offered by the cloud'service of the multiple CSPs.

Cloud infrastructure independence: Individual CSPs within a multi-cloud are physically|and logically
independent of each other and can provide different cloud services.

Cloud cntrols The CSC Controls the multl cloud and each CSP involved in the multi-clpud performs
activities A : ese dloud controls
can include activation, conflguratlon 1ntegrat10n orchestratlon and de-activation of each cloud service
and its underlying resources.

7.4 Benefits

Multi-cloud provides a wide range of possibilities for cloud solutions that are not limited to a single CSP.
Potential benefits of multi-cloud include:

Flexibility: Multi-cloud facilitates the “mixing and matching” of CSPs and their cloud services. Multi-
cloud configurations can provide enhanced resilience, wider distribution, extended functionality,
stronger security, and possibly reduced overall cost. Service flexibility applies to application, platform,
and infrastructure capabilities types.

© ISO/IEC 2024 - All rights reserved
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EXAMPLE1  Compute services are often chosen to minimize latency, to take advantage of network resources
or to be close to storage. In the case of edge computing[2] that uses a multi-cloud solution, different CSPs can be
selected for different geographical regions.

Availability: A multi-cloud environment occurs when one CSP does not offer all the required cloud
services. In some cases, a cloud service is only available from specific CSPs, either globally or in specific
locations.

EXAMPLE 2 A CSC requires a specific weather service that is available from only one CSP. The service is not
portable, so the CSC chooses that CSP’s weather service. If the CSC’s application itself is hosted by another CSP,
then a multi-cloud solution would be required.

Best of breed: Different CSPs offer “best of breed” solutions for the different cloud services needed by a
CSC. By choosing each cloud service on its own merits, the CSC ends up using multiple CSPs.

EXAMPLH3 A company acquires storage services from different CSPs based on price, storage|requirements,
affinity wjith other services, sharing requirements, or other criteria such as company policy.

Fault-tolerance: A CSC can choose two or more CSPs for a given set of cloud seryices to gnhance fault-
tolerancg¢ in case the cloud services from one CSP become unavailable for some reasgn. This is an
alternatiye to the use of regions and availability zones of a public cloud fromone CSP.

EXAMPLH4  Diversification of storage in the previous example is used to aveid'a’single point of failure. At least
two storape services would be selected, with the choice made for each CSU or\by“department or diyision.

Proximity and latency: It can be the case that different CSPs have their cloud service|resources in
different{geographic regions and that, for proximity and latency.reasons, the CSC choosed two or more
CSPs in order to meet the performance requirements of the €SUs.

EXAMPLH5  The resources available from a CSP will vary by cloud region, and there will be differences in the
specific cloud services that are available. If a CSC can select:a-CSP that is close to the CSC, then quality of service
improvenjent is possible. Edge computing is an example‘where edge services may not be available everywhere
from the 4ame CSP.

Data resjidency: Data residency requirementsican dictate the use of more than one CSP.

EXAMPLH 6  Data residency issues may occur if a single CSP does not have coverage in all required areas or is
not able t¢ securely store data in all jurisdietions.

EXAMPLH7  Data residency issuessmdy require data to be stored in a particular jurisdiction, lqcation or with
specific CpPs. In data backup cases theére may be a requirement for data to not be stored in a particular location.

Regulatgry requirements:;:Some aspects of cloud computing are subject to local regulatory controls,
which pdtentially are npgt met by all CSPs. The ability to select a CSP that meets local requirements is
important for designsthat include data residency, data disclosure, criminal laws, cross-bor{der data flow
and possjbly tax regimes.

EXAMPLH8  Gextain financial data and banking information cannot be stored outside the country of origin.
Since a CYP’s €loud services vary in their degree of compliance with applicable regulations, the (SC benefits by
choosing the<CSP to maximize adherence to local regulations and conditions.

Cost: Multi-cloud provides opportunities to manage costs by choosing the most effective overall solution
and through negotiating more favourable discounts. This, however, should be balanced againstincreased
complexity and an increased need for automation and control.

EXAMPLE9  Multiple CSPs can offer similar services using different pricing models and conditions, possibly

dependent on volume, time, location or other discounting criteria. A CSC with a multi-cloud solution can more
easily move data or workloads to take advantage of lower costs.

© ISO/IEC 2024 - All rights reserved
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7.5 Considerations

The use of multi-cloud results in several challenges that should be addressed.

Complexity: Settings, defaults, security controls and functionality can vary across CSPs. Interacting
with different CSPs with different processes and interfaces can make it harder for a CSC to manage its
use of cloud services. The CSC can rationalize the interfaces and processes to create a unified multi-CSP
dashboard or user interface. There can be additional considerations for multi-cloud management, such
as identity brokering, cloud service discovery, routing, network and connectivity.

Latency: While multi-cloud can potentially provide the benefit of reducing overall application latency,
it can increase latency between the cloud services provided by different CSPs that frequently interact.
This can be significant if the communicating cloud services are distant. Multi-cloud management should
account for such latency variances.

Performlance: Different CSPs can have different cloud SLAs and therefore the associated service level
guarantees can be different. Any use of multi-cloud should account for these differences:

Cost estfmation and optimisation: Different CSPs can have different costpstructurels and billing
practiced. A multi-cloud deployment that is trying to constrain and optimise costs should take this into
account.

Logging|and monitoring: An application that uses cloud services from multiple CSPs ghould collect
telemetry from each cloud service, analyse it and provide operational insights. Given {the potential
differendes in the content, format and associated metrics, as well asshow and when the data is available
from the| different CSPs, multi-cloud management should account for all these differenres. This can
require groviding unified capabilities for monitoring, loggifig, tracing and analytics for dloud services
across different CSPs.

Cloud sefrvice level agreements: When an application'makes use of multiple CSPs, in wﬁich each CSP
providesfa unique cloud service that is not replicated elsewhere, the overall availability of the application
depends [on the availability of each cloud serviee.provided by the independent CSPs. For|example, the
configuration shown in Figure 3 requires that-the three services provided by CSP1, CSP2 and CSP3 be
available|for the overall application to be available. This results in application availability that is lower
than the fvailability of each individual service. The CSC should take reliability into consideration when
evaluatirjg cloud SLAs.

Privacy pf data: Data privacy in/a multi-cloud solution is quite complex. It can be challengjng to comply
across all CSP cloud services with Tespect to data protection requirements while identifying, monitoring,
processifg, sharing and meving sensitive data. The implementation of policies, privacy|and security
controls across CSPs can-beimportant in meeting regulations, laws and governance rules.

Assessmient and compliance: CSCs should understand the regulatory requirements, laws, and
governarnce for developing a compliance strategy. They should consider the implications of using multi-
cloud solptions that involve multiple CSPs in potentially different jurisdictions. CSPs can have different
approaclles t6 addressing compliance and regulation. Considerations include, though are not limited to,
data residédey, data use, criminal laws, cross-border data flow and tax regimes. CSCs should involve
many sta i isti T nents such as
legal, technological and administrative.

Workforce technical skills: Incorporating public cloud services provided by different CSPs would
require the CSCs to have workforce with sufficient skills to operate, maintain and handle the diverse
cloud services and technologies involved.

7.6 Multi-cloud management

Multi-cloud management includes managing the use and operation of multiple public cloud services from
two or more CSPs. Since the CSPs or the cloud services that they offer are not necessarily aware of each
other, the primary responsibility for management of a multi-cloud solution lies with the CSC.
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Different CSPs provide different capabilities, interfaces, data centre locations, provisioning mechanisms,
connectivity, security and access protocols. Ideally multi-cloud management would provide a consistent
way to manage the provisioning of cloud services across multiple cloud services and CSPs including:

— access
— security

— connectivity

— logging and monitoring of resources and services

While a multi-cloud manager need not be a separate operational entity, Figure 4 shows the capabilities
needed for such a multi-cloud manager.

CSC Csu

use cloud services with the .
unified interfaces <b ‘

[ CSp2:Cl
ser 'ae:K

(~ cSP1:Cloud CsP3:Cloud
service service

[~ CsP1:Cloud

o1\
service CSP2:Cloud

service

AN
provide ’p\?):lide provide
public cloud services ¢ cloud services public cloud services

! Ll
CSP1:Cloud R2:Cloud CSP3:Cloud
service . “Service service
-

CSP1 L\ cspz CSP3

Multﬁs@Cloud Service Providers

S
Figure 4 —G}s\ic functions of multi-cloud management

-

The multi-clqud manager, implemented by the CSC, is responsible for identifying the cloud seyvices offered
by public cloyds that meet CSC’s requirements and orchestrating any additional needs such as lgad balancing,
connectivity,[high availability, monitoring and logging. The multi-cloud manager provides the means for
accessing, mgnaging perating the cloud services. The operational capability of a multi-cloud manager
can include the abi o manage the lifecycle of a multi-cloud solution. Annex A lists a few yse cases that
illustrate the|co

8 Federated cloud

8.1 General

A federated cloud is a CDM in which cloud services are provided by two or more members of a cloud
service federation (CSF). A CSF is a collaboration among CSPs that is designed to support the sharing of
resources. To be part of a CSF means agreeing to the policies, rules, standards, mechanisms and federated
cloud SLAs (which are part of CSAs) by which the resources will be shared among the CSF members. In this
case, federated cloud SLAs represent cloud SLAs that are established internally in the federation between
member CSPs.

A cloud SLA is an agreement between a CSC and a CSP (see ISO/IEC 19086-1). A federated cloud offers cloud
services to the members of the CSF. In that context, the federated cloud SLA is an agreement between the
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member of the CSF that uses the cloud service (and therefore has the CSC role) and the federated cloud
(which has the CSP role).

The existence of a federated cloud SLA does not preclude additional agreements between specific CSF
members.

Note that CSF members may offer cloud services to parties that are not CSF members. Such cloud services
are outside the scope of this document and can require a separate cloud SLA.

There is a great variety of ways that resources can be arranged within a CSF (see subclause 8.7). Some of the
more common elements that dictate how the resources are arranged include: the focus on the purpose of the
CSF; how identity management is managed; and how the resources are shared, discovered, managed, and
paid for by the users of the cloud service. It is possible to establish a CSF to share a specific type of resource

such as a database or other information.

An example g
CSPs, coming
is to provide
supports locd
likely that, in
or even redu
controls that
faced by big d

Another exaf
form a trust
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optimizes its
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One issue thd
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a topological
for more detd

Centraliz
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Peer-to-q
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Some oth

Another issu
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fa CSF formed to share a specific type of information would be several organizati
together to share medical data such as genomic sequencing. In this case, the fod

1 computations on these very large data sets. Since this is often speculative rese
this example, the CSF would have limited data costs-there would;be a one fee
ced costs for small data searches. It is likely that they would alsq Set up policig
would emphasise fast data searches on very large data sets (similar to many of
ata).

nple of a CSF is an industry supply chain or ecosystem, where suppliers and thg
framework to share relevant data using cloud services) In this case, the metada

uds designed around a specific purpose would likely deploy the cloud resources
purpose—resulting in design decisions prioritizing transaction performance,
e, resilience, regulatory compliance or othey parameters as necessary.

t is common to all CSFs and federated clouds is how identity management will |
1d governed by a CSF can have any.fiumber of different identification schemes. Of
map to show relationships between CSF members, a federated cloud can be (see
ils):

ed, with a single entity providing all identity management;
cal, where responsibilities are delegated from the parent to the child in the hiera

eer, where each,member of the CSF performs their own identity managemen
ized);

er distributed topology or a combination of multiple topologies.[4]

pns, acting as
us of the CSF

access to the scientific information rather than moving the data around. The fedlerated cloud

hrch it is also
access policy
bs and access
the problems

ir customers
ra of relevant

in a way that
CSF member

be handled. A
fen viewed as
subclause 8.7

rchy;

t (also called

e that)impacts a federated cloud is what resources are available from the CSF

Kollrces are paid for by the end user. Theoretically, a CSF can have access to all o

embers and
the data and

resources available to 1ts members. HOwWever, 1t 1s unlikely that would be used except in llmited situations. In
most cases, a CSF member would have a set of resources that they would want to make available to other CSF
members and an expectation of how they would be reimbursed for those resources (usually being paid for
the resources, but options such as reciprocity are also possible). A CSF member should understand how the
CSF functions to know what resources are available and at what cost. A CSF has a discovery system to allow
each CSF member to advertise availability and what requirements, such as pricing or usage requirements,
are associated with those resources.

8.2 Benefits

Federated clouds offer similar benefits to multi-clouds in that they offer a wide range of possibilities for
cloud solutions by not being limited to cloud services offered by a single CSP. However, since they are bound
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by a set of cloud computing management policies and activities that the parties agree to use, CSFs can offer
some other benefits.

Trusted environment: A CSF provides a trusted environment for collaboration with clear membership
criteria and policies. The CSF is responsible for delivering and enforcing the essential trust and policy

requirements for activities within the CSF.

Dynamic membership: One of the main advantages of a CSF is that it is an organization that allows for
a changing membership of CSPs. A CSF can provide mechanisms for adding and removing members. New
cloud services can be added to a CSF simply by adding a new member offering those cloud services. By
having a common set of management policies and activities, a federation streamlines and simplifies the

process of adding new members.

Federated cloud SLA support One of the mam challenges assoc1ated w1th multlple cloud interaction

is the defetoprm 3
needs to establish a cloud SLA with each other Thls can be a tlme consuming process as'€q
is usually developed independently. In addition, adding new CSPs potentially requires‘an
renegotigtion of SLAs with existing CSPs. A CSF, on the other hand, can establish fedérated ¢
will be uged to govern the interactions between the CSF members. A federated cloud SLA b
the additfion of new CSF members and sets a common level of guarantees between CSF mer

Identity| management: In order to operate within a CSF requires_the ability to perf
managenent, which includes mechanisms to provide authenticationsauthorization, and a
A CSF caj

Shared Benefits: As a CSF grows each individual member gains shared benefits. More ¢
offered by the CSF members will lead to more use of those ¢louid services in the CSF.

8.3 Considerations
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Security
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and privacy: CSF identity management can be compromised by a single partici
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depends pn resources from othet GSF members can be left with no suitable replacements.

Inadequpte discovery services: A CSF shares knowledge about services that are ava
memberg. CSF members canjexistin a variety of different administrative, legal, or geograph
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8.4.1 Charaeteristies

Given the wide applicability and sheer variety of possible federated clouds, it is critical to understand the
key characteristics of CSFs. The following are the key characteristics:

— A CSF is a secure and trusted sharing collaboration that is not necessarily owned by any one entity or

organization.

CSF members collaborate for common goals and have identity credentials that can be used within the

CSF.

— Entities and organizations can participate in a CSF by choosing to share some of their resources and

metadata and making them discoverable and accessible to other CSF members.
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Participating members agree upon the common goals and governance of their CSF, based on common
activities, attributes and policies.

— A CSF establishes a common cloud SLA or a uniform way to handle federated cloud SLAs between the
CSF members to facilitate the joining of new members. Without such a mechanism, each potential new
member negotiates cloud SLAs with each existing member prior to joining.

8.4.2 CSF membership

A CSF is a set of CSPs that are its members, for some definition of membership. Each CSF may define its
membership based on a set of specifications. Some CSFs may allow users to self-identify and join with
essentially no identity proofing or new member vetting. Other CSFs may have stricter requirements in
this regard. Some CSFs may have definite expectations or conditions of membership that each member is

expected to

hserve. Joining a CSF can also require specific legal agreements

8.4.3 Shar
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8.4.4 CSF governance

Participating members can jointly agree upon the common goals and governance of their CSF. That joint
governance is expressed by the policies governing the roles and responsibilities of membership, resource
discovery, and resource access.

There should also be a process to grant or revoke CSF membership. Assuming that members are not allowed
to simply self-identify and join, then there should be a mechanism which allows granting and revoking
memberships, and some entity, a CSF manager, that has the authorization to do so. This authorization
can also be granted to specific CSF members. They would have the responsibility to enforce new member
identity proofing or vetting policies, if any, such that an authorized and authenticated user can access a set
of resources. If the CSF has any conditions that require membership revocation, then the CSF manager has
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the responsibility to execute the revocation. The CSF manager may also have the responsibility to monitor,
detect and verify when such conditions have occurred.

A CSF will also have a set of roles or attributes that are filled by its members. These roles and attributes
define the responsibilities that different members have, or what actions they can take and use to make
various policy decisions governing the operation of the CSF. The meaning of these roles and attributes
should be well known to all members. Likewise, there should be a process to grant or revoke member roles
or attributes. Assuming that not all CSF members are “equal” and cannot access all shared resources equally,
then there should be some method of distinguishing among what different members can do. Depending on
the CSF topology, assigning different roles or attributes to members would be carried out by one or more
entities that has the authorization to grant and revoke member roles or attributes.

8.5 CSF domains

8.5.1 Gendral

Members of a| CSF can be in different or more than one domain and yet be tied togetherin a CSF.[Two common
domains that{impact CSF members are administrative domains and regulatory domais.

8.5.2 Admjnistrative domains

An administfative domain is a construct that represents a logical subsgrouping that can|exist within
a federated ¢loud. An administrative domain consists of two or more CSPs, identity manpgement and
administrati¢gn for that domain.

Administratiye domains typically operate as independent, autonomous environments with a federated
cloud. The d¢gmain administrators will issue identity credefitials, deploy services, and defing the policies
for who can pccess what. For example, the IT department at a large corporation will issue dredentials to
employees tHat enable them - based on company polici€s - to use email accounts and to dccess shared
internal webfgites, databases, collaboration tools, etc:

These indepgndent, autonomous environments are de facto identity silos outside of which a (SF member’s
credentials hfave no useful meaning. There is.no easy, convenient way to securely manage the sharing of
specific infofmation and resources among_such silos. An organization can establish a wgbsite that is
accessible by| the general public to makefinformation available. However, to control access, general users
are given acdounts at that CSF member:That CSF member then determines which resources that user can
access. Requilring users to have different accounts at each CSF member is simply not scalable of manageable.
Even if users|have different accounts at each CSF member, there is no coherent, consistent wdy for the CSF
members to thanage which resources the users can access for a common purpose or project. C§F enables the
bridging of tHese identity silos;whereby the participants can jointly define, agree upon, and enfprce resource
discovery andl access policies.

8.5.3 Regulatory demains

Administratiyed{domains exist within some regulatory environment. All CSCs and CSPs exift within the
jurisdiction dfsemre—setefgovermmentalentitiesand—ebservealrelevantresunlatens—defihed by those
entities. There can be multiple governmental entities at the national, state, and local levels. The users and
service providers observe the union of the regulations defined therein. The CSF governance body determines
the baseline compliance requirements and defines the strategies for identity and access to data and
services in their regulatory environment. This is done through the identity and authorization credentials
that are associated with users, and the access policies that are defined for any given resource. In addition,
considerations for different personally identifiable information (PII) handling policies across disparate
regulatory environments should include specific privacy requirements.
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8.6 CSF management sub-roles

8.6.1 General

Specific CSF sub-roles can optionally be established to manage and run the CSF itself. Since the members of
the CSF are CSPs, these sub-roles are CSP sub-roles. Depending on the topology (see subclause 8.7), one or
more members of a CSF can play these sub-roles. Examples of these sub-roles include but are not limited to:

CSP:CSFOperator
CSP:CSFManager
CSP:CSFAuditor

CSP:CSF

8.6.2 CSF ¢
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hger provides the essential management functionality over the lifespan of a CSF. A
hultiple CSFs that span multiple administrative domains.

hger occupies a place thatis unique to the’CSF model. The CSF manager establishes
multiple CSF members. It is requined to perform a number of critical managem
pan of a CSF instance.

ager is not necessarily a sihgle, separate party. Federated cloud environment
CSF managers, each of whicH is operated by a CSF operator. A single CSF operato
managers in either centralized or decentralized configurations. As the scale and
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s scope is across the entire CSF. This list is a cursory overview of possible CSF-spe
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Usage and performance audit: Some CSFs may want to audit for usage and performance, perhaps in
support of evaluating service level agreements associated with the CSF.

Membership audit: CSF membership may come with a set of expectations as a condition of membership.
A CSF auditor can assess whether members are complying.

Security, privacy and trust audit: This encompasses all security and privacy issues but with the added
concern that a CSF relies on multiple trust relationships. Security, privacy and trust can be based on
auditing for acceptable configuration, privacy, confidentiality, minimal release of identity attributes, etc.
In the same way that members may have requirements, CSF managers may have similar requirements
that can be audited.

Regulatory audit: Since CSFs may span different regulatory environments, a CSF auditor may be
required to assess whether joint and local regulations are being observed. The CSF policy management
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and enforcement relies on a review of these documents and how they affect the adherence to both
membership, and security and trust.

8.6.5 CSF broker

CSF members require the functionality of a cataloguing system to enable discovery and sharing of resources
in a federated cloud. The discovery service categorizes cloud services, resources and data based on specific

properties.

Beyond discovery and cataloguing, a CSF broker enables the following functionality:

cloud ser
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Figure 5 — Centralized topology example

Figure 6 illustrates a peer-to-peer topology, where all CSF managers-are peers to one another.

there is no central coordinator and there is implicit trust betweetiall members.

CSF
manager

CSF
manager

CSF
manager

Figure 6 — Peer-to-peer topology example

In this model

Figure 7 illustrates a hierarchical topology, where CSF managers exist in a parent-child relationship. The

parent CSF manager defines the governance for the child CSF manager.
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Figure 7 — Hierarchical topology example

The topologi¢s listed above are not exhaustive and other distributed tepologies are also possjble including
combination pf multiple topologies.
It is possible for a CSP to be a member of more than one CSF. Figure 8 illustrates an example of
that is a member two CSFs (CSF1 and CSF2).

a CSP (CSP3)

Figure 8 — Overlapping CSFs example

9 Hybrid cloud

9.1 General

A hybrid cloud is a CDM that uses both a public cloud and a private cloud, as illustrated in Figure 9. The
public and private clouds involved remain unique but are bound together by appropriate technology that

enables interoperability, data portability and application portability.
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Figure 9 — Example of a hybrid cloud CDM
represent configurations in which direct interaction between.thie private and thg
d and is enabled through appropriate technologies.
brid cloud configurations are:

C and private clouds are managed and operated by.the same CSP,

C and private clouds are managed and operated by different CSPs, and
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cloud inherits allthe basic benefits of a public cloud in much the same way tha
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ould be aware of each other’s involvement in a cloud solution. This may be requ
appropriate technologies that allow interactions that are necessary for the cloud
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can directly

and a public
t multi-cloud

oud, in some
ired in order
solution. The
vould include

Hybrid cloud is similar to multi-cloud in that it can also be used for the application, platform and
infrastructure cloud capabilities types for the same reasons as multi-cloud (see subclause 7.3).

Additional ch

aracteristics that apply to a hybrid cloud include:

— Cloud independence: The private and public parts of the hybrid cloud are physically and logically
independent and may provide different cloud services. They also support the appropriate technologies
for direct interaction.

Cloud controls: The CSC controls the hybrid cloud but can delegate specific control activities to a CSP.

Cloud controls include activation, configuration, integration, orchestration and de-activation of each
cloud service and its underlying resources including the appropriate technologies for direct interaction.
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The main differences between a hybrid cloud and a multi-cloud are:
— the use of a private cloud to provide some of the required capabilities; and

— the binding together of the private and public parts of the hybrid cloud by appropriate technology to
enable interoperability, data portability and application portability.

9.3 Benefits

Hybrid cloud provides benefits similar to those provided by multi-cloud in general (see subclause 7.4). An
important benefit is distribution of the cloud services geographically and possibly across different providers.

EXAMPLE 1

The private clgud-nahybrid-cloud-EDM-stores-and-processes-data-thatist contrelled-and-eannet be processed
in a public cloyd for regulatory, privacy, security or business reasons. The publlc cloud in the hybrld ¢lojud CDM stores
and process dpta that is publicly available, such as public social network data and can scale quickly for less cost.
The CSC combjnes the data and processing powers of the private and public cloud to provide thecloufl solution that
manages cost, [security, privacy, business and regulatory requirements.

EXAMPLE 2

The hybrid cloud provides “burst” capabilities for offloading computing or storage during peak times. In this use case
the private cloud is normally used but has limited resources. The public cloud can\provide additional r¢sources when
workloads surjpass the capabilities of the private cloud.

EXAMPLE 3

The hybrid cloud provides automated, real-time backup for data that(is stored in the private cloud. It i§not necessary
for the CSC to nitiate or control the interactions between the private and public clouds once they have een set up.

9.4 Considerations
The general dhallenges of cloud solutions involving multiple parties are identified in subclause|7.5.

Hybrid cloud|challenges are reduced when both the public and private clouds are managed and operated by
a single CSP. For this case the CSC works with a single CSP and the cloud SLAs (which are part of CSAs) can
be consolidatled.

Complexity increases when the CSC'\mianages and operates the private cloud, but in this cas¢ the CSC has
control over ywhat technologies are to be used for the interactions.

The hybrid cloud is most challenaging when the private cloud is managed and operated by a third party that
is not the same as the public’cloud CSP. A cooperation agreement between the third party apd the public
cloud CSP wopld help teominimize the challenges in this configuration.

9.5 Hybrid cloud management

Hybridc]oud mAanagement j imila 0 m i-clond managemen pp helause 76 and 'Jre4),When
the private and public clouds are managed and operated by the same CSP, management functions can be
consolidated.

Cloud management includes various controls including the activation, configuration, integration,
orchestration and de-activation of each cloud service and its underlying resources. For a hybrid cloud this
includes controls for the appropriate technologies that are needed for direct interactions.

The private cloud component in a hybrid cloud may be managed and operated by the CSC itself or by a third
party and may be located on premises or off premises.

NOTE The CSC cannot be the operator of the public cloud that is used in the hybrid cloud.

In the case where there are two different cloud SLAs corresponding to the private and the public clouds, it is
the combination of these two SLAs that is considered for satisfying the CSC’s needs.
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