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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotec
Commission) form the specialized system for worldwide standardization. National bodies th
members of ISO or IEC participate in the development of International Standards through tec
committees established by the respective organization to deal with particular fields of tec

hnical
at are
hnical
hnical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part
work.

in the

The procedures used to develop this document and those intended for its further maintenance

are describgd in the ISO/IEC Directives, Part 1. In particular, the different approvalsc
needed for fhe different types of document should be noted. This document was -draff

riteria
ed in
Ves or

accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directi
www.iec.ch/Inembers_experts/refdocs).

ISO and IEC draw attention to the possibility that the implementation of this document may invol

ve the

use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicabillity of

any claimed patent rights in respect thereof. As of the date of publication of this document, ISO a
had not received notice of (a) patent(s) which may be required to implemeng.this document. Ho
implementer$ are cautioned that this may not represent the latest information, which may be ob
from the patdnt database available at www.iso.org/patents and https://patents.iec.ch. [SO and IE
not be held r¢sponsible for identifying any or all such patent rights.

Any trade name used in this document is information given fof the convenience of users and do
constitute an|endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific term
expressions
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TB1

www.iso.orgfiso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

Any feedback or questions on this document should be directed to the user’s national star

nd IEC
vever,

rained
[ shall

es not

s and

elated to conformity assessment, as.éll as information about ISO's adhereince to

) see

dards

body. A complete listing of these bodies can be found at www.iso.org/members.htmfl and

www.iec.ch/hational-committees.

This documgnt was prepared by Joint Technical Committee ISO/IEC JTC 1, Information techr
Subcommittge SC 6, Telecommuitications and information exchange between systems.

Alist of all pdrts in the ISQ/TEC 5021 series can be found on the ISO and [EC websites.

Any feedback or questions on this document should be directed to the user’s national starn

ology,

dards

body. A complete \listing of these bodies can be found at www.iso.org/members.htmll and

www.iec.ch/natiénal-committees.
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INTERNATIONAL STANDARD ISO/IEC 5021-1:2023(E)

Telecommunications and information exchange between
systems — Wireless LAN access control —

Part 1:
Networking architecture

1 Scope

This document specifies a cloud AC based wireless local area network (WLAN) networkingfarchitecture,
defings the cloud access controller dispatch platform (CADP) operating mechanism and the interaction
betwden the network elements such as CADPs, access points (APs), cloud a¢dess controllers (ACs) and
the WLAN network management system (NMS), and specifies the main fuietlonal requirements of each
netwdrk element.

This document applies to public WLAN networking scenarios.

2 Normative references

The following documents are referred to in the text.in such a way that some or all of [their content
constitutes requirements of this document. For dated references, only the edition citedl applies. For
undatped references, the latest edition of the referenged document (including any amendmgpnts) applies.

ISO/IRC/IEEE 8802-11, Telecommunications,and information exchange between systemls — Specific
requirements for local and metropolitan area networks — Part 11: Wireless LAN medium qccess control
(MAC) and physical layer (PHY) specificatiéns
3 Terms and definitions

For thle purposes of this document, the terms and definitions given in ISO/IEC/IEEE 88(2-11 and the
followjing apply.

[SO and [EC maintain‘terminology databases for use in standardization at the following addresses:

— [0 Online browsing platform: available at https://www.iso.org/obp

— IHC Electropedia: available at https://www.electropedia.org/

31
accesscontroler
AC

network entity that provides AP access to the network infrastructure in the data plane, control plane,
management plane, or a combination therein

[SOURCE: IETF RFC 5415:2009, 1.4, modified — "wireless termination point" has been replaced with
"access point".]

3.2

cloud access controller

cloud AC

access controller entity deployed in the core network, which is coordinated and implemented by cloud
access controller dispatch platform (3.5) for control and management of specific access points

© ISO/IEC 2023 - All rights reserved 1
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3.3

cloud access controller pool
cloud AC pool

set of cloud access controllers (3.2)

3.4

wireless local area network network management system

WLAN NMS

application system that manages WLAN network devices, which provides configuration management,
performance management, fault diagnosis and alarm management, security management, log
management, operation and maintenance management

Note 1 to entrfy: The function of selecting cloud access controllers (ACs) for access points (APs) is added[in this
document.

3.5
cloud access|controller dispatch platform
CADP
scheduling entity that assigns a specific cloud AC (3.1) to access points (APs) for optimal scheduling and
control of APJaccess

4 Abbreviated terms

The following abbreviated terms apply to this document.

AP access point

AC access controller

CADP cloud AC dispatch platform

CAPWAP control and provisioning of wireless’access points
CPU central processing unit

HTTP hyper text transfer protocol

MAC media access contxol

NMS network management system

WLAN wireless loeal area network

5 Networkarchitecture and operating mechanism

5.1 Network architecture

The network contains the following components. CADP, cloud AC pool, WLAN NMS and the
authentication platform are deployed in the core network and APs are deployed in the local network.

a) AP: APs access a cloud AC through a dedicated line, Internet or mobile network, which makes
WLAN deployment more flexible. APs communicate with a cloud AC and CADP through a CAPWAP
protocol.

b) Cloud AC pool: Cloud ACs are deployed in a centralized mode to form a pool for unified resource
management and scheduling.

c¢) WLAN NMS: WLAN NMS maintain all load parameters for cloud ACs, including the number of users,
number of APs, traffic throughput, CPU usage and network latency.

2 © ISO/IEC 2023 - All rights reserved
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WLAN user authentication and accounting features.

address of cloud ACs to APs.

5.2

Operating mechanism

As shown in Figure 1, the operating mechanism of cloud ACs is as follows:

Authentication platform: Authentication platform, including portal server and AAA server, provide

CADP: CADP obtains the association between APs and cloud ACs from WLAN NMS and issues the IP

The cloud ACs are deployed in centralized mode to form a cloud AC pool. The cloud ACs and APs are

decou

led, and no cloud ACs need to be specified for the APs. Instead, a CADP domai

n name or IP
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and N+M backup is the N active CADPs and M backup CADPs.

then one of the backup CADPs from the-M backup CADPs can be chosen to replace the unu
ion.

a cloud AC fails, the standby,cleud AC takes over to provide services. CADP also pr
cloud AC backup. When a.¢loud AC fails, APs associated with that cloud AC move t
ACs with a light load. This active-active backup mode does not require an addit
AC, thereby saving costs.

twork operators-and are not within the scope of this document.

5s is pre-configured for APs. When an AP tries to associate with a cloud AC, it obtz
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6 Firstas

6.1 Procedure

The proceduy
a) The WLA
each cloy
b) The WLA
between

Authentication
Platform
WLAN NMS
Cloud AC Pool
Cloud Cloud Cloud Cloud
CADP AC1 AC2 AC3 AC...

Figure 1 — Cloud AGhetwork diagram

sociation of an AP with a¢cloud AC

e for the first assoe¢iation of an AP with a cloud AC is as follows:

AN NMS selects.an optimal cloud AC for the AP based on AP information and the 1
d AC in the €loud AC pool.

LN NMS(issues AP information (e.g. MAC address and serial number) and the assoq
the AP.and cloud AC to CADP and issues AP information to the cloud AC.

pbad of

iation

6.2 Cloud

AL 1 .
AL DSCICCUUII

The WLAN NMS selects an optimal cloud AC for APs based on locations of APs and loads of cloud ACs for
seamless roaming of clients between APs and load sharing of cloud ACs.

Figure 2 is AC allocating flow chart before a new AP accessing.
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https://iecnorm.com/api/?name=11f10c0442c77d5c09807b8df0f5a6fd

WLAN NMS

CADP

Obtains AP information

A

ISO/IEC 5021-1:2023(E)

Cloud AC

location of APs and load of Cloud ACs

and Cloud AC

Selects an optimal Cloud AC based on the

Issues association information between AP

L

Issues AP information

Figure 2 — Cloud AC selection

6.3 AP association

For aip AP to associate with a cloud AC, a CADER domain name shall be pre-configured in the cloud
AC domain name field for that AP. Every time\the AP tries to associate with the cloud A[, it sends an
association request to CADP through domain name resolution, obtains the IP address of{the cloud AC

and th

en registers to the cloud AC, as shown in Figure 3.

© ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=11f10c0442c77d5c09807b8df0f5a6fd

ISO/IEC 5021-1:2023(E)

AP
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Cloud AC

WLAN NMS

Obtains Cloud AC's IP
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pre-configured CADP
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Issues association inff
and Cl
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ud AC

Issues AP information
>

IASsOClation request message
>

Response message(Contains
L Cloud AC’s information)

Resolve response and
Obtains Cloud AC's IP

AP
authentication

Interactive information of the association between

AP and Cloud

AC

%

AP operating
correctly

» Returns that AP has been

successfully associated
Lt

Figure 3 —@AP access to cloud AC flow chart

7 CADP-hased cloud ACswitchover

7.1 Cloud AC switchover for optimization or replacement

This cloud A( switcheover applies to scenarios where APs on a heavily-loaded cloud AC need to be fnoved

to a light-weight ¢loud AC for load sharing, and where APs must be moved to another cloud AC bg

of performanice degradation or end-of-use of the original cloud AC.

As shown in Figure 4, the cloud AC switchover uses the following procedure:

cause

a) The WLAN NMS issues the association between the AP and new cloud AC (cloud AC2) to CADP.

b) CADP removes the association between the AP and the original cloud AC (cloud AC1) and adds
information about cloud AC2 and then issues the AP information to cloud AC2.

c¢) The WLAN NMS notifies AC1 to delete AP information and then sends a reboot command to the AP.

d) The AP reboots and sends an association request to CADP through domain name resolution.

e) CADP notifies the AP of cloud AC2's IP address.

f) The AP initiates the association to cloud AC2. It can operate correctly after associating with cloud
AC2 successfully.

© ISO/IEC 2023 - All rights reserved
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Cloud AC1 Cloud AC2
AP CADP (Current) (New) WLAN NMS
Issues Association information between |AP and Cloud AC2
-t

Updates the

association between

AP and Cloud AC2 Issues new AP information
‘B Finishes configuration
g

Deletes AP informatjon
» Issues AP reboot command <

> Reboots and obtains Cloud

Association request message

AC2’s IP address by resolving
pre-configured CADP domain

Cloud AC2's information)

Response message(Contaions

<>address

Resolves response message
and obtains Cloud AC2's IP

Interactive informat

on of the association’betwee

n AP and Cloud AC2

S

Returns AP associatign
success information|

>

H >
> AP operating correctly
Figure 4%— Cloud AC switchover for optimization or replacement
7.2 [Active/standby cloud AC switchover
As shqwn in Figlire 5, the active and standby cloud AC switchover uses the following proc¢dure:
a) TheMI-AN NMS sends probe packets to cloud AC1 periodically. If it cannot receive response packets

b)

‘)
d)

beforeé the retry threshold is reached, it determines that the cloud AC has failed.

The WLAN NMS selects a new cloud AC (cloud AC2) for the AP.

The WLAN NMS sends the association between the AP and cloud AC2 to CADP and cloud AC2.

The AP obtains the IP address of CADP through the pre-configured domain name and obtains the IP
address of the new cloud AC (cloud AC2) from CADP. After associating with cloud AC2 successfully,
the AP can operate correctly.
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Figure 5 — Active/standby cloud AC switchover

8 CADP hot backup
As shown in Figure 6, two CADPs are deployed for CADP reliability.
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