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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

The purpose of this document is to provide a reference model for the concepts in Recursive Inter-
Network Architecture (RINA)ILIZL, This document provides the fundamental definitions for the
ISO/IEC 4396 series. It defines an architecture.

This document is the high-level description of the concepts, the elements and how they work. This is a
top-level specification, not a tutorial. Other more detailed specifications will draw on the ISO/IEC 4396
series as their starting point.
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INTERNATIONAL STANDARD ISO/IEC 4396-1:2023(E)

Telecommunications and information exchange between
systems — Recursive inter-network architecture —

Part 1:
Reference model

1 Scope

This document provides the reference model for the Recursive Inter-Network Architectyire (RINA). It
describes:

— tHe basic concepts of distributed systems and distributed applications;
— distributed management systems (DMSs);
— tHe fundamental structure of distributed Inter-Process Communications;

— tHe Distributed Inter-Process Facility (DIF) operations.

2 Normative references

There|are no normative references in this documént.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
SO and [EC maintain terminology databases for use in standardization at the following addresses:

— I§0 Online browsing platferm: available at https://www.iso.org/obp

— IHC Electropedia: available at https://www.electropedia.org/

3.1
addrdss

identifier thatis'a synonym for the fully qualified IPC-Process-Instance-name, which is @ member of a
distrifuted-tPE-facility (DIF) (3.32)

Note 1|te'entry: An address is only unambiguous within the DIF (and is assigned by the DIF). Thig identifier can
be assigned to facilitate 1ts Uselulness to the operation of the DIF, I.€. location-dependent.

3.2
application connection
shared state maintained by two communicating peer application entities (AEs) (3.3)

Note 1 to entry: Application connections go initially through an establishment phase, in which enough data is
exchanged to establish a shared understanding between both AEs, to later proceed to the data transfer phase,
in which both AEs exchange data. In Recursive Inter-Network Architecture (RINA), the establishment phase is
handled by common application connection establishment procedure (CACEP) (3.17), while the data transfer phase
is the responsibility of common distributed application protocol (CDAP) (3.18).

© ISO/IEC 2023 - All rights reserved 1
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3.3

application-entity

AE

task within an application process that is directly involved with exchanging application information
with other application processes (APs) (3.9)

3.4

application entity instance

AE-instance
AEI
instantiation

of an application entity (AE) (3.3) within an application process (AP) (3.9)

3.5
application ¢
AE-instance
AEI-id
identifier wh

Note 1 to enty
unless qualifig
(AE) name (3.4

3.6
application ¢
AE name

entity instance identifier
id
ch is unambiguous within the application entity (AE) (3.3)

y: The AE-instance-id may be ambiguous within the application process\[AP) name space
d by the application process name, application process instance id (3.11), and the applicatio

).

entity name

identifier from the application entity (AE) name space (3.8) which is unambiguous within the

(3.55) of the

Note 1 to entn
space (3.13), a

3.7

ipplication process (AP) (3.9)

y: An AE name when concatenated with an AP<pdme (3.12) is unambiguous within the A}
b is an AE name concatenated with an AP namé&and an AP instance id (3.11).

application programming interface primitive

API primitiv|
library or s
communicatig

3.8

application ¢
AE name sp3
set of strings
(3.9) and use

3.9
application-
AP

e
ystem call used by an applieation to invoke functions, in particular inter p
n (IPC) (3.39) functions, such as requesting the allocation of IPC resources

bntity name space

ce

which may be assigned to application entities (AEs) (3.3) of a given application proce
1 to reference‘them by other applications in the same naming domain

process

(3.13)
entity

scope

> name

rocess

s (AP)

software pro

: : " £ 4. - 1 1. 11
s1AI I d proCessIryg SySLert (o.70 J HILCITUCU LU dCCUIIIPIISIT SUITICE pulrposc

Note 1 to entry: An application process contains one or more tasks or application entities (AEs) (3.3) as well as
functions for managing the resources (e.g. processor, storage, and IPC) allocated to this AP.

Note 2 to entry: Tasks are also application processes.

3.10

application process instance

AP instance
instantiation

of an application process (AP) (3.9) on an operating system

© ISO/IEC 2023 - All rights reserved
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3.11

application process instance id

AP instance id

identifier that is unambiguous within the application process (AP) (3.9) and is bound to an AP instance
(3.10) in order to distinguish among multiple AP instances

Note 1 to entry: An AP instance id concatenated with an AP name (3.12) is unambiguous in the AP name space
(3.13).

3.12

application -process -name

AP -name

stringlassigned to a single application process (AP) (3.9) from an AP name space (3.13)

Note 1|to entry: An AP name is not assigned to any other AP while bound to the one to which/ithas peen assigned.

3.13
appli¢ation process name space
AP name space

set of strings which may be assigned to application processes (APs) (3.9) and used to reference them by
other APs in the same naming domain

3.14
appli¢ation protocol
proto¢ol used between two application entities (AEs) (3.3) to perform operations external tp the protocol
machipe (PM) (3.50) itself

Note 1|to entry: The distinguishing characteristic of application protocols is that they modify states external to
the protocol.

3.15
assignment
operafion that allocates a name in a name$pace (3.43), essentially marking it as being in ufse

Note 1|to entry: Assignment makes nameés'available to be bound. This allows certain portions of ajname space to
be “rederved” and not be available forlbinding (3.16). The corresponding reverse operation, de-assjgnment (3.25),
removes it from use.

3.16
binding
functipn, Fy;,Ng, that defines the mapping of a subset of elements of {NS} to elements of {M}

Note 1|to entry: Thisfunction is one-to-one and into. The operation, binding, binds a name to an oljject.

Note 2|to entry*©Once bound, any reference to the name locates or accesses the object.

3.17
commen annlicatian cannctkia ackal liclhhnannt i rn Ay
IUI1X ullllll\'(ll.lull CUIITICULLIVITI COLAUIIJITIIIVIIT l,ll AA %49y

CACEP
procedure to authenticate flow participants and initialize the application naming and protocol
information

Note 1 to entry: CACEP naming and protocol information relates to the application protocol (3.14) that will be
used by applications to exchange information (e.g. abstract and encoding rules, object model versions). In case of
Recursive Inter-Network Architecture (RINA), the application protocol is common distributed application protocol
(CDAP) (3.18).

© ISO/IEC 2023 - All rights reserved 3
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3.18

common distributed application protocol

CDAP

application protocol (3.14) component of a distributed application facility (DAF) (3.27) used to construct
arbitrary distributed applications

Note 1 to entry: CDAP enables distributed applications to deal with communications at an object level, rather
than forcing applications to explicitly deal with serialization and input/output operations. CDAP provides a
straightforward and unifying approach to sharing data over a network without having to create specialized
protocols.

Note 2 to entry: Distributed IPC facility (DIF) (3.32) is an example of a distributed application facility (DAF) (3.27).

3.19
computing slystem
collection of all processing systems (3.46) (some specialized) in the same management domain

Note 1 to entry: There are no restrictions on the connectivity of computing systems.

3.20
connection
shared state petween error and flow control protocol machine EFCP PMs (3.34)

3.21
connection-endpoint-identifier
CEP-id
identifier that is unambiguous within the scope (3.55) of an jiaterprocess communication (IPC) pfrocess
which identiffies an error and flow control protocol machine EFEP PM (3.34) instance

3.22
connection-identifier
identifier internal to the distributed IPC facility (DIF)(3.32) that are unambiguous within the scppe of
communicating error and flow control protocol machine EFCP PMs (3.34) from that DIF

Note 1 to entry: The connection identifier is formed by the concatenation of the source and destination coniection
establishment|procedure (CEP)-ids to identifyithe two directions of the connection.

3.23
data transfef control procedure
DTCP
half of an efror and flow control protocol (EFCP) (3.33) that performs loosely bound (feedback)
mechanisms,[such as retransmission and flow control

Note 1 to entry: The DTCPprotocol machine (PM) maintains state, which can be discarded after long perfiods of
no traffic.

Note 2 to entry:0fne instance of a DTCP is created for each connection of a flow.

Note 3 to entry: All connections in Recursive Inter-Network Architecture (RINA) have flow control. Connections
without flow control are denial of service attack vector.

3.24

data transfer procedure

DTP

half of an error and flow control protocol (EFCP) (3.33) that performs tightly bound mechanisms, such as
ordering and fragmentation/reassembly

Note 1 to entry: One instance of a DTP protocol machine (PM) is created for each connection allocated.

3.25
de-assignment
operation that deallocates a name in a name space (3.43), removing it from use

4 © ISO/IEC 2023 - All rights reserved
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delimiting
operation to delineate the beginning and end of a service-data-unit (SDU) (3.56) and package it into the
user-data field of a protocol-data-unit (PDU) (3.45)

Note 1 to entry: Delimiting is usually the first operation performed by the distributed IPC facility (DIF) (3.32)
when an SDU is submitted.

Note 2 to entry: Delimiting enables the DIF to deliver the SDU as a unit of data to its recipient intact.

3.27

distributed application facility

DAF

distriLuted application

collec
using
some

Note 1

Note 2
proceg

Note 3
they m

3.28

Lion of application processes (APs) (3.9) in processing systems (3.46) that exchange
interprocess communication (IPC) (3.39) and maintain shared state to coeperate i
Fask or function

to entry: There are at least two APs and at least one processing system in each DAF.

to entry: The DAF forms a black box to the members of the DAF whe' 'may be executing d
sing systems.

to entry: In some DAF, all members of the DAF will be the sanje/i.e. a homogeneous DAF, ¥
ay be different, i.e. a heterogeneous DAF.

distriputed application name

whate
applic

Note 1
to iden
(3.32),

3.29

vercast name (3.61) for the set of applicqgtion processes (APs) (3.9) comprising
ption depending on the operation

to entry: A whatevercast name is generally*taken from the same name space (3.43) as the A
tify a distributed application. An important type of distributed application is a distributed II
i.e. the set of cooperating interprocess’communication (IPC) (3.39) processes.

distriputed application process

DAP
applic

3.30

distriputed applicatien process name

DAP 1

jlame

synonym for amapplication process (AP) (3.9) name

3.31

ntion process (AP) (3.9) that is a member of a distributed application facility (DAF) (3.7

information
h performing

n one or more

vhile in others

h distributed

Ps and is used
C facility (DIF)

o
~
L

distriPuted application process synonym

DAP synmonynr
synonym for a distributed application process (DAP) (3.30) that is a member of a specific distributed
application facility DAF (3.27) and is only unambiguous within the DAF (and is assigned by the DAF)

Note 1

3.32

to entry: The names may be structured to facilitate their use within the DAF.

distributed IPC facility

DIF
layer

collection of application process (AP) instances (3.10) that are cooperating to provide interprocess
communication (IPC) (3.9)

Note 1

to entry: A DIF is a distributed application facility (DAF) (3.27) that does IPC.

© ISO/IEC 2023 - All rights reserved
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Note 2 to entry: The DIF provides IPC services to AP instances of a DAF or IPC process instances of other DIFs via
a set of application programming interface (API) primitives that are used to exchange information with the IPC
process instances’ peer.

3.33

error and flow control protocol

EFCP

data transfer protocol used to maintain an instance of interprocess communication (IPC) (3.39) within a
distributed IPF facility (DIF) (3.32).

Note 1 to entry: The functions of this protocol can be used to provide reliability, order and flow control as
required as determined by policy.

3.34

EFCP protoc
EFCP PM
instance of th

Note 1 to entr]
that performs
the data transf

3.35
flow
binding (3.16

3.36

pl machine

e error and flow control protocol (EFCP) (3.33) for a single connection
y: An EFCP PM consists of two state machines loosely coupled through asingle state vect

the data transfer procedure (DTP) (3.24) protocol machine (PM) (3.50) and the other that pe
ler control procedure (DTCP) (3.23) protocol machine (PM) (3.50).

of a connection to source and destination ports

flow allocator

FA
task that han|

3.37

dles requests to allocate a flow (3.35)

flow allocator instance

FA-instance
FAI

instance cregted for each allocation request to manage the flow for its lifetime

Note 1 to ent
Application-Py
be honoured. ]

3.38

IPC process
IPCP
application p
(3.39)

ry: The flow allocator instance will translate the (quality of service ) QoS requested
ocess into specific policies and find the destination Application and determine if the allocat
he FAI-identifier opport-id is returned to the application as a handle for referencing the allo

rocess<«fAP) (3.9) whose primary purpose is managing inter process communication

br: one
Fforms

by the
on can
cation.

(IPC)

3.39

inter process communication

IPC

service that allows two or more application process (AP) instances (3.10) to exchange data

3.40

IPC resource manager

IRM

component of a distributed application facility (DAF) (3.27) that manages its use of [PC

© ISO/IEC 2023 - All rights reserved
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plexing task

task within the interprocess communication (IPC) (3.39) process that performs multiplexing onto (N-1)-

ports
Note 1

3.42

to entry: There is potentially one MT for each (N-1)-port.

name
unique string, N, in some alphabet, A, that, when seen within a name space (NS) (3.43) unambiguously
denotes an object or denotes a statement in some language, L, constructed using the alphabet, A

3.43

name|space

NS
set of

Note 1

3.44
port

hames, {N}, from which all names for a given collection of objects are taKer

to entry: A name from a given name space may be bound to one and only dne-object at a tim

binding (3.16) of an (N)- error and flow control protocol (EFCP) protocol machine (PM) (3
to either an application entity (AE) instance (3.4) (if a distributed application facility (DAF)
(N)-IHC process instance [if a distributed IPC facility (DIF) (3.832)] in the layer above

3.45
porti
identi

id

fier that is unambiguous within the scope (3:55) of the application process (AP) instaf

a distnibuted IPC facility (DIF) (3.32) interproce§s communication process (IPCP) instanc
to distinguish an instance of communication,i.e. a specific IPC allocation

Note 1] to entry: A port-id is a flow-allocator=idstance-identifier (FAI-id) unique within the flow d
task, which identifies a flow-allocator-instance (FAI). FAI-id or port-id is returned to requesting aj
handld to refer to this instance of IPC. The’FAIl maintains a mapping between the Port-id and the Ca
Point-id.

3.46

processing system
hardware and softwarng that are capable of executing programs instantiated as applicat

(APs)
atomi

3.48

proto
PCI

3.9) that can coordinate using the equivalent of a “test and set” instruction, i.e. the
Cally reference'the same memory

@

.34) instance
(3.27)) or an

pce (3.10) and
b that is used

llocator (3.36)
plications as a
nnection-End-

ion processes
tasks can all

two protocol

col control information

that part of a protocol data unit (PDU) (3.49) that is interpreted by the protocol machine (PM) (3.50) in

order

3.49
proto
PDU

to maintain the shared state of the protocol

col data unit

unit of data exchanged by protocol machines (PMs) (3.50) consisting of protocol control information (PCI)
(3.48) and user data

© ISO/IEC 2023 - All rights reserved
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3.50

protocol machine

PM
finite state m

achine that implements a protocol for maintaining a shared state

Note 1 to entry: A PM accepts input from its user and exchanges protocol data units (PDUs) (3.49) with a peer by
transferring service data units (SDUs) (3.56) to a supporting service.

Note 2 to entry: The intent is to maintain the shared state with a corresponding PM, usually in another processing

system (3.46).
3.51

relaying task

RT

task within ajn interprocess communication (IPC) (3.39) process that performs relaying of pkotocd

units (PDUSs) |
Note 1 to entr)

3.52

resource all
component o
and monitorg
DIF IPC procq

3.53
resource inf
RIB

logical repre
(3.27)

Note 1 to entry

Note 2 to ent
distributed ap

Note 3 to entr)

3.54

3.49)

r: There is one RT in each IPC process.

hcator

f the interprocess communication (IPC) (3.39) process that maitfages resource allo
the resources in the distributed IPC facility (DIF) (3.32) by-sharing information with
sses and the performance of supporting DIFs

prmation base

sentation of the local repository of the objects' for the distributed application facilif

: Each member of the DAF maintains a RIB.

y: A distributed application may define a RIB to be its local representation of its view
plication.

r: From the point of view of an.0S model, this is storage.

RIB daemon
common co

onent of an application entity (AE) (3.3)

: a commotiieomponent of the AE is a task in a local application process (AP) (3.9) may 1

infformatiop-base (RIB) (3.53) daemon to provide information from other members of the dist

| data

cation
other

y DAF

of the

equest
ributed

Note 3 to entry: From the point of view of an OS model, this can be considered storage management.

3.55
scope

function, MNS, which defines the class of objects, {M}, that can be named with elements of {NS}

Note 1 to entry: This is sometimes referred to as the scope of the name space.

Note 2 to entry: This can also refer to actual objects or the potential for objects to be created.

3.56
service data
SDU

unit

contiguous amount of data passed by an application process or IPC-Process in an IPC API primitive with
integrity preserved during delivery to a corresponding application process protocol machine (AP PM)

8
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service data unit protection
SDU protection
interprocess communication (IPC) (3.39) function that protects service data units (SDUs) (3.56) from

being

given to the (N-1)- distributed IPC facility (DIF) (3.32) for delivery

Note 1 to entry: SDU protection may include (but is not limited to) integrity preservation, encryption, time-to-
live functions and confidentiality.

3.58

synonym
multiple names assigned to the same object

3.59
unbin
break

Note 1

3.60

user data

portid
and i3
(SDU)

3.61
whatg
identi
the m

Note 1
Note 2

Note 3
where

ding
ng the binding (3.16) between a name and an object

to entry: Once unbound, any reference will not access any object.

n of a protocol data unit (PDU) (3.49) that is not interpretable.by the protocol machin
delivered transparently to its destination application proeess (AP) (3.9) as a ser
(3.56)

bvercast name
fier that is the name of a set, usually taken from a-name space (3.43) from the same 1
bmbers of the set with an associated rule

to entry: When the name is referenced, thetule is used to select names from the set.
to entry: Traditional multicast and anyeast names are specific forms of whatevercast.

to entry: A unicast name or addréss (3.1) can be considered as a degenerate case of a what
there is only one element in the set.

e (PM) (3.50)
bice data unit

ame space as

evercast name

Note 4|to entry: No assumptions(age made about the static or dynamic membership of the set.
4 Symbols and abbreviated terms

AE Application-Entity

AEI Application-Entity-Instance

AEI-id Application-Entity-Instance-Identifier

AP Application-Process

API Application Programming Interface

CACEP Common Application Connection Establishment Procedure

CDAP Common Distributed-Application Protocol

CEP-id Connection-Endpoint-Identifier

DTCP
DTP

Data Transfer Control Procedures

Data Transfer Procedures
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DA Distributed-Application

DAF Distributed-Application-Facility
DAN Distributed-Application-Name
DAP Distributed-Application-Process
DIF Distributed-IPC-Facility

DMS Distributed Management System
DTP Data Transfer Procedure

DTCP Data Transfer Control Procedure
EFCP Error and Flow Control Protocol
FA Flow-Allocator

FAI F:EW—Allocator—Instance

[PCP [HC-Process

[PC IrfterProcess Communication
IRM [HC Resource Manager

MT Multiplexing Task

NS Name Space

PCI Protocol-Control-Information
PDU Protocol-Data-Unit

PM Protocol Machine

QoS Qpality of Service

RA Resource Allocater

RIB Resource Information Base
RINA Recursive Inter-Network Architecture
SDU S¢r¥ice-Data-Unit

5 Basic concepts of distributed applications

5.1 Introduction to distributed applications

A Distributed-Application is a set of two or more Application-Processes that can cooperate to perform
some function. A set of AP Instances, a Distributed-Application Facility (DAF) and the members of the
DAF are called Distributed-Application-Process Instances (DAP-Is).

There are several kinds of DAFs that are useful in providing infrastructure for DAF operations. The
most important of these are DAFs that provide Inter-Process Communication. These DAFs are called
Distributed IPC Facilities (DIFs) and are discussed in much greater detail in Clause 6. DIFs are necessary
when [PC using shared memory synchronization is not possible. Other DAFs of interest are Management-
DAFs for managing both DIFs and DAFs (see 5.2, 5.3 and Annex A).
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Application processes or DAPs in the same processing systems may use different DIFs of the same or
different rank, with maybe different scopes. All communicating Application-Process Instances are,
by definition, part of a DAF. DAFs operate over any (N)-DIF that they have access to and which has
sufficient scope to communicate with the members of the DAF.

5.2 Naming concepts for Distributed-Application Facilities (DAFs)

A DAF is a set of (two or more) cooperating Application-Process Instances. A DAF is assigned a
distributed application-name (DAN). There may also be distributed application instance identifiers

(DAII) if there are multiple instances of the same DAF.

t a subset when the name is referenced. A DAF may have more than one whate
as different access control and different rules. When an Application-Process joins
assigned a synonym (or alias), which is only unambiguous within the scope of the

5. Different sets of synonyms would be used independently within the DAF for differ
plication-Process may have access to several DIFs, but not all DIFs inna‘processing sy

a) ofe has the rule to return all members of the set, i.e. a multicast name;
b) ome resolves to a single member.

This 1
neare
resolv

5t) or a designated member. This name shouldshave a supporting DIF in common w
ing the name.

The R
intern
level,
scope

B Daemon manages the mapping between namespaces this level presents to its usel

p.g. it translates the logical “whereX of this layer into the “physical” “where” of the lay
of the namespaces supportedbja DAF to its users may be greater than the scope of]

5.3 [Elements of a Distributed-Application Facility (DAF)

5.3.1| Overview

5.3.1.1 General

DAFs
resou
with t

have .Comimon elements. Application processes have infrastructure to manag
‘ces;-task scheduling, memory management, and IPC. A DAF has the same four con
he’difference that they are distributed.

inthe DAF and a

vercast name
h DAF, it may
DAF and may
signed to the
ENt purposes.
stem.

the DAF are

atter whatevercast name has a rule that may“be the “nearest” member (for some concept of

ith the DAP-I

S, among any

al naming, and between any internakbnamespaces and the namespaces provided by tle supporting

er below. The
any one DAF.

e their local
1ponents, but

Potentially each DAP has tasks to perform the same three management components for the DAF. They
coordinate with their peers to support the operation of the cooperating tasks that make up the DAF. In
the case of the DAF, the DAF Management task may have a range of functionality from merely providing
access to management data to a distributed management functionality.

— Task scheduling (Resource Allocation) may send work to different members for execution, either
because they have unique capabilities, e.g. print a document, or for load balancing. In a DIF, routing
and resource allocation are Task Scheduling policies.

Memory management (RIB Daemon) has the dual role of ensuring information is available to tasks
in a timely manner and ensuring that the distributed data of the DAF is managed. The former
may entail periodic retrieval and/or distribution of information, either periodically or on specific
events and maintaining a given level of replication, synchronization, etc. In networking terms, this
combines what has traditionally been known as routing update and event management.
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[PC Management manages the underlying communication resources used by the DAP and its
tasks, ensuring that tasks have flows with given quality of service. IPC Management balances the
communication requirements of the tasks with the efficiency requirements of the DAF.

DAF Management is concerned with DAF enrollment and overall management, similar to the
management agent.

5.3.1.2 Task scheduling

This DAF infrastructure task is responsible for coordinating processing load among the members of the
DAF. For DIFs, the function is routing and resource allocation.

5.3.1.3 Memory Management (RIB Daemon)

The RIB is the logical view of the local information relative to the function of the DAF./For § DAF,

Resource Inf
Each membe
representatic
storage.

A common co
members of t|

brmation Base (RIB) is the logical representation of the local repository, of the o
" of the DAF maintains a RIB. A Distributed-Application may define a_RIB to be it
n of its view of the distributed application. From the point of view of the OS model,

mponent is a RIB Daemon, from which other tasks may requestinformation held by
he DAF either on demand, on an event, or periodically. The-RIB Daemon can then op

hjects.
b local
this is

other
Ffimize

these requests for information.

stem.
nge of

The term “RIB” is used very loosely and need not imply a complete Object Manager or database s)
It is just int¢rpreted as a generic term for DAF-related sterage without constraining the ra
implementatijon.

htion’s
Ssible.
ree of

The role of the RIB Daemon, as it is with Memory Management, is to make data in the applic
name space gvailable as efficiently as possible and te:delay the tasks using the data as little as po
A RIB Daemon manages the maintenance of informiation and its veracity for the DAF, i.e. the deg
veracity, the fging of replicated data, ACID propérties if any.

The tasks of
information (
basis.

have
riven

DAF members should be able\to register subscriptions with the RIB Daemon tc
ollected from or distributed:to a set of members of the DAF on a periodic or event
Consideratio

of applicatioI
facilitates th¢
can be expres

in the design of a DAF should be given to making the RIB Daemon the only gengrator
SDUs to the underlying DIF. This not only allows better optimization and contrfl, but
b shift from an(PC model to a programming language model. Hence, the work of the DAF
sed entirely.in terms of operations on the RIB.

5.3.1.4 IP(management

The IPC Manggement task manages the use of supporting IPC resources, i.e. an underlying DIF,

AD T 3 £ 2 £IDC N
tasks of the DAP—The prinratry forettonsor1C 1V1aua5c1ucut are:

a)

by the

SDU Protection, protecting the integrity and confidentiality of communication, appears in the
DAF so that application data can be protected from compromise by the top-level DIF. This module
provides any required protection for the SDUs this distributed application may pass to an IPC
facility, distributed or otherwise. Any data corruption protection over the data and PCI including
life-time guards (e.g. TTL, hop count) and/or encryption are performed here. SDU Protection may be
different on each allocated flow. It is strongly recommended that all DAF flows have confidentiality
and integrity protection.

b) Multiplexing SDUs from multiple DAP tasks onto one or more supporting flows, or more than one
supporting flows onto a single stream to a DAP task. The DAF may have policies for multiplexing
multiple allocation requests onto the supporting DIF, maintaining pools of flows, etc. It is also
possible for the DAF to support reverse multiplexing, i.e. combining several incoming flows into a
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single flow. This may require a policy for marks to be inserted in the data stream for synchronizing
across the flows.

[PC Resource Manager (IRM) provides the policy coordination among the elements of IPC

Management of a DAF. The primary role of the IRM is managing the use of supporting DIFs and in
some cases, participate in creating new DIFs (for more detail, see Clause 6).

d)

DIF Allocator Agent. When IPC Management receives an Allocate Request for IPC resources, if

the IRM fails to find the requested application supported by any of the DIFs available to it, it will
consult the DIF Allocator to find a DIF that does support the requested application. The result of
consulting the DIF Allocator will be to join a DIF. Whether this requires the creation of a new DIF
will be determined by the DIF Allocator interacting with the Management Systems responsible for

tHe resources required to create new IPC-Processes.

Flows|managed by [PC Management are with specified AP-names. These AP-namesanay be
namet of sets, i.e. whatevercast names.

Each ¢f these tasks coordinates with its peers in the DAF. When a new meniber joins a D
a menpber of a whatevercast set with a “for all” rule. There is at least a multicast group
all mgmbers of the DAF. The number of flows required for this coordination depends on the DAF, i.e.
all cogrdination can be over a single flow, or each can have a dedicated-flow, or somethin
Flows| can exist only with “nearest” neighbours, parent/child structures, fully-conned
DAF uses multiple management flows internally, it is more likély that they will be alloc3
optimjize performance and load, rather than functional differénces.

5.3.2

The p
sensit
DAF: 4

All m¢

DAF security principles

Fimary task of security for DAFs is to protect itself from malicious attacks or the
jve information about its operation. There,are five security services that may be st
\uthentication, Access Control, Confidentiality, Integrity, and Non-Repudiation.

embers of a DAF should be authentjcated as legitimate members of the DAF (this

Enrollment Phase). While Access Contrel'most commonly appears in the (N)-DIFs direct

Applig
an (N
(N-1)-
than d
below]

ations, AE, IRMs may be used:for the same purpose within a DAF. When a (N)-PDU
1)-SDU, and if confidentiality-measures are in place, the (N-1)-SDU cannot be inter
[PC-Process, i.e. no elements of the (N)-SDU are clear-text. No identifier should be U
ne purpose. Multi-level security is a DAF issue. Any method to support multiple levg
violates security by distinguishing multiple levels of security. A DAF is a securable g

security level of the DAF “depends on the policies used.

5.3.3

5.3.3.
The (

Common Distributed-Application Protocol (CDAP)

1 Geéneral

primitive, or

AF, it is made
consisting of

b in between.
ted, etc. If a
ted to better

collection of
pported by a

is part of the
y supporting
 is passed as
breted by the
sed for more
Is in the DIFs
ontainer. The

ommon Distributed-Application Protocol (CDAP) is a platform for building all distributed

applicationsl2l. The use of CDAP is to make a clean transition from the IPC model of the DIF to the
programming model of DAFs. While only a single application protocol is required, the CDAP protocol is
constructed from modules (see [SO/IEC 15954). The modular approach is taken for two reasons:

— to provide flexibility in accommodating legacy protocols;

— to accommodate better “language support” in the future.

5.3.3.2 Basic form of CDAP

The basic form of CDAP consists of three components:

— the common application connection establishment procedure (CACEP)[2];

the authentication module;

© ISO/IEC 2023 - All rights reserved
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— the CDAP module.

The only operations that applications can perform are create/delete, read/write, and start/stop
(execute/suspend) on objects. It is the collection of objects associated with a dialogue (connection) that
distinguish application entities (AEs).

These three elements are combined along with access control constraints on a set of objects to define
an AE. An application process may have one or more AEs.

The only part of CDAP that can be modified is the Authentication Module. The specifics of the
application are embodied in the objects associated with CDAP. The objects are associated with, not
bound exclusively to, the AE. The set of objects associated with an “application entity” is in essence,
defined by thgaccess control domain.

The method for defining objects is outside the scope of this document. The protocol is intehded to be
independent fof specific object paradigms. These specifications are a platform because alone they do
not define a gomplete application. The CACEP module is based on a simplified version of the OS] ACSE
protocollél. ACSE was chosen for three reasons:

— it already exists;
— it providgs all of the necessary functions and no more;
— itwas depigned to be used recursively.

ACSE providgs the basic requirements for exchanging application naming and context informati¢n and
provides for gn authentication module to be included. This proto¢ol was designed to provide a common
means to crefite an application connection.

The Authentication (Auth) Module provides authenticatien of the correspondents on this application
connection. The module has a common set of data stfictures as input to it. However, it is asgumed
that there willl be many Auth Modules to choose from when assembling an Application. Authentficaion
modules will[define their own range of policies for'a given authentication method. The Authentication
module may generate its own protocol. Standard modules may be defined in the future.

5.3.3.3 Common Application Connection Establishment Procedure (CACEP)

The primary|function of creating an“application connection is to establish the set of objects to which
remote operdtions on this flow have access. This is the fundamental definition of an AE. The Obj¢ct-Set
parameter in{the Connect Reqlest/Response allows the set of objects available on this connection to be
restricted. The value of this parameter in the Response can be different than in the Request.

Connection eptablishment between members of a DAF occurs in the traditional manner. An Applidation-
Process Instgnce issties an Allocate Request to its IPC Facility specifying the destination application
process namg, and,the Quality of Service parameters it requires. If successful, the local IPC Fpcility
returns a porft:id'to be used as a handle for all interactions with this flow.

Note that DAPs participating in a DAF may have multiple connections active with the same or different
characteristics and with the same or different DAPs at the same time.

Once the IPC connection is established, the CACEP (CACE Protocol) request/responses are exchanged
with the destination Application-Process. The Connect Request PDU will contain the initial information
for the authentication exchange and the Connect Response PDU will contain the initial responsel®l. If
additional exchanges are required (as with some authentication techniques) these then follow. This
allows for a range of authentication modules of various strengths. Once this procedure is complete, the
correspondents have entered their data transfer phase and may commence with the function of the
DAF.
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5.3.3.4 Application data transfer phase

The data transfer phase of a DAF is entirely determined by the purpose of the DAF. There are four kinds
of data transfer that can occur:

a) CDAP interactions with the RIB Daemon. This should be the vast majority of the traffic. Most tasks
in a DAP will treat the RIB as local memory using the RIB to “page in” accessed information.

b) Direct CDAP exchanges between tasks in the DAF. This should be minimized since the use of a) is
encouraged).

c) Encapsulating a legacy protocol, either with or without the use of the A-Data PDU.

d) Use of A-Unit-Data. Primarily used by DAFs that need to relay information among it's-T)APs.

Case d) represents the model that can be used for all distributed applications. The tagksof the distributed
applicption are written as if accessing local data and the RIB Daemon makes the\data aviailable, much
as memory management would in an operating system. Cases b) and c) corréSpond to the traditional
view ¢f networked applications sending requests and responses, transferring data, etc. [Chis strategy
has the advantage of isolating concurrency control to IPC and reducing-considerably the|possibility of
deadl@cks. This is the only viable future for sophisticated distributed/applications.

Case d) would generally be used by telemetry flows in a DAF or DAFs that need to do relayjing.

DAFs may relay, but not be able to impose an upper bound on-Maximum Packet Lifetime. Hence, it is not
IPC. Strictly speaking, the DAF is not limited to only interpreting or processing just the A-Unit-Data PCI,
but may consider the entire PDUs in making a relaying.detision, and there is no means to prevent DAPs
from felaying PDUs.

5.3.4 | DAF enrollment

For am application process to join a DAF, it shall be enrolled. Enrollment is carried out by the DAF
Management task of the DAF infrastructukre. Enrollment begins with an application proces§ establishing
an application connection with an existing member of the DAF. Once this management fonnection is
creatdd and the new member has been'authenticated, the new DAP shall be initialized. This may include
but is hot limited to the following gperations:

a) dg¢termining the current state of the new member (which may be a returning member

-~

b) d¢termining the capabilities of or assigning capabilities to the new member;
c) agsigning one 6x. more synonyms to the new member for use with in the DAF;

d) inlitializing static aspects of the DAP, perhaps including downloading code; and initial{zing any DAF
rdlated policies;

e) cieating additional connections to support distributed RIB operations;

f) initializing or synchronizing the RIBs;

Any other operations that would need to be performed before normal RIB Daemon updates can be
relied on for maintaining the expected level of consistency and resiliency.

© ISO/IEC 2023 - All rights reserved 15


https://iecnorm.com/api/?name=97f279fdda7e1c26ac6bb8672504ea50

ISO/IEC 4396-1:2023(E)

6 Introduction to distributed management systems (DMSs)

6.1 General

There are three forms of DMS:

a) A DAF Management system for remotely managing elements of one or more DIFs, is referred to in
this document as a Network Management system or NM-distributed management system (DMS)
(see 5.2).

b) ADAF Management system for managing a collection of DAFs used for a specific purpose, sometimes
referred te-as App]irafinn ]\/Tonagnmnnf cycfnm or AM.DMS (cc\n 2)

c) A DAF Management system for managing a given name space is a Name Space Management DAF, or

NSM-DM

All processin
All resources

5 (see 5.4).

b systems, Application-Processes and IPC-Processes are managed by a DMS of somsg

by a DMS is ¢
by a single

one and onlyfone DMS. There may be DIFs where every member [PC-Proces$s*falls under the don
a different DMS. The only central or master role can be associated with\ipitiating the DIF whic}

was distribu
required a ng

Most local D
forwarded to
DAFs will ma
existing or n
local caches ¢

alled a DMS domain. There is no requirement that DAFs or DIFs be’managed as a
S domain, although they may be. However, a DAP or IPC-Process shall be manag

ed. For example, initiating the creation of a DIF in respgnseto a DIF Allocator reque
w DIF over multiple (N-1)-DIFs would be managed by one DAP.

F Allocator requests, i.e. those generated by DAPs on this processing system,
an NSM-DMS for actual resolution. The DMS.responsible for the Applications (DA
ntain the local repository and will have the.crédentials to create IPC-Processes for j
ew DIFs. Hosts, on the other hand, would have greater use, but would probably ma
f recently used applications to facilitatelook up.

form.

used by non-DMS DAFs are monitored by these DMSs. The collection of;elements managed

whole
red by
ain of

itself
5t that

/ill be
Ps) or
pDining
intain

6.2 Netwdrk Management DMS (NM-DMS)

While the IP hd the
ration

more

[-Processes that comprise the DIF are exchanging information on their operation a
conditions they observe, it is generally @ecessary to also have an outside window into the ope
of DIFs compyrising the network. WHile*the members may reach a local optimization, it is often
complex to discover global optimizations without an “outside” perspective.

In these systems, control shalllbe automatic. Events are happening far too fast and state is changing too
rapidly for a ¢entralized system to be effective. Furthermore, the nature of distributed systems gdlways
opens the popsibility forpartitioning. Hence, it should be possible for distributed systems to falil-safe
without centfal control*The purpose of Management is to monitor and repair, not to control.

ations
nt the

ANM-DMS will perform the traditional functions of monitor and repair, e.g. deploying new configun
and monitoripgperformance. The DAF model can be applied to network management to represe
whole range IStri i i iti iTed: noted,
experience with distributed algorithms has shown an ability to find local optima, but not always
global optima. If nature guides, modest complexity begins to lead to concentrations of information
processing, either in terms of ganglia or a true central nervous system. While today’s networks and
distributed applications are closer to the less complex end of this spectrum, the architecture allows
controlled investigation of the space. In particular, the fact that this architecture distributes the
telemetry and management functions independently, makes it especially interesting and an excellent
tool for investigating the trade-offs and what is possible.

In the traditional centralized network management architecture, an NM-DMS would be a heterogeneous
DAF consisting of one or more DAPs providing management functions, with other DAPs providing
telemetry. The management DAPs can be subdividing roles or tasks within network management or
providing management for sub-domains and redundancy for each other. A typical DMS has the usual
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tasks of event management, configuration management, fault management, resource management, etc.
This also has the advantage of shifting the focus away from boxes to a distributed system model.

The NM-DMS DAPs has the traditional agent role function of collecting and pre-processing data.
The Agent will have access to the DAF Management task of all IPC-Processes (and associated DAPs)
in the processing systems that are in its domain. While there is no constraint, it is likely that an NM-
DAF would have one “Agent DAP” for monitoring in each processing system with a DIF or DAF in its
domain. The DAF Management task of each DAF or DIF in the NM-DMS domain is a kind of “sub-agent.”
A Management Agent may be designed to seek out its DMS or alternate DMSs in the event of failures.
There is no requirement that the NM-DMS shall operate over the topmost DIF in order to manage all of
its assets, only that it operates over a DIF with sufficient scope to access all resources in its management

doma

n

As nof

only one NM-DAF has the ability to modify the behaviour of the IPC-Process.

Itisp
For e
netwaga
these

ed above, IPC-Processes are in one and only one management domain at a time. [Th

pssible for there to be multiple MAs responsible for different DIFs in the §ame proce
ample, DIFs can be created as VPNs and can be allowedto be managed by their *
rk designer shall be careful. There is only one processing system to meet the reg
MAs. One MA (and management system) shall be empowered to resolve conflicts or

s means that

5sing system.
owners”. The
uirements of
to bound the

capabllities of other MAs.
In gerleral, an IPC-Process in a DIF can be managed by one afnd)only one manager at ahy particular
time. Pther managers may be given permission to read, i.e. observe, the system but not write to it, i.e.

chang
and c}

Netwrq
and re

EqY
al
Sq

C

e configuration. Management systems will have mechahisms for defining managen
anging their composition.

rk Management is characterized as “Monitor and Repair, but not Control”. The tradit
pair functions are:

fent Management (EM) - primarily hahdled by the RIB Daemon when unsolicited
rive at the NMS. EM consists primarily of the authoritative log of all events and 3
rvice that allows other management'applications access to the information as it arr

nfiguration Management (CM)-- supports the creation, maintenance, and activatic

C(

nfigurations. Networks often have multiple configurations defined for a network,

hour, holiday or weekend( Gonfigurations will be often defined based on an existing g
rdther than wholesaleréplacement of one configuration with another. In these cases, i
td be aware of configuration-drift which naturally occurs the longer a configuration is
stlarting point ofa eenfiguration transition may have moved in an incompatible way.
rg¢solved before.activation begins. Activation is easily automated as a directed tree-w

P¢rformanceé Management (PM) - monitors the performance of the network by readin
data from:Management Agents and to a lesser degree the event stream. This informatig
t for immediate action. Immediate response is generally handled by the autonomi

nent domains

onal monitor

CDAP Writes
subscription
ves.

n of network
e.g. peak/off
onfiguration,
L is important
in place. The
This shall be
h1k.

g aggregated
nis generally
F functions in
etwork.

n
tlTe layers. Normally this data is used to further refine the policies being used by the 1

Crisis Management (CrM) - primary use of the data coming in the event stream is for crisis

management. The event stream data will be used primarily for detecting and counte

service attacks, as well as physical disaster associated with network assets, e.g. fire,

can be alternate configurations for these situations that can be activated.

ring denial of
flood. There

Fault Management (FM) - one or more distinct Network Management Stations with very small

management domains, i.e. the equipment being tested. FM also has specialized tools for generating

traffic streams with given characteristics, probes for observing device behaviour, etc.

Homonuculus - the set of applications used to support the operator control centre from which the

central monitoring of the network is done. There is probably one of these per manage
and they should be able to back each other up.
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— Coordination and Planning - the highest level of the network management planes that monitors at
the long term and global health of the network. Analysis of performance and fault data is processed,
and improvements proposed and tested before deployment.

The network is a low uncertainty enterprise and it is the job of network management to ensure that it
stays that way.

6.3 Application Management DMS (AM-DMS)

Essentially all application management systems, such as they are, are point solutions. Examples include,
e.g. utility management systems (gas light and water), process control, factory automation. Process
control should-be-ene hemjcal or
petroleum plants is fairly ad-hoc and the networkmg even more so. There is a major opportu ity to
introduce greater safety with architectures designed to contain accidents and prevent cds¢ading
catastrophic fesults.

The reason the DIF Allocation (and other functions) are not described as being unigyie'to a procgssing
system is precisely for AM-DMSs. It is easy to imagine the need to have an AM-DMS’product suchjthat it
formed a conjplete package that managed its own IPC resources, even though these were providdd by a
NM-DMS managing its own DIFs.

6.4 Name Space Management DMS (NSM-DMS)

Management|of a name space in a distributed environment requires coordination to ensure that the
names remain unambiguous and can be resolved efficiently. ReSolving a name as Saltzer notedl inl2],
requires “locpting an object in a given context given its name{? This requires a mapping from a ngme in
name space, NS, either to the object the name is bound to orto a name in NSg, where B may be thg¢ same
as A, such thlat resolving B (perhaps recursively) yields‘an object, i.e. indirection or aliasing. Hence,
some system§ (perhaps all) shall be given the authorityo assign names.

For small, digtributed environments, this management can be fairly decentralized and name resdlution
can be achieyed by exhaustive search. Once found, the location of the information that resolved the
cached locally in order to shorten future searches. It is easy to see how, as the distr|buted
environment|grows, these caches would be further organized often using hints in the name itself, such
as hierarchicpl assignment, to shortensséarch times. For larger environments, distributed datgbases
may be organized with full or partial‘\téplication and naming conventions, i.e. topological structute, and

The NSM funftionality can be in whole or in part, a function of any DAF. The functions of Name{Space
b) authoriz¢ and jauthenticate DAPs that are allowed to modify entries in the RIB about hames

(presumably only those for which it has management responsibility), including delegating authority
for assigimmentof SUbSets of the mame Space;

c) assign an unbound name from the Name Space to an object;

d) assign an unbound set of names for future assignment by the requestor, i.e. delegation of naming
authority, as well as its de-assignment;

e) implement policies for updating and maintaining the replicated RIB used by NSM, including the
forwarding tables for facilitating requests;

f) resolve names by following the naming conventions and search rules;
g) check credentials of requests to determine if the name can be resolved; and

h) return a result that allows the NSM or the function created using it to complete its task.
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This function may be a stand-alone DAF but more commonly will occur as a DAF within a DMS, a
purpose specific DAF, or in a DIF. The two most common uses of the NSM functionality are as the DIF
Allocator and the Flow-Allocator.

The primary purpose of an NSM is to resolve names in a timely manner. The result of this operation
may be either an object, or another name. When the result is a name, this is what is normally called
“indirection” and will require resolution of that result. The resulting name may be in the same name
space or a different name space, which would mean consulting a different NSM. Strictly speaking, the
NSM can only return a name. “Resolving to an object” shall be interpreted as resolving to a name that is
unambiguous within the processing system where the object resides.

In smaller NSM-DAFs, the Server and Repository functions may be combined. The distinction between
Servers that handle Query and Servers that handle Assignment may take several fortrns: minimal,
differ¢nces in access control permissions, or distinct sub-DAFs. Because NSMs aré |offfen symbiotic

DAFs,|depending on the security requirements, implementations may integrate théir-fun
RIB, imto the host DAF.

Reposjitory DAPs manage the distribution and replication of the RIB required:to maintain ¢
resolytion. Assignment-DAPs will, in most cases, be a function of another DMS. It is worth
most ¢ases the authority to manage aspects of a name space will not be. given to arbitrary
but to|DMS functions. There will undoubtedly be exceptions to this,however, modelling it
simply make those degenerate cases.

tionality, e.g.

fficient name
hoting that in
Applications
this way will

An Assignment DAP may also request to have a subset of the.name space delegated to an NSM under

its management. These can constitute entire child NSM of the name space. Clearly, in the
parenf NSM delegates a naming authority for a subset offhe namespace, e.g. a branch of the
this sfructure may be repeated in whole or in part as‘achild or sub-NSM-DAF. There is ng
in the|parent/child relation of NSMs that requires distribution and replication be limited

6.5.1 | General

A major application of NSMs is the construction of a DIF-Allocator (DA). The DIF-All
naturally from the'property, that at the IPC boundary, an Application merely requests t
be allpcated with the Destination by name. The Requesting Application does not need to
the Rqquested-Destination Application is. At the step in extending the IPC Model to the dis
when [the ca'se of N systems directly connected is considered, a function is required to

case where a
naming tree,
requirement
to occurring

ted services.
required. As
nality can be

pcator arises
hat resources
know where
ributed case,
maintain this

propefrty*While it is part of IPC, it is outside the DIFs to determine which “wire” (which I

[F) to use. In

Clause 4, this was IPC Resource management (IRM).

When an Application submits an Allocate Request to the IRM with an AP-Name, the IRM determines if
the application is reachable on any of the DIFs available to this application and if so, one is selected and
the Allocate is processed normally.

But if the desired application is not on one of the available DIFs, it is perfectly reasonable that this
function queries its peer IRMs, which may have different DIFs with other applications on them. If it
is found, then a new DIF can be created to enable the communication. This function is called the DIF-
Allocator. It may span a set of DIFs and has two major functions:

a) to find the DIF that supports the requested DIFs or DAFs, that is not available to this IRM;
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b) to make available a DIF by either joining existing DIFs or creating new DIFs such that both the
requested and requesting Applications can allocate IPC. This can require the DIF Allocator to
moderate (or negotiate) the creation of DIFs.

The DA communicates with its peer DAs and attempts to find the means to create a new “top level” DIF.
Once it is created, the Allocate request is handled normally. For the DA to perform its function it shall
use an instance of Name Space Management. Note that the name may be of a DAF or a DIF. In the latter
case the IRM would attempt to join the named DIF. The DIF-Allocator is a ‘finder of new DIFs.” A DIF-
Allocator may be a stand-alone DAF, one embedded in a DMS, or within a DIF.

This is, in effect, the network generator function. While networks can be constructed by external ad hoc
means, the DIF-Allocator provides the means for the recursive construction of networks organically
based on usef demand. Again, while it can appear to be, and it can be, quite useful, the RINA Medgl does
not impose a fequirement for a single authoritative DIF-Allocator, nor is there any means to jtnpoge one,
nor does thisimodel assume there is only one.

6.5.2 DIF allocator structure

If the IRM of ¢very application were a member of a DIF-Allocator this can create-a huge scaling problem.
However, it is important to recognize that while every DAP or application-process can neegl DIF-
Allocator seryices at one time or another, there are other factors that impose“constraints that mitigate
this problem

a) inatypidal network, only a few IRMs will have a diversity of DIFs-available to it, i.e. most IRMls will
have to only one DIF or have access to the same DIFs;

b) notevery application would have the permissions to register names;
c) notevery application would have the permissions to‘allocate the resources for a new DIF.

These last two capabilities would more likely be assigned to Operating System DMSs (outside [of the
scope of this [document), NM-DMSs, or Application=DMSs. By adopting this assumption, exceptions can
be accommodated as degenerate cases. Thus, the vast majority of IRMs will only request DA sefvices.
This implies f structure for the DIF-AllocateDAF that not surprisingly mimics the structure of|fName
Space Management.

When the IP( Resource management (JRM) is requested to allocate IPC resources to a name, and fit fails
to find the reqquested application en any DIF it has access to, it will request a new DIF from DIF Allpcator
as a Client uger (similar to the-NSM Query-DAP). The DA will then manage finding a DIF that supports
the applicatign and the negotiations with the intervening DMSs with responsibility for the unddrlying
resources to gither allocate.aew DIF or to join existing DIFs or both such that there is a single D]F that
both the reqyesting andrequested applications can use for IPC.

A DIF-Allocafjor is a-DAF that incorporates an NSM and has a similar structure to an NSM. Sinde DIF-
Allocator shdll find applications that are not on adjacent DIFs. The DIF-Allocator DAPs (DA-DAPF) will
need to rela;I requests and responses to where they can be processed. This implies that there afe two
sets of forwarding tables:

— a forwarding table, FT-s, for a name resolution request to forward to the next repositories, DA-r-
DAPs, according to the search rules, and because the next NSM-r-DAP is not necessarily one hop
away;

— aforwarding table, FT-n is required to forward PDUs through one or more of the DA-DAPs between
the NSM-r-DAPs when the destination DA-DAPs aren’t one hop away.

Thus, there are two different graphs within the DA-DAF that are important: the graph defined by the
search rules and the caching strategy of the repositories, and the graph of the connectivity of the DA-
DAPs. The FT-s may organize the repositories into a flat, ring, hierarchical, or other structure. The graph
implied by the FT-n may use a separate set of synonyms to facilitate forwarding PDUs from sender to
destination, i.e. closer to traditional routing.
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The components of the DA-DAF are much as they are in the NSM. The IRM of most applications will only
be able to request a new DIF from the DIF-Allocator and have a DIF created for their use. In most cases,
the DMS responsible for the domain in which Applications exist will perform all registration related
functions. The registration process makes the names of applications and their supporting DIFs along
with various properties available to the DA-DAF.

Some DAPs may be dedicated to maintaining the distributed database for resolving names. There is no
requirement that these DAPs are directly connected. The FT-s forwarding tables define the connectivity
of the search, but the FT-n may be required to forward PDUs through intermediaries to get to the next
place to search.

The various functions are not all required in all DAPs and some of these may be used for isolating

exter

lLal functions from internal operation. The DAPs supporting Query and Regist]
functipns are shown as complete to indicate that local caching may be present. Some ghvir|

ation Server
pnments may

choosg to combine functions and still meet their requirement.

While|this description has referred to applications, the DIF-Allocator may be @sed to findl DIFs as well
as DAFs. Also, while this description implies that DIFs are always created;:they may not be. In some
cases,|the DA-DAF may be able to create the necessary “top layer” by instructing IPC-Profcesses to join
an existing DIF.

6.5.3 | Operations

When|the DA is requested to create a DIF for a pair of applications, it first has to find the{desired DAF.

The flow allocation request will be augmented with parameters that a DIF shall provid

either
as the|
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suppojrting DIF. This also ensures that the security of the application is not compromised

wheth

found(
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Given
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be provided by the appropriate DMS or derived firom the parameters of the availabl
policies the DMS has on DIF creation. The IRM Fequests a Create DIF specifying tH

that it shall support and the ranges (tolerance)-of QoS parameters, not the QoS-cube

aditional search using the common Name Space Management functions. Although th

hg the request through a number of DAPS to get to the next Repository, once a DIF
ts the application, the DA shall negotiate with its DMS and the DMSs of any DIF
t a new DIF or direct systems to joiff an existing DIF.

functions such as DNS or X500, a DA-DAF search is concluded only when the
n responsible for the requested application or DIF is found, i.e. the search terming
ntials of the requesting Application can be checked to determine if the requestor has

er or not the application exists. If the requesting application’s credentials do not allo

is returned. Once.a successful search is concluded, the next step is to create a DIF
t the requesting‘and requested applications. This may be done either by joining ex
ating a new, DIF or by some combination of creating and joining DIFs.

that cieating IPC-Processes to join existing DIFs or to be members of new DIFs
Fion(of significant resources and the permissions to do so, the DA-DAF will act as th

conjul

e. These will
e DIFs as well
e application
5. This begins
s canrequire
is found that
5 required to
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tes when the
access to the
by returning
v access, “not
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sting DIFs or

requires the
e mediator in
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hction w1th the AM NM and Operatlng System DAFs respon51ble for approprlate

anagement DAF

to create of IPC-Processes in spec1f1c processmg systems and instruct them to ]om a DIF Clearly, the
Create-DIF request will have to include parameters for the new DIF. This may involve parameters such
as (but not limited to): QoS-cubes supported, minimum average degree of the DIF graph, cost. When the
new DIF is created, the DIF-Allocator will return a response to the requesting IRM, which may proceed
with its Allocate Request. The DIF-Allocator may also spontaneously notify the IRM of a new DIF.

Creating a DIF within a single Management Domain simply skips the considerations of negotiating with
different management domains and goes straight to creating the IPC-Processes within the Management
Domain for the new DIF.

Algorithms for creating DIFs with various properties will be a topic of research for some time to come.
Of special interest will be algorithms for creating DIFs with average degrees greater than two. However,
the straightforward cases can be considered. In creating a new DIF, a new IPC-Process will need to be
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created at Border Routers of the existing top rank DIFs. The following are obvious approaches to be
taken:

— The DIF-Allocator having found a DIF, B, with the requested Application, creates an IPC-Process on
the processing system that supports the application using the DIF B as the (N-1)-DIF. The DA then
sends a response back, creating an [PC-Processes at the Border Routers along the return path of the
Create DIF Response.

— The DIF-Allocator DAP, which found the DIF with the requested application, consults its RIB and
constructs a set of nodes to be in the new DIF. It creates a new IPC-Process to serve as the seed for
the new DIF. It then sends Create IPC-Process commands to each node in the set with instructions
to join the New DIF.

There is also[the null case or bootstrap case, where a processing system is joining its first DIF/[There
are three casps to be considered:

a) The use [of a Shim DIF: For existing legacy media protocols, RINA employs a Shim DIF. A Shim
DIF provjides the minimal functionality necessary to make an existing media‘standard hape the
same AP| behaviour as a DIF with the properties of this media. A Shim DIFyumakes no attempt to
“enhancq” the existing media protocol. In this case, enrolment will follow,the procedures |of the
legacy prjotocol. Normal DIF operations will work above that.

b) A DIF opg¢rating directly on point-to-point media: In this case, it is assiimed that there is eithef some
ad hoc first PDU or that the process on the end of the point-to-peint media, i.e. a wire, is expecting
a RINA enrolment procedure. This will begin with CACE-Connec¢t) also referred to as an M-Connect.
Given thgse conditions the procedure can progress with nermal enrolment.

c) A DIF operating directly over a multi-access media: Inthis case, it is assumed that some unique
identifief, e.g. an equipment serial number, is available'to distinguish correspondents at the other
“end” of the media. Either an ad hoc first PDU will@arry this information or the “other endp” will
be expedting a CACE-Connect PDU with this “thique identifier” as the Destination Application
name. THe Source Application name will also-have to be known to be unique within the scopelof the
media. The source unique identifier shall identify the IPC-Process that is requesting to join the DIF.
The destjnation unique identifier may name either the DIF being joined or an IPC-Process that is a
member pf the DIF.

This exchange can now be used to either create a DIF on top of the media or join an existing DIF using
the normal procedures, including the assignment of addresses within this DIF. However, the “ynique
identifiers” will still be required:to distinguish traffic between different DIFs on the same medja and
within the scppe of the media./Fhere is, in effect, a very minimal Shim DIF over the multi-access media
itself.

7 DistribpteddnterProcess Communication — Fundamental structure

7.1 Distrihnfpd-lp(‘-l?arilify (DIF)

7.1.1 Overview

A Distributed-IPC-Facility, the primary focus of this model, is a homogeneous DAF that provides and
manages IPC. To avoid confusion, the members of a DIF are called IPC-Processes. They are no different
than DAPs (the members of a DAF) or any other application processes, other than that they are members
of a DIF.

A Distributed-IPC-Facility is a distributed application that manages IPC and consists of at least one IPC-
Process in each processing system participating in the DIF. A DIF is a layer. The scope of a layer is the
set of cooperating IPC-Processes (that maintain distributed shared state) that comprise a DIF. In this
document, DIF and layer are used interchangeably. For IPC and networking, there is one type of layer
that repeats as many times as necessary to effectively cover the range required for the operation of the
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network. Layers in this architecture are divisions of ranges of allocation and scope. This leads to the
following formulation of the properties of layers:

Different layers tend to have a different scope.

There may be multiple layers of the same rank, either in parallel or serially.

Functions do not repeat with the same layer at the same scope.

Groupings of functions within a layer tend to be by an orthogonal criterion.

There should be strong interfaces at layer boundaries that abstract the internal functioning of the

Eer,
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a)
b)

c)

there are layers of different rank with the same scope, their functions shall beindep

DIF only manages its own resources. (N+1)-flows are multiplexed into. (N)-floy
bates of traffic of the same or different (N+1)-QoS-cubes mapped onto (NJ-QoS-cube
S-cubes of the (N)-DIF are different than the QoS-cubes of (N+1)-DIFand the resou
ms the DIF shall solve are different. To speak of (N)-flows in DIFs at ranks le
ngless and counter-productive.

se there can be more than one DIF of the same rank, there isho direct IPC between
.e. DIFs of the same rank, without relaying above. IPC between DIFs of the same ra
processing system shall use either an application process with only local knowledg
a protocol converter), or by an application process with knowledge of a wider scope
[PC-Process of a (N+1)-DIF.

nl2l worked out the necessary and sufficient:conditions for synchronization for

r (IPC). Those conditions were surprisingly~eénough to bound three timers:
ximum Packet Lifetime (MPL);
ximum Time to Wait before Acknewledgement (A);

ximum Time to Exhaust Retries (R).
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5. Regardless,
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ss than N is

Hifferent (N)-
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reliable data

While|the definitions in the medelare written to be general, this model indicates that a single Error and
Flow Control Protocol that separates mechanism and policy and is defined independentl;
encodjing, is not only possible but beneficial. As with the DAF, where a single application
found

7.1.2

A DIF
IPC se

descr

there is a single data transfer protocol for the IPC.

IPC process

is a Distributed-Application Facility (DAF) that is designed for a specific purpose,
rvices over a given range of operation. Hence, an IPC-Process has all of the element

 of a specific
protocol was

i.e. providing
s of a DAP as
of processing

1bed in Clause 6. The IPC-Process structure naturally cleaves into three distinct loci

with decreasing duty cycles as one moves lelt to right decoupled through a repository for state
information.

The DAP Infrastructure consists of:

DAF Management - the local task concerned with the overall management of the DAF accessed by
the DAF Management Agent for this Processing-System.

Scheduling (e.g. Resource Allocation, routing).

Memory Management - the RIB Daemon that stores routing tables and other local state information
(the MIB).

[PC Management - responsible for the use of the supporting DIFs, including SDU Protection,
multiplexing, and the DIF-Allocator.
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The Tasks of the DAP, in this case the functions necessary to provide IPC, are:

a)

live, etc. There is potentially a different SDU-Protection for each (N-1)-port.

b)

appropriate (N-1)-port.

‘)
d)

1) aDat
sequ

2) aDa

mec
Delimitiy
user-dat3

f)
g)

All instances

7.1.3 Flow

One of the major implications of Watson’s work is that port allocation and synchronization j

be decoupled
creates the f
on a flow fox
Connection-¢
EFCPM-insta
source and d
connection tq

The Flow-All
ids are only d

7.1.4 DIF decurity principles

The primary
sensitive infd
the same.

The Appliication Programming Interface (API) to request, use and rel¢ase IPC resources.

A single Relaying Task, which is concerned with managing the utilization of the layer below.

Flow-Allocator Task, which allocates and manages each flow when requested via the API.

a Transfer task for each IPC flow being supported, which distinguishes flows and pér
ncing, fragmentation/reassembly, etc, as necessary;

a transfer control task for each IPC flow that requires retransmission andyor flow c
anisms,coordinated through a state vector.

g, which ensures that the identity of the SDU can be maintained@nd maps the SDU
 field of the (N)-PDU.

within an IPC-Process have the same concrete syntax and range of policies.

s and connections

. In RINA, flows and connections are decoupled. The Flow-Allocator allocates por
ow. Port-ids are FAI-ids and are the endpoints of a flow. When there has not bee
2At, the shared state exists between the EFCP-instances. This is called a conng
ndpoints (CEPs) exist in the EFCPrinstances. The connection is between communi
hces. A flow consists of the bindings between the source and destination port-ids a
pstination connection-endpeint-ids respectively, and the connection or the potentig
exist.

pcator is responsible.for allocating the port-ids and creating the EFCP-PM-instancesg
eallocated when a-Deallocate API call is made.

task of((IN)-DIF security is to protect itself from malicious attacks or the collect
rmation on its operation. A (N)-DIF can assume that the (N+1)- and (N-1)-DIFs are

SDU Protection, which does data corruption detection, data confidentiality and integrity, time to

Potentially, a different Multiplexing Task (MT) for each (N-1)-port that maps (N)-PDUs to the

forms
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There are five security services that may be supported by a DAF: Authentication, Access Control,
Confidentiality, Integrity, and Non-Repudiation. The last applies only to DAFs. The others apply to all
DIFs, as necessary.

the Enrollment Phase.

occur in lower layers.

All members of a (N)-DIF should be authenticated as legitimate members of the DIF. This is part of

While Access Control most commonly appears in the layer directly supporting Applications, it may

Confidentiality and Integrity counters corruption, replay, and eavesdropping of the contents of (N)-

PDUs and should be used when the (N)-DIF has generated sensitive information that may be of use
to an intruder keeping in mind that multiple encryptions can weaken the strength of the result.
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The above implies that DAFs should protect themselves. This implies that the only threat to
confidentiality and integrity to a DIF directly supporting DAFs can be Traffic Analysis and below that
and toward the core of the network, there is little need for confidentiality.

Given that many lower ranking DIFs have limited scope and can operate within a controlled environment,
the degree of security should be capable of being selected, from none to very strong.

When a (N)-PDU is passed as an (N-1)-SDU, and if confidentiality measures are in place, the (N-1)-SDU
cannot be interpreted by the (N-1)-IPC_Process, i.e. no elements of the (N)-PCI are clear-text.

The length of a (N)-address should be a small multiple of the maximum number of members of the (N)-
DIF. Avoid overloading the semantics. If at all possible, the (N)-address should only be assigned when
the (NJ-TPC_Process joins the (NJ-DIF.

Any (N)-identifier shared between an (N+1)- or (N-1)-DIF should not be carried. inY pfotocol. Such
identifiers should be local to the (N)- and (N-1)-IPC_Process.

No idgntifier should be used for more than one purpose. It should have a single'semantics.

An (N)-address should not be visible to the (N+1)- or (N-1)-DIFs. A complete (N-1)-address should not be
used gs a component an (N)-address.

Multi{evel security is an DAF issue. Any method to support multiple levels in the DIFs blelow violates
security by distinguishing multiple levels of security.

7.1.5| IPC components

7.1.5.1 General
The I§C-Process has two major functions:

— sypporting IPCrequested by applicationis by creating one or more (N)-connections for ¢ach Allocate-
rgquest;

— mfanaging its use of one or more*¢{N-1)-connections with one or more DIFs.

7.1.5.p IPCAPI

The IPC Service Primitives are used by an Application-Process to request IPC-Facilities. The most
commlon form of the primitives is:

— Reason <- Allocate_Request (Destination, Source, QoS Parameters, Port-id) - an 3asymmetrical
rgquest/response issued by an application to the [PC-Facility to create an instance ofla connection
wlith an-application, or by an IPC-Process to an Application-Process to notify it of p request for
cqmmiunication.

— Reéasomr=<—Alocate_Response-{Destimation, QoSParameters, Port-idj=-amasymmetrical request/
response issued by an application to the IPC-Facility to respond to a request to create an instance of
a connection with an application, or by an IPC-Process to notify the requesting application process
of the result of its request.

— Reason <- Send (Port-id, buffer) - issued by either application process to send an SDU to the
destination application on this port.

— Reason <- Receive (Port-id, buffer) - issued by either application process to receive an SDU from the
destination application on this port.

— Reason <- Deallocate (Port-id) - issued by either Application process or DIF to request or notify of
the deallocation of the resources held for this allocation and destroys all the shared state associated
with it and notifies the communicating applications.
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Allocation is the function that occurs at the API (layer) boundary with the DIF. Applications request
the allocation of communication resources. The DIF then determines how to provide those resources,
which will require assigning port-ids, allocating resources, and instantiating instances of the EFCP.

7.1.5.3 Flow-Allocator

The Flow-Allocator is responsible for creating and managing an instance of IPC, i.e. a flow!8l. Logically,
there is an instance of a Flow-Allocator for each allocated flow. A component of Name Space Management
for this DIF exists in this [IPCP to manage the assignment of addresses and to resolve the mapping of
(N+1)-names/addresses to (N)-names/addresses of an IPC-Process. This function is also accessed
during enrolment of a new member of the DIF to obtain an address for use internal to the DIF. The

policies of thg

The IPC-API
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utilized to pr
for the reque
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fommunicates requests from the DAP to the DIF. An Allocate_Request causes @anlin
llocator to be created. The Flow-Allocator-Instance (FAI) determines what policies
bvide the characteristics requested in the Allocate. The FAI instantiates the EFCP in
sted flow before sending the CDAP Create Flow Request to find the destination appli
e whether the requestor has access to it.

uest is sent with the source and destination application names, quality of s
and policy choices, as well as the necessary access control information. Using the
bment component of the IPCP, the FAI shall find the IPC-Precess in this DIF that resi
g system that has access to the requested application.

btance
vill be
stance
cation

ervice
Name
Hes on

This exchange accomplishes three functions:

a) following the search rules, the Name Space Managemernt function finds the address of ap IPC-
Process With access to the destination application;

b) determiring whether the requesting application-process has access to the requested application
process gnd whether or not the destination IPC<Process can support the requested communigation;

c) instantidting the requested application process, if necessary, and allocating a FAI and port-idin the

destinatipon IPC-Process.

The create r4
and connecti
IPC-Processe
so that data |

sponse will return an indication of success or failure. If successful, destination adldress
bn-id information will also'be returned along with suggested policy choices. This gives the
5 sufficient information to then bind the port-ids to an EFCPM-instance, i.e. a conngction,
ransfer can proceed:

In addition t¢ creating flows;“when an IPCP of the DIF changes address and this IPCP is the source or
destination df a flow with*that IPCP, the Flow-Allocator manages the change of address(8l. Algo, the
Flow-Allocatpr manages-the replacement of connections for the same flow to avoid repeating thq same
sequence nurpberswwith the same connection-id and thus maintain the security of the flow.

7.1.5.4 Delimiting

A DAP will deliver an amount of data to a DIF, called an SDU or service-data-unit. An SDU is a contiguous
piece of data. Unless otherwise directed, the DIF will deliver the same SDU to the recipient. To do this,
the SDU may be either fragmented or concatenated with other SDUs to fill the user-data fields of the
PDUs. Hence, the first operation on an SDU will be to delimit it so that its identity is preserved and
create the user-data fields for the PDUs to be sent. This operation is specifically designed not to be part
of the EFCP Protocol. There is one Delimiting function per (N)-flow.
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7.1.5.5 Error and Flow Control Protocol (EFCP)

7.1.5.5.1 General

The EFCP is strongly based on Watson’s delta-tl12]. This protocol provides the IPC connection/flow
associated with each allocation request. An EFCP connection operates strictly between the EFCPMs.
The EFCP connections are then bound to specific AEs in the source and destination APs. This binding
is made after a successful response to FAI request to create a flow. There is one EFCP instance for each

(N)-Flow.

7.1.5.5.2

IPC Data Transfer Procedure (DTP)

The EIFCP-PM operates on a single data transfer PDU with the tightly-bound IPC mec
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sum. For some IPC connections, this is the only PDU required, i.e. traditignally referr
[nteractions between flows are done by the RMT and IPC Management Task. The
5 protocol to support more robust connections is that the PDU-id s interpreted 3
T

5.3 IPC Data Transfer Control Procedure (DTCP)

TCP provides the loosely-bound mechanisms as required. There is a distinct inj
rocedure for each Allocation request that requires retransmission or flow conti
smission control can be utilized alone or togethiert Coordination of DTP and the

bh a shared state vector. DTP writes the statevector, while DTCP reads the staf
hites control PDUs and controls flows at the.DIF API. Interactions between flows ar
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RMT gnd resource allocator of the IPC Management Task.
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7.1.5.p Relaying Task (RT)
An IP
there

same

CP of a DIF will contain zero or-one Relaying Task (RT). If an IPCP in an (N)-DIF contains an RT,
will be no RTs in IPCPs of lower rank in the same processing system and no RTs irf IPCPs in the
processing system of highef rank.

RTs cq
a)

b) an RT primarilyfound in the “top” layer of interior routers;

)

The Interiop Router RT handles transit flows. It shall have high performance and minim|
overheadThis process most closely resembles traditional packet forwarding. It receives PDUs from an
input queue, inspects the destination address and QoS-cube-id, refers to a forwarding table and sends
PDUs as quickly as possible to an output queue. Lower layers of an interior router will have RTs similar
to a host. PDUs have already been concatenated and assigned to flows.

me in three forms depending on where they occur in the architecture:

an RT is generally not'found in hosts and the lower layers of routers;

am aggregation RT primarily found in the “top” layer of border routers.

al processing

The Border Router RT does relaying, but also manages high traffic intermediate flows. Traffic with
similar or complementary QoS requirements and common intermediate paths are aggregated onto
these flows and the (N+1)-PDUs may be aggregated to increase efficiency and lower switching overhead.
The primary difference between an interior and border router is that a border router does an extra
level of multiplexing and may aggregate PDUs.

7.1.5.7 Multiplexing Task (MT)

The primary purpose of this task is to moderate the multiplexing of PDUs of different (N)-connections
onto an (N-1)-port. Strictly speaking, the multiplexing function is inherited from the general DAP
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structure and there is potentially one multiplexing function per (N-1)-port. The MT is responsible for
the delivery of PDUs to the lower layer. The management of the lower layer interface is the responsibility
of the IPC Resource management infrastructure task. The MT does not generate any additional PCI.

7.1.5.8 SDU Protection

SDU Protection has the same functionality as described as part of IPC Management in the common DAP
infrastructure. The only slight difference is that an IPC-Process may have more than one supporting
DIF. The SDU Protection on each (N-1)-flow may be different. This will primarily occur where the (N-1)-
DIFs shall reflect the limited characteristics of the media.

7.1.6 DAF Infrastructure for IPC

7.1.6.1 DAF Management for IPC
The DAF Marjagement Task of an IPC-Process has the corresponding responsibilities found in any] DAF:

— Enrollmgnt - To join a DIF (or any DAF) a potential new member shall first éarol. Using the name
of the DI, a potential new member IPCP establishes a CDAP connection(using an (N-1)-DIF with
another |PC-Process, which is already a member of an existing DIF. Thelestablishment prodedure
with the member IPC-Process includes authenticating the newcomer, initializing various majnaged
objects and their attributes including assigning the newcomer an a@ddress. Similarly, the ney IPC-
Process Wvill have new information to share with the DIF.

— Security Management - A DIF requires three security functions:

— authgntication to ensure that an IPC-Process that wants to join the DIF is who it says it is|land is
an allowable member of the DIF (Enrollment);

— confidentiality and integrity of all SDUs (SDU_Protection);

— access control to determine whether application processes requesting an IPC flow with a rgmote
application has the necessary permissions to establish communication. (Resource Allocdtion).

— DAF Management: performs authentication of new members, as well as key management and other
security [management functionsrequired for the security measures. Access Control is perfprmed
by the Flow-Allocator. The particular security procedures used for these security functiong are a
matter of policy. SDU Proteetion provides confidentiality and integrity.

7.1.6.2 Scheduling and:resource allocation
The Resourcg Allocateris responsible for the following functions:

a) manage ¢nrolment;

b) monitor theuse of resources within the DIF hy ovr‘hangihg information with other IPC-Proce ses;

c) manage the assignment of new flows to the RMT;

d) regulate the resources allocated to individual flows;
e) manage the creation of the Forwarding Table;

f) monitor the RMT;

g) manage the service with all (N-1)-DIFs.

Virtually all of this task will need to be policy. The most that can be done is to provide a rich (or the
right) collection of variables required for good decisions.
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7.1.6.2.1 Resource Allocator

If a DIF is to support different qualities of service, then different flows have to be allocated with
different policies and traffic for them to be treated differently. To meet the QoS requirements, different
resources have to be allocated to different flows and information about the allocations distributed to

the members of the DIF. There are three classes of such flows:

a) flowsrequested by an Application-Process, using this DIF;

b) flows with (N-1)-DIFs created by IPC Management (the IRM) for distinct classes of QoS to aggregate
traffic and enhance efficiency, generally in border routers and among them;

c) flpwsthattransitasystens, e traditiomat Touting:

The pfimary task of the Resource Allocator is to monitor and coordinate the IPC TasksPC
and the Flow-Allocator to ensure that quality of service targets is being met and‘to a
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B  RIB Daemon

[B Daemon is the logical repository for information relating to the state of the DIH
5s in particular. As such it can be viewed logically as a partially replicated distributed
formation maintained by the IPC-Tasks, the Flow-Allocator, Resource Allocator, etc.
available through the RIB Daemon. This includes all local information on the ope
DIF, performance, load, routing update, directory caches, etc. Besides making thi
ple to the tasks of the APC-Process, it is also the task of the RIB Daemon to effic
formation with other-mémbers of the DIF and the Network Management system p
tain important events. There is no requirement that the same update strategy b
nation in the DIE (The RIB Daemon is the primary user of CDAP within the DIF as itis
rk Management.system also has access to the RIBs of all IPC-Processes in all DIFs in

IPC Management

h any)other DAF, an IPC-Process has an IPC Resource management (IRM) task to m
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upporting IPC. IPC Management should monitor its (N-1)-Flows. Notifying the Resot

of major changes and where appropriate to find new (N-IJ-DIFs. Strictly speaking, SDU Protection and
Multiplexing are part of this task. However, observing this distinction too rigorously can lead to poor
implementations.

Each DIF is concerned with three name management problems:

a)

the mapping of (N+1)-names to (N)-Names, i.e. addresses;

b) the connectivity among (N)-addresses, i.e. next hops;

)

the mappings of (N)-addresses to (N-1)-names or port-ids, i.e. points of attachment.

a) and b) will utilize the appropriate NSM functions, while c) is generally referred to as routing, although

forwa
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rding is more accurate.
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The NSM function in a DIF is closely related to and part of creating the forwarding table used for
routing. For those cases where the only applications that are accessible via a given (N-1)-DIF are the
[PC-Processes of a (N)-DIF, the NSM information is the information required to choose different paths
to a next hop. Hence, this function can be viewed as part of routing.

7.2 Naming in Distributed IPC Facilities

An IPC-Process has at least four basic kinds of AEs:

The following

a)

b)

c)

d)

In addition, t

e)

f)

g)

Flow-Allocators that manage the creation and maintenance of flows;

EFCP-ins

ances, that create IPC channels to APs which are users of this DIF;
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hsfer consisting of the RMT and SDU Protection;
Allocator to manage the flows associated with the internal management of thé DIF.
F identifiers for a DIF are needed:

reated when a request for allocation is received from a using Progess. The FAI-ident
to the requestor as a handle for all operations relevant to thisrequest (e.g. Status
aditionally this is referred to as a port-id. The port-id shall\be unambiguous with
he [PC-Process.

instance identifier unique with within the scope of the*EFCP. There is one for eac
o support the service request in a). Traditionally,‘this identifier is called a conne
Lid and identifies one end of the shared state withits apposite.

Transfer AE consisting of the RMT and SDU.Brotection is named purely for manag

urce Allocator manages the sharing of information with other members of the I
the model, there may be one instance for each (N-1) DIF used by this IPC-Process.

nere are three additional identifiers that are useful:

the AP-name is global in.seope, its use for coordination purposes within the DIF
fient both because of the/length and that the structure of the AP-name is created
at finding the object.inr the global space of all APs. Therefore, it is very useful to cx
ice of synonyms forthe [PC-Processes that are unambiguous only within the scope
e will be much(more efficient to use both because they are shorter and because th

be struct
been call

Since thdre can:hbe multiple allocations between the same pair of IPC-Processes, it is necess
distinguish/them. A unique identifier is created by concatenating the data transfer AE-ins
identifiefs™of the source and destination IPC-Processes described in b) above. This has

ured for use ‘within the DIF. Traditionally, when structured to facilitate routing, th
d an addgess. Other synonyms may be applied for other purposes.
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traditionally called a connection-identifier, and the data transfer AE-instance-id, a connection-
endpoint-identifier. It is unique with the scope of the source and destination data transfer AEs.

A Distributed-Application-Name to designate not only DIFs, but other distributed applications. This
is a whatevercast name for the set of members of the Distributed-Application. Its scope is the name
as the scope of the AP name space.

Other than names of sets of AP-names and addresses as described in Clause 5 that may be used for
various purposes, names for no other objects are required for a functioning DIF or for a network (see
Table 1). All identifiers except addresses have scope local to the [PC-Process.
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