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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other

international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The procedures used to develop this document and those intended for its further
are dé¢scribed in the ISO/IEC Directives, Part 1. In particular, the different app
neededl for the different types of document should be noted. This document w3

maintenance
Foval criteria
s drafted in
directives or

accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see wwwdse.org
www.jec.ch/members_experts/refdocs).

ISO and IEC draw attention to the possibility that the implementation of this\decument m|
use of|(a) patent(s). ISO and IEC take no position concerning the evidence} validity or a
any clgimed patent rights in respect thereof. As of the date of publication.of this documen
had nqt received notice of (a) patent(s) which may be required to iniplément this docum
implernenters are cautioned that this may not represent the latestinformation, which ma
from the patent database available at www.iso.org/patents andhtps://patents.iec.ch. ISQ
not befheld responsible for identifying any or all such patent rights.

Any trpde name used in this document is information given for the convenience of users
constifute an endorsement.

For arl explanation of the voluntary nature of standards, the meaning of ISO specif
expregsions related to conformity assessment; as well as information about ISO's
the World Trade Organization (WTO) principles in the Technical Barriers to Trad
www.lso.org/iso/foreword.html. In the IE€;’see www.iec.ch/understanding-standards.

This document was prepared by Jeint Technical Committee ISO/IEC JTC 1, Informati
Subcoimittee SC 42, Artificial intelligence.

py involve the
pplicability of
t, ISO and IEC
ent. However,
y be obtained
and IEC shall

and does not

ic terms and
adherence to
le (TBT) see

n technology,

Any fgedback or questions onJthis document should be directed to the user’s natiopal standards

ers.html and

body. [A complete listing of these bodies can be found at www.iso.org/memb
www.jec.ch/national-contimittees.
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Introduction

Artificial intelligence (AI) is increasingly applied across all sectors utilizing information technology
and is expected to be one of the main economic drivers. A consequence of this trend is that certain
applications can give rise to societal challenges over the coming years.

This document intends to help organizations responsibly perform their role with respect to Al systems
(e.g. to use, develop, monitor or provide products or services that utilize Al). Al potentially raises

specific considerations such as:

The use of Al for automatic decision-making, sometimes in a non-transparent and non-explainable

way, can

The use ¢
systems,
systems &

Al systen
special cq

This docume
improving an
to focus their
as the ability
different safe

performed. The adoption of an Al management system to extefid'the existing management struct

a strategic de

The organiza
various inter
system. Anof
management
between govd
using a risk-b
Al use cases,
expected to ¢

The Al mana
management
information s

determin|
policy;

managein]

- =L 1 1.1 + £ : 11 +
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f data analysis, insight and machine learning, rather than human-coded logie ito
both increases the application opportunities for Al systems and changes the.way th
re developed, justified and deployed.

s that perform continuous learning change their behaviour during use. They T
nsideration to ensure their responsible use continues with changing behaviour.

ht provides requirements for establishing, implementing, /mdintaining and cont
Al management system within the context of an organization-Organizations are ex
application of requirements on features that are unique.toAl. Certain features of A
o continuously learn and improve or a lack of transparency or explainability, can w
buards if they raise additional concerns compared-té. how the task would tradition

Cision for an organization.

fion’s needs and objectives, processes, size¢ and structure as well as the expectat
bsted parties influence the establishment and implementation of the Al manag
her set of factors that influence :the establishment and implementation of
system are the many use cases_for’Al and the need to strike the appropriate b
rnance mechanisms and innovation. Organizations can elect to apply these require
hsed approach to ensure that the appropriate level of control is applied for the par
services or products withiin the organization’s scope. All these influencing factc
nange and be reviewed from time to time.

gement system shoeuld be integrated with the organization’s processes and
structure. Specific/issues related to Al should be considered in the design of pro
ystems and centrols. Crucial examples of such management processes are:

htion of organizational objectives, involvement of interested parties and organiz

ent of risks and opportunities;

design
it such

equire

nually
pected
I, such
arrant
plly be
ures is

ons of
ement
the Al
alance
ments
ticular
rs are

pverall
resses,

htional

processes for the management of concerns related to the trustworthiness of Al systems such as

security, safety, fairness, transparency, data quality and quality of Al systems throughout their life

cycle;

systems for the organization.

processes for the management of suppliers, partners and third parties that provide or develop Al

This document provides guidelines for the deployment of applicable controls to support such processes.

This document avoids specific guidance on management processes. The organization can combine
generally accepted frameworks, other International Standards and its own experience to implement
crucial processes such as risk management, life cycle management and data quality management which
are appropriate for the specific Al use cases, products or services within the scope.
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An organization conforming with the requirements in this document can generate evidence of its
responsibility and accountability regarding its role with respect to Al systems.

The order in which requirements are presented in this document does not reflect their importance or
imply the order in which they are implemented. The list items are enumerated for reference purposes
only.

Compatibility with other management system standards

This document applies the harmonized structure (identical clause numbers, clause titles, text and
common terms and core definitions) developed to enhance alignment among management system
standards (MSS). The Al management system provides requirements specific to managing the issues
and ri TSt i i izatiorThi it fmplementation
and consistency with other management system standards, e.g. related to quality, safety} security and
privacy.
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INTERNATIONAL STANDARD
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Information technology — Artificial intelligence —
Management system

1 Scope

This document specifies the requirements and provides guidance for establishing, implementing,
maintaining and continually improving an Al (artificial intelligence) management system within the

context of an organization.

This

utilize| Al systems. This document is intended to help the organization develop, provj
systems responsibly in pursuing its objectives and meet applicable requiremeits, obligati

intere

This d
uses p

2 N

The fo
consti
undatg

ISO/IE
and te

3 Terms and definitions

For th
apply.

ISO an|

IS
[E

31
organ
persor]

cument is intended for use by an organization providing or using products or

ted parties and expectations from them.

pcument is applicable to any organization, regardless of size, type'and nature, th
Foducts or services that utilize Al systems.

prmative references

l[lowing documents are referred to in the text im such a way that some or all of]
utes requirements of this document. For dated references, only the edition cite
d references, the latest edition of the referenced document (including any amendnj

C 22989:2022, Information technology —=Artificial intelligence — Artificial intellig

'minology

e purposes of this document, the terms and definitions given in ISO/IEC 22989 and

d [EC maintain termihology databases for use in standardization at the following a

D Online browsing platform: available at https://www.iso.org/obp

C Electropedia: available at https://www.electropedia.org/

jzation

services that
ide or use Al
ons related to

it provides or

their content
d applies. For
ents) applies.

ence concepts

the following

Hdresses:

or'group of people that has its own functions with responsibilities, authorities and

relationships

to achieve its objectives (3.6)

Note 1 to entry: The concept of organization includes, but is notlimited to, sole-trader, company, corporation, firm,
enterprise, authority, partnership, charity or institution or part or combination thereof, whether incorporated or
not, public or private.

Note 2 to entry: If the organization is part of a larger entity, the term “organization” refers only to the part of the
larger entity that is within the scope of the Al management system (3.4).

3.2

interested party

person or organization (3.1) that can affect, be affected by, or perceive itself to be affected by a decision
or activity

Note 1 to entry: An overview of interested parties in Al is provided in ISO/IEC 22989:2022, 5.19.

© ISO/IEC 2023 - All rights reserved
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3.3
top management
person or group of people who directs and controls an organization (3.1) at the highest level

Note 1 to entry: Top management has the power to delegate authority and provide resources within the
organization.

Note 2 to entry: If the scope of the management system (3.4) covers only part of an organization, then top
management refers to those who direct and control that part of the organization.

34
management system
set of interrelated—orinteractng elements—ol an—organization{— ) to—establishpolicies ) and

objectives (3.4), as well as processes (3.8) to achieve those objectives

Note 1 to entry: A management system can address a single discipline or several disciplines.

Note 2 to entryf The management system elements include the organization’s structure, roles@nd responsipilities,
planning and operation.

3.5
policy
intentions angl direction of an organization (3.1) as formally expressed bytits top management (3.

[®¥)
—

3.6
objective
result to be a¢hieved

Note 1 to entry: An objective can be strategic, tactical, or operational.

Note 2 to entry} Objectives can relate to different disciplines-(siich as finance, health and safety, and enviropment).
They can be, fof example, organization-wide or specific toa'project, product or process (3.8).

Note 3 to entry: An objective can be expressed in.efher ways, e.g. as an intended result, as a purposg, as an
operational criterion, as an Al objective or by the Use of other words with similar meaning (e.g. aim, goal, or
target).

Note 4 to entry: In the context of Al management systems (3.4), Al objectives are set by the organizatiogn (3.1),
consistent with the Al policy (3.5), to achieve specific results.

3.7
risk
effect of unceftainty

Note 1 to entry: An effectis a deviation from the expected — positive or negative.

Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, dn.gvent, its consequence, or likelihood.

Note 3 to entry: Risk is often characterized by reference to potential events (as defined in ISO Guide 73) and
consequences (as defined in ISO Guide 73), or a combination of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated likelihood (as defined in ISO Guide 73) of occurrence.

3.8
process
set of interrelated or interacting activities that uses or transforms inputs to deliver a result

Note 1 to entry: Whether the result of a process is called an output, a product or a service depends on the context
of the reference.

2 © ISO/IEC 2023 - All rights reserved
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3.9
competence
ability to apply knowledge and skills to achieve intended results

3.10

documented information

information required to be controlled and maintained by an organization (3.1) and the medium on
which it is contained

Note 1 to entry: Documented information can be in any format and media and from any source.

Note 2 to entry: Documented information can refer to:

— the management system (3.4), including related processes (3.8);

— information created in order for the organization to operate (documentation);
— evjdence of results achieved (records).

3.11
performance
measufrable result

Note 1 fo entry: Performance can relate either to quantitative or qualitative findings.

Note 2[to entry: Performance can relate to managing activities, processes (3.8), products, servi¢es, systems or
organiations (3.1).

Note 3 fo entry: In the context of this document, performance refers both to results achieved by uging Al systems
and regults related to the Al management system (3.4)..The correct interpretation of the term is|clear from the
contexf of its use.

3.12
contirqual improvement
recurrjing activity to enhance performance (3.11)

3.13
effect]veness
extent|to which planned activities are realized and planned results are achieved

3.14
requirement
need or expectationithat is stated, generally implied or obligatory

Note 1[to entry;“Generally implied” means that it is custom or common practice for the organigation (3.1) and
interested parties(3.2) that the need or expectation under consideration is implied.

Note 2 felentry: A specified requirement is one that is stated, e.g. in documented information (3.10'].

3.15
conformity
fulfilment of a requirement (3.14)

3.16
nonconformity
non-fulfilment of a requirement (3.14)

3.17
corrective action
action to eliminate the cause(s) of a nonconformity (3.16) and to prevent recurrence

© ISO/IEC 2023 - All rights reserved 3
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3.18
audit

systematic and independent process (3.8) for obtaining evidence and evaluating it objectively to

determine the extent to which the audit criteria are fulfilled

Note 1 to entry: An audit can be an internal audit (first party) or an external audit (second party or third party),

and it can be a combined audit (combining two or more disciplines).

Note 2 to entry: An internal audit is conducted by the organization (3.1) itself, or by an external party on its

behalf.

Note 3 to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011.

3.19
measuremerjt
process (3.8) fo determine a value

3.20
monitoring
determining tlhe status of a system, a process (3.8) or an activity

Note 1 to entry: To determine the status, there can be a need to check, supervise or eritically observe.

3.21
control
<risk> measufre that maintains and/or modifies risk (3.7)

Note 1 to entry: Controls include, but are not limited to, any process, policy, device, practice or other corlditions

and/or actionsfwhich maintain and/or modify risk.
Note 2 to entry: Controls may not always exert the intended.ev assumed modifying effect.
[SOURCE: 1S0O[31000:2018, 3.8, modified — Added-&risk> as application domain ]

3.22
governing bqdy

person or grofip of people who are accountable for the performance and conformance of the organ

Note 1 to entry} Not all organizations, particularly small organizations, will have a governing body separa

top managemept.

zation

ke from

Note 2 to entryf: A governing bady can include, but is not limited to, board of directors, committees of thg board,

supervisory bdard, trustees Or.overseers.
[SOURCE: ISOYIEC 38500:2015, 2.9, modified — Added Notes to entry.]

3.23
information security

preservation of confidentiality, integrity and availability of information

Note 1 to entry: Other properties such as authenticity, accountability, non-repudiation and reliability can also be

involved.
[SOURCE: ISO/IEC 27000:2018, 3.28]

3.24
Al system impact assessment

formal, documented process by which the impacts on individuals, groups of individuals, or both, and
societies are identified, evaluated and addressed by an organization developing, providing or using

products or services utilizing artificial intelligence

4 © ISO/IEC 2023 - All rights reserved
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3.25
data quality
characteristic of data that the data meet the organization’s data requirements for a specific context

[SOURCE: ISO/IEC 5259-1:—1), 3.4]

3.26
statement of applicability
documentation of all necessary controls (3.23) and justification for inclusion or exclusion of controls

Note 1 to entry: Organizations may not require all controls listed in Annex A or may even exceed the list in
Annex A with additional controls established by the organization itself.

Note 2|to entry: All identified risks shall be documented by the organization according to thésgquirements of
this dojcument. All identified risks and the risk management measures (controls) established-t¢ address them
shall b¢ reflected in the statement of applicability.

4 Context of the organization

4.1 Understanding the organization and its context

The orfganization shall determine external and internal issues that-are relevant to its purpose and that
affect |ts ability to achieve the intended result(s) of its Al management system.

The orjganization shall determine whether climate changeys a relevant issue.

The orjganization shall consider the intended purpose of the Al systems that are developefl, provided or
used bly the organization. The organization shall determine its roles with respect to thesq Al systems.

NOTE1 Tounderstand the organization and its:€ontext, it can be helpful for the organization tp determine its
role relative to the Al system. These roles can in¢lude, but are not limited to, one or more of the following:

— Allproviders, including Al platform prowiders, Al product or service providers;

— Al|producers, including Al developers, Al designers, Al operators, Al testers and evaluators, Al deployers, Al
human factor professionals, domain experts, Al impact assessors, procurers, Al governancg¢ and oversight
prpfessionals;

—  Al|customers, including Al users;
— All|partners, includingAl system integrators and data providers;
— Alfsubjects, including data subjects and other subjects;

— relevantauthorities, including policymakers and regulators.

A detafledsdescription of these roles is provided by ISO/IEC 22989. Furthermore, the types of foles and their
relatiohship to the Al system life cycle are also-described in the NIS isk managementframework.[29] The
organization’s roles can determine the applicability and extent of applicability of the requirements and controls
in this document.

he A o o-de bed A

NOTE 2  External and internal issues to be addressed under this clause can vary according to the organization’s
roles and jurisdiction and their impact on its ability to achieve the intended outcome(s) of its Al management
system. These can include, but are not limited to:

a) external context related considerations such as:
1) applicable legal requirements, including prohibited uses of Al;

2) policies, guidelines and decisions from regulators that have an impact on the interpretation or
enforcement of legal requirements in the development and use of Al systems;

1) Under preparation. Stage at the time of publication ISO/IEC DIS 5259-1:2023.
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3)

4)

5) comp
b)

1

2)

3)
NOTE 3  Rolg
processes (e.g.
ISO/IEC 29100
4.2 Under

The organizat
the interg

the relevd

which of 1

NOTE Relev{

4.3 Detern

The organiza
establishits s

incentives or consequences associated with the intended purpose and the use of Al systems;

culture, traditions, values, norms and ethics with respect to development and use of Al;

etitive landscape and trends for new products and services using Al systems;

internal context related considerations such as:

organizational context, governance, objectives (see 6.2), policies and procedures;

contractual obligations;

intended purpose of the Al system to be developed or used.

determination can be formed by obligations related to categories of data the organ
personally identifiable information (PII) processor or PII controller when processingP
for PII and related roles. Roles can also be informed by legal requirements specifictp-Al sy

standing the needs and expectations of interested parties

ion shall determine:

sted parties that are relevant to the Al management system;

Int requirements of these interested parties;

hese requirements will be addressed through the Al management system.

int interested parties can have requirements refated to climate change.

nining the scope of the Al management system

Fion shall determine the boundaries.and applicability of the Al management sys
cope.

When determiining this scope, the organization shall consider:

the exter
— therequi
The scope shd

The scope of
this documen|
performance,

4.4 Al mar

nal and internal issues referred to in 4.1;
rements referred to in'4.2.
11 be available as'\documented information.

fhe Al management system shall determine the organization’s activities with resj
['s requirentents on the Al management system, leadership, planning, support, ope
evaluatien, improvement, controls and objectives.

ization
[1). See
stems.

fem to

pect to
ration,

jagement system

The organization shall establish, implement, maintain, continually improve and document an Al
management system, including the processes needed and their interactions, in accordance with the

requirements

of this document.
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5 Leadership

5.1 Leadership and commitment

Top management shall demonstrate leadership and commitment with respect to the Al management
system by:

— ensuring that the Al policy (see 5.2) and Al objectives (see 6.2) are established and are compatible
with the strategic direction of the organization;

— ensuring the integration of the Al management system requirements into the organization’s

b

siness processes;

— en

suring that the resources needed for the Al management system are available;

— communicating the importance of effective Al management and of conforming to‘the A

system requirements;
— ernsuring that the Al management system achieves its intended result(s);
— difecting and supporting persons to contribute to the effectivenesSof the Al manage
— promoting continual improvement;
— supporting other relevant roles to demonstrate their léadership as it applies to {
regponsibility.
NOTE 1 Reference to “business” in this document can be interpreted broadly to mean those ac
core to|the purposes of the organization’s existence.
NOTE 2  Establishing, encouraging and modellinig-a culture within the organization, to takg
approarh to using, development and governing AI'Systems can be an important demonstration

and lea
in supp

52 |

c) in

d) in

dership by top management. Ensuring awareness of and compliance with such a responsibl
ort of the Al management system through leadership can aid the success of the Al manage

Al policy

hnagement shall establish’an Al policy that:
hppropriate to thepurpose of the organization;

ovides a framework for setting Al objectives (see 6.2);
Cludes acommitment to meet applicable requirements;

cludésya commitment to continual improvement of the Al management system.

The AT

management

ment system,;

heir areas of

ivities that are

a responsible
bf commitment
e approach and
ment system.

s chall

aalicx
POmCy—STrart.

— be available as documented information;

— refer as relevant to other organizational policies;

— be communicated within the organization;

— be available to interested parties, as appropriate.

Control objectives and controls for establishing an Al policy are provided in A.2
Implementation guidance for these controls is provided in B.2.

NOTE

in Table A.1.

Considerations for organizations when developing Al policies are provided in ISO/IEC 38507.
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esponsibilities and authorities

Top management shall ensure that the responsibilities and authorities for relevant roles are assigned

and communi

cated within the organization.

Top management shall assign the responsibility and authority for:

a)
b)

ensuring

NOTE
Implementatio

6 Plannin

6.1 Action

6.1.1 Gene

When plannir
4.1 and the rd
addressed to:

give assu

— prevent or reduce undesired effects;

achieve c

The organizat
— distingui
performi

assessing

NOTE1 Conl
retain are proy

The organizat

the doma

NOTE 2
determination

conductifg Al risk treatment;

that the Al management system conforms to the requirements of this document;

reporting on the performance of the Al management system to top management.

guidance for this controlis provided in B.3.2.

A control for defining and allocating roles and responsibilities is provided in A.3.2 in Table A.1.

g

5 to address risks and opportunities

ral
g for the Al management system, the organization shall consider the issues referre

quirements referred to in 4.2 and determine the risks and opportunities that nee

Fance that the Al management system can achieve(its intended result(s);

bntinual improvement.
ion shall establish and maintain Al risk criteria that support:
shing acceptable from non-acceptable risks;

g Al risk assessments;

Al risk impacts.

ided in ISOAIE€ 38507 and ISO/IEC 23894.

ion shall-determine the risks and opportunities according to:

dtoin
1 to be

siderations todetermine the amount and type of risk that an organization is willing to pursue or

rn and application context of an Al system;

the intended use;

the external and internal context described in 4.1.

of opportunities and uses is performed for each Al system or groupings of Al systems.

The organization shall plan:

actions to address these risks and opportunities;

rate and implement the actions into its Al management system processes;

2) evaluate the effectiveness of these actions.

a)

b) how to:
1) integ

8

More than one Al system can be considered in the scope of the Al management system. In this case the
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The organization shall retain documented information on actions taken to identify and address Al risks
and Al opportunities.

NOTE3  Guidance on how to implement risk management for organizations developing, providing or using Al
products, systems and services is provided in [SO/IEC 23894.

NOTE4 The context of the organization and its activities can have an impact on the organization’s risk
management activities.

NOTES5 The way of defining risk and therefore of envisioning risk management can vary across sectors and
industries. The definition of risk in 3.7 allows a broad vision of risk adaptable to any sector, such as the sectors
mentioned in Annex D. In any case, it is the role of the organization, as part of risk assessment, to first adopt a
vision of risk adapted to its context. This can include approaching risk through definitions used in sectors where
the Al §ystem is developed for and used, such as the definition from ISO/IEC Guide 51.

6.1.2 | Alrisk assessment
The orjganization shall define and establish an Al risk assessment process that:
a) isjnformed by and aligned with the Al policy (see 5.2) and Al objectives (see 6.2);

NQTE When assessing the consequences as part of 6.1.2 d) 1), théerganization can utilize an Al system
impact assessment as indicated in 6.1.4.

b) is|designed such that repeated Al risk assessments can produce consistent, valid anfd comparable
repults;

c) identifies risks that aid or prevent achieving its AKgbjectives;
d) analyses the Al risks to:

1)| assess the potential consequences te the organization, individuals and societigs that would
result if the identified risks were tounaterialize;

2)| assess, where applicable, the realistic likelihood of the identified risks;
3)| determine the levels of risk;

e) evaluates the Al risks to:
1)| compare the results of the risk analysis with the risk criteria (see 6.1.1);
2)| prioritize the'assessed risks for risk treatment.

The organizatienéshall retain documented information about the Al risk assessment procgss.

6.1.3 | Al'risk treatment

Taking the risk assessment results mto account, the organization shall define an Al Tisk treatment
process to:

a) select appropriate Al risk treatment options;

b) determine all controls that are necessary to implement the Al risk treatment options chosen and
compare the controls with those in Annex A to verify that no necessary controls have been omitted;

NOTE1 Annex A provides reference controls for meeting organizational objectives and addressing risks
related to the design and use of Al systems.

c) consider the controls from Annex A that are relevant for the implementation of the Al risk treatment
options;

d) identify if additional controls are necessary beyond those in Annex A in order to implement all risk
treatment options;

© ISO/IEC 2023 - All rights reserved 9
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NOTE 2

f)

consider the guidance in Annex B for the implementation of controls determined in b) and c);

Control objectives are implicitly included in the controls chosen. The organization can select an
appropriate set of control objectives and controls from Annex A. The Annex A controls are not exhaustive
and additional control objectives and controls can be needed. If different or additional controls are necessary
beyond those in Annex A, the organization can design such controls or take them from existing sources. Al
risk management can be integrated in other management systems, if applicable.

produce a statement of applicability that contains the necessary controls [see b), c) and d)] and

provide justification for inclusion and exclusion of controls. Justification for exclusion can include
where the controls are not deemed necessary by the risk assessment and where they are not

required

NOTE 3
general or

g) formulate

The organizat
and for accep

— aligned t
available
communi

available

The organizat

6.1.4 Al syj

The organiza
groups of indi
systems.

The Al systd
deployment, i
and societies.

The Al syster]
where the Al

The result of

by (or are subject to exceptions under) applicable external requirements.

The organization can provide documented justifications for excluding any control obje¢
for specific Al systems, whether those listed in Annex A or established by the organizatior]

an Al risk treatment plan.

ion shall obtain approval from the designated management for the Alrisk treatme
ance of the residual Al risks. The necessary controls shall be:

the objectives in 6.2;

s documented information;

cated within the organization;

to interested parties, as appropriate.

ion shall retain documented information abeut the Al risk treatment process.

ftem impact assessment

viduals, or both, and societies that can result from the development, provision or ug

m impact assessment/shall determine the potential consequences an Al sy
Intended use and foreseeable misuse has on individuals or groups of individuals, o]

h impact assessment shall take into account the specific technical and societal g
system is deployed and applicable jurisdictions.

the Al system impact assessment shall be documented. Where appropriate, the reg

the system impact assessment can be made available to relevant interested parties as defined

organization.

[ives in
itself.

ht plan

Lion shall define a process for asséssing the potential consequences for individfials or

e of Al

stem'’s
I both,

ontext

sult of
by the

The organization shall consider the results of the Al system impact assessment in the risk assessment

(see 6.1.2). A.

NOTE

5in Table A.1 provides controls for assessing impacts of Al systems.

In some contexts (such as safety or privacy critical Al systems), the organization can require that

discipline-specific Al system impact assessments (e.g. safety, privacy or security impact) be performed as part of
the overall risk management activities of an organization.

6.2 Al objectives and planning to achieve them

The organization shall establish Al objectives at relevant functions and levels.

The Al objectives shall:

a) be consis

10

tent with the Al policy (see 5.2);
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b) be measurable (if practicable);

c) take into account applicable requirements;

d) be monitored;

e) becommunicated;

f) beupdated as appropriate;

g) be available as documented information.

When planning how to achieve its Al objectives, the organization shall determine:

— what will be done;

— whatresources will be required;
— who will be responsible;

— when it will be completed;

— hdw the results will be evaluated.

NOTE

objectiyes and controls for identifying objectives for responsible. development and use of A
measufes to achieve them are provided in A.6.1 and A.9.3 ig, Table A.1. Implementation guid
controls is provided in B.6.1 and B.9.3.

6.3

When [the organization determines the need.for changes to the Al management systen

shall

7 S

7.1

The d
implen

NOTE

guidan

7.2
The o

A non-exclusive list of Al objectives relating to risk management is provided in An

lanning of changes

carried out in a planned manner.

pport

Resources

rganization shalls.determine and provide the resources needed for the e
hentation, maintenance and continual improvement of the Al management system.

Control ebjectives and controls for Al resources are provided in A.4 in Table A.1. |
ce for thesecontrols is provided in Clause B.4.

Competence

nex C. Control
[ systems and
ance for these

, the changes

stablishment,

mplementation

ganlization shall:

— determine the necessary competence of person(s) doing work under its control that affects its Al
performance;

— ensure that these persons are competent on the basis of appropriate education, training or
experience;

— where applicable, take actions to acquire the necessary competence, and evaluate the effectiveness
of the actions taken.

Appropriate documented information shall be available as evidence of competence.

NOTE 1

provided in B.4.6.

© ISO/IEC 2023 - All rights reserved
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assignment of currently employed persons; or the hiring or contracting of competent persons.

7.3 Awareness

Persons doing work under the organization’s control shall be aware of:

improved

the Al policy (see 5.2);

Al performance;

Applicable actions can include, for example: the provision of training to, the mentoring of, or the re-

their contribution to the effectiveness of the Al management system, including the benefits of

the impli

7.4 Comm

The organizg
management

what it w

when to d

- rad £ - L | 1 . .
dlUOUIIS OI'TTIOU COIITOT g WILIT LIIE Al H1dIIdSCIICIIL S Y SLEIIT TCYUIT CIIICTILS.

Inication

tion shall determine the internal and external communications relevant to
cystem including:

i1l communicate;

ommunicate;

with wh

how to ¢
7.5 Docun]

7.5.1 Gene
The organizat
a) documen

b) documen
of the Al 1

NOTE The
to another due

the size of]

the compl

the compe

b

to communicate;

municate.
ented information

ral
ion’s Al management system shall iaclude:
fed information required by this’ddocument;

fed information determined’by the organization as being necessary for the effecti
management system.

extent of documentedinformation for an Al management system can differ from one organ
to:

organizatiorrand its type of activities, processes, products and services;
xity of processes and their interactions;

tence-of persons.

the Al

veness

ization

7.5.2 Creating and updating documented information

When creating and updating documented information, the organization shall ensure appropriate:

identifica

12

format (e.

tion and description (e.g. a title, date, author or reference number);

g. language, software version, graphics) and media (e.g. paper, electronic);

review and approval for suitability and adequacy.
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7.5.3 Control of documented information

Documented information required by the Al management system and by this document shall be
controlled to ensure:

a) itisavailable and suitable for use, where and when it is needed;
b) itis adequately protected (e.g. from loss of confidentiality, improper use or loss of integrity).

For the control of documented information, the organization shall address the following activities, as
applicable:

— distribution, access, retrieval and use;

— stprage and preservation, including preservation of legibility;
— coptrol of changes (e.g. version control);
— refention and disposition.

Docunpented information of external origin determined by the organization to be necg¢ssary for the
plannipng and operation of the Al management system shall be identified as appropriate apd controlled.

NOTE Access can imply a decision regarding the permission to view the documented information only, or
the perjmission and authority to view and change the documented information.

8 Operation

8.1 OQperational planning and control

The orjganization shall plan, implement and control the processes needed to meet requirgments, and to
implerhent the actions determined in Clause'6, by:

— esfablishing criteria for the processes;
— inmplementing control of the processes in accordance with the criteria.

The offganization shall implement the controls determined according to 6.1.3 that are felated to the
operatlion of the Al management system (e.g. Al system development and usage life[cycle related
contrals).

The effectiveness«of these controls shall be monitored and corrective actions shall e considered
if the |intended{results are not achieved. Annex A lists reference controls and Anngx B provides
implernentatien-guidance for them.

Docunpented information shall be available to the extent necessary to have confid¢nce that the

processes have been carried gutas p]:\nnnﬂ

The organization shall control planned changes and review the consequences of unintended changes,
taking action to mitigate any adverse effects, as necessary.

The organization shall ensure that externally provided processes, products or services that are relevant
to the Al management system are controlled.

8.2 Alrisk assessment

The organization shall perform Al risk assessments in accordance with 6.1.2 at planned intervals or
when significant changes are proposed or occur.

The organization shall retain documented information of the results of all Al risk assessments.
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8.3 Alrisk treatment

The organization shall implement the Al risk treatment plan according to 6.1.3 and verify its
effectiveness.

When risk assessments identify new risks that require treatment, a risk treatment process in
accordance with 6.1.3 shall be performed for these risks.

When risk treatment options as defined by the risk treatment plan are not effective, these treatment
options shall be reviewed and revalidated following the risk treatment process according to 6.1.3 and
the risk treatment plan shall be updated.

Th 3 3 lhall o < ad ol 3 £l 1 £oll AL aiale s s 4+
e Organlza IUIT STIAdIT TUUAIIT UUCTUITICITILCU TITTUT TTIIAdUIUIT UT LTIIU TCTOUILS U dIT AT T IO LI CAUITITTILS.

8.4 Al system impact assessment

The organization shall perform Al system impact assessments according to 6.1.4 at-planned infervals
or when significant changes are proposed to occur.

The organizdtion shall retain documented information of the results of all Al system |mpact
assessments.

9 Performance evaluation

9.1 Monitqring, measurement, analysis and evaluation
The organization shall determine:
— what neefls to be monitored and measured;

— the methpds for monitoring, measurement, ahralysis and evaluation, as applicable, to ensurg valid
results;

— when the[monitoring and measuring-shall be performed;
— when the|results from monitoring and measurement shall be analysed and evaluated.
Documented nformation shall be.available as evidence of the results.

The organization shall evaluate the performance and the effectiveness of the Al management syqtem.
9.2 Internjl audit

9.2.1 General

The organization shall conduct internal audits at planned intervals to provide information on whether
the Al management system:

a) conforms to:
1) the organization’s own requirements for its Al management system;
2) therequirements of this document;

b) is effectively implemented and maintained.

9.2.2 Internal audit programme

The organization shall plan, establish, implement and maintain (an) audit programme(s), including the
frequency, methods, responsibilities, planning requirements and reporting.
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When establishing the internal audit programme(s), the organization shall consider the importance of
the processes concerned and the results of previous audits.

The organization shall:

a) define the audit objectives, criteria and scope for each audit;

b) select auditors and conduct audits to ensure objectivity and the impartiality of the audit process;
c) ensure that the results of audits are reported to relevant managers.

Documented information shall be available as evidence of the implementation of the audit programme(s)
and the audit results.

9.3 anagement review

9.3.1 | General

Top m@nagement shall review the organization’s Al management system, atplanned interyals, to ensure
its continuing suitability, adequacy and effectiveness.

9.3.2 | Management review inputs

The mpnagement review shall include:

a) thp status of actions from previous management reyiews;
b) chianges in external and internal issues that are-rélevant to the Al management system;

c) chianges in needs and expectations of interested parties that are relevant to the Al management
sypstem,;

d) information on the Al management system performance, including trends in:
1)| nonconformities and corrective actions;
2)| monitoring and measurement results;
3)[ audit results;

e) opportunities for{centinual improvement.

9.3.3 | Managenient review results

The r¢sults jof the management review shall include decisions related to continual [improvement
opportunities and any need for changes to the Al management system.

Documented information shall be available as evidence of the results of management reviews.

10 Improvement

10.1 Continual improvement

The organization shall continually improve the suitability, adequacy and effectiveness of the Al
management system.
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10.2 Nonconformity and corrective action

When a nonconformity occurs, the organization shall:

a) reactto the nonconformity and as applicable:

1) take action to control and correct it;

2) deal with the consequences;

b) evaluate the need for action to eliminate the cause(s) of the nonconformity, so that it does not recur
or occur elsewhere, by:

1) revie
2) deter
3) deter
c) implemery

d) review th

e) make changes to the Al management system, if necessary.

Corrective ac
Documented
— the natur

— the result

wing the nonconformity;

mining the causes of the nonconformity;

mining if similar nonconformities exist or can potentially occur;
t any action needed;

e effectiveness of any corrective action taken;

ions shall be appropriate to the effects of the nonconfermities encountered.
nformation shall be available as evidence of:
e of the nonconformities and any subsequent actions taken;

s of any corrective action.
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Annex A
(normative)

Reference control objectives and controls

A.1 General

The controls detailed in Table A.1 provide the organization with a reference for meeting.drganizational
object]ves and addressing risks related to the design and operation of Al systems.Not ll the control
objectjves and controls listed in Table A.1 are required to be used, and the organiZation cpn design and
implerhent their own controls (see 6.1.3).

Annex|B provides implementation guidance for all the controls listed in Table A.1.

Table A.1 — Control objectives and conttols
A.2 Pdlicies related to Al
Objectfive: To provide management direction and support for Al systers according to business rejquirements.
Topic Control

A2.2 Al policy The organization shall document a policy for|the develop-
mengoruse of Al systems.

A2.3 Alignment with other organiza- The-organization shall determine where othér policies can

tional policies be affected by or apply to, the organization’sfobjectives
with respect to Al systems.

A24 Review of the Al policy The Al policy shall be reviewed at planned iftervals or
additionally as needed to ensure its continuiphg suitability,
adequacy and effectiveness.

A.3 Infernal organization

Objectfive: To establish accountability within the organization to uphold its responsible approach|for the imple-

mentafion, operation and management of Al systems.

Topic Control

A.3.2 Al rolestahd responsibilities Roles and responsibilities for Al shall be defiped and allo-
cated according to the needs of the organization.

A.3.3 Repeorting of concerns The organization shall define and put in placg a process to
report concerns about the organization’s rol¢ with respect
to an Al system throughout its life cycle.

A.4 Rgsources for Al systems

Objective: To ensure that the organization accounts for the resources (including Al system components and
assets) of the Al system in order to fully understand and address risks and impacts.

Topic Control

A4.2

Resource documentation

The organization shall identify and document relevant

resources required for the activities at given Al system life
cycle stages and other Al-related activities relevant for the
organization.

A4.3 Data resources

As part of resource identification, the organization shall
document information about the data resources utilized
for the Al system.

A4.4 Tooling resources

As part of resource identification, the organization shall
document information about the tooling resources utilized
for the Al system.

© ISO/IEC 2023 - All rights reserved
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Table A.1 (continued)

A4.5 System and computing resources |As part of resource identification, the organization shall
document information about the system and computing
resources utilized for the Al system.

A.4.6 Human resources As part of resource identification, the organization shall

document information about the human resources and
their competences utilized for the development, deploy-
ment, operation, change management, maintenance,
transfer and decommissioning, as well as verification and
integration of the Al system.

A.5 Assessing impacts of Al systems

Objective: To gssess Al system impacts to individuals or groups of individuals, or both, and societies affeg¢ted
by the Al systgm throughout its life cycle.
Topic Control
A.5.2 Al system impact assessment The organization shall establish a process'to assess the
process potential consequences for individualsjer groups of indi-
viduals, or both, and societies that can fesult from the Al
system throughout its life cycle,
A.5.3 Documentation of Al system im- The organization shall document'the results of Al syftem
pact assessments impact assessments and retain results for a defined peri-
od.
A5.4 Assessing Al system impact on in- |The organization shalhassess and document the pot¢ntial
dividuals or groups of individuals |impacts of Al systéms to individuals or groups of indjividu-
als throughoutthelsystem’s life cycle.
A.5.5 Assessing societal impacts of Al The organization shall assess and document the potgntial
systems societal impacts of their Al systems throughout theif life
cycle.
A.6 Al systeni life cycle
A.6.1 Managerhent guidance for Al system development
Objective: To gnsure that the organization identifiés'and documents objectives and implements processef for
the responsible design and development of Al systems.
Topic Control
A.6.1.2 Objectives for responsible develop- | The organization shall identify and document objectjves
ment of Al system to guide the responsible development Al systems, anid take
those objectives into account and integrate measuref to
achieve them in the development life cycle.
A.6.1.3 Processes fofiresponsible Al sys- | The organization shall define and document the spegific

tem desigfand development

processes for the responsible design and developmeft of
the Al system.

A.6.2 Al system lifecycle

Objective: To ¢

efine the criteria and requirements for each stage of the Al system life cycle.

Topic Control
A.6.2.2 Al system requirements and spec- |The organization shall specify and document require-
ification ments for new Al systems or material enhancements to
existing systems.
A.6.2.3 Documentation of Al system design|The organization shall document the Al system design and
and development development based on organizational objectives, docu-
mented requirements and specification criteria.

A.6.2.4 Al system verification and valida- |The organization shall define and document verification

tion and validation measures for the Al system and specify
criteria for their use.

A.6.2.5 Al system deployment The organization shall document a deployment plan and
ensure that appropriate requirements are met prior to
deployment.

18
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Table A.1 (continued)

A.6.2.6

Al system operation and monitor-
ing

The organization shall define and document the necessary
elements for the ongoing operation of the Al system. At the
minimum, this should include system and performance

monitoring, repairs, updates and support.

A.6.2.7

Al system technical documentation

The organization shall determine what Al system techni-
cal documentation is needed for each relevant category of
interested parties, such as users, partners, supervisory
authorities, and provide the technical documentation to

them in the appropriate form.

A.6.2.8

Al system recording of event logs

The organization shall determine at which phases of the

AT system Iite cycle, record RKeeping of event
enabled, but at the minimum when the AlsyA

ogs should be
tem is in use.

A.7 D3ta for Al systems

Objectfive: To ensure that the organization understands the role and impacts of data in.Al System
cation|and development, provision or use of Al systems throughout their life cycles.

5 in the appli-

Topic Control
A7.2 Data for development and enhance- | The organization shall define, document and|{implement
ment of Al system data management progesSes related to the d¢velopment of
Al systems.

A7.3 Acquisition of data The organizationshall determine and documnjent details
about the acquisition and selection of the dafa used in Al
systems.

A74 Quality of data for Al systems The organization shall define and document fequirements
for data quality and ensure that data used to|develop and
operate the Al system meet those requiremepts.

A.7.5 Data provenance The organization shall define and documentp process for
recording the provenance of data used in its Al systems
over the life cycles of the data and the Al system.

A.7.6 Data preparation The organization shall define and document fts criteria

for selecting data preparations and the data
methods to be used.

preparation

A.8 Information for interestedparties of Al systems

Objectfive: To ensure that relevantinterested parties have the necessary information to understa
the risks and their impacts{(beth positive and negative).

hd and assess

system

Topic Control

A.8.2 Systém documentation and infor- |The organization shall determine and provide the neces-

matien for users sary information to users of the Al system.

A.8.3 External reporting The organization shall provide capabilities f¢r interested
parties to report adverse impacts of the Al system.

A8.4 Communication of incidents The organization shall determine and docunjent a plan for
\.Uuuuuu;bat;us ;u\.;dcuta tU UostTro Uf tllC AI ) Stem-

A.8.5 Information for interested parties |The organization shall determine and document their
obligations to reporting information about the Al system
to interested parties.

A.9 Use of Al systems

Objective: To ensure that the organization uses Al systems responsibly and per organizational policies.

Topic Control

A9.2 Processes for responsible use of Al |The organization shall define and document the processes

systems for the responsible use of Al systems.

A9.3 Objectives for responsible use of Al | The organization shall identify and document objectives to

guide the responsible use of Al systems.

© ISO/IEC 2023 - All rights reserved

19


https://iecnorm.com/api/?name=94133c7274f823d09673489c59104b58

ISO/IEC 42001:2023(E)

Table A.1 (continued)

A9.4 Intended use of the Al system The organization shall ensure that the Al system is used
according to the intended uses of the Al system and its
accompanying documentation.

A.10 Third-party and customer relationships

Objective: To ensure that the organization understands its responsibilities and remains accountable, and risks
are appropriately apportioned when third parties are involved at any stage of the Al system life cycle.

Topic Control

A.10.2 Allocating responsibilities The organization shall ensure that responsibilities within
their Al system life cycle are allocated between the organi-

d e = 1. = P R - | 4
Zatron, Its partirers; supprrers; custontersana tnra arties.

A.10.3 Suppliers The organization shall establish a process to ensure that
its usage of services, products or materials provided|by
suppliers aligns with the organization’s approach to the
responsible development and use of Al systems.

A.10.4 Customers The organization shall ensure that its responsible ap-
proach to the development and use of ‘Al systems corjsiders
their customer expectations and needs.
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Annex B
(normative)

Implementation guidance for Al controls

B.1 General

The impplementation guidance documented in this annex relates to the controls listedhi

provi
the co

es information to support the implementation of the controls listed in Table |A.]

implernentation guidance in the statement of applicability (see 6.1.3).

The implementation guidance is not always suitable or sufficient in all situations and dg
fulfil the organization’s specific control requirements. The organization’ can extend d
implerpentation guidance or define their own implementation of a control according to

requir

This a
in the

ements and risk treatment needs.

nex is to be used as guidance for determining and implementing controls for Al 1
Al management system defined in this document.cAdditional organizational

h Table A.1. It
| and to meet
nhtrol objective, but organizations do not have to document or justify incla$ion of exclusion of

es not always

r modify the
their specific

isk treatment
hnd technical

contrals other than those included in this annex can be-détermined (see Al system management risk
treatnjent in 6.1.3). This annex can be regarded as a starting point for developing organiz
implerhentation of controls.

B.2 Policies related to Al

B.2.1

To pro

B.2.2

Contr

Objective

vide management direction and support for Al systems according to business requ
Al policy

Dl

The orjganization should document a policy for the development or use of Al systems.

Imple

mentation/guidance

The Al polieyshould be informed by:

— buysine€ss strategy;

rements.

ation-specific

— organizational values and culture and the amount of risk the organization is willing to pursue or

re

— th

tain;

e level of risk posed by the Al systems;

— legal requirements, including contracts;

— th

e risk environment of the organization;

— impact to relevant interested parties (see 6.1.4).

The Al policy should include (in addition to requirements in 5.2):

— principles that guide all activities of the organization related to Al;
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— processes for handling deviations and exceptions to policy.

The Al policy should consider topic-specific aspects where necessary to provide additional guidance or
provide cross-references to other policies dealing with these aspects. Examples of such topics include:

— Alresour

ces and assets;

— Al system impact assessments (see 6.1.4);

— Al system development.

Relevant policies should guide the development, purchase, operation and use of Al systems.

B.2.3 Aligdment with other organizational policies

Control

The organizat
objectives wit

Implementat

Many domair

ion should determine where other policies can be affected by or apply to;the organiz
h respect to Al systems.

ion guidance

s intersect with Al, including quality, security, safety and)'privacy. The organ

should consider a thorough analysis to determine whether and where.ctirrent policies can nece

intersect and
Other inform

The policies
ISO/IEC 3850
govern the Al

B.2.4 Revie
Control

The Al policy
suitability, ad

Implementat

A role approy
of the Al pol
improvement
to the organi

The review of

either update those policies if updates are required or ificlude provisions in the Al
ation

hat the governing body sets on behalf of thelorganization should inform the Al
7 provides guidance for members of the governing body of an organization to enal
system throughout its life cycle.

w of the Al policy

hould be reviewed at planfied intervals or additionally as needed to ensure its cont
pquacy and effectiveness.

ion guidance

ation’s

zation
ssarily
bolicy.

policy.
le and

inuing

fed by management should be responsible for the development, review and eva

Adpolicy should take the results of management reviews into account.

uation

cy, or the eemponents within. The review should include assessing opportunities for
of the organization’s policies and approach to managing Al systems in response to changes
ationahenvironment, business circumstances, legal conditions or technical enviropment.

B.3 Internal organization

B.3.1 Objective

To establish accountability within the organization to uphold its responsible approach for the
implementation, operation and management of Al systems.

B.3.2 Alroles and responsibilities

Control

Roles and responsibilities for Al should be defined and allocated according to the needs of the

organization.
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Implementation guidance

Defining roles and responsibilities is critical for ensuring accountability throughout the organization
for its role with respect to the Al system throughout its life cycle. The organization should consider Al
policies, Al objectives and identified risks when assigning roles and responsibilities, in order to ensure
that all relevant areas are covered. The organization can prioritize how the roles and responsibilities
are assigned. Examples of areas that can require defined roles and responsibilities can include:

— risk management;

— Al

— sa
— pq
— dse
— pd
— hy

— sujpplier relationships;

— dd

— dgta quality management (during the whole life cycle).

Respo
perfor

B.3.3
Contr

The o
role w

Imple
The re

a) op

system impact assessments;

ety;

ivacy;
velopment;
rformance;

man oversight;

monstrate its ability to consistently fulfil legal.requirements;

nsibilities of the various roles should \be defined to the level appropriate for the
m their duties.

Reporting of concerns
]

ganization should define and put in place a process to report concerns about the
th respect to an Alsystem throughout its life cycle.

mentation guidance
porting méchanism should fulfil the following functions:

tions for confidentiality or anonymity or both;

ndividuals to

brganization’s

b) av

qilable and nramaoted to emnlaved and coantracted nersons:
r r J r 4

c) staffed with qualified persons;

d) stipulates appropriate investigation and resolution powers for the persons referred to in c);

e) provides for mechanisms to report and to escalate to management in a timely manner;

f) provides for effective protection from reprisals for both the persons concerned with reporting and
investigation (e.g. by allowing reports to be made anonymously and confidentially);

g) provides reports according to 4.4 and, if appropriate, e); while maintaining confidentiality and
anonymity in a), and respecting general business confidentiality considerations;

h) pr

ovides response mechanisms within an appropriate time frame.
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NOTE The

organization can utilize existing reporting mechanisms as part of this process.

Other information

In addition to the implementation guidance provided in this clause, the organization should further
consider ISO 37002.

B.4 Resources for Al systems

B.4.1 Objective

To ensure tha
of the Al systz¢

B.4.2 Reso
Control

The organiza
Al system life]

Implementat

Documentatid
Al system im
societies. The

m in order to fully understand and address risks and mpacts.

irce documentation

ion should identify and document relevant resources required forythe activities a
cycle stages and other Al-related activities relevant for the organization.

ion guidance

nssets)

[ given

n of resources of the Al system is critical for understanding risks, as well as potential

pacts (both positive and negative) to individuals-0r groups of individuals, or bot

documentation of such resources (which can utilize, for instance, data flow diagr

h, and
hms or

system architecture diagrams) can inform the Al system impact assessments (see B.5).

Resources can include, but are not limited to:

Al systen) components;

data resoprces, i.e. data used at any stage in\the Al system life cycle;

tooling rgsources (e.g. Al algorithms,models or tools);

system afd computing resources((e.g. hardware to develop and run Al models, storage for d4ta and

tooling rgsources);

human r¢g
operation
system li

sources, i.e. people/with the necessary expertise (e.g. for the development, sales, tr
and maintenanee of the Al system) in relation to the organization’s role throughout
e cycle.

hining,
the Al

Resources can be provided by the organization itself, by its customers or by third parties.

Other information

Documentation of resources can also help to determine if resources are available and, if they are not
available, the organization should revise the design specification of the Al system or its deployment
requirements.

B.4.3 Dataresources
Control

As part of resource identification, the organization should document information about the data
resources utilized for the Al system.
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Implementation guidance

Documentation on data should include, but is not limited to, the following topics:

— the provenance of the data;

— the date that the data were last updated or modified (e.g. date tag in metadata);

— for machine learning, the categories of data (e.g. training, validation, test and production data);
— categories of data (e.g. as defined in ISO/IEC 19944-1);

— process for labelling data;

— infended use of the data;

— quality of data (e.g. as described in the ISO/IEC 5259 series?));
— applicable data retention and disposal policies;

— krown or potential bias issues in the data;

— d4ta preparation.

B.4.4| Tooling resources
Control

As part of resource identification, the organization should document information abopt the tooling
resources utilized for the Al system.

Implementation guidance

Tooling resources for an Al system and particularly for machine learning, can include but are not
limited to:

— algorithm types and machine learning models;
— d4ta conditioning tools or{processes;

— ogtimization methods;

— evfaluation methods;

— prvisioning teols for resources;

— topls to-aid model development;

— software and hardware for Al system design, development and deployment.

Other information

ISO/IEC 23053 provides detailed guidance on the types, methods and approaches for various tooling
resources for machine learning.

B.4.5 System and computing resources
Control

As part of resource identification, the organization should document information about the system and
computing resources utilized for the Al system.

2) Under preparation. Stage at the time of publication: ISO/IEC DIS 5259-1:2023, ISO/IEC DIS 5259-2:2023, ISO/
IEC DIS 5259-3:2023, ISO/IEC DIS 5259-4:2023, ISO/IEC CD 5259-5:2023.
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Implementation guidance

Information about system and computing resources for an Al system can include but is not limited to:

resource devices);

computin

the impa

g);

processing resources (including network and storage);

tofthe hardware used to run the Al system workloads (e.g. the impact to the enviro

resource requirements of the Al system (i.e. to help ensure the system can run on constrained

where the system and computing resources are located (e.g. on-premises, cloud computing or edge

nment

either thr

The organizd
improvement
system needs

NOTE ISO

B.4.6 Hum
Control

As part of re

resources and their competences utilized for the development, deployment, operation,

management,
Al system.

Implementat

The organizat
for the systen
sets used to t
design. Neces

ough use or the manufacturing of the hardware or cost of using the hardware).

of Al systems. Development, deployment and operation of the system canhave di
and requirements.

IEC 22989 describes various system resource considerations.

Al resources

csource identification, the organization should dociiment information about the

maintenance, transfer and decommissioning, as'well as verification and integratior

ion guidance

ion should consider the need for diverse expertise and include the types of roles ned
1. For example, the organization can include specific demographic groups related {
rain machine learning models,{f their inclusion is a necessary component of the ;
cary human resources can include but are not limited to:

data scie

experts 0
Al resear

Different resd

t
roles rela[[ed to human oversight of Al systems;

ists;

n trustworthiness topics such as safety, security and privacy;
Chers andispecialists, and domain experts relevant to the Al systems.

urces €an be necessary at different stages of the Al system life cycle.

tion should consider that different resources can be required to allow- comtinual

fferent

human
hange
of the

essary
o data
ystem

B.5 Assessing impacts of Al systems

B.5.1 Objective

To assess Al system impacts to individuals or groups of individuals, or both, and societies affected by

the Al system

throughout its life cycle.

B.5.2 Al system impact assessment process

Control

The organization should establish a process to assess the potential consequences for individuals or
groups of individuals, or both, and societies that can result from the Al system throughout its life cycle.
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Implementation guidance

Because Al systems potentially generate significant impact to individuals, groups of individuals , or
both, and societies, the organization that provides and uses such systems should, based on the intended
purpose and use of these systems, assess the potential impacts of these systems on these groups.

The organization should consider whether an Al system affects:
— the legal position or life opportunities of individuals;
— the physical or psychological well-being of individuals;

— universal human rights;

— so[ieties.
The orjganization’s procedures should include, but are not limited to:

a) cifcumstances under which an Al system impact assessment shouldybe performgd, which can
influde, but are not limited to:

1)| criticality of the intended purpose and context in which the AkSystem is used or gny significant
changes to these;

2)| complexity of Al technology and the level of automation of Al systems or ahy significant
changes to that;

3)| sensitivity of data types and sources processed by the Al system or any significgnt changes to
that;

b) el¢ments that are part of the Al system impaget assessment process, which can includg:
1)| identification (e.g. sources, events and outcomes);
2)| analysis (e.g. consequences and-likelihood);
3)| evaluation (e.g. acceptanceidecisions and prioritization);
4) treatment (e.g. mitigation measures);
5) documentation, reporting and communication (see 7.4, 7.5 and B.3.3);
c) who performs the Al system impact assessment;

d) hdw the AL syStem impact assessment can be utilized [e.g. how it can inform the desigh or use of the
system (seeB.6 and B.9), whether it can trigger reviews and approvals];

e) inflividuals and societies that are potentially impacted based on the system’s intejded purpose,
usle and characteristics (e.g. assessment for individuals, groups of individuals or socidties).

Impact assessment should take various aspects of the Al system into account, including the data used
for the development of the Al system, the Al technologies used and the functionality of the overall
system.

The processes can vary based on the role of the organization and the domain of Al application and
depending on the specific disciplines for which the impact is assessed (e.g. security, privacy and safety).

Other information

For some disciplines or organizations, detailed consideration of the impact on individuals or groups
of individuals, or both, and societies is part of risk management, particularly in disciplines such as
information security, safety and environmental management. The organization should determine

© ISO/IEC 2023 - All rights reserved 27


https://iecnorm.com/api/?name=94133c7274f823d09673489c59104b58

ISO/IEC 42001:2023(E)

if discipline-specific impact assessments performed as part of such a risk management process
sufficiently integrate Al considerations for those specific aspects (e.g. privacy).

NOTE ISO/IEC 23894 describes how an organization can perform impact analyses for the organization itself,

along with individuals or groups of individuals, or both, and societies, as part of an overall risk management
process.

B.5.3 Documentation of Al system impact assessments
Control

The organization should document the results of Al system impact assessments and retain results for a
defined periog:

Implementation guidance

The documenftation can be helpful in determining information that should be communicated tg users
and other relgvant interested parties.

Al system inpact assessments should be retained and updated, as needed,~in”alignment with the
elements of gn Al system impact assessment documented in B.5.2. Retehtion periods can [follow
organization retention schedules or be informed by legal requirements or-ethéer requirements.

Items that thg organization should consider documenting can include, but are not limited to:
— the intengled use of the Al system and any reasonable foreseeablée misuse of the Al system;

— positive gnd negative impacts of the Al system to the relévant individuals or groups of indivjiduals,
or both, ajnd societies;

— predictal]le failures, their potential impacts and méasures taken to mitigate them;
— relevant demographic groups the system is applicable to;
— complexity of the system;

— the role of humans in relationships with system, including human oversight capabilities, prdcesses
and tools| available to avoid negative impacts;

— employmepnt and staff skilling,

B.5.4 Assegsing Al system’impact on individuals or groups of individuals
Control

The organizafion should assess and document the potential impacts of Al systems to individyials or
groups of indjviduals throughout the system’s life cycle.

Implementation guidance

When assessing the impacts on individuals or groups of individuals, or both, and societies, the
organization should consider its governance principles, Al policies and objectives. Individuals using
the Al system or whose PII are processed by the Al system, can have expectations related to the
trustworthiness of the Al system. Specific protection needs of groups such as children, impaired
persons, elderly persons and workers should be taken into account. The organization should evaluate
these expectations and consider the means to address them as part of the system impact assessment.

Depending on the scope of Al system purpose and use, areas of impact to consider as part of the
assessment can include, but are not limited to:

— fairness;

— accountability;
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transparency and explainability;
security and privacy;

safety and health;

financial consequences;
accessibility;

human rights.

Other information

Wher¢g
users)
indivig

necessary, the organization should consult experts (e.g. researchers, subject matts
to obtain a full understanding of potential impacts of the Al system on individual
luals, or both, and societies.

r experts and
5 or groups of

B.5.5| Assessing societal impacts of Al systems

Control

The o
throug

ganization should assess and document the potential s¢cietal impacts of thej
hout their life cycle.

r Al systems

Implementation guidance

Societ
The so
societd

en

enpissions);

e(

cojmmerce);

g0

il impacts can vary widely depending on the organhization’s context and the types
cietal impacts of Al systems can be both beneficial and detrimental. Examples of t
1] impacts can include:

vironment sustainability (including the impacts on natural resources and gr

pnomic (including access to financial services, employment opportunities, tax

vernment (including legislative processes, misinformation for political gain, nat

bf Al systems.
hese potential

benhouse gas

bs, trade and

onal security

arld criminal justice systemns);

he
ph

alth and safety (including access to healthcare, medical diagnosis and treatment,
ysical and psychological harms);

and potential

ng 5 or harms to

in

rms, traditions, culture and values (including misinformation that leads to biase
lividuals or groups of individuals, or both, and societies).

Otherlinformation

Development and use of Al systems can be computationally intensive with related impacts to
environmental sustainability (e.g. greenhouse gas emissions due to increased power usage, impacts
on water, land, flora and fauna). Likewise, Al systems can be used to improve the environmental
sustainability of other systems (e.g. reduce greenhouse gas emissions related to buildings and
transportation). The organization should consider the impacts of its Al systems in the context of its
overall environmental sustainability goals and strategies.

The organization should consider how its Al systems can be misused to create societal harms and how
they can be used to address historical harms. For example, can Al systems prevent access to financial
services such as loans, grants, insurance and investments and likewise can Al systems improve access
to these instruments?

Al systems have been used to influence the outcomes of elections and to create misinformation (e.g.
deepfakes in digital media) that can lead to political and social unrest. Government’s use of Al systems
for criminal-justice purposes has exposed the risk of biases to societies, individuals or groups of
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individuals. The organization should analyse how actors can misuse Al systems and how the Al systems
can reinforce unwanted historical social biases.

Al systems can be used to diagnose and treat illnesses and to determine qualifications for health
benefits. Al systems are also deployed in scenarios where malfunctions can result in death or injury
to humans (e.g. self-driving automobiles, human-machine teaming). The organization should consider
both the positive and negative outcomes when using Al systems, such as in health and safety related

scenarios.

NOTE

systems and applications.

ISO/IEC TR 24368 provides a high-level overview of ethical and societal concerns related to Al

B.6 Al sys|

B.6.1 Mans

B.6.1.1 Obj

To ensure that the organization identifies and documents objectives and implements processes

responsible d

B.6.1.2 Obj

Control

The organization should identify and document objectives*to guide the responsible develd

of Al systems
development

Implementat

The organizat
processes. TH
For example,
the requirem
validation, et
that measure
or method to

Other inform

Al techniques
prevention of
security meas

rem life cycle

jgement guidance for Al system development

pctive

bsign and development of Al systems.

pctives for responsible development of Al system

, and take those objectives into account and. integrate measures to achieve them
ife cycle.

ion guidance

ion should identify objectives (see 6.2) that affect the Al system design and develd
ese objectives should be taken-into account in the design and development pro
if an organization defines-“fairness” as one objective, this should be incorpora

". The organization should provide requirements and guidelines as necessary to
5 are integrated into'the various stages (e.g. the requirement to use a specific testi
hddress unfairness)or unwanted bias) to achieve such objectives.

ation

are being used to augment security measures such as threat prediction detecti
security attacks. This is an application of Al techniques that can be used to rei

for the

pment
in the

pment
Cesses.
ted in

ents specification, data-aequisition, data conditioning, model training, verificatipn and

ensure
ng tool

bn and
nforce
nnex C

uresto protect both Al systems and conventional non-Al based software systems. Al

provides exar

the objectives for Al system development.

B.6.1.3 Processes for responsible design and development of Al systems

Control

hples of organizational objectives for managing risk _which can he nuseful in determining

The organization should define and document the specific processes for the responsible design and
development of the Al system.

30
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Implementation guidance

Responsible development for Al system processes should include consideration of, without limitation,
the following:

— life cycle stages (a generic Al system life cycle model is provided by ISO/IEC 22989, but the
organization can specify their own life cycle stages);

— testing requirements and planned means for testing;

— human oversight requirements, including processes and tools, especially when the Al system can
impact natural persons;

— at{what stages Al system impact assessments should be performed;

— training data expectations and rules (e.g. what data can be used, approved)data puppliers and
labelling);

— expertise (subject matter domain or other) required or training for developers of Al systems or
bdth;

— release criteria;

— approvals and sign-offs necessary at various stages;
— chlange control;

— usdability and controllability;

— erjgagement of interested parties.

The specific design and development processé€s depend on the functionality and the A] technologies
that azje intended to be used for the Al syster.

B.6.2 | Al system life cycle

B.6.2.1 Objective

To define the criteria and requirements for each stage of the Al system life cycle.

B.6.2.2 Al system réquirements and specification
Contrel

The ofganization should specify and document requirements for new Al systemg or material
enhanfements to existing systems.

Implenmentation guidance

The organization should document the rationale for developing an Al system and its goals. Some of the
factors that should be considered, documented and understood can include:

a) why the Al system is to be developed, for example, is this driven by a business case, customer
request or by government policy;

b) how the model can be trained and how data requirements can be achieved.

Al system requirements should be specified and should span the entire Al system life cycle. Such
requirements should be revisited in cases where the developed Al system is unable to operate as
intended or new information arises that can be used to change and to improve the requirements. For
instance, it can become unfeasible from a financial perspective to develop the Al system.
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Other information

The processes for describing the Al system life cycle are provided by ISO/IEC 5338. For more information
about human-centred design for interactive systems, see ISO 9241-210.

B.6.2.3 Documentation of Al system design and development
Control

The organization should document the Al system design and development based on organizational
objectives, documented requirements and specification criteria.

Implementatiomguidance

There are mahy design choices necessary for an Al system, including, but not limited to:
— machine learning approach (e.g. supervised vs. unsupervised);

— learning glgorithm and type of machine learning model utilized;

— how the rhodel is intended to be trained and which data quality (see B.7);

— evaluatiop and refinement of models;

— hardwarg¢ and software components;

— security threats considered throughout the Al system lifex¢ycle; security threats specifi¢ to Al
systems ipclude data poisoning, model stealing or model invérsion attacks;

— interface fand presentation of outputs;
— how humpns can interact with the system;
— interoperfability and portability consideratiofs.

There can be[ multiple iterations between ‘design and development, but documentation on thg stage
should be majntained and a final system architecture documentation should be available.

Other information

For more infoymation about human-centred design for interactive systems, see ISO 9241-210.

B.6.2.4 Al system verification and validation
Control

The organization'should define and document verification and validation measures for the Al §ystem
and specify ctiteria for their use.

Implementation guidance

The verification and validation measures can include, but are not limited to:

— testing methodologies and tools;

— selection of test data and their representation of the intended domain of use;

— release criteria requirements.

The organization should define and document evaluation criteria such as, but not limited to:

— aplan to evaluate the Al system components and the whole Al system for risks related to impacts
on individuals or groups of individuals, or both, and societies;
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the evaluation plan can be based on, for example:

reliability and safety requirements of the Al system, including acceptable error rates for the Al

system performance;

responsible Al system development and use objectives such as those in B.6.1.2 and B.9.3;

operational factors such as quality of data, intended use, including acceptable ranges of each

operational factor;

any intended uses which can require more rigorous operational factors to be defined, including

different acceptable ranges for operational factors or lower error rates;

th
m
th
re

an
le
or
af
re

The Al

Where
Al syst
manag
the or
and so

NOTE
ISO/IE

B.6.2.%

Contr

The oy
met p1f

Imple

Al sys
premis
into a

e methods, guidance or metrics to be used to evaluate whether relevant intereste
hke decisions or are subject to decisions based on the Al system outputs can adequg
e Al system outputs. The frequency of evaluation should be determined and ¢an b
Kults from an Al system impact assessment;

y acceptable factors that can account for an inability to meet a target minimum|
bel, especially when the Al system is evaluated for impacts on indiyidtials or groups

both, and societies (e.g. poor image resolution for computer vision’'systems or bacl
fecting speech recognition systems). Mechanisms to deal with poor Al system per
sult of these factors should also be documented.

system should be evaluated against the documented criteria for evaluation.

the Al system cannot meet the documented criteriaffor evaluation, especially again
em development and use objectives (see B.6.1:2 and B.9.3), the organization should
e the deficiencies of the intended use of the Al system, its performance requirem
banization can effectively address the impacts to individuals or groups of individ
cieties.

Further information on how toZdeal with robustness of neural networks can
[ TR 24029-1.

Al system deployment

b1

ior to deployment.
mentation/guidance

fems.cah be developed in various environments and deployed in others (such as
es’and deployed using cloud computing) and the organization should take the

 parties who
tely interpret
e based upon

performance
bf individuals,
kground noise
formance as a

Kt responsible
reconsider or
ents and how
uals, or both,

be found in

ganization should“document a deployment plan and ensure that appropriate reqyiirements are

developed on
e differences

count for the deployment plan. The organization should also consider whethe

[ components

are deployed separately (e.g. software and model can be deployed independently). Additionally, the
organization should have a set of requirements to be met prior to release and deployment (sometimes
referred to as “release criteria”). This can include verification and validation measures that are to be
passed, performance metrics that are to be met, user testing to be completed, as well as management
approvals and sign-offs to be obtained. The deployment plan should take into account the perspectives
of and impacts to relevant interested parties.

B.6.2.6 Al system operation and monitoring
Control

The organization should define and document the necessary elements for the ongoing operation of the
Al system. At the minimum this should include system and performance monitoring, repairs, updates
and support.
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Implementation guidance

Each minimum activity for operation and monitoring can take account of various considerations. For
example:

— System and performance monitoring can include monitoring for general errors and failures, as well
as for whether the system is performing as expected with production data. Technical performance
criteria can include success rates in resolving problems or in achieving tasks, or confidence rates.
Other criteria can be related to meeting commitment or expectation and needs of interested parties,
including, for example, ongoing monitoring to ensure compliance with customer requirements or
applicable legal requirements.

— Some deployedAtsystemsevotve their performance as—a resuttof M, where production data
and outppit data are used to further train the ML model. Where continuous learning isyusg¢d, the
organizatlion should monitor the performance of the Al system to ensure that it continues tp meet
its desigr] goals and operates on production data as intended.

— Theperfogrmance of some Al systems can change even if such systems do not use eontinuous ledrning,
usually djie to concept or data drift in production data. In such cases, monitoring can identfify the
need for fetraining to ensure that the Al system continues to meet its designigoals and opergtes on
productign data as intended. More information can be found in ISO/IEG:23053.

— Repairs can include responses to errors and failures in the systemi~The organization should have
processeg in place for the response and repair of these issues. Additionally, updates can be nedessary
asthe sysftem evolves or as critical issues are identified, or as the result of externally identifiedissues
(e.g. non-fompliance with customer expectations or legal réquirement). There should be prdcesses
in place fpr updating the system including components affected, update schedule, information to
users on What is included in the update.

— System updates can also include changes in the systém operations, new or modified intendef uses,
or other [changes in system functionality. The, organization should have procedures in place to
address dperational changes, including commirnication to users.

— Support fpr the system can be internal, external or both, depending on the needs of the organjzation
and how [the system was acquired. Support processes should consider how users can contjct the
approprigte help, how issues and.ifi¢idents are reported, support service level agreements and
metrics.

— Where Al systems are beingiused for purposes other than those for which they were designgd or in
ways that were not anticipated, the appropriateness of such uses should be considered.

— Al-specific information 'security threats related to the Al systems applied and developed |y the
organizafion should. be identified. Al-specific information security threats include, but gre not
limited td datapoisoning, model stealing and model inversion attacks.

Other information

The organization should consider operational performance that can affect interested parties and
consider this when designing and determining performance criteria.

Performance criteria for Al systems in operation should be determined by the task under consideration,
such as classification, regression, ranking, clustering or dimensionality reduction.

Performance criteria can include statistical aspects such as error rates and processing duration.
For each criterion, the organization should identify all relevant metrics as well as interdependences
between metrics. For each metric, the organization should consider acceptable values based on, for
example, domain expert’s recommendations and analysis of expectations of interested parties relative
to existing non-Al practices.

For example, an organization can determine that the F; score is an appropriate performance
metric based on its assessment of the impact of false positives and false negatives, as described in
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ISO/IEC TS 4213. The organization can then establish an F; value that the Al system is expected to
meet. It should be evaluated if these issues can be handled by existing measures. If that is not the case,
changes to existing measures should be considered or additional measures should be defined to detect
and handle these issues.

The organization should consider the performance of non-Al systems or processes in operation and use
them as potentially relevant context when establishing performance criteria.

The organization should additionally ensure that the means and processes used to evaluate the Al
system, including, where applicable, the selection and management of evaluation data, improve the
completeness and the reliability in assessment of its performance with respect to the defined criteria.

Develqgpmrentof performance assessnrent methodologies tam be based o criteria, etrits and values.
These[should inform the amount of data and the types of processes used in the assesgment and the
roles and expertise of personnel that carries out the assessment.

Performance assessment methodologies should reflect attributes and characteristics| of operation
and uge as closely as possible to ensure that assessment results are useful ahd relevant.|Some aspects
of performance assessment can require controlled introduction of errgné€ous or spufious data or
procegses to assess impact on performance.

The qyality model in ISO/IEC 25059 can be used to define performance criteria.

B.6.2.7 Al system technical documentation
Control

The organization should determine what Al system technical documentation is neqded for each
relevant category of interested parties, such as users, partners, supervisory authoritieg, and provide
the te¢hnical documentation to them in the apprépriate form.

Implementation guidance
The Al system technical documentation can include, but is not limited to the following elements:
— ageneral description of the Af'System including its intended purpose;
— usage instructions;

— tefhnical assumptigns-aboutits deployment and operation (run-time environment, relpted software
arld hardware capapilities, assumptions made on data, etc.);

— tefhnical limjtations (e.g. acceptable error rates, accuracy, reliability, robustness);

— mpnitoring capabilities and functions that allow users or operators to influencge the system
operation.

Docunientation etements refated to ait Al System iife cycie Stages (as defined 1 1SO/TEC 22989) can
include, but are not limited to:

— design and system architecture specification;

— design choices made and quality measures taken during the system development process;

— information about the data used during system development;

— assumptionsmadeand quality measurestakenondataquality (e.g.assumed statistical distributions);

— management activities (e.g. risk management) taken during development or operation of the Al
system;

— verification and validation records;

© ISO/IEC 2023 - All rights reserved 35


https://iecnorm.com/api/?name=94133c7274f823d09673489c59104b58

ISO/IEC 42001:2023(E)

changes made to the Al system when it is in operation;

impact assessment documentation as described in B.5.

The organization should document technical information related to the responsible operation of the Al
system. This can include, but is not limited to:

documenting a plan for managing failures. This can include for example, the need to describe a

rollback plan for the Al system, turning off features of the Al system, an update process or a plan for
notifying customers, users, etc. of changes to the Al system, updated information on system failures
and how these can be mitigated;

documen
intended
for addre

documen
monitore
failures a

documen

responsil]
system fdilures or managing updates to the Al system;

documen

or other ¢

The organizd
communicati¢n to users and internal evaluations on the type of change.

Documentatid

management

When providg

into account.

B.6.2.8 Als

Control

The organizat
logs should be

Implementat

The organiza

event logs rel

limited to:

ates as

and within its normal operating margins, also referred to as observability) and.prd
5sing Al system failures;

Fing standard operating procedures for the Al system, including which events shq
 and how event logs are prioritized and reviewed. It can also includefiow to inve
nd the prevention of failures;

Fing the roles of personnel responsible for operation of the Al/system as well as
le for accountability of the system use, especially in relation-to*handling the effect

[ing system updates like changes in the system operatigns, new or modified intende
hanges in system functionality.

ition should have procedures in place to. dddress operational changes ing

n should be up to date and accurate. Documentation should be approved by the rg
within the organization.

bd as part of the user documentation, the controls provided in Table A.1 should bg

ystem recording of eventlogs

ion should detérmine at which phases of the Al system life cycle, record keeping o
enabled, but'at the minimum when the Al system is in use.

ion guidance

fion''should ensure logging for Al systems it deploys to automatically collect and

cesses

uld be
stigate

those
s of Al

d uses,

luding

levant

taken

f event

record
is not

dteéd to certain events that occur during operation. Such logging can include buf

traceability of the Al system’s functionality to ensure that the Al system is operating as intended;

detection of the Al system’s performance outside of the Al system’s intended operating conditions

that can result in undesirable performance on production data or impacts to relevant interested
parties through monitoring of the operation of the Al system.

Al system event logs can include information, such as the time and date each time the Al system is used,
the production data on which the Al system operates on, the outputs that fall out of the range of the
intended operation of the Al system, etc.

Event logs should be kept for as long as required for the intended use of the Al system and within the
data retention policies of the organization. Legal requirements related to data retention can apply.
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Other information

Some Al systems, such as biometric identification systems, can have additional logging requirements
depending on jurisdiction. Organizations should be aware of these requirements.

B.7 Data for Al systems

B.7.1 Objective

To ensure that the organization understands the role and impacts of data in Al systems in the application
and development, provision or use of Al systems throughout their life cycles.

B.7.2 | Data for development and enhancement of Al system
Control

The o1ganization should define, document and implement data management-processes felated to the
development of Al systems.

Implementation guidance

Data npanagement can include various topics such as, but not limited to:
— prjivacy and security implications due to the use of data, §ome of which can be sensitife in nature;
— sepurity and safety threats that can arise from data'dépendent Al system development;

— transparency and explainability aspects including data provenance and the ability [to provide an
explanation of how data are used for determining an Al system’s output if the system requires
transparency and explainability;

— representativeness of training data camipared to operational domain of use;
— acfuracy and integrity of the datd.

NOTE Detailed information of\ Al system life cycle and data management concepts if provided by
ISO/IE( 22989.

B.7.3 | Acquisition of-data
Control

The ofganizatjotf.should determine and document details about the acquisition and selection of the
data uped in.Al'systems.

Implementation guidance

The organization can need different categories of data from different sources depending on the scope
and use of their Al systems. Details for data acquisition can include:

— categories of data needed for the Al system;

— quantity of data needed;

— data sources (e.g. internal, purchased, shared, open data, synthetic);

— characteristics of the data source (e.g. static, streamed, gathered, machine generated);

— data subject demographics and characteristics (e.g. known or potential biases or other systematic
errors);

— prior handling of the data (e.g. previous uses, conformity with privacy and security requirements);
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data rights (e.g. PII, copyright);

— associated meta data (e.g. details of data labelling and enhancing);

— provenance of the data.

Other information

The data categories and a structure for the data use in ISO/IEC 19944-1 can be used to document details
about data acquisition and use.

B.7.4 Quality of data for Al systems

Control

The organizat
to develop an

Implementat

The quality ¢

ion should define and document requirements for data quality and ensure that dat
l operate the Al system meet those requirements.

ion guidance

f data used to develop and operate Al systems potentially has.significant imp4
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of training, v
possible, and
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hlidation, test and production data are defined, measured and improved to the
the organization should ensure that the data are suitable for its intended purpos
thould consider the impact of bias on system perfermance and system fairness ang
bnts as necessary to the model and data used to.improve performance and fairness §
e for the use case.
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s. For
uality
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Additional information regarding data quality is@vailable in the ISO/IEC 5259 series?) on data quality

for analytics
systems is av

B.7.5 Data
Control

The organizat
Al systems oV

Implementat

According to

and ML. Additional information~regarding different forms of bias in data used
nilable in ISO/IEC TR 24027.

provenance

ion should defiheand document a process for recording the provenance of data use
er the life cycles of the data and the Al system.

ion guidance

[SO'8000-2, a record of data provenance can include information about the cr

in Al

d in its

pation,

update, trang

cription, abstraction, validation and transferring of the control of data. Additionally,

data sharing (without transfer of control) and data transformations can be considered under data
provenance. Depending on factors such as the source of the data, its content and the context of its use,
organizations should consider whether measures to verify the provenance of the data are needed.

B.7.6 Data

Control

preparation

The organization shall define and document its criteria for selecting data preparations and the data
preparation methods to be used.

Implementation guidance

Data used in an Al system ordinarily needs preparation to make it usable for a given Al task. For
example, machine learning algorithms are sometimes intolerant of missing or incorrect entries, non-

38

©ISO/IEC 2023 - All rights r

eserved


https://iecnorm.com/api/?name=94133c7274f823d09673489c59104b58

ISO/IEC 42001:2023(E)

normal distribution and widely varying scales. Preparation methods and transforms can be used to
increase the quality of the data. Failure to properly prepare the data can potentially lead to Al system
errors. Common preparation methods and transformations for data used in Al systems include:

— statistical exploration of the data (e.g. distribution, mean, median, standard deviation, range,
stratification, sampling) and statistical metadata (e.g. data documentation initiative (DDI)

Sp

ecificationl28]);

— cleaning (i.e. correcting entries, dealing with missing entries);

— imputation (i.e. methods for filling in missing entries);

— n
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ds and transforms as well as the specific methods and transforihs used in the Al ta

For additional information on data preparation specific fte“machine learning see the
and ISO/IEC 23053.

nformation for interested parties

Objective

ure that relevant interested parties haye-the necessary information to understand §

System documentation and information for users
D]
ocanization should detérmine and provide the necessary information to users of the
mentation guidance

ation aboutsthe Al system can include both technical details and instructions, as W

clude_the’system itself, as well as potential outputs of the system (e.g. notifying
is cieated by Al).

Altho

a preparation
5k

ISO/IEC 5259

ind assess the

system.
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interacting with an Al system, how the system works. Users also need to understand its intended
purpose and intended uses, its potential to cause harm or benefit the user. Some system documentation
can necessarily be targeted for more technical uses (e.g. system administrators), and the organization
should understand the needs of different interested parties and what understandability can mean to
them. The information should also be accessible, both in terms of ease of use in finding it, as well as for
users who can need additional accessibility features.

Information that can be provided to users include, but are not limited to:

— purpose of the system;

— that the user is interacting with an Al system;

— how to interact with the system;
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how and when to override the system;

limitations of the system as well as its expected lifetime;

needs for

informati

human oversight;

on about accuracy and performance;

technical requirements for system operation, including the computational resources needed, and

relevant information from the impact assessment, including potential benefits and harms,

particularly if they are applicable in specific contexts or certain demographic groups (see B.5.2 and

B.5.4);
— revisions|to claims about the system’s benefits;
— updates gnd changes in how the system works, as well as any necessary maintenance-megsures,
including|their frequency;
— contact information;
— educationjal materials for system use.
Criteria used py the organization to determine whether and what information is to be provided should
be documentkd. Relevant criteria include but are not limited to thé~intended use and reaspnably
foreseeable nfisuse of the Al system, the expertise of the user and spécific impact of the Al systein.
Information dan be provided to users in numerous ways, including documented instructions fpr use,

alerts and ot

er notifications built into the system itself, information on a web page, etc. Dep

on which methods the organization uses to provide information, it should validate that the use
access to this|information, and that the information provided is complete, up to date and accurat

B.8.3 Extennal reporting

Control

The organiza
system.

Implementat

While the syj3
should also p
unfairness).

Fion should provide capabilities for interested parties to report adverse impacts

ion guidance

tem operation_should be monitored for reported issues and failures, the organ
rovide capabhilities for users or other external parties to report adverse impac

B.8.4 Communication of incidents

Control

bnding
s have
E.

of the

zation
s (e.g.

The organization should determine and document a plan for communicating incidents to users of the

system.

Implementation guidance

Incidents related to the Al system can be specific to the Al system itself, or related to information
security or privacy (e.g. a data breach). The organization should understand its obligations around
notifying users and other interested party about incidents, depending on the context in which the
system operates. For example, an incident with an Al component that is part of a product that affects
safety can have different notification requirements than other types of systems. Legal requirements
(such as contracts) and regulatory activity can apply, which can specify requirements for:

— types of incidents that must be communicated;
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— the timeline for notification;
— whether and which authorities must be notified;
— the details required to be communicated.

The organization can integrate incident response and reporting activities for Al into their broader
organizational incident management activities, but should be aware of unique requirements related
to Al systems, or individual components of Al systems (e.g. a PIl data breach in training data for the
system can have different reporting requirements related to privacy).

Other information

ISO/IEC 27001 and ISO/IEC 27701 provide additional details on incident managementdof security and
privacly respectively.

B.8.5 | Information for interested parties
Control

The orfganization should determine and document its obligations to reporting informatioh about the Al
systenp to interested parties.

Implementation guidance

In sonje cases, a jurisdiction can require information abeut the system to be shared wifth authorities
such ap regulators. Information can be reported to intefested parties such as customers|or regulatory
authoijities within the appropriate timeframe. The infofmation shared can include, for example:

— tefhnical system documentation, including, buthot limited, to data sets for training, yalidation and
tefting as well as algorithmic choices justifications and verification and validation refords;

— rigks related to the system;
— repults of impact assessments;
— logs and other system records.

The orjganization should understand their obligations in this respect and ensure that the appropriate
infornjation is shared with'\the correct authorities. Additionally, it is presupposed that th¢ organization
is aware of jurisdictional requirements related to information shared with law enforcemept authorities.

B.9 Use of Alisystems

B.9.1| Ohjective

T rloat 1l o 43 Al + alal A | H 4 1 1.
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B.9.2 Processes for responsible use of Al systems

Control

The organization should define and document the processes for the responsible use of Al systems.
Implementation guidance

Depending on its context, the organization can have many considerations for determining whether to
use a particular Al system. Whether the Al system is developed by the organization itself or sourced
from a third party, the organization should be clear on what these considerations are and develop
policies to address them. Some examples are:

— required approvals;
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