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-1:2019(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

Biometric data interchange formats enable the interoperability of different biometric systems. The
first generation of biometric data interchange formats was published between 2005 and 2007 in the
first edition of the ISO/IEC 19794 series. From 2011 onwards, the second generation of biometric data
interchange formats was published in the second edition of the established parts and the first edition
of some new parts of the ISO/IEC 19794 series. In the second generation of biometric data interchange
formats, new useful data elements such as those related to biometric sample quality were added, the
header data structures were harmonized across all parts of the ISO/IEC 19794 series, and XML encoding
was added in addition to the binary encoding.

The second|generation of the biometric data interchange formats turned out to be syntactically
incompatiblg with their first generation. The second generation, however, did not cancel and‘re¢place
the first generation because the first generation has been adopted widely, e.g. for biometric data stored
in machine-readable travel documents, which will be in the field for a long time. Therefore, the first
editions of the ISO/IEC 19794 series are expected to be retained in the standards catalogue as Igqng as
needed alongside their second editions.

In anticipation of the need for additional data elements, and in order to ayoid future compatibility
issues, the [SO/IEC 39794 series provides standard biometric data interehange formats capable of
being extendled in a defined way. Extensible specifications in ASN.1 (Abstract Syntax Notation| One)
and the Distlinguished Encoding Rules of ASN.1 form the basis for edegding biometric data in bjinary
tag-length-vhlue formats. XSDs (XML schema definitions) form the basis for encoding biometric data in
XML (eXtengible Markup Language).

This documlent defines what is common for the extensible’ biometric data interchange formats
considered in the specific parts of the ISO/IEC 39794 series, i.e. the common content, meaning and
representatipn of biometric data interchange formats.

The ISO/IEC[39794 series is one of a family of international standards being developed by ISO/IECJ[TC 1/
SC 37 that syipports interoperability and data inté&rchange among biometric applications and systems.
This family of standards specifies requirements.on a wide variety of biometric recognition applicafions,
whether such applications operate in an openysystems environment or consist of a single, closed system.
Open systenps are built on standards-based; publicly defined data formats, interfaces and protocpls to
facilitate dafa interchange and interoperability with other systems, which may include components of
different degign or manufacture. A closed system can also be built on publicly defined standardg, and
may include components of different design or manufacture, but inherently has no requirement foy data
interchange jand interoperabilitywith any other system.

The ISO/IEQ JTC 1/SC 3%.biometric standards family includes a layered set of standards consisting
of biometrid data intenchange formats and biometric interfaces, as well as biometric profileq that
describe the use of these standards in specific application areas. Figure 1 shows the interrelatjon of
biometrics-relatedsareas of standardization. Biometric data complying with one of the biometrig¢ data
interchange [formats defined in the ISO/IEC 19794 serieslZ] and the ISO/IEC 39794 series represent the
core component’of biometric interoperability. The formats defined in the ISO/IEC 19785 seriesl4] may
be used as a wrapper around biometric data. Since biometric data are sensitive data and subject to
attack, cryptographic protection is required in interchange environments. Biometrics-related profiles,
security evaluation and performance evaluation also play an important role. Biometric interfaces are
essential to facilitate easy integration and usage of biometric components. The harmonized biometric
vocabulary is recommended for use in describing biometric technology. The deployment of applications
using biometric verification or identification takes place within the context of societal and cross-
jurisdictional requirements.

The ISO/IEC 19794 series and the ISO/IEC 39794 series specify biometric data interchange formats for
different types of biometric characteristics. Parties that agree on a biometric data interchange format
specified in the ISO/IEC 19794 series or the ISO/IEC 39794 series should be able to decode each other’s
biometric data.
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The biometric interface standards include the Common Biometric Exchange Formats Framework
(CBEFF) series (ISO/IEC 19785[4]) and the Biometric Application Programming Interface (BioAPI) series
(ISO/IEC 19784[3]). These standards support exchange of biometric data within a system or among
systems. The CBEFF series specifies the basic structure of a standardized biometric information record
(BIR) which includes one or more biometric data blocks (BDB) with added metadata, such as date and
time when it was captured, its expiry date, whether it is encrypted, etc. The BioAPI series specifies
an open system API that supports communications between software applications and underlying
biometric technology services.

The biometric profile series (ISO/IEC 24713[€]) facilitates implementations of the base standards
(e.g. biometric data interchange format standards and biometric interface standards and possibly non-

biom
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Information technology — Extensible biometric data
interchange formats —

Part 1:

Framework

1 Scope

This flocument specifies:

— rjules and guidelines for defining extensible biometric data interchange férmats that a
without invalidating previous data structures;

— the meaning of common data elements for use in extensible biometric data interchang

— cdommon data structures for tagged binary data formats basedon\an extensible specificaf

— dommon data structures for textual data formats based gn'\an XML schema definition;

— donformance testing concepts and methodologies fortesting the syntactic conformancg
data blocks.

2 Normative references

The following documents are referred to.in the text in such a way that some or all of {

constlitutes requirements of this docuniént. For dated references, only the edition cited
undated references, the latest edition of'the referenced document (including any amendme

ISO/I[EC 2382-37, Information techirology — Vocabulary — Part 37: Biometrics

ISO 8601 (all parts), Date and-time — Representations for information interchange

[SO/IEC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1): Specificq
notatjon — Part 1

ISO/IEC 8825-1~Mformation technology — ASN.1 encoding rules: Specification of Basic En
(BER), Canonical\Encoding Rules (CER) and Distinguished Encoding Rules (DER) — Part 1

ISO/1EC 19785-2, VInformation technology — Common Biometric Exchange Formats Framew
Procqdures for the operation of the biometric registration authority

e extensible

b formats;
ionin ASN.1;
and

of biometric

heir content
applies. For
nts) applies.

tion of basic

coding Rules

brk — Part 2:

ISO/IEC 29794-1, Information technology — Biometric sample quality — Part 1: Framework

ISO/IEC 30107-2, Information technology — Biometric presentation attack detection — Part 2: Data formats

IETF RFC 5141, A Uniform Resource Name (URN) Namespace for the International Organization for
Standardization (1S0)

IETF RFC 5234, Augmented BNF for Syntax Specifications: ABNF

W3C Recommendation, XML Schema Part 1: Structures (Second Edition), 28 October 2004, http://www

w3.org/TR/xmlschema-1/

1) Second edition under preparation. Stage at time of publication: ISO/IEC DIS 19785-2:2018.
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W3C Recommendation, XML Schema Part 2: Datatypes (Second Edition), 28 October 2004, http://www
w3.org/TR/xmlschema-2/

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia available at http://www.electropedia.org/;

— ISO OnliLe Browsing Platform available at http://www.iso.org/obp.

31
biometric l:rhavioural data
biometric data representing behavioural biometric characteristics of an individual

EXAMPLE Data resulting from writing, speaking or typing.

3.2
biometric data block
BDB
block of datq conforming to a defined format

Note 1 to entfy: The BDB is normally opaque to the processing of a standard biometric header (SBH) and|is not
required to be self-delimiting.

Note 2 to entiy: This definition is aligned with ISO/IEC 19875-1"

3.3
biometric feature data unit
smallest ind}vidual unit of extracted biometric feature data

EXAMPLE Minutiae of a fingerprint.

34
biometric immage data
biometric dzj.tla that results from the.presentation of biological biometric characteristics of an indiyidual
and is repregented by pixels in-aispatial coordinate system

EXAMPLE Fingerprint image data.

3.5
bit depth
number of bits used to represent a data element

3.6
octet
byte
contiguous sequence of 8 bits processed as a single unit of information

3.7

pixel

picture element

point in an image that is represented by an n-by-m matrix of points, where n is the number of horizontal
rows and m is the number of vertical columns

2 © ISO/IEC 2019 - All rights reserved
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4 Abbreviated terms

ABNF
API
ASN.1
BDB
BIR

Augmented Backus-Naur Form
application programming interface
Abstract Syntax Notation One
biometric data block

biometric information record

ISO/IEC 39794-1:2019(E)

CBEHF

DER
HTTH
ICS
IUT
NSS
PAD
SBH
TLV
URI
URN
UTC
XML
XSD

Common Biometric Exchange Formats Framework
Distinguished Encoding Rules
Hypertext Transfer Protocol
implementation conformance statement
implementation under test
namespace-specific string

presentation attack detection

standard biometric header
tag-length-value

uniform resource identifier

uniform resource name

Coordinated Universal Time

eXtensible Markup Language

XML schema definition

5 (onformance

A binpry biométric data interchange format conforms to this document if it satisfies the requirements
specified within Clauses 7, 8, 9, and A.1.

A texfual biometric data interchange format conforms to this document if it satisfies the requirements

specified-within Clauses 78,10 and A2,

A general BDB embedding BDBs in formats defined elsewhere conforms to this document if it satisfies
the requirements specified in Annex B.

A biometric data interchange format conformance test conforms to this document if it satisfies the
requirements specified in Annex C.

6 General biometric system

6.1 Conceptual representation of general biometric system

Given the variety of applications and technologies, it can seem difficult to draw any generalizations
about biometric systems. All such systems, however, have many elements in common. Captured

© ISO/IEC 2019 - All rights reserved
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biometric samples are acquired from a subject by a biometric capture device. The biometric capture
device output is sent to a processor that extracts the distinctive but repeatable measures of the sample
(the biometric features), discarding all other components. The resulting features can be stored in
the biometric enrolment database as a biometric reference. In other cases, the sample itself (without
biometric feature extraction) may be stored as the reference. A subsequent query or probe biometric
sample can be compared to a specific reference, to many references, or all references already in the
database to determine if there is a match. A decision regarding the biometric claim is made based
upon the similarities or dissimilarities between the features of the probe and those of the reference or
references compared.

Figure 2 illustrates the information flow within a general biometric system, showing a general
biometric s Tsti TSt Tg; ; T rision
subsystems.|Figure 2 illustrates both enrolment and the operation of verification and identifidation
systems. Th¢ subclauses in Clause 6 describe each of these subsystems in more detail.

Data Gapture Data Storage Comparison Decision
Subslystem Subsystem Subsystem Subsystem
i i . ) biometric comparison \ -
bl(():gienf,flc Biometric reference score Q
=2y enrolment Comparison —_— 2)
database ~~
~
Signal Processing \\\ Mat h,?threshold <
Subsystem ) ) J atch:: .
Presehtation biometric y biometric Candidate?
reference probe match/ .
Reference non-match candidatl
. . creation Jvist
biometric L
characteristics biometri decision g
o Verified? POlSY
re-capture % Identified?
Biohetri Quality control \)
lorpetric Segmentation N |
sepsor Feature extractiott
Enhancement l

K 2 i i g % verification identification
captured biometric sample outcome outcome
N B B G B e e

soscssesaghessessssssssssd ENrolment
e — \/erification

== == == == =>|dentification

Figure 2)~— Components of a general biometric system

NOTE Infany implemented system, some of these conceptual components can be absent or could not have a
direct correspondence With a physical or software entity.

6.2 Concegptual components of a general biometric system

6.2.1 Data capture subsystem

The data capture subsystem collects an image or signal of a subject’s biometric characteristics presented
to the biometric capture device (sensor) and outputs this image/signal as a captured biometric sample.

6.2.2 Transmission subsystem

The transmission subsystem (not portrayed in Figure 2; not always present or visibly present in a
biometric system) will transmit samples, features, probes and references between different subsystems.
The captured biometric sample may be compressed and/or encrypted before transmission and
expanded and/or decrypted before use. A captured biometric sample may be altered in transmission
due to noise in the transmission channel as well as losses in the compression/expansion process.
Data may be transmitted using standardized biometric data interchange formats and cryptographic
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techniques may be used to protect the authenticity, integrity and confidentiality of stored and

trans

6.2.3
Signa

e

mitted biometric data.

Signal processing subsystem
| processing may include processes such as:

nhancement, i.e. improving the quality and clarity of the captured biometric sample;

biometric sample;

segmentation, i.e. locating the signal of the subject’s biometric characteristics within the captured

o
t

q

o

In th
the €
chard
be cg
biom

In th
probe
each

6.2.4

Refer
may

store
form
integ

6.2.5

In th
refer
the s
singlg

iometric feature extraction, i.e. deriving the subject’s repeatable and distinctive mg
he captured biometric sample; and

ther processes, such as:

- returning control to the data capture subsystem to collect further’samples or

b case of enrolment, the signal processing subsystem creatés a biometric reference
nrolment process requires features from several presemntations of the individua
cteristics. Sometimes the reference comprises just thefeatures, in which case the rq
lled a biometric template. Sometimes the reference comprises just the sample, in
btric feature extraction from the reference occursimmediately before comparison.

e case of verification and identification, thexsignal processing subsystem creates
. Sequencing and iteration of the above-mentioned processes are determined by the
system.

Data storage subsystem

ences are stored within an enrolment database held in the data storage subsystem. E3
be associated with some details of the enrolled subject or the enrolment process. P
d in the enrolment database, references may be reformatted into a biometric data
hit. References may be stored within a biometric capture device, on a portable mediu
Fated-circuit card, onta personal computer or local server, or in a central database.

Comparison-subsystem

P comparison subsystem, the features extracted from probes are compared against
bnces ahdcomparison scores are passed to the decision subsystem. The comparison sc
imjlarities or dissimilarities between the probes and references compared. For v
 specific claim of subject enrolment would lead to a single comparison score. For ic

- modifying parameters for segmentation, biometric feature extraction, compariso.

asures from

uality control, i.e. assessing the suitability of samples, features, references, étc:, possibly affecting

|

. Sometimes
’s biometric
ference may
which case

a biometric
e specifics of

ch reference
rior to being
interchange
m such as an

one or more
bres indicate
brification, a
lentification,

many

produced for

or all references may be compared with the probe, and a comparison score may be

each comparison.

6.2.6

Decision subsystem

The decision subsystem uses the comparison scores generated from one or more comparison attempts
to provide the decision outcome for a verification or identification transaction.

In the case of verification, the probe is considered to match a compared reference when (assuming that
higher scores correspond to greater similarity) the comparison score exceeds a specified threshold.
A biometric claim can then be verified on the basis of the decision policy, which may allow or require
multiple attempts.

© ISO/IEC 2019 - All rights reserved
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In the case of identification, an enrolee is a potential candidate when (assuming that higher scores
correspond to greater similarity) the comparison score exceeds a specified threshold, and/or when the
comparison score is among the highest ranked values generated during comparisons across the entire
database. The decision policy may allow or require multiple attempts before making an identification
decision.

NOTE Conceptually, it is possible to treat multi-biometric systems in the same manner as unibiometric
systems, by treating the combined captured biometric samples/references/scores as if they were a single
sample/reference/score and allowing the decision subsystem to operate score fusion or decision fusion as and if
appropriate. See also ISO/IEC TR 24722[2],

6.2.7 Adnpinistration oulﬁo_y stem

The adminigtration subsystem (not shown in Figure 2) governs the overall policy, implementation,
configuratiop and usage of the biometric system, in accordance with the relevant legal, jurisdictional
and societalconstraints and requirements. [llustrative examples include:

— interactjng with the biometric capture subject including providing guidance fe€dback to the sybject
during dnd/or after data capture and requesting additional information from-the subject;

— storing 4nd formatting of interchanged biometric data;

— providing final arbitration on output from decision and/or scores;

— setting fhreshold values for decision;

— setting liometric capture parameters;

— controlljng the operational environment and non-biorhetric data storage;

— providing appropriate safeguards for subject privady and data security; and

— interacting with the application that utilizes the biometric system.

6.2.8 Intefface

The biometrjic system may or may not:ifiterface to an external application or system via a web services
interface, ar} application programming interface, a hardware interface or a protocol interfacg (not
shown in Fidure 2).

6.3 Functions of generalbiometric system

6.3.1 Enr¢lment

In enrolment, a(ransaction by a biometric capture subject is processed by the system in order to
generate and store a biometric reference for that individual.

Enrolment typically involves:

— capturing one or more biometric samples;
— sample restoration or enhancement;

— segmentation;

— biometric feature extraction;

— quality checks (which may reject the sample/features as being unsuitable for creating a reference,
and require capture of further samples);

— (where system policy requires it) comparison against the stored biometric references to ensure that
the subject is not already enrolled;

6 © ISO/IEC 2019 - All rights reserved
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onversion into a biometric data interchange format;

storage of the biometric reference;

(dependent on the enrolment policy).

6.3.2

Verification

-1:2019(E)

biometric reference creation (which may require features from multiple samples) and possibly

test verification or identification attempts to ensure that the resulting enrolment is usable; and

allowing for repeat enrolment attempts, should the initial enrolment be deemed unsatisfactory

In ac
verify

NOTE
chara
can rg

Verif

(e

20 =

Q

(@ Pl on il *)

The d
outcd
rejec

EXAM
biomg

Cess control applications, a transaction by a subject may be processed by the systen
 a specific positive claim about the subject’s enrolment (e.g. “I am enrolled as subject

Some biometric systems allow a single subject to enrol more than one ihstance o
cteristic (for example, an iris system can allow subjects to enrol both iris images, while a finge
quire enrolment of additional fingers for fall-back in case a primary finger is,damaged).

cation of a specific positive biometric claim typically involves:
Apturing one or more biometric samples;

ample restoration or enhancement;

egmentation;

iometric feature extraction and possibly conversion into a standardized bio
hterchange format;

uality checks (which may reject the samplées/features as being unsuitable for comnj
equire capture of further samples);

omparison of the probe features @gainst the reference for the claimed identity
omparison score; and

verification decision based-on whether the comparison score exceeds a threshol
hat higher scores correspand to greater similarity) in one or more attempts as dic
ecision policy.

ecision subsystemwill either accept or reject the specific positive claim. The verifica
me is considered,to be erroneous if either a false claim is accepted (false accept) or a
fed (false reject).

PLE In'a verification system allowing up to three attempts, a false reject occurs if the r

tric claini-actually stems from the present biometric capture subject, but on all three atte

does
the p

h in order to
X").

f a biometric
rprint system

metric data

parison and

producing a

d (assuming
tated by the

rion decision
true claim is

rence for the

e

nFts the probe
ot,mhatch this reference. A false accept occurs if the reference for the biometric claim does mot stem from
l]‘esent biometric capture subject, but the probe falsely matches this reference on any of the th

ree attempts.

6.3.3

Identification

In identification, a transaction by a subject is processed by the system and the enrolment database is
searched to return identifiers of similar references. Identification provides a candidate list of identifiers
that will contain zero, one, or more identifiers. Identification is considered correct when the subject is
enrolled, and an identifier for their enrolment is in the candidate list. The identification is considered to
be erroneous if either an enrolled subject’s identifier is not in the resulting candidate list (false-negative
identification error) or if a transaction by a non-enrolled subject produces a non-empty candidate list
(false-positive identification error).

Identification typically involves:

— capturing one or more biometric samples;
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— sample restoration or enhancement;
— segmentation;

— biometric feature extraction and possibly conversion into a standardized biometric data
interchange format;

— quality checks (which may reject the sample/features as being unsuitable for comparison, and
require capture of further samples);

— comparisonofthe probe features againstsome or all references in the enrolment database, producing
a comparison score for each comparison; and

— determipation of a candidate list based on whether the comparison score exceeds a threshotd/and/
or is ampng the highest ranked scores returned (assuming that higher scores correspond.to greater
similarity) in one or more attempts, as dictated by the decision policy.

7 Rules and guidelines

7.1 Capture date and time

Some biomel}ric characteristics (e.g. facial image or signature dynamies) may undergo changeg as a
capture subject ages. Therefore, the capture date and time of biometric-data should be recorded.

7.2 Degree of processing

7.2.1 Overview
The degree o¢f processing of biometric data may be oue‘of the following:
— capturedl biometric sample: the data are in raw form as delivered by the capture device;

— intermefliate biometric sample: the data-has been processed from the form delivered by the s¢nsor,
but is n¢t in a form usable for comparison - such data is referred to as biometric image d3jta or
biometrjc behavioural data;

— process¢d data: the data is in a,form that can be used for comparison - such data is referred|to as
biometrjc feature set.

Figure 3 illdstrates the degréees of processing of biometric data. For data interchange, intermgdiate
biometric sgmples (e.g.Siimage data or behavioural data) and biometric feature sets are of special
relevance. Examples ofiscenarios using biometric data at different degrees of processing are shon in
Annex D.

Intermediate ; Biometric ; ;
%ZF\)/tiEre Captured »| biometric sample Intermediate N feature Biometric
biometric sample processing biometric sample extraction feature set

Figure 3 — Captured biometric sample, intermediate biometric sample and biometric feature set

7.2.2 Captured biometric sample

The captured biometric sample is influenced by some or all of the following:
— underlying biometric characteristic;

— presentation of the biometric characteristic to the capture device;

— intermediate biometric sample processing (as part of data acquisition) within the capture device;
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— technical characteristics of the capture device;

— €

nvironmental conditions (e.g. lighting, background noise).

Captured biometric samples are usually not used for data interchange.

7.2.3

7.2.3.

Intermediate biometric sample

1 Biometric image data

1:2019(E)

In many cases, the captured blometrlc sample of a static blometrlc characterlstlc dehvered by a

prod
image
imag
the iy
imag
bere

7.2.3

ce an 1mage of the characterlstlc The f1rst 1mportant conventlon to be made concern
e file format (e.g. BMP, TIFF, GIF, JPEG, JPEG-LS, JPEG2000) and the compression le
bs readable for all systems. Further conventions are needed for certain parameter
hage capturing process and the hardware to be used, which have a strongimpact on

b, e.g. bit depth (8 bit, 16 bit, etc.), spatial sampling rate, position of the biometric cha
bresented, and lighting conditions during image capture process.

2 Biometric behavioural data

In c

behayioural data is based on a dynamic action with contributions from conditioned behavril?
as well as biological characteristics. For behavioural biometric characteristics, com

appr
data

7.2.3

Not all data used for the extraction of biometric features is image data or behavioural data

EXAM

7.2.4

A biometric feature set mayl{consist of several feature data units. A biometric feature d

consi
data

7.3

7.3.1

ntrast to image data, which is based on a static biologieal characteristic like a

aches are time-based and frequency-based analysis, Therefore, standardization con|
nterchange formats for such approaches.

3 Other intermediate biometric samplés

PLE DNA profiles are neither extracted from image data nor from behavioural data.

Biometric feature set

5t of several data elements, e.g. coordinates and angles. The structure and content
Init depends on thetype of biometric characteristics.

Relationship to CBEFF

Overview

& processed to
5 the general
vel to make
b concerning
the resulting
Facteristic to

fingerprint,
ur patterns
on analysis
centrates on

hita unit may
of a feature

ABD

appropriate CBEFFpatromformmat tsee 1SOAEC19785-3th:

7.3.2

B.{n a format defined in the ISO/IEC 39794 series may, but need not be, embedded in a

record in an

BDB format owner and format identifiers

Within records in a CBEFF patron format, the format of the BDB is identified by:

— the CBEFF biometric organization identifier of the BDB format owner, and

— a BDB format identifier that is unambiguous within the scope of the BDB format owner.

For all extensible biometric data interchange formats defined in the ISO/IEC 39794 series, the format
owner is ISO/IEC JTC 1/SC 37. The CBEFF biometric organization identifier for ISO/IEC JTC 1/SC 37 is
257 (0101 y,,)-
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For each extensible biometric data interchange format defined in the ISO/IEC 39794 series, 1SO/
IEC JTC 1/SC 37 assigns a BDB format identifier. Each part of the ISO/IEC 39794 series defines and
lists the BDB format identifier, short name and full object identifier for each extensible biometric data
interchange format it contains.

7.4 Types of extensible biometric data interchange formats

The structure, content, and encoding of BDBs depend on where the biometric data is intended to be
used. There may be:

self-contained data structures providing all necessary information;

data st
duplicat

data str

uctures designed for embedment in a CBEFF biometric information record (BIR
ing information that is present in the CBEFF standard biometric header (SBH); dnd

Lctures designed for on-card biometric comparison as defined in ISO/IEC 24787111,

Depending on the available storage space and data transmission rate, biometric data may be encoq
different eng

tagged b

more ve

oding styles including:
inary formats; and

rbose, human readable textual formats following XML schemal definitions.

7.5 Criterjia for standardizing biometric data interchange’formats

The standar
Therefore, the number of standardized formats should bekept small and manageable. The cond
listed below
process. The

10

usesan ¢
format,

dization of biometric data interchange formats) is intended to provide interopera

should be considered before a new data intétrchange format may enter the standardi
new data interchange format:

) not

led in

bility.
tions
ation

ncoding style thatis very different from the one ofan already standardized data interchange

buch as XML encoding vs. binary enceding;

represents the essential data requiréd” for an alternative mathematical approach of biometric

feature

is a prey
ISO/IEC

extraction and/or comparison;

alent alternative representation of data that is defined in the ISO/IEC 19794 series
39794 series;

represemnts data of a widely used type of biometric characteristics not yet considered i

ISO/IEC

represeI

orhast

19794 series orthe ISO/IEC 39794 series;

e potential for it;

r the

h the

ts data ofa different degree of processing and has become widely used for data interchange

enables

interoperability among algorithms that use individual non-standardized data interchange

formats

of an advanced degree of processing;

significantly reduces the size of data of an already standardized data interchange format and is

suitable

for use within integrated circuit cards and other tokens;

has the potential to be used for different types of biometric characteristics, e.g. an image format;

combines existing data interchange formats without increasing size;

allows an improved biometric performance.
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7.6 Extensibility

Requirements for new data elements may arise in the future. The extensible biometric data interchange
formats shall be capable of being extended without invalidating the already standardized formats.

If a future amendment or revision will augment an extensible biometric data interchange format
defined in the ISO/IEC 39794 series, systems capable of reading data conformant to the base format
shall be able to also parse data conformant to the revised format, ignoring new data elements that were
not in the base format. The revised format shall at least include the mandatory data items of the base
standard. Systems capable of reading data conformant to the revised format shall also be able to read

and understand data in the base format.

7.7

Naming conventions for biometric data interchange formats

The pame of the data interchange format should indicate the type of biometrig charact

wher
or fed

EXAM
silhoy

7.8

Multi
Multi

=

n

n

n

n
q

If mu
invol
store

7.9

Biom|
matc

e different biometric sample or feature data formats are available, the respeetive biom
ture.

PLE Finger minutiae data, finger image data, signature/sign tirhe)“series data, ha
ette data, voice data, DNA data.

Treatment of multi-biometric data

-biometrics may be used to improve the performance of’biometric systems in terms o
-biometrics can be divided into five subcategories, which are defined in ISO/IEC TR 2

hulti-type — use of multiple types of biometric characteristics such as face and fingerp
hulti-algorithmic - use of two or more distinctalgorithms for processing the same biom

hulti-instance - use of at least two instances of the same type of biometric characteri

and right iris or left and right index finger;

hulti-sensorial - use of multiple.capture devices for capturing samples of one biometr

hulti-presentation - use of~€ither multiple presentation samples of one instance of
haracteristic or of a singlé\presentation that results in the capture of multiple sample

Iti-type systems aréxused, data structures of several parts of the ISO/IEC 39794 sq
Ued in a verification or identification process. Multi-instance or multi-presentation
d in several biometric representations that are contained in one BDB.

Capture conditions

n'when performing a comparison. The data capture subsystem may never capture exa

eristics and,
etric sample

nd geometry

[ error rates.
1722091

rint;
etric sample;

stics, e.g. left

ic instance;

a biometric

2]

bries may be
data may be

ptri€ samples and reference data from the same capture subject do not generally result in a perfect

ctly identical

biom

etriC samples since these depend on a Iot of factors where small changes result in d

ifferent data

(e.g. translation, rotation and distortion of fingers). Therefore, the other parts of the ISO/IEC 39794
series not only define specific biometric data interchange formats, but also capture conditions
necessary for achieving interoperability.

7.10

Capture device requirements

Capture device requirements should be defined to the extent necessary to achieve interoperability.
Subjects of these definitions may include:

— C

— S

apture device technology;

patial sampling rate;
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range of grey or colour levels;
temporal sampling rate;
illumination type and intensity; and

signal-to-noise ratio.

7.11 Quality requirements for biometric data

In order to
application-3

EXAMPLE
passport refe

7.12 Biom

If data inter
for deriving
comparison

7.13 Biom

If data inten

achieve good comparison results, the other parts of the ISO/IEC 39794 series sy
pecific minimum quality requirements for biometric data.

Fence images

etric feature extraction algorithms

thange formats are specified for biometric feature sets (e.g. finger-minutiae), then th
these features shall be specified to the extent necessary to facilitdate interoperability, i
results of different implementations shall be within the range’of allowed differences.

etric feature comparison algorithms

change formats are specified for biometric feature sets (e.g. finger minutiae), the

means for cpmparing the biometric probe with a biomettie reference shall be specified to the ¢

necessary tg
within the r:

7.14 Ident

As a persis
ISO/IEC 397

facilitate interoperability, i.e. the comparisonrresults of different implementations sh
inge of allowed differences.

fiers for resources related to the ISO/IEC 39794 series

fent, location-independent resource identifier for resources related to a part o

ecify

Minimum number of finger minutiae for on-card comparison or portrait quality requirements for

e way
e. the

n the
xtent
all be

f the

D4 series, a uniform resource-name (URN) shall be constructed according to the r

es of

u

IETF RFC 5[141. The URN begins with the prefix “urn:iso:” and continues with a namespace-sﬂlecific
string (NSS)| The syntax for URNs fortesources related to the ISO/IEC 39794 series is defined as folllows
in Augmentgd Backus-Naur Form(ABNF) specified in IETF RFC 5234:

URN = "ukngiso:" std-nss

std-nss| = "st¥d:" docidentifier *supplement [addition]

docidenfgifier = Yiso-iec:39794:" partnumber ":" edition [":" docversion]

partnumper = "-" DIGITS

edition|= "ed-" DIGITS

docverspionw = "v" DIGITS

DIGITS & BICFF—PICET

DIGIT = %x30-39 ; 0 to 9

The optional element <docversion> is intended to designate the version number of a document's
<edition>. It may be altered by correction or amendment and is distinct from a revision, which changes
the edition number. The first version published is 1. Each correction or amendment may increase the
version number by 1. If no <docversion> is specified, the reference is to the highest version number

available for

the denoted <edition>.

supplement = ":" suppltype ":" supplnumber [":" supplversion]
suppltype = "amd" / "cor"

supplnumber = DIGITS

supplversion = "v" DIGITS

12
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The optional element <supplement> is intended to designate a technical alteration of an international
standard that does not result in a new <edition> or <docversion>. Supplements are numbered
consecutively within each supplement type. <supplnumber> identifies the number of the supplement.
<supplversion> designates the version of a published supplement. When a supplement is published, it
is version 1. If that supplement is corrected by issuing a corrected version, the corrected version is
version 2.

The optional element <addition> is intended to identify a particular resource such as an ASN.1 module
or XML schema definition contained in the identified document. The syntax of <addition> is not defined
in IETF RFC 5141, but by ISO/IEC]JTC 1/SC 37:

addition—= LU L i i I P N [N 1] tencion

flilename = filenameroot "-" edition ["-" docversion]
flilenameroot = "ISO-IEC-39794" partnumber ["-" resourcename]
rlesourcename = ALPHA * (ALPHA / DIGIT / "-")

ALPHA = $x41-5A / %$x61-7A ; A-Z / a-z

gxtension = "asn" / "xsd"

If thg optional <resourcename> is not present, the filename designatesithe core specifi¢ation of the
biomegtric data interchange format.

<filenameroot> shall begin with an upper-case letter because the,file name should correfpond to the
modyle name given at the beginning of an ASN.1 module, and’this module name must begin with an
upper-case letter, as per ISO/IEC 8824-1.

A URN in the ISO namespace can be transformed into anf™HTTP URI by replacing “std” with the domain
namgq “standards.iso.org”, replacing all occurrences of “/” with “/”, and converting characters to lower
case (see IETF RFC 5141). ISO maintains a website implementation of these URIs.

EXAMPLE urn:iso:std:iso-iec:39794:-1:ed-1 corresponds to http://standards.iso.org/iso-iec/39794/-1/ed-1.

8 Abstract data elements

8.1 |General

This tlause describes the contents of data elements common to all biometric data interchdange formats
definpd in the ISO/IEC 39794 series. The description is independent of the encoding of the data elements.

Certdin data elements(ape optional. Such data elements need not be included in a BDB. An gptional data
elem¢nt may be omittéd altogether from the encoding.

EXAMPLE1 Ifian ASN.1 module, optional data elements are marked with the keyword OPTIONAL. When an
optiopal elemént is not present, then the tag, length and value octets of this data element are omitted from the
taggef binaryencoding.

EXAMPLE?2 A data element in an XML schema definition is optional if the value of its minOccuts attribute is
0. When an optional element is not present, then the opening and closing tags as well as the value of this data
element are omitted from the XML encoding.

If all child elements of a data element are optional, then this data element shall be marked optional as well.

An application profile may change optional data elements to mandatory data elements, but not the
other way around.

© ISO/IEC 2019 - All rights reserved 13
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8.2 Version block

Abstract values:

Contents:

Sequence of two integers

This data element shall indicate the version number of the biometric data inter-
change format. It shall consist of two elements:

— the generation of the biometric data interchange format; and

— the year of publication of the standard or amendment or corrigendum.

8.3 Repre¢sentation block

NOTE The other parts of the ISO/IEC 39794 series refine the description of representation block.

8.3.1 Capture device block

NOTE The other parts of the ISO/IE€'39794 series refine the description of capture device block.

8.3.1.1 Mgdel identifier block

Abstract valpes:

Contents:

Eor all farmats defined in the TQnI/":'r‘ 39794 series the gnnorafinn value shall
be 3. If a BDB contains representations encoded using different versions|of an
extensible biometric data interchange format, then the version blockshall indi-
cate the version number of the representation encoded using the highest vefsion.

Figure 4 illustrates the structure of a version block.

Version block

|

Generation Year

Figure 4 — Structure of aversion block

Sequence of two integers 1 to 65 535

This data element shall identify the product type that captured the biometric
sample. It shall consist of two elements:

14

— the capture device vendor identilfier; and
— the capture device model identifier.

The capture device vendor identifier shall be one of the biometric organization
identifiers registered in accordance with ISO/IEC 19785-2. The capture device
model identifier shall be one of the capture device model identifiers associated
with the given capture device vendor identifier.

NOTE ISO/IEC 19785-1[5] states that registration of biometric capture device
model identifiers is optional.
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8.3.1.2 Capture device technology identifier

Abstract values: See other parts of the ISO/IEC 39794 series

Contents: This data element shall indicate the class of technology used in the biometric
capture device. Abstract values for the capture device technology identifier and
their meanings shall be defined in the other parts of the ISO/IEC 39794 series.

8.3.1.3 Certification identifier block

Abstract values: qunpnrp of two integers 1to 65 538

Contg¢nts: This data element shall identify a certification scheme accordingtp which a bi-
ometric capture device was certified. It shall consist of two‘elemerts:

— the certification authority identifier; and
— the certification scheme identifier.

The certification authority identifier shall beregistered in accordance with ISO/
IEC 19785-2. Those parts of the ISO/IEC 39794 series that specify|certification
schemes according to which biometric capture devices may define ligts of allowed
certification scheme identifiers.

8.3.2] Capture date/time block

Abstract values: 0000-01-01T00:00:00,000Zt0 9999-12-31T23:59:59,999Z
NOTE The abstract values are given in the extended date-time formdt of [SO 8601
(all parts). The character“Z” is the designator for UTC (Coordinated Unjversal Time).

Contgnts: This data element shall indicate the date and time when the capture of the
representation completed in UTC (in accordance with ISO 8601 (all parts)) to a
precision of\up to one millisecond.

FigureSiillustrates the structure of a capture date/time block.

Capture date/
time block
I
| | | | | | 1
Milfi-
secgnd

Year Month Day Hour Minute Second

Figure 5 — Structure of a capture date/time block

8.3.3 Quality blocks

NOTE A sequence of quality blocks corresponds to a quality record as per ISO/IEC 29794-1.

8.3.3.1 Quality block

Figure 6 illustrates the structure of a quality block.
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Quality block
[
[ ]
Quality .
algorithm ngpté/rrsocrore
identifier block

Organization Identifier

Figure 6 — Structure of a quality block

8.3.3.1.1 (Quality algorithm identifier block

Abstract valfies: Sequence of two integers 1 to 65 535
Contents: This data element shall identify a quality algorithm. It shall consist of two elements:
— the quality algorithm vendor identifier; and
— the quality algorithm identifier.

The quality algorithm vendor identifier,shall be one of the biometric organization
identifiers registered in accordance with/ISO/IEC 19785-2. The quality algofithm
identifier shall be one of the quality algorithm identifiers associated with the
given quality algorithm vendor identifier.

NOTE ISO/IEC 19785-1[5] states that registration of quality algorithm identlifiers
is optional.

8.3.3.1.2 (Quality score or error

8.3.3.1.2.1 | Quality score

Abstract valfpes: Integer, Oito'100

Contents: A quality score shall be a quantitative expression of the predicted verifidation
péxformance of the biometric sample, as defined in ISO/IEC 29794-1.

8.3.3.1.2.2 | Quality-scoring error

8.3.3.1.2.2.1 </ Quality scoring error code

Abstract values: failureToAssess

Contents: The abstract value failureToAssess shall indicate that the quality assessment
process has failed.

8.3.3.1.2.2.2  Quality scoring error extension block

If a quality block contains a quality scoring error code from a later version, then it shall also contain a
fallback quality scoring error code from the first version (see 8.3.3.1.2.2.1). If a parser does not know
the later version, it shall revert to the fallback value.

8.3.4 PAD data block
Figure 7 illustrates the structure of a PAD data block.
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PAD data
block
I T T T | T T T T T 1
PAD PAD score PAD PAD capture PAD PADrisk | |PAD criteria PAD PAD PAD capture
i extended supervision date/time
decision blocks data blocks context level level category parameter challenges block
PAD score exgaﬁlge d
block data block
PAD PAD extended PAD
~ mechanism P'grD esrrcgrre data type extended
identifier block identifier block data
| I
Orgafization Identifier Organization Identifier

Figure 7 — Structure of a PAD data block

8.3.4]1 PAD decision

8.3.4{1.1 PAD decision code

of this data

Abstiact values: see Table 1
Contgnts: This data element shall indicatewhether a presentation attack atteinpt has been
detected by the PAD subsystent. Table 1 lists the abstract values
element and defines what these values shall mean.
Table 1 — Abstract values for PAD decision code
Abstract value Meaning
attack Apresentation attack attempt has been detected by the PAD subsyqtem.
noAttack No présentation attack attempt has been detected by the PAD subsygtem.
failureToAssess Theé PAD decision process has failed.

8.3.4]1.2 PAD decision'extension block

If a PAD data block contains a PAD decision code from a later version, then it shall also cont3
PAD ¢lecision code\from the first version (see 8.3.4.1.1). If a parser does not know the lat
shall revert to_the-fallback value.
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8.3.4.2 PAD score blocks
8.3.4.2.1 PAD score block

8.3.4.2.1.1 PAD mechanism identifier block

Abstract values: Sequence of two integers 1 to 65 535

Contents: This data element shall identify a PAD mechanism (referred to as PAD technique
in ISO/IEC 19785-1[2]). It shall consist of two elements:

— the PAD mechanism vendor identifier; and
— the PAD mechanism identifier.

The PAD mechanism vendor identifier shall be one of the biometxic organization
identifiers registered in accordance with ISO/IEC 19785-2. The'PAD mechgnism
identifier shall be one of the PAD mechanism identifiers assooiated with thefgiven
PAD mechanism vendor identifier.

NOTE ISO/IEC 19785-1[2] states that registration of PAD mechanism identifiers
is optional.

Table 2 lists PAD mechanism identifiers for PADapproaches not connected with
a particular vendor. For the PAD mechanisfwidentifiers listed in Table 2, the bi-
ometric organization identifier of ISOAEC JTC 1/SC 37, which is 257 (010[L )
shall be used as PAD mechanism verdor identifier. These identifiers have|been
registered in accordance with ISO/IEC 19785-2.

Table 2 — PAD mechanism identifiers for PAD approaches not connected with a particular vendor

PAD mechanism | PAD mechanism |Description
vendor ideptifier identifier
257 (0101 4.,) 1(0001y.,) Challénge/involuntary response
257 (0101 4,) 2 (0002, Challenge/voluntary response
257 (0107 jyey) 3 (0003y,,) Challenge/response as a combination of what you are and know
257 (0101 4¢,) 4 (00044 Non-stimulated observation of liveness

8.3.4.2.1.2 | PAD score or ‘error
8.3.4.2.1.2.1 PAD_Score

Abstract valpes: Integers 0 to 100
Contents: This-dataelementshatHndieate the PABresultasascere between8-and300 as

defined in ISO/IEC 30107-2. Bona-fide presentations shall tend to generate lower
scores. Presentation attacks shall tend to generate higher scores.
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PAD scoring error

8.3.4.2.1.2.2.1 PAD scoring error code

Abstract values:

Contents:

failureToAssess

The abstract value failureToAssess shall indicate that the computation of the

PAD score has failed.

If the PAD score value is failureToAssess, then, if present, the PAD d
shall also be failureToAssess.

ecision value

8.3.412.1.2.2.2 PAD scoring error extension block

If a PAD data block contains a PAD scoring error code from a later version, then itshall a
fallbgck PAD scoring error code from the first version (see 8.3.4.2.1.2.2.1). If a parser does not know the
later persion, it shall revert to the fallback value.

8.3.4/3 PAD extended data blocks

8.3.4/3.1 PAD extended data block

8.3.4{3.1.1 PAD extended data type identifier block

Absttact values:

Conté¢nts:

Sequence of two integers 1 to 65535

This data element shall identify the type of data in a PAD extended
shall consist of two eleménts:

— a biometric organization identifier; and
— the data typgidentifier.

The biometric organization identifier shall be one of the biometric
identifiers-registered in accordance with ISO/IEC 19785-2. The da
tifienshall be assigned by the identified biometric organization.

8.3.4/3.1.2 PAD extended data

Abstiact values:

Contgnts:

Any octet string

so contain a

data block. It

brganization
ta type iden-

This data element shall include additional PAD-related information that cannot

be held by the other data elements specified in 8.3.4. The structur
is defined by the identified biometric organization.

b of this data

8.3.4.4 PAD capture context

8.3.4.4.1 PAD capture context code

Abstract values:

Contents:

See Table 3

This data element shall indicate the context of capture. Table 3 lists the abstract
values of this data element and defines what these values shall mean.

© ISO/IEC 2019 - All rights reserved
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Table 3 — Abstract values for PAD capture context code

Abstract value Meaning

enrolment The context of capture is enrolment.

verification The context of capture is biometric verification.
identification The context of capture is biometric identification.

8.3.4.4.2 PAD capture context extension block

If a PAD data block contains a PAD capture context code from a later version, then it shall also contain

a fallback P!

later version, it shall revert to the fallback value.
8.3.4.5 PAD supervision level

8.3.4.5.1 PRAD supervision level code

N ecantura contavt ooda frenn thn fivct gnrciny (cnn Q 2 A A1) TFf o navcnr donc ot 1o oy the
-EapttHtre-CoRtext ot rom e Sty e 5o St e o=t pParSera6e 5 Hot<hoW

Abstract valpes: See Table 4
Contents: This data element shall indicate the level of supervision/surveillance during the
capture process. Table 4 lists the abstract values-of this data element and d¢fines
what these values shall mean.
Table 4 — Abstract values for PAD superyvision level code
Abstract value Meaning
unknown The supervision level was not captured,or was lost.
controlled Operator physically controls the biomeétric capture subject to acquire biometric samples.
assisted Person available to provide assistance to the biometric capture subject presenting the bi-
ometric characteristics.
observed Person present to observe ‘operation of the device but provides no assistance.?
unattended No one present to observe or provide assistance.
a2 This catepory includes observing useryinteraction with the biometric capture system through remote sehsing,
e.g.video survfeillance, also known as telepresence.

8.3.4.5.2 PRAD supervision level extension block

If a PAD data
a fallback PA
later version

block contains a PAD supervision level code from a later version, then it shall also contain
D superywision level code from the first version (see 8.3.4.5.1). If a parser does not know the
, it shallirevert to the fallback value.

8.3.4.6 PADYTisklevel

Abstract values: Integers 0 to 100

Contents:

20

This data element shall indicate the risk level as a score between 0 and 100, with
lower scores being indicative of alower risk and higher scores being indicative of
higher risk. If the risk level is unknown, then this data element shall not be present.

This field has been left vaguely defined so that system developers may devise
their own qualitative or quantitative risk assessment methodologies.
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8.3.4.7 PAD criteria category

8.3.4.7.1 PAD criteria category code

Abstract values: See Table 5

Contents: This data element shall be used to distinguish between PAD decision criteria
specific to the individual biometric capture subject and PAD decision criteria
common to all biometric capture subjects. Table 5 lists the abstract values of this
data element and defines what these values shall mean.

Table 5 — Abstract values for PAD criteria category code

Abstract value Meaning

unknown The information whether the PAD criteria were specific to the individual Hiometric cap-
ture subject or common for all biometric capture subjects washot captur¢d or was lost.

indivjidual Criteria are specific to the individual biometric capturesubject.

comrhon Criteria are global, i.e. common for all biometric capture subjects.

8.3.4{7.2 PAD criteria category extension block

If a PAD data block contains a PAD criteria category code from'a later version, then it shallfalso contain
a fallback PAD criteria category code from the first version (see 8.3.4.7.1). If a parser does not know the
later version, it shall revert to the fallback value.

8.3.4{8 PAD parameter

Abstiact values: Any octet string

Contg¢nts: This data elemen€shall indicate any external parameter (e.g. threshold) employed
to make the PAD decision.

8.3.419 PAD challenges

8.3.419.1 PAD challenge

Abstract values: Octet string
Contg¢nts: This data element shall indicate any challenge that was given to the data capture
subject.

8.3.4{10 PAD capture date/time block

Abstract values: 0000-01-01T00:00:00,000Z to 9999-12-31T23:59:59,999Z

NOTE The abstract values are given in the extended date-time format of ISO 8601
(all parts). The character “Z” is the designator for UTC (Coordinated Universal Time).

Contents: This data element shall indicate the date and time when the capture of the PAD
data started in UTC (in accordance with ISO 8601 (all parts)) to a precision of
one millisecond.
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8.3.5 Extended data blocks

8.3.5.1 Extended data block

Figure 8 illustrates the structure of an extended data block.

Extended data
block

l I
Extended data
type identifier Extended data

8.3.5.1.1 [Extended data type identifier block

Abstract val

Contents:

8.3.5.1.2 Extended data

Abstract valpes: Any qctet string

Contents: This data element shall include additional information that cannot be hg
the other elements of the data object where this data element is embedded
structure of this data is defined by the identified biometric organization.

9 Tagged binary encoding scheme

les:

DIOCK
|

Identifier

Organization

Figure 8 — Structure of an extended data block

Sequence of two integers 1 to 65 535

This data element shall identify the typé of data in an extended data blg
shall consist of two elements:

— abiometric organization idéntifier; and
— the data type identifier:

The biometric organization identifier shall be one of the biometric organiz
identifiers registered in accordance with ISO/IEC 19785-2. The data type
tifier shall be assigned by the identified biometric organization.

ck. It

ation
iden-

1d by
. The

9.1 General

Each of the other parts of the ISO/IEC 39794 series may specify the abstract syntax of a tagged binary
data interchange format in ASN.1, which is defined in ISO/IEC 8824-1. The tagged binary format shall
be obtained by application of the ASN.1 Distinguished Encoding Rules (DER), which are defined in
ISO/IEC 8825-1, to the given ASN.1 module. The DER encoding of each data object has three parts: tag
octets that identify the data object, length octets that give the number of subsequent value octets, and

the value octets.
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9.2 Naming conventions for ASN.1 modules in the ISO/IEC 39794 series

9.2.1 ASN.1 module names

According to ISO/IEC 8824-1, each ASN.1 module begins with a module name that identifies the module
for human beings. Each module name begins with an upper-case letter. For each ASN.1 module defined
in the ISO/IEC 39794 series, the module name shall be a <filename> constructed according to the rules
given in 7.14.

EXAMPLE

9.2.2

Each
unan
corre
[SO/I1
integ
Fore
— t
a
a

d

Theo
The g

T

—

T

T
1

B
EXAM

identifier for the ASN.1 module ISO-IEC-39794-1-ed-1-v1.

EXAM
is the

iso-iec-39794-1-ed-1-v1.asn is the filename of the ASN.1 module named ISO-IEC-39794-1-ed-1-v1.

Object identifier for ASN.1 modules

ASN.1 module defined in the ISO/IEC 39794 series should be assigned an objectidenti
biguous identification. An object identifier value consists of a sequence of non“negat
sponding to the path from the root to a node of the international object identifier tr¢
EC 9834-1[2]. According to ISO/IEC 8824-1, each of the integers may, bedaccompani
b1 secondary identifier that does not begin with an upper-case letter.

hch ASN.1 module defined in the ISO/IEC 39794 series, the object'identifier value shal
he object identifier value of the international standard that ¢orntains the ASN.1 modul
component that identifies the edition of that standard,;

component that identifies the version of that editier; and

component that identifies the ASN.1 module within that edition.

bjectidentifier value of the international standard is assigned in accordance with ISO/1
ther components are defined in the ISO/AEC 39794 series as follows:

he relative object identifier value far,the first edition of a part of the ISO/IEC 39794 s
bd-1(1)}, and so forth.

he relative object identifiervalue for the first version of an edition shall be {v1(1)}, an

he ASN.1 modules within an edition of a part of the ISO/IEC 39794 series shall be a
egative integers starting with 0. The secondary identifier shall be the <filenameroot
er 7.14 with charaeters converted to lower case.

PLE1 {iso(d) standard(0) iso-iec-39794(39794) part-1(1) ed-1(1) v1(1) iso-iec-39794-1(0)

PLE 2 ~\iso(1) standard(0) iso-iec-39794(39794) part-1(1) ed-1(1) v1(1) iso-iec-39794-1-g
object identifier for the ASN.1 module ISO-IEC-39794-1-GeneralBDB-ed-1-v1.

fier value for
ive integers,
be defined in
bd by a non-

L

consist of:

)

FC 9834-1(2,

bries shall be

d so forth.

ssigned non-
> defined as

} is the object

eneralbdb(1)}

9.2.3

Typeanmd component mamnes

ASN.1 type names shall be in upper camel-case notation derived from subclause titles in the abstract
data elements clause. For data types that apply to more than one abstract data element, the greatest
common name part is used as type name.

EXAMPLE 1

time block” is “CaptureDateTimeBlock”.

The ASN.1 type name corresponding to “Capture date/time block” and “PAD data capture date/

Names of components of a structured type shall be in lower camel-case notation derived from subclause
titles in the abstract data elements clause. Name parts that replicate parts of the name of the containing
structured type are omitted. Names of components of a structured type shall be unique within the
scope of this type.

EXAMPLE 2  The component name corresponding to “PAD decision” within a “PADDataBlock” is “decision”.
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If a subclause title started with a number (e.g. “2D”), then this name part should be moved towards

the end.
EXAMPLE3  The component name corresponding to “2D image representation block” within an “image
representation block” is “block2D”.

The name part “Identifier” should be replaced with “Id”.

EXAMPLE4  The component name corresponding to “PAD mechanism identifier block” within a “PAD score
block” is “mechanismIdBlock”.
9.3 Prototypes
The ASN.1 types defined in the other parts of the ISO/IEC 39794 series are structurally similaro the
prototypes gpecified below. The root type “XyzDataBlock” should be named after the title of'the pprt of
the ISO/IEC B9794 series, e.g., “FingerlmageDataBlock” or “FacelmageDataBlock”. “XyzDataBlock] is to
be assigned pn application-class tag “[APPLICATION x]”. The tag number “x” should bé€the same 3s the
number of the part of the ISO/IEC 39794 series that defines “XyzDataBlock”.
NOTE An ellipsis ... is an extension marker indicating an insertion point where-future amendments or
revisions canlinsert extension additions.
CaptureDevilceBlock ::= SEQUENCE {

modelIdBlock [0] RegistryIdBlock QPTIONAL,

technolggyId [1] CaptureDeviceTechnologyId OPTIONAL,

certifidationIdBlocks [2] CertificationIdBlocks OPTIONAL,
}
RepresentatjionBlock ::= SEQUENCE ({

capturefeviceBlock [0] CaptureDeviceBlock OPTIONAL,

capturefateTimeBlock [1] CaptureDateTimeBlock OPTIONAL,

qualityBlocks [2] QualityBlocks OPTIONAL,

pADDataBlock [3] PADDataBlock OPTIONAL,

extendedDataBlocks [4] ExtendedDat@Blocks OPTIONAL,
}
RepresentatyionBlocks ::= SEQUENCE OF RepresentationBlock
XyzDataBlodk ::= [APPLICATIQON\x] SEQUENCE ({

versionBlock (€Y VersionBlock,

representationBlocks 1] RepresentationBlocks,
}
9.4 Abstrpct syntax of common data types for the ISO/IEC 39794 series, in ASN.1
A.1 containg the-ASN.1 module ISO-IEC-39794-1-ed-1-v1 that specifies common data types fo be
imported infothie ASN.1 modules in the other parts of the ISO/IEC 39794 series.

9.5 Abstract syntax of general BDB, in ASN.1

The TLV-encoded patron format for use with smartcards or other tokens defined in ISO/IEC 19785-3[¢l
assigns the application-class tag 7F2E;,, (“[APPLICATION 46]”) to a general BDB, no matter which
particular format. Annex B contains the ASN.1 module ISO-IEC-39794-1-GeneralBDB-ed-1-v1 that
specifies how to embed BDBs in formats defined in the other parts of the ISO/IEC 39794 series into a
general BDB with tag 7F2E,,, (“[APPLICATION 46]").
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9.6 Definition extension in ASN.1

9.6.1 General

The ASN.1 modules defined in the ISO/IEC 39794 series allow the extension of definitions in a backward
and forward compatible way as specified in ISO/IEC 8824-1.

In new editions of, or amendments to, a part of the ISO/IEC 39794 series, if needed, new additional
data elements and values may be added, and the use of previously defined optional data elements and
values may be deprecated. Previously defined mandatory data elements must not be removed, and new
mandatory data elements must not be added.

A paiser for BDBs based on an old version of the format shall be able to read BDBs based on the new
versipn of the format. Unknown data elements shall be ignored.

9.6.2] Addition of components to sequence types

Let ajsequence type definition in the first version contain an extension marker “...” at the gnd of the list

of CO]];’IpOI’lent types.

EXANPLE 1

ReprdgsentationBlock ::= SEQUENCE ({
cdptureDeviceBlock [0] CaptureDeviceBlock OPTTONAL,
cdptureDateTimeBlock [1] CaptureDateTimeBlock ©OPTIONAL,
qyalityBlocks [2] QualityBlocks OPTIONAL,
pADDataBlock [3] PADDataBlock OPTIONAL,
esjjtendedDataBlocks [4] ExtendedDataBlocks OPTIONAL,
injageRepresentation [5] ImageRepresentabion OPTIONAL,

}

In la
comp
extern

er editions of, or amendments to,_a\ part of the ISO/IEC 39794 series, if neede
onents must be added after the ektension marker. Additional components shall bg
sion addition groups within double square brackets. The opening double square brac

be followed by a version number forthe extension addition group.

EXAMPLE 2

ColoyrSpaceCorrection ¢:=

.-— Type defined in the year 2025 version

l, additional
grouped in
ket “[[” shall

ReprgsentationBlock\;i= SEQUENCE ({
cdptureDeviceBlock [0] CaptureDeviceBlock OPTIONAL,
cdptureDateTdmeBlock [1] CaptureDateTimeBlock OPTIONAL,
qyalityBloCks [2] QualityBRlocks OPTIONAL,
pADDataBlogk [3] PADDataBlock OPTIONAL,
ejtendedPataBlocks [4] ExtendedDataBlocks OPTIONAL,
inageRepresentation [5] ImageRepresentation OPTIONAL,
[ 25 5+ ereRston——added—ia—the—jFear—2625 roion
colourSpaceCorrection [6] ColourSpaceCorrection OPTIONAL

1]
}

Further components may be added after previously added components.

EXAMPLE 3

ColourSpaceCorrection ::=

.—— Type defined in the year 2025 version

RepresentationBlock ::= SEQUENCE ({
captureDeviceBlock [0] CaptureDeviceBlk OPTIONAL,
captureDateTimeBlock [1] CaptureDateTimeBlock OPTIONAL,
qualityBlocks [2] QualityBlocks OPTIONAL,
pADDataBlock [3] PADDataBRlock OPTIONAL,
extendedDataBlocks [4] ExtendedDataBlocks OPTIONAL,

© ISO/IEC 2019 - All rights reserved
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imageRepresentation [5] ImageRepresentation OPTIONAL,

ey

[[2025: -- Extension added in the year 2025 version
colourSpaceCorrection [6] ColourSpaceCorrection OPTIONAL

11,
[

[2030: -- Extensions added in the year 2030 version
fNumber [7] REAL OPTIONAL,
shutterSpeed [8] REAL OPTIONAL
1]
}
9.6.3 Addition of components to choice types

An extensible choice type definition shall be emulated by type definitions of the following form

EXAMPLE

ImageRepresd|
block2D
block3D

}

ImageRepresd|
}
ImageRepresd|

base
extensidg

In later edif
components

9.6.4 Exte
There are th

extensih

extensih

non-ext

For extensib
in the origiry
strategy inc
unknown v4
that it can d{

EXAMPLE 1

AnnotationReasonCode

unknown (
other (1)

lentationBase

CHOICE {
[0] ImageRepresentation2DBlock,
[1] ShapeRepresentation3DBlock

entationExtensionBlock SEQUENCE {

entationBlock ::= CHOICE {
[0] ImageRepresentationBase,
nBlock [1] ImageRepresentationExtensionBlock

ions of, or amendments to, a part of the\ISO/IEC 39794 series, if needed, addit
must be added after the extension markers

nsion of an enumerated type witlva new value
[ree categories of enumerated types:

le enumerated types with-a-fallback value;

le enumerated types without a fallback value; and
ensible enumerated types.

le enumerated'types with a fallback value, decoders can use a fallback value that is dd
al type, instead of an unknown value. For this category of enumerations, the exte
rporates-a mandatory fallback value that has a type of the first version. In that way
lue {s received by a version 1 decoder, that decoder is able to revert to the fallback
code.

ional

fined
nsion

if an
value

ENUMERATED {
0),

14

amputated(2),
unableToPrint (3),

bandaged (4

)y

physicallyChallenged(5),
diseased (6)

}

AnnotationReasonExtensionBlock
fallback

26

SEQUENCE {
AnnotationReasonCode,

(0]
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AnnotationReason ::= CHOICE {
code [0] AnnotationReasonCode,
extensionBlock [1] AnnotationReasonExtensionBlock

}

In later editions of, or amendments to, a part of the ISO/IEC 39794 series, if needed, additional
components must be added after the extension marker after the fallback data element.

EXAMPLE 2
AnnotationReasonCodeV2 ::= ENUMERATED { -- Additional code defined in the 2025 version
frostbit (7)
}
AnnoflationReasonExtensionBlock ::= SEQUENCE {
f4llback [0] AnnotationReasonCode,
i
[|2025: -- Extension added in the year 2025 version
codeV2 [11] AnnotationReasonCodeV2 OPTIONAL

1]
}

A sedond category of enumerated types is also extensible, but fot»them no fallback nlechanism is
possiple. For this category, if a version 1 decoder receives an unkhown value, it will n¢t be able to
interpret the data; but it could not anyway as it does not have;the facility for dealing with the new
information. In example 3, the decoder would fail to decode an‘image compressed using a fodec it does
not hpve.

EXAMPLE 3

ImaggDataFormatCode ::= ENUMERATED {
jgeg (0),
jgeg2000 (1),
J4eg2000Lossy (2),
jgeg2000Lossless (3),

prlg (4)

}

ImaggqDataFormatExtensionBlock\li:= SEQUENCE ({

}

ImaggDataFormat ::= CHQOICE ({
cgde [0] ImageDataFormatCode,
ejjtensionBlock [1] ImageDataFormatExtensionBlock

}

In later editions of, or amendments to, a part of the ISO/IEC 39794 series, if neededl, additional
components-must be added after the extension marker.

EXAMPRLE A4
ImageDataFormatCodeV2 ::= ENUMERATED { -- Additional code defined in the 2025 version
JjpegXR (5)
}
ImageDataFormatExtensionBlock ::= SEQUENCE ({
Cey
[[2025: -- Extension added in the year 2025 version
codeV?2 [1] ImageDataFormatCodeV2OPTIONAL

1]
}

Lastly, there are some enumerations for which extensibility is not desired. In this case, there is only a
base enumeration.
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EXAMPLE 5

UnitDimensi
inch (0),
cm (1)

}

onCode ::

ENUMERATED {

10 XML encoding scheme

10.1 General

Each of the other parts of the ISO/IEC 39794 series may specify an XML schema. The syntax of XML

documents ¢
part of the I

10.2 Struc

The XML data type and element names shall correspond to data types and elemernts in the t3

binary form
of the XML s
XML Schema

All parts of
is optional i
of the minO
Recommend
Anonymous

When a typ

possibility of multiple occurrences shall be encapsulated inside a wrapper element. The name

wrapper ele

EXAMPLE
"Representat

<xs:complex
<xs:seqy
<xXs:§

ma

</xs:seq
</xs:complg

All white s
ISO/IEC 397

fure of XML schema definitions

it specified in the same part of the ISO/IEC 39794 series, if any. Theé)Syntax and semz
chemas describing the data interchange formats shall conform t¢ W3C Recommenda
Parts 1 and 2.

the ISO/IEC 39794 series shall identify optional and mandatory elements. An elg
" the value of the minOccurs attribute is 0. An element i required to appear if the
ccurs attribute is 1 or more. The default value for theuminOccurs attribute is 1 (see
ation, XML Schema Parts 1).

inline type definitions shall not be used.

e and/or element has multiple child elements with mixed bounds, elements wit

ment shall be the plural form of the name of the encapsulated element.

"RepresentationBlocksType" wraps'multiple occurrences of "representationBlock". An elem
onBlocksType" is named "representationBlocks" and used within "XyzDataBlockType" (see 1§

Type name="RepresentationBlocksType'">

ence>

lement name="representationBlock" type="RepresentationBlockType"
xOccurs="unbounded™/>

luence>

xType>

pace directives shall be omitted in XML schema files through all parts o
94 series.

ncoding biometric data shall be based on the XML schema definition in the apprepriate
O/IEC 39794 series, not on an ASN.1 module and the ASN.1 XML encoding rules (XER).

gged
Intics

tions,

ment
value
W3C

h the
f the

ent of
D.4).

f the

10.3 Namil

i ons for XML scl lefinitions.in the ISO/IEC 39794 sexi

10.3.1 XML namespace names

For each XML schema defined in the ISO/IEC 39794 series, the namespace name shall be an HTTP URI
derived from a <docidentifier> as described in 7.14.
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2 Type and element names

Type names shall be in upper camel-case notation derived from subclause titles in the abstract data
elements clause. Type names shall end with the word “Type”. For data types that apply to more than one

abstr

EXAMPLE 1

act data element, the greatest common name part is used as type name.

block” is “CaptureDateTimeBlockType”.

The type name corresponding to “Capture date/time block” and “PAD data capture date/time

Element names within a complex type shall be in lower camel-case notation derived from subclause
titles in the abstract data elements clause. Name parts that replicate parts of the name of the containing
structured type are omitted. Names of elements of a complex type shall be unique within the scope of

this t
EXAM

Ifas
the e

EXAM
repre

The 1
EXAM
is “md
10.4

The }
the p
e.g. “f

NOTH
part g

<xs:
<A

<
<
</xs

ype.
PLE2  The element name corresponding to “PAD decision” within “PADDataBlockType” is

ibclause title started with a number (e.g. “2D”), then this name part should be mo
nd.

bentation block” is “block2D”.
ame part “Identifier” should be replaced with “Id”.

PLE4  The element name corresponding to “PAD mechanismidentifier block” within a “PA
chanismlIdBlock”.

Prototypes

(ML datatypes defined in the other parts ofthe ISO/IEC 39794 series are structural
Fototypes specified in this subclause. The goot element should be named after the titl
ingerlmageData” or “facelmageData”.

“xyzData” is used exceptionally.instead of “xyzDataBlock” to reflect the title of the d
f the ISO/IEC 39794 series in the textual encoding for “xyz” data.

omplexType name="CapturelDeviceBlockType">
s:sequence>
<xs:element name="modglIdBlock" type="cmn:RegistryIdBlockType" minOccurs=
<xs:element name="technologyId" type="CaptureDeviceTechnologyIdType"
minOccurs="0&/ >
<xs:element ndme="certificationIdBlocks" type="cmn:CertificationIdBlocksT
minOccurg="0"/>
<xs:any nahmespace="##other" processContents="lax" minOccurs="0"/>
</xs:seguéence>
xs:comptexType>
Xs:seduence>
complexType>

<xs:(

‘decision”.

ved towards

PLE3 The element name corresponding to “2D image representation block” within an “image

D score block”

ly similar to
e of the part,

orresponding

vou/>

y.pe"

omplexType name="RepresentationBlockType">

<xXs:sequence>

<xs:element name="captureDeviceBlock" type="CaptureDeviceBlockType"
minOccurs="0"/>

<xs:element name="captureDateTimeBlock" type="cmn:CaptureDateTimeBlockType"

minOccurs="0"/>

<xs:element name="qualityBlocks" type="cmn:QualityBlocksType" minOccurs="0"/>
<xs:element name="pADDataBlock" type="cmn:PADDataBlockType" minOccurs="0"/>

<xs:element name="extendedDataBlocks" type="cmn:ExtendedDataBlocksType"
minOccurs="0"/>
<xs:any namespace="##other" processContents= "lax" minOccurs="0"/>

</xs:sequence>

</xs:

complexType>

<xs:complexType name="RepresentationBlocksType">
<xs:sequence>

<xs:element name="representationBlock" type="RepresentationBlockType"
maxOccurs="unbounded" />
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</xs:sequence>

</xs:comple

xType>"

<xs:complexType name="XyzDataBlockType">
<xs:sequence>
<xs:element name="versionBlock" type="cmn:VersionBlockType"/>
<xs:element name="representationBlocks" type="RepresentationBlocksType">
<xs:any namespace="##other" processContents= "lax" minOccurs="0"/>
</xs:sequence>

</xs:comple

<xs:element

xType>

name="xyzData" type="XyzDataBlockType">

10.5 XML {

A.2 containg

chema definition of common data types for the ISO/IEC 39794 series

an XML schema definition that specifies common data types to be imported into the

schema defifitions in the other parts of the ISO/IEC 39794 series.

10.6 Defin

10.6.1 Gen

jtion extension in XML

bral

The XML schema definitions defined in the ISO/IEC 39794 series can he extended in a backwar

forward conf

In new editi
and values n
deprecated.
elements mu
maintain the

10.6.2 Exte

XML simple

patible way.

bns of, or amendments to, a part of the ISO/IEC 39794 ‘series, if needed, new data eler
nay be added, and the use of previously defined optienal data elements and values m
Previously defined mandatory data elements must not be removed, and new mandatory
st not be added. A new edition of, or amendment to, a part of the ISO/IEC 39794 serie]
XSDs specified in the previous editions as they stand in order to be able to import the

nding XML simple types

Lypes do not support extension. If\a type requires a future extension, the type needs

implemented as XML complex type.

10.6.3 Exte

Extensible s

nding XML sequence types

pquence types shall\eontain an <any> element to hold an extension. The <any> ele

shall be implemented as <xsfany namespace="##other" processContents="lax" minOccurs="0"/5
<any> elemgnt shall use thesnamespace “##other” to avoid ambiguity with the current namespacg

processing

the extension'content shall be lax, which means that the content shall be validated ag

the schema ywheneverpossible. The <any> element is optional and shall not occur more than once i
default attribute value’'maxOccurs="1" applies.

EXAMPLE 1

XML

H and

nents
ay be
y data
s will
m.

to be

ment
. The
b, The
ainst
s the

<xs:schema
xmlns:xs
xmlns:vc
xmlns="h
targetNa
elementF
attribut
vc:minVe

<xs:impo

="http://www.w3.0rg/2001/XMLSchema"
="http://www.w3.0rg/2007/XMLSchema-versioning"
ttp://standards.iso.org/iso-iec/39794/-18"
mespace="http://standards.iso.org/iso-iec/39794/-18"
ormDefault="qualified"

eFormDefault="unqualified"

rsion="1.0">

rt namespace="http://standards.iso.org/iso-iec/39794/-1"

schemalocation="iso-iec-39794-1-ed-1-v1.xsd"/>

<xs:comp
<xs:s
<x

30

lexType name="RepresentationBlockType">

equence>

s:element name="captureDeviceBlock" type="CaptureDeviceBlockType"
minOccurs="0"/>
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<xs:element name="captureDateTimeBlock" type="CaptureDateTimeBlockType
minOccurs="0"/>
<xs:element name="qualityBlocks" type="QualityBlocksType" minOccurs="0

-1:2019(E)

"

n/>

<xs:element name="pADDataBlock" type="PADDataBlockType" minOccurs="0"/>

<xs:element name="extendedDataBlocks" type="ExtendedDataBlocksType"
minOccurs="0"/>
<xs:element name="imageRepresentation" type="ImageRepresentationType"
minOccurs="0"/>
<xs:any namespace="##other" processContents="lax" minOccurs="0"/>
</xs:sequence>

</xs:complexType>

</xs:

schema>

To en

type.
shall

contdin also the <any> element for further extension. An extended XSD shall importprevid
<xs:ilnport namespace="{namespace}" schemaLocation="{XSD file path}"/>) te\preserve t
namespaces.

EXAMPLE 2

<xs:gchema

1|
1|
1]
tq
el
af
v

<A

<

<

</xs

10.6.

A chd
Attril

able extension with multiple new data elements, the extension content shall also bexd
The extension shall carry the same name as the sequence type being extended. Then{
be resolved by using the namespaces of the base and extended schemas.'An” ext

Ins:xs="http://www.w3.0rg/2001/XMLSchema"
Ins:vc="http://www.w3.0rg/2007/XMLSchema-versioning"
Ins="http://standards.iso.org/iso-iec/39794/-18/ed>1/v2"
rgetNamespace="http://standards.iso.org/iso-iecl39794/-18/ed-1/v2"
ementFormDefault="qualified"

tributeFormDefault="unqualified"

:minVersion="1.0">

s:import namespace="http://standards.is®.org/iso-iec/39794/-18"
schemalLocation="iso-iec-39794-18-ed%l-v1.xsd"/>

-- ColourSpaceCorrectionType to & defined in edition 1, version 2 -->

s:complexType name="RepresentationBlockType">
<xXs:sequence>
<xs:element name="coliourSpaceCorrection" type="ColourSpaceCorrectionTy
minOccurs="0"/>
<xs:any namespacg="M#other" processContents="1lax" minOccurs="0"/>
</xs:sequence>
xs:complexType>

schema>

4 Extending XML choice types

ice type definition shall not contain an <any> element to avoid violation of the un
bution’ rule. An extensible choice type definition shall be emulated by type defin

follov

f a sequence
nme collision
ension shall
us XSDs (via
heir original

pe"

que particle
tions of the

ing form
(=)

EXAMPLE

<xs:complexType name="ImageRepresentationBaseType">
<xs:choice>

<xs:element name="block2D" type="ImageRepresentation2DBlockType"/>
<xs:element name="block3D" type="ShapeRepresentation3DBlockType"/>

</xs:choice>

</xs:

complexType>

<xs:complexType name="ImageRepresentationExtensionBlockType">
<xs:sequence>

<xs:any namespace="##other" processContents="lax"/>

</xs:sequence>

</xs:

complexType>
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<xs:complexType name="ImageRepresentationBlockType">
<xs:choice>
<xs:element name="base" type="ImageRepresentationBaseType"/>
<xs:element name="extensionBlock" type="ImageRepresentationExtensionBlockType"/>
</xs:choice>

</xs:complexType>

10.6.5 Exte

nding XML enumerations

Extending an XML enumeration requires a well-defined policy to solve the forward compatibility. The
use of the standard XML enumeration based on the simple string type is not supported. The enumeration
values shall be implemented as choice of fixed integer values.

For extensiblle enumerated types with a fallback value, decoders can use the fallback value instgad of
an unknown|value. For this category of enumerations, the extension strategy incorporates a mandatory
fallback valye that has a type of the base version. In that way, if an unknown value is,reeeived by a
version 1 defoder, that decoder is able to revert to the fallback value that it can decode.
EXAMPLE 1
<xs:complexType name="AnnotationReasonCodeType'">
<xs:choilce>
<xs:€gllement name="unknown" type="xs:int" fixed="0"/>
<xs:glement name="other" type="xs:int" fixed="1"/>
<xs:glement name="amputated" type="xs:int" fixed="2"/>
<xs:glement name="unableToPrint" type="xs:int" fixed=%3"/>
<xs:€glement name="bandaged" type="xs:int" fixed="4"/X%
<xs:gllement name="physicallyChallenged" type="xs:iwt" fixed="5"/>
<xs:€llement name="diseased" type="xs:int" fixedz="6)"/>
</xs:chdice>
</xs:complekType>
<xs:complexType name="AnnotationReasonExtensionBliockType'">
<xs:sequence>
<xs:glement name="fallback" type="AnnetationReasonCodeType"/>
<xs:dny namespace="##other" processd@ntents="lax"/>
</xs:sequence>
</xs:complekType>
<xs:complexType name="AnnotationRedsonType">
<xs:choijce>
<xs:glement name="code" type="AnnotationReasonCodeType"/>
<xs:€glement name="extensionBlock" type="AnnotationReasonExtensionBlockType"/>
</xs:chqoice>
</xs:complekType>
The <any> dhild element:shall hold exactly one value defined in an extended XSD. The extended XSD
shall be identified by tiie namespace.
In later editions of, or amendments to, a part of the ISO/IEC 39794 series, if needed, additional
enumeration] it€ms may be defined.

EXAMPLE 2

<xs:complex

Type name="AnnotationReasonCodeType">

<xs:choice>
<xs:element name="frostbit" type="xs:int" fixed="7"/>
</xs:choice>
</xs:complexType>

For extensible enumerated types without a fallback value, if a version 1 decoder receives a value of
a new type, it will not be able to interpret the data; but it could not anyway as it does not have the
facility for dealing with the new information. In EXAMPLE 3, the decoder would fail to decode an image
compressed using a codec it does not have.
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EXAMPLE 3

<xs:complexType name="ImageEncodingAlgorithmCodeType">
<xs:choice>

<xs:element name="jpeg" type="xs:int" fixed="0"/>

<xs:element name="jpeg2000" type="xs:int" fixed="1"/>
<xs:element name="Jjpeg2000Lossy " type="xs:int" fixed="2"/>
<xs:element name="jpeg2000Lossless " type="xs:int" fixed="3"/>
<xs:element name="png" type="xs:int" fixed="4"/>

</xs:choice>
</xs:complexType>

<xs:complexType name="ImageEncodingAlgorithmExtensionBlockType">

<

<
</xs

<xs:d
<3

<
</xs

The <
shall

In la
enun]

EXAM

<xSs:(
<4

<
</xs

For n

EXAM

<xs:d
<3

</xs

Guenc
<xs:any namespace="##other" processContents="lax"/>
Xs:sequence>
complexType>

omplexType name="ImageEncodingAlgorithmType">

s:choice>

<xs:element name="code" type="ImageEncodingAlgorithmCodeType™y >

<xs:element name="extensionBlock"
type="ImageEncodingAlgorithmExtensionBlockType"/>

xs:choice>

complexType>

any> child element shall hold exactly one value defined‘m an extended XSD. The e
be identified by the namespace.

er editions of, or amendments to, a part of the\1SO/IEC 39794 series, if neede
eration items may be defined.

PLE 4
omplexType name="ImageEncodingAlgorithmCodeType">

s:choice>
<xs:element name="JjpegXR" types"xs:int" fixed="5"/>

xs:choice>

complexType>

pbn-extensible enumerated types, there is only a base enumeration.
PLE 5

omplexType name="UnitDimensionCodeType">

s:choice>
<xs:elemeng mame="inch" type="xs:int" fixed="0"/>
<xs:elemend*name="cm" type="xs:int" fixed="1"/>
xs:choices
complexType>

ktended XSD

l, additional
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Annex A
(normative)

Formal specifications of common data types for the
ISO/IEC 39794 series

A.1 Abstifact syntax of common data types for the ISO/IEC 39794 series in ASN.1

This subclayse contains the ASN.1 module ISO-IEC-39794-1-ed-1-v1 that specifies common) data
to be imported into the ASN.1 modules in the other parts of the ISO/IEC 39794 series. Folld

the rules in
iec-39794(3

9.2.2, the ASN.1 module is assigned the unique object identifier {iso(1), standard(0
p794) part-1(1) ed-1(1) v1(1) iso-iec-39794-1(0)}. The ASN.1 module ISO-IEC-39794

1-v1 is availgble at http://standards.iso.org/iso-iec/39794/-1/ed-1/en.

NOTE THe predefined date-time types are deliberately not used to allow optighal-date-time fields.

ISO-IEC-39794-1-ed-1-v1

{iso (1)

standard(0) iso-iec-39794(39794) part-1(1l) ed-1(1Kh*¢1l(1l) iso-iec-39794-1(0

-- Use of IISO/IEC copyright in this Schema is licensed for \the purpose of
-- developijng, implementing, and using software based onXthis Schema, subject
-- to the flollowing conditions:

-- * Software developed from this Schema must retagiun‘the Copyright Notice,
- this llist of conditions and the disclaimer below ("Disclaimer").

-- * Neithegr the name or logo of ISO or of IEG,> nor the names of specific
-— contrijputors, may be used to endorse ofNpromote software derived from
-= this Ychema without specific prior wxitten permission.

-- * The sqoftware developer shall attxibute the Schema to ISO/IEC and
-= identiffy the ISO/IEC standard €kom which it is taken. Such attribution

—-— (e.qg.,

"This software makes usg of the Schema from ISO/IEC 39794-1

-= within| modifications permifted in the relevant ISO/IEC standard.
-= Please] reproduce this note if possible."), may be placed in the
-— softwalre itself or any.obher reasonable location.

-— The Disdlaimer is:
-— THE SCHEMA ON WHICHWIHIS SOFTWARE IS BASED IS PROVIDED BY THE COPYRIGHT

—-— HOLDERS

IAND CONTREBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,

—-— INCLUDING, BUT NQT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
—-— AND FITNESS FORWA PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
—-— THE COPYRRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
-— INCIDENTAL,, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
-— NOT LIMITED”TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
-- DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY

-— THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT

-- (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
-—- THE CODE COMPONENTS, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Lypes
wing
) iso-
1-ed-

—

DEFINITIONS IMPLICIT TAGS ::= BEGIN

-- Common type definitions to be used in other parts of ISO/IEC 39794

VersionGeneration ::= INTEGER (3..65535)
VersionYear ::= INTEGER (2019..9999)
VersionBlock ::= SEQUENCE {
generation [0] VersionGeneration,
year [1] VersionYear,

34
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}

RegistryId ::= INTEGER (1..65535)

RegistryIdBlock ::= SEQUENCE ({
organization [0] Registryld,
id [1] RegistryId

}

ISO/IEC 39794-1:2019(E)

CertificationIdBlock ::= RegistryIdBlock

CertificationIdBlocks ::= SEQUENCE OF CertificationIdBlock

Year |::= INTEGER (0..9999)

MontHl ::= INTEGER (1..12)

Day := INTEGER (1..31)

Hour |::= INTEGER (0..23)

Minutle = INTEGER (0..59)

Secord = INTEGER (0..59)

Millidsecond ::= INTEGER (0..999)

DateTimeBlock ::= SEQUENCE ({
ygar [0] Year,
mgnth [1] Month OPTIONAL,
ddy [2] Day OPTIONALy
hqur [3] Hour OPTIONAL,
mijnute [4] Minute OPTIONAL,
sgcond [5] Second OPTILONAL,
millisecond [6] Millisecond OPTIONAL

}

CaptyreDateTimeBlock ::= DateTimeBlock

Scorg ::= INTEGER (0..100)

ScoringErrorCode ::= ENUMERATED {
fqdilureToAssess (0)

}

ScoringErrorExtensionBlock ::= SEQUENCE {
fdllback [0] ScoringErrorCode,

}

ScoringErro® ::= CHOICE {
cgde [0] ScoringErrorCode,
ejbefgionBlock [1] ScoringErrorExtensionBlock

}

ScoreOrError = CHOICE {
score [0] Score,
error [1] ScoringError

}

QualityBlock ::= SEQUENCE ({
algorithmIdBlock [0] RegistryIdBlock,
scoreOrError [1] ScoreOrError,

}

QualityBlocks ::= SEQUENCE OF QualityBlock

PADDecisionCode ::= ENUMERATED {

noAttack (0),

© ISO/IEC 2019 - All rights reserved
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attack (1
failureT

}

),

oAssess (2)

PADDecisionExtensionBlock = SEQUENCE {
fallback [0] PADDecisionCode,
}
PADDecision = CHOICE {
code [0] PADDecisionCode,
extensionBlock [1] PADDecisionExtensionBlock
}
PADScoreBlock = SEQUENCE {
mechanismIdBlock [0] RegistryIdBlock,
scoreOrHrror [1] ScoreOrError,
}
PADScoreBldcks = SEQUENCE OF PADScoreBlock
ExtendedDatjaBlock = SEQUENCE ({
dataTypgIdBlock [0] RegistryIdBlock,
data [1] OCTET STRING
}
ExtendedDatjaBlocks = SEQUENCE OF ExtendedDataBlock
PADExtendedDataBlocks = ExtendedDataBlocks
PADCapture(ontextCode = ENUMERATED ({
enrolmenft (0),
verification (1),
identifijcation (2)
}
PADCapture(ontextExtensionBlock ::= SEQUENEE* {
fallbacK [0] PADCaptureCorntextCode,
}
PADCapture(ontext = CHOICE {
code [0] PADCaptureContextCode,
extensignBlock [1] BADCaptureContextExtensionBlock
}
PADSupervisfionLevelCode ‘%= ENUMERATED {
unknown (|0) ,
controllled (1),
assisted(2),
observed(3),
unattended(4)
}

PADSupervisionLevelExtensionBlock

fallback

}

PADSupervis
code
extensio

}

PADRiskLeve

PADCriteria
unknown (
individu
common (2

36

ionLevel

nBlock

1 Score

CategoryCode
0),

al (1),

)

SEQUENCE {

[0] PADSupervisionLevelCode,

CHOICE {

[0] PADSupervisionLevelCode,

[1] PADSupervisionLevelExtensionBlock

ENUMERATED {
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PADCriteriaCategoryExtensionBlock ::= SEQUENCE ({
fallback [0] PADCriteriaCategoryCode,

}

PADCriteriaCategory ::= CHOICE ({
code [0] PADCriteriaCategoryCode,
extensionBlock [1] PADCriteriaCategoryExtensionBlock

}

PADChallenge ::= OCTET STRING

PADCHallenges ::= SEQUENCE OF PADChallenge

PADDdtaBlock = SEQUENCE {
dgcision [0] PADDecision OPTIONAL,
sqoreBlocks [1] PADScoreBlocks OPTIONAL,
esjjtendedDataBlocks [2] PADExtendedDataBlocks OPTIONAL,
cdptureContext [3] PADCaptureContext OPTIONAL,
sypervisionLevel [4] PADSupervisionLevel OPTIONAL,
riskLevel [5] PADRiskLevel OPTIONAL,
ctiteriaCategory [6] PADCriteriaCategory OPTIONAL,
pdrameter [7] OCTET STRING OPTIQNAL,
cllallenges [8] PADChallenges OPTTQONAL,
cdptureDateTimeBlock [9] CaptureDateTimeBlock OPETONAL,

}

CoordinateCartesian2DUnsignedShortBlock = SEQUENCE ({
X [0] INTEGER (0..65535),
% [1] INTEGER (0..65535)
}
CoordinateCartesian3DUnsignedShortBlock = SEQUENCE {
X [0] INTEGER (0..£5535),
v [1] INTEGER (0 ¢%65535),
z [2] INTEGER (Q%.65535)
}
CoordinateCartesian2DIntBlock \:= SEQUENCE {
X [0] ZFNTEGER,
Y [1] TNTEGER
}
CoordinateCartesian3DIntBlock ::= SEQUENCE {
x [0] INTEGER,
v [1] INTEGER,
Z [2] INTEGER
}
Coordinatelfartesian2DDoubleBlock = SEQUENCE {
X [0] REAL,
% H+—REAE
}
CoordinateCartesian3DDoubleBlock ::= SEQUENCE ({
X [0] REAL,
% [1] REAL,
z [2] REAL
}
CoordinatePolarIntBlock ::= SEQUENCE ({
radius [0] INTEGER,
azimuth [1] INTEGER
}
CoordinatePolarDoubleBlock ::= SEQUENCE ({
radius [0] REAL,
azimuth [1] REAL
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}

CoordinateSphericalIntBlock ::= SEQUENCE ({
radius [0] INTEGER,
inclination [1] INTEGER,
azimuth [2] INTEGER

}

CoordinateSphericalDoubleBlock ::= SEQUENCE ({
radius [0] REAL,
inclination [1] REAL,
azimuth [2] REAL

}

Coordinate(ylindricalIntBlock ::= SEQUENCE ({
radius [0] INTEGER,
azimuth [1] INTEGER,
height [2] INTEGER

}

Coordinate(ylindricalDoubleBlock ::= SEQUENCE ({
radius [0] REAL,
azimuth [1] REAL,
height [2] REAL

}

END

A.2 XML schema definition of common data types-for the ISO/IEC 39794 serig¢s

This subclause contains an XML schema definition that spegifies common data types to be imported into
the XML schpma definitions in the other parts of the ISQ/AIEC 39794 series. The XML schema definition
is available gt http://standards.iso.org/iso-iec/39794 /1 /ed-1/en.

NOTE The predefined date-time types are deliberdately not used to allow optional date-time fields.

<?xml versijon="1.0" encoding="utf-8"?>

<!--Use of |[ISO/IEC copyright in this S¢hema is licensed for the purpose of developing
implementinlg, and using software based¥on this Schema, subject to the following
conditions:

* Software |[developed from this, Sehema must retain the Copyright Notice, this list of
conditions fand the disclaimef\bélow ("Disclaimer").

* Neither tlhhe name or logos~ef ISO or of IEC, nor the names of specific contributors, tay
be used to |endorse or prowmote software derived from this Schema without specific prioj
written permission.

* The software developer shall attribute the Schema to ISO/IEC and identify the ISO/IHC
standard frjom whith it is taken. Such attribution (e.g., "This software makes use of the
Schema from ISO/IEC 39794-1 within modifications permitted in the relevant ISO/IEC
standard. Hleasge reproduce this note if possible."), may be placed in the software itgelf
or any other reasonable locacion.

The Disclaimer is:

THE SCHEMA ON WHICH THIS SOFTWARE IS BASED IS PROVIDED BY THE COPYRIGHT HOLDERS AND
CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THE CODE COMPONENTS, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.-->

<xs:schema

xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:vc="http://www.w3.0rg/2007/XMLSchema-versioning"

38 © ISO/IEC 2019 - All rights reserved


http://standards.iso.org/iso-iec/39794/-1/ed-1/en
https://iecnorm.com/api/?name=240263bf4950da3d0a2e5c69d9531646

ISO/IEC 39794-1:2019(E)

xmlns="http://standards.iso.org/iso-iec/39794/-1"
targetNamespace="http://standards.iso.org/iso-iec/39794/-1"
elementFormDefault="qualified"
attributeFormDefault="unqualified"

vc:minVersion="1.0">

<xs:simpleType name="VersionGenerationType">
<xs:restriction base="xs:unsignedShort">
<xs:minInclusive value="3"/>
<xs:maxInclusive value="65535"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="VersionYearType"

<xs:restriction base="xs:unsignedShort">
<xs:minInclusive value="2019"/>
<xs:maxInclusive value="9999"/>

</xs:restriction>

<Axs:simpleType>

<j(s:complexType name="VersionBlockType">
<xs:sequence>
<xs:element name="generation" type="VersionGenerationType"/>
<xs:element name="year" type="VersionYearType"/>
<xs:any namespace="##other" processContents="lax" wminOccurs="0"/>
</xs:sequence>
<Axs:complexType>

<gs:simpleType name="RegistryIdType">

<xs:restriction base="xs:unsignedShort">
<xs:minInclusive value="1"/>
<xs:maxInclusive value="65535"/>

</xs:restriction>

<Axs:simpleType>

<gs:complexType name="RegistryIdBlocgkType">
<xs:sequence>
<xs:element name="organizatzon" type="RegistryIdType"/>
<xs:element name="id" typ&="RegistryIdType"/>
</xs:sequence>
<[xs:complexType>

<gs:complexType name="CextificationIdBlockType">

<xs:complexContent>
<xs:extensiongbase="RegistryIdBlockType"/>

</xs:complexContent>

<Axs:complexType>

<j(s:complexType name="CertificationIdBlocksType">
<xs:seqlentce>
<xs:e¢lement name="certificationIdBlock" type="CertificationIdBlockType
maxOccurs="unbounded" />
</%s)k sequence>
<Jxs€eomplexType>

<xs:simpleType name="YearType">
<xs:restriction base="xs:unsignedInt">
<xs:minInclusive value="0"/>
<xs:maxInclusive value="9999"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="MonthType">
<xs:restriction base="xs:unsignedInt">
<xs:minInclusive value="1"/>
<xs:maxInclusive value="12"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="DayType">
<xs:restriction base="xs:unsignedInt">
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<xs:minInclusive value="1"/>
<xs:maxInclusive value="31"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="HourType">
<xs:restriction base="xs:unsignedInt">
<xs:minInclusive value="0"/>
<xs:maxInclusive value="23"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="MinuteType">
<xs:restriction base="xs:unsignedlnt"

<¥s:minInclusive value="0"/>
<ys:maxInclusive value="59"/>
</xs:restriction>
</xs:sinfpleType>

<xs:simpgleType name="SecondType">
<xs:yestriction base="xs:unsignedInt">
<¥s:minInclusive value="0"/>
<¥s:maxInclusive value="59"/>
</xs:lrestriction>
</xs:sinpleType>

<xs:simgleType name="MillisecondType">
<xs:yestriction base="xs:unsignedInt">
<¥s:minInclusive value="0"/>
<ys:maxInclusive value="999"/>
</xs:restriction>
</xs:sinpleType>

<xs:complexType name="DateTimeBlockType">
<xs:gequence>

<xs:element name="year" type="YearType"/>

<xs:element name="month" type="MonthType" minOccurs="0"/>

<ys:element name="day" type="DayType" minOccurs="0"/>
<Hs:element name="hour" type="HlourType" minOccurs="0"/>
<xs:element name="minute" types"MinuteType" minOccurs="0"/>
<xs:element name="second" type="SecondType" minOccurs="0"/>

<ys:element name="millisegond" type="MillisecondType" minOccurs="0"/>

</xs:sequence>
</xs:conplexType>

<xs:complexType name="CaptureDateTimeBlockType">
<xs:domplexContent>
<xls:extension bage="DateTimeBlockType" />
</xs:|lcomplexContent>
</xs:conplexTypeX

<xs:simgleTypge=name="ScoreType">
<xs:resgri¢tion base="xs:unsignedShort">
<HsuriinInclusive value="0"/>

faWau 11
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</xs:restriction>
</xs:simpleType>

<xs:complexType name="ScoringErrorCodeType">
<xs:choice>
<xs:element name="failureToAssess" type="xs:int" fixed="0"/>
</xs:choice>
</xs:complexType>

<xs:complexType name="ScoringErrorExtensionBlockType">
<xs:sequence>
<xs:element name="fallback" type="ScoringErrorCodeType"/>
<xs:any namespace="##other" processContents="lax"/>
</xs:sequence>
</xs:complexType>
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<xs:complexType name="ScoringErrorType">
<xs:choice>
<xs:element name="code" type="ScoringErrorCodeType"/>
<xs:element name="extensionBlock" type="ScoringErrorExtensionBlockType"/>
</xs:choice>
</xs:complexType>

<xs:complexType name="ScoreOrErrorType">
<xs:choice>
<xs:element name="score" type="ScoreType"/>
<xs:element name="error" type="ScoringErrorType"/>
</xs:choice>
</xs:complexType>

<js:complexType name="QualityBlockType">
<xs:sequence>
<xs:element name="algorithmIdBlock" type="RegistryIdBlockType"/>
<xs:element name="scoreOrError" type="ScoreOrErrorType"/>
<xs:any namespace="##other" processContents="1lax" minOccurs=!0}" />
</xs:sequence>
<[xs:complexType>

<gs:complexType name="QualityBlocksType">
<xs:sequence>

<xs:element name="qualityBlock" type="QualityBlockType" maxOccurs="unbpunded"/>
</xs:sequence>
<Axs:complexType>

<gs:complexType name="PADDecisionCodeType">

<xs:choice>
<xs:element name="noAttack" type="xs:int"™‘fixed="0"/>
<xs:element name="attack" type="xs:in€’ fixed="1"/>
<xs:element name="failureToAssess" type="xs:int" fixed="2"/>

</xs:choice>

<Axs:complexType>

<gs:complexType name="PADDecisionExtehsionBlockType">
<xs:sequence>
<xs:element name="fallback™ type="PADDecisionCodeType"/>
<xs:any namespace="##other" processContents="lax"/>
</xs:sequence>
<Axs:complexType>

<gs:complexType name="BADDecisionType">
<xs:choice>
<xs:element-nName="code" type="PADDecisionCodeType"/>
<xs:element_name="extensionBlock" type="PADDecisionExtensionBlockType"}>
</xs:choicg>
</[xs:complexType>

<j(s:complexType name="PADScoreBlockType">
<xs.fSsequence>
<ks:element name="mechanismIdBlock" type="RegistryIdBlockType"/>
<xs:element name="scoreOrError" type="ScoreOrErrorType"/>
.cl.u_y ITAIT yapc—"##utth" tJJ_U\J‘C DCUlltCLAtD_"lQ = MlJ._J.l\JL,\JLAJ_D_"O"

</xs:sequence>
</xs:complexType>

<xs:complexType name="PADScoreBlocksType">
<xs:sequence >
<xs:element name="scoreBlock" type="PADScoreBlockType" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="ExtendedDataBlockType">
<xs:sequence>
<xs:element name="dataTypeIdBlock" type="RegistryIdBlockType"/>
<xs:element name="data" type="xs:base64Binary"/>
</xs:sequence>
</xs:complexType>
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<xs:complexType name="ExtendedDataBlocksType">
<xs:sequence >
<xs:element name="extendedDataBlock" type="ExtendedDataBlockType"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="PADExtendedDataBlocksType">
<xs:complexContent>
<xs:extension base="ExtendedDataBlocksType"/>
</xs:complexContent>
</xs:complexType>

<xs:complexType name="PADCaptureContextCodeType"
<xs:dhoice>
<¥s:element name="enrolment" type="xs:int" fixed="0"/>
<xs:element name="verification" type="xs:int" fixed="1"/>
<ys:element name="identification" type="xs:int" fixed="2"/>
</xs:choice>
</xs:conplexType>

<xs:complexType name="PADCaptureContextExtensionBlockType">
<xs:gequence>
<Hs:element name="fallback" type="PADCaptureContextCodeTypel'/>
<¥s:any namespace="##other" processContents="lax"/>
</xs:sequence>
</xs:conplexType>

<xs:compllexType name="PADCaptureContextType">
<xs:dhoice>
<¥s:element name="code" type="PADCaptureConte&tfodeType"/>
<¥s:element name="extensionBlock" type="PADCaptureContextExtensionBlockType"[>
</xs:lchoice>
</xs:conplexType>

<xs:complexType name="PADSupervisionLevelCgdeType">
<xs:dhoice>
<ys:element name="unknown" type="mg:int" fixed="0"/>

<Hs:element name="controlled" type="xs:int" fixed="1"/>
<¥s:element name="assisted" type="xs:int" fixed="2"/>
<xs:element name="observed", type="xs:int" fixed="3"/>
<ys:element name="unattended" type="xs:int" fixed="4"/>

</xs:choice>
</xs:conplexType>

<xs:complexType name="PADSupervisionLevelExtensionBlockType">
<xs:glequence>
<¥s:element name="fallback" type="PADSupervisionLevelCodeType"/>
<¥s:any namespace="##other" processContents="lax"/>
</xs:sequenceX
</xs:conplexType>

<xs:complexType name="PADSupervisionLevelType">
<xs:dhQige>

< D.Clclllcllt “autc—"\,u\lc" t_yt)c_"PADSLAt)CJ_ JI_DJI_UJ.ILC ClﬂUdCT_yt)C"
<xs:element name="extensionBlock" type="PADSupervisionLevelExtensionBlockType"/>
</xs:choice>
</xs:complexType>

<xs:simpleType name="PADRiskLevelType">
<xs:restriction base="ScoreType"/>
</xs:simpleType>

<xs:complexType name="PADCriteriaCategoryCodeType">
<xs:choice>
<xs:element name="unknown" type="xs:int" fixed="0"/>
<xs:element name="individual" type="xs:int" fixed="1"/>
<xs:element name="common" type="xs:int" fixed="2"/>
</xs:choice>
</xs:complexType>
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<xs:complexType name="PADCriteriaCategoryExtensionBlockType">
<xs:sequence>
<xs:element name="fallback" type="PADCriteriaCategoryCodeType"/>
<xs:any namespace="##other" processContents="lax"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="PADCriteriaCategoryType">
<xs:choice>
<xs:element name="code" type="PADCriteriaCategoryCodeType"/>
<xs:element name="extensionBlock" type="PADCriteriaCategoryExtensionBlockType"/>
</xs:choice>
</xs:complexType>

<gs:simpleType name="PADChallengeType">
<xs:restriction base="xs:base64Binary"/>
<[xs:simpleType>

<j(s:complexType name="PADChallengesType">
<xs:sequence>

<xs:element name="challenge" type="PADChallengeType" maxOfcurs="unbounfed"/>
</xs:sequence>
<Axs:complexType>

<s(s:complexType name="PADDataBlockType">
<xs:sequence>
<xs:element name="decision" type="PADDecisionTgpe"” minOccurs="0"/>
<xs:element name="scoreBlocks" type="PADScorgBlitcksType"
minOccurs="0"/>
<xs:element name="extendedDataBlocks" ty@ge="PADExtendedDataBlocksType"
minOccurs="0"/>
<xs:element name="captureContext" typ&s"PADCaptureContextType" minOccufs="0"/>
<xs:element name="supervisionLevel" \Nbype="PADSupervisionLevelType"
minOccurs="0"/>
<xs:element name="riskLevel" type=s"PADRiskLevelType" minOccurs="0"/>
<xs:element name="criteriaCatedory" type="PADCriteriaCategoryType"
minOccurs="0"/>
<xs:element name="parameter¥’ ‘type="xs:base64Binary" minOccurs="0"/>
<xs:element name="challen§es" type="PADChallengesType" minOccurs="0"/>
<xs:element name="captureDateTimeBlock" type="CaptureDateTimeBlockType
minOccurs="0"/>
<xs:any namespace="#i#other" processContents="lax" minOccurs="0"/>
</xs:sequence>
<[xs:complexType>

<gs:complexType name="CoordinateCartesian2DUnsignedShortBlockType">
<xs:sequence>
<xs:element name="x" type="xs:unsignedShort"/>
<xs:element name="y" type="xs:unsignedShort"/>
</xs:se@ienhce>
</Axs:complexType>

<gs:complexType name="CoordinateCartesian3DUnsignedShortBlockType">
J& g sequence>
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<xs:element name="y" type="xs:unsignedShort"/>

<xs:element name="z" type="xs:unsignedShort"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="CoordinateCartesian2DIntBlockType">
<xs:sequence>
<xs:element name="x" type="xs:int"/>
<xs:element name="y" type="xs:int"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="CoordinateCartesian3DIntBlockType">
<xs:sequence>
<xs:element name="x" type="xs:int"/>
<xs:element name="y" type="xs:int"/>
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<xs:element name="z" type="xs:int"/>

</xs:

sequence>

</xs:complexType>

<xs:complexType name="CoordinateCartesian2DDoubleBlockType">

<XS:s

equence>

<xs:element
<xs:element

</xs:

sequence>

</xs:complexType>

name="x" type="xs:double"/>
name="y" type="xs:double"/>

<xs:complexType name="CoordinateCartesian3DDoubleBlockType">

<XS:s
<

equence>
s:element

name="x"_ tvpe="xgs:double"

<X

s:element

name="y" type="xs:double"/>

<¥s:element name="z" type="xs:double"/>
</xs:|sequence>
</xs:conplexType>
<xs:compglexType name="CoordinatePolarIntBlockType">
<xs:sglequence>
<ys:element name="radius" type="xs:int"/>
<xls:element name="azimuth" type="xs:int"/>
</xs:|sequence>
</xs:conplexType>
<xs:complexType name="CoordinatePolarDoubleBlockType">
<xs:slequence>

<¥s:element

name="radius" type="xs:double"/>

<ys:element name="azimuth" type="xs:double"/>
</xs:sequence>
</xs:conplexType>
<xs:complexType name="CoordinateSphericalIntBlekType">
<xs:sglequence>
<xs:element name="radius" type="xs:ig{"/>

<¥s:element

name="inclination" typex"xs:int"/>

<ys:element name="azimuth" type="g s:int"/>
</xs:sequence>
</xs:conplexType>
<xs:complexType name="CoordinateSphericalDoubleBlockType">
<xs:sglequence>
<Hs:element name="radius” type="xs:double"/>

<¥s:element

name="inclination" type="xs:double"/>

<ys:element name=razimuth" type="xs:double"/>
</xs:lsequence>
</xs:conplexType>
<xs:complexType name="CoordinateCylindricalIntBlockType">
<xs:sglequencg>
<Hs:element name="radius" type="xs:int"/>
<Hs:eglement name="azimuth" type="xs:int"/>
<ysv€lement name="height" type="xs:int"/>
</XS segTence

</xs:complexType>

<xs:complexType name="CoordinateCylindricalDoubleBlockType">

<xXs:s

equence>

<xs:element
<xs:element
<xs:element

</xs:

sequence>

name="radius" type="xs:double"/>
name="azimuth" type="xs:double"/>

name="height" type="xs:double"/>

</xs:complexType>

</xs:schema>

44 © ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=240263bf4950da3d0a2e5c69d9531646

	Foreword
	Introduction
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Abbreviated terms
	5 Conformance
	6 General biometric system
	6.1 Conceptual representation of general biometric system
	6.2 Conceptual components of a general biometric system
	6.2.1 Data capture subsystem
	6.2.2 Transmission subsystem
	6.2.3 Signal processing subsystem
	6.2.4 Data storage subsystem
	6.2.5 Comparison subsystem
	6.2.6 Decision subsystem
	6.2.7 Administration subsystem
	6.2.8 Interface
	6.3 Functions of general biometric system
	6.3.1 Enrolment
	6.3.2 Verification
	6.3.3 Identification
	7 Rules and guidelines
	7.1 Capture date and time
	7.2 Degree of processing
	7.2.1 Overview
	7.2.2 Captured biometric sample
	7.2.3 Intermediate biometric sample
	7.2.4 Biometric feature set
	7.3 Relationship to CBEFF
	7.3.1 Overview
	7.3.2 BDB format owner and format identifiers
	7.4 Types of extensible biometric data interchange formats
	7.5 Criteria for standardizing biometric data interchange formats
	7.6 Extensibility
	7.7 Naming conventions for biometric data interchange formats
	7.8 Treatment of multi-biometric data
	7.9 Capture conditions
	7.10 Capture device requirements
	7.11 Quality requirements for biometric data
	7.12 Biometric feature extraction algorithms
	7.13 Biometric feature comparison algorithms
	7.14 Identifiers for resources related to the ISO/IEC 39794 series
	8 Abstract data elements
	8.1 General
	8.2 Version block
	8.3 Representation block
	8.3.1 Capture device block
	8.3.2 Capture date/time block
	8.3.3 Quality blocks
	8.3.4 PAD data block
	8.3.5 Extended data blocks
	9 Tagged binary encoding scheme
	9.1 General
	9.2 Naming conventions for ASN.1 modules in the ISO/IEC 39794 series
	9.2.1 ASN.1 module names
	9.2.2 Object identifier for ASN.1 modules
	9.2.3 Type and component names
	9.3 Prototypes
	9.4 Abstract syntax of common data types for the ISO/IEC 39794 series, in ASN.1
	9.5 Abstract syntax of general BDB, in ASN.1
	9.6 Definition extension in ASN.1
	9.6.1 General
	9.6.2 Addition of components to sequence types
	9.6.3 Addition of components to choice types
	9.6.4 Extension of an enumerated type with a new value
	10 XML encoding scheme
	10.1 General
	10.2 Structure of XML schema definitions
	10.3 Naming conventions for XML schema definitions in the ISO/IEC 39794 series
	10.3.1 XML namespace names
	10.3.2 Type and element names
	10.4 Prototypes
	10.5 XML schema definition of common data types for the ISO/IEC 39794 series
	10.6 Definition extension in XML
	10.6.1 General
	10.6.2 Extending XML simple types
	10.6.3 Extending XML sequence types
	10.6.4 Extending XML choice types
	10.6.5 Extending XML enumerations
	Annex A (normative)  Formal specifications of common data types for the ISO/IEC 39794 series
	Annex B (normative)  Abstract syntax of general tagged binary BDB in ASN.1
	Annex C (normative)  Conformance testing methodology
	Annex D (informative)  Examples of comparison scenarios
	Bibliography

